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Abstract

Phishing email attacks remain one of the dominant and ever-evolving cybersecurity threats

facing organisations, demanding defensive measures to adapt continually. Existing anti-

phishing education methods have narrowly focused on certain aspects of phishing detection,

such as URL verification, instead of incorporating insights from learning theory, such as the

role of motivation and cognitive message processing in phishing detection. In particular,

the effectiveness of collaborative game elements in anti-phishing training remains largely

unstudied. This thesis addresses these gaps through two interconnected studies. First,

we analyse the Motivated Strategies for Learning Questionnaire (MSLQ) across different

instruction modes, including remote, in an undergraduate engineering design course. From

this, we derive a validated motivational construct, which we then apply to the anti-phishing

training domain. Second, we design and implement Phooled!, a scalable collaborative anti-

phishing training game, and evaluate it through a comparative study. We find that col-

laborative training improves phishing detection efficiency, measured as a balance between

accuracy and speed, by 32% compared to the control group. Additionally, we demonstrate

that motivation predicts phishing detection improvement, and identify key determinants

of phishing email detection difficulty.
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Chapter 1

Introduction

Phishing has been among the most prevalent and costly cybersecurity threats since the

earliest days of the internet. Despite advances in machine learning methods used by the

automated spam filters of email providers, a small percentage of phishing emails continue

to reach the inboxes of users. This is primarily because phishing is an adaptive threat and

malicious attackers refine their phishing methods over time to evade detection. Therefore,

to avoid such attacks, organisations need to arm their email users, the final line of defence

against phishing, with skills to detect phishing attacks and avoid falling victim to them.

The anti-phishing training domain includes various commercial products, and research

in this area has steadily grown to address the cost of such attacks borne by organisations.

There are two dominant approaches: embedded training and game-based training. Embed-

ded training is the more traditional approach, where an organisation simulates a phishing

attack to identify users for remedial training measures such as online courses. On the

other hand, gamification seeks to engage users in an educational game to teach skills that

translate to the real-world phishing detection task. While both approaches have shown

promise, significant gaps have been identified in game-based training, particularly for the

learning material and user interaction mechanisms.

Existing anti-phishing training games focus narrowly on certain aspects of phishing

detection, such as verifying URLs in the email, rather than using a more holistic approach,
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involving the entire email body and email metadata. Similarly, while collaborative learning

has been established as an effective means of education in other domains, the study of its

applicability in digital anti-phishing games has been limited. Finally, the interplay between

individual learner characteristics, such as motivation and cognitive processes of message

parsing as drivers of detection performance improvement has not been studied extensively.

This thesis addresses these gaps through two interconnected studies. First, a reduced

motivational construct is derived from the Motivated Strategies for Learning Question-

naire (MSLQ) survey administrated across different instruction modes in the context of

several consecutive terms of a university engineering course. The second study designs,

implements, and evaluates Phooled!, an online collaborative anti-phishing training game.

Using Phooled!, we examine the effectiveness of remote collaborative education in the anti-

phishing domain. Additionally, we measure the effectiveness of our approach by analysing

the rich user-game interaction data generated through user interaction with our designed

in-game interaction mechanics.

1.1 Problem Statement

Organisations, such as universities and private enterprises, increasingly rely on their email

users to combat phishing threats against the organisation. Because automated mechanisms

do not detect all anti-phishing attempts, they must train their email users to detect and

evade phishing emails that reach their inbox. However, existing anti-phishing training

approaches have not worked well. Anti-phishing training games in particular have narrow

user-game interaction mechanisms that do not incorporate insights from related domains

such as cognitive processing, and motivational aspects of behavioural psychology have

been largely ignored. These are important if learners are to transfer their learning to

real-world email environments. Traditional approaches, such as in-person courses or board

games, require an expert in the subject matter to impart learning, which is a constraint

given the shortage of security personnel and instructors. There is significant scope for

scaling collaborative education through digital games, playable remotely, for widespread

2



usage in organisational settings. In this work, we analyse the effectiveness of remote and

collaborative anti-phishing educational games.

1.2 Research Objectives

These are the research objectives for the thesis work:

1. To analyse the MSLQ survey across various instruction modes in a university organ-

isational setting, and to derive a reduced motivational construct suitable for use in

an anti-phishing education domain.

2. To design and implement Phooled!, a collaborative and remote anti-phishing training

game that incorporates real-world phishing content and in-game interaction mechan-

ics such as time pressure, role-play, and interactive feedback.

3. To evaluate whether collaborative digital anti-phishing games improve phishing de-

tection after learning compared to single-player and/or control treatments.

4. To examine whether individual learner characteristics, specifically motivation and

subjective norms, predict learning improvement, after or during training with Phooled!.

5. To investigate which elements of a phishing email undermine user phishing detection

performance, through user-game interaction log data.

These broad objectives are refined into specific research questions in Chapter 2, grounded

in the gaps identified in the literature review.

1.3 Contributions

This thesis makes the following contributions to anti-phishing education research:
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1. Reduced motivational construct. By analysing the MSLQ survey across differ-

ent instruction modes in a university course, we establish a dominant motivational

construct that is then applied to the anti-phishing training domain.

2. Design and implementation of Phooled! We design and implement Phooled!,

which we believe to be the first digital anti-phishing training game designed for remote

and collaborative play, by incorporating holistic phishing email content alongside rich

user-game interaction mechanics such as time pressure, role-play, and interactive

feedback.

3. Evaluation of collaborative training. We evaluate the effectiveness of remote col-

laborative anti-phishing training through a comparison of a single-player and multi-

player version of Phooled!. We find that collaborative training improves phishing

detection efficiency by 32%, compared with the control group.

4. Role of individual characteristics. We demonstrate that higher Motivation and

Perceived Ability (MPA) scores predict greater phishing detection improvement, and

that collaborative gameplay eliminates the opposing effects of peer and authority

influence of subjective norms on learning.

5. Evaluation of phishing detection difficulty. Safe emails are shown to be harder

for users to classify compared with phishing emails. Additionally, the only phishing

cue that individually affects detection is the sender’s email domain, while the aggre-

gated presence of multiple cues determines overall sample difficulty. Moreover, we

establish that users are generally overconfident in their phishing detection ability.

1.4 Publications

The study presented in Chapter 3 is published in the proceedings of the 2025 ASEE Annual

Conference & Exposition:
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• D. A. Knox and V. K. Karuppasamy. 2025. Motivation and Learning Strategies -

What can university engineering design courses do to help students and what must

students do? 2025 ASEE Annual Conference & Exposition. ASEE Conferences [24].

1.5 Thesis Outline

The remainder of this thesis is organised as follows:

Chapter 2 surveys the literature on the existing anti-phishing training approaches,

persuasive message processing theory, learning theory and the importance of motivation,

and analyses the individual characteristics of user susceptibility to phishing content. As

already stated, the chapter concludes with the specific and detailed research questions for

the thesis.

Chapter 3 presents a study of an MSLQ survey across cohorts of an undergraduate

engineering design course under three instruction modes: in-person, hybrid, and remote.

Through exploratory factor analysis, we derive the MPA construct that is used to measure

motivation in the anti-phishing study.

Chapter 4 describes the design and implementation of Phooled!, a collaborative anti-

phishing training game. The chapter describes the game design, experiment design, and

also the system design choices that are implemented in Phooled!.

Chapter 5 presents the experimental results that answer each research question. It

examines: phishing detection improvement across treatment conditions, the role of indi-

vidual characteristics in predicting phishing learning, the evaluation of in-game interaction

mechanics, and the determinants of phishing email detection difficulty. The chapter con-

cludes with an analysis of participant feedback from a feedback survey and from focus

groups.

Chapter 6 summarises the findings from the Phooled! study and discusses the limita-

tions of our experiments, suggesting productive directions for future work.
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Chapter 2

Literature Review

Phishing is an email-based cybersecurity attack used by malicious actors to harm unsus-

pecting users. Such attacks typically take one of two forms: deceiving users into divulging

confidential information on a fraudulent website, or installing malware to their computing

device (e.g., personal computers or smartphones) that relays confidential information back

to the attacker. The threat surface for such attacks grows in organisations, such as uni-

versities or private companies, where each email user represents a potential vulnerability.

The annual cost of a successful phishing attack on an organisation averaged $14.8 million

in 2021 [65], and by 2023, 71% of organisations experienced at least one such successful

attack [66].

The primary line of defence against such phishing threats is automated spam filters

from email providers such as Gmail or Outlook, either on the cloud or on the email client

itself. These automated systems use machine learning models to classify and filter phishing

emails before they reach a user’s inbox. However, even state-of-the-art deep learning models

are not perfect, achieving between 95–99% accuracy on phishing email classification [8,80].

Consequently, a small percentage of phishing emails will always bypass installed automated

systems. Moreover, phishing is an adaptive threat, where attackers continually evolve their

strategies to evade existing detection systems. This was evident during the COVID-19

pandemic, when malicious actors used fear surrounding the outbreak as a core part of
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their phishing strategy [4, 5].

Therefore, it is imperative that organisations arm their final line of defence, the email

users themselves, through awareness campaigns and anti-phishing training against current

and future adaptive threats. Anti-phishing training research has matured in the past two

decades, particularly from 2007 onwards, when the initial literature in this domain was de-

veloped [51]. This literature review is organised as follows: we look at the foundations and

approaches of existing anti-phishing training (Sections 2.1.1, 2.1.2, 2.1.3), then examine the

theoretical foundations of persuasive message processing and learning (Sections 2.2, 2.3),

followed by motivation and behavioral psychology (Section 2.4), determinants of phishing

susceptibility (Sections 2.5, 2.6), and conclude with the specific research questions (Sec-

tion 2.7) derived from the objectives stated in Chapter 1.

2.1 Anti-Phishing Training

Embedded training has been the primary means of anti-phishing training in the existing

literature [43,51]. In embedded training, an organisation sends a simulated phishing email

attack across their network. Users who are deceived by this simulated attack (e.g., by click-

ing on an external link in the email) are signed up for anti-phishing training. The remedial

measures might be simple, such as an infographic promoting phishing email detection tips,

or more complex, such as in-person training.

More recently, researchers have focused on the development of games to educate users

on phishing detection, often referred to as anti-phishing learning games [69] or serious

games [20]. This gamified approach seeks to introduce engaging learning material that

would be attractive to learners compared with traditional methods. These games contain

rich in-game interaction mechanics, like reward incentives and role-play, to promote user

engagement and enable more immersive learning. We begin by first describing the tradi-

tional embedded training approach in Section 2.1.1. Next, we examine the current insights

in the anti-phishing learning games in Section 2.1.2. Finally, we conclude with the specific

in-game user interaction mechanisms incorporated by these games and the gaps identified
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in these existing games in Section 2.1.3.

2.1.1 Embedded Anti-Phishing Training

Kumaraguru et al. [50] used a simulated phishing attack that directed users to an external

website where their username and password were phished. The phished users were shown

learning material such as a comic strip with anti-phishing tips. Embedded training was

found to be more effective than non-embedded treatment where the learning material is

sent directly by email [51]. Most users who clicked on the phishing link did so within 8

hours [50], reinforcing the notion that automated filters and manual intervention by an

organisation’s cybersecurity office would not be effective. Users who saw this training

material twice performed better than those who saw it only once [50]. Additionally, the

false positive rate, i.e. the rate of legitimate emails incorrectly classified as phishing, did

not increase after training [50].

88% of users who clicked on the link also divulged their credentials on the external

website [52]. This validates most studies’ approach of training users to identify phishing,

before engaging with any actions required by the email. No difference was found in phishing

detection skills between groups that received generic training versus spear phishing-specific

training [52]. McElwee et al. [55] found that organisational incentives and rewards did not

predict phishing avoidance, but repeated training did.

A more immersive version of embedded training was proposed by Alnajim and Munro [6]

where a Domain Name System (DNS) re-routing mechanism was introduced between the

user’s email client and the internet. This mechanism intercepted and rerouted network

requests from malicious email links to show training material instead. Advocates of such

methods claim that an embedded mechanism, where the act of getting phished occurs in the

user’s real-world email reading environment (e.g., Microsoft Outlook) using their inherent

email processing strategies, as the best setting for such interventions, referred to as an

authentic learning environment [38].

More recent research, however, has questioned the effectiveness of embedded training.

Ho et al. [40] analysed embedded training effects across a large organisation and found
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that trained employees were only 1.7% less likely to fall victim to a simulated phishing

attack than untrained employees. The study also found that between 37% and 51% of

users showed no engagement at all [40].

2.1.2 Anti-Phishing Learning Games

The seminal work in the gamified approach is Anti-Phishing Phil [72], a game developed

to teach users to identify phishing URLs. Anti-phishing games have been shown to in-

crease learner engagement and improve phishing detection skills [20,75], improving overall

phishing classification accuracy from around 68% to 86% (n = 36 participants) [61], with

no increase in false positives.

Sheng et al. [72] found that the only effective treatment in their study was a game

which reduced false positives, while traditional intervention material made the users more

cautious, thereby decreasing accuracy. Other studies have connected these lab results to

organisational settings on a larger scale. CJ et al. [20] showed that in an organisation

(n = 8,071 participants), users’ URL classification accuracy improved from 71% to 79%

after playing a game focused on identifying phishing URLs. The next evolution came

through shifting focus from URL classification to email sample contents. In What.Hack,

the focus was on email classification rather than URLs [90]. What.Hack improved classifi-

cation accuracy from 65% to 89%, while neither URL-based games nor traditional learning

material showed any improvement [90].

A survey of 40 anti-phishing learning games found that certain key areas are largely

being ignored by current literature [69]. In particular, the majority of games focus on

URLs rather than on email content as a whole [69,79]. Furthermore, many games focus on

quizzes about concepts without requiring players to apply the knowledge being taught [69].

Even when games do teach specific procedures, they are game-specific actions like eating

worms in a virtual pond, and not applicable to real-world phishing detection [69]. In most

cases, existing in-game mechanics do not reflect a real-world phishing detection task (i.e.,

with full email content under time pressure).
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2.1.3 Human-Game Interaction Mechanisms in Anti-Phishing

Games

Game mechanics are the actions through which a player interacts with the state of the

game [73], and it is through these mechanics that teaching methods are translated into

gameplay [69]. Most anti-phishing games “rely on very similar game mechanics” and “do

not allow detailed assessments of players’ acquired knowledge” [68]. Storylines in serious

games have been shown to boost learner engagement [60]. Yet, most anti-phishing games

still lack a storyline [69]. Non-digital games, like board games, are often based on roleplay

mechanisms [69]. This design choice is also reflected in digital anti-phishing games such as

What.Hack, where players roleplay as a bank employee classifying emails [90].

Interactive games have been found to be more effective than training learners through

traditional learning material [72, 90]. Most games teach concepts separately from game

mechanics [69], creating a separation between learning and gameplay. Roepke et al. [68] was

an exception, having players create phishing URLs through interactive game mechanics. A

focus group found that players required reward mechanisms as incentives and for greater

engagement [57]. Furthermore, they wanted to track their progress and know how far along

they were in completing the game [57].

Participants in a study requested a competitive multiplayer mode in anti-phishing

games [68]. Gamification research has found, however, that competition does not nec-

essarily improve learning outcomes [85], especially compared to collaboration [33]. Digital

games need to compensate for the lack of in-person knowledge transfer from an expert in

a scalable manner [69]. Anti-Phishing Phil [72] had a non-player character (NPC) who

provided hints during gameplay. What.Hack let players request help from an NPC who

would reveal correct answers [90]. Similarly, Roepke et al. [68] used an NPC tutor to help

users learn the game mechanics and develop phishing detection skills.

Though Roepke et al. [68] found that richer game mechanics did not improve learning

outcomes compared to earlier games, they suggested that in-game log data from the usage

of these mechanics could be used to model player behaviour. Since higher workload leads

to higher time pressure which then increases the likelihood of being phished, Wen et al. [90]
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suggested that games should reflect this real-world time pressure component when read-

ing emails. Such effects suggest that phishing email detection depends on how a person

cognitively processes the email content itself.

2.2 Persuasive Message Processing

The way in which a person cognitively processes a phishing email is a key determinant of

whether they will fall for it [86]. Gavett et al. [32] tested five executive function measures

against phishing susceptibility, finding that cognitive ability predicts detection performance

differently by age. In cognitive science, dual process theories suggest that some problems we

encounter trigger a rapid answer while others require deliberation [63]. Rapid answers are

essentially autonomous, while deliberate answers require access to our working memory [63,

81].

For example, certain properties of an email, like the sender name matching our friend’s

name, could trigger a rapid “muscle” memory rather than deeper thinking. Researchers are

still unclear how these two forces interplay when we make decisions [63]. Pennycook [63]

suggests that cues present in a problem trigger multiple answers in real-time, and when

there is a conflict between these answers, deliberation is used before responding.

The Heuristic-Systematic Model (HSM) suggests that persuasive messages can be pro-

cessed heuristically or systematically [17]. Various factors, such as contextual cues and

time pressure, can influence which processing mode is activated [17, 81]. In the heuristic

mode, an individual relies more on surface-level cues in the message with less cognitive

effort, whereas in the systematic mode, they pay closer attention to the message content

itself [17]. In the context of phishing, heuristic processing means skimming the email, while

systematic processing involves deliberating on the body of the email and connecting it to

prior knowledge, yielding better detection outcomes [86].

Vishwanath et al. [86] extended the HSM in the context of phishing in the form of the

Suspicion, Cognition, and Automaticity Model (SCAM). They found that heuristic pro-

cessing leads to lower suspicion of phishing emails [86]. An individual may process emails
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in the heuristic mode because of routine or habitual email use [86]. The ineffectiveness of

traditional anti-phishing learning material could be explained by the models of persuasive

messaging that occur when a learner encounters a phishing email in the wild. When a user

encounters an email under certain circumstances, like task overload, they would peripher-

ally process the email and may depend on surface-level heuristics to make their phishing

or safe classification. Therefore, research points toward the fact that anti-phishing training

needs to account for these varying modes of message processing.

2.3 Learning Theory in Anti-Phishing Game Design

A theoretical foundation of learning is required to create games that produce learning be-

yond just entertainment [49,84]. Participants in a study noted that they wanted feedback

inside the game environment itself, rather than as a separate module [57]. Formative feed-

back benefits learning, especially when it is delivered as part of the learning activity [41].

What.Hack [89] provided immediate feedback during email classification for reflection on

mistakes. Similarly, Anti-Phishing Phil was designed to encourage players to reflect on

their mistakes during the game [72].

As discussed in Section 2.2, learning material should simulate the time pressure that

drives users toward heuristic behavior and ensure that their learning would be adaptable

to these conditions. Sarno and Neider [70] found that email classification times were

dependent on the prevalence of phishing among the email samples present and that high

task load can reduce classification accuracy. Bergh et al. [11] showed the simulated stress

through enforcing a strict 20-second time limit on email classification decreased phishing

classification performance. However, no in-depth analyses of the effects of time pressure

through designing in-game interaction mechanics to simulate this effect were found in the

surveyed literature. Additionally, established metrics that measure this balance between

accuracy and time, such as Inverse Efficiency Score (IES) [82,83], have similarly not been

adopted as performance measures of learning in anti-phishing games.

Collaborative learning has been shown to improve test scores and knowledge reten-
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tion over individual instruction [46]. Tchakounte et al. [79] recommended a collaborative

cloud-based anti-phishing game design, arguing that games with multiple players would

improve learning outcomes. Despite these benefits, few cybersecurity games have explored

collaborative play [48]. A review of eight anti-phishing games found that only one sup-

ported multiple players [79]. Hafner et al. [34] developed a Dungeons & Dragons-inspired

multiplayer board game, Tabletop As Social Engineering Prevention (TASEP), to teach

cybersecurity practices, evaluating it through user feedback, but without pre/post learning

measures or a comparison condition.

Katsantonis et al. [48] propose a collaborative board game called Yellow Training,

in which players work together to defend their organisation against malicious attackers.

Yellow Training similarly measured qualitative aspects of the game, like recorded group

discussions, without a control condition or pre/post learning assessment. This highlights

the need for a study that compares collaborative anti-phishing gameplay against a control

condition, with pre/post learning measures of phishing detection performance.

However, these existing games are board games that require physical game material

and an expert to be present for each session. In comparison, digital games are not limited

by these constraints and can scale remotely to any number of concurrent sessions. A meta-

analysis of 45 studies found that online instruction was as effective as in-person modes

for improving learning outcomes [56]. The study also found that blended instruction,

i.e., hybrid instruction that combines in-person and online, was more effective than both,

with the confounding caveat that these studies also contained more learning resources and

activities [56]. These findings suggest online or hybrid education as a valid choice for

scaling anti-phishing games, but whether such games are as effective as in-person ones

remains unclear.
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2.4 Influence of Motivation and Behavioral Psychol-

ogy in Learning

The Fogg Behavior Model [30] suggests that a behaviour is more likely to occur when

an individual has the ability to perform it, sufficient motivation to do so, and a trigger

to initiate it. Therefore, anti-phishing training should focus not only on the learning

itself, but must provide the skills needed to deploy the material learned when the need

arises during regular email workflow. Specifically, the Fogg Model suggests this requires

increasing motivation and self-efficacy for the task at hand, and providing triggers that

push the user towards more deliberation when a phishing email is encountered.

Chen et al. [19] found that both group discussion and role-play based training improved

perceived self-efficacy, i.e., an individual’s belief in their ability to perform a task [10], and

increased phishing reporting after training (n = 105). The Extended Parallel Process

Model (EPPM) proposes that when perceived threat is high but a person’s perceived

efficacy is low, people respond based on fear [91].

Phishing training should therefore build self-efficacy alongside threat awareness, or

learners will continue to get phished. Shahbaznezhad et al. [71] described self-efficacy in

the phishing context as the user’s perceived ability to avoid falling for a phishing attack.

However, they found that self-efficacy did not significantly predict phishing avoidance,

despite its importance as stated in the literature, suggesting that other traits may moderate

its effect.

Motivation can be sub-divided into two types: intrinsic and extrinsic motivation. While

intrinsic motivation is affected by internal factors like desire for self-improvement and cu-

riosity, extrinsic motivation is driven by external factors like grades, rewards, and compe-

tition [64]. The MSLQ is a survey of 81 items that measures motivation through scales

such as intrinsic and extrinsic goal orientation, task value, self-efficacy, and test anxiety,

as well as learning strategies such as critical thinking, effort regulation, and metacognitive

self-regulation [64]. Participants answer each item on a Likert scale ranging from 1 (not at

all true of me) to 7 (very true of me).
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Researchers from different domains (e.g., education and healthcare) have used the

MSLQ survey to measure motivation [39]. The MSLQ is flexible and modular by de-

sign, and can be adapted for the particular requirements of a specific study [64]. However,

the exploration of the MSLQ in anti-phishing training has been restricted to a small subset

of 8 adapted questions in [76], possibly constrained by the length of the questionnaire. To

address this, we first study the MSLQ in an undergraduate engineering design course across

different instruction modes (in-person, hybrid, and remote) in Chapter 3. After establish-

ing the validity of the MSLQ in a university-oriented organisational setting, we derive a

reduced latent construct, namely MPA, which we subsequently apply to our anti-phishing

training domain.

In the Theory of Planned Behavior, subjective norms describe whether individuals

feel socially pressured to engage in or avoid a behaviour [3]. In the context of phishing,

Shahbaznezhad et al. [71] captured subjective norms as the expectations of organisational

entities like supervisors, colleagues, and the IT department. Higher subjective norms

significantly reduced the likelihood of clicking on phishing emails [71]. However, this so-

cial pressure can be exploited: Alyahya and Weir [7] found that participants with higher

subjective norm values were more likely to engage with phishing emails with social com-

ponents. A large study of working adults (n = 985) found that the influence of social

proof, i.e. following the actions of others, was a significant predictor of falling for phishing

emails [62]. These findings motivate our analysis of subjective norms as a predictor of

phishing detection learning after training with Phooled!.

2.5 Predictors of Phishing Susceptibility

Individual characteristics such as personality traits, cognitive impulsivity and security

awareness are factors in phishing susceptibility [15]. Halevi et al. [35] found that em-

ployees who believed they were safe from phishing were in fact more likely to get phished,

suggesting that awareness about phishing attacks does not reduce the chances of a per-

son getting phished. Moreover, compliance intention was not found to be correlated to

compliance behaviour for phishing avoidance [42].
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Crucially, Downs et al. [26] found that perceiving dire consequences for getting phished

does not improve detection. In fact, Canfield et al. [16] found that it leads to misclassifying

safe emails as phishing, increasing false positive rates. This was confirmed by Zielinska et

al. [92], where fear-based anti-phishing training helped as well as non-fear-based education,

but at the cost of a rise in false positives after training.

A user’s traits such as curiosity, risk-taking, and Internet anxiety increased phishing

susceptibility [58]. Jalali et al. [42] found that the workload of an employee increased the

likelihood of getting phished. Abroshan et al. [2] found that anxiety and stress increased

the odds of falling for a phishing attack. Participants’ stress levels were also found to

reduce their phishing detection accuracy [11]. Consistent with these findings, mindfulness

training reduced the chances of getting phished in [45]. Therefore, it is important to study

factors such as self-efficacy and test anxiety, both of which are scales in the MSLQ sur-

vey [64]. In Chapter 5, we corroborate these prior findings, with motivation and perceived

ability predicting better phishing detection performance and test anxiety predicting worse

performance under specific conditions.

2.6 Determinants of Phishing Email Detection Diffi-

culty

Prior research suggests that, apart from individual characteristics, the features of an in-

coming email itself also determine the difficulty of detecting phishing. For example, emails

originating from a known sender, i.e. a known from address or from name, increased the

likelihood of getting phished [58]. Phishing cues or attributes present in the email message

are used by the user to examine incoming emails [16].

Phishing cue detection is based on previous exposure to these cues or knowledge about

them [16]. These cues include suspicious URLs, requests for urgent action, and grammat-

ical errors [27]. Musuva et al. suggest that peripheral cues, such as source credibility and

appearance, influence the way that we interpret a message [59]. These cues reduced par-

ticipants’ ability to detect phishing threats [59]. Interestingly, the quality of the argument
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used by the attacker in the message (e.g., how persuasive the phishing email is) did not

make phishing detection more difficult [59].

Vishwanath et al. found that users fall for phishing because they peripherally process

cues in the email [87]. Additionally, they found that urgency cues diverted attention away

from other phishing cues present in an email [87]. Despite grammar and spelling being

claimed as phishing cues, Butavicius et al. showed no link between these cues and increased

detection [14]. Their study also showed that the more deliberate action of checking the

URL of a link before clicking it was linked with better phishing detection [14]. However,

34% of participants did not examine URLs, and even when they did, they only examined

14% of them [14], suggesting that they primarily opted for a more heuristic approach.

The role of user demographics in phishing susceptibility has been widely studied, though

findings vary considerably across studies. For example, Kumaraguru et al. found that

younger participants were more susceptible [50], while Baillon et al. found older employees

were more susceptible in a large field experiment [9], and others found no significant age

effect [32,42,58]. Similarly, gender was not found to be significant in most studies [32,52,58],

though Marriott found that women performed worse [53]. Education level showed a similar

pattern, with Gavett et al. finding that higher education reduced susceptibility [32], Jalali

et al. finding no significant effect [42], and Marriott finding that higher education was

associated with worse performance [53]. These contradictory findings suggest that user

demographics are poor predictors of phishing susceptibility.

2.7 Research Questions

As described in the preceding sections, our literature review identified several gaps in

the anti-phishing training domain. Specifically, most existing anti-phishing games focus

on URLs, not the broader features of the email itself [69]. Moreover, to our knowledge,

no digital anti-phishing game has compared Single-Player and Collaborative training [48,

79]. While individual characteristics such as motivation and subjective norms have been

studied as predictors of phishing susceptibility, whether they predict phishing detection
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improvement through game-based training has also not been examined.

Additionally, whether the MPA scale, a reduced construct derived from the MSLQ

in Chapter 3, is sufficient to predict phishing detection improvement in an anti-phishing

training context remains an open question. Furthermore, whether the instruction mode of

game-based training, such as in-person or remote delivery, impacts learning or influences

these individual characteristics has not been examined either. To explore these gaps, we

propose four Research Questions (RQs) below. RQ1 and RQ2 are confirmatory in nature

and will be tested using specific hypotheses as described in Section 4.2, while RQ3 and

RQ4 are exploratory.

RQ1 Are collaborative anti-phishing training games more effective than single-player games

at improving users’ phishing detection?

RQ2 Do individual characteristics, such as motivation and subjective norms, predict users’

improvement in phishing detection after training with anti-phishing games?

RQ3 How do anti-phishing training in-game interaction mechanics, such as time pressure,

interactive feedback, and roleplaying, affect phishing detection performance and im-

provement?

RQ4 How do email features, such as email sample type and phishing cues, influence the

difficulty of phishing detection?
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Chapter 3

Exploration of Motivation and

Learning Strategies for Education

In this chapter, we present a study of motivation and learning strategies in a first-year

engineering design course at the University of Ottawa [24]. The data was collected in col-

laboration with the course instructors. In this study, we use Pintrich’s Motivated Strate-

gies for Learning Questionnaire (MSLQ) [64] to measure motivation across 155 students in

five cohorts taught under varying instruction modes, namely, in-person, Hybrid Flexible

(HyFlex), and online. We identify a latent variable named “Motivation and Perceived

Ability” (MPA), which reduces the extended MSLQ questionnaire into a construct of its

subset. This MPA scale is later used to measure motivation in Chapter 5.

3.1 Introduction: Intrinsic and Extrinsic Motivation

Intrinsic motivation can be viewed as the set of internal forces that drive people to behave

in different ways and is the result of both the personality and the abilities of the individual,

combined with their previous experiences [25]. These intrinsic motivation factors co-exist

with other (extrinsic) motivating factors, such as grades, for students. Measuring moti-
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vation is difficult, because it varies with the individual and can even vary with a specific

individual over time [37,54].

Further, subtle extrinsic factors that are present in the environment influence both

types of motivation. Indeed, the effects of such factors can be hard to separate from each

other, too, when self-assessment tools are being used. Despite these concerns, we use self-

reported data to identify the significance of intrinsic motivation, as it affects activities in

a team-based, project-based engineering design course for first-year students. We want to

determine whether other factors associated with near-“authentic” (i.e. a design problem

with a real-world client) engineering design tasks are correlated with motivation scales such

as intrinsic motivation. For this purpose, we use a survey mechanism, initially created by

Pintrich et al., called the “Motivated Strategies for Learning Questionnaire (MSLQ)” [64].

MSLQ attempts to quantify the levels of both intrinsic and extrinsic motivation and

learning strategies in subjects and was originally defined specifically for an academic en-

vironment. MSLQ relates motivation to higher cognitive functions (e.g., those relating to

organisation, peer learning, critical thinking, as well as a few others). The survey tool has

been adapted for other environments [18, 22] but has been criticised by researchers and

shown to be inaccurate or unreliable in certain situations [18, 39, 67]. Nevertheless, the

method continues to be used, and this persistence is in part because the results can be

analysed at different levels, as will be explained in more detail later.

Ethics approval for this research project was duly obtained from the University of

Ottawa Research Ethics Board (REB), under file number H-02-24-10020.

3.2 Description of Experimental Method

During this study, in the GNG1103 - “Introduction to Engineering Design” course at the

University of Ottawa, students were taught engineering design in three concurrent course

sections, each led by a different instructor. Data was gathered over five distinct terms with

different cohorts of students. The course is offered in both English and French.
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In the Fall 2021 term, there were three different instructors: A, B and C, with class

sizes that varied from 63 to 84 students, depending on the specific section. For the Winter

and Fall 2022 terms, instructor C was replaced by a new one, D, to create a new set of

instructors: A, B and D. Replacing the third instructor each time, the 2023 Winter term

instructor set became: (A, B, E) and then changed to (A, B, F) in the final 2024 Winter

term. The details of the course sections are given in Table 3.1.

Table 3.1: Nature of Learning Environment

Term Instructors
Instruction Mode

Sync. Lectures Labs Group Project

2021 Fall ABC Online Mostly Online Online

2022 Winter ABD HyFlex HyFlex HyFlex

2022 Fall ABD Mostly In-Person Fully In-Person Fully In-Person

2023 Winter ABE Fully In-Person Fully In-Person Fully In-Person

2024 Winter ABF Fully In-Person Fully In-Person Fully In-Person

All course assessments, lecture content, and lab content are kept identical for students

in each of the different sections, although there are natural variations in style and delivery

with different instructors. There is a single final exam for all course sections. The design

project topic is a continuous project throughout the term in which the students work with

a client to address real-world problems. For example, the project could be designing an

automated farm weeder or a robot to provide guided museum tours.

The design project topic varies with each course section, but is identical for all students

in a particular course section. Within a specific course section, project teams are organised

into groups of four to five students, to work on the project together. This structure allows

students to collaborate with their peers to enhance their learning experience. A student

project manager and a graduate student teaching assistant are assigned to each team. The

project manager, a senior student, who has already taken the course, actively engages with

the team to offer design feedback and to provide mentorship for the management of the
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team’s schedules and timelines. The teaching assistant offers general evaluative feedback

regarding the team’s overall progress and assesses their deliverables, such as their weekly

group assignments.

During the pandemic, all students in each section wrote a final exam at the same

time, with questions drawn randomly from large question pools, resulting in no two exams

being exactly the same. This randomisation was carried out in an attempt to reduce

plagiarism. A significant portion of a student’s grade for the course (45%) is derived from

their performance on the group-based project deliverables, while the rest is determined

from individual assessments (e.g., exams, quizzes, reflective essays, etc.). There are a total

of five quizzes in the course, distributed throughout the term. A portion of each quiz

is a formative take-home essay assessment, where students are allowed to access external

resources in a lower-stress environment. The final exam is structured in the same way as

these quizzes and functions as a summative assessment performed “live” using a Learning

Management System (LMS).

Five distinct cohorts of students were surveyed for this research study. The first cohort

of three course sections of students attended lectures synchronously, working in groups in

an environment that was completely online (because of the COVID-19 global pandemic)

in the Fall of 2021. Students were surveyed after the course was complete, but before final

grades were announced.

In the Winter of 2022, except for the very first month of the term, which was also

held completely online, the second cohort of three course sections of students studied and

worked in a HyFlex learning environment. In the HyFlex offering of the course, students

could choose to attend either “in person” or online for any or all the course components

(i.e. lectures, labs, or group project work). The instructors taught a concurrent mixture

of online and in-person students in their lectures. The Teaching Assistants provided the

same kind of supervision and instruction during the lab sessions.

In both online and HyFlex terms, students were asked to attend lectures synchronously,

but had the option of watching a video recording of the lecture later, asynchronously.

Although asynchronous attendance was possible, it was actively discouraged, given the
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large amount of interactive group activity built into the course lectures, labs, and group

work. Online versions of all labs were provided for the entire durations of both online and

HyFlex terms. In addition, course projects were selected with a greater software component

than was typical, in terms prior to 2020.

The survey was repeated in the 2022 Fall term, where the mode of instruction was

“mostly in-person”. While the primary mode of instruction was synchronous and “in-

person”, a few students, forced to remain abroad due to the pandemic, were given the

opportunity to attend lectures online. The remaining course components, other than the

lecture, were “fully in-person”. The final two terms, the 2023 Winter and 2024 Winter

terms, had all of their course components “fully in-person”.

A “continuous improvement” process has been used to optimise GNG1103 course con-

tent, since its inception in 2016. However, by 2020 90% of the lecture content and course

structure was stable with minor modifications being made, on a term by term basis. In-

terestingly, the COVID pandemic created some interesting new possibilities, in terms of

computer-based collaborative work, but many or most of these were replaced, in turn, with

more “live” alternatives, as pandemic restrictions were eased.

All questions were identical in the surveys for all cohorts and across all course sections.

We measure the levels of both student motivation and learning strategies under the different

online/HyFlex/in-person working conditions for each set of students. We analyse the data

across sections, looking for statistically significant differences in the results, based on the

specific section instructor and/or project topic (Table 3.1). Initially, data was collected as

part of the “continuous improvement” effort, but ethical review and approval was obtained

in the final year for the “secondary purposes” outlined in this chapter.

3.3 Survey Results

A standard MSLQ survey consists of 81 survey items (i.e., questions) and is accompanied

by a “manual” [64]. The items are assessed using a 7-point Likert scale that spans from

“not at all true of me” to “very true of me”. The questions are grouped into a set of
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15 “Scales”. For example, one of these scales is ‘intrinsic motivation’. A smaller set

of “components” is then also defined, as a super-set of logically related groups of those

same scales. For example, “extrinsic motivation”, “intrinsic motivation” and “task value”

scales are all then grouped under a higher level “Value” component categorisation. This

categorisation allows for a higher level of analysis to be performed.

The MSLQ survey is notably comprehensive due to its extensive set of 81 questions.

The estimated time to complete the survey is 15–20 minutes. A total of 167 students

started our survey; however, only 155 individuals successfully completed it, providing valid

responses to all of the questions. The 7.19% dropout rate includes those students who

provided incomplete responses to any of the 81 items on the Likert scale. All such data

were excluded from our analysis. The participation rate in the student survey varied

between 18% and 26% of the total class size.

The Shapiro-Wilk test was performed for each scale, and the results indicated that the

data followed a normal distribution. The median values of the entire cohort, taken over

all terms, are presented in Figure 3.1a. Overall, students had above-average scores on the

motivation and learning strategy scales. The notable exception was the peer learning scale,

with a mean of 3.363 (SD = 1.363). Interestingly, this result is consistent with Pintrich’s

original work [64], but is of concern, given the intended peer-based, project-based, learning

model for the first-year engineering design course.

To observe differences between the three modes of instruction, we perform a one-way

Analysis of Variance (ANOVA) test, with statistical significance evaluated at α = 0.05.

This allows us to observe any variations in the MSLQ scales across the various terms.

Table 3.2 reports the sum of squares (SS), F -statistic, and p-value from the one-way

ANOVA for each MSLQ scale across the five terms. The ANOVA test, performed across

terms, for the peer learning dependent variable was not significant, which means that

remote learning does not explain the discrepancy in the mean value of peer learning.

Previous studies [88] also observed low values for peer learning, compared to other MSLQ

scales. Therefore, this pattern might be a defect/feature of the tool or a larger trend

in education, rather than being related to specific variation observed in our study (e.g.,

because of COVID) with first-year engineering design students.
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Table 3.2: ANOVA Results for Various MSLQ Scales and Components

Component Scale SS F p

Value

Intrinsic Motivation 5.733 1.101 .358

Extrinsic Motivation 2.898 0.620 .649

Task Value 10.847 1.584 .181

Expectancy
Learning Beliefs 2.238 0.526 .717

Self Efficacy 7.938 3.291 .013∗

Affective Test Anxiety 14.348 2.007 .096

Cognitive &
Metacognitive
Strategies

Rehearsal 7.110 1.177 .323

Elaboration 4.604 1.626 .171

Organisation 5.875 0.891 .471

Critical Thinking 6.948 1.258 .289

Self-Regulation 3.331 2.189 .073

Resource
Management
Strategies

Study Environment 0.491 0.463 .763

Effort Regulation 0.983 0.556 .695

Peer Learning 0.407 0.055 .994

Help Seeking 2.531 0.486 .746

∗p < .05. ∗∗p < .01. ∗∗∗p < .001.

3.3.1 Correlation of MSLQ Scales

The correlation between the different MSLQ scales is assessed to analyse the relationship

between the various aspects of student motivation and learning strategies within the context

of the GNG1103 design course. Cronbach’s alpha (α) measures internal consistency and

was calculated for the entire dataset, for all cohorts. The resulting value of 0.854 indicated

good internal consistency [78]. We calculated the pair-wise Pearson correlation coefficient

(r) between each MSLQ scale, with statistical significance evaluated at α = 0.05. Figure 3.3
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(a) All Cohorts Boxplot

In
tri

ns
ic

Ex
tri

ns
ic

Ta
sk

_V
alu

e

Le
ar

nin
g_

Be
lie

fs

Se
lf_

Ef
fic

ac
y

An
xie

ty

Re
he

ar
sa

l

El
ab

or
at

ion

Or
ga

niz
at

ion

Cr
itic

al_
Th

ink
ing

Se
lf_

Re
gu

lat
ion

St
ud

y_
En

v

Ef
fo

rt

Pe
er

_L
ea

rn
ing

He
lp_

Se
ek

ing

MSLQ Scale

1

2

3

4

5

6

7

Lik
er

t S
co

re
 (1

-7
)

(b) 2021 Fall Term Boxplot
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(c) 2022 Winter Term Boxplot
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(d) 2022 Fall Term Boxplot

Figure 3.1: Term-wise Boxplots of MSLQ Scales for All Cohorts, 2021 Fall, 2022 Winter,
and 2022 Fall terms (n = 155)

shows the correlation matrix, with coefficients labelled only when both p < 0.05 and r > 0.5

(a strong effect size), but colour is used to indicate the specific value regardless.

We categorised correlations according to established guidelines defined by [23]. The
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(a) 2023 Winter Term Boxplot
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(b) 2024 Winter Term Boxplot

Figure 3.2: Term-wise Boxplots of MSLQ Scales for 2023 Winter and 2024 Winter terms
(n = 155)

strongest correlation was between Intrinsic Motivation and Task Value, representing a

strong correlation. In contrast, Extrinsic Motivation, Test Anxiety, Critical Thinking,

Study Environment, and Effort Regulation showed no significant correlations with any

other scale.

The Intrinsic Motivation scale was found to be correlated with the measure of Task

Value (r = 0.79), which might not be surprising. This strong correlation indicates that

students who have a high intrinsic goal orientation found the engineering design course

material to be of high interest and utility, participating in course activities out of curiosity

and/or a desire for mastery [64], rather than due to external factors, such as grades.

Originally, in Pintrich’s work, these scales were compared with graded outcomes only,

rather than as a correlation between the scales.

Furthermore, these students had a moderate positive correlation with their Control

of Learning Beliefs and Metacognitive Self-Regulation scales. This moderate correlation

implies that such students felt that their outcomes in the course depended on factors

that they could control. Such controllable factors might be: studying habits, planning,

28



In
tri

ns
ic

E
xt

rin
si

c

Ta
sk

_V
al

ue

Le
ar

ni
ng

_B
el

ie
fs

S
el

f_
E

ffi
ca

cy

A
nx

ie
ty

R
eh

ea
rs

al

E
la

bo
ra

tio
n

O
rg

an
iz

at
io

n

C
rit

ic
al

_T
hi

nk
in

g

S
el

f_
R

eg
ul

at
io

n

S
tu

dy
_E

nv

E
ffo

rt

P
ee

r_
Le

ar
ni

ng

H
el

p_
S

ee
ki

ng

Intrinsic

Extrinsic

Task_Value

Learning_Beliefs

Self_Efficacy

Anxiety

Rehearsal

Elaboration

Organization

Critical_Thinking

Self_Regulation

Study_Env

Effort

Peer_Learning

Help_Seeking

 

0.79  

0.52  0.51

   0.51

     

      

  0.6     

  0.53    0.53 0.52

         

0.51  0.57     0.6 0.6  

           

            

             

             0.58

−1 0 1

Correlation Coefficient

Values shown with p < 0.05
and strong effect size > 0.5

Figure 3.3: Overall Correlation Matrix for MSLQ Scales

monitoring, and regulation, as well as other existing skills, related to self-control.

Students who scored highly on the Metacognitive Self-Regulation scale were also more
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likely to be organised in their study methods and employ elaboration strategies, such as

summarising readings in their own words or relating course material to other courses they

were taking [64], during their study. They believed that they had built systematic con-

nections between the knowledge that was being absorbed, rather than purely reciting back

course material. Since the course content was identical across all sections, this correlation

should not vary by semester or by instructor, but we will analyse this pattern in the fol-

lowing sections. For each term in the study, the medians, inter-quartiles, minima, maxima,

and identified outliers are shown in Figures 3.1 and 3.2.

In this study, all of the first-year engineering design students, who valued the course

highly, were more likely to use elaboration strategies for studying, rather than just using

simple rehearsal methods. Unsurprisingly, students who prefer to study in groups with

their peers were also more likely to seek out help. This help could come either from those

other students or from the instructor, or from a senior student (e.g., a teaching assistant

or student project manager) when they faced difficulty with the learning material or with

the implementation of it as a final design prototype.

3.3.2 Differences Between Modes of Instruction

The value of Cronbach’s alpha (α) was calculated individually for each term and shown

in Table 3.3, where values above 0.70 are generally considered acceptable [78] and values

above 0.60 are considered acceptable for exploratory research [47]. Although the Fall 2021

term had a slightly lower α value of 0.674, this exceeds the exploratory threshold. All

subsequent terms achieved strong internal consistency above 0.8.

Indeed, examining Figures 3.1 and 3.2, the average values are remarkably consistent

across all terms (i.e., all three instruction modes and all six instructors). A one-way

ANOVA test was performed across all five terms to observe significant variations in means

for all scales to observe differences between the modes of instruction. The ANOVA test was

performed with an alpha value (α) of 0.05. The results from this test are presented in Ta-

ble 3.2. A couple of results are more significant, based on their F-Score and corresponding

p-value.
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Table 3.3: Cronbach’s Alpha (α) for each term

Term Cronbach’s Alpha (α)

Fall 2021 0.674

Winter 2022 0.871

Fall 2022 0.834

Winter 2023 0.862

Winter 2024 0.904

Most notably, self-efficacy varies significantly across terms, with an F value of 3.290

and a p-value of 0.012. Tukey’s HSD test was used to find the semesters of significant

variation for the self-efficacy scale. The results are plotted in Figure 3.4. The confidence

interval was set to 95%.

Figure 3.4 shows the mean self-efficacy score for each term with 95% confidence intervals

from the Tukey HSD test. The only pairwise comparison to reach significance was between

the 2022 Fall and 2024 Winter terms, with a mean difference of 0.634 (p = .013, 95%

Confidence Interval (CI) [0.094, 1.173]). This likely reflects students’ increased self-efficacy

once in-person instruction had normalised after the disruptive transition from remote to

in-person during the Fall 2022 term.

Self-efficacy rose during the transition from the online to the HyFlex term, but fell

sharply in the transition to the in-person term, before rising again in subsequent terms.

Students seem to be relatively confident in their ability in the online term. There is an

increase in self-efficacy in the HyFlex term, perhaps due to increased familiarity with the

remote learning environment.

However, there is a drop in self-efficacy in the Fall 2022 term, during the transition back

to fully in-person instruction modes. As modes of student instruction switched back to

being fully in person, students seemed to have been able to regulate themselves better, and

the change in the correlation value between self-efficacy and self-regulation is significant.

This trend is most noticeable between the cohort of students who were just starting at
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Figure 3.4: Tukey’s HSD Test for Self-Efficacy, by term, with confidence interval for each
mean

university, having done their final years of high school with online learning environments,

and those who had already completed one university term in person. Perhaps students

were then confident in their abilities in the now-familiar in-person mode of instruction,

as opposed to being in a transition state of “mostly” in-person instruction, as the world

emerged from the COVID-19 pandemic. The group-based course organisation (as well as

the focus on “hands-on” learning in the project and labs and lectures) of the first-year

engineering design course could have accentuated these differences even more.

The improvement in self-efficacy between the 2021 Fall and 2022 Winter terms is in-

teresting. In fact, the levels in the 2022 Winter term are higher than those in the two

subsequent terms, each of which had in-person formats. If subsequent terms had also been

conducted online, the trend of self-efficacy might have continued to increase, but there is

no way to confirm this trend. The one-way ANOVA test for the self-regulation scale was

found to have a p-value of 0.073, close to the specified significance level of 0.05. The Tukey

HSD test was performed for this scale, but no significant differences were observed between
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these other terms.

To examine the differences in correlation across the different modes of instruction, the

correlation matrix was calculated for each individual term. The correlation matrices were

transformed using Fischer’s Z transformation, to normalise the distribution. For each pair

of terms, the corresponding MSLQ scales in the Z-score matrices were compared, as shown

in Figure 3.5. A critical value of ±1.96 was considered for analysis, which corresponds

to a two-tailed p-value of 0.05. A positive Z-score for a pair of terms indicates that the

correlation in the first term was greater than the second. Larger Z-scores indicate greater

difference in their correlations.

Fischer’s Z-test revealed statistically significant differences in the correlation between

the Intrinsic and Extrinsic motivation scales across terms. Specifically, the Z-test values

were −4.994 (2021 Fall and 2022 Winter), 3.77 (2022 Winter and 2022 Fall) and −2.019

(2023 Winter and 2024 Winter terms). The correlation spikes at 0.85 for the 2022 Winter

term. The correlation declines sharply to 0.28 during the transition to the in-person mode

of instruction during 2022 Fall. The correlation gradually increased across subsequent

in-person terms, reaching 0.38 in 2023 Winter and reaching a high value once again in

2024 Winter. This suggests that intrinsic and extrinsic motivation reinforced each other

during the HyFlex term, whereas general uncertainties during the transition periods in-

duced a decoupling of these scales, perhaps due to ambiguity of assessments and change in

environment.

A comparable, but less pronounced, trend was observed between the Task Value and

Extrinsic Motivation correlation pair. This pair describes the students who found the

course to be valuable, along with also needing external factors, as a source of motivation.

For this pair, the significant Z-test values were −3.382 (2021 Fall and 2022 Winter) and

2.048 (2022 Winter and 2022 Fall). These values reflect a sharp increase in correlation

during the HyFlex term from 0.06 to 0.78, and a subsequent decline to a moderate value

of 0.48 in the in-person term. The value remained relatively constant during the in-person

terms.

The Control of Learning Beliefs and Extrinsic Motivation correlation pair reflects stu-
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Figure 3.5: Significant Fischer’s Z-Test Values for MSLQ Scale Correlation Pairs Plotted
Term-Wise. Solid lines denote periods with critical Z-Test Values (see legend).

dents who are motivated by external factors, but who also believe that their efforts in the

course will be meaningful. The significant Z-test values were 2.778 (2022 Winter and 2022
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Fall) and −3.306 (2022 Fall and 2023 Winter). This observation is caused by the fact

that the high correlation value present in 2022 Winter decreased significantly during the

2022 Fall transition term, before significantly increasing again in the subsequent term. In

the 2022 Fall transition term, the correlation between Extrinsic Motivation and Control of

Learning Beliefs declined significantly, suggesting that the return to in-person may have

introduced uncertainty about whether effort would result in better learning outcomes.

For the Critical Thinking and Intrinsic Motivation pair, the significant Z-test values

were −2.266 (2022 Fall and 2023 Winter) and 2.274 (2023 Winter and 2024 Winter).

Generally, these two scales are positively correlated with each other, but there were two

terms of low correlation, namely, 2022 Fall and 2024 Winter. In these terms, very few

intrinsically motivated students also viewed themselves as critical thinkers. The Critical

Thinking and Elaboration pair showed significant Z-test values of 2.484 (2022 Winter and

2022 Fall) and −2.453 (2022 Fall and 2023 Winter). This result can be attributed to an

outlier of low correlation during the 2022 Fall term (0.171 correlation coefficient), which was

the only term without a strong positive correlation. As with self-efficacy, it was observed

that the 2022 Fall term bucked the trend and was the only term in which the Critical

Thinking scale did not correlate with any other scale among the students. Figure 3.3

shows that intrinsically motivated learners are more likely to use Elaboration as a study

method than rehearsal. It is within this cohort of students that the decline in Critical

Thinking is observed during the transition term.

The 2023 Winter term saw a significant increase in the Critical Thinking and Organi-

sation correlation pair, with Z-test values of −2.304 (2022 Fall and 2023 Winter) and 2.216

(2023 Winter and 2024 Winter). The 2023 Winter term was the only term with a strong

positive correlation for this correlation pair. In contrast, the correlation coefficient for

Metacognitive Self-Regulation and Self-Efficacy was −0.05, which was the lowest among

all terms. This observation is reflected in the Z-test values of 3.082 (2022 Fall and 2023

Winter) and −2.858 (2023 Winter and 2024 Winter).

The Peer Learning and Self-Efficacy correlation pair had significant Z-test values of

−2.292 (2021 Fall and 2022 Winter) and −2.222 (2023 Winter and 2024 Winter). This

trend is explained by the moderate positive correlation of 0.55 and 0.44 during the 2022
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Winter and 2024 Winter terms, respectively. A similar increase is visible in Peer Learning

correlations with both Rehearsal (−2.251) and Elaboration (−2.547) during the shift from

online to a HyFlex mode of instruction.

These Fischer’s Z-test results suggest that the relationships between motivational scales

are not stable across instruction modes. In particular, correlations were generally higher in

the HyFlex term and lower in the Fall 2022 transition term. While the one-way ANOVA

test revealed consistent mean scale values across terms, the Fischer’s Z-test revealed that

the relationships between scales changed significantly with instruction mode.

3.3.3 Instructor-wise/ Project-wise Analysis

There were 6 distinct instructors (each leading classes with distinct projects) for this en-

gineering design course, labelled A to F, as shown previously in Table 3.1. To analyse

the differences among these instructors, a one-way ANOVA test is performed across all

instructors to observe significant variations in the means for all scales. The ANOVA test

is performed with an alpha value (α) of 0.05.

The results show significant differences among only one pair of instructors, namely, A

and B. The scales of variation are Extrinsic Motivation, Self-Efficacy, Elaboration, and Self-

Regulation. In each of these scales of variation, instructor A scored on average 0.56 points

above instructor B. There are no significant variations among any other pairs of instructors.

Overall, the results suggest that student motivation and learning strategies were largely

consistent across instructors, with Instructors A and B being the only exception, though

whether this is due to the instructor or the project could not be confirmed with the available

data.

3.3.4 Component-wise Analysis

Using the five MSLQ components defined previously in (Table 3.2), namely: Value, Ex-

pectancy, Affective, Cognitive, and Resource Management skills, the overall results are
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shown in Figure 3.7a. As shown in Figure 3.6, students score higher on what Pintrich [64]

calls “Motivation” scales (e.g., the Value, Expectancy, and Affective MSLQ components)

than with “Learning Strategy” scales that are part of the Cognitive and Resource Manage-

ment MSLQ components. Using a Shapiro-Wilk test to check for normality, the Motivation

criteria are found to be not normal, with p < 0.05. Therefore, the Wilcoxon signed-rank

test must then be used to assess whether the values come from the same (non-normal)

distribution.

The “Motivation” and “Learning Strategy” scales are significantly different, based on

the Wilcoxon test value (p < 0.05). This finding is not unique to first-year engineering

design students and is similar to the original study by Pintrich, which had students from

several disciplines/faculties over all four years at a community college. This suggests that

while students in this course are generally highly motivated, their use of active learning

strategies such as elaboration and self-regulation is relatively lower.
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Figure 3.6: Overall Box plot of Motivation and Learning Strategies Criteria

To observe differences between the MSLQ components across terms, a one-way ANOVA

test was performed for each component across the various terms. No significant variations
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(a) All Cohorts Component Boxplot
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(b) 2021 Fall Term Component Boxplot
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(c) 2022 Winter Term Component Boxplot
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(d) 2022 Fall Term Component Boxplot

Figure 3.7: Term-wise Boxplots of MSLQ Components for All Cohorts, 2021 Fall, 2022
Winter, and 2022 Fall (n = 155)

were found between the terms, using a p-value threshold of 0.05. However, the Affective

component (basically identical to the “Test Anxiety” scale) variance is noticeably larger

than the other components, when examined across all terms. The median is consistently

near a value of 5, dipping slightly in the two later in-person terms. This observation did
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(a) 2023 Winter Term Component Boxplot
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(b) 2024 Winter Term Component Boxplot

Figure 3.8: Term-wise Boxplots of MSLQ Components for 2023 Winter and 2024 Winter
(n = 155)

not seem to be as true in Pintrich’s original study, where the range of values is one point

or more lower. Almost half of a student’s grade in GNG1103 is determined by group-

based project-deliverable assessments, but this grading scheme apparently increases “test

anxiety”.

3.3.5 Exploratory Factor Analysis

We conduct exploratory factor analysis to examine the latent variables present in our

dataset. The latent variables in our data are composed of combinations of MSLQ scales.

We observe the significance of the factor loadings of these scales and their grouping to form

the latent variable. Subsequently, these groupings can be compared with the predefined

categorisation of scales as components by Pintrich. A key aim of this section is to determine

the significance of MSLQ scales among students to refine learning and course improvement,

along with the need to reduce the time-consuming nature of the MSLQ questionnaire, since

it will be used to measure motivation during Phooled! game play later.
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The Kaiser-Meyer-Olkin (KMO) test for sampling adequacy is performed on the MSLQ

scale-wise data and is found to be adequate at a value of 0.817. The Bartlett test of

sphericity is performed and the data are found to be significant (p-value < 0.05). The

scales are passed as observed variables for a Principal Axis Factor Analysis in order to

determine latent variables present in the data. An oblique rotation, namely promax, is

utilised. An oblique rotation is chosen for the initial analysis because the factors are

presumed to be correlated.

A total of four factors are found above an eigenvalue of 1.00 in our analysis, and a scree

plot is created as shown in Figure 3.9. In Table 3.4, the factor loadings are presented with

a threshold of 0.5, in line with the recommendations of [29]. Furthermore, the table also

includes the cumulative factor variances. The four identified latent variables collectively

account for 48.9% of the variance within the dataset, with the variable PA0 contributing

the largest portion of 19.1%.
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Figure 3.9: Principal Factor Analysis Scree Plot

The factor of greatest significance (PA0), which we term “Motivation and Perceived

Ability” (MPA), is a latent variable measuring five of the MSLQ’s motivation scales. These
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Table 3.4: Principal Factor Loadings

Items
Latent Variable Loadings

PA0 PA1 PA2 PA3

Intrinsic Motivation 0.797 − − −
Learning Beliefs 0.759 − − −
Task Value 0.758 − − −
Self Efficacy 0.565 − − −
Extrinsic Motivation 0.563 − − −
Peer Learning − 0.682 − −
Critical Thinking − 0.672 − −
Help Seeking − 0.646 − −
Rehearsal − − 0.800 −
Organisation − − 0.660 −
Test Anxiety − − − 0.531

Effort Regulation − − − 0.521

Cumulative Factor Variances

0.191 0.314 0.430 0.489

five scales loaded together on the factor and were all the scales that belonged to the Value

and Expectancy components (Table 3.2). The Value scales, which include Intrinsic Moti-

vation, Extrinsic Motivation, and Task Value, capture a student’s desire to engage with

the course and contribute the “Motivation” term to the construct’s name. The Expectancy

scales, namely Self-Efficacy and Control of Learning Beliefs, capture a student’s confidence

in their own ability and their belief that effort leads to success, and contribute the “Per-

ceived Ability” term. Therefore, the MPA construct represents a student’s innate desire

to perform well in the course, combined with their own self-perceived ability to succeed in

accomplishing this goal.
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The second factor (PA1) is a latent variable that measures Critical Thinking, Peer

Learning, and Help-Seeking. We term this latent variable: “Collaborative Cognition”.

This latent variable suggests that students who engage deeply in the course, such as ex-

ploring beyond the course material, often seek help and collaborate with peers. This seems

consistent with the GNG1103 course design, relying as it does so heavily on teamwork.

The third factor (PA2) represents Rehearsal and Organisation, termed: “Plan & Re-

view”. This latent variable implies that students who distil the course material in their

own terms, through notes and outlines, are more likely to go back and revise the material

again. The final factor (PA3) measures Test Anxiety and Effort Regulation. We term this

latent variable as “Anxiety-Driven Effort”, representing the ability to study the course

material under conditions which require more ‘grit’ [28] (e.g., when a course is boring or

hard, etc.), measured as “test anxiety“-related fear in the course.

A path diagram showing the item (scale) loadings, along with the inter-factor corre-

lations, is shown in Figure 3.10. Three inter-factor correlations are found above the 0.32

cut-off value as recommended in [77]. The presence of these correlations validates our pre-

viously chosen oblique rotation approach. The magnitude of these inter-factor correlations

(ranging from 0.439 to 0.608) represent moderate relationships, suggesting distinct but re-

lated latent variables [21]. The latent variables PA0 and PA3 show the highest correlation

at 0.608, indicating that students with high Motivation and Perceived Ability also exhibit

elevated Anxiety-Driven Effort. Notably, the Plan & Review factor was the sole factor

lacking correlation with any other factor.

An ongoing challenge in GNG1103, which is a first-year course, is creating a sense of

student value for the planning process. Indeed, the current course objective is to teach

students basic task management strategies (e.g. “doing what you say you will do” or

“defining who is responsible for what”) rather than having higher-level project management

strategies, which are taught in a follow-on design course.

Among the 15 scales of Pintrich’s Motivated Strategies for Learning Questionnaire

(MSLQ), 12 are represented within our latent variables. The scales not included are Time

and Study Environment, Meta-cognitive Self-Regulation, and Elaboration. This observa-

42



Intrinsic Motivation

Learning Beliefs

Task Value

Self Efficacy

Extrinsic Motivation

Peer Learning

Critical Thinking

Help Seeking

Rehearsal

Organization

Test Anxiety

Effort Regulation

Motivation &
Perceived Ability 

(PA0)

Collaborative
Cognition 

(PA1)

Anxiety-Driven
Effort 
(PA3)

Plan & Review
(PA2)

0.797

0.759

0.758

0.565

0.563

0.682

0.646

0.672

0.800

0.660

0.531
0.521

0.491

0.608

0.439

Figure 3.10: Path diagram depicting item loadings and correlation between latent variables

tion could be attributed to the nature of the questions in the Time and Study Environment

scale. Pintrich scales were developed before the advent of “portable digital distraction in-

frastructure” such as smartphones. His questions focused on the locations where the study

activities were conducted.

However, the significance of these locations might have diminished, given the perva-

sive and universal presence of smartphones and given the option of remote attendance or
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asynchronous learning models. For example, Question 73, asks if they “attend class regu-

larly”. In the context of remote learning, a student may be present for the class yet not

fully engaged with the course material, as they might be distracted by other tasks on their

computer or smartphone.

Moreover, during the pandemic, many students occupied sub-optimal study environ-

ments as numerous households were constrained to share a single office space or forced

to re-purpose bedrooms as study areas. Consequently, “attendance in the class” did not

necessarily equate to cognitive engagement during the class. Indeed, it might not even

have confirmed the presence of the student either. At the University of Ottawa, during

the pandemic, it was decided that requesting a student to turn on their web camera, while

potentially helping to improve student ‘presence’, constituted an invasion of privacy (i.e.

forcing the student to invite the instructor and/or other students into their bedroom).

The absence of the Metacognitive Self-Regulation scale among the four most significant

latent variables implies that reflection skills may not be an essential factor in the course.

Since the study was conducted, a series of three reflection assignments have been designed

and integrated into the course curriculum. These are designed to encourage students to

reflect on what they have learned during the course, in the context of what they already

knew beforehand.

Similarly, Pintrich’s Elaboration scale comprises questions that are heavily associated

with “lecture discussions” and “relating the course material to other courses that the

student is taking”. Since GNG1103 is experiential and project-based, the focus on lectures

is reduced and designed to be synchronised with project activities or to required skills.

In addition, the unique experiential nature of the course, in which students work with a

client to tackle real-world projects, is unlike the majority of the other engineering courses

at uOttawa, not including the design capstone and honours project courses.

Regarding the grouping of scales, among the six scales under the “Motivation” criteria of

Pintrich’s MSLQ, five scales were identified within our most significant latent variable (PA),

“Motivation and Perceived Ability”. The Test Anxiety scale was the notable exception.

The Test Anxiety scale, on the contrary, is associated with the least significant observed
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latent variable (PA3), namely, “Anxiety-Driven Effort”. This result suggests that Test

Anxiety may not be a significant factor in the minds of students for this design course.

The 5 individually-assessed quizzes, each worth 3%, were distributed evenly throughout

the course and the final exam was a summative test after course completion, worth 30%.

Among the nine scales that constitute the “Learning Strategies” criteria of Pintrich’s

MSLQ, three scales, specifically Elaboration, Metacognitive Self-Regulation, and Time and

Study Environment, are notably absent from the identified latent variables. The remain-

ing were loaded onto the less significant factors, namely, PA1 to PA3. This observation

indicates that among these engineering undergraduate students, the Motivation scales of

Pintrich’s MSLQ questionnaire hold greater significance compared to the Learning Strat-

egy scales. Based on this finding, MPA was used to measure learner motivation in the

Phooled! study, where its influence in anti-phishing education was further examined.

However, among the scales that do not fall under the Motivation criteria, the Peer

Learning scale had the most significant loading in our factors. This finding is surprising,

considering the fact that this scale has the lowest average scores on all scales. This is

because factor loadings reflect how strongly a scale relates to other scales, rather than the

absolute values of the scale. This phenomenon may be attributed to the high emphasis

on collaborative group activities within the course curriculum. The significance of Peer

Learning motivated the inclusion of collaborative gameplay in Phooled!, where participants

work together to detect phishing emails. A similar trend can be observed for the Help-

Seeking scale, which had the third lowest average scores across the terms, but was the third

most important scale outside of the Motivation criteria.

3.4 Conclusions and Recommendations

Overall, the MSLQ scales do not vary significantly across the three modes of instruc-

tion, namely: online, HyFlex, and in-person; with the notable exception of self-efficacy.

Self-Efficacy for learning and performance in the course dropped significantly during the

transition back to the in-person mode of instruction and was correlated with self-regulation.
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Interestingly, Self-Efficacy values were significantly higher in the 2024 Winter term com-

pared to the 2022 Fall transition term, suggesting that later in-person cohorts showed

higher Self-Efficacy than the transition cohort. This increase in Self-Efficacy appears to

place greater responsibility on the student rather than on the course designer.

Nevertheless, it appears that the “Affective” components, such as “Test Anxiety”, war-

rant more careful consideration by the course designer. Generally, anxiety levels are higher

in an engineering design course implementation, which is project-based, like GNG1103.

This anxiety level also seems to vary widely between students. It would be interesting to

investigate the sources of that variation (e.g., student motivation or ability, etc.) and to

compare that with student performance, using assessments by peers or project managers

or external judges and clients, that are already part of the course.

Most worryingly, peer learning and help-seeking scores were low in GNG1103, which

would seem to be something that course redesign, or perhaps better mentoring, could

address. Increasingly, the role of senior student project managers is valued by students,

but the recruitment pipeline and “community” of these mentors was also dramatically

affected and disrupted by the COVID-19 global pandemic. This pipeline of senior student

members is being recharged, slowly, back to where it was in 2020.

In GNG1103, a ‘job shadowing’ strategy is used, where senior project managers mentor

more junior ones, before being ‘appointed’/paid. This process was partially broken by

the pandemic, where sidebar or ‘overheard’ communications all but evaporated, between

all students, including between the student mentors. The value of this kind of ‘indirect’

communication is probably worthy of further study, in the context of the teamwork in the

design course and might be worth including in the training given to the project managers.

In our exploratory factor analysis, the latent variable “Motivation and Perceived Abil-

ity” emerged as the most significant, explaining approximately 20% of the dataset’s vari-

ance. This finding indicates that the comprehensive MSLQ questionnaire, with 15 scales

comprising 81 items, could be condensed into a five-scale questionnaire with 26 questions

that effectively captures MPA. This could help to shorten the duration of the survey,

thereby decreasing the likelihood of user survey fatigue and survey dropout rates. This
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will be important for the Phooled! game design, where participants will have already spent

time playing the game and extra time for the survey is less practical.

Moreover, our analysis suggests that the original questions provided by Pintrich for

the “Time and Study Environment” scale may not adequately account for the realities of

currently prevalent “digital distraction infrastructure”, such as smartphones, particularly

within the context of remote learning environments. We suggest that future research should

aim to develop more appropriate questions to capture the influence of such distraction

infrastructure. Further studies should be performed, with a prolonged online mode of

instruction, to observe if the students’ self-efficacy becomes comparable with that of the

assumed (2024-level) in-person mode, on a longer-term basis. In general, it might be

informative to compare or correlate these scales with overall performance in the course

(e.g., using individual assessments like the final exam, or the peer-based assessment of

personal group contribution. Equally, the overall final grade could be used, although this

is highly dependent on the project design deliverable assessments). However, none of these

were within the bounds of the ethical permissions that were obtained for this study.

The next chapter introduces Phooled!, an anti-phishing educational game designed to

teach phishing avoidance behaviour. Several findings from this study directly informed the

design of the Phooled! game. The exploratory factor analysis identified Motivation and

Perceived Ability (MPA) as the dominant latent construct for measuring motivation in the

MSLQ, accounting for 19.1% of the variance.

To study the effectiveness of this game, the MPA construct is used across both in-

person and remote instruction modes, as detailed in Chapter 5. The concise MPA measure

made it practical for use in a game-based study where participant time is limited. Since

the motivation portion of the MSLQ includes Test Anxiety along with the subscales that

load onto MPA, for ease of administration, the entire motivation section is used. Whether

this motivation construct generalises beyond a course context to help predict learning in

a specific domain, such as anti-phishing education, is an open question. The collaborative

game elements in Phooled!, including collaborative phishing detection and real-time game

chat, reflect the significance of Peer Learning identified in this study.
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Chapter 4

Phooled!: Collaborative

Anti-Phishing Educational Game

Design and Implementation

The anti-phishing training approaches surveyed in Chapter 2 range from embedded phish-

ing campaigns and in-person training to board games and simple digital games, yet each

has limitations that motivate our choice to develop a remote and collaborative digital game.

Embedded campaigns produce only marginal improvements, with little user engagement

(Section 2.1.1). In-person training and board games require instructors or subject matter

experts, who are in short supply, and therefore do not scale (Section 2.3). Existing digi-

tal games focus narrowly on URLs instead of the full email content, and are single-player

rather than collaborative (Section 2.1.2).

Game-based learning has repeatedly outperformed passive learning material in improv-

ing phishing detection [72, 90]. It also engages learners through rich in-game interaction

mechanics, such as reward incentives [57] and role-play [69,90]. A remote digital game can

scale as it does not require an expert to be present, and can include collaborative learning,

which improves retention [46].

This rationale motivates the design of Phooled!, a collaborative anti-phishing training
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game built on the in-game interaction mechanics and learning theory discussed in the

preceding chapters. It was developed as an extension to Phishducation [1] an existing

cybersecurity education web application at the University of Ottawa, and is modelled

after traditional card and board games with an emphasis on remote learning. Section 4.1

describes the Phooled! game design, Section 4.2 details the experiment designed to evaluate

the collaborative aspects and in-game interaction mechanics of Phooled!, Section 4.3 covers

the Phooled! system architecture and implementation, and Section 4.4 details the email

sample labelling process that serves as the game’s sample database.

4.1 Phooled! Game Design

Phooled! translates the learning theory principles from Chapter 2 into in-game interaction

mechanics. In this section, we describe the core aspects of Phooled!, while omitting any

technical implementation details, which will be discussed in the next section. First, we

walk through a complete game session in Section 4.1.1, then we describe how different

learning theories were realised as in-game interaction mechanics in Section 4.1.2.

4.1.1 Game Rules and Walkthrough

Every Phooled! session consists of a battle between two or more players. The game has

three main rounds, Quick Pick, Trick Pick, and Group Pick, followed by a Feedback and

Review round, each described in their respective order below. Each round is designed to

activate different message processing modes, as described later in Section 4.1.2. All in-

game interaction mechanics below are described using their default durations, which can

be modified before every game session. Figure 4.1 illustrates this game progression as a

UML state machine diagram.

Phooled! is analogous to a card game, where each card is an email sample that is

either Phishing or Safe. At the start of a game, 2n cards (n = 3 by default) are drawn

without replacement from the email sample bank, balanced by prior exposure, then dealt
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Game Starts

/ deal 2n cards per player

Quick Pick [all cards classified]
/ deal n more

after(120s)

Trick Pick

after(120s)
/ assign roles

Group Pick

Classification stage

Find the Tricks stage

after(60s)
/ update Life Points

after(60s)
[rotation < 2]
/ rotate roles

[2 rotations complete
OR Life Points depleted
OR all cards played]

Feedback and Review

/ determine winner

Game Ends

Figure 4.1: UML state machine diagram for a session of Phooled!
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to each player. The objective of the game is to trick opponents into misclassifying emails

while avoiding being tricked yourself and the game scoring is designed to reflect these

objectives. Each player starts with two motivation tokens: three Life Points and zero Gold

Coins. During the game, players lose Life Points or reduce their opponents’ Life Points as

described in the following rounds, but are ephemeral in a given game session. However,

gold coins carry forward to different games in the future and are designed to increase

longer-term engagement with the learning.

Quick Pick Round In this round, each player works individually to classify all their

cards as either Phishing or Safe. By default, they have 120 seconds to do so. If they finish

classifying all of the cards in their hand, an additional n cards are dealt to that player

once. At the end of the allocated time, the Quick Pick round ends and the game proceeds

to the next round.

It is important to note that players are not yet aware of whether their email classi-

fications were correct. This is because, in the subsequent Trick Pick round, players are

required to select cards to keep in their hand based on their perceived confidence in their

classifications. Therefore, feedback about their classification correctness is not presented

yet at this stage.

Trick Pick Round In Trick Pick, each player has 120 seconds to select n cards from

their current hand of 2n to 3n cards by keeping some and discarding others. For example, a

user’s strategy might be to keep cards that fall in a sweet spot: ones the player is confident

about, but that they believe will trick their opponent. At the end of the Trick Pick round,

if the player has only selected m cards such that m < n, the remaining n −m cards are

chosen at random from their hand and the rest are discarded.

Group Pick Round - Classification Stage The next round is Group Pick, which

consists of two stages: the “Classification stage” and the “Find the Tricks stage”. When

this round commences, each player is assigned a role as either: the Trickster, the Defender,

or a Spectator. This round is played twice in one game, and in each rotation, the players
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rotate roles in a round-robin fashion. First, in the Classification stage, the Trickster has 30

seconds (by default) to select a card from their hand to use as a phishing attack against the

player designated as the Defender. The Defender and the Spectator wait for the Trickster’s

decision during this period.

Once the card is played, all players have 60 seconds to classify the card as either

Phishing or Safe. Both the Defender and Spectator are encountering this email for the

first time, but the Trickster has the advantage of having seen this card in Quick Pick and

being confident enough not to discard it in the Trick Pick round. Once the time elapses,

their classification answers are compared to the ground truth to determine whether the

Trickster’s phishing attempt was successful.

There are four possible outcomes, as shown in the truth table in Table 4.1, each with

its own Life Point consequence. The classification results are then shown to all players.

The Spectator’s Life Points are never at stake in this stage. Instead, they receive a bonus

of 50 Gold Coins if their classification is correct.

Table 4.1: Truth table of Life Point outcomes in the Classification stage

Trickster Defender LP Lost By Outcome

Correct Correct – Trick defended

Correct Wrong Defender Defender tricked

Wrong Correct Trickster Trick backfired

Wrong Wrong – Both tricked

Group Pick Round - Find the Tricks stage In the next stage of the Group Pick

Round, each player is shown a list of cues that could be present in an email, such as

grammatical errors or link mismatches. The players have 60 seconds to select all the

cues that are present in the email. Players can see each other’s selections in real-time

and communicate with each other during this stage. After the stage ends, each player’s

selections are compared to the ground truth.
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A correct selection earns 5 Gold Coins, while each incorrect selection costs 5 Gold

Coins. However, a player’s Gold Coins cannot drop below zero. If an email contains

no cues, players are rewarded with a bonus of 50 Gold Coins, as long as they have no

false positive cue selections. The game ends when both rotations are complete, when any

player’s Life Points are depleted, or when all players’ cards have been played.

Feedback and Review Round Once the game ends, a Feedback and Review round

allows players to revisit each card that they had seen during the game. They can view

their own classification and cue selection results, compare them with the correct answer,

and raise disputes if they do not agree with it. Disputes that are approved by the game

administrator receive bonus Gold Coins.1 After the review, the player with the most Life

Points is deemed the winner. In the event of a tie, the player with the most Gold Coins

wins. Gold Coins that players obtained during the game carry over to subsequent game

sessions. With the Feedback and Review round complete, the game session ends. The

following section describes the in-game interaction mechanics that are embedded within

these rounds.

4.1.2 In-Game Interaction Mechanics

The rounds in Phooled! map directly to the two processing modes of the Heuristic-

Systematic Model, as described in Section 2.2. The Quick Pick round is designed to induce

heuristic processing: a player must classify up to 3n cards (nine) within 120 seconds, and

due to this time pressure, they are expected to default to their heuristic processing capa-

bilities. Conversely, the Classification stage allocates 60 seconds to classify a single card,

giving the player enough time to analyse the email’s content and identify its phishing cues,

thereby pushing them towards systematic processing. As described in Section 2.2, this

simulates the real-world behaviour, when users are under time pressure, perhaps due to

workload, such that they only switch to systematic processing after encountering a trigger.

1This also allows samples to be corrected, in cases where experts have not classified the samples properly
or where there is ambiguity.
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By rotating through roles, players are forced to think from the perspective of different

actors involved in the phishing process. For example, a Trickster thinks from the perspec-

tive of a malicious attacker and considers the tricks they might use to deceive users. On

the other hand, the Defender is placed in similar conditions to those of a real-world email

reader.

However, when the group size of a game session is greater than two, we require the

inclusion of an additional role called the Spectator. This role ensures that when the

Trickster and Defender are battling, no player is kept idle, and that all players remain

engaged in the learning activity. Since the Spectator does not have any Life Points at

stake, they earn Gold Coins as a bonus for correct classifications instead.

In the Classification stage, Life Points, the primary driver of player behaviour within

the game, are at stake. Inaccurate classifications can result in Life Point loss, which could

eventually lead to elimination from the game. Thus, this mechanism ensures that players

are motivated to classify accurately. As shown in Table 4.1, a player does not lose a Life

Point when their opponent does not know the correct classification either. This ensures

that skilled players cannot be eliminated by pure chance.

The game has Gold Coins as a secondary incentive, primarily to encourage collaboration

in the group stage. By having a negative Gold Coin penalty, we force the player to

systematically process the email and identify only the correct cues, rather than selecting

all of them. The 50 Gold Coins bonus further discourages false positives by rewarding

correctly identifying emails with no phishing cues.

The Phishducation platform carries over Gold Coins to subsequent Phooled! game

sessions, providing a long-term incentive for players to return and keep learning anti-

phishing behaviour. The Gold Coins gained per attribute are scaled by a group multiplier

factor that depends on the number of players that agree on that attribute, which encourages

collaborative play rather than competition among the players. Both Life Points and Gold

Coins can be described as extrinsic motivators (Section 2.4) for short-term and long-term

play respectively.

Feedback on their performance is provided to players at two points, inside the game itself
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and at the end, as part of the Feedback and Review round. The in-game feedback occurs

at the end of the Classification and Find the Tricks stages. For the classification feedback,

the ground truth of Phishing or Safe is shown along with the player’s own classification

correctness. For the Find the Tricks stage, all the ground truth cues are highlighted in

their actual positions in the email. And finally, in the Feedback and Review round, both

classification and attribute feedback are provided together for all cards encountered by the

user during the game.

The in-game feedback fulfils the principle established in Section 2.3, that feedback

should be close to the learning activity and connected to it. Similarly, all types of feedback

are presented as part of the game, instead of being presented as a secondary or post-learning

activity. The dispute mechanism further encourages the player to critically examine their

feedback and raise disputes about the sample bank ground truths.

The previous sections describe the default Collaborative game mode. However, for

experimental purposes, as described in Section 4.2, we modify the game to have a Single-

Player version. In this version, the player alternates between the Trickster and Defender

roles, and a coin toss decides the classification outcome of the opponent role. Similar coin

tosses are used to decide which cards to keep or discard in the Trick Pick round, and which

card to play as the Trickster. The Find the Tricks stage is played individually in this

variation.

4.2 Comparative Study of Individual versus Collabo-

rative Gameplay for Anti-Phishing Education Ef-

fectiveness

In Section 2.7, we formulated four RQs, based on our literature review of existing meth-

ods in the anti-phishing training domain. To address these questions, we designed an

experiment to evaluate Phooled! using Pre-Test and Post-Test assessments, as well as

in-game performance. This experiment compared three treatment conditions: Control,

55



Single-Player, and Collaborative treatments, across three different cohorts.

4.2.1 Research Questions and Hypotheses

We now present specific hypotheses for the confirmatory research questions RQ1 and RQ2,

and outline the scope of the exploratory research questions RQ3 and RQ4.

RQ1: Phishing Detection Improvement.

H 1. Training with Phooled! improves phishing detection performance, relative to the

Control group.

H 2. Collaborative training outperforms Single-Player training.

RQ2: Predictors of Phishing Detection Improvement.

H 3. Subjective norms influence phishing detection improvement.

H 4. MPA influences phishing detection improvement.

We also explore whether instruction mode (remote vs. in-person) affects phishing de-

tection improvement.

RQ3: Evaluation of In-Game Interaction Mechanics. Using our in-game user in-

teraction data, we explore the effects of our in-game interaction mechanics on phishing

detection performance as well as improvement in the detection ability of our research

participants/learners. Specifically, we look at the effect of collaborative cue detection on

knowledge transfer, and whether elements such as the player roles, feedback and review,

and in-game chat improve learning and help keep learners engaged.

RQ4: Determinants of Phishing Email Detection Difficulty. We examine clas-

sification and cue detection performance inside Phooled! to analyse how email features,

such as sample type, phishing cues, and sender details, influence the difficulty of detecting

phishing attempts.
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4.2.2 Experimental Procedure Stages

Calibration
Survey

Pre-Test
Game Session 1
or idle period

Post-Test 1

1 2 3 4

Game Session 2
or idle period

Post-Test 2
Post-Study
Survey

Focus Group
in-person cohorts only

5678

Figure 4.2: Flowchart of the Phooled! experimental procedure

Our experimental procedure, as illustrated in Figure 4.2, consisted of two game ses-

sions, each followed by an assessment. The type of game session, whether Single-Player

or Collaborative, was determined by the participant’s treatment assignment. Prior to any

training, baseline phishing detection ability was assessed using the Pre-Test. Additionally,

a calibration survey at the outset measured participants’ individual characteristics using

our survey instruments.

At the end of the experiment, participants completed a post-study survey, along with

a focus group for in-person cohorts. All surveys were administered as embedded Google

Forms within the Phishducation platform, with a sequential checkpoint system gating each

game session until the prerequisite surveys were completed. Participants were incentivised

with 50 bonus motivation tokens for each survey completed.

This study used a mixed factorial design, with each phishing detection assessment (i.e.,

Pre-Test, Post-Test 1, Post-Test 2) as the within-subjects factor, and treatment condition

(i.e., Single-Player, Collaborative, Control) and cohort (i.e., IT Professionals, HS Students,

Remote) as the between-subjects factors. Three performance measures were obtained from

these assessments: Test Scores (classification accuracy score out of 10), Test Duration (total

test duration), and IES [82,83], which captures the speed-accuracy tradeoff, calculated as

IES = Duration/Score.
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Participants were randomly assigned to one of three treatment conditions:

1. Single-Player: participants played Phooled! against PhishBot.

2. Collaborative: participants played Phooled! in groups of 2–5.

3. Control: did not play Phooled!, observed an idle period instead.

All features of the game except the collaborative component were kept constant across

the Single-Player and Collaborative treatments. Though our main goal was to study the

effectiveness of Collaborative training compared to Single-Player training, it was necessary

to include a Control group to first establish whether the game itself had any effect on

phishing detection improvement. Participants in the Control group followed a 20-minute

idle period between each assessment. This duration was calculated from the average game

session duration in the in-person cohort part of the study.

The sample sizes of the two in-person cohorts were relatively small (n = 14, n = 15),

so the inclusion of a Control group would have left too few participants per treatment

for meaningful comparisons. Additionally, practical constraints of conducting research in

schools and organisations as a learning activity meant that all participants in those cohorts

had to interact with learning material. The Remote cohort (n = 35) was larger than both

in-person cohorts combined, which allowed for the inclusion of a proper Control group who

had no interaction with training material. The IT Professionals cohort completed only one

game session due to time limitations of the in-person session. Therefore, Post-Test 2 data

in this study is constrained to HS Students and Remote participants.

4.2.3 Study Participants and Recruitment

Participants were recruited from two in-person cohorts and one Remote cohort that par-

ticipated synchronously online. The HS Students cohort was recruited from the Faculty

of Engineering Secondary School (FESS) at the University of Ottawa, and the IT Profes-

sionals cohort was recruited from the uOttawa Cybersecurity Office. An additional effort
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was made to target the general university population but was not pursued further due to

limited turnout. The absence of compensation or rewards likely contributed to this low

turnout. The experiment was run for the in-person cohorts in planned 3-hour sessions at

the uOttawa campus.

Exam conditions were observed, where participants could only communicate with the

researcher, or with other participants only within the game itself in the Collaborative

treatment. The in-person participants either used the desktop computers present at the

uOttawa CyberRange or their personal laptops to take part in the study. Participation

was voluntary for the in-person cohorts, though they were provided with refreshments.

Participants recruited from the Prolific platform were compensated $25 for taking part in

the study. The full completion of both game sessions was required for inclusion in the

data analysis. Ethics approval for this study was obtained from the University of Ottawa

Research Ethics Board (REB), under the file number: H-02-24-10020.

4.2.4 Measurement Instruments for Motivation and Phishing Sus-

ceptibility

This section describes the survey instruments, along with the quantitative and qualitative

assessments used to collect data in this study. The survey instruments are enumerated in

detail in Appendix A. A calibration survey administered before the intervention measured

six constructs: heuristic processing and systematic processing (SCAM scale), two subjec-

tive norms scales, Motivation and Perceived Ability (using the MSLQ), and Test Anxiety

(MSLQ). The MPA scale was derived from the MSLQ analysis in Chapter 3, where it was

identified as the dominant motivational construct, explaining approximately 20% of the

variance in the collected data. Table 4.2 summarises the instrument.

The heuristic and systematic processing scales were adapted from the SCAM [86].

Two slightly different versions of subjective norms were measured. Subjective Norms 1

(SN1) [42] is a measure of general peer influence, and Subjective Norms 2 (SN2) [71]

is primarily concerned with social influence from authority. The MPA as described in
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Table 4.2: Calibration survey instrument summary

Scale Source Items Response Format

Heuristic Processing [86] 3 5-point Likert

Systematic Processing [86] 3 5-point Likert

Subjective Norms 1 [42] 3 5-point Likert

Subjective Norms 2 [71] 4 7-point Likert

Motivation and Perceived Ability [64] 26 7-point Likert

Test Anxiety [64] 5 7-point Likert

Chapter 3 was measured using a reduced subset of the MSLQ [64], along with Test Anxiety

from the same questionnaire.

Each participant completed three phishing detection assessments during the study:

one Pre-Test and two Post-Tests, delivered after each game session respectively. Each

assessment consisted of 10 email samples, evenly split between Phishing and Safe samples.

All samples were selected from our email dataset and were unique to each assessment, as

they were removed from the Phooled! sample pool. The difficulty of each test was calibrated

with six medium and two each of easy and hard samples, as described in Section 4.4.

The email samples within each assessment were constant, but the order of the assess-

ments themselves was randomised. Participant classification responses and test durations

were recorded for each assessment. The assessments were based solely on email classifica-

tion, mirroring the real-world email reading task. This is unlike the game itself, which also

focuses on cue identification, a subtask of classification itself. We use performance metrics

derived from these test scores and duration as the dependent variables analysed in Chap-

ter 5. Within Phooled!, in-game user interaction data was logged, including classification

decisions, duration per classification, and in-game interaction mechanics engagement.

A post-study feedback survey was administered after the final assessment. The survey

covered the themes of their experience using Phooled!, their gameplay preferences, and their

perceptions about software usability, engagement, and educational value. Most questions
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used a Likert scale, while others were open-ended. For in-person cohorts, an interactive

debriefing and focus group session was held for approximately 30 minutes at the end of

the experiment. The focus group was semi-structured and focused on topics such as their

Phooled! gameplay experience, their opinions on collaboration versus competition, and

their prior exposure to phishing. Field notes were taken by the principal investigator while

the focus group was conducted, and are discussed in detail during the qualitative data

thematic analysis in Section 5.5.2.

4.3 Detailed Design and Implementation of the

Phooled! Game

In this section, we describe the implementation of the Phooled! game design presented in

Section 4.1 as an online real-time collaborative anti-phishing game playable within a web

browser on a laptop or desktop computer, ensuring wider reach to users. We begin with

the game user interface design in Section 4.3.1, then detail the system architecture that

drives Phooled! in Section 4.3.2. The core design constraint was real-time coordination of

game clients and synchronisation of server and client states, which influenced the system

design decisions described in this section.

4.3.1 User Interface Design

We first present the game user interface as implemented, walking through the main user

flow and explaining how some key in-game interaction mechanics are presented in the UI.

Game Setup and Coordination Interface The Active Games page lists all active

game sessions. From here, players can either join an existing game session that is looking

for more players, or host their own game. If a player decides to host a new game, a uniquely

identifiable Game Room is created and an easily shareable link is generated that the host

can send to other players to join.
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Figure 4.3: Email Classification task during Quick Pick round of Phooled!, with key ele-
ments highlighted

Once players join a game, they enter a Game Lobby where they can see other players

and their avatars (i.e., profile pictures), chat with them in an in-built chat area that is

available throughout the game duration, and signal that they are ready to play by using

the Ready button. In the lobby, the host can configure game settings such as the durations

of each round, and the number of cards (i.e., n) that will be used in Group Pick. Once

all players have confirmed their ready status, the host can start the game, kicking off the

Quick Pick round.

Game Instructions and Help Interface Throughout the game, instructions about

what to do and general game rules are presented to the player as and when required. This

is through two mechanisms: first, through “info screens” before every round with the rules
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for that round. The round only commences once players have read the rules and readied

up. The info screen has a visual timeline depicting the progress of the game, showing

completed parts of the game and indicating the current status in relation to the end of the

game. Furthermore, at any point during an active round, players can click the Help icon

(marked (1) in Figure 4.3) on the navbar at the top of the screen. This lets them review

the same instructions at any point they are stuck, however, this will not stop the timer

from ticking down.

A player information area (marked (2) in Figure 4.3) at the top of the screen, above the

email display area (3), displays all current players with their avatars, i.e., profile pictures,

usernames and current Life Points (depicted as hearts) and Gold Coins. Whenever a role

is assigned to the player, this is also indicated with a badge below their player information.

The top navigation bar also displays a large countdown timer (4) for the current round,

an indicator for the current progress of the round rotations, and buttons to pause or quit

the game (1).

Quick Pick Round Interface

In the Quick Pick round, the cards in a player’s hand are visualised in a card carousel

interface (5), as shown at the bottom of the page in Figure 4.3. Each card contains an

email from the labelled sample bank. The labelling procedure of these email samples is

described in Section 4.4. The player can browse through each card by clicking on “face

down” cards in their hand, turning them “face up”, which then displays the full content of

the email in the main email display area at the centre of the screen. The email is rendered

using its actual HTML code, preserving its original appearance.

This means that the text content, images, and URLs appear no different from how

they would look in a real-world email client like Outlook or Gmail. The email display area

is scrollable to accommodate longer emails that extend beyond the height of the user’s

browser viewport. All links are shown with their original URL target destination, but have

been programmatically defanged so that clicking on them does not navigate the browser

away from the game to these malicious websites. The original email header information,
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including the details of the sender, i.e., the “From Address” and “From Name”, along with

the Subject field, is displayed above the email content area (6).

Both the displayed email headers and content are personalised for the player. This

is done by replacing the actual information of the original email receiver with those of

the player, using the email address and username tied to their Phishducation platform

account. The recipient details in each sample were replaced with placeholders as described

in email curation (Section 4.4), and the game client substitutes these placeholders with the

player’s details when the email is rendered. For example, an email that originally included

the text “the account tied to your email: victim@example.com has been locked!” would

instead read as “the account tied to your email: john123@uottawa.ca has been locked” if

the player had signed up using their university email account. At the top of the screen, a

countdown timer is prominently displayed, showing the time left in the round. This timer

is a key mechanism for inducing heuristic processing, as discussed in Section 4.1.2.

Below the carousel, numbered pagination circles (7) indicate the currently selected card,

and clicking on the nth circle jumps to the corresponding nth card in the player’s hand,

in both the carousel and the main email display area. When a card has been classified, it

is indicated in the carousel with a phishing or safe card image instead of the generic face-

down card with the Phooled! logo. The pagination circles also reflect the classification,

changing colour to indicate whether the card was classified as Phishing or Safe, i.e., red or

green respectively. Within the game, distinct icons (e.g., a shield for Safe or a fishing hook

for Phishing) and text labels are used alongside colour coding to make the game accessible

to colour-blind users.

At the bottom of the screen, there are buttons to classify each card as either phishing

or safe (8). A “Go to Next Round” checkbox (9) allows the player to ready up for the

next round. In each round, the checkbox is disabled until the main objective for that

specific round is satisfied. For example, in Quick Pick, it is enabled only after the player

has classified all cards in their hand. The game advances to the next round when either

all players have readied up or the round timer expires. A chat sidebar (10) is available

throughout the game for players to communicate. The chat data collected during the study

is analysed in Section 5.3.4.
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Trick Pick Round Interface In the Trick Pick round, we replace the classification

decision buttons with Keep or Discard buttons. When cards are discarded, they are greyed

out or dimmed in the carousel as a visual indication of their state. The pagination dots of

the carousel also reflect this, turning grey for discarded cards. In this round, readying up

for the next round is only possible once n cards have been “kept” in the user’s hand.

Group Pick Round Interface The game UI is adapted for each role to mirror the role

responsibilities described in Section 4.1.1. For example, while the Trickster picks a card,

other players see a waiting screen. Once the Trickster plays a card, it is displayed to all

players in the game in the main email display area and classification occurs in the same

manner as in the Quick Pick round.

After the stage ends, a feedback screen is shown, which prominently displays their

classification correctness. The feedback screen shows the player’s classification alongside

the ground truth, and the result of the battle, i.e., whether the Defender got tricked or

not. The loss of Life Points from the battle is shown using a message and is also reflected

in the player information area.

In the Find the Tricks stage, the classification decision buttons are replaced with a

grid of attributes (marked (1) in Figure 4.4) with each having its own checkbox (2). The

name of each attribute is displayed alongside an information icon (3) that can be hovered

over for a tooltip briefly describing that particular attribute. As other players select their

attributes, their selections appear next to the attribute in real-time.

This is indicated with an overlapping circle of the group’s selections with their avatar

and a hover action with their username (4). After this stage ends, the total Gold Coins

gained as a result of the player’s attribute identification is shown (marked (2) in Fig-

ure 4.5), and if an email has no phishing cues, a special message indicates this. Feedback

is also provided through colour-coded badges (3) indicating whether each phishing cue was

correctly identified, missed, or selected in error.
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Figure 4.4: Collaborative Phishing Cue Identification in Phooled!, with key elements high-
lighted

Feedback and Review Interface In the Feedback and Review round, the card carousel

is populated with all the emails encountered by the player throughout the course of the

game. The classification and attribute feedback from each Group Pick stage are presented

together for each card. The player can also raise their disputes about the ground truth of

both types of feedback. A “Dispute Feedback” button allows the player to submit their

opinion about the classification correctness of the card and a similar dispute can be raised

for attributes through an attribute feedback modal. Both types of disputes are text-based

and incentivised with a reward of bonus Gold Coins.

There is no set time limit for this round, which allows players to review their feedback

at their own pace. This design choice was made to encourage systematic and deliberate

processing of the feedback, with the absence of any time pressure. Once all players ready

up for the next round, the final screen of the game with a leaderboard showing the winner

is shown. It lists all players with their Life Points and Gold Coins, with a trophy for the

winner.

4.3.2 Real-time Client-Server Synchronization Issues

In Section 4.3.1, we saw the design of the user interface for our game, and the rationale

behind its various parts. In this section, we look at the design and implementation of a

backend server that can drive our game logic and coordinate our clients’ remote endpoints.

Then, we briefly examine how the user interface, i.e., the Phooled! Frontend Client, is
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Figure 4.5: Feedback for Cue Identification in the Find the Tricks stage of Phooled!, with
key elements highlighted

implemented.

The Phishducation platform allows users to create an account to watch anti-phishing

training course videos, take phishing detection quizzes, or play a simple game called Be-

taPhish. Phooled! was developed as a new extension to this platform, largely because it

already provides user management, database access through MySQL, user session tracking,

and a variety of other functionalities that put the focus on the development of the game

itself.

This existing Phishducation platform is built on Django, a Python web framework that

implements a Model-Template-View (MTV) architecture, as opposed to the traditional
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Model-View-Controller (MVC). In MTV, the models define the data layer, templates han-

dle presentation (the view component in MVC), and views manage request routing and

logic (the controller component in MVC). It is backed by a MySQL database for persistent

storage of model information, like user accounts and user sessions.

The Django web application output is minimal, consisting of static HTML, CSS, and

JavaScript-based web pages. The content from the website, both the app itself and static

resources, is served through an Nginx web server. The platform is hosted on the Compute

Canada cloud server. Therefore, this existing infrastructure was a design constraint on our

design choices in this system.

In addition to this, three key design constraints guided this system architecture:

1. Real-time bidirectional communication. Inside the game, we require events like

classifying cards, sending chat messages, progressing to next game states, etc. to be

propagated between clients, i.e., the clients must be able to “talk” to each other

during the course of the game. This requires a bridge or central connection point

between these clients, which is the server in a client-server architecture. Specifically,

a low latency, real-time duplex connection between each individual client and the

server is required. In this way, the clients can talk to each other, using the server as

a central relay node.

2. Client-server state synchronisation. Not only does this multiplayer game require

communication between the clients, the state of each client needs to be synchronised.

For example, even for the simplest base case of changing between game rounds, this

change needs to happen together for all clients at the same time. Other actions,

like the Trickster choosing a card to play in Group Pick, needs to trigger that card’s

email contents to be shown in other clients as well. Essentially, we need to maintain a

global game state, allow clients to modify this global state through set game actions,

and propagate these state changes to all clients in the session such that they are all

synchronised.

3. Scalable concurrency. Our system must be able to support two types of concur-
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rency. First, within a single game session, multiple clients may send actions to the

server simultaneously, and these must be processed without conflicts or corruption of

the game state. Second, multiple game sessions must be able to run independently

at the same time, each with their own isolated game state.

The following subsections describe how each of these constraints was addressed in

Phooled!.

Solving Client-Server Communication Constraints using WebSockets

The request-response paradigm of a standard Django application needs to be augmented to

allow for this persistent bidirectional connection that exists throughout the game duration.

We elected to go with a well-established WebSocket approach. This approach allows us to

maintain a real-time connection between each client and the server under the constraints

of low latency and low bandwidth.

We implement this using the Django Channels third-party library, which adds capa-

bility for creating, managing, and communicating using WebSocket connections. We use

Daphne, an Asynchronous Server Gateway Interface (ASGI) server, as a router to direct

WebSocket connections to Django Channels, and standard HTTP requests to Django’s in-

ternal routing handler. The server maintains a uniquely identifiable WebSocket connection

for each player.

Each such connection is served by its own thread of the WebSocket (WS) Consumer

component, as illustrated in the system architecture diagram in Figure 4.6. These con-

nections are bound in a unique WebSocket Channel corresponding to individual game

sessions. The WS Consumer can receive and send messages from each client, and can

use WebSocket’s broadcast feature, within a channel, to efficiently replicate game actions

across all connected clients in a game.
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Figure 4.6: System architecture diagram for Phooled!, with software components developed for this study
shaded in grey
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Game Engine Design to Drive Game Logic using FSMs

We developed the Game Engine as a component responsible for maintaining game state

and applying game logic. It is powered by a Finite State Machine (FSM) representation

through the use of the fsmpy Python library. The actual FSM implemented is in fact

a more granular version of the FSM depicted in Figure 4.1, with intermediary transition

states in practice. Thus, any current game state is always bound to be valid, otherwise the

transition would have been limited by the FSM specification.

The Game Engine is then the arbiter of all game state, every game action from a client

is sent to the Game Engine through the use of a relay process that calls the Game Engine

library. There is one server-side thread that maintains a Game Engine for each currently

running game. This ensures that multiple concurrent game sessions can function in parallel

without affecting each other’s state.

The Game Engine processes game actions by following game logic to change state and

update the persistent database. For example, the last player’s “ready” action triggers

a progression of game state while the “classify” action checks the database for ground

truth. The Game Engine also takes care of state progression by making asynchronous

state transition function calls that expire when the round is set to expire.

Each round is associated with a configurable time limit that can be set by the host

during the game lobby state. If a client does not perform an action within the time limit,

the Game Engine takes an arbitrary action to progress the game. For example, the Trickster

not selecting a card to play within 30 seconds forces the Game Engine to forcefully select a

random card from their hand. If a player’s connection is lost, the game ensures resiliency

by detecting the loss of a WS connection and transitioning the Game Engine into a Pause

state, which is present in the extended FSM.

This allows the client to rejoin the game and re-sync its state with the Game Engine

to continue. The game can be restarted without the player rejoining by kicking the player

out of the room, ensuring that the de-synced client can never rejoin the session again. If

all players disconnect, the Game Engine waits a set timeout period (10 minutes), at the

end of which it marks the game as abandoned in the database and the thread is killed.
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Client-Server Messaging Protocol

The client and server needed a common protocol to communicate with each other over these

WebSocket connections. We propose a simple but efficient messaging protocol over this

network. The protocol was encoded using JSON and specified two parts to each message: a

message code, which is an integer that maps to specific game actions, and a payload, which

is the data that is required to perform that action. Each type of node in the system: the

server, the host, or a player, had specific actions assigned to it that it could communicate

with under this messaging system. The detailed implementation of this custom message

protocol can be found in Appendix B.

In-game chat communication bypassed the overhead of the Game Engine. Chat mes-

sages were directly broadcast to all other clients instantly by the WS Consumer without

any additional processing. The execution of all game actions was done in a sequential

manner. Actions from the client were queued as they were received by the WS Consumer

and stored in a separate Redis message queue. The Game Relay thread polled a blocking

pop operation with a minimal timeout on this queue such that it repeatedly “woke up” to

process these incoming messages. Server communication was sent directly via the Game

Engine using asynchronous calls.

The Game Relay was run as an asynchronous runtime managed by the trio library.

This design choice was made as this library guaranteed that each game action was executed

through the Game Engine strictly one at a time, thus transforming asynchronous aspects of

the execution into a sequential flow when message processing order mattered. This feature,

along with the First In, First Out (FIFO) nature of the Redis queue, ensured that race

conditions were avoided by virtue of the system design alone without the need of a explicit

locking mechanism like mutexes.

Frontend Client Design to Implement User Interface

The interactive and real-time nature of Phooled! requires the frontend client to dynami-

cally update its UI in response to changes in game states without reloading the web page.
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The existing static Django implementation can only support page updates with reloads.

The current industry standard would be to use a single-page application (SPA) framework

such as React. However, due to the high effort in rewriting the existing platform backend,

along with the benefit of Django’s built-in infrastructure for user and data management,

we decide to minimally extend Django’s capabilities using a plug-and-play approach with

Alpine.js. Alpine.js is a minimal library that adds reactivity to static HTML pages by

injecting a JavaScript script, thus extending the capability of Django’s static HTML tem-

plates.

The UI is built using the DaisyUI framework which leverages TailwindCSS components

as the foundation. The card carousel functionality is built using the Swiper.js library. We

handle the WebSocket messaging natively through the browser’s JavaScript implementa-

tion. There is no FSM on the client side, only reactive asynchronous functions that listen

for game states and trigger UI updates, ensuring that the server always remains as the

single source of truth. The entire frontend client is bundled using Webpack and served

using the built-in Django web server.

Single-Player Implementation As introduced in Section 4.1.2, for experimental pur-

poses, we develop a Single-Player mode of Phooled! with an automated opponent. For

this game mode, the Game Engine spawns a PhishBot opponent that performs basic au-

tomated behaviour. It appears in the player information area as an additional player, and

game behaviour and instructions are modified to support Single-Player gameplay. Phish-

Bot performs game actions according to the logic described in Section 4.1.2, with the

implementation using random functions in place of the theoretical coin tosses.

4.3.3 Collection of In-Game User Interaction Data

Phooled! includes many game interactions that could be studied to model user phishing

susceptibility and detection behaviour. As such, these rich in-game interaction mechanics

are useful for exploratory study as they can generate log data from user interactions,

commonly referred to as telemetry data, as reviewed in the literature (Section 2.1.3).
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Every event within this client-server system is captured as timestamped telemetry data in

a persistent database, along with some additional events to track user behaviour.

For example, a telemetry event is sent every time a card is opened in the in-game display

area such that when the card classification event is received by the server, we can calculate

the amount of time spent classifying that particular card. Similarly, player card viewing

behaviour and cue selection behaviour is tracked. Thus, these stored telemetry events are

used to explore user phishing detection behaviour in Chapter 5. Additionally, the analysis

of such data can help us validate our assumptions about our in-game interaction mechanics,

and whether they are beneficial to learners.

4.3.4 Testing and Quality Assurance

The relative complexity of the system required diligent testing of game states and client-

server interactions. The testing strategy aimed to target both the frontend and the backend

through unit tests and integration tests to monitor game crashes, corrupt game states, and

response to random and unexpected client actions. The FSM and game logic were validated

through unit tests written using pytest.

It also tested the custom message protocol by mocking game actions and validating the

subsequent state changes. The integration tests performed end-to-end game simulations

by executing five browser instances in parallel using Selenium and Mocha.js. These clients

played using randomised behaviour to progress until the end of the game with no game

crashes or UI glitches.

The entire infrastructure, both the backend and the testing, was run on Docker contain-

ers for reproducibility in environments, such that local and cloud behaviour was guaranteed

to be identical. All development work ran on a Continuous Integration/Continuous De-

ployment (CI/CD) pipeline that validated each code commit against both types of tests.

These updates were then pulled into the cloud server and their Docker containers restarted

with validated commits. Multiple internal betas were conducted and a pilot study was

executed with around 10 individuals. The feedback and bugs captured during this process

were iteratively fixed within the game before launch of the study.
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4.4 Process for Email Classification as Phishing or

Safe and Identification of Phishing Cues

This section details the creation of a labelled sample bank of real-world emails. These will

be fed into our platform to power the Phooled! game, serving analogously as the “cards”

in the game. First, we describe the data labelling pipeline and consensus-based annotation

process in Section 4.4.1. Then, we present the cues that were marked in our email dataset

in Section 4.4.2.

4.4.1 Semi-Automated Email Classification and Cue Identifica-

tion Processes

.eml files

Pre-processor
converts, defangs,

and deduplicates

SAT
sanitize PII and

annotate email

Group Consensus
Email Dataset

sync with Phishducation

database

processed HTML

annotated emails

validated emails

Figure 4.7: Flowchart of email dataset labelling

One of the main areas of concern facing anti-phishing education is the need to train

users on the latest threats which are always adapting over time, as detailed in Chapter 2.

Therefore, we need a scalable solution that helps us easily update our email dataset. To

this end, we present a semi-automated process to transform ordinary emails from clients

such as Outlook into email samples that are compatible with the full range of interactivity

as described in Section 4.3.1. These were sourced from real emails delivered to university
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email inboxes and exported as .eml files. The email dataset creation process is illustrated

in the flowchart shown in Figure 4.7.

A pre-processing script first compares a hash of the content of each exported .eml file

against the existing email dataset, discarding duplicates. It then converts the remaining

files to HTML and defangs the emails by replacing hyperlinks with pop-up tooltips that

display the URL on hover. We developed the Sanitise and Annotate Tool (SAT), a minimal

browser-based tool for preparing PII-free and interactive email samples for use in Phooled!.

It provides a GUI for replacing Personally Identifiable Information (PII) in an email’s con-

tent with placeholders. The original recipient’s name and email address are each replaced

with a placeholder. Thus, a PII-free email sample is created while preserving the rest of

the content and appearance of the email. When the email is shown during gameplay, these

placeholders are populated with the player’s own details, as described in Section 4.3.1, such

that the simulated email is personalised for each player.

Using SAT, we manually classified each email, then identified and highlighted each

phishing cue inline. We explicitly marked “spam” emails as Safe, since we only consider

Phishing emails to be malicious. These annotations were used to provide interactive feed-

back in the game. To ensure the reliability of the ground truth labels, the classification

and cue annotation of each email was carried out by a group of four researchers, with each

sample independently labelled by two of them. When two annotators disagreed, the dis-

crepancy was resolved through group discussion among the annotators to reach a consensus,

which was taken as the ground truth. It should be noted that consensus was reached read-

ily on classification, whereas identifying specific phishing cues within an email prompted

more discussion. Finally, these labelled email samples were stored on the Phishducation

platform and made accessible to the Phooled! game engine.

4.4.2 Justification for Selection of Cues

The annotation of attributes for these emails was based on a set of nine attributes found

in the existing literature, as shown in Table 4.3. One of the key challenges of email

labelling was identifying and marking cues in Safe emails, as current literature focuses
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Table 4.3: Phishing cues used in Phooled!, as described in-game to players

Cue Description References

Link Mismatch An unexpected or spoofed link with a URL
that is malicious

[14,27,74]

Urgent Language Urgent and pressuring language designed to
provoke immediate action

[4, 27,74,87]

Image as Text Use of text within images to evade text-based
detection methods

[12,31]

Spelling/Grammatical
Errors

Presence of spelling and grammatical errors
commonly found in phishing emails

[14,27,74]

Unaffiliated From
Address

From address that is not affiliated with an
organisation

[58,59,74]

Unlikely Reward Promise of an unlikely reward [4, 74]
Unprofessional
Appearance/Tone

Email appearance or tone that is not expected
from the sending party

[59,74]

Sender Address
Mismatch

From address that is unexpected or spoofed [58,74]

Subject Line
Keywords

Suspicious keywords in the subject line
typically used in phishing

[87]

General Phishing
Language

General language patterns that may suggest
phishing intent

Proposed

Money-Related
Discussion

Discussion related to money or financial
transactions

Proposed

solely on phishing cues present in Phishing emails. During group annotation consensus, two

additional cues were identified that might be beneficial to teach during training. The first

was a more cautious approach to “Unlikely Reward” called “Money-Related Discussion”.

It was designed to prime users to be alert at any mention of money in an email.

We also created a blanket category “General Phishing Language” for elements of an

email that arouse suspicion or a general feeling of “trickiness,” without any articulable rea-

son. This categorisation was meant to act as a catch-all for this suspicion. The group also

categorised each email into three levels of difficulty: Easy, Medium, and Hard, determined

by group annotation consensus on the perceived difficulty of the email. These annotations

were then embedded into the HTML file and then stored in the persistent database for
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distribution during game sessions of Phooled!. A selection of these labelled samples, as

presented to players, is shown in Appendix D.
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Chapter 5

Phooled! Game Experimental

Results and Discussion

Sixty-four participants took part in our study across three cohorts and treatment condi-

tions. The 28 participants in the Collaborative treatment were batched into 10 groups

of 2–5 players: 3 groups from HS Students, 3 from IT Professionals, and 4 from Remote

participants. A breakdown of participants across cohorts and treatment conditions is pre-

sented in Table 5.1.

We begin by examining whether participants improved their phishing detection perfor-

mance after playing Phooled! (Section 5.1) and, if so, whether individual characteristics

predicted that improvement (Section 5.2). We then turn to the game itself, assessing the

mechanics of Phooled! (Section 5.3) and determining in-game phishing detection difficulty

(Section 5.4). We conclude with an analysis of participant feedback (Section 5.5).

5.1 Phishing Detection Improvement in Learners

Using the three performance measures described in Section 4.2 (Score, Duration, and IES),

we analysed the effect of playing Phooled! on phishing detection. We first analysed the
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Table 5.1: Breakdown of participants across cohort and treatment conditions

Date Cohort Mode Treatment n

Aug. 2024 IT Professionals In-Person Single-Player 5

Collaborative 9

Subtotal 14

Nov. 2024 High School Students In-Person Single-Player 7

Collaborative 8

Subtotal 15

Jul. 2025 Prolific/Online Remote Control 11

Single-Player 12

Collaborative 12

Subtotal 35

Total 64

participants’ performance on the Pre-Test to establish their baseline phishing detection

ability prior to any training. Table 5.2 summarises the overall baseline performance. Par-

ticipants scored a mean test score of 7.47 (SD = 1.65), with a mean duration of 360 seconds

(SD = 177). The resulting mean IES, which takes into account both speed and accuracy,

was 50.03 (SD = 26.23).

Importantly, the distributions of all three metrics were right-skewed, with means higher

than medians. This suggests that a subset of participants were at an extreme: some

participants were much more accurate at detecting phishing than others, while others took

considerably longer time or were less efficient than the average. This indicates that the

average participant, prior to any training, already exhibited moderate phishing detection

ability, which is consistent with that reported in prior studies such as [44,90].

The skewed nature of the distributions was confirmed with normality tests, specifically
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Table 5.2: Pre-Test descriptive statistics (n = 64)

Measure Mean SD Median

Score (out of 10) 7.47 1.65 7.00

Duration (s) 360.16 176.80 354.50

IES 50.03 26.23 46.14

the Shapiro-Wilk test, which found that all three measures deviated significantly from

normality: Score (W = 0.95, p = .009), Duration (W = 0.92, p < .001), and IES (W =

0.89, p < .001). We therefore adopted an Analysis of Covariance (ANCOVA) approach [23]

using mixed models, controlling for pre-training performance and individual variations

when comparing treatment effects. The ANCOVA model for each performance measure is

derived from the following generalised form:

Ypostt ∼ Ypre + Treatment + Cohort + t (5.1)

where:

• Y is the performance measure, Y ∈ {Score, Duration, IES}

• Ypre is the Pre-Test performance measure, used as the baseline

• t indexes the Post-Test assessment, t ∈ {1, 2}

The test score values are bounded between 0–10, compatible with a Linear Mixed Model

(LMM). In contrast, the test duration and IES values are strictly positive, justifying the

use of a Gamma Generalised Linear Mixed Model (GLMM) with a log link. The Duration

and IES models included random intercepts and slopes for each participant across tests

to account for individual variances in improvement during the study. The Score model

included random intercepts only, as there was insufficient variance in the data to justify

random slopes.
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First, we verified that participants in both non-Control treatment conditions received

equivalent amounts of learning material as intervention. As shown in Figure 5.1(a), par-

ticipants interacted with (i.e., classified) a similar number of email samples in both Single-

Player (n = 24, M = 17.2, SD = 5.51) and Collaborative (n = 29, M = 18.3, SD = 5.84)

games. Q–Q plots and Shapiro-Wilk tests indicated significant deviations from normality,

as shown in Appendix C.1. Therefore, a Wilcoxon rank-sum test confirmed no significant

difference in the number of email samples classified (W = 314, p = .50). Although both

treatment conditions involved similar exposure to learning material, they differed in game

length.
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Figure 5.1: Boxplots of total classifications and game duration by treatment condition

As shown in Figure 5.1(b), Single-Player games were shorter (M = 15.1 min, SD =

6.96) than Collaborative games (M = 28.5 min, SD = 7.50). Q–Q plots and Shapiro-

Wilk tests indicated significant deviations from normality, as shown in Appendix C.2.

A Wilcoxon rank-sum test confirmed the difference was significant (W = 59, p < .001,

r = 0.66), as we expected, given the additional time required for game setup, group

coordination, and discussion in Collaborative games.
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This establishes that both treatment conditions were exposed to similar amounts of

learning material, with only game durations differing due to group gameplay. The re-

mainder of this section tests H1 and H2 by analysing participant phishing detection im-

provement after training with Phooled! across these three performance measures: accuracy

(Section 5.1.1), speed (Section 5.1.2), and efficiency (Section 5.1.3).

5.1.1 Effect on Phishing Detection Accuracy

Control Single-Player Collaborative
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Figure 5.2: Boxplot of Test Score values

Figure 5.2 shows the distribution of test scores by cohort and treatment condition

across all three tests. The mean accuracy was 7.47 (SD = 1.65) for the Pre-Test, 7.59
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(SD = 1.57) for Post-Test 1, and 7.54 (SD = 1.58) for Post-Test 2. Accordingly, overall

median accuracy remained approximately constant across all tests. Moreover, as shown in

Figure 5.2, no visible separation is observed between any treatment condition or cohort.

Q–Q plots and Shapiro-Wilk tests by cohort and treatment condition are provided in

Appendix C.13.

We fitted the ANCOVA model from Equation 5.1 with Score as the dependent variable,

and with DHARMa [36] residual diagnostics confirming adequate model fit. The model

explained 39.4% of total variance in the data (conditional R2 = .394), of which 10.5%

was due to fixed effects alone (marginal R2 = .105), indicating that individual differences

between participants accounted for most of the variance in the data. After controlling for

the baseline Pre-Test score, which was a significant covariate (χ2(1) = 8.74, p = .003),

treatment had no significant effect on accuracy (χ2(2) = 0.13, p = .936, η2p < .01).

7.53

7.71

7.64

Control

Collaborative

Single-Player

5 6 7 8 9 10

Score (out of 10)

Figure 5.3: EMMs for post-training test scores by treatment condition (error bars indicate
95% CIs)

As shown in Figure 5.3, Estimated Marginal Means (EMMs) for post-training accuracy

were similar across treatment conditions: Control (M = 7.53, SE = 0.45), Single-Player

(M = 7.71, SE = 0.28), and Collaborative (M = 7.64, SE = 0.25). Therefore, after con-

trolling for pre-training performance, no significant differences in accuracy were observed
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across treatment conditions. Thus, H1 and H2 are not supported for this measure.

5.1.2 Effect on Phishing Detection Speed

Figure 5.4 shows the distribution of test duration by cohort and treatment condition across

all three tests. The mean duration decreased steadily from 360 seconds (SD = 177) for

the Pre-Test, to 275 seconds (SD = 176) for Post-Test 1, and 207 seconds (SD = 122) for

Post-Test 2, indicating that participants completed the assessments faster over time. The

high SD values reinforce the right-skewed nature of the distribution, as some participants

took much longer to complete the assessments. The boxplot suggests a visual trend of

declining test durations for the Single-Player and Collaborative conditions compared to

the Control group. Q–Q plots and Shapiro-Wilk tests by cohort and treatment condition

are provided in Appendix C.14.

We fit the ANCOVA model from Equation 5.1 with Duration as the dependent vari-

able, and with DHARMa residual diagnostics confirming adequate model fit. The model

explained 66.8% of total variance in the data (conditional R2 = .668), of which 46.8% was

due to fixed effects alone (marginal R2 = .468). After controlling for the baseline Pre-Test

duration, which was a significant covariate (χ2(1) = 26.46, p < .001), treatment had a

significant effect on duration (χ2(2) = 9.01, p = .011).

As shown in Figure 5.5, EMMs for post-training duration indicated that Collaborative

participants completed tests the fastest (M = 181 s, SE = 18.8), followed by Single-Player

(M = 228 s, SE = 23.7), and finally Control (M = 254 s, SE = 38.7). The follow-up

one-tailed pairwise comparisons showed that Collaborative participants completed their

Post-Test assessments 29% faster than Control participants (z = −2.60, p = .005) and

21% faster than Single-Player participants (z = −2.36, p = .009), supporting H2. This

decrease in test duration did not further accelerate between Post-Test 1 and Post-Test

2 (χ2(2) = 1.16, p = .559), indicating that the advantage of Collaborative training was

established by the first game session and that the second game session did not widen the

gap between the treatments.
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Figure 5.4: Boxplot of Test Duration values

In contrast, Single-Player participants were only 10% faster than Control (z = −0.81,

p = .208), suggesting no significant reduction in time compared to receiving no treatment.

This is due to the fact that Control participants, who received no treatment, still reduced

their median test duration from 362 seconds in the Pre-Test to 303 seconds in Post-Test

2, a 16% reduction. This suggests an underlying practice effect from repeated testing.

Single-Player participants, unlike Collaborative participants, did not improve sufficiently

beyond this practice effect for us to detect a significant difference compared to Control,

and thus H1 is only partially supported for this measure.
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Figure 5.5: EMMs for post-training test duration by treatment condition (error bars indi-
cate 95% CIs)

5.1.3 Effect on Phishing Detection Efficiency

As described in Section 4.2, the IES measure helps us by analysing the speed-accuracy

tradeoff, ensuring that improvements in speed did not come at the cost of decreasing accu-

racy. Figure 5.6 shows the distribution of IES (where lower values indicate better efficiency)

by cohort and treatment condition across all three tests. The mean IES decreased steadily

from 50.03 (SD = 26.23) for the Pre-Test, to 37.76 (SD = 25.03) for Post-Test 1, and

28.01 (SD = 15.81) for Post-Test 2, indicating that participants consistently improved

their phishing detection efficiency across the tests. The boxplot shows a visual trend of

improving efficiency across all three conditions, with the Collaborative and Single-Player

conditions showing a steeper improvement than the Control group. Q–Q plots and Shapiro-

Wilk tests by cohort and treatment condition are provided in Appendix C.15.

We fit the ANCOVA model from Equation 5.1 with IES as the dependent variable, and

with DHARMa residual diagnostics confirming adequate model fit. The model explained

61.6% of total variance in the data (conditional R2 = .616), of which 42.1% was due to fixed

effects alone (marginal R2 = .421). After controlling for the baseline Pre-Test IES, which
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Figure 5.6: Boxplot of Test Inverse Efficiency scores (IES), where lower values indicate
better efficiency.

was a significant covariate (χ2(1) = 9.58, p = .002), treatment had a significant effect on

IES (χ2(2) = 8.50, p = .014). As shown in Figure 5.7, EMMs for post-training efficiency

indicated that Collaborative participants were the most efficient (M = 24.1, SE = 1.83),

ahead of both Single-Player (M = 30.2, SE = 2.61) and Control (M = 35.3, SE = 4.77).

The follow-up one-tailed pairwise comparisons showed that Collaborative participants were

32% more efficient than Control participants (z = −2.65, p = .004) and 20% more efficient

than Single-Player participants (z = −2.06, p = .020), supporting H2.

In comparison, Single-Player participants were only 15% more efficient than Control
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Figure 5.7: EMMs for post-training IES by treatment condition (error bars indicate 95%
CIs)

(z = −1.05, p = .147), suggesting no significant improvement in efficiency compared to

receiving no treatment. As with Duration, this advantage was established after the first

game session itself (χ2(2) = 0.24, p = .888). Control participants also improved their IES

from a median of 50.8 in the Pre-Test to 37.0 in Post-Test 2, a 27% reduction, consistent

with the practice effect reported in Section 5.1.2. Single-Player participants did not improve

beyond this practice effect, and thus H1 is only partially supported for this measure.

5.1.4 Summary of Phishing Detection Improvement

We observed that while accuracy remained relatively the same after training, both speed

and efficiency improved with Collaborative play using Phooled!. Participants who played

Collaborative Phooled! improved their overall phishing detection speed by 29% and their

efficiency by 32% compared to the Control group. Since IES is a measure of the speed-

accuracy tradeoff, we could thus confirm that improvements in phishing detection speed

through Collaborative play did not come at the cost of a decrease in detection accuracy.

This lack of accuracy improvement, despite the gains in speed and efficiency, is likely due
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to the fact that participants already began with high detection accuracy (a mean Pre-Test

score of around 7.5 out of 10), leaving little room for further improvement. Their baseline

detection times, by contrast, were considerably longer (a mean of 360 seconds), leaving

much more room to improve.

We did not find any significant evidence to show that Single-Player Phooled! gameplay

differed from the Control group for any measure. H1 is therefore partially supported:

training with Phooled! improved speed and efficiency but not accuracy, and only for

Collaborative training. As a corollary, H2 is thus supported, with Collaborative training

outperforming Single-Player on both speed and efficiency.

Table 5.3: Average False Negative Rate (FNR) and False Positive Rate (FPR) for each
assessment

FNR FPR

Test Mean SD Mean SD

Pre-Test 0.17 0.18 0.34 0.27

Post-Test 1 0.14 0.17 0.35 0.26

Post-Test 2 0.17 0.18 0.33 0.26

To investigate the non-improvement in phishing detection accuracy further, we decom-

posed it into two constituents: the FNR and the FPR, as shown in Table 5.3. The overall

FNR remained approximately the same throughout the study, with a mean of 0.16, indicat-

ing that participants were generally good at detecting phishing emails prior to training. On

the other hand, the overall FPR was consistently higher, with a mean of 0.34, suggesting

that participants’ accuracy is dragged down by a frequent misclassification of Safe emails

as Phishing. This asymmetry between Phishing and Safe email classification is explored

further in Section 5.3.1 and Section 5.4, where we examine how participants processed

Phishing and Safe emails differently during gameplay.
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5.2 Predictors of Phishing Detection Improvement

Prior to treatment, participants completed a calibration survey that measured their mo-

tivation and social influence factors, based on the scales introduced in Chapter 2 and

detailed in Section 4.2. To answer H3 and H4, we examine whether scales like MPA (Sec-

tion 5.2.1), Test Anxiety (Section 5.2.2), Subjective Norms (Section 5.2.3), and instruction

mode (Section 5.2.4) predicted phishing detection improvement.

Table 5.4: Descriptive statistics for calibration scales by cohort

HS Students IT Professionals Remote Overall

Scale (n = 14) (n = 14) (n = 35) (N = 63)

MPA 5.26 (0.72) 5.60 (0.87) 6.03 (0.69) 5.76 (0.80)

Test anxiety 3.67 (1.18) 2.86 (1.46) 4.14 (1.81) 3.75 (1.67)

SN1 3.90 (0.76) 4.02 (1.33) 3.79 (0.93) 3.87 (0.99)

SN2 5.14 (1.08) 5.96 (1.84) 5.11 (1.71) 5.31 (1.64)

Heuristic 3.00 (0.85) 3.05 (1.06) 2.95 (0.85) 2.98 (0.88)

Systematic 3.76 (0.90) 4.33 (0.64) 4.05 (1.12) 4.05 (0.99)

Note. Scales were measured on 1–5 or 1–7 Likert scales (see Table 4.2), given above as M (SD).

Table 5.4 summarises the mean and standard deviation values of each calibration scale

by cohort. The IT Professionals cohort showed the most notable differences from the

other cohorts, reporting the lowest Test Anxiety (M = 2.86) compared to HS Students

(M = 3.67) and Remote (M = 4.14). The SN2 scale values were also highest among IT

Professionals (M = 5.96), compared to HS Students (M = 5.14) and Remote (M = 5.11).

The Remote cohort showed notably higher MPA (M = 6.03) than HS Students (M = 5.26)

and IT Professionals (M = 5.60). These cohort-level differences justified the inclusion of

cohort interaction terms in the analysis of the survey data.

The Heuristic (M = 2.98) and Systematic (M = 4.05) scales were relatively uniform

across cohorts. Among our calibration scales, Test Anxiety (SD = 1.67) and SN2 (SD =

1.64) showed the highest individual variability, while the MPA (SD = 0.80) and Heuristic
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(SD = 0.88) scales had the lowest spread of values. The normality diagnostics for all

calibration scales are provided in Appendix C.

IESpostt ∼ IESpre + Treatment + Cohort + t+ (Treatment + Cohort)× S (5.2)

To examine whether participants’ scores on these scales predicted post-training IES, we

initially extended the Gamma GLMM from Equation 5.1 by adding our six calibration

scales, namely MPA, Test Anxiety, SN1, SN2, Heuristic, and Systematic (N = 63). These

scales are represented in Equation 5.2 above by the vector S. One participant did not

complete the calibration survey and was subsequently excluded from this analysis. The

per-participant variability for the GLMM was near zero, therefore, the random intercepts

were excluded to form a Generalised Linear Model (GLM) instead.

We also included interaction terms, represented in brackets in the equation, to account

for treatment and cohort-level scale differences. Based on the results from Section 5.1,

we proceeded with IES as the dependent variable for this and subsequent sections in our

analysis, as it best captures overall phishing detection performance. By using pre-training

IES as a covariate, we could isolate the effect of our scales to predict how they affect

improvement beyond pre-training performance.

Table 5.5 above presents the results from the model fitted on Equation 5.2. Lower b

values correspond to lower post-training IES, indicating better performance. The model

explained 67.9% of the variance in the post-training IES data (R2 = .679), with DHARMa

residual diagnostics confirming adequate model fit. The Heuristic and Systematic scales

showed no significant effects or interactions for any condition and are excluded from analysis

in this section. The effect of each remaining scale on IES improvement after training is

examined in the following subsections.
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Table 5.5: Fixed effects from the Gamma GLM predicting post-training IES (N = 63).

Scale b SE 95% CI z p

MPA −0.63 0.25 [−1.13, −0.13] −2.49 .013∗

Test Anxiety −0.19 0.13 [−0.45, 0.06] −1.47 .140

SN1 0.86 0.34 [ 0.20, 1.53] 2.56 .011∗

SN2 −0.67 0.17 [−0.99, −0.34] −4.03 < .001∗∗∗

Heuristic 0.37 0.25 [−0.12, 0.85] 1.47 .142

Systematic 0.45 0.27 [−0.07, 0.97] 1.68 .093

∗p < .05. ∗∗p < .01. ∗∗∗p < .001.

3

4

5

6

7

HS Students

IT Professionals
Remote

M
PA

 S
co

re

Figure 5.8: Boxplot of MPA scores by cohort

5.2.1 Effect of Participant Motivation

The distribution of MPA scores by cohort is shown in Figure 5.8, with Q–Q normality plots

in Appendix C.3. Higher MPA scale values predicted lower post-training IES (b = −0.63,
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p = .013). Interpreted on the scale’s 1–7 range, this means that each unit increase in MPA

was associated with approximately 47% lower post-training IES values, with a CI of 12%

to 68%.
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Figure 5.9: Scatterplot of post-training IES by MPA score, adjusted for covariates (95%
CI band)

This relationship between MPA values and post-training IES is visualised in Figure 5.9.

The figure shows a clear downward trend, with Adjusted IES decreasing as MPA scores

increase, consistent with the predicted negative effect. In this figure, Adjusted IES refers

to IES values adjusted for the influence of covariates, including pre-training IES. Neither

the cohort (χ2(2) = 5.08, p = .079) nor the treatment (χ2(2) = 4.94, p = .084) interac-

tions were significant, suggesting that the effect of MPA did not differ among cohort and

treatment conditions. Therefore, H4 is supported: higher Motivation and Perceived Abil-

ity predicted greater improvement in phishing detection efficiency after playing Phooled!,

regardless of whether Single-Player or Collaborative mode was played.
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Figure 5.10: Boxplot of Test Anxiety scores by cohort

5.2.2 Effect of Test Anxiety

The distribution of Test Anxiety scores by cohort is shown in Figure 5.10, with Q–Q

normality plots in Appendix C.4. The fixed effect of Test Anxiety on IES improvement

was not statistically significant (b = −0.19, p = .140). This is due to the fact that the

overall effect of Test Anxiety was masked by opposing effects across cohort (χ2(2) = 10.36,

p = .006) and treatment (χ2(2) = 6.72, p = .035) interactions, as shown in Figure 5.11.

In Figure 5.11(a), IT Professionals have a significantly steeper positive slope than the

other cohorts. This indicates that higher Test Anxiety scores were associated with worse

efficiency for this cohort, to a greater degree than for HS Students and Remote participants.

In contrast, Figure 5.11(b) shows that the Collaborative condition exhibits a significant

negative slope. This suggests that higher Test Anxiety scores were associated with better

efficiency for Collaborative participants, an effect not observed in Control and Single-Player
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Figure 5.11: Adjusted post-training IES by Test Anxiety score, split by cohort (a) and
treatment conditions (b) (95% CI bands)

participants.

Specifically, for IT Professionals, higher Test Anxiety scores predicted worse IES (b =

0.25, CI [0.03, 0.47]), an effect that differed significantly from HS Students (z = 3.21,

p = .004), who showed a marginal but non-significant trend in the opposite direction

(b = −0.19, CI [−0.39, 0.01]). This aligns with our findings in Section 5.4.3, suggesting

that test anxiety may interfere with leveraging one’s existing knowledge to detect phishing

under duress. For Remote participants, there was no effect observed in either direction (b =

−0.03, CI [−0.11, 0.05]). Among treatment conditions, Collaborative gameplay improved

IES for those with higher Test Anxiety scores (b = −0.10, CI [−0.19,−0.01]), differing

significantly from the Single-Player condition (z = 2.59, p = .026). The other treatment

conditions did not show any significant effect.

5.2.3 Effect of Subjective Norms

The boxplot of subjective norms scales by cohort is shown in Figure 5.12, with Q–Q

normality plots in Appendix C.12. Interestingly, the two Subjective Norms (SN) scales
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Figure 5.12: Boxplot of Subjective Norms scale values by cohort

showed opposing fixed effects. Higher SN1 values were associated with worse IES scores

(b = 0.86, p = .011), while the opposite was true for higher SN2 values (b = −0.67,

p < .001).

These opposing effects may reflect the differences in the subjective norms scales. SN1

measures general peer influence [42], while SN2 measures influence due to authority [71].

These effects were further influenced by the treatment condition, as shown in Figure 5.13,

with the fixed effects for both SN1 (χ2(2) = 13.84, p < .001) and SN2 (χ2(2) = 19.42,

p < .001) being dependent on significant interactions.

Specifically, for SN1, we observed a harmful effect on IES in Control (b = 0.77, CI

[0.22, 1.32]) and Single-Player (b = 0.52, CI [0.22, 0.83]) treatments. This harmful effect

was not present in Collaborative training (b = −0.08, CI [−0.27, 0.11]). This difference
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was significant between Collaborative training and both the Control group (z = 2.83,

p = .013) and Single-Player (z = 3.17, p = .004) training. This suggests that peer

influence had a harmful effect on phishing detection efficiency improvement, particularly

when collaborative learning is not involved.

In contrast, we observed that for SN2, there was a beneficial effect on IES in the Con-

trol group (b = −0.55, CI [−0.78,−0.32]) and Single-Player (b = −0.22, CI [−0.37,−0.08])

training. This effect was again absent in the Collaborative treatment (b = −0.08, CI

[−0.22, 0.06]). This difference was significant between Collaborative training and the Con-

trol group (z = 4.35, p < .001) but not the Single-Player condition (z = 1.51, p = .285).

This suggests that users who valued organisational authority showed greater improvement

in phishing detection efficiency, particularly when collaborative learning is not involved. In

essence, Collaborative gameplay neutralised the effect of subjective norms on post-training

IES.

Similarly, the cohort interactions for SN1 (χ2(2) = 9.54, p = .008) and SN2 (χ2(2) =

10.20, p = .006) were also significant, as shown in Figure 5.14. The harmful effect of SN1

was present in IT Professionals (b = 0.62, CI [0.32, 0.93]) and HS Students (b = 0.50, CI

[0.09, 0.92]) only and not in Remote participants (b = 0.08, CI [−0.14, 0.30]). The difference

between IT Professionals and Remote was statistically significant (z = 3.07, p = .006).

A similar pattern was observed for the beneficial effect of SN2: IT Professionals (b =

−0.40, CI [−0.61,−0.19]) and HS Students (b = −0.40, CI [−0.65,−0.15]) benefited from

higher SN2 values while Remote participants (b = −0.05, CI [−0.15, 0.05]) did not. For

SN2, both the IT Professionals (z = 2.81, p = .014) and HS Students (z = 2.54, p = .030)

cohorts were significantly different from Remote, confirming that both scales were depen-

dent on instruction mode, in-person or Remote. Therefore, H3 is supported: subjective

norms predicted post-training IES, however, both scales had varying effects dependent on

treatment condition and instruction mode.
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Figure 5.13: Adjusted post-training IES by SN1 (a) and SN2 (b) scores, split by treatment
condition (95% CI bands)
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Figure 5.14: Adjusted post-training IES by SN1 (a) and SN2 (b) scores, split by cohort
(95% CI bands)

5.2.4 Effect of Instruction Mode

Although Phooled! was played online with no physical interaction between players, the HS

Students and IT Professionals cohorts were part of an in-person study, while the Remote
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cohort participated fully online. In Sections 5.2.2 and 5.2.3, we observed that scale inter-

actions were dependent on instruction mode. In the same vein, we examined here whether

instruction mode directly predicted post-training IES.

The effect of cohort on post-training IES was significant (χ2(2) = 13.98, p < .001). As

shown in Figure 5.15, HS Students showed the most improvement after training (M = 22.4,

SE = 2.42), followed by IT Professionals (M = 32.5, SE = 4.42), and finally Remote

participants (M = 35.3, SE = 2.33). The significant fixed effect was driven solely by

HS Students, who improved significantly more than IT Professionals (p = .048) and the

Remote cohort (p = .001), while the IT Professionals and Remote cohorts did not differ

(p = .848). Therefore, we cannot conclude that in-person instruction mode alone explains

these differences, as they were specific to the HS Students cohort.

22.4

32.5

35.3
Remote

IT Professionals

HS Students

0 10 20 30 40 50

IES

Figure 5.15: EMMs for post-training IES by cohort (error bars indicate 95% CIs)

5.2.5 Summary of Predictors of Phishing Detection Improve-

ment

Of the six calibration scales examined, three of them, namely MPA, SN1, and SN2, directly

predicted improvements in IES after training, while the Test Anxiety scale depended on
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cohort and treatment interactions. Participants who scored higher on the Motivation and

Perceived Ability scale went on to significantly improve their phishing detection efficiency

regardless of cohort or treatment condition, supporting H4. The subjective norms scales

had different effects: SN1 was associated with worse performance and SN2 with better

performance, supporting H3.

However, these effects were not present in Collaborative training, which improved per-

formance regardless of subjective norms. The effect of Test Anxiety varied by cohort and

treatment condition, as participants who scored higher performed slightly better after Col-

laborative treatment. Finally, since cohort differences in IES improvement were driven

solely by HS Students, we did not see any differences that could be attributed to instruc-

tion mode alone. Having identified which individual characteristics of participants helped

improve their phishing detection, we next evaluate which in-game interaction mechanics

introduced in Phooled!, as detailed in Chapter 4, might have contributed to training our

study participants.

5.3 Evaluation of Phooled! In-Game Interactions

In this section, we evaluate the in-game interaction mechanics of Phooled! using in-game

telemetry data to understand how gameplay may have contributed to the IES improvement

of non-Control participants who played Phooled! (n = 52). We first examine whether Col-

laborative training during the Group Pick round facilitated knowledge transfer of phishing

cue detection (Section 5.3.1), then whether player roles affected classification performance

(Section 5.3.2), whether feedback engagement contributed to improvement (Section 5.3.3),

and finally whether in-game chat activity played a role (Section 5.3.4).

5.3.1 Effect on Cue Detection

As described in Chapter 4, the Group Pick round was designed as a collaborative round,

where groups worked collectively to identify phishing cues in the email samples. We ex-

amine whether this collaboration helped knowledge transfer of phishing cue identification
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ability. As noted at the beginning of this chapter, the 28 Collaborative participants were

batched into 10 groups of 2–5 players.
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Figure 5.16: Boxplot of cue F1 scores by treatment condition

Collaborative groups (n = 10, M = 4.03, SD = 0.74) selected fewer cues per email

than Single-Player participants (n = 24, M = 5.13, SD = 1.67), a significant difference

(t(32) = −3.00, p = .01, d = 0.75). To measure group consensus on these selections,

Jaccard similarity was calculated for email samples within each group. Groups agreed on

57% of their cue selections (J = 0.57), while the similarity for Single-Player participants

was 38%. A one-tailed Wilcoxon rank-sum test confirmed that Collaborative groups had

significantly higher agreement (W = 372, p = .02, r = .25).

To examine group influence on cue selection, the relationship between subjective norms

and cue similarity was measured. SN1 showed no relationship with cue similarity (ρ = 0.04,

p = .80). In contrast, SN2 showed a significant negative correlation (ρ = −0.44, p = .030),

suggesting that participants who reported higher SN2 scale values showed less conformity

to their groups. In other words, participants who had high SN2 values (i.e. influence of

authority-based subjective norms) conformed less to their group’s cue selections.
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Figure 5.16 shows the distribution of cue detection F1 scores, with normality diagnostics

in Appendix C.10. Notably, any collaborative benefit during cue detection is absent in the

figure, which shows no visible difference in cue detection performance across treatment

conditions. Despite higher consensus, Collaborative and Single-Player participants did

not differ significantly in their F1 scores (W = 414, p = .20). To measure cue detection

improvement over the course of training, a beta regression GLMM was fitted predicting

F1 scores based on the number of cards seen, treatment condition, and sample type, while

controlling for pre-training IES (n = 350 observations). A beta regression was used as

F1 scores are bounded between 0 and 1. The model explained 81.2% of total variance

(conditional R2 = .812), of which 46.3% was due to fixed effects alone (marginal R2 = .463).

The fixed effect of treatment on F1 scores was not statistically significant, though a

marginal trend was observed (χ2(1) = 3.65, p = .056). However, F1 scores improved sig-

nificantly as participants saw more cards during the course of the game (χ2(1) = 12.82,

p < .001). The effect of treatment condition on F1 scores differed by sample type

(χ2(1) = 4.58, p = .032). Participants improved their F1 scores faster for Safe sam-

ples (b ≈ 0.34) than for Phishing samples (b ≈ 0.12), suggesting that they learned to

improve their cue detection in Safe emails more quickly during the game compared to

Phishing emails. Although Collaborative groups showed higher consensus in their cue se-

lections, both treatments improved their cue detection at similar rates, with no significant

advantage from Collaborative play.

5.3.2 Effect of Game Roles on Classification Performance

As described in Chapter 4, the Group Pick round assigned participants one of three roles:

Trickster, Defender, or Spectator. We examine whether these roles affected in-game classi-

fication performance. Figure 5.17 shows the distribution of IES values by game role, with

normality diagnostics in Appendix C.9. Tricksters had the lowest IES values (M = 9.69,

SD = 7.44), followed by Spectators (M = 19.94, SD = 14.36), and finally Defenders

(M = 22.43, SD = 13.14).

A Gamma GLMM was fitted predicting IES from game role and sample type, while
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Figure 5.17: Boxplot of IES values by game role

controlling for cohort (n = 291 observations). The model explained 36.2% of total variance

(conditional R2 = .362), of which 26.2% was due to fixed effects alone (marginal R2 = .262).

The fixed effect of game role on IES values was statistically significant (χ2(3) = 58.83,

p < .001).

Since Tricksters classified the same card a second time after being exposed to it already

in the Quick Pick round, their lower IES values reflect repeated exposure. Critically, the

IES values of the Defender and Spectator roles did not differ from each other (z = 0.70,

p = .896). This indicates that the passive Spectator role had similar IES values to the

active Defender role. Therefore, players in passive roles showed similar game engagement

as players in active roles.
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5.3.3 Effect of Feedback Engagement

Phooled! provides feedback on classification and cue detection correctness through two

mechanisms: in-game feedback after the Classification and Find the Tricks stages, and a

dedicated Feedback and Review round at the end. As described in Section 4.1.2, providing

feedback immediately after each game stage was designed to ensure it is close to the learning

activity, in line with the learning theory principles discussed in Chapter 2. The dedicated

Feedback and Review round at the end provides additional time for players to review and

reflect on their learning without time pressure. We examine whether greater engagement

with this feedback was associated with better phishing detection after gameplay.
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Figure 5.18: Feedback engagement and adjusted post-training IES

We first calculated the total time spent on feedback review within the game. This metric

consisted of time spent in the feedback round and the review stages after the Classification

stage and Find the Tricks stage. Participants spent a median of 55.41 seconds (IQR =

70.20) on total feedback review, indicating large variation in time spent learning from

feedback.

Figure 5.18(a) shows the relationship between adjusted IES and total feedback time.

A Gamma GLMM was fitted predicting IES from total feedback time, while controlling

for pre-training IES, cohort, and treatment condition (n = 92 observations). The model

explained 66.0% of total variance (conditional R2 = .660), of which 42.5% was due to fixed
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effects alone (marginal R2 = .425). The fixed effect of total feedback time on IES was not

statistically significant (χ2(1) = 0.64, p = .424).

Feedback metrics were computed based on the number of samples reviewed (Fig-

ure 5.18(b)) and the median duration per sample (Figure 5.18(c)). Participants reviewed a

median of 19 (IQR = 21) samples, with a median review time of 2.18 seconds (IQR = 2.74)

per sample, suggesting that most participants did not engage deeply with the feedback. A

Gamma GLMM was fitted predicting IES from both the number of samples reviewed and

the median time per sample, while controlling for pre-training IES, cohort, and treatment

condition (n = 76 observations).

Neither fixed effect, the number of samples reviewed (χ2(1) = 0.02, p = .890) nor

the median time per sample (χ2(1) = 0.14, p = .705), was statistically significant. The

model explained 65.3% of total variance (conditional R2 = .653), of which 42.2% was due

to fixed effects alone (marginal R2 = .422). In conclusion, feedback engagement did not

predict phishing detection improvement, perhaps due to a general lack of engagement of

participants with these two feedback mechanisms.

5.3.4 Effect of Game Chat Activity

The in-game chat allowed Collaborative participants to communicate with each other dur-

ing gameplay. We examined whether phishing task discussion during Collaborative game-

play predicted phishing detection improvement. Across all cohorts, participants sent a

total of 277 messages over 20 game sessions. The chat messages from these sessions were

mined and manually classified using an iterative manual data coding process with repeated

bucketing, forming two main categories of messages. Figure 5.19 shows these categorised

messages per player over the course of training, as detailed below:

• On-topic messages

1. Phishing Task Discussion: messages that discussed different aspects of the

phishing detection and learning task, e.g., “but that wasnt the end goal of

the email”, “eh, not sure about the link mismatch”.
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2. Game Discussion: discussions related to in-game interaction mechanics and

objectives within the game that showed engagement with the learning activity,

e.g., “i have terrible cards”, “why am i the only one with 2 hearts lol what did

i do wrong”.

• Off-topic messages

1. Game Coordination: messages related to game setup and management of the

learning activity itself, e.g., “waiting on you to start”, “maybe his/her browser

crashed..”.

2. Emotional Expressions : e.g., “let’s go!”, “weee”.

3. Greetings : e.g., “Hello :-)”, “hi guys”.

4. Well-wishes : e.g., “good luck”, “we got this”.

5. Humour : e.g., “womp womp my friend”, “who volunteers as a tribute?”.

Messages that contained dual intentions, such as “Its a fish”, were classified giving higher

priority to on-topic sub-categories. It was observed that chat message activity varied across

cohorts. IT Professionals hardly sent any messages (M = 0.78, SD = 0.97), none of which

were classified as on-topic.

Remote participants sent an average of 9.83 messages (SD = 10.86), of which 4.17 were

on-topic (SD = 6.98). HS Students were the most active in the chat, sending an average

of 18.63 messages (SD = 25.95), of which 9.25 were on-topic (SD = 14.52). As shown in

Figure 5.19, HS Students chatted continuously throughout the game with messages spread

across the full game duration. In contrast, messages from Remote participants were more

sparse and appeared to be used more for game coordination. The IT Professionals cohort

was dropped from further analysis due to the absence of on-topic messages and a small

sample size.

Figure 5.20 shows that Phishing Task Discussion messages correlated significantly with

both in-game classification score (ρ = 0.59, p = .006) and cue identification accuracy

(ρ = 0.58, p = .009). To test whether these messages also predicted phishing detection
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Figure 5.19: Timeline of chat messages for HS Students and Remote participants
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Figure 5.20: Phishing Task Discussion messages (on the x axis) vs. in-game score, cue
accuracy, and post-training IES

improvement after training, a Gamma GLMM was fitted predicting IES from message

count, while controlling for pre-training IES and cohort (n = 20 participants). The model

explained 68.3% of total variance (conditional R2 = .683), of which 44.4% was due to fixed

effects alone (marginal R2 = .444). The fixed effect of Phishing Task Discussion messages

on IES was not statistically significant (χ2(1) = 0.02, p = .901), as shown in Figure 5.20c.

The fixed effect of Cohort, on the other hand, was significant (χ2(1) = 9.82, p = .002),

with HS Students having lower IES values than Remote participants (b = 0.51, p = .002).

Therefore, while Phishing Task Discussion correlated with better in-game performance, this

did not translate to post-training improvement. HS Students both chatted and improved

more than the Remote cohort, but the apparent relationship was driven by cohort-specific

factors rather than chat activity itself.

5.3.5 Summary of In-Game Interaction Mechanics Evaluation

In this section, we evaluated in-game interaction mechanics as determinants of improving

phishing detection efficiency after treatment. Cue detection F1 scores improved signifi-

cantly as participants encountered more email samples, regardless of treatment condition.

The repeated exposure to email samples through the structure of the game rounds and

roles benefited learning inside the game, as demonstrated by the increased IES scores for
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the Trickster role. The passive Spectator role performed just as well as the active Defender

role during the game, suggesting that passive roles can keep users engaged in the learning

even when they are not the focus of the round. When participants worked together in

groups, their consensus on cue selections was higher, indicating that the Find the Tricks

stage facilitated group agreement on phishing detection.

However, these individual in-game interaction mechanics could not be linked to im-

proved post-training IES scores. Though Phooled! was designed to provide feedback

through both immediate in-game feedback and a dedicated review round, in line with the

learning theory principles discussed in Chapter 2, low engagement with these mechanisms

led to no measurable benefit. This suggests that feedback mechanisms alone are insuffi-

cient without active learner engagement. Features like in-game chat correlated with better

in-game performance but did not translate to improvement in detection after training.

Having evaluated the in-game interaction mechanics of Phooled!, we then investigate the

determinants of phishing email detection difficulty within the game itself.

5.4 Determinants of Phishing Email Detection Diffi-

culty

In this section, we examine factors that influenced the difficulty of phishing email detec-

tion within Phooled!. Using in-game telemetry data, we analyse how email sample type

and phishing cues affected detection performance in Section 5.4.2. We also assess the

effect of time pressure on classification correctness (Section 5.4.1), whether participants’

information processing style predicted in-game performance (Section 5.4.3), and whether

participants were good judges of their own classification correctness (Section 5.4.4).

5.4.1 Effect of Time Pressure on Classification Correctness

Figure 5.21 shows the distribution of classification duration across the Quick Pick round and

the Classification stage. Classification duration was shorter in the Quick Pick round (M =
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12.20 s, SD = 8.95) than in the Classification stage (M = 15.93 s, SD = 7.58), consistent

with the game design intention to push more heuristic behaviour in the Quick Pick round

by introducing more time pressure. Q–Q plots and Shapiro-Wilk tests indicated significant

deviations from normality for both the Quick Pick round (p < .001) and the Classification

stage (p < .001), as shown in Appendix C.8. Consequently, a paired Wilcoxon signed-rank

test was used to compare duration across these two game states on a per-participant basis

(n = 53). Classification duration was significantly longer in the Classification stage than

in the Quick Pick round (V = 255, p < .001, r = 0.56), with a median increase of 3.04 s

(IQR = 7.65).
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Figure 5.21: Distribution of median classification duration across Quick Pick round and
Classification stage

Despite this increased classification duration in the Classification stage, the increased

time spent for classification did not lead to better outcomes. A binomial GLMM was fitted

predicting classification accuracy from classification duration, while controlling for sample

type, cohort, and treatment (n = 1,112 observations), with DHARMa residual diagnostics

confirming adequate model fit. The model explained 30.5% of total variance (conditional

R2 = .305), of which 13.6% was due to fixed effects alone (marginal R2 = .136).
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Figure 5.22: Predicted classification accuracy by duration and sample type (95% CI bands)

The fixed effect of classification duration on accuracy was not statistically significant

(χ2(1) = 0.07, p = .791). As shown in Figure 5.22, the accuracy of Safe samples appears

to increase with duration while the accuracy of Phishing samples slightly declines, but this

interaction was also not significant (χ2(1) = 2.98, p = .084). This suggests a trend where

additional processing time benefits the classification of Safe emails, while the same may

be harmful for Phishing emails. However, neither trend reached statistical significance.

Taken together, while participants took longer to classify in the Classification stage, this

additional time did not translate to improved classification accuracy.

5.4.2 Effect of Email Sample Type and Cues

We next examine which properties of an email influenced classification difficulty, focusing

on email sample type (either Phishing or Safe) and the phishing cues listed in Section 4.4.2.
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Figure 5.23: Boxplots of email sample classification score, duration, and IES

Sample Type

To examine phishing detection performance per email sample, three aggregated metrics

were computed: classification score, classification duration, and IES. The boxplot of these

distributions is shown in Figure 5.23. This figure shows the distribution of user classification

performance across the email samples for these three measures. Across 87 samples, the

averages of these metrics were: classification score (M = 0.77, SD = 0.17), duration

(M = 11.09 s, SD = 3.85), and IES (M = 15.70, SD = 8.01). A classification score of

0.77 indicates that participants performed well above the chance level of 0.50.

The Q–Q normality plots for these metrics are shown in Appendix C.5. Visual inspec-

tion and Shapiro-Wilk tests indicated significant deviations from normality for all three

distributions (p < .001). These deviations arose from a subset of samples having low

classification accuracy and long classification duration, which resulted in higher IES val-

ues. The relationship between classification duration and accuracy was examined in the

previous subsection.

To further examine the effect of sample type on sample difficulty, IES was compared
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between Safe and Phishing sample types. The distribution of IES by sample type is shown

in Figure 5.24. Safe samples had a higher mean IES (M = 21.30, SD = 7.68) compared to

Phishing samples (M = 13.00, SD = 6.73), indicating that Safe samples were more difficult

to classify. As shown in Appendix C.6, Q–Q plots indicated deviations from normality for

both distributions. These deviations were confirmed by Shapiro-Wilk tests for Phishing

(W = 0.71, p < .001) and Safe (W = 0.92, p = .038) samples. A Gamma GLM was fitted

predicting IES from sample type (n = 87 samples). The model accounted for 28% of the

variance in the data (R2 = .280). The fixed effect of sample type on IES was statistically

significant (z = 5.50, p < .001), with Safe samples having 64% higher IES values than

Phishing samples.
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Figure 5.24: Boxplot of IES by email sample type

Cue Identification

To evaluate participant performance on phishing cues, in-game cue selections were com-

pared against the ground truth in the sample bank to compute precision, recall, and F1

score for each cue (n = 350 observations). A low F1 score for a cue indicates higher false
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Figure 5.25: F1 scores for phishing cue identification by sample type

positive or false negative rates. In the case of perfect cue identification, the F1 score would

be 1.0.

Across all cues, F1 scores ranged from 0.69 (Sender Address Mismatch) to 0.18 (General

Phishing Language), with lower F1 score values indicating worse performance. The F1

scores were affected by decreases in either precision or recall, i.e., increases in FPR or FNR

respectively. The General Phishing Language cue had a precision of 0.11, which was the

lowest among all cues. In contrast, the Spelling/Grammatical Errors cue had the lowest

recall at 0.45, followed by Link Mismatch (recall = 0.52) and Sender Address Mismatch

(recall = 0.59).

When analysed by sample type (Figure 5.25), F1 scores were higher for Phishing samples

than for Safe samples across all measured cues. F1 scores for Phishing samples were

consistent with the overall F1 scores, while Safe samples had lower F1 scores across all
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cues. The cue with the highest F1 score among Phishing samples was Sender Address

Mismatch (F1 = 0.71), while for Safe samples, it was Unprofessional Appearance/Tone

(F1 = 0.44). The lower F1 scores for Safe samples suggest that participants found it more

“tricky” to identify cues in Safe emails, or falsely identified cues that were not present

in them. The distribution of IES for select cues is shown in Figure 5.26. To examine

whether the presence of an individual cue predicted classification difficulty, the model

from Section 5.4.2 was extended to include sample cues as shown below:.

IESi ∼ SampleTypei +
K∑
k=1

SampleCueik (5.3)

General Phishing
Language Link Mismatch Unaffiliated Email
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Unprofessional
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True False True False True False True False
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Figure 5.26: Boxplots of IES for select email sample cues

Sample type remained a significant predictor of IES in the extended model (z = 2.91,

p = .004), but none of the individual sample cues were significantly associated with IES

after controlling for sample type (n = 87 samples). It is likely that participants processed

emails holistically in a heuristic manner, rather than systematically checking individual

indicators. They operated on a perceived notion of the overall “trickiness” of an email,
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rather than focusing on specific cues.
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Figure 5.27: Sample IES by cue count and sample type

To examine whether cues had an overall effect, a cue count metric was calculated as the

total number of cues present in each sample. Phishing samples contained significantly more

cues (n = 59, M = 4.47, SD = 1.39) than Safe samples (n = 28, M = 1.61, SD = 1.23).

The relationship between cue count and IES is shown in Figure 5.27, displaying different

trends for Phishing and Safe emails.

A Gamma GLM was fitted to quantify this relationship, while controlling for sample

type (n = 87 samples). The interaction between sample type and cue count was significant

(b = 0.15, z = 1.97, p = .048). In Phishing emails, more cues were associated with lower

IES values (b = −0.05), while in Safe emails, more cues were associated with higher IES

values (b = 0.10). This effect corresponds to approximately 5% lower IES per additional

email cue in Phishing emails, and approximately 10% higher IES per additional email cue

in Safe emails.
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Mining Effective Phishing Cues

To further investigate which email features influenced classification difficulty, structural

and semantic features were derived from the email sample bank as follows:

• Subject features:

– Subject line length: Number of characters in the subject line after removing

placeholders and trimming whitespace.

– Reply indicator : Emails whose subject lines begin with reply prefixes (e.g.,

“Re:”). For example, “Re: BTC wallet details”.

– Urgent subject : Subject lines containing urgency keywords (e.g., urgent, alert),

exclamation marks, or all-caps text. For example, “Act fast! Your latest surveys

are in”.

• Sender features:

– Institutional domain: Indicates whether the email originated from a domain

that is not open to public sign-ups (i.e., not from free email providers such as

Gmail, Outlook, Yahoo, or iCloud).

– From Subdomain: Indicates whether the sender email address contains a sub-

domain (e.g., “FirstnameLastname@cmail.carleton.ca”).

A boxplot of the distribution of IES for select sample features is shown in Figure 5.28.

A Gamma GLM was fitted to examine the relationship between these sample features

and IES, while controlling for sample type (n = 87 samples). Emails originating from

an institutional domain had significantly lower IES values than those from public email

providers like Gmail (b = −0.48, z = −3.52, p < .001), with non-institutional samples

having 62% higher IES values.

Email samples with senders using subdomains in their From Address showed a marginal

but non-significant positive association with IES (b = 0.15, z = 1.72, p = .086). None of

the subject features had a significant association with IES. From the features examined,

only the sender’s domain significantly influenced classification difficulty.
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Figure 5.28: Boxplots of IES for select email sample features

5.4.3 Effect of Information Processing Style

In Section 5.2, we briefly noted that the Heuristic and Systematic processing scales did

not individually predict phishing detection efficiency after training. In Section 5.4.1, we

found that classification duration did not predict accuracy. We explore this finding here

by examining whether participants’ Heuristic and Systematic processing scores predicted

their classification efficiency differently across the Quick Pick round and the Classification

stage.

Figure 5.29 shows the distribution of Heuristic and Systematic processing scores by

cohort, with Q–Q normality plots in Appendix C.11. The Heuristic processing scores were

similar across cohorts: HS Students (M = 3.00, SD = 0.85), IT Professionals (M = 3.05,

SD = 1.06), and Remote (M = 2.84, SD = 0.86). However, IT Professionals were the

most Systematic (M = 4.33, SD = 0.64), followed by Remote (M = 4.01, SD = 1.08)

and HS Students (M = 3.76, SD = 0.90). A Spearman correlation test found that

Heuristic processing was not correlated with either Quick Pick IES (ρ = 0.04, p = .80)

or the number of cards classified during Quick Pick (ρ = −0.08, p = .60), indicating that

Heuristic processing did not lead to better efficiency in Quick Pick, either in terms of

duration of classification or number of emails classified.
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Figure 5.29: Boxplot of Heuristic and Systematic processing scores by cohort

In contrast, the Systematic processing scale showed a moderate negative correlation

with the Classification stage IES (ρ = −0.30, p = .030). A Gamma GLM supported

this relationship, showing a marginal fixed effect of Systematic processing (χ2(1) = 3.69,

p = .055), with a significant cohort interaction (χ2(2) = 6.41, p = .040). This relationship

is shown in Figure 5.30.

We can observe that the fixed effect was largely driven by IT Professionals (b = −0.58,

CI [−1.01,−0.15]), for whom higher Systematic scale values predicted better efficiency dur-

ing the Classification stage. This was not true for HS Students (b = 0.11, CI [−0.22, 0.43])

nor Remote participants (b = −0.14, CI [−0.34, 0.05]). The fixed effect among IT Profes-

sionals differed significantly from HS Students (z = 2.54, p = .039).

Thus, we note that neither self-reported Heuristic nor Systematic processing translated
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Figure 5.30: Adjusted Classification Stage IES by Systematic processing score and cohort
(95% CI bands)

to better in-game performance. In fact, most participants defaulted to Heuristic processing,

with Systematic processing only benefiting cohorts like IT Professionals who are more likely

to have domain knowledge on the task at hand. This further reinforces our finding from

Section 5.4.2, that most participants processed emails heuristically and holistically, with

IT Professionals as the exception.

5.4.4 Perceived Correctness of Classification

To investigate participants’ card preference during the Trick Pick and Group Pick rounds,

two aggregated metrics were calculated for each card: the selected ratio and the played

ratio. A card is considered selected if it was kept by the user during the Trick Pick round.

It is considered played if it was chosen by the Trickster to use against the Defender during

the Group Pick round.
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Figure 5.31: Boxplots of card selection and play ratios per email sample

The distributions of these ratios are shown in Figure 5.31. The mean selected ratio

(M = 0.38, SD = 0.20) was lower than the mean played ratio (M = 0.67, SD = 0.32),

suggesting that participants tended to play most of their cards once selected. Shapiro-Wilk

tests for both selected ratio (p = .010) and played ratio (p < .001) confirmed deviation

from normality, consistent with the Q–Q plot shown in Appendix C.7.

To assess the influence of sample difficulty on card preference, classification correct-

ness and classification duration during the Quick Pick round are shown in Figures 5.32

and 5.33, respectively. Binomial GLMMs were fitted predicting card selection from classi-

fication correctness and classification duration, while controlling for sample type, cohort,

and treatment (n = 697 observations). The fixed effect of classification correctness on card

selection was not statistically significant (z = 0.51, p = .612), whereas classification dura-

tion was significant (z = 4.66, p < .001). Each additional second spent classifying an email

during the Quick Pick round increased the odds of selection during the Trick Pick round

by 4%. Safe samples had higher odds of being selected than Phishing samples (z = 2.26,

p = .024), with 52% higher selection odds, despite accounting for less than one third of all

cards in the participants’ collective hand (n = 197 vs. n = 500).

122



Card Selected Card Played

Incorrect Correct Incorrect Correct

0.00

0.25

0.50

0.75

1.00

Pr
op

or
tio

n

Figure 5.32: Card selection and play proportions by classification correctness (95% CIs)
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Figure 5.33: Boxplot of classification duration by card selection

In the Group Pick round, classification correctness showed a marginal association with

card play (z = 1.85, p = .065), while duration remained a significant predictor (z = 4.87,

p < .001), with each additional second increasing the odds of play by 5%. Similarly, Safe

samples had 81% higher odds of being played than Phishing samples (z = 3.01, p = .003).

Participants preferentially selected and played cards they spent longer classifying, with a

consistent preference for Safe samples across both rounds. However, these choices were not
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based on actual classification correctness.

5.4.5 Summary of Phishing Email Detection Difficulty

Overall, we found that Safe emails were consistently harder to detect than Phishing emails

in our study. Therefore, the primary determinant of detection difficulty was sample type

itself. Cues in email samples did not independently predict difficulty, but their overall

presence or count had opposite effects, with Safe samples growing in difficulty as more

cues were present. Among email features, the sender’s domain was the main factor in

determining detection difficulty, with public domain names “tricking” more users. We also

observed that participants’ detection accuracy did not improve as they took more time on

a sample.

Participants preferentially engaged with cards they had spent more time classifying,

not necessarily ones they were confident in. This suggests that participants processed

emails in a heuristic manner, relying on a general notion of “trickiness” that triggered

detection or avoidance behaviour rather than focusing on specific cues. We found that

self-reported processing scales did not predict in-game performance, with the exception of

IT Professionals who may have benefited from Systematic processing due to their domain

knowledge or other inherent characteristics. Finally, participants have an inflated sense

of their own phishing detection ability. This mismatch between actual correctness and

perceived correctness may hinder their phishing detection performance during routine email

processing.

5.5 Participant Feedback

Finally, we draw on our post-game feedback survey (n = 50 non-Control participants) and

our field notes from the in-person focus groups to better understand study participants’

outlook on Phooled!. We first present quantitative Likert scale responses from the survey

in Section 5.5.1, followed by a thematic analysis of the remaining open-ended responses

and field notes from focus group sessions in Section 5.5.2.
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5.5.1 Quantitative Survey Responses

Prefer Competition

UX/UI
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Educational

Fun/Enjoyable

0% 25% 50% 75% 100%

S. Disagree Disagree Neutral Agree S. Agree

Figure 5.34: Stacked bar chart of post-game survey responses (n = 50)

Figure 5.34 shows the Likert scale responses from our six quantitative survey items.

Likert scale scores showed that participants found the game to be fun and educational,

with 88% rating it at least 4 out of 5 for “I found the Phooled game to be fun/enjoyable”

and 94% for “I think the Phooled game is a good educational tool to help me learn how to

avoid phishing emails”. There were mixed responses to the game instructions and the user

experience/interface (UX/UI). Around a third of participants did not find the interface

intuitive and a quarter found that the game instructions were not clear.

Cohorts differed in their ratings, with Remote participants rating the highest values for

4 of the 5 items. HS Students were the least willing to retrain, with only 50% willing to do

so, compared to approximately 90% of IT Professionals and Remote participants. Partici-

pants were evenly split on whether they preferred competitive or collaborative gameplay,

suggesting that both competitive and collaborative elements are important in games.
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5.5.2 Thematic Analysis of Open-Ended Survey Data and Focus

Group Sessions

We examined the open-ended survey items and focus group notes to derive themes reflecting

participant feedback. These themes were formed using thematic analysis [13]. A total of

30 codes were created from the participant feedback data and organised into five themes

as detailed below.

User Feedback on Collaborative Learning

Participants in the Collaborative treatment valued the social aspect of Phooled!, one HS

Student stating that the game “gave a cooperative way to interact, as you can work together

and debate different ideas,” while a Remote participant appreciated “the multiplayer aspect

of it [. . . ] as you can chat with other players.” That said, not all participants advocated

for collaborative elements. One IT Professional remarked, “How is that helping me? If

I had more time. . . I won’t see what other people did, [because] I only looked at [what]

other people did,” suggesting that collaboration distracted them from the learning task.

This also provided an insight into why group consensus increased in the Find the Tricks

stage without increasing accuracy as reported in Section 5.3.1. One individual suggested

combining competition with collaboration, proposing that a “team vs teams [game] [. . . ]

[where] teams collab and try to beat the other team.”

Perception of Phishing Detection Learning

Most participants felt that they learned more about phishing detection after playing

Phooled!. During the focus group, most HS Students reported that the game helped them

learn more about phishing emails. One HS Student stated, “I liked how while being a game,

it is also an educational tool,” while another Remote participant said that “the game was

fun and taught me more about scam emails.” In contrast, one IT Professional demanded

more metadata for emails, stating that “[I] want [the] time and date that the email came

[at] to compare [with] the time in the email,” while another dismissed the game altogether,
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stating “I [have taken] a lot of training, [and] I don’t think I learnt more than [what I

already knew].” This is consistent with the in-game performance analysis in Section 5.4.3,

which suggested IT Professionals’ deeper domain knowledge.

Feedback on Phooled! Game Design

Participants engaged positively with Phooled! in-game interaction mechanics. One Re-

mote participant enjoyed “playing against the phishbot.” The time pressure mechanism

was evident as many players were concerned about “being rushed because of the ready

[mechanism].”

Participants endorsed the gamification approach, with one Remote participant opining:

“I think gamifying this subject is an awesome idea.” The reward mechanism was partic-

ularly motivating to users, one engaged HS Student participant expressing dissatisfaction

about the fact that they did “NOT [GAIN] MONEY WHEN I WAS CORRECT.” Repe-

tition was an issue, with one HS Student complaining that “I disliked how repetitive the

middle of the game was,” while another suggested that they would “love a section where

you try and trick other players by designing your own scam emails.”

Feedback on User Interface

Game instructions drew polarising opinions among participants. One Remote partici-

pant found them “clear and easily understandable,” while another complained that “some

instructions are very verbose and I wanted to skip reading them.” IT Professionals de-

manded more hand-holding than others, one asking for “a demo session first to know what

to expect” and another stating that “I would be okay with a little bit more information.”

Though effort was put into displaying game progression, it appears that more clarity is

needed in that regard, as one participant admitted, “I was a little confused how many

times we had to play a round.” These qualitative findings align with our feedback survey

results as covered earlier in this section.
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User Engagement and Experience

The study participants generally found the game to be engaging. Roleplay and competition

drove engagement, with one HS Student stating, “I liked the competitive aspect because it

motivated me to put more effort into learning” and another suggesting: “I really enjoyed

almost all aspects of the game, but I like the opportunity to become a trickster for a

moment the most.” Engagement with the game declined after the first game session, with

one participant claiming: “the first time I played it, it felt fresh, during the second time i

was getting a little bit bored.” When IT Professionals were polled during the focus group,

only four out of eight wanted to play a third session. This decline in engagement is also

reflected in our feedback survey values, where HS Students showed the lowest willingness

to retrain at 50%.

5.5.3 Summary of Participant Feedback

Overall, Phooled! was well-received by the participants, with approximately 90% of par-

ticipants rating it as fun and educational. Collaborative participants especially praised the

social aspects of the game. Learning was reported irrespective of cohort, with the majority

of HS Students polled stating that most of them improved their knowledge. Furthermore,

Remote participants claimed that the game “taught me more about scam emails.”

A ceiling effect on learning may be present, as some subject matter experts reported

that the training did not improve their phishing detection skills beyond their prior knowl-

edge. The gamification aspects were well-liked and participants enjoyed playing against

the PhishBot. Participants would, however, prefer fewer round rotations within a game

session. Participants noted that the time pressure aspect forced their phishing detection

decisions inside the game. The consensus split about game instructions suggested that the

game instructions could be more simple or made more implicit within the game itself.
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Chapter 6

Conclusions and Future Work

In this study, we investigated whether collaborative anti-phishing training through Phooled!

improves learners’ phishing detection, and examined the role of individual characteristics

in predicting this improvement. We further evaluated the in-game interaction mechanics

of Phooled! and their effectiveness. Finally, we examined which email features contribute

to phishing detection difficulty.

We found that Collaborative training with Phooled! improved phishing detection speed

and efficiency, while accuracy remained the same. Single-Player training showed no mea-

surable improvement over the Control group. Participants in the Collaborative treatment

completed their detection assessments 29% faster and 32% more efficiently than the Con-

trol group, supporting H2. H1 is therefore partially supported. The lack of accuracy

improvement is likely due to the fact that most participants’ baseline accuracy of 75% was

on par with or slightly higher than those of prior studies (65–71%) [20,61,90], leaving less

room for measurable gains.

We also examined whether individual characteristics predicted phishing detection im-

provement after training. In particular, higher levels of Motivation and Perceived Ability

consistently predicted greater improvement in phishing detection efficiency, regardless of

cohort or treatment condition, supporting H4. Thus, our findings support the choice of the

MPA construct derived in Chapter 3 as a useful measure of motivation in the anti-phishing
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training context.

Subjective norms also predicted detection improvement, but the two scales showed

differing effects: peer influence was associated with worse performance, while authority

influence was associated with better performance, supporting H3. Collaborative gameplay,

however, eliminated the effect of both subjective norms scales, suggesting that a collab-

orative setting may neutralise these opposing influences on learning. Similarly, the effect

of Test Anxiety varied by cohort and treatment condition: higher anxiety hindered IT

Professionals’ performance, while Collaborative gameplay mitigated this effect.

We evaluated the in-game interaction mechanics that comprise Phooled! and found

that while cue detection rates improved over exposure to learning material, transfer of

knowledge between players, specifically between the expert and the novice, was not visible.

Furthermore, while no individual metric was linked to phishing detection improvement, in

totality, they contributed to improved engagement. Our analysis of the role-play mech-

anism showed that passive roles performed comparably to active roles, suggesting that

incorporating passive roles in the game for spectating players sustains engagement and

thereby encourages continued learning.

Finally, we found that Safe emails were consistently harder to classify than Phishing

emails, suggesting that email type was the primary determinant of difficulty. This suggests

that future games could benefit from a higher proportion of Safe emails presented to the

user, to provide learners with more exposure to ambiguous Safe emails and avoid false

positives. Most participants processed the persuasive messages heuristically, relying on

surface-level indicators rather than systematically evaluating the cues. Moreover, spending

more time evaluating the email did not improve accuracy. Participants overestimated their

own phishing detection ability, suggesting that a user’s internal calibration of their skills

might limit their capacity to apply them in practice.
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6.1 Contributions to Anti-Phishing Education and

Game Design

This thesis makes two primary design contributions to the anti-phishing education domain.

First, we derived the MPA construct as a reduced subset of the MSLQ survey, based on

a study conducted from a university engineering course across different instruction modes.

We then applied this construct to the anti-phishing education domain and demonstrated

its influence in phishing detection improvement after training.

Secondly, we designed and implemented Phooled!, which, as far as we are aware, is the

first digital anti-phishing game with remote and collaborative play capability. We show that

remote collaborative play is an effective instruction method by finding that Collaborative

training improved phishing detection efficiency by 32% compared to the Control group,

while Single-Player training showed no measurable improvement. We suggest that the

Inverse Efficiency Score (IES) is a useful composite metric for measuring speed-accuracy

tradeoffs in anti-phishing education.

The design and implementation of Phooled! provides several methodological contribu-

tions. We developed a semi-automated email labelling pipeline to label real-world emails

to power our game and its feedback mechanisms. This pipeline enables our game to display

holistic email content, covering the full email body and metadata, rather than URLs alone.

We designed a rich set of in-game interaction mechanics grounded in cognitive psy-

chology and learning theory, including time pressure to simulate real-world email reading

conditions, role-play to encourage perspective shifts, and a collaborative group cue detec-

tion mechanism to encourage knowledge transfer within the group. We show that passive

spectator roles encourage user engagement levels comparable to active roles. Finally, we

showcase a real-time client-server architecture capable of synchronisation of remote clients

with support for concurrent game sessions, ensuring the scalability of the implementation

for large organisations.
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Limitations and Threats to Validity As mentioned in Section 5.2.4, differences

among instruction modes may reflect cohort differences rather than delivery method. The

sample size of our study is 64 participants, therefore, analysing the data across three co-

horts and three treatment conditions limits the statistical power of our inference tests.

The in-game interaction mechanics of Phooled! are inherently intertwined, which makes it

difficult for us to analyse the contribution of individual mechanics. Therefore, our analysis

reflects the total contribution of all mechanics.

The IT Professionals cohort completed only a single game session and therefore did not

take the second Post-Test. The mixed-effects models used in our analyses are, however,

robust to this imbalance and do not bias our estimates. The Control condition was also

unevenly distributed across cohorts. As explained in Section 4.2, a Control group was

included only in the larger Remote cohort (n = 35). The comparison between the Control

group and the other conditions is therefore based on this cohort, and its generalisation

to the other cohorts remains to be confirmed. Ideally, each cohort would contain its own

Control group, and we recommend such a design for future studies.

Future Work We suggest that future studies should include more participants to im-

prove statistical power, enabling the isolation of individual in-game interaction mechan-

ics. To increase engagement in the Single-Player mode, PhishBot could be extended with

a Large Language Model (LLM) to model an intelligent opponent rather than making

pseudo random decisions. Furthermore, this LLM could be integrated into the chat to

provide feedback and tips.

To measure retention of learned information, a longitudinal study over a longer time

horizon could test whether improvements persist after the initial training effect. Specifi-

cally, retention could be tested using an embedded phishing attack to validate real-world

users’ heuristic behaviour during routine email processing. The low turnout observed when

recruiting participants from the general university population suggests that future studies

targeting this demographic should offer compensation or rewards to boost participation

levels.
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Appendix A

Survey Instruments

A.1 Calibration Survey

Items marked with ∗ had their question wording adapted for the anti-phishing game con-

text and for cohort differences. These differences are specified in brackets for applicable

questions.

Heuristic Processing

3 items, 5-point scale (Strongly Agree to Strongly Disagree). Adapted from the SCAM [86].

1. I skim through my emails.

2. I briefly look at the sender/source of the email.

3. I ignore the email message content.

Systematic Processing

3 items, 5-point scale (Strongly Agree to Strongly Disagree). Adapted from the SCAM [86].
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1. I think about the action I will take based on what I see in the email.

2. I find myself making connections between the email’s request and what I have heard

about emails requesting such information.

3. I spend some time thinking about the request in the email before I make my decision

of what action to take.

Subjective Norms 1

3 items, 5-point scale (Strongly Agree to Strongly Disagree). From Jalali et al. [42].

1. People who influence my behaviour would think that I should follow the [organisa-

tion/school]’s email security policy.∗

2. People whose opinions are important to me would think that I should follow the

[organisation/school]’s email security policy.∗

3. People whom I respect would think that I should follow the [organisation/school]’s

email security policy.∗

Subjective Norms 2

4 items, 7-point scale (Strongly Agree to Strongly Disagree). From Shahbaznezhad et

al. [71].

1. My [instructor/boss/supervisor] thinks that I should follow the [organisation/school]’s

email security policy.∗

2. My [peers/colleagues] think that I should follow the [organisation/school]’s email

security policy.∗

3. My [organisation/school]’s IT department pressures me to follow the [organisation/school]’s

email security policy.∗
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4. My [juniors or underclassmen/subordinates] think I should follow the [organisa-

tion/school]’s email security policy.∗

Motivation and Perceived Ability

26 items across five subscales, 7-point scale (Not at all true to Very true). Adapted from

the MSLQ [64].

Intrinsic Goal Orientation (4 items).

1. In a phishing educational game I prefer to learn about phishing avoidance techniques

that really challenge me so I can detect current and future types of attacks.

2. In a phishing educational game, I prefer to learn about phishing avoidance techniques

that arouse my curiosity even if it is difficult to play/learn.

3. The most satisfying thing for me in a phishing educational game is to learn how to

avoid all types of phishing emails, including the trickiest ones.

4. When I have the opportunity in a phishing educational game, I want to interact with

tricky or difficult phishing emails that I can learn from even if I don’t get a “good”

score.

Extrinsic Goal Orientation (4 items).

1. Getting a “good” score is the most satisfying thing for me in a phishing educational

game.

2. The most important thing for me right now is increasing my overall performance on

the Phishducation platform (e.g. gold coins from the game, scores on the quiz, etc.)

3. If I can, I want to get better scores than other participants in this phishing educational

game.
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4. I want to do well in this phishing educational game because it is important to show

my ability to my family, friends, employer, or others.

Task Value (6 items).

1. I think I will be able to use what I learn from this phishing educational game in other

environments besides [school/workplace].∗

2. It is important for me to learn how to avoid phishing emails through this phishing

educational game.

3. I am very interested in learning how to distinguish between phishing and non-phishing

emails through this phishing educational game.

4. I think the content of this phishing educational game would be useful for me to learn.

5. I like learning phishing avoidance techniques.

6. Understanding phishing avoidance techniques is very important to me.

Control of Learning Beliefs (4 items).

1. If I practise in appropriate ways, then I will be able to get better at phishing email

avoidance.

2. It is my own fault if I don’t learn how to avoid phishing emails using this phishing

educational game.

3. If I try hard enough, then I will understand how to avoid phishing emails with this

phishing educational game.

4. If I don’t understand how to avoid phishing emails using this phishing educational

game, it is because I didn’t try hard enough.
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Self-Efficacy for Learning and Performance (8 items).

1. I believe I will receive excellent scores in this phishing educational game.

2. I’m certain I can understand even the most difficult content/concepts about phishing

avoidance techniques presented in this phishing educational game.

3. I’m confident I can understand the basic content/concepts about phishing avoidance

techniques presented in this phishing educational game.

4. I’m confident I can understand the most complex content/concepts about phishing

avoidance techniques presented in this phishing educational game.

5. I’m confident I can do an excellent job on each part/section of this phishing educa-

tional game.

6. I expect to do well in this phishing educational game.

7. I’m certain I can master the phishing avoidance techniques taught in this phishing

educational game.

8. Considering the difficulty of learning phishing avoidance techniques, I think I will do

well in this phishing educational game.

Test Anxiety

5 items, 7-point scale (Not at all true to Very true). Adapted from the MSLQ [64].

1. When I play a phishing educational game, I think about how poorly I am doing

compared with other participants.

2. When I play a (phishing or any type of) educational game, I think about other

sections/parts of the game that I’m not good at.
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3. When I play a (phishing or any type of) educational game, I think of the consequences

of performing badly.

4. I have an uneasy, upset feeling when I play a (phishing or any type of) educational

game.

5. I feel my heart beating fast when I play a (phishing or any type of) educational game.

A.2 Post-Study Survey

The post-study feedback survey contains both quantitative Likert-based items, as well as

qualitative open-ended questions. The Likert scale ranged on a 5-point scale (Strongly

Agree to Strongly Disagree).

Likert Items

1. I found the Phooled! game to be fun/enjoyable.

2. I think the Phooled! game is a good educational tool to help me learn how to avoid

phishing emails.

3. I would be willing to play this game as a routine educational tool a few times a year

to learn the latest phishing methods used by adaptive malicious attackers.

4. I found the game instructions to be understandable.

5. I found the game interface to be usable/intuitive.

6. I prefer competitive gameplay rather than inter-player collaboration.
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Open-Ended Questions

7. Which aspects of the Phooled! game did you like?

8. Which aspects of the Phooled! game did you dislike?

9. What features or changes could be implemented to enhance/improve the Phooled!

game?

10. What is your preferred duration of a single game session of Phooled!? (in minutes)

11. In a group setting, what would be your preferred number of players for this game?

12. Would you enjoy playing this game in a fully online setting with randomly matched

users? If no, why not?

A.3 Focus Group Discussion Guide

This semi-structured discussion guide was used to guide the in-person focus group sessions.

Phooled! Game Experience

1. What is your experience using our educational quiz/game?

2. What were the highlights of your experience using the educational quiz/game?

3. What would you change about the educational quiz/game?

Prior Knowledge

4. What is your background like? Are you tech-savvy or have a considerable online

presence?
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5. Tell me more about your usage of emails. Do you read or send emails a lot? How

many hours per week would you say you interact with emails?

6. How “capable” of email technology do you think you are? Do you use multiple email

platforms? What kind of activities do you use email for?

7. Are there any particular email habits you follow? Any rule-of-thumbs?

8. Now, tell me what you know about phishing email attacks.

9. Did you or anyone you know get targeted by a phishing attempt?

10. How did you feel during and after the phishing attack?

11. Do you feel a personal connection to other phishing victims after this attack?

12. What kind of feelings do you have toward the malicious actor who phished you?

Phishing Susceptibility and Learning

13. What is your general thought-process while going through the malicious emails?

14. Do you think any of the email habits you mentioned previously contributed to your

victimisation or ability to avoid the phishing attempt?

15. What do you think you could have done to avoid such attacks in the future?

16. Would you say that you were uniquely susceptible to this attack? If so, what personal

characteristics do you think make you susceptible?

17. Do you think you learned anything from this attack?

18. What would you do differently in the future to prevent such attacks?

19. Are you motivated to change your email habits to avoid future attempts?
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Subjective Norms and Self-Efficacy

20. Do you think your general perception of whether others in your organisation are

following good email habits, influences your decision to follow similar good habits?

21. If you think you don’t need to do anything different, why is this the case?

Anti-phishing Training

22. How knowledgeable are you about educational software that help learners avoid

phishing attacks? Have you ever used such software?

23. How comfortable would you be in using these educational software platforms?

24. Do you feel that such software is effective in their current form? Is there anything

that you would like to see changed in these platforms?

25. What kind of phishing education do you think would be most effective for you?
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Appendix B

Client-Server Messaging Protocol

The messaging protocol described in Section 4.3 uses JSON-encoded messages over WS

connections. Each message is made up of a message code, represented as an integer, and

a payload. The message code identifies the action to be performed, while the payload

determines the context required to perform that action. This payload could be, for exam-

ple, HTML email contents to display on the user’s screen or a user’s chat message text.

Table B.1 shows the list of message codes applicable for different connection types.

Table B.1: Specification of Messages in Phooled!, with their codes and descriptions

Direction Message Code Description

Client to Server JOIN Establish connection with server

READY Signal readiness for next state

ACK Generic Acknowledge Message

CLASSIFY CARD Classify current card as Phishing or Safe

SELECT CARD Keep or discard current card

PLAY CARD Select card to play as Trickster

SELECT ATTR Select or deselect a cue

Continued on next page
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Direction Message Code Description

REQUEST CARDS Request additional cards in Quick Pick

CARD OPEN Send card view telemetry

CHAT MESSAGE Send a message in the chat

FEEDBACK Submit dispute for a card

SELECT AVATAR Select player avatar

HELP MODAL OPEN Send help modal open telemetry

HELP MODAL CLOSE Send help modal close telemetry

PAUSE GAME Request game pause

RESUME GAME Request game resume

ABANDON Signal game abandonment

Host to Server START Request game start

SET SETTINGS Configure game settings

SET ALIAS Configure game display name

SETTINGS MODAL OPEN Send settings modal open telemetry

Server to Client CARD CONTENT Deliver email card payload

FLUSH CARDS Clear all cards in player’s hand

REQUEST ACK Acknowledge Generic Request

SET ROLE Assign game role

FR ROUND NUMBER Signal current rotation progress

SEND RESULT CLASSIFY Provide classification ground truth

SEND RESULT ATTR Provide cue identification ground truth

RESULT MESSAGE Provide feedback message

GOLD COINS TEXT Announce Gold Coins earned

SEND PLAYER STATUS Update game players’ status

SYNC STATE Synchronise client state

SYNC TIMER Synchronise client state timer

SYNC SETTINGS Broadcast updated game settings

Continued on next page
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Direction Message Code Description

USER JOIN Announce players joining game

PLAYERS LIST Update connected players’ statuses

AVATARS LIST Update players’ avatars

SET ALIAS Propagate new game display name

CHAT MESSAGE Broadcast a chat message

SELECT ATTR Broadcast cue selection to all players

GOOGLE FORM DETAILS Redirect to post-game survey or assessment

SHOW ERROR Display custom error message
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Appendix C

Normality Tests

In this appendix, we present Q–Q plots used in tests of normality for the data presented

in Chapter 5. The plots are broken down by cohort and treatment condition where appro-

priate.

C.1 Total Classifications

p < .001 p = .115
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Figure C.1: Q–Q plots for total classifications by treatment condition
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C.2 Game Duration

p < .001 p = .589
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Figure C.2: Q–Q plots for game duration by treatment condition

C.3 Motivation and Perceived Ability (MPA)

p = .914 p = .080 p = .048
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Figure C.3: Q–Q plots for MPA values by cohort
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C.4 Test Anxiety

p = .404 p = .012 p = .014
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Figure C.4: Q–Q plots for Test Anxiety values by cohort

C.5 Email Sample Metrics
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Figure C.5: Q–Q plots for email sample metrics
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C.6 IES by Sample Type

p < .001 p = .038
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Figure C.6: Q–Q plots for IES by sample type

C.7 Card Selection and Play Ratios

p = .010 p < .001
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Figure C.7: Q–Q plots for card selected ratio and played ratio
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C.8 Classification Duration by Game State

p < .001 p < .001
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Figure C.8: Q–Q plots for classification duration by game state

C.9 IES by Role
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Figure C.9: Q–Q plots for IES by role
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C.10 Cue F1 Scores

p = .802 p = .066
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Figure C.10: Q–Q plots for cue F1 scores by treatment
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C.11 Heuristic and Systematic Scales
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Figure C.11: Q–Q plots for Heuristic and Systematic scale values by cohort and treatment
condition
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C.12 Subjective Norms
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Figure C.12: Q–Q plots for subjective norms scale values by cohort and treatment condition
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C.13 Phishing Detection Accuracy

p = .250 p = .129 p = .814 p = .132 p = .084 p = .262 p = .397
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Figure C.13: Q–Q plots for test scores by cohort and treatment condition
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C.14 Phishing Detection Speed

p = .873 p = .191 p = .889 p = .892 p = .445 p = .071 p = .320
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Figure C.14: Q–Q plots for test duration by cohort and treatment condition
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C.15 Phishing Detection Efficiency
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Figure C.15: Q–Q plots for IES by cohort and treatment condition
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Appendix D

Sample Emails

This appendix displays twenty selected samples from the Phooled! database. Section D.1

contains Phishing samples, while Section D.2 contains Safe samples. For each sample,

the metadata shown to the player is displayed at the top, followed by a screenshot of the

rendered email. Samples that contain multiple HTML elements have their phishing cues

highlighted inline where applicable, while those that contain only an image are displayed

as-is. Any PII present in the email is replaced with the details of a generic user, namely

Jane Doe <jane.doe@example.com>.
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D.1 Phishing Samples

From: U.P.S <nakagawa@nomad.or.jp>

Subject: UPS Shipment Notification / Notification dexpedition UPS (430336190002530)
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From: AppIe Customer Service <support@junsoft.com.br>

Subject: Your iCloud storage is full - Get more storage for free
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From: RBC Royal Bank <f.morgan@gki.com>

Subject: Security Alert: Your Account Needs Attention
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From: Drug Mart support 17 <notification@walletib.app.br>

Subject: Re:Confirmation Portable Blender 70740
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From: Delilah Brian <delilahbrian12@gmail.com>

Subject: RESEARCH ANNOUNCEMENT FOR STUDENTS
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From: Qbooks Update <jeangrey8823@icloud.com>

Subject: You’re Officially Subscribed! Payment Received.
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From: memberassistance@oas.ca <wmpo help@wemakeprice.com>

Subject: OAS Update: Your Statement is Ready
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From: Admin IT HelpDesk <info@ueaviation.sbs>

Subject: ncf.ca Validation Service Alert 6/25/2023
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From: Free Prime Subscription <Nagaoka@s-parkle.co.jp>

Subject: Your Prime Membership Free Subscription needs attention.
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From: Member Services <caekzn@mweb.co.za>

Subject: Your membership has expired!

Screenshot truncated below this point. . .
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D.2 Safe Samples

From: Opinion Outpost <no-reply@opinionoutpost.ca>

Subject: Act fast! Your latest surveys are in
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From: Swagbucks <no-reply@swagbucks.com>

Subject: Swagbucks: Rated #1 Money Making site by MoneySavingExpert
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From: Jennifer at Childhood Cancer Canada <info@childhoodcancer.ca>

Subject: I am a survivor who is pursing my dreams

Screenshot truncated below this point. . .
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From: CEX.IO <noreply@cex.io>

Subject: Confirm your email address

Screenshot truncated below this point. . .
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From: BoardGameGeek (NO REPLY) <no-reply@mail.boardgamegeek.com>

Subject: BoardGameGeek Email Verification
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From: Rachel <natale@clarixevents.com>

Subject: Adobe Connect July Release

Screenshot truncated below this point. . .
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From: joan@mrjournal.cn

Subject: International reputation survey of Chinas scientific technological and medical journals
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From: noreply@td.com

Subject: You have a new secure message
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From: Mitacs Training <info@email.mitacs.ca>

Subject: Unlock Your FREE Courses with Mitacs Training

Screenshot truncated below this point. . .
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From: Aakash from Colab <support@letscolab.online>

Subject: Announcing 2024 Computer Science Internships Opportunities
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