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ABSTRACT

This thesis describes the design and implementation of handheld Wi-Fi applications in
ambulance systems, which propose a solution that allows ambulance staff to access re-
mote resources in Emergent Medical Services (EMS) from any location, record life
measurements on site by using handheld PCs, and transfer patients’ life measurements to
the Emergency Room (ER) on the way to the hospital. The handheld Wi-Fi applications

aim to provide mobility and efficiency for ambulance staff when saving a life.

The handheld Wi-Fi applications afford ambulance staff more flexibility and high per-
formance in accessing and sharing the patient’s life data between the ambulance centre
and hospitals in time-sensitive circumstances. The handheld Wi-Fi applications provide
instant information transportation support for both ambulance staff and healthcare staff.

The patient’s life measurements are received before the ambulance reaches the hospital.
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LIST OF ACRONYMS

WiFi: Short for wireless fidelity and meant to be used generically when referring to any
type of 802.11 network, whether 802.11b, 802.11a, 802.11g, 802.11n, 802.11y, dual-band,

etc. The term is promulgated by the Wi-Fi Alliance.

CDMA: Short for Code Division Multiple Access, a digital cellular technology that uses
spread-spectrum techniques. Unlike competing systems, such as GSM, that use TDMA,

CDMA does not assign a specific frequency to each user. Instead, every channel uses the
full available spectrum. Individual conversations are encoded with a pseudo-random

digital sequence.

1xRTT: Short for single carrier (Ix) radio transmission technology, a 3G wireless tech-
nology based on the CDMA platform. 1xRTT has the capability of providing ISDN-like

speeds of up to 144 Kbps. 1xRTT is also referred to as CDMA2000.

SSL-VPN (Secure Sockets Layer virtual private network) is a VPN accessed via HTTPS
from any web browser (theoretically), which requires minimal client configuration. SSL
is a protocol for managing the security of message transmission on the Internet. It em-

ploys the public-and-private key encryption system for managing the security of message



transmission on the Internet. As TLS (Transport Layer Security), a refinement of SSL re-

places the earlier protocol, an SSL-VPN is sometimes referred to as a TLS-VPN.

ODBC: short for Open DataBase Connectivity, is a standard database access method de-
veloped by SQL Access group in 1992. The purpose of ODBC is to make it capable of
accessing any data from any applications, no matter what database management system
(DBMS) is handling the data. ODBC inserts a database driver between an application and
the DBMS. This layer translates the data queries of the application into commands that
the DBMS understands. Both the application and the DBMS must be ODBC-compliant to

make this work.
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CHAPTER ONE
INTRODUCTION

1. 1 Thesis Motivation

When a patient is in an ambulance, every second counts. Minimizing the time required for
a patient to receive primary care has always been the concern of the accidents and emer-
gency units. Ambulances are usually the first to arrive on the scene and to administer first
aid. However, as the time that it takes to transfer the patient to the hospital increases, so
does the fatality rate. In this thesis, handheld Wi-Fi applications in ambulance systems are
presented based primarily on third-generation mobile links and on Wi-Fi hotspots around
hospitals. This system can be installed inside an ambulance and will permit high-efficiency
communications between the moving vehicle and a doctor or a consultant within a base
station (usually a hospital). The collected life measurements of patients from medical
equipment can be sent to the hospital prior to the arrival of ambulance. The results show
that the system can perform satisfactorily in most conditions and can effectively increase

the patient's quality of service, while having a modest cost.

WiFi technology could provide time-saving innovations. It gives critical care and profes-

sional information instantly with a wireless mobility solution. When an emergency call is
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launched, an ambulance is dispatched and the Emergency Medical Services (EMS) is ac-
tivated, which combines the ambulance centre database, CDMA2000 1xRTT networks,
and mobile computing. The ambulance centre database provides vital information on a
citizen’s medical history, which is instantly transmitted to the ambulance. The ambulance
is equipped with a wide-area mobile radio system that includes 1xRTT tracking technol-
ogy to enable media communication from the ambulance centre to the ambulance. Con-
necting a wireless access point to an ambulance itself makes it a roaming wireless line.
Using wireless-based computing, the handheld PC can now collect critical life measure-
ments, including the pulse, blood pressure, and overall condition (Ambulance Call Report,
for instance) of patients. All the information stored in a handheld PC or an ambulance
workstation is then transmitted from the patient’s site to the wireless local area network

(WLAN) system in the hospital, forming an efficient, rapid, and reliable patient care.

1. 2 Thesis Objectives

This thesis aims to analyze the role of mobile computing and how to add wireless tech-
nology into the mix of existing technologies for ambulance-hospital communications, and
then provide real-time information and data to ambulance-hospital systems. Considering
the resources on hand, the design and implementation in this thesis will focus on the in-
formation transferred from the ambulance fleet to the hospital using Wi-Fi technology for

an experimental prototype.
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The system consists of handheld PCs configured to allow EMS personnel to record criti-
cal patient information and basic health status variables in the field and transfer such in-
formation to the Emergency Room (ER) prior to or upon the patient’s arrival. This data

will be particularly useful in enhancing emergency care for crash and accident victims.

Handheld computing devices feature a customized software application that allows the
user to easily enter the patient’s information and health status through a touch-sensitive
screen. Data collected on the handheld PC can be transferred to the ER through a wireless
transmission, the Wi-Fi technology. The patient’s information that was collected is output
at the ER in the form of a simple, standard form that summarizes the data collected on the
patient in the field. To use the wireless printing utility, ambulance personnel launch the
customized printing software on the handheld PC to output the form at a network printer
in the ER. In addition to the benefits of patient data exchange, the system helps to
streamline the administrative and reporting requirements for pre-hospital care. At the
conclusion of each work shift, the data collected on the handheld PCs can be uploaded to
the ambulance workstation. By allowing EMS personnel to enter patient data during or
between calls, this feature has been shown to increase the accurécy of the data collected,
reduce the total time required to complete mandatory reports, and improve the timeliness

of report submission.

Many healthcare providers are finding beneficial reasons to install WLANs, mostly to

provide mobile network applications to their ambulance centres or hospitals. In fact, ser-
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vice providers have begun using the existence of WLAN access as an effective advantage.
These ambulance centres are targeting the growing demand of the quick response of am-
bulance dispatching. Using handheld PCs with embedded super-fast Wi-Fi (802.11b/g/n)
technology and CDMA 1xRTT & 1xEV-DO networks, ambulance staff are now able to
wirelessly download the latest records of the patient from the ambulance centre database,
upload the instant life measurement to hospitals, and constantly keep the direct commu-

nications with emergency units. As a result, ambulance centres save more time.

1.3 Thesis Layout

Chapter 2 reviews the traditional ambulance information system and Wi-Fi technology.
The next chapter presents the proposed network architecture for advanced ambulance
systems. Chapter 4 describes the design and implementation of the prototype of handheld

Wi-Fi applications. Chapter 5 concludes this thesis and discusses the future work.
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CHAPTER TWO
BACKGROUND

2.1 Traditional Ambulance Information Systems

Traditionally, ambulance services have been regarded mainly as transporters of ill or in-
jured people to hospital. Ambulance crews have, of course, always provided essential and
often life-saving interventions at the scene and during the journey to hospital. They usu-
ally obtain the demography of the patient, not only in basic life support treatment of
emergency patients, but in how to appropriately handle situations that may arise during
any phase of operations. This includes, but is not limited to dealing with problematic pa-
tients, decision making, MClIs, and interacting with other agencies. They use the ambu-
lance VHF radio to contact the Emergency Department with the following information:

1.) Age and gender

i1.) Chief complaint

iii.) History of chief complaint

iv.) Pertinent past medical history and medications

v.) Pertinent vital signs

vi.) Treatment rendered by this agency and others (i.e. Oxygen by RPI, Signal 600 by

TFD)
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vii.) Estimated time of arrival

Upon arrival at the medical facility, shut down any nonessential ambulance items (e.g.
dome lights, heat or A/C, vent, etc.). Give a report to the appropriate staff member. At the
hospital ER, assist the registration clerk in obtaining patient information and try to get a
face sheet. Complete paperwork, obtain times and numbers, and notify appropriate dis-
patch centre(s) that they are available for the next call, using the telephone at the medical

facility.

The focus, nevertheless, has been on their function to deliver patients to the hospital, with

response standards being the only measure of effectiveness.

One factor that needs to be considered seriously is patient confidentiality. All information
regarding to the patient is confidential in nature and not a matter of public record. All re-
quests for patient information must be referred to the corresponding policy. All informa-

tion is protected in accordance with the Health Insurance Privacy and Portability Act

(HIPPA).

Using the traditional ambulance VHF radio has limitations with regard to security. In ad-
dition, it lacks efficiency and mobility. The ambulance staff are not able to access remote
resources in EMS from any locations and records life measurement on site. They cannot

transfer patients’ life measurements to the ER in a secured method on the way to the hos-
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pital. That is the reason why we are introducing the handheld Wi-Fi applications in am-

bulance service.

The handheld Wi-Fi applications give ambulance staff more flexibility and high per-
formance in accessing and sharing the patient’s life history and life measurement between
the ambulance centre and hospitals in time-sensitive circumstances. The handheld Wi-Fi
applications provide instant information transportation support for both ambulance staff

and healthcare staff. The patient’s life measurements are received before the ambulance

reaches the hospital.

2.2 Wi-Fi Technology
2.2.1 Wi-Fi Access

Wi-Fi (Wireless Fidelity) offers many advantages over traditional networks. Primarily,
the wireless network extends high-speed access across metropolitan areas at significantly
lower costs than fibre, copper, or other wireless alternatives. Wi-Fi services can be, and
typically are, deployed within days, not months, eliminating last-mile bottlenecks, while
accommodating the demand for bandwidth-intensive applications. Wi-Fi networks incor-
porate encryption and authentication to increase privacy and minimize the potential for
fraud. The Wi-Fi network infrastructure provides symmetrical bandwidth upstream and

downstream, supplying constant committed bandwidths that are not degraded, even dur-
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ing peak periods of traffic volume.

Wireless LAN technology is reshaping the local area networking landscape. Most wire-
less LANs are based on a set of technologies known by the IEEE 802.11x (where x is a, b,
g, or n), or by the open standard Wi-Fi. Wi-Fi technology is the popular term of a
high-frequency WLAN, the wireless equivalent of Ethernet, providing seamless connec-
tivity anytime, anywhere. Wi-Fi networks are simple to setup and maintain and provide

throughput up to 54 Mbps to date. WiFi 802.11b/g specification allows for the wireless
transmission of approximately 11 to 54 Mbps of raw data at distances from several dozen
to several hundred feet over the 2.4 GHz unlicensed band. The distance depends on im-

pediments. materials, and line of sight.

It is an extension of Fthernet to wireless communication, and as such, is ecumenical
about the kinds of data that pass over it. It's primarily used for TCP/IP, but can also han-

dle other forms of networking traffic, such as AppleTalk or PC file-sharing standards.

In the field, Wi-Fi technology is used to connect hospital-based networks in real time
with the ambulance fleet. In the hospital environment, Wi-Fi technology provides a
high-speed connection to the local area network. It is used to connect the web application
server, the database server, PCs, peripherals such as printers, and other devices such as

handheld PCs with a slip-in wireless network card or built-in Wi-Fi through an access
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point. Hospital staff can roam throughout their facilities while maintaining a wireless

connection to the hospital's WLAN and the Internet.
2.2.2 Up-to-Date Synchronization

Handheld PCs come with several synchronization methods, such as modem, cradle/cable,
infrared to PC/handheld, and Wi-Fi. Applying Wi-Fi synchronization to this system, users
can access their WLAN and synchronize data with database servers instantly. In addition,

they can also print directly to their network printers wirelessly.

2.2.3 Enhanced Security

For mobile applications, users need behind-the-firewall access to their networks and
handheld PCs shipped with a built-in PPTP (point-to-point tunneling protocol) virtual pri-
vate network (VPN). VPN was developed to enable client systems to securely connect to
servers over the public Internet. VPN employs strong authentication and encryption
mechanisms that have proven extremely robust over the past several years. In addition,
VPN is able to create a tunnel between two end points, protecting against intrusion for
packets traversing the Internet. This solution enables a secure communication between

the handheld PC’s applied network.

At the foundation of VPN security is Internet Key Exchange (IKE), a protocol within IP-

Sec (IP Security) that provides three authentication methods for protecting data and
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communications, being able to encode the header and payload data in packets using key
encryption, which can yield communications that defy all but the most determined attacks.
Under IKE, packets can be protected using a pre-shared secret key between two parties or
using standard public key encryption. IKE also supports the use of digital certificates,
which can provide another level of confidentiality when validated by certificate authori-
ties. By deploying a proven VPN security mechanism over 802.11b/g networks, health-

care institution can create a secure connection between wireless clients and the healthcare

institution network.

VPN works by establishing one-to-one secure connections between clients and a VPN
gateway, which, in the case of 802.11b/g networks, sits just behind the wireless access
point. In essence, each client on the network communicates with its access point over a
dedicated VPN tunnel. Packets traveling from one client to another over a wireless net-
work first pass through then are sent to one client’s VPN gateway. The packets then travel
over the wired local network to another VPN gateway, where they are encrypted before
being transmitted to the receiving client through a wireless access point. By placing the
VPN gateway behind the 802.11b/g access point, the healthcare institution can ensure

that all communications that go over the air are protected.

The Wired Equivalent Privacy (WEP) protocol built into 802.11b/g provides a common

way to authenticate users and encrypt data. WEP technology provides an encapsulation
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technique that scrambles data before it goes over the air and an authentication algorithm
called shared key authentication to authenticate the client. Other authentication methods
include EAP (Extensible Authentication Protocol) Authentication, Mac address authenti-

cation, and MIP (Mobile IP) authentication.

EAP is an extension to PPP. EAP is a general protocol for authentication that also sup-
ports multiple authentication methods, such as token cards, Kerberos, one-time pass-
words, certificates, public key authentication, and smart cards. IEEE 802.1x specifies

how EAP should be encapsulated in a LAN frame.

In wireless communications using EAP, a user requests a connection to a WLAN through
an AP, which then requests the identity of the user and transmits that identity to an au-
thentication server such as RADIUS. The server asks the AP for proof of identity, which
the AP gets from the user and then sends back to the server to complete the authentica-

tion.

After choosing 802.11 authentications for the wireless network, one of the most difficult
and important decisions regarding its deployment is to decide which EAP authentication

mechanism will be used.

Although EAP supports a group of authentication methods, only four are commonly used.
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They are MD5, a one-way authentication of supplicant-to-network using passwords;

Cisco’s proprietary username-based LEAP (Lightweight Extensible Authentication Pro-

tocol), a type of Radius EAP protocol; TLS, which uses PKlI-issued (public key infra-

structure) digital certificates for strong mutual authentication; and, TTLS, which com-

bines server-side certificates with other authentication such as passwords.

Not every supplicant supports every authentication method defined in 802.11. Not every

RADIUS/EAP server supports every method. And not every access point supports all

methods. The choice of EAP authentication then drives everything else in your network.

Method Description of Most Com- | Authentication WEP  Key | Deployment Dif- | Wireless
mon Implementation Attributes Generated? | ficulty Security

MD5 Challenge-based password | One-way authen- | NO Easy Poor

tication

TLS Certificate-based two-way | Mutual authenti- | YES Hard Best
authentication cation

TTLS Server authentication via | Mutual authenti- { YES Moderate Better
certificates; client via other | cation

method

Table 1: Summary of Common EAP Authentication Methods
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MDS5 Authentication Method

The MDS5 authentication method is the simplest one available to wireless LAN users, and
support is required in the EAP standard. However, the insecurity of MD5 in a wireless
environment is so blatant that some wireless vendors have chosen not to allow MDS3 as an
authentication method. With MD5 authentication, the authenticator sends a challenge to
the supplicant: a string, along with a serial number. The supplicant proves it knows the
password by hashing the challenge, the string, and the password together and then send-
ing the information back.

Challenge-based authentication schemes, like MDS5, were designed to counter the insecu-
rity of schemes like PAP (Password Authentication Protocol), which actually send the
username and password in clear text across the wire. With MDS5 (or CHAP in traditional
PPP), the password does not pass across the wire. Instead, the supplicant proves that it
knows the password. MD5 is fine for dialup, but there are three issues that render MD5

less than optimal for wireless authentication.

First, MDS5 requires that user passwords be stored in a way that lets the authenticator ob-
tain the original plain-text password. You will sometimes hear this referred to as “reversi-
bly encrypted.” This opens up the possibility of someone other than the authentication

server getting access to the file of passwords.
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Secondly, MD5 only authenticates the supplicant. It does nothing to authenticate the au-
thenticator, the wireless access point. Since wireless is especially vulnerable to imper-
sonation, this is a major problem. Whereas impersonating a dial-up access server on the
other end of a phone line is fairly difficult, impersonating wireless just means getting
within a couple hundred feet of the supplicant. This lack of mutual authentication is the

reason why some wireless vendors have chosen not to allow MDS.

Thirdly, MD5 does not create a WEP session key. Ideally, immediately after authentica-
tion, the wireless client and access point would jump into WEP-encrypted communica-
tions, which reduces the risks of eavesdropping, impersonation, or data corruption by a
hostile attacker. Other authentication methods, such as TLS and TTLS, support this but

MD)5 does not, and therefore this limits its usefulness in the wireless world.

TLS (Transport Layer Security) Authentication

EAP (Extensible Authentication Protocol)-TLS is an IETF-standardized authentication
method based on the same protocol used for secure Web traffic via the SSL (Secure
Sockets Layer) protocol. SSL, as initially developed by Netscape Corporation for use
with its Web browsers and servers, is the protocol used by Web browsers and servers to
negotiate an encrypted connection. When you use an https:/ link, http-over-SSL is in-

voked, and authentication takes place automatically.


https://
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There are very few differences between SSL version 3 (which is supported by all current
versions of Web browsers) and TLS. Most people think of SSL (or TLS) largely in terms
of the result: an encrypted session between your browser and the Web server. But as part

of setting up the session, SSL starts with an authentication phase, and that is what is be-

ing used in any EAP-TLS operation.

TLS authentication within EAP is very simple. You take the TLS session establishment
dialog between the supplicant and the authentication server and pack each TLS message
inside of an EAP-TLS packet. When the TLS authentication dialog succeeds, the authen-

ticator is informed, and access to the network is granted.

Although TLS has actually set up an encrypted channel between the authentication server
and the supplicant, this channel is not used --- the supplicant wants to talk to the authen-
ticator, not the authentication server. Instead, a piece of the keying material created dur-
ing the TLS session establishment for that channel is sent to the authenticator. Then, the
supplicant (which already knows the TLS-established secret key) and authenticator use

that key for WEP encryption.

In EAP-TLS, certificates are used to authenticate the authentication server to the suppli-
cant, and, optionally, to authenticate the supplicant to the authentication server. The au-

thentication server starts by sending its digital certificate to the supplicant. The most
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common authentication used today on the Web with SSL is one-way authentication-a
server sends its certificate to your browser to prove its identity. However, with EAP-TLS,
you are more interested in mutual authentication so that you can protect your network

against man-in-the-middle attacks.

The advantages of EAP-TLS make it a preferred authentication method. Both wireless
client and access points are strongly authenticated using digital certificates. As a side ef-
fect, a per-session WEP key is set up, and the client can be re-authenticated and re-keyed

as often as needed without inconveniencing the end user at all.

The problem with EAP-TLS is that it requires that clients hold digital certificates. While
many enterprises have deployed a PKI infrastructure to handle certificates, many other
enterprises are not ready for that. Some have also decided that other authentication sys-
tems, such as token-based authentication, align more closely with their business models
and security policies. In addition, not all RADIUS servers that support EAP also support

the TLS authentication method.
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TTLS (Tunneled TLS) Authentication Method

Healthcare institutions that want the security of TLS, but have legacy authentication

methods or token-based authentication methods will probably choose TTLS for their EAP

method.

EAP-TTLS is essentially an extension to EAP-TLS. The authentication in EAP-TLS is
typically mutual. Both parties authenticate each other. EAP-TTLS authentication uses
certificates to authenticate the server side, and a simpler method to authenticate the client
side, all the while maintaining similar security properties to TLS, such as mutual authen-
tication and a shared secret for session WEP key. In fact, EAP-TTLS is actually better
than EAP-TLS in at least one way. An eavesdropper cannot even see the user identity,

because it 1s sent only after the TLS tunnel is established.

EAP-TTLS accomplishes this by packing another authentication protocol inside of the
TLS tunnel when it comes time to authenticate the user. That is where the “Tunneled” in
“Tunneled TLS” comes from. The network manager has the option of using a very simple

tunneled authentication protocol, such as clear-text passwords or challenge-response

passwords, or a more advanced technique, such as token-based authentication.

The main drawback of EAP-TTLS is that the Internet community has not yet reached an
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agreement on this as the best approach for environments where digital certificates are not
available. Another proposal being considered by the IETF is PEAP (Protected EAP),

which solves many of the same problems as EAP-TTLS.

2.3 CDMA IxRTT

CDMA 1xRTT stands for Single Carrier(1x) Radio Transmission Technology, a 3G
wireless technology based on the CDMA platform and that is part of the CDMA2000
family of protocols. 1XRTT has the capability of providing ISDN-like speeds of up to 144
Kbps. 1xRTT is also referred to as CDMA2000, which includes successors to 1xRTT such
as Single Carrier Evolution Data Only (1xEV-DO). It is built on top of the CDMA-based
mobile phone networks and allows for ISDN-like data transfer speeds up to 2400 kbps
(1xEV-DO is capable of much higher speeds). Sprint’s PCS Vision and Verizon’s Express
Network use this technology. As of this writing, Verizon Wireless is experimenting with

I1XxEV-DO in two U.S. markets, with testers obtaining data rates between 500 and 800 kbps.

2.4 EMS

EMS (Emergency Medical Service) is responsible for operating and dispatching a fleet of
ambulances and first-aid staff for a variety of emergency situations. EMS combines 1x

RTT networks and a customized tracking system to allow EMS to know the exact loca-
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tion and status of each of the ambulances at any given time, past or present. Along with
position information, additional data such as speed is also gathered and transmitted wire-
lessly back to the ambulance centre. This powerful function enables EMS to optimélly
operate, dispatch, and manage ambulances to minimize response time and help save lives.
Working with the EMS CA server, only authorized requests can be granted access to the

ambulance centre database.
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CHAPTER THREE

PROPOSED NETWORK ARCHITECTURE FOR
ADVANCED AMBULANCE SYSTEMS

3.1 System Architecture
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Figure 1: Advanced Ambulance Systems
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The proposed network architecture for advanced ambulance systems consist of three main compo-
nents: the ambulance centre EMS enabled with the EMS CA server and a CDMA 1xRTT WAN
connection; the ambulance fleet equipped with Wi-Fi enabled handheld PCs and a SSL-VPN con-
nection; and the hospital network, including the web application server and the database server se-

cured by the SSL-VPN server.

As described in the structure graphic, the ambulance staff can use a handheld PC to securely com-
municate with the web application server on the hospital intranet. The ambulance staff input the
patient’s information into the handheld PC, which includes the admission information, the clinical
information, and the physical exam records. When the Wi-Fi connection is recognized and estab-
lished, the history record from the ambulance centre EMS and the life measurement of patients
will be uploaded to the web application server on the hospital intranet through the SSL-VPN

channel after the identity authenticated by the SSL-VPN server.

The web application server then recognizes the patient’s information and saves it in the database
server. Furthermore, the web application server analyzes the patient’s information, indexes the ER
group that the patient’s information should be sent to, sends the patient’s information to the recipi-

ents, and prints out the information through the dedicated network printer.

The recipients in the hospital system include the nurse station, the on-duty doctors, and the spe-

cialist in a particular medical field for a certain patient. The patient’s information is sent to the
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nurse station at the ER or the operation room if necessary. The system is capable of printing the
patient’s information on the printer at the nurse station. The on-duty doctors in the ER or the spe-
cialist at the operation room will be able to review the patient’s information with the printout copy

at the nurse station or the email application on their handheld PCs.
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3.2 System Components
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Figure 2: SSL-VPN Network Architecture

3.2.1 SSL-VPN Server/Client

Secure Sockets Layer (SSL) has emerged as the leader in the remote access VPN space. Analysts
and the press are giving more attention to SSL. VPN than ever before. SSL is a commonly used

protocol for managing the security of a message transmission on the network. SSL works by using
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a public key to encrypt data that is transferred over the SSL connection. SSL is a higher-layer se-
curity protocol, sitting closer to the application. This close connection to application layers means
that SSL can easily provide the granular access control that remote access and extranet VPN re-

quire.

SSL-VPN uses SSL and proxies to provide authorized and secure access for ambulance staff to the
web application server, as well as other resources. SSL-VPN delivers user-level authentication,
ensuring that only authorized ambulance staff have access to the specific resources, as allowed by
the hospital’s security policy or access control. SSL-VPN enables doctors to securely access pa-
tient records from any authorized computer, handheld PC, or dedicated network printer, not just
their own PC. SSL-VPN provides a secure connection to the web application server that the ambu-
lance staff is authorized to access. As a result, users never have a direct network connection to the

resource they are trying to access.

" Remate SeLvPN ahant |

SSL-VPN Server

---------------------------- {7 s ]

Figure 3: SSL-VPN Server/Client
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In this proposed SSL-VPN network, the SSL-VPN server assigns a private IP to remote SSL-VPN
clients. A SSL-VPN connection is established between remote the SSL-VPN clients and SSL-VPN
server. Remote SSL-VPN clients and the local hosts (web application server, Certificate Manage-

ment System) are on the same subnet.

3.2.2 Web Application Server

The web application server will be developed on the LAMP (Linux +Apachet+ MySQL+ PHP)
web server. The main goal of the web application is to read the patient’s information, which the
ambulance staff has uploaded through a wireless SSL-VPN connection, and write it into the data-
base on the web application server. Once the patient’s information is collected in the database, the
hospital caregivers can access, email, and print out this data as needed. Furthermore, this data can
eventually be transferred to the hospital’s local database if necessary. To ensure proper implemen-
tation of the web application, the LAMP web application server should be configured as Apache
2.0 + MySQL 5.0 + PHP 5.2.2. The database will be created on the local host, and the following

table is to be created in the database with storage engines = InnoDB.
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Tabie commients: InntDB e 10240 kB

i bigiet(20) .

UplnagTime tmastamp  [No  |CURRENT_TIMESTAMP
Sumama varchae{208y  IYes [AUMLL
Giyan Mame varchar(200)  [Yes [MULE
Bender varchar(208)  [Yes [ALML
Mait address archar 208 Yoo  |AULL
City varchar(20m  |Yes |MULL
Prindnee e 200 Tes |MULL
Post Code warchar{208)  IYes JNULLL
Heospital Regising Mumber varchar(200)  [Yes JAaULL
Date of Birth (M0} varchar(200:  [Yes |[WULL
Health Card Number varchar{ 200 Yos JAULL
Fickup Lacation varchan] 200 s JAULL
Sending Hospital - varchse2om  fves i
CIAS varthar(208  |Yes ML
Skin Temp varchar(200  [Yes [AULL
Bipod Pressure varchar 00 Yes  [ALML
Heart beat rale ‘ varchar20G  {Yes JRULL
Bresuth Sounds warcharf206)  {Yes [ALLL
WWisrning Bystem varchae] 200 Yes  JNLULL

Figure 4: Database Structure

The implementation of the web application is defined as the following two phases:

3.2.2.1 Uploading patient information

The patient’s information will be automatically uploaded as soon as the SSL-VPN connection be-
tween the handheld PC and the web application server is established through the hospital WLAN.
The web application will save the collected patient information on the web server. The web appli-
cation is capable of verifying the completion of the data uploaded on the web application server.
And it also uses session parameters to ensure that there is only one file uploaded through the same

handheld PC in one conversation session.


http://TOre.harf.20i

Chapter 3 Proposed Network Architecture for Advanced Ambulance Systems 27

3.2.2.2 Reading patient information

After the file from the handheld PC is saved on the web application server, the web application
will read the file, analyze the file, and save the patient information into the database as shown be-

low:

( Insert a new row in the database }

NO! [ Analyze the field name in the uploaded file

{ Read the field data in the uploaded file }

All fields
completed?

p
Write the field data into the ]

current row in the database

\

Delete the current row
Delete the uploaded file
Send warning notice!!

Patient Information

saved in the database

Figure 5: Patient Information Reading & Storing
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Here are some considerations we need to discuss regarding reading and storing patient informa-

tion.

e As the figure shows above, the file of patient information has been uploaded on the web server.
We do not need to consider the completion of the file we are reading. Once we check that the
file format is not valid, the uploaded file is to be removed, and a warning notice will be re-

turned to the sender.

e We assume that the patient information is valid when the handheld PC holder discovers and
saves it into the handheld PC. We are able to find all field names in sequence in the uploaded
file. When the web application cannot find the field name in sequence, the web application
will automatically delete the input (includes all filed data in the current row in the database

and removes the saved file on the server) and rollback the transaction in the database.

e Practically speaking, we use the common expression to analyze the validity of a string in the
uploaded file saved on the web application server. If any uncertain strings (e.g. *, “, @ ) are
contained in the text file, the web application will automatically delete the input (includes all
filed data in the current row in the database and removes the saved file on the server) and

rollback the transaction in database.

In addition, the clarification for all feasible faults should be done as much as possible in reading
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the patient information unless it is a professional error made by the handheld PC holder. It is a
critical and complicated task for the web application service, and will be discussed in detail in the

programming process.

3.2.3 Handheld-Based Applications & Database

The record layout of patient information in the handheld PC will be designed based on the form
called “ambulance call report” developed by the Ministry of Health and Long Term Care (Ontario),
which consists of patient information, clinical information, and the physical exam. The form is

shown in the Appendix.
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CHAPTER FOUR

DESIGN AND IMPLEMENTATION

A PROTOTYPE OF HANDHELD WI-FI AP-
PLICATIONS

The system consists of handheld PCs configured to allow EMS personnel to record criti-
cal patient information and basic health status variables in the field and transfer such in-

formation to the ER prior to or upon patient arrival. This data will be particularly useful

in enhancing emergency care for crash and accident victims.

The handheld computing devices feature a customized software application that allows the user to eas-
ily enter patient information and health status through a touch-sensitive screen. The data collected on
the handheld PCs can be transferred to the ER through an authorized and secure wireless transmission.
The patient information that was collected is then output at the emergency room in the form of a sim-
ple, standard form that summarizes the data collected on the patient in the field. To use the wireless
printing utility, EMS personnel launch the customized printing software on the handheld PC to output
the form at the network printer in the ER. In addition to the benefits of patient data exchange, the sys-
tem helps to streamline the administrative and reporting requirements for pre-hospital care. At the
conclusion of each work shift, the data collected on the handheld units can be uploaded to an ambu-

lance workstation, then synchronized with the EMS database when the ambulance returns to the am-
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bulance centre. By allowing EMS personnel to enter patient data during or between calls, this feature
has been shown to increase the accuracy of the data collected, reduce the total time required to com-

plete mandatory reports, and improve the timeliness of report submission.

SSLVPN

EMERGENCY
ROOH

Pocket PC / Printer
Hospital Clinical System

s

L-ﬁm-m»n-ﬁﬂmvmwﬁﬂ

Figure 6: Wireless Handheld Device Assisting Emergency Medical Field Personnel
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4.1 Handheld-Based Ambulance Call Report Design

The handheld-base ambulance call report design is based on the form called “ambulance
call report” developed by the Ministry of Health and Long Term Care (See appendix 1,

appendix 2, and appendix 3), which consists of patient information, clinical information,

and the physical exam.

The record layout of ambulance call report on handheld PC features user-friﬁ:ndly inter-
face which facilitates the data input for ambulance personnel. Each record of patient in-
formation includes user information, pickup information, clinical information, and
physical exam. The user information contains health card number, surname, given name,
address, city, province, postal code, hospital registration number, birthday, and version
number. The pickup information has health card number, pickup location, pickup code,
sending hospital, and time stamp. The clinical information consists of health card number,
incident history, medication, allergies, treatment prior to arrival, cardiac arrest informa-
tion, and time stamp. The physical exam comprises general appearance, head/neck, chest,

abdomen, back/pelvis, extremities, and time stamp. Figure 7 shows the record layout in

detail.

Because of the uniqueness of health card number of patients, it is set to be the primary
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index for each patient record. Time stamp, as the secondary index for each patient record,

is critical when the specific date information is needed for the same patient.

INDEX -~-- TIME STAMP
(Health card number) ---- TIME STAMP
> | ~—-TIMESTAMP |
USER INFO: heard no / surname / given name / addr /

city / province / postal / hospital registration no(hrn) / birthday / ver /

PICKUP INFO: hecard no / pickup location / pickup code /

sending hospital / time stamp

CLINICAL INFO: hcard no / incident / medication / allergies /

treatment / cardiac info / time stamp

PHYSICAL EXAM: hcard no / general appearance / head & neck /

chest / abdomen / back & pelvis / extremities / time stamp

Figure 7: Handheld-Based Ambulance Call Report Design
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4.2 Database System Utilizations

Database system utilizations consist of two aspects: database server utilization and hand-

held-based database utilization.

Transmitting patient data to handheld PC via 1xRTT tracking system, creating recurring
report, helicopter transport review, providing billing agencies with patient care data, cre-
ating monthly detailed general and treatment guideline audits, and assessing improve-

ments in patient care are the main features of database server utilization.

Handheld-based database utilization includes the following functions: collecting patient
care data, transferring patient care record to the database server on hospital web applica-
tion server via secure wireless LAN, printing readable patient care record, and HotSync
wirelessly synchronizes care data between handheld PCs and ambulance workstation da-
tabase. In this thesis, the design and implementation of handheld-based database on Palm
operating system and pocket PC operating system are both considered. Therefore, the
Palm-based database and pocket PC-based database will be discussed in section 4.3 and

section 4.4, respectively.
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4.3 Palm-Based Database

The interface of Palm-based database provides ambulance staff with a familiar means of
accessing and cataloging patient records and setting properties for each patient record
they create. Patient records can also be easily viewed, edited, filtered, sorted, and
searched whenever needed. With the feature of Open Database Connectivity (ODBC),
patient information on handheld PC can transfer to or from other ODBC-enabled data-

base applications.

Figure 8 to figure 21 show the Palm-based database layout and the process of data input
in detail. The ambulance staff opens a database named AmbulanceCallReport displayed
in Figure 8. HospitalList database can also be edited to add new hospital information as
shown in Figure 9 and Figure 11. Figure 10 illustrates the patient information synchro-
nized from the EMS database. The ambulance staff can get the health card number, the
name of the patient, mailing address, and hospital code. Figure 12 displays the facility
name of the hospital where the patient was sent previously, as well as the address and
contact number of that hospital. Figure 13 to Figure 19 let the ambulance staff updates
the patient information, including health card number, surname, given name, address, city,
province, postal code, hospital registration number, birthday, pickup location, sending

hospital, and occurrence time. In Figure 20, the ambulance staff is able to choose the
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name of the hospital the patient will be sent to, for example Riverside Hospital. After up-

dating all the information, the ambulance staff draws his/her signature to finish this

on-site record shown in Figure 21.

Choose D-ata-b__g_se:
ArnbuldnceCgliReport

Figure 8: Palm-Based Database 1

AmbulanceCaliReport it areH
Fleakehca. Siicn  Giten  Biailin.  Sieed Briy Bosks Gt

NT2345 Tribly  Joew 123 Bows: Otrow: Ot PISAC COTT 2123

Figure 10: Palm-Based Database 3 Figure 11: Palm-Based Database 4
Edit R ecord + Edit Record +
FacilitwvMName Qttawag Center re-HealthCardio NN123351
M SuEname

me-Acldress e Givenhame 3

m-PostalCode R-hAgilingAddress 123 Booth Rd.

e T el P City A T own Tt
re-Province Ontario
mPostalCode P15 1C2 i
~HospitalRegNo. OQTTI121234341
M DateOfBirth 26712781
mPickupLacation Office
©R) @

Figure 12: Palm-Based Database 5 Figure 13: Palm-Based Database 6
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Figure 14: Palm-Based Database 7
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Figure 16: Palm-Based Database 9
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Figure 17: Palm-Based Database 10
*

e C ey A T own QOrtawa

P P O inCe Ontario

P astalCode PAS Y2
P>HospitalRegNo. OTT121234341 .
fe-Date O fBirth 26/12/,81
me-PickuplLocotion Qffice

e-CQccurence Time  7:02 pm
Bignature

Figure 18: Palm-Based Database 11
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4.3.1 Field Properties

Palm-base database field properties are based on the following descriptions:

e Text Fields

"Edit Fiedd 1
Field Marne Texd

Field Type: - Text
B isible [ Print {7 Encrwpt
Pisals Shown L% - SN

Max Characters 40

Popups Apperud

This diagram shows multi-line text input fields with popups for the most common values.
This is the most common type of field. When selected, the following options appear:
Visible

Check if you want this field to be visible on the Edit Record screen.

Uncheck if you wish to hide it on the Edit Record screen.

Print

Check if you want this field to be exported to the memo pad or printed when any of these
options are selected: Export Record or Records, Print Record or Records from the Edit
Record or the List View screen, respectively. Uncheck if you do not wish to export or

print this field.
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Encrypt
Check this option if you want the ability to encrypt this specific field. You will need to
specify what level of encryption you would like in the security settings before this will

become active.

Uncheck if you do not wish to enable encryption for this field.

Pixels Shown

Choose the number of pixels in width that will be shown on the List View screen. There
is a maximum of 160 pixels in width on the screen for Palm OS handheld users and a
maximum of 240 pixels for Pocket PC users. Setting it to 0 will hide this field on the List

View screen. The desktop will display the fields in proportion to the size that is set.

Max Characters

Choose the maximum number of characters allowed for this field. The range is from 1 to
254. This will limit the size of the string allocated for this string when editing it in the
Edit Record screen. This can be changed at a later time if you feel you need more room. It

only affects the RAM requirements during the editing of a field.

Edit Popups

Here you will be brought to the Edit Popup List screen where you can choose the possible
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values for this field.

Popups Append
Check this box if you would like the values selected from the popup list for this field to

append to the end of any existing value.

Uncheck this box if you would rather the popup value replace the current text value.

Checking this option is useful if you would like to allow multiple popup values in a text
field. An example of this may be a link to a web site, where you could have http://, www.,
and .com as popup values, and you would be able to add these on, one by one, to the ex-

isting field.

Default
Tap this button to be able to set a default value for this field when a new record is created.
There are two options. The first is to use the value from a specific field from a previous

record. The second is to use a static value for each and every record.
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e Integer Fields

S lonbBasc

Fiald 1 Namma
Field Type
Mgble Export/print [ ] Encrypt

Pixels Shoven

[ popus Append

Numeral values with popups for the most common values. This is different from the Text
field, mainly in the sorting of entries and that its popups can be numerically sorted.
HanDBase can support whole numbers from - (negative) 2147483647 to + (positive)
2147483647. Negative numbers are indicated by the - (minus) symbol. Positive numbers
have no symbol. If a number larger or smaller than the allowed number is entered, the
user will be notified that it will be set to the greatest or smallest number available.

When selected, the following options appear:

Visible/ Print/Encrypt/Pixels Shown/Edit Popups/Popups Append/Default

(See Application Manual for details)




Chapter 4 Design and Implementation 42

e Float Fields

Edit Fisld 1
Field Mome Float |

Field Type: w Hoat

W visible [ Print  [J Encrypt
Pixals Shown 8

Places after decimall ]

This image shows floating point values with popups for the most common values. This is
different from the Integer field in that the numbers can have a decimal point or comma in
them. The handheld operating system preferences are used to determine what decimal
indicator is used. Palm OS users will find this under the Numbers setting in the Palm OS
system Preferences, under Formats. Pocket PC users will find this on the System tab of
Settings by selecting Regional Settings. The HanDBase Desktop has its own preference
for this in order to properly support the handheld. This option is available by selecting
Preferences from the File menu in the HanDBase Desktop application. This field is
commonly used for money amounts. HanDBase can support whole numbers from -
(negative) 2147483647.9999 to + (positive) 2147483647.9999. Negative numbers are in-
dicated by the - (minus) symbol. Positive numbers have no symbol. If a number larger or
smaller than the allowed number is entered, the user will be notified that it will be set to

the greatest or smallest number available. The number of spaces after the decimal point or
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comma is determined by the settings for the field. When selected, the following options

appear:

Visible/Print/Export Record/Encrypt/Pixels Showw/Edit Popups/Popups Append/Default

(See Application Manual for details)

¢ Popup Fields

@’:‘E{@'@? HanbDBages s F4r @

Fied 1 Name |Pop-Up l

Field Type [Pcp-Up ~|
Yidble Export/Print [ ] Encrypt

Pixels Shown 'B? |

Doefauit valus Mo Valie

This field type will pop up a list of choices when selected. This differs from the other
fields that have popup lists in that the value can only be one of the popup choices (i.e., the

user cannot write in any value). When selected, the following options appear:

Visible/ Print /Encrypt/Pixels Shown/Default Value/ Edit Popups

(See Application Manual for details)
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o Checkbox Fields

"Rt Fietd 1

FleldMore Checkbox
Field Type: w Check-Box

B visible @ Print [ Encrypt
Pixels Shown BB

This diagram shows a checkbox for its value, which can be checked or unchecked. When

selected, the following options appear:

Visible/ Print/Encrypt/Pixels Shown/Default

(See Application Manual for details)

e Unique Fields

g%‘;-" HanbDEas s E

Field 1 Mame |Unique I
Fied Type
Visible Export/Print [ ] Encrypt

Pixels Shown

This handheld is automatically filled with a value unique to that record. NOTE: If you
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are using a database that contains a unique field in a multi-user environment, with the
HanDBase Sync Exchange add-on or in a single user desktop/handheld solution, this

value is not guaranteed to be unique. When selected, the following options appear:

Visible/ Print/Encrypt/Pixels Shown

(See Application Manual for details)

o Image Fields

Edit Figid 1|
Mame fmoge
Fleld Tvpe: » Inigge
B Visble M Primt T Encrypt

You can capture a pen-drawn image or handwritten signatures using this field type. When
selected, the user is taken into a canvas type Edit Image screen, where they may sketch

out their image with the stylus. When selected, the following options appear:

Visible/Encrypt

(See Application Manual for details)
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e Date Fields

r.:’:l‘ Hangase

Fisld 1 Narme

Feld Trre  [Date v
Visible Export/Print || Encrypt
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Behavior |Zate Record acded
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This field type enables you to enter a date. The format of the date on the handheld is de-
pendent on the operating system preferences. Palm OS handheld users will find this under
the Preferences tool by selecting Formats. Pocket PC users will find this under the Set-
tings Tools by selecting Regional Settings from the System tab. The format of the date in
the HanDBase Desktop for Windows is set in the preferences, to ensure compatibility
with the handheld. These settings are accessed by selecting Preferences from the File
menu in the HanDBase Desktop. Date fields in HanDBase can have a minimum date of
1/2/1904 and a maximum date of 12/31/2031. If the date is set to 1/1/1904, a value of No

Date will be displayed. When selected, the following options appear:

Visible/ Print/ Export Record/Encrypt/Pixels Shown/Date Behavior

(See Application Manual for details)


file:///-i/it
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e Time Fields

Edit Fisfd 1

Findd Typa: w Tima

™ Vicible ™ Print [ Encrypt
Pixels Shown B

This field type enables you to enter a time. The format of the time is dependent on the
handheld operating system preferences. Palm OS handheld users will find this under the
Preferences tool by selecting Formats. Pocket PC users will find this under the Settings
Tools by selecting Regional Settings from the System tab. The format of the time in the
HanDBase Desktop for Windows is set in the preferences to ensure compatibility with the
handheld. These settings are accessed by selecting Preferences from the File menu in the

HanDBase Desktop. When selected, the following options appear:

Visible/ Print/Encrypt/Pixels Shown/Time Behavior

(See Application Manual for details)
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e Link Fields

ilianhﬂacﬁ
Fisld 1 Name
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This serves as the starting point for linking two databases together. The Link field will
display a button with the field name in it. When pressed, the program will switch to the
database specified below. The database, however, will only show the records that were
added through the current record in the first (linking) database. This is useful to add
sub-records of a different type to individual records. When you are finished adding or ed-
iting these linked records, you can tap the button to return to the previous database. For
example, a doctor may have a database of patient information, which would include a
link field that linked to a Visit database. When the 'Visit' link button is pressed under a
patient record in the patient database, the Visit database would be switched to, and would

only show the visits that patient had made. When selected, the following options appear:

Visible/ Print/Export Record/Encrypt/Other Field Nam&Number/Other Database/
Name&Number/Other Database Name Parameter/Show Value From

(See Application Manual for details)
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o Linked Fields

‘Edit Field 1
Fleld Name
Field Typa: w Linked

B wisible M Print ] Encrvpt
Piscels Shown L

Other DB MarmecLinkbB -
Other Field Wame w Link

This serves as the landing point for linking two databases together. The Linked field is
the field in the second database that will link the two databases together. This field is re-
quired in a database that is linked by another database via the Linked field. When a
Linked field is pressed in the Edit Record screen, the record in the Other Database Name
that it belongs to will show on the screen highlighted. You can reassign this record to an-
other record by selecting another record or just return without selecting another by press-
ing the button. In addition, when the linked field is visible, it will show the field specified
in the other database's link field's Show Value From setting. When this field is selected,

the following options appear:

Visible/Print/Export  Record Encrypt/Pixels Shown/Other Database Name/Other

Field/Name & Number

(See Application Manual for details)
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e Note Fields

£ HanDBRase

Fled 1 Name

Field Type Ficte I -]
wisible Export/Print [} Encrypt
Pixels Shown

7] Popups Append

These fields allow for memopad-type notes (up to 2,000 characters in length) and a popup

to insert common phrases, words, etc. When selected, the following options appear:

Visible/ Print/Export Record/Encrypt/Pixels Shown/Popups Append/Default

(See Application Manual for details)

e Heading Fields

anDBase

Fied 1 Name Heading |
Field Tvoe eaclig

wisible Export/Print
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Organize sections of your database with a bold, centre heading. This field actually does
not hold any value, but is used for organizational purposes only, when in the Edit Record

screen. When selected, the following options appear:

Visible Check if you want this field to be visible on the Edit Record screen.

Uncheck if you wish to hide it on the Edit Record screen.

e DB Popup Fields

Edit Field 3 ,
Figld Marne DBFPopap
Field Type: w DB Popup

M vigkle & Print [ Emcrypt
Plaets Shier L

Moy <hovarters 40

Orthey DB Marne: 3Address Book -
tboar Fisld Marne w Firgy Harne
Group {(B=roney N

B Popups Rppend

These are similar to a Text field, except the popup choices come from a field of another
database. When you select the popup list for this field by pressing the field name to the
left of the field, you will be taken to the other database, where you can choose a record by
selecting it. Once selected, you will return to the first database, and this field will be filled
with the text value of the field specified below in the second database. When selected, the

following options appear:


http://ldit.Hel.di3
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Visible/ Print/Export Record/Encrypt/Pixels Shown/Max Characters/Other Database
Name/Other Field Name/Default

(See Application Manual for details)

e Calculated Fields

EilHorDBase
Field 2 Mame  |[Cakulted

Field Type: T akula e

fwl vsibe [w] ExportfPrint  [_] BEncrvpt

Pixels Shown

Result Format {To 4 Decimal Placas -

These fields let you perform operations on other fields or constant numbers, operands,
using different mathematical functions, operators. The operation can be various combina-
tions of [operand] and [operator], depending on the fields you use and the type of opera-
tion you would like to perform on that data. The result of the calculation will be put into
this field in the format specified by the Result Format option. When selected, the follow-

ing options appear:

Visible/Print/Export Record/Encrypt/Configure/Result Format

(See Application Manual for details)
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¢ Relational Fields

Edit Field 3
Field Mome Relationshid .
Figld Type: w Ralationship

B visble B Print [ Emorypt
Pixels Shown 2]

Redated Field in this DB+ Link

Cther DB Mamec LinkedDB oW
Cthaer field Mame w Linked
ShowFrom Other DB w» Figld 2
Froen Whith Record:

This field enables you to display data from another database within this field, or to link to
records in a separate database, based on a specific value in another field of the database.
This value can be anything, including text or integers. This field enables much more ad-
vanced linking/relationships in HanDBase. You can even establish relationships that dis-

play multiple fields from another database that are all based on the relationship you es-

tablish.
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Visible/Print/Encrypt/Pixels Shown/Related Field in this DB/Other DB Name/Other Field
Name/Show from other DB/From Which Record

(See Application Manual for details)

¢ Conditional Fields

E i HanDRase
Field 3 Narme Cditional

Field Type [Conditional -]
visible Export/Print  [_] Encrypt

Pixels Shown

1If Fistd [Paid d

Is [Equal To -]
Field Lue >

Output Is [Nn ~irlH vI[Yes I
Eles Harne -

This field allows you to evaluate the values in fields using a conditional statement. This
enables a single IF THEN ELSE condition. The result can be a static value or the value
from another field. Visible Check if you want this field to be visible on the Edit Record

screen. Uncheck if you wish to hide it on the Edit Record screen.

Print/Encrypt/If Field/ Pixels Shown/Is/ Field/Output Is/Else Output

(See Application Manual for details)
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Edit Field 2

FieddMame External e
field Typa: w Extarnal

& visible @ Print
Piwels Shown L

This field allows you to setup plug-ins that you have obtained to add more functionality

to HanDBase. These can be things like retrieving data from the Palm Address Book and

having it fill in fields in your HanDBase Database, reading a GPS location, dialing a

phone number, etc.

Visible/ Print/Export Record/Pixels Shown/Application Name/Configure/Encrypt/Other

Field Nam&Numbe/Other Database Name& Number/Other Database Name Parame-

ter/Show Value From

(See Application Manual for details)
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4.3.2 Data Import & Export

HanDBase Sync Exchange Conduit for Windows is an add-on utility that works with the
HanDBase application for handheld device. Sync Exchange enables two unique functions
that can be used separately or in combination. You can use Sync Exchange to set up
multi-user synchronization to a single HanDBase Database on a desktop computer or
server. You can also use Sync Exchange to synchronize your handheld HanDBase data-
base with a Microsoft Access database or ODBC Data Source on a desktop computer or

backend server. For example, set up a database that multiple users will synchronize with.

To access HanDBase Sync Exchange for ODBC, you will need to launch the Palm Desk-
top software. Once opened, you will need to select Custom from the HotSync Menu. This
will open the Custom screen. Here you will see a HanDBase 3.0 Conduit listed. Click to
Highlight this and then click the Change button. This will open the HanDBase Conduit
Settings screen. On this screen, you will see a Sync Exchange button. The functions be-
hind this button enable multi-user synchronization between multiple handheld users,
palms, or pocket PCs, to a single desktop database, as well as synchronization with an

ODBC database table, also among multiple users, palms or pocket PCs.
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Figure 22: HanDBase Sync Exchange Options

This screen is the starting point for setting up databases to synchronize with multiple us-
ers through the HanDBase conduit. This makes it possible to set up a master database on
the computer, or even a server, and then have multiple handheld users, palms, or pocket
PCs synchronize with that database. That is the basic functionality of this tool. However,
this software adds an even more advanced feature. This screen is also the starting point
for setting up databases to synchronize directly with an ODBC or MS Access table. Once
configured properly, any changes you make on your handheld or in the selected table in
the ODBC data source or in MS Access will be synchronized. You can even combine
these two options to make it possible to synchronize multiple handheld users with a sin-
gle ODBC or MS Access database table. When you click the Sync Exchange button, you

will see the screen pictured to the left. On this screen are a number of options. Following
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is a list of these options and what functions they perform.
This database list shows the databases that are currently set up to synchronize with multi-

ple users or with ODBC. You will see this same list, regardless of which user you access

this screen from, as it is universal among all handheld users.

OK Button/Cancel Button/Add Button/Delete Button/Database/File/Users/Sync Data with
ODBC/Access/DEX Options.../Synchronize Which Users/All Users/Include Only Selected

Users/ Exclude Selected Users/ Available Users/ Selected Users/

(See Application Manual for details)

Figure 23: HanDBase Data Exchange ODBC
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This screen enables you to configure an ODBC database to synchronize with your HanD-
Base database. This advanced feature makes it possible to synchronize directly with an
ODBC table. This means that, once configured properly, any changes you make in your
ODBC data source, including an MS Access database, or in HanDBase will be synchro-
nized or merged together when you synchronize. Following are the options you will be

able to set in this screen to enable the synchronization with ODBC.

Enter a HanDBase database
When configuring the synchronization with ODBC, this option will already be filled out,

based on the database you chose to synchronize for this option.

Apply active HanDBase filters to records being exported
If you check this option, then ONLY the records that are in the current filter range will be

synchronized with the HanDBase database.

Select the type of data source to merge to

This option is only available in the ODBC version of Sync Exchange.

Merge with an ODBC data source
Select this option if you would like to synchronize with an ODBC data source. You can

click the ODBC Administrator button to view the existing data sources and to add addi-
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tional ones. Use the dropdown selector under Select an ODBC data source to choose
which ODBC data source you want to synchronize with.

Select Merge with an MS Access database option if you would like to synchronize di-
rectly with an MS Access database file. To select an existing MDB file, click the Browse
button to the right and then navigate to the location where your Access database is. Then
select that database and click Open. You can also type in the path to a new Access data-
base file you want to create and then synchronize with it. HanDBase Sync Exchange has

the ability to create a new MS Access database from scratch, if you choose that option.

Table Name

Here you can select an existing table you want to synchronize with, if you have selected an
ODBC data source or an existing MDB file. Otherwise, you can type in a new name for the
table you want to create. Additionally, if you have selected an existing ODBC data source

or MDB file, you can still type in a new table name to synchronize with.

Filter

This feature enables you to enter parameters to filter the data you are importing. This
feature is designed to be used by users who are familiar with SQL queries and statements.
The parameters you will enter are basically what you would enter as part of a WHERE
clause in an SQL query or statement. We use the ANSI SQL syntax for these parameters,

so you will need to use the same for the portion of the clause you will be entering.
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4.4 Pocket PC-Based Database

The interface of pocket PC-based database, similar to Palm-based database layout, offers
ambulance staff a familiar way of accessing and indexing patient information and setting
properties for each patient record they create. Patient records can also be easily viewed,
editéd, filtered, sorted, and searched if necessary. Having the feature of open database
connectivity (ODBC), patient information on pocket PC can be transferred to or from

other ODBC-enabled database applications.

Figure 24 to figure 29 show the pocket PC-based database layout and the process of data
input in detail. The ambulance staff opens a database named AmbulanceCallReport pre-
sented in Figure 24. Figure 25 exhibits the patient personal information synchronized
from the EMS database. The ambulance staff can get the name of the patient, mailing ad-
dress. Figure 26 displays the hospital registration number, date of birth, and health card
number of the patient. The ambulance staff inputs the pickup location, pickup location
code, and sending hospital shown in Figure 27. In Figure 28, the record is sent to the
designated net printer in the hospital where the patient will be sent. Successful sending

records will be saved on pocket PC listed in Figure 29.
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CHAPTER FIVE

CONCLUSIONS AND FUTURE WORK

CONCLUSIONS

This thesis presents the design, implementation, and measurements of handheld Wi-Fi
applications in the ambulance systems. The design and implementation in this thesis fo-
cus on the information that is transferred from the ambulance fleet to the hospital using
Wi-Fi technology for an experimental prototype. In setting out to create the advanced

ambulance systems, the main design considerations are mobility and efficiency.
5.1 Mobility

The handheld Wi-Fi applications in the ambulance systems presents a solution that allows
the ambulance staff to access remote resources in EMS from any location and record life
measurements on site by using handheld PCs, as well as transfer patients’ life measure-

ments to the ER on the way to the hospital.

Since patients’ life measurements are received before the ambulance reaches the hospital,
the handheld Wi-Fi applications provide instant information transportation support for
both ambulance staff and healthcare staff. The handheld Wi-Fi applications provide am-

bulance staff with more flexibility and high performance in accessing and sharing pa-
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tients’ life data between the ambulance centre and hospitals in time-sensitive circum-

stances.

5.2 Efficiency

Wi-Fi technology provides time-saving innovations. Handheld PCs are configured to al-
low EMS personnel to record critical patient information and basic health status variables
in the field and transfer such information to the ER prior to or upon the patient’s arrival.

This data will be particularly useful in enhancing emergency care for crash and accident

victims.

A customized software application is installed in handheld computing devices, which al-
lows the user to easily and quickly input the patient’s information and health status
through a touch-sensitive screen. Data collected on the handheld devices can be trans-
ferred to the emergency room through a wireless transmission named Wi-Fi and con-
verted Nto a standard form. The output can also be printed at a WLAN-enabled printer in
the ER. Data collected on the handheld units can be uploaded to a desktop PC at the end
of each work shift. Allowing EMS personnel to enter patient data during or between calls
has been shown to increase the accuracy of the data collected, reduce the total time re-

quired to complete mandatory reports, and improve the timeliness of report submission.
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FUTURE WORK

The limitations of current work on the design and implementation of the handheld Wi-Fi
applications in the ambulance systems should be seen as avenues for further research.
Even though a wireless LAN offers many benefits, hospitals need to consider potential

issues before diving into deployment. The following are some items to consider.

5.3 Potential Security Threats

The 802.11 security mechanism, wired equivalent privacy (WEP), does not provide much
protection, because a hacker using common tools available from the Internet can decode
WEP-encrypted data with enough patience. Hospitals must deploy additional security

mechanisms such as SSL-VPN to protect sensitive information.

5.4 Performance Issues

The use of wireless LAN in a hospital requires bandwidth. For example, there could be a
hundred devices actively accessing network resources at the same time. This can easily
bog down a local access point. In order to accommodate a high density of users, hospitals
should consider the use of an 802.11n network to maximize capacity, which is capable of

up to 248Mbps throughput.

Future efforts will address how to increase the frequency of data transfer from the field

into the ER as a priority. Additional investigation will further examine the information
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privacy and security issues pertaining to patient information and its transfer via such sys-

tems.
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APPENDIX

Ambulance Call Report Developed by the Ministry of Health

and Long Term Care
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- Appendix 2: Clinical information
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