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ABSTRACT

A continuous parameter Markov model is prposed in this
thesis to detect permanent stuck-at faults in sequential
circuits by random testing. Given a sequential circuits with
certain stuck-at faults specified, the fault-free and the
faulty state tables of the circuit can be recadily derived.
By simulation of these two state tables on a computer, the
parameters of the desired Markov model cah be obtained. For
a specified confidence level, it is easy to derive the model
parameters and to estimate the required testing time. A
complete mathematical analysis of the model is given that
provides some useful insights into the nature of faults in

relation to random testing and the associated confidence
level.
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1.0 INTRODUCTION

The increasing complexity of today}s digital devices has
rendered the problem of fault detection, fault analysis, and
test generation not only an important and indispensable part
of the manufacturing and maintenance process but at the same
time extremely difficult [1-46]. The test generation of both
combinational and sequential logic circuits can be broadly
classified as either deterministic or probabilistic.

In deterministic approach, one needs exact knowledge of
circuit behavior and test sequences are predetermined. For
relatively complex digital systems, the associated
computation time and costs can be prohibitive. On the other
hand, random testing, which comes under the category of
probabilistic test generation, can significantly reduce the
effort involved, )

Conventionally, in random tésting, the effect 'of a
failure in the logic network is propagated to the network
outppts by applying random patterns to the primary inputs of
the network. By using a simulator, the outputs of tﬁE’fault-
free and the faulty circuits are compared. If the outputs
are different, the applied input péttern is retained as a
test sequence. The experiment is continued until eﬁery fault
in the circuit has been detected by at least one :test
pattern. The accuracy of the random testing depends on the
length of the test patterns, and thus it is important to
investigate the relationship between the random test“length‘
and the associated confidence level.

{1
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1.1 ] + ribut;

In this thesis, the problem of detecting permanent
stuck-at faults in sequential Jlogic circuits by random
testing is analyzed by a continuous parameter Markov model.
The sequential circuits considered here are deterministic and
synchronous, and can be represented by state diagrams with
transition assigned outputs, or by equivalent state tables
(Mealy model circuits). The circuits are also assumed to be
strongly connected such that there exists a path, not
necessarily of length 1, from any state to any other state.

Given a sequential circuit with certain stuck-at faults
specified, the original state table and its faulty version
can be readily derived from an analysis of the circuit under
fault-free and faulty conditions, respectively. By
simulation nf these two tables on a computer, the parameters
of ‘the desiréd Markov model can be obtained. For a specified
con%idence level, it can estimate the length of test patterns
required for fault detection.

A domplete mathematical analysis of the model is given
which provides some useful insights into the nature of faults
in relation to random testing and the associated confidence
level. The approach is valid for any sequential circuit with
faults that result in a deterministic state table.
Incidentally; all stuck-~at faults in sequential circuits, and
-certain internal stuck-~at faults in flip-flops which are'
commonly used as memory devices, have this property.



1.2 Scope
The material of this thesis is organized as follows

Chapter 1 provides a brief introduction of the subject
discussed in this thesis.

Chapters 2 and 3 give an overview of existing
deterministic and probabilistic test generation approaches
for digital devices, respectively.

A Markov model is then developed in Chapter 4 to
describe the behavior of a faulty sequential logic circuit.
A mathematical analysis is also given to calculate the
testing time.

An algorithm for applying the Markov model is given in
Chapter 5. It also contains two sequential logic circuits as
examples to demonstrate the application of the avproach.

Finally, discussions and conclusions are given in
Chapter 6.

7



2.0 DETERMINISTIC TESTING

Deterministic testing techniques for combinational and
sequential circuits have been described fully in [33,34].
The techniques are classified as deterministic since the
faults are permanent, the test experiment is predetermined
and all the I/O sequences are defined. In this chapter, some
well known deterministic techniques are discussed briefly.

2 1 I £ : binational cj Y

2.1.1 Fault Table method

The Fault Table method is probably the most classic
approach to the solution of the problem. The method is to
construct the truth tables under conditions of all single
faults being studied. By comparing the faulty outputs with
fault—~free output, one can find the test set for the
detection of different faults. Two faults are said to be
indistinguishable if the circuit responses with these faults

are identical. Sometimes one test set can detect several
possible faults.

The draw back of the Fault Table method is that the size
of the fault table will become unmanageable when the circuit
is too big. A circuit with n inputs may have up to 2% rows
in the corresponding fault table.

2.1.2 Boolean Difference method

The Boolean Difference method is an algebraic method to
analyze the faulty digital circuits. It uses the Boolean
€xpressions to charaqﬁerize the fault-free and the faulty
circuit. After deriving two Boolean expressions, one for



fault-free and the other for the faulty circuit, they are
then Exclusive-ORed. The result is 1 if a fault exists.

2.1.3 Path Sensitization (PS) method

From the Fault Table and Boolean Difference methods, we
can find that some faults are equivalent or
indistinguishable. Also, a test that detects a fault X can
usually detect another fault Y.

The basic principle involved in path sensitization is to
choose paths from the origin of the failure to the circuit
output. The following steps are employed in the process of
path sensitization |

a) Choose a path from the faulty line to one of the
primary outputs. '

b) Aassign the faulty line a value 0 (1) if the fault is
a stuck-at-1 (stuck-at-0) fault.

~c) Along the choseﬁ path, except for the lines of the
path, assign a value 0 to each input to the OR and
NOR gates in the path and a value 1 to each input to
the AND and NAND gates in the path.

d) Trace back from the gates along the sensitized path

toward the circuit inputs. If a consistent input
combination (a test) exists, the procedure is
terminated. If a contradiction is encountered,

choose another path which starts at the faulty line,
and repeat the above procedure. '

The one dimensionalipath sensitizatidn works for tree-
type circuitgf i.e. logic gates with fanout equal to one.
For nontree circuits, multiple path sensitization may be
necessary to find the test set.



2.1.4 Equivalent Normal Form {ENF) method

It is a systematic but heuristic procedure derived from
the concept of path sensitization. The Equivalent Normal
Form (ENF) of a combinational circuit is obtained by
expressing the output of each gate as a sum-of-products
expression of its inputs and preserving the identity of each
gate by the subscript. . Thus, each ENF corresponds to a
hypothetical AND-OR equivalent circuit and the subscript
captures all the gates that the signal path sensitized. Each
subscripted input variable in an ENF is called a literal and

an appearance of a literal in a term is also called a
literal,

Thus, to test a particular literal for stuck-at faults,
the literal must be assigned logical value opposite to the
stuck-at value, i.e. assigning 1 for stuck-at-0 and 0 for
stuck-at-1. The remaining literals in the term are assigned
value 1 so that the stuck-at faults will be manifested at the
AND gate. Also, at least one literal in each remalnlng term
must be 0, in order that all remaining inputs to the OR*gate
be 0. Non-conflicting conditions for inputs are checked to
determine the validity of the test patterns.

2.1.5 D—algoiithm

It is the first algorithmic approach for test generation
formulated in 1960s. It guarantees finding a test if there

exists one. Several structures and concepts are involved and
explained below.

Singular Cover : The compact version of the truth
table, Xs or blanks are used to denote don't care
conditions (i.e. the position could be 1 or 0).



Propagation D-cubes : D-cubes represent the input-
output behavior of the fault-free and the faulty
circuits. The symbol D is used to indicate the effect
of the fault towards the circuit characteristics. The
symbol D may assume only one value, either 0 or 1,
throughout the circuit and D' is the inversion of D.

Primitive D-cube of a fault : It is used to specify the
existence of a given fault. It consists of an input
pattern which brings the influence of a fault to the
output of the gate,

The primitive D-cubes of any fault in a gate can then be
obtained from the singular covers of the fauvlty gates in the
following manner :

1. From the singular covers of the fault-free and the
faulty gates, let op and &) be the sets of cubes in
the singular covers of the fault-free gate whose
output corresponds to 0 and 1, respectively. Also,
let Bo and P1 be the corresponding sets in the
singular covers of the faulty gate.

2, Intersect members of «; with members of Bg, and
members of ¢y with members of PBi.

"

The primitive D-cubes of faults obtained from 1M Py

correspond to those inputs that produce a 1’output from the
fault-free"gate and a0 output froy the faulty gate. On the
contrary, the primitive D-cubes of faults obtained from g,
correspond to those inputs that produce a 0 output from the
fault-free gate and a 1 output from the faulty gate.

D-jintersection : It is a process of propagating a D-cube
from input gate to the output. To transmit the D-cube
from gate Gj to the next 1level gate Gj -with a chosen

signal path, one must try to match or intersect the D



specification with one of the propagation D-cubes for
Gy.
]

With the abovementioned structures and concepts, the D-

algorithm can be defined as follows :

1. Choose a primitive D-cube of the fault under
consideration.

2. Sensitize all possible paths from the faulty gate to
a primary output of the circuit. This is done by
successive intexrsection of the primitive D-cubes of
the fault with the propagation D-cubes of successor
gates. The procedure is called the "D-drive".

3. Repewut "D-drive" until a primary output ends up with
aDor D',

4. Check nonconflicting conditions to determine the
validity of test pattern.

I/ a



The general model of a sequential circuit or a sequential
machine can be represented by a structure consisting of a
combinational logic circuit with the memory unit feeding back
to inputs as shown in Fig. 2.1.

combinational memory
logic unit

x

clock

Fig 2.1: Ssequential 1logic circuit representation'

A sequential logic circuit can be classified -as an
asynchronous sequential circuit or a synchronous sequential
circuit. For a synchronous sequential circuit,  the operation
is controlled or synchronized by an external clock and thus,
the state or condition of the sequentlal circuit will only be

changed at the specific time 1nstant and become stable during

- the rest of the time. For an asynchronous sequential

circuit, no external clock is usually required. Thus, the
{state will change whenever inputs are changed. Unless

' -‘*spec;fled otherwlse, a synchronous sequentlal circuit will be

assumed in this thesis. N

e



If the memory unit, as shown in Fig. 2.1, is composed of
flip-flops, then the output of the sequent ial circuit, =(v),
is determined by the present state of the flip-flops, v(),
and the system inputs, =x{t). Thus, the output of a
sequential circuit would have the general form

z(t) = F(x(t),y(L))

Due to the unique structure of a sequential circuit, we
could have two distinct approaches to test generation.

l. Iterative array method : By converting a given
synchronous sequential circuit into & one dimen-
sional array of identical combinational circuits,
and then cascading all together to give the same
operation mode for the original circuit.

2. State table verirication method : By verifying
whether or not a given circuit is opefating

correctly in accordance with its state table.

2.2.1 Iterative array method

A general model of a sequential circuit is shown in Fig.
2.1. If there are n copies of the same sequential circuit
with the feedback routes disconnected and redirected such

- that all copies are connected one after the other, i.e. the

state of the first copy is connected to the second copy and
thus becomes the system inputs of the second copy of the
circuit, and, the state of the second copy is connected to

the third, and so oh{rthen the resulting structure will be as
shown in Fig.2.2. ‘

In Fig. 2.2, x(i), y(i) and 2z{i), associated with the
ith copy of the circuit, correspond to the system inputs, the

next state and the outputs of the sequential circuit at the
ith instant of time. ' ‘

10



x(1) 2{1) x{2} z(2) x{n} 2{n)

v b v 4

combinational cembinational combinational
logic logic logic
¢y(1) *ytz) *wm
initial memory | memory ..-._—/ / memory
state unit unit unit

- 1 o, 3

Fig 2.2: Iterative array model of

a sequential circuit

The transformation process replaces the problem of
finding a test sequence for a sequential circuit by the
problem of finding tests for an iterative combinational
cirecuit. Also, since each fault in the sequential circuit
leads to nidentical .faults in the iterative network, the
problem of fault detection in a sequential circuit is
converted to the problem of multiple fault detection in a
combinational network. In this case, most of the testing
techniques for the combinational 'cirguit ‘'such as path
sensitization, Boolean difference method, p-algorithm, etc.,
can then be applied. ‘

11



However, there are two problems by using this approach.
They are

1. The increased number of faults to be considered and
the extra complexity of the replicated logic becomes
unmanageable for complex circuits.

2. The length of the input sequence required, n, is
usually different with different initial states.
This requires derivation of test sequences for all
possible initial states and then constructing a
sequence which will detect the fault in all cases.

This restricts the flexibility of the iterative
model.

2.2.2 State table verification method

In this approach, a sequential circuit is studied
analytically provided the state table (state transition and
output table) is known. The different state identification
sequences, viz homing sequence, transfér' sequence,
synchronizing sequence and distinguishing sequence, are
studied closely in order to examine the performance of a
sequential circuit. The abovementioned state identification
sequences are defined below.

An input sequence is said to be a homing sequence if the
final state of the sequential circuit can be determined

uniquely from the circuit's response regardless. of the
initial state.

In the beginning of the test, the sequential circuit can
be in any of its n states. It is "uncertainty" which
present state the sequential circuit is in. Thus, the
- uncertainty of the sequential circuit is a set of possible
present states of the sequential circuit.

12



After each input segquence, the sequential circuit would
have different uncertainties. A collecticn of these
uncertainties is referred to as an uncertainty vector. The
individual uncertainties contained in this vector are called

components of the uncertainty vector.

An uncertainty vector whose components contain a single
state each is said to be a trivial uncertainty vector. An
uncertainty vector whose components contain either single
states or identical repeated states 1is said to be a

homogeneous uncertainty vector,

With a given segquential c¢ircuit and initial
uncertainty, a successor tree can be drawn to display
graphically the xj-successor uncertainties for every possible
input sequence Xxj.

The homing sequence is cbtained from the homing tree, a
successor tree in which a node becomes terminal if one of the
following conditions occur :

1. The node is associ&ted with an uncertainty vector
whose nonhomogeneous components are associated with
a node at a preceding level.

2. The node is associated with a trivial or a
homogeneous uncertainty vector.

An input sequence is said to be a distinguishing
sequence if the wunique output sequence is produced in
accordance to different initial states.

The distinguishing  sequence is obtained from the

distinguishing tree which is obtained the same way as the
homing tree except that a node alsoc becomes terminal if

i3



3. The node is associated with an uncertainty vector

containing a homogeneous nontrivial component.

An input sequence is said to be a synchronizing sequence
if by applying the sequence, we take a sequential circuit to
& specific final state regardless of the output or the
initial state of the sequential circuit. It is described by
a path in the synchronizing tree leading from the initial
uncertainty to a singleton uncertainty, ie. the uncertainty

that contains only one state.

The synchronizing sequence is obtained from the

synchronizing tree, a successor tree in which a node becomes
terminal if : '

1. The node is associated with an uncertainty vector
that is also associated with a node at a preceding
level.

2. A node in the nth level is associated with an
uncertainty containing\just a single element.

A transfer sequence is the shortest input sequence that
can bring the sequential circuit from one state to another
state. It is evident that a transfer sequence will always
exist in a strongly connected sequential circuit, i.e. we can

reach each state of the given sequential circuit from every
other states.

Now, we can design the checking experiment for a given
sequential circuit. Basically, the checking experiment is a

deterministic experiment used to verify the operation of the

sequential circuit in accordance with the state table. If
the circuit's response is different from the expected
response, the sequential circuit is declared faulty but no
specific fault can be identified from the experimental
results. A sequential circuit is diagnosable, if and only

14
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if, there is at least one distinguishing sequence available
for the seguential circuit.

A checking experiment can be divided into three phases.
They are

1. Injitialization phase : During the initialization
phase, the sequential circuit under test is brought
to a specified state from which the second phase
will begin. A strongly connected sequential circuit
can be brought to a fixed state by

a. applying a homing sequence to the sequential
circuit, identifying the final state, and then
applying a transfer sequence to bring it to a
fixed state, if necessary;

b. using the clear/preset capability of the

' sequential circuit;

c. applying the synchronization sequence to the

sequential circuit, if available.

2. State identification phase : During this phase, a
distinguishing seqﬁence‘is repeatedly applied to the
sequential circuit under test to determine whether
‘it has n different responses to the distinguishing
sequence, indicating n distinct states.

3. Transition verification phase : During this phase,
the sequential circuit uhder test is made to go
through all possible state transitions by using the
distinguishing sequence.

In practice, the state identification and transition

verification are combined whenever pbssible to shorten the

length of the experiment. Therefore, the checklng experiment
is not necessarlly unique.

15



3.0 RANDOM TESTING

The deterministic test generation'approaches discussed
in Chapter 2 are usually unable to cope with complex circuits
such as those at the LSI or VLSI level. For sequential logic
circuits with m flop-flops, a total of 2M states may be
present, The computation time, required by using a
deterministic test generation approach that detects all
single or multiple stuck-at faults, would be prohibitively
expensive for large circuits. The random testing could be a

more effective way to deal with complex digital circuits of
today.

In this chapter, random testing methods are discuésed
There are basically two types of random testlng procedures,
The first procedure is called the random test generation
method. The test patterns are generated randomly and then
applied to the primary inputs of the digital circuit under
test. The outputs of the faulty and the fault-free networks
for each random input pattern are compared by using a
simulator, If the output values are different, the random
1nput pattern is retained as a test.

The second type of random testing procedure is performed
by comparing the output of the circuit under test with the
cutput of a‘'known fault-free unit or ‘"gold" unit, while both
units are fed-by-the same pseudorandom sequences. The two

outputs are EX-ORed and if the result is 1, a fault is
detected.

The pseudorandom input patterns can be generated by a
linear feedback shift register (LFSR) as described in [32].
Consider Fig. 3.1 as an example.

16
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Pseudorandoem
J test pattern

XOR |-

Fig 3.1: A pseudorandom test pattern generator

by a linear feedback shift register

Such registers generate long, repetitive pseudbrandom
sequences of Os and ls, short segments of which would have
properties similar to random patterns.

2.1 Test generation for combinational c¢ircuit

3.1.1 NAND tree network

~ In [5,10,11), the NAND fan-out-free tree network was
studied. All NAND gates are with n inputs. Let pg be the

probability of a logical 0 occurring on a line in the kth
level of the network, and all the n inputs of the gate
feeding this line are from the (k-1)th level. The number n

can be treated as the number of fan-ins at any level k.
Then,

0 1 0 ' L

Px = (Pg1)" = (1 - pp1)% and (3.1} .
1 0 1

Pk =1 =pe=1- (py)" (3.2)

1
If we assume Pp = 49, then from Equation 3.2, we have

17
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1 1
p1=1—(p0)"=1—qn;
1 1
p; = 1= (p)?=1- (1 - g""; and so on.
Examnple 3.1
For a two-input NAND tree, ie. n = 2, assume q =

0.5, then we have

1 - (0.5)2 = 0.75;

It

1
Pa
1
P2

1 - (0.75)2 = 0.4375; and so on.

Let P{L) be the detection probability, the probakility
of sensitizing a path of length L. By sensitizing a path, we
mean propagating the effect of the fault from the point of
its occurrence to a primary output through L levels of logic.
For a NAND tree network, to sensitize a path from one level
to the next level, all inputs to the NAND gates should be 1

except the input that is under  study. Then P(L) can be
equated as follows :

L=l
CBP(L) = P(0) * I I (py)P-1 (3.3)
k=0

where P(0) is the probability of a fault existed at the
point of its occurrence; and
(pi)“‘l is the probability of having {(n-1) 1's in

level k; and
for the input faults, P(0) = 1.
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Example 3.2

For a NAND tree, assume P(0) = 1, the number of

1
fan-ins (n) = 2, and the p;s are taken from Example

3.1; then from Equation 3.3, we have

P(l) = P(0) * pg = 0.57
1
P(2) = P(0) * l I py = 0.5 * 0.75 = 0.375;
k=0 '
2
P(3) = B(0) * | I pr = 0.5 * 0.75 * 0.4375 = 0.164;

and so on.

Let gopt be the optimal input ‘probability that detection

probability can be maximized. For large L, Qopt can be

obtained from the equation

Qopt = 1 - Copt" {3.4)

™

By substituting this relation into Equations 3.2 and
3.3, we have

1 1
Po =Py =P2 = +++ T Pr,-1 = Yopt, and

P(L) = P(0) * qopt®

For n = 2, we can solve qgét by numerical method; then we

© have

Jopt = 0.618
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Let P(L,M) be the probability of sensitizing a path of L
levels by at least one out of M independent patterns; it can

be considered as a measure of confidence level to detect the
fault. Then

P(L,M) =1 - {1 - P(L)}M
Taking natural logarithm, we can derive
M= 1n{l - P(L,M} / ln{l - P(L)} (3.5)

It can be noted that for q = dopt, the test pattern

length, M, is the minimum for a given P(L,M).

Example 3.3

For P(L,M) = 99%, n = 2 and L = 3, we can calculate
the test pattern length by Eq. 3.5 as

M(99%,q = 0.5) = 1n(0.01) / 1n(1l - 0.164)
. = 26

M(99%,q = 0.618) z 1ln(0.01) / 1n(l - 0.6183)
= 18

It was pointed out in [12] that maximum rather than
average fanins, n, may be a more conservative measure which
avoids ﬁhe incorrect conclusion when the auxiliary outputs
are not on the longest path of the circuit.

- Thus M(99%) should be treated as the order of the number
of random patterns rather than an upper bouhd. Since the
estimate is statistical, its accuracy is better for a larger
circuit [11}]. The maximum fanin is more conservative in
generai but may be too pessimistic'for a larger circuit.
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3.1.2 Propagation probability

In [6,7], general combinational networks are analyzed.
The different probabilities are assigned to the input signals
to derive propagation probability. The test lengths are then
determined based on propagation probabiligy. Consider Fig.

3.2 as an example.

11T

‘0| .“Im

Fig 3.2: A combinational circuit example
In order. to detect the failure of z stuck-at 0, we need
to provide a z = 1 output. Thus the probability of detecting
z stuck-at 0 is simply P{(z = 1) when we apply a probability

distribution of 1's and 0's to the input.

If all inputs (A to G) have the same probability x, of
being 1, then we have

P(z = 1) =.x3 + x4 = x7

which is illustrated in Fig. 3.3.
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1.0

P({z=1)

Fig 3.3: P(2=l) vs input probability x

It can be seen that the probability of detecting a fault
is highly dependent upon the value of x. If we assume that
the primary inputs have the same probability of 0's and l's,
i.e. x = 0.5, it yields P(Z = 1) = 0.1797. Thus if random
patterns are applied to the inputs, we have a low probability
of detecting the fault.

In fact, for combinational circuits, if the Ffault is
detectable, the longer a circuit under test successfully
executes a chain of tests, the greater is the probability
that the circuit is fault-free. However, for an n input
combinational circuit, only if the number of random test
pattern is 1less than 2", then the random testing is
recommended. The required number of random pattgrnsjcould be
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found by logic analysis. But for large circuits, the
analysis would be prohibitive.

3.1.3 Detection surface

In [4], another method was proposed to find the upper
bound for the test length. The method is developed by using
the concept of detection quality and detection surface.

Let (1-0p) be the detection gquality, i.e. the
probability for a result to be right. The result of a test

is right if its value is "faulty" when the circuit is faulty.
Op is then called detection uncertainty.

Also, let © be the detection surface of a network, i.e.

the number of Karnaugh map surfaces that are being covered by
input vectors for the most difficult fault to detect.

Assume that one input vector has the probability 1-o¢/20

of not detecting the most difficult fault, where n is the
number of primary inputs of the network. Then, for a random
input'sequence of length L, the detection uncertainty would
be

Qp = (1 - o/2mi

To take logarithm (base 10), we have

o= 2n * (1 - 100g(0Qp)/L)

Let Qp = 109 and L = test length = 10¥. If d << L, then

1 - 10log{@D}/L = 2.3*d / 10k ’

Thus, for d << L, we have
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log (o) = n*log(2) - k + log(2.3*d) (3.6)

From Equation 3.6, it can be implied that, for a given
Op, the test length L is a function of n and o, Now, two
approaches are given below to determine the detection surface
for a combinational circuit.

1) For an irredundant function, iz can be expressed in a
sum-of-products form, i.e. AND-OR network. Then, the
detection surface would have the following lower bound.

min

¢, {2nngrl) (3.7)

where n is the total number of primary inputs; and
ng is the number of input variables appearing in
the gth product term of the function.

2) For a multiple output combinational circuit, the
detection surface would have the following lower bound.

o2\ {2n-nk-1) (3.8)

where n is the total number of primary inputs; and
nk is the number of input variables related to the
kth output of the circuit.

Then, to find the overall ‘detecticn\\ surface Oof a
combinational circuit, a nmltiple'output dircuit is fir§5g"
converted to k irredundant circuits. The minimum detection

surfaces of those ifredundant‘circuits‘are then determined.
Finally, the minimum detection surface of these minimum Os is

chosen as the detection surface of. the circuit. Two remarks
are given in [4].
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1. It is reasonable to use the random testing for large
circuits if they have a large ¢. The test length L

is a function of ¢ / 20,
2. If 6> 1ln(1/Qp), then L < 2B, i.e. random testing can

be used.
3.1.4 Detection probability

In ([15], an estimation procedure for detection
probabilities was proposed. Using the procedure, a 1list of
estimated detection. probabilities for all faults in a
combinational circuit can be determined. ~ With these

.detection probabilities, the random pattern test length for

multiple faults is developed in ([17].

Consider a combinational circuit with faults £; and £3.
Let p; be the probability that a random pattern will detect f3
but not f»; pz be the probability that the pattern will detect
f2 but not f;; and p3 be the overlap probability that detects

‘both faults.

Let eq be the nth step escape probability of a fault
set, the probability that at least one member of the fault
set will not be detected by the nth random input vector. In
order to compute the minimum length of the random test
pattern N that detects the fault set with escape probability,
the escape probability threshold ey can be set arbitrarily to
meet the following inequality : | |

en < et .

If the worst fault is the fault having the lowest
detection probability of any fault in the circuit, then the
test length to detect the worst fault wa. is defined as

follows. ' "’ =

s
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Noe = [ 1n(eg) ]
wE In(1l-p) Jceil

where [x]ceil denotes the ceiling of x, i.e. next
integer above x; and
p = min (p1+p3,p2tp3)

It has been found that the test length for the disjoint
case (p3 = 0) is greater than or equal to the conjoint test
length (p3 > 0). Thus, the upper bound to the minimum test

length can be computed by assuming that all faults have
disjoint test sets.

If we assume that a circuit contains k hard faults, ie.
the faults having estimated detection probabilities less than
or equal to twice that of the worse fault, then N 20' the

upper bound of the minimum test length to detect all faults,
is approximated as

u _ [ ln(eg/k) ]
Nk = [ 1n(1-p) Jeeil (3.9)

where p is the detection probability of the worst fault.

. U . .
Applying N Xp random test patterns to a circuit

guarantees the detection of all faults with a confidence of
at least 1 - eg.

~

From Eg. 3.9, it can be deduced that a test length of
11/p can detect as many as 50 hard faults, each having a
detection probability p, with a confidence level of 99.9%.

~r
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3.2.1 Weighted random test generation (WRTG)

In [9], the weighted random test generaztion method is
discussed. An LSFR is used to produce 8 decoder inputs which
are connected to an 8 to 256 lines decoder. The outputs of
the decoder are then grouped to give different weights for
each group that ‘are connected to the primary inputs of the
digital system. Also, dynamic adaptive weighted patterns can
be generated which are assigned weights according to the rate
of change of actiwvity.

To further speed up the test generation procedure, a
' pattern reduction technique is also proposed. The ability of
each new input pattern to detect faults in a2 fault list is
determined. The succeséful tests are stored while the faults
they detect are deleted from the fault list. The procedure
is halted when all pbssible faults are detected.

The WRTG method has been applied to a variety of LSI
development techniques. It is reported that the WRTG method
can achieve higher testability coverage than the
deterministic techniques even in the presence of embedded
counters and shift registers type configuration. However, it
requires higher number of test patterns and longer CPU time,

3.2.2 Graph reduction

In [19], an Happroximation metheoed is developed to
determine the test length, L, required to detect a given
fault in a sequential logic circuit.
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Let ¢ be the confidence level of detecting a fault and
PF1fs be the probability of being in the least frequent state;
then, the test length, L, is given as follows

L > log(l-c} / log(PFjifg) (3.10)

In order to find PF1fs, a graph reduction algorithm is

developed to calculate the convergent probabilities of each

internal state. An original graph is first reduced to
several subgraphs and the propagation probabilities are then
calculated. The minimum propagation probability, Pmin, 1is

retained and yields the PF1fs as
PF1£s = 1 = Ppin

Then Eg. 3.10 becomes

log(l-c :
- [ log({1-Pnin} ]ceil (3.11)

3.2.3 Error latency

It was pointed out in [2] that the ‘abovementioned
approximation method is insufficient when the fault and error
latency exist. The error latency model is then developed to
cover this aspect. 1In [25], the fault latency is defined as
the time interval between the occurrence of a Ffault and the
generation of an error by that fault; the error latency
represents the interval between the generation of an error
and the detection of that error by some detection mechanism.

The concept of fault and error latency is illustrated in Fig.
3.4.
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The fault

A fault manifests Erroris
occurs iself detected
| —
Fault latency Error latency time

Fig 3.4: A timing diagram for

fault and error latency

The error latency ELx of a fault Fx is the number of
input vectors applied to a digital circuit while Fx 1is
active, until the first incorrect output vector due to Fx is
observed.

When random inputs are applied to a deterministic
sequential circuit, the probability of being in a given state
at time n depends not only on the state of the circuit at
time n-1 but on the probability of the input vectors at time
n-1. The operation of the circuit may be described by a
finite first-order Markov chain. Thus, we have

T

Sp = PN * Sp P (3.12)
where Sp is the initial state probability vector, and

Pn is the n step transition probability matrix.

For a given Error:Latency Model (ELM), there is always
an absorbing state, S, indicating the detection of the
error. By Eq. 3.12, we can calcﬁlate the latency ihterval
that the probability of being in S84 is equal to the
confidence level c¢. The latency interval , denoted by n{c},
% is defined as the minimum number of applied inputs necessary

to achieve a confidence level c of observing.an error due to

29
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a given fault. Since the computation can be exhaustive for

large circuits, the latency interval is approximated as

n{c) = h * (log(l-c) / log(l-q}) (3.13)

where h is the maximum length of the shortest path from
each state to the absorbing state S;, and

<. is the minimum probability of the shortest path
from each state to S, and ¢ is the confidence
level.

It was later pointed out in [21] that the approximation
equation in [19]) can be rewritten to vield comparable results
as given in ELM. If a given fault affects transition(s)

among the less probable states and the detection is not sure
after a fault transition, i.e. Vj*P3; << 1, then the

approximation equation can be rewritten as
n(c) = log(l-c) / (P; * log (1-V4)) {3.14)

where V3y is the probability of a fauvlt affecting a
transition j and P; is the detection probability
after the transition j is achieved.

Since P; is fault dependent and the possible faults for

a large circuit are numerous, both the approximation method
and ELM are computationally prohibitive.

It can be concluded that there is practically no
systematic and efficient method of dealing with, sequential
logic circuits using random or probabilistic testing.
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4.0 CONTINUOUS MARKOV MODEIL FOR
RANDOM TESTING OF SEQUENTIAL
CIRCUITS

In order to describe the behavior of a sequential
circuit in the presence of a fault while subjected to random
inputs, we propose a continuous parameter Markov model with
three states designated as : state 0, state 1, state 2, as
shown in Fig. 4.1.

1 - plat- A2at

1+ u24t- A0AL 1. At - AlAL
Fig 4.1: The three states Markov model

The state transition probabilities depend linearly on
the infinitesimal time step At; Ais and Njs are the constants

of probabilities. Clearly, these ‘probabilities should
ihcrease as the time step At increases. Once a random

pattern is applied, the circuit may stay in any one of the
above three states. The different states are defined as :
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state O

state 1

state 2

To represent the interaction among the three state 0, 1

the fault exists, but causes no error output
and error state transition;

the fault causes an error output in the
output terminals;
the fault causes only error state transition,

but no error output results in the output
terminals.

r

and 2 for the infinitesimal time step At in the circuit, we

can define now the different state transition probabilities.

MMM : ! ] |

Let P((S=x, T=t+At)|(S=y, T=t)) denote the probability

of the circuit of staying in state y at time t, but going to
state x at time t+At. Then we have:

AoAt

A1AL

AoAt

HoAt

P((S=1, T=t+At)|(S=0, T=t)) = P{(fault causes an
error output at time t+At) | (fault causes no
error output and error state transition at time
t)):

P((S=2, T=t+At)](S=1l, T=t)) = P((fault causes
only error state transition at time t+At) |
(fault causes an error output at time t));
P((S=0, T=t+At)|(S=2, T=t)) = P((fault causes no
error output and error state transition at time
t+At) | (fault causes only error state
transition at time t));

P({S=0, T=t+At)[(S=1, T=t)}) = P((fault causes no
error output and error state transition at time
t+At) | (fault causes an error output at time
t)):
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LAt ¢ P((S=1l, T=t+At)|(S=2, T=t)) = P((fault causes an
error output at time t+At) | (fault causes only
error state transition at time t)});
HoAt : P((S$=2, T=t+At)|(S=0, T=t)) = P((fault causes
only error state transition at time t+At) |
(fault causes no error output and error state
transition at time t)): .
1-AoAt-poAt : P((S=0, T=t+At)]|(S=0, T=t)) = P((fault
causes no error output and error state
transition at time t+At) | (fault causes
no error output and error state transition
at time t)};
1-A1At-poAt : P((S=1, T=t+At)|(S=1, T=t)}) = P((fault
causes an error output at time t+At) |

(fault causes an error ocutput at time t));

1-ApAt-piAt @ P((S=2, T=t+At)|(S=2, T=t)) = P ((fault
causes only error state transition at time
t+At) | (fault causes only error state

‘transition at time t)):

Obviously, the parameters of the model depend on the
circuit, and faults under consideration. Once we have the
fault-free state table of the circuit and its faulty version
corresponding to the faults specified, we may proceed to find
all the parameters of the model. A rather simple way is to
apply a large number of input patterns to the circuit under
test with the occurrence of input signal values 0,1 in a
constant probability. Under this condition, the behavior of
the circuit may be characterized byia Markov process, and the
probability of the circuit staying in a specified state
assumes a constant wvalue after long input patterns are

applied. This property makes our estimation of parameters
approach stable values. |
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In order to simulate the transition behavior of the
circuit with respect to the model, we note that we have nine
different counts provided to store the information regarding
the circuit after a large number of the input patterns are
applied. Let Cap = N(circuit going from state a to state b);

where a = 0,1,2; b = 0,1,2;

N denotes the total occurrence number or count of
the event under reference.

Specifically, for example, with a = 2, b = 1, we have
C21 = N(circuit going from state 2 to state 1) = N(fault
causing only error state transition in input

pattern r, while causing an error output in input
pattern r+l).

All counts are cleared to zero initially. By using a
random number generator we can generate an input value on the
interval {0,1), and then apply it to the circuit with a
certain constant probability. However, instead of physical
‘inputs to thé circuit, we may also simulate the stimulation
with respect to the fault-free state table of the cirpuit and
its corresponding faulty table. On comparing the status of
~these two state tables, next on each application of a random

pattern, we will have any of the following three different
cases in the compared result.

\

Case 1 : Neither output nor state transition is
different, and the circuit is in state 0.

Case 2 : Output is different, and the circuit is in
state 1. ‘

Case 3 : Only state transition is different, but output

is not different, and the circuit is in state
2. ' ‘
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The circuit is evidently in state 0 initially, since at
the beginning of test no differences ever occurred. After
the first random pattern is applied to the circuit, we
compare the outcomes with respect to the two different
tables, and then decide upon which one of the aforementioned
three cases occurs; the state of the circuit in respect of
the current input pattern is thus determined.

Assume that on application of the first input pattern we
have determined the circuit to be in state i, 0<i<2; then Coi

= Co; + 1. Next we apply the second random pattern to the
¢circuit, and determine‘which state it is in. If it is now in
state j, 0<j<2; then Cij = Ciy + 1. This process is repeated
until a large number of input patterns are applied to the

circuit. Suppose a total of n input patterns are applied.
Hence we have :

2 2
-3 3 e
i=0 j=0

For large n, the model parameters can be estimated as
follows : o

Mo = Cio/t, M1 = C21/t, U2
Ao Coi/t, A1 = Ci2/t, A2

Co2/t; and
C20/t;

[

where t is the total simulation time.

Cnce the ﬁodel is established, and all the parameters of
the model are calculated by computer 31mulat10n, we can wrlte
the undernoted set of differential equatlons involving the

35



state probabilities, on the assumption that at time T = 0,
the fault causes no error output and error state transition

in the circuit. The set of differential equations are:

dPg(t)
dt

Pr(t) * Mo + Pa(t) * Ay - Pg{t) * {1y +Ag) (4.1

P, (t
El}é ) Polt) * Az + Pa(t) * 1y - Py{t) * (Ug+Xy) (4.2}

it

dF5 (t
—5':—)" Pg(t) * M; + Py({t) * A; - Palt) * (Aa+1u;) {4.3)

with Pg(0) = 1, P3(0) = P,(0) = 0 and P;(t) being the

probability at time t for the circuit of staying in state i,
0 £1i < 2,

After solving this homogeneous system of differential
equations (refer to Appendix Bl), we have:

D B- 2
Pglt) = (‘EQ)*u(t) + e (ATt % -TDQ * cos('\fa - -’:— * t)

4 2¥B*Co - A*B - a*p, . a2
* sin{"\/B - T * ) ) (4.1)
2
2 *B *‘\/B - é—

3 D - 2
Pi(t) = (j)*u(t) +eTMAre x —g—‘- * coa('\’a - %— * t)
2%B*C; - A*D, ) a2
+ * sin{"\JB - R {4.9)

at
*x B % -
2 B 4

’ 2
Pa(t) = (J)*u(t) + e~ A/21T w _2. * cos( A .
2*B*C, - A*D, a2
* Sln( B - * £) ) {(4.6)

2*5* _—
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where A = Hg+ M1+ H2+Ag+A1+2y,

B = Ho*Hi+ Wi*H2+ Ho*iy + Ag*Ay + Ap*Ra + Ro*ha + Aoy +

Aa*pg + Ho*hy,

Co = Mo+H1+A+2Ay

Do = Ho*Az+Ho*1 +HA1*Ag,

Ci1 = Ap,

Dy = Ag*Az+Ap*| + Hi¥y,

C2 = K2,

Dz = Mg*Mz+MH2*A| +Ag*Ay,
and,

=0 for t <0
u(t) '{ =1 fort=20

Obviously, we have

Lim Po(t} , Lim Pi(t) , Lim Pa(t) _ Do + D3 + Dp _

t—yoo tdoo =)o B

2
With respect to the term (B - %-) in the above solutions,

we may have three different cases.
v Az
Case 1: (B --4—) =0

In this case, Equations 4.4 to 4.6 become

B-Dg = 2*B*Cq ~ A*B - A*Dg
{ *
— t YT t)

D
Po(t) = (-ﬁo-)*u(t) + e~ (A%t x

2%B*C) - A*Dy
2*B

o n
Pi(t) = (Th*u(t) + e"A/21%t (_:L + . )

2%B%XCsy - A*D
2 2« )
2*B

Py(t) = (%z)*u{t) + e~(A/2)*t (%2-.;.
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A2
Thus, for (B-—j;) =0 or a =2 * JE; the probabilities

of the three states converge to their steady state values in
a non-oscillatory manner.

AZ
Case 2: (B-—j;) > 0

In this case, damping exists and the probabilities of
three states decay exponentially in an oscillatory manner.

A2
Case 3: (B -'Zﬂ <0

In this case, Equations 4.4 to 4.6 can be rewritten as

D
Polt) = () *ult) + Kpre 51t 4 gpvemS2tt
D1 ~51*t Sow
Py(t) = (;;)*u(t) + Ky'*e 517t 4 R,t#e~S2't

D - . -
Pa(t) = 1}5)*u(t) + K "*e™S1%t 4 K;"*e‘52 £ ‘ =

A a2 2
. vnere s =R A[B gy, 5 B[R

D D
| Co - S1 - 5o Co - S2 - 35,
Ky = 2 r K2 = > '
A A
* — — —
2 2 B 2 1 B
D D
C1 - o c1.- o
51 S2
Ki' = ¢ K2' = ’
2 2
2+ 2 g PRSN N
D D
Co - Z2 Cy - 3
" : S1 ' 52
K" = > r K2" =
2 .
2~ \5 -8 -2 x \[& - B
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Here the probabilities of the three states converge to
their steady state values in the same nonoscillatory manner

as in case 1, but at a much slower rate.

From the above analysis, we can see that in order for a
fault in a circuit to be detected quickly with a constant
probability, it is necessary that the parameters or rates of
the model should satisfy the condition specified by (B-—%F) 2

0.

In case this condition is not met, we have to modify our
input signal probability assighment for the circuit to change
the parameters of the model in a way that will increase the
convergence speed of the state probabilities so that the
fault may be detected as fast as possible. |

To further analyze our mégel, we may develop transition

probabilities among the states. Let Pjj(t) denotes the
probability of going from state i at time tg to state j at
time <tgptt. We can hence write the following sets of
differential equations in terms of the state transition
probabilities.
dPgp (t) |
""géot_ = Pp1(t) * Ho + Pga(t) * A3 - Pgolt) * (M2+Ap) (4.7)
dPg, (t) ‘
TR = Pgolt) * Ao + Pga(t) * Wy - Por{t) * (Ho+Ap) (4.8)
3Pz (t) | o '
ot = Poolt) * Mo + Por{t) * ) - Poalt) * (Az+M) (4.9)

with 900(0) = 1, 901(0) = Poz(O) '= 0 and
Poo(t) + Ppa(t) + Pyp(t) = 1.

- 9Ppg(t) | L |
TS w Ria(t) % o + Pralt) * Az - Pro(t) * (ua+do) (4.10)
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aP11(t)

3t = P1glt) * Ao + Pya{t) * Py - P1y(t) * (Ho+Ay) (4.11)
9215 (t -
S: L - Pioft) * Mz + Pyp(t) * Ay = Pip(t) * (Ap+y) (4.12)

with Pll(o) = 1, Plo(O) = P12(0) = 0 and

aon(t)r
at

Pai(t) * Pp + Paz(t) * Ay - Pag{t) * (Ha+Ap) {(4.13)

oPoq (&
231:;( L - Po(t) * Ao + Ppa(t) * py = Pa(t) * (Ho+Ay) {4.14)

anz(t)
dt

Pao{t) * M2 + Pay{t) * A; - Ppa(t) * (Aa+My) . . (4.15)

with P22(0) = 1, PZO(O) =_921(0) = 0 and
Pog(t) + Ppp(t) + Pyp(t) = 1.

The above sets of equations are isomorphic with
Equations 4.1 to 4.3 defined above. These systems of
differential equations can be solved as before. The

solutions corresponding to the different sets are given as
follows, with

Poo(t).= Po(t), P01(t) = Pl(t), and Poz(t) = Pz(t), with
all parameters being the same as those in Po(t), Py(t),

and Py (t).
Pio(t) = P, (t), with Cp' = Wy,
‘ D' = Aj¥Az+ Ao+ Ho*il1;
P13 (t) = Po(t), with Co' = Ag + A + py +'Jz,
Do' = Ag*Az+Ag*p + Wi*H;
Pya(t) = Po(t), with C;' = A,
| Dy =

Ag*Ap +A12 + Ho¥i2.
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Pog(t) = Py(t), with C;" = Ay,

D" = Ar¥Az + A%Uo + Ho*Hi;
Pyy(t) = Pp(t), with Co" = yy,
Da* = Ap*Ap+ Aoty + M *pa;

]
1

Pos (L) Pg(t), with Cyp" Ag + ;\,] + g + U2,

Do™ = Ag*Ap+ Ay + po*Us.

As in the case of state probabilities, the condition for
rapid convergence to steady state values Zor the state
a? . a2
T

transition probabilities depends on (B - 7). If (B - jr) z 0,

all of the state transition probabilities converge quickly to
their steady values. The result about Pgg(t) = Po(t), Pgy(t)

= P;(t), and Pga(t) = P,(t) appears to be reasonable outcome
in view of the assumption that Py(0) = 1.

4 i r

Faults in a digital circuit are detected by applying
. test patterns to the primary inputs of the circuit, and
observing the output response with respect to these input
patterns. 1In the strategy of random testing, a large number
of input patterns are generated randomly, However, if a
fault is not sensitive to. these generated test patterns, a
wrong conclusion may be dfawn regarding the existence of the
fault. One way to minimize the probability of such a wrong
conclus;on is to apply a large number of test patterns to the
circuit until either the fault is detécted, or the confidence
about the circuit being error-free is larger than or equal to
some prespecified value. 1In order to increase our confidence
in ‘the testing procedure, we must minimize the probability
that a Lault exists, but is not detected. v

il
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Assume that the test patterns are applied to the circuit
under test (CUT) continuously from time tg to time tg+s, and
the testing is terminated prior to tg+s, if the fault is
detected. We determine the maximum testing time s(max) so

that the probability of a wrong conclusion is smaller than or
equal to some precalculated value @, that is,

P (fault exists, but is not detected during the interval
[tg,tots] | fault exists) £ .

This probability may be decomposed, and expressed as:

P{(fault exists, but is not detected during the interval
[tortotrs]) | fault exists) = P(XMY1MNZ) + P(XNY>N2Z2) £ a,

where X, ¥, Y2, 2 are the events defined as

X: fault exists in the circuit,

¥3: fault causes no error output and error state
transition at time tg,

Y2: fault causes only error state transition at time
tOf

2: fault causes no error output from time tgp to time
t0+8.

We then have:

P(XMY1M2Z) + P(XMNYaMZ) = P (Z[XMY1) *P (Y3 |X) *P (X}
: + P(ZIXMY3) *P (¥2]1X) *P (X)

With reference to our mddel, we can now compute the
aforesaid probabilities as follows: ' '

P(ZIXNY1) = 1= Pgq(s)
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To determine P(Y;|X) and P(Y2]X), assume that the fault
“existed for a long time prior to time ty so that the circuit

is in a stable condition, and the steady state probabilities.
can be used. Hence,

P (¥11X) Lim Po(t) _ Dg

t—0 B’
nl D
B(y21%) = o0 F2(0) 32
Finally, let the a priori probability P(X) = P{fault

exists) = P. Then, we have:

P (XNY102Z) + P (XMYoMZ)
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_ Do B - D- -0 .
= P = ? " [(—_"'_)*U(S) - e‘l:\.ﬂz)'s M D‘ * cos | B - :{_. * 5
]

- e iR/ s 2'B*C; - AD: . AT

D? B - D’u . - "
+ P = ? ® [( 5 ) *u(s) - e-h"\f).‘.l':: " D-’ » COS(‘\/

- Z*B*Cﬂ" — A*D "

- e-{Aa/2)- 2

e 1*s » = sint B - —\i- L 5]
. 2 * g x .._

4 1

in
Q

(1.16)

Now, if we put:

=Dy~ . / a? 2*B*Ci* - A*D;*
B cos("\/B p * 35) + * sin{"\J B —'54* * 3)

2 xp '\/B -2

;\\‘ 4

= gji*cosP + h,-_\ii:-‘inﬁ

Vai2ine2 * [—9i " h;
gi¢+h; * cosf + 1 *gi
[\lgizﬂliz | P Vg;i2+h;?2 sinp

= "’912"‘11:‘.2 * (sinB*cosB + cos@*sinp)
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= Vgi2+h;2 = (sin(8+B))

where =
Vg;i2+h;2
h N
S ¢ S
cosh =
Vg;i2+h;2
Since:

-Vg3i2 + h;? € gi*cosp + hi*sinP < Vgi2 + h;2
Then, .
P{XMY1MZ) + P(XMY2MZ)

= p * EBQ * (B_;P_l_._ e~ h/2)*s « -Ql)

+p * %. * (-—B—'EE + e M2 Ts w gz)

L
where Q; = ‘\}giz + hij? , i'=1,2.
Hence,
2

T % e IM21%s & (DgRO) + Dp*Qy) S O - S5 * (Do*(B-D1) + Dy* (B-D"))

Consequently,

{Do*Q) + Da*Qy) *

[w 17w

e”\/Z)"S 2 B
@ - =5 % (Do*(B-Dy) + Dy*(B-Dy"))

=W - | (4.17)

Thus, the testing time required is
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s = % * 1n (W)

(3.18)
This equation gives us an upper bound of testing time
after parameters of the model and o are determined. The
necessary condition for this equation to hold is
P
& > 52 * (Do*(B-D1) + Dy*(B-Da")) (4.19)

If it is not satisfied, then no test is needed, because

the quality of the circuit is good eénocugh to pass th
probability o without any testing.

e error

For a given circuit, with each line i stuck-at-k, k =
0,1, we may have the Corresponding testing time s(i, k)
calculated by the ahove equation., However, in order to test

the ecircuit for an unknown single fault, we must take

total # of lines 1
s (max) = max max s{i, k)
im] k=0

If we apply test input patterns with testing time at

least s(max) to the ciréuit, we will have confidence Jlevel
(l1~a) that no detection error occurs. The procedure can be

applied as well to test for any combination of stuck-at-0 or
stuck-at-1 faults in the circuit.
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5.0 EXPERIMENTATION

A FORTRAN program was written for IBM VM/SP environment
to simulate sequential circuits and to derive parameters for
the continuous parameter Markov model. The parameters for
the Markov model were obtained by varying input signal
probability values in a manner such that they meet the

. . . . a? .
required convergence criterion, l.e. (B-jr) 2 0, as derived

in the previous chapter. An algorithm for calculating the
maximum testing time s(max) as used in the simulation is

given below,

5.1 Algorithm £ leulating testing ti

Step 1: Set variables for the error probability, «;

total input patterns per unit time, L;
total number of simulation run required, R;
‘the a priori probability of stuck-at fault, P.

Step 2: For the 1line i of the circuit under
consideration, assign the probability of the
line having 1logic 0 to an initial value,
possibly 0.

Step 3: Simulate the circuit and perform transition
frequency count experiment. '

Step 4: Generate the set of Markov parameters Ais and Hys
2
and calculate (B - %—-) . o =

. ‘ 2 ’ =
Step 5: If (B‘f%r) < 0, then repeat Steps 3 and 4 with a

© new probability value.
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2
Step 6: If (B - %r) > 0, then find the root by using

. . . . a?
linear approximation until (B-j;) < |€l, where €

is an arbitrary number, say, 0.001.

Step 7: Calculate the testing time with the set of
Markov parameters Ajs and pjs found.

Step 8: Repeat Steps 2 to 7 for more simulation runs.

To illustrate the algorithm developed and the simulation
process, two examples are given below.

The first example that we have considered is a National
Semiconductor IC, DM74LS164. It is an 8 bit serial
in/parallel out shift register. This shift register features
gated serial inputs and an asynchronous CLEAR. A LOW logic
level at either serial input inhibits entry of the new data,
and resets the first flip-flop to the LOW level at the next
clock pulse, thus providing complete control over incoming
data. The logic diagram and function table of DM74LS5164 are
given in Fig. 5.1 and Table 5.1, respectively.

cLock Do_l, -— . . —
gl IR ENEER
SERAL & & o
: e Il Tl e T et el e TR
8 a . o
8 Oa a8 s s & s o

s o s Or 8 OCofperds O
|°I\ LB LD Le Iot-’ Icn oH

Fig 5.1: Logic representation of DM74LS164
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Inputs Outputs

CLEAR Clock A B Qs OQu .. Qu

L X X X L L L

H L X X Qro Qo ... Qo

H 0 H H H Qan o Qon

H N L X L Qan Qan

H 7 X L L Qan .. Qoo
rable S.1: Function table of DM74LS164
where H = logic HIGH level, L = logic LOW level;

X = don't care condition;

T = transition from logic LOW to HIGH level;

‘Qac to Qio = the previohs Qa to Q4 logic levels;

Qan to Qen = the logic levels of preceding FF at
clock traqsition.

To simplify the simulation, the following input
conditions are assumed.

1) The CLEAR input was assigned a HIGH logic level for
shift operation.

2) Serial inputs A and B were tied together to simulate
single bit input.

Since SR flip-flops constituted the logic diagram, the
case with R=S=1 was not allowed. Thus, stﬁck-at—o faults at
inverted outputs of Qj, for i‘= A to G, were considered. For
each fault category, the rate\kpf generating the input
patterns was assumed to be 1000/ms, and a 95% confidence
interval for detecting the  fault was used. A ‘priori
probability of fault was assumed to be 0.1. After 100000
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input patterns, the maximum testing times are estimated for
the following three cases. All SA0 faults have been
considered.

1) Only Qy was monitored.
2) Both Qf, Qg and Qy were monitored.

3) All outputs were monitored.

Example 5.1

In the first case, for stuck-at-0 fault at the
inverted output of flip-flop A, after applying
100000 input patterns with P (input = logic 0} =
0.085, we have

Cop = 44383, Cq1 = 0, Copz2 = 4228; and
Cig = 4227, Ci1 = 755, Ci2 = 3632; and
Cag = 0, Cz1 = 7859, Ca2 = 34916.

Then, the model parameters are calculated as
follows :

Ho = C01/100 ms = 0.0/ms,
M1 = C12/100 ms = 36.3/ms,
M2 = C20/100 ms = 0.0/ms,
Ao = C30/100 ms = 42.3/ms,
A1 = C21/100 ms = 78.6/ms,
A2 = Cp2/100 ms = 42.3/ms.

The estimated testing time will then be 0,046 ms.

Results of the three cases are presented in Tables 5.2
through 5.4, and in Figures 5.2 through 5.4, respectively.
P(0) is the probability of having logic 0 at input.
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SAD fault P({0) Parameters, # of trans/ms testing time, ms
INV(Qp) 0.085 Ag=0.0, A;=36.3, A,;=0.0,
Ra=42.3, ny=78.6, N,=42.3. 0.046
INV{Qg) 0.114 Ag=0.0, A;=40.8, A,=0.0,
Ma=47.4, M1=88.2, W,=47.4. 0.042
INV(Qc) 0.114 ho=0.0, Ay=47.0, Ay=0.0,
Mo=54.8, M;=101.8, p,=54.8. 0.036
INV{Qp) 0.145 Rhg=0.0, A1=57.4, A;=0.0,
 1p=66.5, 11=123.9, 1,=66.5. 0.031
INV(Qp) 0.186 Ag=0.0, A;=70.3, A;=0.0,
Mo=81.3, Wy=151.6, Hy=81.3. 0.027
INV(QF) 0.269 Ao=0.0, A1=90.8, A;=0.0,
we=104.9, 1;=195.7, M>=104.9. 0.023
INV(Qg) 0.465 Ao=0.0, A3=115.2, A,=0.0,
Mo=133.3, M;=248.5, U,=133.3. 0.017

Table 5.2:

Results with last output monitored

0.05 “swmew AL LD T T LA LI L T I T I L P P e T Ammmem
0.045 3 AT R R AR AT e E . B B R AU . ——————————
, 0.04 Jeen.-. - \ e etutmmmemmmsecmsmemesemsasmtetusateemanna
‘g 0.035 .u-;..._.-.------ ------ :&wl---- ----------- LT I T T L -
8 003 tnccccencncanaan. cemememeesmma  v——an
E N -----------------------
- 4. S memtetimemsmnem . T gt e e e m
o 0.025 \\ -
] 0.02 L L T ) Semsmam T T A T Py ------N-
&)
= 0.015 Jccanncmcrcmrermrmanan L LT T T e PN —— ;
0,01 deevscemcncacanan “rusmmmam mamcmemaa smsvsmsmamcan L rmamam
0,005 anus . cmmcdccmsmemtmtmmmmememam———
0 + t t t } {
INV(Qa) INV{Qb} INV(Qc) INV{Qd) INV(Qe) INV(CH) INV{Qa)

SAD Fault Type

%

Fig 5.2: Testing time vs fault type for case 1
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Sa0 fault P(D) Parameters, # of trans/ms Testing Time, ms

INV{Q,) 0.117 Ap=0.0, A;=37.5, A,=0.0,

$o=43.5, 11;=81.0, u,=43.5, 0.0a7
INV{Qg) 0.146 Ag=0.0, X;=41.9, A,=0.0,

Mo=48.7, 1,=90.6, p,=48.7. 0.041
INV{Q:) 0.188 Ao=0.0, XAy=46.4, A,=0.0,

Mo=54.1, 11=100.5, pH>=54.1. 0.035
INV(Qp) 0.268 Ao=0.0, X;=48.8, A;=0.0,

Mo=56.9, ny3=105.7, n»=56.9. 0.034
INV(Qz) 0.464 A0=0.0, Ay=33.1, A,=0.0,

Ho=38.4, M;=71.5, nu,=38.4. 0.056
INV(Qr) 0.463 Ap=0.0, A;=61.7, A.=0.0,

Mo=71.5, W=133.3, wr=71.5. 0.030
INV{Qg) 0.462 Ao=0.0, A;=114.9, A,=0.0,

Mo=132.8, W1=247.7, u,=132.8. 0.019
INV (Qp) + 0.117 Ao=0.0, A;=37.2, X;=0.0,
INV(Qp) + Mo=43.2, m;=80.4, p,=43.2. 0.047
INV{(Qg)
all INV(Q) 0.118 Ag=0.0, Ay=37.2, A,=0.0,

Bo=43.1, u,=80.4, p,=43.1, 0.049

Table 5.3: Results with last three cutputs monitored

0 L3 L4 ¥ L2 L P |
INV(OD)  WVIOo)  INV(O)  INVIOG)  INV(Oe)  INVion  INv{Dg)
: . ‘SAD Faut Type

Fig 5.3: Testing time vs fault type for case 2
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S5A0 fault P(0) Parameters, # of trans/ms Testinag Time, ms

INV(Qp) 0.487 Ag=0.0, A;=2.1, A,=0.0,

Ho=2.6, W1=4.6, U,=2.6. 0.607
INV{(Qy) 0.475 X0=0.0, A3=4.5, A.=0.0,

Mo=5.5, M;=9.9, u,=5.5. 0.292
INV(Qc) 0.458 XAo=0.0, Ay1=9.6, A:=0.0,

Mo=11.4, 1,=21.0, p,=11.4. 0.154
INV{Qp) 0.463 Ag=0.0, A3=17.9, A,=C 0,

Uo=21.2, M;=39.1, My=21.2. 0.082
INV{Qg) 0.461 X0=0.0, A3=33.1, A>=0.0,

Ho=38.5, W;=71.6, M»=38B.5. 0.052
INV(QF) 0.463 Ap=0.0, A1=61.7, A;=0.0,

Uo=71.2, Mmy=132.9, M,=71.2. 0.038
INV{Qgq) 0.4686 Ao=0.0, A;=115.1, A,=0.0,

UWo=133.0, My=248.1, M»=133.0. 0.018

Table 5.4: Results with all outputs monitored

1 A nmeecmmaman Cemmetemmecomemtoneemma s maee aoe
0.6 i mmmme o mmmmm s eeome cmmme emmms oo o e e e e e e
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0.2 - cermmeimes Nt e v s e e e et aemeesmmecnm—.emmus ———
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0 t t " } A ——
INV@2)  INV(Qb)  INV(Qe)  INVIQd)  INV(Qe)  INV(Q)  INV(Qg)
SAO Fault Type -

t

Testing Time, mS

Fig 5.4: Testing time irs‘f,ault‘type for case 3
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5.3 Exampla 2: 4-bit up/down counter

The second example that we have considered is anothor [
from National Semiconductor Corporation, DM74LS191. It is a
synchronous 4-bit up/down counter. The synchronous operation
is provided by having all flip-flops clocked simultancously.
The outputs of the four master-slave flip-fiops are triggered
on a LOW-to-HIGH level transition of the clock input, if the
ENABLE input is LOW. A HIGH at the ENABLE input inhibits
counting, The direction of the count is determined by the

level of the UP/DOWN input. When LOW, the counter counts up
and vice versa.

The counter is also fully programmable; that is, outputs
may be preset by placing a LOW on the LOAD input and entering
desired data at DATA INPUT A to D. The output will chanqe
independent of the clock input. Also, two outputs, RIPPLE

CLOCK and MAX/MIN, are provided for cascading purposes. The
logic diagram of DM74LS191 in given in Fig. 5.5,

To simplify the simulation, the following input
conditions are assumed.

1} The ENABLE input was assigned a LOW logic level for
count opcuration.

2) The LOAD input was assigned a HIGH logic level for
continuous counting.
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We have assumed stuck-at-0 faults at location LP9 to
LP14 as in Fig.5.5. For each fault category, the rate of
generating the input patterns was assumed to be 1000/mS, and
a 95% confidence interval for detecting the fault was used.
A priori probability of fault was assumed to be 0.1. After
100000 input patterns, the maximum testing times are
estimated for the following three cases.

1) Only Qp was monitored.
2) Both Q¢ and Qp were monitored.
3) All flip—flop outputs were monitored.

Pesults of three cases are presented in Tables 5.5
through 5.7, respectively. P(0) is the probability of having
logic 0 at input.

SAQ0 fault P {0) Parameters, # of trans/ms Testing Time:'ms'
LP9 - (8 - %?)'< 0. -
LP10 1.000 Ap=0.0, Ay3=0.0, A,=0.0,
Ho=62.5, K;=62.5, W1»=62.5. 0.022
LP11 0.464 Ao=0.0, A;=28.7, A;=0.0,
Mo=34.1, B1=62.8, fl,=34.1. 0.050
Lp12 0.537 20=0.0, A;=28.0, A;=0.0,
Mo=34.8, My=62.8, p,=34.8. | 0.044
LP13 0.000 A0=0.0, A1=0.0, A;=0.0,
. Mo=62.5, My=62.5, Mp=62.5. 0.022
LP14 ©1.000 A0=0.0, A;=0.0, A;=0.0, '
o Mo=62.5, 11,=62.5, Wy=62.5. 0.022

Table 5.5: Results with Qp monitored
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SA0 fault P (0) Parameters, # of trans/ms Testing Time, ms

LPY 0.456 X0=0.0, 1,=29.4, A;=0.0,

Mo=34.5, R1=63.9, W,=34.5. 0.053
LP10 0.532 Ap=0.0, A,=28.3, Ap=0.0,

Mp=33.0, 1;=61.3, W,=33.0. 0.059
LP11 0.000 20=0.0, A;=0.0, A,=0.0,

Ho=62.5, W1=62.5, W,=62.5. 0.022
LP12 11.000 Ao=0.0, A;=0.0, A,=0.0,

Mo=62.5, M31=62.5, M»=62.5. 0.022
LP13 0.000 Ao=0.0, A;=0.0, A;=0.0,

Mo=62.5, MW=62.5, Mp=62.5. 0.022
LP14 1.000 Ap=0.9, A=0.0, Ay=0.0,

Mo=62.5, M;=62.5, My=62.5. 0.022

Table 5.6: Results with Q¢ and Qp monitored

SAQ féult P{0) Parameters, # of trans/ms Testing Time, ms
LPY 0.000 Ag=0.0, A;=0.0, A=0.0,
| Mo=62.5, W1=62.5, Wo=62.5, 0.022
LP10 1.000 Ag=0.0, A3=0.0, Ap=0.0, :
Ho=62,5, Myn€2.5, Np=62.5. 0.022
LP11 0.000 Ap=0.0, A3=0.0, A,=0.0, S N
| o=62.5, 11=62.5, Wp=62.5. . 9022
LP12 1.000 ©  Ag=0.0, Ay=0.0, Ap=0.0, -==
| Mo=62.5, =625, Wpm62.5.: - 0.022.
LP13 0.000 - Ag=0.0, A1=0.0, A;=0.0,
Ho=62.5, 14=62.5, pp=62.5. = 0.022
. LP14 1.000  -7.3250.0, A=0.0, Az=0.0,
' Mo=62.5., P1=62.5, Mo=62.5. 0.022
; . - —

- ‘ (o

Table 5.7: Results with al

flip-flop outputs monitored
= ' // -~
1 Lr ‘,;’f.
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6.0 DISCUSSIONS

Two sequential logic circuits, DM74164 and D7 4191, have
been simulated and results are presented in Chanter 5. Some

of the observations are given below.
1) Besides the two end points, there is usually one root for

aZ
(B - —-), i.e. the value egual to 0, as shown in Fig. 6.1.

Thus, to speed up the simulation, we can stop Lhe search
once the root has been found Also, for the example in
Fig. 6.1, the valus of (B - ——) ranges from 630 to =-7300,
The arbitrary number € mentioned in Step 6 of the proposed

2
algorithm can be set at 3% of max value of (B - %‘—) to

minimize the iteration involved.
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2000 e neamana -~ —— [ / e b en et e e e A n -
=
3| .
s -3000 —— — S /A,
< \
.
@ 4000 J._. ———t —— fi e e e e e et et e e e
N 5000 —a— \ " mme emn s e s e e
6000 \ B
7000 doeeee — \ / . ——— —emm ot e
-8000 ——- -

LY D e e i D T T e
. 0

2
Fig 6.1: Typical curve of P(0) vs.. (B - -’;—)
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2)

3)

Lim Pg(t) _ Lim P3(t) _ Lim Pa(t)

t—)em t—o0 t—doo
h Lim Pg{t) Do
where, £ —300 B

Lim Pj(t) Dy

L—yo0 B

Lim Pa(t) D2

£ —yoo B

Also, Dg = D1 = D

This leads to the fact that for an N state continuocus
time Markov model,

Lim Pj(t) _ % where i = 1 to N. | (6.1)

t—yoo

'This implies that for an N state Markov model, the chance

of reaching each state, in spite of initial state

probabilities, will be the same. This can also be

extended to transition probabilities. Thuﬁéiwe have
R

f_ﬂ P3j(t) '115 L (6l2)

where, i =1 to N, 3j=1to N; : n

and, Do! D1' = D3, ‘
Do" = Di" = Dp".

(hi=-Ai) = constant for i = 0 to 2. This implies that
there are net rates of transitions from state 0 to state
2, state 2 to state 1 and state 1 to state 0. This
agrees with the Eqg. 6.1 above in the way that at any time
instant, if there is a transition, the probability of
reaching any possible state is 1/3.

Also, since our model is strongly coﬁnected, each state
can be reached from all other states, so that between
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4)

certain time interval, the transition probability of one
state to all states is also 1/3. This agrees with Eq.
6.2 above.

As time s becomes large, the Eq. 4.16 can be simplified

- as

Dp B-D D, B - D"

P * [}; * (——Er—ﬂ + E; n k————“—)] * ui{s) £ (6.3)

Then, from point 2 above, the Eq. 6.3 will give the
following inequality.

4
2 <
9 PO

where P is the a priori probability that a fault exists.
This sets the limit of up to which confidence level a
fault can be detected within the maximum testing time
obtainedﬁfrom Equations 4.17 and 4.18.

From Example 1, we may note

~a) The testing times required are Jlocation dependent.

When the fault gets farther from the observed
output (s}, the masking effect may make it less
detectable and we may take longer time to manifest the
effect of fault.

b) To overcome the masking effect, we need a different
P(0), input probability of having logic 0. The P(0)
values follow an exponential pat*ern However, it
approaches 0.5 and level off in the case of multiple
outputs being observed as shownxln Flg 6.2.

€) Multiple faults can be detected. ;Izﬁ\the estlmated
testing time and the P(0) requlrement as the hardest
detected SAQ0 fault, i.e. SAO fault‘at inverted output

of SR flip-flop A. Due to the masking effect, if the
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input patterns can detect the hardest detected SAQ

fauvlt, it can detect all others.

s
a.
0 ¥ L} ¥ ; L] —:
INV(Qa) INV(Ob)  INV{Qc)  INV(Qd)  INV{Qe) INV(Qf)  INV(Qg)
SAOQ faults
Fig 6.2: P(0) wvs different stuck-at-0 faults

for case 3 of example 1

6) From Example 2, we may note

a)

The sum of P(d) values in case of SA0 faults at LP;
and LPj+; = 1.0, where i = 9,11,13. It follows the
fact that‘LPS, LP1]l and LP13 are related to count down
operation and others are related to count up
operation. The count down and count up operations are
basically symmetrical.
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£.2 Conclusions

A continuous parameter Markov model for detecting
permanent stuck-at faults in synchronous sequential circuits
by random testing is proposed in the thesis. The developed
model, the related mathematical analysis and the examples
provide some useful insights into the nature of faults in
relation to random testing in sequential logic circuits and
the associated confidence measure. The proposed approach
does not require the formation of a product state table
corresponding to the fault-free and the faulty state tables
of the circuit; instead, the state tables of the fault free

circuit and its faulty version are required to simulate the
behavior of the faults.
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APPENDIX A1:

FORTRAN program to simulate DM74LS164.
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&

INTLGER Q(8},NQ(8),0UT(64,64),NS(256,256),T(8),K(8),
iNe¢8), TP, TP1,TP2,TP3,T(8),D(8B),R(8),S(8),FFT,
+ AND2, AND3, AND4, ANDS5,0R2,0R3, NANDZ, NAND3, INV

PARAMETERS DESCRIPTION
o(I),NQ(I) : FLIP-FLOP I'S CONDITION

QUT(I,J} : OUTPUT WITH PRESENT STATE I & INPUT J
NS(I,J) : NEXT STATE WITH PRESENT STATE I & INPUT J

J(I),K(I) : INPUT CONDITIONS OF JK FLIP-FLOP I
R{I),S(I) : INPUT CONDITIONS OF RS FLIP-FLOP I
D(I) : INPUT CONDITION OF D FLIP-FLOP I
T{I) : INPUT CONDITION OF T FLIP-FLOP I

INP(I) : CONDITION OF INPUT LINE I
TP, TP1,TP2,TP3 : TEMPORARY STORAGE
FFT : VALUE FOR FLIP-FLOP TYPE :-

1l FOR D FLIP-FLOP

2 FOR T FLIP-FLOP

3 FOR RS FLIP-FLOP

4 FOR JK FLIP-FLOP
NFF : TOTAL NUMBER OF FLIP-FLOP
NINP : TOTAL NUMBER OF INPUT LINE

noocoooocOoooonNcOoocO0On

FFT
NFF
NINP = 1 -

NFFl = 2 ** NFF
NINP1l = 2 ** NINP

3
8

ENG = 0

DO 10 I = 1,NINP1

TP = I -1

DO 20 I1 = 1,NINP
INP(I1) = 0

TPl = TP / 2
IF (2*TP1.NE. TP .AND. TP.NE.0) INP(I1) = 1
TP = TP1 .
20 CONTINUE
DO 30 I2 = i,NFF1
TP2 = 12 -~ 1
DO 40 I3 = 1,NFF
Q(NFF-I3+1) = 0
TP3 = TP2 / 2
IF (2*TP3.NE.TP2 .AND. TP2.NE. 0) Q(NFF-I3+1) = 1
NQ(NFF-I3+1) = INV(Q(NFF-I3+1})
TP2 = TP3 -
40 CONTINUE

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCee

c .

. c DESCRIBE THE INPUT CONDITIONS OF FLIP-FLOPS

e .

kccccccccccc.\cccccccccccccccccccccccccccccccccccccccccccccccccccccc
: S(1) ¥ INP(1)

R(1) = INV(INP(1})
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55

101

70
60
30

222
10

S(2) = Q()

R{2) = INV(Q(1})

S(3) = Q)

R{3} = INV{(Q(Z)}

S{4) = Q(3)

R{4) = INV(Q(3))

S{5) = Q(4)

R(5) = INV(Q{4))

S(6) = Q(5)

R(6) = INV(Q(5))

S{7) = Q(6)

R({(7) = INV(Q(6))

S(8) = Q(7)

R(B) = INV(Q(7))

QUT(I,I2) = 0

DO 55 IQUT = 1,NFF
OUT(I,I2) = QUT(I,I2) + Q(IOUT) * 2**{(NFF-IOUT)

CONTINUE

NS(I,I2) =1

DO 60 IS5 = 1,NFF
GOTO (1,2,3,4) FFT
NQ(I5) =0
IF ( D(I5).EQ.1 )} NQ(I5) = 1
GOTO 70

NQ{I3) = Q(I5)
IF ( T(IS).EQ.1 ) NQ(IS)
GOTO 70
IF ( R(IS).EQ.S(I5) ) THEN
NQ(I5) = Q(IS) : _
IF ( R(I5).EQ.1 ) WRITE(6,101) 15
GOTO 70
ENDIF
FORMAT (' BOTH INPUTS OF RS F.F.',Il,' ARE 1')
NQ(IS) = S(I5)
GOTO 70 ‘
IF ( J(15).EQ. K(15) ) THEN
NQ(I5) = Q(I5)
IF ( J(I5).EQ.1 ) NQ(I5) = INV(Q(IS5))
GOTO 70 '
ENDIF
NO(I5) = J(I5) . .
NS(I,12) = NS(I,I2) + NQ(I5) * 2%* (NFF-I5)

Il

MOD( Q(I5)+1,2 )

Y

CONTINUE ‘
CONTINUE
WRITE(6,222) ( NS(I,I2),0UT(I,I2), I2 = 1,NFF1 ) ,
FORMAT (2I4) o
CONTINUE
STOP
END

INTEGER FUNCTION AND2 (I1, I2)
AND2 = I1 * I2
RETURN

END

72



INTEGER FUNCTION AND3(I1,12,I3)
AND3 = 11 * I2 = I3

RETURHN

END

INTEGER FUNCTION AND4(I1,I2,I3,14)
AND4 = I1 * 12 * I3 * I4

RETURN

END

INTEGER FUNCTION ANDS(I1,I2,I3,I4,1I5)
ANDS = I1 * I2 * I3 * I4 *» IS

RETURN

END

INTEGER FUNCTION OR2(I1,1I2)
OR2 = Il + I2

IF (OR2 .GT. 1) THEN OR2 = 1
RETURN

END

INTEGER FUNCTION OR3(Il,I2,13)
OR3 = I1 + I2 + I3

IF (OR3 .GT. 1) THEN OR3 = 1
RETURN :

END

INTEGER FUNCTION NANDZ(II I12)
NANDZ = Il * 12

~IF (NANDZ2 .EQ. 1) THEN

NANDZ2 = 0

ELSE

NANDZ2 = 1

ENDIF

RETURN

END

INTEGER FUNCTION NAND3(I1,I2,1I3)
NAND3 = I1 * I2 * I3-
IF (NAND3 .EQ. 1) THEN
NAND3 = 0 N
ELSE h
/i NAND3 = 1
ENDIF
RETURN
END

INTEGER FUNCTION INV(I1)
INV = T1
~IF (INV .EQ. 1) THEN
INV = 0
ELSE
INV = 1

3



ENDIF
RETURN
END
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APPENDIX A2:

FORTRAN program to simulate DM74LS191.
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INTEGER Q(S),NQ(B),OUT(64,64),NS(256,256),J(B),K(S),
* INP(B),TP,TPl,TPZ,TP3,T(8),D(S),R{S),S(S),FFT,
AVD2,AND3,AND4,ANDS,ORZ,ORS,NANDE,UAND?,INV,
DOWNUP, ENG

PARAMETEZRS DESCRIPTION

Q(I),NQ(I) : FLIP-FLO? I'S CONDITION

QUT(I,J) : QUTPUT WITH PRESENT STATE I & INPUT J
NS(I,J) : NEXT STATE WITH PRESENT STATE I & INPUT J
J(I),X(I) : INPUT CONDITIONS OF JK FLIP-FLOP I
R{(I),S(I) : INPUT CONDITIONS OF RS FLIP-FLOP I

D(I) : INPUT CONDITION OF D FLIP-FLOP I

T(I) : INPUT CONDITION OF T FLIP-FLOP I

INP(I) : CONDITION OF INPUT LINE I

TP, TP1,TP2,TP3 : TEMPORARY STORAGE
F¥T : VALUE FOR FLIP-FLOP TYPE :-
1 FOR D FLIP-FLOP
2 FOR T FLIP-FLOP
3 FOR RS FLIP-FLOP
4 FOR JK FLIP-FLOP
NFF : TOTAL NUMBER QF FLIP-FLOP
NINP : TOTAL NUMBER OF INPUT LINE

o000 000000n0n00n0n

FFT = 4
NFE = 4

ENs = 0

DO 10 T = 1,NINP1

TP =1I-=-1

DO 20 I1 = 1,NINP
INP(I1) =0

TPl = TP / 2
IF (2*TP1.NE.TP .AND. TP.NE.0) INP({Il) = 1
TP = TP1
20 CONTINUE
DO 30 I2 = 1,NFF1
TP2 = I2 - 1
DO 40 I3 = 1,NFF
" Q(NFF-I3+1) = 0
TP3 = TP2 / 2
IF (2*TP3.NE.TP2 .AND. TP2.NE.O) Q(NFF—I3+1) =1
NQ(NFF-I3+1) = INV(Q(NFF-13+1))
TP2 = TP3
40 CONTINUE

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
c

C DESCRIBE THE INPUT CONDITIONS OF FLIP-FLOPS
-C

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
DOWNUP = INP (1)
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70
60
30

LP1 = INV(DOWNUP}
LP2 = INV(LP1)
LP3 = INV(ENG)
LP4 = INV({LOAD)
LP5 = ANDS(LP1,0Q(1),Q(2),0(3),0Q(4))
LP6 = AND5(LPZ2, INV(Q(1)),INV(Q(2)),INV(Q(3)),INV(Q(4)))
MMOUT = OR2(LFS5,LP6)
LP7 = ANDZ (INV(LPZ2),LP3)
LP8 = AND2(LP3, INV(LP1))
LP9 = AND2(LP8, INV{(Q(1)))
LP10 = AND2({Q{1l),LP7)
LP11l = AND3(LP8,INV(Q{(1)), INV(Q(2)}))
LP12 = AND3(Q(1),Q(2),LP7)
LP13 = AND4 (LP8,INV(Q(1)),INV(Q(2)),INV{Q(3)))
LP14 = AND4(Q(1),0Q(2),Q(3),LP7)
J(1) = LP3
K(1) = J(1)
J(2) = OR2(LP9,LP10)
K(2) = J(2)
J{3) = OR2(LP11,LP12)
K(3) = J3(3)
J(4) = OR2(LP13,LP14)
K{4) = J(4)
OUT(I,I2) = 0
DO 55 IOUT = 1,NEF

OUT(I,I2) = OUT(I,I2) + Q(IOUT) * 2%* (NFF-IOUT)
CONTINUE
NS(I,I2) = 1
DO 64 I5 = 1,NFF

GOTO (1,2,3,4) FFT

NQ(IS) = 0

IF ( D(I5).EQ.1 ) NQ(I5) = 1

GOTO 70

NQ(I3) = Q(IS)

IF ( T(I5).EQ.1 ) NQ(I5)

GOTO 70
IF ( R(I5).EQ.S(I5) ) THEN
NQ(IS) = Q(IS)
IF ( R(IS).EQ.1 ) WRITE(6,101) IS5
GOTO 70
ENDIF
FORMAT(' BOTH INPUTS OF RS F.F.',TI1,' ARE 1')
NQ(I5) = S(I5)
GOTO 70
IF ( J(I5) .EQ.K(I5) ) THEN
NQ(I5) = Q(IS) ,
IF ( J(IS).EQ.l ) NQ(IS) = INV(Q(I5))
GOTO 70
. ENDIF
NQ(I5) = J(I5)

CONTINUE

MOD{ Q(I5)+1,2 )

NS(I,I2) = NS(I IZ) + NQ(I5) * 2**(NFF- IS)

CONTINUE
WRITE (6, 222)

( NS(;,Iz);OUT(I,Iz), 12:= 1,NFF1 )
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FORMAT (214)
CONTINUE
STOP
END

INTEGER FUNCTION AND2(I1,I2)
AND2 = TI1 * I2

RETURN

END

INTEGER FUNCTION AND3(I1,I2,I3)
AND3 = I1 * I2 * I3

RETURN

END

INTEGER FUNCTION AND4(I1,1I2,13,I4)

AND4 = Il * I2 * I3 * I4
RETURN
END

INTEGER FUNCTION.ANDS(II,IZ,I3,I4,15)-

ANDS = I1 * I2 * I3 * I4 * I5
RETURN
END

INTEGER FUNCTION OR2(I1,I2)
OR2 = I1 + 1I2

IF (OR2 .GT. 1) THEN OR2 = 1
RETURN

END

INTEGER FUNCTION OR3(I1,I2,1I3)
OR3 = Il + I2 + I3 .

IF (OR3 .GT. 1) THEN OR3 = 1
RETURN

END

INTEGER FUNCTION NANDZ (I1,I2)
NAND2 = I1 * 12

IF (NAND2 .EQ. 1) THEN

NAND2 = 0

 ELSE

NAND2 = 1

ENDIF v
RETURN
END

INTEGER FUNCTION NAND3 (11,12,13)

NAND3 = I1 * I2 * I3
IF (NAND3 .EQ. 1) THEN

NAND3 = Q0 .
ELSE ‘
NAND3 = 1°

ENDIF
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RETURN
END

INTEGER FUNCTION INV(Il)
INV = I1

IF (INV .EQ. 1) THEN
INV = 0

ELSE
INV = 1

ENDIF

RETURN

END
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APPENDIX A3:

FORTRAN program to calculate testing time.
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AN

INTEGER R1,NS1(256,256) ,NS2(256,256),0UT1(256,256),
OouUT2(256,256), INP (8) ,NFF,NFF1,NINP,NINP1, L1,

RATE1
C
REAL pO(8),PF,A,B,C1,C22,D0,D1,D2,D22,CHECK1, CHECK2,
¥ ALPHA,G1,G2,Hl,HZ,0ME1,OME2, W, STIME, LOWER, UPPER,
* TEMP (6) , LPROB, STEP, ERR

EXTERNAL RNSET, RNUNF

CoMMON A, B,C1,C22,D0,D1,D2,D22,NS1,NS2,0UT1,0UT2, PF,

* NINP, ALPHA,PO
CCCCCLLLCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCeee

c
c PARAMETERS DESCRIPTION

C

C $1,82 : THE PRESENT STATE OF THE FAULT-FREE AND FAULTY
C MACHINE

C Rl : TOTAL NUMBER OF SIMULATION RUN

c L1 : NUMBER OF INPUT PATTERN AT EACHE RUN

o NS1(I,J),NS2(I,J) : NEXT STATE OF THE TWO MACHINES

c WITH PRESENT STATE I AND INPUT J

c OUTP1,0QUTP2 : TEMPORARY STORAGE FOR MACHINE OUTPUTS

(o QUT1(1,J),0UT2(I,J) : MACHINE QUTPUTS WITH PRESENT

c STATE I AND INPUT J

c CTTOT(TI,J) : COUNT TOTAL OF ALL SIMULATION RUN FROM

c o STATE I TC J

c COUNT(R,I,J) : THE COUNT FROM STATE I TO J FOR THE R th
c RUN

c STATE (I) : TEMPORARY STORAGE FOR PRESENT STATE AND

c NEXT STATE :-

c ' 1 FOR NEITHER OUTPUT NOR STATE

c TRANSITION BEING DIFFERNT,

(o] 2 FOR OUTPUT BEING DIFFERNT,

C 3 FOR ONLY STATE TRANSITION DIFFERNT

C INP(I) : CONDITION FOR INPUT LINE I

C PO(I) : PROBABILITY OF INPUT LINE I HAVING LOGIC O

C STEP : CHANGING STEP OF PO(I)

C CTAVE (I,J) : THE COUNT AVERAGE OF ALL SIMULATION RUN

C PF : THE PROBABILITY OF HAVING STUCK-AT FAULT

C LDO,LD1, LD2,MUO, MUl MU2 : PARAMETERS OBTAINED FROM THE
c COUNTS A

C ALPHA : THE CONFIDENCE INTERVAL =

o] STIME : THE TIME REQUIRED FOR - DETECTION: TAULT WITH THE
C \ GIVEN CONFIDENCE INTERVAL

c RATEL : THE RATE OF GENERATE INPUT PATTERN

C TEMP (I) : TEMPORARY STORAGE FOR CHECK1 AND PO (1)

c

/‘-1.—-\

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
c

c DEFINE PARAMETERS

G . ‘
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC 2

‘READ(3,131) NFF,NINP,R1 - .
READ (3,132) L1,RATE1

81



READ(3,133) PF,ALPHA, STEP
WRITE(6,131) NFF,NINP,R1
WRITE(6,132) L1,RATEl
WRITE (6,133) PF,ALPHA,STEP

131 FORMAT(3I2)

132 FORMAT (21I7)

133 FTORMAT(3F6.3)
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
C
C READ STATE TABTZS
C
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC

DO 5 I = 1,NINP1
READ (4,101) (NS1(J,I), OUT1(J,I), J=1,NFF1)
READ (5,101) (NS2(J,I), OUT2(J,I), J=1,NFF1)
5 CONTINUE

101 FORMAT(2I4)
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
Cc
C SET PARAMETERS
c
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC

CALL RNSET (0)
NFF1l = 2 ** NFF
NINP1l = 2 ** NINP

PO(1) = 0.0
ERR = 0.0
TEMP (1) = 0.0

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
C .

€ MAIN LOOP
o

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
301 CALL PARA (L1, R1,RATE1, CHECK1, CHECK2)
IF (CHECKl .GT. ERR) ERR = CHECK1
IF (ABS(B) .GT. 0.001) THEN
IF (CHECK1l .GT. 0) CALL CAL (PF', ALPHA, CHECK1, CHECK2)
If (TEMP (1) .EQ. 0) GOTO 904

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
c .

C FIND ROOT
C

ccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc :
IF (CHECK1/TEMP (1) .LT. Q) THEN
ERR = 0.03 * ERR '
IF (ERR .LT. 0.001) ERR = 0.001
TEMP (2) = CHECK1l -
+ PO(1l) = LOWER + TEMP (1) *STEP/ (TEMP (1) ~TEMP (2) )
302 CALL PARA (L1,R1,,RATE1l,CHECK1, CHECKZ2) ,
- IF (ABS(B).LT.0.0001) THEN !
PO(1) = LPROB + STEP
‘' GOTO 301 : '
ENDIF !

IF (CHECKL.GT.0 .AND. CHECK1.LT.ERR) 'THEN

82



CALL CAL (PF,ALPHA,CHECK1,CHECK2)
PO(1) = 1.0
GOTO 904
ENDIF
IF (CHECK1/TEMP (1) .LT.0) THEN
UPPER = PO{(1)
TEMP (2) = CHECK1
ELSE
LOWER = PO (1)
TEMP (1) = CHECK1
ENDIF
PO(1) = LOWER + TEMP (1) * (UPPER-LOWER) / (TEMP (1) -
* TEMP (2) )
IF ((CHECK1.GT.0) .AND. ((PO{1)}-LOWER).LT.0.001)) THEN
CALL CAL (PF,ALPHA,CHECK1,CHECK2)
PO(1) = 1.0
GOTO 904
ENDIF
GOTO 302
ENDIF
ENDIF
CCCCCCCCCCCCOCtCCCCCCCCCCCtCeCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCeCeee
o
C CHANGING STEP FOR PO (1)
c
CCCCCCCCCCCCCCrCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCeCee
904 TEMP(1l) = CHECK1

LOWER = PO({1)
PO(1) = PO(1l) + STEP
LPROB .= PO{1)

. UPPER = P0O{1)
IF (PO(1) .LT. 1.0) GOTO 301
STOP
END
CCCCCCCCCCCCCCECCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCee
C : K -
C' SUBROUTINE TO OBTAIN MARKOV MODEL PARAMETERS
C
CCCCCeCCCCeeeCCCCeCeeeeeeeCCCCCCeCCCCeCeCCCCCECCtCCeCCCCCCCeeeee
SUBROUTINE PARA (L1,R1,RATEl, CHECK1,CHECK2)
" INTEGER S, S1,S$2,R1,NS1(256,256),NS2 (256, 256) ,0UTP1,

* 0UTP2,0UT1(256,256),OUT2(256,256),CTTOT(3,3),
* - COUNT(10,3,3),STATE(2),INP(8), Ll
c
REAL PO(8),CTAVE(3,3),PF,LDO,LD1, LDZ MUO,MULl,MU2, A, B, Cl,
* c22,D00,D1,D2,D22,CHECK], CHECKZ ALPHA,RATE

\\-._

0

EXTERNAL RNSET, RNUNF
CoMMON A,B,C1,C22,D0,D1,D2,D22,NS1,NS2,0UTL, OUT2, PF,
L NINP,ALPHA, PO
RATE = L1 / RATE1
. WRITE(6,116) RATE1
116 FORMAT(' THE RATE OF GENERATING INPUT SEQUENCE =
F10.2,' / MS')

[4



11
10

40
30

50

60

65

71
70
20

90
80

111
104

DO 10 ¥ = 1,3
DO 11 J = 1,3
CTTOT(I,J) = 0

CONTINUE
CONTINUE
DO 20 R = 1,R1
DO 30 I = 1,3
DO 40 J = 1,3
COUNT(R,I,J) = 0
CONTINUE
CONTINUE
STATE(1l) = 1
STATE(2) = 1
S1 =1
S2 =1
L =1
IF ( L.GT.L1 ) GOTO 65
Il =2
DO 60 I = 1,NINP
IF { RNUNF() .GT.PO(I) ) Il = Il + 2**(I-1)
CONTINUE
QUTP1 = QUT1( Si,I1 )
QUTP2 = OUT2( S2,11 )
IF ( OUTP1.NE.OUTP2 ) STATE(2) = 2
81 = NS1{ S1,I1)
82 = NS2( S$2,11 )
IF ( STATE(2).NE.2 .AND. S1.NE.S2 )
* STATE(2) = 3
COUNT( R,STATE(1l),STATE(2) ) =
* COUNT( R,STATE(1),STATE(2) ) + 1
L=1L41
STATE (1) = STATE (2)
STATE(2) = 1
GOTO 50
CONTINUE
DO 70 I = 1,3
DO 71 J = 1,3
CTTOT(I,J) = CTTOT(I,J) + COUNT(R,I,J)
CONTINUE
CONTINUE .
CONTINUE
DO 80 I = 1,3
DO 90 g = 1,3 .
CTAVE(I,J) = 1.*CTTOT(I,J) / Rl
WRITE(6,104) I-1,J-1, ( COUNT(R,I,J), R = 1,R1 },
* CTAVE (I, J)
CONTINUE
CONTINUE
WRITE(6,111)
FORMAT (' ')
FORMAT (' COUNT ( *,I1,' , ',I1,' ) =',I110,',AVE = ',
* F10.2)
LDO = CTAVE(1,2) / RATE
LDl = CTAVE(2,3) / RATE

84



CTAVE(3,1) / RATE

MU0 = CTAVE(2,1) / RATE
MOl = CTAVE(3,2) / RATE
MU2 = CTAVE(1,3) / RATE

A = MUO+MUl+MU2+LDO+LD1+LD2

B MUO*MUL+MUO*MU2+MUL*MU2+LDO*LD1+LDO*LD2+
* LD1*LD2+LDO*MU1+LD1*MU2+LD2*MUO

Cl = LDO

€22 = MUl

DO = MUO*LD2+MUQ*MUL+LD1*LD2

D1l = LDO*LD2+LDQO*MUL+MU1+*MU2

D2 = MUO*MU2+MU2*LD1+LDO*LD1

D22 = LDO*LD2+LDO*MUL1+MUL*MU2
CHECK1 = B — A**2/4
IF (B.EQ.0) THEN

WRITE (6,131) PO(1)

131 FORMAT (' B EQUALS ZERO AT PO(1l) = ',F5.2)
CHECKZ = 9999
ELSE
CHECK2 = PF * (DO*(B-D1) + D2*(B-D22)) / B**2
ENDIF

WRITE (6,113) PO{1)
WRITE(6,114) CHECK1, CHECK?2
WRITE (6,111)
113 FORMAT(' THE PROBABILITY OF HAVING INPUT LINE WITH',
* " LOGIC 0 = ', F12.9)
114 FORMAT(' CHECKl1 = ',F12.7,5X, 'CHECK2 = ',F12.7)
IF ( CHECK1.LT.O ) THEN '
WRITE (6, 130)
130 FORMAT (' B - A**2/4 LESS THAN ZERO')
ENDIF '
IF ( ALPHA.LT.CHECKZ2 )} THEN
WRITE (6,105) PO(1),ALPHA

105 FORMAT {'NO TEST WILL BE GOOD ENOUGH FOR PO (1) =',
* F8.5, ' WITH ALPHA = ', F5.2)
ENDIF
WRITE (6,111)
RETURN
END

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
C

C SUBROUTINE TO CALCULATE TESTING TIME

C h .

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
SUBROUTINE CAL (PF,ALPHA,CHECK1,CHECK2)

c

REAL P0Q(8),CTAVE(3,3),PF,A,B,Cl1,

* c22,p0,D1,D2,D22,CHECK], CHECK2, PF, ALPHA
C

COMMON A, B,C1,C22,D0,D1,D2,D22

Gl =-D1/B

G2 = -D22 / B

Hl = ( 2*B*C1 - A*D1 ) / ( 2*B*SQRT (CHECK1) )

H2 =

( 2*B*C22 - A*D22 ) / { 2*B*SQRT(CHECK1) )
/
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801
308

106
802

OHE1
OME2

SQRT( G1**2 + H1**2 )
SORT( G2**2 + H2**2 )

(It

W = PF * (DO*OME1l + D2Z2*OMEZ}) / (B*(ALPHA - CHECK2})

WRITE(6,801) A,B,C1,C22

WRITE{6,801) DO,D1,D2,D22
WRITE(6,801) G1,G2,H1,H2

WRITE (6,801) OME1l,0ME2,CHECRL,CHECK2
FORMAT (4F15.8)

STIME = 2.0 * ALOG(W) / A
FORMAT (6, 802)

WRITE (6,106) STIME

FORMAT (6, 802)

FORMAT (' THE TESTING TIME RzZQUIRED =
FORMAT ('')

RETURN

END

86
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APPENDIX B1:

Solving of steady state probabilities.
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APPENDIX B2:

Solving of transition probabilities.
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