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ABSTRACT

Communication protocol design consists essentially of the construction of interacting
protocol entities which cooperate to provide a set of specified services to the service users.
Protocol validation or design verification is a pre-implementation ph'ase in the protocol
development process which is essential for the detection of design errors such as deadlocks
and incompleteness (unspecified receptions). The conventional analytic approach to
protocol design consists of iteratively specifying a protocol in an informal manner, then
validating it by analytic methods and correcting it untl it becomes error-free. The synthetic
approach consists. of the automatic or semi-automatic (interactive) construction of the
communicating protocol entities using 2 synthesis method which guarantees the
correctmess of the resulting protocol with respect to freedom from design errors and

provision of the specified service.

In this thesis, we develop service-oriented synthesis methods for the design and validation
of communications protocols. First, we introduce an efficient, localized, synthetic
technique for the validation of an existing protocol design. The technique can also be

extended to complete an erroneous protocol design so as to satisfy the service

specification.

Then, after providing the rationale for designing protocols starting from service
specifications, we introduce an automatic, service-oriented synthesis method for the design

of communication protocols. Given the services a protocol is supposed to provide to 2

—



number of service users, our method automatically derives the specification of the
corresponding communicating protocol entities. Both service and protocol entity
specifications are modeled by the finite state machine (FSM) specification model. The
interactions among the derived entiijes through a reliable FIFO communication medium
combine to provide the set of specified services. Moreover, the synthesis method

guarantees both semantic and syntacsic correctness of the resulting protocol specifications.

Furthermore, to enhance the expressive power of the specification model and the
functionaljgy: of the protocol, the FSM model is extended to allow the specification to
include concurrent behaviors of service users at the distributed service access points. The
synthesis method is modified accordingly 1o accomodate this extended FSM specification
model of communication services and protocols. This provides a potentially useful link tb
state-oriented FDTs (Formal Description Techniques) such as SDL [CCITT 88] and Estelle
[ISO 9074]. Moreover, the method is extended to synthesize error-recovery mechanisms in
the derived protocol speci.ﬁintions to handle the case of an unreliable communication

medium.

Finally, the feastbility and usefulness of the synthesis method is demonstrated by its
application to fSO's association control service specification. Interestingly, the method
exactly reproduces the corresponding ISO protocol, thus providing evidence of the value of -
our approach for real protocol design processes.
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CHAPTER 1

INTRODUCTION

1.1. Context and Motivation for the Thesis

Reliable computer communication protocols play a critical role in providing effective
communication services. A conunwxic;m'an protocol consists of a set of rules which govern
the orderly exchange of information among network components in order to provide a
specified set of services to service users located at different access points. The
communication service specification describes the distributed functons that a
communication system must provide to its service users. The specification of a
communication protocol includes the specification of the communicating protocol entities,
each servicing a particular service access point.

The increasing complexity of communication protocols requires more expressive and
precise techniques to specify and develop reliable communication systems. Experience has
shown that the development process for communication software is tedious, delicare and -
complicated. We hope that judicious formalization in the early phases of the process may
avoid the occurrence of design problems in the final product. In this way, re-design costs
can be minimized and communication software may be developed in the most cost-effective

and productive way.

The use of natural language, English-iike descriptions of increasingly complex protocols

and services has unnecessarily complicated the work of designers and implementors. Such



descriptions are not rigorous and in fact, are often incomprehensible and ambiguous

(allowing different interpretations).

Inrecent years, a great deal of research has been done in the area of formal description and
validation techniques for distributed systems in general, and communication software in
particular [FDT 88-89, IFIP 80-90]. In particular, a wide range of specification formalisms
and techniques have been introduced. Each of these techniques attempts to offer desirable
features for formal cicscription techniques (FDTs), such as readability, conciseness,
modularity and expressiveness. These formal techniques can be classified into seven
categories: (i) the transition-based models which include the finite state machine (FSM)
model [BOCH 78, DANT 80], and Petri-net models [BERT 82, BILL 82, DANT 77,
DIAZ 82, MERL 76], (ii) the programming language-based models [BOCH 77, BRAN 78,
BUHR 83, LOGR 83, SIDH 83, URAL 90), (iii) the formal language-based models
[HAAS 85, HARA 78, TENG 78], (iv) the temporal logic-based models [HAIL 80,
SCHW 82], (v) the behavior-based models which include the communicating sequential
processes (CSP) [BROO 84, HOAR 85], and the calculus of communiczting systems
(CCS) [MILN 80, MILN 89], (vi) the trace-based models [BART 77, HOFF 85, MCLE
84], and (vii) the standard formal description techniques which include LOTOS [BOLO §7,
ISO 8807], ESTELLE [BUDK 87, ISO 9074] and SDL [BELI 88, CCITT 88, SARA 87].

Among these formal specification models, the FSM model describes a protocol entity as a
labelled directed graph. This model is very naﬁnal in its description of the sequence of
behaviors of protocol entities. Therefore, it is relatively simple to model and.analyze
protocols using the FSM model. Moreover, the FSM model, as oppéscd to other models,
has been extensively used for designing and specifying real-life protocols. Finally, FSM

descriptions are familiar to probably the largest audience of communication software



engineers. For these reasons, we used the FSM model for the research reported in this

thesis.

Because of their complex nature, communication protocols are very hard to design properly
in an informal and non-methodical fashion [BOCH 80, RUDI 88]. As a result, design
errors are not uncommon. Design errors will eventually result in an erroneous protocol
implementation unless they are detected at an early stage. To eliminate these errors, we
have to rely on the validation (design verification) phase: 2 post-design activity of the
protocol development process which is intended to detect design errors. Moreover, the
sequence of re-design, analysis, error detection and correction is applied iteratively until

the protocol design becomes error-free.
These design errors are of two types:

1) general errors related to the safety of the protocol, often called logical or syntactic
errors, such as deadlocks and unspecified receptions, and

2) specific errors related to the comrectness of the functions or liveness of the protocol

and are often called semantic errors.

Typically, syntactic errors can be detected by state-space search techniques, whereas
semantic errors can be extremely difficult to detect. Various validation techniques have been
developed to support the many formal specification models for communication software,
Validation of FSM protocol specifications is based on a widely used, but inefficient
technique called "reachability analysis" [BOCH 78, WEST 78]. To reduce the complexity
of this technique, various other FSM-based validétion techniques have been developed and
are being widely used [LINC 88, YUAN 88].



A protocol design process consists essentially of the construction of interacting protocol
entities which cooperate to provide a set of (possibly informally) specified services to the
service users, while guaranteeing that no errors will be manifested. Two approaches to
protocol design are known, analysis and synthesis [ZAFI 80].

The informal protocol design approach ooﬁ:bined iteratively with a validation procedure, is
often called the analysis approach to protocol design. The second approach is the synthesis
approach, in which various methods are used to construct or complete a partially specified
protocol such that the interactions among the constructed or completed protocol entities are
free from both types of design errors. The synthesis is based on an incremental approach in
which both the construction and the validation of the protocol are performed
simultaneously. Therefore, the correctness of the synthesized protocol is often a direct by-

product of the synthesis method. This thesis will focus on the synthetic design approach.

A related task is the verification of the protocol implementation against its protocol
specification, called conformance testing (or implementation verification) [ISO 9646]
[PROB 89). We believe that specification and design validation tools should be designed
keeping in mind the subsequent requirements for design and validation of conformance

tests. This is an integral part of software design-for-testability, but is beyond the scope of
this thesis.

In this thesis, we assume a layered architecture of communication software. As well, we
choose 1o emphasize the importance of the service concept by making a clear distinction
between protocols and services. At a high level of abstraction, we view a communication
system as a service provider offering a specified set of communication services to some

service users accessing the system through mahy distributed scrvic;: access points (SAPs).

4



However, at a more refined level of abstraction, the communication services are providcd
to the service users by a number of interacting protocel entities which exchange protocol
messages that are not observable at the SAPs. A protocol entity uses its lower layer service
functons to relay protocol messages to another protocol entity. This viewpoint is made
clear in Chapter 2.

The main motivation for the research done in this thesis is the urgent need for a synthetic
protocol design methodology which would avoid the need for 2 ime-consuming validation
procedure since in principle, the validation of the protocol is a by-product of the protocol
synthesis method itself. In the context of the layered architecture of the OSI reference
model, the synthesis problem we need to solve is "the design of an (N)-protocol from both
(N)- and (N-1)- service specifications” [VISS 85). |

1.2. Objectives and Overview of Main Contributions

The primary objective of this thesis is to define a service-oriented method for the synthesis
of protocol entity specifications starting from the service specification. The method must be
flexible and efﬁcicnt enough to be applied to the synthesis of mult-party protocols in both
synchronous and asynchronous communication environments. Furthermore, the proof of
correctness of the synthesized protocol must be directly derivable, so that no further
validation of the resulting protocol would be required.

The main contributions of this thesis are:

(1) The introduction of an efficient localized and synthetic validation technique, which,
in addition to validating a protocol, can be extended to synthesize or complete a

protocol specification in order to satsfy the service specification.

5



(2) Direct evidence for the need for and direct benefits from using a precise service
specification as a starting point for the automatic synthesis of reliable

comrmunication protocols.

(3) The introduction of a new service-oriented synthesis method for the design of
communication protocols starting from the service specification. This method is
more general than other existing synthesis methods in its application to synthesize
mult-party protocols. Extensions to the method to synthesize error-recoverable

protocols and to handle colliding service primitives are also proposed.
1.3. Qutline of the Thesis

The thesis is organized as follows.

In Chapter 2, we present specification, design and validation issues, and a survey and

assess synthetic protocol design methods.

In Chapter 3, we introduce a synthetic and localized protocol validation technique, together

with its proof of correctness.

In Chapter 4, we elaborate on the concept of services in communication systems and the
reladonship between services and protocols. We also present the rationale for designing

protocols starting from the service specification.

In Chapter 5, we present a new method for the automatic synthesis of communication
protocols starting from the service specification, together with its proof of correctness.
Both protocol and service specifications are modeled by the finite state machine

specification model. Finally, we apply the method to an OS] service specification.

6



In Chapter 6, we propose some extensions to the specification model and the synthesis
method to allow the handling of concurrent behaviors of service users, and the synthesis
of error-recoverable protocols. Finally, we summarize the results of the thesis and conclude

the thesis by presenting some directions for future research.



CHAPTER 2
SURVEY OF RELATED WORK

In this chapter, we review some issues related to protocol specification, validation and
design activities of the protocol engineering process. In Section 2.1, we bricﬂy introduce
issues related to specification models for communication protocols. In Section 2.2, we
define the problems that may exist in a protocol design. In Section 2.3, we present issues
related to protocol validation. In Section 2.4, we describe two different approaches to
protocol design, namely, analysis and synthesis. In Section 2.5, we survey and assess
various synthesis methods for the design of protocols. Finally, in Section 2.6, we conclude

the chapter.
2.1. Protocol Specification Models

In this section, we briefly review the layered architecture of ISO's open system
interconnection (OS]) Reference Model and the related terminology that we refer to in this
thesis. Then, we introduce some basic concepts, dcﬁ%titions and issues related to

specification models for communication protocols and services.
2.1.1. Open System Interconnection Reference Model and Terminology
Because of the rapid growth in the computer communication and networking industry, the

need arose for the standardization of rules for message exchanges (protocols) between

machines and networks introduced by different manufacturers.



Within the International Standardization Organizaton (ISO), an architecture for open
system interconnection (OSI), called the 'Open System Interconnection Reference Model
(OSI RM), has been developed [IEEE 83], [ISO 7498], [ZIMM 80]. The basic objective of
the model is that an ‘open system ' from 6nc manufacturer would be able to communicate

via a network, with other ‘open systems' from different manufacturers.

To reduce the design complexity of computer communication protocols, networks are
organized as a composition of seven layers. Figure 2.1 shows the seven layers as defined
in the OSI reference model. The major principles used to arrive at this layered design are:

1) Each layer should perform a well-defined function.

2) Alayeris created when a different level of abstraction is needed.

3) The layer boundaries should be chosen to minimize the information flow across the
interfaces.

4) Each layer should offer certain specified services to the layer above it.

A layer N endty in one open .ﬁmem carries on a conversation with a layer N entity in
another open system. The rules and conventions used in the conversation are collectively
known as the layer N protocol. In reality, no data are directly ransferred from layer N on
one open system to layer N on another one (except at the physical layer). Instcad, each
layer passes data and control to the layer immediately below it, until the lowest layer is
reached. At the lowest layer, there is a physical communication between open systems, as
opposed to the virral communication used by the higher layers. In summary, layer N uses
its own functions and the services provided by layer N-1, to provide its own services to
layer N+1 :hrot_lgh its service access points. Figure 2.2 shows the interactions of layer N

with layer N-1 below it and layer N+1 above it.
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From a user's point of view, a protocol provides a set of services allowing the interaction
with other users at the same or equivalent layer. The input/output description of a protocol
layer constitutes a service specification of the protocol layer. Normally, the user is
concerned with ‘whar’ set of services a protocol layer provides, but not with ‘zow’ it
provide§ it. Therefore, a protocol layer is viewed as a service provider whose service is
fully described by sequences of inputs from and outputs to a user. The protocol designer is

concerned with the internal behavior of a protocol layer.
2.1.2. Specification Models for Protocols and Services

Reliable computer communication protocols play a critical role in providing effective
communication services. A communication protocol consists of a set of rules which govern
. the orderly exchange of information arnong network components in order to provide a

specified set of services o service users located at different service access points.

The increasing complexity of protocols requires more powerful and precise techniques to
specify them. These techniques are intended to facilitate the development of efficient and
reliable communication systems. Formalization in the early phases of the process may
avold the occurrence of design problems in the final product. For example, for the
specification of conventional (non real-time) software, an English text may be sufficient to
describe its functions, but for real-time software (e.g., communication protocols), a more
sophisticated and formal specification technique is required to facilitate the understanding of
the system and to avoid misinterpretation by implementors.

Therefore, in recent years, a great deal of research has been done in the area of formal

sbeciﬁcation models for distributed systems in general, and communication software in
particular [FDT 88-89] [IFTP 80-90].

11
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2.1.2.1. Desirable Features of Formal Specification Models for Protocols

and Services

A protocol specification is a description of the requirements and functions that the protocol

must provide.

Several desirable feamres should be considered when developing a formal specification

technique for distributed systems in general, and protocols and services in particular, These

fearures are:

(M)

(ii)

(iii)

Generality: The technique should be general, that is: 1) be able to describe both
control and darta flow aspects of the protocol, and 2) be used not only for the
specification, but also as a formal and well-defined basis for the design,
validation and conformance testing of the protocol.

Formality: The technique should be based on a powerful semantic and
mathemartical model with a well-defined set of rules and operations. The existence
of such a formal model would also ease the validation of the protocol design.
Expressiveness: The technique should be powerful enough to express (clearly
and correctly) complex time-related features of protocols, such as concurrency
and communication synchronization. Also, it should be able to model
spontaneous actions, non-deterministic and unpredicatable behaviors that may
occur in prosocols.

Readability: Because a different interpretation of the same specification often
leads to a service different than what is intended, the technique must provide a set
of constructs and unambiguous syntax rules to enhance the readability a}ld ease

the understandability of the specification.

12



(v)

(vi)

(viii)

Modularity: The specification must be able to describe a large and complex
protocol without affecting its readability. This is achieved by providing some
specification constructs that allow the modular expansion (or incremental
expansion) of the protocol without modifying the stucture of the existing
description.

Adequate Degree of Abstraction: The technique should be abstract and
implementation independent. This implies that it should describe all the
requirements and functions the protocol provides, without describing how it
provides them. This criterion guarantees that the technique is not concerned about
implementation details, which would greatly affect the i'cadability of the
specification.

Executability: The technique sliould be capable of generating a running
prototype, which consequently allows for the validation to start at an early stage
of the protocol development process. This feature will also increase the confidence
of the designer.

Testability: The technique should be able to assist the designer at the
implementation verification (or testing) stage. This feature includes aspects of i),

ii), iii), iv}), v) and vii) above.

A wide range of specification formalisms and techniques have been introduced in the

literature. Each of these techniques satisfies some combinations of the features listed above.

These formalisms and techniques can be classified under seven models [SALE 88]: (i) the

transition-based models which include the finite state machine (FSM) model and Petri-net

models, (ii) the programming language-based models, (iii) the formal language-based
models, (iv) the temporal logic-based models, (v) the behavior-based models which include

the communicating sequential processes (CSP) and thé calculus of communicating systems'

(CCS), (vi) the trace-based models, and (vii) the standard formal description techniques.

13



Presently, three standard formal description techniques (FDTs) are being used by
researchers and practitioners in the communication industry {ISO 3252). SDL
(Specification and Description Language) [BELI 88, CCITT 88, SARA 87] has been
introduced by CCITT, LOTOS (Language Of Temporal Ordering Specification) [BOLO 87,
ISO 8807] and ESTELLE {BUDK 87, ISO 9074] have been introduced by the International
Organization for Standardization (ISO) and are now International Standards. These FDTs
are being applied to the specification of telephony software, and to the specification of OSI
protocols and services [FDT 88-89, IFIP 80-90].

FDTs are characterized by strict rules which allow the unambiguous description of

distributed systems. The main reasons for using FDTs are that:

a) FDTs enable the specifier to write unambiguous, clear and concise specifications

b) FDTs allow the analysis of specifications for correctness with respect to user
requirements so that errors can be detected earlier in the design

c) FDTs ease the derivation of designs for systems providing the functionality
expressed in the specifications

d) FDTs facilitate the automated generation of partial implementations (fast
prototyping)

e) FDTs allow the application of formal test generation and selection methods

In the following section, we introduce the FSM specification model for communication
protocols and services since this is the most universally familiar model and the one we will

use in this thesis.
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2.1.2.2, FSM Model for Protocols and Services

Communication protocols can be modeled by communicating FSMs each representng a
protocol entity, and channels linking those entities. Channels can also be represented by
FSMs. This model assumes underlying first-in-first-out (FIFQ), reliable communication
channels.

A formal definition of the FSM model of protocols is given below.

Definition 2.1. A protocol (P) is defined as a finite set of FSMs { fsml, fsm2, fsm3,
.« JSmn} where n is the number of endties involved. In P, each FSM fsmi is defined by
a quadruple (Si, Zi, Ti, ¢i), where:

Si is a non-empty finite set of states of protocol entity i.

21 is a non-empty set of protocol messages sent or received by protocol entity i.

Ti is a partial oansition function between protocol states (it is a subset of the cartesian
product Si x Zi x Si). '

ol € Si is the initial state of protocol entity i.

Also, note that each transition is associated with only one message (received or sent). Ti is
a subset of the cartesian product Si x (Zi, 4) x Si, where A is only used when a message

ransmission is involved and it represents the destination set of protocol entities to which
the message is transmitted. For simplicity, A can be omitted when only two protocol

entities are involved.

In this model, each protocol entity is represented by a directed labeled graph whose nodes
and edges (see Examﬁl,e 2.1 in Figure 2.3) represent states and transitions, respectively.
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Each transition is either a message transmission, or 2 message reception, and each pair of
entities is linked by a reliable full-duplex FIFO channel. Furthermore, no assumption is
made about the time a process spends in a state before sending a message, and about the
tme a message spends in a channel before being delivered to its destination. In other
words, the model lacks an inherent mechanism for representing of complex control flow
aspects of protocols such as timing, synchronization and concurrent behaviors aspects.
FSMs are most suitable for modelling sequential communication behaviors expressed as a

set of linear sequences of transitions.

Definition 2.2, A (initial) global protocol state is defined as a feasible combination of the

(initial) states of the interacting protocol entities and the states of the channels linking them.

Definition 2.3. A stable global protocol state is 2 global state reachable from the initial

global state with all channels empty.

Definition 2.4. An enabled transiton in a protocol entity is either a transmission
transition or a reception transition for a message which is the first message in the incoming

FIFQ slot for that entity.

Definition 2.5. A charnel is said to be bounded if, for every reachable global state, the
number of messages in this channel is less than or equal to a pre-specified constant.

Furthermore, a protocol is said to be bounded if all of its channels are bounded.
Figure 2.3 shows 2 two-party protocol example consisting of protocol entities PE1 and

PE2. The wransmission of a message m is represented by "!m", and the reception of a

message m is represented by "?m". In this example, P = {PE1, PE2}, where:
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PEl1 = {{sl, s2, s3, s4}, {a,b,c,d], {(s1,!b,52), (52, ?a, s3), (53, ?a, s4), (s4, !d,
s3), (53, %c, s1), (s1, 7a,s3) }, s1 ), and

PE2 = {{sl, s2, 3, s4}, {a,b,c,d), ((s1, !a, s2), (s1, ?b, s2), (s2, 24, s4), (s4, 7a,
s1), (s2, ?b, s3), (s3, 7b, 52), (2, lc, s3)}, sl ).

The initial global state of the protocol is (s1, s1) and a possible stable global state is (s3,
$3). An alternative simple representation for these protocol entities is via state transition

tables.

Figure 2.3. FSM protocol specification for Example 2.1.
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2.2. Potential Protocol Design Problems

A protocol design process consists essentally of the construction of interacting protocol
entities which cooperate to provide a set of specified services to the service users, while

guaranteeing that no errors will be manifested.

Because of the complex nature of protocol specifications, design errors often occur. These
errors will be propagated to the protocol implementation phase unless they are detected at

early stages using an appropriate protocol validation technique.
Two types of properties must be guaranteed in a protocol design [HANS 89] [SAJK 84]:

(1) the safety properties of the protocol which ensure that the protocol never enters an -
undesirable global state, i.e. something bad never happens (the protocol is safe).
These general properties include freeness from deadlocks, freeness from livelocks,

and completeness (i.e. absence of unspecified reception errors).

(2) the [iveness properties of the protocol which ensure that the protocol will eventually
enter 2 desirable state, i.e. something good will eventually happen (the protocol is
Live), meaning that the protocol will perform its intended functions with respect to

the service specification.

These properties can be guaranteed by verifying the absence of syntactic and semantic

design errors. These two types of errors are described below:
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2.2.1. Syntactic or Logical Design Errors

The syntactic correctness of a protocol design is concerned with the logical stucture of the
exchange of messages among the protocol entties. Syntactc design errors include
deadlocks, unspecified receptions, instabilides, livelocks, overspecifications, and channel
overflows (defined below). The abscence of such design errors guarantees the safety of the
protocol. In general, this type of error can be defined generically and independently of the
service provided. These design exrrors are defined below:

i)_Deadlock
A protocol is in 2 deadlock state if it enters a global state (except for the desirable final
sate).in which no message transmissions are possible and all the channels are empty,

i.e. no further progress is possible.

it) Incompleteness
A protocol is said to be incomplete, if at a certain state, one entity is offered a message

the reaction to which is unspecified. This error is also called unspecified reception.

iii)_Instabili bioui
A protocol is said to be unstable if an initial state of one protocol entity may coexist
with different states of other cooperating entity (with empujr channels). The result of

~ such an error is the potential loss of synchronization between the cooperating entities.
iv) Livelock ; ic deadloch

A protocol is in a fivelock state if it enters a state at which infinite non-productive cycles

are possible.
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A protocol is said to be overspecified if it contains non-execurable transitions, that is
transitions that can never be traversed. This error is analogous to dead or unreachable

code in computer software.

vi) Unboundedness or Overflow
A protocol design is unbounded if a protocol state can be reached such that the channel
linking any pair of communicating protocol eatities contains a number of messages

exceeding the predefined capacity for that channel.

- - - -
-

A protocol design has a termination problem (respectively is acyclic) if after a number
of interactions, it will never reach the final (respectively initial) state when started from

the initial state.

-nn -

)4 n rn
A protocol design is unfair if a state in the protocol can never be reached even if the
mransitons leading to it are feasible and executable according to the specifications. In

general, non-terminating protocols with at least one final state are unfair protocols.

For the protocol example shown in Figure 2.3, the global protocol state (s3, s3) is a
deadlock state of the pff)tocoL This state is reachable from the initial global state (s, s1) by
executing !b? in PE1 and !a?b in PE2. Furthermore, at the global protocol state (2, s3),
reachable from the mmal global state by executing !b in PE1 and ?b!c in PE2, an
unspecified reception error will occur. This is because a reception transition ?¢ is missing at

state sz_i_n PEl.

20



i

2.2.2. Semantic Design Errors

The semantic correctness of a protocol is concerned with the correctuess of the functions to

be provided by the protocol. A semantic design error is mainly related to the abnormal

functioning of the protocol and its inability to meet its intended purpose (i.e. providing
specified services). Moreover, this type of design error cannot be classified generically
because it depends on the specific service speciﬁcaﬁon.

Verifying the total correctness of the protocol is based on proving both liveness and safety
properties of the protocol design, that is freeness from both syntactic and semantic design

€ITOrS.
2.3. Protocol Validation Techniques

Because of their refined nature, protocol specifications are mauch more complex than service
specifications. Often there are many ways to design a protocol entity to meet its formal
specification. Therefore, the protocol design obtained may contain design errors that will
prevent the protocol from providing its specified services.

Protocol validation (or design verification) consists of guaranteeing that the interactions
among the protocol entities will provide the specified services. This involves the
verification of both the syntactic and semantic correctness of the designed protocol. The
verification of the latter involves the service specification. Furthermore, protocol
vernification depends on the properties of the lower layer service provider. Therefore, to
verify that a layer N protocol meets its service specification, it will be necessary to assume

the correctness of the layer N-1 services.
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A related task is the verification of the protocol implementation against its protocol
‘specification, called conformance testing (or implementation verification). We believe that
specification and design validation tools should be designed keeping in mind the
subsequent requirements for design and validation of conformance tests. Others have also
recommended bringing protocol validation techniques and conformance testing techniques

closer together [MILL 90].

Validation techniques allow designers to detect errors in protocol designs at an early stage
in the protocol development process, provided a formal definition of the protocol is .
available. The early detection of errors would consequently reduce development cost and

increase the reliability of distributed communication systems.
When developing a validation technique, several criteria must be considered:

a) the technique must be efficient and not resource-expensive (with respect to memory
and CPU time).
b) the technique should be easily automated and easily used by designers.
c) the technique must be powerful enough to detect different kinds of design errors,
| both semantic and syntactic errors. |
d) :the technique must be general enough to be applied to multi-party protocols as well

as to two-party protocols.
A large number of validation techniques have been developed to support the many formal

specification models for communication software. Protocol validation techniques have also
been surveyed in [SAJK 84] [YUAN 88].

22



In the following, we bricfly discuss validation techniques supporting the FSM specification
model.

2.3.1. Validation of FSM Specifications of Protocols

Since FSMs consist of nodes (states) and edges (ransitions), their manipulation is easily
automated. Moreover, the rcprcscnfation of 2 protocol entity as a graph allows the
application of algorithms and methods developed in graph theory and automata theory
[BARR 79, EILE 74, HOPC 69].

Using the FSM model, a common validation technique, called global state exp!arqn‘on or
reachability analysis, was proposed to provide mechanical and automated pfotocol
validation [BOCH 78, WEST 78, ZAFI 78]. The state exploration method starts with the
initial global protocol state and then constructs a reachability graph. First, all global states
reachable from the initial global state and appropriate transitions are added to the graph.
Then, for every newly added reachable global state, the same process is applied (addition
of new states and transitions). The procedure stops at a global state (a leaf node in the
reachability graph) when a deadlock is detected at that state or if the same state was
previously reached. This validation method identifies ali deadlock states and livelocks,
verifies some properties such as stability, and detects unspecified receptions.

Although the reachability analysis technique is widely used, it has many serious problems.
One of the problems is the undecidability of termination of the reachability process [WEST
78). Moreover, for complex multi-party protocols. This type of validation also faces the
problem of combinatorial explosion in the size of the state space. To reduce the complexity
and seriousness of this size problem, various techniques have been proposed. These

validation techniques are classified into five categories [YUAN 88): closed covers [GOUD

A_\“_;—c
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84c], reachability analysis [WEST 78, ZAFI 78], divide-and-conquer [CHOI 86b, CHOW
85, LAMS 84, VUON 82, partial state exploration [LINC 87, MAXE 87, WEST 86,89].
and localized [BRAN 83, KAKU 86, SALE 90a, YUAN 89).

2.4. Protocol Design Approaches

A lot of research has been done into the development of formal methods for the design of
communication protocols. These methods tend to follow one of two types of design
approaches, namely, analysis or synthesis [ZAFI 80]. In this section, we first present the
analysis approaches [BLUM 86, BOCH 78, WEST 78, ZAFI 78] and the synthesis
approaches [BOCH 26, CHOI 36a, CHUL 88a, GOUD 84b, KAKU 87, MERL 83,
RAMA 85, SIDH 82, ZAFI 80, ZHAN 88]. Then, we identify several features that we use
to classify the synthesis design methods approaches.

2.4.1. Analysis Approach to Protocol Design

In the analysis approach, the protocol designer starts with a preliminary version of the
protocol in which the syntactic and semantic validation aspects are often overlooked. The
preliminary version is usually obtained by defining messages (Protocol Data Units) and the
effect of message exchanges on the protocol entities under design. This approach often
results in an incomplete and erroneous design. Therefore, 2 design verification and analysis
process is then performed in a separate post-design activity and is based on analysis
techniques intended tc detect errors and omissions in the protocol design. The sequence of
re-design, analysis, error detection and correction is applied iteratively until the protocol
design becomes error-free. This approach is time-consuming because of its iterative, trial-
and-error nature. Another shortcoming is that the reformulation or modification of an

c:ustmg design is often a very difficult and time-consuming task, We believe that the lack
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of emphasis on a well-defined service specification is at the core of difficulties with this
approach. Design validation and analysis techniques have been surveyed in [SAJK 84] and
[YUAN 88]. We only address synthesis approaches in this thesis.

2.4.2. Synthesis Approach to Protocol Design

In the synthesis approach, a partially specified protocol design is constructed or
completed such that the interactions between its protocol entities proceed without
manifesting any logical error and (ideally) provide the set of specified services. The
synfhesis is either performed interactively in an incremental fashior or automatically. In
both cases, the constructon and the validation of the protocol are performed
simultaneously. The correctness of thé synthesized protocol is a direct by-product of the
synthesis process itself. Therefore, no further verification of the protocol design is needed

as was the case for the analysis approach.
2.4.2.1. Classification of Protocol Synthesis Methods

In order to classify and compare the protoc;)I synthesis methods published in the literamure,
we identify and describe some general features that can be used to characterize those
methods. These features are: the starting point of the method, the modeling formalism used
to describe the protocol, the constraints on the communication model, the mode of
interaction with the designer, the protocol' properties guaranteed by the method, the

protocol functions provided in the design, and the complexity of the method.
B the starting point of the method: The synthesis process can start: (a) from scratch

with only informal specifications of requirements, (b) from a complete specification

of one protocol entity, (c) from partial specifications of the protocol entides
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involved, or (d) from a complete service specification. Although other combinations
are possible, all methods, except one [MERL 83], surveyed fell into one of these

categories.

the modeling formalism used to describe the protocol: Various formalisms can
be used to model the synthesized protocol. This includes models like finite state
machines, Petri-nets, LOTOS-like and wace models.

the constraints on the communication model: One of the constraints on the
communication model is related to the interactions among the communicating
entities and the service users: either rendezvous type interactions, in which the
exchange of messages is tightly coupled, or a loosely coupled interactions to model
the asynchronous behavior of the service users. Another constraint is related to the
number of protocol entities that can be synthesized by the method. Other constraints
include the features of the communication medium such as the ordering of messages

in the mediurm (e.g. first-in-first-out) and the degree of reliability of the medium.

the mode of interaction with the designer indicates whether the protocol design
is generated automarically or constructed interactively by allowing the designer to

intervene and make design choices whenever requested to do so.

the protocol properties guaranteed by the method: This includes the liveness

and safety properties of the protocol.
specific protocol functions included in the design: In addition to the

synchronization function (protocol message exchanges and service primitive

interactions), a protocol design must provide other (protocol-specific) functons
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such as; (a) error recovery when the underlying communication medium is assumed
to be unreliable, (b) throughput (performance) enhancement functions, i.e.,
speeding up the protocol, and (c) testability, i.e. making the protocol

implementation easily testable.

B complexity of the method: Some methods generate global system states (cross
product of protocol entity states and channel contents) during the synthesis process,
and other methods considm- each of the entities separately. Also, some methods

generate more protocol interactions than required (over-specification).

Protocol synthesis methods can be divided into two broad categories based on the starting

point or reference point for the design:

Caregorv 1:
Methods starting from a given service definition [BOCH 86, CHUL 88a). A mixed
method, described in [MERL 83}, starts from a given service definition and the
specification of all but one of the protocol entites involved, and synthesizes the

missing entity.

Category 2:
Methods that do not consider the service as the authoratative reference point [CHOI
862, GOUD 84b, KAKU 87, RAMA 85, SIDH 82, ZAFT 80, ZHAN 88]. These
methods start either from 2 pamal protocol description or from a complete description
of one protocol entity, and either automatically or interactively synthesize the complete

protocol.
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In the second category, further design verification should be applied in order to ensure that
the synthesized protocol provides the specified service, that is, the semantic or liveness
properties must be satisfied. Furthermore, these methods are not suitable for the design of
protocols in a layered architecture, such as the OS] reference model [ISO 7498], since no
reference is made to the provided service. Therefore, those methods in the second category
are not purely synthesis methods, in the sense that freedom from syntactic and semantic

errors is not guaranteed by the construction itself,

Figure 2.4 shows a broad classification of ten existing synthesis methods based on their

reference to the service and the modeling formalism used.
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Synthesis Methods

Service Oriented gg:::fer;l e
FSM-based LOTOS-based FSM-based
[CHUL 88a,b] [BOCH 86} / \
[MERL 83)
Automatic Interactive
[GOUD 84] ~ [ZAFI 80]
[RAMA 85] {SIDH 82]
[CHOI 86)
R [KAKU 87]
[ZHAN 88]

Figure 2.4. Classification of synthesis methods according to orientation and formalism.



2.5. Protocol Synthesis Methods

In this section, we briefly survey and assess ten synthesis methods. First, we evaluate
three service-oriented synthesis methods. Then, we survey seven non-service-oriented
synthesis methods. The assessment of these methods will be mainly based on the

classification features described in Section 2.4.
2.5.1. Service-Oriented Synthesis Methods

Two methods [BOCH 86, CHUL 88a] refer to the service specification as the starting point
' in the protocol synthesis process. Another method [MERL 83] starts with the service
specification and the specification of all but one of the protocol énrities. Although it is not
purely service-oriented, it is the first published synthesis method to refer to the service
specification. These methods are briefly described below.

I) Submodule construction method:

Merlin et al. [MERL .83] proposed a method for constructing a finite state machine
representation of a protocol entity by solving the following problem: "Given n-1
communicating finite state machines (r 2 2) (one of which may be the underlying medium),
and a service specification, it is required to synthesize an nth communicating machine such
that the service performed by the n communicating machines is defined by the given service
specification”. A special assumption is made on the model: the communication between the
entities is tightly coupled, which implies that the interaction consisting of the sending and
subsequent receiving of a message is an atomic operation and-*he delay between the

sending and receiving of an event is ignored. This method is the first one to refer to the
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service specification; however it is not purely service-oriented, since the knowledge of at
least one protocol entity is required to derive the peer entity in a two-party communicaton

service provider.

The major drawbacks of this method are as follows. The method is based on a formula
which produces an overspecification of the missing nth machine by inclﬁding a large
number of infeasible execution sequences. Therefore, the resulting communicating machine
contains redundant or non-executable transitions and may reach a deadlock when
communicating with the (n-1) machines. To solve this problem, the method must be
complemented by a nmc-consumn g reachability analysis-based validation procedure to
remove useless and error-prone transitions. Furthermore, the method is too restrictive in
assuming 2 close synchronization between the communicating entities. Message collisions,
for example, are not allowed; Thus, the limited expressive power of the method ‘and its
limited scope of application exclude 2 wide range of asynchronous .and asymmetric real

protocols.

This method was introduced in [BOCH 86]. The communication model consists of several

protocol entities which interact through their respective service access points (SAPs) in
order to provide the set of specified services. The communication medium is assumed to be
a full duplex reliable FIFO channel, and the message interactions between the different
components of the model are based on the rendezvous concept. The service specification is
described by a subset of LOTOS [ISO 8807] operators which includes ;' for sequencing,
'II' for independent parallelism, and ' for choice. The synthesized protocol is also
described in the same specification language.
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The derivation algorithm considers a syntactic tree representation of the service
specification, and based on some production rules, synthesizes the protocol entities
automaticaily. The derived protocol specifications are claimed to be free from syntactic
errors, such as deadlocks, and to satisfy the service requirements. However, the original
derivation algorithm was found to invoive an unnecessarily large number of
synchronization messages. This inefficiency was later addressed and the derivation
algorithm was optimized in [KHEN 89]. In additon, the algorithm was modified to include
recursive service specifications, hence extending the specification language to allow
recursive definitions. The method was also extended to include the synthesis of

parameterized specifications [GOTZ 90].

The major weaknesses of this method are: (1) the model is restricted to synchronous
communication, which unfortunately oversimplifies the synthesis problem and therefore
excludes a large class of asynchronous protocols and services, (2) the service specification
language can describe concurrent activities at the SAPs, however the method cannot handle
such activities, and (3) the method does not allow for distributed choices, that is, a choice
involving actions occurring at different SAPs, and therefore cannot even be applied to very

simple real-life service examples.

Recently, a new synthesis method has been developed which starts from a basic LOTOS
service specification and synthesizes the protocol specifications [LANG 90]. Aithough this
method is limited to two-party services, it does eliminate the restriction on distributed

choices and provides a proof of correctness for the synthesized protocol.

> - -
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This method, introduced in {CHUL 88a], starts from a given service specification modeled
by one or more finite state machines which describe the interleaving of the interactions at
two SAPs. The two synthesized protocol machines communicate over reliable
communication channels to provide the specified services. The constructed protocol is
claimed to be free from deadlocks, unspecified receptions, non-executable transitions and
overflows. Furthermore, the protocol entities are claimed to provide the specified services.
The method is also complemented by an algorithm to construct an error detecting and error-
recoverable protocol from the generated protocol. In [CHUL 88bj, the service specification
language has been extended to allow mbrc flexible specification of concurrent activities at

both SAPs.

The method starts by transforming each state in the FSM service specification into four
different states. Transitions are then added to link those states. After thus transforming all
service states, a more complex FSM is obtained, which is then decomposed into two

protocol FSMs.

Thc major limitations of this method are:‘ (1) the synthesized protocol entities are always
closely synchronized, therefore, the application of this method excludes a wide range of
asynchronous protocol entities and services, and (2) a generalization to the synthesis of
mulsi-party protocols is not straightforward. Furthermore, after a careful examination of the
synthesis algorithm we found that the synthesized protocol may contain a livelock.

Overall Comparison of Service-Oriented Methods:

After careful study of the three service-oriented synthesis methods, we can draw the

following comparisons:
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Q Although the methods of Bochmann [(BOCH 86) and Chu [CHUL 88a,b] claim to
synthesize correct protocol specifications, no proofs for the semantic and syntactic
comrectness of the resulting protocols are given. As stated in [BOCH 86], a proof of

correctmess for the method is one of the outstanding issues.

~
~N

Q The method of Chu [CHUL 88a,b] mainly synthesizes the control flow part of the
protocol. Bochmann's [BOCH 86] method was recently extended to deal with

parameterized specifications, but it is still far from generating the data part of the

protocol.

QO The method of Cha [CHUL 88a,b] synthesizes error-recoverable protocol
 specifications. Due to the possible complexity of the service specificaton, the

extension of Bochmann's method to add error-recovery mechanisms is inherently

complex.

8 None of the methods considers the case of asynchronous and concurrent service

users' behaviors at the distributed SAPs.

Table 2.1 summarizes the main attributes of the three synthesis methods described in this

secton.
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Starting
Point

Constraints on
Communication
Medium

Modeling
Formalism

Mode of
Interaction

Protocol
Properties

Specitic
Functions

Complexity

Derlvalion of protocol

Synthesls of protocol

Submodule
specs from service specs specs In the FSM model
Construction [MERL 83] (BOCH 86, KHEN 89) . [CHUL BBa,b]
service specification

and n-1 communicating
finite stale machines

Service specification

Service specilication

Synchronous
Synchronous Synchronous Reliable or unrellable
Reliable medium medium
N protoco! entities 2 protocol entities
FSM model Lotos-like FSM model
Automatic Automalic Aulomatic
Few fixed comm. patierns Few fixed comm., pallerns ew lixed comm. patierns
Liveness properiles Liveness and salety Liveness and safety
satisfied, but not properiies satisfied properties satisfied
salely propertles {no proofs) (no proofs)
{no prools}
None None Error-recovery
Overspecification Localized \ Localized

Table 2.1, Summary of the main features of service-oriented synthesis methods.



2.5.2. Non-Service-Oriented Synthesis Methods

In this section, we describe seven synthesis methods which start from partial protocol
specifications in order to synthesize the protocol. These partial specifications can be either a
partial specification of each of the protocol entities or a complete specification of one of the

protocol entities, and the synthesis of the protocol can be either interactive or automatic.

Zafiropulo et al. [ZAFI 80] proposed some production rules for the interactive synthesis of
protocol entities modeled by finite state machines which exchange messages over reliable
FIFO channels. These rules are based on a cause and effect relationship in message
interactions between two communicating machines. The synthesis is performed
interactively using a tool which executes the following design steps: 1) the designer adds
one sending transition to one of the two incomplete FSMs, 2) a tracking algorithm uses the
production rules to add the corresponding receiving transitions in the other machine such
that unspecified reception errors will not occur, and 3) the designer checks whether ornot
the added wansitions can lead to a deadlock or channel overflow. The design process
terminates when the designer chooses not to add any further sending transitions io either of
the two machines. The application of the production rules guarantees that the synthesized
protocol will be deadlock-free, complete, free from non-executable transitions and from
state ambiguities. In {BRAN 80], the method was extended to cover communication
between more than two FSMs, and new production rules were introduced for this

purpose.
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This method has the following drawbacks: (1) the design steps are time consuming
because they are based on a trial and error procedure in which new transitions are first
added, then verified, (2) although the production rules refer to each local entity separately,
the detection of deadlocks and overflows in'stcp 3) is based on a costly exhaustive global
reachability analysis technique, and (3) the termination of the method is not guaranteed to
produce an error-free design.

Sidhu [SIDH 82] proposed some pro:oéol design rules for the interactive and incremental
construction of communication protocols. During protocol synthesis, the designer deals
rwith three components: an informal specification of the protocol, a global reachability tree
and the construction of wees representing the protocol entiies. The basic idea is to generate
a new global system state by perturbation from the global states already reached by
previous perturbations. The perturbation of global states and the synthesis procedure
continues as long as the informal specification has some mcséagcs that the designer has not
yet considered or some communication channels have messages to be received by some
entity. At the end, we have a global reachability tree, whose nodes are NxN matrices
representing the states of the system, and N entity trees, one for each of the N 'protocol
entities built during the protocol synthesis. The author suggests some cxtcnsioris o:; the
method to permit semantic validation of the constructed protocol using a version of

temporal logic called computational tree logic (CTL).

This method has the following drawbacks: (1) the global reachability graph becomes
unmianageable for complex protocols, (2) the termination of the synthesis process is not
formalized, and (3) the design rules are only suitable for tightly coupled synchronously

communicating machines.

37



3) Synthesis of icating_ finite_state machines:

Gouda et al. [GOUD 84b] introduced a method for the synthesis of two communicating
finite state machines which exchange messages over two unidirectional FIFO channels.
Given an incomplete communicating FSM specification M, the method constructs two
PSMs. M’ and N’ that are guaranteed to satisfy the general syntactic properties of two

communicating FSMs.

The method consists of two algorithms. The first, called the 'machine synthesis algorithm',
takes one machine M and constructs two communiéating machines M' and N'. M' is
constructed from M by adding receiving edges to it and the algorithm guarantees that the
communication between M’ and N' is free from syntactic errors, such as deadlocks,
unspecified receptions, state ambiguities and nonexecutable transitions. The second
algorithm, called the ‘channel capacity algorithm', takes as an input M' and N', and

computes the smallest channel capacity between them.

The communication between the two constructed communicating machines proceeds until a
loss of synchronization caused by a message collision occurs at mixed states (both
receiving and sending states). Upon detection of the loss of synchronization, one machine
(the loser) stops its current progress and rejoins the second machine, whilé the second
machine (the winner) discards all messages sent by the first machine during the loss of

synchronization. Then a harmonious communication between the two machines is

resumed.

1

This construction method has several drawbdcks, of which: (1) the concept of a loser' and

a 'winner' machine offers only one fixed communication pattern between the two FSMs,
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hence an asymmetry exists in the model which may affect its suitability for some real life
applications in which no messages should be discarded, and (2) the generalizaton 10 more
than two communicating FSMs is not straightforward.

Ramamoorthy et al. [RAMA 85] developed 2 synthesis method which automatically
generates a peer entity starting from a given local entty modeled by a Petri-net. The

protocol entities exchange messages over two reliable unidirectional channels.

An algorithm is proposed to automatically translate the _l.’eu-i-net Tepresentation into a finite
state machine and to check the correctness and completeness of the local machine. Another
algorithm uses six ransformation rules to automatically generate the FSM representation of
the peer entity by producing somle}ﬁxcd c::)mmunicaﬁon patterns based on the patterns
existng in the local entity. Finally, the FSM representation of the peer entity is translated
into a Pemri-net. The method has been extended m [RAMA 86] to include error recovery

mechanisms when unreliable communication channels are assumed.

The method has several drawbacks, of which: (1) a complete and correct Petri-net
representation of the local entity must be guaranteed by the designer; therefore the
correctness of the resulting protocol depends on the correctness of the local entity, (2) the
rules produce fixed communication patterns, and (3) the generalization of the method to

consider more than two communicating entities is straightforward.
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Choi [CHOI 86a] proposed an interactive method for constructing communicatng finite
state machines using protocol sequences. The method consists of invoking two algorithms
for the generation of well-formed protocol sequences for cyclic or acyclic protocols.
Subsequently, a third algorithm is used to transform the protocol sequences of each
protocol entity into a finite state machine. The method is limited to specific protocol

structures in which the level of nesting of iterative subsequences is limited to zero or one.

The method has the following drawbacks: (1) it considers only some fixed communication
pal:tcrhs thereby limiting the applicability of the method, and (2) the generalization to more

than two communicating FSMs is not straightforward.

Kakuda et al. [KAKU 87] proposed a component-based algorithm for protocol synthesis.
A component is a protocol specification primitive consisting of a pair of fundamental
process behavior diagrams. Protocol specifications are synthesized by combining some of
the components provided by the algorithm as fundamental parts of such specifications. The
synthesized protocol specifications are free from unspecified receptions, non-executable
code, deadlocks and channel overflow. The synthesis starts from a complete process
interaction diagram (a higher level of modules or process message exchanges) and a partial
process behavior diagram entered interactively by the designer in order to enhance the
flexibility of designing protocols by allowing the existence of several communication
pattemns. 22 components are identified and they consist of: a) the six transformation rules
identified by Ramamoorthy [RAMA 85], b) ten patterns for looping receptions, and ¢) six
patterns for the generalization to n (n > 2) communicating processes.The correct

combination of these components guarantees the progress of the synthesized protocol.
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Although the paper refers to the ‘process interaction diagram' as an input to the synthesis
algorithm, it is not clear how this diagram is used. Elaboration on the concept of 'process
interaction’ as a higher level of abstraction hiding the process behaviors would lead 1o the
service concept and requirements. This diagram is similar to the service specification

machine introduced in [CHUL 88a,b].

This method kas the following drawbacks: 1) it lacks a formal proof of correctness for the
combination of components, and 2) it is not optimal since it generates unnecessary sending

transitions. Subsequently an optimization method can be applied to delete such transitions.
zl [ : c » : ) [ :E ' -» - l i [ r : ! - : - E -

* Zhang et al. [ZHAN 88] proposed an interactive synthesis metirod to construct two
communicating finite state machines which exchange messages over two unidirectional
FIFO channels. The method consists of an algorithm which, depending on the user's input,
first constructs a global stare transition graph (GSTG) of the protocol to be synthesized and
then produces the protocol by decomposing the GSTG into two machines.

The algorithm is based on a set of production rules, a set of deadlock avoidance rules and a
termination mechanism which togciha guarantee the avoidance of deadlocks, unspecified
receptions and channel overflows in the synthesized protocol. In [ZHAN §9], the method
was integrated into a knowledge-base system for the design of protocols.

This method has the following drawbacks: (1) the GSTG becomes very complex and

unmanageable for the synthesis of large and real-life protocols, (2) the synthesis algorithm

cannot be easily generalized to synthesize more than two communicating entities, and (3)
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the synthesis process would become much more space and time-consuming for multiple

entities.

Table 2.2 summarizes the attributes of the non-service-oriented synthesis methods
described in this section. Note that all these techniques, by their nature, require the

application of subsequent verification methods to verify that the intended service functions
will be provided.
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2.6. Discussions and Conclusions

In the first part of this chapter, we have presented some issues related to the specificaton
and 'validation of protocols. We have also emphasized the importance of formal description
techniques for a rigourous, unambiguous and expressive specification of complex
distributed systems, and of protocols and services, in particular, Furthermore, we have
introduced the FSM specification model in detail because our research is mainly based on
this model. Moreover, protocel design issues were discussed and are related to the FSM
model.

In the second part, we presented 2 survey and assessment of several existing synthesis
methods for protocol design. Each method was briefly described in terms of some specific
classification features for synthesis methods.

Tables 2.1 and 2.2 summarizes the fcan_;res of the synthesis methods described in the
previous section. In general, we found that most methods do not make a clear distinction
between a protocol and a service in a layered communicaton model. Conseguently, most
methods (cxcépt for [BOCH 86, CHUL 88a, MERL 83]) do not even refer to the service
specification during the synthesis of the protocol.

By comparing the various methods with respect to the specific arributes discussed in

Section 2.4.2.1, we can make the following general observations:
Q Interactive methods allow flexibility in the design process. As a result,

communication parterns need not be pre-specified, but may be constructed

interactively.
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QO Methods that only consider the synchronous mode of behavior of communicating

entities exclude a wide range of real-life protocols.

QO Methods that make no reference to service requirements, do not guarantee the
semantic correctness (liveness properties) of the synthesized protocol, and therefore

Tequire the application of a semantic verification procedure.

O Methods that generate a global reachability graph during the synthesis process
suffer from state explosion and termination problems, and consequently are

complex and inefficient.

O Most methods concentrate on the synthesis of the control part of the protocol
entities which mainly consists of the exchange of synchronization messages. The

data part is not adequately reated by any of the synthesis methods.

O Most methods are limited to the synthesis of two-party protocols , and therefore a
wide range of real-life application protocols is not explicitdy addressed.

QO Other than the exchange of synchronization messages, some methods have been
extended to deal with unreliable media by synthesizing error-recovery pattems. This
is one example of a means of exploiting the power of the synthesis process in order

to provide key protocol-specific functions.

In summary, it is clear that most existing methods do not adequately address two important
- aspects of protocol design: |
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a. Semantic correctness of the synthesized protocol (with respect to the service
specifications). This is due to the fact that no reference has been made to 2 service
specification, the ultimate point of reference of a protocol. This leads o the inability
of most methods to prove that the designed protocol satisfies the service user
requiremnents. Only Bochmann [BOCH 86] and Chu [CHUL 88a] start the protocol
synthesis process from a complete service specification. However, the service
specification models they use are very restrictive and are unable to express
concurrent service behaviors existing in asynchronous communication systems.
Furthermore, proofs for the semantic and syntactic correctness of the synthesized

protocols are not provided.

b. Protocol-specific functionalities such as error recovery. This is possibly due
to an oversimplification of the synthesis problem. Error recoverable protocol
designs are only synthesized in the methods introduced by Ramamoorthy [RAMA
86] and Chu [CHUL 88a].

These two shortcomings of current protocol design techniques motivated us to propose and

develop a new service-oriented protocol synﬂieéis method.
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CHAPTER 3

A SYNTHETIC LOCALJZED APPROACH
TO PROTOCOL VALIDATION

In this chapter, we propose a simpie and efficient validaton technique for the detection and
correction of logical design (syntactic) errors in communication protocols. The
communication model consists of two entities asynchronously exchanging messages via
lower modules modeled by a reliable full-duplex FIFO channel. The communicating entides
are represented by acceptance trees, traces and sets (ATTS), a tree-based model which is
general enough to express any labeled transition-based model, including the finite state
machine model. .

This chapter is organized as follows. In Section 3.1, we briefly introduce our localized
validation technique and its main features. In Section 3.2, a new model, denoted the
Acceptance Tree, Traces and Sets (ATTS) model, is inroduced and operations on the
model and its components are defined. A brief 6verview of the techniques used for the
ransformation of FSM specifications into ATTS-like specifications is also provided. In
Section 3.3, the validation technique and its proof of correctness are presented. In Section

3.4, the technique is applied to examples of protocols. Finally, in Section 3.5, we

conclude the chapter.

3.1. Introduction

In Section 2.3.1, we mentioned several approaches to the validation of FSM-based

specifications of communication protocols, namely, closed covers [GOUD 84c],



reachability analysis (WEST 78, ZAFI 78], divide-and-conquer [CHOI 86b, LAMS 84,
VUON 82), partial state space exploration [LINC 87, MAXE 87, WEST 86,89}, and
localized [BRAN 83, KAKU 86, YUAN 89]. These approaches addressed the explosion
problems caused by the reachability analysis and the global protocol state exploration.
However, in this chapter, we favor the localized approach to validation for the following
reasons: (i) the localized validation procedure is not based on a global reachability analysis;
therefore, the global state explosion and termination problems are avoided. (ii) since
protocol entities can be validated independently from each other, the validation of protocol
entities can be executed in parallel.

Our validation technique uses the concept of synthesized and inherited u'acés at nodes of an
ATTS. The validation is performed in 2 bottom-up fashion which implies an early detection
of complex erroneous behaviors. Very limited coupling between the two entities dvring the
validati&ﬁfﬁicccss is required; therefore this technique is denoted a localized approach to
validadon. In addition, the validation of the entities can be executed in parallel and the
computations that are performed during the validation are very simple. Moreover, this
technique can be integrated into an incremental synthetic protocol design methodology
which guarantees freedom from logical errors and satisfaction of the service requirements.
Therefore, this technique can be used for the validaton of existing designs, and can be
extended for the synthesis of new designs. |

The advantages of this technique over other localized validation techniques are:
i) the global information required at each local entity is minimal and very simple to

obtain and maintain.

ii) the computations involving local and global information are very simple.
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iii) the technique is general enough to be applied for the validaton of any labeled
transition system-based specifications, including the FSM specifications of
protocols.

iv) our technique can be extended into a synthesis method for the generation of new

protocol behaviors.

For simplicity of the presentation of the validation technique, the communication model we
consider is based on two communicating entities asynchronously exchanging messages via
lower modules modeled by a reliable full-duplex FIFO channels. This involves no loss of
generality for layered communications protocols (for example, OSI protocols). As well, the
model and the technique are easily extended to handle more than two communicating

entides,
3.2. The Specification Model

In this section, we first introduce the ATTS model for the representation of communicating
entities. We also define some operations to manipulate the model, and we derive some key
properties of the model. Finally, we briefly survey the work done on the transformation of

labeled transition system-based specifications and specifically FSM specifications to the
ATTS model.

3.2.1. Acceptance Trees, Traces and Sets (ATTS)
The ATTS model is based on the concept of acceprance trees introduced in [HENN 85].

The semantics of the model is quite similar to that of the acceptance trees in the case of

deterministic systems. However, a minor modification is introduced for non-deterministic



sy-stcms. In fact, the ATTS model we introduce below is an adaptation of acceptance wees

to communication protocol design and validation activities.

Definition 3.1. An ATTS is a tree that carries semantic information useful to perform
computations on the behavior of an eatity it describes. The nodes of an ATTS tree are
labeled by an acceprance set and an acceptance trace. An acceptance set at node n, denoted
by-Afn), includes all cvents that the process can perform at #. An acceptance trace at node
n, denoted by #(n), is the sequcncé of event occurrences that leads to n starting from the
=~ root node of the ATTS. This trace uniquely identifies a given node in the ATTS tree. This
uniqueness is guaranteed by the the fact that the acceptance set at node n (A(r)) cannot
contain multiple occurrences of the same event. Therefore, a node n is uniquely

characterized by-the tuple <1(n), A(n)>.

Note that 1(n) of the root node is a null wace () and A(n)s of the leaves are emipty sets (®).
Each root node identifier is a tree name; however, each leaf node identfier may be either: i)
own tree name (recursive or cyclic behavior), ii) a new tree name (enabling a new phase),

or iil) end or exir.

Internal non-deterministic behaviors can also be expressed in the ATTS model. For a node
n, at which the process can proceed non—dctcrministicélly to node n', A(n) will inciudc
events of the form ie for every e m A(n"). Moreover, t(n") will be equal to t(n). The ATTS
model is general enough to express detenministic or non-deterministic behaviors,
synchrono;.xs or asynchronous and terminating or non-terminating (recursive)
' communicating systems. Furthermore, any labeled transition-based systems can be

transformed into the ATTS model.

Figure 3.1 shows an example of an ATTS representation of a communicating entity P.

e
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Figure 3.1. ATTS representation of P.

Definition 3.2. The set of the final aces of process P, denoted by F(P), includes the

acceptance races at the leaf nodes of the ATTS representation of P.

For the example in Figure 3.1, F(P) = {b, ad, ae}.

Deﬁnition_ 3.3. Last () is the last ev;nt in the trace or event list r.

Definition 3.4. An event in a trace can be either a send event, denoted by e, or a .receive
event, denoted by ?e. If ¢ is a send (receive) event, then o(e) is send (receive). If 6(e) =

send (receive), then o(e) = receive (send).

For example, if t1 = !a%blc, then 12 =Atl = ?alb%.
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Definition 3.5. Two events el and ¢2 are said to be marching events, denoted by
Maiching (el, €2), if i) o(el) = receive and o(e2) is either receive or send such thatel =

2, or ii) G(el) = send and o(e2) = receive such that el = 2.

Definition 3.6. The length of a trace 7, denoted by Length (t) (or L(t)), is the number of

events in the trace or event list 1.

Definition 3.7. The height of a node n, dcnotedrby Height (n) {or H(n)), is equal ro
L(t(n)).

Definition 3.8. The first x events of a trace ris denoted by () &. Inif(t) is (L(z) -1) r..\
Definition 3.9. The subrace 'consisting of the lastx eveats of z ;_s denoted by (x-) 1.
Definition 3.10. The position of event ¢ in the trace ¢ is denoted by Pos (e, t).
Definition 3.11. The izh eventin the race t (with 0 <i S L(t)) is cfcnoted by [i]t
Definition 3.12. The concatenation of two traces tl and 2 is denoted by tl@t2.

Definition 3.13. The number of occurrences of an event ¢ in a trace t is denoted by

#(e, ).

Definition 3.14. An event ¢y is said to be feasibly executable at process behavior Pi

communicating with Pj, that is, ey is in A(Pi), if:

1. o(ey) = send, or .
- 2. o(ey) = receive and #(%ey, (P1)) < #(ley, t(P))) and,
Ty &j, ¢k € WP)) / 6(ey) = Sley) = send, Pos(e;, t(P))) < Pos(ex, 1(P))) and
Eos(?ci, 1(P1)) < Pos(?ey, t(Pi)). |

-

53



For example, for t1 = !a?bin P1 and 12 = !b?alc in P2, event !d is feasibly executable in P2
after executing tl in Pi. Similarly, %c is feasibly executable in P1. However, ?m is not

feasibly executable in P1.

Definition 3.15. For two traces tl and t2 (in distinct processes), the first-send-not-
received (t1,22) is the event lel such that V !el, le2 in 11 and Pos(lel, t1) < Pos(le2, t1), 3

lelint2.

For example, for t1 = 'a?b?c!d in P1 and 2 = ?alblc!e in P2, first-send-not-received (1l.

12} = !d, and firsr-send-not-received (i2,t1) = le.

Definition 3.16. Protocol validation consists of finding and enumerating all protocol
design errors (if any). In this work, and without loss of generality, we only consider

syntactic errors like deadlocks, unspecified receptions and overflows.

Definition 3.17. The characterizaton of compatible traces depends on whether the
communication progresses synchronously or asynchronously in the system. This is related
to the degree of coupling between the communicating entities: a close or tight coupling
implies 2 synchronous communicadon, and a loose coupling implies an asynchronous
communication. The general case corresponds 1o asynchronous communication, in which a
' time delay occurs between the transmission of event e and its eventual reception at a peer

entity. Synchronous communication corresponds to the special case in which the time delay
is null.

In the general case, two traces tl and 12 are said to te comparible if-
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1. Vleintl, 3 % int2/ Pos(?e,12) 2 Pos(le, 11),and V e int2, 3 leintl /
Pos('e,tl) < Pos(?e, 12).

2. Vieint2, 3% intl /Pos(?etl) 2 Pos(le,12).and ¥V 7eintl, 3 lein 2 / Pos(le,
12) S Pos(e, t1).

3. Iflejand !cj in t1 and Pos('e;t1) > Pos(!ej,tl) then Pos(2ei, 12) > Pos(?ej, 12).

Moreover, if tl and 12 are final races in F(P1) and F(P2), respectively, they are compatible
if they satisfy the three conditions listed above, and if their leaf node identifiers are the
same, thatis, if (nl) =11 apd t{n2) =12, Id(nl) = Id(n2).

This general definition corresponds to the case of both synchrorous and asynchronous
communication between entities P1 and P2. In the case of synchronous communication, the

general case is reduced to the following rule:

tl and 12 are compatible if: tl =2, thatis: V !(Ne; € t1, 3 (e € 2/ Pos(e;, tl) =

Pos{e;, £2).

For example, 11 = te?d!c?k!alb in P1 and t2 = ?e!d?c!k?a?b are compatible traces. Also, t'2
= 1d%'k?c?a? is compatible with t1. However, t"2 = %¢!d!k!f?1?m is not compatible with

tl.

Lemma 3.1. For successful synchronous communication between entities P1 and P2, the

following two conditions are always satisfied:

1) Vitle FP1),32e F(P2) /1l =M2, and
i) V 2e F(P2),3tl € FPL)/ 12 =l

=
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Proof: The synchronous communication is based on the rendez-vous between a message
wansmission and its reception. Therefore, for every message mansmission (reception) at
position i in tl, there must exist 2 message reception (transmission) at the same position in
12. If for example, none of the two conditions is satisfied, that is for e € tl such thatp =

Pos(le, t1), 3 12 such that [p]i2 = ?e, then a deadlock will occur in the system.

This lemma imposes a necessary and sufficient condition to avoid deadlocks and

unspecified receptions, since message collisions are not possible

Lemma 3.2. In the case of asynchi'onous communication between processes P1 and P2,

-

the following two conditions are satisfier:

v ti‘e F(P1),312 e F(P2)/tl and 2 are two compatible traces, and

ii) V tl € F(P2), 32 € F(P1)/ 11 and 12 are two compatible mraces.

Proof: Lemma 3.2 imposes a necessary (but not sufficient) condition for deadlock and

unspecified reception avoidance in the communication system.
We prove the necessity of this Lemma by considering the case in which it is not satisfied.

Suppose tl € F(P1) and 3 12 € F(P2) such that t] and 12 are compatible, that is any t2 €
F(P2) satisfies either:

(1) Id(t1) # Id(2) or

(2) t1 and 12 are decomposable as follows: t1 =t'1 @ t"1 and 2 =t2 @ t"2, t'1 and 12

are compatible and (1)t"1 and (1)t"2 are not executable. Two possibilities cxlst.
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a. o((1)"1) is send, o((1)t"2) is receive and (1)t"1 = (i)t"2, then an unspecified
reception exists. Similarly, 6((1)t"2) is send, 6((1)t"1) is receive and (I)t"1 =
(1)t"2, then an unspecified reception exists.

b. o((1)t"1) and o((1)t"2) are receive, therefore a deadlock exists since t'1 and 2

are compatible,

It is a non-sufficient condition, since F(P1) and F(P2) could be both missing some possible

executable traces B

Note that Lemma 3.1 is 2 necessary and suificient condition to avoid deadlocks and
unspecified receptions in the design; however, Lemma 3.2 is only a necessary (not

sufficient) condition.

Definition 3.18. Two traces, tl and 12, are said to be simultaneously executable, if they
can be decomposed into t'l, t"1 and t'2, t"2, respectively, in which, 'l and t'2 are

compatible traces (or empty traces) and every event in t"1 and "2 is a feasible executabie

event.

For example, tl = !a?blcld in P1 and 12 = !b%a%!k in P2 are simultaneously executable
since tl and 12 are decomposable into !a%blc @ !d (F'1@1"1) and !b%2% @ 'k (12@1"2),
respectively. t'1 and t'2 are compatible and events !d and !k are feasibly executable in P1

and P2, respectively.

The existence of simultaneously executable traces guaraniees the absence of deadlocks:

however, unspecified receptions are still possible.



Definition 3.19. Trace- decomposition. From the definitions of compatible and
executable traces, we can conclude that traces t1 and 12 of two communicating processes
can be decomposed into (t'1@t"3) and (t2@1"2), respectively, in which the subtraces t'
and t'2 are compatible and the subtraces t"1 and t"2 are executable. Since the lengths of
compatible subtraces must be identical, only three possibilities exist when decomposing t1
and ©2: |

1. t'1 and t2 are empty, then t] and t2 are executable races but not compatible.
2.1"1 and t"2 are empty, then tl and 12 are compaﬁbl:ﬁh’éféfc;g executable.

3. no subtrace is empty, then tl and 12 are said to be executable but not compatible.

For example, t1 = !d and 2 = !k are executable but not compatible traces. However, 1a%blc
. and !b?a% are compatible and executable traces. Also, t1 = !a?blcld and ©2 = 1b?a%!k are

executable but not compatible maces,

Definition 3.20. Two traces, tl and t2, are said to be colliding, denoted by

Colliding(t1,12), if 3 x (x> 0) / (x) t1 and (x) 2 are not subtraces of compatible races t'l

and t'2, respectively.

The term ‘colliding’ derives from the fact that processes executing simultaneous sends can
cause collisions in the transmission medium. In the next section, we show how to handle

such collisions.

For example, t1 = !a?blc!d and 22 = !b%a%'k are incompatible colliding waces, since, for x

= 3, subtraces !d and !k are not compatible.

Lemma 3.3. For every pair of incompatible colliding traces t1 € F(P1) and 12 € F(P2),
synchronizing traces must exist in F(P1) and F(P2) for handling collisions.
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Proof: Let tl and 2 be two incompatible colliding traces decomposable as follows:

=t @!lel@1t"1
R2=t12@ 2@ 1"2

in which '] and t2 are compatible traces (1”1 and t"2 can be empty traces).
We prove this Lernma by enumeration of cases.

For all waces T2 € F(P2) decomposable into T2 =12 @ !e2 @ T"2and {(1)T"2 = %l

one of two possibilites exists:

a G((1)T"2)is receive other than %1, and since t'1 and v2 are compatible, First Sent

First Received requirement is not respected, and an unspecified reception exists in
P2,
b. 6{(1)T"2) is send.

For all races T1 € F(P1) decomposable into T1 =1t'1 @ lel @ T"1 and (1)T"1 = %2, one

of two possibilities exists:

a. o((1)T"1)is receive other than ?e2, and since t'l and t'2 are compatible, First Sent

First Received requirement is not respected, and an unspecified reception exists in
P1.
b. o{(1)T"1)is send M

3.2.2. Transformations from the Labelled Transition-Based Models to the
ATTS Model
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Since the ATTS model is a ree-based model augmented with some information, we ¢an
make use of existing techniques for the transformation of labeled transition-based systems

1o trees,

The execution model for LOTOS specifications can be transformed into 2 tree

representation using an expansion procedure [ISO 8807, MILN 20].

Zafiropulo {ZAFI 80] uses a tree protocol representation of a protocol entity for the
synthesis of protocols. Also, Yuang [YUAN 89] developed an algorithm for ransforming
FSM specifications into an expanded tree representation. The latter technique can be easily
adapted to become a transformation procedure from FSM into ATTS rcpmcﬁtaﬁon which
is the requirement for the application of our synthetic validation technique.

3.3. The Validation Technique and its Proofs of Correctness

In this section, we first describe the features of the validation technique. Then we outline
two algorithms for the implementation of the technique. Finally, the proofs for the

correctness of the technique are presented.
© 3.3.1. Features of the Validation Technique

The validation technique consists of two phases. In the first phase, the ATTS
representations of the processes to validate are augmented with some semantic information
* in the form of traces of two types: synthesized and inherited. These terms are derived from
attributed grammars [KNUT 68]. In the second phase, the detection and correction of
logical design errors are performed.



- Giventhe ATTS representations of two communicating protocol entities P1 and P2, two
types of traces are computed for each node of the ATTSs: the inherited trace carries
information about the ATTS where the node exists. However, the synthesized traces

transfer information about traces from the other ATTS.

The validation procedure is essentially based on the examination of the inherited and the
synthesized sets of traces at each of the nodes of the ATTS representing the process under
validation. Synthesized traces at one node are propagated upwards to their (unique) parent
node depending on some rules for compatibility and executability. The design errors’

detected by the procedure can be corrected before proceeding with the validation.

Furthermore, thé validation is done in a bottom-up fashion which results in an early
detection of complex erroneous behaviors and an efficient technique to detect errors since a
trace at 2 leaf node identifies a unique path in the mee. The validation procedure is then
applied twice: first, P1 is validated with respect to P2, and then, P2 is validated with
respect to P1 (or vice versa). Very limited coupling between the two entities during the
validation process is required; therefore this technique is classified under the localized
| approach to validation. In addition, the validétion of the entities can be executed in parallel
| and the computatons that are performed during the validation are very sifnplc. Finally, the
technique could be extended to validate against the service requirements in addition to the

detection of logical design errors.

3.3.2. Algorithms

In the following, we present two algorithms which implement the validation technique:

Algorithm-G for the generation of inherited and synthesized traces at nodes of an ATTS
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representation of a process, and Algorithm-D for the detection and cormrection of logical
design errors in the given protocol. These algorithms were not implemented or tested, but

based on the proofs that follow later in this section, these algorithms are correct.

Input: Labelled ransition-based system representation of communicating entities to
validate. _
Output: ATTS representation augmented with inherired and synthesized traces.

Steps:
1. Initialization. For each of the communicating eatities to validate, generate its ATTS
Tepresentation.
2. Generate the inherited and synthesized traces at the leaf nodes of each of the
ATTSs.
For a leaf node  in P1's ATTS:
Ip(n) =t(n).
Sp(n)={t/te F®2)and Hn)2L(r) } U
(/¥ e F(P2) and H(n) <L(®), r= (H(n)) tr }.
3. Generate the inherited and synthesized traces at other nodes.
For a non-leaf node # in P1's ATTS:
.Ip(n)= f(n).
.Sp(n) = {1z € Sp(n-1) / L(z)<H(n) } U
( Inix(t), t € Sp(n-1) / Matching(Lasi(r), Last(I p(n-1)), and
Init(Ip(n-1)) and ¢ are executable}
Where Sp(n-l) denotes the union of the sets of synchmnizecl—u'accs at nodes dependent of n.
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Algorithm-G shows that the only information transferred from the ATTS representing P2 is
the synthesized sets of waces at the leaves of P1. These traces correspond to the inherited
traces at the leaves of P2. The synthesized sets of traces at nodes other than the leaves are

generated using the synthesized sets of dependent nodes propagated upwards in the ATTS,

Definition 3.21. Collision handling synthesis (analysis) rule. Lettl € F(Pl) and 12 e
| F(P2) be two colliding traces. Suppose t1 and t2 are decomposed into t'1 @ lel @ t"1 and
2@ le2@1"2, rcsﬁectivcly, where t'l and t2 are compatible tmccs. The handling of a
collision caused by simultaneous transmissions of el and €2 can be done by cbnsidcring

(verifying that) one of the three cases:

a. P1 has a higher priority than P2. Add t11 =1 @ lel @ 22 @ "1 to F(P1), and
2l=t2@11e2@ %1 @ "1 10 F@).

b. P2 has a higher priority than P1. Add 111 =t'1 @ lel @ ?e2 @ “t;'z to F(P1), and
2l1=12@ 2@ %1 @ t"2t0 F(P2).

¢. Pl and P2 have equal priorities. Add 111 =t'1 @ lel @%2@1t"l @2, 112 =
l@!1l@?22@M2@ 1"l o F(Pl), and 21 =12 @ &2 @l@U2@ M1,
22=12@ 2@ 72 @ M"1 @ "2 to F(P2). _

For example, Let tl = 1a?b7%!d% € F(P1)} and 2 = !b%alc!f?g € F(P2) be two colliding
traces decomposable as follows. t1 =t'1 @ !'d @ ?e and 12 = t2 @ !f @ ?g. The collision
rules imply that there must exist in F(P1) and in F(P2) additional colliding and compatible
traces depending on the three cases defined above.

a. 1a%b2cld?f?e e F(P1) and !b7a!c!f2dle € F(P2)
b. 1a?b%c!dlg € F(P1) and !b?alc!f?d?e e F(P2)

¢. la?b?c!d?f2e!g and 1a%7b%c!d?e!g € F(P1), !b%alc!f?d?gle and !b%alc!f2dle?g € F(P2)
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Note that cases 2 and b correspond to the winner/loser approach to synchronization
introduced by Gouda [GOUD 84b]. However, case ¢ corresponds to the no-winner/no-
loser collision resolution (which is characteristic of muldple concurrent updates in a

distributed database application).

Lemma 3.4. The application of the collision handling rule to every pair of colliding traces
avoids the occurrence of unspecified receptions.

'Proof: Let F(P1), F"(P1), F"(P1) and F'(P2), F"(P2), F"'(P2) be subsets of F(P1) and
F(P2), respectively. Let i’(Pl) be the set of traces non-colliding and compatil:?le with traces
in F'(P2), F'(P1) be the set of traces colliding and incompatible with traces in F"(P2), and
finally, F"'(P1) be thcgat of traces colliding and compatible with traces in F"'(®2).

The application of the collision handling rule (Definidon 3.21) to 2 pair of incompatible
colliding traces in F'(P1) and F"(P2) would generate colliding and compatible final traces
which may or may not exist in F™"(Pl) and F';'(PZ). Eventually, after successive
applicéti‘ons of the collision handling rule to pairs of colliding traces, no new traces would
be generated, and F"(P1) and F"(P2) become empty sets i

Lemma 3.5. Only incompatible colliding traces can be used to detect unspeciﬁcd-

receptions.

Proof: We prove this Lemma by showing that any other type of trace can never detect
unspecified receptions.

. Suppose t1 and t2 are non-colliding or compatible final traces. Then, tl and 12 satisfy one
- of the following three cases:



(2) t1 and 2 are compatible and non-colliding, that is t1 = At2 (synchronous progress).
The simultaneous occurrence of send and receive of an event ¢ guarantees that the
occurrence of an unspecified reception is impossible; therefore, no new traces can

be generated.

(b) t1 and 12 are compatible and colliding traces (asynchronous progress); then,
according to the definition of compatibility, all messages sent are received and

hence the occurrence of an unspecified reception is impossible.
(c) tl and t2 are incompatible and non-collid_ing; then, according to the definitions of
compatibility and collision, t1 and 12 can never synchronize since (1)t1 and (1)t2 are

not executable,

Therefore, compatible colliding traces and compatible non-colliding maces are not useful for

the detection of unspecified receptions l

Based on Lemma 3.5, the following optimization rule ¢an be applied for the elimination of
useless synthesized traces generated by Algorithm-G at a node » of an ATTS:

Y t€ Sp(n), if nos-Colliding (¢, I p(n)) is true then eliminate z from Sp(n).

Lemma 3.6. A protocol design causes a channel overflow if 3 t1 (©2) € F(P1)-F(P2) /
Vee tl (), o(e) =send.

Proof. The presence of a trace consisting of event transmissions only can potentially lead

10 an overflow when an-asynchronous communication is assumed. Only the following
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P B

scenario of a trace of event ransmissions would not cause such error: L{z) < b, where b is
the channel capacity, and /d(n) is not own ATTS name, for n whose A(n) =1 such that
A" (where n' is the root node of the enabled ATTS) does not include an event

transmission l

Before proceeding to Algorithm-D, we state a theorem for proving the correctness of the
validation technique.

Theorem 3.1. The satisfaction r:'of the rules for compatibility (Lemmas 3.1 and 3.2),
collision handling (Lemmas 3.3, 3.4, and 3.5) and overflows (Lemma 3.6) guarantees that
deadlocks, unspecified receptions and overflows are avoided.

=

S
Input: ATTS representation augmented with inherited and synthesized traces.

Qutput: ATTS representation free from deadlock and unspecified receptions.

Steps:

1. Foreachtl in F(P1) there must exist 12 in F(P2) such that t1 and t2 are compatible.
Similarly, for each 12 in F(P2), there must exist tl in F(P1) such that t1 and 12 are
compatible.

2. Detect the existence of unspecified receptions at each node of the ATTS.
Atanode n, Icgif € Sp(n).

_If non Mazrching(Last(t), Last(Ip(n)) ) ‘and First-sent-not-received(t, Ip(n)) = le .

. and %e& A(n) then Unspecified Reception (%) at n.

3. Ifa/t node na i'eception is missing, add new traces according to Definition 3.21.
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Step 1 guarantees that no deadlock is possible for synchronous communication. Step 2
checks if for every pair of colliding waces, all possible races for handling the collision are
present in the behavior of the entity to validate. Step 3 generates all those synchronizing

wraces absent from the behavior of the entity as a result of the detection of colliding traces
and unspecified receptions.

The correction of an unspecified reception (?¢) at a node n, characterized by <t(n), A(n)>,
is done by the generation of a new final race t=¢(n) @ ?¢ @ t. The trace r must be
compatible with another trace in F(P2). Furthermore, t must be a correct trace with respect
to the service definition; hence, it is a semantcally valid trace. Since the new final trace in
F(P1) is compatible with another trace in F(P2) and because of Lemma 3.5, the re-

application of the validation is not necessary.

In the case of non-deterministic ATTSs, all internal events i must be converted to !3 (send
dummy event), where 8 is not to be received by any other ATTS. Then, the two algorithms

described above are applicable for the validation of the non-determinstic communicating

entities.

The validation technique for one ATTS can be applied in two wayé. The two-phased
application in which we first apply Algorithm-G to generate all synthesized traces at all
nodes, and then apply Algorithm-D for the detection of logical errors. The interleaved
application in which for every node, we first apply Algorithm-G, and then apply algorithm-
D. Furthermore, the validation of the ATTSs can be performed concurrently.

Based on Lemma 3.2, if the validation of the ATTSs s appﬁcd sequcr{ﬁally, the validaton
of one ATTS may optimize the validation of the other ATTS. The termination of both



N

algorithms is also guaranteed since both the number of final nodes and the number of
pairwise incompartible colliding traces are finite.
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3.4. Examples

In this section, we demonstrate the application of the validation technique to three protocol
specification examples. The first example is taken from [YUAN 89] and shows the
simplicity of our technique compared to the one described in the paper referenced above.
The second example shows how multiple occurrences of design errors can be detected and
corrected. Finally, the third example shows the application of t'l'lc technique to the validation
of the Call Setup procedure of X.25.

Example 3.1:

The finite state machine representations of two communicating processes, P1 and P2, are
given in Figure 3.2. Their ATTS representations are shown in Figure 3.3. Figure 3.4

shows the synthesized and inherited traces at each node of process P2 to validate.

The application of Algorithm-G starting from node n3 and upwards proceeds as follows:

0. F(P1) = { 127473, 12727473, 721473 }
1. I(n3) =(n3) = {122413}, S(n3) = (122473, 127274, 721473 }
After applying the optimization ml;, Sn3) becomes (122473, 127274 }.
2. Kn2) = {1274}, S(2) = { 1224, 1272 } '
3. Il)= {12}, Sl) = (12}

After applying Algorithm-D, an unspecified reception is detected at node nl. The event 72
- must be added to the acceptance set A(nl). This implies that 2 new trace starting with 1272

must be added to the set of final traces F(P2). Based on Lemma 3.1, this trace must be



compatible with a trace in F(P1). Therefore, the new final trace suggested by the algorithm
is 12721413,

Note. In fact, the two communicating processes do not satisfy the condition of Lemma
3.1, which states that for every final trace in F(P1) there should exist a compatible final

trace in F(P2) and vice versa. Therefcre, we can see that F(P2) is missing a trace
compatible with 1 = 12727473 € F(P1).

3o
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Figure 3.2. Two communicating protocol entites (Example 3.1).
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Figure 3.3. ATTS representadons of the protocol entities of Figure 3.2
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Figure 3.4. Synthesized and inherited traces at nodes of P2's ATTS of Figure 3.3.



The ATTS representations of the two communicating processes to validate are given in
Figure 3.5. The synthesized and inherited traces at each node of the ATTS representing the
process to validate are shown in ngré 3.6. This example shows how multiple occurrences
of logical design emors can be detected and corrected by the validation technique.

0. F(P1)= { ?b2%?elg, 7b2c!f?h, 1a?2d }

1. Kn4) = #(nd) = {Iblcle?g), S(nd) = { TbIc%elg, b7c!f%h, 1a%d }
After applying the optimization rule, S(n4) becomes { ?b?c!f?h, la%d }.

2. I(n3) = { !blcle }, S(n3) = {!a2d, ?b7c!f }
Two unspecified receptions are detected at node n3. ?a and ?f must be added to
A(n3).

3. I(n2)={1blc },S5(n2)={1a2d }

One unspecified reception is detected at node n2. Event 22 must be added to A(n2).
4. In)={!b},S(nl)={la}

One unspecified reception is detected at node nl. Event 22 must be added to A(n1).

The additions of the unspecified receptions at nodes n1, n2 and n3 implies that new traces
must be added to F(P2). These traces are: !b% @ tl, !blc?a @ 12, !blcle?a @ 3 and
blcle?f @ t4. Each of these new traces must be compatible with one final trace in F(P1).
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Figure 3.5. ATTS representations of P1 and P2 (Example 3.2).
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Figure 3.6. Synthesized and inherited traces at nodes of P2's ATTS in Figure 3.5.




Example 3.3:

The ATTS representations of an incomplete specification of the DTE and DCE involved in
the Call Setup procedure of X.25 is given in Figure 3.7. The application of the technique
detec's the omission of possible traces and suggests possible corrections, as shown in
Figure 3.8. The example shows, informally, how the technique can be applied to the

synthesis of new traces or behaviors, while satisfying the service requirements.

Thc application of Algorithm-D indicates that two unspecified receptions ?IC and 2CR e.;cist
in DTE and DCE, respectively. Two new traces must be generated: 'CRYIIC @ tl in DTE
and !IC?CR @ t2 in DCE. Based on Lermma 3.2, these two traces must be compatible. t1
and 12 are chosen according to the protocol requirements. For example, the reception of an
incoming call (?IC) by the DTE after the transmission of 2 connection request (ICR) must
be ignored by the DTE. This corresponds to the (English) procedures for Incoming Call

handling specified in the X.25 protocol. Therefore, the new traces should be: {CR?IC?CC
in DTE and !IC?CR!CC in DCE.
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Figure 3.7. ATTS representations of DTE and DCE (Example 3.3).
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Figure 3.8. Synthesized and inherited traces at nodes of DTE and DCE.
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3.5. Discussions and Conclusions

In this chapter, we presented a synthetic protocol validation technique for the detection of
logical design errors such as deadlocks and unspecified receptions. The technique is simple
and requires little computation on the model of communicating entites. Very limited
coupling between the communicating entities is necessary during validation; therefore, the
explosion problems of traditional global validation the reachability technique are avoided.
Error correction is based on the generation of new event occurrences, hence the emphasis
on generation (or synthesis) of new traces in the model. Therefore, it seems quite natural
that the technique be integrated into a synthetic protocol design method. The validation
technique can also be applied to non-deterministic behaviors in the cofnmunication model
and can be generalized to involve more than two communicating entities. Finally, the tree- .
based modelling formalism (ATTS model) we used can be applied to any labeled mansition

system.

The advantages of our technique over other global and localized validaton techniques are: i)
the global information required at each local entity is minimal and simple to obtain and
maintain, ii) the computations on local and global information are very minimal, and iii) the

technique is general and can be applied to any labeled transition system-based specification.

The main limitaton of the technique and the model at their current stag::s is that no
validation against the service requirements is performed. In our opinion, this can be
achieved when we integrate the validation technique into a synthetic design method, in
which existing and synthesized races are validated against the service requirements. Other
areas to investigate are: i) the validation of commﬁnimtin g systems decomposed into more
than one ATTS, and ii) a complexity analysis and comparison with other localized

validation techniques.



y-
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This concludes the part of the thesis dealing primarily with analysis. However, ideas from
this work formed the basis for the development of the service-oriented synthesis method

which is described and justified in the remainder of the thesis.
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CHAPTER 4

THE DUALITY BETWEEN
SERVICE AND PROTOCOL SPECIFICATIONS

In this chapter, we present some philosophical, conceptual issues concerning the duality
relations between service and protocol specifications. In Section 4.1, we introduce the
service concept in communication systcms and the rationale for designing protocols starting
from the service specification. In Section 4.2, we describe some desirable features for
protocol and service specifications. In Section 4.3, we discuss the requirements for
protocol-oriented service specifications. In Section 4.4, we discuss issues related to the

design of service-oriented protocols. Finally, in Section 4.5, we conclude the chapter.

4.1. The Service Concept

The distinction between the service and protocol concepts has acquired an increasing level
of attenton and interest by communication software deSigncrs [VISS 85]. Presently, any
new international standard for a specific protocol is accompanied by another standard for
the service requiremnents specification. However, although many protocol design methods
have been proposed, relatively few of them makc_é. distinction between the two concepts
(Chapter 2). We feel that a good understanding of the differences between these concepts is

essential for the development of an effective methodology for designing protocols
efficiently and correcdy.

The problem of protocol design should be tackled-using a top-dowh refinement approach to

communication systems. The primary objective of a communication system is to offer a

—_—
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service. Therefore, at 2 high level of abstraction, a communication system can be viewed as
a service provider offering some services to users accessing the system through many
distributed Service Access Points (SAPs) using some service functions called Service
Primitives (SPs) (Figure 4.1). At a more refined (lower) level of abstraction, the
communication services are provided to the service users by a number of cooperating
protocol entities which exchange protocol messages that are not observable at the upper
SAPs. A protocol entity uses the lower service functions to relay protocoi messages to
another protocol entity. Furthermore, a protocol entity contributes to the sen-ice at the local
SAP, and must satisfy the local service constraints. Also, the entity synchronizes with
other protocol entities to ensure the global ordering of SPs at all SAPs in order to satisfy

the global service constraints.

Two distinct concemns exist when we consider a distributed system: the user's and the
designer's concerns. The user's concerns are mainly related to the services or functions to
be offered by the system and their conformance to the requirements, w»xereas the designer's

concemns are related to the ways these services or functions should be implemented.

Because of the distributed nature and complexity of distribute: - - -iems in general, and of
communication systems in particular, two basic architec ="/ * _ncepts must be used to

address the two concerns (Figure 4.2) [VISS 89]:

1. The separation of functionality concerns (horizontal decomposition): these are the
user's concerns which are best described by a "Service Definition", whereas, the
designer's concerns are described by a "Protocol Definition”. This decomposition is

driven by the complexity of the system.

- 2. The separation of locality concemns (vertical decomposition): different users h:;vc _

different interests, and are associated with different locations or sites through which
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they may access the services offered by the system. This decomposition is driven by

the disaibuted nature of the system.

In fact, the OSI reference model architecture was developed with these two concerns in
mind. The different layers of the model correspond to the horizontal Gecomposition in
which each layer is concerned with some specific functions to be provided at the upper
horizontal boundaries. On the other hand, the distribution of the access points at each
layer's interface are derived from the vertical decomposition in which we are concerned

with the location of each service user.

In Chapter 2, we have introduced two approaches to protocol design: the analytic and the
synthetic approach, and we have showa the advantages of the latter. From a synthesis
perspective, the service specification should be the starting point for the design of
protocols, since a protocol is a refinement of the service and therefore it is normally much
complex to specify. Having this refinement point of view in the context of the OSI layered
architecture, the protocol design problem is wansformed into the problem of "designing an

(N-)protocol from both (N-) and (N-1) Service Specifications".

Furthermore, a complete and unambiguous service specification helps to eliminate a lot of
complex protocol design problems. Therefore it seems quite natural and trivial to start the

protocol design process directly from the complete service specification.

Another reason for specifying the service prior to designing the protocol is that once the
service is specified according to the (service) user requirements, a service provider
prototype can be delivered to the user. Consequently, user applications that use this service
can be developed faster, earlier and with less interfacing errors. Moreover, we should be

able to design and develop test cases earlier in the development cycle. This is similar to
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designing a software product starting from an unambiguous user requirements definition

and rigorous functonai specifications.

4.2. Desirable Features for Protocol and Service Specifications

For the specification of protocols and services, we assume that we are using a suitable
specification model or language with desirable attributes like modular constructs and
unambiguous semantics. A list of desirable features for specification techniques was
presented in Section 2.1.2.1. However, the existence of such desirable atributes is not
enough to guarantee or enforce similar desirable attributes on specifications using those
techniques, since designers can use different styles to specify the same object by using the
same specification language. For example, although a specificaton language includes

constructs for modularity, a designer can still design in a non-modular fashion.

Therefore, in the following we describe three important features of specificaton styles for

services and protocols, namely modularity, preciseness and completeness.

a. Specifications must be as modular, i.e., as needed to enhance their readability,
maintainability, traceability, expandability (open-endedness), testability and
verifiability .

b. Specifications, at a certain level of abstraction, must be precise, i.e., so as 10 avoid

any misinterpretations and ambiguity at 2 more refined (or lower) level. This feare

also affects the testability and completeness of the refined specifications.
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c. Completeness of the specification, i.e., is an important factor for the success of a
system, since our goal is to caprure and satisfy all system requirements. This

feature also affects the testability of specifications rom the completeness viewpoint.

It is obvious that these artributes are interrelated, and affect other desirable attributes. For
example, the testability of a specification is strongly related to its modularity, conciseness
and completeness. We feel that there is a need for further research on how to promote
specification styles with such desirabie features, and more specifically, how to evaluate the
adherence of a specification to a certain desirable style. However, this topic is bevond the

scope of this thesis.

4.3. Complete and Correct Protocol-Oriented Service Specification

From a synthesis viewpoint, starting from a given service specification, our ultimate goal is
to "synthesize protocol specifications”. Therefore, the starting point is to specify the
service, which involves the correct and complete capture of the service requirements.
Moreover, the service specification will be the reference for all validation aspects of the

protocol synthesis method. The service specification includes:

1) the definition of the service functions or primitives available for use by the service
users.

1i) the specification of the possible temporal ordering of SP occurrences at the
distributed SAPs. This ordering is referred to as the global service constraints. To
note here that the local service constraints at a particular SAP can be obtained from
the global constraints by simply projecting the latter onto that particular SAP, that
is, the local contraints at a particular SAP are obtained by hiding the SP accurrences

at other SAPs from the global constraints.
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Because of its relative simplicity, the service specification can be described in a monolithic
and enumerative (scenario-based) style in which all possible service interactions at the
distributed SAPs are listed. Furthermore, the service specification model must be capable
of describing concurrent service users behaviors, and therefore the specification must also
include all possible concurrent interactions of SPs and their handling. This also requires
that the resolutions for SP collisions, due to concurrent interactions, be defined at the
service specification level because any incompleteness at this level would undoubtedly lead
to an incompleteness error in the protocol design. Furthermore, the service specification
must take into consideration the architectural model underlying the service. In some cases,
the service specification, as described above by traces of legal sequences of SPs, is not
enough to provide an unambiguous interpretation at the protocol design level. For example,
for a sequence CONREQ CONREJ observed at one SAP, it is not clear (at the protocol
design level) whether the rejection of the request is a local decision of the underlying
protocol entity or a decision of the peer entity. The avoidance of such ambiguity must be
accomodated by the specification model at the service specification level, and must be
enforced by the specifier. Therefore, the service completeness, correctmess and clarity are
very critical and must be checked prior to the synthesis of the protocol. All these attributes

contribute to the avoidance of service specification related design errors.

4.4. Service-Oriented Protocol Design

In general, a protocol design is more complex than a service specification because the latter
is defined at a higher level of abstraction. Internal peer-to-peer communications are not
visible at the upper SAPs; for exampic. for an error-recovery protocol function, a2 PDU,
imbedded in an SP at a lower SAP, can be used to acknowledge an error-free receipt of

previously sent user data without ransmitting any SP to the peer service user at the peer
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upper SAP. Furthermore, the projection of all interactions onto the upper SAPs must

always yield a valid service behavior.

A protocol design consists of:
1. The identfication of all protocol message rypes (PDUs) associated with the protocol
entity to design.
ii. The mapping between the SPs at the upper SAP and the SPs at the lower SAP.
ifi. The mapping of the PDUs to the SPs at both upper and lower SAPs.
iv. A formal specification of the behavior of protocol entities which considers the
mapping in ii. and iii. This behavior is governed by the occurrences of events (SPs or

internal events) at its interfaces.

Because of its complexity, a protocol design should be achieved in 2 modular and
incremental fashion. First, a simple protocol design can be derived automatically from a
service specification. The only function of such initial design is to convey information from
one service user to a peer service user wansparently (without any local protocol
processing). This is often called the synchronization function or control part of a protocol.
In another protocol design iteration, for example, the protocol designer could assume an
unreliable lower service; therefore, there is a need to add an error-recovery function to the
protocol design. This may involve the identification of new PDU types. A variety of
protocol functions, such as throughput enhancement, segmentation and flow control

functions, may also be incrementally added to a protocol design.
In a synthetic design approach, the fact that the protocol is derived from a protocol design-

oriented service specification guarantees that the protocol is service-oriented or faithful to

the service. This stresses our viewpoint on the importance of the specification of a complete

86



and correct service. Furthermore, synthesizing services with the desirable features

discussed in Section 4.2, guarantees that the derived protocol will inherit those fearures.
4.5. Discussions and Conclusions

In this chapter, we emphasized the importance of the service concept [LOGR 82, VISS 85)
and the relation between services and protocols in the context of layered ~ommunication
systems. The separation between services and protocols is found to be essendal for the
development of correct and complete communication protocols. Moreover, we stressed the
importance of the design of protocols starting from an unambiguous protocol-oriented
secvice specification. Using a synthetic approach to design, we argue that desirable features
of services, such as modularity, clarity and completeness, will be reflected onto similar
desirable features in the synthesized protocol.

Another desirable attribute of services is "testability”. Based on the principle of inheritance
of features (from the service to the protocol), testable service specifications would resulr in
testable protocol specifications. Therefore, it would be easier 1o deal with testability of
protocols at the service level. Furthermore, we have identified two features closely related
to testability: the modularity and the completeness of a specification. We feel that further
research can be done for finding specification techniques and styles that promote desirable
features such as modularity and testability of software in general, and communication

software in particular.
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CHAPTER 5
A SERVICE-ORIENTED PROTOCOL SYNTHESIS METHOD

In this chapter, we introduce 2 new protocol synthesis method with its proof of correctness.
Given a complete and unambiguous service specification, the new method automatically
synthesizes protocol entity specifications. Both the service and protocol specifications are
modeled by finite state machines (FSM). This chapter is organized as follows. In Section
3.1, we introduce the architecture of the communication model we consider for the
development of the method, the finite state machine model of both service and protocol
specifications, and finally we define some operations on the FSM model. In Section 5.2, we
present our synthesis method which uses a given FSM service specification to automatically
derive thc. FSM specifications of the cooperating protocol entities that offer the given service.
In Section 5.3, we provide the proofs for the semantic and syntactic correctness of the
protocol specifications derived using the synthesis method described in Section 5.2. In
Section 5.4, we apply the synthesis method to derive protocol specificatons from service
specifications examples. In Section 5.5, we compare our method to other synthesis methods
that use the service specification as the starting point. In Section 5.6, we briefly present the
reversibility feature of the synthesis method. Finally, in Section 5.7, we conclude the
chapter by presenting the limitations of our synthesis method, and by outlining the extensions

to both the model and the method that will be addressed in the next chapter.

5.1. The Model and Basic Definitions

In this section, we first introduce the communication model which defines the context for the

development of our synthesis method. Then, we formally define the FSM specification
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model for protocols and services, and finally we introduce some operations on the FSM

model.
5.1.1. The Communication Model

At a high level of abstraction, we view 2 communication System as a black box which offers
a set of specified services to some service users accessing the system through many
distributed service access points (SAPs). The service specification consists of: (1) the
identification of service primitives (SPs) that are used for the interaction between the service
users and the system at the SAPs, and (2) the specification of the possible temporal ordering
of SP occurrences at the distributed SAPs. This ordering is referred to as the global service
constraints. To note here that the local service constraints ata particular SAP can be obtined
from the global constraints by simply projecting the latter onto each of the SAPs, that is, by

hiding from the global constraints the SP occurrences at other SAPs.

At a more refined level of absmaction, the communication services are provided to the service
users by a number of cooperating protocol entties exchanging protocol messages that are not
observable at the SAPs. In fact, these protocol messages are encapsulated in service
primitives occurring at lower SAPs. Moreover, a protocol entity uses the iower service

functions 10 relay protocol messages to another protocol entity.

For the development of the new synthesis method, the communication model we consider is
based on the following architectural principles: the set of specified services offered to the
service users, the cooperating protocol entities and the underlying services which are
abstracted by a reliable first-in-first-out (FIFO) communication medium (Figure 4.1). In this
chapter, we will refer to upper SAPs as simply.SAPs, and we will refer to lower SAPs
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explicitly when necessary. The precise definition of our communication model is given in the

next section.

5.1.2. FSM Model for Specifying Services and Protocols

The finite state machine specification model is very natural and simple in its description of the
sequence of behaviors of protocol entities. In addition, FSM descriptions are familiar to
probably the largest andience orf communications software engineers. For these reasons, we

use the FSM model to develop our synthesis method.

In this section, we will formally define the FSM model for the specification of services and
protocols in the context of the layered communication system introduced in Section 5.1.1.

We also define some operations on the FSM model, and then we relate service specifications

to protocol specifications.

5.1.2.1. Service Specification Model

The service is described by an FSM which specifies the legal sequences of SP occurrences
that can be observed at the distributed (upper) SAPs. However, this basic service
specification model does not allow the simultaneous occurrence of SPs at the SAPs.
Evidendy, such limitation is imposed by the sequential nature of the basic FSM model. In the

next chapter, we will deal with simultaneous occurrences of SPs, and we refer to them as

concurrent SPs.

Definition 5.1. A service specification $ is denoted by a tuple (Ss, s, Ts, ©), where:

Ss is 2 non-empty finite set of service states

Zs is a finite set of service primitives



Ts 1+ a partial ransition function between service states (a subset of the cartesian product
Ss x Ts x Ss).

o € Ssis the initial service state

One or more outgoing transition can emanate from 2 given service state in S. Thase
transitions can be labeled by SPs occurring at different SAPs. However, becausz of the
sequential nature of the FSM model, only one transition can be traversed, meaning that after
reaching this service state, only one SP, labeling one of the outgoing transitions, can be
observed. The choice of a particular SP is either made non-deterministically by the

environment (e.g., service user) or deterministicaily by a protocol entity.

Definition 5.2. A service primitive SP € Zs identifies the type of service event and the

Service Access Point (SAP) at which it may occur.

For example, Al means that the service primitive A may occur at SAP 1. Upper case letters

are used to denote service primitives.

Definition 5.3. For every node representing a service state s € Ss, QUT(s) denotes the set

of SAPs associated with the SPs of its outgoing edges.

Definition 5.4. A service primitive Si is of type ‘7", written SiT, if the SP is dirccted
upward from the protocol entity servicing SAPI to the service user at SAPL Similarly, Si is
of type 'L, written Sil, if the SP is directed downward from the service user at SAPi to the

protocol endty.

REQUEST and RESPONSE SPs are typical examples of SPs of type 'l', and INDICATION
and CONFIRMATION SPs are typical examples of SPs of type "T".
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Note that the FSM service specification S can also be used to model the actions of the service
users distributed across the SAPs. An SP labeling 2 transition in $ corresponds to either an

action originating from the service user at SAP; if the observed SP is of type L', or an action

originating from 2 protocol entity and received by the service user, if the observed SP is of

type 'T".

Definition 5.5. A rrace is a sequence of events observed at a well-defined set of

observation points.

For example, a sequence of SPs obtained by observing the distributed SAPs is a service trace

and the observation points are all the interaction points of the communication service.

Definition 5.6. The projecrion onto an access point X, written as I1x, is a unary function

which can be applied to either:

(1) a finite state machine (FSM) (S, I, T, o) yielding another FSM (S, ', T, 6) in
which Z' is a subset of ZU {e} and T'=T with relabeling to € of those events in £

not occurring at the SAP onto which the FSM is projected.

(i) a set of traces yielding another set of traces in which each race is missing those
events which do not contribute to the SAPs onto which the set of waces is projected,

but the order of remaining events is as in the original trace.
Note that g-labeled transitions indicate changes which are not directly artributable to a

message reception or transmission at a particular SAP. This is not the same concept as an

internal event {ISO 8807].
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Definition 5.7. A projected service (PSi) is the projection of the (FSM) service

specification S onto SAPi (PSi = [IsAri S) as described in Definition 5.6. PSi is represented
by (Ss, Z's, T's, ©), where I's, is a subset of Zs and T's is a subset of the cartesian product

Ssx E'sU (g]) x Ss.

Note that cach of the PSi has the same number of states as in the service FSM S.
Furthermore, for every transition in S between si and sj, there exist n transitions between sil
and sj1 in PS1, si2 and sj2 in PS2, ...., and sin and sja in PSn (where n is the number of

SAPs).

From Definition 5.7, it is clear that the FSM PSi represents the local view of the service as
observed at SAPi. In other words, PSi shows the local contribution of the service user at
SAPi and the protocol entity servicing SAPi to the service. However, the projected service
considered separately would not reveal the nature of the service since the synchronization and

interleaving of SPs at different SAPs is not evident.
Definition 5.8. L(S) denotes the set of legal global service traces .

Definition 5.9. L(PSi} denotes the set of legal local service traces . Thus, ITsapi L(S) =

L(PSi).

The two definitions shown above will be used later in this chapter to construct the proof of
correctness of the synthesis method. These definitions help us to switch from the FSM

domain to the mace domain.

5.1.2.2. Protocol Specification Model

|
v
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The protocol specification consists of a tuple of specifications of 2 number of cooperating
protocol entities. The interactions among the protocol entities through the underlying service
must provide the services described in the service specification. Protocol entities are also

modeled by finite state machines.

Definition 5.10. A protocol entity specification PE is denoted by a tple (Sp, =p, Tp. ©).

where:

Sp is a non-empty finite set of protocol states

Zp is a finite set of protocol events, Zp =X'sU IPE, where I's is a subset of Zs, and
IPE is the set of internal protocol events such that for each SP in T's there exists a unique
internal protocol event in IPE

Tp is a partial wansition function between protocol states (a subset of the cartesian

product Sp % Zp x Sp)

O € Spis the inital protocol state

Definition 5.11. A protocol specification (P) consists of several interacting PEs. In our

communication model, we suppose that a one-to-one correspondence exists between a PE

and a SAP.

Definition 5.12. L(P) denotes the set of legal global protocol traces observable at the

interaction points with the service users (at upper SAPs) and with the communication

medium (at lower SAPs).

Definition 5.13. L(PEi) denotes the set of legal local protocol traces of the protocol entity
PEi.
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The interaction between an S (modelling service users) and a PEi is based on the rendez-vous
concept, meaning that the synchronization will only occur when both S and PEi agree on a
given SP. However, the interactions among protocol entities are not assumed to be based on
rendez-vous; rather they are synchronized by the underlying (FIFO) communication medivm
which reliably transfers an event wansmitted by one entity to be received by another entity.
An internal protocol event e can be either received (7€) or transmitted using the function !(e,

X), where X is the set of protocol entities to which e is transmitted.

5.2. The Protocol Synthesis Method

In this section, we first introduce the transitdon synthesis rules (TSRs), and the atomicity and
optimization rules that are used to transform the projected service specifications (PSs) into
protocol entity specifications (PEs). Then, we outline the synthesis algorithm.

5.2.1. Transition Synthesis Rules

iIn a PSi, two types of transitions exist: i) SP-labeled transition, and ii) e-labeled transition
which corresponds to an SP-labeled transition in a PSj (j # i). The existence of these two

types of ransitions is a direct result of the projection of S onto SAPiL.
Definition 5.14. Transition Synthesis Rules (TSRs). These rules are applied
correspondingly to each of .the ransitions (g- or SP-labeled) in PSi. In the following, we

require that a protocol event ¢ be uniquely associated with service primitive E (specifically

rules 2.2, a4 and b.2, b.4).

Transition labeled bv an SP.E in PSi:
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Ei

O a®

51 s2

Case 1: s2 is not an initial state and OUT(s2) = [SAPi}.

Rule a.1: The mansition remains unchanged.

The intuition behind this rule is that the flow of control needs not be transferred to another
protocol entity (or service user), and therefore a synchronization message should not be

transmitted at this point.

Case 2: s2 is the initial state (typically in a reset event) and E is of type ‘L.

Rule 2.2: The transition is transformed into the following two mansitions:

E

O () ‘e »() » X=all SAPs- SAPi

s1 52 s2

Since the SP is originating from the service user, and is taking the service back to its initial
state, synchronization messages must be sent to all other protocol entities to synchronize at
the initial state in each of the respective protocol entities. This would synchronize the protocol

at the same initial global stable state.

Case 3: s2 is the initial state and E is of type 'T".

Rule a.3: The wransition remains unchanged.
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In this case, the SP is originating from the protocol entty and is taking the service back to its
inidal state. However this SP is most probably a result of a reset protocol message, and

therefore there is no need to transmit any other protocol message.

Case 4: s2 is not an initial state, OUT(s2) # {SAPi}, and E is of type 'J",

Rule a.4: The wansition is transformed into the following two transitions:

E

O~ -0 {eX) =) s X=0UT(s2)- SAPi

s1 s'2 s2

In this case, the SP is originating from the service user 2t SAPi. Following the occurrence of
this SP, other SPs can be observed at other SAPs; and therefore a synchronization message

should transfer the flow of control to other corresponding protocol entities,

Case 5: s2 is not the inital state, QUT(s2) * (SAPi}, and E is of type 'T".

Rule a.5: The transition remains unchanged.
This case is similar to Case 3.

b, Transition labeled by & in PEL:

O———0O

51 s2

Case 1: s2 is not an initial state and QUT(s2) = {SAPi}.
Rule b.1: The transition remains unchanged.

Case 2: s2 is an initial state and E is of type '}’
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Rule b.2: Suppose E is the SP labeling the ransition from sl to s2 in S. In the figure
below, ?e corresponds to this label.

O—=—0

s1 s2

Case 3: 52 is an initial state and E is of type 'T"
Rule b.3: The transition remains unchanged.

Case 4: s2 is not an initial state, OUT(s2) = {SAPi}, and E is of type 'L’
Rule b.4: Suppose E is the SP labeling the ransition from sl to s2 in S. In the figure
below, ?e corresponds to this label.

O—=—0

s1 s2

Case 5: 52 is not an initial state, OUT(s2) = (SAPi}, and E is of type 'T"

Rule b.5: The wransition remains unchanged.

In Cases 1, 3 and 5, PEi must not expect any message at this point, since accordin g 1o the

service specification, no service action is expected at SAPL

Note that the rules for synthesizing e-labeled transitions are compatible with those rules for
synthesizing SP-labeled mansitions. For example, if for an SP-labeled transition from sj o sk
in PSi the appropriate synthesis rule is applied, then a corresponding rule applies to

synthesize an ¢-labeled transition from sj to sk in PEj (is).

5.2.2. Atomicity and Optimization Rules
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In our model, we consider the reception of an event (SP art upper or lower SAP) by a

protocol entity and the response to such event by the entty as an atomic protocol transaction.

The protocol synthesis rules must be able to accomodate this atomicity requirement.

A protocol entity reacts to two types of stimuli as follows.

i)

if)

the reception of a PDU (encapsulated in a Service Data Unit - SDU) at a lower SAP
causes either an SP of type 'T" to be observed at the upper SAP (Figure 5.1.2), or
another PDU (encapsulated in an SDU) to be observed at the lower SAP (Figure
5.1.b).

A typical scenario of the first type of reactions is as follows. A Connect-Request (CR)
PDU is received by the peer entity, and is followed by a CONNECT-INDICATION SP
directed to the peer service user. However, a scenario of the second type of reactions is

the rejection by the peer endty of the CR PDU.

the reception of an SP of type "}’ at the upper SAP causes either a PDU (encapsulated
in an SDU) to be transmitted to the peer entity through lower SAP (Figure 5.1.¢), or
another SP to appear at the same upper SAP (Figure 5.1.d).

A scenario of the first type of reactions is 2 CR PDU sent to the peer entity as a result of
a CONNECT-REQUEST SP. However, a scenario of the second type of reactions is a
CONNECT-REJECT SP after a CONNECT-REQUEST SP occurring at the same
SAP. This is typical when the local protocol entity cannot accomodate such request
(e.g., limited physical resources).



The choice taken by 2 protocol entity (in both cases i and ii) is either made non-

ceterministically by the entity or based on some predicate evaluation of some global or local

condidons.

To enforce the atomicity of the action and reaction of the protocol entity to a particular

stimuli, we introduce the following atomicity and optimization rules,
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(1 and 2 correspond 1o the order of occurrence of events)

Figure 5.1. Reacdons of protocol enddes to different sumuli.



Definition 5.15. The atomicity and optimization rules can be applied to enforce the
atomicity of the action and reaction of a protocol entity. The result of applying these rules
would be the elimination of some transitions and states, and hence an optimization of the

protocol entity. These rules are listed below.

Rule 1. A pattern of the type shown in Figure 5.2.a is transformed into a single atomic
transition shown in Figure 5.2.b.

Rule2. A pattern of the type shown in Figure 5.2.c is transformed into the atomic pattern
shown in Figure 5.2.d4. (In fact, Rule 1 is a special case of Rule 2, in which the g-labeled
transition is discarded).

Rule 3. A pattern of the type shown in Figure 5.2.¢ is transformed into the atomic partern

shown in Figure 5.2.f.

Table 5.1 summarizes the transition synthesis rules (after considering the optimization and

atomicity rules) and the conditions for their application.
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TRANSITION Ei 3
CONDITIONS TYPE G)—>62) —>2)
a.l: b.1:
s2 s not an initial state E €
and OUT(s2) = SAPi O'.IVO O||¥O
a.2: b.2:
s2 is an initial state E/i{e,X) 7e
and E is of type | A v O ﬁ v O
X = all SAPs - SAPi
s2 is an initial state a.3: E b.3: €
and Eis of type T () ’ A V A v ﬁ v
52 is not an initial state a.4: E/l(e,X) b.4: 70
OUT(s2) # SAPi and O||VO Q 2@,
Eis of type | X = OUT(s2) - SAPi
s2 is not an initial state a.5: b.5:

OUT(s2) # SAPi and
Eisof type T

O—0O

‘Table 5.1, Summary of the transition synthesis rules and the conditions for their application.




5.2.3. The Synthesis Algorithm

Starting from an FSM specification of the service (S), the algorithm oudined below

automatically derives the protocol entities that provide the set of services given in S,

Synthesis Algorithm. Derivation of protocol specifications from the service specification.
Input: FSM-based service specification (S)
Output: FSM-based protocol entity specifications (PEs).

Steps:
1. Project the service specification S onto each SAP to obtain the PSs,
Apply the ransition synthesis rules to each transition in the PSs to obtain the PEs.

(»

. Apply the atomicity and optimization rules to the PEs.

|6~

Using the algorithms described in [BARR 79], remove g-cycles and g-ransitions to

obtain the PEs as reduced and equivalent finite state machines.

Note that the TSRs introduced new transitions and protocol states with the following
features: i) no new wansition is labeled by an SP, and ii) only a unique transition is outgoing
from each of the new protocol states, and this transition is labeled by a protocol message

which is unique to the SP which invoked the TSR.

A remark worth mentioning here is that our synthesis method starts from a given service
specification. This service specification is assumed to be correct, meaningful and compiete,
The rules and techniques needed to achieve and prove such desirable features of the service
definition are beyond the scope of this thesis, but are an important part of our ongoing
research. This is an interesting but difficult open problem since it involves verification

against non-formalized intentions.
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5.2.4. Enhancement to the Service Specification

Now, after we have fomally introduced the service and protocol specification model. and the

synthesis method, we show one weakness of the service specification model which requires

some consideration.

According to the synthesis algorithm, the synthesis of a cycle of SPs (Xid YiT) observed
contiguously at SAPi (Rule a.1 applies to Xil and Rule a3 applies to YiT ) would generate
the same cycle in PEi. However, for such cycles, some protocol interactions may be
invloved, since the projection onto SAPi of another protocol wace Xi !x % Yi also vields Xil
YiT. The following scenario is a typical example of the former protocol race. A CONNECT-
REQUEST SP (Xil) is sent to the peer entity via a CR PDU ('x). The peer protocol entity
refuses the CR PDU by sending a CREF PDU (ly) to the requesting entity. Upon reception
of the CREF PDU, the protocol entity acknowledges the service user by engaging in a
CONNECT-REFUSE SP (YiT). However, the protocol entity supporting the requestor

service user may refuse to handle the request and therefore, the sequence CONNECT-
REQUEST CONNECT-REFUSE SPs (Xil YiT) is observed at SAPi.

The FSM service model, as described previously, is unable to describe such behaviors and
therefore, it requires an extension allowing the model to express such important architectural

issues. This enhancement would definitely make the service specification more protocol-

oriented.
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5.3. Proofs of Correciess

In this section, we prove that the synthesized protocol specifications are semantically and
syntactcally correct. These proofs are needed to establish the correctness of the synthesis
method, and 10 support our claim that no further validation of the synthesized protocol
specifications is required. In fact, the main advantage of the synthetic approach to protocol
design over the analytic approach is due to the fact that in the former approach, the validation
of the protocol is a by-product of the synthesis method.

5.3.1. Semantic Correctness
In the following, we prove that the interactions among the derived protocol entities, using a
reliable underlying FIFO communication medium, provide the service specified in S. In other

words, we prove that the protocol satisfies the liveness properties.

The following definitions introduce two intermediate sets of traces thar will be used to

construct the proof for the semantic correctness of the derived protocol specifications.

Definition 5.16. L'(PE}) is derived from L(FEi) by rcmoving all event ransmissions and

by replacing every event receptions with its corresponding SP.
For example if A 2% D € L(PEi), then AED e L'(PEi).
Definition 5.17. L (PEi) denotes the set of legal protocol traces before the elimination of

g-transitions. The equivalence Lg (PEi) = L(PEi) is based on the correctness of the g-cycles
and e-transitions removal algorithms [BARR 79].
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The following lemma formalizes the relationships between maces of the protocol and of the

service specification.
Lemma 5.1. TIsapi L& (PEi) = [Tsapi L(PEi) = L(PSi) = [Tsapi L(S).

Proof. The equality L(PSi) = ITsari £(S) (Definition 5.9) is a direct result of the definition
of the projection operation (Definition 5.6). Both a PSi and a PEi preserve the ordering of
SPs at SAPi since the projection of each synthesized ransition onto SAP1 yields the original
service transition in PSi. Furthermore, the TSRs guarantee that no new #P—Iabcled transitions
are generated. In fact, the projection of synthesized transitions labeled b\y protocol messages
yields e-labeled transitions, the reduction of which retums the original S\P.I-labcled transitdons

Lemma 5.2. L'(PEi) describes the legal interleavings of SPs at SAPi with respect to some

SPs occurring at other SAPs.

Proof. According to the TSRs, the reception of an event in PEi corresponds to the
occurrence of an SP at SAPj (j # i). Therefore, if an SP Xi precedes ?y in PEi, then X
precedes Y in L*(PEi) and in L(S). Consequently, the order of SP occurrences in L' (PEi)

is consistent with their order of occurrence in L(S)m

Lemma 5.3. 2 L'(PEi) (for all SAPI) specifies the legal interleavings of SPs at all upper
SAPs. Also, the SP ordering relations in 3, L'(PEi) (for all SAPi) is consistent with the

ordering of SPs in L(S).
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Proof. We prove this consistency by showing that all traces in 2 L'(PE1) (for all SAPI) are

consistent with L(S), and also all ordering relations in the traces in L(S) are preserved in
2 L'(PEi) (for all SAPi).

The first part of the proof is a direct corollary of Lerama 5.2. To prove the second part, we
sitow that for any pair of contiguous SPs in §, the same pair of SPs exists contiguously at
least once in L'(PEi). The contiguous pair of SPs could be of two types: i) AiBi (both SPs
appear at the same SAPI): the TSRs guarantee that the same pair of SPs appears contiguously
in L'(PE1), or ii) AiBj (either Ai corresponds to ?a in L(PEj) or Bj corresponds to ?b in
L.(PEi)): the same pair of SPs appears contiguously in L'(PEj)m

Lemma 5.4. Only traces from £(S) can be observed at the SAPs, and therefore the service
semantics are preserved during the interactions among the synthesized protocol entties,
meaning that only the specified services are offered by the communication system.

Proof. Lemma 5.3 shows that the order of occurrence of SPs at the SAPs is always correct
with respect to the order of occurrence of SPs in S. Therefore, no traces other than the global
service waces can be observed at the distibuted SAPs B

Theorem 5.1. The synthesized protocol is live.

Proof. The proofs for Lemmas 5.3. and 5.4. show that the protocol performs its intended

functions, and therefore, satisfies the liveness properties B
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5.3.2. Syntactic Correctness

In the following, we show that the derived protocol entity specifications are syntactically
correct, by proving that they are deadlock-{ree, livelock-free and complete (e.g.. no

unspectfied reception error).
Lemma 5.5. The synthesized protocol is deadlock-free.

Proof. The TSRs are based on a cause and effect principle. The occurrence of an X SP at
SAPi, where X is the label of a ransition from state k to state 1 in S, will either involve
sending a synchronizing protocol message x to all PEs servicing the SAPs in QUT(1) (Rules
a.2 and a.4), or no protocol message will be transmitted (Rules a.1, 5.3 and a.5). Therefore,
the TSRs guarantee that the protocol will progress to a new global stable state when x is
received at each of the PEs (Rules b.2 and b.4). From this new global stable protocol state,
another SP can be observed at one of the other SAPs if synchronization messages were sent,
or another SP will be observed at SAP! if no protocol message was ransmitted. Eventually,
after successive applications of those rules, the protocol entities will successfuly and

synchronously terminate by reaching either the initial global state (Rule a.2) or a final global
staie in each of the PEs m

Lemma 5.6. The synthesized protocol is Hvelock-free.
Proof. The derived PEs are free from non-productive looping because the TSRs guarantee
that all loops in 2 PEi (for all i) will contain at least one SP. Therefore, any loop in 2 protocol

entity will be contributing to the service (since the semantic correctness had been proved

previocusly) &
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Lemma 5.7. The synthesized protocol entites are complete, meaning that no unspecified
reception error will occur during the progress of the interactions among the derived protocol
endties. (This Lemma requires that our standard assumption on service specification be

satisfied, namely that no concurrent executions of SP are allowed).

Proof. The TSRs used to synthesize protocol message exchanges guarantee that every
protocol message transmirted by an entity to one or more entitics is always properly received
at those other entities. This is clear from the fact that whenever the conditions for the
applicatdon of a synthesis rule for a transition from staie j to k are satisfied in PEi, and
message transmission transitions are synthesized, other conditions are also satisfied for the
application of other compatible synthesis rules for a transition from state j to k in the other
PEs, which would generate all the necessary reception transitions. To complete this proof,

we consider each of the rules that synthesize message transmission transitions:

i. Rule a.2: In this case, we apply Rule b.2 for the synthesis of £-labeled transitions in
each of PEj (for all j = 1) (Figure 5.3.a).

ii. Rule a.4: In this case, we apply Rule b.4 for the synthesis of g-labeled transitions in
cach of PEj (for all j =i and j € QUT(s2)) (Figure 5.3.b).

Since in the service specification model no concurrent SPs are allowed at the distributed
SAPs, asynchronous protocol entity behaviors are not possible. Therefore, the synthesized
reception transitions are sufficient to complete the protocol specification, and therefore are

enough to prevent the occurrence of unspecified reception errors &
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Theorem 5.2. The synthesized protocol is safe.

Proof. The safety properties of the protocol are guaranteed since the protocol has been

proved to be deadlock-free (Lemma 5.5), livelock-free (Lemma 5.6) and complete (Lemma
shHhm
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5.4. Examples

In this section, we demonstrate the application of our synthesis method to four service
examples. These examples will be used in the next section to compare our method with other

service-oriented methods we briefly described in Chapter 2 (Section 2.5.1).

Exgmple 5.1:

This example is taken from [CHUL 88a] and is considered here to show the major
differences between Chu's method and ours. The service is described as follows. A service
user Ul may transmit data at SAP1 via the IN SP, and another service user U2 may retrieve
data sent by Ul via the QUT SP at SAP2. Therefore, both IN and OUT S$Ps are of type 'L,
Furthermore, the executions of IN and QUT are govemed by the following restriction which
characterizes a two-places buffer; #(OUT) < #(IN) < #OUT)+2, where #(IN) and #(OUT)
denote the number of IN and OUT SPs executed by Ul and U2, respectively. The FSM

service specification is given in Figure 5.4. Figure 5.5 shows the derived protocol entity
specifications.

Remarks:

In this example, a concurrent execution of IN and QUT by Ul and U2, respectively, at
service state s2 is not allowed. The FSM model shows only the sequential execution of SPs.
However, 10 accomodate such concurrent behaviors, the ESM model and consequently, the

synthesis method needs to be extended.
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Figure 5.5. Synthesized protocol specifications for the service in Figure 5.4.



Example 5.2:

This service involves four service primitives: REQUEST (REQ), RESPONSE (RESP).
INDICATION (IND) and CONFIRMATION (CNF) SPs.A service user Ul may issue a
request via the REQ SP at SAP1 to another service user U2 at SAP2. U2 will become aware
of Ul's request when it receives the IND SP at SAP2. U2 will then respond either positively
to the request by sending RSP+ SP or negatively by sending RSP- SP at SAP2. U1l will
receive U2's response accordingly via the CNF+ or CNF- SP. Ul may also receive a CNF-
SP without U2 being involved or aware of Ul's REQ SP. Therefore, REQ and RSP SPs are
of type 'l', and IND and CNF $Ps are of type 'T". Figure 5.6 shows the FSM service
specification.

Remarks:

Based on the architectural model described in Section 5.1.1, we have observed that the
service specification is missing more information concerning the reception of CNF- SP by
Ul direcdy after REQ SP is executed. The service specification must clarify whether the
negative confirmation is a result of a negative response from the peer entity or a rejection by
the local entity. Obviously, the rejection by the peer eatity involves some protocol messages
10 be wansmitted through the medium; however, no protocol messages are involved when the
rejection is a local decision by the protocol entity servicing U1l. In general, any pair of
contiguous SP occurrences at one SAP leads to such ambiguity and incompleteness at the

protocol design level and therefore must be clarified at the service specification level.

In this example, we specify that CNF- SP follows a REQ SP at SAPI as a result of a
rejection (negative response) from the peer entity. Figure 5.7 shows the PEs after applying
the TSRs (Step 2), and Figure 5.8 shows the protocol after the removal of e-cycles and ¢-

transitions and the application of the atomicity rules.
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Example 5.3:

In this example, we consider a service specification S(Ss, Zs, Ts, ©), in which: Ss =
{sl,52,53,54}, Zs=( A, B, C, D, E}, ¢ =51, OUT(1) = {sapl}, OUT(2) = {sap2,sap4},
OUT(3) = (sap3}, OUT(4) = (sap2}. Moreover, we assume that all SPs are of type L', The
corresponding FSM, shown in Figure 5.9, describes the legal sequences of SPs observable
at four SAPs. Our goal is to derive four protocol entities specifications (PE) from the given
service specification. Figure 5.10 shows the four projected service specifications. Figure
5.11 shows the PEs after applying the TSRs (Step 2), and Figure 5.12 shows the protocol

after the removal of e-cycles and &-transitions and the application of the atomicity rules.
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In this example, we demonstrate the application of the synthesis method to the
association control service of the application layer [ISO 8649]. The service definition
1s given as an English deseription of the possible ordering of SPs at the SAPs. This
English description is transformed into a2 FSM description. Figure 5.13 shows the
FSM service specification of the association control, and Figure 5.14 shows the

EPEs after the application of the synthesis algorithm.

The resulting EPEs are found to be equivalent to the Association Control Protocol
Machine (ACPM) [ISO 8650] described in a state transition table in- Figure 5.15.
Moreover, although we have considered a simple OSI service, the example shows
clearly that given a clear and complete service specification we can synthesize the

protocol, and thus we avoid the time-consuming analytical development of protocols.

122



A-RLSmsp+2
A-ASCenf+] P

A-RLSregl

A-R!.Scnt\)

Figure 5.13. The Associadon Control service specification.

PEl PE2

?RLRE/A-RLSenl-

Figure 5.14. Association control protocol specifications.



STAD STAY STA2 STA3 STAl STAS
Idle - Awaiting | Awaiting | Awaiting | Awaiting | Assoc-
unassoc. | AARE ‘A-ASCrsp RLRE A-RlSrspl| iated
A-ASCreq | pl:
AARQ
STAY
A-ASCrsp+ AARE«
STAS
A-ASCrsp- AARE-
STAQ
AARQ pl:
A-ASCind
STA2:
=pl:
AARE-
STAQ
AARE~ A-ASCent~
STAS
AARE- A-ASCent-
STAD
P-.CONcnt- A-ASCecnt.
STAQ
A-RLSreq p:
RLRQ
STA3
A-RLSrsp~ RLRE~-
STAQ
A-ALSrsp- p3.
RLRE-
STAS
RLRQ A-RLSing
STAZ
RLRE~- A-RLSent-
STAQ
RLRE. A-RLScnt-
STAS
A-ABRreq ABRT ABRT ABRT ABRT ABRT
. STAQ STAOQ STAO . STAQ STAQ
ABRT A-ABRind | A-ABRind | A-ABRind | A-ABRincd | A-ABRing
STAQ STAQ STAQ STAQ STAQ
P-PABind A-PABind | A-PABind | A-PABind | A-PABind | A-PABiInd
STAOQ STAO STAQ STAQ STAQ

Figure 5.15. Transition table for the Association Control Protocol Machine (ACPM).
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5.5. Comparison with Other Service-Oriented Synthesis Methods

A complete survey and comparison of ten synthesis methods for protocol design was
presented in Chapter 2. Among these synthesis methods, only two [CHUL 88a] [BOCH 86]
follow the same architectural concepts as ours, and derive the protocol specifications starting
from the service specification. In this section, we compare our synthesis method with these

two methods.
5.5.1. Comparison with Bochmann's Method

Bochmann [BOCH 86], Gotzhein [GOTZ 89] and Khendek [KHEN 89] synthesize the
protocol entity specifications starting from a syntactic tree representation of a LOTOS-like
service specification. The derived protocol specifications are also described by LOTOS-like
behavior expressions. The method is too restrictive since it does not allow a distributed
choice; therefore, for the simple LOTOS-like specification equivalent to the FSM
specification of Example 5.1: P=IN1;Q and Q= OUT2; P[] IN1; QUT2; Q (where P
and Q are two LOTOS processes), their synthesis method is unable to derive the protocol
specification. Similarly, because of the same restriction, the method cannot be applied to
Examples 5.2 ans 5.3. Moreover, no formal proofs of semantic and syntactic correctness of

the synthesized protocol are provided in the publications.
5.5.2. Comparison with Chu's Method
Chu [CHUL 88a] derives the protocol entity specifications starting from an FSM description

of the service. Chu's method is based on the same architectural concepts and the same service

and protocol specification modeling formalism as ours.
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However, after a careful examination of this method, we have observed the following three

potental problems:
LFaithful ! fai ¢ the pr [ ificarions:

To illustrate this problem, we consider Chu's solution to Example 5.1 in Section 5.4. The
solution in Figure 5.16 shows that the protocol entity PE1, after first executing IN SP,
decides to either allow PE2 to execute OUT SP by sending -b or to execute 2 consecutive IN
SP. This clearly means that PE1 overrides the service specification and decides on the future

behavior of the system, therefore the protocol is not faithful to the service.

A faithful and fair interpretation of the service specification is that it is up to the environment
(service users) and not to the protocol entities to decide whether to execute two consecutive
IN SPs or IN SP followed by OUT SP since both are allowed in the service specification.

Our solution follows this interpretation, and therefore it is more faithful to the service.

2, Porential tempo-blocking (or livelock) ;

Referring to Chu's solution 10 Example 5.1, the protocol may engage in a tempo-blocking by
infinitely or non-productively executing the ¢ycle -b +c in PE1 and +b -¢ in PE2. This type
of cycles in the design requires a lot of testing after the protocol is implemented, and hence its
avoidance is desirable at the design stage. Moreover, this potential problem will always exist
in all protocol specifications derived from services which include at least one service state
whose outgoing edges are labeled by SPs occurring at different SAPs. This is due to the
handling of such service nodes by the synthesis algorithm.

3. Incomplete service specification:

126



Chu's solution to Example 5.2 in Section 5.4 is shown in Figure 5.17. For every cycle of SP
occurrences at the same SAP, the synthesis algorithm will derive a similar cycle in the
corresponding protocol entity specification, and hence it discards other possible behaviors
inherited from the architecture of the communication model. It is obvicus that the
corresponding protocol trace is legal; however another protocol trace which results from the
rejection by the peer protocol entity is also legal since when projected on the SAP, it yields
the same legal service race. Without elaborating on such cycles of SPs (or in general, any
pair of contiguous SPs in S occurring at the same SAP), we think that the protocol
specifications will be incomplete. We believe that extensions on the service specification

model should be considered to make it more powerful, expressive and unambiguous.

In summary, our method is more faithful to the service specification and therefore is really a
"service-oriented” synthesis method. Furthermore, our method applies to the synthesis of
multi-party protocols; however Chu's method needs to be reformulated (a non-trivial task)
for such protocols. Finally, Chu's work lacks the formal proofs for the semantic and

syntactic correctness of the synthesized protocol entities.
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5.6. Reversibility of the Synthesis Method

The synthesis method described in this chapter is reversible, meaning that given the protocol
specifications derived by the method, and the communication and interaction model, we can
uniquely derive the service provided by the interacting protocol entities. This is a desirable

feature of synthesis methods since it allows the reconstruction of the service specification.

In the following, we describe 2 method to prove that the composition (based on the
communication model of interaction defined for the method) of the cooperating protocol

entities (PEs) yields S.

Construction of the Global Stable Stare Graph

First, we constuct the Global Stable State Graph (GSSG) for the cooperating protocol
endues. The GSSG is similar to the interaction graph introduced in [LINS 89]. The GSSG is
a finite state machine which consists of stable global protocol states (Definition 2.3) and
wansitions between those states meaning that intermediare states, in which the channels are
not empty, are not included in the graph (by definition of stable state), and a state is added to
the graph only after the occurrence of an interaction (message transmission and its

corresponding reception). The transitions are labeled by service primitives that cause the

global interactions.

The application of an FSM minimization procedure [KOHA 79] to GSSG yields the service
specification S.
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Terminology. Let gssgo = (01, ....., on), where 6i is the initial protocol state of PEi, be the

inital global protocol state. Obviously, gssgo is also a stable state.

Let sxi be a protocol state in PEi. -(m,A) denotes the wansmission of message m to the

protocol entities servicing the SAPs in A.

The algorithm below constructs the GSSG.

step 1, Inidal state. Add gssgo to GSSG.
step 2, For each state gssg = (sx1, ....,, sxn) in GSSG,
2.a. If a wansmission transition -(m,A) between sk and sk exists in PEi, and receiving
transitions +g between states skj and slj, existin PEj (foralljin A)
Then Add a state gssg' = (s'xl, ..., $'xn) in GSSG provided gssg' is not
equal to any previously added state, where s'xe =sxe if ¢ is not equal 10 i or j (for
all j in A), otherwise if ¢ =1, s'xi = sli, and if ¢ =j (for all j) then s'x; = s1j (for all
1.
2.b. Add a transition from gssg to gssg' in GSSG provided the transition is new. The
new transition must be labeled by the service primitive that caused the interactions
1o occur, together with the SAP at which the SP occurs.
step 3, If no wansition or state has been added in Step 2, the GSSG is complete, otherwise
repeat Step 2.

The GSSG for the protocol synthesized in Example 5.3 (Figure 5.12) is shown in Figure
5.18. The minimization of the resulting GSSG yields S.
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Figure 5.18. GSSG constructed from the protocol in Figure 5.12.



Other features of the method and the model are worth mentioning at this point. First, for a
complex service specification FSM which is decomposable into a number of component
FSMs, we can apply the synthesis method to each of the components to get partial protocol
specifications. These protocol specifications can then be connected together to yield the
protocol which provides the whole service. Theoretical work has already been done on the

correcmess of such connected protocol components [CHOI 86b, CHOW 83].
In addition, some functions such as error-recovery can be added incrementally to the protocol

design without affecting the semantic or syntactic correctmess of the resulting protocol, as

described in Chapter 6.
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5.7. Discussions and Conclusions

In this chapter, we have introduced 2 new method for the synthesis of protocol entity
specifications starting from the service specification. Both protocol and service specifications
are modeled by deterministic finite state machines. The interactions between the protocol
entities and the service users are tightly or strongly synchronized. However the interactions
among the protocol entities are based on the sending and the eventual reception of protocol

messages via the underlying FIFO communication medium.

The derived protocol specifications are proven to be semantically correct, meaning that the
interacting protocol entities provide the specified service, and syntactically correct, meaning
that no design errors, such as deadlocks or unspecified receptions, can occur during the

progress of the interactions among the derived protocol entities.

We have also compared our method to two other service-based synthesis methods
introduced in [BOCH 86] and [CHUL 88a). We have shown that ours is less
restrictive, faithfully reflects the service specification, and applies to the synthesis of
multi-party protocols as well. We have also applied the synthesis method to an OS]
- service, namely, the association control service for the common application service of

the application layer.

Our experience with the method shows that the FSM model requires some extensions to
make the service specification complete, unambiguous and more expressive. We have
observed that using the FSM model, we are unable to €Xxpress concurrent service behaviors at

the distributed SAPs. Also, the service specification model requires some enhancements to
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allow the expression of some architecturally important information needed for the derivaton

of complete and unambiguous protocol specifications.

In the next chapter, we propose some extensions to the specification model to enhance its
power 1o express concurrent behaviors of service users, and extensions to the synthesis
method to add more protocol-related functions to the protocol, such as error-recovery when

an unreliable underlying communication medium is assurned.
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CHAPTER 6

EXTENSIONS AND CONCLUSIONS

In this chapter, we present two possible extensions to the specification model and the
synthesis method we have inroduced in Chapter S, and then we conclude the thesis. In
Section 6.1, we propose the two extensions. The first involves an extension to the service
specification model to aliow the specification and handling of concurrent behaviors at the
distributed Service Access Points (SAPs). This extension requires some additions to the
synthesis rules and the algorithm developed in the previous chapter, The second involves
an extension to the synthesis method to include error-recovery mechanisms in the derived
protocol specifications. This extension expands the protocol specifications resulting from
the synthesis algorithm outlined in Chapter 5, and is based on the assumption that the
underlying communication medium is unreliable. Finally, in Section 6.2, we conclude the

thesis and we present some suggestions for further research.

6.1. Extensions

In this section, we propose two possible extensions to the synthesis method we presented
in the previous chapter. The first extension involves introducing the concept of controlled
concurrency as a model for service specification. The second extension involves the
inclusion of error-recovery mechanisms in protocols synthesized from basic service

specification described in the previous chapter.. For the sake of simplicity of the

136



presentation of these two extensions, and without loss of generality, we will present the

two extensions separately, i.e. the extensions are independent.
6.1.1. Handling Concurrent Behaviors

One of the drawbacks of the finite state machine (FSM) specification model for
communication software (protocols) lies in the inadequacy of the model to express complex
control flow aspects of protocols such as the specification and handling of concurrent
behaviors, synchronization and timing issues. FSMs are more suitable to model sequential
communication behaviors expressed as a set of linear sequences of transitions. Therefore,
the FSM service and protocol specification model defined in the previous chlaptcr is not
suitable to express the asynchronous and concurrent natre of user actvities distributed at

the different SAPs of the communication system.

In this section, we first extend the basic FSM model to allow the specificasion of concurrent
user activites at the distributed SAPs. Then, we study the implications of this extension on

the synthesis algorithm.

For the sake of simplicity of the presentation of this extension, and without loss of

generality, we will consider the case of only two concurrent SPs.

6.1.1.1. Extension to the Specification Model
Extended service and protocol specification model

In the extended service specification, concurrent service user behaviors are possible when a
service state has two or more outgoing transitions labeled by service primitives occurring at

different SAPs. A concurrent activity at state » is only possible when #(OQUT(n)) > 1 (the
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nuraber of distinct SAPs In the OUT set of state n is greater than 1). We will refer to such

service state as a mixed state.

In Figure 6.1.a, state 7 is not a mixed state since #(OUT(n)) = 1. However, in Figure

6.1.b, n is a mixed state since #(QUT(n)) = 3.

Since according to the service specification, the occurrence of two simultaneous service
primitives is allowed, a collision of service primitives is then possible. The collision of

primitives is defined below:

Definition 6.1. A collision of service primitives occurs when two or more service users

simultaneously issue service requests to each other.

Definition 6.2. A Reset service primitive R is a special primitive of tvpe ‘T used by the

protocol entites to acknowledge service collisions.

Controlled Concurrency;

We control the degree of concurrency in our service specification model by characterizing
the type of each mixed state and by specifying the approach to handlin g concurrent SPs at

these mixed states once a collision of service primitives has been detected in the protocol

entides.

i. Mixed State of type 'll;* : Only one SP may occur at a time. In this case, only

synchronous behaviors are allowed, and therefore a collision will never occur.
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ii. Mixed State of type 'llro' - Concurrent SPs are allowed. However, when an
SP collision is detected by the protocol entities, the service specificaton machine is

reset to its inital state.

iii. Mixed State of tyvpe 'llz1.' : Concurrent SPs are allowed. However, when an
SP collision is detected in the protocol entites, the service specification machine is

reset 1o the last mixed service state where the collision has occurred.

iv. Mixed State of tvpe ‘lli" : Concurrent SPs are allowed. However, when an SP
collision is detected in the protocol entites, it will be resolved by giving the service

user i a higher priority (and by acknowiedging the low priority users).

Figure 6.2 shows the four types of mixed states, and the use of Reset SPs by protocol

entides to handle service collisions.
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The set of outgoing SP-labeled transitions at a mixed state n is partiioned: all wransitions
labeled by SPs occurring at the same SAP are included in the same partition. A concurrent
behavior at a mixed state of type other than 'l implies the concurrent execution of at least
two SP-labeled transitions, each belongs to a different partition. Therefore, we do not
consider the case when SPs occur at the same SAP as a concurrent activity, since the

service user can only engage in one activity at a time.

Furthermore, a service specification machine is of type SM;, SMro, SMrL or SMi if all

mixed states are of type [s', '||r0", "|[si’ or '|Ji", respectively.

The extended service specification ES models the extended concurrent behaviors of service

users, and is formally defined as follows:

Definitior: 6.3. An extended service specificaton ES is denoted by a tuple (Ss, Zs, ETs,

a), where:

Ss 1s a non-empty finite set of service states

Zs is a finite set of service primitives

ETs is a partial ransition function between service states (a2 subset of the cartesian
product Ssx (TsUR) x Ss)

G € Ssis the initial service staze

Similarly, the extended protocol specification EP consists of the protocol entity

specifications EPEs. A protocol entity is formally defined as follows:

Definition 6.4. A extended protocol entity specification EPE is denoted by the tuple (Sp,

Xp, ETp, ©), where:
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Sp is a non-empty finite set of protocol states
Zp is a finite set of protocol events, £p = X's U IPE, where I's is a subset of s, and
IPE is the set of internal protocol events (including reset events)

ETp is a parnal mansiton function between service states (a subset of the cartesian
product Sp x (Tp U R) x Sp)

o € Spis the initial protocol state

Definition 6.5. A fair repetition of SP occurrences is denoted by (X)F, where X is a list
of SPs. For example, (X1 | Y2)F expresses the concurrent execution of the sequences X
and Y at SAP1 and SAP2, respectively. This concurrent execution occurs at least once and

at most a fair and finite number of tdmes.

Definition 6.6. L(ES) denotes the set of legal global service traces of the extended
service specification. This set contains the traces of the basic service model (L(S)) in

addition to other traces that can be derived from L(S). These new taces are derived as

follows.

LetY=YY"..,2=2Z12Z".., and W = Wj W" .., be three sequences of SP
occurrences. Let YZ and Yl be two traces in L(S). The existence of these two traces in
L(S) implies that there exists a mixed state n whose outgoing transitions are labeled by Z1

and W'j. Depending on the type of mixed state n, £(ES) also contains one of the following

legal service traces (I):

a. nofrypelli: V=YY" (Zi IWj) RjZ"...

b. noftypelli V=YY" (Zi IWj) Riw"..

c. noftype IrL: U = Y'Y" ((Zi Ri)I (W Rj)HFZiz"..
or P =YY" ((Zi Ri)l (WjRj)F Wjw" ...
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d. noftype llf0: V=YY" ((Z1 Ri) | (W'j Rj))
e. noftypell;: V=¢

Note that when all mixed states are of type Il; (the service machine is of type SM;), no

concurrent SPs are allowed, and therefore L(S) = L(ES).

6.1.1.2. Extension to the Synthesis Method

The extension 1o the method is based on the synthesis of new states and transitions which
are required for the handling of SP collisions at mixed service states of type '[|r0", Y|[rL’, or
'|Ii". In fact, these new protocol states and transitions are added to the EPEs derived by the
basic synthesis method in an incremental fashion. This incremental construction builds on
the top of syntactically and semantically correct protocol specificatons (proven in Chapter
5). which consequently simplifies the proof of correctness of the extended protocol

specifications.

In the following, we first consider the simpler case of handling concurrent SPs in a two-
users (or SAPs) communicadon service, then we generalize 10 muld-user services. In this
generalization, we show the potential divergence problems caused by SP collisions and for

which we propose some solutions.

A) Handling Concurrent SPs in Two-Users Communication Services

In a two-users communication service, a mixed state 2 in a service specification FSM
involves only two SAPs. Suppose that the outgoing transitions of a mixed state » are

labeled by X1 and Y2. After applying the synthesis method, we obtain two protocol

entities which cooperate to provide the specified service. In general, as shown in Figure

143



6.3, we could have two partitions of outgoing transitions: one labeled by SPs at SAPI

consisting of {X1, X'1, X"1, ..} and the other labeled by SPs at SAP2 consisting of { Y2,
Y2, Y2, ... L.

Definition 6.7. T(n) denotes the set of labels of the ransitions outgoing at state a.

Definition 6.8. The application of the extended synthesis algorithm derives the extended

protocol (EP) which consists of the extended protocol entties (EPEs).

Definition 6.9. L(EPEi) denotes the set of legal races in EPE;. If the service machine is

of type SM;, L(EPE}) = L(PEi) for all protocol entities,

Definition 6.10. A protocol state is called a mixed state, if after hiding the SP labels

from its outgoing transitions, one of the ransitions is labeled by a message reception, the

other by 2 message transmission.

Definition 6.11. For every mixed service state n in ES, there exist two mixed protocol

states, one in each of the EPEs. These states are easily and uniquely identified.

After applying the TSRs and the synthesis algorithm defined in Chapter 5, we obtain the
pattems shown in Figure 6.4.
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Figure 6.3. Partitioning the transitions for 2 mixed service state.

ES

mixed service state

Figure 6.4. Mixed service and protocol states.



Since the SP-labeled mansitions in the protocol entities are tightly coupled with the service
users at the corresponding SAPs, we can see that for every mixed state in the service
specification, a collision of events may occur: a send event in one entity collides with

another event sent from the peer entity.

To prevent the occurrence of an unspecified reception design error, each protocol entity
must be ready to receive the colliding protocol message sent from the other entity at the
state reached after sending tﬁc colliding message, and at every other state along the path of
event transmissions and/or SP occurrences. Figuse 6.5 shows the collision of events and

the receptions transitions added to avoid unspecified receptions design errors.
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B) Handling Concurrent SPs in Multi-User Communication Services

The synthesis rules applied to multi-user services are much complex since several protocol
entities may be involved. To develop these rules, we first state the protoco! divergence
problem, and then we examine the conditions under which the protocol will potentially
diverge. Finally, we propose mechanisms to avoid such divergence.
r 1 jver

When many communicating protocol entities are involved, if a collision occurs between
events originating from two entities, under some conditions, it becomes more complex to
control the asynchronous execution of other entities not involved in the collision.

Therefore, a mechanism is required to rollback the asynchronous execution of other entities

when necessary.

In the example shown in Figure 6.6, the concurrent execution of X at SAPI and Y at
SAP2, where T(n) = {X,Y} and » s of type ||2, will potentially cause the di\i.rergcncc of the
protocol. If EPE1 sends x to EPE3 before it becomes aware of the occurrenc%e of a collision
(by receiving the colliding message y from EPE2), EPE3 will proceed as;ynchronously.
EPE1 will synchronize with EPE2 since the mixed protocol state of the Iatt%.-r is assigned a
higher priority. The divergence of EPE3 will allow the occurrence ofJ some service

behaviors that are not include;d in L(ES) (according to Definition 6.6).

To avoid such divergence, we need to introduce a mechanism by which the divergence of

EPES3 is avoided when a possible collision causing such divergence is recognized.
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In 2 multi-user service, arta mixed state #, et ni and nj be the sink states reached afier

executing all consecutive SPs occuring at SAPi and SAPj, respectively. We can identify

three conditions that can potentially cause a divergence,

a. State nis of type ||i and OUT(nj) - OUT(n) = ®. EPEK, for every k in OUT(nj)-
OUT{(n), will potentially diverge.

b. State nis of type |[j and OQUT(ni) - OUT(n) = ®. EPEK, for every k in OUT(ni)-
QUT(n), will potentially diverge.

¢. State n is of type |[rL or {|r0, and QUT{D - OUT(n) 2 O or OUT(ni) -
OUT(n) = ®. EPEK, for every k in (QUT(ni) U QUT(nj)) - OUT(n). will
potentally diverge.

The Reset-or-Timeour mechanism we introduce below can be applied whenever the

divergence conditions are satisfied at a mixed service stare.

Reset-or-Timeout Mechanism:

For a mixed protocol state 2 of type llj (j = i) in EPEi, the potentially colliding event e is
augmented and called e* before being sent 1o EPEk. The reception of e* will alert EPEk to
the potential collision and divergence. Hence, upon reception of e*, EPEk will move to an
intermediare state after which, it either rollbacks if the collision occurred (EPEi receives a
higher-priority colliding message and immediately sends the rollback message to EPEk) or
it proceeds after timing out. To properly implement this mechanism, the timeout must be
computed based on the time required to detect a collision by EPEi and the time needed for
the rollback message r sent by EPEi to reach EPEk. Also, the protocol entity

acknowledges the service user it supports by issuing a Reset SP.
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For every mixed service state n of type lirL, add intermediate states in each of the protocol
entities involved (the entities sending the colliding messages and the potentially divergent
entities). Replace the sink state of the ransitions sending the colliding messages and the
mransidions receiving messages in the divergent entities by the intermediate state created in
each of these protocol enttes. On timeout, the enttdes resume their executions at the
replaced sink states. However, once a collision is detected, rollback messages are

exchanged to resume the execution at the last mixed protocol state of each protocol entity.

Evidently, this mechanism degrades the speed of the protocol especially when the

divergence conditions are satisfied for every mixed state in ES-SPEC.

Figures 6.7 and 6.8 illustrate the divergence avoidance mechanisms explained above for the

example in Figure 6.6 when the mixed state is of type II2 and lirL, respectively.

Extensions to the Transition Synthesis Rules (TSRs) and the synithesis algorithm of the
basic service model must be defined to handle the collisions in the protocol specifications
according to the different types of mixed service states for a malti-user communication:

service. These extensions and their proof of correcmess are under further study.
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6.1.2. Synthesis of Error-Recoverable Protocol Specificaiions

Our synthesis method, described in Chapter 5, deals with the derivation of control part of
the protocol entities communicating through the communication medium (which possibly
abstracts the lower services used by the protocol) in order to provide the set of specified
services to the distributed service users. Moreover, the communication medium is
considered to be a reliable FIFO channel. By reliability, we mean a channel that never

loses, garbles, corrupts or duplicates messages.

Among the ten synthesis methods surveyed and assessed in Chapter 2, only two mathods

tackle the synthesis of error-recoverable communication protocols:

(i) Ramamoorthy [RAMA 86] describes an extension to the automatic protocol
synthesizer (APS) described in [RAMA 85]. Error recovery mechanisms are
automatically derived from the error-free version of the protocol that assumes a

reliable communication medium, and

(i) Chu [CHUL 88a] uses similar error recovery mechanisms to derive an error

recoverable protocol from the error-free version of the same protocol.

However, the approaches used by the two methods to derive the error-free version of the
protocol are different: Ramamoorthy constructs the protocol starting from a given complete
protocol entity specification and automatically derives the peer entity specification. Chu
automatically derives finite state machine protocol specifications from a given finite state
machine service specification. Furthermore, both approaches are limited to the synthesis of

two-party protocols.
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The two methods use the same approach to construct the error-recoverable version of the
protocol: First, the respective synthesis method derives the error-free version of the
protocol specification in which a lossless and reliable channel is assumed. Then, the
specifications are elaborated (extended) using some fixed communication patterns which

are used for error-recovery when an unreliable medium is assumed.

In this section, we first introduce the basic error-recovery concepts, then we extend our
synthesis method by introducing error-recovery mechanisms in the derived protocol to
obtain error-recoverable protocol specifications. We also outline the extended synthesis
algonithm for deriving error-recoverable specifications, and we show the semantic and
syntactic correctness of the resulting protocol. Finally, we give an example showing the
application of the modified synthesis algorithm for the synthesis of error-recoverable

protocols.
6.1.2.1. Basic Concepts for Error-Recovery

For the sake of simplicity of our presentation, we will only consider three types of
communication errors: the reception of corrupted messages, the reception of duplicate

messages and messages that are sent but lost in the communication medium,

Error recovery procedures must be ideally transparent to the service user, meaning that
only the protocol entities will be concerned about the recovery, and therefore must
provision for transmission errors and provide the mechanisms to recover from them.
Furthermore, the service user will not be aware of the occurrence of an error or be involved
in its recovery. Therefore, this functional extension to the synthesis method requires no

modification to the service specification model. We also assume that the communication
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medium is fair, meaning that if a ransmission error occurs, eventally within a predefined

finite time, the protocol will recover and resume its normal behavior.

Basically, error-recovery mechanisms consist of fixed patterns of additional states and
transitions (in 2 finite state machine model) required to allow the communicating entities to
return to a normal behavior execution after an error transmission has occurred and has been
detected. Therefore, an error recovery pattern should be associated with each occurrence of
message wansmission in each of the derived protocol entities. Basically, this pattern should

provision for retransmission of a previously transmitted message when an error is detected.

A message can be either an acknowledgment or a protocol message, and both types of
messages are equally likely to be lost or corrupted due to the non-discriminating nature of
the communication medium. Furthermore, an acknowledgment message can be either a
positive or a negative acknowlegment. Corrupted and lost messages can be treated similarly

by a timeout mechanism that will resend the (lost or corrupted) message.

;A simple error-recovery mechanism must ensure that eventually every message ransmitted
by one entity (E1) is properly received by the destination entity (E2). We assume that a
timing mechanism exists at the sending entity which starts a timer when a protocol message
is sent and stops the same timer when an acknowledgment for the previously sent message

is received. Furthermorc; when the timer expires after time T, the protocol entity which

started the timer will progress by executing the corresponding timeout transition (labeled by
Tm).

In the following, we consider all possible scenarios of message exchanges, losses,

corruptions and duplications when a two-party protocol is involved:
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P T ission of | mes by EL:

2. A protocol message is sent by E1 and properly received by E2.

b. A protocol message is sent by El but lost in the channel,

¢. A protocol message is sent by E1 but received corrupted by E2.

d. A protocol message is sent by E1 and properly received by E2 after some delay (5).

11, Trapsmission of an acknowledgment message ack by E2:

¢. An acknowledgment to a received protocol message is sent by E2 and received
properly by E1.

f. An acknowledgment to a received protocol message is sent by E2 and lost in the
channel.

g. An acknowledgment to a received protocol message is sent by E2 but received
corrupted (but recognized) by El.

h. An acknowledgment is sent by E2 and properly received by E1 after some delay (5).

Scenarios a and ¢ involve normal message exchanges, however d and h involve a message
duplication error, scenarios b and f involve lost messages, scenarios ¢ and g involve

corrupted messages. Furthermore, in scenarios d anf h, we assume that & > 1.

A simple error recovery mechanism called the Positive Acknowlegment and Retransmission
(PAR) can be used to recover from the abnormal scenarios listed above (Figure 6.9).

Assumptions:
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Ignoring corrupted messages: When a corrupted message is received. the protocol entity
will just ignore it and will not progress to a new state. Therefere, the sending entity will

timeout and resend the same message again.

Timeout and message loss: A protocol message will be assumed lost in the channel if, after

a time T equal to the time delay for a message to arrive to its destination and its positive

acknowledgment to be sent back, no acknowledgment is received.

Message delays: Since 8 > Tis assumed, the protocol entity must be ready to accept a

delayed protocol message or an acknowledgment; otherwise, an unspecified reception error

will occur,

Fairness: Eventually, after a finite number of retransmissions of a (lost or corrupted)

message, the message will be received properly at its intended destination.

Throughpur and performance enhancement: The approach to handling corrupted messages
as simply lost messages introduces a degradation of the throughput and processing speed
of the protocol. By discriminating between lost and corrupted messages, the error recovery
mechanism can be based on a positive or negative achnowledgment and retransmission
(PNAR) mechanism in which, if a corrupted message is received, a negative
acknowledgment (NACK) is sent back to the originating entity, which then immediately
reransmitts the message instead of waiting for a timeout as in the case of the PAR

mechanism. Figure 6.10 shows the PNAR mechanism applied to a pattern of one message

mansmission and reception.
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The recovery fiom duplicate messages is dealt with by attaching a sequence number for
every mransmitted message and by attaching the same sequence number 0 acknowledge
receipt of the same message by the destination entity. A discussion of the problem and its

solutions is provided in [CHUL 88a] and [TANE $8).

6.1.2.2. Extension to the Synthesis Method

In our synthesis method, we will apply the simplified PAR error-recovery mechanism for
every pattern of message transmission and reception. However, any other enhancement to
the mechanism, such as the PNAR, could be applied as well. This extension to the method
does not require any changes to the service or protocol FSM specification model as defined
in Chapter 5. However, we will refer to the protocol synthesized by the extended method
as the errror-recoverable protocol ERP, and 1o the constituent protocol entities as the

ERPEs.

A) Error-Recovery for Two-Users Services

As a result of the application of the wansition synthesis rules (TSRs) introduced in Chapter
3, the possible communication pattern which can exist in the protocol corresponds 1o the
case of a pair of consecutive SPs in the service specification each occurring at a different
SAPs. In this case, we first apply the PAR mechanism for every message transmission and
its corresponding reception. Then, we add two other message reception transitions to

prevent an unspecified reception error that can be caused by a loss of an acknowledgment

message.

Figure 6.11 shows the synthesized error-recovery patterns. In ERPE2, two consecutive

send transitions (lack !b) are present. The reception of b by ERPE1 before receiving the
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acknowledgment message implies that the latter message was lost, and therefore ERPE1
must be ready to accept b at two other states prior to the transmission of b's
acknowlegment. In general. whenever a sequence !e' ?ack ?e" exists in ERPEi, we should

synthesize two other sequences as shown in Figure 6.11.
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B) Error-Recovery for Multi-user Services

The application of the error-recovery patterns for mult-user services requires a careful
examination. At a mixed protocol state, an acknowlcdgmcnt message may be expected from
two or more protocol entities. The question that arises is what to do when none or some of
the acknowledgment messages is received and what is the meaning of a timeout on an

acknowledgment in this case.

To avoid a deadlock, we have to make sure that a ansmitted message is received at all
SAPs in OUT(n}, where n denotes the mixed state. Therefore, the imeout transition must
indicate the set of originating entities (X) for which the acknowledgment message was not
received. The message will be reransmitted to all SAPs in X. The solution tends to favor
those protocol entities supporting the SAPs in OUT(n) which reach their respective mixed
protocol states first. Figure 6.12 shows an example of error recovery patterns for mulii-

party protocols.

Note that the atomicity rules (Step 3 of the synthesis algorithm described in Chapter 5)
need not be applied for the synthesis of error-recoverable protocols, since an intermediate
state is required for the separation between a protocol event and a service primitive. The

loss of a ransmitted protocol event will be detected at this intermediate state.
Extensions to the Transition Synthesis Rules (TSRs) and the synthesis algorithm of the

basic service model must be defined to add error-recovery patterns in the protocol

specifications. These extensions and their proof of correctmess are under further study.
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6.2. Conclusions and Suggestions for Further Research

The main motivation for this thesis was the study of techniques for the automatic generation

or synthesis of software structures. Control flow structures for communicaton software

(protocols) presented a very attractive field to study the feasibility of such synthesis

techniques.

The contributions of this thesis are summarized below:

1)

)

C)

Survey and comparison of existing protocol synthesis methods presented in

Chapter 2.

An efficient localized and synthetic validation technique has been proposed in
Chapter 3. In addition to validating a protocol, this synthetic technique can be
extended to synthesize or complete a protocol specification in order to satisfy the

service specification.

The importance of the service specification as the starting point for the autoratic

synthesis of reliable communication protocols has been emphasized in Chapter 4.

A new automatic, service-oriented synthesis method for the design of
communication protocols starting from the service specification has been inroduced
in Chapter 5. Given the services a protocol is supposed to provide, this method
automatically synthesizes the specification of the communicating protocol entities.
Both service and protocol specifications are modeled by FSMs. The method also

guarantees the syntactic and semantic correctness of the synthesized protocol. .
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Proposed extensions to the synthesis method and to the specification model for the
handling of both concurrent behaviors of service users and unreliability of the

medium were also presented.

The extensions proposed in Section 6.1 must be formalized. Additional synthesis rules
must be defined and the synthesis algorithm must be modified. The proofs of syntactic and

semantic correctness of the synthesized protocol for both extensions must also be provided.

Although the service-oriented method we introduced is more general and simpler than other
methods, more work has to be done to address some of the outstanding issues that need to
be resolved in order to make synthesis techniques more applicable and useful for the design

of real-life protocols. A partial list of these issues is given below:

Q  Handling Concurrency. A formal char~cterization of well-formed concurrent
service specification must be introduced. Rules for handling such formalized

concurrent behaviors, and their proof of correctness must be provided in the

extended synthesis method.

Q Use of Formal Description Technigues. In the context of the OSI reference
model and the activities of the International Organization for Standardization IsQ)
related to the definition of standard formal description techniques (FDTs), it appears
desirable that a synthesis method uses one of the FDTs to specify both the service
and the synthesized protocol. In order to promote applicability to real protocois and
services, it will be necessary for standards groups to develop internationally agreed-

upon FDT representations of real services.
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Flexibility of the Synthesis Process. The synthesis method should allow
more flexibility in the synthesis process. Thus, various communication patterns for
message exchanges should be considered. This implies that some way of interacting
with the protocol designer must be provided in order to allow the selection of

particular patterns and to make the synthesis process more application-sensitive.

Integration into a Protocol Design Environment. The synthesis method
should be integrated into a protocol (design) engineering environment, in which,
not only the service at the upper SAPs is considered, but also the services offered
by the underlying service at the lower SAPs should be taken into consideration
during the design process. This will make the method more suitable for the design

of protocols in a layered architecture such as the OSI reference model.

Synthesis of Testable Communication Software. A desirable feature of a
synthesis method is 1o synthesize highly testable protocol specifications. The
testability of the protocol can be considered as a specific protocol function. More
research has to be done 1o extend existing synthesis methods to accomodate such
desirable feature. In particular, the relationships need to be identified and
investigated between the correctness of synthesis and the completeness of protocol

tests.

Definition of the service. Since ideally a synthesis method starts from a
complete and correct service specification, more research has to be directed toward
techniques and tools for the definition of services which are complete, correct, and
highly modular. This is an interesting and difficult open problem since it involved

verification of non-formalized intentions.
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We believe that the service-oriented synthesis technique developed in this thesis can be

used as a basis for further study of the issues identified above.
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