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Abstract

In the past decade, communication technologies such as cellular networks, Wi-Fi, and
optical communication have significantly advanced, impacting daily life and enhancing ur-
ban preparedness for power outages. Smart grids, unlike traditional utility grids, enable
bi-directional flows of electricity and information, improving efficiency and minimizing
power losses by exchanging grid status and customer requirements. However, these ad-
vancements have also increased the attack surface, introducing new cyber vulnerabilities
that adversaries can exploit, posing threats to smart grids. Our work addresses the security
challenges arising from integrating Electric Vehicles (EVs), smart microgrids, and Artificial
Intelligence (AI) in Vehicle-to-Microgrid (V2M) applications. First, the research investi-
gates the growing attack surface resulting from the integration of EVs and smart grids,
particularly focusing on data integrity attacks that pose a significant threat to V2M appli-
cations. A scheme leveraging unsupervised ML techniques is proposed to model and detect
these attacks. Extensive simulations demonstrate the scheme’s effectiveness in reducing
the impact of data integrity attacks by up to 76.5%. Next, we explore Adversarial Machine
Learning (AML) attacks targeting V2M services. These attacks exploit vulnerabilities in
the ML classifiers, enabling adversaries to deceive the system and disrupt microgrid op-
erations. To anticipate and counteract these threats, we conduct an anticipatory analysis
of a multi-stage attack. By simulating adversary behavior, we evaluate the robustness
of the ML classifier and develop effective countermeasures. Our findings reveal that the
multi-stage gray-box attack achieves an Evasion Increase Rate (EIR) of up to 73.2%, using
40% less data than traditional white-box attacks. To enhance the security of AI-based mi-
crogrid control systems in V2M services, we propose a comprehensive defense framework
integrating a Generative Adversarial Network (GAN) model and a robust ML classifier.
The GAN model generates realistic adversarial samples, enabling the ML classifier to learn
and adapt to novel attack patterns. Additionally, the ML classifier is trained on a diverse
dataset comprising both legitimate and adversarial samples, improving its ability to dis-
tinguish between normal and malicious activities. Simulations validate the effectiveness
of the proposed defense mechanism, achieving an Adversarial Detection Rate (ADR) of
90.2%. To address the limited computational power and memory in V2M edge settings, we
examine different model optimization techniques, such as projection, pruning, and quan-
tization, to optimize the model’s size without compromising detection performance. The
proposed method integrates model design and compression, resulting in an optimized de-
tection model that remains robust against adversarial attacks. This approach ensures that
the model remains compact and maintains high accuracy. For instance, the Convolutional
Neural Network (CNN) model’s detection rate against Fast Gradient Sign Method (FGSM)
attacks is 92.5% and 91% before and after compression, respectively.
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Chapter 1

Introduction

Reliable, sustainable, and resilient electric power systems are essential for modern societies.
These goals require the distribution and diversification of power sources, which could be
facilitated by smart grids [1]. A smart grid is an electric power system comprised of
sensors, communication technologies, and control units to provide customers with better
power services [2]. It enables bi-directional communication between the control units and
the end-loads, contrary to the traditional utility grid that uses uni-directional communica-
tion (generation to consumers) [3]. The integration of Internet-of-Things (IoT) networks
allows smart grids to monitor, control and manage the grid [4]. Power system reliability,
sustainability, and resiliency as major concerns in smart grids call for proactive emergency
preparedness and self-recovery solutions [5].

Transactive energy represents an innovative approach to achieving a balanced electricity
supply and demand within an electric power system, leveraging communication networks,
market-based mechanisms, and information technology. By optimizing the utilization of
available energy resources, transactive energy systems aim to enhance grid reliability, sta-
bility, and cost-effectiveness [6]. These systems rely on the integration of smart grids,
Advanced Meter Infrastructure (AMI), and communication networks to facilitate real-time
information and electricity exchange among prosumers. The utilization of communication
networks, such as cellular networks and Wi-Fi, plays a crucial role in enabling transac-
tive energy systems. Smart grids leverage these communication technologies to monitor
energy demand and supply in real-time [7]. Additionally, AMI utilizes cellular networks
and Wi-Fi to communicate with smart grids, providing valuable insights into energy con-
sumption patterns [8]. This empowers prosumers to monitor their energy usage and make
adjustments based on market conditions. Furthermore, communication networks foster
the emergence of new business models like peer-to-peer energy trading. This enables indi-
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viduals and organizations to trade energy directly with one another, bypassing traditional
utility companies. The integration of communication networks also facilitates the seamless
integration of renewable energy sources, such as solar and wind power, into the power
grid, contributing to the reduction of carbon emissions and the promotion of a sustainable
energy system [9].

Within the realm of transactive energy systems, V2M systems stand out as a prominent
application. These systems leverage EVs to supply excess electricity to localized smart mi-
crogrids [10]. Similar to other transactive energy systems, V2M systems heavily rely on
communication technologies to enable real-time information exchange between EVs and
smart microgrids. Notably, communication protocols like the Open Automated Demand
Response (OpenADR) protocol facilitate seamless communication between microgrids and
EVs through a central hub. Additionally, V2M systems make use of wireless communica-
tion technologies, such as Wi-Fi or cellular networks, to enable remote monitoring, control,
and data exchange between EVs and other components of the smart grid ecosystem, in-
cluding renewable energy systems and energy storage devices. By harnessing the power of
communication technologies, V2M systems offer a multitude of benefits for both EV owners
and microgrid operators. Enabled by communication capabilities, V2M services provide
an efficient and reliable approach to managing energy resources, allowing microgrids to
dynamically balance electricity supply and demand in real-time based on the availability
and charging status of EVs [11]. This optimization leads to reduced energy costs, enhanced
grid stability, and optimal utilization of available energy resources.

To optimize the operation of V2M systems, ML algorithms play a critical role. These al-
gorithms utilize data-driven insights to enhance the efficiency, reliability, and cost-effectiveness
of V2M operations [12]. ML algorithms can effectively predict the power demand of micro-
grids and optimize the charging and discharging schedules of EVs accordingly. By ensuring
a continuous and sufficient power supply, ML-powered V2M systems prevent power outages
and other disruptions, improving overall system performance [13].

1.1 Motivation

The possibility of using EV batteries to provide ancillary services to support smart grids
has been studied for more than one decade [14]. EVs can be connected to a smart mi-
crogrid using bi-directional charging technology. This technology allows the EVs not only
to draw energy from the grid to charge their batteries but also to supply energy back to
the grid [15]. Such connections are facilitated through smart charging stations that are
integrated into the microgrid’s management system, enabling precise control over both
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charging and discharging processes to optimize grid stability and reliability during vari-
ous conditions, including power outages [16]. Furthermore, commercial EVs such as Kia
EV6 and Nissan Leaf are equipped with bi-directional technologies and battery capacity
to power a household for three consecutive days, as in F-150 Lightning [17]. Moreover,
businesses such as Fermata Energy is another example of V2M feasibility and growing
interest.
During power outages where traditional grid infrastructure is compromised, the literature
suggests innovative approaches for direct energy transactions between EVs and smart grids,
such as Vehicle-to-Grid (V2G) [18]. This concept, outlined in various studies, emphasizes
the role of EVs as decentralized energy resources capable of supporting the stability and re-
liability of smart grids through direct connections. This approach bypasses traditional grid
dependencies, offering a resilient alternative for energy distribution and management. V2G
has been intensively studied in the literature with different objectives such as incentive-
participation schemes [19] [20], data privacy and security [21] and energy management [22].
The authors in [23] provided a systematic literature review of the V2G technological and
methodological frameworks enabling such interactions, including the importance of smart
charging infrastructure and the potential for EVs to contribute to grid reliability and dis-
tributed generation. In the context of incentive-participation schemes, there are many
research works that focus on defining the social and economic benefits for EV owners to
sell their battery energy back to the grid [24] [25]. Other examples from the industry
include the collaboration between Nissan and Enel power company to launch a V2G trial
project in the UK [26]. This initiative involved setting up 100 V2G chargers for use by
Nissan Leaf drivers, offering them the possibility to sell excess energy back to the grid for
a profit. Given that most vehicles remain parked 95% of the time, their batteries have the
potential to supply electricity back to the grid, potentially benefiting utility companies by
up to $4000 annually per vehicle [27]. Recently, the V2G concept has evolved to V2M to
provide additional layers of flexibility and robustness to smart grids [28]. This allows EV
owners to directly support smart microgrids with their electrical needs.
Significant strides have been made in communication technologies, such as cellular net-
works, Wi-Fi, and optical communication, in recent years. These advancements have not
only transformed our daily lives but have also empowered cities to enhance their resilience
in the face of power outages. The collection and exchange of data enabled by these technolo-
gies have facilitated real-time monitoring of transmission and distribution lines, bolstering
preparedness for disruptions. Smart grids, in contrast to conventional utility grids, have
emerged as dynamic systems capable of facilitating the bidirectional flow of electricity and
information among various entities within the grid.
The advent of smart grids has brought numerous benefits, including reduced power losses
and improved efficiency in electricity generation and distribution. This is achieved through
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the seamless exchange of information between subsystems, enabling enhanced grid status
monitoring and better alignment with customer requirements. However, alongside these
technological advancements, a pressing concern has emerged—smart grids have expanded
the attack surface and introduced new cyber vulnerabilities. These vulnerabilities have
created opportunities for adversaries to exploit and unleash devastating cyberattacks tar-
geting smart grids.
As we delve into the domain of V2M systems, which harness the potential of transactive
energy and employ advanced communication technologies, the need to comprehensively
understand and address these cyber vulnerabilities becomes paramount. Adversaries can
manipulate these vulnerabilities to compromise the integrity and functionality of V2M
systems. Consequently, there is a strong motivation to investigate these emerging security
challenges within the context of V2M systems. In addition, it is essential to design compact
AI solutions that can work in a computationally constrained edge environment. We also
identified some gaps in the literature. For instance, there is a lack of understanding on
how to effectively map the increasing complexities in the attack vectors that come with
the integration of EVs, smart microgrids, and AI systems in V2M infrastructures. Fur-
thermore, the current research has not sufficiently proposed and evaluated preventive and
detective measures tailored to the unique cybersecurity challenges faced by V2M services
against adversarial machine learning attacks. In addition, there is a lack of research work
on studying the impact of Mobile Edge Computing (MEC) computational resources on the
performance of AI-based detection methods under V2M settings.

1.2 Objectives

By studying the vulnerabilities and potential attack vectors introduced by these technolog-
ical advancements, this research aims to develop proactive defensive mechanisms to fortify
the security of V2M systems. In addition, this research strives to enhance the resilience and
robustness of V2M systems against cyber attacks. The ultimate objective is to ensure the
uninterrupted provision of V2M services and safeguard the stability and reliability of the
power grid against adversarial disruptions. Through this thesis, we address the following
research questions and objectives:

1. What are the potential adversarial threats and vulnerabilities in V2M systems, and
what are the impacts of data integrity attacks and AML threats on the reliability and
security of these systems if an adversary has limited knowledge of the V2M system?
The objective is to conduct a comprehensive analysis of data integrity attacks and
AML threats specific to V2M systems. This allows us to understand the implications
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of these attacks on system’s reliability and security, leading to the development of
effective countermeasures. We also take into consideration the adversary’s knowledge
as a factor in our study and analysis.

2. What are the effective defense mechanisms that can be developed to detect and
prevent adversarial attacks in V2M systems?
The objective is to design and implement novel defense mechanisms that leverage
AI-based detectors to detect and prevent adversarial attacks. The aim is to enhance
the security and resilience of V2M services by mitigating the impact of data integrity
attacks and minimizing the success rates of AML threats.

3. How can we address the trade-off between the detection model’s complexity (i.e.,
MEC resources) and the detection rate performance of the detection model?
We focus on investigating how the optimization of MEC and edge resources affects the
performance of Deep Learning (DL) models used in the proposed defense framework.
The objective is to evaluate the detection performance under different compression
methods and different evasion attacks.

1.3 Contributions

Our contributions in this thesis can be summarized as follows:

• Defense Scheme for Data Integrity Attacks: We have identified the potential attack
vectors of data integrity attacks; and developed a novel defense scheme that employs
an unsupervised ML technique to mitigate the impact of those attacks. Through
extensive simulations, we have demonstrated a significant reduction in the impact of
these data integrity attacks.

• Effective Countermeasures for Adversarial ML Attacks: Our research has identi-
fied potential vulnerabilities in V2M services targeted by Adversarial ML attacks.
We have conducted an anticipatory analysis of a multi-stage gray-box attack and
white-box attack. Through our anticipatory study, we showed the severe impacts of
Adversarial ML attacks against V2M services.

• Comprehensive Defense Framework: To fortify the security of AI-based microgrid
control systems, we have proposed a defense framework that integrates a GAN model
and a robust ML classifier. This framework enables the ML classifier to learn and
adapt to novel attack patterns by generating realistic adversarial samples. Through
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simulations, we have demonstrated the effectiveness of this defense mechanism result
in higher detection rate of adversarial attacks.

• Optimized edge environment resources: To address the limited computational power
and memory in V2M edge settings, we studied different model optimization (i.e.,
model design and compression) to optimize the model’s size without compromising
the detection performance. Several AI model compression techniques, such as pro-
jection, pruning, and quantization, were discussed. Our proposed method integrates
model design and compression, resulting in an optimized detection model that re-
mains robust against adversarial attacks.

1.4 Outline of the thesis

The rest of the thesis is organized as follows:

In Chapter 2, we study the literature works of the following: In Section 2.1 we lay the
foundation with an in-depth exploration of adversarial machine learning attacks, including
various techniques and their applications. More specifically, we cover inference attacks,
evasion attacks, adversaries’ knowledge, and adversarial ML attacks against V2M services
in Sub-Sections 2.1.1 to 2.1.2. In Section 2.2, we review the communication technologies
used in smart grids; Sub-Section 2.2.1 focuses on the wired communication technologies;
Sub-Section 2.2.2 discusses the role of wireless communications in power systems manage-
ment by breaking it into three groups (based on the coverage distance): WPAN, WLAN
and WWAN.

In Chapter 3, we address adversarial attacks from the vehicle’s side as part of the V2M
system. We try to understand the feasibility of launching such attacks in a V2M context
where the considered attack surface is the vehicle. We focus on data integrity attacks
as a case study for adversarial attacks within V2M systems. We begin with an overview
of the problem in section 3.1, followed by a detailed system model for V2M services in
Sub-Sections 3.2.1 and 3.2.2. This chapter also includes modeling of data integrity attacks
against V2M applications, exploring data integrity attacks and anomaly detection in Sub-
Sections 3.3.1to 3.3.2, and concluding with a performance evaluation and summary in
sections 3.4 and 3.5, respectively.

In Chapter 4, as we realized that it is significantly challenging for adversaries to launch
adversarial attacks against vehicles, we shift the focus of the attack surface to the microgrid
aspect of V2M. We introduce the threat model in 4.2, which will be used in the rest
of the dissertation. We anticipate adversarial ML-based attacks against V2M services,
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focusing on inference and evasion attacks and Conditional Generative Adversarial Networks
in sections 4.3. A performance evaluation follows, including experiment setup, evaluation
metrics, and numerical results in Sub-Sections 4.4.1 to 4.4.3, and the chapter concludes
with a summary in section 4.5.

In Chapter 5, we address the detection of adversarial machine learning attacks against
V2M services. We introduce the topic in section 5.1, discuss the methodology, includ-
ing AML-based attacks against V2M services and a GAN-based detection technique in
Sub-Sections 5.2.1 and 5.2.2, followed by performance evaluation with experiment setup
and results in Sub-Sections 5.3.1 and 5.3.2, and end with a summary of the chapter in
section 5.4.

In Chapter 6, we begin by establishing the significance and necessity of AI model
compression in a V2M environment in section 6.1, emphasizing the constraints of edge
devices on computational and memory resources. In section 6.2, we provide an overview
of various AI model compression techniques, leading up to our proposed method in Sub-
Section 6.2.1. We then evaluate the performance of our method against different types of
evasion attacks in Sub-Sections 6.3. Finally, we conclude the chapter with final remarks
and key findings in section 6.4.

Finally, Chapter 7 concludes the thesis with final remarks, open issues and future work.
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Chapter 2

Background and Literature study

In this chapter, we will explore adversarial machine learning, beginning with the general
pillars of threat models and focusing on the relevant attack models in a machine learning
context. We will then dive into the background of adversarial attacks against V2M services.
Subsequently, we will discuss the role of communication technologies and edge computing
in smart microgrids. The subsection will conclude with a discussion on the potential vul-
nerabilities associated with integrating these technologies into smart microgrids. Finally,
we will end the chapter with an overview of machine learning model compression.

2.1 Adversarial Machine Learning Attacks

Adversarial Machine Learning (AML) is a subcategory of adversarial attacks that focuses
on targeting ML models’ vulnerabilities [29, 30]. The life-cycle of a ML system typically
involves three phases: training, deployment, and inference [31]. Based on these stages,
AML attacks can be classified into three attack paradigms that occur during each stage:
training-time attacks [32], deployment-time attacks [33] and inference-time attacks [34].
In this work, we focus on AML attacks against smart grids that occur during inference
time, specifically inference and evasion attacks. Additionally, we will provide an overview
of other prevalent adversarial attacks. Before examining AML attacks against smart grids,
it is important to provide an overview of the main pillars of the threat model, including
the adversary’s resources, access, goals and strategy.
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2.1.1 Attack Taxonomy

Adversary’s Resources
The adversary’s resources reflect the capabilities needed to launch a successful attack.
This includes knowledge of the system under attack, the tools and equipment necessary
for the attack, and the time required to penetrate the system. In the context of AML
attacks, these resources can be redefined with specific examples. For instance, adversary’s
equipment refers to the computational power needed to execute the attack strategy. Ad-
ditionally, adversary’s knowledge in AML settings pertains to how much the adversary
knows about the victim’s machine learning model. Consequently, this knowledge can be
categorized into three types of attacks: white-box, black-box and gray-box attacks [35]. In
a white-box attack, the victim’s ML model is known to the adversary and can be easily
replicated using the model’s hyper-parameters and the training dataset. This allows the
adversary to create an exact copy of the victim’s ML model, which they can use to infer its
statistics and launch other types of attacks [36]. White-box attacks are considered to be
the most powerful type of inference attack because the adversary has complete knowledge
of the victim’s ML model [37].
In a black-box attack, the adversary cannot access the victim’s ML model’s hyper-parameters
or the training dataset. This makes it more difficult for them to create a surrogate model,
but it is not impossible. For example, the adversary might use techniques such as model
inversion or membership inference attacks to infer information about the victim’s ML
model [38]. Black-box attacks are considered to be less powerful than white-box attacks
because the adversary has limited knowledge of the victim’s ML model [39].
In a gray-box attack, the adversary has access to some of the victim’s ML model’s hyper-
parameters and the training dataset [40]. This allows the adversary to create a surrogate
model, but the performance of the surrogate model will depend on the quality and quan-
tity of the collected observations. For example, the adversary might query the victim’s
ML model to build a dataset, but they may not be able to capture enough observations to
train a high-quality surrogate model. Gray-box attacks are considered to be intermediate
in terms of their power, as the adversary has partial knowledge of the victim’s ML model.

Adversary’s Access
Adversary’s access defines the type of entry point to the network. For an adversary to
mount an attack, either physical or cyber access to the network is required. Physical
access can be direct, such as through a malicious insider with privileges in the network,
or indirect, involving an outsider attempting to gain privileges [41]. It is more common
for attacks to be initiated by outsiders who escalate their privileges within the network,
especially in V2M services as we will discuss in the communication vulnerabilities part of
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this chapter. Cyber-access, on the other hand, allows the adversary to connect remotely
to the network through insecure communication channels.

Adversary’s Goals
The attacker’s goal typically focuses on compromising three key aspects: confidentiality,
integrity, and availability, collectively known as the ‘CIA triad’. A confidentiality breach
occurs when sensitive information from applications or ML models is exposed, potentially
leading to user privacy violations and unauthorized commercial exploitation through sur-
rogate model development [42]. Various types of AML attacks fall under this category,
including model extraction (where the model’s parameters are extracted), membership in-
ference attacks (which determine if a particular sample was used in training), and model
inversion (which deduces information about the input by analyzing the output). Integrity
violations arise when ML models are deceived into generating incorrect results for both
malicious and benign inputs. This could happen in either training-time or inference-time.
This often involves altering input data, such as adding perturbations, to manipulate output
classifications (e.g., changing a predicted label from malicious to benign) or values (e.g.,
altering a sensor reading to a specific target) [43]. Evasion attack is one example of the
AML attacks that target ML model’s integrity. Availability breaches occur when the ML
model is unable to perform its intended services, either due to functional impairments that
prevent it from processing legitimate inputs, or because its accuracy has degraded below
acceptable levels, resulting in excessive false positives and negatives [44].

Adversary’s Strategy
Adversary strategies can be categorized into two main types: gradient-based and non-
gradient-based. Gradient-based adversarial example generation methods utilize the gra-
dient information of the victim model to craft adversarial examples, with this gradient
data playing a crucial role in the computations for generating adversarial examples. No-
table attack algorithms identified in the literature include the Fast Gradient Sign Method
(FGSM) [45], Basic Iterative Method (BIM) [46], Projected Gradient Descent (PGD) [47],
Jacobian-based Saliency Map Attack (JSMA) [48], and Carlini & Wagner (C&W) [49].
The non-gradient-based approach involves identifying the most effective features and per-
turbations for creating adversarial examples using a variety of techniques. This approach
can be further split into two groups: score-based and decision-based attacks. Zeroth Order
Optimization (ZOO) [50], Particle Swarm Optimization [51] and Genetic algorithm [52] are
some of the most common techniques under the score-base method. In addition, decision-
based method includes include Reinforcement Learning (RL) [53] and brute-force [54].

Attack Types
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AML attacks can occur at different stages of the ML model life-cycle. Inference attacks
and evasion attacks typically take place during the inference-time stage, while poisoning
attacks occur during the training-time stage. Inference and evasion attacks can occur ei-
ther together or separately, depending on the adversary’s knowledge of the victim’s ML
model. For example, in a white-box attack scenario, the adversary, having full knowledge
of the model, can launch an evasion attack directly without needing an inference attack.
However, in a black-box scenario, where the adversary lacks direct knowledge of the model
and the training dataset, an inference attack is necessary to gather sufficient information
before launching an evasion attack.
Inference attacks are a type of AML attack that aim to infer information about the vic-
tim’s machine learning model [55]. The goal of these attacks is to create a surrogate or
”shadow” model of the victim’s ML algorithm that replicates its statistical distributions
and functionalities. This surrogate model can then be used by the adversary to infer the
statistics of the victim’s ML model. Once the adversary has this information, they can use
it to launch other types of attacks. For example, they might use the surrogate model to
launch an integrity attack, which aims to misclassify inputs or reduce the victim’s model
confidence. This can have significant impacts on the performance of the victim’s ML model
and the systems that rely on it. The adversary’s goal of this attack type is to violate the
confidentiality and privacy of the ML model.
Moreover, evasion attacks are designed to deceive a machine learning model by feeding
carefully perturbed samples, known as adversarial instances [56]. The goal of these at-
tacks is to significantly reduce the integrity of the victim’s ML model by causing it to
make wrong decisions [57]. To increase the success rate of the attacks, the adversary first
studies the victim’s ML model by performing an inference attack. This allows them to
infer information about the victim’s ML model, such as its statistical distributions and
functionalities [58]. With this information, the adversary can design adversarial instances
that are more likely to be misclassified by the victim’s ML model. The adversary chooses
the adversarial instances based on the output labels’ distances to the decision boundaries.
Output labels that are adjacent to the decision boundaries tend to increase the likelihood
of mis-classification in the victim’s ML model. The adversary’s goal of this attack type is
to violate the integrity of the ML model.
On the other hand, attacks targeting the training phase aim to compromise the model’s
training dataset. For example, data poisoning attacks occur during the training phase and
involve either the addition of new data or the modification of existing training data. A
specific variant, known as backdoor attacks, occurs when hidden triggers are embedded in
the model during the training phase. These triggers are subsequently activated during the
inference phase through specially crafted inputs, causing the model to generate incorrect
outputs. Depending on the attacker’s objective, this type of attack can disrupt either the
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availability or the integrity of the ML model.

2.1.2 Adversarial ML Attacks Against V2M Services

In the context of V2M services, Adversarial ML attacks can have significant impacts. For
example, an adversary might pursue an inference attack to manipulate the output of a ma-
chine learning model that is used to predict the demand for electricity in a microgrid. This
could cause the microgrid to operate inefficiently and potentially lead to power outages.
Similarly, an evasion attack could cause a machine learning model used for scheduling
vehicle charging to make incorrect decisions, leading to poor performance and reduced
reliability of the V2M system.

There are research efforts to investigate Adversarial ML attacks against smart grids.
For instance, [59] [60] [61] discussed the impact of Adversarial ML attacks on smart grids
without proposing defence strategies to prevent the attacks. In addition, the authors in [62]
studied the detection of adversarial attacks on smart grids by using adversarial training.
However, in a recent study [63], the authors reported that adversarial training failed to
detect novel adversarial attacks. In Table. 2.1, we provide an overview of the main differ-
ences between our work and the other recent studies in AML attacks against smart grids.
Our work focuses on V2M services, a crucial aspect of smart grid operations, which has
not been the primary focus in the mentioned references nor in the literature. Unlike the
other studies that either assume the adversary’s knowledge of the victim’s ML model or
focus solely on full-knowledge scenarios of the training dataset, our work encompasses no-
knowledge, partial-knowledge and full-knowledge scenarios (i.e., black-box, gray-box and
white-box attacks), offering a more realistic and challenging perspective. Moreover, we
propose a detection method using GAN models to safeguard the victim’s model against
evasion attacks, a strategy not explored in [59] [60] [61]. Moreover, we study both in-
ference and evasion attacks unlike the other studies that focus on one attack type only.
Furthermore, we tailor our detection model to work in the constrained nature of edge en-
vironments where computational resources and memory are limited. Hence, we designed
a model compression pipeline to produce an optimal lightweight detection model against
adversarial attacks in V2M settings. Additionally, we provide a detailed threat model( 4.1)
(introduced in chapter 4), ensuring that our defense mechanism stems from an accurate
understanding of potential attack vectors. Furthermore, most of the works in the field of
AML attack consider full knowledge of the victim’s training dataset (i.e., white-box at-
tack), however, we consider all different levels of adversary’s resources. That is, white-box,
gray-box and black-box attacks, which correspond to, full knowledge, partial knowledge
and no knowledge of the victim’s dataset, respectively.
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It is worth noting that developing a unified defense strategy against Adversarial ML attacks
within smart grid applications faces several substantial challenges. Firstly, the complexity
and diversity of smart grid services cover a broad spectrum of functionalities, each requiring
different data types, and operational methods [64]. This diversity makes a one-size-fits-all
defense mechanism impractical, as techniques effective in one application may not transfer
well to others [65]. For instance, employing GANs for adversarial ML attack detection in
V2M services might not suit other smart grid areas due to differing operational characteris-
tics, threat models and data types. Secondly, the efficacy of ML models for attack detection
depends crucially on the data’s quality and specificity, which varies greatly across smart
grid applications [66]. The data involved in V2M services (e.g., power consumption and
generation patterns) significantly differs from those in applications such as power quality
monitoring (e.g., phasor measurements, current and voltage signals). Thirdly, adversaries’
knowledge and capabilities can vary extensively, from having limited system data access
(black-box scenarios) to possessing in-depth system knowledge (white-box scenarios). This
makes the design of a defense method that can address the entire potential adversarial
spectrum significantly challenging. Lastly, the evolving attack surface, with adversaries
constantly developing new attack techniques and exploiting novel vulnerabilities [67]. This
means that defense methods must continuously adapt and improve, further complicating
the development of a generalized defense approach. These factors highlight the need for
defense mechanisms to be specifically tailored to unique requirements and threat models of
each smart grid. Other existing research works studied Adversarial ML attacks in wireless
communication settings. For instance, [77] and [78] studied the impact of evasion attacks
on modulation recognition. In addition, inference attacks have been studied in the con-
text of spectrum sensing [79] [80] and network traffic [81]. Other Adversarial ML attacks
against wireless communication settings include the data fusion process in IoT [82] and
signal authentication [83]. In addition to the wireless communication field, Adversarial ML
attacks have been studied in other domains such as computer vision and NLP [84]. How-
ever, the proposed solutions in those domains are unable to address the special challenges
presented by the wireless communication of V2M systems [82].

2.2 Enabling Communication Infrastructures and Tech-

nologies for Smart Microgrids

Smart grids employ different communication technologies to provide various services. Based
on the coverage area, communication technologies in smart grids can be grouped into three
main categories: (i) Wide Area Network (WAN), (ii) Local Area Network (LAN), and
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Table 2.1: Summary of common AML attacks in smart grids

Attack type Attack method Task/Service ML prob-
lem

Metric Ref.

Evasion TFGSM FDIA detection Classification Accuracy [68]
Poisoning Simulated An-

nealing
Load forecast-
ing

Regression MAPE [69]

Poisoning - Electricity
theft detection

Classification F1-score [70]

Evasion FGSM Power quality
recognition

Classification MAPE [71]

Causative BIM/MIM FDIA detection Classification ASR [61]
Inference CGNA/FGSM V2M services Classification ADR [72]
Evasion DeepFool/FGSM FDIA detection Classification False

Negative
[59]

Poisoning - AC state esti-
mation

Regression MAE [73]

Poisoning FGSM Event diagnosis Classification Accuracy [74]
Evasion PGA Load monitor-

ing
Classification ASR [75]

Evasion FGSM/BIM/C&W Electricity
theft

Classification Accuracy/F1-
score

[76]

Inference and
evasion

CGAN-based V2M Classification ADR
and EIR

This
work

(iii) Personal Area Network (PAN). WAN is the largest computer network that covers a
big geographical area. It is a private network used to interconnect multiple distributive
LANs [85]. There are many examples of smart grids communication technologies in WAN
such as WiMAX technology, cellular networks, and satellite communication. A LAN, on
the other hand, connects different devices together within a small geographical area such
as school, office building and residence. The most common two examples for LAN in smart
grids communication are: Ethernet and WiFi. In general, routers and gateways are used
to link a LAN with a WAN. A smaller area can be covered by a PAN which is used mainly
for low power and short-distance networks. ZigBee, Bluetooth, and Z-Wave are examples
of smart grids communication technologies in PAN.

Smart microgrid applications require a communication component to provide their ser-
vices as desired. It is also an essential criterion when assuring the QoS, especially for

14



mission critical applications such safe and security applications [86]. Smart grids can ex-
change information between its entities using wire or wireless communication systems. In
wire-based systems, the data can be transmitted using various methods such as telephone
networks, fiber-optic networks and power line communication (PLC) [87].

Figure 2.1: Communication classification in smart grids
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Table 2.2: Comparison of different technologies used in smart grids communication

Technology Spectrum Data Rate Transmis-
sion range

Latency

BB-PLC and NB-
PLC

1-30MHz 1-200Mbps Up to 3Km 5-7ms

ZigBee (IEEE
802.15.4)

868-915 MHz,
2.4GHz

0.25Mbps Up to 100m 15ms

6LoWPAN (IETF
REC 4944)

2.4GHz 0.25Mbps Up to 100m -

NB-IoT (3GPP in
LTE)

2.4GHz Up to 0.25Mbps Up to 35Km <10s

Bluetooth (IEEE
802.15.1)

2.4GHz Up to 1Mbps Up to 100m <40ms

Microwave communi-
cation

2-40GHz 155Mbps 60Km <2ms

Wi-MAX (IEEE
802.16d/e/j/m)

2.5, 3.5,
5.8GHz

Up to 75Mbps Up to 1Km 10-50ms

Wi-Fi (IEEE
802.11b/g/n)

2.4, 5GHz 2-600Mbps Up to 1Km 3.2-17ms

On the other hand, in wireless communication systems, the data is transferred
wirelessly using different technologies such as Wireless Personal Area Network (WPAN),
Wireless Local Area Network (WLAN), and Wireless Wide Area Network (WWAN). In
this section, we will explain the wired and wireless communication technologies used in
the smart grid. The communication technologies used in smart grid communication are
shown in Figure 2.1 [88] and Table. 2.2 [89] [90]. Table. 2.3 summarizes the research on
adversarial machine learning attacks in wireless communications. The examined works
studied evasion impacts on modulation recognition, inference attacks on spectrum sensing
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and network traffic, and adversarial threats to IoT data fusion and signal authentication.

Attack type Attack method Task/Service ML prob-
lem

Ref.

Evasion FGM Modulation Classification [91]
Exploratory LEB attack Cooperative

spectrum sens-
ing

Classification [92]

Exploratory Membership infer-
ence attack (MIA)

Wireless signal Classification [93]

Evasion Adversarial Mu-
tation Network
(AMN)

Modulation Classification [94]

Exploratory FGSM Spectrum sens-
ing

Classification [95]

Evasion BIM / MIM Modulation Classification [96]
Evasion Reinforcement

learning-based
attack

Signal authen-
tication

Classification [97]

Evasion FGSM Modulation Classification [98]

Table 2.3: Summary of attack types and methods in wireless communication

2.2.1 Wired Communication Technologies

Service suppliers in smart grids prefer wired communication technologies to exchange data
using wired networks as the name implies [99] [100]. The wired communication has many
advantages, mainly connection reliability and security. Fiber optic and digital subscriber
line (DSL) are two examples of the wired communication used in the smart grid. However,
the PLC technology is the most wired communication that is widely used in the smart
grid [101]. DSL and fiber optic can support data transmission up to 10 Gbps and 150
Gbps, respectively.

Power Line Communication

Electromagnetic environments (e.g. transformers) cause interference and disruptive effects
to the PLC, resulting in abrupt propagation behaviour [102]. To overcome that technical
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challenge, the PLC can operate in two different bandwidths, namely BroadBand PLC (BB-
PLC) and NarrowBand PLC (NB-PLC) [103]. The BB-PLC has a maximum data rate
of 200 Mbps (on very short distance); it operates at frequency between 2 MHz and 30
MHz, covering a range up to 1.5 km. On the other hand, the NB-PLC is used for low data
rate applications, such as smart metering, and it operates at 500 MHz frequency. It can
reach a coverage area up to 150 km with two voltage line modes: low voltage line and high
voltage line [104]. In addition to the disruptive effects, the PLC suffers from low data rate
transmission for long distances as the signals experience more channel interference and
higher losses [105]. Another drawback is bandwidth limitations that makes PLC technique
inadequate for high bandwidth applications [106]. On the other hand, the PLC technology
has low operation and maintenance cost [100].

Fiber Optic Communication

Another wired communication system used in smart grid is fiber optic. It provides higher
data rate comparing to the PLC. In addition, fiber optic technology can cover several kilo-
meters area with a data rate in range of gigabits [107]. There are various types of fiber
optic standards such as AON (IEEE 802.3ah), BPON (ITU-T G.983), and EPON (IEEE
802.3ah) [108]. The Active Optical Network (AON) can transmit data up to 100 Mbps on
both up and down streams with a maximum distance of 100 km. Furthermore, the two
standards of the Passive Optical Networks (PON) have different data rate and distance
range. For instance, the Broadband PON (BPON) can achieve a data rate of 622 Mbps
and covering an area range up to 60 km, whereas the Ethernet PON (EPON) can reach a
maximum data rate of 1 Gbps with a distance of 20 km [109].
Fiber optic brings many advantages to the smart grid applications and services. For exam-
ple, it can deliver data in diverse transmission rates from different distances ranges while
preserving the signals strength and robustness. However, the fiber optic suffers from high
implementation cost [110].

Digital Subscriber Line

DSL is a digital data transmission technology that uses telephone lines to exchange in-
formation over the smart grid. Hence, it can be cheaper to implement [111]. However, it
suffers from low data rate and signal interference [100]. Table. 2.4 summarizes some of the
common used standards in the smart grid.
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Table 2.4: Comparison of different DSL standards used in smart grids

Name Standard Data rate in
(Mbps)

Distance
in (km)

Asymmetric DSL
(ADSL)

ITU G.992.1 8 downstream /
1.3 upstream

up to 5

ADSL2 ITU G.992.2 12 downstream /
3.5 upstream

up to 7

ADSL2+ ITU G.992.5 24 downstream /
3.3 upstream

up to 7

Very high speed DSL
(VDSL)

ITU G.993.1 [52 - 85] down-
stream / [16 - 85]
upstream

up to 1.2

VDSL2 ITU G.993.2 200 down-
stream/upstream

[0.3 - 1.5]

2.2.2 Wireless Communication Technologies

Wireless communication technologies can be categorized based on their transmission ranges
as mentioned previously. In the following, we will explain the most important wireless com-
munication technologies which are suitable to smart microgrids, ordered by the coverage
range from the smallest to the largest.

Wireless Personal Area Network

TheWPAN is based on IEEE 802.15 family and it includes several standards such as ZigBee
(IEEE 802.15.4) and Bluetooth (IEEE 802.15.1). The ZigBee technology is used for low
data rate transmission in smart grids, specifically 256 kbps [112]. It is considered as a power
efficient technology with a low range communication coverage [113]. The ZigBee technology
can cover an area up to 100 m and it operates at frequency band of 2.4 GHz, except for
Europe and the USA, where ZigBee operates at 864 MHz and 915 MHz, respectively [114].
The drawbacks of the ZigBee technology, such as slow processing, limited memory storage,
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and short battery life, makes it more suitable for home automation systems [115]; its
various applications include smart meter reading, load control, and security systems [107].

Bluetooth is also a power efficient communication technology for short range coverage.
It can support a data rate up to 721 kbps within a 100 m range. Similar to the 802.15.4
technology, the IEEE 802.15.1 standard (Bluetooth) operates in the 2.4 GHz frequency
band, which makes it more susceptible to interference from other communication technolo-
gies that operate at the same frequency band, such as WiFi [116]. One of the Bluetooth
application areas in a smart grid is online monitoring of local substations [117].

Another technology used in the WPAN is Z-wave communication which was developed
by Z-wave Alliance. Since it operates on a lower frequency band (900 MHZ), the Z-wave
technology can penetrate obstacles while preserving its signal strength [114]. Although it
has a low data rate transmission (100 kbps), the Z-wave is the leading technology in home
automation applications, compared to Bluetooth and ZigBee technologies. The reason is
the low cost and the simple implementation of the Z-wave technology [118].

Wireless Local Area Network

WLAN is based on the IEEE 802.11 family that enables mobile devices to connect wire-
lessly. The market name of the 802.11 standard is known as WiFi. Although the 802.11
standard can operate on a wide range of frequencies, the 2.4 GHz and the 5.0 GHz frequency
bands are the most popular operating frequencies that are used in the smart grid [119].
There are different versions of the 802.11 standard that vary in terms of two main com-
ponents: the maximum data rate, the coverage area, and the bandwidth [120]. In the
following, we discuss some of the commonly used standards under the IEEE 802.11 fam-
ily [121] [122] [123]. Some of these standards are used in smart grids communication
according to [100], [87], [124], [125], and [126].

• 802.11a: this standard was released in 1999 and it operates at a frequency of 5 GHz
with a maximum data rate transmission of 54 Mbps. It uses the orthogonal frequency
division multiplexing (OFDM) as a modulation scheme, and it can operate indoors and
outdoors with range up to 35 m and 120 m, respectively. The main disadvantage of this
standard is the small coverage area which makes it more suitable for indoor areas. However,
the presence of indoor obstacles may cause difficulties in the data transmission.

• 802.11b: similar to the 802.11a standard, the 802.11b was ratified in 1999. It operates
at frequency of 2.4 GHz with maximum data rate of 11 Mbps. It can cover outdoor
areas up to 140 m and indoor range of 38 m. The 802.11b standard uses a modulation
technique known as Direct Sequence Spread Spectrum (DSSS). As many of the IEEE 802.11
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standards operate at 2.4GHz frequency, the 802.11b standard is more likely to experience
high interference. However, the low operating frequency compared to the 802.11a makes
it signal more immutable to the obstacles.

• 802.11g: this standard was released in 2003. Similar to the 802.11b standard, it
operates at a frequency of 2.4 GHz. However, the data transmission rate is greater than
the 802.11b as it can reach a data rate up to 54 Mbps. It can use two modulation schemes,
either the OFDM modulation or the DSSS modulation, and it can cover a similar range
as in the 802.11b (i.e. 38 and 140 for indoor and outdoor respectively). This standard
outperforms the 802.11a and 802.11b since it combines the advantages of the maximum
data rate and the obstacle penetration.

• 802.11n: this standard was released in 2009 and it operates at two different frequency
bands, 2.4 GHz and 5 GHz. It has a higher maximum data rate of 600 Mbps, when
compared to the 802.11a/b/g standards. It uses the OFDM modulation scheme, and
Multi-Input, Multi-Output (MIMO) antenna. It reaches a wide range up to 70 m and 250
m for indoor and outdoor areas, respectively. This standard has the highest coverage range
among the others mentioned standard.

• 802.11ac: the 802.11ac only uses one frequency band of 5 GHz, and it was released
in 2013. It can achieve a data rate up to 6900 Mbps, but it can operate indoor only
with a range up to 35 m. It uses OFDM modulation with multi-user MIMO (MU-MIMO)
technique in the down-link [127].

• 802.11ax: this standard was released in September 2019 and it operates on the
both frequency bands, 2.4 GHz and 5.0 GHz. It can reach a transmission data rate up
to 10000 Mbps, which makes it the highest achievable data rate when compared to the
802.11a/b/g/n/ac standards. Contrary to the 802.11ac, the 802.11ax standard can cover
indoor and outdoor areas with ranges up to 35 m and 120 m, respectively. It uses the or-
thogonal frequency division multiple access (OFDMA) modulation with multi-user MIMO
(MU-MIMO) technique in both up-link and down-link [128]. This standard is a promising
solution for IoT and smart grid applications [129].

The WiFi protocol standards (802.11a/b/g/n/ac/ax) are used to enable a two-way
communication for the smart grid applications and services. However, since wireless com-
munication suffers from lack of security, many changes and improvements were adopted
in the smart grid. For instance, the IEEE 802.11i standard was ratified in 2004 to pro-
vide security improvements [130]. In addition, IEEE 802.11w and IEEE 802.11e provided
protected frame management [131], and enhanced QoS (e.g, traffic prioritization, schedul-
ing and admission control [132]) for wireless LAN applications, respectively. The 802.11
standards discussed previously are summarized in Table 2.5 [100] [87] [124] [125] [126].
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Table 2.5: Comparison of different versions of IEEE 802.11 standard used in smart grids communication

IEEE
standard

Frequency
in (GHz)

Data Rate
in (Mbps)

Outdoor
Transmis-
sion range (m)

802.11a 5.0 54 120

802.11b 2.4 11 140

802.11g 2.4 54 140

802.11n 2.4/5.0 600 250

802.11ac 5.0 6900 NA

Wireless Wide Area Network

WWAN includes various technologies to provide wireless communication to smart micro-
grids. It covers the largest geographical area among our list. In the following, we will
discuss four examples of WWAN technologies, namely WiMAX (IEEE 802.16), cellular
communication, satellite communication, and microwave communication.

• WiMAX: IEEE 802.16 standard was first released in 2001 under a commercial name
known as Worldwide Interoperability for Microwave Access (WiMAX). The 802.16 stan-
dard is considered a good solution for wireless networks as it offers low cost implementa-
tion, a high data rate, and long distance coverage [133]. Typically, the 802.16 standard
can cover an area range up to 10 km with a maximum data rate of 128 Mbps and 28 Mbps
for down-link and up-link, respectively [134]. The smart grid distribution domain is one
of the application areas that suits the WiMAX technology when compared to the GSM
solution [135].

To improve the 802.16 standard, different versions were released over the past decade.
For instance, the 802.16j standard brings many features such as supporting OFDMA mod-
ulation along with other types of coding and modulation schemes, better handover tech-
niques, and multi-cast and broad-cast services [136]. Moreover, 802.16j defines different
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types to mutli-hop relaying techniques [137]. Another version of the WiMAX is 802.16m,
which can support high mobility speed (350 km/h) while providing at least a data rate
of 100 Mbps and 1 Gbps for lower speeds (i.e. fixed users) [138]. It can provide a cover-
age area of [30 - 100] km with reduced performance. An acceptable performance can be
reached with a distance between 5 km and 30 km, whereas the optimum performance can
be archived within 5 km range.

• Cellular communication: includes a wide range of network technologies such as 2G,
2.5G, 2.75G, 3G, 4G (LTE and LTE-A), and 5G; however, smart grids use 3G and beyond
for wireless communication. The Universal Mobile Telecommunications System (UMTS),
which is the most commonly known standard of 3G, provides a maximum data rate of 168
Mbps and 22 Mbps, offered by the Evolved High-Speed Packet Access standard (HSPA+),
in the down-link and the up-link, respectively [139]. The 3rd Generation Partnership
Project (3GPP) developed another cellular technology know as Long Term Evolution Ad-
vanced (LTE-A) standard which is an enhanced version of the LTE. The implementation
of cellular technologies in a smart grid is expensive and may suffer from network conges-
tion (due to the spectrum sharing [140]); however, the LTE-A brings various advantages
to cellular technology such as flexible bandwidth, better handover between the cells, and
more support for heterogeneous Network (HetNets) [141].

Heterogeneous Networks are composed of multiple tiers of wireless network cells. The
main advantage of HetNets is to support wireless networks with coverage in different en-
vironments (e.g., offices, tunnels, and city centers). Macro-cells, pico-cells, and femto-cells
are some examples of HetNets. From an architectural point of view, HetNets are built
on top of the functionalities offered by conventional macro Radio Access Network (RAN),
RAN transport capability, small cells, and WiFi.

The role of (HetNets) in microgrid control and management has been considered in the
last few years by several researchers. In [142], the authors presented the first work that
introduces multi-agent coordination via a HetNet infrastructure in order to address the
trade-off between two cost components: communication and power generation. In [143],
the authors tackle the automation problem in microgrids; they propose a heterogeneous
and converged fiber-wireless network infrastructure as the communication medium for the
addition and/or deployment of renewables as well as storage systems into the power grid.
To address the interoperability issues, the proposed system utilizes the IEC 61850 standard
for the power grid end; whereas, off-the-shelf automation protocols, such as PROFINET
and Modbus TCP, are utilized for the interoperability within building automation.

The authors in [144], proposed a framework to process smart microgrid data in HetNet
using unsupervised machine learning algorithm. A multi-class queuing system in the pico-
cell tier was introduced to prioritize the data based on time-sensitivity. A real-time dataset
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was collected from 443 microgrids for one day. The authors used the k-means algorithm to
cluster the data into three categories: delay-tolerant, delay-medium, and delay-sensitive.
The results showed that the proposed approach significantly reduces the delivery delay
of messages carrying time sensitive events from the microgrid. In addition, the results
demonstrated that the framework is able to process the time sensitive events faster and
more accurately in comparison to a single-tier network infrastructure where the messages
are severed on First In, First Out (FIFO) basis.

The authors extended their work to include different HetNet tiers such as pico-cell,micro-
cell, and macro-cell [86]. The work tested the proposed technique under different number
of users with two communication scenarios. TCP and UDP protocols were employed with
different time sensitive data to improve the delay while keeping the packet loss rate at low
level. Through simulations, the authors showed that the proposed technique reduced the
queuing delay by 93% for the packets of delay-sensitive (urgent) messages and the packet
loss rate by 7% when compared to the benchmark where no aggregation mechanism exists
prior to the small cell base stations.

The massive number of wireless devices produces large amounts of data that need to
be processed and transmitted over the network [145]. That said, communication networks
need to provide higher QoS performance in terms of communication delay, reliability, and
security. To this end, 5G cellular networks are introduced to meet the mentioned QoS
requirements and as well as other requirements. The features implemented in 5G include
massive MIMO, optimal utilization of network resources, and the usage of higher frequency
(i.e. millimetre-Wave (mmWave) frequency band), which will increase the maximum data
rate, reduce the network delay and provide better throughput performance. For instance,
the 5G wireless HetNet challenges in using massive MIMO and mmWave technologies were
discussed and analyzed [146]. Furthermore, there are different issues in HetNet that need to
be resolved by the network operators, e.g., cells interference, implementation cost, and data
flow management between the different cells. Hence, this will help the HetNet technology
to grow faster with a reliable and robust services while providing a better performance in
terms of delay and throughput as discussed in [147].

• Satellite: it can be expensive and difficult to provide rural areas with communication
services through traditional systems. Hence, smart grid applications such as the SCADA
system uses satellite communication technology to provide services for remote areas and
substations [148]. Satellite communication systems offer various communication perfor-
mance in terms of latency and bandwidth based on the orbit altitude of the satellite [149].
There are three main orbit altitudes: (i) Low Earth Orbits (LEO) (ii) Medium Earth Orbit
(MEO) (iii) Geostationary Earth Orbit (GEO) [150]. It can be relatively cheap to imple-
ment a smaller satellite stations in a high altitude orbit [151], however, this might degrade
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the communication performance by increasing the delay.

• Microwave: microwave technology is widely used for line of sight communication (i.e.,
point to point). More than 50% of the base-stations in the world communicate through
microwave technology [152]. It can provide a long distance coverage up to 60 km with a
maximum data rate of 155 Mbps. The configuration of the line of sight has to be precise and
accurate to avoid transmission loss and/or service interruptions. In addition, microwave
technology suffers from channel fading due multipath interference and precipitation [153].
Transfer trips between smart grid units is one application of microwave technology [154].

2.2.3 Edge Computing and V2G Security

The implementation of V2G is categorized into two distinct approaches: centralized dis-
patching and decentralized dispatching, as identified in the mainstreams of V2G [155].
In the centralized approach, a unified strategy is employed where an energy coordina-
tor (EC) optimizes EV charging and discharging in accordance with the grid status and
specific EV charging requirements. This method, however, has its drawbacks. It necessi-
tates the uploading of sensitive EV charging data to the EC, raising concerns about data
privacy and security [155]. Additionally, as the number of EVs increases, the complex-
ity and computational requirements grow exponentially, posing a significant challenge in
scalability [156]. The decentralized method, in contrast, employs an incentive-based strat-
egy where EV charging behaviors are indirectly coordinated through electricity pricing
mechanisms. This approach requires understanding the feedback of EV users to electricity
pricing, an interdisciplinary challenge that involves complex economic and behavioral con-
siderations. The readiness for electricity market liberalization varies across countries and
regions, making the decentralized approach more challenging in certain areas [157].

From a technological perspective, V2G involves both hardware and software aspects.
High-performance sensing devices are crucial for ensuring smooth communication between
EV users and ECs [158]. V2G systems can be classified as either bidirectional or unidirec-
tional based on the capacity of the charging points (CPs) to support bidirectional power
flows [155]. Furthermore, V2G dispatching frameworks can be designed as either single-
layer or hierarchical. The hierarchical framework, though more complex in terms of com-
munication networks, offers the advantage of dividing a large problem into smaller, more
manageable segments, thereby improving efficiency and reducing solving time [159][160].
A noteworthy example is the double-layer V2G model developed by the authors in [161],
which significantly outperforms the single-layer model in terms of computational speed.

On the software front, V2G control flow is divided into day-ahead and real-time dis-
patching. The day-ahead approach necessitates accounting for the uncertainties in RES
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output and charging behavior [162]. Real-time V2G, on the other hand, demands prompt
decision-making, irrespective of the EV population size. The increase in the number of
scheduled EVs poses a challenge for traditional mathematical optimization methods, often
leading to a situation known as the ”curse of dimensionality” [156]. While heuristic algo-
rithms provide a more efficient alternative, they carry the risk of resulting in suboptimal
solutions [163]. Customized algorithms have been developed for specific scenarios, but
their adaptability across different scenarios remains a subject of discussion [162][164]. The
introduction of parallel computing techniques is a recent advancement aimed at enhancing
the efficiency of V2G dispatching [165].

Demand response is another V2G service that has recently attracted considerable atten-
tion, particularly in the context of edge computing. This focus is seen in several innovative
approaches designed to integrate demand response mechanisms within edge computing
frameworks. The authors in [166] introduced an innovative online auction system that
encourages edge networks to engage in Energy Demand Response (EDR). This mechanism
is designed to provide incentives to participants, thereby promoting active involvement
in EDR. Similarly, the authors in [167] developed a sophisticated online task scheduling
algorithm. This algorithm is strategically designed to select specific clusters for workload
dispatch, aiming to achieve energy reduction targets efficiently. In another development,
the authors presented a reverse auction model that involves local generators. This model
is specifically geared towards ensuring the achievement of targeted EDR power reduction.

The authors in [168] have taken a step further by designing an online auction mecha-
nism that simultaneously addresses both power EDR and computing EDR in the realm of
edge computing. This dual-focused approach signifies an advancement in integrating en-
ergy management with computing resource allocation. Moreover, the authors in [169] con-
tributed to this field by developing a two-phase game-theoretical algorithm. This algorithm
addresses the challenges posed by the mobile edge computing EDR problem, providing a
strategic solution that balances multiple factors in a complex computing environment. Ad-
ditionally, the authors in [170] created efficient online auctions specifically for scheduling
cloud computing jobs. These auctions take into account completion deadlines, offering a
time-sensitive approach to job scheduling in cloud computing environments.

However, despite these varied and significant contributions, none of these studies have
explored the potential of using EVs as energy sources in their demand response models.
Moreover, the consideration of bid deadlines in designing auction mechanisms for EDR
has not been addressed in these works. This gap indicates a potential area for future
research, where the integration of EVs as a dynamic and mobile energy source could offer
new dimensions and efficiencies in demand response strategies within edge computing and
cloud computing environments.
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In V2G, edge computing is utilized by local controllers who primarily rely on local
data. This decentralized approach facilitates the coordination among a large number of
local controllers, substantially enhancing the privacy of users and considerably reducing
the complexity associated with V2G computational problems [171][157]. For example, the
authors in [162] explored a combined routing and V2G challenge and proposed a distributed
algorithm based on dual decomposition, specifically designed to protect the privacy and
autonomy of EV users. Similarly, the authors in [172] approached a related challenge using
an approximate distributed algorithm characterized by its lower computational demands.
Another significant contribution in this field is from the authors in [173], who introduced
a distributed control algorithm that caters to a variety of V2G objectives. This algorithm
is particularly effective in enhancing the stability of the power system and in reducing
the total cost associated with EV charging. Recent advancements in distributed V2G
systems are exemplified by the development of the Internet of Smart Charging Points
(ISCP) [158][174]. In this system, each CP is equipped with a computational unit, termed a
Smart Charging Point (SCP). These SCPs collaborate among themselves, thereby boosting
computational performance. The communication network employed in this system utilizes
the small-world network model, which is known for its efficiency in transmission and cost-
effectiveness in terms of wiring. A key feature of this system is its focus on maintaining the
privacy of EV users; it achieves this by processing and storing EV charging data locally at
the SCPs and implementing a stringent protocol for handling sensitive information post-
dispatch, known as ”burn after dispatching.”

The authors in [175] proposed a unique auction framework tailored for EVs. This frame-
work utilizes a smoothed analysis mechanism, which aims to motivate EVs to participate in
EDR. The design of this mechanism takes into account the variability and unpredictability
of EV participation, offering a more flexible and adaptive approach to integrating EVs
into EDR systems. Moreover, the authors in [176] developed a novel approach that com-
bines a polynomial-time online algorithm with an auction mechanism. This dual approach
is designed to incentivize EVs that have surplus energy to sell their excess energy. The
goal is to meet the charging demands of other EVs, thereby creating a more efficient and
cooperative energy distribution system among EV users.

The authors in [177] introduced a mechanism that focuses on stimulating energy inter-
actions between EVs and the power grid, leveraging V2G technologies. This mechanism is
significant as it opens up possibilities for bi-directional energy flows, allowing EVs to not
just consume energy but also to provide it back to the grid, creating a more dynamic and
interactive energy network. Additionally, the authors in [178] devised an online mechanism
that addresses the EV charging scheduling problem. This mechanism considers both the
charging costs and the potential dissatisfaction of EV users, indicating a balance between
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economic efficiency and user satisfaction in EV charging management. Moreover, the au-
thors in [179] presented an online linear programming model to manage the variability of
charging rates in each control period. This model addresses the challenge of fluctuating
charging rates, ensuring more stable and predictable charging processes for EVs.

While there are significant advancements in the field of EVs and V2G/V2M technolo-
gies, particularly in the realm of edge computing, these developments also face notable
challenges and limitations. A prominent focus of current studies is on EV charging or their
interaction with the grid. However, these studies often do not directly align with edge
computing contexts. An essential aspect missing in these works is the consideration of the
constrained aspect of the edge environment such as computational resources and memory.
The absence of this consideration in existing mechanisms opens up a potential area for fur-
ther research and development. Integrating time-sensitive strategies into these frameworks
could significantly enhance the efficiency and applicability of these online mechanisms for
EVs across various energy and computing scenarios. On the other hand, the application
of distributed edge computing in V2G systems comes with its own set of challenges. The
strategies outlined in [158] and [174], for instance, rely heavily on accurately predicting
future power grid data—a complex and largely unresolved issue. Accurately forecasting
grid load consumption and renewable energy source generation remains a difficult task.
Therefore, while distributed edge computing presents promising opportunities for enhanc-
ing V2G systems, addressing these challenges is crucial to ensure their effective, safe, and
robust implementation in a variety of scenarios.

In addition, the technological advances in V2G/V2M also bring to light new concerns,
particularly in cybersecurity. The expanded attack surface of smart grids introduces new
vulnerabilities, creating opportunities for adversaries to launch cyber attacks. This scenario
is particularly pertinent in the domain of V2M systems, which utilize transactive energy
and advanced communication technologies along with AI-based technologies. Understand-
ing and addressing these emerging cyber vulnerabilities in V2M systems is essential, as
adversaries can exploit these vulnerabilities to compromise the integrity and functionality
of these systems. Thus, the exploration of these security challenges within V2M systems
becomes a crucial aspect of advancing these technologies safely and securely. It is evi-
dent in the literature that data integrity attacks (e.g., false data injection attacks) are real
threats that can take place against smart meters and AMI systems. Adversaries can launch
such attacks by exploiting the vulnerabilities in those systems. For instance, the authors
in [180] launched an FDI attack against their designed SCADA testbed system by using
the vulnerabilities of Modbus protocol. The authors were able to manipulate the smart
meter data despite password protection in ICS and SCADA system. Other works such
as [181] considered the privacy and security threats related to smart meters. The authors
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studied the smart meter’s attack surface and the possible attack vectors. In [182] and in
their previous work [183], the authors proposed a statistical anomaly detection method to
prevent false data attacks that exploit AMI vulnerabilities. Other studies that focus on
electricity theft built their threat model based on the assumption of existing vulnerabilities
of AMI and smart meters [184] [185] [186] [187] [188].

The authors in [189] presented a threat model and developed attack strategies enabling
adversaries to manipulate a large number of charging stations by exploiting existing and
newly discovered vulnerabilities in the V2G protocols ISO 15118 and OCPP. A test setup
was developed to evaluate several open-source tools to validate the success of their V2G at-
tack strategies. In addition, it was demonstrated that ISO 15118 messages sent over PLC
could be intercepted in plaintext, as shown in [190] and [191]. Specifically, the testbed
in [191] permitted attackers to access and alter the entire stack by injecting perturbed
V2G messages.
The authors in [192] proposed a relay attach on EV charging system in which adversaries
can steal energy during a charging session. The authors developed their attack strategy
based on the vulnerability of ISO 15118 standard. The authors proposed an extension to
the standard to prevent such attacks. Other works such as [193] also provided enhancement
to the current functionalities of ISO 15118 standard.
The authors in [194] exploited wireless communication vulnerabilities between the EV and
charging station through the ISO 15118-8 and IEEE 802.11 standards. The authors were
able to launch a DoS attack risking the availability of the V2G service. The authors in [195]
analyzed the cyber threats against ISO 15118 standard where the charging service avail-
ability and integrity can be compromised. The authors showed that adversaries can exploit
non-binding certificate authorities to perform DoS attacks on charging stations. Another
study [196] on ISO 15118 demonstrated the impersonate attack by copying transactions
in the vehicle’s RFID chip and disguises itself as another vehicle. Moreover, adversaries
can exploit the standard vulnerabilities to report false State of Charge (SoC) data to the
charging infrastructure [197]. ISO 15118 is also susceptible to other attacks that fabricate
metering data and battery level to give malicious EVs smaller bills and higher charging
priority. A malicious EV could send a charging request indicating a lower SoC to secure a
higher charging priority. For instance, the authors in [198] developed reinforcement learn-
ing framework to generate intelligent and stealthy attacks to falsify the SoC by exploiting
ISO 15118 vulnerabilities. This tactic could be expanded to mobilize a large number of
compromised EVs that then obtain higher priority, blocking regular users from charging
and effectively leading to a denial-of-charge attack. Despite all of the mentioned research
works on the susceptibility of V2G to cyberattacks, we believe, evident by this thesis, that
it is more difficult to launch a cyberattack on a vehicle when compared to a microgrid’s
smart meter.

29



Chapter 3

The Impact of Data Integrity Attacks
on V2M Systems

In this chapter, our focus is on addressing data integrity attacks against V2M services. It
is worth noting that we tackle data integrity attacks from the vehicle’s side, whereas the
next chapters are mainly focused on adversarial attacks from the microgrid’s perspective.
We try to understand the feasibility of launching such attacks in V2M context where
the attack surface under study is the vehicle. We analyze the V2M system interaction
and identify the possible vulnerabilities to gain a deeper understanding of the attacks
characteristics and potential impacts on the system. We develop a detector that leverages
ML methods to effectively counter data integrity attacks. The utilization of unsupervised
ML methods allows us to detect anomalous patterns and deviations in the data, enabling
the detector to proactively respond to emerging attack vectors. Our proposed method
aims at enhancing the security and resilience of V2M systems by accurately identifying
and mitigating potential threats posed by data integrity attacks.

3.1 Introduction

Smart grids enable sustainable and resilient electricity services by allowing consumers to
act as producers (a.k.a prosumers) via energy trading. Energy generated from the Dis-
tributed Generators (DGs), such as solar panels and wind turbines, can be shared among
other entities connected to the grid, forming Community Resilience Microgrids (CRMs)
[199]. Recent research aims at maximizing the V2G efficiency of the delivered power while
reducing the cost using various approaches. For instance, the study in [10] has proposed
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a V2G cost-objective optimization model that aims at finding the closest EVs to a micro-
grid considering the communication aspects. In addition to optimization models, machine
learning techniques such as Reinforcement Learning (RL) are used in power management
for grid-tied microgrid problems where V2G service is considered as an alternative power
source [12]. Another study models the interactions between the EVs and microgrids where
the suppliers (i.e. EVs) specify the plug-in length, arrival times and the amount to sup-
ply/sell [200].

As demand on the power grid continues to rise, EVs are increasingly utilized as mo-
bile energy storage units to facilitate energy trading and prevent power shortages. This
integration of EVs with smart grids has resulted in an expanded attack surface, enabling
adversaries to launch sophisticated attacks on the system. Consequently, data integrity at-
tacks in modern smart grids, particularly in Vehicle-to-Grid (V2G) and V2M applications,
are anticipated to escalate. To address this issue, we propose a novel approach for model-
ing data integrity attacks in V2M applications. By harnessing the power of unsupervised
machine learning, we develop an intelligent detector capable of identifying and countering
these data integrity attacks.

3.2 System Model for V2M Services

The threat model builds on the optimization model presented in [10] so it is worth revisiting
the implemented optimization model before proceeding with the the threat model.

3.2.1 Optimization Model Revisited

The power management framework uses real time information of the microgrid power
demand to find the optimal set of EVs to participate in the process, considering reliable
communication between the cellular base-station and EVs. The optimization model in [10]
is framed as follows: a set of smart microgrids M , that are predicted to suffer from power
outage, send highly-time sensitive service requests to the cell’s base-station [8]. To ensure
reliability, the base-station uses the Transmission Control Protocol (TCP) to acknowledge
the reception of the requests [13]. The requests contain information of the anticipated
energy demand Dm(kWh) and the microgrid locations. The base-station broadcasts the
request to N EVs within the coverage range. Each EV responds to the request with three
pieces of information: (i) selling price Pn($/kWh), (ii) contribution percentage αn of the
EV’s battery En, and (iii) current location. Then, the base-station computes the distances
between the microgridsKim(km) and chooses an optimal set of EVs to serve the microgrids’
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Figure 3.1: Messages flow in our framework

requests. Lastly, the base-station sends the trajectories to the EVs, starting with the first
microgrid Tm to be serviced. The message flow for the V2M service is depicted in Figure 3.1.

The V2M model builds on a MILP formulation to find the optimal set of EVs to
supply the affected microgrids with the required power until the main grid is restored.
The objective of this optimization problem is to find the charging order of the microgrids
to minimize operational costs, specifically focusing on reducing the travel distances of the
EVs and the waiting times for charging. Practically, the deployment of this optimization
model should run in the computational component (i.e., edge computing) of the gNodeB.
Details of this model are presented in our previous work [10]. The objective function in
(3.1) can be solved by the set of constraints where (3.2) and (3.6) presents the key subset
of these constraints.
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Anr
im −Onr

m ≤ 0,∀i ∈M, ∀m ∈M,∀n ∈ N, ∀r ∈M (3.3)

Anr
im −Onr+1

i ≤ 0,∀i ∈M,∀m ∈M, ∀n ∈ N,∀r ∈M (3.4)

Onr
i +Onr+1

m − Anr
im ≤ 1,∀i ∈M,∀m ∈M, ∀n ∈ N,∀r ∈M (3.5)

The optimization model requires a formulation of the conditional variable indicating
whether microgrid i and m are served by EV n at the r-th and (r+1)-th order, respectively.
This is represented by the product of two variables, i.e., Onr

i × Onr+1
m . The non-linearity

of this product is linearized through the constraints specified in (3.3)-(3.5). The first two
constraints ensure that Anr

im will be zero if either Onr
i or Onr+1

m is zero. The final constraint
guarantees that Anr

im will be set to one if both binary variables are one, thus linearizing
Anr

im within the model without affecting the other constraints. The constraint in (3.6)
guarantees that the total energy transferred from EV n plus the energy consumed during
travel does not exceed the proportion α of the initial energy level of the EV’s battery En.
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Anr
im = 1,∀n ∈ N (3.7)
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M∑
m=1

Onr
m ≤ 1,∀n ∈ N, ∀r ∈M (3.8)

N∑
n=1

M∑
r=1

Onr
m ≥ 1,∀m ∈M (3.9)

The constraint (3.7) specifies the number of trips made by EV n between two microgrids.
The constraint in (3.8) ensures that for a given EV n, each microgrid m can be assigned
order r at most once. Assuming that EVs are the sole source of power, the constraint
in (3.9) stipulates that each microgrid m must be served by at least one EV to meet
partially/fully its power needs. It is worth noting that the attack will have an indirect
impact of the total cost (i.e., the optimization model’s objective). The manipulation of the
contribution factor (α) will result in changing the amount of the total cost as observed from
equation (3.2) and (3.6). The alteration of this factor can lead to changes in how resources
are allocated and priced within the microgrid system. If (α) is increased or decreased
through malicious tampering, it can cause the system to overestimate or underestimate
the actual contribution of an EV.

It is important to mention that the sole purpose of the aforementioned optimization
model is to match sellers (i.e. EVs) with buyers (i.e. smart microgrids) for a V2M appli-
cation while finding the optimal microgrids charging order.

3.2.2 Threat Models in V2M Services

To understand the threats and possible attacks on V2M application, one should compre-
hend the involved entities that form the threat model. Figure 3.2 presents a high level
abstraction of the threat model entities including adversaries and vulnerabilities. We con-
ceptually follow the threat model in [201] that is presented for IoT security in smart grids.

1) The adversary represents the first entity of the threat model. The threat level of an
adversary is defined by three main elements, namely the required access, the adversary’s
resources and their motivation.

(i) Required access: defines the type of entry point to the network. In order for the ad-
versary to mount an attack, a physical or cyber access to the network is required. Physical-
access can be direct through a malicious agent (i.e. an insider) who has privileges in the
network, or indirect by an outsider who seeks to gain privileges. It is more likely for at-
tacks to be launched by outsiders who escalate their privileges in the network rather than
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Figure 3.2: High-level abstraction of the threat model for V2M

malicious users, especially in a V2M service, as we will discuss in the performance evalua-
tion section. On the other hand, cyber-access allows the adversary to connect remotely to
the network via insecure communication channels. For instance, the adversary can exploit
network-based vulnerabilities to gain a full control over the participated EVs during the
V2M operation.

(ii) Required resources: represent the needed capabilities of the adversary to launch a
successful attack. The adversary’s resources are defined by the adversary’s expertise of the
system, the required equipment and time. If the attacker is an expert and aware of the
system interactions, it is called a white-box attack. On the contrary, if the attacker is a
novice and lacks the necessary knowledge to initiate an attack on the system, it is called
black-box attack. In addition, the adversary might need different types of equipment to
attack V2M network. For instance, to access an insecure communication channel, the
attacker needs to be within the communication range of the traveling EVs; thus, using a
vehicle is necessary to launch an attack [202]. However, other attacks might need simpler
equipment, such as a desktop computer. Another vital resource for the adversary in a V2M
application is the amount of time required to perform the attack. The V2M application
poses dynamic changes of the network, hence, a dynamic attack surface. Therefore, the
adversary has to perform the attack within a limited time window.

(iii) Motivation: can be viewed as another definition of the attacker’s utility (i.e. the
possible gains of performing a successful attack considering the associated efforts and risks
to the attacker). Energy and data theft, financial gain, and service disruption are typical
examples that drive the adversary [201].
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2) The second entity in Figure 3.2 is the vulnerabilities in V2M services. There are
two parties that form the attack surface in a V2M service, that is, vehicles and smart
microgrids. Both parties share network-based and embedded vulnerabilities.

(i) Network vulnerabilities: wireless communication and key management expose the
network to various types of vulnerabilities. It is worth noting that Autonomous Vehicles
(AVs) can be considered as EVs if they use battery units. Thus, network-based vulner-
abilities of AVs hold for EVs as well. One of the most commonly used wireless technol-
ogy for in-vehicle network is Bluetooth. Its ability to hop fast, resist noisy environments
and support multi-channel communication through Frequency Hopping Spread Spectrum
(FHSS) technology made it a favourable technology for Controller Area Network (CAN)
communication [203]. However, Bluetooth technology suffers from various vulnerabilities,
as reported in [202].

(ii) Embedded system vulnerabilities are another way for adversaries to break into the
EVs. Firmware and operating system vulnerabilities are two main issues for the software-
layer of embedded systems. For instance, firmware vulnerabilities allow the attacker to
gain full access to the system, which can provide the attacker with the control to read
and change messages [204] [205]. Moreover, the attacker can pursue and achieve privilege
escalation by exploiting operating system vulnerabilities. Hence, the attacker performs
the attack seamlessly. Other software vulnerabilities, such as in Engine Control Unit
(ECU), are possible in [206] whereas embedded hardware in EVs present other exploitable
vulnerabilities. The lack of proper hardware implementations and cryptographic algorithms
ease the path for adversaries to launch attacks on EVs. Side-channel attacks such as power
analysis attacks allow the attacker to extract the encryption keys [207].

3.3 Modelling of Data Integrity Attack Against V2M

Application

We apply the discussed threat model to analyze the impact of the possible security flaws on
the V2M operation (i.e. optimization model). We assume an outside adversary with cyber-
access to the system is exploiting in-vehicle communication network using cryptographic
key vulnerabilities. The adversary is assumed to be able to alter the messages exchanged
between the EVs and the base-station. Hence, we implement a data integrity attack,
assuming a white-box attack with an expert adversary of the underlying interactions within
a V2M service. However, the base-station / edge node is equipped with an intelligent
system to detect data integrity attack attempts.
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3.3.1 Data Integrity Attack

The aim of study is primarily to quantify the impact of cyber-security on energy trading
process between EVs and smart microgrids under the presence of an anomaly detector.
After analyzing the risks of different parameters involved in the process, we have empirically
chosen the contribution value (αn) to be the best target for an adversary to manipulate.
The contribution value is responsible for the amount of traded energy during a V2M service.
The adversary’s motivation is to weaken the resiliency of the smart microgrid community by
reducing the amount of energy provided to microgrids (a.k.a buyers). The adversary aims
to change the contribution value of the EVs, as they are more susceptible to cyberattacks.
The false contribution values are received at the base-station and used as inputs to the
optimization model. However, different false contribution values affect the V2M service
differently. For instance, some of the data integrity attacks have zero impact on the service.
Thus, we had to assess not only the success of the data integrity attacks but also whether
the attacks impacted the service. We define the Impactful Attacks (IA) in formula 3.10 as
the attacks that can bypass DBSCAN and affect the V2M service.

IA =
Number of undetected attacks of non-zero impact

Total number of attacks
(3.10)

3.3.2 Anomaly Detection

We use DBSCAN to detect the data integrity attack on the V2M application. However,
some of the attacks can bypass DBSCAN and impact the V2M services. DBSCAN algo-
rithm is controlled by two parameters, ϵ and min − points where ϵ is responsible for the
neighborhood search radius and the min−points parameter controls the minimum number
of points needed to establish a cluster. The parameters were empirically chosen to make it
harder on the adversary to bypass the detector. DBSCAN algorithm works as follows: 1)
An initial point is selected and marked as visited. 2) The points within the search radius of
epsilon are counted and added to a set. 3) The initial point is considered as a new cluster
if the number of points exceeds the predefined min-point value. This process is continued
for all points in the neighbourhood. 4) If the number of points is less than the min-point,
the point is defined as noise. 5) These steps are repeated until all points are clustered.

DBSCAN has a time complexity of O(n2) but this can be reduced to O(nlogn) with
parameter optimization [208]. Unlike K-means, DBSCAN does not require pre-specification
of the number of clusters, which makes it a good fit for anomaly detection problems.
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3.4 Performance Evaluation

In this section, we present a detailed description of the simulation settings employed in our
study. We discuss the various parameters and configurations used to evaluate the perfor-
mance of our proposed method. Furthermore, we analyze the obtained results, providing
comprehensive insights into the effectiveness and limitations of our proposed method.

3.4.1 Simulation Settings

To assess the associated risks of the proposed data integrity attack on the contribution
value of the optimization model, Optimization and Simscape Electrical toolboxes are used.
All simulations are performed using Intel Core i5-7500 CPU with 16GB of RAM running
on a Windows 10 system. The optimization toolbox solves the cost-based MILP model,
whereas the Simscape Electrical Toolbox simulates microgrids and EVs to provide synthetic
power data [209]. Table 3.1 presents the used simulation parameters.

We present two sets of microgridsM={4, 8}, where a microgrid’s demand (Dm) is picked
randomly between [5-30] kWh based on the synthetic power data. Similarly, we consider
two scenarios for the number of EVs in the V2M service operationN={6, 12}, with different
battery levels (En) between [10-40] kWh. The adversary targets the contribution value of
the EVs. However, the number of exploitable EVs can vary for diverse reasons. Therefore,
another objective of this study is to anticipate the number of EVs to be attacked, that
would have the heaviest impact on the microgrids’ resiliency. Thus, we present three
different percentage of EVs that could be exploitable: 33%, 66% and 100%. That is, for
N=6, we study the impact of having 2, 4 and 6 exploitable EVs; and for N=12, the
number of exploitable EVs is set to 4, 8 and 12. The adversary aims at changing the
EVs’ contribution values with 100% reduction. However, DBSCAN will prevent that from
occurring. After DBSCAN’s fine-tuning, we select the ϵ and min − points parameters as
1.5 and 5, respectively.

3.4.2 Numerical Results

In this section we analyze the impact of the data integrity attack on the contribution
value (αn) with different number of exploitable EVs. The optimization model has three
outputs, outstanding demand (kWh), total cost ($) and average vehicle’s revenue ($).
The outstanding demand defines the amount of the microgrid’s energy that could not be
supplied by the EVs. The total cost represents the microgrid’s cost of exchange for the
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Table 3.1: Simulation parameters

Notations Value

Number of EVs {6, 12}
Number of microgrids (M) {4, 8}
Selling price (Pn) 0.201 $/kWh
Average energy consumption per km (z) 0.18 kWh/km
EV charger’s power (H) 20 kW
Waiting time price (C) 10 $/h
Service request price (v) 1 $/request
Distance between microgrids (Kim) [0.2-3] km
Distance from EV n initial location to first microgrid
m (Tm)

[0.2-3] km

Microgrid’s demand (Dm) [5-30] kWh
EV’s initial battery level (En) [10-40] kWh
EV’s original contribution percentage (αn) {20,40,90}%
Reduction percentages of the original contribution {30,50,70,90}%
ϵ 1.5
min− points 5
Number of exploitable EVs for N=6 under 33%, 66%
and 100%

2, 4 and 6, respectively

Number of exploitable EVs for N=12 under 33%, 66%
and 100%

4, 8 and 12, respectively

EVs’ energy; and each EV makes a revenue by participating in the request defined by the
vehicle’s average revenue. For the purpose of this chapter, we limit our focus to analyzing
the impact of data integrity attacks on the outstanding demand.

Analyzing data integrity attacks under four microgrids

The outstanding demand of the 4-microgrid energy request is depicted in Figure 3.3a.
The EVs are willing to contribute to the request with 20% of their batteries. However, the
adversary aims at reducing the original contribution with different percentages as shown on
the x-axis. It is important to note that 0% reduction means that the original contribution
value has not been changed. In other words, the 0% reduction denotes a ”no-attack” case
on the V2M operation. We present the no-attack case to show the benign scenario of
the model. The dotted-lines represent scenario-1, with six EVs, with different number of
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exploitable EVs. The solid-lines represent scenario-2, with twelve EVs. The black lines
denote the detected attacks by DBSCAN. Under the no-attack case (i.e., 0% reduction),
the outstanding demand of scenario-1 is greater than scenario-2. That is because there are
more EVs in scenario-2 that can contribute to the request when compared to the number
of EVs in scenario-1. Beyond the no-attack point, the effect of the data integrity attacks
on the contribution value starts to emerge. The number of exploitable EVs has different
impacts of the outstanding demand. For instance, under the same scenario, the number
of attacked EVs is directly proportional to the outstanding demand. The 33% attacked
EVs has the least impact on the outstanding demand, whereas the 100% attacked EVs
has the highest impact. However, when we compare the two scenarios against each other,
one interesting observation from Figure 3.3a is that the data integrity attacks on 33%
of scenario-1 is more impactful than 100% attacked EVs of scenario-2, for a contribution
reduction of 30%. That means attacking two EVs in scenario-1 is more critical and risky
to the V2M operation than attacking twelve EVs in scenario-2. This occurs because under
the no-attack case, the outstanding demand of scenario-1 is higher than scenario-2. Thus,
the six EVs of scenario-1 cannot cover all of the microgrid demands when compared to the
twelve EVs scenario, which would have surplus energy even after covering all the demands.

Consequently, even with a 30% reduction in the contribution of the twelve EVs in
scenario-2, the EVs can still meet the microgrid demands sufficiently. Furthermore, the
30% contribution reduction attack translates into more EV requests to compensate the
energy loss caused by the attack. This results in an excessive communication request which
will overload the communication infrastructure, especially if those requests are clustered
as highly-time sensitive [13]. Moreover, in scenario-2 under 33% attacked EVs, the data
integrity attacks have an absolute zero impact on the outstanding demand until a reduction
value of 50%. The adversary’s utility is negative since the attack has no gains to the
adversary. Starting at a reduction of 50% and onward, DBSCAN detects the adversarial
attempts on attacking 66% and 100% of the EVs for both cases. That exhibits a promising
performance of the applied anomaly detector. However, DBSCAN fails to detect the 33%
attacked EVs, for both scenarios, for all reduction percentages. The adversary succeeds to
impact the outstanding demand, hence the microgrids’ resiliency, by reducing the original
contribution value by 70% with attacking 33% EVs of scenario-1.
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(a)

(b)

(c)

Figure 3.3: Impact of the data integrity attack on the outstanding demand for M=4. (a) original
contribution = 20%, (b) original contribution = 40%, (c) original contribution = 90%
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In Figure 3.3b, the EVs’ contribution percentage doubles (i.e. 40%) with same number
of microgrids M=4. Outstanding demand of the no-attack scenario has dropped when
compared to the 20% contribution case. The adversary is successfully able to reduce the
original contribution by 30% without being detected for scenario-2. Similarly, for scenario-
1, all the data integrity attacks deceived DBSCAN detector except for the 100% exploitable
EVs case. At 50% reduction, for scenario-1, the data integrity attack on the 33% exploitable
EVs remains undetected, whereas for the other two cases (66% and 100% exploitable EVs),
DBSCAN detects the attacks. Beyond the 50% reduction, all the data integrity attacks on
the scenario-1 are detected. On the other hand, the data integrity attacks under scenario-2
remain undetected for the 33% and 66% cases until 90% reduction. However, even though
the attacks successfully deceived DBSCAN, the attacks have almost zero impact on the
outstanding demand. Hence, not all successful attacks can impact the V2M operation.
Furthermore, that can be seen, as the original contribution increases to 90% as depicted
in Figure 3.3c. It is worth noting that none of the undetected attacks have any impact
on the outstanding demand. In addition, the 100% exploitable EVs case for scenario-
1 and scenario-2 are detected successfully. Hence, the performed attacks on an original
contribution of 90% have no impact on the V2M operation for both scenarios. That is
because the EVs for both scenarios have enough energy to meet the microgrid demands even
under different contribution reduction attacks. However, as mentioned earlier, the attacks
on the contribution values will result in heavier communication load. Lastly, increasing
the original contribution from 20% to 40% results in doubling the detected data integrity
attacks of scenario-1.

Analyzing data integrity attacks under eight microgrids

We also double the number of microgrids (i.e. M= 8) to further investigate its relation to
the outstanding demand. In Figure 3.4a under 20% original contribution and 8 microgrids,
the outstanding demand increases by around 40kWh for both scenarios under the no-attack
case (i.e. 0% contribution reduction) when compared to the 4-microgrids case. That means
neither the six EVs scenario nor the twelve EVs scenario can sufficiently meet the microgrid
demands. Contrary to the 4-microgrids case, the data integrity attack against the 33%
exploitable EVs of scenario-2 has impacted the outstanding demand under all different
contribution reduction attacks. Hence, it is shown that increasing the number of microgrids
has a linear impact on the outstanding demand under 20% original contribution. On one
hand, doubling the original contribution to 40% lowers impact of the integrity attack
on the outstanding demand for both scenarios as shown in Figure 3.4b. On the other
hand, doubling the number of microgrids to 8 results in an increase in the outstanding
demand. Hence, the positive impact of increasing the original contribution from 20%
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to 40% cancels the negative impact of increasing the number of microgrids from 4 to 8.
Thus, Figure 3.4b could represent 4 microgrids with 20% original contribution (i.e. an
exact replica of Figure 3.3a). As we further increase the original contribution to 90%,
the data integrity attacks lead to a lower impact on the outstanding demand as depicted
in Figure 3.4c. However, when compared to Figure 3.3c with M=4 and 90% original
contribution, the impact of different exploitable cases under scenario-1 becomes noticeable.
Since not all the data integrity attacks affect the outstanding demand of the V2M operation,
we evaluate the impact of the performed attacks on 4 and 8 microgrids as presented in
Figure 3.5. It is shown that the impactful attacks percentage is affected by four factors:
(i) the original contribution (ii) the number of EVs (N) (iii) exploitable EVs percentage
(iv) the number of microgrids (M). As the original contribution percentage increases, the
impactful attacks either decrease or remain constant. For instance, in 33% exploitable EVs
for N=6, the impactful attacks rate drops from 100% to 50% as the original contribution
increases from 20% to 40%. Similarly, the impactful attacks rate drops from 100% to 50%
as the N grows from 6 to 12 under the same contribution value of 20% and 33% exploitable
EVs. Furthermore, increasing the exploitable EVs percentage results in a decrease of the
impactful attacks rate when the other factors remain the same.

3.5 Summary

In this chapter, we studied data integrity attacks as potential cyber-threats on Vehicle-to-
Microgrid (V2M) service operation, in which the adversary alters the original contribution
of the EVs. We have modeled and performed an in-depth impact analysis for these threats
considering the microgrid demands that could not be covered by the EVs (i.e. the out-
standing demand), in a V2M operation. Numerical results have shown that the risk of
data integrity attacks on the outstanding demand as well as the impactful attacks rate can
drop by increasing the original contribution and the number of EVs; the risk rises when the
number of exploitable EVs and the number of microgrids increase. For instance, increasing
the original contribution from 20% to 90% resulted in dropping the outstanding demand
by up to 100% and 93% for the 4 and 8 microgrids cases, respectively. Similarly, rising the
number of EVs from 6 to 12 resulted in dropping the outstanding demand by up to 76.5%
and 30% for the 4 and 8 microgrids cases, respectively.
It is worth noting that this chapter served as a guideline on whether impactful adversarial
attacks can be launched on vehicles. We concluded that while it is possible for such attacks
to target vehicles, the complexity of the attack surface makes unlikely to happen. Hence,
we switch our focus in the next chapters to adversarial attacks on smart meters (i.e., from
microgrid’s side).
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(a)

(b)

(c)

Figure 3.4: Impact of the data integrity attack on the outstanding demand for M=8. (a) original
contribution = 20%, (b) original contribution = 40%, (c) original contribution = 90%
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(a)

(b)

Figure 3.5: Impactful attacks on the V2M operation for different exploitable EVs (a) M=4 (b) M=8

In addition, the work of this chapter has shown the complexity and difficulty launching
impactful and successful adversarial attacks against V2M services, from a vehicular as-
pect. Moreover, adversaries require advanced technical experience to execute their attacks.
Hence, for the next chapters, we will study the adversarial attacks from the microgrids per-
spective. We will not use α as the adversary’s targeting point. However, the adversary
will aim at changing the power data reported by smart meter units.
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Chapter 4

The Impact of Adversarial Machine
Learning Attacks on
Vehicle-to-Microgrid Services

As we realized that it is significantly challenging for adversaries to launch adversarial
attacks against vehicles, we shifted the focus of the attack surface to the microgrid aspect
of V2M. In this chapter, we focus on two main types of adversarial machine learning attacks
that occur during inference (test) time, namely inference attacks and evasion attacks. We
study the impact of both attacks as they are potential venues of an adversary against V2M
services. Hence, throughout this chapter we seek answers to the following research question:
what is the impact of Adversarial ML-based attacks against V2M services if an adversary
has limited knowledge of the V2M service? The motivation is to have better understanding
of the vulnerabilities in a V2M system that are likely to be exploited by an adversary.
Knowing these vulnerabilities will help defend V2M services against Adversarial ML-based
attacks by creating powerful mitigation systems as well as early-detection techniques.

4.1 Introduction

Smart microgrids rely on wireless communication devices to remotely connect with the
existing power grid [210]. Wireless devices use data interfaces to communicate with other
devices on a local power grid, such as substations and transformers. These interfaces make
them susceptible to being hacked by sophisticated technology trying to modify the behavior
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of the device or cause physical damage to it. Over the past few years, we have already seen
the rise of malicious actors targeting smart grids and EVs’ infrastructure [211].

This chapter studies the impact of potential attacks against V2M services built upon
adversarial machine learning. It is important to emphasize that we will not use α as
the adversary’s targeting point. However, we study the attack from the microgrid’s side
(i.e., smart meters). This attack consists of multiple stages, where the adversary first
launches an inference attack to train a surrogate model to perform an evasion attack.
The inference attack uses a deep neural network that generates synthetic requests which
are indistinguishable from real microgrid requests. The adversary uses a unique type of
generative model, namely a Conditional Generative Adversarial Network (CGAN) [212],
that is trained to learn to synthesize data samples that are statistically similar to real data
samples. To the best of our knowledge, for the first time, this chapter studies a gray-box
evasion attacks in V2M settings. It is important noting synthetic data generation using
simpler methods such as Gaussian Mixture Model (GMM) cannot produce high-quality
synthetic data for adversarial training purposes. These methods fail to capture complex
data distributions. Hence, we decided to implement a powerful AI model such as CGAN
model for data generation.

4.2 Threat Model

To carry out an adversarial attack, one must leverage pre-existing vulnerabilities within
the targeted system. A vulnerability is identified as a defect within the system that can
be exploited by outside parties [213]. Within the context of this system, the total energy
usage of each consumer is measured by smart meters, which then transmit this data to
electric power utility companies (EPUs). EPUs may store these data either locally or on
cloud-based platforms. The literature often assumes vulnerabilities such as manipulating
the data from a single or multiple devices like smart meters [214], [215], attacking the
communication networks [216], [217], or directly hacking into EPUs’ control/data centers
to alter the stored data [218], [219]. By taking advantage of any of these vulnerabilities,
adversaries can initiate adversarial attacks. The goal of the adversary is to deliberately
create stealthy perturbations that will be introduced to smart meter readings through
these vulnerabilities to compromise ML models [220], [221]. The depicted threat model
in Figure 4.1 demonstrates the transmission of smart meter data from its origin (e.g.,
a consumer’s home) to the electric power utility (EPU), including various potential at-
tack points. Adversaries, operating remotely, are capable of exploiting vulnerabilities in
both communication protocols and software infrastructures. Non-Intrusive Load Monitor-
ing (NILM) is commonly used to analyze smart meter data to facilitate decision-making.
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Figure 4.1: The threat model under study in V2M system

However, adversaries aim to manipulate NILM outputs, resulting in inaccurate decisions
within the power system. Hence, the attack under study has two distinct impacts. Firstly,
it negatively affects demand response initiatives. NILM plays a crucial role in assessing
consumer flexibility for these programs [222]. EPUs send management signals for demand
to consumers and control flexible devices identified through NILM [223][224]. Demand
response aims to lower peak system demands through load reduction and the rescheduling
of appliances. However, inaccurate data about appliance status leads to EPUs wrongly
estimating the grid’s load flexibility and issuing incorrect control signals, causing supply-
demand imbalances and potentially overloading distribution networks, which might lead
to cascading failures. Secondly, the attack impacts Home Energy Management Systems
(HEMS) that rely on NILM for scheduling appliance use in homes to minimize energy
consumption [225] during peak times, causing these systems to function poorly. In the
context of V2M, this causes NILM to inaccurately report the smart microgrids electrical
needs, resulting in shifting the priorities of the dispatched EVs to the affected smart mi-
crogrids. In this chapter, we consider the second impact as it is directly related to the
studied V2M scenarios. In addition, we consider the second impact as the adversary’s goal
in the threat model.
To launch successful adversarial attacks, we assume that the adversary can gain partial or
complete possession of the victim’s ML model’s training dataset. Adversaries can obtain
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training datasets through various methods. For example, data breaches, notably prevalent
in the energy sector, offer one avenue for adversaries to access these datasets [226]. For
instance, 35% of attacks that targeted the energy industry were attempted data theft and
leaks in 2021 [227]. In addition, the energy sector faced significant challenges in 2023,
marked by a 90% rise in data breaches [228].

4.3 Anticipation of Adversarial ML-based Attacks Against

V2M Services

In this section, we present an anticipatory framework to assess the impact of Adversarial
ML-based attacks that can be potentially launched against V2M services. In consideration
of the involved components, the following two assumptions are made:

(i) An adversary in a V2M setting can directly obtain the output (i.e., classification
label) of the targeted machine learning classifier at the mobile edge.

(ii) An adversary can manipulate the input data (i.e., observations/features) of the
targeted machine learning classifier, and perform a data integrity attack, as demonstrated
in our previous work [41]. In addition, the authors in [182] showed that data integrity
attacks are likely to occur by exploiting vulnerabilities of Advance Meter Infrastructure
(AMI). The authors presented a threat model with four different falsification modes where
an adversary can change and manipulate AMI’s inputs. We explained the feasibility of the
assumption in 2.

Before discussing the potential impact of AML-based attacks, it is worth covering the
interaction among the three main entities in a V2M setting, namely EVs, smart microgrids
and gNodeB. Smart microgrids, that are predicted to experience a power outage, send
service requests to the gNodeB. The machine learning model at the gNodeB classifies
the incoming requests into high-priority, medium-priority or low-priority requests. The
three priority groups represent the level of energy necessity for microgrids, taking into
consideration power generation and power consumption factors. The requests are labeled
based on the input features sent by the smart microgrids [10]. The gNodeB broadcasts
the request to the EVs within its coverage range. The EVs respond to the request with
the following: (i) selling price, (ii) contribution percentage of the EV’s battery, and (iii)
current location. Then, the gNodeB calculates distances between the microgrids and the
EVs, and chooses an optimal set of EVs to serve each microgrid’s request. Lastly, the
gNodeB sends the trajectories to the EVs [8].
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In the following subsections, we discuss Adversarial ML-based attacks, and their use of
CGAN to generate synthetic data in the context of V2M settings.

Figure 4.2: An overview of anticipated attacks on V2M services

4.3.1 Inference and Evasion Attacks Against V2M Services

The anticipated inference attack launched against the discussed V2M framework consists
of three steps as depicted in Figure 4.2. First, an adversary collects sufficient real-time data
instances (i.e., observations) and output data (i.e., priority labels). It is shown that micro-
grids’ communication systems are susceptible to cybersecurity attacks which can lead to
data leaks [229]. Collecting enough observations is a difficult task for the adversary. Hence,
the second step is using the CGAN model to generate synthetic data which, with addition
to the observations, builds a complete dataset. Third, the adversary trains different surro-
gate models on the complete dataset, and the model with the best performance, specifically
accuracy and F1-score, is selected as the optimal surrogate model. With the help of the
surrogate model, the adversary launches an evasion attack where they inject adversarial
samples into the microgrid’s real requests. As a result, the operating ML classifier at the
mobile edge classifies the high and medium priority requests as low priority requests.
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4.3.2 Conditional Generative Adversarial Network

To augment the collected observations (i.e., real-time data instances), the adversary uses
a CGAN to generate synthetic data. However, with too few collected observations, the
CGAN cannot accurately model the distribution of the real data. Hence, we investigate
the impact of different amounts of collected observations on the CGAN performance. This
paves the way for unveiling the potential vulnerabilities of a protected V2M system that
can still be exploited, and leads to solid guidelines for the design of resilient techniques to
mitigate the anticipated damage with possible prevention of adversarial attacks.

Generative Adversarial Networks (GANs) can be used to produce synthetic data that
resembles the real data input to the networks. CGANs can use data labels during the
training process to generate data belonging to specific categories. Additional information
that is correlated with the input data, such as class labels, can be used to improve GAN
performance. For instance, synthetic data can be generated in a better quality while
maintaining more stability or faster training. CGANs are trained in such a way that both
the generator and the discriminator models are conditioned on the class label, so that when
the trained generator is used as a standalone model to generate samples in the domain,
samples of a given type can be generated. CGANs consist of two networks that train
together as adversaries:

Generator network - Given a label and random array as input, this network gener-
ates data with the same structure as the training data observations corresponding to the
same label. The objective of the generator is to generate synthetic-labeled data that the
discriminator classifies as ”real.”

Discriminator network - Given batches of labeled data containing observations from
both training data and generated data from the generator. The discriminator tries to
classify the instances as ”real” or ”synthetic”. The objective of the discriminator is to not
be deceived by the generator when given batches of both real and synthetic (i.e., generated)
labeled data. The entire process corresponds to a minimax game played between D and G
as stated in Eq. (4.1) [230]:

min
G

max
D

Ex,y∼pdata(x,y)log[D(x, y)] + Ey∼pY (y),z∼pZ(z)log[1−D(G(z, y), y)] (4.1)

,where y represents the extra information (i.e., labels) drawn from a distribution pY (y).
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4.4 Performance Evaluation

In this section, we present a detailed description of the dataset and simulation settings
employed in our study. We discuss the various parameters and attacks’ configurations used
to evaluate the performance of our approach. Furthermore, we analyze the obtained results,
providing comprehensive insights into the effectiveness and limitations of our proposed
method.

4.4.1 Experiment Setup

To assess the impact of inference and evasion attacks on V2M services, MATLAB Deep
Learning and Simscape Electrical toolboxes are used. All simulations are performed using
Intel Core i7-10700F CPU with 32GB of RAM and NVIDIA GeForce GTX 1660 SUPER
GPU running on a Windows 10 system. The Deep Learning Toolbox is used to run the
CGAN model, whereas the Simscape Electrical Toolbox simulates the EVs [209]. The
results of this chapter onwards are the average of 10 runs with a confidence interval of 95%
as shown in 4.2, where x̄ is the mean, SD denotes the standard deviation, and N denotes
the number of samples.

error = x̄+
t ∗ SD√

N
(4.2)

Dataset preparation and mobile edge-based classifier

We use the iHomeLab RAPT dataset to run our experiments [231]. The dataset consists
of electrical power consumption data as well as power generation data for five residential
households in Switzerland. The power consumption data can be found in two resolutions:
appliance-tier data and aggregated household-tier data. The power generation data comes
from Photovoltaic panels (PVs). The data was collected in a period of 1.5 to 3.5 years, with
different sampling frequency for each household. In this chapter, we chose one residential
household from the iHomeLab RAPT dataset with a sampling frequency of 10 minutes.
In addition, we supplement the iHomeLab RAPT dataset with a previously used dataset
in [41]. The supplement dataset comprises of a power generation module. The power
generation module, which uses a wind farm and back-up batteries as alternative resources
of power, contains power generation data such as wind farm’s generation profile and the
capacity of the back-up batteries.
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We use K-means, an unsupervised machine learning algorithm, to cluster the aggregated
dataset (D), which consists of iHomeLab RAPT and our own dataset, into three priority
groups, namely low-priority, medium-priority and high-priority. Each one of the three
priority groups represents the level of energy requirement for the microgrids; the priority
groups take energy generation and power consumption factors into consideration. Hence,
K-means clusters the dataset based on the power consumption and the energy generation
profiles, as in [13]. After clustering and labeling the aggregated dataset, we use the dataset
(D) to train a K-NN model to operate as an ML classifier at the network edge. K-NN was
selected as it outperforms other ML classifiers that were trained on the labeled dataset,
such as Support Vector Machine (SVM) and Logistic Regression (LR).

Inference attack’s settings

As previously mentioned, the inference attack starts with an adversary collecting real-
time data instances to build a training dataset. To provide a comprehensive analysis,
we compare five cases, where an adversary has access to different amounts of data. For
the white-box attack, the adversary has full access to the labeled (training) dataset (D)
of the operating ML classifier at the edge. For the gray-box attack, the adversary can
collect limited real-time data instances from the communication between the microgrids
and gNodeB, namely 1,600, 1,200, 800 and 400, which correspond to 80%, 60%, 40% and
20% of the training dataset’s size.
In the gray-box attack, after obtaining the data instances (i.e., data observations), the
adversary complements the few collected observations using CGAN to generate a complete
dataset. To perform a fair comparison, we assume that CGAN generates enough data to
complement the missing percentage of the dataset, such that the adversary will always
have the same dataset’s size in all cases. For instance, if the adversary collects 1,800 data
instances (i.e., 80% of the training dataset’s size), CGAN is used to generate the remaining
200 data instances (i.e., 20% dataset’s size), as illustrated in Table 4.1. For the white-box
attack, where the adversary has 100% access to the training set, the data augmentation
step is skipped. The CGAN’s architecture is depicted in Figure 4.3 where the generator and
the discriminator are explained in detail. A brief description of the generator operations
can be summarized in the following four points: projecting and reshaping the random
noise, converting the categorical labels to embedding vectors, concatenating the outputs
of the random noise and labels, and upsampling the concatenated arrays using a series
of transposed convolution, batch normalization and Rectified Linear Unit (ReLU) layers.
The discriminator operates similarly except for the last point, where the discriminator
downsamples the concatenated arrays using a series of convolution layers with leaky ReLU
layers.
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The last part of the inference attack is to choose a surrogate model that captures the
underlying functionalities of the targeted classifier at the mobile network edge. Six different
models are trained on the complete dataset (i.e., real and synthetic data). The six models
that we consider are Decision Tree (DT), Random Forest (RF), Logistic Regression (LR),
K-NN, SVM and Naive Bayes (NB). The models are trained and tested on the 80% and
20% partition of the complete dataset, respectively. The model with the best accuracy and
F1-score performance is selected as the surrogate model. It is worth mentioning that the
test set (i.e., 20%) consisted of the real-time data instances collected by the adversary, not
data generated by the CGAN. Hence, this allows us to assess the capability of a CGAN
model to capture the distribution of real-time data.

4.4.2 Evaluation Metrics

In this section, we introduce different metrics to assess the potential damage of the inference
attack and the evasion attack on V2M services. The impact of the inference attack is
assessed based on the surrogate’s model performance, particularly on the testing data. high
performance of the surrogate model demonstrates the effectiveness of the CGAN’s model
to generating high-quality data that mimics the statistical distribution of real-time data.
We evaluate the six models in terms of accuracy ((TP + TN)/(TP + FP + TN + FN))
and F1-score (2 · (Precision · Recall)/(Precision + Recall)) where Precision = TP

TP+FP

and Recall = TP
TP+FN

. TP, TN, FP and FN stand for True Positive, True Negative, False
Positive and False Negative, respectively.

The anticipated impact of the evasion attack is determined based on the adversary’s
ability to deceive the K-NN classifier at the gNodeB such as the number of high-priority and
medium-priority requests that are falsely classified as low-priority requests. Two metrics
are considered to evaluate the evasion attack: Evasion Increase Rate (EIR) and Adversarial
Detection Rate (ADR) (i.e., True Negative Rate (TNR)). The ADR measures how well the
system identifies adversarial examples correctly. EIR quantifies the increase in evasion
capability of adversarial inputs compared to normal inputs, highlighting the degradation
in a system’s ability to detect adversarial examples.

ADR =
TN

TN + FP

EIR = 1− TNRadversarial

TNRoriginal
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The TNRadversarial defines the adversarial detection rate, whereas TNRoriginal defines the
original detection rate of the classifier before the attack. It is worth noting that traditional
GAN metrics such as Inception Score is designed to evaluate the general quality and diver-
sity of the generated data, which does not translate to effectiveness in adversarial contexts.
In addition, Maximum Mean Discrepancy (MMD) and Perceptual Path Length focus more
on statistical or perceptual similarity and continuity, respectively. They do not provide
information about the adversarial strength or the security aspects of the generated data,
which are crucial in adversarial contexts. While the quality of the generated data can be
high according to the traditional GAN metrics, it is not guaranteed that the generated
data would bypass the detection model. However, ADR and EIR metrics are guaranteed
to measure the impact of the launched adversarial attacks.

4.4.3 Numerical Results

We first start with the numerical results of the inference attack. Case-A is the white-
box attack, where the adversary has access to 100% of the training dataset of the K-NN
classifier at the mobile network edge. Cases B, C, D and E correspond to 80%, 60%, 40%
and 20% of real-time data instances, respectively.
As the adversary has access to the complete training dataset in case-A, the synthetic data
generation using CGAN is skipped, as shown in Table 4.1. In all other cases, the CGAN
is built using the available data instances collected by the adversary. After the CGAN
converges, the CGAN’s generator is used to generate data, which is used to complement the
missing percentage of the collected dataset, creating a final combined dataset, consisting of
collected and generated data. We ensure that all cases have a combined dataset of the same
size. The combined dataset is used to train and test the surrogate models. To guarantee
fair comparison, all surrogate models are trained and tested under 80% and 20% of the
combined dataset, respectively. In addition, we use a balanced dataset, and the results of
the surrogate models represent the average of 10 different runs.
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Figure 4.3: Generator and discriminator architectures of CGAN
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Table 4.1: Description of the combined dataset

Case Combined dataset
Adversary's contribu-
tion to the dataset
(real-time collected
data)

CGAN's contribution
to the dataset (gener-
ated data)

White-box A 100% 0%

Gray-
box

B 80% 20%
C 60% 40%
D 40% 60%
E 20% 80%

Table 4.2 presents the anticipated performance of the surrogate model as a part of an
inference attack against V2M services. In case-A, case-B and case-D, the adversary is able
to choose a surrogate model similar to the target edge classifier (i.e., K-NN). For case-A,
based on 98.35% accuracy and 97.5% F1-score, K-NN is selected as the surrogate model.
Similarly, in case-B, the adversary was again able to select the same operating classifier at
the edge. Even with decreasing the available real-time data instances from 100% to 80%,
K-NN can still achieve 95.46% accuracy and 94.9% F1-score.
In case-C, with 60% access to training data, SVM outperforms the other models and serves
as the surrogate model. It is important to note that despite SVM getting selected as the
surrogate model for its accuracy of 89.88% and an F1-score of 90%, K-NN performed
slightly lower than SVM with an accuracy of 89.65% and F1-score 89.5%. In case-D,
although the adversary only accesses 40% of the training dataset, the performance in terms
of accuracy and F1-score are acceptable, yielding 81.4% and 82.3%, respectively. The K-
NN is selected as the surrogate model which matches the targeted classifier. In case-E,
with 20% collectable data instances, the performance drops significantly, leading to 70.15%
accuracy and 69% F1-score under LR as the surrogate model. It is noted that in case-E,
the number of collected real-time data instances are insufficient for the CGAN model to
capture the underlying statistics of the data. Thus, when the LR classifier is tested on
real-time data instances, it demonstrates low performance as compared to the other cases.
In addition, K-NN is not selected as the surrogate model because of the insufficient number
of data instances. It is observed that as the adversary has access to a smaller partition of
the real-time dataset, the performance of the surrogate model decreases. It is worth noting
that the accuracy and F1-score drop is logarithmic, not linear. For instance, between case-
A and case-B, the accuracy decreases by 3% and the F1-score decreases by 4%; whereas,
between case-D and case-E, the accuracy decreases by 11% and the F1-score decreases by
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Table 4.2: Anticipated accuracy and F1-score of the surrogate models as part of inference attack (when
using CGAN in cases B-E)

Case Selected surrogate model Performance
Accuracy F1-score

White-box A K-NN 98.35% 97.5%

Gray-
box

B K-NN 95.46% 94.9%
C SVM 89.88% 89.43%
D K-NN 81.4% 80.9%
E LR 70.15% 69.2%

12%.

Results of the evasion attack are presented in Table 4.3. Performance of case-A is
significantly high with an ADR of 2.4% and an EIR of 97.5%. The reason behind that
high impact of damage is because of the adversary’s complete access (i.e., white-box) to
the training dataset of the K-NN classifier at the edge. The performance starts dropping
for the gray-box attacks as the adversary collects limited real-time data instances. For
instance, in case-B, although only 80% data instances were collected, we notice that the
adversary is able to deceive the gNode’s K-NN classifier with ADR of 4.8% and EIR of
95.1%. However, the anticipated damage of the attack decreases significantly for case-C
with an ADR of 20.6% and an EIR of 79.3%. This significant decrease is due to the mis-
matching between the selected surrogate model (i.e., SVM) and the operating classifier
at the network edge (i.e., K-NN). In addition, the boundary regions of the SVM for the
low-priority requests are different than the K-NN, which might misguide the adversary
about the feature values that lead to incremental false positives. On the contrary, in
case-D, as the selected surrogate model matches the operating classifier, we observe a
less significant decrease in the ADR and EIR results with 26.5% and 73.2%, respectively.
Thus, the adversary is able to perform an impactful evasion attack by collecting only 40%
of the real-time data instances and generating 60% synthetic data using CGAN. However,
a significant decrease occurs under case-E due to two reasons. First, with only 20% of
collected real-time data instances, the CGAN is unable to generate high quality synthetic
data as it cannot capture the statistical distribution of the real-time data. Second, since
the decision boundaries of the selected surrogate model (i.e., LR) and the operating K-NN
classifier are different, the adversary cannot design adversarial perturbed samples that can
successfully deceive the classifier. In Table 4.4, we show the potential impact of the evasion
attack without using CGAN. Thus, without using CGAN, the impact of the ADR and EIR
is reduced by at least 7% when compared to not using CGAN. In addition, we notice that
the EIR of case-D with CGAN (73.2%) is higher than the EIR of case-C without CGAN
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Table 4.3: Anticipated ADR and EIR of evasion attack against V2M services (when using CGAN in cases
B-E)

Case Selected surrogate model Performance
ADR EIR

White-box A K-NN 3.4% 96.5%

Gray-
box

B K-NN 4.8% 95.1%
C SVM 20.6% 79.3%
D K-NN 26.5% 73.2%
E LR 43.5% 56.4%

(69.9%). In other words, augmenting 40% of real-time data instances (case-D) with CGAN
results in an EIR of 73.2%, whereas 60% of real-time data instances (case-C) results in
an EIR of 69.9% when not using CGAN. Hence, an adversary can potentially pose more
damage to V2M services when collecting fewer real-time data instances and augmenting
them with CGAN.

Table 4.4: Anticipated ADR and EIR of evasion attack against V2M services (without using CGAN)

Gray-box Case Performance
ADR EIR

B 11.7% 88.1%
C 29.9% 69.9%
D 40.7% 59.2%
E 59.3% 40.5%

4.5 Summary

In this chapter, we presented an anticipatory study of a multi-stage adversarial machine
learning attack in Vehicle-to-Microgrid (V2M) settings, consisting of an inference attack
and an evasion attack. Knowledge of the adversary has been taken into consideration as
we quantify the impact of the collectable real-time data instances. We have compared five
different cases of combined dataset, one case under white-box setup and four cases under
gray-box setup. In the white-box case, the adversary has 100% access to the training
dataset of the K-NN classifier; whereas, in the gray-box cases, we have assumed that the
adversary collects different amounts of real-time data instances, and the rest of the dataset
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is complemented using a CGAN model. Through simulations, we have presented the se-
lected surrogate model for each case based on the accuracy and F1-score performance.
As the number of collected data decreases, the surrogate model’s performance drops log-
arithmically. In addition, we have shown that an adversary is able to deceive the K-NN
classifier at the edge, achieving high ADR and EIR when the selected surrogate model is
K-NN, matching the operating classifier. Moreover, we have anticipated that with 40%
collected data, the potential damage of evasion attack results in 26.5% ADR and 73.2%
EIR. We have concluded that, with the lack of powerful mitigation techniques, Adversarial
ML-based attacks on V2M services can significantly damage the system.
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Chapter 5

Detection of Adversarial Machine
Learning Attacks Against
Vehicle-to-Microgrid services

As the use of AI becomes more prevalent in the electrical power sector, there has been
a rise in the number of adversarial attacks targeting ML models. Therefore, it has be-
come imperative to safeguard ML models against such attacks. Our analysis shows that
adversaries aim to deceive the victim’s ML classifier at the network edge to misclassify
the incoming energy requests from microgrid users. In this chapter, we introduce an AI-
powered framework to detect new instances of AML attacks against V2M systems. The
proposed framework uses Generative Adversarial Network (GAN) model and ML classifiers
to accurately detect novel AML instances.

5.1 Introduction

Transactive energy is a concept that involves the use of communication networks, market-
based mechanisms, and information technology to balance electricity supply and demand
in an electric power system. This innovative approach aims to optimize the use of avail-
able energy resources, reduce energy costs, and improve the reliability and stability of the
power grid [6]. Through the use of smart grids, Advanced Meter Infrastructure (AMI)
and communication networks, transactive energy systems allow for real-time exchange of
information and electricity among prosumers. For instance, smart grids use communica-
tion technologies such as cellular networks and Wi-Fi to monitor the energy demand and
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supply in real-time [8]. The use of communication networks in transactive energy systems
also enables new business models to emerge, such as peer-to-peer energy trading. Com-
munication networks also facilitate the integration of renewable energy sources, such as
solar and wind power, into the power grid. This is critical for reducing carbon emissions
and achieving a more sustainable energy system [9]. However, The rising need of using
transactive energy networks has paved the way for new attack vectors to emerge.

The goal of this chapter is to better understand the vulnerabilities in V2M systems
that are likely to be exploited by an adversary, with the aim of developing effective mitiga-
tion systems and early-detection techniques to defend against adversarial attacks. In our
recent work [232], we have demonstrated how susceptible V2M systems are to adversar-
ial attacks, especially when adversaries use Conditional Generative Adversarial Network
(CGAN) model to increase the impact and success rate of their attacks. In this chap-
ter, we implement the detection phase by investigating the effectiveness of DBSCAN as
an AI-based countermeasure and proposing a GAN-based solution as a new strategy for
defending against adversarial attacks.

5.2 Methodology

5.2.1 AML-based attacks against V2M services

In this section we present a brief overview of the AML-based attack scheme that was
initially studied in our previous work [232]. The adversary’s aim is to misclassify the
incoming requests to the ML model at the mobile edge. To this end, the adversary launches
an inference attack followed by an evasion attack. The inference attack aims at creating
a surrogate model of the victim’s ML model (i.e., the ML model resides at the mobile
edge). The inference attack consists of three steps. First, the adversary builds a dataset to
train the surrogate model. In this chapter, we assume that the adversary can either have
partial access or full access to the dataset of the victim’s ML model. Second, in case of the
partial access to the dataset, the adversary uses a CGAN model to generate synthetic data
instances to augment the partial dataset. Hence, the adversary creates a complete dataset
that is a combination of synthetic data and real data. Notations used in this section are
summarized in Table 5.1 while the terms and their corresponding definitions are presented
in Table 5.2.
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Table 5.1: Notation and definition used in this work.

Notation Definition

Od The training dataset of ML classifier operating at the mobile
edge

α A hyper-parameter used in the GAN model to determine the
learning rate (i.e., step size) of the SGD model

Gparams, Dparams Define the weights and biases parameters of the generator and
discriminator networks, respectively

LG, LD Define the loss function of the generator and discriminator net-
works, respectively

∇ A gradient operator
x A data instance
z A random noise input to G()
G(z) The output of the generator network
D(x) The output of the discriminator network

Table 5.2: Terms and definition used in this work.

Terms Definition

Legitimate requests Requests sent by microgrids
Illegitimate requests Requests sent by an adversary
GAN A deep learning model used as a detection method in the

detection phase
DBSCAN An unsupervised ML algorithm used as a detection method

in the detection phase
CGAN A deep learning model used by the adversary for data aug-

mentation in the attack phase
Classifier-1 A ML classifier used at the mobile edge as part of the de-

tection phase and trained on the GAN output to detect
AML attacks (i.e., distinguish between legitimate and ille-
gitimate requests)

Classifier-2 A ML classifier operates at the mobile edge and targeted
by adversaries with their AML attacks
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Figure 5.1: An overview of the anticipated attacks and the proposed detection system

5.2.2 Proposed solution: GAN-based detection technique

A GAN is made up of two parts: a generator network and a discriminator network, as shown
in Figure 5.2. The generator network is responsible for generating new data instances
whereas the discriminator network is responsible for determining whether a given data
instance is real or synthetic (i.e., fake). The two models are trained simultaneously, with
the generator network trying to produce data that is indistinguishable from real data, and
the discriminator network trying to identify synthetic data. The competition between the
two models ultimately leads to the generation of high-quality, synthetic data [230]. The
training process can be summarized by the following steps:

1. The generator network takes in a random noise vector as input and generates a
synthetic data sample.

2. The discriminator network receives both the fake data sample and a real data sample
from the training dataset and attempts to classify them as either real or fake.

3. The generator and discriminator networks are trained using backpropagation and
gradient descent, with the objective of minimizing a loss function. The loss function
for the generator network is defined as the cross-entropy loss between the fake data
samples and the labels ”real”, while the loss function for the discriminator network

64



is defined as the cross-entropy loss between the real and fake data samples and the
labels ”real” and ”fake”, respectively.

Figure 5.2: An overview of the GAN model

Generator network - the generator network in a GAN is typically a neural network that
learns to map from a latent space to the data space. This means that it takes a random
noise vector as input, z, and produces the output as a synthetic data instance, G(z), that
resembles the real data. The objective of the generator network is to generate data that
is indistinguishable from real data, so the loss function for this model is typically defined
as the cross-entropy between the generated data and the real data. This loss function can
be expressed mathematically as in Eq. 5.1:

LG = −E[log(D(G(z)))] (5.1)

where D(x) is the output of the discriminator network for a given data instance x, G(z) is
the output of the generator network for a given latent variable z, and E[.] is the expectation
operator. The parameters of the generator network, denoted by Gparams, can then be
updated using stochastic gradient descent according to the following rule in Eq. 5.2 [233]:

Gparams = Gparams − α ∗ ∇(LG, Gparams) (5.2)

where α is the learning rate which determines the step size for updating the network
parameters during training. Gparams represents the weights and bias parameters of the
generator network.
Discriminator network - the discriminator network in a GAN is also a neural network
that learns to distinguish between real and fake data. It takes as input a data instance, x,
and produces as output a value, D(x), that indicates the probability that the input is a real
data instance (i.e., D(x) = 1) or a fake data instance (i.e., D(x) = 0). The loss function
for the discriminator network is typically defined as the binary cross-entropy between the
predicted labels (real or fake) and the true labels. This loss function can be expressed
mathematically as shown in Eq. 5.3.

LD = −E[log(D(x))]− E[log(1−D(G(z)))] (5.3)
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where D(x) is the output of the discriminator network for a given data instance x, G(z)
is the output of the generator network for a given latent variable z, and E[.] is the expec-
tation operator. The parameters (i.e., weights and biases) of the discriminator network,
denoted by Dparams, can then be updated using stochastic gradient descent according to
the following rule in Eq. 5.4.

Dparams = Dparams − α ∗ ∇(LD, Dparams) (5.4)

In this chapter, we propose using a GAN model to defend V2M services against AML
attacks particularly, when an adversary uses CGAN model to strengthen their attacks, ash
shown in Figure 5.1. We use a GAN model at the mobile edge to create a high-quality
synthetic dataset to enhance the original dataset (Od) which is used to train classifier-2.
Consequently, we use the enhanced dataset to train classifier-1. Ultimately, classifier-1
should be able to distinguish between legitimate requests, that are sent by microgrids,
and illegitimate requests, that are sent by an adversary. Upon the completion of the
classification process at classifier-1, requests that are identified as legitimate will only pass
to classifier-2 to be classified as low, medium or high priority requests. It is worth noting
that a GAN model operates similar to a CGAN model with one main difference. That is, a
CGAN model generates synthetic data that is conditional to a specific class. Hence, we use
a GAN model at the mobile edge to defend all classifier-2 classes as we cannot anticipate
the class the adversary may target with their attacks.
In Algorithm 1, we explain our detection technique. The algorithm provided outlines a
robust adversarial training strategy that uses a Generative Adversarial Network (GAN) to
augment a training dataset for a binary classifier. The GAN is first trained on a set of
clean (legitimate) data samples until the generator within the GAN is proficient in creating
new data samples that closely mimic the original clean data. These synthetic samples
are of high quality, meaning they are realistic enough to be considered similar to actual
clean data by the discriminator component of the GAN. Once the GAN is adequately
trained, it produces synthetic clean samples which are then combined with the original
training data to create an expanded training dataset. This new dataset has the benefit of
greater diversity and volume, potentially improving the robustness of the classifier being
trained. The classifier, denoted as fθ, with θ representing its learnable parameters, is
then trained on this enriched dataset. The goal of the classifier is to correctly identify
legitimate samples during its operation, effectively filtering out any non-legitimate data.
To achieve this, the classifier undergoes several training iterations, with each iteration
refining the model’s parameters θ. This iterative process, determined by Niter, is designed
to incrementally optimize the classifier’s ability to distinguish between legitimate and non-
legitimate samples; if the sample is benign, the label is 0; otherwise, the label is 1. The
result of this iterative training and optimization process is a single binary classifier model,
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fθ , that is expected to be robust against adversarial examples or anomalies in the data.
By leveraging the GAN-generated samples for training, the model aims to have a stronger
generalization capability and an enhanced resistance to adversarial attacks when deployed,
allowing only clean, legitimate data to pass through.

Algorithm 1 GAN-based Detection Procedure

Input Od: A training dataset,
Niter: The number of iterations used for training

Output: One robust classifier fθ,
where θ is a set of learnable parameters of the model f

1: Train a GAN model on the dataset until the generator converges
2: Generate a set of high-quality synthetic samples X ‘ using the generator model
3: Combine the samples from Od and generated samples from X ‘

4: Train a binary classifier fθ using the combined dataset. At inference time, the model
will only pass legitimate data.

5: for 1, 2, 3, ... Niter do
6: Optimize θ by training fθ

7: end for
8: Return One binary classifier model fθ allowing only legitimate data to pass.

5.3 Performance Evaluation

In this section, we present a detailed description of the experiment setup in our study. We
discuss the various parameters and attacks’ scenarios used to evaluate the performance of
our proposed detection framework [234]. Furthermore, we analyze the obtained results,
providing comprehensive insights into the effectiveness and limitations of our proposed
method.

5.3.1 Experiment Setup

Inference and evasion attacks and the proposed defence strategy are simulated using MAT-
LAB Deep Learning and Simscape Electrical toolboxes. All simulations are performed
using Intel Core i7-10700F CPU with 32GB of RAM and NVIDIA GeForce GTX 1660
SUPER GPU running on a Windows 10 system. The Deep Learning Toolbox is used to
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run CGAN and GAN models; whereas, the Simscape Electrical Toolbox simulates the EVs.
Terminology used in this section is summarized in Table 5.3.

Table 5.3: Terminology used in this section.

Terminology Definition

Scenario-1 The adversary targets the low-priority class to misclas-
sifying the medium and high priority requests under
low-priority requests

Scenario-2 The adversary aims at misclassifying the high-priority
requests under low and medium priority requests

Scenario-3 Equal coexistence of both scenarios: scenario-1 and
scenario-2.

Case-A A white-box attack case in which an adversary can ac-
cess 100% of Od

Case-B, Case-C,
Case-E, Case-D

Gray-box attack cases in which an adversary can access
80%, 60%, 40% or 20% of Od, respectively

Attack phase -
category 1

CGAN is disabled in the attack phase

Attack phase -
category 2

CGAN is enabled in the attack phase

Detection phase -
mode 0

No detection method is implemented in the detection
phase

Detection phase -
mode 1

DBSCAN-based detection is implemented in the detec-
tion phase

Detection phase -
mode 2

GAN-based detection is implemented in the detection
phase

True Positive
(TP)

Legitimate requests predicted as legitimate

True Negative
(TN)

Illegitimate requests predicted as illegitimate

False Positive
(FP)

Illegitimate requests predicted as legitimate

False Negative
(FN)

Legitimate requests predicted as illegitimate
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Dataset description

The iHomeLab RAPT dataset contains data on the electrical power consumption and gen-
eration for five Swiss households [235]. The power consumption data is available at two
levels of detail: per appliance and for the entire household. The power generation data
comes from photovoltaic panels. The data was collected over a period ranging from 1.5 to
3.5 years, with different sampling frequencies for each household. For the purpose of this
chapter, we selected one household from the iHomeLab RAPT dataset with a sampling
frequency of 10 minutes. Additionally, we included a supplementary dataset previously
used in [236] that includes power generation data from a wind farm and backup batter-
ies. This supplementary dataset includes information on the wind farm’s power generation
profile and the capacity of the backup batteries. We apply K-means, an unsupervised ma-
chine learning algorithm, to divide the combined dataset (Od) - consisting of the iHomeLab
RAPT dataset and the supplementary dataset - into three energy requirement categories:
low-priority, medium-priority, and high-priority. These categories, which consider energy
generation and power consumption, reflect the energy needs of microgrids. Therefore, K-
means clusters the dataset based on power consumption and energy generation patterns,
similar to the approach described in [9]. After clustering and labeling the aggregated
dataset, we use the dataset (Od) to train a K-NN model to operate as an ML classifier
at the network edge. K-NN was selected as it outperforms other ML classifiers that were
trained on the labelled dataset such as Support Vector Machine (SVM) and Logistic Re-
gression (LR).

Attack phase setup

We start the attach phase setup with discussion on the different scenarios and cases used
in this work. Subsequently, we describe three additional attack techniques, demonstrating
the effectiveness of CGAN-based adversarial attacks.
To thoroughly evaluate the results, we evaluate our proposed solution under three scenarios
and five cases. In scenario-1, the adversary tries to compromise the integrity of the low-
priority class by wrongly categorizing medium and high priority requests as low-priority
requests. In scenario-2, the adversary tries to wrongly categorize high-priority requests as
either low or medium priority. In scenario-3, both scenario-1 and scenario-2 are present. In
addition, we compare five cases where the adversary has access to varying amounts of data
observations. Case-A is the white-box attack, where the adversary has access to 100% of
the training dataset of the K-NN classifier at the MEC. Cases B, C, D and E correspond
to 80%, 60%, 40% and 20% access to the training dataset, respectively.
In the white-box attack scenario, the adversary has complete access to the labeled (i.e.,

69



training) dataset (Od) used by the operating ML classifier at the mobile edge. For the
gray-box attack, the adversary is able to gather a limited number of the data instances
of the Od dataset, specifically 4000, 3000, 2000, and 1000 instances, which correspond to
80%, 60%, 40%, and 20% of the size of the training dataset, respectively.
In the gray-box attack, after collecting a certain number of data instances, the adversary
uses a CGAN to generate additional data in order to create a complete dataset. To ensure
a fair comparison, we assume that the CGAN generates enough data to complement the
missing portion of the dataset in all cases, so that the adversary always has the same size
dataset. For example, if the adversary has access to 4,000 data instances (80% of the
training dataset), the CGAN is used to generate the remaining 1,000 data instances (20%
of the training dataset). In the white-box attack, where the adversary has full access to
the training set, the data augmentation step is not necessary.

To evaluate the impact of CGAN adversarial attacks, we show the ADR performance
under three additional evasion techniques, namely FGSM, BIM and C&W.

1. FGSM technique: This attack works by using the gradients of the neural network to
create an adversarial example. For an input (x), the method add perturbation to (x)
in the direction of the sign of the gradient of the cost function (J) with respect to
the input to create a new (x′) that maximizes the loss. The parameter ϵ controls the
magnitude of the perturbation. This process is expressed as in Eq. 5.5.

x′ = x+ ϵ · sign(∇xJ(θ, x, y)) (5.5)

2. BIM technique: This attack is an extension of FGSM applied multiple times with
small steps α. After each step, values of intermediate results are clipped to ensure that
they are within an ϵ-neighborhood of the original input (x). This method generally
produces more effective adversarial examples compared to FGSM. This process is
expressed as in Eq. 5.6.

x′
n+1 = Clipx,ϵ{x′

n + α · sign(∇xJ(θ, x
′
n, y))} (5.6)

3. C&W technique: The C&W attack is a more complex and powerful attack com-
pared to FGSM and BIM. It involves an optimization process that finds the smallest
perturbation δ that can cause misclassification. The constant (c) is a regularization
parameter that is determined through a binary search. The objective function f is
designed to have its minimum when the classifier output is on the decision boundary.
This process is given as in Eq. 5.7, where f is the objective function such that x+ δ
is misclassified.

Minimize ∥δ∥2 + c · f(x+ δ) (5.7)
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Detection phase setup

We start with defining our baseline solution and continue with the details of the proposed
solution (i.e., GAN-based model). We use DBSCAN algorithm as a potential intelligent
solution to define the baseline. DBSCAN is a clustering algorithm that is used to identify
clusters, or groups, of data points in a dataset. It is a density-based algorithm, meaning
that it looks for clusters of data points that are densely packed together and separates them
from other data points that are less densely packed. DBSCAN works by first defining a
distance (called Eps) between data points. It then looks for data points that are within this
distance of each other, and considers these points to be part of the same cluster. If a data
point has fewer than a specified number of other points within the Eps distance (called
MinPts), it is considered to be an outlier and is not included in any cluster. DBSCAN
then iteratively expands the clusters by looking for other data points that are within the
Eps distance of the points already in the cluster. If a point is within the Eps distance of a
cluster, it is added to the cluster. This process continues until all points have been either
included in a cluster or deemed to be an outlier. One of the advantages of DBSCAN is that
it is able to identify clusters of different shapes and sizes, and it can also handle data points
that are noise (i.e., points that do not belong to any cluster). It is also relatively efficient,
as it does not require the user to specify the number of clusters in advance. However, it is
sensitive to the choice of Eps and MinPts, and these parameters must be carefully chosen
in order to obtain meaningful results.
However, DBSCAN fails to detect intelligently designed AML attacks, particularly when
an adversary uses CGAN for dataset augmentation. Therefore, we use a GAN model as
an alternative to the DBSCAN algorithm. The architecture of the GAN model consists
of a generator and a discriminator. Figure 5.3 depicts the GAN training performance as
produced from MATLAB simulation. The GAN architecture is shown in Figure 5.4 and
includes a generator and a discriminator. The generator takes in random noise and cat-
egorical labels and produces new data instances through a series of operations including
projecting and reshaping the noise, converting the labels to embedding vectors, concate-
nating the noise and labels, and upsampling the concatenated arrays using transposed
convolution, batch normalization, and Rectified Linear Unit (ReLU) layers. The discrimi-
nator operates in a similar way except that it downsamples the concatenated arrays using
convolution layers with leaky ReLU layers. It is worth noting that a GAN model operates
similar to a CGAN model with one main difference. That is, a CGAN model generates
synthetic data that is conditional to a specific class.
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Figure 5.3: GAN training performance

In addition to DBSCAN and GAN model, we present the results of three types of
detection models, namely 2-class SVM, LSTM and AAE. We provide an overview of each
detection model.

1. (2-Class) SVM: This machine learning model excels in binary classification by con-
structing an optimal hyperplane to differentiate between authentic and adversarial
examples. It’s particularly effective when adversarial examples are close to the deci-
sion boundary, as it focuses on maximizing the margin between classes.

2. LSTM: LSTMs process input data in a sequential manner, making them effective
in identifying non-obvious temporal anomalies indicative of adversarial interference,
thus providing robustness in applications where data points are interdependent over
time.

3. AAE: The Attentive Autoencoder uses its attention mechanism not just to detect the
presence of adversarial noise, but to learn which data features are most vulnerable,
improving its ability to guard against future adversarial manipulations.
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5.3.2 Results

In this section, we demonstrate the ADR performance under two categories. The first
category studies the AML attacks and countermeasures (i.e., DBSCAN) in the absence of
CGAN in the attack phase. The second category studies AML attacks and countermeasures
(i.e., DBSCAN or GAN) in the presence of CGAN for data augmentation in the attack
phase.

Attack phase - category 1 (without CGAN)
Table. 5.4 presents the ADR performance under the three attack scenarios, the five access
cases and three detection modes. Mode-0 is when the detection is off. That is, no detection
method is used in the detection phase. Mode-1 is when we use DBSCAN as a detection
method. All the results are obtained when the adversary does not use a CGAN model to
strengthen their AML attacks.

Table 5.4: Assessing the ADR performance with and without implementing DBSCAN at the mobile edge.
All the cases are presented in the absence of CGAN at the attack phase.

ADR (%) of the detection phase modes
Access (%) to Od Mode-0 Mode-1 (DBSCAN)

Scn-1 Scn-2 Scn-3 Scn-1 Scn-2 Scn-3
White-box 100% (case-A) 3.4% 3% 3.2% 3.8% 3.4% 3.6%

Gray-
box

80% (case-B) 11.7% 9.2% 10.3% 13.5% 10.3% 13.3%
60% (case-C) 29.9% 25.8% 27.7% 34.4% 29.3% 31.0%
40% (case-D) 40.7% 35.5% 37.6% 48.1% 39.8% 42.1%
20% (case-E) 59.3% 51.9% 54.8% 71.2% 58.1% 61.4%

In all scenarios, it is noticed that as the adversary’s access to Od becomes limited (i.e., case-
A to case-E), the ADR percentage increases proportionally. This means an AML attack
can be detected when the adversary has limited access to the training dataset, regardless of
the implementation of a detection method. Furthermore, we observe the following remarks:

• Scenario-1 leads to the highest ADR performance in all access cases when compared
to scenario-2 and scenario-3 in with/out DBSCAN by [0.2-13]%. That means it is eas-
ier to detect an AML attack that aims at misclassifying high- and medium-priority
requests into low-priority than detecting an AML attack that aims at misclassify-
ing low and medium priority requests into high-priority or the coexistence of both
scenarios (i.e, scenario-3).
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Figure 5.4: Generator and discriminator architectures of GAN
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• We notice that by implementing a DBSCAN algorithm, the ADR performance im-
proves between [0.4-12]% when compared to the same case and scenario where DB-
SCAN is not implemented. For instance, when using DBSCAN, the ADR of Case-E
scenario-1 increases by 12% in comparison to the ADR of Case-E scenario-1 in the
absence of DBSCAN. Hence, implementing DBSCAN algorithm can help detect AML
attacks against V2M services as DBSCAN improves the adversarial detection rate.

Attack phase - category 2 (with CGAN)
In this category, we examine the ADR performance under the five access cases and three
detection modes. It is important to note that DBSCAN and GAN are used in detection
mode 1 and mode 2, respectively. As depicted in Figure 5.5, DBSCAN fails to detect
AML attacks, particularly when the adversary uses CGAN in the attack phase to generate
synthetic data instances to augment the accessed portion of the dataset Od. We make the
following observations:

• Similar to Table. 5.4, the ADR percentages improve as the adversary’s access to Od

shrinks. The ADR performance in all three scenarios and five cases drop significantly
when compared to category 1 (i.e., attack phase without CGAN). For instance, Case-
E (20% access to Od) under detection mode 0 of scenario-1, we notice that the ADR
drops by 15.8%, from 59.3% in category 1 to 43.5% in category 2.

• It is clear that under the detection mode 1 (i.e., when using DBSCAN), ADR perfor-
mance degrades by [0.1 - 23.2]% when compared to its performance under the same
mode in category 1.
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Figure 5.5: ADR performance of scenario-1 and scenario-2

• Under detection mode 2 (i.e., when using GAN), the GAN-based detection method
outperforms the DBSCAN-based detection method significantly for all scenarios and
cases, especially in the gray-box attack cases (i.e., cases B-E). For instance, in case-
E of scenario-2, the GAN solution achieves 83.2% whereas the DBSCAN solution
achieves 41.4% only. This means an adversarial ML attack is about 2 times more
likely to be detected when the GAN solution is implemented over the DBSCAN
solution. Moreover, the ADR performance improves even further under scenario-
1 for the same case, as it attains 88.4% and 48.3% for the GAN and DBSCAN
solutions, respectively. Even when the adversary’s access to Od increases to 80%
(case-B), the GAN-based detection method maintains a high ADR performance as it
achieves 72.2% and 62.1% for scenario-1 and scenario-2, respectively, when compared
to 5.3% and 4.2% for the same scenarios under the DBSCAN-based detection method.
However, we notice that all the detection methods fail to perform well when access
to Od becomes 100%. The rationale is that an adversary can create an exact replica
of classifier-2 (i.e, the operating classifier at the mobile edge) during an attack phase
of category 2, which makes it significantly challenging to detect.
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Figure 5.6: ADR performance of scenario-3 only

In Figure 5.6, we present the ADR results for scenario-3. Similar to the previous point,
the GAN-based detection method outperforms the DBSCAN-based detection method in
all scenarios and access cases. Additionally, the results demonstrate that the GAN-based
solution can maintain high detection rate even with the existence of the two scenarios.
This means that our proposed method is resilient and robust even under severe attack
conditions.
Furthermore, we study the ADR and EIR performances under three additional adversarial
detectors. The analysis of the dataset uncovers insights into the landscape of adversar-
ial attack detection, illustrating general trends and specific detector vulnerabilities. It is
evident that as adversaries gain more comprehensive access to the training dataset, the
efficacy of detection systems uniformly declines across all models and types of attacks. In
addition, the models become easily evasive.
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Figure 5.7: DBSCAN detection of scenario-3 under FGSM, BIM, C&W and CGAN attacks - ADR (%)

Figure 5.8: DBSCAN detection of scenario-3 under FGSM, BIM, C&W and CGAN attacks - EIR (%)
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Figure 5.9: SVM detection of scenario-3 under FGSM, BIM, C&W and CGAN attacks - ADR (%)

Figure 5.10: LSTM detection of scenario-3 under FGSM, BIM, C&W and CGAN attacks - ADR (%)
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Figure 5.11: SVM detection of scenario-3 under FGSM, BIM, C&W and CGAN attacks - EIR (%)

Figure 5.12: LSTM detection performance of scenario-3 under FGSM, BIM, C&W and CGAN attacks -
EIR (%)
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We also discuss the performance of individual detectors against the backdrop of CGAN’s
effectiveness. We illustrate the ADR performance of DBSCAN, as shown in Figure 5.7.
Starting from a detection rate of 56.9% against FGSM attacks at 20% access, the per-
formance drops dramatically to just 9% at 100% access. This trend is consistent across
all attack types, including BIM, C&W, and CGAN, indicating that the DBSCAN detec-
tor’s fails significantly to identify adversarial examples, with CGAN showing the lowest
detection rates starting at 41% and decreasing to 5%. Conversely, the EIR performance in
Figure 5.8 reveals an increasing trend, where evasion rates climb as adversaries gain more
access to the training dataset. For FGSM attacks, the evasion increase rate jumps from
40.73% at 20% access to 90.63% at 100% access. In addition, the SVM detector reveals
a particular weakness with its detection capability against CGAN attacks. We observe a
sharp decrease from 54.2% at minimal data access to a mere 9.4% when adversaries have
complete access, as shown in Figure 5.9. This reduction is a clear demonstration of SVM’s
struggles against the crafted adversarial examples generated by CGAN, a pattern shown in
the LSTM detector’s decreasing detection rate from 57.3% to 16.6% across similar access
levels as depicted in Figure 5.10. We also observe the evasion rates for both detectors is
high, indicating that the models fail to prevent the inference and evasion attacks, as shown
in Figure 5.11 and Figure 5.12.

Figure 5.13: AAE detection of scenario-3 under FGSM, BIM, C&W and CGAN attack - ADR (%)
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Figure 5.14: AAE detection of scenario-3 under FGSM, BIM, C&W and CGAN attack - EIR (%)

Moreover, the AAE detector in Figure 5.13, despite initially displaying a more robust
defense with a 60.4% detection rate at 20% access, faces a steep decline to 19.1% at
full access, highlighting the adaptive prowess of CGAN attacks even against advanced
detection mechanisms. Regarding EIR performance, the AAE detector shows the better
resilience to prevent inference and evasion attacks, as depicted in Figure 5.14. In contrast,
the GAN-based detection system stands out for its resilience, maintaining relatively high
detection rates even at full dataset access as shown in Figure 5.15. Although it registers a
drop from 89% to 63%, its performance is notably superior to other models, emphasizing
its potential as a more effective mechanism in the adversarial detection arms race. In
addition, the GAN-based detector’s performance against FGSM attacks dips from 92.5%
to 87% as dataset access grows from 20% to 100%. Similar trends are observed with BIM
and C&W attacks across all detectors, for instance, the SVM detector’s detection rate for
BIM attacks declines from 72.1% at 20% access to 61.2% at 100% access, and the AAE
detector sees a reduction in C&W detection rates from 74.8% to 68.2% over the same
access range. Conversely, the EIR performance demonstrated in Figure 5.16 illustrates
that evasion rates escalate with increased adversarial knowledge. This starts at 3.65% for
FGSM with 20% access and reaching to 9.38% at full access. Similar observations are
noticed with BIM going from from 4.17% to 10.42%, C&W from 4.69% to 11.46%.
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Figure 5.15: GAN detection of scenario-3 under FGSM, BIM, C&W and CGAN attacks - ADR (%)

Figure 5.16: GAN detection of scenario-3 under FGSM, BIM, C&W and CGAN attacks - EIR (%)

We investigate the ADR values further by analyzing the confusion matrix of classifier-1
and classifier-2. In classifier-1, we compare three different classifiers, namely SVM, K-NN
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and Bagged Trees in terms of accuracy and F1-score as depicted in Figure 5.17. Classifier-1
is trained using the generated samples of the GAN model. Classifier-1 serves as a binary
classifier, where it decides whether a request passes to classifier-2 or not. The results show
that Bagged Trees classifier slightly outperforms the other two classifiers in terms of accu-
racy and F1-score under all five cases. Hence, we deploy Bagged Trees as classifier-1. It
is worth noting that the results are taken over the average of 10 runs with a confidence
interval of 95%.
Besides, the presented accuracy and F1-score results belong to the illegitimate class of
scenario-2. We study scenario-2 in particular because as it has the lowest ADR perfor-
mance of all the three scenarios.
In addition, we observe a repeated pattern as the accuracy and F1-score performances drop
with the increment of the adversary’s access to the training dataset (Od). Furthermore,
with access of 100% to Od, the accuracy performance drops to an acceptable percentage.
However, we notice a significant drop in the F1-score performance of all three classifiers.
The is mainly because the Bagged Trees classifier is unable to distinguish between legiti-
mate and illegitimate requests.

As shown in Figure 5.18, the number of TP and FN instances remain approximately
the same across all five cases. On the contrary, the number of FP and TN instances
changes according the different access cases to (Od). As the adversary’s access to (Od)
increases, the number of FP instances increases, whereas the number of TN instances
decrease. For instance, with 20% access case, number of FP and TN instances are 45
and 455, respectively. On the contrary, under 100% access case, the number of FP and
TN reach their maximum with 483 instances and lowest with 17, respectively. This means
there are 483 FP instances that can bypass classifier-1 since they are predicted as legitimate
requests. This explains the reason behind the low ADR performance under 100% access
cases in all three scenarios as aforementioned. It is worth noting that requests predicted
as legitimate (i.e., only TP and FP instances) can only pass to classifier-2. For example,
under 20% access case, the number of TP and FP requests passing to classifier-2 are 738
and 45, respectively. Under 100% access case, the number of TP and FP requests passing
to classifier-2 are 741 and 483, respectively. On the other hand, predicted requests as
illegitimate (i.e., only TN and FN instances) will be blocked.

The requests passed to classifier-2 are split into three priority classes, namely low,
medium and high priority. To distinguish between requests sent by microgrid’s users and
the adversary, we add ”legitimate” and ”illegitimate” as suffixes to the priority classes.
Hence, ”low legitimate” is a request with a low priority that is sent by microgrid users.
Whereas ”low illegitimate” is a low priority request that is sent by the adversary as shown
in Figure 5.19. For 20% access case, 738 legitimate requests are classified into the different
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(a)

(b)

Figure 5.17: Accuracy and F1-score performance of the illegitimate class under scenario-2 (a) Accuracy
performance under different access cases to Od, (b) F1-score performance under different access cases to
Od
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priority classes, 246 requests are classified as low legitimate, 243 requests are classified
as medium legitimate and 249 requests are classified as high legitimate as shown in Fig-
ure 5.19.a. On the other hand, 45 illegitimate requests are classified into either medium
illegitimate (19 requests) or high illegitimate (26 requests). The low illegitimate class has
zero requests as it is the adversary’s intention under scenario-1 to misclassify the medium
and high priority requests as low-priority requests. Hence, the adversary is not interested
to send low-priority class requests.

Figure 5.18: Confusion matrix of classifier-1 (Bagged Trees) under scenario-1 with the different access
cases to (Od)

For 100% access case, 741 legitimate requests are classified into the different priority
classes, 247 requests are classified as low legitimate, 242 requests are classified as medium
legitimate and 252 requests are classified as high legitimate as shown in Figure 5.19.b. On
the other hand, 483 illegitimate requests are classified into either medium illegitimate (179
requests) or high illegitimate (304 requests).
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(a)

(b)

Figure 5.19: Confusion matrix of classifier-2 under scenario-1 with two access cases. (a) case-E (20% access
to (Od)), (b) case-A (100% access to (Od))

5.4 Summary

In summary, we presented an anticipatory study of two AML attacks in V2M settings
under three scenarios. Knowledge of the adversary has been taken into consideration as
we compared five different cases of access to the training dataset, one case under white-
box setup and four cases under gray-box setup. In the white-box case, the adversary has
100% access to the training dataset of the K-NN classifier; whereas, in the gray-box cases,
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the adversary can access [20-80]% of the training dataset. In addition, we provided two
attack phase categories where each category indicates whether the adversary used CGAN
during the attack or not. Moreover, we investigated three modes of the detection phase,
mode 0 indicates the absence of the a detection method; mode 1 and mode 2 present
a detection method using DBSCAN and GAN, respectively. Through simulations, we
have presented the ADR performance under all three scenarios and five access cases for
both attach and detection phases. Furthermore, we provided the comparison of three
different classifiers in terms of the accuracy and F1-score and chose Bagged Trees classifier
to be trained on the GAN output and serves as classifier-1. Moreover, we analyzed the
confusion matrix of Bagged Trees classifier under scenario-1 for all five access cases. We
also provided the confusion matrix of classifier-2 under two access cases (case-A and case-
E). We show that DBSCAN fails to detect AML attacks, particularly when the attacks are
intelligently augmented, obtaining an ADR of up to more than 50%. On the other hand,
our proposed framework outperforms DBSCAN and achieves an ADR of 90% and above
under bagged trees classifier. It is clear that under detection phase mode 1 (DBSCAN),
ADR performance degrades by [0.1 - 23.2]% when compared to its performance under the
same mode in category 1.

For the future work, we consider two main directions. The first direction focuses on
reducing the number of FN instances since they are as important as blocking the illegitimate
requests. We consider implementing a probabilistic approach to filter out the incoming
requests. The second direction aims at increasing the ADR performance, particularly for
the 100% access case. One way to address this issue is creating a binary classifier for
each priority class. This will reduce the adversary chances to mount an impactful evasion
attack against V2M systems. However, the computational cost of the system will need to
be studied.
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Chapter 6

AI Model Optimization for
Adversarial Attacks Detection on
Edge Devices in V2M Services

In this chapter, we focus on adapting the adversarial detection model to fit the limited
capabilities of edge devices in V2M settings. Given that edge devices are typically enabled
with low computational power and very small memory capacities, it is crucial to customize
the detection model to operate effectively within these constraints. Our goal is to reduce the
detection model size without compromising the model’s detection performance. We begin
the chapter by establishing the significance and necessity of AI model compression in a
V2M environment, emphasizing how the constrained computational and memory resources
of edge devices affect the model’s inference time and throughput. Subsequently, we provide
an overview of various AI model compression techniques, culminating in the introduction of
our proposed method towards the end of the section. We then evaluate the performance of
our method against different types of evasion attacks, comparing its effectiveness with other
adversarial detection approaches. We conclude the chapter with final remarks, summarizing
key findings and implications of our research.

6.1 Introduction

IoT sensors in electrical grids collect real-time data that improves grid stability, efficiency,
and security. The traditional method of sending this vast amount of data to centralized
cloud servers is becoming less feasible due to latency and bandwidth issues, necessitating
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real-time, localized processing. This need has led to a shift towards Edge AI, where AI
algorithms are deployed directly on edge devices like IoT sensors and mobile phones, en-
abling data to be processed locally [237]. This local processing reduces latency, enhances
privacy and security, and decreases network bandwidth use. However, deploying AI on
edge devices poses challenges due to their limited processing power, memory, and network
bandwidth, along with constraints on battery life and power consumption [238]. Address-
ing these challenges requires model compression techniques to adapt AI models to the
limited capabilities of edge devices. By optimizing AI models for edge deployment, smart
meters in smart grids can process data more efficiently, enhancing their functionality and
sustainability [239].
This chapter highlights the importance of AI model compression within a V2M environ-
ment and introduces an integrated compression mechanism that combines model design
and compression into a single process. This approach results in an optimized detection
model that functions efficiently in V2M edge environments, maintaining robust perfor-
mance against adversarial attacks without sacrificing detection capabilities.

6.2 Model Optimization

In this section, we explore model optimization techniques focusing on model design and
compression, employing state-of-the-art (SoTA) methods implemented using MATLAB.
We begin by discussing various model compression strategies, such as projection, prun-
ing and quantization. These methods are essential for enhancing model efficiency without
significantly impacting accuracy. We then shift to a comprehensive model optimization
framework that integrates initial model design with subsequent compression techniques.
This integrated approach is designed to balance performance and efficiency, making mod-
els both compact and capable of maintaining high accuracy in under adversarial attacks
against V2M services.

6.2.1 Model Compression

We implement a projection-based method that uses Principal Component Analysis (PCA)
for compression [240]. PCA is a vital technique employed for compressing convolutional
neural networks (CNNs). The method capitalizes on PCA to efficiently reduce the di-
mensionality of the layers’ responses (i.e., output), which are inherently high-dimensional
and computationally expensive to process. By applying PCA, the algorithm identifies the
principal components that capture the maximum variance within the data. This allows
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the network to retain the most informative components of the responses while discarding
the less significant ones. This reduces the layer’s complexity without severely impacting
its functionality. The compression process involves representing the responses at a convo-
lutional layer in a lower-dimensional subspace using a projection matrix M derived from
PCA. Specifically, the method minimizes the reconstruction error between the original
responses and their projections onto a low-rank subspace, formulated as:

min
M

∑
i

∥(yi − ȳ)−M(yi − ȳ)∥22 s.t. rank(M) ≤ d′

This objective is crucial as it directly impacts the network’s ability to approximate the
original layer’s responses accurately while significantly reducing the number of parameters.
Determining M allows the transformation of the dense weight matrix W into two simpler
matrices. This transformation reduces the computational complexity from processing the
full dimensions of W to handling the lower-dimensional matrices that approximate the
original responses. This allows the compression not to randomly discard information but
instead to focus on the least significant variance directions.

In addition to the projection-based compression, we implement a pruning-based method
that uses Taylor scores for compression. The pruning method works by estimating the im-
pact of removing individual neurons or filters on the final loss. The method is based on the
first-order Taylor expansion to approximate the importance of neurons. The importance
I(1)m of a parameter wm is calculated using the square of the product of the gradient of
the loss with respect to the weight and the weight itself:

I(1)m = (gmwm)
2

Here, gm represents the gradient of the loss with respect to the weight wm. This formulation
allows for a computationally efficient estimation of importance, as it utilizes gradients that
are readily available from the standard training process. The calculated importance scores
are then used to iteratively prune the least important neurons or filters. This pruning is
integrated within the training and fine-tuning cycles, allowing the network to dynamically
adjust to changes in its architecture, thereby minimizing the impact on performance. It
is proven that the pruning method can significantly reduce the computational resources
required for deploying CNN model without compromising the performance.

We also study and implement quantization as one of the compression method that can
significantly reduce a model’s size. Fundamentally, quantization refers to reducing the pre-
cision of weights, parameters, biases, and activations so that they occupy less memory and
the size of the model is reduced [241]. Quantization from 32-bit to 8-bit precision serves
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as a critical method for optimizing neural networks to better suit environments where re-
sources are constrained, such as in edge devices. In traditional setups, each weight in a
neural network is typically stored as a 32-bit floating-point number. Given that advanced
neural networks can contain millions of such parameters, the cumulative memory require-
ment becomes substantial. This high demand for storage not only impacts the amount of
memory needed but also affects the speed and power efficiency of computations, which are
critical factors in edge systems.
When we apply quantization, these 32-bit floating-point weights are converted into 8-bit
integers. This transformation dramatically reduces the amount of memory required—by a
factor of four, since 8-bit integers occupy significantly less space than 32-bit floating-point
numbers. Beyond just reducing storage requirements, this also enhances computational
efficiency. Processors can handle operations involving 8-bit integers faster than those in-
volving 32-bit floating points due to the reduced data width, which accelerates the overall
processing time of the neural network [242].

6.2.2 Proposed Framework

In Figure 6.1, we view the end-to-end pipeline for detection model deployment. As part
of this process, model optimization is crucial for creating a compact and robust model
in edge environments. A critical aspect of model optimization is model design, which is
an exhaustive stage that requires extensive domain knowledge to select the right model
architecture and hyperparameters. For this part, we use Neural Architecture Search (NAS)
to find the best model architectures that deliver the best performance in terms of accuracy
and F1-score. We then implement model compression techniques to reduce the model’s
size while maintaining optimal performance.

Figure 6.1: AI deployment pipeline

We explain our methodology here in details. In Algorithm 2, we implement NAS
method using Bayesian Optimization [243], which will identify best performing CNN ar-
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Algorithm 2 NAS with Bayesian Optimization Under Specific Performance Constraints

1: Input: Training data Dtrain, validation data Dval, accuracy threshold C, F1-score
threshold F , number of top architectures n

2: Output: Set of top n best performance CNN architectures {Mi}
3: function NAS Bayesian Optimization(Dtrain, Dval, C, F )
4: Define search space S
5: Initialize Bayesian model B
6: Define acquisition function α
7: while not stopping criterion do
8: A← select next architecture(B,α)
9: perf← train and evaluate(A,Dtrain, Dval)
10: update Bayesian model(B,A, perf)

11: Topn ← select top n architectures(B, n, C, F )
12: return Topn

13: Topn ← NAS Bayesian Optimization(Dtrain, Dval, C, F )

chitectures regardless of their size since the model compression will be part of the next
algorithm. This process begins by defining the search space S, which encompasses various
possible configurations of CNN architectures, including different types and arrangements
of layers, activation functions, and other hyperparameters. The core of the NAS process
involves a Bayesian optimization framework, initialized by setting up a Bayesian model
B. This model is key in predicting the performance of various architectural configurations
based on historical evaluation data. The algorithm employs an acquisition function α,
which guides the search. It helps in balancing the exploration of new, untested architec-
tural configurations against the exploitation of configurations known to perform well, thus
ensuring an efficient search process.
During the NAS execution, the algorithm iteratively selects the next architecture to eval-
uate by utilizing the acquisition function. Each selected architecture is then trained and
assessed on the given training and validation datasets Dtrain and Dval, respectively. The
performance of each architecture is measured, and the results are used to update the
Bayesian model, enhancing its prediction accuracy for future iterations. This loop contin-
ues until the predefined stopping criteria C and F are met. The stopping criteria serve
different purposes. For instance, it acts as a guide for the Bayesian optimization process to
explore the search space efficiently. It does not only facilitate a more structured search but
also aid in evaluating the success of the search strategy itself. Without such criteria, the
optimization process will not have metrics to assess the performance of CNN architectures.
This will lead to continuously explore the search space and without exploiting. Although
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the performance metrics can be set to (1.0) (as we did in this work), in practical scenarios,
especially in constrained environment, achieving accuracy and F1-score of (1.0) may not be
feasible due to limitations in computational resources and memory. Moreover, depending
on the complexity of the application and dataset, achieving accuracy of (1.0) could be a sign
of overfitting [244]. Hence, users can set lower performance criteria to avoid such issues.
Besides, different applications may have varying requirements for accuracy and F1-score
based on their specific needs and the consequences of misclassifications. Once the search is
complete, the algorithm selects the top n architectures that not only meet but potentially
exceed the defined accuracy and F1-score thresholds. This selection is based purely on
performance metrics, without considering the computational or memory efficiency of the
architectures. These top-performing models form the output of the NAS process and are
poised for subsequent optimization steps, such as pruning and quantization, to enhance
their efficiency for deployment in edge environments.

Algorithm 3 Select the Best Optimized and Compressed Architecture

1: Input: Set of top n optimized CNN architectures {Mi}, Training data Dtrain, Valida-
tion data Dval

2: Output: Optimized and compressed CNN model Mbest

3: function Prune and Quantize Models({Mi}, Dtrain, Dval)
4: Initialize BestScore← −∞
5: Initialize Mbest

6: for M in {Mi} do
7: Mtrained ← train model(M,Dtrain)
8: Mpruned ← iterative pruning(Mtrained, Dtrain)
9: Mquant ← quantize model(Mpruned, Dtrain, Dval)
10: Mquant ← fine tune(Mquant, Dtrain, Dval)
11: Accuracy← evaluate accuracy(Mquant, Dval)
12: F1Score← evaluate f1score(Mquant, Dval)
13: ModelSize← get model size(Mquant)
14: CompositeScore← calculate composite score(Accuracy, F1Score, ModelSize)
15: if CompositeScore > BestScore then
16: BestScore← CompositeScore
17: Mbest ←Mquant

18: return Mbest

19: Mbest ← Prune and Quantize Models({Mi}, Dtrain, Dval)

Following the selection of top-performing architectures algorithm.1, the next phase
involves refining these models through pruning and quantization to enhance their com-
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putational efficiency. Algorithm 3 begins by taking each architecture from the set of top
n optimized CNN architectures. Initially, every model is trained to establish a strong
baseline before any modifications that could potentially degrade the model’s effectiveness.
Once the models are fully trained, the next step is iterative pruning. During this stage,
the algorithm systematically removes the least important connections within each model.
Taylor-based pruning is used in this step. This method effectively reduces the model’s
complexity and size, which in turn decreases memory usage and computational demands
without significantly sacrificing accuracy.
Following pruning, the models are subjected to quantization. This process converts the
model’s floating-point weights to a lower-precision format, such as 8-bit integers. Quanti-
zation significantly reduces the memory footprint of the model and is often accompanied by
speed improvements during inference. However, quantization can sometimes lead to a loss
in accuracy, which is why the next crucial step is fine-tuning. Fine-tuning the quantized
models using both training and validation data helps recover any accuracy lost during the
quantization process. It adjusts the model parameters within the constraints of their new
precision levels to ensure the final model continues to perform robustly.
Subsequently, the algorithm evaluates each model on three parameters: accuracy, F1-score,
and the size of the model. Accuracy and F1-score are direct indicators of the model’s per-
formance, assessing how well the model predicts correct outcomes and balances precision
and recall, respectively. The size of the model is also evaluated to ensure the final model is
not only high-performing but also compact enough for efficient deployment. To synthesize
these diverse metrics into a singular decision metric, the algorithm computes a composite
score for each model. This composite score is calculated through a weighted sum function
as described in equation 6.1. For simplicity, we use equal weights for all three metrics.
However, in real scenarios, different applications may have varying requirements for accu-
racy, F1-score and model’s size based on their specific performance requirements and the
available computational resources and memory.

CompositeScore = wacc ·Accuracy+wF1 ·F1-score+wsize ·
(
1− Compressed Size

Original Size

)
(6.1)

6.3 Performance Evaluation

In this section, we present a detailed description of the experimental setup in our study.
We discuss the various parameters and attacks’ scenarios used to evaluate the performance
of our proposed compression framework. Furthermore, we analyze the obtained results,
providing comprehensive insights into the effectiveness and limitations of our proposed
method. We present a thorough analysis of the anticipated AML attacks against V2M
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services and the potential countermeasures by studying the V2M system under three dif-
ferent scenarios and five different cases. The scenarios represent the different AML attacks
against the V2M services, whereas the cases represent the adversary’s access to the training
dataset of the victim’s ML classifier.

6.3.1 Simulation settings

The adversary goal is to compromise the integrity of the low-priority class by wrongly
categorizing medium- and high-priority requests as low-priority requests. In addition, we
compare five cases where the adversary has access to varying amounts of the victim’s ML
training dataset. In white-box attacks, the adversary has access to 100% to the training
dataset. Gray-box attacks, the adversary has 80%, 60%, 40% and 20% access to the train-
ing dataset. In the gray-box attack, after collecting a certain number of data instances,
the adversary can use a CGAN (i.e., under the CGAN-based evasion attack) to generate
additional data in order to create a complete dataset. It is important to note that GAN
training performance is influenced by batch size and the number of epochs. Through ex-
perimentation, we found that fine-tuning these parameters is essential for optimal GAN
performance in our V2M context. For instance, larger batch sizes (e.g., 128 in our case)
allow the GAN to see a more representative sample of the data distribution in each training
step, helping to stabilize training and capture complex energy patterns. A higher epoch
count (1000 in our simulations) provides more opportunities for the GAN to refine its un-
derstanding of the data distribution which is crucial for detecting hidden anomalies that
could indicate potential attacks. Our results showed optimal GAN performance with a
batch size of 128 and 1000 epochs, striking a balance between computational efficiency and
model effectiveness. However, these values may vary depending on specific applications
and computational resources. For different V2M configurations or related applications, we
recommend conducting a thorough hyperparameter search, potentially using techniques
like grid search or Bayesian optimization.
Furthermore, we implement a black-box attack along with gray-box and white-box attacks.
Black-box scenarios are more practical than the white-box model for ML applications, es-
pecially in smart grid contexts. In this scenario, the inputs and outputs of the deployed ML
models are accessible to third parties through public querying, typically via cloud-based
systems or APIs [245]. One common method for executing these queries is through the
HTTP request-response protocol [246]. For instance, a public user can send a query to
an ML model hosted on the Google AI platform using an HTTP request with necessary
credentials and a JSON formatted input. The model then responds with a JSON pay-
load containing the predicted output. Adversaries aim to gather enough data from limited
queries to train a surrogate model, effectively turning a black-box scenario into a white-box
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scenario. This surrogate model is then used to generate subtle perturbations to deceive
the victim’s model. Moreover, we use the CNN architecture depicted in Figure 6.2. The
core of the network comprises multiple convolutional layers. The first layer uses 128 filters
of size 3 with a stride of 1, employing the ReLU activation function. This is followed by
two convolutional layers with 256 filters of the same size and stride to enhance feature ex-
traction capabilities. The MaxPooling layer with a pool size of 2 is applied next. The final
convolutional layer employs 512 filters to capture more complex patterns before the data
is flattened into a one-dimensional array to facilitate dense layer processing. The dense
segment of the network features a large, fully connected layer with 1024 units using ReLU
activation, designed to synthesize the features extracted in previous layers. A dropout
rate of 50% is implemented to prevent overfitting. The output layer is configured for a
binary classification task which uses a sigmoid activation function to produce a probability
indicating the likelihood of the input being legitimate or illegitimate task. In addition,
we test our CNN detector under traditional attack scenarios that were initially defined
in [184].It is worth noting that a CNN model trained on GAN-generated data offers better
adversarial attack detection in V2M systems compared to using the GAN directly. This
approach leverages the CNN’s ability to learn from diverse synthetic adversarial examples,
enhancing its generalization across various attack patterns. Unlike a GAN’s discriminator,
which primarily distinguishes real from fake data, the CNN can be specifically optimized
to identify adversarial inputs, focusing on hidden features of manipulation. CNN flexible
architecture allows for task-specific design, balanced training on normal and adversarial
examples, and avoids GAN training instabilities. Moreover, CNNs offer computational
efficiency for real-time detection on resource-constrained devices and adaptability through
retraining as new attack types emerge. We also compare the CNN detector to other adver-
sarial detectors such as ARIMA, 1-class SVM, 2-class SVM, LSTM and AAE. We use the
EMSx dataset [247], provided by Schneider Electric, which is a comprehensive collection
of data tailored for the analysis and management of electric microgrids. It encompasses
historical observations and forecasts related to photovoltaic generation and energy demand
across 70 industrial sites. This dataset is particularly designed for developing and test-
ing control algorithms for microgrids that include photovoltaic units and energy storage
systems. Each site in the dataset is well-documented with specific parameters related to
battery operation and time-series data on energy usage and production. The photovoltaic
data within the dataset is uniquely processed: a standard photovoltaic profile from a site
in the South Central United States is adjusted and re-scaled for each site, compensating for
the lack of detailed meteorological data which hampers accurate photovoltaic forecasting.
This methodical approach allows the dataset to offer realistic scenarios for energy manage-
ment system testing, providing both historical data and predictive forecasts to facilitate
comprehensive studies on microgrid control and optimization.
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Figure 6.2: CNN architecture
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To simulate adversarial activities, we constructed a malicious dataset using several
functions designed to emulate various realistic malicious behaviors, as in [184]. These
include partial reductions in reported power (f1(·) and f2(·)), selective bypassing of report-
ing (f3(·)), and manipulations based on time-of-use (ToU) pricing (f4(·), f5(·), and f6(·)).
Specifically, these functions are defined as follows:

• f1(·): decreases the power reported by a smart meter by a constant fraction.

• f2(·): dynamically reduces the power consumption reported.

• f3(·): sets the power consumption to zero during specific ToU periods.

• f4(·): maintains a constant power consumption report throughout the day.

• f5(·): varies the power consumption report throughout the day.

• f6(·): alters the reported power consumption in accordance with ToU pricing.

6.3.2 Results

Before we discuss the model optimization results, it is important to validate the signifi-
cance of the model optimization by understanding the impact edge resources on the CNN
detection model performance, such as inference time and throughput. In Table. 6.1, we

Table 6.1: Impact of GPU utilization on the detection model performance

GPU Utilization (%) Inference Time (s) Throughput Task Delay (s)
5 3.3 62 0.3
10 2 83 0.7
25 2 83 1.9
50 2 83 7.5
75 2.2 78 35

observe a clear trend of increasing task delay as the GPU utilization percentage rises.
This suggests that higher utilization leads to longer wait times due to the increased pro-
cessing load on the computing resources. Despite varying utilization levels, the inference
time and throughput remain relatively stable. At the lowest utilization of 5%, the model
demonstrates an inference time of 3.3 seconds with a throughput of 62, marking the lowest
throughput observed. However, the task delay is minimal, indicating that the system is
efficiently processing with ample available resources. As utilization increases to 10%, the
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inference time decreases to 2 seconds, and the throughput peaks at 83, which it maintains
through to 50% utilization. During this range, the task delay gradually increases from 0.7
seconds to 7.5 seconds, showing that even as the system handles a higher load, it begins to
experience more significant delays. At a higher utilization of 75%, there is a slight increase
in inference time to 2.2 seconds and a small drop in throughput to 78. More notably, the
task delay dramatically increases to 35 seconds, indicating that at high levels of utilization,
the processing efficiency starts to decrease, significantly impacting response times.
These observations suggest that the CNN model operates most efficiently under 10% uti-
lization. Beyond this point, the increase in task delay becomes more pronounced, which
could be detrimental in real-time applications where timely processing is critical. Main-
taining a balance in GPU utilization is crucial; too low utilization underutilizes resources,
potentially increasing operational costs without corresponding benefits in performance,
while too high utilization leads to diminishing returns in terms of increased delays. Hence,
lightweight deep learning models can help optimize performance, especially in environments
where multiple tasks or models are run concurrently.

Table 6.2: Impact of RAM utilization (%) on the detection model performance

RAM Utilization (%) Inference Time (s) Throughput Task Delay (s)
5 2.3 58 0.3
10 2 83 0.7
25 2 83 3.1
50 2 83 11.4
75 2.05 80 49

Table. 6.2 provides a detailed look at how RAM utilization affects the performance
metrics of a CNN model, highlighting trends in inference time, throughput, and task de-
lay as memory usage increases. One consistent trend across all levels of RAM utilization
is the progressive increase in task delay. This suggests that higher memory use leads to
longer processing times for tasks, due to the increased memory management overhead.
Such activities can significantly impact the speed at which tasks are completed, which is
crucial in performance-sensitive applications. At lower RAM utilization levels, specifically
5% and 10%, the model exhibits minimal inference times of 2.3 and 2 seconds, respectively.
The throughput peaks at 83 at 10% utilization and is maintained up to 50% utilization,
indicating that the system has enough RAM to handle tasks efficiently without significant
memory management overhead. Task delays at these levels are also minimal, reinforcing
the model’s efficiency under these conditions. However, as RAM utilization increases to
25% and 50%, the trend changes slightly. Inference time remains stable, and throughput
continues at its peak, but task delay begins to climb, reaching 3.1 seconds at 25% and
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Table 6.3: Model Performance Comparison

Model Type Inference
Time (s)

Memory Space
(MB)

GPU Utilization
(%)

Original Model 3.2 20 5%
Quantized Model 2.74 6.5 3.75%
Pruned Model 2.4 13 4.62%
Projected Model 2.1 9.5 4.30%
Proposed Method 0.9 1.35 2.68%

jumping to 11.4 seconds at 50% utilization. These increases suggest that as more RAM
is used, the system begins to experience difficulties in managing the available memory re-
sources efficiently.
The most significant changes are observed at a high RAM utilization of 75%. At this level,
there is a slight increase in inference time and a minor drop in throughput, but the most
noticeable change is the dramatic increase in task delay to 49 seconds. This severe delay
indicates significant constraints on the system’s ability to manage memory efficiently and
can be highly detrimental in environments that require even near-real-time processing. It
is important to note that the high RAM utilization necessitates more time spent on mem-
ory management to decide which data to keep in RAM. This management overhead causes
more delays to other threads and tasks. In addition, as RAM fills up, the operating system
starts using disk space as virtual memory to manage overflow, which is much slower than
RAM speed. On the GPU front, high utilization can cause thermal throttling, which hap-
pens when processors reduce speed to manage heat. Additionally, high GPU utilization
lead to queuing and scheduling delays for new tasks due to the resource saturation. These
combined effects create a bottleneck at 75% utilization.
Lightweight models are designed to require fewer computational resources, significantly
lowering GPU utilization. This reduction in computational demand helps maintain faster
inference times and minimizes the likelihood of processing bottlenecks, especially in envi-
ronments with limited GPU capabilities. Additionally, lightweight CNNs typically have a
smaller memory footprint, which reduces RAM utilization. This can minimize memory-
related delays, enhancing the model’s responsiveness and reliability, particularly in edge
computing scenarios where memory resources are often limited.

Table 6.3 provides a detailed comparison of various models in terms of inference time,
memory space, and GPU utilization. Notably, the proposed method significantly outper-
forms the other models across all metrics. With an inference time of just 0.9 seconds, the
proposed method is markedly faster than the original model, which takes 3.2 seconds. This
substantial improvement in inference time reduces the processing time by over 70%, hence,
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enhancing the efficiency of real-time applications. In terms of memory space, the pro-
posed method also excels, requiring only 1.35 MB, when compared to the original model’s
20 MB. This substantial decrease in memory usage underscores the method’s efficiency
and suitability for environments with limited resources. Furthermore, the GPU utiliza-
tion of the proposed method is only 2.68%, significantly lower than the original model’s
5%. This reduction in utilization not only conserves computational resources but also re-
duces power consumption, making the proposed method more environmentally friendly and
cost-effective. Additionally, the proposed method shows improvements over the quantized,
pruned, and projected models in all aspects, demonstrating its robustness and superior
design. These results indicate that the proposed method not only enhances performance
but also optimizes resource usage, making it a compelling choice for future applications.

The performance metrics for the CNN detector under various evasion methods and
differing levels of access to the training dataset reveal significant trends both before and
after the application of a compression method. Before applying the compression method,
the detection performance generally shows a decline as the adversary’s access to the training
dataset increases, as depicted in Figure 6.3. For FGSM, the detection rate starts at 92.5%
when the adversary has 20% access and drops to 87% at 100% access. A similar trend is
observed for BIM, starting at 92% and decreasing to 86%. The C&W attack sees a slight
drop from 91.5% to 85%. The most significant drop is seen with CGAN, where detection
performance jumps from 85.9% to 60.9%. Conversely, the EIR performance demonstrated
in Figure 6.4 illustrates that evasion rates escalate with increased adversarial knowledge.
This starts at 3.65% for FGSM with 20% access and reaching to 9.38% at full access.
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Figure 6.3: ADR (%) of CNN detection model before compression

Figure 6.4: EIR (%) of CNN detection model before compression
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Similar observations are noticed with BIM going from from 4.17% to 10.42%, C&W from
4.69% to 11.46%. After applying the compression method, there is a minimal reduction
in detection performance across all attack methods, as depicted in Figure 6.5. For FGSM,
the detection rate decreases from 91% at 20% access to 84% at 100% access, showing a
similar trend to the pre-compression results. However, the model’s compression strategy
has minimal reduction. For instance, FGSM ADR at 20% access is 92.5% and 91% for
before and after compression, respectively. We observe similar pattern under the rest of
evasion methods. In general, the decrease in the ADR performance is about [1.5-2]%. The
EIR performance increase with the same percentage as shown in Figure 6.6.

Figure 6.5: ADR (%) of CNN detection model after compression
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Figure 6.6: EIR (%) of CNN detection model after compression

It is evident that the compression method impacts the detector’s overall performance,
leading to slightly lower detection rates across all methods and access levels. The decline in
detection performance after compression suggests a trade-off between model efficiency and
robustness. While compression may improve model efficiency and resource utilization on
edge devices, it appears to slightly compromise the detector’s ability to accurately identify
adversarial attacks.

Table 6.4: Comparison of ADR(%) and EIR(%) before and after compression in a black-box scenario under
matching and mis-matching cases.

Matching case Mis-matching case

Before Compression After Compression Before Compression After Compression

ADR(%) 91.9 89.3 94.8 92.4
EIR(%) 4.27 6.98 1.25 3.75

Table. 6.4 outlines the detection rates (ADR) and the evasion ratios (EIR) of the black-
box attack scenario under both matching and mis-matching cases, comparing performances
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Figure 6.7: Different detection methods against traditional attacks - ADR (%) performance

before and after the application of a compression technique to a CNN model. In this
scenario, the adversary does not know the victim’s model or have access to the training
dataset. In the matching case, where the adversary uses a surrogate model similar to the
victim’s model, the ADR before compression is 91.9%, and it slightly decreases to 89.3%
after compression. This indicates a modest reduction in detection capability when the
model is compressed. The slight decrease in performance could be attributed to the loss
of some nuanced features or slight overfitting to the compressed model’s characteristics,
making it slightly less effective at detecting very closely aligned adversarial examples.
For the mis-matching case, where the adversary’s surrogate model is different from the
victim’s model, the ADR before compression is higher at 94.8%, but it shows a decrease to
92.4% after compression. This suggests that the model, while still robust, loses some of its
effectiveness against less similar adversarial models when compressed. The higher initial
detection rate in the mis-matching case is due to the model being better at recognizing
deviations from its learned patterns, which are more pronounced when the adversarial
model differs more significantly. The results show that our CNN detector is robust in
detecting adversarial attacks under black-box scenarios, even after compression.

In addition, we test our CNN detector under traditional attack scenarios that were de-
fined in the simulation settings. Figure 6.7 presents the ADR for various models when sub-
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jected to traditional attacks, where adversaries alter input values deterministically rather
than using sophisticated algorithmic approaches such as FGSM and BIM. The results high-
light the varying effectiveness of different detection models, from statistical methods like
ARIMA to more complex deep learning approaches like CNN model. The ARIMA model
has an ADR of 84.7%, the lowest among the detection models, suggesting limited effective-
ness. As we move to machine learning models such as the 1-class SVM and 2-class SVM,
there is a gradual improvement in detection rates, with ADRs of 86.2% and 88.2%, respec-
tively. This increment indicates better handling and identification of adversarial inputs
as model complexity increases. The LSTM model shows a more significant improvement,
resulting in an ADR of 90.9%. This suggests better detection capabilities for attacks that
may have temporal dependencies. Similarly, the AAE model achieves an ADR of 94.2%,
indicating its strength in detecting sophisticated adversarial samples. The CNN model
showcases the highest detection rate of 95.9% before compression. Although, the detection
rate slightly decreases to 94.3% after compression, the model remains highly effective. This
shows that our CNN detector is robust and effective against traditional attacks, even with
compression. In Figure 6.8, we show the EIR performance for the detection models under
traditional attacks. We noticed that our CNN detection model has the least evasion rate.
This demonstrates the robustness of our detection model.

6.4 Summary

In summary, we focused on the challenge of adapting adversarial detection models for edge
devices in V2M settings, where computational power and memory are limited. The primary
goal is to reduce the size of the detection model without compromising its performance.
Various AI model compression techniques, including projection, pruning, and quantization,
were discussed. Our proposed compression method integrates model design and compres-
sion into a single process, resulting in an optimized detection model that maintains robust
performance against adversarial attacks. This integrated approach ensures that the model
remains compact and capable of maintaining high accuracy in V2M edge environments.
For instance, before compression, the CNN model’s detection rate against FGSM attacks
is 92.5% when the adversary has 20% access to the training dataset, dropping to 87% at
100% access. After compression, there is only a modest reduction in performance, demon-
strating the effectiveness of our approach.
We also analyze the performance metrics of a CNN model under different levels of GPU
and RAM utilization. At 10% GPU utilization, the model demonstrates an inference time
of 2 seconds and a throughput of 83. However, as utilization increases to 75%, inference
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Figure 6.8: Different detection methods against traditional attacks - EIR (%) performance

time slightly increases to 2.2 seconds, and throughput drops to 78, with task delay dra-
matically increasing to 35 seconds. Similarly, at 10% RAM utilization, the inference time
is stable at 2 seconds with a throughput of 83, but at 75% RAM utilization, task delay
spikes to 49 seconds, indicating significant performance degradation.
Finally, we evaluate the CNN detector’s performance against various evasion and tradi-
tional attack scenarios before and after compression. For example, before compression, the
detection rate in a black-box attack scenario is 91.9% for matching cases and 94.8% for
mis-matching cases. After compression, these rates slightly decrease to 89.3% and 92.4%,
respectively. In traditional attack scenarios, the CNN model achieves the highest detection
rate of 95.9% before compression, which slightly decreases to 94.3% after compression.
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Chapter 7

Conclusion and Future Remarks

The integration of Electric Vehicles (EVs), smart grids, and Artificial Intelligence (AI)
in Vehicle-to-Microgrid (V2M) applications presents security challenges that need to be
addressed. This thesis proposal aimed to investigate and mitigate these challenges to
enhance the resilience and reliability of V2M systems. The motivation behind this work
stems from the remarkable advancements in communication technologies, including cellular
networks, Wi-Fi, and optical communication. While these technologies have significantly
impacted people’s daily lives and improved cities’ preparedness for power outages through
real-time monitoring of transmission and distribution lines, they have also expanded the
attack surface and introduced new cyber vulnerabilities within smart grids. Adversaries
now have opportunities to exploit these vulnerabilities and launch devastating cyber attacks
against smart grids. The objectives of this research are four-fold. First, it sought to
investigate data integrity attacks in V2M systems, focusing on understanding the growing
attack surface resulting from the integration of EVs, smart grids, and AI. Second, the
research aimed to analyze Adversarial Machine Learning attacks specifically targeting V2M
services, considering multi-stage gray-box attacks as potential threat scenarios. Third,
a comprehensive defense framework was proposed to enhance the security of AI-based
microgrid control systems in V2M applications. Lastly, a compact detection model that is
well-suited for edge environment without compromising the detection performance.

The contributions of this work were significant. First, a novel scheme was developed
to model and detect data integrity attacks in V2M systems, employing unsupervised ma-
chine learning techniques as an intelligent defense mechanism. Through simulations, the
effectiveness of this scheme in mitigating the impact of data integrity attacks was demon-
strated, achieving a reduction in their impact by up to 76.5%. Additionally, we conducted
an anticipatory analysis of multi-stage gray-box attacks, exploring potential vulnerabilities
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and devising effective countermeasures. Moreover, we studied the potential of a severe
impact of a multi-stage gray-box attack, showing an Evasion Increase Rate (EIR) of up to
73.2%, using 40% less data than traditional white-box attacks.

To fortify the security of AI-based microgrid control systems in V2M services, we pro-
posed a comprehensive defense framework, where we integrated a Generative Adversarial
Network (GAN) model to generate realistic adversarial samples, enabling the ML classifier
to learn and adapt to novel attack patterns. The ML classifier was trained on a diverse
dataset, encompassing both legitimate and adversarial samples, to improve its ability to
accurately distinguish between normal and malicious activities. Through simulations, the
proposed defense mechanism achieved an impressive Adversarial Detection Rate (ADR) of
90.2%, significantly outperforming the baseline method (DBSCAN) with an ADR of up
to 50.3%. Furthermore, this research presented a thorough analysis of the impact associ-
ated with the adversary’s knowledge of the system. Five access cases to the victim’s ML
classifier training dataset were examined, including gray-box cases with different access
percentages (20%, 40%, 60%, or 80%) and a white-box case with 100% access. We also as-
sessed the effectiveness of DBSCAN method as a baseline solution in detecting adversarial
attacks. We showed that DBSCAN method failed to block attacks when adversaries use a
CGAN model, resulting in a decreased ADR of 48%. In contrast, the proposed GAN-based
detector exceeded the limitations of DBSCAN and effectively detect adversarial attacks,
achieving an ADR of 84% under scenario-1, and maintaining high ADR percentages of
79.6% and 81.6% under scenario-2 and scenario-3, respectively.

To address the limited computational power and memory in V2M edge settings, we
studied different model optimization (i.e., model design and compression) to optimize the
model’s size without compromising the detection performance. Several AI model com-
pression techniques, such as projection, pruning, and quantization were discussed. Our
proposed method integrates model design and compression, resulting in an optimized de-
tection model that remains robust against adversarial attacks. For example, the detection
rate against FGSM attacks drops from 92.5% to 87% as adversary access increases from
20% to 100%, but the performance remains strong after compression. We analyze the
performance of a CNN model under different GPU and RAM utilization levels. At 10%
GPU utilization, the model shows an inference time of 2 seconds and a throughput of 83.
At 75% utilization, inference time increases slightly to 2.2 seconds, throughput drops to
78, and task delay rises to 35 seconds. Similarly, at 10% RAM utilization, inference time is
stable at 2 seconds with throughput at 83, but at 75% RAM utilization, task delay jumps
to 49 seconds. The performance of the CNN detector against various attack scenarios is
evaluated before and after compression. In black-box attack scenarios, the detection rate
is 91.9% for matching cases and 94.8% for mis-matching cases before compression, slightly
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decreasing to 89.3% and 92.4% after compression. In traditional attack scenarios, the CNN
model achieves a detection rate of 95.9% before compression and 94.3% after compression.

This thesis establishes a guideline for future research directions in the area of securing
V2M systems, with several opportunities for extending the current work. Throughout this
work, we have identified and mitigated several less probable attack surfaces. Notably,
the simulations presented in Chapter 3 highlight the complexities involved in launching
successful attacks on the vehicle’s contribution factor. Our findings suggest that even if
adversaries possess the necessary skills for a successful attack, scaling such an operation
to significantly impact V2M operations remains a challenge. Consequently, vehicles have
been discounted as viable targets for disrupting V2M operations.
In contrast, Chapter 4 demonstrated that smart meters present a vulnerable attack surface,
making them ideal targets for evasion attacks. A promising future direction would involve
exploring the use of transformers for synthetic data generation, given their demonstrated
efficacy in similar applications. This could potentially enhance the resilience of data-driven
models against adversarial attacks.
Additionally, in Chapter 5, we explored the use of GAN models to detect adversarial
attacks but relied on training a separate classifier for this purpose. Future research could
explore the feasibility of integrating adversarial detection directly into the GAN model. For
instance, the discriminator within a GAN could be repurposed as the primary classifier
to identify adversarial examples, thereby eliminating the need for a separate classifier.
This integration could reduce computational overhead and further optimize the system for
resource-constrained edge devices, however, this would also necessitate robust performance
evaluations to ensure detection accuracy is not compromised.
Finally, as Chapter 6 focused on optimizing AI models to run efficiently on edge devices, an
essential next step would be to extend these optimizations by incorporating techniques such
as federated learning to distribute the training load across multiple devices. Leveraging the
distributed nature of edge devices can enhance the model performance without significantly
increasing the computational burden on individual devices. Moreover, investigating the
impact of various compression techniques, such as weight pruning or quantization-aware
training, in combination with these distributed learning approaches, could lead to a highly
efficient and robust adversarial detection framework suitable for real-time V2M systems.
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