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Abstract

Today computers are widely used and their failures can lead to catastrophe. Redundancy
is used to improve computer system reliability. This study presents a qualitative analysis of
triple modular redundant (TMR) systems with redundant voters that can help to reduce the risk
of failures. The voters examine the output of triple modular systems. Markov technique was
employed to perform the analysis. Generalized formulas for reliability and mean time to failures
of TMR systems with N voters have been developed. In addition, the system state probabilities
in s-domain and steady state probabilities have been presented. The study clearly demonstrates
improvements in system reliability, mean time to failure and steady state availability by the

introduction of repair and redundancy in these systems.



Terms and Definitions

Availability is the probability that, at any given instant in
time, the system is functioning normally and
available for use.

Dependability describes the overall quality of service
provided by the system.

Error is the occurrence of an incorrect value in some
unit of information with the system.

Failure is a deviation from the expected performance
of the system.

Fault is a physical defect, flaw or imperfect
occurring in the hardware or software of the
system.

Fault Avoidance is the process whereby attempts are made to
prevent hardware failures and software errors
before they occur in the system.

Fault Containment

is the process of confining or restricting the
effects of a fault to a limited scope or locality

of the system.



Fault Masking

Fault-Tolerant Computing

Fault-Tolerant System

Redundancy

Maintainability

Performability

Reliability

Safety

Testability

is the process of preventing faults from causing errors.
is the process of performing computations, such as
calculations, on a computer in a fault-tolerant manner.
is one that is capable of correct operation despite the
presence of certain hardware failures and software
errors.

is defined as the existence of more than one means of
performing a stated function.

is the probability that, within a specified time,

an inoperable system will be restored to a

operational state.

is the probability that, for a given instant in

time, the system is performing at or above a

specified level of performance.

is the probability that, throughout an interval of
time, the system will continue to perform correctly.

is the probability that the system will either

perform correctly or discontinue in a well

defined and safe manner.

is the ability to test for certain attributes or

conditions with the system.

v



System Failure

Intermittent Fault

Permanent Fauit

Transient Fault

Mean Time to Failure

Mean Time to Detection

Mean Time in Between Failures

Mean Time to Repair

is the external state manifestation of an error
such that the entire computing system has to be
stopped.

is a fault that is only occasionally present due

to unstable hardware or software states.

is a fault that is continuous and stable. In
hardware, permanent failure reflects an
irreversible physical change. The word hard

is used interchangeably with permanent.

is a fault resulting from temporary
environmental conditions. The word soft

is used interchangeably with transient.

is defined as the average time for a system to
fail.

is defined as the average time required to trace an
error.

is defined as the average time in between two failures

of a system.

is defined as the average time it takes to correct a fault

after an error is detected.



Mean Time to Restart is defined as the average time required for a system to

start after the error is detected and corrected.
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Chapter 1
1. Introduction

The remarkable progress of modern technology enables us to manufacture complex
systems which play an important role in our society. Examples of such systems are a traffic
control system, a communication system, a banking system, a seat reservation system, and
an electronic switching system. Breakdown of such systems are costly, and dangerous. It is

therefore of great importance to develop systems with high reliability.

1.1 Overview of Fault Tolerance

The concept of fault tolerance was introduced in the late 1960's in an effort to build
more reliable and safe systems. Over the years, the concept of fault tolerance was accepted
as an important factor in design of systems and since 1971 the International Symposium on
Fault-Tolerant Computing is being held every year. The fault tolerance in a system may be
defined as that system’s built-in capability (redundancy) to preserve the continued correct

execution of its programs and input/output functions in the presence of certain operational

faults[2].

Systems using redundancy techniques can tolerate a certain number and/or types of
failure while continuing to maintain the required relationship between input and output
conditions. This is more likely to occur when the failures of individual components are

statistically independent. The assumption of statistically-independent failure of individual



components is easily violated in practice. Thus it is necessary to include fault-tolerance in

designing systems.

1.2. Fault Tolerance Techniques

There are two fundamentally different approaches that can be taken to increase the
reliability of a computing system. The first approach is called fault prevention and the
second is fault tolerance. Fault prevention is almost impossible to achieve because its goal is
to reduce the probability of system failure to an acceptably low value. In the fault tolerance
approach, we incorporate redundancy in hardware systems. More specifically, fault tolerance
is not a replacement but rather a supplement to the most important reliable system design.

Fault tolerant techniques for hardware redundancy are discussed below.

Hardware redundancy is characterized by the addition of extra hardware resources, such
as duplicated processors generally for the purpose of detecting or tolerating faults. There are

three types of hardware redundancies:(i) static, (ii) dynamic, and (iii) hybrid redundancy.

Static hardware redundancy techniques use fauit masking to hide faults and prevent
errors from occurring due to faults. In this way, static designs inherently tolerate faults
without the need for configuration or explicit fault detection and recovery. The most
widely used form of static redundancy is triple modular redundancy (TMR). With TMR,
the hardware is triplicated, the output is determined by taking a vote and choosing the
majority or quorum value. The voting mechanism itself can be in the form of a hardware

device or software polling routine, and can occur at multiple points in the system.



Dynamic hardware redundancy techniques attempt to detect and remove faulty
hardware from operation. In this way, dynamic designs do not mask faults but instead use
fault detection, location and recovery techniques to reconfigure the system for further
operation. The dynamic approach is usually used in systems capable of tolerating
temporary erroneous results while system experiences reconfiguration. There are four types of
dynamic hardware redundancy:(i) duplication with comparison, (ii) standby sparing, (iii) pair

and a spare, and (iv) watchdog timers.

With the duplication with comparison scheme, the hardware is duplicated in order to
perform the same operations in parallel. The results of these parallel operation are
compared and if they differ, an error condition is generated, thereby providing a level of
fault detection. In the standby sparing scheme, one module operates while one or more
modules are on standby. When a faulty module is detected and located, it is immediately

replaced in operation by one of the spare modules during system reconfiguration.

The pair and a spare scheme is essentially a combination of the duplication with
comparison and standby sparing schemes. That is, two modules operate in parallel, each
of which having one or more standby spares available for replacement in the event of a
module fault. In the event of a fault, one or both of the operating modules are replaced
depending on the strategy. Finally, the watchdog timer scheme is sometimes an effective
technique for detecting faults, and consists of timers which must be accessed within a

prescribed amount of time. In this way, any hardware component not responding for an



excessive amount of time can be considered faulty. Watchdog timers can also be used to

detect software errors, such as an infinite loop which would prevent prompt timer access.

Hybrid Redundancy combines the static and the dynamic redundancy approaches. More
specifically it consists of a TMR system with a set of spare modules. When one of the TMR
modules fails, it is replaced by a spare and the operation continues. It has a voter and a
disagreement detector which detects if the output of any of the three active modules is different
from the voter output and that particular module is replaced by a spare or a switching
system. The voter output will be correct as long as at least two modules have correct outputs. If

all the spares are used up the system becomes a standard TMR system.

The hybrid system cannot tolerate more than two failed modules at one time. For
example, if there are two failed modules in the hybrid system voter will switch out the fault free
module and switch a spare in. Since the majority of modules are malfunctioning, the system will
reject all good spares until all of them are used up and the system will crash. A comprehensive

list of references on fault-tolerance are given in Refs. [50].

1.3 Review of Publications on Fault Tolerance

Today fault tolerance is a widely used approach in technical redundant systems. This
includes the world of communications, software, hardware, nuclear, aerospace and medical
equipment. Over the last three decades, there have been a large number of publications on fault
tolerance as shown in Figure 1. These publications are classified into four categories as shown in

Table 1.1. Each of this category has been reviewed below.
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Hardware Modeling of Fault Tolerance

Hardware modeling of fault tolerance includes publications on modeling techniques
developed by various authors that describe failures such as transient, permanent and correlated
faults using the Markovian technique. This technique is used to analyze system reliability,
system availability, and mean time of failures of various systems. A publication of a semi-
Markov model has also been presented but this technique has not been explored due requirement

of enormous data. Lastly, a few papers involving data collection have also been discussed.



Hardware Fault Tolerance
This category contains a few publications which describe fault tolerant schemes like,
automated fault tolerance design, checkpointing, adjudication, and triple modular redundancy.

Expressions for expected completion time of triple modular redundant systems have been

derived.

Software Modeling of Fault Tolerance
Software modeling of fault tolerance includes publications associated with the

Markovian modeling techniques for building highly reliable software with multiple identical

versions. Optimization of these versions have been discussed.

Software Fault Tolerance

This category contains a number of publications on software fault tolerant techniques,
like N-version programing, recovery block, and N self-checking programming. These techniques
have been used to derive a voting strategy which compare identical sub-systems in an effort to

improve system reliability.



Table 1.1 Classification of Literature

Category References
Hardware | 29,19,110,206,213,166,199,120,31,207,78,119,176,104,51,64,15,151,149,16,
Modeling | 105,165,142,i62,159,35,102,111,112,33,28,208,49,50,84,104,83,4,205,88,198,
of Fault 228,89,186,138,22,188,141,97,32,60,62,124,52,182, 204,239,109,103,59,53_85,
Tolerance | 229,91,90,212,211,39,23,155,61,58,100,55,54,56,87,132,14,170,226,190,5 68,
184,169
Hardware | 167,2,148,106,13,73,210,108,230,30,12,127,191,192,232,168,178,181,135,75,
Fault 79,158,157,180,76,18
Tolerance
Software 24,52,200,201,202,66,140,139,240,177,113,177,113,145,11,21,57,183,115,241,
Modeling | 137,215216,36,37
of Fault
Tolerance
214,77,7,8,9,17,3,38,224,92,144,160,161,203,187,133,134,65,114,189,218,20,
Software 193,86,172,173,6,94,95,118,174,136,153,180,154,1,45,46,47.96,134,194 48 34,
Fault 42,121,164,195,220,221,27,26,41,44.99,101,143,179, 225,217,219,231.222,
Tolerance | 171,235,233,234,227,223,40,63,67,82,80,116,117,209,238,236,237,72,98,107,
126,156,196,197,125,81,117,122,123,152

1.3.1 Hardware Modeling Techniques for Fauilt Tolerance

Breuer, A. M,, Ball, M. [29], in one of the earliest publications on fault tolerance in 1973
presented fundamental resuits relating to the problem of characterization and detection of
intermittent faults in digital circuits. The results showed that no single test sequence could

detect all possible intermittent faults.

Four years later, in 1977, Zvi, K., Koren, I. [120], improved this method for locating

intermittent faults in combinational networks by a minimal diagnosis experiment. This method



yields a minimal diagnosis and in addition the maximum possible diagnostic resolution.

In the year 1981, Pedar, A_, Sharma, V. V.S.[176], used an approach based on multi-
objective phased-mission analysis to evaluate the effectiveness of a distributed avionics
architecture. It also viewed the computing system as 2 multi state s-coherent structure and
various levels of performance were evaluated.. In the same year, Malaiya, K. Y. [151],
extended the above approach by introducing two measures using linear correlation to describe
the s-dependence of intermittent failures. One measure related the linear correlation for the
entire period during which faults were active in different modules. The other measure related to

the closeness in the time of the instance faults became active in different modules.

Five years later, in 1986, two publications appeared on intermittent failures in computer
systems. lyer, R. K. et. al. [102], proposed a methodology for recognizing the symptoms of
persistent problems in large systems. The author used the system error rate to identify the error
states among which relationships existed and quantified the resulits. In the same year, Sumita. et.
al. [208], conducted a study which analyzed the performance of software subsystems under the

influence of hardware failures. Expressions of various time dependent performance measures

were derived.

In 1987, Goyal, A. et. al.[83], described the stochastic technique as an increasingly
important factor in effectively minimizing intermittent and permanent failures in commercial
computer systems. [n the same year, Bengt, O.[22}, described a Markov approach to include
temporary faults in the reliability model of a repairable dual redundant system. It gives

8



considerably higher mean time between system failure than the traditional permanent fault

model.

Butler, G. R., White, A .L.[32], in 1988, described a program called SURE
(Semi-Markov Unreliability Range Evaluator). The SURE reliability analysis method utilizes
a fast bounding theorem based o:1 means and variances and a fast bounding theorem based on
means and percentiles. This method requires enormous failure and repair data for calculating the

reliability of repairable systems particularly ones with intermittent failure.

[n 1989, Dugan, B.J., Trivedi, K. S. [60], extended the Markov approach[22] by
introducing fault coverage in a fault tolerant system. Fault coverage refers to the ability of a

system to automatically recover from the occurrence of a fault during normal system operation.

A total of five publications appeared a year later on data measurement and data
collection in addition to the modeling techniques. For example, Jurgen, D. [109], in the first,
presented a modeling approach to investigate the interdependencies between memory faults and
system performance. The results demonstrated that the performance decrease caused by memory
errors depended on system workload and operating system characteristics. Dungan, B.J.[59], in
the second, summarized the presentations of the work being done in the field of measurement
and modeling of computer systems. In the third, Gray, J. [85], summarized a census of customer
outages reported by Tandem. The census showed a clear improvement in the reliability of
hardware and maintenance. It indicated that software was the main source of outages (62%)
followed by systems operation (15%). In the fourth, Chillarege, R., Siewiorek, D. P [39],

9



emphasized the need for reliability modeling and data collection in validating design,
development and manufacture of a product. Lastly, McAllister, F.D., Wakerly, F. J. [154],
presented a voting measurement and data collection strategy in a fault tolerant software system

where an attempt was made to differentiate between correctness and agreement.

In 1992, Laprie, C. J., Kanoun, K.[132], developed a new model for calculating
system’s reliability and availability with included the various classes of faults like intermittent,
temporary, and permanent faults. It also showed that classical reliability theory can be

generalized in order to cover both hardware and software viewpoints.

A year later, Nitin, H .V, Dhiraj, K. P. [170], extended the above modeling technique to a
modular redundant system consisting of multiple identical modules and an arbiter are
considered. Strategies were formulated that achieved a maximal combination of safety and
reliability. In the same year, Walter,A.B., Jai, M.[226], improved the above approach
by introducing two data organization schemes based on maximum distance separable error
correcting codes. The multiple check disk approach to improve reliability was found to be an

excellent option.

Lastly, Shakil, A. [190], in 1996, developed recursive expressions for mean time to
failure and mean time in between failures for repairable systems, considering perfect and
imperfect fault-coverage. The study showed that mean time to failure and mean time between

failures increases with higher coverage.

10



1.3.2 Hardware Fault Tolerance

Tamir, Y., Gagni, E. [210], in 1987, presented a new hardware fault tolerance
scheme for large multi-computers. The author’s scheme was based on simultaneous execution of
identical copies of the application on two subnetworks of the system. The scheme provided a
high probability of detecting errors caused by hardware faults without requiring the hardware to

be self checked.

Sheth, A. [192], two years later, extended the above hardware fault tolerance scheme
to a large database with a simple model and showed the effects of fault-tolerance techniques

and system design on increased the system availability.

In 1990, two new hardware techniques appeared. Laura, L. [135], presented a
technique called the automated fault tolerance design, simulation, and analysis tool which
enabled users to evaluate reliability and fault tolerant characteristics of complex and adaptive
multiprocessing systems using graphic and text user interfaces. In the same year, Giandomenico,
D. F. Strigini, L. [75], gave a rigorous definition of the adjudication problem, summarized the
existing literature on the topic, investigated the use of probabilistic knowledge about errors
and faults in the sub-components of a fault tolerant component to obtain good adjudication
functions. The concept of an optimal adjudicator(a concept more general than the voter) has

been introduced and discussed in this publication.

In 1991, Meyer, J. F., Schlichting, R.D. [158], classified the four methods of hardware

fault tolerance:

11



Restarts

Triple Modular redundancy

Checkpointing, centralized and distributed

* Resilient
for each of the above fault tolerance methods, an expression for the expected completion time,
as a function of the number of processors in the system, and numerical results were provided

Software Modeling Techniques for Fault Tolerance

Don, O K., Kua, H. K. [52], in the year 1988, used exponential and weibull distributions
for calculating the reliability of an electronic network configuration. This paper presented the
results of a proposed reliability model of the [EEE 14 bus network configuration. In the same
year, Siegrist, K.[200,201], improved on the above technique by explaining that the system
reliability can be measured in terms of module reliability and transition probabilities by

transferring control from one module to the other according to a Markov process.

The following year three new software modeling techniques appeared. Fevzi, B.,
Piotr, J., [66], reviewed available techniques for achieving fault tolerant programs and showed
how to derive the failure probabilities of basic faults for achieving a fault tolerant program.
Levendel, Y. [140,139], emphasized that system reliability is inversely related to the amount of
unpaired defects in the system. The author proposed a methodology called partitioning to
lower defects in system development. Zeil, J. S., [240], presented an approach called the

perturbation approach to software testing which focuses on faults within arithmetic expressions
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appearing throughout the program. This technique opened up an interesting view about testing

in which faults in the system that would have escaped detection could be detected.

In 1991 Eckhardt, E.D., Alper, K.C. [11], showed how multiple versions of independently
developed software can be used for achieving higher reliability. The experimental results were
based on 20 versions of an acrospace application developed and independently validated by 60
programmers from four universities. Belli, F. P.[21], extended the approach of reliability
optimization to software redundancy. Optimization models have been formulated covering the

modified recovery block scheme and multi version programming approaches.

Two years later, Robert, G., Kishor, T.[183], developed an analytical model for
predicting the performance and reliability of mirrored disk subsystems and suggested a

mechanism for optimal selection.

In 1995 two publications examined the impact of software faults. Lee, [ . Iyer, R. K.
[137], described with a new Markov mode! the impact of software faults on the reliability of the
overall system and Tian, J. [215], presented a tree based approach to examine the reliability of
large software systems. These approaches have been demonstrated to be applicable and

effective in testing of large software systems.

Lastly, Chen, S .M., Mills, S. [36], in 1996, presented a new binary Markov process
model for random testing of software systems. In general it demonstrated that the effect of

possible correlation between test runs cannot be ignored in estimating software reliability.
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Software Fault Tolerance

Avizienius, A. [17], in 1985, presented an N-version approach to the tolerance of
design faults. Principal requirements for the implementation of N-version software are
summarized and goals of current research are presented and some potential benefits of the

N-version approach have been identified.

Three publications appeared on software fault tolerant techniques in 1987.
Lapne, J. C. et.al.[133], applied the N-version approach via the Markov technique on the
three methods for tolerating software faults. These are the recovery block technique, the
N-version programming, and the N self-checking programming technique. In the same year,
Scott, R. K. et. al. [189], examined in detail the three methods of creating fault tolerant software
systems, Recovery Block, N-Version Programming, and Consensus Recovery Block and a
simple cost model that showed the relative costs of increasing software reliability using the three
fault-tolerant methods were presented. Lastly, Tyrrell, A.M.[218], extended the N-version to a
new software fault tolerance mechanism termed conversation which is used for error detection

and fault recovery in distributed systems.

In 1989, two more papers appeared on software fault tolerant techniques. Kim, K.
H.,Welch, H.O. [118], extended the concept of distributed execution of recovery blocks towards
an approach for uniform treatment of hardware and software faults. The results of this study
indicated the feasibility of achieving tolerance of hardware and software faults in a broad range
of real time computer system by use of the above scheme. Lee, P. N., Tamboli, A.[136],
presented a new concept by introducing concurrent correspondent modules as a strategy to

14



implement software fault tolerance. It was based on the concurrent execution of the primary and

its redundant correspondent versions.

In 1990, McAllister, F. D. et. al. [154], examined an independent N-version
programming reliability model which distinguished between correctness and agreement.
Authors proposed a voting strategy, viz, consensus voting, to treat cases when there was an
agreement among incorrect outputs. The consensus voting strategy adapts the voting various
version reliability and output-space cardinality characteristics. The results indicate that as more
and more versions are added the overall reliability decreases. It shows In the same year,
Sullivan, G. F. et. al.[194], improved upon the above methodology by presenting two programs
for certification, the first program left a data trail called a certification trail, the second program
solved the program again but this program had access to the trail of the first program. Then

finally the two results where compared and the correct results were accepted.

[n 1991, Shimeall, T., Leveson, N. G.,[193], described a large scale experiment

comparing software fault tolerance and software fault elimination to improve software

reliability.

In 1994, Noushin, A. et. al. {171}, extended the N-version approach by presenting
a framework illustrating the trade-off between the cost of using N—version programming and the
improved reliability for a software system. The two models dealt with: a single task, and
multiple software. These software systems consisted of several modules where each module
performed a subtask and, by sequential execution of modules, a major task was performed.

15



Optimization models were used to select the optimal set of versions for each module such that

system reliability was maximized.

Goseva, P.[82], a year later, presented a detailed, but efficiently solvable model of the
N-version programming for evaluating the reliability and perform ability over a mission period.
The hierarchical decomposition method was employed to reduce the model complexity and

provide a modeling framework for evaluating the N-Version Programming failure.

Geoghegan. S. J., Avresky, D.[72], in 1996, proposed a formal approach for adding
fault detection to software. An assertion based formalism was used to represent specifications
and verify completeness and consistency. This technique embeds two types of software checks

which can also detect hardware faults.

Lastly, in 1998, Marcelo, L., Bernard, C. [152], described a faulit tolerant system
that is based on two replicas of a self checking module and on an error-masking interface. The
main contribution of this work relied on a fail safe design of the error masking interface, and on

the analysis of the competitiveness of this fault tolerant scheme with respect to its reliability.

The main findings of the literature review on technical redundant systems were:

. Hardware fault tolerance techniques could be used to analyze system reliability, and
system availability of redundant systems. Furthermore, mean time to failure of
triple modular redundant systems have also been derived.

. Markovian techniques have been used successfully for building highly reliable
redundant software systems.

16



. Repairable and non-repairable technical redundant systems are good methods to analyze

failure probabilities via Markovian modeling.

1.4 Objectives

Triple Modular Redundancy (TMR) is one of the fault tolerant techniques. The main
objective of this study was to analyze the effects of Triple Modular Redundant systems with N
redundant voters in series on system reliability, availability, and system mean time to failure.
To meet this objective repairable and nonrepairable TMR systems with N redundant voters in
series are considered. Detailed reliability analysis using the Markov state space technique

were performed on these systems.

The following is the main differerice between the models considered in this study and
those proposed by previous researchers:

 The models proposed by previous researchers consider the occurrence of fauit
tolerance in a TMR network with a voter. The models which are analyzed in this study consider
the occurrence of failure irrespective of the number of redundant voters.

Under the above mentioned condition, generalized expressions for system reliability,
system availability, mean time to failure, and the probability equations in the s domain
of TMR systems with N voters were to be developed. In addition, with increase of redundant
voters improvements in reliability, mean time to failure, and steady state availability of these

systems were proposed to be studied.
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1.5 Organization of Study
This study is presented in six chapters.

Chapter 1 gives a brief introduction of fault-tolerance and presents the literature review.

Chapter 2 is concerned with the reliability analysis of non-repairable TMR systems with
N voters in series. In addition to the generalized expressions for system reliability and mean time
to failure, improvements in system reliability and mean time to failure are studied as the

number of voters are increased from zero to three.

Chapter 3 is concerned with the reliability analysis of repairable TMR systems with
N voters in series. In addition to the generalized expressions for probabilities in the s domain,
improvements in system reliability and mean time to failure are studied as the number of

voters are increased from zero to three.

Chapter 4 is concerned with the availability analysis of fully failed TMR systems with
N voters in series. [n addition to generalized expressions for system availability for N voters,

improvements in availability are shown as the number of voters are increased from one to four.

Chapter S is concerned with the availability analysis of a partially failed TMR systems
having N redundant voters in series with intermittent states in repair. Improvements in system

availability are shown as the number of voters are increased from one to three.

Chapter 6 discusses the conclusions and recommendations for future studies.
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Chapter 2
TMR System with N Voters

This system represents a TMR network with N redundant voters in series as shown in
Fig.2.1. A TMR system is one in which at least two out of three units have to be working for
system success. This means that if any one of the units of a TMR network fails the voter
detects the failure and that unit is phased out. More specifically, a voter checks the output of the
two working units and decides if the value is good, if not one of the units is phased out and the
third unit is commissioned. The system will operate as long as two units and one voter is

working. This is static type of redundancy which could be widely used in the various industries.

This chapter presents a total of four models representing TMR systems with increasing
number of voters from zero to three. The reliability analysis of TMR systems with redundant
voters in series are presented. Similarly, generalized expressions for reliability and mean time to

failure for the above system with N voters are developed.

; 1

TMR Subsystem Voter System
with N Voters
Fig. 2.1 A TMR Subsystem with N Voters
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Assumptions
The following assumptions are associated with all the models studied in this chapter:
» Failure rates are exponential.
» Failures are statistically independent.
* All TMR subsystem units are identical.
* All Voter units are identical
* At least two units and one voter must operate for the system success.
Notations
The following symbols are associated with all the TMR system models in the chapter:
A is the single unit failure rate.
A, is the unit voter failure rate.
t is time.
R(t) is the reliability of the system in [0,t].
s is the Laplace transform variable.
MTTF is the system mean time to failure.
n is the number of states.
P(t) is the probability that the system is in state i at time t, for i=0,1,2,......n+1.

N is the number of voters.

2.1 Model I

For N=0, this section presents the reliability analysis of a Triple Modular
Redundant System shown in Fig.2.1. by using the Markov state technique. The system state
space diagram is shown in Fig.2.1.1 At time t=0 all the three units start working normally.
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The numeral in each box in Fig.2.1.1 denotes the state number. At least two units must function

normally to ensure the system success.

_——'

| 3 anits 3), _|2umits 23 System failed.
| working ———Dll 3 r———DZM&iled |
___0, l______l L___—!

Fig.2.1.1. State space diagram of a TMR subsystem.

The following equations are associated with Figure. 2.1.1.

Po® , 3p (1)=0 @.1
dt ° '
c;() 2LP,(t) = P,(t)3% (2.2

dP,(t)
2= 2P 2.3)

At =0, P(0)=1 and P (0)=P,(0)=0.

By using the Crammer’s rule and Equations (2.1)-(2.3), probabilities in the s domain are:

1
B =67 24)
3A
P = Grane+ 20 23)
6A*
P = G 2n) (26)
Using Equations (2.4)-(2.6), we get the following state probabilities:
P,(t) = exp(C,t) (2.7
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34 exp(C,t) . 31 exp(C,t) 2.8)
Cl(cl'cz) Cz(Cz“Ct) @

Pl(t)=

(% % C,t) 6A? C,t
. exp(C,t) N exp(C.,t) 2.9)
CICZ Cl(Cl - Cz) Cz(cz - Cl)

Pz =

Where k,=3A, and k,=2A.
The roots of the Equation s*+s(k,+k, )+(kk,) are C,=-3A, and C,=-2A.

The reliability of the system is

R(t) = P,(t) + P,(t) (2.10)
The system mean time to failure is given by
®
MTTF = | R(t) dt
0
= Ez_ﬂ (2.1 1)

k,k,
The plots of state probabilities and system reliability are shown in Figures. 2.1.2 and 2.1.3 for

the specified model parameters.
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Fig.2.1.3 Relaibility plots of a TMR subsystem.
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2.2 Model 11

In this case the system is composed of a TMR subsystem with one voter. More
specifically, for N=1, in Fig.2.1, this section presents the reliability analysis of a TMR-Voter
system by using the Markov state technique. The system state space diagram is shown in
Fig.2.2.1. At time t=0 all the three units and a voter start working normally. The numeral in each

box denotes the state. At least two units and one voter must function normally to ensure the

system success.

iSmin.lm 3 anuandl Y i failed, |
i | :
A A

Fig.2.2.1. State space diagram of a TMR subsystem with
one Voter.

The following equations are associated with Figure. 2.2.1.

dPst(t) +BrL+A,)P,()=0 (2.12)
%?L (24 +1,)P,(t) = P, ()% 2.13)
dP, (1) _
1= = Ro2r (2.14)
%t(i)= A (P, (1) + P (1) (2.15)
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At t=0, P, (0)=1, and P,(0)=P,(0)=P;(0)=0.

By the Crammer’s rule and Equations (2.12)-(2.15), the probabilities in the s domain are:
(s+k,)

Po(s) = s+ C3)s+C,) (2.16)
3A
P = Grcosr ) .17
612
B0 =GrCoer ) (2.18)
s\..+B
P.(s) = . 2.19
() s(s+C,)s+C,) 2.19)
Equations (2.16)2.19) yield the following state probability results:
(C; +k,)exp(C;t) (C, +k,)exp(C,1)
P ()= + 2.20
5 (1) C.-C,) C.-C.) (2.20)
3rexp(C;t) 3rexp(C,t)
P (t) = + 221
(V) C.-C,) T (C.-Cy 221
6L  6A%exp(C;t) 6)’exp(C,t)
P,(t) = + 222
:0=¢Cc.*C.C,-c.)'C.C,-C) (222)
B (C,A,+B)exp(Cst) (C,A, + B)exp(C,1t) )
P,(t) = 22
W=t T 66 -c) T G -Cy @29
where
k;=3A+A,, k,=2A+A,, and B=3AA + kA,
The roots of the Equation (s*+s(k,+k,)+k;k,) are C;=<(3A+A4,), and C,= -(2A+A,).
The reliability of the system is
R(t) = P,(t) + P,(t) (2.24)
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The system mean time to failure is given by

a
MTTF = | R(t) dt

_ kgt 3R (2.25)
kK, '

The plots of state probabilities, system reliability and mean time to failure are shown in Figures.

2.2.2,2.2.3 and 2.2 4 for the specified model parameters, respectively.

1.0 P2 ( t)

e e e —— e —
—
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02 i
i P,(t)
| =TT Tt Tt
0.0 i’/ == } ‘
0 500 Timet 1000 1500
Fig.2.2.2 State probabilities of a TMR subsystem with
one Voter.
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Fig.2.2.4 Mean time to failure of a TMR subsystem with
one Voter.
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2.3 Model 111

This model represents a TMR subsystem with two parallel voters in series. Thus for N=2,
in Fig.2.1, this section presents the reliability analysis of this model using the Markov state
space technique. The system space diagram is shown in Fig.2.3.1 At time t=0 all the three units
and two voters start working normally. The numeral in each box denotes the state. At least two

units and one voter must function normally to ensure the system success.

2A, ii |

3 1 z System fails
. mwclkmg nmlﬁisl‘

Fig.2.3.1.State spaccdlagram ofaTMRsubsystcmwnthtwo Voters
in narallel.

The following equations are associated with Figure. 2.3.1.

dP, ()
2.26
> 2.26)
dP,(t
%+ @A + 21 ,)P,(t) = P, ()3} @227
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dP, (1)

T + (2L + 4 ,)P,(t) = P, ()24 , + P, (t)3A

dP; (t)
dt

dp, (t)
dt

dp; ()
dt

= 2L(P, (1) + P, (1))

+(3A + A ,)P,(t) = P,(t)24,

= A, (P, (1) + P, (1))

At t=0, P,(0)=1, and P,(0y=P,(0y=P;(0)=P,(0)=P,(0)=0.

(2.28)

(2.29)

(2.30)

(2.31)

Using Equations (2.28)-(2.31) and the Crammer’s rule, we get the following state probabilities

in s domain:
P,(s) = ——"
o) =S¥+ 2n,
P = ——P
1(8) s+ 2A + 2A. o(5)
31 2,
P.(s) = S+2A + A, Pa(o)+ s+ 2A + A, Bi(s)

2A 2A
Py(s) = = Py(9) + P (9)

Py(s) = — o P (s)

s+3F +4,

A, A,
P,(s) = sz (s)+ —S—P4(s)
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(2.32)

(2.33)

(2.34)

(2.35)

(2.36)

(2.37)



Equations (2.32)~(2.37) yield the following state probabilities:

b (ty= Cot KeXCs + ks XC; + ky)exp(Cyt) |
° (Cs - Cs)(cs -G, )(Cs - Cs)

(Cs + ke XCq + ks XC + kg )exp(Cyt) +
(Cs - Cs)(cs - C7 XCs - Cs)

(C1 + keXCy + ky XCs + ky)exp(Cyt)

<, - C5XC7 - Cs XC, - Cs) '

(C, + kK NCy + ky XC; + kg )eXp(Cyt)

(Ca - Cs)(cs - Cs)(cs -C;)

3A(C,* + C,B, + B,)exp(C;t) .
(Cs - Ce)Cs - CoXUCs - Cy)
30 (C4? + C4B, + B,)exp(C,t)
(Cs - Cs)(cs - C7)(C6 - Cs)
30 (C,* + C,B, + B,)exp(C,t) X
(C7 - Cs)(C7 - Cs)(C7 - Cs)
30 (C42 + C4B, + B, )exp(Cqt)
(Cs - Cs)(Cs - Cs)(cs -C))

P[ ®=

(1201 ,C; + B;)exp(C,t) .
(Cs - Cs)(cs - C7)(Cs - C7)
(12A4,C, + B)exp(Ct)
(Cs - Cs )(Cs - C7)(C5 - Cs)
(1204 ,C, + B, )exp(C,t) +
(C7 - Cs)(C7 - Cs)(c-r - Cs)
(12A1 ,C, + B;)exp(C,t)
(Cs - Cs)(cs -Cs )(Cs -C5)

Pz (t) =

(2.40)



B 6A*B, . 61°(C;” + C;B, + Bylexp(Cst) |
C5C6C7C8 Cs(Cs - Cs)(Cs - C7)(Cs -Cs)
61> (C, + C,B, + B,)exp(C,t)

Cs(Cs - Cs)(C(, - C7)(C6 - Cs)

6A%(C,* + C,B, + B, )exp(C,t)

C7(C7 - Cs)(C7 - Cs)(c7 - Cs)
6A*(C4* + C4B, + B, )exp(C,t)
Cs(Cs - Cs)(cs - Cs)(Cs - C7)

24, (Cs* + C;B, + B;)exp(C;t)
(Cs - CeXNC; - Co (G5 - Cy)

24 ,(C.2 + C,B, + B, )exp(C,t)
(Ce- CNCe-CoXCe-Cy)

21, (C,* + C,B4 + B, )exp(C,t)
(C-y - CS)(C7 - Cs)(C7 - Cs)

2) ,(C4* + C4B, + B, )exp(Cqt)
(Cs - Cs)(Cs - Cs)(cs -C;)

P4 ®=

20 ,*By 6L *(C,* + C,B, + B,)exp(C,t) .

B0 = C.C.C.C, T C(C, - CNC. - C.XC, - Cy)
21 ,*(Cs” + C¢B; + B, )exp(Cit) .
Cs(Ce - Cs)(cs - C7 )(Cs - Cs)
2% ,2(C,* + C,B, + B, )exp(C,t) .
C,(C, -C,)(C, - C XC, - Cy)
2A 7 (Cq* + C¢Bg + By)exp(C,t)
Cs (Cs - Cs)(Cs - Cs)(Cs - C7)

(2.41)

(2.43)

The roots of the Equation (s'+s’A+s?A +sA,+A,) are Cs= «(3A+24,) Ce=-(2A+21,),C,;=-(2A+A4,),



and C;=-(3A+A4,). The constants A to A;, and B, to B, are defined in the appendices A and B.

The reliability of the system is

R(t) = P,(t) + P,(t) + P,(t) + P, (1) (2.44)
The system mean time to failure is given by
MTTF = | R(t) dt
’ (2.45)
_ kgk,k, +3hk,k, +6AL , (ky + ko) +22 Kk,

kskok,k,

The symbol k;, kg, k;, and k; are defined in the appendix C.

The plots of state probability, system reliability and mean time to failure are shown in

Figures.2.3.2,2.3.3 and 2.3.4 for the specified values of the model parameters, respectively.
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2.4 Model IV

This model represents a TMR subsystem with three redundant voters in series. Thus for
N=3, in Fig.2.1, this section presents the reliability analysis of a TMR system with three voters.
by using the Markov state space technique. The system transition diagram is shown in Fig.2.4.1.
The numeral in each box denotes the state. At time t=0 all the three units and three voters start

working normally. At least two units and one voter must function normally to ensure the system

success.
 Sysem failed, |
P )me ! 21
227 !
'3 wita, 3 ) | 2 units, 3 - ‘ |2 ouits, | voted
:mwwhng‘ :mwo:hngl T‘\3\l,, 21; 2 ' 3
\\\‘izm.z 2
elelh? ! ’ .
3A, - , 3A A
\ oo |
Swits,2 | 2 i1 A . System
—’m 5 w‘:’mv;otkna 3 m?@
Fig.2.4.1. State space diagram of a TMR subsystem with three redundant
Voters.
The following equations are associated with Figure. 2.4.1.
dP,(t
;t( ) +CGr+3A )P =0 (2.46)
dP,(t) .
T +(2h + 34 ,)P,(t) = P (t)30 (2.47)
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dp, (t)

3+ (2L +20,)P (1) = 3AB () + 31, (D) (2.48)
ﬂ%tl\; (2h + 1, )P;(t) = 24 P, () + 3AP;(t) (2.49)
dp(;t(t) = 20(P,(t) + P,(t) + P;(1)) (2.50)
%—t(-tL (3h + 21, )P,(t) = 34 P, (1) (2.51)
%“—h (3A + L )P, (t) = 24 P,(t) (2.52)
ch,h(t) = A (Ps(t) + Py(1)) (2.53)

Att=0, P, (0)=1, and P(0)=P,(0)=P;(0)=P,(0)=P(0)=P4(0)=P,(0)=0.

By solving Equations (2.46)-(2.53), we get the following state probabilities in s domain:

1
P (s) = GTED (2.54)
3A
Pi(s) = s+ k,)s+k,) (2.33)
_ 18 3 (s+ k,)
P = Tk s K5+ k)5 + k) + 602 (s+ K.) 7 120TA )] (2.56)
W XC) s
5(8) = 5+ k) (2.57)
27
P,(s) = —s—[PI (s) + P,(s) + Py(s)} (2.58)
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3A

Ps(s) = s+ k,)s+k,) (2.59)
P (s) = 61 ,
s(s) = (s+ k) s+ kg)s+k,) (2.60)
Ay
P,(s) = —s"[Ps (s) + Pg(s)] (2.61)

Using Equations (2.54)<(2.61), we get the following state probabilities:

(Co + k3 XCy + ki XCy® + Co*Byg + CyB,; + Byy)exp(Cot)
C, ‘Cloxc9'cxl)(c9‘clz)(c9 -CIJ)(C‘) -Cy) l
(Cio + kisXCyo + kyo XCyo’ + Cio’Big + CioBuy + Byy )exp(Cyot) .

(Cyo ~CoXCyo - CiuXCyp - Ci XCho - Cis XCy - Cu)
(Cyy + ks XCyy + koXCy® + Ci°Byg + Ciy By, + By )exp(Cyyt) .
(Cu -G )(Cn - CIO )(Cu - Clz)(Cn -Cys XCy - Cu) ‘
(Cia + kisXCia + ko XCy.' + Cpa’Byg + CiuByy + By )exp(Cyot) .
(Cp ‘Co)(ctz‘clo)(clz 'Cu)(cxz - CisXCiz -Cu) ‘
(Cy3 + ks XCy3 + Ko XCys® + Cis° By + Cy3By; + Byy)exp(Cyst) .
(Cis-GC XCi; - Cyo XCis - Cu)(cu -CXCy5 - Cu)
(Ci + ks XCy5 + kyo XC.* + C’Byp + CuuBy, + By )exp(Cyut)
(CN -Gy XCy, - Cho XCis - C”)(C“ -Cp XCy - Cus) (2.62)

Po(t) =




. 3L(C,* + C,’B,, + C,*B,, + C4B, + B, )exp(C,t) .
l (C, - CIO)(C9 - CuXC9 - Clz)(c9 = Ci3 )G - C)

3A(Cyp* + Cys’B,, + C}y’By, + C;oB, + B,y )exp(Cot) |
(Clo - Cq)(czo - Cll)(Clo - CIZ)(CIO - Cu)(cno - Cu) .
3x(C,,' +C,/’B, + C.’By + CyB,s + Big)exp(C,,t) +

(Cu - C9 )(Cu - Cxo)(cu - Clz)(cu - Cls)(cu - Cu)
M (C,' +C,°B;; + Cu'°By, + Cy;B,s + Big)exp(C),t) .

(Ci2 = CoXCy; = CioXCy; - C XCy, - C;3XCy, - Cyy)
30(C,;* + C133813 +C;’B,, +C,,B,, + B,s)exp(C,;t) .
(Cl3 - C9)(C13 = Clo)(C13 - Cn)(cls - Clz)(ClJ -Cu) .

3 (C,"'+C,’B,, + C,,’By, + C,,B,s + B, )exp(C,,t)

(CN - C9 )(Cu - Clo)(cu - Cn )(Cu - Clzxcu - st)

B.(t) = (1824,C,’° + Cy°B; + CyByy + B, ) exp(Cyt) .
) (C, ‘Clo)(csa "Cu)(c9 ‘sz)(c-) —CIJ)(C‘) 'CN)
(1814 ,C o> + Cg®Byy + CyoByg + Bio)exp(Cppt)
(CIO - C9 XCy - Cn )(Czo - Clz)(clo - CIJ )(Cxo - Cu) T
(181.C,’° +C,\°B, + CuBis + By )exp(C 1) .
(Cn - Cg)(cn - Clo )(Cn - Clz )(Cn - Cl3 ch - CN)
(18.1,C,° + C;;°By; + C;uByy + By)exp(Cp.t)
(C-GC, XCy; - Clo)(clz - Cu)(clz - CIJ XCy; - Cu) T
(181,C,* + C;;’B), + C 3By, + B,y ) exp(C5t) .
(Cys - Co)(cxs = ClCy5 - Cuxcu - Clzxcxs -Cu)
(184,C,° +C\i’Byy + C By + B,y )exp(C,t)
(Cy - C9)(Cu - CIO)(CH - Cn)(Cu - Cx: XCy, - Cis)

(2.64)



P.(t) = (54A1 ,C,* + CyBy, + B, )exp(C,t) N
(Cs - Cto XC, - Cu)(C9 - Clz XC, - C13 XC, - Cu)
(5411,C,* + C,By, + By, )exp(C, 1) 3
(Cpo - C, XCy, - CIIXCIO - Clz)(clo - CuXCm -Cy) ‘
(54AL.C,° + C..Bx + By)exp(Cy1)
€, - C, )(Cu - CIOXCH = Clz)(cu -Cy XCy, - Cu) v
(54AL ,C .0 + C..By + B, )exp(C,t) '
(Clz - C9)(C12 -Cyp XCy: - Cn)(Cu - Cu)(clz -Cu) ”
(54A1,C )" + C By + B, )exp(C,;t) .
(Cis - C9)(C13 -Cp XCy - Cn)(cu = Clz)(cn -Cu)
(54A1,C,° + C,,B,, + B,,)exp(C,,t)
(Cy - C, XCy, - Cu XC, - Cn)(Cu - Clz)(cu -Cis) (2.65)

P,(t) = 3, (Cy’ + C92_Bg:COBn *+ B XGs + ki )exp(Cyt) .
(C9 - Cm)(C,, - Cn)(C9 - Cl:)(cq - Cn )(C9 - Cu)
3, (Cl+ Cy’'By + CioBy; + By XC,p + k., )exp(Cy,t) .
(CIO - C9 )(CIO - C”)(C,o - CIZ)(CIO - Cu)(clo - Cm)
A.(C,°+ anEz_zLCnst *+ B, XCyy + ki )exp(C, ) .
(Cu - C9 )(Cn = CIO)(CH - Clz)(cn - Cu)(Cu - CM)
31,(C,,’ +C,*By, + Ci:By + By XCyy + Ky, )exp(C,t) R
(sz - C‘J)(Clz - CIO)(CIZ - Cll)(CIZ - CIS)(Clz - Cu) ‘
3, (C,’+ C,’By + CiiBy + B, XC ;s + kyy)exp(C ;1) .
(Cl3 - C9 )(Cu - Clo)(C!3 - Cn)(cxs - ClZ )(Cl3 - Cu) T
3A,.(C’+ C;fg::ﬁ* CuuBy; + By XCyy + kyy)exp(C,t) (2.66)
(Cl4 - C9)(Cm - ClO)(CN - Cn)(cu - CIZXCM - ClJ) -

38



Ps(t) =

P?(t) =

6L ,*(C,’ + C,?B,; + C,By + B,,)exp(C,t) .

(Cs - CIOXC9 - Cu)(c9 - C12XC9 -CsXG, - Cw)
6L *(C,° + C,,°B, + CoBs + B, )exp(C, t) s

(Cyo - O )(Cw - Cn)(cm - Ctz)(clo - st)(cm - Cu)

61,°*(C,.’ + C,*By + C,, B, + B, )exp(C,,t) .
(Cu - C9XC|1 - Clo)(cn - Clz)(Cll - Cls)(cn - Cu)

61,°(C,,’° + Ci;’Byg + CpByg + B, )exp(C,,t) .
(C12 - C9)(sz - Clo)(Cl‘.’ - Cn)(sz - CIS)(Clz -Cu) T

6 ,°(Cy’ + C,°By + C3B + B, )exp(C,,t) .
(C13 - C9)(C13 - Cxo)(cxs - Cn)(cns - C\z )(Cl3 - Cu) .

64 ,°(C,.° + C.’By + C,sBy + By )exp(C,,t)
(C14 - C9 )(Cu - Cxo XCu - Cn)(Cu - CIZ)(CN - Cx3) (267)

2 6i.,'(C,’ + C;*By + CyB,, + By )exp(C,t)
C9CxoCuC1:C13C14 il C9 (Cy - Cm )(C9 - Cu)(C9 - Cu)(Co - Cl3 XC, - Cu) T
64 ,°(C,* + C,yBy + CB;, + Byg)exp(C,ot) '
Cxo(cno -G XCy - CnXC.o = CIZ )(Cw = Cl3 )(Cm - Cu) i}
61,°(C,  + C,/’By + CiiBy + By )exp(C,,t) .
Cn(cu - C9)(Cn = Cxoxcn - ClZ )(Cu - CuXCu -Cy)
6 ‘.3(Clz3 +C2’By + Ci2By + By )exp(C,,t) .
Cp(Cy; - G XC;; - Cu XCi; - Cu XC,; - Cis XC;-Cy) T
61,°(C,,* + C;;°By + C;By + B;, ) exp(C,;t) .
Cis (st - C9XC13 =-Ch XCy; - Cnxcu -CXCy; - Cw) i}
61,°(Cy,° + CuzB:s + CiBy, + Byg)exp(C,,t) .
C“(C“ -G, )(Cu - Clo )(Cu - CnXCu - C12 )(Cu - Cl3) il

(2.68)



B.(1) = 61°B,, . 61.2(C,* + C,’B,, + C,*B,, + CyB,; + By, )exp(C,t) .

C9CloCuC12CuCu C9(C9 - Cw XC, - Cu)(C9 - Cll XG5 - Cy; XGC, - Cu)
617(Cyp* + C;4'By; + Cyo "By, + CyoBys + By, )exp(Cot) ‘

Cio(Cia = CoXCio - C XCyp - CiaXCy - CisXCy -Cu) i}
6.2(Cy,* + C,’Bs, + C\°By, + C,, By, + By, )exp(Cyyt) .

Cn(cn - C9XC1| - CIOXCII - Clzxcu - CIJXCII - Cu) .
61.°(C,;* + Ciy’B,, + Ci2’By; + CyBy; + By, )exp(Cist) .

Cia(Ciy = CoXCiy = Cio XCyp - Cu NGy - CuXC; -C) i
6i°(C,y* + Cy’By, + Cy’By; + C;3By; + By )exp(Cit)

Cia(Ci3 - CoXCy3 = CoXCy3 - C XCy3 - Co XCy3 - Cuy) i
6i.°(C,' + C,)’By; + C\i°Byy + C By + By, ) exp(Cut)

Cu(cu - C9 )(Cu - Cxo XCIJ - Cnxcu - Cl: XCi, - st) (2'69)

The roots of the Equation (s°+s’A,+5* A +S° A +5° A, +5Ag+A,) are C,=«(3A+34,),C ,=-(24+34,),
C.=-(2A+24,), C;;=«(2A+A,), C;;=-(3A+21,), and C,;=-(3A+A,). The roots of the above equation
are obtained by solving the above equation. The constants A, to A,, and B, to B,, are defined in
the appendices A and appendix B, respectively.

The system reliability of the system is

R(t) = P_(t) + P,(t) + P,(t) + P;(t) + P;(t) + P, (1) (2.70)

The system mean time to failure is given by

MTW:FMﬂ&
0

(kokykpkypkyy +30k Kok gk IR kpk (kg Tkyo) +
- 183k 2 (kykyy + kykyo + kyukyg) + 60k pky ko)
kok ok k gk gk,

.71

The symbols k, ko, k;; ki, k;; and k,, are defined in the appendix C.
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The plots of state probabilities, system reliability and mean time to failures are shown in Figures.

2.4.2,2.4.3 and 2.4.4 for the specified values of the model parameters, respectively.
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Fig.2.4.2 State probebili of a TMR subsystem
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41



Reliability

Ve - \
LS ‘
08 - \-\ Q’ ’ A =0.0005,A=0.005
I
06 = \ ,/
! \"‘. ,,’
5 A
044
4/
, \
02 -~ ‘ %
| :
0.0 £ :
0 500 1000

Time t
Fig.2.4.3 Reliability plots of a TMR subsystem
with three redundant Voters in series.

4000 -~
3500 ~,\

A,=0.0005

8 w
& 8
(=] o
1 I

N
[=]
[=3
(=]
_1

Mean time to failure
g8 B
o [«3
N

| SR R —

[T
Q
o

0 - ‘ . »
0.000 Q.001 0.002 A 0.003 0.004 0.005
Fig.2.4.4 Mean time to failure of a TMR subsystem

with three redundant Voters in series.

42



2.5 Generalized Formulas for Reliability and MTTF of TMR Subsystems with
N redundant voters in Series

In the previous sections mean time to failure and reliability formulas for TMR systems
with zero, one, two and three voters were developed. This section presents generalized mean

time to failure and reliability formulas fora TMR subsystem with N redundant voters in series

as shown in Fig.2.1.

In similar manner to the previous four cases, we get the following generalized

expression for system reliability:
Ry(t)=[3¢ - 2™ ][1- (1- e *")V] (2.72)
where RN(t) is the reliability of TMR subsystem with N redundant voters in series.

A is the single unit failure rate.

A, is the voter failure rate.

N is the number of voters.

The generalized formula for the system mean time to failure is as follows:
MTTF = [ R (1) dt
0
0

- [3e-21t - 2e-37..t )][l - ( 1- e(-l,t) )\]

N
MTTF, = Z(I.q)(—l)"*‘ S, 2 (2.73)
i\J ARAL+A_J) AR +4,j)

where MTTF), is the mean time to failure of TMR subsystem with N redundant voters in series.
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The Figures 2.5.1 and 2.5.2 which show plots of Equations (2.72) and (2.73) for the specified
values of the model parameters. Tables 2.1 and 2.2 present a numerical comparison for system

reliability and system mean time to failure for one, two, and three redundant voters in series.
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Fig.2.5.1 System reliability plots for voters from one
to three.
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Table 2.1 Numerical comparison of TMR subsystem reliabilities for
one, two and three redundant voters in series.

Time R(1)* RAt)* Ry(t)*
0 1.0000 1.0000 | 1.0000
200 0.9802 0.9996 | 0.9999
400 0.9608 0.9985 | 0.9999
600 0.9418 09966 | 0.9988
800 0.9231 09941 | 0.9995
1000 | 0.9048 09909 | 0.9991

* R(t) is the system reliability of a TMR subsystem with one voter in series.
R, (t) is the system reliability of a TMR system with two voters in series.

Rs(t) is the system reliability of a TMR system with three voters in series.
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Table 2,2 Numerical comparison of a TMR subsystem mean
time to failure for one, two, and three redundant voters
in series

% | MTTF,* | MTTE,* | MTTF,*
0.000 2000 3000 3667
0.001 629 757 799
0.002 359 404 413
0.003 251 274 277
0.004 193 207 208
0.005 157 166 166

* MTTF, is the mean time to failure of a TMR subsystem with one voter in series.
MTTF, is the mean time to failure of a TMR subsystem with two voters in series.

MTTF; is the mean time to failure of a TMR subsystem with three voters in series.
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Chapter 3

Repairable TMR systems with Redundant Voters in Series
In chapter 2 non-repairable TMR subsystems with voters were discussed. In this chapter the
system presents a repairable TMR subsystem with redundant voters in series. This means when

any one of the units of the TMR subsystem fails or the voters fail the failed items are repaired.

This chapter presents a total of four models representing repairable TMR systems when
the number of voters are increased from zero to three. The reliability analysis of repairable
TMR systems with redundant voters in series is presented. Similarly, expressions for mean
time to failure and generalized expressions for probabilities in the s domain are presented.
Assumptions

The following assumptions are associated with all the repairable TMR models presented
in this chapter:

* Failure and repair rates are exponential.

* Failures are statistically independent.

e All TMR subsystem units are identical.

* All Voter units are identical.

* Repaired system is as good as replaceable.

* At least two units and or voter must operate for system success.
Notations

The following symbols are associated with all the repairable TMR models:
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A is the single unit failure rate for a single unit.
A, is the voter unit failure rate.

u, is the failed unit repair rate.

U, is the failed voter repair rate.

tis time.

s is the Laplace transform variable.

R(t) is the reliability of the system.

MTTF is the mean time to failure.

n is the number of states.

Py(t) is the probability that the system is in state i at time t, for i=0,1,2,.....n+1.
N is the number of voters.

3.1 Model I

For N=0, in Fig.2.1, this section presents the reliability analysis of a repairable Triple
Modular Redundant subsystem by using the Markov state technique. The system state space
diagram is shown in Fig.3.1.1 At time =0 all the three units start working normally. At least two
units must function normally to ensure the system success. The failed unit is repaired. The

numeral in each box in Fig.3.1.1 denotes the state.

—

T3unis | 3A ) 2wmi 23] Sy
. ' = 2

ey 2,

Fig.3.1.1. State space diagram of a repairable TMR subsystem.
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The following equations are associated with Figure. 3.1.1.

dp(;t(t) + 3A.P°(t) = ulpl (v @G.D
dpéft) + (1, + 20)P,(t) = 3AP,(t) (3.2)
dP, (1) _

5 = MR 3.3

At =0, P(0)=1, and P,(0)=P,(0)=0.

By using the Crammer’s rule and solving the Equations (3.1)-(3.3) the probabilities in the s

domain are:
1+ pn,P(s)
P,(s)= ———— 3.4
2(8) s+ 3A (34)
3AP, (s)
Pi(s) = S+ 2\ + 3.5)
2\P
P,(s) = 1) (3.6)
Using Equations (3.4)-(3.6), we get the following state probabilities:
(Cys + ky)exp(Cist)  (Cy6 + k, )exp(Ct)
P (t)= = + 3.7
® (C15°C16) (Cls'cls)
3k exp(C,st) 34 exp(C,t)
P (t)= + 3.8)
1(® (CIS - Cus) (Cus - Cls) (
2 2 2
P,(t) = 6\ 6L° exp(C,st)  6L° exp(Cct) (39)

+ +
C15C16 CIS(CIS - CIG) CI6(C16 - Cls)
where
k;s=3A, k;=2A+p,

49



The l'OOtS Ofthe equation 32+S(k|6+k15)+(k|5k[6‘3lu[) are

~(kis+Ky)t \kkls + Ky ) - d(k sk - 3Ap )
2

CIS’C16 =

The reliability of the system is
R(t) = P,() + P,(t) (3.10)

The system mean time to failure is

®

MTTEF = | R(t) dt

0
_ k,+3A
Kiskig =3p,

3.11)

The plots of state probabilities and system reliability are shown in Figures. 3.1.2 and 3.1.3 for

the specified values of the model parameters.
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Fig. 3.1.2. State probability piots of a repairabie
TMR subsystem.
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3.2 Model 11

In this case the system is composed of a repairable TMR subsystem with one voter in
series. More specifically, for N=1 in Fig.2.1, this section presents the reliability analysis of a
repairable TMR-Voter system by using the Markov state technique. The system state space
diagram is shown in Fig.3.2.1. At time t=0 all the three units and voter start working normally.
The numeral in each box denotes the state number At least two units and a voter must function

normally to ensure the system success. The failed unit is repaired.

. 3A_ _ 22

3 units and 2 units and 1 System failed,
Mm‘ TH w::ml——»mnw 2.
Ne ph
System failed,

voter failed 3 |

Fig 3.2.1. State space diagram of a repairable
TMR subsystem with one Voter.
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The following equations are associated with Figure. 3 .2.1.

=0, @R o= RO,

N N TG RELX0
dP, (1) _

22 = 20
dP,(1)

2= A (B () + B (D)

At =0, P,(0)=1, and P,(0)=P,(0)=P;(0)=0.

(3.12)

(3.13)

3.14)

(3.15)

By using the Crammer’s rule and solving Equations (3.12)-(3.15), the probabilities in the

s domain are:

O

Bi(s) = S+ Zilfok(j)i» By
P,(s) = 2P, (s)

b.(5) = Me(Pel8)+ Pi(S)

S

Using the Equations (3.16)~(3.19), we get state probabilities:

P(t) = (Cyy + k,)exp(Cyt) . (Cis + k,)exp(Cqt)
o (Cl7 - Cls) (C18 _ CI‘I)

52

3.16)

G.17)

(3.18)

(3.19)

(3.20)



31 exp(C,1t) 34 exp(Cqt)

P (t) = + 3.21)
: (Cn - Cls) (Cls - Cn) (
61> 6A2exp(C,,t)  6A% exp(C qt)
P,(t) = + T4 — 3.22
2 ) C17C18 Cl7(cl7 ‘Cls) Cls(cls‘cn) ( )
Bs (A.Ciy + By)exp(C,t) (A ,Ciq + By)exp(Ciqt)
P,(t)= + + 3.23
3( Cncla Cn(cn - Cls) Cla(Cls - Cn) ( )
where
k;;=3A+A,, and k;s=2A+u,+A,.
The roots of the equation (s?+s(k,,+k,s)+(k,,k s-3Ap,) are
-(kig+kjp)t Ja(la + kn)z - 4(k kg = 30u,)
C,Cs = 2]
The constant B,; is defined in the appendix B.
The reliability of the system is
R(t) = P,(t) + P,(t) (3.24)
The system mean time to failure is given by
MTTF = [ R(t) dt
0
k,, +3A
= 18 (3.25)
K,k -3,

The plots of state probabilities, system reliability and mean time to failure are shown in Figures.

3.2.2,3.2.3 and 3.2.4 for the specified values of the model parameters, respectively.
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Fig.3.2.4. Mean time to failure plots of a repairable
TMR subsystem with one Voter.
3.3 Model 111
This model represents a repairable TMR subsystem with two voters in a parallel
subsystem. Thus for N=2, in Fig.2.1, this section presents the reliability analysis of this model
using the Markov state technique. The system state space diagram is shown in Fig.3.3.1. At time
t=0 all the three units start working normally. The numeral in each box denotes the state number
At least two units must function normally to ensure the system success. The failed unit and

failed voter are repaired.
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Fig.3.3.1 State space diagram of a repairable TMR
subsystem with two Voters in parallel.

The following equations are associated with Figure. 3.3.1.

g%th (3A + 21 )P, (t) = p P (1) + p, P, (V)
B, @1, + 24w )R = RO
‘“’;t(" + (20 +1,)Py(1) = 3AP, (1) + 20 P,(1)
B _ o)+ By(1)

dt
dpét(t) + (3L +p, + A )P,(1) =24 P, (1)
dP;t(‘) = A, (P, (1) + P,1))

At =0, P,(0)=1, and P,(0)=P,(0)=P;(0)=P,(0)=P«(0)=0.

(3.26)

(3.27)

(3.28)

(3.29)

(3.30)

3.31)

Using Equations (3.26 )<(3.31) and the Crammer’s rule, we get the following state probabilities
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in the s domain:

_ 1+ u P(s)+ p,P,(s)

S TR T

Pi(s) = s+ 2::(52)3 +H,
Py - IR
p,s) = 2B (S)S+ P, (s))
p,(s) = ~x (P28 + P ()

S

Equations (3.32)~(3.37) yield the following state probabilities:

_(Cyp + ko XCy + ky NC )y + kyp )exp(Cyst)
B (Cw - Czo )(Cw - C21 XCys - sz)
(Cy + ko XCyp + kyy XCoy + Ky, )exp(Cyt)
(Czo - Cw)(Czo - C21 )(Czo - sz)
(Ca + Ky XCy + ky XC,, + ky )exp(Cyyt) .
(sz - C|9 )(Czl - Czo )(Czl - sz)
(Cyp + kg XCy + k) XCypy + kyy )exp(Ct)
(sz - C|9 )(sz - Czo)(czz - C2l)

P,(t)
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(3.32)

(3.33)

(3.34)

(3.35)

(3.36)

(3.37)

(3.38)



(Cy’ + CisBys + By )exp(Cyot) +
(Cl9 - Czo)(cw - Cll)(cl9 - sz)
3L (Cy’° + CyBy + By, )exp(Copt) .

(Czo - Cw )(Czo - C21)(Czo - sz)
3L(C,,% + Cy By + By, )exp(C,,t)
(CZI - C19 )(CZI - CZO)(CZI - sz) '
30 (C,,’ + C5, By + By, )exp(Cy,t)
(sz -Cp XCy, - Czo)(sz -Cy)

Pl (t) =

(1241 ,C\s + By )exp(C,ot) +
(Cl - CZ)(CI - C3)(Cl -C)
(12A2 ,Cy + By )exp(Cyot)
(Czo - C19 )(Czo - C21 )(Czo - sz)
(1224,C,, + By )exp(C, 1)
(CZI - C19 )(CZI - Czo )(CZI - sz)
(1241 ,C,, + By, )exp(C,1)
(sz - C|9 Xsz - Czo )(sz - Czl)

Pz ()=

6A°B,, 6L*(C,y’° + C 4B,y + B,y )exp(C ot) .

P;(t) = +
3( ) C19C20C21C22 C19(C19 - Czo)(cw - C?.l )(C19 - sz)

6A2(Cy” + CByg + B,y ) exp(Cot)
Cm(Czo - C19 )(Czo - Czn )(Czo - sz)

61°(C,,” + CyByy + By )exp(Cyyt)
CZI(C21 - Cl9)(CZl - CZO)(CZI -C»x) i
61°(Cy,’ + C»By, + By)exp(C 1)
sz(czz - C19 )(sz - Czo)(sz - CZI)
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(3.39)

(3.40)

(3.41)



24,(C,,* +C B, + B,,)exp(C,,t)

P4 (t) =

(C19 - Czo)(cw - CZl)(CI9 - sz)

2)‘v(Czo2 + CyBy + B )exp(Cyt)

(Czo - C19 )(Czo - CZI )(Czo - sz)
21-\:((3212 +C, B, + B,,)exp(C,1)

+
(CZl - C19 )(sz - CZO)(Czl - sz)
21,(C,,* + C,,B,, + B,,)exp(C,,t)

(sz - C19 )(sz - Czo )(sz - CZI)

21,°B,,

Ps(t) =

(3.42)

21 vz(sz + C,yB,; + B, )exp(C 1)

+
CI9CNCZIC22

+
C19(C19 - Czo)(cw = Czl)(cw - sz)

21,2 (Czu2 + Cy By + By )exp(Cyot)

+
Czo(czo - C19 )(Czo - Czl )(Czo - sz)
23 ,° (Czl2 +C, B, + B,,)exp(C,,t)

+
Czl (CZI - Cl9 )(Cll - Czo )(sz - Cn)

24,%(Cy,’ + C,By; + B,y )exp(Coyt)

sz(czz - C19 )(sz - Czo )(sz - Cll)

(3.43)

The symbols k, k;;, and k,, are defined in the appendix C.

Cis» Ca, C,), and C,, are the roots of the Equation (s*+A (s°+A, ;s°+A;5+A,;=0), obtained by

solving the above equation using the softwares maple and mathematica[43,25]. The constants

A t0 Aj; and By to B, are defined in the appendix A and appendix B.

1
Cs ,Czo == Z

A,y+

1
2

1

__3[/2 LlIZ + —

12

-[ISA,OIM"JLUZ _ 48A“M”3Luz 1
-6M>L"? + T2A A ,L"* - 288A L'
_24A“2LIIZ _ 18A103MII33112 +

-72A10A“Ml/33l12 _ 144A10A“M”33U2]/ MIIBLUZ-‘
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i 11/2
[3A102MU3LUZ _ 8A"MU3LU2

Ly Lanpin, 6] -MPLY +12A,A,L7 - 48A L
4 10 12 - 12 _4A“2LII2 +3A103MU33U2 +

| 12A 0A  \M¥33Y2 - 24A ,M¥*3"2]/ MV L2 |

Cy.Cyp =~

The symbols M and L are defined in the appendix C.
The reliability of the system is
R(t) = P,(t) + P,(t) + P,(t) + P, (1) (3.44)

The system mean time to failure is given by

MTTF = f R(t) dt

_ Kaokyikp +3hkpkp +20 Kok, +60A , (Kp +Kyp)
kigk oKy Ky -3hp Ky Ky =20 (1 kpky,

(3.45)

The symbol k,, is defined in the appendix C.
The plots of state probabilities, system reliabilities and mean time to failure are shown in

Figures.3.3.2, 3.3.3 and 3.3.4 for the specified values of the model parameters, respectively.
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Fig.3.3.4. Mean time to failure piots of a repairable
TMR subsystem with two Voters in paraliel.

3.4 Model 1V

This model represents a repairable TMR subsystem with three redundant voters in series.
Thus for, N=3 in Fig.2.1, this section presents the reliability analysis of a repairable TMR
system using the Markov state technique. The system transition diagram is shown in Fig.3.4.1.At
time t=0 all the three units and three voters start working normally. The numeral in each box
denotes the state number At least two units and one voter must function normally to ensure the

system success. The failed unit and failed voters are repaired.
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Fig.3.4.1 State space diagram of a TMR subsystem with

three Voters in parallel.

The following equations are associated with Figure.3.4.1.

dP:h(t) +(3h + 30 )P, (t) = p P, (1) + p,Ps(1)

dpcllt(t) +(2h + 3%, + 1 )P (1) = 3AP,(t)

dpét( 2, (21 + 24 )P, (t) = 3AP,(t) + 24 P (1)
dP;t( Y ane A, )Py (t) = 3AP,(t) + 24 Py (1)

%)* 21(P,(t) + P,(t) + Py(1)

dP,(t)

T+ (3)“ + 2A’v + p'l)PS(t) = 3)‘vpo(t) + uZPG(t)

dP(t
-——;t(—)+ GA + 4, +u,)Pg(t) = 24 P«(1)

dp, (t
™ N LXOR X
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(3.46)

(3.47)

(3.48)

(3.49)

(3.50)

(3.51)

(3.52)

(3.53)



At =0, P(0)=1, and P,(0)=P,(0)=P;(0)=P,(0)=P(0)=P4(0)=P+(0)~0.

By solving Equations (3.46)-(3.53), yields the state probabilities in the s domain:

(s+ K, )(s* +$'B  + $’B, + sB,; + By)

P (s) = ;

(8) (" +S°A L, +S'A S+ SA G+ SPA L +SA g F A )
P,(s) = 3A(s* + By + 5By, + sB;, + Byy)

! (st + SA,+ S4Als + S3A16 + SzAn +SsA ;g +Ay)
P(S) = (s18AL, + 52353 + sBg, + Bs;)

2 (S*+SAL+S'A+SP A +SPA HSA L +HA )
P B (Sz 54ll v + SB56 + BS7)
()= (s+S°A, +s*A+ A +SPA +SA L +A)

14 15 16 17 18w

P,(s)= §12(54 + 53Bss + SZB59 + By, + Bg))

! S(s° + A +STA S+ SAHSTA +5A G+ AY)
T By B Bt )

5 (Sﬁ + SDAN + S4A15 + S3A!6 + SZA!-, + SA!8 + A|_9)
b GG+ r B By)

¢ (s°+S°A, +s'A +S'A G+ SPA L HSA L+ A )
P,(s) = _ 61 (s’ + $°Bgg + sBg + Byy)

7 S(s* + A, + S A+ A+ STA L HSA L+ AY)
Where

P(s) is the Laplace transform of the system probability being in state i; for 1=0,1,2,...,7.
The constants A, to A,;, and B, to B, are defined in the appendix A and B.

(3.54)

(3.55)

(3.56)

3.57)

(3.58)

3.59)

(3.60)

3.61)



The symbols k,, and k,; are defined in appendix C.

The Laplace transform of the system reliability is

R(s) = P,(s) + P,(s) + P, (s) + P;(s) + P;(s) + P,(s) (3.62)

The system mean time to failure is given by

MTTF = Lim R(s)

_kyyBy +3ABy; + By + By + 31 kB +613 By,

(3.63)
A 19

The plots of the mean time to failures are shown in Figure.3.4.2, for the specified values of the

model parameters.

35000 —
A,=0.0005,41,=0.04,,.,~0.004
30000

@ 25000 ;

2

& 20000 -|
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e | MTTF without R |
@ 10000 - epair |
3 i \ o #=0.u~0 i

0.000 0.001 0.002 0.003 0.004 0.005

A
Fig.3.4.2. Mean time to failure piots of a repiarable TMR
subsystem with three redundant Voters in series.
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The plots of the state probability and reliability in Figures.3.4.3 and 3.4.4, for the specified
values of the model parameters which have been obtained by solving the Equation

(S*+A S +A 55 +A (8 +A ;52 +A ;352 +A ;= 0) as shown in the previous models.

| P -~
08 n -
P
8 os-  2=0.005), =0.0005,11,=0.04
F-] : 1,=0.004
3
O o4-
© 0
g ) Ps(t)
02- -, - |
i ; < \P1(t) - \\\, ‘ P 7(‘9 Ps(t)
00 L7 ‘fe} Zt'.:_?\“‘-‘- =_=-\/’/\ .
R e R T e
0 m 1000
Fig.34.3. State pmbmmyplotsgfa repairable TMR
subsystem with three redundant Voters in series.
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Fig.3.4.3 . Reliability plots opg'n%ptairable TMR subsystem
with three redundant Voters in series.

The Figures. 3.4.5 and 3.4.6 show the improvement in system reliabilities and mean time to
failure as the number of voters are increased. The graphs were obtained by using the softwares

maple and mathematica for the specified values of the model parameters [45,23].

67



Re,
| N~ /2 . |
0.98 -';\\ ~INs 66//,— |
0.96 + | o Vesn J)
B gy, Pre
0.4 1 i o 36 \a"’"ﬁ kofe,b g
|
o2 |2 RN
sl \s 2 ong lory
©o90 - | = N o
® CZ N
Cossq g N
i - A=0.005, =0.0005 l
0.86 4\ \\ ™
| . 8 1,=0.04,,1,=0.004
0.84 - 9
! 1§
0.62 4 -1
i -
0.80 - " ‘
0 20 Timet 40 60
Figure 3.4.5. System re #abullty for varying number
number of voters.
35000

' 2=0.005, 1, =0.0005 1,=0.04, 1,=0.004

Mﬂ'f, for three voters
N
& " MTTF for two voters

! .

Mean time to failure
i

! .
w0000 -~~~ MTTF for one voter
; ///'
5000 — //
= i
0 - :
0.000 0.001 5, 0.002 0.003 0.004
Figure. 346 . Systemmemtlmetofaﬂureforv in
9 number of vot ayng

68



The Tables 3.1 and 3.2 show the improvement in system reliability and system mean time to

failure as the number of voters are increased from zero to three.

Table 3.1 Numerical comparison of system reliabilities of repairable
TMR subsystems with zero, one, two, and three redundant voters

in series.

t Rq(1)* R,(t)* R.(t)* R;(t)*
0.0000 1.0000 1.0000 1.0000 1.0000
20.0000 0.6439 0.9700 0.9796 0.9866
40.0000 0.3988 0.9229 0.9407 0.9573
60.0000 0.2469 0.8730 0.8972 09195
80.0000 0.1529 0.8245 0.8531 0.8759
100.0000 0.0947 0.7783 0.8089 0.8285

* R,(t) is the system reliability of a repairable TMR subsystem.
R(t) is the system reliability of a repairable TMR subsystem with one voter in series..
R,(t) is the system reliability of a repairable TMR subsystem with two voters in series.

R;(t) is the system reliability of a repairable TMR subsystem with three voters in series.

69



Table 3.2 Numerical comparison of system mean time to
failures for repairable TMR subsystems with
one, two, and three redundant voters in series.

A MTTF,* | MTTE,* | MTTF,*
0.0000 | 2000 | 11000 34076

0.0010 1583 2058 1756
0.0020 1025 1077 937
0.0030 679 684 614
0.0040 479 479 442
0.0050 358 359 337

* MTTF, is the system mean time to failure of a repairable TMR subsystem with one voter in
series.

MTTF, is the system mean time to failure of a repairable TMR subsystem with two voters in
series.

MTTF,; is the system mean time to failure of a repairable TMR subsystem with three voters in
series
3.5 Generalized Probabilities in s Domain for N Redundant Voters in Series
In the above sections 3.1 to 3.4 the s domain equations have been developed for voters
zero to three. In a similar manner generalized expressions for the state probabilities in the s

domain have been developed.

The generalized probability equations in the s domain for N redundant voters in series are:

- 1+ Pi(s)u, + Py,a(Sh 5
s+ 30 + NA,

P, (s) where N =(0,1,...N-1),1, to exist N > 2 (3.64)
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P (s)3L
S+2A+NA, +,

P,(s) = where N =(0,1,2,..N-1) (3.65)

P,(s)NA . + P, (s)3%

Py(s) == N where N > 2,3,4,5,..N-1. (3.66)
P, (s) = L (:)g{ :)(’;}f ;)‘; B here N> 34,5, N-1. (3.67)
Poa(®) =5 f“((;)flt); i where N 2 2,34.5,... N-1. (3.68)
Py.,(s) = P"s(:)(::: 33;_ :)::j’i(:):l 2 where N2 34,.n- l.,u, toexistn2 3. (3.69)
Pra(®) = = ;fszgq_';;;ﬁ‘; — where N> 345, N-1. (3.70)
where

Pi(s) is the Laplace transform of the system probability in state i; for i=0,1,2,...N.
N is the number of voters.

When N=0 there are 2 up states.

When N=1 there are 2 up states.

When N=2 there are 4 up states.

When N=3 there are 6 up states and so on.
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Chapter 4

Availability of Fully Failed TMR Systems with N Redundant Voters
In chapter 3 repairable TMR systems with redundant voters in series was discussed. In this
chapter the system presents the availability analysis of a fully failed TMR subsystem with N
redundant voters in series. This means that if anyone of the units of a TMR subsystem fails or

the voters fail the system still operates. The function of the voter is to verify the output of the

units and allow the best two units to operate.

The steady state availability analyses of systems are presented in the proceeding sections
with the help of four models representing fully failed TMR subsystems having voters one to

four. Generalized expressions for steady availability have been developed..
Assumptions

The following assumptions are associated with all the models studied under this chapter:
« Failure and repair rates are exponential.
* Failures are statistically independent.
* All units and voters are identical.
* Repaired system is as good as replaceable.

* At least two units and one voter must operate normally for system success.

Notations

The following symbols are associated with all the failed TMR system models in this

chapter:



A is the single unit failure rate.
A, is the voter failure rate.
n, is the failed unit repair rate.
U, is the voter repair rate.
AV is the system steady state availability.
UAV is the system steady state unavailability.
n is the number of states.
P; is the steady state probability that the system is in state i, for i=0,1,2.3,...n.
N is the number of voters.
4.1 Model 1
For N=1 in Fig 2.1, this section presents the availability analysis of a fuily failed
Triple Modular Redundant system as shown in Fig.2.1 using the stochastic technique. At time
t=0 all the three units and one voter start working normally. At least two units must function
normally to ensure the system success. The failed system is repaired. The numeral in

each box in Fig.4.1.1 denotes the state.

; JL
3 nn;il 2 and 1 | ﬁilecL
units units i
3 wits sad 3.;.1 od 2;. =y
tz.,

u’i System failed, |
L voter failed |

Fig4.1. lStatespacedlagramofaﬁlllyfallchsubsystem
having one Voter and failed states in repair.
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The calculations for steady-state probabilities for a Markov chain can be most easily done via
balance equations[175]. Equating the inbound and outbound flows for Fig.4.1.1 gives a set of
balanced algebraic equations that can be solved for the steady state probabilities.
P,GA+2,)=p,P:+p,P,

4.1)
P(2L+14,)=P3A (4.2)
P,u, = P24 (4.3)
P, =4 (P, +P) (4.4)

Solving the Equations (4.1)-(4.4) in terms of P, results in:
=P, 4.5)
i [l+l] (4.6)
[u,m Ay )} @.7)

3A
P, = [l TN :IP (4.8)
Using the fact that P_+P,+P,+P;=1
20 + A

] - ( + v )u ll’1 2 (4.9)

A+ L, i, + 3 i, + 6%, + A (S + A )y,

by substituting equation 4.9 into equations 4.8, 4.7 and 4.6 the steady state probabilities P, P,

and P; can be determined.
The steady state system availability is given by

AV=P, +P, (4.10)

The plots of steady state probabilities and availabilities are shown in Figures.4.1.2 and 4.1.3 for
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the specified values of the model parameters.
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lv=0.0005,ul=0.04,u2=0.004 i
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Fig.4.1.2 Steady state probablities piots of a fuily
failed TMR subsystem having one Voter and
failed states in repair.
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Fig.4.1.3 Availability plots of a fully failed TMR subsystem
having one Voter and failed states in repair.
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4.2 Model 11

In this case the system is composed of a TMR subsystem and two redundant voters in
series. More specifically, for N=2 in Fig 2.1, this section presents the availability analysis of a
fully failed TMR subsystem with two redundant voters in series by using the stochastic
technique. The state space diagram is shown in Fig.4.2.1. At time t=0 all the three units and two
voters start working normally. The numeral in each box denotes the state. At least two units and

one voter must must function normally to ensure the system success. The failed system is

repaired.
— W
| Sysiem fals;
! 2A P mits ﬁﬂ?
4 : 7 . 1~ - ;
T T O N
, _ 1 voter ‘:
24, 3 1//M.2_
\ . ///‘ p
’ " Tunitsand | ‘System fails,
) ST I

M2

Fig.4.2.1 State space diagram of a fully failed TMR sub-
system having two Voters and failed states in repair.

The calculations for steady-state probabilities for a Markov chain can be most easily done via

balance equations[175]. Equating the inbound and outbound flows for Fig.4.2.1 gives a set of

balanced algebraic equations that can be solved for the steady state probabilities.

PGA+2X,)=p,P, +u,P; 4.11)

P(2A +24,)=P, 3\ 4.12)
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P,(2A +1,)=P21,

P,

=20 (P, + P,)

P,(3A +1,)=P,24,

Pyu:= A (P, +P,)

Solving Equations (4.10)-(4.16) in terms of P, results in:

P, =

P, =

P, =

)

PO

[ 3

_2k+2leP°

[ 6AA . p

(2L +A )20 +20 )] °

A3 6AA p

By [2A 420, (RA+20,)2A+h,) ] °
21,

[3&+AV]P°

A, 6AL, L2 |

o @A +A)RA+20,) 3h+A | °

Using the fact that P_+P,+P,+P;+P,+P,=1.

D,D,D;u 4,
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D,D,D;p 4, + 3AD, Dyt 1, + 642 Dy, + 6°D, Dy, +
| 120°A Dy, + 21 ,D,Dyp ., + 6AL 2Dy, + 204’ DDy, |

(4.13)
(4.14)
(4.15)

(4.16)

4.17)

(4.18)

(4.19)

(4.20)

(4.21)

(4.22)

(4.23)



The symbols D,, D,, and D, are defined in the appendix C.

By substituting equation 4.23 into equations 4.22, 4.21, 4.20, 4.19, and 4.18, the steady state
probabilities P, P, P, P,and P, can be determined.

The system availability is given by

AV=P +P +P,+P, (4.24)
The plots of steady state probabilities and availabilities are shown in Figures. 4.2.1 and 4.2.2

for the specified values of the model parameters.

06 Ay=0.0005,111=0.04,117=0.004
0.5 - p
P, P

Probabilities

0.000 0.001 0.002 A 0.003 0.004 0.005

Fig.4.2.2 Steady state probability plots of a fully failed

TMR subsystem having two Voters and failed
states in repair.
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Fig.4.2.3 Availability plots of a fully failed TMR subsystem
having two Voters and failed states in repair.

4.3 Model 111

This model represents a fully failed TMR subsystem with three redundant voters in
series. Thus for N=3 in Fig.2.1, this section presents the availability analysis of this model by
using the stochastic technique. The system state space diagram is shown in Fig.4.3.1 At time t=0
all the three units and three voters start working normally. The numeral in each box denotes the
state. At least two units and one voter must function normally to ensure the system success. The

failed system is repaired.
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M2

Fig 4.3.1 State space diagram of a fully failed TMR sub-
systcm having three Voters and failed states in

The calculations for st&dy—state probabilities for a Markov chain can be most easily done via
balance equations(175]. Equating the inbound and outbound flows for Fig.4.3.1 gives a set of

balanced algebraic equations that can be solved for the steady state probabilities.

P,BA+31,)=P,u, + P, (4.25)
P.(2h +31 )= P 3} (4.26)
P,(2A +2L )=P3L + P3) (4.27)
P,2h +1,)=P,20 + P3hA (4.28)
Pu, =2A(P, +P, + P,) (4.29)
P,3A +21.)=P 34, (4.30)
Ps(3A +4.)=P24 (4.31)
Pu:= A (P, + P,) (4.32)

Solving the Equations (4.25)(4.32) in terms of P, yields:

P,=P, (4.33)
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N

Po=loe, [P (4.34)
[, 3 3n 3,

P= s 2xv_[2x n 3xv]P° ¥ [21 ¥ 2L, J[n ¥ 2;.\.JP" (4.33)
[ 22, 3

Py = _21+AV]PZ+[ZX+AV]P5 (4.36)
[ 22

P, = E—][Pl + P, + P,] 4.37)
L1

=5 p 438

TN (*38)
24,

Pe= |3+, }PS (4.39)
N

P, = 1.1— [P; + Pg] (4.40)

Using the fact that P_+P,+P,+P;+P,+P;+ P, +P;=1

we get

-

1
P, =|—3 (4.41)

1+ B 4B +B,+ortiB +)"[B B.,]
+—+B; + +——+ —[B, + B,
D4 T n 73 D7 74 ul 73 74-

The symbols D, and D, are defined in the appendix C.
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By substituting equation 5.42 into equations 5.41 to 5.34 the steady state probabilities P, P, P,

P, P; Ps and P; can be determined. The constants B,, to B,, are defined in the appendix B.

The system availability is

AV=P +P +P, +P, + P + P,

(4.42)

The plots of steady state probabilities and availabilities are shown in Figures. 4.3.2 and 4.3.3

for the specified values of the model parameters.
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Fig.4.3.3 Availability plots of a fully failed TMR subsystem
having three Voters and failed states in repair.

4.4 Model IV

This model represents a fully failed TMR subsystem with four redundant voters in series.
Thus for N=4 in Fig.2.1, this section presents the reliability analysis of a fully failed TMR
system with voters by using the stochastic technique. The system transition diagram is shown in
Fig.4.4.1. At time t=0 all the three units and four voters start working normally. The numeral in
each box denotes the state. At least two units and one voter must function normally to ensure the

system success. The failed system is repaired.
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Fig.4.4.1 State transition diagram of a fully failed TMR subsystem
having four Voters and failed states in repair.

The calculations for steady-state probabilities for a Markov chain can be most easily done via

balance equationsf175]. Equating the inbound and outbound flows for Fig.4.4.1 gives a set of

balanced algebraic equations that can be solved for the steady state probabilities.

P,(3A +4A )= Pou.+ Py,
P,(2\ +44 )= P 3}

P,(2A +34 )= P 4L+ P30
P,(2L +21.)=P,3%_ + P,3)
P2\ +1,)= P21, + P,3A
Pu, =20(P,+P,+P, +P,)
P,(3L +31,) =P 44,

P,(3L +21,)= P, 3},

P,(3A +1.)=P,2%

P, =1 (P, +P,)

(4.43)
(4.44)
(4.45)
(4.46)
(4.47)
(4.48)
(4.49)
(4.50)
4.51)

(4.52)



Solving the Equations (4.43)<(4.520 in terms of P, results in:

P, =P, (4.53)
B

e zean @9
[ an, ] 31

s el Lt +[2x+3x‘.]96 (4.53)
[ 3, ] 31

R b Te L {21 2n, ]"v (4.56)
[ 2), 32

Pu= _2x+vaP’+[2x+vap3 @.57)
[ 20

P = —LlT [P, +P,+P;+P,] (4.58)

poo| b (4.59)

M T T '
[ 3
A 4.60

B _3x+2xv}P" (4.60)
[ 2\,

P, = Ex M]P, (4.61)
o

P, = [P, + P,] (4.62)
| H,

Using the fact that P +P,+P,+P;+P +P+ Pc+P;+Pg+Py=1

we get
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1
P = S .63
o l+i+B +B,+B,+B +4l"+ 12, + 21, +B e

D9 ” h b Dl3 DISDH DISDIJDIS " ]

The symbols Dy D,3,D,,, and D, are defined in the appendix C. The constants B,; to B,, are
defined in the appendix B.

By substituting equation 4.63 into equations 4.62 to 4.53 the steady state probabilities P, P, P,
P, P; Ps P, P; and P, can be determined.

The system availability is

AV=P +P +P,+P,+P, + P, + P, + P, (4.64)
The plots of steady state probabilities and availabilities are shown in Figures. 4.4.2 and 4.4.3

for the specified values of the model parameters.
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4.5 Generalized Formula for Availability of Fuilly Failed TMR Systems with N
Voters in Series

‘I'he steady availability expressions of fully tailed 'I'MR systems with failed states in repair
having one, two, three and four redundant voters in series have been developed in sections 4.1,
4.2,4.3 and 4.4. [n a similar manner a generalized formula for the availability of TMR
subsystem with N redundant voters in series has been developed in this section.

‘The generalized equations tor availability tor N voters are:

| 3 |
= | ———— > 1 i
P, |L27»+N7»‘.JP° where N 2 (4.65)
[22] . :
P, = lLr I[Py + Py_y........ P, lwhereN21, i< N, N-i20, (4.66)
1
P —I NA, ]P +Ir N2 ‘|P here N 2 2 4.67)
N T (N-Da, | 2 (N Da, | Where N2 *
P -l NA. q[P +P,_,...]whereN22_ N-i<0 (4.68)
Nt TSR (NS DA, [T e WHEIE RS 2 S :
P —— NA, WP here N > 34,5 (4.69)
N+3--3x+(N_l)kv- Nay WNHEre = J,%, .
A,
Pa+(N-l)d = I;L_][Po + Pn] where N=1,a=3,d=2 (4.70)
A,
P.nona = [TJ[PN + P, ]whereN22 a=3,d=2 4.71)
Using the fact that P .+P,+P,................. +P=1
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1
Po-{:l+Pl+P2+P3 ------ +Py “4.72)

after determining P, from equation 4.72 . The steady state probabilities P, P, P; P, P, can
be found by substituting equation 4.72 into equations 4.71, 4.70, 4.69, 4.68, 4.67, 4.66, and 4.65.
AV=P_+P+P,+P;+.... . +Py. (4.73)
The Figure 4.5.1 shows the improvement in steady state availability with increase in voters and

the Table.4.1 shows the numerical comparison of the availability with increase in voters for the

specified model parameters.

Availability
&
¢

00 oom adnzladna Q04 000
Fig.4.5.1 Steady state availability piots of fully failed TMR
subsystem with increase in Voters.
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Table, 4.1 Numerical comparison of steady state availabilities
of fully failed TMR subsystems with one, two, three
and four redundant voters in series.

A Ay* Ay,* Ay* Ay*

0.0000 | 0.8889 |0.923 0.9362 | 0.9348
0.000s |0.8791 |0.933 0.9534 | 0.9639
0.0010 |0.8679 |0.933 0.9535 | 0.9658
0.0015 | 0.8568 |0.928 0.9463 | 0.9590
0.0020 |0.8459 |0.920 0.9363 | 0.9491
0.0025 {0.8353 | 0910 0.9252 | 0.9380
0.0030 | 0.8250 |0.901 09137 | 0.9265
0.0035 |0.8149 |0.890 0.9021 | 0.9148
0.0040 | 0.80s1 |0.880 0.8906 | 0.9031
0.0045 | 0.7955 |0.870 0.8793 | 0.8916
0.0050 | 0.7861 | 0.859 0.8681 | 0.8802

* A, is the system availability for a fully failed TMR subsystem with one voter in series.
A, is the system availability for a fully failed TMR subsystem with two redundant voters in
series.
A,; is the system availability for a fully failed TMR subsystem with three redundant voters in
senes.
A,, is the system availability for a fully failed TMR subsystem with four voters redundant in

series.



Chapter §

Availability of a Fully/Partially Failed TMR System with Redundant Voters in
Series

In chapter 4 availability analysis of a TMR system was discussed. In this chapter the

system presents the steady state TMR network having redundant voters in series. More

specifically, the failed system or individual items are repaired.

Thus, the chapter presents the availability analysis of TMR subsystems with one to
three redundant voters in series. Improvements in availability are shown for TMR

subsystems having one the three redundant voters in series.

Assumptions
The following assumptions are associated with all the models studied in this chapter:
* Failure and repair rates are exponential
* Failures are statistically independent
* All units and voters are identical
* Repaired system is as good as replaceable

* At least two units and one voter must operate for system success

Notations

The following symbols are associated with all the models studied in this chapter:
A is the single unit failure rate.

A, is the voter failure rate.
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u, is the failed unit repair rate.

U, is the voter repair rate.

t is ime.

AV is the system steady state availability.

UAV is the system steady state unavailability.

n is the number of states.

P, is the steady state probability that the system is in state i, for i=0,1,2,3,....,n..
N is the number of voters.

5.1 Model I

For N=1 in Fig 2.1, this section presents the steady state availability analysis of a
TMR subsystem with one voter in series by using the stochastic technique. The state
space diagram is shown in Fig.5.1.1. At time t=0 all the three units and one voter start working
normally. At least two units and one voter must function normally to ensure the system success.
The numeral in each box denotes the state number. The system failed states, and intermediate

states are repaired.

My
l3unmnd3l %mmnd. A Symﬁ:ll,,
] . : “ ‘
'w:.k:go:‘ul—wov:;g i faled 2
r Ul -
M| Peummid
; 2 voter !
——failed 3

Fig.5.1.1 State space diagram of a partially failed TMR subsystem
having one Voter with failed and intermittent states in repair.
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The calculations for steady-state probabilities for a Markov chain can be most easily done via
balance equations. Equating the inbound and outbound flows for the Figure. 5.1.1 gives a set of

balanced algebraic equations that can be solved for the steady state probabilities.

P.GA+A,)=p,(P +P)+u,P, (5.1
P2Ar+A,+p,)=P3% (5.2)
P,u, =P2A (5.3)
P, =4,(P, +P) (5.4)

Solving the Equations (5.1)-(5.4) in terms of P, results in:

P,=P, (5.5)
3A
P'z[zuwil]& (56)
2\
P, = [—JP, (5.7)
By
A,
P, = l: ][Po + P ] (5.8)
K2
Using the fact that P +P +P,+P,=1
] 1
1
P, = > (5.9)
1+ 3k + 6 +£‘4[1+3—k]
i D Dy, u, Dy

The symbol D is defined in the appendix C.
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By substituting equation 5.9 into equations 5.8, 5.7 and 5.6 the steady state probabilities P, P,
and P; can be determined.

The system steady availability is

AV=P +P (5.10)
The plots of steady state probabilities and availabilities are shown in Figures. 5.1.2 and 5.1.3

for the specified values of the model parameters.
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Fig.5.1.2 Steady state probabilities of partially failed
TMR subsystem having one Voter with failed and
intermittent states in repair.
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Fig.5.1.3 Availability plots of partially failed TMR subsystem
having one Voter with failed and intermittent
states in repair.

5.2 Model 11

In this case the system represents a subsystem with two redundant voters in series.
More specifically, for N=2 in Fig.2.1, this section presents the availability analysis of a partially
failed TMR subsystem with voters by using the stochastic technique. The system state space
diagram is shown in Fig.5.2.1. At time t=0 all the three units and two voters start working
normally. The numeral in each box denotes the state At least two units and one
voter must function normally to ensure the system success. The failed states, and intermediate

states are repaired.
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Fig.5.2.1 State space diagram of partially failed TMR
subsystem having two Voters and with failed
and intermittent states in repair.

The calculations for steady-state probabilities for a Markov chain can be most easily done via

balance equations. Equating the inbound and outbound flows in Fig.5.2.1 gives a set of
balanced algebraic equations that can be solved for the steady state probabilities.
PGA+2L )=p (P, +P))+u,(P+P,)

P,(2A + 21, +pu,)=3AP,

P,2L +A, +p,)=P2Ak  +P,3A

P, =2A(P, + B,)

P,BL+A +p,)=P2L +Py,

Py, =1 .(P,+P,)

Solving the Equations (5.11)«(5.160 in terms of P, yields:

(5.11)
(5.12)
(5.13)
(5.14)
(5.15)

(5.16)

(5.17)



Plz[zuzwil]& (5-18)

3k

[2“1 +ul]Pl+[2l+kv+pl]P4 (5.19)

2
P, = [—][P +P,] (5.20)

l
b _ [ 2a, b .
M WO (5.21)
P, - 'lv][p +P,) 522)
SR TS 2

Using the fact that P_+P,+P,+P;+P,+P,=1

P—[H 3k+B +B +2l+B (5.23)
o D[7 80 81 l)19 82 =

The constants By, to B, are defined in the appendix B. The symbols D,, and D, are defined

in appendix C.

By substituting equation 5.23 into equations 5.22, 5.21, 5.20, 5.19 and 5.18 the steady state
probabilities P, P,, P; P, and P;can be determined.

The system steady availability is

AV=P +P,+P, +P, (5.24)
The plots of steady state probabilities and availabilities are shown in Figures. 5.2.2 and 5.2.3 for

the specified values of the model parameters.
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5.3 Model 111

This model represents a TMR subsystem with three redundant voters in series. Thus for
N=3 in Fig 2.1, this section presents the steady availability analysis of a TMR subsystem with
three voters by using the stochastic technique. The state space diagram is shown in Fig.5.3.1. At
time t=0 all the three units and three voters start working normally. The numeral in each box
denotes the state. At least two units and one voter must function normally to ensure

the system success. The failed states, and intermediate states are repaired.
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Vou:wutmg ¢t . mwuhng'] . 2Ai1'wtkms
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ke g B - .
Bwimad2 2 *sumundl‘_Z | Sysem fails.3
e, e, TR,

Fig.5.3.1 State space diagram of a partially failed TMR subsystem
with three Voters and intermittent states in repair.

The calculations for steady-state probabilities for a Markov chain can be most easily done via
balance equations. Equating the inbound and outbound flows in Figure. 5.3.1 gives a set of
balanced algebraic equations that can be solved for the steady state probabilities.

P, +30,) = (P, + P)+pu,(P, + P,) (5.24)
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P(RA+3A,+pn,)=P, 3%

P,2A +2L, + ;)= Py, + P30 + P32
P.Rr+A,+pn,)=P2%h +P3A

Pu, =2A(P, +P, + P;)

Ps(BA +2A, +p,)=P 30 + P, + Py,
P,3L + X, +u,)=P2hr,

Pou, =& (P, + B)

Solving the Equations (5.24)-(5.31) in terms of P, resuits in:

P, =P,

3A
i “[2x+3xv+u,]P°

K, 3
P2 [2“21 +ul]P3+[2k+2lv+p,]P5

3A P,
2h + A +p 2L+ A+,

el
e[ }mml

p_' 2, |,
N T TSI

100

- By )
P’°L3x+2xv+pz]P [3x+2x +p2]P [3x+2x +H,

3

(5.25)
(5.26)
(5.27)
(5.28)
(5.29)
(5.30)

(5.31)

(5.32)

(5.33)

(5.34)

(5.35)

(5.36)

(5.37)

(5.38)



A
P, = ,:—{![P_., + Pg] (5-39)
K,

Using the fact that P_+P,+P,+P;+P,+P;+P+P.,=1

+ Bg + By + By, + By, + By, + By, (5.40)
DZO

The constants where By, to B,; are defined in the appendix B. The symbol Dy, is defined in the

P, = [1/(14r <L

appendix C.

By substituting equation 5.40 into equations 5.39, 5.38, 5.37, 5.36, 5.35, 5.34, and 5.33 the
steady state probabilities P, P,, P; P,, P; P, and P,can be determined.

The system steady availability is

AV=P, +P +P,+P,+P, +P, (5.41)
The plots of steady state probabilities and availabilities are shown in Figures. 5.3.2 and 5.3.3 for

the specified values of the model parameters.
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Fig.5.3.2 Steady state probablities of a partially failedTMR
subsystem having three Voters with failed and
intermittent states in repair.
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Fig.5.3.3 Availability plots of a partially failed TMR
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In the above sections 5.1, 5.2 and 5.3 we have seen the availability figures for one, two
and three voters. In the Figure.5.3. 4 the comparison of the three voters is shown and the

improvement in availability can be seen. The Table 5.1 shows the numerical values.
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Fig.5.4.1 Steady state availability plots for partially failed
TMR subsystem with increase in voters.

102



Table.S.1 A numerical comparison of the steady
state availabilities for partially failed TMR
subsystems with one, two and three redundant
voters in series.

A At A,* At
0.0000 |0.8889 | 09778 |0.9930
0.0010 |} 0.8863 {09761 |0.9913
0.0020 }0.8796 |0.9699 | 0.9833
0.0030 | 0.8701 |0.9603 | 0.9715

0.0040 [ 0.8586 |0.9482 |0.9573
0.0050 }0.8458 | 09344 |0.9415

* A, is the availability of a partially failed TMR subsystem with one voter in series.
A,; is the availability of a partially failed TMR subsystem with two voters in series.

A,, is the availability of a partially failed TMR subsystem with three voters in series.
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Chapter 6
Conclusions and Recommendations

6.1 Conclusions

In this study the repairable and non-repairable TMR system with redundant voters in
series reliability and availability analyses were presented. Generalized expressions for system
reliability, system availability and system mean time to failure with constant failure and repair

rates were developed.

In the case of repairable and non-repairable TMR systems with redundant Voters in
series, the study yielded the following results:

« The reliability analysis showed an improvement as the voters increased from zero to three,
but any further increase in voters there was no improvement in reliability.

« The system mean time to failure increase as the number of voters are increased from one to
four.

o The system mean time to failure for repairable systems is much higher than for non-
repairable systems.

« The availability analysis shows an improvement in steady state availability as the voters are
increased from one to four.

« The availability of partially/fully failed systems is higher than that for fully failed systems.
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6.2 Recommendations for Further Study

The reliability and availability analysis performed in this study assumed that both the
failure rates and repair rates are constant. An incorporation of common-cause failures in the
TMR systems which have been discussed would give us a better understanding of the
environmental aspects and human errors that cause fatal errors even when systems are
operating normally. The models presented in the study were purely qualitative and should be
used for quantitative analysis of TMR redundant systems by incorporating occurrence of
common-cause failures and human errors. Also, under conditions when item and system failure

and repair rates are not constant.
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APPENDIX A

A=k, +k;+k,

A=k k Hkok ok,

A=k;kk,

A=k k.k;k,

=kstks+k, +k;+k,

A=k ok ke HkoHo Kotk Hhgk stk Hkko+ Kok

A=k Kokt k keks thokskythakk,tk skek ok skeks Kokeks +k 3koks +k sk ks +k sk kg

A7= kkk oksrk kokeks vk Jkokekstk sk okks e skokgk,

Agkkok keks tk sk ok keks +k skok kekot k skokokeks+k kk Keks

As=k kekskksk,

A=k, tk,+k,+k,

A= 3 A2A ok HGk gk ok ok rk ok,

A= 3 Ak =3 Ak -2A K ,-24 Ko, kok kg kok KKk kg koK,

A= -3Ap kok 2,4 kG ko kokk

Aketkstk +k, Hkg kg

A7k kg Hkgk ok gk gk Hiok ik ik ok ks ik gk k Hkgk
koks-3Ap,+kks-81,A,

A=kkok-SAvp2k Hrelok Hihoks Hikok+ kokeks Hhokoko gk ko skgk ok skgks +
K ok ks +k gk k82K 41t KoK Ky Hh Kok + Kokeky +Kak ks +k sk kg K skokg +k K ks +

kk Kotk sk ki-5dk s pp-3A, poks 64 KsH=5 A Kop =34, (ks ke th)
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Ap=15p2A23A 4,104, -3AK 56 ks =32k, k 6-3A,K ks -3AK 5 ks -3akp, ke-3ak kg, +
kokok ks -2k 3K 564, 1oKe-3AK 3KeCo-3A, poKeko-34 k€K =S A oK sKo-3 A, pok ks -
31k kg2 ek -3 ks gk gkok-SA K K bt-SA Kok, sk ks +e gk k ks +
k skakeks +k sk keks +k (kokgks Kok keks +k 3k kekytk 3k okgks +k kkgk,+kok kek ,+
gk keaks +k skok ks -5Ak gk o ok sk kg

Ag=legle gloigks +k sk ok ikeks + sk keky* K skkokeks -3AAK 1 -3AK,p koks -
3Aksp k ks-3ak skop k ¢-3AK jkyp kst O, ke + 154, 2kt ,2-224 K Kk, pym
3Avkyp ok ks -3Avk ok ke-3AVK 1 JKekp-2 A 1ok KyKy-3A g,k keks -3A.K K Kght o
SAKn ok sk =3AK kkp =24 K KoK 1 o~ 3Rk pok okstk skgkok ks +6AA K pt p -
9AA poksk, Tk skok keks 64,7 .k,

A=-3A ksK,Kokoh,-22 K pok Kk, kskkok Koky-3Ak ko ksko+62A Kk pt 1,
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APPENDIX B

B=3AA+A, k,

Bi=k,+k;

B, =k k,

B,=6AA(k,+k,)

B.=k,+k;+4A,

Bs=k;k+2A (k,+ky)

B.=k;+k,

B;=k;k,

Bg=k,+k;+6A

B,=k;k;+3A(k,+k,)

Big=k,tketk;

B, =k kstk.k;tk;kg

B =k.k;ks

B;=k;+k +kstkg

B =kkstkskstkskerkokstkoketkeks

B =k k kst kk +kskokskkgks
Bis=k kskeks

B, =18AA ks +9A A K, +18AA K, +9AA k,
Bis=9AA keks+9A Akok,+ 184 Ak ke +9A Ak k,+ 92 Ak ks

Byy=9A4.k.keks +9AA K kok,
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By =18AA,2+36A,> Ak, +36AA Kk, +1822 %k,

B, =182 Xk k+ 1842 2Kk, + 18 A%k K,

B,;=k,+k,+k,

Bys=k;k; +k Kk, +kk;

By=kksk,

B,s=k,+k;+k,

By=k;k,+k k,+k .k,

Byr=kk;k,

B=9A+k +k,+k,

Byg=6Ak,+3Ak;+3Ak,+6A ke+k ks +k K, +k;k,

B;y=3Akeks+3Ak;k,+3A k ko +k kK k,

B =k Tk tks+k+6A,

By, =kekstkikstk ko34 k2+k;k6+3A .k +6 ket k;+ 184, 2+k, k,+6A kK,

By=124,Ke+6A, ks +3A Kok hokoks K ksksHkokeks thok ke 32 Kokt
3Ak ks +3A ko ks +6A Kk ke + 122, 2k, +6. %k,

B, =64,%kek+64, 2K,k kskoks 64, 2Kk Ko+ 3A K ko, 34k Lk K,

B,=3AA+A, k,

Bi=k,+k;

By=k;k,

Bag=6AA,(k,+k,)

By=k,tk;+44,

Byo=ksks 24, (k+k,+p,)
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B, =k,+k;

B, = k)k;

B,; =k, +k;+6A

B, =k;k,+3A(k,+k,)

B,s=k,+kstk;tkg

By=-2A prrkektkske Kok sk ks Hkeks Tk K
Buyr=-2A kyu2-2A ki prk kst kske tRekekskkeks
Bus=-2Kkksp A Kokakeks

B=k tkstk;+ksg

By=-21A Tk ks Kk tok Tk ke koksTk;kKs

B, =k, k;k;tk Kk K kokstkskeks

B, =-2k K;paA. K oksKeks

B,;=9AA k+9AA k,+18AA ks + 184, Ak,

By, =18AA 21, +9AA koksOAA Kok, + 1 8AA K ks +9AA K ks +OAA K K,
By,=-18Ak s A 2+9AA K kek,+9AA K Keks
B,=36AA 2K+ 1844 2k, +36AA, Kk, + 1847k,
B,,=-90AA 2 p,+18AA K k. + 1814, *keks+ 1844, kek,
B =k, tk,+k;

By,=k Ktk ks tkska-3A. 1,

Bg=-3kp:A.rkiksk;

Bg=kstkitk;
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Bg=k kK tkok,

B=k.k:k,

B =9A+k,+k;tk,

Bes=3AK+3Ak,+6 Ak, +6AkHkok ks tk k;

B =-6,A A+3Akks+3 Aok +3AK Ky tkok ks

Bg;=ks +ket6A,+k,tk,

By =61k, +k ks +K;Kg +3A.Ks-2A o+ Kok Hh ks H6A kst ke Hheks + 184,2+3A.k,

Beo=121.2K,+3A K ko224 Kapt.-2A Koot 3A Keks +3A Kkt 3A Kok +
6A ket ksks +hokskgrkskoks +Kokoks + 122, ke 64, (ks ks -p2)

Byg=-6A,2k,p1, +3A.K,Keks +3A .k K Ke-2A K K oK kskeks +6 4,7k k-

12,4, +6A,*keks +62.’kok,

B,,=9AA (D, +D,)(D,D;D,)

B,=24,B;, /Dg+ 6AA, B,/Ds

B,=(3A/D, + B;+B,)2A/,

B,,;=61.%/ D;D,

B,.=12AA,/ DD, + 1244,/ D,;D,,

B,=4A, B,/ D, +36A%A, / D,;D,,D,,

B,=2A, B;s/ D+ 108A°A, / D,yD,Dy; Dyg

Brs=(3A/Dy+B,5+Bys+Bp)2A/1,

Byy=( By+ Bi)AJ/n,

Bgy=6AA./D;D5+Bg,+ 6AL/ D;sD (g

Bg=(3A/D;+By)2A/y,
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By,=(2A/D\y+By,) A/H,

Bg;= 1-2A,41,/ DysD,,

By=2A.u/ D,,D,,

Bys=6A, Au,/ D, DD,

By=2A, / D, +Bg3A, /Bys D,

Bg= (1 - 2, Bgy/Bg;Dis- Bsy)

Bys=Bg /By

Bygs=2A, /BggDn~(6AA, /DyD,)*(1-Bg X34, /BgDayy+Byg3A, Bg Day)
Byo=(3A,/ Dyy+Bes +Bgg)*(24/n, )

By =(3A, /Dys+1,Bgy / Dy; +11; Beg/Dy Dsy)
Bg;=n,; Bgo/Ds,

By;=A./ H2(By + By, )
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APPENDIX C
ks=3A+2A,
k=2A+2A,
k=2A+A,
ke=3A+A,
ko=3A+3A,

ky (=2A+3A,

k;;=2A+2A,
k;,=2A+A,
K;;=3A+2A,
k,=3A+A,
k;s=3A+2A,
Kyo=2A+2A,+p,
ky=2A+4,
kz=3A+A, +p,

Ky =3A+3A,

k24=2l+3 lv a 't

k,s=2A+2A,

kae=2A+A,

k=342, +q,

kys=3A+A, +q,

M=-36A,,A,,A,-288A ;A ;+108A > +8A, *+12(18A,0°A A ;5-3A,0°A 1 AP+ 5TA A A -
48A,*A s+ 12A PA P 81A G AP-54A A | A +240A A PA A +BTA -
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L=(3A ,M"3-8A; M'® +2M?3.24A | A ,+96A,+8A , 2YM'?
D,=2A+2A,

D,=2A+A,

D,=3A+A,

D,=2A+3A,

Ds=2A+2A,

D¢=2A+A,

D,;=3A+2A,
Dg=3A+A,

Dy=2A+4A,
D,,=2A+3A,
D, =2A+2A,
D,=2A+A,

D, ;=3A+3A,
D, =3A+2A,

D\s=3A+A,
D\=2A+A+p,

I)l7= 2A+ 21\'*111
D= 2A+ A p,
D= 34+ A+,

Dy=2A+ 34+,
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D, =23+ 2A,+n,
D22= 22+ Av’*l‘z
Dy=3A+ 2+,

Dy= 30+ A, +y,

143





