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Abstract

Deep neural networks (DNNs) have demonstrated remarkable success across various
machine learning tasks but remain highly vulnerable to adversarial perturbations. Adver-
sarial training (AT) and its variants aim to enhance robustness by incorporating adversarial
examples into training. However, AT often leads to both standard and robust generaliza-
tion issues, the causes of which remain largely elusive due to the complex learning dynamics
involved.

This thesis investigates the learning behavior of AT by analyzing the evolution of
perturbation-induced data distributions. Our findings reveal a surprising phenomenon:
the distribution induced by adversarial perturbations during AT becomes progressively
more difficult to learn. We establish a theoretical explanation for this behavior by de-
riving a generalization bound that attributes it to the increasing local dispersion of the
perturbation operator. Experimental results validate this explanation and further link this
deteriorating behavior of the induced distributions to robust overfitting in AT.

To advance the understanding of generalization in adversarial settings, we propose a
unified framework for analyzing perturbation-induced loss functions. Within this frame-
work, we introduce a novel stability analysis of AT and derive generalization upper bounds
based on the expansiveness properties of adversarial perturbations. These expansiveness
parameters appear to not only govern the vanishing rate of the generalization error but
also govern its scaling constant. Our analysis attributes robust overfitting in Projected
Gradient Descent (PGD)-based AT to the sign function used in PGD attacks, which re-
sults in poor expansiveness properties. We further show that similar issues extend to a
broader class of PGD-like iterative attack algorithms, highlighting an intrinsic challenge in
adversarial training.

By providing theoretical insights and empirical validations, this thesis deepens our
understanding of the learning behavior of AT and paves the way for more principled ap-
proaches to improving robust generalization.
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Chapter 1

Introduction

Deep neural networks (DNNs) have achieved state-of-the-art (SOTA) performance in a
wide range of machine learning tasks and application domains. These advancements have
been particularly evident in natural language processing [23,58,96], computer vision [28,37,
48,90], and recommendation systems [18,19,39]. Recent progress in large language models
(LLMs), especially the emergence of GPT series models [11,44,70], further underscores the
potential of DNNs to approach human-level intelligence.

However, despite their remarkable successes, DNNs exhibit notable limitations, par-
ticularly in aligning their behavior with human reasoning. One striking example is their
vulnerability to adversarial perturbations [34, 92]. In image classification tasks, for in-
stance, adding carefully crafted but visually imperceptible perturbations to input images
can significantly alter the predictions of DNNs. In contrast, human perception remains
consistent; the classification of perturbed images, as judged by humans, often aligns with
that of the original images.

This misalignment between the behaviors of humans and DNNs suggests that DNNs
are not yet fully reliable or trustworthy in many safety-critical application scenarios, such
as autonomous driving, facial recognition, and medical diagnosis. Recent works [29, 84]
clearly demonstrate these security vulnerabilities by constructing adversarial examples in
real-world settings. For instance, [29] demonstrates that adding small, carefully designed
patches to a stop sign can cause a DNN to misclassify it as a speed limit sign, posing a
severe threat in autonomous driving systems. Similarly, [84] designs special adversarial
glasses that, when worn, make a DNN misclassify the wearer’s identity as another person,
exposing weaknesses in facial recognition systems.

In the context of large language models (LLMs), similar security issues also exists.
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LLMs are typically trained to reject harmful or unethical requests, such as providing in-
structions on making a bomb. For example, when a user submits such a query, existing
security mechanisms prevent LLMs from generating harmful responses. However, a re-
cent line of work [15,100,109,118] reveals that by carefully modifying the harmful queries,
these security mechanisms can be bypassed, eliciting inappropriate or harmful information.
These techniques, referred to as ”jailbreaking attacks,” highlight the vulnerabilities in the
security frameworks of LLMs.

These examples emphasize the importance of developing a deeper understanding for the
behaviors of DNNs and the need of designing effective methods to address these security
concerns.

To defend against adversarial attacks, a substantial body of research [20, 61, 76, 82,
83, 101, 115] has focused on developing revised training algorithms. These algorithms,
usually referred to as adversarial training (or AT in this paper), among which the dominant
approaches, such as PGD based AT [61], consider incorporating adversarial examples into
the training to enhance the model’s robustness towards adversarial attacks.

While AT improves a model’s robustness against adversarial attacks, it introduces criti-
cal challenges related to the model’s generalization performance. Specifically, the improved
robustness obtained through AT often comes at the cost of reducing the testing accuracy
on clean (unperturbed) samples. Additionally, models trained by AT still remain certain
level of vulnerability to adversarial attacks on testing data, indicating that the robustness
achieved on the training data fails to generalize to the testing data. We here briefly discuss
these challenges in the following sections.

1.1 Negative Impacts on Standard Generalization

The seminal work by [94] highlights a significant drawback of adversarial training (AT):
its potential to negatively impact a model’s generalization performance on clean (unper-
turbed) data (referred to as ”standard generalization”). While AT improves models’ ro-
bustness against adversarial perturbations, it often leads to reduced classification accuracy
on clean testing data. Using a specific theoretical data model, the authors demonstrate
that robustness and standard generalization are inherently conflicting objectives, implying
an unavoidable trade-off between these two goals.

However, the work of [108] challenged the inevitability of this trade-off. They argued
that the conflict identified in [94] is partly due to the large perturbation radius used in their
theoretical setting. This setting causes overlaps between perturbed data from different
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classes, making the trade-off unavoidable. By contrast, the work of [108] shows that,
in practical scenarios with real-world datasets, the perturbation radius is typically small
enough to avoid such overlap. Their findings suggest that the trade-off is not inherently
unavoidable and that the reduced standard generalization performance might merely be a
side effect of AT, rather than an inherent limitation.

The phenomenon observed by [94] has been explored and corroborated in several subse-
quent studies [42,71,77,107,115,117]. These works further investigate the complex interplay
between robustness and standard generalization, shedding light on how factors like data
distribution, model capacity, and training strategies influence these two quantities.

1.2 Robust Overfitting

Despite that AT has been shown to have greatly improved the robustness of the learned
model against adversarial attacks on the training set, a recent work in [78] has however
revealed that models trained by AT may still be vulnerable to adversarial attacks on the
unseen data. Specifically, after training, even though the robust error (i.e., error probability
in the predicted label for adversarially perturbed instances) is nearly zero on the training
set, it may remain very high on the testing set. For example, in Figure 1.1, the AT-trained
model achieves nearly zero robust error on the training set of CIFAR-10 [47] (shown by the
orange curve), however, its robust error on the testing set is still as high as 51.4% (shown by
the blue curve). This significantly contrasts the typical observations in standard training:
on CIFAR-10, when the standard error (i.e., the error probability in the predicted label
for non-perturbed instances) is nearly zero on the training set, its value on the testing set
is only about 4%. This phenomenon, where the robustness of an AT-trained model fails to
generalize to the test set, is commonly referred to as robust overfitting.

1.2.1 Empirical works for mitigating robust overfitting

Since its discovery, robust overfitting has attracted significant research attention. A great
deal of research effort has been spent on understanding its cause and devising mitigating
techniques. The work of [102] and [89] correlate robust overfitting with the sharpness
of the minima in the loss landscape and a method flattening such minima is presented
as a remedy. Built on a similar intuition, heuristics such as smoothing the weights or
the logit output of neural networks are proposed in [16]. The work of [85] suggests that
the robust overfitting is related to the curvature of the activation functions and that low
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Figure 1.1: [78] Learning curves of a DNN trained by AT on CIFAR-10. The learning rate
is decayed at the 100th and 150th training epoch. While the robust training error reaches
nearly zero by the end of AT, the robust test error remains as high as 51.4%.
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curvature in the activation function appears to improve robust generalization. In [25],
the authors observe the existence of label noise in AT and regard it as a source of robust
overfitting phenomenon, where the label noise refers to that after adversarial perturbation,
the original label may no longer reflect the semantics of the example perfectly. The work
of [26] attributes robust overfitting to a memorization effect and label noise in AT, and
subsequently proposes a mitigation algorithm based on an analysis of memorization. The
authors of [111] observe that in AT, fitting the training examples with smaller adversarial
loss tend to cause robust overfitting and propose a heuristic to remove a fraction of the low-
loss example during training. In [43], robust overfitting is attributed to the non-smoothness
loss used in AT, and the authors propose a smoothing technique as a solution.

Numerous endeavors have been undertaken to address the challenge of robust overfitting
with various empirical training algorithms proposed. [4] and [75] provide a comprehensive
overview of the latest developments in empirical research in this field.

1.2.2 Theoretical works for understanding robust generalization

Different from standard generalization, robust generalization for deep neural networks —es-
pecially on high-dimensional data —appears significantly more challenging. Various work
have attempted to understand the reason behind. [81] proves that in simple data models
such as the Gaussian and Bernoulli models, robust generalization requires significantly
higher sample complexity than standard generalization. The sample complexity of robust
generalization has been further analyzed using classical statistical learning tools, includ-
ing Rademacher complexity [2,3,45,103,110], VC dimension [63] and algorithmic stability
analysis [104,105], as well as the PAC learning frameworks [21,24].

Beyond sample complexity, several theoretical perspectives have been explored. The
work of [56] analyze robust generalization through the lens of neural network’s expressive
power, showing that practical models may lack sufficient capacity to achieve low robust test
error. The authors in [57] investigate inductive bias of gradient descent for AT, while an-
other line of research connects AT with distributionally robust optimization (DRO) [49,86].
The works of [88] and [13] demonstrate that different AT schemes can be reformulated as
special cases in DRO. [7] further show that, under a saddle-point assumption, AT inevitably
leads to a larger generalization gap than directly solving empirical risk minimization using
adversarially perturbed data.
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1.2.3 Limitations of existing works

Encouraging as these progresses are, the current understanding of robust overfitting is still
arguably far from being conclusive. For example, as pointed out in [35], the explanations
in [26] and [111] appear to conflict to each other: the former attributes the robust overfit-
ting to the model fitting the data with large adversarial loss while the latter claims that
fitting the the data with small adversarial loss is the source of robust overfitting. Further-
more, the proposed mitigation techniques so far, although have been shown to improve
generalization, only reduce the testing robust error by a few percent. This may imply that
robust overfitting can be due to a multitude of sources, the full picture remaining obscure.

It is much more difficult to develop theoretical understanding of the generalization
behavior for models obtained from AT, comparing with those from standard training. In
that direction, some theoretical works consider the setting where the inner maximization
is perfectly solved, e.g., in [3, 110]. However, such settings are invalid for more complex
neural networks, where the closed-form solution for the inner maximization is unavailable.

1.3 Thesis Outline

This thesis explores the robust generalization problem, particularly in DNNs trained via
AT, from multiple theoretical perspectives, supported by extensive empirical observations.
The thesis is structured as follows:

• In Chapter 2, we introduce fundamental concepts related to adversarial perturba-
tions, adversarial training, standard generalization, and robust generalization.

• In Chapter 3, we analyze the adversarial robustness of linear classifiers trained via
the support vector machine (SVM) optimization problem. We establish a connection
between the SVM loss and the adversarial loss and derive a generalization bound for
SVM-trained linear models using classical Rademacher complexity analysis.

• In Chapter 4, we investigate robust generalization in deep learning models by ex-
amining the training dynamics of adversarial training. Our experiments reveal a
surprising phenomenon: the distribution induced by adversarial perturbations dur-
ing AT becomes progressively harder to learn. We derive a generalization bound
to theoretically analyze the underlying cause of this behavior. Further experiments
show that this deterioration in induced distributions correlates with robust overfit-
ting in AT. This chapter provides a new perspective on understanding AT dynamics,
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emphasizing their critical role in shaping robust generalization, paving the way for
a deeper understanding of robust generalization. The work in this chapter has been
published in UAI 2025.

• In Chapter 5, we extend the concept of generalization beyond robust generalization
by introducing a framework based on perturbation-induced losses, which encompasses
both standard and robust generalization as special cases. This framework also sep-
arates the perturbations used in AT from those used in model evaluation, enabling
a broader application beyond robust generalization. Building upon this framework,
we derive improved generalization bounds using algorithmic stability analysis and
validate our theoretical findings through extensive experiments. Our results high-
light that the “expansiveness” of perturbation operators in both AT and evaluation
has a profound impact on generalization, providing deeper insights into the factors
governing robust generalization. This work has been published in ICLR 2025.

• In Chapter 6, we summarize the work in this thesis and discuss potential future
works.
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Chapter 2

Background

This chapter provides a brief overview of key background notions related to adversarial
perturbations, adversarial training as well as the notion of standard and robust general-
ization.

2.1 Adversarial Perturbations

Deep neural networks (DNNs), despite their remarkable success across various machine
learning tasks, are vulnerable to carefully crafted small perturbations in input data, which
can lead to incorrect predictions [34, 92]. Szegedy et al. [92] illustrate this vulnerability
with a compelling example (e.g., Figure 2.1): a DNN accurately classifies an image of a
panda with 57.7% confidence. However, after the addition of a subtle, specifically designed
perturbation, the network misclassifies the image as a ”gibbon” with 99.3% confidence.
Importantly, the difference between the original and perturbed images is nearly impercep-
tible to human observers, meaning that the classification result according to humans would
remain unchanged. Such a perturbed input data is then termed as an adversarial example
in [92].

Despite various definitions for adversarial examples exist (e.g., [14,73,92]), in this paper,
we consider the following definition for adversarial examples.

Definition 2.1 (Adversarial examples). Consider classification problems where X ⊆ Rd

denotes the input space and Y := {1, 2, · · · , K} denotes the label set. Given an instance-
label pair (x, y) ∈ X ×Y, a perturbation set T (x) related to x, and a classifier h : X → Y,
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the adversarial examples of x w.r.t h is the set of instances

Tadv(x) := {x̂ ∈ T (x) : h(x̂) ̸= y}

Remark 2.1. The definition of adversarial examples depends not only on the given in-
stance and label (x, y) but also on the classifier h. Specifically, under this definition, any
instance in the set T (x) that is misclassified by h is considered an adversarial example.
Furthermore, if the original instance x ∈ T (x) and h(x) ̸= y, x itself is treated as an
adversarial example under this definition.

Remark 2.2. The specific form of the perturbation set T (x) varies under different contexts
of machine learning problems. In the image classification problems, the most popular and
simplest choice of T (x) is T (x) = B∞(x, ϵ) where

B∞(x, ϵ) := {x̂ ∈ Rn : ∥x̂− x∥∞ ≤ ϵ}

denotes an ∞−norm ball centered at x with radius ϵ. The perturbation radius ϵ is usually
set to small values such that the perturbed instances x̂ ∈ T (x) remain ”visually similar”
to the original instance x. This ensures that the perturbations are minimal enough to be
imperceptible to humans, while still being capable of misleading the model into making
incorrect predictions.

Remark 2.3. In image classification problems, choosing T (x) as B∞(x, ϵ) is not the only
option. More generally, one can consider the p−norm ball for any p ∈ (0,∞], defined as

Bp(x, ϵ) := {x̂ ∈ Rn : ∥x̂− x∥p ≤ ϵp}

Thus, one may take T (x) = Bp(x, ϵp) with a proper choice of perturbation radius ϵp for
different values of p.

The approaches of constructing adversarial examples are termed as adversarial attacks.
Various adversarial attack algorithms have been proposed, such as L-BFGS [91], FGSM
[33], JSMA [74], Deep-Fool [64] and CPPNEA [69]. Some of the other adversarial attack
methods are summarized by [112] in great details. In general, adversarial attacks can be
treated as specific attempts to solve the following constrained optimization problem:

xadv = arg max
x̂∈T (x)

I(h(x̂) ̸= y)

where I(·) denotes the indicator function (or the 0-1 loss function). The solution of this
problem may not be unique. To enable gradient methods for solving the problem when h

9



Figure 2.1: An example presented in [33], showing the vulnerability of DNNs to adversarial
examples: carefully crafted small modification to the input data causes a neural network
to output wrong prediction.

is parameterized by neural networks, the 0-1 loss is usually replaced by a smooth surrogate
loss l : Y × Y → R+ such as the cross-entropy loss and the optimization problem turns
into

xadv = arg max
x̂∈T (x)

l(h(x̂), y)

When T (x) = B∞(x, ϵ), this constrained optimization problem can be efficiently solved by
projected gradient descend (PGD),1 which gives the well-known PGD attack [61]. We now
briefly introduce the PGD method and then elaborate the well-known PGD attack.

PGD in general. PGD is used to solve constrained optimization problems of the form

min
x∈T

f(x)

where, with a slight abuse of notation, x ∈ X represents an optimization variable and
f : X → R is a differentiable objective function. The set T ⊆ X defines the feasible region,
imposing constraints on the solutions.

PGD aims to minimize f by iteratively updating x using gradient descent, while en-
suring that the updated value of x remains within the feasible set T . This is achieved by

1or Projected Gradient Ascent in this context, since we are solving a maximization problem.
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projecting the updated point back onto T after each gradient descent step. Specifically,
the update rule is

xnew = ΠT

(
xold − λ∇xf(xold)

)
(2.1)

Here ΠT (z) := arg min
x̂∈T

∥x̂ − z∥2 denotes the operation of projecting z onto the set T and

λ ∈ R+ is the step size of the gradient descent.

PGD attack [61]. Let the perturbation set be T (x) = B∞(x, ϵ). Given an instance-label
pair (x, y), a classifier h and a differentiable loss function l, the PGD attack proceeds as
follows: at the kth iteration where the current perturbed instance is xk, the next instance
xk+1 is obtained through the following two steps:

• Update xk by performing a sign gradient ascent with step size λ ∈ R+:

z = xk + λsign
(
∇xkℓ(h(xk), y)

)
(2.2)

where the sign function is applied element-wisely on the gradients.

• Project z onto B∞(x, ϵ) to obtain the next perturbed instance xk+1:

xk+1 = ΠB∞(x,ϵ)(z) (2.3)

The projection operation in (2.3) has a closed form

ΠB∞(x,ϵ)(z) = min (max(z, x− ϵ), x + ϵ)

where min(·) and max(·) are applied element-wisely to a vector.

Remark 2.4. Different from the standard PGD method (2.1), the PGD attack updates
the perturbed instance using sign gradients, as shown in (2.2). In chapter 5, we will show
that the peculiar choice of sign function in the PGD attack appears to impact adversarial
training both in terms of (inner) optimization and in terms of generalization. This aspect,
which has been largely overlooked in prior research, will be explored in detail in this thesis.

Remark 2.5. In real-world scenarios, the gradients of a model are often inaccessible,
and typically only the model’s classification outputs can be obtained through queries.
Adversarial attacks that rely solely on querying the model’s outputs are referred to as
black-box attacks. These attacks are designed without requiring internal knowledge of the
model, such as its architecture, parameters, or gradients.

Conversely, adversarial attacks that have full access to all aspects of the model—including
gradients, parameters, and even the training data—are termed white-box attacks. These
attacks exploit detailed information about the model to craft more precise and effective
adversarial examples. PGD attack is a type of white-box attack.
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2.2 Adversarial Training

To enhance the robustness of DNNs against adversarial perturbations, a substantial body
of research [20, 61, 76, 82, 83, 101, 115] has proposed revised training algorithms. These ap-
proaches, commonly referred to as adversarial training (AT), include dominant methods
like Projected Gradient Descent (PGD)-based AT [61], which trains models by approxi-
mately solving a min-max optimization problem.

In this section, we briefly introduce the adversarial training framework proposed in [61],
a foundational work that has significantly influenced subsequent research in this area.

Let D denote the underlying data distribution over X×Y . In the standard classification
problem, our ultimate learning target is to find a classifier h in some model class H that
achieves the lowest standard error rate on data sample from D

h∗ = arg min
h∈H

E(x,y)∼D [I{h(x) ̸= y)}]

However, the optimal classifier h∗ which minimizes the standard error rate, is not necessar-
ily robust to adversarial perturbations. To obtain a classifier that is not only “accurate”
on the clean data but also robust to adversarial perturbations, the ultimate learning target
then becomes:

h∗
rob = arg min

h∈H
E(x,y)∼D

[
max
x̂∈T (x)

I{h(x̂) ̸= y)}
]

With only finite training samples S := {(xi, yi)}ni=1 drawn from Dn, the training objec-
tive of AT in [61] then naturally arises, considering to solve

w∗ = arg min
w

1

n

n∑
i=1

max
x̂i∈T (xi)

ℓ (hw(x̂i), yi)

where parameterized models hw with parameter w (e.g., DNNs) are considered and the 0-1
loss is replaced by a smooth surrogate loss function l (e.g., the cross-entropy loss).

One of the main challenges for solving this min-max problem for DNNs is that ob-
taining the closed form of the inner maximization max

x̂i∈T (xi)
ℓ (hw(x̂i), yi) is intractable. In

practice, this maximization is approximated by evaluating the loss value on the adversarial
examples ℓ(hw(xadv

i ), yi) where the adversarial examples xadv
i are generated by some ad-

versarial attack algorithm such as the PGD attack [61]. The min-max training objective
is then approximately solved by iterating between generating adversarial examples xadv

i

according to current model parameter w and then updating w through stochastic gradient
descent to minimize the loss on the adversarial examples. We will provide a more detailed
introduction to this procedure in the following chapters.
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2.3 Standard Generalization and Robust Generaliza-

tion

In standard classification problems, we consider the standard empirical risk and population
risk as the main performance measurements for a given model hw.

Definition 2.2 (Standard risks). Let D denote a distribution over X and Y. Let ℓ :
Y × Y → R+ denote a loss function. Let S = {(xi, yi)}ni=1 be drawn from Dn. We denote
the standard population risk RD(w) and the standard empirical risk RS(w) of hw measured
by ℓ as

RD(w) := E(x,y)∼D [ℓ(hw(x), y)] and RS(w) :=
1

n

n∑
i=1

ℓ(hw(xi), yi) (2.4)

Remark 2.6. We will call the gap RD(w) − RS(w) as the standard generalization gap,
which quantifies the generalization performance of the classifier hw on the clean data.

We now introduce the robust risks, which are the central performance metrics in clas-
sification problems with adversarial perturbations.

Definition 2.3 (Adversarial risks). Let D denote a distribution over X and Y. Let ℓ :
Y × Y → R+ denote a loss function. Let S = {(xi, yi)}ni=1 be drawn from Dn. Given a
perturbation set T (x), we denote the adversarial population risk Radv

D (w) and the adversarial
empirical risk Radv

S (w) of hw measured by ℓ as

Radv
D (w) := E(x,y)∼D

[
max
x̂∈T (x)

ℓ(hw(x̂), y)

]
and Radv

S (w) :=
1

n

n∑
i=1

max
x̂i∈T (xi)

ℓ(hw(x̂i), yi)

(2.5)

Remark 2.7. The perturbation set T (x) usually includes the original instance x itself (i.e.,
x ∈ T (x)). Consequently, we have Radv

D (w) ≥ RD(w) and Radv
S (w) ≥ RS(w), indicating

that models achieving small robust risks also achieve small standard risks simultaneously.

To distinguish this from the standard generalization gap, we call the gap Radv
D (w) −

Radv
S (w) as the robust generalization gap.

In chapter 5, we will demonstrate that both standard risks and robust risks can be
unified within a broader framework by defining generalization in terms of perturbation
induced losses.

13



Chapter 3

Robust generalization for linear
classifiers

In this chapter, we analyze the adversarial robustness of linear classifiers trained by mini-
mizing the support vector machine (SVM) objective. We show that, with a specific choice
of hyperparameters, the SVM loss serves as an upper bound on the adversarial loss. This
implies that minimizing the SVM loss yields a linear classifier with a small adversarial loss
on the training set. Additionally, we investigate the robust generalization performance of
SVM-trained linear models by deriving a generalization upper bound using Rademacher
complexity analysis.

3.1 Additional Preliminaries

We first introduce the notion of Rademacher complexity and the generalization bound
derived based on this quantity.

Definition 3.1 (Rademacher complexity [5]). Let F be a family of functions maping from
X × Y to R. Let σ denote a random variable following the Rademacher distribution, i.e.,
Pr(σ = 1) = Pr(σ = −1) = 0.5. Let Σ := (σ1, · · · , σn) denote n independent Rademacher
random variables. Given a set of n samples S := {(xi, yi)}ni=1, the empirical Rademacher
complexity of F is defined as

Radn(F ;S) := EΣ

[
sup
f∈F

1

n

n∑
i=1

σif(xi, yi)

]
(3.1)
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Let P denote the distribution according to which the samples S := {(xi, yi)}ni=1 are
drawn. Then the Rademacher complexity of F is defined as

Radn(F) := ES∼P [Radn(F ;S)] (3.2)

Remark 3.1. Rademacher complexity characterize the richness of a family of functions F
by measuring the best correlation between its members and the random noises Σ, reflecting
the ability of F to fit random noises.

Intuitively, smaller Rademacher complexity implies that F has lower capacity to fit
arbitrary patterns, making it less likely to overfit when used to model a given set of training
samples. When considering a class of functions F that are bounded, e.g., f : X×Y → [0, 1]
for any f ∈ F , this intuition is rigorously formalized by the following result:

ES∼Dn

[
sup
f∈F

(
E(x,y)∼Df(x, y) − 1

n

n∑
i=1

f(xi, yi)

)]
≤ 2Radn(F) (3.3)

This upper bound shows that if the Rademacher complexity Radn(F) is small, then
every f ∈ F will have a small (expected) generalization gap. The proof of (3.3) can be
found in [62] chapter 3.1 and [97] chapter 4.2. Building upon (3.3), we have the following
well-known generalization upper bound.

Theorem 3.2 (generalization upper bound [5,62]). Let F be a family of functions maping
from X ×Y to [0, C]. Let S := {(xi, yi)}ni=1 be drawn i.i.d from D. For any η ∈ (0, 1), with
probability at least 1 − η over drawing S from Dn, every f ∈ F satisfy

E(x,y)∼Df(x, y) ≤ 1

n

n∑
i=1

f(xi, yi) + 2CRadn(F ;S) + 3C

√
log(2/η)

2n
(3.4)

3.2 Theoretical Results

We now consider a binary classification setting with input space X ⊆ Rd and label space
Y := {−1,+1}. Let D denote a distribution on X × Y . A linear model with parameters
w ∈ Rd is denoted by hw(x) := wTx and the corresponding linear classifier is defined as
gw(x) := sgn(hw(x)), where sgn(·) denotes the sign function.

We consider the hypothesis class H := {hw : ∥w∥q ≤ B}, where models are constrained
by the q−norm of w for some q ∈ (0,∞]. For any hw ∈ H, we analyze its adversarial risks
under perturbations from the p−norm ball Bp(x, ϵ), defined as
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Radv
D (w) := E(x,y)∼D

[
max

x̂∈Bp(x,ϵ)
I(yhw(x̂) < 0)

]
(3.5)

and

Radv
S (w) :=

1

n

n∑
i=1

max
x̂i∈Bp(xi,ϵ)

I(yihw(x̂i) < 0) (3.6)

where S := {(xi, yi)}ni=1 is a set of n i.i.d training samples from D and I(·) denotes the
indicator function. Since I(yhw(x) < 0) = I(gw(x) ̸= y), the adversarial risks in the above
equations quantify the classification error rates of hw (or equivalently gw) under adversarial
perturbations.

Connections to SVM. The support vector machine (SVM) algorithm seeks a classifier
that not only fits the training data but also maximizes the geometric margin between
classes. Intuitively, a larger margin enhances robustness, as it increases the separation
between training samples and the decision boundary. In the following, we show that, for
a specific choice of hyperparameters, the SVM objective serves as an upper bound on the
adversarial risk. This implies that minimizing the SVM objective inherently promotes
robustness.

Given a training set S, the SVM optimization problem is defined as

min
w,Ξ

α
n∑

i=1

ξi + β∥w∥q (3.7)

s.t. ξi ≥ 1 − yihw(xi), ξi ≥ 0

where Ξ := (ξi)
n
i=1 and α, β ∈ R+ are hyper-parameters, balancing the trade-off between

minimizing the slack variables ξi and the regularization term ∥w∥q. Solving (3.7) is equiv-
alent to minimizing the following loss function

Lα,β(w;S) := α
n∑

i=1

ϕ(yihw(xi)) + β∥w∥q (3.8)

where ϕ : R → [0,+∞) is the hinge loss function, defined as

ϕ(z) := max(0, 1 − z) (3.9)
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Now, consider an adversarial perturbation set Bp(x, ϵ) where the norm ∥ · ∥p is the dual
norm of ∥ · ∥q, i.e., 1

p
+ 1

q
= 1. Setting α = 1/n and β = ϵ in Lα,β(w;S), we obtain the

following inequality:
Radv

S (w) ≤ L 1
n
,ϵ(w;S) (3.10)

This result shows that minimizing the SVM objective simultaneously reduces the em-
pirical adversarial risk, leading to a classifier with inherent robustness on the training
set.

We now present the proof of (3.10):

Proof. For any (x, y) ∈ X × Y and any w, we have that

max
x̂∈Bp(x,ϵ)

I(yhw(x̂) < 0) (3.11)

≤ max
x̂∈Bp(x,ϵ)

ϕ(yhw(x̂)) (3.12)

=ϕ

(
min

x̂∈Bp(x,ϵ)
yhw(x̂)

)
(3.13)

= max

(
0, 1 − min

∥δ∥p≤ϵ
ywT (x + δ)

)
(3.14)

= max
(
0, 1 − ywTx + ϵ∥w∥q

)
(3.15)

≤max
(
0, 1 − ywTx

)
+ ϵ∥w∥q (3.16)

Averaging over S dervies the inequality

Radv
S (w) ≤ L 1

n
,ϵ(w;S)

Building upon this connection, we now analyze the robust generalization performance
of linear classifiers trained via the SVM algorithm using Rademacher complexity. For
brevity, we denote L1/n,ϵ as Lϵ for the remainder of this discussion.

Let ϕ̃ : R → [0, 1] denote the Ramp loss function, written as

ϕ̃(z) := min(1, ϕ(z)) (3.17)

It follows that, for any x, y and hw, we have the inequality

I(yhw(x) < 0) ≤ ϕ̃(yhw(x)) ≤ ϕ(yhw(x)) (3.18)
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Define the function class

H̃ := {(x, y) → ϕ̃(yhw(x)) + ϵ∥w∥q : ∥w∥q ≤ B} (3.19)

Note that each functions in H̃ is bounded within [0, ϵB].

Based on Theorem 3.2 and the inequalities (3.18), we have the following result:

Proposition 3.3. Consider the adversarial population risk Radv
D (w) defined in (3.5). Let

S := {(xi, yi)}ni=1 be a set of samples drawn i.i.d from D. For any η ∈ (0, 1), with probability
1 − η over sampling S from Dn, every hw ∈ H satisfies

Radv
D (w) ≤ Lϵ(w;S) + 2(ϵB + 1)Radn(H̃;S) + 3(ϵB + 1)

√
log(2/η)

2n
(3.20)

where H̃ is defined in (3.19).

The proof of this proposition is deferred to Appendix A. This result suggests that when
the empirical Rademacher complexity of H̃ is small, minimizing the SVM loss Lϵ(w;S)
yields a linear classifier with a low adversarial population risk with high probability.

We now present an upper bound for the empirical Rademacher complexity Radn(H̃;S).

Theorem 3.4. Let X = {x ∈ Rd : ∥x∥2 ≤ R} be the input space. Then the empirical
Rademacher complexity of H̃ satisfies the upper bound

Radn(H̃;S) ≤ max
(

1, d
1
p
− 1

2

) BR√
n

+
ϵB

2
√
n

(3.21)

We defer the proof of the theorem to Appendix A. It is worth noting that for the
perturbation set Bp(x, ϵ) with p ≥ 2, this upper bound does not directly depend on the
dimension of the input data.

3.3 Discussion

The robust generalization of linear classifiers has been extensively studied through the lens
of Rademacher complexity, with prior works [2,3,45,110] providing upper bounds analogous
to Theorem 3.4. However, when it comes to deep neural networks (DNNs), Rademacher
complexity has proven to be an overly conservative measure, often leading to vacuous, less
meaningful generalization bounds.
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A striking example of this limitation is demonstrated by [114], where experiments
show that DNNs can memorize random labels, exhibiting extremely high Rademacher
complexity. Classical generalization bounds (e.g., Theorem 3.2) suggest that models with
high Rademacher complexity are expected to overfit. Yet, deep networks often generalize
well in practice despite their high capacity to fit random noise, indicating that Rademacher
complexity significantly overestimates the effective complexity relevant to generalization.

Furthermore, analyses based on Rademacher complexity fail to capture the essential role
of training dynamics in shaping generalization. These analyses typically assess the worst-
case generalization gap across an entire hypothesis class, which may not be representative
of the solutions found by specific learning algorithms. In particular, deep neural networks
are trained using iterative optimization methods such as stochastic gradient descent (SGD),
which introduces implicit biases that favor solutions with better generalization properties.
A substantial body of work [59, 67, 68, 87] has shown that the training dynamics of SGD
drives models toward solutions that generalize well, even though the hypothesis class itself
contains many poorly generalizing solutions.

These limitations motivate a deeper investigation into the robust generalization of deep
learning models beyond traditional Rademacher complexity analysis. In particular, train-
ing dynamics play a crucial role in shaping robust generalization, especially in adversarial
training (AT). In the next chapter, we explore how AT dynamics influences robust gener-
alization.
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Chapter 4

Towards Understanding the Dynamic
of Adversarial Training

AT may be regarded as stochastic gradient descent (SGD) on an adversarially perturbed
version of the training set at each iteration. Specifically, at each gradient descent iteration,
each input instance in a training batch is first perturbed to maximize the training loss
with respect to the current model parameter, and then gradient descent is performed to
update the model parameter. The maximization of the training loss prior to gradient
descent is constrained on a maximum allowable perturbation radius; in other words, this
maximization is equivalent to an adversarial attack to the model with current parameter
setting.

To study the generalization behavior of models learned by AT is challenging, arguably
due to this complex dynamics of AT. In particular, this complexity arises from the con-
voluted interaction between the update of model parameter along AT iterations and the
update of the adversarial perturbations in the inner maximization step. More concretely,
when the model parameter gets updated, the adversarial perturbation is updated to one
that attacks the updated model, and the updated adversarial perturbation in turn governs
the next update of the model parameter. It is then conceivable that understanding the gen-
eralization behavior of AT requires a deep understanding of the interaction between the
model updates and perturbation updates, even “untangling” the convoluted interaction
along the training trajectory. This philosophy motivates the work in this chapter.

A key observation in this chapter is the recognition that in each AT iteration, the per-
turbation operator effectively induces a new data distribution and that the model update
may be viewed as the standard training on data drawn from this induced distribution.
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Since perturbation in each AT iteration has a small magnitude, the induced distribution
is provably close to the original data distribution. However, a surprising finding in this
work is that these induced distributions behave distinctively from the original distribution:
as AT progresses, they may become increasingly more difficult to learn. The experiments
supporting this finding were conducted as follows: for a check point of AT, we extract the
perturbation operator and use it to perturb both the training set and test set; we then
train a model from scratch on the perturbed training set, using standard training, until
the (standard) training error is effectively zero; we then evaluate the learned model on
the perturbed testing set to obtain its classification error. We call such an experiment as
an ”induced distribution experiment” or IDE. When conducting IDE on datasets such as
CIFAR-10, we usually observe large testing errors, particularly when the check point is
near the end of AT. In fact, on such datasets, the generalization gap for models learned
from the induced distribution appears to progressively increase as AT proceeds.

To understand the deteriorating behavior of the induced distribution along AT, we
derive a uniform-convergence upper bound of the generation gap for models learned on the
induced distributions. The key quantity in the bound is a term we call “local dispersion” of
the perturbation operator. Our bound suggests that only when the perturbation operator
has small local dispersion, a good generalization guarantee can be obtained for models
learned on the distribution induced by the operator. Through experiments, we show that
local dispersion is indeed indicative to the generalization gap of models learned on the
induced distribution and can be used to explain the deteriorating behavior of the induced
distribution along the AT trajectories, as observed in our IDE experiments.

In summary, in this chapter we discover an interesting phenomenon in AT, namely,
that the induced distributions by the perturbation operator in AT are progressively more
difficult to learn. We prove a generalization bound as a theoretical explanation for this
phenomenon and corroborate it with experimental validations. Our results shed new lights
in understanding the complex AT dynamics and the interaction therein between model
updates and perturbation updates. Although there have been previous works examining
AT trajectories, very few actually zoom into the properties of the perturbation operator.

This chapter highlights the importance of investigations in this angle in paving ways
towards understanding robust generalization. This importance is further manifested by
our additional experimental observation presented at the end of the chapter, where we
show that the deteriorating behavior of the induced distributions correlates with robust
overfitting.
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4.1 Adversarial Training and Induced Distributions

Notations and basic setup. Over any real vector space, we will use ∥ · ∥p to denote
the p-norm and abbreviate the Euclidean norm (i.e., 2-norm) as ∥ · ∥. Recall that we use
Bp(x, ϵ) := {t ∈ Rd : ∥t − x∥p ≤ ϵ} to denote a p−norm ball with radius ϵ and centered
at x. In the remainder of this chapter, we consider the ∞−norm ball B∞(x, ϵ) as the
perturbation set.

We consider a classification setting with input space X ⊆ Rd and label space Y :=
{1, 2, · · · , K}. We use D to denote a distribution on X ×Y and denote DX as the marginal
distribution of D on X . Let Θ be the parameter space of a parameterized model of interest
and hϕ : X → Y denotes a classifier with parameter ϕ ∈ Θ. We again use ℓ : Y ×Y → R+

to represent a loss function. Standard choices of l for classification tasks are 0-1 loss and
cross-entropy loss. The classification error of hϕ over a sample (x, y) is then measured by
fϕ(x, y) := ℓ(hϕ(x), y).

We rewrite the standard population risk and the standard empirical risk in (2.4) re-
spectively as

RD(ϕ) := E(x,y)∼D [fϕ(x, y)] and RS(ϕ) :=
1

n

n∑
i=1

fϕ(xi, yi) (4.1)

for a set of n samples S := {(xi, yi)}ni=1 drawn i.i.d. from D.

The standard generalization performance of the model fϕ is then measured by the
standard generalization gap:

GGn(ϕ, S;D) := |RD(ϕ) −RS(ϕ)| (4.2)

Adversarial perturbations Given any instance-label pair (x, y) ∈ X ×Y and a target
model fϕ paramterized by ϕ, we define the ϵ-adversarial perturbation of x with respect to
fϕ as

Qϕ(x, y) := arg max
v∈B∞(x,ϵ)

fϕ(v, y) (4.3)

Clearly the operator Qϕ also depends on the allowable perturbation magnitude ϵ, but we
suppress such dependency in our notations throughout this chapter for simplicity.
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Adversarial risks Given a data distribution D and its n i.i.d samples S, the adversarial
risks Radv

D (ϕ) and the adversarial empirical risk Radv
S (ϕ) of a model fϕ can be re-written,

respectively, as
Radv

D (ϕ) := E(x,y)∼Dfϕ(Qϕ(x, y), y) (4.4)

and

Radv
S (ϕ) :=

1

n

n∑
i=1

fϕ(Qϕ(xi, yi), yi) (4.5)

Adversarial training Given a training set S, at the tth iteration of adversarial training
(AT), where the model parameter is ϕt, the model parameter is updated, with learning
rate η, by

ϕt+1 = ϕt − η∇ϕt

[
1

n

n∑
i=1

fϕt (Qϕt(xi, yi), yi)

]
(4.6)

Notably, the update equation (4.6) of AT results in a complex dynamics, namely, the
update of ϕ causes the update of the perturbation operator Qϕ, and the update of Qϕ

in turn influences the next update of ϕ. This complex interaction between the model
parameter and the perturbation operator makes analyzing AT trajectories very difficult.

One key perspective of this work is recognizing that at training iteration t, the per-
turbation operator Qϕt essentially induces a different distribution and that the AT step in
(4.6) may be seen as a one-step gradient descent on the standard empirical risk of training
data drawn from this induced distribution. We next make this precise.

Perturbation induced distribution Let (X, Y ) be drawn from D. Given an adversar-
ial perturbation Qϕ, the perturbation induced distribution (or simply induced distribution)
is defined as the joint distribution of (Qϕ(X, Y ), Y ) and is denoted by D̃ϕ. For a given
training set S = {(xi, yi)}ni=1, denote S̃ϕ := {(vi, yi)}ni=1, where vi := Qϕ(xi, yi). It is clear
that the samples S̃ϕ are drawn from the induced distribution D̃ϕ.

Since each perturbed instances Qϕ(x, y) lies within a small neighborhood of x (i.e.,
∥Qϕ(x, y) − x∥∞ ≤ ϵ), it follows immediately that for any ϕ, the Wasserstein p-distance
(denoted by Wp(·, ·)) between D and D̃ϕ satisfies

Wp(D̃ϕ,D) ≤ ϵ (4.7)

for any p ∈ [1,+∞]. Here the metric, say d, on X × Y by which the Wasserstein distance
is defined, is

d((x, y), (x′, y′)) := ∥x− x′∥∞ + dY(y, y′)
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where dY is an arbitrary metric on Y .

Remark 4.1. Notably, in the context of adversarial training, the maximum perturbation
magnitude ϵ is usually small. Then by equation (4.7), the distribution D̃ϕ induced by
the perturbation operator Qϕ during AT is very close to the original data distribution
D. However, a surprising observation in this work is that models trained (via standard
training) on D and on D̃ϕ may have very different behaviors.

Remark 4.2. It is also worth noting that Radv
D (ϕ) = RD̃ϕ

(ϕ) and Radv
S (ϕ) = RS̃ϕ

(ϕ) —the

adversarial risks of ϕ can be treated as the standard population (resp. empirical) risk
of ϕ measured on the induced distribution (resp. the samples drawn from the induced
distribution) generated by ϕ.

Following the definition of generalization gap in (4.2), the notations GGn(ϕ, S̃ϕ; D̃ϕ) and
GGn(θ, S̃ϕ; D̃ϕ) are both well defined, where the former is the robust generalization gap of
an arbitrary model fϕ and the latter is the standard generalization gap of an arbitrary
model fθ measured with respect to a given induced distribution D̃ϕ and its samples S̃ϕ.

4.2 Learning on the induced distributions

In this section, we experimentally study the problem of learning on the induced distribution
D̃ϕ, where ϕ is the parameter of a model being trained during AT.

Induced distribution experiment Let S and T be the training set and testing set
of a classification task. We perform AT for a neural network model using S. Let AT(t)
denote that model’s parameter obtained by performing AT for t epochs. For some choice
of t, we obtain model parameter ϕ = AT(t). We then perturb S and T using Qϕ, and
obtain the perturbed training and testing datasets S̃ϕ and T̃ϕ respectively. A new model
(with the same architecture) is then trained from scratch (namely, starting from random
initialization of its parameters) on S̃ϕ using standard training and denote the learned
model parameter by θ. This model θ is evaluated on T̃ϕ. For the ease of reference we call
such an experiment the “induced distribution experiment” (IDE).

In our IDE experiments, Qϕ is taken as the Projected Gradient Descend (PGD) attack
[61], which is used both for AT and for generating the perturbed datasets. Other details
of the experiments are given below.
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Figure 4.1: Learning curves of standard training on the clean CIFAR-10 dataset and IDEs
w.r.t various ϕ. In each training, the learning rate is decayed at the 100th epoch.
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Datasets The experiments are conducted on CIFAR10 and CIFAR100 [47]. We also
conduct experiments on a ”scaled-down” version of the ImageNet dataset [80], which we
call Reduced ImageNet, drawing inspiration from a similar approach in [95] for reduced
training complexity. Reduced ImageNet aggregates several subsets of the original ImageNet
and comprises 10 classes, each containing 5000 training samples and approximately 1000
testing samples per class. More details concerning this dataset are given in Appendix B.1.

Settings for AT and PGD On CIFAR-10 and Reduced ImageNet we perform AT to
train the pre-activation ResNet (PRN) model [38] with 18 and 50 layers respectively. On
CIFAR-100 we train the Wide ResNet (WRN) model with 34 layers [113]. We use 5-step
PGD with ϵ = 4/255 for Reduced ImageNet and 10-step PGD with ϵ = 8/255 for CIFAR-
10 and CIFAR-100 according to [78]. We set λ = 2/255 on CIFAR10 and CIFAR100,
λ = 0.9/255 on Reduced ImageNet. More details concerning the hyper-parameter settings
are given in Appendix B.1.

Experimental results Let ϕ = AT(0) denote a randomly initialized model. Figure
4.1(b)-(d) presents the learning curves of IDEs conducted on the CIFAR-10 datasets for ϕ
obtained after AT for different numbers of epochs, while Figure 4.1(a) shows the learning
curves of standard training on the clean CIFAR-10 dataset for comparison. The green
and red curves respectively represent the training and testing error recorded along the
training process. In all cases, the model is trained to achieve zero training error. However,
the testing error varies significantly in different IDEs. On the clean dataset, the model
attains a testing error as low as 4.13%; A similar performance is observed on the IDE with
ϕ = AT(0), where the testing error reaches around 6.06%. In contrast, for ϕ = AT(80), the
learned model shows a reduced generalization performance, with the testing error increasing
to 11.38%. A more significant rise on the testing error occurs when a model is trained on the
perturbed dataset generated by ϕ = AT(200), where the testing error increases to 24.89%.
Similar results are also observed on CIFAR-100 and Reduced ImageNet (see Appendix B.3
Figure B.1 and B.2).

For IDE with ϕ = AT(200), a large generalization gap —the gap between the red and
green curves —emerges in the early phase of the training (around the 20th training epoch).
After the drop of learning rate (at the 100th training epoch), the training error quickly
reduces to zero, yet the generalization gap remains nearly unchanged, resulting in a high
final testing error. This is in contrast to the learning behavior observed on the clean dataset
and the IDE with ϕ = AT(0), where a small generalization gap is established at the early
phase of training and is consistently preserved along the training.
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These experiments reveal a rather surprising phenomenon: despite D̃ϕ being very close
to D, the model’s learning performance on the induced distribution D̃ϕ can be significantly
different from that on D. In particular, as AT proceeds, the induced distribution D̃ϕ

may deteriorate, in the sense that it becomes increasingly more difficult to generalize, as
signified by the increasing generalization gap.

Additional related works Existing studies have uncovered intriguing properties of
adversarial examples, such as their transferability across different models [34, 72, 93] and
their distinct geometric characteristics compared to clean examples [31, 60]. The work in
[41] reveals that adversarial examples generated w.r.t a model trained via standard training
may still contain useful features. Specifically, they demonstrate that a classifier trained
on mislabeled adversarial examples can achieve remarkable generalization performance on
unseen clean data. Theoretical explanations for this finding are then provided in [50,
51]. Additionally, the work in [116] presents another intriguing finding that adversarial
perturbations for two-layer neural networks with random weights are linearly separable,
suggesting structural properties of adversarial perturbations exist.

Unlike [41] and [116], who focus on adversarial examples for models trained via standard
training or with random weights, our work explores adversarial examples along AT trajec-
tories, providing new insights into how features of adversarial examples evolve throughout
the training process.

4.3 Theoretical analysis

In this section, we provide a theoretical analysis to explain the deteriorating learning
behavior of the induced distribution along AT. Specifically, we derive an upper bound for
the “worst-case” generalization gap supθ∈Θ GGm(θ, S̃ϕ; D̃ϕ).

Assumption 4.3 (Anchored data model). We assume that underlying the data distri-
bution D, there is a latent distribution, or “anchor distribution”, D∗ on X × Y . D∗ is
specified by its marginal DX

∗ on X and a classifier h∗ : X → Y (which assigns every x
drawn from DX

∗ a label in Y). The data distribution D of interest is a “smoothed” version
of D∗ as follows: Draw an “anchor” variable T from DX

∗ . Then draw a noise ρ independent
of T from a distribution π (on Rd) with zero mean and a finite variance in each dimension
(recall that X is a subset of Rd) —we assume the variance in each dimension is small. The
distribution of (T + ρ, h∗(T )) is then the distribution D.
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Remark 4.4. In this anchored data model, the true input variable X is treated as a
noise-perturbed version of an anchor variable T ∼ DX

∗ . Such an assumption is widely
used in various machine learning contexts, for example, in the VAE model [46] where the
reconstruction loss adopts the square error loss . On the other hand, the assumption that
X = T + ρ share the same label as T is sensible, since one expects that within small
neighborhood of T , the class label remains unchanged.

Given a model class F := {fθ : θ ∈ Θ}, we now study its generalization performance
w.r.t the induced distributions. Specifically, we will derive an upper bound for the gener-
alization gap GGm(θ, S̃ϕ; D̃ϕ) for all θ ∈ Θ. As it turns out, a key quantity governing the
upper bound is a local property of the perturbation map Qϕ that induces D̃ϕ.

Definition 4.1 (Local dispersion). For any (x, y) ∈ X ×Y, we define the local dispersion
γ̃ϕ(x, y) of the perturbation mapping Qϕ at (x, y) as

γ̃ϕ(x, y) := Eρ,ρ′∥Qϕ(x + ρ, y) −Qϕ(x + ρ′, y)∥22. (4.8)

where ρ and ρ′ are drawn independently from π.

Remark 4.5. We refer to this quantity as the local dispersion of Qϕ, as it measures how
far apart the operator Qϕ disperses two noise-perturbed versions of (x, y). In fact, one may
verify that γ̃ϕ(x, y) can be expressed as

γ̃ϕ(x, y) = 2 · Trace (COVρ(Qϕ(x + ρ, y))) (4.9)

where ρ is drawn from π and COVρ(Qϕ(x + ρ, y)) denotes the covariance matrix. That is,
γ̃ϕ(x, y) also measures the how far Qϕ spreads a randomly perturbed version of (x, y). We
defer the proof of (4.9) to Appendix B.2.1.

One may argue intuitively that smaller local dispersion of Qϕ may allow the model to
generalize better when learning on the distribution D̃ϕ: consider an instance (T, Y ) drawn
from the anchor distribution D∗, and two observed data points (T + ρ, Y ) and (T + ρ′, Y )
(with ρ and ρ′ drawn independently from π). Suppose that (T + ρ, Y ) is included in the
training set and (T + ρ′, Y ) is included in the testing set. When the local dispersion is
small, the perturbed version of the training point (Qϕ(T +ρ, Y ), Y ) and that of the testing
point (Qϕ(T + ρ′, Y ), Y ) (both of which are realizations from D̃ϕ) are close, allowing the
model’s prediction on the latter to behave similarly as that on the former.

We now rigorously formalize this intuition, under the following assumptions.
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• (Lipchitzness of fθ over X ) For any y ∈ Y and any θ ∈ Θ, |fθ(x, y) − fθ(x
′, y)| ≤

β∥x− x′∥2 for ∀x, x′ ∈ X .

• (Boundedness) sup
x,y∈X×Y

|fθ(x, y)| = B < ∞ for any θ ∈ Θ.

The generalization gap (4.2) then has the following uniform convergence result:

Lemma 4.1. Consider the model class F where each fθ ∈ F satisfies the above boundedness
condition. For any ϕ (or D̃ϕ), with probability 1 − τ over drawing S̃ϕ from D̃ϕ, we have

sup
θ∈Θ

GGm(θ, S̃ϕ; D̃ϕ) ≤ ES̃ϕ∼D̃m
ϕ

sup
θ∈Θ

GGm(θ, S̃ϕ; D̃ϕ) + 2B

√
log 1

τ

2m
(4.10)

The proof of the lemma is deferred to Appendix B.2.2. Building upon lemma 4.1, we
now derive an upper bound for ES̃ϕ∼D̃m

ϕ
supθ∈Θ GGm(θ, S̃ϕ; D̃ϕ) where the local dispersion

of Qϕ plays a role.

Theorem 4.6. Consider the model class F where each fθ ∈ F satisfies the above Lip-
chitzness and boundedness conditions. Consider the data distribution D which satisfies the
assumptions 4.3. Let D̃ϕ denote the induced distribution of D, generated by a perturbation
Qϕ. We have

ES̃ϕ∼D̃m
ϕ

sup
θ∈Θ

GGm(θ, S̃ϕ; D̃ϕ) ≤ 2β√
m

√
E(x,y)∼D∗ γ̃ϕ(x, y) +

2(β
√
dϵ + B)√
m

(4.11)

We leave the proof of the Theorem in Appendix B.2.3. Combining (4.11) with (4.10)
immediately gives an upper bound for the generalization gap (4.2) that applies for any
θ ∈ Θ.

Remark 4.7. The derivation of Theorem 4.6 is based on a modification of the Rademacher
complexity analysis. It worth noting that any direct application of Rademacher complexity
to establish a learning bound requires certain restriction on the hypothesis class F , thus
suffering from a loss of generality.

The theorem suggests that the generalization gap of any fθ w.r.t to the distribution
D̃ϕ is affected by the expected local dispersion (ELD) ED∗ γ̃ϕ(x, y) of Qϕ and that a small
generalization gap can be uniformly attained—for every fθ ∈ F —with high probability
when ELD ED∗ γ̃ϕ(x, y) is small.
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An interpretation of this theorem is that the learning difficulty of the induced distribu-
tion D̃ϕ may be attributed to the ELD ED∗ γ̃ϕ(x, y) of the perturbation operator Qϕ. But
since the theorem only provides an upper bound, such an interpretation is only valid if the
upper bound in the theorem is indicative of the true generalization gap. We next report
experimental measurements to show this is indeed the case.

4.4 Experimental Validation

We conducted experiments to estimate the ELD of Qϕ for ϕ = AT(t) with various t values
along the AT trajectory. Note that the expectation here is over the distribution D∗, from
which no samples are available. However, due to the relationship between DX and DX

∗ ,
namely that DX is merely a slightly smoothed version of DX

∗ (since π has small variances),
one expects that when we draw x from DX , DX (x) ≈ DX

∗ (x) with high probability. As
a consequence, ED∗ γ̃ϕ(x, y) ≈ EDγ̃ϕ(x, y) with high probability. But the latter can be
estimated using the i.i.d. samples from D. This gives us the following estimation formula
for ELD:

ED∗ γ̃ϕ(x, y) ≈ 1

m

m∑
i=1

γ̃ϕ(xi, yi),

where {(xi, yi)}mi=1 are drawn from D.

Estimating the local dispersion γ̃ϕ(xi, yi) requires the knowledge of π, which is un-
fortunately unavailable to us. In our experiments, we take π as a spherical Gaussian,
with variance in each dimension equal to σ2. Various values of σ2 are considered in our
experiments.

The estimation of each γ̃ϕ(xi, yi) is done by Monte-Carlo approximation via sampling
250 pairs of (ρ, ρ′) from π. The expectation in (4.8) is then approximated using the sample
mean.

Same trend of ELD estimated from different σ Figure 4.2(a) show that the esti-
mated ELD values with ϕ = AT(t) using σ = 0.001, 0.005, 0.01 respectively. In the figure,
the three curves, each corresponding to a different σ value, have very similar trend. In fact,
when adjusting the range of vertical axes, the three curves closely align with each other.

ELD as an indicator of generalization gap Figure 4.2 (b) presents the generalization
gaps of the models learned on various D̃ϕ (red curve) and the estimated ELD values of the
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Figure 4.2: Local dispersion measured on the CIFAR-10 test set. (a) ELDs estimated
using different σ values. For different choice of σ, the estimated ELDs fall within different
ranges. To clearly compare the trends of ELD across different σ, we plot all estimations in
the same graph and position their respective vertical axes on the sides of the figure. (b)
ELD (green curve) of Qϕ for different ϕ in comparison to the generalization gap achieved
on D̃ϕ. (c) and (d): histograms of γ̃ϕ(x, y) for three distinct ϕ.
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corresponding Qϕ (green curve). In the experiments, we set σ = 0.01 for ELD estimation.
In each IDE, the model is trained to achieve zero training error, hence the generalization
gaps in Figure 4.2 (b) correspond directly to the testing errors of the learned models. As
shown in the figure, when the ELD of Qϕ is small, the model learned on the corresponding
D̃ϕ tends to achieve a smaller generalization gap. This empirical observation aligns with
the theoretical findings in Theorem 4.6. The positive correlation between the red and green
curve in 4.2(b) suggests that the local dispersion of the perturbation operator significantly
affects the generalization performance of the models learned on the induced distribution.
This also validates the usefulness of Theorem 4.6, corroborating ELD as an indicator of
the generalization gap for the induced distributions.

Increasing dispersiveness along AT Since in our experiments ϕ is obtained at differ-
ent AT epochs, the upward trend in the green curve of Figure 4.2(b) and that of all the
three curves in 4.2(a) suggest that performing AT for more iterations tends to make the per-
turbation operator Qϕ increasingly dispersive. To further illustrate this trend, Figure 4.2
(c) and (d) respectively plot the histograms of γ̃ϕ(x, y) for ϕ = AT(20),AT(100),AT(200),
estimated using different σ values. As shown on both figures, the histograms shift progres-
sively to the right as AT is performed for more iterations, indicating that the perturbation
operator Qϕ becomes more locally dispersive as ϕ evolves in AT. Similar experimental re-
sults are also observed on CIFAR-100 and Reduced ImageNet (see Appendix B.3 Figure
B.3 and B.4).

Summary From Theorem 4.6 and these experiments, one may conclude that the deteri-
orating learning performance on the induced distribution along the AT trajectory can be
attributed to the progressive increase of local dispersions of the perturbation operators. It
remains unclear what causes perturbation operators in AT to become increasingly disper-
sive. Nonetheless, this study may shed new lights in understanding the complex dynamics
of AT. In particular, we show next that the induced distribution deteriorating along the
AT trajectory is correlated with robust overfitting.

4.5 Correlation with Robust generalization

We now explore if the (standard) generalization performance of models learned on the
induced distribution D̃ϕ along the AT trajectory has any connection to the robust gener-
alization performance of ϕ on original data distribution D.
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(a) CIFAR-10
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(b) CIFAR-100
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(c) Reduced ImageNet
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(d) MNIST

Figure 4.3: Robust generalization gap of ϕ = AT(t) in comparison to the IDE results
w.r.t ϕ. The trend of the red curves matches that of the yellow curves in each sub-figures,
demonstrating a compelling correlation between these two quantities.
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We conduct extra IDEs for ϕ collected along AT at various epochs and compare the
IDE testing errors with the robust generalization performance of the corresponding ϕ. AT
and each IDE are repeated five times with different random seeds.

The experimental results on CIFAR-10 and CIFAR-100 are shown in Figure 4.3(a) and
(b), where the green and yellow curves respectively report the adversarial training error
and the robust generalization gap of ϕ (i.e., Radv

S (ϕ) and GGm(ϕ, S̃ϕ; D̃ϕ)). The two curves
illustrate a phenomenon known as robust overfitting [78]: after a certain point in AT, the
robust generalization gap steadily increases while the adversarial training error constantly
decreases. The red curves in the figures depict the standard testing errors achieved in each
IDEs (i.e., RD̃ϕ

(θ) with θ learned on S̃ϕ). Notably, a significant rise in the IDE testing

error is observed when ϕ is taken between AT(80) and AT(120), increasing from 3.6% to
27.68% for CIFAR-10 and from 19% to 48.99% for CIFAR-100. Furthermore, this shift
coincides with the onset of robust overfitting, where a significant rise in GGm(ϕ, S̃ϕ; D̃ϕ))
is also observed.

These results further demonstrate that D̃ϕ becomes harder to learn as AT progresses.
More importantly, it shows that the appearance of this deteriorating induced distribution
is closely linked to the onset of the robust overfitting phenomenon, revealing a correlation
between the two. This correlation is further demonstrated by experimental results on
Reduced ImageNet (see Figure 4.3 (c)), where robust overfitting emerges at an earlier
training stage and simultaneously a rise in RD̃ϕ

(θ) occurs. This increment in RD̃ϕ
(θ) is also

substantial, with an averaged error of 21.65% at AT(20) elevating to 38.52% at AT(60).

Our experiments on MNIST [53] (see Figure 4.3 (d)) exhibits a scenario where a good
robust generalization is achieved. Experimental settings on MNIST are shown in Appendix
B.1. Interestingly, a small testing error RD̃ϕ

(θ) is maintained throughout the evolution

of D̃ϕ with the absence of robust overfitting. Figure 4.4 shows results from additional
experiments on CIFAR-10. In these experiments, we perform AT with different levels of
weight decay to control the robust generalization gap. Subsequently, IDEs are conducted
for each such variant of AT. In Figure 4.4, each distinct color corresponds to a different
weight decay factor utilized in AT. Within each color category, the dashed curves and the
corresponding solid lines represent, respectively, GGm(ϕ, S̃ϕ; D̃ϕ) and RD̃ϕ

(θ) with ϕ trained
by that specific AT variant. From these results, we see that increasing the weight decay
factor results in a notable reduction in the GGm(ϕ, S̃ϕ; D̃ϕ), while conversely, decreasing
the weight decay factor leads to the opposite effect. This is shown by the downward
shift in the dashed curves across the three color categories. More noteworthy is a clear
synchronization observed between each pair of dashed and solid curves (of the same color),
with lower dashed curves consistently corresponding to lower solid curves in the same color
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Figure 4.4: AT with various weight decay rates and the test error achieved in IDEs for
each of the AT variants. The blue curves are reproduced from Figure 4.3(a), serving as a
reference for a clear comparison. The results further solidify the correlation between the
robust generalization and the generalization performance on the induced distribution.
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category.

All these results suggest a strong correlation between RD̃ϕ
(θ) and the robust gener-

alization gap GGm(ϕ, S̃ϕ; D̃ϕ). Although by construction, the robust generalization gap
is written by GGm(ϕ, S̃ϕ; D̃ϕ) = |RD̃ϕ

(ϕ) − RS̃ϕ
(ϕ)| due to that Radv

D (ϕ) = RD̃ϕ
(ϕ) and

Radv
S (ϕ) = RS̃ϕ

(ϕ), such a correlation is still quite surprising. This is because the learn-
ing of the parameter θ has been started from a completely random initialization and one
would not expect the resulting parameter θ is linked to the parameter ϕ in any obvious
way, despite that the latter contributes to shaping the distribution D̃ϕ.

A novel observation in this work, this correlation is certainly curious in its own right
and deserves further investigation. At this point, it has at least highlighted the impact
of the dynamics of AT on robust overfitting, beyond the static quantities, such as loss
landscape, while also paving a way for developing deeper understanding of how AT results
in robust overfitting.

4.6 Summary

In this chapter, we show that the distribution induced by the perturbation operator in AT
may deteriorate along the trajectory of AT. In particular, we observe experimentally that
as AT progresses, the induced distribution may become harder to learn. Our theoretical
analysis suggests that a key factor governing this increasing difficulty of learning is the
local dispersion of the perturbation operator that induces the distribution. Experimental
results confirm that as AT proceeds, the perturbation becomes more dispersive, validating
our theoretical results. Additionally, we empirically observed a correlation between the
deteriorating behavior of the induced distributions with robust overfitting.

The novel observations and our theoretical explanation presented in this chapter con-
tribute to better understanding the complex dynamics of AT. Unraveling this complexity
is arguably essential to understanding robust generalization in AT.
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Chapter 5

Algorithmic Stability of Adversarial
Training

In this chapter, we define generalization with respect to perturbation-induced losses, a
framework that encompasses both standard generalization and robust generalization as
special cases. Building upon this framework, we present a novel stability analysis of adver-
sarial training (AT) and prove generalization upper bounds in terms of an expansiveness
property of adversarial perturbations used during training and used for evaluation. These
expansiveness parameters appear to not only govern the vanishing rate of the generaliza-
tion error but also govern its scaling constant. Our bound attributes the robust overfitting
in PGD-based adversarial training to the sign function used in the PGD attack, resulting
in a bad expansiveness parameter. The peculiar choice of sign function in the PGD attack
appears to impact adversarial training both in terms of (inner) optimization and in terms
of generalization, as shown in this work. This aspect has been largely overlooked to date.
Going beyond the sign-function based PGD attacks, we further show that poor expansive-
ness properties exist in a wide family of PGD-like iterative attack algorithms, which may
highlight an intrinsic difficulty in adversarial training.

Notations and Basic Setup We consider the standard setting of supervised learning,
where the training samples are instance-label pairs, (xi, yi)’s, drawn i.i.d from an underlying
data distribution D over X × Y . Here the input space X is Rd and the label space Y is
finite. We restrict to parameterized models, e.g., neural networks, in which the model
parameter w lives in a subset W of some real vector space. We use f(w, x, y) to denote
the loss value of (x, y) under model parameter w, where a standard choice of loss function
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(e.g. 0-1 loss, cross-entropy loss, etc.) is absorbed in f . For example, f(w, x, y) can be the
cross-entropy loss of the a neural network with parameter w on sample (x, y).

The central object of this study is adversarial training, which allows the learned model
to resist adversarial attacks. Each adversarial attack (or adversarial perturbation) on input
x is assumed to live in an ∞-norm ball B∞(x, ϵ) := {t ∈ Rd : ∥t− x∥∞ ≤ ϵ} with radius ϵ
and centered at x. For a vector x ∈ Rd, x[i] denotes the ith coordinate of x.

5.1 Perturbation Induced Loss

Let J be a function mapping W × X × Y to X satisfying J(x; y, w) ∈ B∞(x, ϵ). Then
J(x; y, w) may be regarded as a perturbation of x by a magnitude of up to ϵ (under ∞-
norm). We then define the perturbation J induced loss or simply J-loss by

fJ(w, x, y) := f (w, J(x; y, w), y) (5.1)

Specially, let J∗(x; y, w) := arg maxx̂∈B∞(x,ϵ) f(w, x̂, y), and J id(x; y, w) := x. We will
call fJ(w, x, y) as the robust loss when J = J∗ and call it as the standard loss when J = J id

and fJ(w, x, y) reduces to f(w, x, y). For simplicity we will denote the robust loss fJ∗ by
f ∗ and simply write the standard loss as f(w, x, y). We will soon encounter other forms of
J-loss.

Remark 5.1. The motivations for considering perturbations J other than J∗ stems from
practical scenarios where J∗ is usually unavailable for DNNs and is often approximated
using other perturbation methods, such as multi-step PGD perturbation. Considering
specific forms of J allows us to analyze the impact of the perturbations used in AT on the
generalization performance of the model.

Generalization w.r.t the induced loss Let the training set S = {(xi, yi)}ni=1 be drawn
from Dn. Consider a learning algorithm A, which when applied on S gives rise to a learned
model parameter w = A(S). The population risk and empirical risk w.r.t J-loss are defined
respectively as:

RD[A(S); J ] := E(x,y)∼D [fJ(A(S), x, y)] and RS[A(S); J ] :=
1

n

n∑
i=1

fJ(A(S), xi, yi)

(5.2)
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Remark 5.2. Notably w entails randomness, due to the random sampling of S and the
possible intrinsic randomness in A. The risks RD[A(S); J ] and RS[A(S); J ] are therefore
random variables in this setting.

Remark 5.3. Let w = A(S). We notice that RD[w; J ] and RS[w; J ] reduce to the standard
risks when J = J id and turn into the robust risks when J = J∗. The risks defined based
on the J-loss then includes the standard risks and the robust risks as special cases.

We consider the expected generalization gap w.r.t the J-loss, defined as

GGn(J,A) := ES,A [RD[A(S); J ] −RS[A(S); J ]] (5.3)

where expectation over A refers to averaging over the intrinsic randomness in A. Specially,
we will call GGn(J id, A) and GGn(J∗, A) respectively the standard generalization gap and
the robust generalization gap of the algorithm A.

Remark 5.4. Note that the definitions in (5.2) and (5.3) applies to arbitrary choice of
learning algorithm A which may not be related to AT or the perturbation J . In the next
chapter, we will analyze the generalization gap (5.3) when A is taken as the AT algorithms
introduced below.

A motivating example In this work, we aim to understand the underlying causes of
the robust overfitting phenomenon observed in [78] and to provide a better theoretical
explanation for it. The work of [78] shows that on the CIFAR-10 dataset [47], the model
trained by AT using 10-step PGD attack is still vulnerable to the same 10-step PGD attack
on the testing set. We extend this experiment and show that robust overfitting persists
even when AT uses a 3-step PGD attack instead. Specifically, in Figure 5.1, we train a
model using AT with a 3-step PGD and measure the error of the model against 3-step PGD
attack as well as its standard error on the test set along the training process. We observe
that the model trained by AT with 3-step PGD is still vulnerable to the same 3-step PGD
attack on the testing set. After the first learning rate decay (the 100th epoch), the testing
error w.r.t the 3-step PGD starts to rise, similar to the observations in [78].

In this example, there is no reason to treat the 3-step PGD as J∗. Therefore, theoretical
works that consider the setting where J∗ is used in AT, such as those in [3, 104, 106, 110],
do not fully explain the robust overfitting observed in our experiments. This gap motivates
our introduction of generalization w.r.t an induced loss, a framework that examines the
generalization behavior of AT under a broad range of perturbations beyond J∗. We believe
our proposed framework could provide a more comprehensive theoretical foundation for
understanding robust overfitting as observed in practice.
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Figure 5.1: The learning curve of a model trained by AT on CIFAR-10 with 3-step PGD.
The standard error as well as the error against the same 3-step PGD attack are measured
during AT on both the training and testing sets. The step size for PGD and the perturba-
tion radius w.r.t the ∞−norm are respectively set to 7/255 and 8/255. The learning rate
is decayed at the 100th and the 150th epoch.
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5.2 AT Algorithms and PGD Attacks

We consider the following iterative AT algorithm. At each iteration of AT, it first draw a
training sample (xit , yit) ∈ S and then updates the model parameter wt according to

xadv
t = π(xit ; yit , wt) (5.4)

wt+1 = wt − τt∇wtf(wt, x
adv
t , yit) (5.5)

Here τt ∈ R+ denotes the step size of the gradient descend at the iteration t. The index it
of the training samples is drawn uniformly and independently (across t) from {1, 2, . . . , n},
and π(xit ; yit , wt) denotes a certain perturbation of xit within B∞(xit , ϵ).

Remark 5.5. Note that when the perturbation π in (5.4) is chosen as the identity map J id,
the AT algorithm reduces to the standard stochastic gradient descend (SGD) algorithm.
The standard SGD can therefore be treated as a special case of AT.

Remark 5.6. We note that ideally π should be J∗(xit ; yit , wt) but in practice it is only an
approximation of it due to the difficulty in acquiring the exact solution. Additionally and
more critically, we note that, despite that both π and J refer to perturbations, the two
notions in this paper may be completely different. Specifically, J induces the J-loss, which
is used as a performance metric (evaluated either on the training set or on the testing
set), whereas π denotes the perturbation operation applied during adversarial training.
Although in some cases π is taken as J or is related to J , there are scenarios in which π
and J are completely decoupled, for example, when we perform adversarial training but
choose to evaluate the model using the standard loss, i.e., using J id-loss. In the later
sections, we will see more cases in which J and π are completely different.

Remark 5.7. Note that although xadv
t is also a function of wt, we consider that the

derivative operator in (5.5) does not go through π, an option consistent with the standard
AT implementation as in [61,78].

As we may look into various choices of π in AT algorithms, we use Aπ to denote an AT
algorithm, emphasizing its dependence on π. Under such notations, we may even consider
“mis-matched generalization gap”, namely, GGn(J,Aπ) with J ̸= π, for example, J = J id

and π is a particular adversarial perturbation.

The PGD attack Associated with any (x, y) ∈ Rd × Y and any weight parameter
w ∈ W , we define and one-step PGD map Tx,y,w by

Tx,y,w(x′) = ΠB∞(x,ϵ) [x′ + λG (∇x′f(w, x′, y))] (5.6)
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Here x′ is any point in Rd, G is a mapping from Rd to Rd, possibly taking various forms,
which we will specify momentarily, λ is another step size, and ΠB∞(x,ϵ) : Rd → B∞(x, ϵ)
denotes the projection onto the set B∞(x, ϵ), namely, ΠB∞(x,ϵ)(x

′) = arg minx̃∈B∞(x,ϵ) ∥x̃ −
x′∥2.

The K-step PGD attack πPGD is then defined as the K-fold compositions of the (same)
mapping Tx,y,w:

πPGD(x; y, w) := TK
x,y,w(x) :=

Tx,y,w ◦ Tx,y,w ◦ . . . Tx,y,w︸ ︷︷ ︸
K times

 (x) (5.7)

Specially, we call the AT algorithm as the PGD-based AT when π = πPGD in (5.4).

Remark 5.8. The choice of the mapping G lacks a unified criterion and is largely heuristic.
In [61] and several other empirical studies (see [1, 27, 78, 99, 101, 102]), the mapping G is
commonly taken as the sign function, applied element-wise on the gradients. In contrast,
some theoretical works (e.g., [12,22,32]), simply adopt G as the identity map. To the best
of our knowledge, no formal theoretical guidance currently exists for selecting G in the
PGD attack.

In section 5.6, we will show that the choice of G, this peculiar and largely overlooked
building block in PGD, in fact has non-negligible impact on the generalization performance
of PGD-based AT.

5.3 Preliminaries for Algorithmic Stability Analysis

Uniform stability was first introduced by the landmark work of [9]. An influential work
by [36] adapts this framework to analyze the uniform stability of SGD with smooth loss
functions, explaining the effectiveness of SGD in training neural networks. Since then,
many studies have built upon [36] to develop stability bounds for SGD with non-smooth
losses (e.g., [6,55]). Data-dependency in stability analysis is introduced in [52], and uniform
stability for more sophisticated variants of SGD is also studied (e.g., [17,65]). Additionally,
works such as [30, 54] have explored algorithmic stability in general minimax problems.
These studies are more closely related to generative adversarial networks (GANs), rather
distant from the standard settings of adversarial training.

A line of works use uniform stability to analyze the generalization of AT. In [106], the
adversarial loss is assumed convex and non-smooth and AT is regarded as standard SGD
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on this loss, whereby an existing generic bound for non-smooth loss in [6] is invoked for
analysis. As pointed out in [104], the bound obtained in [106] is independent of the specific
choice of loss function used for training and insufficient to reflect the difference between
AT and SGD observed in practice. The work of [104] argues that the adversarial loss is
approximately smooth and derive bounds based on the stability framework of SGD in [36].
The work of [98], built upon [104], extends the analysis of AT to the data-dependent
stability framework in [52]. But the bounds obtained in both [104] and [98] do not vanish
with sample size.

To overcome these limitations and shed new light in understanding robust overfitting,
we present in this chapter novel stability analysis for the generalization of models learned
using AT with arbitrary perturbations. We will first introduce related notions in stabiliy
analysis and then present our analysis towards the generalization gap (5.3) by exploiting
the tool of uniform stability [9].

Definition 5.1 (Uniform stability w.r.t J-loss). Let S ≃ S ′ denotes two datasets that each
contains n samples but differ in at most one. A randomized algorithm A is ρ−uniformly
stable w.r.t J-loss, if

∆n(J,A) := sup
S≃S′

sup
(x,y)∈X×Y

EA[fJ (A(S), x, y) − fJ (A(S ′), x, y)] ≤ ρ (5.8)

Here the expectation is taken over the possible intrinsic randomness in A.

Remark 5.9. This definition is in fact a modification of the Definition 2.1 in [36], where
we specifically use J-loss to measure the performance of an algorithm A.

Theorem 2.2 in [36] shows that uniform stability implies generalization in expectation.
This result can be easily extended to the uniform stability w.r.t J-loss due to that the
analysis [36] applies to arbitrary loss functions, including the J−loss defined in the previous
chapter.

Lemma 5.1. For any perturbation J and any algorithm A,

GGn(J,A) ≤ ∆n(J,A) (5.9)

For completeness, we present the proof of this lemma here.

Proof. Recall that GGn(J,A) := ES,A [RD[A(S); J ] −RS[A(S); J ]] and S := {(x1, y1), · · · , (xn, yn)}.
Denote S(i) := {(x1, y1), · · · , (x̂i, ŷi), · · · , (xn, yn)} as a copy of S with the ith sample in S
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replaced by some sample (x̂i, ŷi). Additionally, let Ŝ := {(x̂1, ŷ1), · · · , (x̂n, ŷn)}. We have
that

ES,ARS[A(S); J ] (5.10)

=
1

n

n∑
i=1

ES,AfJ(A(S), xi, yi) (5.11)

=
1

n

n∑
i=1

ES,AE(x̂i,ŷi)∼DfJ(A(S(i)), x̂i, ŷi) (5.12)

=ES,AEŜ

[
1

n

n∑
i=1

fJ(A(S(i)), x̂i, ŷi)

]
(5.13)

We also have

RD[A(S); J ] := E(x,y)∼D [fJ(A(S), x, y)] (5.14)

= EŜ

[
1

n

n∑
i=1

fJ(A(S), x̂i, ŷi)

]
(5.15)

Based on (5.13) and (5.15), we have

GGn(J,A) = ES,AEŜ

[
1

n

n∑
i=1

fJ(A(S), x̂i, ŷi)

]
− ES,AEŜ

[
1

n

n∑
i=1

fJ(A(S(i)), x̂i, ŷi)

]
(5.16)

=
1

n

n∑
i=1

EŜES,A

[
fJ(A(S), x̂i, ŷi) − fJ(A(S(i)), x̂i, ŷi)

]
(5.17)

≤ sup
(x,y)∈X×Y

sup
S≃S′

EA[fJ (A(S), x, y) − fJ (A(S ′), x, y)] (5.18)

= ∆n(J,A) (5.19)

Assumptions on f In this chapter, we will consider the family of f that are Lipschitz
and gradient-Lipschitz with respect to both x and w in the following sense: there exist
positive constants LX , LW , ΓX and β such that for any y ∈ Y , any x, x′ ∈ X and any
w,w′ ∈ W

|f(w′, x′, y) − f(w, x, y)| ≤ LX∥x− x′∥ + LW∥w − w′∥ (5.20)

∥∇w′f(w′, x′, y) −∇wf(w, x, y)∥ ≤ ΓX∥x− x′∥ + β∥w − w′∥ (5.21)
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With the Lipschitz condition of f , the uniform stability w.r.t fJ can be related with
the notion of the uniform argument stability (UAS), a notion coined in [6], as well as an
“expansiveness” property of J , which we will soon define.

Definition 5.2 (Uniform Argument Stability (UAS) [6]). We define the UAS parameter
δn(A) of an algorithm A as

δn(A) := sup
S≃S′

EA∥A(S) − A(S ′)∥ (5.22)

Definition 5.3 (c-expansiveness). For any given c ≥ 0, we define the c-expansiveness of
a perturbation J as

qc(J) := sup
(x,y)

sup
w,w′:∥w−w′∥>c

∥J(x; y, w) − J(x; y, w′)∥
∥w − w′∥

(5.23)

Remark 5.10. We note that such a notion of expansiveness reduces to a Lipschitz condi-
tion when c = 0. It measures the sensitivity of an operator to the perturbation of its input,
sharing similarity with the Lipschitz condition but provide extra benefit when analyzing
operators whose Lipschitz constant is unbounded. When taking c > 0, this expansiveness,
however, excludes measuring sensitivity for perturbation with magnitude lower than c.
This consideration is motivated by the fact that in practice, extremely small perturbation
do not arise. Additionally, this expansiveness behaves nicely, i.e., being bounded, even for
non-continuous operators, such as those defined via the sign function, to arise later in this
chapter.

Relating uniform stability with UAS For any given S and S ′ differing by only one
element and every c∗ ≥ 0, let Q(S, S ′; c∗) denote the probability (under the probability
measure induced by the randomness in A) that ∥A(S) − A(S ′)∥ < c∗. Specifically, let S∗
and S ′

∗ denote two training sets with S∗ ≃ S ′
∗ which achieve the supremum in the definition

of ∆n(J,A) in (5.8). We write Q(c∗) in place of Q(S∗, S
′
∗; c

∗) for simplicity.

Lemma 5.2. If the loss function f satisfies the Lipschitz condition (5.20), then for any
c∗ ≥ 0,

∆n(J,A) ≤ (LW + qc∗(J)LX )δn(A) + LXQ(c∗) · 2ϵ
√
d (5.24)

The proof of this lemma is deferred to Appendix C.1. In the remainder of this chapter,
we will use this bound to analyze the generalization of adversarial training (AT) algorithms.
We will show, for most cases, that this bound vanishes with sample size n by choosing a
judicious choice of c∗. The only case in which a vanishing bound is not attainable is sign-
PGD based AT, where the bound converges to a constant. This may reveal some intrinsic
difficulty in generalization for such AT algorithm.
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5.4 Main Results

In this section, we present our main results. Recall that Aπ denotes the AT algorithm
defined in (5.4) and (5.5). We have the following upper bound for the UAS of Aπ.

Theorem 5.11. Suppose that f satisfies the conditions (5.20) and (5.21). If we run Aπ

for T steps with step sizes τt ≤ 1
β
, there exist a constant c > 0 such that we have

δn(Aπ) ≤ 2LW

nβ

T∑
t=0

(2 + qc(π)ΓX/β)t (5.25)

We defer the proof of the theorem to Appendix C.1. With the upper bound of the
UAS, an upper bound for the mismatched generalization gap can be immediately derived
according to (5.9) and (5.24) as below:

Theorem 5.12. Under the condition of Theorem 5.11, for any c∗ ≥ 0, there exists a
constant c > 0, such that

GGn(J,Aπ) ≤ (LX qc∗(J) + LW)
2LW

nβ

T∑
t=0

(2 + qc(π)ΓX/β)t + LXQ(c∗) · 2ϵ
√
d (5.26)

Remark 5.13. The bound in (5.26) also includes as a special case the “matched” gener-
alization gap GGn(J,AJ), where the perturbation used in adversarial training is identical
to that defining performance metric, as is typical in the adversarial training literature.
Beyond the Lipschitz and smoothness conditions of f , the expansiveness parameters of π
and J turn out to also influence the generalization of AT algorithms, as suggested in the
generalization bound (5.26). This has been overlooked by the previous stability analysis
as in [98,104,106].

The behavior of the bound in (5.26) clearly depends on Q(c∗). We now show that with
additional conditions, one can choose a c∗ to either remove the term containing Q(c∗) or
make Q(c∗) also vanish with n.

For example, if the perturbation J has bounded Lipschitz constant q∗, that is qc∗(J) ≤
q∗ < ∞ for any c∗ ≥ 0 , then taking c∗ = 0 simply results in the following bound that
vanishes as O(1/n).

GGn(J,Aπ) ≤ (LX q
∗ + LW)

2LW

nβ

T∑
t=0

(2 + qc(π)ΓX/β)t (5.27)
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On the other hand, if the second moment of the random variable ∥A(S∗) −A(S ′
∗)∥ has

a fast vanishing rate with n, one can choose c∗ to decay with n at a judicious choice of
rate, pushing Q(c∗) to vanish faster than 1/n, resulting in the bound in the following form

GGn(J,Aπ) ≤ (LX qc∗(J) + LW)
2LW

nβ

T∑
t=0

(2 + qc(π)ΓX/β)t + o(1/n) (5.28)

We defer the proof of (5.28) to Appendix C.1.

Convex loss and strongly convex loss When f is further assumed to be convex or
strongly convex, a tighter UAS upper bound can be attained.

Theorem 5.14. Suppose that f(·, x, y) is convex for any (x, y) ∈ X × Y and satisfies the
conditions (5.20) and (5.21). If we run Aπ for T steps with step sizes τt ≤ 1

β
, we have

δn(Aπ) ≤ 2LW

nβ

T∑
t=0

(1 + qc(π)ΓX/β)t (5.29)

If we further assume f(·, x, y) is µ−strongly convex, we have

δn(Aπ) ≤ 2LW

nβ

T∑
t=0

(
1 − µ

2β
+ ΓX qc(π)/β

)t

(5.30)

As shown, performing AT using convex loss functions results in a tighter upper bound
compared to the non-convex functions. When f is strongly convex, the bound can be
tightened again. In fact, in the strongly convex case, if qc(π) is small enough, the UAS
upper bound can be made independent with the number of iteration T .

Corollary 5.1. Suppose that f is µ−strongly convex and satisfies the conditions (5.20)
and (5.21). Suppose that qc(π) < µ/(2ΓX ) and we run Aπ for T steps with step sizes
τt ≤ 1

β
, we have

δn(Aπ) ≤ 4LW

n(µ− 2qc(π)ΓX )
(5.31)

The proofs of Theorem 5.14 and Corollary 5.1 are deferred to Appendix C.1.

Remark 5.15. Notably, when π is chosen as the identity map, we have qc(π) = 0 and Aπ

reduces to the standard SGD algorithm. In this case, our UAS upper bounds matches the
bounds in [36] up to constants.
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5.5 Comparison with existing UAS bounds for AT

The work in [30] derives UAS bounds for the AT-like algorithm (refer to as GDmax in their
paper) under the assumption that f is strongly concave in X . Our work goes beyond this
restricted setting and derive UAS bounds without this assumption. In [106], the stability
of AT is analyzed by treating AT as standard SGD with an adversarial loss (i.e., f ∗) and
invoke the generic bound in [6] for non-smooth losses, while assuming f ∗ to be non-smooth.
The non-smoothness is however not quantitatively characterized in their work; additionally
since the bound in [6] is developed for SGD with any non-smooth convex functions, it fails
to explain the notable difference between SGD and AT observed in practice.

The assumptions used in our proof looks similar to those in [104] and [98]. However,
the UAS bounds proposed in [104], as well as the bound in [98], which extends from [104],
include terms that do not vanish with increasing sample size. Our bounds derived based on
the proposed new framework and by considering the expansiveness parameter, overcome
this limitation, vanishing with the sample size.

We now compare our work to [104] and [98] in details. Since the work of [98] is built upon
the framework in [104], we here only presents the connections and differences between [104]
and our work.

Summary of generalization bounds in [104] First we would like to note that the
problem setting in this paper includes the setting in [104] as a special case. Specifically, the
generalization gap discussed in [104] corresponds to the generalization gap GGn(J∗, AJ∗)
defined in this paper, where the perturbations in both J−loss and the AT algorithm are
taken as the optimal adversarial perturbation J∗.

This work and [104] both take the Lipschitzness and smoothness conditions of the
standard loss f as the starting point, but derive generalization bounds from different per-
spectives: the work in [104] defines and proposes to study the η−approximate smoothness
of the adversarial loss ( f ∗ in our notation) and derive generalization bounds based on this
quantity. This work defines the notion of c−expansiveness of the perturbation operator
(e.g., J∗) and show how this quantity affects generalization performance of AT.

For completeness, we here present the definition of η−approximate smoothness, rewrite
the Definition 4.1 of [104] using the notations in this paper.

Definition 5.4 (η−approximate smoothness [104]). A loss function fJ is called η−approximately
β−gradient Lipschitz if there exists β > 0 and η > 0 such that for any (x, y) ∈ X ×Y and
for any w1, w2 ∈ W we have
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∥∇fJ(w1, x, y) −∇fJ(w2, x, y)∥ ≤ β∥w1 − w2∥ + η (5.32)

The work in [104] then derives generalization bounds for loss functions that are η−approximately
smooth. For example, after replacing the notations in [104] with ours, Theorem 5.1 of [104]
shows that if fJ is η−approximately β−gradient Lipschitz, convex in w for all (x, y) and
the standard loss f satifies the same Lipschitz condition in (6) of this paper (or Assumption
4.1. in [104]), then their bound in Theorem 5.1 becomes

GGn(J,AJ) ≤ LW

β
ηT +

2L2
W

nβ
T

The authors of [104] show that the adversarial loss f ∗ satisfies η-approximately β-
gradient Lipschitz with η = 2ΓX ϵ so that the generalization bound above gives their gen-
eralization bound for adversarial training. In their determination of the η parameter, they
have assumed that the standard loss f satisfies certain Lipschitz and smoothness condition;
this condition is effectively equivalent to the condition (5.21) in this paper.

It is worth noting that the generalization bounds derived based on the approximate
smoothness parameter η contain a term unrelated to the sample size n because of the
independence of η on n.

The limitation of the framework in [104] We would like to note that when the stan-
dard loss f satisfies the Assumption 4.1 in [104] (or condition (5.21) in this paper), in fact
every J−loss (for any arbitrary J , including but not limited to J∗) is 2ΓX ϵ−approximately
smooth. To see this:

∥∇w1fJ(w1, x, y) −∇w2fJ(w2, x, y)∥
=∥∇w1f(w1, J(x; y, w1), y) −∇w2f(w2, J(x; y, w2), y)∥ (5.33)

≤β∥w1 − w2∥ + ΓX∥J(x; y, w1) − J(x; y, w2)∥ (5.34)

≤β∥w1 − w2∥ + ΓX (∥J(x; y, w1) − x∥ + ∥x− J(x; y, w2)∥) (5.35)

≤β∥w1 − w2∥ + 2ΓX ϵ (5.36)

where inequality (5.34) follows from Assumption 4.1 in [104]. Inequality (5.35) and
(5.36) are derived by using the triangle inequality and the condition that ∥J(x; y, w)−x∥ ≤
ϵ for any w ∈ W .
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Due to the fact that all the J−losses have the same approximate smoothness parameter
η, the generalization bounds derived for different J−loss, based on the framework in [104],
will be the same. This type of generalization bound ignores the influence of the perturba-
tions used in AT on generalization and it is therefore unable to explain the experimental
observations in the following Sections where different choices of perturbations indeed have
distinct impact on generalization.

Difference of our approach from [104] In this paper, we depart from the approach
of [104], which ignores the specific properties of perturbation J , and take a different route
which considers the impact of J measured via its expansiveness parameter. Our approach
allows us to analyze how different perturbations used in AT affect its generalization perfor-
mance. Our bounds, derived based on the expansiveness parameter, also avoid having the
non-vanishing term (like the first term in Theorem 5.1 of [104]) when the expansiveness
parameter is finite. Only in the case when the expansiveness parameter is unbounded, our
results are similar to [104], where the generalization bound contains a non-vanishing term.

The UAS parameter of AT characterizes the gap ∥w − w′∥ where w = A(S) and
w′ = A(S ′) are the model parameters produced by the AT algorithm on two nearly iden-
tical datasets S ≃ S ′. Intuitively, the difference between w and w′ arises from the single
different example in S and S ′ (where larger training sample size n tends to reduce the
probability of using that single different example to update model parameters in AT), and
gets ”magnified” by the perturbation J along the AT training trajectory. The expansive-
ness parameter of J in this paper effectively captures this ”magnification” factor. Thus,
the eventual difference between w and w′ depends on not only the sample size n but also
the expansiveness parameter of J . Then the exploitation of the expansiveness of J brings
sample size n into the bounds.

5.6 Revisit of PGD-based AT

The upper bounds in the last section suggest that the expansiveness parameter of π affect
the UAS parameter of Aπ and therefore the generalization gap w.r.t Aπ. We now analyze
the expansiveness parameter for the PGD perturbation πPGD and then derive generalization
bound for the PGD-based AT (i.e., Aπ with π = πPGD).

To begin, we assume that the gradient ∇xf is Lipschitz, namely, that there exist positive
constants η and ΓW such that for any y ∈ Y , any x, x′ ∈ X and any w,w′ ∈ W

∥∇x′f(w′, x′, y) −∇xf(w, x, y)∥ ≤ η∥x− x′∥ + ΓW∥w − w′∥ (5.37)
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Lemma 5.3 (Expansiveness of PGD). Consider the mapping πPGD defined in (5.7). Sup-
pose that f satisfies the condition (5.37) and the mapping G is α− Lipschitz.

qc(π
PGD) ≤ min

(
K−1∑
k=0

µiν,
2
√
dϵ

c

)
(5.38)

where ν = λαΓW and µ = 1 + λαη.

We defer the proof to Appendix C.1.

For all J-losses for which qc(J) is uniformly bounded by q∗, plugging this bound to
(5.27) immediately gives a generalization bound that vanishes as O(1/n). However, one
of the most important J-loss, the one defined using sign-PGD attack, fails to satisfy this
boundedness condition and the bound (5.27) does not apply.

To carefully study such a setting, let J sign−PGD := πsign−PGD, where πsign−PGD is πPGD

with function G taken as the sign function. We have the following results.

Corollary 5.2. Let J = J sign−PGD. Suppose that for any S and S ′ with S ≃ S ′, ∥A(S) −
A(S ′)∥ < B with probability 1. Under the condition of Theorem 5.11, for any ρ > 0, there
exists some N (depending on ρ), such that when n > N ,

GGn(J,Aπ) < (1 − δn(Aπ)/B)LX · 2ϵ
√
d + ρ. (5.39)

The proof is left in Appendix C.1.

Remark 5.16. Note that for J sign−PGD-loss and without additional information on ∥A(S)−
A(S ′)∥, it appears difficult to arrive at a generalization bound that vanishes with n and
the bound given here converges to a constant. Although this may not mean that AT
with J sign−PGD-loss does not have a vanishing generalization error, it nonetheless reveals
certain intrinsic difficulty of generalization for this setting. Specifically, for large n, the
perturbation radius (that defines the J-loss) and the input dimension appear to fight
against the UAS parameter δn(Aπ); when UAS parameter decreases – which pushes towards
better generalization, ϵ

√
d is amplified more significantly – causing poorer generalization.

Convergence analysis of PGD Lemma 5.3 suggests that PGD attacks with fewer
steps K tends to have smaller expansiveness parameter, leading to improved generalization
performance in the corresponding PGD-AT. However, as K decreases, the perturbations
generated by PGD may stay further from the optimal perturbation J∗, suggesting a trade-
off between generalization and robustness.
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To explore this, we now present a convergence analysis for the PGD attacks defined in
(5.7). Specifically, we consider PGD attacks with the mapping G that satisfies the following
condition:

∇xf(w, x, y)TG(∇xf(w, x, y)) > 0 (5.40)

for any (x, y) ∈ X × Y and any w ∈ W . Note that this condition simply requires the
direction of the modified gradient G(∇xf(w, x, y)) to align near the direction of the original
gradient, within 90 degree angle.

Lemma 5.4 (Convergence of PGD). Suppose that f(w, x, y) satisfies the condition (5.37).
Let x∗ = J∗(x; y, w) and suppose that ∇xf(w, x∗, y) = 0. Suppose ∥G(∇xf(w, x, y))∥2 ≤ C
for any (w, x, y). For any mapping G that satisfies the condition (5.40), performing the
K−step PGD (5.7) with step size λ = 1√

K
results in

f(w, x∗, y) − 1

K

K∑
k=1

f(w, xk, y) ≤ (2C + d∗)

2K
+

d∗(η2 + η + 1)

2
(5.41)

where d∗ = max
k∈{1,··· ,K}

∥xk − x∗∥2 and xk := T k
x,y(x;w) denotes the perturbed instance gener-

ated by the k−step PGD with k ≤ K.

We defer the proof of this lemma to Appendix C Section C.1. The lemma provides
an upper bound for the difference between the maximal loss f(w, x∗, y) and the average
of the losses achieved by K-step PGD (averaged over the K steps). If the achieved loss
f(w, xk, y) increases over the K steps, the bound becomes

f(w, x∗, y) − f(w, xK , y) ≤ (2C + d∗)

2K
+

d∗(η2 + η + 1)

2

Notably this upper bound decays with K, but converges to a positive constant. This
should come as no surprise since without stronger conditions or knowledge on f (e.g., con-
cavity), it is hopeless to have PGD attacks to reach the true maximal loss value f(w, x∗, y).

If we further assume loss functions f(w, x, y) to be concave in x and consider the “raw-
gradient (RG)”-PGD where the mapping G is taken as the identity map, we have the
following convergence upper bound for PGD by directly adapting the Theorem 3.7 in [12]:

Lemma 5.5 (Convergence of RG-PGD with concave functions). Suppose that f(w, x, y)
satisfies the condition (5.37) and is concave in x. Let the mapping G in (5.6) be the identity
map. Then the K− step PGD (5.7) with step size λ = 1

η
satisfies
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f(w, x∗, y) − f(w, xK , y) ≤ 3η∥x− x∗∥2 + f(w, x∗, y) − f(w, x, y)

K
(5.42)

where x∗ = J∗(x; y, w) and xK := TK
x,y(x;w).

The bound obviously vanishes with K.

Trade-off between robustness and generalization We here rewrite the notation in
(5.7) as

πPGD
K (x; y, w) := TK

x,y(x;w) (5.43)

to emphasize its dependency on K in the PGD attack.

We define the (expected) robustness gap (on training set) as

RG(J∗, π) := ES,A [RS[Aπ(S), J∗] −RS[Aπ(S), π]] (5.44)

This term characterizes the robustness of a model on the training set against J∗ when it
is trained by AT using some other adversarial perturbation π.

For shorter notation, let w = Aπ(S) and consider RG(J∗, πPGD
K ). We have

RG(J∗, πPGD
K )

=ES,A

[
1

n

n∑
i=1

f(w, J∗(xi; yi, w), yi) − f(w, πPGD
K (xi; yi, w), yi)

]
(5.45)

≤ sup
(x,y,w)

[
f(w, J∗(x; y, w), y) − f(w, πPGD

K (x; y, w), y)
]

(5.46)

= sup
(x,y,w)

[
f(w, x∗, y) − f(w, xK , y)

]
(5.47)

where x∗ = J∗(x; y, w) and xK := πPGD
K (x; y, w). Since the results in Lemma 5.4 and 5.5

apply for arbitrary choice of (w, x, y), they suggest that a smaller robustness gap RG(J∗, π)
can be achieved for πPGD

K with larger K.

However, Lemma 5.3 on the other hand suggests that πPGD
K with smaller K tends

to achieve a smaller expansiveness parameter qc(π
PGD
K ) and therefore the corresponding

generalization gap GGn(J∗, Aπ) with π = πPGD
K tends to be smaller for smaller K. This

suggests a potential trade-off between generalization and the robustness (measured by
RG(J∗, πPGD

K )).
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5.6.1 Experiments

To investigate how the expansiveness property affects generalization, we consider a smooth
approximation of the sign function by a tanh function, i.e., sgn(x) ≈ tanhγ(x) := tanh(γx).
Notably, the approximation error here vanishes with increase γ. By replacing sgn(x) in
PGD AT with tanhγ(x), we may control the expansiveness of πPGD.

We conduct experiment for PGD-AT when G is chosen as tanhγ as well as the identity
map. Specially, for πPGD with different choice of G, we refer to it as “sign-PGD” when
G(x) = sgn(x), as “tanhγ-PGD” when G(x) = tanhγ(x) and as “raw gradient (RG)-PGD”
when G(x) = x. In all the experiments, we primarily consider the J-loss defined in (5.1)
as our evaluation metric, with the loss function in f taken as the 0-1 loss and refer to this
metric as J-(0-1) loss. We mainly use J from {tanhγ-PGD, sign-PGD, J id}. The exper-
iments are conducted on CIFAR-10, CIFAR-100 [47] and SVHN [66]. Our experimental
setting is elaborated in Appendix C.2, which follows from the setting in [78].

Figure 5.2 (a) presents the results of experiments conducted on CIFAR10, where the
models are trained using tanhγ-PGD AT (i.e., Aπ with π = tanhγ-PGD) with various γ
values. Each model is trained for 200 epochs and is evaluated using the J-(0-1) loss for J ∈
{tanhγ-PGD, sign-PGD, J id} (distinguished by colors), where γ matches the corresponding
value in π. We use star-shaped dots and circle-shaped dots to respectively denote the J-
(0-1) loss measured on the training set and the testing set. The gaps between each pairs
of curves in the same color category then represents the generalization gap of the trained
models evaluated by different J-(0-1) loss.

Smaller expansiveness results in reduced generalization gap By decreasing γ in
π, the generalization gaps reduce, as shown by the narrowing gaps across all pairs of the
curves in the same color. The observed experimental results demonstrate that AT with less
expansive π tends to achieve a smaller generalization gap, consistent with the generalization
bound of (5.26). Similar trends are also observed on SVHN and CIFAR100 (see Appendix
C.4 Figure C.1).

Sign-PGD appears to be a stronger perturbation Due to the mismatch between
π and J , the model trained by the algorithm Aπ may still have a large empirical risk
E[RS[Aπ(S), J ]], which in turn results in a high population risk E[RD[Aπ(S), J ]] even if
the generalization gap GGn(J,Aπ) is small. This is illustrated in Figure 5.2 (a) as the
blue star-shaped curve consistently stays higher than the green star-shaped curve with
a notably large gap. As γ increases, the tanhγ function gradually approaches the sign
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Figure 5.2: Experiments on CIFAR-10. (a) Models trained with tanhγ-PGD AT with
different γ and evaluated by J-(0-1) loss on the training and testing set. (b) J-(0-1) loss
with J = tanhγ-PGD measured along the training trajectories of two sets of tanhγ-PGD
AT. (c) J-(0-1) loss measured along the trajectory of the RG-PGD AT with different choice
of J .
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function, leading to an intersection of the green and the blue curves. This indicates that
sign-PGD is a stronger perturbation compare to the tanhγ-PGD, as the model trained with
tanhγ-PGD AT can still be vulnerable to the sign-PGD attack on the training set.

Impact of AT on standard generalization The seminal work by [94] found that AT
can negatively impact standard generalization. They constructed specific data models to
demonstrate that achieving robustness and standard generalization can be inherently con-
flicting, suggesting an unavoidable trade-off between these two goals. This phenomenon has
been extensively studied in subsequent research [42,71,77,107,115,117]. Our experimental
results offer further insights into this phenomenon from the perspective of algorithmic sta-
bility. Specifically, we find that the decline in standard generalization performance caused
by AT can be attributed to the poor expansiveness condition of the sign-PGD method em-
ployed in AT. As shown by the trend of the red circle-shaped curve in Figure 5.2 (a), AT
does not always harm standard generalization; a reduction in the J id-(0-1) loss is observed
as γ decreases. This suggests that the trade-off identified by [94] might be a side effect of
the sign-PGD AT and is not necessarily unavoidable.

Generalization performance along training trajectories Figure 5.2 (b) plots the J-
(0-1) loss with J = π evaluated along the trajectory of the tanhγ-PGD AT with γ = 10 (the
solid curves) and γ = 105 (the dashed curves). The dashed curves exhibit a phenomenon
similar to robust overfitting observed in [78]: after the first learning rate decay (the 100th

epoch), as the training loss continuously decreases, the testing loss starts to elevate. This
phenomenon does not appear in the AT with γ = 10, as shown in the trend of the solid
curves. We conduct additional experiments for RG-PGD AT. As shown in Figure 5.2
(c), the generalization gap remains small across all groups of J-(0-1) loss throughout the
training. Similar to the previous results, the model trained by this AT variant exhibits
notable vulnerability to the sign-PGD perturbation, as indicated by the consistently high
values of the orange and blue curves.

These findings demonstrate that removing or altering the sign function in PGD leads
to a non-negligible influence on both robust generalization and resistance to perturbations
on the training set. This highlights the crucial role of the sign function in PGD-AT, which
deserves a more careful and further in-depth investigation.
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5.7 Revisit of sign function in PGD

For simplicity, we write f(w, x, y) as f(x) in this section. The sign-PGD perturbation can
be treated as an iterative optimization algorithm for solving the constrained optimization
problem maxx̂∈B∞(x,ϵ) f(x̂). It is related to the sign gradient methods, which has been used
for different purposes, such as for training neural networks (e.g., [79]) and for gradient
compression (e.g., [8]).

We now show that the sign gradient method can be viewed as a Steepest Descend (or
ascend in our context) Method (SDM) w.r.t a ∞−norm ball (e.g., see Chapter 9.4 in [10]).
Specifically, for the loss f(xk) at the kth iteration in SDM, it updates xk by finding a steepest
ascend direction v within a small neighborhood of xk such that the loss f(xk+1) with
xk+1 = xk + v is locally maximized. Such a neighborhood can be chosen as a p−norm ball
around xk (i.e., Bp(x

k, λp)) with a small radius λp. Finding v introduces a new optimization
problem: maxv∈Bp(xk,λp) f(xk+v), which is then approximately solved by replacing f(xk+v)
with its linear approximation around xk, namely, solving maxv∈Bp(xk,λp) f(xk) + ∇f(xk)Tv
which is equivalent to solving maxv∈Bp(xk,λp) ∇f(xk)Tv whose closed form solution is

v∗ = λpGp(∇f(xk)), where Gp(∇f(xk)) :=
sgn(∇f(xk)) ⊙ |∇f(xk)|q−1

∥∇f(xk)∥q−1
q

(5.48)

where we require 1/p + 1/q = 1. The operator ⊙ denotes the element-wise product. The
closed form (5.48) then gives the following updating rule of SDM as

xk+1 = xk + λGp(∇f(xk)) (5.49)

As a special case, when p = 1 with q = ∞, SMD turns into the coordinate gradient method
with G1(∇f(xk)) = sgn(maxi ∇f(xk)[i])ei and i = arg maxj |∇f(xk)[j]|, where ei denotes
the standard basis vector. When p = q = 2, we have G2(∇f(xk)) = ∇f(xk)/∥∇f(xk)∥2

When p = ∞ with q = 1, the mapping G∞ reduces to the sign function, indicating
that the sign-PGD is indeed a (projected) SDM w.r.t B∞(xk, λ∞). It is then curious to
investigate the generalization performance of the model trained by AT using the Gp−PGD
with p ̸= ∞.1.

We conduct experiments for the Gp-PGD-based AT following the same experimental
setting as in the previous section, except that λp is adjusted to maintain the same volume
of the balls Bp(0, λp) across different p values (details in Appendix C.3).

1Note that in the Gp−PGD we still consider projecting onto B∞(x, ϵ) when p is taken other than ∞.
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Figure 5.3: Experiments for Gp-PGD AT: (a) Model trained with various p values and
evaluated by J-(0-1) loss with J = π and J = sign-PGD. (b) Training curves of the AT
with various p values. (c) Standard generalization performance of the models trained by
the AT, where the green curves are copied from (a) for a clearer presentation.
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Larger p results in larger generalization gap Figure 5.3 (a) presents the experimen-
tal results on CIFAR10 (results on the other datasets are in Appendix C.4 Figure C.2 and
C.3). The models are trained by Aπ with π = Gp-PGD for various p and are evaluated
by the J-(0-1) loss with J = π (green curves) as well as J =sign-PGD (blue curves). The
yellow curve represents the generalization gap for models trained with Gp-PGD. As shown,
a larger p tends to result in larger generalization gaps. Indeed, nearly all Gp-PGD with
p ≥ 1.3 cause notably overfitting in AT with generalization gaps exceeding 30%.

The consistently higher position of blue star-shaped curves over the green star-shaped
curve also suggests that sign-PGD is the strongest perturbations among the Gp-PGD.

Generalization performance along training trajectory Figure 5.3 (b) further ex-
hibits the overfitting in Gp-PGD AT by plotting training curves for p = {1, 2, 6}, where
continued training causes a rise of the testing errors (the blue and green curves), in contrast
with the red curves, which demonstrate a good generalization.

Impact of p on standard generalization Figure 5.3 (c) shows how the Gp-PGD AT
affect standard generalization where the red curves deontes the J-(0-1) loss with J = J id

and the green curves are copied from Figure 5.3 (a) for a clearer comparison. An enlarging
standard generalization gap is also observed in Gp-PGD AT with larger p.

The observed overfitting caused by the Gp−PGD family is potentially attributed to
that nearly all the members in {Gp : p ∈ [1,∞]} have a poor Lipschitzness, as shown in
the following lemma, which leads to a bad expansiveness of Gp-PGD.

Lemma 5.6. Consider the mapping Gp : Rd → Rd specified in (5.48) with p ∈ [1,∞]. Let
I := {1, · · · , d}. If Gp is αp−Lipschitz over the set H(r) ⊆ Rd with H(r) := {x ∈ Rd :
mini∈I |x[i]| ≥ r} for some r > 0, then we have

αp ≥
1

rd
1
p

(5.50)

We defer the proof in Appendix C.1. This lower bound also implies that αp is unbounded
in Rd, noting that the lower bound approaches infinity as r → 0. Except for this extreme
case, it is reasonable to assume that the gradients ∇xf(x) lies in a set H(r) with sufficiently
small r where all the members in {Gp : p ∈ [1,∞]} have a bounded but large Lipschitz
constant. Noteworthy, the lower bound increases, as p ranges from 1 to infinity, suggesting
that the increased generalization gap in Figure 5.3 (a) is attributed to the increasing
expansiveness of Gp−PGD caused by the rise in αp.
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5.8 Concluding Remarks

In this chapter, we carry out a stability analysis and present novel generalization bounds for
models trained using AT with an arbitrary adversarial perturbation π and evaluated on a
loss induced by an arbitrary perturbation J . At the heart of our analysis is the introduction
of a notion of “expansiveness” for the perturbation maps (J and π), which governs the
behavior of the derived bounds. Specifically, we show that whenever the expansiveness
parameter of J is strictly bounded, our generalization bounds vanish with sample size n as
O(1/n) and a small expansiveness parameter of π further helps generalization. On the other
hand, when the J-loss (i.e., the loss induced by perturbation J) is defined with J taken
as the sign-PGD perturbation, the expansiveness parameter of J is no longer bounded.
In this case, our bound reveals an intrinsic tension between the stability parameter, and
the perturbation radius, and the ambient data dimension, in their respective roles on
generalization – specifically, the bound converges to a constant. When considering π =
J , this helps to explain the robust overfitting phenomenon of sign-PGD AT as shown
in Figure 5.1. Additional advantages of our bounds include the following. Our generic
bound (Theorem 5.12) is applicable to AT algorithms based on any form of adversarial
perturbations. Our bounds do not rely on any assumption on the adversarial loss directly,
since we only make assumptions on the standard loss and all properties of the adversarial
loss are induced via perturbation map J . Finally, varying the form of J potentially enables
this framework to be applicable to settings where generalization on other performance
metrics is of interest.

We zoom into models trained with multi-step PGD, and further demonstrate that the
sign function used in the perturbation is an important cause of robust overfitting for such
AT methods. We experimentally replace the sign function in PGD with a smooth approxi-
mation tanhγ, where tanhγ(x) = tanh(γx) and the parameter γ controls the smoothness of
the function and hence the expansiveness of the PGD perturbation (decreasing γ decreases
the expansiveness). Our experiments show that reducing γ results in smaller generalization
gaps. These results validate our bound and its implication on generalization. Interestingly
our experiments also reveal that sign-PGD appears as a stronger attack than tanhγ-PGD
and the raw gradient (RG)-PGD attack, even on the training set. Performing AT with
tanhγ-PGD and RG-PGD may be inadequate for defending against the sign-PGD attacks
on the training set. Our observations suggest that sign-function, a building block of PGD-
based AT, appears to play a peculiar role: comparing with the tanhγ counter-part, the
sign function helps to better solve the inner maximization problem but at the same time
cause the perturbation π to suffer from bad expansiveness and results in poor generaliza-
tion. This aspect of sign-PGD has been largely overlooked to date, since most theoretical
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analysis of PGD removes the sign function in their consideration (i.e., studying RG-PGD
instead).

In this work, we also recognize sign-PGD as an iterative method for solving the inner
maximization problem where each step is principled by a locally linear approximation
of the loss function. Based on this principle, we extend sign-PGD to a wider family of
perturbations. We show theoretically that every member in this family suffers from poor
expansiveness. This result seems to point to certain intrinsic difficulty in training models
adversarially.
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Chapter 6

Summary and Future Works

6.1 Summary

In this thesis, we investigate the adversarial robustness of deep learning models, with a
primary focus on understanding the robust generalization behavior of deep neural networks
(DNNs) trained via adversarial training (AT). Initially, in Chapter 3, we analyze the robust
generalization of linear classifiers as a foundational step, connecting their performance with
classical notions such as Rademacher complexity.

We then extend our analysis to more complex deep learning models in Chapter 4, ex-
ploring their training dynamics under AT. Our findings highlight the critical role played by
the perturbation operator in AT. Specifically, we characterize the relationship between the
perturbation operator and the learning difficulty on the induced distributions by deriving a
novel generalization bound and by conducting extensive experiments, demonstrating that
the local dispersion of the perturbation operator significantly impacts the generalization
performance of models learned on the induced distribution. Additionally, our experiments
reveal a clear correlation between the evolution of the induced distribution along AT and
the robust generalization performance resulted by AT.

In Chapter 5, we further deepen our understanding of AT dynamics through algorithmic
stability analysis. Here, we propose a novel framework that considers generalization with
respect to perturbation-induced losses, explicitly distinguishing between the perturbations
used during training and those used during evaluation. Within this framework, we derive
improved generalization bounds and conduct comprehensive experiments that underscore
the importance of the expansiveness property of perturbation operators, showing that it
substantially influences the generalization of models trained by AT.
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6.2 Limitations

The main limitation of this work is that in most theoretical analysis, we have only developed
an upper bound for the generalization of AT algorithms. Like all theoretical results based
on upper bounds, they are adequate for understanding performance guarantees but may
be inadequate to explain poor generalization. Nonetheless, our experimental results have
suggested that our upper bound may well explain robust overfitting.

Furthermore, in Chapter 4, while we establish a connection between local dispersion
and the learning difficulty of the induced data distribution, the theoretical framework does
not fully explain the underlying causes of increased local dispersion during AT. Nor does
it provide improved AT algorithms based on the theoretical insights.

6.3 Future Directions

Several promising directions remain open for future exploration:

• Exploring Connections between Local Dispersion and Expansiveness: While
local dispersion and expansiveness measure the sensitivity of the perturbation opera-
tors from different perspectives —local dispersion focusing on sensitivity with respect
to data inputs and expansiveness concerning model parameters —they share concep-
tual similarities. Future work could aim to thoroughly investigate and clarify the
mathematical and conceptual relationships between these two notions, potentially
leading to a unified analytical framework.

• Designing Improved Perturbation Operators for AT: A meaningful direction
for future research involves developing perturbation operators that not only efficiently
solve the ”inner maximization” problem of AT but also exhibit low expansiveness
parameters. Integrating such perturbation operators into AT could achieve improved
robust generalization performance.

• Investigating “Forgetting” in AT: Each iteration of AT generates new adversarial
examples based on the current model parameters. A natural question arises as to
whether models trained via AT progressively “forget” adversarial examples generated
during the early training phases. Understanding this phenomenon could lead to new
strategies for stabilizing and improving adversarial training methods.
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• Developing New AT Schemes: An intriguing future direction is exploring al-
ternative training paradigms, such as initially training models with standard (non-
adversarial) objectives and subsequently fine-tuning with adversarial perturbations.
Inspired by the prevalent foundation model fine-tuning paradigm, this strategy could
be enriched further by integrating the low-rank adaptation (LoRA) [40] techniques,
exploring the potential existence of robust models in the low rank subspaces around
the standard-trained models.
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[9] Olivier Bousquet and André Elisseeff. Stability and generalization. The Journal of
Machine Learning Research, 2:499–526, 2002.

65



[10] Stephen P Boyd and Lieven Vandenberghe. Convex optimization. Cambridge uni-
versity press, 2004.

[11] Tom B. Brown, Benjamin Mann, Nick Ryder, Melanie Subbiah, Jared Kaplan, Pra-
fulla Dhariwal, Arvind Neelakantan, Pranav Shyam, Girish Sastry, Amanda Askell,
Sandhini Agarwal, Ariel Herbert-Voss, Gretchen Krueger, Tom Henighan, Rewon
Child, Aditya Ramesh, Daniel M. Ziegler, Jeffrey Wu, Clemens Winter, Christo-
pher Hesse, Mark Chen, Eric Sigler, Mateusz Litwin, Scott Gray, Benjamin Chess,
Jack Clark, Christopher Berner, Sam McCandlish, Alec Radford, Ilya Sutskever, and
Dario Amodei. Language models are few-shot learners, 2020.
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Appendix A

Omitted proofs in Chapter 3

Proof of Proposition 3.3.

Proof. We have that

max
x̂∈Bp(x,ϵ)

I(yhw(x̂) < 0)

=I
(

min
∥δ∥p≤ϵ

yhw(x + δ) < 0

)
(A.1)

≤ϕ̃

(
min
∥δ∥p≤ϵ

yhw(x + δ)

)
(A.2)

=ϕ̃(ywTx− ϵ∥w∥q) (A.3)

≤ϕ̃(ywTx) + ϵ∥w∥q (A.4)

=ϕ̃(yhw(x)) + ϵ∥w∥q (A.5)

Let f(x, y;w) := ϕ̃(yhw(x)) + ϵ∥w∥q and denote H̃ := {f(x, y;w) : hw ∈ H} for
H := {hw : ∥w∥q ≤ B}. Since each f ∈ H̃ is bounded within [0, ϵB + 1], utilizing (A.5)
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and adopting Theorem 3.2, we have that with probability 1− η over sampling S from Dn,

Radv
D (w) := E(x,y)∼D max

x̂∈Bp(x,ϵ)
I(yhw(x̂) < 0)

≤ E(x,y)∼Dϕ̃(yhw(x)) + ϵ∥w∥q (A.6)

≤ 1

n

n∑
i=1

ϕ̃(yihw(xi)) + ϵ∥w∥q + 2(ϵB + 1)Radn(Ĥ;S) + 3(ϵB + 1)

√
log(2/η)

2n

(A.7)

≤ 1

n

n∑
i=1

ϕ(yihw(xi)) + ϵ∥w∥q + 2(ϵB + 1)Radn(Ĥ;S) + 3(ϵB + 1)

√
log(2/η)

2n

(A.8)

where inequality (A.8) is due to that ϕ̃(z) ≤ ϕ(z) for any z. This completes the proof.

Proof of Theorem 3.4.

Proof. We have that

Radn(H̃;S) (A.9)

=EΣ

[
sup

∥w∥q≤B

1

n

n∑
i=1

σi(ϕ̃(yihw(xi)) + ϵ∥w∥q)

]
(A.10)

≤EΣ

[
sup

∥w∥q≤B

1

n

n∑
i=1

σiϕ̃(yihw(xi))

]
+ EΣ

[
sup

∥w∥q≤B

1

n

n∑
i=1

σiϵ∥w∥q

]
(A.11)

where (A.10) follows by the definition of Rademacher complexity and (A.11) is derived by
the fact that supremum of summations is smaller than summations of supremum.

For the first term in (A.11), we have that
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EΣ

[
sup

∥w∥q≤B

1

n

n∑
i=1

σiϕ̃(yihw(xi))

]

≤EΣ

[
sup

∥w∥q≤B

1

n

n∑
i=1

σiyihw(xi)

]
(A.12)

=EΣ

[
sup

∥w∥q≤B

1

n

n∑
i=1

σihw(xi)

]
(A.13)

=EΣ

[
sup

∥w∥q≤B

1

n

n∑
i=1

σiw
Txi

]
(A.14)

=
1

n
EΣ

[
sup

∥w∥q≤B

wT

(
n∑

i=1

σixi

)]
(A.15)

≤ 1

n
EΣ

 sup
∥w∥q≤B

∥w∥q

∥∥∥∥∥
n∑

i=1

σixi

∥∥∥∥∥
p

 (A.16)

=
B

n
EΣ

∥∥∥∥∥
n∑

i=1

σixi

∥∥∥∥∥
p

(A.17)

≤max
(

1, d
1
p
− 1

2

) B

n
EΣ

∥∥∥∥∥
n∑

i=1

σixi

∥∥∥∥∥
2

(A.18)

≤max
(

1, d
1
p
− 1

2

) B

n

EΣ

∥∥∥∥∥
n∑

i=1

σixi

∥∥∥∥∥
2

2

 1
2

(A.19)

= max
(

1, d
1
p
− 1

2

) B

n

(
EΣ

[
n∑

i,j=1

σiσjx
T
i xj

]) 1
2

(A.20)

= max
(

1, d
1
p
− 1

2

) B

n

([
n∑

i=1

∥xi∥22

]) 1
2

(A.21)

≤max
(

1, d
1
p
− 1

2

) BR√
n

(A.22)

where (A.12) is derived by utilizing the Talagrand’s lemma (see Lemma 5.7 in [62])
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and by the fact that ϕ̃ is a 1-Lipschitz function. Equality (A.13) holds since each yi takes
value in {−1,+1}. (A.16) follows from the Hölder’s inequality and (A.18) follows from the
inequality relation between 2-norm and other p−norms. (A.19) is dervied by the Jensen’s
inequality and by the fact that square root is a concave function. (A.21) is due to that
E[σiσj] = E[σi]E[σj] = 0 and (A.22) is derived by the condition that ∥xi∥2 ≤ R.

For the second term in (A.11), we have that

EΣ

[
sup

∥w∥q≤B

1

n

n∑
i=1

σiϵ∥w∥q

]

=
ϵ

n
EΣ

[
sup

∥w∥q≤B

∥w∥q

(
n∑

i=1

σi

)]
(A.23)

=
ϵ

n
EΣ

[
B

2

(
1 + sgn

(
n∑

i=1

σi

))(
n∑

i=1

σi

)]
(A.24)

=
ϵB

2n
EΣ

[(
n∑

i=1

σi

)
sgn

(
n∑

i=1

σi

)]
(A.25)

=
ϵB

2n
EΣ

[∣∣∣∣∣
n∑

i=1

σi

∣∣∣∣∣
]

(A.26)

≤ϵB

2n

√
n (A.27)

=
ϵB

2
√
n

(A.28)

where (A.25) is due to that EΣ [
∑n

i=1 σi] =
∑n

i=1 E[σi] = 0 and (A.27) is derived by the
Khintchine inequality.
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Appendix B

Omitted proofs and results in
Chapter 4

B.1 Detailed Experimental setup

Our Reduced ImageNet is made by aggregating several semantically similar subsets of the
original ImageNet, resulting in a total of 66594 images. This dataset is then partitioned into
a training set containing 5,000 images per class and a testing set containing approximately
1,000 images per class. Compared to the restricted ImageNet in [80], our dataset has a
more balanced sample size across each classes. Table B.1 illustrates the specific classes
from the original ImageNet that have been aggregated in our dataset.

For adversarial training (AT), the settings on different datasets are summarized in
Table B.2. Data augmentation is performed on these datasets except for MNIST during
the training. For CIFAR-10 and CIFAR-100 we follow the data augmentation setting
in [78]. For our reduced ImageNet, we adopt the same data augmentation scheme that is
used on the restricted ImageNet in [107].

For the induced distribution experiments (IDEs) on each datasets, the settings are out-
lined in Table B.3. It is important to note that for each of the individual IDEs that is
conducted on the same dataset, we maintain consistent training settings. This includes
using the same model architecture with identical model size and the same level of reg-
ularization. This ensures a fair comparison of the IDE results obtained from the same
dataset. Furthermore, the model is trained to achieve zero training error in all the IDEs,
excluding the situation that the degeneration in model performance could be attributed to
inadequate training procedures.
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Classes in the reduced ImageNet Classes in ImageNet

“dog” 86 to 90
“cat” (8,10,55,95,174)
“truck” 279 to 283
“car” 272 to 276

“beetles” 623 to 627
“turtle” 458 to 462
“crab” 612 to 616
“fish” 450 to 454
“snake” 477 to 481
“spider” 604 to 608

Table B.1: The left column presents the classes within our reduced ImageNet dataset, with
each class being an aggregation of the corresponding classes from the full-scale ImageNet
dataset, as depicted in the right column.

MNIST CIFAR-10 CIFAR-100 Reduced ImageNet

model small CNN PRN18 WRN-34 PRN-50
optimizer Adam SGD SGD SGD
weight deacy None 5× 10−4 5× 10−4 None
batch size 128 128 128 128
ϵ 0.3 8/255 8/255 4/255
PGD step size 0.01 2/255 2/255 0.9/255
number of PGD 40 10 10 5

Table B.2: Settings in PGD and AT across different datasets

MNIST CIFAR-10 CIFAR-100 Reduced ImageNet

model small CNN PRN-18 WRN-34 PRN-50
optimizer Adam SGD SGD SGD
weight deacy None 5× 10−4 5× 10−4 5× 10−4

batch size 128 128 128 128

Table B.3: Settings in the IDE across different datasets
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B.2 Proofs

B.2.1 Proof of (4.9)

We have that

γ̃ϕ(x, y) := Eρ,ρ′∥Qϕ(x + ρ, y) −Qϕ(x + ρ′, y)∥22
= Eρ,ρ′ (Qϕ(x + ρ, y) −Qϕ(x + ρ′, y))

T
(Qϕ(x + ρ, y) −Qϕ(x + ρ′, y)) (B.1)

= Eρ,ρ′
[
∥Qϕ(x + ρ, y)∥22 + ∥Qϕ(x + ρ′, y)∥22 − 2Qϕ(x + ρ′, y)TQϕ(x + ρ, y)

]
(B.2)

= 2Eρ∥Qϕ(x + ρ, y)∥22 − 2∥EρQϕ(x + ρ, y)∥22 (B.3)

On the other hand, we have that

γ̃ϕ(x, y) := Eρ,ρ′∥Qϕ(x + ρ, y) −Qϕ(x + ρ′, y)∥22
= Eρ,ρ′∥Qϕ(x + ρ, y) − EρQϕ(x + ρ, y) − (Qϕ(x + ρ′, y) − Eρ′Qϕ(x + ρ′, y)) ∥22

(B.4)

= 2Eρ∥Qϕ(x + ρ, y) − EρQϕ(x + ρ, y)∥22 − 2∥Eρ [Qϕ(x + ρ, y) − EρQϕ(x + ρ, y)] ∥22
(B.5)

= 2Eρ∥Qϕ(x + ρ, y) − EρQϕ(x + ρ, y)∥22 (B.6)

= 2Eρ

[
d∑

i=1

(Qϕ(x + ρ, y)[i] − EρQϕ(x + ρ, y)[i])2
]

(B.7)

= 2
d∑

i=1

Eρ (Qϕ(x + ρ, y)[i] − EρQϕ(x + ρ, y)[i])2 (B.8)

= 2Trace (COV(Qϕ(x + ρ, y))) (B.9)

where equality (B.5) is derived by applying the results of (B.3). We use Qϕ(x + ρ, y)[i] to
denote the ith coordinate of the vector Qϕ(x + ρ, y).

□

B.2.2 Proof of Lemma 4.1

With a little abuse of notation, let (t, y) denote an instance drawn from D∗ and let (v, y)
denote an instance drawn from the induced distribution D̃ϕ associate with a perturbation
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Qϕ. For shorter notations, we will denote z := (t, y), u := (v, y) and f(u) := f(v, y) and
simply write Qϕ as Q.

Denote by g(u1 · · ·um) := sup
θ∈Θ

GG(θ; S̃ϕ, D̃ϕ) = sup
θ∈Θ

∣∣∣∣ 1m m∑
i=1

fθ(ui) − Efθ(u)

∣∣∣∣. We have for

any 1 ≤ j ≤ m

sup
u1,··· ,um,u′

j

∣∣g(u1, · · · , um) − g(u1, · · · , u′
j, uj+1, · · ·um)

∣∣ (B.10)

= sup
u1,··· ,um,u′

j

∣∣∣∣∣sup
θ∈Θ

∣∣∣∣∣ 1

m

m∑
i=1

fθ(ui) − Efθ(u)

∣∣∣∣∣− sup
θ∈Θ

∣∣∣∣∣ 1

m

(
m∑

i=1,i ̸=j

fθ(ui) + fθ(u
′
j)

)
− Eufθ(u)

∣∣∣∣∣
∣∣∣∣∣

(B.11)

≤ sup
u1,··· ,um,u′

j

sup
θ∈Θ

∣∣∣∣∣
∣∣∣∣∣ 1

m

m∑
i=1

fθ(ui) − Efθ(u)

∣∣∣∣∣−
∣∣∣∣∣ 1

m

(
m∑

i=1,i ̸=j

fθ(ui) + fθ(u
′
j)

)
− Eufθ(u)

∣∣∣∣∣
∣∣∣∣∣
(B.12)

≤ sup
u1,··· ,um,u′

j

sup
θ∈Θ

∣∣∣∣∣ 1

m

m∑
i=1

fθ(ui) − Eufθ(u) − 1

m

(
m∑

i=1,i ̸=j

fθ(ui) + fθ(u
′
j)

)
+ Eufθ(u)

∣∣∣∣∣ (B.13)

= sup
θ∈Θ

sup
uj ,u′

j

1

m

∣∣fθ(uj) − fθ(u
′
j)
∣∣ (B.14)

≤ 1

m
sup
θ∈Θ

sup
uj

|fθ(uj)| +
1

m
sup
θ∈Θ

sup
u′
j

∣∣fθ(u′
j)
∣∣ (B.15)

≤2B

m
(B.16)

where the inequality (B.13) follows from the inverse triangle inequality. The inequality
(B.15) and (B.16) make use of the triangle inequality and the boundedness condition of f .

With the result derived above, by McDiarmid inequality, we have for all µ > 0

Pr [g(u1 · · ·um) − EUg(u1 · · ·um) ≥ µ] ≤ exp

(
−mµ2

B

)
where we use U := (u1, · · · , um). This is equivalent to saying that with probability 1 − τ ,
we have

g(u1 · · ·um) ≤ EUg(u1 · · ·um) + 2B

√
log 1

τ

2m
(B.17)
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□

B.2.3 Proof of Theorem 4.6

Following the notations in the proof of Lemma 4.1, we now derive an upper bound for the
term EUg(u1 · · ·um).

For shorter notations, let Z := (z1, · · · , zm), Γ := (ρ1, · · · , ρm) and Fθ(Z,Γ) := 1
m

m∑
i=1

fθ(Q(xi+

ρi, yi), yi). We have

EUg(u1 · · ·um) (B.18)

=EU sup
θ∈Θ

∣∣∣∣∣ 1

m

m∑
i=1

fθ(ui) − Efθ(u)

∣∣∣∣∣ (B.19)

=EU sup
θ∈Θ

∣∣∣∣∣ 1

m

m∑
i=1

fθ(ui) − EÛ

[
1

m

m∑
i=1

fθ(ûi)

]∣∣∣∣∣ (B.20)

≤EU sup
θ∈Θ

[
EÛ

∣∣∣∣∣ 1

m

m∑
i=1

fθ(ui) −
1

m

m∑
i=1

fθ(ûi)

∣∣∣∣∣
]

(B.21)

≤EUEÛ sup
θ∈Θ

∣∣∣∣∣ 1

m

m∑
i=1

fθ(ui) −
1

m

m∑
i=1

fθ(ûi)

∣∣∣∣∣ (B.22)

=EZEΓEẐEΓ̂ sup
θ∈Θ

∣∣∣∣∣ 1

m

m∑
i=1

fθ(Q(xi + ρi, yi), yi) −
1

m

m∑
i=1

fθ(Q(x̂i + ρ̂i, ŷi), ŷi)

∣∣∣∣∣ (B.23)

=EZEΓEẐEΓ̂ sup
θ∈Θ

∣∣∣Fθ(Z,Γ) − EΓ̄Fθ(Z, Γ̄) + EΓ̄Fθ(Z, Γ̄) − Fθ(Ẑ, Γ̂) + EΓ̃Fθ(Ẑ, Γ̃) − EΓ̃Fθ(Ẑ, Γ̃)
∣∣∣

(B.24)

≤EZEΓ sup
θ∈Θ

∣∣F (Z,Γ) − EΓ̄Fθ(Z, Γ̄)
∣∣+ EẐEΓ̂ sup

θ∈Θ

∣∣∣Fθ(Ẑ, Γ̂) − EΓ̃Fθ(Ẑ, Γ̃)
∣∣∣

+EZEẐ sup
θ∈Θ

∣∣∣EΓ̄Fθ(Z, Γ̄) − EΓ̃Fθ(Ẑ, Γ̃)
∣∣∣ (B.25)

= 2EZEΓ sup
θ∈Θ

∣∣Fθ(Z,Γ) − EΓ̄Fθ(Z, Γ̄)
∣∣︸ ︷︷ ︸

1○

+EZEẐ sup
θ∈Θ

∣∣∣EΓ̄Fθ(Z, Γ̄) − EΓ̃Fθ(Ẑ, Γ̃)
∣∣∣︸ ︷︷ ︸

2○

(B.26)

where (B.21) follows from Jensen’s inequality and (B.22) is due to that the supremum of
expectation is less than equal to expectation of the supremum. The inequality (B.25) is
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derived by the triangle inequality and the fact that supremum of sum is less than equal to
sum of supremum. We now individually construct upper bounds for the term 1○ and 2○.

For the term 1○, we have

2EZEΓ sup
θ∈Θ

∣∣Fθ(Z,Γ) − EΓ̄Fθ(Z, Γ̄)
∣∣

≤2EZEΓEΓ̄ sup
θ∈Θ

∣∣Fθ(Z,Γ) − Fθ(Z, Γ̄)
∣∣ (B.27)

=2EZEΓEΓ̄ sup
θ∈Θ

∣∣∣∣∣ 1

m

m∑
i=1

fθ(Q(xi + ρi, yi), yi) −
1

m

m∑
i=1

fθ(Q(xi + ρ̄i, yi), yi)

∣∣∣∣∣ (B.28)

=
2

m
EZEΓEΓ̄ sup

θ∈Θ
EΣ

∣∣∣∣∣
m∑
i=1

σi (fθ(Q(xi + ρi, yi), yi) − fθ(Q(xi + ρ̄i, yi), yi))

∣∣∣∣∣ (B.29)

≤ 2

m
EZEΓEΓ̄ sup

θ∈Θ

√√√√ m∑
i=1

|fθ(Q(xi + ρi, yi), yi) − fθ(Q(xi + ρ̄i, yi), yi)|2 (B.30)

≤ 2

m
EZEΓEΓ̄

√√√√ m∑
i=1

β2∥Q(xi + ρi, yi) −Q(xi + ρ̄i, yi)∥2 (B.31)

≤2β

m
EZ

√√√√EΓEΓ̄

[
m∑
i=1

∥Q(xi + ρi, yi) −Q(xi + ρ̄i, yi)∥2
]

(B.32)

=
2β

m
EZ

√√√√ m∑
i=1

EρEρ̄∥Q(xi + ρi, yi) −Q(xi + ρ̄i, yi)∥2 (B.33)

=
2β

m
EZ

√√√√ m∑
i=1

γ(xi, yi) (B.34)

≤2β

m

√√√√EZ

[
m∑
i=1

γ(xi, yi)

]
(B.35)

=
2β

m

√√√√ m∑
i=1

Eziγ(xi, yi) (B.36)

=
2β√
m

√
Ezγ(x, y) (B.37)
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The inequality (B.27) is derived similarly to inequality (B.21) and (B.22). In (B.29), we
introduce Rademacher variables Σ := (σ1, · · · , σm) (i.e., each random variable σi takes
values in {−1,+1} independently with equal probability 0.5). The Rademacher variables
introduces a random exchange of the corresponding difference term. Since Γ and Γ̂ are
independently sampled from the same distribution, such a swap gives an equally likely
configuration. Therefore, the equality (B.29) holds. The inequality (B.30) is given by
the Khintchine’s inequality. The inequality (B.31) makes use of the Lipschitz condition
of f . (B.32) is derived from Jensen’s inequality and due to that square root is a concave
function. (B.34) is by the definition of the local dispersion of Q. Again, we apply Jensen’s
inequality to obtain (B.35). Equation (B.36) and (B.37) follow from the settings that each
zi = (xi, yi) is i.i.d.

For the term 2○, we have

EZEẐ sup
θ∈Θ

∣∣∣EΓ̄Fθ(Z, Γ̄) − EΓ̃Fθ(Ẑ, Γ̃)
∣∣∣

=EZEẐ sup
θ∈Θ

∣∣∣∣∣EΓ̄

[
1

m

m∑
i=1

fθ(Q(xi + ρ̄i, yi), yi)

]
− EΓ̃

[
1

m

m∑
i=1

fθ(Q(x̂i + ρ̃i, ŷi), ŷi)

]∣∣∣∣∣ (B.38)

=EZEẐ sup
θ∈Θ

∣∣∣∣∣ 1

m

m∑
i=1

Eρ̄i [fθ(Q(xi + ρ̄i, yi), yi)] −
1

m

m∑
i=1

Eρ̃i [fθ(Q(x̂i + ρ̃i, ŷi), ŷi)]

∣∣∣∣∣ (B.39)

=EZEẐ sup
θ∈Θ

∣∣∣∣∣ 1

m

m∑
i=1

Eρ [fθ(Q(xi + ρ, yi), yi)] −
1

m

m∑
i=1

Eρ [fθ(Q(x̂i + ρ, ŷi), ŷi)]

∣∣∣∣∣ (B.40)

=
1

m
EZEẐEΣ sup

θ∈Θ

∣∣∣∣∣
m∑
i=1

σi (Eρ [fθ(Q(xi + ρ, yi), yi)] − Eρ [fθ(Q(x̂i + ρ, ŷi), ŷi)])

∣∣∣∣∣ (B.41)

≤ 1

m
EZEẐ sup

θ∈Θ

√√√√ m∑
i=1

|(Eρ [fθ(Q(xi + ρ, yi), yi)] − Eρ [fθ(Q(x̂i + ρ, ŷi), ŷi)])|2 (B.42)

where equation (B.39) and (B.40) are due to each ρ̂i and ρ̃i is i.i.d. Again, we introduce
Rademacher variables at (B.41) and apply Khintchine’s inequality to get (B.42). For the
term |(Eρ [fθ(Q(xi + ρ, yi), yi)] − Eρ [fθ(Q(x̂i + ρ, ŷi), ŷi)])|2, we have

|Eρfθ(Q(xi + ρ, yi), yi) − Eρfθ(Q(x̂i + ρ, ŷi), ŷi)|2 (B.43)

≤(|Eρfθ(Q(xi + ρ, yi), yi)| + |Eρfθ(Q(x̂i + ρ, ŷi), ŷi)|)2 (B.44)

≤2 |Eρfθ(Q(xi + ρ, yi), yi)|2 + 2 |Eρfθ(Q(x̂i + ρ, ŷi), ŷi)|2 (B.45)
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where inequality (B.45) is derived by the inequality (a + b)2 ≤ 2(a2 + b2). We also have
that

|Eρfθ(Q(x + ρ, y), y)|2

≤(Eρ |fθ(Q(x + ρ, y), y) − fθ(x + ρ, y)| + |fθ(x + ρ, y)|)2 (B.46)

≤(Eρ |fθ(Q(x + ρ, y), y) − fθ(x + ρ, y)| + B)2 (B.47)

≤(Eρβ∥Q(x + ρ, y) − (x + ρ)∥2 + B)2 (B.48)

The inequalities (B.46)-(B.48) respectively make use of the triangle inequality, Jensen’s
inequality, and the boundedness and lipschitz condition of f .

Returning to (B.42), we then have

1

m
EZEẐ sup

θ∈Θ

√√√√ m∑
i=1

|(Eρ [fθ(Q(xi + ρ, yi), yi)] − Eρ [fθ(Q(x̂i + ρ, ŷi), ŷi)])|2

≤ 1

m
EZEẐ sup

θ∈Θ

√√√√ m∑
i=1

2 |Eρfθ(Q(xi + ρ, yi), yi)|2 +
m∑
i=1

2 |Eρfθ(Q(x̂i + ρ, ŷi), ŷi)|2 (B.49)

≤ 1

m
EZEẐ

√√√√ m∑
i=1

2(Eρβ∥Q(xi + ρ, yi) − (xi + ρ)∥2 + B)2 +
m∑
i=1

2(Eρβ∥Q(x̂i + ρ, ŷi) − (x̂i + ρ)∥2 + B)2

(B.50)

≤ 1

m

√√√√EZEẐ

[
m∑
i=1

2(Eρβ∥Q(xi + ρ, yi) − (xi + ρ)∥2 + B)2 +
m∑
i=1

2(Eρβ∥Q(x̂i + ρ, ŷi) − (x̂i + ρ)∥2 + B)2

]
(B.51)

≤ 2√
m

√
Ez(Eρβ∥Q(x + ρ, y) − (x + ρ)∥2 + B)2 (B.52)

≤2(β
√
dϵ + B)√
m

(B.53)

The final line is due to that with ∥Q(x+ρ)−(x+ρ)∥∞ ≤ ϵ we have ∥Q(x+ρ)−(x+ρ)∥2 ≤√
dϵ. This gives the final result

EUg(u1 · · ·um) ≤ 2β√
m

√
Ezγ(x, y) +

2(β
√
dϵ + B)√
m
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□

B.3 Omitted Figures
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Figure B.1: Experiments in Figure 4.1 reproduced on CIFAR-100.
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Figure B.2: Experiments in Figure 4.1 reproduced on Reduced ImageNet.
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Figure B.3: Experiments in Figure 4.2 reproduced on CIFAR-100.
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Figure B.4: Experiments in Figure 4.2 reproduced on Reduced ImageNet.
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Appendix C

Omitted proofs and results in
Chapter 5

C.1 Proofs

Proof of Lemma 5.2

∆n(A, fJ) = sup
S≃S′

sup
(x,y)∈X×Y

EA[f (A(S), J(x; y, A(S)), y) − f (A(S ′); J(x; y, A(S ′)), y)]

(C.1)

= sup
(x,y)∈X×Y

EA[f (A(S∗), J(x; y, A(S∗)), y) − f (A(S ′
∗); J(x; y, A(S ′

∗)), y)] (C.2)

≤ sup
(x,y)∈X×Y

EA[LX∥J(x; y, A(S∗)) − J(x; y, A(S ′
∗))∥ + LW∥A(S∗) − A(S ′

∗)∥]

(C.3)

= sup
(x,y)∈X×Y

EALX∥J(x; y, A(S∗)) − J(x; y, A(S ′
∗))∥ + LWEA∥A(S∗) − A(S ′

∗)∥

(C.4)

≤ sup
(x,y)∈X×Y

EALX∥J(x; y, A(S∗)) − J(x; y, A(S ′
∗))∥ + LW sup

S≃S′
EA∥A(S) − A(S ′)∥

(C.5)

The inequality (C.3) is derived based on the condition (5.20). We now deal with the first
term in (C.5).
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For shorter notation, let D(S∗, S
′
∗) := ∥A(S∗) − A(S ′

∗)∥. For any number c∗ ≥ 0, let
Q(S∗, S

′
∗; c

∗) := Pr(D(S∗, S
′
∗) < c∗). For any x, y we have

EA[LX∥J(x; y, A(S∗)) − J(x; y, A(S ′
∗))∥] (C.6)

=(1 −Q(S∗, S
′
∗; c

∗))EA [LX∥J(x; y, A(S∗)) − J(x; y, A(S ′
∗))∥ | D(S∗, S

′
∗) ≥ c∗] (C.7)

+Q(S∗, S
′
∗; c

∗)EA[LX∥J(x; y, A(S∗)) − J(x; y, A(S ′
∗))∥ | D(S∗, S

′
∗) < c∗] (C.8)

≤(1 −Q(S∗, S
′
∗; c

∗))EA[qc∗(J)LXD(S∗, S
′
∗) | D(S∗, S

′
∗) ≥ c∗] + Q(S∗, S

′
∗; c

∗)LX2ϵ
√
d (C.9)

≤qc∗(J)LXEAD(S∗, S
′
∗) + Q(S∗, S

′
∗; c

∗)LX2ϵ
√
d (C.10)

≤qc∗(J)LX sup
S≃S′

EAD(S, S ′) + Q(S∗, S
′
∗; c

∗)LX2ϵ
√
d (C.11)

The derivation above start by splitting the expectation into two conditional expectations
conditioned on two complementary events (see the terms (C.7) and (C.8)) and then utilize
the c−expansiveness property of J as well as the condition that J(x, y, w) ∈ B∞(x, ϵ) to
individually derive the first and second terms in (C.9). Plug the final expression above
back in (C.5), the lemma is proved. □

Proof of the Theorem 5.11 Consider the AT algorithm specified in (5.4) and (5.5). For
two datasets S and S ′ differing in only one sample and respectively containing n samples,
let {wt}Tt=1 and {w′

t}Tt=1 respectively denote the sequences of model parameters generated
by running AT on S and S ′ for T iterations. Let c denote the smallest non-zero value of
∥wt − w′

t∥ across t and across the randomness of A when running AT algorithm A on S
and S ′. (Note that such a choice of c may be overly pessimistic, but it suffices to obtain
the desired rate of vanishing of the generalization bound in this theorem). For arbitrary
iteration t ∈ {1, · · · , T − 1}, we have

E∥wt+1 − w′
t+1∥

≤E∥wt − τt∇wtf (wt, π(x; y, wt), y) + τt∇w′
t
f (w′

t, π(x; y, wt), y) − w′
t∥

+ E∥τt∇w′
t
f (w′

t, π(x′; y′, w′
t), y

′) − τt∇w′
t
f (w′

t, π(x; y, wt), y) ∥ (C.12)

Here the expectation is taken over all the randomness in wt and w′
t. We use (x, y) and

(x′, y′) respectively to denote the samples selected by the AT algorithm from S and
S ′ at the iteration t. Inequality (C.12) is derived by adding and subtracting the term
τt∇w′

t
f (w′

t, π(x; y, wt), y) and then applying the triangle inequality. For the first term in
(C.12), we have that

E∥wt − τt∇wtf (wt, π(x; y, wt), y) + τt∇w′
t
f (w′

t, π(x; y, wt), y) − w′
t∥

≤ E∥wt − w′
t∥ + τtβE∥wt − w′

t∥ (C.13)
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by utilizing the triangle inequality and the condition (5.21). To deal with the second term
in (C.12), we consider that at each iteration, with probability 1− 1/n the samples selected
by AT respectively from S and S ′ are the same. We have

E∥τt∇w′
t
f (w′

t, π(x′; y′, w′
t), y

′) − τt∇w′
t
f (w′

t, π(x; y, wt), y) ∥

≤
(

1 − 1

n

)
τtΓXE∥π(x; y, w′

t) − π(x; y, wt)∥ +
2τtLW

n
(C.14)

≤
(

1 − 1

n

)
τtΓX qc(π)E∥wt − w′

t∥ +
2τtLW

n
(C.15)

The first term in (C.14) and (C.16) make use of the condition (5.21) and then the expan-
siveness condition of π. Since f is LW− Lipschitz w.r.t W , we have ∥∇wf(w;x, y)∥ ≤ LW
for ∀x, y, w. The second term in (C.14) then follows.

Putting together and considering the step sizes τt ≤ 1
β
, we have

E∥wt+1 − w′
t+1∥

≤ (1 + βτt + (1 − 1/n)ΓX qc(π)τt)E∥wt − w′
t∥ +

2τtLW

n
(C.16)

≤ (1 + βτt + ΓX qc(π)τt)E∥wt − w′
t∥ +

2τtLW

n
(C.17)

≤ (2 + ΓX qc(π)/β)E∥wt − w′
t∥ +

2LW

nβ
(C.18)

Unravelling the recursion, we have

E∥wT − w′
T∥ ≤ 2LW

nβ

T∑
t=0

ζt (C.19)

where we take ζ = 2 + ΓX qc(π)/β. □

Proof of (5.28) Let a > 2 be a constant. For shorter notation let Z = ∥Aπ(S∗) −
Aπ(S ′

∗)∥. We will show that if the second moment EZ2 = O( 1
na ) , we can take c∗ = EZ − t

with t = Ω( 1
nb ) and b ∈ (1, a/2), such that the probability Q(c∗) decay at the rate of 1

na−2b .
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This is due to that

Q(c∗) = Pr [Z ≤ c∗] (C.20)

= Pr [Z ≤ EZ − t] (C.21)

≤ Pr [t ≤ |Z − EZ|] (C.22)

≤ Var(Z)

t2
(C.23)

≤ EZ2

t2
(C.24)

≤ O
(

1/na

1/n2b

)
= O

(
1

na−2b

)
(C.25)

where the inequality (C.23) is based on the Chebyshev’s inequality. Note that such a choice
of t will guarantee that c∗ > 0 such that the derivation above is nontrivial. This is because
Theorem 5.11 implies that EZ ≤ δn(Aπ) = O( 1

n
) and therefore c∗ = O( 1

n
− 1

nb ). Taking
b > 1 guarantees that c∗ > 0.

Proof of the Theorem 5.14 and Corollary 5.1 The proof is based on a slight mod-
ification of the proof in Theorem 5.11. We start from the inequality (C.12). For the first
term in (C.12), since that the loss function f is convex and τt ≤ 1/β < 2/β, according to
Lemma 3.7.2 in [36], we have

E∥wt − τt∇wtf (wt, π(x; y, wt), y) + τt∇w′
t
f (w′

t, π(x; y, wt), y) − w′
t∥

≤ E∥wt − w′
t∥ (C.26)

When f is further assumed to be µ− strongly convex, we have that µ ≤ β since f is
also β−smooth, implying that τt ≤ 1

β
≤ 2

β+µ
. According to Lemma 3.7.3 in [36], we have

inequality (C.27) as

E∥wt − τt∇wtf (wt, π(x; y, wt), y) + τt∇w′
t
f (w′

t, π(x; y, wt), y) − w′
t∥

≤
(

1 − βµτt
β + µ

)
E∥wt − w′

t∥ (C.27)

≤
(

1 − 1

2
τtµ

)
E∥wt − w′

t∥ (C.28)

In fact, since µ ≤ β, we also have 1 ≤ 2β
β+µ

and thus τtµ ≤ 2τtµβ
β+µ

with τtµ ≤ 1. The

inequality (C.27) can be further simplified as (C.28).
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The second term in (C.12) follows the same derivation as in the proof of Theorem 5.11.
Putting together, when f is convex, we have

E∥wt+1 − w′
t+1∥

≤ (1 + ΓX qc(π)τt)E∥wt − w′
t∥ +

2τtLW

n
(C.29)

≤ (1 + ΓX qc(π)/β)E∥wt − w′
t∥ +

2LW

nβ
(C.30)

when f is µ− strongly convex, we have

E∥wt+1 − w′
t+1∥

≤
(

1 − 1

2
τtµ + ΓX qc(π)τt

)
E∥wt − w′

t∥ +
2τtLW

n
(C.31)

≤
(

1 − µ

2β
+ ΓX qc(π)/β

)
E∥wt − w′

t∥ +
2LW

nβ
(C.32)

Unravelling the recursion, we have

E∥wT − w′
T∥ ≤ 2LW

nβ

T∑
t=0

ζt (C.33)

with ζ = 1 + ΓX qc(π)/β when f is convex and ζ = 1 − µ
2β

+ ΓX qc(π)/β when f is µ−
strongly convex. For the strongly convex case, if we let qc(π) < µ

2ΓX
, we have ζ < 1. In

this case, the geometric series
∑T

t=0 ζ
t converges as T → ∞ and entails a closed form. The

bound in (C.33) can therefore be further simplified as

E∥wT − w′
T∥ ≤ 2LW

nβ

T∑
t=0

ζt

≤ 2LW

nβ

∞∑
t=0

ζt (C.34)

=
2LW

nβ

1

1 − ζ
(C.35)

=
4LW

n(µ− 2qc(π)ΓX )
(C.36)

This derives the bound in Corollary 5.1. □
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Proof of Lemma 5.3 To establish the proof, we first discuss the expansive property of
the one step PGD perturbation T For arbitrary x̂ ∈ X , we have

∥Tx,y(x̂;w) − Tx,y(x̂;w′)∥ (C.37)

=
∥∥ΠB∞(x,ϵ) [x̂ + λG (∇x̂f(w, x̂, y))] − ΠB∞(x,ϵ) [x̂ + λG (∇x̂f(w′, x̂, y))]

∥∥ (C.38)

≤λ ∥G (∇x̂f(w, x̂, y)) −G (∇x̂f(w′, x̂, y))∥ (C.39)

≤λα ∥∇x̂f(w, x̂, y) −∇x̂f(w′, x̂, y)∥ (C.40)

≤λαΓW∥w − w′∥ (C.41)

The inequality (C.39) is due to that the projection operation ΠB∞(x,ϵ) is 1-expansive. The
inequalities (C.40) and (C.41) are derived based on the Lipschitz condition of G and ∇xf .

For fixed w ∈ W , we have for arbitrary x′, x′′ ∈ X

∥Tx,y(x
′;w) − Tx,y(x

′′;w)∥ (C.42)

=
∥∥ΠB∞(x,ϵ) [x′ + λG (∇x′f(w, x′, y))] − ΠB∞(x,ϵ) [x′′ + λG (∇x′′f(w, x′′, y))]

∥∥ (C.43)

≤∥x′ + λG (∇x′f(w, x′, y)) − x′′ + λG (∇x′′f(w, x′′, y))∥ (C.44)

≤∥x′ − x′′∥ + λα ∥∇x′f(w, x′, y) −∇x′′f(w, x′′, y)∥ (C.45)

≤(1 + λαη)∥x′ − x′′∥ (C.46)

The derivation here follows the similar idea as above, utilizing the 1-expansiveness condition
of ΠB∞(x,ϵ) as well as the Lipschitz condition of G and the smoothness condition of f w.r.t
X .

We now derive the upper bound for the expansiveness of πPGD. With a little abuse
of notation, let xK = TK

x,y(x;w) and similarly x′
K = TK

x,y(x;w′). For shorter notation, let
ν = λαΓW and µ = 1 + λαη

∥πPGD(x; y, w) − πPGD(x; y, w′)∥ (C.47)

=∥TK
x,y(x;w) − TK

x,y(x;w′)∥ (C.48)

=∥Tx,y(xK−1;w) − Tx,y(x
′
K−1;w

′)∥ (C.49)

≤∥Tx,y(xK−1;w) − Tx,y(xK−1;w
′)∥ + ∥Tx,y(xK−1;w

′) − Tx,y(x
′
K−1;w

′)∥ (C.50)

≤π∥w − w′∥ + µ∥xK−1 − x′
K−1∥ (C.51)

=π∥w − w′∥ + µ∥Tx,y(xK−2;w) − Tx,y(x
′
K−2;w

′)∥ (C.52)

≤
K−1∑
k=0

µiν∥w − w′∥ (C.53)
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Note that the bound (C.53) holds for any choice of w,w′. On the other hand, using
the condition that Tx,y(x̂;w) ∈ B∞(x, ϵ), we can derive that for any w,w′ ∈ W with
∥w − w′∥ > c,

∥Tx,y(x̂;w) − Tx,y(x̂;w′)∥ ≤ 2
√
dϵ =

2
√
dϵ

∥w − w′∥
∥w − w′∥ ≤ 2

√
dϵ

c
∥w − w′∥ (C.54)

Putting together, we have

qc(π
PGD) ≤ min

(
K−1∑
k=0

µiν,
2
√
dϵ

c

)
(C.55)

This completes the proof. □

Proof of Corollary 5.2 We first establish the following result.

For any non-negative random variable Z bounded below B and any c∗ > 0,

Pr[Z ≤ c∗] ≤ B − E(Z)

B − c∗
(C.56)

This result simply follows from Pr[Z ≤ c∗] = Pr[B−Z ≥ B− c∗] and applying the Markov
Inequality to random variable B − Z.

Now let Z = A(S)−A(S ′) and c∗ = Bn−1/2 in Theorem 5.12. The second term in bound

of Theorem 5.12 then reduces to
(

1 − supS≃S′ E∥A(S)−A(S′)∥
B(1−n−1/2)

)
LX · 2ϵ

√
d, which converges to(

1 − supS≃S′ E∥A(S)−A(S′)∥
B

)
LX · 2ϵ

√
d with n. It can be verified that the first term in the

bound of Theorem 5.12 vanishes with n (as n−1/2). The corollary then follows. □.

Proof of Lemma 5.6 The proof is established by noticing that all members in the set

H̃(r) := {x ∈ Rd : |x[i]| = r,∀i ∈ I} achieves 1/(rd
1
p )−Lipschitz and thus the Lipschitz

constant over H(r) is greater than it. Specifically, for any x, x̂ ∈ H̃(r) with x ̸= x̂, let
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I− := {i ∈ I : sgn(x[i]) ̸= sgn(x̂[i])} and I+ := I − I−. We have

∥G(x) −G(x̂)∥2 (C.57)

=

∥∥∥∥sgn(x) ⊙ |x|q−1

∥x∥q−1
q

− sgn(x̂) ⊙ |x̂|q−1

∥x̂∥q−1
q

∥∥∥∥
2

(C.58)

=

(
d∑

i=1

∣∣∣∣sgn(x[i])|x[i]|q−1

∥x∥q−1
q

− sgn(x̂[i])|x̂[i]|q−1

∥x̂∥q−1
q

∣∣∣∣2
) 1

2

(C.59)

=

∑
j∈I+

∣∣∣∣sgn(x[j])|x[j]|q−1

∥x∥q−1
q

− sgn(x̂[j])|x̂[j]|q−1

∥x̂∥q−1
q

∣∣∣∣2 +
∑
k∈I−

∣∣∣∣sgn(x[k])|x[k]|q−1

∥x∥q−1
q

− sgn(x̂[k])|x̂[k]|q−1

∥x̂∥q−1
q

∣∣∣∣2
 1

2

(C.60)

=

∑
k∈I−

∣∣∣∣ 2rq−1

rq−1d
1
p

∣∣∣∣2
 1

2

(C.61)

=
√

|I−|
2

d
1
p

(C.62)

where |I−| denotes the cardinality of the set I−. The equality (C.61) is derived by noting
that the first term in (C.60) is zero since |x[j]| = |x̂[j]| and sgn(|x[j]|) = sgn(|x̂[j]|) for

each j ∈ I+ and noting that ∥x∥q = rd
1
q for any x ∈ H̃(r). The power term q−1

q
is replaced

by 1
p

since 1/q + 1/p = 1. We also have

∥x− x̂∥2 (C.63)

=

(
d∑

i=1

|x[i] − x̂[i]|2
) 1

2

(C.64)

=

∑
j∈I+

|x[j] − x̂[j]|2 +
∑
k∈I−

|x[k] − x̂[k]|2
 1

2

(C.65)

=

∑
k∈I−

|2r|2
 1

2

(C.66)

=2r
√

|I−| (C.67)
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Putting together, we have that for any x, x̂ ∈ H̃(r) with x ̸= x̂,

∥G(x) −G(x̂)∥2
∥x− x̂∥2

=
1

rd
1
p

≤ sup
x′,x′′∈Q(r)

x′ ̸=x′′

∥G(x′) −G(x′′)∥2
∥x′ − x′′∥2

= αp (C.68)

This completes the proof. □

Proof of Lemma 5.4 Since the following proof does not depend on the choice of w and
y, for simplicity we will write f(w, x, y) as f(x) and ∇xf(w, x, y) as ∇f(x) hereafter.

To establish the proof of Lemma 5.4, we first present and prove the following interme-
diate result.

Lemma C.1. Suppose that the gradients of f(x) satisfies the Lipschitz condition (5.37)
and the mapping G in the PGD attack satisfies the condition (5.40). We have

f(x′)−f(x)−λG(∇f(x))T (x′−x) ≤ η + 1

2
∥x′−x∥2+

1

2
∥∇f(x)∥2+

λ2

2
∥G(∇f(x))∥2 (C.69)

for any x′ and x.

Proof. By the fundamental theorem of calculus, we have

f(x′) − f(x) =

∫ 1

0

d

dt
f(x + t(x′ − x))dt (C.70)

=

∫ 1

0

∇f(x + t(x′ − x))T (x′ − x)dt (C.71)

We therefore have

f(x′) − f(x) − λG(∇f(x))T (x′ − x)

=

∫ 1

0

[∇f(x + t(x′ − x)) − λG(∇f(x))]
T

(x′ − x)dt (C.72)

=

∫ 1

0

[∇f(x + t(x′ − x)) −∇f(x)]
T

(x′ − x)dt + [∇f(x) − λG(∇f(x))]T (x′ − x) (C.73)
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For the first term in (C.73), we have∫ 1

0

[∇f(x + t(x′ − x)) −∇f(x)]
T

(x′ − x)dt

≤
∫ 1

0

∥∇f(x + t(x′ − x)) −∇f(x)∥∥x′ − x∥dt (C.74)

≤
∫ 1

0

η∥t(x′ − x)∥∥x′ − x∥dt (C.75)

=
η

2
∥x′ − x∥2 (C.76)

where inequality (C.74) follows from the Cauchy−Schwarz inequality and inequality
(C.75) is due to that the gradient of f is η−Lipschitz (i.e., condition (5.37)).

For the second term in (C.73), we have

[∇f(x) − λG(∇f(x))]T (x′ − x)

≤1

2
∥∇f(x) − λG(∇f(x))∥2 +

1

2
∥x′ − x∥2 (C.77)

=
1

2
∥∇f(x)∥2 +

1

2
∥λG(∇f(x))∥2 − 2λG(∇f(x))T∇f(x) +

1

2
∥x′ − x∥2 (C.78)

≤1

2
∥∇f(x)∥2 +

1

2
∥λG(∇f(x))∥2 +

1

2
∥x′ − x∥2 (C.79)

Inequality (C.77) is due to that for any vector a and b we have aT b ≤ 1
2
∥a∥2 + 1

2
∥b∥2.

Inequality (C.79) is derived based on the condition (5.40) that G(∇f(x))T∇f(x) > 0.

The proof is completed by combining (C.76) and (C.79) together.

We now present the proof for Lemma 5.4.

Proof. For simplicity, we write f(w, x∗, y) as f(x∗). Let xk := T k
x,y(x;w). Additionally, let

x̃k+1 = xk + λG(∇f(xk)) and we therefore have xk+1 = ΠB∞(x,ϵ)(x̃
k+1).

According to Lemma C.1, we have that for any k ≤ K

f(x∗) − f(xk)

≤λG(∇f(xk))T (x∗ − xk) +
η + 1

2
∥x∗ − xk∥2 +

1

2
∥∇f(xk)∥2 +

λ2

2
∥G(∇f(xk))∥2 (C.80)
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For the first term in (C.80), we have that

λG(∇f(xk))T (x∗ − xk)

=(x̃k+1 − xk)T (x∗ − xk) (C.81)

=
1

2

(
∥x̃k+1 − xk∥2 + ∥x∗ − xk∥2 − ∥x̃k+1 − x∗∥2

)
(C.82)

≤1

2

(
∥x̃k+1 − xk∥2 + ∥x∗ − xk∥2 − ∥xk+1 − x∗∥2

)
(C.83)

=
1

2

(
∥λG(∇f(xk))∥2 + ∥x∗ − xk∥2 − ∥xk+1 − x∗∥2

)
(C.84)

where equality (C.82) is due to that for any vector a and b, we have 2aT b = ∥a∥2 +
∥b∥2 − ∥a− b∥2. Inequality (C.83) follows from the fact that since x∗ ∈ B∞(x, ϵ), we have
∥x̃k+1 − x∗∥2 ≤ ∥ΠB∞(x,ϵ)(x̃

k+1) − x∗∥2 = ∥xk+1 − x∗∥2

For the other terms in (C.80), we have that

η + 1

2
∥x∗ − xk∥2 +

1

2
∥∇f(xk)∥2 +

λ2

2
∥G(∇f(xk))∥2

=
η + 1

2
∥x∗ − xk∥2 +

1

2
∥∇f(xk) −∇f(x∗)∥2 +

λ2

2
∥G(∇f(xk))∥2 (C.85)

≤η + 1

2
∥x∗ − xk∥2 +

η2

2
∥xk − x∗∥2 +

λ2C

2
(C.86)

≤d∗(η2 + η + 1)

2
+

λ2C

2
(C.87)

where equality (C.85) is derived based on the conditions that ∇f(x∗) = 0. Inequality (C.86)
is derived according to the Lipschitz condition of the gradients (5.37) and the condition
that ∥G(∇f(x))∥2 ≤ C for any x.
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Combining the results, we have that

f(x∗) − 1

K

K∑
k=1

f(xk)

=
1

K

K∑
k=1

f(x∗) − f(xk) (C.88)

≤ 1

2K

K∑
k=1

(
∥λG(∇f(xk))∥2 + ∥xk − x∗∥2 − ∥xk+1 − x∗∥2

)
+

d∗(η2 + η + 1)

2
+

λ2C

2

(C.89)

≤λ2C

2
+

∥x1 − x∗∥2 − ∥xK+1 − x∗∥2

2K
+

d∗(η2 + η + 1)

2
+

λ2C

2
(C.90)

≤λ2C +
∥x1 − x∗∥2

2K
+

d∗(η2 + η + 1)

2
(C.91)

≤λ2C +
d∗

2K
+

d∗(η2 + η + 1)

2
(C.92)

Taking λ = 1√
K

, we have

f(x∗) − 1

K

K∑
k=1

f(xk) ≤ (2C + d∗)

2K
+

d∗(η2 + η + 1)

2
(C.93)

This completes the proof.

C.2 Hyper-parameter settings for the experiments

In our experiments, we follow the settings in [78]: The perturbation radius is set to be
ϵ = 8/255 w.r.t the ∞−norm for the three datasets. The pre-activation ResNet 18 (PRN-
18) model [38] is used for CIFAR-10 and SVHN. The Wide ResNet 34 (WRN-34) model
[113] is used for CIFAR-100. We set K = 10 for all the PGD variants with λ = 2/255 on
CIFAR-10 and CIFAR-100, and set λ = 1/255 for SVHN. The initial learning rate of AT is
set to be 0.1 for CIFAR-10 and CIFAR-100 and set to be 0.01 for SVHN. The learning rate
is decayed by 0.1 at the 100th and the 150th epoch of the training. The batch size is set to
be 128 and a weight decay of 5×10−4 is used for all the experiments. The experiments are
conducted on our internal GPU clusters. Training PRN-18 on CIFAR-10 and SVHN for
200 epochs spends around 18 hours with two NVIDIA V100 GPUs, and training WRN-34
on CIFAR-100 requires around three days to complete with the same computing resources.
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C.3 Computing λp

The volume of Bp(0, λp) is computed by

vol (Bp(0, λp)) =

(
2Γ
(

1
p

+ 1
))d

Γ
(

d
p

+ 1
) λd

p (C.94)

Here Γ(·) denotes the Euler’s gamma function. For p other than ∞, to make vol (Bp(0, λp)) =
vol (B∞(0, λ∞)), we have

λp = exp

{
1

d
ln Γ(

d

p
+ 1) + ln

λ∞

Γ(1
p

+ 1)

}
(C.95)

In the experiments, the value of λ∞ (i.e., the step size for the sign-PGD) is set to be the
same as in Section ?? and values for other λp is computed from (C.95).
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C.4 Omitted figures
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Figure C.1: Experiments in Figure 5.2 reproduced on SVHN and CIFAR-100.
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Figure C.2: Experiments in Figure 5.3 reproduced on SVHN.
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Figure C.3: Experiments in Figure 5.3 reproduced on CIFAR-100.
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