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Abstract

Secret sharing schemes are a tool used to ensure secure distribution of a secret among a group
of participants such that only authorized groups can reconstruct the secret. We explore the
relationship between secret sharing schemes and matroids, with emphasis placed on matroid-
related schemes. Speciőcally, we focus on the access structures arising from matroids with
rank three. We present the projective plane secret sharing scheme, a reformulation of the
scheme of Lopes de Souza, now using projective planes instead of LFSR sequences. We
show that this scheme is equivalent to the vector space secret sharing scheme of Brickell.
Additionally, we show that the induced subhypergraph isomorphism problem is equivalent
to the subgraph isomorphism problem, and use this equivalence in a new method to őnd
realizations of access structures by our scheme. Finally, we give some conditions to őnd the
minimal q required for our scheme to realize an access structure in Fq.
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Chapter 1

Introduction

1.1 Introduction

A secret sharing scheme is a method used by a dealer to distribute a portion of a secret,
called a share, among groups of participants such that only authorized sets of participants
can reconstruct the secret. For example, suppose there is a bank owner who has a vault
that is accessible using a code that changes each day. They employ three managers and four
tellers, and want the vault to only be accessible by groups that they feel will keep each other
honest. They feel they can trust any two managers, any three tellers, or any manager with
any two tellers. Each day, the bank owner would use a secret sharing scheme to distribute
parts of the vault code to their employees such that only groups they trust could gain access.

These schemes were introduced in the simplest case by Blakley [6] and Shamir [24], both
in 1979. Their secret sharing schemes are referred to as threshold secret sharing schemes. In
their schemes the sets that can reconstruct the secret are all of the sets with at least a certain
number participants t. This scheme was generalized by Brickell [8] in 1990. Brickell’s scheme
uses vector spaces to distribute the shares to the participants, and so we call it the vector
space secret sharing scheme. His work was further generalized by Karchmer and Widgerson
[14], as well as Beimel [2], using monotone span programs.

In 2019, Lopes de Souza introduced a secret sharing scheme based on linear feedback
shift register sequences. The scheme uses linear feedback shift registers to construct an
orthogonal array, which is then used to assign the shares to the participants. We present a
variant of this scheme, called the projective plane secret sharing scheme.

We now give an overview of the structure of this work. In the remainder of Chapter 1 we
present the necessary background as follows. In Section 1.2.1 we give an overview of őnite
őelds. We then introduce orthogonal arrays and a method to construct them in Sections
1.2.2 and 1.2.3. Next, we present linear feedback shift register sequences in Section 1.2.4.
Finally, we introduce graphs in Section 1.2.5.

In Chapter 2 we present the deőnition of a secret sharing scheme, as well as the necessary
background. We also provide some examples of secret sharing schemes, including three dif-
ferent constructions of the (t, n)-threshold secret sharing scheme and Brickell’s construction
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1. INTRODUCTION

of the vector space secret sharing scheme.

In Chapter 3 we give the deőnitions of matroids, along with some of the connections
between matroids and secret sharing schemes. This connection is further explored in Chapter
4 speciőcally considering rank-3 secret sharing schemes.

In Chapters 5 and 6 we present a proposal for the projective plane secret sharing scheme,
an expansion of the scheme from Lopes de Souza. In Chapter 5 we prove that the scheme is
perfect, as well as give some examples of the scheme in use. We also prove that the scheme is
equivalent to the vector space secret sharing scheme. In Chapter 6 we compare two different
methods that can be used to őnd realizations for the scheme given a őnite őeld Fq, both using
hypergraphs. Additionally, in Chapter 6, we give some sufficient conditions for non-existence
of a realization for a given access structure and őnite őeld Fq.

1.2 Background

1.2.1 Finite Fields

We begin by giving a short introduction to őnite őelds based on the book of Lidl and
Niederreiter [16]. Finite őelds play an important role in secret sharing, often being used as
the secret set. We begin by deőning groups and rings.

A group (G, ◦) is a set G along with a binary operation ◦ such that the following
properties hold:

1. For any a, b, c ∈ G, a ◦ (b ◦ c) = (a ◦ b) ◦ c.

2. There is an element e ∈ G, called the identity element, such that for all a ∈ G,
a ◦ e = e ◦ a = a.

3. For each a ∈ G, there exists a−1 ∈ G such that a ◦ a−1 = a−1 ◦ a = e.

A group is called abelian if for all a, b ∈ G, a ◦ b = b ◦ a. We say that a group G with n
elements is cyclic if there exists an element g ∈ G such that {g0, g1, . . . , gn−1} = G. We call
this element g a generator of the group G. A ring (R,+, ·) is a set R along with two binary
operations + and · such that the following properties hold:

1. R is an abelian group with respect to +.

2. For all a, b, c ∈ R, a · (b · c) = (a · b) · c.

3. For all a, b, c ∈ R, a · (b+ c) = a · b+ a · c and (b+ c) · a = b · a+ c · a.

If · is commutative and R has an identity element under ·, then we call R a commutative ring
with identity. If R is a commutative ring with identity and for all a, b ∈ R such that a ·b = 0,
either a = 0 or b = 0, then R is called an integral domain. A ring (R,+, ·) is called a őeld if

2



1.2. BACKGROUND

(R⋆, ·), where R⋆ is the set R with the additive identity removed, is an abelian group. We
call a subset of a ring R or őeld F that is itself a ring or őeld under the same operations a
subring or a subőeld.

The sets Z, Q, R, and C are all rings, while only Q, R, and C are őelds. Additionally,
Zn is a őeld if and only if n is prime [16, Theorem 1.38]. If R is a ring such that there exists
a positive integer n with n · 1 = 0, where 1 is the mutliplicative identity, then we call the
smallest such n the (positive) characteristic of R. If R has no positive characteristic then
we say it has characteristic zero. If the positive integer n is prime, then we say R has prime
characteristic. A őnite őeld is a őeld F with a őnite number of elements q, called the order.
A őnite őeld with q elements is written as Fq. All őnite őelds have a prime characteristic
[16, Corollary 1.45]. We denote the őelds constructed from Zp as Fp, where p is a prime.

We say that two rings (őelds)R and S are isomorphic if there exists a bijection ϕ : R→ S
that preserves the structure of both of the operations. Speciőcally, two rings R and S are
isomorphic if there exists a bijection ϕ : R→ S such that:

1. For all a, b ∈ R, ϕ(a+ b) = ϕ(a) + ϕ(b).

2. For all a, b ∈ R, ϕ(ab) = ϕ(a)ϕ(b).

3. If 1R, 1S are the identity elements under multiplication of R and S, then ϕ(1R) = 1S.

Using a ring R we can construct a new ring by constructing all polynomials with coeffi-
cients in R using the + and · operations over R. This ring is called the polynomial ring, and
is denoted by R[x]. For a nonzero polynomial f(x) =

∑︁n

i=0 aix
i over a ring R with an ̸= 0,

we call an the leading coefficient, a0 the independent or constant term, and n the degree of
f , denoted deg(f). If an is one, then we call f(x) a monic polynomial. By convention, we
say that the zero polynomial has degree −∞. A constant polynomial is a polynomial with
degree less than or equal to 0. When we identify the constant polynomials with elements
of R then we őnd R as a subring of R[x]. If F is a őeld, then we call a polynomial f in
F [x] irreducible over F if the degree of f is positive and if f = pq with p, q ∈ F [x], then
either p or q is a constant polynomial. If f ∈ Fq[x], where q is a prime or prime power, and
deg(f) = m ≥ 0, then Fq[x]/(f) consists of all polynomials with degree less than m, and has
qm elements. Theorem 1.2.1 tells us when Fq[x]/(f) is a őeld.

Theorem 1.2.1 ([16], Theorem 1.61). For a polynomial f ∈ F [x] over a őeld F , the ring of
polynomials over F modulo f , denoted by F [x]/(f), is a őeld if and only if f is irreducible
over F .

Let K be a őeld. We have already deőned what it means for a set F ⊆ K to be a
subőeld of K. Namely, when F is itself a őeld under the same operations as K. In this
case we call K an extension őeld or extension of F . We call a őeld that contains no proper
subőelds a prime őeld. Any őnite őeld of order p, where p is a prime, is a prime őeld. We
call the subőeld constructed by taking the intersection of all subőelds of F the prime subőeld
of F . The prime subőeld of a őeld is a prime őeld. If a őeld K is an extension őeld of a
őeld F , then we can view K as a vector space over F . The dimension of this vector space
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1. INTRODUCTION

is called the degree of K over F and is written as [K : F ]. If the őeld K is considered as a
vector space over F and is őnite-dimensional, then we say K is a őnite extension of F .

Theorem 1.2.2 ([16], Theorem 1.84). If L is a őnite extension of K and M is a őnite
extension of L, then M is a őnite extension of K with

[M : K] = [M : L][L : K].

Let F and K be őelds where F is an extension of K. Then F is a splitting őeld of
the polynomial f ∈ K[x] if f can be written as a product of linear factors in F [x] and if
f cannot be written as a product of linear factors in any other subőeld of F containing K.
The following results are required to show the existence and uniqueness of a őnite őeld with
q = pn elements for every prime p and integer n. We begin with a result that says that őnite
őelds must have prime characteristic.

Theorem 1.2.3 ([16], Theorem 2.2). Let F be a őnite őeld. Then q = pn where the prime
p is the characteristic of F and n is the degree of F over its prime subőeld.

Lemma 1.2.4 ([16], Lemma 2.3). If Fq is a őnite őeld with q elements, then for every a ∈ Fq,
aq = a.

Lemma 1.2.5 ([16], Lemma 2.4). If Fq is a őnite őeld with q elements and characteristic p,
then the polynomial xq − x factors in Fq[x] as

xq − x =
∏︂

a∈Fq

(x− a).

Additionally, Fq is a splitting őeld of xq − x over Fp.

Combining these results we get the following theorem on the existence and uniqueness
of őnite őelds.

Theorem 1.2.6 ([16], Theorem 2.5). For every prime p and every positive integer n there
exists a őnite őeld with pn elements. Any őnite őeld with q = pn elements is isomorphic to
the splitting őeld of xq − x over Fp.

The uniqueness in this theorem allows us to speak about the őnite őeld with q elements.
Furthermore, this gives us the following result about subőelds of őnite őelds.

Theorem 1.2.7 ([16], Theorem 2.6). Let Fq be a őnite őeld with q = pn elements. Then
every subőeld of Fq has order pm, where m is a positive divisor of n. Additionally, for every
m that is a positive divisor of n, there exists exactly one subőeld of Fq with pm elements.

Furthermore, the subőeld of Fpn of order pm, where m|n, consists precisely of the roots
of xp

m

− x ∈ Fp[x] in Fpn . The next result is a useful property of the multiplicative groups
of őnite őelds.

Theorem 1.2.8 ([16], Theorem 2.8). The multiplicative group of a őnite őeld Fq, (F⋆
q, ·), is

cyclic.
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1.2. BACKGROUND

Since these groups are cyclic, we know that they have generators. A generator of the
cyclic group (F⋆

q, ·) is called a primitive element of Fq. These primitive elements can be used
to show that for any őnite őeld Fq and any positive integer n, there exists an irreducible
polynomial in Fq[x] of degree n.

We now introduce a class of irreducible polynomials that is important to us, called the
primitive polynomials. Let Fq be a őnite őeld with characteristic p. We call a polynomial
f ∈ Fq[x] of degree m primitive if it is irreducible and has a primitive element α as a root
[13]. Additionally, we can characterize primitive polynomials as the irreducible polynomials
f ∈ Fq[x] of degree m with the property that n = qm − 1 is the smallest positive integer n
such that f(x)|xn − 1.

It is easy for us to represent őnite őelds with a prime number of elements as we just
use Zp. A more interesting problem is representing őelds with a number of elements that is
not prime, but is a power of a prime q = pm. There are many ways we can do this, but the
main method we will use to represent őelds of this form uses root adjunction of irreducible
polynomials. To do this we start by picking an irreducible polynomial f ∈ Fp[x] of degree m.
We őnd a root α of the polynomial f . The elements in Fq can then be uniquely represented as
a polynomial over α in Fp of degree less than m. For example, suppose we wish to represent
F8 in this way. Then we begin by őnding an irreducible polynomial of degree 3 over F2. One
such polynomial is f(x) = x3+x+1. Let α be a root of f so that α3+α+1 = 0. The eight
elements of F8 are then of the form a0 + a1α+ a2α

2, where a0, a1 and a2 are elements of F2.
The elements are

{0, 1, α, 1 + α, α2, 1 + α2, α + α2, 1 + α + α2}.

The operations in the őeld can then be done using the fact that α3 = α + 1, effectively
changing our residue classes from using x to using α in Fp[x]/(f). Using this method of
representing őnite őelds we can write the elements of a őeld Fqm as vectors in Fm

q , where the
elements of the vectors represent the coefficients of the polynomials.

1.2.2 Orthogonal Arrays

Next, we deőne orthogonal arrays, a useful combinatorial design. The following deőnition
comes from Stinson [26].

Deőnition 1.2.9 (Orthogonal Array, [26]). Let t, v, k and λ be positive integers such that
k ≥ t ≥ 2. A OAλ(N ; t, k, v) orthogonal array is a pair (X,D) such that the following 3
properties are satisőed:

1. X is a set of v elements called points.

2. D is a N × k array with entries from X, where N = λvt.

3. In any subarray deőned by t columns of D, every t-tuple appears exactly λ times as a
row.

5



1. INTRODUCTION

We call N the size of the array, t the strength of the array, and λ the index. Some-
times when orthogonal arrays have index λ equal to one we drop the subscript, writing
OA(N ; t, k, v). We say that an orthogonal array (X,D) is linear if X = Fq for some prime
power q and the rows of D form a subspace of the vector space Fk

q . The following theorem
from Stinson [26] allows us to construct orthogonal arrays for many different parameters.

Theorem 1.2.10 ([26], Theorem 10.4). Let ℓ and k be positive integers, and let q be a prime
power. Let M be an ℓ by k matrix of elements from Fq such that every set of t columns of
M is linearly independent. Deőne D to be the qℓ by k matrix whose rows consist of all the
linear combinations of the rows of M . Then (Fq, D) is an OAqℓ−t(qℓ; t, k, q).

A problem that is of interest to us is the problem of őnding the largest k such that an
OA(N ; t, k, v) exists for őxed values N , t, and v. We denote this maximum by f(N, v, t).
The following result from Hedayat, Sloane, and Stufken [1] gives us values for f(N, v, t) when
we are constructing an orthogonal array over the elements of a őnite őeld.

Theorem 1.2.11 ([1], Corollary 3.9). Let v be a prime power. Then,

i) f(v3, v, 3) = v + 1, if v is odd, and

ii) f(v3, v, 3) = v + 2, if v is even.

1.2.3 Bush’s Construction for Orthogonal Arrays

In 1952, Bush [10] showed that we can construct an OA(qt; t, q + 1, q) for any prime power
q > t. He presents this in the following theorem.

Theorem 1.2.12 ([10]). If q = pn where p is a prime and q > t, then we can construct an
OA(qt; t, q + 1, q).

The construction of the array goes as follows. Let Fq be a őnite őeld with q elements,
where q is a prime power. Consider the polynomials

fi(x) = ai0 + ai1x+ · · ·+ ait−1
xt−1

where the coefficients range over Fq. There will be qt of these polynomials as each of the t
coefficients has q possible values in the őeld. For each of the őrst q columns of the array, we
associate to it a distinct element α ∈ Fq. The ith row of the array is then őlled by putting
the value fi(α) in the column associated with α and ait−1

in the őnal column. An example
array constructed using this method is shown in Figure 1.1.

1.2.4 LFSR Sequences

We now introduce another way to construct orthogonal arrays using linear feedback shift
register (LFSR) sequences. Let f(x) = xm+cm−1x

m−1+· · ·+c1x1+c0 be a monic polynomial

6
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fi(x) 0 1 2 ai1
0 + 0x 0 0 0 0
0 + 1x 0 1 2 1
0 + 2x 0 2 1 2
1 + 0x 1 1 1 0
1 + 1x 1 2 0 1
1 + 2x 1 0 2 2
2 + 0x 2 2 2 0
2 + 1x 2 0 1 1
2 + 2x 2 1 0 2

Figure 1.1: Orthogonal array from Bush construction with q = 3 and t = 2

of degree m in Fq[x]. An LFSR sequence with characteristic polynomial f and initial values
I = (b0, b1, . . . , bm−1) ∈ Fm

q that are not all zero is a sequence S(f, I) = (a0, a1, a2, . . . ) with
elements in Fq deőned by

ai =

{︄
bi, if 0 ≤ i < m

−cm−1ai−1 − · · · − c0ai−m, if i ≥ m
.

We say that a sequence is periodic if there exists a positive integer n such that an+i = ai
for all i ≥ 0. We call the smallest such n the period of the sequence. The period of an
LFSR sequence with a characteristic polynomial of degree m over Fq divides qm− 1 [16]. An
LFSR sequence is an m-sequence if the period is qm − 1. The m-sequences are those whose
characteristic polynomials are primitive [13]. Let S(f, I) = (ai) be an LFSR sequence. For
any positive integer n, we deőne Cn

i (S(f, I)) = (ai, ai+1, . . . , ai+n−1) as the sub-interval of
S(f, I) that starts at position i and has length n.

Theorem 1.2.13 ([13], Property 5.1). Let f be a primitive polynomial of degree m over Fq

and let S(f, I) be an m-sequence with I ̸= (0, . . . , 0). Then, each nonzero m-tuple of Fm
q

appears exactly once per period as a sub-interval Cm
i (S(f, I)) of length m.

Proposition 1.2.14 ([23], Corollary 1). Let f be a primitive polynomial of degreem over Fq,
and I = (b0, . . . , bm−1) be the initial values of the m-sequence S(f, I) = (ai). Let k = qm−1

q−1
.

Then S(f, I) has the following properties:

1. For any i ≥ 0, Ck
i (S(f, I)) contains exactly qm−1−1

q−1
zeros.

2. For any i, j ≥ 0, the zeros in Ck
i (S(f, I)) and Ck

i+jk(S(f, I)) appear in the same posi-
tions.

We now give two methods for constructing orthogonal arrays using m-sequences. Let
q be a prime power and f ∈ Fq[x] be a primitive polynomial of degree m with a primitive
root α. Let S(f, I) = (ai) be an m-sequence for initial values I ̸= (0, . . . , 0). We deőne the

7
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sub-interval array of f using the sub-intervals of S(f, I) with length k = qm−1
q−1

as follows:

M(f, I) :=

⎡
⎢⎢⎢⎢⎢⎣

Ck
0 (S(f, I))

Ck
1 (S(f, I))

...
Ck

qm−2(S(f, I))
0 . . . 0

⎤
⎥⎥⎥⎥⎥⎦
.

The following proposition establishes that the result of this construction is an orthogonal
array.

Proposition 1.2.15 ([21], Proposition 2). Let f be a primitive polynomial of degree m over
Fq, where q is a prime power. Then M(f) is an OAqm−2(qm; 2, q

m−1
q−1

, q).

We now deőne another orthogonal array constructed from m-sequences using the tuple
representation of the primitive root α and its powers in the őnite őeld. Since Fqm

∼= Fm
q ,

we can write each power αj, for j = 0, . . . , q
m−1
q−1
− 1 as a linear combination of the ba-

sis {α0, . . . , αm−1}. In other words, we can represent each of these powers αj as a vector
(c0, . . . , cm−1) if αj =

∑︁m−1
i=0 ciα

i. We denote these vectors by T (αj). We now construct an
m by qm−1

q−1
array Gf where its columns are each of the T (αj):

Gf :=
[︂
T (α0) T (α1) . . . T (α

qm−1

q−1
−1)

]︂
.

This matrix Gf has rank m and no two columns are linearly dependent [25]. We refer to
this matrix as the generator matrix with respect to the primitive polynomial f . We then
construct an OAqm−2(qm; 2, q

m−1
q−1

, q) by taking all linear combinations of the rows of Gf . This

new array is denoted by A(Gf ). The fact that A(Gf ) is an OAqm−2(qm; 2, q
m−1
q−1

, q) follows
Theorem 1.2.10. In addition, we have the following theorem.

Theorem 1.2.16 ([25], Theorem 3.9). The arrays M(f, I) and A(Gf ) are identical up to
row permutation.

We say that a set of s columns {ci1 , . . . , cis} of one of these arrays is covered if each
s-tuple over Fq appears at least once as a row. We call it uncovered otherwise. The following
theorem connects sets of covered columns to linearly dependent sets.

Theorem 1.2.17 ([23], Theorem 2). Let q be a prime power and let f be a primitive
polynomial of degree m ≥ 3 over Fq with primitive root α. Write k = qm−1

q−1
. Let M(f, I) =

[c0, . . . , ck−1] be the sub-interval array of f with initial values I. Then, the following are
equivalent:

1. A set of s columns {ci1 , . . . , cis} is uncovered in M(f, I).

2. The set of vectors {T (αi1), . . . , T (αis)} is linearly dependent over Fq.

Furthermore, if s = m, the following statement is also equivalent to (1) and (2):

3. There is a row r, other than the row of all zeros, such that ri1 = · · · = ris = 0.

8



1.2. BACKGROUND

1.2.5 Graphs

We now give an introduction to some graph theory concepts; we follow Bondy and Murty
[7]. A graph G is an ordered pair (V (G), E(G)) where V (G) is a őnite set of vertices, and
E(G) is a multiset of edges, where each edge is in {{x, y} : x, y ∈ V (G)}. If e is an edge of
G such that e = {u, v} for a pair of vertices u and v, then we say that e joins u and v. In
this case, we say that u and v are incident with e and that u and v are adjacent. An edge
that joins a vertex to itself is called a loop, and if two different edges join the same pair of
vertices we call them parallel. The degree of a vertex v of G is the number of edges incident
with v, counting loops twice. A graph with no loops or parallel edges is called simple and,
in this case, E(G) is a set of edges.

A simple graph G is complete if each pair of vertices of G is adjacent. The complete
graph with n vertices is denoted by Kn. A graphical representation of the complete graph
with 5 vertices is presented in Figure 1.2. If the vertex set of a graph G can be partitioned
into two sets X and Y such that each edge has one end in X and the other in Y , then
we call G bipartite and denote it by G[X, Y ]. A path of length k is a simple graph with k
vertices that can be ordered linearly such that two vertices are adjacent if and only if they
are consecutive in the ordering. A cycle of length k is a simple graph with k vertices that can
be ordered cyclically such that two vertices are adjacent if and only if they are consecutive
in the ordering. A graph F is a subgraph of a graph G if V (F ) ⊆ V (G) and E(F ) ⊆ E(G).
We denote that F is a subgraph of G by F ⊆ G. Let V ′ ⊆ V (G). The subgraph of G induced
by V ′, denoted G[V ′], has vertex set V ′ and edge set {e ∈ E(G) : e ⊆ V ′}. We say that a
subgraph F of G is induced if F = G[V (F )].

1

2

34

5

Figure 1.2: Diagram of the graph K5

A graph G is connected if, for every partition of its vertex set into nonempty sets X
and Y , there is at least one edge with one end in X and the other in Y . The graph is
disconnected otherwise. Two graphs G and H are disjoint if they have no common vertex,
and edge-disjoint if they have no common edge. The union of G and H is the graph G ∪H
with vertex set V (G) ∪ V (H) and edge set E(G) ∪ E(H). When G and H are disjoint we
refer to G∪H as the disjoint union of G and H. Because this operation is both associative
and commutative, we can extend it to an arbitrary number of graphs. Every graph G can
be expressed as a disjoint union of connected graphs. These connected graphs are called the
connected components of G.

9
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Two simple graphs G and H are isomorphic if there exists a bijection φ from V (G) to
V (H) which preserves adjacency, that is if {u, v} ∈ E(G) then {φ(u), φ(v)} ∈ E(H). Such
a bijection is referred to as an isomorphism between G and H. The problem of verifying
if two graphs G and H are isomorphic is referred to as the graph isomorphism problem.
A related problem, the subgraph isomorphism problem, addresses the question of whether,
given two graphs G and H, there exists a subgraph of H that is isomorphic to G. We can
add a restriction to this problem that the subgraph of H is induced. This variant is called
the induced subgraph isomorphism problem. There is no known algorithm that solves any
of these problems in polynomial time, with the two variants of the subgraph isomorphism
problem being known to be NP-complete [11].

A partition of a őnite set V is a set of nonempty subsets of V , {V1, . . . , Vn}, such
that each element of V is in exactly one of V1, . . . , Vn. An ordered partition is a tuple
π = (V1, . . . , Vm), where {V1, . . . , Vm} is a partition of a őnite set V [15]. When V is the
vertex set of a graph, we refer to the sets V1, . . . , Vm as the colour classes of π. For a vertex
v in a graph G, we write π(v) for the index of the colour class in which v appears. For
this reason, we identify the ordered partition π with the function of V (G) onto {1, . . . ,m}
deőned by x → π(x). A coloured graph is a pair (G, π), where G is a graph and π is an
ordered partition of V (G). A coloured graph (G, π) is isomorphic to a coloured graph (H, σ)
if there exists an isomorphism φ of G onto H such that π(v) = σ(φ(v)) for all v ∈ V (G).

A hypergraph H is a pair of őnite sets (V (H), E(H)), where V (H) is a set of vertices
and E(H) is a set of hyperedges, where each hyperedge is a set of vertices. We say that
two hypergraphs G and H are isomorphic if there exists a bijection φ from V (G) to V (H)
such that {v1, . . . , vℓ} is a hyperedge of G if and only if {φ(v1), . . . , φ(vℓ)} is a hyperedge of
H. We say that a hypergraph F is a subhypergraph of a hypergraph H if V (F) ⊆ V (H)
and E(F) ⊆ E(H). Furthermore, we say that a subhypergraph F of H is induced if F
contains all hyperedges of H over V (F). The rank of a hypergraph H, denoted r(H), is the
cardinality of the largest hyperedge in E(H). In other words, r(H) = max{|e| : e ∈ E(H)}.

Let H be a hypergraph. The incidence graph of H, denoted by IG(H), is a bipartite
graph G[V1, V2], where V1 = V (H) and V2 = E(H) such that for each v ∈ V1 and e ∈ V2,
{v, e} ∈ E(G) if and only if v ∈ e. The coloured incidence graph of H, denoted IGc(H),
is the coloured graph (IG(H), π) with π = (V1, V2). The size-coloured incidence graph of
H, denoted IGs(H), is the coloured graph (IG(H), π+) with π+ = (V1, V

1
2 , . . . , V

n
2 ) where

V i
2 = {e ∈ E(H) : |e| = i}, 1 ≤ i ≤ n. An example of a hypergraph H, along with its

coloured and size-coloured incidence graphs, is presented in Figure 1.3.

We show in Proposition 1.2.18 that two hypergraphs are isomorphic if and only if their
coloured incidence graphs are.

Proposition 1.2.18. Let H1 and H2 be hypergraphs. Then, H1 is isomorphic to H2 if and
only if IGc(H1) is isomorphic to IGc(H2).

Proof. Suppose H1 = (V1, E1) and H2 = (V2, E2) are hypergraphs with coloured incidence
graphs IGc(H1) = (IG(H1), π1) and IGc(H2) = (IG(H2), π2), where the colourings are π1 =
(V1, E1) and π2 = (V2, E2).

10
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v1 v2

v3 v4

(a) Hypergraph H

v1

v2

v3

v4

{v1, v2}

{v1, v3, v4}

{v2, v3, v4}

(b) IGc(H)

v1

v2

v3

v4

{v1, v2}

{v1, v3, v4}

{v2, v3, v4}

(c) IGs(H)

Figure 1.3: Hypergraph H with its coloured and size-coloured incidence graphs

( =⇒ ) Suppose φ : V1 → V2 is an isomorphism from H1 to H2. Then, {v1, . . . , vℓ} ∈ E1 if
and only if {φ(v1), . . . , φ(vℓ)} ∈ E2. Deőne a ψ : V1 ∪ E1 → V2 ∪ E2 such that

{︄
ψ(v) = φ(v), v ∈ V1
ψ({v1, . . . , vℓ}) = {φ(v1), . . . , φ(vℓ)}, {v1, . . . , vℓ} ∈ E1.

Since {v, e} ∈ E(IGc(H1)) if and only if v ∈ e, we have that ψ(v) ∈ ψ(e). So {v, e} ∈
E(IG(H1)) if and only if {ψ(v), ψ(e)} ∈ IG(H2), and therefore IG(H1) is isomorphic to
IG(H2), and it remains to show that ψ preserves colours. By construction we will have that
for any v ∈ V1, π1(v) = 1 = π2(ψ(v)), and for any e ∈ E1, π1(e) = 2 = π2(ψ(e)). So ψ
preserves colours, and therefore is an isomorphism between the coloured incidence graphs
IGc(H1) and IGc(H2).

(⇐= ) Let ψ : V1 ∪E1 → V2 ∪E2 be an isomorphism between IGc(H1) and IGc(H2). Then,
since ψ is an isomorphism of coloured graphs, we have that it maps vertices in V1 to vertices
in V2 and hyperedges in E1 to hyperedges in E2. We claim ψ|V1

is an isomorphism from H1

to H2. Since ψ is an isomorphism, we have that

{v, e} ∈ E(IGc(H1))⇐⇒ {ψ(v), ψ(e)} ∈ E(IG
c(H2)).

From this we conclude that
v ∈ e⇐⇒ ψ(v) ∈ ψ(e),

and so, {v1, . . . , vℓ} ∈ E1 if and only if ψ({v1, . . . , vℓ}) = {ψ(v1), . . . , ψ(vℓ)} ∈ E2. This is
the condition required for ψ|V1

to be an isomorphism from H1 to H2.

A problem that will be of interest to us is the subhypergraph isomorphism problem.
Similar to the subgraph isomorphism problem, the subhypergraph isomorphism problem
addresses the question of whether a hypergraph G is isomorphic to a subhypergraph of a
hypergraph H. Additionally, we can deőne the analogue of the induced subgraph isomor-
phism problem for hypergraphs, the induced subhypergraph isomorphism problem. Given two
hypergraphs H and G, the induced subhypergraph isomorphism problem is the problem of
őnding if there exists an induced subhypergraph of G that is isomorphic to H. We explore
these concepts further in Section 6.2.
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Chapter 2

Secret Sharing Schemes

A secret sharing scheme is a method by which a dealer distributes a secret among a group
of participants. Each of these participants receives a share which can be used in conjunction
with some number of other shares to recover the secret if the set of participants involved is
authorized. These schemes play an important role in cryptography, being used as a building
block in many applications such as electronic voting, distributed key agreements, and multi-
party computation.

2.1 Deőnitions

In a secret sharing scheme there is a set of participants P , and the power set of P , 2P , is
partitioned into authorized and unauthorized subsets. The set of authorized participants is
called the access structure. An authorized group of participants should be able to recon-
struct the secret, whereas an unauthorized group should not be able to discover any partial
information about the secret. We usually denote by Γ ⊆ 2P the set of all authorized sets.

Traditionally, secret sharing schemes use someone called the dealer who is a trusted
third party that will facilitate the process by receiving the secret, generating shares, and
sending the shares to the participants. When a group of participants wants to attempt to
reconstruct the secret they send their shares to an entity (possibly the dealer) called the
combiner. The combiner receives the shares, reconstructs the secret, then shares the secret
with the participants if the group is authorized.

In general, for a secret sharing scheme to be used we require the following 2 properties
to be satisőed:

• Correctness: An authorized group of participants will always be able to reconstruct
the secret.

• Perfect Privacy: An unauthorized group of participants cannot learn any information
about the secret using their shares.

12
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We call a scheme satisfying these properties perfect. Additionally, a secret sharing scheme
is called ideal if each of the shares has the same size as the secret (measured in bits). For
instance, if the secret is chosen from a őnite őeld Fq, an ideal scheme requires that each share
is also an element of Fq, ensuring that the share size matches the secret size. Beimel shows
that this is actually the smallest possible size that the shares can have [3, Lemma 2]. Not
all secret sharing schemes are ideal. Ideal schemes are very important, as in any practical
implementation of a secret sharing scheme we will want to keep the sizes of shares as small
as possible.

A survey from 2011 by Beimel [3] deőnes secret sharing schemes using distribution
schemes and probabilities. A distribution scheme is a pair Σ = ⟨Π, µ⟩ with a domain of
secrets K, where µ is a probability distribution on a őnite set of random strings R and Π
is a mapping from K × R to a set of n-tuples K1 × K2 × · · · × Kn, where each Kj is the
domain of shares for participant pj. A dealer then distributes a secret k ∈ K using Σ by
sampling a random string r ∈ R according to µ, then computing Π(k, r) = (s1, . . . , sn), the
vector of shares, and communicating each of the shares sj to the participant pj. We denote
by Π(s, r)A the restriction of Π(s, r) to the participants in some subset A.

Deőnition 2.1.1 (Secret Sharing Schemes, [3]). Let K be a őnite set of secrets, where
|K| ≥ 2. A distribution scheme ⟨Π, µ⟩ with domain of secrets K is a perfect secret sharing
scheme realizing an access structure Γ if it satisőes the correctness and perfect privacy
conditions. In secret sharing schemes µ is usually the uniform distribution.

We can view each of these distribution rules as an (n + 1)-tuple (k, s1, . . . , sn), where
k is the secret and si is the share of participant i for i = 1, . . . , n. We can then view the
distribution scheme as a matrix A containing each of these (n + 1)-tuples as the rows. To
share the secret k we pick a row of A with őrst entry k uniformly at random and give each
participant their corresponding share in the rule. An example of a distribution scheme for
a secret sharing scheme realizing the access structure Γ = {A ⊆ {p1, p2, p3} : |A| ≥ 2}
with four possible secrets is presented in Figure 2.1. The column labeled k corresponds to
the value of the secret, and the columns labeled s1, s2, and s3 correspond to the shares
of the participants p1, p2, and p3 respectively. In this distribution scheme there are four
choices of row for each choice of secret k, therefore, R = {r1, r2, r3, r4} and we have four
choices of random strings. This choice is represented in the table in the column R. The
mapping Π takes the choice of secret k and row ri and returns the tuple (s1, s2, s3) in the
row corresponding to k labeled by ri.

Furthermore, when we use distribution schemes to deőne secret sharing schemes, we
can deőne the correctness and perfect privacy conditions using the probabilities given by the
distribution scheme:

• Correctness: For any set B = {pi1 , . . . , piℓ} ∈ Γ there exists a reconstruction function
RECONB : Ki1 × · · · ×Kiℓ → K such that for every k ∈ K,

Pr[RECONB(Π(k, r)B) = k] = 1.
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R k s1 s2 s3

r1 0 0 0 0
r2 0 1 2 3
r3 0 2 3 1
r4 0 3 1 2

r1 1 0 3 2
r2 1 1 1 1
r3 1 2 0 3
r4 1 3 2 0

R k s1 s2 s3

r1 2 0 1 3
r2 2 1 3 0
r3 2 2 2 2
r4 2 3 0 1

r1 3 0 2 1
r2 3 1 0 2
r3 3 2 1 0
r4 3 3 3 3

Figure 2.1: Distribution scheme for a scheme with 4 secrets

• Perfect Privacy: For any set A ̸∈ Γ, any two possible secrets k1, k2 ∈ K, and every
possible vector of shares ⟨sj⟩pj∈A:

Pr[Π(k1, r) = ⟨sj⟩pj∈A] = Pr[Π(k2, r) = ⟨sj⟩pj∈A].

While Beimel’s deőnition requires the scheme to be perfect, it is possible to create secret
sharing schemes that do not require the correctness or perfect privacy conditions. Schemes
that do not require probability 1 in the correctness condition or do not require that each of
the possible secrets have the same probability distributions in the perfect privacy condition
are called statistical secret sharing schemes, a version of statistical secret sharing using linear
block codes is explored in [5].

The information ratio of a distribution scheme is

ρ =
max1≤j≤n log |Kj|

log |K|
.

Sometimes the reciprocal of ρ is used, this is referred to as the information rate of a dis-
tribution scheme. These ratios represent the difference in number of bits between the rep-
resentation of the shares and the secret. A secret sharing scheme is ideal if its information
ratio is 1. All of the schemes that we will consider will be perfect, ideal, and linear.

Deőnition 2.1.2 (Linear Secret Sharing Schemes). Let q be a prime power. A secret sharing
scheme is linear over a őnite őeld Fq if the secret is an element of Fq, the random string is
a vector over Fq with each coordinate chosen independently with uniform distribution, and
the secret is reconstructed as a linear combination of the shares.

Linear schemes are of note because the computations done to decide the shares and to
reconstruct the secret all use linear maps, and are therefore very efficient.

Some of the earliest constructions for secret sharing schemes are the (t, n)-threshold
scheme introduced by Shamir [24] and Blakley [6] and the vector space scheme introduced
by Brickell [8]. Both of these schemes are perfect, ideal, and linear. Descriptions of these
schemes are given in Sections 2.3 and 2.4. A survey by Beimel [3] covers some of the other
standard constructions of secret sharing schemes.

14



2.2. ACCESS STRUCTURES

One of the smallest access structures that is not realizable by any ideal secret sharing
scheme, originally found by Benaloh and Leichter in 1990 [4], has 4 participants and can be
represented as a path of length 3. In this example, each of the minimally authorized sets has
size two. The vertices represent the participants, labeled a, b, c, d, and each edge represents
a minimally authorized set. This graphical representation is given in Figure 2.2. It is shown
in [4] that this scheme has an information ratio of at least 3

2
. This structure will be further

explored in Chapter 4.

a b c d

Figure 2.2: An access structure that does not admit an ideal secret sharing scheme

Benaloh and Leichter [4] also proposed a general perfect secret sharing scheme for any
access structure using monotone formulas. The general scheme is not ideal, so the question
of whether a given structure can be realized is usually the question of whether it can be
realized by an ideal secret sharing scheme.

2.2 Access Structures

Let P = {p1, . . . , pn} be a set of participants. An access structure Γ is a collection of
non-empty subsets of P , such that a group of participants is authorized if it is in Γ, and
unauthorized otherwise. We use access structures to deőne the authorized and unauthorized
sets of secret sharing schemes. Most access structures are monotone, meaning that if a set
A is authorized then any superset of A is also authorized. Precisely, an access structure Γ is
monotone if A ∈ Γ implies B ∈ Γ for all B ⊇ A. A monotone access structure is determined
by its minimally authorized sets, the smallest sets which are authorized, sometimes referred
to as the basis of the access structure. We denote the minimally authorized sets of an access
structure Γ by minΓ. Similarly, a monotone access structure is determined by its maximal
unauthorized sets. All the access structures we consider will be monotone, so we will drop
the monotone preőx. When writing the authorized sets in an access structure we sometimes
drop the set notation and write {a, b, c} as abc when it is clear.

As we are assuming that we wish to share a secret the access structure will not be empty
and does not contain every possible group of participants. Additionally, any participant that
is authorized on their own can simply be given the secret, so we assume that our access
structures contain no singletons. It is possible that there are two participants in an access
structure that are indistinguishable. We call two such participants p1 and p2 equivalent in
an access structure Γ if

1. There is no minimally authorized subset A ∈ minΓ with p1, p2 ∈ A

2. If B ⊆ P and p1, p2 ̸∈ B, then B ∪ {p1} ∈ minΓ if and only if B ∪ {p2} ∈ minΓ.

In practice we combine equivalent participants in a realization of an access structure
and give them the same share, so access structures containing equivalent participants are not
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considered by us. A participant is called redundant if they appear in no minimally authorized
sets. Therefore, adding a redundant participant to an unauthorized set will never make it
authorized, so we can ignore redundant participants when realizing access structures. A
participant is called a dictator if every authorized set contains them. We can also ignore
dictators when realizing access structures. Suppose d is a dictator in an access structure Γ.
We construct a new secret sharing scheme with two participants such that both are required
to reconstruct the secret ((2, 2)-threshold scheme, deőned in Section 2.3). In this scheme one
of the participants is the dictator d and the other is the group of remaining participants. The
dictator is given their share by the dealer, while the remaining participants have their share
distributed to them using the original secret sharing scheme but using the access structure
Γ\{d}, where the authorized sets of Γ\{d} are the sets that were authorized in Γ with d
removed. Then, any set that would have been authorized in Γ with d included reconstructs
their share in the new scheme, which then can be combined with the share of d to reconstruct
the secret. Although this method allows us to remove dictators from access structures, it
also increases the size of shares required to realize the access structure. For this reason we
will often not want to remove dictators to allow the structure to be realized by an ideal
secret sharing scheme.

Let Γ be an access structure with participants P = {p1, . . . , pn}. A substructure Γ′

of Γ is formed by taking a nonempty subset S of P as its participant set, with minimally
authorized sets being the minimally authorized sets of Γ that only include participants in
S. Sometimes we denote a substructure by Γ(S). We give an example of an access structure
along with one of its substructures in Figure 2.3. We use hypergraphs to represent the
structure, where a minimally authorized set of size two is represented by an edge connecting
the participants, and a minimally authorized set of size three is represented by a hyperedge
containing all three participants.

p1

p3

p2

p4

p5

(a) Γ

p1 p2

p4

p5

(b) Γ({p1, p2, p4, p5})

Figure 2.3: Access structure Γ on participants p1, p2, p3, p4, p5, along with Γ({p1, p2, p4, p5})

We say that an access structure Γ is connected if each participant appears in at least
one minimally authorized subset. We note that these connected access structures are the
ones that have no redundant participants, as the redundant participants are precisely the
participants that would break this condition. The rank of an access structure is the size of
its largest minimally authorized subset. If Γ1 and Γ2 are connected access structures on P1

and P2 respectively with P1 ∩ P2 = ∅ then we call Γ = Γ1 ⊔ Γ2 the disjoint union of Γ1 and
Γ2. The minimally authorized subsets of Γ will be min(Γ1⊔Γ2) = minΓ1∪minΓ2. An access
structure Γ is called strongly connected if it cannot be decomposed into a disjoint union of
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2.3. THRESHOLD SCHEMES

smaller substructures. An access structure is reduced if it is strongly connected and contains
no equivalent participants. We will mainly be considering reduced access structures.

We present an example of a rank-2 access structure Γ with six participants labeled
{A,B,C,D,E, F}. The minimally authorized sets in this structure are

minΓ = {AB,BC,AC,DE,EF}.

This access structure is connected, but not strongly connected. It is the disjoint union of the
structures Γ1 and Γ2 where minΓ1 = {AB,BC,AC} and minΓ2 = {DE,EF}. It also has
two equivalent participants D and F . A graphical representation of the minimally authorized
sets of this access structure is presented in Figure 2.4.

A

B C D E F

Figure 2.4: Access structure with minimally authorized sets
minΓ = {AB,BC,AC,DE,EF}

The following theorem from Stinson [27] gives us a sufficient condition for when there
is no ideal scheme that realizes a rank-2 access structure.

Theorem 2.2.1 ([27], Theorem 13.11). Suppose G is a connected graph that is not complete
multipartite. Let Γ(G) be the access structure with its minimal authorized sets being the
edge set of G. Then any secret sharing scheme realizing Γ(G) has information rate ρ ≥ 3

2
.

Note that (2, n)-threshold access structures, explored in the next section, can be repre-
sented as a complete multipartite graph with each part containing one vertex, and it turns
out that there are ideal schemes that can realize these access structures. A similar result that
is relevant to us from Martí-Farré and Padró [18] that pertains to rank-3 access structures
and their (2, n)-threshold substructures is presented in Chapter 4.

2.3 Threshold Schemes

One of the most well-known secret sharing schemes is a (t, n)-threshold secret sharing scheme.
It was originally presented by Shamir [24] and Blakley [6], both in 1979. In this scheme there
is a set of n participants where any subset containing at least t of them is authorized. More
precisely a (t, n)-threshold scheme has Γ = {A ⊆ P : |A| ≥ t} as its access structure.
Shamir’s scheme uses polynomial interpolation over őnite őelds, Blakley’s uses the geometry
of hyperplanes. We additionally present a variant of threshold secret sharing which uses or-
thogonal arrays. The schemes of Shamir and Blakley are always linear. The orthogonal array
scheme is sometimes linear depending on the orthogonal array being used. The distribution
scheme given in Figure 2.1 realizes the (2, 3)-threshold access structure.
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2. SECRET SHARING SCHEMES

2.3.1 Shamir’s Threshold Scheme

Given integers 1 ≤ t ≤ n, Shamir’s scheme considers a őnite őeld Fq with q > n. Suppose
we wish to share a secret k ∈ Fq using a (t, n)-threshold scheme. The dealer begins by
choosing t−1 random elements a1, . . . , at−1 from Fq independently with uniform distribution.
These random elements along with the secret are the coefficients of a polynomial F (x) =
k+

∑︁t−1
i=1 aix

i of degree t− 1. The share for participant j is then the pair (αj, F (αj)), where
αj is a unique non-zero element of Fq. All of these αj can be posted publicly, with the F (αj)
kept secret. Then, a group of t or more participants can get together and reconstruct the
polynomial F using Lagrange interpolation.

Theorem 2.3.1 (Lagrange Interpolation). In every őeld F, for every t distinct values
x1, . . . , xt, and for every t values y1, . . . , yt, there exists a unique polynomial G of degree
at most t− 1 over F such that G(xj) = yj for 1 ≤ j ≤ t.

To see that a group of authorized participants can reconstruct the secret, we őrst note
that any set of shares A of size t or more holds at least t points on the polynomial F .
So, by Theorem 2.3.1, there exists a unique polynomial F that passes through these points
and the group can reconstruct F using t of these points. They then compute F (0) = k in
order to recover the secret. Speciőcally, a set of participants A = {pi1 , . . . , pit} with shares
(αij , F (αij)) for 1 ≤ j ≤ t, computes the polynomial

G(x) =
t∑︂

ℓ=1

F (αiℓ)
∏︂

1≤j≤t,j ̸=ℓ

αij − x

αij − αiℓ

.

Then G will be a polynomial over Fq such that G(αiℓ) = F (αiℓ) for 1 ≤ ℓ ≤ t, and so by the
uniqueness in the Lagrange interpolation theorem G and F are equal. So the participants
have reconstructed F , and are able to compute the secret as G(0) = F (0) = k. In particular
the participants compute

k = G(0) =
t∑︂

ℓ=1

F (αiℓ)
∏︂

1≤j≤t,j ̸=ℓ

αij

αij − αiℓ

.

Furthermore, if a set B has b < t participants, then they hold less than t points on F , and
so there is a unique polynomial for each other combination of t− b points in Fq. Speciőcally,
if B = {pi1 , . . . , pit−1

} is a set of participants with shares (αij , F (αij)) for 1 ≤ j ≤ t− 1, then
for each α ∈ F, by Lagrange’s interpolation theorem, there is a unique polynomial Gα with
degree at most t− 1 such that such that Gα(0) = α and Gα(αiℓ) = F (αiℓ) for 1 ≤ ℓ ≤ t− 1.
Thus the group of participants B reconstructs a different polynomial for each α ∈ F, and so
they gain no information about what the secret is.

Therefore, we have that this scheme satisőes the correctness and perfect privacy condi-
tions, while the shares and the secret are both in Fq, so it is ideal. So this scheme is perfect
and ideal.
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2.3. THRESHOLD SCHEMES

2.3.2 Blakley’s Threshold Scheme

The Blakley construction [6] for the (t, n)-threshold scheme uses hyperplane geometry over
a őnite őeld Fq. Suppose we have a secret k ∈ Fq that we wish to share in a (t, n)-threshold
scheme. Similar to the Shamir version of the scheme, we require that 1 ≤ t ≤ n and q > n.
We pick a random point in the t-dimensional affine space with k as its őrst coordinate and
n affine hyperplanes that pass through this point. The n hyperplanes are then given to each
of the n participants as their shares. The hyperplane given to participant pi, 1 ≤ i ≤ n, can
be viewed as a linear equation of the form

a
(1)
i x1 + a

(2)
i x2 + · · ·+ a

(t)
i xt = yi.

The dealer publicly posts the values a(1)i , . . . , a
(t)
i corresponding to each participant. The

share given to participant i is the value yi. If a group of t participants T = {pi1 , . . . , pit}
wishes to reconstruct the secret they solve the system

ATx = yT

where AT is a matrix with its jth row being the values a(1)ij
, . . . , a

(t)
ij

and yT is the vector with
its jth coordinate being yij . The solution to this system will be the point of intersection of all
of the hyperplanes, which allows the group to reconstruct the secret as the őrst coordinate of
the solution x. On the other hand, if a group of t−1 or fewer participants tries to reconstruct
the secret they will solve this system they will not get a point, but a space with dimension
greater than zero. For each possible element of Fq, there will be at least one point in this
space with that value as its őrst coordinate. So, the group gets no information about the
secret value k and the scheme is perfect. In addition, since both the shares and secret are
elements of Fq, the scheme is ideal.

2.3.3 Orthogonal Array Construction

A combinatorial characterization of the (t, n)-threshold scheme uses orthogonal arrays, rather
than the more algebraic approach to previous constructions. We follow the presentation of
the scheme from Stinson [26]. Recall that an OAλ(N ; t, k, v) is a pair (X,D), where X is a
set of v points and D is a vt by k array over X such that every t-tuple appears exactly λ
times as a row in all subarrays deőned by t columns of D. We can obtain a (t, n)-threshold
scheme from any OA1(N ; t, n+ 1, v) (denoted OA(N ; t, n+ 1, v)).

Suppose we have an orthogonal array A, deőned on a symbol set X, with columns
labeled 1, . . . , n and rows labeled 1, . . . , vt. The secret is chosen as any value in X, giving us
v possible secrets to choose from. Each of the n participants is associated to one of the őrst
n columns of the array, leaving the őnal column to be associated to the secret. For every
possible secret k ∈ X we build a set Rk = {r : A(r, n + 1) = k}, the set of all rows that
have that secret k in the őnal column. If the dealer wants to share a secret k, they őnd the
corresponding set Rk, then choose a row r ∈ Rk at random. The shares given to the ith
participant is the value si = A(r, i), for 1 ≤ i ≤ n. The array A is posted publicly, along
with the column associations of the participants.
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If a group of t participants pi1 , . . . , pit wish to reconstruct the secret all they need to
do is őnd the row ℓ of A that has the share sij = A(ℓ, ij) for 1 ≤ j ≤ t. Because A is an
orthogonal array with λ = 1 this row exists and is unique, so the participants reconstruct
the secret as the value k = A(ℓ, n + 1). If a group of b < t participants pi1 , . . . , pib wish to
reconstruct the secret. Then for every possible l ∈ X in the őnal column, there are t − b
unique rows such that the shares si1 , . . . , sib along with l appear in the required positions. So
the participants cannot conclude anything about the secret, and this scheme is perfect. The
secret and the shares are both picked from the set X, so the scheme is ideal. If the chosen
orthogonal array is linear, then the resulting scheme is a linear secret sharing scheme.

Stinson showed that if there exists an OA(N ; t, n + 1, v) then there exists a (t, n)-
threshold scheme ([26], Theorem 11.5). In 1991 it was shown by Martin [20] that if there
exists an ideal (t, n)-threshold scheme with v possible secrets, then there exists a transver-
sal design TD1(t, n + 1, v) ([20], Theorem 6.4.3). A transversal design is equivalent to an
OA(vt; t, n + 1, v) ([20], Result 2.1.4), so the existence of an ideal (t, n)-threshold scheme
is equivalent to the existence of a linear OA(N ; t, n + 1, v). This gives us a useful way to
characterize the realizable (t, n)-threshold schemes as many results exist for the existence of
orthogonal arrays. For example this tells us that ideal (1, n)-threshold schemes exist for all
n (although they are not particularly useful), that ideal (n, n)-threshold schemes exist for
all n, q ≥ 2, and that there exists an ideal (t, n)-threshold scheme for all prime powers q ≥ n
([20], Lemma 6.4.6-6.4.8). The last of these results follows from the Bush construction, as it
allows us to construct an OA(qt; t, n+ 1, q) for any prime power q.

2.3.4 Example

We present an example of the (2, 4)-threshold scheme with 5 possible secrets using Shamir’s
scheme and the orthogonal array construction. Suppose {p1, p2, p3, p4} is a set of participants
and we wish to share the secret value 2. We begin with a realization of the (2, 4)-threshold
using Shamir’s scheme and the őnite őeld F5.

We begin by constructing a polynomial of degree 1 with coefficients in F5 and indepen-
dent term 2. We pick the polynomial F (x) = 3x+ 2. For each participant we pick a unique
element α ∈ F5 and send them their share (α, F (α)), the shares that are distributed are
contained in Table 2.1.

pj αj f(αj)

p1 1 0
p2 2 3
p3 3 1
p4 4 4

Table 2.1: Shares distributed to participants in Shamir scheme

Suppose p1 and p3 wish to reconstruct the secret. They compute

k = G(0)
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= F (α1) ·
α3

α3 − α1

+ F (α3) ·
α1

α1 − α3

= 0 · 4 + 1 · 2

= 2

and have reconstructed the secret. On the other hand, any individual participant cannot
conclude anything about the secret as their share is a single point on a line, meaning they
cannot conclude what the linear polynomial is in order to őnd its independent term.

Next we give a realization of this scheme using orthogonal arrays. We start with an
orthogonal array of size 25 and strength 2 with symbol set X = {0, 1, 2, 3, 4} and 5 rows
built using Bush’s construction. This array is shared publicly so that all the participants
have access to it. In order to share the secret k = 2 we randomly pick one of the rows of
the orthogonal array containing 2 in the őnal column, the chosen column is bolded in Figure
2.5. The shares given to the participants are s1 = 0, s2 = 3, s3 = 1, and s4 = 4.

p1 p2 p3 p4 k⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

0 0 0 0 0
1 2 3 4 0
2 4 1 3 0
3 1 4 2 0
4 3 2 1 0
0 4 3 2 1
1 1 1 1 1
2 3 4 0 1
3 0 2 4 1
4 2 0 3 1
0 3 1 4 2

1 0 4 3 2
2 2 2 2 2
3 4 0 1 2
4 1 3 0 2
0 2 4 1 3
1 4 2 0 3
2 1 0 4 3
3 3 3 3 3
4 0 1 2 3
0 1 2 3 4
1 3 0 2 4
2 0 3 1 4
3 2 1 0 4
4 4 4 4 4

Figure 2.5: OA(25; 2, 5, 5) used for (2, 4)-threshold scheme

Suppose p2 and p4 wish to reconstruct the secret. They look in the orthogonal array
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and őnd the row that has 3 in the second column and 4 in the fourth column. The only row
having these two values in these positions is the randomly chosen one, which is presented
in bold. They reconstruct the secret 2 as the value in the őfth column of this row. On the
other hand, if p2 tried to reconstruct the secret on their own they would őnd őve different
places where the value in the second column is 3, one for each possible secret. So p2 alone
gains no information about the secret.

These two examples illustrate a connection between Shamir’s scheme and the orthogonal
array scheme when the arrays are constructed using Bush’s construction. When using this
construction we get an array where each row corresponds to a different polynomial of degree t.
Since each of the őrst q columns receives a distinct element of Fq in Shamir’s scheme and the
secret is the independent variable of the polynomial, each of the rows of the array corresponds
to a possible setup for the Shamir scheme. Thus, when we construct an orthogonal array in
this way, the random choice of row made in the Stinson orthogonal array scheme is equivalent
to the choice of polynomial in the Shamir interpolation scheme.

2.4 Vector Space Secret Sharing Schemes

After the introduction of the (t, n)-threshold scheme by Shamir and Blakley, Brickell devel-
oped a generalized form of the scheme that uses vector spaces [8]. It is also a perfect and
ideal secret sharing scheme.

Brickell’s scheme also uses a őnite őeld Fq. The secret a0 is an element of Fq and with
the secret the dealer picks a vector a = (a0, a1, . . . , at) for some t, where each aj ∈ Fq for
1 ≤ j ≤ t. For each participant pi the dealer picks a distinct (t+1)-dimensional vector vi over
Fq, then makes all these vectors public. The shares given to the participants are si = vi · a.
The following proposition from Brickell describes the authorized and unauthorized sets.

Proposition 2.4.1 (Vector Space Authorized Sets, [8]). Let P = {pi1 , . . . , pik} be a set of
participants.

1. The participants in P can determine the secret a0 if the subspace ⟨vi1 , . . . , vik⟩ contains
e1, the unit vector with a 1 in the őrst position and zeros everywhere else.

2. The participants in P cannot determine any information about the secret a0 if the
subspace ⟨vi1 , . . . , vik⟩ does not contain e1.

Proof. Suppose we have a group of participants {pi1 , . . . , pik} with shares si1 , . . . , sik that
is authorized, so e1 ∈ ⟨vi1 , . . . , vik⟩. Let M be the matrix with vi1 , . . . , vik as its rows, and let
w be the vector such that wM = e1. Then, wMa = e1a = a0 and since Ma = (si1 , . . . , sik),
the participants can reconstruct the secret by computing w · (si1 , . . . , sik) = a0.

Conversely, suppose {pi1 , . . . , pik} is a group of participants with shares si1 , . . . , sik that is
not authorized, so e1 ̸∈ ⟨vi1 , . . . , vik⟩. Again we construct the matrix M with rows vi1 , . . . , vik .
Let w0, . . . , wt be the column vectors of M . Then w0 ∈ ⟨w1, . . . , wt⟩, as otherwise we would
be able to őnd a vector d ∈ Ft+1

q such that d · w0 = 1 and d · wi = 0 for 1 ≤ i ≤ t, giving
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us that dM = e1. The only information that the participants know about the secret is that
Ma = s, but since w0 ∈ ⟨w1, . . . , wt⟩ we can őnd a vector b ∈ Ft+1

q such that Mb = 0 and
b0 ̸= 0, and thus they can only conclude that s = Ma = M(a+ αb) where α is any element
of Fq. As a consequence, given some c0 ∈ Fq, they can őnd a vector c = (c0, . . . , ct) ∈ Ft+1

q

such that Mc = s, and cannot learn any information about the value of the secret.

If an access structure is realizable by this scheme then we call it a vector space access
structure. This scheme requires that the dealer őnds sets of vectors that match with the
requirements of the access structure, a task that is not trivial and could be impossible de-
pending on the parameters. Additionally, this scheme can be further generalized by allowing
a vector to be assigned to more than one participant, called monotone span programs.

Karchmer and Widgerson [14] showed that the existence of a monotone span program
implies the existence of a linear secret sharing scheme. Later, it was proved by Beimel [2]
that the existence of a linear secret sharing scheme implies the existence of a monotone
span program. So the two structures are equivalent and, similarly to the case with threshold
schemes and orthogonal arrays, we are able to use the lower bounds on the sizes of monotone
span programs to get lower bounds on the information ratio of linear secret sharing schemes.
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Chapter 3

Matroids

Matroids are structures that generalize the concept of linear dependence. They are mainly
used to represent structures arising from linear algebra and graph theory. There are many
different ways to deőne matroids. We give the standard deőnition, then present some prop-
erties of matroids. We then connect matroids to access structures using matroid ports. Our
main reference for this chapter is Oxley [22].

3.1 Deőnitions

Deőnition 3.1.1 (Matroids, [22]). A matroid is a pair (Q, I) where Q is a őnite set and I
is a collection of subsets of Q with the following three properties:

1. ∅ ∈ I,

2. If I ∈ I and I ′ ⊆ I, then I ′ ∈ I, and

3. If I1, I2 ∈ I and |I1| < |I2|, then there exists x ∈ I2 − I1 such that I1 ∪ {x} ∈ I.

Here we call the second and third conditions the hereditary and independence augmen-
tation properties, respectively. We view the elements of I as the independent sets of the
ground set Q. Any subset of Q that is not in I is called dependent.

One of the fundamental examples of matroids arises from matrices. Let Q be the set of
column labels of an m × n matrix A over a őeld F, and let I be the set of subsets X of Q
for which the multiset of columns labeled by X is a set and is linearly independent in the
vector space over F of dimension m, V (m,F). Then M = (Q, I) is a matroid. The resulting
matroid M is called the vector matroid of A. We denote by M [A] the matroid obtained in
this way from the matrix A. Two vector matroids over F4 on the ground set Q = {1, 2, 3, 4}
are presented in Figure 3.1.

A minimal dependent set of a matroid M is called a circuit of M . The circuits of
a matroid M are determined entirely by the independent sets I(M) of the matroid, and
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1 2 3 4[︃ ]︃
1 0 1 1
0 1 1 ω

1 2 3 4[︃ ]︃
1 0 1 1
0 1 1 ω + 1

Figure 3.1: Vector matroids over F4 on ground set Q = {1, 2, 3, 4}

similarly the independent sets can be determined by the circuits C(M). This is done by
just deőning the independent sets as the subsets of Q that do not contain any circuits of
M . Because of this we can build matroids entirely using their circuits, rather than their
independent sets. The following proposition gives conditions for a set C to be the collection
of circuits of a matroid M on a set Q.

Proposition 3.1.2 ([22], Corollary 1.1.5). Let C be a set of subsets of a set Q. Then C is the
collection of circuits of a matroid on Q if and only if the following conditions are satisőed:

• ∅ ∈ C,

• C1 ̸⊆ C2 if C1, C2 ∈ C with C1 ̸= C2, and

• If C1, C2 ∈ C, C1 ̸= C2, and x ∈ C1 ∩ C2, then there exists C3 ∈ C such that C3 ⊆
(C1 ∪ C2)− {x}

Using the circuits we can quickly deőne matroids on the edge sets of graphs. To do this
we use the edge sets of the cycles of the graph as the circuits of a matroid on the edge set.
The resulting matroid is called the cycle matroid of the graph, denoted by M(G) for a graph
G. The independent sets of this matroid are the sets of edges that do not contain a cycle.
Similarly to graph theory, we have a concept of connectedness for matroids. A matroid is
connected if for every pair p, q ∈ Q, there is a circuit C with p, q ∈ C. An element of Q is a
loop if it is a single element circuit of M . If p and q are elements of a matroid such that {p, q}
is a circuit, then we call p and q parallel in M . A parallel class of M is a maximal subset
X ⊆ Q such that X contains no loops and any two distinct elements of X are parallel. We
call a parallel class trivial if it contains a single element. A matroid is simple if it contains
no loops and no non-trivial parallel classes.

We present an example of a graph G that represents a cycle matroid M(G) in Figure
3.2. The elements of M(G) are the edges e1, e2, e3, e4, e5, e6, e7 and the circuits are the sets
{e1}, {e2, e3, e4}, {e5, e6}, {e5, e7}, and {e6, e7}. We see that e1 forms a single element circuit
and each of e5, e6, and e7 are parallel with each other. Hence, we have that e1 is a loop of
M(G) and {e5, e6, e7} is a non-trivial parallel class of M(G). All other elements of M(G)
form trivial parallel classes as a singleton.

We call a maximally independent set of a matroid M a base or basis of M . For a matroid
M = (Q, I) a family B ⊆ I is the family of bases, sometimes denoted B(M), if and only if
B is nonempty and the following condition is satisőed:
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e1

e2

e4

e
3

e6

e5

e7

Figure 3.2: Graph G whose cycle matroid contains a loop and a non-trivial parallel class

• For everyB1, B2 ∈ B and x ∈ B1−B2, there exists y ∈ B2−B1 such that (B1−{x})∪{y}
is in B.

All of the bases of a matroid have the same size ([22], Lemma 1.2.1). Like with the collection
of circuits, a matroid M is uniquely determined by its family of bases. Bases of matroids are
very similar to those of vector spaces. We can use the collection of bases of a matroid M to
deőne the dual M∗ of M . Suppose M = (Q, I) is a matroid with family of bases B and let

B∗ = {Q− B : B ∈ B}.

Then B∗ is the family of bases of a matroid M∗, called the dual of M ([22], Theorem 2.1.1).
The dual of the dual of a matroid M , (M∗)∗, is M itself. For a matroid M on the ground set
Q, another characterization of loops are the elements of Q that belong to no basis. Elements
of Q that are loops in the dual of M are called coloops. These are the elements that belong
to every basis, and thus are the elements that belong to no circuits.

It is possible for two matroids to have the same structure, but be labeled differently.
We call such matroids isomorphic. Two matroids M1 = (Q1, I1) and M2 = (Q2, I2) are
isomorphic, written M1

∼= M2, if there exists a bijection ψ : Q1 → Q2 such that for all
I ⊆ Q1, I ∈ I1 if and only if ψ(I) ∈ I2. If a matroid M is isomorphic to the cycle
matroid of a graph, then we call M graphic. Another collection of matroids deőned from
isomorphisms are the representable matroids. These are the matroids that are isomorphic
to vector matroids. These matroids have strong connections to ideal secret sharing schemes
and are introduced in Section 3.4.

3.2 Rank Functions

Suppose M = (Q, I) is a matroid and X ⊆ Q. We deőne the restriction of M to X as
the matroid M |X = (X, I|X) where I|X = {I ⊆ X : I ∈ I}. Sometimes this matroid is
referred to as the deletion of Q−X from M . The circuits of this matroid are the circuits of
M that are entirely contained in X. As all of the bases of M |X have the same cardinality,
we deőne a function r from the power set of Q to the nonnegative integers, called the rank
function, as r(X) = |B|, where B is a base of M |X. The rank of a matroid M , written
r(M), is the size of any basis of M . The following proposition gives conditions for when a
function is a rank function.
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Proposition 3.2.1 ([22], Corollary 1.3.4). Let Q be a set. A function r : P (Q)→ Z+ ∪{0}
is the rank function of a matroid M if and only if r has the following three properties:

• If X ⊆ Q, then 0 ≤ r(X) ≤ r(M),

• If X ⊆ Y ⊆ Q, then r(X) ≤ r(Y ), and

• If X, Y ⊆ Q, then
r(X ∪ Y ) + r(X ∩ Y ) ≤ r(X) + r(Y ).

The independent sets, bases, and circuits of a matroid M can all be characterized in
terms of rank functions.

Proposition 3.2.2 ([22], Proposition 1.3.5). Let M = (Q, I) be a matroid with rank func-
tion r and X ⊆ Q. Then

• X ∈ I if and only if r(X) = |X|,

• X ∈ B(M) if and only if |X| = r(X) = r(M), and

• X ∈ C(M) if and only if X ̸= ∅ and, for all x ∈ X, r(X − x) = |X| − 1 = r(X).

As the independent sets of a matroid are entirely determined by the rank function, we
usually represent matroids as M = (Q, r) instead of M = (Q, I), where Q is the ground
set and r is the rank function. A subset X ⊆ Q is a ŕat of the matroid M = (Q, r) if
r(X ∪{p}) > r(X) for all p ̸∈ X. The closure of X is the ŕat cl(X) = {p ∈ Q : r(X ∪{p}) =
r(X)}. This closure operation has the property that each subset of Q has the same rank as
its closure.

An interesting class of matroids for secret sharing are the uniform matroids. Given
integers k, n such that 1 ≤ k < n the uniform matroid Uk,n = (Q, r) has ground set Q of
size n and rank function r(A) = min{|A|, k}. The circuits of these matroids are the subsets
C ⊆ Q such that |C| = k + 1. The rank of the uniform matroid Uk,n is k for all n > k. The
bases of the uniform matroid Uk,n are all of the k element subsets of Q. Hence, the collection
of bases of the dual of Uk,n consists of all of the n−m subsets of Q. So, U∗

k,n = Un−k,n. The
two matroids presented in Figure 3.1 are matrix representations of U2,4.

3.3 Minors

Continuing down the path of generalizing concepts from linear algebra and graph theory to
matroids, we generalize the concept of graph minors. Let M = (Q, r) be a matroid. Given
a subset T of Q, we deőne the matroid M\T to be the deletion of T from M . This matroid
has ground set Q\T and its independent sets are those that were independent in M and are
contained in Q \ T . We now deőne an analogue of edge contraction in graphs for matroids.
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Let M = (Q, r) be a matroid and let T be a subset of Q. Then the contraction of T
from M , M/T , is given by

M/T = (M∗\T )∗.

Then, M/T is a matroid on the ground set Q\T . In Figure 3.3 give a graph G that represents
a matroid M(G), as well as examples of the deletion and contraction operations in M(G).

e 1

e
2

e6
e3 e4

e5

(a) M(G)
e 1

e
2

e6
e4

e5

(b) M(G)\{e3}

e1 e2

e3 e4

e5

(c) M(G)/{e6}

Figure 3.3: Graph M(G), along with M(G)\{e3} and G/{e6}

In order to use the deletion and contraction operations to deőne minors, we őrst need
to see that they commute with each other and themselves.

Proposition 3.3.1 ([22], Proposition 3.1.25). Let M = (Q, r) be a matroid, and let T1 and
T2 be disjoint subsets of Q. Then

1. (M\T1)\T2 = (M\T2)\T1 =M\(T1 ∪ T2),

2. (M/T1)/T2 = (M/T2)/T1 =M/(T1 ∪ T2), and

3. (M\T1)/T2 = (M/T2)\T1.

When there is no confusion, we drop the parentheses in these expressions. From the
őnal result we can write any sequence of contractions and deletions as M\X/Y for disjoint
sets X and Y . For a matroid M , we call substructures of this form minors of M . Note that
we allow X and Y to be empty in the deőnition of a minor. In the case where X ∪ Y is
nonempty we call M\X/Y a proper minor of M . An example of a proper minor is given in
Figure 3.4 using the graph G from Figure 3.3. Additionally, the matroids (b) and (c) from
Figure 3.3 are proper minors. If N is a set of matroids, we call N1 an N -minor of M if N1 is
a minor of M that is isomorphic to some N in N . If N = {N}, then we call N1 an N -minor
of M .

There are some classes of matroids who have the property that when you take a minor
of a member of the class, the result is also from that class. We call such classes closed under
minors or minor-closed. Two classes that are minor-closed that we have already seen are
the graphic and the uniform matroids. Another class with this property that is relevant for
secret sharing are the representable matroids.
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e1 e2

e4

e5

Figure 3.4: M(G)\{e3}/{e6}

3.4 Representable Matroids

One of the most important characteristics that a matroid can have for us is being repre-
sentable.

Deőnition 3.4.1 (Representable Matroids). Let M = (Q, r) be a matroid with n elements.
Then, M is F-linearly representable (F-representable or just representable) if M is isomorphic
to the vector matroid of an m× n matrix A over a őeld F with m ≥ r(M). The matrix A is
referred to as an F-representation of M .

The isomorphism here gives us a natural map ψA from Q to the vector space over F with
dimension m, V (m,F). We call this map a coordinatization of M . These coordinatizations
will have the property that for all X ⊆ Q, rM(X) = dim⟨ψ(X)⟩. In a coordinatization of
M , an element is mapped to the zero vector if and only if it is a loop in M . Furthermore, a
pair of elements are mapped to nonzero scalar multiples in V (m,F) if and only if they are
parallel in M [22].

Suppose ψ : Q→ V (m,F) is a coordinatization of a simple matroid M = (Q, r). Then ψ
is one-to-one, ψ(Q) will not contain the zero vector, and ψ(Q) contains at most one element
of any 1-dimensional subspace of V (m,F). This matroid M will be the matroid associated
to the projective geometry PG(m− 1,F), deőned in the next section.

3.4.1 Projective Geometries

We now deőne a projective geometry associated with a vector space V , based on the deőnition
from Oxley [22]. Let V be a vector space over a őeld F. The projective geometry associated
with V consists of a set of points, lines, and an incidence relation between the points and
lines. The points and lines are the 1-dimensional and 2-dimensional subspaces of V , and the
incidence is determined by set inclusion. The construction of PG(V ) from the vector space
V is equivalent to the construction of a simple matroid from a non-simple matroid M by
deleting the loops and deleting all but one element of each of the parallel classes. To see this,
we construct PG(V ) by removing the zero vector of V , then deleting all but one element
of each 1-dimensional subspace of V . This deletion is usually done following some pattern,
for example taking the element whose őrst nonzero element is one in each 1-dimensional
subspace of V (m,F). The projective geometry PG(V ) has the following properties [22]:
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1. Every two distinct points, a and b, are on exactly one line ab.

2. Every line contains at least three points.

3. Suppose a, b, c, d are four distinct points, with no three of them lying on the same line,
then if ab intersects cd, ac must intersect bd.

We write (P, L, ι) to represent projective geometries, sometimes called projective spaces.
Here, P and L are sets of points and lines, and ι is an incidence relation such that the above
properties hold. Because of the őrst two properties we can view lines as subsets of points,
allowing ι to be expressed using set notation. A subspace of a projective geometry is a set
P1 of P such that for every pair of distinct points a and b, P1 contains all points on the line
ab. Examples of subspaces are ∅, P itself, all singletons, and all the lines. A hyperplane is a
subspace of P that is not properly contained in any subspace except P itself. The subspaces
of a projective geometry can be partially ordered by set inclusion. This gives us a way to
deőne the dimension of a subspace. The dimension of a subspace P1 is the maximum length
of a chain from ∅ to P1 in this partial ordering.

If V is a vector space of dimension n+1 over a őeld F, then PG(V ) has dimension n and
we denote it by PG(n,F). If Fq is a őnite őeld with q elements, then we denote the projective
geometry by PG(n, q) instead of PG(n,Fq). If a projective geometry has dimension two, then
we call it a projective plane. Projective planes are of note to us as they give rise to rank-3
representable matroids. The following theorem from Oxley connects projective geometries
and representable matroids.

Theorem 3.4.2 ([22], Theorem 6.1.3). Let M be a simple matroid with rank r and F a
őeld. The following statements are equivalent:

1. M is F-representable.

2. PG(r − 1,F) has a őnite subset T such that M ∼= PG(r − 1,F)|T .

3. For some m ≥ r, there is a őnite subset S of PG(m − 1,F) such that M ∼= PG(m −
1,F)|S.

From this result we can see that every simple F-representable matroid with rank r can
be obtained from PG(r − 1,F) by deleting elements.

For a őnite őeld Fq with q elements, the projective geometry PG(r − 1, q) has qr−1
q−1

points. This is because the projective geometry is formed from the vector space V = (r,Fq)
by removing the zero vector, then deleting all but one of the q − 1 elements in each 1-
dimensional subspace. The following result follows from the previous theorem and this fact.

Proposition 3.4.3 ([22], Corollary 6.1.7). A simple matroid M with rank r and ground
set Q that is representable over Fq has at most qr−1

q−1
elements. Moreover, if |Q| = qr−1

q−1
then

M ∼= PG(r − 1, q).

In subsequent chapters, we will be interested in some other characteristics of projective
planes. In particular, the projective plane PG(2, q) consists of q2 + q + 1 points and lines,
where each line contains q + 1 points, and each point lies on q + 1 lines [22].
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3.4.2 Equivalent Representations

When dealing with representable matroids it is possible to őnd different matrix represen-
tations of a matroid. It then becomes important for us to be able to distinguish whether
these different representations are actually different. The following operations from Oxley
[22] applied to a matrix A over a őeld F will not change the associated matroid M [A].

(i) Interchange two rows.

(ii) Multiply a row by a nonzero element of F.

(iii) Replace a row with the sum of that row and another.

(iv) Add or remove a zero row.

(v) Interchange two rows.

(vi) Multiply a column by a nonzero element of F.

(vii) Replace each entry in A with its image under an automorphism of F.

The őrst six of these come directly from matrix operations. The last is a property of őelds.
We say that matrices A1 and A2 are equivalent representations of M if A2 can be obtained
from A1 using these seven operations. Furthermore, we call A1 and A2 projectively equiv-
alent if A2 can be obtained from A1 using the őrst six of these operations. Matrices that
are not projectively equivalent are called projectively inequivalent. The two matroids in
Figure 3.1 are equivalent representations, but are not projectively equivalent as they use the
automorphism mapping ω to ω+1. Figure 3.5 shows six inequivalent representations of U3,5

[22].

1 2 3 4 5⎡
⎢⎣

⎤
⎥⎦

1 0 0 1 1
0 1 0 1 2
0 0 1 1 3

1 2 3 4 5⎡
⎢⎣

⎤
⎥⎦

1 0 0 1 1
0 1 0 1 2
0 0 1 1 4

1 2 3 4 5⎡
⎢⎣

⎤
⎥⎦

1 0 0 1 1
0 1 0 1 3
0 0 1 1 4

1 2 3 4 5⎡
⎢⎣

⎤
⎥⎦

1 0 0 1 1
0 1 0 1 3
0 0 1 1 2

1 2 3 4 5⎡
⎢⎣

⎤
⎥⎦

1 0 0 1 1
0 1 0 1 4
0 0 1 1 2

1 2 3 4 5⎡
⎢⎣

⎤
⎥⎦

1 0 0 1 1
0 1 0 1 4
0 0 1 1 3

Figure 3.5: Inequivalent representations of U3,5
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3.4.3 Fano Plane Matroid

Two representable matroids that we will see come up again later in the context of secret
sharing are the Fano and non-Fano matroids, F7 and F−

7 .

The Fano matroid, F7, is the matroid on the ground set Q = {1, 2, 3, 4, 5, 6, 7} with
family of bases

B = {{1, 2, 3}, {1, 4, 5}, {1, 6, 7}, {3, 4, 7}, {3, 5, 6}, {2, 4, 6}, {2, 5, 7}}.

The non-Fano matroid, F−
7 , is the matroid that results from removing {3, 5, 6} from B. We

can represent the Fano matroid graphically, representing the elements as points and the
bases as lines between the points. A graphical representation of F7 and F−

7 is presented in
Figure 3.6.

4 4

1 1

5

5
22

6 6

7 7
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(a) F7

4 4

1 1

5

5
22

6 6

7 7
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(b) F−
7

Figure 3.6: The Fano and non-Fano matroids

The matrix A in Figure 3.7 is a representation of either F7 or F−
7 , depending on the

choice of őeld F. If the characteristic of F is two, then it is a representation of F7 and if
the characteristic of F is not two, then it is a representation of F−

7 . The fact that A is a

A =

1 2 7 5 6 3 4⎡
⎢⎣

⎤
⎥⎦

1 0 0 0 1 1 1
0 1 0 1 0 1 1
0 0 1 1 1 0 1

Figure 3.7: Representation of F7 and F−
7

representation of F7 or F−
7 depending on the characteristic of the őeld F follows from the

following lemma. The proof of this lemma comes from considering the possible circuits of
F7 and F−

7 .

Lemma 3.4.4 ([22], Lemma 6.4.4). Let A be the matrix from Figure 3.7 viewed over a őeld
F. If the characteristic of F is two, then M [A] = F7, while if the characteristic of F is not
two, then M [A] = F−

7 .
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The following proposition generalizes this result to all possible representations of F7 and
F−
7 .

Proposition 3.4.5 ([22], Proposition 6.4.8). Let F be a őeld. Then

1. F7 is F-representable if and only if the characteristic of F is two; and

2. F−
7 is F-representable if and only if the characteristic of F is not two

The Fano and non-Fano matroids will come up again when considering the access struc-
tures that are realizable using our secret sharing scheme in Chapter 5.
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Chapter 4

Matroid Ports and Access Structures

4.1 Matroid Ports

In order to connect access structures and secret sharing to matroids we use a new structure
based on matroids, called matroid ports.

Deőnition 4.1.1 (Matroid Ports). For a matroid M = (Q, r) and a point p0 in the ground
set Q of M , the port of M at p0 is the family of subsets of P = Q \ {p0} deőned by

Mp0 = {A ⊆ P : A ∪ {p0} is a circuit of M}.

Matroid ports were őrst used in the context of secret sharing by Brickell and Davenport
[9]. They showed that an access structure is a matroid port if it is ideal. Additionally, they
showed that if an access structure is the port of a representable matroid, then the access
structure is realizable by Brickell’s vector space secret sharing scheme. This idea was further
developed by Martí-Farré and Padró [18], with them showing that access structures that are
not matroid ports can only be realized by secret-sharing schemes with an information ratio
that is at least 1.5.

Given a matroid M = (Q, r) and a point p0 ∈ Q. On the set P = Q \ {p0} we deőne
the access structure

Γp0 = {A ⊆ P : r(A ∪ {p0}) = r(A)}.

A subset A ⊆ P is minimally qualiőed in Γp0 if and only if A ∪ {p0} is a circuit of M . So,
the collection of minimally qualiőed sets in Γp0 is the matroid port Mp0 . Because of this,
by an abuse of notation, we call access structures of this form matroid ports as well. The
(t, n)-threshold scheme is a port of the uniform matroid Ut,n+1. We give an example of the
(2, 3)-threshold access structure as a port of U2,4 in Figure 4.1 using the representations from
Figure 3.1. If a connected access structure Γ is a matroid port, then we can őnd a unique
connected matroid M such that Γ = Γp0(M) for some p0 [18]. We observe that for a matroid
M = (Q, r) and an element p0 ∈ Q, rank(Γp0(M)) ≤ r(M).

The access structures which can be constructed as matroid ports are called matroid
related. Every ideal access structure is matroid related, but not every matroid related access
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p0 p1 p2 p3[︃ ]︃
1 0 1 1
0 1 1 ω

p0 p1 p2 p3[︃ ]︃
1 0 1 1
0 1 1 ω + 1

Figure 4.1: (2, 3)-threshold scheme as a port of U2,4 using two representation over F4

structure is ideal [19]. An example of an access structure that is matroid related but is not
ideal is presented in Section 4.4. We call matroids that are obtained from ideal secret sharing
schemes ideal secret sharing representable or iss-representable. We present a hierarchy of the
different types of access structures that we have deőned in Figure 4.2.

Threshold

Vector Space

Ideal

Matroid Related

General Access Structures

Figure 4.2: Hierarchy of access structures types

4.2 Matroid Operations and Access Structures

Earlier we deőned the deletion operation, M\T , for a matroid M = (Q, r) and subset
T ⊆ Q. We can deőne a similar operation for access structures with the property that
Γp0(M\T ) = Γp0(M)\T [18]. For an access structure Γ on a set of participants P , we deőne
the deletion of T ⊆ P from Γ as Γ\T = {A ⊂ P − T : A ∈ Γ}. Similarly, we can deőne
analogue of matroid contraction for access structures. For an access structure Γ on a set of
participants P , we deőne the contraction of T ⊆ P in Γ as Γ/T = {A ⊆ P −T : A∪T ∈ Γ}.
Additionally, for access structures Γ1 and Γ2 on disjoint sets of participants P1 and P2,
and a participant p ∈ P1, we deőne the composed access structure Γ = Γ1[Γ2, p] on the
set of participants P = P1 ∪ P2 as the access structure with qualiőed sets A ⊆ P such
that A ∩ P1 ∈ Γ1, or A ∩ P2 ∈ Γ2 and (A ∩ P1) ∪ {p} ∈ Γ1 [18]. Additionally, we deőne
Γ1[Γ2, p̂] = Γ1[Γ2, p]\{p}. These two variants of composed access structures are connected
to matroids through the parallel connection and 2-sum operations.

Martí-Farré and Padró [18] deőne the parallel connection and 2-sum operations as
follows. Let M1 = (Q1, r1) and M2 = (Q2, r2) be connected matroids and suppose that
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Q1 ∩ Q2 = {p}. The parallel connection of M1 and M2 with base point p is the matroid
M =M1 ⊕p M2 with ground set Q = Q1 ∪Q2 with rank function

r(A) = r1(A ∩Q1) + r2(A ∩Q2)− δ

where δ = 1 if ri(A∩Qi) = ri((A∩Qi)∪{p}) for i = 1, 2 and δ = 0 otherwise. The 2-sum of
the matroids with base point p is M1ˆ︁⊕pM2 = (M1 ⊕p M2) \ p. Oxley [22, Chapter 7] shows
that the parallel connection and 2-sum of two connected matroids is connected, and that the
parallel connection and 2-sum of two F-representable matroids are also F-representable.

The following proposition from Martí-Farré and Padró [18] establishes the relationships
between these operations and access structures that are ports of matroids.

Proposition 4.2.1 ([18], Proposition 2.1). Let M1 and M2 be matroids on ground sets Q1

and Q2, where Q1 ∩Q2 = {p}. Then

• Γp(M1 ⊕p M2) = Γp(M1) ⊔ Γp(M2), and

• If Γ1 = Γp0 where p0 ∈ Q1 − {p} and Γ2 = Γp(M2), then Γp0(M1 ⊕p M2) = Γ1[Γ2; p]
and Γp0(M1ˆ︁⊕pM2) = Γ1[Γ2; p̂].

The next proposition, also from Martí-Farré and Padró [18], gives us a way to construct
access structures that are ports of matroids by composing smaller structures. This result
follows from Proposition 4.2.1.

Proposition 4.2.2 ([18], Proposition 2.2). Let Γ1 and Γ2 be access structures. Then Γ1⊔Γ2,
Γ1[Γ2; p], and Γ1[Γ2; p̂] are matroid ports if and only if Γ1 and Γ2 are matroid ports.

Propositions 4.2.1 and 4.2.2 allow us to analyze components of an access structure rather
than the whole structure.

4.3 Ideal Schemes with rank at most 3

We now explore the reduced access structures with rank 3. These are the access structures
whose minimally authorized sets have at most three participants. Martí-Farré and Padró
[18] give conditions for when these access structures exist. These access structures will arise
from matroids with rank at least 3. We split the possible matroids into two parts; those that
arise from matroids with rank greater than 3, and those that arise from matroids with rank
3.

4.3.1 Matroids with Rank Greater than Three

We present four matroids with rank greater than three. We then present Theorem 4.3.1
from Martí-Farré and Padró [18]. This theorem classiőes all of the rank-3 access structures
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that are matroid ports of matroids with rank at least 4. We start by looking at the access
structure where the minimally authorized sets are the lines of the Fano plane.

Let P = {1, 2, . . . , 7} be a set of seven participants. Let Γ(F ) be the access structure
deőned on this set of participants with minimal authorized sets being the lines of the Fano
plane. Then

minΓ(F ) = {{1, 2, 3}, {1, 4, 5}, {1, 6, 7}, {3, 4, 7}, {3, 5, 6}, {2, 4, 6}, {2, 5, 7}}.

Next, we deőne the access structure Γ(F−) = Γ(F )\{6} on the set of participants P− =
P − {6}. The minimally authorized sets of Γ(F−) are

minΓ(F−) = {{1, 2, 3}, {1, 4, 5}, {3, 4, 7}, {2, 5, 7}}.

Let Q = P ∪ {8} be the set of column labels for the matroid M1 corresponding to the
following matrix from Martí-Farré and Padró [18]:

1 2 3 4 5 6 7 8⎡
⎢⎢⎣

⎤
⎥⎥⎦

1 1 1 1 1 1 1 1
0 0 0 1 1 1 1 0
0 1 1 0 0 1 1 0
1 0 1 0 1 0 1 0

.

Then Γ(F ) = Γ8(M1) and Γ(F−) = Γ8(M2) where M2 = M1\{6}. The ranks of M1 and
M2 are both 4. The above matrix appears in Chapter 6 of Oxley’s book Matroid Theory
[22] as a representation of AG(3, 2), where AG(3, 2) is the result of deleting the points of
one of the hyperplanes of PG(3, 2). This matroid is representable over any őnite őeld Fq of
characteristic 2 [22]. Removing the sixth column, to obtain M2, we get a matroid that is
representable over any őnite őeld Fq. So both of these access structures are ideal and are
realizable by Brickell’s vector space secret sharing scheme, with Γ(F ) using a őnite őeld of
characteristic 2 and Γ(F−) using any őnite őeld.

The next two matroids from Martí-Farré and Padró [18] that we consider are both
deőned on the set Q = Q0 ∪ Q1 ∪ · · · ∪ Qℓ, where ℓ ≥ 2, |Qi| ≥ 3, and Qi ∩ Qj = {p} for
i ̸= j. We denote ni = |Qi|. First, we consider the matroid M with ground set Q as

M = U2,n0
⊕p U2,n1

⊕p · · · ⊕p U2,nℓ
,

where Uk,n is the uniform matroid with ground set Q of size n and rank function r(A) =
min{|A|, k}. By Proposition 4.2.1, for each p ∈ Q0 − {p0}, the access structure Γp0(M) is of
the form Γp0(M) = Γ1[Γ2; p], where Γ1 = Γp0(U2,n0

) and Γ2 = Γp(U2,n1
⊕p · · · ⊕p U2,nℓ

). So,
Γ1 is a (2, n0− 1)-threshold access structure and Γ2 is of the form Γ2 = ∆1 ⊔ · · · ⊔∆ℓ, where
each ∆i is a (2, ni − 1)-threshold access structure. The minimally qualiőed sets of Γp0(M)
are

• the subsets of Q0 that contain two participants, and
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• the subsets X of Q of the form X = {a, b, c} where a ∈ Q0−{p, p0} and b, c ∈ Qi−{p}
for some i, 1 ≤ i ≤ ℓ.

This access structure clearly has rank 3 and is reduced. The matroid M has a minimum rank
of 4, which could possibly be larger depending on the choice of ℓ and number of elements
in each of the Qi. Additionally, this matroid is representable over any őnite őeld Fq with
q ≥ max{n0, n1, . . . , nℓ}. The őnal access structure we consider will be the result of deleting
p from Γp0(M). This access structure is of the form

Γp0(M)\{p} = Γp0(M\{p}) = Γp0(U2,n0
ˆ︁⊕p(U2,n1

⊕p · · · ⊕p U2,nℓ
)).

The matroid U2,n0
ˆ︁⊕p(U2,n1

⊕p · · · ⊕p U2,nℓ
) also has rank 4 or greater and is representable

over any őnite őeld Fq with q ≥ max{n0, n1, . . . , nℓ}. As both of these access structures are
ports of representable matroids, they are both ideal and are realizable by Brickell’s vector
space secret sharing scheme over Fq with q ≥ max{n0, n1, . . . , nℓ}.

The following theorem from Martí-Farré and Padró uses these four matroids and access
structures to classify all of the rank 3 access structures that arise as ports of matroids with
rank at least 4.

Theorem 4.3.1 ([18], Theorem 3.1). Let M be a matroid with r(M) ≥ 4. Then Γ = Γp0(M)
is a reduced access structure of rank-3 if and only if one of the following statements holds:

1. M ∼= U2,n0
ˆ︁⊕p(U2,n1

⊕p · · · ⊕p U2,nℓ
), for ℓ ≥ 2 and ni ≥ 3, i = 0, 1, . . . , ℓ.

2. M ∼= U2,n0
⊕p U2,n1

⊕p · · · ⊕p U2,nℓ
, for ℓ ≥ 2 and ni ≥ 3, i = 0, 1, . . . , ℓ and p0 ̸= p.

3. M ∼= M1 and Γ ∼= Γ(F ).

4. M ∼= M2 and Γ ∼= Γ(F−).

Additionally, since each of these access structures are ports of representable matroids,
we know that if a reduced access structure with rank 3 is the port of a matroid with rank 4
or greater, then it is realizable by a vector space secret sharing scheme.

4.3.2 Matroids with Rank Three

In order to characterize the reduced access structures with rank 3 that arise as ports of
matroids with rank 3, Martí-Farré and Padró [18] őrst deőne sets D1(Γ) and D2(Γ) for an
access structure Γ. For an access structure Γ on a set of participants P , they deőne D1(Γ)
to be the family of all maximally unqualiőed subsets of Γ, and they deőne D2(Γ) to be the
family of maximal subsets X ⊆ P such that Γ(X) is the (2, |X|)-threshold access structure.

We give two example access structures and their corresponding sets D1 and D2. The
őrst access structure Γ1 is represented graphically as:

a b c d
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Its minimally qualiőed sets are {a, b}, {b, c} and {c, d}. For this access structure, D1(Γ1) =
{{a, c}, {b, d}, {a, d}} and D2(Γ1) = {{a, b}, {b, c}, {c, d}}. The second access structure Γ2

that we consider has 5 participants labeled 1, 2, 3, 4, 5 and its minimally qualiőed sets are

minΓ2 = {{1, 2}, {1, 3}, {2, 3}, {2, 4, 5}, {3, 4, 5}}.

For this access structure, D1(Γ2) = {{1, 4, 5}, {2, 4}, {2, 5}, {3, 4}, {3, 5}} and D2(Γ2) =
{{1, 2, 3}}.

For an access structure Γ, if X1 is in D1(Γ) and X2 is in D2(Γ), then they intersect in at
most one point. This is due to the fact that any subset of size 2 or more in D2 is authorized
in the access structure, and thus cannot be in a set in D1. The following theorem from
Martí-Farré and Padró considers when X1 and X2 are in the same family D1 or D2. This
theorem characterizes the access structures with rank 3 that are ports of matroids with rank
3.

Theorem 4.3.2 ([18], Theorem 3.3). Let Γ be a reduced access structure with rank 3. Then
Γ is the port of a matroid with rank 3 if and only if |X1∩X2| ≤ 1 for X1, X2 ∈ D1, X1 ̸= X2,
and |X1 ∩X2| = 0 for X1, X2 ∈ D2, X1 ̸= X2.

The access structures that meet the conditions of Theorem 4.3.2 are not necessarily
ideal. However, if the access structure is the port of a representable matroid, then the access
structure can be realized by Brickell’s vector space secret sharing scheme.

4.4 Examples of Rank-3 Access Structures

Applying Theorem 4.3.2 to the previous two examples Γ1 and Γ2, where

minΓ1 = {{a, b}, {b, c}, {c, d}}

and
minΓ2 = {{1, 2}, {1, 3}, {2, 3}, {2, 4, 5}, {3, 4, 5}}.

We saw that D2(Γ1) = {{a, b}, {b, c}, {c, d}}, and thus Γ1 is not the port of a matroid with
rank 3, as all of these sets intersect in one place with at least one of the others. Additionally,
Γ1 is not one of the structures that is the port of a matroid with rank 4, so this access
structure is not ideal. On the other hand D1(Γ2) = {{1, 4, 5}, {2, 4}, {2, 5}, {3, 4}, {3, 5}}
and D2(Γ2) = {{1, 2, 3}}. These two sets meet the conditions in Theorem 4.3.2, so this
scheme is the port of a rank 3 matroid M . Furthermore, the matroid M is representable
with an F3-representation being

0 1 2 3 4 5⎡
⎣

⎤
⎦

1 2 1 0 1 2
0 1 1 2 2 1
0 1 1 2 1 0

.
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4. MATROID PORTS AND ACCESS STRUCTURES

So Γ2 is realizable by a vector space access structure over F3, and is therefore ideal. By
Theorem 5.4.2 that we prove in Chapter 5, Γ2 is ideal in any őeld of characteristic three.

We now consider a case where an access structure is the port of a rank-3 matroid, but is
not ideal. Let P be a set of participants and A1, . . . , As be disjoint subsets of P of size 2. We
can then deőne an access structure Γ3 whose authorized sets are all of these sets A1, . . . , As, as
well as any set of 3 or more participants. Then D1(Γ3) = {X ⊆ P : |X| = 2}− {A1, . . . , As}
and D2(Γ3) = {A1, . . . , As}. This access structure meets the conditions of Theorem 4.3.2, so
Γ3 is the port of a matroid with rank 3. One such access structure results from considering
the non-Desargues matroid, presented in [19]. This rank-3 matroid is not representable and
any secret sharing scheme realizing it has an information ratio of at least 4

3
, so it is not ideal

[19].

Next, we consider a rank-3 access structure that is realizable by an ideal secret sharing
scheme, but is not the port of a representable matroid. Let Γ4 be the access structure on
a set of nine participants P = {p1, . . . , p9}. The minimally qualiőed subsets of Γ4 are all of
the subsets of P with 3 participants, except for the sets {p1, p2, p3}, {p1, p5, p7}, {p1, p6, p8},
{p2, p4, p7}, {p2, p6, p9}, {p3, p4, p8}, {p3, p5, p9}, and {p4, p5, p6}. Then D1(Γ4) is the set with
these eight excluded sets, and D2(Γ4) = ∅. This access structure is referred to as the non-
Pappus access structure [18]. It meets the conditions of Theorem 4.3.2, so it is the port of a
matroid with rank 3. Martí-Farré and Padró [17] showed that while Γ4 is ideal, it is not the
port of a representable matroid and so it cannot be realized by a vector space secret sharing
scheme for any őnite őeld Fq.

The last example access structure we consider, Γ5, is deőned on a set of őve participants,
labeled p1, . . . , p5. The minimally qualiőed subsets of Γ5 are

minΓ5 = {{p1, p2}, {p3, p4}, {p1, p3, p5}}.

We see that D1(Γ5) = {{p1, p3}, {p2, p4, p5}, {p1, p4, p5}, {p2, p3, p5}} and therefore this access
structure does not meet the conditions of Theorem 4.3.2, as {p2, p3, p5} ∩ {p2, p4, p5} =
{p2, p5}. So it is not the port of a matroid with rank 3. However, if we make {p2, p4, p5}
authorized, then the structure does meet the conditions of Theorem 4.3.2, so this new access
structure, call it Γ6, is the port of a matroid with rank 3. Furthermore, the resulting matroid
is representable over any őnite őeld with characteristic 2, using the following representation:

0 1 2 3 4 5⎡
⎣

⎤
⎦

1 0 1 0 1 1
0 0 0 1 1 1
0 1 1 1 1 0

.

So Γ6 is realizable using a vector space access structure over any őnite őeld of characteristic
2.
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Chapter 5

Projective Plane Secret Sharing

We now present a secret sharing scheme for access structures with rank 3. This scheme uses
projective planes to construct an orthogonal array. The access structures that this scheme
realizes are precisely those that are ports of representable matroids, so it is equivalent to
Brickell’s vector space scheme for access structures with rank 3. This scheme was originally
deőned by Lopes de Souza in [12] using linear feedback shift register (LFSR) sequences. An
exploration of using LFSR sequences to construct PG(2, q), as well as analysis of its beneőts,
is included in Section 5.5.

5.1 The Scheme

Let Γ be an access structure on a set of n participants P and let q be an integer such that
q2 + q ≥ n. We deőne a secret sharing scheme that utilizes PG(2, q) to construct a 3 by
q2 + q + 1 array, which we then extend to a q3 by q2 + q + 1 array. Recall that PG(2, q)

consists of q3−1
q−1

= q2 + q + 1 non-zero vectors in F3
q, where no two of the vectors are linearly

independent.

Suppose we have constructed PG(2, q) with the vectors v0, . . . , vq2+q. We begin by
constructing a 3 by q2+q+1 array V (v0, . . . , vq2+q) where each column is one of the points of
PG(2, q). We then extend V (v0, . . . , vq2+q) to an array A(v0, . . . , vq2+q) by taking all possible
linear combinations of the rows of V (v0, . . . , vq2+q). Due to the symmetry of PG(2, q), the
choice of vectors, as well as the order that they are placed in the array V (v0, . . . , vq2+q) will
not affect the secret sharing scheme. For this reason we denote V (v0, . . . , vq2+q) by VPG(2,q)

and A(v0, . . . , vq2+q) by APG(2,q), writing the speciőc ordering used when it is necessary.
The scheme works similarly to Brickell’s vector space scheme, where we assign columns of
APG(2,q) to participants based on the linear dependence properties of the corresponding vector
in VPG(2,q) with the other column vectors in VPG(2,q). We give two examples of these matrices
in Figure 5.1, one using PG(2, 2), and one using PG(2, 3). In both of these matrices the
submatrix VPG(2,q) is given in bold. By Theorem 1.2.10, with ℓ = 3 and n = q2 + q + 1, we
have that APG(2,q) is an OAq(q

3; 2, q2 + q + 1, q) with Fq as its symbol set. So in any two
columns of APG(2,q), each 2-tuple appears exactly q times.
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⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

1 0 0 1 0 1 1

0 0 1 0 1 1 1

0 1 0 1 1 1 0

1 0 1 1 1 0 0
0 1 1 1 0 0 1
1 1 1 0 0 1 0
1 1 0 0 1 0 1
0 0 0 0 0 0 0

(a) APG(2,2)

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

1 0 0 2 1 1 1 2 1 0 2 0 2

0 0 2 1 1 1 2 1 0 2 0 2 2

0 2 1 1 1 2 1 0 2 0 2 2 0

2 1 1 1 2 1 0 2 0 2 2 0 0
1 1 1 2 1 0 2 0 2 2 0 0 1
1 1 2 1 0 2 0 2 2 0 0 1 2
1 2 1 0 2 0 2 2 0 0 1 2 2
2 1 0 2 0 2 2 0 0 1 2 2 2
1 0 2 0 2 2 0 0 1 2 2 2 1
0 2 0 2 2 0 0 1 2 2 2 1 2
2 0 2 2 0 0 1 2 2 2 1 2 0
0 2 2 0 0 1 2 2 2 1 2 0 1
2 2 0 0 1 2 2 2 1 2 0 1 0
2 0 0 1 2 2 2 1 2 0 1 0 1
0 0 1 2 2 2 1 2 0 1 0 1 1
0 1 2 2 2 1 2 0 1 0 1 1 0
1 2 2 2 1 2 0 1 0 1 1 0 0
2 2 2 1 2 0 1 0 1 1 0 0 2
2 2 1 2 0 1 0 1 1 0 0 2 1
2 1 2 0 1 0 1 1 0 0 2 1 1
1 2 0 1 0 1 1 0 0 2 1 1 1
2 0 1 0 1 1 0 0 2 1 1 1 2
0 1 0 1 1 0 0 2 1 1 1 2 1
1 0 1 1 0 0 2 1 1 1 2 1 0
0 1 1 0 0 2 1 1 1 2 1 0 2
1 1 0 0 2 1 1 1 2 1 0 2 0
0 0 0 0 0 0 0 0 0 0 0 0 0

(b) APG(2,3)

Figure 5.1: Matrices constructed from PG(2, 2) and PG(2, 3).
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In order to share a secret k ∈ Fq, the dealer őrst chooses a row r of the array APG(2,q)

containing k in the őrst column at random. We view the vector v0 as the vector associated to
the secret, which we denote c0. The participants are each allocated vectors vp1 , . . . , vpn . We
denote the vector associated to participant pi by ci. The dealer publicly shares the columns
vectors c1, . . . , cn associated to each participant and gives each participant i the value in
their corresponding column of r as their share si. In order to avoid confusion related to
the use of subscripts we denote these vectors and their components by ci = (c

(1)
i , c

(2)
i , c

(3)
i ).

To reconstruct the secret, a group of participants p1, . . . , pℓ with shares s1, . . . , sℓ, solves the
system

v1c1 + · · ·+ vℓcℓ = c0,

for variables v1, . . . , vℓ. We show in Section 5.3 that the solution to this system exists if and
only if the group of participants is authorized. If the solution exists then they compute the
value of the secret as

k =
ℓ∑︂

i=1

sivi.

Otherwise, they will not be able to conclude anything about the value of the secret.

When assigning the participants to columns, we need to assign them such that the
solution to the above system of equations exists if and only if the group of participants is
authorized. The following deőnition gives us the requirements for a set of participants to be
minimally authorized.

Deőnition 5.1.1. Let v0, v1, . . . , vq2+q be the column vectors resulting from taking the őrst
three rows of the array APG(2,q) constructed from PG(2, q). Let Γ be an access structure with
participants p1, . . . , pn. We say that Γ is realizable by the projective plane secret sharing
scheme with domain of secret Fq if there exists an injective function φ : {p1, . . . , pn} →
{v1, . . . , vq2+q} such that the following properties are met:

• {pi, pj} ∈ minΓ if and only if {v0, φ(pi), φ(pj)} is a linearly dependent set.

• {pi, pj, pk} ∈ minΓ if and only if {φ(pi), φ(pj), φ(pk)} is a linearly independent set and
no pair of {pi, pj, pk} is minimally authorized.

For simplicity, refer to φ as an allocation of the participants of Γ to the columns of
APG(2,q). When we do this we write ci for φ(pi) and c0 for v0. Note that in Deőnition 5.1.1
the minimally authorized sets coincide exactly with the sets of participants whose columns
become circuits of the matroid associated to PG(2, q) when c0 is added to them. From
Deőnition 5.1.1 we get the following result about which sets are authorized in the secret
sharing scheme.

Proposition 5.1.2. Let Γ be an access structure that is realizable by the projective plane
secret sharing scheme with participant set P = {p1, . . . , pn}. A set A ⊆ P is authorized if
and only if one (or both) of the following hold:

• A contains a set {pi, pj} such that {c0, ci, cj} is a linearly dependent set, or
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• A contains a set {pi, pj, pk} such that {ci, cj, ck} is a linearly independent set.

Proof. Follows from Deőnition 5.1.1 and the fact that Γ is a monotone access structure.

It is clear from Deőnition 5.1.1 that a set of participants of size two that is not minimally
authorized must correspond to a pair of columns that form a linearly independent set with
the column associated to the secret. In Theorem 5.1.3 we give the analogous result for sets
of participants of size three.

Theorem 5.1.3. Let Γ be an access structure with no equivalent participants that is real-
izable by the projective plane secret sharing scheme. If {pi, pj, pk} ̸∈ minΓ, then:

1. {ci, cj, ck} is a linearly dependent set if all or none of {pi, pj}, {pi, pk}, and {pj, pk} are
minimally authorized in Γ.

2. {ci, cj, ck} is a linearly independent set otherwise.

Proof.

(1) Suppose {pi, pj, pk} ̸∈ minΓ. We consider two cases:
Case 1: All of {pi, pj}, {pi, pk}, and {pj, pk} are minimally authorized.
Suppose {pi, pj}, {pi, pk}, {pj, pk} ∈ minΓ. Then, the sets

{c0, ci, cj}, {c0, ci, ck}, {c0, cj, ck}

are all linearly dependent. So, the vectors c0, ci, cj, ck are colinear in PG(2, q). Thus, each
triple of them is linearly dependent, so {ci, cj, ck} is a linearly dependent set.

Case 2: None of {pi, pj}, {pi, pk}, or {pj, pk} are minimally authorized.
Since none of {pi, pj}, {pi, pk}, or {pj, pk} are minimally authorized, by Deőnition 5.1.1,
if {ci, cj, ck} was a linearly independent set we would have that {pi, pj, pk} is minimally
authorized, a contradiction. So {ci, cj, ck} is a linearly dependent set.

(2) Suppose {pi, pj, pk} ̸∈ minΓ. We consider two cases:
Case 1: Exactly one of {pi, pj}, {pi, pk}, or {pj, pk} is minimally authorized.
Without loss of generality, suppose {pi, pj} is minimally authorized. Then {c0, ci, ck}, and
{c0, cj, ck} are linearly independent sets and {c0, ci, cj} is a linearly dependent set. Since
{c0, ci, cj} is linearly dependent, we can write

ci = ac0 + bcj

for nonzero integers a and b. For the sake of contradiction, suppose {ci, cj, ck} is a linearly
dependent set. Then,

ci = xcj + yck

for nonzero integers x and y. Combining these, we get that

ac0 + bcj = xcj + yck

0 = (x− b)cj + yck − ac0.
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Since a, b, x, y are nonzero, x − b must also be nonzero, as otherwise the pair of vectors
{c0, ck} would be linearly dependent, which is not allowed by the construction of PG(2, q).
Therefore, {c0, cj, ck} is a linearly dependent set, a contradiction. So {ci, cj, ck} is a linearly
independent set.

Case 2: Exactly two of {pi, pj}, {pi, pk}, or {pj, pk} are minimally authorized.
Without loss of generality, suppose that {pi, pj}, {pi, pk} ∈ minΓ and {pj, pk} ̸∈ minΓ.
Then {pi, pj}, {pi, pk} are in different sets in D2(Γ) that intersect in the participant pi,
contradicting Theorem 4.3.2. So we cannot have that exactly two of {pi, pj}, {pi, pk}, or
{pj, pk} are minimally authorized.

Proofs that this scheme meets the correctness and perfect privacy conditions are included
in Section 5.3. Similarly to the orthogonal array construction for threshold schemes, the
entire array APG(2,q) can be posted publicly. Additionally, if the number of participants n is
less than q2 + q, the columns of APG(2,q) that are not associated with any participant or the
secret can be discarded. In this case, the resulting array is an OAq(q

3; 2, n + 1, q). We now
show that the projective plane secret sharing scheme is equivalent to Brickell’s vector space
scheme over a vector space with dimension three.

Theorem 5.1.4. Suppose Γ is an access structure with no equivalent participants. Then,
Γ is realizable by Brickell’s vector space secret sharing scheme over F3

q if and only if Γ is
realizable by the projective plane secret sharing scheme using PG(2, q).

Proof. ( =⇒ ) Let Γ be an access structure with no equivalent participants that is realizable
by Brickell’s vector space secret sharing scheme over Fq with dimension three. Suppose s ∈ Fq

is the secret we wish to share. Then we have a vector a = (s, a1, a2) and vectors vi ∈ F3
q

for each participant pi, such that the vectors meet the conditions of Proposition 2.4.1 for
Γ. Note that since we assume that no participant is authorized on their own, none of the
vectors vi are a scalar multiple of a.

Proposition 2.4.1 says that the authorized sets are the sets of participants {pi1 , . . . , pik}
such that ⟨vi1 , . . . , vik⟩ contains e1, and thus we have that the minimally authorized sets
of Γ have size two or three. If a minimally authorized set of participants {pi1 , pi2} has
size two, then we must have that {e1, vi1 , vi2} is a linearly dependent set. On the other
hand, if pi1 , pi2 , pi3 are a minimally authorized group of participants, then we must have that
e1 ∈ ⟨vi1 , vi2 , vi3⟩, but e1 is not in the span of any pair in {vi1 , vi2 , vi3}. So {vi1 , vi2 , vi3} must
be a linearly independent set.

We then have that the vectors v1, . . . , vn meet the conditions of Deőnition 5.1.1 for the
minimally qualiőed sets of Γ, and thus we can construct a realization of Γ using the projective
plane secret sharing scheme with these vectors as the columns allocated to the participants
and e1 as the column associated to the secret.

( ⇐= ) Let Γ be an access structure with no equivalent participants that is realizable
by the projective plane secret sharing scheme using PG(2, q). Without loss of generality,
suppose that the column vector associated to the secret is e1 and let c1, . . . , cn be the column
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vectors associated to the participants p1, . . . , pn. This is possible due to the symmetry of
PG(2, q). Then, by Deőnition 5.1.1, there exists an allocation of the participants of Γ to the
columns of APG(2,q) such that

i) {pi1 , pi2} ∈ minΓ if and only if {e1, ci1 , ci2} is a linearly dependent set, and

ii) {pi1 , pi2 , pi3} ∈ minΓ if and only if {ci1 , ci2 , ci3} is a linearly independent set and no
pair of pi1 , pi2 , pi3 is minimally authorized.

Therefore, if a set of two participants {pi1 , pi2} is minimally authorized, we will have that
e1 ∈ ⟨ci1 , ci2⟩. If a set of three participants {pi1 , pi2 , pi3} is minimally authorized, then e1
is not in the span of the vectors associated to any pair of pi1 , pi2 , pi3 . Since the vectors are
in F3

q, we have that {e1, ci1 , ci2 , ci3} is a linearly dependent set, and so e1 ∈ ⟨ci1 , ci2 , ci3⟩.
Additionally, if a set {pi1 , . . . , piℓ} of participants is not authorized, then e1 ̸∈ ⟨ci1 , . . . , ciℓ⟩,
as if e1 was in this span there would need be a set of two or three participants in {pi1 , . . . , piℓ}
that is minimally authorized.

So, choosing the vectors v1, . . . , vn to be the columns c1, . . . , cn from the realization
using PG(2, q), we have a set of vectors such that the conditions of Proposition 2.4.1 are
met for the access structure Γ, so the access structure is realizable by Brickell’s vector space
scheme.

5.2 Some Realizable Structures

We now present two access structures realizable by the projective plane secret sharing scheme.
The őrst access structure Γ1 that we consider has minimally qualiőed sets

minΓ1 = {{p1, p2}, {p3, p4}, {p5, p6}, {p1, p3, p5}, {p1, p4, p6}, {p2, p3, p6}, {p2, p4, p5}}.

Based on the minimally qualiőed sets, we get that the sets {c0, c1, c2}, {c0, c3, c4}, and
{c0, c5, c6} must be linearly dependent, while the sets {c1, c3, c5},{c1, c4, c6},{c2, c3, c6}, and
{c2, c4, c5} must be linearly independent. Additionally, the other sets of columns associ-
ated to 3 participants that are not authorized must all be dependent. There are therefore
seven sets of three columns that are dependent, which are {c0, c1, c2}, {c0, c3, c4}, {c0, c5, c6},
{c1, c3, c6}, {c1, c4, c5}, {c2, c3, c5}, and {c2, c4, c6}. These are precisely the circuits of the
Fano plane matroid, so this scheme is only realizable if q is a power of 2.

Suppose we wish to share the secret 1 in a domain of secrets with two elements. To do
this we use PG(2, 2). The array APG(2,2), as well as the column associations for participants
and the shares that are distributed is given in Figure 5.2. Additionally, the randomly chosen
row with a 1 in its őrst column is given in bold in APG(2,2).

Suppose the authorized set of participants {p1, p2, p3} wishes to reconstruct the secret.
They solve the following system for the unknown variables v1, v2, v3:

0 · v1 + 1 · v2 + 0 · v3 = 1
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APG(2,2) ≃

p0 p1 p6 p2 p3 p4 p5⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

1 0 0 1 0 1 1
0 0 1 0 1 1 1
0 1 0 1 1 1 0
1 0 1 1 1 0 0
0 1 1 1 0 0 1
1 1 1 0 0 1 0

1 1 0 0 1 0 1
0 0 0 0 0 0 0

P cpi spi
p1 (0, 0, 1) 1
p2 (1, 0, 1) 0
p3 (0, 1, 1) 0
p4 (1, 1, 1) 1
p5 (1, 1, 0) 0
p6 (0, 1, 0) 1

Figure 5.2: Projective plane scheme for Γ1

0 · v1 + 0 · v2 + 1 · v3 = 0

1 · v1 + 1 · v2 + 1 · v3 = 0.

The unique solution to this system is (v1, v2, v3) = (1, 1, 0). The participants reconstruct the
secret as

k = 1 · sp1 + 0 · sp2 + 0 · sp3 = 1 · 1 + 0 · 1 + 0 · 0 = 1.

On the other hand, suppose the unauthorized group of participants {p1, p3, p6} attempts
to reconstruct the secret. They attempt to solve the following system for the unknown
variables v1, v2, v3:

0 · v1 + 0 · v3 + 0 · v6 = 1

0 · v1 + 1 · v3 + 1 · v6 = 0

1 · v1 + 1 · v3 + 0 · v6 = 0.

This system has no solutions and therefore the participants are not able to reconstruct the
secret as a linear combination of their shares.

The second access structure Γ2 that we realize with our scheme has minimally qualiőed
sets

minΓ2 = {{p1, p2}, {p3, p4}, {p1, p3, p5}, {p2, p4, p5}}.

Suppose we wish to share the secret 2 in a domain of secrets with three elements. To do
this, we use PG(2, 3), and assign őve of the twelve possible columns to the participants. In
Figure 5.3 we present the array APG(2,3), the allocation of participants to columns, and the
shares that are distributed. A randomly chosen row with a 2 in the őrst column is again
presented in bold. Note that in this case, we only need to publish and store the columns of
the array APG(2,3) that are allocated to the secret or a participant.

Suppose that the authorized group of participants {p1, p3, p4, p5} wishes to reconstruct
the secret. They solve the following system for the unknown variables v1, v3, v4, v5:

1 · v1 + 2 · v3 + 0 · v4 + 2 · v5 = 1

1 · v1 + 0 · v3 + 0 · v4 + 2 · v5 = 0
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APG(2,3) ≃

p0 p4 p2 p1 p3 p5⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

1 0 0 2 1 1 1 2 1 0 2 0 2
0 0 2 1 1 1 2 1 0 2 0 2 2
0 2 1 1 1 2 1 0 2 0 2 2 0
0 1 2 2 2 1 2 0 1 0 1 1 0
0 2 0 2 2 0 0 1 2 2 2 1 2
0 1 1 0 0 2 1 1 1 2 1 0 2
0 0 1 2 2 2 1 2 0 1 0 1 1
0 2 2 0 0 1 2 2 2 1 2 0 1
0 1 0 1 1 0 0 2 1 1 1 2 1
1 2 1 0 2 0 2 2 0 0 1 2 2
1 1 2 1 0 2 0 2 2 0 0 1 2
1 0 2 0 2 2 0 0 1 2 2 2 1
1 2 0 1 0 1 1 0 0 2 1 1 1
1 1 1 2 1 0 2 0 2 2 0 0 1
1 0 1 1 0 0 2 1 1 1 2 1 0
1 2 2 2 1 2 0 1 0 1 1 0 0
1 1 0 0 2 1 1 1 2 1 0 2 0
2 0 0 1 2 2 2 1 2 0 1 0 1
2 2 1 2 0 1 0 1 1 0 0 2 1
2 1 2 0 1 0 1 1 0 0 2 1 1
2 0 2 2 0 0 1 2 2 2 1 2 0
2 2 0 0 1 2 2 2 1 2 0 1 0
2 1 1 1 2 1 0 2 0 2 2 0 0

2 0 1 0 1 1 0 0 2 1 1 1 2
2 2 2 1 2 0 1 0 1 1 0 0 2
2 1 0 2 0 2 2 0 0 1 2 2 2
0 0 0 0 0 0 0 0 0 0 0 0 0

P cpi spi
p1 (1, 1, 2) 1
p2 (0, 2, 1) 1
p3 (2, 0, 2) 2
p4 (0, 0, 2) 1
p5 (2, 2, 0) 0

Figure 5.3: Projective plane scheme for Γ2

2 · v1 + 2 · v3 + 2 · v4 + 0 · v5 = 0.

Solving this system we őnd that (v1, v3, v4, v5) is either (0, 2, 1, 0), (1, 2, 0, 1), or (2, 2, 2, 2).
In all of these cases, we őnd that the participants reconstruct the secret by computing

k = v1 · sp1 + v3 · sp3 + v4 · sp4 + v5 · sp5 = v1 + 2v3 + v4 = 2.

Similarly to the previous example, any group of unauthorized participants will őnd
an unsolvable system. For example, if the group of participants {p1, p4, p5} attempted to
reconstruct the secret, they would attempt to solve the following system for v1, v2, v3:

1 · v1 + 0 · v4 + 2 · v5 = 1
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1 · v1 + 0 · v4 + 2 · v5 = 0

2 · v1 + 2 · v4 + 0 · v5 = 0

This system clearly has no solutions, so they would not be able to solve for the value of the
secret.

5.3 Proof that this Scheme is Perfect

We now show that this scheme is perfect. First, we show that a pair of authorized participants
is capable of reconstructing the secret.

Proposition 5.3.1. Let Γ be an access structure realizable by the projective plane secret
sharing scheme, {pi1 , pi2} be a subset of participants such that {pi1 , pi2} ∈ minΓ, c0 be the
column associated to the secret k, (ci1 , si1) be the column and share of participant i1, and
(ci2 , si2) be the column and share of participant i2. Then the following system has a unique
solution vi1 , vi2 .

c0 = vi1ci1 + vi2ci2

Moreover, the secret can be reconstructed as k = vi1si1 + vi2si2 .

Proof. Suppose that {pi1 , pi2} ∈ minΓ. Then the set of columns {c0, ci1 , ci2} is linearly
dependent, so we can őnd w0, w1, w2 ∈ Fq such that not all of w0, w1 or w2 are zero and

w0c0 = w1ci1 + w2ci2 . (5.3.1)

Additionally, since no two rows are linearly dependent, none of w0, w1 or w2 are zero, as
otherwise there would exist a pair of columns that were linearly dependent. Multiplying
Equation 5.3.1 by w−1

0 and writing vi1 = w−1
0 w1 and vi2 = w−1

0 w2 we get

c0 = w−1
0 w1ci1 + w−1

0 w2ci2
c0 = vi1ci1 + vi2ci2 .

So we have that v1, v2 is a solution to the system. Let x, y, z ∈ Fq be the linear combinations
of the rows of VPG(2,q) that represent the chosen row with the secret in the őrst column. Then

k = xc
(1)
0 + yc

(2)
0 + zc

(3)
0 . Since

c0 = vi1ci1 + vi2ci2 ,

we can write

k = x(vi1c
(1)
i1

+ vi2c
(1)
i2
) + y(vi1c

(2)
i1

+ vi2c
(2)
i2
) + z(vi1c

(3)
i1

+ vi2c
(3)
i2
)

= vi1(xc
(1)
i1

+ yc
(2)
i1

+ zc
(3)
i1
) + vi2(xc

(1)
i2

+ yc
(2)
i2

+ zc
(3)
i2
)

= vi1si1 + vi2si2 .

So we have that the secret k is reconstructed as k = vi1si1 + vi2si2 .
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We now prove a similar result for minimally authorized sets of size three.

Proposition 5.3.2. Let Γ be an access structure realizable by the projective plane secret
sharing scheme, {pi1 , pi2 , pi3} be a subset of participants such that {pi1 , pi2 , pi3} ∈ minΓ, c0
be the column associated to the secret k, (ci1 , wi1) be the column and share of participant
i1, (ci2 , si2) be the column and share of participant i2, and (ci3 , si3) be the column and share
of participant i3. Then the following system has a unique solution vi1 , vi2 , vi3 .

c0 = vi1ci1 + vi2ci2 + vi3ci3

Moreover, the secret can be reconstructed as k = vi1si1 + vi2si2 + vi3si3 .

Proof. Suppose that {pi1 , pi2 , pi3} ∈ minΓ. Then the following sets of columns are all lin-
early independent: {ci1 , ci2 , ci3}, {c0, ci1 , ci2}, {c0, ci1 , ci3}, and {c0, ci2 , ci3}. So, no combina-
tion of two or three of c0, ci1 , ci2 , ci3 are linearly dependent. Since we are working in a space of
dimension 3, the set {c0, ci1 , ci2 , ci3} is linearly dependent, so we can őnd w0, w1, w2, w3 ∈ Fq

that are not all zero such that

w0c0 = w1ci1 + w2ci2 + w3ci3 .

Additionally, since no pair or triple of c0, ci1 , ci2 , ci3 is linearly dependent, we must have that
none of w0, w1, w2, w3 are zero. Writing vi1 = w−1

0 w1, vi2 = w−1
0 w2, and vi3 = w−1

0 w3, we get
that

c0 = vi1ci1 + vi2ci2 + vi3ci3 .

So, vi1 , vi2 , vi3 is a solution to the system of equations. Let x, y, z ∈ Fq be integers such that
when r1, r2, r3 are the őrst three rows of APG(2,q), xr1 + yr2 + zr3 is the chosen row with the

secret in the őrst column. Then k = xc
(1)
0 + yc

(2)
0 + zc

(3)
0 and since

c0 = vi1ci1 + vi2ci2 + vi3ci3

we can write

k = x(vi1c
(1)
i1

+ vi2c
(1)
i2

+ vi3c
(1)
i3
) + y(vi1c

(2)
i1

+ vi2c
(2)
i2

+ vi3c
(2)
i3
) + z(vi1c

(3)
i1

+ vi2c
(3)
i2

+ vi3c
(3)
i3
)

= vi1(xc
(1)
i1

+ yc
(2)
i1

+ zc
(3)
i1
) + vi2(xc

(1)
i2

+ yc
(2)
i2

+ zc
(3)
i2
) + vi3(xc

(1)
i3

+ yc
(2)
i3

+ zc
(3)
i3
)

= vi1si1 + vi2si2 + vi3si3 .

So we have that the secret k is reconstructed as k = vi1si1 + vi2si2 + vi3si3 .

We now combine these to get a result for authorized sets of any size.

Proposition 5.3.3. Let Γ be an access structure realizable by the projective plane secret
sharing scheme and let {pi1 , . . . , piℓ} be an authorized set of participants. Then any solution
to the system of equations

c0 = vi1ci1 + · · ·+ viℓciℓ

allows the correct reconstruction of the secret as k = vi1si1 + · · ·+ viℓsiℓ .
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Proof. Since {pi1 , . . . , piℓ} is an authorized set it contains a subset S such that |S| = 2 or
3. By Propositions 5.3.1 and 5.3.2 there is at least one solution vi1 , . . . , viℓ to the system of
equations

c0 = vi1ci1 + · · ·+ viℓciℓ .

Let x, y, z ∈ Fq be integers such that when r1, r2, r3 are the őrst three rows of APG(2,q),
xr1 + yr2 + zr3 is the chosen row with the secret in the őrst column. Then using these
solutions to the system of equations we get that

k = x(vi1c
(1)
i1

+ · · ·+ viℓc
(1)
iℓ
) + y(vi1c

(2)
i1

+ · · ·+ viℓc
(2)
iℓ
) + z(vi1c

(3)
i1

+ · · ·+ viℓc
(3)
iℓ
)

= vi1(xc
(1)
i1

+ yc
(2)
i1

+ zc
(3)
i1
) + · · ·+ viℓ(xc

(1)
iℓ

+ yc
(2)
iℓ

+ zc
(3)
iℓ
)

= vi1si1 + · · ·+ viℓsiℓ .

So the participants are able to reconstruct the secret as k = vi1si1 + · · ·+ viℓsiℓ .

Next, we show that an unauthorized group of participants is not able to learn anything
about the secret. To do this we őrst show that a group of unauthorized participants is not
able to őnd a solution to the system of equations.

Proposition 5.3.4. Let Γ be an access structure realizable by the projective plane secret
sharing scheme and let {pi1 , . . . , piℓ} be an unauthorized set of participants with columns
and shares {(ci1 , si1), . . . , {(ciℓ , siℓ)}}. Then the system of equations

c0 = vi1ci1 + · · ·+ viℓciℓ

has no solutions v1, . . . , vℓ.

Proof. We begin by writing our system of equations as an augmented matrix:
⎡
⎢⎣
c
(1)
i1

c
(1)
i2

. . . c
(1)
iℓ

c
(1)
0

c
(2)
i1

c
(2)
i2

. . . c
(2)
iℓ

c
(2)
0

c
(3)
i1

c
(3)
i2

. . . c
(3)
iℓ

c
(3)
0

⎤
⎥⎦

Since the set of participants is unauthorized, for every set of three different participants
pia , pib , pic , we have that the set of columns {cia , cib , cic} is linearly dependent while the
sets of columns {c0, cia , cib}, {c0, cia , cic}, and {c0, cib , cic} are all linearly independent. So
any three columns of coefficient matrix are linearly dependent, however any two rows of the
coefficient matrix, along with the last row of the augmented matrix, are linearly independent.
So, the original matrix has rank 3 while the augmented matrix has rank 2. Therefore, this
system of equations has no solutions.

Next we show that an unauthorized group is unable to get any information about the
secret from their shares. The proof of this result follows the proof of a similar result from
Lopes de Souza [12].

51



5. PROJECTIVE PLANE SECRET SHARING

Proposition 5.3.5 ([12], Theorem 5.2.5). Let S = {pi1 , . . . , piℓ} be an unauthorized group
of participants in an access structure Γ with columns and shares {(ci1 , si1), . . . , {(ciℓ , siℓ)}}
and let Ar,i represent the value in row r of the column associated to participant i in APG(2,q).
Let R = {1, . . . , q3} represent the rows of APG(2,q), labeled in order. Then for any s0 ∈ Fq,

|{r ∈ R : (Ar,0, Ar,i1 , . . . , Ar,iℓ) = (s0, si1 , . . . , siℓ)}|

|{r ∈ R : (Ar,i1 , . . . , Ar,iℓ) = (si1 , . . . , siℓ)}|
=

1

q
.

Proof. Let n be the number of participants in Γ. As APG(2,q) is an OAq(q
3; 2, n + 1, q),

in any two columns of APG(2,q) each 2-tuple appears exactly q times. So, for two distinct
participants i and j and any two values a, b ∈ Fq,

|{r ∈ R : (Ar,i, Ar,j) = (a, b)}| = q.

Additionally, since there are q3 columns and q values, with each column containing the same
quantity of each value, we have that for any participant i and any value b ∈ Fq,

|{r ∈ R : (Ar,i) = (b)}| = q2.

Let s̄ ∈ Fq be a possible value for the secret. We consider two cases, when |S| = 1 and when
|S| ≥ 2.

Case 1: |S| = 1. Since our only participant’s share is si1 ∈ Fq and s̄ ∈ Fq, we have that

|{r ∈ R : (Ar,0, Ar,i1) = (s0, si1)}|

|{r ∈ R : (Ar,i1) = (si1)}|
=

q

q2
=

1

q
.

So the participant is not able to conclude any information about s̄.

Case 2: |S| ≥ 2. Since S is unauthorized, by Proposition 5.1.2, for any three par-
ticipants i, j, k ∈ {i1, . . . , iℓ} the set {ci, cj, ck} is linearly dependent. Furthermore, by con-
struction, for any two participants i, j ∈ {i1, . . . , iℓ} the set {ci, cj} is linearly independent.
So,

{r ∈ R : (Ar,i1 , . . . , Ar,iℓ) = (si1 , . . . , siℓ)} = {r ∈ R : (Ar,i1 , Ar,i2) = (si1 , si2)}.

On the other hand, by Proposition 5.1.2, for any two participants i, j ∈ {i1, . . . , iℓ} the set
{c0, ci, cj} is linearly independent. So,

{r ∈ R : (Ar,0, Ar,i1 , . . . , Ar,iℓ) = (s0, si1 , . . . , siℓ)}

= {r ∈ R : (Ar,0, Ar,i1 , Ar,i2) = (s0, si1 , si2)}.

Since {c0, ci1 , ci2} is a linearly independent set, each 2-tuple of elements of Fq appears q times
in the columns ci1 and ci2 , once for each element of Fq in the column c0. Therefore, there
will be only one row where this happens. Combining these two results, we get that

|{r ∈ R : (Ar,0, Ar,i1 , . . . , Ar,iℓ) = (s0, si1 , . . . , siℓ)}|

|{r ∈ R : (Ar,i1 , . . . , Ar,iℓ) = (si1 , . . . , siℓ)}|
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=
|{r ∈ R : (Ar,0, Ar,i1 , Ar,i2) = (s0, si1 , si2)}|

|{r ∈ R : (Ar,i1 , Ar,i2) = (si1 , si2)}|

=
1

q
.

So the group of participants is not able to conclude any information about s̄.

Proposition 5.3.5, along with Proposition 5.3.4, give us the perfect privacy condition,
while Proposition 5.3.3 gives us the correctness condition. So our scheme is perfect.

5.4 Extension of the Domain of the Secret

In this scheme we sometimes want to have a large domain of secrets in our realization of an
access structure Γ. However, őnding column allocations is signiőcantly more difficult as the
size of the domain of secrets increases (see Section 6.3). It is possible in this case that we
are able to őnd a realization of the scheme for a smaller size of domain of secrets q. We now
show that we can extend this realization to one in a domain of secrets of size qm.

Let Γ be an access structure that is realizable over a őnite őeld Fq. Suppose that we have
a realization of the scheme with C = {c0, c1, . . . , cn} being the set of vectors associated to the
secret and each of the participants p1, . . . , pn. We construct a (n+1)×3 subarray of VPG(2,q)

only taking the columns associated to the secret and the participants. We then construct a
subarray of APG(2,qm) by taking the (qm)3 linear combinations of the rows of our subarray of
VPG(2,q) using the elements of the extension őeld Fqm , by embedding the elements of Fq into
Fqm . Proposition 5.4.1 shows that the linear dependence properties of three vectors in F3

q

are preserved when we extend Fq to Fqm , so we have that the same allocation of participants
from the realization over Fq in the new subarray of APG(2,qm) will be a realization over Fqm .

Proposition 5.4.1. Let Fq be a őnite őeld with u = (u0, u1, u2), v = (v0, v1, v2), and
w = (w0, w1, w2) being vectors in F3

q. Let Fqm be an extension őeld of Fq, with elements of
Fqm written as polynomials modulo an irreducible polynomial f of degree m over Fq. Deőne
an injection ϕ from Fq to Fqm such that ϕ(z) = z + 0x+ · · ·+ 0xm−1. Denote

ϕ

⎛
⎝
z0
z1
z2

⎞
⎠ =

⎛
⎝
ϕ(z0)
ϕ(z1)
ϕ(z2)

⎞
⎠ =

⎛
⎝
z0 + 0x+ · · ·+ 0xm−1

z1 + 0x+ · · ·+ 0xm−1

z2 + 0x+ · · ·+ 0xm−1

⎞
⎠ .

Then, the set {u, v, w} is linearly independent if and only if the set {ϕ(u), ϕ(v), ϕ(w)} is
linearly independent in F3

qm .

Proof. Let u, v, w and ϕ be deőned as above.

( =⇒ ) Suppose {u, v, w} is a linearly independent set. Then, there are no non-zero solutions
a, b, c over Fq to

au+ bv + cw = 0. (5.4.1)
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Suppose that a′, b′, c′ is a solution to

a′ϕ(u) + b′ϕ(v) + c′ϕ(w) = 0

over Fqm . Since we are writing the elements of Fqm as polynomials, we can write a′ as
a′0 + a′1x + · · · + am−1x

m−1, where a′i ∈ Fq for i = 0, . . . ,m − 1, and we can write b′ and c′

in similar forms. Multiplying a′, b′, and c′ through the vectors and considering each term xi

individually, we get the following:

0 = a′0u+ b′0v + c′0w

0x = a′1ux+ b′1vx+ c′1wx

...

0xm−1 = a′m−1ux
m−1 + b′m−1vx

m−1 + c′m−1wx
m−1.

Just considering the coefficients in each of these, we get the following equations over Fq:

0 = a′0u+ b′0v + c′0w

0 = a′1u+ b′1v + c′1w

...

0 = a′m−1u+ b′m−1v + c′m−1w.

In each of these cases a solution a′i, b
′
i, c

′
i ∈ Fq is a solution to Equation 5.4.1. So, a′i = b′i =

c′i = 0 for i = 0, . . . ,m − 1 and, therefore, a′, b′, and c′ are all the zero polynomial in Fqm .
Therefore, any solution to

a′ϕ(u) + b′ϕ(v) + c′ϕ(w) = 0 (5.4.2)

is nonzero and the set {ϕ(u), ϕ(v), ϕ(w)} is linearly independent.

(⇐= ) Suppose {ϕ(u), ϕ(v), ϕ(w)} is a linearly independent set. Then, there are no non-zero
solutions a′, b′, c′ to

a′ϕ(u) + b′ϕ(v) + c′ϕ(w) = 0

over Fqm . Writing these as polynomials and considering just the coefficients we get that

0 = a′0u+ b′0v + c′0w

0 = a′1u+ b′1v + c′1w

...

0 = a′m−1u+ b′m−1v + c′m−1w.

Since there are no non-zero solutions a′, b′, c′ to Equation 5.4.2, we have that there exists no
non-zero solutions to any of these equations over Fq. Therefore, there is no non-zero solution
a, b, c ∈ Fq to

au+ bv + cw = 0.

So, {u, v, w} is a linearly independent set.
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We now connect Proposition 5.4.1 to the projective plane secret sharing scheme in
Theorem 5.4.2.

Theorem 5.4.2. Let Γ be an access structure that is realizable by the projective plane
secret sharing scheme over a őnite őeld Fq. Then, Γ is realizable by the projective plane
secret sharing scheme over Fqm for any integer m > 1.

Proof. Let Γ be an access structure with n participants p1, . . . , pn that is realizable by the
projective plane secret sharing scheme over Fq for some prime power q. Then there exists an
allocation of p1, . . . , pn to the vectors of PG(2, q) meeting the linear dependence conditions
of Deőnition 5.1.1.

Let m > 1 be an integer. We construct PG(2, qm) by choosing our vectors to represent
the 1-dimensional subspaces such that those that we used before in PG(2, q) are used again.
Then, by Proposition 5.4.1, we have that the same allocation of participants to columns in
PG(2, qm) will meet the conditions of Deőnition 5.1.1, so Γ is realizable by the projective
plane secret sharing scheme over Fqm .

We now present an example of this process using our previous example whose authorized
sets gave rise to the dependent sets of the Fano plane. Let Γ be the access structure with

minΓ = {{p1, p2}, {p3, p4}, {p5, p6}, {p1, p3, p5}, {p1, p4, p6}, {p2, p3, p6}, {p2, p4, p5}}.

Earlier we found a realization of this scheme over F2 as presented in Figure 5.4

P Column cpi
p0 1 (1, 0, 0)
p1 2 (0, 0, 1)
p2 4 (1, 0, 1)
p3 5 (0, 1, 1)
p4 6 (1, 1, 1)
p5 7 (1, 1, 0)
p6 3 (0, 1, 0)

Figure 5.4: Column allocations over F2

Suppose we wish to extend this realization to F4
∼= F2[x]/(x

2 + x + 1). We begin by
building our array VPG(2,2) as

VPG(2,q) =

⎡
⎣
1 0 0 1 0 1 1
0 0 1 0 1 1 1
0 1 0 1 1 1 0

⎤
⎦ .

We then extend this to a subarray of APG(2,4) by taking all linear combinations of the rows
of VPG(2,2) over F4

∼= F2[x]/(x
2 + x+ 1) where α is a root of the polynomial x2 + x+ 1. The

subarray of APG(2,4) is presented in Figure 5.5. Due to Proposition 5.4.1, we can allocate
each participant to the same column as before to realize the scheme over F4.
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⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1 0 0 1 0 1 1
0 0 1 0 1 1 1
0 1 0 1 1 1 0
0 α 0 α α α 0
0 α + 1 0 α + 1 α + 1 α + 1 0
0 1 1 1 0 0 1
0 α 1 α α + 1 α + 1 1
0 α + 1 1 α + 1 α α 1
0 0 α 0 α α α
0 1 α 1 α + 1 α + 1 α
0 α α α 0 0 α
0 α + 1 α α + 1 1 1 α
0 0 α + 1 0 α + 1 α + 1 α + 1
0 1 α + 1 1 α α α + 1
0 α α + 1 α 1 1 α + 1
0 α + 1 α + 1 α + 1 0 0 α + 1
1 1 0 0 1 0 1
1 α 0 α + 1 α α + 1 1
1 α + 1 0 α α + 1 α 1
1 0 1 1 1 0 0
1 1 1 0 0 1 0
1 α 1 α + 1 α + 1 α 0
1 α + 1 1 α α α + 1 0
1 0 α 1 α α + 1 α + 1
1 1 α 0 α + 1 α α + 1
1 α α α + 1 0 1 α + 1
1 α + 1 α α 1 0 α + 1
1 0 α + 1 1 α + 1 α α
1 1 α + 1 0 α α + 1 α
1 α α + 1 α + 1 1 0 α
1 α + 1 α + 1 α 0 1 α
α 0 0 α 0 α α
α 1 0 α + 1 1 α + 1 α
α α 0 0 α 0 α
α α + 1 0 1 α + 1 1 α
α 0 1 α 1 α + 1 α + 1
α 1 1 α + 1 0 α α + 1
α α 1 0 α + 1 1 α + 1
α α + 1 1 1 α 0 α + 1
α 0 α α α 0 0
α 1 α α + 1 α + 1 1 0
α α α 0 0 α 0
α α + 1 α 1 1 α + 1 0
α 0 α + 1 α α + 1 1 1
α 1 α + 1 α + 1 α 0 1
α α α + 1 0 1 α + 1 1
α α + 1 α + 1 1 0 α 1

α + 1 0 0 α + 1 0 α + 1 α + 1
α + 1 1 0 α 1 α α + 1
α + 1 α 0 1 α 1 α + 1
α + 1 α + 1 0 0 α + 1 0 α + 1
α + 1 0 1 α + 1 1 α α
α + 1 1 1 α 0 α + 1 α
α + 1 α 1 1 α + 1 0 α
α + 1 α + 1 1 0 α 1 α
α + 1 0 α α + 1 α 1 1
α + 1 1 α α α + 1 0 1
α + 1 α α 1 0 α + 1 1
α + 1 α + 1 α 0 1 α 1
α + 1 0 α + 1 α + 1 α + 1 0 0
α + 1 1 α + 1 α α 1 0
α + 1 α α + 1 1 1 α 0
α + 1 α + 1 α + 1 0 0 α + 1 0
0 0 0 0 0 0 0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

Figure 5.5: Subarray of APG(2,4) over F4
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5.5 LFSR Generation

We now present a method to generate the array APG(2,q) for this scheme using m-sequences.
Suppose we wish to share a secret in a domain of size q, where q is a prime power. Let f
be an irreducible monic polynomial of degree 3 and let I ∈ F3

q be a vector of initial values.
We construct our array APG(2,q) using the sub-interval array of the m-sequence S(f, I).
Proposition 5.5.1 gives us that each row of the array can be written as a linear combination
of the őrst three rows, allowing us to use it in our scheme. We note that, due to Theorem
1.2.16, we could also use the matrix A(Gf ) corresponding to S(f, I).

Proposition 5.5.1. Let S(f, I) = (ai) be an m-sequence with primitive polynomial f and
initial values I. Then, for all r ≥ 0 we can őnd x0, x1, x2 ∈ Fq such that for all i,

ai+r = x0ai + x1ai+1 + x2ai+2.

Proof. We use induction on r. If r = 0, then we set x0 = 1, x1 = 0, and x2 = 0 and equality
holds. We do similarly for r = 1 and r = 2, setting x1 = 1 or x2 = 1 with the others being
set to 0.

Let n be an integer. Suppose that for all r ≤ n there exists x0, x1, x2 ∈ Fq such that for all i,

ai+r = x0ai + x1ai+1 + x2ai+2.

We show that there is x′0, x
′
1, x

′
2 ∈ Fq such that for all i,

ai+r+1 = x′0ai + x′1ai+1 + x′2ai+2.

By the deőnition of LFSR sequences,

ai+r+1 = −c0ai+r − c1ai+r−1 − c2ai+r−2.

By our induction hypothesis, there exists y0, y1, y2, z0, z1, z2, w0, w1, w2 ∈ Fq such that

ai+r = y0ai + y1ai+1 + y2ai+2

ai+r−1 = z0ai + z1ai+1 + z2ai+2

ai+r−2 = w0ai + w1ai+1 + w2ai+2.

Substituting these into the deőnition of the LFSR sequence at ai+r+1 then grouping similar
terms, we get that

ai+r+1 = −(c2y0 + c1z0 + c0w0)ai − (c2y1 + c1z1 + c0w1)ai+1 − (c2y2 + c1z2 + c0w2)ai+2.

Setting

x′0 = −(c2y0 + c1z0 + c0w0)

x′1 = −(c2y1 + c1z1 + c0w1)

x′2 = −(c2y2 + c1z2 + c0w2)

we get that ai+r+1 = x′0ai + x′1ai+1 + x′2ai+2.
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5. PROJECTIVE PLANE SECRET SHARING

There are two main advantages of using m-sequences to form our array APG(2,q). Usually,
when we are using this scheme, the dealer needs to store and share all of the vectors in VPG(2,q)

in order to generate the array APG(2,q). When using the sub-interval array of an m-sequence,
we instead only need to store the primitive polynomial f and the initial values I. These
savings become signiőcantly more pronounced as q increases, although there is a tradeoff
due to it being difficult to őnd primitive polynomials for large q. Additionally, by Theorem
1.2.17, the indices in which zeros appear in each row correspond to the indices of the columns
which form linearly dependent sets of size three. This allows us to quickly see which pairs
of participants could possibly be authorized, as we can őnd the indices of the pairs of zeros
in rows that have a zero in the column associated to the secret.

An example of an array resulting from an m-sequence is given in Figure 5.6. In this
example, the m-sequence S(f, I) over F3 is used, where f is the primitive polynomial x3 +
x2+2x+1 and the initial values I are (1, 0, 2). If we used this array in practice, we would only
need to store and share the polynomial f and the initial values I, and we can immediately
see that the following pairs of columns are dependent with the column associated with the
secret (the őrst column), and thus they can be associated to a pair of participants that are
minimally authorized:

{c2, c5}, {c2, c6}, {c5, c6}, {c3, c4}, {c3, c11}, {c4, c11},

{c1, c8}, {c1, c10}, {c8, c10}, {c7, c9}, {c7, c12}, {c9, c12}.

This can possibly reduce the size of the space that we are required to search when we are
trying to őnd an allocation of the participants of an access structure to the columns of the
array. However, we do not explore this as a method in this work.
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⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1 0 2 0 2 2 0 0 1 2 2 2 1
0 2 0 2 2 0 0 1 2 2 2 1 2
2 0 2 2 0 0 1 2 2 2 1 2 0
0 2 2 0 0 1 2 2 2 1 2 0 1
2 2 0 0 1 2 2 2 1 2 0 1 0
2 0 0 1 2 2 2 1 2 0 1 0 1
0 0 1 2 2 2 1 2 0 1 0 1 1
0 1 2 2 2 1 2 0 1 0 1 1 0
1 2 2 2 1 2 0 1 0 1 1 0 0
2 2 2 1 2 0 1 0 1 1 0 0 2
2 2 1 2 0 1 0 1 1 0 0 2 1
2 1 2 0 1 0 1 1 0 0 2 1 1
1 2 0 1 0 1 1 0 0 2 1 1 1
2 0 1 0 1 1 0 0 2 1 1 1 2
0 1 0 1 1 0 0 2 1 1 1 2 1
1 0 1 1 0 0 2 1 1 1 2 1 0
0 1 1 0 0 2 1 1 1 2 1 0 2
1 1 0 0 2 1 1 1 2 1 0 2 0
1 0 0 2 1 1 1 2 1 0 2 0 2
0 0 2 1 1 1 2 1 0 2 0 2 2
0 2 1 1 1 2 1 0 2 0 2 2 0
2 1 1 1 2 1 0 2 0 2 2 0 0
1 1 1 2 1 0 2 0 2 2 0 0 1
1 1 2 1 0 2 0 2 2 0 0 1 2
1 2 1 0 2 0 2 2 0 0 1 2 2
2 1 0 2 0 2 2 0 0 1 2 2 2
0 0 0 0 0 0 0 0 0 0 0 0 0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

Figure 5.6: Example array APG(2,3) from the m-sequence S(x3 + x2 + 2x+ 1, (1, 0, 2))
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Chapter 6

Finding Realizations

In this chapter, we consider some possible methods to őnd if a realization exists for a partic-
ular őnite őeld, in addition to some conditions on the size of őeld required for a given access
structure. In Sections 6.1 and 6.2, we give some different methods to őnd realizations which
use hypergraphs and their incidence graphs. In Section 6.3, we give run time analysis of our
implementations of these different methods. In Section 6.4, we give some possible methods
to identify which access structures are not realizable, as well as which őnite őelds, if any,
a given access structure might be realizable in. Finally, in Section 6.5, we list all access
structures with four, őve, and six participants that are realizable by the projective plane
secret sharing scheme.

All of the algorithms in this chapter were implemented in the programming language
Python using the Galois library to manage operations over őnite őelds and the NetworkX
library to manage graphs. All python code we used is posted online at https://github.

com/mulloyj/mulloyj_masters.

6.1 Using Hypergraphs

Recall from Section 1.2.5 that hypergraphs are a generalization of graphs allowing edges
to contain any number of vertices. We begin by presenting an algorithm for őnding an
allocation of the participants of an access structure to the columns of the array APG(2,q) for
some q. To do this, we create two hypergraphs, hypergraph HΓ corresponding to the access
structure, and hypergraph Aq corresponding to APG(2,q). We then identify if there exists an
isomorphism mapping HΓ to an induced subhypergraph of Aq. The corresponding induced
subhypergraph isomorphism is then used to assign the participants to columns of APG(2,q).
We present two algorithms, one that constructs hypergraphs from the access structure itself
and one that constructs hypergraphs from the required linear independence properties of the
access structure. The method using linear independence is based on the work of Lopes de
Souza [12], while the method based on the access structure is őrst proposed here.
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6.1. USING HYPERGRAPHS

6.1.1 Hypergraphs from the Access Structure

We begin by deőning a method to construct a hypergraph J (Γ) from an arbitrary access
structure Γ.

Deőnition 6.1.1. Let Γ be an access structure. We construct a hypergraph J (Γ) associated
to Γ with vertex set {p1, . . . , pn}, and such that {pi1 , . . . , piℓ} in E(J (Γ)) if and only if
{pi1 , . . . , piℓ} is a minimally authorized set in Γ.

An example hypergraph associated to the access structure Γ1 with minimally authorized
sets minΓ1 = {{p1, p2}, {p3, p4}, {p1, p3, p5}, {p2, p4, p5}} is presented in Figure 6.1.

p1

p2

p3

p4

p5

Figure 6.1: Hypergraph J (Γ1)

Next, we show how we can construct an access structure ΓFq
from PG(2, q). Considering

the őrst column c0 of APG(2,q) to be the column associated with the secret and the remaining
q2+ q columns to be the participants, we deőne the minimally authorized sets to be the sets
of columns that meet the conditions given in Deőnition 5.1.1. So, a pair of participants is
minimally authorized in ΓFq

if their corresponding columns are linearly dependent with c0
and a triple of participants is minimally authorized in ΓFq

if their corresponding columns are
linearly independent and no pair of them is minimally authorized. In the case of q = 2 with
the same ordering of columns as given in Figure 5.2, we get an access structure ΓF2

with six
participants c1, . . . , c6 and minimally authorized sets

minΓF2
= {{c1, c3}, {c2, c6}, {c4, c5}, {c1, c2, c5}, {c1, c4, c6}, {c2, c3, c4}, {c3, c5, c6}}.

Proposition 6.1.2 shows that an allocation of the participants of Γ to the columns of
APG(2,q) that meets the conditions of Deőnition 5.1.1 corresponds to an induced subhyper-
graph isomorphism from J (Γ) to J (ΓFq

).

Proposition 6.1.2. Let Γ be an access structure, and let Fq be a őnite őeld. Suppose
HΓ = J (Γ) and Aq = J (ΓFq

) are the hypergraphs obtained from Γ and ΓFq
using Deőni-

tion 6.1.1. Then, an allocation of the participants of Γ to the columns of APG(2,q) which
meets the conditions of Deőnition 5.1.1 exists if and only if HΓ is isomorphic to an induced
subhypergraph of Aq.

Proof. Suppose φ : {p1, . . . , pn} → {c1, . . . , cq2+q} is an injective function. Then the result
follows from the following chain of equivalences:
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φ corresponds to an allocation of the participants of Γ to the columns of APG(2,q) which
meets the conditions of Deőnition 5.1.1.

⇕

φ maps the participants of the minimally qualiőed sets of Γ to columns of APG(2,q) such that
a set {pi, pj} is minimally authorized if and only if {c0, φ(pi), φ(pj)} is a linearly dependent

set and a set {pi, pj, pk} is minimally authorized if and only if {φ(pi), φ(pj), φ(pk)} is
linearly independent and no pair from among them is minimally authorized. (These
conditions correspond to {ci, cj} and {ci, cj, ck} being minimally authorized in ΓFq

.)

⇕

The image of φ corresponds to a copy of Γ as a substructure of the access structure ΓFq
.

⇕

φ is an isomorphism between HΓ and an induced subhypergraph of Aq.

6.1.2 Hypergraphs from Linear Independence

The second method we use to associate the access structure to a hypergraph uses the required
linear dependence properties of the columns to be associated to the participants from Γ using
Deőnition 5.1.1. Deőne the hypergraph R(Γ) with its vertex set being the set of participants
p1, . . . , pn, as well as an additional dealer participant p0, with hyperedges {pi1 , pi2 , pi3} if and
only if the columns corresponding to pi1 , pi2 , pi3 are linearly independent by Deőnition 5.1.1.
This is a change to the method of Lopes de Souza [12], where all hyperedges of size two
were included to indicate that columns corresponding to pairs of participants are linearly
independent. We show in 6.1.3 that this change does not effect the ability of the method to
őnd allocations of participants to columns. For example, the access structure Γ2 with four
participants and minimally authorized sets minΓ2 = {{p1, p2}, {p1, p3, p4}} corresponds to
the hypergraph R(Γ) with vertex set V = {p0, p1, p2, p3, p4} and hyperedges

E = {{p0, p1, p3}, {p0, p1, p4}, {p0, p2, p3}, {p0, p2, p4}, {p0, p3, p4}, {p1, p2, p3}, {p1, p2, p4}, {p1, p3, p4}}.

The hyperedges in E correspond to sets of participants whose vectors must be linearly
independent.

Next, we construct the hypergraph R(APG(2,q)) from APG(2,q) in a similar way. The
vertex set of R(APG(2,q)) is the set of columns of VPG(2,q), {c0, . . . , cq2+q} and a hyperedge
{ci1 , ci2 , ci3} exists if and only if {ci1 , ci2 , ci3} is a linearly independent set in APG(2,q). We
now give the analogue of Proposition 6.1.2 using the linear independence method.

Proposition 6.1.3. Let Γ be an access structure and Fq be a őnite őeld. SupposeHΓ = R(Γ)
and Aq = R(APG(2,q)) are the hypergraphs obtained from Γ and APG(2,q) using the linear
independence method. Then, an allocation of the participants of Γ to the columns of APG(2,q)

exists if and only if HΓ is isomorphic to an induced subhypergraph of Aq by a mapping that
sends p0 ∈ V (HΓ) to c0 ∈ V (Aq).
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Proof. Suppose φ : {p0, p1, . . . , pn} → {v0, c1, . . . , cq2+q} is an injective function. Then the
result follows from the following chain of equivalences:

φ corresponds to an allocation of the participants of Γ to the columns of APG(2,q).

⇕

φ maps the participants of Γ to columns of APG(2,q) that meet the conditions of Deőnition
5.1.1.

⇕

Minimally qualiőed sets of the form {pi, pj} are mapped to columns sets of columns
{φ(pi), φ(pj)} of APG(2,q) which form a linearly dependent set with c0 and minimally

qualiőed sets of the form {pi, pj, pk} are mapped to sets of columns {φ(pi), φ(pj), φ(pk)} of
APG(2,q) which form a linearly independent set of size three. (These conditions correspond

to {ci, cj} and {ci, cj, ck} being minimally authorized in ΓFq
.)

⇕

The image of φ corresponds to columns of APG(2,q) that have the same linear dependence
and linear independence requirements as Γ.

⇕

φ is an isomorphism between HΓ and an induced subhypergraph of Aq.

6.2 Converting Subhypergraph Isomorphism

Since software to solve the subgraph isomorphism problem is more readily available than
its hypergraph counterpart, we convert our hypergraphs into their incidence graphs, then
use those to őnd our subgraph isomorphisms. The incidence graphs for the hypergraphs
resulting from the access structures Γ1 and Γ2 from the previous two sections are given in
Figure 6.2.

Recall from Section 1.2.5 that the size-coloured incidence graph of a hypergraph H,
IGs(H), is the coloured graph (IG(H), π+) with π+ = (V1, V

1
2 , . . . , V

n
2 ) where V i

2 = {e ∈
E(H) : |e| = i}, 1 ≤ i ≤ n. In order to convert the subgraph isomorphism problem to the
subhypergraph isomorphism problem, we need to use the size-coloured incidence graph. The
reason for this is that we need a way to force the isomorphism to map vertices corresponding
to hyperedges to those of the same size. We show that we can use subgraph isomorphism to
solve the subhypergraph isomorphism problem in Proposition 6.2.1.

Proposition 6.2.1. Let H1 and H2 be hypergraphs. Then, H1 is isomorphic to a subhy-
pergraph H′

2 of H2 if and only if IGs(H1) is isomorphic to a subgraph G of IGs(H2).
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p1

p2

p3

p4

p5

{p1, p2}

{p3, p4}

{p1, p3, p5}

{p2, p4, p5}

(a) IG(J (Γ1))

p0

p1

p2

p3

p4

{p0, p1, p3}

{p0, p1, p4}

{p0, p2, p3}

{p0, p2, p4}

{p0, p3, p4}

{p1, p2, p3}

{p1, p2, p4}

{p1, p3, p4}

(b) IG(R(Γ2))

Figure 6.2: Incidence graphs for J (Γ1) and R(Γ2)

Proof. Suppose H1 = (V1, E1) and H2 = (V2, E2) are hypergraphs with ranks r(H1)
and r(H2). Let r = max{r(H1), r(H2)}. Let IGs(H1) = (IG(H1), π1) and IGs(H2) =
(IG(H2), π2) be the size-coloured incidence graphs of H1 and H2 respectively, with colour-
ings π1 = (V1, E

1
1 , . . . , E

r
1) and π2 = (V2, E

1
2 , . . . , E

r
2), where some colour classes are possibly

empty.

( =⇒ ) Suppose φ : V1 → V2 is an isomorphism mapping H1 to a subhypergraph H′
2 =

(V ′
2 , E

′
2) of H2. Deőne ψ : V1 ∪ E1 → V ′

2 ∪ E
′
2 such that

{︄
ψ(v) = φ(v), v ∈ V1
ψ({v1, . . . , vℓ}) = {φ(v1), . . . , φ(vℓ)}, {v1, . . . , vℓ} ∈ E1.

Since {v, e} ∈ E(IGs(H1)) if and only if v ∈ e, we have that ψ(v) ∈ ψ(e). So {v, e} ∈
E(IG(H1)) if and only if {ψ(v), ψ(e)} ∈ IG(H2), and thereforee IG(H1) is isomorphic to
IG(H2). By construction, we have that for e ∈ Ei

1, π1(e) = π2(ψ(e)), as ψ maps sets of
size i in E1 to sets of size i in E ′

2. So ψ is an isomorphism from IGs(H1) to a subgraph of
IGs(H2)[V

′
2 ∪ E

′
2].

(⇐= ) Suppose ψ : V1∪E1 → V2∪E2 is an isomorphism from IGs(H1) to a subgraph (G, π′
2)

of IGs(H2), where π′
2 is the same colouring as π2 restricted to the vertices of G. Then for

e ∈ Ei
1, we have that

π1(e) = π2(ψ(e))

and so ψ maps sets of size i in E1 to sets of size i in E ′
2. Since ψ is an isomorphism, we have

that
{v, e} ∈ E(IGc(H1))⇐⇒ {ψ(v), ψ(e)} ∈ E(G),

and from this we conclude that

v ∈ e⇐⇒ ψ(v) ∈ ψ(e).

Combining these results, we have that {v1, . . . , vℓ} ∈ E1 if and only if ψ({v1, . . . , vℓ}) =
{ψ(v1), . . . , ψ(vℓ)} ∈ E ′

2. This is the condition for H1 to be isomorphic to the subhypergraph
H′

2 = (V ′
2 , E

′
2) of H2.
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6.2. CONVERTING SUBHYPERGRAPH ISOMORPHISM

We now deőne the size-coloured complete incidence graph which we will use to compute
induced subhypergraph isomorphisms. Let H = (V,E) be a hypergraph with rank r and
size-coloured incidence graph IGs(H), where IGs(H) is coloured by π = (V,E1, . . . , Er).
Deőne the set V ′ = V ∪

(︁
V

1

)︁
∪ · · · ∪

(︁
V

r

)︁
, as well as sets F i = {e ̸∈ E(H) : |e| = i} for

i = 1, . . . , r. Let π′ = (V,E1, . . . , Er, F 1, . . . , F r). The size-coloured complete incidence
graph of H, denoted IG+(H) is the coloured bipartite graph (G[V,

(︁
V

1

)︁
∪ · · · ∪

(︁
V

r

)︁
], π′), such

that for v ∈ V and e ∈
(︁
V

1

)︁
∪ · · · ∪

(︁
V

r

)︁
, {v, e} ∈ E(IG+(H)) if and only if v ∈ e. We show

in Proposition 6.2.2 that we can use the size-coloured complete incidence graph to convert
induced subhypergraph isomorphisms into subgraph isomorphisms.

Proposition 6.2.2. Let H1 and H2 be hypergraphs. Then, H1 is isomorphic to an induced
subhypergraph of H2 if and only if IG+(H1) is isomorphic to a subgraph of IG+(H2).

Proof. Suppose H1 = (V1, E1) and H2 = (V2, E2) are hypergraphs with induced incidence
graphs IG+(H1) and IG+(H2), which are coloured by π′

1 = (V1, E
1
1 , . . . , E

k
1 , F

1
1 , . . . , F

k
1 ) and

π′
2 = (V2, E

1
2 , . . . , E

n
2 , F

1
2 , . . . , F

n
2 ).

( =⇒ ) Suppose φ is an isomorphism from H1 to an induced subhypergraph H′
2 = (V ′

2 , E
′
2)

of H2. Since H′
2 is an induced subhypergraph, we have that it contains all of the edges of

H2 over the vertices in V ′
2 . Deőne ψ : V1 ∪ E1 → V ′

2 ∪ E
′
2 such that

{︄
ψ(v) = φ(v), v ∈ V1
ψ({v1, . . . , vℓ}) = {φ(v1), . . . , φ(vℓ)}, {v1, . . . , vℓ} ∈ E1 ∪ F1.

By the construction of the induced incidence graph, we have that

{v1, . . . , vℓ} ̸∈ E1 ⇐⇒ {v1, . . . , vℓ} ∈ F
ℓ
1 .

Since φ is an isomorphism from H1 to H′
2 and H′

2 is an induced subgraph of H2, we addi-
tionally have that

{v1, . . . , vℓ} ̸∈ E1 ⇐⇒ {φ(v1), . . . , φ(vℓ)} ̸∈ E
′
2 ⇐⇒ {φ(v1), . . . , φ(vℓ)} ∈ F

ℓ
2 .

Combining these results we see that

{v1, . . . , vℓ} ∈ F
ℓ
1 ⇐⇒ ψ({v1, . . . , vℓ}) = {φ(v1), . . . , φ(vℓ)} ∈ F

ℓ
2 ,

so ψ will preserve colours and for any i, f ∈ F i
1, and v ∈ f ,

{v, f} ∈ E(IG+(H1))⇐⇒ {ψ(v), ψ(f)} ∈ E(IG
+(H′

2)).

By the same argument as was used in Proposition 6.2.1, for any i, e ∈ Ei
1, and v ∈ e,

{v, e} ∈ E(IG+(H1))⇐⇒ {ψ(v), ψ(e)} ∈ E(IG
+(H′

2)).

So ψ is an isomorphism from IG+(H1) to the, not necessarily induced, subgraph IG+(H′
2) of

IG+(H2).
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(⇐= ) Suppose ψ is an isomorphism from IG+(H1) to a subgraph (G, π′
2) of IG+(H2), where

π′
2 is the same colouring as π2 restricted to the vertices of G. We claim that H1 is isomorphic

to the induced subhypergraph H2[V (G)] of H2.

Since ψ is an ismorphism of coloured graphs, we have that for π′
1(f) = π′

2(ϕ(f)) for all
f ∈ F1. So we have that f ∈ F i

1 is mapped to ψ(f) ∈ F i
2. In other words, f ̸∈ E1 if and

only if ψ(f) ̸∈ E ′
2. But, since IG+(H1) contains all of the possible hyperedges of H1, G must

as well, so we have that f ̸∈ E1 if and only if ψ(f) ̸∈ E2. The fact that H2[V (G)] is an
induced subhypergraph of H2 that is isomorphic to H1 follows from this result and the same
argument as was used in Proposition 6.2.1.

We now present two procedures to őnd allocations of participants to columns of APG(2,q);
one using the size-coloured incidence graph, and one using the size-coloured complete inci-
dence graph. To compute subgraph isomorphisms we use the łsubgraph_is_isomorphicž
method of the łGraphMatcherž class in the Python library networkX.

6.2.1 Hybrid Procedure to őnd a Realization

The őrst procedure we consider uses the size-coloured incidence graphs to őnd candidate
subgraph isomorphisms, which are then veriőed to see if they result in an induced subhyper-
graph. For this reason we refer to this procedure as the hybrid procedure.

If we are using the access structure construction of our hypergraphs, then we decide
whether an allocation exists in APG(2,q) by computing whether J (Γ) is isomorphic to an
induced subhypergraph of J (ΓFq

). We do this in the hybrid method by looping through all
subgraphs of IGs(J (ΓFq

)) which are isomorphic to IGs(J (Γ)) until we őnd one which has
the property that all of the sets of participants of size two or three that are supposed to be
unauthorized in Γ remain unauthorized under the mapping into ΓFq

. The graph IGs(J (Γ1))
for our previous example is given in Figure 6.3, with the participants coloured red, the
authorized sets of size two coloured green, and the authorized sets of size three coloured
blue.

p1

p2

p3

p4

p5

{p1, p2}

{p3, p4}

{p1, p3, p5}

{p2, p4, p5}

Figure 6.3: Final graph IGs(J (Γ)) used to őnd mapping of participants to columns for Γ1

with the hybrid method
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6.2. CONVERTING SUBHYPERGRAPH ISOMORPHISM

If we are using the linear independence construction of our hypergraphs, then we com-
pute whether an allocation exists in APG(2,q) by computing whether R(Γ) is isomorphic to an
induced subhypergraph of R(APG(2,q)). We do this in the hybrid method by looping through
all subgraphs of IGs(R(APG(2,q))) which are isomorphic to IGs(R(Γ)) until we őnd one (if
it exists) that has the property that all of the sets of three columns which are linearly de-
pendent by Deőnition 5.1.1 remain dependent when mapping into APG(2,q). When using the
linear independence, we additionally include the requirement that the vertex p0 in R(Γ) is
mapped to the vertex c0 in R(APG(2,q)) in order to have the őrst column always be allocated
to the dealer. We do this by adding an extra colour class to each of R(Γ) and R(APG(2,q))
that contains only the vertex p0 or c0, respectively. The graph IGs(R(Γ2)) for our previous
example is given in Figure 6.4 with p0 coloured purple, the participants coloured red, and
the linearly independent sets coloured blue.

p0

p1

p2

p3

p4

{p0, p1, p3}

{p0, p1, p4}

{p0, p2, p3}

{p0, p2, p4}

{p0, p3, p4}

{p1, p2, p3}

{p1, p2, p4}

{p1, p3, p4}

Figure 6.4: Final graph IGs(R(Γ)) used to őnd mapping of participants to columns for Γ2

with the hybrid method

In summary, the hybrid procedure to őnd if a realization exists for some choice of Fq

is as follows:

1. Construct the hypergraph HΓ, where HΓ = J (Γ) if we are using the access structure
or HΓ = R(Γ) if we are using the linear independence.

2. Construct the hypergraph Aq, where Aq = J (ΓFq
) if we are using the access structure

or Aq = R(APG(2,q)) if we are using the linear independence.

3. Generate the size-coloured incidence graphs IGs(HΓ) and IGs(Aq).

4. Loop through all isomorphisms φ from IGs(HΓ) to a subgraph of IGs(Aq)

(a) If such an isomorphism φ exists, verify if it corresponds to an induced subhyper-
graph. If it does, return it as the allocation of participants to columns of APG(2,q).
Otherwise, continue looping.

(b) If no such isomorphism to a subgraph exists, return that there is no mapping.
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6.2.2 Graph Procedure to őnd a Realization

The second procedure we consider uses the size-coloured complete incidence graphs to őnd
induced subhypergraph isomorphisms. Since any subgraph isomorphism that we őnd using
this procedure will not need an additional veriőcation step at the end of the procedure, as
was required in the hybrid variant, we simply refer to this method as the graph procedure.

If we are using the access structure construction of our hypergraphs, then we use the
size-coloured complete incidence graphs IG+(J (Γ)) and IG+(J (ΓFq

)). By Proposition 6.2.2,
J (Γ) is isomorphic to an induced subhypergraph of J (ΓFq

) if and only if IG+(J (Γ)) is
isomorphic to a subgraph of IG+(J (ΓFq

)). We can simplify the requirements of this mapping
in the following three rules:

1. Participants in IG+(J (Γ)) are mapped to columns in IG+(J (ΓFq
)).

2. Authorized sets of size i in IG+(J (Γ)) are mapped to authorized sets of size i in
IG+(J (ΓFq

)), where i = 2, 3.

3. Unauthorized sets of size i in IG+(J (Γ)) are mapped to unauthorized sets of size i in
IG+(J (ΓFq

)), where i = 2, 3.

Due to the nature of these requirements, we can simplify the size-coloured complete inci-
dence graphs IG+(J (Γ)) and IG+(J (ΓFq

)). We do this by removing any authorized sets of
size three which are included as vertices in the incidence graphs that are not minimally au-
thorized, as the minimally qualiőed pair which makes the triple authorized already encodes
the required information in the graph. The variant of IG+(J (Γ)) that we use is exempliőed
in Figure 6.5 with the participants coloured red, the minimally authorized sets of size two
coloured green, the minimally authorized sets of size three coloured blue, the unauthorized
sets of size two coloured orange, and the unauthorized sets of size three coloured purple.

If we are using the access structure construction of our hypergraphs, then we use the
size-coloured complete incidence graphs IG+(J (Γ)) and IG+(J (ΓFq

)). By Proposition 6.2.2,
J (Γ) is isomorphic to an induced subhypergraph of J (ΓFq

) if and only if IG+(J (Γ)) is
isomorphic to a subgraph of IG+(J (ΓFq

)).

If we are using the linear independence construction for our hypergraphs, then we use
the size-coloured complete incidence graphs IG+(R(Γ)) and IG+R(APG(2,q)). By Proposi-
tion 6.2.2, R(Γ) is isomorphic to an induced subhypergraph of R(APG(2,q)) if and only if
IG+(R(Γ)) is isomorphic to a subgraph of IG+(R(APG(2,q))). Unlike in the case where the
graphs were constructed using the access structure, we can not simplify our graph as we need
the information of whether each triple of columns is linearly independent or linearly depen-
dent. However, we do add the requirement that p0 in R(Γ) is mapped to c0 in R(APG(2,q))
by colouring them differently from the other participants. The variant of IG+(J (Γ)) that
we use is exempliőed in Figure 6.6 with the participants coloured red, the authorized sets
of size two coloured green, the authorized sets of size three coloured blue, the unauthorized
sets of size two coloured orange, and the unauthorized sets of size three coloured purple.

In summary, the graph procedure to őnd if a realization exists for some choice of Fq

is as follows:
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p1

p2

p3

p4

p5

{p1, p2}

{p3, p4}

{p1, p3}

{p1, p4}

{p1, p5}

{p2, p3}

{p2, p4}

{p2, p5}

{p3, p5}

{p4, p5}

{p1, p3, p5}

{p2, p4, p5}

{p1, p4, p5}

{p2, p3, p5}

Figure 6.5: Graph for Γ1 with the minimally authorized sets and all unauthorized sets of
size two or three

1. Construct the hypergraph HΓ, where HΓ = J (Γ) if we are using the access structure
or HΓ = R(Γ) if we are using the linear independence.

2. Construct the hypergraph Aq, where Aq = J (ΓFq
) if we are using the access structure

or Aq = R(APG(2,q)) if we are using the linear independence.

3. Generate the size-coloured complete incidence graphs IG+(HΓ) and IG+(Aq), with the
simpliőcations explained in this section.

4. Find if there exists an isomorphism φ from IG+(HΓ) to a subgraph of IG+(Aq).

(a) If such an isomorphism φ exists, return it as the allocation of participants to
columns of APG(2,q).

(b) If no such isomorphism exists, return that there is no mapping.

6.3 Comparing the Hypergraph Construction Methods

We now compare the access structure and linear independence methods to construct our
graphs for four small access structures. We begin with the access structure Γ1 on őve
participants, which has minimally qualiőed sets

minΓ1 = {{p1, p2}, {p3, p4}, {p1, p3, p5}, {p2, p4, p5}, {p1, p4, p5}}.
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p0

p1

p2

p3

p4

{p0, p1, p3}

{p0, p1, p4}

{p0, p2, p3}

{p0, p2, p4}

{p0, p3, p4}

{p1, p2, p3}

{p1, p2, p4}

{p1, p3, p4}

{p0, p1, p2}

{p2, p3, p4}

Figure 6.6: Graph for Γ2 with its requisite linearly dependent and linearly independent sets

Next, we consider Γ2 also with őve participants, which is similar to Γ1. The minimally
qualiőed sets of Γ2 are the same as those of Γ1 with the addition of {p2, p3, p5}. So,

minΓ2 = {{p1, p2}, {p3, p4}, {p1, p3, p5}, {p2, p4, p5}, {p1, p4, p5}, {p2, p3, p5}}.

We then consider two different access structures that give rise to larger graphs, again both
with őve participants. The őrst of these is Γ3 which has minimally qualiőed sets

minΓ3 = {{p1, p2}, {p1, p3}, {p2, p3}, {p1, p4, p5}, {p2, p4, p5}, {p3, p4, p5}}.

Finally, we consider Γ4 whose minimally qualiőed sets are those of the (3, 5)-threshold access
structure with {p3, p4, p5} removed. So,

minΓ4 = {{p1, p2, p3}, {p1, p2, p4}, {p1, p2, p5}, {p1, p3, p4}, {p1, p3, p5},

{p1, p4, p5}, {p2, p3, p4}, {p2, p3, p5}, {p2, p4, p5}}.

We compare the running time of our methods for these structures in Table 6.1 and Table
6.2. In Table 6.1 we use the graph method to check for isomorphism and in Table 6.2 we
use the hybrid method. In both of these tables, the őrst column (Γ) and second column (q)
correspond to an access structure and a possible choice of q to realize that access structure.
The next two columns (AS Setup, AS Realization) contain the CPU time required by the
implementation to construct the hypergraphs and then to őnd if a subgraph isomorphism
exists for the method using the access structure, respectively. The following two columns
(LI Setup, LI Realization) contain the same information for the linear independence method.
The őnal column (S/F) is ’success’ if a realization exists for that choice of q with the access
structure, and is ’fail’ if one does not. In both of these tables, a runtime of 0ns is included
if the program ran quicker than our implementation in Python was capable of measuring.

In Table 6.1 we see that the CPU time spent setting up the graphs is about the same
regardless of whether the graphs were constructed from the access structures or linear in-
dependence. Additionally, we see that in all cases the access structure method identiőes if
a realization exists, and őnds one if it does, quicker than the linear independence method.
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Γ q AS Setup AS Realization LI Setup LI Realization S/F

Γ1 2 1.33s 0ns 1.44s 281ms fail
Γ1 3 2.38s 0ns 2.11s 734ms success

Γ2 2 1.56s 15.6ms 1.45s 266ms fail
Γ2 3 1.86s 3.11s 2.06s 3m 2s fail
Γ2 4 2.8s 31.2ms 2.67s 406ms success

Γ3 2 1.64s 0ns 1.34s 156ms fail
Γ3 3 1.75s 1.16s 1.91s 2m 17s fail
Γ3 4 2.81s 15.6ms 2.55s 4.77s success

Γ4 2 1.45s 31.2ms 1.53s 109ms fail
Γ4 3 2.08s 3.69s 2.06s 1m 56s fail
Γ4 4 2.83s 12m 25s 2.48s 3h 16m 38s fail
Γ4 5 6.52s 141ms 5.28s 594ms success

Table 6.1: Runtime of graph method

The most pronounced of these differences is when considering q = 4 with Γ4. In this case,
the access structure method identiőes that a realization does not exist in 12 minutes 25
seconds, whereas the linear independence method requires 3 hours 16 minutes 38 seconds to
identify the same thing, an improvement of about 94%. When we use the Γ4 as our access
structure with q = 4 and construct the graphs using the access structure method, we have
that IG+(J (Γ4)) has 25 vertices and 50 edges, and IG+(J (ΓF4

)) has 850 vertices and 2300
edges. On the other hand, constructing the graphs using the linear independence method
results in a graph IG+(R(Γ4)) with 26 vertices and 60 edges, and a graph IG+(R(APG(2,4)))
with 1351 vertices and 3990 edges. Sizes of graphs for all cases are given in Table 6.3. This
difference in sizes is likely what leads to the difference in runtimes. We now consider the
same access structures using the hybrid method in Table 6.2.

Γ q AS Setup AS Realization LI Setup LI Realization S/F
Γ1 2 672ms 0ns 719ms 234ms fail
Γ1 3 953ms 0ns 641ms 562ms success

Γ2 2 719ms 0ns 938ms 234ms fail
Γ2 3 1.8s 31.2ms 953ms 2m 34s fail
Γ2 4 1.02s 15.6ms 1000ms 344ms success

Γ3 2 719ms 0ns 797ms 156ms fail
Γ3 3 672ms 672ms 797ms 1m 49s fail
Γ3 4 1000ms 0ns 1030ms 4.31s success

Γ4 2 781ms 0ns 672ms 109ms fail
Γ4 3 781ms 2.11s 859ms 1m 46s fail
Γ4 4 1080ms 7m 35s 922ms 2h 55m 12s fail
Γ4 5 1560ms 109ms 1920ms 656ms success

Table 6.2: Runtime of hybrid method
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In Table 6.2 we see similar results to those of Table 6.1. Again, we see that the setup
times are comparable in all cases. Additionally, the access structure method uses less com-
putational resources to őnd if a realization exists than the linear independence method in
all tested cases. This difference is again largest in the case where q = 4 with the access
structure Γ4. In this case, the access structure method identiőes that no realization exits in
7 minutes 35 seconds, whereas the linear independence method requires 2 hours 55 minutes
12 seconds, an improvement of about 96%. We can see the reason for this difference in the
sizes of the graphs. When we use the access structure method with Γ4 and q = 4, the graph
IGs(J (Γ4)) has 14 vertices and 27 edges and the graph IGs(J (ΓF4

)) has 530 vertices and
1500 edges. On the other hand, when we use the linear independence method, the graph
IGs(R(Γ4)) has 25 vertices and 57 edges and the graph IGs(R(APG(2,4))) has 1141 vertices
and 3360 edges.

6.3.1 Conclusions from Experiments

We now compare the runtimes of the hybrid and graph methods using the data from Tables
6.1 and 6.2. We see that the hybrid method takes the same amount of time or is quicker
than the graph method in all cases except for the case where q = 5 with Γ4. The differences
in runtimes however is much less than the difference between the different methods used to
construct the graphs. We see that creating the graphs using the access structure with the
hybrid method is the quickest, followed by creating the graphs with the access structure and
using the graph method. We found that the slowest method is when we form the graphs
using the linear independence properties and use the graph method.

The most likely reason for this discrepancy is the size of the graphs used. We present
the different sizes of graphs from the methods in Table 6.3. In this table, the őrst column
represents the access structure being considered, which is then followed by the number of
vertices and edges in the corresponding graphs when using the access structure with the hy-
brid method (Hybrid AS), the linear independence method with the hybrid method (Hybrid
LI), the access structure with the graph method (Graph AS), and the linear independence
method with the graph method (Graph LI). We see that forming the graphs using the ac-
cess structure results in a smaller graph, irrespective of if we are using the hybrid or graph
method.

We see in Table 6.3 that the quickest methods are those that use smaller graphs. We see
that the sizes of the graphs are not the same between Γ1, Γ2, Γ3, and Γ4 when using either
construction with the hybrid method or when using the access structure construction with
the graph method. However, we see that when we use the linear independence construction
with the graph method, the graph always has the same number of vertices and edges. This
happens because the number of participants is consistent between the four access structures,
and the linear dependence method with the graph method includes every participant and all
triples of participants.

From these results it would seem that using the access structures to construct our
hypergraphs is quicker regardless of whether the graph or hybrid method is used. This
construction keeps the size of the graphs small, with the hybrid method being slightly faster
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Hybrid AS Hybrid LI Graph AS Graph LI
Γ Vertices Edges Vertices Edges Vertices Edges Vertices Edges

Γ1 10 13 23 51 19 32 26 60
Γ2 11 16 24 54 19 32 26 60
Γ3 11 15 22 48 18 29 26 60
Γ4 14 27 25 57 25 50 26 60

ΓF2
13 18 35 84 29 54 42 105

ΓF3
96 240 247 702 186 456 299 858

ΓF4
530 1500 1141 3360 850 2300 1351 3990

ΓF5
2090 6120 3906 11625 2965 8370 4526 13485

ΓF7
16688 49728 26125 78204 20804 60704 29317 87780

Table 6.3: Graph size comparison between methods

in our experiments. Due to computational resources available to us, we were not able to do
these experiments with larger structures. It is therefore possible that when the structure
becomes larger, the graph method eclipses the hybrid method as the quicker of the two
methods, as it is simply looking directly for the induced isomorphism, rather than checking
each isomorphism candidate to verify if it is induced.

6.4 Unrealizable Access Structures

It is possible that a realization does not exist for any choice of q for a given access structure.
This happens due to the matroids not being representable over a vector space of dimension
three. In this case, we will not be able to identify when to stop using our subhypergraph
isomorphism algorithm, as we could just keep trying different values of q. In this section, we
explore methods to őnd if an access structure is not realizable.

6.4.1 Failing D1 and D2 Conditions

Suppose Γ is an access structure that we would like to know whether it may be realizable
for any q. Recall from Section 4.3.2, that D1(Γ) is the family of all maximally unqualiőed
subsets of Γ, while D2(Γ) is the family of maximal subsets X of Γ such that X is a (2, |X|)-
threshold access structure. By Theorem 4.3.2, if D1(Γ) contains two sets that intersect in
more than one element, or D2(Γ) contains two sets that intersect, then Γ is not the port of a
any matroid with rank-3, and thus it is not realizable by the projective plane secret sharing
scheme.

We begin by considering the D1 condition. Given an access structure Γ with n partic-
ipants, we believe the problem of verifying if Γ meets the D1 condition to be quite hard to
solve. This is due to the inconsistent nature of the sizes of the subsets in D1. Even though
there are very strict conditions on the sizes of the minimally qualiőed sets of Γ, the subsets

73



6. FINDING REALIZATIONS

in D1 can have any size from 1 to n− 1. Because of this, it seems that we need to traverse a
large portion of the power set of the set of participants in order to őnd the largest sets that
are unauthorized. A visualization of this process for the access structure ΓD1

with minimally
qualiőed sets

minΓD1
= {{p1, p2, p3}, {p1, p2, p4}, {p1, p2, p5}, {p1, p3, p4}, {p1, p3, p5}, {p1, p4, p5}}

is presented in Figure 6.7. In order to simplify the picture, we represent sets of participants
by concatenating the indices of their participants. For example, we use 12 to represent the
set {p1, p2}. In this graph, each level represents a subset Si of the power set of {1, . . . , n},
such that each set has i participants in it. An edge connects two sets if the lower is a subset
of the higher. This is the Hasse diagram of the power set, partially ordered by set inclusion.
We have included the access structure ΓD1

, with the authorized sets being green, and the
unauthorized being red. The minimally authorized sets and the maximally unauthorized
sets are underlined in the graph.

12345

1234 1235 1245 1345 2345

123 124 125 134 135 145 234 235 245 345

12 13 14 15 23 24 25 34 35 45

1 2 3 4 5

∅

Figure 6.7: Visualization of the access structure ΓD1
with D1(ΓD1

)

In Algorithm 1 we give a backtracking algorithm that computes D1(Γ) for any access
structure Γ. The computational complexity of this algorithm is exponential, although it is
more efficient than using brute force. The algorithm computes D1(Γ) recursively, starting
from ∅ and progressing through the graph. The backtracking tree root is the empty set.
The children of a set in the backtracking tree are their supersets obtained by adding a larger
element than its largest element. In Figure 6.7 the edges of the backtracking tree are marked
in bold. Each time we reach a new set in the graph, we verify whether any of its children that
have not already been checked are unauthorized. If any are unauthorized, then we continue
on that path. Once we reach a node whose children are all authorized, we verify if any of its
supersets that are not children are also authorized, returning that node as a set in D1 if all
of them are.
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Algorithm 1 őndD1 Pseudocode
Input: Access structure Γ with participants labelled 1, . . . , p, empty array A
Output: Computes D1(Γ), the set of maximally unqualiőed sets

1: function findD1(Γ, D1, A)
2: n← p, max← maxA, ok ← true
3: for x ∈ {max+1, . . . , n} do ▷ Children are supersets with a new largest element
4: if A+ [x] is not authorized in Γ then

5: őndD1(Γ, A+ [x])
6: ok ← false ▷ A is unqualiőed but not maximally
7: end if

8: end for

9: if ok == true then ▷ If all kids are authorized
10: for x ∈ {1, . . . ,max−1} \ A do ▷ Check if another superset is unauthorized
11: if A+ [x] is not authorized in Γ then

12: return

13: end if

14: end for

15: D1 ← D1 ∪ {A} ▷ If here, all supersets are authorized
16: end if

17: return

18: end function

On the other hand, we give a procedure that checks the D2 condition quickly using
connected components of graphs. Given an access structure Γ, we begin by constructing a
graph GD2

(Γ) from the minimally authorized sets of size two. The vertices of GD2
(Γ) are all

of the participants that are part of at least one minimally authorized set of size two. There
exists an edge between two participants if and only if they belong to a minimally authorized
set of size two. The following proposition connects GD2

(Γ) to the D2 condition.

Proposition 6.4.1. Let Γ be an access structure. Then, Γ meets the D2 condition if and
only if the connected components of GD2

(Γ) are all complete graphs.

Proof. ( =⇒ ) Suppose that Γ meets the D2 condition. Then, for any two sets X1, X2 ∈
D2(Γ), X1∩X2 = ∅. Since each subsetX ∈ D2(Γ) corresponds to a (2, |X|)-threshold scheme,
as the subgraph induced by each X, GD2

(Γ)[X] is complete. Each pair of sets X, Y ∈ D2

are disjoint, so we have that GD2
(Γ)[X] and GD2

(Γ)[Y ] are different connected components
of GD2

(Γ). Finally, each edge of GD2
(Γ)[X] lies entirely in one X ∈ D2(Γ), so the connected

components are all complete.

( ⇐= ) Suppose the connected components of GD2
(Γ) are all complete. Since each of

the connected components are complete, each of the vertices in a connected component are
adjacent to all other vertices in that component. Each of them are a set in D2(Γ) and, since
each connected components is disconnected from each other connected component, there
does not exist X1, X2 ∈ D2(Γ) such that |X1 ∩X2| > 0. So, Γ meets the D2 condition.
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In order to verify this condition on GD2
(Γ) for an access structure Γ, we compute the

connected components of GD2
(Γ) using depth-őrst search (DFS). We give the pseudocode

for this procedure in Algorithm 2. The algorithm computes the connected components of
GD2

(Γ) tracking the number of vertices in each connected component, as well as the number
of edges that are traversed. We know that a complete graph with n vertices has n(n−1)

2
edges

and since each edge is traversed twice, once in each direction, in DFS we check that the half
the number of edges traversed is n(n−1)

2
. If any of them are not complete we return that

the access structure fails the D2 condition, otherwise return that it passes the condition.
By Proposition 6.4.1, if we ever őnd a connected component that is not complete we return
that Γ fails the D2 condition. Since DFS is known to run in O(n+m) time, where n is the
number of participants appearing in at least one minimally qualiőed set and m is the number
of minimally qualiőed sets of size two, and the check to verify if the connected components
are complete is also done in O(n + m) time, this algorithm will run in polynomial time.
So, this is a practical check that we can run before trying to őnd a realization of an access
structure.

6.4.2 Lower bounds on q from Threshold Substructures

As we saw in Section 4.4, it is possible that an access structure meets the D1 and D2

conditions but is not ideal, and thus not realizable by the projective plane secret sharing
scheme. In these cases, it is useful to have some conditions on the minimum size of q that
allows us to realize certain access structures. For an access structure Γ, we introduce D3(Γ),
the equivalent of D2(Γ) but with (3, k)-threshold substructures. To be precisee, D3(Γ) is
family of maximal subsets X ⊆ P such that Γ(X) is the (3, |X|)-threshold access structure.
We now use D2(Γ) and D3(Γ) to őnd some conditions on the possible q that can be used to
realize Γ. First, we give Theorem 6.4.2 where we connect the size of the largest substructure
in D2(Γ) to the possible choices of q that we could make.

Theorem 6.4.2. Let Γ be an access structure and let q be a prime power such that there
exists a realization of Γ using PG(2, q) with the projective plane secret sharing scheme. Then
q ≥ max |Si|Si∈D2(Γ).

Proof. Suppose Γ is an access structure that is realizable using the projective plane secret
sharing scheme with PG(2, q) for a prime power q. Let X ∈ D2(Γ), i.e. X is a set of
participants of a (2, |X|)-threshold substructure. Then c0 and the columns c1, c2, . . . , c|X|

corresponding to X are a subspace of F3
q of dimension 2. In other words, c0, c1, . . . , c|X| must

be contained in a line of PG(2, q). Since each line has q + 1 points , |X| ≤ q. As this is true
for every X ∈ D2(Γ), the result follows.

Next, we connect the number of substructures in T2 to the possible choices of q that we
could make.

Theorem 6.4.3. Let Γ be an access structure and let q be a prime power such that there
exists a realization of Γ using PG(2, q) with the projective plane secret sharing scheme. Then
|D2(Γ)| ≤ q + 1.
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Algorithm 2 checkD2 Pseudocode
Input: Graph GD2

(Γ)
Output: Whether or not Γ passes the D2 condition

1: function checkD2(GD2
(Γ))

2: visited ← array of n 0s
3: for node in GD2

(Γ).nodes do

4: if visited[node] == 0 then

5: n← 0
6: edgeCount ← 0
7: Initialize an empty stack
8: stack.push(node)
9: while stack is not empty do

10: current ← stack.pop()
11: if visited[current] == 0 then

12: visited[current]← 1
13: n = n+ 1
14: for neighbour in GD2

(Γ).neighbours(current) do

15: edgeCount = edgeCount + 1
16: if visited[neighbour] == 0 then

17: stack.push(neighbour)
18: end if

19: end for

20: end if

21: end while

22: expectedEdges ← n(n−1)
2

23: if expectedEdges ̸= edgeCount
2

then

24: return False
25: end if

26: end if

27: end for

28: return True
29: end function

Proof. Suppose Γ is an access structure that is realizable using the projective plane secret
sharing scheme with PG(2, q) for a prime power q. Each set in D2(Γ) corresponds to a
different line of PG(2, q), with all of them intersecting at the point corresponding to the
dealer. Since each point in PG(2, q) has q + 1 lines passing through it, we must have that
|D2(Γ)| ≤ q + 1.

Finally, we now present Theorem 6.4.4 which connects the size of the largest set in T3
to the possible choices of q that we could make.

Theorem 6.4.4. Let Γ be an access structure and q be a prime power such that there
exists a realization of Γ using PG(2, q) with the projective plane secret sharing scheme. Let
t3 = max |Si|Si∈D3(Γ). Then,
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i) q ≥ t3 if q is odd, and

ii) q ≥ t3 − 1 if q is even.

Proof. Suppose Γ is an access structure that is realizable over Fq. For any subset S ∈
D3(Γ), by Deőnition 5.1.1, any triple of the vectors corresponding to the participants S
form a linearly independent set. Additionally, any pair of the vectors corresponding to the
participants of S along with the vector corresponding to the secret will also form a linearly
independent set. Let A(S) be the subarray of APG(2,q) with only the columns associated to the
participants of S and the dealer. Then, by Theorem 1.2.10, A(S) is an OA(q3; 3, |S|+ 1, q).

Let t3 be the largest value such that a (3, t3)-threshold substructure exists in Γ. We now
obtain a lower bound on the possible choices of q based on whether an OA(q3; 3, t3 + 1, q)
exists. To do this we consider two cases, when q is odd and when q is even.

Case 1: q is odd. Since q is odd, by Theorem 1.2.11, we have that

f(q3, q, 3) = q + 1

is an upper bound on the number of columns our orthogonal array must have. So, q + 1 ≥
t3 + 1, and thus q ≥ t3.

Case 2: q is even. Since q is even, by Theorem 1.2.11, we have that

f(q3, q, 3) = q + 2

is an upper bound on the number of columns our orthogonal array must have. So, q + 2 ≥
t3 + 1, and thus q ≥ t3 − 1.

6.5 Realizable Access Structures from 2-threshold Sub-

structures

The following tables list the access structures that meet the D1 and D2 conditions with
four, őve and six participants. All of these lists contain the possible access structures up
to relabeling of participant indices. Additionally, in the tables we include the smallest q for
which a realization exists of the access structure. By Theorem 5.4.2 these values represent
an inőnite family of choices of őelds which realize the access structure, Fqk for all k. We note
that we do not list the realizable access structures with less than four participants as they
are trivial.

In order to do this we deőne T2(γ) as the family of all minimally authorized sets of Γ
with size two and T3(Γ) as the family of all minimally qualiőed sets of Γ with size three.

The lists are generated by őrst őnding all possible substructures that could exist in T2
for a certain number of participants n, then őnding all the sets of size three that can be
included. We do this by using a program that őnds all the possible T2 substructures, then
for each of these őnds the minimal number of sets in T3 that allow the new access structure
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SUBSTRUCTURES

to meet the D1 condition. The remaining access structures (the ones without the minimal
number of sets in T3) are then found by hand.

In the tables, each row represents an access structure Γ that meets D1 and D2 conditions,
split into the sets in T2(Γ) and T3(Γ). The column labeled q represents the smallest őnite
őeld Fq for which a realization has been found. Again, we use the concatenation of the
indices of the participants to represent each of the minimally qualiőed sets.

We begin with Table 6.4, which contains the realizable access structures with four
participants. In addition to the T2 and T3 substructures, we also give the set D1 for each of
the access structures. To construct these access structures we start with all of the possible
two threshold substructures. We can őnd these decompositions of the structure into two
threshold substructures by looking at the different integer partitions of the total number of
participants n. In the case of four participants, this leaves us with the possible partitions

4,

3 + 1,

2 + 2,

2 + 1 + 1, and

1 + 1 + 1 + 1.

In each of these the integers represent the size of a possible set in D2, since parts of size
one can be ignored as a 2-threshold substructure cannot have only one participant. We
note that if an access structure has n participants, then it cannot contain an (2, n − 1)-
threshold substructure, as otherwise there would be a participant that is not part of any
minimally authorized set. So the possible 2-threshold substructures, up to isomorphism, are
{12, 13, 14, 23, 24, 34}, {12, 34}, {12}, and ∅. The possible sets in T3(Γ) are then added such
that the access structure meets the D1 condition.

T2(Γ) T3(Γ) q D1(Γ)

12, 34 2 13, 14, 23, 24
12 134 2 13, 14, 234
12 134, 234 3 13, 14, 23, 24, 34
12, 13, 14, 23, 24, 34 4 1, 2, 3, 4

123, 124, 134 3 12, 13, 14, 234
123, 124, 134, 234 4 12, 13, 14, 23, 24, 34

Table 6.4: All realizable structures with 4 participants

Next, we give the table with all realizable structures with őve participants in Table 6.5.
In the case of őve participants, we have the following partitions:

5,

4 + 1,

3 + 2,

3 + 1 + 1,
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2 + 2 + 1,

2 + 1 + 1 + 1, and

1 + 1 + 1 + 1 + 1.

After removing the partition with a four threshold, we get that the possible T2 substruc-
tures, up to isomorphism, with őve participants are {12, 13, 14, 15, 23, 24, 25, 34, 35, 45},
{12, 13, 23, 45}, {12, 13, 23}, {12, 34}, {12}, and ∅.

T2(Γ) T3(Γ) q

12, 34 135, 245 2
12, 34 135, 245, 145 3
12, 34 135, 245, 145, 235 4
12 134, 135, 145 3
12 134, 135, 145, 234, 235, 245 3
12 134, 135, 145, 234, 235, 245, 345 4
12, 13, 23, 45 3
12, 13, 23 145, 245 3
12, 13, 23 145, 245, 345 4
12, 13, 14, 15, 23, 24, 25, 34, 35, 45 5

123, 124, 125, 134, 135, 145 4
123, 124, 125, 134, 135, 235, 245, 345 4
123, 124, 125, 134, 135, 145, 234, 235, 245 5
123, 124, 125, 134, 135, 145, 234, 235, 245, 345 4

Table 6.5: All realizable structures with 5 participants

In Table 6.5 we see an interesting pattern in the structures which have no T2 substruc-
tures. The structures of note are Γ1 with minimally qualiőed sets

minΓ1 = {123, 124, 125, 134, 135, 145, 234, 235, 245}

and Γ2 with minimally qualiőed sets

minΓ2 = {123, 124, 125, 134, 135, 145, 234, 235, 245, 345}.

We see in the table that, although the minimally qualiőed sets of Γ1 are contained in those of
Γ2, the őrst value of q for which Γ1 is realizable is q = 5, whereas Γ2 is realizable with q = 4.
This is happening because of the underlying dependence structures required to realize both
structures. In Γ2, we have the (3, 5)-threshold access structure, and so all triples of vectors
in the realization form linearly independent sets. By Theorem 6.4.4, a realization exists if
an OA(43; 3, 6, 4) exists, which one does. On the other hand, Γ1 is not a threshold access
structure, in it each of the triples of vectors in the realization are linearly independent sets
except for those corresponding to the set of participants {p3, p4, p5}, which must be linearly
dependent. This difference results in the underlying structure requiring a larger value of q
for the structure to be realized.
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The last table we give is Table 6.6 with all of the realizable structures with six partici-
pants, up to isomorphism. The possible partitions of the six participants are:

6,

5 + 1,

4 + 2,

4 + 1 + 1,

3 + 3,

3 + 2 + 1,

3 + 1 + 1 + 1,

2 + 2 + 2,

2 + 2 + 1 + 1,

2 + 1 + 1 + 1 + 1, and

1 + 1 + 1 + 1 + 1 + 1.

After ignoring the threshold with őve participants, we get the possible T2 substructures listed
in Table 6.6.
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T2(Γ) T3(Γ) q

12, 34, 56 135, 146, 236, 245 2

12, 34, 56 135, 136, 146, 236, 245 3

12, 34, 56 135, 136, 145, 146, 236, 245 4

12, 34, 56 135, 136, 145, 146, 235, 236, 245 5

12, 34, 56 135, 136, 145, 146, 235, 236, 245, 246 4

12, 34 135, 146, 236, 245, 156, 256, 356, 456 3

12, 34 135, 136, 146, 236, 245, 156, 256, 356, 456 4

12, 34 135, 136, 145, 146, 236, 245, 156, 256, 356, 456 5

12, 34 135, 136, 145, 146, 235, 236, 245, 156, 256, 356,
456

5

12, 34 135, 136, 145, 146, 235, 236, 245, 246, 156, 256,
356, 456

5

12 134, 135, 136, 145, 146, 156 4

12 134, 136, 145, 156, 234, 235, 246, 256, 345, 346,
356, 456

4

12 134, 135, 136, 145, 156, 234, 235, 246, 256, 345,
346, 356, 456

5

12 134, 135, 136, 145, 146, 156, 234, 235, 246, 256,
345, 346, 356, 456

4

12 134, 135, 136, 145, 146, 156, 234, 235, 236, 246,
256, 345, 346, 356, 456

5

12 134, 135, 136, 145, 146, 156, 234, 235, 236, 245,
246, 256, 345, 346, 356, 456

7

12, 13, 23, 45 146, 256, 156, 246, 346 4

12, 13, 23, 45 146, 256, 156, 246, 346, 356 5

12, 13, 23, 45, 46, 56 3

12, 13, 23 145, 146, 156, 245, 246, 256 3

12, 13, 23 145, 146, 246, 256, 345, 356, 456 3

12, 13, 23 145, 146, 156, 246, 256, 345, 356, 456 4

12, 13, 23 145, 146, 156, 245, 246, 256, 345, 356, 456 5

12, 13, 23 145, 146, 156, 245, 246, 256, 345, 346, 356, 456 7

12, 13, 14, 23, 24, 34, 56 5

12, 13, 14, 23, 24, 34 156, 256, 356 5

12, 13, 14, 23, 24, 34 156, 256, 356, 456 5

12, 13, 14, 15, 16, 23, 24, 25, 26, 34,
35, 36, 45, 46, 56

7

123, 124, 125, 126, 134, 135, 136, 145, 146, 156 5

123, 124, 125, 126, 134, 135, 136, 145, 146, 156,
234, 235, 236, 245, 246, 256

7

124, 125, 126, 134, 135, 136, 145, 146, 156, 234,
235, 236, 245, 246, 256, 345, 346, 356

7

123, 124, 125, 126, 134, 135, 136, 145, 146, 156,
234, 235, 236, 245, 246, 256, 345, 346, 356

7

123, 124, 125, 126, 134, 135, 136, 145, 146, 156,
234, 235, 236, 245, 246, 256, 345, 346, 356, 456

7

Table 6.6: All realizable structures with 6 participants
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Chapter 7

Conclusion

In this work, we proposed the projective plane secret sharing scheme based on the LFSR
secret sharing scheme of Lopes de Souza [12]. Speciőcally, we reformulated the scheme using
matroids in order to simplify the construction. We provided four methods that can be used
to őnd if a realization exists for a certain access structure and choice of q. These methods
were based on two methods to construct the hypergraphs, one from the access structure
and one from linear independence, and two methods to compute induced subhypergraph
isomorphisms, the hybrid method which keeps the size of the graphs small but requires
additional checks and the graph method which uses larger graphs but does not require the
additional checks. It appears that subgraph isomorphisms obtained from the method of
[12] may not correspond to induced hypergraphs. We őx this by introducing the additional
checks or using the size-coloured complete incidence graph.

In Chapter 5, we showed that, when using a vector space of dimension three, this
scheme is equivalent to the vector space secret sharing scheme of Brickell, and that it is
ideal. Additionally, we proved that realizations of access structures using this scheme could
be extended from a őnite őeld Fq to any extension őeld Fqk , a result which mirrors previous
results pertaining to threshold schemes, although the conditions of threshold schemes allow
any larger q to be used once a realization is found.

In Chapter 6, we gave a method for converting induced subhypergraph isomorphism
into subgraph isomorphism, as well as providing some conditions on potential choices of q
that can be used for general access structures. Additionally, we provided algorithms that
compute whether an access structure passes the D1 and D2 conditions. Finally, we gave
a complete list of all access structures which are realizable by the projective plane secret
sharing scheme with n ≤ 6 participants, along with the smallest value of q which realizes
them.

We recommend that future research focuses on the following areas:

• Conditions on q: We have given some conditions for which q can be used to realize
an access structure given its 2-threshold and 3-threshold substructures. A possible
question that arises is whether there exist other conditions on the size of őnite őeld
required to realize a given access structure.
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• Algorithm for D1: We gave an inefficient algorithm to compute D1 for a given access
structure. This algorithm could possibly be improved, likely by verifying the condition
while computing D1(Γ), rather than computing the entirety of D1 before checking if
the condition is met. It could also possibly be done using a connection to packing
designs.

• Algorithm for őnding all realizable structures with n participants: We gave
the tables of realizable structures for n ≤ 6. In őnding these, we used a combination of a
computer and trial and error. It is likely that there exists an algorithm which computes
all the realizable structures with an arbitrary choice n of participants. Possible by a
connection to packing designs.

• Extending the scheme to higher dimesnions: We have limited ourselves to pro-
jective planes in this work and this restriction is the reason why our minimally qualiőed
sets all have size two or three. We believe that exploring the possible extensions of this
scheme to higher dimensions could lead to the scheme being generalized to realize any
vector space access structure. While we did not explore it in this work, we believe that
the scheme will remain perfect when expanding to projective geometries with more
dimensions, through the connection from Deőnition 5.1.1 to the circuits of matroids.
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