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Abstract

When interacting with a cloud server, two ideals we could aim for, among others,
are performing computation and ensuring the privacy of the data. Quantum
homomorphic encryption is a cryptographic primitive that seeks to address these
two objectives in the quantum setting, allowing for quantum computation on
encrypted quantum data. In this work, we provide a software simulation of a
quantum homomorphic encryption scheme, known as the “EPR scheme”, for
universal quantum circuits, developed by Broadbent and Jeffery.

We demonstrate the near-term viability of this scheme and provide evidence
that the computational cost of classical subroutines in the simulation is negligible
compared to the cost of simulating the quantum operations. The simulation
package is an open-source Python implementation, called “py-qhe-epr”, with a
focus on extensive documentation and ease of use for educational, verification and
adaptability purposes, supporting future research and development.
Furthermore, this implementation serves as a step towards further hardware
applications of quantum homomorphic encryption between networked quantum
devices.
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Lay Summary

Sometimes we need to perform computations that are beyond the capabilities
of our own personal computers. For example, instead of analyzing the medical
data of just tens of individuals, we might be tasked with analyzing data from
millions of people. In such cases, personal computers might not be able to handle
the task, so we turn to more powerful, remote computers for these calculations.
However, if our data contains sensitive information, like private medical records
or personal information, we may not want to share this raw data with anyone,
including the remote powerful computer.

Homomorphic encryption is a cryptographic tool that allows us to send data
securely. The powerful computer can perform the required computations on the
encrypted data without ever seeing the actual content. Once the computation
is done, the results are sent back to us in the encrypted form, and through a
transformation on our end, we can retrieve the final result without compromising
the privacy of our sensitive information.

So far, we have considered classical data, which is stored as digital information
in the form of 0s and 1s. If we allow our data to exist as both 0 and 1
simultaneously, while satisfying additional constraints of quantum mechanics, we
obtain quantum data. Quantum homomorphic encryption extends the objectives
of classical homomorphic encryption to quantum data. This work explores
quantum homomorphic encryption and implements a practical simulation software
to help bring theory closer to reality.
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1 Introduction

Suppose we want to perform a computation, but our available resources are
insufficient to carry it out. One solution is to upload our data to cloud servers,
such as Microsoft Azure, Amazon Web Services or Google Cloud Platform,
which can provide the computational power needed. The server performs the
computation and returns the result back to us. Although our objective of
performing the computation was achieved in this scenario, the privacy of our
data was not guaranteed. During the transmission and storage on the server, the
data could be vulnerable to potential malicious servers or unauthorized access
by bad actors. This is where homomorphic encryption comes into play. It is a
cryptographic protocol that not only encrypts data but also allows meaningful
computation to be performed on the encrypted data. When the encrypted
data after computation is decrypted by us, we receive the correct computed
result, provided the correctness of the protocol and proper execution of it.
Homomorphic encryption, first introduced by [RAD78], addresses the privacy
concerns mentioned, as the data remains encrypted during both the transmission
and storage. Quantum homomorphic encryption extends this concept to the
quantum setting, enabling homomorphic computation on quantum data and
quantum circuits.

In this thesis, we will present an open-source software implementation [Gan24]
of a quantum homomorphic encryption scheme, named “EPR scheme”, developed
by Broadbent and Jeffery [BJ15].

We continue this section with a brief overview of quantum theory and
cryptography in Sections 1.1 and 1.2, respectively. We will then provide a
summary of contribution and review the existing works in the literature in
Sections 1.3 and 1.4. Finally, in Section 1.5, we provide an outline of the thesis
detailing the organization of the remaining sections.

1.1 An Overview of Quantum Theory

With the invention of calculus and profound discoveries of Newton about gravity
and other physical phenomena in the 16th century, many physicists spent the
next three centuries pushing the frontiers of what is now known as classical
physics. However, this perspective changed drastically at the beginning of the
20th century, when a series of discoveries, such as black-body radiation and
the photoelectric effect, suggested Newtonian physics could not explain every
physical phenomenon. These results indicated that there are other physical
theories at play at the particle level. Later discoveries led by Bohr’s models of
atom, Heisenberg’s uncertainty principle and Schrödinger equation paved the
path for the development of quantum theory. The term ‘quantum’ originates
from the Latin root, meaning ‘something that has quantity’ [Oxf24e]. In
physics, its use was first associated to Planck and Einstein, appearing in German
compound words such as ‘Elementarquantum’ (electric charge) and

1



1 INTRODUCTION 2

‘Energiequanta’ (energy quanta) and ‘Energieelement’ (energy element)1.
Overtime, ‘quantum’, and its plural form, ‘quanta’ became more prevalent.
In this context, quantum means “a minimum amount of a physical quantity
which can exist, and in multiples of which it can vary.”

In contemporary times, quantum theory remains at the forefront of modern
physics, with various applications such as magnetic resonance imaging (MRI),
atomic clocks, quantum sensing, quantum computing and quantum cryptography.
While quantum theory has seen significant advancements since the early 20th
century, many important challenges remain in scaling quantum technologies and
making them more accessible to the public. We will briefly discuss some of these
challenges in the remainder of this work in the context of quantum computing
and quantum cryptography.

1.1.1 Quantum Computing

By leveraging the laws of quantum mechanics, quantum computers offer a new
model of computation that is capable of solving certain problems much more
efficiently than classical computers. To motivate the importance of quantum
computers, let us consider the integer factorization problem — a mathematical
problem deemed infeasible to solve efficiently using classical computers, yet crucial
for various applications, including internet security. A historic breakthrough
that sparked significant interest in quantum computing was made possible
by Shor’s algorithm, which efficiently solves the integer factorization problem
using a quantum computer [Sho94]. This example is particularly important
because it showcases that quantum computers, theoretically, are capable of
offering exponential speedups not just on artificial problems designed solely to
demonstrate quantum capabilities without regard to practicality, but rather on
problems with real-life applications. Studying the structure of problems where
quantum speedups are possible remains an active area of research [BDCG+20].

While quantum computers are theoretically capable of such speedups, the task
of building a quantum computer that provides utility by solving real-life problems
is an ongoing multidisciplinary effort spanning fields such as
mathematics, physics, computer science and engineering.

1.1.1.1 Simulation of Quantum Computing

Although building a powerful quantum computer is still an ongoing process, it
does not mean that we must wait for them to be built before running experiments
on quantum processes. Small-scale quantum algorithms and simulations of
quantum computers can already be executed on classical computers. In fact, some
research focuses on developing algorithms specifically designed for simulation on
classical computers or small, noisy quantum computers. The main bottleneck
in simulating quantum phenomena on classical computers is scalability. As the
problems grow in size, classical computers quickly become infeasible for tackling

1In German, all nouns are captialized, so the terms ‘Elementarquantum’, ‘Energiequanta’
and ‘Energieelement’ are capitalized correctly.
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them. This is one of the key motivations behind building powerful quantum
computers, as they will provide the necessary tools for experimenting large-scale
quantum phenomena. Further discussion on this subject can be found in
Section 6.1.

1.2 An Overview of Cryptography

The word cryptography, derived from the Greek roots “crypto-” and “-graphy”,
combines the two components to mean “the art or practice of writing in
cipher; the science of encryption”. The prefix “crypto-” means “concealed
or hidden”, while the suffix “-graphy” refers to a style of writing. Thus,
cryptography encompasses the science behind creating secure communications
through encryption [Oxf24c, Oxf24b, Oxf24a].

In today’s society, keeping secrets is normalized and part of our lives, both
within larger societal structures like governments and companies and within
smaller social units such as families. Governments might spy on each other to
gain inside information without revealing their activities. Additionally, they do
not want details of their attacks to be disclosed. In business, companies may
finalize a trade agreement but keep the information confidential from the public
until a predetermined date. On a personal level, you might purchase a birthday
gift for a loved one and keep it a secret until their birthday. Secrets are part
of life, whether we are consciously aware of them or not. Even in the animal
kingdom, predators conceal their presence from prey until the moment of attack.
In this way, animals also keep information away from each other. Thus, hiding
information is not exclusive to human beings but is a natural behaviour.

This is where cryptography comes into play. Cryptography aims to study the
science of encryption by defining relevant primitives and setting expectations
for secure cryptographic protocols. In the modern world and with the advent
of the internet, the impact of cryptography touches nearly everyone globally.
Anyone who has done online banking has benefitted from cryptography, even if
unaware of the processes behind the scenes. However, that is not to say that the
study of cryptography has been completed and fully developed. While the field
of cryptography has advanced significantly compared to 100 years ago, it still
has a long way to go. Even now, the existing cryptographic protocols are not
perfect, as cyberattacks and data breaches occur frequently, from highly sensitive
environments like nuclear power plants to personal emails accounts. Having said
that, the study of quantum mechanics has led to the emergence of a new branch
of cryptography: quantum cryptography, which has opened new avenues of
secure communication, such as quantum key distribution [BB84]. Consequently,
modern cryptography has been divided into a dichotomy of classical and quantum
cryptography.

Let us take a moment to reflect on the broader ethical considerations.
While it can be argued that withholding some information may be unethical in
certain situations, we leave that discussion to philosophers and policymakers.
Nonetheless, cryptographers are encouraged to act ethically and consider who
they are working for and why, keeping in mind that with great knowledge comes
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great responsibility.

1.3 Summary of Contributions

This thesis details the software implementation of the EPR scheme through a
Python package named py-qhe-epr [Gan24]. The main contributions of this
work, outlined in Section 6, are based on joint work with Broadbent and Paddock.
A pre-print of this research is available in [GPB24].

To the best of our knowledge, this work is the first open-source implementation
of a quantum homomorphic encryption scheme, bridging theory and real-world
applications. The aim of this work is to shed light on the challenges of simulating
quantum processes and to demonstrate the practicality and viability of this
technology. Great effort has been made to include extensive documentation
for easier readability of the code. Additionally, careful consideration has gone
into designing the code to minimize the risk of incompatibility with future
versions of the dependencies used in this implementation, sustaining longer-term
functionality. In addition, the code is designed with minimal assumptions about
the input, as outlined in Section 6. Lastly, implementing the EPR scheme
requires the use of a classical fully homomorphic encryption scheme (FHE)
[Gen09], which is not a straightforward task. Therefore, this implementation of
the EPR scheme relies on an external package found in [Era20a].

1.4 Related Works

While the concept of homomorphic encryption dates back to the late
1970s [RAD78], its quantum counterpart wasn’t explored until the early 2010s.
One of the earliest contributions came from the work of Rhode et al., where
they introduced “a limited quantum homomorphic encryption using the Boson
sampling and multi-walker quantum walk models for quantum computation”
[RFG12]. In 2015, Broadbent and Jeffery further advanced the field by providing
what they claimed to be the first definition of quantum homomorphic encryption
in the computational setting and providing two schemes for universal quantum
computing [BJ15]. Subsequent works, such as [DSS16], have made improvements
to [BJ15] by including the compactness property2. Additionally, the work by
Liang [Lia20] constructed a non-compact QHE scheme that has perfect security,
as opposed to computational security described in [BJ15].

In the realm of experimental QHE, progress has already been made through
both physical demonstration and software implementations. For example,
as a physical demonstration, [TFBF+20] “implement[s] and experimentally
demonstrate[s] for the first time the quantum homomorphic encryption scheme
proposed by Broadbent and Jeffery”. On the software side, [YUS22] implements
Broadbent and Jeffery’s work in the Qiskit library [JATK+24] over the Clifford
gates only, without employing classical homomorphic encryption for the classical

2The compactness property is a feature of a homomorphic encryption scheme where the
decryption process remains independent of the complexity of the evaluated circuit and depends
solely the key. This concept will be defined in Section 4.
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keys, as done in [BJ15]. Another pre-print by Fernández and Martin-Delgado
[FMD24] implements the work of Liang using Qiskit. This thesis distinguishes
itself from previous software implementations in three different ways. Firstly,
it is theoretically capable of running any quantum circuit. Secondly, this work
incorporates a classical homomorphic encryption scheme into the quantum
scheme. Thirdly, it provides an open-source software implementation of
quantum homomorphic encryption, which could support future research and
verification. More details will be discussed in Section 6.

1.5 Outline

We outline the structure of the remainder of this thesis.
Section 2 covers the mathematical preliminaries including probability theory,

algebraic structures and linear algebra.
Next, in Section 3, we introduce concepts from quantum information science

relevant to this work, including the postulates of quantum theory, along with
quantum circuits, density matrix representation, quantum operation on quantum
subsystems, quantum entanglement and quantum teleportation.

In Section 4, we introduce cryptographic primitives and terminology, and
explain the concepts of perfect security and computational security, followed by
defining homomorphic encryption and its various types.

In the next section, Section 5, we extend these cryptographic concepts to the
quantum setting. We will define the quantum one-time pad encryption scheme,
define quantum homomorphic encryption scheme, and describe the Clifford
scheme and the EPR scheme from [BJ15].

In Section 6, we synthesize our findings to describe the implementation of
the EPR scheme as part of the py-qhe-epr package found in [Gan24]. Finally,
in Section 7, we outline potential avenues for improving the existing software
and propose future work as an extension of the EPR scheme. Parts of Sections
6 and 7 follow from [GPB24].



2 Mathematical Preliminaries

In this section, we develop the mathematical tools that will be used throughout
this work. Section 2.1 introduces important concepts from probability theory,
such as probability space and conditional probability, that are relevant to both
quantum information science and cryptography. Section 2.2 delves into algebraic
structures and homomorphism, which will be used in Sections 4 and 5 when
describing homomorphic encryption. The remainder of the section then shifts
focus to linear algebra in Section 2.3. We begin by rationalizing the choice of
Hilbert space for describing quantum systems, followed by an introduction to
tensor products for representing larger quantum systems. The section concludes
with a review of important matrices in quantum information science, specifically
unitary transformations and Hermitian matrices3.

While an effort has been made to make this thesis as self-contained as
possible, we recommend that interested readers review set theory, functions and
real analysis in [Lay14], if needed.

2.1 Probability Theory

In quantum mechanics, quantum particles are subjects to the axioms of probability.
Additionally, important cryptographic concepts, such as the notion of perfect
security, are better understood and articulated using the language of probability
theory. In this section, we will succinctly define the essential concepts from
probability theory necessary for this work. This section follows
from [Bil95, Dev12]. We begin by defining a probability space.

Definition 2.1 (Probability Space).

Let Ω be a set, called the sample space, and let F be a subset of the power
set of Ω, P(Ω) . Furthermore, the set F must contain Ω, ∅ and be closed under
taking complements and countable unions. Then F is called a σ-algebra on Ω.
Let Pr be a function that maps the σ-algebra F to the interval [0, 1]:

Pr : F → [0, 1], (2.1)

such that it satisfies the following three conditions, known as axioms of probability:

(1) 0 ≤ Pr(A) ≤ 1 for A ∈ F

(2) Pr(∅) = 0, Pr(Ω) = 1

3In light of theoretical impossibility results, such as Gödel’s incompleteness theorems [Gö31],
we recognize that powerful axiomatic systems, like those in mathematics and physics, cannot
prove their own consistency within their own respective framework. Consequently, and until
further progress prompts a reassessment of this view, results derived from such systems should
not be considered as absolute truths, but rather as true relative to the unproven yet reasonable
assumption that such axioms themselves are consistent and correct. This comment applies to
the entire work.

6
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(3) If A1, A2, . . . is a disjoint sequence of F-sets and if
∞⋃
i=1

Ai ∈ F then

Pr

( ∞⋃
i=1

Ai

)
=

∞∑
i=1

Pr(Ai). (2.2)

The triple (Ω,F ,Pr) is called a probability space and the function Pr is a
probability distribution on the pair (Ω,F).

In this work, we restrict our focus to probability spaces where the underlying
sample space Ω is finite.

Example 2.1. An example of a probability distribution is the uniform distribution.
Let Ω = {1, . . . , n} with F = P(Ω). Then, Pr : F → [0, 1] with Pr({ω}) = 1

n
for all ω ∈ Ω induces a probability distribution on (Ω,F), known as the uniform
distribution.

At times, additional knowledge about certain events changes the probability
of another event occurring. For example, consider rolling two fair dice and
determining the probability that their sum is less than 6. The probability
is 10

36 = 5
18 , as out of the 36 possible outcomes, their sum is less than 6 in the

following 10 outcomes:

(1, 1), (1, 2), (1, 3), (2, 1), (2, 2), (2, 3), (3, 1), (3, 2), (4, 1).

However, if we know that the first die shows a 6, then the probability of the
sum being less than 6 becomes 0. The concept of conditional probability allows
us to analyze such situations, which we define next:

Definition 2.2 (Conditional Probability).
The conditional probability of an event A, given that event B has occurred, is

Pr(A|B) =
Pr(A ∩B)

Pr(B)
, (2.3)

where Pr(B) > 0.

If we let A denote the event that “the sum of the two dice is less than 6” and
B the event that “the first die shows 6”, then we see that Pr(A ∩B) = 0 which
implies that Pr(A|B) = 0, as expected.

Using conditional probability, we derive Bayes’ Theorem. Recall that the

conditional probability is given by Pr(A|B) = Pr(A∩B)
Pr(B) , if Pr(B) > 0.

Similarly, Pr(B|A) = Pr(A∩B)
Pr(A) , if Pr(A) > 0. Solving for Pr(A ∩ B),

we get Pr(A ∩B) = Pr(B|A) · Pr(A). Substituting this expression into Pr(A|B)
yields the Bayes’ theorem:

Pr(A|B) =
Pr(B|A) · P (A)

Pr(B)
. (2.4)

We formally state Bayes’ theorem next.
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Theorem 2.1 (Bayes’ Theorem).
Let A and B be events and Pr(B) > 0. Then Bayes’ theorem asserts

Pr(A|B) =
Pr(B|A) · P (A)

Pr(B)
(2.5)

Finally, we conclude this section with the law of total probability, which
provides an alternative method to calculate the probability of an event A by
considering a partition of the sample space.

Theorem 2.2 (Law of Total Probability).

Let {Bi : i = 1, . . . , n} form a partition on Ω. That is,
n⋃
i=1

Bi = Ω

and Bi ∩Bj = ∅ for any i, j ∈ {1, . . . , n} with i ̸= j. Let A be any set. Then
the law of total probability states:

Pr(A) =

n∑
i=1

Pr(A|Bi) Pr(Bi). (2.6)

2.2 Algebraic Structures

Algebraic structures are abstract mathematical objects defined over sets equipped
with operations like addition and multiplications. In the context of homomorphic
encryption, our goal is to establish a mapping between two algebraic structures
that preserves the operations of the structures. Essentially, we aim to perform
operations on encrypted data, which can be viewed as an algebraic structure,
while ensuring the ability to decrypt them later. To begin, we introduce the
notion of arity and proceed to formally define algebraic structures. This section
follows from [BS12, AF15].

While humans communicate through natural languages, these languages can
be encoded into binary sequences of 0s and 1s, enabling their representation
within an abstract mathematical framework. In this framework, algebraic
structures such as rings and groups become meaningful.

Definition 2.3 (arity).
For a nonempty set A and a nonnegative integer n, we define A0 = {∅}, and,
for n > 0, An is the set of n-tuples of elements from A. An n-ary operation or
function on A is any function f such that f : An → A; n is the arity or rank
of f .

An operation f on A is unary, binary or ternary if its arity is 1,2, or 3,
respectively.

Definition 2.4 (Algebraic Structure).
An algebraic structure is a non-empty set A coupled with a collection of n-ary
operation(s) on A and a finite set of axioms which describes the rules that the
said operation(s) must follow.
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An algebraic structure could be of any arity, including binary operations like
addition and multiplication. Indeed, important algebraic structures, such as
groups, rings and fields make use of binary operations. For this reason, going
forward it is implicitly understood that by operation over an algebraic structure,
we mean a binary operation, unless specified otherwise.

2.2.1 Groups, Rings and Fields

Now that we have familiarized ourselves with algebraic structures, we will define
group, ring and field, which are the building blocks of homomorphic encryption.
We begin by defining a group.

Definition 2.5 (Group).
A group is an algebraic structure defined over the set G with a binary operation ◦
that satisfies the following axioms (a, b, c ∈ G):

(1) Associativity:
(a ◦ b) ◦ c = a ◦ (b ◦ c). (2.7)

(2) Identity element: There exists a unique element e ∈ G, such that for
any a ∈ G, we have

a ◦ e = e ◦ a = a. (2.8)

The element e is called the identity element of G.

(3) Inverse element: For each element a ∈ G, there exists an element
a−1 ∈ G such that

a ◦ a−1 = a−1 ◦ a = e. (2.9)

The element a−1 is called the inverse of a. a−1 is unique.

Example 2.2. The set of integers Z equipped with the usual addition operation +
forms a group (Z,+). In this group, 0 is the identity element, and for any
integer a ∈ Z, −a is its corresponding inverse element.

We briefly define some group theoretic concepts that will be useful later,
particularly in the context of the Clifford scheme in Section 5.3. Consider a
group G with binary operation ◦. A subset H of G is called a subgroup, if (H, ◦)
forms a group. The symbol ⩽ is used to denote a subgroup relationship. Hence,
H ⩽ G means that “H is a subgroup of G” . The normalizer of a subgroup H
in G is defined by

NG(H) = {x ∈ G : x ◦H ◦ x−1 = H}. (2.10)

An important property of elements in NG(H) is that they conjugate the members
of the subgroup H. That is, if x ∈ NG(H) and a ∈ H, then x◦a◦x−1 := b ∈ H.
It is worth noting that a does not necessarily equal b. Nonetheless, the conjugation
property ensures that b remains within H. Furthermore, The normalizer
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NG(H) forms a subgroup in G, and H is a subgroup of NG(H). Therefore,
we have H ⩽ NG(H) ⩽ G.

Lastly, we say that a subset S of G is a generator of G, if the elements of G
can be constructed as a combination of elements from S and their inverses under
the group operation. We denote this by ⟨S⟩ = G .

We now turn our attention to rings, another important algebraic structure.
Unlike groups, which are characterized by a single binary operation, rings
incorporate two binary operations: addition and multiplication. These operations
distinguish rings from groups4.

Definition 2.6 (Ring).
A ring (R,+, ·) is a tuple consisting of a set R and two binary operations, namely
addition + and multiplication · that satisfy the following axioms:

(1) Commutativity:
∀a, b ∈ R, a+ b = b+ a. (2.11)

(2) Associativity of +:

∀a, b, c ∈ R, (a+ b) + c = a+ (b+ c). (2.12)

(3) Additive Identity:

∃0 ∈ R such that ∀a ∈ R, a+ 0 = a. (2.13)

(4) Additive Inverse:

∀a ∈ R,∃a′ ∈ R, such that a+ a′ = 0. (2.14)

(5) Associativity of ·:

∀a, b, c ∈ R, (a · b) · c = a · (b · c). (2.15)

(6) Multiplicative Identity:

∃1 ∈ R such that ∀a ∈ R, a · 1 = 1 · 1 = a. (2.16)

(7) Distribution of Multiplication over Addition:

∀a, b, c ∈ R

(a) a · (b+ c) = a · b+ a · c, (2.17)

(b) (b+ c) · a = b · a+ c · a. (2.18)

4It is worth noting that our definition of a ring will incorporate the existence of a
multiplicative identity. However, there is no unanimous consensus on this matter in the
mathematical literature. For instance, [Noe21] introduced a ring without requiring a
multiplicative identity, while [Jac85] includes the multiplicative identity and reserves a distinct
term “rng”, for the structures which are not assumed to have multiplicative unit.
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Example 2.3. The tuple (Z,+, ·) with the ordinary operations of addition and
multiplication forms a ring, where 1 is the multiplicative identity.

It can be shown that the additive identity, the multiplicative identity and the
additive inverse of every element of a ring R are unique. While the existence of
an additive inverse is a requirement for a ring, the existence of a multiplicative
inverse is not. That is, for an element a in the ring R, it is not required that
there exists an element a−1 ∈ R satisfying the property a ·a−1 = 1. Furthermore,
the multiplication operation within a ring need not be commutative; there is no
requirement that for elements a, b ∈ R, a·b = b·a. A ring that satisfies the property
of commutativity of multiplication and the existence of multiplicative inverse for
each element is called a field, which we are going to formally define next.

Definition 2.7 (Field).
A field (F,+, ·) is a tuple consisting of a set F and two binary operations, where
addition + and multiplication · satisfy the ring axioms, with the additional
requirement that multiplication also satisfies the following axioms:

(1) Commutativity of Multiplication:

∀a, b ∈ F, a · b = b · a. (2.19)

(2) Multiplicative Identity:

∀a ̸= 0F ∈ F,∃b such that a · b = b · a = 1F. (2.20)

Example 2.4. An example of a field is the finite field with two elements, denoted
by F2. This field is the smallest field in terms of the number of elements. F2

is particularly important in this work, especially in the Section 5 on quantum
cryptography. We formally define the addition and multiplication operations for
this field in Tables (1) and (2), respectively.

⊕ 0 1
0 0 1
1 1 0

Table 1: Addition in F2

× 0 1
0 0 0
1 0 1

Table 2: Multiplication in F2

2.2.2 Homomorphism

Homomorphism is a type of a mathematical function that preserves operation
between two algebraic structures, such as groups and fields. Indeed, the
word homomorphism is made up of Greek words homo-, meaning “same” and
-morphism, which is used to form nouns with the sense of “a transformation or
correspondence of the kind specified by the first element”. Therefore,
homomorphism can be translated as “a transformation of one set into another
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that preserves in the second set the operations or relations between the elements
of the first” [Oxf24d]. Now, we define homomorphism formally. Here we provide
a general definition of homomorphism for algebraic structures equipped with
n operations. For the purposes of this work, we are interested in algebraic
structures equipped with 1 and 2 operations.

Definition 2.8 (Homomorphism).
Let (A, ◦A1

, ◦A2
, . . . , ◦An

) and (B, ◦B1
, ◦B2

, . . . , ◦Bn
) be two algebraic structures

of the same type (such as two groups), each equipped with n binary operations.
Then a function f : A→ B is called a homomorphism if for all a, b ∈ A and for
each i where 1 ≤ i ≤ n:

f(a ◦Ai
b) = f(a) ◦Bi

f(b). (2.21)

Following Definition 2.8, one can easily work out definitions for group
homomorphisms and ring homomorphisms with careful consideration. For
example, a group homomorphism must map the identity elements between
the two groups, as well as mapping the additive inverses. Similarly, a ring
homomorphism must map the multiplicative identity between two rings.

We recall that our focus in this work is on quantum homomorphic encryption.
At this stage, we have covered the essential components related to the term
‘homomorphic’ in this context. We now shift our attention to developing the
mathematical tools for the quantum part of our work.

2.3 Linear Algebra

In this section, we introduce the concept of a Hilbert space, which provides the
mathematical framework to reason about the space that quantum states occupy
and their relations with each other spatially. We will define its components,
including vector space, inner product, norm and completeness of a space.
Following this, we introduce other essential mathematical tools, such as tensor
products and unitary transformations, which are frequently used in quantum
mechanics.

2.3.1 Vector Space

We begin by defining a vector space. Sections 2.3.1-2.3.4 follow from [Lan86,
DM99].

Definition 2.9 (Vector Space).
Let F be a field. A non-empty set V is called a vector space, if it is equipped
with the following two operations:

(1) Vector Addition: a mapping

V × V 7→ V (2.22)

defined by
(u,v) 7→ u+ v, (2.23)
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(2) Scalar Multiplication: a mapping

F× V 7→ V (2.24)

defined by
(a,u) 7→ au (2.25)

such that it satisfies the following 8 axioms:

VS1. Given the elements u,v and w of V , we have:

u+ (v +w) = (u+ v) +w. (2.26)

VS2. For all elements u+ v of V

u+ v = v + u. (2.27)

VS3. There exists an element 0 ∈ V , called the zero vector, such that

v + 0 = v (2.28)

for all v ∈ V .

VS4. Given an element u ∈ V , the element −v is such that

v + (−v) = 0. (2.29)

VS5. If a, b ∈ F and u ∈ V , then

a(bv) = (ab)v. (2.30)

VS6. For all elements u of V , we have

1v = v (2.31)

where 1 denotes the multiplicative identity in F.

VS7. If a ∈ F, then
a(u+ v) = au+ av (2.32)

for all elements u and v of V .

VS8. For a, b ∈ F and all elements u,v ∈ V

(a+ b)v = av + bv. (2.33)

Elements of V are called vectors. If F = R , then V is called a real vector space,
and if F = C , then V is called a complex vector space.



2 MATHEMATICAL PRELIMINARIES 14

We briefly introduce some key terminologies related to a vector space. Given
a set of vectors {v1,v2, . . . ,vn}, any vector of the form

v = a1v1 + a2v2 + · · ·+ anvn (2.34)

for some scalars a1, a2, . . . , an ∈ F is called a linear combination of {v1,v2, . . . ,vn}.
The said set is called linearly independent if

n∑
i=1

aivi = 0 only when

a1 = a2 = · · · = an = 0. Otherwise, the set is called linearly dependent.
A subspace S of the vector space V is a non-empty subset of V that is closed
under addition of vectors and scalar multiplication. The span of a set of vectors
is defined as the set of all linear combinations of the vectors from that set. A
minimal spanning set of a vector space is called a basis. The cardinality of basis
of a vector space V is called the dimension of V , denoted by dimV . Throughout
this work, we assume that the dimension of V is finite, that is dimV <∞.

2.3.2 Inner Products and Norms

The mathematical framework of quantum mechanics must include the necessary
tools to facilitate the calculation of probabilities and the determination of
orthogonality of states, among other tasks. Quantum particles may exist in
multiple states at once, also known as “superposition”, and the outcome of
a measurement collapses the wavefunction to a definite state, making the
measurement outcomes subject to the axioms of probability. More precisely,
the sum of the squared absolute value of all possible measurement outcomes
must equal 1. Therefore, it is desirable to equip the mathematical framework
with notions of distance and normalization to ensure the law of total probability
is respected. Consequently, the vector spaces in quantum mechanics are endowed
with inner product and normed structures to provide the necessary tools for
these calculations and properties. We are going to define inner product space
and normed vector spaces next.

Definition 2.10 (Inner Product Space).
Let V be a complex vector space, that is V is a vector space that is defined over
the field C. A mapping

⟨·, ·⟩ : V × V 7→ C

is called an inner product in V if for any u, v,w ∈ V and α, β ∈ C the following
conditions are satisfied:

IP1. Conjugate symmetry:
⟨u,v⟩ = ⟨v,u⟩ (2.35)

where · denotes the complex conjugate of a complex number.

IP2. Linearity in the second argument:

⟨u, αv + βw⟩ = α⟨u,v⟩+ β⟨u,w⟩. (2.36)
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IP3. Positive-definiteness:

⟨u,u⟩ ≥ 0 with equality if and only if u = 0. (2.37)

A vector space with an inner product space is called a inner product space.

We note that in physics and quantum mechanics the inner product is typically
defined to be linear in the second argument and conjugate linearly in the
first argument. That is, ⟨αu+ βv,w⟩ = α⟨u,w⟩+ β⟨v,w⟩. This definition is
aligned with the presentation in [NC10]; however, in mathematical contexts the
convention is to define linearity in the first argument as in [DM99].

Example 2.5. An example of inner product space is the set of the complex
numbers C, equipped with an inner product defined by ⟨x, y⟩ = xy.

Generally speaking, given a vector space it is not meaningful to ask questions
about the length or magnitude of a vector in that space. The concept of norm
provides the tools to generalize the notion of length in a meaningful manner.

Definition 2.11 (Normed Vector Space).
A function from a vector space V into R:

∥·∥ : V 7→ R (2.38)

defined by
∥·∥ : x 7→ ∥x∥ (2.39)

is called a norm if it satisfies the following conditions:

NV1. It is non-negative, meaning that ∥x∥ ≥ 0 for every vector x.

NV2. It is positive on nonzero vectors, that is

∥x∥ = 0 implies x = 0 (2.40)

NV3. For every vector x, and every scalar α

∥αx∥ = |α|∥x∥ (2.41)

NV4. The triangle inequality holds; that is, for every vectors x and y:

∥x+ y∥ ≤ ∥x∥+ ∥y∥ (2.42)

A vector space with a norm is called a normed vector space.

An inner product induces a norm in a natural way. Suppose, ⟨·, ·⟩ denotes an
inner product in some vector space. Then by a theorem, ∥·∥ :=

√
⟨·, ·⟩ defines a

norm.
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Example 2.6. The function defined by ∥x∥ =
√
x21 + x22 + · · ·+ x2n

for x = (x1, x2, · · · , xn) ∈ Rn is a norm in Rn. This norm is known as Euclidean
norm.

Without delving into details, we remark that a normed vector space does not
induce an inner product. Therefore, every inner product space induces a normed
vector space, but not the other way around.

With the definitions of an inner product space and norm in place, we can now
define what we mean by an orthonormal basis. A vector v in an inner product
space V is called to be a unit vector if ∥v∥ =

√
⟨v,v⟩ = 1. Furthermore, two

vectors v1 and v2 of V are orthogonal, if ⟨v1,v2⟩ = 0. An orthonormal basis for
an inner product space V is a basis whose vectors are orthonormal, meaning
that the vectors are unit vectors and orthogonal to each other.

2.3.3 Complete Space

Before defining Hilbert spaces, we need to equip our vector space with another
important property, known as completeness of the space. Specifically, we want
any convergent sequence of elements within our vector space to converge to an
element that also lies within the same vector space, as opposed to an element that
may lie outside of it. This property is vital in quantum mechanics as it ensures
that a convergent sequence of quantum states converge to another quantum state
and similarly a sequence of convergent quantum operators converge to another
quantum operator.

To define a complete vector space, we first need to introduce the concept of
a Cauchy sequence.

Definition 2.12 (Cauchy Sequence).
A sequence of vectors (xn) in a normed space is called a Cauchy Sequence,

if ∀ϵ > 0,∃Mϵ > 0 such that ∥xm − xn∥ < ϵ for all mϵ,M , nϵ,M > Mϵ.

Definition 2.13 (Complete Vector Space).
A vector space V is called a complete vector space if every Cauchy sequence in V
converges to an element of V .

One might wonder if an inner product space is also a complete space; however,
we remark without providing the details that there are inner product spaces
that are not complete! Therefore, it is necessary to equip the mathematical
framework in the context of quantum mechanics with complete vector space.

2.3.4 Hilbert Space

With inner product space, normed vector space and complete space defined, we
now have all the necessary ingredients to describe a Hilbert space.

Definition 2.14 (Hilbert Space).
A complete vector space H with an inner product ⟨·, ·⟩, which induces the norm
defined by ∥·∥ =

√
⟨·, ·⟩ is called a Hilbert Space.
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It is worth noting that Hilbert spaces are not exclusive to quantum mechanics.
The definition of an inner product is context-dependent, and depending on
the applications, one could define a different inner product for their Hilbert
space. With this in mind, in the current context, we specifically define the
appropriate inner product used in this quantum mechanical Hilbert space. Going
forward, when “Hilbert space” is mentioned, we mean the Hilbert space as in
Definition 2.15. We will denote it using the script letter H.

Definition 2.15 (Hilbert Space for Quantum Mechanics).
Let H denote a complete complex vector space of dimension n, equipped with
an inner product defined by

⟨u,v⟩ =
n∑
i=1

ui · vi (2.43)

where ui and vi denote the ith coordinate of u and v, respectively.
Furthermore, let H be equipped with the norm ∥u∥ =

√
⟨u,u⟩ induced by

this inner product. H is the Hilbert space used in quantum mechanics.

To summarize, a Hilbert space is a vector space along with additional
structures such as completeness of space, inner product and norm.

2.3.5 Tensor Products

The tensor product provides the mathematical tools for constructing larger
quantum systems, which is crucial for describing multi-particle systems. More
formal constructions of tensor products can be found in [Wat18, NC10].

Definition 2.16 (Tensor Product of Matrices).
Let A be an m× n matrix and B be a p× q matrix:

A =

a11 . . . a1n
...

. . .
...

am1 . . . amn

 , B =

b11 . . . b1p
...

. . .
...

bq1 . . . bqp

 , (2.44)

then the tensor product of A and B, denoted by A⊗B is defined by

A⊗B =



a11b11 . . . a11b1q . . . . . . a1nb11 . . . a1nb1q
...

. . .
... · · · · · ·

...
. . .

...
a11bp1 . . . a11bpq . . . . . . a1nbp1 . . . a1nbpq

...
...

. . .
...

...
...

...
. . .

...
...

am1b11 . . . am1b1q . . . . . . amnb11 . . . amnb1q
...

. . .
... · · · · · ·

...
. . .

...
am1bp1 . . . am1bpq . . . . . . amnbp1 . . . amnbpq


(2.45)
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or more compactly in the block matrix

A⊗B =

a11B . . . a1nB
...

. . .
...

am1B . . . amnB

 . (2.46)

After introducing the appropriate concepts and notation in quantum mechanics,
we will discuss the properties of tensor products relevant to this work in
Section 3.1.4.

2.3.6 Unitary Transformations

Unitary transformations are matrices that have an important property, namely
preserving the norm of a vector. This is specially important in quantum
mechanics, as the evolution of a closed quantum system is described by a
unitary transformation. More details will be given in Section 3.1.2. For now, we
define a unitary transformation. Before doing so, we remark that for a matrix
U , U† denotes the conjugate transpose of U . In other words, if

U =

a11 . . . a1n
...

. . .
...

am1 . . . amn

 (2.47)

then

U† =

a11 . . . a1m
...

. . .
...

a1n . . . amn

 . (2.48)

Definition 2.17 (Unitary Matrix).
A complex n× n matrix U is unitary if its conjugate transpose is equal to its
inverse. That is, if

U†U = UU† = UU−1 = I (2.49)

where I is the identity matrix, then U is a unitary matrix. In other words,
U† = U−1.

In H, we have ⟨Uu, Uv⟩ = (Uu)
†
Uv = uU†U︸︷︷︸

=I

v = uv = ⟨u,v⟩, which shows

that a unitary transformation preserves the inner product.
We remark that unitary matrices coupled with matrix multiplication form

a group, which will be denoted by Un, where n is the dimension of the Hilbert
space H.

2.3.7 Hermitian Matrix

In this section, we are going to introduce another important and useful family of
matrices in the realm of quantum computing known as Hermitian matrices, along
with their subset, positive semi-definite matrices. We will conclude by discussing
their motivation and applications within the field of quantum computing.
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Definition 2.18 (Hermitian Matrix).
A square complex matrix H is said to be Hermitian matrix or self-adjoint, if
H = H†.

Note that Hermitian matrices and unitary matrices are not equivalent,
although their definitions are very similar. A unitary matrix U demands
U−1 = U†, while a Hermitian matrix H requires H = H†. In the next example,
we provide instances of unitaries that are not Hermitian and Hermitian matrices
that are not unitary.

Example 2.7.

(1) There are unitary matrices that are not Hermitian.

Consider the matrix U :

U =

[
1 0
0 i

]
⇒ U† =

[
1 0
0 −i

]
(2.50)

⇒ UU† =

[
1 0
0 i

]
·
[
1 0
0 −i

]
(2.51)

=

[
1 0
0 1

]
= I (2.52)

Therefore, U is unitary.

However, U ̸= U†, and consequently, U is not a Hermitian matrix.

(2) There are Hermitian matrices that are not unitary.

Consider the matrix H:

H =

[
2 1
1 2

]
= H† (2.53)

However

det(H) = 3 ⇒ H−1 =
1

det(H)
adj(H) =

1

3

[
2 −1
−1 2

]
=

[
2
3 − 1

3
− 1

3
2
3

]
(2.54)

Clearly, H† ̸= H−1, and therefore, H is not a unitary matrix, while H is a
Hermitian matrix.

2.3.7.1 Positive Semi-Definite Matrix

Hermitian matrices have an important subclass, known as positive semi-definite
matrices.
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Definition 2.19 (Positive Semi-Definite Matrix).
Let H be an n× n Hermitian matrix and let u be any n-dimensional vector in
Hilbert space. Then the matrix H is said to be positive semi-definite if,

u†Hu ≥ 0. (2.55)

In this case, we write H ⪰ 0.

An important property of a positive semi-definite matrix H ∈ Cn×n is that
it has non-negative eigenvalues λi, and H can be represented by

H =

n∑
i=1

λiuiu
†
i (2.56)

where each ui is the eigenvector associated with the eigenvector λi. The
non-negativity of the eigenvalues λi justifies the notation H ⪰ 0, indicating that
all the eigenvalues of H are non-negative.

Looking ahead, the representation of H in Equation 2.56 is particularly
valuable in the context of quantum mechanics. As we will discuss in Section 3.3,
positive semi-definite matrices provide a representation of quantum states.
Additionally, we will see that certain quantum gates that are unitary are also
Hermitian, notably Pauli matrices. It will be shown that that Pauli matrices
form a basis for Hermitian matrices, a property that we will rely on to prove the
security of quantum one-time pad in Section 5.1.



3 Quantum Information Science

In this section, we present relevant terms and concepts in the context of
quantum information science (QIS) . In Section 3.1, we begin by introducing
the postulates of quantum theory. We then proceed to Section 3.2, where we
define various quantum gates and gradually build up to quantum circuits. In
Section 3.3, we introduce the density matrix formalism, which facilitates the
description of various quantum states, such as representing a maximally mixed
state. In Section 3.4, we discuss the concepts of partial measurement and partial
trace. Finally, in Section 3.5, we introduce the concepts of quantum entanglement
and quantum teleportation, which do not have classical counterparts. These two
concepts are an integral part of the EPR scheme, and they ensure the correctness
of the decryption procedure.

3.1 Postulates of Quantum Theory

Quantum mechanics is used to explain physical phenomena that cannot be
explained by classical physics, although classical and quantum physics are closely
connected. Quantum mechanics exhibits classical behaviour in the large-scale
limits, as formalized by the correspondence principle. Like classical physics,
quantum mechanics is governed by a set of laws, which physicists tend to call
them postulates, what mathematicians typically refer to them as axioms. As
we have developed the necessary mathematical tools, we can introduce the
postulates of quantum theory. The formulations of the postulates are adapted
from the widely used source in QIS by Nielsen and Chuang [NC10].

3.1.1 Qubit

The first postulate of quantum mechanics specifies the space in which quantum
state lie and the constraints on them, particularly that they must be unit vectors.
This postulate justifies the use of Hilbert space H as the appropriate vector
space used for quantum mechanics.

Postulate 1: Associated to any isolated physical system is a complex
vector space with inner product (that is, a Hilbert space) known as
the state space of the system. The system is completely described by
its state vector, which is a unit vector in the system’s state space.

We can now define the term quantum bit or “qubit” for short, which is
the counterpart of a bit from classical information science. A qubit is the
fundamental unit of quantum information.

Definition 3.1 (Qubit).
A qubit is a two-dimensional quantum system having length 1.

Using the language of linear algebra, a qubit can be described by an

orthonormal basis, such as

{[
1
0

]
,

[
0
1

]}
. That is, a qubit, as vector a v, can be

21
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represented by

v = α

[
1
0

]
+ β

[
0
1

]
(3.1)

with the constraint |α|2 + |β|2 = 1, to ensure the normalization condition is
respected. Furthermore, the complex numbers α and β are called the probability
amplitudes. As it will soon become evident, representing a qubit with vector
notation [·] becomes cumbersome, especially when describing larger quantum
states, which will be introduced later. For that reason, physicists adopt the

bra-ket Dirac notation. With this notation, the vector

[
1
0

]
is represented

by the ket |0⟩. In other words, |0⟩ :=

[
1
0

]
. Similarly, |1⟩ :=

[
0
1

]
. The two

states |0⟩ and |1⟩ are called the zero state and the one state, respectively. A bra,
denoted by ⟨·| , represents the conjugate transpose of |·⟩. Therefore, ⟨0| =

[
1 0

]
and ⟨1| =

[
0 1

]
. With this in mind, Equation 3.1 can be compactly be

represented by
α |0⟩+ β |1⟩ . (3.2)

It is common to denote quantum states using Greek letters, such as |ψ⟩ and |ϕ⟩.
By a result from linear algebra, the choice of a basis vector and similarly

an orthonormal basis is not unique. In QIS, the orthonormal basis {|0⟩ , |1⟩} is
referred to as computational basis. We will introduce another frequently used
basis in quantum mechanics, known as the Hadamard basis in Example 3.1.

Example 3.1. The Hadamard basis consists of the plus state |+⟩ := 1√
2
(|0⟩+ |1⟩)

and the minus state |−⟩ := 1√
2
(|0⟩ − |1⟩). To see why {|+⟩ , |−⟩} forms an

orthonormal basis, we observe that

√
⟨+,+⟩ :=

√
⟨+|+⟩ =

√(
1√
2

)2

+

(
1√
2

)2

= 1. (3.3)

By similar reasoning and the fact that
(
− 1√

2

)2
=
(

1√
2

)2
, it follows that√

⟨−|−⟩ = 1. Lastly,

√
⟨+|−⟩ =

√√√√[ 1√
2

1√
2

]
×

[
1√
2

− 1√
2

]
(3.4)

=

√
1

2
− 1

2
(3.5)

= 0. (3.6)

Therefore, we have shown that {|+⟩ , |−⟩} also forms an orthonormal basis,
by showing that |+⟩ and |−⟩ are unit vectors that orthogonal to each other.
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Before stating the next postulate, it is worthwhile to highlight that we have
already arrived at a point that distinguishes quantum information science from
classical information in a significant way. A quantum state is described as a linear
combination of the states |0⟩ and |1⟩, which is often called superposition. This is
different from the classical setting, where a classical bit is either 0 or 1, but not
both. Nonetheless, it is important to clarify what superposition entails and what
it does not. A qubit |ψ⟩ cannot not exist in the states |0⟩ and |1⟩ both with
100% probability. Instead, |ψ⟩ can exist in a state that is a combination of |0⟩
and |1⟩, such that the sum of absolute squares of the corresponding amplitudes
add up to 1. Consequently, while classical bits are confined to two discrete states,
the probability amplitudes of qubits can span a continuous range within that
spectrum.

3.1.2 Evolution of a Closed Quantum System

The next natural question that may come up is what operations are permissible
on isolated quantum states. Due to postulate 1, we know that a qubit must be
represented by a unit vector. Therefore, any operations on qubits must respect
that restriction. That is, we seek matrices U such that ∥U |ψ⟩∥ = ∥|ψ⟩∥ = 1.
These matrices are known as unitary matrices, which we introduced in
Section 2.3.6. This leads us to the second postulate of quantum mechanics.

Postulate 2: The evolution of a closed quantum system is described
by a unitary transformation. That is, the state |ψ⟩ of the system
at t1 is related to the state |ψ′⟩ of the system at time t2 by a unitary
operator U which depends only on times t1 and t2,

|ψ′⟩ = U |ψ⟩ . (3.7)

We can verify that ∥U |ψ⟩∥ = 1, by noting that

∥U |ψ⟩∥ =
√
(U |ψ⟩)†(U |ψ⟩) =

√
⟨ψ|U†U︸︷︷︸

I

|ψ⟩ =
√
⟨ψ|ψ⟩ = 1. (3.8)

3.1.3 Measurement

Postulate 3: Quantum measurements are described by a collection {Mm}
of measurement operators. These operators acting on the state space
of the system being measured. The indexm refers to the measurement
outcomes that may occur in the experiment. If the state of the
quantum system is |ψ⟩ immediately before the measurement then
the probability that result m occurs is given by

p(m) = ⟨ψ|M†
mMm |ψ⟩ . (3.9)
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The state of the system after the measurement is

Mm |ψ⟩√
⟨ψ|M†

mMm |ψ⟩
. (3.10)

The measurement operators satisfy the completeness equation,∑
m

M†
mMm = I. (3.11)

The completeness equation expresses the fact that probabilities sum
to one:

1 =
∑
m

p(m) =
∑
m

⟨ψ|M†
mMm |ψ⟩ . (3.12)

This postulate implies that the act of measurement causes the wavefunction to
collapse. Note that Mm, a measurement operator, is not unitary. Hence, Mm |ψ⟩
is not necessarily a valid quantum state, and that is why Equation 3.10 is
normalized to ensure that the post-measurement state is a valid quantum
state with norm 1. Furthermore, the non-unitary nature of the measurement
operator Mm implies that measurement is not a reversible quantum operation,
highlighting its part in bringing about the collapse of the wavefunction. The
precise mechanism underlying this collapse is a topic of interpretation and
debate within quantum theory, with various interpretations offering different
perspectives on the nature of measurement and the collapse process. We refer
the interested reader to [LD24, Vai21, Fay24] for reference.

Additionally, the non-unitary nature of a measurement does not contradict
the second postulate, as the second postulate pertains to the evolution of a
closed quantum system. When a quantum system interacts with its external
environment, the second postulate does not necessarily apply. During a
measurement, the quantum system interacts with its surroundings, and hence
the measurement operator is non-unitary. It is worth mentioning that a
measurement is not the only non-unitary transformation; for instance, noise
from the environment can cause a non-unitary transformation upon a quantum
state. The general transformation of a quantum state is described by quantum
channels. An interested reader that wishes to learn more about quantum channels,
which are completely positive trace-preserving maps, is invited to consult the
relevant sources such as [NC10, Wat18].

Example 3.2. Let us compute the probability of measuring different outcomes
in the computational basis for an arbitrary quantum state |ψ⟩ = α |0⟩+ β |1⟩.
First, we define the measurement operators:

M0 = |0⟩ ⟨0| =
[
1
0

] [
1 0

]
=

[
1 0
0 0

]
, M1 = |1⟩ ⟨1| =

[
0
1

] [
0 1

]
=

[
0 0
0 1

]
.

(3.13)
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It is straightforward to verify that M0 +M1 = I, and hence this collection of
measurement operators satisfies the completeness equation, given by
Equation 3.11.

Next, we observe that

M0 |ψ⟩ = (|0⟩ ⟨0|) (α |0⟩+ β |1⟩) (3.14)

= α |0⟩ (⟨0| |0⟩) + β |1⟩ (⟨0| |1⟩) (3.15)

= α |0⟩ (3.16)

From Equations 3.14 and 3.16, we can conclude that
(M0 |ψ⟩)† = ⟨0|M†

0 = ⟨0|α. We can calculate the probability of measuring 0:

p(0) = ⟨ψ|M†
0M0 |0⟩ (3.17)

= ⟨0|αα |0⟩ (3.18)

= |α|2⟨0|0⟩ (3.19)

= |α|2. (3.20)

Mutatis mutandis, it follows that M1 |ψ⟩ = β |1⟩ and ⟨ψ|M†
1 = ⟨1|β. Again,

by similar reasoning, it follows that p(1) = |β|2.
We conclude that the probability outcome of performing a measurement in

the same basis in which a qubit is expressed yields a value that is proportional
to the square of the absolute value of the corresponding probability amplitude.

We have now developed the tools to introduce another aspect of qubits: their
equivalency under a global phase. Consider two states eiθ |ψ⟩ and |ψ⟩, where θ is
a real number. The quantity eiθ is called the global phase factor. To understand
their equivalency, let us compute the statistics of an arbitrary measurement
outcome for both states. Let peiθ|ψ⟩(m) and p|ψ⟩(m) denote the probability of

measuring m for the states eiθ |ψ⟩ and |ψ⟩, respectively. Then we have:

peiθ|ψ⟩(m) =
(〈
eiθψ

∣∣)M†M
(
eiθ |ψ⟩

)
(3.21)

= ⟨ψ| e−iθM†Meiθ |ψ⟩ (3.22)

= ⟨ψ|M†Mei(θ−θ) |ψ⟩ (3.23)

= ⟨ψ|M†M |ψ⟩ (3.24)

= p|ψ⟩(m). (3.25)

Therefore, we observe that the probability of an arbitrary outcome m is the
same for both eiθ |ψ⟩ and |ψ⟩. This establishes an equivalency class between the
two states, and we can write eiθ |ψ⟩ ≡ |ψ⟩. It is common in the literature to
use the less precise equal sign = for this equivalency class, and we will adopt
this convention going forward. For example, we can implicitly infer that − |ψ⟩ is
equivalent to |ψ⟩ and write − |ψ⟩ = |ψ⟩.



3 QUANTUM INFORMATION SCIENCE 26

3.1.4 Composite Systems

In Section 2.3.5, we introduced tensor products, which provide the mathematical
structure for the fourth postulate. The fourth postulate describes how to construct
composite quantum states from the constituent subsystems, while using the
tensor product formalism to describe it.

Postulate 4: The state space of a composite physical system is
the tensor product of the state spaces of the component physical
systems. Moreover, if we have systems numbered 1 through n, and
system number i is prepared in the state |ψi⟩, then the joint state of
the total system |ψ1⟩ ⊗ |ψ2⟩ ⊗ · · · ⊗ |ψn⟩.

Note that the composite quantum state

|ϕ⟩ = |ψ1⟩ ⊗ |ψ2⟩ = |ψ1⟩ |ψ2⟩ = |ψ1ψ2⟩ , (3.26)

must still follow the first postulate, ensuring that ∥|ϕ⟩∥ = 1. We will show its
correctness shortly. Before doing so, let us introduce the properties of tensor
products that are relevant to this work. Let |ψ1⟩ , |ψ2⟩ ∈ H1 and |ϕ1⟩ , |ϕ2⟩ ∈ H2.
Let s by any scalar. Then the following properties hold:

(1) s(|ψ1⟩ ⊗ |ϕ1⟩) = (s |ψ1⟩)⊗ |ϕ1⟩ = |ψ1⟩ ⊗ (s |ϕ1⟩). (3.27)

(2) (|ψ1⟩+ |ψ2⟩)⊗ |ϕ1⟩ = |ψ1⟩ ⊗ |ϕ1⟩+ |ψ2⟩ ⊗ |ϕ1⟩ . (3.28)

(3) |ψ1⟩ ⊗ (|ϕ1⟩+ |ϕ2⟩) = |ψ1⟩ ⊗ |ϕ1⟩+ |ψ1⟩ ⊗ |ϕ2⟩ . (3.29)

Now, to see why ∥|ϕ⟩∥ = ∥|ψ1⟩ ⊗ |ψ2⟩∥ = 1, note that if
|ψ1⟩ = α1 |0⟩+ β1 |1⟩ ∈ H1 and |ψ2⟩ = α2 |0⟩+ β2 |1⟩ ∈ H2, then we have:

|ψ1⟩ ⊗ |ψ2⟩ = (α1 |0⟩+ β1 |1⟩)⊗ (α2 |0⟩+ β2 |1⟩) (3.30)

= α1α2 |00⟩+ α1β2 |01⟩+ β1α2 |10⟩+ β1β2 |11⟩ . (3.31)

Next we observe that,

|α1α2|2 + |α1β2|2 + |β1α2|2 + |β1β2|2 (3.32)

=|α1|2 ·

|α2|2 + |β2|2︸ ︷︷ ︸
=1

+ |β1|2 ·

|α2|2 + |β2|2︸ ︷︷ ︸
=1

 (3.33)

=|α1|2 + |β1|2 = 1. (3.34)

A similar argument holds for larger quantum states |ψ1⟩ ⊗ |ψ2⟩ ⊗ · · · ⊗ |ψn⟩.
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3.2 Quantum Gates

In this section, we formally define a quantum gate and introduce different families
of important quantum gates, namely Pauli and Clifford gates. Finally, we will
explain the concept of universal quantum circuits. This section follows from
[Sch19] and [GS22].

As mentioned in the second postulate of quantum theory, the evolution
of a closed system is described by a unitary transformation. The unitary
transformations are linear transformations on the state space, and those are the
transformations that are regarded as quantum gates.

Definition 3.2 (Quantum Gate).
A quantum n-qubit gate is a unitary operator U , such that U : H⊗n → H⊗n.

Note that Definition 3.2 excludes non-unitary operations from being quantum
gates. Consequently, the measurement operator does not count as a quantum
gate. While terms like “measurement gate” are frequently used in literature,
we will opt for the broader term “measurement operator” to account for its
non-unitary nature.

3.2.1 Pauli Gates

An important class of unitary matrices are called Pauli matrices, named after
physicist Wolfgang Pauli. Pauli matrices introduce operations such as bit flip,
phase flip and a combination of both. Additionally, Pauli matrices form a basis
for the space of Hermitian matrices. This is useful because density matrices,
which will be introduced in Section 3.3, are Hermitian. Coupled with the fact
that density matrices provide a representation of qubits, this means that a qubit
can be represented as a linear combination of Pauli matrices. This fact will be
useful when proving the security of a quantum encryption scheme in Section 5.1.

Definition 3.3 (Pauli Gates).

σ1 = σx = X =

[
0 1
1 0

]
σ2 = σy = Y =

[
0 −i
i 0

]
σ3 = σz = Z =

[
1 0
0 −1

]
The X gate, also known as the quantum NOT gate, is the quantum analog of

the classical bit flip. Therefore, in the computational basis, this means X |0⟩ = |1⟩
and X |1⟩ = |0⟩. The Z gate, which does not have a classical counterpart,
introduces a phase flip to the one state |1⟩ while leaving the zero state |0⟩
unchanged. In other words, Z |0⟩ = |0⟩ and Z |1⟩ = − |1⟩. Lastly, the Y gate
combines both a bit flip and a phase flip. It can be represented as Y = iXZ.
Thus, Y |0⟩ = i |1⟩ and Y |1⟩ = −i |0⟩. Pauli matrices along with the identity
gate σ0 = I form a group.
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Definition 3.4 (Pauli Group).
Let

W = {iaσα|a, α ∈ {0, 1, 2, 3}}. (3.35)

Then the set W equipped with a matrix multiplication operator × forms a group.
The group (W,×) is called the Pauli group.

While W has 16 members, the set SPauli = {σ1, σ2, σ3} with only three
elements is a generator of the Pauli group W . Hence, we can write ⟨SPauli⟩ = W

The Pauli group can be used to construct n-fold Pauli group, also known as
the Pauli group on n-qubits, Wn. Wn is the set of all n-qubit tensor products
of elements of W.

3.2.2 Clifford Gates

In Section 2.2.1, we introduced the concept of a group normalizer. The normalizer
group of Paulis are simply called the Clifford group.

Definition 3.5 (Clifford Group).
Let Wn denote the Pauli group acting on n qubits. The Clifford group on n
qubits, is the group that normalizes Wn. That is,

Kn = {K : KWK† ∈ Wn,∀W ∈ Wn}. (3.36)

Another equivalent way of characterizing a Clifford gate is to say for any
Clifford gate K and any Pauli W, there exists W′ such that KW = W′ K.
Furthermore, in the language of group theory developed in Section 2.2.1, we can
write Wn ⩽ NUn

(Wn) = Kn ⩽ Un.
While Definition 3.5 provides a description of Clifford gates and a method

for verifying them, it does not define specific examples of Clifford gates. Here,
we will briefly introduce some notable and important Clifford gates relevant

to this work. These include the Hadamard gate H = 1√
2

[
1 1
1 −1

]
, the phase

gate5 P =

[
1 0
0 i

]
and the controlled-NOT gate CNOT = |0⟩ ⟨0| ⊗ I+ |1⟩ ⟨1| ⊗ X,

which applies an X on the second register of a two-qubit system only if the first
qubit is in the state |1⟩. Another example of a two-qubit gate is the SWAP

gate, defined by


1 0 0 0
0 0 1 0
0 1 0 0
0 0 0 1

, which has the effect of swapping the order of

qubits. That is, if |ϕ1⟩ and |ϕ2⟩ are single qubits in the computational basis,
then SWAP(|ϕ1⟩ ⊗ |ϕ2⟩) = |ϕ2⟩ ⊗ |ϕ1⟩.

5In some literature, such as [NC10], the phase gate is denoted by S instead of P. However,
in this work, we follow the notation used in [BJ15].
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In Example 3.3, we will verify that the Hadamard gate is a Clifford gate.

Example 3.3. The Hadamard gate is a Clifford gate, since HX = ZH, HZ = XH
and HY = −YH. These equalities only show that the H gate normalizes
SPauli = {X,Z,Y}. However, since ⟨SPauli⟩ = W, demonstrating that H is a
normalizer of SPauli is sufficient to conclude that H ∈ K.

Lastly, before closing the section on Clifford gates, we highlight two important
facts about them that motivate the structure of a quantum homomorphic
encryption scheme. Firstly, the set SCliff = {H,P,CNOT} is not an exhaustive list
of all Clifford gates; however, SCliff is of special interest, since it is a generator of
all Clifford gates, as proven in [Got98b]. In the context of quantum homomorphic
encryption scheme, this implies that when handling Clifford gates, a scheme
only needs to account for the gates in SCliff, as any other Clifford gate can be
decomposed into these gates. Secondly, another important and surprising fact
is that Clifford gates can be efficiently simulated by classical computers. This
result is known as the “Gottesman-Knill theorem” and a proof of this fact can be
found in [Got98a]. Intuitively, this result suggests that handling Clifford gates
in quantum homomorphic encryption may be more straightforward, and it might
be advantageous to focus on these gates first before considering non-Clifford
gates. We will elaborate more on this in Section 5.3.

3.2.3 Non-Clifford Gates

Up to this point we have introduced Pauli and Clifford gates; however, thanks to
Gottesman-Knill theorem, we know that those gates are efficiently simulatable
by classical computers, and if there were no other quantum gates, then it would
have imposed a real threat to the motivation behind investing and studying
quantum computing, as all of quantum computing would have been efficiently
simulatable by classical computers. This is where non-Clifford gates come to the
rescue of quantum computing6. A non-Clifford gate is any quantum gate that is
not part of the Clifford group.

A notable and important non-Clifford gate is the T gate, which is defined as

T =

[
1 0

0 e
iπ
4

]
. (3.37)

A plethora of quantum algorithms, such as Shor’s algorithm [Sho99] and
Grover’s search algorithm [Gro96], which are believed to outperform their best
classical counterparts make use of non-Clifford gates in their implementations.

3.2.4 Quantum Circuit

Using quantum gates and measurement operators as fundamental building blocks,
we can construct quantum circuits, which we will define next.

6Whether non-Clifford gates can be efficiently simulated by classical computers remains an
open problem, with the widely held belief suggesting the answer is negative.
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Definition 3.6 (Quantum Circuit).
Let L1, L2, . . . , Ld be a sequence of d operators acting on an n-qubit system,
where each Li consists of either unitary operators, measurement operators, or
both. We define the quantum circuit C as the composition

C = Ld ◦ Ld−1 · · · L2 ◦ L1 (3.38)

constructed from the operators L1, L2, . . . , Ld. A quantum operator Li is called a
layer. To ensure that each layer Li is an n-qubit operator, we assume all layers
following a measurement operator include the identity gate on measured qubits
to match the dimensionality. The depth of a circuit is the number of layers, d.

We note that in this definition of a quantum circuit, a measurement operator
is included as an element of a quantum circuit, while it is not technically a
quantum gate. The trade-off of including the measurement operator is that
the resulting quantum circuits are not reversible according to Definition 3.6.
Therefore, we reserve the term “quantum reversible circuit”, when referring to
quantum circuits where each layer consists only of quantum gates.

Quantum circuit diagrams are used as a visual representation of a quantum
circuit, showing the sequence and types of quantum gates applied to qubits.
Time progresses from left to right, illustrating the order in which operations are
applied. A quantum wire, represented by horizontal lines, is associated with a
qubit and illustrates how that qubit is affected throughout the circuit. Figure (1)
shows a quantum circuit diagram and its various elements.

|ψ1⟩

|ψ2⟩

...

|ψn⟩

layer

L1 L2

· · ·

· · ·
Ld

time

Figure 1: A quantum circuit diagram

We conclude this section with Table (3), which presents a compilation of
frequently used quantum gates along with their circuit representation.
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Gate
#

of Qubits
Matrix

Circuit
Diagram

X 1

[
0 1
1 0

] X

or equivalently

Y 1

[
0 −i
i 0

]
Y

Z 1

[
1 0
0 −1

]
Z

H 1 1√
2

[
1 1
1 −1

]
H

P 1

[
1 0
0 i

]
P

T 1

[
1 0
0 ei

π
4

]
T

CNOT 2


1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

 |1⟩ |1⟩

|0⟩ |1⟩

SWAP 2


1 0 0 0
0 0 1 0
0 1 0 0
0 0 0 1

 |ψ1⟩ |ψ2⟩

|ψ2⟩ |ψ1⟩

Measurement 1 or more
A non-unitary

operator

Table 3: Frequently used quantum operators and their circuit representation
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3.2.5 Universal Quantum Gate Set

A natural question to consider at this point is whether there are any other types
of quantum gates to consider beyond Clifford and non-Clifford gates, and the
answer is negative. To further elaborate on this topic, it is worthwhile to define
a universal quantum gate set. A set SUQG is called a universal quantum gate set,
if SUQG-gates can approximate any unitary acting on n qubits to any arbitrary
precision. According to a fundamental result in quantum computing, any
non-Clifford gate combined with a generator set of Clifford groups forms a
universal quantum gate set [NC10]. For instance, SCliff ∪ {T} forms a universal
quantum gate set. This observation, coupled with the discussions made at the
end of the Section 3.2.2, explains why [BJ15] first provides a scheme for Clifford
gates and then introduces the “EPR scheme”, which mainly differs from the
Clifford scheme by including the T gate.

3.3 Density Matrix

So far we have used vectors to describe a quantum state |ψ⟩. There is another
equivalent representation of quantum states given by density operators or density
matrices. This section follows from [NC10, Wol21].

Definition 3.7 (Density Matrix).
A matrix ρ is called a density matrix, if ρ has the following properties:

(1) ρ ⪰ 0, meaning that ρ is a positive semi-definite matrix, and also a
Hermitian matrix.

(2) Tr(ρ) = 1 .

The first property in Definition 3.7 ensures that a density matrix ρ has
non-negative eigenvalues λi and the second condition ensures that the sum of
the eigenvalues add up to 1, aligned with the fact that the sum of the squared
absolute values of probability amplitudes of a quantum state add up to 1, making
the density matrices suitable for representing a quantum state. Let us see how.

A quantum state |ψ⟩ = α |0⟩ + β |1⟩ can be represented by a

density matrix ρ = |ψ⟩ ⟨ψ| =
[
|α|2 αβ
αβ |β|2

]
. However, density matrices capture a

broader class of quantum states that cannot be representable by a vector. To
illustrate this, we will consider the following two scenarios:

(1) Alice applies the Hadamard gate H to the state |0⟩ to obtain
the state |+⟩ = 1√

2
(|0⟩+ |1⟩). She sends the state |+⟩ to Bob, who expects

a 50-50 probability split in observing the states |0⟩ and |1⟩ upon measurement.

(2) Alice flips a fair coin. If the result is heads, she creates the state |0⟩;
if tails, she prepares the state |1⟩. Let |ϕ⟩ represent the resulting state and
suppose Bob knows how the state |ϕ⟩ is prepared, but he does not know
the outcome of the coin flip. He still expects a 50-50 split in observing |0⟩
and |1⟩ upon measurement.
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There is a key difference between the two scenarios. In the first scenario, the
quantum state in Bob’s view is the quantum state |+⟩, which is in a superposition
of the |0⟩ and |1⟩. In the second scenario, the quantum state according to Bob’s
view is a mixture of |0⟩ and |1⟩ with equal probability, which is not the same
as the state |+⟩. More formally, the state |ϕ⟩ exists as a classical statistical
mixture of states |0⟩ and |1⟩ with equal probability, described by the ensemble
{(p1, |0⟩), (p2, |1⟩)}, where p1 = p2 = 0.5. Using the language of density matrices,

the state |ψ⟩ can be written as 1
2 |0⟩ ⟨0| +

1
2 |1⟩ ⟨1| =

[
1
2 0
0 1

2

]
, which correctly

captures Bob’s expectation of measuring |0⟩ or |1⟩ with equal probability. Thus,
density matrices allow us to represent quantum states that cannot be expressed
as a single vector, in this case from Bob’s point of view.

More abstractly, an ensemble of quantum states {(p1, |ψ1⟩), . . . , (pk, |ψk⟩)}
where each |ψi⟩ is prepared with probability pi is represented by a density matrix

ρ =

k∑
i=1

pi |ψi⟩ ⟨ψi| . (3.39)

If k = 1, the state is precisely described and is called a pure state. Otherwise,
if k ≥ 2, then the quantum state is called a mixed state. A key property of the
density matrix of a pure state is that ρ2 = ρ, whereas this equality does not hold
for mixed states.

Lastly, let us revisit the second scenario one more time, where Alice prepares
her qubit by a coin flip. From Bob’s point of view, the resulting state is a mixed
state. However, since Alice knows the outcome of the coin flip, the resulting
state is either definitely |0⟩ or definitely |1⟩. This is a crucial observation in
quantum information theory. A pure quantum state from Alice’s perspective
may be a mixed quantum state to Bob. When proving the security of quantum
cryptographic protocols, we would like to prove security from an adversary’s
point of view. Therefore, even if a quantum state is known to trusted parties, we
are only concerned with how an adversary would view the state. By describing
quantum states as density matrices, we can demonstrate the security of the
scheme. That is another important reason for using density matrices to represent
quantum states.

3.3.1 Quantum Operations on Density Matrix

We have seen the effects of applying a unitary gate and a measurement on a pure
state when represented as vectors. The corresponding mathematical operations
on density matrices are slightly different, and this section aims to clarify those
differences.

Applying a unitary U to a quantum state |ψ⟩ results in the state U |ψ⟩ → |ψ′⟩.
Intuitively, one might expect that if ρ is the density matrix of |ψ⟩, then Uρ is
equivalent to the density matrix of |ψ′⟩. However, that is not the case. Indeed,
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ρ′ = |ψ′⟩ ⟨ψ′| (3.40)

= U |ψ⟩ (U |ψ⟩)† (3.41)

= U |ψ⟩ ⟨ψ|︸ ︷︷ ︸
=ρ

U† (3.42)

= UρU† (3.43)

Therefore, applying U to ρ is equivalent to UρU†.
Furthermore, in Section 3.1.3, we observed that the post-measurement state

of a pure state is given by Equation 3.10

Mm |ψ⟩√
⟨ψ|M†

mMm |ψ⟩
,

where Mm is the corresponding measurement operator. The corresponding
density operator, given that outcome m is observed, is given by:

ρ|m =
MmρM

†
m

Tr
(
M†
mMmρ

) . (3.44)

Additionally, the probability of observing the outcome m is:

p(m) = Tr
(
M†
mMρ

)
. (3.45)

3.3.2 Maximally Mixed State

An important class of mixed states is a maximally mixed state, which is easily
expressible in the density matrix formalism.

Definition 3.8 (Maximally Mixed State).
A quantum state in a 2n-dimensional Hilbert space that is an ensemble of
orthogonal states { 1

2n , |ψm⟩}2nm=1 is called a maximally mixed state. The density
operator corresponding to a maximally mixed state is given by:

ρmax =
I

2n
(3.46)

where I is the identity matrix of dimension 2n.

Example 3.4. A mixture of the states |0⟩ and |1⟩ or |+⟩ and |−⟩ weighted with
equal probability is a maximally mixed state:

I

2
=

1

2
(|0⟩ ⟨0|+ |1⟩ ⟨1|) = 1

2
(|+⟩ ⟨+|+ |−⟩ ⟨−|) (3.47)
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A noteworthy feature of maximally mixed states is that measuring a maximally
mixed state in any basis results in a uniform distribution of the basis elements.
To see this, suppose we measure the maximally mixed state ρmax in some
orthonormal basis {|ψm⟩}2nm=1. The probability p(m) of obtaining the outcome
corresponding to the basis state |ψm⟩ is given by: p(m) = Tr(M†

mMmρmax),
where Mm = |ψm⟩ ⟨ψm|. Note that

M†
mMm = (|ψm⟩ ⟨ψm|)† (|ψm⟩ ⟨ψm|) = |ψm⟩ ⟨ψm| |ψm⟩︸ ︷︷ ︸

=1

⟨ψm| = |ψm⟩ ⟨ψm| =Mm.

(3.48)
Thus:

p(m) = Tr(Mmρmax) (3.49)

= Tr(Mm
I

2n
) (3.50)

=
1

2n
Tr(Mm) (3.51)

=
1

2n
Tr(|ψm⟩ ⟨ψm|) (3.52)

=
1

2n
. (3.53)

This shows that the probability is 1
2n for any outcome m, meaning that

the measurement results in a uniform distribution over the basis states. This
property makes maximally mixed states highly desirable for defining security
primitives in the context of quantum cryptography, as we will see in Section 5.

3.4 Partial Measurement and Partial Trace

At times, when dealing with n-qubit quantum systems, we are more interested
in a subsystem of the larger system, or we may want to measure only a part of
the system rather than the whole. These concepts are explained through the
formalism of partial trace and partial measurement. This section follows [LaR18].

Suppose Alice and Bob hold a quantum state, denoted by ρAB . We wish to
describe the subsystem that is held by Alice, denoted as ρA.

Definition 3.9 (Partial Trace).
Let A and B be two subsystems making up the composite system described
by the density operator ρAB . The partial trace over the B subsystem, denoted
by TrB is defined as

TrB [ρAB ] =
∑
i

(IA⊗⟨i|B)ρAB(IA⊗ |i⟩B), (3.54)

where {|i⟩} is any orthonormal basis for the Hilbert space HB of subsystem B.
We often write ρA = TrB [ρAB ].
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The identity operator IA in Equation 3.54 reflects the fact that we are focusing
on the subsystem A in isolation and wish to leave it unchanged.

Furthermore, Equation 3.54 can be extended to take the partial trace of
multiple subsystems while tracing out multiple subsystems. Let
S1 = {A1, A2, . . . , Am} and S2 = {B1, B2, . . . , Bk} such that S := S1 ∪ S2

and S1 ∩ S2 = ∅. S1 is the set of subsystems to keep, and S2 is the set trace out.
Define the mapping f : S → {1, 2, . . . , k +m} such that f(x) indicates the order
of subsystem x in the larger quantum system ρS . Then:

ρS1
= TrS2

[ρS ] =

dim(B1)∑
i1=1

dim(B2)∑
i2=1

. . .

dim(Bk)∑
ik=1

(⊗
x∈S

O†
f(x)

)
ρS

(⊗
x∈S

Of(x)

)
,

(3.55)
where

Of(x) =

{
Ix if x ∈ S1

|ij⟩ if x ∈ S2 and x = Bj
. (3.56)

Here, {|ij⟩} is an orthonormal basis for the Hilbert space HBj of subsystem Bj ,
and dim(Bj) is the dimension of HBj

. Equation 3.55 is particularly useful for
simulating quantum computers, as it allows the partial trace of a quantum
system to be taken in any order.

Furthermore, the reduced density matrix of ρS1
can be used to compute

measurements on that subsystem within a larger quantum system. For instance,
if Alice and Bob share the state ρAB and we wish to perform a measurement
only on Alice’s system, we first compute ρA by taking the partial trace over
Bob’s subsystem. Then, we perform the measurement on Alice’s system and
the post-measurement state can be computed according to Equation 3.44. Such
measurements are referred to as “partial measurements” as only a subsystem of
the whole has been measured. In Section 3.5, we will see an example of partial
measurement.

3.5 Quantum Entanglement

Quantum entanglement is a purely quantum phenomenon without a classical
counterpart. A special feature of entangled quantum particles is that measuring
one part of the system affects the measurement results of other parts. In other
words, these quantum particles are correlated, and the state of one particle cannot
be described independently from the states of the other particles. Entanglement
plays a crucial role in various applications of quantum information science,
such as quantum teleportation, non-local games, quantum algorithms, enabling
capabilities that would otherwise be impossible within the classical framework.

An example of the advantage provided by entanglement can be illustrated
with a game where a referee, named Charlie, generates two random bits a and
b and sends them to Alice and Bob, respectively. Alice and Bob win the game
if they output bits x and y, such that a ⊕ b = x ∧ y. Without going over the
details, the optimal classical strategy yields a 75% winning probability, whereas
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an optimal quantum strategy using entanglement achieves approximately an 85%
winning probability. This game is known as the CHSH game, named after the
authors of the relevant work: Clauser, Horne, Shimony, and Holt [CHSH69]. The
CHSH game is just one example of a larger class of games, known as non-local
games. A survey of non-local games can be found in [BBT05].

We will now formally define entanglement, which is better understood through
the concept of separable states.

Definition 3.10 (Separable and Entangled States).
Let HA and HB be two Hilbert spaces and let |ψ⟩ ∈ HA ⊗ HB. Then the
state |ψ⟩ is said to be separable if there are states |ϕ⟩ ∈ HA and |φ⟩ ∈ HB such
that

|ψ⟩ = |ϕ⟩ ⊗ |φ⟩ . (3.57)

Otherwise, the state |ψ⟩ is called an entangled state.

The definition of an entangled state captures the fact it cannot be described
by considering its constituent parts independently. A simple and an important
example of an entangled particle is the “EPR pair”, named after Einstein,
Podolsky, and Rosen [EPR35].

Definition 3.11 (EPR State).
The EPR pair is defined by

|EPR⟩ =
∣∣Φ+

〉
=

1√
2
(|00⟩+ |11⟩) . (3.58)

A circuit that prepares an EPR pair is provided in Figure (2).

|0⟩ H

|0⟩

 |Φ+⟩ = 1√
2
(|00⟩+ |11⟩)

Figure 2: Quantum circuit that prepares an EPR pair.

As mentioned earlier, measuring one part of an entangled pair influences the
result of measuring the other part, provided the measurements are performed in
the same basis. In the next example, we will see the effect of measurement on
the EPR state.

Example 3.5. Let |Φ+⟩ = 1√
2
(|0A0B⟩+ |1A1B⟩) be a shared entangled state

between Alice and Bob. Firstly, tracing out Bob’s system yields:

ρA = TrB [ρAB ] = (IA⊗⟨0|)
∣∣Φ+

〉 〈
Φ+
∣∣ (IA⊗ |0⟩) (3.59)

+ (IA⊗⟨1|)
∣∣Φ+

〉 〈
Φ+
∣∣ (IA⊗ |1⟩) (3.60)

=

[
1
2 0
0 1

2

]
=

I

2
. (3.61)
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This means Alice’s system in isolation corresponds to a maximally mixed state,
reflecting the property of entangled particles: the description of the whole system
requires all its constituent elements, and studying subsystems in isolation does
not reveal precise information about them. Otherwise, it would be possible to
describe the entangled pair as a separable state.

Secondly, suppose that Alice performs a measurement on her system.
Since ρA = ρmax, the measurement results are 0 or 1 with equal probability.
If she obtains the bit 0, then the post-measurement state corresponds to |0A0B⟩,
which means that if Bob performs measurement on his part of the system in the
computational basis, he also measures 0 on his part. Similarly, if Alice measures
1, then Bob will also measure 1. This demonstrates the importance of entangled
pairs: a precise description of the system requires all its parts, and measuring
one part affects the results of measurements on other parts.

3.5.1 Quantum Teleportation

According to a fundamental result in quantum information science, copying an
arbitrary quantum state is impossible. This result, known as the
“no-cloning theorem”, is important because it highlights a key difference between
classical and quantum information science. It must be noted that copying
classical information is so straightforward nowadays that we take it for granted;
however, it is a property of classical information that could have failed to exist,
as that is the case for quantum information science. In contrast, a quantum
state |ψ⟩ can be teleported from Alice to Bob using entanglement. This is also
a quantum phenomenon with no classical counterpart. It is important to note
that teleporting a quantum state does not violate the no-cloning theorem, as the
state |ψ⟩ is not duplicated in the process. In other words, before and after the
quantum teleportation process there is only one state |ψ⟩. At times, the objective
of employing a quantum teleportation gadget is to apply a quantum gate to the
teleported state. In such cases, we refer to this process as gate teleportation. In
this work, we view teleportation as an umbrella term encompassing both state
teleportation and gate teleportation. For a more in-depth discussion on quantum
teleportation, interested readers are encouraged to refer to [ZLC00].

In the next example, we provide a teleportation gadget that allows Alice to
teleport her qubit to Bob by making use of an entangled pair.

Example 3.6. Suppose Alice possesses a qubit |ψ⟩ and she wishes to teleport it
to Bob. To achieve this, Alice and Bob are required to share an entangled pair.
Figure (3) illustrates a teleportation circuit that enables Alice to teleport her
state to Bob. First, Alice and Bob create an entangled state indicated by |Φ+⟩.
Then, Alice will perform a CNOT gate followed by a H gate on her system and
make two measurements. Bob will subsequently perform conditional X and Z
gates to recover the state |ψ⟩.

Let us verify the correctness. After creating the entanglement, Alice and
Bob hold a three-qubit system:

|ψ0⟩ = |ψ⟩
∣∣Φ+

〉
(3.62)
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where |ψ⟩ = α |0⟩ + β |1⟩ is the state that Alice wants to send to Bob,
and |Φ+⟩ = 1√

2
(|00⟩+ |11⟩) is the EPR pair shared between Alice and Bob.

In other words,

|ψ0⟩ =
1√
2
[α |0⟩ (|00⟩+ |11⟩) + β |1⟩ (|00⟩+ |11⟩)] . (3.63)

At this point, Alice applies a CNOT gate to her part of the system to obtain
|ψ1⟩:

|ψ1⟩ = (CNOT⊗ I) (|ψ0⟩) (3.64)

=
1√
2
[α |0⟩ (|00⟩+ |11⟩) + β |1⟩ (|10⟩+ |01⟩)] (3.65)

Then Alice applies the Hadamard gate H. To illustrate the effect of the
Hadamard gate, let us take a brief detour and consider its impact on an arbitrary
quantum state. This observation will help with the calculation that follow:

H |ψ⟩ = H(α |0⟩+ β |1⟩) (3.66)

=
1√
2
·
[
1 1
1 −1

]
· (α |0⟩+ β |1⟩) (3.67)

=
1√
2
·
[
1 1
1 −1

]
·
[
α
β

]
(3.68)

=
1√
2

[
α+ β
α− β

]
(3.69)

=
1√
2
[(α+ β) |0⟩+ (α− β) |1⟩] (3.70)

=
1√
2
[α (|0⟩+ |1⟩) + β (|0⟩− |1⟩)] . (3.71)

Now returning to the protocol:

|ψ2⟩ = (H⊗ I⊗ I) |ψ1⟩ (3.72)

=
1

2
[α(|0⟩+ |1⟩)(|00⟩+ |11⟩) + β(|0⟩ − |1⟩)(|10⟩+ |01⟩)] (3.73)

We can rewrite the state as follows:
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|ψ2⟩ =
1

2
[α(|0⟩+ |1⟩)(|00⟩+ |11⟩) + β(|0⟩ − |1⟩)(|10⟩+ |01⟩)] (3.74)

=
1

2
[ |00⟩ (α |0⟩+ β |1⟩) (3.75)

+ |01⟩ (α |1⟩+ β |0⟩) (3.76)

+ |10⟩ (α |0⟩ − β |1⟩) (3.77)

+ |11⟩ (α |1⟩ − β |0⟩)] (3.78)

Alice will then perform two measurements in the computational basis,
obtaining classical bits a and b as shown in Figure (3). Suppose Alice measures
(a, b) = (0, 0), then Bob’s post-measurement state corresponds to α |0⟩+ β |1⟩,
as indicated by Equation 3.74. In total, there are four possible post-measurement
outcomes |ψ3⟩, given the two measurements by Alice as shown in Table (4):

Measured Bits
(a, b)

Bob’s Qubit
|ψ3⟩

Correction Gate

(0,0) α |0⟩+ β |1⟩ —
(0,1) α |1⟩+ β |0⟩ X
(1,0) α |0⟩ − β |1⟩ Z
(1,1) α |1⟩ − β |0⟩ ZX

Table 4: Quantum Teleportation - Post-Measurement State

We can observe if the measured bits are (0, 0), Bob’s qubit, as indicated in
Table (4) corresponds to the state |ψ4⟩ = |ψ⟩, which was originally in Alice’s
possession in the beginning of the protocol. If the measured bit is (0, 1), applying
the X gate results in:

X (α |1⟩+ β |0⟩) = α |0⟩+ β |1⟩ = |ψ⟩ . (3.79)

This means Bob can recover the corresponding qubit |ψ⟩. Similarly, upon
measuring (1, 0) and (1, 1), applying gates Z and ZX, respectively, corrects the
output so Bob can recover Alice’s initial qubit to obtain |ψ4⟩ = |ψ⟩ precisely.
More compactly, depending on the value of (a, b), Za Xb |ψ3⟩ = |ψ⟩. Hence, Alice
has successfully teleported the state |ψ⟩ to Bob.

As we will see in Section 5.4, another teleportation gadget plays a crucial
role in security and correctness of the EPR quantum homomorphic encryption
scheme.
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|ψ⟩

|Φ+⟩

H a

b

Xb Za |ψ⟩
|ψ0⟩ |ψ1⟩ |ψ2⟩ |ψ3⟩ |ψ4⟩

Bob’s system

Alice’s system

Figure 3: Quantum circuit for teleporting a qubit. The two lines following the
measurement represent the measurement outcomes, which are now classical bits
used for applying the conditional Xb and Za.



4 Cryptography

Cryptography is the study of secure communication. In this section, we
outline various cryptographic concepts and protocols. In Section 4.1, we
will introduce cryptographic terms and primitives that are relevant to both
classical and quantum cryptography. The subsequent Sections 4.2 and 4.3
focus primarily on classical cryptography. As we will see in Section 5, both
classical and quantum cryptography are needed for the development of a quantum
homomorphic encryption scheme.

4.1 Semantics of Cryptography

To delve into cryptographic primitives, it is important to equip ourselves with
the appropriate definitions and tools. This ensures that we have the appropriate
language and framework to reason about cryptography. The terms introduced
in this section are common in classical and quantum cryptography. This section
follows from [KL21] and [SP19].

The fundamental objective of cryptography is to allow two or more parties
to communicate over a channel, whether secure or insecure, in such a way that
no adversary can understand the messages being sent over the channel. For
simplicity, we consider the scenario where two parties, Alice and Bob, want to
communicate.

• Message Space: The set of permissible messages to be communicated is
called the message space, denoted by M. Each message m is referred to as
plaintext. In the classical setting, m is a bit string, where m ∈ M ⊆ {0, 1}∗.
In the quantum setting, m is a quantum state and M ⊆ H .

• Key Generation Algorithm and Key Space: The key generation
algorithm Gen is a probabilistic algorithm that returns a pair of keys
(kenc, kdec)

7. The set of all such keys form the key space K. For the
purposes of this work, we consider keys to be classical bits, therefore,
kenc, kdec ∈ {0, 1}∗.

• Encryption Algorithm and Ciphertext Space: The encryption
algorithm Enc is a function that encrypts the message m under the key
kenc and outputs the ciphertext c. That is,

Enckenc(m) = c. (4.1)

The set of all possible ciphertexts is referred to as the ciphertext space,
denoted by C . Similar to the message space, the ciphertexts are bit strings
in the classical setting and quantum states in the quantum setting.

7In some cryptographic schemes, kenc and kdec may be equal, meaning the key generation
algorithm only needs to generate a single key. This will be further discussed in Section 4.2.

42
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• Decryption Algorithm: The decryption algorithm Dec takes as input a
key kdec and a ciphertext c and outputs a message m′. It is required that,
except with negligible8 probability over the randomness of Gen and Enc,
we have Deckdec

(Enckenc(m)) = m.

These terminologies provide a unified language when discussing classical and
quantum cryptographic schemes.

4.2 Public-Key and Private-Key Cryptography

Encryption schemes are divided into two main categories: private-key and
public-key encryption schemes. A private-key encryption scheme allows for
symmetric communication by employing the same key for encryption and
decryption, denoted as k := kenc = kdec. However, these schemes require
that Alice and Bob share the secret key k securely before they can use the
private-key encryption scheme. For example, one way to achieve this is by
having Alice and Bob meet in-person to exchange the key k. The crucial point is
that private-key encryption necessitates a secure channel for sharing the secret
key, which can be impractical for applications over the internet and in other
communication scenarios in the digital world.

This limitation is addressed by public-key cryptography, which facilitates
asymmetric communication by using different keys during encryption and
decryption. In the setting of public-key cryptography only one of the two
communicating parties can send a message to the other party, hence the name
asymmetric. Suppose Alice wants to send a message to Bob and they only have
access to an insecure communication channel. Bob will generate a pair of keys
(kenc, kdec). The encryption key kenc is publicly announced and thus referred
to as the public key, denoted by pk . Alice uses the public key to encrypt her
message m, resulting in the ciphertext c = Encpk (m), which she sends to Bob.
Then, Bob uses his secret, private key kdec = sk to decrypt the ciphertext to
obtain Alice’s original message m.

An example of public-key cryptography in action is online shopping, where
Alice needs to provide her credit card information to Bob, the seller. Only Alice
needs to send sensitive information to Bob, making this an instance of asymmetric
cryptography. Given that the communication channel could be intercepted by
an eavesdropper, public-key cryptography is an appropriate solution for such
applications.

While primia facie public-key cryptography might initially seem preferable
due to its flexibility and the lack of requirement for a pre-shared secret key, there
are trade-offs to consider, which we will explore next.

8A function f from the natural numbers to the non-negative real numbers is negligble if for
every polynomial p there is an N such that n > N it holds that f(n) < 1

p(n)
.
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4.2.1 Perfect Secrecy

Ideally, we want an encryption scheme that is perfectly secure. Intuitively, we
want an encryption scheme where, as long as the pair (kenc, kdec) remains secret,
the encryption scheme remains secure regardless of any action taken by an
adversary, Eve. Let us formalize the concept of a perfectly secure encryption
scheme.

Definition 4.1 (Perfectly Secret Encryption Scheme).
An encryption scheme (Gen,Enc,Dec) with message space M is perfectly secret
if for every probability distribution for M, every message m ∈ M, and every
ciphertext c ∈ C for which Pr[C = c] > 0:

Pr[M = m|C = c] = Pr[M = m]. (4.2)

An important theoretical result shows that perfectly secure encryption
schemes do exist! One example of such a scheme is the one-time pad encryption
scheme.

Definition 4.2 (One-time Pad Encryption Scheme).
The one-time pad encryption scheme consists of algorithms (Gen,Enc,Dec). Let ℓ
denote the length of the message m ∈ M, where the message m is represented
as a sequence of bits m = (m1,m2, . . . ,mℓ). The key generation algorithm Gen
outputs a key k of length ℓ by sampling from the uniform distribution. The
encryption algorithm Enc, encrypts the message m by performing a
component-wise XOR (addition modulo 2) operation between the corresponding
bits of m and k. That is,

Enck(m) = m⊕ k = (m1 ⊕ k1,m2 ⊕ k2, · · · ,mℓ ⊕ kℓ). (4.3)

The decryption algorithm Deck(c) is defined by XORing the ciphertext c with
the key k:

Deck(c) = c⊕ k = (c1 ⊕ k1, c2 ⊕ k2, · · · , cℓ ⊕ kℓ). (4.4)

The correctness of the one-time pad can be easily verified. Decrypting the
ciphertext c with the key k results in

Deck(c) = c⊕ k = (m⊕ k)⊕ k = m⊕ (k ⊕ k) = m⊕ 2k = m, (4.5)

as desired. Additionally, the one-time pad is perfectly secret, as proven in
Appendix C. However, using the same key k more than once would render
the encryption scheme insecure, which is why it is called the “one-time pad
encryption”. If the same key k is used to encrypt two distinct messages
m(1) and m(2), an adversary that obtains the corresponding ciphertexts c(1)

and c(2) can compute c(1) ⊕ c(2) = (m(1) ⊕ k) ⊕ (m(2) ⊕ k) = m(1) ⊕ m(2).
Although,m(1) ⊕m(2) does not directly revealm(1) orm(2) individually, statistical
analysis tools in cryptography can be used to recoverm(1) andm(2). For instance,
statistical attacks such as index of coincidence or testing common words and
frequently-used letters can lead to partial information leakage and, with enough
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persistence, to complete decryption. Historically, during the Cold War, the
US Government decrypted Soviet Union messages encrypted with the one-time
pad in the VENONA project, where the key was reused, demonstrating the
importance of using the key only once [U.S21].

Furthermore, another important theoretical result states that in any perfectly
secret encryption scheme, the key length of the key k must be at least as large
as the message size. This is undesirable for practical purposes, as encrypting
very large messages would require equally large keys. For example, to perfectly
secure 4 gigabytes of data, a key of at least 4 gigabytes is needed. Additionally,
another important theoretical result shows that achieving perfect secrecy in
public-key cryptography is impossible. For a discussion around this impossibility
result, see [KL21, 406]. In short, while perfect secrecy is theoretically achievable,
it is too restrictive and impractical for real-world applications. Therefore, to
achieve meaningful cryptography, we must adopt alternative approaches.

4.2.2 Computational Security

We have seen that achieving perfect secrecy is impractical for real-life scenarios.
Instead, we trade perfect secrecy for a weaker form of secrecy by making certain
assumptions. One such assumption is the computational complexity of solving
difficult problems. This is motivated by the fact that some mathematical problems
become “easy” to solve with additional information, which is referred to as a
private key in cryptographic terms. Without this key, solving the problem remains
inefficient. This is analogous to real-life scenarios, such as a public mailbox, where
anyone can deposit mail, but only authorized postal personnel with a special
key can access and distribute the mail. The security of the mailbox relies on
the assumption that no adversary can duplicate the special key. Similarly, in
cryptographic protocols, we assume that without the private key, no adversary
can efficiently break the cryptosystem. To formalize the concept of an efficient
adversary and a security framework based on computational security, we will
introduce the concept of probabilistic polynomial-time algorithm. This will be
explained next.

Definition 4.3 (Polynomial-Time Algorithm).
A function f : N → R≥0 from the natural numbers to the non-negative real
numbers is polynomial if there is a constant c such that f < nc for all n. An
algorithm A runs in polynomial-time if there exists a polynomial p such that, for
every input x ∈ {0, 1}∗, the computation of A(x) terminates within at most p(|x|)
steps. Here, |x| denotes the length of the string x.

Polynomial-time algorithms are considered efficient. We remark that the
notion of efficiency of algorithms is based on their practical utility in the
field of computer science and cryptography. It is widely accepted in the
field that polynomial-time algorithms are efficient due to their reasonable
runtime for most applications. For more detailed discussions, see references such
as [Gol08, KL21, BS23].
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Furthermore, we allow all polynomial-time algorithms to be probabilistic.
That is, the algorithm can access a sequence of unbiased and independent random
bits. As noted in [KL21], “randomization ... - as far as we know - gives attackers
additional power”9. We denote probabilistic polynomial-time algorithms as
PPT.

Equipped with these concepts, we say that an encryption scheme is
computationally secure if any PPT adversary succeeds in breaking the scheme
with at most negligible probability.

4.2.2.1 RSA

Computationally secure encryption schemes form the foundation of secure
communication over the internet. Many of these encryption schemes are based
on the public-key RSA encryption scheme, named after its developers: Rivest,
Shamir and Adleman [RSA78]. RSA itself is based on number-theoretic primitives,
and we have included a section in Appendix B to outline the necessary technical
concepts for completeness. We note that RSA has historical significance and is
presented as a motivating example for the development of post-quantum security
in Section 4.2.2.2.

Definition 4.4 (RSA Encryption Scheme).
The RSA encryption scheme consists of algorithms (Gen,Enc,Dec). The Gen
algorithm generates two distinct large primes p and q, computes n = p · q
and ϕ(n) = (p− 1) · (q − 1). Furthermore, Gen randomly generates e > 1 such
that gcd(e, ϕ(n)) = 1 and computes d ≡ e−1 (mod ϕ(n)). The Gen algorithm
outputs the public key (n, e) and the private key (n, d). To encrypt the
message m, the encryption algorithm Enc, using the public key pair (n, e)
computes me (mod n) = c. The decryption of the ciphertext c is performed by
Dec(n,d)(c) = cd (mod n).

The Miller-Rabin primality test can be used for generating the
primes [Mil76, Rab80]. If for a given e, gcd(e, ϕ(n)) > 1, then the Gen algorithm
can try a new value of e. The Euclidean algorithm efficiently computes the
greatest common divisor of two numbers. Once an appropriate e is chosen,
d = e−1 (mod ϕ(n)) can be efficiently computed by the extended Euclidean
algorithm.

To see the correctness of RSA, suppose the message m is encrypted with the
public key (n, e) to obtain c = me (mod n). The ciphertext is decrypted using the

private key (n, d) by computing cd. Note that cd = (me)
d
= me·d (mod n). Since

e · d ≡ 1 (mod ϕ(n)), we have me·d ≡ mk·ϕ(n)+1 (mod n) for some integer k.
Finally, mk·ϕ(n)+1 ≡ mk·ϕ(n) · m ≡ m (mod n), where we used the Euler’s
theorem, which asserts mk·ϕ(n) ≡ 1 (mod n).

9An example of the practical advantage of probabilistic over deterministic algorithms is found
in primality testing. The Miller-Rabin test [Mil76, Rab80], a probabilistic polynomial-time
algorithm, is preferred for implementation purposes over its deterministic polynomial-time
counterpart, the AKS primality test [AKS04]. Cryptographic textbooks such as [KL21, Gol08,
SP19] focus on the Miller-Rabin test.
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As mentioned, the RSA is an instance of a computationally secure encryption
scheme. Specifically, its security relies on the hardness of the RSA problem,
which is defined as follows: given an RSA public key (n, e) and a ciphertext
c = me (mod n), the challenge is to compute m. It is assumed that no efficient
classical adversary can solve the RSA problem. While closely related to the
integer factorization problem, it remains an open question whether the two
are equivalent. Solving the integer factorization problem does solve the RSA
problem, but it is not known if solving the RSA problem would also solve the
integer factorization. Intuitively, the public exponent e might enable alternative
attacks, potentially breaking RSA without factoring n.

To understand why solving the integer factorization leads to solving the RSA
problem, note that if an adversary can factorize n into its prime components p
and q, then the adversary can compute ϕ(n) = (p− 1) · (q− 1). With ϕ(n) and e
known, the adversary can efficiently compute d, which is part of the private
key (n, d), allowing the adversary to decrypt the message m.

4.2.2.2 Post-Quantum Security

In Section 4.2.2, we outlined our expectations for a computationally secure
scheme: an encryption scheme is computationally secure if any PPT adversary
can break it with negligible probability. However, this definition has a drawback:
it is independent of any computational model. While a rigorous treatment of a
computational model is outside the scope of this current work, interested readers
can refer to sources such as [AB09, Mar11] for more details. Here, we highlight
important results.

Modern classical computers are approximations of the theoretical Turing
machines framework [Tur37]. It is in this computational model that solving the
RSA problem is assumed to be intractable. However, Turing machines are not the
only model of computation. Quantum computers, modeled by quantum Turing
machines, open up new possibilities for computation. The earliest proposed
models of quantum computation can be traced back to 1985, due to Deutsch
[Deu85]. Within the quantum model of computation, Shor developed an efficient
quantum algorithm for solving the integer factorization problem, known as Shor’s
algorithm [Sho94]. As discussed in Section 4.2.2.1, integer factorization leads to
solving the RSA problem. Therefore a powerful quantum computer is capable of
breaking the RSA cryptosystem10.

Therefore, post-quantum security refers to a revised definition of computational
security, where adversaries are assumed to have access to powerful quantum
computers. Despite the theoretical potential for quantum computers to break
RSA and certain other number-theoretic encryption schemes like Diffie-Hellman
[DH76], the challenge of post-quantum security is to identify problems that are
hard for quantum computers. In public-key cryptography, lattice-based schemes

10Philosophically, the advent of quantum computers as a new computational model prompts
questions about the existence of other, potentially more powerful, models of computation yet
to be discovered. While intriguing, there is no definite answer to this. For more information,
see [Aar06].
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like NTRU [HPS98] and learning with errors (LWE) [Reg05] are considered
strong candidates for post-quantum cryptography. While a detailed treatment
of such schemes is beyond the scope of this work, the concept of post-quantum
cryptography plays an important role in the contexts of quantum homomorphic
encryption and the simulation of quantum homomorphic encryption. These topics
will be further discussed in Sections 5 and 6. It is worth noting that the National
Institute of Standards and Technology (NIST) in the United States began the
standardization process for post-quantum secure cryptographic schemes in 2016
[Nat16]. After several rounds of formal reviews and improvements, NIST recently
announced three new standards that are ready for immediate use [Nat24]11.

4.3 Classical Homomorphic Encryption

In Section 2.2.2, we defined the concept of homomorphism, which involves
not only mapping elements of one algebraic structure but also mapping the
binary operations between these two spaces. In Section 4 and up to this point,
we have introduced various cryptographic primitives, including message space
and ciphertext space. Homomorphic encryption combines the concepts of
homomorphism and cryptography. The goal of homomorphic encryption is
to enable computations to be performed on encrypted data which can then be
decrypted to obtain the correct result.

In the literature, the first known introduction of the concept of homomorphic
encryption, originally called privacy homomorphism, is attributed to a paper
by Rivest, Adleman and Dertouzos in 1978 [RAD78]. Although significant
progress was made over the years, it was not until 2009 that Craig Gentry
proposed the first fully homomorphic encryption (FHE) scheme in his PhD thesis
[Gen09]. FHE is considered the major breakthrough in classical homomorphic
encryption as it allows for arbitrary computation on encrypted data. It is
worth noting that although FHE schemes have been realized in theory, they
require substantial computational resources and are not yet practical for most
applications. Developing more efficient FHE schemes is an active area of research.
For a brief discussion on this topic, refer to [Yac21].

In the remainder of this section, we will define what we mean by a classical
homomorphic encryption (CHE) scheme. Then, we will provide a brief survey
that includes a high-level summary of different types of classical homomorphic
encryption schemes. CHE is required for performing key updates in the quantum
homomorphic encryption scheme that we are considering in this work. This
topic will be further discussed in Section 5. This section follows
from [ABC+15, AAUC19, MSM+22, DMGD23].

11The information is accurate as of August 2024. Post-quantum cryptography is an evolving
field and one must continuously monitor the latest developments to ensure a given post-quantum
scheme still remains secure. For a historical example, see [SIK22], where the Supersingular
Isogeny Key Encapsulation (SIKE) protocol was ultimately found to be insecure.
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Definition 4.5 (Classical Homomorphic Encryption).
A public-key homomorphic encryption scheme consists of four PPT
algorithms (CHE .Gen,CHE .Enc,CHE .Eval,CHE .Dec) such that:

• The public-key generation algorithm CHE .Gen takes as input the security
parameter λ and outputs the secret key sk , the public key pk and the
public evaluation key evk12.

• The public encryption algorithm CHE .Enc takes as input the public key pk
and a message m and it outputs the ciphertext c.

• The decryption algorithm CHE .Dec takes as input the secret key sk and
a ciphertext c. Next, it outputs a message m or ⊥, if the decryption
algorithm cannot successfully recover the encrypted message m.

• The evaluation algorithm CHE .Eval takes as input the evaluation key evk ,
a function f and n-tuple of ciphertexts (c1, c2, · · · , cn). It outputs a
ciphertext cf , such that it decrypts to the result of evaluation
(m1,m2, · · · ,mn) under f . That is, cf = CHE .Evalevk (f, (c1, c2, · · · , cn))
and CHE .Decsk (cf ) = f(m1,m2, · · · ,mn).

The main difference between homomorphic encryption and non-homomorphic
encryption schemes lies in the Eval algorithm. Non-homomorphic encryption
schemes do not have an evaluation algorithm, whereas homomorphic encryption
schemes do. The evaluation algorithm is responsible for performing computation
on encrypted data.

4.3.1 A Survey of Classical Homomorphic Encryption

Before delving into the classifications of classical homomorphic encryption
schemes, we remark that a major challenge in developing FHE schemes is
noise handling, as highlighted in [FV12]. Noise is added during encryption
to maintain security, and it accumulates during homomorphic computations,
potentially causing decryption to fail. Craig Gentry introduced “bootstraping”
technique to address this issue, allowing the evaluator to refresh the ciphertext
and reduce noise. This ensures that during decryption, substantial computation
is not required by the client. In other words, the length of the ciphertext is
independent of the evaluated circuit f . This concept is captured by the notion
of compactness, which we will define next, adopted from [BV11]. We note that
the compactness property is designed to rule out the trivial case where the
evaluation algorithm simply outputs the circuit description without performing
the computation, thereby offloading the evaluation procedure onto the client
during decryption.

12Not all homomorphic encryption schemes require an evaluation key. For an example,
see [GSW13].
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Definition 4.6 (Compactness).
A homomorphic encryption scheme is compact if there exists a polynomial p
such that the output length of Eval is at most p(λ).

Below we provide a brief survey of different types of classical homomorphic
encryption schemes. We categorize these schemes into two classifications:
partially homomorphic encryption (PHE) and multi-operational homomorphic
encryption (MOHE) schemes13. Note that not all MOHE schemes need to satisfy
the compactness property.

• Partially Homomorphic Encryption:

The two main operations that a CHE scheme aims to preserve are addition
and multiplication on encrypted data. PHE schemes support either addition
or multiplication, but not both.

– Additive Homomorphic Encryption:

A CHE scheme that allows addition on encrypted data is called an
additive homomorphic encryption scheme. An example of such a
scheme is the Paillier cryptosystem [Pai99].

– Multiplicative Homomorphic Encryption:

A CHE scheme that allows multiplication on encrypted data is called a
multiplicative homomorphic encryption scheme. For example, the RSA
cryptosystem can be modified to handle multiplication on encrypted
data.

• Multi-Operational Homomorphic Encryption:

Unlike PHE that supports one type of operation, MOHE supports both
addition and multiplication. However, there are different MOHE schemes
depending on the types of circuits and the circuit depth they can handle.

– Somewhat Homomorphic Encryption:

A somewhat homomorphic encryption (SHE) scheme permits addition
and multiplication on encrypted data, but only for a specified subset
of circuits. Let A denote the set of all classical circuits. Then, an SHE
scheme can perform computation on encrypted data for circuits B,
where B ⊂ A. An example of an SHE scheme can be found in [IP07].

13We note that the term “multi-operational homomorphic encryption” is not commonly
used in the literature. This term is introduced here as an umbrella term to encompass various
homomorphic encryption schemes that support more than one type of operation on encrypted
data, aiming to facilitate more precise language.
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– Levelled14 Homomorphic Encryption and Fully Levelled
Homomorphic Encryption:

A levelled homomorphic encryption (LHE) is a type of somewhat
homomorphic encryption scheme where the Gen algorithm takes an
additional parameter d, which specifies the maximum depth of circuits
that can be evaluated. Furthermore, LHE schemes must satisfy the
compactness property. An example of an LHE scheme is found in
[Bra12].

A levelled fully homomorphic encryption (LFHE) scheme is one
where there is no restriction on the set of evaluated circuits but is
still constrained by the depth d.

– Fully Homomorphic Encryption:

A fully homomorphic encryption scheme is a homomorphic encryption
scheme that is compact and capable of evaluating any circuits. Craig
Gentry’s construction is an example of an FHE scheme [Gen09].

Having reviewed different types of CHE, we will now shift our focus to
cryptographic concepts in the quantum setting in Section 5. The concepts from
classical cryptography will be useful in this context.

14We note that in the literature the word “levelled” also appears with the spelling “leveled”
as in [Bra12]. Here, we adopt the spelling used in [BJ15].



5 Quantum Cryptography

Quantum cryptography is the study of cryptographic methods in the quantum
setting. Using the laws of quantum mechanics, quantum cryptography enables
new techniques for secure communication using quantum data.

In Section 5.1, we introduce the quantum one-time pad encryption scheme, the
quantum counterpart of the classical one-time pad. We define our expectations for
a secure quantum encryption scheme and then prove the security of the quantum
one-time pad. In Section 5.2, we define quantum homomorphic encryption, similar
to the classical homomorphic encryption introduced in Section 4.3. In subsequent
Sections 5.3 and 5.4, we construct a quantum homomorphic encryption scheme,
known as the “EPR scheme”, which is capable of performing universal quantum
computation on encrypted data.

5.1 Quantum One-Time pad

Quantum one-time pad (QOTP) is the quantum counterpart of the classical
one-time pad introduced in Section 4.2.1, where all the bits of the message m
are XORed with random key k:

Enc(m) = m⊕ k = c. (5.1)

The key k is used only once, since using it more than one time would render
the encryption insecure. The decryption is performed by XORing the ciphertext
with the key k to obtain the original message:

Dec(c) = c⊕ k = m⊕k ⊕ k︸ ︷︷ ︸
=2k=0

= m. (5.2)

First, we will define the quantum one-time pad for an n-qubit message. Then
we will show its correctness and prove its security for a single qubit, noting that
these results could be extended to an n-qubit message as well. This section
follows from [BR03, WN18].

Definition 5.1 (Quantum One-time Pad Scheme).
The quantum one-time pad encryption scheme for an n-qubit system consists of
3-tuple of quantum algorithms (QOTP.Gen,QOTP.Enc,QOTP.Dec):

• Key Generation: The QOTP.Gen algorithm generates a classical secret
key k uniformly at random as tuple (a, b), each component being of length n.
Thus, k is expressed as ((a1, . . . , an), (b1, . . . , bn)).

• Encryption: The QOTP.Enca,b, encrypts the n-qubit state |ψ⟩ using the
tuple (a, b) as follows:

QOTP.Enca,b(|ψ⟩) =

[
n⊗
i=1

Xai Zbi

]
|ψ⟩ =

∣∣∣ψ̃〉 . (5.3)

The encrypted state
∣∣∣ψ̃〉 is referred to as the cipherstate.

52
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• Decryption: The decryption algorithm QOTP.Deca,b takes as input the

cipherstate
∣∣∣ψ̃〉 and the key (a, b) and performs the following operation to

yield the original input |ψ⟩.

QOTP.Deca,b
(∣∣∣ψ̃〉) =

[
n⊗
i=1

Zbi Xai

] ∣∣∣ψ̃〉 = |ψ⟩ . (5.4)

Note the order of operations: Xa Zb during encryption and Zb Xa during
decryption. This order ensures the correctness of the scheme, as will be
shown shortly. We also note that while quantum one-time pad is a quantum
encryption scheme, it relies on classical secret keys a and b. The interplay of these
classical keys within a quantum encryption scheme motivates the use of classical
homomorphic encryption scheme in the context of the quantum homomorphic
encryption scheme, as will be discussed in Sections 5.3 and 5.415.

Going forward we will refer to the components of the secret key k, (a, b), as
sub-keys. To prove the correctness of the QOTP for a single-qubit, we let the
sub-keys a and b be one-bit long.

Let |ψ⟩ = α |0⟩ + β |1⟩ =

[
α
β

]
. Then we will encrypt the state |ψ⟩ by

applying Xa Zb, where a, b ∈ {0, 1}. Applying Xa Zb to |ψ⟩ results in one the four
possibilities as described in Table (5).

(a, b) Xa Zb |ψ⟩
(0,0) α |0⟩+ β |1⟩
(1,0) β |0⟩+ α |1⟩
(0,1) α |0⟩ − β |1⟩
(1,1) −β |0⟩+ α |1⟩

Table 5: Encryption of the single qubit |ψ⟩ using QOTP

Therefore, QOTP.Enca,b(|ψ⟩) = Xa Zb |ψ⟩. To decrypt, Bob applies Zb Xa

to QOTP.Enca,b(|ψ⟩). After applying Zb Xa to QOTP.Enca,b(|ψ⟩), Bob will
retrieve the original qubit:

QOTP.Deca,b(QOTP.Enca,b(|ψ⟩)) = QOTP.Deca,b(X
a Zb |ψ⟩) (5.5)

= Zb Xa
(
Xa Zb |ψ⟩

)
(5.6)

= Zb Xa Xa Zb |ψ⟩ (5.7)

= Zb Xa Xa︸ ︷︷ ︸
I

Zb︸ ︷︷ ︸
I

|ψ⟩ (5.8)

= |ψ⟩ (5.9)
15For encryption schemes where keys are allowed to be quantum states, an interested reader

may refer to [BGHD+23].
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5.1.1 Security of the Quantum One-Time Pad

From the point of view of an adversary, Eve, who does not have the full
knowledge of the state |ψ⟩, the encrypted message appears as one of the
states {|ψ⟩ ,X |ψ⟩ ,Z |ψ⟩ ,XZ |ψ⟩}. The best strategy at Eve’s disposal is to
apply Xa Zb to QOTP.Enc(|ψ⟩) where a, b ∈ {0, 1}. After measurement in the
computational basis, on average, Eve would observe the bit 0 with a probability

of |α|2+|β|2+|α|2+|β|2
4 = 2(|α|2+|β|2)

4 = 1
2 according to the frequency of occurrence

of the probability amplitudes α and β associated to |0⟩ as shown in Table (5).
A similar argument shows that the bit 1 is also observed 50% of times. This
implies that to an Eve that is only capable of making measurements in the
computational basis, under perfect conditions, the encrypted message looks
completely random. The best she can do in that case is to rely on a random
strategy and luck. However, making measurements in the computational basis
is only one possible attack available to Eve. A powerful adversary can make
measurements in any basis, and our goal is to show that the QOTP scheme
remains secure against such a powerful adversary. To achieve this, we will first
outline the requirements for a secure QOTP and then provide a general proof
using the language of density matrices. This approach allows us to show the
security of QOTP independent of the choice of basis.

Let ρ = |ψ⟩ ⟨ψ| be the density matrix of the input message and ρenc denote
the encrypted message. The QOTP protocol is secure if for every message ρ,
the output state ρenc is the totally mixed state. There are two reasons why this
makes it a good security requirement as pointed out in [BR03]:

(1) The encrypted state must be independent of the input message.

(2) Applying any unitary operation U, including all the X and Z operators, to
the maximally mixed state ρmax maps the state to itself ρmax:

U ρmax U
† = U

I

2n
U† =

1

2n
U IU† =

1

2n
UU† =

I

2n
= ρmax. (5.10)

This implies that Eve will not gain any new information by applying any
unitary to the encrypted state, assuming that the encrypted state is the
maximally mixed state.

Having established a notion of security, to prove the security of QOTP, we
should show that to an adversary that does not know the pair of keys (a, b),
the encrypted state appears as a maximally mixed state, which implies that the
result of the measurement in any basis of measurement is going to lead to the a
uniform distribution of basis states. To do so, we will first show that the set {σi}
forms a basis over 2× 2 Hermitian matrices.

Theorem 5.1.
Pauli matrices coupled with the identity matrix I form a basis over 2×2 Hermitian
matrices.

B = {I,X,Y,Z} = {σ0, σ1, σ2, σ3} (5.11)
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In particular, an arbitrary 2× 2 density matrix ρ can be expressed in terms
of the Pauli matrices along with the identity matrix as

ρ =
1

2
(c0 I+c1 X+c2 Y+c3 Z) (5.12)

where
c0 = Tr(ρ), c1 = Tr(ρX) c2 = Tr(ρY) c3 = Tr(ρZ) (5.13)

Proof. First, we want to show the matrices σi are linearly independent. That is,

for any ci ∈ C, we would like to show that c0σ1 + c1σ1 + c2σ2 + c3σ3 =

[
0 0
0 0

]
implies that c0 = c1 = c2 = c3 = 0. Expanding c0σ1 + c1σ1 + c2σ2 + c3σ3 yields:

c0σ1 + c1σ1 + c2σ2 + c3σ3 =

[
c0 0
0 c0

]
+

[
0 c1
c1 0

]
+

[
0 −c2i
c2i 0

]
+

[
c3 0
0 −c3

]
(5.14)

=

[
c0 + c3 c1 − c2i
c1 + c2i c0 − c3

]
(5.15)

Equating the Equation 5.15 with the zero matrix yields, c0+c3 = 0 and c0−c3 = 0,
which implies c0 = c3 = 0. By similar reasoning, it follows c1 = c2 = 0. Therefore,
c0 = c1 = c2 = c3 = 0 as desired.

Next, we need to show that B spans an arbitrary 2 × 2 density matrix.

Let ρ =

[
b0 b1
b2 b3

]
be such a matrix. Then we need to find coefficients c0, c1, c2

and c3 such that
3∑
i=0

ciσi = ρ. Using Equation 5.15 we get:

[
c0 + c3 c1 − c2i
c1 + c2i c0 − c3

]
=

[
b0 b1
b2 b3

]
. (5.16)

Equation 5.16 implies that c0+c3 = b0 ⇒ c3 = b0−c0. Substituting b0 − c0 for c3
in c0 − c3 = b3 yields c0 + c0 − b0 = b3 ⇒ c0 = b0+b3

2 . Note that b0 + b3 = Tr(ρ).

Similar reasoning will reveal that c1 = Tr(ρX)
2 , c2 = Tr(ρY)

2 and finally c3 = Tr(ρ Z)
2 .

Defining a new variable c′i = Tr(ρσi) shows that

ρ =
1

2
·

3∑
i=0

c′iσi, (5.17)

Example 5.1. Let

ρ = |+⟩ ⟨+| = 1√
2

[
1
1

]
× 1√

2

[
1 1

]
=

1

2

[
1 1
1 1

]
We are going to use Theorem 5.1 to express ρ as a linear combination of matrices
in the set {I,X,Y,Z}.
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First we need to compute ρX, ρY, ρZ and then compute half the traces
of ρ, ρX, ρY, ρZ:

ρX =
1

2

[
1 1
1 1

]
×
[
0 1
1 0

]
=

1

2

[
1 1
1 1

]
(5.18)

ρY =
1

2

[
1 1
1 1

]
×
[
0 −i
i 0

]
=

1

2

[
i −i
i −i

]
(5.19)

ρZ =
1

2

[
1 1
1 1

]
×
[
1 0
0 −1

]
=

1

2

[
1 −1
1 −1

]
(5.20)

It follows that

c0 = Tr(ρ) = Tr

(
1

2

[
1 1
1 1

])
=

1

2
(1 + 1) = 1 (5.21)

c1 = Tr(ρX) = Tr

(
1

2

[
1 1
1 1

])
=

1

2
(1 + 1) = 1 (5.22)

c2 = Tr(ρY) = Tr

(
1

2

[
i −i
i −i

])
=

1

2
(i− i) = 0 (5.23)

c3 = Tr(ρZ) = Tr

(
1

2

[
1 −1
1 −1

])
=

1

2
(1− 1) = 0 (5.24)

Therefore by the result of Theorem 5.1

ρ =
1

2
(c0 I+c1 X+c2 Y+c3 Z) (5.25)

and substituting the corresponding values of ci, we have:

ρ =
1

2
(I+X) . (5.26)

Let us verify its correctness:

1

2

([
1 0
0 1

]
+

[
0 1
1 0

])
=

1

2

[
1 1
1 1

]
= ρ (5.27)

as expected.
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The set {I,X,Y,Z} is a basis for 2× 2 Hermitian matrices. In Section 3.2.1,
we previously established that XZ ≡ Y. With this in mind, we observe that the
set {Xα Zβ |α, β ∈ {0, 1}}, also forms a basis over 2× 2 Hermitian matrices, up
to global phase factor. Thus in general, any density matrix can be written as

ρ =
∑
α,β

cα,β X
α Zβ (5.28)

where

cα,β =
Tr(ρXα Zβ)

2
. (5.29)

Now we have all the necessary ingredients to prove the security of the
quantum one-time pad. We can express the input message |ψ⟩ as ρ = |ψ⟩ ⟨ψ|.
Moreover, since the set {Xα Zβ : α, β ∈ {0, 1}} is a basis, we can represent ρ

as ρ =
∑
α,β

cα,β X
α Zβ where cα,β = Tr(ρXα Zβ)

2 .

Theorem 5.2. The quantum one-time pad is secure.

Proof. Let ρ denote the input message. Recall from the discussion in Section 3.3
that a density matrix, depending on one’s knowledge, may correspond to different
ensembles of quantum states. For Alice, who encrypts ρ using a pair of secret
keys (a, b) and knows the values of the pair (a, b), the message is encrypted as
ρenc,Alice = Xa Zb ρZb Xa. We wish to show that for an adversary without the
knowledge of a and b, ρenc,adv = ρmax. To an adversary, the encrypted state
ρenc,adv appears as one of the four possible states:

{ρ,X ρX,Z ρZ,XZ ρZX}. (5.30)

Thus, the encrypted state appears as the equal average of these four possibilities
to an adversary:

ρenc,adv =
1

4

∑
a,b∈{0,1}

Xa Zb ρZb Xa (5.31)

=
1

4

∑
α,β∈{0,1}

∑
a,b∈{0,1}

Xa Zb
(
cα,β X

α Zβ
)
Zb Xa (since ρ =

∑
α,β

cα,βX
αZβ)

(5.32)

=
1

4

∑
α,β∈{0,1}

cα,β
∑

a,b∈{0,1}

Xa ZbXα Zβ Zb Xa (5.33)

Next, we will use the fact that XZ = −ZX to move Xa and Zb to the same
side. For instance, as Zb on the right of XαZβ moves to the left, it obtains a
factor of (−1)α·b. The factor (−1)β·a comes from moving Xa to the left of Zβ .
Thus, continuing from Equation 5.33, we obtain:
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1

4

∑
α,β∈{0,1}

cα,β
∑

a,b∈{0,1}

Xa Zb Xα Zβ Zb Xa (5.33)

=
1

4

∑
α,β∈{0,1}

cα,β
∑

a,b∈{0,1}

(−1)α·b⊕β·a Xα Zβ (5.34)

There are four cases to consider based on the possible values of the pair
(α, β):

(1) (α, β) = (0, 0):

1

4

∑
a,b∈{0,1}

(−1)0·b⊕0·a X0 Z0 (5.35)

=
1

4
(4 I) (5.36)

= I (5.37)

(2) (α, β) = (1, 0):

1

4

∑
a,b∈{0,1}

(−1)1·b⊕0·a X1 Z0 (5.38)

=
1

4

(
(−1)0 X+(−1)1 X

)
(5.39)

=
1

4
(X−X) = 0. (5.40)

(3) (α, β) = (0, 1):

1

4

∑
a,b∈{0,1}

(−1)0·b⊕1·a X0 Z1 (5.41)

=
1

4

(
(−1)0 Z+(−1)1 Z

)
(5.42)

=
1

4
(Z−Z) = 0 (5.43)

(4) (α, β) = (1, 1):

1

4

∑
a,b∈{0,1}

(−1)1·b⊕1·a XZ (5.44)
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=
1

4

(
(−1)0 XZ+(−1)1 XZ+(−1)1 XZ+(−1)0 XZ

)
(5.45)

=
1

4
(XZ−XZ−XZ+XZ) = 0 (5.46)

Therefore, we observe that the only non-zero term that remains is when
(α, β) = (0, 0), which results in I. Going back to the initial expression, we have
shown that:

ρenc,adv =
1

4

∑
a,b∈{0,1}

Xa Zb ρZb Xa (5.47)

=
1

4

∑
α,β∈{0,1}

cα,β
∑

a,b∈{0,1}

Xa Zb Xα Zβ Zb Xa (5.48)

=c0,0 I . (5.49)

By Theorem 5.1, cα,β = Tr(ρXα Zβ)
2n . In particular, c0,0 = Tr(ρ)

2 . Note that ρ
is a Hermitian matrix and it is a property of Hermitian matrices that Tr(ρ) = 1.
Therefore, it follows that:

ρenc,adv =c0,0 I (5.50)

=
Tr(ρ)

2
I (5.51)

=
I

2
= ρmax. (5.52)

This implies that, to the adversary, the encrypted state appears as a maximally
mixed state, as desired. Hence, the quantum one-time pad is secure.

We conclude this section by noting that, similar to the classical one-time pad,
the secret key in QOTP should not be reused for encrypting multiple messages, as
this would compromise the security of the scheme. If the same key (a, b) is used
to encrypt multiple messages, an adversary can learn information about sub-keys
a and b by performing measurements in different bases. For example, if |ψ⟩ = |0⟩,
then QOTP.Enca,b(|ψ⟩) = Xa Zb |ψ⟩ = Xa Zb |0⟩ = Xa |0⟩ = |a⟩. Measuring the
encrypted state in the computational basis will reveal a. Similarly, if |ψ⟩ = |+⟩,
then:

Zb |+⟩ = Zb
[

1√
2
(|0⟩+ |1⟩)

]
(5.53)

=
1√
2

(
|0⟩+ (−1)b |1⟩

)
. (5.54)

Therefore,
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• if b = 0, Zb |+⟩ = |+⟩, and

• if b = 1, Zb |+⟩ = |−⟩

Similarly, analyzing the effects of the H gate on |b⟩ shows the following:

• if b = 0, H |0⟩ = |+⟩, and

• if b = 1, H |1⟩ = |−⟩.

Combining our observation yields:

• when b = 0, Zb |+⟩ = |+⟩ = H |b⟩, and

• when b = 1, Zb |+⟩ = |−⟩ = H |b⟩.

Hence, we can conclude that Zb |+⟩ = H |b⟩. Finally, we note that X |+⟩ = |+⟩
and X |−⟩ = − |−⟩ ≡ |−⟩ under the global phase factor. Hence, Xa Zb |+⟩ ≡ H |b⟩.
Measuring this state in the Hadamard basis will reveal b. Therefore, this simple
attack shows a weakness of QOTP if the same key is reused for encrypting
multiple messages.

5.2 Quantum Homomorphic Encryption

Quantum Homomorphic Encryption (QHE) serves as the quantum counterpart to
classical homomorphic encryption. While the QHE has been studied for less time
compared to its classical counterpart, there are many similar ideas between the
two settings. As one might expect, the QHE enables the evaluation of encrypted
data in quantum settings. Moreover, the study of classical homomorphic
encryption schemes is not only important for motivating the problem, but
it also plays a pivotal role in enabling QHE.

The following definition of a quantum homomorphic encryption scheme is
a synthesis of [BJ15] and [ML22, 12]. In particular, the definition provided
in [ML22] is independent of quantum channels.

Definition 5.2 (Quantum Homomorphic Encryption).
A quantum homomorphic encryption scheme is a 4-tuple of quantum
algorithms (QGen,QEnc,QEval,QDec):

• Key Generation. The algorithm QGen takes as input the security
parameter λ and outputs a public encryption key pk and a public evaluation
key evk , and a secret key sk .

• Encryption. The algorithm QEnc takes the public key pk and a state |ψ⟩
as input and outputs a quantum cipherstate

∣∣∣ψ̃〉16.
16In this work, we restrict our attention to unitary transformations. For a more general

definition involving quantum channels, refer to [BJ15].
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• Homomorphic Evaluation. The algorithm QEval takes the evaluation

key evk and a quantum circuit C with n-fold cipherstate
∣∣∣ψ̃〉 and outputs

m-fold cipherstate qubits,
∣∣∣ψ̃′
〉
.

• Decryption. The QDec algorithm takes the secret key sk and a quantum

cipherstate
∣∣∣ψ̃〉 and outputs a state |ψeval⟩.

5.3 Clifford Scheme

In this section, we describe the Clifford scheme CL , a compact17 quantum
homomorphic encryption scheme for circuits consisting of Clifford circuits.
Clifford scheme is a building block for EPR scheme, which will be introduced in
Section 5.4.

Clifford circuits, consisting exclusively of Clifford gates, introduced in
Section 3.2.2, are gates that conjugate with Pauli operators. That is, for
any Clifford gate C and a Pauli operator W, there exists a Pauli W′ such that
CW = W′C.

In the context of the CL scheme, both encryption and decryption are
performed using the QOTP, which is constructed from Pauli gates. The QOTP
encrypts the quantum message by applying the Pauli operators Xa and Zb,
where a and b are classical keys. Specifically, when a Clifford gate C acts on

an encrypted state, it transforms the keys such that CXa Zb = Xa
′
Zb

′
C. The

key update rules are provided in Table (6). To ensure that the key updates are
performed securely by the server, the CL scheme employs a post-quantum secure
homomorphic encryption scheme. We will elaborate on the correctness and the
security of the CL scheme next.

• Correctness: The correctness of the scheme follows from the Clifford-Pauli
conjugation property. When a Clifford gate C is applied to an encrypted
quantum state W |ψ⟩, the resulting state is W′(C |ψ⟩). It is important to
note that the Clifford-Pauli conjugation transforms W into W′. Here, W is a
tensor product of Pauli operators, W = Xa1 Zb1 ⊗ · · ·⊗Xan Zbn , represented
by a pair of keys ((a1, . . . , an), (b1, . . . , bn)). After applying the Clifford
gate C, the transformed Pauli operator W′ is described by the updated
keys ((a′1, . . . , a

′
n), (b

′
1, . . . , b

′
n)). The key update process can be described

compactly by a key update rule, denoted by a function fC : F2n
2 → F2n

2 .
The function depends on the Clifford circuit C, and the operations are
performed over the field with two elements. More succinctly, the action of a
single-qubit Clifford gate on the ith wire can be described by
functions fCa , f

C
b : F2

2 → F2, where each function takes two bits (ai, bi)
as input and returns the single bits a′i and b′i, respectively. Similarly,
the key update rule for the two-qubit CNOT gate can be described by

17The concept of compactness in the quantum setting is similar to the concept of compactness
in the classical setting: we require that the circuit complexity of the decryption algorithm to
be independent from the the evaluated circuit C.
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fCa , f
C
b : F4

2 → F2
2, since the CNOT gate acts on two wires. Table (6) shows

the key update rules for the Clifford gates. The correctness of the key
update rules is shown in Appendix D.

• Security: To ensure the security of the scheme, we observe that the keys
are classical and the key updates are also purely classical operations, despite
the fact that the key themselves are used for QOTP, a quantum process.
This interesting interplay between classical and quantum processes enables
the Clifford scheme to incorporate a post-quantum secure homomorphic
encryption scheme within a quantum homomorphic encryption scheme.
This enables the evaluator to update encrypted keys without having
knowledge of the decrypted key values. The client can then decrypt keys
during the decryption process.

We note that the only binary operation in Table (6) is the XOR operation,
denoted by ⊕. This implies that an additive homomorphic encryption scheme
would suffice for the purposes of the CL scheme.

We are now ready to define the CL scheme.

Key Generation. CL .Gen: Let n denote the size of the input quantum message
|ψ⟩. The CL .Gen algorithm generates two n-bit keys
(a, b) = ((a1, . . . , an), (b1, . . . , bn)) uniformly at random. Additionally,
given the security parameter λ, CHE .Gen generates a secret key sk , a
public key pk , and an evaluation key evk18.

Encryption. CL .Enc: The state |ψ⟩ is encrypted using QOTP’s encryption
algorithm:

QOTP.Enca,b(|ψ⟩) =

[
n⊗
i=1

Xai Zbi

]
|ψ⟩ =

∣∣∣ψ̃〉 . (5.55)

Furthermore, the classical keys a and b are encrypted using CHE .Enc,
resulting in (ã, b̃) = (CHE .Encpk (a),CHE .Encpk (b)).

The quantum density matrix of the cipherstate
∣∣∣ψ̃〉, ρ, along with the

encrypted classical keys (ã, b̃), are then sent to the server.

Evaluation. CL .EvalC: Let C denote a Clifford circuit consisting of ℓ layers,
represented as C = Cℓ ◦ Cℓ−1 ◦ · · · ◦ C2 ◦ C1.

(1) For i ∈ {1, 2, . . . , n}, set fa,i := ai and fb,i := bi.

(2) For j = 1, . . . , ℓ such that each Cj is an n-qubit Clifford gate:

18The security parameter λ determines the security of the scheme against brute-force attacks
and it provides computational security up to 2λ computational steps. Based on the chosen λ,
the values of sk , pk and evk are set appropriately. Therefore, to be precise, one could denote
them skλ, pkλ and evkλ.
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Table 6: Key Updates Process for Clifford Gates

Gate Before After
I,X,Z (ai, bi) (ai, bi)
H (ai, bi) (bi, ai)
P (ai, bi) (ai, ai ⊕ bi)

CNOT (ai, bi), (ai+1, bi+1) (ai, bi ⊕ bi+1), (ai ⊕ ai+1, bi+1)

(a) Apply the gate Cj to the state ρ, to obtain Cj ρC
−1
j .

(b) Update the key values for the ith wire according to the key
update rule given in Table (6). If the Clifford gate acting

on the ith wire is a single-qubit gate, denoted by C
(i)
j , then

update (fa,i, fb,i) := (fa,i ◦ f
C
(i)
j

a , fb,i ◦ f
C
(i)
j

b ). Otherwise, if the
acting Clifford gate is a CNOT gate acting on wires i and i+ 1,
update (fa,i, fa,i+1, fb,i, fa,i+1).

(3) Update the classical encryptions:

ei =
(
CHE .Eval

fa,i

evk (ãi),CHE .Eval
fb,i
evk (b̃i)

)
. (5.56)

(4) The server outputs (e1, . . . , eℓ, ρ).

Decryption. CL .Dec: The encrypted classical bits ã, b̃ are first decrypted
using CHE .Decsk . Then, with the decrypted keys, the evaluated message ρ
is decrypted using the decryption component of the QOTP:
QOTP .DecCHE .Decsk (ã),CHE .Decsk (b̃)

.

5.4 EPR Scheme

As noted in Section 3.2.5, adding any non-Clifford in addition to the generator
of a Clifford group will create a universal quantum gate set. Therefore, to
extend the CL scheme for evaluating a universal quantum gate set, it only needs
to incorporate a single non-Clifford gate. The EPR scheme achieves this by
including a T gate.

By definition, non-Clifford gates do not commute with Pauli operators and as
such evaluating a T gate homomorphically is more challenging. More specifically,

TXa Zb = Xa Za⊕b Pa T . (5.57)

That is, an application of T introduces a conditional phase gate P dependent
on the application of X upon the application of T gate. This observation has
also been made by Childs in [Chi05]. The evaluation algorithm could be made
to correct the P gate, when a = 1, and as long as the evaluator does not know
whether the correction has been applied or not the security holds. It is important
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to note that the solution in [Chi05] involves interaction between the client and
server during the evaluation. The solution proposed by [BJ15] involves delaying
the correction induced by the T gate by using entanglement19. Specifically,
the EPR scheme makes use of a quantum gate teleportation gadget known as
“T-gate gadget”, as shown in Figure (4). The correctness of T-gate gadget is
shown in [BJ14]. Due to the fact that the complexity of the decryption depends
on the number of T gates, the EPR scheme is not compact.

Xa Zb |ψ⟩ X

|Φ+⟩

T c

R
Pa H

X

k

Part of decryption

Xa⊕c Za⊕(a×c)⊕b⊕k T |ψ⟩

Figure 4: T-gate gadget

The important observation from the T-gate gadget is its effect at the end
of the decryption procedure. Abstractly, TXg Zh |ψ⟩ before the evaluation is

transformed into Xg
′
Zh

′
T |ψ⟩ after decryption, where g, h, g′, h′ are polynomials

in one or more variables. In particular, g′ and h′ gain new variables c and k,
compared to g and h. The functionality of the T-gate gadget not only allows
the T gate to commute with Pauli operators but also ensures that this is done
securely, so the evaluator remains unaware of whether a P gate has been applied.
To reiterate, the security of the T-gate gadget within the EPR scheme follows
from the conditional application of Pa by the client during the decryption,
ensuring that the server does not learn the value of a, while still satisfying the
correctness of the protocol.

It is important to highlight the exponent of the Z gate at the end of the T-gate
gadget: a⊕ (a× c)⊕ b⊕ k. The operators × and ⊕ necessitate a classical FHE
scheme, as they involve two operators, unlike the CL scheme, which only requires
handling ⊕. Furthermore, the variable k is not known during the evaluation and
will be measured by the client during the decryption process.

Next, we will define the EPR scheme. We remark that the key generation
EPR .Gen, and encryption EPR .Enc are defined exactly as CL .Gen and CL .Enc,
respectively. We will proceed to define EPR .Eval and EPR .Dec.

Evaluation. EPR .EvalC: Let C represent a universal quantum circuit consisting
of ℓ layers of Clifford+T gates in terms of {I,X,Z,H,P,CNOT}∪{T}. This
circuit is denoted as C = Cℓ ◦Cℓ−1 ◦ · · · ◦C2 ◦C1. The aim is to evaluate the
circuit C on the quantum state ρ. Label wires holding the information of ρ
as Xi for 1 ≤ i ≤ n where n is the size of the message ρ. For each Clifford

19In this work, we assume that homomorphic encryption is a non-interactive protocol. For
an interactive QHE protocol that does not require shared entanglement, refer to [Lia15].



5 QUANTUM CRYPTOGRAPHY 65

gate in the circuit, where 1 ≤ j ≤ ℓ apply the gate to the corresponding

wires and update the keys according to the CL scheme. Specifically, if C
(i)
j

is a single-qubit Clifford gate, apply it to Xi. If C(i,i+1)
j is a CNOT gate,

then apply it to Xi and Xi+1.

Let R denote the number of T gates in C . For each T gate, use the
T-gate gadget shown Figure (4). After performing the measurement on Xi
wire, relabel the first half of the EPR pair as Xi, and the second half as Rt,
where 1 ≤ t ≤ R. The Rt wire then is returned to the client for decryption.
Additionally, to determine the placement of the tth T in terms of its acting
wire i and the layer j, we define the function π. This function takes t as
input and outputs the tuple (i, j) that specifies the ith wire and jth layer:

π : {1, . . . , R} → {1, . . . , n} × {1, . . . , ℓ} (5.58)

π(t) = (i, j). (5.59)

The evaluation procedure is as follows.

(1) Let N = {1, . . . , n}. Set V := {a(i,0), b(i,0)}i∈N , and ∀i ∈ N ,
set f(a,i,0), f(b,i,0) ∈ F2[V ] as f(a,i,0) := a(i,0), f(b,i,0) := b(i,0).

(2) Let C
(i)
j denote the single-qubit gate acting on wire i in the jth layer

of the circuit C, and let C
(i,i+1)
j denote the CNOTi→i+1 gate acting

on wires i and i+ 1 in the jth layer. Apply each gate sequentially by
iterating over the layers j = 1 to ℓ and then within each layer, follow
the order of single or two-qubit gates, using the appropriate gadget
depending on whether it is a Clifford gate or a T gate.

(3) Let N be the set of indices of the output wires. Let V be the set of
labels

V = {(s, i, j) : (s, i, j) ∈ {a, b} ×N × {1, 2, . . . , ℓ}}. (5.60)

For each α ∈ V, we want to homomorphically evaluate fα to obtain
the encrypted keys. By homomorphic properties and linearity of
key update rules, we have fα = fkα + fabα where fkα ∈ F2[k1, . . . , kR]
and fabα ∈ F2[a1, . . . , an, b1, . . . , bn] (since c is a known constant). We
can only evaluate the part of fα that is in the known
variables {a(i,j), b(i,j)}(i,j) — the {k(i,j)}(i,j) are unknown.

Compute f̃abα := CHE .Eval
fab
α

evk

(
ã(1,ℓ), . . . , ã(n,ℓ), b̃(1,ℓ), . . . , b̃(n,ℓ)

)
in

the last layer of the circuit when j = ℓ.

(4) The evaluator outputs:

(a) The n = |N | qubit registers {Xi : i ∈ N} corresponding to the
encrypted output of the circuit;

(b) The R qubit registers R1, . . . ,RR corresponding to auxiliary
states created by T-gate gadgets;
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(c) The polynomials {fkα}α∈{{a}×π({1,...,R})} ⊂ F2[k1, . . . , kR] and

the homomorphically evaluated polynomials {f̃abα }α∈{{a,b}×N×{ℓ}}.

Decryption. EPR .Dec: The client will perform the decryption component of
the T-gate gadget by measuring the R auxiliary wires and proceed to
decrypt the encrypted evaluated message. Formally:

(1) For t = 1. . . . , R:

(a) Decrypt CHE .Decsk

(
˜fab(a,π(t))

)
to obtain fab(a,π(t)).

(b) Compute aπ(t) := fk(a,π(t)) (k1, . . . , kt−1)⊕fab(a,π(t)) and then apply HPaπ(t)

to Rt.

(c) Measure Rt to get kt.

(2) Let N be the set of indices of the output registers. For i ∈ N :

(a) Decrypt CHE .Decsk

(
f̃ab(a,i,ℓ)

)
and CHE .Decsk

(
f̃ab(b,i,ℓ)

)
to

obtain fab(a,i,ℓ) and f
ab
(b,i,ℓ), respectively.

(b) Compute a(i,ℓ) := fk(a,i,ℓ)(k1, . . . , kt) ⊕ fab(a,i,ℓ) and

b(i,ℓ) := fk(b,i,ℓ)(k1, . . . , kt)⊕ fab(b,i,ℓ).

(3) To each register Xi, apply QOTP .Decai,ℓ,bi,ℓ and output registers
X1, . . . ,Xn.

This concludes the section on the EPR scheme, a quantum homomorphic
encryption scheme for the universal quantum gate set. Next, we will develop the
tools required for simulating the EPR scheme.



6 Simulation of EPR

In this section, we study the simulation of the EPR scheme, which has been
developed as a package named py-qhe-epr found in [Gan24]. For the purposes of
self-containment and completeness, the most-up-to date version of the package’s
source code at the time of writing this work is included in Appendix E.

In Section 6.1, we discuss the concept of simulation as a scientific method.
Then, in Section 6.2, we introduce the design choices that facilitated the
simulation of the EPR scheme, including the choice of programming language
and the existing libraries. In Section 6.3, we examine the structure of the package
and the various modules that make up the py-qhe-epr package. Section 6.5
addresses additional challenges encountered during the development and the
solutions implemented to overcome them. Finally, in Section 6.6, we report on the
results of running the simulation of the EPR scheme and analyze our findings,
providing insights and evidence that the primary computational cost arises
from simulating quantum processes, while the classical components contribute
minimally to the overall performance.

This section is based on joint work with Broadbent and Paddock [GPB24].

6.1 Simulation as a Scientific Method

At the heart of every scientific endeavour is the understanding of the Universe
and the physical laws that govern it, whether in physics, chemistry, biology,
mathematics or any other field of science. A curious scientist makes observations
in the real world and then questions why a certain phenomenon occurred the way
it did. After studying the subject, they develop a reasonable hypothesis or model
to explain the phenomenon. The next step involves verifying the model in a
controlled environment, which can either be done through physical experiments,
simulations or other testing methods.

Each method has its own benefits and downsides. Conducting accurate and
precise physical experiments can be costly and may not be easily replicated.
However, when done correctly, they provide higher confidence as they occur in
the real physical world. For instance, the Higgs boson was first introduced in
the 1960s [Hig64, EB64, GHK64] but was not confirmed until 2012 [ATL12]. The
delay between theory and confirmation highlights the difficulty of conducting
complex experiments, which sometimes depends on the available technology at
the time.

On the other hand, simulations test theoretical models with fewer resources
and are more reproducible than physical experiments. For instance, a flight
simulator can train pilots without the need for operating an actual plane and
incurring costly fuels expenses, all within a safe environment. The limitation is
that a flight simulator cannot fully replicate potential real-life scenarios such as
heavy storms, bird strikes or other unpredictable parameters.

67
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6.1.1 Quantum Simulation on Classical Machines

In the study of quantum mechanics, physicists realized that the computations
required to understand quantum phenomena are extremely demanding, as pointed
out by Richard Feynman in [Fey82]. He stated that “nature isn’t classical... if you
want to make a simulation of nature, you’d better make it quantum mechanical.”
This insight was one of the key motivations behind the development of quantum
computers. However, building quantum computers presents its own set of
challenges such as mitigating noise-induced information loss, preventing qubit
decoherence, maintaining high-quality qubits, and scaling up the number of
qubits [Pre18]. Currently, we are in the Noisy Intermediate-Scale Quantum
(NISQ) era, and there is still a long journey ahead to build a powerful quantum
computer.

Another intermediate solution to the challenge of building a powerful quantum
computer is the use of quantum simulators. These are classical computers that
simulate quantum circuits as if they were running on a quantum computer [Ion24].
Nevertheless, due to the limitation of classical computers and the exponential
growth in the number of classical bits required to simulate qubits, classical
computers can only simulate quantum circuits to a limited extent. It is
understood that even simulating a 50-qubit algorithm on a classical computer is
considered infeasible [Ion24].

To put things into perspective, it is estimated that factoring RSA-2048
would require 20 million noisy qubits [GE21]20. Therefore, classical computers
are well-suited for simulating small-scale applications of quantum computing.
They can provide evidence for the viability of quantum computers and maintain
interest in investing in quantum technologies. However, we should not expect
them to replace quantum computers entirely21.

6.2 Design Choices

Designing a software simulation requires making a series of choices, such as
selecting programming languages and libraries, whether they are built-in or from
external sources. In this section, we touch on these design choices.

6.2.1 Programming Language: Python

We have chosen to implement the EPR scheme in Python programming language,
version 3.8 [Pyt24]. There are various reasons that make Python a desirable
choice for implementing a QHE scheme. Python is a high-level programming

20The subject of resource estimation is a controversial topic. For instance, one manuscript
estimated that RSA-2048 could be broken with at least 372 qubits [YTW+22]. This claim was
later challenged in [KY23] citing issues with scalability and the difficulty of factoring “random
80 bit integers and beyond”. One should exercise caution when studying the literature on
resource estimates and preferably refer to peer-reviewed publications.

21An interested reader who would like to know more about the simulation of
quantum computing and explore surveys of simulators is encouraged to consult
references [JCJ14, YSE23].
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language known for its readable and straightforward syntax. Additionally, Python
has a large and active community, extensive documentation, and a wide range
of well-maintained libraries. It is reasonable to think that software developed
in Python will remain functional and maintainable in the foreseeable future.
Furthermore, the code developed in this work has been designed to be likely
to remain compatible with future versions of Python, which is an important
consideration for the initial development of an open-source QHE simulation
package. In the context of quantum computing, many important quantum
libraries, such as Google’s Cirq [Cir24], IBM’s Qiskit [JATK+24] and Xanadu’s
PennyLane [BIS+22] are Python-based. Therefore, Python is a natural choice
for developing the software simulation of the EPR scheme.

6.2.2 Dependencies

To implement a simulation of the EPR scheme in Python, we rely on existing
packages to handle both quantum operations, such as running quantum circuits,
and classical operations, such as performing classical homomorphic encryption
scheme.

6.2.2.1 Linear Algebra

We approached this work by simulating quantum circuits using matrices and
linear algebra. A quantum gate can be represented by a matrix, and a density
matrix, as the name suggests, is also a matrix. Tensor products are operations
involving matrices. Consequently, we chose to perform these operations using a
package that handles linear algebra and matrix operation robustly. The NumPy
package [HMvdW+20] is specifically designed for this purpose. For example, the
tensor product of matrices A and B, which results in A⊗B, can be computed
using the kron(A,B) function, and the matrix multiplication can be performed
using matmul function or the @ operator from NumPy.

6.2.2.2 Symbolic Computation

Implementing a theoretical work often involves addressing underlying issues that
may not be immediately obvious. A challenging component of the implementation
was carrying out the conditional phase gate used in the T-gate gadget. At first
glance, performing Pa as part of the decryption component of the T-gate gadget
may seem straightforward as only the b component of the homomorphic key
update for T appears to contain any yet-to-be-measured bits k. However, this
is not the case, as unmeasured bits can appear in the a component of the key.
Explicitly, decryption following homomorphic evaluation of the circuit T ◦H ◦T,
shown in Figure (5a), would result in a k value in the a component before the
application of the second T, since the H gate swaps the components a and b.
Similarly, one might think that the key components of an encrypted qubit
on a wire containing only Clifford gates will not contain these unmeasured
values of k. However, this is not necessarily the case either. For instance,
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the circuit CNOT◦(I⊗T), shown in Figure (5b), will result in unmeasured k
value to be “spilled over” to the b component of the first qubit at the end of
the evaluation, despite no T being applied on the first qubit. These examples
illustrate the important role of symbolic computation for keeping track of the
values in the key updates. In our case, this was achieved through the use of the
SymPy package [MSP+17] in combination with Python’s built-in re package,
which is used for searching text based on patterns. In the simulation of EPR,
we make no assumptions about the input circuit, given each gate is chosen from
the set of permissible quantum gates. Consequently, it was essential to develop
a robust method for evaluating the key polynomials to achieve the objectives of
this project.

(a) T ◦H ◦T circuit (b) CNOT◦(I⊗T) circuit

Figure 5

6.2.2.3 FHE Scheme

Another crucial design choice was the selection of the classical FHE scheme. It
is important to acknowledge the practical limitations of FHE implementations,
as highlighted in [ABC+15], “It is fair to say that FHE mostly exists on paper.
However, there also exist implementations”, and in [FV12], “As to whether any
of these proposals is really practical, the answer is simply “no”.” Therefore,
we approached the search for an FHE scheme with the understanding that
it would primarily serve for demonstration purposes in our simulation. This
work illustrates that while practical FHE implementations may not currently
exist, they have potential use cases in quantum settings, especially within the
constraints of the NISQ era.

Given that we decided to perform this simulation with Python, we focused
on FHE implementations in Python. We opted for the implementation found
in [Era20a] with a package named py-fhe, which was developed as part of
the same student’s master’s thesis [Era20b]. The py-fhe package includes the
Brakerski-Fan-Vercauteren (BFV) FHE scheme developed in [Bra12] and [FV12].
We used the py-fhe along with Python’s built-in copy module to create
independent copies of ciphertexts without altering originals.

We conclude the section on design choices with Table (7) listing the packages
used for the simulation of the EPR scheme.
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Package Name Version
NumPy 1.24.4
SymPy 1.6.2

re Built-in
py-fhe 1.0
copy Built-in

Table 7: List of packages and their versions

6.2.3 Documentation

The py-qhe-epr library contains extensive documentation for each function,
clearly outlining its purpose, the required input parameter(s), and the expected
output(s). Additionally, in-line comments are provided to offer more insights. A
great effort has been made to ensure the package adheres to Python’s official
guidelines, as outlined in the Python enhancement proposals (PEP) 8 style
guide [vRWC13]. For instance, function names are descriptive, using lowercase
words separated by underscores.

Given that this package aims to serve as a software simulation library for the
quantum community and introduces the first open-source software for quantum
homomorphic encryption, considerable effort has been made to ensure the code
is readable for future use.

6.3 Implementation Structure

The py-qhe-epr package consists of seven modules designed to facilitate the
implementation of the EPR scheme. Each module addresses a specific aspect of
simulating the EPR scheme. Figure (6) shows the connection and dependencies
of the seven modules that simulate the EPR scheme.

Below, we provide a high-level summary of the seven modules that make up
the py-qhe-epr package, with implementation details deferred to Section 6.4:

• che initialization: Importing the BFV scheme from the py-fhe

package, che initialization module manages the classical homomorphic
encryption component of the EPR scheme. It encrypts the classical keys of
the quantum one-time pad using the public key during encryption, applies
homomorphic key updates during evaluation, and decrypts the classical
keys with the secret key in the decryption phase.

• basic quantum operations: This module provides a range of functions
and variables essential for quantum simulation. It defines the quantum gates
in the universal gate set {I,X,Z,H,P,CNOT,T} and provides functions for
creating various quantum states. These include the arbitrary quantum
states with amplitudes α and β using gen qubit function, as well as
specific states like the zero state |0⟩, the one state |1⟩ and the EPR pair
through functions such as zero state, one state, gen epr, respectively.
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basic quantum operations quantum one time pad che initialization

epr encryption epr evaluation epr decryption

epr scheme

Figure 6: Connections and dependencies between different modules, with arrows
indicating which modules depend on others.

Additionally, it includes quantum operations like measurement and
post measurement state, following the mathematical formalism detailed
in Section 3.

• quantum one time pad: The quantum one time pad module defines
functions for quantum one-time pad encryption and decryption, which will
be used during encryption and decryption of the EPR scheme.

• epr encryption: This module encrypts the input message |ψ⟩ using the
classical secret keys (a, b) of the QOTP. Additionally, it encrypts the
classical keys (a, b) to obtain (ã, b̃).

• epr evaluation: The epr evaluation module carries out the necessary
computations on the encrypted quantum data and updates classical keys
homomorphically.

• epr decryption: Handling the decryption component of the EPR scheme,
the epr decryption module decrypts the classical keys, and if necessary,
runs the the decryption component of the T-gate gadget and traces out
unnecessary wires, before decrypting the evaluated state using QOTP.

• epr scheme: Integrating all the modules, the epr scheme module encrypts,
evaluates and decrypts the input message and then outputs the density
matrix of the decrypted evaluated state.
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6.4 Implementation Details

We now provide a detailed description of the py-qhe-epr package, closely
following the documentation provided in [Gan24].

Key Generation — The implementation uses the key generation function
BFVKeyGenerator from the py-fhe scheme implemented in [Era20a]. Using this
package, we generate a public key pk and a secret key sk to be used in the
encryption and decryption of the classical one-time-pad keys22.

Encryption — Given an input n-qubit quantum state |ψ⟩ and a pair of
randomly generated n-bit keys (a, b), the client uses the public key pk to produce

the encryption pair (ã, b̃) along with an encrypted state ˜|ψ⟩, where the state ˜|ψ⟩
is obtained from the quantum one-time-pad, which takes as input the pair (a, b).

Homomorphic Evaluation — The server’s description of the quantum
circuit is represented by C, a list of strings in the alphabet {I,X,Z,H,P,CNOT,T}.
Each element of the list corresponds to a layer of the quantum circuit and
each symbol in the string represents the gate applied to qubit(s) i in the jth

layer, namely C(i)
j , where 1 ≤ j ≤ ℓ ranges through the ℓ layers of the circuit,

and 1 ≤ i ≤ n for the n-qubits. Before evaluating the circuit, the server
appends R EPR pairs to the input of the computation, where R is the total
number of T in C. Once completed, the server applies a series of SWAP gates so
that all the wires associated with EPR pairs used for computing any T gates
appear in the required order (see Figure (4)). The server applies the circuit C
layer by layer. Each layer Cj is implemented by a unitary Lj on n+ 2R-qubits,
consisting of at most n non-identity gates.

The server implements Lj gate by gate, inserting identity gates where

required. If the gate C(i)
j is Clifford, then the keys

(
ã
(i)
j , b̃

(i)
j

)
are updated

according to Table (6). On the other hand, if the gate C(i)
j is a T gate, the

server stores the ciphertext ã
(i)
j in a list P̃, and applies the T gate followed by

CNOT2→1 and measures the wire that initially held the encrypted state obtaining

the bit c
(i)
j (see Figure (4)). Storage of the ciphertext in the list P̃ will be used as

part of the decryption. The server updates the wire labels holding the evaluated
qubit as the encrypted qubit has been “teleported” to the 1st wire of the EPR
pair.

To make the homomorphic update for the T, the measured bit c
(i)
j is

encrypted using the BFV scheme public key pk . The resulting ciphertext c̃
(i)
j is

stored in a list M̃. Now, the server performs the homomorphic evaluation by

computing ã
(i)
j−1 7→ ã

(i)
j−1 ⊕ c̃

(i)
j and b̃

(i)
j−1 7→ ã

(i)
j−1 ⊕

(
ã
(i)
j−1 · c̃

(i)
j

)
⊕ b̃

(i)
j−1, which

accounts for the portion of the homomorphic T gate key update with known
variables. To account for the unknown variables in the homomorphic T gate
key update, the server also performs a symbolic computation tracking the

remaining unknown values k
(i)
j . Here the encrypted keys are treated as unknown

symbolic variables. Specifically, for a T gate, â
(i)
j−1 7→ â

(i)
j−1 ⊕ ĉ

(i)
j as usual.

22More information about parameter selection can be found in [Era20b].
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However, b̂
(i)
j−1 7→ â

(i)
j−1 ⊕

(
â
(i)
j−1 · ĉ

(i)
j

)
⊕ b̂

(i)
j−1 ⊕ k̂

(i)
j . We use the notation (̂·) to

denote symbolic versions of the variables. We need to perform symbolic updates
for the Clifford gates as well, according to Table (6) as expected; however, as we

discussed in Section 6.2.2.2, the unknown values of k
(i)
j can propagate into the

keys updates of subsequent layers of Clifford key updates.
In a list S, the server stores the symbolic value of â and b̂ at the end of the

circuit. The list also includes a record of each value of â before the application of
a T gate. Likewise, the order in which T gates appear in the circuit is transcribed
in a list T . Both lists are used in the decryption.

Decryption — Using the secret key sk , the client decrypts the ciphertexts
(ã, b̃) as well as the encrypted bits in M̃ and P̃ . We denote these decrypted lists
as M and P , respectively. The client begins decrypting by the order specified in
the list T . If T is empty, the client can recover the evaluated quantum state by
applying the quantum one-time pad using the decrypted keys (a, b). Otherwise,
decryption proceeds as follows: the first conditional phase gate exponent does
not depend on any unmeasured values. Therefore, in this case the client can

perform the conditional Pa
(i)
j by reading the value of a

(i)
j from the decrypted

values of P(i)
j . The client applies the H gate and then proceeds to measure k

(i)
j ,

storing this value in a list K (see Figure (4)).
For the decryption of any subsequent T gates, the client may need to

apply corrections to the values in P, since those values could depend on
yet-to-be-measured values of k, which were unknown during the evaluation.

To apply theses corrections, the client looks up the S(i)
j entry holding the

symbolic expression of the key updates. The client substitutes 0 for expressions
involving â and b̂ and the corresponding values of ĉ and k̂ from the appropriate
entries of lists M and K to evaluate the polynomial, which outputs the bit
necessary to correct the exponent value of the P gate. Only after this correction,
can the client apply the decryption part of the T-gate gadget. The new measured

k
(i)
j value is then appended in the K list. Upon completing this process for all

the T gates, the client repeats the classical bit correction procedure to obtain
the decrypted a and b values. Lastly, the client traces out all the unnecessary
wires. It is only now that the client can apply the quantum one-time-pad to
obtain the decrypted quantum state.

6.4.1 Minimal Working Example

While the available code in [Gan24] contains a tutorial on getting started with
the py-qhe-epr package, we provide a minimal working example to showcase
the package’s input and output.
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py-qhe-epr Code Example

1 %run epr_scheme.ipynb

2

3 a = [0]

4 b = [1]

5 psi = zero_state()

6 circuit = ['X']

7

8 print(epr_quantum_homomorphic_scheme(psi, a, b, circuit))

Program Output

1 [[0 0]

2 [0 1]]

In this example, we first load the epr scheme module. We then choose the
classical keys a, b, which can be generated using cryptographically secure random
number generators provided by specialized Python packages. For the sake of
demonstration, we choose a = 0 and b = 1, which will be used during the QOTP
procedure. We also specify the input message |ψ⟩ = |0⟩ and the circuit we
would like to apply. In line 8, the function epr quantum homomorphic schme

takes |ψ⟩ , a, b and the circuit X as input. Internally, the function performs
QOTP on |ψ⟩, encrypts classical keys (a, b) using the BFV scheme, evaluates the
circuit homomorphically using the density matrix formalism, and updates the
classical keys. Finally, it decrypts the classical keys and decrypts the encrypted

message using the QOTP. In density matrix formalism, X |0⟩ ⟨0|X =

[
0 0
0 1

]
,

which corresponds to the output.

6.5 Implementation Challenges

In Section 6.2, we discussed the challenges involved in evaluating the polynomial
of key updates and how symbolic computation was used to address the issue.
Here we provide additional discussions of the implementation. We highlight
some of the more challenging components, as well as provide insight into some
of the more complex parts of the software design.

Wire Relabelling — The original EPR scheme in [BJ15] assumes that the
appended Bell pairs appear adjacent to the corresponding qubit(s). However, in
practice one needs to account for the relabelling of wires. We achieve this by
performing SWAP gates to place the EPR pairs adjacent to the corresponding
qubit as in Figure (4). Although we perform SWAP operations as needed,
one could alternatively track these within the implementation and synthesize
the required permutation of the output registers before decryption. In either
case, one could be concerned that the SWAP gates need to be performed
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homomorphically. SWAP gate is a Clifford and the key updates match our
intuition. That is, the keys (a1, b1), (a2, b2) get mapped to (a2, b2), (a1, b1) after
a SWAP is performed23. The use of SWAP gates in the implementation highlights
one of the important challenges in translating a theoretical result, where auxiliary
EPR pairs and the corresponding qubits are arranged in a specific order by
default, into implementable code, which requires a programmatic approach to
achieve that configuration in practice.

As an example, consider an n-qubit system |ψ⟩ where a T gate is applied on
the first qubit and a single-qubit Clifford unitary U is applied on the remaining
wires as shown in Figure (7a). In the context of the py-qhe-epr package, we first
append an EPR pair to create the evaluation circuit, as shown in Figure (7b).
Next, SWAP gates are used to reorder wires, placing the appended EPR pair
immediately after the first qubit, as illustrated in Figure (7c), in line with the EPR
scheme described in [BJ15]. To ensure the correctness of the implementation, it is
crucial that the added EPR pairs for a qubit appear before those for subsequent
qubits.

Generalized Controlled-NOTs — In the software implementation, we
develop tools for tracking the wire(s) where gates were applied. This is a practical
way to account for the fact that the T-gate gadget teleports the encrypted
state to another wire. Tracking this information is crucial not only during the
evaluation and decryption procedures but also in cases where multiple T gates
are applied to the same qubit, particularly when the T-gate gadget requires
a CNOT gate between non-adjacent wires of different EPR pairs. This is not
possible with the standard CNOT2→1. To address this, we constructed a function
controlled not constructor(control, target, number of qubits) for
performing CNOTs between non-adjacent wires. In the case target < control,
the function creates the following n-qubit gate

CXc,t,n =
[
I⊗(c−1) ⊗|0⟩⟨0| ⊗ I⊗(n−c)

]
+
[
I⊗(t−1) ⊗X⊗ I⊗(c−t−1) ⊗|1⟩⟨1| ⊗ I⊗(n−c)

]
,

(6.1)

where we use the convention that I⊗0 = 1.
As an example, consider the homomorphic evaluation of T ◦T as shown

in Figure (8a)24. In the context of the qy-qhe-erp, the evaluation circuit
corresponds to one shown in Figure (8b). Specifically, the second application
the T-gate gadget requires applying CNOT4→2 within a 5-qubit system, with
the corresponding unitary operation being CX4,2,5.

23The correctness of the key update rule for the SWAP gate is shown in Appendix D, where
the SWAP gate is decomposed into CNOT1→2 and CNOT2→1 gates, and the key update rules
of the decomposition are tracked to show its correctness.

24While T2 = P, this example is only intended to motivate the need for generalized CNOT
gates.
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|ψ1⟩

|ψ2⟩

...

|ψn⟩

T

U

U

(a) n-qubit system |ψ⟩ with a T on the first qubit and U on the remaining qubits.

|ψ1⟩

|ψ2⟩

...

|ψn⟩

T

U

U

|Φ+⟩

(b) EPR pair added in preparation for
the evaluation circuit.

|ψ1⟩

|ψ2⟩

...

|ψn⟩

T

U

U

|Φ+⟩

(c) Evaluation circuit after SWAP gates
reorder wires, placing the EPR pair
after first qubit.

Figure 7

6.6 Test Cases and Analysis

In this section, we provide details of our test implementations and some analysis
of our findings. Our simulations were conducted on an Intel core i9-10885H
with 32GB RAM using Python 3.8. The security parameters for the BFV scheme
include a polynomial ring of degree 8, a plaintext modulus of 17, and a ciphertext
modulus of 8× 1012, as used by the example provided in py-fhe.

Figure (9) displays the average runtimes of the simulated EPR scheme for
a circuit consisting of R ∈ {1, . . . , 6} T gates on a single qubit. The test aims
to establish a benchmark for the cost of simulating the quantum operations
by quantifying the time taken by the simulation of the EPR scheme with and
without the homomorphic key updates. In the test runs without the encrypted
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|ψ1⟩ T T

(a) T ◦T circuit.

|ψ1⟩ T c1,1

∣∣Φ+
1,1

〉
· · ·

T

∣∣Φ+
1,2

〉
· · ·

c1,2

(b) The evaluation circuit for T ◦T circuit in the EPR scheme.

Figure 8

key updates25, we assume the circuit is known to the client and all the updates
are performed by the client during the decryption. We stress that this is not the
case in the EPR scheme with the encrypted key updates outlined in Section 6.4.
The data in Figure (9) from the circuits with 1 to 5 T gates are averages from
a 10 sample runs, whereas in the 6 T gate circuit the average was only taken
from 3 sample runs due to computational limitations. The error bars in Figure (9)
represent a standard deviation.

Recall that if the n-qubit quantum circuit has R T gates, the scheme requires
an additional 2R qubits. This implies that the simulation amounts to performing
quantum operations on an n+ 2R-qubit system, i.e. multiplying 2n+2R × 2n+2R

matrices, which requires an exponential number of operations in the parameters n
and R. The exponential nature of operations manifests itself in Figure (9) by
noting the marked increase in the computational time between the runs with 5
and 6 T gates, from around 1 minute to almost 1 hour and a half, respectively.

On its own, the data presented in Figure (9) is too coarse to capture
the relationship between the cost of the classical and quantum operations.
More specifically, we want to better understand how the classical components
of the code, such as homomorphic key updates, wire tracking and symbolic
computations contribute to the overall runtime of the simulation. Figure
(10) displays the proportion of computational resources used with the classical
homomorphic encryption. The data in Figure (10) affirms our suspicion that the

25Details of the EPR scheme with unencrypted keys are included in our software library
[Gan24], including the implementation that was used to collect the data in Figure (9).
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classical components of the code do not have much impact on the runtime of
the simulation. As expected Figure (10) shows that as the number of T gates
increase, a larger portion of the runtime is used in simulating the quantum
operations.

Interestingly, Figure (10) shows that the decryption takes slightly more
computational resources than the evaluation. A plausible explanation is by noting
that for every T gate in the circuit, there are two gates applied during evaluation:
a T followed by a CNOT, and two more in the decryption: a conditional P and
an H. Additionally, in the decryption, the client needs to perform the quantum
operation to trace out unnecessary wires. From the data in Figure (9) for the
EPR scheme with encrypted keys, and the data in Figure (10), we can deduce
that the runtime of the decryption grows as the number of T gates increases,
providing evidence that the scheme is not compact.

The attentive reader will note that in the case of the 6 T gate experiment
in Figure (9), on average the EPR scheme without encrypted keys took slightly
longer than the EPR scheme with encryption. This is surprising since one expects
the addition of HE to require more resources. Nonetheless, this anomaly can be
explained by the fact that the classical operations use a negligible amount of
time in comparison to the quantum operations as evident in Figure (10). This
observation, along with the overlap of the error bars from the 5 and 6 T gate
experiments (with and without encrypted keys) supports this claim. Variability
of the runtime in each test can be affected by factors such as background tasks
and CPU variability.
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Figure 9: Runtime of the simulation of quantum homomorphic encryption based
on the number of T gates with and without classical homomorphic encryption.
The displayed runtime is the average of the two schemes.



6 SIMULATION OF EPR 81

Figure 10: Proportion of computational resources used during the simulation.
Remaining Computation includes any purely classical computations during the
protocol, including evaluation and decryption, as well as the quantum one-time
pad operation during the encryption.



7 Conclusion

In this work, we developed a Python implementation capable of simulating
QHE. In particular, the software implementation of the EPR scheme from [BJ15]
works for universal quantum circuits. We discussed the details and challenges
of bridging the theoretical details of the scheme into practice. We provided
some preliminary data which suggests that the cost of classical homomorphic
encryption is nominal relative to the quantum simulation costs. We hope that
the quantum community and enthusiasts will benefit from this library, towards
advancing the frontiers of quantum cloud computing.

In this concluding section, we will propose improvements to the existing
implementation in Section 7.1, and in Section 7.2, we will explore potential
follow-up work and extensions that could stem from this work.

This section is based on joint work with Broadbent and Paddock [GPB24].

7.1 Improvements to the Implementation

There are several developments that could improve the performance of the
simulation toolkit. The first of which could be improving the performance of
the quantum operations. One method could be synthesizing the unitary circuit
for an entire layer, so that all the gates in a layer are performed simultaneously,
rather than one gate at a time. Another way would be to reduce the dimension
of the quantum operations by tracing out the measured “extra” wires during the
evaluation of the T-gate gadget. Doing this could reduce the wires from n+ 2R
to just n+R at the end of the evaluation, saving a factor of 2R in the decryption
runtime.

Further improvements are possible in other areas. For example, the current
implementation requires the quantum circuit to be described using the quantum
gate set {I,X,Z,H,P,CNOT,T}. In particular, the description of the input circuit
is restricted to CNOT gates acting on adjacent qubits. A useful improvement
would be to extend this functionality to handle generalized controlled-NOT gates,
where the control and target qubits can be specified on any wires in the circuit.
While the internal mechanisms for implementing non-adjacent CNOT gates
are already in place, as explained in Section 6.5, the input circuit description
only supports CNOT gates between adjacent qubits. In other words, although
non-adjacent CNOTs are supported within the T-gate gadget, the input circuit
format is still designed to handle only adjacent CNOTs. To address this, the
circuit description would need to explicitly allow for the specification of arbitrary
control and target qubits. Implementing this change would require modifications
to several subroutines across the py-qhe-epr package.

Moreover, the set of accepted quantum gates could be expanded to include
additional quantum gates. The primary challenge in adding a new quantum gate
lies in determining its correct key update rule. A straightforward solution would
be to decompose the new quantum gate into a combination of gates for which
the key update rules are already known, and then compose these rules to derive
the correct key update rule for the new gate. An example of this technique is
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provided in Appendix D, where the key update rule for the SWAP gate was
found by decomposing it into the set {CNOT1→2,CNOT2→1}.

Another potential direction for exploration is to incorporate the py-qhe-epr
package with existing quantum software frameworks like Cirq, PennyLane or
Qiskit, introduced in Section 6.2.1, which are widely used platforms for quantum
computing, helping it reach a broader audience within the quantum community.

7.2 Future work

While in Section 7.1, we focused on potential improvements and enhancing the
efficiency of the existing implementation, in this section we explore alternative
theoretical frameworks, allowing the current software to serve as a broader tool
for theoretical exploration.

A next step would be to expand the py-qhe-epr library using techniques
from follow-up works to the EPR scheme. For instance, in [DSS16] the EPR
scheme was improved by introducing an alternative T-gate gadget which results
in a compact levelled scheme for performing non-Clifford gates homomorphically.
Implementing this new gadget would allow the simulation of QHE on quantum
circuits with a polynomial number of T gates.

Verifiability is an important ingredient for secure delegated quantum computing.
The addition of a verification procedure is a desirable feature, as often the client
may want to delegate a quantum circuit to the server while ensuring that the
output is correct. In [ADSS17] the QHE scheme of [DSS16] was made verifiable.
Adding a verification component to the implementation would be an interesting
next step.

Finally, the EPR scheme could be improved by incorporating additional
security features, such as circuit privacy. Specifically, in the honest case, the client
receives a qubit for each T gate to measure during the decryption procedure. If the
server’s objective is to keep the circuit private, as suggested in [DSS16], the server
can take measures to maintain circuit privacy by adding randomization layers
to the circuit. Future work towards including such features in the py-qhe-epr
library could provide additional utility to the QHE scheme, particularly in the
context of proprietary quantum algorithms.



8 Epilogue

The study of quantum information science requires mastery across multiple
disciplines, including mathematics, physics and computer science, with a deep
understanding of specific subfields within each. For example, in mathematics,
familiarity with linear algebra, group theory, number theory and Hilbert spaces
is beneficial—each of which is typically covered in an advanced undergraduate
or graduate course.

Furthermore, quantum information science challenges our intuition, often
yielding counter-intuitive results that have perplexed the greatest minds in human
history, such as Albert Einstein. It also forces us to question our philosophical
views towards life. For instance, if the act of measurement is an irreversible
action, then does that imply that we live in a non-deterministic world? The
deeper one delves into this subject, the more questions arise than answers. While
I have found studying quantum information science to be extremely challenging,
I have also found it to be a rewarding and humbling experience at the same time.

It is my hope that the challenges in unlocking the potentials of quantum
information science will not be seen as impediments, but rather as a light guiding
us toward the inspiration needed to overcome them, which is part of human’s
enduring endeavour. As us, humans, the inhabitants of the “pale blue dot”
[The24e], strive to push the boundaries of knowledge in the quest of unraveling
the mysteries of the Universe.
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A Biographies

In this auxiliary section, we offer brief biographies of a few scientists mentioned
in this thesis. We note that this list is neither exhaustive nor fully representative
of all the scientists referenced. The scientists who have dedicated their lives
to their fields of study are the unsung heroes of our time, who usually do not
receive the recognition they deserve. The purpose of this section is to simply
honour and acknowledge the contributions of not only the scientists listed here,
but all those who made a positive impact on our world.

Charles Hermite (1822–1901) was a French mathematician who made
major contributions to various fields of mathematics, including number theory
and algebra. The Hermitian matrix, introduced in Section 2.3.7, is named after
him.

Hermite was a mathematics professor in Paris, and was the first to prove
that the number e is a transcendental number in 1873. Henri Poincaré, an
influential figure in physics and mathematics, was one of Hermite’s students. In
his personal life, Hermite married Louise Bertrand, the sister of mathematician
Joseph Bertrand [The24a, OR01].

William Kingdon Clifford (1845–1879) was an English mathematician
and philosopher. Clifford gates, introduced in Section 3.2.2, are named after him.
Despite his short life, passing away at age of 33, he made significant contributions
to algebra, leading to the naming of a branch of algebra after him, now known
as Clifford algebra. In 1871, Clifford was appointed to the chair of Mathematics
and Mechanics at University College London, and in 1874, he was elected as a
Fellow of the Royal Society [The24c, OR15].

Jacques Salomon Hadamard (1865–1963) was a French mathematician
whose research spanned number theory, complex analysis and differential geometry,
among others. Hadamard matrices, introduced in Section 3.2.2, are named after
him. He also provided a proof of the prime number theorem, a fundamental result
in number theory. Hadamard tragically lost two of his sons during World War I
and his third son in the Second World War. In response to these personal losses,
he devoted himself even more vigorously to mathematics and became an active
figure in international peace movements. In his book Psychology of Invention
in the Mathematical Field, Hadamard reflected on the nature of mathematical
creativity and the workings of the mathematical mind [The24b, OR03].
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Wolfgang Ernst Pauli (1900–1958) was an Austrian theoretical physicist,
most notably recognized for his contributions to quantum physics. The Pauli
gates and Pauli groups, introduced in Section 3.2.1, are named after him. He
received the Nobel Prize in Physics in 1945. Pauli also conjectured the existence
of neutral particles, now known as neutrinos [The24d, Nob24].

Anne Lise Broadbent is a Canadian mathematician specializing in quantum
information science and quantum cryptography. She is one of the authors of
the work titled Quantum homomorphic encryption for circuits of low T-gate
complexity, in which the EPR scheme was introduced. Broadbent earned her PhD
from the Université de Montréal under the supervision of renowned researchers
Gilles Brassard and Alain Tapp. Among a multitude of papers, Broadbent has
made significant contributions by publishing work on quantum blind computation,
quantum homomorphic encryption and the verification of quantum computation,
among others. Broadbent has been recognized with numerous awards, including
the André Aisenstadt Prize in Mathematics in 2016, which honours outstanding
young Canadian mathematicians [Bro19].
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B Number Theory

Number theory is a branch of mathematics that studies integers and their
properties, such as prime number and prime factorization. Number theory has
important applications in cryptography. In Section 4.2.2, we introduce the RSA
cryptosystem [RSA78], which is based on number-theoretic principles. This
section aims to provide the minimal number-theoretic background necessary
for describing the RSA cryptosystem by highlighting important definitions and
theorems. The main reference for this section is [Ros11].

Definition B.1 (Greatest Common Divisor).
The greatest common divisor of two integers a and b, which are not both 0, is the
largest integer that divides both a and b. The greatest common divisor of a and
b is written as gcd(a, b) .

Example B.1. The positive divisors of 9 are {1, 3, 9} and divisors of 6 are
{1, 2, 3, 6}. Since max ({1, 3, 9} ∩ {1, 2, 3, 6}) = max({1, 3}) = 3, we conclude
that gcd(9, 6) = 3.

Pairs of integers that have no common divisors greater than 1 are of interest
in number theory.

Definition B.2 (Relatively Prime).
The integers a and b, with a ̸= 0 and b ̸= 0, are relatively prime if a and b have
greatest common divisor gcd(a, b) = 1.

By this definition, any pairs of prime numbers (p, q) are relatively prime,
since gcd(p, q) = 1.

Definition B.3 (Congruent Numbers).
Let m be a positive integer. If a and b are integers, we say that a is congruent
to b modulo m if m | (a− b), where m | (a− b) means m divides (a− b). In this
case, we write a ≡ b (mod m).

Example B.2. 22 ≡ 7 (mod 5), since 22− 7 = 15 and 5 mod 15.

Definition B.4 (Modular Inverse).
Given an integer a with gcd(a,m) = 1, an integer b such that a · b ≡ 1 (mod m)
is called an inverse of a modulo m. In this case, we denote b as a−1.

The definition of modular inverse requires gcd(a,m) = 1. Therefore, not
every integer has a modular inverse.

Example B.3. Since gcd(5, 7) = 1, 5 has an inverse modulo 7. By inspection,
we see that 5 × 3 = 15 ≡ 1 (mod 7). Hence, 3 is an inverse of 5 modulo 7
and 5−1 ≡ 3 (mod 7).

Definition B.5 (Euler phi-function).
Let n be a positive integer. The Euler phi-function ϕ(n) is defined to be the
number of positive integers not exceeding n that are relatively prime to n.
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Example B.4. The positive divisors of 12 are {1, 2, 3, 4, 6, 12}. Therefore, the
positive non-divisors of 12 are {5, 7, 8, 9, 10, 11}, among which, {5, 7, 11} have no
common divisors with 12 other than 1. Additionally, gcd(1, 12) = 1. Therefore,
there are 4 numbers that are not exceeding 12 and are relatively prime to 12.
We conclude that ϕ(12) = 4.

Finally, we arrive at Euler’s theorem, which is crucial for proving the
correctness of the RSA cryptosystem.

Theorem B.1 (Euler’s Theorem).
If m is a positive integer and a is an integer with gcd(a,m) = 1, then
aϕ(m) ≡ 1 (mod m).

Instead of proving this theorem, we provide a sketch of proof. Let the set
R = {r1, r2, . . . , rϕ(m)} be the set of integers less than m that are relatively
prime to m. The set R is known as a reduced residue system modulo m.
Since gcd(ri,m) = 1 for each ri with 1 ≤ i ≤ ϕ(m), we have
gcd(r1 · r2 · · · rϕ(m),m) = 1. This implies that r1r2 · · · rϕ(m) ≡ 1 (mod m).
By a theorem, the set {ar1, ar2, . . . , arϕ(m)} is also a reduced residue system
modulo m, since gcd(a,m) = 1. Thus,

ar1ar2 · · · arϕ(m) ≡ r1r2 · · · rϕ(m) ≡ 1. (B.1)

On the other hand, ar1ar2 · · · arϕ(m) = aϕ(m)r1r2 · · · rϕ(m). Therefore, it follows

that aϕ(m) ≡ 1 (mod m).



C Perfcet Secrecy of the One-Time Pad

Theorem C.1. The one-time pad is perfectly secret.

Proof. To show that the one-time pad is perfectly secret, we need to establish that
Pr[M = m|C = c] = Pr[M = m] for an c ∈ C and m ∈ M with Pr[C = c] > 0.

By applying the by Bayes’ Theorem, we have:

Pr[M = m|C = c] =
Pr[C = c|M = m] · Pr[M = m]

Pr[C = c]
(C.1)

Next, we simplify the expression for Pr[C = c|M = m]. Note that C = K ⊕M .
Given the message m, we can write Pr[C = c|M = m] as

Pr[K ⊕m = c|M = m] = Pr[K = m⊕ c|M = m]. (C.2)

Since the key K is a uniform ℓ-bit string independent of the message M , we
have Pr[K = m⊕ c|M = m] = 1

2ℓ
. Therefore, Pr[C = c|M = m] = 1

2ℓ
.

Next, using the law of total probability, we show that the probability of
choosing a ciphertext C is 1

2ℓ
.

Pr[C = c] =
∑
m∈M

Pr[C = c|M = m] · Pr[M = m] (C.3)

=
1

2ℓ

∑
m∈M

Pr[M = m]

(
since Pr [C = c|M = m] =

1

2ℓ

)
(C.4)

=
1

2ℓ
,

(
since

∑
m∈M

Pr[M = m] = 1

)
(C.5)

Thus, returning back to Equation C.1, we obtain:

Pr[M = m|C = c] =
Pr[C = c|M = m] · Pr[M = m]

Pr[C = c]
(C.6)

=
2−ℓ · Pr[M = m]

2−ℓ
(C.7)

= Pr[M = m], (C.8)

which shows Pr[M = m|C = c] = Pr[M = m] as desired. We conclude that the
one-time pad is perfectly secret.
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D Correctness of Key Update Rules for Clifford
Gates

We provide the proof of correctness of the key update rules as shown in table 6
as well as the SWAP gate discussed in Section 6.5. Proving the correctness of the
key update rules for 1-qubit gates is relatively straightforward. However, we use
different techniques to establish the correctness for the CNOT and SWAP gates.
Consequently, this section is divided into three parts: 1-qubit gates, CNOT gate
and the SWAP gate.

D.1 1-qubit Clifford Gates

To prove the correctness of the key update rules for 1-qubit Clifford gates, we
first establish a few equalities that will facilitate the proof.

(1)

XZ =

[
0 1
1 0

]
×
[
1 0
0 −1

]
=

[
0 −1
1 0

]
(D.1)

= −
[
1 0
0 −1

]
×
[
0 1
1 0

]
= −ZX . (D.2)

(2)

HX =
1√
2

[
1 1
1 −1

]
×
[
0 1
1 0

]
=

1√
2

[
1 1
−1 1

]
(D.3)

=

[
1 0
0 −1

]
×
(

1√
2

[
1 1
1 −1

])
= ZH . (D.4)

From HX = ZH, we obtain the following relationships:

X = HZH, (D.5)

HXH = Z, (D.6)

XH = HZ . (D.7)

(3)

PX =

[
1 0
0 i

]
×
[
0 1
1 0

]
=

[
0 1
i 0

]
(D.8)

= −i×
[
0 −1
1 0

]
︸ ︷︷ ︸

=XZ by Equation D.1

×
[
1 0
0 i

]
= −iXZP . (D.9)
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(4)

PZ =

[
1 0
0 i

]
×
[
1 0
0 −1

]
=

[
1 0
0 −i

]
(D.10)

=

[
1 0
0 −1

]
×
[
1 0
0 i

]
= ZP . (D.11)

We summarize the relevant equivalencies under the global phase:

XZ ≡ ZX (D.12)

HX ≡ ZH (D.13)

XH ≡ HZ (D.14)

PX ≡ XZP (D.15)

PZ ≡ ZP (D.16)

Now, we have all the tools we need to prove the correctness of the key update
rules for Clifford gates. For I Xai Zbi = Xai Zbi I, we use the fact that the identity
matrix commutes with all the matrices. Therefore, we can move on to the
remaining key update rules.

XXai Zbi = Xai XZbi (D.17)

= Xai Zbi X (by Equation D.12) (D.18)

By similar reasoning, ZXai Zbi = Xai Zbi Z.

HXai Zbi = Zai HZbi (by Equation D.13) (D.19)

= Zai Xbi H (by Equation D.14) (D.20)

= Xbi Zai H . (by Equation D.12) (D.21)

PXai Zbi = Xai Zai PZbi (by Equation D.15) (D.22)

= Xai Zai Zbi P (by Equation D.16) (D.23)

= Xai Zai⊕bi P (D.24)

D.2 CNOT Gate

To prove the correctness of the key update for the 2-qubit CNOT gate, we take
a slightly different approach. First, we will derive a compact representation
of Xa Zb by considering the matrices for different values of (a, b). These matrices
are recorded in Table (8), and we will make observations based on them.
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(a, b) Xa Zb

(0, 0)

[
1 0
0 1

]
(1, 0)

[
0 1
1 0

]
(0, 1)

[
1 0
0 −1

]
(1, 1)

[
0 −1
1 0

]
Table 8: Xa Zb matrices depending on the pair (a, b)

The important observation from Table (8) is that the when a = 0 the diagonal
entries are |1|; otherwise, they are 0. More specifically when (a, b) = (0, 0), we

have
(
Xa Zb

)
(1,1)

=
(
Xa Zb

)
(2,2)

= 1. When (a, b) = (0, 1),
(
Xa Zb

)
(1,1)

= 1 and(
Xa Zb

)
(2,2)

= −1. These diagonal entries can be compactly described using the

Kronecker delta function, defined by

δij =

{
1, if i = j,

0, if i ̸= j.
(D.25)

By that token
(
Xa Zb

)
(1,1)

= δa0 and
(
Xa Zb

)
(1,1)

= (−1)bδa0. Using similar

reasoning, we find that for any pair (a, b), the off-diagonal entries can be expressed:(
Xa Zb

)
(1,2)

= (−1)bδa1 and
(
Xa Zb

)
(2,1)

= δa1. Consequently, we can describe

the general form of Xa Zb for any pair (a, b) as:

Xa Zb =

[
δa0 (−1)bδa1
δa1 (−1)bδa0

]
(D.26)

Let ai = a, bi = b, ai+1 = c, bi+1. Our objective is to show that

CNOT
(
Xa Zb⊗Xc Zd

)
=
(
Xa Zb⊕d⊗Xa⊕c Zd

)
CNOT . (D.27)

We begin by expanding both sides of the Equation D.27 and establishing the
equivalency of the entries, starting with the left-hand side.
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CNOT
(
Xa Zb⊗Xc Zd

)
(D.28)

=CNOT

([
δa0 (−1)bδa1
δa1 (−1)bδa0

]
⊗
[
δc0 (−1)dδc1
δc1 (−1)dδc0

])
(D.29)

=CNOT



δa0δc0 (−1)dδa0δc1 (−1)bδa1δc0 (−1)b⊕dδa1δc1
δa0δc1 (−1)dδa0δc0 (−1)bδa1δc1 (−1)b⊕dδa1δc0
δa1δc0 (−1)dδa1δc1 (−1)bδa0δc0 (−1)b⊕dδa0δc1
δa1δc1 (−1)dδa1δc0 (−1)bδa0δc1 (−1)b⊕dδa0δc0


 (D.30)

=


δa0δc0 (−1)dδa0δc1 (−1)bδa1δc0 (−1)b⊕dδa1δc1
δa0δc1 (−1)dδa0δc0 (−1)bδa1δc1 (−1)b⊕dδa1δc0
δa1δc1 (−1)dδa1δc0 (−1)bδa0δc1 (−1)b⊕dδa0δc0
δa1δc0 (−1)dδa1δc1 (−1)bδa0δc0 (−1)b⊕dδa0δc1

 (D.31)

Note that the Equation D.31 is derived by swapping the third and the fourth
rows of Equation D.30.

Now, expanding the right hand side of the Equation D.27 yields:

(
Xa Zb⊕d⊗Xa⊕c Zd

)
CNOT (D.32)

=

([
δa0 (−1)b⊕dδa1
δa1 (−1)b⊕dδa0

]
⊗
[
δ(a⊕c)0 (−1)dδ(a⊕c)1
δ(a⊕c)1 (−1)dδ(a⊕c)0

])
CNOT (D.33)

=



δa0δ(a⊕c)0 (−1)dδa0δ(a⊕c)1 (−1)b⊕dδa1δ(a⊕c)0 (−1)bδa1δ(a⊕c)1
δa0δ(a⊕c)1 (−1)dδa0δ(a⊕c)0 (−1)b⊕dδa1δ(a⊕c)1 (−1)bδa1δ(a⊕c)0
δa1δ(a⊕c)0 (−1)dδa1δ(a⊕c)1 (−1)b⊕dδa0δ(a⊕c)0 (−1)bδa0δ(a⊕c)1
δa1δ(a⊕c)1 (−1)dδa1δ(a⊕c)0 (−1)b⊕dδa0δ(a⊕c)1 (−1)bδa0δ(a⊕c)0


CNOT

(D.34)

=


δa0δ(a⊕c)0 (−1)dδa0δ(a⊕c)1 (−1)bδa1δ(a⊕c)1 (−1)b⊕dδa1δ(a⊕c)0
δa0δ(a⊕c)1 (−1)dδa0δ(a⊕c)0 (−1)bδa1δ(a⊕c)0 (−1)b⊕dδa1δ(a⊕c)1
δa1δ(a⊕c)0 (−1)dδa1δ(a⊕c)1 (−1)bδa0δ(a⊕c)1 (−1)b⊕dδa0δ(a⊕c)0
δa1δ(a⊕c)1 (−1)dδa1δ(a⊕c)0 (−1)bδa0δ(a⊕c)0 (−1)b⊕dδa0δ(a⊕c)1

 (D.35)

where Equation D.35 is obtained by swapping the third and fourth columns of
Equation D.34.

Our next objective is to show that all 16 entries of matrices in Equations D.30
and D.34 are equal. We first observe that all the coefficients are equal. Specifically,
the coefficients of the entries in each row alternate between 1, (−1)d, (−1)b and
(−1)b⊕d, in that order. It remains to show that the variables themselves are
equivalent.

Abstractly, all the entries of Equation D.30 take the form δad1δcd2 , and all the
entries of Equation D.34 take the form δad′1δ(a⊕c)d′2 , where d1, d2, d

′
1, d

′
2 ∈ {0, 1}.

By inspection, we observe that d1 = d′1 for all the entries. Furthermore, for entries
(1, 1), (1, 2), (2, 1), (2, 2), (3, 3), (3, 4), (4, 3) and (4, 4), we note that d1 = d′1 = 0
and d2 = d′2. Thus, for those entries we want to show that δa0δcd2 = δa0δ(a⊕c)d2 .



D CORRECTNESS OF KEY UPDATE RULES FOR CLIFFORD GATES 94

The expression δa0δcd2 equals 1 when a = 0 and c = d2. Similarly, the expression
δa0δ(a⊕c)d2 equals 1 when a = 0 and (a⊕ c) = d2, and with a = 0, this implies
that c = d2. Therefore, we have established equivalence for all those entries.

For the remaining entries, (1, 3), (1, 4), (2, 3), (2, 4), (3, 1), (3, 2), (4, 1) and
(4, 2), we observe a slightly different pattern where d1 = 1 and d2 ⊕ 1 = d′2.
Therefore, we aim to show that δa1δcd2 = δa1δ(a⊕c)d′2 . The expression δa1δcd2
equals 1 when a = 1 and c = d2. On the other hand, δa1δ(a⊕c)d′2 equals 1 when
a = 1 and a⊕ c = d′2. Given that a = 1 and d′2 = d2 ⊕ 1, we have 1⊕ c = d2 ⊕ 1,
which implies c = d2. Therefore, the remaining entries are also equivalent. This
establishes that the correctness of Equation D.27, as expected.

D.3 SWAP Gate

To prove the correctness of the key updates for the SWAP gate, which swaps the
keys (a1, b1) and (a2, b2) to (a2, b2) and (a1, b1), respectively, we begin by noting
the decomposition of SWAP gate in terms of the set {CNOT1→2,CNOT2→1}. In
particular,

SWAP = CNOT1→2 ◦CNOT2→1 ◦CNOT1→2 (D.36)

To see the correctness of the Equation D.36, we begin with the right-hand
side of the equation:

CNOT1→2 ◦CNOT2→1 ◦CNOT1→2 (D.37)

=


1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

×


1 0 0 0
0 0 0 1
0 0 1 0
0 1 0 0

×


1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

 (D.38)

=


1 0 0 0
0 0 0 1
0 1 0 0
0 0 1 0

×


1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

 (D.39)

=


1 0 0 0
0 0 1 0
0 1 0 0
0 0 0 1

 = SWAP . (D.40)

Now that we have established the correctness of Equation D.36, we recall
that the key update rule for the CNOT1→2 gate transforms the key pairs
(a1, b1), (a2, b2) into (a1, b1 ⊕ b2), (a1 ⊕ a2, b2). Due the symmetry, the key
update rule for CNOT2→1 gate similarly transforms (a1, b1), (a2, b2) into (a1 ⊕
a2, b1), (a2, b1 ⊕ b2).

Finally, we compose the key update rules of the decomposition
CNOT1→2 ◦CNOT2→1 ◦CNOT1→2 and present the results in Table (9), which
establishes the correctness of the key update rule of the SWAP gate.
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Gate
Key

(a1, b1), (a2, b2)

CNOT1→2 (a1, b1 ⊕ b2), (a1 ⊕ a2, b2)

CNOT2→1
(a1 ⊕ a1 ⊕ a2, b1 ⊕ b2), (a1 ⊕ a2, b1 ⊕ b2 ⊕ b2)

= (a2, b1 ⊕ b2), (a1 ⊕ a2, b1)

CNOT1→2
(a2, b1 ⊕ b1 ⊕ b2), (a1 ⊕ a2 ⊕ a2, b1)

= (a2, b2), (a1, b1)

Table 9: Key update rule composition for gates forming the SWAP gate



E Source Code

This section includes the source code for the py-qhe-epr with FHE, which
depends on the py-fhe package. A similar version of py-qhe-epr without FHE,
as well as a tutorial for setting up the environment, can be found in [Gan24].

As noted in Section 6.3, the py-qhe-epr package consists of seven modules.
Below, we provide the code for each module.

E.1 che initialization

# import BFV scheme for the classical homomorphic encryption

component of the EPR scheme↪→

# for more information refer to:

https://github.com/sarojaerabelli/py-fhe/blob/master/examples/bfv_mult_example.py↪→

from bfv.batch_encoder import BatchEncoder

from bfv.bfv_decryptor import BFVDecryptor

from bfv.bfv_encryptor import BFVEncryptor

from bfv.bfv_evaluator import BFVEvaluator

from bfv.bfv_key_generator import BFVKeyGenerator

from bfv.bfv_parameters import BFVParameters

# Initialize BFV parameters

degree = 8

plain_modulus = 17 # Ciphertext modulus is a prime congruent to 1

(mod 16).↪→

ciph_modulus = 8000000000000

params = BFVParameters(poly_degree=degree,

plain_modulus=plain_modulus,

ciph_modulus=ciph_modulus)

key_generator = BFVKeyGenerator(params)

public_key = key_generator.public_key

secret_key = key_generator.secret_key

relin_key = key_generator.relin_key

encoder = BatchEncoder(params)

encryptor = BFVEncryptor(params, public_key)

decryptor = BFVDecryptor(params, secret_key)

evaluator = BFVEvaluator(params)

E.2 basic quantum operations

# import NumPy for linear algebra computations

import numpy as np

from numpy.linalg import matrix_power

96
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# import random for generating random numbers

import random

# mathematical constant

SQRT_2 = np.sqrt(2)

# single qubit gates

I = np.eye(2)

H = (1/SQRT_2) * np.array([[1,1],[1,-1]])

Z = np.array([[1,0],[0,-1]])

X = np.array([[0,1],[1,0]])

P = np.array([[1,0],[0,1j]])

T = np.array([[1,0],[0, np.exp(1j * np.pi/4)]])

# two-qubit gates

CNOT = np.array([[1,0,0,0],[0,1,0,0],[0,0,0,1],[0,0,1,0]])

SWAP = np.array([[1,0,0,0],[0,0,1,0],[0,1,0,0],[0,0,0,1]])

def gen_qubit(alpha, beta):

"""

Generate a single qubit according to the probability

amplitudes alpha and beta↪→

and the constraint alpha^2 + beta^2 = 1.

Args:

- alpha: a real number between 0 and 1 inclusive

- beta: a real number between 0 and 1 inclusive

Returns:

- the vector alpha |0> + beta |1>

"""

return np.array([[alpha],[beta]]) # alpha^2 + beta^2 = 1

def zero_state():

"""

Generate the zero state |0>.

Returns:

- the vector 1|0>

"""

return gen_qubit(1,0)

def one_state():

"""

Generate the one state |1>.
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Returns:

- the vector 1|1>

"""

return gen_qubit(0,1)

def superposition():

"""

Generate the plus state |+> = 1/sqrt(2) * (|0> + |1>).

Returns:

- the vector 1/sqrt(2) * (|0> + |1>)

"""

kat_zero = zero_state()

return np.matmul(H, kat_zero)

def gen_epr():

"""

Generate the EPR state 1/sqrt(2) * (|00> + |11>).

Returns:

- the vector 1/sqrt(2) * (|00> + |11>)

"""

# generate two quantum registers and initialize them to the

zero stae↪→

qubit_1, qubit_2 = zero_state(), zero_state()

# apply the H gate to the first qubit

qubit_1 = np.matmul(H, qubit_1)

# apply the CNOT gate and obtain the EPR state

epr = np.matmul(CNOT, np.kron(qubit_1, qubit_2))

return epr

def pure_to_density(psi):

"""

Compute the density matrix of a pure state |\psi>.

Args:

- psi: the vector describing a pure state

Returns:
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- |\psi> <\psi|

"""

return np.matmul(psi, psi.conj().T)

def computational_basis(n: int):

"""

Generate all the basis elements of an n-dimension qubit

system in the computational basis↪→

For example, if n=1, the function will return the set

{|0>,|1>} as a numpy array.↪→

Args:

- n: the dimension of the system

Returns:

- arrays: all the basis elements of the n-dimensional

qubit system in the computational basis↪→

"""

# create 2^n zero arrays

arrays = [np.zeros((2**n, 1)) for i in range(2**n)]

# substitute 1 for the i^th element of the i^th array

for i in range(2**n):

arrays[i][i] = 1

return arrays

def measurement(rho): # measurement is performed in the

computational basis↪→

"""

Return a random string of bits upon the measurement of the

density matrix \rho↪→

according to projections onto the computational basis.

Args:

- rho: density matrix of a quantum state

Returns:

- classical_bits: a string of bits with the same length

as the dimension of the quantum state \rho↪→

"""

# compute the dimension of the system

dimension = int(np.log2(rho.shape[0]))

# generate all the basis elements
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computational_bases = computational_basis(dimension)

# initialize a list with 2^n elements with zero

# which stores the probability amplitudes that

# result from the projections onto the computational basis

probabilities = [0]*(2**dimension)

for i in range(2**dimension):

probabilities[i] = np.abs(np.trace(np.matmul(rho,

pure_to_density(computational_bases[i]))))↪→

# randomly make a choice based on the probability amplitudes

measurement_res = np.random.choice(len(probabilities), p =

probabilities)↪→

classical_bits = bin(measurement_res)[2:].zfill(dimension)

return classical_bits

def operator_builder(string, L):

"""

Concatenate a string of "I"s whose positions are specified by

the list L with the string variable.↪→

For example, operator_builder("01", [0,2]) returns the string

"I0I1".↪→

This function will be useful for computing the partial trace

of a quantum state.↪→

Args:

- string: a binary string

- L: a list

Returns:

- the string "I" at positions specified by the list L

concatenated with the string↪→

"""

counter = 0

# total length of the string

n = len(string) + len(L)

# initalize a 0 string as a list

new_string = list("0"*n)

# set the L[i] location of the new string to "I"

for i in range(len(L)):
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new_string[L[i]] = "I"

# set the remaining positions according to the string

variable that was passed by as an argument↪→

for j in range(n):

if new_string[j] == "I":

pass

else:

new_string[j] = string[counter]

counter = counter + 1

# turn the list into a string variable

return "".join(new_string)

def partial_trace(rho, L):

"""

Compute the partial trace of a density matrix rho, while

keeping the registers specified in the list L↪→

and tracing out registers that are not in L.

Args:

- rho: density matrix of a quantum state

- L: registers to keep

Returns:

- rho_density: partial trace of rho

"""

system_dimension = int(np.log2(rho.shape[0]))

trace_out_dimension = system_dimension - len(L)

rho_density = np.zeros((2**len(L), 2**len(L)))

for i in range(2**trace_out_dimension):

operator_matrix = np.array(1)

operator = bin(i)[2:].zfill(trace_out_dimension)

operator = operator_builder(operator, L)

for j in operator:

if j == "0":

operator_matrix = np.kron(operator_matrix,

zero_state())↪→

if j == "1":

operator_matrix = np.kron(operator_matrix,

one_state())↪→

if j == "I":

operator_matrix = np.kron(operator_matrix, I)
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rho_density = rho_density +

np.matmul(np.matmul(operator_matrix.conj().T, rho),

operator_matrix)

↪→

↪→

return rho_density

def qgate_on_density(quantum_gate, rho):

"""

Applies a quantum gate on density matrix.

Args:

- quantum_gate: a numpy array as the matrix

representation of a quantum gate↪→

- rho: density matrix of a quantum state

Returns:

- quantum gate * rho * tranpose(conjugate(quantum gate))

"""

return np.matmul(np.matmul(quantum_gate, rho),

quantum_gate.conj().T)↪→

def post_measurement_state(rho, L, bits):

"""

Given a density matrix rho and the results of a measurement

of a sub-system of rho,↪→

return the post-measurement state.

Args:

- rho: density matrix of a quantum state

- L: indices of sub-system(s) of rho that are measured as

a list↪→

bits: a binary string indicating the results of the

measured sub-system(s)↪→

Returns:

- rho_pms: the density matrix of the post-measurement

state↪→

- bits: the same as the input of the matrix

"""

system_dimension = int(np.log2(rho.shape[0]))

operator = list("I"*system_dimension)

for i in range(len(L)):

operator[L[i]] = bits[i]

operator = ''.join(i for i in operator)

projection_operator = np.array(1)
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zero_projection = np.kron(zero_state(),

zero_state().conj().T)↪→

one_projection = np.kron(one_state(), one_state().conj().T)

for i in operator:

if i == "0":

projection_operator = np.kron(projection_operator,

zero_projection)↪→

if i == "1":

projection_operator = np.kron(projection_operator,

one_projection)↪→

if i == "I":

projection_operator = np.kron(projection_operator, I)

rho_pms = (projection_operator @ rho @

projection_operator.conj().T) /

(np.trace(projection_operator.conj().T @

projection_operator @ rho))

↪→

↪→

↪→

return (rho_pms, bits)

E.3 quantum one time pad

%run basic_quantum_operations.ipynb

def qotp_enc(psi, a, b):

"""

Encrypt the pure quantum state |psi> with a list of bits a

and b using quantum one-time pad↪→

Args:

psi: a vector representation of the quantum state |psi>

a: a list of bits needed for the X-Pauli gates of the

quantum one-time pad↪→

b: a list of bits needed for the Z-Pauli gates of the

quantum one-time pad↪→

Returns:

psi_enc: vector representation of the encrypted state

"""

xz_tensor = np.matmul(matrix_power(X, a[0]), matrix_power(Z,

b[0]))↪→

n = len(a)

for i in range(1,n):
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xz_tensor = np.kron(xz_tensor,

np.matmul(np.linalg.matrix_power(X, a[i]),↪→

np.linalg.matrix_power(Z,

b[i])))

↪→

↪→

psi_enc = np.matmul(xz_tensor, psi)

return psi_enc

def qotp_dec_density(enc_rho, a,b):

"""

Decrypt the density matrix rho with a list of bits a and b

using quantum one-time pad↪→

Args:

enc_rho: a density matrix representation of the encrypted

quantum state rho↪→

a: a list of bits needed for the X-Pauli gates of the

quantum one-time pad↪→

b: a list of bits needed for the Z-Pauli gates of the

quantum one-time pad↪→

Returns:

dec_rho: density matrix of the decrypted state

"""

xz_tensor = np.matmul(np.linalg.matrix_power(Z, b[0]),

np.linalg.matrix_power(X, a[0]))↪→

n = len(a)

for i in range(1,n):

xz_tensor = np.kron(xz_tensor,

np.matmul(np.linalg.matrix_power(Z, b[i]),↪→

np.linalg.matrix_power(X,

a[i])))

↪→

↪→

dec_rho = qgate_on_density(xz_tensor, enc_rho)

return dec_rho

E.4 epr encryption

%run quantum_one_time_pad.ipynb

%run che_initialization.ipynb

def pad_zeros(L, n):

"""
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Pad the remaining elements of each member of a list with 0

until the length of each list becomes n.↪→

This function is used for encrypting a single bit using BFV

scheme where↪→

the degeree of a polynomial must be a power of two.

For example, if L = [0,1] and n = 4, then

pad_zeros(L, n) returns [[0,0,0,0],[1,0,0,0]]

Args:

- L: list of bits

- n: the length of list after padding 0 elements

Returns:

- a concatenation of lst with a list of zeros so that the

output is a list of n elements↪→

"""

return [[i] + [0] * (n - 1) for i in L]

def epr_enc(psi,a,b):

"""

Encrypt a pure quantum state |psi> using a list of classical

bits a and b according to the epr scheme.↪→

by Broadbent and Jeffery https://arxiv.org/abs/1412.8766

Args:

- psi: a vector representation of the pure state |psi>

- a: list of (randomly generated) classical bits

- b: list of (randomly generated) classical bits

Returns:

- psi_enc: encrypted pure state by the quantum one-time

pad↪→

- a_enc: a list of ciphertexts resulted from the BFV

classical homomorphic encryption scheme of list `a`↪→

- b_enc: a list of ciphertexts resulted from the BFV

classical homomorphic encryption scheme of list `b`↪→

"""

padded_a = pad_zeros(a, degree)

padded_b = pad_zeros(b, degree)

encoded_a = [encoder.encode(i) for i in padded_a]

encoded_b = [encoder.encode(i) for i in padded_b]

a_enc = [encryptor.encrypt(i) for i in encoded_a]

b_enc = [encryptor.encrypt(i) for i in encoded_b]
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psi_enc = qotp_enc(psi, a, b)

return psi_enc, a_enc, b_enc

E.5 epr evaluation

# import copy for copying lists

import copy

# import regular expression package for string manipulation

import re

# import SymPy package for symoblic computation

from sympy import symbols, Add, Mul

%run quantum_one_time_pad.ipynb

%run che_initialization.ipynb

%run epr_encryption.ipynb

def tcl_layers(circuit):

"""

Seperate T + Clifford gates of each layer of a quantum

circuit.↪→

Args:

- circuit: a quantum circuit as a list of strings. each

member of the list↪→

represents a layer in the quantum circuit.

Returns:

- layered_circuit: a nested list where each nested list

seperates individual gates.↪→

"""

qgates = ["CNOT", "Z", "I", "X", "P", "H", "T"]

layered_circuit = []

length_current_layer = 0

for layer in range(len(circuit)):

length_current_layer = len(circuit[layer])

counter = 0

current_gates = []

for gates in range(length_current_layer):

if counter >= length_current_layer:

break

if circuit[layer][counter] != "C":

current_gates.append(circuit[layer][counter])
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counter += 1

else:

current_gates.append("CNOT")

counter += 4

layered_circuit.append(current_gates)

return layered_circuit

def clifford_key_updates(cg, a, b):

"""

Perform key updates homomorphically on ciphertexts depending

on based on a Clifford gate.↪→

Args:

- cg: Clifford gate as a string

("I","X","Z","H","P","CNOT")↪→

- a: ciphertext

- b: ciphertext

Returns:

tuple

If the Clifford gate is a single qubit gate:

- a tuple of updated ciphertexts

If the Clifford gate is the CNOT gate:

- a tuple of lists, each containing the updated

ciphertexts for the current wire and↪→

its neighboring wire for a and b, respectively.

"""

if cg == 'X' or cg == 'Z' or cg == 'I':

return (a,b)

if cg == 'H':

return(b,a)

if cg == 'P':

return(a, evaluator.add(a, b))

if cg == 'CNOT':

return ([a[0], evaluator.add(a[0],a[1])]

,[evaluator.add(b[0],b[1]), b[1]])↪→

def cl_eval(circuits, enc_psi, a_tilde, b_tilde):

"""
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Perform clifford circuit on the encrypted pure state

homomorphically↪→

and update the classical ciphertexts using classical

homomorphic encryption scheme.↪→

For more information refer to the Clifford scheme by

Broadbent and Jeffery: https://arxiv.org/abs/1412.8766↪→

Args:

- circuits: description of the Clifford circuit as a list

of strings↪→

- enc_psi: a vector representation of the encrypted pure

state |psi>_{enc}↪→

- a_tilde: a list of classical ciphertexts which contain

the information about the X-Pauli gate exponents↪→

- b_tilde: a list of classical ciphertexts which contain

the information about the Z-Pauli gate exponents↪→

Returns:

- rho_hom_eval: density matrix of the encrypted evaluated

quantum state↪→

- a_tilde_update: a list of updated classical ciphertexts

which contain the information about the X-Pauli gate

exponents↪→

- b_tilde_update: a list of updated classical ciphertexts

which contain the information about the Z-Pauli gate

exponents↪→

- circuit_dictionary: a dictonary object where keys

indicate the ordering of qubits, starting from 1 as a string.↪→

The values associated with each key is a list which

contains the following information, in the same order:↪→

1) acting wire

2) a Boolean True/False value indicating whether a T

gate has been applied during evaluation or not.↪→

This value gets updated during the evaluation

process.↪→

3) the total number of T gates that are going to be

applied on the qubit as an integer.↪→

4) the number of T gates applied at the end of the

execution of each layer. This value gets updated↪→

during the evaluation process.

"""

# making copies of ciphertexts

a_tilde_copy, b_tilde_copy = a_tilde, b_tilde

a_tilde_update, b_tilde_update = a_tilde, b_tilde

# density matrix representation of the encrypted state
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rho_hom_eval = pure_to_density(enc_psi)

# dimension of the quantum state

n = len(a_tilde)

for i in tcl_layers(circuits):

counter = 0

# current circuit iteratively build up the quantum gate

in each layer of the ciruit↪→

current_circuit = np.array([1])

for j in range(len(i)):

if i[j] == 'I':

current_circuit = np.kron(current_circuit, I)

a_tilde_update[counter], b_tilde_update[counter]

= clifford_key_updates(↪→

i[j], a_tilde_copy[counter],

b_tilde_copy[counter]↪→

)

counter = counter + 1

if i[j] == 'X':

current_circuit = np.kron(current_circuit, X)

a_tilde_update[counter], b_tilde_update[counter]

= clifford_key_updates(↪→

i[j], a_tilde_copy[counter],

b_tilde_copy[counter]↪→

)

counter = counter + 1

if i[j] == 'Z':

current_circuit = np.kron(current_circuit, Z)

a_tilde_update[counter], b_tilde_update[counter]

= clifford_key_updates(↪→

i[j], a_tilde_copy[counter],

b_tilde_copy[counter]↪→

)

counter = counter + 1

if i[j] == 'H':

current_circuit = np.kron(current_circuit, H)

a_tilde_update[counter], b_tilde_update[counter]=

clifford_key_updates(↪→

i[j], a_tilde_copy[counter],

b_tilde_copy[counter]↪→

)
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counter = counter + 1

if i[j] == 'P':

current_circuit = np.kron(current_circuit, P)

a_tilde_update[counter], b_tilde_update[counter]

= clifford_key_updates(↪→

i[j], a_tilde_copy[counter],

b_tilde_copy[counter]↪→

)

counter = counter + 1

if i[j] == 'CNOT':

current_circuit = np.kron(current_circuit, CNOT)

a_tilde_update[counter:counter+2],

b_tilde_update[counter:counter+2] =

clifford_key_updates(

↪→

↪→

i[j], a_tilde_copy[counter:counter+2],

b_tilde_copy[counter:counter+2]↪→

)

counter = counter + 2

rho_hom_eval =

qgate_on_density(current_circuit,rho_hom_eval)↪→

circuit_dictionary = wire_dictionary(circuits)

return (rho_hom_eval, a_tilde_update, b_tilde_update,

circuit_dictionary, None, None, None, None)↪→

def no_qubits(circuit):

"""

Compute the number of qubits based on the circuit.

Args:

- circuit: description of the quantum circuit as a list

of strigs. Each element of the list represents one layer↪→

of the circuit.

Returns:

- number_of_qubits: an integer corresponding to the

number of qubits on which the circuit is acting upon.↪→

"""

number_of_qubits = 0

first_layer = tcl_layers([circuit[0]])[0]

for i in first_layer:

if i == "CNOT":

number_of_qubits = number_of_qubits + 2



E SOURCE CODE 111

else:

number_of_qubits = number_of_qubits + 1

return(number_of_qubits)

def flatten_circuit(circuits):

"""

Extract all the gates applied to each qubit in the same

ordering of the qubits.↪→

Args:

- circuits: description of the quantum circuit as a list

of strigs. Each element of the list represents one layer↪→

of the circuit.

Returns:

- flattened_circuit: a nested list, where each sub-list

contains the gates applied to each qubit↪→

and each layer. If the CNOT gate is present, then CNOT(1)

indicates the control qubit↪→

and CNOT(2) indicates the target qubit.

"""

number_of_qubits = no_qubits(circuits)

individual_gates = tcl_layers(circuits)

number_of_layers = len(individual_gates)

flattened_circuit = [[] for _ in range(number_of_qubits)]

for i in range(number_of_layers):

counter = 0

for j in range(number_of_qubits):

if counter + 1 > number_of_qubits:

break

if individual_gates[i][j] != "CNOT":

flattened_circuit[counter].append(individual_gates[i][j])↪→

counter = counter + 1

else:

flattened_circuit[counter].append("CNOT(1)")

flattened_circuit[counter+1].append("CNOT(2)")

counter = counter + 2

return flattened_circuit

def number_of_tgates(circuit):

"""

Count the number of T gates in a circuit.
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Args:

- circuits: description of the quantum circuit as a list

of strigs. Each element of the↪→

list represents one layer of the circuit.

Returns:

- t_gate_count: total number of T gates in a circuit as

an integer↪→

"""

L = tcl_layers(circuit)

t_gate_count = 0

for i in L:

for j in i:

if j == "T":

t_gate_count = t_gate_count + 1

return t_gate_count

def wire_dictionary(circuits):

"""

Construct a dictionary which contains information about the

order of wires that act upon each qubit,↪→

whether a T gate has been applied to a qubit during the

evaluation of the EPR scheme or not, how many T gates↪→

will be acted upon each qubit and how many T gates have been

applied during each iteration of the EPR evaluation↪→

process.

This dictionary will provide a systematic way of keeping

track of wires acting upon each qubit.↪→

Args:

- circuits: description of the quantum circuit as a list

of strigs. Each element of the list represents one layer↪→

of the circuit.

Returns:

- circuit_dictionary: a dictonary object where keys

indicate the ordering of qubits, starting from 1 as a string.↪→

The values associated with each key is a list which

contains the following information, in the same order:↪→

1) acting wire

2) a Boolean True/False value indicating whether a T

gate has been applied during evaluation or not.↪→

This value gets updated during the evaluation

process.↪→

3) the total number of T gates that are going to be

applied on the qubit as an integer.↪→
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4) the number of T gates applied at the end of the

execution of each layer. This value gets updated↪→

during the evaluation process.

"""

flat_circuit = flatten_circuit(circuits)

number_of_qubits = len(flat_circuit)

circuit_dictionary = {}

for i in range(1, number_of_qubits+1):

key = str(i)

value = [i, False, number_of_tgates(flat_circuit[i-1]),

0]↪→

circuit_dictionary[key] = value

return circuit_dictionary

def no_wires(circuits):

"""

Count the total of number of wires required to run a circuit

using the EPR evaluation scheme.↪→

Args:

- circuits: description of the quantum circuit as a list

of strigs. Each element of the list represents one layer↪→

of the circuit.

Returns:

- number_of_wires: total number of wires, which is

calculated by↪→

number of qubits in the input message + 2 * number of

T gates↪→

"""

number_of_qubits = no_qubits(circuits)

t_gate_count = number_of_tgates(circuits)

number_of_wires = number_of_qubits + 2 * t_gate_count

return number_of_wires

def tgate_index(dictionary):

"""

Construct a list consisting of the orderings of qubits on

which a T gate is being applied.↪→

Args:

- dictionary: a dictonary object where keys indicate the

ordering of qubits, starting from 1 as a string.↪→

The values associated with each key is a list which

contains the following information, in the same order:↪→

1) acting wire
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2) a Boolean True/False value indicating whether a T

gate has been applied during evaluation or not.↪→

This value gets updated during the evaluation

process.↪→

3) the total number of T gates that are going to be

applied on the qubit as an integer.↪→

4) the number of T gates applied at the end of the

execution of each layer. This value gets updated↪→

during the evaluation process.

Returns:

- t_index_list: a list which records the orderings of

qubits on which a T gate is being applied.↪→

"""

t_index_list = []

for key, value in dictionary.items():

if dictionary[key][2] > 0:

t_index_list.append(dictionary[key][0]-1)

return t_index_list

def iterated_tensor_prod(M, n): # Compute M^{\otimes n}

"""

Compute the matrix M^{\otimes n} with the convention that if

n = 0, then the output is the integer 1.↪→

Args:

- M: A matrix

- n: a non-negative integer

Returns:

- iterated_tensored_m: M^{\otimes n}

"""

if n == 0:

return 1

iterated_tensored_m = M

for i in range(n-1):

iterated_tensored_m = np.kron(iterated_tensored_m, M)

return iterated_tensored_m

def number_of_t_gates_applied(dictionary, qubit_order):

"""

Count the total number of T gates applied to a given qubit

during the evaluation procedure of the EPR scheme.↪→

Args:
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- dictionary: a dictonary object where keys indicate the

ordering of qubits, starting from 1 as a string.↪→

The values associated with each key is a list which

contains the following information, in the same order:↪→

1) acting wire

2) a Boolean True/False value indicating whether a T

gate has been applied during evaluation or not.↪→

This value gets updated during the evaluation

process.↪→

3) the total number of T gates that are going to be

applied on the qubit as an integer.↪→

4) the number of T gates applied at the end of the

execution of each layer. This value gets updated↪→

during the evaluation process.

qubit_order: the order of a qubit in a n-qubit system, an

integer between 1 to n.↪→

Returns:

- number_of_t_gates: an integer counting the number of T

gates applied during↪→

"""

number_of_t_gates = 0

for key in dictionary:

if int(key)-1 < qubit_order:

number_of_t_gates += dictionary[key][2] # Access the

third element of the list↪→

return number_of_t_gates

def controlled_not_constructor(control, target,

number_of_qubits):↪→

"""

This function applies the controlled-not operation on the

target £t£ which is being controlled by £c£,↪→

where £t < c£ or £c > t£ and the operation is being applied

on a £n£-qubit system.↪→

The operator matrix is defined as follows:

if £t < c£:

££CX_{c, t, n} = \left[ I^{\otimes(c-1)} \otimes | 0 \rangle

\langle 0 | \otimes I^{\otimes(n-c)} \right] +↪→

\left[ I^{\otimes(t-1)} \otimes X \otimes I^{\otimes(c-t-1)}

\otimes | 1 \rangle \langle 1 | \otimes I^{\otimes (n-c)}

\right]

↪→

↪→

££
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if £t > c£:

££

CX_{c, t, n} = \left[ I^{\otimes(c-1)} \otimes | 0 \rangle

\langle 0 | \otimes I^{\otimes(n-c)} \right]↪→

+ \left[ I^{\otimes(c-1)} \otimes | 1 \rangle \langle 1 |

\otimes I^{\otimes(t-c-1)} \otimes X \otimes I^{\otimes (n-t)}

\right]

↪→

↪→

££

£I^{\otimes 0}£ is defined to be the real number £1£.

This function is used when applying the `T` gate during the

EPR scheme.↪→

Args:

- control: the order of the control wire

- target: the order of the target wire

- number_of_qubits: number of qubits in the quantum

system↪→

Returns:

- controlled_not: the unitary operator which applies the

X gate on↪→

wire `target` if the `control` wire is 1.

"""

do_nothing_operator = np.kron(np.eye(2 ** (control - 1)),

pure_to_density(zero_state()))↪→

do_nothing_operator = np.kron(do_nothing_operator, np.eye(2

** (number_of_qubits - control)))↪→

if target < control:

flip_target_operator = np.eye(2 ** (target - 1))

flip_target_operator = np.kron(flip_target_operator, X)

flip_target_operator = np.kron(flip_target_operator,

np.eye(2 ** (control - target - 1)))↪→

flip_target_operator = np.kron(flip_target_operator,

pure_to_density(one_state()))↪→

flip_target_operator = np.kron(flip_target_operator,

np.eye(2 ** (number_of_qubits - control)))↪→

else:

flip_target_operator = np.eye(2 ** (control - 1))

flip_target_operator = np.kron(flip_target_operator,

pure_to_density(one_state()))↪→

flip_target_operator = np.kron(flip_target_operator,

np.eye(2 ** (target - control - 1)))↪→
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flip_target_operator = np.kron(flip_target_operator, X)

flip_target_operator = np.kron(flip_target_operator,

np.eye(2 ** (number_of_qubits - target)))↪→

controlled_not = do_nothing_operator + flip_target_operator

return controlled_not

def encrypt_one_bit(a):

"""

Encrypt a bit `a` using the BFV classical fully homomorphic

encryption scheme.↪→

Args:

- a: a list containing a bit to be encrypted

Returns:

- a_enc: a list containing the ciphertext resulted from

the encryption of the bit↪→

"""

padded_a = pad_zeros(a, degree)

encoded_a = [encoder.encode(i) for i in padded_a]

a_enc = [encryptor.encrypt(i) for i in encoded_a]

return a_enc

def t_gate_sequence(circuit):

"""

Construct a nested list where each nested list contains the

information about the↪→

order of the qubit on which a T gate is applied and the

corresponding order of the layer↪→

as it appears in the circuit sequentially.

Args:

- circuit: description of the quantum circuit as a list

of strigs. Each element of the list represents one layer↪→

of the circuit.

Returns:

- t_gate_sequence_over_time: a nested list where each

element is a list with the order of the qubit and the↪→

order of the layer in which it appears in the circuit.

"""

individual_gates = tcl_layers(circuit)

t_gate_count = number_of_tgates(circuit)

t_gate_sequence_over_time = [[]]*t_gate_count
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t_gate_count_over_time = 0

for gate_order in range(len(individual_gates)):

qubit_order = 0

for quasi_qubit_order in

range(len(individual_gates[gate_order])):↪→

if individual_gates[gate_order][quasi_qubit_order] ==

"T":↪→

t_gate_sequence_over_time[t_gate_count_over_time]

= [qubit_order, gate_order]↪→

t_gate_count_over_time = t_gate_count_over_time +

1↪→

if individual_gates[gate_order][quasi_qubit_order] in

("T","H","P","X","Z","I"):↪→

qubit_order = qubit_order + 1

if individual_gates[gate_order][quasi_qubit_order] ==

"CNOT":↪→

qubit_order = qubit_order + 2

return t_gate_sequence_over_time

def sub_zero_ab(polynomial):

"""

Substitute 0 for variables `a` and `b` in a symbolic

polynomial which may consists `a` or `b`.↪→

Args:

- polynomial: a symbolic polynomial which may consist `a`

or `b`↪→

Returns:

- eval_polynomial: the evaluated `polynomial` where 0 has

been substituted for variables `a` and `b`↪→

"""

string_polynomial = str(polynomial)

eval_polynomial = polynomial

if "a" in string_polynomial:

for i in list(polynomial.free_symbols):

if "a" in str(i):

eval_polynomial = eval_polynomial.subs(i,0)

if "b" in string_polynomial:

for i in list(polynomial.free_symbols):

if "b" in str(i):

eval_polynomial = eval_polynomial.subs(i,0)
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return eval_polynomial

def get_subscript_superscript(monomial):

"""

Extract d1 and d2 from a monomial of the form a_{d1}^{d2}.

This information will be used↪→

to determine the gate order and the qubit order in the

evaluation of a polynomial.↪→

Args:

- monomial: a symbolic expression of the form

"c_{d1}^{d2}" or "k_{d1}^{d2}".↪→

Returns:

- subscript: the integer that is the subscript of the

monomial.↪→

- superscript: the integer that is the superscript of the

monomial.↪→

"""

# Define a regular expression pattern to match integers

preceded by "_" and followed by "^"↪→

pattern = re.compile(r'_(\d+)\^(\d+)')

matches = pattern.findall(monomial)

# Extract subscript and superscript

subscript = int(matches[0][0])

superscript = int(matches[0][1])

return (subscript, superscript)

def evaluate_expression(polynomial, k_measurements,

c_measurements):↪→

"""

Evaluate a polynomial with variables in terms of `k` and `c`

whose values are given↪→

in the lists `k_measurements` and `c_measurements`.

Args:

- polynomial: a symbolic polynomial consisting of

variables `a`, `b`, `c` and `k`↪→

- k_measurements: a list of measured `k` values

- c_measurements: a list of measured `c` values

Returns:
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- evaluated_polynomial: the evaluated value of the

polynomial after substituting the values for `k` and `c`↪→

modulo 2

"""

polynomial_no_ab = sub_zero_ab(polynomial)

evaluated_polynomial = polynomial_no_ab

for i in list(polynomial_no_ab.free_symbols):

if "c" in str(i):

c_gate_order, c_qubit_order =

get_subscript_superscript(str(i))↪→

evaluated_polynomial = evaluated_polynomial.subs(i,

c_measurements[c_qubit_order][c_gate_order])↪→

if "k" in str(i):

k_gate_order, k_qubit_order =

get_subscript_superscript(str(i))↪→

evaluated_polynomial = evaluated_polynomial.subs(i,

k_measurements[k_qubit_order][k_gate_order])↪→

evaluated_polynomial = int(evaluated_polynomial) % 2

return evaluated_polynomial

def phase_gate_polynomial(circuits):

"""

Construct the symbolic expression for evaluating the phase

gate exponent before applying↪→

a T gate, as well as the the symbolic expression of the key

updates at the end of the↪→

circuit evaluation.

The symbolic construction is defined in the following way

depending on the input gate:↪→

(Table generated using the `tabulate` package)

---------------------------------------------------------------------------↪→

| Gate | key | updated key

|↪→

---------------------------------------------------------------------------↪→

| I, X, Z | (a,b) | (a,b)

|↪→

---------------------------------------------------------------------------↪→

| H | (a,b) | (b,a)

|↪→
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---------------------------------------------------------------------------↪→

| P | (a,b) | (a, a + b)

|↪→

---------------------------------------------------------------------------↪→

| CNOT | ((a_1, b_1),(a_2, b_2)) | ((a_1, b_1 + b_2),(a_1

+ a_2), b_2) |↪→

---------------------------------------------------------------------------↪→

| T | (a,b) | (a+c, a+(a*c)+b+k)

|↪→

---------------------------------------------------------------------------↪→

Args:

- circuits: description of the quantum circuit as a list

of strigs. Each element of the list represents one layer↪→

of the circuit.

Returns:

- phase_gate_polynomials: a list containing the symbolic

polynomial before the applicaton↪→

of a T gate and all the key updates at the end of the

circuit evaluation.↪→

"""

individual_gates = tcl_layers(circuits)

number_of_qubits = no_qubits(circuits)

key_update_list =

[[symbols(f'a_{1}^{i}'),symbols(f'b_{1}^{i}')] for i in

range(number_of_qubits)]

↪→

↪→

circuit_dictionary = wire_dictionary(circuits)

t_index_list = tgate_index(circuit_dictionary)

flat_circuit = flatten_circuit(circuits)

phase_gate_polynomials = [[] for i in

range(number_of_qubits)]↪→

for i in t_index_list:

phase_gate_polynomials[i] = [key_update_list[i][0]]

for gate_order in range(len(individual_gates)):

# we create a seperate variable to keep track of the

order of the qubit↪→

# to handle the case when a CNOT is applied after which
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# the order of qubit will increase by 2.

qubit_order = 0

for quasi_qubit_order in range(number_of_qubits):

if qubit_order < number_of_qubits:

current_gate =

individual_gates[gate_order][quasi_qubit_order]↪→

if current_gate in ("I","X","Z"):

key_update_list[qubit_order] =

[key_update_list[qubit_order][0],

key_update_list[qubit_order][1]]

↪→

↪→

if gate_order+1 < len(individual_gates) and

flat_circuit[qubit_order][gate_order+1]

== "T" and

circuit_dictionary[str(qubit_order+1)][3]

> 0:

↪→

↪→

↪→

↪→

phase_gate_polynomials[qubit_order].append(↪→

key_update_list[qubit_order][0])

elif gate_order+1 < len(individual_gates) and

flat_circuit[qubit_order][gate_order+1]

== "T" and

circuit_dictionary[str(qubit_order+1)][3]

== 0:

↪→

↪→

↪→

↪→

phase_gate_polynomials[qubit_order] =

[key_update_list[qubit_order][0]]↪→

qubit_order += 1

if current_gate == "H":

key_update_list[qubit_order] =

[key_update_list[qubit_order][1],

key_update_list[qubit_order][0]]

↪→

↪→

if gate_order+1 < len(individual_gates) and

flat_circuit[qubit_order][gate_order+1]

== "T" and

circuit_dictionary[str(qubit_order+1)][3]

> 0:

↪→

↪→

↪→

↪→

phase_gate_polynomials[qubit_order].append(↪→

key_update_list[qubit_order][0])
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elif gate_order+1 < len(individual_gates) and

flat_circuit[qubit_order][gate_order+1]

== "T" and

circuit_dictionary[str(qubit_order+1)][3]

== 0:

↪→

↪→

↪→

↪→

phase_gate_polynomials[qubit_order] =

[key_update_list[qubit_order][0]]↪→

qubit_order += 1

if current_gate == "P":

key_update_list[qubit_order] =

[key_update_list[qubit_order][0],↪→

Add(

key_update_list[qubit_order][0],↪→

key_update_list↪→

[qubit_order][1])]↪→

if gate_order+1 < len(individual_gates) and

flat_circuit[qubit_order][gate_order+1]

== "T" and

circuit_dictionary[str(qubit_order+1)][3]

> 0:

↪→

↪→

↪→

↪→

phase_gate_polynomials[qubit_order].append(↪→

key_update_list[qubit_order][0])

elif gate_order+1 < len(individual_gates) and

flat_circuit[qubit_order][gate_order+1]

== "T" and

circuit_dictionary[str(qubit_order+1)][3]

== 0:

↪→

↪→

↪→

↪→

phase_gate_polynomials[qubit_order] =

[key_update_list[qubit_order][0]]↪→

qubit_order += 1

if current_gate == "CNOT":

key_update_list[qubit_order] =

[key_update_list[qubit_order][0],↪→
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Add(

key_update_list[qubit_order][1],↪→

key_update_list↪→

[qubit_order+1][1]↪→

)

]

key_update_list[qubit_order+1] =

[Add(key_update_list[qubit_order+1][0],↪→

key_update_list[qubit_order][0]),↪→

key_update_list↪→

[qubit_order+1][1]]↪→

if gate_order + 1 < len(individual_gates) and

flat_circuit[qubit_order][gate_order+1]

== "T" and

circuit_dictionary[str(qubit_order+1)][3]

> 0:

↪→

↪→

↪→

↪→

phase_gate_polynomials[qubit_order].append(key_update_list↪→

[qubit_order][0])

if gate_order+1 < len(individual_gates) and

flat_circuit[qubit_order][gate_order+1]

== "T" and

circuit_dictionary[str(qubit_order+1)][3]

== 0:

↪→

↪→

↪→

↪→

phase_gate_polynomials[qubit_order] =

[key_update_list[qubit_order][0]]↪→

if gate_order + 1 < len(individual_gates) and

flat_circuit[qubit_order+1][gate_order+1]

== "T" and

circuit_dictionary[str(qubit_order+2)][3]

> 0:

↪→

↪→

↪→

↪→

phase_gate_polynomials[qubit_order+1].append(↪→

key_update_list[qubit_order+1][0])
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if gate_order+1 < len(individual_gates) and

flat_circuit[qubit_order+1][gate_order+1]

== "T" and

circuit_dictionary[str(qubit_order+2)][3]

== 0:

↪→

↪→

↪→

↪→

phase_gate_polynomials[qubit_order+1] =

[key_update_list[qubit_order+1][0]]↪→

if gate_order + 1 == len(individual_gates):

phase_gate_polynomials[qubit_order].append(↪→

[key_update_list[qubit_order][0],

key_update_list[qubit_order][1]]↪→

)

phase_gate_polynomials[qubit_order+1].append(↪→

[key_update_list[qubit_order+1][0],

key_update_list[qubit_order+1][1]]↪→

)

qubit_order += 2

if current_gate == "T":

no_t_gates_ith_wire =

circuit_dictionary[str(qubit_order+1)][3]↪→

c_symbol =

symbols(f'c_{no_t_gates_ith_wire}^{qubit_order}')↪→

k_symbol =

symbols(f'k_{no_t_gates_ith_wire}^{qubit_order}')↪→

key_update_list[qubit_order] =

[key_update_list[qubit_order][0],↪→

Add(Add(Add(

key_update_list[qubit_order][0],↪→

Mul(

key_update_list↪→

[qubit_order][0],c_symbol)),↪→

k_symbol),

key_update_list

↪→

↪→

[qubit_order][1])]↪→
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if gate_order == 0:

phase_gate_polynomials[qubit_order] =

[key_update_list[qubit_order][0]]↪→

circuit_dictionary[str(qubit_order+1)][3]

= no_t_gates_ith_wire+1↪→

if gate_order > 0 and gate_order+1 <

len(individual_gates) and

flat_circuit[qubit_order][gate_order+1]

== "T" and

circuit_dictionary[str(qubit_order+1)][3]

== 0:

↪→

↪→

↪→

↪→

↪→

phase_gate_polynomials[qubit_order] =

[key_update_list[qubit_order][0]]↪→

circuit_dictionary[str(qubit_order+1)][3]

= no_t_gates_ith_wire+1↪→

if gate_order+1 < len(individual_gates) and

flat_circuit[qubit_order][gate_order+1]

== "T" and

circuit_dictionary[str(qubit_order+1)][3]

> 0:

↪→

↪→

↪→

↪→

phase_gate_polynomials[qubit_order].append(↪→

key_update_list[qubit_order][0])

circuit_dictionary[str(qubit_order+1)][3]

= no_t_gates_ith_wire+1↪→

if gate_order+1 < len(individual_gates) and

flat_circuit[qubit_order][gate_order+1]

!= "T":

↪→

↪→

circuit_dictionary[str(qubit_order+1)][3]

= no_t_gates_ith_wire+1↪→

qubit_order += 1

if gate_order+1 == len(individual_gates) and

current_gate != "CNOT":↪→

phase_gate_polynomials[qubit_order-1].append(

[key_update_list[qubit_order-1][0],

key_update_list[qubit_order-1][1]]↪→

)

return phase_gate_polynomials
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def epr_eval(circuits, enc_psi, a_tilde, b_tilde):

"""

Perform a circuit decomposed into Clifford + T gates on the

encrypted quantum state↪→

homomorphically and update the keys. For every T gate, store

the updated value of "a_tilde" before the application↪→

of the T gate. Upon applying the T gate, make a measurement,

encrypt the measured bit using the↪→

public key component of the classical homomorphic encryption

scheme and store the ciphertext in a list, which will↪→

be returned at the end of the module.

For more information, refer to the EPR scheme by Broadbent

and Jeffery: https://arxiv.org/abs/1412.8766↪→

Args:

- circuits: description of the quantum circuit as a list

of strigs. Each element of the list represents one layer↪→

of the circuit.

- enc_psi: a vector representation of the encrypted pure

state |psi>_{enc}↪→

- a_tilde: a list of classical ciphertexts which contain

the information about the X-Pauli gate exponents↪→

- b_tilde: a list of classical ciphertexts which contain

the information about the Z-Pauli gate exponents↪→

Returns:

- rho_hom_eval: density matrix of the encrypted evaluated

quantum state↪→

- a_tilde_update: a list of updated classical ciphertexts

which contain the information about the X-Pauli gate

exponents↪→

- b_tilde_update: a list of updated classical ciphertexts

which contain the information about the Z-Pauli gate

exponents↪→

- circuit_dictionary: a dictonary object where keys

indicate the ordering of qubits, starting from 1 as a string.↪→

The values associated with each key is a list which

contains the following information, in the same order:↪→

1) acting wire

2) a Boolean True/False value indicating whether a T

gate has been applied during evaluation or not.↪→

This value gets updated during the evaluation

process.↪→

3) the total number of T gates that are going to be

applied on the qubit as an integer.↪→
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4) the number of T gates applied at the end of the

execution of each layer. This value gets updated↪→

during the evaluation process.

If there are any T gates in the circuit:

- t_gate_sequence_over_time: a nested list where each

element is a list with the order of the qubit and the↪→

order of the layer in which it appears in the circuit.

- c_encrypted: a list of ciphertexts resulting from

the measurement during the evaluation of the EPR scheme↪→

- p_exponents: a list of ciphertexts recording the

updated "a_tilde" value before the application of a↪→

T gate.

"""

# Define variables for bookkeeping

flat_circuit = flatten_circuit(circuits)

acting_wire_dictionary = wire_dictionary(circuits)

number_of_qubits = no_qubits(circuits)

t_gate_count = number_of_tgates(circuits)

number_of_wires = no_wires(circuits)

individual_gates = tcl_layers(circuits)

number_of_layers = len(individual_gates)

t_index_list = tgate_index(acting_wire_dictionary)

# initialize list

to_be_encrypted = [0] * (number_of_layers + 1)

c_encrypted = [[] for i in range(number_of_qubits)] #

encrypted to-be-measured values of c will be stored in

this list

↪→

↪→

# if there are no T gates in the circuit, then apply the

Clifford scheme evaluation procedure↪→

if t_gate_count == 0:

return cl_eval(circuits, enc_psi, a_tilde, b_tilde)

elif t_gate_count > 0:

p_exponents = [[] for i in range(number_of_qubits)] #

phase exponents will be stored in this list which

then will be used for decryption

↪→

↪→

# initialize the first phase gate exponent according to

the a_tilde values for any↪→

# qubit on which a T gate is going to be applied

for i in t_index_list:
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p_exponents[i] = [a_tilde[i]]

# append EPR pairs to the system

enc_psi_eval = np.kron(enc_psi,

iterated_tensor_prod(gen_epr(), t_gate_count))↪→

# define lists for storing ciphertexts and key updates

a_tilde_intermediate_update =

[copy.deepcopy(to_be_encrypted) for i in

range(number_of_qubits)]

↪→

↪→

b_tilde_intermediate_update =

[copy.deepcopy(to_be_encrypted) for i in

range(number_of_qubits)]

↪→

↪→

for i in range(number_of_qubits):

a_tilde_intermediate_update[i][0] = a_tilde[i]

b_tilde_intermediate_update[i][0] = b_tilde[i]

# density matrix of the encrypted state |psi>_{enc}

rho_hom_eval = pure_to_density(enc_psi_eval)

# apply SWAP gates

for qubit_order in range(number_of_qubits):

if acting_wire_dictionary[str(qubit_order+1)][2] == 0:

continue

else:

# number of wires before the first T gate on the i^ht

qubit↪→

n_w_b_t_f_t = number_of_qubits +

number_of_t_gates_applied(acting_wire_dictionary,

qubit_order) * 2

↪→

↪→

# number of T gates on the i^th qubit

n_t_q_n =

acting_wire_dictionary[str(qubit_order+1)][2]↪→

starting_wire = n_w_b_t_f_t + 1

current_t_wire = starting_wire

for actingTwire in range(n_t_q_n * 2):

current_t_wire = starting_wire + actingTwire

for remaining_qubits in

range(number_of_qubits-acting_wire_dictionary[str(qubit_order+1)][0]):↪→

current_circuit = iterated_tensor_prod(I,

current_t_wire-2)↪→

current_circuit = np.kron(current_circuit,

SWAP)↪→
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current_circuit = np.kron(current_circuit,

iterated_tensor_prod(I,number_of_wires

-

current_t_wire))

↪→

↪→

↪→

rho_hom_eval =

qgate_on_density(current_circuit,rho_hom_eval)↪→

current_t_wire = current_t_wire - 1

# evaluation procedure begins

for gate_order in range(len(individual_gates)):

# we create a seperate variable to keep track of the

order of the qubit↪→

# to handle the case when a CNOT is applied after which

# the order of qubit will increase by 2.

qubit_order = 0

for quasi_qubit_order in

range(len(individual_gates[gate_order])):↪→

if acting_wire_dictionary[str(qubit_order+1)][3] ==

0:↪→

acting_wire =

acting_wire_dictionary[str(qubit_order+1)][0]

+ (

↪→

↪→

2*number_of_t_gates_applied(acting_wire_dictionary,

qubit_order)

↪→

↪→

)

else:

acting_wire =

acting_wire_dictionary[str(qubit_order+1)][0]↪→

current_gate =

individual_gates[gate_order][quasi_qubit_order]↪→

# Clifford Gate

if current_gate != "T":

if current_gate in ["I", "X", "Z"]:

a_tilde_intermediate_update[qubit_order][gate_order+1],↪→

b_tilde_intermediate_update[qubit_order][gate_order+1]

=

↪→

↪→

clifford_key_updates("I",
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a_tilde_intermediate_update[qubit_order][gate_order],↪→

b_tilde_intermediate_update↪→

[qubit_order][gate_order])↪→

if current_gate == "I":

current_circuit = iterated_tensor_prod(I,

number_of_wires)↪→

elif current_gate == "X":

current_circuit = iterated_tensor_prod(

I, acting_wire-1)

current_circuit = np.kron(current_circuit,

X)↪→

current_circuit =

np.kron(current_circuit,↪→

iterated_tensor_prod(↪→

I,number_of_wires

-

acting_wire))

↪→

↪→

↪→

else:

current_circuit = iterated_tensor_prod(

I, acting_wire-1)

current_circuit = np.kron(current_circuit,

Z)↪→

current_circuit =

np.kron(current_circuit,↪→

iterated_tensor_prod(↪→

I,number_of_wires

-

acting_wire))

↪→

↪→

qubit_order += 1

elif current_gate == "P":

current_circuit = iterated_tensor_prod(I,

acting_wire-1)↪→

current_circuit = np.kron(current_circuit, P)

current_circuit = np.kron(current_circuit,
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iterated_tensor_prod(I,number_of_wires

- acting_wire))

↪→

↪→

a_tilde_intermediate_update[qubit_order][gate_order+1],

b_tilde_intermediate_update[qubit_order][gate_order+1]

= clifford_key_updates("P",

a_tilde_intermediate_update[qubit_order][gate_order],

↪→

↪→

↪→

↪→

b_tilde_intermediate_update↪→

[qubit_order][gate_order])↪→

qubit_order += 1

elif current_gate == 'H':

current_circuit = iterated_tensor_prod(I,

acting_wire-1)↪→

current_circuit = np.kron(current_circuit, H)

current_circuit = np.kron(current_circuit,

iterated_tensor_prod(I,number_of_wires -

acting_wire))

↪→

↪→

a_tilde_intermediate_update[qubit_order][gate_order+1],

b_tilde_intermediate_update[qubit_order][gate_order+1]

= clifford_key_updates("H",

a_tilde_intermediate_update[qubit_order][gate_order],

↪→

↪→

↪→

↪→

b_tilde_intermediate_update↪→

[qubit_order][gate_order])↪→

qubit_order += 1

# CNOT

else:

control_wire = acting_wire

if

acting_wire_dictionary[str(qubit_order+2)][3]

== 0:

↪→

↪→
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target_wire =

acting_wire_dictionary[str(qubit_order+2)][0]

+ (

↪→

↪→

2*number_of_t_gates_applied(acting_wire_dictionary,

qubit_order+1)

↪→

↪→

)

else:

target_wire =

acting_wire_dictionary[str(qubit_order+2)][0]↪→

current_circuit =

controlled_not_constructor(control_wire,

target_wire, number_of_wires)

↪→

↪→

temp1, temp2 = clifford_key_updates(

"CNOT",

[a_tilde_intermediate_update[qubit_order][gate_order],

a_tilde_intermediate_update[qubit_order+1][gate_order]],

↪→

↪→

[b_tilde_intermediate_update[qubit_order][gate_order],

b_tilde_intermediate_update[qubit_order+1][gate_order]]

↪→

↪→

)

a_tilde_intermediate_update[qubit_order][gate_order+1]

= temp1[0]

↪→

↪→

a_tilde_intermediate_update[qubit_order+1][gate_order+1]

= temp1[1]

↪→

↪→

b_tilde_intermediate_update[qubit_order][gate_order+1]

= temp2[0]

↪→

↪→

b_tilde_intermediate_update[qubit_order+1][gate_order+1]

= temp2[1]

↪→

↪→

qubit_order += 2

rho_hom_eval =

qgate_on_density(current_circuit,rho_hom_eval)↪→

elif current_gate == "T":

# The following two 'if' statements store the

`a_tilde_intermediate_update` ciphertext↪→
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# before applying the T gate:

# - if a T gate has not been yet applied to this

qubit, then create a fresh list↪→

# - if a T gate has been applied at this point of

the evaluation then append to the list↪→

if acting_wire_dictionary[str(qubit_order+1)][3]

== 0:↪→

p_exponents[qubit_order] =

[a_tilde_intermediate_update[qubit_order][gate_order]]↪→

if acting_wire_dictionary[str(qubit_order+1)][3]

> 0:↪→

p_exponents[qubit_order].append(

a_tilde_intermediate_update[qubit_order][gate_order])↪→

# keeping track of the control wire and target

wire↪→

if acting_wire_dictionary[str(qubit_order+1)][1]

== True:↪→

target_wire = acting_wire

control_wire = acting_wire + 2

if acting_wire_dictionary[str(qubit_order+1)][1]

== False:↪→

acting_wire_dictionary[str(qubit_order+1)][1]

= True↪→

no_tgates_before_ith_qubit =

number_of_t_gates_applied(acting_wire_dictionary,

qubit_order)

↪→

↪→

target_wire = acting_wire

control_wire = (qubit_order) +

2*no_tgates_before_ith_qubit + 2↪→

# apply the T gate

t_gate_operator = np.kron(iterated_tensor_prod(I,

target_wire-1), T)↪→

t_on_rho_hom_eval = qgate_on_density(np.kron(

t_gate_operator,iterated_tensor_prod(I,

number_of_wires - target_wire)),

rho_hom_eval)

↪→

↪→

# apply the CNOT gate
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cnot_on_t_rho_hom_eval =

qgate_on_density(controlled_not_constructor(control_wire,

target_wire, number_of_wires),

t_on_rho_hom_eval)

↪→

↪→

↪→

# make measurement and obtain the

post-measurement state and the classical bit

c

↪→

↪→

pms, c =

post_measurement_state(cnot_on_t_rho_hom_eval,

[target_wire-1],

↪→

↪→

measurement(partial_trace(↪→

cnot_on_t_rho_hom_eval,

[target_wire-1])))↪→

# encrypt bit c using the public key

c_tilde = encrypt_one_bit([int(c)])

# append the ciphertext to a list storing the

encryption of measured 'c' values↪→

c_encrypted[qubit_order].append(c_tilde[0])

# update `a_tilde` value homomorphically

a_tilde_add_c =

evaluator.add(a_tilde_intermediate_update[qubit_order][gate_order],

c_tilde[0])

↪→

↪→

# update `b_tilde` value homomorphically

a_tilde_times_c_tilde =

evaluator.multiply(a_tilde_intermediate_update[qubit_order][gate_order],

c_tilde[0], relin_key)

↪→

↪→

a_tilde_times_c_tilde_add_a_tilde =

evaluator.add(a_tilde_times_c_tilde,

a_tilde_intermediate_update[qubit_order][gate_order])

↪→

↪→

a_tilde_times_c_tilde_add_a_tilde_add_b_tilde =

evaluator.add(↪→

b_tilde_intermediate_update[qubit_order][gate_order],

a_tilde_times_c_tilde_add_a_tilde)

↪→

↪→

# update the lists

a_tilde_intermediate_update[qubit_order][gate_order+1]

= a_tilde_add_c

↪→

↪→
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b_tilde_intermediate_update[qubit_order][gate_order+1]

=

a_tilde_times_c_tilde_add_a_tilde_add_b_tilde

↪→

↪→

↪→

# perform the necessary updates

acting_wire_dictionary[str(qubit_order+1)][0] =

control_wire↪→

acting_wire_dictionary[str(qubit_order+1)][3] =

acting_wire_dictionary[str(qubit_order+1)][3]

+ 1

↪→

↪→

rho_hom_eval = pms

qubit_order += 1

# retain the last key updates

a_tilde_update = [a_tilde_intermediate_update[i][-1] for i in

range(number_of_qubits)]↪→

b_tilde_update = [b_tilde_intermediate_update[i][-1] for i in

range(number_of_qubits)]↪→

# fresh copy of the circuit dictionary required for

decryption↪→

circuit_dictionary = wire_dictionary(circuits)

t_gate_sequence_over_time = t_gate_sequence(circuits)

key_polynomials = phase_gate_polynomial(circuits)

return (rho_hom_eval, a_tilde_update, b_tilde_update,

circuit_dictionary, key_polynomials,

t_gate_sequence_over_time, c_encrypted, p_exponents)

↪→

↪→

E.6 epr decryption

def cl_dec(rho_hom_eval, a_tilde_update, b_tilde_update):

"""

Perform decryption of the encrypted evaluated cipherstate

according to the Clifford scheme and↪→

return the decrypted evaluated state.

For more information refer to the Clifford scheme by

Broadbent and Jeffery: https://arxiv.org/abs/1412.8766↪→

Args:

- rho_hom_eval: density matrix of the encrypted evaluated

quantum state↪→

- a_tilde_update: a list of updated classical ciphertexts

which contain the information about the X-Pauli gate

exponents↪→
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- b_tilde_update: a list of updated classical ciphertexts

which contain the information about the Z-Pauli gate

exponents↪→

Returns:

- rho_dec_eval: evaluated decrypted density matrix of the

input message↪→

"""

# decrypt the ciphertexts

a_decrypted = [decryptor.decrypt(i) for i in a_tilde_update]

b_decrypted = [decryptor.decrypt(i) for i in b_tilde_update]

a_decoded = [encoder.decode(i) for i in a_decrypted]

b_decoded = [encoder.decode(i) for i in b_decrypted]

# extract the first bit from each list

a_dec = [i[0] for i in a_decoded]

b_dec = [i[0] for i in b_decoded]

rho_dec_eval = qotp_dec_density(rho_hom_eval, a_dec, b_dec)

return rho_dec_eval

def number_of_tgates_dictionary(circuit_dictionary):

"""

Count the total number of T gates in a circuit from the

circuit dictionary.↪→

Args:

- circuit_dictionary: a dictonary object where keys

indicate the ordering of qubits,↪→

starting from 1 as a string. The values associated with

each key is a list which contains↪→

the following information, in the same order:

1) acting wire

2) a Boolean True/False value indicating whether a T

gate has been applied during evaluation or not.↪→

This value gets updated during the evaluation

process.↪→

3) the total number of T gates that are going to be

applied on the qubit as an integer.↪→

4) the number of T gates applied at the end of the

execution of each layer. This value gets updated↪→

during the evaluation process.

Returns:
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- number_of_t_gates: the total number of T gates in a

circuit as an integer↪→

"""

number_of_t_gates = 0

for key in circuit_dictionary:

number_of_t_gates += circuit_dictionary[key][2] # Access

the third element of the list↪→

return number_of_t_gates

def epr_dec(rho_hom_eval, a_tilde_update, b_tilde_update,

circuit_dictionary,

key_polynomials=None,t_gate_sequence_over_time=None,

c_encrypted=None, p_exponents=None):

↪→

↪→

↪→

"""

Perform decryption of the encrypted evaluated cipherstate

according to the EPR scheme.↪→

If the evaluated circuit does not consist of any T gates,

then an application of the↪→

quantum one-time pad is sufficient for decryption.

If there is at least one T gate in the circuit, then phase

gates, conditional↪→

on whether a X Paulis were applied in the encryption of the

quantum message, is required.↪→

A symbolic computation is required to assess whether a

correction is needed for the application of↪→

the phase gate. After running a circuit consisting of a

potential Phase gate and a Hadamard gate,↪→

a measurement is performed to obtain the unknown `k` value,

which then will be stored in a list.↪→

At the end, one last check is required before the performing

the quantum one-time pad on↪→

`a_tilde_update` and `b_tilde_update`. The evaluated

decrypted density matrix of the input message is returned↪→

at the end.

For more information, refer to the EPR scheme by Broadbent

and Jeffery: https://arxiv.org/abs/1412.8766.↪→

Args:

- rho_hom_eval: density matrix of the encrypted evaluated

quantum state↪→

- a_tilde_update: a list of updated classical ciphertexts

which contain the information about the X-Pauli gate

exponents↪→

- b_tilde_update: a list of updated classical ciphertexts
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which contain the information about the Z-Pauli gate

exponents↪→

- circuit_dictionary: a dictonary object where keys

indicate the ordering of qubits, starting from 1 as a string.↪→

The values associated with each key is a list which

contains the following information, in the same order:↪→

1) acting wire

2) a Boolean True/False value indicating whether a T

gate has been applied during evaluation or not.↪→

This value gets updated during the evaluation

process.↪→

3) the total number of T gates that are going to be

applied on the qubit as an integer.↪→

4) the number of T gates applied at the end of the

execution of each layer. This value gets updated↪→

during the evaluation process.

If there are any T gates in the circuit:

- key_polynomials: a list containing the symbolic

polynomial before the applicaton↪→

of a T gate and all the key updates at the end of the

circuit evaluation.↪→

- t_gate_sequence_over_time: a nested list where each

element is a list with the order of the qubit and the↪→

order of the layer in which it appears in the circuit.

- c_encrypted: a list of ciphertexts resulting from

the measurement during the evaluation of the EPR scheme↪→

- p_exponents: a list of ciphertexts recording the

updated "a_tilde" value before the application of a↪→

T gate.

Returns:

- rho_dec_eval: evaluated decrypted density matrix of the

input message↪→

"""

# making a copy of the `circuit_dictionary`

acting_wire_dictionary = circuit_dictionary

t_gate_count =

number_of_tgates_dictionary(acting_wire_dictionary)↪→

if t_gate_count == 0:

return cl_dec(rho_hom_eval, a_tilde_update,

b_tilde_update)↪→

# Define variables for bookkeeping

t_index_list = tgate_index(acting_wire_dictionary)
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number_of_qubits =

int(list(acting_wire_dictionary.keys())[-1])↪→

number_of_wires = int(np.log2(rho_hom_eval.shape[0]))

c_dec = [[] for i in range(number_of_qubits)]

k_measurements = [[] for i in range(number_of_qubits)]

phase_dec = [[] for i in range(number_of_qubits)]

# decrypt the ciphertexts

a_dec = [encoder.decode(decryptor.decrypt(i))[0]%2 for i in

a_tilde_update]↪→

b_dec = [encoder.decode(decryptor.decrypt(i))[0]%2 for i in

b_tilde_update]↪→

for qubit_order in range(len(t_index_list)):

c_dec[t_index_list[qubit_order]] =

[encoder.decode(decryptor.decrypt(j))[0] for j in

c_encrypted[t_index_list[qubit_order]]]

↪→

↪→

phase_dec[t_index_list[qubit_order]] =

[encoder.decode(decryptor.decrypt(j))[0] % 2 for j in

p_exponents[t_index_list[qubit_order]]]

↪→

↪→

rho_dec_eval = rho_hom_eval

# decryption begins here

for i in range(len(t_gate_sequence_over_time)):

qubit_order = t_gate_sequence_over_time[i][0]

if acting_wire_dictionary[str(qubit_order+1)][3] == 0:

acting_wire_dictionary[str(qubit_order+1)][1] = True

acting_wire_dictionary[str(qubit_order+1)][3] =

acting_wire_dictionary[str(qubit_order+1)][3] + 1↪→

no_t_gates_before_ith_qubit =

number_of_t_gates_applied(acting_wire_dictionary,

qubit_order)

↪→

↪→

acting_wire = qubit_order +

2*no_t_gates_before_ith_qubit + 3↪→

temp_list =

acting_wire_dictionary[str(qubit_order+1)]↪→

temp_list.append(acting_wire)

acting_wire_dictionary[str(qubit_order+1)] =

temp_list↪→

else:

acting_wire =

acting_wire_dictionary[str(qubit_order+1)][4] + 2↪→



E SOURCE CODE 141

acting_wire_dictionary[str(qubit_order+1)][3] =

acting_wire_dictionary[str(qubit_order+1)][3] + 1↪→

acting_wire_dictionary[str(qubit_order+1)][4] =

acting_wire↪→

t_gate_count_on_ith_qubit =

acting_wire_dictionary[str(qubit_order+1)][3] - 1↪→

current_polynomial =

key_polynomials[qubit_order][t_gate_count_on_ith_qubit]↪→

phase_gate_exponent_correction =

evaluate_expression(current_polynomial,

k_measurements, c_dec)

↪→

↪→

p_exponent_value =

phase_dec[qubit_order][t_gate_count_on_ith_qubit] ^

phase_gate_exponent_correction

↪→

↪→

p_operator =

np.kron(iterated_tensor_prod(I,acting_wire-1),↪→

matrix_power(P, p_exponent_value))

p_operator = np.kron(p_operator,

iterated_tensor_prod(I,number_of_wires-acting_wire))↪→

phase_on_rho_dec_eval = qgate_on_density(p_operator,

rho_dec_eval)↪→

h_operator =

np.kron(iterated_tensor_prod(I,acting_wire-1), H)↪→

h_operator = np.kron(h_operator,

iterated_tensor_prod(I,number_of_wires-acting_wire))↪→

h_on_phase_rho_dec_eval = qgate_on_density(h_operator,

phase_on_rho_dec_eval)↪→

pms, k = post_measurement_state(h_on_phase_rho_dec_eval,

[acting_wire - 1], # -1

to account for↪→

# acting_wire starts from

1↪→

# python indexing starts

from 0↪→

measurement(partial_trace(

h_on_phase_rho_dec_eval,

[acting_wire - 1])))↪→
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k_measurements[qubit_order].append(int(k))

rho_dec_eval = pms

# applying necessary correction to the last layer of the

circuit↪→

for qubit_order in range(number_of_qubits):

a_exponent_poly = key_polynomials[qubit_order][-1][0]

b_exponent_poly = key_polynomials[qubit_order][-1][1]

a_exponent_correction =

evaluate_expression(a_exponent_poly, k_measurements,

c_dec)

↪→

↪→

b_exponent_correction =

evaluate_expression(b_exponent_poly, k_measurements,

c_dec)

↪→

↪→

a_dec[qubit_order] = a_dec[qubit_order] ^

a_exponent_correction↪→

b_dec[qubit_order] = b_dec[qubit_order] ^

b_exponent_correction↪→

# extracting the order of wires that are not traced out after

partial trace↪→

acting_wires = []

for i in range(number_of_qubits):

if len(acting_wire_dictionary[str(i+1)]) == 5:

acting_wires.append(acting_wire_dictionary[str(i+1)][4]-2)↪→

if len(acting_wire_dictionary[str(i+1)]) == 4:

acting_wires.append(i + 2 *

number_of_t_gates_applied(acting_wire_dictionary,

i))

↪→

↪→

rho_dec_eval = qotp_dec_density(partial_trace(rho_dec_eval,

acting_wires),↪→

a_dec,

b_dec)

return rho_dec_eval

E.7 epr scheme

%run quantum_one_time_pad.ipynb

%run che_initialization.ipynb

%run epr_encryption.ipynb

%run epr_evaluation.ipynb

%run epr_decryption.ipynb
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def epr_quantum_homomorphic_scheme(psi, a, b, circuits):

"""

Homomorphically apply the quantum circuit provided by

`circuits` on the quantum pure state↪→

|psi>, which is encrypted with bits `a` and `b` using the

quantum one-time pad according to the EPR scheme.↪→

For more information refer to the Clifford scheme by

Broadbent and Jeffery: https://arxiv.org/abs/1412.8766↪→

Args:

- psi: a vector representation of the pure state |psi>

- a: list of (randomly generated) classical bits

- b: list of (randomly generated) classical bits

circuits: description of the quantum circuit as a list of

strigs. Each element of the list represents one layer↪→

of the circuit.

Returns:

- rho_dec_eval: evaluated decrypted density matrix of the

input message↪→

"""

psi_enc, a_enc, b_enc = epr_enc(psi,a,b)

rho_hom_eval, a_tilde_update, b_tilde_update,

circuit_dictionary, key_polynomials,

t_gate_sequence_over_time, c_encrypted, p_exponents =

epr_eval(circuits,psi_enc, a_enc, b_enc)

↪→

↪→

↪→

rho_dec_eval = epr_dec(rho_hom_eval, a_tilde_update,

b_tilde_update, circuit_dictionary, key_polynomials,

t_gate_sequence_over_time, c_encrypted, p_exponents)

↪→

↪→

return rho_dec_eval
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