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Abstract

As computer networks move towards handling diverse traffic types with different service
requirements, there is a need for advanced network control mechanisms that can regulate
the network traffic to meet the users’ service requirements. Service guarantees can be pro-
vided if the network makes resource reservations (bandwidth, buffers, priority scheduling,
etc.) on behalf of each connection. A problem arises, however, in the control of connec-
tions that do not reserve network resources, and hence are not given any performance guar-
antees by the network. One network control scenario is for these low priority connections
to adapt to changing network conditions in order to achieve their data transfer goals and to
minimize network congestion. Congestion in this case is a result of a mismatch between
the network resources anc :he amount of traffic admitted for transmission. Consequently,
congestion control can be interpreted as the problem of matching the admitted traffic to the
network resources. This, in turn, could be viewed as a classical problem of feedback con-
trol (i.e., matching the output to the input of a dynamic system). This thesis considers sen-
sitivity methods for the control of congestion in computer networks using neural network
models of the system dynamics and system performance sensitivity derivatives. The con-
trol methods proposed are used to determine how a feedback-based rate controlled source
can satisfy its data transfer requirements by adapting its data rate to changes in the network

state.
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Chapter 1: Introduction

1.1. What is Congestion?

In the design of a packet switched network one faces a multitude of problems, among
which are: topology design; capacity allocation; routing procedure; and traffic control pro-
cedure [Bert87][Schw87]. In a packet switched network, packets travel from their sources
to their destinations “hopping” from one node to another. Once a packet enters an interme-
diate node, the next node to which it should be sent is selected according to a well-defined
decision rule referred to as the routing procedure. The various routing methods, whether
fixed or adaptive, local or central, deterministic or stochastic, attcmpt to direct messages

from source to destination such that:

¢ Delay becomes minimal and

e Traffic is so distributed in the network that congestion is avoided or minimized.

A computer network is a collection of resources to be used by competing users (messages).
Resources of such networks can be categorized in two major classes [Pouz76]:

e Basic: buffers, transmission bandwidth, processor time.

e Incidental: name space, table entries, logical channels, etc.

Here, we refer to “users” as the messages to be transmitted. The collection of resources has

a limited (finite) capacity which causes conflict to occur between the users of the system.

These conflicts can result in a degradation of performance of the system to the point that



the system becomes clogged and the throughput goes to zero; typical behavior of “conten-
tion” systems [Agne76]. Even with the best routing procedure, if the network becomes
overloaded, this throughput degradation becomes inevitable. Networks cannot afford to
accept all the traffic that is offered to them without some control. There must be rules
which govern the acceptance of traffic from outside and coordinate the flow inside the net-

work.

Though most networks perform well when lightly used, problems can appear when the
network load increases. Simply, congestion refers to a loss of network performance when a
network is heavily loaded. Since congestion can cause data loss, large delays in data trans-
mission, and a large variance in these delays, controlling or avoiding congestion is a criti-
cal problem in network design and operation. This thesis presents some approaches for
congestion control in computer networks. In this chapter, we review the state of the art in

the control of congestion in (connectionless and connection-oriented) computer networks.

Early research in computer networks led to the development of reservationless (and con-
nectionless) store-and-forward data networks [Bert87][Schw87][Tane81]. These networks
are prone to congestion since neither the number of users nor their workload are regulated.
Essentially, the efficiency gained by statistical multiplexing and the sharing of network
resources is traded off with the possibility of congestion. This problem was recognized
quite early [Davi72], and a number of congestion control schemes were proposed; refer-

ences [Gerl80] and [Pouz81] provide detailed reviews of these earlier studies.

L4

In recent years, there has been a renewed interest in congestion control; a glance at the

published literature confirms this trend. The large and rapidly proliferating literature on



congestion control makes it impossible to make a complete list of the bibliography. A
number of factors are responsible for this renewed interest. First, the growth in the number
of computer networks and the need to tie these networks together has created a very large
internetwork (Internet) whose size has made it unmanageable and prone to congestion.
The second factor is the development of optical fiber technology. Optical fiber trunks offer
data bandwidths that are much higher than traditional copper trunks. These high band-
width trunks have compounded the problem of congestion control, because of the band-
width-delay product of these circuits. With such large products, a single source could
introduce a data transfer large enough to swamp buffers at the network nodes (i.c.,
switches and routers), leading to packet losses and excessive end-to-end delays for data

transfer.

Despite the large and rapidly proliferating literature on congestion control, there has not
been a consensus on the definition of congestion. One definition that seems to be satisfac-
tory is: Congestion is the loss of wtility to a user due to an increase in the network load
[Kesh91a]. Hence, congestion control is defined to be the set of mechanisms that prevent
or reduce such a deterioration. Practically speaking, a network can be said to control con-
gestion if it provides each user with mechanisms to specify and obtain utility from the net-
work. For example, if a user desires low queueing delays, then the system should provide a
mechanism that allows the user to achieve this objective. If the network is unable to pre-
vent a loss of utility to a user, then it should try to limit the loss to the extent possible, and,
further, it should try to be fair to all the affected users. Thus, in reservationless networks
(i.e., packet networks in which resources are not explicitly reserved for data sources),

where a loss of utility at high loads is unavoidable, the concern is not only with the extent



to which utility is lost, but also the degree to which the loss of utility is fairly distributed to

the affected users.

A network can provide utility in one of two ways. First, it can request that each user spec-
ify a performance requirement, and can reserve resources so that this level of performance
is always available to the user. Some examples are the CBR (Constant Bit Rate) and VBR
(Variable Bit Rate) services specified in [ATMF96). This is proactive or reservation-ori-
ented congestion control. Alternatively, users can be allowed to send data without reserv-
ing resources, but with the possibility that, if the network is heavily loaded, they may
receive low utility from the network. This second method is applicable in reservationless
networks. Examples are the UBR (Unspecified Bit Rate) and to some extent, the ABR
(Available Bit Rate) services defined in [ATMF96], and the ARPANET (which is the pred-
ecessor to the present day worldwide network, the Inrerner) described in
[Carr70|[Cerf74][Fran70][Hear70][Kahn71][Robe70]. In this case, users must adapt to
changes in the network state, and congestion control refers to ways in which a network can
allow users to detect changes in network state, and corresponding mechanisms that adapt

the user’s data flow to changes in this state.

In a strict proactive scheme, the congestion control mechanism is to make reservations of
network resources so that resource availability is deterministically guaranteed to admitted
data connections. In a reactive scheme, the data sources need to monitor and react to
changes in network state to avert congestion. Both styles of control have their strengths
and weaknesses. With proactive control, users can be guaranteed that they will not experi-
ence loss of utility. On the other hand, to be able to make this guarantee, the number of

users has to be restricted or controlled, and this could lead to underutilization and some-
4



times overload of the network if the admission control mechanism for the data sources is
not well designed. Reactive control allows much more flexibility in the allocation of
resources. Since users are typically not guaranteed a level of utility by the network, net-
work resources can be dynamically allocated. However, there is always a chance that traf-
fic burst will overload the network, causing performance degradation and hence,

congestion.

It is important to realize that proactive and reactive control do coexist in most networks. A
network can support, for example, two types of users: guaranteed (or high priority) service
users and best effort (or low priority) service users [ATMF96][IETF94]. Guaranteed serv-
ice users are given a guarantee of quality of service, and resources are reserved for them.
In this case, since every user has some reservation, some utility is guaranteed. Best effort
service users are not given guarantees and they use up whatever resources are left unuti-
lized by guaranteed service users. At times of heavy network load, users compete for
resources kept in a common pool. In addition, a network may reserve some minimum

amount of resources for each best effort user [ATMF96]{ChenT96].

There are several reasons why congestion arises in computer networks some of which are:

o Large bandwidth-delay product: The rate of a communication link multiplied by the
round trip time determines the amount of data that a connection must have outstanding
in order to fully utilize the network. The round trip time is bounded from below by the
speed of light propagation delay through the network. Hence, as the raw trunk band-

width and the rate of a connection increases, so does the amount of outstanding data per



connection. Since this far exceeds most buffer sizes, data loss is likely, leading to a loss
of utility. Thus, a large bandwidth-delay product causes problems for reactive control

and can lead to congestion.

Speed Mismatch: If a switch connects a high speed line to a slower line, then a bursty
connection can, when sending data at the peak rate, fill up its buffer share, and subse-
quently lose packets at the switch. This creates congestion for loss-seasitive connec-

tions.

Topology: If several input lines simultaneously send data through a switch to a single
outgoing line, the outgoing line can be overloaded, leading to large queueing delays,
and possible congestion for delay-sensitive traffic. This is a special case of the speed

mismatch problem noted above.

Misbehavior: Congestion can be induced by misbehaving sources that transmit unregu-
lated streams of back-to-back packets into the network. Computer network must protect

themselves and other sources from such misbehavior.

Dynamics: As network speeds increase, the dynamics of the network also changes.
Since queues can build up faster, congestion can be expected to occur much more rap-

idly, and perhaps have catastrophic effects [Nagl87][Tane81].

1.2. Congestion Control

In computer networks where the sources do not make resource reservations, control when

needed has to be reactive. A reactive congestion control scheme can be implemented at

two locations: at the switches, where congestion occurs, and at the sources, which control
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the net inflow of packets into the network. Typically, a switch uses some metric (such as
overflow of buffers) to determine the onset of congestion, and implicitly or explicitly com-
municates this problem to the sources, which reduce their input traffic. A number of prob-

lems become apparent in this control scenario:

« Congestion Detection/Avoidance: How is congestion to be detected?

Congestion Signaling: How is the congestion problem signalled to the sources?

Congestion Recovery: What actions do the switches take?

Selection: Which sources are held responsible for congestion?

Flow Control: What actions must the sources take?

Enforcement: What if some sources ignore these signals?

These issues must be addressed by every reactive congestion control scheme. Depending
upon the choices made in answering each question, a variety of schemes can be obtained.
Comprehensive survey [Gerl80][Pouz81]{Jain90][Jain96}{ChenT96][Arul96] of the litera-
ture gives numerous congestion control schemes for connectionless and connection-ori-

ented networks.

1.2.1. Congestion Detection/Avoidance

On the issue of congestion detection, one may ask how a switch or source is to detect net-

work congestion. There are several alternatives available, some of which are given below:



o The most common one is to notice that the output buffers at a switch are full, and there
is no space for incoming packets. If the switch wishes to avoid packet loss, congestion
avoidance steps can be taken when some fraction of the buffers are full. A time average
of buffer occupancy can help smooth transient spikes in queue occupancy

[Rama88][Rama90].

e A switch may monitor output line usage. It has been found that congestion occurs when
trunk usage goes over a threshold (typically 90%) and so this metric can be used as a
signal of impending congestion [Irla75][Maji79]. The problem with this metric is that
congestion avoidance could keep the output line underutilized, leading to possible inef-

ficiency.

e A source may monitor round-trip delays. An increase in these delays signals an increase

in queue sizes, and possible congestion [Jain89].

e A source may probe the network statc using some probing scheme (for example, the

packet-pair method [Kesh91aj).

* A source can keep a timer that sets off an alarm when a packet is not acknowledged “in

time” [Post81]. When the alarm goes off, congestion is suspected [Zhan86].

1.2.2. Congestion Signaling

Signaling of congestion information from the congested switch to a source can be implicit
or explicit. When signaling is explicit, the switch sends information in packet headers
[Rama88] or in control packets such as Source Quench packets [Prue87], choke packets

[Maji79], state-exchange packets [Ko91]{Sabn89], rate control messages



[ATMF96][Will91], or throttle packets [Kamo81] to the source. Implicit signaling occurs
when a source uses probe values [Kesh91a], retransmission timers [Zhan86], throughput
monitoring [Wang90], or delay monitoring [Jain89] to indicate the occurrence of conges-

tion.

Explicit congestion signaling imposes an extra burden on the network, since the network
needs to transmit more packets than usual, and this may lead to a loss in efficiency if the
signaling overhead is not controlled properly. On the other hand, with implicit signaling, a
source may not be able to distinguish between congestion and other performance prob-

lems, such as a hardware problems [Zhan86].

1.2.3. Switch Action

An overloaded switch can signal impending congestion to the sources, and, at worst, can
drop packets. The problem is to determine which source to throttle, or whose packets to
drop. The fairness of the congestion control scheme depends on this choice made by the

switches.

Schemes that rely on line usage as a congestion metric throttle all sources sending packets
on an overloaded link [Cher89][Pouz81]. This scheme is unfair in the sense that sources
that use a small fraction of the congested link are penalized as severely as large users. The
Loss-Load curve scheme [Will91] and the selective DECbit scheme [Rama88] seek to
overcome this problem by computing the share of the load due to each user, and selectively
dropping packets from that source. These schemes explicitly try to be fair in allocating

responsibility for congestion to sources. In the DECbit and Load-Loss schemes, a switch



maintains state information about the demand for bandwidth by each source and its fair
share. When the demand exceeds the fair share, and the buffers are getting filled, that
source is penalized which is fair by design. Random dropping is an ad hoc technique to
achieve faimess and to control congestion. The essential idea is that, when a buffer is full,
the packet to drop is selected at random. Hence, users who use more bandwidth, and will
probably occupy a larger fraction of the buffer, have a higher chance of packet loss

[Mank$0].

In some networks, packets carry with them a class indicator and in the case of congestion
certain classes are denied entry [ATMF96]. In ATM networks, for example, packets that
have their CLP (Cell Loss Priority) bit set are eligible for discard by the switches when

congestion occurs in them.

If the buffer usage is a congestion metric, switches drop packets or throttle sources when a
source exceeds its share of buffers. This share is determined by a buffer allocation strategy,
and the rate at which the buffers are emptied depends upon the service discipline. Thus, the
buffer allocation strategy and the service discipline jointly determine which sources are
affected. The optimal buffer allocation scheme has received a lot of attention in the litera-
ture, and is surveyed in [Gerl80]. Overall, the conclusion in that survey is that a scheme
where each output line is guaranteed a minimum number of buffers, and is not allowed to

exceed a maximum, is fair and efficient.

Queue service disciplines are implemented in the servers on the output queues of packet
switches [Mura90]. The choice of service discipline influences the kind of performance

guarantees that can be made to network clients.
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1.2.4. Flow Control at the Sources

Networks cannot afford to accept all the traffic that is offered to them without some con-
trol. There must be rules which govern the acceptance of traffic from outside and coordi-
nate the flow inside the network. These rules are commonly known as flow control

procedures. A more precise definition of flow control is given by Pouzin [Pouz76]:

Definition 1.1:

Flow control is the set of mechanisms whereby a flow of data can be maintained

within limits compatible with the amount of available resources.

In order to keep the network traffic within desirable limits, flow control, among other
things, should be equipped with mechanisms to throttle the use of some resources. A
number of schemes have been proposed that operate at the sources. These schemes use the
loss of a packet (or receipt of choke information) to reduce the source sending rate in some

way. The main throttling tools are:

¢ Stop-and-go, where a sender continues transmission until it is signalled not to. In a
choke scheme, a source shuts down when it detects congestion. After some time, the

source is allowed to start up again {Maji79].

¢ Credit, where the sender receives an indication giving the amount of data it can trans-
mit. One form of control can be accomplished by limiting the number of packets in the
network. The isarithmic flow control [Dav72] is a method of global flow control in
which the total number of credits in a network are controlled and kept constant. Most

end-to-end flow control mechanisms (e.g., the Transmission Control Protocol, TCP) use

11



a variant of the credit throttling technique and are usually described in terms of a win-
dow size [JacoV88], where the number of unacknowledged packets are limited to the
“window size”. Another credit-based control mechanism is described in [Kung95]. This
scheme is similar to a traditional sliding-window data link protocol. An upstream net-
work node cannot send data packets (referred to as cells) to a downstream node until the
downstream node gives it credits in the form of credit update cells that specify the
amount of available buffer space. Thus, cells sent from the upstream node are always
guaranteed to find buffer space in the downstream node, and no cells are lost due to
buffer overflow. For fairness, the flow control is applied to each data connection rather

than just each link.

Rate, where the sender transmits traffic at a predetermined rate. In a rate control
scheme, when a source detects congestion it reduces the rate at which it sends out pack-
ets, cither using a window adjustment scheme [Rama90] or a rate adjustment scheme
[ClarD87][Kesh91a]. The latter is particularly suitable for sources that do rate based
flow control. The advantage of rate control schemes over choke schemes is that rate
control allows a gradual transition between sending no packets at all to sending at full
blast. Thus, rate control seems to be an attractive alternative for congestion control

[ATMF96][{ChenT96][ Arul96].

1.2.5. Enforcement

Some schemes do not support enforcement. For example, in the DECbit scheme
[Rama90], if a source chooses to ignore the congestion avoidance bits set by a switch, then

the other cooperative sources will automatically give up bandwidth to the ill-behaved
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source. The same is true for the TCP scheme [JacoV88]. This problem is avoided partially
by the Random-drop scheme [Mank90], and completely by the Loss-load method [Will91]
and the ATM Forum traffic management scheme for ABR service [ATMF96]. There is a
need for solutions that will work in the presence of ill-behaved sources. That is, a conges-
tion control decision must not only be communicated to the sources, it must also be

enforced. The ATM Forum traffic management scheme has this property.

In reservation-oriented networks, networks resources can be allocated at the start of each
session. Then, the network can guarantee a (statistical) performance level to a connection
by performing admission control. In these networks, it has to be ensured that the sources
actually send data at their reserved rates. There are two types of enforcement mechanisms:
those that act at the network access point, and those that act at each switch. These schemes
seek to monitor and shape user traffic. If some users violate their stated traffic envelope,
their data can be dropped or violation-tagged. An efficient way to monitor, and, if neces-
sary, reshape user traffic behavior to make it less bursty, is the leaky-bucket scheme

[Ekbe89][Sidi89][ Turn86]{ ATMF96].

Other schemes do enforcement at each switch. The enforcement can be through bandwidth
allocation, a queueing discipline and a packet drop policy. One effective mechanism for

enforcement is through some form of per-connection queueing discipline {Nagl87].

The queueing discipline controls the order in which packets are sent and the usage of the
switch’s buffer space, and determines the way in which packets from different sources
interact with each other. The queueing mechanism can be thought of as allocating three

nearly independent quantities: bandwidth (which packets get transmitted), promptness
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(when do those packets get transmitted), and buffer space (which and when packets get
discarded by the switch). Currently, the most common queueing mechanism is first-come-
first-serve (FCFS). In this scheme, the order of arrival completely determines the band-

width, promptness, and buffer space allocations.

With simple FCFS switches, a single source sending packets to a switch at a sufficiently
high rate can capture an arbitrary high fraction of the bandwidth of the outgoing line.
Thus, FCFS queueing is not adequate; more discriminating queueing algorithms (e.g., per-
connection queueing) and/or source flow control mechanisms must be used to control con-
gestion effectively in noncooperative environments. There are flow control schemes, such
the Available Bit Rate flow control scheme [ATMF96], that can, when implemented with
FCFS switches, overcome these limitations and provide reasonable fair and efficient con-

gestion control.

What are the requirements for a queueing algorithm that will allow source flow control
algorithms to provide users with adequate utility even in the presence of ill-behaved
sources? It has been observed that a queueing algorithm must provide protection, so that
ill-behaved sources can only have a limited negative impact on well-behaved sources
{Nagl87]. Allocating bandwidth and buffer space in a fair manner, ensures that ill-behaved
sources can get no more than their fair share. Nagle [Nagl87] proposed a fair queueing
(FQ) algorithm in which switches maintain separate queues for packets from each individ-
ual source. The queues are serviced in a round-robin manner. This prevents a source from
arbitrarily increasing its share of the bandwidth or the queueing delay received by the other
sources. In fact, when a source sends packets too quickly, it merely increases the length of

its own queue.



A limited enforcement scheme at the switch is the Random-Dropping (RD) buffer man-
agement policy, in which the service order is FCFS, but when the buffer is overloaded, the
packet to be dropped is chosen at random [Man90]. This algorithm tends to allocate band-
width to cooperative sources almost evenly. However, it has been shown that the RD algo-
rithm does not provide fair bandwidth allocation, is vulnerable to ill-behaved sources, and
is unable to provide reduced delay to sources using less than their fair share of bandwidth

[Floy91][HashE89][Zhan89].

1.3.  Scope of the Thesis

We have reviewed, in the previous sections, the main ideas and techniques for the control
of congestion in computer networks. We defined congestion as the loss of utility to a net-
work client due to an overload in the network. This has motivated the design of various
congestion control schemes which allow users to gain utility from the network either by
reserving resources o prevent overload, or by reacting to increased network loads. In this
thesis, we examine the use of sensitivity methods to determine how a source can satisfy its
data transfer requirements by adapting its data rate to changes in network state. Sensitivi-
ties are mathematical measures that provide additional insight into the behaviour of a sys-
tem and they can be used as a basis for inference about input-output relationships in
systems. The subject of congestion control is approached from the viewpoint of system
sensitivity analysis and adaptive predictive control, which from a review of the existing lit-

erature, is a new perspective to congestion control.
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The rest of the thesis is organized as follows. In Chapter 2, we present the general concepts
of sensitivity analysis and provide information on how neural network models can be used
to represent sensitivity functions for the purpose of system control. Chapter 3 describes the
basic framework for the control of data traffic into a queueing system using the gradient
descent rule and neural sensitivity functions. The objective of the discussion presented in
this chapter is to test out the modeling and optimization framework described with a sim-
ple control problem. This discussion sets the tone for the other research material presented
in the subsequent chapters. The control technique described in Chapter 3 is also a simpli-
fied alternative to the one developed in [ChenX92] which describes an adaptive neural
congestion control scheme employing two neural network models, one as a neural emula-

tor of the system dynamics, and the other as a neural controller.

Chapter 4 describes a binary feedback congestion control scheme in which the setting of
the single bit congestion indication communicated back to the data sources by the network
nodes is based upon the sign of the sensitivity of a system performance function. The sign
of the performance sensitivity function gives the optimal dircction for the data source rate
adjustment. In Chapter 5, we present a congestion control technique which employs multi-
step neural predictors to account for the control loop delays in the information transfer
process in computer networks. Analytical procedures for the source rate control signal
computations are described using gradient functions of the neural predictors. Chapter 6

presents the conclusions of the research work and suggestions for further studies.
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Chapter 2: System Sensitivity Analysis

2.1. Why Do We Need Sensitivity Analysis?

This chapter introduces the concept of sensitivity and provides basic information on how
neural network models can be used to represent sensitivity functions for the purpose of
controlling the performance of queueing systems. Sensitivities are mathernatical measures
that provide additional insight into the behaviour of a  system
(Bray80][Cruz73][Rada66][Tomo64]. A system designer or a control mechanism should
know how the system performance is aftected by changes in one or more parameter values.
From a practical point of view, it is not sufficient for the design specification to be satisfied
for a fixed set of nominal parameter values. Any effect of the system function or any other
system characteristic caused by a change in one or morc system parameters is referred to
as sensitivity. A system parameter is called critical if the system sensitivity with respect to
this parameter is very large. A small change in such a parameter will strongly atfect the

system performance.

There are three main reasons for system sensitivity studies:

o Sensitivities help in the understanding of how variations of system parameters influence
the system response. By dividing the system parameters into critical and non-critical
parameters, an effective method is provided for the purpose of more efficient analysis of

the system response.
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e They help in comparing the quality of various systems having the same nominal
response. Knowledge of the system sensitivity can be used as a basis for comparing dif-

ferent designs.

» They provide response gradients in optimization applications. The objective of optimi-
zation is to minimize the discrepancy between the actual and the desired system behav-

iour.

Queueing systems are inherently complex and hard to analyse, regardless of the modeling
framework adopted [Duda83}(Fili88]{Gros85](Klei75]. This makes it more important to
' develop new techniques for the analysis, design and, in particular, the control of queueing
systems. Generally, the dynamics of queueing systems cannot be easily and adequately
modeled through differential (or difference) equations, leaving researchers with inade-
quate mathematical tools to analyse their dynamic behaviour. Although some models
under steady-state have been developed and have enhanced the understanding of queueing
systems, the complexity of these models are such that in order to proceed with any man-
ageable analysis of queueing systems (for the purpose of control), simplifying assumptions
have to be made. Generally, outside some simple queueing systems at steady-state, analy-
sis becomes extremely complicated [Duda83][Gros85][Klei75]. This complexity has led to
some interest in other techniques such as neural networks for the modeling, analysis, and
control of queueing systems [ChenX92]{IEEE95][IEEE97][Tarr96]. Returning to the issue
of whether there is anything at all that can be exploited in neural networks to facilitate their
use in the modeling and control of queueing systems, one encouraging possibility lies in

the very nature of neural networks as universal approximators of arbitrary functions
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[Cybe89][Funa89][Hech89][Horn89][Horn90][RumeB8]. Neural networks are capable of

modeling arbitrary functions with reasonable degree of accuracy.

For systems that are linear or can be linearized over the required range of operation, con-
ventional linear control theory is adequate for most applications. The assumption of linear-
ity is common, but it does not represent many real-world systems and processes. Most
nonlinear systems are linearized over a limited range of operation. In many cases, the
assumption of linearity is reasonable and produces good results, cspecially when a small
range of adjustment is involved. Nevertheless, neural networks with their inherent ability
to model nonlinear behaviour show advantages that are important in many cases, particu-
larly with complex systems. However, most complex systems are nonlinear and require
either a very sophisticated mathematical treatment or simulation. Since the needed param-
eters for mathematical modeling and simulation models of most complex nonlinear sys-
tems are usually not available, an experimental determination of the system characteristics
often becomes necessary. This is also where neural networks become very useful. Data
from operation or test carried out on the system can be used to train a neural network to

emulate the system behaviour, thereby providing a neural model of the system or process.

The analysis in the following sections examines the feasibility of using neural networks
and sensitivity analysis to optimize the performance of queueing systems. Sensitivity anal-
ysis can be used as a basis for inference about input-output relationships in systems. In
addition, a neural network process model and the sensitivity coefficients that can be
derived from it, can easily support efficient implementations of gradient-based methods for
process optimization. The sensitivity coefficients also identify the system input variables

that are most important to improving the system performance. The discussion in the next
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sections start with some fundamental results which provide the necessary theoretical foun-

dation for system sensitivity analysis. This is then followed by the application of neural

networks in the evaluation of sensitivity coefficients of a system.

2.2. Definitions of System Sensitivity

2.2.1. Single-parameter Sensitivity

Let us consider the system function J (&) , which is a function of the parameter vector ¥

l,....N. Assuming incremental variations dx, of x,

whose components are x;, | =

1, ..., N, the Taylor-series expansion of the variation 8/ of J(%) about the nominal

[ =

parameter vector £, can be written as

Qa.n

Noale e &
8=J(@)-J() = ¥ STx 43 Y Y s dxdr +

i=1

The matrix-vector for (2.1) is given by

57 = 3 o%+ %SxTHSx o

where g and H are the gradient vector and Hessian matrix, respectively.

Most definitions of system sensitivity are concerned with infinitesimally small changes of

the vector x, i.c., incremental changes that approach zero. We shall first consider defini-
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tions of system sensitivity with respect to a single parameter x [Awey98d]. A widely used

definition for system sensitivity is the first-order derivative

S,(0x) = lim =%

= = . 23
sx—>00x  Ox @3

This is the simplest sensitivity definition but it is not scale free. The relative (or normal-
ized) system sensitivity is defined as the ratio of a relative, infinitesimally small, change of
a system parameter x and the resulting relative change in the system function J(x). One
definition is

S (J,x) = lim 8J/J _xdJ _d(InJ)) _ x

5:>00x/x Jox  o(lnx) 754 %) (2.4)

which forms the basis for comparing various designs. When either x or J takes a zero
value, the definition (2.4) no longer provides a useful measure, but two other seminormal-

ized sensitivities can be defined:

_ 9 _ 9] _
Snl (J,x) = xax = 5(nx) = de(J. X) 2.5
and
_1J_ 3 _ |
S,(.x) = % o - de(.I.x). (2.6

The definition (2.5) is used mainly when J = 0, while § , (J, x) isthe natural definition

when x = 0. When both J and x are zero, (2.3) must be used, which is the preferred defi-

nition adopted in this thesis.
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2.2.2. Multiparameter Sensitivity

Ordinary sensitivity provides information regarding system function variation due to sin-

gle-parameter changes. The function J generally depends on several parameters

J=J(x) = J(x), %5 -0 %p) Q2.7

and it is of interest to consider variation in J when some or all the parameters change
simultaneously. The change in J due to infinitesimally small changes in all parameters is

expressed mathematically by the total differential

(2.8)

Q)I&

In order to introduce normalized sensitivities into (2.8), divide by J and multiply and

divide cach term inside the summation by x;:

N N
8J _ aJ %i| O 3 (InJ)
o) _ 2[5}',.'7)'_, ZS J, r)— = .;a(lnxi)S(lnxi) : (2.9)

i=1 i=1

Let the set of relative parameter increments & (Inx,) be represented by the vector

3y = [3(Inx,)d(Inx,)...8 (Inx,) ] 4

and the set of gradients 8 (InJ) /3 (Inx;) by the vector



VO = d(lnJ) d(lnj) d(InJ) 77
- [a(lnxl)a(lnx._,)"'a(lan):I '

Then 8J/J can be expressed as a scalar product

571 = VGTSy i (2.10)

The relative change in the system [unction J(x) depends on the gradient vector VG . We

can define the multiparameter sensitivity of a system as the vector

S =VG. (2.11)

m

Eq. (2.11) is a natural extension of the system sensitivity (2.4) to the multiparameter case.

2.2.3. Performance Sensitivity and Queueing Systems

Consider a parameter x that generally affects the behaviour of a queueing system. Thus,
the state of the queueing system at time r is written as X (¢, x) to indicate this dependence
on x. When a sample path of this system is observed, its performance is a function of the
state history {X (¢, x) } . The notation L (x, ®) is used to represent the performance as a
function of x and of ®, a symbol used to denote the particular sample path that was
observed. For any given x, since, in general, {X (r,x) } is a stochastic process, L (x, ®)

is a random variable. To emphasize the fact that this performance is sample-path depend-
ent, reference [Cass93] refers to L (x, ®) as a sample path performance function or simply

sample function. As an example, consider a single-server queueing system. Let x be the
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service rate and L (x, ®) the server utilization corresponding to a sample path @. In this
case, ® represents the sequences of interarrival and service times that characterize this

sample path [Cass93].

For practical purposes, L (x, ®) gives an idea of the system’s performance, but it only
applies to a single sample path; it is entirely possible that the performance observed under

a different sample path is drastically different. Thus, the average performance, that is, the

expectation over all possible ® is given by
J(x) = E[L(x,®)]. 2.12)

The sample path performance L (x, ®) can be thought of as one sample in an effort to
estimatc the true performance J(x). If n separate sample paths, denoted by

®,, @, ..., ®, are observed, then an cstimate of J(x) is given by
1 n
J(x) = ; Z L(x®). (2.13)
i=1
If the sample paths observed are independent and yicld independent, identically distributed
(iid) sequence {L(x,®,),...,L(x @) 1, then, by the strong law of large numbers, the

following expression is obtained

Ctmlly ~
J(x) = lim [nzL(x, 0)‘.)]. (2.14)

n— o

i=1
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In most practical applications, only one sample path ® is observed from which the per-

formance measure J (x) is estimated, i.e.,

J(x) = L(x,@). 2.15)

A typical problem faced in the design or control of a queueing system is that of determin-

ing how performance is affected as a function of some parameter x. Given a parameter x
and a performance measure J (x) , the interest is in the sensitivity of J with respect to x,

i.e., the derivative dJ/dx evaluated at x = x,. The derivative dJ/dx at x = x, is known

as the sensitivity of J with respect to x at the point x = x,. This provides at least some

local information regarding the effect of x on performance. For instance, knowing the sign

of the derivative dJ/dx at x = x, immediately tells the direction in which x should be

changed. Also, if dJ/dx is small, it can be concluded that J is not very sensitive to
changes in x. Thus, attention may be paid on a different parameter (if possible) for improv-
ing performance, rather than trying hard at getting minimal improvements from fine-tun-
ing x. There are a number of areas where sensitivity information is used for the purpose of

analysis and control. A brief discussion of some of these areas is given below [Cass93].

l. Knowing the sign of the derivative dJ/dx at some point x = x, immediately gives the

direction in which x should be changed. The magnitude of dJ/dx also provides useful

information in a design or control process. If dJ/dx is small, it can be concluded that J
is not very sensitive to changes in x and hence concentration on other parameters may

improve performance. In fact in the case of multiple parameters x,, x,, ..., X, , the sen-



(3]

sitivities dJ/9x, ..., dJ/9x,, can be used to determine the most and least critical

parameters, and guide the designer or controller toward the most promising area for
improvement.

It is often the case that sensitivity analysis provides not just a numerical value for the
sample derivative, but an expression which captures the nature of the dependence of a
performance measure on the parameter x. The simplest such case arises when aJ/dx
can be seen to be always positive (or always negative) for any sample path. More gener-
ally, the form of dJ/dx can reveal interesting structural properties of a system, e.g.,

monotonicity, convexity.

The sensitivity dJ/dx can be used in conjunction with various optimization algorithms
whose function is to gradually adjust x until a point is reached where J(x) is mini-
mized. In practice, the interest is in finding a value of x such that the resulting perform-
ance J (x) is satisfactory. If no other constraints on x are imposed, at this point it is
expected that 3J/dx = 0. A typical algorithm is the gradient descent rule described in

discrete-time by

aJ

) . n=12.. (2.16)
dJx x=x(n)

x(n+1) = x(n) -n(n)(

where the parameter is gradually adjusted from the initial value x, until dJ/dx =0

for some x (n) . The amount of adjustment is proportional to the value of the derivative

evaluated at x = x(n) , with properly selected coefficients 1 (n) , n = 1,2, ... (these

coefficients are referred to as step sizes, learning rates, or scaling factors).
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4. Derivative information including not only first-order, but also higher-order derivatives

9°J/3x%,8°J/3x, ... can be used for analysis and control purposes.

In addition to the above applications of sensitivity information for control and optimiza-
tion, sensitivities can also be used for characterizing the statistical distribution of system
parameters. Appendix A describes how first and second order sensitivities can be used for

characterizing the statistical distribution of system parameters.

2.3. Neural Networks and Sensitivity Analysis

Neural networks have many remarkable features, such as the ability to process noisy,
sparse, and incomplete data, high fault tolerance which enables the networks to operate
properly even with some damaged neurons or weighted connections in the networks, and
their ability to respond in real-time due to their inherent parallelism. With this desired fea-
tures, neural networks have gained very rich applications in pattern recognition, image
processing, speech recognition, and adaptive control. For many applications, the training
process of a neural network is terminated as soon as the convergent criteria are reached.
Then the trained network is used to retrieve the stored information through the recall proc-
ess. Considerable research on neural networks is focused on developing new learning algo-
rithms, exploring new network architectures, and extending new fields for network
applications. Sensitivity analysis is, on the other hand, focused on the study of a trained
network itself to obtain useful information other than what can be obtained through con-

ventional recall [Awey98d].
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The capability of multilayer feedforward neural networks to approximate an unknown
mapping arbitrarily well has been studied in the  literature
[Cybe89][Funa89][Hech89][Horn89]{Horn90][Rume88]. It has been shown in [Horn90]
that multilayer feedforward networks with as few as a single hidden layer and an appropri-
ately smooth hidden layer activation function are capable of approximating with arbitrary
accuracy an arbitrarily function and its derivatives. It is also noted that the function to be
approximated need not be differentiable in the classical sense as long as it possesses a gen-
eralized derivative, as in the case for certain piecewise differentiable tunctions. This fun-
damental result provides the necessary theoretical foundation for the sensitivity analysis

presented in this thesis.

For a continuous function, its derivatives provide very useful information in characterizing
the function itself. The first derivative gives the tangential information of the function, and
the second derivative gives the curvature information of the function. Sensitivity is usually
provided by the first derivative of a function, because it is the ratio of a change in the func-
tion’s value caused by a change in an independent variable. The larger the absolute value
of the first derivative is, the more sensitive the function is with respect to the variable. The
sign of the first derivative indicates whether these changes are in the same or opposite
directions. The sensitivity of a trained neural network is the analog of that for an ordinary

function.

A successfully trained neural network maps an input vector X from an n-dimensional

space to an output vector ¥ in an m-dimensional space. This mapping can be expressed as

Y=7X%. @.17)
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where ¥ = (y, ¥, ....y,,) . and X = (x,xp....x,) . The first derivative ayj/ax,.
measures the rate of change in Y with respect to a change in x;. Hence, it provides infor-
mation about how sensitive the output y f is with respect to the input x; . In other words, the
larger the absolute value of ayj/ dx; is, the more important the x; is with relation to y;.
The input variables x,, i = 1,2,...,n can then be ranked in the order of importance
according to the values of |a yj/ dx il . The derivative 8yj/ dx; can be developed through the

structure of the trained neural network.

The objective in this section is to examine techniques for evaluating sample derivatives of

the form ayj/ dx; using neural networks. Methods for the computation of sensitivity using
neural networks fall generally into two classes:

1. Direct methods, by which the first-order derivatives of interest (and any desired higher-
order derivatives) are computed directly from the neural network

[Guo092]{HashS92][Tsou97].

2. Perturbation methods, which involve the introduction of small perturbations at each
input of a neural network, one at a time, in both the positive and the negative direction
[Cook91][Klim91]. The resultant perturbations at each output in each direction for each

input perturbation are measured and averaged.

2.3.1. Direct Methods for Sensitivity Analysis using Neural Networks

In this section we describe a direct method for computing the output sensitivities with

respect to variations in the inputs for multilayer feedforward neural networks with differ-
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entiable nonlinear activation functions. These sensitivities can be used as a basis for infer-
ence about input-output relationships in systems. In addition, a neural network process
model can easily support efficient implementations of gradient-based methods for process
optimization as will be seen later. An important feature of the technique described here is
that the sensitivitics are computed one layer at a time, in a systematic manner, starting
from the output layer of the multilayer neural network and proceeding backwards toward
the input layer. In the analysis, it is assumed that the activation functions are differentiable.
For computation convenience, we assume that all the activation functions are of the same
form. We also assume that there are no bypassing connections in the network (i.e., direct
interconnections can exist only from one layer to the succeeding one). However, while the
first assumption about the differentiability of the activation function is fundamental, the
latter assumptions are not, and the method discussed here can easily be modified to deal

with such deviations.

2.3.1.1. Differentiable Nonlinear Activation Functions

In deriving the sensitivity functions, we assume that the activation functions of the neural

network are differentiable and, for example, they can be of the form

—ax -1
g (x) =(l+ew) . 2.18)

This function is, in fact, the logistic function, one of several sigmoidal functions which

monotonically increase from a lower limit (0 or -1) to an upper limit (+1) as x increases. A

plot of a logistic function is shown in Figure 2.1a, whose values vary between 0 and 1,

with a value of 0.5 when x is zero. An examination of this figure shows that the derivative
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(slope) of the curve asymptotically approaches zero as the input x approaches minus infin-

ity and plus infinity, and it reaches a maximum value of o./4 when x equals zero as shown

in Figure 2.1b. If we take a derivative of (2.18), we get

o]

aga(xx) = (-1) ( 1+ e—a.r)‘-e—ou(_a) - ae-ougz (x) . 2.19)

If we solve (2.18) for e ", substitute it into (2.19), and simplify, we get

dg (x l-g(x) 2
98 _ ol-8W0) 24— g(1-g()e(®. 220
ax g (x)
1 T
|
I
2(x) ' 3 (x)
| ax
oSp —m———=f-——— - 5
I
%, I o >a,>a,
3
L
o 0 1
x x
a). Logistic activation function b). First derivative (slope)

FIGURE 2.1. Logistic activation function and its first derivative.

It is important to note that multilayer networks have greater representational power than
single-layer networks only if nonlinearities are introduced [Tsou97]. The logistic function
provides the needed nonlinearity. However, in the use of the backpropagation algorithm,

any nonlinear function can be used if it is everywhere differentiable and monotonically
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increasing with x. Sigmoidal functions, including logistic, hyperbolic tangent, and arctan-

. . -1
gent functions, meet these requirements. The arctangent, denoted as tan , has the form

g(x) = %tme(ax), @.21)

where the factor 2/ reduces the amplitude of the arctangent function so that it is

restricted to the range -1 to +1. The constant o detcrmines the ratc at which the function
changes between the limits of -1 and +1 and the slope of the function at the origin is

2a./7. It influences the shape of the arctangent function in the same way that a influ-
ences the logistic function in Figure 2.1a. The arctangent function has the same sigmoidal

shape as shown in Figure 2.2a. The derivative is

(0
[———ﬁ] (2.22)
1+ x

which would be used in place of (2.20) it the arctangent replaced the logistic activation

dg (x)
dx

Al

function. The hyperbolic tangent function has the form

ax -Qx

e -—-e€
g(X) = tanh((xx) = B E— 2.23)
e +e

and its shape is shown in Figure 2.2b. Its derivative is

98X _ gsech®(ow) . 2.24)
dx



The slope of the hyperbolic tangent function at the origin is o, and it determines the rate at
which the function changes between the limits of -1 and +1 in the same general way that a

influences the shape of the logistic function in Figure 2.1a.

The use of a sigmoidal function provides a form of “‘automatic gain control” [Tsou97]; that
is, for small values of x near zero, the slope of the input-output curve is steep, producing a

high gain, since all sigmoidal activation functions have derivatives with bell shapes of the

type shown in Figure 2.1b. As the magnitude of x becomes greater in a positive or negative

direction, the gain decreases. Hence, large signals can be accommodated without satura-

tion. This is shown in Figure 2.1a.

) eax_e—a.x
g(x) = ;tatan (ax) g(x) = tanh (0x) = ———q
e +e
+1 +lF— =
x X
Slope = 2a/n Slope = a
-1 -1
a). Arctangent b). Hyperbolic tangent

FIGURE 2.2, Alternative activation functions.

2.3.1.2. Neural Architecture and Sensitivity Functions

The feedforward multilayer neural network considered here consists of an input layer, N

hidden layers and an output layer (see Figure 2.3). The input vector is introduced to the
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input layer (layer 0), which transfers it to the first hidden layer (layer 1). A weighted sum
of the input vector is then computed at each neuron in the first hidden layer, based on the
weights of the interconnections between the input layer and the first hidden layer. This
sum is then used to compute the output of every neuron by applying the logistic sigmoid
activation function. Then the neurons in the first hidden layer pass their values to the sub-
sequent layers and finally to the output layer (layer N + 1). The values of the neurons in
the hidden layers and the output layer are calculated in the same manner as in the first hid-
den layer using the weights of the interconnections between the layers and the logistic sig-

moid activation function.

layer O layer 1 layer 2 layer j layer N layer N+1
(input layer) (output layer)

%4 N
X 0 O “ XN

A . </ ', ‘v V"\
NN ﬂ ‘\\V// \

.t‘m

i

b). Structure of each neuron.

FIGURE 2.3. A multilayer fecdforward neural network.



The first order output sensitivities are computed by applying a simple backward chaining
partial differentiation rule. First, the output sensitivities with respect to variations in the
values of the neurons of layer N are calculated, then backward chaining is employed to cal-

culate the output sensitivities to variations in the neural network input variables. This is

done as follows [Guo92][HashS92][Tsou97] using the logistic activation function (2.18),

e For the neurons in layer N:

dy dy aner, "'
N .
; = A,:+ T kN =y, (1=y) - wy Vi, k. (2.25)
oh,  dnet, dh;

e For the neurons in the remaining hidden layers (layersj,j = N-1,..., 1),

y, 9y, ahj,.H E)netf+l

— = — - . - (2.26)

o Towt' dned' ok

3 . . .
-y 2 ~alzj,+l(1—lzjl+l)-n/“, Vi, k.
1 a;z;

¢ For the input layer (layer 0):

! L
dy dv, dh, Odnet dy
—* = Z—-f-—l——l = —l:-ahll(l—h,l)-w?l. Vi, k, (2.27)
l

where y, is the output of the kth neuron in the output layer (layer N+ 1), h’, is the output
of the ith neuron in layer j, j = 1, ..., N, x; is the ith input to the neural network, ne/l: is

the weighted sum of the input to the ith neuron in the jth layer, j = 1, ..., N+ 1, and w’l:k

is the connection weight between the ith neuron in layer j and the kth neuron in layer j+ 1,
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j =0,...,N.Second order sensitivities, and even higher order ones, of the neural network
outputs with respect to the inputs can be calculated using a backward chaining rule similar

to that for the first order sensitivities. Appendix B describes in detail how the second order

sensitivities are derived. The above equations show that the partial derivative dy,/dx,

depends not only on the information learned by the neural network, which is stored distrib-

utively in the connections wf.k. but also on the activation functions of the neurons.

2.3.2. Perturbation Methods for Sensitivity Analysis using Neural

Networks

An experimental evaluation of sensitivity coefficients, sometimes called the “dither”

method, is possible after a neural network has been trained [Cook91][Klim91]. It involves
the introduction of small perturbations of each input x,, one at a time, of about 0.5% in
both the positive and negative directions. The resultant perturbations of each output y; in

each direction for each input perturbation are measured and averaged. The introduction of
a small perturbation in one of the input neurons usually produces perturbations in the out-
puts of all neurons connected directly or indirectly to that input neuron. The ratio of the

magnitude of the perturbation in the output of a specific output neuron to the perturbation

in the input node is defined as the sensitivity. A perturbation of x; of the multilayer neural
network produces perturbations in all of y i Hence, the sensitivity for each perturbation

S, i is given by Sii = ij/ Ax;. The use of this instantaneous approximation often causes
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ambiguity for sensitivity evaluation when disturbances are added to the system. Thus, the

sensitivity coefficient is taken as

gcd
!
1]

~.

(2.28)

where the averages are taken over the perturbations in the positive and negative directions.
If there are n inputs and m outputs, then there are nm sensitivity coefficients that can be
evaluated experimentally. The principal problem with this method is that the values are
valid only for the particular location in problem space represented by the values of the
inputs and outputs before they are perturbed. This method also produces only first-order
sensitivities unlike the direct methods which can produce second-order and even higher

order sensitivities.

2.4. Optimization using Sensitivity Functions

2.4.1. The Basic Optimization Process

Optimization is the process of determining the optimal solution of a given design or con-
trol problem, i.c., the best possible solution in the sense of some prespecified decision cri-
terion. Optimization plays an important part in nearly all design aspects in engineering,
and even in non-engineering areas. Optimization can be considered as a complementary
step in the design cycle to satisfy the design specification in the best possible way. Nor-
mally, it implies the search for improved solutions of preliminary designs. A preliminary

design is the outcome of a synthesis or design process. Usually, such a design does not sat-
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isfactorily meet the design specification, necessitating the use of an optimization step for

improving the design.

As indicated above, optimization is an iterative process. The preliminary design is ana-
lyzed, the result of a system analysis are then compared with the design specification, and
any deviation is minimized by properly changing a number of appropriate parameter val-
ues. Thus, optimization consists of an iterative sequence of system analyses with updating

of system parameter values until the design specification is satisfied within a prescribed

accuracy.

The optimization problem in system design can be formulated as follows. Given prelimi-
nary system [ with a fixed number of adjustable system parameters, we are required to
modify these parameters such that the system behavior approaches the design specification
as closely as possible. In optimization, three system quantities play an essential role:

1. We assume that a given function F describes the desired system behavior. The function

F represents the design specification.

!\)

An analytic procedure is used to evaluate the function F of the system I". The computed

system function is denoted by F to distinguish it from the desired function F. The

objective of the optimization process is to vary the adjustable system parameters in such

a way that F approaches F.

3. The above mentioned adjustable system parameters, which will be referred to as the

. . - T
design or control variables, are denoted by the vector ¥ = [x}, x5, ..., x,] .

38



From the above, it is clear that we need a measure for comparing the actual or computed

behavior of a system with the desired behavior. This measure, which is usually called the
cost function is denoted by E (%) . The problem of optimization is reduced to choosing

such that E (%) is minimized. The main advantage of system design based on an iterative
optimization procedure is its flexibility and its suitability for design automation. Despite
this advantage, we must remain aware of the difficulties that may arise when optimization
algorithms are applied to system design. An unreliable solution is usually the result of an
inappropriate formulation of the design problem, a wrong choice of the optimization algo-

rithm or a lack of knowledge of the difficulties that may arise.

In the mathematical treatment of optimization procedures, we deal with the vector of

parameter increments
- T
AX = [Ax, Ax,, ... Axy]
the sensitivity of the objective function

T
VE(%) = [aE oE aE] ’

a‘_‘xl, a?;. ceey a'TN

and the Hessian matrix H (%) of second derivatives of E (%) with respect to X, that is, an
NxN symmetric matrix whose i —j entry is 9°E/ ax,.axj. An N-dimensional Taylor-series

expansion of the objective function E (X) can be written as
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E(X+A%) = E(X) +AE(X) (2.29)

- E@) + [VE(.?)]TA.?+-21-[A.?] TR(3) [AX] + ...

The above equation is a scalar equation, in which Ax and VE (X) are vectors in the N-
dimensional space, while the last term is a quadratic form of the Hessian matrix A .A

necessary condition for a minimum of the objective function E (%) is

VE(X) = = 0. (2.30)

Q)IQJ
=l

An additional sufficient condition for a minimum is that the Hessian matrix H (%) be pos-

. : : Tyye - : . : .. .
itive definite. A quadratic form @ = ¥ H¥ or its associated real matrix A is positive def-

inite if for all real %, except for ¥ = 0, the quantity Q is real and positive. Solving the
optimization problem by solving the system of equations (2.30) is usually a laborious task
which involves serious difficulties. The numerous solution methods which have been
developed for optimization have the aim of avoiding these difficulties. Sensitivity (or gra-
dient) methods which require the computation of the objective function and its derivatives

(using neural network models) are considered in this thesis.

Given the function E (%) , the value of the gradient VE (%) depends upon the point

X om€ %N (denoting the nominal value of %) at which VE (%) is evaluated. If the operat-

40



ing point is changed from %, to X, +AX, where AX = NMVE(X), n«1 a positive

constant, it follows that

since

E(x +AX) = E(Xnom) +1M [VE(inam) ] ! [VE(xnam) I

“nom

It is this concept that is used in all gradient methods for the optimization of performance
indices in static and dynamic systems. If f: R'x R >R , the gradient of E (X, n) with

respect to ¥ is time-varying function and we will consider functions of this type later.

In this thesis, the vector VE (%) is calculated using the neural sensitivity functions

described in Section 2.3. Gradient methods typically employ only first-order derivatives of

the objective function E (%) . There are other methods which use second-order derivatives.
The commonly used gradient method is the well-known gradient descent rule described by

(2.16).

When the objective function has the quadratic form

M 3
E@ = Y [e,(n]

i=1
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where M > N, the gradient method can be used to solve the optimization problem. The
error functions e,(x) , { = 1,..., M may be provided with weights w,, if desired. The

error function is a measure of the discrepancy between a specified system function F and
the actual or computed function F. Let us define the M > N Jacobian matrix G = [¢ij] ,

in which the i - entry is given by

The derivatives of E (%) can then be expressed as

M ae M

. 72":3,‘ =2) e,

i=1 i=1
or in vector-matrix form:
VE(&x) =2G e 2.31)

where @ is the column vector of error functions e, i = 1, ..., M. The second-order deriv-

atives are given by

2 M 2 M 2
JE de; ae d e; pY e,
ar 8xk Z [ax axk "E)_t.axk] 2 Z ¢u¢,k +2 Z €3 ox. 8 (2.32)
= ] i= l i=1
In general, the Hessian matrix H is difficult to evaluate with sufficient accuracy. This

matrix can easily be obtained from a neural network model using the direct sensitivity
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method described in Section 2.3.1 which can be used to evaluate the second-order deriva-

tives.

2.4.2. Iterative Procedure for Improving System Performance

The discussion presented here is to take advantage of a neural network’s ability to model
nonlinearities in a complex system. Since most system conditions are always changing,
keeping the system at optimum performance can be achieved using the following iterative

procedure:
1. Train a neural network model of the system using on-line data.

2. Carry out a sensitivity analysis to determine which variable(s) are the most critical to

the process.

3. Adjust one or more of these variables in the direction indicated by the sensitivity analy-
sis.

4. Wait for the next control interval and repeat the above procedure.

This procedure ensures that the system is always moving towards optimal performance for
the operating conditions that exist at the time of the analysis. If the system condition
changes or the operating conditions change, it is still possible to move toward optimal per-
formance under the existing conditions. This general framework will be used to control
congestion in computer networks, which will be the subject of discussion in the next chap-

ters.
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2.5. Conclusions

In this chapter we first introduced the concept of sensitivity and provided basic informa-
tion on how sensitivities can be evaluated from a neural network model of a (nonlinear)
system. Computational aspects of sensitivity evaluation were discussed. We have deter-
mined that an important piece of information that a system controller should know is how
the system performance is affected by changes in one or more system parameter values.
Any effect of the system function or any other system characteristics caused by a change in
one or more system parameters is referred to as sensitivity. A system parameter is called
critical if the system sensitivity with respect to this parameter is very large. A small change
in such a parameter will strongly affect the system performance. Our discussion also
showed that system sensitivity plays an important part in the design and optimization of
reliable systems. The objective of optimization is to minimize the discrepancy between the
actual and the desired system behavior. Optimization is usually an iterative process. The
main advantage of system design and control based on an iterative optimization procedure
is its flexibility and its suitability for design automation. The sensitivity concepts intro-
duced in this chapter will form the basis for the congestion control schemes described in

the rest of the thesis.



Chapter 3: Control of Dynamic Flows in Queueing

Systems

3.1. Introduction

Simply put, congestion in a queueing system is a result of a mismatch between the network
resources and the amount of traffic admitted for transmission. Consequently, congestion control
can be interpreted as the problem of matching the admitted traffic to the network resources which
in turn, can be viewed as a problem of feedback control in some types of networks (e.g.,
[Benm93}[Bol090][Kesh91b]). In computer networks, in general, frequent and unpredictably
changing traffic patterns is a common feature. Since a changing traffic may cause temporary
backlogs of data at the nodes within the network, efficient operation of the network must be
maintained through congestion control mechanisms that respond to these backlogs as etfectively
as possible. Frequent and unpredictable traffic changes produce traffic patterns that are difficult
to model accurately, especially if the interactions among traffic patterns caused by various access
and network control mechanisms are considered. Instead of imposing a specific stochastic struc-
ture on the traffic patterns (e.g., Poisson, Markov Modulated Poisson Process, etc.) and network
environment, the approach used here is to assume no specific traffic model, but to apply system
sensitivity analysis using neural network modeling to the problem. A number of applications of
neural networks to the control of communication networks have been cited in the literature (e.g.,
[ChenX92][Habi96]{IEEE9S]{IEEE97][Tarr96]). The neural network appeal can be primarily

explained by the following reasons:
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o Neural networks are essentially adaptive systems able to learn how to perform complex tasks.
Detailed description and mathematical understanding about the underlying system to be con-
trolled are not required as a neural network can learn from observations or examples during
the course of network operation. This adaptive ability is essential in congestion control where

a new environment is continuously encountered.

o Neural network control techniques are believed to be able to overcome many of the difficulties
that conventional control techniques suffer when dealing with nonlinear systems or systems
with unknown structure. Computer network models are typically nonlinear and may be sto-

chastic either in input and output or behaviour.

Since congestion is a major problem in many queueing systems, the aim of this chapter is to
examine how system sensitivities using neural network modeling can be applied to the adaptive
control of congestion in queueing systems. The development in this chapter (and also in subse-
quent ones) is motivated by ideas that are familiar in adaptive control theory. This allows us to
make parallels and use insights developed in this area. The theory is based on some heuristics and
is not backed up by the type of convergence and stability analysis which is commonly applied in

the field of linear adaptive control.

The objective of the discussion presented in this chapter is to test out the modeling and optimiza-
tion framework described with a simple control problem. This discussion sets the tone for the
other research material to be presented later in the thesis. The control technique described here is
also a simplified alternative to the one developed in [ChenX92] which describes an adaptive neu-
ral congestion control scheme employing two neural network models, one as a neural emulator of

the system dynamics, and the other as a neural controller.

46



The congestion control approach adopted here is as follows: The level of network congestion is
monitored through the occupancy or queueing delay y of a network buffer, with the control target
being some threshold r. Based on the difference between y and r, the congestion controller associ-
ated with a connection periodically calculates an admission rate and supplies the source with the
result of the calculation. In turn, the traffic source adapts its transmission rate to a level not
exceeding the rate allowed by the controller. Given this framework, the main question is how the
admission rate should be calculated so that the network performance is sufficiently good. We give
here the answer to this question for a single source transmitting data into a network node buffer
whose service rate changes with time because connections are being set-up and terminated, and
because their sources do not maintain constant data rates. This means the available capacity in a
transmission link for a single connection is reduced (or increased) by an unspecified disturbance
term which represents the capacity assigned (or given up) to traffic from other connections shar-

ing the link.

3.2. Basic Congestion Control Model

The congestion control problem considered here consists in adaptively regulating access of exter-
nal traffic into a queueing system to guarantee the desired performance given in the form of a per-
formance bound. Let y(n) define the external traffic arrival rate and r(n) be the required
performance bound; y(n) denotes the performance observed from the network at time n. r(n) and
y(n) can be measured as the queueing delay, queue length or any performance measure of inter-
est. The objective of the control is, to devise an adaptive controller placed at the entrance of the
queueing system that will maximize the input traffic to the system within the specified perform-

ance bound. The absence of control on traffic load can lead to severe violation of the given per-
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formance bound. The actual traffic rate admitted to the network by the controller is described by
A (n) , with the traffic constraint 0 < A (n) <y (n) . We describe the congestion control mecha-

nism by the control variable u(n), defining the portion of the offered traffic W (n) that can be

admitted to the network, i.e.,

A(n) = u(n)y(n). 3.

The control problem is represented by the diagram given in Figure 3.1.

u(nleA(n) . y(n)~ e(n)
controller | queueing system

v (n)

+

r(n)

FIGURE 3.1. General congestion control problem.

Thus, the control problem in terms of the bounded performance and the traffic constraint can be
stated as follows:

max, . A(n)

s.t. y(n) <r(n)

O0<u(n) £1.

Reference [ChenX92] describes an adaptive neural control scheme for the above congestion con-
trol problem using the so-called indirect control model [Nare90]. This congestion control model
employs two neural network models, one as a neural emulator of the queueing system dynamics,
and the other as a neural controller. In this chapter, we propose an alternative approach which
simplifies the formulation of the control signals and obtain good control performance using a

simulation test example described in [ChenX92].
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3.3. Indirect Adaptive Congestion Control Model

The aim of the neural controller shown in Figure 3.1 is to make control decisions over A based on
real-time interaction with the queueing system. Owing to a time-dependent relationship, the con-
trol decision A depends on the history of the observed performance and the traffic input rate.

Without loss of generality, the A that we have control over takes the form
A(n) = Gly(n), A(n=-1),...A(n-m),y(n),y(n-1), cayn=0171, (3.2)

where A(n-1§),i=1,2,....,m and y(n—-j),j = 0,1,2, ..., are the time series of control-
led traffic input rates and performance observations, respectively. The dimension of the function

G, (m+1+2), depends on the complexity of the network queueing system considered and on

the control accuracy required. Substituting Eq. (3.2) into (3.1). we obtain

A(n)/y(n) (3.3)
Hly(n) . A(n=-1),...A(n-m),y(n),y(n-1),....y(n=-1]

un)

where W (n) is absorbed into the function H. Since the dynamics of the queueing system (i.c.,
function H) is assumed unknown, a neural network is used to learn the relationship between the
control variable u(n) and the system dynamics. The neural network for the controller has
(m + [ +2) inputs that are the delayed values of relevant signals and one output that can be writ-

ten as

u(n) = I?[w(n),k(n— 1),...A(n=-m),y(n),y(n-1),...,y(n-10);W] (3.4

where W represents the adjustable weights of the neural controller. Referring to Figure 3.1, the

error signal for the neural controller is
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e.(n) =r(n)-y(n). (3.5)

It can be seen from Figure 3.1 that the error backpropagation algorithm cannot be applied directly
to the neural controller because of the location of the (queueing) system. The error e (n) cannot
be propagated through the (queueing) system, and there is no direct learning algorithm available
to propagate this error back to the controller. Below we describe three methods that can be used
to solve this problem, the simplest and most effective of which is the direct congestion control
architecture proposed in this chapter. Before we describe our approach based on a direct control
architecture, we give an overview of the perturbation method for error backpropagation, and then

the indirect congestion control architecture proposed in [ChenX92].

3.3.1. Perturbation Method

As described above, we cannot apply the error backpropagation training for the configuration in
Figure 3.1 directly because only the error between the accessible system output y and its desired
output r is known to the user. The error (r-y) must therefore be reduced to the input of the

queueing system first. The customary error backpropagation rule

(3.6)

for weight adjustment within the neural network can be rewritten in the form involving the neural

controller output u« as follows:

dE 9dA(n)du(n) JoE au (n)

AW = N aun) aw - aam ¥ v(m Sy

3D
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where the system output error E can be expressed as

E = %[r(n) —y(m1°. 3.8)

To compute the error E reflected at the (queueing) system’s input we assume that the system is

described with the following algebraic equation:
v=y (A) . 3.9

The output error E propagates back to the input of the system and dE/dA (n) can be computed

as follows

JdE dy (n)
—m = [r(n) —y(n)]a———l(n) . (3.10)

It can be seen from Eq. (3.10) that the system output error (r —y) propagates back to the system
according to the gradient function (or sensitivity coefficient) dy/dA . This describes the perform-

ance of the linearized system (3.9) taken at the system's operating point.

If the system equation (3.9) is known, then dy/dA can be easily produced in an analytical form
at the system’s operating point. If the system is not known, dy/dA can be determined by deviat-
ing the system’s input by the amount AA from its operating point and then measuring the result-
ing change Ay as described in Chapter 2. It involves the introduction of small perturbations of
the input A in both the positive and negative directions. The resultant perturbations of the output
y in each direction for each input perturbation are measured and averaged. The sensitivity coeffi-
cient is then taken as A_y/ A\, where the averages are taken over the perturbations in the positive
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and negative directions. This approach is called the perturbation method and allows for measure-
ment or simulation of approximate values of the gradient dy/dA. The perturbation method

yields approximate values only of dy/dA since it involves finite differences Ay and AA rather
than infinitesimal differentials. In general, the applicability and usefulness of such measurements
for our queueing system is limited. Another problem is that the values are valid only for the par-
ticular location in the problem space represented by the values of the input and output before they
are perturbed. Next, we describe another approach which overcomes the limitation of the pertur-
bation method by employing a second neural network to emulate the dynamics of the queueing

system.

3.3.2. Indirect Congestion Control Architecture

In reference [ChenX92], a second neural network is employed to overcome the above difficulty
by using the so-called indirect control model [Nare90]. This added neural network is trained to be
an emulator of the queueing system. This is to enable the translation of the error signal to the out-
put error of the controller through the neural emulator. This section summarizes the main ideas of
the approach used in [ChenX90]. We also extend the discussion in [ChenX92] by describing how
to derive some specific gradient functions needed for the control model. The dynamics of the

queueing system can be described by an unknown function

y(n+1) = f[A(n),A(n=-1),...,A(n-m),y(n),y(n-1),....,y(n-0]. (3.11)

The overall structure of the congestion control scheme is therefore as shown in Figure 3.2.
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FIGURE 3.2. Indirect adaptive congestion control scheme.

The output of the emulator is

y(n+1) =}‘[l(n).)\.(n— ), ...A(n-m),y(n),y(n-1),....,y(n=-0; V], 312

where V represents the weights of the neural emulator. The learning of the neural emulator to
approximate the function f is a straightforward application of backpropagation neural network,

with the following error signal and adaptation of weights:

_ . _ 1 an(n)
e, (n) =y(n)-y(n), AV‘_E” 3V

(3.13)
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To compute the gradient for the adjustment of weights W in Eq. (3.5), the chain rule is applied to

the error function ei (n) , yielding the result

aei(") _ ay (n) du (n) _
W = =2[r(n) —y(n)]mw(n)—gw— , (3.14)

where dy (n) /dA (n) is replaced by 99 (n) /oA (n) as y(n) tends to approach y(n) asymptot-

ically. This expression describes the propagation of the error e, (n) backward through the emu-

lator and down into the controller where the weights W are updated. The neural emulator in a

sense translates the error in the final output of the queueing system to the equivalent error in the
controller output. a3 (n) /A (n) and du(n)/dW are referred to as backpropagation-to-input

and backpropagation-to-weights, respectively. The quantity 99 (n) /dA (n) can be calculated by
using techniques similar to the error backpropagation algorithm, although some minor modifica-

tion is needed. If we approximate the system output y(n) by the one-step ahead prediction

$(n+ 1), then the gradient 39 (n+ 1) /A (n) can be determined as explained in Chapter 2

which can be applied to a backpropagation neural network with any number of layers.

It can be seen from Figure 3.2 that there is no feedback loop in the neural emulator as the delayed
inputs come from the system (the so-called series-parallel model). In contrast, the computation
of du (n) /dW (i.e., A (n) /OW) is affected by the past values of A (n—1i) , (1 £i<m)because
of the feedback from the output of the neural controller to its input (i.e., a recurrent neural net-

work). For a recurrent backpropagation neural network, modification must be made to evaluate



the gradient du(n)/0W. It can be verified from variational calculus and Eq. (3.4) that

du (n) /AW is the solution of the following difference equation:

du(n) _ 3l A . du(n-i)
W oW Lae-nv T T aw 3.15)

It should be noticed that /W and du (n) /W differ in that the former treats the inputs as

constants. Since dH /90X (n—-i) and du (n-i)/9dW can be computed on-line at every instant of

time, the desired gradient can be generated accordingly. Since the first term of Eq. (3.15) reflects
the previous basic learning algorithm, the recurrent or dynamic algorithm requires much more

computation effort.

In general, the learning control algorithm proceeds in two phases. In the first phase, the emulator
is trained using the basic backpropagation learning algorithm. In the second phase, the controller
is trained across the composed network. During the second phase only the weights of the control-
ler are changed, and the weights of the emulator are held fixed. The error signal is propagated
through the trained or partially trained emulator for the adaptation of the controller weights. The
controller is then able to control correctly the traffic input rate by using the emulator as a guide.
In practice, it is not necessary that the training of the neural emulator always precedes the train-
ing of the neural controller. Identification and control can be done simultaneously in on-line con-
trol. As the emulator begins to be trained, the control errors decrease and consequently the

controller improves.
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34. Direct Adaptive Congestion Control Model

Queueing System

u(n) [_,
L ——»

Controller

FIGURE 3.3. Direct adaptive congestion control scheme.

In this section, we propose an alternative congestion control approach which simplifies the for-

mulation of the control signals [Awey98a][Awey98c|[Awey98e]. Figure 3.3 shows the structure

of the direct adaptive congestion control scheme. Assume the queueing system can be expressed

by Eq. (3.11). The purposc of the control algorithm is to select a control signal u(n), such that the
output of the system y(n) is made as close as possible to a pre-specified reference r(n). Using the

so-called series-parallel model, the input to the neural network is

P=([A(n),A(n=-1),...A(n-m),y(n),y(n=1),....,y(n=-01, (3.16)

and the neural model for the unknown system can be expressed by Eq. (3.12). The control signal

can be selected such that  (n + 1) is made as close as possible to r(n+1). A cost function is min-
imized in order to obtain the optimal control for the next control interval. The performance index

is usually of the general form [Sage68]

J = r!C(.g(t),.ge(t),u(t) )dr. 3.17)

fo
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where x (¢) is the vector of state variables of the controlled process and J_re (#) the desired state.
C denotes the cost function, and it can be defined as the distance between the actual system state
x(1) and the desired state )_Ce (#) . C is minimized by selecting the optimal control w*(s),

fgS1<1y. Since the controlled process is stochastic, C should be considered as an expected

value. If we consider directly the minimization of C, a large amount of computation is involved
for each iteration. The common way to reduce the amount of computation per iteration is to base

the control variable updates on the instantaneous performance index
J = CL.:([),.;e(t).u(t)). (3.18)

For our purpose, we define a simple cost function as follows

J = %ez(n+1) = %[r(n+ 1) —j}(n+1)]2. (3.19)

The control signal u(n) should therefore be selected to minimize J. A well-known example of a
minimization procedure is the gradient descent rule. In the discrete-time case, the control variable

is updated according to the rule

aJ

- T| m . 3.20)

u(n+1) = u(n) +Au(n) = u(n)

where 1 > 0 is the control learning rate. It can be seen that the controller relies on the approxi-

mation made by the neural network to determine the appropriate control signal. Therefore, it is

necessary that y (n + 1) approaches the real system output y(n+1) asymptotically. This can be
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achieved by keeping the neural network training on-line. Differentiating (3.19) with respect to

u(n), we obtain

—e(n+ ”“’(")@a(—xn(in)ﬂ , 321)

ol _ 39 (ntaA(n) _
du(n) e(n+1) oA (n) du(n)

where 95 (n+ 1) /70X (n) is the dynamic sensitivity derivative. An algorithm for computing the

dynamic sensitivity derivatives 09 (n+ 1) /A (n) is given below. This algorithm is based on

the direct method for sensitivity analysis described in Chapter 2. Substituting (3.21) into (3.20),

we have

J(n+1)

dA (n) (3.22)

u(n+1) = u(n) +ne(n+l)y(n)

The dynamic sensitivity derivatives are analytically evaluated by using the known neural network

structure [Awey98d]. In [Lia093], a different approach is used to estimate the sensitivity of the
performance index VJ(n) = dJ/9du (n) . The approach employs a cross-correlation technique
for process sensitivity analysis (i.e., identification of V.J(n) ), where the perturbation signal is a

binary random signal.

A control structure based on a neural PID-like control strategy can be developed by redefining

(3.19) in the following form

J = %ez(n+1) +%Be2(n+l)+%7e 2(n+1), (3.23)
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where the error and its higher order derivatives are given by e(n+1) = r(n+1) -y(n+1),
e (n+l) =e(n+1)-e(n),e (n+l) =e (n+1)-e (n), and B.v are weighting fac-

tors. This development is given in Appendix C.

3.4.1. The Dynamic Sensitivity Derivatives

Input Layer Layer 1 Layer p Layer p,
r = = =Qutput Layer

!
|
|
I
I

~

—
=
+
—

| [ [} -+ 1)1
Lwe! T lwed

b - - d

a). Feedforward neural model for deriving
3y (n+1)/3A(n).

Layer p-1 Layerp

b). Interconnection of neurons.

FIGURE 3.4. Neural network for computing the dynamic sensitivity derivatives.
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A key requirement for deriving the control algorithm is the determination of the dynamic sensi-

tivity derivatives a3 (n + 1) /9A (n) . Suppose the feedforward neural network used to model the
system dynamics is shown in Figure 3.4. Let us define the following parameters: Total number of

layers, p,; Layers are numbered, p = 1,2, ..., p,; Neurons are numbered, i = 1, 2,..., me,s

Input layer, P = X(O), where P(n) = [y(n),....y(n=0,A(n), ....k(n—m)]r; Output

Mep-y

~ ) -1
layer, y(n+ 1) = X . For each neuron x,.(p) = g(zi(p) ), where zi(p) = Z W,.(jp)xj(p )

ji=1
-X -X . . o v . . .
and g(x) = ( l-e )/ L l+e J for example. The dynamic sensitivity derivative

a9 (n+ 1) /dX(n) is computed using the algorithm in Figure 3.5 which can be applied to a

feedforward neural network with any number of layers [Awey98c].



Algorithm for computing a7 (n + 1) /dA(n) :

Define local gradient for layer p, neuron i

2] .

g (zi ) if p=p,
s(p) = m(pal)

]

(Pl (peD) ) .
)3 (sjp Wil )g (Z«‘p ) it 1<p<p,

j=t

where the input layer X(o) = P(n).
Computation Steps:

Step 1: Compute 81.(“ Jo=L2.om,  starting fromp = p,, then
backpropagate in neural network recursively to obtain 5](" ) for
p=p-Lp-2..21.

0 . . . (0}
Step 2: Suppose A(n) = x;  (ie,elementi = {+2 of X ), then

Mty
BWn+l) _ g g, )
MA(m) — &=

FIGURE 3.5. Algorithm for computing the dynamic sensitivity derivatives.

3.4.2. Heuristics for Control Step Size Adaptation

The gradient descent procedure has some well known drawbacks. The first, and simplest one, is
just the difficulty in the choice of the value of 7. Too small a value will result in a very slow con-
vergence, while if the value is too large, the optimization process will diverge, instead of converg-
ing to a minimum of the cost function. In the presence of a new control problem, the best value
for this parameter is not known, and in fact it will often vary during the course of the optimiza-

tion. Some heuristics for improving the control performance of the gradient descent method are
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proposed below [Awey98b][Awey98c][Awey98e] based upon the observations given in

[JacoV88].
Heuristic 3.1:

When the derivative of the cost function VJ (n) with respect to a control has the same alge-
braic sign for several consecutive iterations of the algorithm, the control rate parameter

should be increased.

Heuristic 3.2:

When the algebraic sign of VJ (n) alternates for several consecutive iterations of the algo-

rithm, the control rate parameter should be decreased.

The intent of the heuristics stated here is to ease the choice of the parameter 1, so that with a rea-
sonably chosen starting value, and with periodic adaptation of this parameter, effective control
can be attained. There exist several possible implementations of the heuristics described above.
Here, we consider only two approaches. Another implementation using fuzzy logic control is

given in [Awey98b].

3.4.2.1. Exponentially Weighted Sum Approach

The exponentially weighted sum approach implements the heuristics through the addition of a
new term to the control update equation [Awey98a][Awey98e]. At time step n, the control is

updated according to the following rule:

Au(n) = - (1-)&EVJ(n) +aAu(n-1), (3.24)
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where 1 = (1 —a)§ is the control learning rate, € (0, 1] is a scaling factor, and « is the
exponential weighting factor that determines the relative contribution of the current and past
derivatives VJ to the current control change. Using the exponentially weighted sum method, the

current control update can be expressed as

Au(n) = 1Y o'VI(n-i). (3.25)
i=0

This contribution is the exponentially weighted sum of the current and past derivatives VJ where
a is the base and the time trom the current time step is the exponent. The exponentially weighted
sum method corresponds in fact to a recursive low-pass filtering of the gradient of the cost func-
tion (see Figure 3.6). It has the effect of attenuating “high frequency” oscillations in the control
updates, and amplifying the “DC” components. A large value of N may cause oscillations in the
control updates. To dampen these oscillations down, the exponentially weighted term with coetfi-
cient & can be used. Broadly, n acts as a “gain” coefficient and o as a “‘damping” coefficient

which has the effect of damping oscillations in the control updates.

Vi(n) - + Au (n) >

FIGURE 3.6. Exponentially weighted sum approach for control step size adaptation.

Proposition 3.1:

The exponentially weighted sum approach is an implementation of the heuristics.
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Proof: When consecutive derivatives V.J possess the same sign, the exponentially weighted sum
grows large in magnitude and the control is adjusted by a large amount. Similarly, when consecu-
tive derivatives V.J possess opposite signs, this sum becomes small in magnitude and the control

is adjusted by a small amount.

AA

One feature of the exponentially weighted sum method is the sensitivity of the control perform-
ance to the numerical values chosen for 1 and o.. As with the basic steepest descent rule, the best
values for these parameters are usually not known for a control problem. A wrong choice of these
parameters can result in poor system performance, so an optimization scheme is required that

employs continuously adaptive coefficients, which is the next subject of discussion.

3.4.2.2. Exponential Increase/Decrease Approach

In this approach we consider a direct implementation of the heuristics [Awey98c|[Awey98e]. To
simplity the discussions and to illustrate how this approach works, we consider the following
simplified implementation. If in two successive iterations the gradient values VJ have opposite
signs, that means that we have jumped over a minimurm and that the control step size is too large.
On the other hand, if two successive signs are equal, it appears that the control rate could have
moved somewhat faster, while still not passing the minimum. The basic heuristic for adaptation is
then simply to decrease the control step size if two successive gradients have opposite signs, and
to increase it if they have the same sign. In practice, it may be appropriate to carry out the adap-
tation periodically after a number of control steps have elapsed as stated in Heuristic 1 and 2. A

tracking mechanism such as the one described below can be used for this purpose [Awey98b].



Consider, for example, if VJ (n—1) £VJ(n) and VJ(n) >VJ(n+ 1) , then the change in gra-
dient CG(n) = VJ(n) =VJ(n-1)20 and CG(n+1) = VJ(n+1) -VJ(n) <0. This
means there has been a sign change from iteration (n - 1) to iteration (n+ 1) of the algorithm.

Let us therefore introduce the sign change parameter,

SC(n) = 1-|2(sgn(CG(n-1)) +sgn(CG(aN1|, (3.26)

where the hard limiter sgn (x) = 1, if x>0, and -1 otherwise. The factor 1/2 is to ensure CG is
either O (no sign change) or 1 (one sign change). The cumulative sum of CG (or CSC) thus reflect

the history of the sign changes, i.e.,
CSC(n) = SC(n) +85C(n-1) +SC(n-2) +... 3.2

The bigger the CSC, the more frequent the sign changes have occurred. For example, for a ten

step tracking of the sign changes, we define

n
CSC(n) = ) SCh). (3.28)

k=n-9
Tracking of the sign change over a number of consecutive iterations, simplifies the control
scheme since the control step size is not expected to vary significantly from one control step to
the other. We propose using an exponential increase and an exponential decrease of the control
step size. More specifically, for a simple one step adaptation example, we will update the control

step size according to

N(n+1) = hn(n) if dJ/du(n) and dJ/du(n—1) have the same sign, (3.29)
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n(n+1) = dn(n) if dJ/0u(n) and 3J/du (n —1) have opposite signs, (3.30)

where h and d are factors slightly above and below 1, respectively (e.g., # = 1.2 and d = 0.7). The

update of the control parameter can then be performed by

u(n+1l) =u(n)-n(n+1)5—f(—jn—)- (3.31)

In the situation in which the optimal value of the control step size were constant throughout the
minimization process, the step size would exponentially increase from its initial value, being
multiplicd by A in each iteration (or, alternately, it would continually decrease, being multiplied
by d in each iteration), until it would just pass its optimal value. After that, it would keep in a
small oscillation around the optimal value, being multiplied by & when above that value, and by h
when below it. In real situations, each control step size will normally have periods of exponential
increase or decrcase, interspersed with periods of oscillation, as the optimization process

progresses.

The choice of the values of the factors A and d for the adaptation must result from a compromise
between a fast adaptation (which would require values much above and below 1, respectively)
and a small oscillation around the optimal step sizes (which would demand values as close to 1 as
possible). In practice, we have found that values close to 1 (h in the range 1.1 - 1.3 and d in the

range 0.7 - 0.9, approximately) generally yield good results, and that the exact values that are

chosen within these ranges are not crucial in any way, as longas d= 1/h.

Even with an adaptive control step size, the use of the exponentially weighted term will still be of

advantage [Awey98e]. The control filtering can be applied to the gradient component before mul-

tiplying by the adaptive step size. The control update equation (3.31) can be replaced by



u(n+1) =u(n) —mn+Dv(n), (3.32)

where

v(n) = +oav(n-1), (3.33)

aJ
du(n)
o being the exponential weighting parameter and v(0) = 0. The exponential increase or
decrease of the control step size can, in some situations, lcad to overflow or underflow situations.
To prevent this, upper and lower bounds to the control step size can be set. These bounds can be,
respectively, a few orders of magnitude below the largest representable number, and a few orders

of magnitude above the smallest representable positive number, for the system under considera-

tion.

3.5. Numerical Results

In this section, a dynamic queueing model taken from [Agne76] and [Fili88] is used to test the
performance of the proposed congestion control technique. Similar to the reasons given in
[ChenX92], this model with known dynamics is chosen so that the performance of the control
technique can be easily checked. Only a first-order difference approximation for this model is
assumed, which is aimed at the development of a model that can be conveniently used for evalu-
ating the performance of the control system. This is done to simplify the model presentation and
to focus on the congestion control mechanism. For the system model, we consider an M/D/1

dynamic queueing model which is govemed by the difference equation

y(n+1) = fly(n)]l +A(n), where the function f  has the form
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fly(n)] = ,./ [y2 (n) + l] -1, which is assumed to be unknown, and y(n) and A (n) represent
the time-dependent average queueing delay and arrival rate, respectively. The time units are nor-
malized such that the queue service capacity is equal to one. The objective of the control is to reg-
ulate the queue arrival rate A (n) subject to the queueing delay bound r(n) specified. The
external input rate to the queue is assumed to be
vy (n) = 0.6+0.2sin (nn/20) +0.1sin (xn/100) and the desired queueing delay bound

r(n) = 1.5+0.5sin (nn/250) . In an actual system, in place of the sample-path values

obtained from the above queueing model, the quantities y (n) , A (n) and y(n) will represent
real-time measured (or sample) values taken at every control interval. The system models and
control algorithms can then be derived from these real-time measurements. In the control
scheme, on-line learning is necessary because the training pattern for the neural network changes
with time. The on-line control and neural network training algorithm for the control scheme is
given in Figure 3.7. In this chapter, we adopt a one-step adaptation of the control step size,
although in practice it may be appropriate to carry out the adaptation periodically after a number

of control steps have elapsed.
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At time instant n:
Step |: Get measurement of the system input and output: A (n) , y(n)
Get output reference: rin+1)

Available system history: A(n - 1), ..., A(n-m) , y(n-1),..,y(n-10) .
Neural network history: y (n), Si(p) (n-1) ..:l.(p) (n-1) , for all layers p and all nodes i.

Step 2: Neural network feedforward to compute y (n+1) .

Neural network backpropagation to compute 9y (n+ 1) /dA (n) .
Step 3: Control and adaptation:
Compute gradient function V.J (n) = 8J/du(n) .
Adapt control learning rate parameter 1 (if necessary).
Compute control input u(n+1).
Step4: Using [y (n) -y(n)] as neural network error to update neural network weights:
. -1
aw? (m) = -Blrm) -y 18 (=15 (-1 +v8w ] (n-1)
(p)
wfj,p) =w, +Aw‘,(j") (n),
forp =pap, - bii= L2 v ) J= L2, S AT
B - Neural network learning rate; y - Neural network momentum constant

Step 5: Nextinterval, ne=n+ 1, goto Step L.

Note:  Steps 3 and 4 can be done in parallel.

FIGURE 3.7. Algorithm for on-line congestion control and neural network training,

Although the search for the right control parameter can be done off-line through a trial and error
adjustment of the parameter, this process is usually slow and is not suitable for real time opera-

tion. Through a trial and error adjustment, good control parameters were obtained for the simula-

tion example as shown in Figure 3.8. In fact the chosen value will often vary during the operation

of the system when it is used as the initial value for the control optimization process as shown in

Figure 3.9. Figures 3.10 and 3.11 show that the exponential increase/decrease adaptation of the
control step size with values of h and d close to 1 (A in the range 1.1 - 1.3 and d in the range 0.7 -

0.9, approximately) yield good results even though the initial control step sizes were not “opti-
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mally” chosen. The cases of 1 = 0.01, & = 0.05 (n = 5, & = 0.05) result in weak (strong)
control performance. The choice of the values of the factors & and d for the control step size adap-
tation must result from a compromise between a fast adaptation and a small oscillation around the

optimal step sizes. As seen in Figures 3.10 and 3.11, increase/decrease parameters of
h = 1.3,d = 0.7 give fast control step adaptation that results in the desired system performance
being met in a smaller number of iterations. In Figure 3.10 with n = 0.0l,a = 0.05, for
instance, when £ = 1.3,d = 0.7, it takes approximately 50 iterations for the system delay spec-
ifications to be met, while for # = 1.1,d = 0.9 it takes about 250 iterations. The main benefits
of the control step size adaptation procedure is that the system eventually converges to optimal

performance even if the initial choice of the step size is not good, and also, the step size is contin-

uously adjusted when a new environment is encountered.
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3.6. The Congestion Control Problem with Control Loop Delay

In this section, we extend the above discussion to include a congestion control framework that
accounts for the effects of delayed observations in the system. The model described here reflects
more closely the conditions found in computer networks where there can be significant delays in
transferring information from a data source to the destination. The control models described in
the next two chapters will assume the framework presented here. The objective of the discussion
presented above is to test out in detail the modeling and optimization framework with a simple
congestion control problem. This discussion sets the tone for the other research material to be
presented in the subsequent chapters. We describe here, a congestion control framework for a low
priority class of service in a computer network in which the source rates are dynamically adjusted
to the amount of resources available in the network. Some data applications typically do not
require a guaranteed throughput and specific end-to-end delay bounds (e.g., [ATMF96]). They
can adapt to time-varying throughput (i.e., share whatever bandwidth is available) and tolerate
unpredictable packet delays. For these applications, closed-loop control can be applied. We refer
to the traffic generated by these applications as low-priority traffic. The nature of the low priority
traffic is different from the high priority traffic (which require service with a guaranteed through-
put and delay bounds). The low priority traffic will share the available bandwidth which is what-
ever bandwidth exists in excess of the high priority traffic (see Figure 3.12). A portion of the link
bandwidth is consumed by the instantaneous high priority traffic. The low priority traffic has
access to bandwidth only when no high priority traffic is waiting for transmission. Thus, the low
priority traffic is allowed to use bandwidth that would otherwise be unused, increasing the link

utilization without affecting the service quality of the high priority traffic.
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The available bandwidth and the share of the bandwidth to each low priority traffic connection
will fluctuate dynamically due to randomness in the high priority traffic and changes in the
number of low priority connections sharing the available bandwidth. The low priority sources
continually adapt their rates to their shares of the time-varying excess bandwidth. The perform-
ance of the network will depend on how well the sources can match their rates to the available
bandwidth. Some amount of bandwidth mismatch is inevitable because delays (i.e., propagation
delays, queueing delays, processing delays, etc.) are unavoidable in getting feedback information
through the network. The potential mismatch between the source rates and the available band-
width implies that buffering will be necessary in the network. Buffers will be used to absorb the
low priority traffic during the momentary intervals when the source rates exceed the available
bandwidth. The required amount of buffers is thus proportional to the bandwidth mismatch and

feedback delay.

Bandwidth
4
Link
Capacity Available to low priority traffic
Available to high priority traffic

time

FIGURE 3.12. Example of excess bandwidth available for low priority traffic.

The dynamic nature of the low priority service can be seen from the feedback model shown in
Figure 3.13. The buffer depicts the “bottleneck” link (the most constraining link along the con-
nection), and the available bandwidth A () on this link can fluctuate arbitrarily between zero

and the full link capacity Ap, ;. The source adjusts its rate A, (n) to a time-delayed version of
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A(n), thatis, A, (n) = A(n—-d), where d is the round-trip delay through the network. The
buffer absorbs the traffic during the periods when A, (n) > X (n) and releases its contents (if
any) when A, (n) <A(n). It can be seen that, in the worst case, the buffer can fill up to

A.....- d, which is commonly called the bandwidth-delay product of the network. The two fac-

TOT
tors represent the maximum possible bandwidth mismatch and the maximum duration of the mis-
malch, respeclively. The large bandwidth-delay product in high-spced nctworks, especially over
wide areas, implies that large queues may accumulate and hence large low priority traffic buffers
will probably be necessary if packet losses must be low. Since large queues may be possible, the
network cannot guarantee strict bounds on end-to-end packet delays or packet delay variations
even if the low priority traffic sources adapt their rates properly. Thus, the low priority service is
appropriate only for applications which can adapt their rates to the time-varying available band-

width and tolerate unpredictable packet dclays.

Available
Source rate Buffer bandwidth

GLL(n) = A(n-d) — Ok(n)
round-trip delay d

FIGURE 3.13. Example of a source matching its rate to the available bandwidth with feedback delay.

We consider a control model where a network node carries traffic from different connections hav-

ing various requirements mapped into, for example, the following traffic classes: Ay1» Ay, and

A, , with A, as the highest class. The network node is composed of three queues dedicated to

the three types of traffic. A server schedules packets according to priorities as indicated in Figure
76



3.14 for the A, , Ay,, and A, queues. The rate control algorithm has to compute the available
bandwidth left by the A, and A, traffic. The parameters and variables of the A, queue fora
given network node are: y(n) (number of XL packets waiting at time n), r(n) (queue threshold at

time n, usually r(n) = r = constant), and M(n) (number of low priority traffic connections

established through the node at time n). The capacity of the node’s output link is A7

The congestion control schemes developed in the next two chapters will be based on the model

described above.
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FIGURE 3.14. A single bottleneck network node configuration,

3.7. Conclusions

We have examined in this chapter how sensitivity functions using neural networks and a simple
gradient descent rule can be applied to the adaptive control of congestion in queueing systems.

As an alternative to the congestion control technique based on the indirect control architecture, a
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direct adaptive congestion control scheme based upon a neural model and a gradient descend rule
is presented. Two heuristics are described for tuning the values of the control learning rate of the
gradient descend control technique to improve its performance. We described two implementa-
tions of the heuristics, namely an exponential weighted sum approach and an exponential
increase/decrease method. The numerical results show that substantial improvements in system
performance can be obtained when these methods are used for control. The development in this
chapter and the rest of the thesis is motivated by ideas that are familiar in adaptive control. This
allows us to make parallels and use insights developed in this area. The theory is based on some
heuristics and is not backed up by the type of convergence and stability analysis which is com-
monly applied in the field of linear adaptive control. However, it becomes apparent that the neural
network approach provides a conceptual basis and a procedure tor nonlinear prediction and con-
trol. Some of the issues that arise in the application of adaptive control are stabilizability and
solvability of the control model. Neither of these issues have been completely resolved in the lin-
ear adaptive theory and it is likely that the nonlinear problem is going to be harder to deal with. In
the next two chapters, we will extend the basic congestion control model described here to

account for the effects of delayed observations in the system.
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Chapter 4: Single Bit Congestion Indication and

Control using Sensitivity Functions

4.1. Introduction

A number of binary feedback congestion control schemes have been reported in the litera-
ture [ATMF96][Bolo90][Chiu89][Rama88][Yin94]. The basic binary feedback scheme
operates as follows. The network provides some information about the state of congestion
by giving a binary indication of whether or not congestion has been encountered along the
connection. The data source generates packets with a “‘congestion bit” in the packet header
equal to O meaning no congestion. Any congested node along the path can change the con-
gestion bil in the packet to | to indicate congestion at that node. The destination end sys-
tem monitors the congestion bits of received packets and returns a feedback message to the
source with congestion information. The source then adjusts its rate in an additive increase
manner (when the feedback message indicates no congestion) or in a multiplicative

decrease manner (when the feedback message indicates congestion).

This chapter presents a new binary feedback congestion control scheme in which the set-
ting of the single bit congestion indication communicated back to the data sources by the
network nodes is based upon the sign of the sensitivity of a system performance function
[Awey98f][Awey98g][Awey98h]. The sign of the performance sensitivity function gives
the optimal direction for the data source rate adjustment which can be done in an additive

increase/multiplicative decrease manner [Chiu89}[Rama88]. The proposed scheme uses a
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simple neural network model of the system dynamics to determine the performance sensi-
tivity function. In this chapter, we compare the performance of the proposed sensitivity-
based binary feedback congestion control scheme to the conventional queue fill threshold-

ing approach.

4.2. Congestion Bit Setting based on Queue Length

Congestion detection and congestion bit setting based on queue length is the simplest and
commonly used binary feedback congestion control scheme. The congestion state is tradi-
tionally determined by the average or instantaneous number of packets queued, g (n) , in
the internodal link or destination end system buffer at time instant n (see Figure 4.1).
When the queue length reaches a predetermined threshold, r, the packets passing through
the queue will have the congestion bit set to ‘‘congestion experienced”
[ATMF96][Rama88][Yin94]. The main advantage of the queue-based scheme is its low
complexity, because the absolute queue length can be monitored by a single counter. How-
ever, it is not an effective method for congestion detection and control, and can produce
large queues in the network nodes. The detection of congestion occurrence has to be
delayed by the amount of time required to build up the queue. Similarly, the detection of
congestion resolution is also delayed by the amount of time required to drain the queue.
For a single queue threshold, the congestion bit s(n) is 0 or 1 depending upon whether the
queue at time instant n is g (n) <r or g (n) 2 r, respectively. For an additive increase/

multiplicative decrease source rate control algorithm, we have
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A(n)+a, q(n-t)<r ore(n-1) >0

An+1) = { @.1

ka(n), q(n-1)2r or e(n-1) <0,

where a,>0 is an additive increase factor, 0 <mp, < 1 is a multiplicative decrease factor,

e(n-t) = r—q(n-7) is an error function, and T is the delay in conveying the queue

congestion status to the source.

||Source End
| | System
l I Qucue
I | State
I =T | ]
q(n) L ]
I Rate ‘I \’- Congestion| Destina“@
|| Control| Bit Set Node

T Y /ﬁntemodal Link Queuc

Feedback Signal s(n) = 0/1

FIGURE 4.1. Congestion bit setting based on queue length.

4.3. An Optimization Approach for Congestion Bit Setting

4.3.1. Basic Formulation

Assume the dynamics of the queueing system can be expressed by the following nonlinear

input-output equation

gn+1l) =flgn),q(n-1),...qn=0,A(n),A(n-1), ... A(n-m)], &2
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where g(n) is a scalar output (i.e., queue length or queueing delay), A (n) is a scalar input

(i.e, queue input rate), f[.] is the unknown nonlinear function to be estimated by a neural
network, and ! and m are the orders of {g(n)} and { A (n) }, respectively. The purpose of an
optimal control algorithm is to select a control signal A (n) , such that the output of the
system g (n) is made as close as possible to a pre-specified reference r(r) (usually
r(n) = r = constant). Using the so-called series-parallel neural model [Nare90], the

input to the neural network is
P=1[qgn).q(rn-1),...qn=0,A(n),A(n=-1), ..., A(n-m)]. 4.3)

and the neural model for the unknown system (4.2) can be expressed as
g(n+i) = }"[q(n), g (=0, A(n), ..., (n-m)], i=12,..L, 4.4)

where § (n + i) is the output of the neural network, f is the estimate of f, and L is the pre-

diction horizon (see Figure 4.2). If the neural network is adequately trained to learn the

dynamics of the system then the squared error (g (n+1) - q(n+i) )2 = g issmall, and
g(n+i) isreferred to as the i-step ahead predicted output of the system (4.2). As a result,

the control signal can be selected such that § (n + i) is made as close as possible to r.
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FIGURE 4.2. Model for multi-step ahead queue state prediction.

For our purpose, we define a cost function as follows

[r-gn+i)]” i=12 ..L. “5)

e

1 2 i
J = ie (n+i) =

The control signal A (n) (i.e., the data source rate) should therefore be selected to mini-
mize J. In the discrete-time case, the control variable is updated according to the following

gradient descent rule.

aJ
oA (n)’

A(n+1) = A(n) +Ak(n) = A(n) -M 4.6)

where 1 is the control step size. It can be seen that the minimization process (4.6) relies on

the approximation made by the neural network to determine the appropriate control signal.
Therefore, it is necessary that §(n + i) approaches the real system output g (n + i)
asymptotically. This can be achieved by keeping the neural network training on-line. Dif-

ferentiating (4.5) with respect to A (n) , we obtain

VJ(n) = i = —e(n+i)az1(—n+ﬂ i=12,..L, @.n

~ dh(n) oA (n) ’



where 9§ (n+ i) /dA (n) is known as the sensitivity or gradient of the system. Substitut-
ing (4.7) into (4.6), we have

Aln+1) = A(n) +ne(n+i)é%%(:)ﬂ, i=12,....L. 4.8)

The gradient of the system can be analytically evaluated by using the known neural net-

work structure as explained in Chapter 2. Rewriting (4.6) in the form
A(n+1) = A(n) -msgn[VJ(n)]. 4.9)

where sgn [VJ(n)] denotes the sign of VJ(n) (which can be positive or negative), we

can infer that (4.9) implements an additive increase/additive decrease source rate adjust-
ment policy. So an appealing alternative to the binary congestion control scheme based on

queue fill thresholding is the additive increase/ multiplicative decrease algorithm which
determines the change in the data source rate A (n) as a function of the sign of the sensi-
tivity of the performance index VJ(n-1). That is, the congestion bit s(n) is 0 or 1
depending upon whether the gradient of the system VJ(n) at time instantnis VJ (n) <0

or VJ(n) 20, respectively. The value of VJ as computed using Eq. (4.7) gives the opti-
mal direction for the source rate adjustment. In short, only the sign, and not the magnitude

of VJ is meaningful in this case. This sensitivity-based binary rate control scheme is illus-

trated in Figure 4.3. For an additive increase/multiplicative decrease source rate control

algorithm, we have
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A(n) +a,, VJ(n-7) <0
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a). Closed-loop sensitivity-based congestion control scheme. b). Sensitivity-based congestion detection scheme.

FIGURE 4.3. An optimization approach for congestion bit setting.

4.4. Numerical Results

In this section, we present numerical results to compare the performance of the queue-

based and sensitivity-based congestion detection and control schemes. We consider a sin-

gle connection with the following parameter set: Source peak rate A, = 100 packets/
time unit (time unit = 0.25ms), minimum rate km‘.n = 0 packets/time unit, additive

increase factor a, = A, , /16, multiplicative decrease factor m;, = 15/16. The congestion

threshold r for both schemes is set at r = 500 packets. We consider a round trip delay of 6
time units. Two bottleneck service rate patterns are assumed in the studies: sinusoidal
(integer[35 (1 + sin (21nn/T)) + 10] packets/time unit, where T is the simulation time),

and random (maximum = 80 packets/time unit). Two different prediction horizons for the
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bottleneck queue state are considered in this study: 1- and 3-step ahead predictions. The

following neural network architecture is used: 3 layer neural network (8 inputs, 8 input

neurons, 8 hidden neurons, 1 output neuron); order of g, / = 3; and order of A,m=3.

In the sensitivity-based congestion control scheme, on-line learning is necessary because

the training pattern for the neural network changes with time. We propose the on-line con-

trol and neural network training algorithm given in Figure 4.4 for the sensitivity-based

congestion control scheme [Awey98f][Awey98g]. The sensitivity  coefficients

9§ (n+1i)/9\ (n) in the algorithm can be determined using the techniques described in
Chapter 2. Specifically, the algorithm described in Figure 3.5 in Chapter 3 can be used to
compute the sensitivity coefficients. We define the following performance measures for the

simulation run, where T is the length of the simulation run:

® G = max{q(r): 0=:< T} . The maximum value of g(#). This indicates the buffer

size required at the bottleneck to avoid packet loss.
¢ The time average (}) of queue size and source rate.

R
e Variance (6~ (f) ) of queue size and source rate.

where the time average }” and variance oz(f) of a function f{r) are defined by

- _ I 2 _ l -2 ) ] .
f= T_"of (0)dt and 6™ (f) = Tj.or [f(2) —f] "dr, respectively. The simulation resuits are

given in Figures 4.5, 4.6 and 4.7, and Table 4.1 presents a summary of the results, where
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q,, and A_, denote the time average of queue size and source rate, respectively. The fol-

lowing major observations can be made from the results:

o The magnitude of the queue and source rate oscillations are smaller for the sensitivity-
based scheme than for the queue-based scheme. The sensitivity-based scheme with a 3-
step ahead queue state prediction produces better performance than the corresponding
scheme with 1-step ahead prediction. This is because for the 3-step ahead prediction
case, the feedback control signals (i.e., the binary congestion bit) received at the data
source from the network queue has not aged significantly and reflects more closely the
network conditions when compared to the 1-step ahead prediction case. In feedback-
based congestion control schemes with significant propagation delays, the control sig-
nals received at the sources can be outdated, and as a result any control response to con-
trol signals will take effect within the network only after some delay. This means the
more accurately the queue state can be predicted far into the future, the more likely the
congestion bit can be optimally set. A downside to the queue state prediction is that, the
further into the future we want to predict, the more difficult it is to obtain predictions

with small errors.

e The queue-based scheme is more sensitive to changes in the queue service rate than the
sensitivity-based scheme. In the queue-based scheme, it is observed that when there is a
significant decrease in the queue service rate for a length of time, the queue size grows
extensively beyond the previously observed values. The evolution of the queue size is
more stable for the same conditions for the sensitivity-based scheme. The variance val-

ues gives an indication of the observed quantities.
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At time instant n:

Step 1: Get measurement of the system input and output: A (n) , q(n)
Available system history: A(n-1),...,A(n-m) ,

q(n-1),....q(n=-0.

(»)

Neural network history: 3(n), 8 (n- 1), (n- 1) ,
for all layers p and all nodes i.
Step 2: Neural network feedforward to compute g (n+1i) .
Neural network backpropagation to compute 9@ (n +i) /dA(n) .
Step 3: Compute gradient tunction V./(n) = dJ/dA(n) .

1, VJi(n) 20

Set congestion bit of data packet = { 0. otherwise

Step 4: Using [§(n) -q(n)] as neural network error to update neural

network weights:

- -1
awi () = -Bla(n) - 187 (n- 15 (- 1) +yaw (n-1)
(p)
w‘.(jp) &= WU +Awl(jp) (n),
forp = Pp Py (s l,i = l.'.’....,m(p),j = 1.2.‘...m(p_l) .

B - Neural network learning rate; ¥ - Neural network momentum constant.

Step 5: Nextinterval, ne=n+ 1, gotoStep L.

Note:  Steps 3 and 4 can be done in parallel.

FIGURE 4.4. Algorithm for congestion bit setting and neural network training.
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TABLE 4.1. Summary of simulation resuits.

Time
Service 2 indexof | A 2
Approach Type Amax 9ay c (q) g av 6 (M)
max
_
Queue-based Random 1560 724.5 187569.3 757 45.1 1370.1
Sine 1556 713.8 179305.5 281 457 | 12114
Gradient: Random 1293 666.2 108986.4 | 480, 481, 4.4 878.3
L-Step 482
Sine 1428 653.3 86115.5 48 44| 10669
Gradient: Random 1307 622.9 88526.7 800 4.2 9299
3-Step
Sine 1443 628.7 89936.5 49 44.5 1139.7
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4.5. Conclusions

We have described in this chapter a new neural network-based technique for optimal con-
gestion bit setting in a binary feedback flow control scheme for computer networks. This
technique employs the sensitivity of the system performance to generate feedback from the
network to the data sources. The optimal direction for rate adjustment at the source is
based on a single bit feedback signal which depends upon the sign of the sensitivity of the
system performance index with respect to queue input rate. We have presented simulation
results on the performance of the proposed scheme and the results show that the sensitiv-
ity-based scheme has better performance compared to the conventional queue thresholding
scheme. The sensitivity-based scheme has smaller oscillations in queue size and source
rates and the oscillations do not vary significantly even if there are large changes in bottle-

neck queue service rates.

The sensitivity-based approach for congestion detection and bit setting is not intended to
solve the limitations of single-bit binary congestion control. A problem with single-bit
congestion detection and control schemes is that they generally result in large oscillations
in queue size. The main reason is that the single congestion bit can indicate only the exist-
ence of congestion somewhere along the data connection, but not the location or severity.
It also takes a complete round-trip before the congestion information returns to the source
end-system. Most implementations of the basic binary congestion control scheme have
been for sources which share a common buffer at the network node and the service disci-
pline at the node is First-Come-First-Served (FCFS). An important reason for considering

the FCFS implementation is its simplicity and low cost. However, a congested switch has



no ability to mark sources selectively. In particular, a switch will mark all sources regard-
less of the individual source’s rates. This gives rise to the “beat down” problem, where a
connection traversing multiple hops is subject to being marked more often than those tra-
versing fewer congested links (owing to the unsynchronized congestion waves at each of
these switches), with the result that its bandwidth is driven down for unacceptably long
periods of time [Benn94]. This undesirable effect is proportional to the number of tra-
versed congested links. The limitation of non-selective binary marking mechanisms
implies the need for some form of intelligent marking to achieve fair distribution of availa-
ble bandwidth [RobeL94][SiuK96]. The above issues have been extensively examined in

the literature (e.g., [Arul96]) and so will not be considered here.

The studies here show that the sensitivity-based approach is able to reduce the magnitude

of the queue oscillations (as indicated by the variance values in Table 4.1) but cannot com-
pletely eliminate the oscillations. Using the sensitivity of the system performance function
makes it possible to detect congestion early and this leads to early feedback control reac-
tion by the data sources. However, the sensitivity-based approach is dependent on finding
neural architectures and training schemes suitable for modeling the dynamics of the net-
work queues. The neural architecture used in the studies is a simple one and it is believed
that even better performance can be obtained if good architectures capable of modeling the

system dynamics can be obtained.
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Chapter 5: Multi-Step Predictive Techniques for

Congestion Control

5.1. Introduction

Feedback-based congestion control in high-speed computer networks sometimes suffer
from large propagation delays in data transfers which implies that the control information
received at the data sources or the network access points from the network nodes are out-
dated, and that any response to control commands will take effect within the network only
after some time delay. Thus, the design of an effective congestion control mechanism is
difficult. In this chapter, we address the issue of control loop delays through an adaptive

predictive technique using neural networks.

The control approach adopted in this chapter is as follows: The level of network conges-
tion is monitored through the occupancy or queueing delay y of a network buffer, with the
control target being some threshold r. Based on the difference between y and r, the conges-
tion controller periodically calculates an admission rate and supplies the sources with the
result of the calculation. In turn, the traffic sources reduce their transmission rate to the
level allowed by the controller. The choice of the setpoint r reflects a trade-off between
mean packet delay, packet loss and bandwidth loss (which is the bandwidth a source loses

because it has no data to send when it is eligible for service).

Our main contribution in this chapter is the development of a multi-step adaptive predic-

tive technique for the control of the state of a network queue in which the prediction is
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made using neural networks [Awey98i]. We demonstrate through simulations that, the
technique provides good control adaptability and performance. Most of the neural net-
work-based congestion control schemes proposed in the literature do not consider the
effect of control loop delays in the development of the control algorithms because the
models become too complex and intractable. In spite of the complexity introduced in the
analysis by the control loop delay, the aim of this chapter is to investigate the feasibility of
using neural networks and predictive techniques to solve the feedback-based congestion

control problems.

5.2. Congestion Control Model

In this section, we describe a congestion control framework for a low priority class of serv-
ice in a computer network in which the source rates are dynamically adjusted to the
amount of resources available in the network. The discussion here is based on the conges-
tion control framework described in Section 3.6 of Chapter 3. The low priority tratfic will
share the available bandwidth, which is whatever bandwidth exists in excess of the high
priority traffic. A portion of the link bandwidth is consumed by the instantaneous high pri-
ority traffic. The low priority traffic has access to bandwidth only when no high priority
traffic is waiting for transmission. Thus, the low priority traffic is allowed to use band-
width that would otherwise be unused, increasing the link utilization without affecting the
service quality of the high priority traffic. The low priority sources must continually adapt

their rates to their shares of the time-varying excess bandwidth.



The congestion control scheme described in this chapter provides a means for the dynamic
evaluation of the level of available resources left unused in the network in the presence of
high priority traffic. The evaluation and distribution (or resource sharing) functions for
computing the rate allocation to each individual source are based on a neural network-
based control protocol that controls the filling level of the low priority traffic buffer. The
network node buffer allocated to the low priority service is used in order to obtain a better

statistical gain in the network.

We consider a control model where a network node carries traffic from different connec-

tions having various requirements mapped into, for example, the following classes: A, ,

A, and A, , with A, as the highest class and A, as the lowest. For this example, the

H2"
network node is composed of three queues dedicated to the three types of traffic. A server

schedules packets according to priorities as indicated in Figure 5.1 for the A, , A, and
A, queues. The rate control algorithm has to compute the available bandwidth left by the
Ay, and A, traffic (i.e., the high priority traffic). The parameters and variables of the A,
queue for a given network node used for congestion control are: y(n) (number of A, pack-

ets waiting at time n), r(n) (queue threshold at time n, usually r(n) = r = constant), and
M(n) (number of low priority traffic connections established through the node at time n).

The capacity of the node’s output link is Ao
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FIGURE 5.1. Basic congestion control model for a single bottleneck network node configuration.

Figure 5.2 presents the control structure for the congestion control problem considered
here. To help cast the control problem into a form suitable for the application of adaptive
control methods, we consider initially a single source transmitting data to a network buffer
and a fixed control loop delay d.

The congestion control can be broken into three processes:

e measuring congestion within the network (using neural network prediction),

¢ exchanging information between nodes (using control packets), and

* restricting the flow of packets into the network through source rate adaptation based on

a set of admissible controls computed by the rate algorithm.
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FIGURE 5.2. Congestion control scheme for a system with control loop delay.

Predictive controllers generally have four major features [Soet92]:

o A model of the process to be controlled. In our control problem, this model is used to

predict the process output over a prediction horizon.

e The criterion or cost function that is minimized in order to obtain the optimal controller
output sequence over the prediction horizon. Usually, a quadratic criterion which

weights tracking error and sometimes controller output is used.
o The reference trajectory for the process output.

e The minimization procedure itself.
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Various controllers with distinctive characteristics may be designed by appropriate choice
of these features. Let u(n) denote the control variable (i.e., rate at which the source must

transfer data). The performance index is usually of the general form {Sage68]

J= r]C(;(t).ge(t).u(t) )d:, 5.0)

fo

where x (¢) is the vector of state variables of the controlled process and ge (t) the desired
state. C denotes the cost function, and it can be defined as the distance between the actual
system state x(r) and the desired state J_ce (¢) . C is minimized by selecting the optimal
control u*(r), tp <t < L Since the controlled process is stochastic, C should be considered

as an expected value. If we consider directly the minimization of C, a large amount of
computation is involved for each iteration. The common way to reduce the amount of com-
putation per iteration is to base the control variable updates on the instantaneous perform-

ance index
J=cdx@.f 0w ). 52

A well-known example of a minimization procedure is the gradient descent algorithm. In

the discrete-time case, the control variable is updated according to the rule

u(n+1) = u(n)—naT-a(J’H. (5.3)
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where N >0 is the control step size. The sensitivity of the performance index
VJ(n) = dJ/du(n) is analytically evaluated using a known neural network structure as

described in Chapter 2.

S5.3. Computation of the Total Available Bandwidth for the Low

Priority Traffic

Let us denote u(n) as the total available bandwidth at time n left to the low priority traffic

A, . The available bandwidth u(r) is a function of the node utilization as well as the A,

and A, traffic. We expect that the available rate u(n) will be equal to the bandwidth not

used by other traffic with higher priority plus the bandwidth needed to fill up the buffer
capacity up to the setpoint r at a given instant n. Assume the nonlinear network system can

be described by the following discrete-time equation
y(n) = fly(n=1),...v(n=-D,u(n-d),...,u(n-d-m)], (54)

where y(n) is a scalar output (i.c., queueing delay, queue length, etc.), u(n) is a scalar input,
/] is the unknown nonlinear function to be estimated by a neural network, / and m are the
orders of {y(n)} and {u(n)}, respectively, and d 2 1 is the control loop delay. The purpose
of the control algorithm is to select a control signal u (n - d) , such that the output of the
system y(n) is made as close as possible to a pre-specified reference r(n). The neural model

for the unknown system (5.4) can be expressed as

J(n+1) =fly(n),...y(n-1l+1),u(n-d+1),...,u(n-d-m+1)], (55
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where $ (n + 1) is the one-step ahead predicted output of the neural network and f is the

estimate of f. If the neural network is adequately trained to learn the dynamics of the sys-

tem then the squared error (y(n+1) -y(n+ 1))2 = € is small, and y(n+1) is

referred to as the predicted output of the system (5.4). As a result, the control signal

u(n-d+ 1) can be selected such that § (n + 1) is made as close as possible to r(n+1).

Since the neural model represents the system to be controlled asymptotically, it can be
used to predict future values of the system output. For this purpose, let us denote L 24 as

the prediction horizon and
R=[rn+d),r(n+d+1),...r(n+L)]" (5.6)

. . . T .
as the future values of the set-point, with [.]  denoting the transpose of the vector

(matrix) [.], and

V= [pn+d).d(n+d+1),..5n+D)]" 5.7)

as the predicted output of the system using the neural network model, then the following

error vector
E=letn+d).e(n+d+1),...e(n+D)]’ 5.8)
can be obtained where
e(n+i) =r(n+i)-y(n+i),d<i<L. 5.9)

Define the control signals to be determined as
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U= [um),u(n+1),...u(n+N-11", 5.10)

where N is the control horizon (which we choose in this thesis to be N = L-d+1 in
order to obtain square matrices in our control equations), and assume the following objec-

tive function

J =

o —

L
Y [r(n+ T %[ETE]. .11)
i=d

Then our objective is to find U such that J is minimized. Using the gradient descent rule,

we obtain the following expression

Ut =U"—nij-. 5.12)

2 - 2LE, 5.13)

where the matrix of the dynamic sensitivity derivatives 99 (n+ i) /du(n+j) ,d<i<L,

0<j<N-1 isgiven by

W (n+d) 3 (n+d+1) 3 (n+L)
auk(n) auk(n) auk(n)
> 0 3 (n+d+1) 3 (n+L)
i afmry W+ | G149
au" u (n u (n
35 (n+1L)
0 0 e =2 L
| u (n+N-1),
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Uk = [uk(n),uk(n+ 1), ....uk(n+N—l)]T’

and

E = [ftn+d).f(n+d+ 1), dm+n]”

In the above equations, k is the iteration index (k = 1,2,...). The control sequence
k-1 N . - ok :
u (n+i),i=0,.. N-1,is used to generate the prediction sequence y (n+j),

j=4d,....L.Fork=1, W (n+ i) isinitialized by using the control sequence generated
in the last sampling period. Then, the performance index J is minimized iteratively until
the control sequence which leads to the extremum of J is found. The gradient descent algo-
rithm can be expressed as

a? £

ey = W ne) 1S

U

5.15)

Cnri) = un-14i),i=0.1,..N=1,k=1,2 ..., where u*(n+i) denotes

the kth iteration value of the control « (n+ i) and /; is a row vector with a 1 in the ith

(i = 1,2,...,N)column and all zeros elsewhere.

According to the principle of receding horizon control [Soet92], only the first control sig-

nal

ay (n+i)

Ju(n) (5.16)

L
u(n+1) =u(n) +n) e(n+i
i=d
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of the determined control sequence U is applied to the process. In each sampling period,
one iteration is carried out. The performance index can also be formulated in terms of
Clarke’s weighted predictive control performance index [ClarW87] as described in Appen-

dix D. The receding horizon control approach can be summarized by the following steps:

1. Predict the system output ¥ over the range of future times (i.€., the prediction horizon).

o

Assume that the future desired outputs R are known. In the congestion control problem,
R is known in advance and is normally a fixed threshold, but the technique described

here allows R to be dynamic if necessary.

3. Choose a set of future controls U which minimize the future errors between the pre-
dicted future output and the future desired output. The minimization is done using the

gradient descent rule.

4. Use the first element of U as the next control input and repeat the whole process at the

next instant.

5.4. Prediction Models

In order to predict the process output over the prediction horizon, a multi-step ahead pre-
dictor is required. Clearly, multi-step ahead predictors depend heavily on the model of the
process. Some of the models that are often used in predictive controllers are the Finite
Impulse Response (FIR) model, the Finite Step Response (FSR) model, and the Transfer
Function model [Soet92]. These models typically require many parameters of the process

to be known or estimated which makes them not suitable for modeling processes in high-
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speed networks. In this section we show how multi-step ahead predictors can be obtained

using neural network models of the process.

Let us assume that the neural model used to construct the predictors is described by the fol-

lowing equation
sn) = g[w?e[w? " g[wvm-1]1]. (5.17)

where wY s the synaptic weight vector in layer j = 1,2, ..., p, g(.) is the activation

function of a neuron, and
Vin-1) = {y(n-1),...y(n=0),u(n-d),..u(n-d-m)}.

For each node in the feedforward neural network, we have

T _
L P (W.“”) x®-1 5.08)

! i

T -1
o = g(:i(p)) _ g[( Wi(p)) P )]' 5.19)

(p) (p)

where z;© and x;* are respectively the summed input and output of the ith node in the
pth layer, W, L. [wi('pl). w‘.('p”i (p-”]T is the vector of synaptic weights,
x® b 2 [xfp - ...,x,i': ,,-. :)) r is the vector of all the outputs in the previous layer,
me,_1 is the number of inputs to the ith node in the pth layer, and g(.) is a single-valued

monotonic nonlinear sigmoid function, e.g.,



l-e"

g(x) = tanh(x) = (5.20)

l+e

The calculation of the gradient of the performance index, dJ/dU, requires the prediction
of the system output over the range of future times (i.e., the prediction horizon). Below we
consider two neural network architectures for predicting the system output: one with all
the predictions made at the same time at different nodes of the output layer of a single neu-
ral network, and another which employs a single neural network with one output and using
a recursive one-step ahead prediction. In the recursive case, in order to have predictions for
the different sampling intervals in the future, the neural network needs to be iterated, i.c.,

the neural network needs to be linked back to itself to go as far as needed in the future.
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54.1. Recursive Multi-step Ahead Predictor
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FIGURE 5.3, Recursive L-step ahead prediction.

Let us assume that the data transfer process can be described by the following nonlinear

model

y(n+1) = fly(n),..y(n=l+1),u(n-d+1),..,u(n-d-m+1)].

32D

Based on this model, we can use a recursive technique to obtain the recursive d-step ahead

predictor, i.e.,

j(n+d) = fl3(n+d-1),..5(n+d-D,u(n),...u(n-m}.

(5.22)



Clearly, this predictor depends on the predictions at the previous steps within the predic-
tion horizon. Suppose the maximum horizon of the prediction is L, the i-step-ahead recur-

sive predictor can be described as follows

Jn+i) = fl3n+i-1),...5(n+i-D,u(n+i-d),...u(n+i-d-m)], 1<i<L

5.23)

A neural network representation of the above nonlinear predictive method is given as fol-

lows
sn+i) = g[WPg[WP " g[WwV.(n+i-D]]]. 1sisL. 624

where
V.in+i-1) = (Dn+i-1),...5(n+i-D,u(n+i-d),..u(n+i-d-m)}

is the input vector. If i -k<0, k = 1,2,....,/,then y(n+i-k) = y(n+i-k).ThelL-

step ahead prediction is illustrated in Figure 5.3. In general, the control sequence

uk‘ : (n+j),j=0,1,.. N-1,is used to generate the prediction sequence j'k (n+)),

j=d,...L.

Suppose the feedforward neural network used to predict the d-step ahead system output

9 (n+d) isshown in Figure 5.4. Let us define the following parameters:

Total number of layers, p, ;
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Layers are numbered, p = 1,2, ..., p,;

Neurons are numbered, i = 1, 2, ..., m
0)
Input layer, P = X", where

P(n) = [y(n+d-1),....9(n+d-1),u(n), ....u(n—m)]T;

(p,)
Output layer, y(n+d) = X d .

(p) _ . Y mg .. _(p-1)
For each neuron x, " = g(ﬂ. ),where g = Zj:l Wi ,

A key requirement of the neural predictive controller is the computation of the dynamic
sensitivity derivatives 99 (n+1) /du(n+k) , d<i<L,0<k<N-1. The dynamic sen-
sitivity derivative 99 (n + d) /du (n) , for instance, can be computed using the algorithm

in Figure 5.5. This algorithm is derived based on the discussions on sensitivity analysis in

Chapters 2 and 3.
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FIGURE 5.4. Neural model for computing the dynamic sensitivity derivatives at d time steps ahead.
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Algorithm for computing a9 (n + d) /du (n) :

Define local gradient for layer p, neuron i:

() .
8 (:,— ) if p=p,
57 =1 "0 ey ) (L0
i pr e 0 ,
) (aj Wji )g(“-‘ ) if 1<p<py

i=1
. (0)
where the input layer X' = P (n) .
Computation Steps:

Step 1: Compute 81.(” = L2 m,  sarting from p = p,, then
backpropagate in neural network recursively to obtain 8]"’, for
p=p-Lp-2...21.

- ) . . ., (0)

Step 2: Suppose u(n) = x; (ie,elementi = [+ 1 of X" ), then
3 d) My, ) |
dy(n+d) _ Z 51_( ),

du(n) Ji
J=1

FIGURE 5.5. Algorithm for computing the dynamic sensitivity derivatives at d time steps ahead.

From Figure 5.3, we can see that the calculation of the dynamic sensitivity derivatives

39 (n+i)/du(n+k), d<i<L, 0Sk<N-1 is more complex. The influence of a
change in the control input 4 on any future output y is to be determined. Given the fact that
the neural network has both y and u inputs, this influence may be direct (by the effect of
the considered change in « on the calculation of the output) or indirect (by the effect of
past y’s, themselves influenced by the considered change). The global influence of a
change of the control input on one future output will be the sum of both direct and indirect

influences.
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We have defined [ as the number of past and present y’s and (m+1) the number of past and

present u’s needed to define the predicted output. Then 9% (n +i) /du(n+k) can be

written as:

(5.25)

m+ (0)
ay(n+i) _ “Z : ay (n+i) BXS
du(n+k) aX(O) ou(n+k) |

s=1 5

where the elements Xs(o) ,8=1,..0+m+1, form the inputs of the neural network

used to calculated § (n + i) . Let’s illustrate first this calculation with a simple example in

which the neural network is linked to itself only once (this means the system has a predic-

tion horizon of two sampling times in the future), as shown in Figure 5.6. The calculation
of 99 (n+d) /du(n) is simple, because u(n) is a direct input to the first neural network.
However, 0y (n+d+ 1) /du(n) is a tunction of u(n) directly and indirectly through
§ (n + d) . If the second neural network is considered, it is clear that the influence that is to

be determined is active only through y (n +d) and u(n). The term 99 (n +d + 1) /du (n)

can be written as follows:

(9
3 (ntd+1) _3j(n+d+l) yn+d+1) 9%
du(n) @ ax® du (n)

{+2

(5.26)

114



y(n+d-1)—™

Jy(n+d-2)——p

y(n+d-1) —m !
y(n+d-1+1)

Neural y(n+d+1)
0 Network
xl(*)l = u(n) or u(n+ 1) | Network
(0)
u(n—l)—‘h X,*:,:u(n)—.
u(n-m)—w| u(n-m+1)—mf

FIGURE 5.6. Example neural network for recursive multi-step ahead prediction.

The general algorithm for computing 99 (n + i) /du(n+k) ,d<i<L,0<k<N-1 can
now be described and is given in Figure 5.7. In the numerical studies considered in this
chapter, we limit the prediction horizon to L = d+ 1. and the control horizon to

N =L-d+1 = 2. As aresult, we only need to find the following dynamic sensitivity

derivatives: 99 (n+ d) /du(n) , 39 (n+d+ 1) /du(n) and 3y (n+d+1)/du(n+1).
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Recursive Predictor:

Algorithm for computing 8y (n+ i) /du(n+k) ,d<i<L,0<k<L-d:

fori=11wd-1
Predict y (n +{) using

(0)

X = nsi-1),nfnti-D u(ntiz-d),...u(n+i-d-m)|"

as input to the neural network. Note thatif i -k<0, k = 1,2....,{, then

V(n+i-k) =y(n+i-k).

endfor(i)

forj=dtw L
Predict y(n +j) .
Compute 8}.(") J=L2m,  string from p = p,. then
backpropagate in neural network recursively to obtain § j(p) for
p=p,-Lp-2..21.
fork =01t j-d
Compute the direct influence of u(n+k)on v (n +j)

ay(n+j) ()
du(n+k) Z y i

where  in the above equation denotes the input node u(n-+k).
Note: The above sensitivity derivatives can be calculated in parallel tor each k.

Compute the direct and indirect influence of u(n+k) on y (n +J)

(0)
Winej) el ax,
du(n+k) ;l ax(o) “du(n+k)
endfor(k)

endfor(j)

FIGURE 5.7. Algorithm for computing the dynamic sensitivity derivatives for the recursive L-step

ahead predictor.
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5.4.2. Non-Recursive (Direct) Multi-step Ahead Predictor

Compared with the recursive i-step ahead predictor, the non-recursive predictor is simple
for i-step ahead prediction as shown in Figure 5.8, since it does not need the recursive pro-
cedure. In this case, we use a single neural network with multiple outputs. For the direct L-
step ahead predictor, the dynamic sensitivity derivatives 9 (n +i) /du(n+k) ,d<i<L,
0<k<N-1 (where we select N = L —d + 1) required in Eq. (5.14) can be computed
from the algorithm given in Figure 5.9 using the gradient functions defined by the algo-

rithm in Figure 5.5. The calculation of the dynamic sensitivity derivatives allow a parallel

implementation, and as a result, fast computation times are possible.

Input Layer Output Layer
v(n)= | —.—Pi'(n-#l)
lterms ' '
y(n-1+1)——"

— (n+d)
u(n+ L -d)—ef Neural .
: Network —.-Py(n+d+l)

L+m terms u(n) —ef '

: e 5(n+L)
u(n-d-m+ |)———u

FIGURE 5.8, Direct L-step ahead prediction.
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Non-Recursive (Direct) Predictor:
Algorithm for computing a9 (n +i) /du(n+k) ,d<i<L,0<ksL-d:

Define local gradient for layer p, neuron i

®) .
8 (z‘ ) if p=p,
s(p) - m(pol)

[

B (ptl) (ptl) (p) »
Z (81 Wi )8(2,- ) if 1<p<p,

j=t
where the input layer is given by

X9 < [ya).nyr-1+)u(n+L=d) o u(n), ouln-d-m+1)] .
Computation Steps:

fors =d to L

Compute 81.("’ J= L2, e s starting from p = p, for output § (n +5) , then

backpropagate in neural network recursively to obtain Sj(p) forp =p,-Lp,-2..21.

fork = Qtos-d

Moy

ay(n+s) _ (MW
du(n+k) z af Y
Jj=1
where i in the above equation denotes the input node u(n+k).
endfor(k)
endfor(s)

Note: The dynamic sensitivity derivatives can be calculated in parallel.

FIGURE 5.9. Algorithm for computing the dynamic sensitivity derivatives for the direct L-step

ahead predictor.

5.5. Neural Prediction Example

To illustrate the neural predictive schemes, we use an M/M/1 dynamic queueing model

with the first-order approximation described by the difference equation
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y(n+1) = yz(n) /(1 +y(n)) +u(n) , with the initial condition y(0) = y,, where

y(n) and u(n) represent the time-dependent queue size and arrival rate, respectively
[Fili88]. The time units are normalized in such a way that the service capacity is equal to
unity. A sample arrival rate pattern is used to illustrate the prediction schemes: a sinusoidal
pattern given by u(n) = (1+sin (2xn/T)) /2.5, where T is the simulation time as

shown in Figure 5.10. The initial queue size is assumed to be y (0) = 0. The input u (n)

and output y(n) responses used for the neural network training are shown in Figure 5.10.

To model the response shown in Figure 5.10, the recursive and non-recursive predictors are
used. For the results given below, the following neural architectures were used: 1). Recur-
sive Predictor: 16 inputs, (8 y terms and 8 u terms), 3 layers of sigmoidal neurons
(16x16x1), 1 output; 2). Non-Recursive Predictor: 22 inputs (8 y terms and 14 u terms), 3
layers of sigmoidal neurons (22x22x10), 10 outputs. The system output y was predicted 5

and 10 time steps into the future. The input to the ncural network predictor consists of a

moving window of u (n) and y(n) values as illustrated in Figure 5.11. Past and present
values of y and u as well as future values of u are fed to the neural network. The output
from the neural network is the output y in the future. It should be emphasized here that
since the training data is synthetically generated, the future u values (relative to the center
of the window) are known and these can be used for training. Section 5.3 which describes
the predictive congestion control algorithm discusses how to calculate the future u values

for a control problem.

119



—un)
—-An)

¥(n) and .{n)
.

W W& W

3

FIGURE 5.10. Example training data for neural prediction.
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a). Moving window b). Prediction model.

FIGURE 5.11. Prediction scheme.

Figure 5.12 (for the recursive prediction) and Figure 5.13 (for the non-recursive predic-
tion) illustrate the neural predictive models’ ability to learn the nonlinear process charac-
teristics described above. Since the neural networks weights are initially randomized, the
neural network does not do a very good job in its prediction at first. After a small number
of steps training, the neural network gives excellent predictions, as the results show. In the
studies, we found that the agreement between predicted and actual y values at the 5th and
even in most cases the 10th step can be as good as (or close to) that at the one time step.

Two points should be noted in the above prediction examples. First, in the prediction
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examples the data is completely known. Thus, the future values of u are known for train-
ing. Second, in using a neural network for on-line control, the future  values are unknown
but they can be calculated as optimization variables by the control algorithm described ear-

lier.

2 i~ -S-step ahead predicon | | 2 J

actumi ang precicied y(n)
(=]
8
B
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s

i
|
. /
0 1] il 300 €00 '000 ) 0 400 £00 00 10C0
ime tme

-3 ] -1

FIGURE 5.12. Prediction of test data: Recursive neural prediction.
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FIGURE 5.13. Prediction of test data: Direct neural prediction.



5.6. Adaptive Predictive Control of Queueing Systems

In the previous sections, we developed a feedback-based congestion control scheme using
the predictive capabilities of neural networks and a gradient descent technique. The
scheme is based on a control algorithm running at a bottleneck network node which con-
tinually collects state information, evaluates the available bandwidth for the sources and
transmits this information to the sources using control packets. In this section, we describe
the control procedures for multiple sources transmitting data to a common bottleneck node
buffer. A control algorithm running at the bottleneck node evaluates the resource need of
each source and distributes the estimated available resources accordingly. Several tech-
niques can be used for the resource distribution, a simple mechanism is one in which the
available bandwidth is equally distributed among the sources. But this technique can lead
to the situation where some of the sources will not use their share of the bandwidth
because they do not need all the bandwidth they are granted. What is needed are mecha-
nisms which reduce resource waste. By adjusting the amount of bandwidth that is distrib-
uted and varying the way it is shared among the sources, the controller achieves a tight

control of the whole system.

We consider systems in which multiple sources transmit data without resource reservation
to a common bottleneck buffer with information transfer delays between the sources and
the bottleneck buffer. If at a given instant several sources try to transmii data simultane-
ously to the buffer, the rate of the superposed flow can exceed the available service rate of
the buffer if the source rates are not properly controlled. If this situation lasts for an

extended period of time, the destination buffer will build up and eventually overflow and
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can lead to an overload situation in the network. This converging flows problem can be
alleviated by the use of a feedback control mechanism that coordinates the emission of the
sources as described in the previous sections. Also, if the goal is to achieve anything better
than a simple “best-effort” policy, a closed-loop control between the sources and the desti-

nation is necessary in order to coordinate the data emissions of the sources.

The control problem under study is modeled as a queueing system as depicted in Figure

5.14. It consists of M sources transmitting data towards a single bottleneck node with con-
trol loop delays between each source and the bottleneck node. In order to control the data
flows and allocate the network resources, the network nodes exchange information and

control packets besides the users data packets.

Data Sources

l Bottleneck
. -, Queue

, , Rate
1 ' ) L Y
M [ Neural

v L Network
:b i (n) 1—. i
! Control Control

................

Feedback Algorithm

FIGURE 5.14, Congestion control model with multiple sources.

[t is clear that the key point of this control architecture lies in the control algorithm that is
employed at the bottleneck node. The control algorithm can be divided into two distinct

phases:
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e The bottleneck node must evaluate the available resources that are at its disposal at a
given instant. In our model, this consists of computing the quantity (n), the amount of
available bandwidth at time n. This quantity varies with the occupancy of the bottleneck
node buffer and with the effective rate at which data departs from this buffer.

« The bottleneck node must share those resources between the different sources, accord-

ing to a policy. This consists of computing for each source the quantity 6, (n) whichis

the best share of the available resources to be attributed to source number i (1 <i<M,

ZM [ 6,(n) = 1). Then the feedback control signal to source i can be expressed as:

bl.(n) = G‘.(n)u(n). 5.27

Now the problem consists of determining good choices for the functions ¢, and 4. A

resource sharing function can be used to evaluate the amount of resources (in terms of

bandwidth) to be given to each source, according to a predefined policy. A control packet

indicating the service rate b, (n) that source i should use is sent at regular intervals to cach
source. Upon reception, the source sets its transmission rate A; (n) according to the value

specified in the control packet.

We propose the on-line congestion control and neural network training algorithm given in

Figure 5.15. In the case of multiple sources transmitting data to the bottleneck node, the

control loop delay parameter d in the control algorithm is set to a single representative
value, for example, d = min(d,d,, ...,d,,) ,where d,, i = 1,2, ..., M, are the individ-
ual loop delays of each source transmitting data to the bottleneck buffer.
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At time instant n:

Step 1:

Step 2:

Step 3:

Step 4:

Step §:

Get measurement of the system output y(r) (which corresponds to input u (n -d) ).
Available system history maintained by the controller:

Past system outputs: y(n=-1),..,y(n=-l+1).
Past controller outputs: u(n-1),..,u(n-d-m+1).
Controller outputs computed in previous control interval:
U(n) = [u(n),u(n+1l),....,u(n+L-d)].
Predict the system output over the range of future times.
i). Recursive Multi-Step Ahead Predictor: Predict $ (n+i) for | £i<d -1 using

(0

X = [Gnti-l)sendnsi-0.a(n+i-d),...uln+i-d-m]"

as neural network input. These predictions are to be used to predict the next set
y(n+i) ,d<i<L.
Predict 9 (n+ i) and then compute 39 (n+{) /ou(n+k) ,ford<i<L,
0<k<sL-d.

ii). Direct Multi-Step Ahead Predictor: Predict y(n+i) , 1 £i<L using

X = ) y(n -1+ 1) u(ntL=d)u(n)s oun-d-m+1)]"
as neural network input. Then compute dy{n +i) /0u(n +k) ,ford<i<L,
0<ksL-d.

Compute gradient function VJ(n) = 8J/dU (n).

aJ
al(n) "

Use the first element of U(n+1) as the current control input.

Compute the control inputs U(n+ 1) = U(n) -n

Training of neural network:
i). Recursive Multi-Step Ahead Predictor:

Use [§(n) —y(n)] as neural network error to update neural network weights.

jn) =fly(n-1..oytn=0,u(n-d),...,u(n-d-m)} .
ii). Direct Multi-Step Ahead Predictor:
n

Use Z [#(k) -y (k)] as neural network error to update neural network
k=n-L+1l

weights

Next interval, n<=n+ 1, go to Step L.

FIGURE 5.15. Algorithm for on-line congestion control and neural network training at the

bottleneck network node.

125



5.7. The Resource Sharing Function

The allocated rate b,(n) for a data source i is computed using b, (n) = ©;(n)u(n),
where G, (n) is aresource sharing or fair share function, and u(n) the total available band-

width for the low priority traffic. Here we define a function v so that, if x represents the
state of a source (e.g., its current queue size or data rate), then the dimensionless quantity
v (x) will represent a measure of its nced of resources. Then the available resources at a
given instant will be shared between the transmitting sources proportional to this quantity.

This can be written as:

v; (x)

v i=12,...M. (5.28)
Zj:lvj(x)

c;(n) =

A simple control mechanism, called the equal sharing policy, would be to share equally

among the sources the bandwidth available at the bottleneck node. A simple choice for
o,(n) is to record the number M(n) of low priority connections going through the output
link and to set 6,(n) = 1/M(n). But this technique can lead to the situation where

some of the sources will not be using their share of the bandwidth because they do not
need all the bandwidth they are granted. What is needed are policies which reduce
resource waste. To catch the bandwidth left available by other sources that do not use their

fair share, the following function can be introduced [More97]

6;(n) = (1-06y)p;(n) +06, (529
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where p; (n) is the bandwidth ratio of connection i and 6, the minimal value of the func-
tion. For example, if 6, = 0, then p,(n) can be evaluated proportional to the current rate

A (n) of connection i, and the total current rate A, (n) , assuming the source and the net-

work node are T time units apart, i.c.,

Xl.(n—T)

If per-connection queue size accounting is implemented in the node, the above function
can be modified to use the state information available for each individual connection.

Then, we can define

(5.3

where y; (n) is the number of packets in the low priority queue belonging to connection i

and y (n) is the total number of packets in the queue.

5.8. Numerical Results

In the simulation experiments, initial occupancy of the bottleneck buffer, y(0), and the
input rates for the first d; sampling intervals (A, (1), X,(2), ..., A, (d,) ) are initialized for

each source i. At each sampling interval, n, inputs to the buffer and outputs from the buffer
are generated using the control inputs computed by the controiler and the queue service

rate, and the buffer occupancy is updated. To limit the size of queue buildup during the
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start of a connection, we assume that a source initially transmits at a (small) specified rate
until it receives its first control packet. We assume that a procedure for the selection of the
initial transfer ratc is defined. We also assume in our study that the traffic sources are
cooperative in the sense that they transmit at the controlled rate and keep any excess traffic

at the source.

We consider the case of unequal loop delays between the sources and the bottleneck node

as shown in Figure 5.16. For unequal loop delays, we evaluate the control system perform-

ance for two cases:

e The value of the control loop delay parameter 4 used in the control algorithm is set to

the round trip delay of the nearest source, d = min(d,.d,, ....d,,) , where M is the
total number of sources transmitting data to the bottleneck node.

e The value of the control loop delay parameter d used in the control algorithm is set to

the round trip delay of the farthest source,d = max(d,, d,, ....d,,) .

Data Sources

Bottleneck
. d Queue
\ d')
$2 \‘ |
X \ Neural Network
C===de===4 Controller

1). Control loop delay d =d), d| < d,
2). Control loop delay d =d», d) < d,
b).

FIGURE 5.16. Predictive control of multiple sources: A single bottleneck network node

configuration.
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In our numerical studies, we assume that the sources are persistent (always with data to
transmit) and a simple resource sharing policy, that is, the bottleneck network node shares
equally the available bandwidth among the sources at the node. The congestion threshold r
is set at r = 1000 packets. We consider a round trip delay of 2 time units (time unit =
0.25ms) for the nearest source (source 1) and 6 time units for the farthest source (source 2).
These two cases result in d = 2 and d = 6. Three bottleneck queue service rate patterns
are assumed in the studies: constant (80 packets/time unit), sinusoidal
(integer[35(1 + sin (10mn/T)) + 10] packets/time unit, where T is the simulation
time), and random (maximum = 80 packets/time unit). A direct multi-step neural predic-
tive architecture is used: 3 layer neural network (L + m +/ inputs, L + m + [ input neu-
rons, L + m + [ hidden neurons, L output neurons); / = 8 terms of y; and L + m terms ot
u (m = 5). The value of the control loop delay in the control algorithm is d, the predic-
tion horizon L = d + 1, and the control horizon N = L —d + 1. The results of the simula-
tions for a single bottleneck queue are given in Figures 5.17 to 5.20. The results show that
the neural predictive congestion control technique is able to maintain the queue size close
to the threshold of 1000 packets for the three queue service rate patterns studied. The per-
formance of the system is also good for time varying queue service rates. Setting the con-

trol loop delay d to 2 (Figure 5.17) was found to give better system performance than
setting d to 6 (Figure 5.19),i.e., d = min(d,, d,, ...,d,,) gives the best system perform-
ance. It was also noticed that the neural training was relatively difficult for the case of

d=6.
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59. Conclusion

We have presented in this chapter, a technique that employs neural dynamic models in a
predictive congestion control scheme. Predictive models which account for the control
loop delays in the data transfer process are developed and procedures for the control signal
computations are given using gradient functions of the neural network models. Two neural
architectures for predicting the system output are considered. The first model employs a
recursive predictive approach where the neural network output is linked back to itself to go
as far as needed in the prediction horizon. The second model is one in which all the predic-

tions are made at the same time at different nodes at the output layer of the neural network.

The development in this chapter (and similarly in the previous chapters) is motivated and
constrained by ideas that are familiar in systems theory and adaptive control. This allows
us to make parallels and use insights developed in these fields. The theory is based on
some heuristics, it is not backed up by the type of convergence and stability analysis which
is commonly applied in the field of adaptive control. However, it becomes apparent that
the neural network modeling approach provides a conceptual basis and a procedure for
nonlinear prediction and control. Some issues that arise in the application of adaptive con-
trol are stabilizability and solvability of the control model. Neither of these issues have
been completely resolved in the linear adaptive theory and it is likely that the nonlinear

problem is going to be harder to deal wi;h.

The simulation studies have given us a further understanding of the capabilities and limita-
tions of the proposed neural predictive control techniques. Since the control scheme relies

on a good neural network architecture and training algorithm to compute the control sig-
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nals to the data sources, studies may be needed to determine neural architectures and train-
ing algorithms that can adapt well to the dynamic conditions in the data transfer process.
The aim of the chapter has been to demonstrate via examples how neural network mode-

ling may be used for network congestion prediction and control.

In all the problems studied we found that the algorithm converged to an acceptable solu-
tion. However, some areas of further investigation are: 1). how far can the predictions go
before there are significant prediction errors, 2). control models using other cost functions,
and 3). investigate other neural network architectures and training schemes apart from the
backpropagation algorithm used in the current studies. To conclude, we note that numer-
ous question remain unanswered, however, we believe that the work described here has
made significant contributions in providing congestion control solutions based on system

sensitivities and adaptive control.
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Chapter 6: Conclusions and Suggestions for

Further Research

6.1. Main Results

This thesis addresses the modeling and performance evaluation ot congestion control tech-
niques based on adaptive control and sensitivity analysis. In this chapter, we review the
results from the preceding chapters, and examine the extent to which we have been suc-
cessful in our research effort. We also examine the contributions and weaknesses in our

work, and areas for further research.

The main conclusions of this research are now presented. It was shown in Chapter 2 that
the application of sensitivity analysis can provide useful information to system control and
management functions in determining the cause of deviation of system performance and
provide a controlling basis for them in order to operate the system more efficiently. Sensi-
tivity analysis is performed by taking the partial derivative of the system performance with
respect to each individual input to obtain a sensitivity coefficient. These coefficients can
then be used as a basis for inference about input-output relationships in the system and
they can also easily support efficient implementations of gradient-based methods for proc-
ess optimization as described in Chapter 3. In the congestion control framework described
in Chapter 3, system monitoring and sensitivity analysis allow for the optimization of the
system performance. The congestion controller is provided with a form of sensitivity anal-

ysis that gives instantaneous estimates of sensitivity coefficients. Such a feature used in
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conjunction with a trained neural network model with real-time inputs provides a basis for

automatic adjustment of system input rates to optimize performance.

In Chapter 4, it was shown that significant improvements in system performance can be
obtained in a binary feedback congestion control scheme when the setting of the single bit
congestion indication communicated back to the data sources by the network nodes is
based upon the sign of the sensitivity of a system performance function. Congestion bit
setting based on queue length is the commonly used binary feedback congestion control
approach. The sign of the performance sensitivity function gives the optimal direction for
the data source rate adjustment which can be done in an additive increase/multiplicative
decrease manner. The proposed scheme uses a simple neural network model of the system
dynamics to determine the performance sensitivity function. The studies in Chapter 4
showed that the sensitivity-based scheme has better performance compared to the conven-
tional queue thresholding scheme. The sensitivity-based scheme has smaller oscillations in
queue size and source rates, and the oscillations do not vary significantly even if there are

large changes in bottleneck queue service rates.

The sensitivity-based approach for congestion detection and bit setting is not intended to
solve the limitations of single-bit binary congestion control. A problem with single-bit
congestion control schemes is that they generally result in large oscillations in queue size.
The main reason is that the single congestion bit can indicate only the existence of conges-
tion somewhere along the data connection, but not the location or severity. It also takes a
complete round-trip before the congestion information returns to the source end-system. In
addition, most implementations of the basic binary congestion control scheme in switches

consider a common shared buffer and the service discipline of First-Come-First-Served
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(FCFS). However, a congested switch has no ability to mark sources selectively. In partic-
ular, a switch will mark all sources regardless of the individual source’s rates. This gives
rise to the “beat down” problem, where a connection traversing multiple hops is subject to
being marked more often than those traversing fewer congested links (owing to the unsyn-
chronized congestion waves at each of these switches), with the result that its bandwidth is
driven down for unacceptably long periods of time. This undesirable effect is proportional
to the number of traversed congested links. The limitation of non-selective binary marking
mechanisms implies the need for some form of intelligent marking to achieve fair distribu-

tion of available bandwidth [Robe.94][SiuK96].

The studies in Chapter 4 show that the sensitivity-based approach is able to reduce the
magnitude of the queue oscillations but cannot completely eliminate the oscillations.
Using the sensitivity of the system performance function makes it possible to detect con-
gestion early and this leads to early feedback control reaction by the data sources. How-
ever, the sensitivity-based approach is dependent on finding neural architectures and
training schemes suitable for modeling the dynamics of the network queues. The neural
architecture used in the studies is a simple one and it is believed that even better perform-
ance can be obtained if good architectures capable of modeling the system dynamics can

be obtained.

In feedback-based congestion control schemes, information transfer delays make the rate
control signals received at the data sources or the network access points from the network
outdated. The congestion control scheme described in Chapter 5 employs a neural network
to predict the state of congestion in a computer network over a prediction horizon. Ana-

lytic procedures for the source rate control signal computations were given using sensitiv-
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ity functions of the neural predictor. The studies indicate that the multi-step neural
predictive technique for congestion control provides good control adaptability and per-
formance. The development in this chapter (and also in Chapter 3) is motivated and con-
strained by ideas that are familiar in systems theory and adaptive control. This allows us to
make parallels and use insights developed in these fields. The theory is based on some heu-
ristics, it is not backed up by the type of convergence and stability analysis which is com-
monly applied in the field of linear adaptive control. The formalism is somewhat loose and
a mathematical foundation is presently lacking as is the case with most neural control
problems. However, it becomes apparent that the neural network approach and sensitivity
analysis provides a conceptual basis and a procedure for nonlinear prediction and control.
Most notably, the major issues that arise in the application of adaptive control are stabiliz-
ability and solvability of the control model. Neither of these issues have been completely
resolved in the linear adaptive theory and it is likely that the nonlinear problem is going to

be harder to deal with.

This thesis has made a number of contributions to the area of reactive congestion control.

We review some of them here.

o This thesis has provided basic information on how neural network models can be used
to represent sensitivity functions for the purpose of performance monitoring and control
of queueing systems. The sensitivity coefficients can be used as a basis for inference
about input-output relationships in the system and they can also easily support efficient
implementations of gradient-based methods for process optimization (i.e., control of

congestion).
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o The thesis has presented a new binary feedback congestion control scheme in which the
setting of the single bit congestion indication communicated back to the data sources by
the network nodes is based upon the sign of the sensitivity of a system performance
function. The scheme employs a neural network model of the system dynamics to deter-

mine the performance sensitivity function.

e Another contribution is the development of a multi-step adaptive predictive technique
for the control of congestion in a network queue in which the prediction is made using
neural networks. We demonstrated through simulations that, the technique provides
good control adaptability and performance. It is also noted that most of the neural net-
work-based congestion control schemes proposed in the literature do not consider the
effect of control loop delays in the development of the control algorithms because the
models become too complex and intractable. In spite of the complexity introduced in
our analysis by the control loop delay, the aim of the thesis is to investigate the feasibil-

ity of using neural predictive techniques to solve congestion control problems.

While we believe that our work has several claims to success, there are some weaknesses
as well. Our theoretical models, though adequate for our purposes, dwell on inferences
from conventional adaptive control methods and on some heuristics. We believe that even
though better results can be achieved by using more sophisticated models for the analysis,
this can be a daunting task since we are dealing with nonlinear systems which are not eas-
ily amenable to the existing techniques for system analysis. Thus, this thesis is only a small
step in providing congestion control solutions based on system sensitivities and adaptive
control. What is heartening is that, even with the naive models used here, much can still be

achieved.
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6.2. Extensions for Further Research

We have described in this thesis dynamic resource management mechanisms using adap-
tive neural control techniques. The studies have given us an understanding of the capabili-
ties and limitations of the proposed control techniques. Since the control schemes rely on
good neural network architectures and training algorithms to compute the control signals
to the data sources, studies may be needed to determine neural architectures and training
algorithms that can adapt well to the dynamic conditions in the data transfer process. Sim-
ple cost functions were used in this thesis. Extending the schemes for other cost functions
that include additional information about the control and network variables, and conditions

is a possible direction for research.

In the control problems studied in Chapter 5, we found that the control algorithm produced
good and acceptable solutions. However, some areas for further investigation are: 1). how
far can the neural predictions go before there are significant prediction errors, 2). control
models using other cost functions, and 3). investigate other neural network architectures

and training schemes apart from the backpropagation algorithm.

While our focus is on congestion control in this thesis, there are other areas to which the
ideas proposed in this thesis can be applied. Specifically, the presented framework on sen-
sitivity analysis is not limited to congestion control and is also more generally applicable
to other systems and problems. The sensitivity techniques described here can be applied to

distributed load balancing and routing problems.
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In most distributed computing systems, the work generated at a node is processed there;
little sharing of computational resources is provided. In such systems it is possible for
some nodes to be heavily loaded while others are lightly loaded, resulting in poor overall
system performance. The purpose of load sharing is to improve performance by redistrib-
uting the workload among the nodes. One of the primary motivating factors behind the
development of distributed systems has been the economic benefits which can be realized
by sharing expensive resources among computational agents within a distributed environ-
ment. These shared resources may be either software (e.g., a software module or a data-
base file) or hardware (e.g., a printer, memory, or CPU). A fundamental question which
arises in such systems is how to share these resources optimally among the distributed net-
work agents. The load sharing policies with the greatest potential benefit are adaptive in
the sense that they react to changes in the system state. Adaptive policies can range from
simple to complex in their acquisition and use of system state information. Research in this
area can address the problem of obtaining on-line sensitivity information using the tech-
niques described in this thesis, and integrating it into a distributed resource sharing algo-
rithm as suggested in [Cass88a][Cass88b][Kuro86]. These algorithms require performance
sensitivity information with respect to the load balancing policy parameters, which is gen-
erally hard to obtain analytically (either in closed-form or numerically) for systems of

practical interest without imposing restrictive assumptions on the system model.

The routing of packets from source node to destination node is another important issue in
the design of packet-switched networks, since it affects several performance measures of
interest. By routing we mean the set of decisions regarding the outgoing link to be used for

transmitting messages at each network node. The objective of a routing algorithm is to
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optimize some performance measure, €.g., the mean packet delay or network throughput.
Routing may be done in a centralized or distributed manner. In the former case, a special
node in the network, called the routing control center (RCC), periodically receives infor-
mation from all other network nodes and, based on this global information, it sets up and
updates routing tables for all nodes. This method suffers from high communication over-
head, and must deal with the problem of handling link and node failures. An even more
serious problem is how to handle the failure of the RCC itself. Distributed routing avoids
some of these problems. In this case, each node makes its own routing decision based on
the (local) information it receives from its neighboring nodes. If this approach is to be
used, one potential problem here which must be addressed is that inconsistent routing

paths can cause looping of packets and possibly deadlocks.

In general, the optimal routing problem reduces to minimizing (or maximizing) some

objective function D (f,) with respect to the variables f,, , where f;, denotes the flow on

link (i, k) , subject to certain constraints such as flow conservation and nonnegativity of
flows. Optimal routing algorithms may differ in the precise formulation of the problem,
and in the choice of the objective function. However, a common feature is the requirement

for knowledge of the derivatives of the performance measure (e.g., the mean packet delay)
with respect to the control (e.g., the link flows f;, ). Therefore, it becomes important to be
able to estimate these derivatives as efficiently and accurately as possible. Gallager
[Gall77], for example, has defined an interesting algorithm to solve the distributed routing
problem in a quasistatic environment. A quasistatic environment is one where the offered

traffic statistics for each source-destination pair change slowly over time, and individual
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traffic functions do not show large and persistent deviations from the average. Like most
other optimal routing algorithms (e.g., [Bert84][LeeK87][Tsit84]), Gallager’s algorithm
assumes knowledge of the delay gradient D ,, (f;,) . The question is: how does one deter-
mine the derivatives of delays over the links? It can be done analytically if an appropriate
formula giving the link delay as a function of the link flows is available. For example,

Kleinrock [Klei64] has used the following formula for the average total delay(s) over a

link, based on the assumption that the link behaves like an M/M/1 queueing systemn:

S
DaUad = &7

where f;, denotes the amount of traffic on link (i, k), and C,, is the capacity of (i, k) .

This expression, however, is based on the assumptions of Poisson arrivals at nodes, expo-
nentially distributed packet lengths, and the “independence assumption” of service times at
successive nodes (i.e., when a packet arrives at a node, a new length is assigned to it from
some common exponential distribution). Such assumptions do not hold in practice. Hence,
instead of seeking closed-form expressions for D, (f,,) , it is preferable to estimate the

derivative of the delay (i.e., the sensitivities) directly, by using the techniques described in

this thesis (particularly Chapter 2) and data available in a real network.

In conclusion, we feel that the area of congestion control is vast, and still growing. We

hope that this thesis makes a contribution to the field.
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Appendix A: Statistical System Variability

Analysis using Sensitivities

A.l. Formulation of Statistical Analysis Problem

The performance of a system depends on the parameters of the system and the particular
set of values assigned to those parameters. The design of a system is based on the nominal
parameter values, but the actual values can be distributed around the design values due to
system variations. Therefore the statistical analysis to find the statistical distribution of the
system performance (or operating characteristics) corresponding to an actual distribution
of the system parameters is important especially from the viewpoint of reliability improve-
ment. Here, we discuss how first order sensitivities can be used for characterizing the sta-
tistical distribution [Mark65]. Discussion on the application of second-order sensitivities

for characterizing the statistical distribution can be found in [Aiha73] and [Cram66].

The dependence of the system performance on the parameters of the system and the partic-
ular set of values assigned to those parameters can be exploited by a system designer or a

control mechanism to change parameter values to obtain the desired performance. The
concept of system variability is illustrated in Figure Al where a performance characteristic
J of a system is plotted as a function of parameter x. The effect on J of this variability in x
can be determined by projecting the x distribution up to the curve J = f(x) and over to
the J axis as shown. It is evident that, if the curve is essentially linear, the distribution of J

will have basically the same shape as the distribution of x. Similarly, if the curve is highly
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nonlinear in the range of interest, the distribution of J will be a distorted version of that of
x. The inevitable distribution of the system parameter values demand that performance tol-
erance bounds be associated with the parameters. The tolerance bounds define a range of

possible values that a system parameter can have.
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FIGURE Al. Performance variability of a system.

Denote the nominal input parameters by the following vector

- T
% = [xl,x,_,,...,xN] . (A.D)
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If the nominal parameter values are given by (A.1), variations in the input parameters and

the combined effect of N parameters variations Ax;, i = 1, ..., N, on the system perform-

ance J, result in the change

N N N

9J ! o/
= ¥ 5 DX+ A2
AJ .Zl axiAxl + 2-):[ .Zl axiaxij,ij + (A.2)
1= i=1y=

in which higher-order derivatives of the Taylor-series expansion for AJ are neglected.

There are two ways of quantifying the concept of input parameter variations:

1. By specifying the minimum and maximum values x, and x,, associated with each
nominal parameter x,, where x, <x,<x,,.

2. By assuming a certain probability density function for the system parameters and spec-

ifying the mean value p and the standard deviation © (or variance ¢’ ).

The characteristic variations of N parameters are represented by the vector
- T . . .
Wo = [wpwa oo wyl . Eachvalue w,, i =1, ..., N may have the meaning of either

maximum variation (i.e., Ax, = x,—x, or Ax,, = X, — x,) or the standard deviation G, .

A.2. System Response Computation based on Input

Parameter Limits

By selecting the proper minimum or maximum values of the system input parameters -,

the upper and lower limits of the output function of the system can be evaluated. Differen-
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tial sensitivities (derivatives) can be used in this case. Suppose the system sensitivities are

available in the form of partial derivatives of the system response J with respect to param-

eters x. Then the system response at the extreme values x + Ax,, can be easily computed,

provided that a linear relation between the system response and the parameter changes can
be assumed (see Figure A2a). The computation of AJ is based on (A.2), in which second-

and higher-order terms are neglected. In Figure A2b, a nonlinear system function J(x) is

plotted against a system parameter x. The first-order computation using the formula
AJ = (dJ/9x) Ax,,, which is permitted in Figure A2a, is not allowed in Figure A2b. In
the latter case, a parameter change Ax,, causes a smaller deviation of J(x) than Ax , which
is smaller than Ax,,. The reason is that the derivative dJ/dx changes sign in the input

parameter range. This example illustrates the influence of nonlinear etfects on the compu-

tation of AJ when large input parameter variations are included in the computation.

J(x) J(x)
AJ Al AJ
Johe , ol
Xo X .t'o X
| I ._.l
i AxM l A‘rl J
1
AXM
a) b)

Computation of A/ at a parameter change Ax,,

FIGURE A2. Example system response due to input parameter variations.
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A.3. Statistical Method for System Response Computation

Another method for system response analysis is based on a direct computation of the vari-
ance of the system response, when the variances of the system input parameters are given.
Assuming that small parameter variations have a normal (Gaussian) distribution, system

response can easily be computed. This method is referred to as the moment method

2
[Mark65]. Note that the variance ¢~ of a random variable x can be identified with the sec-
ond moment. The moment method allows us to derive the distribution of an output
response of a system when the distribution of the system parameters are given. Two

assumptions are implied in the moment method:

1. The probability density functions of the system parameters are Gaussian. When the
actual distribution are not Gaussian, they are assumed to be Gaussian with the same

mean value and variance.

!\.)

There is a linear relationship between a parameter variation Ax; and the output response

variation AJ. In fact, we assume the first-order approximation of (A.2),

i=1...,N. (A3

If the variance c? (and mean W, ) is associated with the variable x;, the resulting effect on

the variance of the output response J will be 6,; = (dJ/dx;) 6, and the total variance of J

is given by
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2,
o) = Z(y) o, i=1..,N (A4)

and if the effect of correlation is taken into consideration, then we have

(L8]

GI=

T
[a.l aJ GN]RI:aJ aJ GN] . (AS)

—0,...m—— —0C,...—
1 1
dx, axN axl dx,

The variable R is the correlation matrix for N random variables and is defined as

.........

where P;€ [-1,1] is the correlation coefficient of two variables x; and X

i,j = 1,..., N and is given by

N
2 (-x,'k - p") (xjk - P«j)
- k=1

p.. = p =
y Jt Noioj

i,j=1,...N.

A4

R
The variance v, of the random variable x = x; +x, +... + Xy is given by

(B8]
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where 7V = [0, ..., Oyl T. When the random variables are uncorrelated, R = 1 and

2 2

o)
V. = O +... +Op.

Hence, the variance of the output response can be directly evaluated, if the distribution
parameters of the system parameters are given. The moment method (A.5) is based on the

first-order relation (A.3). The effect of correlation can also be taken into consideration by

properly substituting correlation coefficients in the correlation matrix R in (A.5). By using
the multivariable Taylor-series expansion of the response function, the variance of the out-

put function can be expressed as [Mark65]

N

03= Z( )o +22 Z ( )( )‘.ojp‘.j, (A.6)

i=1 i=lj=i+1

°’I\

where o, and G, are the standard deviations of the parameters x; and X; respectively, p i

is the correlation coefficient, and N is the number of the system parameters. Eq. (A.6) is
referred to the propagation-of-variance formula [Mark65]. The propagation-of-variance
formula is a mathematical statement that performance-characteristic variability is the net
result of the variability of all parameters in the system, and, furthermore, that the contribu-
tion of each parameter depends upon its individual variability and the relative importance

of that parameter in determining the performance characteristics.

The first term in (A.6) includes the variance of each parameter and the partial derivative of
the performance characteristic (with respect to that parameter). The factors in this term are

squared and, therefore, always positive. The second term in the equation includes each pair
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of correlated parameters. This term can be either positive or negative, simulating the situa-
tion in an actual system where the correlation between two parameters can act to either

increase or decrease the over-all performance variability.
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Appendix B: Second-Order Sensitivity Analysis

The second-order partial derivatives of the network outputs with respect to the inputs are
calculated using a backward chaining rule similar to that used for the first order derivatives
in Chapter 2. These partial derivatives represent the output second order sensitivities

[HashS92][Tsou97]. Below, we give a complete derivation of these sensitivities.

¢ For the neurons in layer N:

2
"y,

d [ N N 0 2
= oy, (1-y,) -w.k] = OLw.k-——I:yk—yk (B.1)
3h; dh, o ! " anl ]
ay )
N 2 N N
= ol (1-2y) =% = & (1-2y) 3 (1-y) - wy - wy,

h‘.

V(i j k).

¢ For the neurons in the remaining hidden layers (layerp, p = N-1, ..., 1):

9

a-

Yi _ L +l /p+l(l—/p+l)wfl
Bhfah ah lahf

e (2oL ) 2

p+l
ah;

+h"“( h””) el
1 ahp+l

Simplifying further, we have
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) Y A
py"p - aZvj,[(l— If“) ! Yk (B.2)
ahiahj | 1,

where
3 ( 9y, Z[ azy,( ][ahf ¥ l] -
ahf ath 8hp+ lah‘“l ahf
d Yk p+ ( p+l)
;[a/’”‘a;"“J[ RG]
Thus,
3y dy
p’ k.~ o wal ( 1 —2hf+ 1)/15” l( 1 —h’,” l)w‘f[—p/i—l (B4
dh; oh ! dh,
2
+hp+l(1_,p+l)2[ a)’k J[hp+l(1 Ip+l)wp]:|
{ ! prlq,p+l s 5 isd |’
5 ahs ahl

¢ For the input layer (layer 0):
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a--yk 0 a)’k 1 ) o
dx.0x = E{[Z——lahl( 1- hl )wjl] (B.5)

i i Iahl
dy 82)1
0 1 1 1) of 9 1 1 k
=0y w, (1—2h )ah (l—h )w‘.(—]+h (l—h )[———] ,
> ”[ TR R ant )N T axam,
V(ij k),

where
3 3’
yk[ = Z[ lyk l][ah;(l—h;)wg]. (B.6)
dx,dh, s ahsah,
Thus,
'y, 1 0 ( 1) 1( 1) 09Y
— 7k = oYWl 1-24) a1 -h, WX B.7
ax,.axj ;wﬂ y |k 1, w,,ah[1 (B.7)
1 1 az)’k 1 1y o
+hl l—lll Z m [/l_‘. l-hs W,v_‘.] ’
s l_,. [
Y(i,j k).

Higher order sensitivities may be obtained in a similar fashion, however, for most practical

applications, the first and second order sensitivities are the most important ones.
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Appendix C: A Neural Adaptive PID-Like

Controller

PID (Proportional-Integral-Derivative) control is a well established and popular technique
for industrial process control [Frank94]. This is due to its simplicity both from the design
and parameter tuning point of view. However, the capability of PID controllers are limited
to linear systems. PID controllers have difficulties in controlling complex systems that are
nonlinear, especially when system dynamics have parameter and structure uncertainties.
Here we present an adaptive neural PID-like controller using neural network modeling for
learning the characteristics of a dynamic system [JinW97]. The purpose of the neural net-
work is to learn the characteristics of the dynamic (nonlincar) system for the on-line solu-

tion of the system sensitivities.
Let us define the following cost function:

1

J = Jl+.12-§-J3 = iez(n+1) +%Be 2(n+1) +%“{e 2(n+1). (C.D)

where e(n+1) = r(n+1) -9 (n+1), r(n+1) is the setpoint, y (n+ 1) is the pre-
dicted output of the system, e (n+1) =e(n+1)-e(n),
e (n+1) =e (n+1)—e (n) and B,y are weighting factors. Recall that the neural

model of the system dynamics (described in Chapter 3) is given by
y(n+1) = f[A(n),A(n=1), ...A(n-m),y(n),y(n=1),...,y(n-0; V],
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where V represents the weight matrix of the neural network.
The sensitivity dJ/du (n) of the cost function J with respect to u(n) is obtained as

3J aJ,  da, o,

du(n)  du(n) +au(r-z) +au(n)

where
a9/, 35 (n + 1) X (n)
du(n) —e(n+) oA (n) du(n)
_ 39 (n + 1)
= -e(n+1)y(n) _——8?\.('1)
dJ, de(n+1) —e(n)]dr(n)
du(n) ~ e (n+l) oA (n) du (n)
_ de(n+1)
=e (n+1)y(n) —_al(n)
= -e (n+ l)w(rz)M
A (n)
and
9J; dle(n+1) —e(n) —e(n) +e(n-1)]9A(n)
Suqny - ¢+ D Ik (n) 3u (n)
—e (n+1)w(n)a—%a"(:)l)
ay(n+1)

= —¢€ (n+l)w(n)W

Using the gradient descent rule
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aJ

u(n+1) = u(n) —nm
and (C.1) we obtain the following expression
ay(n+1) ay(n+1)

u(n+1) = un) +nen+ )y (n) =5+ Mpe (n+ D)W (n) =570

+nye (n+ l)\u(n)a—)é(}\n—(:)l—),

from which we obtain the following PID-like adaptive control algorithm

u(n+1) =un) +ne(n+ Yy (M E+nPe (n+ 1) y(n)g
(C.2)
+nYe (n+ Hy(n)§
=u(n)+Pe (n+1)+le(n+1) +De (n+1),
where
_ady(n+l) , _ o o
&= du (n) P =nPEy(n) i1 = n8y(n); D = nyEy(n).

If we use the sign of 99 (n + 1) /du(n) instead of 39 (n + 1) /du (n) itself in (C.2), the

well-known incremental form of PID algorithm is obtained. In this case, even if the sensi-
tivity 09 (n + 1) /9u(n) is unknown, the accurate value of |99 (n + 1) /du(n)]| is not
important, because the step size can be adjusted by setting 7 . Certainly, this requires that

|09 (n+ 1) /0u(n)| <o, ¥n. Therefore, if the sign of dy(n+1)/du(n) at each

instant is known, then we can get a simple algorithm to control the system. Obviously, the
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sign of 39 (n+ 1) /du(n) is easy to determine for most systems using the neural sensi-

tivity methods discussed in Chapter 2. Thus, the control algorithm becomes
u(n+1) =u(n) +ny(n) e(n+1) +Be (n+1) +ve (n+1)IsgnE]. (C3

where sgn [§] denotes the sign of & .

159



Appendix D: Weighted Predictive Control

Performance Index

The performance index (or cost function) required for the predictive control technique
described in Chapter 5 can also be formulated in terms of Clarke’s weighted predictive
control pertormance index [ClarW87]. The future control signal sequence is obtained by

minimizing the following performance index

L N
J=3Y e -34S Yy launej- 117, (D.1)
i=d iy

where L is the predictive horizon, N is the control horizon and ¥ is the control weighting
sequence by which jump magnitude in u is suppressed (i.e., Y is a damping factor). The
control algorithm can be obtained by applying the gradient descent rule to minimizing the

cost function. In each sampling period, we have

AUk = -N—, (D.2)

where AU* = [Adt(n), o (e N=1)]", A (n) = u*(n) —u*(n-1), 1 is

the control step size, and

ak
O _ _9Y gk, rarf, ©3)
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where ' = diag [Y;, Y5 ---» ¥y] - In matrix form, the cost function can be expressed as

J= %[ETE] +3[au'Tau] . D.4)
Thus,
s ot ay*
AU" = -N—; = Ek nl“AUk = (I+n) n (D.5)
T/l Yia u"

where [ is the identity matrix. According to the principle of receding horizon control

[Soet92], we have

18Yk

u(n+1) =u(n)+[1,0,..0] (I+nI) 1]—— (D.6)

If the control horizon N = 2, then

-1 1 (1+T]Y-,) 0
I1+nT = - , D.7D
(7+nl) (1+nvl)(l+f\72)[ 0 (1+r|'yl):| (
and
n v 39 (n +1)
u(n+1) =u(n) +(1+_rwl)j§d€(n +_])-—au(—n)- (D.8)

Inverting the matrix (/+nI’) when N is large involves additional computational com-

plexity in the control algorithm, so a choice of N = 2 is normally used.
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