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Abstract

Most quantum algorithms that are efficient as opposed to their equivalent classical
algorithms are solving variants of the Hidden Subgroup Problem (HSP), therefore
HSP is a central problem in the field of quantum computing. In this thesis we offer
some interesting results about the subgroup and coset structure of certain groups,
including the dihedral group. We describe classical algorithms to solve the HSP
over various abelian groups, and the dihedral group. We also discuss some existing
quantum algorithms to solve the HSP, and give our own novel algorithms and ideas
to approach the HSP for the dihedral groups.
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Chapter 1

Introduction

When studying quantum computing or simply reading articles about quantum com-
puters, one would certainly come across Shor’s algorithm, Simon’s algorithm, and
other “exponentially fast” quantum algorithms. All of these algorithms fall under
the framework of the Hidden Subgroup Problem (HSP). Indeed, most quantum al-
gorithms that run exponentially faster than equivalent deterministic or probabilistic
classical algorithms are doing so by solving special instances of the HSP [19]. So the
HSP is central in the field of quantum computing.

In large, the HSP is a problem of finding the unknown period of a periodic func-
tion, whose domain has a very complex and detailed structure. The formal definition
of the HSP is as follows.

Definition (Definition of the HSP). Let G be a group, and let H be a subgroup of
G. Given a finite set X, and a function f : G — X such that f is constant on left
cosets of H and distinct on distinct cosets, find H.

Classical query complexity of the HSP is known [11]. Moreover, there exists an
efficient quantum algorithm to solve the abelian hidden subgroup problem [17, 11].
However, the best known quantum algorithm to solve the HSP over a certain instance
of non-abelian groups, a dihedral group, is still subexponential [14, 15, 21]. We do not
know of any efficient quantum algorithms to solve the HSP over any arbitrary finite
group. This thesis aims at studying the HSP over both abelian and non-abelian groups
in the classical and quantum setting, with special attention paid to the Dihedral
hidden subgroup problem.

This thesis is broken into three parts. In the first part we focus on the classical
HSP. We state some useful and interesting results about the subgroup and coset struc-
ture of certain abelian groups. We then use these results to give classical algorithms
to solve the HSP over G = Z/NZ,G = Z/pZ x ZpZ, and G = Z/pZ x Z|p*Z, for
positive integer N, and prime p, and discuss their complexity. We also give a remark
regarding the case G = Z/pZ x 7Z./p*7Z, for some positive integer k. We then shift our
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attention to the case G = D,,. We state some results about the subgroup structure
of Dy, and describe classical algorithms to solve the HSP over G = Dy, Dyx, and
Ds,,, for some positive prime p, and positive integer n.

In the second and third parts of the thesis we leave the “classical world”, and
look into the quantum algorithms to solve the HSP. In the second part, we discuss
the Quantum Fourier Transform for abelian, and then general groups in terms of
representation theory, and describe the standard method to solve the HSP over abelian
and non-abelian groups.

In the third part, we focus solely on the Dihedral HSP. We state some useful
representation theory results for Ds,. We describe the standard method to solve the
HSP over D,,,, as well as the effect of the change of basis on the standard method. We
also discuss the existing quantum algorithm by Greg Kuperberg for the case Dom+1
[14]. We then propose some novel algorithms to solve the Dihedral HSP. Unfortu-
nately, our algorithms are not efficient. However, we discuss some very interesting
ideas for a possible efficient quantum algorithm to solve the HSP over Ds,. In par-
ticular, we discuss an algorithm from [25], that transforms a perfect superposition
to a known state, and attempt to redesign the algorithm in order to solve the HSP.
Regrettably, there is a subtlety that prevents the algorithm from working the cer-
tain way we want. Nevertheless, we provide an interesting discussion, in attempts to
inspire research focused on new algorithms to solve the Dihedral HSP.

The classical algorithms in this thesis are original. To the author’s knowledge
there are no research papers explicitly giving classical algorithms to solve the HSP
over these groups, although the authors of [12, Section 3.2] briefly mention the query
complexity of the HSP over cyclic groups. The algorithms in Section 4.4 are original,
and have been inspired by [1, 5, 6, 9, 13, 18], and many encouraging conversations
with Dr. Nevins.

A brief overview of related literature

We chose the focus of this thesis to be on the Dihedral HSP due to its applications to
post-quantum cryptography. It was Oded Regev who first discussed the connection
between the Dihedral HSP and certain lattice problems [20]. He showed a reduction
from the poly(n)-unique Shortest Vector Problem(SVP) to the Dihedral HSP, and
that if there is an algorithm solving the Dihedral HSP by coset sampling method,
this algorithm would efficiently solve the the poly(n)-unique SVP. Thus, solving the
HSP presents a possible threat to certain lattice-based encryption schemes.

There has been a lot of research focused on the HSP. So far, the best-known
algorithm to solve the HSP over dihedral groups is due to Greg Kuperberg. Un-
fortunately, the algorithm requires a subexponential number of queries. Mark Et-
tinger and Peter Hgyer in [6] gave an algorithm to solve the HSP over a finite gen-
eral group G, that uses only polynomial number of calls to the oracle. However,
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their algorithm requires exponential time. Yoshifumi Inui and Francois Le Gall,
presented an efficient quantum algorithm solving the HSP over groups of the form
Gor=(z,y| 2" =y =e,yz = xpr_1+1y>, for prime p, and r > 2, except p =1 = 2
[12]. Dave Bacon et. al. showed that Q(log |G|) hidden subgroup states are necessary
to solve the hidden subgroup problem [1].

In their paper Dave Bacon et. al. have also explored the connections between
the dihedral hidden subgroup problem and average case subset sum problems (SSP).
Oded Regev has shown that if one can efficiently solve m of the legal subset
sum inputs, given at least log, n + 4 number of copies of the coset state, then there
is an efficient quantum algorithm for the DHSP [20]. Despite the general SSP being
NP-hard, an algorithm for the average-case inputs, with at least log, n 4+ 4 number of
copies of the coset state, would be sufficient to solve the DHSP [1]. Greg Kuperberg
is using a special sieve to create a desirable state in order to conclude the parity of the
shift of the hidden reflection. Another way is to view this as a subset sum problem.

Recently, there has been tremendous progress in the research focused on the SSP.
Xiao-Yun Xu et. al. presented a chip built-in photonic computer efficiently solving
certain instances of the subset sum problem [24]. Their work suggests that the pho-
tonic computer might be able to efficiently solve SSP in general. Yang Li and Hongbo
Li proposed a new quantum algorithm, with heuristic time and memory complexity
20-209 “up to polynomial factors [16]. This result is a significant improvement of the
result due to Bernstein [2] 224" up to polynomial factors, and later due to Helm
and May [10] 2°2%" up to polynomial factors. Thus, it might be possible that the
solution to the DHSP will emerge from the work on the SSP. Being the central prob-
lem in quantum computing, we may expect the solution to the HSP to arrive from a
very unexpected direction.

Detailed overview of the thesis

In Chapter 2 we talk about classical algorithms for the HSP. In Section 2.1 we state
the problem. We state and prove the classical query complexity of the HSP over
an arbitrary group GG. We also give an algorithm to solve the HSP under certain
hypothesis. In Section 2.2 we give some useful background results that will later be
used to prove the main results of this thesis. In Section 2.3 we state and prove results
about the subgroup and coset structure of some abelian groups, and describe quantum
algorithms to solve the HSP over various abelian groups. Section 2.4 is dedicated to
classical algorithms over dihedral groups. In this section we state and prove some
observations regarding subgroup structure of the dihedral groups, and give classical
algorithms to solve the HSP over D,,,, for various n.

In Chapter 3, we talk about quantum algorithms to solve the HSP. We provide
some representation theory and quantum computing background in Section 3.1. We
discuss the Quantum Fourier Transform for both abelian and general groups in Section
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3.2. In the Section 3.3 we describe the coset sampling method to solve the HSP over
finite abelian and finite general groups.

In Chapter 4, we focus on the Dihedral HSP. In Section 4.1 we state some results
on representation theory for the dihedral groups. In Section 4.2 we describe standard
method to solve the HSP over dihedral groups, as well as the effect of the change of
basis on the standard method. We dedicate Section 4.3 to the quantum algorithm to
solve the Dihedral HSP by Greg Kuperberg. In Section 4.4 we describe some novel
quantum algorithms to solve the Dihedral HSP, including an algorithm mimicking
that in paper by Ahmed Younes et.al. on collapsing the superposition to a known
state, and a new approach using “coset tensors” in place of coset states.



Chapter 2

Classical algorithms for the Hidden
Subgroup Problem

2.1 Hidden Subgroup Problem

Let us begin by defining the problem that we will be working on for the rest of this
text. Let us also start off our search for the best possible attack on the Hidden Sub-
group Problem (HSP) by looking at the lower bound of the classical query complexity
of the HSP for any group G.

Definition 2.1.1. Let G be a finite group and H be a subgroup of GG. Let X be a
finite set. A function f : G — X is said to be strictly H-periodic if it is constant on
left cosets of H and distinct on distinct cosets of H.

Ezample. Let G = Z/6Z. Let H = (2). Let f: G +— X, where X = {a, b}, such that
f(0) = f(2) = f(4) =a and f(1) = f(3) = f(5) = b. Then we say that the function
is H-periodic, since it is constant on the cosets of H and distinct on distinct cosets.

Hidden Subgroup Problem (HSP). Given a description of a group G, a subgroup
H < G and a finite set X, as well as a strictly H-periodic function f: G — X, find
a generating set for H.

Ezxample. Similar to the previous example, let G = Z/8Z. Let H = (4). Let X =
{a1,as,as,as}. Suppose that f : G — X is an H-periodic function. The goal is to
find H. A very unexciting attack would be the one that requires querying elements
of the group G, by which we mean evaluating the function on the elements of GG, one
by one until it is possible to unveil the hidden subgroup H. Since we know that the
identity element Og = 0 is always in H, it would make sense to start by querying f(0)
and then query all the remaining elements to match their functional values to f(0).
Such attack will take at most |G| = 8 queries.
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There are possibly more sophisticated approaches to find H. Perhaps, one way
to solve the HSP in this case would be to query the identity and generators of the
nontrivial subgroups of G. Since H is either (2), (4), (0), or G. It would suffice to
make three queries f(0), f(2), f(4) in order to learn what H is.

Note that you could be very lucky and query all the right elements one by one
entirely by luck, and get the hidden subgroup H in merely a few queries. In this text
we will not account for such cases. We will consider what we call the “worst case”
scenario which implies that there is absolutely no lucky queries and one needs to use
all their resources and clever queries to find H.

In this text we use the term oracle or black-box function, to describe a machine
or a function that we can only view in terms of its inputs and outputs, without any
knowledge of its internal workings, and in case of a function of how it assigns values.

The following theorem is relatively well-known; see for example [3, Theorem 5.1].

Theorem 2.1.2 (Classical query complexity of HSP). Let G be a group and suppose
that G has a set H of N nontrivial subgroups whose only common element s the
identity. Then in the worst case the number of queries a classical computer must
make to solve HSP is at least /2N .

To understand the proof better imagine yourself at a party. A friend of yours
suggested a game of battleship that has special rules. He will only draw one ship but
he can change the location of the ship whenever necessary as you make your “shots”.
When there are no more available positions for him to take he will admit defeat and
tell you the position of his ship.

Proof:  Assume that the oracle does not hide a particular subgroup H, but rather
is playing the battleship game by hiding a different subgroup H whenever necessary.
On the t-th query, the algorithm takes a group element g, as an input that we assume
is different from all previous queries go, ..., g;—1 and outputs ¢, if the game is still
ongoing it must be that f(g;) # f(g;), for any i # 5 € {0,...,t}. If on the ¢-th query
f(g:) = f(g;) for some i in the set {0,...,¢t — 1}, then the oracle is forced to concede
if and only if it provides enough information to determine the hidden subgroup. In
this case, we want to know what can be said about .

Notice that we can take advantage of the following property:

f(g:) = f(g;) if and only if g;H = g;H if and only if g; 'g; € H.

So before the ¢-th query each such element g; 'g; was an element of some H' € H
such that H' # H. After the t-th query there were at most (tgl) distinct elements of
the form g;~'g;, where 4, € {0,...,t}. Since the oracle was forced to stop cheating,
that means that the oracle was unable to find a new group other than H that contains
a new element of the form g; 'g;, where i,j € {0,...,¢}. In other words, there were
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more elements of the form g;~'g; than available groups in the set H. Since there were

at most (;) such elements and at most N groups we must have (;) > N.

This inequality could be simplified since (tgl) = (itfl;,);, = (H;)t > N, yielding

t > V2N. |

As we have shown in the example above, there is a so-called “brute-force attack”
that simply requires querying elements of the group G one by one until it is possible
to unveil the hidden subgroup H. Such attack will take at most |G| queries. Thus,
the complexity of an average attack is anywhere between v/2N and |G|. Now that
we have seen the result of the Theorem 2.1.2, we will aim to find a classical attack
that takes approximately v2N, for a group G that has N nontrivial subgroups whose
only common element is the identity. The closer we get to the lower bound in the
theorem 2.1.2, the finer our attack is.

We now establish a lemma about abelian groups inspired by the strategy of the
proof above. If g is an element of a group G, we denote by (g) the subgroup that it
generates.

Lemma 2.1.3. Let G be a finite abelian group and set gy = e. Suppose that there
exists a sequence {g1, - ,gn} of n additional elements of G such that for each i €
{1,...,n} we have

9" & 9e(g; " 9n) (2.1.1)

for all 0 < j,k, ¢ < i, and for all 1 < m < ord(g;). Then the n(n + 1)/2 cyclic
subgroups
Kjr={g; '), forall0<j<k<n

of G are distinct.

Proof: The statement is true if n = 0, as there is only one subgroup (the trivial
subgroup) in the list.

Suppose the subgroups K, as j and k range over the set 0 < j <k <n —1,
are all distinct. We need to show that the subgroups Kj,, as j ranges over the set
0 < j < n, are all distinct and distinct from the preceding subgroups.

Suppose to the contrary that <gj_lgn> = (g, 'ge) for some 0 < j <mand 0 < k <
¢ < n. Then in particular g, € g; K}, which contradicts 2.1.1.

Now suppose to the contrary that (gj_lgn> = {(g; 'gyn) for some 0 < i # j < n.
Then there exists some m € N such that gj’lgn = (9;'g,)™ = g;™g™, where the
second equality follows since G is abelian. If g'~™ = e then we deduce that g; € (g;),
a contradiction. Otherwise, g.~™ = g;9; ™ € 9;{9; '), again a contradiction.

Therefore the n(n + 1)/2 subgroups K j, with 0 < i < j < n, are distinct. |
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We now apply this lemma to give an efficient algorithm to solve the HSP under
certain hypotheses.

Theorem 2.1.4. Let G be a finite abelian group that has M distinct nontrivial
cyclic subgroups. Let n = | =181 ”21+8MJ € N, and suppose that there is a sequence
{90, 91, ,gn} of elements of G satisfying the hypothesis of Lemma 2.1.3. Then
there exists an attack of complexity O(\/M) to find any hidden cyclic subgroup of G.

Proof:  Let {go, 91, - ,gn} be asequence of elements of G satisfying the hypothe-
ses of Lemma 2.1.3. Then the n(n + 1)/2 subgroups given by

Ki;={g;"g;), with0<i<j<n

are distinct. Then by hypothesis G has an additional

1 1 1
t:M—En(nJrl) < §(n+1)(n+2)_§n(n+1) =n+1
cyclic subgroups. Choose generators hq, ..., h; for these ¢t subgroups.
Now suppose H is a hidden subgroup of G' which is cyclic and let f be a hiding
function. Our attack is as follows. Query each element of the set {go, g1, , gn, b1, -+ , At}

Then analyse the results as follows.

Since H is among the N listed subgroups, it is either equal to K ; for some
0 <i<j<mnorequal to (h;) for some 1 <i <t If H= K,; then g;'g; € H so
g:H = g;H and so f(g;) = f(g;). It H = (h;) then h; € H so f(h;) = f(go) where
go = e by hypothesis.

Conversely, if f(g;)) = f(g;) for some i < j then ¢;H = g;H so g; 'g; € H.
This implies that K;; = (g; 'g;) C H, but in general it may fail to be an equality,
if the cyclic subgroups are not of prime order. On the other hand, if f(h;) = f(go)
then necessarily H = (h;). Therefore we recover H in all cases as the union of all
the subgroups K;; such that f(g;) = f(g;) and all the subgroups (h;) such that
f(hi) = f(g0)-

The query complexity of this attack is n + 1 4+t < 2n + 2, where by hypothesis

n is O(v/M). i

Note that in case when all the cyclic subgroups have prime order, the condition
(2.1.1) reduces to g, ¢ g;{g; 'gc), for all 0 < j, k, £ < i.

Example. Let G = Z/3Z x 7Z/3Z. Let H = ((1,1)) be the hidden subgroup. Note
that G has four nontrivial cyclic subgroups, namely K; = ((0,1)), Ky = ((1,0)),
K3 ={((1,1)), and K4 = ((1,2)). We will try to use technique from Theorem 2.1.4 in
order to find H.
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First, query {go = (0,0), g1 = (0,1), g2 = (1,0)} such that all gy, g1 and g, satisfy
the hypothesis of Lemma 2.1.3. Now we need to check whether any of these queries
are equal. Suppose that none of them are equal. This tells are that H is not the
whole group. Moreover, that H # Ky, H # Ky, and H # (go — 1) = Kj.

Note that we can not conclude what H is yet, as there are two more choices for
H, namely K3 and the trivial subgroup. We also can no longer query g3, such that
93 & gmlgr — g1), forall 0 <k, I,m<3.

Now the most obvious course of action would be to query h; = (1,1) to decide
whether H is equal to K3 or the trivial subgroup.

Remark 2.1.5. The hypothesis in this theorem is not always satisfied. It may happen
that a given sequence of elements {go, g1, - - } cannot be completed to a sequence of
the necessary length n.

If the cyclic subgroups of GG intersect only trivially, then M = N and this bound
is of optimal complexity.

2.2 Background

Before we dive in the main component of the first part of this text, let us establish
some background. Classical algorithms to solve the HSP require certain results from
combinatorics, and most importantly from the group theory. We will establish some
group theory background after necessary results from combinatorics. The reader
might find some of the theory to be quite elementary. Nevertheless, we decided it to
be more convenient to have any necessary theory on hand available for the reader at
any time.

2.2.1 Floors, ceilings and binary search

Definition 2.2.1. The floor of a real number z is the greatest integer m s.t. m < x.
We denote it by |z] = max{m € Z : m < z}. The ceiling of a real number z is the
smallest integer k s.t. k > x. We denote it by [2] = min{k € Z : k > z}.

Lemma 2.2.2. Letx € R and n € Z. Then x < n iff [z] < n.

Proof: Let # < n. Since n is an integer, [2] < n. Let [z] < n, then the following
inequality is true: x < [x] < n. Thus, z < n. |

Lemma 2.2.3. Forallz € R andn € Z, [x +n] = [x] +n.
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Proof: Let x € R and n € Z. From the definition of the ceiling function
x < Jz] <x+1. Thus, x+n < [z]+n < x+n+1 Since [z] = n if and
only if z <n < x + 1, we conclude that [2] +n = [z + n]. i

Lemma 2.2.4. Let k € Z and k > 0. Then k — [%51] > [E1].

Proof:  Assume for contradiction, that k—[%51] < [£1]. Then k < 2[%1]. Since

(k1] = (25217 Vit follows that k < [k — 1]. However, k € Z, thus [k —1] = & — 1.
As a result we have that k¥ < k — 1. This implies that 0 < —1. Our assumption led
to a contradiction that 0 < —1. Hence, k — [£2] > [£1]. i

2
Lemma 2.2.5. For an odd positive integer k, [log, (k+ 1)] = [log, (k)].

Proof: Since log, x and the ceiling function are increasing functions, we can
conclude that [log, (k+ 1)] > [log, k].
Now we will show that log, (k + 1) < [log, (k)]. Note that

L — 9log2(k) < 9logs (k)T

As a result, [log, (k)] is the least integer ¢ s.t. k < 2!. Given that k is odd, it can
not be a power of two. Thus k£ < 2. On the other hand, k is an integer, so

E<k+4+1<2.

Since k + 1 < 2! we note that log, (k+ 1) < t = [log, (k)]. By Lemma 2.2.2 we
deduce that [log, (k+ 1)] < [log, (k)].
We can conclude that for an odd k it is true that [log, (k+ 1)] = [log, (k)]. 1

For the purposes of our next few results let us recall what a totally ordered set
is. A totally ordered set S is a set equipped with a relation R, for instance “<”, that
satisfies the following four conditions:

1. Reflexivity: s < s for all s in S.
2. Transitivity: s < tandt < v impliess < v.
3. Antisymmetry: s < tandt < s implies s =t.

4. Comparability: For any s,¢ in S, either s < tort < s.
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Example. Let S be a set of all subgroups of a group G ordered by inclusion. Then
this set is not totally ordered since the first three conditions hold however, the com-
parability condition can fail.

Ezxample. Let S be a set of all real numbers equipped with a relation <. Such a set
S is totally ordered.

The backbone of the following theorem is the binary search algorithm. Let us
recall that the binary search algorithm is a search algorithm that recursively finds the
position of a target value within a totally ordered set by comparing the target value
to the middle element of the set.

Theorem 2.2.6. In the worst case, a binary search algorithm makes [logy k| queries
to find the position of a target within a totally ordered set of a size k, where k > 1.

Proof: Let S be a totally ordered set of k elements S = {s1,S2,53,...,5k},
containing the target element sy4,4c.. Let S be equipped with the relation that s;_; <
si, fori e {2,...,k}.

If k =1, then the set S is a singleton so necessarily S = {s¢arget}. Therefore we
will not perform any queries. Since [log,(1)] = 0, this proves the base case of our
induction.

Let kK = n — 1, and suppose that the result holds for all sets of size less than k.
We query the middle element of the set, which is Sphtiy. Notice that this query will
efficiently divide the set into two halves, or almost halves.Notice that

e

=1+ 1,

and, if £ > 2, then 1 < ((k;)} < [%W < k. Thus the two halves are nonempty and
are given by

S1={s1,89,..., s[%ﬁ, Sy = {3(%1, ey Sk L
Now we make a query: compare the value of sy4rger to the value of 51 )y

If starget < SJRCENE then sigpget € S1.

If siarget > 5(@], then sigpget € S2.

By Lemma 2.2.4 we have the following inequality: |Ss| = k— ((k;W > [(k;)] =
|S1]. Since |S2| < k, we may apply the induction hypothesis to conclude that we need
in total at most @ = [log,(k — [@1)1 + 1 queries to identify the target element.
Let us show that @ = [log,(k)].

If k is odd, then k — [£51] = k — 522 = &H and log, ((k + 1)/2) = log,(k +
1) —log,(2) = logy(k + 1) — 1.

Therefore

Q = [logy(k — [ 1)1+ 1= [logy(k +1)] = [logy(k)]
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by Lemma 2.2.4.
If k is even, then k — [(k?w =k —£ =% and log,(k/2) = log,(k) — 1 so

_ 1)
2

Q = Mogy(k — [

DT+ 1 = [logy(k/2)] +1 = [logy(k)].

Therefore we can conclude that it takes at most [log, (k)| queries to find ;e in @

totally ordered set of size k for any integer k£ > 1.
i

2.2.2 Group theory

The results in this subsection are fairly standard and are meant to aid one’s memory
if required. The textbook by Joseph Gallian [8] was consulted but the proofs are
written by the author.

Lemma 2.2.7. Let p be a prime. Let G be a group of order p. Then G is isomorphic
to Z/pZ.

Proof: Let p be a prime and G be a group of order p. Let e # g € G be any
element of the group except for the identity. Consider the subgroup (g). The order
of (g) divides the order of G. But since the order of G is a prime, it implies that the
order of (g) is either 1 or p. Since g # e, we conclude that (¢g) has order p. So G is a
cyclic group of order p. Thus, G is isomorphic to Z/pZ. |

Lemma 2.2.8. Let G be a group. Then there exists an isomorphism from G to
G x {1}, where {1} denotes the trivial group.

Proof:  Let G be a group. Define ¢ : G — G x {1} be a function ¢(g) = (g, 1).
Take any g,¢ € G. Note that ¢(g9g9’) = (94',1) = (9,1)(¢', 1) = ¢(g9)¢(¢'). Further,
#(1) = (1,1) = 1gxqy. Therefore, ¢ is a homomorphism.

Define ¢ : G x {1} +— G via ¢(g,1) = g. Take any (g,1) and (¢/,1) € G. Since
e((g:1)(g, 1)) = ¢(99',1) = g9 = »(g,1)p(g’,1) and p(1,1) = 1 = 1g we can
conclude that ¢ is a homomorphism.

Finally, observe that ¢(¢(g)) = g for any g € G, and ¢(¢(g,1)) = (g,1) for any
(9,1) € G x {1}. Hence, G =2 G x {1}. i

The following statement follows immediately from Lemma 2.2.8.
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Corollary 2.2.9. Let G be a group, then G is isomorphic to G x {1} x -+ x {1},
where {1} denotes the trivial group.

Lemma 2.2.8 and Corollary 2.2.9 are quite useful to us. We will use the fact that
G is isomorphic to G x {1} x --- x {1} quite often as we go along.

Lemma 2.2.10. Let G and G’ be two groups, and let H < G and H' < G’ be two
subgroups. Then H x H' < G x G'.

Proof:  Let G,G’ be groups. Let H < G and H' < G’ be two subgroups. Take any
element (h,h') of H x H'. Note that h € H and h' € H', therefore (h,h') € G x G'.
We can conclude that H x H' C G x G'.

Consider two elements (h, /') and ((k)~',k'"") in H x H' and their product
(h, W) ((k)~" K™Y = (h(k)~, R/ (K')~Y). Since h(k)™' € H and K(K')~' € H’, then
(R(k)™', W (K')~") € H x H'. Therefore H x H' is a subgroup of G x G'. |

Definition 2.2.11. Let G be a group, and let gq,...,9, € G. Then (g1,...,gn)
denotes the smallest subgroup of G containing g, ..., g,.

Lemma 2.2.12. Let G be a group. Suppose that a,b,c € G such that {a,b) < G and
(a,c) < G. Then {a,b) = {(c,a) if ba' = c for some i.

Proof: By the definition above, (a,b) is the smallest subgroup of G that contains
a and b but note that both b and a are elements of (c,a) since b = ca™". Therefore,
(a,b) C {c,a).

Similarly, since (c, a) is the smallest subgroup of G containing both ¢ and a it

must be a subset of any other subgroups containing ¢ and a. Since ¢ = ba’ then
¢ € (a,b) and (c,a) C (a,b). i

Lemma 2.2.13. Let G be a group. Let K be a normal subgroup of G. Then K is the
kernel of the homomorphism f: G — G/K defined via f(g) = gK.

Proof: Let G be a group. Let K be a normal subgroup of G.

Let f be the map f : G — G/K defined via f(g) = gK. Note that f(g192) =
(9192) K = g1 K g2 K = [(g1)[(g2), where the equality (g192) K = g1 K g2 K comes from
the fact that K is normal. Thus, f is a homomorphism. Moreover, f is a surjective
map.

Now we will show that K is a kernel of f. Note that for any element £ € K, k is in
the kernel of f if and only if f(k) = K. Since for any k € K, we have f(k) = kK = K,
K is the kernel of f. i
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Now we will introduce a characterization of normal subgroups which is a key
to an important theorem which exhibits an important link between homomorphisms
and factor groups, the Fundamental Theorem of Group Homomorphisms.

Theorem 2.2.14. Let G and G’ be two groups. Let f : G — G’ be a surjective group
homomorphism with kernel K. Then the map h : G/K — G’ defined by h(gK) = f(g)
1S a group isomorphism.

Proof: Let G and G’ be two groups. Let f : G — G’ be a surjective group
homomorphism with kernel K. We will show that the map h : G/K — G’ via
h(gK) = f(g) is an isomorphism.

First, note that h is a well-defined map. If ¢;,92 € G such gt K = ¢, K, then
gitgr € K, but K = ker(f). Thus, f(g;'92) = f(g1)" f(g2) is the identity element
of G'. Therefore, f(g1) = f(g2).

Now, we have shown that if f(g1) = f(g2), then g1 K = g, K. Then we can see
that h(g1 K) = h(g2K), implies g1 K = g2 K. Moreover, since f is surjective, every
element of G’ is of the form f(g) for some g € G, thus is of the form h(gK), so h is
surjective.

Lastly, we need to show that h is a homomorphism. Since K is normal we

have the following equality: h((g1)K(g2)K) = h((9192)K) = f(q192) = f(q1)f(92) =
h(g1K)h(g2K). So we can conclude that h is a homomorphism. i

We now prove some results about the subgroup structure of groups that will be
used in the later sections.

Lemma 2.2.15. Let G be a group. Let H be a normal subgroup of G. Then there
exists a bijection between the set of all subgroups of G containing H and the set of all
subgroups of G/H.

Proof: Let G be a group. Let H be a normal subgroup of G. We will show that
there exists a bijection between the set S of all subgroups of G containing H, and
the set S’ of all subgroups of G/H.

First, let us define a function f : S — S" by f(K) = K/H. Here, K/H is the
subset of G/H defined by K/H = {kH | k € K}. To show the map is well-defined
we show K/H is a subgroup of G/H. If kH k'H € K/H then (kH)(K'H)™' =
(kH)((K')"'H) = (k(kK")~')H since H is normal. Since K is a subgroup of G, k(k')~! €
K so (k(K')™")H € K/H. Thus K/H is a subgroup of G/H.

Next, we show f is injective. Suppose K, K’ € S and that f(K) = f(K’). Then
K/H = K'/H. Thus for each k € K, kH € K'/H so there is some k' € K’ such
that kH = k'H or k € K'H. That means there is some h € H so that k = k’h. Since
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H C K’ this means k € K', so K C K'. Exchanging K and K’ in this argument
shows that K = K'.

Finally, we show that f is surjective. Let K be a subgroup of G/H. Set K =
{k € G|kH € K}. We show that K is a subgroup of G containing H. If k, k' € K
then kH,k'H € K. Since H is normal in G we have (kH)(k'H)™! = (k(k')"")H and
since K is a subgroup of G/H this product is in K. Therefore we have k(k')~' € K
and so K is a subgroup of G. Let h € H. Then hH = H which is the identity
element of G/H. Therefore hH € K so h € K. Thus H C K so K is an element of
S. Therefore f is surjective.

Suppose G is a cyclic group of prime order p. Then since the order of any element
must divide p, every nontrivial element has order p. So G has ¢(p) = p — 1 elements
of order p. This is a key property we will use several times. For instance consider the
following lemma.

Lemma 2.2.16. Let p be a prime. Let G = Z/pZ x Z/pZ. G has p + 1 non-trivial
cyclic subgroups, and each pair of these subgroups intersect only in the identity.

Proof: The order of the group G is p? but because G is not cyclic, it follows
that the order of every non-trivial element g € G is p. If H is a subgroup of GG, then
|H| | |G|. So |H| € {1, p, p*}. Since we are looking for the non-trivial cyclic subgroups
of G, and G itself is not cyclic, we have that |[H| # 1 and |H| # p*. It must be that
the order of H is p, and thus H is cyclic.

Notice that there are p*> — 1 elements of order p in the group G. Every cyclic
subgroup of order p has ¢(p) = p — 1 elements of order p. Now notice that if H
and H' are two cyclic subgroups of order p, then their intersection is a subgroup of
each, hence either trivial or equal to both of them. It follows that no two distinct
cyclic subgroups can have a nontrivial element in common. There are p — 1 nontrivial

elements in each cyclic subgroup, so we have ’% = p + 1 subgroups in total. |

2.3 Classical query complexity of the Hidden Sub-
group Problem for abelian groups

We are now ready to embark on the core of this thesis - algorithms to solve the
HSP over various groups. Having a very neat structure and many helpful properties
abelian groups are a natural first candidate to consider. In this section we will study

the HSP over cyclic groups and direct product of cyclic groups of relatively prime
order, as well as the case G = Z/pZ x Z/pZ and G = Z/pZ x 7./ p*Z.
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2.3.1 The case of Z/p"Z, for a prime p.

As the title suggests we will first study the case G = Z/p™Z. Since our goal is to find
a hidden subgroup H of G, we must be familiar with the subgroup structure of G.
When G = Z/p"Z, its subgroups have a very particular architecture, namely they are
nested:

Hy= (") CH = (") C---CH,=(p"™"). (2.3.1)

So there are n + 1 subgroups of G, and one of these is the hidden subgroup H.
Moreover, note that the subgroups of G' form a totally ordered set with respect to
inclusion. So one might draw similarities between the “ <7 relation in 2.2.6 and the
inclusion relation in our case. Keeping these statements in mind, let us begin the
theorem.

Theorem 2.3.1. Letn > 1. If G = Z/p"7Z and H is a hidden subgroup, then it takes
an adversary at most [logy(n+1)] 41 queries to solve the Hidden Subgroup Problem.

The idea of the proof is to use the Binary Search Algorithm on the subgroups of
G. The goal is to “trap” the subgroup. Every query should split the set of subgroups
in two halves, or roughly two halves if n + 1 is not a perfect power of two, and
determine which of the two sets contains the desired subgroup H. As a result at each
consecutive step only a half or roughly a half of the previous set is considered until
we arrive at the set containing only one subgroup. That subgroup is H.

Proof: Let G = Z/p"7Z. Let H be the hidden subgroup in the set of subgroups of
G as in the equation 2.3.1. Let f be an H-periodic function hiding H. Then for any
g in G,

f(0g) = f(g) if and only if g € H.

Suppose that we queried the element p"~. If f(p"~!) = f(0¢g) then p"~' € H.
Since all powers of p"~* are also elements of H, thus H; C H. Now since the subgroups
of G are are nested, H must be one of the subgroups {H;, H;y1,..., H,}.

On the other hand, if f(p"~*) # f(0g), then H must be one of the subgroups
that do not contain p"~* as an element. Keeping in mind the subgroup structure of G
in (2.3.1), such subgroups form the set {Hy,..., H;_1}. Therefore our binary search
algorithm applies.

It is essential to have the value of f(0g) in order to perform the binary search.
Hence, after querying f(0¢) it takes [log, (n 4 1)] queries to find H in the set of n+1
subgroups by Theorem 2.2.6. |

We might ask if this attack may be extended to any other class of groups, and
the following shows that this is not the case.
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Lemma 2.3.2. The finite abelian groups in which all subgroups are nested are exactly
the cyclic groups of order p* for some prime p.

Proof: Let G be a cyclic group G = (g) of order p* for some positive integer k.
Then every subgroup of G has a form H = (gpk_l> for some positive integer [. Thus,
subgroups of GG are all nested.

We will now show that if a group has order other than p* or the group is not
cyclic or both then not all the subgroups of that group are nested.

Let us consider the first case, namely let |G’| # p*. Suppose that the subgroups
of G’ are nested. Suppose that order of G is not equal to p* for any positive k.
Then there exist two distinct primes ¢ and r such that ¢||G| and r||G|. Then by |8,
Corollary of the Theorem 24.3] G has two subgroups H and K such that |H| = ¢, and
|K| = r. Since g and r are distinct primes, H € K and K ¢ H. Thus the subgroups
of G are not nested.

We will now consider the second case. Suppose G’ have order p*, for some positive
integer k, but G’ is not cyclic. Then k& > 1. Let h be a generator of a maximal cyclic
subgroup H of G’ . Since H # (', there is some k € G’ which is not contained in H.
Thus if K = (k), we have K ¢ H. On the other hand, if H C K then we would have
H = K by maximality. So H ¢ K. Therefore the subgroups of G are not nested.

Thus, the only abelian groups with nested subgroups are cyclic groups of prime
power order. |

2.3.2 The case of general cyclic group Z/NZ

In this section, we will study the HSP over a general cyclic group G = Z/NZ. To
develop our theory, we begin with a particular example, and derive an algorithm for
a base case, before proceeding to the general case.

Consider the case of N = 675. Since 675 = 33 x 52, the Chinese Remainder
theorem assures us that we have

Z/67T5Z =2 7.)5°7 x 7./ 3°Z.

In fact, we can be explicit. Define a map ¢: Z/5°Z x Z/33Z — Z/6T5Z by setting
¥([1],[0]) = [3%] and ¥([0], [1]) = [5?], where [a] means the image of the integer a in
the respective group. Since the order of 3% in Z/675Z is 5%, and the order of 5% in
7,/6757 is 3?, this map gives a homomorphism. Conversely, since by the Euclidean
algorithm 1 = 13 x 25 — 12 x 27, we deduce that the inverse map ¢! is generated
by sending 1 to ([—12], [13]) = ([13],[13]). Thus it is an isomorphism. We let 75 and
73 denote the projection homomorphisms from Z/5*Z x Z/33Z onto each of its direct
factors, and ¢5 and ¢3 the corresponding inclusions.
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Next, we note that every subgroup M of Z/5°Z x 7Z/3%Z is of the form E x K
with £ < Z/5°Z and K < Z/3*Z. By Lemma 2.2.10, each of these is a subgroup of
Z)5*7 x 7/ 33Z. Suppose M < Z/5*Z x 7./33Z, and let E = 75(M) and K = m3(M).
Then these are subgroups of their respective groups, and it is clear that M C E' x K.
Because M surjects onto each E and K, their orders must divide the order of M.
Since |E| divides 5 and | K| divides 3%, their orders are relatively prime, so |E x K| =
|E| x | K| necessarily divides |M|. Equality follows.

Since ¢: Z/5*Z x 7/3*7 — Z/675Z is an isomorphism we conclude that every
subgroup H of Z/675Z is equal to ¢ "}(E x K) for some subgroup E of Z/5?Z and
subgroup K of Z/3%Z.

However, by Lemma 2.3.2 we know that these subgroups do not form a totally
ordered set under inclusion, so the binary search algorithm does not apply. One way
to solve this problem is to reduce this direct product to the cyclic case. That is, given
a hidden subgroup H of Z/675Z such that ¢y~!(H) = E x K, we use the binary search
algorithm on Z/5%Z to find E, and then the binary search algorithm on Z/33Z to find
K.

Thus the next obstacle is to make sure that any hiding function f: Z/675Z — X
induces hiding functions for these subgroups F and K. We define

fs: Z/5°Z — X by  fs5(g) = f(¥(¢s(9)))
and
f3: 232 — X by  f3(9) = f(¥(¢3(9))).

Let us show that f5; is E-periodic; a similar argument works to show that f3 is K-
periodic. So suppose first that a,b € Z and f5([a]) = f5([b]). We have

f5([a]) = f(¥([a],0)) = f(¥(a(1,0)) = f(ary(1,0)) = f([3%a])

and similarly f5([b]) = f([3%0]). Since f is H-periodic, this happens if and only if
[3%a) — [3%0] = [3*(a — b)] = ¥(([a — 1],0)) € H. That is, f5([a]) = f5([b]) if and only
if [a] — [b] € E. Thus f;5 is E-periodic.
This shows us that we have everything that we require to use Theorem 2.3.1.
Our algorithm is as follows:

1. Evaluate f(0) = f3(0) = f5(0).

2. Apply Theorem 2.3.1 to the subgroup Z/5%Z and the hiding function f5 to find
the subgroup F in at most log whatever more queries.

3. Apply Theorem 2.3.1 to the subgroup Z/33Z and the hiding function f5 to find
the subgroup K in at most log whatever steps.

4. The hidden subgroup is H = ¢(E x K).
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Note that for this example to work we required that there exists a homomor-
phism between Z/675Z and Z/5°Z x 7./3%Z, as well as two maps f5 and f3 that are
E—periodic and K-periodic respectively. We will start by generalizing this to all V.

Lemma 2.3.3. Let H, K,G be groups and let G be abelian. Let ¢ : H — G and
¥ : K — G be group homomorphisms. Then ¢pxv : HXx K — G via (h, k) — ¢(h)(k)
18 a group homomorphism.

Proof: Let H, K,G be groups and let G be abelian. Let ¢ : H — G and
1 K — G be group homomorphisms. Define a map ¢ x ¢ : H x K — G defined via

(h, k) = ¢(h)y (k). Then (¢ x ¢)(1,1) = ¢(1)y(1) = 1.
Take two elements (ay,ax) and (by,bx) of H x K. Then

(¢ x ¥)((am,ax)(bm, bx)) = (¢ x ¥)(abg, abk)
= ¢(abu)Y(abx) = ¢(am)p(bu )Y (ax ) (bi)

since ¢ and v are group homomorphisms. Since G is abelian

P(am)d(bu)(ax ) (br) = dlam)(ax)p(ax)y(bk)
= (¢ x ¥)(an, ax)(¢ X ¥)(by, bx).

Thus, we can conclude that ¢ x 1 is a homomorphism.

Lemma 2.3.4. Let Gy, Gy be two groups and Hy < G1, Hy < Gy be two subgroups.
Let X be a finite set. Let ¢ : Gy — Gy be an injective homomorphism, such that
¢(Hy) = Hy. Then f: Gy +— X is Hy-periodic if and only if f o ¢ is Hy-periodic.

Proof: Let G1,Gy be two groups and H; < Gy, Hy < Gy be two subgroups.
Let X be a finite set. Let ¢ : G; — G5 be an injective homomorphism, such that
¢(Hy) = Hy. Suppose that f : Gy — X is Hy-periodic. We want to show that

foo(a) = fop(b) if and only if aH; = bH; for any a,b € G;.

Suppose that f o ¢(a) = f o @(b) then f(éd(a)) = f(p(b)) and since f is Hy-periodic
¢(a)Hy = ¢(b)H,. This implies that ¢(a)(4(b))™! € Hy and since ¢ is a homomor-
phism ¢(ab™') € Hy. Since ¢ is injective, ab™! € Hj.

Suppose that a + H; = b+ H; so that ab™! € H;. After applying ¢ to (ab™?)
and H;, since ¢ is a homomorphism we get ¢(ab™') = é(a)(4(b))™t € Hy. Thus,
6(a)Hy = 6(b) Hy, implying that f 0 ¢(a) = f o b(b).

Now suppose that f o ¢(a) is Hi-periodic. We want to show that

f(c) = f(d) if and only if cHy = dH; for any ¢, d € Gs.
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Notice that Hy = ¢(H;), thus the statement becomes
f(o(a)) = f(p(b)) if and only if ¢(a)Hy = ¢(b)H, for any a,b € Hy.

Suppose that f o ¢(a) = f o ¢(b), then since f o ¢ is Hi-periodic we get aH; =
bH;. Applying ¢ to both sides of the equation results in ¢(a)p(Hy) = ¢(b)p(H1), so
¢(a)Hy = ¢(b) Hy.

Suppose that ¢(a)Hy = ¢(b)Hs. Since ¢ is injective, aH; = bH;. So we have
fodla)=foop(b) |

Now that we have stated and proven Lemma 2.3.3 and Lemma 2.3.4, we can
move on to the result stating the complexity of solving the HSP over G = Z/NZ,
where N is a product of two prime powers.

Theorem 2.3.5. Let n,m > 1 be two positive integers. Let p,q be two distinct primes.
Given Z/p"Z x 7./ q™Z = Z/NZ where N = p"q™, it takes at most [logy(m + 1)] +
[logy(n 4+ 1)] 4+ 1 queries to find the hidden subgroup H.

Proof: Let n,m > 1 be two positive integers. Let p,q be two positive primes
such that ged(p,q) = 1. Let Z/p"Z X Z/q™Z = 7Z/NZ where N = p"q™. Consider
subgroups of Z/NZ. Any subgroup of Z/NZ is isomorphic to E; x K; = (p"~") x
(qm7), for i € {0,...,n} and j € {0,...,m}. In particular, we may assume our
hidden subgroup is H = F x K.

Let ¢, be the injection of Z/p"Z into Z/NZ and set f,(x) = f(¢p(x)), and let
1, be the injection of Z/¢™Z into Z/NZ and set f,(y) = f(¥,(y)).

Let f, : Z/p"Z — X be the function defined above, then f, is E-periodic. Hence,
such function allows us to query elements of Z/p"Z, and in particular, generators of
the subgroups E;. By the Theorem 2.3.1 we can use binary search algorithm on Z/p"Z
to find E, once we know the value f,(0) = f(0). Similarly a function f, : Z/q"Z — X
defined above is K-periodic. This allows us to query elements of Z/q¢™Z and by the
Theorem 2.3.1 we can use the binary search to find K, once we know f,(0) = f(0).
As a result we can construct H since (£ x K) = H.

Note that Z/p"Z has n + 1 subgroups and Z/q¢™Z has m + 1 subgroups. Hence,
by the Theorem 2.2.6 above it will take at most [log, (n + 1)] queries to find F and
at most [log, (m + 1)] queries to find K, once the identity element has been queried.
Both of the groups are cyclic, thus it suffices to query the identity element once.
Thus, in total it takes at most [log, (m + 1)] + [log, (n + 1)] + 1 queries. i

Ideally, we would like to extend this result to when N is not just a product of
two prime powers, but /N is any composite number with known factorization. The
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following lemmas will help us arrive at our final argument of this sections, stating the
complexity to solve the HSP over Z/NZ, where N is any composite number.

First, we show that the result of Lemma 2.3.3 can be extended to any number
of factors.

Let k be a positive integer. Let Hi,...,H, and G be groups and let G be
abelian. Let ¢; : H; — G be group homomorphisms, for any ¢ € {1,...,k}. Then
Gi XX Qg Hy X -+ X H, — G via (hy, ..., hg) = ¢1(hy) - - - ¢ (hy) is also a group
homomorphism.

Lemma 2.3.6. For any set of distinct prime numbers {p1,...,pr} and positive in-
tegers {e1,...,er} set N = Hlepf". Then the map 0 : Z/p1“*Z X -+ X L/ py* 7 —
Z/NZ defined on generators by

(1,0,...,0) = po®p3® ... pp®*

(0,1,...,0) = p1“ps® ... pp®*
(2.3.2)

(07 Oa R 1) = pl€1p262 . '1716—161671
s an isomorphism.

Proof:  Let {p1,...,pr} be a set of distinct prime numbers and {e;,...,ex} be a
set of positive integers and set n = Hle pi¢. Note that Z/p;*Z and Z/NZ are groups
and [, pjj is a nonzero element of Z/NZ. Since [, p;j is a positive divisor of N,

then the order of H#i pjj in Z/NZ is . " = p;“. It follows that there exists an
i#iPj

injective homomorphism
0; : Z/p;“Z — 7/NZ such that 1 — Hp;j. (2.3.3)
J#

Let H; = ([1,4p;’)- Then 6;(Z/p;“Z) = H;. So by Lemma 2.3.3, since our map 6 is
just the product of the maps 6;, it is a homomorphism

0:7/;pZ x - X L]pp*Z — Z/NZ

with image

O(Z)p1“Z X -+ X L]py,*Z) = Hy x -+ X Hj,.

We will now prove that 6 is an injective homomorphism. Notice that

ker(0) = {([ai1], [aza], - .., [ak]) : [ai] € Z/p;“Z, O([a1],[as],- .., [ax]) =0}  (2.3.4)

So a1 [, 4 Py 4+ [Tz p; = 0in Z/NZ, for a; being a representative of [a;],
for i € {1,...,k}. Reducing the equality modulo p;* for every i € {1,....k} results
ina; =as =--- = a = 0. Therefore, # is an injective homomorphism.
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Note that the cardinality of Z/p1“'7Z X - -+ X Z/py**Z is equal to the cardinality
of Z/NZ.Therefore the map @ is surjective.

S0 0 : 7/ L X - X L]pp*Z — Z/NZ is an isomorphism.

Consider now any subgroup (p;®) x (pa®) x - - - x (pp%) of Z/p1 Zx - - - X L] py.** L.
Then since ged(p® =% + -+ + pp® =% n) =1,

O((p1™) x (p2®) x -+ x (pp™)) = 0((; ™, ..., pp™))

=", ..., o™) = (™ o 4 ) (2.3.5)

pr— <p1d1 .. .pkdk>

From the above lemma we can derive that 0(0,...,0,al],0,...,0) = aH#ip;j
for any a € 7Z representing [a] € Z/p;“Z.

Lemma 2.3.7. For any set of distinct prime numbers {p1,...,pr} and positive inte-
gers{ey,...,ex} set N = Hle pi. Let 6 be the isomorphism defined in Lemma 2.3.6.
Then for any H < Z/NZ there exist subgroups E; < Z/p;“7Z for everyi € {1,...,k},
such that 0~'(H) = Ey X -+ X E},.

Proof: For any set of distinct prime numbers {py,...,px} and positive integers
{e1,...,er} set N = Hlepiei. Let 6 be the isomorphism defined in Lemma 2.3.6.
Take any H < Z/NZ. Set

G=Z/p“Z x -+ X L]p°*Z.

Note that for any i € {1,...,k}, |Z/p;“Z| = p; and |G| = p1°* ... pp°t.

Let £ =07'(H) < G. Then |E| | p;° ...py%. This means that |E| = p;4 ... p%
where d; | e; for every i € {1,..., k}.

Let m; : G — Z/p;%Z be the projection for all i € {1,...,k}. Let m;(F) = E; for
all © € {1,...,k} so that E; < Z/p;“Z. Since E; is a homomorphic image of E, we
have |E;| | |E|. Therefore, |E;| = p;* for some k; < e;.

Note that

ECE x---x Eg, thus |[E| | |[Ey X -+ x Eg|.

It follows that |E; x - -+ Ex| < |E| and |E| < |Ey X - - - Ey|, so the orders equal. There-
fore, E = E, X -+ X E},. |

Let N = Hle p;©, for any set of distinct prime numbers {p1, ..., px} and positive
integers {ey,...,ex}. Let 0; be the map defined in the equation (2.3.3). Let H <
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Z/NZ. By Lemma 2.3.7, H = 07'(E; x --- x E}), where E; < Z/p;47Z for each
ie{l,...,k}. If f:Z/NZ — X is a H-periodic function, then

fia) = f(0i(a)) = f(a Hpjj)

JFi

is E;-periodic for any i € {1,..., k}.
Now we finally arrived at the theorem stating complexity of the HSP over Z/NZ,
where N is any composite number.

Theorem 2.3.8. Suppose N > 1 € N has prime factorization N = Hle pit such
that ged(p1,...,pr) = 1 and {ey, ..., ex} are positive integers. Then it takes at most
[logy (e1 +1)] + -+ + [logy (ex + 1)] + 1 queries to find the hidden subgroup H of
7/NZ.

Proof: Let H < Z/NZ. By Lemma 2.3.7 H = FE; X --- X Ej, where each
E; <Z/p“Z, foralli e {1,... k}. Let f; : Z/p;“Z — X be the E;-periodic function
defined in Lemma 2.3.4. By Lemma 2.3.1 we can find E; in at most [log, (e; + 1)]
steps, once we know the value f(0). Since each E; is a cyclic subgroup, it suf-
fices to query the identity element once. As a result we can construct H since
O(E; x --- x E) = H. In total, that makes [log, (e; + 1)] + -+ + [log, (ex +1)] + 1
queries. |

Now that we know the complexity of the HSP over a general abelian group, it is
desirable to go back to the Theorem 2.1.2. Recall, that Theorem 2.1.2 states that if
the group G has a set of k nontrivial subgroups whose only common element is the
identity, then in the worst case the number of queries a classical computer must make
to solve HSP is at least v/2k. The following lemma will help us compare the result of
the theorem 2.1.2 to 2.3.8 in the case of an abelian group Z/NZ for any N.

Lemma 2.3.9. Suppose N > 1 € N has prime factorization N = H?Zl Pt such
that py,...,pr are distinct primes and {ey, ..., ex} are positive integers. Then the
mazximum number of nontrivial subgroups of Z/NZ that intersect trivially is k.

Proof: By Lemma 2.3.7 it suffices to consider subgroups of Z/p1 ' Zx - - - X 7/ pp*Z.
Note that

i x ---xEkﬂFl X "-XFk:ElﬂFl X XEkﬂFk.
Thus, this intersection is trivial if and only if

E;NF;={0}, forallie {1,... k}.
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So it suffices to consider pairwise intersections of subgroups of the form E; N £},
where each F; and F; are subgroups of Z/p;“Z for any i € {1, ..., k} and E;NF; = {0}.
Since for each i € {1,...,k} subgroups of each Z/p;“7Z are nested, the intersection
E; N F; is trivial if and only if one of F; or F; is trivial.

More precisely, if subgroups of Z/p;%Z are {{0}, (p1), (p1 ™), (p2%), ..., (pp®)},
then by Lemma 2.3.6 we would like E; or F; be a subgroup (p;%) for exactly one
i € {1,...,k}, and the rest of the subgroups to be trivial. So the subgroups that
intersect trivially look like

(0) x - x (p1%) x -+ x (0) and (0) x --- x (p;%) x -+ x (0).

It follows that Z/NZ has k subgroups that intersect trivially. i

So if the group we are working with is G = Z/p1“'Z x - - - X Z/px°*7Z, it takes at
least v/2k and at most [log, (e; +1)] + --- + [log, (ex 4+ 1)] + 1 queries to find the
Hidden Subgroup. To compare the two bounds note that we are allowed to take k
as large as we want, however, we require ey, ..., e to be positive integers. Thus, the
supremum of the number of the queries it takes at most to find the hidden subgroup
problem is [logy (1 4+1)] + -+ [logy (1+1)] + 1 =k + 1.

2.3.3 The case of Z/pZ x 7Z/pZ, for a prime p.

We are now going to explore the structure theory of noncyclic abelian groups. In
this section we will use additive notation solely. We will start off with a remarkable
observation that makes it possible to design an attack to solve the HSP over G =
Z7)pZ x L] pZ.

Lemma 2.3.10. Let p be a prime. Let G = Z/pZ x Z/pZ. For any cyclic subgroup
H <G and any g € G\ H, the coset g+ H has ezxactly one element of every other
cyclic subgroup K < G.

Proof: Let p be a prime. Let G = Z/pZ x Z/pZ. Let H be a non-trivial cyclic
subgroup of GG. Suppose to the contrary that the coset g + H contains two distinct
elements ky = g + hy and ko = g + hs of the same non-trivial cyclic subgroup K.

Since ki — ko € K, and ky; — ky = hy — ho, the element of the subgroup K is also
an element of H. That would imply a contradiction by Lemma 2.2.16. So it must be
that ky = ko.

Now we will show using a counting argument that there is an element of each
non-trivial cyclic subgroup except for H, in g+ H. By Lemma 2.2.16, there are p+ 1
non-trivial cyclic subgroups, each having p elements. Thus, the coset g+ H has p ele-
ments, and there are p non-trivial subgroups other than H. Since g+ H can only have
one element from each of the non-trivial cyclic subgroups other than H, we conclude
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that g+ H has exactly one element of each non-trivial cyclic subgroup other than H. i

Another interesting consequence of Lemma 2.2.16 is that the maximal number
of non-trivial subgroups of G = Z/pZ x Z/pZ that intersect trivially pairwise is p+ 1.
That is true because the subgroups of Z/pZ x Z/pZ are either cyclic of order p, or
trivial subgroup and the entire group GG. There are p+ 1 cyclic subgroups of order p in
G. Any two of this subgroups intersect trivially. The entire group does not intersect
trivially with any of the cyclic subgroups of order p.

Now that we saw the relations between elements of each coset of the non-trivial
cyclic subgroups of Z/pZ x 7./ pZ, we would like to see how the cosets themselves are
related.

Lemma 2.3.11. Let G be a group. Let H be a subgroup. Let g;,9;, € G. Then
gi+H = gj+ H if and only if g;— g; € H. In particular, g;+{g; — 9;) = g;+ {9;: — g;)-

Recall, that given a function f hiding H it is true that f(g) = f(¢') if and
only if g — ¢ € H. When we are dealing with subgroups of G = Z/pZ x 7/pZ, by
Lemma 2.2.16 if any g # ¢ is such that g — ¢’ € H, then H = (g — ¢'). We would
usually compare f(g), for any g € G to f(0) in order to find H. Perhaps, it is wise
to change our strategy and compare elements to each other in order to find g, ¢’ such
that H = (g—¢’). The subgroups of Z/pZ x Z/pZ are not nested so simply comparing
elements to each other will not be a particularly smart strategy. Let us see if we can
introduce certain conditions on the elements that we query to improve the complexity
of the algorithm. Our first attempt is the following.

Theorem 2.3.12. Let p be a prime. Let G = Z/pZ x 7/ pZ. Suppose that the hidden
subgroup is a nontrivial cyclic subgroup H < G. It takes O([EE1]) queries to find H.

Proof:

Let p be a prime. Let G = Z/pZ x Z/pZ. Suppose H is a nontrivial cyclic
subgroup of G hidden by the function f: G — X. Note that for any g # ¢ € G, if
f(g) = f(¢') then g — ¢’ is a nontrivial element of H, and is therefore a generator.
Thus it suffices to find two distinct elements of G that map to the same element of
X under f.

Our algorithm to find H is as follows. Set gy = e and let g; € G be chosen at
random. We query f(go) and f(gy); if they are equal we are done; otherwise, we store
the pairs (g;, f(g;)) for i = 0,1. We define S; = {(g1)} to be the set of subgroups
that we have so far eliminated as candidates for H.

At the ith step, we choose g; € G so that neither g;, nor g; — ¢g; lies in any
subgroup in S;_1. If f(g;) agrees with a previously computed value, then we have
found H; otherwise, let

Si=8S1U{{gi—g;) | 0< 7 <}



2. CLASSICAL ALGORITHMS FOR THE HSP 26

The hypothesis on g; ensures that |S;| > |S;—1| + 2.

The algorithm terminates when either H is found, or when no such g; can be
found. We claim that this latter case happens only when we have eliminated all
subgroups except one.

Note that g; — g1 is in a subgroup K € S;_; if and only if g; € g1 + K. So at step
1 we must choose g; in the complement of the sets

S = U K and ¢ +95= U (g1 + K).

KES,L',l KESifl

Let us show this complement is nonempty. We have
[SU (g1 +9) = 15[+ lgr + S| =[S0 (92 + 5)I.

We have |S| = |g1 + S].

Suppose there are k+1 subgroups in §;_; and we have not yet found H. Therefore
k+1<p+1ork < psince there are p+ 1 cyclic subgroups in GG. The first subgroup
is (g1), of order p, which meets all others in exactly the identity element. Therefore

S| =p+k(p-1).

Note that (g1) C SN (g1 +.5). By Lemma 2.4.7, each of the k remaining subgroups
K € S,y meet each coset g3 + K', for K # K’, in exactly one element hg gr. If
K' = (¢1), then hgx x = e € (g1); otherwise, hx x» ¢ (g1) and is distinct from all
others. Therefore we have

1SN0 (g1 +9)| = Kg)l + {hxr | K# K, K #{g1), K' # {g1)}| =p+ k(k —1).

Thus we have
1SU(g1+8)| = 2(p+k(p—1))— (p+k(k—1)) = p+2k(p—1)—k(k—1) = p+(2p—k—1)k.

The maximum value of the function p+ (2p — k — 1)k, as a function of &, is attained
at k = p— % As k is an integer and k£ < p the maximum value of |[S U (g; + 5)|
isp+(2p—(p—1)—1)(p—1) = p? = |G|, attained when k = p — 1. That is, the
complement of this set is nonempty (and therefore we cannot choose g¢;) only if we
have eliminated all but one subgroup in step ¢ — 1 — in which case this remaining
subgroup must be H, and we are done.

Since at step 1 we eliminate 1 subgroup and at each further step i, we eliminate

at least two subgroups, we have
|S;| > 2i — 1.

Therefore in the worst case this algorithm terminates in when 20 — 1 = p. i
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In this proof, we “eliminated” only two subgroups at each step because we ef-
fectively only compared our query f(g;) with f(go) and f(g;). One might wonder
whether it is possible to compare queried elements to more than two elements. Per-
haps by comparing more elements we will be able to “eliminate” more subgroups at
each step. Now wouldn’t that be wonderful! Lemma 2.1.3 tells us that if we query
elements of G in a particular fashion that would allow us to “eliminate” @ sub-
groups by the n-th query. This is much better than the result of the Theorem 2.3.12.
Let us call this strategy optimal, in the sense that it yields an attack of optimal
complexity O(,/p).

Unfortunately, the following example shows that there is a subtlety which makes
it impossible to choose all queried elements that would maximize the number of
“eliminated” subgroups.

Ezxample. Let G =7Z/7Z x Z/7Z. The group G has 8 cyclic subgroups:

H, = ((1,0)) = {(0,0), (1,0),(2,0), (3,0), (4,0), (5,0), (6,0)}
Hy = ((0,1)) = {(0,0),(0,1),(0,2),(0,3), (0,4), (0,5), (0,6) }
Hy = ((1,1)) = {(0,0), (1,1),(2,2),(3,3), (4,4), (5,5), (6,6)}
Hy = ((1,2)) = {(0,0),(1,2),(2,4),(3,6), (4, 1), (5,3), (6,5)}
Hs = ((1,3)) = {(0,0),(1,3),(2,6),(3,2), (4,5), (5, 1), (6,4)}
He = ((1,4)) = {(0,0), (1,4), (2, 1), (3,5), (4,2), (5,6), (6,3)}
Hz = ((1,5)) = {(0,0),(1,5),(2,3),(3,1), (4,6), (5,4), (6,2)}
Hy = ((1,6)) = {(0,0), (1,6),(2,5), (3,4), (4,3),(5,2), (6, 1)}

We would like to maximize the number of subgroups “eliminated” at each step.
If we follow Lemma 2.1.3, then at the i-th query we can eliminate [ = ’(H subgroups.
So our steps are as follows.

Step 0: Query go = (0,0)
Step 1: Query g; = (1,0). Suppose f(go) # f(g1), then H # H;. We eliminated H;

and continue our attack.

Step 2: Query an element go ¢ g, + (gr — g;) for all 0 < j, k,1 < 2. In this case this
condition is just go ¢ Hi, so we can pick go = (0,1).

Suppose that f(go) # f(g2). then H # Hy. Suppose also that f(g1) # £(g2).
then H # (g2 — g1) = ((6,1)) = Hs. We eliminated Hs, Hg and we continue the

attack.
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Step 3: Query an element g3 ¢ g, + (gr — g;) for all 0 < j, k,1 < 3. After making a
table of values, we see that we can pick g3 = (2,2).

Suppose that f(go) # £(gs), then H # Hy. Suppose also that f(g1) # f(gs)
then H # ((g3)—(g1)) = ((1,2)) = H,. And finally, suppose that f(g2) # f(g3),
then H 7é <(g3) — <g2)> = <(2, 1)> = H6. We eliminated Hg,H4,H6.

Step 4: Query any element g4 ¢ g, + (gr — g;) for all 0 < j, k,1 < 4. Notice that this
set is empty so we are not able to pick g, in this fashion.

We have eliminated 6 subgroups out of 8 so there are still subgroups yet to be elim-
inated. However, we can no longer query elements according to Lemma 1.1.3, to
maximize the number of subgroups “eliminated” at every query.

Let us investigate this phenomenon a little more. For example, one question we
would like answered is whether at the j-th step, for a certain j, we can still query
elements in the same fashion as Lemma 2.1.3, and whether there are still subgroups
left to check.

Suppose we are in the following set up. Let p be a prime. Let G = Z/pZ x 7/ pZ.
Suppose H is the hidden subgroup. For all i € {0,...,p+ 1}, let K; = (k;) be cyclic
subgroups of G.

Let go be the identity element. We will now find a lower bound on the total
number of queries it takes to find H. We will use Theorem 2.1.3 and 2.3.12 to obtain
this bound. Suppose that the technique of Lemma 2.1.3 is optimal. Then, begin by
querying elements starting with go, such that at every query j, the queried elements
9; & gx + (95 — gr), for all 0 <k, s, t<j.

Note that if at any step f(gx) = f(g:), then g, — g, € H. So if at any step none
of the queries are equal, it still remains to find the hidden subgroup H.

The algorithm to solve the HSP over G = Z/pZ x Z/pZ is as follows.

Algorithm 2.3.13. Let p be a prime. Here is an algorithm to solve the HSP over
G = Z/pZ x Z/pZ. For every query g;, let S; be the set of all subgroups generated
by combinations of the form g, — ¢;, where g, g; are queried elements for all k,[ €
{0,...,i}.

First query the identity element gy = e. For the subsequent queries, query
elements g; such that g; ¢ gx + (gs — g1), for all 0 < k,s,t <.

If at any step f(g;) = f(gx), then H = (g; — gx), so we win. If none of the queries
are equal to each other, we continue querying elements in the same fashion.

If we successfully performed j queries but can not query g;;; such that g;1; ¢
gk + (gs — g1), for all 0 <k, s,t < j+ 1, then we stop and change our technique.

Starting from the j + 1-st query, we query elements g, such that (g, — ¢1) & S,
and (g,) € S. If at any step f(g;) = f(gx), then H = (g; — gx), so we win.

If none of the queries are equal, continue in this fashion until all cyclic subgroups
of GG are “eliminated” from the list of possibilities for H. Then H is a trivial subgroup.
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It is not a trivial problem to calculate exactly at which step j we can no longer find
an element g; satisfying the hypotheses of Lemma 2.1.3. However by Lemma 2.1.3,
we know that having more subgroups left to check means that [ = % j+1) <p+1,
or that j < $(—1+ /8p+9). We are able to prove the following result.

Lemma 2.3.14. Suppose p > 15. In algorithm 2.3.13 we can perform at least j =
1
|p3| queries in the same fashion as the Lemma 2.1.5.

Proof: Let Sy = {90, 01,--.,9;} be a set of elements satisfying the hypotheses of
Lemma 2.1.3. Let S; be the resulting set of subgroups of GG, that is, the set of all
subgroups of the form (g; — g;) for 0 <4 <t < j. Note that |S;| =1=1j(j +1). Let
S3 be the set of all elements of G that lie in a subgroup in &y, or a coset of such a
subgroup by another element of S5. Our algorithm for finding H using the argument
of Lemma 2.1.3 stops when S3 = G, that is when we cannot find an element g;;4
outside of all of these cosets.

Let
T=|JK
KeS
and for each t € {1,...,j} let
R, = U (g + K).
KeS1,K#(gt)

Then |T'| = I(p— 1) + 1 since there are [ cyclic subgroups of order p, all with only the
identity in common. We similarly have |R;| = (I — 1)(p — 1) + 1. We now estimate
their intersection.

Note that TN R, = UKLE&’L#gﬂ(gt + L) N K. Suppose now that K € §; and
L e S\ {{g:)} Then

0 K =1,
(9:+ L)NK = ¢ {g:} if K =(q),
{hepx} i K#L, K#(g)
where these elements h; f x are distinct. Therefore for each ¢ we have |R, N T| =

1+ (-1 -2).
Now we note that

J J
|S5| = [TUR U...Ry| < |T|+ > |R| = > |R,NT].

t=1 t=1

We have

[Be| =[BT =(I=Dp-1)+1-(1+0-1)0-2)=(-1Dp-1+1)



2. CLASSICAL ALGORITHMS FOR THE HSP 30

Therefore we may estimate
193] <lp—1)+1+0-1)(p—1+1).
Since 1 =1 <0,l—1<1,and p— 1+ 1 < p we have that
|S3] < Ip+jlp = (j + 1)lp.

Now if j = Lpéj, then j < p%. Using this inequality, we get that if j = [péj, then

Our goal now is to show whether it is possible to have |S3| < p?, when j = Lpéj
Note that pg + %p% < %pQ if and only if p% + % < %pg. Letting p% = x, and solving
quadratic inequality $—|—% < %xz yields two roots, namely z = 1++/2, and z = 1—+/2.
Since p > 2, © = 1 + /2 is the only valid root. This yields pé > 1+ /2, which in
turn implies p > (1 ++/2)° > 14.

Soif p>15and j = [pﬂ, then

1 1
9] < 5p° +pi o+ Qp% <p

Which is saying that if p > 15, we can make j = [pﬁ queries in the same fashion as
Lemma 2.1.3, and there still will be subgroups left to check. |

In fact, we wrote a code in Python in order to obtain some experimental data,
and see whether, in practice, we can perform more than the number of queries as in
Lemma 2.3.14. We generated the following graph showing the number of queries we
can perform in the same fashion as Lemma 2.1.3 for different primes.

Note that the number of queries that we can perform in the same fashion as
Lemma 2.1.3 is not only greater than j = pé, but it is in fact close to 10@9%.

Proposition 2.3.15. Let p > 15 be a prime. Let G = Z/pZ X Z/pZ. Then the above

algorithm to find a hidden subgroup of G uses at most Lpéj + p—T\/TH-? queries to the

hiding function.

Proof: The number of queries using Algorithm 2.3.13 is

o)
(P+1)— 25—
2 )

X=j+
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Number of queries in the fashion of Lemma 2.1.3, as a function of p

Value of p

—e—Upper bound: (sqrt(9+8p)-1)/2  —*—Best fit: 10(1/4)p"{0.4} pA(1/3) Average number of queries

Figure 2.1: The graph is due to Anna Kis. Each point on the graph repre-
sents an average of the outputs produced for a certain prime. The code was
executed 500 times for primes p < 48, 250 times for primes 48 < p < 100,
and approximately 5 times for primes p > 130.

where j queries are performed as outlined in Lemma 2.1.3 and once it is not possible
to query elements g; such that g; ¢ gx + (gs — g¢), for all 0 <k, s,t < j, we perform

the remaining queries as outlined in Lemma 2.3.12.
_ G+
If j = Lp%J by Lemma 2.3.14, then X = j + % is bigger than Lpéj +
%. Which in turn is bigger than |p3 | + Z#, since j = |p3 | < p2. So we need

to perform more than Lp%J + [%W queries. |

2.3.4 The case of Z/pZ x 7/p*Z, for a prime p.

In this section we will focus on the case G = Z/pZ x Z/p*Z and try to apply methods
from the previous case to the current one. As always, we are interested in the subgroup
structure of the group. The following theorem outlines the subgroup structure of
G =17/pZ x 7] p*Z.

Lemma 2.3.16. Let p be a prime. Let G = Z/pZ x Z/p*Z. Then there are 2p + 4
subgroups of G' and all subgroups of G belong to one of the following classes.

1. {(0,0)} there is one such subgroup. The order of {(0,0)} is one.



2. CLASSICAL ALGORITHMS FOR THE HSP 32

2. ((1,0)) there is one such subgroup. It is cyclic of order p.

3. {(a,p)) , where a € Z/pZ, there are p such subgroups. FEach such subgroup is
cyclic of order p.

4. {(a,1)) , where a € Z/pZ, there are p such subgroups. Each such subgroup is
cyclic of order p?.

5. {(0,p), (1,0)), there is one such subgroup. The order of {(0,p), (1,0)) is p>. This
subgroup is isomorphic to Z/pZ x 7] pZ.

6. G, the whole group.

Proof:

Let p be a prime. Let G = Z/pZ x Z/p*Z. We will classify all the subgroups of
G.

Before we begin the proof, let us state some useful facts that we will use many
times throughout this proof. Suppose ged(s,p) = 1. Then s is invertible modulo p?,
that is, there exists ¢ € Z such that ts = 1 (mod p?), and so we also have st = 1
(mod p). Therefore for any (a,b) € G we have

ged(s,p) =1 = ((a,b)) = ((sa, sb)). (2.3.6)

This is because s(a, b) = (sa, sb) so (sa, sb) € ((a,b)) and t(sa, sb) = (tsa,tsb) = (a,b)
since ts = 1 in both Z/pZ and Z/p*Z, so (a,b) € {(sa, sb)).

We begin our proof with the cyclic subgroups

Let (a,b) € G. If b = a = 0, then the subgroup ((a,b)) is the trivial subgroup
<(0’ O)> = {(07 0)}

If b =0,a # 0, then order of (a,0) is p. Thus, the subgroup generated by (a,0)
is ((a,0)) = ((1,0)).

If b # 0, then the order of b is either p or p?. If the order of b is p, then b = pk, for
some positive integer k such that ged(p, k) = 1. In this case the subgroup generated
by (a,b) is ((¢’,p)), where o’ = la, such that kl = 1(mod p) by (2.3.6). There are
p subgroups of this form since all the subgroups of this form are given by ((d/,p)),
where o' € Z/pZ, and {((a’,p)) # ((a”,p)) if ' Z a"(mod p).

Otherwise, the order of b is p?, and so b is such that ged(b,p) = 1. Let s be
such that sb = 1( mod p?), then s(a,b) = (a’, 1) since ged(b,p) = 1 by (2.3.6). So the
subgroups of this form can be written as ((a/, 1)), where o’ € Z/pZ. These subgroups
are cyclic of order p?. There are a total of p subgroups of this form.

We will now calculate subgroups of G of the form ((a, b), (¢, d)), where (a,b), (¢,d) €
G. We may assume without loss of generality that a = 0(mod p), ¢ # 0(mod p). That
is because if a = ¢ = 0(mod p), then ((a,b), (¢,d)) = ((0,b),(0,d)) = ((0, gcd(b,d)),
and we have already covered this case. Also, if a # 0(mod p), ¢ # 0(mod p), then there
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exist k € Z such that ka = ¢(mod p). Then the subgroup ((a, b), (¢, d)) = ((0, kb—d))
by Lemma 2.2.12. Note that ged(k,p) = 1. We have already covered this case.

So now if a = 0(mod p), ¢ # 0(mod p), we can without loss of generality replace
the generator (c,d) with (1,d’), where d' € Z/p*Z by (2.3.6).

If b = kp, for some positive integer k such that ged(k, p) = 1, then ((0, ), (1,d")) =
((0,p), (1,d")) by (2.3.6). Now, if d = 0( mod p), then ((0,p), (1,d")) = ((0,p), (1,0)).
The subgroup ((0,p), (1,0)) = Z/pZ x Z/pZ as the the product of two cyclic sub-
groups of order p.

Otherwise, if ' # 0(mod p), then by (2.3.6), ((1,d')) = ((m,1)), where md =
1( mod p?). But since (0,p) € {(m,1)), the subgroup ((0,p),(1,d)) = {(1,d)). We
have already covered this case.

If ged(b,p) = 1, then (((0,b), (1,d")) = ((0,1),(1,0)) by (2.3.6). This will be the
whole group G

So there are 2p 4 4 subgroups in total. |

Note that some of the subgroups share a common element, so we can not directly
apply methods from the previous section.

Corollary 2.3.17. Let p be a prime. Let G = Z/pZ x Z/p*Z. There are p + 3
subgroups of G that contain the element (0, p).

Proof: Let p be a prime. Let G = Z/pZ x Z/p*Z. We will show that there are
p + 3 subgroups that contain the element (0, p).

First, the subgroup ((0,p)) contains the element (0, p).

All the subgroups of the form ((a, 1)), where a € Z/pZ also contain (0,p). By
Lemma 2.3.16, there are p of these subgroups.

The subgroup ((0, p), (1,0)) and the entire group G also contain (0, p).

By Lemma 2.3.16 other subgroups do not contain (0, p). |

Interestingly, since there are 2p + 4 subgroups in total, and p + 3 subgroups
contain (0, p), we can conclude than more half of the subgroups contain (0, p).

Lemma 2.3.18. Let p be a prime. Let G = Z/pZ x Z/p*Z. Let K = ((0,p)). There
exists an isomorphism between G /K and Z/pZ x Z]pZ.

Proof:  Let p be a prime. Let G = Z/pZ x Z/p*Z. Let K = {(0,p)).

Let m : Z/p*Z — Z/pZ be the projection map, acting via b — b( modp). Note
that 7 is a well-defined homomorphism, since if @ and b are congruent mod p? then
they are certainly congruent mod p. The map 7 is also surjective since for every
b € Z/pZ we may choose an integer B representing the class of b, and then the class
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of B( mod p?) is an element of Z/p*Z that maps to b. The kernel of this map is
{pclc € Z/p*Z}.

Now define ¢: Z/pZ x Z/p*Z — 7/ pZ x Z]pZ by ¢(a,b) = (a,n(b)). The kernel
is {(a,b) | a = 0( mod p) and 7(b) = 0( mod p*)} = {(0,pc) | c € Z/p*Z} = K. Tt is
surjective since for each (a,c) € Z/pZ x Z/pZ, we can choose ¢ € Z/p*Z such that
7(c) = ¢. Then ¢(a, ) = (a,c).

By the First Isomorphism Theorem 2.2.14, we conclude that there exists an
isomorphism between G/K and Z/pZ x Z]pZ.

i

Lemma 2.3.19. Let p be a prime. Let G = Z/pZ x Z/p*Z. Let H be the hidden
subgroup. Let f: G — X be a function, hiding H. Suppose that K = ((0,p)) C H C
G, then f gives a hiding function of H/K in G/K.

Proof:  Let p be a prime. Let G = Z/pZ x Z/p*Z. Let H be the hidden subgroup.
Let f: G — X be a function, hiding H. Suppose that K = ((0,p)) C H C G.

Let 7: G — G/K be the projection map and define a new function f: G/K — X
by f(gK) = f(g). Let us check this is well-defined. Since K C H, if gK = ¢'K then
g~ '¢’ € K C H so since f hides H, we know that f(g) = f(¢'). So f is well-defined.

Now let us check that f hides H/K. Recall that H/K = {hK € G/K | h € H}.
If f(gK) = f(g'K) then f(g) = f(¢')sog~'g' € Hand thus g~ '¢'K = (¢K)'(¢'K) €
H/K. Conversely, if gK and ¢'K are two elements of G/K giving the same coset of
H/K, then (¢K) ' (¢’K) € H/K so g~'¢' € H, and thus f(g) = f(¢'), so f(gK) =
fdK).

i

Let p be a prime. Let G = Z/pZ x Z/p*Z. Let H be the hidden subgroup. Let
f + G — X be a function, hiding H. The following steps compose an algorithm to
solve the HSP over G = Z/pZ x Z/p*Z.

The first step is to query the identity element (0,0) and the element (0,p). By
Corollary 2.3.17, we know that the second query divides the set of all subgroups
roughly in half.

If f(0,0) = f(0,p) then the hidden subgroup H contains the element (0, p).
This implies that K = ((0,p)) € H. By Lemma 2.3.19, the function f induces a
function f: G/K — X that hides H/K. By Lemma 2.3.18, there is an isomorphism
¢: G/K — Z/pZ x 7./pZ. Therefore the function f' = f: ¢=': Z/pZ x Z/pZ — X
is a hiding function for £ = ¢(H/K) C Z/pZ x Z/pZ.

Apply now the HSP algorithm for Z/pZ x Z./pZ from Section 1.3.3. It yields the
hidden subgroup E. Apply ¢! to E to find H/K. Finally apply Theorem 2.2.15 to
recover H.
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Concretely, if E is the trivial subgroup then H = K; if E = Z/pZ x Z/pZ then
E = G. Otherwise, if £ = {(a,b)) then choose any integer B whose reduction mod p
is b; then H = ((a, B)).

If £(0,0) # f(0,p), then H does not contain the element (0,p). There are p + 2
subgroups that do not contain (0, p) by Corollary 2.3.17, namely ((0,0)), ((1,0)), and
subgroups of the form ((a,p)), where a # 0 € Z/pZ.

Let H < G be the subgroup of the form H = ((0,p), (1,0)). Then ¢ : H —
Z/pZ x 7] pZ via (a,bp) — (a,b), is an isomorphism. Since ¢~' : Z/pZ x Z/pZ — H
via (a,b) — (a,bp) is a well-defined map, and (a,bp) + (¢,dp) = (a + ¢, (b+ d)p) —
Y(a+c, (b+d)p) = (a+c,b+d) = (a,c) + (b, d).

Now if H is one of the subgroups not containing (0, p), then we see from Corol-
lary 2.3.17 that H C H. Therefore restricting f to H gives a hiding function
flx: H — X that hides H. Composing with the isomorphism ¢ : H — Z/pZ x 7./ pZ
gives a hiding function f’ = fly o™ : Z/pZ x Z/pZ — X, which hides the subgroup
E =1(H).

Apply now the HSP algorithm for Z/pZ x Z./pZ from Section 1.3.3. It yields the
hidden subgroup E. Apply v~ ! to E to find H.

Concretely, if E is the trivial subgroup then so is H. Otherwise, if £ = ((a,b))
then H = ((a, bp)).

Remark 2.3.20. We believe that similar algorithms can be applied to the case G =
ZpZ x Z|p*Z, for any k to reduce the case to Z/pZ x Z/pZ and solve for the hidden
subgroup in Z/pZ x Z/pZ.

2.4 Classical query complexity of the Hidden Sub-
group Problem over dihedral groups

We will now turn our attention to a more interesting class of groups, nonabelian
groups. In this section we will only consider dihedral groups. The case of Dihedral
HSP is of most interest and importance to us, since there are promising applications
of the Dihedral HSP to post-quantum cryptography [11].

2.4.1 Dihedral groups

Definition 2.4.1. The dihedral group D, is the group of all rotations and reflections
of an n-gon. As a group it is generated by two elements, r and s, subject to the
relations r" = s = rsrs = 1, so we denote it by Dy, = (r,;s | r" = s> = rsrs = 1).
As a set we have Dy, = {r¥ r*s | 0 < k < n}.

Let us note a few consequences of this definition. For one, let us show that for
any i € Z the order of s is 2. By the definition of D, we have rsrs = 1 which
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implies rsr = s~!. Since s> = 1 this gives rsr = s. It follows by induction that

risrt = s for any ¢ > 1 and therefore that r’sris = 1. Since 7" = 1, r~! = r"~! so this
result holds for negative powers i as well. Thus (r’s)? = 1. The definition assures us
that r%s # 1, so this element has order 2.

Another consequence is that for any integers [, k we have

rlerh = pl=kpkgpk — pl=Fs,
Theorem 2.4.2. The dihedral group Ds, has two kinds of subgroups, and every sub-
group of Da, occurs once in this list:

For each d|n, a subgroup of the form (r?). This is a cyclic subgroup of order n/d.

For each din and 0 < e < d, a subgroup of the form (r¢,r°s). This is a dihedral
group isomorphic to Doy, q).

Proof:  Assume H C (r), then H has form (r?) where d|n and the result of the
theorem is true.

Now assume that H ¢ (r), then there exists some 0 < ¢ < n such that r's € H.
Note that the order of r's is 2.

If H = {r's) we are done because we can rewrite H as (r",r's) = (1,7's) and
since 0 < i < n, we satisfy the conditions of the theorem.

Now suppose there exist k,1 € {0,1,--- ,n — 1} such that H = (rls,r*s). Set
t =1 —k (mod n). Then by the calculations above, we have r'sr¥s = 7. Therefore
by Lemma 2.2.12 we have H = (r',r*s). Furthermore, let d = ged(¢,n). Then
(rty = (rd), and so H = (r¢,r*s).

Therefore for if H is generated by two elements we only need to consider the case
of H = (r®,r*s) where d|n and k > 0. Divide k by d to get k = jd + e where j > 0
and 0 < e < d. Then

rés = =9 s = (rN I (rks) € H,

and by Lemma 2.2.12, H = (r¢,r¢s), as required.

Now suppose that H is generated by more than two elements. Suppose H =
(rov ez oo rve rtis L rms) for vy, .o Wy, in [0, n—1]. Then consider all possible
subgroups of the form (r*is,r*is) where i, j € {1,...,m}. By above, such subgroups
are equal to (r¢s,r") for some u € [0,n — 1] and minimal e € [0,n — 1]. Therefore,
H = (r“1 ... r" .. r% res) for the minimal choice of e in [0,n — 1]. We can use
lemma 2.2.12 again, to express H as (r?, r¢s) where d'|n. And by above, we can
rewrite is as H = (r¢,r°s) such that 0 < e < d.

Now we will show that every subgroup of D,, shows in the list only once. Sub-
groups of the form (r?), for each d|n are cyclic of order n/d, and therefore distinct.
So each such subgroup only shows once in the list. As for the subgroups of the form
(rt,r¢s), for each d|n and 0 < e < d, we will show that they are isomorphic to Do, /q).
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Let R = 74, and S = r°s. Then R has order n/d, S has order 2, and RSRS = 1.
Therefore H = Dy, /q).

So all we need to show is that (r¢,r¢s) # (r¢,r/s) for any djn and 0 < e < f < d.
Assume that (r?,r¢s) # (r?, r/s) for some d|n and 0 < e < f < d. Then there exists
a positive integer [ such that r#*/s = r¢s, which implies that dl + f = e (mod n).
This further implies that f = e (mod d). But then f = e + dm for some integer m,
and we have 0 < e < f < d. This implies a contradiction, thus our assumption is

wrong. So the dihedral groups are distinct for each d|n and 0 < e < d.
|

Corollary 2.4.3. Let G = Dy, where p is a prime. Then G has p + 3 subgroups:

e The trivial subgroup (1)
e The cyclic subgroup (r)
e The p cyclic subgroups generated by a reflection (rks), for 0 <k <p

o The whole group Dayy,.

Let n be a positive integer. The function 7(n) = 32, 1 is called the divisor
function, and the map o(n) = >_,, d is called the sum of divisors function.

Lemma 2.4.4. Let n be a positive integer. The maps T(n), and o(n) are multi-

plicative functions. Suppose n = pi* ... pmF™ is a prime factorization of n. Then

7(n) = [17%, (ki + 1), and o(n) = I, (2250,

Proof:  Recall that a function p: N — Z is multiplicative if for all pairs of relatively
prime integers m,n we have p(mn) = p(m)p(n), and p(1) = 1.
Note that 7(1) = 1 and ¢(1) = 1, since 1 has only one divisor, namely itself.
Now let n and m be positive, relatively prime integers. Consider

Tim)=> 1= Y 1= 1)=> 7(m)=7(m)> 1=r(m)r(n).

dlnm d;|n, djlm diln djlm d;|n d;|n

Next consider

onm) =Y d= > did;j=Y di(> d)=Y d;» di=oc(m)o(n).

dlnm di|n,dj|m d;|n djlm djlm d;iIn
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Suppose n = pi* ... p,Fm is a prime factorization of n. Then

T(n) = 7'(1)1"31 .. .pmkm) = T(plkl) .. .T(pmkm). (2.4.1)

Since the divisors of p;* are {1,p,...,p;}, for any i € {1,p;,...,p;"}, then 7(p*) =
(ki +1). So the equation (2.4.1) continues as

m

T(n) = (ki +1) .. (km+ 1) = [J(ki +1).

i=1
Similarly, for n = p;** ... p,,*™ notice that

o) =1tptpttotph =
as a partial sum of geometric series. Thus,

o(n) =a(p .. pnt™) =a(p™)...0(pm

_ e -1yttt :ﬁpi’““ —1

Lemma 2.4.5. The total number of subgroups of Ds, is T(n) 4+ o(n).

Proof: By 2.4.2 D, has two types of subgroup. We will count how many sub-
groups of each type does D,, have. There is one cyclic subgroup for each divisor of
n. Therefore there are 7(n) such subgroups.

There are d dihedral groups corresponding to each divisor d of n, so there are
o(n) such subgroups.

Now that we are acquainted with the subgroup structure of the group Dsy,, we
will state some more results about subgroups and cosets of D,,.

Lemma 2.4.6. Let G = Dy,, where p is prime. Suppose that H is a subgroup of G.
If r*sH = r'sH, for some 0 <k #1<mn, then H= (r) or H=G.

Proof: Let H be a subgroup of G such that 7*sH = r'sH. This implies that
(rks)~lrls € H. Since (rfs)~1(rls) = sri"%s = r*=! and k — [ # O(mod p), r*~
generates (r) so (r) C H. By the Theorem 2.4.2 if (r) C H, then H must be (r) or
G. i
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Lemma 2.4.7. Let G = Dy,, where p is prime. Suppose that H is a subgroup of G.
If "H = rksH, then H = {1,r*"ls} = (r*7Is) or H =G.

Proof:  Suppose r'H = r*sH. Then r~'r*s € H and therefore v*~!s € H. By the
Corollary 2.4.2, the only subgroups that contain r*~'s are H = (r*7!'s) and H = G. |

Lemma 2.4.8. Let G = Dy,. Let g,h € G. If g-'h = r¥s, for some 0 < k < n it
must be that g = r* and h = r7s or vice versa such that k = j—1 for some 0 < i,j < n.

Proof:  Suppose g =7 and h = 17 for some 0 < 4,5 < n. Then ¢~ 'h = ri=t =7l

Suppose g = r's and h = r7s, for some 0 <i,j <n. Then g~ th = r*=7 =™,
Suppose g = r's and h = 17 for some 0 < i,5 < n. Then ¢g~'h = r"Js = r™s.
Note that it this case, g~ 'h = h~1g. i

2.4.2 The case of D, for various n.

Before we study classical algorithms to solve the HSP over D, let us consider the
following example.

Let G = D,. Let H be the hidden subgroup. Let X be a finite set. Let f : G — X
be the function hiding H. By Lemma 2.4.5, G has 5 subgroups. Namely, (1), (r), (s),
(rs), and the entire group G. The most straightforward way to the solve the HSP
would be to query the identity element, and then query generators 1, s, s in order to
find H. In the worst case, this approach requires 4 queries.

Since we have queried each element of the group, we cannot be satisfied with
this attack. Ideally, we would like the number of queries to be as close to the bound
in the Theorem 2.1.2 as possible. If G = Dy, the maximal number of subgroups that
intersect trivially is 3, namely (r), (s), (rs). So we would like the attack that takes
approximately three queries.

Consider the following attack. Query three elements 1,7, and rs. Recall that
f(g) = f(¢) if and only if g7'¢’ € H. So if for any g, # ¢ € {e,r,7s} we have
f(g1) = f(g2), then we are done. On the other hand, if none of the three values
match, then we are done as well. Since the only way this is the case, is when H = (1).

Note how knowing functional value of some elements has helped us eliminate
more than one subgroup at a time. To be more precise we used the the following
result. If f(a) = f(b), then H = (a™'b). If f(a) # f(b), then H # (a~'b). The
following Lemma is our first attempt at an efficient algorithm, and it shows precisely
how to use this result.
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Lemma 2.4.9. Let G = Dy, where p is an odd prime, and let H < G be the hidden
subgroup. There exists an algorithm solving the Hidden Subgroup Problem with at
most ’%5 queries.

Proof: Let G = Dy,, where p is an odd prime, and let H < G be the hidden
subgroup. Let f be an H-periodic function. Recall that for any g € G, f(1) = f(g) if
and only if g € H. Therefore, the first step is to query f(1), so that we can determine
whether g € H from the value of f(g).

Next, query f(r). If f(r) = f(1), then H = (r) or H = Ds,,. So in case that
f(r) = f(1), we only need one query to determine H. In this case, we performed 3
queries in total. Since for any odd prime p, we have 3 < 1%5, the statement of the
theorem is true.

If f(r) # f(1), then H is either a trivial subgroup of a subgroup of the form (r*s),
for some 0 < k < p. There are p such subgroups. Note that by Lemma 2.4.6 and
Lemma 2.4.7 querying one element of the form 7*s, for some 0 < k < p, eliminates
two subgroups. If one of these subgroups is H, we needed at most 5= queries to
find it among all subgroups of the form (r*s). In total we require less than 2+ B !
queries. Since 2 + p— is less than 222 +5 the theorem is true.

Now assume that we performed L queries and narrowed possibilities for H to
H = (r°s) or H = (1), for some 0 < e < p. Now we will have to perform one last
query to determine H. Thus, in total we require 1 + 1 + p%l +1= p+5 queries. |

Note that for any positive integer n, the multiplicative cyclic group of n elements,
C,,, is isomorphic to the group of rotations of G = D,,,. We will use C,, to denote the
groups of rotations of Ds, in the context of dihedral groups.

Let G = Dsy,, for some positive prime p. Corollary 2.4.3 lists all the subgroups
of G. It is apparent from this list, that there are p + 1 non-trivial subgroups of G
that intersect trivially. Namely, the subgroup (r), and all p subgroups of the form
(r¥s), for some 0 < k < p. Thus, by Lemma 2.1.2, we would like to solve the HSP
using approximately 1/2(p 4+ 1) queries. The following theorem describes an attack
that takes at most 2,/p queries to solve the HSP.

Theorem 2.4.10. Let G = D,,, where p is a prime, and let H < G be a hidden
subgroup. There erists an algorithm that finds H with at most 2,/p queries.

Proof: G = Dy, for some positive prime p. Suppose H < G is the hidden
subgroup. Let X be a finite set, and let f : G — X be the function hiding H.
Let w denote [,/p]. Let S be the set

S ={e,rr2 3, Tl pvTls poTls p3wtls o pheTlg e plg) (2.4.2)

where £ is the largest positive integer such that kw < p. Our algorithm is as follows.
For each g € S, evaluate f(g) and store the pair (g, f(g)).
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Note an interesting property of the elements that we queried. By taking any
two elements g,h € S and producing an element g~'h € G, we can generate any
possible reflection in Dgp Let g = 7' for i € {0,...,w — 1} and h; = /s for
je{w—12w—1,3w— . kw —1;p — 1}, then

g 'hj=r""r's =r'""s where j —i € {0,1,2,...,p—1}. (2.4.3)

Recall that gH = ¢'H if and only if g7'¢’ € H. So if f(g) = f(¢'), then g7'¢' €
H. Now, in the case of dihedral groups, if one or more of the above queries are the
same then either, 7' € H or r's € H fort € {0,1,...,p—1}and l € {1,2,...,p—1}.
If " € H for | € {1,2,...,p — 1}, then by Lemma 2.4.2, we have H € {(r), D,}.
And since we have enough queries to distinguish between H = (r) and H = D, we
do not require any additional work.

If r's € H for t € {0,1,...,p — 1}. Then by Lemma 2.4.2 H € {{rs), Dy,}. In
this case we also have enough queries to determine whether H = (r’s) or H = Dy,
we will not perform any additional queries.

If none of the queries are the same, then g;~*h; ¢ H for any g;, h; € S. By (2.4.3),
that would mean that none of the elements of the form r's, for any t € {0,...,p—1}
are in H. Moreover, since 1,7 € S, then r ¢ H. By Lemma 2.4.2 that would mean
that H is the trivial subgroup.

In total we made 2w queries. Note that such choice is optimal. Suppose that
instead of 2w queries in total, we made m € Z* queries of rotations from e to r™ 1,
and £ queries of reflections in the following fashion:

FOm=rs) fOrom ), f T F0P ), (2.4.4)

for positive integer d such that dm < p. Then it would yield m + £ queries in total.
Notice that the function m + 2 reaches its minimum when m = /p. Thus, we need
m+L2=./p+ \% = 2,/p queries in total. To make sure, we make an integer number

of queries, we set the total number of queries to be 2[,/p]. |

We would like to generalize the following algorithm to the case G = Dy, for
some positive integer k. The following Lemma describes an optimal attack for the
case G' = Dy, in the sense that the number of queries is approximately equal to the
bound in the Theorem 2.1.2. By the Theorem 2.4.2, the only non-trivial subgroups of
Dy, are the subgroup (r), and all p* subgroups of the form (r's), for some 0 <l<ph
So the number of non-trivial subgroups of Dy, that intersect trivially is PP+ 1.

Proposition 2.4.11. Let G = D, for some positive prime p, and positive integer
k. There exists an algom'thm that solves the Hidden Subgroup Problem with at most

[logy (K + 1)] + 24/pF queries.
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Proof: Let G = Ds,, for some positive primes p, and positive integer k. Let
H < G be a hidden subgroup. Let X be a finite set. Let f : G — X be a function
that is hiding the hidden subgroup H.

Our strategy is to discover, whether or not H contains a rotation. Once we
determine that, we have some knowledge about the structure of H, and will be able
to determine the best strategy to find H.

We start the algorithm by running a binary search on Cpx. By Lemma 2.4.12,
that will allow us to find H N Cp. The result H N Cpr = {r'}, for some i €
{Lp,p? ..., 0" "k}

Let m be a positive integer. Let S be the set

k
S = {67 r, T'Q, e 7Tm_1; rm_187 T2m_17 T )T%m_13}~ (245)

The second step of the algorithm is to evaluate f(g) for each g € S, and store the
pair (g, f(g)). Recall that if f(g;) = f(g;), then ¢;H = g;H if and only if g, 'g; € H.
Suppose H N Cpre = {r”*} = {e}. By Lemma 2.4.2

H = (r’s) for some j € {0,1,2,...,p" — 1} or H = {e}.

Suppose that one or more queries of the elements in S are the same. Then it must
be that H = (r’s) for some j € {0,1,2,...,p* — 1}, and we can determine H.
Suppose H N Cpe = {r”"} = {e}, and none of the queries of the elements in S
are the same, then H must be the trivial subgroup.
Suppose that HNC\x = {r'} for some i € {1,p,p?,...,p"'}. Then by Lemma 2.4.2

H = (7“1> or H = (ri,r€s> for i € {1,p,p2,...,pk’1} and 0 < e < 1.

Note that every element of the form ris for j € {0,1,2,...,p" — 1} can be expressed
as a product g;"'g; where g;, g; € S. Suppose that none of the queries of the elements
in S are equal. Then H = (r?), for some i € {1,p,p?,...,p" '}, and we can determine
H using information from our queries.

Suppose that H N Cyp = {r'} for some i € {1,p,p?,...,p"'}. If one or more
queries are equal, then one or more elements of the form /s for j € {1,2,...,p* -1}
are in H then we can conclude that H = (r,r°s), and find H using data from our
queries.

By Lemma 2.3.8 in total, we needed to make [log, (k+ 1)] + m + %k queries
in total. We would like to optimize this number of queries. Note that the function
m—+ %k reaches its minimum when m = \/ﬁ . Thus, with this result in total we need

to perform [log, (k + 1)] + 24/pF queries. i

Now that we have developed a successful strategy to solve the HSP for Dy, we
will tackle the case Dsy,, for some positive integer n. Before we describe the algorithm
to solve the HSP for D,,,, we will state a useful result that we will use in the algorithm.
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Lemma 2.4.12. Let G = D»,,, where n is some positive integer. Let H < G be the
hidden subgroup and let f : G — X, where X s a finite set, be the function that hides
H. Then f|, hides HNC,.

Proof: Let G = D,,,, where n is some positive integer. Let H < G be the hidden
subgroup and let f : G — X, where X is a finite set, be the function that hides
H. Suppose a,b € C,, and suppose that f(a) = f(b). Then aH = bH since f is
H-periodic. It follows that a='b € H, but since both a,b € C,, so is a~'b. Thus,
a'be HNC,.

Suppose that a,b € C,, and a(H N C,) = b(HNC,). Then a~'b € HNC,. It
follows that a='b € H. But since f is H-periodic a 'b € H means that f(a) = f(b).
Thus, f| is H N Cy-periodic. i

Theorem 2.4.13. Let G = D,,,, where n is some positive integer. Let n = Hle o8
be the prime factorization of n. There exists an algorithm that solves the Hidden
Subgroup Problem using at most [logy (e1 + 1)] 4 - - - + [log, (e, + 1)] + 2¢/n queries.

Proof: Let n be a positive integer. Let n = Hle p;’ be the prime factorization
of n. Let G = Dsy,. Suppose H < G is the hidden subgroup. Let X be a finite set.
Let f: G — X be a function hiding H.

The first step of our algorithm is to run a binary search on C,. By Lemma 2.4.12
we will find H N C,. By Lemma 2.4.2, the group H N C, is {r'} for some i €
{1,dy,ds, ..., dg}, where d;s are divisors of n.

Let m be a positive integer. Let S be the set

S ={e,rr? . pmhpmelg p2mels o pmmels) (2.4.6)

The second step of the algorithm is to evaluate f(g) for each g € S, and store the
pair (g, f(g)). Recall that if f(g;) = f(g;), then ¢;H = g;H if and only if g, 'g; € H.

If HNC, = {r"} = {e}, then by Lemma 2.4.2, H = (r’s) for some j €
{0,1,2,...,n — 1} or H = {e}. Suppose that one or more queries in S are the
same. Then H is r/s for j € {0,...,n — 1}, and we can conclude what H is.

Suppose that H N C,, = {e} and suppose that none of the queries are the same.
That would mean that g;"'g; ¢ H for any g¢;,9; € S. By Lemma 2.4.2 that would
mean that H is a trivial subgroup.

Suppose HNC,, = {r'} for some i € {1,dy,do,...,dy}, where d; # n are divisors
of n. Then by Lemma 2.4.2, H = (r") or H = (r',r¢s) for i € {1,dy,ds,...,d;} and
0 < e < 4. Suppose two or more queries in S are equal. Note that every element

of the form r7s for j € {0,1,...,n — 1} can be expressed as a product g;'g; where
gi,g; € S. Thus, after performing the second step we know precisely what elements
of the form /s for j € {1,2,...,n — 1} are the members of H. So we can conclude

what H is.
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Suppose HNC,, = {r'} for some i € {1,dy,do,...,dy}, where d; # n are divisors
of n. Suppose none of these elements are in H we can conclude that H = (r’) since
HNC, ={r'}.

By Lemma 2.3.8, we needed to make [log, (€1 + 1)]+---+[log, (ex + 1) +m—+>
queries in total. We would like to optimize this number of queries. Note that the
function m + 2 reaches its minimum when m = /n. Thus, with this result in total
we need to perform [log, (e; + 1)] + - -+ + [logy (e + 1)] + 24/n queries. i

We believe the result for D, is optimal assuming our algorithm for cyclic sub-
groups is optimal. Note that subgroups of Dy, of the form (r*s), for some 0 < k < n
are non-trivial and they intersect trivially. So the number of non-trivial subgroups of
Ds,, that intersect trivially is at least n. So the bound from Theorem 2.1.2 in case
G = Dy, is more than v/2n. Our bound is [log, (e; 4+ 1)] 4+ - -+ [log, (ex + 1)] +24/n.



Chapter 3

Quantum algorithms for the
Hidden Subgroup Problem

We are now moving forward to the second part of this thesis - quantum algorithms
to solve the HSP. We are going to briefly talk about quantum algorithms for the
HSP over finite abelian groups but the main focus for us will be HSP over dihedral
groups. The case of the dihedral group is particularly of interest to us since there are
useful applications of the Dihedral HSP to cryptography. We will consider some of
the existing algorithms to solve the HSP and introduce our own.

3.1 Background

Let us begin with a recap of some useful results from representation theory and
quantum computing.

3.1.1 Representation theory of finite groups

The following subsection is based on a wonderful textbook by Jean-Pierre Serre [23].
Many proofs given here are inspired by the proofs in that book.

Definition 3.1.1. A (complex) representation p of a group G is a homomorphism p :
G — GL(V), where V is a vector space over C. The dimension d, of the representation
is defined to be to the dimension d of V. We will refer to d as the dimension or the
degree of p.

Ezxample. Let G = C; be a cyclic group of order 7, generated by ¢g. Let us find all the
1-dimensional representations x of G.

Since ¢ = 1 and y is a homomorphism, we have x(g)" = x(¢7) = x(1) =
1. This implies that the values of y are precisely the 7-th roots of unity, namely

27 4mg 67s 8 107t 127e
l,em,e7.,e7,e7,e7 ,e7 .

45
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Moreover, note that in order to specify Y, it suffices to determine only x(g), since
x(g%) = x(g)*, for any integer k. All seven representations and their values are in the
table below.

N
w
N
ot

6

1 g g g g g g
Yo |1 1 1 1 1 1 1
2mi 4ri 6mi 8mi 1073 12mi
Xl 1 e e e e e 7 e 7
4mi 8mi 127 2mi 6mi 10md
Xg 1 e e e 7 e 7 e 7 e 7
67 127 4mi 1073 2mi 8mi
X3 1 e e 7 e e 7 e e
8mi 2mi 1073 4mi 127 67
X4 1 e 7 e 7 e 7 e 7 e 7 e 7
1074 6mi 2mi 127 8mi 4mi
X5 1 e 7 e e e 7 e e
127i 107i 8mi 67 4mi 27i
X@ 1 e 7 e 7 e 7 e 7 e 7 e 7

Definition 3.1.2. Let p; : G — GL(V) and py : G — GL(W) be representations
of G. We say that the two representations are isomorphic, when there exists an
isomorphism f : V' — W such that for every group element g € GG and every v € V|

p2(g) f(w) = f(p1(g)(w)).

Now, if G is finite and V' is of finite dimension d, then fixing a basis of V' gives
rise to a d x d invertible matrix M,(g) associated to each g € G. To be more precise,
the matrix M,(g) depends on the choice of basis. So instead of M,(g) we will write
pi(g) if B is the basis. Note that the trace of this matrix is independent of the choice
of basis. This allows us to make the following definition.

Definition 3.1.3. The character associated to a representation p of a group G is the
complex-valued function defined by x,(¢g) = tr(p(g)).

Since tr(AB) # tr(A)tr(B) in general, a character is not usually a homomor-
phism.

Definition 3.1.4. A representation p : G — GL(V) is said to be irreducible, if there
are no nonzero proper subspaces W C V such that for all g € G, p(g)W C W. We
call the character of such a representation, an irreducible character.

Suppose that p: G — GL(V) is not an irreducible representation. Then there
exists a nonzero proper subspace V' C V such that p restricts to a representation
P G — GL(V'). Moreover, by [23, Section 1.4], there exists a complementary sub-
space V" of V' in V such that p(g)v € V” for all v € V" and all g € G. Write p” for
the restriction of p to V”. Then we have p = p' & p”.

Repeating the decomposition process, we can decompose p as p = p1B- - -Dpy, for
some positive integer k. Each representation p; is irreducible, and the decomposition
is unique up to an isomorphism.
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Ezample. Let G be a (finite) group. Let V' be a vector space with basis {e, | ¢ € G}.
For each ¢’ € G, let p(¢’) be the linear map of V' into V' which sends e, to e,,. Let’s
show this is a representation of GG, called the regular representation.

We have that p(¢') € GL(V) for each ¢’ € G. For g,¢',¢" € G, we have

7z

p(9'9")(eg) = eggng = eggrg) = p(9')(egrg) = p(g")(0(g")eg) = (p(g")p(g"))(ey)

so p is a homomorphism, and so a representation.
Let us compute its character y. If ¢’ = e, the identity element, then p(e) = I,
the identity matrix. Thus

x(e) = tr(p(e)) = tr(I) = dim(V) = |G[.

On the other hand, if ¢’ # e then p(¢')e, = ey # €4 so the matrix representing p(g’)
is a permutation matrix and has zeroes on the diagonal. Thus x(¢') = tr(p(¢’)) =0
for every ¢’ # e.

The regular representation is not irreducible. For example, let

w=Ye,
and let W = span{w} C V. Then for any ¢’ € G, we have
P w="> p(gheg = egg = en=uw
geG geG heG

so W is an invariant subspace and the restriction of p to W is called the trivial
representation. In fact, the decomposition of p into irreducible subrepresentations is
well-known, namely p = @d,o, where the sum is over all irreducible representations
o of G [23, Section 1.4].

We will now shift our attention to an extremely useful result, Schur’s lemma.

Theorem 3.1.5. Let (p1, V), (p2, W) be two irreducible representations of G. Let
f:V = W be alinear map such that pa(g)f = fp1(g), for all g € G. Then

1. If p1 and py are not isomorphic, then f = 0.

2. If V=W and py = pa, then f has form f = X, where X\ is a scalar.

So in short, the lemma states that any homomorphism between irreducible rep-
resentations is either an isomorphism or zero. The proof of this well-known result
may be found in [23, Section 2.2]

Lemma 3.1.6. All irreducible representations of abelian groups are 1-dimensional.
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Proof: Let G be an abelian group. Let p : G — GL(V) be an irreducible
representation of G.
Since G is abelian note that

p(9)p(g")v = plgg v = p(g'g)v = p(g')p(g)v,

for any g,¢' € G, and v € V. Thus, by Schur’s Lemma 3.1.5, we know that for any
g € G, p(g)v = A\gv, for some complex number A\,. So p(g) = A\,I, for any g € G. So
every subspace of V' is invariant.

But we are working with irreducible representations, that implies that dim(V') =
1 by Definition 3.1.4. |

A one-dimensional representation is a homomorphism x: G — GL(C). Since
GL(C) = C* and since the trace of a 1 x 1 matrix is just the entry of the matrix,
these representations are the same as their characters. This leads to the following
definition of characters of finite abelian groups. Remember that in Definition 2.1.2,
which concerns general finite groups, x is not necessarily a homomorphism.

Definition 3.1.7. A character, x, of an abelian group G is a homomorphism y : G —
C*, where C* is the multiplicative group of nonzero complex numbers. Therefore, for
a,b € GG and n € Z the following is true

x(a +b) = x(a)x(b) (3.1.1)
x(na) = (x(a))" (3.1.2)

Ezxample. Let G = C7 be a cyclic group of order 7, generated by ¢g. The irreducible
representations of C7 are of degree 1. These representations p map g to complex
number p(g) = w, and p(g*) = p(g)* = w*. But note that ¢" = 1, thus p(g)" = w’ =
1. From here we can conclude that w = e#, where k € {0,...,6}. Now we can
actually see that irreducible representations of C7 are given by the characters of C5.

This example goes in line with what we have just discussed. If we think of
C7 as a general group, we define characters of C7 as x,(9) = tr(p(g)). Since all
representations of C; are one-dimensional tr(p(g)) = p(g).

Another important example is the trivial representation, p : G — GL(C) given
by p(g) = 1 for all ¢ € G. The character of a trivial representation is the trivial
character yg = 1.

Theorem 3.1.8. Let G be a finite abelian group, and x a character of G. Let xq
denote the trivial character. Then

_ |G|7 ifX:XO
ZX(Q)_{O if X # Xo

geG
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Proof:  Suppose that x = xo, then > o x(9) =>_,cc 1 =Gl.
Suppose that y # xo then there exists at least one y € G such that x(y) # 1.
Note that »_ . Xx(g) can be rewritten as > _; x(yz). Now,

> x(wz) =xw) D x(2).

2€G 2€G
Since
> x(9) =Y x(yz) = (1= x®) D _x(z) =0
9eG 2€G z€G
and
x(y) # 1,
we can conclude that ) .. x(z) = 0. i

Definition 3.1.9. A class function f on G is a function that is constant on the
conjugacy classes of G i.e. f is a class function on G if f(ghg™') = f(h), for any
g,h € G.

Suppose that x: G — C is the character of a representation p: G — GL(V).
Then for any g, h € G we have

x(h~'gh) = tr(p(h~"gh)) = tr(p(h) " p(g)p(h)) = tr(p(g)) = x(9).

Therefore the characters of representations of G are class functions of G.

Definition 3.1.10. Let G be a finite group. We define an inner product on C% by

o) = é S )P @)

geG
for each f, f € CC.

In particular, this definition implies that for any two characters of G,

(1, x2) = é 3 x(@)x:"(9), (3.1.3)

geG

where x2*(9) = x2(9)-
The inner product defined in Definition 3.1.10 restricts to an inner product on

the subspace of all class functions.
Let us give a name to the set of all irreducible characters of GG, we call such set

G.
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Lemma 3.1.11. The irreducible characters of G, G, form an orthonormal set in the
space of class functions.

The proof of this result can be found in [23, Section 2.3].

Theorem 3.1.12. Let G be a group. The set G = {Xo0s---,Xn_1} is the set of all
wrreducible characters of G. Then G forms an orthonormal basis for the space of class
functions on G, CI(G) = {f : G — C|f(h~gh) = f(g), Vg,h € G}.

Proof: Let G be a group. We will show that G forms an orthonormal basis for
CI(G). First, notice that by Lemma 3.1.11, the elements of G = {xo, ..., xn_1} are
orthonormal. Let p be an irreducible representation of G.

Now we will show that G = {xo, ..., xn_1} spans CL(G).

We will show that if f € Cl(G) is orthogonal to every x; € G, forie {0,...,N—
1}, then f is a zero function. Define a linear map by py = > f(g)p(g) from V
onto itself. Our first step is to show that it implies that p; is zero.

Let any ¢’ € G. Then

piolg) =Y flg)p(9)p(g)

geG

= Z f(g)p(gg’)  since p is a homomorphism
geG

=> flg)pld' () g9

geG

=>_ fg)plg)e((g) g9

geG

= p(g)>_ F(g'k(g) p(k)  where k = (¢') g’

= p(g) Z fk)p(k) since f is a class function
ked
= p(g')ps-
Therefore p; satisfies the hypothesis of Schur’s Lemma, so since p is irreducible,
pr = A for some scalar A.

Since py is a scalar matrix, its trace is Ad where d is the degree of p. But since
tr(p(g)) = x(g) where x is the character of p, we can compute

tr(ps) = tr (Z f(g)p(g)> = floxlg) = GI(f.%).

geG geq

Finally, we note that if p is an irreducible representation, so is p, so if y is an irre-
ducible character, then so is . Thus by hypothesis, this inner product is 0, so A = 0.
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Therefore, for every irreducible representation, we have shown that py is the zero
transformation.

Now let p be the regular representation. Although p is not irreducible, it is the
sum of irreducible representations, and by linearity we have that p; = 0 as well.
With respect to the basis {e, | ¢ € G} of the vectors space of p, we have that the
image of e;g under py is 0 = preiqg = Y- f(9)p(9)eia = X ,eq f(9)ey. Thus by
linear independence of {e,; | ¢ € G}, we have f(g) =0 for all g € G. Hence f is the
zero map. Since the orthogonal complement of the span of G is the zero space, we
conclude that the span of G is all of C1(G), as required.

i

Corollary 3.1.13. Let G be a finite group. The number of conjugacy classes of G is
equal to the number of the characters of the irreducible representations of G.

Proof: By Theorem 3.1.12 we know that the number of irreducible characters
of G is equal to the dimension of CI(G) because they form a basis for the space
of class functions. Another basis for the space of class functions is given by letting
T ={c1,--+ ,cn} be the set of conjugacy classes of G and defining f;(g) = 1if g € ¢;
and fi(g) = 0if g ¢ ¢;. Therefore |T| = |G|, that is, the number of irreducible
characters is equal to the number of conjugacy classes of G. |

Corollary 3.1.14. Let G be an abelian group. Let G = {x0,....Xn-1} be the set
of all characters of G. Then G forms a basis for all complex valued functions on G,
CY ={f:G — C|f is a function }.

Proof:  Suppose G is an abelian group. Then for every g, h € G, we have h=lgh = g
and so every function in CC is a class function. Since CI(G) = C%, Theorem 3.1.12
tells us that G is a basis for C%. i

Therefore we have shown that if G is abelian, then |G| = |G|. In Example 3.1.1
we found 7 irreducible characters of C7, and in fact they were indexed by elements of
(G is a nice way. This is a general fact.

Lemma 3.1.15. Let N > 1. Then the map Z/N7Z — Z//N\Z given by x — X, where
Xz(y) = e2™®/N for all y € Z/NZ is an isomorphism.

Proof:  Let G = Z/NZ. Let x,y,2 € G. We see that x,(y + 2) = 2 =W+2)/N —
Xz(¥)xz(2) so xz is a character of G for each x € G. Moreover, we see that
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(Xz - Xy)(2) = X2(2)xy(2) = Xoty(2) so the set of characters is closed under mul-
tiplication. Since Y is the trivial character, which is the constant function 1, we
deduce that G is a group under multiplication of functions and that x is a homomor-
phism. In fact we can see that the map is an isomorphism. |

Thus for any cyclic group we have that G 2 G in a natural way. This extends
to the case of any abelian group but the correspondence depends on some choices.
The following theorem can be also seen in [4, Section 3].

Theorem 3.1.16. For a finite abelian group G,
G~G (3.1.4)

Proof: Let G be a finite abelian group. Then we can express it as G = G X - - - X
G, where each G} is cyclic.

For each i € {1,...,k}, define a map f; : G; — G; via f(x,) = g. By
Lemma 3.1.15 this is an isomorphism.

Now, all that remains to show is that G;<\Gj = C;'Z X éj. Then the result can
be extended to G = G X - -+ X Gy,.

Let x be a character of G; x G;. Let x; : G; = C* be a map x;(g) = x(g,1).
Let x; : G; — C* be a map x;(g) = x(1,g). Both of this maps are homomorphisms.
Now note that we can rewrite (g,¢') € G; x G, as (g,1)(1,¢'). So we have

x(9,9") = xl(g. 1)(1,¢")] = x(9. 1)x(1,9") = xa(9)x;(9")- (3.1.5)

So we have a homomorphism between Gi/@j and G; x Gj. It is also surjective

since the cardinality of Gi/@j and G’Z X ij is the same. Now to see that it is an
isomorphism note that if x;(g)x;(¢") = xi(h)x;(h'), then x(g,¢") = x(h, /). i

For a non-abelian group, Cl(G) # C%, so the set of irreducible characters G does
not give us a basis for the set of all functions on G, unlike the abelian case. We will
see that is a key difference that makes the nonabelian case of the HSP much more
difficult. We have an important result, proven in [23, Remarks in Section 2.3 on p.14,
15].

To state it, recall that for each representation p: G — GL(V'), we can choose a
basis B of V' and this gives a matrix pg(g) = (pi;(g))i ;. In fact, we can always choose
B so that pg(g) is a unitary matrix. The entries of these matrices define functions
from G to C, called the matrix coefficients of p with respect to B.

Theorem 3.1.17. Let G be a finite group. Choose a basis for each irreducible repre-
sentation p of G so that the matriz M,(g) is a unitary. Then the set of all of these
matriz coefficients forms an orthogonal basis for CC.
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Moreover, by Remark after Corollary 3 in [23], it follows that for every irre-
ducible representation p of G, the set of all normalized matrix coefficients of M,(g),
{\/d_p(p, i,7) | (p,i,7) is the ij-th coefficient of the matrix M,(¢g)} is an orthonormal
basis for CY.

3.1.2 Quantum computing

The following subsection is based on the Introduction to Quantum Computing course
taught in Carleton University by Dr. Jason Crann. The course is based on the
well-known textbook by Nielsen and Chuang [19].

Definition 3.1.18. A (finite-dimensional) Hilbert space H is a finite-dimensional
complex inner product space.

Recall that we call a complex vector space V' an inner product space when V is
equipped with a sesquilinear form (, ) : V' x V — C satisfying the equations below
for any u,v,w € V and A, 8 € C.

(u,uy >0
(u,u) =0 if and only if u =

(u, A + Bw) = Mu,v) + B{u, w) (3.1.6)

(A + Bw,u) = Mv,u) + B(w, u)

(u,v) = (v, u)
Note also that any Hilbert space H carries a norm given by ||¢|| = / (¥, )
which consequently satisfies the equations below for any 1,¢ € V, and A € C.

[||| = 0 if and only if ¢ = 0 (3.1.7)
[IA0[] = [Al]] (3.1.8)
[+ oIl < [[9]] + [[9l] (3.1.9)

Every Hilbert space H admits an orthonormal basis i.e. an algebraic basis
1, ifi=y
{wo,...,w]\[_l} such that <¢z>¢]> = { J

0, else.

Definition 3.1.19. Given two Hilbert spaces H, K, the space of linear operators
from H to K is denoted L(H,K) = {T : H — K|T is linear }. Now if K = C, then
L(H,K) = H*, the dual of H. The dual space H* also called the space of linear
functionals on #H. Also, if H = K then we write just L(#) for L(H, K).
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Suppose that H is a Hilbert space and A € L(#H). The adjoint of A is the matrix,
denoted A*, which satisfies the equation

(A%¢, ) = (¢, AY) (3.1.10)

for all ¢, € H. Choose an orthonormal basis of H, and write A as a matrix relative
to that basis. It is given simply by the formula A* = AT where the complex conjugate
is taken component-wise.

We will now introduce a special notation that we will be using throughout this
chapter, called the “Dirac notation”. Using this notation we will denote vectors in
H by “kets”, i.e. a column vector ¢ becomes [¢)). Dual vectors in H* are denoted as
“bras”. If 1 is a dual vector, we denote it as (1)|. The intuition behind this notation
is that if |¢) is a vector in H, then the operator defined by ¢ +— (1, ¢) is a linear
function on H, which we denote (¢|. Therefore (||¢) = (¢, @), a “braket” in C i.e.
the inner product of 1), |¢) € H.

Let’s look at this notation a little more closely. Fix an orthonormal basis
{Ito), ..., [¥n=1}) of H. Then any |¢)) € H can be identified with a column vec-
tor whose entries are (¢;,9) = \;. Then the dual vector (| is a row vector with
entries \; i.e. complex conjugates of \;.

Example. Let H = C*. Let the standard basis of C*, {eg, e1, ez, e3}, be denoted by

i) = |e;). Then |2) = ,and (0]=1[1 0 0 0].

O = O O

Definition 3.1.20. Let U € L(H,H) be a linear operator such that U*U = I, where
I is the identity matrix. Such linear operator is called a unitary operator.

Ezrample. The Pauli matrices
01 0 —1 1 0 10
o L [ [P0 (R P e

are all examples of unitary linear operators. For instance Y*Y = {O _OZ} [0 _Z] =

b 1]

Ezample. Let |1) be a unit vector in H. An operator P = |¢) (¢ acting as ) (| (|¢p)) =
(1|) |1) is the orthogonal projection onto the span of [¢)). We call it simply a pro-
——

ec
jection. Projection is not a unitary since P*P = |¢)((||)){(¥| = [) (]
Note that if the set {|¢p),...,|¢¥n_1)} is an orthonormal basis for H, then the

sum of the projections Zjvgol |1;) (1] is the identity matrix, which is unitary.
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Definition 3.1.21. Let H, K be Hilbert spaces. Then the tensor product of H,
is defined as H @ K = span{|y) ® |¢) | |¢) € H,|p) € K} subject to the following
relations, for all |¢1), [¢1) € H, |1ha), |p2) € K, and A € C. Then

([th1) +[61)) @ |2) = [1h1) @ [th2) + |$1) @ [th2) (3.1.12)
[U1) @ ([th2) + |P2)) = [11) @ [th2) + [¥1) @ |p2) (3.1.13)
A1) @ [1h2)) = (A1) ® [12) = [¢1) @ (Alebe)) (3.1.14)

Note that later on we might denote tensor of kets as one ket. For example,
|0) ®]0) = ]00). Moreover, note that if {|¢;) | i € {1,..., N}} is an orthonormal basis
for H and {|¢;) | i € {1,..., M}} is an orthonormal basis for IC, then {|¢;) ® |¢;)|i €
{1,...,N},7 € {1,...,M}} is the orthonormal basis for H ® K. The inner product
on H ® K is defined by (1 ® ¢1,%2 @ ¢a) = (11, ¥2) (b1, d2)-

Let us also take a look at the tensor product of linear operators. Let T €
L(H),S € L(K). Then there exists a unique operator T'® S € L(H ® K) satisfying

T S(y) @[9) =Tly) @ 5|¢) (3.1.15)

for any [¢)) € H,|¢) € K. Importantly, however, just like not every vector in H ® K
is of the form [¢)) ® |¢), not every linear operator in L(H ® K) is of the form T'® S.

Let us step away from linear algebra for a second. We will now talk about
postulates of quantum mechanics.

Definition 3.1.22. Let H be a Hilbert space. If we associate H to an isolated
physical system, then H is called a state space. Each physical state of the system is
completely described by a unit vector ) € ‘H, denoted the state or the state vector.

The following example nicely combine different notions that we have defined
above.

Ezxample. Let H be the state space, and the system is in the state |¢). Let U € L(H)
be a unitary operator. We define a controlled unitary operator with control set at
1), as ¢-U : C* @ H — C? @ H acting as

c-U(|0) @ [9)) = [0) @ [9), c-U(]1) @) = [1) @ Ul9).

In operator form we write ¢-U = [0)(0| ® I 4 |1)(1| @ U. Note that we can set control
to |0) instead, however that would yield a different unitary.

A composite system is one whose state space is the tensor product of the state
spaces of the component systems. Given a state |¢;) in the ith component system for
each 7, the resulting state in the composite system is given by |¢) = @), |¢:).

Definition 3.1.23. Let H ® K be the state space of a system and suppose the system
is in state |@). We say that |¢) is entangled if there do not exist states |¢1) € H and
|p2) € K, such that |p) = |p1) ® |p2). Otherwise, we say the state is separable.
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Ezample. Let H® K be a state space having orthonormal basis {]|00), |01), |10), [11)}.
Let |¢) = \%(|00) + |11)) be a state vector of the state space. We will now show that

|¢) is entangled by contradiction.

Assume |¢) is separable. Then there exists |¢1) € H and |ps) € K such that
|p1) @ |pa) = \%(|00> + |11)). Now the vectors |¢1) and |¢p2) can be written using the
orthonormal basis. That means that %(|00) +[11)) = (a1]0) +b1|1)) @ (a2]0) + b2|1)).
We can rewrite this expression as ajaz|00) + a1b2|01) + bias|10) + azbs|11). For this
to equal \%(|00> + |11)), we would need the coefficients to solve

1 1
—, aibs =0, biag =0, biby=— 3.1.16
NG 102 101 102 NG ( )

which is not possible. Thus, the assumption fails and the state |¢) is indeed entangled.

a1as =

Definition 3.1.24. The evolution of a closed quantum system is described by a
unitary transformation U i.e. if at time ¢ = 0 the state of the system is |¢g), then the
state of the system at the time ¢t =1 is Ul¢pg) = |¢1).

Let H be a Hilbert space with orthonormal basis {|0),[1)}. Let |¢)) = \/Li(|0> +

|1)). Suppose that the system associated to H is in state [¢)). Then we say that the
system is in a superposition of states |0) and |1). If we try to observe the state [¢)
we will observe |0) half of the time and state |1) half of the time.

We now introduce the concept of measuring a quantum system, which is the
mathematical analogue of trying to observe the state.

Definition 3.1.25. A quantum measurement of a quantum system H is a set of
operators {M;} € L(H), for all i € {1,..., K}, satisfying 3.0, M;*M; = I. The
collection of these operators is referred to as a measurement system.

The index i refers to the possible measurement outcomes. Let |1)) be the state
describing the system immediately before the measurement, then the probability of
outcome 1 is defined to be

bi = ||Mz|¢>||2 (3.1.17)

Now assume the outcome ¢ occurred. Then the state describing H right after the

measurement is 1
V) = M; |y 3.1.18

Let us verify that the p;’s can indeed be thought of as probabilities. We have from
(3.1.17) that each

pi > 0.
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Moreover, if |1)) is any state then by the definition of the adjoint and equation (3.1.6)

we have
D_pi= D M) = (Mil), Mifw))

= ZW‘Mz*MzW = (Y| ZMz*MﬂM = (Y,) = 1.

Example. Let H be a Hilbert space with orthonormal basis {|0),]1),(2),]3)}. We
will show that the projection operators of the form |i)(i|, for i € {0,1,2,3} define a
system of measurement operators M; = |i)(i|. Note that M;" = [i)(i] = M;. Thus,
MM, = M2 = [i)(lla)) (i = [i) (6] = M. So, the sum Y2 M;"M; = Y0 [i)i] =
I. Suppose that the state before measurement describing the system H is \/Lﬁ(\ 1)+12)).
Then outcomes ¢ = 0, 3 have probability py = ps = 0 and outcomes ¢ = 1,2 both have
probability equal to %

This kind of measurement system is very common. We call it measuring the
system relative to the given orthonormal basis.

The last part of the quantum background we need to acquire is circuit-gate for-
malism. Whenever we will refer to the input of a quantum system, we mean quantum
states, and when we refer to gates, we really only mean unitary operators. When we
refer to the register what we mean is the chosen component of a system comprising
multiple qubits. It is the quantum analog of the classical processor register. And
lastly, when we refer to the measurement we mean measurement as a part of the
circuit, and note that we can measure each register separately.

FEzample. The Hadamard gate is a unitary operator H such that H|0) = %(|0> +

1)) = |4), and H|0) = \%(|0> — |1)) = |—). Written as a matrix the Hadamard gate
1 1

. o L . . . .

is H=— L _J , which we can see is a unitary matrix.

It might be helpful for the reader to keep in mind a picture of the quantum
circuit. Whenever we are going to be talking about registers, gates and measurement
we hope the reader will picture the respective quantum circuit in their head in order
to help and understand the results better.

Let H and K be two state spaces with bases {|0),]1)}. The picture below de-
scribes a quantum circuit build using https://algassert.com/quirk.

|0>E w00 (e

10 off — — 1

1 1
° -

The system H ® K is depicted using two registers. The input into each of the
two registers is |0), so the system is initially in the state ¢g = |00). The box in
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the circuit illustrates that we now apply the Hadamard gate to the first register
only, transforming the first component into the state H|0) = |+) = \%(|0) + |1)).
The output is the tensor product of the two output registers, which is |+) ® |0).
Mathematically, we can write this quantum transformation as

1 1
V2 V2

Now, if we measure the output relative to the orthonormal basis {|00), |01}, |10), [11)},
the probability of measuring |00) is pgo = % = P19, when the probability of measuring
01) is por = 0 = p11.

For this next circuit, assume again that H;,Hs and Hj3 are three state spaces
with bases {|0),|1)}. The picture below form https://algassert.com/quirk depicts a
quantum circuit of the system H; ® Ho ® Hs using three registers. The first two
registers are initialized to the state vector |0), the third one however is set to |1). So
the system is in the state ¢y = |001).

H® I(|do)) = —(10) + |1)) ® |0) = —=(]00) + [10)).

JARY L T |
10» N off 00_
01_

o —P on - -
l 10
11> On — —rl 11
| N .

L |

° -

Now we will apply two controlled Pauli X-gates. Recall, that X = |0)(1|+]1)(0].
So the action of X on |0) and [1) is

X10) = (10) (1] + [1){0N)[0) = 1),

and
X11) = (10) (1] + [1){0])|1) = |0).

The first two connected circles depict a controlled unitary X, with control at |1)
being applied to a state |0) in the second register. The state |1) in the third register
is a control. We will write the operation on the two registers as

U =10)(0| @ I +|1)(1| ® X.

This controlled unitary yields the state in the last two registers [11). The action on
the whole system can be written as

[@cU@1(0)®|0)® 1) =[0) ® X[0) @1 = |0)® [1) ® |1) = |011).

So the state of the entire system after applying the first controlled X is |011).
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The second two connected circles also depict a controlled X-gate. The unitary
X in this case is applied to a state in the first register, and the control is set to the
third register. Note however, that this time the control is set at |0). In operator form
we can write such a controlled unitary as

Uy = [0)(0] @ X +|1)(1] @ T.

The state of the entire system before applying c-Us is 011. The action of the unitary
is
CFLRQTIRI)R[1)e|1)=X]0)@1®1=[0)® |1)®|1) = |011).

So the state of the system at the end remains [011).

3.2 Quantum Fourier Transform

Now that we have laid the groundwork, we can introduce the main component needed
to solve the HSP in a quantum setting, the Quantum Fourier Transform. Note that
we will start by defining the standard method of solving HSP over abelian groups
using the language of representation theory, however later on we will focus solely on
quantum computing and will define the standard method of solving HSP over any
general group using the language of quantum computing almost exclusively.

3.2.1 Quantum Fourier Transform: abelian groups

We will now discuss the core result of many quantum algorithms to solve HSP, the
Quantum Fourier transform (QFT). The QFT is a unitary transformation obtained
as the transformation from one orthonormal basis to another.

Let G be an abelian group of order V. Consider the characteristic function of g,

1,: G — C, defined via
1,if¢gd =g
19(9/) = ey
0, if g #g.

If f: G — C is any function, then

F=>_f), (3.2.1)

geG

since for any h # g, we have f(h) = deG f(9)1,(h) = f(h)lh(h)qtzg#h f(g)w -

f(h).



3. QUANTUM ALGORITHMS FOR THE HSP 60

Therefore {1, | g € G} is a basis for C®. Let us show that it is orthogonal with
respect to the inner product (Definition 3.1.10). For any ¢, h € G, we have

(1;,1;) = 21

geG

B 0, ift #h .
T S L)1) = () T,(9) = &, if £ = h. 2

We can thus scale each of these basis vectors by \/@ to get an orthonormal basis
— {(VIGT1, | g € G). A
On the other hand, by Lemma 3.1.14, the set, G = {x; | i € {1,...,N}},
forms a basis B; for C¢. So any complex valued function f is a linear combination
of irreducible characters of G. Since elements of G are an orthonormal basis, the
coefficients of f relative to the basis are easy to compute using the inner product,
yielding the following equation:

Mz

f <f7XJ>

1

Suppose that f = lg. Then since <1g, Xj> = ﬁ EteG 1g(t)Xj(t)* _ \_(1;|(19<9)Xj<g)*+
Zt;ﬁg 1,(t) Xj(t)*) = ﬁXj(g)*, we have
~——

=0

<.
Il

N—-1
1 «
Gl1, = V|G Z 90 X)X Ve ZXj(g) Xj» (3.2.3)
j=0

We will now identify each of the bases B; and B, with the computational basis.
We will write |x;) for |I), where [ € G. This little remark is useful as later there will
be no obvious way to do this mapping.

Define the action of F : H — H by the conjugate of (3.2.3):

=

Fa(lg)) = (9)x) (3.2.4)

QM

Then this is a unitary transformation because it maps one orthonormal basis to
another. The function Fz can be written as

Fg= \/—% Z Z k) ) (k. (3.2.5)
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Now consider the special case that G = Cy. Then the characters of G were
defined in Deﬁnltlon 3.1.7, and are indexed by the elements of G. More precisely,we
have x,(k) = ¢~ for any [,k € G.

This yields the snnphﬁed QFT from [12],

N—

,_.

27rzkl
e

l:O

Fylk) =

(3.2.6)

The function Fg in this case is

Note that so far we have defined an action of the QFT on the orthonormal
basis vectors. The action of QFT on any arbitrary state can be defined through its
orthonormal basis vectors. Let |z) be an arbitrary state in H, i.e. |z) = Z ).
Then

= Z:ck\/% e N | (3.2.7)

3.2.2 Quantum Fourier Transform: general groups

Let G be a group. Let G be the set of all irreducible representations of G. Recall,
that QFT is a change of basis transformation. In case of finite abelian groups, we
can relate a conjugacy class to a character, which in turn allows us to identify every
element of a group GG with a character. When G is a nonabelian group, we can no
longer use characters this way. Lemma 3.1.12 tells us that in the general setting the
set of all characters of G does not form an orthonormal basis for the space of all
complex valued functions on G, but rather for the space of all class functions. It’s
the set of all matrix coefficients of all irreducible representations of G' that forms an
orthonormal basis for the space of all complex valued functions on G (Lemma 3.1.17).

For each o € G , let d, be the dimension of its space V' and choose an orthonormal
basis {|i) | 1 < i < d,} of V. The resulting matrix coefficients can be described by
the formulas |0, i, 5)(9) = (ilo(g)|j), and they form a basis, Bs, of functions in C%,
as o runs over . Recall from the discussion preceding (3.2.2) that B, is another
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orthonormal basis of C¢. Given g € G, we can write 1/|G|1, with respect to this new
basis of matrix coefficients as

Z Vd, Z (9)ijlo, i, 7). (3.2.8)

UEG 4,j=1

After choosing some bijection between each bases Bs, B3, and the computational
basis, we use this to define the general Quantum Fourier Transform.

Definition 3.2.1. Let G be a group. Let G be the set of all irreducible representations
of G. Then the action of the Quantum Fourier Transform is defined as

Follg)) = \/—Z\/_Z 9igloyi,g). (3.2.9)

ceG i,j=1

The function itself we can write as a linear operator

Z\/_ZZU )iglo,i, 7){gl. (3.2.10)

JEG i,j=1 geG

Lemma 3.2.2. The Quantum Fourier Transform as defined in Definition 3.2.1 is a
unitary transformation.

Proof:  Recall, that for a linear operator U to be a unitary it must satisfy U*U = I.
That is precisely what we will show with F¢ as in (3.2.10). Before we show that Fg
is a unitary, note that its dual is

1
-FG*:— \/_ z |g 0-727]|
6 LV S S
Then we can compute

-FG*-FG— \/—Z\/_ZZ ZJ|g a, 7]|\/—Z\/_ zp: Zp(h)i’7j’|pai/aj,><h|

p=te. 1,j=1 geG peG i/ ,j'=1 heG

- |G| > Vd./d, Z Z Y o(@)iap(W)iglg) (o, jllp i 5)(A]

p,0€G i',j'=14,7=1 h,geG

|G|Zd S5 5 F@anthlo

1,7=1 h,geG
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Now note that o(g);; = o(g~!);; since o(g) is a unitary matrix. So

]:G*]:G ’G‘ Zd Z Z Z 310(h>i,j]|g><h|

ocl j=1 h,geG =1

The sum Z” Lo(g71);:0(h); ; becomes Zd" (0(g~ "o (h));; as a matrix product for
the entry (o(g71)o(
we have

h));;. Since o is a homomorphlsm this matrix is o(g~'h). Thus,

Fi'Fo = |G|Zd 1> ola o)l

=t h,geG j=1

e Zd Z Xo (g~ "h)|g){(h| by definition of the trace
| | ocG  hgeG
Z 13" doxo(g™ )]lg) (1]
thG’UGG

Here, Y _adsxo(97'h) = x(g~'h) is the character of the regular representation.
Since the regular character y satisfies

(g) = 0, if g # 1;
9= G|, ifg=1."

the coefficient is zero unless g = h. So the expression becomes:

%Zwm =7 By =

heG heG

3.3 Coset sampling method

We are now ready to dive into quantum algorithms to solve HSP. One of the most
common ways to solve HSPs is the coset sampling method, which is often called the
standard method or Fourier sampling. Let us start off with a general set up of the
method.
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3.3.1 Standard method

Let G be a finite group, and H be a hidden subgroup. Let X be a finite set. Let
f : G — X be the hiding function. Let H be a Hilbert space spanned by the elements
of the set X, and let G be the Hilbert space spanned by elements indexed by the
group G.

Step 1: Prepare two registers, the first in a uniform superposition of the elements of
G, the second storing states of H, initially set to |0):

— Y g0y eGRH.
V|G geG

Step 2: Evaluate the function f in the second register. This operation produces an
entangled state

1) =

gEG
Step 3: Measure the second register using measurement system, where each measure-
ment operator is the orthogonal projection onto the span of some orthonormal
basis vector of H. We will denote such measurement system as

{M, = |z){z| |xr € X}.

Recall, that when we perform a measurement, we act on the state with the
entire measurement system. Then probabilistically one outcome occurs. The

(AP

probability of the outcome “z” is,

pe = 1T @ My ng ® [ F @I

gEG

mZm ) @ M| f(9))II”

= H\/T?!gezg l9) @ [z) ([ f(g)))]]

Since the orthonormal basis vectors of H are elements of X, which in turn are
f(g) for some g € G, we have

[P}

Notice that the probability of the outcome “z” is independent of x.
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Suppose that the outcome “z” has occurred. Then the state after the measure-
ment is

_ VGl M
o |G|g€Gyg)® | f(9)))
1

- > l9) ® [z){z[|f(9))

=ﬁ S )@ Ja)

9€G,f(g)=x

The set of elements g € G such that f(g) = z is one coset of H because
the function f is H-periodic. Let us call this coset ¢H. Then the expression
becomes:

1
9) = e DIk @)

heH

where f(ch) = x for all h € H.

This state is no longer entangled since we can write it as a tensor product of
two states, namely \T}n Y nen lchy, and |f(ch)). Since the state is no longer
entangled we can discard the second register. The resulting coset state is then a
uniform superposition of the elements of a coset cH, for some (random) ¢ € G.
We abbreviate it as

1
|cH) = W};km €q.

Step 4: Act on the coset state |cH) to deduce some information about the hidden
subgroup H. This can be done either through measurement with respect to
elements of G or any other suitable way.

Note that Step 4 requires one to be creative in order to deduce some information
about H. Suppose that we simply measure the coset state |cH) with respect to the
orthonormal basis of G. In this case measurement operators can be indexed by the
elements of G, and have form M, = |g)(g|. The probability of observing “¢"”, where
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g € cH is
py = || My|cH)||*
1
e 3 My ek
i
19')(g'l|ch)
WH %
1
= )P =
\/|H| [H|
On the other hand, the probability of observing outcome “¢””, where ¢” & cH is

Py = HMg"|cfl’>H2

= Mg//Ch 2
= Il 3 Myl

heH

e "™ llch
H\/‘FZ\gMgH )

heH
= 0.

So the outcome of the measurement will always yield an element of the coset cH.
However, as an observer, we simply see an element ¢’ € G. Since there is no way for
us to link the coset to an element of G chosen uniformly at random, we require at
least two elements of the same coset to identify H.

One might think that repeating the procedure will help us identify H. Unfortu-
nately, measuring the coset state will destroy it. So it is highly unlikely that repeating
Steps 1-3 will produce two elements of the same coset. Since we only observe ele-
ments and are unable to link them to any specific cosets, we need a more clever idea
than simply measuring the coset states.

3.3.2 Standard method for finite abelian groups

We will start with the case where G = Cly is a cyclic group generated by g. Let H
be the hidden subgroup generated by h. Recall, that when G = C'y the action of the
QFT is as in the equation (3.2.6).

After performing Steps 1-3 of the coset sampling method, that yields some coset
state |cH). Since G is cyclic, and we know the generators of G and H, the coset |cH)

can be expressed as [cH) = THI Z|H| e+ sh).

We will break Step 4 of the standard method into two parts, Step 4a, and Step
4b. These parts are as follows.
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Step 4a: Apply Fy to the coset state |cH).

N-— |H|-1
27'rzlk
(‘CH \/—_ Z Z |C + Sh
1 N-1 |H|-
27rzlk
= —— ) ((k||c + sh))
VIG] \/\ 1=0h=0 Z
N-1]
27r7,l(c+5h
_— Z [y by orthogonality
VIGT V] =0 s=0
N-— |H|-1
27rzlc 2mishl
Sy
s=0
Note that Z‘Hl Le* ¥ is nonzero only when % = |H| divides I. Not only is it

1 27r7,lhs
€

nonzero, we actually have that ZLZ‘O = |H |. So the equation becomes

FN(|CH> =

E@
Cbl\.')

Step 4b: Measure Fy(|cH)) with respect to the orthonormal basis of elements of G.
This yields, with certainty, an element [ € G, such that [ is a multiple of |H].

Now that we have obtained a multiple of |H|, we repeat the procedure, in order
to deduce |H|. Note that the ged of ¢ successive iterations converges exponentially
to |H|, and for large N the probability this ged is equal to |H| is at least 1 — 5 [7,
Lemma 6.1]. Once we have |H|, we can easily deduce H.

Now let’s focus on the case when G is a finite abelian group of order N. Let
X(H)={x e G| x(h)=1Vh € H}. This is the set of characters of G which restrict
to the trivial character on H. Recall that for an abelian group G, Gisa group under
multiplication.

Lemma 3.3.1. If H is a subgroup of G, then X (H) is a subgroup of G.

Proof:  The trivial character is in X(H). If x, x’ € X(H), then for all h € H we
have xx'(h) = x(h)x'(h) = 1 and x(h)~" =1 so X(H) is closed under multiplication
and inverses. Therefore X (H) is a subgroup of G. i

Now let us prove an important property of X (H).



3. QUANTUM ALGORITHMS FOR THE HSP 68

Lemma 3.3.2. Let H be a subgroup of a finite abelian group G. Then for any
character x € G we have

S () = {|H| if x € X(H);

Py 0, otherwise.

Proof: Let x € G. Then x: G — C* is a homomorphism. Let H be a subgroup
of G. Then defining the restriction of x to H by the formula x|z (h) = x(h) for all
h € H gives a homomorphism x|g: H — C*. Thus x|y € H and by Theorem 3.1.8,
> new Xlm(R) = 0 unless x|g is the trivial character of H, that is, unless x € X (H). 1l

Now recall that for an abelian group G, the Quantum Fourier Transform is a
map from G to G given by the formula

1
Fo=—7=> ) :
Gl x(9) 1) (9]

geG XGG

We now use it to extract information from the coset state |cH) obtained in Step 3 of

the standard method. If you look at Step 4 of the standard method you will recognize

that it does not guarantee that we can find the hidden subgroup H but rather allows

us to deduce some sort of information to help us find H. It is now up to us to create

an action on the coset state that will yield as much information about H as possible.
The standard method continues after Steps 1-3 as:
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Step 4a Apply Fg to the coset state |cH) to get

Fal|cH)) = \/_EZGZX 9)1x) 9\(\/’7};{! )
’G\/—ZZZX 9)1x)(gllch)

9€G yeG heH

Z > " x(ch)|x) by orthogonality

\% ’G \% XeG heH

Z Z x(c since Y is a homomorphism

\/’?\/_ ohen
\/’F\/WZX (};{MM) X)

x€G

> x(e)(|H|)[x) by Lemma 3.3.2

\/!G le xexim

ﬁ

Step 4b Measure Fg(|cH)) with respect to the basis |y) of G. This yields, with
certainty, an element y of X (H).

Performing Steps 1-4 sufficiently many times will give us a generating set for the
group X (H).

Lemma 3.3.3. Let H be a subgroup of G. Then
H={geG|x(g)=1vx e X(H)}.

Proof:  Let H be a subgroup of G and let X(H) = {x € G | x(h) = 1Vh € H}.
Let K ={g € G| x(9) =1Vx € X(H)}. Then by definition we have H C K.

Since G is abelian, H is a normal subgroup and the group G/H is also abelian.
Its group of characters has |G|/|H| elements. We claim it is isomorphic to X (H).
Namely, given x € X(H) we can define ¥ € G;H by X(gH) = x(g), for any g € G,
since the characters in X (H) are constant on the cosets of H in G. Conversely, given
a character Yy € G ] H, the same formula defines a character x of GG that is trivial on
H.

Therefore X (H) has |G|/|H| elements. If H C K, then the same argument would
give that X (H) has |G|/| K| elements. Therefore |H| = |K|, and so H = K. i
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Therefore, once we have identified a generating set for X (H), we will recover H
using Lemma 3.3.3. That is, if we have found x1,- -, x; elements of X (H) then we
have

H C ker(x1) Nker(xz2) N---Nker(x;)

and we will have equality if {x1, -, x;} generates X (H).

In practice, we should use Theorem 3.1.16 to parametrize G with a convenient
basis, so that we can identify H from X (H) as efficiently as in the cyclic case, and
implement the QFT efficiently as well.

3.3.3 Standard method for general groups

Let G be a group. Let H be the hidden subgroup. The first three steps of the standard
method to solve the HSP over general group G is the same as the standard method
over finite abelian groups. Step 4 can be broken down into two parts, Step 4a, and
Step 4b. These two parts are as follows.

Step 4a: Apply the Quantum Fourier Transform as defined in 3.2.1 to a coset state

lg'H) = \/ﬁ 2nen 19'h)

Fallg'H)) \/IFZ\/_ZZ 9)ijlo,i, ) g|\/|72|g

ceG 1,j=1 geG heH

e FZfZZZ 9)islo. i ) (lallg'm))

1,7=1 g€G he H

Z \/_ Z Z o(g'h)i |0, i, j) by orthogonality.

JEG t,j=1heH

Step 5b: Perform a measurement or some other operation to observe a classical
piece of information that will either yield H or help unveil H.

In case of abelian groups we have performed measurements to learn some infor-
mation about H. In case of general group, note that after performing measurement
we will observe some “o,1, 5”7, which is a pair of an irreducible representation o € G
and one of its matrix coordinates (7, j). Unfortunately, this information might not be
enough to learn H unless there has been a clever choice of basis for the matrix o(g),
or there is an algorithm that will efficiently deduce H from “o,i, ;.



Chapter 4
Dihedral HSP

The eventual goal of this master thesis is to study possible solutions to the HSP over
dihedral group. The dihedral group, being a “nicer” non-abelian group, is the ideal
next step after the finite abelian groups to study HSP. Despite being a relatively well
understood and well behaved group, there has been little success efficiently solving
the HSP over the dihedral group. The goal of these sections is to help the reader
understand the challenges in solving the HSP over dihedral groups and to see the
beauty of the problem over the dihedral groups.

4.1 Dihedral group

Recall, that a dihedral group Ds, is a group of all rotations and reflections of an
n-gon. We denote it Do, = (r;s | r" = s> = rsrs = 1). As a set we denote
Dy, = {r* r*s | 0 < k < n}.

Alternately, by sending r‘s® to the pair (¢,¢), we can identify D,, with the
semi-direct product of cyclic groups Z/nZ x Z /27, with operation ({1,e1) - (l2,&9) =
(01 + (=1)%2ly,e1 + €3), for l1,0y € Z/nZ and €1,e9 € Z/27. The image C,, C Dy, of
Z/nZ under this map is the group of rotations.

Recall, that by Lemma 2.4.5 the dihedral group Ds, has

7(n) + o(n)

subgroups, where 7(n) is the number of divisors of n and o(n) is the sum of the
divisors of n. By Lemma 2.4.2 these subgroups can be enumerated as follows. For

each divisor d of n, the subgroup (r¢) generated by r? is a cyclic subgroup of order

%. Further, for each divisor d of n and for each 0 < e < d, the subgroup (rd, res)
is a dihedral subgroup of order %". Of particular interest is the case d = n; the
corresponding subgroups (r¢s), for 0 < e < n are the reflection groups of order 2.
These subgroups have many cosets, which makes the HSP with the hidden subgroups

being (r¢s), for 0 < e < n especially challenging.

71
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Lemma 4.1.1. Let G = Ds, be a dihedral group. The total number of conjugacy
classes is 5 + 3, when n is even, and ”TJF?’ if n is odd.

Proof:  Let G = D,,. Recall, that S is a conjugacy class of s if S ={g7'sg | g €
G}. Let us first consider conjugacy classes of rotations. We conjugate r* by r/ and
r® by r7s, for any 0 < 7,7 < n. Thus, we get the following classes:

{r9 (Y (r7s) M (r)ris | 0 < j < n} = {r',r7"},

for all i € {0,...,k}. When n is even, k = 5. When n is odd k = ”51.
Now we consider conjugacy classes of reflections. We conjugate r's by r/ and 7's

by /s, for any 0 < 4,5 < n. Thus, we get the following classes:
{r=9(ris)rd, (ris) " (ris)ris} = {r'"%s, r¥ s} = {rls},

for some 0 < | < n. Now note that if [ is odd, r's is conjugate to r*s for any odd
0 < k < n. It is also true that 7's is a conjugate to r*s for any 0 < k < n if both I
and k are even. If n is even we get precisely these two conjugacy classes. If n is odd
we get a single conjugacy class.

The total number of conjugacy classes of rotations when n is even is § + 1, and
when n is odd. The total number of conjugacy classes of reflections when n is
even is 2, and 1 when n is odd. Thus, the result of the lemma follows. |

n+1
2

Now that we know the conjugacy classes of Ds, we can refer to the Corol-
lary 3.1.13 and determine the irreducible representations of Dy,,. We will first consider
the case when n is even. Note that there are § + 3 irreducible characters by Corol-
lary 3.1.13. Each distinct character is associated to an irreducible representation.
Thus, there are 3 + 3 irreducible representations when n is even.

We will first calculate one-dimensional representations by identifying +1 to r and
s in all possible ways. We can see that one-dimensional representations include the
trivial representation p and the sign representation 7, given on elements rfs® € D,
by

p(r's®)y =1, and 7(r's?) = (=1)°. (4.1.1)

as well as two more one-dimensional representations, # and w, given on elements
rts® € Dy, by

0(r's?) = (=1)* and w(r's) = (—1)"*=. (4.1.2)
Ergo, there are 4 one-dimensional representations when n is even.

Setting & = €™/ the two-dimensional irreducible representations oy, for 1 <
k < (n—2)/2, are given on the elements of D,, by the complex unitary matrices

Kl kl
O'Ig(rz) = |:€0 £9kl:| s and O'k(T’l ) = |:££)kl £O:| . (413)
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It still remains to determine irreducible representations of Ds,, when n is odd.
There are 2 one-dimensional representations. We can conclude that from identifying
+1 to r and s in all possible ways. The representations are the trivial representation
p and the sign representation 7, given on elements r‘s® € Ds, by

p(r's) =1, and 7(r's?) = (=1)°. (4.1.4)

The two-dimensional representations are defined by setting ¢ = €2™/", the two-
dimensional irreducible representations oy, for 1 < k < (n — 1)/2, are given on the
elements of Dy, by the complex unitary matrices

Kl kl
O'k(re) = |:£0 £9kl:| s and Uk(TlS) = |:£9kl £O:| . (415)

4.2 Standard method

We have described the standard method to solve the HSP over general groups in
Section 3.3.3. We will now use this theory and apply it to the special case, when
G - Dgn.

4.2.1 Dihedral Standard Method

Let H be a subgroup of G = Dy, hidden by a function f: G — X. Restricting f
to the rotation subgroup C, induces a map f': C,, — X hiding K = H N C,, as in
Lemma 2.4.12. Using standard method for finite abelian groups with G = C),, hidden
subgroup K and hiding function f’ efficiently identifies K.

Lemma 4.2.1. Let G = D,,. Let H be the hidden subgroup. Let K = HNC,. We

may without loss of generality from now on assume that H s either trivial, or of the
form (rs) for some 0 < £ < n.

Proof: Let G = D,,,. Let H be the hidden subgroup. Let K = H N C),. Suppose
we know that K = (r"/4), for some positive divisor d|n; then by our classification of
subgroups of Dy, either H = (r™/?) or H = (r"/¢ r's) for some 0 < ¢ < n/d.

Note that K is a normal subgroup of GG, so we may form the quotient group
G = (/K. The quotient is generated by 7 = rK and 5 = sK, where 7 is a rotation
now of order n/d since r/iK = K and § is still a reflection, so G = D, /d- Since
f is constant on each coset of K in G, it factors through to a well-defined function
f: G — X by the formula f(gK) = f(g) for all gk € G/K. The new function f
hides the subgroup H/K. If H = K then this is the trivial group, and otherwise,
H/K = (7'3), one of the two-element reflection subgroups. We have thus argued the
following lemma.
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Our goal remains to find H. A first promising direction is to apply the standard
method to Ds,. Steps 1 to 3 are the same, and if H = (r‘s) then they result in a
coset state of the form

rmHY = |r™ s HY) = (|rm> + |rm”5>) ,

1
V2
for some random 0 < m < n. In this case, Steps 4 and 5 are as follows:

Step 4: Apply the Quantum Fourier Transformation (3.2.9) to a coset state [r"™ H):

Fo(|r™H)) Z\/_ZZ (9)ijlo,i,7) gl(\/—(lf )+ s)

UGG i,7=1 geG
\/— Z \/ Z z] + U m+e8)i,j’07 Z?])
i,7=1

Z Vi, Z Miglo.i. ) + o s)ilo, i, 5))

O'GG 1,j=1

Step 5: Perform a measurement to observe some |o,4,j), which is the pair of an
irreducible representation ¢ € G and one of its matrix coordinates (3, j).

This time, there is much less simplification. Using the formulas 4.1.5, 4.1.4 and 4.1.2,
we can abbreviate |o,4,j) = |o) if d, = 1, and |oy,i,7) = |k,4,j). To include all
cases, set 0, = 1 if a is even and 6, = 0 if a is odd. Then we have

Fa([r™H)) = —= (|p) + 620e(=1)"10) + 041 (—1)"|w)) + (4.2.1)

—-1)/2
Z (65K, 1, 1) + €7k, 2,2) + MmOk, 1,2) 4+ £Hm 01k, 2,1))
k=

7

In [9], M Grigni et. al. point out that the success of the standard method
depends on the amount of statistical information about H present in the probability
distribution of the measurement results in Step 5. Here, if we perform a measurment
on (4.2.1) with respect to our given choice of bases, then the result is independent
of the choice of coset |r™H). Taking the norm-squared of each of the coefficients in
(4.2.1) gives the following probability distribution:

% ifo=o0p,0<k<n/2
Py(loyi,j)) = % if o =p; or o =460 and ¢ is even; or 0 = w and /¢ is odd;

0  otherwise.
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On the other hand, if H = {1} is the trivial subgroup, then cosets are singletons
and the result of Step 5 is simply the formula (3.2.9). In this case, the probability
distribution of measurement outcomes depends on whether the coset is a rotation or
a reflection. Writing the conditional probability as Py (outcome|coset), we have

ifo =05, 0<k<n/2andi=j;

Puy(loyis gy | |[r™H)) = if o is one-dimensional;

1
n
1
2n
0  otherwise.

for any rotation r™ whereas for any reflection s we have

if o =0k, 0<k<n/2andi# j;

Puy(lo,i, ) | [r'sH)) = if o is one-dimensional;

1
n
1
2n
0  otherwise.

However, as we cannot know the outcome of Step 3, we can at best observe the
average of these two distributions, which we call Py); it is the uniform distribution

on G.

We observe that the probability distribution of the measurement outcomes of
the standard method can provide some partial information about the hidden sub-
group. We observe that the probability distribution Py} is distinguishable from the
distributions Py for the reflection subgroups on the 1-dimensional representations;
for example, if the outcome of a measurement in Step 5 is 7, then we may conclude
H = {1}. Thus, it is possible to deduce order of the hidden subgroup H by observing
the probability distribution of the measurement outcomes of the standard method.

Suppose now that n is even and H = (r’s), for some ¢ € {0,...,n — 1}. Then
the probability distribution of the measurement outcomes of the standard method
reveals the parity of £. That is, if £ is even, then Py(w,1,1) = 0, and if ¢ is odd, then
Py(6,1,1) = 0. So it would be enough to observe # or w to conclude the parity of /.

Unfortunately, as per the argument in [9], the standard method cannot distin-
guish between subgroups of the same order if n is odd, and contains no information
beyond the parity of ¢ if n is even. We return to this thought in Section 4.3.

4.2.2 Effect of change of basis on the standard method

The choice of basis with respect to which one writes the two-dimensional representa-
tions oy defines the measurement basis in Step 5, and thus the probability distribution
of the outcomes. Thus one tactic would be to find special basis for the irreducible
representations of G' that produce a probability distribution of measurement results
that conclusively determines H.
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So let U = [ ! zl} be a unitary matrix; its columns are an orthonormal basis
2 U

for C? and the representation oV with respect to this new basis has matrix form
U'o,U. Note, however, that we would like the unitary U to be easily implementable.

This way, it will not jeopardize the efficiency of the algorithm. Explicitly, for each
0 < /¢ < n we have

[, ——ckm ——c¢—km ——c¢km ——¢—km
Uromy | 0101+ 09026 V1™ + upg
7. (") = _Ulu_lgkm + VU MM wy P + U2U_2§_km_ (4.22)
and
¥ (rms) = [ 0105 ™M + 0 T1ER™ wg € MM+ ugr P (4.2.3)
k o _mu_zf_km + 0o EF w R TR + u2u_1§km_ e

In fact, we could choose a different orthonormal basis for each two-dimensional
irreducible representation of G, depending in some way on the parameter k.

For each such U and k, this change of basis changes the conditional probabilities
Py(|a¥ i, 5) | |r™H)), for 1 <i,j < 2, but leaves all others unchanged. Thus, let us
suppose as in the previous section that the hidden subgroup is H = (r’s), and that
the coset state after Step 3 is [+ H). Using the formula

. m 1 m m 2
Py(loy i, ) | |r H))Z%WJ(T )i+ og (P )il

we obtain the new conditional probabilities:

—r(m — m 2
Py(loV,1,1) | |FmH)) = |01 TTER™ + 09T TFT 4 vy T RO g m D)

IGI
1

Py(loy,1,2) | [P H)) = |G| }U1U1f + Ut ™ 4 g T Uzv_lék(me)f
1

Py(loy,2,1) | [P H)) = |G| }U1U1§ + 0 4 vy M) +U2u_1§k(m+e){2

2
PH(’0-12]7272> | | mH)) |G| }ululg +U2U2§ +u1u—2§—k(m+f) +u2u—1£k(m+8)| ‘

However, since it is not possible to know the coset state without destroying it after the

measurement, we now take the average of these over all cosets [r™H) to deduce the

probability distribution of the standard method in this case. To do so, note that the
-1

columns of U have length 1, and that since 0 < k <n/2, Y " Skm =y kM =0,

With some patience we deduce that for ¢ =1, 2:

Pt 1) = gy o+ F a2

2
(\Uk ,1,2)) = |G| |u1 + u2£ke|
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Note that their sum is 4/|G|, as required, since (v + v uy + un€*) = (1, U
Consequently, it is possible to manipulate the choice of bases on the two-dimensional
representations so that the probability distribution acts as a signature from which the
value of ¢ can be read.
We note, however, that characterizing such a probability distribution directly by
empirical methods is exponential in log|G|. For example, an advantageous choice
would, for each oy, 0 < k < n/2, be the basis given by

1 [=¢¥ 1 )
U —_ = 2 .
RVG: ( Lot
Then we have vy + 126" = 0 if £ = k mod n/ ged(k,n) and uy + ué* = 0 if £ = —k
mod n/ ged(k,n). Each measurement would, by demonstrating the non-vanishing of
one of the terms in (4.2.4), eliminate at least one choice of H. However, given the

additional work to creating these unitary transformations Uy, this is not even on par
with simply querying the oracle f on each reflection.

4.3 Greg Kuperberg’s algorithm with n = 2"

Using a clever twist on the standard method, and exploiting its ability to distinguish
the parity of ¢, where H = (r’s) is the hidden subgroup, Greg Kuperberg in [14]
was able to determine the reflection subgroup using only a subexponential number of
queries. The original algorithm, which we summarize here, finds H in G = Dy, with
time and query complexity 20(V18™) and requires 2°VI°e™ quantum space [14]. Tt
was later improved in [15], [21].

The idea of the algorithm presented by Greg Kuperberg is to“trap” the hidden
subgroup by finding smaller and smaller dihedral subgroups of G containing H until
only the hidden subgroup remains. Greg Kuperberg showed that this is possible if
the parity of the hidden slope of the reflection is known and the algorithm is repeated
a few times until the hidden subgroup H is discovered.

For the presentation of the algorithm, we choose n = 2™ and suppose H = (r’s)
for some ¢ € Z/nZ. To simplify notation we identify Ds,, with Z,, x Z,. Let H; be a
Hilbert space spanned by the elements indexed by the group Z/nZ, and let Hy be the
Hilbert space spanned by elements indexed by the group Z/27Z, so that we represent
725} as the state |a)|b).

The algorithm starts with Steps 1-3 of the standard method, yielding a coset
state

@ —L a a
|r H>—\/§(| )0) +[a+ 6)[1)).

Now, in Step 4, apply the abelian QFT (3.2.4) to only the first register (which contains



4. DIHEDRAL HSP 78

the group C,,, and corresponds to hiding H N C,, = {1}). The resulting state is thus
Fo@Ir*H)
= Fn @ I{—=(|0)[0) + |a + )[1)))

(Fala) ®|0) + Fpla+1) @ |1))

— Nl

1 2milm 271'15t
= (% Y. e mla) ©0) + Z s)(tla+1) ®[1))
l,m€eZ/nZ s HEL/NZ
1 27r7,la 27is a+l
= ——(>_ e~ 0+ Y e+ |s)e|1).
V2 1€Z,/nZ. SEZ/NT

Measure the first register with respect to the orthonormal basis, obtaining a uniformly
random outcome k from Z/nZ. Discard the register, retaining the outcome. Recall
that & = e*. The resulting state in the second register is of the form

é‘k)a
NG Ve

We note that if k& = n/2 = 2™71 then up to global phase (which we henceforth
ignore), |¢x) = |+) if £ is even, and |¢;) = |—) if ¢ is odd. Therefore measuring
|tham-1) with respect to the basis {|+),|—)} reveals the parity of /.

The final step is to inductively find H: set R = r2. If £ is even, then H = (R25s)
lies in the index-two dihedral subgroup (R, s); if £ is odd, set also S = rs, and then
H = (R¥V/28) ¢ (R, S). Tterating this process traps H in log(n) steps.

Therefore we focus on the parity-finding part of the algorithm.

The key observations are the following. Given states |¢y),|i), for arbitrary
k,l € Z./nZ, their tensor product (up to a global phase) is the state

) = —=(10) + 1) = S_(]0) + 1)) (4.3.1)

1 ke 1 k+1)e
—510010) +£110) + €0)11) + €+ 1))

Apply the controlled X gate, with control set at “1” int he first register, to obtain
the new state

[Vn) |[Yr) =

%(I0>|O> + ML) +€50)[1) + € 1)0))

and then measure the second register with respect to the orthonormal basis, with
outcome p. The resulting state in the first register is then, up to global phase

%(Im +EFTEU)) = [ )
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Now recall that the 2-adic norm of an integer k is |k|y = 277 *) when val(k) is the
largest power of 2 dividing k; thus 1 is large and n/2 = 2™ ! is small. This norm is
an ultrametric, meaning |k £ 1|, < max{|k|s, |l|2} for all k,1 € Z/nZ. The algorithm
seeks to iterate the above steps such that each time, one of k + [ or k — [ is always
strictly closer to n/2 in the 2-adic norm.

The algorithm goes as follows:

1. Generate 3 x 8/V™~1l states |¢;,) at random, and store these in a list L.

2. Suppose now 1 < i < v/m — 1, and we have a list L;_; of states |i) satisfying
val(k) > (i—1)v/m — 1. From the list L; 1, choose all distinct pairs {|uy), |¢1)}
such that val(k — 1) > iv/m — 1. For each such pair, use the above procedure
to generate a state |x4;). Discard the result if the outcome is k + 1, and create
a new list L; of all the resulting states of the form |¢y_;).

3. For the final list, relax the constraints to choose pairs so that val(k — 1) = m — 1,
and stop when such a state [2771) is formed.

4. Measure the state [thom-1) with respect to the |4) basis in order to determine the
parity of 2.

All that remains is to argue that sufficiently many states were generated in (1)
to guarantee conclusion in (4).

Note that at each stage, there are at most 2[™~!l unmatched pairs, corresponding
to the maximum possible distinct binary expansions of elements of L;_; mod 2¢{/vV7™—11,
Moreover, for each pair the probability of measuring k£ — [ and proceeding to the next
stage is 1. Thus we know |L;| > 1(|L;_; — 2/™~'1), which gives inductively that

. : . . 1 .
) —2i _ [m—11-2j _ o—2i _ ~Tolm=1]/7 _ o—2i
L] 2 27| Lg| — D7 2172 = 973y — 2ol TI(1 — 27,

j=1

Thus, to be sure that |L;| > 0 when i = [m — 1], we must choose |Lo| > 12*™~11(1 -
272m=11) = O(8/™~11), Kuperberg makes this heuristic argument precise in [14].

Note that the beauty of Greg Kuperberg’s idea is that it directly modifies (and
tracks) the phase of one element in the superposition to obtain a desirable state. It
bypasses the global phase, which is coset-dependent, entirely.

In the next section be propose a novel alternative approach that will instead
capitalize on this global phase, by creating a unitary operator that will successfully
extract a global phase (which carries some information about the coset), before ob-
taining more information through measurement.
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4.4 Novel algorithms

4.4.1 DHSP and the Phase estimation algorithm

More often than not, the global phase carries a lot of interesting information that
we would like to learn. Usually, in order to obtain some information about one
of the basis states |¢), we could simply perform a measurement with respect to the
orthonormal basis. However, a simple measurement will not unveil anything about the
global phase. So we must turn to another powerful tool, called the “phase estimation
algorithm”.

Let H be a Hilbert space. Suppose you have a state |¢p) € H, and a unitary
U € L(H) such that the resulting state after applying U to |¢) is A|¢). That is,
suppose |¢) is one of the orthonormal basis eigenvectors of U such that U|¢) = A|¢),
and the complex number ) is one of the eigenvalues of U of the form A = >,
Then we can apply phase estimation algorithm to learn A, given that the quantum
controlled-U? operations can be efficiently performed for any j € {0,...,¢t — 1}.

If all of the above requirements are met, given U and |¢), the phase estimation
algorithm outputs both, the state |¢), and a good approximation of §. We sketch the
idea of the algorithm as follows.

For simplicity, suppose that § = a/2" with a € Z so that # can be written in
binary as 6 = 0.616,...6,. Then for |b) € {|0),[1)}, recall that the controlled unitary
c-U% € L(C* ® H), with control set at “1”, sends |b)|¢) to

U B3]} {|b><U2“’>|¢> = TEO)g), b =1,
)16), itb=0.
The phase estimation procedure requires two registers. The first register contains
t qubits initialized to zero, and the second register contains the eigenstate |¢). The
procedure has t steps, indexed by 0 < 7 <t — 1. At step j, the procedure applies, to
the (j41)-th qubit of the first register, a Hadamard gate leading to a superposition of
the form H|0) = \/LE(|0> +|1)). This step is followed by a controlled unitary operator

¢-U? that acts on the result and the second register via

1 1

U (5 (10) + 1) @ 16)) = —=(cU” [0)19) + U [1)]4))

Sl
S

1 27i27 _i
ZE(IO>I¢>>+I1>6 “lo) = 7

for all 7 € {0,1,...,t — 1}. Note that the state |¢) remains unchanged even though
we have been able to put # into the phase of the first qubit.

(10) + € [1))[¢)
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The result after ¢ steps is the state

t—1

S @ (10 + ) @ o).

2 <
Note that if (0.0¢0; ...0;—1) = 00271 +0,272+...4+0,_,27" is a binary fraction of 0,
then \/LQT ®§;10(|O> +e2m2011)) is actually equivalent to Fy|0), where Fy: is a QFT [19,

Section 5.1, equation 5.4]. Therefore, we can rewrite 2% ®;;B <|0> + 62“i2j9|1>) R |o)

as Foe|0) @ |9).
After applying the inverse QFT to the first register, the resulting state is

Fyt @ I(Fylf) @ |9) = Fy ' Fx|0) @ I|¢) = |6) @ [4).

So the state in the first register is |#), and |¢) remains intact in the second register.
From here we can read 6 by measuring the first register in the computational basis.

The algorithm in [14] also focuses on the phase, rather than the state. However
Greg Kuperberg is interested in the phase that carries data about the hidden reflec-
tion, and not the global phase. A natural question would be whether or not we can
use the global phase instead?

Let G = Dsy,. We will view G as Z/nZ x7/2Z. Let H be a Hilbert space spanned
by the elements of Z/nZ. Let U’ be the unitary on H that for each g € Z/nZ acts

on |g) as
2mig

U'lg) = e 1g).
Then the unitary U = U’ ® I on H ® C? acts on |g) ® |b) as

U(lg) @ (b)) =e " |g) @ |b).

Let H = (r*s) be the hidden subgroup. Suppose that we start with a coset state
of the form |r*H) = %(|a>]0> + |a + k)|1)). Then after applying the unitary U, the
resulting state is

2mia 2wi(a+k)

(e n |a)|0) + e n Ja+k)|1))

Ulr*H) =

27mia

e (|a)|0) + &

a+ k)|1)).

SEESE

The global phase has some information about a coset representative.

Suppose that we could apply the phase estimation algorithm to the state |r*H) in
order to obtain some information about the coset representative a. Suppose that then
we measure the first qubit of the state |r*H) with respect to the basis of #, this will
yield the state |a + k) with probability p = . Given that we are lucky and were able
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to obtain a + k from the measurement, it will be possible to deduce something about
the hidden reflection k. Unfortunately, we cannot use the phase estimation algorithm
in this case, the reason being U\%(‘CLHO) + la+ k)[1)) # \/iie%:faﬂa}\()) + |a + E)|1)).

We were working to see whether a similar idea would lead to an efficient algo-
rithm, and we will show that unfortunately the idea we have outlined below does not
solve the Dihedral HSP.

Suppose G = D,,, and hidden subgroup H = (r*s) is generated by a hidden
reflection. Here we will again view G as a semi-direct product Z/nZ x Z/27. Let H
be a Hilbert space spanned by the elements of Z/nZ. Using the standard method we
can create a coset state

1
|cH) = E(!C)I@ +le+R)L).

Define a unitary U” acting on H ® C? via

a) ® |b) if a is even;
U'(la) @ |b)) = | 7 ’
(la) & 16)) {—|a> ® |b), else.

Notice that if k is even, then if we apply the unitary operator U” to the coset
state, we will get U"|cH) = :I:\/Li(|c>|0> + |c+ k)|1)), regardless of the of c. We can
rewrite it as
|cH),if ¢ is even;

U'|lcH) = o
—|cH),if ¢ is odd.

Thus, when k is even, the coset state |cH) is an eigenvector of the unitary transfor-
mation U” with eigenvalues e™ and e2™. This gives us freedom, to apply the phase
estimation procedure successfully to conclude the parity of c¢. After the phase esti-
mation procedure, the state in the second register is \%(|c>|0) + |e + k)|1)). So we
could gain some additional information by measuring the first qubit with respect to
the orthonormal basis of H.

On the other hand, if k is odd, then the signs will be different for two elements of
the superposition, yielding U"|cH) = \/i?(]c>|0> —|e+k)|1)) or \%(—|c>\0) +|c+E)|1)).
Which we can rewrite as

U eH) — {%9@\0) = le+ k), if ¢ if even;

—500) = le+ K)[1)),if ¢ is odd.
Since the coset state is not an eigenvector of U”, if we apply the phase estimation
procedure it will fail in the general sense i.e. it will not produce an approximation
of the phase. Unfortunately, this means that when %k is odd we won’t be able to
determine the parity of ¢ using this approach.
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4.4.2 Collapsing a perfect superposition to a known chosen
state

Let H be a Hilbert spaced spanned by the set of orthonormal vectors B = {|;) | 0 <
J < 2™}. Suppose that we have a uniform superposition of the basis states

2" —1

1
|¢> = \/2_71 ];0 ’wj>>

and we would like to transform [¢)) to a given known state |¢4ger) € B. We cannot
do so using measurement with certainty, instead, if we use projective measurement
operators with respect to the basis B we will obtain |¢)4,4¢) With probability p =
zin. Ahmed Younes and Mahmoud Abdel-Aty in [25] proposed an efficient quantum
algorithm for transforming the superposition |¢)) to a chosen state |tqrget); they
called this collapsing without a measurement. Before we state the algorithms we will
introduce some results that we will use repeatedly later in this section. Suppose that
the binary representation of v; is jg...j,—1 for any j € {0,...,2" — 1}, so in H we
have [¢;) = [jo)|j1) -+ - ljn—1)-

Lemma 4.4.1. Let X and Y be the Pauli gates and let [(iarger) € H be our target
vector. Define U, € L(H ® C?) by

2n71

U= Y )] ® XY + [Yrarger) (Vrarger| @ T (4.4.1)

7=0,j#target
Then Uy is unitary.

Proof: Recall that

SO

Let us confirm that U; is unitary. Let

2n—1

Ul* - Z |¢J><¢J| ® Y*X* + |1/}ta'rget><1/}mrget| &® I

7=0,j#target

be a linear operator. Since ijal [9;)(;] = I, it can be easily shown that the
product U*U is



4. DIHEDRAL HSP 84

2" —1 2" -1

(Y W IOY X Huarger) (Vtargedl D) (Y [95) (5| OXY +|Yrarger) (Yrargee| 1)

j=0,j#target 7=0,j#target

21

= Z Wy><¢y| ® Y*X* XY + |¢tmﬂget><¢target‘ X 1

j=0,j#target
2n—1

= Z |’¢)]><¢J| &® I + |¢target><¢target| ® I

j=0,j#target
2" —1

= )l @1

§=0
=1.

Now define the Hamming distance D(v,,,) between 1, and 1, as the number
of 1s in the binary expansion of ¥, @ v,. That is, if we expand

[¥a) = |zo)|21) -+ Jwar) € (C)"

and similarly for [¢,), then

n—1
D, thy) = > ®ys.
=0

So the Hamming distance uses the indices of the states. Thus, we can define the
following function. Given an index of the target state target € {0,1,...,2" — 1},
define a function s: {0,1,...,2" — 1} — Z/47Z by

() 0 if j = target
s\J) = o
D(Yrarger, ;) — 1 if j # target.

Lemma 4.4.2. Define Uy € L(H @ C?) by

2" —1

U= ol o1 (442)

Jj=0

Then Uy is unitary.
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Proof: = With respect to the standard basis, Us is a diagonal matrix with elements
of norm 1 on the diagonal, so it is unitary. |

Now let Uz € £(C?) be defined with respect to the standard basis by

ol

This is a unitary matrix and it has the property that

0 i
ngL. 0}.

In particular, we can write this as saying
Uilz) = iT) = €% [a)
where 0 = 1 and 1 = 0.

Lemma 4.4.3. For z € {0,1}, we have
31T) = —= :
\/5 2=0,1

Proof: Note that T @ z is equal to either 1 or 0, depending on whether they are
equal or not, respectively. When it is 0 we have ™5 = 1, and when it is 1 we have

TiThz

e 2 = 1. So this expression describes the matrix Us. |

Applying this transformation Us to each of the qubits comprising H = (C?)®"
gives us our final transformation.

Lemma 4.4.4. Let |¢y) = |yo)|y1) - - |yn—1) € H. Then

n

1 7iD (Yy z))
e 2 ). 4.4.3
e ) (44.3)

z=0

[\
—_

U?(?n|¢y> =
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Proof:

U [ty) = U™ [yo)y1) - - [Yn—1)
= |Us|yo))|Usly1)) - - - |Us|yn-1))

mi(YoDzp) mi(y1 Bz1) T Un—1P2n—1)
=1 e N Y e )l D e [z

20=0,1 z1=0,1 2n—1=0,1
= > e I o e M ) e )
20=0,1;21=0,1;...2,—1=0,1
2" —1n—1 M'(szGBZj)
= Z He 7 |20)|21) -+ |2n-1)
2=0 ;=0
2n—1
— Z €% Ti=0 % 50N |21} - [ 20s)
z=0
2n—1 o
=D ¥
z=0
2n—1

From the fact that UZ|z) = i[Z) for some |z) € {|0),]|1)} we can deduce the
following lemma.

Lemma 4.4.5. For any |v,) = |yo)|v1) - - - |[Yn—1) € H, we have
U:;@HU??HW?) = Zn|¢_y>

where [{y) = o) |71) -+ [Yn1)-

Proof:
U™ U [y) = U U™ [yo) 1) - - - [Yn—1)
= UsUs|yo)UsUs|y1) . .. UsUs|yp—1)
= i|y0)ily1) - - - i[Yn—1)
= 1"[Yo) Y1) - -+ [Un—1)
= 2n|wy>
Thus,

U5 U™ [1hy) = 0" [1hy) (4.4.4)
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The algorithm in [25] goes as follows.

Step 1: Given the input state [1)) ®10), apply unitary U; as defined in the Lemma 4.4.1.
The resulting state is [i1) given by

2"—1

G O10) =i > 1) @I0)+ <=l 910 (445

7=0,j#target

Step 2: Apply unitary Us as defined in the Lemma 4.4.2 to the new state |t). The
resulting state is [i)9) given by

2" —1
1 wis(j) wis(target)

= e 2 Yy @[0)) +e
2 7=0,j#target
. 1 21 WiD(wjtharget)_l 1 WiD(wtargettharget)
—i—=( Y e 2 ;) ®10)) + —=e > Vtarget) © |0)
" J=0,j7#k 2

2" —1

M 1 miD(Ytarget:Vtarget)
Z € J2 o |¢]> & |0>) + ﬁe 92 ! ¢target> ® |O>
J=0,j#k

. 3 WiD(wjﬁwtarget)_l i WiD(”/)j»wtarget)_l "iD(wjﬂ/)target) .
since ie 2 =eze 2 =e P . That is, we have

Usliby) = (i ® |0)

1
ﬁ |¢target>

o

ﬁ
3
—~

2" —1

1 WiD(wj:wtarget)
= e 2 D ®10).

J=0

n_1 "iD(¢jﬂ/)target)

Note that we can rewrite |y) = \/%7 Di—o € )

;) @10) as

1

ﬁ U3®n |wtarget> ® | O>

by Lemma 4.4.4.

Step 3: Apply unitary US" ® I, where U™ is as defined in the Lemma 4.4.4 to the state

lihy) = \/12?U3®”@Wget> ® |0). By Lemma 4.4.5, the resulting state is

Tin

e 2

wtarget> ® |O> = Z‘n|¢tow“get> ® |O>
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The reader might have noticed right away that the algorithm as it is, is not
very interesting since |¢y,4¢) being one of the orthonormal basis vectors can be
easily produces and simply stored in another register. What we focused our attention
instead is whether we will be able to transform a perfect superposition of states
to a partially-known state. As our input states, we will consider states of the form
ﬁ > nen lch)y®|f(c)), where H is the hidden subgroup and f is the hiding function.

Now our target state will be of the form ﬁ Y onen M) @] f(e)), where | f(e)) is known

from evaluating the function f on the identity elements of G. Let us try to use the
above algorithm to see if we can find H for G = Dyy.

Let G = Dyn where N = 2". Let H be a hidden subgroup generated by the
reflection 7%s. Let X = {0,--- , N —1} and suppose f: G — X is the hiding function.
Since we want to find a reflection only, and since each reflection is in a distinct coset
of H, it suffices to work on reflections only.

Query f(e) and call the answer x. Our goal is to find r*s. Our target state is
[Videar) = |7s) ®e™2" |24) ®]0). Our notation will be that f(r/s) = x; € X. Note that
we do not know r*s, but we do know f(e) = zy, and the two states are entangled. So
it is reasonable to expect that replicating the above algorithm with some information
about one state might help us learn enough information about both.

Let H; be a Hilbert space spanned by the reflections of Dy,. Let Hy be a Hilbert
space spanned by the elements of the set X. The algorithm goes as follows.

Prepare three registers. Prepare the first register is a uniform superposition of
all the reflections of Ds,, the second storing states of H,, initially set to |0). Prepare
the last register storing states of C?, initialized to |0).

Step 1: Perform steps 1-2 of the standard method on the first two registers to arrive at

the state
on_q

1 .
|ih) = NG ;0 Irs) @ |2;) @ [0).

Step 2: Apply the unitary U] = I ® U; to the state [¢)), where U; is as in Lemma 4.4.1
with target |zx). The resulting state is

o1
U{|w>=|¢1>=i(¢% S |7”j8>®|$j>®|0>)+%|rks>®|xk>®|0>. (4.4.6)
Jj=0,5#k
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Step 3: Apply the unitary U} = [ ® U,, where U, is as in Lemma 4.4.2, to the state
|1)1). The resulting state |15) is

1
1 wis(§) | s 1 mise)
U} =1 e 2 SRz @0)) + ——e 2 |rFs) @ |z) @ 10
2"-1 ﬂzD(ac ) — ) ]_ miD(xp,xp)
T 2 ¢ P e ) ®10) + e ) o e 90
J =0,j#k

21
1 ‘"’LD(IJ a3 1 miD(xg,x)
= (7 > ¢ [r7s) @ |z;) ®10) + Nl 2 rts) @ |ag) @ 10)
j—O,j#C

wlD(m L)

[7s) @ |a;) @ |0)

m—nze

2" —1

:\/%ZW@@@

J=0

ﬂZD(IIJ] zy)

) ®10)

Step 4: Apply the unitary U} = I ® U3*" @ I, where Us®" is defined as in Lemma 4.4.4
to the state |1)5). The resulting state is

2" —1
71'7,D(z \ T

Us|tp2) = Z [77s) 0% ,) ® [0)
2nzl ‘ ] WlD(.Z xk) Z miD(T;,2)) ‘ ® ’O>
s € 2 T
TV & :
2n—1 2n—1
Z sy ® ) e PEm ) @ o)
=0
2n—12"—-1

5 Z Z |7~J Rez D(zj,zl )+D(z;,xr) |$l> ® |0>
v 7=0 [1=0

Tin

Notice that the result we are looking for is [¥;gea) = |7¥s) @ €72 |24) ® |0), since
measuring the first register in the standard basis would lead the hidden reflection and
consequently the hidden subgroup. Unfortunately, the resulting state Uj|ts) is equal
t0 |[Yigear) if and only if D(x;, zx) + D(Z;,z;) = 0 (mod 4). Since this is not always
true, we conclude that performing Steps 1-3 of this algorithm does not transform
the input state into our chosen target partially-known state. So unfortunately, this
approach did not directly yield a solution to the HSP.
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4.4.3 Additional results

While entertaining ourselves with the different variations of the algorithm in the
previous section, we produced a peculiar example below. Note that in this example
we do not apply the algorithm exactly as in the previous section, but rather use the
unitary operators, as defined in the Lemma 4.4.1, Lemma 4.4.2, and Lemma 4.4.4 in
a new way.

Ezample. Let G = Dg. Let H = (r’s). Let the elements of G be represented by
binary numbers as
e =000, = 001,72 = 010, 7> = 100
s =011,rs = 101,r%s = 110, 7%s = 111.
Suppose that after applying Steps 1-3 of the standard method we have the fol-
lowing coset state

1 3
rH) = E(V) +r°s)).

For every element g € GG, consider the following linear operator

miD(g,e)
U1: E e 2

geG

9){9l,

where D(g, e) is the Hamming distance between binary strings associated to g and e.
This operator is a unitary since it is a diagonal matrix with unit elements along the
diagonal. The unitary U; was inspired by the unitary operators in the Lemma 4.4.1,
and Lemma 4.4.2.

Apply U; to the coset state [rH) = —=(|r) + |r®s)). The resulting state is

3
|v) = Ui|rH)

(Ul + U Jrs))

miD(r,e) 71'75D('r3.5,e) 3

= (e 2 |ry+e 2z |r's))

— = (ilr) + —ilrs)).

Now apply Us®® twice as defined in the Lemma 4.4.5 to the state |¢)). Then the
resulting state |¢) is

U055 ) = =0T |r) + =i, U™ rs)
(1)) = i(2*)[7))

(Ir%s) —le))-

Sias il
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Now measuring the state —= (|T s) — |e)) with respect to the standard basis yields
the hidden reflection r2s with probablhty p= l

Suppose that the coset state is (]r )+ ]r’+2 )) for some 0 < i < n. Then after
applying the unitary Uy, and unitary U3®3 twice we get

L(G%D(r",e)+3|ﬁ> + e DU t3ivag)),

V2

In the example above, a clever way of assigning the binary representation to the
elements of G guaranteed that the final state —= (]r s) — |e)) is precisely constructed

from the elements of H. In the general case, we would require that i, and ri+2s are
both elements of H.

So we assume that there is more structure to this approach that we need to
investigate further. We would like to know whether different choices of binary rep-
resentations for the elements of GG, or applying some clever unitary operators would
leak some information about the hidden subgroup from these ideas. So if the adver-
sary know something about the Hamming distance between the elements, perhaps it
would be possible to design a more sophisticated and efficient attack.

4.4.4 Coset tensors algorithm

The following quantum algorithm is drastically different from any quantum algorithms
that we have considered so far. The idea of this algorithm is to step back from the
standard method and reconsider coset states. One of the apparent challenges of the
standard method, is that given a coset state we could only ever get a single element
of the coset after the measurement, and we could not easily reproduce the same coset
state again This algorithm challenges the idea of the coset state being of the form
|cH) = \/\? Y nen lch). Instead, we consider cosets of the form |cH) = @),y |ch).

Let G = D,,. Let X be a finite set. Suppose H = (r!s) is a hidden subgroup
generated by a reflection, and f : G — X is a function hiding H. Let H; be a Hilbert
space generated by all the rotations in GG, and let Hs be a Hilbert space generated by
all the reflections in GG. The algorithm goes as follows.

Step 1: Prepare n + 2 registers. Let the first register store elements of H;. Pre-

pare the first register in a uniform superposition of all rotations of GG, namely
f S ). Let the second register store elements of Hy. Prepare the sec-
ond reglster in a uniform superposition of all the reflections of G, namely
\/iﬁ Z;‘;Dl |r7s). Let the last n registers store the data from C?, all initialized to
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zero. So the initial state is

n—1 n—1
1 ) 1 )
1) =—= ) )@ —=>) [|r's)@[0)*"
1 n—1 n—1
= ) @ [r7s) © [0)%" = [¢hr) @]0)="
i=0 j=0

Suppose that S is a set of all subgroups of G generated by a reflection element in G.
Let S’ be a set of all possible cosets of all the subgroups in S. Then the state [i);)
is a uniform superposition of tensor products of the coset elements of all the cosets
in S’. There are n? such tensor products, and only n of them are tensor products of
the coset elements of the cosets of H. We would like to have a way of distinguishing
between “good” cosets i.e. tensor products of the coset elements of H, and “bad”
cosets of other subgroups. Note that for any ¢; € Hy, g2 € Ha, the coset |g1) ® |g2)
is good if and only if f(g1) = f(g2). Equivalently, we can say that the good coset is
of the form |rt) @ |rtls), for some 0 < i < n. So we would like to create a unitary
operator that compares functional values of the elements in the first, and the second
register, and then “mark” the good states so we can set them apart from the bad
ones.

For each i, we will define a unitary that compares f(g;), for some g; € H;, and
f(g2), for some go € H,, and then depending on the result of the comparison flips the
state in the i-th register among the last n registers. Suppose that X; € L((C?)®") is
the i-th bit flip operator. Let |a) = |a;)|ag) ... |a,) € (C*)®". Then the action of X;
on |a) is

la1) ... 1) ...|a,), ifa;=0;

Xila) =

Define a linear operator U; € L(H; ® Ha ® (C*)®™) acting on the state |g1) ® |g2) ® |a)
as

l91) @ [g2) ® Xila), if f(g1) = f(g2);

l91) ® |g2) ® |a), if f(g1) # f(g2)-

So U; examines whether the coset is good, and if it is, it flips the bit in the i-th
register among the last n registers.

Recall we initialized the last n registers to 0. Since there are only n good cosets,
and n? bad cosets, it would not be efficient to measure the last n registers, hoping to
obtain the result that has at least one “1”. One way to conquer this problem is to
create more good cosets. Note that the cosets of the subgroup K = (r'*1s) look like
Ir") @ |r"t+1s). Suppose that we can change the first state of the tensor product

Ui(lg1) ® [g2) @ |a)) = {
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from |r*) to |r"*'). Then the “bad” coset |r') @ [r"+(*+1s) of K is transformed into the
“good” coset |rT1) @ |t D+s) that is, a coset of H. So we should define a unitary
that will alter the state in the first register for the bad cosets.

Recall that |a) = |ai)|as) . . . |a,) € (C*)®". Define a conditional unitary operator
U,, acting on H; ® Ha @ (C?)®" via

|91>®’92>®’a>, if a; =1,

U, |
( Irg1) ® |g2) ® |a), if a; =0.

91) @ 1g2) @ |a)) = {

Note that U,, only alters tensors of coset states that are not cosets of H by inspecting
the i-th state of the last n states.

So the remaining steps of the algorithm simply perform “cycles” that consist of
creating good cosets, by altering the state in the first register of the bad cosets, and
then marking new good cosets. We will do the first few cycles in detail in Steps 2-4.
Notice, however, that the state produced in Step 1 already has some good cosets, so
the first cycle is Step 1-2, and the second cycle is Step 3—4.

Step 2:  Apply the linear operator U; acting on H; ® Ha @ (C?)®™ to the state |¢1). The
resulting state is

n—1

|¢2) = Z Z ) @ |r's) @ [0)*" + ~ ZITS ® [r'*ls) @ [1) @ [0)* Y

1=0 j=0,j7#i+I

Notice how the unitary U; separated the good and the bad cosets, and changed the
state in the first register among the last n registers for the good cosets only.

Step 3:  Apply the unitary operator U,, to the state |¢2). The resulting state is

1

6 =15 5 e e %Z )@ [ri*s) @ [1) & 0) 0

=0 j=0,j7#i+1
n—1 n—1 -1
Iy pyepss)e 12 )@ [rts) |1y ®[0)FD
N n n
1=0 j=0,jF#i+l,jFi+1+1 1=

‘ z+1> ® |7, (i4+1)+1 > ® ‘0>

MH

1<
+_
n

Il
=)

%

Now, there are 2n good cosets. However, only n of them are marked.
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Step 4:  Apply a linear operator U, acting on H; ® Ho @ (C*)®" to the state |¢o). The
resulting state is

n—1

|93) = Z Z Y011 5) ©]0) 54 Z\r Y&|rts)e|1)e|1)®[0) ")

1=0 j=0,j7Fi+l,jAi+1+]

n—1

1 . ,
- i+1 (i+1)+1 0 1 0 ®(n—2)
Fr S S @ 0) 3 1) )

Now all the good cosets have “1” in the second register among the last n registers.

Step 4:  Repeat steps 3—4 with new values for ¢ until the last unitary applied was U,,,
for some m. This creates mn good cosets. Then measure the last register with
respect to the standard basis.

Since after m pairs of steps, there are mn good cosets and each of these corre-
sponds to a 1 in the last register, the probability of measuring the last register with
respect to the standard basis and observing 1 is p = 73 = . If we obtain 1, then
the remaining state is a sum of terms |¢) @ |a) € H1 @ Ha @ (C2)®(” D such that each
4} is good coset of H. Therefore, measuring |¢)) with respect to the basis 17 @ rks
will yield, with certainty, a good coset tensor, and we can read the value of [, and
hence know the subgroup H, from the outcome of the measurement.

Therefore, this algorithm succeeds with probability p = ™. Let us analyze its
complexity. Suppose we choose m = n; then we apply the unitary U,, approximately
n — 1 times, and U; approximately n times. Thus, we will need to call the hidden
function n times, which makes this algorithm inefficient.

Nevertheless, this algorithm displays a new approach of considering coset states
as tensor products of coset elements rather than a superposition of the coset elements.
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