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Abstract 

The increased demand on wireless applications, coupled with the current inefficiency in 

spectrum usage, mandate a new communication paradigm shift from fixed spectrum 

assignment to dynamic spectrum sharing which can be achieved using the cognitive radio 

technology. Cognitive radio allows unlicensed secondary nodes to form communication links 

over licensed spectrum bands on an opportunistic basis which increases the spectrum 

management efficiency. Cognitive radio networks (CRN), however, impose unique challenges 

due to the fluctuation in the available spectrum as well as the diverse quality of service 

requirements. One of the main challenges is the establishment and maintenance of routes in 

multi-hop CRNs. In this thesis, we critically investigate the problem of routing in multi-hop 

CRNs. The main objective of this research is to maximize network connectivity while limiting 

routing delay. We developed a general connectivity metric for single-band and multi-band CRNs 

based on the properties of the Laplacian matrix eigenvalues spectrum. We show through 

analytical and simulation results that the developed metric is more robust and has lower 

computational complexity than the previously proposed metrics. Furthermore, we propose a 

new position-based routing algorithm for large scale CRNs which significantly reduces the 

routing computational complexity with negligible performance degradation compared to the 

traditional full node search algorithm. In addition, the connectivity metric developed in this 

thesis is used to develop a connectivity-aware distributed routing protocol for CRNs. Finally, we 

use a commodity cognitive radio testbed to demonstrate the concept of CR Wi-Fi networks.  
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Chapter 1  

Introduction 

1.1 Cognitive Radio Networks Overview 

The limited available spectrum and the inefficiency in the spectrum usage mandate a new 

communication paradigm shift from fixed communication to dynamic communication. The 

basic idea of Cognitive Radio Networks (CRNs) is that the unlicensed devices (also known as 

cognitive radio nodes or secondary users) need to vacate the band once the licensed device 

(also known as a primary user) is detected. CRNs, however, impose unique challenges due to 

the high fluctuation in the available spectrum as well as the diverse quality of service (QoS) 

requirements. Specifically in Cognitive Radio Ad Hoc Networks (CRAHNs), the distributed multi-

hop architecture, the dynamic network topology, and the time and location varying spectrum 

availability are some of the key distinguishing factors. These challenges necessitate novel 

design techniques that simultaneously address a wide range of communication problems 

spanning several layers of the protocol stack [AKY-09] and [MAR-12]. 

In CRNs, the existence of a communication link between two secondary users depends not only 

on the distance between them but also on the availability of the communication channel, i.e., 

the presence of a spectrum opportunity offered by the primary network. As a result, even in a 

static secondary network, communication links are time-varying due to the temporal dynamics 
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of spectrum opportunities. Thus the CRN connectivity affects the network’s QoS level and 

requires designing special routing algorithms for CRNs which take into account the time-varying 

nature of CRN communication links.  

Several routing solutions for CRNs were proposed in the literature. These algorithms may be 

sorted into different categories depending on the classification criteria. CRN routing algorithms 

may be categorized based on the availability of spectrum knowledge. They can also be 

categorized based on the main criteria which the routing metric uses to select best routes, e.g. 

delay, throughput, location, or power consumption. CRN routing algorithms can also be 

categorized depending on the mobility of the secondary users and the number of available 

spectrum bands, i.e. single or multi-band. 

1.2 Motivation 

While cognitive radio networks open the door for a tremendous amount of opportunities such 

as increased spectrum usage efficiency, they nonetheless impose unique challenges. In 

traditional wireless networks, a communication link exists between two nodes if they are within 

the transmission range of each other. However, in cognitive radio networks, the existence of a 

communication link depends also on the primary user activity. Thus, the connectivity of CRNs is 

a time-varying parameter. The problem gets more complicated when multi-hop cognitive radio 

networks are considered. For example, a route between two nodes in a CRN can be affected by 

different primary users in different spectrum bands. Thus, to evaluate the overall route quality, 

the activity factor of these PUs must be taken into consideration. 
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In the past few years, the connectivity of CRNs has been studied and a number of measures 

have been proposed to quantify it using different graph theory tools. These tools usually suffer 

either from numerical complexity or a lack of robustness when applied in different CRNs 

scenarios. In this thesis, we are addressing, in detail, the problem of measuring the connectivity 

of CRNs with multiple primary users operating on multiple frequency bands. The conclusions 

will be used later to design distributed connectivity-aware routing algorithms for CRNs. 

There has recently been a growing interest in large scale CRNs for different applications. The 

increased demand for these CRNs poses enormous challenges in designing routing protocols for 

CRNs, a topic we will address in detail later. 

1.3 Objectives 

Our objective in this thesis is to study in-depth the challenges and opportunities in the area of 

routing for CRNs, to propose a new connectivity metric to measure the CRN connectivity under 

different scenarios, and to propose novel routing algorithms for single and multi-band CRNs. 

The main objective of this research is to maximize network connectivity while limiting routing 

delay. This promises to be immensely challenging due to the nature of spectrum availability in 

CRNs. Spectrum holes are available temporarily and must be used on an opportunistic basis. As 

a result, the routing decision should be both fast and robust. There is a limited time opportunity 

to use a given spectrum hole. This thesis focuses on designing robust and computationally 

inexpensive routing metrics and algorithms for CRNs. 
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1.4 Contributions 

The main research contributions of this thesis are as follows: 

• Developed a new connectivity metric for cognitive radio networks with multiple 

disjointed primary users operating in the same frequency band. The new connectivity 

metric, named Cognitive Natural Connectivity (CNC), is a robust measure and has low 

computational complexity. 

• Proposed a generalized connectivity metric for multi-band, multiple PU CRNs based on 

the CNC metric. The generalized metric can be used to analyze, design, and plan multi-

band CRNs without any pre-conditions on the CRN node distribution as in previous 

studies. 

• Proposed a location-based routing algorithm for large scale CRNs. This algorithm limits 

the routing delay, significantly reduces the problem complexity, and provides negligible 

performance degradation when compared to the performance of the complete network 

search space. 

• Proposed a connectivity-aware distributed routing algorithm for CRNs which attempts 

to balance between long-term route stability and short-term performance measures 

such as end-to-end delay. 

• Carried out an interference measurement experiment in the 2.4 GHz ISM band using the 

COgnitive Radio Learning platform (CORAL) and used it to demonstrate the applications 

of CRN in future Wi-Fi networks. 
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1.5 Thesis Outline 

The thesis consists of seven chapters which may be briefly outlined as follows: 

Chapter 1 is an Introduction in which the main purpose and direction of the thesis are set out. 

Chapter 2 offers a review of the state of the art in the field of routing for CRNs. It examines the 

multi-hop cognitive radio network connectivity problem as well as the routing algorithms for 

CRNs. In Chapter 3, a new connectivity metric for multi-primary-user CRNs is developed. In 

Chapter 4, the connectivity of multi-band CRNs is studied and a generalized connectivity metric 

is proposed. In Chapter 5, an efficient location-based routing algorithm for large scale CRNs is 

presented. In Chapter 6, a distributed connectivity-aware CRN routing algorithm is proposed 

followed by a discussion of the application of cognitive radio in future Wi-Fi networks. Finally, in 

Chapter 7, conclusions and future research directions are addressed. 

1.6 List of Publications 

Journal Papers 

• Mahmoud Gad, Ahmed Farid, Hussein T. Mouftah, “New Connectivity Metric for Multi-

Primary-Users Cognitive Radio Ad Hoc Networks”, Submitted to IEEE Transactions on 

Cognitive Communications and Networking. 

• Mahmoud Gad, Ahmed Farid, Hussein T. Mouftah, “A Location-Based Routing Algorithm for 

Large-Scale Cognitive Radio Networks”, Submitted to Elsevier Ad Hoc Networks Journal. 
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Conference Papers 

• Mahmoud Gad, Ahmed Farid, Hussein T. Mouftah, “On the Connectivity of Multi-band 

Cognitive Radio Ad Hoc Networks,” Proceedings of the IEEE 27th Canadian Conference on 

Electrical and Computer Engineering (CCECE), pp.1-6, May 2014.  

• Mahmoud Gad, Ahmed Farid, Hussein T. Mouftah, “A New Connectivity Metric for Cognitive 

Radio Networks,” Proceedings of the IEEE 24th International Symposium on Personal Indoor 

and Mobile Radio Communications (PIMRC), pp.2893-2897, September 2013.  

• Mahmoud Gad, Ahmed Farid, Hussein T. Mouftah, “A Reduced Search Space Routing 

Algorithm for Large-scale Cognitive Radio Wireless Networks,” Proceedings of the 26th 

Annual IEEE Canadian Conference on Electrical and Computer Engineering (CCECE), pp.1-4, 

May 2013.  

• Mahmoud Gad, Mostafa El-Khamy, Hussein T. Mouftah, “Dual Band Connectivity of 

Cognitive Radio Networks”, CogART 2011, Barcelona, Spain, October 2011. 

Posters 

• Mahmoud Gad, and Hussein T. Mouftah, “Mining Wi-Fi Spectrum Usage Data: Techniques 

and Applications“, 6th WiSense Workshop, Ottawa, August 2014. 

• Mahmoud Gad, Ahmed Farid, Hussein T. Mouftah, “A Fast Position-Based Routing 

Algorithm for Large-Scale Wireless Cognitive Radio Networks”, 5th WiSense Workshop, 

Ottawa, August 2013 (won the best poster award). 

• Mahmoud Gad, and Hussein T. Mouftah, “A Genetic Algorithm Based Routing Protocol for 

Multi-Band Cognitive Radio Networks”, 4th WiSense Workshop, Ottawa, September 2012. 
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• Mahmoud Gad, Mostafa El-Khamy, Hussein T. Mouftah, “On the Connectivity of Cognitive 

Wireless Sensor Networks”, 3rd WiSense Workshop, Ottawa, September 2011 

• Mahmoud Gad, Hussein T. Mouftah, M. Bennai and John Sydor; “A MATLAB Toolbox for the 

CORAL Development Platform”, 3rd WiSense Workshop, Ottawa, September 2011 (won the 

3rd place poster award). 

• Mahmoud Gad and Hussein T. Mouftah, “Routing Protocols for Cognitive Wireless Sensor 

Networks”, presented at the 2010 WiSense Workshop, Queen’s University, Kingston, May 

2010. 

• Mahmoud Gad and Hussein T. Mouftah, “Cognitive Radio for Wireless Sensor Networks”, 

Poster presented at the 2009 WiSense Workshop, University of Ottawa, Ottawa, July 2009. 
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Chapter 2  

State of the Art 

2.1 Introduction to Cognitive Radio Networks 

Today’s wireless networks are regulated by a fixed spectrum assignment policy, i.e. the 

spectrum is regulated by governmental agencies and is assigned to license holders or services 

on a long term basis for large geographical regions. The spectrum usage is concentrated on 

certain portions of the spectrum while a significant amount of the spectrum remains 

underutilized. According to the Federal Communication Commission (FCC), temporal and 

geographical variations in the utilization of assigned spectrum range from 15% to 85% [FCC-03] 

and similar results are found in [PAT-11]. 

For many years, it has been believed that the spectrum shortage was due to the proliferation of 

wireless applications and their substantial bandwidth usage. However, spectrum measurements 

around different metropolitan areas show that vast portions of the licensed spectrum are not in 

use [McH-07, SEE-07]. This finding suggests that an improvement in spectrum utilization can 

solve the spectrum shortage problem. 

The limited available spectrum and the inefficiency in the spectrum usage necessitate a new 

communication paradigm shift from fixed communication to dynamic communication. Dynamic 

spectrum access is considered a solution to the inefficient spectrum usage problems. The 
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approach of the Defense Advanced Research Projects Agency (DARPA) on dynamic spectrum 

access networks, aims at implementing a policy-based intelligent radio, widely known as 

cognitive radios [DAR-03]. The basic idea of cognitive radio networks is that the unlicensed 

devices (also known as cognitive radio or secondary users) need to vacate the band once the 

licensed device (also known as a primary user) is detected. CRNs, however, impose unique 

challenges due to the high fluctuation in the available spectrum as well as the diverse QoS 

requirements. Specifically in CRAHNs, the distributed multi-hop architecture, the dynamic 

network topology, the time varying, and the location varying spectrum availability are some of 

the key distinguishing factors. These challenges necessitate novel design techniques that would 

simultaneously address a wide range of communication problems spanning several layers of the 

protocol stack [AKY-09]. 

The concept of cognitive radio was first introduced by Mitola in his Ph.D. thesis [MIT-00] as a 

radio that can learn from its surrounding radio environment and adjust its parameters using 

this learning process. The FCC formally defines CR in [FCC-03] as follows: “A cognitive radio is a 

radio that can change its transmitter parameters based on interaction with the environment in 

which it operates”. It is worth noting that CR is a design concept rather than a communication 

system or standard. Cognitive radio can be used to improve the performance of the existing 

communication systems as well as a design concept for new systems solely based on dynamic 

spectrum access. 

From the above definition we can identify two main characteristics of a CR: cognitive capability 

and reconfigurability. The cognitive capability refers to the ability of the radio technology to 
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capture the information from its radio environment. This capability requires the continuous 

sensing of the surrounding environment as well as the ability to characterize and learn about 

the transmission type in these bands. Through this capability, the portions of the spectrum that 

are unused at a specific time or location can be identified. Consequently, the best spectrum and 

appropriate operating parameters can be selected. Reconfigurability enables the radio to be 

dynamically programmed according to the radio environment. More specifically, a cognitive 

radio can be programmed to transmit and receive on a variety of frequencies and to use 

different transmission access technologies by its hardware design [JON-05]. 

Cognitive radio techniques provide the capability to use or share the spectrum in an 

opportunistic manner. Dynamic spectrum is one of the cognitive radio access techniques which 

allow a cognitive radio to operate in the best available channel. The ultimate objective of 

cognitive radio is to obtain the best available spectrum through cognitive capability and 

reconfigurability. 

 
Figure  2.1: The spectrum holes concept [AKY-09]. 
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Since most of the spectrum is already assigned, the most important challenge is to share the 

licensed spectrum without interfering with the transmission of the licensed users, as illustrated 

in Figure  2.1. Cognitive radio enables the usage of temporarily unused spectrum bands, which 

are referred to as spectrum holes or white spaces. If this band is to be used by a licensed user, 

the cognitive radio moves to another spectrum hole or stays in the same band waiting for an 

opportunity to transmit, as shown in Figure  2.1. 

2.2 Classical Multi-hop Networks vs. Cognitive Radio Networks 

Multi-hop CRNs have some unique features if compared to classical multi-hop wireless 

networks. The first difference is in the transmission spectrum. In CRNs, the available spectrum 

bands are distributed over a wide frequency range, which varies in time and space. Thus, each 

user has a different spectrum availability according to the PU activity. The key difference is that 

the PU must be guarded from the SU transmission. 

The second difference is the multi-hop transmission. The end-to-end route in CRNs consists of 

multiple hops having different channels according to the spectrum availability. Thus, CRNs 

require collaboration between routing and spectrum assignment in order to establish these 

routes [WAN-06]. Taking the PU activity into consideration, the end-to-end QoS involves not 

only traffic load, but also the spectrum availability throughout the route. The third difference 

can be noticed in mobile CRNs. These networks have to distinguish between disturbances 

caused by node mobility (due to variation in the channel conditions) and those caused by the 

PU activity in order to correctly predict the best next hop. 
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2.3 Spectrum Management for Cognitive Radio Networks 

Nodes in CRNs can be classified into two groups: primary users and secondary users. A CRN 

needs special functionality to share the licensed spectrum band with the PU nodes. In order to 

adapt to the dynamic spectrum environment, the CRNs require a spectrum-aware operation. 

The spectrum management framework discussed in [AKY-09] has 3 main functions: spectrum 

sensing, spectrum decision, and spectrum sharing. The first function is spectrum sensing in 

which the CR user monitors the available spectrum bands and then detects spectrum holes. 

Spectrum sensing is the most important function in CR networks and we will give more details 

about it in the next section. The second function is the spectrum decision in which the available 

spectrum bands are identified. It is essential that the CR nodes select the most appropriate 

band according to their QoS requirements. In order to design a decision algorithm that 

incorporates dynamic spectrum characteristics, we need to obtain a priori information 

regarding the PU activity. Furthermore, the spectrum decision involves undertaking spectrum 

selection and route formation. Finally, the third function is spectrum sharing between different 

SUs. Spectrum sharing provides the capability to share the spectrum resources opportunistically 

with multiple CR users. In this area, game theory was used to analyze the behavior of CR nodes 

and design MAC protocols that ensure fairness between different CR users, as in [LIA-11]. 

The performance of CRNs is highly affected by the used spectrum sensing method and its 

quality (in terms of the probability of detection and the probability of false alarm); and the 

frequency of the spectrum sensing operations. Two main categories of spectrum sensing 

techniques can be found in the literature: narrowband spectrum sensing techniques and 
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wideband spectrum sensing techniques. The narrowband techniques include: energy detector 

based sensing, waveform-based sensing, cyclostationarity-based sensing, and matched-filtering. 

Wide-band techniques include both Nyquist wideband sensing and sub-Nyquist wideband 

sensing [SUN-13]. 

Energy detector based approach is the most common method of spectrum sensing because of 

its low computational and implementation complexity. In addition, it is more generic as 

receivers do not need any knowledge of the primary users’ signal. The signal is detected by 

comparing the output of the energy detector with a threshold which depends on the noise 

floor. Some of the problems facing energy detectors include the selection of the threshold for 

detecting primary users, the inability to differentiate interference from primary users and 

noise, and poor performance under low Signal-to-Noise Ratio (SNR) values. Moreover, energy 

detectors do not work efficiently in detecting spread spectrum signals [YUC-09]. 

Waveform-based sensing utilizes known patterns which are usually used in wireless systems to 

assist synchronization among other functions. Such patterns include preambles, pilot patterns, 

spreading sequences, etc. In the presence of a known pattern, sensing can be performed by 

correlating the received signal with a known copy of itself. This method is only applicable to 

systems with a known signal pattern. 

Cyclostationary feature detection is a method used for detecting primary user transmissions by 

exploiting the cyclostationary features of the received signals. Cyclostationary features are 

caused by the periodicity in the signal or in its statistics. They can also be intentionally induced 

to assist spectrum sensing. 
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Matched-filtering based sensing is known as the optimum method for the detection of primary 

users when the transmitted signal is known. 

A basic comparison of the different narrowband sensing methods, discussed above, is shown in 

Figure  2.2. For example waveform-based sensing is more accurate (in terms of the probability 

of detection and the probability of false alarms) than energy detector and cyclostationarity 

based methods because of the coherent processing that comes from using deterministic signal 

components. However, there should be a priori information about the primary user’s 

characteristics and primary users should transmit known patterns or pilots. 

 

Figure  2.2: Comparison between different narrowband sensing methods in terms of their sensing 
accuracies and complexities [YUC-09]. 

In wideband Nyquist wideband sensing techniques, the signal is directly acquired using an 

analog to digital converter and then digital signal processing techniques are used to detect the 

availability of a spectrum opportunity. The drawback of these techniques is the analog to digital 
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converter’s high sampling rate and the high implementation complexity. In sub-Nyquist 

wideband sensing techniques, wideband signals are acquired using sampling rates lower than 

the Nyquist rate and then spectral opportunities are detected using those partial 

measurements. Sub-Nyquist techniques can be classified into two main categories: compressive 

sensing-based wideband sensing and multi-channel sub-Nyquist wideband sensing. 

2.4 Connectivity in Cognitive Radio Networks 

The research in the connectivity of wireless networks, specially the scaling law, has received 

increasing interest in the research community since the work of Gupta and Kumar [GUP-00]. 

The capacity scaling laws of CR networks have been analyzed in [VU-07], [JEO-11], [JIA-14] and 

[FRA-08]. The scaling law of the multi-hop delay in homogeneous ad hoc networks has been 

extensively studied in the literature. The multi-hop delay for a specific routing algorithm is 

analyzed in [YIN-08b], [BAN-03], and [SHA-04], while the capacity-delay trade-off is studied 

under a given network and mobility model in [NEE-05], [SHA-07], and [LE-09]. The scaling law of 

the multi-hop delay with respect to the source-destination distance is established in [YIN-08a], 

[ZHE-06], and [XU-08]. 

In [REN-11], the authors analytically characterized the connectivity and multi-hop delay of the 

secondary network. They used a Poisson distributed secondary network overlaid with a Poisson 

distributed primary network in an infinite two-dimensional Euclidean space. The contribution of 

[REN-11] is that it analytically characterizes the connectivity of the secondary network, where 

the connectivity is defined by the finiteness of the Minimum Multi-hop Delay (MMD) between 

two randomly chosen secondary users. 
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Under the used Poisson model, the key parameter that characterizes the topological structure 

of the secondary network is the density λS of the secondary users. For a given transmission 

power and interference tolerance of the PU network, the key parameter that characterizes the 

impact of the primary network is the PU’s density λPT. The connectivity of the secondary 

network can thus be characterized by a partition of the (λS, λPT) plane as shown in Figure  2.3. 

 

Figure  2.3: Connectivity regions of ad hoc cognitive radio networks 

When λS > λc (critical density), it is shown in [REN-11] that for any two secondary users in this 

infinite topologically connected component, the MDD is finite almost surely. While the 

secondary network is connected and the MDD is finite, whenever there are sufficient 

topological links (i.e., λS > λc), there may not be sufficient communication links to make the 

network instantaneously connected at any given time. The latter is determined by the traffic 

load of the primary network. As illustrated in Figure  2.3, for any given density λS of the 

secondary users with λS > λc, there exists a maximum density λ∗PT(λS) of the primary transmitters 

beyond which the secondary network is only intermittently connected. When the SU’s network 

intermittently connected, messages can only traverse the topological path connecting two 
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secondary users by making stops in between to wait for spectrum opportunities. It is thus 

natural to expect that the MDD will behave differently in an instantaneously connected 

secondary network as compared to an intermittently connected secondary network. 

While the work in [REN-11] defines three operation modes for multi-hop cognitive radio 

networks, it does not measure how well a CRN is connected under different situations 

including: different node distributions, non-equal PU and SU activity factors, and in multi-band 

CRNs. Moreover, the analysis in this work depends on the assumption that SU nodes are 

distributed following a Poisson distribution which is not the case in many practical scenarios. In 

addition, there is little work done so far in the area of connectivity in CRNs specially in the area 

of multi-band CRNs where the CR has the capability of working in different frequency bands 

(e.g. 700 MHz and ISM 2.4 GHz), and where the network topology depends on the used 

frequency band. We will discuss this problem in detail in Chapter 4. 

2.5 Routing in CRNs: Challenges 

The problem of routing in multi-hop CRNs targets the creation and the maintenance of wireless 

multi-hop paths among SUs by deciding both the relay nodes and the spectrum to be used on 

each link of the path. Such a problem exhibits similarities with routing in multi-channel, multi-

hop ad hoc networks and mesh networks, but with the additional challenge of having to deal 

with the simultaneous transmissions of the PUs which dynamically change the Spectrum 

Opportunities (SOPs) availability. The main challenges for routing data throughout multi-hop 

CRNs, as discussed in [CES-10], are as follows: 
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The first challenge is the spectrum-awareness in which designing efficient routing solutions for 

multi-hop CRNs requires a coupling between the routing protocol and the spectrum 

management algorithms such that the routing protocol can be continuously aware of the 

surrounding physical environment to take more accurate decisions. There are three scenarios in 

this case. First, spectrum occupancy information can be provided to the routing protocol by an 

external entity (e.g., SUs may have access to a database of white spaces of TV towers [FCC-08]). 

Second, spectrum occupancy information is to be gathered locally by each SU through local and 

distributed sensing mechanisms. Third, spectrum occupancy information could be gathered 

using a hybrid solution of the two previous scenarios. 

The second challenge is the setup of quality routes in a dynamic variable environment. The 

actual topology of multi-hop CRNs is highly influenced by PUs’ behavior, and classical ways of 

measuring and assessing the quality of end-to-end routes (nominal bandwidth, throughput, 

delay, energy efficiency and fairness) should be coupled with novel measures on path stability, 

spectrum availability and PU presence. The used routing metrics would differ according to the 

PU’s activity which ranges from low, moderate, to high [KHA-09]. 

The third challenge is the route maintenance and reparation in multi-hop CRNs. The sudden 

appearance of a PU in a given location may render a given channel unusable in a given area, 

thus resulting in unpredictable route failures, which may require frequent path rerouting either 

in terms of nodes or used channels. 
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2.6 Taxonomy of Routing Algorithms for CRNs 

As we discussed earlier, several routing solutions are proposed in the literature. These 

algorithms can be categorized into two main classes depending on the assumptions made on 

the issue of spectrum-awareness: full spectrum knowledge based algorithms and local 

spectrum knowledge based algorithms [YOU-14], [CES-10]. 

2.6.1 Routing schemes based on full spectrum knowledge 

The FCC has recently promoted the opportunistic use of white spaces in the spectrum below 

900 MHz and in the 3 GHz bandwidth through the use of centrally-maintained spectrum data 

bases indicating over time and space the channel availabilities [FCC-08]. Before sending or 

receiving data, cognitive opportunistic devices will be required to access these databases to 

determine available channels. Under this scenario, the central availability of up-to-date 

information on spectrum occupancy completely decouples the spectrum assessment modules 

(sensing, sharing) from the routing decisions/policies which can be locally optimized. In this 

section we will summarize those routing approaches classified according to the mathematical 

tool used to design these protocols. 

a. Graph-based routing approaches 

In classical wired/wireless networks, graph theory tools have been used to study route design. 

Graph theory provides effective methodologies to model the multi-hop behavior of 

telecommunication networks, and flexible algorithms to compute multi-hop routes. The route 

design process in wireless multi-hop networks consists of two phases: graph abstraction and 
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route calculation. In the graph abstraction phase the physical network topology is used to 

generate a corresponding logical graph. The outcome of this phase is the graph structure G = 

(N, V, f(V)), where N is the number of nodes, V is the number of edges, and f(V) is the weight of 

each edge of the graph. The route calculation phase generally deals with designing a path in the 

graph connecting source–destination pairs. Classical approaches to route calculation widely 

used in wired and wireless network scenarios often use mathematical programming tools to 

model and design flows along multi-hop networks. 

Routing through layered-graphs 

The two-phase approach to route design, as previously discussed, has also been used for multi-

hop CRNs. The authors of [XIN-05a,b] propose a framework to jointly address channel 

assignment and routing in semi-static multi-hop CRNs. In semi-static CRNs, the PU activity is 

assumed to be low enough for the channel assignment and the routing among SUs to be 

statically designed. This work focuses on the case where cognitive radio devices are equipped 

with a single half-duplex cognitive radio transceiver, which can be tuned to M available 

spectrum bands or channels. The framework is based on the creation of a layered graph with a 

number of layers equal to the number of available channels. Each SU device is represented in 

the layered graph with a node. The edges of the layered graph may be divided into three types: 

access, horizontal, and vertical. Access edges connect each node with all the corresponding sub-

nodes. Horizontal edges between pairs of sub-nodes belonging to the same logical layer are 

added to the graph if the two corresponding CR devices can be connected with the 

corresponding channel. Vertical edges connect sub-nodes of different layers of a single 
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secondary device, and represent the capability of a secondary device to switch from one 

channel to another to forward incoming traffic. Figure 2.4.a shows an example of a simple four 

nodes network topology where A, B, and C can access both channels while node D can access 

channel 1 only. The corresponding layered graph architecture is shown in Figure 2.4.b. 

 

 

Figure  2.4: Layered-graph creation. (a) Network topology (upper), (b) Layered graph (lower) 

The weight of horizontal edges could represent the specific quality of the wireless link, like 

bandwidth, link availability, link load, etc. The vertical edges could account for different quality 

parameters for different quality parameters including: the cost of switching between channels, 

or the improvement in the signal-to-noise ratio obtained by switching between the two given 

channels. 

Once the graph is created and the metrics are assigned to each edge, the joint channel 

assignment and routing problem in the original network topology can be solved by finding 

21 
 



multi-hop paths between source–destination couples in the corresponding layered graph. In 

[XIN-05b], the authors used a metric for the horizontal links which is proportional to traffic load 

and interference. A centralized heuristic algorithm is proposed based on the calculation of the 

shortest paths in the layered graph. The proposed path-centric route calculation algorithm 

works iteratively by routing one source–destination flow at a time. Once a flow is routed, a new 

layered graph is calculated from the previous one by eliminating all unused incoming horizontal 

and vertical edges and re-calculating the weights assigned to the remaining edges to account 

for the routed traffic load. 

The proposed layered graph framework is useful to jointly model channel assignment and 

routing in semi-static multi-hop CRNs, where the topology variability dynamics are low. On the 

down side, the proposed path-centric routing approach is fundamentally centralized requiring 

network-wide signaling support to generate the layered-graph. Moreover, the proposed 

iterative algorithm is suboptimal being based on a greedy approach. Finally, iterative path 

computation over graph abstractions may not scale well as the network dimensions increase. 

Routing through colored-graphs 

A similar approach based on graph structures is proposed in [ZHO-09], where a colored graph is 

used to represent the network topology. The colored graph Gc = (Nc,Vc), where Nc is the vertex 

set (one vertex for each network device), and Vc is the edge set. Two vertices in the colored 

graph may be connected by a number of edges up to M, where M is the number of channels 

(colors) available for transmission on the specific link. Figure 2.5 shows an example of a five 

nodes network with three channels and the corresponding colored graph abstraction of the 
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physical network topology. The route calculation algorithm follows the same as the one 

proposed in [XIN-05b], using a centralized iterative approach. The shortest path is calculated for 

one source–destination pair on the colored graph resorting to metrics capturing the inter-link. 

Once a flow has been routed, the colored graph is updated by resetting the edge weights, then 

iterating for all the remaining traffic flows. This approach shares the same drawbacks of the 

layered graph approach. 

 

Figure  2.5: Channel assignment and the corresponding colored graph. 

Routing and spectrum selection through conflict-graphs 

The routing and spectrum selection problem in networks with single band cognitive radios is 

also addressed in [WAN-06]. The proposed solution decouples routing and channel assignment. 

In [WAN-06], given the network topology, all available routes between source–destination pairs 

are enumerated and all available channel assignment patterns are considered for each route. 

The best combination of routing and channel assignment is derived by running a centralized 

algorithm on a conflict graph. Each wireless link in the network is mapped to a vertex in the 

conflict graph. An edge is defined between two vertices if the corresponding wireless links 
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cannot be active at the same time. The conflict graph is used to derive a conflict-free channel 

assignment using a heuristic algorithm to calculate the maximum independent set. 

This approach suffers from two problems: 1) it is not scalable; 2) this problem can be reduced 

to the problem of calculating the maximum independent set on a properly defined conflict 

graph, which is known to be NP-Hard. 

b. Optimization approaches to routing design 

Algorithms in this class assume a priori knowledge of the network topology and spectrum 

availabilities to optimally design routes in multi-hop CRNs. In [Hou-07] and [Hou-08], the 

authors focus on the problem of designing efficient spectrum sharing techniques for multi-hop 

CRNs. They introduce a Mixed Integer Non-Linear Programming (MINLP) formulation whose 

objective is to maximize the spectrum reuse factor throughout the network. This problem is 

equivalent to minimizing the overall bandwidth usage throughout the network. The proposed 

formulation captures different aspects of the multi-hop problem, i.e., link capacity, 

interference, and routing. The strengths of the works in [Hou-07] and [Hou-08] are that the 

proposed framework is effective in capturing many aspects of networking over multi-hop 

networks and that the proposed approaches provide nearly optimal solutions to the joint 

scheduling/routing problem for multi-hop CRNs. On the other hand, the proposed scheduling 

and routing algorithm is a centralized solution which assumes perfect knowledge of the 

network topology (presence, position and traffic pattern of the primary users, presence and 

position of the secondary users). Moreover, traffic splitting is allowed throughout the 
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secondary network. The assumption of having split traffic between secondary users may be 

unfeasible in practical secondary networks. 

Mixed Integer Linear Programming (MILP) is also used in [MA-08], where authors introduced an 

MILP formulation for the problem of achieving throughput optimal routing and scheduling for 

secondary transmissions. The objective function aims at maximizing the source–destination pair 

achievable rate for small to medium size network scenarios. 

2.6.2 Routing schemes based on local spectrum knowledge 

This class of routing algorithms assumes the knowledge of only local spectrum information and 

they operate in a distributed fashion. The presented solutions are categorized according to the 

specific metric used to assess route quality. More details on routing metrics will be presented in 

Section  2.7. 

a. Power-based routing algorithms 

The main objective of the work in [PYO-07] is to design a routing algorithm that discovers 

minimum weight paths in CRNs. It assumes that the radio has access to different wireless 

systems (e.g. cellular or Wi-Fi) through different interfaces. It also assumes a dedicated 

Common Control Channel (CCC) between CR terminals to sustain cognitive radio network 

related functions. The weight of a link is defined as a function of the transmission power of the 

different wireless nodes an SU may use to communicate with a neighbor node with the 

assumption of free space propagation. The proposed routing protocol locally finds the path to 
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minimize the routing weight, which will minimize the transmission power, between a source 

and a destination. 

It should be noticed that the model does not take into account the primary users, their 

behavior, or the interference caused by or to other CR nodes. The performance of the proposed 

system is highly dependent on the neighbor discovery procedure and its refresh rates, as there 

are no other maintenance or recovery procedures defined to react to PU activity. 

b. Spectrum usage minimization 

The authors in [SHI-08] present a distributed algorithm which addresses the scheduling, power 

control, and routing problems simultaneously. The routing algorithm is based on the Bandwidth 

Footprint Product (BFP) which refers the interference area of a node for a given transmission 

power. Since each node in the network uses a number of bands for transmission and each band 

has a certain footprint corresponding to its transmission power, the objective is to minimize the 

network-wide BFP, which is the sum of BFPs for all nodes in the network. It uses an iterative 

procedure to decide on the route selection, link scheduling, and the power allocation. 

The authors show that the results of their iterative procedure are close to an upper bound 

derived from a MINLP formulation of the problem. However, this algorithm also requires that 

the spectral availability does not change throughout the algorithm operation (slow PU activity). 

c. Controlled interference routing 

In [XIE-10], the authors analyze the tradeoff between single-hop and multi-hop transmission for 

SUs constrained by the interference level that PUs can tolerate. The authors propose two 
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routing methods; Nearest-Neighbor Routing (NNR) and Farthest-Neighbor Routing (FNR). In the 

NNR scheme a transmitter attempts to find the nearest-neighbor inside a sector of a radius D 

depending on the considered QoS parameters and the positioning parameters of the SUs and 

PUs. Contrary to NNR, the FNR scheme searches for the farthest-neighbor within the range D. 

Performance results show that FNR achieves a better end-to-end channel utilization and 

reliability while NNR has better energy efficiency. 

d. Delay-based solutions 

The quality of routing solutions can be measured in terms of the delays to establish and 

maintain multi-hop routes, traffic transmission and propagation through the very same routes. 

Besides the classical delay components for transmitting information in wireless networks, novel 

components related to spectrum mobility, e.g. channel switching, link switching, should be 

taken into consideration in designing multi-hop CRNs. Delay-aware routing metrics are 

proposed in [MA-08], [CHE-07a, b] and [YAN-08], which consider different delay components 

including switching delay, MAC delay, and queuing delay. Switching delay is the delay that 

occurs when a node in a path switches from one frequency band to another. Medium access 

delay is based on the MAC access schemes used in a given frequency band. The queuing delay is 

based on the output transmission capacity of a node in a given frequency band. The novelty of 

work in [MA-08], [CHE-07a] is the introduction of a metric for multi-hop CRN which considers 

both the switching delay between frequency bands (Dswitching) and back-off delay (MAC delay) 

within a given frequency band (Dback-off). These parameters depend on the CR hardware 

architecture which is different from one CR to another. 
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e. Throughput-based techniques 

In this section a class of routing algorithms in which throughput maximization is the main 

objective will be reviewed. 

In CRNs, a routing algorithm that completely ignores either the short-term local spectrum 

conditions or the global spectrum availability, can lead to sub-optimal solutions. The Spectrum 

Aware Mesh Routing (SAMER), proposed in [PEF-08], is a routing protocol that balances the 

long term route stability and the short term spectral availability. SAMER seeks to utilize the 

available spectrum blocks by routing data traffic over paths with higher spectrum availability, 

without ignoring instantaneous spectral conditions. SAMER builds a forwarding mesh which is 

adjusted periodically according to the spectrum dynamics, and opportunistically routes packets 

across this mesh. The mesh is centered around the long-term shortest path, calculated in terms 

of hop-count, but opportunistically expands or shrinks periodically to exploit spectrum 

availability. In short, SAMER takes a two-tier routing approach and balances between long-term 

optimality (in terms of hop count) and shortest opportunistic gain (in terms of higher spectrum 

availability). 

SAMER is shown, in [PEF-08], to outperform the popular hop count metric and the Expected 

Transmission Time (the number of transmissions required to successfully deliver a packet) 

metric. Furthermore, simulation results suggest that SAMER avoids highly congested and 

unavailable links. However, the overhead associated with establishing and maintaining the 

forwarding mesh has not been considered in these simulations. 

28 
 



Another example of throughput-based routing algorithms is the ROuting and Spectrum 

Allocation (ROSA) algorithm introduced in [DIN-09]. The goal of this algorithm is to achieve high 

throughput efficiency. A generic node i performs the following actions: 

1. It periodically searches for the list of potential next hops. 

2. It calculates the capacity over the links toward all the potential neighbors. 

3. It chooses the actual next hop, which maximizes the spectrum utility. 

The routing algorithm is further coupled with a cooperative sensing technique. The exchange of 

the information is done using a local spectrum and power allocation algorithms. 

f. Link quality/stability based solutions 

Channel availability is significantly different in multi-hop CRNs than in traditional wireless multi-

channel multi-hop networks. Indeed, nodes in multi-hop CRNs potentially have partially 

overlapping or non-overlapping sets of available channels, and the available channels are of 

time-varying nature. Consequently, network layer solutions in multi-hop CRNs should be able to 

cope with the necessity of re-routing in case specific portions of the currently active path are 

impaired by the presence of an activating PU. In this section we review the different routing 

solutions found in the literature which focus on designing stable and quality multi-hop routes. 

Path recovery centered algorithms 

SPEAR (SPEctrum-Aware Routing) is a routing algorithm proposed in [SAM-08] which aims at 

throughput maximization by combining end-to-end optimization with the flexibility of link-

based approaches to address spectrum heterogeneity. The available spectrum is location 
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dependent and the introduction of primary users typically creates islands of different spectrum 

availability. As an example, in [SAM-08] it has been shown that the probability of finding a route 

between two nodes using a single frequency throughout the path is significantly lower than the 

probability of finding a route hopping on different channels. The SPEAR algorithm works in 

three directions: (1) integrating spectrum discovery with route discovery to cope with spectrum 

heterogeneity; (2) having a coordination of the channel assignments of a per-flow basis, by 

minimizing inter-flow interference; (3) reducing intra-flow interference. 

To achieve these goals, SPEAR starts the route set-up by broadcasting and Ad hoc On-demand 

Distance Vector (AODV)-style route discovery which accumulates information about each 

node’s available channels and their quality. At the end of the different paths toward the 

destination each Route Request (RREQ) contains a list with the node IDs, the nodes’ spectrum 

availability and the links’ quality. These parameters are combined at the destination to select 

the optimal route (by using graph coloring approaches as in [ZHO-09]). Unlike traditional on-

demand route discovery protocols SPEAR discovers different paths. Redundant paths are not 

suppressed but are sent to the destination for the best path selection. The selected route is 

then reserved by using Route Reply (RREP) messages. Channel usage is scheduled at each node; 

a node can also locally change part of the channel assignment, in case of failures or node 

mobility, by keeping the local throughput unchanged. 

Collaboration between route selection and spectrum decision is considered also in [ZHU-08]. 

Authors propose the Spectrum Tree On Demand Routing Protocol (STOD-RA) which consists of 
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a routing metric based on the PUs activities and the SUs QoS requirements, and a spectrum-

tree structure which contains the sensed available channel. 

The routing metric combines link stability (packet error rate, link rate, access technology) and 

spectrum availability (predicted link hold time). The idea behind this protocol is to predict the 

availability time of a spectrum band from the statistical history of PU activities. 

Route stability centered algorithms 

The link stability is considered also in [CUO-10] and [ABB-10], where this parameter is 

associated with the overall path connectivity via a mathematical model based on the Laplacian 

spectrum of graphs. Paths are measured in terms of their degree of connectivity that in a multi-

hop CRN is highly influenced by the PUs behavior. The behavior of a PU is modeled by its 

average activity factor. This work considers Np PUs randomly scattered in a region where 𝑁𝑠 SUs 

exist as shown in Figure  2.6. Both SUs and PUs are assumed to be motionless. Each 𝑃𝑈𝑝, 𝑝 =

{1, … ,𝑁𝑝}, represents a primary user network as shown in Figure 2.6. Each 𝑃𝑈𝑝 can be On or 

Off which is represented by a binary variable 𝑏𝑝 such that: 

     1
0

     p
p

if PU is ac
b

Otherwis
ti

e
ve

= 


  

Consequently, each PU can be characterized by its average activity factor 𝑎𝑝 = 𝐸[𝑏𝑝]. 

Cognitive graph 𝐺𝑐 represents all the possible combinations of the PUs activity patterns. The 

number of all the possible combinations of these 𝑁𝑝 binary variables is 𝑀 = 2𝑁𝑝. For the mth 

combination 𝑚 = {1, … ,𝑀} the graph 𝐺𝑚𝑐 , the cognitive eigenvalue 𝜆2,𝑚
𝑐  is the second smallest 

eigenvalue of the Laplacian matrix driven from 𝐺𝑚𝑐  
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Figure  2.6: System model 

The authors also define the average network connectivity (i.e. the expected value of cognitive 

algebraic connectivity (ECAC)). It represents a measure of the connectivity averaged over the 

random activity of the PUs. ECAC is defined as: 

𝐸𝐶𝐴𝐶 = 𝐸[𝜆2𝑐] = � Pr(𝑚) .
𝑀

𝑚=1

𝜆2,𝑚
𝑐  

where Pr(𝑚) is the probability of the occurrence of the mth combination. This probability is a 

function of the PUs’ activity factors. Since the computation of the ECAC requires the 

computation of 2𝑁𝑝  cognitive Laplacian matrices and for each of them the relevant second 

smallest eigenvalue, the authors introduced a methodology that reduces the computational 

complexity of this average measure and obtains a good estimation of ECAC. This parameter is 

named Compact Cognitive Algebraic Connectivity (CCAC) to underline that it is obtained from 

only one averaged Laplacian matrix. CCAC is shown to be a good approximation to the ECAC. 

Based on this model, the authors have designed a routing scheme, named Gymkhana, which 

chooses paths that avoid those network zones that do not guarantee route stability and high 
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connectivity. Gymkhana uses a distributed protocol to collect some key parameters related to 

candidate paths from an origin to a destination. These parameters are then fed into the basic 

mathematical structure based on Laplacian matrixes which is used to compute efficient routing 

paths. Moreover, in addition to the routing purposes, the model can be used for measuring the 

connectivity of a multi-hop CRN which could also be used for network planning and 

dimensioning. This work was the first to introduce a routing algorithm for CRNs based on 

network connectivity metrics. 

2.7 Routing Metrics in CRNs 

In the following section, we summarize the different routing metrics designed for CRNs and 

used in the different routing algorithms discussed before. 

Hop Count 

SAMER protocol [PEF-08] uses the shortest path between a source and a destination as a base 

to build a long-term forwarding network. SEARCH [CHO-09] uses hop count as a deciding metric 

to switch from the original route to a maintenance route and back. CAODV [CAC-09] is a 

modified version of the AODV protocol that uses hop count as a filter to choose between 

different candidate routes. 

Location-based metrics 

Typically, cognitive radio nodes have access to location services either from the GPS system or 

form a network service. SEARCH [CHO-09] uses node locations to build a forwarding network 

between source and destination. LAUNCH [HAB-13] uses location information, among other 
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variables, to avoid high activity PU areas. In [XIE-10], two routing strategies are proposed, 

namely nearest-neighbor routing (NNR) and farthest-neighbor routing (FNR). Both depend on 

the location information of the SU nodes. 

Spectrum availability 

Spectrum availability can be used alone as a routing metric or it can be used with other 

variables to build a hybrid metric. In SAMER [PEF-08], the spectrum availability is used along 

with the available bandwidth and transmission time to define a routing metric. 

Delay 

The end-to-end delay in CRNs can be used as a routing metric. In the Delay motivated On-

demand Routing Protocol (DORP) [CHE-07b], the channel switching time, the intra-flow 

interference, and the queuing delay are used to form a CRN routing metric. In SEARCH, the end-

to-end delay, including the channel switching time, is used as a metric to select between 

different paths. 

2.8 Conclusion 

The limited available spectrum and the inefficiency in the spectrum usage necessitate a new 

communication paradigm shift from a fixed allocation of spectrum resources into to a dynamic 

spectrum allocation. Cognitive radio technology can efficiently address this challenge. The 

research in cognitive radio has evolved over the years from concentrating on the physical and 

the MAC layers, into to addressing the new challenges which generated by multi-hop CRNs. 

generated. 
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The time-varying nature of communication links in multi-hop CRNs creates a dependency 

between the CRN availability and the PU network activity factor. The connectivity of multi-hop 

CRNs has been studied for some special cases. In Chapters 3 and 4, we will introduce new 

connectivity metrics for single band CRNs and multi-band CRNs and their applications in 

designing routing algorithms for multi-hop CRNs.  
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Chapter 3  

A New Connectivity Metric for Multi-Primary-Users 

Cognitive Radio Ad Hoc Networks 

3.1 Introduction 

In regular wireless networks, a communication link exists between two nodes if they are within 

the transmission range of each other. However, in cognitive radio networks, the existence of a 

communication link depends not only on relative positions but also on the PU activity. Thus, the 

connectivity of cognitive radio networks (CRNs) is a time-varying factor. In recent years, the 

connectivity problem of cognitive radio networks has been studied using three different 

approaches. First, from the information theory perspective, the scalability of CRNs is studied in 

[VU-07] as an extension to the sensor networks scalability problem presented in [GUP-00], 

[SHA-04]. Second, from the delay analysis perspective, the relation between network 

connectivity and the density of PUs and SUs is analyzed in [REN-10] and [REN-11]. This 

approach has also been used to study the relationship between the graph robustness and the 

network connectivity as in [JAM-07]. Third, from the routing perspective, different routing 

metrics have been proposed based on the network graph properties [ABB-12]. These metrics 

were used to design a routing algorithm that optimizes the network connectivity [CUO-10]. 
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In the past few years, a number of measures have been proposed to quantify the connectivity 

and robustness of networks via graph analysis. The probability of finding a route between two 

random nodes can be used as a metric to the network connectivity as in [REN-11]. The k-vertex 

(edges) connectivity measure is one of the simplest measures. However, it only reflects the 

ability of graphs to retain connectedness after a vertex (or edge) deletion. Alternatively, super 

connectivity, conditional connectivity, and restricted connectivity [WU-12] provide improved 

measures. However, these measures are computationally expensive (NP-complete) and hence 

are not suitable for practical utilization. 

One of the widely used measures for graph connectivity is the first non-zero ordered eigenvalue 

of the Laplacian matrix, which is conventionally known as the algebraic connectivity. The key 

feature of the algebraic connectivity is that its magnitude is proportional to how robust the 

graph is connected and hence the difficulty of dividing the graph into multiple disconnected 

sub-graphs. However, once a single node is isolated in the network, the algebraic connectivity is 

equal to zero although the rest of the graph may be connected. 

Recently, [WU-12] showed that the concept of natural connectivity can be used to characterize 

the robustness of a network. The natural connectivity is proportional to the weighted number 

of closed walks of all lengths, and thus it can be used as a network connectivity measure for 

regular connected graphs and even graphs with isolated node(s). 

This chapter is organized as follows. We start by reviewing previous work on the connectivity of 

CRNs and the different measures that can be used for connectivity analysis. Next, we present 

the system model and develop the proposed metric including the mathematical analysis and 
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proofs for the metric convexity. Then we present the extension to the case of multiple PUs and 

develop a new metric for network connectivity for multi-PUs. Next we present a number of 

simulations for both the single and multiple PUs cases including the application of the proposed 

metric to the problem of dual-band CRN connectivity. Finally, conclusions are presented. 

3.2 Connectivity in CRNs 

 In wireless networks, a communication link exists between two nodes if they are within the 

transmission range of each other. However, in cognitive radio networks, which are 

characterized by their dynamic network topology, a communication link between two nodes 

depends not only on their mutual range but also on the PU activity where the links’ availability, 

i.e., life time, is a time varying factor. When the two nodes are not within the transmission 

range of each other, intermediate nodes can be used to relay information to the destination. A 

wireless network is considered connected if a node can reach any arbitrary node within the 

network with a finite delay. Network connectivity depends on many network parameters such 

as node density, node transmission range, PU network activity and transmission range, and 

node distribution. Connectivity metric is a measure that reflects how well these nodes are 

connected to each other taking into account the effect of the above network parameters. 

This section introduces the network and graph definitions that will be used throughout this 

work. Different connectivity metrics are defined including the probability of finding a route 

metric, the algebraic connectivity metric, and the natural connectivity metric. 
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3.2.1 Network and Graph Topology 

Graph theory has been widely used in the analysis and design of wireless ad hoc network [BEN-

14]. The topology of ad hoc networks with a set of nodes V (vertices) and a set of edges, E 

connecting these nodes is modeled as a graph G(N, E), where N is the set of nodes where the 

cardinality of N = |N|. 

A graph G is connected if for each pair of nodes in G, at least one path exists between them. It 

is possible to quantify the graph connectivity with two parameters: node connectivity and edge 

connectivity. The node connectivity of a graph G, denoted by Kn(G), is equal to the minimum 

number of nodes whose deletion from G causes the graph to be disconnected or reduces it to a 

one-node graph. A graph G is k-node connected if Kn(G) ≥k. The edge connectivity of a graph G, 

denoted by Ke(G), is equal to the minimum number of edges whose deletion from G causes the 

graph to be disconnected or reduces it to a one-node graph. A graph G is k-edge connected if 

Ke(G)≥ k. 

The graph can be represented mathematically via two N N×  matrices, the adjacent matrix A  

and the degree matrix D , where | |N V=  and | |⋅  denote set cardinality.  

Given G, the th th( , )i j  element, ija , of the adjacent matrix A  is given as, 

 
1, ( , ) E;
0, othe

 
rwise.ij

if i j
a

∈
= 


  (3.1) 

The adjacency matrix of simple graph is symmetric and has all diagonal elements equal to 0. 

The degree of any node i in a graph G, denoted by degi, is equal to the number of edges 
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incident on i; i.e., 𝑑𝑒𝑔𝑖 = ∑ 𝑎𝑖𝑗𝑗 = ∑ 𝑎𝑗𝑖𝑗 . The N × N matrix D  contains the degree of each 

node. The generic element dij is defined as 

𝑑𝑖𝑗 = �𝑑𝑒𝑔𝑖         𝑖𝑓 𝑖 = 𝑗
0          𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

Different metrics have been proposed to characterize the connectivity of a network, i.e., how 

well the individual nodes are connected to each other. In this work, three measures will be 

considered for the sake of comparison, namely: the probability of finding a route; algebraic 

connectivity; and natural connectivity metrics. 

3.2.2 Probability of Finding a Route 

For a given network with N nodes, the probability of finding a route is defined as the probability 

that there exists a path between a node i and a node j for all { , } {1,2, , }i j N∈ 
. Different 

techniques can be used to compute the probability of finding a route. One of the most widely 

used techniques is Dijkstra's algorithm. By applying Dijkstra's algorithm to each node it is 

straightforward to determine the number of nodes connected to each other. The probability of 

finding a route is given by 

 
1

1Prob(route)
1

N

i
i

N
N =

 =  − 
∑A   (3.2) 

where 1iN N≤ −  is the number of nodes connected to node i  through one or more hops and 

( )⋅A  is the probabilistic expectation operator over matrix A realizations. Note that this 

probability can also be computed via the adjacent matrix A . Node i  and node j  are 

connected together via k hops if the thi  and thj  element of kA  is nonzero. Let 
1

N
k

k=

 =  
 
∑B A  
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where the operator   returns a matrix of entries equal to zeroes and ones, i.e., the thi  and thj  

elements of B  is {0,1}ijb ∈ . Let ija  represents the thi  and thj  elements of the summation 

1

N
k

k=
∑A , then, 

 
0, 0;
1,

 
 0;

ij
ij

ij

a
b

a
=

=  >
  (3.3) 

As a result, iN  can be obtained as follows 

 
N

i ij
j i

N b
≠

=∑   (3.4) 

3.2.3 Algebraic Connectivity 

The Laplacian matrix, L , of a graph is defined as .= −L D A  Note that, L is symmetric and 

positive semi-definite matrix. Let 1 2( ) ( ) ( )Nλ λ λ≤ ≤ ≤L L L
 denote the ordered eigenvalues 

of L  where the smallest eigenvalue 1( ) 0λ =L . One of the metrics used to characterize the 

connectivity of a graph is the algebraic connectivity, 2 ( )λ L , defined as the second smallest 

eigenvalue of L . A further property is that for any bidirectional graph G, the second eigenvalue 

of its Laplacian is upper bounded by its node connectivity, which in turn is upper bounded by its 

edge connectivity 

𝜆2 ≤ 𝑘𝑛(𝐺) ≤ 𝑘𝑒(𝐺) 

In [CUO-10], it is suggested that the concept of algebraic connectivity, suitably extended taking 

into account PUs’ behavior, can be used to capture very fundamental aspects of CRNs 

characterized by dynamic topologies. 
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In fact, the algebraic connectivity does not properly reflect the robustness of a graph. It has 

been shown that the magnitude of the algebraic connectivity reflects how well the overall 

graph is connected, i.e., the larger the algebraic connectivity is the more difficult it is to divide a 

graph into sub-graphs [WU-12]. However, algebraic connectivity is equal to zero once a node or 

a group of nodes are disconnected from the network. As an example, given the network graph 

shown in Figure  3.1 with N=100 nodes, this graph has a single disconnected node resulting in

2 ( ) 0λ =L . However, a single edge that connects the isolated node to the graph as in Figure  3.2 

results in 2 ( ) 0.16λ =L  although the rest of the two graphs, Figure  3.1 and Figure  3.2, are 

identical. Thus algebraic connectivity is not a suitable metric to use for graph connectivity 

comparisons. 

 

Figure  3.1: Graph connectivity example for N=100 nodes: Disconnected graph λ2=0 
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Figure  3.2: Graph connectivity example for N=100 nodes: Connected graph λ2=0.16 

3.2.4 Estrada Index and Natural Connectivity 

Assume a graph G(N,E), without loops and multiple edges, and let 1 2( ) ( ) ( )Nλ λ λ≤ ≤ ≤L L L
 

denote the eigenvalues of the adjacency matrix of G. The Estrada index is defined in [EST-00] as 

 
1

i

N

i
EE eλ

=

=∑   (3.5) 

Although it was first introduced in 2000, the Estrada index has already found numerous 

applications in many different fields. 

In [PEN-07], the kth spectral moment of the graph G is defined as ( )
0

.k
k i

k
M λ

∞

=

=∑  Using the 

power-series expansion of xe , the Estrada index can be defined as 
 

 
1 0

( )( )
!

i

N
k

ki
e M GEE G

k
λ

∞

==

= =∑ ∑   (3.6) 
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but Mk(G) is equal to the number of self-returning walks of length k of the graph G [CVE-95]. A 

high Estrada index value indicates that more closed walk loops are available in G which means a 

highly connected graph. 

In [WU-12], the natural connectivity is defined as the average eigenvalue and can be calculated 

using the Estrada index as in (3.7). It is shown that the natural connectivity provides a reliable 

measure of how well the graph is connected. 

 
1log EE
N

λ  =  
 

  (3.7) 

3.3 Analysis of the Cognitive Radio Networks Connectivity 

3.3.1 System Model 

Consider a system model that consists of two types of wireless networks, M  primary users 

wireless networks and an N secondary users wireless network. Each primary user network 

consists of one PU transmitter, with a transmission range of R, and one or more PU receivers. 

The Secondary user network consists of N cognitive radios, secondary users, each with a 

transmission range r0 as shown in Figure  3.3. The SUs are uniformly distributed over a square 

area of side length L. This model, and its variations, is widely used in studying the connectivity 

of CRNs as in [REN-11].  
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Figure  3.3: Schematic diagram for a cognitive radio network, with M primary users (PUs) networks with 
transmission radius R, and N secondary users (SUs) with transmission radius r0 distributed uniformly 

over a square area of side L  

As discussed earlier, the cognitive radio wireless network can be mapped to a graph of N  

nodes with the thi  node, iv , is connected to the thj  node, jv , via an edge ije  of associated 

weight ija  that represents the link quality. In this analysis, we consider the scenario where 

primary user networks, PU transmitter and receivers, and SU nodes utilize the same frequency, 

f, to establish communications links within the same network. Let   represents the set of all 

SU nodes within the network, m  represents the set of nodes within the coverage area of the 

thm  primary users, and   represents the set of nodes outside the primary users effect, i.e., 

1

M

m
m=

= −


  . If all nodes lay inside the PUs effect, then   is an empty set. The thm  PU’s 

activity factor mAF  is defined as the percentage, in terms of time, that PUm  is actively 
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transmitting. Let 1m mAF∆ = −  represents the availability of a link that lies within the 

transmission range of PUm  and define a vector 1 2[ , , , ]M= ∆ ∆ ∆Δ 
. Let ijr  represents the 

Euclidean distance between node iv  and node jv . The thi  and thj  element, aij, of the cognitive 

adjacent matrix denoted ( )A Δ  is given by 

 

 
 
 
 

0,
1, ,  and 

, ,  and 
, ,  and 

ij o

ij o i j
ij

m ij o i j m

m m ij o i m j m

r r
r r v v

a
r r v v
r r v v′ ′

>
 ≤ ∈ ∈= ∆ ≤ ∈ ∈
∆ ∆ ≤ ∈ ∈

 
 
 

  (3.8) 

A simple illustrative example of ( )A Δ  can be given by (3.9). In this scenario, the thi  cognitive 

eigenvalues of ( )A Δ  is denoted as ( ).iλ Δ  

 

1

1

0 1 0 0
1 0 1
0 1 0

( )
0 1
1 0 1

0 1 0

m m

m m M

M

′

′

∆ 
 
 
 ∆ ∆

=  
∆ ∆ ∆ ∆ 
 
  ∆ 

A Δ



 

 



 

 

  (3.9) 

3.3.2 Cognitive Natural Connectivity (CNC) Metric 

In this section, the concept of Estrada index will be used to develop a new connectivity metric 

for single band cognitive radio networks, termed cognitive natural connectivity (CNC). The new 

metric is a generalization of the natural connectivity metric discussed above. Unlike the natural 

connectivity metric, in CNC the associated weight to each edge in the graph G may vary 

between 0 and 1 representing the link availability as will be discussed later in this chapter. The 
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associated weights are captured by the resulting cognitive adjacent matrix ( )A Δ  as shown 

above. The cognitive natural connectivity metric is expressed as 

 ( )

1

1( ) log i

N

i
e

N
λλ

=

 =  
 
∑ ΔΔ   (3.10) 

Lemma 3.1 

The cognitive natural connectivity metric ( )λ Δ  is strictly non-decreasing with 0m∆ ≥ . 

Proof 

Define a function ( )f Δ  as follows ( )

1
( ) i

N

i
f eλ

=

=∑ ΔΔ . It can be shown that (See Appendix A), 

( ) / 0mf∂ ∂∆ ≥Δ . Meaning that, ( )f Δ  is a non-decreasing function with m∆ . Since the log( )⋅  

operator is monotonically increasing then it follows that ( )λ Δ  is a non-decreasing function of 

0m∆ ≥ . 

Lemma 3.2 

( )f Δ  is a convex function in m∆ . 

Proof 

A necessary and sufficient condition for the convexity of ( )f ∆  is the non-negativity of its 

second derivative, i.e., 

2

2

( ) 0
m

f∂
≥

∂∆
Δ

 

The first and second derivatives of ( )f Δ  with respect to m∆  are given as follows 

 
1

( )
i

N
i

im m

f eλ λ
=

∂∂
=

∂∆ ∂∆∑Δ
  (3.11) 
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f e eλ λλ λ
=

  ∂ ∂∂  = +  ∂∆ ∂∆ ∂∆   
∑Δ

  (3.12) 

Substituting (3.11) into (3.12) and considering the steps shown in Appendix A, it is 

straightforward to prove that ( )f Δ  is a convex function in m∆ . 

Theorem 3.1 

The cognitive natural connectivity metric ( )λ Δ  is a strictly increasing metric with edge 

availability 0 1m≤ ∆ ≤ . Since ( )f Δ  is a non-decreasing function (Lemma 3.1) and also a convex 

function (Lemma 3.2) in m∆ , then it follows that ( )f Δ  is a strictly increasing function with

0 1m≤ ∆ ≤ . Since the log( )⋅  is a monotonically increasing function of its argument, then it 

follows that ( )λ Δ  is a strictly increasing metric with 0 1m≤ ∆ ≤ . 

As a result, λ  can be utilized to measure the connectivity of cognitive networks since it is 

proportional to the networks links availabilities. 

3.3.3 Multiple Primary Users 

Consider the system model presented in Section  3.3.1. Let {1,0}ms ∈  presents the On-Off state 

of the thm  primary user mPU  with probability of occurrence is given by 

 
, 0

Prob( )
1 , 1

m m
m

m m

s
s

s
∆ =

=  −∆ =
  (3.13) 

Define the set   of all 2M  possible vectors s  as follows 

 1 2: [ , , , ], {0,1}, {0,1}{ }M
M ms s s s= = ∈ ∈s s s   (3.14) 

48 
 



where ∈s   represents a given realization for primary users On and Off states, i.e., 1ms =  and 

0ms =  respectively. 

The probability of occurrence of state s  is given by 

 
1 1

Given   0 Given   1

Prob( ) (1 )

m m

M M

m m
m m

s s
= =

= =

   
   = ∆ ⋅ − ∆   
      
∏ ∏s   (3.15) 

Probability of Finding a Route in Cognitive Networks (PORC) 

In this section, the probability of finding a route in cognitive radio network is presented. The 

approach applied here is an extension to the approach discussed in Section  3.2.2 with minor 

modifications. For each state vector s, there exists an associated adjacent matrix sA  consisting 

of 1's and 0's indicating which SU nodes are connected. Consequently, there are 2M  adjacent 

matrices denoted sA  and indexed by {1,2, , 2 }.Ms∈ 
 Recall Section  3.2.2 and let 1s

iN N≤ −  

denote the number of nodes connected to node i  via one or more hops at the state vector s. 

The probability of finding a route given the state vector s and network realization A  is given by 

 
1

1Prob(route| , )
1

sN
i

i

N
N N=

=
−∑A s   (3.16) 

Hence the probability of finding a route in CRN is computed by averaging over all possible state 

vectors as 

 Prob(route| ) Prob(route| , ) Prob( )
M∈

= ⋅∑
s

A A s s


  (3.17) 

Then the average probability of finding a route (PORC) over network realizations is given by 

 [ ]Prob(route) Prob(route| ) Prob( )= ⋅A A A  (3.18) 
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State Cognitive Natural Connectivity (SCNC) 

In this section we define a metric termed state cognitive natural connectivity (SCNC) and 

represented by ( )Sλ Δ . Unlike CNC where a single adjacent matrix, ( )A Δ , is used to compute 

( )λ Δ , the SCNC metric considers 2M  adjacent matrices sA . The CNC at state s is given by 

 ( )

1

1log i

N

i
e

N
λλ

=

 =  
 
∑ sA

s   (3.19) 

where ( )iλ sA  is the thi  eigenvalue of sA and 1,2, , .i N=    

The state cognitive natural connectivity (SCNC) metric is the average of λs  over the 2M  possible 

states s and is given by 

 ( ) Prob( )
M

S
s

λ λ
∈

= ⋅∑ sΔ s


  (3.20) 

3.4 Simulations  

This section presents different simulations used to study and develop the CNC metric. A locally 

developed MATLAB simulation is used to analyse and study the CNC metric, and compare it to 

the POFR and the algebraic connectivity under different scenarios. These scenarios include 

single PU, two PUs, and multiple PU, all using a single frequency band. The system model in 

Section 3.3.1 was used in all simulations but with slight modifications in each case.  

For each simulation, the parameters used are defined including the number of network 

realizations used for it. Since the execution time for all the simulations in this section was 

relatively short, the number of realizations were chosen so that the 95% confidence interval, as 

defined in Appendix B, is negligible. 
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3.4.1 Probability of finding a route and Cognitive Natural connectivity 

metrics for Different PU activity factors 

Consider a circular area cognitive radio network of radius NetR  having a single primary user,

1M = , of transmission radius R and N=150 secondary users uniformly distributed over NetR  

with a transmission radius Net0.2or R= . The PU center coincides with the network center and, 

without the loss of generality, is assumed to be at the origin and RNet=1. Different PU activity 

factors {0,0.1,0.2, ,0.9,1}AF ∈   and different PU transmission radius Net{0.7,0.8,0.9,1}R R=  

are considered. 

 

Figure  3.4: Probability of finding a route and normalized CNC versus PU activity factor for different PU 
transmission Radius R. 
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The probability of finding a route (POFR) is computed using Dijkstra’s algorithm over 1000 

different network realizations. For each network realization, Dijkstra’s algorithm is used to find 

the shortest path between each node in the network as in Section 3.2.2. Results are shown in 

Figure  3.4. The cognitive natural connectivity (CNC) is also computed using 100 different 

network realizations for the same parameters and normalized to the POFR value which occurs 

at AF=0. Figure  3.4 demonstrates that the CNC metric can efficiently capture how well the 

network is connected. 

3.4.2 Cognitive Natural Connectivity versus Algebraic Connectivity and 

Probability of finding a route 

In this section we discuss and compare three connectivity metrics: Probability of Finding a 

Route (POFR); Algebraic Connectivity (AC); and Natural Connectivity (NC). In this context, route 

availability is defined as the probability of finding a route between two randomly chosen nodes 

in the network. Consider a cognitive radio network with a single primary user and the number 

of secondary users varies from N=30 to N=150. The nodes occupy a square area of side length L 

with PU transmission radius of 0.4R L= , and SU transmission range of ro=0.3R and R=1. 

The probability of finding a route versus the number of SUs nodes for different PU activity 

factors is shown in Figure  3.5. The probability of finding a route is computed as in Section 3.2.2 

using 1000 network realizations. Clearly, as the number of SUs increases the probability of 

finding a route within the network also increases for all PU activity factors. In addition, for a 

given number of SU nodes, N, the larger the activity factor is, the smaller the probability to find 

a route. 
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In conclusion, the route availability metric appropriately captures the network connectivity 

since it considers any possible route between a source and a destination through the network. 

However, this method requires averaging over a large number of network realizations to 

achieve a good approximation for the network behavior. 

 

Figure  3.5: POFR versus the number of secondary users N for single PU and different activity factors. 

The algebraic connectivity 2λ is a more computationally inexpensive measure for network 

connectivity compared to the POFR metric. However, when studying network connectivity for 

cognitive radio networks the algebraic connectivity is denoted by 2 ( )λ Δ  and is defined as the 

second smallest eigenvalue of ( ) ( ) ( )= −L Δ D Δ A Δ  as discussed earlier. The algebraic 

connectivity versus the number of SUs nodes, N, for different activity factors is shown in 
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Figure  3.6. For each point, 100 network realizations were used. Note that 2 0λ =  when 80N ≤  

where in this case the network has one or more isolated node(s). When N>80 the algebraic 

connectivity 2 0λ >  increases with the decrease of the PU activity factor, thus it can be used to 

measure the network connectivity in this region, i.e., N>80. The failure of the algebraic 

connectivity to measure network connectivity at small N is not the only drawback for this 

measure. It is also computationally expensive to find the critical number of SUs nodes cN N>  

where 2λ  can be used as a measure, i.e., 2 0λ > . As a result, the algebraic connectivity is not a 

robust metric to measure network’s connectivity especially for networks with low node density. 

 

Figure  3.6: Algebraic connectivity versus the number of secondary users N for single PU and different 
activity factors. 

The CNC metric versus the number of SU nodes N for different PU activity factors is shown in 

Figure  3.7 for 100 network realizations for each point. The metric increases as N increases for 
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different activity factors and does not overlap, i.e., for a given N the CNC metric is proportional 

to the PU activity factor. 

 

Figure  3.7: CNC versus the number of secondary users N for single PU and different activity factors. 

Compared to the PORC metric, CNC provides a low computational complexity method to 

measure network connectivity. Furthermore, compared to Figure  3.5, the CNC metric can 

efficiently capture the network connectivity similar to the PORC metric, in particular at small N. 

In addition, CNC provides a remarkable computational complexity reduction since it does not 

need to calculate the probability of finding a route between each pair of nodes using the 

computationally expensive Dijkstra’s algorithm. In addition, and unlike the algebraic 

connectivity metric, the CNC metric can efficiently capture the network connectivity at low 

node density networks, i.e., in networks with the possibility of isolated node(s). 
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3.4.3 Cognitive Natural Connectivity (CNC) for the Two PUs Scenario 

Consider a rectangular network of size 2L L×  centered at the origin with two primary users 

1PU  and 2PU  each with activity factor 1AF  and 2AF  respectively. Each PU has a transmission 

range 0.4R L=  and are centered at ( / 2,0)L−  and ( / 2,0)L  respectively. There exist 200N =  

secondary users which are uniformly distributed over the network area and each with a 

transmission radius 0.1or L= . In this scenario, the cognitive natural connectivity ( )λ Δ  is a 

function of two variables 1 2[ , ]= ∆ ∆Δ  where 1m mAF∆ = − . Figure  3.8 presents a 3D plot for the 

cognitive natural connectivity versus 1AF  and 2AF  that are in the set {0,0.1, ,0.9,1}
.  

 

Figure  3.8: 3D plot for the cognitive natural connectivity (CNC) metric versus PU1 and PU2 activity 
factors. The Network size is 2L×L, with identical PU transmission radius R=0.4 L, and N=200 secondary 

users with a transmission radius ro=0.1 L. 
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The numerical simulations shown in Figure  3.8 verify the analytical results presented in 

Theorem 3.1 where ( )λ Δ  is a decreasing metric when either 1AF  and/or 2AF  increases. In 

order to provide more insights into these results, the contour of the 3D plot is shown in 

Figure  3.9. The non-overlapping contours indicate that ( )λ Δ  is a monotonically decreasing 

function with 1AF  and 2AF . As a result, the cognitive natural connectivity metric can efficiently 

be used to measure the cognitive radio networks connectivity under different PUs activity 

factors scenarios. 

 

 

Figure  3.9: The contour plot for the 3D plot shown in Figure  3.8 
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3.4.4 Connectivity of Cognitive Networks under Multiple PUs 

Consider a network of size 4 4L L×  centered at the origin, and 4M =  independent PUs each 

with a transmission radius {0,..., }iR L=  and centered at ( , )L L± ± . There are 100N =  SUs 

uniformly distributed each with a transmission radius of 0.25or L= . The activity factors of the 

three PUs are fixed to 2 3 4 0.4AF AF AF= = =  while 1AF  varies from 0 to 1. The number of PUs 

and SUs are chosen for illustration purposes. The same procedure will work for any M  and N . 

 

Figure  3.10: Probability of finding a route in cognitive network versus single PU activity factor for 
different PUs transmission radii. 

The probability of finding a route in the cognitive network described above is computed using 

Equation (3.16) and is presented in Figure  3.10 versus 1PU  activity factor denoted 1AF  for 
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three PUs transmission radius equal to 0.8L, 0.9L, and L respectively, and for 1000 network 

realizations for each node. 

As shown, when the activity factor increases the PORC decreases since the fraction of the time 

available to establish a communication path within the network decreases. Furthermore, when 

the PUs radius decreases the PORC increases since the number of nodes that lie outside the 

transmission range of all PUs increases and hence the probability that a path between any 

arbitrary nodes can be established increases as well. 

 

Figure  3.11: The SCNC metric versus single PU activity factor for different PUs transmission radii 

The state cognitive natural connectivity metric (SCNC) is presented in Figure  3.11 versus the 

activity factor AF1 for different PUs transmission radius equal to 0.8L, 0.9L, and L respectively. 

Clearly, SCNC decreases as the activity factor increases and for a given AF1 it decreases with the 
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increase of the PUs radius when it varies from 0.8L to L. Note that, SCNC has the ability to 

characterize the network connectivity in a similar fashion as PORC under different scenarios. 

Finally, the cognitive natural connectivity CNC metric is presented in Figure  3.12 versus PU 

activity factor AF1 for different transmission radii 0.8 ,0.9 ,andL L L . Note that CNC exhibits a 

similar behavior as PORC where it decreases with the increase of AF1 and also for a given AF1 

CNC decrease with the increase of the PUs radius. However, a significant computational 

complexity reduction is achieved compared to the SCNC metric where a single matrix ( )A Δ  is 

used to compute the CNC metric instead of the 2M matrices. 

 

Figure  3.12: CNC versus single PU activity factor for different PUs transmission radii 
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3.5 Conclusion 

In this chapter, a new connectivity metric has been developed, named Cognitive Natural 

Connectivity (CNC), to measure the network connectivity in CRNs. This metric is shown to be a 

convex function of the links availability. The proposed metric is compared to the probability of 

finding a route and the algebraic connectivity metrics, both of which are commonly used to 

characterize network connectivity. It is shown that the metric provides a qualitative measure 

that has the same trend of the probability of finding a route metric with a significant complexity 

reduction. Furthermore, when compared to the algebraic connectivity metric, the CNC metric is 

a remarkably more robust measure for CRNs. 

The characteristics of the CNC metric have been studied in both single and multi-PU scenarios 

using simulations. It is shown that the proposed connectivity metric provides a simple and 

robust method for determining the cognitive radio network connectivity under various 

scenarios. 
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Chapter 4  

Multi-Band Connectivity in Cognitive Radio Networks 

In this chapter, we extend our interest to studying the connectivity of multi-band CRNs. We 

start by analyzing the connectivity of a practical CRN scenario, i.e. dual band capable cognitive 

radio networks. Next, we show that the CNC metric can efficiently be utilized in the design of 

Dual-band cognitive radio networks. Finally, we propose a generalization of the CNC metric for 

the case of multi-band CRNs. 

4.1 Dual band Cognitive Radio Networks 

4.2.1 Problem Statement and System Model 

A dual-band cognitive radio network is a network which consists of a single primary user (PU) 

operating at a frequency f1 and N secondary users. Each cognitive radio node can setup a 

communication link with another SU node either using the primary user spectrum band f1, in an 

opportunistic fashion, or using the unlicensed spectrum band f2. In practical real-world 

scenarios f1<f2, therefore, a communication link operating at f1 has better propagation 

characteristics and a longer transmission range compared to the link operating at f2. As an 

example, f1 can be a TV licensed band while f2 can be the ISM band. In cognitive networks, 

unlicensed users would favor to use the frequency band f1 for better communication 

characteristics; however, this spectrum is not always accessible by cognitive radio users. As a 
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result, a trade-off between range, i.e., network connectivity, and links availability, i.e., links life 

time, is presented. This trade-off plays a crucial role in the design of cognitive radio 

transmission strategy. The same work applies in cases where more than one unlicensed band is 

available for the SU's network. 

The cognitive radio nodes can operate and communicate with each other in one of the 

following three scenarios: 1) SU-band : all secondary users operate at f2, i.e., establishing stable 

short range communication links and hence a low network connectivity; 2) Dual-band: SUs 

located within the PU transmission range operate at f2 and SUs located outside that range 

operate at f1 leading to stable links with a relatively higher network connectivity compared to 

the former scenario; and 3) PU-band: all users operate at f1 leading to a higher network 

connectivity and a smaller links availability.  

In this section, the connectivity of dual-band capable CRNs is defined as the finiteness of the 

minimum multi-hop delay (MMD) between two randomly chosen secondary users. We will call 

it the Route Availability (RA) measure. The network is disconnected if the MMD between two 

randomly chosen secondary users is infinite almost surely. 

Assume a two-dimensional network model, where N SU nodes are randomly distributed on a 

disc area of radius (a) following a Poisson distribution (uniform in radius and uniform in angle). 

The PU transmitter (e.g. TV tower) is at the center of that disc. As shown in Figure  4.1, a radial 

propagation model is assumed such that b and c are the transmission ranges of the PU 

transmitter and CR nodes respectively. Define r=b/c as the normalized PU transmission range 
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and R=a/c as the normalized network size. Define the PU’s activity factor (AF) as the fraction of 

time the PU is transmitting. 

 

Figure  4.1: System Model 

To demonstrate the effect of changing the CRN’s parameters on the connectivity, we consider 

studying the effect of changing the CR node density (i.e. the number of CR nodes deployed in 

the test disc) and the CR node’s transmission range, on the network connectivity. Figure  4.2 

shows the effect of the available number of SU nodes and their transmission range on the route 

availability metric for N ∈{10, …, 50} at different SU transmission ranges ∈ {1, …, 10} and 10,000 

network realizations. We assume no PU activity. We can notice that as the SU’s transmission 

range increases, and the network density increases, the network connectivity increases. 
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Figure  4.2: The effect of CRN node density and node transmission range on the network connectivity  

4.2.2 Impact of the PU on the SU’s network connectivity 

In this section, we analyze the connectivity of a CRN operating in the PU band at different PU 

activity factors and compare it with the connectivity if the CRN was operating at the secondary 

band (e.g. ISM) only. In Figure  4.3, we assume r=5, f1=2f2, N=50 nodes. We investigate the CRN 

connectivity using different PU activity factors, AF= [0%, 50%, or 100%] and the results are 

averaged over 10,000 different network realizations.  

First, we investigate the case when R < r, i.e. all CR nodes are located within the PU’s 

transmission range. When the PU is always off (AF = 0%), comparing the connectivity when 

operating on f1 or f2, we conclude that the connectivity decreases at higher frequency bands. 

This is expected, as the propagation loss becomes higher as the frequency increases. When the 

65 
 



PU is always on (AF = 100%), we observe that network is disconnected on f1. This is expected, as 

the CR nodes inside the PU’s range cannot transmit on f1. We note that the network 

connectivity on f2 is unaffected by the PU’s activity. 

Next, we investigate the performance as the CR network size increases (R > r). In such a case, 

some nodes outside the PU range can connect on f1 by finding routes outside the PU range. At 

PU AF=50%, CR nodes inside the PU range can establish communication links with each other 

through routes on the PU band f1, for 50% of the time. This is illustrated in Figure  4.3, as the 

corresponding connectivity is half that calculated at zero PU AF. 

 

Figure  4.3: The effect of the operating frequency and the PU AF on the CRN connectivity for PU 
normalized transmission radius r=5 
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As R exceeds r+δ, where δ is a small positive number, the effect of the PU’s activity diminishes 

as most of the nodes are outside the PU’s transmission range and the connectivity converges to 

the case where AF=0%. An interesting observation is the critical radius Rc, at which the 

connectivity on secondary band f2 is, on average, equal to that on f1 with 50% AF. If the PU’s 

activity factor is 50%, and the normalized network size R is less than the critical radius Rc, it may 

better to operate on f2 rather than on the PU band f1, and vice versa. 

4.2.3 Dual-Band Routing in Dual-Band CRNs 

Now we move to the main question of how a dual band capable CRN can choose its operating 

frequency band to maximize its network connectivity. To answer this question, we propose two 

strategies to form a route between node i and node j. In the first strategy, all hops along the 

same route, between i and j, use the same frequency band, either f1 or f2. Thus, we name it 

Single Frequency Routing (SFR). In the second strategy, the route could consist of links on f1 and 

links on f2. Thus, we name it Dual Frequency Routing (DFR). 

In SFR, the routing protocol will first attempt to establish the route between two CR nodes i and 

j on f1. If the PU is active, and some of the links are within the PU range, then these links cannot 

be established on f1 and the routing protocol will establish the whole route on f2. In this 

strategy, the CRN tries to take advantage of the good propagation characteristics of f1 and if f1 

is not available the CRN switches to f2. Figure  4.4, shows that dual band capable CRNs with the 

SFR strategy have a higher network connectivity than both single band capable CRNs operating 

at f1 only or f2 only. 
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Figure  4.4: Route availability for the SFR protocol 

In DFR strategy, the routing strategy establishes the route using links on f1, except for the links 

which are not available due to PU activity which are established on f2. Thus the route consists of 

a mix of links on f1 and f2. 

The following simulation compares between the SFR and DFR. In this simulation, we used f1=2f2, 

AF=50%, 50 nodes, and 10,000 network realizations. Figure  4.5 shows that when all the SUs are 

inside the PU’s range, (e.g. R<5), the two strategies perform the same. This is because all the 

links are affected by the PU’s activity. When R > r, the dual frequency routing strategy performs 

slightly better than the single frequency strategy as it maximizes the use of the better 

frequency band f1 whenever possible. Another advantage of DFR is that it minimizes the 

interference between adjacent nodes. The band switching head over is a drawback of the DFR. 
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Depending on the operating frequency band, the slight performance gain from DFR vs. the 

simplicity of SFR could be the deciding factor to choose one over the other. 

 

Figure  4.5: Comparison between SFR and DFR 

4.2 Application of the Cognitive Natural Connectivity Metric in Dual 

Band CRNs 

In this section, the cognitive natural connectivity (CNC) metric, developed in Chapter 3, is 

utilized in the design of Dual-band networks via selecting the scenario that would maximizes 

the network connectivity. Note that the optimal scenario depends on the network parameters 

such as number of SUs, transmission ranges, PU activity factor, etc. 
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A practical case in which f1=2f2 is considered throughout the following simulation. Consider 

N=60 SU nodes, uniformly distributed over a square area of size L×L, each node has a 

transmission range ro=0.8L. Two cases are considered for the PU transmission range R=0.35L 

and R=0.4L, with activity factor [0,1]AF ∈ . The results are averaged over 100 network 

realizations. 

Figure  4.6 presents the cognitive natural connectivity CNC metric versus PU activity factor 

ranging from 0 to 1 using numerical simulations for the SU-band, Dual-band, and PU-band 

scenarios. Clearly, the CNC metric for the Dual-band scenario is greater than that for the SU-

band scenario and both are independent of the PU activity factor. Note that the metric in the 

SU-band scenario is independent of the PU transmission range R  (square marks). However, the 

metric in the PU-band scenario depends on the PU activity factor, AF , and the PU transmission 

radius, R , where the metric decreases as either AF  or R  increases.  

Note that, at small values of AF , the PU-band scenario provides a higher network connectivity 

compared to the Dual-band scenario while the Dual-band scenario provides a higher 

connectivity at large values of AF . Clearly, there exists a critical value for the activity factor 

*AF , which is a function of the network parameters, that is used to select between these two 

scenarios. In fact, comparing the operating AF  to *AF  determines whether the Dual-band or 

the PU-band scenario should be considered in order to maximize the network connectivity. 

Qualitatively and as shown in Figure  4.6, the critical activity factor point is approximately 

* 0.55AF ≈ for R=0.35L and * 0.4AF ≈  for R=0.4L. Clearly, when *AF AF< , all secondary users 

would transmit using the PU-band scenario, however, when *AF AF> , the Dual-band scenario 
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would provide higher network connectivity. In conclusion, the cognitive natural connectivity 

metric provides a qualitative tool which can help cognitive radio networks to establish an 

efficient transmission scenario either by using the PU-band or the dual-band scenario to 

maximize network connectivity and hence network throughput. 

 

Figure  4.6: CNC metric versus PU activity factor for different PU transmission radii R=0.35L and R=0.4L 
considering the SU-band, Dual-band, and PU-band frequency assignment strategies 

In terms of complexity, the simplest scenario is the SU-band where all SUs utilize a single 

frequency in the entire network without the need for a frequency switching process. In Dual-

band scenario, a communication link connecting two SUs, one lying outside the PU range and 

the other lying within the PU range, requires that a frequency hand-over process at the PU edge 

be performed. Finally, the PU-band scenario has the highest complexity among the above 

scenarios where spectrum sensing and frequency switching are required. 

71 
 



4.3 Multi-Band Connectivity Metric for CRNs 

In this section, the connectivity of multi-band cognitive radio networks is studied using the 

natural connectivity concept and a new connectivity metric for multi-band CRNs based on the 

cognitive natural connectivity (CNC) metric is developed. The metric is shown to be a convex 

function of the links availability which increases as the PUs activity decreases. The proposed 

metric has shown a remarkable complexity reduction compared to the probability of finding a 

route metric. The proposed metric is utilized to measure the connectivity of the multi-band 

cognitive radio networks. 

4.3.1 System Model 

Consider a multi-hop cognitive radio network with M primary users and N secondary users 

(nodes). Each node has the capability to setup a communication link with its neighbor nodes 

using one of K spectrum bands denoted 1{ , , }Kf f . Each SU has a transmission range of kr . 

Let kM  represents the number of PUs operating at the band kf  with a total number of PUs 

given by 1

K
kk

M M
=

=∑ . We assume that the kM  PUs are spatially-disjointed for all 

{1, , }k K∈   with transmission range ikR  for the thi  PU operating on the thk  frequency. Note 

that the transmission range of PUs and SUs is inversely proportional to the used frequency 

band. However, if adjacent frequencies are used then the effect of the frequency difference on 

the radius can be neglected. 
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The system model can be represented as a multi-layer system model with K layers, each 

representing a frequency band where each band contains kM  primary users. The system model 

is shown in Figure  4.7. It is assumed that SUs are uniformly distributed over a square area of 

side length L. This model is a generalization of the mode used in [REN-11] to study the 

connectivity in single band CRNs. 

 

Figure  4.7: Schematic diagram for a cognitive radio network, with M primary users (PUs) networks with 
transmission radius R, and N secondary users (SUs) with transmission radius ro distributed uniformly 

over a square area of side L. 

For the thk  layer where all PUs are operating on kf , let k
  represent the set of all nodes 

within the network, k
m  represent the set of nodes lie within the coverage area of the thm  
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primary users in the thk  layer, and k  represent the set of nodes lying outside the primary 

users effect, i.e., 
1

M
k k k

m
m=

= −



  . Let mkAF  denote the activity factor of k
m  which is defined as 

the percentage, in terms of time, that PUk
m  is active, i.e., in the transmission mode. 

Let 1mk mkAF∆ = −  represent the availability of a link that lies within the transmission range of 

PUk
m  and define a vector 1 2[ , , , ]

kk k M k= ∆ ∆ ∆kΔ  . 

4.3.2 Cognitive Adjacent Matrix 

In this section we propose a novel probabilistic model for the adjacent matrix in cognitive radio 

networks denoted ( )kA Δ . The thi  and thj  element ,ij ka  of the thk  layer cognitive adjacent 

matrix ( )kA Δ  is set according to the probability that the link between node i and node j is 

available to establish a communication link using the frequency band kf . For the thk  layer, i.e., 

frequency band kf , with kM  independent and spatially-disjointed primary users, the element 

,ij ka  of the matrix ( )kA Δ  is given by 

 ,

0,
1, ,  and 

, ,  and 
, ,  

 
 
 
 and 

ij k
k k

ij k i j
k kij k

mk ij k i j m
k k

mk m k ij k i m j m

r r
r r v v

a
r r v v
r r v v′ ′

>
 ≤ ∈ ∈= ∆ ≤ ∈ ∈
∆ ∆ ≤ ∈ ∈

 
 
 

  (4.1) 

Note that ( )kA Δ  is symmetric around the diagonal, i.e., , ,ij k ji ka a=  each link ,ij ka  is assigned 

the value of the probability that the link is available for communication over the frequency 

band kf . In this context ( )iλ kΔ  denote the thi  eigenvalues of ( )kA Δ . 

74 
 



4.3.3 Multi-Band Cognitive Natural Connectivity (MBCNC) Metric 

In this section we present a new connectivity metric for multi-band cognitive radio networks, 

termed multi-band cognitive natural connectivity (MBCNC) and is denoted as ( )λ Δ . The new 

metric is a generalization of the Cognitive Natural Connectivity discussed in Chapter 3. In 

MBCNC the associated weight to each edge in the graph can take any value between 0 and 1 

representing the link availability. The associated weights are captured by the resulting single 

layer cognitive adjacent matrix ( )kA Δ  as shown above. For a given frequency band kf , the 

cognitive natural connectivity metric is expressed as 

 ( )

1

1( ) log i

N

i
e

N
λλ

=

 =  
 
∑ kΔ

kΔ   (4.2) 

Lemma 4.1 

 Let ( )

1

1( ) i

N

i
f e

N
λ

=

 =  
 
∑ kΔ

kΔ  then for a given k, ( )f kΔ  is a convex function in mk∆ . 

Proof: The proof follows the same steps in Appendix A. 

Thus for a single layer indexed by k and having kM  PUs, the ( )λ kΔ is a monotonically 

decreasing metric in mk∆ . Consider the case of multi-band cognitive network and define the 

total adjacent matrix ( )A Δ  as follows, 

 ( ) max ( ), , ( ), , ( ){ }k= 1 k KA Δ A Δ A Δ A Δ 
  (4.3) 

where the maximization is taken element-wise on the entries of each matrix indexed by k. 
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Let ( )iλ Δ  denote the eigenvalues of the matrix ( )A Δ  then the MBCNC metric is given by 

 ( )

1

1( ) log i

N

i
e

N
λλ

=

 =  
 
∑ ΔΔ   (4.4) 

Since ( ) ( )≥ kA Δ A Δ , where ≥  is an element-wise operator, and due to the convexity of 

( )f kΔ  then it is straightforward to show that 

 ( ) ( ), {1, , }k Kλ λ≥ ∀ ∈kΔ Δ    (4.5) 

Thus the MBCNC metric can effectively characterize the connectivity of multi-band cognitive 

radio networks. 

4.3.4 Simulations 

In this section, the properties and the applications of the MBCNC metric as a measure for 

networks connectivity are discussed where different cognitive radio network topology and 

parameters are considered. In each simulation scenario, it is shown that the MBCNC is an 

efficient metric that can be used in all scenarios to characterize the network connectivity with a 

significant computational complexity reduction compared to the POFR metric. 

POFR and MBCNC versus single layer Activity factor 

Consider a network of size 5 5R R×  centered at the origin with 12M =  independent PUs, each 

having a transmission radius R and distributed over 3K =  different frequency bands 1 2,f f  and 

3f . Each frequency band has 1 2 3 4M M M= = =  spatially-disjointed PUs. However, PUs 

operating at different frequency bands could be spatially overlapped. The network consists also 

of 200N =  SUs that are uniformly distributed over the area with the assumption that 1 2,f f  
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and 3f  are close such that each SU has a transmission radius that is approximated as k or r=  for 

1,2k =  and 3 and let ro=0.5R. 

Two scenarios are considered to establish a communication path between any two arbitrary SU 

nodes. In the first scenario, which is termed single-band mode, the network computes the CNC 

for each frequency band kf  with 1,2k =  and 3, i.e., layer, independently and then the 

frequency band with the maximum CNC is selected to establish a communication link. 

In the second scenario, which is termed multi-band mode, each SU node selects which 

frequency band *
kf will be utilized to send its data to the neighbor node. The frequency band 

*
kf  is simply the frequency associated with the PU that has the smallest activity factor affecting 

the link. In this case a typical path would consist of different frequencies. This allows a higher 

connectivity but also requires spectrum sensing information of the entire available band. 

In this simulation, the activity factors of the first layer operating at 1f  varies as 1 {0, ,1},mAF =   

with {1, , 4}m = 
, simultaneously for the 1 4M =  PUs operating at this band. However, the 

other two frequency bands PUs are fixed as 2 0.3mAF =  and 2 0.5mAF =  with {1, , 4}m =  . As 

shown in Figure  4.8, the POFR for SUs operating at 1f  decreases as the PUs' activity factor 

increases. As expected the POFR for SUs operating at 2f or 3f  in single-band mode is constant 

independent of 1mAF  and the latter is smaller since 3 2m mAF AF> . Note that POFR for a multi-

band system, which uses links subjected to minimum activity factor in all bands, is shown to be 

better than POFR for any single band mode. It is also decreases as the 1AF  increases. 
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Figure  4.8: POFR in a multi-band CRN versus single-band PU activity factor. 

Figure  4.9 presents the network connectivity using the natural connectivity metric where both 

single-band and multi-band modes are analyzed. As the activity factor of the 1f  layer increases, 

the CNC for SUs operating at 1f  decreases, and the CNC for SUs operating in the multi-band 

mode decreases as well. Both Figure  4.8 and Figure  4.9 which have the same monotonic 

decreasing behavior show that the MBCNC metric is an adequate measure for cognitive 

network connectivity. Note that MBCNC has a significant computational complexity reduction 

compared to POFR. Quantitatively, the average execution time for the MBCNC metric in this 

simulation is approximately 0.02=  of the average execution time for the POFR metric. 
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Figure  4.9: MBCNC versus PU activity factor in multi-band CRN 

MBCNC and PUs Layers Transmission radius 

Consider the cognitive network presented in the above example with network area 5 5R R×  and 

M=12 PUs divided into 3 layers, each having 4 PUs with frequency bands 1 2,f f  and 3f . In this 

example different frequency bands are considered as 1 2 3f f f< < . In this case the PUs 

transmission radius in each frequency band is assumed as follows, 1R R=  for all PUs in 1f , 

2 0.9R R= , and 3 0.85R R=  for 2f  and 3f  respectively. The PU's activity factor is kept fixed for 

all the 12 PUs as 0.5AF = . Figure  4.10 presents the MBCNC metric versus the number of SUs 

nodes in the network. As shown, in single-band mode when all SUs utilize 3f  where the 
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corresponding PUs have the smallest transmission radius, higher network connectivity is 

achieved compared with SUs layers using either 1f  or 2f  since 1R  and 2R  are greater than 3R . 

As expected, the largest network connectivity is achieved when the multi-band mode is 

considered where each SU chose the best available link among the three frequency bands. 

 

Figure  4.10: MBCNC vs. the number of SUs with fixed Activity factors 0.5AF =  and different PUs radii 

MBCNC Averaged Over Random AF Realizations 

Consider the network described above. In this section each PU among the 12 PUs is assigned a 

random value for the activity factor {0, ,1}mkAF ∈  . Both the single-band (CNC) and the multi-

band (MBCNC) metrics are computed and averaged over 100 iterations. The metric is presented 
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in Figure  4.11 versus the number of SUs. As shown, the connectivity is approximately the same 

for the three frequencies 1 2,f f  and 3f  (single-band mode) since the three layers have identical 

parameters and hence an identical behavior when averaged over the random activity factor 

realizations. 

 

Figure  4.11: MBCNC for the single-band and multi-band CRNs vs. the number of SUs averaged over 
random AFs realizations. 

MBCNC and SU Transmission Radius 

Consider the network described above. In this section each PU among the 12 PUs is assigned a 

random value for the activity factor {0, ,1}mkAF ∈  . In this section the effect of or  on MBCNC is 

investigated. It is assumed that the transmission range of all SUs in the three frequency bands is 
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fixed to or . The MBCNC metric is computed at each radius {0.15, ,1}or R∈   and averaged over 

50 iterations where all activity factors are set to random value [0,1]∈ for each realization.. 

 

Figure  4.12: MBCNC for the single-band and multi-band CRNs versus the normalized SU transmission 
radius ro/R averaged over AFs realizations. 

The result is shown in Figure  4.12 where the three frequency bands deliver an identical 

performance. Clearly the multi-band mode has a higher connectivity compared to the single-

band mode. In this example or  can represent the power allocated to each SU node. As or  

increases, more nodes are connected and hence the network connectivity increases as shown 

in Figure  4.12. 
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The Convexity of MBCNC 

Finally, we discuss the convexity of the CNC metric in the multi-band hybrid scenario. Due to 

the display limitations, we will consider two frequency band 1f  and 2f  each has 4 PUs. Figure 

 4.13 presents a 3-D plot of the MBCNC metric for the multi-band scenarios. As AF  increases, 

the network's MBCNC decreases. Note that for a given activity factor 1AF , the MBCNC is 

monotonically decreasing with 2AF  and vice versa when 2AF  is fixed. 

 

Figure  4.13: A 3-D plot of the MBCNC for the multi-band scenario vs. AF1 and AF2 
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4.4 Conclusion 

In this chapter, we started by analyzing the connectivity of a practical CRN scenario, i.e. dual 

band capable cognitive radio networks. In such a scenario, the cognitive radio nodes have the 

capability of falling back to an unlicensed spectrum band (f2) when they cannot access the 

primary spectrum band (f1). We proposed two strategies to select routes which maximize the 

network connectivity, namely, single-frequency routing (SFR) and dual-frequency routing (DFR). 

We showed that dual-band CRNs deploying DFR will offer a slightly better connectivity than 

those deploying SFR. CRNs with better connectivity will be able to guarantee acceptable QoS 

and seamless communications to their CR nodes. 

Next, we showed that the CNC metric can efficiently be utilized in the design of Dual-band 

cognitive radio networks, where it provides information on how a frequency-assignment 

scenario can be selected to maximize the resulting cognitive network connectivity. 

Finally, we proposed an extension to the CNC metric for multi-band CRNs. It is shown that the 

metric is convex in the activity factors of the primary users. The proposed connectivity metric 

provides a simple and robust method to determine the cognitive radio network connectivity 

under various network scenarios. The proposed metric is a useful tool that can be used in 

studying the effect of different network parameters on the connectivity of cognitive networks 

and in designing CRNs routing algorithms. 
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Chapter 5  

A Reduced Search Space Routing Algorithm for Large-

Scale Cognitive Radio Networks 

5.1 Introduction 

Large-scale wireless networks have been an interesting area of research for the past decade, 

specifically since the appearance of the work of Gupta and Kumar [GUP-00] on the scalability of 

large-scale sensor networks. Many applications have been envisioned such as industrial 

monitoring, large scale disaster relief operations [UCH-12], large scale sensor networks, and 

high density mesh networks. 

The high demand for wireless services and the limitations of the traditional large-scale 

networks have paved the road for a new area of research for large-scale networks using 

cognitive radio technology to enhance the system’s performance and heighten its adaptability 

to the surrounding environment [LU-12]. 

Large-scale CRNs are characterized by a couple of special traits that can differentiate them from 

regular CRNs. First, they have a high SU node density. This implies that the complexity of the 

routing algorithm is significantly higher than the regular CRNs. For example, applying the 

Dijkstra's algorithm to find the optimal route in N nodes network, with a complexity of order
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2( )N , would highly increase the routing selection time which could lead to the loss of the 

available spectrum opportunity. Second, the high node degree increases the number of 

possibilities for a given node to choose the next hop node, leading to a high computational 

complexity. Third, due to the high node density, the link availabilities of neighbor nodes are 

highly correlated. These challenges require a new routing algorithm specially designed for 

large-scale CRNs which is both fast and efficient. 

In this chapter, the problem of finding the shortest route between a source and a destination in 

a large-scale wireless ad hoc network is investigated. A novel and efficient technique to reduce 

the network search space size based on nodes location information is developed. Following the 

proposed technique, it is shown that the route found within the reduced search space has the 

same (or nearly the same) number of hops as that obtained when solving the problem 

considering the large-scale network as the number of nodes increases. Furthermore, the 

proposed technique provides a significant complexity reduction. The proposed algorithm is also 

applied to cognitive radio networks to analyze route throughput. Compared to the average link 

throughput obtained via solving the large-scale network, negligible throughput degradation is 

noticed and a remarkable complexity reduction is obtained. Finally, the analysis of the 

proposed algorithm using the similarity between the shortest path algorithm and the greedy 

forwarding algorithm is presented. 

5.2 System Model and Performance Metrics 

We adopt a two-dimensional network model, where N  cognitive radio SU nodes are randomly 

distributed on a square area of size L L×  following a uniform distribution in both x  and y  
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directions. The PU transmitters are distributed in a non-overlapping fashion. We can assume, 

without loss of generality, that they operate using the same frequency. A disc propagation 

model is assumed such that R  and or  are the transmission ranges of the PU transmitter and CR 

nodes respectively. We assume a two state PU that operates according to a Markov chain such 

that q  is the probability of an off channel. 

As discussed in Chapter 2, routing metrics for CRNs can be classified according to the 

performance measure it aims to optimize. These performance measures include: end-to-end 

throughput, delay, interference, and route availability. Some routing metrics are designed 

mainly to optimize only one performance measure while others are designed to find a balance 

between some or all of these measures according to system application. In this chapter we are 

focusing on the design of a fast and efficient routing algorithm for large-scale CRNs. We will use 

the Expected Transmission Count (ETX) metric as an example. Any other routing metric, 

especially delay-based metrics, can be also used with either no or minor modifications to the 

proposed algorithm. 

ETX is one of the early adapted metrics specially designed for ad hoc networks. It started with 

the observation that minimal hop count is not optimal for wireless networks. The metric is 

based on the channel loss ratio. It aims to predict the number of transmissions required to send 

a packet over a link. Let q  be the expected delivery ratio, the likelihood that a packet arrives 

can be defined as 1/ETX q= . ETX can be easily adapted in the CRN's environment by assigning 

q  as the probability of a channel to be vacant.  
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5.3 A Reduced Complexity Routing Algorithm for Large-Scale CRNs 

Large-scale CRNs require new routing algorithms specially designed for those networks that are 

both fast and efficient. The assumption that each node has full spectrum knowledge is not 

feasible in large-scale CRNs because of scalability issues. In [LI-10], the authors used the idea of 

reducing the network size from N  to n  where n N  such that it reduces the routing 

complexity, e.g., 2( )N  when using Dijkstra's algorithm. The idea is based on reducing the 

network size using clustering techniques. While this method is efficient in the case of large-

scale ad hoc networks, it is not adequate for cognitive radio large-scale networks since the 

clustering technique depends on the channel parameters, i.e., channel availability, which is 

time variable in the case of CRN. 

To develop a routing algorithm for large scale networks, two approaches can be used to reduce 

the network search space from N  to n  nodes. The first approach can be summarized as 

follows: 

1. Find the minimum hop path between a source S and a destination D using the Dijkstra's 

algorithm while the PU activity is off. 

2. For each node in the obtained route, consider all neighbors within one hop from each 

node to construct a sub-network of n  nodes. For the n  nodes network assign a weight 

for each link based on the PU activity factor, i.e., link availability according to the ETX 

metric for every channel state. 

3. The shortest path is computed depending on the PU activity. 
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The main drawback of this method is that in the initialization stage the search is performed 

within the full network size N . For large-scale networks this is a time-consuming process, 

where the number of nodes ranges between hundreds and thousands of CR nodes. 

Furthermore, the initialization stage requires a full knowledge of the network topology which 

requires a large amount of spectrum sensing data exchanges between nodes. 

The second approach is to develop a method to estimate the sub-nodes without the need to 

search the entire network for the shortest path between S-D. The proposed algorithm relies on 

the observation that the number of nodes in the CRN increases, while the asymptotic behavior 

of the shortest path between a source S and a destination D tends to be closer to the direct line 

that is geometrically connecting S and D in the two-dimensional space 2.  This observation will 

also be interpreted later in the simulations section. 

To further illustrate the previous observation, assume a square network area of side 6 units, 

with { }50,100,...,300N ∈  nodes, each with a transmission range 1or =  unit. For each network 

realization, a random S D−  pair is selected and the shortest path with the minimum number of 

hops{ }1,.., ,...,i kL L L between S D−  is calculated. Let us define ,S DP  as the maximum 

displacement distance between the selected route and the line connecting S D− . Figure  5.1 

shows the Cumulative Distribution Function (CDF) of the maximum perpendicular displacement 

distance ,S DP  for different network sizes. Figure  5.2 shows the probability that the distance 

between any node on the selected route and the S D−  line is less than ro. It is noticed that as 

N  increases, the probability that the shortest path lies closer to the S D−  line increases. For 

100N = , the 91%,CDF =  and for 300N = , the 96%CDF = . 
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Figure  5.1: CDF of the maximum perpendicular distance PS,D for different network sizes N 

 

Figure  5.2: The probability that the distance between any node on the selected route and the S-D line is 
less than r versus network size N 
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The previous example shows that as N increases, the shortest path between S-D tends to be 

closer to the connecting line. This finding will be discussed further in the analysis section. 

The proposed algorithm can be summarized as follows: 

1. Using the S,D location information, find the length of the line connecting S and D (LSD). 

2. Draw a rectangular of dimensions 02SDL r×  as shown in Figure  5.3. 

3. Construct a subset ψ  from the nodes inside the rectangular and use it to construct a 

sub-graph Gψ   

4. Apply the ETX metric to Gψ  to find the shortest path between S-D. 

5. Repeat 4 if the PUs activity factors are changed. 

 

 

Figure  5.3: The subset ψ  of position-based selected nodes 
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5.4 Simulation Results 

Consider a network of N  nodes (secondary users) uniformly distributed over a square region 

of area A L L= ×  where L  is the side length. Let 0r  denote the communication radius of each 

user. In order to reduce the size and hence the complexity of the source-destination route 

finding problem, a new subset of nodes ψ  is created. This subset contains the nodes belonging 

to a rectangular of dimensions 02SDL r×  where SDL  is the distance between the source node S  

and the destination node D . Figure  5.3 presents a simple illustrative diagram for the subset ψ  

along with solving a route finding problem within ψ  between a randomly chosen source and 

destination.  

In this section, the robustness of the proposed method in terms of the probability that the 

minimum hops route lies within the set ψ  is analyzed. Consider a network of size N  with each 

node being connected to its neighbor if they are within a distance 0r . Each edge weight is set to 

unity. For a given network realization with N  nodes, the shortest path between a source S  and 

a destination D  is found using Dijkstra's algorithm. Let NH  represent the number of hops 

counted in the shortest path. 

In order to reduce the problem size, consider a subset ψ  that consists of nodes within the area 

02SDL r×  as shown in Figure  5.3. Let nψ  represent the number of nodes in ψ . The shortest path 

between S  and D  using ψ  is obtained using Dijkstra's algorithm. Let nH
ψ

 represent the 

shortest path length, in hops, found in ψ . The robustness of considering nψ  instead of N, to 
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find the shortest path, can be measured by the probability of finding a route within ψ  that has 

the same number of hops as that obtained when solving the complete network. 

Mathematically, this measure can be presented by (5.1)  

 ( )nH NP Prob. H H
ψ

= =   (5.1) 

In order to illustrate the behavior of HP  versus a different number of network size N , let 

0rδ α=  represent a variable side-length of the rectangular representing ψ  with 0α > . The 

probability HP  versus the total number of nodes N is shown in Figure  5.4 with 

0 0 0{0.75 , ,1.25 }r r rδ ∈ . 

 

Figure  5.4: The probability that the shortest path, with n NH H
ψ
=  lies within ψ  versus a different 

number of network size N   
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As shown when N  increases and for a given δ , with high probability that a route within ψ  

having NH  hops exists. Furthermore, for a given N, increasing the physical size of ψ , and hence 

nψ , increases the probability that a route exists within ψ  that has NH  hops. For example, with 

N=200 and 0rδ = , the shortest path of NH  hops lies within ψ  with probability 0.95HP =  and 

as N  increases this probability approaches one. 

Although the probability of successfully finding a minimum hops route within ψ  is important, 

the size of the search space has a significant impact on the shortest path computation time.  

 

Figure  5.5: The ratio between the number of nodes in ψ  and the total number of network nodes 

/n Nψ  
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Figure  5.5 presents the ratio between nψ  and N  for different values of δ . As shown, when 

0rδ =  and over a wide range of {100,125, ,300}N ∈ 
, the number of nodes within ψ  to the 

total network node, /n Nψ  varies approximately from 0.19 to 0.16 indicating a significant 

reduction in the problem size. Furthermore, a tradeoff between the probability of finding the 

shortest path and the number of nodes nψ  exists. In particular, from Figure  5.5 and when 

N=200 as δ  increases from ro to 1.25ro the ratio /n Nψ  increases approximately from 0.17 to 

0.21 leading to a higher computational complexity. On the other hand, the probability of finding 

the shortest path in ψ  increases from 0.95 to 0.97, for N=200 as shown in Figure  5.4. 

In this section, the proposed location-based technique developed above to form the subset ψ  

will be applied to the routing problem in cognitive radio networks. The network consists of N  

secondary users uniformly distributed over an area of A L L= ×  centered at the origin with 0r  

representing the radius of communication for each user, and let 6 oL r= . Four primary users 

iPU  with 1, , 4i =   are located at the points ( / 4, / 4)L L± ±  with radius of communication 

/ 4L  and equal users activity factors 0.6iAF =  for 1, , 4i = 
. A node i  is connected to a node 

j  if their inner distance is less than 0r . The weight of each edge in the network represents the 

delay encountered by the link. The delay represents the time required for packet 

retransmission which is inversely proportional to link availability. An edge affected by the 

primary user iPU  has a delay of
1

(1 )iAF−
, while an edge crossing the border of two primary 

users i  and j  assigned a delay 
1 1

(1 ) (1 )i jAF AF− −
. 
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After establishing the network edge weights, Dijkstra's algorithm is utilized to solve the N  

nodes problem for the shortest path, minimum delay, route between a randomly chosen source 

and destination. Assuming that all links communicate at the same data rate, the route 

throughput, NT , is determined as the inverse of the total delay associated with the path. The 

same procedure is repeated while considering the subset ψ  which is formed using the position-

based algorithm described above. The throughput of the shortest path route found within ψ  

and denoted Tψ  is computed also as the inverse of the route delay. For the sake of comparison, 

the throughput Tψ  is normalized to NT  in order to realize the gain in throughput achieved 

when reducing the search space to ψ  as 

 100%.
N

T
T

T
ψ= ×   (5.2) 

 

Figure  5.6: The percentage ratio of throughput calculated using nψ  nodes and N nodes. 
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As shown in Figure  5.6, when 100N =  approximately 70%T =  of the throughput can be 

achieved when applying the proposed technique within .ψ However, when N increases, and 

approaches large-scale network, the ratio increases. Quantitatively, when N=250 approximately 

99%T =  of the throughput obtained when solving the large network can be obtained when 

reducing the search space within .ψ  

5.5 Geometrical analysis of the shortest Path Routing Algorithm 

In this section we analyze the shortest path routing algorithm. Due to the similarity between 

the shortest path algorithm and the greedy forwarding algorithm analysis in [SRI-10], the 

analysis of the greedy forwarding algorithm will be used to study the behavior of the shortest 

path routing algorithm in location-based routing protocols.  

Node Distributions 

In wireless networks, the knowledge of inter-node distributions is essential from many points 

including protocol design and performance evaluation. Typically, it is assumed that nodes are 

distributed as a stationary Poisson Point Process (PPP). For a PPP network of density λ, the 

number of nodes in any given set Q  of size Q  is a Poisson random variable with mean Qλ , 

and the numbers of nodes in disjointed sets are independent. While this assumption is a good 

approximation for the sake of analytical convenience, it suffers from certain shortcomings. 

Practical networks differ from Poisson networks in certain aspects. First, networks consist of a 

finite number of nodes in a given area. In this case, the nodal arrangement is a Binomial Point 

Process (BPP). Second, since the area or volume of deployment is necessarily finite then the 
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edge effect problem is present and the point process formed is non-stationary. This means that 

the network characteristics, as seen from a node’s perspective, are not the same for all nodes. 

Third, the numbers of nodes in disjointed sets are not independent. 

A BPP Ω  is formed as a result of independently and uniformly distributing N  points in a 

compact set W . For any set Q , the number of points in S , i.e., ( )QΩ , is binomial ( ),N p with 

p Q W W= ∩ . By this property, the number of nodes in disjointed sets is joined via a 

multinomial distribution. Accordingly, for disjointed sets { }1 2, , , NQ Q Q  and 
1

k
ii

n n
=

=∑ , we 

have 

 ( ) ( )( ) 1
1 1

1

!
Pr , ,

!

ik n

i
k k k n

ii

n Q W W
Q n Q n

n W
=

=

∩
Ω = Ω = = ∏

∏
   (5.3) 

If the number of nodes is known, the PPP realization may have more nodes than the actual 

number of nodes deployed or no nodes at all if the number of nodes is small. The PPP is clearly 

an inaccurate model when the number of nodes is known. Also, the independence of the 

number of nodes in disjointed areas assumption is an impractical assumption. These remarks 

motivated the need to study and accurately characterize finite uniformly random network, as in 

[SRI-10], using the BPP. The BPP model can also be applied to studying many different realistic 

networks such as mobile ad hoc and sensor networks and wireless networks with 

infrastructure. 

In [SRI-10], the distribution of the Euclidean distance to the thn nearest point from an arbitrary 

reference point is studied for a d-dimensional isotropic BPP. Consider the BPP Ω  with N  points 

uniformly randomly distributed in a compact set dW ⊂  . Let nR  denote the random variable 
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representing the Euclidean distance from an arbitrary reference point x  to the thn nearest 

node of the BPP, and let ( ),db x r  denote the d-dimensional ball of radius r  centered at x  as in 

Figure  5.7. 

 

Figure  5.7: A BPP with N = 20 points in an arbitrary compact set W.  

 
The CDF of nR  is the probability that there are less than n  points in ( ),db x r  

 ( ) ( )
1

0
1 , 0

n

n
N kk

R
k

N
F r p r R

k
p

−
−

=

 
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

=


− ≤ ≤∑   (5.4) 

Where  

 
( ),db x r W

p
W

∩
=   (5.5) 
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Greedy Forwarding Protocol 

This protocol maximizes the expected progress of a packet toward its destination. There is a 

high similarity between the shortest path algorithm and the greedy forwarding routing 

algorithm. The results developed in this section will be used to study the Shortest path 

algorithm in the next section. 

Consider a network with N  nodes, each with a transmission range or , uniformly distributed in 

an area A . Assume that several packets need to be forwarded from a Source ( )S  to a 

destination node ( )D . The nodes adopt a greedy forwarding strategy in which each relay node 

iX  that gets a packet relays it to its farthest neighbor in a sector of angle [ ]0φ φ π∈ ≤ ≤ , i.e. 

along / 2φ±  around the iX D−  axis as in Figure  5.8. 

 

Figure  5.8: Greedy forwarding protocol. 

For a large φ , the direction of the farthest neighbor in the sector may be off the iX D−  axis, 

while for a small φ , there may not be enough nodes inside the sector. There is an optimum φ  

that maximizes the expected progress of packets toward D . 
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A similar problem is studied in [BAC-06] for an interference-limited PPP, in which the authors 

evaluate the optimal density of transmitters that maximizes the expected progress of a packet. 

In [HAE-05a], the energy required to deliver a packet over a certain distance for various routing 

strategies in a PPP is calculated. In [TAK-84], the optimal transmission radius that maximizes the 

expected progress of a packet is determined for different transmission protocols in a PPP 

wireless network. 

Following the analysis in [SRI-10], let us define three quantities for each hop on the path 

between S and D: x  as the link length, x′ as the projection of the link x  on the S-D line, and 

x′′  as the vertical displacement per hop from the S-D line as in Figure  5.8. The mean distance to 

the farthest neighbor in the sector can be written as [SRI-10], 

 [ ] ( )
1

0

21
2 1

n
N kk

k

rkE
N

x p p
kk

−
−

=

 



−


=  +∑   (5.6)  

where 

 
2Node Transmission Area

Total Network Area
rp
A
φ

= =   (5.7) 

The expected progress of a packet is given by [SRI-10] as, 

 [ ] [ ] ( )cosE x E x E θ′ =      (5.8) 

Where θ is uniformly distributed over [ ]/ 2, / 2φ φ− . The expected packet progress can be expressed 

as  

 [ ] ( )
1

0

2 2sin 1
2 2 1

n
N kk

k

N rkE p p
k

x
k

φ
φ

−
−

=

 
 
 

 ′ ≤ −  + 
∑   (5.9) 
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The expected vertical displacement per hop [ ]( )E x′′  can be approximated as 

 [ ] [ ]( ) [ ]( )2 2
E x E x E x′′ ′= −   (5.10) 

Now, we move forward to evaluate the expected maximum distance between any node on the 

selected route and the S D−  line. First, the Expected distance between two arbitrary nodes 

inside a rectangular area of sides a  and b  is analyzed in [PHI-07] as 

 

2 2 2 2

2 2

3 3 2 2
2 2

2 2 2 2

, ln 1 ln 1
6 6

1 3
15

a b b b a aE S D
b a a a b b

b a a b a b
a b b a

   
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   
  

+ + + − − +  
  

  (5.11) 

For the special case of a b= , this is reduced to 

 ( ) ( )1 1, ln 1 2 2 2
3 15

0.5214

E S D a

a

   = + + +    
≈

  (5.12) 

The maximum distance between a node on the selected route and the S-D line, i.e. the worst 

case scenario, will occur when the first / 2m  links are at 45o  away from the S-D line and the 

next / 2m  links are at 4π  toward the S-D line. For a network of size 2A a= , the expected 

number of hops between S  and D  can be approximated by 

 
[ ] [ ]
, 0.5214

ave

E S D aHops
E x E x
  = =

′ ′
  (5.13) 

Let us define ,S DP  as the maximum perpendicular displacement distance between the selected 

route and the line connecting S  and D . The expected maximum perpendicular displacement 

can be expressed as 
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  (5.14) 

To further understand the previous results, consider a square area network of side length equal 

to 6 units, with { }50,100,...,300N ∈  nodes, each with a transmission range 1r =  unit, and let 

the greedy forwarding angle φ  vary from 0 φ π≤ ≤ . Figure  5.9 shows that the expected packet 

progress [ ]E x′  sharply increases as the forwarding angle φ increases until it reaches a 

maximum *
Nφ  after which the expected packet progress [ ]E x′  slightly decreases. It is noticed 

that each network size N  has a different optimum *
Nφ  and as N  increases, the *

Nφ  angle 

decreases. 

Figure  5.10 shows the optimum Expected Packet Progress [ ]*E x′  versus the network size N . It 

is noticed that as N  increases, i.e. the node density increases, the optimum Expected Packet 

Progress [ ]*E x′ increases and approaches or . This happens because as N  increases, the 

optimum forwarding angle *
Nφ  decreases and the route gets closer to the S D−  line. 
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Figure  5.9: Expected Packet Progress [ ]E x′  versus the forwarding angle φ  for different values of N . 

The circular markers, mark the optimum forwarding angle *
Nφ  for each network size. 

 

Figure  5.10: Optimum Expected Packet Progress [ ]*E x′ versus the network size N . 
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Figure  5.11: Expected Farthest node distance [ ]E x versus forwarding angle φ  for different network 
sizes N . 

Figure  5.11 shows the expected farthest node distance [ ]E x  versus the forwarding angle φ  for 

different network sizes N . [ ]E x  increases as the forwarding angle increases.  

Figure  5.12 shows the optimum farthest node distance [ ]*E x , for different network sizes N . 

For larger N , [ ]*E x approaches or .  

Figure  5.13 shows the optimum expected vertical displacement per hop [ ]*E x′′  versus the 

network size N . It is clear that as N increases, the [ ]*E x′′  decrease. This shows that the routes’ 

node spread from the S D−  line is decreased.  
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Figure  5.12: Optimum farthest node distance [ ]*E x versus the network size N . 

 
Figure  5.13: Optimum Expected vertical displacement per hop [ ]*E x′′  versus the network size N . 
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Detailed Analysis of the Shortest Path Routing Algorithm 

A shortest path route of m  links (hops) { }1,.., ,...,i mL L L  is formed between ,  S D  using 

Dijkstra’s algorithm. Let us define ,S DL  as the Euclidean distance between S  and D . Let iL  

be the Euclidean length of the thi  link on the shortest path between ,  S D . 

Following the same notation used to analyze the greedy forwarding algorithm, let iL′ be the 

length of the projected link iL  on S D− , and let iL′′  be the perpendicular displacement from 

S D−  per hop.  

To evaluate the performance of the shortest path routing algorithm and compare it to the 

results of the greedy forwarding algorithm discussed in the previous section, the following 

simulation was conducted using the same parameters used in the previous section. Assume a 

rectangular network area of side 6 units, with { }50,100,...,300N ∈  nodes, each with a 

transmission range 1or =  unit. For each network realization, a random S  and D  are selected 

and the shortest path with the minimum number of hops{ }1,.., ,...,i mL L L between S D−  is 

calculated. 

Figure  5.14 shows the probability density function of iL  for different network sizes. It is 

noticed that the peak of the PDF is close to the value of the nodes’ transmission range or . 
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Figure  5.14: The probability density function of the link lengths iL  for different network sizes N . 

 

Figure  5.15: Mean link length, mean projected path length, and mean perpendicular displacement per 
hop versus the network size. 
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Figure  5.15 shows the mean link length iE L   , the mean projected path length iE L′   , and 

the mean perpendicular displacement per hop iE L′′    versus different network size. The 

mean link length and the mean projected path length increase as the number of nodes 

increases, while the mean perpendicular displacement per hop decreases as N  increases. The 

shortest path algorithm follows the same trend as the greedy forwarding algorithm. 

 

Figure  5.16: Expected maximum perpendicular displacement for both the greedy routing algorithm and 
the shortest distance algorithm versus network size N. 

Figure  5.16 compares between the expected maximum perpendicular displacement for both 

the greedy routing algorithm and the shortest distance algorithm. For the greedy routing 

algorithm, equation (5.14) is used to evaluate the ,S DE P   , while the results from Figure  5.15 

are used to evaluate the ,S DE P    for the shortest path algorithm. 
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5.6 Conclusion 

In this chapter, the problem of finding efficient routes in a large-scale network was analyzed. 

We proposed a position-based routing algorithm that reduces the node search space. The 

location information is assumed to be shared between nodes and updated as needed. For 

large-scale networks, the proposed technique significantly reduces the problem complexity and 

provides negligible performance degradation when compared to the performance of the 

complete network search space. The algorithm’s performance was mathematically analyzed 

and compared to the greedy routing algorithm. The algorithm was then applied to cognitive 

radio networks to evaluate link throughput.  
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Chapter 6  

A Novel CNC-based Routing Protocol and Future 

Cognitive Radio Applications 

6.1 Cognitive Natural Connectivity-based Distributed Routing 

Protocol for CRNs 

6.1.1 Introduction 

A main challenge in designing routing protocols for cognitive radio networks is the balance 

between long term stability and short term performance measure such as the end-to-end 

delay. Recently various routing protocols have been proposed for CRNs, as discussed before in 

Chapter 2. Gymkhana [ABB-10] is a notable distributed connectivity-aware routing protocol 

which searches for stable routes in a given CRN using the second smallest eigenvalue of the 

Laplacian matrix, i.e. algebraic connectivity, as a measure of connectivity. 

In Chapters 3 and 4, we proposed new connectivity metrics for both single-band and multi-band 

cognitive radio networks. We also discussed the application of the CNC metric in designing 

centralized connectivity-aware routing algorithms for CRNs. In this section, we propose a 

distributed connectivity-aware routing algorithm for CRNs based on the CNC metric. 
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6.1.2 System model 

Consider the multi-hop cognitive radio network with M primary users and N secondary users 

(nodes) described in Section  4.3.1. Each node has the capability to setup a communication link 

with its neighbor nodes using one of K spectrum bands denoted 1{ , , }Kf f . Each SU has a 

transmission range of kr . Let kM  represent the number of PUs operating at the band kf  with 

a total number of PUs given by 
1

K

k
k

M M
=

=∑ . In this work it is assumed that the kM  PUs are 

spatially-disjointed for all {1, , }k K∈ 
 with transmission range ikR  for the thi  PU operating on 

the thk  frequency. Note that the transmission range of PUs and SUs is inversely proportional to 

the used frequency band. However, if adjacent frequencies are used then the effect of the 

frequency difference on the radius can be neglected. 

6.1.3 Cognitive Natural Connectivity Routing (CNCR) metric 

Selecting stable routes in CRNs can be a challenging task. For example, stable routes can be 

formed by avoiding routing packets through secondary nodes in areas affected by PUs activity. 

While this may be possible in some cases, it will highly increase the overall end-to-end delay. 

On the other hand, using the shortest hop route may also indicate that the route will be under 

the influence of many PUs and this will, again, increase the end-to-end delay.  

In this section we will use the Cognitive Natural Connectivity (CNC) metric to design a 

distributed routing protocol for multi-band, multi-PUs CRNs that maximizes the route stability 

and minimizes the end-to-end delay. 
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The proposed CNC based routing protocol consists of two main phases: a route discovery phase 

and a route evaluation phase. In the Route discovery phase, the protocol collects key 

information related to the nodes which could be used to form a route between a Source (S) and 

a Destination (D). In the route evaluation phase, the quality of the different candidate routes 

are evaluated using the CNC based routing metric. 

Each route consists of a source, a destination and a number of intermediate secondary nodes, 

each having access to K frequency bands. Each route can be expressed as a layered graph. The 

concept of layered graphs is discussed in detail in Section  2.6.1. In this layered graph, the 

number of layers is set to be equal to the number of the available frequency channels. For any 

layer, a horizontal edge between node i and node i+1 indicates that the two nodes can 

communicate over the given frequency. The associated weights on the horizontal edges are the 

PUs availability values. The vertical edge indicates that a node can switch between different 

frequencies. 

For a given S-D path, let us define the Cognitive Natural Connectivity Routing metric (CNCR) for 

a path 𝑙 as follows: 

 spl
l

sp l

HCNCCNCR
CNC H

= ×   

where lCNC  is the cognitive natural connectivity metric of the path l  layered graph, spCNC  is 

the cognitive natural connectivity metric of the shortest path route layered graph, lH  is the 

hop-count of the path l , and spH  is the shortest path hop-count. 
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The proposed CNCR metric is a hybrid metric which attempts to balance between the long-term 

route stability and the short-term end-to-end delay requirements. If the shortest path route is 

affected by many PUs activities, then a more stable route *l but slightly longer, may be a better 

stable option than the shortest path route. The best case scenario is when the shortest path 

route is affected by the least PUs activities. 

6.1.4 A CNC based Routing Protocol for Multi-band CRNs 

The proposed routing protocol consists of two main phases: a route discovery phase and a 

route evaluation phase. The proposed protocol is based on the fact that each SU maintains a list 

of the PUs which are affected by using different means of spectrum sensing methods or 

spectrum database sharing schemes previously described in Chapter 2.  

The route discovery process is carried based on the AODV protocol. It starts with a route 

request (RREQ) broadcasted by the source to neighbors on each channel not affected by a PU 

activity and ends with a route set up after the reception of a route reply (RREP) from the 

destination. Each node returns a list of the available frequencies as well as the PUs affecting its 

transmission and their activity factors. 

In the route evaluation phase, a destination (D) uses the information contained in the received 

RREQs to classify paths on the basis of their CNCR metric and to select one of them for routing. 

The path selection is sent back with a Route Reply (RREP) packet on the reverse path toward 

the source (S). 
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6.1.5 Simulations 

To evaluate the proposed CNC based routing protocol, a discrete-time MATLAB simulation is 

developed. Consider M=12 PUs and N=100 SUs randomly distributed over a square area of 

500m X 500m. The 12 PUs are distributed over 3 frequency channels such that PUs in the same 

channel do not intersect. PUs follow an On-Off pattern with activity factors equal to

, 1,....,iAF i M= . A log-normal propagation model is used. The PU power levels are adjusted 

such that each has a transmission radius 1 2 380, 90, 100R R R= = = m for PUs operating on 

1 2, 3{ , }f f f  respectively. SU packet generation follows a Poisson distribution with a transmission 

rate equal to 1 Mbps. The SUs power level is adjusted such that each has a transmission radius 

of 50 m. SUs use a CSMA-based MAC protocol to access the channel. For each simulation, 10 

runs were conducted.  

In the following simulations, we compare the performance of our CNC-based routing protocol 

(CNCR) with both AODV and Gymkhana. AODV is based on the hop-count and Gymkhana is 

based on the algebraic connectivity 2λ . For the simplicity of presenting the results, we assume 

all PU Activity Factors are equal. 

In the first simulation, we compare the average SU throughput and the average end-to-end 

delay for different PU activity factors, for the three protocols. Source-Destination pairs were 

selected at random. Figure  6.1 shows the SU throughput, normalized to SU throughput for PU 

0AF = , for different PU activity factors. Figure  6.2 shows the end-to-end delay, normalized to 

the end-to-end delay for PU at 0AF = , for different PU activity factors.  
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Figure  6.1 shows that, for the three protocols, as the PU AF increases, the SU throughput 

decreases. Figure  6.2 shows that as the PU AF increases, the end-to-end delay increases. Since 

AODV relies only on the hop-count, AODV provides the lowest throughput and the highest 

delay between the three protocols. CNCR performs better than Gymkhana since it is designed 

to choose more stable routes with limited end-to-end delay. 

In the second simulation, we compare the average Secondary User throughput and end-to-end 

delay for a different number of active PUs, {6,9,12,15}M ∈ PUs equally distributed over 3 

frequencies, with constant 0.3AF = , for the three protocols. Figure  6.3 shows the SU 

throughput, normalized to SU throughput at 6M = , for a different number of PUs. Figure  6.4 

shows the end-to-end delay, normalized to SU throughput at 6M = , for a different number of 

PUs. 

Figure  6.3 shows that, for the three protocols, as the number of PUs increases, the SU 

throughput decreases. Figure  6.4 shows that as the number of PUs increases, the end-to-end 

delay increases. Again, since AODV relies only on the hop-count, AODV provides the lowest 

throughput and the highest delay between the three protocols. CNCR performs better than 

Gymkhana since it chooses more stable routes with limited end-to-end delay. 
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Figure  6.1: The effect of PU activity factor on the SU throughput 

 

Figure  6.2: The effect of PU activity factor on the SU end-to-end delay 
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Figure  6.3: The effect of the number of PUs on the SU throughput 

 
Figure  6.4: The effect of the number of PUs on the SU end-to-end delay 
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6.2 Cognitive Radio Wi-Fi Networks 

One of the promising applications of the cognitive radio technology is CR-based Wi-Fi networks. 

A wave of Wi-Fi standards are currently emerging including IEEE 802.11af, a standard for WLAN 

in TV white spaces, and IEEE 802.22, a standard for wireless regional area networks (WRAN) in 

TV white spaces. CR-based Wi-Fi networks enable: (1) increase in spectrum efficiency through 

better utilization of the current spectrum band usage, (2) increase in the network capacity by 

enabling access to more under-utilized spectrum bands. 

In this section, we will use a Wi-Fi based Cognitive Radio testbed named CORAL, to measure the 

interference in the 2.4 GHz ISM and to demonstrate the use of Cognitive Radio technology for 

Wi-Fi networks in the ISM band. This work could be extended in the future by using a testbed 

capable of accessing different spectrum bands, e.g. 700 MHz white spaces, 2.4 GHz and 5.1 GHz 

bands. 

6.2.1 Introduction to Cognitive Radio Testbeds 

Experiments in wireless networking in general, and in CRNs in particular, are inherently 

complex, typically time-consuming to set up, and hard to repeat by other researchers. For these 

reasons, simulation has been the methodology of choice for researchers in the wireless 

networking domain. However, there is a growing awareness of the fact that simulators make 

several simplifying assumptions to model many essential characteristics of real systems. This 

could lead to missing hidden interoperability problems or making poor performance 

assessment due to inaccurate models of user behavior (e.g. the statistical properties of the 
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traffic) and the characteristics of the space that the systems operate within, especially in a new 

research area like cognitive radio networks [PAW-11]. 

There are several cognitive radio testbeds that are available for researchers such as Universal 

Software Radio Peripheral (USRP) [ETT-14], COgnitive RAdio Learning (CORAL) [SYD-10], and 

others. A full list of the available CR testbeds can be found in [GUS-10]. They mainly differ in 

their operating frequency, computational complexity, and operation mode (stand-alone or PC 

based). 

6.2.2 COgnitive RAdio Learning (CORAL) Platform 

CORAL is a cognitive radio platform for research and commercial applications developed by the 

Communication Research Center (CRC) [SYD-10]. The radio is based on the IEEE 802.11 standard 

and operates in the ISM 2.4 and 5 GHz bands. The system consists of two elements: the physical 

radio interface, containing a modified Wi-Fi Router-radio called the WIFI-CR, and the network 

software, called the Cognitive Radio Network Management System (CR-NMS). The intelligence 

of the wireless network of Access Points (AP) and Client radios resides in the CR-NMS since it 

contains the cognitive control algorithms, the Cognitive Engine (CE), which manages the WIFI-

CR terminals. 

6.2.3 Testing Environment and Results 

A field measurement experiment was conducted at the Ottawa downtown area to measure the 

interference in the ISM band in an urban area. We used 16 Access Points (AP), placed according 

to Figure  6.5.  
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The experiment lasted for 6 hours including the lunch time to pick the maximum interference 

caused by microwave ovens. The output of the field test are two sets of databases, one with 

the Wi-Fi interference data and the other is the spectrum analyzer data both collected by the 

16 APs. The Wi-Fi interface database includes node ID, time, sensor MAC address, channel 

number, GPS location, source address, destination address, and other information. The 

spectrum analyzer data includes the interference level in dBm sampled each 200 mSec with a 

frequency resolution 1 MHz between 2.4 GHz and 2.5 GHz. 

 
Figure  6.5: Node placement map 

We also developed a MATLAB toolbox that we used to interact with the CORAL platform. The 

MATLAB toolbox has two main modules, an input interface module and an output interface 

module. The input interface is used to import the spectrum measurements from the CORAL 

hardware. The output interface is used to control the packet transmission parameters such as 

power level, channel frequency, rate, and packet type. 

Figure  6.6 shows a sample of the spectrum analyzer interference in the 2.4 GHz ISM band. The 

interference power levels are measured using the CORAL internal energy detector. 
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Figure  6.6: A 3-D representation of the spectrum analyzer data 

 

Figure  6.7: Threshold level vs. spectrum holes 
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Figure  6.7 shows the receiver’s characteristics curve. It gives the probability of finding a 

spectrum opportunity for a given detection threshold.  

One application of CRNs in Wi-Fi systems is a Wi-Fi network in which the existing Wi-Fi users are 

the PUs and the new nodes are the secondary cognitive nodes. This model can be applied in 

many applications where there are two levels of access priorities. For example, it could be 

applied in a first responders’ radio access network in which first responders own the spectrum 

access rights and have the highest priority while they allow the public to use their network 

when they are in an idle state. 

6.3 Conclusion 

In this chapter we proposed a distributed connectivity-aware routing protocol based on the 

CNC metric presented in Chapters 3 and 4. Using MATLAB simulations, the proposed protocol 

outperformed the Gymkhana and AODV protocols in both throughput and end-to-end delay. 

Next, a future application of CRNs in Wi-Fi networks was discussed. Finally, CORAL CR testbed 

was used to demonstrate some practical aspects of CRNs. 
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Chapter 7  

Conclusions and Future Research 

7.1 Concluding Remarks 

In this thesis, the routing problem in cognitive radio networks is studied with emphasis on 

connectivity-based routing algorithms. The limited available spectrum and the inefficiency in 

the spectrum usage necessitate a new communication paradigm shift from a fixed resources 

allocation model to a dynamic allocation model using the cognitive radio technology. The time-

varying nature of communications links in multi-hop CRNs creates a dependency between the 

CRN availability and the PU network activity factor. The connectivity of multi-hop CRNs has 

been studied for some special cases in the past.  

A new connectivity metric, named CNC, is developed as a tool to measure the network 

connectivity in CRNs. CNC metric was analyzed in both single and multi-Primary-user scenarios. 

Through the mathematical and numerical analysis presented, it is shown that the metric 

provides a qualitative, low numerical complexity, and a robust connectivity measure when 

compared to traditional connectivity.  

We analyzed the connectivity of a practical CRN scenario named dual band capable cognitive 

radio networks. We proposed two strategies to select the route which maximizes the network 

connectivity, namely, single-frequency routing and dual-frequency routing. We showed that 
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dual-band CRNs deploying DFR have a slightly better connectivity than those deploying SFR. 

Finally, we proposed an extension to the CNC metric for multi-band CRNs. 

We proposed a position-based routing algorithm for large scale CRNs which reduces the node 

search space. For large-scale networks, the proposed algorithm significantly reduces the 

problem complexity and provides negligible performance degradation when compared to the 

performance of the complete network search space. 

We proposed a distributed connectivity-aware routing protocol for Cognitive Radio Networks. 

The protocol is based on the Cognitive Natural Connectivity metric we developed in Chapters 3 

and 4. Finally, we demonstrated the main concept of Cognitive Wi-Fi networks using a Cognitive 

Radio testbed named CORAL.  
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7.2 Future Research 

Based on the investigations and findings in this thesis, there are several areas that can be 

considered for future research. These areas can be summarized as follows: 

• A hybrid routing algorithm for CRNs can be designed to address more than one routing 

metric at the same time. For example, it can address routing packets over highly stable 

routes while minimizing the consumed power per packet. 

• A hardware implementation of the cognitive solutions would provide significant insights 

into its performance and ways in which it can be improved. Deployments in several 

environments such as urban, rural, forests, etc. can illustrate the suitability of the 

proposed cognitive solutions for different applications. 

• Design delay-sensitive CRNs routing protocols for critical missions. A good application 

would be in the public safety applications as well as in disaster relief missions. 

• A cross-layer optimization analysis and protocol design would be a very interesting area 

of research as an extension to this work. Especially on how to couple MAC, routing, and 

transport layer protocols in order to maximize the CRN performance.  

• Extending this work to mobile CRNs especially for inter-vehicular communications. 
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Appendix A 

Derivations of Theorem 3.1 

( )f Δ  is a non-decreasing function when 0m∆ ≥   

Consider the derivative of ( )

1
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f eλ
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=∑ ΔΔ  with respect to m∆  as follows. 
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In the following, and for simplicity, A  and iλ  will be used instead of ( )A Δ  and ( )iλ Δ  

respectively. 

Let iv  represent the thi  eigenvector of A , i.e., 

 .i i iλ=Av v    

Taking the derivative of both sides and multiplying by T
iv , where ( )T⋅  is the transpose operator, 

results in [OVE-95] 
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Let /= ∂ ∂∆B A , then the ith and jth element of the symmetric matrix B  denoted as ijb  is given 

as, 
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In order to show that ( ) 0f∂ ∆
≥

∂∆
, it is sufficient to prove that 0i T

i k i
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eλ ≥∑ v B v  for any k . 

 

Assume that ( , ) ( , ) 1k km n n m= =B B  are the nonzero thm  and thn  element of the symmetric 

matrix kB  then, 
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where mw  is the thm  row vector of the V  and E  is a diagonal matrix defined as 

1diag( , , )Ne eλλ=E 
. Define a symmetric matrix EA  as 

 

 2 ,T
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then (A.4) can be written as 
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where ( , )E m nA  is the thm  and thn  element of the matrix EA . In order to prove the lemma, it is 

sufficient to show that ( , ) 0E m n ≥A . 

 

Staring from the eigenvalue decomposition of the adjacent matrix A  and for any positive 

integer 0r ≥  we have 
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Since 0≥A  is a nonnegative matrix, i.e., 0ija ≥ , then 
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Also since Λ  is a diagonal matrix and the summation is performed element-wise then, 
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Substituting (A-6) and (A-7) into (A-5) results in 

 0,T ≥V E V   (A.8) 

 equivalently, ( , ) 0E m n ≥A  and hence 
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Substituting back into (A.3) we get 
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Convexity of ( )f Δ   

A necessary and sufficient condition for the convexity of ( )f Δ  is the non-negativity of its 

second derivative, i.e., 
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For simplicity, in the following analysis f , iλ , and A  will be used instead of ( )f Δ , ( )iλ Δ , and 

( ))A Δ  respectively. 

The first and second derivative of ( )f Δ  with respect to m∆  are given as follows 
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and 
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Let iv  represent the thi  eigenvector of A , i.e. .i i iλ=Av v   

Taking the derivative of both sides and multiplying by T
iv , where ( )T⋅  is the transpose operator, 

results in [OVE-95] 

 .Ti
i i

m m

λ∂ ∂
=

∂∆ ∂∆
Av v   (A.11) 

One further step results in [OVE-95] 
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Note that 2 2/ 0m∂ ∂∆ =A . Substituting (A.11) and (A.12) into (A.10) results in 
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It is clear that the second term in the right hand side of the above equation is nonnegative since 
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thus ( )f Δ  is a convex function of m∆ . 
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Appendix B 

Confidence Intervals Computation 

A Confidence Interval (CI) is used to quantify the uncertainty in any collected sample of 

data. It is defined as the estimated range of values within which a generated data lies with a 

specified probability. Simulated results such as Route availability, end-to-end delay, and 

reliability are measured by taking the mean of a successive of n runs, with different simulation 

seed to ensure that there no correlation in the presented results. All simulation runs have the 

same environment (identical) although they are independent from each other. 

As an example, the result for the Route Availability (RA) is considered, where the n 

independent results are represented by RA1, RA2, · · ·, RAn where RAi represents the Route 

availability for a given SU network obtained from simulation run i. The mean of all the reliability 

simulation measurements is therefore given by 

 
1

1 n

i
i

RA RA
n =

= ∑   (B.1) 

However, the mean of the independent simulation runs RA provides a single numerical value 

for the estimate of the expected value of [ ] sE RA µ= . In order to evaluate the quality of the 

estimate provided by RA  for the simulation results, it is necessary to compute the variance 2
sσ

. The variance is given by the following equation 

 ( )22
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i

RA RA
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σ
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= −
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Small 2
sσ indicates that the results are tightly clustered around RA  and we can be confident the 

RA is close to the E[RA]. On the other hand, if 2
sσ  is large, the results are widely dispersed 

around RA  and we are less confident that RA  is close to E[RA]. Instead of seeking a single 

value to estimate the E[RA], we can specify an interval of values that is highly likely to contain 

the true value of the parameter. 

 

A probability of 1 sσ−  is defined, an interval ( ) ( ),  L RA U RA    is found such the probability is 

given by 

 [ ]( ) ( ) 0.95sP L RA U RAµ≤ ≤ =   (B.3) 

This interval contains the true value of the parameter with probability 0.95. Such an interval is a 

95% CI. 

Using Standard deviation and t-distribution table (since the number of measurements used is 

less than 30), the lower and upper limits of the CI are calculated using 

 ( )
0.05,

2 f sd
t

L RA RA
n

σ ×  = −   (B.4) 

 ( )
0.05,

2 f sd
t

U RA RA
n

σ ×  = +   (B.5) 

where n is the number of measurements, fd  is the degree of freedom and is equal to n−1, sσ  

is the standard deviation of the measurements. 
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