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Abstract

Many test selection methods have been developed for deriving tests when a system
specification is represented in the form of a Finite State Machine (FSM). The purpose of
these tests is to determine whether an implementation of the system conforms to (i.e. is
correct with respect to) its specification. In realistic applications, maintaining a system
modeled by a given specification machine involves modifying its specification as a result
of changes in the user requirements. Testing the whole system implementation after each
modification is considered expensive and time consuming. Therefore, it is important to
generate tests that would only test the modified parts of the implementation that
correspond to the modified parts of its specification. In the first part of this thesis, we
present test generation methods that select tests for testing the modified parts of the
system specification, in order to check that these modifications were cormrectly
implemented in the system implementation. These methods are based on well-known test

derivation methods called the W, Wp, HIS and distinguishing sequence methods.

As the purpose of conformance testing is to check whether an implementation conforms
to its specification, an interesting complementary problem is to locate the differences
between a specification and its implementation when the implementation is found to be
nonconforming. In the second part of this thesis, we consider a system consisting of two
communicating FSMs, called components. First, we show that it is not always possible to
locate a fault within the given system, once a fault has been detected in its

implementation (called System Under Test (SUT)). Accordingly, we present two new
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two-level approaches for fault localization within the given system. The first method
assumes that the SUT has a single fault in one of its components. Consequently, at the
first diagnostic level the methods decide whether it is possible to identify the faulty
component in the given system. If this is possible, the faulty component is identified, and
if desired, at the second level, the methods determine whether it is possible to locate the
fault within the faulty component. If that is possible, the methods provide additional test
cases to locate the fault. The second method considers the case when the SUT may have
multiple faults in at most one of its components. At the machine level diagnosis, the
method decides whether it is possible to identify the faulty component machine in the
given system, once faults have been detected in a system implementation. If this is
possible, it provides tests for identifying the faulty component machine, and if desired,
the method can be used to determine whether it is possible to locate the faults within the
faulty component. If that is possible, he method provides additional test cases to locate

the faults.
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1 Introduction

During the last 15 years, computer networks were subject to vast developments. Among
others, one major aspect of these developments was the development of
telecommunication networks. Roughly speaking, communication protocols are the rules
that govern the communication between the different components within a distributed
computer system [Boc94]. These components exchange information to provide certain
communication services to the user. As with other software systems, the development life
cycle of communication protocols encompasses different phases, such as functional
specification, design, verification, implementation, testing, and maintenance. Formal
Description Techniques (FDTs), such as LOTOS [ISO87a], ESTELLE [ISO87b] and
SDL [SDL87], have been proposed and/or adopted for the specification of
communication protocols. Formal verification and testing approaches have been also

developed based on such formal description techniques [Boc94] [Bri90].

A large number of communication protocols have been standardized by different
organizations such as ISO, ITU and IEEE. A protocol standard, in general, can lead to
different implementations, which necessitates the need for conformance testing of an
implementation to its standard [Boc94). It is now widely accepted that protocol
conformance testing is crucial to the achievement of the objective of Open Systems
Interconnection (OSI) [Ray87]. The Finite State Machine (FSM) is the mathematical
model that has been extensively used in the study of protocol conformance testing. This
model has been widely used in the phases of development of communication protocols
such as protocol specification and protocol conformance testing [Boc78]; [Yan95];
[Lee94]; [Ura92], [Sid89], etc.). Moreover, the FSM model has been used to describe a
specification of a system in diverse domains such as switching and telephony systems.
Extended FSMs are used as the semantic models for formal description techniques

[ISO87b), and SDL [SDL87] and also in UML Statecharts.



1.1 Scope and Objectives of the First Part of the Thesis

As conformance testing is an important step in the protocol development cycle, many test
selection methods have been developed for deriving tests when a system specification
and implementation are represented by FSMs (for surveys see [Sid89] and [Boc94]). The
purpose of these tests is to determine whether an implementation of the system conforms
to (i.e. is correct with respect to) its specification. Usually a conforming implementation
is required to have the same input/output behavior. As protocol implementations are
tested for conformance against the protocol specification, in addition, these
implementations are usually tested for properties not specified by the protocol. These
properties may include implementation-specific choices, robustness to user errors and
performance properties. This type of testing is called assessment testing [Boc94).
Moreover, there are other types of protocol testing, such as inter-operability testing
between different implementations of the same protocol, and quality of service testing
concerning specific performance questions [Boc94]. The research underlying the first

part of this thesis concerns conformance testing.

For conformance testing, the best known test derivation methods are called, W [Vas73],
[Cho78], partial W (Wp) [Fuj91], Unique-Input-Output (UIOv) [Vuo89], HIS [Pet93b]
and the Distinguishing Sequence (DS) methods [Hen64] [Gon70] [Ura97].

In the area of FSM-based test generation, a fault model serves as a basis for fault
coverage analysis [Cho78}[Vuo89][Fuj91]. In FSM-based testing, the fault types usually
considered are output faults (the output of a transition is wrong) or transfer faults (the
next state of a transition is wrong) [Boc92]. A test suite derived by each of the above
methods is considered complete since it detects all output and transfer faults of an
implementation under test provided an upper bound on the number of states of this

implementation is known.

In fact, the Wp, HIS, and UIOv methods are appropriate modifications of the W method

which has two-phases. Tests derived at the first phase check that each state presented in the



specification also exists in the implementation, while tests derived at the second phase check
all transitions of the implementation defined by the specification for correct output and final
state. States and transitions of the implementation are tested by means of input sequences
that distinguish states of the specification. The only difference between the above methods

is how such distinguishing sequences are selected.

When using the W, Wp and HIS methods, we are required to apply several input sequences
at certain states. Therefore, it is necessary to reach an appropriate state of the
implementation several times during the testing procedure. For this purpose, all the methods
assume that a reset operation, hereafter written as ‘r’, has been correctly implemented which
allows a safe return to the initial state of the implementation. This assumption is considered

reasonable for a large class of implementations, such as telecommunications software.

For testing implementations where no reset feature is assumed in the implementation, the
distinguishing sequence (DS) methods are used. Each of these methods generates a single
test sequence (derived from a given specification FSM) that is supposed to be applied to
the initial state of a given implementation to check its correctness. The applied test

sequence and its expected output response sequence form a so-called checking sequence.

The DS methods use a distinguishing sequence (DS) as a facility for state identification.
For a given FSM M with a distinguishing sequence, say D, all the states of M generate
different output sequences in response to D. It is known that a distinguishing sequence
may not exist for every FSM. Nevertheless, based on distinguishing sequences, a variety
of methods for the construction of checking sequences have been proposed in the
literature [Hen64][Gon70] [Ura97]. As stated previously, these DS methods generate a
single test sequence. Therefore, in order to test two transitions with the same starting
state, we need to ensure that this state is reached in the implementation before applying
the inputs of these two transitions. Accordingly, transfer sequences should be designed in
such a way that they can guarantee that the starting state is reached. Actually, the
methods proposed by Hennie [Hen64] and Gonenc [Gon70] differ in the way that such
transfer sequences are designed. Later in 1997, [Ura97] proposed a model that generates



short test sequences. Moreover, the proposed model is shown to include as special cases

the other two methods.

In realistic applications, during the implementation phase of a system modeled by a given
specification machine, designers usually implement incrementally the given system
specification. Moreover, during the maintenance phase, designers usually change the
specification of a given system due to changes in the users requirements or due to
changes in the system environment. For instance, a communication protocol may have to
be extended to incorporate new operations (behaviors) so that new services can be
provided to the users. Two approaches are possible for the generation of test suites for the
modified (incrementally developed, or changed) specification. The first one is to take the
modified specification as a new specification and apply a test case generation method to
this new specification. That is, to generate test cases that test the whole system
implementation after each modification. The second approach, which we call incremental
testing approach, is to generate tests that would only test the modified parts of the
implementation that correspond to the modified parts of its specification. The second
approach is more affective and less time consuming since it reuses the existing
unmodified parts of the given system. Thus, it can be used to reduce the development and
maintenance costs of such a system, which represents about two-thirds of the cost of
software production [Sch92].

1.1.1 Contributions of the First Part of the Thesis

In the first part of this thesis, we present incremental test generation methods (called
henceforth re-testing methods) that select tests (called re-tests) for testing the modified
parts of the system specification, in order to check that these modifications were correctly
implemented in the system implementation. Here we assume that the parts of the system
implementation that correspond to the unmodified parts of the system specification are
left intact. Moreover, we also reasonably assume that before modifying the system
specification, its implementation was tested and found conforming to this specification.
The re-testing methods are based on the W [Cho78]), Wp [Fuj91], HIS [Pet93b] and UIOv
[Vuo89] methods. Moreover, based on these methods, we present our DS based re-testing
methods.



We note that although the re-testing methods presented in this thesis are developed for
the FSM model, it is expected that they could be useful for the Labeled Transition System
(LTS) model as well, since testing approaches developed for FSMs have been
transformed for LTSs [Pet93a], [Tan95]. Here we note that the LTS model is based on
the formalism Calculus for Communication Systems CCS [Mil80] and Communicating
Sequential Processes CSP [Hoa85] and is the underlying model for the LOTOS language
[ISO87a].

Another foreseeable application of the re-testing methods is in testing of object-oriented
systems. In object-oriented systems, the components called objects are usually organized
into object classes. An object class is a set of objects, which are called its instances. An
object class definition specifies a set of allowable behaviors that each object instance in
that class may exhibit. Furthermore, the inheritance mechanism allows one to define a
new class (called subclass) from existing classes (called superclasses). A subclass can
inherit the bahaviors defined for its superclasses. Therefore, if objects of the superclasses
were already tested and found not faulty, the re-testing methods can be used to avoid

unnecessarily testing the inherited parts of subclass objects.
1.2 Scope and Objectives of the Second Part of the Thesis

While the purpose of conformance testing is to check out if an implementation is
different than its specification, an interesting complementary, yet more complex, step is
to locate the differences between a protocol specification and its implementation [Lee93].
A solution to this so-called diagnostic problem has various applications. For example, it
facilitates the job of correcting a protocol implementation so that it conforms to its

specification [Lee93].

In general, diagnostics can be classified into two classes. The first class, called
experimental diagnostics, is mainly used in Medicine [Sho76] and similar domains.

Therefore, experimental diagnostics are not covered in this thesis. Our main interest is



related to the second class of diagnostics, called diagnostics based on a model [Dav88]
[Kle87]. In this class of diagnostics is that it is necessary to know how the system or the
machine under test is supposed to work in order to be able to know why it is not working
correctly. Therefore, in model-based diagnostics, [Kle87] [Rei87], we assume the
availability of the real system (i.e, implementation) which can be observed, and its model

(i.e, specification) from which predictions can be made about its behavior.

Given a specification of a system and its implementation, observed input and output
sequences demonstrate a behavior of the system at hand while expected input and output
sequences, derived from the specification, tell us how the system at hand is supposed to
behave. Any difference between expectations and observations is a symptom that the
implementation at hand is faulty. In order to explain the observed symptoms, a diagnostic
process should be initiated. It consists mainly of performing the following two tasks: the

generation of fault candidates and the discrimination between candidates [Kle87].

In the software domain where a system may be represented by an FSM model, some
work has already been done for the diagnostic problem [Ghe92b][{Ghe92a][Ghe92d][Lee
93]. However, little work has been done for systems represented by two communicating

finite state machines (ComFSMs) [Ghe93a].

The underlying research of the second part of this thesis concerns the diagnosis of
systems represented by two communicating finite state machines. More specifically, we
consider a system consisting of two communicating FSMs, called components. The first
component (called the context machine) communicates with the environment and with
the other component (called the embedded machine). The interaction between the context
and the environment is assumed to be observable, while the interaction between the
context and the embedded components is assumed to be hidden or unobservable. The
previous work done on diagnosis for such a system [Ghe93a] assumes that one of the
implementation machines is faulty (has “up to” one output or transfer fault), and tries to
locate the faulty transition of the faulty machine. Unfortunately, it is not always possible

(as will be shown later) to locate the faulty machine in such a system. Therefore, one first



would like to decide if it is possible to locate the faulty machine (we call this problem
machine level diagnosis). If possible, further analysis can be done to locate the faulty

transition within that machine (we call this transition level diagnosis).

1.2.1 Contributions of the Second Part of the Thesis

In the second part of this thesis we first show that it is not always possible to locate the
faulty machine in a system of two ComFSMs. Moreover, we discuss the reasons behind
this observation. Based on these reasons we then propose a machine level diagnostic
method under the assumption of a single (output or transfer) fault in the implementation.
This method would decide if it possible to locate the faulty machine in a system of two
ComFSMs. If possible, it can go further and locate the faulty transition within the faulty
machine. Finally, we propose another machine level diagnostic approach for the case
where multiple output or transfer faults may occur in one of the system implementation
machines. As in the previous diagnostic method, the method enables us to decide whether
it is possible to identify the faulty machine in the system, once faults have been detected
in a system implementation. If this is possible, it also provides tests for identifying the

faulty component machine.
1.3 Organization of the Thesis

This thesis is organized as follows. Chapter 2 describes the FSM model and its related
definitions. Based on this model, Chapter 3 describes the problem of FSM based testing
and its related test generation methods, namely the W, Wp, HIS, UIOv, and the DS
methods. Chapter 4 includes the FSM based re-testing problem and includes our
proposed W based re-testing methods along with their related proofs and some
application examples. These methods were presented for the case when the
implementation is assumed to have the same number of states as the specification, and for
the case when the implementation has more states than its specification. The methods

presented for the former case were published in [EIf02] and were combined with the



methods of the latter case in order to be submitted for a journal publication. Furthermore,
Chapter 4 includes an analysis on the length of the re-testing test sequences and a
summary and a comparison with previous related research work. Furthermore, it includes
the DS based re-testing methods along with some application examples. Chapter 5
introduces the diagnostic problem and describes the behaviour a system represented as
two communicating FSMs. Moreover, it includes a summary of the previous research
work done for the diagnostic of such a system. Chapter 6 includes a method to solve the
diagnostic problem for the case where a single fault (output or transfer) may occur in the
system implementation along with some application examples [Elf99b]. Moreover, it
includes some related experiments and the complexity analysis of the proposed method.
Chapter 7 includes a method to solve the diagnostic problem for the case where multiple
output or transfer faults may occur in one of the system implementation machines
[Elf01]. Moreover, it includes some application examples and a section on the complexity
analysis of the proposed method. Chapter 8 concludes the thesis and includes our insights

for further research.



2 The FSM Model

The specification of a system in diverse areas such as switching systems, telephony
systems, communication protocols, lexical analysis, pattern matching, and machine
learning can be modeled by a deterministic Finite State Machine (FSM) [Hen64] [Gon70]
[Ura97]. In this chapter, we describe the FSM model and some related definitions to
provide the necessary background to the detailed material that follows in the following

chapters.

2.1 The FSM Model and its Related Definitions

A non-deterministic finite state machine is an initialized non-deterministic Mealy
machine which can be formally defined as follows. A non-deterministic finite state
machine (NDFSM) M is a 6-tuple M = (S, X, Y, h, DM, s1) (taken from [Pet93b]), where:

§ is a finite set of states, including a special state s| called the initial state,

X is a finite nonempty set of input symbols,

Y is a finite set of output symbols, including a special null symbol *-°,

Dy is a specification domain: Dy ¢ S x X, and

h is a behavior function: h : Dy — 2N where 2™ is the set of all subsets of the

set SxY. The behavior function defines the possible transitions of the machine. Given
present state s; and input symbol x, each pair (sj, y)€h(sj, x) represents a possible

transition to the next state sj with the output y.

A finite state machine M is said to be deterministic if for each pair sxe D, it holds that
lh(s.x) =1. In the deterministic FSM M instead of behavior function 2 we use two
functions. next-state (or transition) function & SxXX —S§ and output function 4: SXX —Y.
i.e. a deterministic FSM is a 7-tuple M = (S, X, Y, 8, A DM, s1). An FSM M is said to be
completely specified or simply a complete finite state machine, if for each input x € X,

there is a transition defined at each state of M i.e. if Dpg = § X X; otherwise, M is a said to
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be partially specified or simply a partial finite state machine. In the complete FSM, we
omit the specification domain Dpy, i.e. a complete deterministic FSM is a 6-tuple M = (S,

X.Y, 8 A s1) and a complete NDFSM is a 5-tuple M = (S. X, Y, h, s1).

We use as in [Fuj91] the notation “(s; -x/y-> sj)” to indicate that the FSM M at state s;

responds with an output y and makes the transition to the state sj when the input x is

applied. This is also may be written as a transition of the form s; ——~— s;. State s; is
said to be the head or starting state of the transition, while s; is said to be the tail or
ending state of the transition. An input (or output) sequence / (or 0O) is a suite of inputs x
(outputs y), which may be the empty sequence (€).We use *s; - / -> s;” to indicate that the
FSM M is originally in state s; and goes to state sj when an input sequence / is applied. In

this notation, only the reached state s; is relevant, the output sequence is ignored.

The above given model is the initialized FSM model which captures the fact that, in
practice, a system is often required to enter a particular state before doing anything
meaningful. That particular state is called the initial state of the FSM and the FSM is said
to be an initialized machine. By default, we assume throughout the thesis that the first
state, i.e. the state with subscript 1, of a given FSM is the initial state. To guarantee that
the system enters the initial state, a special reset function should be provided. In the FSM
model, this reset function is represented by a number of reset transitions. For any state of
the FSM, there is a transition leading from that state to the initial state. Such a transition
is executed when the special reset input, denoted as “r”, is applied. Since the purpose is
to bring the FSM into its initial state, the output of a reset transition is accordingly not

important and therefore is often assumed to be null (i.e. no output at all).

To simplify our discussions, we make several notational conventions here.
(1) Z* denotes the set of all words constructed using an alphabet X;
(2) IV represents the cardinality of set V, i.e. the number of elements in V;

(3) The symbol “€” denotes the empty word which consists of no elements at all; and
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(4) The dot symbol “.” denotes the concatenation operation of two words (or
sequences), i.e. “a.b” is a word obtained by appending word “b” to the end of word
“a”. However, this symbol is often omitted when no ambiguity arises. This operation
can be extended to the concatenation of a word a with a set of words V as follows:
aV={af |V}
Furthermore, this operation can also be extended to the concatenation of two sets of
words W and V as follows:
WV={aflaeWand eV}

Still further, if m is a positive integer and @ is a word, then @” represents the absolute
concatenation of a with itself for m times, i.e.
ad= aa-.a

—_—

m times
If m=0,then &" =¢.
If n is a positive integer, we let V* denote n-times concatenation of the set of words V (V"
=v.v").

Definition 2.1: Prefix-closed set

Let V be a set of words over alphabet Z The prefix closure of V, written Pref(V), consists
of all the prefixes of each word in V, i.e. Pref(V) = { @| 3 y(aye V)}. The set V is
prefix-closed if Pref(V)= V.

Definition 2.2: Defined input sequence

Given an input sequence @ = x| x2 .. Xk € X*, ais called a defined input sequence(DIS)
at state s; € S, if there exist k states s;1, 5i2, ..., Sik € S such that there is a sequence of

specified transitions sj- x]-> sj] --> ... --> Si(k-1)- Xk-> Sik in the finite state machine M.
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A defined input sequence [Yao93] is also called an admissible input sequence in [Pet91].
Hereafter, DIS(Msts;) will be used to denote the set of all the defined input sequences at

state s; of machine M.

Definition 2.3: State reachability

For a given FSM M, state s; is said to be reachable from state s; if there exists

a € DIS(Mls;) such that s; -a-> s;.

Definition 2.4: Initially connected and strongly connected FSM

Let M be a given FSM. M is said to be initially connected if all its states are reachable
from the initial state. M is said to be strongly connected if, for any ordered pair of states

si and sj € S, there exists @€ DIS(Mls;) such that s; -a> sj.

2.2 The Behavior of an FSM

An FSM specifies the behavior of a system being modeled. This is achieved by the two

characterization functions, namely the transfer function and output function 4.

As we have seen in Definition 2.2, the application of an input sequence &= x]x2 .. xk €
X* to a state will produce an output sequence S=y] y2.. yk € Y* (We will discuss shortly
how to define the output sequence £ in the case that the input sequence ais not a defined

input sequence for that state). Then, @B = (x1/y1)-(x2/2)(xksyk) is said to be an

Input/Output sequence l/O-sequence.

It should be noted that if (s, xk) € Dpy, then the output function 4 is uniquely defined for
(si» Xk), i.e. there is exactly one yj € Y such that yj = A(sj, xt). On the other hand,
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if (si, xk) € Dpq, then the output function 4 is not defined for (s;, xk). There are basically
three approaches proposed in the literature to define the behavior of M in this case.

Approach 1: In this approach, an extra special state which is called the “error state”

v2d

and denoted as seyr and an extra special output symbol which is called “error output
and denoted as ygrr are introduced. Then, for any (sj, xk) € Dpf. the transfer and
output functions are defined as follows:

d(sj, xk) = Serr

Asi, xk) = yerr.
This approach was first proposed in [Sar82], but has not been in widespread use.

Approach 2: In this approach, a special output symbol, called the “null” symbol and
written as “-”, is introduced to represent no output at all. If an input symbol is applied
to a state for which the transfer and output functions are not defined, it is assumed

that the FSM remains in its present state and produces no output. Formally, this can
be stated as follows: if (s, xk) € DM, then

&si, xk) = si

A(si, xk) = -.
This approach, usually called the completeness assumption, has been widely used in
the literature to convert partially specified FSMs to completely specified ones for test
generation [Sab88] [Sid89]. The notion of strong conformance was proposed based
on this approach [Sab88] [Sid89]. '

Although these two approaches seem to be quite simple, they are not proper
approaches when protocol conformance testing is concerned. It is generally
recognized [Boc86] [Boc90] that a protocol specification should define, but nothing
more, those behavior aspects of a protocol entity which are required for the
compatibility with other entities within the given protocol layer. This implies that
those implementation dependent behavior aspects are left undefined in the

specification. Conformance testing is then to ensure that any protocol implementation
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satisfies those behavior aspects specified in the protocol specification. This guarantees
that different protocol implementations built for a given protocol are compatible with
each other and can therefore provide the required communication services to the user.
Accordingly, conformance testing only concerns the behavior aspects defined in the
specification. Those implementation dependent aspects should not be tested in the
framework of conformance testing. Following this observation, the following third

approach is proposed [Pet91] [Boc95].

Approach 3: This approach interprets those (sj, xk) € DM as “don’t care”. In other
words, for any (sj, xk) € DM, &si, xk) can take any state in S and A(s;, xk) can take
any output in Y. Approach 3 introduces non-determinism into the system behavior if
(si, xk) € Dpg. However, an implementation which implements a given partially
specified FSM is assumed to be completely specified and deterministic. This implies
that we will adopt the method used in [Pet91] to explain such non-determinism, i.e., a
given partially specified FSM actually represents a set of completely specified

deterministic FSMs, each of which is obtained by choosing, for each (s;, xk) € DM.

state in S for the transfer function 8 and an output in Y for the output function 4. A
valid implementation of the system modeled by the given partially specified FSM can
behave as one of these completely specified deterministic FSMs. However, a crucial
point here is that these completely specified FSMs possess a common set of
deterministic behavior aspects defined by the original partially specified FSM. For
conformance testing, we will be concerned only with this common set of
deterministic behavior aspects. Moreover, the conformance tests generated must

avoid the unspecified parts of the specification.

Throughout this thesis, this third approach will be assumed for any (s;, xk) € DM. For
further discussions, we need to extend the definitions of the transfer function & and
output function A so that they apply not only to single inputs, but also to sequences of

inputs.
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Definition 2.5: Extensions of the transfer and output functions

Here, we extend functions dand A to input sequences. Given a state s; € § and the empty
word &, we assign d&s;j, € = si while A(sj, € =& If an input sequence a.xe DIS(Mis;) and
&si,@) and A(sj,a) are already defined then &s;,ax) = &dsi.@).x) while A(sj,ax) =
Asi,@. A &si,a).x).

We will only be interested in the behavior that has been specified by the given FSM. For
an initialized deterministic machine, the (specified) behavior of the machine is the
(specified) behavior at its initial state. Any behavior of a deterministic FSM is
deterministic, and for comparing deterministic behaviors, we introduce the following

relation and definitions.

Let Ms =(S, X, Y, &, As, Ds, s1) and My = (T, X, Y, 4y, A, Dy, t1) be two FSMs.
Hereafter, Mg usually represents a protocol specification while Mj denotes an

implementation, and thus, FSM M7 is further assumed to be complete.

Definition 2.6: Compatible, equivalent, and distinguishable states

We say that states s; of Ms and tj of M] are compatible if DIS(Msisi) N DIS(Mitj)=D or
if Va € DIS(Mslsj) N DIS(Mitj) it holds that As(s;, @ = A[(j, @). Otherwise; we say
that states s; and sj are distinguishable. Input sequence @ € DIS(Mslsj) N DIS(Mir))
such that As(s;, @) # A/(1j, @) is said to distinguish the states s; and ;. If the FSMs happen

to be complete, then the definition of compatible states reduces to the definition of
equivalent states [Gil62][Koh78). Let ¢; be a state of M/ and s; be a state of Mg. Consider

set V of input sequences such that V ¢ DIS(Msis;). State ¢ is said to be equivalent to sj
with respect to the set V (written as #; =V sj), if A(7j, @) = As (sj. @ holds for any ae V.
In other words, for each input sequence of V, a behavior of My at state f; coincides with
that of Mg at state sj. Two states ¢; and s; are equivalent (written as ; = sj), if they are V-

equivalent for any set V [Cho78].
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Definition 2.7: Reduced FSM

An FSM is said to be reduced if its states are pair-wise distinguishable. If the FSMs
happen to be complete, then the definition of reduced FSM reduces to the definition of
minimal FSM.

Definition 2.8: Conforming, quasi-equivalent, and equivalent FSMs

We say that M| conforms to Ms (written as M <gsm MS) if and only if 1] =pismssy) 51,
where 1] and s] are the initial states of Mj and Mg, respectively. In other words, for each
input sequence where a behavior of Mg is defined, M| has the same behavior, i.e. the

implementation is quasi-equivalent to the specification [Gil62]). This conformance
relation corresponds to the notion of weak conformance [Sid89] [Sab88]. Furthermore,
for completely specified machines, this relation corresponds to the notion of machine
equivalence [Gil62] [Koh78]. Two complete FSMs Mg and M are equivalent if and only
if for all possible input sequences, they produce the same output sequences. Formally,

two FSMs Mg and My are equivalent (written as “=" ) if their initial states s] and i| are

equivalent (i.e. 1] = s1) [Cho78].
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3 FSM Based Testing Methods

Many test selection methods have been developed for the case that the specification of
the system to be tested is given in the form of a finite state machine (FSM) [(for surveys
see [Sid89] and [Boc94]]. The best known of these methods are called W [Cho78], Wp
[Fuj91], Unique-Input-Output UIOv- [Vuo89], HIS [Pet93b] methods and the
Distinguishing Sequence DS methods [Hen64] [Gon70] [Ura97].

In the following Section, the problem of FSM based testing will be described along with
its related definitions and assumptions. This would facilitate the understanding of the
description provided in Section 3.3 of the above mentioned test generation methods.

Moreover, Section 3.2 describes the state identification facilities used by these methods.
3.1 The Problem of FSM Based Testing

Testing based on the FSM model can be formalized as the problem of resting an FSM
implementation [Ura92]: given an FSM representation (specification) of a system

(denoted henceforth as Ms) and an implementation of the system (denoted henceforth as
Mj). we are required to determine if the implementation machine MJ conforms to (i.e., is

correct with respect to) the specification machine Mg by testing M] as a black-box.

For the deterministic (with respect to the specification domain) and in general for the
partially specified FSM model presented in Chapter 2, a conformance relation is the one
given in Definition 2.8, where M is said to conform to Ms (written as MJ <gsm MS) if M|
is quasi-equivalent to MS. In other words, for each input sequence where a behavior of
Mg is defined, M7 has the same behavior. In other words, if and only if the initial states 71
and s| of M and Mg are equivalent w.r.t. to the set of defined input sequences of Mg at
s] (i.e. £1 =pismgisy S1)- We also recall that this conformance relation corresponds to the
notion of weak conformance [Sid89]){Sab88). Furthermore, for completely specified

machines, this relation corresponds to the notion of machine equivalence [Gil62]
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[Koh78]. We use this relation throughout this thesis as the criterion for judging the
conformance of MJ with respect to Ms.

According to Definition 2.8, Mj <fsm Ms implies that the specified behavior of Mg is
subset or equals to the behavior of MJ. Therefore, to judge the conformance of M} with
respect to Ms implies that the behavior of M} should be known. However, for FSM based
testing, the implementation is normally treated as a black-box, i.e. the structure of My and
henceforth the behavior of My is not known. Accordingly, in order to draw conclusions

about the implementation, some experiments can be made by applying sequences of
inputs (called a Test Suite(TS)) to the implementation and observing the resulting
sequences of outputs (called observed behavior of My with respect to TS). It is desired

that whether M conforms to Ms can be decided based on the observed behavior of Mj
wntTS.

As the structure of the implementation machine My is not known, a test suite used in an
experiment has to be generated from the specification machine Ms. In order to generate a
TS from Mg such that the observed behavior of My w.rt. TS provides sufficient
information to decide the conformance of My with respect to Mg, certain assumptions
about the specification machine Ms and the types of faults (fault model) that can be

present in the implementation machine have to be made. Before discussing these
assumptions in the next section, we introduce in the following the definitions of a test

case and a test suite. As the structure of the implementation machine My is not known, a
test suite used in an experiment has to be generated from the specification machine M.

Therefore we have the following definition.

Definition 3.1: Test case and test suite

Let 51 be the initial state of Ms. Then a test case of M is an input sequence @ such that

a e DIS(Mgl s1). A test suite (TS) is a set of test cases.
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It should be noted that, in practice, a test case is always of finite length and a test suite

always consists of a finite number of test cases.

311 Assumptions for the FSM Based Testing

The test generation methods proposed in the literature and discussed in Section 3.3 were
developed based on different combinations of assumptions made about the structural
properties of the specification machine Mg (which is deterministic by default). These
properties are mainly about :

(1) If Mg is completely or partially specified;

(2) If My is strongly or initially connected;

(3) If Mg is reduced or non-reduced;

Accordingly, each method can in general be applied only to the class of specification

machines satisfying the required assumptions.

Other assumptions are made by the test selection methods about the types of faults (i.e.,
the fault model [Boc92] [Mor90] that can be present in an implementation. Without these
assumptions, the number of implementation machines will be infinite. This makes the
problem of test generation intractable. Therefore, these assumptions are introduced to

limit the number of implementation machines to be considered [Gil62] [Koh78].

Moreover, we will see in the following section that each proposed test generation method
has, explicitly or implicitly, made certain assumptions about the implementation. We give

here a summary of these assumptions.

The first assumption is that the implementation is completely defined (with respect to the
input symbol set of the specification machine Mg including the special reset symbol
when required) even if the given specification machine is only partially specified. This

assumption implies that the implementation can execute when required all inputs from
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the input symbol set of Mg (including the special reset symbol) in all of its states. The

second assumption is that the implementation is deterministic.

The above first two assumptions have been made by all the proposed test generation
methods that are based on the deterministic FSM model. It should be noted that these two
assumptions are always assumed to be satisfied by any implementation machine

throughout the discussions of this thesis.

The third assumption is about the types of faults in the implementation machine that are
guaranteed to be revealed or detected by these methods. For examples, all the proposed
test generation methods have the capability of detecting the presence of output faults. In
addition, most of these methods have the capability of detecting the presence of transfer
faults. On the other hand, some of these methods allow the presence of extra state faults
(i.e M7 has more states than M), but within a relatively small number of additional states
in order not to generate very long test sequences. In other words, these methods can allow
the implementation to have more states (up to an upper bound) than the specification

machine.

The fourth assumption is called the reliable reset assumption which has been made by a
number of test generation methods. Under this assumption, the reset function is assumed
to be implemented correctly, i.e. the implementation can be brought back to its initial

state from any other state whenever the reset input is applied.

Any combination of these four assumptions actually specifies a set of FSMs representing
possible valid (conform to) and invalid (does not conform to) implementations of the

given specification machine Mg that need to be considered. Let us denote, in general,
such an implementation machine set as Impl(Mg). Then our goal is to generate a test
suite TS from Mg such that, for any given implementation machine My € Impl(Ms), we

can check whether Mj <gsm M5 based on the observed behavior of My wrt TS resulting
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from the experiments on Mj with TS. However, whether this goal can be achieved

depends on the so-called fault coverage of the test suite TS.

We note here that, during our later discussions, we will often use a particular

implementation set denoted as Impl(Ms, m) which consists of all the completely defined

deterministic machines with up to m states and with the same input symbol set and output

symbol set as the specification Ms.

312 Test Generation

It is clear now, that FSM based testing is to decide if a given implementation machine Mj
conforms to the specification machine Ms, M] <fsm MS, based on the observed behavior

of Mw.rtTS.

It should be noted that, with any test suite TS, the observed behavior of M w.r.t TS is a
subset or equals to the behavior of Mj. Since M| is assumed to be deterministic and
completely specified, the behavior of M equals to its specified behavior. Therefore, the
observed behavior of My w.r.t. TS is a subset or equals to the specified behavior of M. It

should also be noted that if the test cases in TS are applied to the specification machine

Ms, we obtain the corresponding output sequences. The obtained set of /O sequences, is
said to be the expected behavior of Ms with respect to the test suite 7S. The crucial point

here is if it is possible to generate a proper test suite 7 such that :

For all Mj € Impl(Ms) , M] <gsm MS iff expected behavior of M§ wrt TS coincides with
the behavior obtained by applying 7S to Mj.
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Definition 3.2: To pass a test suite

M is said to pass a given test suite TS written M] pass TS, iff the expected behavior of
Ms wrt TS equals to that obtained by applying 7S to M] .Otherwise M] is said to fail to

pass test suite TS.
Corollary 3.1

If M| fails to pass a test suite TS, then M does not conform to Ms.

Proof: Follows directly from Definitions 2.8 and 3.2.

It should be noted here that TS is a finite test suite implies that TS has a finite number of
test cases and each test case consists of a finite number of input symbols. We can now

introduce the concept of complete fault coverage as follows.

Definition 3.3: Complete fault coverage

Let Ms be a given specification machine and Impl(MS) its set of implementations. A test
suite TS is said to provide complete or full fault coverage for Impl(Ms) if, for any
implementation Mj € Impl(M§),

M| <gsm Ms iff M]passTS.

Definition 3.4: m-complete fault coverage

For the given specification machine M, a test suite TS is said to be m-complete if it

provides complete fault coverage for Impl(Ms, m).

As shown above, the notion of fault coverage provides a basis for assessing the
completeness of a given 7§, and thus it provides a basis for assessing the fault detection

capabilities of a given test generation method. In the following section, we describe the
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notion of FSM fault model that serves as a basis for fault coverage analysis [Cho78]

[Vuo89][Fuj91] in the area of test generation.

3.1.3 The FSM Fault Model

As stated above, in the area of test generation, a fault model serves as a basis for fault
coverage analysis [Cho78]{Vuo89][Fuj91]. A general survey on a variety of fault models

in testing was given in [Boc92].

The FSM fault model [Boc92] is based on faults made on labeled transitions. The fault

models used by the test generation methods described in Section 3, are defined as follows:

Definition 3.5: Output fault

We say that a transition has an output fault if, for the corresponding state and received
input, the implementation provides an output different from the one specified by the

output function 4.

An implementation has a single output fault if one and only one of its transitions has an

output fault.

Definition 3.6: Transfer fault

We say that a transition has a transfer fault if, for the corresponding state and received
input, the implementation enters a different state than specified by the state transition

function &

An implementation has a single transfer fault if one and only one of its transitions has a

transfer fault.
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Definition 3.7: Multiple faults

An implementation has multiple faults if and only if some of its transitions have one or
several faults defined above.

3.2 State Identification Facilities

The testing methods (presented in the next section) use state identification facilities in
order to check that each state and transition defined by the specification also exists in the
implementation. These facilities are certain input/output behaviors that can distinguish
the states of an FSM. A number of state identification facilities have been proposed for
test generation from FSM specifications. In the following, we will summarize the state

identification facilities used by the test methods described in the following section.

For simplicity, let us assume that the specification machine Ms =(S, X, Y, J. 4§, DS, s1)
is reduced and has n states si, s2, ..., sp, input symbol set X, output symbol set Y. Its

transfer and output functions are Js and Ag . By default, s] is its initial state.

Definition 3.8: Characterization Sequence Set (W set)

A characterization set of the FSM Mg, often simply called a W set, is a set of input

sequences which satisfies the following conditions:

(1) For any sk € S, W ¢ DIS(Msisk),
(2) For any two states s;, and sj, i # j, there exists f€ W such that As(si, H#As(sj. B).

A W set always exists for a reduced completely specified machine. However, the W set

does not always exist for a reduced partially specified machine.
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Definition 3.9: A family of harmonized state identifiers (or a separating family)

Given a reduced FSM Mg and a state s; € S, a set W; ¢ DIS(Msls;) of defined input
sequences at state s; is called a state identifier (or a separating set) of state s; if for any

other state s; there exists @ € W; N DIS(Mls;) such that As(si, @) # 4s(sj, @).

We now define a collection of state identifiers that has been first introduced in [Yev90]
and then has been named a family of harmonized identifiers [Pet91] [Pet93b] or a

separating family [Yan95]. A separating family is a collection of state identifiers Wj,
si€e S, which satisfy the following condition:
For any two states s;, and sj, i # j, there exist B € W;and ye W; which have common
prefix @ such that @€ DIS(Msisj) N DIS(Msisj), and 45 (si, @) # 4S5 (s, @).

A separating family exists for any reduced (partial or complete) machine.
Definition 3.10: Simple or Unique Input/Output (UIO) sequence

Let { 71, 1, ... Ty} be a set of input sequences which satisfies the following condition:
(1) Forany s € S, {71, 2. ... Tq} < DIS(MSisk), and
(2)For any two states s; and sj, i #j, AS(si, §) # AS(sj. %)-

Then 7/ §; is said to be a Simple Input/Output Sequence [Hsi70] or a Unique Input/Output
(UIO) sequence [Sab88] [Yan90), for state s;, where §; = As(si, ). The set {71, 2, ...

Tn} forms a W set.

We note that a UIO sequence may not exist for some reduced completely specified
FSMs.
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Definition 3.11: Distinguishing Sequence (DS)

Let abe an input sequence which satisfies the following conditions:
(1) For any sk € S, @ < DIS(Mglsk), and
(2) For any two states s; € S, and sj € S, i #J, there exists a prefix ¥jj of @such that
AS(si, Yij) # AS(sj, Yij)
Then @ is said to be a distinguishing sequence or diagnostic sequence [Gil62], [Hen64],
[Gon70}, [Koh78] for the specification machine Mg.

For a distinguishing sequence &, let £ = As(si, @), i = 1, 2, ..., n. Then /1, adp, ...
al By are UIO sequences for the n states s, 52, ..., Sp, respectively. On the other hand, if
ay/B1, ap/ B, ... ayl By are the respective UIO sequences for the n states si, 52, ..., sp and
a) = @) = ... = ap = & then ais a distinguishing sequence.

We note that a distinguishing sequence may not exist for some reduced completely
specified FSMs [Gil62].

The following definition is used by the test selection methods presented in the next

section.

Definition 3.12: State cover set

A set Q of input sequences is called a state cover set of FSM Mg if for each state s; of S,
there is exactly one input sequence aje Q such that s1-@§ -> si. As s]-€-> 5], we
normally include € in a state cover set. We note that if Mg is initially connected, i.e. each

state is reachable from the initial state, then a state cover always exists. As mentioned in
[Yan95], we consider only initially connected specification FSMs without a loss of
generality, since any state of an FSM that is unreachable from the initial state, does not
influence a behavior of the FSM.
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3.3 Review of Testing Methods

Test generation methods can be classified as single testing approaches and multiple
testing approaches, depending on whether reliable reset is assumed in the implementation
under test (IUT). If reliable reset is available in the IUT, then we can generate a test suite
which consists of a number of test cases. Each test case is preceded by the reset symbol
“r”. This guarantees that the sequence of inputs that follows r in the test case will be
applied to the initial state of the I[UT. Such test generation methods are therefore called
multiple testing approaches. On the other hand, when reliable reset is not available in the
IUT, a test suite consisting of single test case, which is supposed to be applied to the
initial state of the IUT, has to be generated. Accordingly, such test generation methods
are called single testing approaches. Both single and multiple testing approaches have
been proposed for test generation from FSM specifications. The following two sections

present an overview of these existing methods.

33.1 Review of Multiple Testing Methods

Multiple testing approaches assume the reliable reset function is available in the
implementation under test. All of these methods follow the two testing phase principle

described in the introduction.
The W, Wp, and HIS Methods

Given a reduced specification FSM Mg = (S, X, Y, &5, 4, Ds, s1), ISl=n, and a complete
implementation FSM M| = (T, X, Y, 4y, A, 1) such that ITi=n, let W be a characterization
set of M (if exists) and F = {W1],..., Wy} be a separating family of Ms.

All the methods have two phases in order to test the conformance of Mj to Ms. Tests of

the first, so-called state identification phase, check that each state specified by Mg also
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exists in M, or more formally they establish a one-to-one mapping hs.1: S —= T by the
use of a characterization set W or a separating family F. Given a prefix-closed state cover
set 0 = {@], @,..., an} of the specification FSM, for each state sj € S, the state
identification phase comprises the sequences:

r.aj.Wj (in the HIS method) or

r.aj.W (in the W and Wp methods)

Each test sequence starts from the initial state, after the application of the reset operation
r. In this case, in the W and Wp methods, to identify a reached state s; after a transition

aj. all the sequences contained in W are applied to MJ, separately. However, in the HIS it

is enough to apply the sequences contained in the state identifier set Wjof s;.

We note that the original versions of the W and Wp methods [Vas73]{Cho78][Fuj91]

assume that the specification machine Mg is completely specified, and accordingly Mg is
guaranteed to have a W set. However, this assumption is only sufficient, but not
necessary for the existence of a W. This implies that a partially specified machine may
also have a W set and accordingly the W and Wp method can be applied to such a
partially specified machine [Yev90][Ya095]. However, if the specification FSM Mg is
partial, a characterization set W may not exist; in this case, the W and Wp methods
cannot be applied. In that case the HIS method can be applied.

If FSM My passes the state identification test sequences, then there exists one-to-one
mapping hs-7: S — T such that:

hs-[(sj) =16 sj=wl in the HIS method, and

hs-I(sj) =t & sj=wt in the W and Wp methods X-1)

The second so-called transition testing phase, assures that for each state se S, and input

x€ X that is defined at state s the mapping hs_; satisfies the following property:
AS(s, x) = Af(hS-[(s), x) and hS-[(I5(s, x)) = A|(hS-[(5), X) (X-2)



29

For this purpose, for each sequence @j € Q that takes the specification FSM to the
appropriate state sj, and each xe X that takes the Mg from state s to state sk, the testing

transition phase includes the following set of test sequences:

r.ajx.Wg in the HIS and Wp methods, where Wy is a state identifier of the state

sk in the specification FSM (for the Wp method, we have Wy cW) or

r.ajx.w in the W method

We note that the Wp method [Fuj91] is an improvement to the W method based on the

observation that in the second testing phase, a subset Wy ¢ W may be sufficient to

identify the ending state sk of a transition s; -X/y-> sk.

In all the methods presented above, it is assumed that all states in MS and Mj are

reachable from the initial one. Moreover, is assumed that the number of states m an

implementation MJ equals to n the number of states of the specification FSM Ms. In
Chapter 4, we will describe the W, Wp, and HIS methods for the case when the

implementation can have more states than the specification (i.e. m > n).

If the FSM M passes the test sequences of both testing phases, then it is quasi-equivalent

to the specification FSM, i.e. is a conforming implementation. If the specification FSM is
complete then the quasi-equivalence relation reduces to the equivalence relation, i.e. the
specification FSM and its conforming implementation have the same Input/Output

behavior.

As an application example of the W and Wp methods for the case m = n, let Mg (taken
from [Fuj91]) be the specification FSM M| shown in Fig.3.1, with the inputs X = {a, b,

c} and outputs Y ={e, f}.
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b/

Figure 3.1. Specification M|

We assume in addition a reset transition with no output (r/-) leading to the initial state s
from every state of M|, M} has a Q = {a@]=€, ap= b, a3= c]as a state cover set, and a
characterization set W= {a, b}. In fact, for each state s; of M| we have the following

input/output sequences in response to W.

5] 52 53
e f f
f f e

Table 3.1. Responses of M) to W

From the above, we get the following identification sets:

w] = {a}, distinguishes the state s] from all other states,
w2 = {a, b}, all the sequences in W are needed to identify the state s2, and

w3 = {b}, distinguishes the state s3 from all other states.

Based on these sets, the state identification phase of the W and Wp methods yield the test
sequences: r.a].W+ r.aQ.W+ra3a.W=r.e{a, b} + rb.{a, b} + rcla,b}=ra+rb+

rba+rbb+ rca+ r.c.b.
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The transition testing phase of the W method yields test sequences: r.a] X.W + r. @ X.W
+r.a3.X.W=r.egfa, b, c}.{a, b} + rb.{a b, c}.{a, b} + rcla b, c}.{a, b}=raa+

rab+ rba + rbb + rca +rcbhb + rbaa+ rbab + rbba+ rbbb + rbca+

rbcb+rcaa+rcab+rceba+rebb+rcca+re.ch.

The transition testing phase of the Wp method yields test sequences: r.@).a.W2 + r.a1.b.
Wi+ raj.cW3 +r.ap.aWi +ra.bW3 +rap.cW2+razaWi+ra3.b.W)+raa.c.
W3 = r.€a.{a, b} + r.eb.{a, b} + r.ec.hb + rb.a.a + rbb.{b} + rbc.{a, b} + rcab+

rc.b.a+ r.c.c.{a, b}

We remove from the above sequences redundant sequences (i.e. prefixes of other
sequences). For example, we remove the sequences r.a and r.c.a since they are prefixes
of sequences r.a.a and r.c.a.b. The total length of the test sequences generated using the

W method is 40 and the length of those generated using the Wp-methods is 28.

The UIOv Method

The UIOv method [Vuo89] is an improvement on the original UIO method [Sab88]. On
the other hand, the UIOv method is a special case of the Wp method. This method makes

the same assumptions about the specification machine M and the implementation
machine Mj as the W method. In addition, it further assumes that the set Wj of the Wp

method can be chosen in such a way that they contain each only a single sequence, a so-

called Unique-Input-Output (UIO) sequence.

Let a1/B1, @/, ... Gw/Pn be the respective UIO sequences for the n states s1, 52, ...,
Ssp. Then the set {a@], @), ..., an} constitutes a W set of MS , and in the second testing

phase, { aj} is sufficient for the verification of the ending state of a transition s; -x/y-> sj.
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Therefore, we can define:

W=< W), W, .., Wp>, where Wj={q5},fori=1,2,...,n

Then, the test suite generated by this method can be given in exactly the same manner as
the Wp method.

The assumption that the specification machine Ms is completely specified is only
sufficient, but not necessary for the existence of UIO sets. This implies that a partially
specified machine may also have a UIO sets and accordingly the UIOv method can be
applied to such a partially specified machine [Yev90}{Ya095].

The UIO Method

The UIO method [Sab88] is based on the UIO sequences. It differs from the UIOv

method in that it employs only the second testing phase.

The UIO method is proposed for the case m = n only and it was originally claimed
[Sab88] that such a test suite could provide complete fault coverage for all
implementations of Ms with up to n states. However, a counter-example was later found
[Vuo89] which proved that the UIO method could not guarantee to generate test suites
with complete fault coverage for all implementations up to n states as the first testing
phase is not used in this approach. For this reason, hereafter, the UIO method will not be

considered any more in this thesis.
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332 Review of Single Testing Methods

A single testing approach generates a single test case which is supposed to be applied to
the initial state of the IUT. Such an approach is particularly useful in case that the reset
function is not available in the given implementation under test. An overview of the most

known single testing approaches is given below.

Distinguishing Sequence (DS) Methods

Two distinguishing sequence methods are proposed by Hennie [Hen64] and Gonenc
[Gon70]. These methods are shown later to be special cases of a method proposed by
[Ura97]. In the following we will be describing these methods.

We have seen in the previous section that, for a state identifier consisting of several input
sequences, transfer sequences have to be designed to ensure that the same state is reached
in the implementation before applying each input sequence in the state identifier. On the
other hand, for state identification, when a distinguishing sequence is used, only one
transfer sequence is required since there is only one input sequence (i.e. the

distinguishing sequence) that needs to be applied.

In the second phase of testing, however, in order to test two transitions s;-x]->sj and
si-x2->sk with the same starting state s;, we need to ensure that the same starting state in
the implementation is reached before the inputs x] and x2 of these two transitions are

applied. In a multiple testing approach, this is achieved by using the transition cover set
based on the state cover set used in the first testing phase. In a single testing approach,
however, these two transitions will have to be tested at different points of a single test

case in the general format of @ x] B x2 ¥ Accordingly, transfer sequences such as & and

B should be designed in such a way that they can guarantee that the implementation is in

the same state when inputs x] and x2 of the two transitions under test are exercised. The
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philosophy of two phase testing were used by both Hennie [Hen64] and Gonenc [Gon70]
to develop their DS based single testing methods. Their methods differ in the way that
such transfer sequences are designed.

Both Hennie and Gonenc’s methods were developed by assuming that the specification

machine Mg is deterministic, reduced, strongly connected and has a distinguishing

sequence. We will review these two methods in the following with the implementation
set Impl(Mg, n).

With Hennie’s method, suppose that state s} is the initial state of Mg, then the test
sequence for the first testing phase takes the following format:
d.T(al, s2). d.T(a2, s3). d.T(a3, s4) .. d.T(an-1, sn). d.T(an, s1). d
where:
(1) d is a distinguishing sequence;
(2) aj is the state of Ms reached when d is applied to state s;, fori = 1, 2, ..., n; and

(3) T(aj, sj) is the transfer sequence which brings Mg from state g; to state sj.

Suppose that Mg is currently in state ak. To test the transition si-x/y-> sj,, the following

test subsequence is used:
T(ak, si-1) - d.T(aj-1, si).x. d

By including d.T(a;-1, si) in the transfer sequence T(ak. si-1).d.T(aj-1, s;), one can
guarantee that the required state of the implementation corresponding to state s; (such a
correspondence is established by the test sequence for the first phase of testing) is entered
before the input x of the transition under test is applied. Accordingly, the test sequence
for the second phase of testing should be the concatenation of the test subsequences for
all the specified transitions in Ms. The concatenation of the test sequences for the two
testing phases gives us the final single test case which provides complete fault coverage
for Impl(Ms, n).
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For the method proposed by Gonenc [Gon70], if d is a distinguishing sequence, then in
the first testing phase, d.d is applied to each state of Ms. Therefore, the test sequence for

the first testing phase takes the following general format:
d.d.T(a1,s2). d.d.T(a2,s3). d.d.T(a3.54)... d.d.T(an-1, sn). d.d.T(apn, s1).d

where

(1) a; is the state of Ms reached when d.d is applied to state s;, fori = 1, 2, ..., n; and

(2) T(ai, sj) is the transfer sequence which brings Ms from state a; to state s;.

By properly ordering the states, most of the transfer sequences can be eliminated and the
subsequences d.d can be overlapped to reduce the length of this test sequence. It should

be noted that, by applying d.d to state s, we have:

si-d->bj-d->a;.

The advantage of doing this is that both state s; and state b; (reached from s; when d is

applied) are verified.

In the second phase, the transition si- x]1/y]->sj can be tested by using the test
subsequence (called test cell in [Gon70)) x].d which exercises the following sequence of

transitions :  sj -x1-> sj-d -> bj
J J

Now, suppose there is another transition bj- x2/ y2 -> sk that needs to verified. We can
simply append the test subsequence x2.4 to the end of the previous test subsequence x].4.

This forces the following sequence of transitions to be executed:
si- X1-> sj-d-> bj- x2-> sk -d-> bk .
In other words, no transfer sequence is required between these two test subsequences.

The reason is that state bj has already been verified in the first testing phase and can

therefore be used as the starting state when the second transition is to be verified. If all
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transitions leading from state bj have been checked, a transfer sequence is then needed to

bring the machine to another state where transitions leading from that state remain to be
checked. Apparently, by properly selecting the order in which all the specified transitions
are to be verified, we can minimize the use of transfer sequences and therefore

substantially reduce the length of the final single test case.

It should be noted that any single test case generated with Gonenc’s method can provide

complete fault coverage for Impl(MSs, n).

{Ura97] proposed a general model for constructing minimum length test sequences. They
also showed that Hennie’s and Gonenc’s methods are special cases of their proposed
model. This model makes the same assumptions about the specification machine M§ and

the implementation machine Mj as the methods presented by Hennie and Gonenc. That is
it is assumed that the specification machine Mg is deterministic, completely specified,

reduced, strongly connected and has a distinguishing sequence.
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4 FSM Based Re-testing Methods

4.1 Introduction

In realistic applications, maintaining a system modelled by a given specification FSM
involves modifying its specification as a result of changes of the user’s requirements.
Moreover, developers usually implement incrementally the given specification. Testing
the whole system implementation after each modification (or increment) is considered
expensive and time consuming. Therefore, it is important to generate a test that would
only test the modified parts of the implementation that correspond to the modified parts
of its specification. As mentioned before, this would (a) reduce the maintenance cost of
such a system, which was reported to account for as much as two-thirds of the cost of the
software production [Sch92], and (b) allow designers to develop and test incrementally

the implementation.

In this chapter, we present test generation methods (called henceforth re-testing methods)
that select tests (called re-tests) for testing the modified parts of the system specification,
in order to check that these modifications were correctly implemented in the system
implementation. Here we assume that the parts of the system implementation that
correspond to the unmodified parts of the system specification are left intact. Moreover,
we also reasonably assume that before modifying the system specification, its
implementation was tested and found conforming to this specification. These methods are
based on the W [Cho78]), Wp [Fuj91], HIS [Pet93b], and UIOv [Vuo89] methods and are
also adapted to the DS methods.

This chapter is organized as follows. Section 4.2 introduces the re-testing problem.
Section 4.3 includes a summary and a discussion on related research work. Section 4.4
includes the W, Wp, and HIS based re-testing methods used for solving the re-testing
problem along with their related proofs and some application examples. Section 4.5
includes the W, Wp, and HIS based re-testing methods for the case when the



38

implementation is assumed to have more states than the specification. Moreover, it
includes related proofs and some application examples. Section 4.6 includes the
complexity analysis of the re-testing methods. In Section 4.7 the Wp re-testing methods
are adapted to the UIOv method. Section 4.8 includes the DS based re-testing methods.

4.2 Problem Definition

The first problem studied in this thesis is defined as follows. Let the reduced FSM Mg =
(S, X, Y, &, As. Ds, s1) be the specification of a given system. We reasonably assume
that the complete implementation FSM My = (T, X, Y, 4], A}, t1) of Ms with the same
number of states has been tested and found conforming to MS. Therefore, there exists a
one-to-one mapping hs-/: S = T such that for each state s€ S and input xe X that is

defined at state s, (X-1) holds.

Let the reduced Ms’' = (S, X, Y, &5, As, Ds’, s1) be the modified specification, and Mj'=(T,
X, Y, 4], A, 11) be the modified implementation that should conform to Ms'. We assume

that only transitions corresponding to the modified parts of M§' have been changed in M/

and we want to generate test sequences (hereafter called re-testing sequences) for the
modified parts of the system specification, in order to check that these modifications were

implemented correctly in the modified implementation M. In other words, for each
unmodified transition (sj — x/y -> sk) of the M§’, we assume that transition (hS-1(sj)-x/y->
hs-I(sk)) has not been changed in the modified implementation Mj'. We note that in case
where new states are added (or deleted) to (or from) Ms, we let S’ denote the set of states

of Mg’ and T" denote the set of states of M/’, respectively.

In general, we have the following types of modifications that can be made in M§ and
implemented by a designer in M;:

(1) outputs of some transitions are modified,

(2) tail states of some transitions are modified,
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(3) outputs and tail states of some transitions are modified,
(4) new transitions are added,

(5) some transitions are deleted,

(6) new states are added, and

(7) some states are deleted.
43 A Summary and Comparison with Related Research Work

When the specification of a given system is a complete and reduced FSM, the problem of
deriving re-testing sequences can be converted into the problem of test derivation from an
FSM with a fault function [Pet92] or from its generalization [Kou99]. In both approaches,
potential implementations of the given specification are represented as all complete and
deterministic sub-machines of a given nondeterministic FSM that is called a Fault
Function (FF) in the former case and a Mutation Machine (MM) in the latter case. When
a test suite is derived from an FF or an MM, each modified transition of an
implementation is checked for correct output and next state. Moreover, as shown in
[Pet92] and as we show in this thesis, some unmodified transitions need to be checked for
correct next state. Therefore, all the transitions must be examined thoroughly for this
purpose. Moreover, since each implementation FSM is a submachine of the FF (or MM),
the next state of an appropriate transition may belong to a proper subset of states; in this
case, when testing the transition sequences are generated to distinguish the next state
from the states in this subset rather from all states of the specification. In the paper
[Pet92], the authors presented two procedures for test derivation from the FF under the
assumption that an implementation does not have more states than its specification. Both
procedures return a complete test suite that is a test suite that detects each implementation
(i.e submachine of the FF) with a behavior different than that of the specification. In the
first procedure, when checking the ending state of a transitions, the authors show how
distinguishing sequences of a proper subset of states can be used instead of a complete
state identifier. In the second, so-called advanced procedure, the authors proposed the
notion of a stable state identifier that distinguishes a given state from each other state of a

potential implementation. Given a state that has a stable state identifier, there is no need
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to test any unmodified transition from the state. However, the question how to derive
such stable identifiers was left open. In this thesis, we continue to study properties of the
states and their distinguishing sequences and we derive appropriate stable identifiers for
some of these states so that we do not need to test their outgoing unmodified transitions.
Moreover, we derive appropriate identifiers to check each modified transition for correct
output and ending state and we examine different cases that can be used to generate short
re-testing sequences. As an example, we may use distinguishing sequences when

checking certain transitions that pass through already tested transitions.

Compared to the FF approach [Pet92], the approach proposed in [Kou99] derives a
complete test suite for an implementation with more states than its specification. The idea
behind the approach is based on the derivation of the product of the specification and the
mutation machines. The reachability analysis for the product then is performed to
determine distinguishing sequences that test all transitions of a potential implementation.
The authors do not discuss how to select distinguishing sequences in order to return a
shorter test suite. However, in our case, the mutation machine from which re-testing
sequences can be derived is special. Each unmodified specification transition is a
deterministic transition of the mutation machine while each modified transition becomes
chaotic; each pair (state, output) becomes possible as its tail state and output in a potential
implementation. In other words, on one hand, the mutation machine has a number of
deterministic transitions that can be used deriving a test suite, while on the other hand, a
number of all possible paths that include modified transitions becomes exponential. By
the latter reason, we propose a more appropriate technique for test derivation. First, we
do not explicitly enumerate all possible implementation paths under an appropriate input
sequence and secondly, we determine which unmodified transitions do not need re-testing
and we derive appropriate transfer and distinguishing sequences that allow us not to test
these transitions. For this purpose, we essentially use unmodified specification transitions
that still remain deterministic in the mutation FSM. Moreover, unlike the work presented

in [Pet2] and [Kou99], our work is generalized to deal with partial specifications.
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44 Re-Testing Methods for the W, Wp, and HIS Methods

In this section, we present methods for generating re-testing sequences based on the W,
Wp, and HIS methods for the case when m=n (i.e the number of states of the

specification machine is equal to the number of states in the implementation machine).

The re-testing methods adapted for the W, Wp, and HIS test derivation methods have also
two phases. In the first phase, re-tests are selected in order to check (or re-identify) some
states of the modified specification in the new implementation, and in the second re-
testing phase, re-tests are selected to check each modified transition for a correct output
and a correct tail state. Here, we examine different cases that can be used to generate

short re-testing test sequences.

The first case, Case-1, occurs when the unmodified part of the modified specification is
still reduced. In this case, there exists state identifiers that traverse only unmodified
transitions and the mapping between the initial specification and its conforming
implementation with the property (X-1) is still valid, and thus no state re-identification is
needed. Moreover, only modified transitions need to be tested in order to check (X-2).

This case always holds when new transitions are added when modifying the specification.

The second case, Case-2 occurs when the unmodified part of the modified specification
is not reduced, but all the states of the modified specification are reachable through
unmodified transitions. In this case, as in Case-1, the mapping between the initial
specification and its conforming implementation is the only candidate that can satisfy
(X-2) for the modified specification and its implementation. However, we have to check
whether this mapping satisfies (X-1) for the states that have state identifiers pass through
modified transitions. In order to check this, for each of these states, the corresponding re-
testing test sequences only include the identification sequences that pass through
modified transitions. Similar to Case-1, the re-testing phase includes only sequences that

test modified transitions.
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The third case, Case-3, occurs when the unmodified part of the modified specification is
not reduced, and some states are only reachable through modified transitions. This case
always holds if additional states are added when modifying the specification. In Case-3,
for the states of the modified specification that are only reachable through modified
transitions, the old conforming images might not be preserved in the new
implementation. i.e. each of these states could correspond (be mapped) to a new state.
This necessitates the re-identification of these states in the new implementation as well as
checking not only modified but all outgoing transitions from these states for correct
output and ending states. However, for some of these states, the old conforming image
remains the only candidate that satisfies (X-1) and (X-2). For each such a state we do not
need to re-test unmodified transitions from this state and in order to re-identify the state
we derive a proper state identifier that kills implementations where the state has a new
image (i.e. kills all other mappings of the state that correspond to wrong

implementations).

For convenience, hereafter, we use the input symbols a and b for unmodified transitions,

and x and z for modified ones.

441 Case-1: The Unmodified Part of the Modified Specification is
Reduced

Here we assume that the unmodified part UP-Ms’ of the modified specification M§’ is

reduced. Then, there exist state identifiers W1,...,Wn, which satisfy the following

property: each W; is a subset of the defined input sequences at state s;€ S in the UP-MS’,

We note that since the unmodified part of the specification can be partial, a
characterization set W may not exist. However, we can always select state identifiers

with the above property.

Due to the above property of the state identifiers, we observe that a sequence that
distinguishes two states of the initial specification and traverses only unmodified

transitions when applied at these states, also distinguishes the corresponding states of the
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modified implementation Mj'. That is, given two states s; of MS' and ¢ of M/, it holds
that:

sj =wj 1< hs-[(sj) = 1 in the Wp and HIS methods, or

sj=w t & hs_[(sj) =t in the W method.
Therefore, if the modified implementation is quasi-equivalent to the modified
specification the mapping hg./(s): S —T between the initial specification and its
conforming implementation is the only candidate that can satisfy (X-1) and (X-2) for the
modified specification and its implementation. Therefore, we do not need to re-identify

states of the modified implementation or re-test unmodified transitions.

44.1.1 General solution

For each modified edge (sj -x/y-> sk), its corresponding re-testing test cases are formed as

follows:
If we use the HIS method or if a characterization set W exists and we use the Wp
method:
r.ajx. W, (1-a)

where W, is a state identifier of state s.

If a characterization set W exists and we use the W method:
r.gx.W (1-b)

Theorem 1. Given a modified specification Mg’ and its implementation My’ let the
unmodified part of Ms' be reduced and have state identifiers Wi, ..., Wy If
implementation MJ’ passes the re-testing test suite which consists of the union of the test

cases over all modified transitions as given in Formulae (l-a) or (1-b), then the

implementation M/’ is quasi-equivalent to Mg".

We omit the proof of Theorem 1 since it is a particular case of Theorem 2.
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We note that if the specification FSM is complete then the above case is a particular case
of the advanced procedure in [Pet92] since each state identifier is a so-called stable state
identifier, i.e. is a state identifier of the corresponding state in each potential

implementation.
44.1.2 An optimized solution

The test suite constructed using the formulae of the general solution may be shortened if
we use, when checking certain transitions, shorter state identifiers that pass through
already tested transitions rather than those generated only from the unmodified part of the
modified specification. In other words, instead of using state identifiers derived in
advance, we can generate shorter state identifiers, as modified transitions are tested. For
this purpose, we assume that a linear order “<” over modified transitions of the
specification is given. This order satisfies the following property: If ar.ze Q is a prefix of
aje Q, then for any two modified transitions (sr -z-> s/) and (sj -x-> sk), transition
(Sr -z-> sI) < (sj -x-> sk). In this way, when checking a modified transition, we use lower
order transitions (or already checked transitions) to generate shorter re-testing sequences.
In this section, we illustrate by an example the advantage of using such a linear order.
However, we do not discuss how to derive an order that provides the shortest re-testing

sequences.

For each modified edge (sj -x-> sk), its corresponding re-testing test cases are formed as
in Formulae (1-a) or (1-b). However, as a state identifier of state sk, we use state
identifier W (or characterization set W in W-method) of the part of Mg that comprises
unmodified transitions or modified transitions (s, -z-> s;) where (sp -z-> s}) <
(Sj -x-> sk). In other words, for testing transition (sj -x-> sk) the state identifier W, has
sequences that if applied at state s only traverse unmodified transitions or modified
transitions (sy -z-> sJ) < (sj -x-> sk). This allows, when checking a modified transition,
the use of already re-checked transitions (or lower order transitions) in order to generate

shorter state identifiers.
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Theorem 2. Given a modified specification MS’ and its implementation MJ’, let the
unmodified part of Ms’ be reduced, and for each modified transition (sj -x-> sk), let also
W be a state identifier of state sk in the part of M§ that comprises unmodified transitions
or modified transitions (sy -z-> sJ) < (sj -z-> sk). If implementation M/’ passes the re-
testing test suite which consists of the union of the test cases over all modified transitions

as given in Formulae (1-a) or (1-b), then the implementation is quasi-equivalent to Ms".

Proof of Theorem 2: Consider the one-to-one mapping hS.f(s): S — T between the
initial specification and its conforming implementation. Given state s; of the modified
specification, consider its state identifier W;. Since the sequences of the set W; traverse
only unmodified transitions when applied at state si, or already tested modified
transitions (i.e. lower order transitions), and state s; is Wj-equivalent to state hs-/(s;) and
is not Wj-equivalent to any other state of the modified implementation. Therefore, we

have

Si=wi 1 © t = hs-[(5)).

Therefore, it is enough to show that the old mapping hs.; possesses the property (X-2)
only for modified transitions. For modified transitions, we use an induction over the

ordered set {(sy -x -> s); 1 i = 1,...,m} of m modified transitions.

Induction basis: By definition of the order “<”, given modified transition (sj -x -> sk,
the sequence aje Q does not traverse a modified transition, i.e. the @j takes the modified
implementation from the initial state to the state hs.f(sj). The re-testing test suite
comprises test cases r.ajx.Wg where Wi is a state identifier of state sk in the modified
specification such that for each state s;, i # j, there exist S € W, with the following
property. If sequence fis applied at states sj and s; it does not traverse modified
transitions and AS(sk, B # As(si, B = Anhs-i(si), B)). Therefore, if the modified
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implementation passes the test cases r.aj.x.Wg then As(sj, x)=ANhs-I(sj). x) and the
ending state of the transition (hS-/(sj) -x -> tk) is Wi-equivalent to sk, i.e. tk = hS-[(sk)..
For each unmodified transition (sj -a -> s]) from state s it holds that:

AS(sj, a)=Afhs.[(sj)) and hs_[(s]) = A hS-[(s}), a).

Induction assumption: For some /<m we assume that for each transition (sj -a-> sk)i

with i</ (X-1) holds.

Induction step : We now show that (X-1) holds for the (I+1)th transition (sj -x-> sk) of
the ordered set of modified transitions. By definition of the order “<” and the induction
assumption, sequence gje Q takes the modified implementation from the initial state to
the state hs-/(sj). The re-testing test suite comprises test cases r.aj. x.Wg where Wi is a
state identifier of state sk in the modified specification such that each sequence of the set
Wi applied at state sk traverses non-modified transitions or transitions (sj -x-> sk)i, i<l.
Due to induction assumption, (X-2) holds for each such transition, i.e. Wi is a state
identifier of state hS.i(sk) in the modified implementation. Therefore, if the modified
implementation passes the test cases r.ajx.Wg then /Is(sj, x)=A[hs-[(sj), x) and the
ending state of the transition (hS-[(sj) -x-> tk) is Wi-equivalent to sk, i.e. tk = hS.[(sk).
For each non-modified transition (sj -a -> s/) from state sj it again holds that

As(sj, a)=Ahs-[(s})) and hS.[(s) = A hS-[(s}), a).

Thus, (X-1) holds for each transition of the modified specification and implementation. In
other words, if the modified implementation passes the above test sequences it is

equivalent to the modified specification.O]
4.4.1.3 An application example

As an example for the general and optimized solution methods, we consider the modified
specification FSM M| shown in Fig. 4.1. FSM M| has the input set X={a, b, c}, output
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set Y ={y1, 2 y3}. The labels of the modified transitions are shown in bold. The
unmodified part of FSM M has a separating family {w1, w2, w3, w4} of state identifiers,
where wi= {bb}, w2= {bb}, w3= {bb, c} and wa= {bb, c}. In fact, for each state 5; of M|

we have the following input/output sequences in response to ;.

s1 52 s3 s4
bb y1y2 2y »y 2y
c » yi

Table 4.1. Responses of M| to state identifiers (if defined)

b/y2 —

Figure 4.1. Specification M|

None of the above state identifiers passes through a modified transition if applied at an
appropriate state, and thus, the unmodified part of Mg’ is reduced. According to the

general solution, in order to re-test the modified transitions, the following re-testing
sequences of length 24 are generated using Formula (1-a): {r.a].aw2 + rm.c.wg +
r.ag.awi} = {r.ca.bb, r.b.c.bb, rb.c.c, r.ba.abb, r.ba.a.c}, where a1= & o= b and

a4= ba are the corresponding sequences of the state cover set .

We now use the following linear order over modified transitions (51 -@ -> 52) <(s4-a>s3)

< (52 -c-> s4). In order to re-test the modified transition (s] -a-> s2), the re-testing test
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sequence {r.a.w2= r.a.bb} is used. If the implementation at hand passes this sequence,

then we have the following responses to the input a :

At state hs_j(s1): y3, at state hS-f(s2): y], and at state hS.[(s3): y2,

Consequently, in order to re-test transition (s4 -a -> s3), the re-testing test sequence
r.a4.a.a = r.b.a.a.a will be enough instead of r.a4.a.w3, since r.a4 reaches state s4
through unmodified transitions and if afterwards, the modified implementation produces
the expected output y4 to the input symbol a, then a becomes a distinguishing sequence
for the part of the specification comprising unmodified transitions and transitions (s}—a->
s7) and (s4 -a -> s3), where for the last transition only its output has been checked;
therefore, a is a distinguishing sequence for the corresponding part of the modified

implementation.

Afterwards, in order to check the ending state s4 of the modified transition (s2 - ¢ -> 54),
the distinguishing sequence a can be used instead of the previous state identifier w4=
{bb, c}. Hence, the re-testing test sequence of this transition is r.a2.ca = r.b.ca.

Therefore, according to the optimized solution method, in order to re-test the modified
transitions, the following re-testing sequences are generated using the above linear order

and Formulae (1-a): {r.a.bb + r.b.a.a.a + rb.ca}.

The total length of these sequences is 13, where the length of those generated using
Formulae (1-a) of the general solution method is 24. The HIS method generates a test

suite of length 51 if the whole specification of M§’ is considered for test derivation.
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442 Case-2: Each State of the Modified Specification is Reachable
through Unmodified Transitions and the Unmodified Part is not
Reduced

In some cases, the unmodified part of the modified specification MS’ is not reduced.
However, if each state of Mg’ is reachable from the initial state through unmodified

transitions then in the re-identification phase we only re-identify in the new
implementation the states that have state identifiers passing through modified transitions,
and similar to the previous case, only modified transitions need to be tested. Since each

state of Ms’' can be reached through unmodified transitions, the only possible correct
mapping between the states of M5’ and M/’ is the old mapping established between the
states of Mg and MJ. Therefore, in order to check that this mapping still holds for the

states of the modified specification and implementation the only states that have state
identifiers passing through modified transitions have to be re-identified in the new
implementation. Moreover, in order to re-identify such a state, it is enough to apply only

the sequences of the corresponding state identifier that pass through modified transitions.

Let Q be a prefix-closed state cover set such that its sequences do not traverse modified

transitions if applied at the initial state of Ms". Let also F = {W], ..., Wy} be a separating

family of the modified specification, and W be a characterization set (if exists).
i) State re-identification phase

For each state s, such that some sequences of Wy traverse modified transitions if applied

at sr the state re-identification sequences are formed as follows:

r.ar Wy (2-1a)
where W,'cW, (or W,'cW for the W and Wp methods) comprises each sequence of the

state identifier W, (of the characterization set W) that, if applied at state sr of the
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modified specification, traverses a modified transition. We note that each state of Ms’ for
which all sequences of the state identifier traverse only unmodified transitions, does not
need to be re-identified.

ii) Re-testing modified transitions phase

For each modified edge (sj - x -> sk), its corresponding re-testing test sequences are

formed as shown in Formulae (1-a) and (1-b).

Theorem 3. Given the modified specification Ms' and its implementation M[’, let
F = {W], ..., Wp} be a separating family of M’ and W be a characterization set of Ms’
(if exists). Let also Q be a prefix-closed state cover set of Ms’ such that each sequence of

the set Q does not traverse a modified transition if applied at the initial state. If the

implementation MJ’ passes the re-testing test suite which is the union of the re-testing test
sequences given in Formula (2-1a) and Formulae (1-a) or (1-b), then the implementation

is quasi-equivalent to Mg’

We omit the proof of Theorem 3 since it is a particular case of Theorem 4.
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443 Case-3: Some States Are only Reachable through Modified
Transitions

In some cases, the unmodified part of the modified specification Ms’ is not reduced and
some states of Ms’ are only reachable through modified transitions. This case always

holds when additional states are introduced when modifying the specification. Here, for
the subset of states, say Sr.m of the modified specification that are only reachable

through modified transitions, the old conforming mapping might not be preserved
between the new specification and its implementation, i.c. some sk € Sr-m of the
modified specification might be mapped to a new state of its implementation (say 7] € Tr-
m), different from ;. Each such state must be re-identified in the new implementation
and moreover, differently from former two cases, we have to check unmodified

transitions from this state.

As an example, we modify the specification Ms shown in the upper part of Fig. 4.2 and
obtain the FSM Mg’ shown in the upper part of Fig. 4.3. The modified transitions are
shown as bold lines. We note that the mapping between states of Mg and its conforming
implementation M, shown in the lower part of Fig. 4.2, is hS-[(sk) = tk for k= 1.....4.
Moreover, we let MJ’, shown in the lower part of Fig. 4.3, be the implementation of Ms'.
Mg’ has W= {aa) as a characterization set which is a state identifier of each state. In fact,

we have the following output responses to aa.

For state s1: xx,
For state s2: xy,
For state s3: yy, and

For state s4: yx.
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mapping mapping mapping mapping

Figure 4.2. Specification M§ and implementation M|

Figure 4.3. Specification MS' and implementation M|’

We note that in the modified implementation state 4 of MJ’ has the output response yy to
aa, i.c. state s3 of Ms' is W-equivalent to 14 of M|’ while state s4 of M|’ is W-equivalent
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to 13 of My States 11 and ¢2 of M}’ are W-equivalent to s] and s2 of MJ'. The (X-2) holds
for the modified transitions from states #3 and 74 under input a. However, it does not hold
for the unmodified transitions at states s3 of Ms’ and s4 of Ms' under input b, i.e. MJ'is a
wrong implementation of MS'. Therefore, appropriate unmodified transitions also need to
be checked in order to kill such a wrong mapping.

As in the previous section, we select a prefix-closed state cover set with the following
property. If state sj € S of Mg’ reachable through unmeodified transitions, we select the

sequence gje Q that does not traverse any modified transition.

The re-testing method has two phases. In the first phase, some states of the modified
specification are re-identified in the new implementation. It may occur that for some
states of the modified specification that are only reachable through modified transitions
their old image must still be preserved in the new implementation. In particular, those are
the states that have a so-called stable identifier [Pet92] that distinguishes a state from any
other state in each possible implementation. For each such state, we derive a state
identifier (if it exists) that kills, through the re-identification phase, implementations
where the state has a new image. We start from the set of states that are reachable
through unmodified transitions. As in Case-2, the old mapping must still be valid for
these states and only modified transitions from these states need to be checked.
Moreover, if for each such state, the sequences of its state identifier do not traverse
modified transitions then the state does not need to be re-identified. Otherwise, we select
state re-identification sequences using Formula (2-1a) of Case-2, where in order to check

the new mapping of a state, say sj, we concatenate the sequence r.aj with each sequence
of the state identifier of the s; that passes through a modified transition. Then, we
iteratively identify all other states for which the old mapping must be preserved;

however, their state identifiers are derived in a proper way as described below.

Afterwards, since each remaining state, say sj € Sy-m, of the modified specification could

have a new image, i.e. sj could be mapped to say 1k € Tr-m instead of the old image hs-
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K(sj) = tj, re-tests are selected to re-identify the image of s in the new implementation, i.c.
check (or establish) that sj is W-equivalent to sk, and to check that this mapping is
conforming. In order to re-identify sj, re-tests are selected by concatenating r.qj with
each sequence in the state identifier of state sj including sequences which traverse only
unmodified transitions. Moreover, in order to check that this mapping is a valid one (i.e.
kill wrong mappings), re-tests are selected to check each outgoing transition from s;j for

correct output and ending state in the new implementation.

In order to implement the above steps, we determine a subset S, of the set of states of the
modified specification such that for the states in S, the old mapping between the states of
the modified specification and its conforming modified implementation must still be
preserved. The set S, enjoys a nice property. For each state in S,, we do not need to check
outgoing unmodified transitions from the state. In the following paragraph, we determine
which states may be in the set S, and derive the set S, together with a separating family
F = {W1, ..., Wn} (or characterization set W) so that if the implementation passes the re-
identification test sequences, then there exists one-to-one mapping h: S — T such that the

following property holds:
For each state s; € S, we have: s; =w; t & t = hs_[(si). x-3)

First, we add to the empty set S, each state sj that is reachable from the initial state
through unmodified transitions. As in Case-2, the images of these states have to be still
preserved in the new implementation. Then, for state sje S, and each state s; € S, si# sj,
we include in the state identifiers Wj and W; a sequence that distinguishes the states s;
and s; in the modified specification. We note that, as discussed for Case-2, we
recommend, while building the state identifier Wj, to select the sequences that do not pass
through modified transitions if applied at state sj, since we do not need to apply these
sequences while re-identifying s;.
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Afterwards, we iteratively include in S, each state sj € S\S,, such that for cach state  s; €
S\S., si # sj, there exists sequence /f;j that does not traverse modified transitions if applied
at states s; and sj and As(si, fBjj) # As(sj. Bij), or there exists input x such that transitions
(sj -x-> sk) and (s -x-> sy) are unmodified, sk # sy and sk, sy € S.. In the former case, we
include sequence fij in W; and Wj. Since Bjj does not traverse modified transitions if
applied at states s; and sj we have that Axhs-Ksi), Bij) = As(si Bij), and As(sj, Bij) #
AIChS-[(5i). Bij). Thus, if Bij is included into W; and Wj and the implementation passes
the corresponding state re-identification sequences, then sj is not W-equivalent to hs.-/(si)
(i.e. hs-Ksj) # hS-Ksi). In the latter case, we include into W; and Wj the sequence xp
where B is a common prefix of the appropriate sequences in W; and Wj such that
As(sk, B # As(sr, P).Thus, if ANhS-Isi), x.B=As(si, x.p), then As(sj, x.B) # ANhS-Ksi),
x.p). If x.B is included in W; and W and the implementation passes the corresponding
state re-identification sequences, then sj is not W-equivalent to hS./(si). Due to the

definition of state identifiers for states in S,, such a sequence exists. If any sequence of
each state identifier is defined at each state then we derive the set W as union of all state

identifiers. We note that in order to kill for sj any mapping h where hi(sj) # hS.I(sj), the
corresponding state re-identification sequences are derived by concatenating r.qj with

every sequence of the set Wj (or W for the Wp and W methods).

Finally, we derive state identifiers for the remaining states in S\S,.. For each pair of states
sj and s; in S\S,, si # 5j, We include a sequence ﬁ,j in W; and W (if it does not already
exist) such that Afsi, fBj) # As(sj. Bij). In order to re-identify sj in the new
implementation and kill its possible wrong images, the corresponding re-testing
sequences include all re-identification sequences and re-testing sequences for testing all
outgoing transitions from state sj. The characterization set W (for the W, and Wp
methods) can be obtained as the union of state identifiers Wj, i=1, ..., n (if possible). We
note that in order to reduce the number of transitions which need to be checked we use
another technique than that based on stable state identifiers [Pet92]. The main idea behind
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our approach is based on the observation that for each state reachable through unmodified
transitions and some other states, the old image must be preserved in each conforming
modified implementation and we select appropriate state identifiers, for which (X-3)
holds. As we illustrate by the following example, not each such a state identifier is stable.
Our technique can also be used to reduce a test suite derived from a mutation machine
[Kou99} if the latter has many deterministic transitions.

i) Phase of state re-identification

For each state sj of the modified specification that needs to be re-identified in the new
implementation, we derive its state re-identification test sequences as follows:

If aj does not traverse a modified transition, the re-identification sequences are

formed as in Formula (2-1a).

If gj traverses a modified transition then there are test sequences
r.a.Wj (in the HIS method); (3-1a)
r.ag.W (in the W and Wp methods). (3-1b)
Every sequence of the set Wj (or W) must be applied after @j, whether the

sequence applied at state s; traverses a modified transition or not.
ii) Phase of re-testing modified transitions

For each modified edge (sj - x -> sk), where sj € §,, its corresponding test cases are
formed as in Formulae (1-a) or (1-b). For each state sj € S, Formula (1-a) or (1-b) are
applied for each outgoing transition from state s; including those which are unmodified.
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Theorem 4. Given the modified specification MS’' and implementation M[', let Q be a
prefix-closed state cover set of Ms' and F = {W], ..., W} and W be a separating family
and a characterization set (if exists) of the modified specification Ms' derived as
described above. If the implementation M|’ passes the re-testing test suite derived for
Case-3, then the implementation is quasi-equivalent to Mgs'.

Proof of Theorem 4: As we demonstrated by the example, in Case 3, a one-to-one
mapping h: S — T such that state s; of the modified specification is W;-equivalent to state
h(s;) of the modified implementation can be different from hs.J. We first need to check

whether the one-to-one mapping h exists at all.
We consider a relation he SXT such that

(sj, tj)eh < 5j = wilj.

If the implementation passes the re-identification test cases given by Formulae (2-1a),
(3-1a) and (3-1b) then 4 is a one-to-one mapping h: S — T. We next show that i(s;) = hs-

I(s;) holds for each sje S,

Given state sje S of the modified specification such that the sequence ajeQ does not
traverse modified transitions, if the implementation passes the re-identification test
sequences given in Formulae (3-la) then the state hS-K(s)) to which gj takes the
implementation from the initial state, is Wj-equivalent to sj, i.e. h(sj) = hs-K(s;). The initial
state s is in the set S,, i.e. the base of induction holds.

Let us assume that h(s) = hs-(s) holds for each state s of a current set S, and that state s;
is the next state we are going to include into S, using the procedure described above.
Since A is a one-to-one mapping, for each state se S, it holds that h(s;)) # AS.[(s). On the
other hand, for each state s; € S\S, , i # j, by construction of the state identifier, there
exists a sequence fjje WinW; such that f;j does not traverse modified transitions if
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applied at states s; or sj and A5 (si, fij) # 45 (sj. Bij). or there exists a sequence
xffe WijnW; such that the final states of unmodified transitions (s -x-> sk) and (s; -x-> sr)
are different and As(sk, B) # 45 (sr. D).

In the former case, the modified implementation has different output responses to the
sequence fjje WinWi; at the states h(s;) and hs-Ks;), i.e. h(s;) # hs-Ks)). In the latter case,
the modified implementation at states AS-)(s:) and hS_Ks,) has different output responses
to the sequence fe WiynWp, ie. the modified implementation has different output
responses to the sequence xfe Wg\Wp at the states h(s)) and hs_j(s;), i.e. h(s;) # hS-[(s)-

Therefore, by induction, h(s;) = hs-(s;) for each state s; € S,.

The proof of the fact that if the modified implementation passes re-testing test sequences
then (X-2) holds for each transition of the modified specification coincides with the
corresponding proof for Theorem 2.

Thus, if the implementation passes the test, then the mapping h satisfies (X-2), i.e. the
modified implementation is quasi-equivalent to the modified specification O
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44.3.1 An application example

As an application example for Case-3 with the HIS method, we add to the given
specification a new state s'4 and its corresponding incoming and outgoing edges
producing the modified specification M§’' shown in Fig. 4.4 below.

al/f

Figure 4.4. Specification Ms'

When new states are added to the modified specification we fall into Case-3. In fact, in
this case, the unmodified part of the modified specification is not reduced, and the new
states are only reachable through modified transitions. However, many states, namely
those of the old specification, are distinguished with sequences which traverse
unmodified transitions. Moreover, we notice that states s'], s"2 and s"3 have no stable

identifiers, since the new state s'4 can be faulty implemented being equivalent to any

other state.

The state cover set of MS' is Q'={& b, ¢, bc}. We consider each incoming and outgoing
transition of the added state (here s’4) as a modified transition. Therefore, the modified
transitions of MS' are (s"2-c/f->s5'4), (s'4-blf->5'4), (s'4-ale->s'4), and (s'4-c/f->s'3).
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According to Case-3, we add to the set Sy, states s°], 52, and s'3 since these states are
reachable through unmodified transitions and there exists a state identifier for each of
these states that does not pass through modified transitions. In this example, the sequence
bb is such an identifier. In fact, we have the following input/output sequences in response
to bb:

For state s'1: ff,

For state 52 fe,

For state s'3: ef, and

For state s'4: ee.

These states, i.e., s'], 52, and s'3 , do not need to be re-identified in the new
implementation. In order to re-identify the added state s’4, the re-test sequence r.a4.W4 =

r.be.bb is selected using Formula (3-1a). If the modified implementation passes this
sequence then there is a one-to-one mapping between states of the modified specification
and implementation that are bb-equivalent.

Afterwards, in order to test the modified transition (s‘2-c/f->s'4) whose head state 52 is in
Sy, the sequence r.ap c.W4 = r.b.c.bb is selected using Formula (1-a). Moreover, the
following re-testing test sequences are selected using Formula (3-Ic) in order to check
the outgoing transitions from state s'4 € S\Sy : r.a4.a.W4 + r.a4.b.W4 + r.ag.cW3 =
r.bc.a.bb + r.bc.b.bb + r.bc.c.bb

Consequently, the re-testing test suite has sequences of total length 18. The traditional
HIS method derives a test suite of length 32 if the whole specification of MS’ is

éonsidered for test derivation.
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4.5 Re-testing Methods when the implementation Has more
States than the Specification

In this section, we introduce the re-testing problem for the case when the implementation
can have more states than the specification. We first briefly describe the W, Wp, and HIS
test derivation methods for this case. Based on these methods we propose corresponding
methods for deriving re-testing test cases.

Let the number of states m of an implementation FSM be larger than the number n of
states of the specificaion FSM (i.e. m > n). We denote by 6 the union
ar.(DIS(Msis,)NX™") over all ar € Q. When an implementation can have more states

than the specification the set Q is used instead of the state cover set Q, since now the set
Q is not enough in order to reach each state of the implementation in the state
identification phase. For each sequence @j € Q that takes the specification FSM to the
corresponding state s;, the state identification test sequences comprise the following
sequences:

r.gj.W in the W and Wp methods, or
r.a;.Wj in the HIS method.

Here we note again that a W set does not always exist for a reduced partially specified
FSM. In this case, the W and Wp methods cannot be applied. However, we can apply the
HIS method.

If the FSM M passes these sequences, then 0 is shown to be a state cover set of any
implementation of Ms up to m states ([Cho78), for a complete specification FSM;
[Yev90] for a partial specification FSM) and there exists a many-to-one mapping h: T —
S such that:

h(t)=s; & t=w;s; in the HIS method, and

h(t)=s;j < t=ws; inthe W and Wp methods (Y-1)
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Moreover, the transition testing phase, assures that for each state teT that is reachable
from the initial state in the implementation at hand, and input xe€ X that is defined at state
s=h(s), the mapping h satisfies the following property:

AR, x) = AS(h(r), x) and h(4¢, x)) = 5(h(2), x) (Y-2)

For this purpose, for each sequence @ € Q that takes the specification FSM to the
corresponding state sj and each xe X that takes the FSM M from state s; to state s, the

testing transition phase comprises:

r.asx.W in the W method, or
r.ajx.W in the HIS and Wp methods, where Wy is a state identifier of the state sk in
the specification FSM and for the Wp method, we have Wi cW.

When deriving the re-testing test cases we assume that the complete implementation M}
of the reduced FSM Mg has been tested and found conforming to MS. Therefore, there
exists a many-to-one mapping hJ.§: T — § such that for each state te T that is reachable
from the initial state in the implementation at hand, and input xe X that is defined at state
s, the mapping hj.s satisfies (Y-2). We denote by h;'; the inverse image of hy.g, i.e.
given state sj of Ms, h;ls (sj) = {1V h-S(t)) = sj}. Let Ms' = (S, X, Y, J5, 45, Ds, s1) be the
modified specification, and My'=(T, X, Y, 4y, AJ, t1) be the modified implementation that
must conform to Ms'. We assume that only transitions that correspond to the modified
parts of Ms’ have been changed in M/’ and we want to generate test sequences for the

modified parts of the system specification, in order to check that these modifications were
implemented correctly in the modified implementation M]'. In other words, for each

unmodified transition (sj - a@ -> sk) of Ms’, we assume that each transition (tj-a->1k)
[where tj € h';(sj) and t € h;';(sk)] has not been changed in the modified

implementation MJ’. In this case, we regard the modified implementation as a grey-box
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rather than a black-box since some parts of M}’ are known (equal to the corresponding
parts of the initial implementation Mj) while others are not, due to the modifications.

The re-testing methods have two phases similar to the methods presented for the case
when the specification and the implementation have the same number of states. As in the
previous methods, we also examine different cases that can be used to generate shorter
re-testing test sequences. Moreover, we examine Mg’ and utilize some information from

the specification Ms and its conforming implementation Mj to select (when possible) an
appropriate state cover set of any implementation of M§’ up to m states that is shorter
than that presented in ([Cho78]; [Yev90]).

Similar to the previous sections, we select a prefix-closed state cover set Q with the
following property. Given state sj € S of Ms' reachable through unmodified transitions,

we select the sequence aje Q that does not traverse any modified transition.

45.1 Case-4.1: The Unmodified Part of the Modified Specification is
Reduced

If the modified specification is still reduced, as in Case-1, we do not need to re-identify
states in the new implementation since the mapping between the states of Mj and Mg is

still preserved between the states of Mj' and MS' and it is the only candidate that can
satisfy (Y-2).

Moreover, we know that since M conforms to Mg, the union az.(DIS(MSls, ™) over
all ar € Q (ie 6 ) is a state cover set of M]. By utilizing this information, we build
(when possible) a shorter state cover set for My'. Afterwards, when testing a modified
transition (sj - x -> sk) of MS', we select the sequences from this set that reach each state
of each possible implementation of Mg’ that is the head state of a modified transition of

the implementation that corresponds to (sj - x -> s), i.e. we reach each state #j such that

tje h;ls (sj).



In order to build a state cover set from Mg’ by utilizing accessible information from My’
for each state sj of Ms’ we proceed as follows:

- If state tj of MY’ is the only inverse image of sj of Ms’ (i.e. l,_; (sj)l = 1), then we
assign Q; = {aj}.

- If there is more than one inverse image for state sj of MS’ (i.e. 1k s (sj)l > 1) and
the sequence @j does not traverse unmodified transitions if applied at the initial
state of Ms', then:

For each inverse image ¢ of sj (other than ¢ that is reachable by aj in M) that

is reachable from the initial state of the implementation through unmodified
transitions (if any), we let B denote the sequence that reaches t. Then, we

form the set of sequences:
Q;= (g} U (f)sj=hls0)}
- If there is more than one inverse image for state sj of MS’ and the sequence @j

traverses modified transitions if applied at the initial state of Mg’, then we assign

Q.= {a).

Afterwards, we form the set of sequences Q’= UQJ . If the sequences of the set Q' take
SieS

the modified implementation MJ to Q1 different states, then the union
a,-.[DIS(MsLs,)nX""Q' I] over all ay € Q' (Hereafter denoted by a) is a state cover set of

any possible implementation with up to m states.

For each modified transition (sj - x -> sk), we let the set R,j be the subset of the set O'
that covers the states in the set A, (sj) of My'. In other words, we include in R,j each

sequence in Q' that takes the modified specification from the initial state to state sj. We

derive the state identifiers Wi and the set W (if exists) which in this case do not traverse
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modified transitions. Then, for each sequence y € R,j we form its corresponding re-

testing test sequences as follows:

If we use the HIS or Wp methods:

r.yx.Wg 4-2)
If a characterization set W exists and we use the W method:

r.yx.wW (4-b)

We note that we could use, as described in ([Cho78);[Yev90], the state cover set

0= Jia,DISMsnX™™)] instead of Q'= |Jia,.DIS}sls, nX"2h].
areQ a,e(

However, this set is normally larger since it does not exploit some known information

about M[’ inherited from M].

Theorem 5. Given a modified specification Ms’ and its implementation M[’, let the
unmodified part of MS' be reduced and have state identifiers Wy, ..., Wp. If the
implementation M’ passes the re-testing test suite which consists of the union of the test

cases over all modified transitions as given in Formula (4-a) or Formula (4-b), then the
implementation M]' is quasi-equivalent to Mgs'.

In order to prove Theorem 5, we first prove the following lemma.

Lemma 1. Given state sj of M5’ and the setRy; C Q'. Let state ; in the inverse image of

sj be reachable from the initial state of M]'. If the implementation passes the re-testing
test suite which is the union of the test cases given in Formula (4-a) or Formula (4-b)
over all modified transitions, then there exists a sequence ye R,j that takes MJ’ to state

tj. In other words, R,j is a state cover set of all states of the inverse image of sj.
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Proof of Lemma 1: Consider the many-to-one mapping hJ.5(1): T — S that holds
between specification MS and implementation M]. We first note that since the
unmodified part UP-MS’ of the modified specification MS’ is reduced, there exist state
identifiers W1,..., Wy, such that each W; is a subset of the defined input sequences at
state s;€eS in the UP-Ms', Therefore, for each state ¢ of the modified implementation it

holds that :
lj = wj s & s = h].5(t)). (Y-3)

Given state ¢ of the modified implementation M/, consider the sequence ye Q' that takes
M’ from the initial state to state ;. If 7does not traverse modified transitions then ytakes
the modified specification to state sj such that sj= hJ.5(#)), i.e.

41e1, P =w; &G1. P- Y49

Suppose now the sequence ytraverses a modified transition. Without loss of generality
we can assume that ¥= fz where £ does not traverse a modified transition if applied at
the initial state of Ms". In this case, if the implementation passes the test cases S.z.Wj of
the test suite given in Formula (4-a), then we are sure that after the sequence y= £ the
modified implementation reaches state #j that is Wj-equivalent to sj, i.e. the formula (Y-4)
holds for any ye Q'. Therefore, we can draw the following two conclusions:

a) Given state f; of the implementation MJ’ such that hJ.5(#) = s; and a sequence Y€
Q' if the sequence ytakes the implementation from the initial state to state £, then ytakes
the specification Mg’ from the initial state to state s;, and by definition of R,j ,» Y€ R,j .

b) The sequences in the state cover set Q of Ms' take the implementation from the

initial state to n different states. Moreover, for each sequence f e Q\Q, by construction
of Q’, the f takes the implementation from the initial state to a state different than those
that are reached by the sequences in Q. Therefore, by definition of Q’, sequences in Q'
take the implementation to IQ1 different states, then in order to cover each state of MJ’, at



67

each state we need to apply all defined input sequences of length up to m-IQ. Moreover,
dueto (a), Ry, < Q' covers each state 1. 0

Proof of Theorem 5:
We now show the mapping hJ.g satisfies (Y-2) for the modified specification MS’ and

implementation MJ'.
For each state tje T, the following three cases are possible:

(i) State #j of M’ is the only inverse image of state sj of MS’ (i.e. sj =w; tj and 1A (s
=1) and the sequence @j does not traverse modified transitions if applied at the initial

state of Ms". In this case, the implementation M]' reaches state f; after aj.

Given a non-modified transition (sj - @ -> sk), the modified implementation from state ¢
under input a reaches state fx that is Wi-equivalent to state sg. Thus, in this case, for each
unmodified transition, it holds that

AL, a) = AS(h1-S(tj), a) and h.S(A[(, @) = sk = O5(h[.S(t)), @)

Given a modified transition (sj - x -> sk), if the implementation passes the test cases
r.ajx.W given in Formula (4-a), then A[(tj, x) = As(h-s(#j), x) and the ending state of
the transition (#j - x -> 1) is Wi-equivalent to sk, i.e. sk = hJ_s(tk). Therefore, hJ.S(A(1;,
a)) = sk = H(hL-s(tj), a).

(ii) State tj of MJ' is the only inverse image of sj of Ms’ (i.e. sj=w; #j and I, (sj)l = 1);
however, the sequence @j traverses modified transitions if applied at the initial state of
Mg'. Without loss of generality, we can assume that @j = fz where J does not traverse a
modified transition if applied at the initial state of Ms'. In this case, if the implementation
passes the test cases 5.2.Wj of the test suite given in Formula (4-a) we are sure that after
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sequence aj = /& the modified implementation reaches state #j that is Wj-equivalent to s;,
i.e. it reaches state #; such that h1.5(1j) = s;.

Given a non-modified transition (sj - a -> sk), the modified implementation from state J;
under input a reaches state #; that is Wi-equivalent to state sk of the modified
specification, i.e. AJ.Stk) = sk. Thus, in this case, for each unmodified transition, it also
holds that:

A[ttj, a) = AS(h[.S(tj). a) and h].S(AK(Ej, @) = sk.

Thus, when the modified implementation passes the re-testing test cases r.ajx.Wk given
in Formula (4-a), it holds that A7 (1j, @) = AS(hL.S(t)), a) and the ending states of the
transitions (sj - x -> sk) are (fj - x -> k) are Wi-equivalent, i.e. again hJ.§(tk) = sk-

(iii) The modified implementation MJ’ has at least two states state ¢’ and 7" that are
equivalent to state sj of the unmodified specification, i.e. hJ.5(1j) = sj and hI.S(5j") = sj.
In this case, if states £’ and £ of M[’ are reachable from the initial state, then M/’ reaches
state ¢’ (or #;") through a sequence of the set R,j .

Given a non-modified transition (s - a -> sk), the modified implementation from state '
(or ¢") under input a reaches state &’ (or ") that is Wj-equivalent to state sk. Thus, in
this case, for each unmodified transition, it holds that

AL (f', @) = AS(h]-S(tj"), @) and h_S(Af (8, a)) = sk.

Given a modified transition (sj - x -> sk), if the implementation passes the test cases given
in Formula (4-1a), then given state ¢’ (or 4"), AL, x) = Js(hl.s(tj'), x) and the ending

state of the transition (#j’' - x -> fk) is Wi-equivalent to sk, i.e. sk =hJ-$(t). O

4.5.1.1 An application example
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As an example for Case 4.1 based on the W method, we modify the specification Ms
shown in the left part of Fig. 4.5 and obtain the FSM Mg’ shown in the left part of Fig.
4.6. The modified transitions are shown as bold lines. We let M], shown in the right part
of Fig. 4.5, be the conforming implementation of Ms where the mapping between the
states of MJ and M is h[-S(t1) = s1, hl-S(2) = 52, h].5(:3) = s3, and h.5(13") = s3.
Moreover, we let MJ’, shown in right part of Fig. 4.6, be the implementation of Ms’
where the modified transitions of M]’ that correspond to the modified transitions of Ms’
are shown in bold. The number n of states of Mg’ is 3 while that of M}’ is m=4. MS' has b
as its distinguishing sequence, and Q = (g, q, b} as its state cover set. Here, Q'1=(€]},
02={@m =a}, Q'3={a3’= b, f3'=c]. Therefore, Q' =(& a, b, c} with IQ1=4, X% =
X° = (€}, and the union &,.[DIS(Msis,)"X™'?] over all @ € Q' equals to Q'. Moreover,
R,3 ={bc),andTS=r.ap.ab+r. R,3 b=raab+r.{b, c}.a.bhas a total length of 12.

The W method generates sequences of total length 123 if the whole specification Ms’ is

used for test derivation.

Ms

Figure 4.5. Specification MS and its implementation M|



Figure 4.6. Specification MS' and its implementation M|’

We note that if we do not utilize in Q'3 the information 3’ = ¢, where c is the input
symbol that takes M]' to state ¢3°° through the unmodified transition (¢] - ¢/e -> 13°*), then
Q'3 would be equal to {@3'= b}. In this case, Q'= {& g, b} with 1 Q" 1=3,X™'?" = X, and
the union a.[DlS(MsIs,)nX"'"Q’] overall @, € Q' equalsto= Q'X == {a, b, ¢, aa, ab,
ac, ba, bb, bc}. In this case, Ry, = (b, ¢, aa, ba, bc}, and TS=(r.a2.a.b}+ {r.R; .a.b }=
{r.a.a.b}+ {r.b.a.b, r.c.a.b, r.aa.a.b, r.ba.ab, r.bc.a.b} has total length 27.
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Figure 4.1. Implementation M|’ of specification MS' in Fig. 4.6

As another example, we consider the specification Mg, shown in the left part of Fig. 4.5,
and its conforming implementation MJ shown in the left part of Fig. 4.7, and the modified
specification MS’ shown in the left part of Fig. 4.6. The mapping between the states of My
and My is h]-S(t1) = s1, hI-S(#2) = 52, h]-S(t3") = 53, h[-S(13") = 53 and h]_§(13"™) = 53.
Moreover, we let My, shown in the right part of Fig. 4.7, be the implementation of Ms§’
where the modified transitions of M)’ that correspond to the modified transitions of M§’
are shown in bold. The number 7 of states of MS' is 3 while that of M]' is m=5. MS’' has b

as a distinguishing sequence, and Q = (€, a, b} as a state cover set. Here Q'|={€},
Q02={a =a), Q3=(a3'=b, f3=c}, @ =(& a b, c} with|Q’|=4. Therefore,
X™'?' = X, and the union &;.[DIS(Msis)nX™*%"} overall &, € Q' equalsto Q'X = {a, b,
¢, aa, ab, ac, ba, bb, bc, ca, cb, cc}. Here, R,3 ={a3’=b, f3’=c, aa, ba, bc, ca, cc}. We
note that the sequence ab in Q'X is not included in R, since this sequence does not
traverse a modified transition if applied at the initial state s} of MS’ and the tail state of

this sequence is not s3. By the same reasoning, we do not include in R,, , the sequences
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ac, bb, and cb in Q'.X. Then we form, TS =r.ap.ab + r. R,3 a.b={raab} + {rcab,
r.b.a.b, raa.a.b, r.ba.a.b, r.bc.a.b, r.ca.a.b, r.cc.ab} of total length 37. The W method
generates sequences of length 452 if the whole specification Ms’ is used for test
derivation.

Here we notice that similar to the optimized procedure of Case-1 we can use transitions
that have been already tested in order to increase the cardinality of the set Q'. As shown
above, this implies shorter re-testing sequences.

452 Case-4.2: Each State of the Modified Specification is Reachable
through Unmodified Transitions and the Unmodified Part is not
Reduced.

When the unmodified part of the modified specification MS' is not reduced and all states
of the modified specification are reachable through unmodified transitions, all the states
of the modified implementation are also reachable through unmodified transitions.
Similar to Case-2, the mapping between the states of My and Mg is the only candidate
that can satisfy (Y-2) for MJ’ and Ms'. However, we have to check whether this mapping
satisfies (Y-1) for the states that have state identifiers that pass through modified
transitions. In order to check this, for each of these states, the corresponding re-testing
test sequences only include the identification sequences that pass through modified
transitions. Moreover, the transition re-testing phase includes only sequences that test
modified transitions.

Let O be a prefix-closed state cover set such that its sequences do not traverse modified
transitions if applied at the initial state of M§'. Let also F = {W}, ..., Wy} be a separating
family of the modified specification, and W be a characterization set (if exists).
Moreover, we define and construct the sets 0. @', ', and Ry ; as done in Case 4.1. We
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note that in this case, IQ= m since Q' covers all the states of a modified implementation,
and the sequences in the setR,l. do not traverse modified transitions.

i) State re-identification phase

For each state sy of MS’ such that some sequences of Wy (or W in the W or Wp methods)
traverse modified transitions if applied at state sy, we re-idenitfy each state tr € ;' (sr)
of the modified implementation. For each sequence y € R, that takes the modified
specification to state sp, the state re-identification re-testing sequences are formed as

follows:
r.y.wy 4.2-a)

where Wy'c Wy (or Wy'CW for the W and Wp methods) comprises each sequence of the
state identifier Wy (of the characterization set W) that, if applied at state sy of the
modified specification, traverses a modified transition. We note that the inverse image(s)
of each state of Ms’' for which all sequences of the state identifier traverse only
unmodified transitions, need not be re-identified.

ii) Re-testing modified transitions phase

In order to test a modified transition (sj - x -> sk), for each sequence y € R,j that takes

the modified specification to state sj, the corresponding re-testing test sequences are
formed as in Formulae (4-a) or (4-b).
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Theorem 7. Given the modified specification MS’ and its implementation M[’, let F =
{W1, ..., Wn] be a separating family of MS' and W be a characterization set (if exists).
Moreover, let Q' be a prefix-closed state cover set of MS' such that each sequence of the
set Q' does not traverse a modified transition if applied at the initial state. If the
implementation M|’ passes the re-testing test suite which is the union of the re-testing test
sequences given in Formulae (4.2-a) and Formulae (4-a) or (4-b), then the
implementation is quasi-equivalent to Mg".

We omit the proof of Theorem 7 since it is a particular case of Theorem 8.

453 Case-4.3: Some States Are only Reachable through Modified
Transitions

In some cases, the unmodified part of the modified specification M’ is not reduced and
some states of MS’ are only reachable through modified transitions. Here, as in Case-3,
we re-identify each inverse image of each state of Mg’ that is only reachable through

modified transitions and we check all its outgoing transitions for correct output and
ending state. Moreover, as in Case-4.2, we re-identify each inverse image of each state of
M5’ for which some sequences of the state identifier traverse modified transitions.

Let F = {W], ..., Wy} be a separating family of the modified specification and W be a
characterization set (if exists), where sequences of the set Wj (or W) may traverse
modified transitions if applied at state sj. Furthermore, we define and construct the sets

0.0 Q',and R,j as done in Case-4.1.
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i) State re-identification phase

For each state #j that needs to be re-identified, we consider each sequence ye€ R,j that

takes the modified specification from the initial state to sj, and we derive the state re-
identification re-testing sequences:
If ¥ does not traverse a modified transition, the re-identification sequences are
formed as in Formula (4.2-a).

If ytraverses a modified transition then there are test sequences:
r.¥W; (in the HIS method) 4.3-a)
r.y.W (in the W and Wp methods) (4.3-b)
Every sequence of the set Wj (W) must be applied after ¥ whether the sequence
applied at state s; traverses a modified transition or not.

ii) Re-testing modified transitions phase

For each modified transition (sj - x -> sk), we consider each sequence Y€ R,j that takes

the modified specification from the initial state to sj.
If ¥ does not traverse a modified transition, we derive the corresponding test
sequences as in Formulae (4-a) or (4-b).

If ytraverses a modified transition, we apply Formulae (4-a) or (4-b) to each
outgoing transition from state sj including those which are unmodified.

Theorem 8. Given modified specification MS' and its implementation My'. let F = {W],
..., W} be a separating family of Ms' and W be a characterization set (if exists).
Moreover, let Q', derived as described in Case-4.1, be prefix-closed state cover set of
Mg'. If the implementation M]’ passes the re-testing test suite which is the union of the re-
testing test sequences given above, then the implementation M’ is equivalent to MS".
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Proof of Theorem 8:
Consider a relation & ¢ TS such that :
@, sj)eh Sj=w sj (or{l, sj) € h & tj=w sj)

If the implementation passes the test cases given in Formula (4.2-a) and (4.3-a) or (4.3-b),
then for every state Jj there exists a state s; such that 7j = w; sj (j = w sj). Moreover, there
does not exist another state s different from sj such that 1j = w; sk (tj = w sk, since sj is
not W -equivalent (is not W-equivalent) to sk. Therefore, h is a many-to-one mapping
T-S.

We note that if ¢ is reachable through unmodified transitions, then h(t)= h[.S(t)).
However, if 1j is reachable through modified transitions, then the many-to-one mapping
h: T — S such that # of the modified implementation is Wj -equivalent (W-equivalent) to
state s = h(tj) of the modified specification, can be different from A/.S.

Since the re-testing test suite has re-identification test sequences, similar to that in the
proof of Lemma 1, if the implementation passes the test suite then we conclude as

follows.
1) Sequences of Q' take the implementation to IQ1 different states, i.e. each state #j of the

implementation reachable from the initial state can be reached through some
sequence Y€ Q' such that ytakes the modified specification from the initial state to a
state Wj-equivalent (W-equivalent) to state #j, i.e. each state sj has an inverse image
in the modified implementation.
2) Given state sj of the modified specification, for each sequence ye a' that takes the
specification to state s;, it holds that A(t1, D)) = w; Is(s1. P [A(11, D) = wIs(s1, D).
For each state tje T, the following three cases are possible:
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If the modified implementation reaches ¢’ through a sequence } € R,j that

does not traverse a modified edge and (sj - a -> sk) is an unmodified transition
then h(5j) = h-S(1j), and h(ANY;', @) = h1-S(5(sj, a)) = sk

If the modified implementation reaches ¢’ through a sequence % € RI,- that
does not traverse a modified edge and (sj - x -> sk) is a modified transition, and

the implementation passes the test cases given in Formula (4-a) or (4-b) then :
AN, x) =we sk=> h(ANE', x)) = sk and I5(h(tj"), x)) = sk

If the modified implementation reaches state #;* through a sequence % € le
that traverses a modified edge and the implementation passes the test cases
given in Formulae (4-a) or (4-b) over all outgoing transitions of ', then for
every transition (sj - x -> sk) and fj' it holds that :

Aftj', 2) =we sk => ANy, 2)) = sk and O5(h(j), 2)) = sk O
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4.6 The Length of the Re-testing Sequences

For a given reduced FSM MgS with n states and k input symbols, the test sequences
generated by the W method can be constructed by first generating a set of defined input
sequences say p such that for every defined transition from state s; to state sj on input x,
there are defined input sequences oand gix in p so that a; forces the machine into state s;
from the initial state. Then, the sequences of p are concatenated with the sequences of the
W set. One way to construct the set p is to build a so-called “testing tree” of MS. All
partial paths in this tree constitute the set p. A “partial path” is a sequence of consecutive
branches that starts at the root node and ends at either a terminal or non-terminal node of
that tree. Each edge is labeled by an input symbol. The empty sequence is always an
element of p. A procedure for constructing p is given in [Cho78], where p is obtained by
constructing a testing tree then by enumerating the partial paths of the tree. Since each
transition appears exactly once (or at most once for partially specified FSM) in the testing
tree, the cardinality of the set p is proportional to n.k, the upper bound on the number of
(defined) transitions in the machine.

Every reduced completely specified FSM has a W set consisting of no more than n-1
sequences, where each sequence has length of no more than n-1 [Yan95][Cho78].
However, for reduced partially specified FSMs, each sequence of the W set (if exists) has
length no more than n’ [Yan95). Therefore, the length of W is of order n’ for completely
specified FSMs and it is of order n’ for partially specified FSMs with a W set.
Consequently, the length of the test suite generated using the W method has an upper
bound of order k.n® for reduced completely specified FSMs and for reduced partially
specified ones is of order k.n*.

For the case when the implementation machine is assumed to have more states than the
specification machine, i.e. m > n, the length of the test suite of the W method is
multiplied by a factor ™" since each sequence of the set p that takes the specification to

state sy is concatenated with the sequences (DIS(Mgts, ). We note that, in the worst
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case, the length of the test suite of the Wp is that of the W method. Moreover, the length
of the test suite derived using the HIS method is of the same order as that of the W
method since the order of the length of state identifiers is that of the W set. This is due to
the fact that the maximum number of sequences in a state identifier or a separating set is
(n-1). Moreover, for fully specified FSMs, we can always find sequences so that the
upper bound on the maximum length of separating sequence is no more than (n-1)
[Yan95). For partially specified FSMs, this bound is no more than ° [Yan95]. Therefore,
for fully specified FSMs, the length of a separating set W; is roughly of order n* and for
partially specified FSMs it is roughly of order n’.

461 The Length of the Re-testing Sequences of Case-1:The
Unmodified Part of the Modified Specification is Reduced

According to Case-1, no state re-identification is needed and re-testing sequences are
generated to check only modified transitions of MS'. For each modified transition,
re-testing sequences are generated by concatenating one path of the nk+1 partial paths of
a testing tree with the corresponding W set (Wg in the Wp and HIS methods). Therefore,
for completely (partially) specified FSMs, the length of the re-testing test sequences is
roughly of order num.n’ (num.n’), where num is the number of modified transitions.

In order to calculate the upper bound of num, we note that according to Case-1, the
unmodified part of the modified specification MS’ is reduced, and for each state, say s;, of
Mg’ there exist a state identifier W; that is a subset of defined input sequences at s; in the
unmodified part of MS'. Consequently, according to Case-1, there are at least n
unmodified transitions in Ms', and thus the upper bound of num equals to nk — n. This
happens when each state identifier W;, for i=1..n, of Ms' contains an input sequence of
length equals to one. When num is at its upper bound, the length of the re-testing
sequences becomes roughly proportional to n’k for completely specified specifications
and n’k for partially specified ones. However, we observe here that even when num is at
its upper bound, the maximum number of partial paths required for re-testing is nk — n
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which is less than nk + 1 required for complete testing of MS’. Moreover, as long as less
than n partials paths are needed for re-testing, the length of the re-testing sequences
would stay roughly proportional to n’k for completely specified FSMs and n’k for
partially specified ones

462 The Length of the Re-testing Sequences of Case-2: Each State
of the Modified Specification is Reachable through Unmodified
Transitions and the Unmodified Part is not Reduced

According to Case-2, each state say sk of the modified specification MS’ that has
sequences in the W set (Wi in the HIS method) traverse modified transitions, has to be
re-identified in the new implementation. Moreover, re-tests are selected to check each
modified transition for a correct output and a correct tail state. In the worst case, for num
modifications, n + num partial paths of the re-testing tree are needed since all of the n
states of the modified specification might have to be re-identified and num modified
transitions have to be re-tested. Consequently, for completely specified FSMs the length
of the re-testing test sequences is of O(n + num)n’, and it is of order (n + num)n® for
partially specified FSMs.

In order to calculate the upper bound of num, we note that according to Case-2 all (of the
n-1) states of Mg’ are assumed to be reachable from the initial state through unmodified
transitions. Therefore, there are at least n-1 unmodified transitions in MS', and the upper
bound on num is the maximum number of defined transitions of the machine nk minus
n-1. This bound is of order nk. Consequently, for completely specified (partially
specified) FSMs the length of the re-testing test sequences is of order n’k (n*k). However,
we note here that even when num is at its upper bound (i.e. num = nk — (n-1)), in the
worst case, the number of partial paths required for re-testing will be n + num = n + nk -
(n-1) = nk +1, which is equal to that required for complete testing of MS'. Moreover, as
long as the number modifications plus the number of states to be re-identified is less than
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n, i.e. when less than n partials paths are needed for re-testing, the length of the re-testing
sequences is of order n’k for completely specified FSMs and n’k for partially specified

Ones.

463 The Length of the Re-testing Sequences of Case-3: Some
States Are only Reachable through Modified Transitions

According to Case-3, all the states that are only reachable through modified transitions
have to be re-identified in the new implementation, and differently from the former cases,
in the worst case, we have to check all unmodified transitions from these states.
Moreover, as in Case-2, each state, say sk, that has sequences in the W set (or W in the
HIS method) traverse modified transitions, has to be re-identified. Therefore, for one
modification (i.e. when num = 1), in the worst case, all the n states of the modified
specification might have to be re-identified and nk - (k-num) outgoing transitions have to
be retested. This happens when the initial state of Mg’ is the head state of the modified
transition and all other states of M§' are reachable from the initial state only through the
modified transition (that happens when all the outgoing unmodified transitions of the
initial state (with an upper bound of k-nwm) loop back to the initial state itself).
Consequently, nk - (k-num) partial paths of the nk+1 partial paths of the testing tree are
needed for re-testing, and thus the length of the re-testing sequences is roughly of order
n’k for completely specified FSMs and n‘k for partially specified ones. We note that as
long as num is still smaller than k, in the worst case, nk — (k-num) transitions of Ms' have
to be re-tested. However, when num is greater than or equals to k and num is smaller than
or equals to its upper bound nk (i.e. when all the transitions of MS' are modified), in the
worst case, all the nk transitions of MS' have to be re-tested. In this case, the re-testing
test sequences generated by our re-testing methods coincide with the test sequences
generated by the corresponding testing methods. However, as mentioned before, we note
here that as long as the number of partial paths required for re-testing is still less than n,
the length of the re-testing test sequences is roughly proportional to n’k for completely
specified FSMs and n’k for partially specified ones.
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464 The Length of the Re-testing Sequences when the
implementation Has more States than the Specification

The length of the re-testing sequences when the implementation has more states than the
specification is equal to the one presented above for the cases when the implementation
has the same number of states as the specification, but multiplied by a factor k™", This
is due to the fact that each sequence of the set p that takes the specification to state sy is

concatenated with the sequences (DIS(Msls,)nX™'Y),

For cases 4.1 and 4.3, in the worst case, IQ1 = n, the number of states of the specification
machine. This happens when all the states of the modified implementation are reachable
through modified transitions and the initial state, which is always reachable through
unmodified transitions, has only one inverse image in the modified implementation. In
this case, the factor K™'?" equals to K" which is the lower bound factor reported in
[Cho78). However, for cases 4.1 and 4.3, in the best cases, |Q1 = m and the lower bound
on the factor K™'?" is k° = 1. For Case-4.2, this happens when each state of the modified
specification with more than one inverse image in the modified implementation, is
reachable from the initial state through unmodified transitions. For Case-4.3 this happens
when each state of the modified specification that is only reachable from the initial state
through modified transitions, has only one inverse image in the modified implementation.
Moreover, as long as there exist a state in the specification with more than one inverse
image in the modified implementation and at least one of these images is reachable
though unmodified transitions, the factor IQ1 will be greater than n. Consequently, the
factor ™' will be less than K™, the lower bound factor reported in [Cho78].

Finally, for Case-4.2, even in the worst case, all the states of the modified implementation
are reachable from the initial state through unmodified transitions, and thus IQ1 = m.
Consequently, the factor K™'2" equals to one which is shorter than the lower bound factor
k™" reported in [Cho78].
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4.7 Adapting the Wp Based Re-testing Methods to the UIOv
Methods

The UIOVv is a special case of the Wp method. This method makes the same assumptions
about the specification machine MS and the implementation machine My as the W
method. In addition, it further assumes that the set Wj of the Wp method can be chosen in
such a way that they contain each only a single sequence, a so-called Unique-Input-
Output (UIO) sequence. A UIO sequence for a state of a complete M is an I/O behavior
that is not exhibited by any other state of M (see Section 3.2 for formal definition).

Let 71/81, /2, .... Tl be the respective UIO sequences for the n states s|, 52 ... Sp,
then the set of input sequences { 7], 72, ..., Tn} constitutes a W set of MgS, and in the
second testing phase {7} is sufficient for the verification of the ending state of a
" transition s/ -x/y-> sj. Therefore, the test suites generated by the UIOv testing (or re-
testing methods) can be given exactly in the same manner as the Wp testing (or re-testing

methods) by having the set W = { W1, W2, ..., Wp} where for any state identifier Wy € W,

Wi =1.

We note that UIO sequences may not exist for every reduced FSM. In this case the UIOv
method cannot be applied. However, instead we can always apply the HIS method.

4.8 DS Based Re-testing Methods

In this section we first define the distinguishing sequence (DS) based re-testing problem,
we present methods to solve the problem based on the re-testing methods presented in the
previous sections. We recall that the DS methods generate a single test sequence (derived
from a given specification FSM) that is supposed to be applied to the initial state of a
given implementation to check its comrectness. The applied test sequence and its expected
output response sequence form a so-called checking sequence.



48.1 Problem Definition

The DS-based re-testing problem can be defined as follows: Let Ms= (S, X, Y, &5, 4s,
s1), ISt= n, be the modified version of the specification FSM Ms=(S, X, Y, & 4, s1), IS=
n, where Mg is completely specified, initialized, reduced, deterministic, strongly
connected and has a distinguishing sequence D. We also let D’ be a distinguishing
sequence of MS' and M'=(T, X, Y, 4], AJ, t1), IT\= n, be its implementation machine. We
want to generate a test sequence (hereafter called re-checking sequence) in order to check
that the modifications to MS§ were implemented correctly in the implementation MJ'. We
assume that in the implementation MJ’, only transitions corresponding to the modified
parts of the specification are changed. We also assume that before modifying Mg, its
implementation M/=(T, X, Y, 4, A, t]), IT\= n, was tested using a checking sequence and
was found not faulty. Moreover, we assume that the modified specification machine Mg’
has the same assumptions as MS. That is Mg’ is initialized, completely specified, reduced,
strongly connected, deterministic, and has a distinguishing sequence.

In general, we have the following types of modifications that can be made in M§ and
implemented by a designer in M[:

(1) outputs of some transitions are modified,

(2) tail states of some transitions are modified,

(3) outputs and tail states of some transitions are modified,
(4) new states are added, and

(5) some states are deleted.

In order to solve for the problem, as in the W based re-testing methods, we have to re-
identify some states in the new implementation M)’ and test some transitions for a comrect

output and a correct ending state. The selection of these states and transitions is done as
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described for Cases 1 to 3 for the Wp re-testing methods. Accordingly, for each of these
cases, we present below a corresponding method for generating a re-checking sequence.
We note that now the W set and the state identifiers of MS’ each consists of the singleton

D'

For convenience we let the set E; = {e; | ej is some transition (sj-x/y->sk) of Ms' that need
to be tested, and i=l,...,/} denote the set of [ transitions of MS' that need to be tested,
where [ is less than or equals to the number of transitions of Ms'. Moreover, we let the set
Sre_id = {r1, n2... . rr} < S, denote the set of r states of M’ that need to be re-identified.
Moreover, for a transition e = (sj-x/y->sk), we let label(e) denote the input/output pair x/y
of e. The cost (or length) of a transition is the number of i/o pairs in the label of that
transition. The cost (or length) of a checking (or rechecking) sequence is the sum of the
lengths of transitions included in the sequence.

482 A DS Method for Case-1: The Unmodified Part of the Modified
Specification is Reduced

According to Case-1, when the unmodified part of Mg’ is still reduced and has a
distinguishing sequence D', we only check modified transitions for a correct transfer and

a correct ending state.

For the set of ¢ transitions E; = {e], €2, ez} of MS' that need to be tested, we construct
their re-checking sequence as follows:

T(s1,head(e1)). abel(e1). D/As(tail(e1).D").T(a] head(e2)-.1abel(e2).D7As(tail(e2),D).
T(a2,head(e3)).]abel(e3).D/AS(tail(e3),D"). ... T(a;. 1 ,head(er)).1abel(er).D/As(tail(er), D)

where:

T(s1, head(e1)) = is an (I/0) transfer sequence from the initial state s to head(e]) in E;,
a; is the state of Mg’ reached when D' is applied to state tail(e;); and

T(ai, head(ej+1)) = is an (I/O) transfer sequence from state a; to head(e;j+1) in E;.
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Note that the above transfer sequences may be empty sequences. Moreover, we always
construct the re-checking sequence in such a way that the transfer sequences do not pass
through modified transitions or they pass through already tested transitions. Furthermore,
since D' does not pass through modified transitions, the ending state after applying D' at a
known state of the implementation machine MJ' is also known.

We note that we can always choose state head(e]) in E; in such a way that it is reachable
from the initial state through unmodified transitions. Consequently, the ending state after
the application of the first transfer subsequence T(s}, head(et)) of the above re-checking
sequence is known, since we can always construct this subsequence in such a way that it
does not traverse any modified transition. Moreover, afterwards, subsequence
label(e1).D7As(tail(e1), D’) checks the modified transition e] for a comrect output and a
correct ending state. The ending state after the above subsequence is also known, since D’
does not traverse modified transitions. Therefore, if the modified edge ¢] is implemented
wrongly such that after the input label(e}) it transfers to a wrong state other than the
specified one, the above application of D’ will detect this anomaly. Afterwards, we can
always choose another tramsition in E; in such a way that the head state of such a
transition is reachable from the current (known) state through either unmodified
transitions or through already tested ones. Consequently, the transfer sequence from the
current state to such a state is guaranteed to reach the intended state.

483 A DS method for Case-2: Each State of the Modified
Specification is Reachable through Unmodified Transitions and
the Unmodified Part is not Reduced.

Case-2 occurs when the unmodified part of the modified specification is not reduced, but
all the states of the modified specification are reachable from the initial state through
unmodified transitions. In this case, as shown previously, we re-identify each state for
which D’ traverses a modified transition if applied at that state, and we test modified
transitions.



87

First, for the r states of the set Sre_id =(r1, r2,.. , rr) < S of Ms’ that need to be re-
identified, we construct their corresponding part (called Parr-1) of the re-checking

sequence as follows:

Part-1 = T(s1, r1).D7As(r1.D").T(a1, r2).D/A5(r2.D").T(a2, r3).D7As(r3.D)....
«erT(@r-1, rr).D/AS(rr, D').Tay, r1).D7As(r1, D).T(a},r2)

where:

T(s1, r1) = is an J/O transfer sequence from the initial state 5] to r] in Sre_id;
aj is the state of MS' reached when D’ is applied to state r; ; and

T(aj, ri+1) = is an J/O transfer sequence from state a; to state rj4+ 1 in Sre_id.

The above state re-identification part of the re-checking sequence is constructed exactly
in the same manner as done in [Hen64], but for the subset of states of M’ that need to be

re-identified (i.e. for the states in Sre_jd).

Afterwards, in order to test modified transitions, we proceed as follows:

i) In order to test a transition (sj-x/y->sj) whose head state s; is not in Sre_jd, we first
transfer from the known current state a of the machine to the initial state s| using a
transfer sequence T(ak, s1). Then we use D7As(s1, D’) in order to check that we indeed
reach s) after such a transfer sequence. Afterwards, we return back to the initial state
from state a) reached by D7As(s1, D), using a transfer sequence T(a], s1). Finally, we
transfer from s to the intended state s; through unmodified transitions before the input x
of the transition under test is applied. All of the above is done in order to guarantee that
the required state of the implementation cotresponding to state s; (such a correspondence
is established by the checking sequence that tested the conformance of Mj] to MS) is
entered before the input x of the transition under test is applied. Formally, suppose that



Mg’ is currently in state ak. In order to test transition si-x/y->sj where s; € Sre_id, the
following test subsequence can be used:

Tak, s1).D7As(s1, D).T a1, 51).T(s1, si)xly.D/AS(sj, D") d-b)

However, before testing any of the above transitions using Formula (I-b), we first have to
check that from the initial state s], the subsequence D/As(s1, D").T(a1, s1) returns the
machine back to s again. Consequently, in order to check the correctness of this
subsequence, the state re-identification part of the re-checking sequence (i.e. Part-1) is
concatenated with the following subsequence:

T(r2, s1)-D/As(s1, D).Ta1, s1) D72s(s1, D).T(a1, s1) d-a)
where,
r2 is the state reached after applying Part-1, and
a] is the state of Mg’ reached when D’ is applied to state r{.

ii) In order to test a transition (rj-x/y->sj) whose head state r; is already re-identified in
Part-1 (i.e. rj € Sre_id ), we use the same technique used in [Hen64]. Suppose that M’ is
currently in state ag. To test the transition rj-x/y->sj the following subsequence can be
used:

T(ak, ri-1).D7As(ri-1, D).Tai-1, ri).xly. D/AS (sj, D) an

By including T(ag, ri-1).D7As(ri-1, D).T(aj-1, r{) in the above sequence, one can
guarantee that the required state of the implementation corresponding to state r; (such a
correspondence is established by Part-1 of the re-checking sequence) is entered before the
input x of the transition under test is applied.
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- 4.8.3.1 An application example

As an application example for the DS re-testing method when Case-2 applies, consider
the specification FSM Mg given in Fig. 4.8 with inputs X ={a, b} and outputs Y= {0, 1}.
The cost of each transition of the FSM Mg is 1. M has a distinguishing sequence D=baa.
In fact we have the following output sequences in response to baa :

For state s1: 110,

For state s3: 101,

For state s3 : 001,

For state s4: 011, and

For state s§: 010.

Figure 4.8. Specification FSM M§



Figure 4.9. Specification FSM Ms'

We let the FSM Mg’ shown in Fig. 4.9 be the FSM Mg with the modification of
redirecting the ending state s§ of transition (s5-a/1->s5) to s3. MS' has still D'=baa as its
distinguishing sequence. Moreover, the cost of each transition of the FSM Mgs'is 1.

State s4 of Mg’ is the only state for which D’ traverses the modified transition if applied
to it. Consequently, the set Sye jd = {s4}. In order to re-identify s4 in the new
implementation, from the definition of the first part of the re-checking sequence, we
obtain:

Part-1 = 1\s1, s4).D/A5( s4,D").1(s1, 54).D7A8(s4,D").T(s1, 54)

Part-1= b/1. baa/011. b/1. baa/011.b/1
Afterwards, in order to test the modified transition (s5-a/1->s3) whose head state s5 is
not in Sre_jd, we proceed as follows:

i) From the definition of (I-a), we concatenate Part-1, the state re-identification part of the
checking sequence, with the following subsequence:

(s4, s1)-DY/45(s1, D).1(s3, s1) D/As(s1, D).Is3, s1) =

a/l1.b/1. baal/l10. a/l. baa/110. a/l
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ii) From the definition of (I-b), we concatenate the above subsequence with the following
subsequence:

T(s1, s1)D7As(s1, D).T(s3, 51).T(s1, s5)-a/1.D/As5(s3, D) =

g€ baa/l1l0. all. bi1b/1. all. baa/00]

The total length of the above constructed re-checking sequence is 29. The minimum
length checking sequence obtained using the model proposed in [Ura97] has a length not
less than 55, if the whole specification MS' is considered for checking sequence
derivation.

484 A DS Method for Case-3: Some States Are only Reachable
through Modified Transitions

According to Case-3, all the states that are reachable from the initial state only through
modified transitions have to be re-identified in the new implementation. Moreover, we re-
identify each state for which D’ traverses modified transitions if applied at that state.
Furthermore, we test modified transitions and differently from the former cases, in the
worst case, we have to test all unmodified transitions from the states that are reachable
from the initial state only through modified transitions.

The re-checking sequence for this case can be constructed exactly in the same manner as
done for Case-2. We note that according to Case-3, in order to test a transition whose
head state is not in Sre_jd, we can always find a transfer sequence from the initial state to
the head state of that transition that does not traverse any modified transition. This is due
to the fact that if such a transfer sequence cannot be found, then such a state should be in
the set Sre_id.
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484.1 An application example

As an application example of the DS method for Case-3, we add to the specification
machine Mg in Fig. 4.8 a new state s producing machine Mg’ shown in Fig. 4.10. The
cost of each transition of the FSM Ms'is 1.

all

Figure 4.10. Specification M§'

The specification MS’ has still D’ =baa as its distinguishing sequence. In fact we have the

following output sequences in response to baa :
For state 51 : 111,

For state s2: 101,

For state s3 : 001,
For state s4 : 011,
For state s5: 010, and
For state sg: 110.

According to Case-3, state s] needs to be re-identified since when D’ is applied at this
state it traverses modified transitions. Moreover, we re-identify the added state sg.
Therefore, Sre_id={s1, 56}, and from the definition of the first part of the re-checking
sequence, we obtain:



93

Part-1 = T(s1, 5s1).D7AS(s1, D).T(s6, s6).D/As(s6, D").T(s3, s1)- D/As(s1, D").T(s6, 6)
= g€ baa/lll. d& baa/110. a/l. baallll. de

We consider each incoming/outgoing edge of s¢ as a modified transition. Therefore, the
modified transitions of MS’ are (s1-b/1->sg), (sg-a/1->s6) (s1-b/1->s4). Consequently,
according to Case-3, we test these transitions and we also test each outgoing transition
from state sg since sg is reachable from the initial state only through a modified
transition. Therefore, the transitions that need to be tested are (s]-b/1->s6), (s6-a/1->s6)
and (s1-b/1->s4).

Before testing these transitions, we notice that the head states of these transitions (i.e. s}
and s2) are already re-identified in Part-1. Therefore, in order to test these transitions, and
from the definitions of (II), we obtain the following subsequences:
i) In order to test transition (s1-b/1->s¢), we concatenate Part-1 with the following
subsequence:

T(s6, s6).D/As(s6, D). T(s3, s1).b/1.D/As(s6, D) =

g&. baal110. a/l. bl1. baal110
ii) Afterwards, in order to test tramsition (sg-a/l->sg), we concatenate the above
subsequence with the following subsequence:

T(s3, s1).D7As(s1, D).T(s6, s6).a/1 .D/As(s6, D) =

a/l. baall11. g€ all. baal110
iii) Finally, in order to test transition (s¢-b/1->s4), we concatenate the above subsequence
with the following subsequence:

T(s3, s1).D7As(s1, D).T(s6, 56).b/1.D/As(s4, D") =

al/l. baa/1ll. g€ b/1. baa/011

The length of the above re-checking sequence is 26. The model proposed in [Ura97]
yields a checking sequence of length not less than 66, if the whole specification M’ is

considered for checking sequence derivation.
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5 Diagnostic Testing of Communicating Finite State
Machines

5.1 Introduction

We recall that the purpose of conformance testing is to check whether an implementation
conforms to its specification. An interesting complementary yet more complex problem is to
locate the differences between a specification and its implementation when the
implementation is found to be non-conforming [Lee93). A solution to this problem has
various applications. For example, it makes easy the job of correcting the implementation so
that it conforms to its specification [Lee93].

In the software domain where a system may be represented as an FSM, some work has
already been done for the diagnostic and fault localization problems [Ghe92a][{Ghe92b]
[Lee93). However, little work has been done for distributed systems represented by
communicating finite state machines (ComFSMs) [Ghe93a). In [Ghe92a], [Lee93] and
[Ghe93a] the differences between the systems specification and its implementation is
located under the assumption of a single fault in the implementation. In {Ghed93b] the
differences can be located for multiple faults under the assumption that each of the faults is
reachable through non-faulty transitions.

In this second part of the thesis, we consider a system consisting of two communicating
FSMs, called components, as shown as the "System Under Test (SUT) " in Figure 5.1. The
system contains a machine, called context machine that communicates with the
environment, and the other machine, called embedded machine. The interaction between
these two components is assumed to be hidden or unobservable.

In [Ghe93a] a heuristic is proposed to locate a single fault within a system represented by
two communicating FSMs, once a fault has been detected in its implementation. In this
part of the thesis, we first show that it is not always possible to locate such a fault. This
happens when a certain fault in an implementation of the context and another fault in the

implementation of the embedded component may cause the same observable behavior of
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the SUT. Accordingly, we present two new two-level approaches for the fault localization
of the given system [EIf99b][EIf01]. At the first level (called machine level diagnosis) the
methods decide if it is possible to identify the faulty component in the given system. If
this is possible, the faulty component is identified, and if desired, at the second level
(called transition level diagnosis) the methods determine if it is possible to locate the
fault within the faulty component. If that is possible, the methods can provide additional
test cases to locate the fault(s). We note that sometimes it is not possible to locate the
fault(s) within the faulty component, since the same observable behavior of the SUT may
be caused by different faults in the component implementation. The first method, called
single fault diagnostic method, assumes as in [Ghe92a)] [Lee93] [Ghe93a] that the SUT
has a single fault in one of its transitions (i.c. in one of its component machines).
However, the second method, called multiple faults diagnostic method, assumes that
multiple output or transfer faults may occur in at most one component. Given a system
decomposed into components, it is usually assumed for high-level abstractions that the
structure of the system is preserved in all possible implementations, while a component
may be either faulty or operating correctly [Kle87]. We note that the multiple faults
method can be extended for identifying the faulty component FSM within a system of
communicating FSMs when both component FSMs may be faulty.

The second part of the thesis is organized as follows. This chapter describes a behavior of
a system of two communicating FSMs and introduces the diagnostic problem for such a
system. Moreover, it includes an overview of previous research work done for solving
this problem, namely the work presented [Ghe93a]. Furthermore, in the last section of the
chapter, we show the problems of the method presented in that work. Chapter 6 includes
the single fault diagnostic method along with two application examples that demonstrate
its different steps. Moreover, it includes some experiments and the complexity analysis of
the method. Chapter 7 includes the multiple faults diagnostic method along with some
application examples that demonstrate its different steps. Moreover, it includes a section

on the complexity analysis of the method.



5.2 A System of Two Communicating FSMs

Many complex systems are typically specified as a collection of communicating components
[Pet96b]. Assuming that the behavior of each component of a system under test is known and can
be described by an FSM, a system of communicating machines serves as a model of the given

system.

We consider here a special case, where the system consists of two Communicating FSMs
(ComFSMs), called embedded machine (M?2) and context machine (M1), as shown in the upper part
of Figure 5.1. The alphabet X and Y represent the externally observable input/output actions of the
system, while the U and Z alphabets represent the intemal (hidden) input/output interactions
between the two components. As in [Pet96b], we assume that the sets X, Y, U, and Z are pair-wise
disjoint. The two (complete and deterministic) FSMs communicate asynchronously via bounded
input queues where input/output messages are stored. An FSM produces an output in response to
each input. We assume that the system at hand has at most one message in transit, i.e. the next
external input is submitted to the system only after it produced an external output y to the previous
input. Under these assumptions, the collective behavior of the two communicating FSMs can be
described by product machine. A product machine describes the joint behavior of the component
machines in terms of all actions within the system. The product machine M|xM? is customary
represented by a global graph, obtained by performing reachability computation [Wes78] [Boc80]

[Bra83]. A global state consists of states of input queues and states of individual machines and can

a. 4
be represented in the form of a 2x2 matrix [3 1. 520, where the first row represents the content of

each input queue and the second row represents the current states of the two machines. According
to the VO ordering constraint, global states fall into the two categories, stable and transient states.
A stable state has empty input queues, and thus it is ready to accept an external input action.
Accepting such an action, the system changes its current state from a stable to a transient state
where it cannot accept any external action. The system returns to a stable state after it has produced
an external output action. Transitions between global states are labeled with an action causing a
corresponding change of a global state. The product machine of a system of communicating
machines can be deemed as a labeled transition system (LTS).
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Figure 5.1. A system of two ComFSMs and their tester

If the product machine has a cycle labeled only with internal actions from the alphabet UUZ then
the system falls into live-lock when an input sequence leading to this cycle is applied; i.e. the
system will not produce any external output. In this case, a behavior of the system cannot be
described by an FSM, i.e. the composed machine does not exist. Otherwise, a composed machine,
written as RS = M10M? and called the “Reference System” in Fig 5.1, is obtained from the product
machine by hiding all internal actions in the product machine, and pairing input with output actions
[Pet96b].

A complete deterministic FSM M; (i = 1, 2) in such a system of two ComFSMs is a
6-tuple M; = (S;, I;, Oi, Dj, &, 4;, si1) [Ghe93a), where :

S; is a finite set of states, including a special state s;] called the initial state,

I; is a finite set of input symbols, It includes the reset input (r),

O; is a finite set of output symbols. It includes the null output (-),

Dj < S; xl; is the specification domain,

d; is a state transition function : D; --> Sj, and

Aj is an output function : D; > 0;.



We assume that both the specification and the implementation FSMs have a fault-free
reset input "r". This input takes each FSM from its current state to its initial state with
NULL output. This assumption allows the use a test suite consisting of several test cases
instead of a unique checking (or diagnostic) sequence.

Consider for example the two machines M1 and M2 given in Fig. 5.2. The set of external
inputs is X={x], x2}, the set of external outputs is Y={y], y2, y3}, the set of internal inputs is
U ={u1, u2}, and the set of internal outputs is Z={z], z2, z3}. The corresponding product
machine M1xM? is shown in Fig. 5.3 and the RS = M10M? extracted from it is shown in

Figure 5.4, where the stable states are represented by big labeled circles, and the transient
states are represented by small unlabeled circles.

X Y
N
ti:xtiul t2: x2u2 t1:ul/i2
Uu——
s2
t5: 233 ' z t'3: ul/2
3: z1 t4: 23 2: w21
t4: 2/y2 m
Mt M2

Figure 5.2. A system of two ComFSMs M| and M2



Figure 5.3. Product System (M1xM?2) of the M| and M3 of Fig. 5.2

x1ly2

@ x1/y2 ?

x2/y3 x2/y1

Figure 5.4. Reference System (M10M?) of the M1 and M3 of Fig. 5.2

The tester, lower part of Figure 5.1, implements a given test by executing external input

sequences (test cases) simultaneously against both the SUT consisting of the
implementation of M| and M2, and the reference system in order to generate the

observed and expected outputs. If for each test case, the sequences of the observed and
expected outputs coincide then the system is said to pass the test suite.

5.3 The Diagnostic Problem

Diagnostics is a well documented subject in other areas such as Artificial Intelligence (Al),
complex mechanical systems and medicine [Sho76). In general, diagnostics can be classified
into two classes. The first class, called experimental diagnostic, is mainly used in Medicine
[Sho76] and similar domains. Therefore, experimental diagnostic is not covered in this thesis.
Our main interest is related to the second class of diagnostic, called diagnostic based on
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model [Dav88] [Kle87). The main idea of this type of diagnostic is that it is necessary to
know how the system or the machine under test is supposed to work correctly in order to be
able to know why it is not working correctly. Therefore, in model-based diagnostics, [Kle87])
[Rei87]), we assume the availability of the real system (i.c, implementation) which can be
observed, and its model (i.e, specification) from which predictions can be made about its
behavior.

Given a specification of a system and its implementation, observed input and output
sequences demonstrate a behavior of the system at hand while expected input and output
sequences, derived from the specification, tell us how the system at hand is supposed to
behave. Any difference between expectations and observations is a symptom that the
implementation at hand is faulty. In order to explain the observed symptoms, a diagnostic
process should be initiated. It consists mainly of performing the following two tasks: the
generation of candidates and the discrimination between candidates [Kle87]. However, in
order to derive the set of all possible candidates that can explain the observed symptoms
proper assumptions about faults in the implementation must be made, i.e. we need a fault

model [see the following subsection].

Task 1: Generation of candidates: This process uses the identified symptoms and the
specification to determine diagnostic candidates. Each diagnostic candidate is a system with
the given structure capable to explain all symptoms where each component is an element of
an appropriate fault domain. It indicates the failure of one or several components in the

system.

Task 2: Discrimination between candidates: Usually the number of diagnostic candidates
generated by the previous step is huge. To reduce this number one may derive additional tests
cases called distinguishing tests [Gen84] or introduce additional observation points in the

implementation under experiment and execute the initial tests again.
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53.1 A Fault Model for a System of Two Communicating FSMs

Different fault models are being used in diagnostics. Given a system decomposed into
components, it is usually assumed for high-level abstractions that the structure of the system
is preserved in all possible implementations, while a component may be either faulty or
operating correctly [Kle87). For lower level abstractions, such as gates and transitions, the
"stuck at 0/1" fault model [Kle89] [Str89] is considered in different papers devoted to the
diagnostics of digital circuits. In the software area, and more precisely for FSMs, we consider
a fault model based on output and transfer faults of a deterministic FSM [Ghe92a]. We recall
from Chapter 2 that, given a complete deterministic specification and an implementation
FSMs (S, 1, O, & 4, s1) and (S, 1, O, 4, A, s1), we say a transition (s,i) has an output fault if
&s,i)=A(s,i) while A(s,i}¢A(s,i). An implementation has a single output fault if one and only
one of its transitions has an output fault. We say that a transition has a transfer fault if
&s.i)2A(s,i), i.e. given state s and input i, the implementation enters a different state than that
specified by the next-state function of the specification. An implementation has a single
transfer fault if there is no output fault in the implementation and one and only one of its
transitions has a transfer fault. We say that the implementation under test of the given system
may have multiple faults if several transitions have output or transfer faults.

In the context of fault diagnosis and for the rest of this thesis, we also mention the fault
model based on output and transfer faults that is often used for diagnosis of a system
decomposed into components, where only one component may be faulty [Kle87]
[Ghe92a] [Ghe93a). In our context, the specification is a decomposed system; i.e. its
implementation is a system of two ComFSMs, where at most one of these machines is
faulty. In the single fault diagnostic method [EIf99] presented in Chapter 6, we assume,
as in [Lee93], [Ghe92a] and [Ghe93a), that the implementation under test may have a
single output or transfer fault in one of its transitions. However, in the multiple faults
diagnostic method [EIf01] presented in Chapter 7, we assume that multiple output or

transfer faults may occur in at most one component.
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5.4 Previous Work on the Fault Diagnoses of Systems Modeled
as Two Communicating FSMs

Up to date, little work has been reported for generating diagnostic tests for systems modeled
as two ComFSMs. The only method, we know about, was the one presented in [Ghe93a). In
this section we provide a brief description of this method.

In [Ghe92a], a diagnostic algorithm for systems represented by a single FSM is proposed.
Such an algorithm localizes the faulty transition in the system implementation once the
fault has been detected. It generates, if necessary, additional diagnostic tests that depend
on the observed symptoms in order to locate the detected fault. The algorithm guarantees
the correct diagnosis of any single (output or transfer) fault in the system.

In [Ghe93a], the diagnostic approach presented in [Ghe92a] is generalized to the case where
the (distributed) system specifications and implementations are represented by two
ComFSMs. One of the two implementations is assumed to have a single fault, either transfer
or output. The algorithm is assumed to localize the faulty transition in the system
implementations once the fault has been detected.

The method starts by the generation of expected outputs for a given test suite 7S. Afterwards,
the observed outputs are generated by the application of TS to the system under test. A
comparison of expected and observed outputs identifies the symptoms.

For each test case tc;j of TS with symptoms and for each machine M; (i=1, 2) of the system,
its corresponding conflict set is determined. A so-called conflict set for a given test case is
defined to be the set of transitions which are supposed to participate (through their execution)
in the generation of the symptom outputs. The conflict set for a machine M; (i=1, 2) is

formed by all transitions executed in the M; specification when the corresponding test case is
applied. No transitions, executed after the observation of the first symptom in tc;, are
included in the different conflict sets of M;.
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Afterwards, for each machine M; (i=1, 2) of the system, the intersection of all conflict sets is
formed. Each transition say T; (or so-called tentative candidate transition) in this
intersection, represents a tentative faulty transition (with an output or transfer fault) that may
explain all symptoms.

For each Tk all possible faulty outputs are considered, one at a time. Each possible faulty
output is then eliminated if it does not explain the observations (i.e, the expected and the
observed outputs are not equal), else a diagnostic candidate (diagnosis) with an output fault
stating that T might have an output fault is generated.

Moreover, for each transition T%, a set of all faulty transfer states called “EndStatex”, o
which Tk might transfer is computed. Here, all states of the machine are considered with the
exception of the expected next state of Tk, one at a time. For each state s under
consideration, s in included in EndStatek, if under the assumption that s is the next state of
Tk, the expected and the observed outputs are equal for all succeeding transitions for all test
cases of TS. Afterwards, all correct transitions Tk are removed (i.e transitions with empty
EndStatek). For each remaining transition Tk, a corresponding diagnostic candidate stating
that Tk might have a transfer fault is generated.

Afterwards, additional tests are generated and applied to the SUT in order to discriminate
between the generated diagnoses. For each diagnosis candidate with a possible transfer fault
at transition 7}, additional tests are generated and executed in order to be able to know

exactly to which state does T}, transfers. These tests should have the ability of distinguishing
between the different states contained in the corresponding ending state set "EndStatesy, " of
T}, and possibly its correct ending state. Therefore, a set called a “limited characterization
set” Wy, is computed for the states in EndStatesy and the correct state. It is different from the

characterization set defined in [Cho78], since it concemns only a subset of states rather than
the whole set of states in the machine. This set is formed by sequences of inputs such that if
applied to the machine in one of the states in EndStatesy, the produced outputs will be
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different from the outputs obtained if the same input sequences were applied to the machine
in any other state of EndStates; or the correct state. Each additional test case is a

concatenation of an input sequence, called transfer sequence, required to take the machine
from its initial state to the starting state of T}, the input for T and a sequence of inputs from

the Wp.

Moreover, in order to distinguish between diagnoses with internal output faults (i.e output
faults that correspond to the transitions that communicate their output to the other machine),
for each diagnosis with a possible internal output fault at transition T%, additional tests are

generated and executed in order to be able to know exactly what output T produces. Each

additional test case is a concatenation of an input sequence, called transfer sequence, required
to take the machine M; from its initial state to the starting state of T}, the input for T and a

sequence of inputs from what is called “the distinguishing set” Ug. As stated in [Ghe93a],
the characteristic of the sequences in U is that once incorporated in the additional test cases,

they will have the ability of distinguishing between the different possible outputs which
might be generated by 7 and communicated to the machine M;.  In other words, if Mj in

a state s receives an input symbol x (i.e. the output of T} ) from M;, it will execute a precise
corresponding transition ¢ and will reach a state s’, then, a sequence from Uy will be
applied to M; in state s’. If a faulty input symbol x’ (instead of x) is received by M; in state s,
a different transition ¢’ will be executed and pessibly a different output will be generated and

a different state will be reached. Therefore, as stated in {Ghe93a], the different sequences of
Uy, will identify such an anomaly. Consequently, if the application of these additional tests

generates the expected outputs, the transition T} is declared correct.

The method stops when one diagnosis is left, and identifies the faulty transition accordingly.
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5.5 Limitations of Ghedamsi’s Method

Unfortunately, the method proposed in [Ghe93a] and described above does not work in all
cases although it is based on a simplifying assumption. In some cases, it is impossible to
externally distinguish between a fault in machine M; and a fault in machine M;;, for i=j, and i,
j = 1,2. The simplifying assumption considered in [Ghe93a] states that if a component
machine say M| in a state s receives an internal input symbol say 2 from the other component
M>, it will execute a precise corresponding transition ¢ and will reach a state s’. If a faulty
input symbol 2’ (instead of 2) is received by M| in state s, a different transition ¢’ will be
executed and a different output will be generated and a different state will be reached
[Ghe93a]. Thus, if we relax the above assumption, for a selected diagnosis with a possible
internal output fault at transition T}, it might not be possible to construct the distinguishing

set Ug (described above) for T}.

As an example for the case when we cannot distinguish between a fault in M} and a fault in
M>, let us consider the system of two ComFSMs M] and M2 shown in Fig. 5.5. The
reference system of M1 and M2, RS = M10M2 is shown in Fig. 5.6.

RN
' By
t1: xi/ut
2: 22 U t'1:ul/zt
-— Z

t: 13: x3/u3 t'2: /2
15: 22y2 t4: ziy1 t'3: u3/z3

M1 M2

Figure 5.5. A system of two CFSMs, My and M)
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Figure 5.6. Reference System of the M1 and M) of Fig. 5.5
Suppose that the test suite TS = {rx], rx2, rx3} is given for the two ComFSMs

specification shown in Figure 5.5. The application of TS to the specification of Figure 5.5
and its corresponding implementation of M1 and M? yields the expected and observed

output sequences depicted in Table 5.1. Here, for this example, we assume that the
implementation of M1 has an output fault, where ] produces 2 instead u]of in response

to the input x|.

Based on the observed outputs of Table 5.1, one of the following tentative candidate
transitions, ¢] or t4 of M1, and '] of M2 could have an output fault. We let DCyn1,1 and

DCy1 2, be the diagnostic candidates of machine M], and DCy,; be the diagnostic
candidate of machine M?2, where:

DCu1.1 = M1 where 1] has produced w2 instead of | in response to the input xj.

DCy 2 = M| where 14 has produced y? instead of y] in response to the input z].

DC)p2.1 = M2 where ¢’ has produced 2 instead of z] in response to the input u].

tc§ tcl 2 3
Inputs rxj rx2 rx3
Specified transitions 1, 11,14 0,115 13,13, 16
Expected Outputs yi 2 y3
Observed Outputs y2 2 y3

Table 5.1. Test cases and their outputs
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Unfortunately, we cannot distinguish (externally) between the given faulty transition ¢} of
the implementation of M}, where ] produces 42 instead of 4] in response to the input x}
at state s1, and another possible faulty transition ¢’} of the implementation of M2, where
t’1 produces z2 instead of z1 in response to the input u] at state s’». The reason behind
this observation is that the reference system of the implementations assumed at hand (i.e
DCu110M?2), is equivalent to the reference system of other possible implementations,
namely, M10DCp, and DCy,10M2, due to the fact that :

DCy .OM2 = M10DCyp,) = DCi1 20M2

This is the reason why we can not distinguish extemnally between the given faulty
implementation of M] with an output fault at ¢] where 7] produces u2 instead of ] in

response to the input x] at state s1, and a possible faulty implementation of M2 with an
output fault at 1’| where ¢’] produces z2 instead z] of in response to the input u] at

state s'2.

Based on the above observation, in the following chapter, we present a new single fault

diagnostic method.



108

6 Diagnosing Single Faults in Communicating Finite
State Machines

6.1 Introduction

In this chapter, we propose a two-level diagnostic method [EIf99b] for the case that the
system specification and implementation are given in the form of two communicating
finite state machines and at most a single component machine may have up to one fault.
At the first diagnostic level, the method enables us to decide if it is possible to identify
the faulty machine in the system, once a fault has been detected based on the external
interactions of the system. If this is possible, at the second level, it determines whether it
is possible to locate the fault within the faulty component. If this is possible, the method
provides additional test cases to locate the fault. Two examples are used to demonstrate
the different steps of the method and some experimental results are provided. Moreover,
the chapter includes the complexity analysis of the method.

6.2 The Diagnostic Approach

We recall from the previous chapter that in the context of fault diagnosis, often the fault
model based on output and transfer faults is used for diagnosis of a system decomposed into
components, where only one component may be faulty [Kle87] [Ghe93a]. In our context, the
specification and its implementation can be represented as a system of two ComFSMs, where
at most one of these machines is faulty. Here we assume as in [Lee93], [Ghe92a] and
[Ghe93a], that the implementation under test may have a single output or transfer fault in one

of its component machines.

6.2.1 An Overview of the Diagnostic Approach

If the implementation of the given system, i.e. the implementation of the context and the
embedded component, does not pass a given test suite, the method starts by generating the
symptoms, that is the difference between how the system should behave (expectations), and
how it is actually behaving (observations). In order to explain these symptoms, for each
component machine in the system, the transitions that are suspected to be faulty are
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determined. One of these transitions must be faulty if the given component machine
contains the fault. For each of these transitions, its corresponding tentative diagnostic
candidates (machines containing a fault) are generated. Each of these candidates describes
the behavior of the component with a possible fault in a suspected faulty transition.
Afterwards, each tentative diagnostic candidate is combined with the specification of the
other component to obtain what we call a behavior diagnostic candidate. This candidate
describes the behavior of the overall system for the fault predicted by its corresponding
tentative diagnostic candidate. Then, each behavior diagnostic candidate that does not
succeed to explain the observed behavior of the SUT is eliminated. A particular behavior
diagnostic candidate fails to explain the observed behavior, if its expected outputs are not
equal to the observed outputs of the SUT for some test case in the TS. All remaining
behavior candidates are considered as preliminary diagnostic candidates (PDC). If there are
no preliminary candidates left for one of the two components, the other component is
declared fauity. Otherwise, additional tests are generated and applied to the SUT to
distinguish between these candidates and the SUT. Each of these tests reduces, at least by
one, the number of these candidates. If after such a step, there are no remaining preliminary
candidates for one of the two component machines, then the other component is declared
faulty. In this case, and if the second level of diagnostic is desired, the method continues by
generating and applying to the SUT, additional tests to reduce the number of the remaining
candidates of the faulty component to a single candidate in order to locate the fault.
Otherwise, if there are two equivalent preliminary candidates, one for each component,
which are equivalent to the SUT, then the faulty machine cannot be identified. Similarly, in
certain cases, the second level of diagnostic may not be possible if different single faults in
the faulty component lead to a behavior equivalent to that of the SUT.

In order to draw one of the above conclusions, we should eliminate the preliminary
diagnostic candidates that do not correspond to the SUT. This can be done by generating for
each pair of candidates, say PDC" and PDC®, a test sequence that allows to distinguish
between them. This sequence can be generated using the method presented in [Gil62].
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Applying this sequence to the SUT will lead to one of the following situations:
(i) The observed output is equal to the one expected for PDC".
(ii) The observed output is equal to the one expected for PDC?.
(iii) The observed output is different from both of the outputs expected for PDC" and

PDC®.

In cases (i) or (i), we know that PDC® or PDC", respectively, is a wrong diagnosis. In
case (iii), we know that both, PDC® and PDC® are wrong diagnoses. This reduces the
number of preliminary candidates at least by one.

622 The Algorithm

Step-1: Generation of expected outputs, observed outputs, and symptoms

A given Test Suite (TS), which could be derived using the methods presented in [Cho78] or
[Fuj91]. Each test case tck = Xk, 1,Xk, 2%k mk Of TS is applied to both the reference system
(RS = M19M2) and the SUT. Moreover, for each test case tck, its expected and observed
output sequences are generated. We let og= of, 1,0k 2,0k mk denote the expected output
sequence of test case fck, and Ok = Ok 1,0k 2--Ok mk denote the observed one, where o |
(k. )) is expected (observed) after input if J. The observed outputs are compared with the
corresponding expected outputs and their differences are identified. Each difference (of,; »

Ok, ) represents a symptom.

Step-2: Generation of tentative, behavior and preliminary diagnostic candidates

For each symptom (o # dk,)) and machine M;j (i=1,2), we determine the sequence of

transitions (called a fault-containing path) that is supposed to be executed by the machine,
according to the specification of the two components, for the generation of the symptom
output sequence. One of these transitions must be faulty if the given machine contains the
fault. For example, a fault-containing path for machine M) is formed by all transitions
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executed by M) when the corresponding test case is applied. No transition executed after the
observation of the symptom in a test case will be included in the fault-containing path.

Afterwards, for each machine in the system, we determine the transitions that are suspected
to be faulty by forming the intersection of the transitions of the fault-containing paths for all
symptoms. For cach of these transitions, say Tk, of machine M;, we form the comresponding
tentative diagnostic candidates (TDC). Each of these candidates is formed by computing and
assigning to Tk a specific fault (specific output or specific transfer) and by leaving all

remaining transitions of M; unchanged.

For convenience of presentation, we let n (or m) denote the number of tentative diagnostic
candidates of machine M] (or M?2), and TDCy,, (where r = 1...n) be the tentative
candidates of M1, and TDCy, s (Where s = 1..m) be the tentative candidates of M2. For each
of these candidates we generate its corresponding behavior diagnostic candidate by forming
the composition TDCy,,0M2 and M10TDCy,s. In our context, each behavior diagnostic
candidate corresponds to a particular (faulty) implementation of M| (or M2) obtained by the
fault predicted by TDCp,., (or TDCps,s) and the assumed non-faulty implementation of the
other machine M2 (or M1). Finally, we eliminate from these behavior candidates those that
do not succeed to explain the observed behavior of the SUT. A particular behavior
diagnostic candidate fails to explain the observed behavior, if its expected outputs are not
equal to the observed outputs of the SUT for some test case of TS. All remaining behavior
candidates are considered as preliminary diagnostic candidates (PDC).

For convenience of presentation, we let NumCandM] be the number of preliminary
diagnostic candidates of M1 and the mutli-set Py, = {PDC®y, | (k = 1... NumCandM)} be
the preliminary diagnostic candidates of M]. Also, we let NumCandM2 be the number of
preliminary diagnostic candidates of M2 and the multi-set Py,= {PDCOy,| (I = 1...
NumCandM?})} be the preliminary diagnostic candidates of M2. A multi-set is a set that may
have equal elements (i.e. equivalent preliminary candidates obtained through different
faulty transitions).
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Step-3A: Diagnostic level-1. If one of the sets Py, (or Py,) is empty while the other Py, (or
Py,) is not then we conclude that M2 (or M) is faulty. Go to Step-3B. If both sets are

empty then the SUT has a fault that does not match our fault model. If both sets are not
empty and all their preliminary diagnostic candidates are equivalent to one another, then the
faulty component machine M] or M2 cannot be identified. This is due to the fact that there

is a possible fault in M] and a possible fault in M2 such that the behavior of the SUT is
equal to both of these faulty implementations (End of diagnostic process). If the set Py,
contains a machine PDC®y, such that PDC%y# PDC®y, is true for some machine
PDC®y, in Py,, then we add to the test suite a new test sequence @ that distinguishes these
machines, and we apply this sequence to the SUT. If the output response of the SUT to
does not coincide with that of PDC®y,, we delete PDC®),, from the set Py, and if this
response does not coincide with that of PDC®y,, we delete PDC®, from the set Py,. Go

back to Step-3A.

Step-3B: Diagnostic level-2. If FSM M; is faulty, then we proceed as follows: If the set
Py, has a single preliminary candidate, then the faulty transition is the one predicted by
that candidate (End of diagnostic process). If the set Py; has only equivalent machines,
then the faulty transition cannot be located (End of diagnostic process). If the set Py, has
machines PDCY"y, # PDCYy, for some j1#52 in k if Mi=M] or for some jl1#;2 in [ if
Mi=M>), then we derive a new test sequence & that distinguishes these machines, and we
apply this sequence to the SUT. If the output response of the SUT to adoes not coincide
with that of machine PDCY"y, we delete that machine from the set Py, also if this
response does not coincide with that of machine PDC"”M,.. we delete that machine from
the set Py, If the set Py, is empty, then the SUT has a fault that does not match our fault
model (End of diagnostic process). If the set Py; is not empty, then we go back to Step-
3B.
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6.3 Two Application Examples

In the following two subsections, two examples are given to demonstrate the different steps
of the diagnostic method described in the previous section. As mentioned before, the
diagnostic method can be used for the case where a single transfer or output fault may be
present in one of the implementation component FSMs. However, for simplicity of
presentation we assume, for the following examples, that only a single output fault may

occur in one of the two component implementations.

Consider the two machines M1 and M2 shown in Figure 6.1. The set of external inputs is
X={x1, x2}, the set of external outputs is Y={y1, y2, y3}, the set of intemnal inputs is U ={u],
u2}, and the set of internal outputs is Z = {z}, z2}. The corresponding composed machine
M10M3 is shown in Figure 6.2.

Suppose the test suite TS ={r.x].x].x}, rX]x2x2, rx2.x].x].x2, rx2.x2.x1} is given for
the two ComFSMs specification shown in Figure 6.1. TS was derived from the reference
system RS=M10M? of Fig. 6.2, using the Wp-method [Fuj91].

[xaxz | VRV

7|2:x2/u1 ﬂﬁx1/ 1- |
y Bix1/u2 t22u2/22 t4:u2/z1

ul, 22— b t‘1:u1/z1’é
1
— 1,2

t3ut/z2

B:z21/y1 8:22/y2

7:z1/u2

M1
Figure 6.1. A system of two ComFSMs M| and M?
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Figure 6.2. Composed Machine (M10M?2) obtained from the M and M2 of Fig. 5.1

6.3.1

Example-1

The application of TS to the specification of Figure 6.1 and the corresponding

implementation of M and M2 (which are equal to the specification except that 5 of M]

has the faulty output y2) yields the expected and observed output sequences depicted in

Table 6.1.

Ty el (75 «c3 4

Inputs r.x].x1.x1 r.xj.x2.x2 r.x2.x1.x1.x2 | r.x2.x2.x1

Specified r,t1.15, rty, 16, r.n,t'y, 13, rnt', 3,

Transitions 12, 18, 1,13 11,15, 14, 17, 14, | 82,173, 14,
15,12, 18 13,12, 13, 14 15,12, 18

Expected OQutputs | y1 y2 y2 Y1 y2 51 y1 1 y1 y3 y1y3 y2

Observed Outputs | y1 y2 y2 Y1 y2 51 y1 5152 2 Y1 y3 »2

Table 6.1. Test cases and their outputs

A difference between observed and expected outputs is detected for test cases tc3 (shown in

bold). Therefore, the symptom is: Symp] = (o'd_ s#0,, J)
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Corresponding to the above symptom, we determine the following fault-containing paths for
both machines M1 and M2, which are equal to the transitions that are suspected to be faulty

(intersection of the transitions of fault-containing paths of each machine) for this particular
example:
ConM! = (11, 12,13,15,17 } ; ConfM2 ={ 1], 14).
Corresponding to these transitions, we compute the following tentative diagnostic
candidates for M1 and M2:
TDCu,,1 » TDCy, 2, TDCy, 3 = M] except that 1] has been changed from x1/y} to x1/y2,
x1/u] and x1/u?, respectively.
TDCum,.4 . TDCy, 5, TDCyy 6 = M1 except that 12 has been changed from x2/uj to x2/u2,
x2/y1 and x2/y2, respectively.
TDCp,,7 . TDCyy 8, TDCyy 9 = M1 except that £3 has been changed from z1/y] to z1/u2,
Z1/u] and z}/y2, respectively.
TDCwu, 10 » TDCum;,11, TDCu,,12 = M} except that 15 has been changed from x1/u to
x1/y2, x1/y1 and x1/ul, respectively.
TDCpuy,13 » TDCpy, 14, TDCyy,15 = M] except that 7 has been changed from z)/u2 to
z1/y1, 21/y2 and z]/u}, respectively..
TDCy,, 1 = M2 except that '] has been changed from w1/z] to u1/z2.
TDCy,,2 = M2 except that t'4 has been changed from u2/z] to u2/z2.

We notice that all the behavior diagnostic candidates that correspond to the above tentative
diagnostic candidates, except TDCy,,10 and TDC)y, 2, do not explain all the observed outputs

of the SUT, and thus are not considered as preliminary diagnostic candidates. For example,
if TDCwu,,1 (11: x1/y2) is the faulty implementation, then the SUT = TDCy,10M2 must
produce the output sequence y2y2y2 for tc]. However, it produces the external output
y1y2y2 as shown in Table 6.1. The remaining behavior diagnostic candidates, PDC"y, =
TDCu,.100M2 and PDC"y, = M10TDCyy,2, are preliminary diagnostic candidates and are
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found to be equivalent. Therefore, the faulty machine of the SUT cannot be identified.
However, we know that the faulty transition is either that predicted by TDCy,. 10 of M} or

TDCyy2 of M2.

632 Example-2

As another example, we assume that the application of T3 to the specification of Figure
6.1 and its corresponding implementation of M] and M2 yields the expected and

observed output sequences depicted in Table 6.2.

Tey 3| 2 3 tcq

Inputs rxy xixp [rxgx2x2 |rx2x1xix2 |rx2xx

Specified r.i.ts, re1, 16, re, ', 13, r, ', 13,

Transitions "2, 8, 0,11,13 1,15, 14,17, 1'4, | 12,13, 14,
15,12, 18 13,02, 1'3, 14 15.12,18

Expected Outputs |y1 y2 y2 | 1 2 y1 YIYIYLy3s |y1y3x

Observed Outputs | y1 ¥1 y1 | ¥1 2 y1 YIY1y1y3 |[y1y3n

Table 6.2. Test cases and their outputs

By applying the diagnostic method, we find that the transitions that are suspected to be
faulty are t5, and 18 of M and 72 of M2. Corresponding to these transitions, we compute

seven behavior diagnostic candidates, four of which are eliminated since they do not
correspond to the observed behavior of the SUT. The remaining three candidates (shown
in Figure 6.3) PDC"y, = TDCy, M2, PDC"), = M10TDCy,,1, and PDC?yy =
TDCy, sOM? are preliminary candidates, where TDCy, 4, TDCy, s = M1 except that 18 has
been changed from z2/y2 to z2/y1 and z2/u], respectively. TDCy, = M2 except that 12
has been changed from u2/z2 to u2/z}.
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Figure 6.3. Preliminary diagnostic candidates PDCYy, , PDC®sp2 and PDC®w

Using Gill’s method [Gil62], the test sequence x]x}x2 is found to distinguish between
PDC®1 and PDCYy,. If the SUT produces the output response y1y]1y?2 to the test case
x1x1x2 then TDCy, 4 is the faulty implementation of M. If it produces the output sequence
y1y1y3 then TDCy,, is the faulty implementation of M2. Moreover, if the SUT produces the
output response ylyly] to xixjx2 then both candidaes PDC"y and PDC"y are

eliminated, and TDCy, s is the faulty implementation of M].

6.4 Experimental Results

We have implemented and experimented with our diagnostic method in order to determine
how often a faulty machine can be identified for various implementations of specifications
of the given system. Most of the specifications are generated randomly using a uniform
distribution. For each specification, corresponding faulty implementations (experiments) are
created by altering the specified output of a randomly selected transition of one of the two
component machines. The diagnostic method is implemented as tcl scripts that interface
with INRIAs CADP tool. The tool is used to generate the behavior diagnotic candidates of
the component machines. In Table 6.3, the results of the experiments are presented. Column
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I includes the number of states of the component machines M1 and M2 i.e. inin2l. Column
I includes the number of external input and output symbols of M1, i.e IXI;I11, and column III
includes the number of input and output symbols of M2, i.e IU;1Zl. Column IV contains the
number of generated implementations (experiments) for component FSMs M] or M2.
Column V indicates for how many of these implementations (experiments) the faulty
component machine could not be identified. We note that the first row of Table 6.3 includes
the experiments done on the specifications given in Figure 6.1 used and discussed in the
previous sections, and row 7 includes the experiments done on the specifications of a
telephone services system taken from (Cavali et al., 2000). Moreover, the experiments
shown in all rows except those of rows 5 and 8 were exhaustive in the sense that they
consider all possible faulty implementations of machine M1(or M?2) and for each of these
implementations, it is determined if there exists a possible faulty implementation of M?
(M1) such that the behavior of the system for both these faulty implementations is the same

(i.e. could not locate the faulty machine).

It is clear that for 13 of the below 3816 experiments, the faulty component in the system
could not be identified. Moreover, it seems that as the system gets larger, the ability to

locate the faulty component increases.

I II m v \'
Inpkl n2l Xim U121 | (Experiments) (faulty component can not be
identified)

2;2 2;3 2;2 32;0 1
42 2;3 %3 64;0 0
6;3 6; 6 6;6 7920 3
6.6 6,6 6;6 7920 0
6;6 6;6 6;6 0;180 0
84 8:8 4;4 1056;0 0
82 6;7 4,3 720;0 9
12; 6 6; 6 6,6 0;180 0
Total 3816 13

Table 6.3. Experimental results based on the first diagnostic level
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Furthermore, we have also experimented with our diagnostic method in order to determine
how often a faulty transition of a faulty component machine can be identified for various

implementations of specifications of component machines. The specifications considered
are the same as those of Table 6.3 above. For each specification of a particular component

machine, corresponding faulty implementations (experiments) are created by altering the
specified output of a randomly selected transition of the machine. Afterwards, the second
diagnostic level (i.e. Step-3B of the algorithm) is used to determine if there is another

possible faulty transition of the component machine such that the behavior of the system for

both these transitions is the same. Table 6.4, include the results of these experiments, where
Column V indicates for how many experiments the faulty transition could not be located.

I 1| m v \'/
Injkin2l | IXKIN IU1Z1 | (Experiments) | Could not locate the faulty transition

2;2 2;3 2;2 32,0 4
4;2 2;3 2;3 64;0 32
6;3 6; 6 6; 6 7920 28

6; 6 6; 6 6; 6 792;0 6

6;6 6;6 6; 6 0;180 4
84 8.8 4; 4 1056;0 40

8;2 6;7 4,3 720,0 0

12; 6 6;6 6;6 0;180 0
Total 3816 114

Table 6.4. Experimental results based on the second diagnostic level

It is clear that for 114 of the above 3816 experiments, the faulty transition of the faulty

component machine in the system was not identified. Moreover, it seems that as the

system gets larger, the ability to locate the faulty transition increases.
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6.5 The Complexity of the Method

In order to calculate the complexity of each step of the diagnostic method, we first
consider as variables the number of states n] in the specification (implementation) of M1,

and n2 in the specification (implementation) of M2. We also let LTS denote the number
test cases in TS, and LT the number of inputs in the longest test case. We also let Try, =
(n] (IX1 + 121)) be the number of transitions of M1 and Tra, = (2 IU1) be the number of
transitions of M2, where IX1 and (7} are the cardinalities of the input alphabets X and Z of
M3}, and |U1 is the cardinality of the input alphabets of M2.

In the following subsection, we compute the algorithmic complexity of building a
composed machine from a product machine, since it will be used in different steps of the
method. Afterwards, in subsequent subsections, we compute the complexity of the
different steps of the diagnostic method.

65.1 The Complexity of Building a Composed Machine

As mentioned before, a composed machine M]0M? is obtained from the product machine
MixM?> that describes the joint behavior of the component machines in terms of all actions

within the system. A product machine can be obtained by performing reachability
computation [Bra83]. The complexity of building such a machine is the complexity of
building its states and transitions. There are two types of states in a product machine, stable
and transient states. A stable state has empty input queues, and thus it is ready to accept an
external input action. Accepting such an action, the system changes its current state from a
stable to a transient state where it cannot accept any external action. The system returns to a
stable state after it has produced an external output action. The number of stable states is
bounded by m1 a2, and the number of internal states is bounded by nm1n2iUl + nin2iZl.

Therefore, the complexity of building these states is of order equals to O(rn1n2) + (n1n2iUl

+ n1n2iZ)). In order to determine the number of transitions in a product machine, we know
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that at each stable state, there are [X] external input actions that can be applied at that state.
Moreover, we know, by assumption, that machine is live-lock free, i.e. it does not have a
cycle labeled only with internal actions. Hence, for each of these external inputs, the
machine, in the worst case, might traverse all the transient states of the system. Hence, the
number of transitions in a product machine is bounded by n1%2Xi(n152[Ul + n1n2IZl).
Therefore the complexity of building a product machine is of order:

O(n1 n2) +O(n1 n21U1 + »1 #21Z]) + O(n1 n21XKng n2/Ul + ng n2 1ZY)) =
O(n*1 n?21XI1 (U1 + 1Z1))

A composed machine is obtained from a product machine by hiding all internal actions in
the product machine, and pairing input with output actions. For each of the n] a2 stable
states of the product machine, and for each external input in the alphabet X, all transient
states might be traversed. Therefore, the complexity of such a step is bounded by O(n1n2IX]

[r1n2U1 + n1n21Z1}) = O(n?1 a*21XI (U + 1Z1)).

Therefore the overall complexity of building a composed machine is of order:
ComplexityComposed = O(n*1 #*2iX1 (UI + I1Z))).

652 The Complexity of Step-1 of the Method

Each input of each test case in the initial test suite is processed for generating the expected
and the observed outputs or for collecting symptoms. The expected outputs are generated by
running the test cases of TS against the specification, i.e. Reference System = M10M2. The
complexity of building this specification is ComplexityComposed. We assume as
elementary operation, with one unit cost, the execution of a single transition of the
specification. Therefore, the complexity of running the test cases of TS against the reference
system is of the product of the number of test cases in TS and the number of inputs in the
longest test case, which is O(LTSLTc). Therefore, the complexity of generating the

expected outputs is of order, ComplexityComposed + O(LTSLT¢).
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We assume as elementary operation, with one unit cost, the execution of a single
transition of the implementation and the comparison between the observed and expected
outputs. Therefore, the complexity running the test cases of TS against the
implementation and the comparison between the outputs is the product of the number of
test cases in 7S and the number of inputs in the longest test case, which is O(LTS LT¢)-

Therefore, the overall complexity of Step-1, is of order ComplexityComposed + O(LTS
LTe) = O(n*1n2IXI (U1 +12)) + O(LTS LTc).

653 The Complexity of Step-2 of the Method

In order to determine the transitions of a fault-containing path of a test case of TS of
machine M; for i = 1, 2, we insert the transitions traversed in Step-1 while executing this
test case against the product machine into a corresponding fault-containing path set. This
set would include, in the worst case, all the transitions of the corresponding machine (i.e.
Try;). We assume an eclementary operation, with one unit cost, the insertion of a
transition in a fault-containing path set. Therefore, the complexity of generating these sets
for all test cases in the T, is of order O(LTSTr).

Moreover, in order to determine, for each machine in the system, the transitions that are
suspected to be faulty, the intersection of the transitions of its fault-containing paths sets
is formed. There are at most LTS conflict sets, each of which has at most Tryy; elements.

In order to find the intersection of these sets, we should consider all elements of one of
them, one at a time. For each of these elements, O(LTS) comparisons are required if the

conflict sets are sorted. Therefore, intersecting all conflict sets requires at most O(LTS
Tra) comparisons. The best known algorithm which will sort a set of Try; elements,
makes at most O(Try; log Tra). Hence, the complexity of intersecting the conflict sets is



123

of order, O(LTS Traey»+ OLTS Trpey 10g Truey) + O(LTS Traeh+ OLLTS Traey Vog Truey)
= O(LTS Tra, log Tray) + O(LTS Trag, log Tragy) =

O(LTS [Tru, logTray, + Try, logTry,)) =
O(LTS [(n1(1X1 + 121) log(n1(IX1 + 120)) ) + (n21U1 log(n2 U]

Still in Step-2, in order to form the tentative diagnostic candidates of machine M;, for
each transition T of M; in the set of transitions that are suspected to be faulty, a number
of diagnostic candidates is formed each by computing and assigning to T a possible fault
(output or transfer) and by leaving all remaining transitions of M; unchanged. In the
worst case the number of transitions Tk in the conflict set is Try;. We note that the
number of possible output faults for a transition of M] is NumOy, = (I + 1U1 - 1), where
IV and IUA are the cardinalities of the output alphabet sets Y and U of M1, and the number
of possible output faults for a transition of M2 is NumOy,= (IZ1 - 1), where (2] is the
cardinality of the output alphabet set Z of M2. Moreover, the number of possible transfer
faults for a transition Tk of M; is nj — 1, where a; is the number states of machine M;.
Therefore, the number of diagnostic candidates of machine M;, NumCandM; = Try;
(NumOy; + (nj — 1)). Therefore, the overall complexity of generating the tentative
diagnostic candidates of machine M; is, O(NumCandM;) = O(Try(NumOy; +nj-1)) =
O(Try{NumOy; + nj]). Consequently, the overall all complexity of generating the
tentative diagnostic candidates of machines M| and M2 is,

O(Try, [NumOy, + n1]) + O(Trpy, [ NumOy, + 12} ) =

O(n1 (XHZ)[(INHTUI-1) + m1)) + O@E2VI(2)-1) + #2)) =

O(n1 (IXHZN[INHLN) + n1)) + OM2IVI[IAA + m2)) =

O(n1 XN + n1IXNUA + 0112001 + A 200N + 021X + n? 1120 + m2IUNIA + n*2IUN)

In order to eliminate from the tentative diagnostic candidates all candidates that do not
succeed to explain all observations of the SUT, first, we form, for each of these candidates,
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say Tdiagc ™, the behavior diagnostic candidate (or composed machine), Tdiage “/0M;
where i, j = 1, 2, and i#j. Therefore, the complexity of this first step is of order
O(NumCandM; ComplexityComposed). Second, we generate for each behavior diagnostic
candidate its expected outputs for all test cases of TS with a complexity equals to the
product of the number of these candidates, the number of test cases, and the length of the
inputs of the longest test case O(NumCandM; LTS LTc). Third, for each behavior
candidate, its expected outputs are compared with the observed ones, and this is also of
complexity O(NumCandM; LTS LTc) = O(NumCandMy LTS LTc) + O(NumCandM?
LTS LTc). Therefore, the overall complexity eliminating the tentative diagnostic candidates
that do not explain all observations of the SUT is of order :

O(NumCandM1 ComplexityComposed) + O(NumCandM2 ComplexityComposed) +

O(NumCandM1 LTS LTc) + O(NumCandM2 LTS LTc) =

O([NumCandMy + NumCandM?2] [ComplexityComposed + LTS LTc] ) =

O([n1XIY1 + n1 XNV + n11ZIN + n1 IO + n?11X1 + n?112]) + nIUIZ) + n*21UN]

[(r*1n%21XNIUN + n*1n?2IXNZI + LTS LTc})

= O(*n?2 (XPIYIUL + XU + ZIVIXIUL + ZIUPIX] + XAINVIZE + XADIZ) + Z20IX)

+ZAUIX1) +

O (n*1n%2 (XI2IUK LZIXHUK IXPIZ) + IXIZ) ) +

O(n*1n’2 (XNUTAZ + IXIZAIUN ) +

O(n*1n*2 XU +UIXIZI) +

O(LTS LTc [n1(IXIN + XU + 12N + [Z0U) + n? 11X + 120) + m2IUN2 + n2*IUT ])

Therefore, the overall complexity of the sequential steps of Step-2 of the diagnostic method,
is determined by the above complexity.

654 The Complexity of Step-3 of the Method

In order to compute the complexity of Step-3, we first note, as reported in [Ghe93b], that the
complexity of generating a distinguishing test for two machines is of order O n3 ng),

where I is the number of input alphabets of the machines and n3 is the number of states of
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the first machine and n4 is the number of states of the second one. In our case, these
machines are two behavior diagnostic candidates. In the worst case, the number of states of
a behavior candidate (or a composed machine), Tdiagc “0Mj where i, j = 1, 2, and i),
equals to nj nj, where n; is the number of states of Tdiagc M which is equal to the number of
states of machine M;, and nj is the number of states of M;. Therefore, the complexity of
generating a distinguishing test for two behavior candidates is of order O(I n; nj nj 8j) =
O n*in*) = O n*1n*2). This equals after replacing 7 by IX1to O(IX) n*1a’2).

Moreover, in the worst case, no preliminary diagnostic candidates are eliminated in step-2,
and all the diagnostic candidates are considered as behavior diagnostic candidates. Then, for
each machine M; of the system, there could be NumCandM;j behavior diagnostic candidates.

In Step-3, for each machine of the system, at most NumCandM; - 1 additional tests are
needed, in order to reduce the number of the behavior diagnostic candidates to one. Hence,
the complexity of the selection of distinguishing tests to distinguish between NumCandM;
behavior diagnostic candidates, is bounded by O((NumCandMi-1) I n1 n2) =
O((NumCandMpI nin2) = O(NumCandM1)] nin2)+ O((NumCandM2)I nin3), which
equals, after replacing the number of input alphabets 7 by IX] to :

O(IX1 n*1n*2 (NumCandM1))+ O(X1 n*1n’2 (NumCandM?)) =

O(IX1 n*jn*) [NumCandM} + NumCandM2 ])

Also, for each of NumCandM; - 1 additional tests, the complexity of running each test
against the SUT and comparing its observed outputs with those expected by the
corresponding two diagnoses, is bounded by the length of this test, which was shown in
Lemma 4.1 in [Gil62] to be of at most (53 + n4 ~1) =(n]1 52 + n1 n2 -1) . Therefore, the
complexity of running and comparing these tests against the outputs of the SUT, is of order
O((NumCandM1 - 1) (n1 n2 + n1 n2 -1)) + O((NumCandM2 -1) (n1 n2 +n1 n2-1)) =
O(n1 n2 NumCandM1 ) + O(n1n2 NumCandM?) =

O(n1 n2 [NumCandM1 + NumCandM?2) )
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Therefore, the overall complexity of the sequential steps of Step-3 is determined by the
complexity of selecting distinguishing tests which is, in the worst case, the complexity of
the selection of distinguishing tests to distinguish between NumCandM; behavior diagnostic
candidates.

O(IX1 n’1n*2 (NumCandM1))+ O(X] n*1n*2 (NumCandM?)) =

O(X1 n*1n*2 [NumCandM1 + NumCandM3) ) =

O(IX1 n*gn?2 [n11XIN + A1 XU + n1L20N + 01210 + n*11X1 + 01120 + mIUNA + n?2IUN))
O(X1 n*1a%2 [XIN + XN + 2N + 1ZUUT) ) +

O(X1 nin’ (X1 + 121) ) +

O(X1 n?1n’2 IU1Z) + O(X1 a*1n‘21LN)

655 The Overall Complexity of the Method

The overall complexity of the method is determined by the complexity the most complex
step of its three sequential steps. If we assume that ng =n2 =n,and XI=IN=U=1A=k,
then the worst case complexity of Step-1 is of order Ook’n*) + O(LTS LT¢), the worst case
complexity of Step-2 is of order O(k°n®) + O (kn’LTs LTc). and that of Step-3 is of order
O(k’n®). Therefore, the overall worst case complexity of the method is of order O(k*s®) + O
(kn’LTS LTc).
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7 Diagnosing Multiple Faults in Communicating Finite
State Machines

7.1 Introduction

In this chapter, we propose a new diagnostic method [EIf01] for the case that the system
specification and implementation are given in the form of two communicating finite state
machines and at most a single component machine may have multiple faults. The method
cnables us to decide whether it is possible to identify the faulty machine in the system,
once faults have been detected in a system implementation. If this is possible, it also
provides tests for identifying the faulty component machine. Two examples are used to
demonstrate the different steps of the method. The method can be used for locating the
faulty transitions within a faulty component machine.

This chapter is organized as follows. Section 7.2 comprises the necessary definitions for
FSMs. In Section 7.3, the diagnostic problem is discussed, while the method to solve the
problem is presented in Section 7.5. In Section 7.4, the different steps of the method are
illustrated by a working example. Section 7.6 includes another application example, and
Section 7.7 comments on the complexity of the method. Further related research work is
discussed in the following chapter.

7.2 Finite State Machines

In this section, we recall from Chapter 2 some definitions related to the FSM model.
Moreover, we present some definitions that will be used in the method presented in

subsequent sections.

A non-deterministic finite state machine (FSM) is an initialized non-deterministic Mealy
machine which can be formally defined as follows. A non-deterministic finite state
machine A is a 6-tuple (S, I, O, h, D,, s1), where S is a finite nonempty set of n states

with s1 as the initial state; / and O are input and output alphabets; D4 is a specification
domain which is a subset of SxI; and h: D4 — 2%O\@ is a behavior function where 2% is
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the set of all subsets of the set $xO. The behavior function defines the possible transitions
of the machine. Given present state s; and input symbol i, each pair (sj,0) € h(si.))
represents a possible transition to the next state sj with the output o. This is also written

as a transition of the form sj —22— ;. If D = S then A is said to be a complete FSM;
otherwise, it is called a partial FSM. In the complete FSM we omit the specification
domain D,, i.e. complete (non-deterministic) FSM is S-tuple A = (S, I, O, h, s1). If for
each pair sie D, it holds that lh(s.i)l =1 then FSM A is said to be deterministic. In the
deterministic FSM A instead of behavior function h we use two functions, transition
function & Sx/ —S and output function 4: SxI —O0. i.e. a complete deterministic FSM is
a6-tuple M=(S, 1,0, g A s1).

Definition 7.1: A sub-machine of a non-deterministic FSM

FSM B = (5,1,0.2.51), S’CS, is a sub-machine of complete FSM A = (S, [, O, h, s}) if for

each pair sie $'x/, it holds that g(s.i) < h(s,i). Similar to [Kou99], we further denote
Sub(A) the set of all deterministic sub-machines of FSM A. We also use the definition of
a deterministic path in FSM A since only such paths can occur in its deterministic sub-

machines.

Definition 7.2: A deterministic path in a non-deterministic FSM

A deterministic path P of FSM A starts at the initial state and has no transitions with

different next states and/or outputs for the same state-input combination.

As usual, function h can be extended to the set I" of finite input sequences. Given state
s€S and input sequence a‘:iliz...ikel' , output sequence 0]02...0k€ h(s,a) if there exist
states $]=5, 52, ... » Sk» Sk+1 such that (sj+1,0))€ h(sj, ij).j = 1....k.

We let the set h°(s,@) = {# 3s’ € S [(s’, Y)eh(s, @)}}denote the output projection of h,
while denoting h'(s,@) = {s’l 3y e Y [(s’, Peh(s, @)]} the state projection of h.
Input/Output sequence i101i202...ikok is called a trace of A if 0102...0k € h°(so, i182...ik)-
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We also use the notation h’(s,a) to denote the set {s’l (s’.)) € h(s, a)]}of all states
where the sequence @ can take FSM A from the initial state with the output response ¥
For certain (s, ) the set i’ (s,@) may be empty.

Definition 7.3: Observably reachable state

If the set of all states where the sequence acan take the FSM A from the initial state with
the output response ¥(i.c. the set A’ (s,@)) has the unique state s then we say the state s is
observably reachable from the initial state via the trace /).

We recall that given states s; and sj of a complete FSM A, states s; and sj are equivalent,
written sj =sj, if for each input sequence ii2...i € I', it holds that h(si, i1i2..ip) =
h(sj, i182...ik). If states s; and sj are not equivalent then they are distinguishable, written
si # sj. Given a complete FSM A, sequence a1 such that h(s;, @) # h(sj, @) is said to
distinguish states s and sj. An FSM A with pair-wise distinguishable states is called a
reduced FSM.

We also recall that complete FSMs A = (5,/,0,h,s1) and B = (T.1,0,8,1]1) are equivalent,
written A =B, if their sets of traces coincide. It is well known, given a complete
deterministic FSM A, there always exists a reduced FSM that is equivalent to A.

7.3 Diagnosis Problem
73.1 Diagnosis Problem Statement

Let M1 and M2 be complete deterministic FSMs representing the specifications of the
components of the given system of two communicating finite state machines while M’}
and M2 are their corresponding implementations. We propose an adaptive method for
diagnostic test derivation. If the implementation system does not pass a given test suite,

our algorithm enables us to decide whether it is possible to identify the faulty component

of the given system under the assumption that multiple faults may occur only in one of
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the implementations M’} or M"2. Furthermore, if this is possible, the algorithm enables to
decide whether it is possible to locate the faulty transitions within the faulty component,
and if possible it locates them. Moreover, the algorithm draws the conclusion “Faults
cannot be captured by the assumed fault model” if it has been detected that the
implementation at hand has faults that cannot be captured by the assumed fault model.

The diagnostic method can be used for the case where multiple transfer or output faults
may occur in one of the implementation component FSMs M’] or M"2. However, for

simplicity of presentation, hereafter, we assume that only output faults may occur.

732 An Overview of the Diagnosis Approach

Let RS = M10M2 be a specification system while TS is a conformance test suite. If the
composition M’10M2 of the implementations M’] and M"2 of the given system produces
unexpected output responses to the given test suite TS, then the composition M’10M"2 is
not equivalent to RS, i.c. either M’} or M2 is a faulty implementation. Our objective is to
determine whether M’1 is not equivalent to M} while M’2 and M2 are equivalent, or vice

versa.

In order to determine whether the output responses of TS can be produced when FSM
M2 has output faults and M’] is equivalent to its specification, we derive the FSM

(M2).™ by adding new (faulty) transitions with all possible outputs to each transition of
M3, and then we combine the obtained non-deterministic FSM with M). We call the
obtained non-deterministic machine, M10(M2),*“, the Fault Function (FF) of the
embedded component (or FF-Embedded). Similarly, we derive the FF of the context M},
FF-Context = (M1).>YOM2, to determine whether the output responses of TS can be
produced when FSM M’] has output faults and M") is equivalent to its specification.

Fault functions were introduced in [Pet92] to represent in a concise way all mutants of a
given FSM with a given type of implementation errors.
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The set of all deterministic sub-machines of M10(M2).”™ (or (M1).”“OM?) includes all
the implementations M10M"2 (or M’10M?2), where output faults may be present in the
implementation of component FSM M2 (or M]). However, the set also includes

superfluous sub-machines that do not cormrespond to a composition of any possible
deterministic component machines. This is due to the fact that while deriving the
composition, we do not take into consideration that for a specific state-input combination
(s,i), one and only one output is possible in a deterministic implementation.

Since our implementation system is deterministic we do not take into account non-
deterministic paths of machines M10(M2),™ and (M1),""0M2. Moreover, we also
remove from M10(M2).™ and (M1),”“OM2 any behavior that does not agree with the
observed outputs to the applied test suite TS. In Section 7.4, we describe the algorithm
that removes from machine M10(M2),> (or (M1),” O0M?2) sub-machines whose output
responses to the test suite do not agree with those obtained by applying the test suite TS
to the SUT.

If the SUT is equivalent to a deterministic sub-machine of M10(M2),” then the faulty
machine is M2, and if it is equivalent to a deterministic sub-machine of (M} )a"“OM?2, then
the faulty machine is M]. However, if the SUT is equivalent to a deterministic sub-
machine of M]0(M2),”“ and to a deterministic sub-machine of (M} )" “0M?2, then the
faulty machine cannot be identified. This is due to the fact that there are some possible
faults in M1 and some possible faults in M2 that cause the same observable behavior of
the SUT. If none of the above cases applies, we conclude that the implementation has
faults that are not captured by the considered fault model.

In order to draw one of the above conclusions, we should have test cases such that by
observing the output responses of the SUT to these test cases, we can distinguish the SUT
and sub-machines of (M]),”“0OM? and of M10(M2),*. If the machines (M1),”“0M?2 and
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M10(M2).™ have no equivalent deterministic sub-machines then there exists a so-called
distinguishing set (written as DisSer) of input sequences [Kou00] such that given the set
of deterministic output responses to these input sequences, we always can determine
whether the machine under test is a sub-machine of (M]),>“0M?2 or of M10(M2),*. The
algorithm for deriving such a distinguishing set is proposed in [Kou00). We illustrate this
algorithm in Section 7.4. In other cases, it may happen that there are sub-machines of
(M1).™*0M2 and others of (M1),”“OM2 that are equivalent, but these sub-machines are
not equivalent to the SUT. In this case, the observed outputs to the given test suite are
insufficient to distinguish between these sub-machines and the SUT. Therefore, more test
cases must be generated and added to the test suite. This can be done by breaking FF-
Embedded and FF-Context into sub-machines, and by comparing each pair of the
obtained sub-machines. Each time when two obtained sub-machines become
distinguishable, their distinguishing test is added to the test suite. This enables the
elimination of all sub-machines whose output responses to a distinguishing test are
different from those observed by applying this test to the SUT. We break the machines by
fixing some transitions as deterministic transitions, i.e. by reducing the non-determinism
of Fault Functions. In the worst case, we can come up with an explicit enumeration of all
faulty machines. However, as the considered examples show, we usually need to fix only

a small number of transitions in order to draw a conclusion.

The details of the diagnostic method are presented in Section 7.5. Meanwhile, in the
following section we present its constituent algorithms illustrated by a working example.

733 Working Example

As an example, we consider the two machines M| and M2 shown in Fig.7.1. The set of

external inputs is X={x], x2}, the set of external outputs is Y=({y1, y2, y3}, the set of
internal inputs is U ={u], 42}, and the set of internal outputs is Z = {z], z2). Their
corresponding reference system RS = M10M? is shown in Fig. 7.2.
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7% |

teu/z

Iz 42

Figure 1.2. Reference System (M10M2) of the M| and M2 of Fig.7.1

A given complete test suite 7S derived from RS is TS = {x]x]x], x]1x2x2, x2x]1x]1x2,
x2x1x2x2, x2x2x1 }. TS is derived using the method presented in [Fuj91], and it detects
any complete FSM M’ 10M'2 that is not equivalent to RS, under the assumption that
FSMs M’} and M’7 have up to two states. The set of expected output responses to the TS
is as depicted in Table 7.1 below.
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ey el [75) «3 tcq tcs
Inputs rx] xj x] rxix2x |rx2xix1x2{rx2x1x2x2 |rx2x2xi
Expected Outputs | y1 y2 »2 YI2yltiyviytyryi|yiyt 253 |[y1y3n

Table 1.1. Test cases and their expected outputs

Let us assume that the composition M’'10M "2 of the implementation component FSMs

M | and M"2 produces unexpected output responses as follows:

y1y3y3 to x1x1x1; y1yiy3)y2 to x2xix]1x2 and y]y3y3 to x2 x2 x|

D

Thus, the composition M’]0M "2 is not equivalent to RS, i.e. either M’] or M"2 is a faulty

component implementation.

Figures 7.3 and 7.4 include the FF-Embedded machine, M 10(M2),”", and the FF-Context

(M1)."0OM?2, obtained as described in Section 7.3.2. In this example, the FF-Context is

derived under an assumption that in the faulty context implementation, external outputs

can only be replaced with external outputs and internal outputs can only be replaced with

internal outputs, respectively. This is done in order to have a simple and more readable

working example.
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Figure 1.4. Fault Function of Context
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7.4 Distinguishing Non-deterministic FSMs

In this section, we present the different algorithms of the test suite derivation method, given
in the subsequent section, for identifying a faulty component FSM.

741 Removing Sub-machines of a Non-deterministic FSM

The following algorithm is used to remove from (M1),”“OM2 (and from M10(M2),*)
sub-machines whose output responses to the test cases of TS disagree with those obtained
by applying these test cases to the SUT.

Given a complete non-deterministic FSM A = (5,/,0,h,50) and a set V of deterministic
sequences over alphabet (I0)", the algorithm returns a smallest sub-machine A" of A
which has the property that each sub-machine of A that comprises V as a subset of its
traces is a sub-machine of A”. We note that in our case, the input parts of the sequences of
the initial set V are those of the given test suite TS, and the output parts are those
observed by applying TS to the SUT.

Algorithm 7.4.1. Removing from FSM A sub-machines that do not match V

Input: A complete non-deterministic FSM A = (S, /, O, h, so) and a set V of deterministic

sequences over alphabet {doy

Output: The smallest subFSM A" = (8, 1, O, h, so) of A that contains each sub-machine of
A, that includes V in the set of its traces, if such a submachine exist.

Step-1. Given FSM A] = A and the set V of sequences over alphabet (I0)", we derive the
tree Tree] of all deterministic paths through A1 labeled with sequences of V. Assign i:=1
and go-to Step-2.
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Step-2. If there exists a sequence in V such that no path in Tree; is labeled with this
sequence, then there is no sub-machine in A such that V is a subset of the set of traces of
that sub-machine (A" does not exist, end of Algorithm 7.4.1). Otherwise, we build a
machine A;+1 which is a sub-machine of A; as follows. For each observably reachable
node in Tree;, we copy into the corresponding state in A4 ] the outgoing transitions from
this node. If there are several observably reachable nodes in Tree; with the same label, we
copy for the corresponding state in Aj4] only the matching transitions at all of these
nodes (same input/output/next-state values). If there are no matching transitions in Tree;,

then there is no sub-machine in A such that V is a subset of the set of traces of that sub-
machine (A" does not exist, end of Algorithm 7.4.1). For each state in A;, that labels only

non-observably reachable nodes in Tree;, we copy all the outgoing transitions from
machine A; into Aj+]. If no transition in the machine A; has been changed (i.e. Aj+1=A4;),
then we have A" = A; (End of Algorithm 7.4.1). Otherwise, go-to Step-3.

Step-3. At this step we trim Tree; in order to obtain Treej4+] using the machine Aj4+]
obtained by Step-2 above. For each path in Tree; that has a node where the output and/or
next node of the transition do not match machine A;4+1, remove this transition and its sub-

tree. If all outgoing transitions from some node for an appropriate input have been
removed, we remove the incoming transition to this node. If all transitions from the root
node for an appropriate input have been removed, then there is no sub-machine in A such
that V is a subset of the set of traces of that submachine (A" does not exist, end of
Algorithm 7.4.1). If the trees Tree; and Treej4] coincide, then the machine A" = Aj4+1] is

derived (End of Algorithm 7.4.1). Otherwise, increment i by 1 and go back to Step-2.

As an example, we consider Tree] in Fig. 7.5 generated for the fault function of the
context, i.e. A] = (M1),”“OM2 in Fig. 7.4, using Step-1 and 7S. We do not include in
Tree] the paths that do not match the observed output of TS. For example, for all test
cases in the T that start with the input x2, the observed output for x2 is y1. Therefore, the
paths of (M1),°OM? that start from the initial state a1 by a transition labeled with a label
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other than x2/y1 are not included in Tree]. Moreover, we do not include in Treej any
non-deterministic path. For example, we do not include the path aj —x‘—/y'a b1

—ﬁ—) b1 —x—'/-y-3—) ai.

In Treej, the root node a] is observably reachable through the empty sequence.
Therefore, in Step-2, we copy the outgoing transitions of that node into A2 (shown in Fig.

oH M

7.6), i.e. transitions, a} —i/ﬁ—) b1, a1l —=—- a2 and a] —=—- b1. Moreover, in
Tree], starting from the root node aj, the node b} is observably reachable through the
sequence x1/y]. Therefore, in Step-2, we copy the outgoing transitions of b] from Tree]
into A2. Nodes a2 and b2 in Tree] are only non-observably reachable. Therefore, we
copy from A1] in Fig. 7.4 the outgoing transitions from states a2 and 52 into A2.

Figure 7.5. Tree] obtained by removing non-deterministic paths from (M} )a"0M?2 of
Fig.74



139

X4lys

x,/y, ley,
O

x2/ Y,

XY Y20 V3

XolY 41 Y21 Y3

Xs/Y 1 Yas ¥a b2

XolY 40 Voo Xy/Y1: Y21 V3
oY1 ¥Y2s V3 XolY 15 Y25 V3

Figure 1.6. Machine A2 that correspond to Tree| depicted in Fig. 1.5

Afterwards, using A2 in Step-3, we consider in Tree], starting from the root node aj, the
outgoing transitions from the node b] that is reached through the sequence x2/y]. We
notice that all its outgoing transitions do not match A2. Therefore we trim the sub-tree of
this node, and since all outgoing transitions for inputs x] and x2 from this node are
removed, we remove its incoming edge, and we get Tree2 shown in Fig. 7.7, which is

equal to Tree] except that the shaded area TRIM-1 is removed.
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Figure 1.1. TreeQ

Back to Step-2, by considering Tree), the root node a] is observably reachable through
the empty sequence. Moreover, starting from the root node aj, the ending nodes ai, b},
and a2 are observably reachable through the sequences x1/y1x2/y2, x1/y1, and x2/y1,
respectively, and node b2 is observably reachable through the sequence x2/yixi/y].

Therefore, for these nodes, we copy their matching outgoing transitions from Tree? into
A3 in Fig.7.8.

Using the same reasoning we trim from Tree the shaded areas of TRIM-3, TRIM-4,
and TRIM-5 and we obtain Tree3 depicted in Figure 7.9.
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Figure 7.10. Machine A4 that correspond to Tree3

x,ly, X1/Ys

Figure 1.11 Machine for the embedded component

Back to Step-2, by considering Tree3, we notice that all nodes are observably reachable.

We copy all the matching outgoing transitions of these nodes and obtain the final
machine A4 shown in Fig. 7.10.
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We apply Algorithm 7.4.1. to the FF-Embedded, i.e. for M10(M?2),”™ of Fig. 7.3, and we
obtain the machine shown in Fig. 7.11.

Theorem 7.1. Given a complete non-deterministic FSM A = (S, /, O, h, so) and a set V of
deterministic sequences over alphabet (/O)’, if there exist a sub-machine B of A that has
V as a subset of its traces, then the Algorithm 7.4.1 derives an FSM A" which includes B
as submachine. Otherwise, the algorithm finds that there is no such submachine.

Proof of Theorem 7.1: In Step-2 of Algorithm 7.4.1, if there exists no deterministic path
in Tree; labeled with some sequence a/f € V, then there is no deterministic sub-machine
of A that can produce the observed output sequence / to the input sequence &, i.e. there is
no sub-machine A" in A such that V is a subset of traces of A". Moreover, In Step-3, if all
the transitions from the root node in 7ree; have been removed, then there is no
deterministic sub-machine A" in A such that V is subset of traces of A". The transitions of
A are changed only during Step-2 for the states that label observably reachable nodes of
the corresponding tree. For this reason, it is enough to show that each sub-machine B of
A;j that has V as a subset of its traces, is a sub-machine of Aj+]. Let state s label an
observably reachable node of Tree; that is reachable through some sequence a/ff € V.
Any sub-machine of A; that has V as a subset of its traces must reach state s after

applying the sequence a Therefore, all transitions from the state s of B match transitions
from this node, i.e. B is a sub-machine of A;41.
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742 Distinguishing the Sets of Deterministic Sub-machines of Two
Non-deterministic FSMs

If the two sub-machines of the FSMs FF-Context and FF-Embedded obtained after using
the above procedure for removing behaviors that do not match observed outputs, do not
have equivalent sub-machines then we can derive a distinguishing set DisSer that allows

us to recognize which of the component FSM:s is faulty. This set can be constructed using
the algorithm given in [Kou00].

Given two completely specified machines A = (S.,0,h.51) and B = (T.1,0,8.11), we derive
a so-called s-product Ax.B = (SXT, I, O, H, Daxs, s111), where the defined specification
domain Dy, < (SXTxI) is the set of triplets of states and defined inputs [Kou00).

Given the triplet (sti)e SXTXI, if h°(s,i)ng°(1,i) = D then (sti)e Daxs, i.. a behavior of the
s-product Ax,B is undefined at state st under input i. Otherwise, for each
o€ h°(s,i)Ng°(t,i), H(st,i) has each pair (s’t",0), (s’ ,0)€ h(s,i), (' ,0)€ g(.i).

State st of the machine Ax,B is called 1-undefined if there is an undefined transition at the
state for some i€l, i.e. there exists an input i€ such that (sti) ¢ Daxs, and thus, states s
and ¢ can be distinguished by such an i. The set {i} is called a distinguishing set of the 1-
undefined state st. State st is said to be k-undefined, k>1, if there exists ie / such that each
state of the set h(st,i) is l-undefined for /<k. A distinguishing set of the k-undefined state
st is obtained concatenating the distinguishing set of each state of the set h’(st,i) with
input i.

Theorem 7.2.[Kou00] (1) If there exists k21 such that the initial state of the Ax,B is k-
undefined then any deterministic sub-machine of A is distinguishable from that of B. (2)
Given distinguishing set Disse; of the k-undefined initial state of Ax,B and machines
Pe Sub(A) and Re Sub(B), the machines P and R have different output responses to the

sequences in the set DisSe;.
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In other words, let machines M]10(M2),” and (M1),"0M2 be distinguished with the
distinguishing set DisSez. Let also P be a sub-machine of M10(M2),™ or of (M1),™ 0M2.
Then by observing the cutput responses of P to sequences in the set DisSer, we can
always conclude whether PeSub(M10(M2),™) or PeSub((M1)."'0M2), ie. the
diagnostic problem is always solvable. Therefore, we derive, using the above algorithm, a
distinguishing set Disser for the FSMs FF-Context and FF-Embedded in order to

recognize a sub-machine that corresponds to the faulty SUT. As an example, we consider
the tree shown in Figure 7.12, and the machines FF-Context (machine A4 of Fig. 7.10)
and FF-Embedded (Fig. 7.11) obtained after deleting sub-machines with traces that do
not match observed output responses. The sequence x2x1x]x2x2 distinguishes these
machines. Therefore, if we apply the input x2 after the input sequence x2x]x]x2 and the
implementation at hand produces the output response y] to the tail input x2, then we
conclude that M’] is the faulty implementation. If the output y3 is produced to the tail
input x2, then we conclude that M2 is faulty. If the implementation produces the output
different from y3 and y1, then the implementation at hand has faults that cannot be

captured by the assumed fault model.

x,ly, o X,ly,
X,ly, 1 x,1¥,

X,ly, o

x,ly,

Figure 7.12. A test sequence distinguishing the deterministic sub-machines of 2 non-
deterministic FSMs
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743 Determining a Superfluous Sub-machine

Due to the considered fault model, the SUT M is a sub-machine of M10(M2),” or
(M1).°0M?2. However, we mentioned above that not each sub-machine of M10(M2),”
(or (M1)."0M2) can be obtained through output faults in the implementation of M2 (or
M)). The reason is that we do not take into account deterministic and non-deterministic
paths when combining the compact representation (M2),”“ of all possible
implementations of M2 with M} (or the compact representation (M1),” of all possible
implementations of M] with M2), and thus we may obtain superfluous sub-machines.
Therefore, it may happen that the SUT M is equivalent to a sub-machine of M10(M2),"
and to a submachine of (M]),”0M2, but there is no sub-machine M'ze (M2).™ such that
M10M7 is equivalent to M. In this case, only the implementation of M| is faulty. Thus,

we have the following problem.

Given FSM M10(M2).”™ and its sub-machine M, we must check whether there exists
FSM M2 € (M2),° such that M=M10M?2. To solve the problem we can project sub-
machine M onto the set of states of M2 and input and output alphabets of M?2. There
exists FSM M'ze M2).> such that M=M10M'2 if and only if the obtained FSM is
deterministic. A sub-machine M of M10(M2),™ for which there is no M2e (M2),™* such
that FSMs M10M2 and M are equivalent, is called a superfluous sub-machine.

7.5 Fault Diagnosis Algorithm >

Algorithm 7.5.1. Recognizing a faulty component FSM
Input: Composition M = M10M2 of two FSMs M] and M2, and the set V =TS of

sequences over alphabet {0y,
Output: Verdict “Component FSM M1 (or M?) is faulty”, or verdict “Both M1/M?2 could

be faulty” when there is a possible faulty implementation of M1 and a possible faulty

implementation of M2 that cause the same observable behavior as the implementation at
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hand, or verdict “Faults cannot be captured by the assumed fault model” if it has been
determined that the implementation at hand has faults that can not be captured by the
assumed fault model.

Step-1. Derive machines, Aj= (M]),”“0M2 (Fault Function of M1) and A2= M10(M?2),**
(Fault Function of M?2). Let the set K} be equal to {A] }, and the set 9 be equal to {A2).

Step-2. For each machine say Ag in the sets ¥} and 9, call Algorithm 7.4.1. to obtain
the smallest sub-machine A" of Ax which includes all sub-machines of Af that have V as a
subset of their traces. If such an A" exist, replace Ag by A". Otherwise, remove Ak from
the corresponding set ] or 5.
If the sets K| and 9 are empty, then the implementation at hand has a fault that is not
captured by the assumed fault model (End of diagnosis algorithm).
If the set 9 (or 97) is empty, then we conclude the other machine M2 (or Mj) is faulty
(End of diagnosis algorithm).
Otherwise, check, as described in [Kou00], whether there are two machines, say A; in 9}
and Aj in 9, that are distinguishable.
¢- If there exist such two machines, we obtain, using the algorithm given in [Kou00]
and described in Section 7.4.2, the Distse; that distinguish them, and we apply the input
sequences of this set to the SUT.
~If Il =1and 192 = 1, i.e. K] = {A;} and K2 = {Aj}, then:
-If the output responses of the SUT to the Distsey are different from those expected
by both machines A; and Aj, then we conclude that the implementation at hand has
faults that cannot be captured by the assumed fault model (End of diagnosis
algorithm).
-Else, if the output responses of the SUT are different than those expected by Aj (or
A}), then we conclude that M (or M?2) is the faulty machine (End of diagnosis
Algorithm).
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- If 15711 >1 or |58 > 1, then after observing the output responses of the SUT to the
sequences in Distser, we remove A; (or Aj) from the set 91 (or ) if these responses
are different than those expected by A; (or Aj). Then, we add the sequences in Distser
with the observed output responses to V, and we return return back to Step-2.
¢ - If all the machines in 9] are indistinguishable from those in 9%, then
-If ) and 9 have only deterministic machines, then check whether all the
machines in %] and in 5 are superfluous as described above.
-If all the sub-machines in ¥ (or in ) are superfluous, then machine M2 (or M])
is faulty (End of diagnosis algorithm).
-If all the sub-machines in the sets 9] and 9 are superfluous, then the
implementation at hand has a fault that can not be captured by the assumed fault
model (End of diagnosis algorithm).
-Else, If there exist a sub-machine in %] and another in % that are not superfluous,
then we conclude that “Both_M1/M2 could_be_faulty”. There is a possible faulty
implementation of M1 and a possible faulty implementation of M2 that cause the
same observable behavior as that of the implementation at hand
--Else, if the set %] (or %) has at least one non-deterministic FSM, then we break

that machine into k machines by fixing one of its non-deterministic transitions. Then,
we replace that machine in the set ¥ (or $2) with the obtained sub-machines, and

we go back to Step-2.

75.1 Another Application Example

As another example of the diagnostic method, suppose that the SUT of implementation
component FSMs M’] and M’2 of specifications in Fig. 7.2 produces the unexpected

output responses depicted in Table 7.2 below.
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Tc# 73 7] «©3 (7 } s

Inputs rxy xyxy | rxyx2x2 rx2x1 xj x2 rx2x1x2x2 |rx2x2xi
Expected Outputs | y1 y2 y2 | y1 y2 ¥1 YIy1y1ys |y1y1y2y3|¥1y3n
Observed Outputs | y; y1 y1 | Y1 ¥2 ¥1 YIYIYIy3 |y1y1y2y3 |y y3y1

Table 1.2. Test cases and their outputs

Thus, the composition M’] 0 M2 is not equivalent to RS= M10M?, i.e. either M'] or M2

is a faulty component implementation. In order to decide whether it is possible to identify
the faulty machine in the system, in Step-1 of Algorithm 7.5.1 the FF-Context and the
FF-Embedded are derived, i.c. machines A} = (M1),"“OM2 and A2 = M10(M2),°“. These
machines are already shown in Figures 7.4 and 7.5, respectively. However, throughout
this example, we use a transition table representation of these machines as shown in
Tables 7.3 and 7.4 below. We note that an FSM can be given in the form of a transition
table, and as shown in Table 7.3, states and input symbols are used to name the rows and
columns, respectively. A state/output pair b1/ y]-3 appeared at the location of row x] and
column aj implies that there are tramsitions a]-x1/y1->b1. al-x1/y2->b1, and

ay-x1/y3->bi.

Initially we have the sets ¥ 1= {A]} and ¥ 2= {A2}.

al a2 b1 b2
x1 | b1/ y1-3 b2/ y1-3 a2/y1-3 a2/y1-3
b1/y1-3 b1/y1-3
x2 |a2/y1-3 a2/ y1-3 a1/ y1-3 a2l y1-3
b1/y1-3 b1/y1-3

Table 71.3. Fault function of the Context, A] = (M1).>0M2




al a2 b1 b
x1 b1/ »n b2/y1 b1/y2-3 b2/y2-3
al/yl a2/ y1
x2 az2/y1 a1/y1 al/y2 azly2
b2/y3 b1/y3
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Table 7.4. Fault Function of the Embedded Component, A2 = M10(M2),"*

During Step-2, the algorithm calls Algorithm 7.4.1 in order to remove from the machines
in the sets & 1= {A]1} and % 2= {A2} the sub-machines that do not match the set V. For

example, consider Tree] in Fig. 7.13 generated for the fault function of the context, i.e A]
in Table 7.3, using Step-1 of Algorithm 7.4.1 and 7S. In Tree], the root node aj is

observably reachable through the empty sequence. Therefore, in Step-2, for the root node
a] we copy its outgoing transitions into A2 (shown in Table 7.5), i.e. we copy transitions

ai —x—'/ﬂ—) b1, ai —xz—ﬁ-) a2 and al —xz—ﬁ—) b1. Moreover, in Tree], starting from

the root node a|, the ending node b of transition a} —x—llﬂ-) b1 is observably reachable
through the sequence x1/y]. Therefore, in Step-2, we copy the outgoing transitions of b]

from Tree] into A2, i.e. we transitions bi —x‘—/yz-) al, bl_ﬁé’_z__) b1, and bj

—xz—/y-z-—) a1. Furthermore, nodes a2 and b2 in Tree] are only non-observably reachable.
Therefore, we copy from Aj in Table 7.3 the outgoing transitions from states a2 and b2

into A2.
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Figure 7.13. Tree) obtained by removing non-deterministic paths from B| =

(M1).™“0M? of Table 7.3
al a by /)
x1 | b1/ y1 b2/ y1-3 a2ly2 a2 /y1-3
bil/y2 b1/y1-3
x2 (a2 Iyl a2ly1-3 a1/ y2 a2l y1-3
b1/y b1/y1-3

Table 1.5. Machine A)
Afterwards, using A2 in Step-3, we consider in Treel, starting from the root node aj, the

outgoing transitions from the node b that is reached by transition aj —2—/&—) b]. We
notice that all its outgoing transitions do not match A2. Therefore we trim the subtree of
this node, and since all outgoing transitions for inputs x; and x2 from this node are
removed, we remove its incoming edge, and we get Tree? in Fig. 7.14, which is equal to

Tree] except that the shaded area TRIM-1 is removed.
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Figure 7.14. Tree)

Back to Step-2, by considering Tree), we notice that the root node g} is observably
reachable through the empty sequence. Moreover, starting from the root node ai, the

ending node a] of consecutive transitions a] —f'iy-'a b1 —x-z—/yz—v al is also observably

reachable through the sequences x]/y1x2/y2. Therefore, for these nodes, we copy their
matching outgoing transitions from Tree) into A3 in Table 7.6, i.e. we copy transitions

aj —x-“’—/y'—) a2 and al -ﬂ—lﬂ—)bl. We also notice that starting from the root node ai
the ending nodes labeled with a2 of consecutive transitions a]

) /. %4

—xz—/y‘-a a —Ma bz—xl—z—) a2 and the transition a] —-=—- a2 are observably
reachable through the sequences x2/y1x1/y1x2/y2 and x2/y]. Therefore, for these nodes,
we copy their matching outgoing transitions into A3, i.e. we copy transitions

a2 —xz—-/y3—) ay, az—ﬂ-) b1, and a2 —xl—/yl-a bp. Finally, starting from the root
node aj, node b1 is observably reachable through the sequence x1/y]. Therefore, for that
w7 L)

node we copy its outgoing transitions into A3, i.e. we copy transitions b] —-=—=- aj,
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by _ﬁ/ﬁ-; b1, and b _x,_,yz_) a). Finally, starting from the root node ai, node b of
ot

the consecutive transitions a] —-=—- a2 —ﬁﬁ—) b) is also observably reachable
through the sequence x2/y1x1/y1. Therefore, we also copy all its outgoing transitions into

A3, i.e. we copy transitions bz—ﬂ—» a, —x'—/yz—) biand B _‘2_22__’ al.

al a by b2
x1 | b1/ y1 b2/ y1 a2ly2 a2l y2
b1/y2 b1/y2
x2 |a2/y1 a2 ly3 a1l y2 a2l y2
b1/y3

Table 7.6. Machine A3

Back to Step-3, using A3 in Step-3, we consider in Tree2, the outgoing transition from the
node a] of the shaded area TRIM-2. We notice that this transition does not match A3.

Therefore, we trim the sub-tree of this node, and since all outgoing transitions for inputs

x1 and x2 from this node are removed, we remove its incoming edge. Using the same
reasoning we trim from Tree) the shaded areas of TRIM-3, TRIM-4, and TRIM-5 and we
obtain Tree3 in Fig. 7.15.
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Figure 7.15. Tree3

Back to Step-2, by considering Tree3, starting from the root node a] is observably
reachable through the empty sequence, and the ending node labeled with aj of

consecutive transitions a} —iﬁ—) b —xz—/yz—) aj is also observably reachable through
the sequence x1/y}x2/y2. Therefore, for these nodes, we copy their matching outgoing

25 271, a2. Moreover,

transitions into A4, i,e we copy transitions a} —ﬁ—/y—'—) b1 and a] —
starting from the root node aj, the ending nodes labeled with b] of transitions

a)— pi 4 I bi.a1— i, b1 — pi e 3N bl,andal—xz—’y'-) a)— i 24 WX by— piics)

—=9 b
are observably reachable through sequences x1/y1, x1/y1x1/y2, and x2/y1xi/yixi/y2,
respectively. Therefore, for these nodes, we copy their outgoing matching transitions into

)/

A4, i.e. we copy transitions bl—xl—/yz—) bj and b] —=—=- a}. Furthermore, starting

from the root node a], we notice that the ending node a2 of consecutive transitions a}

i 271, a) are observably

—xz—ﬁ—) a -flﬁ—) bz—x-z—/yza a2 and the transition g} —-=—
reachable through the sequences x2/y1x1/y1x2/y2 and x2/y1. Therefore, for these nodes,

we copy their matching outgoing transitions into A3, i.e. we copy transitions
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az_x2_/_y_3__) a), a2 —32—/&4 b),and a2 —x'—'y‘a b). Finally, starting from the root node
a], we notice that the ending node b2 of consecutive transitions

I, o 15 outgol
al - a2 -» b) is observably reachable. Therefore, we copy all its outgoing

ransitions into A4 in Table 7.7, ie. we copy transitions bp— 2 by and

bz—xz—/y—z—) al.
ajl a b1 b2
x1| b1/ ¥y b/ »n b1/y2 b1/y2
x2la2ly a2ly3 a1/ y2 a2l
b1/y3

Table 7.7. Machine A4 = A"]

Back to Step-3, we notice that each node in a path in Tree3 has its output and next node
match machine A4. Hence, Algorithm 7.4.1 terminates and returns A"} = A4 of Table 7.7
which replaces A1 in ). i.e. #} becomes {A"1}.

Now, we apply Algorithm 7.4.1 for the FF-Embedded, i.e. for A2 in Table 7.4. Using
Step-1 and T'S, we obtain Tree] in Fig. 7.16. All nodes of Tree] are observably reachable.
Therefore, in Step-2 of Algorithm 7.4.1, we copy their outgoing transitions into A} in
Table 7.8. Back to Step-3, we notice that each node in a path in Tree] has its output and
next node match machine A}. Hence, Algorithm 7.4.1 terminates and returns A" = A4 of

Table 7.7 which replaces A2 in 9. i.e. 92 becomes {A"2}.
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Figure 7.16. Tree] obtained by removing non-deterministic paths from M10(M2),” of

Table 7.4
al ay by b
x1 | b1/ y1 by /y1 bi/y by
x2 |a2lyi b1/y3 a1’y aly?

Table 7.8. Machine A1 = A

T,

2

Back to Algorithm 7.5.1, we find, using the algorithm given in [Kou00] and described in
Section 7.4.2 above, that the two machines obtained from the above steps, i.e. A"}= A4 of

Table 7.7 and A"2= A] of Table 7.8, are indistinguishable. Therefore, we break the non-

deterministic machine A"} into the two machines say B3 and B4 shown in Tables 7.9 and

7.10, respectively. Therefore, the set K] becomes {B3, B4}.

Back to Step-2 of Algorithm 7.5.1, we find that the two deterministic machines B3 and

B4 have no transitions that do not match the 7S. Therefore, Algorithm 7.4.1 does not

modify these machines. Afterwards, Algorithm 7.5.1 calls the algorithm defined in
[Kou00] and described in Section 7.4.2 which generates, as shown in the tree in Fig. 7.17,
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the distinguishing set Distser = {x2x2x1} that distinguishes between the two machines B3
and A" in Table 7.8. Hence, if we apply the input x} after the input sequence x2 x2 and
the implementation at hand produces the output response y] to the tail input x2 then we
delete machine A™ from the set 9%, and we conclude that M| is the faulty component,
since the remaining machines B3 and B4 are in ). Moreover, since the input sequence
in the Distgser also distinguishes between B3 and B4, we notice that machine B4 can be
eliminated since the output response of the SUT to the tail input x] of the Distse; is not y2
as predicted by this machine. Thus, in this case, the faulty transition in the
implementation at hand is that predicted by B3. However, if the output y) is produced to
the tail input x) of the Distsey, then we delete machine B3 from the set ). In this case,
the algorithm declares afterwards that the faulty machine can not be identified, since the
remaining two machines in B4 in ¥}, and A2 in 9, are indistinguishable, i.e,
equivalent, and none of them is superfluous. Otherwise, if the SUT responds to the input
sequence in the Distser by an output response other than that expected by B3, B4 or A™2,
i.e by an output other than y1y3y1 or y1y3y2, then the algorithm concludes that the SUT
has a fault that cannot be captured by the assumed fault model.

al a by b
x1 ]| b1/ y b/ y1 b1/y2 bi/y2
x2|a2l/yl axl/y3 a1/ 2 a2l y2

Table 1.9. Machine B3 obtained from A4 of Table 7.7

al al b1 b
x1 | b1/ y1 b2/ y1 bi1/y2 b1/y2
x2 |a2/y1 b1/y3 a1/ 2 a2l 2

Table 7.10. Machine B4 obtained from A4 of Table 7.7
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Figure 7.17. A test sequence distinguishing the two deterministic FSMs of B3 of
Table 7.9 and A" of Table 7.8

752 Locating the Faults within the Faulty Component

The proposed algorithm, Algorithm 7.5.1, decides whether it is possible to identify the
faulty machine in a system of two ComFSMs. If this is possible, the same algorithm can
be used (if necessary) to locate the faults within the faulty machine (if possible). The idea
here is to locate the faulty implementation that corresponds to the faulty machine. This
implementation is a sub-machine of (M1),”“0M2 when M| has a faulty implementation,

or a sub-machine of M10(M2),” when M2 has a faulty implementation. Therefore, the
algorithm can be used to decide which sub-machine of (M1),”0M2 (or M1%(M?2),™) is

equivalent to the system at hand, i.e. comparison between sub-machines of a given FSM
can be added to the algorithm. We note that sometimes it is not possible to locate the
faulty sub-machine. It is the case when the SUT has the same observable behavior for
different output faults of the faulty machine.
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7.6 On the Complexity of the Method

In general, the problem of diagnosing multiple faults is known to be exponentially
complex [Lee93], since for an arbitrary number of faults, it becomes a machine
identification problem. The machine identification problem (Moore, 1956) is known to
be exponentially complex. However, as mentioned in [Lee93], for a small number of
faults, the problem is still manageable; if there are a limited number of next state and
output changes, then we have polynomial time algorithms for diagnosis.

In Algorithm 7.5.1, in the worst case, we have to enumerate all deterministic sub-
machines of FF-Context and FF-Embedded. This happens when these sub-machines and
their corresponding non-deterministic sub-machines are indistinguishable. In this case,
the complexity of the algorithm depends mainly on the number of possible iterations of
the algorithm multiplied by the number possible mutant sub-machines of FF-Context or
FF-Embedded, which could be determined as follows:

Let n denote the number of states of a given Fault Function (FF) machine, and Ul denote
the number of input alphabet I, and 10! denote the number of the output alphabet of the
machine. We note that for FF-Context, n= nin2, where n] is the number of states of

machine M) and n? is the number of states of machine M2, Ul = IX] + |Z}, where X and Z
are the external and the internal input alphabets of M|, and I0! = IY1 + U\, where Y and U
are the external and the internal output alphabets of M. For FF-Embedded, n = n1n2, Ul
= |U1 where U is the number internal input alphabet of M2, and 10| = 2], where Z is the
number of internal output alphabet of M2.

The maximum number of transitions in a FF machine is lnllAlOlnl = AN, since for
each state of the machine and for each input symbol, the machine may produce all
outputs and transfer to all states. Therefore, the maximum number of transitions of
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FF-Context, Trans_Context = Inmzl2 (IX1 + 121) (IN1 + 1UN), and the maximum number of
transitions of FF-Embedded, Trans_Embedded = |nin2t I 2.

In the worst case, at the end of the first iteration of the algorithm, we may break FF-
context and FF-Embedded each into k machines, by fixing for each machine all outgoing
non-deterministic transitions under an appropriate input at a given state. Then, k equals
InliOl. Consequently, for FF-Embedded, k equals In1n2! IY + U\, and for FF-Embedded k
equals Injn2! 1Z1. We put the obtained machines in the set ) and 2, respectively, where
these machines replace the existing machines %) = {(FF-context} and 9> = {FF-
Embedded). In the second iteration, in the worst case, we break each machine of the k
machines in the sets %] and 9% into k machines by fixing for these machines all
outgoing non-deterministic transitions under an appropriate input at a given state. The
obtained machines replace existing machines in the sets %] and % and the cardinality of
these sets becomes k°. Using the same analysis, in the third iteration, the cardinality of
the sets ] and 2 becomes k°. In the worst case, the last iteration of the algorithm
occurs after generating as mentioned above all sub-machines of FF-Context and FF-
Embedded. Consequently, for a FF machine, the last iteration happens after Inlif
iterations. Accordingly, in the worst case, the maximum number of iterations of the
algorithm equals to the maximum of (ln1n2! (IX1+21)) and (In1n2! IU1). Moreover, at the
iteration, in the worst case, the possible number of mutant machines in the set 5}

becomes k™= K"1"2X+2 _(n1noly + UI)"1"2X*12 and the possible number of the mutant
machines in the set 9% becomes k™"= k"2 = (n1n2 121) "1,

It is clear from the above analysis that in the worst case the diagnostic algorithm will not
be applicable in practice. This is due to the fact that the number of mutant sub-machines
of FF-Context and FF-Embedded is huge. However, the worst case occurs when after
each iteration of the algorithm all the machines in the sets 9| and 9 are found to be
indistinguishable. However, in order for all the machines in the set %) to be

indistinguishable from those in the set 9, there should exist for each pair of these
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machines a sub-machine that makes this pair indistinguishable. Actually, we do not think
that such a worst case would happen in practice. Moreover, for the first application
example that we considered in this chapter, the algorithm converted to a solution only
after one iteration where || = 1 and 19| =1. Furthermore, for the second application

example, the algorithm converted to a solution after two iterations where iK1l = 1 and
1991 =2. However, according to the worst case complexity, the algorithm could iterate for
8 iterations, and the cardinality of the set 9% in the last iteration may become 104976.

We note that in the best case, the algorithm could converge to a solution only after one
iteration. This happens when FF-Context and FF-Embedded, after removing those
behaviors that do not match the observed output of the SUT, are distinguishable. The
application of the distinguishing set to the SUT allows us to conclude which component
machine is faulty. In this case, the difference between the worst-case complexity and the
best case is at least of the order of the number of possible iterations of the worst case
multiplied by the number of possible mutant sub-machines of FF-Context or FF-
Embedded, i.e. \nlil k™", which is huge.
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8 Conclusion and Further Research Work

Many methods have been developed for deriving tests for a system represented by a
Finite State Machine (FSM) model. The purpose of these tests is to determine whether an
implementation of the system conforms to (i.c., is correct with respect to) its
specification. Usually a conforming implementation is required to have the same I/O
behavior. In realistic applications, maintaining a system modeled by a given specification
machine involves modifying its specification as a result of changes in the user
requirements and designers implement incrementally these modifications. Testing the
whole system implementation after each modification is considered expensive and time
consuming. Therefore, it is important to generate tests that would only test the modified
parts of the implementation that correspond to the modified parts of its specification. This
would reduce the maintenance cost of such a system, which is about two-thirds of the
cost of the software production [Sch92]. In the first part of this thesis, we presented test
generation methods (called re-testing methods) that select tests (called re-tests) for testing
the modified parts of the system specification, in order to check that these modifications
were correctly implemented in the system implementation. Here we assume that the parts
of the system implementation that correspond to the unmodified parts of the system
specification are left intact. Moreover, we also reasonably assume that before modifying
the system specification, its implementation was tested and found conforming to this
specification. These methods are based on well-known test derivation methods called the
W [Cho78], Wp [Fuj91], HIS [Pet93b], Unique-Input-Output UlOv- [Vuo89)], and
distinguishing sequence methods.

We note that although the re-testing methods are developed for the FSM model, it is
expected that they could be useful for the Labeled Transition System (LTS) model as
well, since testing approaches developed for FSMs have been transformed for the LTSs
[Pet93a), [Tan95].
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Based on the work presented in the first part of this thesis, it would be interesting to:

a Extend the re-testing methods for systems modeled as Extended Finite State
Machines (EFSMs). EFSMs are used in formal description techniques
ESTELLE [ISO87b] and SDL [SDL87] and also in UML Statecharts to
specify not only the control part of a protocol, but also its data part. Therefore,
the problem here is to find an appropriate way for re-testing both the control
flow and the data flow parts of 2 modified EFSM. We believe that previous
work on test derivation based on this model and on regression testing will help
in solving this problem.

o Extend the re-testing methods for systems modeled as non-deterministic FSMs.
All the three major specification languages for protocols, LOTOS, ESTELLE, and
SDL and the UML support the description of non-determinism. Moreover, many
test derivation methods [Luo94] [Pet93b] [Yev9l] have been presented for
systems modeled as non-deterministic FSMs. We believe that these methods
could be used as a starting point for such a work.

aQ The distinguishing sequence re-testing methods presented in this thesis do not
guarantee the derivation of minimal length re-testing (or re-checking) sequences.
In order to minimize the lengths of these sequences some appropriate
minimization algorithms have to be developed. The work presented in [Aho91]
and [Ura97] could be a good starting point for such work.

As the purpose of conformance testing is to check whether an implementation conforms
to its specification. An interesting complementary problem is to locate the differences
between a specification and its implementation when the implementation is found to be
nonconforming [Lee93]. In the second part of the thesis we address issues related to the
fault diagnostic and localization problems. More specifically, we consider a system
consisting of two communicating FSMs, called components. The system contains a
context machine that communicates with the environment and an embedded machine.
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The interaction between these two components is assumed to be hidden or unobservable.
First, we reviewed a heuristic proposed in [Ghe93a] to locate a single fault within a given
system of two communicating FSMs, once a fault has been detected in its implementation
(called System Under Test (SUT)), and we showed that it is not always possible to locate
such a fault. This happens when the SUT has the same observable behavior for a certain
fault in an implementation of the context and another fault in the implementation of the
embedded component. Accordingly, we presented a new two-level single fault diagnostic
method for the fault localization of the given system [Elf99b] assuming as in previous
related research work that the SUT has a single fault in one of its transitions (i.e. in one of
its component machines). The first level (called machine level diagnosis) of the
diagnostic method, decides if it is possible to identify the faulty component in the given
system. If this is possible, the faulty component is identified, and if needed, at the second
level (called transition level diagnosis) the method determine if it is possible to locate the
fault within the faulty component. If that is possible, the method provides additional test
cases to locate the fault. We note that sometimes it is not possible to locate the fault
within the faulty component, since the same observable behavior of the SUT may be
caused by different faults in the component implementation. At the end of the second part
of the thesis, we presented a new multiple faults diagnostic method [Elf01] for the given
system, for the case when the SUT may have multiple faults in at most one of its
components. We note that for a system decomposed into components, it is usually
assumed for high-level abstractions that the structure of the system is preserved in all
possible implementations, while a component may be either faulty or operating correctly
[Kle87]. The multiple faults method enables to decide if it is possible to identify the
faulty machine in the system, once faults have been detected in a system implementation.
If this is possible, it also provides tests for identifying the faulty component machine.
Moreover, if desired, the method can be used for deciding if it is possible to locate the
faults within the faulty machine, and if possible it can provide tests for locating these
faults.
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Based on the diagnostic methods presented in the second part of the thesis, it would be
interesting to:

0 Implement and experiment with the multiple diagnosis method in order to assess
its applicability to small-size and large-size systems. According to the application
examples presented in Chapter 7, the fault functions representing the fault domain
of the given system are significantly reduced by Algorithm 7.4.1, using a given
test suite and the observed behavior of the implementation for this test suite. It
would be interesting to know if we obtain similar results for realistic small-size
and large-size systems. Moreover, as done for the single fault diagnostic method,
it would be interesting to determine how often a faulty component machine can be
identified for various implementations of a given specification.

0 Generalize the multiple diagnosis method for asynchronous systems that may
have more than one message in transit, i.e. where the next external input may be
submitted to the system before the system produces an external output to the
previous external input. Asynchronous systems with more than one message in
transit are widely used in many application areas such as telecommunication

protocols.

o Extend the multiple faults diagnosis method for identifying the faulty component
FSM within a system of two communicating FSMs when both component FSMs
may be faulty. The idea here is to derive appropriate fault functions for this case.

@ Extend the multiple diagnostic method for the case when an implementation
component FSM can have more states that its specification. We think that the
method presented in the thesis can be used for this case if all possible component
implementations can be described by an appropriate Fault Function, ie. all
possible component implementations are deterministic sub-machines of an

appropriate non-deterministic FSM.



166

a Use the method for the diagnosis of transfer and output faults when the system
specification and implementation are given in the form of a single finite state
machine. In this context all possible implementations are sub-machines of one
appropriate fault function, and the algorithm starts by breaking this function into
many machines in order to distinguish between them and the SUT.
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