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Abstract

Survivable mechanisms, including fault localization and connection restoration, are
achieved by means of electronically analyzing overhead bits in opaque optical networks.
However, unlike opaque networks, transparent all-optical networks are unable to examine
signal quality at transponders. Consequently, locating and isolating failures and attacks
(intentional failures) in transparent optical networks are much harder than in opaque
networks. Likewise, connection restoration and path rectification are more complex.
Therefore, previously defined survivable terminologies, models, and techniques should
be evolved and re-designed with respect to the dissimilarities to be applicable to all-
optical networks.

Accordingly, this thesis proposes several fault detection protocols, including Fault
Localization Signaling Protocol, Rolling-back Signaling Protocol, and Limited-perimeter
Vector Matching Protocol, and a number of connection restoration and re-routing
techniques, such as Open Link Restoration Protocol, Minimum Weighted-path
Restoration Protocol, and Signaling Nested Reservation Protocol, which are feasible in
all-optical communication networks.

The proposed protocols are all implemented by signaling in the supervisory channels of
the overlay model. Since these protocols use controlling signals only as triggering signs,
they are not involved in substantial processes and delays. As a result, they are compatible
to high-speed all-optical networks. However, the signaling mechanisms embedded in

these protocols utilize additional bandwidth from the control network.
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Chapter 1. Introduction

1.1 Background on Optical Networks

PTICAL communication systems date back two centuries ago, to the invention of
O“optical telegraph” in the 1790s [Hec99]. However, factual optical communication
networks emerged when the basic elements of optical communication such as
semiconductor lasers and low attenuation optical fibers were invented in the late 1960
[Got02]. Although the fundamentals of optical systems were completed by this time, the
significant mismatch between the peak electronic and optical rates (5 orders of
magnitude) created a bottleneck in the way of high-bandwidth pure optical
communications. To solve the problem, Delange introduced Wavelength Division
Multiplexing (WDM) in October 1970 [Del70]. Even though WDM leads optical
transporting systems to a new era, other related issues, including routing, management,
manufacture, accounting, protection, and performance analysis, were soon appeared
[Muk00]. Since then, enormous time and efforts have been dedicated by the researchers
to address these issues.

Heuristic Static and Dynamic Lightpath Establishment (SLE, DLE) [Zan00a] techniques
have been proposed to solve Routing and Wavelength Assignment (RWA) problem
proven to be a NP-complete problem [Ram94]. A variety of control mechanisms such as
Centralized, Distributed, Hybrid, and Hierarchical [Muk96] have been developed to
manage the networks. Several switching techniques such as Just-In-Time (JIT), Just-
Enough-Time (JET) [Bal02], Multi Protocol Lambda Switching (MPAS) [Ali01], and
Reservation Protocols [Yua99] have been devised to set up lightpaths. Different types of
optical switches such as Optical Cross-Connects (OXCs), Liquid Crystal Switches
(LCSs), 2D/3D Micro Electro-Mechanical Switches (MEMSs), Planar Lightwave Circuit
(PLC) and Bubble-based Waveguide Switches (BWSs), with various switching speed,
have been built to connect wavelengths [App04]. Various network models namely the

Overlay, Augmented, Integrated, and Peer-to-peer have been developed to craft optical

Signaling Protocols for Survivable All-optical Networks 1



structural designs [RapO1]. Security measures [Med97] and signaling techniques have
been developed to fiiter attacks out [PatOl]. High technological amplifiers such as
Erbium-Doped Fiber Amplifiers (EDFAs) and Raman Amplifiers (RAs) [Ram02] have
been designed to optically amplify the signal. High-performance monitoring equipments
including Photo-detectors and Pin Photo-detectors [Amr97] have been invented to bypass
electronic monitoring. Different layers were established within the optical layer to define
explicit controlling tasks. Incorporation mechanisms were defined to handle diverse-
domain problems [Ago96]. Finally, many standards have been registered to put these
technological/operational developments into practice and shape current optical networks
with wider bandwidth, faster speed and more reliable service than other wired or wireless
networks to end users.

Nevertheless, optical networks still suffer from service disruptions caused by
environment damages, human errors/attacks and limited component life-cycles. Whatever
the reason, due to the high bandwidth, a single failure in optical networks leads to the loss
of several terabits per second. Thus, keeping these networks running within a very
limited downtime is an imperative issue that needs to be carefully addressed. Nowadays,
a common requirement for optical networks is that a connection to be available 99.999%
of the time [Ram98]. The required availability corresponds to a connection downtime of
less than 5 minutes in average per year. The practical way to obtain this availability is to
make the network, survivable.

Protection and restoration techniques are the major tools for ensuring service
continuation or network survivability. In general, protection refers to a system involving
reserved/redundant resources, using the physical layer Automatic Protection Switches
(APSs) to switch traffic from failed to protection facilities. Numerous protection
techniques have been proposed during the last two decades for optical networks,
exclusively for Synchronous Optical Network /Synchronous Digital Hierarchy
(SONET/SDH) networks. Examples of these techniques in the literature are 1+1, 1:1, 1:
N, Self Healing Rings (SHRs), Shared Protection RINGs (SPRINGs) [Ram02], p-Cycle
[Gro02] and ER-p-Cycle [Zha04] which we survey numerous of them in this thesis.

Signaling Protocols for Survivable All-optical Networks 2



On the other hand, restoration refers to a system based on reconfigurable cross-connects
and spare resources, where a restoration layer scheme is used to reroute affected traffic to
alternate paths. In this regard, having survivable topologies and mechanisms, which allow
source-destination (s-d) pairs to be connected by alternate routes, is one of the principal
conditions for maintaining survivability in this type of networks. Surrballe [Sur84],
Grover [Gro87], NETSPAR [chn93], Generalized Loop-back [Med99a] and Max 2-Route
Flow protocols [Kar03] are some of the introduced restoration protocols for optical
networks.

Although the introduced dynamic restoration/rerouting mechanisms are all bandwidth-
efficient and work well for optical networks, they are not compatible to transparent all-
optical networks. This is primarily due to the nature of all-optical components which lack
the capability of monitoring and analyzing signals optically [Kob96]. This incapability of
examining signals at intermediate nodes makes fault detection and restoration procedures
completely different from other types of optical networks. Thus, the current optical
network terminologies, models and protocols should be customized to consider the latest
concept and features of transparent all-optical networks [Mas03].

This thesis considers transparent all-optical network as the most promising
communication networks for constructing core networks and based on this consideration,
proposes new restoration/rerouting protocols applicable to all-optical systems. Also,
looking at the optical layer as the most efficient layer for restoration purposes, it proposes

novel fast fault detection/localization mechanisms that operate within this layer.

1.2 Motivation

In particular, keeping transparent all-optical networks running unaffected, in the event of
node and link failures, is a crucial task. Accordingly, reliable recovery services, including
high-efficient fault detection/localization and restoration/rerouting mechanisms similar to
those provided by SONET, are required to protect transparent optical networks. Fault
detection/localization procedure in SONET 1is accomplished by examining frame
overhead bytes and also through signal monitoring in the electronic layer. Similar

techniques are neither efficient nor attainable in the transparent all-optical networks. In
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general, whenever a link is severed or a channel is disconnected in these networks, the
edge routers may be able to detect the existence of a fault, but the exact location of the
fault cannot be indicated. Although, electronic monitoring devices could be also deployed
in all-optical networks, inserting these tools removes the goodness of pure optical
communications. To our best survey, no suitable all-optical fault detection/localization
technique exists at this time. Hence, it is important to develop compatible and reliable
fault detection/localization methods to promptly pinpoint faults and consequently,
facilitate restoration procedures of transparent optical networks. In addition, to make a
better use of the available bandwidth and compensate the fault detection/localization

delays, more resourceful and speedy rerouting/restoration techniques should be designed.

1.3 Problem

Even though protection and restoration mechanisms for optical networks have been
developed and enhanced particularly during the last decade, the same techniques for
transparent all-optical networks are not always applicable and have not been mature yet.
For instance, certain issues such as Routing and Wavelength Assignment (RWA) and
wavelength conversion make WDM SHRs different from those of SONET. In contrast to
SONET, which electronic monitoring is possible through Digital cross Connect (DXCs)
to detect low Signal to Noise Ratio (SNR) and Bit Error Rate (BER), electronic
monitoring is not possible in all-optical networks using all-optical switches/ Optical
Cross Connects (OXCs). The monitoring shortage makes it impossible to identify the
location of failures. As a result, available rerouting/restoration mechanisms could not
reach their goal and ultimate level of efficiency. Another problem, which emerges in the
absence of fault localization techniques, is caused by diverting traffic blindly through
alternate paths. Rerouting a set of affected paths in this case (without amending the
routing tables) might result in sudden chaos or cause further blocking (in case of
examining a restoration path over the disconnected link). All the above-mentioned
shortages and drawbacks in the optical layer have led to the use of a higher or a
combination of higher layers restoration mechanisms. However, these higher layer

mechanisms are opaque and too slow for the all-optical functions. In addition, their
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employments require coordination between layers. Therefore, to preserve the
transparency and high bandwidth of all-optical networks, the stated problems need to be
solved through improving technological aspects, such as the deployment of advanced
optical monitoring devices and/or be resolved by introducing enhanced survivable

algorithms and mechanisms.

1.4 Thesis Objectives

Our objective is to contribute to the design of survivable all-optical networks, with the

focus on the design and performance evaluation of fault localization and restoration

mechanisms. Taking into account the shortage of all-optical networks in monitoring and
analysis and attempting to cope with it have set the objective of this thesis as follows.

* To devise advanced, transparent fault detection/localization mechanisms within the
optical layer. In particular, we intend to speed up the pace of restoration techniques
that use fault localization techniques as perquisites.

» To propose compatible and competent restoration techniques for all-optical networks.

» To enhance the bandwidth usage by introducing more bandwidth efficient rerouting
protocols.

* To investigate the performance of the proposed protocols in comparison with other
introduced techniques based on numerical results from analytical models and/or by

studying simulation outcomes.

1.5 Thesis Contributions

Restoration is achieved through different layers in optical networks, but it is preferable to
recover all-optical networks in the optical layer to preserve the full transparency and
maintain the high speed/bandwidth. The challenge, therefore, is to devise fault
localization protocols which operate in the optical layer, instead of relying on other
higher layers to provide protection and restoration mechanisms such as SONET, [P, and

ATM. To do so, we proposed several fault localization protocols [Sic04a], [Sic04b], and
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[Sic05f] that detect and localize failures by means of disseminating control signals in the
control channels of the overlay model.

Rerouting affected traffic can be accomplished through redundancy either by expanding
the network resources or by narrowing down the network bandwidth and saving part of
the bandwidth for protection usage. However, some of the networks structural designs
either do not allow adding more elements to existing infrastructures or become
uneconomical. Therefore, it is essential to develop efficient rerouting and bandwidth
allocation techniques that dynamically discover and utilize the spare resources in the
networks. In order to contribute to the progressive research in this area, we have
introduced a number of novel bandwidth allocation protocols [SicO3a], [Sic03b],
[Sic03c], and [Sic05a]. We have also proposed [SicO5c], [Sic05d], and [SicO5e¢]

restoration mechanisms for more efficient recovery.

1.6 Thesis Outline

This thesis has been organized in eight chapters. Chapter 2 discusses background material
on survivable optical networks. It also surveys fault detection/localization mechanisms,
protection techniques, and restoration protocols along with associated advantages and
disadvantages in the literature. In Chapter 3, we introduce a novel bandwidth allocation
technique. Next, a new dynamic restoration protocol is introduced in Chapter 4. Chapter
5 also proposes a high-efficient restoration scheme. Chapters 6 and 7 introduce new fault
localization mechanisms. Finally, Chapter 8 concludes the thesis with concluding

remarks and future research.
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Chapter 2. Signaling Protocols for Survivable Networks

2.1 Introduction

IN this chapter we survey signaling protocols devised for survivable optical networks
to guarantee service connectivity in the presence of failures. These signaling protocols
include failure localization, protection, and restoration mechanisms. This survey

comprises those signaling techniques that we came across during the course of this thesis.

2.2 Signaling Fault Detection/Localization Protocols

Moy [Mac00] introduced one of the earliest fault detection protocols in Open Shortest
Path First (OSPF) protocol. Fault detection in OSPF is achieved by transferring/receiving
detection signals called “Hello messages”. Figure 2.1 shows the Hello signals
communicating between neighboring routers to obtain the line/node status. These signals
are propagated by a predetermined small interval namely, the Hello interval. A smaller
Hello interval permits faster connectivity detection. However, smaller Hello intervals
consume significantly more bandwidth than longer ones. Furthermore, using a long Hello
interval for an extended network to different domains/partitions, will delay the
responsiveness of the network in determining the connectivity status. Thus, the number of
network partitions is a deciding factor for choosing an optimal Hello interval. In addition,
a Hello interval should be chosen in correlation to another parameter known as the router
dead interval [Wol95]. Normally, the default router dead interval is four times the chosen
Hello interval. By standard, the Hello signals are transferred every 10 sec. After four

missing Hello messages, a failure is detected. As a result, it takes at least 40 sec. for the

Router
Figure 2.1: Fault detection in the OSPF protocol.
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OSPF Hello protocol to detect the occurred failure. Although this method is practical, its
speed is far below the required speed of fault detection in high bit rate networks
especially optical communication networks.

Similar technique to the OSPF Hello protocol is applied for Voice over Internet Protocol
(VoIP). In this network, short and low-bandwidth control packets, called keep-alive
packets, monitor the network frequently to help rapid switchover of calls [Kar04].

Fault detection also accomplished by means of a master node called dispatcher in
communication networks. This method monitors network nodes and associated links by
means of parallel centralized signaling as it is illustrated in Figure 2.2. One of the known
protocols in this type is ping-pong protocol mainly used in submarines. This technique is
also called master-slave and pingger-pongger [Lu-04]. However, this method is neither
scalable nor efficient because of employing a centralized dispatcher. Furthermore,
returned low power signals are sometimes wrongly interpreted as disconnections.

Results from stochastic are also used to indicate the location of a failure. This notion of
discovery has been described by terms such as knowledge extraction, database
exploration, data-pattern processing, information harvesting and data dredging. The
process of fault detection applied to large quantities of data, finding implicit knowledge
hidden in the information. Many machine-intelligence and information techniques
including pattern analysis, induction decision trees, clustering, and time series analysis
are used to facilitate data processing [Tso04]. These methods are usually applied to
power systems subjected to disturbance. However, they are considerably time-consuming

and not always reliable. As a result, they cannot be tuned into very high bandwidth

Pingger

Pongger

Figure 2.2: Fault detection in the Pingger-pongger protocol.
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networks. Over the last two decades, several uncertain and probabilistic reasoning
frameworks have also been introduced, however their context is out of the scope of this
thesis. Interested readers can find a comprehensive review on them in [Laz92].

Although the introduced protocols have been put in practice for decades, none of them is
compatible to optical networks and satisfies the required speed and reliability level. Thus,
specific survivable signaling protocols were devised during past decades for fast fault

localization in optical networks.

2.2.1 Fault Detection in SONET

Fault detection/localization in Synchronous Optical Networks (SONET) is achieved by

overhead inspection. From an end-to-end perspective, the signal carries overhead

information but client does not see this overhead. The role of this overhead is to ensure
that the connection is flawlessly managed before any disruption and can be recovered
afterward. Some of the SONET overhead sections are as follows:

* Trace Identifier (TI) is used to verify that the signal is transported to the correct
destination. This term would be particularly important in WDM networks, as the
signal may be converted from one wavelength to another.

» Forward Defect Indicator (FDI) conveys failure information to nodes downstream. A
single failure may cause multiple alarms to be generated and consequently
multiple/improper actions to be taken in response to the reported failure. Thus, it is
essential to recognize the root-cause alarm and suppress the remaining alarms. This
can be accomplished by using a special signal. FDI signal is used to suppress false
alarms produced by downstream nodes. In all-optical networks the FDI is difficult to
use in overhead because all-optical nodes are incapable of examining the overhead. In
this type of networks FDI should be carried by the control network (OSCs), which
has the ability to read the overhead. The FDI signal is sometimes referred to as the
Alarm Indication Signal (AIS).

* Backward Defect Indicator (BDI) is a response by the end terminal acknowledging

the notification of a fault condition in networks. It is used in conjunction with FDIL.
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Similar to FDI, it should traverse through Optical Supervisory Channels (OSCs) in

case of WDM networks.
It is notable that separate FDI and BDI signals are needed for different sublayers in the
optical layer; for instance, to distinguish between fiber failures and channel failures, or to
differentiate between the failure of a section of the link between amplifier locations and
that of the entire link. Another major reason to use the fault indicators is to prevent
triggering other nodes from protection switching. For example, nodes adjacent to a failure
detect the failure and may invoke a protection switch to reroute traffic around the failure.
At the same time, other nodes downstream or upstream may decide to reroute traffic
through other alternate paths. Receiving FDI ensures a node that the task of rerouting

traffic is taking care of by a particular node. This way other nodes will relax.

2.2.1.1 Associated Issues

In SONET when a failure condition is detected, it is communicated to the network

management entity responsible within the domain. It is also communicated to the

neighboring nodes to inhibit them from false failure detection and reporting. For

example, when a link in a path is severed, it will impact all downstream nodes by the

interruption of data flow. The network management entity initiates a remote testing, fault

correction, fault localization, isolation, and restoration procedures. The disconnected

node takes proper action and informs the management of the results. Therefore, an

effective WDM transport network should consider some critical factors for taking proper

actions [Ram02].

* Influences due to nonlinearities, dispersion, and wavelength-to-wavelength
interactions are not falsely reported as an interruption of service.

* Interoperability, so that as the optical signal is transported from one provider domain
to another, monitoring different signal parameters is done with the same accuracy.

» Payload transparency, so that clients use the same network for a variety of payload
types.

» Signal survivability, so clients could rely on the provided service.
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2.2.2 Digital Wrapper

The SONET frame is divided into two fields, one that comprises overhead and one that
contains data. The SONET overhead is also partitioned into two sections, line and path
related overhead. In optical networks, there is a relationship between Signal to Noise
Ratio (SNR) with Bit Error Rate (BER). In general, the more degraded the OSNR, the
higher the BER. Therefore, to ensure that the quality of signal at the receiver will be at
the exact level, a strong error correction code is added. Such powerful error correction
code is the Forward Error Correction or FEC. FEC is based on Reed-Solomon error
correction code. This code has a total length of 255 bytes, 238 bytes of which are data.
The code is able to detect 16 errors and corrects 8 errors. In optical transport networks
(long-haul), the fundamental philosophy of SONET frame has been adopted but with a
more powerful suitable protocol for high WDM rates, known as digital wrapper. The
importance of digital wrapper lies in FEC, Tandem Correction (TC) function, path level
protection, and high bandwidth communication channels. Each digital wrapper frame
consists of 16 subframes called an Optical Transport Unit (OTU). A subframe includes
three blocks: a 1-byte block for operations, administrations, and maintenance of the
optical channel; a 283-byte block of data in which the client data is mapped to higher
layers (SONET, ATM, and IP); a 16-byte block FEC code. Like SONET/SDH, OTU
requires the long sequences of “1”source or “0”’source be avoided. This is achieved by
deploying a scrambler. The digital wrapper defies three sublayers; the path (OCh-P), the
tandem connection (OCh-TC), and the section (OCh-S). The OCh-P includes features for
optical channel ID, fault indicators (FDI/BDI), signal quality monitoring, and backward
quality indication (SQM/BQI). The last functions provide the capability of isolating the
source of degraded performance and verifying quality of service. However, current
optical line systems protect the optical multiplexed section layer (that is when all
wavelengths fail due to fiber cut) and there is no protection for one or a group of
wavelengths. This fact excludes certain topologies such as ring with Optical Add and

Drop Multiplexers (OADMs).
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The OCh-TC includes features for tandem connection management (ID, FDI/BDI, TCM,
and SDM/BQI). A mismatch between the incoming and outgoing trace bytes causes an
alarm. The trace’s ID provides the ability to verify connectivity through connected basics,
such as OADM, OXC. Tandem Connection Maintenance (TCM) maintains a channel in a
subnetwork that does not include the OCh termination elements. The OCh-S processes
associated functions include features for framing, FEC, performance monitoring. To
execute FEC, an OTU is interleaved into 16 subframes and FEC is operated on each
subframe and over all bytes (255 bytes). Although, digital wrapper greatly improves the
BER, it also consumes bandwidth by approximately 7% . Figure 2.3 illustrates the optical
transport unit in SONET.

Subframe (255 bytes)

OCh OCh PAYLOAD FEC
OVERHED

SONET, ATM, IP, STM OVERHEAD

Ibyte 238 bytes 16 bytes
OCh-P EEC Subframe #1
OCh-P Subframe #2
OH OCh-P FEC Subframe #16
OCh PAYLOAD FEC
SONET, ATM, IP, STM ‘ OVERHEAD
16 bytes 3808 bytes 256 bytes

A

OTU (4080 bytes)

Figure 2.3: The optical transport unit in SONET consists of 16 interleaved subframes.
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2.2.3 Mesh Optical Networks

For mesh optical networks fault detection/localization is accomplished in different layers.
Related research papers are very limited in this area. One of the first works detects hard
failures within the physical layer. Optical monitoring components (e.g., power meters)
generate alarms when signal loss is detected. This work tries to optimize the number of
monitoring components. Then, it formulates the problem and finds an algorithm to solve
it using an alarm matrix. Finding an optimal alarm matrix is equivalent to removing a set
of redundant monitors from the network [Sta02].

A work in [Hai04] proposes to partition a network into sub-networks called “islands™ and
discovers a faulty situation “a node or link failure” with island-by-island restoration
protocol. Island identification is an off-line procedure, executed during network planning,
and occasionally updated when the network topology is changed. Three different
partitioning methods namely minimal island, shortest path island, and 2-stage island are
defined. However, the protocol is not able to explicitly define the failure location.
Another work that operates in the optical layer suggests decomposing a network into a set
of cycles. All nodes and links of the given network should be covered at least by one
cycle. These cycles are called monitoring cycles. A transceiver is assigned to one node in
each monitoring cycle. Therefore, a loop-back dedicated supervisory channel is set up.
Network performance in terms of optical power, optical spectrum, optical SNR, high
BER can be measured within each monitoring cycle. Once a fault occurred in any
element, it triggers an alarm in the affected cycle. Two algorithms, Heuristic Depth First
Searching (HDFS) and Shortest Path Eulerian Matching (SPEM) are proposed to find
monitoring cycles. The proposed methods decrease overall cost of monitoring
equipments. However, they both increase the computational complexities [Zen04].

A fault detection/localization technique has been developed in [Mas00] called Fault
Location Algorithm (FLA). To speed up the fault localization protocol, the fault
localization process is decomposed into two phases. In the first phase based on the
established paths, a binary tree is generated. Since this phase is executed independent of

receiving any alarms, in advance, it is called Pre-Computational Phase (PCP). In the

Signaling Protocols for Survivable All-optical Networks 13



second phase or Diagnosis Phase (DP), binary tree is traversed based on the alarms
received from the active components. The protocol is able to detect multi-failure
occurrences. However, the protocol could not detect failures associated with empty
leaves. In addition, the protocol model and component definitions are not applicable to
transparent WDM networks [Mas03]. Other related works using spectrum analyzers and
photodiodes could be found in [Kob96], [Amr97}, [Med98], and [Pat01].

In addition to those protocols, a finite state machine method is proposed in [Li-97] but its
complexity for large-scale and dynamic networks impedes its deployment. Also, ITU is
currently in the process of setting standard using GMPLS for fault detection on all-optical

networks.

2.3 Optical Layer Protection Techniques

Optical layer protection schemes are similar to SONET techniques. However, their
implementation is substantially different. The optical layer consists of the Optical
Channel (OCh) layer also known as path layer, the Optical Multiplex Section (OMS)
layer (line layer), and the Optical Transmission Section (OTS) layer.

SONET protection techniques cover either line layer such as BLSR or path layer like
UPSR. Optical protection schemes handle the OCh and OMS layers. The OCh protection
scheme deals with lightpath restorations, while the OMS protection technique restores the

entire group of affected wavelengths comprising a link. Figure 2.4 illustrates different

o« [
« »

OCh-P

Transponders OADM OA
Figure 2.4: The OCh, OMS, and OTS layers within the optical layer.
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layers that protection techniques can function within them. In SONET the cost of
processing the path layer compared to the line layer is not significant. In contrast, there is
a significant cost-difference between the OCh layer schemes and relative OMS layer
schemes in WDM. In fact, the cost of OCh protection grows linearly with the number of
channels that need to be protected. On the other hand, in SONET Linear Terminal
Elements (LTE) and Optical Add, Drop Multiplexers (OADM), and Digital Cross-
connects (DXCs) perform the protection in the network layer while Optical Cross-
connects (OXCs) play the protection role in linear, ring, and mesh networks at the

wavelength level.
2.3.1 Advantages and Disadvantages of the Optical Layer Restoration

There are extensive protection mechanisms in the SONET layer as well as in higher

layers such as IP and ATM. These layers are all designed to work independently and not

rely on protection/restoration mechanisms supported by other layers. Nevertheless the
provided protection mechanisms exist in the higher layers, there are several advantages
for WDM networks to be protected by the optical layer.

* The optical layer protection offers fast protection functions, which IP and ATM
networks are unable to sustain at the same level. IP traffic is supported only for “best
effort” traffic protection. In addition, ATM protection techniques are time-
consuming.

* The optical layer protection is more cost-effective. This is because of sharing a single
protection wavelength for a group of working wavelengths. However, this technique
can only handle a single link cut at the interruption time. Of course it is more efficient
to have fiber cuts protected by the optical layer, since a single switch then could
restore all the channels.

* The optical layer protection makes more efficient use of protection/restoration
bandwidth because of resource sharing among different service layers [Zho00].

» The optical layer protection eliminates part of the mapping computational

complexities by taking actions as the first recovery layer [StrO1].
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Without the optical layer protection, a single fiber cut generates a large number of
alarms and restoration requests that the network management needs to deal with.
Instead, if the optical layer were to restore the failure, fewer entities have to be
rerouted. Therefore, the process becomes faster and simpler.

The optical layer protection can be used to support an additional degree of resilience
in a network.

The optical layer protection reacts faster in alarming circumstances than other layers,
which removes race condition (if the overall network is not carefully engineered, in
the event of a failure occurrence, all layers will activate their protection mechanisms
simultaneously) [Gre00].

With the optical layer protection a variety of protection/restoration schemes are being
developed for different topologies. This is in contrast with the SONET network,
which is based on ring protection.

Employing the optical layer offers multiple classes of service.

However, the optical layer has some limitations including:

Not all failures can be handled by the optical layer particularly those related to client
equipments.

The optical layer may unable to distinguish between loss of light and low signal-to-
noise ratio. For example, a transparent network can only monitor the presence or
absence of power.

Protection routes may be longer than the working routes. Also protection paths may
pass through different networks owned individually, which requires extra budget for

interworking and coordination.

2.3.2 (1+1) Optical Protection

Optical protection can be implemented in two different layers, namely OMS and OCh

layers. With (1+1) OMS protection layer, service is only protected from link failure. This

scheme uses an optical splitter to bridge the optical signal and dual feed it on diversely

routed working and protection fibers. The protection switching is entirely performed in
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the optical domain. Because there are no duplicated electronics, a failure of the
transmitter or the receiver leads to loss of service.

On the other hand, (1+1) OCh layer protection can protect individual wavelengths. The
client signal is divided into two disjoint lightpaths at the source. The working and
protection lightpaths carry the same signal. The destination chooses the better signal.
Both (1+1) protection schemes do not need any signaling, which makes them simple to
implement. However, they are not bandwidth-efficient because protection bandwidth is

not shared among multiple connections.
2.3.3 1:1 Optical Protection

In (1:1) optical protection (see Figure 2.5), the client signal is not bridged permanently to
both the working and protection fibers. Instead a switching occurs once a failure is
detected. An Automatic Protection Switch (APS) signaling channel is used to coordinate
the protection switching in the event of a failure. In (1:1) optical protection approach, no
communication path exits over the protection fiber because optical layer does not
accommodate duplicate electronics. Whenever a failure happens, the receiver sends a
message to the transmitter over the protection fiber. As a result, it does not receive any

reply back. When data is sent through protection fiber, the service is restored. This

Working

/

Switch

1.1.-.’.

e
o
a
-
2

................................................

.................................................

Protection

Transponder

Figure 2.5: (1:1) protection in the OMS layer.
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scheme is more cost-effective than (1+1) optical protection mechanism. Furthermore, if a
separate “out-of-band” channel is provided or additional signaling is applied, it can

support low-priority traffic simultaneously.
2.3.4 (1:N) Transponder Protection

Both OMS and OCh protection schemes can restore the interrupted service by using a
spare fiber/wavelength for every N fibers/wavelengths. Of course, in this type of network
only the highest priority traffic will be protected once a failure occurs. Although theses
techniques can handle link/path failures as well as node failures, it is not able to restore
the end equipment failures, particularly transponders. Transponders can be protected in a
(1: N) configuration by having a spare transponder for every N working transponders.
One problem to overcome is that transponders today operate at a fixed wavelength. As a
result, the set-a-side transponder may operate in different wavelength than the working

transponder that does not function properly.
2.3.5 Self-Healing Optical Rings

WDM ring networks have 100% restoration capability. There are some challenges
involved in WDM SHRs. In contrast to SONET SHRs, if the ring segments separating
OADM are long, Optical Amplifiers (OAs) are required. These OAs are needed in both
working and protection connections. When no fault is present, the protection fibers are
configured in closed loops, so spontancous emission of noise circulates in closed
protection loops. WDM SHRs are either path switched or line switched. The path-
switched rings are referred to as Unidirectional Path Protected Rings (UPPR) and the
line-switched rings are known as Shared Protection Rings (SPRING). Another
mechanism that is usually employed over WDM SHRs is loop back. In loop back two
nodes adjacent to the failure are responsible for switching the affected traffic to the
protection ring [Med1999]. Loop back mechanism is also applicable for recovery from
node failures. However, sometime it leads to inefficient unnecessary examinations of all

alternate loops.
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2.3.6 Unidirectional WDM Path Protection Ring

In a UPPR the nodes are connected in a ring configuration using two fibers that propagate
client signal in opposite directions around rings. One fiber is designed as a working fiber
and the second one is for protection. The self-healing is achieved by using (1+1)
protection. The signal is bridged at the transmitter by a splitter, resulting in two identical
copies in two opposite directions. The receiver will switch to the protection ring if a
failure happens. Signaling channel is not required since the receiver does not need to
notify the sender of the fault condition. Because there is no duplicate electronics, a failure

in transceivers results in data loss.
2.3.7 Bi-directional WDM Shared Protection Ring

There are two types of bi-directional SPRINGs, namely two-fiber and four-fiber
SPRING. In four-fiber SPRING, two fibers are dedicated to working connections and the
other two fibers are assigned for protection purpose. The working traffic travels around
the working rings in both directions. The protection rings carry nothing unless a failure
happens. To recover from a failure, the protection ring uses a ring switching. Then, when
a segment of a ring is cut, the two end nodes close their switches and interconnect the
working fiber to the protection fiber. As a result, the traffic is moved to the protection
fibers away from the failure. An APS channel is required to coordinate the signaling at
both ends. Only traffic that passes through a failed node can be restored. Traffic that
originated or terminated at the failed node cannot be recovered.

In two-fiber SPRING, there are two rings, half of the capacity in each ring is used for
working traffic and the other half of bandwidth is employed for protection purposes. In
the event of a failure, similar to four-fiber SPRING, the working fiber is connected to the
protection fiber through APS. It is notable that protection fiber does not carry any traffic
prior to the failure occurrence. This scheme also needs APS signaling to be implemented.

Like four-fiber SPRING, it cannot cope with transceiver failures.
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2.4 Shared Protection Techniques for Mesh Networks

Suurballe introduces one of the first shared protection methods in early 80°s [Sur84]. The
algorithm is famous for its polynomial computational complexity for solving optimal
disjoint paths in terms of the sum cost of the two paths in directed graph. Suurballe’s
Algorithm uses the link-state for deriving both a working and the corresponding
protection paths. Thus, it is mostly useful for dedicated path protection. Another
protection protocol is NETworkS Preplanned Automatic Restoration (NETSPAR)
[Coa90]. NETSPAR is a hybrid scheme, as it employs a distributed fault detection
protocol to determine failure, together with a centralized routing controller. The
centralized routing controller allows re-routing policy to be much more deterministic than
a fully distributed solution. The network can re-configure itself to a preplanned
configuration to cover specific failures. This has the advantage that once the failure has
been identified, the appropriate reconfiguration can take place without any additional
time spent in generating a new configuration, as this will have already been computed in
advance. The disadvantage is that if the failure type is not covered in the failure set, a
compromise configuration has to be chosen which may not be optimal. This method
works well assuming that the fiber system has extremely low errors and failures. For
multi-failure, the algorithm may not perform adequately, however the chance of multiple
failures combinations being in the failure set is much lower than for single failures.
Network Restoration using Neural Networks (NRNN) is also a hybrid approach but in
contrast to NETSPAR, it does not require all nodes to store network information.
Furthermore, it solves the restoration problem in a distributed way. As a result, the
required memory units are less (1% of what in NETSPAR) and recovery is much faster
than the counterpart [Wan94].

In recent mesh networks, recovery from failures is mostly implemented by link (line)
protection. In this type of networks, under normal condition, switches connect working
fibers to the OXCs. If a link fails, the protection switches at the end of the failed link
move to their protection state. This automatically reroutes affected traffic around the

failed link. The link protection uses pre-configured protection cycles (p-Cycle), which
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could be computed off-line before the network is enfaced a failure or on-line after a link
failure. The key to the successful protection operation of this protection technique 1s to
find a set of protection cycles that cover the network links. Link protection is possible if a
p-Cycle including the link is defined by the protection scheme [Gro02]. The dynamic
(on-line) p-Cycles are formed by the spare capacity of a network. The set of link p-Cycles
is chosen such that for every link the working connections are protected by p-Cycles of
spare capacity [Sch02]. A study has revealed that for convertible WDM networks spare
resource utilization for p-Cycles is about half of the working resources, while non-
converting WDM networks reach a spare to working ratio of 71% [Sta00]. This scheme
can be implemented either in centralized or distributed manner. The distributed approach
is more scalable and faster but also more complex. Several variant of distributed schemes
are introduced. In one type the failure information is flooded to all the network nodes.
Each node then updates its table and also reconfigures its switches (if it is involved in
failure) to recover the affected traffic [Ram99a]. Another possibility is to signal only the
affected source-destination pairs to find the alternate routes in the first step and report the
failure to other nodes in the next step [Cae98].

Another approach is to divide the network into multiple domains (in extreme case each
domain is a ring) then protect each domain independently. As a result, when a failure
occurs, it only disrupts a specific domain that can be reported to other domains [Zho00].
A new heuristic called the Efficiency Ratio of a unity-p-Cycle (ER-p-Cycle) was
introduced in [Zha04]. The number of spare units of a unity-p-Cycle is equal to the
number of spans on the cycle and the ER-p-Cycle is the ratio of the number of working
units that are protected by the unity-p-Cycle to the number of spare units of the unity-p-

Cycle. The problem, then, is to maximize ER-p-unities.
2.4.1 Linear Programming in Shared Protection Techniques

Researchers have noticed that before the best protection path is driven for a working path,
a constraint in resource sharing must be imposed. This constraint is stated as sharable

spare capacity for a protection path or the dependency of the protection path from its
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working path. The dependency constraint imposes different design criteria such that most
of the previously developed techniques were not able to address. One of the best-known
solutions is the Two-Step-Approach [Tap01], which in general, divides the problem into
two parts. In the first step, it finds a working path and in the next step it derives a
protection path for the working path. The Two-Step-Approach is modified in different
ways to introduce optimal solutions for protection purposes. In [Dat01], a scheme, called
Pool-Reserved Backup Sharing (PRBS), is introduced that only optimizes the protection
path problem. PRBS assumes that working paths are routed optimally. This method
considers dependency and finds a protection path for a given working path from a backup
path pool exclusive working paths.

To address the allocation of working paths, the study in [Xin02] inspects available
shortest paths between source-destination (s-d) pairs one after another until the least-cost
working and protection paths are realized. However, this method could be time-
consuming for networks with numerous alternate paths between s-d pairs.

The study in [Bou02] proposes a method that assigns predefined costs to the sharable
capacity links. The costs are defined by the probability of a link is used by a group of
affected working paths in the event ot a failure. Then, the algorithm attempts to maximize
sharable capacities along with minimizing the costs. In [Xu-02], the metric for each link
is defined by spare capacity and therefore, it minimizes the spare capacity.

In addition to the end-to-end protection mechanisms, there are numerous studies
suggesting segmenting each working path and search for the protection segments to
derive an alternate protection path. In [Sar02], a heuristic algorithm is proposed that
considers the link-bandwidth and disregards the shared bandwidth. As a result, the
scheme is not highly bandwidth-efficient.

A framework in [KodO1] has suggested that the faulty segment is detected and removed
from the working path by its replacement protection segment. The performance of this
method is segment-related and highly related to network topologies.

In [Ho-03], a protocol, called Short Leap Shared Protection (SLSP) along with a dynamic
routing protocol named Cascade Diverse Routing (CDR), is proposed to perform

segmented shared protection, in which investigating of k-shortest paths in each segment
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is done. This scheme suffers from a large computational complexity but it still
outperforms path-based shared protection mechanisms.

In [Ho-02], two heuristic techniques are proposed that improve the performance of Two-
Step-Approach. The first scheme called Interactive Two-Step-Approach (ITSA) inspects
k-shortest paths as the working path. It considers that with SRLG constraint, protection
paths cannot share spare capacity if their working paths have a mutual link. Therefore, it
solves the two paths one after another, where the working path is solved first and
followed by its protection path on the residual network topology with the associated spare
link-state in iterations. Spare link-state is a metric that is defined by considering the same
SRLG.

Because of the computational complexity for on-line searching is high in ITSA, a second
mechanism, called Maximum Likelihood Relaxation (MLR), which is a modified
Dijkstra’s algorithm is introduced. The MLR algorithm optimizes the allocation of a
protection path while the working path is being calculated. The protocol aims to select a
working path in such a way that the number of links containing enough shareable spare
capacity is maximized. In other words, the working path is selected such that the number
of links without enough sharable spare capacity and working link costs are jointly
optimized. MLR is a much faster mechanism than ITSA. However, MLR cannot
guarantee reaching to the optimal solution.

A work in [Kar03] assumes that protection paths are not sharable. This study introduces
Max 2-Route Flow and 2-Critical Link metrics for formulating a Linear Program (IP)
problem. The problem is solved to maximize Max 2-Route Flow and minimize 2-Critical
Link. It is notable that this scheme is different from routing problems that maximize 1-

flow or minimize 1-critical link.

2.4.2 Related issues

Bringing the above techniques characteristics into attention give emphasis to the

following functions:
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» Rapid signaling mechanisms need to propagate information related to the failure
to other nodes promptly.

» Fast updating of protection routing tables is another requirement, which
guarantees reliable restoration operations.

» Revertible protection switching is needed. Then, as soon as the failed link is fixed,
traffic could return to the working paths and allow protection lines to be either
allocated by low-priority classes or reserved as the protection bandwidth.

»  Network service providers need to offer appropriate management tools to hide
complexities and make protection and restoration schemes seem simple. For

example, computing the best working and protection paths fast and automatic.

2.5 Dynamic Restoration

Pre-planning path protection schemes can provide 100% protection if they are supplied
by 100% redundancy. To overcome this disadvantage, resource-sharing dynamic
restoration mechanisms were introduced. Dynamic restoration mechanisms are based on
two basic paradigms: link restoration and path restoration. Link restoration is achieved
by the end nodes of the failed link via spinning around the failed link. Loop-back protocol
[Med99] is the most known link restoration protocol. In loop-back two nodes adjacent to
the failure are responsible for switching the affected traffic to another path. Loop-back
mechanism is also applicable to recovery from node failures but sometimes it leads to
inefficient unnecessary examinations of all alternate loops. For mesh networks,
Generalized Loop-back [Med02] protocol has been introduced. This scheme finds a
conjugate diagraph, called the secondary diagraph for the primary diagraph to flood the
affected traffic with it. The flooding action with simultaneous failures can head to
complications and ultimately to performance degradations. In path restoration, in
contrast, an s-d pair dynamically discovers an alternate route on an end-to-end basis.
However, the problem of finding two diversely routed paths (path restoration) in optical
networks is much more difficult than the classical edge/node disjoint paths problem in
graph theory [Hu-03]. This is because optical networks architecturally have two layers:

the physical layer and the optical layer (virtual/logical layer). The physical layer consists
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of fiber spans and nodes (representing locations where fiber spans terminated) and the
optical layer consists of optical links (or lightpaths) and a subset of nodes contained in
the physical layer. An optical link in the optical layer is a path connecting a pair of nodes
via a set of fiber spans in the physical layer. The failures, including fiber cuts or failures
in optical/electronic switching components, occur in the physical layer. However, the
circuits are routed over optical links in the optical layer. Since an optical link is a path
that may traverse several fiber spans and nodes, it can be affected by different failures in
the physical layer. In addition, several optical links may traverse a single fiber span or
node. Hence, a single failure in the physical layer can cause multiple optical link failures.
The diverse routing problem is to find two paths between a pair of nodes in the optical
layer such that no single failure in the physical layer may cause both paths to fail. In
[LeeO1], an example is provided to illustrate why the traditional edge/node-disjoint
algorithms do not work for such a problem. Hu solved the open problem and proved that
diverse routing is an NP-complete problem [Hu-03]. Several heuristic algorithms are
proposed in the literature during the last two decades for path restoration. One of the
earliest dynamic restoration algorithms is the Self-healing Algorithm (SA). The algorithm
employs a two-way signaling method to find the shared diverse paths. It consists of two
phases. In the first phase, the destination (sender) floods its signature to reach the source
(chooser) by diverse routes. In the second phase, the chooser sends its signature back to
the sender to identify the best path for the sender [Gro87]. The advantage of this
restoration scheme is that it is very simple and completely database free, which can be
useful if memory is limited. The speed of the Self-Healing network is influenced by the
average propagating delay. To resolve the multi-failure problem, a technique in [Kom90]
suggested adding a confirmation phase to the GSP protocol. Then, multi senders and
choosers can be triggered instantly. Later, other sophisticated techniques such as
FITNESS [Yan93], NETRATS [Chn93] with added phases and more computational
complexities are proposed. A framework in [Nel03] proposes a localized re-routing
approach called Failure Insensitive Routing (FIR) that provides short-term restoration for
the transient failures. The idea behind the protocol is to reconfigure a backup route for the

routers adjacent to the failure only, and if the failure persists for a longer duration, then
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Figure 2.6: a) The failed path, b) link restoration, and c¢) path restoration.

the network routing protocol will be used to trigger a network wide restoration. The study
shows that FIR significantly improves service availability for multiple failures scenarios.

In [Jun02] a framework has been introduced that achieves dynamic path restoration by
Backward Restoration Scheme (BRS). The proposed protocol searches for a replacement
path between the destination-source by reserving all alternate paths. BRS finds a recovery
path without employing any fault detection mechanism. However, this protocol suffers
from the reservation delays of more than one examined path between the affected source-
destination pair. In addition, the existence of several SRLGs that will fill the network
with many in-progress reservations has not been considered. Figure 2.6 contrasts path and
link restoration techniques. Both path and link restoration perform efficiently if they

occupy the capacity of a shortest path/loop to the destination [Wu-95].

2.6 Multi-layer Protection in WDM Networks

Survivable functions, including fault detection, localization, alarm filtering, protection
and restoration mechanisms are presented in different layers. This concept enables fault
recovery procedures to either take place in a specific layer or take part in a hybrid of
layers. For instance, recovery could be achieved via fault detection/localization in the
physical layer followed by signaling in the optical layer and restoration in the network
layer [Bis96]. However, splitting fault recovery processes among different layers requires
coordination. In other words, coordination is necessary at multiple layers to assign a
particular function to each layer and harmonize the layers in an effective way. In general,

the set of rules describing the point of origination between of the fault recover process
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and the interaction between layers is called an escalation or interworking strategy. Two
escalation mechanisms have been proposed [Dem99] based on the layer at which the fault
recovery process is initiated. In the bottom-up mechanism, recovery is started at the
closest layer to the failure and escalated upward after a hold-off time associated to each
layer. On the other hand, in top-down mechanism, recovery is always initiated at the
uppermost layer and escalated downward. Hold-off time is not necessary in this type. The
bottom-up approach is superior in terms of recovery time and cost, while the top-down
approach is advantageous in terms of providing differentiated QoS.

There are several proposed protection mechanisms that try to link higher protection layers
to the optical protection layer. One of the best one 1s Protection Interoperability WDM
(PIW) that has been proposed to overcome a phenomenon called failure propagation
[Arm97]. The risk of failure propagation exists wherever the links of a higher layer
network are mapped into paths of a lower layer network. Failure propagation creates
three problems: bottleneck problem, connectivity problem, and problem with grouping.
PIW finds a solution to the mapping problem by considering the capacity and
connectivity constraints. The PIW algorithm considers parameters that can be used to
adapt the protection problem to different cases of higher layer protection schemes like
SONET, IP or ATM networks [Cro00].

For IP over WDM networks, protection can be provided either by mapping the client
layer into the optical layer, and relying mostly on the optical layer protection or it could
be achieved by using Multi Protocol Label Switch (MPLS) over WDM [Dov0la]. There
are also several challenges in applying MPLS to optical network restoration. First, an
optical network connection is provisioned by cross connecting channels on individual
OTSs along its path. This fact implies that zero-bandwidth paths cannot be established for
later use. In contrast, in IP networks using MPLS, Label Switch Paths (LSPs) may be
established such that no bandwidth is consumed [Dov01b]. Another challenging point
about applying MPLS is raised by the bi-directional use of optical channels. This problem
in bi-directional networks is usually created by the arrivals of staggered messages, where
both ends of a link are able to assign the channel to arriving requests. There are some

suggested solutions that use different glare techniques and also the Crank-back protocol

Signaling Protocols for Survivable All-optical Networks 27



[Oka03]. The third challenge emerges when Resource reservation Protocol (RSVP) is
employed as the background Connection Admission Control (CAC) protocol in MPLS.
Applying RSVP would result in the cross-connection of channels in reverse directions,
which will slow down the provisioning procedure. A practical way to solve this problem
is to make use of Just Enough Time (JET) based scheme using PATH message in RSVP.
A restoration mechanism, which uses PATH message and considers the glare has

introduced as Robust Optical Layer End-to-End X-connection (ROLEX) in [Dov00].

2.7 Conclusion

In this chapter, we have surveyed optical network survivability techniques, including
fault detection/localization, protection and restoration techniques in the literature. As it
has been stated previously, most of the reviewed survivability techniques operate in
opaque optical networks and rely on electronic signal monitoring/analysis. However,
transparent all-optical networks, which are our focused attention networks, should skip
any electronic monitoring and conversion to offer a considerably higher bandwidth.
Unfortunately, all-optical technologies and devices are not mature yet. As a result, unlike
opaque optical networks, transparent all-optical networks are unable to examine signal
quality at the regenerators or measure BER (notice that analog signal monitoring at
intermediate nodes may only allow them to sense signal loss). Although, novel strategies
have been suggested which measure SNR by spectrum analyzers or via synchronous
sampling [Mas03], they are neither economical nor scalable at the present time.
Furthermore, isolating failure in transparent all-optical networks is much harder than
opaque optical networks, again, due to the lack of monitoring ability. Also, attack
(intentional failure) detection and rectification is very complex. Therefore, previously
defined optical networks terminologies, models, and techniques should be modified to
consider the mentioned dissimilarities.

In the next chapter, we will introduce our deploying structural model and controlling
mechanism for creating transparent all-optical networks. We give further details on some
of the related reviewed mechanisms and present our proposed schemes for tailoring more

reliable transparent all-optical networks in the coming chapters.
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Chapter 3. Nested Routing Protocols

3.1 Introduction

RANSPARENT All-optical networks are created by means of different structural

models, control platforms, routing algorithms and switching techniques. In this
section, first we introduce the employed components, the considered infrastructure, and
the applied control mechanism which shape our network. Note that the network is one of
the dominant all-optical networks in practice. Then, we review key routing mechanisms
applicable to the network. We propose a novel signaling routing protocol that utilizes the
unused bandwidth of establishing phases. We evaluate the protocol in terms of average
bandwidth saving. The results reveal that the proposed protocol highly upgrades the

network performance.
3.1.1 The Overlay Model

All-optical networks could be created based on different designs such as the overlay,
augmented, integrated, peer-to-peer models [Rap01]. The all-optical network
architecture considered throughout this thesis is the overlay model. In this structural
design, optical switches interconnect data links and create the data network (also known
as all-optical data channels), while the control units including E/O/E conversions and
optical amplifiers interconnect control links and construct the control network (also
called optical supervisory channels). The data channels are connected by optical switches
and operate in a circuit switching fashion, while the control channels are constructed of
electronic controllers and work in a packet switching mode. The traffic in the control
network consists of small control packets resulting in much lighter traffic. Therefore, the
control channel is usually implemented by one or more dedicated wavelengths in the
same fiber link. When a connection request is arrived, a control packet in the control
network traverses and configures the selected path switches to create a transparent optical

path, namely a lightpath.
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3.1.2 Controlling Mechanisms

Control mechanisms are primarily developed based on either centralized or distributed
models. Despite this fact that centralized control mechanisms are relatively simple and
work well for static traffic and small networks, they are considered to be infeasible for
dynamic extended systems. In contrast, distributed control mechanisms are complex, but
more scalable and reliable than centralized ones. Thus, distributed control model is
preferably employed to manage dynamic traffic in scalable networks. In addition to these
models, there is hierarchical model, which is the combination of centralized and
distributed models. Hierarchical models mostly are applied to increasingly medium to
large networks and dynamic information systems because of their ability to coordinate
the network controlling messages. However, hierarchical management models cannot be
economically and practically implemented for any network topology. Subsequently,
researchers are still pursuing distributed rather than hierarchical management structures

for all-optical mesh networks.
3.1.3 Routing and Wavelength Assignment

Given a set of lightpaths that need to be established on a network, and given a constraint
on the number of wavelengths (the applied multiplexing degree), we need to determine
the routes over which these lightpaths should be set up to maximize the number of paths.
This problem is known as Routing and Wavelength Assignment (RWA). Conventionally,
two types of RWA schemes have been defined, Static and Dynamic [Muk97]. In the static
scheme also known as Static Lightpath Establishment (SLE), the lightpaths are set up in
advance and corresponding wavelengths are fixed. In contrast, dynamic approach also
called Dynamic Lightpath Establishment (DLS) establish lightpaths when requests have
arrived and tear them down when the communication is over. Since the RWA problem is
NP-Complete, it is often decoupled into routing and wavelength assignment sub-
problems [Ram94]. It is extremely hard to obtain an exact solution to this problem and

there are only heuristic solutions for it. Some of the proposed solutions are random
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allocation, most-used allocation, least-used allocation, and first-fit allocation, [Ram95],
[Ban02] and [Ram98]. Recently more sophisticated heuristic algorithms have been
suggested that are originally devised for multi-fiber optical networks but are applicable
on single fibers, such as MAX-SUM [Bar97], relative capacity loss [Zha98], [Spa00] and
distributed relative capacity loss [Mukh98], [Zan00b], [Sto02].

3.1.3.1 Reservation Protocols

Reservation protocols create virtual channels (lightpaths) by selecting routes, assigning
wavelengths, and configuring intermediate switches in networks. In general, reservation
protocols employ two types of signaling protocols, namely hop-by-hop, and parallel. In
hop-by-hop mechanism, a control signal is generated and sent one hop at a time, through
the selected path toward the destination. This control signal is processed at each
intermediate node and then forwarded to the next node. In the parallel scheme, a separate
reservation signal is sent to each node along the path in parallel. Each node processes its
signal and independently sends an acknowledgement back to the source.

In general, reservation protocols are classified into two major types based on the node at
which the reservation is initiated [Sah0Oa]. In Forward Reservation Protocol (FRP), a
source node decides on a route/wavelength and launches a reservation procedure.
Accordingly, the source forwards a reservation signal toward the destination in the
selected path. Once the reservation signal successfully reached the destination, it informs
the source node of the successful reservation by sending an acknowledgement signal back
to the source. In Backward Reservation Protocol (BRP), again the source node selects a
route to the destination node but in contrast to forward reservation, the reservation is
started from the destination [Som99]. Figure 3.1 illustrates the main differences between
FRP and BRP. The shaded area represents wasted bandwidth of the restoration phases. It
is easy to observe that BRP is more efficient than FRP.
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Figure 3.1: A comparison between the FRP (left) and BRP (right) reservation protocols.

3.1.4 Switching Techniques

Optical WDM networks employ three switching techniques: photonic packet switching;,
optical burst switching, and optical circuit switching. The performance of the photonic
packet switching scheme is limited by the speed of electronics, since electronic buffering
and address decoding are required at intermediate nodes. However, due to the high
bandwidth, buffer overflow may occur that poses serious threats to the transmission of
delay-sensitive traffic in this type of network. Although several solutions, such as
employing optical delay lines, using deflection routing schemes, and applying
wavelength conversions have been suggested, packet switching still suffers from packet
loss, unpredictable delay, and call blocking. The second scheme, optical burst switching
is an alternate technique to photonic packet switching and optical circuit switching.
Examples of this type are Just-In-Time (JIT) and Just-Enough-time (JET) [Bal02]. This
type speeds up the reservation process by estimating the time takes for a reservation to be
processed in each node and sending the data right after that time without a need for any
acknowledgement. However, their performance degrades dramatically for highly loaded
networks [Qia99] since establishing a path may not be successful in primary attempts.
Therefore, to fully capture the potential of optical bandwidth and remove the electronic

bottleneck, optical signals should be transmitted in a pure circuit-switched fashion. No
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buffering or decoding should be performed at intermediate nodes. In other words, optical

signals should remain in the optical domain from the source to the destination.

3.2 Nested Reservation Protocol

We have introduced the idea of nesting data packets to utilize the unused bandwidth of
reservation phases in [sicO3a] as Nested Reservation Protocol (NRP). In general, NRP
defines two types of reservation packets, namely independent and nested packets. Nested
packets owe their existences to reservation packets. Therefore, conventional reservation
packets are called independent reservation packets to contrast this attribute.

Unlike Backward Reservation Protocol (BRP) that locks a requested path between the
destination and the source node via a reservation signal, NPR only attaches a time-stamp
to each node along the path without locking the path by means of an independent
reservation signal. The attached time-stamps automatically lock the corresponding links
in coming pre-determined times. Each locking time is estimated based on the amount of
round trip propagation delay between the current and the source node, which could be
extracted from the node routing table. Then, the associated bandwidth stays unoccupied
until the indicated time by the time-stamp is reached. This way, the reserved/unlocked
bandwidth can then be assigned to a qualified request called a nested packet.

A nested reservation packet (the alternate reservation phase in NRP) examines the
likelihood of transferring a nested data packet within the independent’s reservation
interval. To be more efficient, a nested path has to be a single-hop path and also a partial
path of an independent path.

A nested reservation always assumes that an independent reservation is successful. Then,
acting on this assumption, it locks its path similar to what BRP does. The locking process
is necessary for a nested packet to avoid being disrupted by an independent failed
reservation. The NRP protocol justifies the obligatory locking process of a nested path by

indicating the following points:
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Figure 3.2: Upcoming requests have been blocked by the nested packet.

a) A nested packet is a short data packet. Therefore, the nested data can be completely
transferred before new requests arrive; b) transferring the nested data can be
accomplished during releasing the partially reserved lightpath of an unsuccessful
independent restoration.

Thus, it is inferred that the transmission of a nested data packet does not postpone
allocating the bandwidth to an upcoming real time request. This inference is realistic
under a light load since reservations are usually successful and new arrivals are scarce.
However, under a heavy load, the inference is not always correct; a nested packet can
delay allocating the bandwidth to upcoming arrivals. This problem has been depicted in
Figure 3.2. We illustrated a blocked independent reservation between an s-d pair. A
nested packet is also shown between the source S3 and the destination. All the arriving
requests to the source S2 have found the demanding bandwidth is occupied since the path
has been locked by the nested reservation. This problem will ultimately saturate the
network with a cluster of nested packets, since the protocol gives priority to single-hop
nested requests over multi-hop independent requests. Giving priority to single-hop calls
opposes the intention of reservation protocols that aim to bring fairness to networks.
Releasing the bandwidth right after failing an independent reservation cannot solve this
problem, since this action destroys the nested data. In other words, it makes the protocol

unreliable for nested data packets.
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To remove the problem, the size of nested data packets should be adjusted (modified)
based on the guaranteed free bandwidth, which could be defined by a successful or
unsuccessful independent reservation. In the next section, we provide a detailed

description of our novel protocol that efficiently solves the problem.

3.3 Signaling Nested Reservation Protocol

In this section, we introduce our novel signaling protocol called Signaling Nested
Reservation Protocol (SNRP) that aims to assign the unused bandwidth of in progress
reservations to non-real time requests. The proposed protocol neither hinders upcoming
requests from grabbing the bandwidth nor interferes with nested data. The main
implementation rules of SNRP are as follows: a) labeling rather than locking a requested
path before transferring data to make use of the reservation bandwidth; b) signaling
labeled nodes along the path to determine the allowed size of nested data. These two rules
are put into practice for multi-hop request calls in the proposed protocol since single-hop
requests are not involved in considerable unused bandwidth to be utilized by nested data.
We describe SNRP by means of two scenarios. In the first scenario, reservations are
mostly successful. Then, when a multi-hop request arrives, a backward reservation signal
is disseminated from the destination toward the source. Note that this signal follows a
forward probe signal that has been already received by the destination. So far the protocol
operates like BRP. The main distinction is that the reservation signal in SNRP only labels
links (nodes) along the path by “reserved”, instead of locking them. Thus, SNRP acts
similar to NRP in labeling. However, in contrast to NRP, no time-stamp is attached to
define the locking time. When a node is successfully reserved (labeled), a permission
signal is sent from the currently labeled node to the destination and all of the previously
labeled nodes. Let us call this signal, go signal. Go signal enables each recipient of the
signal to send a non-real time data packet to downstream neighbor. Go signal transfers
the exact allowed packet size for nested data to the recipients. The permitted size of data
packets is determined by the switching delay, the reservation holding time, and the round
trip propagation delay between the currently labeled and the next node. Figure 3.3 shows

how applying the SNRP protocol removes the unused bandwidth of an ongoing
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Figure 3.3: Go signals determine the size of the data packets.

reservation by assigning it to a set of nested non-real time data. Thick arrows represent go
signals. For the sake of simplicity only the S+ and S2 have been depicted as activated
sources, which have non-real time data for transmission. It is clear that other sources such
as S3 could be enabled once receiving the go signal.

Now, let us look at a different scenario in which a multi-hop reservation finds the path
blocked. The path could be blocked due to allocating the bandwidth to an alternate
simultaneous reservation which shares at least a link with the blocked restoration.
Consequently, to inform the source of the failed reservation and trying a new path, the
unavailable node forwards a fail signal to the source. In addition, it sends a prevention
signal toward already permitted nodes to suppress them from sending more data packets.
We call this prevention signal, stop signal. The stop signal can be piggybacked by
“release signal” to remove the reserved labels from the partially reserved path. Since the
stop signal does not encapsulate any information such as size or time, it could be
summarized in one bit. As a result of receiving the stop signal, all the active sources are
deactivated. This ensures that there will not be any nested packet after releasing a failed
independent reservation to either delay assigning the bandwidth to upcoming requests or
be disrupted by the released signal. Figure 3.4 shows how in SNRP the time and size of

nested packets are determined to let the nested packets be transferred without playing a
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Figure 3.4: The nested data will be transferred before the FAIL signal
returns to the destination and destroys the data.

negative role on upcoming requests or being affected by the unsuccessful independent

reservation.

3.4 Comparison of NRP and SNRP

In this section we compare different features of NRP and SNRP. The proposed SNRP
protocol has several advantages over NRP. The most important advantage is that it
lessens the delay of non-real time data packets by sending nested data (note that it does
not have any effect on real time data packets). The second benefit of this method is to
shrink the unused bandwidth of reservation phases to an almost negligible amount. In
contrast to NRP, which only utilizes the bandwidth of a single-hop destination-neighbor,
every single-hop reserved pair is entitled to participate in the bandwidth usage. In
addition, in NRP each reservation signal stores a time-stamp at each node all along the
requested path. This function demands extending memory units at each node to store
extra information. Conversely, the SNRP protocol only labels the path by reserved labels
and does not require storing any time-stamp(s). Therefore, one bit can be used to exhibit
the reserved state for each node. This implementation simplifies the protocol and reduces
the memory units needed at each node. Furthermore, it will diminish the set-up time.
Decreasing set-up time speeds up the reservation mechanism, which is highly appreciated

in distributed systems.
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Another benefit of the new protocol is its accuracy. By sending permission signals to
every involved node along the reserved path, the length of data packets are restricted
properly to the limited reservation phase bandwidth. Adjusting packet sizes ensures
transferring data packets flawlessly. The accuracy of the protocol also guarantees
allocating bandwidth without any delay to the arrival of real time calls. Figure 3.4
illustrates the successful transmission of nested data packets in case of a blocked
reservation. The same figure also shows how the upcoming requests find enough
bandwidth to launch their reservation signal without hesitation.
The last advantage of SNRP is related to its flexible locking process. Assume that a
reservation signal is blocked. Two different methods are applicable: in the first method,
the reservation is terminated immediately and then a retry mechanism is launched
afterward; in contrast, the second type holds the line for a short time to examine the
chance of releasing the wavelength during the holding time. In the latter case that the
reservation time is extended, the go signal will be able to define a larger nested packet
size. The exact size is computed based on different switching, propagation delay, and
holding time. Furthermore, the bandwidth could be locked whenever the reservation is
completed not based on rigid time.
Despite the above-mentioned advantages, SNRP has its own drawbacks. Signaling
requires consuming bandwidth. Sending permission signals that encapsulate allowed
packet sizes requires extending control packets. Extending control packets means
utilizing more bandwidth from the control network, which may create congestion on
control channels.
The following are several arguments, which lead us to disregard the negative effect of
extending control packets:
* The number of ongoing reservations is limited in a system. Therefore, the number of
the permission signals is relatively restricted.
» The size of data packets carried by permission signal can be factorized. This way, the
size of a permission control packet could be reduced to a smaller number of bits.
* In general, the control network handles a light traffic load. Thus, it can tolerate the

increased traffic without being congested and degraded.

Signaling Protocols for Survivable All-optical Networks 38



In addition to the mentioned limitations, signaling constantly is a complicated procedure
that prompts the reservation protocol prone to signal loss and also makes network
management harder. However, in networks with a small number of nodes as it is in

backbones, signaling can be smoothly and easily handled.

3.5 Performance evaluation

In this section we calculate the efficiency of the protocol to evaluate the improvement in

bandwidth usage. Let us consider the following parameters for our evaluation.

N is the network diameter (maximum number of hops between nodes).
P is the probability of having a non-real time packet ready to be transmitted at each
node.
X, is the length of a non-real time packets. Index i, is the distance of a node from the

destination. We assume that x, has an exponential distribution with meanl/ A,
J(x)= e U(x,), G.1)
where U (.) denotes the unit step function.

T is the propagation delay between any two successive neighboring nodes (we
assumed an equal distance between nodes. /, = (i —1)' is the available free
bandwidth when index i indicates the distance between the reserved and the
destination node. Note that since (i-1) is a constant, /, = (i —l)T is the length of
tfree bandwidth (time).

Saving bandwidth (SB) between two consecutive nodes in a reservation interval is either

equal to zero in case no non-real time packet is available or is defined by the minimum of

the pre-determined size of free bandwidth, /, and the packet length x,. Therefore, the

saving bandwidth at node ith is equal to:

SB, = min(x,,/ ) \fVith proba.b.ility, P 62
0 with probability, (1-P)
As a result, the conditional mean of the saving bandwidth at each node equals:
E[SB |x,|= Pmin(x,.2.). (3.3)
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Therefore, the average saving bandwidth at each node equals:

E[SB,]= E[P min(x,,1)]

=P djmin (x,, (i = 1)) f (x,)dx,,

(o (3.4)
=P J.xxle)‘dxntP j —lTﬂ.eZ‘dx
(i-1)7r

_ 5(1_67/1(;71)7')

Total average saving bandwidth, resulting from different nodes for an n-hop away s-d

pair, would be as follows.
E[SB|n]=>" E[SB,], (3.5)

where »n stands for the distance between the source and the destination attempting to
reserve the requested lightpath. For the sake of simplicity we assume, that the distancen

as a random variable is uniformly dis’[ribu‘[ed,1 e, P(n)=1/N forn=12,---, N, we get.

E[SB]= E[E[SB Kl

z E[SB| n] (3.6)

n=1

N n

F3Sh-e)

nlll

Simplifying the above equation using a simple geometric series, the total average saving

bandwidth, i.e., the increased throughput, over a reservation period is given by:

E[SB]:£ N+1 3 N( _e—/?Y')_e—/U‘(l __e—/u;/v) |

3.7
i Mi—e 7

' A more reasonable assumption is to take the location of a source and a destination to be independent and uniformly distributed.

However, the distance » would have a distribution with P(n)= 2N+1-n) Jfor p =12 --- N . This will result in very complex
N(N+1)

expressions but almost similar value.
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Figure 3.5: The ratio of the average saving bandwidth and the average of non-real time data packets
(normalized over the probability), E [SB|/P, versus the ratio of the delay between nodes and the
average of non-real time data packets AT.

Figure 3.5 shows FE[SB ]%— versus A7. The following remarks are drawn from the

above expression and justified by our intuitive expectations. Note that A7 denotes the
ratio of the delay between nodes and the average length of the non-real time data packets.
Remark 1: If A7 is small enough, the above expression is approximated
by E[SB]~ P(N +1)/(24), i.e., the increased throughput is proportional to the average
length of available non-real time packets, to the diameter of the network and also to the
probability of having data available for transmission during reservation intervals. As it
has been shown, increasing the diameter of network, N, increases the bandwidth usage.

Remark 2: The average saving bandwidth, £ [SB], increases when the delay between
nodes is increased. However, the improvement is saturated when the delay, 7, is
considerably bigger than the average length of non-real time data packets 1/A, i.e.,
lim, . E[SB]=P(N +1)/(24). The saving bandwidth is proportional to P, and increases

Tow

with the increase of the average length of non-real time data packets.
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E[SBJAPE[US])

Figure 3.6: The ratio of the average saving bandwidth and the average of
bandwidth, E[SB]/(PEJUB]), versus the ratio of the delay between nodes
and the average of non-real time data packets AT.

If we assume that the average length of a real time data packet is L, the increase in
throughput would be E[SB].

Thus, the improved average efficiency is,
L+ E[SB]
N=——ral (3.8)
L+ E[UB]

where £ [UB] is the average unused bandwidth in the BRP protocol. We calculate the

unused area,

E[UB]fﬁ:;]iT:;[‘Z\v:n. nT:(zNH)éN”)T. (3.9)

n=l n=l

The improved average efficiency increases when the following ratio increases:

E[SB] _P[ 3 _6(N(1—e‘“)_e“”(l—e“““'))‘ (3.10)
E[UB] aT(2N+1  noanN i D(i-e™ )

The above expression represents the increased proportion of the bandwidth usage

employing SNRP to the unused bandwidth applying BRP.
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Figure 3.7: The improvement in network efficiency versus the ratio of the delay between nodes
and the average of non-real time data packets AT, for different average real time data packet
sizes, and when P=1.

It is interesting that this ratio is proportional to the probability P, and is a function of the
number of nodes, and is inversely proportional to the delay and the inverse average
length of non-real time packets, i.e., AT. Figure 3.6 shows this ratio (divided by P) versus
the ratio of the delay between nodes and the average length of the non-real time packets.
Remark 3: From Figure 3.6 we conclude that the proposed method results in
constderable improvement in bandwidth efficiency when A7<<l, i.e., when the delay
between nodes is smaller than the average length of non-real time packets.

We could calculate efficiency by replacing £ [SB] and £ [UB] in n. Therefore, £ [SB] is
related to the diameter N and traffic rate 4, if we assume that p =1(i.e., there is always
non-real time packets to be delivered).

The results reveal that increasing non-real time data rate will increase efficiency.
Furthermore, extending the network diameter has a positive effect on the network
efficiency. Figure 3.7 depicts the improvement in efficiency of the network, An=n-L/

(L+FE [UB]), where P=I. From this figure we conclude that the improvement is

Signaling Protocols for Survivable All-optical Networks 43



substantial when the average size of the real time data packets and the reservation delays
are comparable, e.g., L<100TN. The calculated efficiency is a lower bound, since the
efficiency can be even higher when we consider allocating the unused bandwidth of

failed reservations to nested data packets.

3.6 Conclusion

We proposed a novel bandwidth allocation technique based on the principles of Nested
Restoration Protocol (NRP). The proposed protocol uses signaling to improve the
performance of the background protocol and avoid the NRP drawbacks. Signaling Nested
Reservation Protocol (SNRP) increases throughput by consuming the unused bandwidth
of reservation phases. Two different types of reservation, namely independent and nested,
are introduced. Independent reservations make use of two signals to control nested
reservations. These signals are either permission (go) or prevention (stop) signals.
Accordingly, the recipient nodes are either authorized to send restricted data packet or
prevented from transferring any data packet. As a result, signaled nodes are able to utilize
the bandwidth ot the reservation interval efficiently and safely. This improvement comes
at the cost of adding more traffic to the control network. The average bandwidth saving
of a network is directly related to the average size of real time data packets, non-real time
data packets, the diameter, and associated reservation delays of the network. Based on
our results, we conclude that employing the proposed scheme substantially increases the

network bandwidth usage and efficiency.
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Chapter 4. Minimum Weighted-path Restoration

Protocol

4.1 Introduction

LTHOUGH optical networks provide wider bandwidth, more reliable service and
Afaster speed to end users, they still suffer from service disruptions. In practice, one
failure is reported every 30 minutes in average for a medium-sized network [Med99]
caused by accidental damages and errors, or intentional attacks. Due to the huge
bandwidth, a single failure in this type of networks leads to massive loss of data.

Failures occur in any part of optical networks, including nodes such as an OADM, or
links, for instance an optical fiber. In addition to node and link failures, which are
common scenarios in any communication network, channel failures are also common in
all-optical networks. A channel failure is usually caused by failures in transmitting and/or
receiving equipment(s) operating on the wavelength, or an attack on the involved
amplifiers such as an in-band jamming. However, link failures are the most common
because of their widespread expansion of fibers.

Another related issue is the probability of having multiple failed links or channels
simultaneously in a network. The probability of having a multi-failure case would be less
than experiencing a single failure if we consider equal and small failure probabilities for
links (channels). For instance, if link failure rate is p, the probability of having a single

failed link in an n-link network driven by np(l - p)'H is always higher than having a two-

n-2

link failure calculated by 0.5n(n—1)p’ (1— p)"~ for p <2(n+1)"". Therefore, we narrow

down our discussion to more common scenarios, i.e., single link failures.

4.2 Models, Components, and Layers

Optical networks are designed based on different models such as the overlay, augmented,

integrated peer-to-peer models. We consider the overlay model for creating our all-
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optical network (details of this model can be found in Chapter 3). We distinguish
between optical components that are capable of monitoring/analyzing and those that do
not have such abilities in our network. Realistically, all-optical components such as
Optical Amplifiers (OA) have limited or no electronic monitoring and analysis abilities.
As a result, they may be able to sense loss of signal, but cannot realize high BER or
launch any restoration procedure. In contrast, there are components capable of detecting
failures and taking proper actions in response to service disruptions such as Optical
Cross-connects (OXCs).

Although fault detection and recovery can be achieved in different layers, for example in
the Physical (Ph) layer through electronic processes using spectrum analyzer and via
Automatic Protection Switches (APSs), based on our management technique point of
view, only the end-point of a lightpath (a sink) can report a failure by generating
informative alarms in the Optical Channel (OCh) layer. This is mainly due to our
intention to do restoration within the optical layer and consequently, to preserve the high
bandwidth of all-optical communications. We assumed that critical parameters for having
an effective restoration in OCh layer have been properly taken care of. These critical
factors can be summarized as follows: influences due to nonlinearities, dispersion, and
wavelength-to-wavelength interactions is not falsely reported as an interruption of
service; interoperability, i.e., transporting the optical signals from one provider domain to

another and monitoring signals parameters is achieved with the same accuracy.

4.3 Dynamic Restoration

Survivable techniques can be categorized into two major groups: pre-planned protection
and dynamic restoration techniques. Pre-planned protection techniques refer to the fact
that protection resources, which are specified at the planning stage, protect a system from
failures. Since some of the resources and components are only used for protection in this
technique, the network bandwidth is dramatically reduced. However, recovery from
failures is accomplished with low delays and high probabilities. Two kinds of protection
are possible, namely dedicated and shared protection. In the dedicated case, a second

copy of data is simultaneously transmitted on both the working and the coupled
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protection paths. Accordingly, the network bandwidth is narrowed down to half in this
case. However, 100% service recovery is guaranteed in the dedicated protection. In the
shared case, a second copy of data is sent through the shared protection path only after
detecting a failure. To be more bandwidth-efficient, the capacity of the protection path is
assigned to low priority traffic before detecting a failure and will be pre-emptied after
detecting the failure. However, performing pre-empting procedures for optical networks
requires buffering which is still the bottleneck of optical networks. To overcome the
drawbacks associated with pre-planned protection techniques, dynamic restoration
protocols are introduced. Dynamic restoration implies discovering the unoccupied
network capacities and assigning them to affected traffic. Dynamic restoration protocols
are more bandwidth-efficient than their static counterpart since they do not require setting
aside protection resources. However, restoration time is usually longer. Furthermore,
100% service recovery cannot be guaranteed, as sufficient capacities may not be

available at the time of failures.

4.4 Link and Path Restoration

Network restoration is achievable through two main techniques, namely /ink and path
restoration. Figure 4.1 illustrates link and path restoration approaches. Link restoration
restores the failed connection by finding an alternate route between the two ends of the
failed link. The key to a successful restoration operation in this type is to find a set of
protection cycles (loop) that cover the network links. This scheme can be implemented

either in a centralized or a distributed manner. The distributed approach is more scalable,

C—Q ...........

O—=C

o—=C0 l
(b)

Figure 4.1: a) path restoration and b) link restoration.
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but more complex. Several types of distributed schemes are introduced in the literature.
Most of the introduced techniques, broadcast the failure information to all network nodes
after fault localization [Zan00]. Another possible approach is to signal only the affected
source-destination pairs to find the bypassing routes in the first step and report the failure
to other nodes in the next step [Med99]. Another method is implemented by dividing the
network into multiple domains (in an extreme case each domain is a ring) then protects
each domain independently. When a failure occurs, it only disrupts a specific domain that
can be reported to other domains [Med02]. Link restoration is usually faster than path
restoration since it reroutes the affected traffic to a shorter recovery route (a loop around
the failed link). Consequently, setting up the restoration paths, by link restoration, takes
less configuration and switching times. However, link restoration requires fault
localization in advance.

In contrast, path restoration finds an alternate path between the source and destination
nodes. Accordingly, path restoration is an end-to-end technique rather than a point-to-
point one. In the path restoration there is no need for fault localization due to this fact that
the restoration path is a complete disjoint path. As a result, the restoration process is
simple but normally more time-consuming than link restoration. This scheme could be
also developed in centralized and distributed manner with its own advantages and
disadvantages. Figure 4.2 compares efficient and inefficient path and link restorations.

On the other hand, these techniques can be implemented in a pre-planned protection or a
dynamic restoration. Although pre-planned protection techniques guarantee high
protection rate, they require expanding resources or setting aside capacities in their
dedicated style, or performing pre-empting procedures in their shared protection form.
Therefore, we propose a dynamic restoration protocol that resourcefully establishes

recovery paths in the following section.
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Figure 4.2: a) an efficient link restoration, b) inefficient path restorations, c) an efficient path
restoration, and d) inefficient path restorations.

4.5 Minimum Weighted-path Restoration Protocol

Path restoration basically removes the capacity of affected paths from the network by
disregarding the working links of affected paths. This action results creates a sudden
shock to the load balancing of systems since a set of affected lightpaths need to be
simultaneously set up over disjoint paths. The more lightpaths traverse through the failed
link, the more severe the shock and chaos would be. In addition, path restoration could be
very slow for distant nodes mostly due to associated switching configuration delays. On
the other hand, link restoration could cause congestion around the failed link (a hot spot)
since the capacity of shortest loops, around the failed link, is limited. To deal with these
drawbacks, we propose a novel restoration protocol. Minimum Weighted-path
Restoration Protocol (MWRP) is a tradeoft between link and path restoration with added
rules and phases. This protocol is activated when a sink does not receive expected data.

Protocol implementation steps can be itemized as follows:
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» A fast fault localization protocol is launched to pinpoint the failed link. The location
of the severed link then is reported to other nodes for table modification.

= The shortest paths between the affected s-d pair excluding the failed link are listed.
Let us call this list, S-List. S-list can be simply extracted from the kth shortest paths

information stored in network switches.

* Each alternate path p, ={i,,,i;,,"-~.i, ,} 1s assigned a weight [ derived from the
number of involved links in it and a related factor called length factor, £, =51, where
0 is defined as the length factor and / is the number of links in p.

* Each alternate path p is also assigned a weight S, based on the number of to-be-

configured switches (added switches) and an associated factor called switching factor,

S, =¢u,, where ¢ is the switching factor and u, 1s the number of added (extra)

switches. Adding these factors is the key point of the protocol since they control the
significance of their coefficient and guarantee the convergence of the protocol to a
joint solution.

* Alternate paths are sorted based on the cumulative assigned weights, a restoration

path with the smallest weight is chosen, i.e.,
p:argmin{Sp +Lp}. (4.1)
P

Accordingly, the proposed protocol discovers one of the kth shortest paths with limited
number of added switches. Figure 4.3 demonstrates the affected working path and also
shows the restored path by the MWRP scheme.

As we explained, a balance between minimizing the total number of links and switches is

Figure 4.3: Minimum weighted-path restoration protocol (MWPR) set up a segmented
restoration path.
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reached by defining the length and switching factors. Network Service Providers (NSPs),
based on requirements and network circumstances, specify these factors. For instance, if
a network is a backbone and switching delays are comparable with propagation delays,
NSPs could assign almost the same weight to both factors. On the other hand, for LAN
networks whose switching delays are much higher than propagation delays, they could
increase the switching factor to stress on minimizing the related delay.

It is interesting to see that the impact of other parameters can be similarly entered in the
protocol. For instance, numbers of links can be replaced by traffic loads. Then, the least
loaded paths are listed in S-Lists and consequently, the MWRP protocol finds the path

with minimum load and number of to-be-configured switches.
4.5.1 Advantages and Disadvantages

Since the proposed protocol discovers a restoration path with the minimized number of
added switches, some of the working links are shared with the restoration path. Having a
partially joint path offers several advantages: restoration is partly handled by the atfected
path not by a completely disjoint path, which helps the network load to stay in a better
balance after failure; the average restoration delay is reduced. More paths are going to be
restored. However, creating weighted lists and vectors for different paths and comparing

them positively increases the computational complexity.

4.6 Performance Evaluation

To evaluate the proposed protocol, we calculate its availability for mesh networks and

compare the results with those of link and path restoration.
4.6.1 Reliability and Availability Theory

The theory of reliability and availability analyzes the structure of a system based on a set
of distinct subsystems connected to obtain an intended function. Reliability R is defined
as the probability that a system will perform its intended function for a specified period

of time under assumed circumstances. On other hand, availability 4 is the probability that
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a system is available for use at a given time. Availability may be viewed as the fraction of
time that a system is in the operational state independent of how many times it has
previously failed and was restored. So, if we assume that systems, components and
subsystems are not repairable, we will refer to reliability, while the availability is a
typical feature of restorable systems. Reliability of a system is defined as the probability
that a system operates without failure for a length of time greater than ¢, i.e., if the
random variable 7 is the time to failure, then, R(t):P(T>t)=1— F.(t). For repairable
system, Availability is defined by

= ~—& (4.2)

E[T, 1+ ENT}]

Where E[T], E[T,]and E|T,] are the Mean Time To Failure (MTTF), the Mean Time
To Repair (MTTR) and the Mean Time Between successive Failures (MTBF). Generally

a system is made up of functional elements characterized by MTBF and MTTR which are
assigned as there manufacturing characteristics. In order to obtain the availability of a
system, the following steps must be taken: system decomposition in functional elements;
development of the mathematical model, which considers the relation among the
subsystems; availability evaluation of every subsystem using the reliability values of each
element; and availability evaluation of the whole system. In this work, the system under
study is a mesh network, where the subsystems are the optical links and nodes routed on
this topology. We assume that nodes are fully reliable and therefore, we take into account
only link failures. Our notation allows us to analyze system reliability and availability as
tollows.

If we denote 7, as the event that the ith subsystem is operational up to time ¢, {T >} and
H as the event that the system is operating at time ¢, {7 > ¢}, R(r) = P(H,) represents the ith
element reliability and R(¢) = P(I1) is the system reliability. Otherwise, if A, is defined

as the event that the ith element is operating at time ¢ independently of what has

previously occurred, 4(1)=P(H) is the ith element availability and 4(r)=P(H) represents

the system availability.
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Let us assume that there are » alternate restoration paths, {p,, p,,---. p, } for each working
path, where each path is shown with its links, p, = (l'] kol g ) Therefore, a path
doota, -

is available if at least one of the alternate paths is available and a given path is available if

all the associated links are available.

n lz)k

P(H)=PUNH,

k=1m=1 .k

(4.3)

Assuming that the collection of link failure events, H, are independent, we obtain:

A(t) = P(H):l—ﬁ{l—ﬁP(H,m )] 4.4)

k=1 m=1

-

A) =1- H{l -114, (z)], (4.5)
k=1 m=l

To compare and identify the most available technique, we need to evaluate the set of

alternate paths { DisDsrs s p”} for cach approach as well as the link availability 4, (r) For

the sake of simplicity, it is reasonable to assume that the availabilities are equal for

various links, i.e., 4, (t)= B(¢) and for all links and techniques. Therefore, we get

n

A =1-T 1= (B~ ) 4.6)

k=1

Based on (4.6), the availability depends on the number of alternate routes », and the
length of each route/, . Then, we need to evaluate n and /, to calculate the related

availability A4(z) of each protocol. Since the number of paths and links depend on the

network topology, we use the graph theory to investigate the protocols difterences. We
first prove that the number of alternate restoration paths for a working path decreases as

we remove more links from the network.
Lemma: For a given network graph, G’ = (', E) we assume that nodes are completely

reliable/fully available. Then, a failure occurs only as a result of an edge purged. Also,
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we assume that there are no leaves in the graph (i.e., nodes are at least 2-edge connected)
to perform dynamic shared restoration successfully. We denote:

G' is at least 2 - edge connected
E(l) =F— F(l)
FY={e}, e isasingleedge

o) _ RS (k)
E"<E -\ _F

GV =" E"),  where {
G =", E™), where

F" ={e, e, isasingleedge
S is the set of all cycles inG" .

Claim: the number of cycles in G is decreasing with n.

Proof: We have

S(l) — S(O) _C(l)
S(ﬂ) — S(O) __C(")7

where C"" = {cycles with at least one edge in F'" }and
Cc" = {cycles with at least one edge in sz F }
cm=c"hy {cycles with no edges in F " and any edge in F(”)}

Since ’C“"‘ > {C(”'” , we conclude:

ys“”

< »S(”_]) ’ n

This proof illustrates that the algorithm, which eliminates more links from the network
graph ends up with a smaller number of alternate paths. Therefore, path restoration has
the smallest » (alternate paths) since it removes all of the working links from the network.
In contrast, MWRP and link restoration only remove a single edge (the failed link) from

the network graph. Then, they possess a higher » (number of alternate paths).

Next, let us evaluate the availability of a given path p, (i.e.,4,, :H,ep A(t)) for our

different restoration protocols. For simplicity, we assume that all links maintain equal

availability prior to any failure occurrence. 4, (t): B(t) . Thus, the path availability equals

(B(t))" for an m-hop path.
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Figure 4.4: The network availability improves by increasing the number of alternate paths or
decreasing the number of hops in paths.

Since the MWRP protocol minimizes the number of links and to-be-configured switches
in a restoration path, the length of the path could not be longer than those set up by path
or link restorations. Two extreme cases are as follows.

If the MWRP backup path comprises all the working links, it will be identical to the path
defined by link restoration. On the other hand, if none of the working links are used in the

restoration path, the MWRP path will be the same as the one figured out by path

restoration. As a result, parameter /, in (4.6) is the smallest possible for the MWRP

protocol. Thus, 4,, or the path availability of the proposed protocol would be larger than

those of the counterpart protocols.

From the above, we conclude that the probability of a path not being available is reduced
exponentially with increasing the number of alternate paths. Also, the availability
degrades exponentially with increasing the number of involved links. Figure 4.4 depicts
these points by related curves based on the calculated results. Therefore, refereeing to the
outcomes, we conclude that the MWRP protocol provides the highest availability among

the compared protocols.
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4.7 Conclusion

Equipping communication networks with survivable components and techniques is a
necessary task of Network Service Providers (NSPs) since from the client point of view,
the higher the level of service continuity is, the more reliable and desirable a network
would be. Accordingly, optical networks require superior survivable services to preserve
their very high bandwidth. Although dynamic restoration and pre-planned protection
techniques are both deployed over optical networks, restoration mechanisms are more
preferable due to high bandwidth-efficiency. Accordingly, in this chapter we proposed a
dynamic restoration protocol. Minimum Weighted-path Restoration Protocol (MWRP)
scheme discovers a restoration path that comprises the minimum number of links (hops)
and added switches between an s-d pair. The MWRP protocol uses two weighting factors,
namely length and switching factors, for emphasizing on related criteria and reaching a
joint solution.

We evaluated the protocol in terms of availability against path and link restoration. The
results revealed that applying the MWRP protocol increases the network availability
exponentially. This result was projected since the MWRP restoration processes are
carried out through the most resourceful alternate paths. However, MWRP definitely has
a higher average restoration delay than link restoration protocol due to the supplementary

phases and related computational delays.
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Chapter 5. Open Link Restoration Protocol

5.1 Introduction

QUIPPING communication networks with survivable components and
Emechanisms, which recover them from failures, is a mandatory task of service
providers. However, protecting networks via redundancy and by expanding physical and
financial resources is not always possible. Therefore, service providers have focused on
employing dynamic restoration mechanisms that make use of networks spare capacities
for recovery purposes. Accordingly, in this chapter we propose a novel dynamic
restoration mechanism that efficiently discovers unoccupied alternate resources for
recovery of the affected traffic at the time of fault detection. The proposed protocol is an
adaptation of link restoration algorithm with supplementary rules and phases. As a result,
its performance in extreme cases is relatively coupled with that of link restoration
algorithm. We analyze the proposed protocol in terms of system reliability. The analytical
results reveal that the proposed protocol increases the network reliability considerably.
We also evaluate the performance of the proposed protocol in terms of throughput via
simulation. The simulation outcomes demonstrate that the proposed protocol significantly
enhances the network throughput. However, the protocol has a higher computational

complexity and average restoration delay than the link restoration algorithm.

5.2 Single or Multiple Layer Restorations

Survivable functions could either take place in a specific layer or takes part in a hybrid of
layers. For instance, recovery could be achieved via fault detection/localization in the
physical layer followed by signaling in the optical layer and restoration in the network
layer as it is in [P over WDM networks or might be completed in a single layer similar to
Self Healing Rings (SHRs). In general, the set of rules that describe the origin of the fault
recovery process and the interaction between layers is called an escalation or

interworking strategy. Two escalation mechanisms have been defined in the layer in
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which the fault recovery process is initiated. In the bottom-up mechanism, recovery is
started at the closest layer to the failure and escalated upward after a hold-off time for
each layer. On the contrary, in the fop-down mechanism, recovery is always initiated at
the uppermost layer and escalated downward. Hold-off time is not necessary in this type.
The bottom-up approach is superior in terms of recovery time and cost while the top-
down approach is advantageous in terms of providing differentiated QoS. In addition to
the escalation strategies, there are other restoration mechanisms that attempt to link
higher layers to lower layers. However, splitting fault recovery processes between
different layers and then linking them requires coordination. Coordination and
incorporation between layers makes those protocols complex and increases restoration
delays. Thus, it is simple and efficient to apply single layer restoration protocols for

recovery from failures.

5.3 Open Link Restoration Protocol

In an attempt to upgrade the performance of dynamic restoration protocols, we propose a
novel restoration method called open link restoration protocol. Open link restoration
protocol is an adaptation of the link restoration protocol; with this difference that it is
allowed (open) to consider and employ the working links of an affected path (a primary
path) in the restoration loop. The protocol is activated when an affected node announces
service disruption by disseminating corresponding alarms. We assume that critical factors
for having an effective restoration in the optical layer have been properly taken care of.
These critical factors are: influences due to wavelength-to-wavelength interactions is not
wrongly reported as an interruption of service; transporting the optical signals from one
provider domain to another and monitoring different signal parameters is carried out with
the same accuracy (interoperability is entirely achieved).
The implementation steps of the proposed protocol could be summarized as following:
* The failure location is identified. Like the link restoration protocol, the open link
restoration protocol requires to pinpoint the location of a failure. Fault localization is

mandatory since the protocol should exclude the failed link from the restoration loop.
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For opaque optical networks with monitoring and analysis abilities at intermediate
nodes this step could be overlooked.

Subsequent to fault localization, the failure information is flooded to the network
nodes. This action ensures that routing tables are valid. Note that validating routing
tables will accelerate the process of recovery for in progress restorations and secure
upcoming request calls from examining the failed link.

The shortest loop (the one that has the less number of to-be-configured switches)
between the end-points of the failed link is discovered. A modified form of the
generalized loop-back protocol is launched to figure out the most efficient restoration
loop between the disconnected nodes. The modification allows the links of the failed
path (the primary path) to be included in the secondary diagraph. In other words, no
restriction is imposed on the links which establish the restoration loop. In addition, it
is assumed that the common links between the primary and the secondary diagraphs
can accommodate enough bandwidth for setting up the restoration loops, i.e., it is
assumed that the common switches between two paths have been already configured.
We call the modified generalized loop-back protocol, open loop-back protocol. 1t is
clear then that the primary and secondary diagraphs in the open loop-back protocol
are more extensive than those in the generalized loop-back protocol.

The information of the shortest open loop-back is sent to the source node.

Once the source node received the open loop-back signal, it learns about the
restoration loop route. The source node then checks the loop links against the failed
path (the primary path). If there is any replicated link, the source node removes them
from both the restoration loop and the affected path. The capacities of the replicated
links are released by a corresponding signal disseminated toward the destination by
the source node.

The affected traffic is rerouted through the verified/substantiated path.

Figure 5.1 shows how the restoration path is established in two simple steps. In the first

step the restoration loop is drawn between the two-end of the failed link by the open

loop-back protocol. Then, in the second step, once the restoration signal reached the

source node, the links of the restoration loop are compared with those of the primary path
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Figure 5.1: a) the working path, b) the restoration loop, and c) the verified restoration path.

and finally, the restoration path is shaped by releasing the mutual links between the
restoration loop and the affected path. In subsection 5.4 we evaluate the performance of
the proposed protocol and compare it with link and path restoration protocols. At this
stage, we could intuitively project that the open link restoration protocol is the most
resourceful restoration protocol among them since its performance would be similar to
the link or path restoration protocol only in extreme cases: if the restoration loop defined
by open link restoration comprises all the working links of the failed path, the resultant
will be identical to one set up by link restoration; on the other hand, if the restoration loop
excludes all the working links of the primary path, the resulting restoration path will be

equivalent to the one discovered by path restoration.
5.3.1 Functioning Layers

Path restoration only takes place in the OCh layer since failed lightpaths are
independently swapped to alternate lightpaths. In contrast to path restoration, link and
open link restorations are possible in other sublayers of the optical layer such as the OCh
or the OMS layer. In the OCh layer, link restoration reroutes the affected traffic of each
lightpath through a loop around the failed link. Each restoration loop then could be
completely disjoint from other restoration loops. Consequently, each restoration path
might vary from others. For open link restoration in the OCh layer, restoration paths
would be even more distinct since they might also be entirely diverse in terms of

covering the working links of the failed lightpaths. In view of the fact that restoration

Signaling Protocols for Survivable All-optical Networks 60



paths in the case of open link restoration are more diverse, the burden of affected traffic
is more evenly distributed in the network. Therefore, although open link restoration is
more complex, it increases the chance of successful restorations.

In the OMS layer, link restoration restores the affected lightpaths by means of identical
restoration loops. As a result, although restoration paths might be different in regards to
their primary links, they are similar in terms of their restoration links. For open link
restoration, although restoration loops are identical at the beginning, they are modified in
integration with primary paths at the end. Therefore, restoration paths would be more
distinct than those of link restoration. Although it is obvious that link and open link
restorations could function faster in the OMS layer than in the OCh layer, finding a single
restoration loop, which could accommodate the required bandwidth of affected traffic,
would be difficult or impossible for highly loaded networks. Consequently, link and open
link restorations could not provide the same number of successful restorations in the
OMS layer as they do in the OCh layer. Thus, open link restoration should be adapted
and performed in the appropriate layer based on networks circumstances and

requirements to offer higher speed or efficiency alternatively.

5.4 Network Reliability

For calculating network reliability, we assume that in average there are » disjoint paths
between s-d pairs. We also assume that the time to failure for these paths are independent

and exponentially distributed, i.e. the probability that a given path is in working state at
time tisR(f) = e * , where A is the path failure rate. This implies that path failures are

memoryless. We use the following lemma to explain the relationship between the path
length and its reliability assuming that link failures are independent.
Lemma 1: If muiltiple independent subsystems (multiple links/hop of a path) with

exponential reliabilities, R, (f) = exp(—A4,¢) the overall reliability of the system (the path)
remains exponential R, (1) = exp(— Z’ /Lt), with the sum of link failure rates as the

failure rate of the overall system A4 = Z, A .
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The above lemma also states that 1in R() = e * for a given path is proportional to the
number of links.

We presume that there are W wavelengths available on each path, such that every
wavelength is independently occupied with a given probability p € [0,1]. In other words,
the probability p could represent the traffic load on each path, i.e., p =0 means that there
is no traffic and p =1 indicates full traffic load (the path is fully utilized).

The network reliability is defined as the probability of a network being in the working

state at time ¢. Therefore, using the Bayes’s formula, the network reliability is given by

n—1
R(t)=> P, (x=k)R(|x = k), 5.1)
k=0

where x is the random variable denoting the number of failed paths, P(x =k) is the
probability of having k failed paths out of » paths and R(t1x = k) is the conditional

probability that the & paths could be restored by alternate paths, i.e., the probability that
n-k working paths could carry the whole traffic that was originally loaded on all n paths.
Since the failures of alternate paths are independent, the total number failures k£ has a

binominal distribution. Accordingly, we have,

n k
Poy(x=k) = [ k](l —exp(-A0))" exp(= At(n =) . (52)

The total number of wavelengths is equal to nW, since each path provides W
wavelengths. The event of being “in use™ for these wavelengths is jointly independent
and is assumed to be binary random variables. Therefore, the distribution of the total

number of “in use” wavelengths, y, is as follows:

_ _ nW m o nW—m
Py =m) = o 1P (I=p)™ ", (5.3)

The probability R (¢ IX = k) is equal to the probability that the affected traffic in &

tailed paths could be accommodated by n-k alternative paths; this is possible if and only

if the total number of wavelengths in use,y, is smaller than or equal to the number of
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existing alternate wavelengths (n-k) W, i.e. using (5.3) the conditional reliability given k

failures is given by,

(n—kYw }’ZW W
Rix=k)=P (y<(n-kWw)= > ( S O e

m=0

Substituting (5.2) and (5.4) in (5.1), we get

n-1 (n-k)W W P W-m
RO=Y > (nj[nm }(1 —exp(-A1))" exp(- At(n—k))p" (1- p)" ", (5.5)

o mo \k
Now, let us investigate which protocol provides us with the highest network reliability.
To do so, we draw equation (5.5) curves by assigning different values to the variables.
Figure 5.2 shows the results of changing failure rate, network load, and multiplexing
degree on network reliability for different path lengths (hop basis). We analyze these
curves as follows.
Figure 5.2.a has been drawn when failure Af = 0.2, network load 0.2, and multiplexing
degree W=4. The curves reveal that the network reliability increases as paths get shorter
(the number of hops in paths decreases). The reason is linked to the failure probability:
longer paths have higher failure chance; plus, shorter paths have higher recovery chance.
Also, we observe that the reliability of a path increases as the number of alternate paths
increases. This performance is due to increasing the chance of establishing alternate
paths.
Figure 5.2.b shows the result of increasing the failure rate when other parameters are
tfixed (network load 0.2, multiplexing degree W=4). We observe that for lengthy paths,
the network reliability decreases as the number of paths increases. This is because the
chance of having failure for lengthy paths is higher in this case. As a result, network
reliability could noticeably decrease for relatively long paths.
Figure 5.2.c depicts the effect of increasing multiplexing degree when other parameters
are fixed (failure A = 0.2, network load 0.2 ). With increasing the multiplying degree W,
the network reliability increases. The reason behind this outcome is simple: the network
load is fixed, while the number of virtual channels is increased. Consequently, increasing

the number of alternate paths has improved the chance of successful restorations.
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Figure 5.3.d reveals that for heavily loaded networks, reliability could be decreasing
rather than increasing (as it is in lower loads, Figure 5.3.a-c). This is because, in high
loads, any failure disrupts numerous lightpaths. Also, as the network gets bigger, more
failed cases are emerged. Consequently, restoring large heavily loaded networks becomes
harder than small lightly loaded ones. Furthermore, discovering and setting up shorter
alternate paths are more possible than longer paths.

Based on our results, the shortest paths always are more reliable than the longer ones (for
the worst scenarios 5.3.c-d, the reliability of shorter paths still is higher even in case of
higher numbers of alternate paths). Accordingly, we conclude that the open link

restoration protocol, with the smallest restoration paths, obtains the highest reliability.
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Figure 5.2: The effect of modifying multiplexing degree, failure rate, and network load on the
network reliability.
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It is easy to show that the number of hops defined by open link restoration protocol
always is smaller than or equal to the counterpart protocols.

Network reliability is also related to Mean-Time-To-Repair (MTTR). Restoration delays
including rerouting and configuration delays are determining factors to obtain MTTR.
Accordingly, MTTR depends on the number of to-be-established switches between the
end points of the failed link/path. Therefore, the associated MTTR of open link
restoration is always smaller than or equal to the path or link restoration protocol. As a
result, networks equipped by open link restoration mechanisms always provide the

highest level of system reliability.

5.5 Simulation Assumptions and Results

We also evaluate the discussed protocols via simulation. We compare the related
throughput for a variety of mesh networks shaped by matrices of M+/ by N+/ nodes.
Mesh networks are chosen since they have remarkable potentials for restoration. For path
restoration, Backward Restoration Scheme (BRS) is selected. This protocol searches
backwardly for a restoration path between the d-s pair by examining alternate paths
consecutively. For link restoration, we assume that a fast fault localization technique
detects and localizes the failure by a pre-determined time. Then, a generalized loop-back
restoration protocol is performed.

The parameters in this section are set based on similar simulation works in the literature.
We assume that the location of a failed link is a random variable with a uniform
distribution. In addition, we set fault localization time to be 0.05 sec. The configuration
time of OXCs is considered fixed and assumed 0.125 sec. The average propagation delay
is set to 0.025 sec for each link. The average computational delay for a decision making
command is assumed to be 0.0001 sec (the amount of this parameter is set by considering
the current computer clocks). We assume that each rerouting decision in average takes
0.001 sec according to our topology (note that for smaller or larger routing tables this
amount needs to be modified and adjusted). Without loss of generality, we assume that
each node performs full wavelength conversion, i.e., a lightpath could comprise any free

wavelength on its way. It is assumed that requests are generated at each node according
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to Poisson distribution. In our simulation, this parameter is set in a way that shows the

throughput in an ample range. Data packets are randomly generated. To avoid having a

zero data size, we add a small fixed amount equal to 0.125sec to data packets. We assume

a zero holding time. This means that if unsuccessful, lightpath reservations are dropped

immediately. (It is proven that the holding time does not have a significant effect on

throughput [Qia96]. S-d pairs are uniformly distributed. For calculating the throughputs,

we obtain the ratio of the successful transmissions to the whole number of generated calls

(200 calls).

The effects of the following parameters are investigated:

*  Multiplexing degree: The number of virtual channels (wavelengths) supported by
each link is changed between 2 and 16.

»  Network size: The simulation is run over matrix-formed mesh networks of 3x3 to 9x9
in order to examine the effect of increasing the network size.

Figure 5.3 displays the simulation results for different network sizes confronting 10

discrete link failures. The curves of the open link restoration protocol has been drawn

with 90% confidence interval as they have been marked by “*”.

In general, the results indicate that the open link restoration protocol always outperforms

the counterpart protocols. Also, they reveal the following facts about the protocols:

= The link restoration protocol has the lowest throughput.

* The value of path restoration throughput is always less than open link restoration
throughput and more than link restoration throughput.

= The open link restoration throughput shows at least 10% increase over the path
restoration protocol for the multiplexing degree larger than 4.

* The path restoration throughput demonstrates at least 3% increase over the link
restoration for the multiplexing degree larger than 4.

Acting similar to segmented protection protocols is the main reason behind the highest

throughput in the case of open link restoration (note that the open link restoration

protocol is a restoration technique not a pre-defined protection method). This means that

the proposed protocol dynamically discovers the best segments for recovering affected

paths. In other words, in contrast to segmented path protection protocols that pre-actively
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switch to protection segments, open link restoration technique reactively defines
restoration segments.

Accordingly, the latter technique utilizes the bandwidth more efficiently. However, the
open link restoration protocol has a higher computational complexity and average
restoration delay because of the modification procedure.

In general, the speed of the restoration protocols depends on several factors, including the
computational cycle, the pace of fault detection and localization, the switching delay, the
average propagation delay, the network size as well as the traffic. Thus, restoration times

are really case-related and can be noticeably varied from a network to another.
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Figure 5.3: Comparisons between the restoration protocols in terms of throughput for various
network sizes and different multiplexing degrees.
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Figure 5.4: A comparison between the delays of the examined Protocols.

We assume that the associated distance between an s-d pair is proportional to the network
dimension [SicO4a] and defined by the expected value of lightpath lengths based on M

and N, E[d_]= w :

D

We also assume that network is under low traffic load. As a result, restoration routes

would be the shortest alternate paths in the network. Figure 5.4 shows the associated

restoration delays of the compared protocols based on our previous assigned values of
parameters.

Note that link restoration could be always the fastest if the following conditions are met:

* Tault detection and localization delays are insignificant with respect to restoration
delays. This condition requires deploying fast failure localization schemes which are
typically executed in the optical layer.

* Switching delays are much higher than the propagation delays. Note that the
introduction of high-speed switches has reduced the gap between switching and
propagation delays in backbone optical networks.

* Restoration is achieved in the link layer (OMS). This way, the entire group of
affected paths is recovered by an identical restoration loop and analogous processes

are avoided.
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» Restoration loops are the shortest loop comprising limited number of links. This

condition is usually met if the network is under low traffic load.

5.6 Conclusion

This chapter focuses on the design and performance evaluation of a novel dynamic
restoration mechanism for optical telecommunication networks. Accordingly, it proposes
an efficient restoration protocol called open link restoration protocol. The open link
restoration protocol employs a modified form of the generalized loop-back algorithm,
namely open loop-back protocol, for detecting a restoration loop. Since open loop-back is
allowed to consider all links of a failed path for forming a restoration loop, the resulting
restoration path may comprise a set of redundant links. In such a case, the restoration
path requires some modifications and verification. The modification process is
accomplished at the source node by comparing the restoration loop with the failed path.
Consequently, the mutual links between the failed path and the restoration loop are
released via a corresponding signal sent by the source toward the destination node. Due
to the modification phase, the restoration process of the open link restoration protocol
becomes slightly more complex and lengthy than that of the link restoration protocol.
The open link restoration protocol always discovers the shorter restoration paths and
consequently provides a higher reliability than the examined link restoration protocol
(Generalized loop-back). However, since open link restoration protocol is an adaptation
to the link restoration protocol, in extreme circumstances, its defined restoration path
could be identical to that of the link restoration protocol. In addition, the simulation
results prove that the open link restoration protocol outperforms the examined path
restoration protocol (Backward restoration scheme) by increasing the network throughput

over 10% and maintaining a lower average restoration delay at the same time.
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Chapter 6. Signaling Fault Localization Protocols

6.1 Introduction

ROVIDING resilience against failures is an important requirement for many high-
Pspeed networks. Similarly, equipping very high-bandwidth transparent optical
networks with protection and restoration components is an imperative necessity.
Although failures cannot be avoided, quick detection, identification, and restoration make
networks look more robust and reliable. Therefore, it is essential to develop fast and
dependable fault localization and restoration mechanisms. To accelerate the speed of
recovery, fault localization and restoration schemes should be performed in the optical
layer. Generally speaking, these techniques are feasible through different layers, but it is
preferable to recover all-optical networks in the optical layer to preserve the full
transparency and the high bandwidth. Accordingly, in this chapter we propose two novel
fault localization schemes which function in the optical layer (the path sublayer). The
proposed techniques use signaling in the control network through either the control
(supervisory) or established data channels to locate a failure. We evaluate their

performance in terms of restoration delay.

6.2 Fault localization

Network survivability or the network ability to tolerate tailures is a vital feature of every
reliable network. Protecting and restoring a network from service disruption becomes
even more important as the effective bandwidth increases. To recover from fault
occurrences, dynamic restoration protocols are preferred and recommended over the pre-
planed dedicated ones due to their scalable capability and because of their efficient
resource utilization.

Fast recovery is achieved by means of fast fault localization and restoration. There are
several fault localization proposals to monitor channel continuity and quality using

transceivers power levels. However, monitoring equipment is expensive and employing
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them in all-optical networks removes full transparency of pure optical communications.

In other words, when a failure occurs in all-optical networks, the network edge routers

may be able to detect the existence of a fault, but the exact location of the fault cannot be

indicated. No advanced optical technique is introduced at this time [Gha00]. In addition,

SONET/SDH detection techniques, which are significantly developed and widely used,

with current features, are not applicable to transparent WDM networks. Therefore, it is

essential to devise compatible fault localization mechanisms. Lacking the ability to
localize failures introduces significant problems as follows.

* The location of a failure is not reported to other nodes in order to modify their routing
tables. Maintaining the accuracy of routing tables is necessary to prevent upcoming
circuit requests to be examined over faulty links. Notice that the location of failed
links can be flooded through the network very fast even with the distributed
management mechanisms by means of OSCs.

» Every disconnected s-d pair is enforced to communicate through a completely disjoint
path instead of only skipping the failed part. This disadvantage removes the entire
affected path capacity from the network, which is not a resourceful approach.

* The interruption of service could be a harsh shock especially for highly loaded
affected lightpaths. Assigning the disrupted load to completely disjoint alternate
lightpaths can spread the shock around and creates chaos.

* On the other hand, fault detection pinpoints the affected link, which results in
rerouting the traffic more informatively. In addition, it helps maintaining routing
tables correct. Furthermore, fast fault localization in the optical layer prevents
activating higher layers protection mechanisms and therefore, it would be more

resource, time, and cost effective.

6.3 Fault Detection Protocol in SONET

Fault detection in SONET is accomplished using overhead bytes and also by electronic
monitoring through Digital Cross Connects (DXCs) to detect loss of data or high Bit
Error Rate (BER) [Dov99]. The role of this overhead is to ensure that the connection is

well-managed before or after any service disruption. However, in the absence of alarm
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Figure 6.1: Fault detection in SONET using electronic monitoring and signaling.

management to report a failure, whenever a single failure happens, it may cause multiple
alarms to be generated and consequently redundant/improper reactions to be taken by
several nodes in response to the reported failure. Therefore, it is important to detect the
root-cause alarm and suppress the remaining alarms. This can be accomplished by using
two special signals. Forward Defect Indicator (FDI) that conveys the failure information
to the downstream nodes. The signal is used to suppress false alarms generated by
downstream nodes. The FDI signal is sometimes referred to as the Alarm Indication
Signal (AIS). On the other hand, Backward Defect Indicator (BDI) is a response by the
end terminal acknowledging the notification of a fault condition in the network. BDI is
always used in conjunction with FDI. Similar to FDI, it traverses through the control
network (OSCs). Figure 6.1 shows fault detection signaling in SONET.

A major reason to use the fault indicator signals is to stop triggering other nodes from
protection switching [Ram98]. For example, the node adjacent to a failure detects the
failure and may trigger a protection switch to reroute traffic around the failure. At the
same time, other nodes downstream may decide to reroute traffic through other alternate
paths. Receiving FDI ensures that the task of rerouting traffic is taking care of by only
one node. This way other nodes will not invoke their protection switching mechanisms.
Implementing the above-mentioned SONET fault detection/localization technique is not
possible in wavelength-routed networks. This is due to employing OXCs, which in
contrast to DXCs are incapable of electronic monitoring and measuring BER. However,
optical sensors could economically and easily detect signal loss. In the next section, we
introduce our fault localization technique, which uses optical sensors to pinpoint the

location of failures.
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6.4 Fault Localization Signaling Protocol

In this subsection we introduce a novel protocol called Fault Localization Signaling

Protocol (FLSP) that can identify the location of a failure on a failed path in a distributed

way. The main improvement of the proposed protocol is that it operates within the optical

layer.

We presume that failures happen during the data transfer mode due to the short interval

time of lightpath establishing phases. This implies that the destination node is aware of

the source node and the setup route to the source before an interruption of service occurs.

The idea behind the FLSP protocol is simple and is based on the following principles:

* Signaling nodes along the failed path.

=  Receiving acknowledgement signals back from the signaled nodes.

* Discovering the first lost acknowledgment signal.

The protocol is activated once a connection is disrupted. This happens when the

connected destination does not receive expected information from the source. Then, the

destination initiates the FL.SP protocol, which operates as follows:

» Fault localization signals are disseminated in parallel to all nodes along the
disconnected path by the destination node (sink). These signals are short control
packets traversing in the control network. There are equal numbers of localizing
signals to the number of hops between the s-d pair. Fault localization signals could be
numbered based on their distance to the destination (e.g., for an »-hop path, the
closest link to the destination is numbered link #/ and the farthest would be link #n).
However, labeling is not necessary because they only trigger associated nodes to
reply by sending acknowledgement signals back to the destination node. Notice that
attaching link labels would be useful for fault detection/localization mechanisms in
higher layers in case the optical layer fails to indicate the location of the occurred
failure. Fault localization signals traverse through the control network (OSCs), which
is assumed secure. However, it is notable that even the severed control network does

not impair the FLSP protocol, as it will be clarified turther.
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*» Fach recipient of a fault localization signal is triggered to send a small
acknowledgment signal back to the destination through the faulty lightpath. These
acknowledgment signals are short data packets that could contain the corresponding
link numbers. For the sake of simplicity, the fault localization signals can be also
reflected back to the destination. This procedure can be achieved by an optical sensor,
which is invoked to send a signal back to the destination in response to the localizing
signal or via mirroring the fault localization signals by the associated node in the
OSC. Note that the returning signals should traverse through the data network.

* Acknowledgement signals are received by the destination. Each acknowledgement
signal requires specific amount of time to reach the destination node based on its
propagation time. The arrival of an acknowledgement signal guarantees an unbroken
link. Either a timer or a counter could do the task of identifying which signal has been
properly returned to the destination. A timer can be deployed to verify the
propagation delays. A counter can complete the identification too. The counter counts
the number of acknowledgment signals. Notice that in the latter case, there might be
more than one absent checking signal. If only one signal is missing, then, the link
adjacent to the source node has been disconnected (link #r). Otherwise, if there were
more than one missing acknowledgment signals, the next number after the counted
number would be the number of the broken link. In the case of having a disconnection
in the control channels (a fiber cut case), the protocol operates in the same way. This
is because, in this case, no fault localization (checking) signal could advance and
consequently no acknowledgement signal is received from this point further.

* The location of the failure is broadcasted to other nodes.

» A fast link restoration protocol is launched.

6.5 Two Implementation models

Figure 6.2 a) shows how the FLSP protocol operates. As it has been depicted, six fault
localization signals have been sent toward the source node consecutively. In response,
each recipient independently disseminates an acknowledgement signal back to the

destination. It can easily be seen that due to the channel cut only signals #1, #2, and #3
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Figure 6.2: Two implementations of the FLSP protocol.

are received on time or counted to “3” totally. Therefore, link #4 is detected as the failed
link. As it has been illustrated in 6.2 b), signaling the nodes has been structured in
sequences. Another design, which improves the FLSP protocol performance, is to
broadcast a single localization signal. Instead of sending several localizing signals (equal
to the number of hops), only a single localizing signal is sent to the source. The broadcast
signal will trigger each node on his way. Each triggered node, then, sends a responding
(acknowledgment) signal back to the destination node.

Obviously, sending a single localizing signal decreases traffic in the control network,
which results in saving control bandwidth. Also, broadcasting is more robust than
sequential signaling due to this fact that sequential signaling is susceptible to signal loss.

More details on FLSP performance evaluation and comparisons can be viewed in

[Sic04b].

6.6 Rolling Back Signaling Protocol

In this section we introduce another proposed protocol called Rolling Back Signaling
Protocol (RBSP) [Sic(04a] that is able to identify the location of a failure more efficiently
than FLSP. The main advantage of the proposed protocol is that it operates in the optical

layer. The new protocol detects the failed link and then could recover the atfected data by
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link or path restoration. We presume that a failure happens during data transfers since the

duration of lightpath establishments are relatively short and negligible. The presumption

implies that the destination node is aware of the source node and the setup route, before
any interruption of service occurs. It is also assumed that no intermediate monitoring or
analysis is possible which means intermediate nodes are unable to report high BER.

However, supplementary equipments, including optical sensors, could be deployed at the

output ports. The protocol will be activated once a connection is disrupted, when the

connected destination does not receive expected data or the sink detects high BER. Then,
the destination initiates the RBSP protocol which operates as follows.

* An alarming signal is backwardly disseminated toward the upstream neighbor by the
destination node (sink). The alarming signal is a short control packet which only
warns the upstream node of data disruption. We call this alarm a Rolling Back Alarm
(RBA) since it is backwardly transmitted. This alarm traverses through the control
network (OSCs). It is notable that even the severed channel could not impair the
RBSP protocol in view of the fact that the disconnection will stop the progress of the
RBA alarm to upstream nodes.

= [f the link has not been cut, the recipient of RBA (or the output sensor of the port) is
triggered to send an acknowledgment signal (ACK) to the downstream node(s). This
action is necessary to suppress any restoration process at upstream node(s). The node
also sends the RBA alarm to its upstream neighbor along the path (rolls back the
RBA alarm).

» [f the link has been disconnected, the recipient is not triggered and consequently, does
not acknowledge receiving RBA. The sender after a short waiting time, comprehend
that there is a disconnection. Then, a NACK signal is send to downstream nodes. The
sender launches a link restoration protocol. Generalized Loop-back restoration
scheme (GL) could be applied for a fast link restoration.

* Or, once the NACK signal is received by the destination, it will activate a path
restoration protocol such as Backward Restoration Scheme (BRS) to reroute the

affected traffic through an alternate disjoint path.
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* The identified location of the failed connection is flooded through the network. This
action is necessary to validate routing tables and also to prevent upcoming calls from
blocking as a result of the disconnection. As an advantage, receiving the failure
information by other nodes could accelerate their restoration processes.

Figure 6.3 illustrates how the RBSP protocol functions. As it has been shown, the

alarming signal (RBA) is rolled back toward the upstream nodes until it reaches the

disconnection. Then, the time-out node (waiting for an ACK signal) sends a NACK
signal to downstream nodes. In response to the NACK signal, BRS or GL is activated to
bypass the failed part and restore the connection through the shortest path between two

disrupted ends or two failed points.

6.7 Performance Evaluation

To evaluate the performance of the proposed protocol, we calculate the restoration time
for a regular matrix-formed mesh network. Mesh networks are the most popular kind of
networks, which have considerable potential for restoration purposes since they are at
least two-edge connected. For the sake of simplicity, we assume that the restoration path
can be established without either experiencing failure or going through more than » extra
links. In the first step, we calculate the required restoration time of RBSP for an example
path. Then, we compare the calculated results with that of BRS. The BRS scheme figures
out a restoration path between the d-s pair by probing alternate paths in parallel [Zeh02].

v

@ L]

3)

00

Figure 6.3: The illustration of the required steps to detect and restore a failure in RBSP.
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In the next step, we generalize the calculations and compare the results. We define the
connection restoration time for a broken connection as a time taken to set up the
restoration path. We also define the following notation to calculate restoration times.

T, Time taken to restore a path by the BRS scheme.

ﬂ

L« Lime taken to restore a path by the RBSP protocol.

T, Time taken for the destination to detect a failure.

T, Time taken for a node to compute a new route (routing delay).

T, Time taken for a node to configure a switch (switching delay).

T, Time taken for a node to check signal loss condition.

T, Propagation delay between two adjacent nodes considered equal for all links.

N, Number of hops between a source-destination pair.
N,  Number of hops from a severed connection to the destination.

In the following example, we assumed a 6-hop working path of a mesh network has been
disconnected at the 4™ hop. We also showed few extra links and nodes around the failed
link since they will be used for setting up the restoration loop and path.

As it has been depicted, the restoration time by the RBSP protocol is,
Tipsp =T, +5T, +14T, +4T.
Similarly, the corresponding restoration time for the BRS scheme would be,

Typs =T, +8T, +16T, +4T..

To generalize the problem, we assume that a failed link is successfully restored by a loop

of n links. Therefore, the connection restoration time with RBSP is estimated as follows:
Topsr =T, + (N, + 0T, + (N, + )T+ 0T, +(n+ )T, + (N, +n-1)T,.  (6.1)
On the other hand, the required restoring time by the BRS scheme is equal to,
Tyrs =T, +(Ny +n=1 + (N, +n-1 +(n+ 1), + (N, +n=1)T,.  (6.2)
Asaresult,if 7. and 7. are assumed equivalent, the difference in the restoration times is,

TBRS o TRBSI’ = 2(N.Vd - Nd - 1)T/7 + (N\»d - Nd +n- 2)T, (6-3)
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It is reasonable to assume that the location of a failure is uniformly distributed along the

path. From this assumption we have,

N_,+1
EIN,J= = (6.4)
Therefore,
N,+2n-5
Tyns = Tipep = (N sd 3)Tp + (d—‘_)T; (6.5)

The distance between two nodes s, d would be,

d sd

=[x, = x|+ ]y =yl
Where (x,,y ) and (x,,y,)are the x-y coordinates of the source and destination,

respectively. We assume that the coordinates of source and destination are independent

and also x and y coordinates of each are independent uniform random variables

distributed. Thus, for a mesh matrix-formed network of (M+1) (N+1) nodes, we have:

P(x, =m)=P(x, =n)=

3 Vm?’/l:O?l)..‘)M)
M +1

1
P(y.=p)=P(y,=q)=——, Vp,q=0.1,---, N,
N+1

Then, the expected value of the distance is given by,

E[a"w,] = E[]x_\_ —xd]]+ E[{y\ -y,

|

In order to calculate the average distance we use the distribution of ‘xs -Xx,

and § V., =V,

as follows, respectively:

P(x, —x,|=0)=) P(x, =k)P(x, =i—k),

P(

oo vl=N=D Py, =Py, = j— k)
k

where k in the above summations take all possible values. We easily get:

P(x“—xd\:i):—~——2(M+1_l), Vi=12..M,
M(M +1)
. 2N +1—-1i )
P(y'\_y‘/':]):——g\/(Nﬁ—l))’ Vi =12,
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Therefore, we can get the following results,

Eﬂx_ —xd\]=ii(2w+l_[)]= M+2

MM +1) 3

i=0

Similarly, we have

]:N+2

N
D

Eﬂy.y —Vu

(6.6)

As a result, we can define the expected value of the distance based on M and N as

follows:

o

BRS:

Figure 6.4: Hlustration of different time delays for implementing RBSP and BRS.
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]:M+N+4

Eld,, : 6.7)
b
or E[N\-d]: Mﬁ‘_
’ 3
Hence, taking into consideration that £ (a’]’_ ; ) =N, , equation (6.5) is generalized to,
M+N-=5 M+N+6n-11
Tgs|n = TRBSI’ln = ( 3 )Tp + ( c )T, (6.8)

Although, the first part in equation (6.8) would be negative for M+ N<5, in view of the

fact that the second part is always positive since n>2 and7, <<T,, we could conclude

that the resulting equation is always positive.
Another important point is that for a fixed », the result of equation (6.8) increases linearly

by the network size. As a result, RBSP considerably outperforms BRS in large networks.

6.8 Conclusion

In this chapter we proposed two novel fault localization protocols called Fault
Localization Signaling Protocol (FLSP) and Rolling Back Signaling Protocol (RBSP),
which both function in the optical layer. The FLSP fault localization protocol is similar to
Pingger-Pongger protocol [Lu-04] with this difference that the proposed protocol is a
distributed fault localization technique. The FLSP protocol could be implemented in
sequential and broadcast ways. Similar to FLSP, RBSP disseminates controlling signals
in the OSCs to detect the location of a failure. Once a destination (sink) detects the
failure, it sends an alarming signal (RBA) to its upstream neighbor backwardly along the
lightpath. In response, the recipient sends an ACK signal back to the sender and rolls
back the RBA signal to its upstream node. If, otherwise, the recipient of RBA does not
see the RBS, no signal is sent back to the sender. Then, after a short waiting period, the
sender sends a NACK signal to the downstream nodes and also launches a link
restoration process (e.g., the generalized loop-back restoration mechanism). The
proposed protocol comprises several advantages: due to locating the faulty connection,

the restoration could be achieved by link restoration which is generally faster than path
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restoration; the protocol takes place in the optical layer and maintains a high-speed; the
RBSP protocol validates routing tables and secures upcoming calls from trapping into the
failed link. We calculated the restoration time of RBSP and compared it with that of
Backward Restoration Scheme (BRS). The results reveal that RBSP has a much shorter
restoration delay. This achievement comes at the cost of increasing traffic in the control

network (OSCs) and adding optical sensors to output ports.
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Chapter 7. Limited-perimeter Vector Matching Fault

Localization Protocol

7.1 Introduction

HIS chapter deals with the issue of fault localization in the all-optical domain. In
Torder to provide the maximum level of transparency, the protocol skips any optical
power monitoring or spectrum analysis at intermediate nodes. Accordingly, the protocol
is activated when a set of alarming sinks emerges in the system. The proposed fault
localization protocol is implemented by means of five distinct phases: pausing, flooding,
multicasting, matching, and concluding phases. The key point, which distinguishes the
proposed protocol from link-state protocols, is that the fault localization is dynamically
restricted to a relatively small area called “limited-perimeter”. Owing to restricting the
fault localization area, the associated time and space complexities are dramatically
narrowed down. In addition to decreasing the computational complexity, the restriction
enables the protocol to track down simultancous multi-failure. To evaluate the
performance of the proposed scheme, the time and space complexities are calculated and

the results are compared with those of a boundless link-state protocol.

7.2 Path or link Restoration

Debates over the pros and cons of dynamic restoration techniques, including path and
link restoration protocols continue as the introduced versions are improved and new
versions are proposed. However, the following comparisons highlight some of their
merits and drawbacks and justify our focus to develop a fast and capable tault
localization technique to be employed by link restoration.

Link restoration is a single-hop point-to-point, while path restoration is an end-to-end
recovery technique. Link restoration restores the atfected path with generally less number

of links than path restoration. Consequently, link restoration decreases the number of to-
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be-reconfigured switches and the associated restoration delays. In addition, since link
restoration keeps a number of working links (segments of the working path) in place, it
preserves the network load balancing. In other words, link restoration does not create a
sudden chaos in the system. However, link restoration could cause congestion around the
failed link. In addition, this technique may set up considerably long restoration loops.
Although, this phenomenon could severely alter the protocol functionality, typically it
only happens in highly loaded networks. Link restoration is always followed by a fault
localization interval. The fault localization time for large network could be long and
undesirable. However, at the expense of the fault localization delay, routing tables are
mended and restoration processes are completed faster.

In contrast, path restoration implementation does not require any fault localization and is
started immediately after a fault alarm is activated. However, path restoration could be
time-consuming for distant s-d pairs and also when networks are heavily loaded. This is
mostly due to performing reconfiguration procedures and often repeating these
procedures for alternate paths before successtully establishing restoration paths.
Furthermore, link restoration only removes the failed link capacity by pinpointing the
failure location, while path restoration practically removes the affected path capacity
from the network resources by excluding the entire set of affected paths.

Thus, we focus on link restoration due to the reviewed merits and in particular its high
restoration speed. Consequently, in this work we propose a fast fault localization scheme

applicable to link restoration.

7.3 Limited-perimeter Vector Matching Fault Localization

Protocol

In this section we explain in detail our proposed protocol called Limited-perimeter Vector
Matching fault localization protocol (LVM). We assume that each fiber is multiplexed in
the applied network. Then, the number of lightpaths traversing a link could be as large as
the multiplexing degree. In general, once such a link fails, the following scenario will be

shaped:
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A group of affected sinks detects signal loss or high BER by dropping the data. Since we

assume that the occurred failure is only detectible by end terminals, for instance at the

connected OXCs or OADMs, the closest sink to the failed link would be the first one that

discovers the failure. The LVM protocol is launched in reaction to the alarming sink as

follows:

The alarming sink is recognized as a potential executive-sink. If the linked OXC
drops the data of more than one lightpaths passing through the failed link, then the
shortest lightpath among them is chosen as the associated path to the potential
executive-sink.

The potential executive-sink pauses for a pre-determined period of time to allow the
entire network nodes to reach their steady states. The pausing interval is very short
and defined based on the network characteristics, including the diameter and the
average propagation delay.

Every potential executive-sink reports its status to the network nodes by flooding a
corresponding alarm. The alarm encapsulates the node ID and also the path length.
Accordingly, every potential executive-sink receives other potential executive-sinks
information. Figure 7.1 shows a group of potential executive-sinks along with their

ID and associated path lengths, in an example network with 25 nodes having the link
12-15 failed.

Figure 7.1: Potential executive-sinks compete for
conducting the LVM protocol.
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* Each recipient then compares its path with those of other recipients. If its path length
is the smallest among others, it recognizes that it can act as the executive-sink and
conduct the fault localization. In case there are several equal path lengths, the
recipients also compare IDs. In such a case, a sink with the smallest ID is selected as
the executive-sink. Other criteria for selecting the executive-sink in such a case are
also possible.

* In the next step, the executive-sink creates a vector of its affected lightpath links. Let
us call this vector Affected-Link-Vector (ALV). Meanwhile, the executive-sink also
defines the limited-perimeter, which comprises all the ALV neighboring nodes and
links. Figure 7.2 illustrates the ALV path and the coupled limited-perimeter, in our
example.

= The executive-sink multicasts a copy of the ALV vector to the nodes within the
limited-perimeter. Receiving the ALV vector suppresses the recipients from taking
further steps as potential executive-sinks. Note that the suppressing action is
performed only on the nodes within the defined limited-perimeter. Consequently,
those potential executive-sinks, which have not received ALV, have a chance to run a
second LVM. To avoid having either coincident LVMs for a single failure or
inefficiently fault localization, a second LVM has to be performed only after
checking the result of the first LVM.

* FEach ALV recipient creates its own link-vector and compares its elements with the

Figure 7.2: The limited perimeter defined by sink 16.
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ALV vector. The outcome of elements matching is demonstrated by means of a
binary vector correspondence to ALV. For an affected lightpath, the corresponding
cell of the binary vector is set to 1 if the same link is found in the recipient link-
vector. In contrast, the corresponding cell of the binary vector is set to 0 if the
examined link is not matched with any elements of the recipient link-vector. For a
working lightpath, reverse order of bits show analogous conditions. The matching
vector along with the recipient status (“1” for working and “0” for failed) is reported
back to the executive-sink.

» The executive-sink collects the binary vectors from the nodes within the limited-
perimeter. It performs logical AND on the binary vectors to define the disconnection.
If the executive-sink could not define the disconnection in this stage (if there are more
than one bits set to “1” in the binary vector), it could launch the second round of
search by extending the limited-perimeter to a further edge. For instance, the limited-
perimeter could expand over the neighbors of the considered nodes.

* The executive-sink broadcasts the location of the failure. Then, network nodes update
their routing tables to facilitate ongoing restoration procedures and guarantee
upcoming connections, not to try over the failed link.

* In the last step, a link restoration protocol such as the generalized loop-back protocol

[Med02] is exploited to restore the affected paths.

7.4 A Descriptive Example

In this section we describe the procedures of the LVM protocol by means of an example
mesh network. For the sake of simplicity we assumed that only few lightpaths have been
established in the network. It is obvious that increasing the number of lightpaths will
accelerate the matching process since additional binary vectors are supplemented. We
demonstrate each link by its two end-nodes. Let us assume that link {12- 15} is
disconnected while the established lightpaths in the network are: Pi= {5- 12- 15- 19- 20},
P2= {10- 11- 12- 15- 16- 25}, P3= {3- 6- 9- 13- 16}, P4={11- 12- 15- 16}, P5s= {14- 11-
12- 13}, Pe= {14- 11- 12- 15- 16- 17}, P7= {4- 5- 12- 15- 20- 22}, Ps={5- 12- 15- 20- 24-
23}, Po={17- 25- 24- 23}, and Pio= {12- 15- 19- 18}. Then, the disconnection affects
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several paths, including P1, P2, P4, Ps, P7, Ps, and P1o. Since path P4 has the shortest path
and also the smallest ID, sink 16 wins the competition among all potential executive-
sinks and becomes the executive-sink. Accordingly, the related limited-perimeter,
comprising all the neighboring nodes of the executive-sink path, is specified as it has
been illustrated in Figure 7.2. Hereafter, only paths within the defined limited-perimeter
are involved in the fault localization procedure.

As the first step in the matching procedure, the ALV vector of executive-sink is formed
by sink 16 and disseminated to the limited-perimeter nodes. As a result, all the sinks
receive a copy of ALV as follows:

w2 | 1215 | 1516

If we assume that the ALV recipients respond based on their distance from the executive-

sink, then, sink 17 would be the first recipient which makes its own link-vector and

matches up its elements to the ALV vector.

-t | ot | o1-15 | oas-16 | 1617 |

The related matching vector of this sink is tailored by setting the corresponding cells of
an equivalent binary vector to ALV. The path status is attached and the resulting binary
vector is sent back to the executive-sink. Note that in practice, only a binary vector of 4

bits 1s sent back to the executive-sink.

11-12 12-15 1
1

Next, sink 13 generates its link-vector and compares it with ALV. Although this path has

not been aftected by the failure, it should reply to the executive-sink since it has been

extended within the limited-perimeter.

[ a1 [ -2 [ oi2-13 |

Since this path is in the working state, a reverse order of bits is presented in the

associated binary vector.

11-12 12-15 15-16
0 1 1

Then, after receiving this vector, the executive concludes that link {11-12} has not failed.

Later, sink 25 makes its link-vector and compares it with the ALV vector.
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| to-1t | -2 | oa2-1s | 1516 | 1625

As a result, its mutual links and status is reported back to the executive-sink as follows,

11-12 12-15
1 1

Then, sink 20 generates its link-vector to discover the common terms with ALV.

Lol 1215 [asii9 ] aecpn

The following matching vector is disseminated to the executive-sink.

112 12:15
0 1

Although executive-sink is still receiving binary vectors from other sinks (P7, Ps, P1o), it

is able to discover the failed link {12-15} at this stage.

i)

0 1 0

Finally, the executive-sink broadcasts the failed link information to the network nodes.

7.5 Performance Evaluation

In this section we evaluate the proposed protocol in terms of time and space complexities.
To simplify the calculations, we divide the fault localization procedure to the following
discrete phases:
I. The pausing phase

[I. The flooding phase
IIT. The multicasting phase
IV. The matching phase

V. The concluding phase

In Phase I, the network nodes pause to reach their steady-state conditions. The related
pausing period is determined by the average distance between s-d pairs, i.e. £ [d.\_l,] and
the expected value of propagation delays between neighboring nodes, i.e. o .
T,=Eld, . (7.1)
During the second phase, potential executive-sinks flood their information through the

network. In this phase, the sink with the shortest path and ID wins the competition and
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conducts the LVM fault localization procedures. The associated flooding time interval is
given by,

T, =Da, (7.2)
Where D stands for the network diameter based on the number of hops.
Delay in multicasting phase is also related to £ [a’.\_l,] since the maximum path lengths
within the limited-perimeter comprise at most two additional hops to the shortest path.

Therefore, the associated delay equals:

T, =(E[d ]+ 2), (7.3)
The order of computational complexity of matching two vectors with lengths £, and L, is
O (L1L,). Therefore, the computational complexity of comparing each two vectors in the

matching phase is on the order of O(afxld2 d.., ) Thus, the computational complexity in

average 1s on the order of O(E[a"S J ]2) . If we assume that all recipients perform this

process concurrently, the related delay for phase IV is proportional to the computational

complexity as follows:

T,=Eld,| B, (7.4)
Where [ represents the computational cycle.
Finally, we assume that the last phase could be completed in a single time cycle, .

Therefore, the overall delay for the defined phases is calculated as follows:
Ty = ZTI = E[d.\-d ]0‘ + Do + (E[d.\'¢/]+ 2)05 + E[d\'d ]2 p+p, (7.5)
i=1
Let us now calculate the time complexity based on a matrix-formed mesh network with
M+1 by N+ nodes. The distance between any s-d pairs is calculated as follows. The
detail of calculation can be found in Section 6.5.

M+N+4
E[a’.s-d]=—~—~+3 2 (7.6)

Now that we calculated the expected value of the distance between s-d pairs, we are able

to present the time complexity based on M and N.

Signaling Protocols for Survivable All-optical Networks 90



T/,w:ZT/:(M'*N)O‘*‘(WjZO(*‘(WJ B+ P, (7.7)

i=1 J

If we assume that S >« , the calculated delay is mainly related to the quadratic term.
However, ¢ for some networks could be much larger than . Then, we investigate the
effect of varying these parameters on 7),,, to find the dominant term. To reduce the
number of variables, let us assume that M = Nand f=1. We vary « based on N,
ie.,a=N2N,---. Figure 7.3 illustrates the results of our comparison. The plotted curves
reveal that when « =2N =M + N both terms have the equal effect on the delay (note
that for an example matrix of M = N =5, o is found to be 10 when J is set to 1).
However, as « increases, its related delay becomes dominant.
On the other hand, the space complexity can be calculated by defining the following
phases:

I. The multicasting phase

II. The matching phase

In the first phase, nodes within the defined limited-perimeter received a copy of ALV.

Assuming that m bits represent each link, we have
S, =mEld,,], (7.8)
In the matching phase, the executive-sink receives matching vectors with the ALV length
from » recipients. Then,
S, =nEld ], (7.9)
Therefore, the space complexity would be equal to,
S = (m + n)E[d‘w,]

(}’}’Z+}’Z)M+N+4

S = , (7.10)

For comparison, let us consider a distributed link-state protocol that does not impose any
restriction on the searching area. Similar to VLM processes, we calculate a lower bound

on the time complexity as follows:
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TX:(M+N)3a+(WJ B+ 1, (7.11)
Correspondingly, the space complexity would be,
S, :(m+M+N)(Mj, (7.12)

Comparing these results with those of the LVM protocol demonstrates the advantages of

the proposed protocol in accelerating the fault localization process and saving memory.

Ty =Ty = (Wja , (7.13)
Sy =Sy = (M"‘N_”Z)(wj, (7.14)

In addition to the proven enhancements, LVM would be able to localize multi-failure.
Multi-failure detection and localization is possible if the defined limited-perimeters do
not overlap (no link or nodes is shared between limited-perimeters). Note that multiple
failures cannot be localized simultaneously since only a single executive-sink is

recognized after the flooding phase. Consequently, a second executive-sink can be

Comparison between Delays

—— BNZ+16N+21)

350

250+

Figure 7.3: A comparison between the propagation and computational delays.
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discovered right after the first executive-sink multicasting phase. However, this may
produce multi-running LVMs for a single failure and cause inefficient processing. To
eliminate this problem, a second LVM has to be performed only after checking the result
of the first LVM. Thus, multiple failures could be consecutively identified by a short
interval between them. Since the time difference between two tandem failures
pragmatically is not zero, we infer that LVM can fast and effectively respond to multi-

failure cases.

7.6 Conclusion

In this chapter we proposed a novel fault localization protocol applicable to all-optical
networks. The proposed protocol namely, Limited-perimeter Vector Matching fault
localization protocol (LVM) is highly efficient due to operating in the optical layer. The
protocol implementation could be described in five steps. First, the system is paused to
reach the steady-state condition. Second, the connected sink to the shortest affected path
is identified to conduct the fault localization protocol (the executive-sink is chosen).
Third, based on the executive-sink path links, a relatively small region called “limited-
perimeter” is defined. Then, the executive-sink path information (Affected-Link-Vector)
1s disseminated to the nodes within the limited-perimeter. Forth, each recipient compares
its own link-vector with ALV and sends the matching results via an ALV correspondence
binary vector back to the executive-sink. In the last step, the executive-sink, through
performing logical AND on the binary vectors, discovers the failed link. We evaluated
LVM in terms of time and space complexities against a similar boundless centralized
protocol. The analytical results reveal that the time and space complexities are less than
those of the counterpart protocol. The difference in performance grows as the network is
expanded to a larger one via increasing the nodes (the diameter) or/and the distance (the
amount of average propagation delay). These outcomes were logically expected since
LVM could dynamically define and limit the fault localization area. In addition to
providing lower complexities, the protocol is able to pin down and locate multiple

failures if they occur in non-overlapped limited-perimeters. Thus, we conclude that LVM
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is a powerful fault localization method with remarkable advantages for survivable

transparent all-optical networks.
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Chapter 8. Conclusion

8.1 Concluding Remarks

ETWORK survivability or the network ability to withstand failures is an important
Nfea‘[ure of every reliable network. Accordingly, creating resilience in high capacity
transparent WDM networks is a basic requirement for designing the next generation of
optical networks. When financial and physical resources are limited or where scalability
is needed, dynamic restoration protocols are preferred over protection mechanisms for
recovery purposes. However, most of the introduced and developed restoration
techniques for opaque optical networks are not applicable to transparent all-optical
networks. Furthermore, the restoration techniques exclusively devised for transparent
optical networks reroute affected traffic to completely disjoint paths to skip fault
localization. Rerouting traffic to alternate disjoint paths, in the absence of fault
localization, introduces several problems, as detailed in Section 6.2.

To upgrade recovery techniques, compatible/competent fault localization mechanisms
need to be deployed in all-optical networks. Although, several fault localization
techniques have been previously introduced, most of them are not well-matched to
optical networks. In addition, SONET/SDH fault detection techniques, which are
significantly developed and widely used, with their current features are not applicable to
all-optical networks. Therefore, it is essential to devise a specific kind of fault
localization to be used as a perquisite for connection restoration mechanisms and also
preserve the high speed of all-optical networks. This thesis takes the first necessary steps
in developing high performance fault localization and rerouting techniques by
introducing novel signaling algorithms. These protocols use signaling to either detect the
location of a failure or to set up the most efficient restoration path. We have introduced
two signaling methods for fault localization namely, Fault Localization Signaling

Protocol (FLSP) and Rolling Back Signaling Protocol (RBSP). Applying these fault
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localization protocols increases the speed of fault localization, maintains the network load
in a better balance, and also prevents blocking caused by invalid routing decisions.
Consequently, it enhances bandwidth utilization and network performance. We have also
proposed Limited-perimeter Vector Matching (LVM) protocol that highly enhances the
fault localization performance in large transparent optical networks. We have analytically
calculated the average restoration delays for those fault localization protocols and shown
the resulting improvements. However, the improvements come at the price of increasing
traffic in the Optical Supervisory Channels (OSCs).

In addition, we have introduced a novel bandwidth allocation protocol called Signaling
Nested Reservation Protocol (SNRP). This protocol could noticeably increase throughput
by reallocating reservations bandwidth to non real time data. We have statistically
modeled and calculated the increase in the network throughput. We also proposed two
novel dynamic restoration scheme called Minimum Weighted-path Restoration Protocol
(MWRP), and Open Link Restoration Protocol. These protocols open a new window to
high-efficiency dynamic restoration by partially path restoration. We have evaluated their
performance through extensive simulation. Also, we have numerically proved that the
proposed signaling protocols offer exciting enhancements in terms of system availability
and reliability to all-optical WDM networks. However, due to sophisticated nature of

these protocols, we observed increases in the computational complexities.

8.2 Future Research

As an extension to this work, the following list of open problems is suggested as potential
future research areas:

The proposed fault localization mechanisms only locate faulty links/channels. Further
improvements and provisioning could enable them to additionally detect faulty nodes.

In the Nested Signaling Reservation Protocol (NSRP), we have considered networks
survivable. The failure of any node or link in the control network may bring the entire
network down. Furthermore, the effect of failures in data channels can halt ongoing data
transfers and decrease the efficiency. We have assumed that those types of failures have

been foreseen and prevented. One solution to this problem would be to provide a dual
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control network and also alternate paths for virtual connections through the network. This
requires adding more resources, which ultimately increases network costs. Another
related work can bring the probability of failures into the analysis. However, the analysis
will become much more complicated.

This work has assumed that wavelength conversions are possible and prompt.
Investigating the impact of deploying real wavelength conversions with current features
over various topologies for the proposed restoration and fault localization protocols is

another problem to be solved.
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Appendix A

Simulation Program

We have used MATLAB 6.5 for simulating the performance of the considered restoration
protocols. Since this simulation has involved both real time and discrete-events, it has
been challenging and lengthy. Therefore, the main program and the linked functions have
been written in modules to be easily debugged. The simulation model consists of a main
program and several key functions which establish the network architecture and
circumstances. These functions create the network topology, generate calls, produce
tailures, and finally evaluate the restoration protocols. In the following, we describe some
key tunctions.

The first function shapes a matrix, namely switching matrix which develop the network
structure. Switching ports (input and output ports coupled to each wavelength) are
simulated such that each row corresponds to a certain node in which a particular
wavelength is supported (locked/unlocked). Accordingly, the number of rows in the
switching matrix is defined by multiplying the number of nodes by the number of
wavelengths. A row of the switching matrix which is “in use” is filled with the user
(caller) ID, the blocked time, the released time (based on the caller data size), the status,
and other related information respectively. A “1” in the status cell of each row indicates
that the related port (wavelength) is locked by a request. Routinely, the row is cleared at
the release time of the call.

The second function generates request calls by creating a matrix, namely calling matrix.
Each row of the calling matrix is filled by the information of a call, including the source,
the destination, the data length, the arrival time, and ID.

s-d pairs in this matrix are randomly selected in the way that no pair obtains identical
nodes. Time intervals between calls and the data sizes in the calling matrix follow

exponential distribution functions with parameters A and A

request Data

respectively. The
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average of the arrival rate (1) is
/II'L’([IIU.\I

set to be 1 sec and the average of the Topology /
Calls
data rate (—_) is 10 sec. A constant Failures
data > _l

value of 0.125 sec 1s added to the data

column of the calling matrix to avoid

having a negligible data size. In our
Next call

.

simulation, the calling matrix has been

created by 200 calls. Therefore, it

comprises 200 rows.

To investigate the impact of failures, a

failing matrix similar to the calling

matrix has been created. Failure The switchine data

locations are random variables with

Uniform distribution. Failure

Mutual finks between
Restoration loop &
working path

occurrence times are randomly picked
within the first and last arrival time

range. Failure durations are also

Release the redundant
random variables and could last up to links
10 sec. For the purpose of our I
Configure added

simulation, we have generated 10 switches
.. le B
fatlures. Y

Co=Co++:

We set the average fault localization

time to be 0.05 sec. The configuration m

time of OXCs is considered fixed and

equal to 0.125 sec for all calls. The

average propagation delay is set to

0.025 sec on each link. The Figure A.1 Main flowchart of the compared

. restoration protocols.
computational cycles are assumed to be P
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0.00001 sec. We assume that each re-routing decision takes 0.01 sec. Without loss of
generality, we assume that each node performs full wavelength conversion, i.e., a
lightpath could comprise any free wavelength on its way. We assume a zero holding time.
This means that if unsuccessful, a lightpath reservation is dropped immediately.
(Research has proven that the holding time does not have a significant effect on
throughput). We relax the initial retry-list, which restricts the set of wavelengths under
consideration to the multiplexing degree.
Eventually after generating all the network matrices, the switching, calling and failing
matrices have been sorted on the arrival/occurrence time columns to arrange and define
the order of events. Note that the release time of the existing calls and the repaired time
of the created failures have been included and sorted as complementary events. To
include these events, copies of the calling and failing matrices, with an exchange on their
arrival and release time columns, are added to the data and the entire data is sorted.
Finally, the main program calls three performance evaluation functions, namely path,
joint path, and link restoration functions. These functions examine the restoration ability
of the applied protocols and illustrate the associated throughput via the related curves.
Figure A.1 depicts the associated flowchart of the main program.
The effects of the following parameters on the performance have been observed:
*  Multiplexing degree: The number of virtual channels (wavelengths) supported by
each link changed between 2 and 16.
= Network size: The simulation is run over symmetrical mesh networks of size 3x3 to

9x9.
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Appendix B

Confidence Interval Estimation

Let X be an unknown parameter to be estimated based on a random

sample X, X,,---, X, from a distribution with that parameter X. We want an interval [L,

n?

U], where L and U are two statistics calculated from X, X,,---, X | such that the interval

includes X with a pre-assigned probability,]1 —« . Specifically, we want to have

P{L< X <U} 21-a regardless of the true value of X. Note that L and U are random

variables, being functions of X, X,,---, X, so [L, U] is a random interval. It is called a

100(1 - )% Confidence Interval (CI), 1 —« is called confidence level, and L and U are

confidence limits.

Consider a random sample X,,X,,---,X, with N(u,8") distribution, where &° is

assumed to be known and g is the sample mean X . From the properties of the normal

distribution, it follows that there is 95% probability that X falls within a distance of

1.96% from,u:P{y—l.%yms)(s,uﬂ.%%m} X is within a distance of

1.96% from g if and only if g is within a distance of 1.96% from X .

Therefore,wehave,PL:)?-L%% < g)?+1.967 :U}:O.%-
[ Jy A IN

For instance if we consider a group of data for 10 independent runs per simulation

experiment: X |, X,,---, X .= 85,89, 98, 83, 88,77, 94, 92, 80, 89; then, we can calculate
our parameters including X = 875, 64261, and 1.96 ‘5m = 3.9768. As a result,

confidence limits would be [£=83.5232, U=91.4768]. In our simulation results, 90%

confidence intervals are depicted by “*”.
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