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Abstract

Energy efficiency is playing a major role in the proliferation of low-power wireless sens-
ing and identification systems. Hardware, firmware and communication protocol design
processes of such systems are becoming increasingly adapt to low-power techniques en-
hancing the device lifetime, range, and efficiency. This thesis focuses on the cross-layer
security and medium access techniques for low-power wireless embedded devices. Layer
interactions in these systems are pointed out and algorithms taking advantage of these
interactions are proposed.

To improve the security of stationary systems, anomaly detection based algorithms
can be used with various parameters at different layers. We introduce two distributed
anomaly detection based security algorithms for wireless sensor networks, using the phys-
ical layer signal characteristics and network layer arrival patterns. By analyzing the
received packet features at different layers, a node can effectively identify an intruder
impersonating a legitimate neighbor.

In a wireless sensor node, the radio is the main energy spending component. To limit
energy consumption, wireless sensor nodes are periodically waken up and put to sleep.
This duty-cycling operation still constitutes the major energy drain for battery powered
wireless sensor architectures. Duty-cycling also imposes major constraints on the medium
access and network layer operations of sensor nodes. We propose a hardware based
solution in which an RFID wakeup system eliminates the duty-cycling completely from

sensor operations using a boosting circuit and a low-threshold rectifier. This solution

i



removes the burden of duty-cycling on the upper layers with a physical layer approach.

Efficiency of RFID systems can be improved with smart slot selection algorithms in
MAC layer for slotted ALOHA based MAC protocols. We introduce a MAC scheme
where tags select their transmission slot based on their distance from the reader which
is deduced by the received power levels. Slotted ALOHA based RFID MAC algorithms
achieve smallest total reading time when, at each reading round, the frame length is set
equal to the actual number of remaining unread tags. We present an a posteriori tag
count estimation algorithm for these RFID MAC protocols from the collision statistics

of the previous reading round.
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Chapter 1

Introduction

1.1 Research Motivation

Low-power wireless electronics is on its way to revolutionize environment monitoring and
industrial instrumentation. The use of embedded systems is a ubiquitous part of our daily
life, from simple devices such as alarm clocks to more complex gadgets like cell phones.
In the near future, these systems will be enhanced to create intelligent environments re-
sponding to ambient conditions. The number of networked embedded systems is growing
in environment monitoring, health care systems and smart spaces. Such networks usually
consist of large number of nodes organizing themselves into multihop wireless networks.
Although labeled with a general title, embedded systems vary greatly in complexity, re-
sources, connectivity and security requirements. They can be designed to perform only

a few tasks occasionally during their whole lifetime with small batteries or they can be
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real-time systems with intense computational tasks controlling very important tools and
processes that require high levels of speed and security. In this thesis, we concentrate
on the cross-layer design aspects of very low-power and short-range embedded wireless
systems, namely, passive and active radio-frequency identification (RFID) devices and
wireless sensor network (WSN) nodes. The differences between wireless sensor nodes
and RFID tags are getting less and less visible. In addition, there are now many imple-
mentations that use both technologies complementary to each other. Given the growing
concerns of security and dependability, embedded system designers must pay greater
attention to security in system design. Generally for the wireless embedded systems,
specifically for the RFID systems, security and energy efficiency are the major obstacles
to the proliferation of the application areas. Wireless communications is inherently more
open to abuse and security flaws compared to wireline systems. Networked or not, se-
curity challenges for these low-power wireless devices are more serious because of their
resource constraints.

In traditional layered design paradigm, each layer provides interfaces to neighbor-
ing layers and acts alone to perform its own tasks. This increases modularity, helps
standardization and provides a framework for new designs and algorithms. Layers can
independently choose their encapsulation schemes, packet lengths, headers and if nec-
essary, error control and retransmission schemes. Protocols at different layers can be
modified without affecting other layers as long as the interfaces are kept intact. Indepen-

dency of each layer assumes that whatever happens at other layers, a specific layer has to
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try its best to accomplish given tasks. Each layer has to be designed with built-in mech-
anisms to detect and act on the specific conditions, without receiving actual signals. On
the other hand, layered design paradigm might sometimes end up in non-optimal designs
because of the restricted functions of each layer that do not allow a joint optimum for the
whole system. The independent operation of layers may also cause different sort of layer
interactions which may have adverse effects on the performance. Such interactions are
generally given the name cross-layer winterference. An algorithm operating at a specific
layer, or using the services of a specific layer may not function due to cross-layer inter-
ference. Layered design paradigm has other shortcomings as well. Diverse applications
with different QoS needs may not be supported using the provisions of layered design
paradigm alone.

Cross-layer design is a general term used for the design solutions seeking optimum
solutions through different sorts of layer cooperation. Cross-layer design solutions include
the coupling adjacent layers, joint optimization of layers and other sorts of cooperative
resource management techniques. In most cases, cross-layer design solutions require
exchange of information such as measurements or statistics not provisioned in the layered
design paradigm.

Layered design paradigm needs modifications especially in the face of growing wireless
communications area. In general, wireless applications has to work in the capacity-limited
broadcast communications medium with fast time-varying channels and high error rates.

There are also growing number of heterogeneous applications in wireless networks with
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strict constraints which change the design principles across all layers. Strictly layered de-
sign methods can be especially limiting for low-power wireless embedded systems because

of their limited resources dedicated to each layer.

1.2 Research Contributions and Thesis Qutline

In Chapter-2 we give an overview of cross-layer design techniques and a background
study on the specific needs of wireless low-power embedded systems that can benefit
from them. We analyze general properties and system design parameters of the wireless

sensor and RFID systems from the medium access and security perspective.

1.2.1 Anomaly Detection Using Physical Layer Signal Charac-
teristics

Traditional symmetric and asymmetric key based cryptographic security solutions are
difficult to apply to large scale and low-power wireless systems where key management is
a challenge. Anomaly detection based security algorithms are designed with the goal of
detecting unusual data or behavior patterns that do not conform the established system
normals. Compared to the cryptographic solutions, anomaly detection based cross-layer
security algorithms can be more easily implemented in resource constrained environ-
ments. They can be applied using various parameters at different layers in stationary

systems. In Chapter-3 we present such a security scheme [54] for wireless sensor net-
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works, using the physical layer signal characteristics. We introduce a novel dynamic,
distributed and learning algorithm to detect anomalies in received signal characteristics.
We show that by looking at the received packet features at different layers, a node can
effectively identify an intruder impersonating a legitimate neighbor. The introduced de-
tection algorithm is distributed and immune to instantaneous measurement spikes since
it raises alarm flags if the deviations of short term statistics from the long term statistics

are persistent over the event log.

1.2.2 Network Layer Traffic Anomaly Detection

Sensor network traffic models, especially the variations experienced by a single node is a
new area of research since there are not many practical and widely used sensor network
deployments yet. Another reason for difficulty is the dynamic and unpredictable nature
of sensor network traflic even if they have low packet rates. In Chapter-3 we also present
a security algorithm [55] to detect packet arrival rate anomalies. We first introduce a
new arrival model for the traffic that can be received by a sensor node and devise a
scheme to detect anomalous changes in this arrival process. Our detection algorithm
keeps short-term dynamic statistics using a multi-level, sliding window event storage
scheme. In this algorithm, arrival processes at different time scales are compared using

node resourcewise computable, low-complexity, aggregate features.
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1.2.3 Elimination of Duty-Cycling for Embedded Wireless Ra-
dios

Battery powered low-power wireless radios used in sensor nodes must mostly be in sleep
mode and periodically waken up to detect wireless transmissions. This operation is called
the duty-cycling of the sensor radio. In Chapter-4 we detail an RFID wakeup system
to eliminate the energy draining duty-cycling operation. We aim at collecting enough
energy from the RF signal emitted from the regular low-power sensor radios capable
of occasional high power burst transfers. We introduce a boosting circuit and a low-
threshold Schottky diode based rectifier for this goal. We demonstrate that a passive
resonant voltage boosting circuit and the rectifier system can wake up a sensor radio
thereby eliminating the need for the duty-cycling process for wireless sensor nodes. The
cross-layer aspect of this work is the elimination of the constraints imposed by duty-

cycling on medium access and networking layers by a physical layer solution.

1.2.4 Distance Based Slot Selection for RFID MAC Protocols

One of the major design problems in RFID systems is an efficient tag reading scheme
minimizing both the number of collisions and the total reading time of all the tags
in range. In Chapter-5 we first summarize the challenges of medium access control in
passive RFID systems. We then introduce a new MAC protocol for passive RFID systems
[57). The protocol is designed as an enhancement to framed slotted ALOHA MAC

protocols in which tags randomly select a slot number on a given frame size. We show
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that the completely random slot selection in framed slotted ALOHA systems is not the
optimum approach to the slot selection problem. To minimize the collision probability,
our protocol, uses a cross-layer approach for tags to select the most appropriate time
slot in a given frame. Tags use the maximum and minimum received power levels of
the reader-tag communications to choose a slot number. We test our algorithm under
various tag deployment and density scenarios and show that it decreases the tag collision

probability in both random uniform and evenly spaced dense tag deployments.

1.2.5 Tag Count Estimation in RFID MAC Protocols

The performance of RFID MAC algorithms is expressed in terms of the total time it
takes by a reader to read all the tags in the reading range. It is proven that this
class of algorithms achieve smallest total reading time when, at each reading round, the
frame length is set equal to the actual number of remaining unread tags. An important
design challenge to increase the performance of this class of algorithms is to estimate
the remaining tag count before each reading round. In Chapter-6 we introduce an a
posteriori tag count estimation algorithm [53] for these RFID MAC protocols from the
collision statistics of the previous reading round. We compare the algorithm with the
optimum, lower bound and other a posteriori estimation algorithms and demonstrate
its efficiency. The introduced algorithm also achieves a much smaller computational
overhead compared to the other schemes in the literature.

Chapter-7 concludes the thesis with a summary and a discussion of possible future
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work directions.
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Chapter 2

Background

Small, low-power wireless devices are now an important part of our daily lives. Intelligent
algorithms using system resources efficiently through information sharing and commu-
nication among system components can increase the capabilities of these devices for
important system tasks such as networking, medium access control and security. Con-
nectivity, especially in the wireless form, exposes embedded systems to attacks. The
advances in microelectronics and integrated circuit (IC) technology increases the poten-
tial for incorporating elaborate protection algorithms while at the same time opening
doors to new vulnerabilities. In this chapter we will first overview the vulnerabilities of
wireless embedded systems and defense methods. We will then analyze the cross-layer
design techniques to increase the system performance at different layers and for different

system goals.

10
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2.1 RFID and Wireless Sensor Systems

RFID and sensor technologies are getting integrated at two different contexts: At the
application layer, sensing and identification applications are becoming increasingly in-
terrelated and unified. At the hardware technology and architecture level, passive RFID
methods of powering low-power radios are starting to be utilized to overcome the energy
bottleneck of the ad-hoc wireless sensor network deployments. From many aspects, the
individual sensor node and the RFID tag can be treated under the main title of low-
power unreless embedded device. Security and energy efficiency are two essential pillars
of design principles of these systems. Although design and operation principles are very
simple, widespread use of embedded wireless technology comes with complex security
and privacy issues. Sensitive health-monitoring tasks and biometric data use is growing
in low-power wireless applications, hence the demand for dependable secure operation is
increasing. New generation of RFID tags often include built-in sensing capabilities. Sen-
sor network deployments for environmental monitoring and home applications are also
starting to include RFID based unique identification means for data origin determination
for sensory reportings where a global addressing structure is not in place. Integration
of sensor networks to the global RFID database opens a wide area of applications. For
example, any object to be identified with RFID technology can also transmit and relay
context related information thereby changing the landscape for information gathering.
With sensory additions, RFID systems bring context aware computation means to the

logistics systems. However, as expected, the merge of these two technologies brings
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new security and privacy challenges. With the improvements in complementary metal-
oxide-semiconductor (CMOS) and other semiconductor technologies, main low-power
sensor ICs, the radio and the microcontroller require a decreasing amount of power for
the same distance communication and the same number of computations. This fact,
combined with more efficient communication protocol stack and security schemes, makes

the active and passive technologies increasingly similar.

2.1.1 Security of Wireless Sensor Networks

[EEE 802.15.4 [1] is the standard for low-rate, low-power Wireless Personal Area Net-
works (WPAN) that defines the physical and the medium access control layers. It sup-
ports 900 MHz and 2.4 GHz bands with data rates up to 250kb/s. ZigBee specification
which is developed by the ZigBee industry alliance builds network and application lay-
ers on top of the 802.15.4 specified lower layers. 802.15.4 uses the Advanced Encryption
Standard (AES) [21] in different modes to provide confidentiality and integrity. The AES
has a very high theoretical security and is proven to be a good overall design for various
architectures. In [45], software implementation of various block-ciphers are tested for
their performance on an ultra low-power microcontroller. This study reveals that the
overhead induced by AES may be high compared to other block ciphers in some micro-
controller architectures. However, as the hardware implementation of AES is gaining
popularity and it is a standard requirement for 802.15.4 compatible transceivers, AES

will remain as the dominant security mechanism for WSN nodes for years to come. In
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an AES enabled WSN, attacks often exploit the vulnerabilities in the embedded imple-

mentation of the algorithm.

2.1.2 Security of RFID Systems

An RFID system consists of two components: a transponder, or tag and a reader, or
interrogator. The tag carries the actual data and is attached to the object to be identified.
Tags can be passive or active. A passive tag obtains all of its energy for communications
and data processing from the electric or magnetic field of the reader. An active tag on
the other hand includes a battery. The general operation of a passive tag is given in
Figure-2.1.

5—-—-———77 . N N
\ - Tag

| CLOCK
Reader — U H ENERGY

| e .o
7*74\/ re

}
| Reader u \‘ T ‘e Tag

Figure 2.1: Passive tag communications

RFID systems are categorized according to fundamental operating principles, tag

complexity, operating frequency, range and powering methods. According to hardware
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complexity, RFID tags can be low-end, mid-range and high-end systems. Low-end sys-
tems are mostly low-cost, low-power one-bit transponders with no medium access control.
Mid-range tags allow reading and writing on their memory. They can be addressed and
they can support cryptographic security primitives. High-end tags such as smartcards
allow complex authentication algorithms. Top-end smartcards carry cryptographic co-
processors allowing complex calculations. There are three main physical operation types
for RFID tags: inductive coupling, electromagnetic backscatter and close coupling.

Inductwely coupled transponders receive energy from the reader generated strong
electromagnetic field which passes through the transponder’s coil area. This electromag-
netic field induces a current proportional to its strength (decreasing with distance), the
coil area and the number of windings, providing energy to the transponder. Majority of
inductively coupled systems use either 30-300 kHz low frequency or 3-30 MHz high fre-
quency ranges. They constitute about 90% of today’s RFID systems [28]. Their range is
less than 1 m. Inductively coupled systems use load modulation to transfer data from the
transponder to the reader. A resonant transponder is a transponder with a self-resonant
frequency same as the transmission frequency of the reader [28]. In load modulation, a
resistor on a resonant transponder switched on and off according to data which effects
the voltage across the reader and transmits data.

Electromagnetic backscatter transponders reflect back the electromagnetic waves cre-
ated by the reader. The radiation power of the waves decreases with the square of the

distance from the source, therefore a much weaker signal is returned to the reader by
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the passive backscatter transponder. Increasing frequency increases reflectivity hence
these transponders use ultra high frequency (UHF) range at 900 MHz or 2.4 GHz. Short
wavelengths at these frequencies enable the construction of smaller antennas than the in-
ductively coupled system coils. The UHF backscatter systems are also called long-range
systems since they can transmit at up to 5 m apart from the reader.

Close coupling systems are powered through the magnetic field generated on the
transponder coil when it is placed between the two windings of the reader carrying high
frequency alternating current. The transponder can be coupled up to 1 cm away from
the reader. The frequency used is usually less than 30 MHz. Close coupling is used in
contactless smart cards which are common in secure identification systems.

Because of the very limited useful energy that can be converted and used at the
passive transponders, they can send information only to very limited distances. Active
transponders on the other hand, are very similar to WSN nodes with their activation
methods being the only functional difference. A WSN node generally uses duty-cycling
(put to sleep and waken up periodically to check for the incoming message) whereas an
active RFID tag is activated the same way as passive tags. Since there is no duty-cycling,
active tags have longer lifetimes compared to wireless sensor nodes. Active backscatter
transponders have significantly higher ranges but their use is limited because of the
maintenance and cost issues associated with battery use. The other transponder type
is the semi-passwve transponders which use battery to retain memory contents or to do

data processing; their radio functions supplied power through the reader as in passive
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readers.

In any system, security is a function of available system resources. Providing security
in the light of very limited system resources is the main design challenge for low-power
wireless embedded devices which is the topic of this study.

Security and privacy breaches such as unauthorized reading and writing of the RFID
tags can cause a wide range of problems from small monetary losses for the retailers
to major disruptions in the supply chain [58]. In many cases, the data contained in an
RFID tag should be protected against unauthorized reading. This privacy problem is
especially important for the RFID systems storing biometric data for authentication such
as RFID enabled passports. With the growing number of such sensitive fields, security
issues surrounding the RFID technology have become a major concern. RFID systems’
security also depend on the bigger picture. Other components of the system such as
the database management system and middleware also have to be designed securely.
The information derived from the tags has to be safely processed and transferred to
processing centers. However, in this thesis we concentrate only on the embedded device
level security issues.

Different RFID technologies come with different problems and require different solu-
tions. Device capabilities and available energy determines the use of security algorithms.
In general, when security is concerned, the generalizations should clearly specify the tar-
get sub-area. As a general rule, short range systems can provide more power to transpon-

ders hence complicated security algorithms can be implemented. Low power usage at
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the transponder increases the range of passive RFID systems. Higher transmit power,
increased antenna gain are the other factors effecting the range of an RFID system. If
an RFID system has a higher range, it can be powered from far, thus can be read from
far. The problem is also partly due to the fact that in long range backscatter systems
the power at the tag is very limited and it is a challenge to use full-scale cryptographic
primitives on a general-purpose microcontroller powered by RF energy. Authentication
and encryption operations, even in their simplest versions, require the capabilities of a
microcontroller, hence when such algorithms are implemented at a tag, enough energy
has to be transmitted to power the microcontroller running these algorithms.

It is not possible to talk about an operating system or a security software in RFID
systems. Both devices merely contain communications and encryption units. However,
even bare bone cryptography can be a challenge for RFID devices. Mainly because of
the technology oriented power limitation and application oriented cost constraints, RFID
tags usually contain a few thousand logic gates as computation elements. Especially in
the case of UHF backscatter tags, until recently, it was not possible to equip them even
with very low-power microcontrollers that will perform cryptographic operations. Many
lightweight and minimalist protocols are proposed for this resource constrained environ-
ment [6,17,62,63]. Recent studies such as [11] demonstrated the use of conventional
strong cryptographic algorithms on a UHF RFID tag. Ultimately, the use of microcon-
trollers in the UHF tags is an efficient rectifier design problem, that is able to collect

and supply enough power to tag’s microelectronic circuit and the ultra low-power micro-
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controller. All RFID devices contain non-volatile memory in various forms. The unique
identifiers of RFID tags are stored using non-volatile memory. In addition, all the em-
bedded code, including network stack and security algorithms also have to be stored in
the non-volatile memory. Therefore, elaborate security algorithms increase the size of
non-volatile memory. Security solutions also require volatile memory tied to processor -
usage.

In [70] authors explain and demonstrate the possibility of application layer malware
for RFID systems that was thought to threaten only more capable higher level systems.
RFID viruses and worms, and other attacks such as sniffing, tracking, spoofing, replay

and denial of service create important vulnerabilities for RFID systems.

2.1.3 Component Selection for Secure Wireless Embedded Sys-
tems

The security of an embedded system as a whole is strongly dependent upon its subcompo-
nents, hence it is important to select proper building blocks. Main building blocks of an
embedded system are various generic or Intellectual Property (IP) based IC subsystems,
mostly designed by other companies. The hardware and software security vulnerabilities
of these components have direct effects on the whole embedded system security. Here
we give a general characteristics of the components that are vital for the security of

low-power wireless embedded systems.
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Secure Embedded Microcontrollers

Other than very simple RFID systems that operate with a few thousand logic gates,
most wireless embedded systems contain a general purpose microcontroller as the main
computational element.

Many protection schemes such as voltage sensors, clock speed sensors, light sensors,
metal layers, bus encryption and password protection are used in high-end processors [2].
For secure computation in general purpose processors operating at resource constrained
environments, dedicated hardware is the preferred solution since it can achieve better
performance with lower energy consumption. Hence, at the low-end market, cryptopro-
cessors are generally implemented as crypto co-processors in microcontrollers. Crypto
co-processors and pseudo-random number generators decrease the power consumption
and increase the speed of cryptographic operations. An embedded crypto co-processor
is a tamper resistant processor that performs requested cryptographic operations using
protected secrets. They are used in various applications requiring different levels of se-
curity. They can also support on-board key generation. Unlike smart cards which are
specifically designed to protect against most known attacks, the majority of low-cost,
low-power microcontrollers offer only weak protection [36] [7]. However, low-cost micro-
controller designs are increasingly adopting secure design features from high-end secure
microcontrollers.

Low-end crypto co-processor are increasingly becoming a part of our everyday lives

through low-power wireless devices and smart cards. AES crypto co-processors are now
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implemented in all IEEE 802.15.4 compatible low-power sensor transceivers [24, 50, 80],
various RFID devices and smart cards [27,32,52]. These co-processors are also used
for digital signature and identification and can implement complex authentication and
encryption schemes such as RSA and Elliptic Curve Cryptography (ECC) [4]. A processor
for low-power application should have low energy consumption and should fit in small
chip area. It should be low cost and at the same time be robust against attacks. Such
a processor also needs flexibility for changing program size in terms of volatile and non-

volatile memory capacity.

Microcontroller selection for WSN nodes and active RFID tags

The microcontrollers used in active wireless devices should also have additional enhanced
features. Since long device life-time is the most important design goal, consuming low-
power and providing various power-down modes are the most important features of a
processor designed for such applications. There should also be enough memory space
for network stack and security algorithms. The processor should also be low-cost, fast

enough to execute time-critical tasks with a wide operating voltage range.

Duty-cycling operation In order to save energy, the low-power transceiver and pro-
cessor of a battery powered sensor node have to be put into sleep (power-down) mode.
The nodes wake up periodically and check the air for preamble. The periodic wakeup of
the radio is the task of the processor. The periodic duty-cycling may be enforced syn-

chronously in the subnet, in which case precise timing of the wakeups are necessary. To
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provide such timing, a sleeping processor will need to keep its low-frequency clock (oscil-
lator) running continuously. Therefore, low-jitter, low-frequency internal clock feature of
a processor is essential. When a preamble is detected during the wakeup, a node wakes
up with all peripherals and prepares to process the incoming packet stream. One of the
main design decision in sensor network deployments is to build an efficient duty-cycling
mechanism, that will provide maximum system lifetime while maintaining application
requirements. In this context, the proper use of low-power modes and the programming

API is also critical.

External Interrupts If there is no duty-cycling, external interrupts are used to wake
up the node from the sleep state. The powered-down processor in this case is waken
up with a general purpose pin interrupt. Low voltage level interrupt capability and fast
wakeup from the power-down modes is an important feature for microcontrollers that

will be used in WSN nodes. Fast wakeups also decrease current consumption [81].

Radio selection

Passive RFID circuits are simple transceivers that operate at short ranges. Depend-
ing on the applications, cost, frequency band, size and form should be decided. Some
applications may require higher reliability and faster response. The design should be
modified according to application requirements and the budget. Unlike the rather sim-
ple transceiver circuitry of the passive tags, active tags and sensor nodes use full-featured

low-power radios. These transceivers have to satisfy following criteria:
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Power consumption A transceiver operates in four major states: sleeping, listening,
receiving and transmitting. In low-power WSN or active RFID transceivers, listening,
receiving and transmitting modes consume similar amount of power, on the order of
10 — 15 mA. In the IEEE 802.15.4 standard, transceivers spend most of their operational
life in a sleep state; each device periodically wakes up and listens to the RF channel
to determine whether a message is pending. This is done through the detection of a
preamble. Since listening mode is as power consuming as transmitting and receiving,
and it occurs periodically according to duty-cycle, it is the major energy drain for duty-

cycled embedded designs. This is also referred to as idle listening.

Fast wakeup Whether duty-cycled or not, transceivers should leave sleep state as fast

as possible to listening state so as not to miss further from the preamble.

Output power High output power improves connectivity, decreases error rate but also
drains the batteries faster and may expose the network to outside. High output power
also increases interference to other close frequency devices. According to application
needs a suitable output power should be selected. Programmable output power feature of
a transceiver can be used to adapt the radio to different network and connectivity setups

either statically before the deployment or dynamically during the operations.

Protocol stack and standards A protocol stack consists of layers of abstraction.

Each layer provides well-defined interfaces to neighboring layers and uses interfaces pro-
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vided by them. Basically, a network protocol stack consists of four main layers: Physical,
medium access control (MAC), network layer and application. If an IEEE 802.15.4 com-
pliant radio is selected, physical and MAC layers embedded in the radio firmware can be
readily used instead of developing, for example, an in house collision avoidance scheme.
Configuration options can be use for creating different, standard topologies. In general,
the abstraction IEEE 802.15.4 provides in addressing, framing, channel access, acknowl-
edgements and security is valuable for flexible designs. Standards also enforce specific
data rates, frequency and modulation schemes that increases interoperability of devices

from different vendors.

2.2 Cross-Layer Design Approach

The protocols at different network layers designed to function independently may in-
terfere constructively or destructively with each other. Joint dependency of the system
performance on more than one variable may be different from the single dependencies
and it may be unpredictable. A system can also be effected by the interacting algorithms

at different layers [34,74,78,79]. Cross-layer system design goals can be achieved by

e Joint Design: It can be defined as jointly designing multiple protocol layers. It can
also be defined as smaller scale coupling of adjacent layers to increase performance.
This definition suggests a layer synergy and a joint optimization for managing same

resources cooperatively.
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e Information Exchange: Cross-layer design can also be defined as the exchange
of information between layers. This information is not the part of the interface
provisioned in the layered design paradigm. Examples are the measurements (e.g.,
signal strength of the links), statistics (e.g., retransmission count of the MAC layer)

or any other information that might help other layer operations.

In order not to complicate maintenance and incrementally improved future designs, cross-

layer algorithm design should preserve the basic functional divisions of the protocol layers.

2.2.1 Cross-Layer Design Parameters in Low-Power Wireless
Systems

General resource allocation solutions for multihop wireless networks naturally target mul-
tiple layers. At the application layer, increasing number of heterogeneous applications
with different QoS constraints effect the design principles across all layers. Limitations
imposed by the layered design rules have important effects on the capacity and perfor-
mance of wireless networks. Hence, various cross-layer network optimization techniques
are proposed for wireless networks. Wireless applications use capacity-limited broad-
cast communication medium with fast time-varying, high error rate and fading channels.
Wireless links are unstable and have very high error rates compared to the wireline
links. Wireless systems are also effected by high contention at the MAC layer. Op-
timal use of the broadcast channel by the MAC layer can be very complex and may

require distributed solutions [47]. Optimization based approaches to the resource allo-
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cation problems is studied in the context of TCP congestion control algorithms. These
approaches are difficult to apply to wireless networks because of the time-varying links,
user mobility, multi-path, shadowing effects. Wireless links have varying propagation
delays and connection-level instabilities. Cross-layer network optimization solutions are
also challenged by the increasing adaptation of heterogeneous networks where wireline
and wireless devices co-exist. In general, cross-layer design solutions for wireless net-
works target a better adaptation of upper layers to varying link and network conditions.
Designing algorithms with guaranteed minimum throughput under these conditions may
be challenging in most cases. Various parameters that can be jointly used to improve

the system performance in these challenging conditions are summarized as follows:

e Physical layer: transmit and receive power levels, modulation scheme, transient

characteristics of the RF signals,
e MAC layer: Persistence and delay parameters, sleep-awake schedules,

e Network and upper layers: Packet types and reception rates, application dependent

packet statistics.

2.2.2 Examples of Cross-Layer Techniques
Channel state dependent techniques

Channel state dependent techniques make use of the instantaneous channel state of

users while making scheduling decisions. In these techniques, fast changes in channel
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state are exploited to give users with good channel state higher priority. From the
cross-layer design point of view, channel state, which is a parameter of physical layer,
is propagated to upper layers. One main example of such a scheme is CDMA /High
Data Rate (HDR) [5]. In CDMA/HDR the channel state is periodically measured by
the user and sent to the basestation. By constantly reporting to the base station their
instantaneous channel capacity, users in an HDR system help the smart scheduler at
the basestation take advantage of channel variations by giving priority to users with

instantaneously better channels.

Transmit power control

Transmit power has implications across almost all protocol layers. It effects error rate
at physical layer. At the MAC layer, interference characteristics are heavily dependent
on power level of the transmission. Transmit power also changes the topology for the
network layer. Many energy efliciency techniques developed recently make use of the
transmit power control for longer network lifetime. Joint decision making about the

transmit power level is therefore a must for an optimum protocol stack design.

MAC and network layer communication

QoS improvements to the IEEE 802.11 wireless LAN protocol necessitates the commu-
nication between the MAC and network layers. The MAC protocol checks the type of
the packet it received from the network layer and gives different priorities to data and

control packets. The joint design of MAC and network layers is now a part of IEEE
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802.11e standard where MAC layer treats the network layer packet according to preset

priorities using queuing, scheduling and back-off mechanisms.

Routing based on different parameters other than topology

Traditionally, routing is a network layer task that is done using only topology informa-
tion. New routing strategies taking into account node parameters such as remaining node
energy, node transmission and processing capabilities, channel parameters and transmis-

sion energy efficiency considerations are examples of cross-layer design methods.

Wireless TCP and ECN

Wireless channels are much more lossy compared to wireline links. Since TCP is originally
designed for wireline networks, the packet losses in wireless environment significantly de-
grades TCP throughput. In TCP, routers indicate congestion by dropping packets which
forces sources to decrease their transmission rate. TCP cannot differentiate between
congestion related losses and wireless channel related losses. Even the temporary bad
channel states causes sharp congestion window reductions. Explicit Congestion Notifi-
cation (ECN) is a method proposed to differentiate between congestion related losses
and other losses [75]. If congestion is explicitly notified, senders will not mistakenly
lower their transmission rate because of the temporary bad channel state or transmission

errors. In this case drop reason is propagated to transport layer for different actions.
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Side-Channel Attacks and Defenses

The increased capabilities of wireless embedded devices also facilitated the implemen-
tation of powerful embedded security algorithms. At the same time, a new class of
attacks called side channel attacks are developed using the device level information leak-
age. Independent from the theoretical strength of the security algorithm, various type of
side-channel information, not traditionally considered during algorithm design are now
becoming weak links in the system design processes. A survey of side channel attacks
against smart cards is given in [33]. Various studies [48,60,73] pointed out the vulnerabil-
ities of AES against side-channel attacks. Sensor radios equipped with AES co-processors
are therefore vulnerable to side channel attacks. Side channel attacks against low-power,
low-cost devices are in general much more effective since the constraints prohibit the
implementation of strong countermeasures [56].

Timing [9, 42, 72], Simple Power Analysis (SPA) [41], Differential Power Analysis
(DPA) [13,43] and Electromagnetic Analysis (EMA) [68] attacks have the common fea-
ture of using information leaked at the physical device level to attack the application level
security schemes. Recent successful power attacks revealed the vulnerabilities of various
RFID system types. The study in [59] targets passive UHF backscatter tags and details
a method of measuring the power consumed by a tag during computations. The implica-
tions of this vulnerability is the requirement to build tags with cryptographic properties
resistant to such power analysis attacks, which increases their cost. The attack described

in [36] targets UHF RFID devices equipped with AES co-processors. The countermea-
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sures against these attacks also use the cross-layer information protection techniques like

blinding of the emitted signals or the redundant operations at the upper layers.

2.3 Chapter Conclusions

Designing secure embedded systems is a challenge in resource constrained environments.
Still it is possible to design dependable secure embedded systems if the various aspects
of the design are in line with the secure design principles for embedded systems. In this
chapter, we discussed the adaptation of the general design rules to resource constrained
environments. We concentrated our discussion on the low-power, low-rate, short-range
embedded systems. We also analyzed various techniques and algorithms that are devel-
oped against powerful attacks.

We overviewed the secure system design from both hardware and software perspec-
tive. Secure design today requires more than ever a holistic approach combining all
abstraction layers around the same goal: energy-efficient system and communication se-
curity. Because of this, both software and hardware designs are increasingly becoming
interrelated and dependent on each other. Ultimately, secure system design is a tradeoff
between capital resources to be invested for security and the actual value of the systems
being protected. With the widespread use of low-power wireless embedded systems in
critical applications, security vulnerabilities are no longer trivial secondary concerns but

major design challenges for both hardware and firmware designers.
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Cross-Layer Design for Network

Security

A sensor node is a tiny and simple device with limited computational capability and
broadcast power. Wireless sensor networks are generally provisioned to consist of a large
number of inexpensive nodes reporting their data to a central, more capable sink node
using multihop transmission. In general, it is assumed that sensors will be equipped
with non-rechargeable batteries and will be left unattended after deployment. However,
current and foreseeable future technology have put severe restraints on energy resources
of sensor devices. Because long term operation of nodes with limited battery energy is the
main design bottleneck of sensor networks, sensor network protocols have to be designed
to operate with minimum resource utilization. Security solutions for sensor networks also

have to be designed with the limited computational power, limited memory and limited

30
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battery life of sensor nodes in mind.

In general, network security solutions can be grouped into two main categories: pre-
vention based techniques and detection based techniques. Prevention techniques, such
as encryption and authentication, are often the first line of defense against attacks. De-
tection based techniques aim at identifying and excluding the attacker after prevention
based techniques fail. Detection techniques are divided into two major categories: signa-
ture detection and anomaly detection. Signature detection techniques match the known
attack profiles with the current changes, whereas anomaly detection uses established
normal profiles and detects unusual deviations from this normal behavior.

Prevention based techniques are vulnerable to wireless networking challenges. Shared
broadcast medium, the possibility of passive listening and resource-limited network el-
ements decrease the effectiveness of prevention mechanisms. The multihop nature of a
network also necessitates additional trust requirements among the nodes and increases
the vulnerabilities. Although wireless sensor networks have less complex routing re-
quirements when compared to Mobile Ad Hoc Networks (MANETS), securing a sensor
network as a whole with prevention based techniques is difficult because of the scala-
bility problems and the computation, communication and storage overhead associated
with these methods. There are numerous prevention based solutions for MANETs and
wireless sensor networks. There are also a few recently proposed detection based mech-
anisms for MANETSs that we will summarize in the related work subsection. Neither

prevention and nor detection solutions of MANETSs can be directly applied to wireless
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sensor networks. We give more detail about the differences between MANETSs and sensor

networks affecting the security requirements next.

3.1 Anomaly Detection Using Physical Layer Signal

Characteristics

In this work, we introduce a novel anomaly based intrusion detection method for wire-
less sensor networks suited to their simple and resource-limited nature. In many attacks
against sensor networks, the first step for an attacker is to establish itself as a legitimate
node within the network. Although sensor nodes have low computation and communica-
tion capabilities, they have specific properties such as their stable neighborhood informa-
tion that allows for detection of anomalies for various variables. To make a sensor node
capable of detecting an intruder a simple dynamic statistical model of the neighboring
nodes is built in conjunction with a low-complexity detection algorithm by monitoring
received packet power levels and arrival rates. We show that such characteristics can be
exploited to provide security to large scale sensor networks. The anomalies may present
themselves at many different network layers. As long as the implementation is resource-
aware, any layer may determine the normals of layer variables and trigger the intrusion

alarms for abnormal deviations.
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3.1.1 Motivation

Although wireless sensor networks belong to the general family of wireless ad hoc net-
works, they have their own distinctive features. The main differences between the
MANETSs and sensor networks from the security viewpoint can be summarized under

the following titles:

e Simpler device characteristics: Sensor nodes are small and inexpensive devices
with restricted transmit power (short range) and energy supplies. Due to low
computation and communication capabilities authentication and encryption based
security solutions are difficult to implement in a large scale sensor network. Unlike
typical mobile devices, sensor nodes spend a considerable amount of energy not
only while sending and receiving data but also in the listening mode [26]. Thus,

sensor networks are more vulnerable to resource depletion attacks.

e Lack of mobility: In most applications, sensor nodes are stationary. They stay
put wherever they are deployed. This decreases routing overhead. Most impor-
tant, in sensor networks, route request broadcasts of reactive routing protocols and
periodic updates of proactive routing protocols either do not occur or occur much

less frequently.

e Large network size: Sensor networks consist of large numbers of nodes. Security
architectures developed for small scale ad hoc networks are infeasible for resource-

limited large-scale sensor networks.
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e Stable communication pattern: In MANETS, nodes are assumed to communi-
cate among themselves (point-to-point). Most MANET applications require trans-
port layer connection mechanisms both for the construction and restoration of
flows. However, in sensor networks most of the traffic created as many-to-one spo-
radic transmissions, as nodes reporting sensor readings to a central, more capable
node. In sensor networks, data flow is directional. Each node presumably has a
single destination, a next-hop either toward a central node or a clusterhead. This

simple forwarding structure is immune to many elaborate routing attacks.

Routing in Sensor Networks

If a sensor network uses an elaborate routing protocol like a MANET, all the attacks
against this routing structure will apply to the sensor network as well. A review of such
routing attacks and counter measures are given in [38]. The attacks include changed
routing information, hello flooding, selective forwarding, sinkholes, wormholes and sybil
attacks.

However, since there are no mobility and no point-to-point links, we assume that
most large-scale sensor network communications will be in the form of many-to-one
transmissions as ordinary sensor nodes reporting to single or fixed destinations in a
multi-hop fashion with relatively stable paths (similar to rooted trees). There will be no
specific communication between the nodes requiring network-wide route request floods.

Indeed, in a large scale sensor network, arbitrary point-to-point communication is neither
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feasible, nor necessary. Instead, a particular sensor node will most likely use only the
nezxt-hop information to send its own packets and to forward its neighbors’ packets for
which it is the next-hop. There will also be no mobility and no irregular new node

deployments that frequently invalidate this simple forwarding structure.

3.1.2 Related Work
Prevention Based Techniques

Authentication and encryption based security schemes for sensor networks are adapta-
tions of security algorithms developed for MANETSs. These adaptations aim to decrease
the computation and communication overhead of these methods which were originally
designed for more capable and less resource constrained MANET nodes. An initial
overview of security constraints and a variety of approaches for key agreement and key
distribution for sensor networks were presented by Carman et al. in [10]. In [65], Perrig
et al. introduce a symmetric key cryptography technique adapted to resource limited
sensor networks. The architecture in [65] consists of two main building blocks. The first
block, SNEP, provides confidentiality, authentication and freshness between source and
destination. The second block, uTESLA, provides authentication for broadcasts. In [25],
Eschenauer et al. detail a random key distribution scheme for sensor networks. In the
key pre-distribution phase, a random key pool is selected from the key space. Each
sensor node is randomly assigned a subset of keys from the key pool. The shared key

discovery phase occurs after network deployment. A link between two nodes exists only
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if they are within communication range and they share a key. At the end, if the graph is
connected, and if two neighbors do not share a key, a one-hop link between the neighbors
can be formed by transferring a path-key over the already existing longer, secure path.
Three other random key distribution mechanisms for sensor networks are introduced by
Chan et al. [12]. The security analysis of major routing protocols and energy conserving
and topology maintenance schemes for sensor networks are explained in Karlof et al. [38]
together with major attacks and countermeasures.

Prevention based security schemes are difficult to implement especially over large
scale sensor networks. It is not feasible to implement a dynamic public key cryptography
scheme and to provide key exchanges with a trusted central authority. On the other
hand, symmetric key cryptography can be used to authenticate neighbors. In any case,
powerful encryption schemes will not be available because of the computational capacity
of the nodes. Thus, security provided to sensor networks with prevention-only techniques

is not always sufficient, or practical.

Detection Based Techniques

The first Intrusion Detection (ID) based security scheme for MANETSs was introduced
in [88] along with a general overview of requirements and architectural differences between
ID systems for wireline networks and MANETSs. In [34], Huang et al. detail an anomaly
detection technique that explores the correlations among the features of a MANET node.

The work in [35] is a simulation based study of the detection idea introduced in [34].
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In [89], some of the MANET routing protocols are used in simulations to detect intrusions
where a relatively small number of routing specific features are analyzed using well-known
classifiers as anomaly detectors. Authors in [84] present a more coarse-grained intrusion
detection technique based on the analysis of packet streams (both data and routing)
in an AODV [64] based MANET. Received packets are matched against a number of
state-transition attack scenarios describing different attacks.

In [31], the authors propose an intrusion detection system for 802.11 based MANETS
using radio frequency fingerprinting. In this work, the idea is that there are unique
hardware characteristics of tranceivers that cannot be forged. The nodes in the network
are identified by their signals’ transient portion. This enables a basestation to easily
identify an intruder using the identity of a legitimate node. The algorithm introduced
consists of steps such as calculating the variance of the phase, discrete wavelet transforms,
statistical classifiers and Bayesian filter. Although this method is appealing for sensor
nodes to identify their neighbors, the very limited computational resources of a sensor
node do not allow such a code to be executed efficiently.

Compared to the sensor nodes, dynamic nature of the MANETS necessitates more
complex routing protocols. This increases the number of both topology and routing
variables. Higher numbers of variables increases the chances of variable interactions
which may lead to the detection of even subtle deviations from the normal interactions
as shown in [35]. However such complex data mining schemes are beyond the capabilities

of the restricted sensor nodes. It is highly unlikely that a sensor node will have the storage
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and analysis capabilities required by such schemes even with low number of variables.

The ID systems designed for MANETS are therefore not suitable for sensor networks.

3.1.3 Securing Sensor Networks Using Detection Techniques

In order to prevent powerful intruders disrupting network operations, one has to look at
the specific properties of sensor networks. In this context, node cooperation relying on the
detection of deviations from expected neighbor behavior may be a feasible methodology.
Here, a cooperative solution refers to the attack confirmation and collective action of
neighboring nodes against intruders. The following are the key elements required for

such a solution:

e Nodes know what to expect from other nodes, particularly from their neighbors.
They detect and report anomalies to each other. The essential property of sensor
networks that allows for intelligent node decisions is the long term operation of the

network with relatively stable neighborhood information for each node.

e Nodes share the unexpected behavior of their neighbors with other nodes. This

provides confirmation and common action against the attacker(s).

Next, we illustrate the detection and containment of an intruder using node coop-
eration. In Figure-3.1, node B is an attacker impersonating a legitimate node. It can
be assumed that the legitimate node is destroyed, otherwise a node can easily detect a

node using its own id. When the suspicious actions of node B are detected by node A,
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it shares this with its relevant neighbors, nodes F' and E. If the overall picture reveals
an anomaly, meaning if a node learns that more than a fixed number! of other nodes
confirm the unusual patterns, it declares the node as an intruder. After hearing the
wntruder detected broadcast, other nodes detecting but not confirming (due to smaller
numbers of confirmations) the intruder immediately conclude that node B is the intruder.
With the overall action of neighbors, the attacker is contained. Detecting nodes may also

propagate this information to neighbors that are not yet aware of the intruder.

1 - B (intruder node masquerading as B) tries to
communicate with B's neighbors

2 - Nodes, F, A, E detect and confirm unusual patterns by
communicating with each other

3 -Nodes, F, A, E alert their neighbors; intruder impersonating
node B contained

Figure 3.1: An intruder containment example

LA number selected based on the deployment density
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The first step in designing such cooperative containment solutions? is the implemen-
tation of a node-based statistics gathering and analyzing algorithm. In the remainder of

this section, we address this part of the problem.

3.1.4 Attack Models for Wireless Sensor Networks

In this chapter, we consider the following types of attacks:

e Node Impersonation: In order to use or disrupt a sensor network, an intruder has to
establish itself as a legitimate node, most likely by spoofing the id of another node.
An attacker may then start to deplete the resources of the network or propagate

false alarms.

o Resource Depletion: This attack can also be seen as the next step of a successful
node impersonation attack. Because of the large-scale, multihop and cooperative
nature of sensor networks, an intruder can create a high volume of data and con-
trol packets that can quickly deplete the batteries of many nodes and disrupt the

network.

Nodes keep statistics about their neighbors. The attacks listed above reveal themselves

by deviations from the normal transceiver and traffic behaviors.

2The detection algorithm implemented does not have to be cooperative. Each detecting node may
take independent action without getting confirmation from its neighbors. This may well be enough
for containment. However, low-complexity cooperative solutions may greatly reduce false alarms and

increase detection capability.
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Assumptions

We make the following assumptions:

e The neighbors of a specific node do not change during the course of the analysis.

This means three things:

— Nodes are stationary
— A node transmits with the same power

— No new node is deployed

e Each node can uniquely identify its neighbors (using, for example, a manufacturer

assigned id). Nodes do not need to have unique network id’s.

e Data and control packet flows are directional and nodes use a tree based forwarding

structure as the routing protocol.

e All nodes are peer entities. They use the same hardware with constant transmission

power and run the same protocol stack.

e Each node has a clock that does not have to be synchronized with other nodes.

Features

The initial step in detection based security systems is the selection of system features that
will be utilized. Since large scale sensor networks have a rather simple routing structure,

stable topology and a low number of control messages, sensor nodes have relatively small
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numbers of features. We have selected the average receive power (in dBm) and average®

packet arrival rate (in packets/unitTime) as representatives of neighbor activities.

3.1.5 Detection Algorithm

Next important step is the selection of a detection algorithm which detects intrusion
patterns based on the rules. The complexity of a detection algorithm depends on the
number and characteristics of system features. A small number of noninteracting features
decreases the complexity of the detection algorithm.

We use the following distributed method which is in compliance with the storage and
computation capacity of a sensor node. The algorithm has a packet count based sliding
window approach. At every node, only the last B packets received from each neighbor
are used to calculate the statistics for that neighbor and each arriving packet is compared
against these values. We call B the main packet buffer length. If the packet conforms to
the statistics of the neighbor, it is accepted as normal and is used for new calculations.
The oldest packet’s values are removed from the list. We record the arrival time and
recewve power of each incoming packet.

To monitor receive powers for anomalies, min and mazx values of packet receive power
are updated with each reqular packet reception. An anomalous packet is a packet whose

receive power is below the min or above the max of receive powers currently kept in the

3Here the term average is used to refer to the sample arrival rate of the packet buffer, not the average

rate of the packet generating Poisson process which is represented by A.
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main packet buffer of length B. Depending on the sensor network deployment environ-
ment and the application, intrusion alarms may be raised with each anomalous packet
or after a predefined number of consecutive packets show anomalous patterns. In the
latter case, anomalous packets have to be kept separate from the regular arrivals until a
decision is made. We call the buffer used for this the intrusion buffer and represent its

length as B;. This system is shown in Figure-3.2.

B, consecutive anomalous packets

received; intruder alarm ]—T
—_— D

‘ ‘ etection

IR

Anomalous packets Intrusion Buffer

(length B,)
A normal packet received before
: buffer is full; insert all the
k%] packets in the intrusion buffer
into packet buffer
Packets Normal Packets
— P> IDS Rules
- Packet Buffer
A (length B)

Rules may be updated after each insertion

*¥ . A normal packet received after some consecutive anomalous packets (less than B,) empties the
intrusion buffer

Figure 3.2: Receive power anomaly detection
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To check packet reception rate anomalies, another packet count is utilized and rep-
resented by Bs. We keep two rates: the rate at which the last B, packets are received
(including the last packet), ratep, and the rate at which the last B packets are received,
rateg. If the ratio of these two rates is above a comparison rate threshold called K

((ratep,/rateg) > K ) an intrusion alarm is triggered. This method is illustrated in

Figure-3.3.
Intrusion Buffer
> I (length B,)
Incoming packet rate has
Packet rate: rateB, changed over a threshold;
trigger the alarm
Packets rateB/rateB > K
Detection
IDS Rules -
A
Packet rate: rateB
> Packet Buffer
(length B)

Figure 3.3: Packet arrival rate anomaly detection

We also change the value of K to see the effects of changing rules. Our sliding window
based approach is suitable for the nodal and operational characteristics of sensor net-

works. Keeping long term averages with long buffers, using sampling, or using averages
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updated starting from the beginning of the deployment may lead to false alarms. The
slowly decreasing battery power of nodes may raise false alarms due to drops they cause
in the transmit powers. The physical changes in the environment may also cause devia-
tions that may seem abrupt when long term statistics are considered. For this reason, in
our scheme, we propose keeping an amount of arrival statistics necessary to detect the
anomalies but immune to channel fluctuations. The number of packets after which we
conclude that the detection has failed is called the miss threshold and its length is repre-
sented with By,,ss7h-- If the anomalies go undetected for B packets, they will change the
characteristic of the main packet buffer and will never be detected. Therefore, By,,ss7h
has to be smaller than B.

Selection of proper B, By, By, K and By,ssthe values depending on security vul-
nerabilities has crucial influence as these values strongly affect both the probability of
detection and the detection time as shown in the next section.

With our proposed power anomaly detection scheme, for a successful attack, the at-
tacker has to keep its relative distance to each node previously hearing from the imper-
sonated node close to the previous distances. If the location of the intruder is significantly
different, the possibility of detection due to receive power anomalies increases. To break
into the network, the attacker also has to have either the same transceiver circuitry
or power control capabilities to perfectly emulate the transceiver of the impersonated
node(s). Our arrival rate anomaly detection algorithm forces the intruder to learn the

regular packet forwarding patterns of the impersonated node(s).
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3.1.6 Experimental Results
Propagation Model

We assume that the wireless channel does not change during the transmission of a whole
packet, however, it is random and independent from packet to packet. We use the log-
normal shadowing path loss model [69] to calculate receive power variations at different
packet receptions. We assume that the average received power decreases with distance
d as (1/d)?. Random fluctuations around this average are represented by a zero-mean
Gaussian random variable called X, (in dB) with standard deviation o (also in dB). The

general formula for this model is the following:

PL(d)[dB] = PL(dy) + 10/3zog(di) + X, (3.1)

In the equation above, PL(d) is the path loss from a distance d. It is calculated
using a close-in reference distance dy. The variable § is called the path loss exponent and
standard deviation ¢ is called the shadowing deviation. The received signal power, P,

from a distance d is then calculated using
P.(d)[dBm| = P,.[dBm| — PL(d)[dB] (3.2)

where P, is the output power of the transmitter. In addition, a packet is received only if
its receive power is above a threshold value. In our experiments, in accordance with the
results of recent low-power sensor transceiver circuitry and link characteristics research

presented in [14] and [90], we used the values listed in Table-3.1.



Cross-Layer Design for Network Security 47

Table 3.1: Shadowing and transceiver parameters

Parameters Values
B 2.5
o 5dB
dy 1m
Transmit power F;, 5dBm
Receive power threshold | —90d Bm

Intrusion Detection Using Receive Power Anomalies

In this section, we present the results of receive power level anomaly detection capabilities

of our algorithm with the simulation parameters given in Table-3.2.

Table 3.2: Simulation parameters-1

Parameters Values

Initial transmit power (training power) P, | 5dBm

Distance between nodes, d 25m
Receive buffer length, B 100
Miss threshold, B,;ssmhr 25

The Figure-3.4 represents the probability of false alarm with changing intrusion buffer
lengths, B; values. In this context, a false alarm means that the algorithm marks the
sender as an intruder although the power level variations are only due to the channel

variations as modeled by the shadowing model (at constant P,. of 56dBm).
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Figure 3.4: Intrusion buffer length B; vs probability of false alarm

In Figure-3.5 and Figure-3.6 we test the performance of the detection algorithm
against the sender’s actual transmission power changes and for different intrusion buffer
lengths (B;). This experiment requires an initial training period that teaches the de-
tecting node the normal receive power levels of its neighbor. For the first B packets,
we keep the transmitter’s initial power level of 5d Bm unchanged. Then the power level
of the transmitter is increased and the detection probabilities and detection times are
recorded. The number of undetected anomalous transmissions after which we conclude
that the detection has failed (ByyssThr) 15 kept constant at 25.

As expected, when the degree of anomaly increases, it is detected with higher proba-

bility and in a shorter period of time. In addition, smaller intrusion buffer lengths (B;)
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Figure 3.5: Intruder power vs detection probability

give better detection probability and detection delays, however they also increase the
false alarm rate. In actual deployments, this trade-off has to be judged according to

application security requirements.

Intrusion Detection Using Packet Arrival Rate Anomalies

We consider the following traffic model: during a fixed time slot, each node may sense a
phenomenon to report with probability p. This means, during that time slot, each node
may generate a packet with that probability, independent from other nodes. Therefore,
we approximate each node’s packet generation as a Poisson process with average rate

parameter A (packets/unitTime). We assume a lightly loaded network where there is no
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Figure 3.6: Intruder power vs detection time

queuing delay or other traffic interactions. Thus, the total number of packets received by
each node is a sum of independent Poisson processes which is another Poisson process.

To model the arrival rate anomalies we increase the average packet generation rate
of the neighbor to A,. The ratio of the two packet reception rates at two buffers
(ratep,/rateg) is checked against the rate threshold K. 1If the rate is greater than
K, an intrusion alarm is triggered.

Simulation parameters used for arrival rate anomaly detection are given in Table-
3.3. Intrusion detection based on packet arrival rate analysis requires a higher number
of previously received packet information, corresponding to higher B, By and Bss7hr

values.
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Table 3.3: Simulation parameters-2

Parameters Values

Transmit power P, 5dBm

Initial average Poisson rate (training rate) | A =1

New average Poisson rate An
Intrusion buffer length, B 1000
Miss threshold, BjssThr 1000

We first check the false alarm probability. Figure-3.7 represents the probability of a
false alarm with changing intrusion buffer lengths (Bs). Here, a false alarm is an alarm
raised because of the receive rate variations without an actual Poisson average sending
rate change (average rate is constant at A = 1 packet/unitTime).

We train the receiver with 1000 transmissions of average Poisson rate A = 1. The
intrusion buffer length B, is selected as 100 and the detection capability and perfor-
mance is evaluated as a function of A\,/A and with different K values. Bjssthr 1S kept
constant at 1000. Figure-3.8 and Figure-3.9 show detection probability and detection
times, respectively.

For the chosen magnitude increases in average Poisson rate, the detection probability
and time do not change significantly. On the other hand, as the rate threshold K de-
creases, performance of the detection algorithm gets better. However, this also increases
the false alarm rate. Again, the selection of K in actual sensor networks is a design

decision that relies on traffic and network properties.
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Figure 3.7: Intrusion buffer length B, vs probability of false alarm

3.2 Network Layer Traffic Anomaly Detection in Wire-

less Sensor Networks

In this section, we develop a new traffic model for a sensor node and devise a scheme to
detect anomalous changes in this arrival process. Our detection algorithm keeps short-
term dynamic statistics using a multi-level, sliding window event storage scheme. In
this algorithm, arrival processes at different time scales are compared using node re-
sourcewise computable, low-complexity, aggregate features. We introduce a real-time,
host-based anomaly detection method that detects the deviations from the established,

normal neighbor traffic profiles. Given a list of common operation environment assump-
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Figure 3.8: Arrival rate change (in \,/)) vs detection probability

tions, we introduce an arrival process model using a Pareto distribution with long OFF
and short ON periods. During the ON intervals, we create sub-processes. Each sensor
builds a simple statistical model of the incoming traffic for each neighbor. Short and
relatively longer term statistics are updated with each incoming packet and short term
values are compared against longer term values which are accepted as temporary nor-
mals. The deviations from the normality criteria are deemed anomalous since nodes lack
mobility and follow a predictable traffic generation behavior even if the multihop nature
introduces traffic aggregations or event clouds activate more than one node and cause

correlations.
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3.2.1 Modeling Traffic in Sensor Networks

Although there is a rich literature about distributed control, routing and medium access
protocols in sensor networks, there is so far no work on the traffic characterization in
WSNs from a single node perspective and under different operation assumptions. Due
to the multihop nature of the network, a sensor node will forward packets for other
nodes along with its own packets. The arrival process experienced by a sensor node will
be affected by the application, event reporting rules, the nature of distributed control
mechanism (power cycles, data aggregation and clustering algorithms), network scale

and the distribution of sink nodes. The following likely operating environment of a WSN
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can help us build a model for the arrival process experienced by a sensor node. Assume

that,

e sensors report event-based (in lieu of periodic reporting),

e when an event is detected, a sensor sends a fixed number of possibly identical

messages (to guarantee delivery), with short intervals,

e events to be reported occur rarely and the ratio (transmit time)/(idle time) is large,

on the order of a hundred,

e o sensor may forward other sensors’ packets; due to the light loaded nature of the

network, aggregate traffic also shows similar arrival patterns,

e an event cloud sensed by a single node is likely to affect more than one node;
therefore events cause neighborhood activation and gateway-like nodes along with

all other nodes on the path toward sink experience arrivals in bursts.

Based on the assumptions above, we create a general Pareto arrival process with
short bursts of ON and long OFF intervals. For each ON burst, we create a Poisson

sub-process. Figure-3.10 illustrates this compound process.

3.2.2 Intrusion Detection From Traffic Anomalies

In order to disrupt a sensor network, an attacker has to establish itself as a legitimate

node, most likely by spoofing the id of another node. He can then create a large amount,
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Figure 3.10: Arrival process model

of traffic and/or propagate false alarms. Because of the large-scale, multihop and coop-
erative nature of WSNs, high packet traffic can deplete the batteries of sensors quickly
and interfere with the network operations.

In order to prevent intruders impersonating legitimate nodes, a node may observe its
neighbors and can build an arrival process profile for each neighbor. Because of changing
wireless channel conditions, normal traffic profiles must be calculated dynamically. In
our algorithm presented next, normal profiles are updated with each received packet and

significant deviations are used to detect the intruders acting as legitimate nodes.
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Detection Algorithm

We assume that the neighbors of a node do not change during the course of analysis
Each node can unmiquely 1dentify 1ts neighbors and has a clock that does not have to be
synchronized with other nodes It 1s also assumed that the network 1s hghtly loaded and
there 1s no queuing delay or other traffic interactions The detection algorithm has a
packet based shding window approach At every node, only last B packets received from
each neighbor are used to calculate the statistics for that neighbor We call this buffer of
length B as the recewe buffer To detect anomalous deviations from the normality criteria
created by the receive buffer, another buffer that gives us shorter term statistics 1s used
This buffer of length Bj 1s called the wntrusion buffer When a packet arrives at a node,
1t enters into the intrusion buffer and the oldest packet in this buffer 1s dropped The
statistics about the observed features are updated at the intrusion buffer and compared
against the statics of the receive buffer If the comparison does not reveal an anomaly,
the packet 1s marked as normal and transferred to the receive buffer as illustrated in
Figure-3 11 Similarly, the oldest packet in this buffer 1s dropped and new statistics are
calculated

We record the arrwal time of each packet and check the mean and the standard
deviation of interarrival times of the packets in these two buffers An arrival 1s considered

anomalous 1if the following buffer feature comparison criteria holds
|mean(recBuff) — mean{imntBuff)| > K * std(recBuff)

If with the new arrival, the mean of the interarrival times at the small intrusion buffer 1s K
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Figure 3.11: Interarrival time anomaly detection

standard deviation of the receive buffer times different than the mean of the interarrival

times of the receive buffer, an intrusion alarm is set off. We also change the comparison

threshold value K to see the effects of changing rules. The sliding window approach is

suitable for the nodal and operational characteristics of sensor networks. Keeping long

term averages may lead to false alarms. Higher packet drop rates due to physical changes

in the environment may cause traffic changes that may seem abrupt when long term

statistics are considered. Therefore this algorithm keeps a reasonable amount of arrival

statistics necessary to detect the anomalies but immune to channel fluctuations. The

number of packets after which it is concluded that the detection has failed is represented
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by BpussThe. If the anomalies go undetected for a long period of time, they will change
the characteristic of the main buffer and will never be detected. Therefore, B,ss7hr
has to be smaller than B. Selection of proper B, Bs, Byussrhr and K values depending
on security vulnerabilities and available resources has crucial influence as these values
strongly affect both the probability of detection and the detection time as shown with

simulation results.

3.2.3 Experimental Results

We first create a general Pareto process with the Hurst exponent H. Given mean period
length of m time units (me, for ON and meg for OF F periods), calculate o and @
where Q = m(a — 1) and o = 3 — 2H. The length of a period is a random variable L
where L = Q(z~/* — 1) and 7 is a uniform random variable between 0 < = < 1. Each
ON period has a Poisson subprocess with average rate A. The new average rate used to

simulate anomalies is represented by A,.

Traflic Anomalies and Their Detection

To model the anomalies, both the Poisson and Pareto process parameters are changed.
The malicious behavior is modeled by assuming that an intruder will be changing in-
terarrival times by either constantly transmitting or disregarding previous long waiting
times between the bursts. During the learning process, we train the receiver with 1000

transmissions with the parameters in Table-3.4.
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Table 3.4: Training parameters

Parameters Values
Hurst exponent, H 0.9
Meon (in unitTime) 2
mog (in unitTime) 100.my
Poisson average rate, A (in packets/unitTime) 1
Receive buffer length, B 1000
Intrusion buffer length, Bj 100
Miss threshold, Bpes7hr 250

The system sets off an alarm if the absolute value of the difference between the mean
interarrival times are greater than K standard deviations of the interarrival times in the
longer buffer. For different K values, by varying Poisson sub-process average arrival rate
A we evaluate the performance of our detection algorithm observing the time it takes to
detect and the probability of missing an anomaly.

Figure-3.12 and Figure-3.13 show the changing characteristic of detection with dif-
ferent arrival rate increments. Increasing the average Poisson rate, decreases the mean
interarrival times, since the increase is more salient in the small intrusion buffer, a node
can detect such changes in the incoming traffic. The detection times are shorter and the
detection probabilities are higher for small K values.

Figure-3.14 gives the detection probability of anomalies created by perturbing the

Pareto parameter which takes values between 0.5 < H < 0.85 (new value, H,,).



Cross-Layer Design for Network Security 61

124’7 T T T T T T T T

B P

AR T
S 122+ o .
Q
X
Q
g ””””””” ~ A —
& 120f O —e— .
&
>
© =
= o
> 1181 ]
£ — S
p —&—K=1125| 7 TTTYMWM—— 3____#____,__4?3
2 —6—K=1.10
o 116 . b
g e e K= 1.075
° K=1.05
Q
()]
$ 114 1
Z R e A ——

- S
112 i 1 i A 1

1.4 1.6 1.8 2 2.2 24 2.6 2.8 3
new arrival rate (kn)

Figure 3.12: New arrival rate A, vs detection time

As H, approaches the training parameter (0.9), detection probability decreases and
the detection is easier with small K values.

Figure-3.15 shows the detection time of anomalies created by changing the mean
burst length m,, (hence meg) in the process. Detection is difficult when the new my, is

closer to the training value, 2 time units.

False Alarm Rates

The following parameters are used while checking the false alarm probability: H = 0.9,
m = 2, Poisson rate A = 1, B = 1000 and varying B3 and K values. A false alarm is

an alarm raised because of changes in the mean interarrival times of packets without an
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Figure 3.13: New arrival rate A, vs detection probability

actual process parameter change. Figure-3.16 represents the probability of false alarm
with changing intrusion buffer lengths (Bs). As the intrusion buffer length increases, false
alarm rate decreases. That is because longer intrusion buffer lengths are more resilient

against the effects of normal system randomness.

3.3 Chapter Conclusions

While designing security algorithms for WSNs, it is essential to keep in mind sensor
node capabilities. In this chapter, we have introduced novel anomaly detection based

security algorithms for large scale sensor networks using their stable neighborhood infor-
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mation. If each node can build statistical models for its neighbor characteristics, these

statistics can later be used to detect changes in them. We have shown that, by looking

at a relatively small number of received packet features, a node can effectively identify

an intruder impersonating a legitimate neighbor. In this chapter, we also introduced a

new traffic model that can be experienced by a single node in a large scale WSN. Using

a sliding window packet storage scheme, arrival-processes at different time scales are

compared and anomalous changes are detected. Our implementation is distributed in

nature, since the anomaly detection algorithm is executed at each node separately. Dif-

ferent routing, medium-access and distributed control algorithms will introduce different

features. Further research can focus on examining other node features to address specific
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vulnerabilities with limited sensor node capabilities in mind.
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Chapter 4

Elimination of Duty-Cycling For

Embedded Wireless Radios

The radio is the main energy spending component in a wireless sensor node. In order
to limit their energy consumption, wireless sensor nodes are periodically waken up and
put to sleep. Even with this duty-cycling, energy spent at the radio while it is awake
is the main resource bottleneck for the sensor node architecture. In this chapter we
analyze solutions targeting the elimination of duty-cycling using RFID based methods.
We introduce an RFID wakeup system that uses a boosting circuit and a low-threshold
Schottky diode based rectifier. Our design targets the collection of enough energy from
RF signal emitted from the regular low-power sensor radios capable of occasional high
power burst transfers on the order of 20 dBm. The performance of different rectifier

structures are compared for this wakeup system.

66



Elimination of Duty-Cycling For Embedded Wireless Radios 67

4.1 Introduction

With the increasingly efficient energy scavenging techniques, capturing the ambient low-
power RF energy will be a mainstream technology in the near feature. Elimination of
energy wasting bottlenecks with such methods will improve the lifetime of networked
embedded devices and facilitate the deployment of ambient intelligence based applica-
tions. For this to occur, the energy harvested from the radio waves captured with efficient
collectors should be high enough to power or activate very low-power microcontrollers.

A low-power sensor radio (transceiver) can be in four different modes: Lusten, recewve,
transmat and sleep. In order to save energy, low-power radios used in battery powered
sensor nodes have to be put into sleep mode. In sleep mode, a radio cannot hear the
incoming transmission. Duty-cycling in this context, is the periodic wake up of a radio
to check the air for preamble. When a preamble is detected in the listen mode, the
radio enters into receive mode and duty-cycling is ceased. In the receive and transmit
modes, a node wakes up with all peripherals, preparing to process or send data streams.
One of the main design decision in sensor network deployments is building efficient duty-
cycling mechanisms that provide maximum system lifetime while satisfying application
requirements.

A wireless sensor network node is basically made up of two major IC elements: a low-
power microcontroller (MCU) and a low-power radio. In current wireless sensor node
architectures, duty-cycling firmware, along with the protocol stack resides in the MCU'’s

flash memory. A low-frequency, low-power MCU clock is used to implement the timer
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that will create the necessary periodic wakeup interrupt for the MCU in the sleep mode,
which eventually wakes up the radio to the listen mode. When no preamble is detected
during listen mode, both go back to sleep modes with MCU low-power clock running
to fire the next wakeup interrupt. In general, low-power clock running mode power
consumption is very low, on the order of 1 pA [81] and can be ignored when compared
to radio power consumption. When duty-cycled around 1%, most commercial embedded
low-power radio designs achieve lifetimes of around two to four years using two 800 mAh
AA batteries. For example, a 1% duty-cycled, two AA type battery equipped system

with a listening mode power consumption of 10 mA will last only 1.82 years.

2.800mA

100 =1 ~ 1. .
TOmA 00 = 16000hours ~ 1.82years (4.1)

The 10 mA figure is the about the minimum of listening mode power consumption
of many efficient low-power transceivers such as [24, 50, 80] and usually this figure is
higher when the MCU and peripheral power consumptions are added. This figure does
not include the data receive and transfer mode power consumptions, which are slightly
higher than the listen mode power consumption. In moderate usage single or multihop
network scenarios, packet transmissions and receptions will further add up to the radio-on
time, and decrease the system lifetime. It is therefore clear that sensor network lifetime
and performance will greatly benefit from the use of efficient schemes eliminating duty-
cycling and hence idle listening.

Active and passive RFID technology has potential to greatly impact the low-power,
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low-rate and short range communications. The ZigBee specification which is based on
IEEE 802.15.4 greatly suffers from the energy wasted because of duty-cycling. There are
many MAC layer schemes targeting low-power wireless sensor applications. The majority
of these schemes incorporate duty-cycling assumptions in their design. In general, from
the duty-cycling perspective, they can be categorized as synchronous or asynchronous
periodic sleeping protocols. In synchronous schemes, members of the sensor subnet
share a common clock and obey to a general schedule with very little allowed jitter. In
asynchronous schemes, nodes sleep independent from their neighbors’ schedules. Surveys
of different MAC algorithms for wireless sensor networks can be found in [22] and [44].

In this work, our main challenge is to build a wakeup system capable of working
at very low incident RF power levels, by those emitted from regular low-power short
range embedded wireless radios. We detail system components, their design requirements
and associated challenges. Collecting enough energy from RF signal emitted from the
regular low-power sensor radios using passive methods is a big challenge yet it is the
most efficient technique both from the cost and energy perspective. Efficient wakeup
systems eliminating the duty-cycling will open the doors for energy efficient and longer
life sensor networks.

The remainder of this chapter is organized as follows. In Section-4.2 we summarize
previous solution proposals. We detail the wakeup system and related MCU and radio
characteristics in Section-4.3. In Section-4.4 the voltage boosting circuit is described.

An overview of the rectifier model and the performance comparison of two three-stage,



Elimination of Duty-Cycling For Embedded Wireless Radios 70

Schottky diode based passive RFID rectifiers are given in Section-4.5. In Section-4.6 the
effects of the removal of the radio duty-cycling at various protocol layers and conclusions

are presented.

4.2 Related Work

There is a rich literature about the wakeup schemes for wireless sensor radios with the
goal of achieving longer system lifetime. Efficient wakeup schemes are primary important
energy savers for most of the current sensor network deployments. Solutions targeting
the elimination of energy wasting duty-cycling in low-power radios has been around since
the beginning of the low-power sensor networking era. Authors in [20] proposed a much
lower power PicoRadio as an add-on to wireless embedded node to watch the channel
for wireless activity. In this scheme, a node with data to transmit first wakes up its own
radio, and then sends a short wakeup beacon to the next node using the wakeup radio
channel. A similar idea is proposed in the active RFID context in [51] using active RFID
radios as additional transceivers. It also gives a usage scenario about the cooperation
of the two radios, their functional differences, signal differentiation and communication
protocol issues. In both [20] and [51], receiving nodes power up higher power radio if
they are informed about the pending transmission through the channel of the low-power
radio. In both studies, low-power radios are always on and in an addressable state.
The target nodes then wake up the regular radio and get ready for the higher rate and

higher power transmissions. Disadvantages of these schemes are their increased hardware
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cost, complexity and additional energy use because of the secondary active radio. Albeit
very low-power, these solutions are less optimal than the passive receiver solutions that
eliminate the need for an always-on active radio, which we overview next.

Using passive RFID tags to wake up low-power sensor radios idea was mentioned in
studies [30] and [77] around the same time independently. The work in [77] is a brief
mention of the idea without much details on the relevant hardware design whereas in [30]
authors present general design considerations with a basic SPICE simulation model. In
the latter work the antenna is modeled as an AC source that feeds a step up transformer to
increase the voltage level and charge a capacitor with the resulting signal. Authors in [71]
give a general system overview of an RFID wakeup system using two antennas connected
to the sensor radio. One antenna is used for regular data transfer and the other, which
is called the reader in the paper, for the wakeup purpose. The use of a larger standard
antenna connected to the low-power radio to act as a reader-like transmitter complicates
the system design and requires special transceivers that have multiple RF output pins.

An active/passive UHF RFID tag design is presented in [67]. When used in the active
mode, the battery powered tag design achieves a lifetime exceeding ten years even with a
very small 100 mAh battery. When duty-cycling is eliminated, the lifetime of the sensor
node will mostly depend on the energy use of the auxiliary RFID radio, especially in the
light use scenarios where the sensing and communication occurs only occasionally. An
active RFID wakeup circuit design that uses battery powered components to amplify,

filter and generate the required wakeup signal is given in [83]. Authors in this work use a
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separate MCU to perform the decoding and filtering of the signal amplified by an opera-
tional amplifier. In the analog domain, using diodes, the very small UHF wakeup signal
is first converted down to the original on-off keying frequency. Then the baseband signal
at 862 Hz is amplified with a factor of 10°. In order to reduce the power consumption,
instead of a single amplifier, four low-power, low gain amplifiers are used.

Efficient rectifier design is the most important task for wakeup applications. In gen-
eral, RFID rectifiers are optimized for maximum output power delivered to the IC. In [39],
an integrated passive CMOS transponder and rectifier combination with a reading range
of around 10 meters is introduced. The study in {19] introduces a symmetrized full-wave
rectifier design. The implementation of the model in the latter achieves high conversion
efficiency at low power levels where the diodes are operating near their threshold volt-
ages. In [18] a passive tag working at 2.4 GHz using the rectifier introduced in [19] is
described. This tag can be powered from 12 m with a 4 W effective isotropically radiated

power (EIRP).

4.3 Passive RFID wakeup system design

In our design, there is no battery and we need an efficient rectifier capable of shifting
the signal to a high enough level and for a long enough time to create a pin interrupt
on an embedded processor in the sleep mode. In order to overcome the diode turn on
voltages, the RF signal should be boosted passively using a resonant booster circuit such

as the one studied for UHF frequencies in [87]. The next stage is the rectifier capable
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of producing the necessary DC voltage from the boosted output signal. Along with the
efficiency of the passive rectifier chain, high transmit power of the sensor radio and high
tag antenna gain are important factors to consider. From the perspective of efficient
energy collection and use at the tag, the studies that provide the most insight are [39]

and [18].
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Figure 4.1: Passive tag wakeup system view

In RFID terminology, in the initial wakeup phase, a node transmitting will be acting
as a reader and the receiving nodes will be acting as tags, but the communication is only
one way since tags return no information. A general sketch of the system is given in
Figure-4.1. All the power sent is rectified and used only for one purpose; to create a pin
interrupt on one of the processor pins. As mentioned earlier, RFID rectifiers maximize
the power delivered to the tag so that the IC can be powered and in the UHF case, there

is enough energy for backscattering. Our application is different in that it requires much
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less power to operate. There will be no IC to power up using RF energy and the tag
will not return a signal. Since the rectifier is connected to a high impedance pin, the
output of the rectifier can be assumed an open circuit with I, equal to zero. MCUs
with low-voltage interrupt capability are better suited for the wakeup applications due
to limited voltage at the output of the rectifier.

In our design, all sensor nodes are identical and the components are as follows:

e A single send and receive antenna connected to the radio. This antenna will be
used to transmit both the wakeup and data signals.
e A simple RFID coil collecting the RF energy from the reader and delivering it to

rectifier.

e A resonant voltage boosting circuit providing high amplitude swing from the small

RF signal.

A rectifier between the boosting circuit and the MCU converting the UHF signal

into a sufficient magnitude DC signal to create a pin interrupt.

The IEEE 802.15.4 standard specifies that a transmitter should be capable of trans-
mitting at least 3 dBm and the maximum transmit power is limited only by local reg-
ulations. Hence, in most cases, low-power radios can transmit as high as the maximum
allowed transmitter power level. [16] gives an overview of standard regulations and a
ZigBee radio that can transmit at 20 dBm output power. Although will be used occa-

sionally, the programmable high power transmit capability is important in RFID wakeup
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applications. Europe limits the EIRP with 20 dBm [37]. Most ZigBee chipsets have a
maximum RF power of 0 dBm. The 0 dBm maximum power is common because this
level can be achieved without an additional RF power amplifier, whereas a 20 dBm out-
put power requires such an amplifier. Depending on the traffic scenarios, occasional high
power burst transfers required to wake up other nodes will already be compensated by
the elimination of idle listening. In order to avoid waking up the whole neighborhood,
addressed RFID wakeups [18] can be used. The wakeup of the nodes along the data path
should occur with low latency to guarantee the required bandwidth and other upper layer

requirements.

4.4 Boosting circuit

For the power levels considered, in order to overcome the dead zone occurring due to the
diode threshold voltages, the input voltage has to be amplified. This can be done either
with active methods using cascaded amplifiers [83] or using passive methods such as the
voltage boosting circuit [87] shown in Figure-4.2. In this circuit, the resonant frequency

18

and the output voltage vy is equal to
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1 /L
Vout = E Evln (43)

Since the output voltage is directly proportional to the inductance and inversely
proportional to capacitance, large inductance and appropriate capacitance values for the

given resonant frequency should be selected.

v~
R%n

Vin l@ L

VCI ut

<

Figure 4.2: Voltage booster circuit

In Spice transient simulation analysis, we observed that the resonant circuit achieves
the performance predicted by (4.3). A v,, of 900 MHz, with peak amplitude ¥, of 5 mV
and 50 €2 source resistance, a 104.2 nH inductor and a 300 fF capacitor, the output peak
settles to a 60 mV in 20 ns. In practice, losses in the inductor and capacitor, and the
frequency fluctuations decrease the amplitude of the output voltage and the sharpness of
the peak. With increasing source resistance R,,, the output voltage decreases. Increasing
R, also decreases the settling time. Overall, with careful component selection, optimized

antenna design and frequency tuning, losses can be minimized and such a resonant circuit
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can be used to boost the small voltage at the input of the rectifier.

4.5 Rectifier Design

As the distance between the tag and the reader increases, the tag receives less power
from the reader. The maximum distance that can still provide the minimum power can
be found using the Friis formula,

A

Prx = PTXGTXGRX(M)Z (4.4)

where Prx is transmit power, Grx is the transmit antenna gain, Grx is the receive
antenna gain. At 900 MHz the wavelength A = 0.33 m. At the distance r = 10 m, with
Prx = 20 dBm, a voltage vy, = 59 mV will be received by a 50 €2 antenna when unity
transmit and receive antenna gains are assumed.

In our application, there will be no power transfer to the IC, therefore our goal is to
maximize the voltage at the rectifier output. In our simulations we assumed that the
high impedance pin state can be effectively represented as an open circuit. For example,
TI MSP430 digital I/O pins have less than 50 nA leakage current. This significantly
decreases the power requirements at the rectifier output.

The main challenge for the rectifiers in RFID applications is operating with very
low-power incident electromagnetic radiation. Rectifiers should receive enough signal

magnitudes to overcome the unresponsive dead zone at low input voltages. The dead
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zone occurs because of the diode threshold voltages. For the wakeup application, the
input voltage levels are very low even after the voltage boosting network, and therefore
the power of the received signal should overcome threshold voltages. Schottky diodes are
the most efficient diodes for this purpose because of their low turn-on voltage and low
substrate leakage.

The most cost effective way of producing an RFID tag is building the whole system
including the rectifier and IC in a standard CMOS process. However, since there is
no RFID IC in the wakeup systems and Schottky diodes are not part of the standard
CMOS processes we will concentrate on efficient external rectifier systems and analyze
their output voltage performance using Spice transient simulations.

With increasing distance, the peak input voltage decreases at the input of the rectifier
and at some point the voltage level cannot overcome diode thresholds. Various passive
solutions exist to boost the RF signal amplitude. [82] and [76] present CMOS based
optimized power harvester circuits. Similarly in [87] a voltage boosting network based on
resonant tank is employed. Harvesting enough power with passive techniques is possible
either through a dedicated antenna or using such a tank circuit.

The antenna connected to a rectifier input can can be modeled as Figure-4.3 where
Zian: and Z,, are the antenna and the load impedances. When Z,,, goes to infinity, v,,
reaches a maximum but the absorbed power by the rectifier decreases to zero.

For maximum power transfer optimized rectifiers the efficiency 7, is defined as
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Figure 4.3: Antenna equivalent circuit
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For maximum voltage transfer applications there is no need for impedance matching
and the general rule is to maximize Zj,,q against the output impedance of the rectifier,

Zree a8 illustrated in Figure-4.4.
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Figure 4.4: Rectifier equivalent circuit

Voltage rectification using cascaded diode-capacitor stages is a common technique in
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various industrial applications. For small input voltages such as this wakeup application,
Schottky diodes are particularly useful because of their low forward voltage that leads
to increased efficiency; at any stage, for voltage conversion to occur, the input voltage
of the stage should be higher than the Schottky forward voltage. To get good efficiency,
diodes should have high saturation current (I;), low junction capacitance (C,), low series
resistance (R;) and low substrate capacitance (Cgyp). For low C;, a small diode size should
be used. The output voltage does not heavily depend on the rectifier capacitance values.
Larger capacitors only charge more slowly. For higher efficiency, coupling capacitors
should have low R, and low Cy,;. More rectifier stages can be cascaded to achieve higher
voltage. However, depending on the power levels, energy losses along the chain limit the

number of stages.

4.5.1 Analysis of Rectifiers

In this section, two three-stage voltage multipliers built with Schottky diodes are ana-
lyzed. Both rectifiers are optimized for maximum voltage transfer for the wakeup appli-
cation. Figure-4.5 is a conventional three-stage rectifier with identical 250pF capacitors
and Schottky diodes with C) of 12 fF, R, of 50 €2 and I of 1 uA. Figure-4.6 is a three-
stage symmetrized rectifier. The input for both rectifiers is a 900 MHz sinusoidal with a
peak magnitude of 100mV.

In order to increase the output voltage in both circuits, the number of stages can be

increased. However, this also increases the output impedance. In general, the steady-
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Figure 4.5: Three-stage conventional rectifier
state output voltage can be approximated using
‘/out = QN(E;L - VDiode) (46)

where N is to number of diodes, U;, corresponds to peak incident voltage from the
antenna, and Vp;.q4. represents the turn-on voltage of the diodes. A similar conventional
rectifier structure is analyzed in [39]. In general, for rectifiers built with Schottky diodes,
the impedance is a function of diode parameters and substrate capacitances. Hence, in
general, imaginary part of the impedance is higher compared to real part. For wakeup
application however, since there is no output current other than the very small pin
leakage, the output of the rectifier is essentially an open circuit and the real part of the

impedance is much higher than the imaginary part.
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Figure 4.6: Three-stage symmetrized rectifier

As expected, the symmetrized structure doubles the output voltage which can be

approximated using

V;)ut = 4N(6;z - VDiode) (47)

Figure-4.7 is the Spice transient simulation results of the two rectifier structures. For

the UHF frequencies considered, the fluctuations in the input frequency does not have a
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significant effect on the output voltage. The three-stage symmetrized rectifier achieves a
better performance when compared to the three-stage conventional rectifier. The reason
for this is its symmetrized structure with capacitor rearranged so that every diode is
excited with the same signal level. A detailed discussion about the performance of a

similar two-stage configuration can be found in [19].
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Figure 4.7: Spice transient simulation of the three-stage rectifiers
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4.6 Chapter Conclusions

Duty-cycling of embedded radios constitutes the major energy bottleneck for WSNs. The
elimination of duty-cycling has many direct benefits, most importantly at the medium
access layer, which carries the heavy burden of the complex rules and requirements asso-
ciated with duty-cycle based energy efficiency algorithms. Managing the sleep intervals
according to application requirements is difficult to tune and the inherent latency prob-
lems usually constrain upper network layer designs. With the elimination of duty-cycling
process, sensor networks will be more efficient in their operations by lasting longer and
by not missing events they are programmed to detect, either because of a lost packet or
a dead battery.

In this work, we introduced an RFID wakeup system model, and analyzed and simu-
lated different rectifier candidates to be used in this system. We also summarized current
state of the art in other important system components such as the boosting network. The
performance of different rectifier structures are compared for this wakeup system. To
create the necessary pin interrupt for the wakeup application the low-power radio should
be capable of transmitting with 20 dBm output power for a short duration. With this
transmit power, the frequency matched resonant boosting network and the rectifier sys-
tem introduced can create the required pin interrupt on the embedded MCU from a

distance of around 10 meters.



Chapter 5

Cross-Layer Design of RFID MAC

Algorithms

Classical wireless multiple access techniques cannot be directly used in resource con-
strained RFID systems where MAC protocol design poses various challenges for designers.
The vast majority of RFID tags are small in size, with limited memory and computa-
tion capabilities. In addition, these tags are passive with no built-in power source, for
which regular radio operations such as listening the channel for activity is not possible.
These constraints tie the protocol designers’ hands and force rather simple channel access
and collision-resolution protocols when compared to wireless systems with built-in power
sources.

Since RF powered passive radios cannot listen the channel for activity, they cannot

make intelligent and independent decisions to reduce the collision probability. The chan-

85
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nel access schemes for passive RFID devices are therefore generally reader initiated and
controlled. One of the major design problems in RFID systems is an efficient tag reading

scheme minimizing both the collisions and total reading time of all the tags in range.

5.1 Introduction

There are two basic MAC approaches for RFID systems: binary tree search methods
and ALOHA-based channel access randomazation methods. In binary tree search based
methods, the same length binary ID cloud of a tag group can be represented as a tree
with ones and zeros representing diverging leaves. As a result, an inverted tree structure
with each ID at the end of a unique path can be created. The simplest polling procedure
in this structure is the exhaustive search of the every possible tag ID by examining each
possible node in the tree. Starting from the first bits, by increasing the bit count at every
query, all tags can be identified. Since each branch is queried only once, the performance
of this procedure is determined by the reader side algorithm, depending on the rates of
collision and error while singulating the tags. At the end of this process, each tag can be
uniquely identified since no other tag will respond, other than the final fully identified
tag. The time it takes to locate a tag is theoretically logarithmic in the number of nodes
with the elimination of empty leaves, which are abundant in sparsely populated or highly
concentrated tree structures where large number of leaves can be eliminated at the initial
stages. Only in the uniformly distributed dense deployment case, most tree leaves have

to be queried, which almost never occurs in practice due to the enormous length of the
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possible key space. In general, binary tree search based algorithms are more wasteful in
that they require a much bigger number of exchanges between the tags and the readers
compared to ALOHA based schemes.

In the general ALOHA based wireless medium access control systems, an active sta-
tion which is ready to transmit senses the medium, transmits and waits for an acknowl-
edgement. No acknowledgment from the destination means the loss of the packet either
by transmission errors or by a collision. After a random wait time the station retransmits
and the process continues with random and increasing waiting (back-off) time. A more
efficient variant of this procedure is called slotted ALOHA where time is divided into slots
and a station can only transmit at specific time slots. In framed slotted ALOHA [86],
time slots are further grouped into frames, with N time slots per frame. Each station in
this protocol can transmit only once in a given frame, on a randomly selected time slot.
A collision occurs when multiple transmissions start within the same slot.

For passive RFID tags, carrier sensing and relevant operations can only be performed
at the readers and communicated to the tags through separate messages. ALOHA proto-
cols are efficient when the channel utilization is low. ALOHA adapts to varying number
of tags and requires a rather simple reader design. The only function the reader has
to perform is to listen to the transmissions. The slotted ALOHA protocol doubles the
utilization of ALOHA by limiting transmission to slot boundaries. However, it carries
some synchronization overhead both at the reader and at the tags in the form of control

packets informing the tags about the slot boundaries. The framed slotted ALOHA tags
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talk only once during a frame. In addition to synchronization overhead, this scheme also
requires tags to keep track of the current slot number and to know the frame size N,
expressed as the total number of available slots on a given frame.

Various performance enhancement techniques are in use in practical ALOHA based
systems. When a tag response is received, the acknowledgement from the reader can mute
the tag to prevent the unnecessary responses, until the next activate command. A tag
can be switched-off after being read, can be slowed-down with random back-off command
or temporarily muted when another tag is transmitting. The same methods can be used
more efficiently when slotted ALOHA is used. However, complicated timers cannot be
implemented on the tags. For this reason, only simple counters to be incremented or
decremented by the reader commands are available.

In slotted ALOHA based RFID MAC algorithms, tags must be synchronized and be
informed about the slot boundaries. This synchronization requirement can be accom-
plished either by the beacons sent by the reader or by the internal timers of the tags.
Another important design challenge is to adapt the frame size to the number of tags; if
there are more tags than the available slots, tags will be constrained and there will be
excessive number of collisions. When the frame size is unnecessarily larger than the tag
count, many slots will be empty and system resources will be under-utilized. The max-
imum throughput for the framed slotted ALOHA systems with random slot selection is
achieved when the number of tags is equal to the number of slots. One of the earliest and

widely used commercial examples of protocols built on framed slotted ALOHA is Philips
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[*Code [66]. In this system, the slot position for a tag is determined by AND’ing the
hash value of offset ID with the slot mask. In [85] and [40] authors introduce algorithms
to optimize the tag reading process by estimating number of tags using the previous

round statistics.

5.2 Distance Based Slot Selection in RFID Systems

We introduce a new MAC protocol for RFID systems. The protocol is designed as an
enhancement to framed slotted ALOHA MAC protocols in which tags randomly select
a slot number on a given frame size. As shown in this work, the completely random slot
selection in framed slotted ALOHA systems is not the optimum approach to the slot
selection problem. To minimize the collision probability, our protocol, named Distance
Based Slot Selection (DiSEL), uses a cross-layer approach for tags to select the most
appropriate time slot in a given frame. A tag in DiSEL uses the maximum and minimum
received power levels of the reader-tag communications to choose a slot number. We
test DiSEL under various tag deployment and density scenarios and show that DiSEL
decreases the tag collision probability in both random uniform and evenly spaced dense
tag deployments.

The DiSEL protocol conveys a new notion for the slot selection process. It is designed
as an enhancement to framed slotted ALOHA MAC protocols where tags select a slot
number randomly, based on their random number generator outcome. When multiple

tags select the same slot, a collision occurs and data from those tags selecting that
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particular slot for transmission are lost. We argue and demonstrate that, instead of
responding blindly and exposing their transmissions to collisions, tags may base their
response timing and slot selection to the physical layer characteristics of the reader
signal observed at the tags. We make use of the fact that, tags are located at different
distances from the reader and the received power differences at the tags may provide
enough granularity for the tags to make decisions about their relative distance to the
reader, to be used in the slot selection on a given frame size.

We concentrate on 900 MHz UHF RFID systems. The DiSEL protocol uses a cross-
layer approach for tags to select a time slot in a given frame, in a deterministic fashion. A
tag in DiSEL uses the received power levels of reader-tag communications to choose the
slot number. In general, for the propagation models for UHF RFID systems discussed
in literature such as [8] and [3], the received signal power level at the receiver depends
mainly on the distance between the transmitter and the receiver. DiSEL makes use of
the fact that no two tags can be located at the same physical location, and their distance
hence their receive power levels can be used to differentiate their slot selection, or their
response time to the reader commands. DiSEL introduces one additional power level
probing round to the traditional ALOHA based systems. Each tag delays the timing of
the responses based on the previous round statistics sent by the reader. Tags select the
slot to be used according to a deterministic slot selection formula. Before the start of
the algorithm we assume that there is a tag count estimation and corresponding frame

size setting algorithm in place, such as those introduced in [85] or [40]. Following are the
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steps of a reading round in DiSEL:

(1)

(iii)

(iv)

Power_probe message: Reader initially queries the tags for their receive power level

of the current transmission with the initial frame size N:
Reader to tags: — (power_probe, N)
Each tag receiving power_probe message reports the received power level of this

power_probe message, Ppower prove, s in general slotted ALOHA systems, choosing

a slot randomly, according to N:

Tags to reader: — (Ppower_probe)

Reader determines the minimum (P,,,) and maximum (F,,,,) received power lev-

els, re-estimates NV, and broadcasts them to tags:

Reader to tags: — (P, Pmaz, V)

Each tag calculates its slot number n according to the slot selection formula:

Prower probe — P,
n:z’nt( P proe o N) (5.1)

where int is a function that rounds the number towards the nearest integer.
Reader will reply with the collision array control message, informing tags about

the success of their transmissions, such as zeros representing success and ones

representing failure.
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(vi) For tags with failed transmissions, the algorithm can be run again with reduced

frame size.

5.3 Hardware Requirements of the System

The DiSEL protocol performs better when received power granularity is high at each
tag. Therefore a passive voltage boosting network and an efficient rectifier system can
increase the ability of the analog-to-digital converter at the tag in producing a sufficiently
differentiating number for the received power level among the neighboring tags. The
analog-to-digital converter is operated by the voltage diverted from the rectifier output

which is also fed into its analog input.

5.4 Propagation Model

A radio signal may be reflected, diffracted, or scattered and different copies of the signal,
called multipath components, may arrive to the destination along with the main line-
of-sight signal. The multipath components, can be attenuated, delayed and shifted and,
they often create distortions to the LOS signal at the receiver.

Signal propagation models for UHF RFID systems is a new topic in the propagation
models and RFID literature. In [3] authors present the experimental results for the short
range propagation effects of UHF RFID systems with varying distance between the reader

and the tag, with different antenna and tag heights, at different UHF frequencies and
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with varying clutter. They conclude that the simple breakpoint [61] and ray tracing
models do not fully represent the propagation effects for UHF RFID systems.

Authors in [8] perform a simulation study of propagation effects of different UHF
RFID systems with differing physical structures and surroundings. The paper points
out that physical surroundings and the location of big reflecting objects have important
effects on both the reader and the backreflected tag signals. Authors also state that
ray tracing models can approximate the actual propagation effects if the modeling of
the particular physical environment is done correctly. Their simulation setup includes
variation of the angles and mounting heights, as well as different orientations of the tag
antennas.

In ray tracing, reflection, diffraction, and scattering effects of a finite number of
reflectors are approximated using simple geometric equations. Ray tracing model is
most accurate when the receiver is many wavelengths away from the nearest scatterer,
and all the scatterers are large [29]. If the system components are stationary, then the
impact of the multipath components are fixed. As concluded in [8] and (3], ray tracing,
specifically in non-cluttered depot or warehouse environments where the signal from the
reader have only two components, one being the line-of-sight LOS and the other being
the ground reflected signal, two-ray model is a good model that approximates the UHF
RFID signal variations. In this chapter, we use a two-ray model to for the received signal

power level variations. The received power, P, in this model can be approximated with
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VGi | RYGef

2
I L (5.2)

A 2
P,=P (=
T t(47‘r>

where

G, is the product of the transmit and receive antenna field radiation patterns in

the LOS direction,

e (G, is the product of the transmit and receive antenna field radiation patterns

corresponding to the reflected rays,

o Iy =+/d®+ (hy — hy)? and I = \/d? + (h; + h,)?

e d is the distance between transmitter and receiver,
e h; and h, are transmit and receive antenna heights,
e R is the ground reflection coefficient,

e A¢ =2m(ly — 1)/ X is the phase difference between the two received signal compo-

nents.

5.5 Simulation Results

We used the following values for the constants: G; = 1, G, = 1, R = 1, the UHF
frequency f = 900M H z, the reader height h, = 1m and the tag height h; = Im.
The performance of the algorithm is measured based on the number of collisions in

a single round. We tested DiSEL at various tag densities, with different number of tags.
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In all of our simulations, we kept the frame size N the same as the number of tags where
random slot selection achieves its maximum throughput. Figure-5.1 shows the placement
of the tags relative to the reader. Tags are distributed uniformly along the diameter line
of the circle (shown as ellipse) with radius » = 5m. The center location of the circle
is d, = 6m. A single round tests the throughput, or performance p, measured with the
number of slots with a single tag transmission (number of successful slots) S and frame

size N ratio: p = S/N.

tags

Center distance to the reader, d =6 m Tag distribution radius, r=5m

Figure 5.1: Reader and tags deployment

We compare our algorithm only with random slot selection method because, to the
best of our knowledge, there is currently no other slot selection algorithm in the litera-
ture. Figure-5.2 shows the performance of DiSEL and random slot selection when tags
are distributed randomly according to the uniform distribution along the diameter line.
Figure-5.3 compares the performance of DiSEL against the random slot selection when
tags are distributed along the diameter line as evenly spaced with distance among each

other being equal to d; = diameter /number of tags.
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Figure 5.2: DiSEL vs random slot selection: random uniformly distributed tags

DiSEL achieves better performance when the tag deployment allows a sufficient power
level granularity. This can be achieved with sensitive measurement or passive resonant
boosting methods as explained in this chapter. The protocol performs well when the
power level fluctuations are more of a function of the distance between the tags and the
reader. The benefits of the DiSEL protocol are more pronounced when nodes are evenly
spaced compared to the deployment scenarios where many tags end up very close to each
other and received and digitized power level granularity cannot differentiate between

those tags under the given slot selection formula.
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Figure 5.3: DiSEL vs random slot selection: evenly spaced tags

5.6 Chapter Conclusions

In this chapter, we introduced a new MAC scheme for passive UHF RFID systems using
cross-layer design principles. The DiSEL protocol is an enhancement to framed slotted
ALOHA MAC protocols where tags randomly select a slot number for a given frame
size. In DiSEL, to minimize the collisions, tags in the first round report their received
power levels to the reader. The reader then broadcasts the previous round’s maximum
and minimum received power levels to tags, to let them make informed decisions while
selecting a slot number. Simulation results demonstrating the efficiency of DiSEL over

the random method are given for different tag density and deployment scenarios.



Chapter 6

Tag Count Estimation for RFID

MAC Protocols

The performance of RFID MAC algorithms is expressed in terms of the total time it takes
by a reader to read all the tags in the reading range. One of the major MAC approaches
for RFID systems is the framed slotted ALOHA based approach. An important design
challenge to increase the performance of this class of algorithms is to estimate the remain-
ing tag count before each reading round. It is proven that this class of algorithms achieve
smallest total reading time when, at each reading round, the frame length is set equal
to the actual number of remaining unread tags. Therefore for optimum performance,
framed slotted ALOHA algorithms must adapt the frame size to the number of remain-
ing tags at each reading round. Since a reader has no knowledge of actual remaining tag

count before reading rounds, practical estimation algorithms must be available on the

98
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reader side. In this chapter, we address the tag count estimation problem for such RFID
systems. The introduced algorithm is an a posteriori tag count estimation scheme from
the collision statistics of the previous reading round. We compare the algorithm with
the optimum, lower bound and other a posteriori estimation algorithms and demonstrate
its efficiency. The performance of the algorithm is better than the current a posteriori
tag count estimation algorithms. The introduced algorithm also achieves a much smaller

computational overhead compared to the other schemes in the literature.

6.1 A posteriori Remaining Tag Count Estimation

Algorithms

A posteriori tag count estimation algorithms introduced in [15,40,46,85] make use of the
collision statistics in estimating the remaining tag count for the next round. Problem is
formulated as follows: assume there are n tags to be read, and let the frame length be
L time slots. The probability of finding k tags on a given slot is a binomial distribution

with n Bernouilli experiments and 1/L occupation probability.

By = | (%)k(l—%)n_k (6.1)

Then the empty (pe), success (ps) and collision (p.) probabilities for a given slot are

obtained as
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pe = BO)=(1~7)" (62)
P = B(1)= 70—y (63)
Pe = 1 —pe— ps (6.4)

since p. + ps + p. = 1.
With n tags to be read, the probability of finding a single tag on a given slot is given

by ps. With L slots, the expected value of number of singly occupied slots is

B[S} = Lops = n(1 = 7)** (6.5)

Channel usage efficiency is defined as the ratio of expected value of successful slots

count to the number of total slots.

i (6.6)

To maximize the channel usage efficiency, the first derivative is taken with respect to

L and its roots are found.

dU _n(n—L)(L - 1)n—2
dL [+l

(6.7)

The maximum U is then obtained with n = L, which means that the number of slots
should be set equal to the actual number of tags for maximum channel utilization, or

throughput.
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6.1.1 Chen’s Method

In Chen’s method [15], the probability that among L slots, there are C slots with colli-
sions, E slots without transmission and S slots with single transmission, is modeled as a

multinomial distribution with L independent trials.

L!

For a read cycle with L slots, the a posteriori probability for the number of tags n,
with given F, S, and C.

L!
E1StC!

(-7 Nl

P(n|E,S,C) =

X

X
1
st

|
N
—

|
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N—

|
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TN
[

|
| =
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3
|
[

(6.9)

The decision rule proposed by Chen is to set the number of tags estimate equal to n
that maximizes this probability, P(n|FE, S, C).

However, Chen’s formulation does not take into account the fact that the outcomes of
the L trials are not independent. The binomial distribution is the probability distribution
of the number of successes in n independent Bernoulli trials, with the same probability
of success in each trial. In the framed slotted ALOHA reading process, while performing
L trials on a given round, the outcome of each trial, i.e., the placement of a tag on a slot

randomly, effects the subsequent trials by changing the outcome probabilities.
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6.1.2 Vogt’s Method

Vogt’s method [85] makes use of Chebyshevs inequality. Chebyshevs inequality states
that the outcome of a random experiment involving a random variable is most likely
somewhere near the expected value of it. Hence Vogt’s method uses the n that minimizes

the distance between read results and the expected values.

Qo FE
Evd(L7E757 C) = ming a 18 (610)
am C

where ag, a; and a,, are expected values of the number of empty, singly occupied and

collision slots. They are defined as,

1 1
ag = LB(0) = L(1 — z)", a; =LB(1) =n(l- Z)"_l, and an, = L —ag — af6.11)

Note that for any algorithm, if the initial starting frame length is brought closer to the
actual tag count, the performance of the algorithm will improve. However this knowledge
is not available to the reader. Therefore the reader has to start from some appropriate

initial slot count.

6.2 Proposed Algorithm

By checking the results of a reading round, we already know that there are at least 2C
colliding tags that are waiting to be read over the next rounds. In order to approximate

the actual number of unread tags we use this number as the lower bound. For a given
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reading round, let C,, represent the expected number of collision slots where n tags are

involved. Then,
e The expected value of collision slots count, E(C) = (Cy + C3 + ... + Cy)

e The expected value of number of remaining tags after a reading round, E(Nyemaiming) =

(202 + 3C3 + ...+ TLCn)

e The expected value of the lower bound for remaining tags count is 2E(C) = (2C2 +

2C3 + ... + 2C)

e The expected value of the unknown parameter in our experiment is the value of

E(Nremaimng) — 2E(C) = (C53 4+ 2C4 + 3C5 + ... + (n — 2)C,,)

Let’s define this unknown parameter as A. We know that, the expected value of

C,p = L.B(n). Then the expected value of A is equal to

E(A)=(C3+2Cs+3C5+ ...+ (n — 2)Cy) =

gL'i' (n—1i —Z!)!(i +2)! (%)HQ (1 B %) o (6.12)

For the optimum estimation case, i.e., when the number of tags is equal to number

of slots (n = L), we plot the expected value of A in Figure-6.1. We observe that, F(A)
increases almost linearly with increasing L. In the same figure, we also plot the expected

number of successful slots F(S) and we observe a linear dependency between E(S) and

E(A).
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Figure 6.1: Expected values of S and A

Therefore we propose to approximate E(A) as a linear function of E(S) using

E(A) = — E(S) (6.13)

1
3.

ot

where the constant 1/3.5 obtained numerically. When we set the remaining tag count
t0 Nyetuar = 2C + S/3.5, we obtain very close performance results as the optimum oracle
estimation, which sets the number of slots as equal to the actual number of remain-
ing tags, as can be seen in Figure-6.2 and Figure-6.3. Since we now know this linear
dependence on S, using trial an error, we balance the number of rounds and the num-

ber of slots required. We set the frame length L, as the remaining tag count estimate
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Nestumate = 2C + S, where S represents the successful slots count and C' represents the
collision slots count of the current round’. Our estimation algorithm results in lower es-
timation error, lower number of total slots and lower number of rounds when compared
to Vogt’s and Chen’s methods without requiring complex minimization or maximization

routines on the reader side.
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Figure 6.2: Total slots required, Ly, = 2C + S5/3.5 vs optimum

The simulations are performed according to Algorithm 1.

1Here we should emphasize that, if our tag count formulation was to be expressed as the current
round’s tag count estimation, it would be Neggmate = 2C + 2S. For the next round, since S tags are

successful, the remaining tag count estimate will be 2C + S.
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6.3 Simulation Results
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We compare the following remaining tag count estimation algorithms where N, mate

represents the remaining tag count estimate :

Optlmum, Nestzmate = {Vactual

Lower bound, Nestimate = 2C

Vogt’s algorithm

Chen’s algorithm
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Algorithm 1 Remaining tag count estimate
Initial frame size, L,,;;

Current frame size, Leyrrent = Linat;
total RoundsCount = 0;
totalSlotsCount = 0;
while (there are unread tags) do
total RoundsCount + +;
total SlotsCount = total SlotsCount + Loyrrent;
Initiate read cycle with the current frame size, L yrrent;
//Every remaining tag randomly selects a slot
Count, empty (E), successful (S) and collision (C) slots
// Remaining tag count estimate is then
Nestumate = Lnew = 2C + 5
Leyrrent = Lnew;
// repeat the cycle while there are unread tags

end while

e Our algorithm, Negumate = 2C + S

6.3.1 Estimation Error

In this section we analyze the estimation error metric and the related tradeoffs. The

normalized total number of errors in reading all the tags for a given number of actual
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tags is the sum of single read cycle errors. In certain cases, this error function can be
used to judge the quality of the tag count estimator. Error in a single read cycle is
defined as

n =l

error = ——— (6.14)
n

where 7 is the tag count estimation The cumulative average estimation error for different

number of actual slot counts is defined in Figure-6.4.
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Figure 6.4: Tag estimation error

When the results related to estimation error metric are analyzed, we can see that a

smaller average estimation error does not always result in smaller reading rounds count



Tag Count Estimation for RFID MAC Protocols 109

For example, the lower bound algorithm gives a small cumulative average estimation
error, however it has a high total number of required rounds. The downside of large
number of rounds even if the total reading time is small, is the signalling and processing
overhead which is difficult to predict and model in simulations. In practice, this overhead
can be high and algorithms that have small total slots count while keeping the total

number rounds under control are preferable.

6.3.2 Total reading time and total reading rounds

The total reading time is defined as the total number of slots multiplied with the slot
duration. Initial slot count does not change the relative performance of the algorithms. In
our simulations we selected the initial slot count, L,,,; as 128. Optimum and lower bound
algorithms have the minimum total slots required. However they have very high number
of required rounds, close to three times the number required by other algorithms. Figure-
6.5 shows the performance of our algorithm in terms of the total time slots required.
Another important metric measuring the performance of tag count estimation algorithms
is the total rounds required to read all the tags. Figure-6.6 compares the performance
of our scheme with the previous algorithms. Again, the number of total rounds metric
is important because each reading round carries a handshaking and control messaging
overhead, whose severity depends on the underlying communications system design. In
any case, small number of rounds is an important design goal for estimation algorithms.

Our algorithm achieves better results for every comparison parameter. It has a smaller
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tag estimation error. It finishes in a smaller number of total slots and a smaller number
of total rounds compared to the other algorithms. The benefits of our algorithm are
more pronounced when the computational overhead is considered. Both [85] and [15]
have comparatively higher computation time on the reader side. In order to come up
with an estimate, Chen’s algorithm finds the tag count that maximizes a nonlinear func-
tion. This requires the evaluation of that function which includes four factorials, and
six exponentiations, for every tag count candidate in the entire scope of the candidates.
Likewise, Vogt’s algorithm finds the tag count that minimizes a nonlinear function by

evaluating that function for the entire scope. Vogt’s function contains six exponentiation,



Tag Count Estimation for RFID MAC Protocols 111

18 ' : ' |
Proposed algorithm -

16| == Vogt A
* + 1 Chen o
81 i ~ optimum T
© arl. lower bound = 2C
5 S
o 12
©
@
2 10}
o
2
5 8l
®
n
2 6
>
e
8 4r
(]
-

2_

0 ' ) ' I

0 50 100 150 200 250

Number of tags

Figure 6.6: Total rounds required

while our algorithm requires a single multiplication and addition for an estimation.

6.4 Chapter Conclusions

In this chapter, we introduced a new tag number estimation scheme. Our algorithm
performs better than the existing a posteriori tag count estimation algorithms. Current
major RFID standard parts that deal with the collision avoidance problem such as ISO
18000-6 and ISO 14443-3 does not specify frame length estimation method for framed

slotted ALOHA based algorithms. Our algorithm can be efficiently used in practice.
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Another improvement brought by our algorithm is the elimination of complex reader

side minimization and maximization calculations performed between reading rounds in

the previous algorithms.



Chapter 7

Conclusions and Future Work

Directions

Hardware and energy limitations of the low-power wireless embedded devices severely
restrict the firmware size and complexity of the algorithms that are built for them. In
order to deal with these limitations efficient cross-layer design methods jointly specify-
ing hardware, protocol stack and applications can be used. Sensor and RFID systems
are application specific, therefore cross-layering of physical, MAC and application lay-
ers is natural. In this thesis, we first gave a general overview of the cross-layer design
approach and then introduced examples of this system level design methodology to en-
hance the security, medium access and networking performance and energy efficiency.
We explained layer interactions and the importance of collaborative designs in seeking

optimum performance for these system goals.

113
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Chapter-3 presented two anomaly detection based security algorithms [54, 55] for
wireless sensor networks, using the physical layer signal characteristics and network layer
arrival patterns. Anomaly detection based security algorithms can be used with various
parameters at different layers in stationary systems, especially our targets, sensor and
RFID systems. We have shown that by analyzing the received packet features at different
layers, a node can effectively identify an intruder impersonating a legitimate neighbor.
The introduced detection algorithms are distributed since they run at each node inde-
pendently from other nodes. Another important characteristic of the algorithms is their
dynamic and learning nature. They are immune to instantaneous measurement results
since they raise alarm flags if the deviations of short term statistics from the long term
statistics are persistent over the event log.

The work presented in Chapter-3 can be extended in several ways:

e Information sharing among neighbor nodes for cooperative intrusion detection can

be implemented to enhance detection probability.

e Deployment specific vulnerabilities and features of the network can be identified

and new intrusion detection algorithms can be developed.

e Formal analysis of these algorithms can be performed to determine and eliminate

the weak points of the algorithms against counter coercion attacks.

The duty-cycling operation has many constraints on the MAC and networking layers,

and on the energy budget of wireless sensor nodes. In Chapter-4 we detailed an RFID
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wakeup system to eliminate the duty-cycling process with physical layer signals. We
proposed a boosting circuit and a low-threshold Schottky diode based rectifier for this
goal. We demonstrated that, by collecting energy from the RF signal emitted from low-
power sensor radios during their occasional high power burst transfers, a passive resonant
voltage boosting circuit and the rectifier system can wake up a sensor radio and eliminate
the need for the duty-cycling process.

An important future work of this study would be the hardware implementation of
the boosting circuit and the rectifier.

In Chapter-5 we summarized the challenges of medium access control in passive RFID
systems. We introduced the DIiSEL algorithm [57], a MAC scheme for passive UHF
RFID systems based on cross-layer design techniques. The protocol is an enhancement
to framed slotted ALOHA based MAC protocols where tags randomly select a slot num-
ber over a given frame size. In DiSEL, tags select their transmission slot based on their
distance from the reader which is deduced by the received power levels. The increased
performance over the random slot selection method are demonstrated through simula-
tions.

Further studies proposed to extend this line of research are as follows:

e Detailed and site-specific indoor UHF propagation models [23,49] can be used to
model the received power. The performance of DiSEL under these models can be

re-assessed.

e Number of collisions on a given slot can be estimated using the total received power
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in the collision slot divided by the closest successful slot’s receive power. From this,
new reading round’s slot count can be estimated. This way total tag reading time

will further be reduced.

e New cross-layer slot selection algorithms can be designed exploiting power-delay

profiles of the received signal on a given slot at the reader.

Tag count estimation before each reading round is an important problem for RFID
MAC algorithms based on framed slotted ALOHA. This class of MAC algorithms achieve
smallest total reading time when, at each reading round, the frame length is set equal
to the actual number of remaining unread tags. Current major RFID standard parts
that deal with the collision avoidance problem do not specify frame length estimation
method for framed slotted ALOHA based algorithms. In Chapter-6 we introduced an
a posteriori tag count estimation algorithm for these RFID MAC protocols from the
collision statistics of the previous reading round. We compared our algorithm with the
optimum, lower bound and other a posteriori estimation algorithms and demonstrated
its efficiency with extensive simulations. The introduced algorithm also achieves a much
smaller computational overhead compared to the other schemes in the literature.

An interesting future work on this topic is the estimation of the tag count with the

joint use of collision statistics and the physical layer measurements of the collision slots.
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