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Abstract

Aircraft autopilot controllers are often developed as Simulink models. Verifying such con-
trollers is challenging because their behaviour is mainly observed through numeric simula-
tion traces, and there is no explicit behavioural model showing how the controller responds
under different conditions. In this thesis, we use automata learning to derive state machines
from simulation data to support analysis and verification of a Simulink-based aircraft au-
topilot. A key difficulty is that standard automata learning assumes a finite alphabet,

whereas the model’s inputs and outputs are numeric signals.

We address this with an ML-enhanced passive automata-learning approach (MELA)
that combines machine learning with automata learning. Feature-importance analysis se-
lects informative signals, and decision tree based range abstraction partitions their numeric
ranges into intervals. These intervals are then used to abstract the time-series traces be-
fore applying passive automata learning. We apply this pipeline to a closed-loop Simulink

aircraft autopilot and learn Moore machines that capture its behaviour.

Our evaluation compares MELA with a Manual baseline that uses the same data gen-
eration and learning procedures but relies on manually chosen variables and numeric ab-
stractions. Across four learning sets and six abstraction configurations, MELA reduces
the number of states and transitions in the learned automata by an average of 11.6% and
improves accuracy by an average of 18.5% compared to the Manual baseline. The learned
state machines support verification and exploration: by expressing the autopilot’s require-
ments as temporal queries and evaluating them on the models, we can check whether these

requirements are satisfied and identify behaviours that were not known in advance.
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Chapter 1

Introduction

Embedded control systems, such as aircraft autopilots, are used in safety applications where
faults can affect people and equipment. Model-based development is commonly used to
design and validate such controllers before implementation, with Simulink widely used to
model both the feedback control logic and the physical system. As these models increase
in size and contain many interacting signals, their behaviour is often explored only through
simulation traces, without an explicit behavioural model or formal specification that sum-
marizes how the controller behaves across operating conditions. Analysis and verification
techniques such as model-based testing, monitoring, and debugging support have there-
fore been proposed for Simulink models [3]. Automata learning provides a complementary
approach: it infers finite-state models from executions of a system, yielding explicit be-

havioural models that can be inspected, tested, and checked against requirements [1,39].



1.1 Challenges

Simulink is widely used for the model-based development of embedded control systems
in domains such as aerospace, automotive, and industrial automation. Controllers are
typically modeled as block diagrams that interact with simulated models and operate on
high-dimensional, time-varying signals. As prior work on analysis of Simulink models has
shown, understanding why a model satisfies or violates its requirements can be difficult
when the behaviour is encoded implicitly in the blocks and signal flows [¢]. For complex
controllers such as aircraft autopilots, this lack of a clear behavioural description makes it
hard to explain how the controller behaves across different operating conditions, to reason

about its requirements, and to compare alternative design or configuration choices.

Automata learning offers a way to infer finite-state models from observed executions
of a system, and has been applied to a variety of software and control-intensive systems
to obtain models suitable for inspection, testing, and verification [I,22 39]. In Simulink-
based control models, the natural data are numeric time-series signals, sometimes combined
with mode indicators and other discrete variables. Directly applying automata learning
to such raw data is difficult because the range of possible values is very large, leading to
models that are overly complex and fail to generalize well. Recent work on ML-enhanced
passive automata learning (MELA) has shown that combining data-driven abstraction with
automata learning can address this problem in a network security setting by automatically
deriving abstractions for numeric signals before learning [7]. Existing case studies on
model learning for complex systems have focused on communication protocols [1], cyber-

physical systems [39], and networked intrusion-detection systems [7]. There are also a few



works that learn automata or hybrid automata from Simulink models, for example using
automata learning to infer a state machine for a lane-change module in an autonomous
driving system [10], but these rely on active automata learning or hybrid-specific techniques
and do not combine ML-based numeric abstraction with passive automata learning in
the style of MELA. These observations motivate generalizing an ML-enhanced, passive
automata-learning approach, previously studied in a networked intrusion-detection setting,
to Simulink controllers such as aircraft autopilots, and examining the size and accuracy of

the learned models in this new domain.

1.2 Research Contribution

This thesis builds on the MELA framework of Ayoughi et al. [7], which combines supervised
abstraction, passive automata learning, and temporal-logic analysis to derive interpretable
state machines from numeric time-series data in a network security context. In MELA, the
system under learning is a commercial intrusion-detection router, and its behaviour is cap-
tured from network-traffic logs. Our work adopts and adapts the same overall framework
to a Simulink model of an aircraft autopilot. As in the network domain, we work with
numeric time-series data, but here these traces arise from a closed-loop plant-controller
model rather than from network flows. This change of domain requires adjustments to the
data-generation setup, abstraction choices, and way temporal properties are formulated

and evaluated.

Concretely, the contributions of this thesis are as follows.



¢ Time-segmented modelling of controller behaviour. We introduce a time-
segmented view of the Simulink inputs and outputs, so that the learned automata
capture distinct phases of the controller behaviour instead of a flat sequence of sam-

ples.

¢ Recurrent and feedforward temporal query patterns for control systems.
Instead of a single temporal-query pattern, we support two complementary patterns:
a recurrent pattern, where the system may remain in its current state or advance to
the next one, and a feedforward pattern, where each step must move to a strictly
“next” state. This distinction helps us interpret query results as pass, fail, or vacuous

and find the states and transitions responsible for each outcome.

e Feature-importance refinement in decision-tree abstraction. In our work,
we encountered decision trees where several features were assigned very similar fea-
ture importance, so we extend the abstraction to incorporate additional importance
metrics and to explore alternative signal combinations in order to identify the most

impactful inputs.

¢ Robustness-based evaluation of learned models. In addition to the evaluation
used in the original MELA network case study, we also compute robustness values
for the temporal-logic requirements and compare MELA and the Manual baseline
using a Mann-Whitney U test, so that the learned automata are assessed not only

by size and accuracy but also by how strongly they satisfy the requirements.

Taken together, these contributions provide an empirical demonstration that the MELA



framework, originally developed for network intrusion detection [7], can be transferred to
Simulink control models, and that its supervised abstraction and passive learning compo-
nents are effective for deriving interpretable finite-state models from cyber—physical time-

series data.

1.3 Organization

The remainder of this thesis is organized as follows.

Chapter 2: Background - This chapter introduces the core concepts used in the
thesis, including automata and automata learning, finite-state machine models, machine-

learning classifiers, key Simulink fundamentals, and temporal query checking.

Chapter 3: Related Work - This chapter surveys related work on automata learning,

model-based testing of Simulink and machine-learning—based abstraction and analysis.

Chapter 4: Approach - This chapter presents the MELA-based approach for the
Simulink autopilot case study, describing the model, data generation, trace creation and

abstraction, and the application of automata learning to obtain behavioural models.

Chapter 5: Empirical Evaluation - This chapter reports the empirical evaluation
of MELA on the autopilot, detailing the implementation, experimental setup, research

questions, evaluation metrics, and results, including verification via temporal queries.

Chapter 6: Conclusion and Future Work - The final chapter summarizes the key
findings of the research, discusses the implications of the results, and outlines potential

directions for future research.



Chapter 2

Background

This chapter introduces the main concepts needed for this research. It first presents finite-
state machines as behavioural models and then reviews active and passive automata learn-
ing, which are used to infer state machines from system executions. It then summarizes
the machine-learning techniques used for trace abstraction and the basic Simulink notions
needed to understand the autopilot model. Finally, it outlines the temporal query check-
ing framework used to evaluate properties on the learned state machines. Together, these

topics provide the background required to understand the methods used in this thesis.

2.1 Finite-State Machines

Finite-state machines provide a foundational formalized model to the control logic of re-
active systems, such as protocol handlers, controllers, and other components that respond

to sequences of input events |1, 16,20, 15]. In this section, we recall the standard models

6



of deterministic and nondeterministic finite automata, as well as Mealy and Moore ma-
chines. These models form the semantic basis for the learned automata used later in this

thesis [13,15].

2.1.1 Deterministic Finite Automata (DFA)

A deterministic finite automaton (DFA) is a tuple A = (Q, X, 6, qo, F), where @ is a finite,
non-empty set of states, ¥ is a finite input alphabet, § : @Q x ¥ — @ is a (total) transition
function, gy € @ is the initial state, and F' C @ is the set of accepting states [20]. A DFA
processes a word w = ajas . ..a, € X* by starting in ¢y and applying ¢ step by step, giving
a unique run qo,q1,- - -, ¢, with ¢; = 6(¢;—1,a;) for 1 < i < n. The word w is accepted if
the final state g, belongs to F', and the language L(A) recognized by A is the set of all

accepted words.

DFAs give an operational representation of regular languages, and every regular lan-
guage has a unique minimal DFA| up to isomorphism [20]. In cyber—physical and safety-
critical applications, random forests have been used, e.g., to classify executions of au-
tonomous driving controllers with respect to requirement satisfaction [11] and to support
learned models of complex software components in conjunction with automata-based tech-
niques |7, 39]. Figure 2.1 illustrates a simple DFA together with the discrimination tree
used by an active learning algorithm, showing both the automaton itself and the data

structure used to distinguish its states [].



(b)

Figure 2.1: A simple deterministic finite automaton and its discrimination tree, adapted.

2.1.2 Nondeterministic Finite Automata (NFA)

Nondeterministic finite automata extend DFAs by allowing several possible successor states
for a given state and input symbol. Formally, a nondeterministic finite automaton (NFA) is

atuple A = (Q, %, d, qo, F') where Q, 3, gy and F are as before, but the transition function



is now ¢ : Q x ¥ — 2% so that §(q, a) is a set of successor states [20]. Many presentations
also allow e-transitions that move between states without using input symbols. These

can be handled by extending the domain of § to (X U {¢}) and using suitable e-closure

constructions.
An NFA accepts a word w = ajas...a, if there exists at least one run qg,q1,...,qn
that follows the transition relation and ends in an accepting state ¢, € F' [20]. NFAs and

DFAs are equivalent in expressive power: every NFA recognizes a regular language, and
for every NFA there exists a DFA that recognizes the same language. The classical subset
construction turns an NFA into an equivalent DFA whose states are subsets of ). This
translation can be exponential in the number of states, which explains why NFAs can be

more compact than DFAs [20].

Nondeterminism offers an abstract way to model underspecification or uncertainty in
observed behaviour. Several learning algorithms can be seen as implicitly resolving nonde-

terministic choices into deterministic hypothesis automata [, 15].

2.1.3 Mealy Machines

For modelling input—output behaviour, it is often more convenient to work with transducers
that produce outputs instead of acceptor automata. A (deterministic) Mealy machine is a
finite-state transducer that labels transitions with outputs. Formally, a Mealy machine is
a tuple M = (Q, >, A, 9, A, qo), where @ is a finite set of states, X is a finite input alphabet,
A is a finite output alphabet, § : Q x ¥ — @ is a transition function, A : ) x ¥ — A is an

output function, and gg € @ is the initial state [15,16]. When the machine reads an input



symbol a € ¥ in state ¢ € @), it moves to state d(¢, a) and emits the output symbol (g, a).

For an input word w = a; ...a,, a Mealy machine produces an output word oy ... 0,,
where each o; is determined by the current state and the current input symbol. Thus, a
Mealy machine defines a function from ¥* to A* that maps each input word to an output

word of the same length.

Mealy machines are a standard model for synchronous digital controllers and commu-
nication protocols, in which the output at each step depends on both the current state
and the current input [4,45]. In automata learning, they are widely used to model the
behaviour of reactive software components and controllers whose outputs depend directly
on the current input, for example in protocol state machine inference or interface automata
learning [1,43,415]. Many recent extensions of active learning algorithms target Mealy-type

models with richer timing or data features [12,16].

2.1.4 Moore Machines

A Moore machine is a closely related model in which outputs are attached to states
rather than transitions. Formally, a (deterministic) Moore machine is a tuple M =
(Q,2,A,0,7,q), where @, 3, A, § and ¢y are as before, and 7 : Q — A is a state output
function. When the machine is in state ¢, it continuously produces the output symbol
v(q); reading an input symbol a € ¥ causes a state change to d(¢,a), which may in turn
change the output. Therefore, for an input word w = a; ... a,, a Moore machine produces

an output word of length n+1 if we include the initial output in go [17].
Mealy and Moore machines are equivalent in the sense that, for every Mealy machine,

10



there is an equivalent Moore machine that realizes the same input—output relation up to a
fixed shift, and vice versa [15,46]. The choice between them is therefore mainly a matter
of convenience for a given modelling task. However, it can have practical consequences
for modelling and learning. In particular, Moore machines often match naturally with
sampled-data controllers and synchronous block diagrams where outputs are associated
with discrete system modes or configurations, as in many embedded control and Simulink-
style models [15,47]. Figure 2.2 illustrates this idea using a pattern-filtering example:
the NFA on the left recognises the regular expression aa*b, while the Moore machine on
the right produces pass/mask outputs to indicate which input positions are relevant for

matching the pattern [17].

b
I
, il
o
start — 2 a a
a
b
b a b

ad
b
start *;@ a 51 b @

Figure 2.2: Left: NFA for the pattern aa*b. Right: The corresponding Moore-machine
filter (right) [17].
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2.2 Automata Learning

Finite-state automata provide a simple but powerful way to model the observable behaviour
of reactive systems |1, 26, 45]. In such models, states represent abstract configurations
of the system and transitions describe how the system responds to input symbols over
time. Automata-based models have been used to describe and analyze many software
and hardware systems, including communication protocols, controllers, and other input—
output components [26,15]. Automata learning builds on this view by inferring such models
automatically from observations or experiments, instead of constructing them manually |4,
|.

In this thesis, we use finite-state automata as behavioural models for the Simulink air-
craft autopilot and focus on learning such automata from data, following existing work on
automata-based modelling and verification of control systems [2,11]. We distinguish be-
tween active automata learning, where a learner can interact with a system under learning
through queries, and passive automata learning, where the learner receives a fixed set of
observed traces and infers a model from them [1,15]. Our case study uses passive automata
learning, but both viewpoints are important for understanding related work and the design

of our approach.

2.2.1 Automata as Behavioural Models

Finite-state automata, as introduced in Section 2.1, give a simple but expressive way to

model the observable behaviour of reactive systems [1, 206, 15]. States capture abstract

12



configurations of the system, while transitions describe the change from one state to an-
other. Automata-based models have been applied to a wide range of software and hardware
systems, including communication protocols, controllers, and other input—output compo-

nents [20,15].

For modelling input—output behaviour, it is often convenient to use Mealy or Moore
machines instead of pure acceptor automata. As recalled in Section 2.1.3 and Section 2.1.4,
a Mealy machine labels each transition with an output symbol, while a Moore machine
associates an output symbol with each state. Both models give a finite-state description
of how outputs evolve in response to sequences of inputs and are widely used in automata-
based modelling and learning of software components and controllers [11,43]. In our work,

we use Moore machines to represent the abstracted behaviour of the Simulink autopilot |2,
|.

Automata as behavioural models strike a balance between expressiveness and analyz-

ability. They can be visualized as state diagrams that are relatively easy to understand

and can be analyzed using standard verification and testing techniques, such as model

checking, conformance testing, and coverage analysis [17,20,15].

2.2.2 Active Automata Learning

Active automata learning assumes that the learner can interact with a system under learn-
ing (SUL) by asking queries. In Angluin’s classical L* algorithm [5], the learner can
ask membership queries of the form “does the SUL accept word w?” and receives yes/no

answers. In addition, the learner can propose a hypothesis automaton and obtain coun-

13



terexamples through equivalence queries if the hypothesis does not match the SUL. By
repeatedly refining its hypothesis based on counterexamples, L* constructs a minimal DFA
that is equivalent to the unknown target automaton, assuming that an oracle can answer
equivalence queries |5]. The overall architecture of this query-based setting is illustrated
in Figure 2.3, where a learner interacts with a system under learning via membership and
equivalence queries, often through a teacher component that may internally rely on testing

or model checking [4].

Teacher

@ MQ: IssinL?

Membership
@ Response Oracle

@ EQ: Is Ly=L?

Equivalence
Oracle

(6) CEEW8Ly)

S

®

Figure 2.3: Query-based model learning architecture with a minimally adequate teacher,
adapted from Fig. 1 in Ali et al. [1].

Later work extended active learning from DFAs to richer models such as Mealy and
Moore machines, register automata, and models with timing or data parameters [21,43].
These extensions have enabled applications to real-world systems, including communication
protocols, network stacks, and industrial controllers, where the SUL is tested as a black

box and queries are answered by executing the implementation |15, 17,41, 45].
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Active learning is appealing because it can, in principle, guide the exploration of the
SUL in a systematic way and construct small, accurate models when queries are answered
reliably [21,413,15]. However, its assumptions do not always hold in practice. Some imple-
mentations do not support reliable resetting, and running the large number of experiments
needed for active learning can be time-consuming or require considerable computational
and engineering effort [15, 17,45]. Moreover, repeated executions of the same input se-
quence may not always produce identical outputs, for example due to nondeterminism or
measurement noise. In such settings, it can be more natural or more practical to learn

from passively collected traces, as discussed next [1].

2.2.3 Passive Automata Learning

Passive automata learning, sometimes called grammatical inference, assumes that the
learner receives a fixed sample of observed behaviour and must infer an automaton that is
consistent with this sample [1]. For example, in DFA learning, the sample may consist of
sets of positive and negative example words, and the goal is to infer a DFA that accepts all
positive words and rejects all negative ones [25]. Unlike active learning, the learner cannot

ask new queries and must work only with the data already available |1,5,15].

A common family of passive learning algorithms is based on state merging. These
algorithms start from a prefix-tree acceptor that exactly represents the positive samples and
then iteratively merge states while keeping consistency with the labelled examples [4,12].
The well-known RPNI (Regular Positive and Negative Inference) algorithm is a canonical

example of this approach, and many later algorithms can be seen as refinements of its

15



merging strategy [!]. Figure 2.4 illustrates this state-merging process: starting from a
prefix-tree acceptor that accepts exactly the positive sample, compatible states with similar
future behaviour are gradually merged to obtain a smaller DFA that generalises beyond

the observed examples [27].

Figure 2.4: State-merging DFA induction starting from a prefix-tree acceptor. [25].

Further work has proposed refined merging heuristics and strategies, such as mandatory-
merge variants, to improve generalization and robustness to noise [25]. More recent research
has also studied passive learning for models beyond plain DFAs, including extended au-

tomata with data values or probabilistic annotations |1, 29].

Passive learning is especially useful when system behaviour is observed through logs,
simulations, or experiments that cannot easily be repeated on demand, or when direct
control over the system’s inputs is limited [1]. In such cases, the quality of the learned
automaton depends strongly on the coverage and representativeness of the available traces,

and on how the raw observations are abstracted into a finite alphabet [1,29)].

16



2.3 Machine Learning Classifiers

In addition to finite-state models, this thesis uses supervised machine-learning classifiers
to support runtime decisions and validation tasks on execution traces. In particular, we
rely on standard classifiers, decision trees, random forests, support vector machines, and
logistic regression, that are widely used in software engineering and cyber—physical sys-
tems because they provide a good balance between predictive performance, robustness,
and interpretability |9, 11, 13,28]. These classifiers have been successfully employed in
requirements-driven test generation and model-based analysis for systems with complex

dynamics [7, 18,3910, 11].

2.3.1 Decision Tree Classifier

Decision tree classifiers recursively partition the feature space into regions associated with
class labels. Each internal node tests a predicate on a single feature (e.g. whether a signal-
based feature z; is below or above a threshold), each outgoing edge corresponds to the
outcome of that test, and each leaf node stores a class prediction or class distribution. A
sample is classified by following the unique path determined by these tests from the root
to aleaf [11]. As an example, Figure 2.5 shows a simple Boolean function and two decision
trees that compute it, making explicit how each root-to-leaf path corresponds to a sequence

of tests leading to a class prediction [11].
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X4 X2 X3 Y
True | True | True | True

False | True | True | True

True |False | True | True

False | False | True | True True False True False

True | True | False | True

| True | | X3

| True | |False|
False | True | False | False

True False
True | False | False | False :

False | False | False | False | True | |False|

Figure 2.5: Two decision trees representing the Boolean function Y = X; A X V X3. [11].

Modern decision tree learners typically grow the tree greedily by selecting splits that
maximise some impurity reduction criterion, such as information gain or Gini decrease,
and then control overfitting via pre-pruning or post-pruning strategies [11]. Recent work
emphasises decision trees as an interpretable yet competitive model class, and discusses
their role in responsible and explainable Al, including complexity control and constraint-
aware learning [11]. In verification and testing contexts, decision trees are particularly
useful because each root-to-leaf path corresponds to a human-readable rule over trace fea-
tures, which can be inspected by engineers and used to justify runtime decisions or to
derive guards for transitions in automata-based models [1&,11]. To quantify node purity
and feature relevance, decision tree learners rely on several standard measurement cri-
teria such as Gini impurity, information gain, impurity-based (Gini) feature importance,
and model-agnostic feature importance measures such as permutation and drop-column

importance |27, 306, 37].
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2.3.1.1 Gini Impurity

Gini impurity is one of the most widely used node-impurity measures in decision tree

learning, in particular in CART-style algorithms [37]. Let ¢ be a node with an empirical
class distribution py,...,pg over K classes. The Gini impurity of ¢ is defined as
K
Gt) = 1- Z Py
k=1

The impurity is 0 when all samples at the node belong to a single class, and it is maximised
when the classes are uniformly mixed. For a candidate split of node ¢ into child nodes

ti,...,tm, the quality of the split is measured by the impurity decrease

where n is the number of samples at ¢t and n; is the number of samples at child ¢;. The

split with the largest AG is selected [37].

2.3.1.2 Information Gain

Information gain is an alternative impurity measure based on Shannon entropy. For a node

t with class probabilities p, ..., pk, the entropy is

K
H(t) = =) prlog, pi.
k=1

19



Given a candidate split of ¢ into child nodes t4,...,t,,, the information gain is defined as

m

IG(t) = H(t) =)

=1

s |3

with n and n; as above. Intuitively, IG(#) measures how much uncertainty about the
class label is reduced by the split. Classic top—down induction methods such as ID3 and
C4.5 rely on entropy-based criteria, and modern surveys compare entropy and Gini-based

measures in terms of bias, stability, and computational cost [37].

2.3.1.3 Impurity-Based (Gini) Feature Importance

For a trained decision tree or tree ensemble, impurity-based feature importance provides a
simple internal measure of how often and how effectively a feature contributes to reducing
impurity [27]. Let n be the total number of training samples, and let n, be the number of

samples reaching node t. For a feature 7, its Gini importance is computed as
. g Ne,
mpee(i) = D (G0 = Y HG(w)).
tthat split on j 7

where G(+) is the Gini impurity and ¢; are the children of t. This quantity is often normalised

across features to obtain relative importances.

2.3.1.4 Permutation and Drop-Column Feature Importance

Permutation importance is a model-agnostic technique that estimates how much a feature

contributes to predictive performance by measuring the degradation in performance when
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that feature is randomly permuted [36]. Given a trained classifier and a validation set,
one first computes a baseline performance. For each feature j, the values of z; in the
validation set are then randomly permuted, the model is evaluated again, and the decrease

in performance is taken as an estimate of the importance of feature j.

Drop-column (or retraining) importance follows a similar idea, but instead of permuting
the feature at evaluation time, it removes the feature entirely and retrains the model
without it [36]. For each feature j, a new model is trained on X \ {z;}, and the performance
difference with respect to the full model is used as the importance score. This method can
provide a stronger notion of importance, as it accounts for the feature during training, but
it is considerably more computationally expensive because it requires retraining multiple

models.

Permutation and drop-column importance complement impurity-based measures: the
former two are model-agnostic and directly tied to predictive performance, while the latter
is model-specific and efficient. In practice, all three are often used together when analysing

and explaining decision trees and random forests [27, 30].

2.3.2 Random Forest

Random forests are ensemble methods that combine the predictions of many decision trees
to improve accuracy and robustness [9]. Each tree is trained on a bootstrap sample of the
training set (bagging), and at each split only a random subset of features is considered,
which decorrelates the trees and reduces variance. For classification, the random forest

typically predicts the class receiving the majority of votes across trees, or averages class

21



probabilities when probabilistic outputs are needed.

From a statistical viewpoint, random forests are non-parametric models that can ap-
proximate complex, nonlinear decision boundaries while retaining many of the interpretabil-
ity advantages of tree-based methods, such as feature-importance measures and partial de-
pendence plots [9]. They require relatively little hyperparameter tuning and perform well
on heterogeneous, high-dimensional data, which has contributed to their wide adoption
in machine learning and data mining [9]. In cyber—physical and safety-critical applica-
tions, random forests have been used, e.g., to classify executions of autonomous driving
controllers with respect to requirement satisfaction |14 and to support learned models of

complex software components in conjunction with automata-based techniques [7,39].

2.4 Simulink Fundamentals

Simulink is a widely used environment for model-based design of cyber—physical systems,
particularly in domains such as automotive, aerospace, and industrial control [30,32,11].
Models are expressed as executable block diagrams that combine continuous-time plant
dynamics with discrete-time control and supervisory logic. These diagrams can be simu-
lated, subjected to systematic testing, or used as a basis for automated code generation

for embedded targets [32,44].
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2.4.1 Block-Diagram Modelling

Simulink models are organized as directed graphs of blocks connected by signals. Each
block represents a computation or component (e.g., gain blocks, integrators, lookup ta-
bles, or custom logic), while each signal represents a time-varying value that flows from
the output port of one block to the input port of another [30]. Blocks can be hierarchi-
cally grouped into subsystems, enabling large models to be decomposed into manageable

components that reflect the structure of the underlying controller or plant [32,44].

During simulation, Simulink evaluates blocks in an order that is consistent with the
signal dependencies: at each simulation step, inputs are propagated through the block di-
agram, intermediate results are computed, and outputs are produced and logged as signals
over time [30]. This block-diagram representation is particularly suitable for control and
signal-processing applications, where engineers reason in terms of signal flow, control loops,
mode logic, and feedback paths. Industrial case studies show that complex automotive and
aerospace control software is routinely specified and validated at the Simulink level before

implementation [32,39, 40, 44].

2.4.2 Discrete vs Continuous Execution

Simulink supports both continuous-time and discrete-time dynamics within a single model,
which is essential for accurately representing cyber—physical systems. Continuous blocks,
such as integrators or transfer functions, are defined by differential equations and are eval-
uated using ODE-based fixed-step or variable-step solvers over a continuous time base [30].

Discrete blocks, such as zero-order holds, discrete filters, or digital controllers, are eval-
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uated at specific sampling instants and maintain internal state that is updated at those

instants [30)].

The combination of continuous and discrete elements gives rise to hybrid models in
which a continuous plant interacts with discrete-time control software [32,44]. In typical
workflows, engineers first construct high-fidelity simulation models that emphasise contin-
uous dynamics and physical realism, and later derive more discretised “code-generation”
models whose structure is closer to the final embedded implementation [32, 44]. This
distinction between simulation-oriented and code-generation-oriented models is reflected
in Simulink’s solver configuration and in the use of continuous versus discrete block li-

braries [30)].

The presence of both continuous and discrete behaviours complicates verification and
testing, as techniques must account for numerical integration, sampling, and nonlinear
dynamics. Nevertheless, recent work has shown that systematic test generation and model
checking can be effectively applied to Simulink models with mixed time bases, including

models with significant continuous dynamics [32,14].

A key concept in Simulink is the sample time of each block, which determines how
frequently it executes and may be continuous, discrete with a fixed period, or inherited from
upstream signals [30]. In multi-rate controllers, different components operate at different
sample times, leading to a scheduling structure with multiple execution tasks. During
simulation, Simulink computes an execution order that respects both data dependencies
and sample-time constraints, distinguishing between major steps, where discrete states

update, and minor steps, which some solvers use to refine continuous integration [30]. In
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fixed-step, purely discrete models, this behaviour closely resembles periodic real-time tasks.
Correct sample-time configuration is essential: inconsistent rates or poor discretisation
can cause aliasing, missed events, or unrealistic control behaviour, as observed in studies

evaluating faults and requirement violations in industrial Simulink models 18,32, 14].

2.4.3 Autopilot Model

The case study in this thesis is based on a Simulink model of an aircraft autopilot. Such
models follow a standard structure in flight-control engineering, separating the continuous
aircraft dynamics from the discrete-time control logic and mode management. The plant
subsystem encodes the evolution of key state variables, such as altitude and speed, using
differential equations integrated by Simulink’s continuous-time solvers, while the controller
subsystem implements guidance laws, feedback controllers, and mode-switching logic that

is executed at one or more discrete sample times [30,32].

Aircraft autopilot models have been used extensively in the verification and valida-
tion literature as benchmarks for temporal-logic verification, model checking, and test
generation in a Simulink or state-machine setting [2, 32, 11]. They capture realistic in-
teractions between continuous plant dynamics and discrete supervisory control, including
safety-critical requirements such as maintaining altitude and attitude envelopes or respect-
ing actuator limits. Similar industrial-style control models have also been used as targets
for automata learning and other model-inference techniques in the broader cyber—physical
systems domain [7,39,10]. In this case study, we use the Autopilot Demo Simulink model

[35] as our reference controller. Figure 2.6 shows its top-level Simulink block diagram.
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Figure 2.6: Top-level Simulink block diagram of the aircraft autopilot demo used as the
case study in this thesis, based on the MathWorks Autopilot Demo model [35].

2.5 Temporal Logic and Query Checking

Temporal logics provide a formal language for specifying how system properties evolve
over time and are a standard basis for expressing requirements on reactive and cyber—
physical systems [11,31]. In particular, they are widely used to capture safety, liveness,
and timing constraints for software controllers and models of physical processes, and they
underpin many model-checking and testing techniques used in practice |14, 32, 41]. This
section recalls linear temporal logic (LTL), introduces the idea of query checking as a way
to explore families of temporal properties over finite-state models, and discusses vacuous

satisfaction and related interpretation issues.
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2.5.1 Linear Temporal Logic (LTL)

Linear Temporal Logic (LTL) is a propositional temporal logic interpreted over linear
time, i.e., over execution traces or paths of a system [14,34]. Given a set AP of atomic

propositions, the syntax of LTL formulas is defined by

pu=true [p| - |1 A2 | X | @1 Up,,

where p € AP, X is the next operator, and U is the until operator. Other temporal
operators are defined as abbreviations, for example Fy := true U ¢ (eventually) and Gy :=

—F-y (always).

Semantically, LTL formulas are interpreted over infinite paths 7 = sgs;s5 ... of a Kripke
structure or labelled transition system, where each state s; is labelled with the set of atomic
propositions that hold in that state [11,31]. Satisfaction is defined inductively; for example,
(m,i) | Xy if and only if (7,i + 1) = ¢, and (7,4) = 1 U ps if and only if there exists
j > isuch that (m,7) = @2 and (7, k) | ¢ for all i < k < j. Typical specifications include
safety properties such as

G —error,

which asserts that an error condition never occurs, and response properties such as

G (r’equest — F ack),

which assert that every request is eventually followed by an acknowledgement |14, 34].
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In many practical applications, including testing and runtime analysis, one works with
finite execution traces rather than infinite ones. In such cases, either an infinite-word
semantics is adopted by implicitly extending finite traces (e.g., by stuttering at the last
state), or specialised finite-trace variants such as LTL over finite traces are used. Similar
ideas underlie signal-based temporal logics such as Signal Temporal Logic (STL), which
extend atomic propositions to predicates over real-valued signals. Industrial studies show
that many requirements for cyber—physical models can be captured using a small number
of recurring temporal patterns, such as invariance, response, and bounded response over
given time scopes [32,41]. These patterns provide a practical way to structure requirement

libraries and to apply temporal logic systematically in verification and testing.

2.5.2 Query Checking over Finite-State Systems

Classical model checking answers the question whether a given temporal-logic formula holds
in a given model and, if not, produces counterexample traces that witness violation [14].
Query checking generalises this idea by allowing queries, that is, temporal formulas that
contain one or more unknowns or placeholders, and by computing all instantiations of
these placeholders for which the resulting properties are satisfied by the model. Intuitively,
instead of checking a single fixed specification, query checking explores a structured family

of temporal properties in a systematic way.

A temporal query typically has the form Q[z]|, where x is a placeholder that ranges
over some domain of candidate subformulas, such as propositional combinations of atomic

propositions. Given a finite-state model M and a query Q|z], the goal is to compute all
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instances 1 of x such that M = Q[¢]. For example, one may consider a response pattern

G(a: — Fy),

where z and y stand for unknown state predicates, and then ask for all pairs (z, y) for which
the resulting property holds in the model. The resulting instantiations can reveal which
events or abstract modes are systematically followed by others and can suggest candidate

requirements that are already satisfied.

Algorithmically, many query-checking procedures reduce the problem to repeated calls
to standard model checking by treating candidate instantiations as parameters and ex-
ploring a search space of substitutions [I4]. In data- and trace-driven settings, one can
formulate related problems over finite sets of execution traces, where the goal is to mine
temporal properties that hold for all observed behaviours. Pattern-based requirements
engineering for Simulink and other cyber-physical models, as in recent work on STL spec-
ifications and model checking versus testing, can be viewed as a restricted form of such
query exploration, in which templates for invariance, response, and timing patterns are
instantiated over different signals and thresholds and then evaluated against the model or

its traces [0, 32, 11].

Search-based test generation and coverage-driven selection further connect temporal
properties with systematic exploration. For instance, temporal logic formulas can be used
as objectives when generating simulation-based tests that exercise specific behaviours or
push the system towards violation of a requirement, as demonstrated for autonomous-

vehicle controllers and other cyber—physical systems [0, 11]. In this view, temporal specifi-
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cations act as queries about the existence of behaviours with particular temporal patterns,
and solving these queries involves both logical reasoning and numerical search in the space

of input scenarios.

2.5.3 Vacuity and Result Interpretation

When interpreting the outcome of model checking, query checking, or temporal-property
evaluation over traces, it is important to distinguish meaningful satisfaction from vacuous
satisfaction. Informally, a specification is satisfied vacuously if it holds for a trivial reason
that does not reflect the intent of the requirement [1]. A standard example is the response
property

G(request —F ack),

which is trivially true in any model where request never occurs. In such a case, the property
does not provide genuine assurance that requests are eventually acknowledged, because the

triggering condition is never activated.

Vacuity can arise in several ways, such as an antecedent of an implication never becom-
ing true, some subformulas being irrelevant to satisfaction, or the system never leaving a
restricted portion of its state space |11]. For temporal queries, vacuity may manifest as
instantiations that formally satisfy the query but do so in an uninformative way, for ex-
ample by referring to events that never occur in the model or in the traces under analysis.
Detecting such situations is important, because vacuously true properties can give a false

sense of correctness.

Existing approaches to vacuity detection typically identify subformulas whose replace-
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ment by a weaker or stronger formula does not affect overall satisfaction, or compute
alternative valuations of atomic propositions that preserve truth of the specification [14].
In practice, vacuity analysis helps engineers refine their temporal properties, uncover miss-
ing assumptions, and focus on specifications that provide informative constraints on system

behaviour.

In data-driven and cyber—physical settings, vacuity is closely related to issues of cover-
age and representativeness of the available executions, as well as to the abstraction used
when mapping raw signals to propositions. A property may be satisfied vacuously because
certain operating modes are never exercised in the collected traces, or because the abstrac-
tion masks behaviours that would falsify the property. Empirical studies on verification,
testing, and debugging of Simulink models and other cyber—physical systems highlight the
importance of combining temporal-property evaluation with systematic test generation,
robustness-oriented search, and explanation techniques in order to avoid misleading con-
clusions [0,8,23,32,44]. Overall, careful interpretation of temporal-logic and query-checking
results, together with explicit vacuity analysis, is essential to obtain trustworthy assurance

about system behaviour.
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Chapter 3

Related Work

In this chapter, we compare our work with three strands of related research: (1) automata
learning and verification for cyber—physical and networked systems, (2) verification and
testing of Simulink and cyber—physical models, and (3) supervised abstraction and rule

mining for numeric systems.

3.1 Automata learning and verification for cyber—physical

systems

Ayoughi et al. [7] propose MELA, a framework that combines supervised abstraction, pas-
sive automata learning, and temporal-logic analysis to derive interpretable behavioural
models for a network-security case study. They show that, for systems with time-series in-

puts and outputs, automata learning yields effective, interpretable models that complement
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statistical learning: interpretable classifiers such as decision trees are used to obtain predi-
cates over numeric features, while learned Moore machines capture temporal relationships
between abstract states and events. Our work follows the same high-level rationale and is
an extension of this line of research from network logs to Simulink control models. Instead
of network traffic logs, we work with traces generated from a closed-loop plant—controller
aircraft autopilot model and study how supervised abstractions and passive learning behave

in a continuous-control setting.

Automata learning has also been applied to other cyber—physical and software systems.
Smeenk et al. [11] and Schammer et al. [39] use active learning to infer models of embedded
control software, while Selvaraj et al. [10] learn automata from autonomous driving software
and analyse the resulting models. These studies demonstrate that automata learning can
yield useful models of complex control software in cyber—physical settings. Our work adopts
a similar preference for interpretable, learned models but targets a Simulink-based aircraft
autopilot and relies on passive learning from simulation traces. Moreover, in contrast to
approaches that integrate full model checking, we use the learned automata primarily as a

basis for query-based analysis of autopilot behaviours.

3.2 Verification and testing of Simulink and cyber—physical

models

A substantial body of work investigates verification, testing, and debugging of Simulink

and related model-based designs for cyber—physical systems. Nejati et al. [32]| introduce
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an industrial Simulink benchmark, classify common requirement patterns, formalise them
in Signal Temporal Logic (STL), and compare model testing with model checking for find-
ing requirement violations. Tuncali et al. [11] use STL and search-based test generation
to exercise autonomous-vehicle controllers, while Gaaloul et al. [18] analyze environment
assumptions for software components using machine learning over simulation traces. CPS-
Debug [8] supports debugging of Simulink and Stateflow models by combining testing,

specification mining, and failure explanation.

These approaches operate directly on Simulink models and their real-valued signals
and typically reason about STL properties on continuous-time traces. Our work is com-
plementary: rather than analyzing only signal-level behaviour, we first derive finite-state
behavioural models from autopilot traces by applying supervised abstraction and passive
automata learning, and then perform query-based analysis over the learned automata. This
provides an additional, automata-based view of Simulink controller behaviour that can sup-
port specification interpretation and exploration alongside existing STL and simulation-

based techniques.

3.3 Supervised abstraction and rule mining for numeric

systems

Several recent studies combine supervised learning with testing and analysis to better un-
derstand numeric and hybrid systems. Jodat et al. [23,24] combine machine learning with

adaptive random testing to identify test inputs that lead to non-robust or failing behaviours

34



in industrial control software. Their work uses interpretable models to highlight critical
regions of the input space and to explain observed failures. More broadly, research on deci-
sion trees, ensembles, and feature-importance methods emphasises the role of interpretable
classifiers as a bridge between raw numeric data and higher-level predicates over system

behaviour |11, 30].

Our approach relies on supervised abstraction in a similar way: we use interpretable
classifiers to partition continuous and categorical signals from the aircraft autopilot model
into a finite alphabet of abstract modes that preserve behaviourally relevant distinctions.
However, in contrast to work that stops at rule-level explanations or robustness analysis,
we use these abstractions as input to passive automata learning and subsequent query
checking on the learned models. In this way, supervised rule mining and abstraction form
the front end of a pipeline that ultimately yields finite-state behavioural models suitable

for structured, query-based reasoning about a Simulink aircraft autopilot.
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Chapter 4

Approach

This chapter presents our approach for enhancing automata learning with machine learning
in the Simulink case study. Figure 4.1 provides an overview of MELA. The input to the
model is a system S, denoting the system under learning (SUL). MELA treats S as a black
box that accepts time-series data as input and generates time-series data as output. The
approach begins with Data Generation from the Simulink model M to collect input/out-
put time series. We then perform Trace Creation to sample these data into traces. Next,
we apply Trace Abstraction, which includes Variable Selection and Range Abstraction,
to obtain finite-alphabet sequences, and finally run Automata Learning to infer a state

machine summarizing M’s behavior.
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4.1 Assumptions and contributions

This chapter presents the workflow used to learn interpretable Moore-machine models
from autopilot simulations. Since the workflow is data-driven and depends on discretizing
numeric signals, the learned automata should be interpreted as abstractions of observed
behaviours under the specific simulation and modelling choices of this study. We therefore
summarize the main assumptions and clearly state what is reused from prior work versus

what is contributed in this thesis.

4.1.1 Assumptions and scope

We follow the MELA-style pipeline in Figure 4.1, treating the system under learning (SUL)
as a black box that maps time-series inputs to time-series outputs. The learned automata
summarize the behaviours exercised by the simulation harness and captured by the sampled

traces, after abstraction into a finite alphabet.

1. Segmented inputs and phase structure: Each run is organised into a small
number of equal-duration segments, with piecewise-constant inputs within each seg-
ment. This choice is intended to capture phase-like controller behaviour such as
early response, correction, and settling, while keeping the resulting traces compact

and interpretable.

2. Fixed discretization of time: Continuous signals are converted into discrete traces

using a fixed sampling rate. This discretization defines what a step means in the

37



learned automata and in the temporal queries, and it ties the verification results to

the selected sampling rate.

. Finite-alphabet abstraction: Passive automata learning operates on symbols
rather than continuous values, so numeric signals are discretized into a finite al-

phabet via supervised variable selection and range partitioning.

. Outcome-state definition: Moore-machine outputs are defined using four cate-
gorical outcome states (Certain Fail, Boundary Fail, Boundary Pass, Certain Pass),
derived from the relation between the aircraft behaviour and the commanded altitude
reference. These outcome labels provide the state meaning used throughout learning

and verification.

. Passive learning setting: The models are learned from collected traces without
interactive querying of the Simulink model. As a result, the learned model structure
and requirement satisfaction results depend on the diversity and representativeness

of the available traces.

Passive learning vs. active learning We employ passive automata learning because

the autopilot case study is accessed through batch Simulink simulations, where behaviour

is observed from offline generated traces. Active learning would require an interactive

setup in which the learner repeatedly resets the Simulink model, executes many differ-

ent input sequences, and treats each simulation run as a query. In our setting, each

query corresponds to a complete closed-loop simulation, so adopting active learning would

substantially increase both computation time and engineering effort. In addition, small

38



numerical differences arising from simulation settings and discretization can change the
sampled traces, which reduces the repeatability expected by query-based learning. For
these reasons, we focus on passive learning from an offline trace set that can be generated

once, controlled, and analyzed consistently under a fixed abstraction.

4.1.2 Contributions

Adopted Approach We follow the overall structure of MELA: simulation-based data
generation, trace construction, supervised abstraction via variable selection and range par-
titioning, and passive automata learning to infer an interpretable Moore machine. As in
MELA, abstraction is the bridge that makes numeric time-series behaviour suitable for

symbolic learning and temporal analysis.

Thesis Extensions We adapt this workflow to a Simulink aircraft autopilot case study
and make it phase-aware by structuring each run into equal-duration segments aligned with
the input scheduling and the available autopilot signals. We also strengthen the abstraction
stage by using feature importance not only to rank variables, but also to guide refinement
when scores are close, so we can compare plausible signal combinations and see how ab-
straction choices affect both the learned model structure and the verification outcomes.
Finally, beyond reporting model size and classification accuracy, we evaluate requirement
satisfaction from a robustness perspective by checking how consistent the results remain

across learning sets and signal selections, supported by statistical comparisons.
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Manual Configuration For comparison, we include a manual configuration that keeps
data generation and trace construction the same as the MELA-style approach but replaces
learning-based abstraction with manually chosen variables and fixed range partitions. This
comparison isolates the effect of the learning-based abstraction stage from the rest of the

workflow.

4.2 Simulink Model

Simulink is a data-flow-based visual language that can be executed using Matlab and con-
sists of blocks, ports and connections. Blocks typically represent operations and constants,
and are tagged with ports that specify how data flow in and out of the blocks. Connections
establish data-flows between ports. To simulate a Simulink model M, the simulation engine
receives signal inputs defined over a time domain and computes signal outputs at succes-
sive time steps over the same time domain used for the inputs. Following the formalization
of signal-based test inputs and outputs, we denote a test input for S as I = (iy,i9...0,)
and a test output for S as O = (01, 05...0,) where m is the number of system inputs, n
is the number of system outputs, and each i; and each o; is a time-series vector for some
input and some output of S, respectively. Given a time-series vector v : [0..7] — D, the
time-series range D can be either discrete, i.e., D C N, or continuous, i.e., D C R. Discrete
time-series ranges can be enumerate such as D = {AP-Engagement}, or numeric such as
D = {Throttle, Pitch-Wheel}. Automata learning algorithms are not able to abstract and
generalize numeric data ranges, whether continuous or discrete. Figure 4.3 illustrates time-

series vectors over the time domain [0..77] for the inputs of AUTOPILOT: AP-engagement,
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pitch-wheel, and throttle. The AP-engagement input has an enumerated range, whereas

the other two inputs are numeric.

We assume that, among the outputs of system S, we use the current altitude, which
is a continuous signal rather than a pre-defined discrete state. For automata learning,
we subsequently abstract this signal into a discrete, enumerable state via range-based
categorization relative to a reference (e.g., Certain Pass, Certain Fail), providing feedback

on operational status and supporting decision making and control.

The Simulink model used in our study, AUTOPILOT, is a full six-degree-of-freedom
simulation of a single-engine, high-wing, propeller-driven airplane with an onboard autopi-
lot. The controller maps time-series pilot commands, engagement status, and setpoints to
actions that regulate attitude and airspeed [32|. Figure 4.2 illustrates time-series vectors
over the time domain [0...12.5 s| for the Autopilot inputs: heading hold, altitude hold,
heading reference, turn knob, altitude-reference, pitch-wheel, and throttle. The two mode
signals (heading hold and altitude hold) are binary, whereas the remaining five inputs vary
continuously over time. For context, the figure also plots altitude as the system output,
a continuous signal shown alongside the inputs. In our setting we also record AP engage-
ment that is binary and when this signal is 1, the autopilot is engaged, and we take our
time window from those engaged segments. The figure includes altitude as the continuous
output. We compute the difference between altitude and altitude-reference to obtain a nu-
meric tracking error, which we then discretize into a categorical state. The autopilot model
and its requirement set used in this study are taken from an existing industrial Simulink
benchmark. In particular, we reuse the Autopilot subject and its provided requirements as

reported by Nejati et al. [33]. Our work does not propose new functional requirements; in-
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Figure 4.1: ML-enhanced automata learning (MELA) for systems with time-
series inputs and outputs.

stead, we transform and analyze this existing requirement set through learned abstractions

and Moore-machine models.

4.3 Data Generation

Figure 4.1 begins with a data generation loop, where it iteratively generates test inputs
for S and executes system S to produce test outputs. The purpose of the data genera-
tion loop is to produce time-series data to be used for automata learning [23]. In this
loop, the test inputs are randomly generated using existing parameterized time-series data
generation techniques [0, 44]. In our Simulink model M, each input is piecewise-constant
over a small set of equal-duration segments, changing only at segment boundaries. The

abstraction preserves this temporal structure, keeping traces time-aware without exposing
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Figure 4.2: A test input consists of time-series vectors over seven autopilot
inputs, with altitude as the output.

raw timestamps. To ensure that the learned automata effectively capture the behaviors of
SUL, we need to generate test inputs that exercise SUL for different scenarios and yield
test outputs that adequately capture SUL’s behaviors. To increase the adequacy of the
generated data, we employ established black-box test coverage criteria for software testing
based on system-state coverage. Specifically, the data generation loop of Figure 4.1 ter-
minates when there is no further improvement in state coverage. This occurs either when
the generated outputs cover all system states or when, after several consecutive iterations,
the outputs do not cover any new states, indicating that our test generation is unlikely to

yield further improvements in state coverage.
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4.4 Trace Creation

Figure 4.1 uses the Trace Creation routine to convert time-series data vectors into traces
to be used for automata learning. Each time-series data vector v : [0..7] — D is converted

0 w' ..., 0" of values using the sampling-rate parameter §, which is an

into a sequence v
input to Figure 4.1. Specifically, v* = v(0), v* = v(d),v? = v(2-6),...,v* = v(k - §), with
k-o=T.

Let I = (iy,49,...,%,) be a test input of S, and O = (01,09, ...,0,) be a test output

of S. An input/output trace corresponding to each pair of test input and output of S is

defined as follows:

where k£ is the number of steps with time-step size ¢ in the time domain [0..7], and for
every /, ii is the jth sampled value from input vector 7,, and OZ is the jth sampled value

from output vector oy.

For example, Figure 4.3 shows a small excerpt from a trace generated for AUTOPILOT.
The values enclosed within “[” and “|” are, respectively, sampled from the following test
input vectors of AUTOPILOT: autopilot engagement, turn knob, altitude-reference,
pitch-wheel, and throttle. The last value in each tuple is sampled from the test output

vector of AUTOPILOT: altitude.
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(a) Before trace abstraction

(1, 1, -146.4, 40.1, 7260, -23.2, 0.2], 7160), ([1, 1, -146.4, 40.1, 7260, -23.2, 0.2, 0, 1, 170.4, 5.6,
7260, 2.7, 0.5], 7170), ([1, 1, -146.4, 40.1, 7260, -23.2, 0.2, 0, 1, 170.4, 5.6, 7260, 2.7, 0.5, O, O,
135.3, 7.6, 7260, 14.2, 0.7], 7262), ([1, 1, -146.4, 40.1, 7260, -23.2, 0.2, 0, 1, 170.4, 5.6, 7260,
2.7,05,0,0,135.3, 7.6, 7260, 14.2,0.7, 1, 0, 101.3, 12.3, 7260, 23, 0.9], 7280)

(b) After trace abstraction

(low, low, high], Certain Fail), ([low, low, high, mid, mid, high], Boundary Fail), ([low, low, high,
mid, mid, high, high, high, high], Boundary Pass), ([low, low, high, mid, mid, high, high, high,
high, high, high, high], Certain Pass)

Figure 4.3: Traces for Autopilot: (a) an example of an actual trace and (b) the
same trace after trace abstraction.

4.5 Trace Abstraction

Automata learning approaches assume that traces consist of abstract values only [31].
Hence, raw numerical values should be replaced by categorical or interval-based represen-
tations before applying automata learning. To obtain traces consisting of abstract values,
we do Trace Abstraction routine in figure Figure 4.1. This routine uses statistical machine
learning to refine traces consisting of raw numerical values into a more abstract form. The
Trace Abstraction routine consists of two steps: first, among all the inputs and outputs
of S, we select those that are non-redundant and most correlated with the system state;
second, we abstract raw, numeric ranges of the inputs and outputs of S into discrete cat-

egories. Below, we describe these two steps; we refer to the first step as variable selection
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and to the second step as range abstraction.

4.5.1 Variable selection

We estimate the importance of each input and output of S for predicting the system state
using a random-forest classifier. We first construct a trace table in which each column
records the values of a single input or output and the last column records the state. For
every variable, we compute three complementary scores: permutation importance, drop-
column retraining loss, and impurity-based (Gini) importance [10, 38]. The scores are
normalized and combined into a single importance value. We rank these columns based on
their importance score and eliminate the lowest-ranked ones (i.e., select the highest-ranked
ones). We then refine the traces produced by the Trace Creation step by removing the

values related to the eliminated inputs and outputs.

For example, applying variable selection to AUTOPILOT, we discard heading reference
and turn knob, and also drop the binary mode indicators AP-engagement, heading hold,
and altitude hold. We retain only pitch-wheel, throttle, and altitude-reference.

This choice follows the importance scores, which rank these three controls above the others.

4.5.2 Range Abstraction

We use decision-tree learners to abstract the ranges of numeric inputs and outputs included
in our traces after the variable-selection step. For each numeric variable u, we form a two-

column table whose first column lists the values of v appearing in the traces and whose
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second column lists the corresponding system-state labels. We then train a decision tree
with u as the predictor and the system state as the categorical response. The tree’s con-
struction is controlled by a stopping criterion (Figure 4.1), which determines the maximum
depth to which the tree can grow. In addition, we bound the number of leaves and enforce
a minimum leaf-support threshold Sup_Th to prune data—sparse partitions. We also apply
a leaf-purity gate Purity_Th to discard leaves that are insufficiently homogeneous. Each
tree leaf represents the following information: (1) the count of samples that are clustered
in that leaf (support), and (2) the purity of the leaf (confidence), which indicates the

homogeneity of the samples within the leaf.

Every internal node is linked to its immediate parent node through a condition such
as u < ¢, where u is the variable and c is a constant in the range of u. Among all the
tree leaves, we select those whose number of samples and purity are, respectively, at least
the Sup_Th and Purity_Th thresholds, which are input parameters of Figure 4.1. We
consider the conditions u < ¢ linking the selected leaves to their immediate parent nodes.
Let ¢ < --- < ¢ denote the distinct split thresholds retained by the tree. We partition
the real line into the following intervals: (—oo, ¢1], (1, ), ..., (¢, +00). Then, in our

traces, we replace the numeric values of u with the categories representing these intervals.

For example, Figure 4.4 shows a decision tree used to abstract the numeric altitude-
reference, pitch-wheel, and throttle variables. As shown in Figure 4.3(b), our traces for
AUTOPILOT include tuples relating values of altitude-reference, pitch-wheel, and throttle
to system-state labels. The decision tree in Figure 4.4 determines, based on these input
values and the extracted state labels, how well the inputs predict the system state. For this

example, we set Max_Depth to 3, cap the tree at six leaves, and use Sup_Th as the minimum

47



throttle < 0.33

alt_ref < 7180

Count = 4359

alt_ref > 7180

Node 2
Count = 1840

|

throttle > 0.33

Node 3: Certain Pass
Count = 467
Purity = 0.54

Node 4
Count = 1373

pwheel <2.63

‘ pwheel >2.63

pwheel < 17.05

|

Node 7
Count = 2519

|

pwheel > 17.05

Node 8
Count = 1912

throttle < 0.48 }

throttle > 0.48

Node 11: Boundary Fail
Count = 607
Purity = 0.35

Node 5: Boundary Pass
Count = 484
Purity = 0.26

Node 6 : Boundary Pass
Count = 889
Purity = 0.37

Node 9: Certain Fail
Count = 932
Purity = 0.36

Node 9: Boundary Fail
Count = 980
Purity = 0.32

Figure 4.4: Illustrating how a decision tree is used to abstract the decision
logic of the autopilot classification model. The numeric ranges of the input
attributes altitude-reference, pitch-wheel, throttle are partitioned into cate-
gorical regions that determine the output behavior classes: Certain Pass, Cer-
tain Fail, Boundary Fail, Boundary Pass. In this abstraction, pitch-wheel and
throttle are discretized into [Low, Med, High|, while altitude-reference is dis-
cretized into [Low, High] only.

leaf support (5% of the training samples) together with a leaf-purity gate Purity_Th

defined as 1 — impurity.

In Figure 4.4, we show the generated tree leaves and their respective number of samples
and purity level. We retain only leaves whose sample count and purity both exceed their
thresholds. Based on the conditions linking these leaf nodes to their parent nodes, we
partition each variable’s range into intervals. Concretely, the learned splits induce the fol-
lowing example partitions: for pitch-wheel, (—o0,2.63], (2.63,17.05], (17.05, +00) “Low”,
“Med”, and “High”, for throttle, (—00,0.33], (0.33,0.48], (0.48,+00) “Low”, “Med”, and

“High”, and for altitude-reference, (—oo, 7180] and (7180, 400) “Low” and “High”.
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Figure 4.5: A simplified example of a state machine learned for autopilot by
our approach(MELA).

4.6 Automata Learning

Figure 4.1 uses the Automata Learning routine to construct an automaton from abstract
traces. We realize this routine by passively constructing a Moore machine from the observed
data using AALpy [31]. For our case-study system, the Autopilot, we generate Moore
machines because each trace step records both the input and the corresponding state.
Furthermore, Moore machines map outputs directly to states, making them a suitable
representation for Autopilot, as the output of Autopilot reflects the system’s state. In the
rest of this paper, depending on the context, we interchangeably refer to the outputs of
our approach — Moore machines — as either state machines or automata. For example,
Figure 4.5 shows the state machine learned for AUTOPILOT, illustrating transitions among
Certain Fail, Boundary Fail, Boundary Pass, and Certain Pass as a function of pitch-wheel
and throttle (Low/Med/High), together with the reference altitude (down/up). Briefly,
under an upward reference, sustained high pitch and high power drive the system toward
Certain Pass; keeping pitch-wheel low tends to remain in Fail even with high power;
mid-level commands typically yield Boundary self-loops. Under a downward reference, the
picture mirrors: low pitch-wheel promotes descent toward Fail, while increasing pitch-wheel

recovers toward Pass.
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Figure 4.6: Altitude tracking over time in the autopilot example domain.

4.7 Autopilot Domain Example

We motivate our work with a simplified autopilot controller, Autopilot, which serves as
our running example. Figure 4.5 presents a simplified state machine that shows how the
altitude changes when the pitch-wheel and the throttle are at different levels during three
successive segments of the run. The initial altitude lies below the reference, indicating a

commanded climb.

As noted earlier, we use four categorical outcome states: Certain Fail, Boundary Fail,
Boundary Pass, and Certain Pass, and the 25-second run is partitioned into three equal
segments. We denote the pitch-wheel by P and the throttle by 7', each taking one of three
levels {L, M, H} indicating low, medium, and high. The segment index is appended in the
subscript together with the level. Thus we write, for example, Pp1, Pyo, Tyo, Where Pyo
means “pitch-wheel = medium in segment 2” and Tp2 means “throttle = high in segment

2",
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In the first phase, setting the pitch-wheel low while applying high throttle drives the
system directly to Certain Fail. This combination corresponds to a deliberate nose-down
command delivered with substantial power, which commits the trajectory to losing altitude
despite the climb objective. Once the trajectory has entered Certain Fail during the first
phase, any subsequent command that keeps the pitch-wheel low, regardless of whether the

throttle is medium or high, maintains Certain Fail.

In the second phase, selecting the low pitch-wheel together with a low throttle places
the system in Boundary Fail, meaning the aircraft remains slightly below the altitude
reference. From that condition, simply adding power without sufficiently raising the nose
is not enough. A medium pitch-wheel with high throttle leaves the system in Boundary Fail,
indicating that power alone is insufficient without a larger nose-up command. Breaking
out of Fail states requires an increase in attitude combined with power. A high pitch-wheel
together with high throttle transitions the system to Boundary Pass, which corresponds to
a slight increase above the altitude reference. Once Boundary Pass has been reached in the
second phase, repeating the same high pitch-wheel and high throttle command produces a
self-loop that holds the aircraft just above the altitude reference. If the autopilot reduces
the pitch-wheel back to medium while keeping high power, the system returns to Boundary
Fail, illustrating that reducing pitch-wheel removes the small margin and puts the aircraft

below the altitude reference again.

In the final phase, maintaining a high pitch-wheel with high throttle leads to Certain
Pass, which denotes a stable climb with stable margin above the reference. The diagram
also shows that this success is sensitive to sudden attitude changes. From Certain Pass, an

sudden move to a low pitch while keeping high throttle immediately pulls the aircraft back
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to Boundary Pass. Holding the high pitch-wheel and the high-throttle command maintains
Certain Pass through the end of the run. Keeping the high-pitch high-power command

preserves Certain Pass until the end of the run.
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Chapter 5

Empirical Evaluation

We evaluate MELA by (1) assessing the complexity and accuracy of the generated state
machines in representing the behaviours of our case-study system Autopilot and (2) in-
vestigating how the learned state machines help with verifying these systems against their
requirements and exploring unknown behaviours. Specifically, our evaluation aims to an-

swer the following research questions (RQs):

RQ1 (Complexity and Conformance) How effective is the trace-abstraction com-
ponent of MELA in reducing the complexity of the generated state machines while main-
taining a high level of accuracy? RQ1 assesses how the trace-abstraction component of
MELA, impacts the complexity and accuracy of the generated state machines. The pri-
mary goal of MELA is to generate state machines that are understandable and abstract,
yet highly accurate, ensuring high conformance to the SUL. As a baseline for compari-

son, we consider an approach that incorporates a trace-abstraction component similar to

93



MELA, but instead of relying on statistical machine learning, it uses manually defined
abstractions based on expert judgment. We refer to this baseline as Manual. Note that in
Manual, experts manually abstract numeric value ranges but do not manually create states
and transitions; states and transitions are still inferred automatically through automata

learning, similar to MELA.

RQ2 (Verification) Do the state machines learned using MELA help determine
whether the system meets its requirements and explore its unknown behaviours? We
elaborate the system-level requirements of Autopilot into detailed temporal queries. As
discussed earlier, the controller’s behaviours are not fully known, particularly the condi-
tions under which it transitions among Certain Pass, Boundary Pass, Boundary Fail, and
Certain Fail. To explore unknown behaviours, we develop temporal queries, which are
queries with placeholders. Temporal queries yield predicates such that, when these predi-
cates replace the placeholder in the query, they form a query that holds over the learned
state machine. We report on the evaluation of these temporal queries against the state

machines learned in RQ1.

5.1 Implementation

We generate data using a closed-loop Simulink model of an aircraft autopilot. Runs are
sampled at a fixed rate, with inputs scheduled as piecewise-constant signals over a small
number of equal-duration segments. The AP-engagement is configured so that, once the
autopilot is turned on, it stays engaged continuously for a fixed duration of the run [23]. We

select multiple altitude references that are either higher or lower than the initial altitude at
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which the aircraft starts. The initial altitude is chosen above ground level, which allows us
to test both climb and descent behavior within the same setup. We derive discrete outcome
states from a continuous fitness signal defined relative to each run’s altitude reference .
For each reference, we find its maximum and minimum observed fitness values and set two
small, reference-specific thresholds as percentages of those extremes. Because the extremes
typically differ, these thresholds define asymmetric acceptance margins around the initial
reference. Each sample is then assigned, relative to its reference, to one of four outcomes:
Certain Fail, Boundary Fail, Boundary Pass, or Certain Pass. Using these labels, we assess
input relevance with a random-forest classifier. pitch-wheel, throttle, and altitude reference
consistently provide the greatest predictive power. To keep the alphabet compact and the

learned model tractable, we retain only these signals for abstraction.

5.2 RQ1: Complexity and Conformance

We discuss the experiment design and the results obtained for RQ1.

5.2.1 Baseline

In this thesis, the term baseline refers to an internal reference configuration used to com-
pare against MELA. It is not an established baseline from the literature. The goal is to
isolate the contribution of learning-based abstraction: the baseline keeps the same data gen-
eration, trace creation, automata learning, and verification steps as MELA, but replaces

the learning-based abstraction with manually chosen variables and fixed range partitions.
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We refer to this configuration as Manual.

Manual follows the same trace-collection workflow as MELA, so states and transitions
are still inferred automatically from traces (they are not hand-designed). The difference
is only in the abstraction stage. Manual applies a two-step abstraction without machine
learning: (i) a fixed set of autopilot variables is selected in advance as most relevant for
tracking, and (ii) each numeric variable is discretized using predefined thresholds to obtain

a finite alphabet.

In our experiments, continuous control inputs are discretized into three equal-width
ranges. For example, throttle in [0, 1] is partitioned into [0, 0.33), [0.33,0.66), and [0.66, 1],
which we label as low, mid, and high. Figure 5.1 illustrates the Manual baseline, showing

that only the abstraction choices are manual while the rest of the pipeline matches MELA.

5.2.2 Experiment Design

To compare MELA with Manual, we use the same traces for both approaches by applying
the data generation and trace creation steps over the testbed described in Section 4.1. We
refer to the generated trace sets, which are used to learn automata, as learning sets. We
use time-series vectors with time domain [0..25]sec for the input generation routine, and
the sampling rate 6 = 0.025sec to convert the time-series data vectors into traces by the
trace creation routine, yielding 1000 samples per run. The choice of sampling rate is driven
by the need to capture small transients without making the dataset too large. If the rate is
too low, fast transitions and state changes may be missed. If the sampling rate is too high,

many samples are almost identical, which makes the traces unnecessarily long and leads to
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Figure 5.1: MANUAL approach for systems with time-series inputs and out-
puts.

long self-loops in the learned model without adding useful behavior. The 25-second run is
partitioned into three equal segments; inputs remain constant within a segment to allow

the aircraft to settle before the next change.

Increasing the run duration increases the number of sampled time steps per run and
therefore produces longer traces. Longer traces can improve behavioural coverage by giving
the controller more time to exhibit delayed progress, such as the early climb phase when
tracking highly above altitude references. This may reduce vacuous query instances and
expose late occurring state progressions that do not appear within a shorter window.

However, longer runs also include more steady-state behaviour, which increases repeated
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symbols and self-loops. This can enlarge the learned automata and increase learning and
verification cost without necessarily introducing new behavioural modes. We fixed the
run length to 25s to balance behavioural coverage with tractable trace length and model
size. Longer runs would likely benefit scenarios with slower convergence, but should be
paired with sampling or segmentation adjustments, or with trace summarization, to avoid

unnecessary model growth.

We begin at the initial altitude and define four commanded altitude levels with respect
to it: highly below, slightly below, slightly above, and highly above. For each altitude
reference, we executed 2,000 closed-loop trials. We run closed-loop simulations in Simulink
at each of the four altitude references, using a single altitude reference per run, and record
the resulting traces. We then combine the traces into four pairings, each linking one level
below the initial altitude with one level above; each pairing serves as a learning set. In
our experiments, the initial altitude is 7220 ft. We use 7100 ft as highly below the initial
altitude, 7180 ft as slightly below, 7260 ft as slightly above, and 7300 ft as highly above.
These choices define four learning sets: LS; = (7180 ft, 7260 ft), LS, = (7100 ft, 7260 ft),
LS; = (7100 ft, 7300 ft), and LS, = (7180 ft, 7300 ft). Pairing a lower and a higher altitude
reference ensures that each learning set includes both descent and climb, providing the
variation needed for the model to distinguish these cases and to analyze how Autopilot

input levels vary with the chosen altitude reference.

For the trace-abstraction step of MELA, we perform wariable selection and range ab-
straction. For variable selection, we rank AUTOPILOT input variables (e.g.,heading hold,
altitude hold, pitch-wheel, throttle, etc.) using two complementary importance measures,

computed over multiple random seeds relative to the system state: permutation impor-
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tance and drop-column retraining loss. Across these measures, throttle and pitch-wheel
consistently rank among the most informative, with altitude reference also scoring highly.
Accordingly, our evaluation considers six alternative cases focused on the top-ranked vari-
ables: (i) single best by permutation (pitch-wheel); (ii) next single best alternative (throt-
tle); (iii) pairwise controls jointly strong across both measures (pitch-wheel, throttle); (iv)
pairwise mixed (primary control with altitude reference ) (pitch-wheel, altitude-reference);
(v) pairwise mixed (alternative control with altitude reference); and (vi) the top-3 set
(pitch-wheel, throttle, altitude-reference). Let P denote pitch-wheel, T' throttle, and A
altitude-reference; then PT = (P,T), PA = (P,A), TA = (T, A), and PTA = (P,T,A).
For range abstraction, we use a decision tree to convert numeric ranges into enumerated
categories. We set the tree’s maximum depth to three (Max Depth=3), cap the tree at
six leaves, and enforce a minimum leaf-support threshold (Sup_Th=5%) together with a
leaf-purity gate (Purity_Th=0.10), with purity defined as 1 —impurity. These settings help
avoid overfitting and prevent overly fine partitions of the numeric ranges. Among trees
satisfying the structural, support, purity, and split-pattern constraints, we select the best
models by held-out accuracy on the test split and report the top configurations. Details of

the trace-abstraction component of MELA for our experiments appear in Table 5.1(b).

For the Manual baseline, we specify variable selection and range abstraction manually.
Specifically, for variable selection, we select three variables that, in our judgment, most
significantly impact the state of system. The variables selected in this way match those
identified by our automated approach. For range abstraction, we divide the range of each
numeric variable into three equal intervals, labeled Low, Med, and High. The information

related to the trace abstraction for the MANUAL baseline is shown in Table 5.1(c). Finally,
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Table 5.1: Parameters for our experiments: (a) trace-generation settings used by MELA
and the MANUAL baseline; (b) parameters of the trace-abstraction step in MELA; and (c)
information about trace abstraction in the MANUAL baseline.

a. Trace Generation for MELA and MANUAL

Altitude-reference pair Runs Run length (s) Sampling rate ¢ (s) Segments per run
LSy 2000 25 0.025 3
LS, 2000 25 0.025 3
LSs 2000 25 0.025 3
LSy 2000 25 0.025 3
b. Trace Abstraction for MELA
Variable selection (permutation importance and drop-column loss) Range abstraction (decision tree)
Permutation best: pitch-wheel
Single alternative: throttle Max_Depth: 3
Controls pair: pitch-wheel and throttle Max_Leaf_Nodes: 6

Mixed pair (primary + altitude reference): pitch-wheel and altitude-reference  Sup_Th: 5%
Mixed pair (alternative + altitude reference): throttle and altitude-reference Purity_Th: 0.10
Top-3: pitch-wheel, throttle, and altitude-reference

c. Trace Abstraction for the MANUAL Baseline

Manually Variables selected Manually Range abstraction

Permutation best: pitch-wheel

Single alternative: throttle Let d be the max range of the numeric variable:
Controls pair: pitch-wheel and throttle Low: [0...0.33 x d]

Mixed pair (primary + altitude reference): pitch-wheel and altitude-reference  Med: [0.33 x d...0.66 x d]
Mixed pair (alternative + altitude reference): throttle and altitude-reference High: [0.66 x d...d]
Top-3: pitch-wheel, throttle, and altitude-reference

for both MELA and Manual, we use AALpy’s passive, prefix-based procedure to infer a

Moore machine from the abstract traces.

5.2.3 Metrics

To assess the complexity of the generated state machines, we report the number of states,
the number of transitions, and the size of the input alphabet. These three size-based metrics
are commonly used in the literature to evaluate the complexity of state machines [19]. To
measure the accuracy of the learned models, we follow the established practice in the

automata learning literature 3] and compare the models against the ground truth, i.e.,
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traces generated by the system’s testbed in our context. We note that the learned automata
in passive learning are only as good as the traces in the learning sets. Since the learning
sets might be incomplete, there could be an accuracy gap between the behaviours of the
learned automata and those of the actual system. To measure the accuracy of the learned
models, we follow established practice in the automata learning literature and compare
them against ground truth, i.e., traces generated by our Autopilot testbed. We note that
the learned automata in passive learning are only as good as the traces in the learning sets.
Since the learning sets might be incomplete, there could be an accuracy gap between the

behaviours of the learned automata and those of the actual system.

To measure the accuracy of the learned automata, we evaluate them on test traces
drawn from datasets of about 2000 traces per learning set. For each learning set, we select
one trace per distinct input—output transition observed within that set, ensuring coverage
of all transition types. Test sets are constructed from held-out data: for each learning set,
we sample 20 additional traces uniformly at random, without replacement and excluding
any learning traces, from the remainder of that set’s dataset, yielding 80 test traces across
four representative learning sets. For each learning set, we report the number of test
traces accepted by its learned automaton. This protocol emphasizes coverage of distinct

transitions while maintaining a strict separation between training and evaluation data.

5.2.4 Results

To answer RQ1, we apply MELA and the Manual baseline to the learning sets for four

representative learning sets, and compare the outcomes using the complexity and accu-
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racy metrics in Section 5.2.3. Table 2 reports, for each learning set and configuration,
the number of states, number of transitions, and alphabet size of the learned automata.
Concretely, we evaluate both MELA and the Manual baseline under the six abstraction
cases introduced earlier: (i) single best by permutation, (ii) next-best single alternative,
(iii) Top-2 controls, (iv) mixed pair—primary control with altitude reference , (v) mixed
pair—alternative control with altitude reference , and (vi) Top-3. In total, we obtain 24
automata with MELA and 24 with the Manual baseline, one for each combination of the
four learning set and the six abstraction cases. Figure 5.1 shows the accuracy results for the
learned automata by MELA and Manual. The accuracy values are computed by evaluating,
for each learning set and configuration, the corresponding automaton on that learning set’s
20 test traces described in Section 5.2.3, which results in 80 test traces in total across the
four learning sets. The plots in the figure show the accuracy distribution of each learned
automaton with respect to these test traces. As indicated by Table 2 and Figure 5.1, all the
24 generated automata by MELA have fewer states and transitions than the corresponding
automata generated by Manual. Through the ML-based trace abstraction in MELA, we
obtain automata that, on average, have 14.7% fewer states, 8.5% fewer transitions and
and 1.35% smaller alphabets than automata derived using Manual based abstraction. The
accuracy results in Figure 8 show that MELA not only substantially reduces the size of the
learned automata but also results in significantly more accurate automata. On average,

the automata learned by MELA are 18.5% more accurate than those learned by Manual.

We compute robustness measures for each test based on results obtained from MELA
and Manual. Table 5.3 presents the means and standard deviations computed over 20 test

inputs for each learning set executed by both approaches. A Mann—Whitney U test with
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a significance level of o = 0.05 was conducted to compare the two distributions.

The results indicate that, across all configurations, MELA consistently outperformed
the Manual baseline. In 20 out of 24 comparisons, the difference between the methods
was statistically significant (p < 0.05). Effect sizes were predominantly medium to large,
indicating that the improvements are practically meaningful. The advantage of MELA was
observed across learning set ranges and configurations and is consistent with the robustness

measures computed over the 20 test inputs per learning set.

r

RQ1: Our approach MELA leads to an average reduction of 11.6% in the number of
states and transitions of the learned automata, while improving accuracy by an av-
erage of 18.5% compared to using Manual based abstractions for automata learning,
and these differences were statistically significant under a Mann-Whitney U test in

20 of 24 comparisons with effect sizes predominantly medium to large.
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Table 5.2: Comparing the number of states, number of transitions, and the alphabet size
for the state machines learned by MELA versus by the MANUAL baseline.

Learning set | Configuration MELA MANUAL
- # States | # Transitions | |Alphabet| | # States | # Transitions | |Alphabet|

P 26 81 7 29 82 9

T 23 65 8 34 85 9

s, PT 37 102 15 57 126 18
PA 43 106 9 48 106 11

TA 32 80 10 47 103 11

PTA 52 123 17 67 137 20

P 34 94 9 34 99 9

T 32 90 9 34 101 9

LS, PT 61 148 18 66 154 18
PA 52 124 11 58 133 11

TA 50 120 11 57 132 11

PTA 75 167 20 85 178 20

P 32 85 9 32 90 8

T 32 87 9 35 93 9
LS; PT 50 116 18 55 124 17
PA 40 95 11 47 106 10

TA 40 97 11 45 102 11

PTA 55 122 20 61 129 19

P 29 78 9 27 70 7

T 20 52 7 28 70 8

IS, PT 35 88 16 41 94 15
PA 36 88 11 38 81 9

TA 24 59 9 38 83 10
PTA 40 95 18 51 104 17
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Figure 5.2: Comparing the accuracy of the state machines learned by MELA
versus the Manual baseline across four learning sets and six projection config-
urations (P, T, PT, PA, TA, PTA).
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Table 5.3: Manual vs. MELA: means and standard deviations with p-values (Mann—
Whitney U) and effect size Aj5. Blue p-values indicate cases where MELA significantly
outperforms Manual (a = 0.05). Effect size magnitude: S (small), M (medium), L (large).

Learning set | Configuration MELA - MANUAL p-value A
Mean | Standard deviation | Mean | Standard deviation 12
P 96.07 12.15 80.88 26.65 0.02 | 0.66 (M)
T 100.00 0.00 73.29 33.28 0.00 0.75 (L)
LS, PT 97.55 8.38 72.74 31.94 0.00 0.72 (L)
PA 92.67 17.92 76.08 33.77 0.03 | 0.67 (M)
TA 82.60 28.71 65.37 35.94 0.08 | 0.65 (M)
PTA 95.46 10.94 82.34 23.53 0.02 | 0.68 (M)
P 97.07 9.32 83.65 23.56 0.03 | 0.66 (M)
T 93.89 20.04 71.99 34.88 0.01 | 0.69 (M)
LS, PT 95.60 15.19 64.73 38.87 0.00 0.72 (L)
PA 94.39 15.14 79.21 25.71 0.02 | 0.69 (M)
TA 95.88 12.68 78.49 25.83 0.00 0.74 (L)
PTA 90.44 20.90 61.17 37.47 0.01 0.72 (L)
P 100.00 0.00 95.47 11.68 0.08 0.57 (S)
T 90.98 27.76 72.83 35.33 0.04 | 0.65 (M)
LS, PT 88.95 22.79 62.97 35.79 0.01 0.74 (L)
: PA 98.67 5.95 91.48 13.15 0.02 | 0.65 (M)
TA 85.19 24.14 68.72 34.16 0.10 0.64 (M)
PTA 82.39 28.61 64.24 35.01 0.03 | 0.69 (M)
P 100.00 0.00 86.92 27.18 0.02 0.62 (S)
T 96.05 17.66 76.85 32.84 0.01 | 0.67 (M)
1S, PT 90.73 23.37 71.44 34.52 0.02 | 0.68 (M)
PA 99.27 3.26 81.46 30.98 0.02 | 0.65 (M)
TA 91.44 21.83 74.18 32.73 0.03 | 0.67 (M)
PTA 94.09 14.41 69.33 35.94 0.01 0.71 (L)

5.3 RQ2: Verification

To answer RQ2, we use the state machines learned in RQ1 for the Autopilot case study:
for each of the four learning sets (LS;—LS,), we verify the corresponding learned state
machine under the PTA projection configuration against our temporal queries. We identify
two high-level requirements for the system related to reference tracking. In RQ1, we

evaluated multiple projection configurations (P, T, PT, PA, TA, PTA) to study how
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input selection affects model size and accuracy. For RQ2, we restrict attention to PT A.
Our LTL queries explicitly encode the command context via the altitude reference signal,
distinguishing climb (Ag) from descent (Ar). Projections that exclude A (i.e., P, T, PT)
cannot express this distinction and therefore cannot be used to instantiate the queries
derived from R; and R,. Projections that include A but omit one control input such as
PA or TA, discard part of the controller action, which weakens the explanatory power
of the resulting counterexamples and trace-backed interpretations. The PT A projection
preserves both the command context (A) and the two most informative control inputs (P

and T), and is therefore the most appropriate configuration for verification in RQ2.

Ry: When a climb command is active, system should progress in stages toward success,
moving from Certain Fail to Boundary Fail, from Boundary Fail to Boundary Pass, and

from Boundary Pass to Certain Pass.

Ry: When a descent command is active, the system should restore in stages toward
failure, moving from Certain Pass to Boundary Pass, from Boundary Pass to Boundary

Fail, and from Boundary Fail to Certain Fail.

Transitions in the learned automata are stepwise. Under either command, the next
state is either the current state or its immediate neighbor in the commanded direction,
and transitions that skip an intermediate state do not occur. We derived temporal queries
from R; and R, listed in the leftmost columns of Tables 5.4 and 5.5. These queries are
written in Linear Temporal Logic [0, 1], where “G” is the globally operator and “X” is
the next state operator. For succinctness, we use abbreviated names for states: “CF” for

Certain Fail, “BF” for Boundary Fail, “BP” for Boundary Pass, and “CP” for Certain Pass.
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The temporal queries analyzed in this chapter are based on the Autopilot benchmark
requirements [33|, which are provided as executable requirement oracles over logged signals
such as mode consistency, bounded commands, stability, and reference tracking. In this
thesis, we focus exclusively on the altitude reference tracking requirement R12.1 from
the Autopilot benchmark. We do not propose new benchmark requirements. Instead, we
use the benchmark oracle for R12.1 and study how its expected behaviours appear in the
learned abstractions and Moore machine models. Other benchmark requirements concern
behaviours and operating contexts not exercised by our altitude tracking experimental
configuration, and are therefore not considered in this evaluation. Our results report
both satisfied and violated queries. For presentation, we summarize the expected tracking
behaviour into two high level statements, R; (climb) and R, (descent), and derive the LTL

queries in Tables 5.4 and 5.5 from these summaries.

The temporal queries are parameterized by the abstracted inputs shown in Tables 5.4
and 5.5. In particular, we use pitch-wheel P and throttle 7" with three abstract levels
each, denoted by the subscripts L, M, and H, and we use the altitude-reference signal A
with two abstract levels, Ay, and Ay. Thus Pr, Py, Pg name the three pitch-wheel levels,
Tr, Th, Ty name the three throttle levels, and Ay, Ay distinguish low and high altitude-
reference settings. A setting written as Py with T); and Ay means the pitch-wheel is high,
the throttle is medium, and the altitude-reference is high for that step. For example, the
query G(? A BF = X(BP Vv BF)) under ? = PyTyAg specifies that when the current
abstracted inputs match PyT)Ay and the Autopilot is in state BF, the next state must
be BP or remain BF. Although pitch-wheel and throttle each have three abstract levels,

yielding 9 possible combinations, we report only six settings per requirement. The reason
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is that not all pitch levels are meaningful under each command context. Under a climb
command (Ag), only Py and Py are consistent with upward progression; P, counteracts
the climb direction and is therefore excluded. Under a descent command (Ag), only Pp
and Py, are consistent with downward progression; Py counteracts the descent direction
and is therefore excluded. We therefore report only those P-T' settings that align with
the intended command direction. The queries in Table 5.4(a) and Table 5.5(a), derived
from R, require the autopilot to move one step in the CF—-BF—BP—CP direction on
the next transition whenever the altitude-reference is high under Ay. When the system
is already in CP and the high altitude-reference setting persists, it is expected to remain
in that state. In a dual manner, the queries in Table 5.4(b) and Table 5.5(b), derived
from Rs, require one-step movement in the reverse direction, CP—-BP—BF—CF, under a
low altitude-reference setting under A;. When the Autopilot is already in CF while the

altitude-reference remains low, it is expected to remain in that state.
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Table 5.4: Query-checking results under Recurrent Next-Step for the temporal queries
derived from system requirements R, and R,.

a Results for temporal queries derived from R1

Learning set | 7 =Py Ty | 7=PyTy | 7=Py,Ty | 7=
LS; v v
LS,
LSy
LS[
L82
LS3
LS4
LS,
LS,
LSy

g

Ty | ?7=PyTy | 7=PyTy

G(? AUP ABF = X(BP V BF))

al<la=

<

G(? AUP ABP = X(CP V BP))

G(? AUP ACF = X(BF v CF))

RN R NN EE NN
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SR NN RN NN NN NN
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EARNENERRNEARNERRNENENE
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b Results for temporal queries derived from R2

Learning set | 7 =P, T, | 7=PyT, | 7=P, Ty | 7=PyTy | 7=
LS, v v
LS, v
LSs
LS;
L82
LS
LSy
le
LS,
LS;
LS4 v

o
ja]

?=PyTy

G(? ADOWN A BF = X (CF V BF))

G(? ADOWN A BP = X (BF v BP))

PIENENEIEN

SR

G(? ADOWN A CP = X(BP V CP))
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Table 5.5: Query-checking results under Feedforward Next-Step for the temporal queries
derived from system requirements R, and R,.

a Results for temporal queries derived from R1

Learning set | ?=PyTyAy | ?=PyTyAy | ?=PyTyAy | ?=PyTyAy | ?=PyT Ay | "=PyTr Ay

LS, v v v v v v

. LS X v v v v v
G(? ACF = X(BF)) LSi 7 X 7 v v v
LS, v v X v v v

LS, v v v v X v

. LS; v v v v X X
G(? ABF = X (BP)) sz X X X 7 7 x
LS, v v v X v X

LS, v v X v v v

. LS, v X X v v M
G(? ABP = X(CP)) LSi - X v X X v
IS, X X v v X

b Results for temporal queries derived from R2

Learning set | 7 =P T Ay | ?=PyTrAp | 7=P,TyA; | 7=PyTyAr | ?7=P;TgA; | 7=PyTrAr
LS, v v v v 4 7
: LS, v v v v y 7
G(? ACP = X(BP)) IS 7 X v v v v
LS4 v X v v ‘/ v
LS1 v v v v v v
. LS v v X X v X
G(? ABF = X(CF)) sz - v v X v v
LS, v v v v 4 v
LSy v v v v v v
» LS X X v 4 Y ‘
G(? ABP = X(BF)) IS, X v 7 v v X
LS, v v v v v v

5.3.1 Query Checking

Tables 5.4 and 5.5 report results of query checking for all twenty-four learned Autopi-
lot models under two evaluation modes. Table 5.4 evaluates what we call the Recurrent
Next-Step condition, which allows the system either to remain in its current state or to
advance by one step in the commanded direction on the next step. Table 5.5 evaluates
the Feedforward Next-Step condition, which is stricter and requires an advance by one step

in the commanded direction on the next step, without allowing the system to remain in
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its current state. Intuitively, the Recurrent Next-Step condition admits self-loops, while
the Feedforward Next-Step condition requires immediate progression. When we evaluate
a temporal query, we treat “?” in the query as a placeholder for a specific control setting.
For each control setting, we substitute that setting for “?” and check whether the resulting
property holds. For each model and configuration, a query is recorded as pass (v') if it
holds, fail (X) if it is violated, and vacuous (v) if the antecedent of the query is never
observed in the traces used to build that model. In the vacuous case, the specified starting
state under the corresponding command never occurs, so the query cannot be instantiated.
The antecedent refers to the part of the query before the = operator. When evaluating
the temporal queries, we found that both the control setting and the choice of learning set

significantly affected the results.

For example, the query G(? A Down A CP = X(BP v CP)) is satisfied under the
Recurrent Next-Step condition in all Learning sets where the control input uses low pitch-
wheel and high throttle. Under this condition, when the system is in Certain Pass and
a descent command is active, the next step either remains in Certain Pass or moves one
step down to Boundary Pass, and both outcomes satisfy the query. The corresponding
Feedforward Next-Step query G(? A Down A CP = X (BP)) is also satisfied for the same
control configuration. In this stricter form, only a one step decrease from Certain Pass to
Boundary Pass on the next step is permitted; remaining in Certain Pass is not permitted.
By contrast, when pitch-wheel is low and throttle is only medium, the Feedforward Next-
Step query fails in one of the learning sets. This shows that medium throttle is not always
sufficient to produce the immediate step down from Certain Pass to Boundary Pass under

descent. High throttle is required to obtain that immediate decrease consistently across
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all learning sets when pitch-wheel is low. When the query G(? A Down A CP = X (BP)) is
reported as vacuous under the Feedforward Next-Step condition for the setting with low
pitch-wheel and medium throttle, this means that the antecedent Down A CP never appears
for that control setting. In other words, in that learning set we never observe the system
in Certain Pass under a descent command with low pitch-wheel and medium throttle, so

the query cannot be instantiated and is marked as vacuous.

5.3.2 Analysis

The results presented in Tables 5.4 and 5.5 indicate that some temporal queries are vio-
lated and several queries are vacuous. Below, we discuss the reasons for these violations
and vacuities and assess whether the results obtained from different state machines are
consistent. The pass and fail results in Tables 5.4 and 5.5 show a consistent pattern in
how the learned Autopilot models respond under climb and descent commands. Under
descent, when pitch-wheel is low and throttle is high, the Autopilot reliably moves down-
ward through the states in the expected order: from Certain Pass toward Boundary Pass,
then toward Boundary Fail and Certain Fail. Under these settings, both the Recurrent
Next-Step queries (which allow remaining in the same state or moving one step) and the
Feedforward Next-Step queries (which require moving one step) are satisfied across all
learning sets. This indicates that the controller follows a structured, monotonic descent

behavior under low pitch and high throttle.

Do violations (X) imply defects? The pass and fail results in Tables 5.4 and 5.5 show

a consistent pattern in how the learned system models respond under climb and descent
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commands. As noted earlier, under descent, the model moves monotonically through
the states without violations and satisfies both the Recurrent and Feedforward Next-Step

properties across all learning sets.

For climb, high pitch and high throttle drive upward progression from Certain Fail
toward Boundary Fail, then toward Boundary Pass and Certain Pass. Under this setting,
all Recurrent Next-Step queries are satisfied. In these queries, each entry is either reported
as pass or as vacuous. A vacuous result indicates that the relevant starting condition,
such as being in Boundary Fail while a climb command is active, never appears in the
traces. When the starting condition does appear, the learned automata either remains in
the current state or advances exactly one level upward on the next observed step. This is

consistent with the intended staged climb behaviour.

Some Feedforward Next-Step queries are reported as failures in the learning sets LSs
and LS;. These learning sets correspond to cases where the commanded target altitude
is highly above the initial altitude. A failure under Feedforward Next-Step means that,
although a climb command is active and the aircraft is in a lower state such as Boundary
Fail, the very next recorded step does not immediately advance to the next higher state
such as Boundary Pass. Instead, the model is still in the same state at that sampling point,

even though the trajectory is already improving in the intended direction.

This behaviour follows directly from how those learning sets were constructed. In
these learning sets, many traces begin in an early segment of the run, while the aircraft
is still highly below the requested altitude and has only just begun to climb. Reaching a

substantially higher altitude reference is not instantaneous. Even under high pitch and high
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throttle, the controller must first stop any initial loss of altitude and then accumulate climb
authority over time. By contrast, descent responds almost immediately, which explains why
the Feedforward Next-Step checks are satisfied under low pitch and high throttle in the
descent setting. The Feedforward Next-Step failures for climb therefore do not indicate
that the controller skips required intermediate states or behaves incorrectly. They indicate
that, for highly above altitude references, an immediate one level improvement at the next
sampled step is physically unattainable at the start of the run. With additional time under
the same control setting, the model continues to progress upward as required. To ensure
correct interpretation, each reported violation was examined by tracing the corresponding
counterexample path back to the original simulation logs. This allowed us to determine
whether the violation reflected a genuine requirement issue in the underlying system or
a limitation of the abstraction and sampling scheme. In the observed cases, the reported
failures were consistent with sampling granularity and physical response delay rather than

incorrect controller behaviour.

The query violations reported in Tables 5.4 and 5.5 do not indicate defects in the
learned system models. Rather, they show that the climb requirement (R1) needs to
be stated with an explicit allowance for delay when the target altitude is highly above
from the initial altitude, since the next state improvement may require additional

time to appear even though the progression is correct.

Do vacuities (v) show gaps? The vacuous cases in Tables 5.4 and 5.5 arise from
how the learning data were constructed rather than from missing behaviour in the con-

troller. For each learning set, we did not retain every full run. Instead, we sampled a
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representative subset of traces to cover the distinct observed transitions, with the goal
of keeping the learned automata compact. This means that if a particular configuration
occurred rarely, it was not necessarily included in the final learning set for that model. If a
given combination of configuration and starting state appeared only rarely, or only under
a narrow control setting, it was not guaranteed to be preserved in the final learning set for
that automaton. When a query is reported as vacuous, it is because its antecedent assumes
one of these unseen situations. The condition simply never occurs in the traces that were
selected to train that automaton. This follows from the way traces were sampled. After
the main transition patterns were included, the remaining cases were either very rare or
appeared only under narrow control settings. Bringing those in would have added marginal
behaviours that almost never occur, which would increase the size of the learned automata
without giving a meaningful gain in how well they describe the system. Thus, vacuity in
our results reflects controlled trace selection for learnability and interpretability, not an

absence of the underlying behaviour in the system.

The observed vacuities are not due to missing behaviour in the controller. They arise
from how the training data were formed. The learning sets were built from randomly
sampled traces rather than from all possible runs. As a result, some configurations
and the corresponding query antecedents at those starting conditions never appear,
while the remaining cases are observed only rarely or under narrow control settings.
The vacuities in Tables 5.4 and 5.5 therefore reflect this trace selection and not a

behavioural gap in the system.
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5.4 Threats to Validity and Limitations

As with any empirical study, our results are subject to threats to validity. In this sec-
tion, we discuss internal validity, external validity, and practical limitations that point to

opportunities for future work.

5.4.1 Internal Validity

We took several steps to reduce the influence of uncontrolled factors in our evaluation.
First, all traces were generated using a closed-loop Simulink model of the aircraft autopilot,
with inputs drawn at random rather than manually configured. This reduces operator bias
and ensures that the input-generation procedure is reproducible. Second, the simulation
environment is deterministic given fixed inputs. Apart from the randomized selection of
input levels and altitude references, the plant and controller behaviour are deterministic,
which helps attribute differences in learned automata to abstraction and learning choices
rather than stochastic effects. Third, for each learning set we produced a large pool of runs
and then sampled traces from that pool. This mitigates the impact of atypical runs and

reduces incidental variation in early climb or descent behaviour.

Despite these precautions, several choices may still affect the learned models and ver-
ification outcomes. In particular, defining the outcome state categories, selecting which
signals to log, choosing the sampling rate and segmentation strategy, and formulating tem-
poral queries can influence both model structure and query results. To reduce this risk,

we relied on iterative inspection of simulation logs during refinement of the abstraction
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and queries, and we repeated experiments across multiple learning sets and projection

configurations.

5.4.2 [External Validity

Our evaluation is based on one Simulink model in a specific closed-loop control scenario.
The results therefore reflect that model structure and the operating conditions exercised
by our simulation campaign. While the overall pipeline is applicable to other settings
where time-series logs can be collected from simulation or testing, we have not yet eval-
uated MELA on additional Simulink controllers or on industrial case studies. Broader
generalization would require repeating the study on different models, with varying archi-
tectures and operating regimes, and may require domain knowledge to define meaningful

state categories and requirements.

5.4.3 Limitations

The first limitation is that the learned Moore machines are derived from a finite set of
sampled simulation traces under a fixed discretization. Consequently, the models should

not be interpreted as complete representations of the underlying continuous system.

The second limitation concerns the interpretation of next-step properties under delayed
control response. In early climb phases, an immediate improvement at the next sampled
step may be unrealistic when the target altitude is far from the current altitude. Since

the tracking requirement studied here does not impose an explicit time bound, next-step
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formulations can be overly strict. Future work can address this by using bounded or

time-aware variants of the properties.

The third limitation is that abstraction can sometimes create conflicts in the data,
even though the Simulink simulation is deterministic for fixed inputs. In particular, two
simulation runs can produce the same abstract trace, but then lead to different next states.
Because the learner expects a single next observation for each trace, we must resolve these
conflicts before learning, which can affect which transitions appear in the learned state
machine. As future work, we will study whether using deeper decision trees to create finer

partitions reduces these conflicts and how this changes model size and model checking.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

In this thesis, we studied how automata learning can be used to obtain interpretable finite-

state behavioural models of a Simulink aircraft autopilot from time-series simulation data.

Below, we reflect on the lessons learned from this work. To begin with, for systems
with time-series inputs and outputs, automata learning produces effective, interpretable
behavioural models. While interpretable statistical learning is effective at deriving static
abstractions from data, it is not as effective at capturing temporal behaviours encoded in
time-series data. Interpretable ML methods, such as decision trees and decision rules, are
effective in identifying predicates that explain the relationship between system signals and
abstract states or modes. However, they are inadequate in capturing temporal relationships

between states and in understanding how changes in system signals might trigger changes
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of state. Our research shows that: (1) automata learning, due to its ability to capture
temporal behaviours effectively, proves useful for mitigating the shortcomings of statistical
learning, and (2) to overcome the limitations of automata learning in abstracting data, one

can increase the level of abstraction in traces first before attempting to learn automata.

In addition, this work proves that Automata learning is useful for analyzing and gain-
ing a better understanding of Simulink-based control systems such as an aircraft autopi-
lot. Our work highlights some important contextual factors related to the construction
of behavioural models for these systems, notably the numeric and time-series nature of
their inputs and outputs, the cost of running large numbers of simulations, and the lim-
ited amenability to active learning techniques due to the difficulty of building efficient
query-and response loops. An important lesson learned from our work is the feasibility
of automata learning for Simulink controllers through an explicit treatment of time-series

numeric data and the use of passive learning.

This work targets engineers who verify and analyze a system under learning treated as a
black box using input/output observations. In this thesis, the SUL is a closed-loop Simulink
autopilot model, but the same idea applies whenever time-series logs can be collected from
simulation or testing. The learned state machines provide a compact behavioural summary
that can support requirement checking and the investigation of unexpected behaviours by

linking verification outcomes back to concrete logged runs.

Increasing the simulation length (run duration) directly increases the number of sam-
pled time steps per run and therefore produces longer traces. Longer traces can improve

behavioural coverage by allowing the closed-loop controller more time to react, which is
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particularly relevant for delayed responses (e.g., early climb phases under highly above
reference targets). As a result, longer simulations may reveal additional state progres-
sions that are not observable within a shorter window, potentially reducing vacuous query
instances and improving the ability of learned models to capture late-occurring transi-
tions. However, longer runs also increase the amount of redundant steady-state behaviour
(repeated symbols), which can amplify self-loops and introduce additional transition oc-
currences that may enlarge the learned automata and increase learning and verification
cost without necessarily adding new behavioural modes. In this thesis, we fix the run
length to 25s to balance (i) sufficient time for observing reference-tracking progress and
(ii) tractable trace length and model size under passive learning. A longer run length
is expected to benefit cases where progression requires more time to manifest (especially
climb toward far targets), but it should be paired with appropriate sampling /segmentation

or trace summarization to avoid unnecessary model growth.

6.2 Future Work

While the proposed framework shows promise on the considered autopilot model, there
are several directions for future work. A next step is to apply the same pipeline to other
Simulink control models to assess how well the learned automata and our query-based
analyses generalize. It would also be useful to refine the abstraction and learning settings
based on feedback from additional case studies and to explore lightweight tool support that

makes the approach easier to use in everyday modelling workflows.
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