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Abstract

The increased demand for interoperability among Emergency Responders (ERs) and timely
accessibility to a large amount of reliable, accurate, context and location aware, and
privacy-preserved data (e.g., environmental data, health records, building plan, etc.), man-
dates the emergence of dedicated Public Safety Broadband Networks (PSBNs). However,
realizing PSBNs and addressing such requirements encounters substantial challenges. For
example, several security and privacy vulnerabilities have been detected in the Long Term
Evolution (LTE) which is the leading enabler of PSBNs. Nonetheless, the more significant
challenge lies under the corresponding data requirements. This is because data is unstruc-
tured, its volume is enormous, and it includes inaccurate, irrelevant, and context-free data.
Moreover, the data sources are heterogeneous and may not be reachable in an emergency.
Furthermore, the data contains personally identifiable information for which privacy and
access authorization should be respected. In this thesis, we investigate and address the
aforementioned challenges. Here, we propose an efficient and secure algorithm to miti-
gate the main security and privacy vulnerability of LTE. In addition, to provide context
and location aware data availability during an emergency, we propose a secure data storage
structure and privacy-preserving search scheme. Furthermore, we propose a location-aware
data access model to filter irrelevant data with regards to an incident and prevent unautho-
rized data access. To envision our access model, we propose a location-aware fine grained
access authorization scheme. Our security analysis shows that our search scheme is secure
against a chosen keyword attack and the proposed authorization scheme is formally proven
secure against a selective chosen ciphertext attack. Concerning performance efficiencies,
our search scheme requires minimal data search and retrieval delay and the proposed autho-
rization scheme imposes constant communication and decryption computation overheads.
Finally, we propose a context-aware framework, which fully complies with emergency re-
sponse requirements, based on the concept of trust to filter-out inaccurate and irrelevant
data. The integration of our contributions promises highly reliable, accurate, context and

location aware, and privacy-preserved data availability and timely data accessibility.
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Chapter 1

Introduction

1.1 Public Safety Networks

A Public Safety Broadband Network (PSBN) is the network used by Emergency Respon-
ders (ERs) for their communication needs. ERs include police, firefighters, and emergency
medical care personnel. Current PSBN technologies (such as Project 25 and Terrestrial
Trunked Radio) utilize narrow-band communication that results in limited interoperability
among ERs and only supports voice and simple data communications [1]. However, dread-
ful experiences such as 9/11, the 7.0 magnitude Haiti earthquake in January 2010, the
Boston bombing in April 2013, and the recent Paris attacks in November 2015 have shown
the necessity of PSBNs in which interoperability among ERs and voice, video, and data
communications capabilities are significantly enhanced [2, 3, 4, 5, 6, 7]. For example, the
aftermath reports of 9/11 have indicated that lack of the ability to establish direct commu-
nications between different types of ERs caused uncoordinated emergency operation and
even loss of many lives [5, 8, 9]. In that incident, many firefighters died because they could
not receive the evacuation order that police officers received from their department. Be-
sides, lack of sufficient awareness of the environment, the building dynamics, limited access
to sensory data, limited real-time knowledge about the number of building occupants and

their locations, etc., significantly suppressed effectiveness of the emergency response.



To facilitate interoperability and provide availability and accessibility of/to data such
as environmental data, location data, maps, health records, and criminal records, etc.,
the Public Protection and Disaster Relief (PPDR) organizations have chosen Long Term
Evolution (LTE) to be the leading technology for PSBNs [10, 11]. This decision is mainly
because of characteristics of LTE such as simple all-IP architecture, flexible air interface
with low latency, improved performance and efficiency, high reliability, and high capacity.
From the security and privacy point of view, LTE offers mutual authentication, techniques
to ensure freshness of various keys utilized for cryptographic algorithms, confidentiality of
user plane data and confidentiality and integrity of control plane data and signaling for

most parts of its security architecture [1, 7, 12, 13].

Using LTE and by employing smart mobile devices and wireless Internet access, ERs
are able to directly communicate with one another and access the wealth of data at any
time and location from diverse resources including governmental and non-governmental
databases. This can help ERs achieve high levels of Situational Awareness (SA) during an
emergency. SA is a human condition that enables an ER to understand his/her surround-
ings and react to its dynamic changes [14]. Consequently, this leads to a more effective

emergency response.

1.2 Motivation

The interest in PSBNs is growing since they can significantly improve emergency response.
However, the technologies and algorithms that are employed in PSBNs and for emergency
response in general should match the requirements of PSBNs. Since PSBNs are applied
for mission critical communications, their requirements are quite strict concerning high

reliability, service and data availability, security, and privacy [3, 4, 5, 10, 11].

Regarding the communication technology, several security and privacy vulnerabilities
have been detected in the LTE architecture [6, 7, 15, 16, 17, 18]. For example, a sub-
scriber’s identity confidentiality is not provided in all dimensions of the LTE. In this case,

during the first attach process, in response to an identity request message sent by a Mo-



bility Management Entity (MME), a subscriber sends back his/her International Mobile
Subscriber Identity (IMSI) in plaintext [6, 7, 19]. An IMSI is the permanent identity of a
subscriber which could be sniffed by an eavesdropper in the preceding message exchange.
This illustrates a potential breach of privacy. Observe that in commercial networks, it
would be expensive for an attacker to perform this attack, and the result would simply be
the identity of one regular subscriber. However, in PSBNs, this regular subscriber happens
to be an ER, so the threat is largely magnified. Most of the solutions to address this vul-
nerability are based on public-key encryption that suffers from large communication and

computation overheads.

Other than the security and privacy vulnerabilities of LTE, a key aspect of PSBNs’
application (i.e., effective emergency response) is data availability. More precisely, effective
emergency response requires accurate, relevant, timely, and context and location-aware
data. The more data that is available to ERs, the higher the level of SA that is achievable
for them [2]. However, acquiring such data encounters substantial challenges. First, there
are unstructured and heterogeneous data sources, which indicates that data may be in
many forms like text, photo, etc. [2, 3]. Second, there can be very large data volumes, e.g.,
3.2 million tweets were sent in 24 hours after hurricane Sandy hit the US [20]. The obtained
data should also be processed and filtered to become relevant information to prevent ERs
from getting overwhelmed [3]. Third, unavailability of data sources because a disaster, like
an earthquake, may destroy the communication infrastructure and data centers [2, 3, 8, 9].
Fourth, invalid data may be shared in an emergency, and the corresponding sources may
be untrustworthy [20]. Fifth, the privacy of Data Owners (DOs) whose data is collected
and processed, and authorized access to such data, are essential [20]. Sixth, identification

and data retrieval should be done with as low a delay as possible [3, 8, 9, 20].

To address some of the aforementioned data availability challenges in the emergency
response domain, we recognized two main approaches in existing products and in the
literature. In the first approach, data collection, processing, and dissemination are taking
place during an emergency. Well-known companies like Google [21], Facebook [22], and

Microsoft [23] have announced specific products that enabled identifying missing people in



the recent disastrous incidents. Social media has been used in risk and crisis communication
[24]. Microblogs such as Twitter have been utilized by the general public and ERs to
share and disseminate data during catastrophic events like hurricane Sandy. Such data
includes the situation of the affected area, the dynamics and progress of the situation, safety
announcements, an individual’s well-being and location, and so forth. The studies show
that social media can improve cooperation between volunteers, emergency management
officials, etc. [25, 26]. The credibility of data shared on Twitter for fourteen high impact
events was analyzed in [27]. The authors showed that only 17% of the tweets comprising SA
relevant data was credible. A graph-based data management system was designed to access
and collect data from various social media sources to be used for emergency response [20].
The use of Twitter to broadcast data during a high impact event was studied in [28, 29].
These works concluded that the unreliable retweets were the fundamental problem the
users faced during the disaster. Most of the studies and solutions in this approach are
based on crowd-sourcing data for which data accuracy, trustworthiness, and privacy are

remaining concerns [30].

The other approach considers foreseeing future emergencies occurrences. In this ap-
proach, individuals and organizations such the general public, Governmental Organiza-
tions (GOs), Non-Governmental Organizations (NGOs), and communities are encouraged
to outsource their data to a storage system of their choice before an emergency occurs.
Then, in an emergency, the basic sources of data would be those storage systems. As
an example, the website Smart911 enables people to upload data about themselves such
as their addresses, health conditions, family information, etc. [31]. When an individ-
ual calls 9-1-1, his/her data becomes available to the emergency dispatcher. This work
suggests limited functionality since data access is only authorized if the caller is the one
whose data is required. The authors in [32] propose an information system and construct
a community-based virtual database gathering heterogeneous information from various re-
sources for emergency management. A system was proposed to detect emergencies and
enforces temporary access control policies in [33]. Such policies are defined in advance
to bypass regular data access rules in an emergency to increase the availability of infor-

mation. In general, the main shortcomings of the studies in this approach include the

4



complete reliance/trust of a DO on a server to handle his/her personal information, limit-
ing data access authorization, lack of privacy-preserving context- and location-aware data

availability and access authorization, and the need for filtering of the large volume of data.

1.3 Objectives

In this thesis, our goals are to protect privacy and enhance data availability in the context
of emergency response. More precisely, we would like to propose a framework in which not
only ERs’ communications are secured and privacy-protected, but also they are enabled
to retrieve a sufficient amount of data relevant to their emergency operations. The latter
should be done in a timely fashion, and the retrieved data should be accurate, context- and
location-aware, and privacy-preserved. Besides, to further empower privacy of DOs, a data

access model should be enforced by a fine-grained location-aware authorization paradigm.

To accomplish our goals, our objectives in this thesis are summarized as the following.
First, to understand the scope of the goals and challenges mentioned above, our prelim-
inary objective is to study in depth the security and privacy vulnerabilities of the LTE
architecture and the state-of-the-art algorithms that address data availability and access
authorization in various domains such as E-health, emergency response, etc. Second, to
propose a novel and efficient algorithm to enhance security and privacy of ER’s commu-
nications by protecting the confidentiality of an IMSI in all signaling messages of LTE,
e.g., during the first attach procedure. Third, to propose an innovative secure data storage
structure and privacy-preserving context- and location-aware search scheme. This objec-
tive enables ERs to retrieve the required data during an emergency operation. Fourth, to
propose a novel location-aware access authorization scheme. This empowers preserving the
privacy of DOs in an emergency. Fifth, to propose an innovative framework to filter out
irrelevant data in the context of emergency management. Such an objective enhances data
accuracy during an emergency. The preceding proposed algorithm and schemes should
also be carefully analyzed concerning security, privacy, and performance metrics so as to

measure and validate their effectiveness in the context of the PSBNs application.



1.4 Contributions

The main research contributions of this thesis are summarized as follows:

Proposed an efficient algorithm to protect the confidentiality of an IMSI in the LTE

architecture.

Proposed a novel secure data storage structure and privacy-preserving search algo-

rithm to provide context and location-aware data availability in an emergency.

Provided thorough security analysis and performance evaluations through compara-

tive theoretical investigations and simulation results.

Proposed a new emergency data access model which enables our access authorization
scheme to be used as a data filtering technique. The model eliminates irrelevant data
based on location and time of an emergency. Our emergency access model can also be
interpreted as a new threat model which prevents unauthorized access with respect

to the location and time of an emergency.

Proposed a novel location-aware authorization scheme by integrating Broadcast En-
cryption (BE) with Ciphertext Policy-Attribute-Based Encryption (CP-ABE) in a
novel way. The proposed scheme (called Location-aware Ciphertext Policy-Attribute-
Based Encryption (LA-CP-ABE)) addresses the newly defined emergency data access
model and mitigates the key escrow problem. In addition, the communication over-
head and decryption computation complexity are constant regardless of the number

of attributes in the access policy.

Proposed a novel and context-aware framework to filter out inaccurate and irrelevant
data using the concept of trust. The framework illustrates when, where, and how
trust dynamics should be constructed and shows how trust evaluation should be

applied in an emergency.



e Provided extensive security analysis and performance comparisons with the state-of-
the-art solutions in the domain of emergency response and others to demonstrate the

efficiency and effectiveness of the aforementioned proposed schemes.

1.5 Thesis Outline

This thesis consists of seven chapters outlined as follows: Chapter 2 offers the state-of-the-
art algorithms protecting the confidentiality of IMSI, providing data availability, and access
authorization in various domains such as emergency response and E-health. An algorithm is
proposed to mitigate the permanent identity threat of the LTE architecture in Chapter 3. A
secure and privacy-preserving scheme is proposed to provide data availability for emergency
response in Chapter 4. Chapter 5 presents our novel location-aware authorization scheme
pertinent for emergency response. Chapter 6 offers our proposed framework for trust in
smart emergency management to filter out irrelevant data. Finally, Chapter 7 concludes

the thesis and presents future research directions.
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Chapter 2

Data Availability and Privacy
Preservation for PSBNs — State of
the Art

2.1 Introduction

This chapter sheds light on some performance backgrounds and applications of the fourth
and fifth generation of wireless communications (i.e., 4G (or LTE) and 5G respectively).
In addition, a taxonomy of the required data for PSBNs will be presented. The proposed
taxonomy shows the types of data that are required in various emergency situations. After-
ward, the major security and privacy challenges and requirements of PSBNs are highlighted.
Here, such challenges and requirements are divided into two parts; first, the challenges with
LTE; second, the challenges that data requirements of PSBNs bring about. Furthermore,
the state-of-the-art studies and solutions that addressed the aforementioned challenges will

be reviewed, compared, and assessed against PSBNs’ requirements.

The remaining sections of this chapter are as follows. Section 2.2 reviews important
features of LTE, and presents the vision for further evolution toward 5G. Section 2.3
presents a taxonomy of different types of data required for PSBNs and identifies privacy

concerns. The security and privacy challenges with regard to LTE are introduced and the
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Table 2.1: LTE performance requirements for PSBNs

System performance LTE
Operational frequency 700MHz
Bandwidth 10-20MHz

Control-Plane delay

(Idle to connect) <100ms
Control-Plane delay 5
(Dormant to active) Soms
User-Plane delay <bms
Mobility <500kmph
Packet transport All-IP transport
Physical layer modulation DL: OFDMA, UL:SC-FDMA
Core network Packet core with fixed /non-3GPP access

proposed solutions that address such challenges are reviewed in Section 2.4. Section 2.5
presents data availability challenges and requirements and classifies the respective state-
of-the-art schemes with regards to security, privacy, and access authorization. Section 2.6
focuses on the state-of-the-art authorization schemes. The focus of this section is on the

schemes that provide indirect authorization. Finally, Section 2.7 concludes the chapter.

2.2 LTE and beyond

PPDR organizations emphasize the need for dedicated PSBNs with the capability of pro-
viding a high level of reliability, service availability, interoperability, and security for critical
communications [8, 3, 34]. Considering the preceding requirements, LTE has emerged as
the leading candidate technology for PSBNs. Table 2.1 summarizes the LTE performance
features. Among the features, user-plane and control-plane delays are significant since

PSBNs require low latency signaling and data communications.

The demand for higher network capacity, spectral and energy efficiency, scalability,
real-time service availability, communication reliability, etc., along with the exponential
growth of mobile traffic have shaped the vision for the 5G wireless networks [35, 36, 37].
The main goals of 5G are to offer a hundred times higher user data rates and accommodate

a hundred times more connected devices than LTE [38]. In addition, to consider real-time
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services provisioning and to facilitate the next generation of Internet, end-to-end delay of

5G has to be less than 1ms while its spectral and energy efficiency need to be 10 times

higher [39, 40].

It is expected that 5G will bring together all of the networks with different features and
characteristics. In this regard, 5G will provide seamless and ubiquitous communications
between any possible entities including humans and machines in any possible combination
such as human to human, machine to machine, and human to machine. These communi-
cation paradigms are taking place at any time and any location [41]. This all-dimensional
penetration of 5G into all of the entities and elements will create a user-centric information

ecosystem [42].

Considering the preceding discussions, 5G is the future of the wireless communications
to which PSBNs should be converging. The key reason for such a convergence is the fact
that effective emergency response requires a large amount of reliable voice, video, and
data communications. Using 5G, a wealth of data from heterogeneous sources such as
building intelligence, Smart Grid, Intelligent Transportation Systems (ITS), Internet of
Things (IoT), and Autonomous Vehicles is easily accessible [39, 43, 44, 45]. Unfortunately,
PSBNs have been allocated between 10 to 20 MHz bandwidth in different countries such
as Canada and US [10, 11]. With this bandwidth, the aforementioned requirement would
not be met employing LTE [3, 46]. Despite the shortcomings in the performance of LTE,

the current realization of PSBNs is going to benefit from this communication technology.

2.3 Taxonomy of Data required for PSBNs

One of the main motivations for the idea of PSBNs is the capability to access Data. Data
availability is critical in achieving SA. Several types of data are required to achieve a proper
level of SA. Among the vast amount of data, location data, sensory data, personal data,
and available tools come to mind. This data could be merged, aggregated, or processed to
obtain new information useful in various situations. However, private information is also

among the aforementioned data for which privacy should be taken into consideration.

11



Taxonomy of required data for PSBNs
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Figure 2.1: Taxonomy of required data for PSBNs

Before we proceed with different categories of data, the definition of personal infor-
mation is given. Many countries, including Canada, have defined personal and private
information and have set rules and regulations to determine how personal information
should be treated. In the Privacy Act [47], for instance, personal information is defined as
information about an identifiable individual that is recorded in any form. Similarly, in the
Personal Information Protection and Electronic Documents Act (PIPEDA) [48] personal
information is defined as information about an identifiable individual. This definition is a
bit more general since the information does not need to be recorded to be considered per-
sonal information. Finally, in the technology environment, personal information is defined
as any piece of information which can potentially be used to uniquely identify, contact or

locate a single person [49].

Below, the required data for PSBNs are categorized. Figure 2.1 illustrates the taxonomy

of such data.

Location Data: A Lot of the data that is required in various emergencies is about
location. For example, the location of occupants in a building which is on fire is critical.
Also, it is very critical that the location of the ERs is tracked to provide them with the
right information at the right time about an incident. There is both public and private
information in this category. For example, the identity of an ER that is tied to his/her
location could be counted as private. In this case, only authorized entities should access

such information. On the other hand, traffic data for a particular location could be counted
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as public data.

Personal Data: This category involves data that uniquely identifies an individual
such as medical records, criminal records, fingerprint records, facial recognition data, and
so forth. For example, medical records could be of interest to firefighters so as to prioritize
their rescue plans to help people with critical medical conditions first. In this category,

the personal information should be accessed or processed only by authorized personnel.

Available Tools: The examples of available tools are Radio-frequency Identification
(RFID) tags, Closed-Circuit Television (CCTV), traffic cameras, analytical and processing
tools. For instance, the video stream of traffic cameras could be redirected to an ER to
provide him/her with visual data of the current situation of the scene. Similar to the

previous categories, personal information might also appear here.

Infrastructure Data: The infrastructure of the city, road maps, utility data, dan-
gerous or flammable material and blueprints of the buildings are among the data in this
category. For instance, medical emergency personnel could use information about the types
of the toxic material that is present near the site of an incident. In this category, private

information is minimal.

Sensor Data: Sensors generate different types of data such as temperature, pressure,
and humidity. This data is very useful in overcoming the critical situations. For example,
sensors used in a house to detect excessive heat or smoke generate valuable data. Moreover,
utility data gathered by sensors in the Smart Grid communication network could be used
by the firefighters to identify the source of the fire. For example, an excessive use of gas
in a short period of time in a unit in a high-rise building can be an indication of a broken
gas pipe. In this particular example, there exists identifiable information for which privacy

should be preserved.

Environmental Data: Flood detection data, weather data, and hurricane warnings
are among this type of data. This category could produce a great deal of helpful data for
the ERs, for example, to plan their route to the incident. In this category, minimal or even

no personal information may be found.

Governmental Data: Aviation data, public transportation data, construction and
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public works, protocols and response guides and data about governmental personnel are
included in this type of data. For instance, ERs should know about the protocols and
guidelines that they need to follow in certain situations. In this category, there exists

personal information such as the information about the governmental personnel.

Databases: This category contains several valuable sources of data. The Internet,
media, and historical archives are among the popular databases. For example, historical
archives could be used in particular regions to compare old data with contemporary data so
as to generate more understanding of that location. Often databases, e.g., those accessible

via the Internet, are full of personal information.

2.4 Security and Privacy Vulnerabilities of LTE

There are three main vulnerabilities in the LTE architecture that have been detected in
the literature [6, 7, 15, 50]. In this section, we elaborate such challenges and review the

state-of-the-art solutions that mitigate them. Then, we discuss and compare the solutions.

2.4.1 Subscriber Permanent Identity Threat

In the first attach procedure, the network asks for the permanent identity of a subscriber
(i.e., IMSI) as depicted in Figure 2.2. In this figure, a User Entity (UE) and an MME are
exchanging the identity request and response messages. A UE can be a mobile device or a
communication device in general that is compatible with LTE. Since a security context has
not been established between the network and the subscriber yet, the subscriber’s IMSI is
sent through the channel in plaintext [51]. IMSI is a permanent identity of a subscriber.
Considering the preceding message exchange, a passive attacker, e.g. an eavesdropper,
can easily sniff the IMSI. Such a disclosure may lead to information and location privacy

breaches and Denial of Service (DoS) threats.

To solve the permanent identity threat, the authors in [17] offered to use dynamic mobile

subscriber identity (DMSI) instead of an IMSI. After every authentication procedure, this
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Figure 2.2: Identification procedure

value would be changed. DMSI is comprised of random numbers and specific permanent

numbers as in (2.1).

DMSI = MCC||MNC||RIC||ERIC, (2.1)

where the permanent numbers are Mobile Country Code (MCC) and Mobile Network Code
(MNC). The rest are the numbers that are chosen uniformly at random. RIC stands for
Random Identity Confidentiality and is used to uniquely identify a subscriber for a Home
Subscriber Server (HSS). In addition, ERIC is the scrambled RIC. RIC has RIC}-bit length,
thus, the total number of available RICs is 2#/¢" — 1. Four RICs are allocated to each UE
before deployment, which are Old, New, Pre, and Fresh RICs. UE is the subscriber’s cell
phone which contains an authorized SIM card. RICs are going to be changed every time
the authentication procedure is required. A fresh RIC for every new authentication request
is computed via a certain function. This is done to prevent the reallocation of the same

RIC to one UE for two contiguous times.

This approach preserves the identity of the UE since the IMSI will never be transmitted
through the channel. However, management of RICs needs additional processing effort and
memory cost. Furthermore, the allocation of RIC to each UE from the network occupies

excess bandwidth.

Public-key cryptography can be used to encrypt an IMSI [52, 53]. A UE uses the
public-key of HSS to encrypt the IMSI. In this way, the privacy of the UE is preserved
during the attach procedure. Public-key cryptography has also been used in [54], where a

hybrid authentication, authorization, and key agreement protocol is proposed based on a
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combination of a trusted model platform and Public-Key Infrastructure (PKI). The scheme
uses passwords that are associated with a fingerprint and a public-key. Similarly, the work
in [55] proposed an Authentication and Key Agreement (AKA) protocol using self-certified
public-keys. The scheme authenticates a base station (which is called Evolved Node B
(eNB) in LTE) based on the public-key broadcast protocol. Furthermore, the authors in
[53] proposed an enhanced AKA in which they employ the Wireless PKI (WPKI) model
and Elliptic Curve Cryptography (ECC). Finally, the works in [56, 57] use Elliptic Curve
Diffie-Hellman to achieve AKA.

In order to facilitate identification of a subscriber, a password-based AKA is used in
[58] to achieve a Zero-Knowledge Proof (ZKP) to protect the privacy of subscribers. In this
case, MME still can perform identification, but the advantage is that this entity cannot
learn anything about the identity. However, the computation cost of the scheme is high,
especially for the handover procedure. The imposed delay of the algorithms that employ
ZKP should be within the acceptable time interval to maintain the connectivity of the

contiguous conversations.

2.4.2 Location Tracking

One of the issues that strongly violate privacy is Location Tracking (LT). LT simply indi-
cates that a subscriber could be tracked while it is moving from one coverage area of the
cellular network to another. Note that LTE assigns several different temporary identifiers
to a single subscriber such as Temporary Mobile Subscriber Identity (TMSI), and Cell
Radio Network Temporary Identifier (C-RNTI). In this regard, LT could be accomplished
either by linking those identifiers to each other and to the permanent identities or by link-
ing new and old temporary identifiers to one another. Thus, a successful LT attack relies

on the ability to link subscriber’s identities to each other.

An example is illustrated in Figure 2.3. Here, a passive attacker observing the radio
channel may be able to link new and old C-RNTTs assigned to a subscriber within different
cells if the sequence number by which the C-RNTT is computed, is consecutive. Note that

C-RNTT is transmitted in plaintext. Therefore, it is crucial that the sequence numbers used
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in the procedure of calculating C-RNTT is non-continuous. Authors of [7, 15, 51, 59, 60]
suggested to protect the signaling of this procedure via cryptographic approaches. In
addition, the use of periodic reallocation of C-RNTT in one cell was suggested in [15]. In
this case, as the number of subscribers increases, the amount of signaling overhead rises

which may lead to significant bandwidth consumption.

b

= =
CXNTI(E)/—\\\\
// , \Q-RNTl(b)

Figure 2.3: Location tracking attack using C-RNTI

The authors in [59] offered to apply the works that have been proposed for MANETS to
preserve location privacy. One such example is to use mix zones which are areas where the
temporary IDs of mobile equipment are interchangeable [61]. In this respect, the attacker
would be misled and the location of devices would stay undetectable. However, a huge
number of required signaling messages might still block fast and efficient intercommunica-

tion.

2.4.3 Paging Procedure in LTE

Another issue among security procedures of LTE arises when the network pages a UE. The

paging process is as follows: A UE can be in different operational modes like active and
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idle. When the UE is in the idle mode, it disconnects itself from the base station. Suppose
the connection should be re-established with an idle subscriber as a result of a voice call
initiation. The base station broadcasts a paging message within the subscriber’s tracking
area. This paging message contains a set of temporary IDs since the base station pages
several subscribers at a time. The temporary ID that is included in the paging message
is the TMSI which provides pseudonymity for the UEs [60]. Once the subscriber hears its

TMSI, it will change its state to active and respond to the call.

Considering the paging procedure, suppose that an adversary is the one who has initi-
ated the call by sending the request to the base station. Then, the attacker monitors the
paging channel to obtain the set of TMSIs that have been paged by the base station within
the subscriber’s tracking area. Since there are several TMSIs within a single paging mes-
sage, the attacker initiates the same call several times. Therefore, continuing this procedure
would result in obtaining several sets of TMSIs for the attacker. At this point, intersecting
those identities could yield the TMSI of the intended subscriber. The procedure is shown
in Figure 2.4. Here, UE-2 initiates the paging attack by placing several contiguous calls to
UE-1. The eNB broadcasts the corresponding paging requests in which UE-1’s respective
TMSI1 is included. After several rounds of paging requests, the attacker obtains TMSI1.
Note that TMSI will not be changed within a particular tracking area and that the paging
messages are not encrypted. Changing the tracking area by the subscriber would lead to
obtaining a new TMSI. Thus, performing the same attack enables an adversary to track

the location of the subscriber as well.

Note that in commercial networks, it would be expensive for an attacker to perform this
attack, and the result would simply be the temporary identity of one regular subscriber. In
the PSBNS, this regular subscriber is an ER. Therefore, the consequences of this particular

attack may be much more serious.

To ensure privacy during the paging procedure, the authors in [60] proposed a physical
layer approach. The authors used a UE’s temporary ID as an input to a function. The
output is a tag which is transmitted instead of a TMSI to page the UE. However, any

correlation among the tags for different subscribers should not exist. The interesting point

18



UE_1 eNB UE_2

L ° °
UE_lisinidle I Broadcast Paging request UE 116 Call
mode within UE's tracking area: = | e
{TMSI_1, TMS|_3...} Iinitiation

UE_lisin active |
mode UE_1 paging respond

Regular Paging
procedure

| Call establishment procedure |

o 8 i P st 6 i —

¢ s
® Paging request: {TMSI_1, UE_1ID ® Attacker
TMSI_3, TMSI_6...} 4 L
4 initiates
" Paging request: {TMS. 1, | UE_1ID several calls | &
TMSI 5, TMSI_9..} ¥ 8 .
Paging request: {TMSI_1, UE_11ID 570
TMSI_4, TMSI_8..} * S 2
—— e ] o ®
Paging request: {TMSI_T, UE_11D oo
TMSI 11, TMSI 14..} s = £
: c o
[o10)]
©
o

Attacker Monitors the paging channel and grab the UE_1's TMSI]J
¢ 'Y [

Figure 2.4: Paging procedure and the respective attack

is that the transmission power of the signal needs not to be at such a level that the receiver
could decode it. The receiver should only be able to detect the signal to be able to ensure if
she/he has been paged or not which results in saving energy. This scheme is also beneficial
in terms of downlink bandwidth conservation. Despite the efficiencies of this approach,
one drawback of it is the need to change the physical layer procedure that would lead to

changing the hardware, which might be costly.

2.5 Data Availability for PSBNs

In this section, we classify state-of-the-art schemes that offer data availability. Here, our
focus is on those schemes that inherently considered data confidentiality, and access autho-
rization. Data confidentiality protects data privacy in data transmission, and upon data

storage. In addition, access authorization prevents unauthorized data retrieval. Surveying
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the literature, one can classify data availability into two approaches; centralized avail-
ability and decentralized availability. In the centralized availability, Data Owners (DOs)
outsource their encrypted data to one/many cloud server(s) to which ERs should send data
retrieval requests. However, retrieving proper data from a server containing encrypted data
is challenging since the server does not understand which encrypted file contains relevant
information that is requested in a query. Here, we review the schemes that provide search

over encrypted data.

Considering decentralized data availability, on the other hand, in an emergency, DOs
broadcast their encrypted data using smart mobile devices or Personal Digital Assistants
(PDAs) to the users in their local proximity or to Health Service Providers (HSPs), Public
Safety Answering Point (PSAP), and so forth to ask for help. The PDA monitors and
collects health information using the sensors attached to the DO’s body or the health

information and other personal information are preloaded to the PDA or a smart card.

To achieve data privacy, in addition to data confidentiality, direct authorization or
indirect authorization approaches are applied in both centralized and decentralized data
availability. The direct authorization approach is used in private domains which are com-
prised of family, personal physician, friends, and neighbors, while the indirect authorization
approach is applied in public domains that include researchers, healthcare personnel, other
doctors, and ERs [62]. Considering the applicability of the indirect authorization approach
in the emergency response, we also review state-of-the-art encryption schemes that inher-

ently offer data access authorization in Section 2.6.

2.5.1 Centralized Data Availability

Considering centralized data availability, to protect confidentiality and privacy an en-
crypted version of data will be outsourced to a server. Note that the server cannot learn
the content of data from the encrypted data. Then, to retrieve relevant data from the
server, the schemes that enable search over encrypted data will be reviewed. In addition,

both direct and indirect access authorizations are considered.
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Direct Access Authorization

To achieve direct access authorization, any user who is interested in a DO’s information
should directly contact her/him even in an emergency and ask for access authorization.
Here, access authorization is a preliminary stage of data retrieval and is included as a
separate privacy protection building block to the encryption scheme. For example, in
[63, 64], a DO sends decryption keys only if the user passes the authorization check phase.
On the other hand, the most common way for direct authorization is to ask users to send
search authorization requests to a DO before they send search queries to a server. In other
words, to search over encrypted data, a user needs to generate an authorized search query
for which he/she should contact the DO first. The following schemes are mostly following

this method of direct authorization.

Song et al. [65] proposed a scheme that enables users to search over encrypted data. The
result of the search for a word is the locations in the plaintext document where the word
appears. The main idea of the scheme is, for every word in a document, the corresponding
DO performs a pseudorandom function on the word to generate a value that is uploaded
with the encrypted document to a server. A server can verify the existence of the word
performing an XOR operation without knowing the queried word. This scheme has several
features. First, anything that a server can learn about the plaintext is limited only to the
result of the search process. More importantly, the queries are also hidden which means
that the query word is kept secret from the database. However, this scheme cannot conceal
the access pattern privacy. In other words, although queries are not known to the server,
the database will still learn which portion of the data has been retrieved from the database.
The computational complexity of the scheme for a document of size n is O(n) stream cipher

and block cipher operations.

Chang et al. [66] proposed an approach that enables DOs to privately search their
outsourced encrypted data. Then, any user should get authorization from the DOs to be
able to search the database. The key idea of this approach is to use keyword indexes that
associate each keyword with the corresponding files in the database. The user conceals

the keyword indexes within a pseudorandom bit string and sends the masked result to
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the database. This bit string contains all keywords for which a user might search later.
Then, to do the search process, the user sends a short query that enables the server to
decode the corresponding portion of the index. In this case, the rest of the bit string
remains pseudorandom. The access pattern is not protected in this approach. However,
the data content is cryptographically protected. Concerning computational efficiency, the
server should check all of the entries in the database for each search query (i.e., O(n)), test
every file, and send back all of the files containing the intended keyword. This violates the
database privacy since the user is able to retrieve more than one file in one session. This

is regardless of the fact that the files are all in a ciphertext format.

Goh [67] proposed a method to produce secure indexes and use them to privately search
over encrypted data. The secure index is a kind of data structure that only determines the
presence of a word in the index using a clue. The clue is computed only using a secret key.
The result of the scheme is a boolean value which is computed in O(1) time per document.
There are some features which make this work advantageous such as the ability to have
variable keyword length and conjunctive queries. The security notion of this scheme is that
the index does not leak any information about the content of the document. Moreover, the
indexes of two different encrypted documents are formatted to represent the same number

of keywords. This prevents a server to learn which document has more content than others.

Dong et al. [68] proposed a scheme that allows searching over encrypted data. The
key idea behind this work is to use a proxy server to convert ciphertexts. For example,
Alice encrypts data using her public key and outsources it to the proxy server. Then, Bob
sends a request to recover that entry with the proof of authorization from Alice. Then,
the proxy server converts the ciphertext in a way that Bob can be able to decrypt it using
his own private key. This scheme also allows the users to search over the encrypted data
using keywords. The server will convert a set of keywords to a new set which is encrypted
over the general system parameters. In terms of security, the server has access to all of the

messages and can decipher all of the transactions. In this regard, DO’s privacy is invaded.

Raykova et al. [69] proposed a scheme that enables several parties to share sensitive

data and can perform a secure and anonymous keyword search. This protocol provides
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several security aspects such as query security, server privacy, server access control, and
user anonymity. To achieve these features, the authors proposed to use two auxiliary
servers called Index Server (1S) and Query Router (QR). IS maintains the encrypted search
structure using a Bloom filter. A Bloom filter is a data structure that utilizes a family
of hash functions to insert a footprint of a word into an array of bits. Moreover, an IS
protects the server’s security and the user’s anonymity. A QR is placed between users
and the IS. It prevents other entities from learning anything about the identities of two
communicating parties. The QR has another role which is a proxy server that converts the
encrypted message of the user to a ciphertext suitable for the IS. To enable the preceding
role and to provide efficiency, the scheme employs a deterministic encryption technique
proposed in [70]. The assumption is that the encryption technique has the following group
feature: &g, (€x,(Mm)) = €k, Kk, (m) where Ky, Ky are the secret keys and £ is the encryption
function. The scheme imposes communication complexity of O(Ryaten) Where Ryqicn 18

the number of returned matching results.

Ballard et al. [71] proposed two schemes to perform conjunctive keyword searches on
encrypted data. The components applied in these works are Shamir’s secret sharing and
pairing-based cryptography based on bilinear maps. In order to perform the private search,
a DO first produces an index of each document. The index and an encrypted version of
the document generated by a symmetric encryption scheme are stored in a server. Then,
a user sends a clue to the server enabling it to search for a keyword. Each document is

associated with a fixed size set of keywords.

Li et al. [72] proposed a fuzzy keyword search algorithm. The authors argued that
the existing keyword search schemes require exact keywords set by a DO. However, in real
situations, minor differences in choosing keywords by the querier might occur which result
in negative responses by a server. To mitigate the preceding issue, the authors propose a
fuzzy keyword search algorithm. The solution is based on the work on Edit Distance [73].
The edit distance between two words is defined to be the number of required instructions to
convert one into another. Therefore, the server which has a set of keywords and predefined

edit distance eg;s, upon receiving a query will check the queried keyword edit distance
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with the set of keywords and if it was less than ey it will return the data; otherwise, it

will not return anything.

Hore et, al. [74] proposed a method to securely perform multi-dimensional range queries
over outsourced encrypted data. The key idea is to use secure indexes for the keywords.
However, the authors suggested using bucketization techniques to divide the data into

several partitions and compute appropriate tags from them.

The aforementioned schemes followed the centralized data availability with direct access
authorization approach. Applying direct authorization is very confining in an emergency for
two main reasons. First, it does not scale well. This means that there is a linear relationship
between the number of data retrieval requests and the number of access authorization
requests. In an emergency where the situation is critical and non-delay tolerant, this
number can be enormous and the corresponding authorization delay may not be affordable.
Second, DOs may be unconscious or may not even be reachable to grant access to the users

in an emergency. Here, ERs achieve little situational awareness.

Indirect Access Authorization

Considering centralized data availability, indirect authorization has been used for the public
domain in which DOs delegate access authorization to a cloud server. In this case, a user
seeking particular data, without contacting DOs, sends a request to a server and retrieves
the data all at once. Thus, this approach scales well which makes it more suitable for an

emergency. Here, search query authorization is done by the server.

Boneh et al. [75] proposed a scheme called Public-key Encryption with Keyword Search
(PEKS) that provides keyword search over encrypted data. In contrast with previous
schemes, this work is based on public-key cryptography. With the aid of public-key cryp-
tography, a DO can encrypt data with a user’s public key and send the ciphertext along
with some additional information to a server. Then, the user can search whether a partic-
ular keyword exists within the encrypted data or not. In this scheme, not only the data is
encrypted but also the queries are all encrypted as well. Therefore, the only thing that is

revealed to a server is the database access pattern. In this context, the only breach of the
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user’s privacy is the number of times that a certain encrypted record has been retrieved,

or which record has not been queried yet.

The key idea of the scheme is that the user transmits a trapdoor Ty, which is related
to a specific keyword KW, to the server. Then, using the trapdoor the server finds all
of the documents containing that particular keyword. The format of messages within the

server is as (2.2),

{Ep,(Data), PEKS(Py, KW1), ..., PEKS(Py, KW))}, (2.2)

where P is the user’s public key and PEKS is the scheme that provides public-key en-
cryption with keyword search. In this scheme, the authors used the Bilinear Diffie Hell-
man (BDH) intractability assumption which is as follows: given {g, ¢%, ¢¥, 9} € G; and
e : Gy x G; — Gy as the bilinear map, it is hard to compute e(g, g)*¥*. The compu-
tational complexity of this scheme is quite high. The pairing operations are all heavy
operations compared to additive arithmetic. Therefore, if the number of keywords is large,

the efficiency of the protocol drops drastically regarding computation delay.

Baek et al. [76] revisited the work in [75] and found out that it is possible for the server
to gain information on the entire database using statistical analysis of the number of queries
that it received for various parts of the database. Moreover, the authors eliminated the
requirement of PEKS in which a secure channel between a user and a database should be

established in order to transmit the trapdoors.

Abdalla et al. [77] also revisited [75] and showed that the protocol is statistically
inconsistent. This is because the authors in [75] used a hashed value of keywords (H (KW))
in PEKS. However, since the keywords space is much larger than the hashed value space,
thus, there is a possibility that Hy(KW;) = H(KW5) where KW, # KW,. This results
in equal trapdoors for the two keywords. Hence, the outcome of PEKS shows false positive
for such situations. In order to make PEKS statistically consistent, the authors proposed

to use session keys and another hash function to increase the hashed value space.

Lie et al. [78] used PEKS to preserve keyword privacy. However, the scheme is not effi-
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cient, firstly, because to retrieve proper information the entire database should be searched,
and secondly, it is computationally expensive as PEKS employs Pairing-Based Cryptogra-
phy (PBC). To tackle the latter, the authors in [68, 78] proposed to outsource the heavy
computations of PBC to a proxy server. The approach converts a ciphertext in such a way
that the decryption process is more lightweight at the user side. Despite the preceding
improvement, in an emergency environment, the number of data outsourcing requests may
be quite large because of a large amount of information requirement. This causes the delay
to be increased. Furthermore, in such situations, the network infrastructure might be down

which may result in the lack of access to the proxy servers.

Curtmola et al. [79] proposed Searchable Symmetrical Encryption (SSE). SSE is an
encryption method that enables a DO to search over his/her encrypted data. However,
this work enables other users to search over a DO’s data as well which enables indirect
authorization. To achieve that, the authors employed broadcast encryption along with
traditional SSE. Broadcast encryption enables a user to encrypt a document for a group of
legitimate users. Then, each member of the group can decrypt the document using his/her
private key. The scheme has communication complexity proportional to the number of
the documents that satisfy the query. The computational complexity for the user is O(1).

This scheme also does not provide access pattern privacy.

Tong et al. [80] propose that DOs delegate the access authorization to a private cloud.
This scheme enhances [79] using pseudo-random number generators to avoid linkability of
file identities. SSE uses linked lists in which file identities containing similar keywords are
linked together in a secure way. The algorithm imposes minimum search delay since it does
not need to search the entire database to find the result. However, its efficiency drops in
dynamic situations in which files are added/removed to/from the system frequently. Also,
the scheme is not able to perform multi-keyword search and the private cloud learns the

keywords for which a user would like to search the database.

Kurosawa et al. [81] proposed an SSE which is secure against active adversaries. In most
of the SSE algorithms, the server which holds the encrypted data and indexes is assumed

to be trustworthy. In other words, the server will not perform arbitrary modification on the
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stored data. However, a malicious server can modify data. This work proposed a verifiable
SSE scheme in which the authors added a verification phase to [79]. This enables the user
to verify the legitimacy of the data.

Cash et al. [82] proposed an SSE protocol that supports conjunctive search and boolean
queries over encrypted outsourced data. This work performs search over arbitrarily-
structured data and supports large database size. However, the scheme does not protect
access pattern privacy. The main building blocks of this scheme are the works [79] and [83].
In addition, the authors use a function capable of performing oblivious shared computation
between a user and a server such as the Diffie-Hellman based oblivious pseudorandom func-
tion. The scheme has also been extended to support dynamic changes such as an addition

to the encrypted data [84].

Jarecki et al. [85] further extends the above algorithm to enable third party users who
possess proper authorization from a DO to search over specific encrypted data. However,
although the DO is the one who authorizes the third party users, the queries generated
by the users are kept hidden from him/her. The main building block of the scheme is the
work in [82]. The extension to enable indirect authorization is done using homomorphic
signatures in which the DO signs the trapdoors and the third party user can later transform

them into signatures of search queries.

Cao et al. [86] proposed a scheme which allows multi-keyword ranked searches over
encrypted data. The key idea is to use a binary vector called an index vector for each
document to represent the keywords within the document. Then, the search query which
is also a binary vector can be compared with the index vector and similarities indicate the

keywords in the document.

Bellare et al. [70] proposed a deterministic public-key encryption that enables fast
searches over the encrypted data. Deterministic encryption has a particular limitation
which is the fact that ciphertext contains partial information about the plaintext. This
limitation can be mitigated if the partial information and the plaintext do not depend on
the public key. The key idea behind this work is to associate a tag with a document and
search for the tag in the data structure. Particularly, the scheme suggested that the tag is
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a hashed value of the document.

Freedman et al. [87] proposed a method to privately access a database with the
aid of keyword search. To construct the algorithm, the authors used Oblivious Poly-
nomial Evaluation (OPE) with homomorphic encryption. The OPE used in this scheme
is the Paillier cryptosystem [88]. This is because of its homomorphic property which is
E(KWh) x &(KWy) = (KW, + KWs,) where £ is the encryption function. In addition,
the paper proposed an approach to convert any keyword search algorithm which provides
user privacy into a scheme which provides both user privacy and database privacy using

oblivious evaluation of pseudorandom functions.

Chase et al. [83] proposed an algorithm to encrypt arbitrarily-structured data. The
motivation behind this work is that most of the studies perform a keyword search over text-
based data. However, not all of the data structures are text such as location information.
The advantages of this work are twofold; first, an ability to perform private and expressive
queries over encrypted data; second, providing authorized access to the data for other
parties. The constructions proposed in this work are for a variety of data structures like

labeled data, matrices, graphs, and so forth.

Gole et al. [89] proposed two schemes that privately search on encrypted data for
conjunctive keywords. In other words, a user is able to perform a boolean combination of
keyword search. The security of the scheme is based on a new model which says that the
server should not learn anything beyond the result of the conjunctive query. Boneh et al.
[90] proposed an algorithm that privately queries a database using somewhat homomorphic
encryption. The queries are conjunctive. The key idea is to present a polynomial encoding
of the database. Then, with the aid of somewhat homomorphic encryptions [91, 92], the
scheme searches for conjunctive queries. To achieve that, the authors also proposed to
divide the server into two servers called the server and the proxy. Similar insights were

given in [69, 93].

Considering centralized data availability, to achieve indirect authorization, a DO can
also enforce access authorization into the ciphertext using Functional Encryption schemes

(for example, Attribute-based Encryption (ABE) or Predicate Encryption). This method
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also eliminates the requirement of direct authorization where a user should directly contact
a DO to obtain proper authorization. Barua et al. [94] proposed a scheme in which a DO
sends data to an HSP along with the chosen access policy. To decrease the computation
overhead on the DO, the authors proposed to delegate the process of incorporating the
access policy into ciphertext to the HSP. The works [95, 96] use ABE and suggest to form
an emergency version of encrypted data in which the owner only uses the ”emergency”
attribute to produce an emergency ciphertext. In an emergency, healthcare personnel
can retrieve the emergency key to decrypt data. Li et al. [62] propose authorized multi-
keyword search using Predicate Encryption. The delay corresponding to the search process
is proportional to the size of the database, and it involves pairing computations. A detailed

review of PSBNs pertinent ABE algorithms is given in Section 2.6.

2.5.2 Decentralized Data Availability

Considering decentralized data availability, in an emergency, DOs or their PDAs dissemi-
nate encrypted data either to the users within their local proximity or HSPs, PSAP, etc.
Also, DOs may outsource their data to various servers and databases. For example, the
data belonging to a DO might be stored in a hospital data server while the corresponding

data might be stored in various public cloud servers such as Amazon and Microsoft for

another DO.

In decentralized data availability, direct authorization is achieved by DOs checking
users’ legitimacy before data dissemination. If the users passed authorization checks, they
would receive encrypted data and the decryption key. For example, the authors in [97]
propose to opportunistically use authorized users to outsource health data processing in
emergency situations. The authors propose a two-phase access control in which the first
phase identifies medical users and the second phase uses a novel scalar product compu-
tation algorithm to ensure users’ authorization. This approach involves three rounds of

communications and pairing computation in the first phase of the check process.

To achieve indirect authorization, on the other hand, DOs enforce access policies into

the ciphertext as mentioned above. For instance, in [98, 99] access control is encoded into
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the ciphertext using ABE. The authors in [99] propose direct and indirect transmission
modes. The latter delegates data transmission to a more powerful user. The authors in
[100] consider different priorities for different types of health data and perform priority-
based data aggregation and transmission. The scheme uses PBC for authorization checks

and the Paillier cryptosystem for privacy-preserving data aggregation.

The common problem with the aforementioned schemes is the long imposed delay as the
result of several rounds of communications [97] and heavy computational costs. In addition,
the schemes are only applicable for individuals who have sensors attached to their bodies
for health monitoring and need constant care. In an emergency, the endangered individuals
might even be unreachable for some time intervals, and their PDAs or smartphones may

be damaged. Therefore, these methods lack proper functionality.

2.5.3 Discussion

In this section, we classified the schemes providing data availability into two classes; cen-
tralized and decentralized. Since our focus is on the availability of data in an emergency for
authorized users, we focused on the schemes that inherently respect data confidentiality. In
other words, the data is transmitted to a user and stored in a server in ciphertext format.
In addition, each class of data availability utilizes two different approaches for data access

authorization, namely direct authorization and indirect authorization.

Table 2.2 summarizes the schemes that address data availability along with access
authorization. The computational overheads of the schemes are elaborated in terms of the
underlying foundation of the schemes, for example, Symmetric Cryptography (SC), PBC,
and Hashed Message Authentication Code (HMAC). The schemes that use SC such as the
AES algorithm and the ones applying HMAC require lower computation overhead than
Asymmetric Cryptography (ASC) such RSA, Homomorphic Encryption (HE), and PBC.
Besides, the schemes that offer search over encrypted data require either O(1) or O(n)
computations imposed by the search process, where n is the database size. Considering
the O(n) complexity, the search algorithm checks every entry in the database to find the
matches for the queried keyword while the O(1) complexity directly returns back the entries
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that contain the queried keyword.

Some of the search algorithms are able to perform Multi-Keyword Search (MKS) while
the work in [72] provides Fuzzy Keyword Search (FKS). MKS can be used to reduce the
communication overhead either from a user to a server or vice versa. The preceding advan-
tage depends on the type of the query. For example, if the query is comprised of a set of
conjunctive keywords, the server will only return the data that have the common keywords
specified in the query. However, utilizing the single keyword search on the preceding query,
the server returns all of the data that contain each keyword in the query. Then, the user
finds the intersection of the received data. This example shows that conjunctive keyword
search can decrease communication overhead from a server to a user. On the other hand,
FKS allows queries to contain inaccurate keywords (i.e., the keywords that do not match
completely with the ones associated with data). The shortcoming of the FKS is the false
positive probability (i.e., it returns the data that may not contain the intended queried
keyword). Finally, some schemes provide Anonymity (A) for the user using a proxy server.
In this case, a server cannot learn which user is sending the data retrieval request. In Table

2.2, AP means access pattern privacy.

Applying centralized data availability in an emergency is challenging. This is because
the centralized server may become a single point of failure. In addition, if the size of the
database is large, utilizing the search schemes with O(n) search computation complex-
ity imposes a significant data retrieval delay. Moreover, none of the schemes considered
location-aware data availability. Here, searching through the central database for a key-
word (e.g., Asthma) without the inclusion of the context or location would result in data
about both endangered individuals and the ones who may not even be in the emergency
area. This is especially important in an emergency since such a shortfall prolongs the

response time. Our proposed scheme in Chapter 4 is filling this huge gap.

In the centralized data availability, discussions regarding direct and indirect access
authorization were given above. However, note that in most of the schemes under direct
access authorization, the practice of authorization is applied in a system-wise point of

view. In other words, the schemes can be transformed to indirect authorization schemes
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Table 2.2: Data Availability Schemes Comparison

Scherme Data Authorization Computation Search Feature Privacy
Availability ~ Approach Overhead  Computation Vulnerability

65 Centralized Direct SC O(n) - AP, A
62 Centralized Indirect PBC O(n) MKS AP, A
63 Centralized Direct PBC X AP A
64 Centralized Direct PBC X AP, A
66]  Centralized Direct SC O(n) - AP A
67]  Centralized Direct HMAC 0(1) MKS AP, A
68]  Centralized Direct HE O(n) Proxy Server AP
69]  Centralized Direct HE O(n) Proxy Server AP
70]  Centralized Indirect ASC O(n) - AP, A
71]  Centralized Direct PBC O(n) MKS AP, A
72 Centralized Direct SC O(n) FKS AP A
74]  Centralized Direct SC O(n) MKS AP, A
73] Centralized Indirect PBC O(n) - AP, A
76]  Centralized Indirect PBC O(n) AP A
78] Centralized Indirect PBC O(n) Proxy Server AP
79 Centralized Indirect SC 0(1) AP, A
80]  Centralized Indirect SC, PBC o(1) Proxy Server AP
81]  Centralized Indirect SC 0(1) - AP, A
82 Centralized Indirect SC 0(1) MKS AP, A
83]  Centralized Indirect SC 0(1) MKS AP A
85 Centralized Indirect SC, HE 0(1) MKS AP, A
86]  Centralized Indirect SC O(n) MKS AP A
87 Centralized Indirect SC, HE O(n) AP A
89  Centralized Indirect ASC O(n) MKS AP, A
90]  Centralized Indirect ASC, HE O(n) MKS, AP A
94 Centralized Indirect PBC X - AP, A
95 Centralized Tndirect PBC X AP A
96 Centralized Indirect PBC X AP A
97]  Decentralized Direct PBC X AP, A
98] Decentralized ~ Indirect PBC X AP, A
99 Decentralized ~ Indirect PBC X AP, A
[100]  Decentralized ~ Indirect PBC X AP, A
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if the authorization is delegated to a server. In an emergency where DOs might be in
danger, inaccessible, or even unconscious, a server will perform access authorization on
their behalf. Although this transformation can be done in a straightforward fashion, it
brings about another challenge which is the fact that the DOs should be trusting the

servers. We will tackle this challenge as well in Chapters 4 and 5.

Applying decentralized data availability in an emergency is also cumbersome. As men-
tioned before, in decentralized data availability, the DOs themselves may disseminate their
data during an emergency. As DOs might be inaccessible in an emergency or their smart-
phones and PDAs might be broken or lost, only relying on this approach is too risky.
However, in a small incident where the number of endangered individuals is small and they
are accessible, this approach is applicable. Here, the main limitation of such schemes is the
fact that ERs should be near the individuals to be able to receive their data. In addition,
if an individual’s health condition is very critical so that data retrieval delay matters, some
of the schemes are not applicable as they rely on heavy cryptographic algorithms or the

authorization requires several rounds of communications.

In decentralized data availability models, different DOs may outsource their data to
various databases. This increases the complexity of data retrieval during an emergency.
Under such circumstances, limited identification information concerning DOs or servers
is available. Without this information, one needs to send similar queries to all servers
to retrieve the required information. This imposes a huge obstacle with respect to data
availability. However, decentralized data availability is beneficial since it does not suffer
from the single point of failure threat. Our proposed scheme in Chapter 4 addresses this
huge gap. It also provides a location-aware search capability with constant computation

time and very limited communication overhead.

2.6 Indirect Authorization Schemes

In this section, we review ABE and Broadcast Encryption (BE) schemes. ABE and BE

schemes offer indirect authorization in which a DO encrypts data using a set of attributes
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or identities respectively. To access data, considering ABE, a user should possess a subset
of attributes satisfying the access policy. On the other hand, considering BE, a user’s
identity should be among the set of identities that the DO used to encrypt data. Using
these schemes, a user does not need to contact the DO for access authorization at the time

of data retrieval. This is especially appealing in an emergency situation.

Considering the emergency response domain, the performance efficiency of these schemes
needs thorough investigation since they use heavy cryptographic arithmetic such as PBC.
Considering an emergency, the schemes in this section utilize a Break-the-Glass concept
in which a master key is provided to ERs to decrypt a ciphertext. Here, a DO forms an
emergency version of encrypted data in which only an ”emergency” attribute is used to
produce the emergency ciphertext. This may not only enable unauthorized users to access
information, but it may also overwhelm ERs by the large volume of accessible data. In
Chapter 5, we propose a novel location-aware authorization scheme that authorizes users
to access data belonging to individuals involved in an emergency if they are in the location

area and at the time of the emergency.

2.6.1 Attribute-based Encryption

ABE is a relatively new authorization and public-key encryption technique which was first
proposed by Sahai, et al. [101]. With ABE, an entity encrypts a message to some unknown
receivers based on an access structure of his/her preference. However, the receivers are only
able to decrypt the message provided that they possess a set of attributes satisfying the
access policy. For example, Bob would like to share a document with certain individuals
who are ”Engineer and Manager”. Note that the access policy for this example is an AND-
gate. Alice has a set of attributes among which are engineer and manager. Therefore, she
can decrypt the message from Bob. Note that any user who is able to satisfy this access
policy can decrypt the message. Therefore, ABE is a valuable tool to provide authorization
and confidentiality. There are two main types of ABE; CP-ABE [102] and Key-Policy
ABE (KP-ABE) [103]. In CP-ABE, secret keys are associated with a set of attributes and
ciphertext specifies the access policy. In KP-ABE, the ciphertext is associated with the set
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of attributes and the access policy is encoded into the secret key of a user. In this work,
we only focus on CP-ABE as it provides more control over who can have access to data in

comparison with KP-ABE.

We categorize CP-ABE schemes based on various access policies. The first sub-category
is comprised of schemes which offer flexible and expressive access policies. Here, the
schemes rely on a monotone access tree structure supporting AND-gate, OR-gate, and
threshold [104]. These schemes use a secret sharing scheme such as Shamir’s secret sharing
[102, 105, 106]. In addition, some schemes utilize Linear Secret Sharing Scheme (LSSS)
facilitating the conversion of any boolean formula into an LSSS representation (i.e., Mono-
tone Span Program (MSP)) [104, 107, 108, 109]. In both cases, the encrypting party
chooses a secret and shares it among the attributes in the access policy following the secret
sharing paradigm and generates ciphertext. The ciphertext size in these schemes grows
linearly with the number of attributes in the access policy. In addition, the computation
complexity of the decryption process in such schemes depends on the number of attributes
satisfying the access policy. Therefore, it can be seen that there is a trade-off between the
expressiveness of an access policy and efficiency of the scheme in terms of communication
overhead, computation complexity, and delay. The more expressive an access policy is, the

less efficient the CP-ABE scheme becomes.

On the other hand, the second sub-category is comprised of protocols with lower flexi-
bility and expressiveness for the access policy. In theses schemes, the access policy does not
support OR-gates in particular. Here, the schemes support AND-gates access structure
and threshold access structure [110, 111, 112, 113]. The attributes may have a single posi-
tive value, both positive and negative values, or multiple values (e.g., +1, -1, (2, 3, -5, ...)
respectively). In addition, some schemes provide wildcards in the access structure which
mean that an attribute can have any value in its allowed range. There are schemes in this
group where the ciphertext size depends on the number of attributes in an access policy
[114]. However, the majority of the schemes have constant ciphertext size regardless of
the number of attributes in the access policy. In addition, a large number of constructions

offer constant decryption computations. In this case, it is particularly important to have
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a constant number of pairing operations as this is the dominant factor of computation
complexity and delay. Constant communication and computation costs are attractive to

critical applications in which resources are constrained and low delay is of significance.

Emergency situations are highly dynamic in which the time and location of data access
are varied. Therefore, such dynamic features make the use of CP-ABE complicated. To the
best of our knowledge, a concrete CP-ABE scheme that incorporates dynamic attributes
into the ciphertext has not yet emerged. We will elaborate corresponding challenges and
requirements in detail in Section 5.4. On the other hand, CP-ABE schemes need a Trusted
Authority (TA) to compute the secret keys. In this case, the problem of key escrow rises in
which the TA is able to decrypt every encrypted document. Our proposed scheme mitigates
such an issue. Table 2.3 shows different features of CP-ABE schemes. In Table 2.3, Del
means delegation of secret keys, Rev means revocation of users or attributes, and PNW

means positive negative wildcard.

Table 2.3: ABE protocol comparison

. Access Policy Constant ~ Constant Decryption
Scheme - ABE type - Security expressiveness  Ciphertext Size ~ Computation Other features
P-ABE  Full(CPA- tee, Shamir X X el, Rev
102 CPABE  Ful(CPA-GG)  Tree, Shami Del, R
104 CP-ABE Selective MSP(LSSS) X X -
105 -ABE elective ree, dhamir X X d
105 CP-ABE Sel Tree, S Del
1 -ABE ull( amir X, Constant pairings
06]  CP-ABE  Full(CPA) Sh y C paiting
107 ABE Full(CCA2) MSP(LSSS) X X -
roadcast elective X X ev., el
109 Broadcast ABE  Selecti MSP(LSSS) Rev., Del
10§ CP-ABE Selective LSSS X X Multi-authority
10 CP-ABE Selective  Multi-value AND-gate v v Short sectet key
11 CP-ABE  Full (CPA)  Multi-value AND-gate v / Hidden policy
12 CP-ABE Selective  Threshold AND-gate v X, Constant pairings
13 CP-ABE Selective  AND-gate with PNW / /
14 CP-ABE Selective  Multi-value AND-gate X X

36



2.6.2 Broadcast Encryption

BE enables a broadcaster to encrypt a message for some subset S of users in a system
with a total of n’ users. In this regard, any user in S uses his private key to decrypt the
ciphertext. However, users outside of S cannot learn any information from the ciphertext
and cannot collude with each other to decrypt the message. Such a feature makes a BE
scheme collusion resistant. Applications of BE are several such as key distribution and

secure distribution of copyright media [115, 116, 117, 118].

In BE, it is preferable that the following features are achieved: the system is public key
which means that anyone can broadcast ciphertext; receivers are stateless which means
that they do not need to update their private keys, and a BE is collusion resistant against
all users outside the selected set S [119]. Note that BE schemes consist of two main parts.
One part uses a group secret key as an input to a symmetric encryption scheme such as
AES and encrypts the message with that. The other part is the actual BE scheme which
is a public key scheme to broadcast the group secret key. Then, receivers decrypt the
BE message (i.e., the group secret key) first, then use that as the input to the symmetric

encryption scheme to decrypt the actual message.

Fiat et al. proposed the first formal BE with O(tlog®tlogn') ciphertext-size where n/
is the total number of users in the system and tcg is the threshold that guarantees the

collusion resistance of the scheme [120]. Naor et al. proposed a fully collusion resistant

!/

BE scheme [121]. The scheme broadcasts a message to all users except a small set n/,,

of revoked ones. The ciphertext size of the scheme is proportional to O(n.,,), but the
private keys are of size O(log®n’). The works in [122, 123] decreased the private key size
of the scheme to O(logn'). Selvi et al. also proposed a fully collusion resistant BE scheme
[124]. In such works [122, 121, 123, 124], the ciphertext size grows linearly with the size
of the receivers set (i.e, |S|), or the number of revoked users |n!.,|. However, Boneh et al.
proposed two fully collusion resistant BE schemes [125]. The size of the ciphertext in the
first construction is constant and for the second one is O(v/n/). The scheme applies bilinear
maps to achieve the ciphertext size for both schemes. However, the scheme is based on

the selective security model in which the security proof is done with a prior step called
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Table 2.4: BE protocol comparison

Scheme Communication overhead Computation complexity Security
[120] O(tlog® tlogn) (t,n)—CR
[121] O(r") O(logn’) FCR
[122] O(r") O(logn/) FCR
[123] O(r') o(n') FCR
[124] (S+4)|G| 27, + ST, FCR, Adaptive

[125]; 2 {2|G[}1, {O(Vn')}, 21, + 57, FCR, Static
[126] |G1| + |G2‘ 27’6 + T’Tg FCR, Static
[119] 2G4 27, + ST, FCR, Adaptive
[127] O(V/n') 4, +|S + 17, FCR, Adaptive

initialization. In such a step, an adversary chooses the target set, S C S, corresponding to
his/her challenge ciphertext. Similarly, Gentry et al. [119] proposed a BE scheme which
is secure against an adaptive attacker meaning that the attacker can send any set S of
challenge ciphertexts and the initialization step is eliminated from the proof. Delerablée
et al. proposed a dynamic BE scheme in which there is a Join operation that alters public
keys to address such dynamicity [126]. The ciphertext size and private key size of the
scheme are constant. Boneh et al. proposed another fully collusion resistant BE scheme

which has O(A/n’) ciphertext-size where X is the security parameter [127].

Considering an emergency, the communication overhead and computation complexity
of BE schemes should satisfy the requirements of an emergency. Table 2.4 summarizes
the aforementioned BE schemes. In this table, FCR means Full Collusion Resistance;
7. and 7, represent the number of pairing computation and group arithmetic operations
respectively and are the dominating sources of computation delay. For communication
overhead, we merely show the elements that are the points of difference in varied schemes.
In other words, we neglected the ciphertext element representing the output of a symmetric

encryption scheme.
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2.7 Conclusion

In this chapter, we highlighted some security and privacy features of LTE and identified
respective challenges. The state-of-the-art solutions to mitigate such challenges were re-
viewed and compared. We also shed light on the main challenges of PSBNs with regard to
data requirements. A taxonomy of the required data for PSBNs was presented and privacy
concerns were identified. State-of-the-art private search algorithms and indirect autho-
rization schemes were reviewed and compared. In addition, ABE and BE schemes were
surveyed as methods of indirect access authorization and their application in an emergency

was assessed.
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Chapter 3

Enhancing Privacy within the LTE

Architecture

3.1 Introduction

In Chapter 2, three main security and privacy vulnerabilities of the LTE were identified.
Among the three, the subscriber permanent identity (i.e., IMSI) vulnerability is more chal-
lenging. This is because the permanent identity of a subscriber is transmitted in plaintext
format in certain signaling messages such as the first attach request. The main goal of the
attach request is to facilitate the mutual authentication process. The main reasons that an
IMSI is sent in the plaintext are because either a security context has not been established
between the subscriber and the network yet, or the association of the subscriber and the
corresponding security context has been lost. A security context is established between
two entities, once they generated and agreed upon a shared secret key to further scramble
data and signaling communications. This protects the confidentiality of the communica-
tions. However, before the establishment of the security context, the messages are not
confidentiality protected in LTE. Here, sending the IMSI in plaintext makes sniffing this
identity easy for an eavesdropper. Possessing the IMSI by an attacker can also lead to

other attacks like impersonation and DoS.
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Comparing the threat on the IMSI with the other threats (i.e., the location tracking
and paging attack) shows that the latter two are much easier to address. First, the corre-
sponding attacks occur after a security context has been established between the subscriber
and the network. In this respect, preventing such attacks in an efficient way is a straight
forward task. For instance, encrypting the signalling messages using a symmetric encryp-
tion scheme like AES can prevent the attacks. Second, those two attacks are performed
on temporary identities. Such identities should be changed with the movements of the
subscriber from one cell to another or from one location area to another. Here, to prevent
the attacks, a randomizing technique can be utilized in the process of generating the tem-
porary identities. This technique hides the relationship of the two consecutive temporary
identities. For example, the sequence number used in the generation of the C-RNTI can

be randomized which prevents the location tracking threat.

The above vulnerabilities, in general, are considered more critical in LTE-based PSBNs
than in LTE-based commercial networks [11, 8, 128]. This is because an emergency is a
critical situation in which human lives might be in danger. Here, even a trivial vulnerability
in the security architecture of LTE or an attack on the network subscribers may have
devastating consequences. For example, a successful location tracking of a high-ranked ER
(e.g., a battalion chief) along with some other groups of responders who are all moving
toward the same location area can be used as an indication of a more specific emergency
response behaviour of the public safety personnel. Considering the preceding scenario,
a group of adversaries can intentionally produce an emergency to mobilize the ERs to
another location as a distraction to be able to successfully launch their attack in another
location area. Those adversaries can use location tracking to ensure that their distraction

has depleted a sufficient number of emergency response resources.

To prevent the subscriber permanent identity vulnerability, the previous works that
were reviewed in Chapter 2 mainly proposed to use public-key encryption. Observe that
public-key encryption is a natural way of addressing this problem since a security context
has not been established between the subscriber and the network. Applying public-key
encryption, a subscriber encrypts his/her IMSI using the public-key of the HSS which is the
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entity who authenticates the subscriber. The public-key of the HSS can be stored /retrieved
at/from a public repository. Then, the encrypted message is transferred for authentication.
In this case, an adversary cannot sniff the IMSI and no security context is required. In terms
of efficiency, however, public-key encryption causes high delay and increases computation

and communication overheads. This makes it an inefficient solution.

In this chapter, we propose two algorithms to protect the confidentiality of an IMSI.
The first one conceals an IMSI within a random string of bits to protect the confidentiality
of the identity and privacy of the ERs. In the security analysis, we heuristically show
that achieving full security for this algorithm is infeasible and makes the algorithm very
inefficient. However, we leverage the ideas of the first algorithm to propose our second
algorithm. The second algorithm applies those ideas along with the AES symmetric en-
cryption scheme. The security analysis of the algorithms shows that the second algorithm
is fully secure and feasible. HMAC (with SHA-256) has been used in the construction of
the two algorithms. We considered 128 bits security for AES and HMAC. HMAC and
AES impose light-weight computation complexity in comparison with the public-key cryp-
tographic algorithms such as RSA. The performance analysis of the second algorithm shows

its efficiency and effectiveness in comparison with public-key cryptography.

The remaining sections are as follows. Section 3.2 elaborates the system model and
threat model of the proposed algorithms. Section 3.3.1 presents the proposed algorithms
that prevent subscriber permanent identity threat. The security analysis of the algorithm
is discussed in section 3.4. Performance evaluation of the algorithm is presented in Section

3.5. Section 3.6 presents our concluding remarks.

3.2 System Model and Threat Model

In PSBNs, ERs are going to use smart devices (that we call Smart Portable Devices (SPDs))
with high-performance capability and memory storage availability [128, 3]. For example, a
smartphone or proprietary communication device can be used as an SPD [129]. Note that

SPDs are compatible with the LTE standard. In addition, the public safety personnel (e.g.,
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police, firefighters, and medical emergency personnel) are distributed into several public
safety stations in different location areas around a city. In this regard, each ER belongs to
a specific station that is located in a particular location area in a city. It is assumed that

every location area may contain several distinct public safety stations.

At the beginning of an ER’s shift, the station authorities authenticate the ER. This
authentication process is out of the scope of this manuscript. After the authentication, the
ER receives the gear needed for his/her shift including an SPD. The SPD is personalized
for the corresponding ER at the beginning of his/her shift [128]. Note that SPDs are shared
among the ERs in the corresponding station. Personalizing an SPD is done so that any
message to/from the ER is marked with his/her unique identity. The main reason for that
is to accomplish accountability if required [128]. This identity is different than the IMSI.
An IMSI points to an SPD, but the aforementioned unique identity points directly to an
ER.

It is worth mentioning that since the SPDs are shared among the ERs in a station,
sniffing an IMSI may not directly point to a particular ER. Note that such an attack (i.e.,
mapping an IMSI to a particular ER) can still be accomplished if an attacker can have
access to the log information that specifies which SPD is used by the ER during a specified
time interval. Regardless of the preceding more sophisticated attack, sniffing an IMSI can
still point to a particular location area and a public safety station. Here, during an SPD
personalization, the SPD tries to connect to the network for which the attach request is
sent to HSS. This transaction suffices for an attacker to be able to point an IMSI to a
public safety station and the corresponding location area. This can lead to several other

attacks as mentioned in Section 3.1.

It is assumed that the personalization process also includes preloading an array of
secret keys and an array of initial patterns. The preloading process is done in a secured
fashion. In other words, it is assumed that an attacker cannot sniff the two arrays during
the preloading process. This setting (i.e., the preloading phase) is hard to achieve in a
commercial network as the number of subscribers is large. However, in PSBNs, because

the number of subscribers is much smaller than commercial networks and the SPDs are

43



personalized at the beginning of an ER’s shift, the preloading process is achievable. An
initial pattern is a random bit string of an arbitrary length more than 80 bits. A secret
key is going to be used for the computation of the HMAC and AES algorithms and is
considered to have 128-bit length. The two arrays are generated by HSS and distributed
to the public safety stations.

It is assumed that all of the stations located in the same location area receive the
same secret keys and initial patterns. On the other hand, the stations that are located in
different location areas receive different arrays of initial patterns and secret keys. Here,
HSS stores all of the arrays for all of the location areas under its jurisdiction. In order to
protect the secret keys and initial patterns during storage, the arrays are securely stored
in SPDs and HSS. In addition, it is natural to assume that HSS is a trusted entity. In
addition, unauthorized individuals (i.e., the non-public safety personnel and the public
safety personnel assigned to different location areas) should not be able to sniff an IMSI
or correspond an IMSI to a location area or a public safety station during the exchanges

of identity request and response messages in LTE.

3.3 Algorithms to Enhance Security and Privacy of
LTE

In this section, we propose two algorithms to prevent the subscriber’s permanent identity

threat.

3.3.1 Hidden Identity Algorithm 1 (HIA1)

To prevent the subscribers’ permanent identity threat, we propose an efficient algorithm
Hidden Identity Algorithm 1 (HIA1). The idea of HIAL is to conceal an IMSI within
a random looking bit-string of a certain size. The size of the bit-string depends on the
security of the algorithm. We will heuristically evaluate it in our security analysis in Section

3.4.

44



The bit string can be generated before or right after an ER receives an identity request
message from an MME. An MME is an entity in the LTE between subscribers and HSS
which provides services such as handover for the subscribers in a certain location area.
When a subscriber sends an attach request to the network, the MME that covers the
subscriber’s area initiates the authentication process by sending back the identity request
message to the subscriber. In response, the subscriber transfers his/her IMSI to the MME.
To complete the authentication, the MME transfers the IMSI to HSS for further processing.
In fact, LTE performs a mutual authentication process enabling both a subscriber and the
network to authenticate each other. This mutual authentication process is out of the scope

of this work.

An IMSI consists of three parts: MCC, MNC, and Mobile Subscription Identification
Number (MSIN). MCC is three digits long, and MNC is two or three digits long. The
longest part of an IMSI is the MSIN which is up to 10 digits long (i.e., approximately 40

bits). An IMSI is presented in (3.1) where || illustrates concatenation.

IMSI = MCC||MNC||MSIN. (3.1)

Observe that in a country, MCC is the same for all of the IMSIs. In addition, an
MNC represents a network provider in the country which can be varied. However, since
the subscribers of PSBNs are all ERs, we can assume that they all operate over the same
network. Therefore, the MNCs parts of different IMSIs in a country are going to be the
same. Even if they are not the same, a small number of network providers support all of
the ERs in a country. Consequently, it is the MSIN part of an IMSI that is changing from
one ER (i.e., a subscriber) to another and this is the part that brings about the uniqueness

for an IMSI. Therefore, instead of concealing the entire IMSI, we only consider MSIN.

To generate the random bit-string, an initial pattern P, is used in concatenation with
a timestamp 7T, and a nonce n. as the inputs to the HMAC function (3.2). A nonce is a
random number that is generated by a random number generator and is changed for every
HMAC computation. The nonce and timestamp are used to prevent the replay attack.

HMAC is a keyed hash function; thus, we choose one of the secret keys in the secret key
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array at random to compute the HMAC. The algorithm also retrieves the array indexes of

the chosen initial pattern and secret key.

Hy, p, = HMACk, (Ps||n.||T:). (3.2)

After computing the hashed value (i.e., Hg, p,), we will conceal the MSIN of an IMSI
within the hashed value. To do that, the bits of the hashed value are substituted with the
bits of the MSIN in a way that the MSIN could be extracted by HSS. Here, the ones and
zeros of the hashed value are going to be substituted at random by the zeros and ones in
the MSIN respectively. Recall that an MSIN is 34 bits long. This means that 34 bits of
the hashed value should be substituted with the bits in the MSIN. Table 3.1 shows the

pseudo-code of HIA1 where M;, is the identity response message.

Table 3.1: HIA1 pseudo-code

Input:Secret key and initial pattern
arrays and MSIN
Output: M,
1. Randomly select a K¢ and P
2. Generate n,. and retrieve T,
3. Compute Hg, p,
4. Call SubS(HKsjps, MS[N)
4.1 returns SHM AC
5. Generate the M;, and send to MME

A secure random number generator is used to generate 34 distinct random numbers
in the range of the length of the hashed value. For example, suppose that the length of
the hashed value is 256-bits, then the random number generator will generate 34 distinct
random numbers within [0, 256). These numbers show the bit indexes in the hashed value
and will be stored in an array in the ascending order. We call this array MSIN Substitution
Array (MSA). We convert the hashed value to an array in a way that the highest bit in

the hashed value is stored in the lowest array index

The first element in the MSA represents a bit index in the hashed value in which the
corresponding bit will be substituted with the highest order bit of the MSIN. The preceding
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mapping procedure is repeated for the rest of the elements in the MSA. However, the
algorithm will only substitute ones with zeros and zeros with ones. Here, if the value of
a certain bit in MSIN is, for example, one and the randomly selected bit in the hashed
value is also one, a right hand shift is performed till a zero bit is found in the hashed value.
At this point, the zero bit is substituted with the one. A similar procedure is followed to
substitute a one bit in the hashed value with a zero bit in the MSIN. Tables 3.2 and 3.3
present the substitution and right hand shift pseudocode. Figure 3.1 shows the substitution

process.

Table 3.2: Substitution subroutine, Subs(X,Y")

Input: X = Hk, p,,Y = MSIN
Output: SHMAC
1. Instantiate an empty array MSA[ | of size 34
2. for 0 <i< 34
MSA[i] = random.nextInt(|Hg, p,|)
3. Sort MSA in the ascending order
4. j=133
/*We convert the hashed value to an array in a way that the highest
bit in the hashed value is stored in the lowest array index */
5. SHMAC] | = Convert — to — aray(Hg, p,)
6. for 0 <1< 34
if SHMAC[MSA[i]] # MSIN[j] {
SHMAC[MSA[i]| = MSINJj| }
else if Right-hand-shift(SHMAC, MSIN|j], MSA,i) == false
Abort and call HIA1
=)
7. return Convert — to — bits(SHMAC| |)

Notice that the right hand shift procedure in the substitution process will abort if the
right hand shift reaches the next biggest random value in the MSA, before a substitution
occurs. Here, the algorithm generates a new Hg_ p, using a new nonce and timestamp and

proceeds with the substitution process.

Once the 34 random bits in Hg, p, are successfully substituted with the bits in the
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Table 3.3: Right-hand-shift (SHMAC, MSIN|[j], MSA,1)

Input: SHMAC, MSIN[j], MSA,i

Output: Boolean value

1. /=1

2. while (SHMAC[MSA[i] — j'| == MSINj])
if (MSA[i| -7 # MSA[i+ 1))

J'+=1

else return false

3. if (MSA[i] — j' # MSA[i + 1))
SHMAC[MSA[i] — 5] = MSINj]
return true

4. else return false

MSIN, the result is called Substituted HMAC (SHM AC'). Then, the identity response
message M, is formed as in (3.3) and sent to MME. In this equation, K, is the secret key
index in the secret key array and P, is the initial pattern index in its corresponding array.
The MME sends the message to HSS where the respective secret key and pattern will be
retrieved using their respective indexes (i.e., K., P.). Observe that the keys and initial
patterns are generated by HSS. The HMAC will be calculated using the n., T,, the initial
pattern, and secret key. Afterward, the resultant hashed value will be compared with the

SHMAC, and the difference is the MSIN.

M, = SHMAC||n.||T.|| K.|| P, (3.3)

It is worth mentioning that considering the end-to-end delay (which is comprised of
identity request and response transmission and the M;,. computation), the M, computation
delay on the subscriber’s side could be minimized to near zero. The subscriber could

compute M;, off-line, before it receives an identity request message. The only constraint

H = 110101111010001010...0101000111010001

thk.v}

01011...1101000

Figure 3.1: MSIN bit substitution process
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is the timestamp which should be fresh. It is assumed that each SHMAC is valid for a
specific time interval. So, the subscriber could calculate SHMAC right after a new time
interval begins. Unless the beginning of a time interval does not overlap with the reception
of an identity request message, a pre-calculated message can be sent in response to the

identity request with zero delays.

Observe that, taking (3.3) into consideration, if an attacker is able to link two different
M;, messages to one another, the privacy the corresponding ER is violated. Linking the
two messages is possible if either K, or P, of the messages are identical. In other words, if
a subscriber uses the same secret key or initial pattern to generate two M;, messages, the
messages would have one element in common (i.e., K. or P,.). This can imply that the two
messages belong to one subscriber. Recall that the keys and initial patterns are shared
among the ERs in the same location area. This means that even if two messages have
one of the aforementioned elements in common, this does not necessarily mean that the
messages belong to the same subscriber. However, this is still a viable threat since it can
be exploited when integrated with other threats. For example, if two subscribers include
the same secret key or initial pattern in the M;,. for the second time, the comparison of
the signal strength of the two messages along with the comparison of the recorded first
message’s signal strength can locate a subscriber. Observe that the HIA1 algorithm also
suffers from this point of vulnerability. In the following, we propose an algorithm to

mitigate this vulnerability. This algorithm should also be employed for HIAT.

One of the ways that this vulnerability can be mitigated is to consider that the keys
and initial patterns are only used once for a subscriber. This technique is cumbersome
since HSS should regenerate the secret keys and initial patterns more frequently than the
situation in which we can reuse them. Another way is to assume that the numbers of secret
keys and initial patterns are large enough that the probability of selecting the same key or
pattern for two different messages is negligible. This method requires a large memory size

which may not be feasible for SPDs.

Aside from the above naive ways of tackling the problem, we propose a shuffling tech-

nique to permute the keys and initial patterns in a random way after using every initial
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pattern and secret key in the corresponding array only once. For example, if there are
|Skp| secret keys and initial patterns, a subscriber can generate |Skp| completely distinct
M;,s. Then, after the |Skp|™ message, the arrays of initial patterns and secret keys are
randomly shuffled. This technique changes the indexes of the patterns and keys. Here, the
shuffling is cryptographically protected so that an attacker cannot track the shuffles yet
the synchronization of the subscribers and HSS would not be disturbed. We postpone the
details of our proposed shuffling technique to Subsection 3.3.2.

3.3.2 HIA2

In order to protect the confidentiality of an IMSI in the identity response message against
an eavesdropper, we can also use symmetric encryption algorithms such as AES. However,
secret keys that are used to encrypt an IMSI should be shared between a subscriber and
the HSS. Notice that the SPDs that ERs use should be personalized. Considering the ideas
of the HIA1, it was assumed that the personalization phase includes preloading secret keys
and initial patterns. Using the shared secret keys and initial patterns, we can encrypt an
IMSI and send the corresponding ciphertext along with the indexes of the initial pattern
and the secret key to HSS as shown in (3.4).

IMSI' = IMSI||P,||T., (3.4)
M;, = Ex.(IMSI)||K.||P.. (3.5)

The IMSI has changed to IMSI’' so that the encryption of that also changes to a
different value when the same secret key is used more than once. Although this tech-
nique protects the confidentiality of a subscriber’s IMSI, identification and tracking of the
subscriber are still possible which violate the privacy of the subscriber as mentioned in
Subsection 3.3.1. Therefore, to further prevent additional threats, we propose a shuffling

technique. Here, we modify (3.4) as follows,
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IMSI" = IMSI||Ps||Countersyl||T., (3.6)

where C'ountergy is the counter that keeps the number of times that the original arrays
of keys and patterns have been shuffled. To maintain the synchronization between the
subscriber and HSS, the last IM S’ that is generated includes two counters as shown in

(3.7).

IMSI' = IMSI||Ps||Countersy(old)||Countergy (new)||T.. (3.7)

Therefore, the final message is used to notify HSS that a shuffle is required. After HSS
decrypts the M;,, it extracts T, and compares it to the current time interval. In addition, it
extracts the counter. The counter points to specific secret keys and initial patterns arrays.
Then, HSS checks if the P, corresponds to the same P;. If any of the preceding checks do
not hold, HSS aborts the procedure.

To perform the shuffle, we use HMAC as illustrated in Table 3.4. Tables 3.4, 3.5, and
3.6 only illustrate the procedures for the secret key array. However, the same procedure is
performed for the initial pattern array as well. In Table 3.4, first, we assume that HSS and
all of the public safety stations (e.g., a fire station, police office, etc.) in the same location
area share a long-term shuffling key Kgpyrpe. This key is also deployed to SPDs of ERs
during the preloading process in a secured way. Second, the shuffling is done using (3.8)

and (3.9),

K .(new) = HMACk (Kc(old)||T,) mod my, (3.8)

shuffle

P.(new) = HMACk,, ;.. (Pe(old)||T.)  mod my, (3.9)

where K.(new) is the new secret key array index. Here, the secret key that was located

at the K.(old) index in the secret key array is now placed in the K.(new) index. The size
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Table 3.4: Shuffling procedure

Input: Kspugfie, Kg[Countergy|ms|, Ps[Countergg|ims|, K.(old)
Output: Kg[Countersy + 1][ms], Ps[Countersy + 1|[my]
1. Boolean Shift = true
2. for0<i1<my,—1
Generate K.(new)
if Kg[Countergy + 1][K.(new)| is not empty
if Shift == true
Shift = false
Call RShift(Shift, K.(new), Kg[Countersy + 1][my],
Kg[Countersy|[K.(old)], K.(old))

else
Shift = true
Call LShift(Shift, K.(new))
else Kg[Countersy + 1][K.(new)] = Kg[Countersy|[K (old)]

Table 3.5: RShift

Input: Shift, K.(new), Kg[Countersy + 1][ms], Ks|Countersy][K.(old)], K.(old)
Output: Placing Ks[Countersy][K.(old)] to the right of K.(new)
Lj=1
2. while (Kg[Countersy + 1][K.(new) + j]) is not empty
if (Kc(new) + j) ==ms+1
Call LShift(Shift, K.(new), Kg[Countersg + 1][ms],
Kg|Countersg|[K.(old)], K.(old))

j+ o+
3. Kg|Countergy + 1][K.(new) + j] = Kg[Countergy][K.(old)]
4. return

of both secret key and pattern arrays is my = |Skp| and T, is a timestamp that is used
to randomize the process. As illustrated in Table 3.4, if the array cell to which the new
index points was already occupied, the algorithm performs a right-hand shift or a left-hand
shift. The right or left-hand shifts are based on a boolean value Shift. If the Shift is true a
right-hand shift subroutine is called, otherwise, a left-hand shift subroutine is called. This
boolean value changes every time a shift has occurred. The shift processes continue until
an empty cell is reached. Here, if there was no empty cell left at right or left-hand shift, the
opposite direction with respect to the current shift is chosen. Tables 3.5 and 3.6 illustrate

the shift procedure.

52



Table 3.6: LShift

Input: Shift, K.(new), Kg[Countersy + 1][ms], Ks|Countersy][K.(old)], K.(old)
Output: Placing Ks[Countersy][K.(old)] to the left of K.(new)
Lj=1
2. while (Kg[Countersy + 1][K.(new) — j]) is not empty
if (K.(new) —j == —1)
Call RShift(Shift, K.(new), Ks[Countersy + 1][ms],
Kg|Countersg|[K.(old)], K.(old))

j——
3. Kg|Countergy + 1])[K.(new) — j| = Ks[Countersy|[K.(old)]
4. return

3.4 Security Analysis

In this section, the security of the HIA1 and HIA2 protocols is discussed heuristically. In
addition, the HIA2 algorithm is studied with respect to several attacks.

3.4.1 Security Analysis of HIA1

Recall that HIA1 substitutes the bits of a hashed value with the bits of an MSIN. For
this to be secure, the resultant SHMAC should have the same distribution as the original
HMAC. To model the HMAC hash function, we use the random oracle model [130, 131]. In
general, this model represents a mathematical function that can be queried by anyone and
maps every query to a uniformly and randomly chosen response from its output domain. In
practice, random oracles can be used to model cryptographic hash functions. In addition,
we use the random oracle to generate the 34-bit indexes that point to the locations of the

substitutable bits. The random oracle can be represented as in (3.10) and (3.11),
H1:{0,1}* & {0, 1}mmac (3.10)
H2:{0,1}* &  Rand € [0,lymac — 1] (3.11)

where H1 is used to obtain the hashed value, H2 is used to obtain the bit indexes, and
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lgarac is the size of the hashed value in bits. To check if the distribution of the SHMAC
is similar to a hashed value, we need to see how the hashed value is influenced by the bit

substitutions. Here, we give an example to illustrate the situation.

Note that the number of zeros and ones in the HMAC result and the placement of the
bits follows Binomial distribution as (3.12),

Pr(X = k) = (lf“g“) pE(1 — p,)larac=hk), (3.12)

where k shows the number of zeros or ones. In (3.12), the highest probability is obtained
when k = lgprac/2 which implies that the number of zeros and ones are the same in the
hashed value. Suppose the preceding situation has occurred. In other words, suppose
the number of zeros and ones are equal in the hashed value. In addition, suppose that
the 34 queries to H2 result in 1 bit index every x = [lgarac/34] bits. For example,
for lgyac = 256 bits, among every 8 bits of the hashed value, one will be substituted
with one bit in the MSIN. The number of zeros and ones in those 8 bits also follow the
Binomial distribution. Since the random oracle model produces the uniform distribution,

then, p, = 0.5.

In the aforementioned example, we can imagine that each possibility (i.e., the number
of zeros and ones in every x = 8 bits) creates a state that might occur with a certain
probability as shown in Figure 3.2. To substitute one of the 8 bits with a bit in MSIN,
we simply make a transition from one state to a neighboring state. The states for zero
bits and one bits in Figure 3.2 are shown to provide clarity since they complement each
other. Basically, the two sets of states represent the same event. Assuming that the MSIN
distribution is also uniformly random, then with equal probability we might transit to a

neighboring state.

For the example shown in Figure 3.2, the state of the selected bits of the hashed value
is shown with filled ellipses. Here, the number of zeros equals /2 — 1 and the number of
ones equals x/2 4 1. These two states occur with the same probability as in (3.13). Now,

suppose we insert a 0 bit to this selection of bits. In this case, we make a transition to
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the z/2 state for both zero bits and one bits (as shown by an arrow marked with a star).
This way the probabilities of a zero bit or a one bit substitutions are equal. Therefore, the
transition to the x/2 state gives no additional information to an adversary. On the other
hand, if a one bit is inserted, we make a transition to x/2 — 2 for zero bits, and another one
to x/2 + 2 for one bits. As the probability of these states are small before any transition

occurs, an adversary can guess which transition we made with high probability.

8 8
Pr(0 bits = 3) = (3)0.530.55 = Pr(1 bits = 5) = (5)0.550.53 = 56,256, (3.13)

Hyp, = 11(@11000110 ++101001101001110 -

For example: if x = 8 — The states of the selected bits in Hy_p_are shown below:

Inserting a 0 bit

...} 0 bits states
...} 1 bits states

It should be noted that achieving this state all the time may be infeasible. Here, a

Removing a 0 bit

Inserting a 1 bit

Removing a 1bit

Figure 3.2: Transition states

secured HIA1 faces two main boundaries: one, the distribution of MSIN is not necessarily
uniform; two, a transition to the middle state (e.g., the z/2 state in the preceding example)
is not easily achievable. If two or more bit indexes are very close to one another, and all of
them substitute the same bit (zero or one), the SHMAC distribution will look different than
a random bit string. To mitigate that, we need to increase the length of the hashed value.
However, this makes the algorithm inefficient in terms of computation and communication

overheads. Although it is hard to achieve a secured and yet efficient HIA1, our HIA2 is
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secure, efficient, and feasible which will be discussed in the next subsection.

3.4.2 Security Analysis of HIA2

The security of the HIA2 algorithm mainly relies on the security of the symmetric encryp-
tion scheme. Since AES is thought to be proven secure, therefore, our proposed scheme
can also be considered secure. However, the shuffling function should be analyzed to make
sure that it is secure. In other words, for an adversary, linking the secret keys or initial
patterns indexes before and after the shuffling function should be intractable as shown in

(3.14) and (3.15).

Shuf fle(K.(old)) — K.(new) (3.14)
Shuf fle ' (K (new)) » K.(old) (3.15)

We used HMAC in the shuffling function; however, unlike the HIA1 we do not need
to rely on the random oracle model. Here, HMAC is considered as a cryptographic hash
function for which it is intractable to invert the function (i.e., obtaining the input from
its output). This property ensures that it is infeasible for an adversary to be able to link
K. (new) to K.(old). In addition, we used the timestamp to randomize the HMAC. In this

regard, shuffling an index twice produces different results as shown in (3.16),

HMAOK KCHTC) 7& HMACK KcHTé)> (316)

shuffle( shuffle(

where K. is an index in the secret key array, and 7, and 77 are two different timestamps.
This ensures that the hashed value of an index is varied every time that it is computed.
Therefore, the preceding two properties that HMAC provides are sufficient for our shuffling
function to be secure. However, it has to be mentioned that the shuffling key and the
secret keys are stored in an SPD. This is still a potential point of vulnerability. This can

be protected if the keys are encrypted and stored. In the following, we analyze HIA2 with

56



respect to several types of attacks.

Subscriber Anonymity

Subscriber anonymity is an integral part of privacy preservation. Using AES to encrypt an
IMSI and considering our proposed secure shuffling technique, the subscriber anonymity is

achieved.

Subscriber Untraceability

HIA2 eliminates any chance to identify the past identity requests and responses of the
same subscriber. In other words, the attacker cannot determine which messages have
been sent from a single subscriber. The untraceability is provided because the algorithm
uses a timestamp as an input to the AES and HMAC. Thus, each time the algorithm is
executed the result would seem random and different from previous ones. Moreover, the
initial pattern and key are chosen at random for every execution of the algorithm. This

eliminates any order that might be inferred from the messages.

Subscriber Unlinkability

Between two consecutive shuffling processes, the secret keys and initial patterns are used
only once. This ensures that the indexes included in the M;, are not repeated before the

arrays are shuffled.

MME Impersonation Attack

Suppose that an adversary pretends to be an MME and sends an identity request message
to some random subscriber in a particular location area. Upon receiving the identity
response, the adversary will not be able to obtain the IMSI and identify the subscriber.
This is because the illegitimate MME does not have access to the patterns and keys.

Furthermore, because of the mutual authentication procedure between subscribers and
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HSS in LTE networks, the MME impersonation attack will be prevented. Moreover, in
PSBNs, based on [132], the existence of a trusted HSS is important so as to avoid any
Sybil attack.

Replay Attack

Using a timestamp prevents the replay attack. Each message has a short period of validity,

which reduces the probability of any repeated messages sent by an attacker.

Subscriber Impersonation Attack

The same situation as the MME impersonation applies here. The HSS will easily detect

fake messages of an unauthorized subscriber by the mutual authentication procedure.

3.5 Performance Evaluation

The proposed HIA1 and HIA2 algorithms have been implemented using the Eclipse envi-
ronment and the Java language. The simulations have taken place on a desktop PC using
a 64-bit Windows 7 operating system. The PC is running on a Core i3 CPU with a pro-
cessing speed of 3.3 GHz. In our simulations, the delay corresponding to the computations
at the HSS was considered. The computation delays of the HIA1 and HIA2 algorithms
on the subscriber side can be neglected since this process can be done before an identity
request is received (i.e., off-line). Considering a 95% confidence interval (see Appendix
A for further information), the simulation results illustrate the computation delay of our
algorithms in comparison with public key encryption algorithms RSA and Elliptic Curve
(EC) ElGamal.

The computation delays of HIA1, HIA2, RSA, and EC-ElGamal are compared in Figure
3.3. In our simulations, the key sizes of RSA and EC-ElGamal algorithms were chosen to
be 2048 bits and 224 bits respectively [133]. Figure 3.3 shows the difference in those

algorithms when the number of simultaneous identity responses increases (i.e., number of
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Figure 3.3: Identification delay comparison

simultaneous computations of the respective algorithms). The results indicate that when
the number of simultaneous identity responses rises, the computation delay of RSA and
EC-ElGamal increases significantly in comparison with the HIA1 and HIA2 protocols. In
this case, for 100 simultaneous identity response messages, RSA is 11 times slower than
EC-ElGamal, and approximately 300 times slower than HIA1 and HIA2. Observe that the
computation delay of both HIA1 and HIA2 are negligible when the number of simultaneous

identity responses is less than 50.

Table 3.7 summarizes several protocols that address the permanent identity threat
based on the communication overhead, computation complexity, and memory manage-
ment computations. As is illustrated, the communication overhead of HIA2 is lower than
[17, 52, 53]. Compared with [52, 53], HIA2 uses AES which has a 128-bit block size while
the other two have 2048 or 224 bit moduli with respect to the chosen public key scheme
(e.g., RSA or EC-ElGamal respectively). The lengths of K. and P, are selected to be 16
bits as this amount can provide the maximum number of required keys and patterns. Con-
sidering the preceding overhead items, the communication overhead of HIA2 in comparison

with RSA and EC-ElGamal is approximately 12 and 1.5 times lower respectively. And,
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Table 3.7: Protocol Comparisons

. Communication Computation Memory Management .
Scheme Soution Overhead (bits) Complexity Computation Memory (bt
7] SHAL60 Ix 18416 A(SHAIGO) + AES 5 10(tey) X (SHALG0) Ix 18
{52 53] RSA, EC-ElGamal 2048‘ 2 RSAQ(MB, ECCm 2048 U

MAY ARSand MACSHAIGD 18430 ABSp+ L(HMAC - SHAIGO) 2 Ofm,)(HMAC - SHALGO) 2% x m, x 128

the communication overhead of HIA2 in comparison with [17] is approximately 1.7 times
lower. Similarly, the computation complexity of HIA2 is lower than [17] by 3 hash function

computations.

Our proposed HIA2 and [17] perform memory management for the secret keys and
initial patterns (e.g., the shuffling algorithm in HIA2). The amount of necessary mem-
ory management effort in [17] is proportional to the number of registered subscribers t,,.
For the memory management computations, we neglected the computation complexities of
shift procedures and memory access since the hash function computations are dominant.
As the number of subscribers increases, the required effort increases linearly. On the con-
trary, the memory management in our scheme depends on the number of secret keys and
initial patterns. Since the proposed shuffling algorithm appears to be secure, those num-
bers can be kept constant. In addition, the memory management in [17] is a continuous
process while in HIA2 it can be done in bursts and off-line. Both of the algorithms are
considered to be applicable for emergency situations (i.e., non-delay-tolerant applications)
since their computation complexities at HSS are light-weight, thus the corresponding de-
lays are small. However, if the number of subscribers increases, memory management of
[17] may overwhelm HSS and the applicability of the algorithm may be changed to delay

tolerant applications.

Concerning the memory requirements, as Table 3.7 indicates, HIA2 requires more mem-
ory than the rest of the algorithms. For |K.| = 16 bits (or |P.| = 16 bits), the number of
secret keys or initial patterns that are stored will be 2/ K|, and the length of a secret key
or an initial pattern is 128 bits. However, [17] only stores 4 RICs at a time. Observe that

since the shuffling function appears to be secure, we can reduce the |K,.| (or |P.|). Here,
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there is a trade-off between the shuffling computations and the required number of secret

keys and initial patterns.

3.6 Conclusion

In this chapter, we investigated the main security and privacy vulnerability of the LTE
which is the permanent identity threat. To tackle the threat, we proposed two algorithms
HIA1 and HIA2. The security analysis of the two algorithms showed that HIA?2 is superior
to HIA1. The HIA2 algorithm also prevents replay attack, MME and subscriber imperson-
ation, and provides subscriber untraceability and unlinkability. In addition, we provided
the performance analysis of the proposed algorithms compared with RSA and ECC public-
key cryptography. The performance analysis showed that HIA2 is more efficient in terms of
computational and communicational overheads than the RSA and EC-ElGamal algorithms

and [17].
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Chapter 4

Context and Location-Aware Data

Availability Scheme

4.1 Introduction

In this chapter, we focus on privacy-preserving data availability in the context of an emer-
gency. Suppose a large building (e.g., with 10 floors) is on fire and many people are trapped
inside, or a region with a population of 1000 civilians and 300 houses faces a natural incident
like an earthquake or flood. Under such circumstances, ERs seek all possible information
to achieve SA. In general, they would like to find answers to the following questions: How
many people are in danger? Is there a way to identify those individuals? What is the
closest location of the endangered individuals? What were the health conditions of people
before the incident? What are their health conditions at the moment? Where can we find
the health records of endangered individuals? Are there people aside from ERs who are
close to the situation and who have certain capabilities that can be used to help others, like
engineers, physicians, nurses, etc? Many previous incidents have shown that people care
about each other in hard times and, in fact, volunteer to help others in need. In this case,
another question would be, how is it possible to reach out to those available volunteers in

critical situations and ask them for their help?
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The answers to the aforementioned questions can profoundly help ERs in emergency
operations. However, there are substantial challenges towards designing a system which ad-
dresses such requirements. First, emergency situations are highly dynamic. This mandates
strict requirements including high scalability, data availability, and very low response time.
This is because in such cases a large number of people may be affected, among which many
may require immediate care. Second, the sought information is vastly distributed which
makes the data retrieval process even more complex. For example, Physical Health Records
(PHRs) are stored in proprietary hospitals, or in various cloud servers like Amazon, Google,
and Microsoft to name a few. In fact, before retrieving any Personal Information (PI) like
PHRs, it is necessary to identify endangered individuals and the servers to which they
have outsourced their information. Without proper identification, no information can be
retrieved. Third, the sought information is considered Personally Identifiable Information

(PII) which raises privacy issues.

In this chapter, we propose a scheme to answer the aforementioned questions raised
above and to tackle the issues highlighted in Chapters 1 and 2 regarding data availability.
Our scheme not only provides a sufficient level of SA for ERs, but also it addresses the pre-
requisite step for data retrieval which is privacy-preserving user and server identification.
In this regard, we propose a secure data storage structure to store "meta” PI. Meta PI
is merely comprised of keywords (e.g., a health condition like asthma, the permanent
location, identity of the server storing the complete PI, etc.) that describe the specific
conditions of a DO. To provide high data availability, we utilize the cloud storage model
and an opportunistic storage model to store our data structure in a central cloud server and
several distributed mobile storage units. We propose a privacy-preserving search algorithm
to facilitate data retrieval. The scheme also offers multi-keyword search for conjunctive
and disjunctive queries. The search algorithm imposes minimum delay which is desirable
for emergency situations. We provide extensive security analysis, simulation studies, and
performance comparison with the state-of-the-art solutions to demonstrate the efficiency

and effectiveness of the proposed approach.
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The remaining sections are as follows. Our system model, threat model, and assump-
tions are presented in Section 4.2. Section 4.3 elaborates our scheme construction. Security
analysis and performance evaluation are discussed in Sections 4.4 and 4.5 respectively. Sec-

tion 4.6 summarizes the chapter.

4.2 System model and Threat model

It is assumed that a city is divided into several distinct location areas, each having a unique
pseudo-identity PS,. We assume that one Central Cloud Server (CCS) stores all data. The

system is comprised of several entities as follows.

Key Generation Authority (KGA): This entity generates the secret keys of the

system.

Cloud Servers (CS): In addition to CCS, we assume that there are several cloud
servers, each managed by a different vendor such as Google, Microsoft, Amazon, and so
forth. These servers store the complete version of PI for individuals which may be up to

200 pages per record [134].

DO: This entity is a member of the general public. People upload their encrypted data

such as PHRs to central and mobile clouds.

ERs: these are the governmental authorities including police officers, firefighters, and

paramedics.

Mobile Cloud (MC): we assume that there are individuals who possess powerful
smartphones with high computing capabilities and additional storage. Other individuals
in their local proximity will upload their data to these providers either before an incident

or during one.

Adversary: This entity will try to eavesdrop on the communications and send queries

to CCS to retrieve information. This work does not focus on DoS.

As depicted in Figure 4.1, there is an area in which an emergency situation has occurred.

Note that before an incident happens and during normal conditions, those DOs who have
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registered to the system will outsource their encrypted Meta Information (MI) using our
algorithm to the CCS and one or many MC(s). MI is comprised of a health attribute
keyword set (e.g., HA, = {Asthma, A", etc.}), a pseudonym of the DO Up, ,, the identity
of a CS where a complete version of their PHR is stored (e.g., C'S,), the memory index
o, where the PHR is recorded in the CS, and other kinds of PI relevant to an emergency
PI.,, (e.g., emergency contact number, qualifications (e.g., civil engineer, electrician), etc.).
It has the following format, MI = {Up,,||HA.||CS:||ou||Plem}. This information is
generated by DOs and uploaded to the CCS or an MC. In an emergency situation, ERs
can search for disjunctive/conjunctive health attributes and PI.,,, keywords for a particular

affected area, and retrieve such information.

In this chapter, we assume that KGA is fully trusted, but CSs and MCs are honest but
curious. This means that they follow the procedure of the scheme in an honest way, but
try to learn as much information as possible. We assume that KGA authenticates DOs and
ERs and only then it transfers secret keys to those entities. However, the authentication

procedure is out of the scope of this work. We also assume that there exist eavesdropper
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adversaries who would like to learn as much information as possible.

4.3 Location-Aware Data Availability Scheme

4.3.1 Storage Bloom Filter

A Bloom Filter (BF) is a type of data structure that represents a set of [ keywords by an

array of m bits [135]. The inputs are as follows:

1. A set of [ keywords: W = {W;, Ws, ..., W;}

2. An independent set of hash functions:{ H;}!_; where,

H;:{0,1}* — [1,m] for 1 <i <. (4.1)

3. A bit array of size m which is set to 0 initially.

For each element W; € W, the bits in m at positions H;(W;) are set to 1 fori =1, ...,r.
To check whether a word W, is in the BF or not, we may check H;(S) for i = 1,...,7;
if all of the resultant bits are 1, then W,, was included in the BF with high probability.

Otherwise, even if only one position is 0, definitely W,, was not inserted.

BF's have an important feature called false positive rate f,, which means that a word W,
has not been inserted in the filter but in the test process, respective bits’ locations H;(W,,),
Vi, are all 1. To quantify f,, suppose we use r hash functions to insert [ distinct keywords
into an array of size m; the probability that bit j in the array is 0 is (1— (1/m))™ ~ e~ "/™,
Thus, the probability of a false positive is approximately (1—e~"/™)" [136]. It is reasonable
to assume that the parameters m, [ are fixed. So, to calculate the minimum false positive
rate we will compute when the derivative of the probability of false positive rate (with
respect to r) is equal to zero. Then, the minimum value equals r = ((m/l)In2), with
false positive rate of (1/2)". Based on a desired f,, the optimum relationship between BF

parameters is presented in equation 4.2 [136]:
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We modify a variation of BF called counting BF (CBF) to achieve Storage BF (SBF).
CBEF is a variation of the standard BF in which each bit of the BF acts as a counter [135].
Note that in a regular BF; any bit can be targeted more than once during the indexing
process. But, once it has flipped to 1, its value does not increment further. However, for
a CBF, the value of a counter increments every time that the counter was targeted. Now,
to build an SBF, we assume that instead of counters in CBF, we have a set of buffers
B = {By, By, ..., B;,} to store data. Therefore, to insert a pair (W;, Vw;), YIW; € W into
an SBF, Vw; is added to the By, for j = 1,...,r where By, is the targeted buffer.
Then, to check whether W/ € B or not, one can check all the sets By, and if all the

sets are non-empty it returns the value associated with W/ which is the intersection of all

Buyowy) (e (Vo B ow)-

4.3.2 Construction of the Scheme

Setup(Ss..): Given the security parameter Sy.., choose a pseudo-random function f :
{0,1}" x {0,1}% — {0,1} and a fixed set of keywords, (e.g., W ={Asthma, Heart
condition, artificial leg, blood type, civil engineer, electrician, etc.} where |W| = [ and
W; € {0,1}". For each W;, KGA generates a secret key ¢; € {0, 1}, Vi € W. KGA also

generates a public-private key pair for ERs considering the same security parameter Si..

In addition, a set of initial vectors V' = (v, ve, ..., v,) € {0,1}" will be produced. Each
user also has a CBF (CBF,), and a standard BF (BF,), both of which will be initialized
to 0. On the server side, we utilize an SBF to store DOs’ data. It is assumed that all
buffers of an SBF are of the same size. ERs will receive the key sets with respect to their

authorization.

Registration(H A,): Upon a DO’s registration and based on his/her set of keywords
W, ={HA,JPlen}, KGA will transfer a set of master keys ¢ = {¢;} for 1 < j < |W,],
along with V' to the DO. Then, KGA generates the corresponding master keys as in (4.3)
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W, = {HuHPlem}

(1) Registration Request ij — (klle' krle)
for 1 <j<|W|
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- , (2) Registration Response
(3) BuildIndex: LML C(BE) (5) Decrypts data,
B(W,, K,) u u .| and inserts (MI,)

(4) Outsource data “| to the SBF

Figure 4.2: Communication paradigm between a DO and a CCS/MC

for all W; € W,. Note that a master key is in the form of Ky, = (k:LWj, e kr,wj). It is

assumed that ¢,., users will sign up to the system.

Kw, = (f(v1,5), f(v2,), -, f(0r, ;) € {0,135, (4.3)

The communication paradigm between a DO and the KGA and CCS (or an MC)
is illustrated in Figure 4.2. In addition, Figure 4.3 shows the communication paradigm
between an ER and the KGA and CCS (or an MC). In both figures, the messages one and
two show the registration request and response messages for the respective member of the

system.

BuildIndex(W,, K,): The input includes the set W, as keywords and their correspond-
ing master keys. The outputs are CBF,, BF,, and OBFj. In Figure 4.2, the BuildIndex
algorithm is shown as the third step of the construction of the algorithm. Figure 4.4

illustrates a high-level overview of the BuildIndex algorithm.

Step 1: For every W; € W, compute the following:

(a) Trapdoor: Ty, = {21, 22, ..., 2} € {0,1}"5 is calculated using (4.4),

TWJ‘ = {f(VVj?kl,Wj)v ) f(VV]7 kT,Wj)}' (44)
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Figure 4.3: Communication paradigm between an ER and a CCS/MC

(b) Location vector: if v € {0,1}" is a specific location inside PS,, then the location

vector Ly, is computed as in (4.5),

LWi = {f(/yazl)v "'7f(7727")} = {y17 ~-'7y7"} € {0’ 1}7”5'5“' (45)

(¢) Insert yq, ...,y to both BF, and CBF, as follows:

BFU : bHi(yi) = 1,
CBEF, : CHi(yi) = CHi(yi) + 1.

(4.6)

Where i = 1, ...,7. Note that by, (y,) and Cg,(y,) are bit location and counter location

in BF,, and CBF,, respectively. And, BF, and C BF, both have the same length.

Step 2: We will build an Obfuscating BF (OBF) for some extra Obfuscating Elements
(OEs) that are used to obfuscate BF,. Suppose maz{|W,|} = ¢ <l. For a DO, |W,| <¢
for which he builds (4.6). Then, the DO picks (¢—|W,|) random values in {0, 1}*, computes
(4.6), and only keeps BF, which we name OBF. The DO will update BF,, by the bitwise
OR operation of the two (i.e. BF, = BF,V OBF where V represents the bitwise OR

operation). This way, every DO will have the same number of elements to add to the SBF.
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The above procedure is done for 1 < j < |W,|, thus, the output: BE,

0 0 1. 061 0 0 1 O

Suppose q is the maximum keywords for an individual, we Obfuscate the BF,, using
(g — |W,,]) obfuscating elements. We randomly flip (¢ — |W,,|)r zeros to 1.

Figure 4.4: BuildIndex algorithm

Step 3: The output of the previous step is Iy = (CBF,, BF,,OBF). Before the
DO outsources data to a server, he/she compresses the BF, to decrease communication
overhead. Using data compression tools, one can significantly decrease the size of the BF},
to be sent. Thus, the DO calculates a compression function with BF), as an input, C'(BF,).
The compression function is used because in a BF,, the number of unchanged elements
(i.e., that have a zero value) is much larger than the ones that have changed to 1 which
is shown by A in (4.7). In other words, A is the expected number of distinct ones after
indexing ¢ items into the BF,. If ¢ is large, A will be less than rq because some elements

will overlap.

A~m—mx e "™ < g (4.7)

An example of a compression function is to consider that instead of sending the entire
bit string, only send the bit indexes where a bit is one. For example, in a bit string of size

500, if the 50 bit is the only 1 and others are zero, then sending the value fifty using six
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bits would show such a bit index. This compression function is only efficient in terms of
communication overhead if |C'(BF,)| < |BF,| in bits. Proposing a compression function

is out of the scope of this thesis.

Then, the DO sends a packet to the CCS/MCs in the form of &'{{(M1,)||C(BF,)}
where || means concatenation. The server simply decrypts the packet, decompresses
C(BF,), and adds &(M1,) to the corresponding buffers in the SBF using BF,. Note
that using the ERs’ public key and a secure public-key encryption scheme, we generate
§(MI1,). Also, note that it is assumed that a DO and a CCS/MC use SSL to secure

communications between one another.

SearchIndex(WV;,v): The search query and response between an ER and the CCS (or
an MC) are shown in Figure 4.3 by messages 3 and 5 respectively. The input is the location
vector for a particular W; and the specific location for which ERs seek information. The

output is a set of M1, associated with W;.

(a) For a W;, an ER follows the step 1 of BuildIndex to calculate Ty, and Ly, then
sends (4.8) in an encrypted form to the CCS/MC.

Q{LWZ} = {yl = f<77 21)7 sy Yr = f(,-y’ Zr)}' (48>

(b) Then, the CCS/MC finds a set v as shown in (4.9) and sends it back to the ER.

v={Buw)  YBuw € SBF. (4.9)
=1

(¢) The ER will decrypt each element of v to find M1, for all the DOs with the same

keyword. If necessary, the ERs are able to retrieve the complete PI using C'S,||oy,.

4.3.3 Data Entry Updating

The proposed algorithm allows DOs to update their entries to the SBF. The updating

process can be triggered when a DO would like to add or remove a keyword to/from the
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index and its corresponding entries in the SBF. In addition, a DO is able to update the

SBF if he/she moves to another location area.

The addition and removal processes are supported in our construction using the CBF,,
and OBF. When adding a keyword is required, a DO runs the BuildIndex algorithm
and sends the result to the CCS to be stored in SBF and updates her CBF,,. On the
other hand, to remove a keyword, the DO calculates a removal BF (RBF,,) following the
same procedures. Then, the DO compares RBF, with CBF, to see if any index in the
RBF, has a value more than one in the corresponding index in C'BF,,. Here, the ones for
which CBF, has a value more than one, the user first flips the bit from 1 to 0 in RBF,,
then picks a random OE from OBF where its corresponding value in CBF,, is zero and
updates RBF,, with that to obtain RBF]. Note that the DO should also update CBF,
using RBF, by decrementing the corresponding r elements by 1. OBF should also be
updated if necessary. Finally, the DO sends the removal request along with RBF and
&{&(M1,)||C(BF,)} to the server.

4.3.4 Conjunctive and Disjunctive Search

Our scheme fully supports conjunctive search queries while it faces certain limitations for
disjunctive queries. For conjunctive queries of multiple keywords, an ER runs the BuildIn-
dez algorithm on all the keywords and calculates a single BF,,. Instead of sending Lyy,,
the ER sends '{ BF,,} to the CCS/MCs using SSL. The Searchindex finds the intersection
of indexes in the SBF that are marked in the query and sends back the result. Figure 4.5

illustrates the conjunctive search.

In the case of the disjunctive search queries, we need to modify BF, so that the server
is able to distinguish distinct keywords. For this purpose, we employ a CBF. Here, every
bit in the BF, is substituted with a counter. In other words, every element of the index
is represented with Cj., > 1 bits where C}, is the length of a counter. Using the counter,
we can assign a distinct value in the range of the counter to a distinct keyword. This way;,
the CCS/MC can perform disjunctive search queries. Figure 4.6 shows an example where

the search query is comprised of three distinct keywords. In this example, Cj.,, = 2 bits.
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The above procedure is done for all keywords in the query of the form
Q(wyiA wanA ... AWy, V)= BE,, where A is the AND gate (i.e., conjunctive query).
The output BF, is as below; different marks represent an entry for a distinct keyword.

<4
|1|o|1|0|1|1||0|1|o|...|1T|1|1|...|'1‘|0|1-|o|1|1|1|1||1|o|

* CCS/MC receives the search query, Q(wyA waa ... AWy, Y)= BE,
+ CCS/MC finds 9 = N, B,, V z such that BF,, [z] = 1.
* CCS/MC sends back 9 to the first responder.

Figure 4.5: Conjunctive keyword search algorithm

21011({012|10|0(3({0}|...1012|3...{1]O0|2]0|3]|1]|3]0]2]0

CBE, = Q(w1v wyvws,y)

Figure 4.6: Disjunctive keyword search query

To apply the proposed disjunctive search algorithm, there is a limitation which is the
fact that if the number of distinct keywords in the disjunctive query is large, the search
query index cannot fully represent all of the keywords distinctively. This is because one
or more mappings of distinct keywords in the index may overlap as shown in (4.10) and
(4.11) with a certain probability. Note that H,(y;;) = Hy(y; ) implies that the two

distinct inputs point to the same buffer (i.e., an overlap occurs).
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LW]' = {yj,la “'7yj,7"} \V/] € Q (410)
3{] 7A ]/} €Q — Hz(yj,z) = Hi’(yj’,i’) for i,i/ S [1,7’] (411)

Considering the size of a CBF (i.e., |CBF,| = m counters), such an event (as rep-
resented in (4.10) and (4.11)) occurs with probability poyer;, after updating n(povert, m)
counters (i.e., to a value greater than 0) in the CBF,. n(pover, m) is approximated in
(4.12) [137]. Setting poyers = 0.5 (similar to the Birthday paradox), we can find an upper

bound for the number of keywords Ny to include in the search query as shown in (4.13).

1 (Dovers, M) & \/Qm -1n (%) (4.12)

— Poverl

n(0.5,m)

N +1< 1 (4.13)

The upper bound in (4.13) limits the number keywords included in the disjunctive
keyword search and bounds it such that with low probability an overlap would occur.
However, beyond the threshold in (4.13), one can simply modify the BuildIndex algorithm
such that the value of a counter in the CBF,, represents the last indexing operation. For
example, if a counter is the target of two keywords, the counter only represents the second
keyword. This implies that for at least one of the distinct keywords in the search query there
might be z < r counters that have the same value. In this case, the SearchIndex algorithm
should also be modified such that the CCS/MC returns v for a particular counter value
(which corresponds to a particular keyword), even if the intersection is done for 1 <i <r

as opposed to the one shown in (4.9).

The shortcoming of this approach is that the accuracy of the result decreases since the
SearchIndex checks ¢ < r buffers. In this case, the false positive probability increases with
the ratio shown in (4.14). In this equation, 7’ is the number of the counters left after

overlapping for a specific entry.
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4.4 Security Analysis

Our algorithm is semantically secure against a Chosen Keyword Attack (CKA): an attacker
cannot learn anything about a set W,, from its BF, for two main reasons. First, we use
HMAC as our pseudo-random function for which an adversary has negligible advantage to
break that. In other words, an adversary has negligible advantage to distinguish if f (i.e.,
HMAC) is a random function or a pseudorandom function. Moreover, we used different
nonce and secret key for each HMAC function to differentiate various HMAC functions
used in the algorithms. In addition, HMAC is a one-way function as mentioned in Chapter
3. Furthermore, comparing two B F}s, an attacker will not learn which index contains more
W, than the other. This is because both include the same number of elements which is the

result of adding OEs to the index.

In the CKA game, the challenger performs the setup algorithm and makes available the
set of keywords and location areas. The challenger also generates two sets of secret keys and
nonces corresponding to each keyword and HMAC respectively. The challenger keeps these
two sets secret. An attacker starts a query phase in which he/she sends several queries (up
to some threshold) to the challenger and receives back corresponding indexes. Then, an
attacker chooses two keywords and submits them to the challenger. Then, the challenger
generates the index for the two and flips a coin and sends back the index corresponding to
the coin flip result. Here, an attacker has negligible advantage to determine which keyword
was chosen for which the index was generated. The security of HMAC has been proven in

138, 139, 140].

Considering our threat model in which a server is assumed to be honest but curious, we
need to investigate the proposed algorithm in terms of privacy preservation. The privacy
of the proposed algorithm has a direct relationship with the security of the algorithm

mentioned above. Here, we need to investigate the probability of an event w in which for
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any two users ¢ and b with distinct sets of keywords W,,, # W,,,, after indexing 2¢q elements
into an SBF, at least r elements of user a intersect with r elements of user b in the SBF.
In other words, at least r elements of user b are placed into the same r distinct buffers
where r elements of user a were placed. From the server’s point of view, this event implies
that the two users might at least have one keyword in common. Higher Pr(w) makes
more confusion for the server, thus providing more privacy. This probability is presented
in (4.15).

(4.15)

For example, if [ = 100, » = 10, |y| = 1, ¢ = 15, then, m = 1443 and \ = 142
based on (4.2). Thus, Pr(w) ~ 91.5 percent. This means that even if r elements of two
distinct BF,s intersect, with probability of 91.5 percent, those belong to two distinct sets
of keywords. In (4.15), the complement of the event (i.e., less than r elements overlap) is
subtracted from 1 to obtain Pr(ww). The term (7) shows the number of possible ways to

A

choose A buffers in an SBF that has m buffers. In addition, the term (2) X (T:];\) shows
that k buffers in the SBF are selected from A\ buffers in the SBF containing the elements
of user a to insert the elements of the user b, and the rest (i.e., A\ — k) are selected from

the empty buffers (i.e., m — \).

In our scheme, a CCS or MC is not able to deduce which buffers in SBF are the target
for a specific keyword. Unlike the work in [141] which suffers from a dictionary attack,
our algorithm prevents a dictionary attack, as a result of using HMAC which is a keyed
hash function. In this regard, only authorized DOs can generate legitimate indexes. In
addition, DOs receive the keys corresponding to their keywords set. Therefore, the DOs

cannot generate any index beyond such a set.

Last but not least, confidentiality of M I and search queries are provided via an encryp-
tion algorithm. In addition, compared to the work in [80], our algorithm does not rely on

a private server in order to build an index, generate search queries, and provide privacy.
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4.5 Performance Analysis

In this section, we will explore communication overhead, computation complexity, and
memory usage. We simulated our scheme using the Java programming language on a
desktop computer with the Ubuntu operating system. The PC is running on a Core i3
CPU with a processing speed of 3.3 GHz.

4.5.1 Communication overhead of the Scheme

The communication overhead from a DO to a CCS/MC is |'{¢(M1,)||C(BF,)}|. The
maximum size of |M[,| is obtained when |W,| = ¢. For every element in W, and the set
{Up,,,CSs,0u, PS,}, we use 160 bits representation (e.g., using SHA1 as the generator).
Also, we use ECC 256 bits for £() and AES 128 bits for £'(). Suppose ¢ = 15, |BF,| = 30
Kbits, and r = 10, then C(BF,) (the compression function that was explained before)
can decrease |BF,| by approximately 92 percent. Therefore, the maximum communication
overhead will be less than 6 Kbits. Note that the low communication overhead from the
user to the server along with addition and removal capabilities of our system, enable our
scheme to be compatible with dynamic scenarios where individuals constantly move from

one location to another and need to update the SBF.

The communication cost from an ER to a CCS/MC depends on the construction of
queries and the number of keywords included in a query (i.e., Ny ). In this case, two
cases should be taken into consideration: without the multi-keyword search, and with
the multi-keyword search. For the former, each keyword is searched separately for which

the results are received. In this case, the communication overhead is proportional to the

number of keywords per query and the size of a query (i.e., Ny x |C(BFw,)|). Suppose
the compression function is defined as follows: instead of sending the entire BF bit string,
one sends the bit indexes where the bit flipped from 0 to 1. Therefore, the communication
overhead will be Ny x r x log, m bits where log, m is the required number of bits to

represent a bit index.
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Figure 4.7: Query Communication cost (Single-keyword vs Conjunctive keyword)

Employing the multi-keyword search with conjunctive queries, we only send one request
to the CCS/MC for the entire query that is comprised of several keywords. Therefore,
without the compression function, the communication cost from an ER to the CCS/MC is
constant (and equals to |BF,|). On the other hand, using the compression function, the
communication cost depends on the number of keywords in the query. Here, the maximum
communication cost is imposed when the number of keywords in the query passes the

threshold in (4.12). After this point (which is Ny > , the compression function

e
rxlog, m
does not decrease the communication cost, thus, the communication overhead reaches the

same value as if no compression function was used (i.e., |BF,|).

Figure 4.7 illustrates the aforementioned situation using simulation results. Here, the
results are within the 95% confidence interval. As this figure indicates, multi-keyword
conjunctive search is most effective when the BF is more compact (i.e., m is small). Besides,
for m = 1155 and r = 8, if the conjunctive query is comprised of more than 10 keywords,
the multi-keyword query is more efficient than the single-keyword query. For larger m,
both queries impose the same communication cost until the r x NW > n(p, m) point from

which the multi-keyword search query is more efficient than single keyword search.
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Figure 4.8: The effects of the number of locations and conjunctive keywords on communi-
cation cost from the CCS/MC to an ER

The main advantage of conjunctive keyword search shows itself in the communication
overhead from a CCS/MC to an ER. For a single-keyword query, the communication
overhead from a CCS/MC to an ER is proportional to the amount of data tagged with
the queried keyword in a specific location area (i.e., |t;cqw,| Where t,¢,w, is the number of
registered users who have used the same keyword and location area to build their index).

Thus, the overhead equals |t,¢qw,

x [€'{&(M1,)}|. However, using the conjunctive keyword
search, the amount of retrieved data may decrease. This is because the conjunctive search
query results in the common elements of two or more distinct BF,s. For example, if two
DOs have outsourced their data for two different sets of keywords (e.g., Wajice ={ Asthma,
AT} while Wg,, ={Handicap}), the conjunctive keyword search on HandicapAAsthma

returns nothing.

Figure 4.8 illustrates the effect of conjunctive keyword search on the amount of retrieved
data (i.e., communication overhead from a CCS/MC to an ER). Suppose in a system
1 < |y|] < 10 and there are 1000 DOs that are distributed uniformly in those location areas.
Suppose health attributes H; and H, exist among 10 and 40 percent of people respectively.
It is also assumed that H; and H, are independent from one another. To retrieve the data

for Hy A Hs, considering a single keyword query, an ER sends two separate queries for
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each attribute in the example. Here, the result includes the combined amount of data
tagged with either one of the keywords (in this example, the number is expected to be
approximately 500 data files for one location area). Then, the intersection of the received
data will be the result which is done at the ER side. On the other hand, using conjunctive
keyword search for the same example, the amount of retrieved data will be decreased by
approximately 92 percent. This shows the effectiveness of our conjunctive keyword search

scheme.

It is worth mentioning that ~ has a significant influence on the amount of retrieved

data (i.e, |t,egw;|). Suppose that there are |y| > 1 specified locations. Thus, two DOs
with the same health attribute (e.g. Asthma), but in different location areas, would target
different buffers in the SBF with high probability. Thus, searching for Asthma in one
of the location areas only retrieves the corresponding DO. This results in more accurate
data retrieval. Moreover, the communication overhead is decreased as well. Figure 4.8
also shows the impact of the location parameter on the communication cost. The figure

indicates that increasing |y| from 1 to 10 decreases the communication overhead by 90

percent for different queries.

Employing the disjunctive keyword search, the communication cost from an ER to the
CCS/MC is decreased. This effect is without the consideration of a compression function.
Here, for a number of distinct keywords gg4;, the single keyword search imposes ¢q; X |BF,|-
bit communication cost while a disjunctive keyword query requires logy? x|BF,| bits. In
the reverse direction (i.e., from the CCS/MC to the ER), comparing the single keyword

and disjunctive keyword queries, the latter may require lower communication cost since

the intersections among the data can be sent only once.

There is another important aspect that should be taken into consideration which is the
fact that a high number of OEs may affect the accuracy of the results and increase the
communication overhead from the CCS/MC to an ER. Here, we investigate the probability
of an event (we call it overlapping probability) in which if a DO uses a number of OEs to
obfuscate his/her index, a fraction of the total number of OEs fully collides with at least

one of the [ keywords. In other words, what would be the probability that any » number
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Figure 4.9: Overlapping Probability

of similar OEs in an SBF intersect exactly with the r elements of at least one indexed
keyword? We performed simulation analysis to project this probability as shown in Figure
4.9. For each point in the simulations, the number of simulations was chosen so that the

95% confidence interval is negligible.

In Figure 4.9, r and [ take two different values. The figure illustrates that when the
number of OEs increases, then overlapping probability increases. The maximum probabil-
ity of approximately 0.8 percent occurs when [ = 50, m = |SBF| = 432, r = 6, and we
added |OF| = 20 to SBF. When r is constant but [ and |SBF| increase, the overlapping
probability decreases. In addition, when 7 increases, for the same [, the probability de-
creases. For the number of OEs less than 10, the overlapping probability is less than 10~°
for m > 577. This result shows that the use of OEs in our scheme does not interfere with

accuracy of search results and provides good levels of privacy.
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Notice that for |y| > 1, to keep the false positive rate unchanged, we need to modify
(4.2) as in (4.16). In this case, the overlapping probability decreases since m increases
(as shown in Figure 4.9). Here, having lower overlaps does not imply that two DOs have
distinct sets of keywords. This is because even two identical sets of keywords that were
indexed for two distinct location areas would have distinct indexes with high probability.
Therefore, considering our threat model for a server, the privacy is still preserved against

this entity.

_rly
m

— 4.16
In2 ( )

4.5.2 Memory Requirements of the Scheme

The memory usage at CCS/MC equals M = |SBF|x 3 x T, where |SBF| = m is the length
of an SBF and f is the maximum amount of data inserted in one buffer, and 7 = |{'(M L,,)|
is the maximum size of each data file in a buffer. Before we quantify M, we need to measure
the probability of an event in which one buffer overflows. This is done using simulation

analysis. The results are within the 95% confidence interval.

Figure 4.10 shows the buffer overflow probability. The figure depicts the buffer size
requirements when the number of DOs increases from 500 to 1000 individuals and |y
increases from 5 to 20. Suppose | = 100, r = 10, and |y| = {20,5}, thus |SBF| =
{28854, 7214} respectively. It is immediate that if buffer size increases, the probability of
overflow decreases. Figure 4.10 a shows the change in the buffer overflow probability when
|v] = 20. Here, when t,., = 500 and § = 20, the overflow probability is approximately 67
percent. However, when [ increases to 35, the overflow probability drops to approximately
10~*. For t,., = 1000, the overflow probability is 1 until 8 = 35. But, increasing 8 to 50

makes the overflow probability drop down to approximately 2.7 x 1074

Figure 4.10 b depicts the situation where |y| = 5. For ¢,., = 1000, using 8 > 280 the
overflow probability decreases from 1 to approximately 10~* for 3 = 320. Comparing the

two graphs in Figure 4.10 shows that when || raises 4 times, the buffer size requirements
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Figure 4.10: Probability of buffer overflow, a) |y| =20, b) |y| =5

fall approximately more than 5 times. Therefore, suppose t,., = 600, 7 = 5Kbits, |y| = 20,
[ =100, r =10, and 8 = 50, M ~ 881 M B. This result shows that our secure data storage

structure is affordable even to be deployed in MCs.

4.5.3 Computational Overhead and Delay

Table 4.1 shows the computational complexity for each procedure of our proposed scheme
in comparison with the work in [80] which is most relevant to ours. The procedures are at
both the user side and server side. In terms of computational complexity, we used HMAC

in building the index and search procedure which was done in a distributed way with very
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Table 4.1: Computation Complexity

Scheme  Buildindex (t,, DOs) ~ Search (ERs) ~ Search (CS) Add (DO/CS) Remove (DO/CS)
Ouws by X[lqx3H4E  rH4 g/ xDe  rH4I rH H
[80] treg X [(2(} + Q)PRP X f] JPRP [+ ‘treg,ll‘}‘ X Dg JPRP + ‘t‘reg.Wi‘ X DE + ‘treg.m + 1‘ X f JPRP + ‘treg,ll‘}‘ X Dg + ‘treg,ﬂ’i - 1‘ X f

low delay. However, the authors in [80] use a private server to which the computations
of t,¢4 registered individuals are outsourced. H is used to show HMAC computation and
PRP stands for a pseudorandom permutation function such as AES. £, D, are used to
show encryption and decryption processes respectively. Finally, I is used to show the

intersection operation between r buffers.

According to Figure 4.10, increasing v decreases f requirements, which implies that the
number of intersection operations and search results will also be decreased. Consequently,
the amount of computations decreases. Furthermore, our scheme imposes very low com-
putation burden for addition and deletion processes in comparison with the work in [80]
in which the public server needs to decrypt an entire linked list and then modify it for
any single alteration. This indicates the applicability of our scheme for dynamic situations

where the cost of updating needs to be limited.

In general, the data retrieval process consists of two procedures: search over encrypted
data, and decryption. In our scheme and [80], search takes place merely over the number
of data files containing the keyword (i.e., O(1) delay) and not the entire database (i.e.,
O(n) delay). Note that O(1) delay has a significant impact on the total data access delay
under critical circumstances where the size of a database is large or an immediate response
is required. For further comparisons on search delay refer to Table 2.2 in Subsection
2.5.3. Our scheme decrypts ECC and AES ciphertext messages, whereas the methods
in [78, 68, 94, 95, 96, 97, 98, 99, 100] involve Pairing Based Cryptography (PBC) which

requires more computational resources.
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4.6 Conclusion

In emergency situations, privacy preservation, context, and location-aware information is
required. Existing works did not address such requirements in PSBNs. In this chapter,
we proposed a storage bloom filter and modified a secure index algorithm to provide data
availability with regards to PSBN requirements. Our search process imposes O(1) delay
which is ideal for emergency situations. In addition, communication complexity is very
low from a DO to a CS and it is proportional to the number of data files containing the
search query in the reverse direction. The memory usage is also affordable even for MCs
with limited resources. We used a location parameter v with which we decreased the
buffer size and the number of search outcomes. The latter decreases communication and

computational complexities and delay.
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Chapter 5

Location-Aware Authorization

Scheme

5.1 Introduction

Effective emergency (such as a hurricane, building on fire, etc.) response requires accurate,
relevant, timely, and location-aware information (e.g., environmental information, health
records, etc.). Acquiring information in such critical situations encounters substantial
challenges such as a large volume of data processing, unstructured data, privacy, and
authorized data access. In Chapter 4, we proposed a privacy-preserving search algorithm to
address data availability. The proposed algorithm provides accurate, timely, and location-
aware information for ERs. However, data access authorization was limited in the sense
that it was not flexible and fine grained. In addition, the authorization was delegated

completely to a trusted third party.

As discussed in Chapter 2, existing solutions for data access authorization either do not
scale well or merely consider a Break-the-Glass method in which a master key is provided
to ERs to decrypt a ciphertext [142]. For example, employing ABE a DO may merely use
an “emergency” attribute in the access policy and generate the corresponding ciphertext.
This solution may enable unauthorized users to access data (i.e., the ones who did not have

access to the data before an emergency). In fact, access to data (especially PI) should only
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be authorized if its owner is somehow involved in the emergency incident. In addition,
the Break-the-Glass method may cause ERs to become overwhelmed by the large volume
of accessible data. In other words, this method is not capable of filtering irrelevant data.

Therefore, the Break-the-Glass method is impotent to respect such requirements.

To jointly address the aforementioned issues, in this chapter we propose a location-
aware authorization scheme which protects privacy and provides flexible and fine-grained
access authorization. Moreover, the proposed scheme filters irrelevant data by taking into
consideration the time and location of the ongoing emergency. This requires incorporating
dynamic attributes (i.e., location and time) into the authorization scheme. Since location

and time are dynamic, whenever they change, the ciphertext should also be updated.

To construct such a scheme, we propose to employ CP-ABE. Using CP-ABE, a DO is
able to enforce his/her preferred access policy into ciphertext. However, movements of a
DO to different locations in addition to the changes of time may result in a large number
of ciphertext updating messages. To tackle such an issue, we innovatively incorporate CP-
ABE with Broadcast Encryption (BE) and construct our novel scheme called Location-

Aware Ciphertext-Policy Attribute-based Encryption (LA-CP-ABE).

We use BE in an unconventional way to incorporate the location attribute into an access
policy. In this case, we broadcast a message to a set of locations instead of individuals. On
the other hand, we delegate the access authorization based on the time attribute to a cloud
server. We assume the cloud server is on-line all the time. Therefore, when an emergency
happens, the Public Safety Answering Point (PSAP) sends an emergency trigger message
including the time of emergency occurrence, the time interval in which ERs’ queries are
considered valid, and the location area of the incident. When a cloud server receives a
query, it checks the validity of the query generation time, and if it was within the allocated
time interval, the server updates ciphertext accordingly and sends it to the ER. The new

ciphertext is only valid for a specified time interval.

Employing our proposed scheme, a DO does not need to delegate the entire authoriza-
tion process to a trusted third party server. Furthermore, integrating BE with CP-ABE

to enforce the location attribute, and delegating the control on the time of access to an
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on-line server, decreases the frequency of ciphertext updating messages. As a result, our
proposed scheme provides authorized access to accurate, relevant, timely, and location-
aware information. We provide extensive security analysis and performance evaluations to
demonstrate the effectiveness of our scheme. The analysis shows that the scheme imposes
constant communication and decryption computation overheads. Furthermore, the pro-
posed scheme is proven Chosen Ciphertext Attack (CCA) selectively secure based on the
m—DBilinear Diffie-Hellman Exponent (m—BDHE) assumption. It also addresses the key

escrow problem.

The remaining sections are as follows. Section 5.2 introduces the preliminaries of our
work. The system model, threat model, and assumptions are presented in Section 5.3.
Challenges of designing LA-CP-ABE are discussed in Section 5.4. Section 5.5 presents
the LA-CP-ABE scheme. Security analysis and performance evaluation are discussed in

Sections 5.6 and 5.7 respectively. Section 5.8 summarizes the chapter.

5.2 Preliminaries

In this section, we provide the details about the underlying tools and algorithms that are
used in our system. In addition, the intractability assumption of our LA-CP-ABE scheme

is explained.

5.2.1 Composite-Order Bilinear Groups

We construct our LA-CP-ABE scheme using composite-order bilinear groups [107]. A group
generator function G takes as input the security parameter S,.. and outputs a description of
a bilinear group G. We define G’s output as (N, G, Gr,e), where N = pyp, is a product of
two distinct primes (p; and py), G and Gy are cyclic groups of order N, and e : GXG — Gr

is a map that is

1. Bilinear: Vg,h € G, a,b € Zy, e(g%, h®) = e(g, h)®
2. Non-degenerate: 3g € G such that e(g, g) has order N in Gr.
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We assume that the group operations in both G and G and the bilinear pairing map
e are computable in polynomial time with respect to Ss... Suppose that G,, and G,, are
the subgroups of order p; and p,, respectively. In a composite-order bilinear group, there
exists an orthogonality property as follows: if h € G, and b’ € G,,, e(h,h') = 17 where
17 is the identity element in Gy. To show this, suppose g is a generator of group G. Then,
g"* generates GG, and gP* generates G,,. Therefore, suppose for some z,y, h = (¢*)" and
R = (g¥)P*. Then,
e(h, ) = e(g™, g""*) = e(g", g")""* =1 (5.1)

5.2.2 Anonymous Key Agreement

An anonymous one-way key agreement is proposed in [143] using bilinear maps. The
algorithm guarantees sender-side anonymity as a result of non-interactive key agreement.
Considering our application, this is an important feature because preserving privacy of an
ER’s actions (i.e., data requests) from the cloud server requires that the linkage between
the identity of the ER and his/her actions is broken [144]. This linkage can be broken by
hiding the identity of the ER. Sender-side anonymity also can protect DOs’ privacy. This
is because the identity/role of an ER (e.g., Bob/Policeman) may reveal some information

about a DO.

In most one-way anonymous communications, authenticating a non-anonymous server
is needed. Here, using this algorithm, the shared key is implicitly authenticated. In other
words, the sender is assured that only the server can compute the key. Suppose there
is a cryptographic hash function H : {0,1}* — G. An authority generates a master
secret key s, uses a public identity of a recipient I Dy along with the sender’s private key

SKy = Q5 = H(ID,)® € G, and generates a session key as follows:

1. Sender A computes Qg = H(IDg) € G. A chooses a random number « € Zp where
P is the order of G, and generates the pseudonym P, = ()% and sends it to the
receiver B. Then, A generates the session key k = e(Qp, SK4)* = e(Qp, Qa)*".
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2. Recipient B computes the session key using SKg = H(IDg)*® as follows,

k= G(PA7 SKB) == G(QA, Q]B)Sa.

5.2.3 Complexity Assumption

The complexity assumptions for our system are based on the decisional Bilinear Diffie-
Hellman Exponent assumption (BDHE). Recall that G is a bilinear group of composite-
order N. The m—BDHE problem in G takes (h, g, g% ¢, ..., g@@™), g™ . ¢@™)) e
G*™*! as input and outputs e(g, h)(“mﬂ) € Gr. Suppose, g; = g(ai) € G. We say an algo-
rithm A has advantage € in solving m—BDHE in G if Pr[A(h, g, g1, .- Gms Gmt2s - Gom) =
e(gm+1,h)] > €, where the probability is over the random choice of generator g in G, the

random choice of A in G, the random choice of a in Zy, and the random bits used by A.

5.3 System model and Threat model

It is assumed that a city is divided into n distinct location areas with equal areas, each
having a unique pseudo-identity L;q. We choose a cloud server storage model to maintain
data and perform the data updating procedure. The system is comprised of several entities

as follows.

KGA: This entity generates the secret keys of the system and performs the setup
algorithm. It is assumed that there are two separate KGAs; one is for location and time

attributes, and the other is for the rest of the attributes, introduced in Section 5.5.

PSAP: This entity receives an emergency signal including 9-1-1 calls and sensor signals
(e.g., smoke detectors, heat detectors and so forth), and triggers the cloud servers and ERs

accordingly.
CS: We assume that there is a central cloud server which stores all encrypted PIL.

DO: This entity is a member of the general public who registers to the system by
communicating with KGAs and uploads his/her encrypted PI to the CS.
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Figure 5.1: System model

ERs: These are the governmental authorities including policemen, fire fighters, and
paramedics. They also will register to the system by communicating with the KGAs and

receive the system parameters and their secret keys.

As depicted in Fig 5.1, there is an area (e.g., Emergency Area 2) in which an emergency
incident has occurred. Note that before an incident happens and during normal conditions,
those DOs who have registered to the system outsource their encrypted PI to the CS. The
goal of this work is to provide authorized access to location-aware data for ERs. It is
assumed that an agent is equipped with a smartphone which has a tamper-proof GPS. Such
a tool has secure components to perform simple calculations and secure storage [145, 146].
The user cannot access the secure component of GPS, and it is assumed that GPS performs
honestly. The communication between the users in the system and KGAs/CS can be

facilitated using WiFi, 2G, 3G, etc.
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We assume that KGAs are fully trusted, but the CS is honest but curious. This means
that the CS follows the procedure of the scheme in an honest way, but tries to learn as much
information as possible. We assume that KGAs authenticate DOs and ERs and only then
it transfers secret keys to those entities. The authentication procedure is out of the scope
of this work, but it can also be provided using well-known methods [147, 148, 149]. We
also assume that there exist eavesdropper adversaries who live among the general public

and would like to learn as much information as possible.

In this work, a data access model is also proposed. Since any emergency is related to
a location and occurs at a certain time, our model enables authorized access to victims’
information at the time of an emergency from a predefined distance to the emergency scene.
This model ensures the data access is authorized and a DO is involved in an emergency,
and at the same time filters irrelevant information that is available to ERs. Consider Fig
5.1: the information of Bob who is located in Emergency Area 2 may not be useful for
an ER who is located inside Emergency Area 1. This way the level of data accuracy and

relevance to an emergency increases.

Finally, considering our access model as a threat model, if a user is in location area L;
at time 7, she/he is not able to access a DO’s data if the DO is located in L; for ¢ # ¢'. In
addition, the generated key for the L; and 7; is invalid for the same location at time 7,4 at
which the DO is not located anymore (e.g., when there is no longer an emergency). This
provides a higher level of privacy protection than the Break-the-Glass approach. We will
further elaborate our model for incorporating location areas into our scheme in Section 5.5
where we will demonstrate that the proposed access model is flexible and does not prevent

authorized users from accessing information when required.

5.4 Challenges in Designing Location-aware CP-ABE

Schemes

Effective emergency response requires that communication overhead, and computation

complexity /delay of the authorization scheme, be sufficiently small that authorized data
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access is facilitated. Therefore, constant ciphertext-size CP-ABE schemes with constant
computation complexity are suitable choices for authorization. Here, we sacrifice the flex-
ibility and expressiveness of an access policy for the sake of better performance. However,
incorporating dynamic attributes (i.e., location and time) into an access policy of this
particular kind of CP-ABE is challenging. In this section, we will elaborate the corre-
sponding challenges with regards to both DOs (as ciphertext generators) and ERs (as data

consumers).

From a DO’s perspective, there are three natural ways to include dynamic attributes
into ciphertext. First, a DO could trivially predict the time/location and include them
into ciphertext in the first place. This may sound easy as there are limited locations
that a DO may visit per day. However, the DO may become anxious since she/he has
to follow the predicted schedule. Furthermore, only one out of many choices of location
and time attributes would be legitimate at any instant. In this case, the proper access
policy category that would fit the preceding approach is (¢, n)—threshold. However, it is
a complex task to combine both dynamic and static attributes into an access policy. This
is because out of all attributes, 2 have to be specified for location and time and the rest are
other attributes. Therefore, an ER possessing t,, matching attributes excluding location

and time may still be able to decrypt the message.

The second way of including dynamic attributes into an access policy is that a DO
updates the ciphertext every time that she/he moves to another location or after the
expiration of a time interval. The cost of such an approach grows linearly with the number
of visited locations per day and number of time intervals set by the system. Besides, a
DO may visit some similar locations several times a day in different time intervals which
makes the updating process very inefficient. (Note that a DO can delegate such a process
to a smartphone in order to automate the process.) Another drawback is the fact that in
an emergency, a DO may be unconscious or the smartphone may be broken or lost which
may render the updating process incomplete. Therefore, utter reliance on a DO has its

own risks.
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The third way is to delegate the entire updating process to the CS. This can be done in
two ways: one, the CS decrypts the data and re-encrypts it using updated attributes; two,
the CS privately updates the data using privacy-preserving proxy re-encryption techniques
[150, 151, 152] in which decryption is not necessary. The first way poses a breach of privacy
since the CS can access plain data. For the second way, although the CS may not be able
to access plain data, DOs may still not want to trust the CS entirely with such a process.

In general, total delegation of the authorization process requires ultimate trust in a server.

The aforementioned methods are either infeasible, costly, inefficient, or require ultimate
trust in a third party. We propose a feasible and efficient way to incorporate dynamic
attributes into an access policy. We delegate time of access authorization to the CS and
the authorization for location and static attributes is enforced by DOs. To incorporate time
of access, the CS checks the validity of a data request and then updates the ciphertext
accordingly or rejects the request. Location authorization will be done by DOs. A DO will
choose a set of preferred locations (that can be the most frequent locations in, e.g., a week
such as Home, School, Work place, Grocery store, etc.) for which he generates ciphertext.
Note that a DO does not need to predict the time at which he/she visits location areas in the
preferred set. Using this technique relieves the DO from an unnecessary updating process
every time he visits some common location which results in a decrease in the computation
and communication overheads. It is worth mentioning that a DO still can update the
ciphertext very efficiently if he moves out of all the locations in the preferred set. To
implement this, we integrate BE with CP-ABE. In our scheme, BE is used unconventionally
for locations instead of individuals. Each location has a unique ID. A sender broadcasts
his/her data to n locations and an ER in one of those locations can decrypt data using

his/her private key. Therefore, BE results in a (1, n)—threshold access structure.

From an ER’s perspective, the challenge is to provide the ERs with proper secret keys
corresponding to the dynamic attributes. Recall that BE schemes are preferred to be
stateless meaning that the private keys should remain unchanged. However, updating ci-
phertext with new locations and time requires freshly generated private keys corresponding

to those attributes. This introduces a contradiction between static BE private keys and
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Figure 5.2: Location Area Model

the dynamic feature of location-awareness. There are two main options to overcome such
a challenge. First, an ER sends a key updating request to a KGA specified for those
dynamic attributes every time that she/he wants to decrypt data. Here, the KGA may
become a single point of failure. Second, an ER can securely generate proper secret keys.

This requires a tamper-proof device [153, 154].

5.5 Location-aware Ciphertext-Policy Attribute-based
Encryption

Let us dive into the implementation of the LA-CP-ABE scheme. Here, we elaborate the
location area model first, and then the construction of the scheme is presented. In the
proposed scheme, DOs choose a set of location areas called preferred location set, S”, from
the set of all possible location areas IL. S” consists of a collection of location areas that a

DO frequently visits such as Home, School, Work place, Grocery store, etc.

Since it is desirable for ERs to be able to access data before they arrive at the location
scene (area) of an emergency, for each location area L,, we define an Associated Area
AAp, as depicted in Fig 5.2. Note that the hexagons used in Fig 5.2 are just for illustration

purposes and do not mean that we assume a cellular network communication infrastructure.
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The task of updating the ciphertext with new location areas is delegated to the DO’s
smartphone to automate the process. For instance, when a DO is in L;, the AA;, has
been incorporated to the ciphertext. In other words, a DO updates his/her ciphertext
based on the boundaries of Ly, but an ER can have access to his/her data based on the

wider boundaries of AAy,.

The diameter of an associated area could be chosen in such a way that the distance to the
target location area gives the ERs sufficient time to retrieve the information before arriving
at the scene. Here, there is a trade-off between privacy preservation, access authorization
and data availability which depends on the drive time from the boundaries of a associated
area to the emergency scene, geographical terrain of the area (e.g., urban area or rural
area), data communication availability /reliability in that area, and so forth. Optimizing

this diameter value is an interesting problem; however, it is out of the scope of this work.

Fig 5.2 also illustrates the trajectory of a DO from L; to Ls, then to Ls, and finally to L.
For each change of a location, a DO needs only to remove/add one location area from/to
the ciphertext. The proposed scheme does not need to regenerate the entire ciphertext
when a DO changes his/her location. The scheme merely updates the original ciphertext
by multiplying it with one group element by either adding or removing an attribute (refer
to subsection 5.5.2 for more details). This is done with minimum communication overhead
and low computation complexity. However, if the change of a location is among the ones

in the S”, there is no need for ciphertext updating.

5.5.1 Construction of the Scheme

Let G be an algorithm that, on input security parameter S.., generates two groups of
composite-order N = pypy with bilinear map e : G x G — Gp. Let Hg : {0,1}* — Zy
be a keyed hash function and H; : {0,1}* — G a cryptographic hash function. Also, let
L = {Ly, Lo, ...,L,} be a set of all location areas; U = {Ay, A1, Ag, ..., A;} be a universe
of attributes where |U| =1+ 1; V; = {v;1,vi2, ..., Vi 4} be a set of all possible values for
attribute ¢ € [1,{] and a; = |Vi|; Wgg, = {Ao, Wi, Wa, ..., W, } is the attribute list of the
ER, where W; € V; and 9+ 1 = |Wgg,| < |U|. We assume Ay is a default attribute shared
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among all users of the system. We assume that KGA; generates the parameters for the
static attributes, and KG A, generates the parameters for the location attribute. In this
case, G(Ssec) is run jointly by the two authorities. This means that KGA; and KG A, get

the same description of (G, Gr,e).

Setup(Ssece, L, (U, V)): This algorithm is done by KGA; and KGA,. In the following,
& and e r mean elements are assigned /chosen randomly from a group. For KG A, it takes
as input Ss.. and (U, V). It chooses a generator g; € G, ¢, R, A il Gp,, and a,t; j €g Zn
with ¢ € [1,1],j € [1,a;]. Note that A corresponds to Ag. KGA; computes Yy = e(g1,9)%,
Yy = e(R, R), and T} ; = g, for Vi, j.

For KG A,, it takes as input the security parameter S,.., and the location set L. It sets
o, B,x €g Zn, chooses a generator g € G,,, and hg, by, ho, ..., hy, & ngl, where hq is a

default parameter shared among all entities in the system, and h; for ¢ € [1,n| represents

the AAr,. KGA, computes Y] = (g2, g2) .

Finally, the public parameters PK (5.2) include a description of (G, Gr,e) as well as

PK + {gla q, R7 A7 }/E]a }/27 {ﬂ,j}ie[l,l},je[l,aib g2, }/17 hO; h17 B hn} (52)

and MSK = {¢*, 4%, B, x, {tijYicn,jen,a} is the set of private parameters where x is the
master secret key allocated to the CS. Setup outputs (PK, MSK).

Key Generation(PK,MSK,S,Wgg,): This algorithm is done by the KGAs. It
takes PK, M SK as input for both authorities. However, for K G A,, it takes another input
parameter which is a set of authorized location areas with their corresponding associated
areas, S where |S| < L for an ER, or a group of ERs, and for KGA; it takes the set of
attributes of the user Wgg,. KGA; picks r!, €g Zn, and KGA, picks r, €g Zy. Finally,
they output the user’s secret key as in (5.3).
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SK, « {SKO — Hy(ER,)’, SK, = ¢“A™ SKy = g™, SK5 = g;"",

SKy = R*hrgy SK;; =T Vv, € Wi,

(]

SKj =hjr Vi € {n}\{S},SK}, = h}: w@e{ﬁ}}, (5.3)

and gives SK, to the ER,. Note that SK,, SK,, and SKJ’-’2 will be securely transferred to

the GPS component of the user’s smartphone. The GPS also receives S.

Encrypt(PK,M,D,S"): A DO chooses s,t €g Zn, D = {D1, Dy, ..., Dy} as an access
structure where D; € V; and |I'| < ||, S" = L.|JS” where L. is the current location (if
L. € S" then S' = §”), the message M (which is comprised of the DO’s health record,

emergency information, etc.), and computes (5.4) and (5.5).

K=Y xY (5.4)

O {D, S, Co = (M), Cr = g}, Cy = g, Cs = (4 [T T x (o [T )} (55)

Vi,j€D jes’

where ¢’ is a symmetric encryption scheme (e.g. AES). The DO sends C' to the CS. Note

that for all distinct access structures VD, D', > t;,; # > t;; is assumed.
v;,j€D v;, j€D’

Key-agreement(Lg,CS;q,r): This algorithm is done by the GPS component of an
ER’s device. It takes as input the location of an emergency Lg, the identity of the CS
and r € Zy. GPS checks if the location of the ER is in AA;,. If the check passes, it

generates a pseudonym 0 = Q%5 , and a one-way session key as in (5.6).

k= e(Qpr.,Qcs)"” (5.6)
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GPS sends back {0]|&,(Lia||E;||n)} to the ER where n € Zy is a random nonce and
E} is the current time. The GPS stores k, L;q, 1, E;.

CS-Encrypt(Cy, Lig, 7, PK, x): The CS receives an emergency trigger message from
PSAP as Eryigger = {Lg||Et||7:} where E; is the emergency occurrence time, and 7; is the
time interval within which ERs’ data requests are valid. The CS also receives a request
from an ER consisting of {6||£,.(Li4||Ef||n)} from which the server uses 6 to generate the
shared key k and decrypts &.(Liq|| E}||n). The CS checks if E] € 7; and retrieves data. Note
that time intervals could be defined by the authorities considering the maximum response
time of ERs. Afterwards, the CS checks whether L;;() S’ # (). If the check passes, the CS

modifies (5 in order to incorporate the time attribute to the ciphertext as

C’é _ gé w RY/(@+Hg(Lidllme|m) (5.7)

The CS sends back to the ER the new ciphertext Cye, = (57, D, Cy, Cy, CY, Cs).

GPS-KGen(SK,, PK,S',7;): This algorithm is done by the GPS component. The
user sends S’ and 7; to the GPS. The GPS will check whether S(S" # 0 and E] € 7.
If the checks pass, the GPS picks the corresponding A7, Vj € S[)S’, and generates a

one-time key.

SK& — RH&(LidHTtHn) X Rxhgugg/ H h;“, (58)
je{sSN s’}

and sends it to the user. Note that in the time interval 7;, the shared key k is valid. Here,
for every new S’, the GPS generates a new 1,,c,, = Hi(7,4). This changes the value of SK)

for the new 9.
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Decrypt(PK,C,SK,,S’,S,D): The user extracts K as follows,

= %,wh&re (5.9)
K = 6(01, SKl X H SK@j) X €<Cg, SKQ), (510)
v;, ;€D
K e(g[(; < 11 SK;I,C;) x e<SK3,03>. (5.11)
j1es’

Correctness: We check that decryption recovers the correct value of K,

K =e(agat > TT 155) e TT B = o TT 1 61)

v €D VijeD jes’

:e<gf,q°‘> xe(gl,/lx H T”> " x </1 H Tm,gl> !

vi,j €D Vi,jeD

=e(g1,9)™" (5.12)

And,

SK! x H S[(j/_1 — RHx(Liallrelln) Rxhg“g‘;' H h;u % H h;;t
J1€8’ je{SN s’} J1€SN\{SN S’}

— RO Laallnlin+) go’ (o TT by (5.13)

jes’
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Plugging (5.13) into (5.11) gives us

K" —e ( Rk Lidllmll)+2) Rl/(x+Hk(Lid||an>>> x

e(g5, gh) X 6<(ho 11 hj)”“,gé) X

jes’

e (4 TT Ty (o [T 1))

Vi,jeD jes’

=e(R, R) x (g2, 92)" X e((ho H hy), g2)

jes’

=e(R, R) X e(ga, gg)to‘/, (5.14)

Plugging (5.12) and (5.14) into (5.9) results in (5.15) as required.

K=Y xY] (5.15)

Fig 5.3 illustrates the message (shown by arrows) exchange paradigm among ER,,
GPS, CS, and PSAP. Note that messages exchanged from 2 to 4 are assumed to be in the
same time interval 7;. As Fig 5.3 illustrates, an ER and the CS receive their corresponding
emergency trigger message. The ER gets its location from the GPS component (messages 1-
2), and forms a query to retrieve data (message 3). Note that this query should also contain
the information that points to data belonging to a DO (e.g., a pseudonym UIDpo). Note
that this information is merely a pseudonym and does not violate the privacy of a DO.
This information is obtained using our proposed scheme in Chapter 4. After receiving the
data response (message 4), the ER extracts S, 7; and sends them to the GPS component
(message 5). It generates the one-time key SK) and sends it back to the ER (message 6).
Finally, the ER decrypts the ciphertext.

5.5.2 Updating Ciphertext

In our construction, the purpose of updating ciphertext is to change the access policy.

An access policy is comprised of a subset of locations and a subset of static attributes.
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Figure 5.3: Message exchange paradigm

Alteration in either one of the subsets, changes access privileges. Note that DOs have

control over their information and in defining and updating the authorization set. However,

this task can be delegated to their smartphones to automate the process. In this regard,

if a DO moves out of his preferred location set, it will update the ciphertext.

For example, if a DO defines an access policy as D = {va 3,049, ...,063}, and he wants

to remove vy and add vg;, the updating massage will be Cypaating =

{ Dnew, Tys5 x T8S,1}

which will be sent to the CS. Then, the CS modifies the corresponding record as follows:

Csnew = C3 X T[j X Tgy. Note that changing the location set is done following the same

procedure.
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5.5.3 Outsourcing Partial Decryption

Outsourcing decryption has been used in many works to transfer the heavy burden of
pairing computation to one or several powerful servers. However, it is important that
the server does not learn any information about the private key or the message during
the partial decryption process. Notice that the decryption algorithm requires D and S’
in order to proceed. Here, those sets can be acquired using a round of communication

between an E'R, and the CS. Consider the following suppositions:

SKy x [ SKi; = A, (5.16)
v; ;€D

SK, = B, (5.17)

SKy=C, (5.18)

SK, x |[ SKj, = D. (5.19)
j1es’

Then, the ER chooses a random number § € Zy and instead of message (3) in Fig
5.3 sends {A°||B°||C°||D°||Lgr,|10]1€' (7:||n)||UIDpo} to the CS. The server computes the

following

K, = e(Clu Aé) X 6(037 B6> = KI(;? (520)

new

and,

K! =e(D° C) xe(C°,C3) = K", (5.21)

new

and sends K/ x K. back to the ER. The user computes (5.22) and decrypts the message.

new new

N (5.22)
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5.6 Security Analysis of LA-CP-ABE

In this section, we will analyze the security of the LA-CP-ABE scheme. We will first
discuss some security points of the proposed scheme. Then, we prove that the proposed

authorization scheme is selectively secure under the m—BDHE assumption.

The ER and an observer of the message (3) in Fig 5.3 cannot undetectably manipu-
late &, (Liql|m¢||n) since it is protected using the AES symmetric encryption scheme. The
symmetric shared key is computed using SKy and a random number. Recall that SK|
was securely transferred to the GPS. Moreover, the random number is changed for every
location query which causes the shared key to change accordingly. Therefore, an ER can-
not bypass a GPS to generate legitimate data queries himself/herself. In addition, the CS
ensures that the message has been generated by GPS and proceeds with the algorithm.

In addition, the secure GPS of a smartphone computes the session private key SK
by which the message can be decrypted. Note that only if the location and time interval
attributes of the ciphertext match the ones in the SK}, will the e(R, R) component be
eliminated. Otherwise, it would have some unknown exponent which causes the decryption

to fail. In this case, such data is filtered and considered irrelevant to the ongoing situation.

Furthermore, an ER should not be able to extract the private key element SK, of its
GPS to be able to bypass it. To mitigate that, a new unique 7, = Hy(1014) is computed
for each new set of locations S’ (message (5) in Figure 5.3). In this case, the queries
from the ER to the GPS result in random looking varied values. Figure 5.4 illustrates key
query /response when S’ C S is assumed and the queries are in the same time interval and
at the same location (i.e., k is fixed). Even under such assumptions, the ER is not able to

extract X = R*hyg3 or h; € Q; \ Q. In Figure 5.4, hi* or hy* cannot be extracted from
SKZL’2
SKZL’1

SKj 4
SKj 4

or respectively since 7 is changing for each new Q;; therefore, RHxFiallnelln) ig
changing for respective queries. Notice that the GPS cannot extract g5 since it has been
blinded using R*. And, since they are orthogonal to each other (5.1), this obfuscating

element will be cancelled in the pairing computation in the decryption process.
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Figure 5.4: Key query/response between an ER and GPS

The proposed scheme calculates a session key from the term 6 to prevent a replay
attack. In this regard, the decryption key is valid for a certain location area and within a
single time interval. This also is an important factor to consider for addressing our new
threat model. For example, if an ER receives a private key for some data associated with
a certain location area and time interval 7, then the user should not be able to decrypt
the data for the same location within another time interval 7,,,. In this case, our access
model is superior to the Break-the-Glass model. Recall that in that concept, the master
key always decrypts the corresponding ciphertext. Our scheme restricts data access based
on the time and location of an emergency by which irrelevant data is filtered and a higher
level of privacy is provided. Besides, considering the proposed scheme, both the CS and
DOs are involved in the authorization process. This decreases the risk of privacy breach if

the server turns malicious.

We integrated BE with CP-ABE to incorporate the location attribute in an access
policy. In this case, using BE implies a (1,n)—threshold access structure meaning that

possessing private keys corresponding merely to one location attribute leads to successful
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decryption of the message. Observe that if a DO has included his/her home and work
location areas (e.g. L1, Lo respectively) in the ciphertext, an ER who is visiting either one
of the Associated areas (e.g. AAp,) can generate the proper private key to decrypt his/her
data even if the DO is currently located at the other location (L, in this example). This can
be avoided by updating the ciphertext by the DO upon leaving the home location area.
Here, there is a trade-off between the ciphertext updating computation/communication
costs and data filtering accuracy: the bigger the size of S”, the smaller the data filtering

accuracy. We will further demonstrate such costs in Section 5.7.

In addition, to decrease the probability of privacy breach, we can incorporate an Audit-
trail technique to log all of the activities, which can be used to spot unauthorized data
access [155]. Here, this process should be operated and managed by a trusted party to

avoid collusion or illegitimate modifications to the log.

Moreover, the CS cannot learn anything from the outsourcing computations since the
components are blinded by the exponent . Finally, we also avoid the key escrow problem,
since we use two separate KGAs to generate secret keys of the system. Note that setup
algorithms in both KGAs receive the same description of (G,Gr,e). One of the KGAs
generates the private keys corresponding to location attribute, and the other one for the
static attributes. Therefore, there is no single key generating authority that can decrypt

all messages. Here, we assume that KGAs do not collude with each other.

We prove our LA-CP-ABE scheme is selectively secure based on the decisional m —
BDHE assumption. Note that if BDHE is assumed to be hard in the subgroups G, and G,,,
then it can be assumed to be hard in the composite order group G as well. We follow the
selective CPA security game in which we assume that an attacker A wins the game with
advantage €. (It is worth mentioning that we can also achieve CCA security as well using
well-known methods used in [156, 157].) We construct an algorithm B that uses A to break
the m — BDHE assumption with the advantage of at least €. The m — BDHE challenger

generates two problem instances as below.

For the subgroup G,,, the instance is comprised of ¢gf and the set (5.23) where m =

[ x |V;|4+ |ERs| is the number of attributes times the size of their value set plus the number
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of ERs in the system. Suppose |V;| = v is the same for all of the attributes. For the
subgroup G,,, the instance is comprised of g§ and the set (5.24) where m’ = n + |ERs| is

the size the location set in the system plus the number of ERs in the system.

a2 a™ am+2 a2m m
(91,95 0\, s g™ g gl 2)) € GP x Gy, (5.23)

b2 bm/ bm/+2 b2m/ m/
(92,95, 95 )1 oos g g8 g Zo) € G X Gy, (5.24)

Suppose that the challenger selects p €g {0,1} and p’ €r {0,1} (the two selections
are independent of one another). If p = 0 = p/, then 7; = e(gl,gl)camﬂ, and Zy =
e(go, gz)clbmlﬂ. Otherwise, if p = 1 = p/, then Z; and Z5 are random elements of Gr,,, Gr,
respectively. The challenger gives the two m — BDH FE instances to B. Consider the game

between B and the adversary A as follows:
Initialization: A commits to sets D C [1,m — |ERs|] and S" C [1,m’ — |ERs||.

Setup: B generates ¢ = {uy, uz, us, Yo, -, Ym > ¢ = {u}, Y45 -, Yoy } £ Zy. Note that
we allocate {y1,...,ys} to A1, {Yui1,-.-, Y20} to Ay, etc. In other words, suppose there is
map function p(i,j) = (i = 1)v+j € [I,m — |[ERs|] for 1 <i <land 1 < j <wv. This

function is used to assign a number in [1,m — |[ERs|] to T; ;. Then, B sets

q g1 5.25
R+ g 5.26
A g 5.27

Ty for  pli,j) €D

Yp(i gy Faf D)

Tij < 9 for p(i,j) € [1,m — [ERs||\ D 5.29
ho gL 5.30
hi < g2§ for ies 5.31

e N e e T T T
ot
[\
oo

—_ — —  — Y~~~

ot
w
[\

h; gQHbi for ie[l,m]\S
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m+1

Note that Ag = A € D is always true. Formally, B sets a <+ yous X a and

o < yhu! x b™*1 Thus, public parameters are

PK = {917 q, R? A7 €<g17 q)a’ €(R, R)a {Tli,j}ie[l,l},je[l,v]ag% 6(927 g2)a/7 hOv h17 ceny hna } (533)

where e(g1,¢)® and e(gs, g2)* can be computed as

m—+1

e(gi,q)* = e(g" ., (g})")¥" = e(gy, gyr)rems ", (5.34)

and,

/

6(92792)a = e(gé’m ,93)“'1 = 6(92,92)1/1“”1 H- (5-35)

B sends PK to A.

Private Key Queries: A is allowed to query the private key only for the attributes
that were not included in either D or S’ except A and hg. We first generate the keys

associated with G?>™ x Gy, , and then for the other instance. B generates 2’ il Zyx and
»P1 g u

m+1—u

formally sets r;, = 2, — uia . For each ER, we personalize the default attributes as

follows: A, = g¥"*" = (g¢" )%, h,o = gl = (g8")¥h. Tt outputs,

SK, = {SKO — H\(ER,)", (5.36)

_aAr _ uiugyoa™t! Zusyoat —uiugyoa™ a2l ugyoa®
SKy1=q" A =gy X g1 =0g1" )
’ . p(5:9) !

J— Tu (yﬂ(la])+a‘ )Tu

SKy pi5) = ng =0

Wp(i ) +aP B (2h, —uruzyoa™T1—¥)

for p(i,j) € [L,m —|ERs|]\ D,

SKu,Q = gl_ru}'
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For the instance associated with G*™ x Gryp,, B generates z,,x Lz ~ and formally

sets r, = 2z, — u’lbm/“_". It outputs the corresponding elements of the secret key as follows

SKy = {SKus = 9™ (5.37)
S, = i = g for e fnd {s{Js.
SKy4 = Rwh%g? = g% x gguygbu—ygu’lbm’+1bu—u y ggéullbm'-&-l _ g?”g;uyé’bu,
KL =hp =g for e (S} (57))

Remarks: The tricky part is to simulate the SK, ; and SK, 4 values since they include

+1 '4+1 .
and ¢g5" " respectively. These terms are unknown to B. However,

terms of the form ¢¢"
notice that these terms in the exponent are cancelled out which makes SK, ; and SK, 4
computable for B. In addition, the distribution of the private key is identical to that of

the original scheme.

Challenge: A chooses a subset D* C D,S* C S’, two messages My, M; and sends

them to B. B chooses 1 €g {0,1}, computes the ciphertext as below, and sends the result
to A.

K = Z["sw x Z40 (5.38)
0 ={Ci = §M,),Ci = 67.C5 = g5 (5.39)
Cv;)k = (A H EJ)C X (ho H hj)c/ — <g?1JOu3 H g:ll/P(L:J))C < (ggo H ggj)c/
Vi,jeD* jes* v jep* jesr

CYOUS [ N\ Dov, o rx Yp(ir dyb s o T
= (g (g ) x (g5 (g5 Do ) )

Notice that B is able to calculate the challenge from the instances as shown above.
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CS-encrypt, GPS-KGen: We use the random oracle model instantiated with HMAC
to output the required randomness for the two algorithms.

Guess: Finally, A outputs a bit ¢/ € {0,1}. B outputs 1 if yu = ¢’ and 0 otherwise.

Notice that if Z; = e(gy, 1) and Z, = e(gQ,gg)clbm/H, then C* is a valid challenge
ciphertext associated with D* S*. Therefore, A has advantage ¢. Since m—BDHE is

known to be a hard problem, the advantage € is negligible. Then, we have the following,

C/bm/+1:|

Pr[B — 1|7, = e(glagl)caerl» Zy = e(g2, 92) = (5.40)

m-+1 )C/bm,-ﬁ—l} 1

PI'[,LL = :u/|Zl - 6(91791)6(z 722 = 6(92792 = 5 + €.

Otherwise, three other cases may occur; first, both Z; € Gypp, and Z; € Gy, are
random elements; second and third, either one of them is a random element. In all of
those cases, A has no advantage to distinguish the ciphertext generated for M, from the
ciphertext generated for M;. This is because all parts of the ciphertext have the same
distribution in either p = 0 or 4 = 1. Therefore, Pr[B — 0|Z; and Z, are random] =
Pr[B — 0Z; or Z, are random] = O

5.
Note that since z and uy € Zy are chosen uniformly at random, and g; € G),, then,
912" = R” reveals nothing about the value of usxz modulo 7. In other words, usz modulo
r is uniformly random. Therefore, in the view of an attacker, the corresponding key is

well-distributed. Another underlying assumption is that breaking the symmetric cipher

(e.g., AES) is intractable.

5.7 Performance Analysis of LA-CP-ABE

In this section, we discuss some significant features of our LA-CP-ABE scheme with re-
gards to the emergency response application. In addition, we analyze computation and
communication complexities, storage requirements, and delay. Concerning with CP-ABE
schemes, our focus is merely on the constant ciphertext-size and a constant number of

pairings in the decryption process.
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Table 5.1 presents a comprehensive comparison among state-of-the-art CP-ABE pro-
tocols. In this table, nyy is the number of attributes in the universe, l45 is the number
of attributes included in an access policy, t4, is the threshold value for which an access
policy will be satisfied, v is the number of values associated with an attribute, W is the
number of attributes that a user possesses, dg4.y number of default attributes in the sys-
tem, AND, — % means AND gate with positive, negative, and wildcards, AND,,,* means
AND gate with multivalues and wildcards, and 7, j are the numbers of added and removed

attributes respectively to the ciphertext.

In Table 5.1, ciphertext size is constant in all of the schemes regardless of the number
of attributes in the access policy. In addition, the table shows that the ciphertext contains
an element of the target group Gr for all schemes except the works [158, 159] and ours.
We used such an element as the secret key to a symmetric encryption scheme ¢’ (e.g., AES)

to increase computation efficiency.

Besides, based on Table 5.1, computation complexity for all of the schemes is constant
in terms of the number of pairing computations. In this case, our scheme is more efficient
than others, since we delegated such heavy burden to a powerful server. Notice that our
outsourced decryption scheme requires merely 4 pairing operations on the server side. On
the other hand, our decryption computation complexity is comprised of (4 + |S” 4+ D)
multiplications in G and 1 exponentiation plus 1 multiplication in the target group G on
the user side. This is important considering the emergency response application. It can
be shown that the delay corresponding to pairing computations is much higher than group
arithmetic operations. Table 5.2 indicates the difference in computation delay between
bilinear group multiplication/pairing with 80-bit security and AES encryption with 128-
bit security. The numbers were extracted from the works in [164, 165, 166]. The first three
rows show the timing costs for resource constrained devices, and the last one illustrates a
more powerful computer. Observe that even in resource constrained devices, as long as the
computation complexity remains constant especially for pairing calculations, the respective
schemes are still feasible. However, the advantage of our scheme is the use of AES instead

of multiplication of the message with a key (e.g., e(X, X)* € G7) which results in higher
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Table 5.2: Time costs comparison

Platform Time
Multiplication-80bit MSP430 TelosB 8MHz  0.001ms
Pairing-80bit MSP430 TelosB 8MHz 1.27s
AES-128 ATmegal28 16MHz  160Kbit /s
AES-128 AMDG64 2.194GHz 198Mbit /s

efficiency even on resource constrained devices.

Comparing the two columns for private key size and access structure in Table 5.1 shows
an interesting conclusion which is the fact that constant private key size results in a very
limited access structure (ng4, nay)—Threshold. In this case, although a user might have
several attributes, there is only one combination that enables him to decrypt a ciphertext.
In other words, the attributes and their values used in the ciphertext should perfectly
match the ones in a user’s private key. On the contrary, an AND-gate access structure
provides a more flexible and expressive access policy at the cost of greater private key size.
In this case, the storage requirement for a user demands higher capacity. Our scheme uses

multivalued AND-gates.

In addition, Table 5.1 shows that all the schemes are able to update the ciphertext us-
ing the same technique as ours except [159]. Note that those schemes did not present the
procedure with which a ciphertext can be updated. The scheme [159] requires to contact a
server in order to get the hashed value of the new authorized attribute list and update the
aggregated group element in the ciphertext. In fact, to update a ciphertext, that scheme
substitutes two out of three elements of the ciphertext whereas others merely modify exist-
ing element(s) by multiplication as shown in Section 5.5.2. The cost of updating ciphertext
is similar for all of the schemes except [157, 160] for which two elements of the ciphertext
should be modified. Note that the communication cost of updating a ciphertext does not
depend on the number of attributes. This is a key advantage especially in situations where

users often change their locations.

Furthermore, the key distinction among the schemes in Table 5.1 is the ability to in-
corporate dynamic attributes (i.e., location and time). Our scheme uses BE to incorporate

the location attribute to ciphertext at the DO’s side, and a server incorporates the time
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Weekdays [Home ]—)[ School ]—)[ Work J—)[ School ]—)[ Home ]—t—)[ Gym ]
[ Home ]<*—[ Activity 2 ]&[ Activity 1 ]<—**
Saturday [ Home ]—t—)[ Adventure 1 ]—ﬂ-)[ Adventure 2 H School J

Sunday [ Home ]—)[Grocery ]L>[ Activity 3 ]i{ Park ]L)@
[ Home J<*—[ Cinema ](i

Figure 5.5: Movement trajectory scenario per week

attribute to complete the requirement. None of the other schemes in Table 5.1 is able to

incorporate dynamic attributes.

Utilizing BE decreases the updating frequency which results in a higher degree of com-
putation and communication efficiency. Suppose there are two individuals Alice and Bob
who have the same life style meaning that their movements during a week is similar. Figure
5.5 illustrates such a scenario in which weekdays and the weekend are shown separately.
In this figure, boxes are locations and it is assumed that each box is in a distinct location
area. This implies that, for instance from Home to School, a DO needs to update the

ciphertext.

Assume that the preferred location sets of Alice and Bob are S%;,.. = { Home, School,

lice
Work, Grocery store} and S%,, = {0} respectively. Therefore, if Alice moves from one
location to another in her set, no updating is necessary. Note that in this case S’ = S”.
In addition, if she moves from a location in the set (e.g., Home) to another one not in
the set (e.g., Gym), she only needs to update the ciphertext by adding Gym to it. The
stars on top of the arrows in Figure 5.5 show when an updating is required for Alice. In
addition, the number of stars shows the total number of group multiplications necessary

for updating the ciphertext. Unlike Alice, Bob needs to update his data for each one of his

movements.
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Figure 5.6: The effect of |S”| on communication and computation costs of updating process

Figure 5.6 illustrates the communication and computation costs of the updating process.
The horizontal axis shows weeks one through three for which we change S’ (recall that
S" = 5" L, ie., the union of the preferred location set and the current location) for
both Alice and Bob. The first set of bars represents the scenario shown in Figure 5.5.
The second set shows the effect of |S%,,| when Bob includes Home and Work into his set.
Finally, the third set of bars shows the costs when Alice includes Gym and Park into her
set, and Bob includes all boxes except the three Activities and the two Adventures. Figure
5.6 shows that increasing |S”| affects computation complexity more than communication
overhead. In this case, the computation complexity and communication overhead of Bob
decreased by approximately 60 and 52 percent respectively per week comparing the first
week with the second and the third respectively. And, Alice was able to decrease her
computation cost by 32 percent and her communication overhead by 8.3 percent per week
from week two to three. It can be concluded that if |S”| increases, the ciphertext updating
costs (i.e., communication and computation costs) decrease. However, it also decreases the
data filtering accuracy. The relationship between data filtering accuracy and |S’|, and n
is shown in (5.41) (for S" = S”). Here, 1 < |S’| < n which indicates that the accuracy is
100% when |S’] = 1 and it drops to 0% when |S’| = n.

n— |5

-1

Accuracy = x 100 (5.41)
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Figure 5.7: Percentage of data filtering accuracy with regards to total number of location
areas n

Table 5.3: Comparison of total computation and communication overhead

e Comnmication Overhead Decryption computation Cost
Ciphertext size  Qutsourcing communication  Public parameter  Secret key size User Outsourced

109 (Gr| +(241g) : (g £ 3667 (240 (34 Xighy +(Uis +20r

I - g+ 1)l6 g4 161 (ng+r, 4 (041G + gy

15 30 16 (g +5)6] 4 6o 4 ntG A +1)6

Ous 36+ i T4 Ligu )6 436r| (64154 Wg G 4[5+ D])6+ 265 &,

Figure 5.7 illustrates the above relationship. For small n, the percentage of data filtering
accuracy drops very fast if |S'| increases. However, when n increases, the accuracy is higher
for the same |S’|. For example, comparing n = 10 and n = 200 indicates that for |S’| = 10

the accuracy rises from 0 to 95.5% respectively.

The proposed access/threat model is also advantageous in the sense that it decreases
the computation and communication burden on the CS in critical situations. Note that
the CS first checks that the location of an ER and the time interval within which a data
request has occurred (refer to Figure 5.3) are legitimate. Without this prior step, the CS

would retrieve, process, and transfer data to the ER.

Table 5.3 compares our scheme with three other works [109, 158, 159] in more detail.
In [109], Mypqe is the maximum size of allowed attributes associated with ciphertext. The

works [109, 158] are broadcast CP-ABE schemes in which explicit receivers are also specified
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within the ciphertext using their identities. The work [159] uses attribute ranges and
relations to provide a flexible access policy for CP-ABE. As Table 5.3 indicates, the scheme
[109] has better access policy expressiveness in comparison with other works. However, this
has an effect on its ciphertext size which is proportional to the number of attributes in the
access policy. Other protocols offer constant ciphertext size. In particular, the scheme [158]
offers ciphertext size very close to ours. Both of the schemes use a symmetric encryption

algorithm to encrypt a message using an element in the target group as the secret key.

The work [159] also offers constant ciphertext size, and has the best secret key size
among others. The reason lies in the (144, ne ) —threshold access structure which brings
about a very restrictive access policy. In this case, one can argue that since more storage
is easily obtainable and cheap to provide, it is better to offer higher access policy ex-
pressiveness and still keep the ciphertext size and decryption computation constant which
evidently our scheme offers. Comparing outsourcing communication overhead shows that
our scheme is less efficient by a factor of two extra group elements than [159]. However,
with such extra elements, our decryption computation overhead on the user side is re-
leased from pairing computation. This significantly increases the efficiency of our scheme.
To show how big the difference is between group multiplication/exponentiation and pair-
ing computations, as one benchmark, using the BN256 curve with the RELIC library on a
modern PC, pairing computation delay is approximately 8.22ms while modular multipli-
cation requires 0.0034ms [167]. This means that the corresponding delay of approximately
2417 group multiplications equals one pairing operation. This was also shown for resource
constrained devices in Table 5.2 in which pairing computation for 80-bit security is pro-
portional to approximately 1.27 x 10% group multiplications. Considering the fact that a
smartphone lacks powerful resources in comparison with a server, outsourcing such a heavy
burden to a more powerful entity increases computation efficiency and decreases decryption
delay drastically. In this regard, our scheme outperforms [159]. In terms of computation
complexity, the schemes [109] and [158] are inefficient in comparison to ours as a result of
the linear relationship between pairing computations and the number of attributes in the

access policy/system.
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Concerning the delay requirements, the schemes [109] and [158] in comparison with our
scheme and [159] have an advantage which can affect computation delay significantly. In
this case, the former schemes compute pairings over prime-order groups while the latter
ones are based on composite-order groups. Freeman [168] showed that the cost of a Tate
pairing computation in composite-order groups on a 1024-bit supersingular curve is 50
times slower than a Tate pairing on a 170-bit MNT curve in prime-order groups. Freeman
also showed that pairing computation on a modern PC is done in approximately 150ms on
a supersingular curve with G C E(F,) ~ 1024 bits and Gy C 2 ~ 2048 bits. Using this
benchmark, since our outsourced computations require merely 4 pairings, this results in
approximately 0.6 seconds of computation delay. Compared to our scheme, the decryption
process in [109] and [158] imposes (3 + 2l45) and (2ng + 1) pairings where l45 and ng
are the number of attributes in the access policy and in the system respectively. A naive
comparison shows that those schemes with (45 = ng = 100 impose the same delay as our

scheme.

In order to decrease the computation delay, [168, 169] proposed efficient ways to convert
composite-order bilinear groups to prime order groups and yet keep the orthogonality
property. Freeman [168] proposed to use two groups of the same prime-order (e.g. log, p =
256) and an asymmetric bilinear map to provide the orthogonality feature of composite-
order (e.g. log, N = 3072) groups in prime-order groups. Then, Lewko [169] provided a
generic conversion using Dual Pairing Vector Space (DPVS). However, this method has a
drawback in which instead of one paring in a composite-order group of n,, primes, it needs
2n,, pairings in prime-order groups. Using this conversion for our scheme for which we used
a composite-order group comprised of 2 primes, we need 4 pairings in prime-order groups
for every single pairing originally. Considering our decryption process which requires 4
pairing calculations, the prime-order conversion of our scheme requires 16 pairings for such
a process. Using Freeman’s benchmark in which prime-order pairing computation imposes
a 3ms delay, pairing computation in the decryption process is performed in approximately
50ms. In comparison with [109] and [158], assuming 45 = ng = 8 attributes for those
schemes, the computation delay is similar to ours. However, such system parameters are

very limited which highlights the effectiveness of our scheme.
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Table 5.4: Comparison of computation delay for prime-order and composite-order groups

Curve/Pairing log,n Pairing Exponentiation in G; Exponentiation in Go Exponentiation in Gr
BN256/Ate 256 5.05 0.55 1.91 5.16
Supersingular/Tate 3072  1276.3 556.9 - 174.88

Table 5.4 shows the computation delay comparison between prime-order on a BN256
curve using Ate paring and composite-order with two primes on a supersingular curve using
Tate pairing on a 2.6 GHz Intel Celeron 64 bit PC with 1 GB RAM (data extracted from
[170]). The table shows the efficiency of such a conversion in terms of computation delay

for 128-bit security. The delays are in milliseconds.

5.8 Conclusion

In an emergency, ERs require accurate, timely, and location-aware information. Acquiring
such information encounters substantial challenges, among which filtering a large volume
of data, privacy, and authorized access have received little attention. To jointly address
the aforementioned challenges, this work proposed a location-aware access authorization
scheme for emergency response. We integrated BE with CP-ABE to incorporate dynamic
attributes (i.e., location and time) into an access policy. The LA-CP-ABE scheme ensures
that an authorized ER is able to retrieve relevant, timely, and location-aware information.
The performance analysis of LA-CP-ABE indicates the efficiency and effectiveness of the
scheme in comparison with state-of-the-art fine-grained authorization schemes. Our scheme
imposes constant decryption computation complexity and communication overhead. The
use of BE for incorporating the location attribute decreases the communication cost of
the updating process. However, there is a trade-off between the updating communication
cost and accuracy of data. In this case, the large size of S” > 1 implies a lower updating
cost requirement which may lead to lower location-accurate data. In terms of security, the
proposed scheme is CCA-selective secure based on the m—BDHE assumption and addresses

the key escrow problem.
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Chapter 6

Trust Solution Framework in Smart

Emergency Management

6.1 Introduction

The advent of Social Media Networks (SMNs), the [oT, Smart Grid, and ITS is creating a
hyper-connected world where people are always connected and millions of physical things
are connected, accessible, and controllable through the Internet [149]. The interaction
between these connected entities creates a wealth of data that can be leveraged to realize
smart cities, where citizens are engaged, and resources and services are reliably delivered
and efficiently used. One of the major beneficiaries of this wealth of data is the public
safety sector [3, 34]. By employing smart mobile devices and wireless Internet access,
emergency responders can access this wealth of data at any time and in any location.
This can help them achieve high levels of situational awareness during an emergency.
Nonetheless, this virtue is only achieved when data is accurate, relevant, reliable, and
timely. Unfortunately, often times, some of these features might be missing. For instance,
existing emergency reporting systems (i.e., 9-1-1 call centres) suffer from high percentages
of false emergency reports (i.e., false alarms) that can be as high as 20% of the total call
volume [171]. Because an emergency report cannot be easily discredited or ignored, these

false alarms end up draining valuable resources. In a hyper-connected world, this will be
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more challenging thanks to the countless number of automatic emergency reports (e.g.

Smart Grid sensors, Autonomous Vehicles sensors, [oT sensors, etc.).

The preceding problem may even be magnified considering intentionally generated false
notifications. Notice that the hyper-connected world offers high connectivity, accessibility,
and information availability. This also suggests that intruders and adversaries could also
gain access to that enormous interconnected Internet, compromise a number of nodes,
and generate intentionally malicious emergency calls/notifications. Generally, a node is an
entity in the hyper-connected world such as a person in social media or a sensor in a smart

building.

Besides the false notifications, during an emergency, the situation is harsh and dynamic
which negatively affects most data sources (e.g., sensors and people), generated data, and
transmission of the data. For instance, sensors may malfunction due to high temperature
while humans may undergo high levels of stress, which may influence their ability to ac-
curately report their observations [5]. In addition, the threat of malicious activities with
regards to data such as data tampering and false data generation is still viable during
this time. Therefore, the large volume of data that is generated and shared in the hyper-
connected world contains many uncertainties. Moreover, accessing such a volume of data

(i.e., raw data) is likely to overwhelm emergency responders.

6.1.1 Actionable Information

In order for emergency responders to fully benefit from the wealth of raw data generated
by the hyper-connected world, the raw data should go through various processes and
verifications. Such a step is to filter the large volume of data, reducing its uncertainties, and
processing it to conform to the requirements of emergency response. The outcome of this
step is actionable information used for planning and carrying out emergency operations.
This information is accurate, context-aware, reliable, and timely [172]. Automating the
extraction of actionable information from a wealth of raw data will give birth to the era
of Smart Emergency Response (SER). For example, rumours and speculations regarding

an emergency incident should be filtered-out from social media feeds. In addition, the
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accuracy of raw sensory data should be verified, and the data should be processed in the
context of the ongoing emergency. Data integrity should also be checked as it is transferred

through various communication links, some of which may be insecure.

Distributed Decision

Making Tools
Internet of Things 9 A ob e
’ Central Decision
Intelligent Transportation Making Tool
System <
N \ 7 ® : ‘ .

Smart Buildings ‘

Social Media

@ Actionable
) Information

Autonomous Vehicles

— 1

Figure 6.1: A Conceptual model for deriving actionable information in SER

A conceptual model for deriving actionable information is illustrated in Figure 6.1.
Here, raw data comes from the elements of the hyper-connected world, traverses the com-
munication links through one or many distributed Decision Making Tools (DMTs), and
feeds into a centralized DMT. The distributed DMTs may be comprised of several distinct
data processing and filtering units. Examples of such processes are predefined protocols for
emergency operations and standard procedures with which an emergency should be han-
dled. The outcome of the model is actionable information. While emergency responders

are interested in actionable information, they can also have access to the outcome of the

distributed DMTs.

6.1.2 Trust Modeling and Evaluation

Trust modeling and evaluation can be used as a key preliminary filtering tool in DMTs.
In SER, trust is defined as a value that reflects the belief or confidence or expectation
on the honesty, integrity, ability, availability, and quality of service/information of target

nodes future activity /behavior [173]. For example, the opinion of a subject matter expert
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regarding an incident is more trustworthy than a random person who states his/her opinion

about the same situation.

Employing trust modeling and evaluation has several advantages. First, trust filters
large amounts of raw data to a fraction of higher value and quality data. In a smart city
where several disjoint sensors may sense the same event, trust can help reduce the number of
relayed messages. In addition, at the relaying nodes, trust can be used as a priority measure
by which higher-trusted packets can be transmitted first. Second, it reduces the risk factors
involved in emergency response operations such as poor situational awareness. Third,
trust reduces the cost of operations by detecting false/inaccurate notifications/data, i.e.,
improving the operational efficiency. Last but not least, establishing trusted relationships
among individuals and governmental agencies lowers privacy concerns which may result in
increasing data availability. Privacy concern is a significant reason for withholding critical
data such as health records. Here, the higher the trust between two entities, the lower

becomes the privacy concern.

In the context of SER, trust modeling and evaluation are challenging. Trust is a highly
subjective matter [174]. In order to effectively employ trust, the context and dynamics
of an emergency, the corresponding influential factors, and the viewpoints of emergency
responders in interpreting raw data should be translated into trust modeling. In addition,
the heterogeneity of data sources confines the construction of a unified trust computation
model. Furthermore, since the criticality of an emergency heightens the significance of
delay in data retrieval and processing, trust evaluation on raw data should be done in
real-time. Consequently, trust evaluation should not need powerful processing machines.
Rather, resource constrained devices (smartphones and tablets) should be adequate. Fi-
nally, privacy concerns blind trust evaluations by increasing the inaccuracy ratio within
the process. This is because the complete set of required data may not be available for

trust evaluations.

In this chapter, we lay the integral foundations for employing the concept of trust in
SER. To accomplish that, taking the definition of trust and response into consideration,

this chapter unveils the need to develop trust in a broader context of Smart Emergency
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Management (SEM). More importantly, we introduce a novel solution framework, which
shows where and when trust modeling and evaluation should be employed in SEM. The
proposed framework perfectly conforms to the phases and requirements of SEM and iden-
tifies its key components that should be taken into consideration in trust modeling and
evaluation. The proposed framework is a well-suited starting point for further research in
this area. The rest of the chapter is organized as follows. Section III presents a brief back-
ground on trust. SEM will be introduced in Section IV and its phases are elaborated. The
key enablers of trust modeling and evaluation will be presented in Section V. The proposed

framework is presented in Section VI and concluding remarks are made in Section VII.

6.2 Background on Trust

Trust has been studied in various domains including Wireless Sensor Networks (WSNs),
Mobile Ad Hoc Networks (MANETS) [173], and SMNs [175]. For every application domain,
trust has been defined differently to reflect its implications on that particular domain. For
instance, in WSNs trust is defined as a means to evaluate the quality of information. In
SMNs, it is used to assess the credibility of the posts regarding an event or a topic. In
other applications, it has been used as a subjective probability that an entity conforms to

the rules and behaves as expected [176].

Trust computation, propagation, and prediction are called trust dynamics, and they
are the foundation of trust modeling and evaluation [176]. In order to evaluate trust on a
target node (we call it a subject), a computational model is required. In general, a model
consists of several weighted factors extracted from the subjects actions and attributes that
affect the trust on that subject. Note that trust is a dynamic phenomenon that changes
with time, experience, and context [174, 176]. Trust propagation enables the nodes in a
network to access the global or local trust values on other nodes in the network. Predicting
the unknown trust value on a node is called trust prediction which can be done using the

trend with which the trust value on that node has changed in a period of time.
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In SER, trust encompasses all aforementioned domains since data is generated by vari-
ous sources (sensors and humans) and is communicated through different mediums (WSN,
MANET, IoT, etc.). Furthermore, the harsh conditions of an emergency incident may su-
press the capabilities of data sources to generate high value and high quality information.
In addition, such conditions may amplify the criticality of the quality of information and

the sternness on the delay requirements corresponding to data availability.

6.3 Trust in Smart Emergency Management

SER is defined as the immediate coordinated effort, using accurate, timely, reliable, and
context-aware actionable information, to alleviate the influences of an emergency incident
such as loss of life or property [5, 177]. Comparing the definitions of trust and SER indicates
that the preliminary steps toward trust modeling and evaluation have to start at a point
in time well before an incident occurs (i.e., response is required). In fact, to obtain a more
realistic trust value for a subject, one should monitor and study the activity /behaviour of
the subject in a period of time before a trust value could be assigned to that subject. To
this end, a better way of trust modeling and evaluation for an emergency is by providing a
broader concept regarding emergencies to complement SER. This broad concept is Smart
Emergency Management (SEM) which is comprised of four consecutive phases in a time
continuum. These phases are smart emergency prevention, smart emergency preparedness,
SER, and smart emergency recovery. Figure 6.2 illustrates the application of trust in the

four phases of SEM.

The first phase, smart emergency prevention, includes structural and non-structural
protective measures (e.g., constructing floodways and building fire codes) to reduce the
risks of an emergency. In addition, among the elements of the hyper-connected world, for
example; IoTs should be deployed, connected, and tested according to the needs of an
emergency; buildings should become smart with various sensors. In this phase, potential
subjects are identified and trust dynamics are constructed. Moreover, trusted relationships

among various sensors, individuals, demographics, public safety personnel and agencies are
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Figure 6.2: Trust in the four phases of SEM

established. Trusted relationships consolidate coordinated operations and increase data

availability.

The smart emergency preparedness phase emphasises the operational readiness to re-
spond to an emergency and handle its consequences. Such activities include training and
fire drills exercises. For example, the general public should be trained with regards to vari-
ous emergencies (e.g., the way that they should use social media during an emergency, the
keywords they should use, etc.). Through the exercises, trust dynamics and relationships
are used and re-evaluated. The activities in this phase provide valuable feedback for the
prevention phase in order to augment existing plans, protocols, and procedures. The first

two steps recur until an emergency occurs.

At the time of an emergency, the plans and protocols, and the elements of the hyper-

connected world will be put in use to immediately and intelligently respond to the emer-

126



gency. The required data are immediately retrieved and subsequent processes are per-
formed. Here, applying trust evaluation filters-out inaccurate data and uncertainties.
Moreover, the dynamics of an emergency are monitored through the trusted elements

of the hyper-connected world to increase situational awareness for emergency responders.

Finally, smart emergency recovery includes reconstruction of structures, counseling,
and financial assistance, to name a few. In the recovery phase, the advantage and disad-
vantages of data sources, the retrieved data, and the processing and DMTs are studied.
The aftermath reports of an incident will be used to improve the efficiency and effectiveness
of emergency response and reduce risks in future incidents. It can be seen that the four
phases shape a circle in a respected order such that each phase is affected by its preceding

phase and affects its subsequent phase [177].

It is worth stating that the aforementioned four phases need to be taken into consid-
eration separately for every distinct emergency condition. This is because emergencies are
of different types, dynamics, and intensity. Different emergencies imply that the respective
data requirements may also be different. In addition, the variations of emergencies cause
the value of data to change in every emergency. The value of data represents the impact

it makes on the decision making process and the respective emergency operation.

6.4 Enablers of Trust Modeling and Evaluation in SEM

In this section, the key enablers of trust modeling and evaluation are introduced. Those
are role, subject, and event. These enablers provide a realistic perspective of the structure
and the context necessary to construct trust dynamics for SEM. In the following, we will
elaborate some details of the enablers and their inter-relations. We also demonstrate how

the enablers influence trust modeling and evaluation.

6.4.1 Roles

A target node (i.e., a subject) in SEM can take one or all of the following roles: data

generator; data holder; and data consumer. A role declares certain expected actions and
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attributes for its possessor, differentiates the impact of those actions and attributes on the
trust dynamics for a particular emergency, and in general, defines a context for trust dy-
namics. For instance, assume that a multi-functional sensor which measures temperature,
pressure, and gas density in a room, takes the data generator role in a gas leaking incident.
The expected action for this sensor is to generate data representing the density of the gas
in its surrounding environment during the incident. In addition, among the sensors at-
tributes, its proximity to the incident and sensing accuracy level gain higher weights in its
trust computation model than, e.g., its buffer size. On the other hand, if the sensor takes
the data holder role in another incident, the expected action is to store or relay messages
from other sensors in the environment. In this case, its buffer size will have higher impact

on the trust computation model than its sensing accuracy level.

The aforementioned influences of roles on trust modeling and evaluation assert them-
selves through four fundamental trust relationships: Consumer-Generator; Consumer-
Holder; Holder-Generator; and Consumer-Holder—Generator. The dash shows that there
is a bidirectional relationship between two roles and the arrow for the last relationship
illustrates that a holder generates new data using the data it has already stored, thus
becomes a data generator for which a consumer needs to measure trust accordingly. Any
other trust relationship can be narrowed down to these four. These trust relationships
are bidirectional, and in each direction, certain factors are to be considered in the trust

dynamics.

The Consumer-Generator relationship is formed when a direct contact between, for
example, an emergency responder and a patient, occurs in either direction. In this case,
having a realistic trust value in both directions profoundly increases the effectiveness of the
response and lack of it may have devastating consequences. For example, during the 9/11
incident, a structural engineer advised the incident commander in charge of the emergency
operation to evacuate the entire building since it will eventually collapse. However, the
incident commander did not pay attention to the advice and evacuation orders were not

issued until it was too late.

In the hyper-connected world, considering the significant increase in the number and
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accessibility of data generators, the Consumer-Generator relationship is very important.
However, constructing and maintaining this relationship before an emergency and eval-
uating it properly during an emergency are challenging tasks. As the number of data
generators is enormous and their diversity is high, constructing a unified computational
model of trust is difficult. In addition, keeping a global view of the trust values at every
consumer node (e.g., a sensor or a distributed DMT) is highly expensive. It is known that
emergencies are local [3]; thus, a localized view point of trust modeling and evaluating is

a proper starting point.

The Consumer-Holder relationship happens when, for instance, a data retrieval request
is sent to a server or data is relayed through one/many forwarding node(s). In this case, no
additional data processing is done when data is stored/relayed in/by a holder. Note that
a holder can take many shapes; for example, a mobile phone, a cloud server, or a human
observer. Any shape carries a set of attributes for a holder that should be differentiated
in trust modeling and evaluation. This relationship can be extended to Consumer-Holder-
Generator, if trust in the data generator is also of concern. Observe that the holder receives
data from a generator and stores it. In this case, the end-to-end trust evaluation should
consider all the entities between a data generator and a consumer inclusive. The increase
in the length of the chain here magnifies the difficulty of trust evaluation. In this respect,

it would be appealing to have distributed DMTs to evaluate trust en-route.

The Holder-Generator relationship is formed when a data generator transfers data
to a database (either centralized or distributed). As with the previous relationship, the
holder here does not process data. This relationship imposes the least challenges in trust
modeling and evaluation since data transfer of this type occurs mainly before an emergency.
Finally, Consumer-Holder— Generator occurs when a consumer sends a data request to a
holder; however, the holder performs certain processes on the data to generate new data.
For example, in high impact incidents like the Haiti earthquake, several groups of digital
volunteers were formed. Those were experienced individuals who were familiar with the
emergency /disaster response procedures and the incidents surrounding areas. During that

incident, they monitored social media and the dedicated websites for the incident to collect

129



and process data. Then, they sent the newly generated data to respective authorities for

further processing.

6.4.2 Subjects

We define a subject as an entity that plays a role in an event. Subjects include emergency
responders, the general public, sensors, community leaders, physical and digital volunteers,
autonomous vehicles, smart meters, and so forth. A subject possesses a set of attributes
and can participate in various events. Considering trust evaluation of a subject, we should
first assign a role to the subject. A role corresponds to several expected actions and at-
tributes. Note that a complete set of actions and attributes of a subject may be beyond the
role that is taken by the subject. Therefore, at the time of trust modeling and evaluation
for a specific emergency situation, those actions and attributes may outweigh others as
mentioned before. Since emergencies may create harsh environments, capability assess-
ments on various subjects should be done to learn the operational boundaries in which the

subject is to be trusted.

6.4.3 Events

Before, during, and after any typical emergency scenario, several events may take place:
data sensing; data relaying; data processing; and data consuming. Depending on the
scenario, data collection and aggregation may also be included. In addition, data processing
may have other sub-events such as data retrieving. Note that considering the relaying event,
the attributes of a communication link are likely to have an effect on the trust dynamics.
The events are useful assets for problem segmentation, recognizing all of the subjects and
roles involved, and formulating a comprehensive trust modeling and evaluation. Having
particular data at hand is an indicator of the events necessary for the data to be generated
and delivered to a consumer. Therefore, events complement roles as they can be used to

form a complete chain of trust relationships.
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6.5 A Trust Solution Framework for SEM

In this section, we propose a novel solution framework that illustrates when and where the
trust dynamics should be constructed and used in the aforementioned four phases of SEM.
In addition, the barriers to accomplish the outcomes of the trust modeling and evaluation
are identified. The proposed framework appears to be a well-structured projection of the
way that the large volume of data and its uncertainties can be filtered-out using trust.
Before we dive into the demonstration of the framework, and since data is in the center of

SEM, we will first elaborate the different types of data that are available in SEM.

6.5.1 Types of Data in an Emergency

There are two types of data in an emergency; dynamic and static. Dynamic data is changing
as the emergency progresses. Therefore, continuous sampling of dynamic data is required
in order to keep the situational awareness up-to-date. Examples of dynamic data are
any sensory data such as temperature, smoke, pressure, occupants’ location, heart rate of
emergency responders, skin temperature of firefighters, and posts on twitter regarding the
progress of an emergency. Trust in such data plays a crucial role in emergency operations
because dynamic data highlights the dynamics of the emergency and the pace with which it
progresses. Here, trust modeling and evaluation should reflect the effects of such dynamics.
For example, as sensors reach their operational boundaries, the trust in their generated
data should be lowered. On the other hand, static data does not change (or hardly changes)
as the emergency situation continues. Instances of static data are a building’s floor plans,

location of the Knox-box, and location of emergency exits.

6.5.2 Trust Solution Framework for Data Filtering in SEM

The proposed framework is illustrated in Figure 6.3. The framework is emergency specific
in all four phases which means that for a particular emergency scenario, trust model and

evaluation, the value of data and the data sources, the roles, and subjects may vary.
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Figure 6.3: Trust modeling and evaluation framework for SEM

In every emergency, there is a certain reflex time continuum in which from the start
of an emergency to its mitigation, several distinct time slots are distinguished. Each of
the time slots corresponds to a specific set of tasks and information requirements. Putting

trust modeling and evaluation in this context will improve the efficiency and effectiveness

of SEM.

The prevention phase starts with identifying an emergency, the corresponding reflex
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time continuum, and respective information requirements. Then, the enablers of trust
dynamics can be identified. To propose trust computation, propagation, and prediction
models, the data types and value of information, the subjects involved and their roles, the
respective trust relationships, events, and the communication infrastructure through which
data is transferred need to be taken into consideration. Here, the main barriers include

expansive data, human behaviour, security and privacy, and emergency complexity.

The preparedness phase will be launched after the prevention phase in the form of
exercises and training to evaluate the accuracy of trust dynamics and their capability to
fulfil their goals for a particular presumed emergency. Such studies will be provided as
feedback to the prevention phase in order to augment the existing trust dynamics. Then,
in an emergency, trust dynamics will be used to filter the large volume of data and its
uncertainties. Here, the trusted resources are identified from which the required data will be
retrieved. Besides, in the case of other resources for which no trust modeling is available, the
existing trust dynamics that closely model and evaluate them can be used. The barriers of
these two phases include human behavior, computation cost, communication optimization,
real-time data collection, relaying, and processing, and operational costs and scales. After
an emergency, the aftermath reports of the incident will provide valuable feedback to
improve the framework. Among the main improvements is the identification of the new

sources of data for which trust modeling has not been proposed.

For example, for a fire incident, reflex time includes dispatch, turnout, response, access
time, setup, and response plan execution. The dispatch time starts from ignition, and
includes detection and reporting. This time interval continues until the dispatcher learns
about the incident, its causes, location, and determines the required resources and notifies
the response units. Very important data is retrieved and processed during dispatch time,
and in fact, this is the time that false notifications should be identified. Here, the trusted
subjects that have been identified in the prevention and preparedness phases could be
queried to verify the authenticity and legitimacy of the incident. The turnout time is the
amount of time emergency responders take from the notification to the point of response.

The amount of time the responders are en-route until they arrive at the scene is called
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response time. During the response time, the emergency responders require information
regarding, e.g., the surroundings of the emergency location, the emergency exit doors or

routes, floor plans of the building, or map of the area.

Once responders arrive at the scene and the apparatus stops, the access time starts
in which the responders move to the exact location of the emergency. From this point in
time, they require another set of important information among which are the location of
endangered individuals, their health condition, and sensory data. Here, trust evaluation is
required to filter the uncertainties, prioritize the response plan, reduce risk factors and cost
of the operation, reduce response time, and achieve accurate situational awareness. Setup
time is the amount of time required to connect hose lines to fire hydrants and position

ladders. Finally, a response plan is executed.

6.6 Conclusion

SEM is going to be realized using accurate, timely, reliable, and context-aware actionable
information generated by the elements of the hyper-connected world such as IoT. However,
the path towards such a realization is challenging as a large volume of data is generated
by such elements. In addition, many uncertainties are entwined with data or produced by
malicious entities. In this chapter, the concept of trust is introduced as an effective tool to
address the aforementioned challenges. Trust increases situational awareness for emergency
responders and improves the effectiveness of emergency operations. We proposed a novel
framework that illustrates when, where, and how trust dynamics should be constructed
and used in SEM. In addition, the framework identifies the barriers to constructing and

applying trust dynamics in SEM and shows the open areas of research.
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Chapter 7

Conclusion and Future Directions

7.1 Concluding Remarks

PSBNs are going to facilitate interoperability among ERs and provide the means to increase
data availability during an emergency. Unfortunately, in the commercial communications
technologies such as LTE (the leading enabler technology of PSBNs), several security and
privacy vulnerabilities have been detected. Considering the criticality of an emergency
and the strict security and privacy requirements of PSBNs, such vulnerabilities should
be mitigated. On the other hand, in an emergency, accurate, timely, and context and
location-aware information is required. Acquiring such information encounters substantial
challenges among which data availability, filtering a large volume of data, privacy, and

authorized access have received little attention.

To address the aforementioned challenges, the contributions of this thesis are four fold.
First, an efficient algorithm was proposed to address the main vulnerability of the LTE
which is the permanent subscriber’s identity threat. This algorithm uses AES symmetric
encryption along with a secure shuffling technique to permute the preloaded shared keys.
The proposed algorithm was heuristically shown to be secure and comparative performance
evaluation showed its superiority over similar algorithms and well-known public-key encryp-

tion schemes in terms of communication and computation overheads and delay.
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Second, a secure data storage structure along with a privacy-preserving search algo-
rithm was proposed to provide context and location-aware data availability. Security anal-
ysis showed that the scheme is secure against a chosen keyword attack and privacy of DOs
and ERs is preserved. Our search process imposes O(1) delay which is ideal for emergency
situations. Moreover, the scheme offers conjunctive and disjunctive keyword search which
enables the ERs to search for more than one word at a time. This decreases the overall
communication overhead for most cases. Furthermore, the proposed scheme supports dy-
namic movements of DOs in the sense that it enables light-weight updating of the data
entry. In addition, in comparison with the state of the art algorithms the scheme has better

computational complexity and delay.

Third, a location-aware access authorization scheme was proposed to filter out irrelevant
data and provide privacy for DOs and ERs. We integrated BE with CP-ABE to incor-
porate dynamic attributes (i.e., location and time) into an access policy. The proposed
scheme ensures relevant, timely, and location-aware information access authorization. The
performance analysis of the proposed scheme indicates the efficiency and effectiveness of
the scheme in comparison with state-of-the-art fine-grained authorization schemes. In this
case, the scheme imposes constant decryption computation complexity and communication
overhead. The cost of updating ciphertext is decreased by employing BE. However, there
is a trade-off between the updating communication cost and accuracy of data. In this case,
the large size of S” > 1 implies a lower updating cost requirement which may lead to lower
location-accurate data. In terms of security, the proposed scheme is CCA-selective secure

based on the m—BDHE assumption and addresses the key escrow problem.

Fourth, we proposed a framework that facilitates realizing SEM by filtering out a large
volume of data. Since many uncertainties are entwined with data or produced by malicious
entities, the framework uses the concept of trust as an effective tool to filter out the large
volume of data. Trust increases SA for ERs and improves the effectiveness of emergency
operations. Our novel framework illustrates when, where, and how trust dynamics should
be constructed and used in SEM. In addition, the framework identifies the barriers to

constructing and applying trust dynamics in SEM and shows the open areas of research.
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Overall, availability of actionable information is critical for effective emergency re-
sponse. Actionable information is characterized by high accuracy, context and location
awareness, reliability, and timeliness. In addition, using actionable information should
comply with privacy rules and access authorization policies. In this thesis, we proposed
several innovative schemes to provide actionable information availability while respecting

privacy and data access authorization requirements.

7.2 Future Directions

Based on the investigations and findings in this thesis, there are several areas that can be

considered for future research. These areas can be summarized as follows:

e 5G is going to be the future of communications technology in which everything and
everybody is connected and accessible at any time and location. In this regard, the
effect of 5G on public safety communications should be investigated. In addition, the

strict requirements of PSBNs such as security and privacy should be respected.

e Lightweight data availability and access authorization schemes are required with

respect to HG specifications and requirements.

e Data availability is fundamental in effective emergency response. In our scheme, we
used mobile cloud entities to facilitate data access for ERs. Mobile clouds may only
be able to support a limited number of DOs. Thus, this work can be extended by
a novel dynamic and opportunistic memory management scheme to accommodate a

large number of DOs in a certain location area.

e Data access authorization schemes should enable DOs to define their preferred ac-
cess policy. Although our scheme provided such a key requirement, an open area
of research is to propose a novel access authorization scheme that provides constant
computation and communication overheads yet the access policy supports both con-
junctive and disjunctive attributes. Our authorization scheme lacks supporting dis-

junctive attributes.
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e The implementation of the proposed algorithms in real test-beds and investigating the
effects of those algorithms on data availability and achieving high levels of situational

awareness are appealing.

e Our data filtering framework based on trust opens unique and extremely important
and influential areas of research. For example, using the framework, concrete data
filtering schemes are required for various emergency scenarios. This is because every
emergency scenario is different from others and has varied data requirements. This

implies different data sources with different characteristics.
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APPENDIX

Confidence Interval Computation

A Confidence Interval (CI) is used to quantify the uncertainty in any collected sample
of data. It is defined as the estimated range of values within which a generated data
lies with a specified probability. Simulated results such as Route availability, end-to-end
delay, and reliability are measured by taking the mean of a succession of n runs, with
different simulation seeds to ensure that there is no correlation in the presented results.
All simulation runs have the same environment (identical) although they are independent

from each other.

For example, the result for the Buffer Overflow Probability (BOP) is considered. From
the n independent results (i.e., 51, B2, ..., Bn), B; represents the BOP for the defined scenario

from simulation run ¢. The mean of all the simulation measurements is computed as in

(7.1).

SRS

5=

Zﬁz‘- (7.1)

Considering the mean value in (7.1), it gives an estimate of the expected value of g
(i.e., E[B] = ¢). To ensure that this value represents a very close approximation of the

true mean, we also need to compute the variance o2. The variance can be calculated using

(7.2).
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A small ¢? indicates that the results are tightly clustered around the mean value and
we can be confident that the 3 is in fact close to the E[3]. However, for a large o2, the
results are widely dispersed around the mean and we are less confident that § is close to
the E[f]. Here, we can specify an interval of values that with high probability contain the
true value of the parameter. This interval can be defined such that with 0.95 probability

the true values are obtained as shown in (7.3).

Pr[L(8) < & < U(B)] = 0.95 (7.3)

This interval a is 95% Confidence Interval (CI). Since the number of measurements ap-
plied is less than 100, using the Standard deviation and t—distribution table, the boundaries
of the interval are calculated as in (7.4) and (7.5).

L(B) =5 —t 5,@%, (7.4)
U(B) =B+ t2.5,df%, (7.5)

where n is the number of measurements, d; = n — 1 is the degree of freedom, and o is the

standard deviation of the measurements.
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