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Abstract

Chaotic systems have been studied for the past few decades because of its complex be-
haviour given simple governing ordinary differential equations. In the field of cryptology,
several methods have been proposed for the use of chaos in cryptosystems. In this work,
a method for harnessing the beneficial behaviour of chaos was proposed for use in RFID
authentication and encryption. In order to make an accurate estimation of necessary
hardware resources required, a complete hardware implementation was designed using
a Xilinx Virtex 6 FPGA. The results showed that only 470 Xilinx Virtex slices were
required, which is significantly less than other RFID authentication methods based on
AES block cipher. The total number of clock cycles required per encryption of a 288-bit
plaintext was 57 clock cycles. This efficiency level is many times higher than other AES
methods for RFID application. Based on a carrier frequency of 13.56 M hz, which is the
standard frequency of common encryption enabled passive RFID tags such as ISO-15693,
a data throughput of 5.538 Kb/s was achieved.

As the strength of the proposed RFID authentication and encryption scheme is based
on the problem of predicting chaotic systems, it was important to ensure that chaotic
behaviour is maintained in this discretized version of Lorenz dynamical system. As a re-
sult, key boundaries and fourth order Runge Kutta approximation time step values that
are unique for this new mean of chaos utilization were discovered. The result is a compu-
tationally efficient and cryptographically complex new RFID authentication scheme that
can be readily adopted in current RFID standards such as ISO-14443 and ISO-15693. A
proof of security by the analysis of time series data obtained from the hardware FPGA
design is also presented. This is to ensure that my proposed method does not exhibit
short periodic cycles, has an even probabilistic distribution and builds on the beneficial

chaotic properties of the continuous version of Lorenz dynamical system.
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Chapter 1

Introduction

The use of radio frequency identification (RFID) devices has surged over the past two
decades. From the simple one bit transponders used in almost all commercial merchan-
dise for inventory control to wireless sensor networks, RFID is a technology that has
proved to be invaluable because of its small footprint and low cost. However, with the
widespread use of RFID technology in sensitive applications such as passports and fi-
nancial payment methods, there are on-going concerns about the security of such RFID
devices [I]. The security flaws of widely used commercial proprietary authentication
schemes such as MIFARE have been published [43] and this has seriously affected the
adoption of RFID in applications requiring enhanced security. The ability to distinguish
a legitimate device from a rogue device necessitates RFID tag authentication. Because
of the inherit production cost and physical size limitations of passive RFID tags, the
amount of power and hardware resource available are limited. This is a unique challenge
in cryptology for RFID devices and ultimately, the measure of success of any given RFID
authentication scheme is a ratio of level of security offered over total amount of required

hardware resource.

The state of the art in RFID authentication methods offers two widely published and
distinct paths: lightweight authentication schemes such as HB+, and block cipher based
methods such as AES. Over the past decade, many different implementations employing
those methodologies have been suggested. Any market survey can reveal the lack of
adoption of those authentication schemes in commercial use despite the fact that those
authentication methodologies have already been suggested for a long time. The reason

for this limited level of adoption in real world RFID systems is two fold. Weaknesses in
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man-in-the-middle attacks against HB+ limits the level of security offered for this very
efficient type of method. In the case of AES methods, the amount of ROM required
for the S-box implementation and RAM needed for storing in-between stages values are

expensive for RFID tags.

The use of chaos in the field of cryptology has been widely published and the intrin-
sic properties of chaos are, in fact, extremely desirable for cryptology. However, with
respect to the application of chaos in RFID systems, it has not been researched exten-
sively. From the results obtained in my research, a novel authentication method based
on a chaotic challenge-respond scheme is proposed. This method has a high ratio of
level of security over resource utilization, which suits well in RFID applications. I be-
lieve the accomplishments of my work during my research in this new avenue of RFID
authentication offers a well-rounded and balanced approach in RFID security. Those

accomplishments are:

1. An estimated use of 470 Xilinx Virtex 6 slices with zero block RAM usage for my
hardware implementation of chaos based RFID authentication scheme. This level of
hardware resource usage is well within current means of RFID manufacturing limits.
This compares with 5673 Xilinx Virtex slices of a typical AES implementation [16].
It is important to note that there has been other AES implementations suggested
that use fewer FPGA slices [11]. However, those implementations also require the
use of dedicated block RAMs within the FPGA, which is not a possible mean to

reduce resource utilization when implemented in actual RFID tags.

2. The amount of time necessary for each authentication session falls well within the
practical realm of RFID usage. When implemented on FPGA, the chaos based
RFID authentication requires only 57 clock cycles per authentication. This is
compared with latency of 1000 clock cycles with other high security RFID authen-
tication protocols [1§].

3. A systematic way in the security evaluation of chaos based RFID system is shown
with the aid of both numerical models and statistical analysis and the security of
my proposed RFID authentication scheme is ensured. This acknowledges the fact
that traditional analytical methods are unsuitable for security analysis of chaotic

systems.

4. The first practical use of discretized chaos from a continuous time based dynamical
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system in real world implementable hardware.

The material contained in this thesis for unveiling this novel chaos based approach in
RFID authentication is organized in three stages. To begin, chapter two takes a look
at the research that is being done so far in RFID authentication and discusses the rea-
sons behind limited use of those suggested methods in real world RFID applications.
The concept of chaos is introduced with a brief background in chaos theory and why
properties of chaos are so beneficial to cryptology. Despite this fact, because of the
unsuitability of analog chaotic signals in band limited wireless communication systems,
most analog chaos based cryptosystems proposed thus far are not practical for use in
RFID systems. In the discrete chaos based cryptology domain, piecewise-linear maps
have been suggested but the level of security offered was proven to be limited because of

dynamic degradation issues.

Chapter three focuses on my proposed chaos based RFID authentication scheme be-
ginning with the first and foremost question regarding how continuous time chaotic sig-
nals can be generated in digital format inside the IC of a RFID tag. By using those
chaotic signals, a challenge response RFID authentication scheme is introduced and an
actual implementation in FPGA is demonstrated. This detail hardware design provides
an excellent estimate in hardware resource required for manufacturing my proposed au-
thentication scheme in a real world RFID tag. From the timing results in Xilinx ISim,
it was shown that the number of clock cycles needed per authentication is significantly
less than other block cipher based RFID authentication schemes. During authentication
between a RFID reader and a tag, a secret key that is shared between both the reader
and the tag is used. An explanation is then given regarding the composition of such
key, which is composed of the system parameters of the Lorenz chaotic system. It was
discovered that the boundaries of such chaotic system parameters play a crucial role in
ensuring continued chaotic behaviour throughout the authentication process and must

be respected during key selection

Because of the complex nature of chaotic systems, chapter four discusses several different
methods that this work has proposed in the security evaluation of my chaos based RFID
authentication scheme. By taking the fast Fourier transform of actual Lorenz chaotic
states generated from my FPGA implementation, the absence of small periodic cycles
can be proven given a very large pool of Lorenz chaotic states. A statistical analysis of

those states are also examined to determine whether there is an uneven distribution of
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states, which can render some states weaker than others. Finally, my proposed authenti-
cation method is verified against the rules for the design of a secure chaos cryptosystem
suggested in [25] in order to make sure that there are no weaknesses in my interpretation

of chaos in digital hardware.



Chapter 2

Background on RFID and Chaos

Radio frequency identification, as the name indicates, is a technology that facilitates
the verification of authenticity of individuals and devices. The particularity with this
type of verification of authenticity is in the physical nature of the devices used. Unique
to RFID, passive tags require no battery to operate and it obtains all the power that
it needs to power its IC via induction with the authenticating device called a reader.
Another characteristics that is also unique to RFID is its small physical size and low cost
to produce. Those major advantages have made RFID the future in authentication for
everyday commercial devices. To really understand the security implications of RFID
systems, it is necessary to first understand the components that make up an RFID

system.

2.1 RFID principle of operation

In a RFID system, there are three core components that work together to provide iden-

tification functions: the database, the reader and the tag.

The database:

Since there can be literally thousands of items/devices that require unique identification,
it is often impossible to retain all those information at the point of access; typical of
an offline system. For this reason, such information is often stored at a location farther
away from the point of access that can be easier to manage and control. Such struc-

ture, called online system, are what is most widely used today in large scale deployments.
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The reader:

One of the most important difference between RFID systems and other identification sys-
tems is the fact that power can be supplied simply by inducing a voltage using coils. This
permits tag designs to be extremely small and cost efficient. The reader produces an al-

ternating magnetic field which induces a voltage to the coil of the tag to power up its ICs.

The tag:

The tag is the part of a RFID system that has the most physical and computational
constraint because it is the item that will be mass produced. In a passive RFID system,
power is induced by the reader as mentioned above. However, when the reader is in
receive mode, the unmodulated alternating magnetic field is load modulated by the tag
for data transmission from the tag to the reader. There exists active RFID systems such
as sensor networks, which the tag has its own power source in the form of an internal
battery. However, because of the less stringent power requirements, it is not the focus of

this research.

In an attacker’s point of view, the weakest link in any RFID system is between the com-
munication between the reader and the tag. This is because the reader is often expose
to the public and is susceptible to rogue tags attempting to be a legitimate device/user.
Consequently, RFID authentication mechanisms have been used to distinguish legitimate
tags from rogue tags. From evaluating the technologies that are currently being used in
everyday RFID tags, one can observe that the majority of RFID authentication schemes
are proprietary methods that rely on the secrecy of the underlying encryption mecha-
nism to maintain its security. Strangely, over the past decade, there has been many
RFID authentication methods that have been proposed ranging from efficient methods
that requires comparable hardware resources with proprietary authentication schemes to
robust methods utilizing block ciphers such as AES. By looking deeper into the techno-
logical trends in RFID authentication mechanisms, one can see that there are limitations
to public authentication methods that have been proposed so far and that has made pro-
prietary authentication methods still the unanimous choice in commercial applications.
But this type of method also has its limitations because a physical inspection of logic
implementation inside the tag itself via methods such as X-ray photography can reveal
the algorithm of the underlying authentication method with relative ease. Before the
introduction of chaos for the purpose of cryptography, one has to perform a wide angle

evaluation of public RFID authentication methods suggested in order to have a baseline
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to compare to in terms of level of efficiency and security.

2.2 Authentication schemes in RFID

Over the past decade, numerous authentication protocols have been studied with var-
ious degree of design complexity. They generally fall within three categories, namely:

lightweight authentication protocols and classical cryptographic authentication protocols.

2.2.1 Lightweight authentication protocols

The basis behind hash function-based authentication protocols is a translation between
a given key and its hashed value. Such hash value is considered unique in a sense that
it is highly unlikely for two different keys to yield an exact same hashed value. The

principle of operation in RFID is as follows: The reader activates the tag by inducing

Activates
—’

Sends h(k) Sends h(k)
—— -«

Database Sends k Reader Sends k Tag
k hk) pP————P —P|  (k hK)
Sends ID Sends ID

L Em—

Figure 2.1: Hash function-based authentication protocol

a voltage across its coils. Then, once the capacitors in the tag has been fully charged,
it sends a hashed version of the key k to the reader by load modulation. The reader
forwards the key k to the database, which holds all the hashed values accepted by this
system. If the database finds this hashed value, it will forward the corresponding key
k to the reader for transmission back to the tag. The tag has build-in logic to calcu-
late the hashed value of k and compares with the hashed value stored in its memory. If

it is a match, the tag will send its identification to the reader to complete the transaction.

Another notable implementation is called the HB+ protocol. It only uses bitwise opera-

tions such as "XOR” and ”AND” that are not resource intensive to implement [35].
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HB+ protocol:

Keeping in mind the same reader and tag topology as the hash function authentication
protocols, both the reader and the tag shares k-bit secret keys x and y. The tag starts
by sending a k-bit blinding vector A over the air to the reader. The reader then sends
over a k-bit challenge B to the tag. The tag calculates z = (e @ x) @ (bey) G v and sends
over z to the reader for the first round. This exchange of values A and B continues for r
rounds and the tag purposely injects noise into its response such that it sends the wrong
response back to the reader with constant probability n € (0, %) The reader accepts the

tag as legitimate if fewer than nr of the tags response is incorrect.

Activates

—»

Sends A

—

Reader Tag
(xy) Sends B (xy.n)

—»

Sends z

<

Figure 2.2: HB+ authentication protocol

2.2.2 Classical cryptographic authentication protocols

Advanced Encryption Standard (AES) has been deemed the successor to Data Encryp-
tion Standard (DES) and its use has been widely accepted as a secure cryptographic
standard. From a RFID application perspective, classical cryptographic algorithms such
as AES can be used in a challenge response scheme. After being powered up by the
reader, the tag sends a random number A to the reader. The reader performs AES
encryption on the random number A and send that value together with another random
number B to the tag. The tag decrypts it to verify the authenticity of the reader and
gets random number B in the process. Then, the tag changes the sequence of the random
numbers A and B, encrypts it by using AES and sends it over to the reader. The reader

decrypts it and verifies the correctness of random number B [I§].
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Activates

—>

Sends A

—

Reader Sends Tag
(key x) AES(A, B) (key x)
——»
Sends
AES(B, A)

‘—

Figure 2.3: AES Challenge response authentication protocol

2.2.3 Improvements to existing authentication methods

As a baseline to gauge the level of success of any improvements to the authentication
methods outlined above, one has to know the limitations of previously proposed so-
lution. In the case of lightweight authentication protocols such as HB+, it is a very
efficient method that can easily fit into modern passive RFID tags. On the security of
this method, it has been demonstrated that it cannot resist man-in-the-middle attacks
and active attacks that can query both the reader and the tag [69][24]. Despite this
fact, HB+ protocol still receives a lot of attention because of its low cost of implementa-
tion. For protocols utilizing block ciphers such as AES, it offers proven level of security
when applied in a challenge response type of authentication protocol. On its resource
utilization side, however, it is not as efficient as HB+4. Ever since the adoption of the
Rijndael algorithm as AES, there has been many AES FPGA implementations. They
range from implementations emphasizing on throughput to area optimized versions. Ob-
viously, in the context of RFID authentication, throughput is of secondary concern since
data throughput is usually quite low for each authentication session. The size of imple-
mentation, on the other hand, plays a much bigger role in the successful adoption for
use in real world RFID systems. As a mean to estimate hardware resource requirements,
FPGA implementations are often used to predict actual RFID resource usage. A typical
AES implementation that sacrifices latency for a smaller implementation size uses on
average 5000 Xilinx logic slices [16].
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Knowing these facts, the goal in any new methods aiming at improving existing RFID
authentication schemes should focus on an authentication method that is more secure
than HB+ and more efficient than AES. That is precisely the highlight of my research
and results from my proposed chaos based RFID authentication implementation shows
that this new approach indeed satisfies the above requirements and offers an improve-
ment over existing methods. But what is chaos and why is it so beneficial for RFID
authentication? To answer this question, one has to understand the special properties of

chaos, which make it an ideal candidate for use in cryptology.

2.3 Chaos

Since the awareness of the existence of chaos in natural phenomenons such as heat dissi-
pation and oscillating chemical reactions to the rate of heart beat, researchers have been
fascinated by it’s simple, yet complex behaviour. The repeated application of simple
non-linear equations has given us non-deterministic results that is different than just
random noise. Edward Norton Lorenz published “Deterministic non periodic flow” in
1963 that began the widespread interest in the research of chaos. This has simply opened
the door to a much wider field and up to this day, the ripple effect of chaos theory is
still being investigated in dynamical systems. Research in the field of chaos has been
divided in two distinct fields that ultimately has two different goals. The first one is the
modelling of real world systems with the knowledge gained from chaos whereas the latter
is creating cryptographic systems by exploiting chaotic properties. In a way, although
these two fields of research do apply the same principals of chaos, their end goals are
completely different. For instance, physicists have the difficult task of trying to identify
and model chaotic behaviour given data obtained from natural real world systems. With
an unknown system dimension, parameters and initial system state, this task often be-
comes impossible to solve analytically and numerical models have their limitations. This
degree of difficulty, when it is applied to the application of chaos in cryptography, is
also true and that is precisely what makes chaos so interesting for cryptosystems. Given
a cryptosystem with a proper and robust application of chaos, it can be as strong as
the underlying chaotic dynamical system itself. If an attacker were to circumvent this
cryptosystem based on chaos, the task that they face will be the same challenges that
physicists face in modelling natural phenomenons. To quantify a dynamical system as

chaotic, all of the following properties have to be present.
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e Sensitive to initial conditions
e Aperiodic time-asymptotic behaviour

e Deterministic

2.3.1 Sensitive to Initial Conditions

Given a dynamical system 6 in a ¢ dimensional state space, two points differing by an
infinitesimally small distance d at time ¢y, will eventually diverge exponentially in their
orbits such that as t — ¢,, dg > 0. When applied in cryptology, this is the most
beneficial property of chaos because a slight change in any of the parameters in a chaotic
cryptosystem will translate into a very big change in its encrypted output. For example,
if an attacker is off by one bit in guessing the secret key of a chaotic cipher, the ciphertext

generated would be completely different from the legitimate encrypted ciphertext.

2.3.2 Aperiodic time-asymptotic behaviour

The trajectory of a given chaotic dynamical system has to be aperiodic and cannot settle
to any single point in its phase space. This includes a trajectory that is tending to either
positive infinity or negative infinity. What this means is the chaotic signal that is used
to encrypt a particular message would not follow a predetermined periodic pattern and

that makes the probability in predicting future ciphertexts to be 2/2.

2.3.3 Deterministic

A chaotic dynamical system has to be governed by a set of inputs and only that set of
inputs. The entire dynamic system trajectory has to be reproducible each and every time
given the exact same initial conditions and system parameters. In other words, it is not
simply a random occurrence of points in phase space. This fact is extremely important

because otherwise, it would be impossible to decrypt chaotic messages.

Given the highly unpredictable behaviour of chaotic dynamical systems and its many
beneficial properties suitable for cryptology, previous research have suggested implemen-
tations of chaos in cryptosystems both in analog and digital systems. Out of those

implementations, very few of them has their target application geared towards RFID
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systems. To my knowledge, the research that I have undertaken in chaos based cryp-
tography for RFID systems is only one in harnessing the beneficial properties of chaos
for use in RFID that is practical for actual real world use. But first, it is necessary to
understand what is current out there in terms of chaos based cryptosystems and to know
whether it is possible to adopt those systems for RFID authentication. The following is
a literature review of currently suggested analog and digital chaos based cryptosystems

and an explanation of the particular challenges in chaos based RFID cryptography.

2.4 Analog chaos based cryptography

The application of chaos in analog systems has been around for a longer period of time
than digital systems. In the most direct application of chaos, it has been suggested that
chaotic signals can be used to obfuscate analog signals. To achieve this goal, chaotic
signal synchronization is used and it forms the basis of the majority of analog chaos
based communication cryptography. More precisely, there are three main methods that
are widely published to this effect: chaotic masking, chaos shift keying, and chaotic
modulation.

2.4.1 Chaotic masking

Given a n dimensional chaotic system modelled by a set of differential equation @ = f(x)
where u = (ug,u1,u,) and f(z) = (f(xo), f(z1), f(zn)). Two arbitrarily stable sub-
systems can be divided from u, resulting in u = (v, w) where:

V= (UO,'U,I,U/m) (2 1)
w = (umaum—i-laun) ‘

From [58], it was shown that if both systems v and w are coupled with the same system
parameters and if their initial conditions difference is no more than 5%, as ¢t — oo, both
systems will eventually arrive at the same state and remained synchronized. This is the
basis of identical synchronization. Now, chaotic masking schemes such as [52] and [15]
builds on this synchronization scheme and applies it to an application model. Simply
stated, given s(t) as the original message, i(t) as the received message and the Lorenz
chaotic states variable x as the driving signal, the sender combines state variables z(t)
with an analog message s(t) such that the amplitude of s(¢) is much lower than state

variable x. Then, through a communication medium, this signal is transmitted to a
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receiving party. By synchronizing the underlying chaotic system parameters between
the sender and the receiver, their system states will be at the same point as mentioned
previously. The receiver having the received message i(t) subtracts the dominant chaotic

signal z(t) away from i(t) and the result is the original analog message.

This type of system, although it is relatively easy to implement at the beginning, has a
few difficult to tackle challenges. In [70], Short showed that such additive modulation
scheme can be easily broken by using multi-step predictions or a re-summing process on

the residuals after one step predictions.

2.4.2 Chaos shift keying (CSK)

In [57], the author again draws from the synchronization method by [58]. As an example,

given two Chua’s dynamical systems [14] defined by the same differential equations:

d'Ul . 1 Vo — U1

dar c, { R f(Ul)]

dU2 1 V1 — V2 .

D R 2.2
o { s ] (2.2)
di 1 :

d_t?) = Z [—’UQ — R(ﬂ3]

System A has its set of system parameters, system B has some other different system
parameters and both systems are in a stable state. Let v; be the driving signal. Chaos
shift keying is based on the difference of these two dynamical systems that are of the
same class but numerically different. When the sender wants to transmit a binary zero,
vy from system A is used as the driving signal. On the other hand, if the sender wants to
send a binary one, v; from system B is instead used to drive the subsystem. The result
is the receiver getting a series of signals corresponding to two sets of v;. Consequently,
by attempting to apply chaos synchronization of the received v; with dynamical systems
A or B, vy will synchronize with either one of the dynamical systems. Hence, a binary
bit stream can be transmitted and the signal travelling over the communication medium

would appear noise-like.

2.4.3 Chaotic modulation

In [§], the authors suggested a communication scheme based on modulating phase syn-

chronized Rossler dynamical systems (x;,v;,2;) where i = (1,2,3). The subsystems
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(x1,y1,21) and (z2,ys,22) are the drive subsystems and are defined by the following

equations:

10 = —(w~+ 0w)y1o — 212 + €(x21 — T12)
Y12 = (W~ ow)z12 + 0.15y 2 (2.3)
2"172 =02+ 2172(33172 — 10)

The response subsystem (3, ys, z3) is defined by:

13 = —w'ys — 23 + n(r3cos(0,,) — 3)
U3 = w'rs + ays, (24)
23 = 0.2 + 23(25 — 10)

The signal that is being transmitted from the drive subsystem to the response subsystem
is the phase 0,, defined by:

(2.5)

0,, = arctan (M)

(21 + 22) /2

In order to transmit a binary sequence, the angular difference Af is being modulated
accordingly and in the receiver system, if the amplitude of 63 is mostly positive, it denotes

a binary 1 and the opposite yields a binary 0.

2.4.4 Chaos suppression techniques

Until recently, chaos suppression has been suggested in [I2] as a mean to control chaos.
Choe et al used Lorenz dynamic system defined by the usual set of three ordinary differen-
tial equations. When a small amplitude periodic signal is used to influence the parameter
of the Lorenz dynamical system, it was observed that chaotic states will converge to and
remain in a particular fixed state. Then, when that small amplitude periodic signal is
removed from the Lorenz system, chaotic behaviour quickly resumes and the strange at-
tractor resumes its normal trajectory. When employed in cryptography, the sender can
transmit a message that is embedded within the chaotic signal. Given prior communica-
tion between the sender and the receiver in another communication regarding the phase
and amplitude of this small amplitude signal, the receiver can potentially suppress the

chaos in the transmitted chaotic signal and recover the real intended message.
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2.4.5 Noise and chaos control

[56] states that in order to obtain better system performance, we, in fact, want the
system to be in chaotic state. This is because the chaotic attractor of a dynamical
system has embedded within it, many stable periodic orbits. With a small disturbance
of an accessible system parameter, one can make the chaotic system stabilize around a
periodic orbit. On the contrary, if the dynamical system is already in a stable orbit, it

is only possible to deviate the trajectory slightly.

Hénon Map

Both [56] and [13] utilized the Hénon map as their discrete dynamical system of choice.

Hénon map is a two-dimension dynamical system characterized by the map:

Tpyr =1— Oéan + Yn (2 6)

Yn+1 = ﬁxn
Depending on the values of the parameters o and [, the trajectory behaves differently.

Below is a plot of the bifurcation diagram of the Hénon map with « = 1.4 and 5 = 0.3.
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Figure 2.4: Bifurcation diagram of Hénon map with a = 1.4 and g = 0.3
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As shown in figure 2.4] as « increases, the period doubling property of the Hénon
map takes effect and when o reaches past 1.1, it interleaves between multiple periodic
and chaotic trajectories. [56] uses a Poincaré map of a three dimensional continuous
dynamical system as their discrete map of choice to illustrate their point. In general,
the dimension of the surface of section M given D is the dimension of the continuous
dynamical system is M = D — 1. In the case of [50], the surface of section is a 2-
dimensional plane. They begin by selecting a preferred unstable periodic orbit that
improves on the performance of the dynamical system in question. Then, for each point
that intersects the surface of section, they look at whether that point falls within a range
that is close to the unstable periodic orbit in question. If it is, then they would alter
the externally accessible parameter p so that the intersecting point intersects the point
of the unstable periodic orbit. In a numerical example, [56] uses a slightly different form
of the Hénon map, which is:

2

Tpe1 = — Ty + Byn @7

Ynt+1 = Tn
with § = 0.3. In that example, they have shown that it is possible to force the chaotic
trajectory into following an unstable periodic orbit. Referring back to Christini & Collins’
paper, they used the principle of the control method detailed in [56] but instead of setting
a of the Hénon map to 1.29 where the dynamical system is in its chaotic region; they
picked a to be 1.00 which can be observed from the above plot that the system is in an
unstable period-4 orbit. With this method, it was observed by Christini and Collins that
the transient time required for the dynamical system to fall within the desired unstable

periodic orbit is almost instantaneous.

2.4.6 Limitations of direct analog chaos use in RFID

The main issue that prevents a direct adoption of the above strategies in RFID is that
signal transmission is limited to a broadband communication medium since chaotic sig-
nals are not periodic. For any practical use in modern radio-frequency systems, this
simply cannot be employed because it is impossible to confine an analog chaotic signal
into a certain frequency band. The aperiodic nature of chaotic dynamical systems would
imply a monopolization of the entire radio frequency medium and this would make the
use of direct application of analog chaos based cryptosystems impossible for real world

wireless communication use.
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In addition to this problem, synchronization between the chaotic system of the sender
and receiver is often easier said than done and there has been numerous works published
in regards to this subject [58][62]. Of them all, identical synchronization is considered
as more robust and the most widely used synchronization method. However, regardless
of the type of synchronization used, synchronization has to be continuously maintained
between the sender and receiver. In a real world system, noise can easily affect the
quality of the signal that the receiver obtains, which in turn, will affect how well syn-
chronization is maintained. If re-synchronization is necessary, this could dramatically
reduce the throughput of such communication system and the increase in bit-error-rate.
For chaos suppression techniques, it is difficult to proof that only one particular type of
small periodic signal has a given unique suppressed trajectory because there is a chance
that another small periodic signal disturbing this same chaotic communication channel
can yield a similar or the exactly same suppressed trajectory. Such consequence would
be detrimental to the security of any implementation that are based on this type of sup-
pression technique. For chaotic cryptosystems employing noise control methods, they
are very hard to implement in practice because they necessitate strict manufacturing
standards that are hard to control and this is true especially for resource constrained
RFID devices.

2.5 Digital chaos based cryptography

In general, discrete chaos ciphers do not make use of synchronization between the sender
and receiver as was the case with analog chaotic ciphers. Instead, certain parameters of
the dynamical system serves as the secret that is not known to a third party and that
is often used as a key in the encryption and decryption process. The following explains
three notable chaos based digital cryptosystems that have been proposed.

2.5.1 Stream ciphers employing chaos-based pseudo-random num-

ber generators

By using a chaotic map, it was shown in [44] that a pseudo-random number generator
can be based on chaos and a subsequent simple exclusive OR operation can be used to

encrypt images. Given the following difference equation, which defines the logistic map:

Tpi1 = prp(l — ) (2.8)
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where,

x € (0,1) (2.9)
When e >~ 3.57 and pine < p < 4, the behaviour of the logistic map gives a mixture
between chaos and order. Given careful examination of the selection of ;s ensuring
that chaos is present in the response of the system, x states are always bounded between
zero and one. By first multiplying the resulting z state with 107 and then multiplying
by modulo 256, a pseudo-random number between 0 and 255 can be generated. Sub-
sequently, this number is used to encrypt a grey scale image array by using the XOR

operation between the two values in binary.

2.5.2 Chaotic stream ciphers via inverse system approach

Given two nonlinear dynamic systems, the first system is the transmitter and the second
system is the receiver in a communication system. The input to the transmitter is wu(t)
and its output is y(t). On the receiver side, the input is y(t) and its output is «/(t). The
relationship between the input at the transmitter and the output of the receiver is given

by:

Yy = U(ua xO)

(2.10)
ul = U_l(ya 50)
At the receiver, the original information can only be decrypted when:
lu—u'|=0, ast— o0 (2.11)

2.5.3 Block ciphers based on chaotic round function or S-boxes

In traditional symmetric ciphers, such as DES and AES, desirable diffusion and confusion
properties in a cryptosystem are implemented by a repetition of simpler rounds of ciphers.
Several works have suggested that chaotic maps do carry both diffusion and confusion
properties as the number of iterations tends to infinity. In [73], by iterating the Logistic
map given by:

() =px(l —z), xe€l=][0,1] (2.12)
and using a Boolean function, an 8-bit binary table is obtained and it contains 2% values.

Then, by repetitively applying the discretized version of the following Baker map:
B(z,y) = (2x,y/2) 0<z<1/2

(2.13)
B(z,y) =2z —-1,y/2+1/2) 1/2<x<1
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a 8x8 substitution box is obtained.

2.5.4 Limitations of direct discrete chaos use in RFID

The limitations of each of those previously discussed discrete chaotic ciphers has ren-
der the use of chaos in digital systems non practical for real world applications. For
cryptographic ciphers utilizing chaos based pseudo-random number generators, selection
of a u value, which consistently exhibits chaotic behaviour, is not linear and the risk
of low p variance is a concern. In chaotic stream ciphers employing the inverse system
approach there are weaknesses demonstrated in [77]. In the event that the chaotic map-
pings between the transmitter and receiver are known to an attacker, reconstruction of
subsequent communications can be easily decrypted. In addition, synchronization can
still be achieved despite a mismatch in system parameter. As an example, the system
described in [19] can be decrypted with a differene of 2nF' in the capacitance value.
Cross-correlation between the plaintext and ciphertext of this method also introduces
significant security flaws in practical applications. In block ciphers using chaos based
s-boxes, the very special characteristics of chaos, such as sensitive to initial conditions,
are not being exploited. Improving on an already cryptographically strong cipher such
as the AES block cipher via chaos based s-boxes without making such block cipher more
efficient is simply a redundant effort that is not taking proper advantage of chaos. One
dimensional piece-wise linear chaotic maps offer an efficient way of implementing chaos in
digital communications particularly because it’s simple addition and division operations
are efficient to be implemented in hardware. However, it has been shown in [47] that

piece-wise linear chaotic maps suffer two major problems in finite computer precision:

e In discrete chaotic dynamical maps, when the calculations are realized in fixed-

point arithmetic, the digital orbits will all converge to zero [45].

e Since digital chaotic orbits, such as those in Tent maps, are bounded by 2", where
n is a finite number that a computer system is bounded by, the orbit is destined
to repeat itself. In other words, small cycles can occur and that would jeopardize

the unpredictability factor of the chaotic system.

From these results of chaos based cryptographic methods, one can see that there is room
for improvement both in the level of security offered and the practicality of implemen-
tations in real world systems. When chaos is applied in the application of RFID, some

very specific requirements in design has to be considered. They are:



Chaos 20

1. Voltage requirements in a passive PICC device;

2. Due to the RFID intrinsically small design footprint, minimal design complexity is

necessary; and

3. Increased PICC manufacturing costs.

2.6 Design issue one: induced voltage requirements

In a passive RFID system, the tag receives its power from the voltage induced on its an-
tenna to power up the integrated circuits within the card to begin the challenge response
process. One can easily see that a direct use of analog chaotic signal is impractical for
wireless communication systems. This is because chaotic signals looks just like noise and
will not be able to provide enough induced voltage for the tag to function in a passive
RFID system.

From Faraday’s Law, we know that the magnitude of an electric current is proportional
to the change in magnetic flux of a closed loop circuit. To verify mathematically means

that we have to solve for:
dW¥,

=4+—= 2.14
p=t— (2.14)

Cdiy o diy

== ME — L2% - Z2R2 (215)

where p is the voltage, M is the mutual inductance, L is the conductor loop, W is the
magnetic flux and ¢ is the current. However, since the signal is no longer a sinusoidal
waveform, we cannot reduce this equation any further. As a more practical approach, one
can evaluate the actual voltage levels of a well established ISO-14443A integrated circuit,
the MF1-IC-S70 by Philips Semiconductor. Figure depicts the measurement of the
carrier emitted from the MF1-IC-S70 as a PCD. The peak to peak amplitude shows 2V
at the antenna output and if one looks at the specification of the ISO-14443A standard,
the magnetic field strength H of any given system should be between 1.5Amperes/meter
(rms) and 7.5Amperes/meter (rms) [32]. Given a chaotic signal comprised of its state
variable x appears noise like, its frequency counterpart occupies a wide band. For this
reason, the transmitter side necessitates a very large power spectrum in order to drive
the overall noise-like chaotic signal into a narrow band receiver. The real-world imple-
mentation of this approach is unrealistic because frequency bands are tightly controlled

and unregulated transmission in such a large frequency spectrum is impractical.
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Figure 2.5: ISO-14443A PCD carrier measurement

2.7 Design issue two: tag design complexity

The level of complexity on the reader is not a real issue because, although the size and
power requirements have to be reasonable, it is not a resource constrained device. The

tag, on the other hand, has to adhere to strict design limitations because:

1. With added computational complexity, the amount of power required to power up
the integrated circuits on the tag could exceed the amount that the reader can

provide by induction; and

2. The size of the tag could be too large for it to be portable enough to be used in
practice.

2.8 Design issue three: increased manufacturing costs

The single most important factor of why RFID authentication systems are so widely

adopted in the industry is because of the low cost associated with its implementation.
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We know for a fact that current ASIC manufacturing capabilities allow for a cost effec-
tive adoption of encryption algorithms like DES. NXP’s line of proximity card reader
integrated circuit, namely, the Mifare DESFire using DES encryption and the Mifare
Plus utilizing 128-bit AES encryption are good examples of current manufacturing capa-
bilities. To put those encryption schemes into real numbers, 15 microAmps of power and
5000 gates for a .35 micrometer CMOS process is typical for current RFID tag security
mechanism [I8].

In the following chapter, an explanation of my proposed chaos based RFID authenti-
cation scheme, which satisfies the above requirements will be given. It will be shown
that such authentication scheme offers drastic improvement in RFID hardware resource

efficiency without sacrificing on security.



Chapter 3

Chaos based RFID authentication

My proposed RFID authentication system is based on a challenge response scheme uti-
lizing chaos as the driving force for providing security in the encryption of data between
the RFID reader and the tag. A secret key is shared between the reader and the tag for
encryption and decryption and it is composed of parameters of the chaotic system. This
chaotic system in question is the continuous time Lorenz dynamical system utilized in
the discrete domain via fourth order Runge Kutta approximation. By using this novel
approach, it was shown that 288 bits of data can be encrypted with a secret key contain-
ing 32 bits within 56 clock cycles and the entire implementation consumes only about
470 Xilinx Virtex 6 slices. This is compared to the utilization of 5673 Xilinx Virtex slices
[16] and 1000 clock cycles for an encryption of 128 bits of data [1§].

In this chapter, we begin with an explanation of the challenge response exchanges between
the RFID reader and the tag which makes up the frame of my proposed authentication
scheme. Then, focus will shift to the underlying Lorenz chaotic state generation mech-
anism that provides the much needed level of security in the encryption and decryption
of messages between the reader and the tag. A complete hardware implementation in
FPGA will be provided to show the design choices made in order to make this chaos
based authentication scheme so compact, highly efficient and requiring little hardware

resource to implement.

23
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3.1 Authentication scheme

The authentication scheme proposed uses a challenge response system that enables bi-
directional authentication of both the reader and the tag. Figure 3.1 provides a graphical
explanation of the exchanges between the reader and tag during a successful authentica-

tion session.

Reader Tag
Zo. Yo. Z0. P Zo, Yo, 20, P
Activates
>
Sends a a=19
<
Looks up x at time ¢ Sends
>
Compares z; received
Sends acknowledgment with value in memory
Tty Yt 2t Lty Yt 2t
b=s®m Sends b
>
Look i
Sends z, OOKS Uup x at time s
<
Compares x; received
with value in memory Sends acknowledgment >

Figure 3.1: Proposed authentication scheme

1. The reader and the tag both have their previously agreed upon secret key. Suppose
that a tag wants to authenticate with a particular reader. The reader sends out an
alternating magnetic field from its coil to power up the ICs of the tag. While this
is taken place, the reader calculates a set of discrete Lorenz chaotic states x and

stores them in memory.

2. Once the capacitors are fully charged inside the tag, the latter load modulates the

carrier wave to tell the reader that it is ready to begin authentication.

3. The reader sends out a certain value a as challenge to the tag to begin the authen-

tication process for the verification of the authenticity of the tag.
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4. The tag receives this challenge and provides a valid response to the reader by load

modulating the reader’s carrier signal.

5. The reader verifies that this response is correct and sends out an acknowledgement

to the tag by applying amplitude shift keying of its carrier signal.

6. The tag then takes its turn to send out a challenge to the reader to perform the

verification of authenticity of the reader.

7. The reader sends a response back to the tag and upon the successful verification

of this response by the tag, mutual authentication is then complete.

8. Now, having secured the identification of both the reader and the tag, the same

secret key is used in encrypting data sent between the reader and the tag.

From the explanation of this RFID challenge response authentication scheme, one can
see that the security of this protocol relies on the level of security offered by the method
of generating those challenge response messages and its contents. By making use of
chaos in the generation of those challenges and responses, it is demonstrated later in
this chapter that the level of security offered is high given the low hardware resource
requirements. This novel way of making use of analog chaos in digital system is the
primary reason why such accomplishment is possible. In order to demonstrate how these
challenge response messages can be generated from Lorenz chaotic dynamical system, one
has to first understand the composition of such chaotic system and its characteristics.

The following sections will provide a brief overview on this subject.

3.2 Lorenz dynamical system

Lorenz’s chaotic dynamical system is one of the more well known and researched chaotic
system. Partly because it is one of the earliest chaotic system discovered and also because
of its wide variety in behaviour depending on its system parameters. Originally in 1963,
when Edward Lorenz published his paper called “Deterministic nonperiodic flow”, he
used his model in an attempt to determine the pattern of atmospheric convection flow.
Ever since then, Lorenz’s dynamical system has been applied to numerous other real

world systems. Similar to other chaotic systems, the Lorenz dynamical system is defined
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by a set of ordinary differential equations:

dx

E—U(y—il?)

dy

ay _ L) 3.1
o= 2p=2)—y (3.1)
dz

%—xy—ﬂz

This system has initial conditions at time t = ty, * = ¢, y = yo and z = z5. The values
o (Prandtl), p (Rayleigh) and /8 are static parameters of the Lorenz dynamical system.
It is important to note that x, y and z do not refer to x, y and z in three dimensional
space [49]. Rather, they are defined as:

e 1: Relative speed of air convection
e y: Temperature difference between rising warm air and falling cold air

e 2: Measurement of lateral temperature difference

Similarly, the o, p and [ parameters are related to Lorenz’s air convection model. Follow-
ing a paper previously published by Barry Salzman on thermal turbulances [66], Lorenz
adopted the system parameter values of o = 10, p = 28 and § = 8/3 in his numeri-
cal evaluation of the system output. For those values, it has been demonstrated that
Lorenz’s dynamical system do indeed behave chaotically [B][71][34]. Figure|3.2| shows the
well-known Lorenz butterfly attractor pattern that is a classic example demonstrating

the sophisticated trajectory of Lorenz’s dynamical system in its chaotic region.
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Figure 3.2: Plot of x — z showing the Lorenz butterfly attractor

Recalling the sensitive to initial conditions property of chaotic systems. The trajec-

tory of the Lorenz dynamical system is impossible to predict when it is operating in
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its chaotic region. The set of its initial conditions and system parameters completely
define its trajectory, which means that given the exact same input values to the Lorenz
dynamical system, it will always follow the same trajectory. When these two observa-
tions are applied together, they provide an ideal method for use in cryptography. In
my proposed RFID authentication scheme, the challenge messages are the set of Lorenz
initial conditions and system parameters and the expected responses are the x, y and z
state values of a particular point along this Lorenz chaotic trajectory. Given a Lorenz
dynamical system operating in its chaotic region, the state progressions along its trajec-
tory is extremely complex and this fact provides the security challenges needed to make

it my proposed RFID authentication scheme secure.

As demonstrated in the previous chapter, for bandlimited frequency applications such
as RFID, one cannot simply transmit an analog chaotic signal over the air. This means
that a direct application of Lorenz dynamical system is not a possibility for use in RFID.
Because of this limitation, a discrete version of the Lorenz dynamical system has to be
used. This is accomplished by utilizing the fourth order Runge Kutta approximation
method to calculate each state transition of the chaotic trajectory in digital hardware.
The following section demonstrates this implementation in FPGA and confirms that the
hardware resource required falls well within current passive RFID tag manufacturing
limits. Furthermore, when compared with other AES FPGA implementations, it occu-
pies much less Xilinx Virtex slices and requires less clock cycles to perform each Lorenz

state calculation.

3.3 States generation

The first step in the realization of the Lorenz dynamic system in digital hardware is
to apply an approximation of its state calculations. Given the three sets of ordinary
differential equations that defines the Lorenz dynamic system, approximation of Lorenz
states x, y and z can be performed by applying the fourth order Runge-Kutta method.

Let:
dv

dt
where, v = [z,y, z] and z, y and z correspond to the three states of the Lorenz dynamic

Ft,v) = (3.2)

system. Let h be each time step of the fourth order Runge-Kutta method. Hence:

Tit1 = Ti+h (33)
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The approximate next state value v; 41 is given by:

1
Viy1 = U3 + h x é(kl + 2k‘2 -+ 2]€3 + /{,'4) (34)
where,
ki =hx f(ti,v)

h k
kzzhxf(tﬁ‘—avri‘—l)
2 2
(3.5)

h k
kg:hxf(tl+§’1j’+52)

k4:h><f(ti+h,’l)i+k3)

With the repeated application of the fourth order Runge-Kutta method, a trajectory
of the Lorenz dynamic system can be traced and the x, y and z states of the Lorenz
dynamic system can be obtained. On a passive RFID tag, the type of resources available
for implementing the Lorenz dynamical system is different from a software type of imple-
mentation done on a microprocessor based system running high-level computer language.
The limited number of logic gates on a RFID tag means that the only hardware resources
available are bitwise logical operations. Similarly, on a FPGA, those mathematical op-
erations have to be performed by logic implemented via look-up tables and flip-flops
inside configurable logic blocks called slices. In order to represent fractional numbers
and perform fractional mathematical operations with limited digital hardware resources,

the floating point number representation method was used to achieve this goal.

3.4 Number format representation

Floating-point representation, as the name implies, has a floating decimal point based
on the magnitude of the value to be represented in powers of two. Figure [3.3] shows

a graphical view of the single precision IEEE-754 floating point number representation

format.
Bigol [ [ [ [ [ [23fe2] [ [ [==-] [ [ [ [0O]
i N AN J
sign exponent fraction

Figure 3.3: IEEE-754 single precision format
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There is a total of 32 bits for each number with the first bit being a sign bit, the
following 8 bits being the exponent and the last 23 bits represent the fractional part of
the number. To quickly demonstrate the way how to convert a decimal number with a

fractional part into IEEE-754 single precision format, let us look at an example.

Given decimal number 54.625. The whole part of the number is first converted into

binary representation:
5419 = 110110,

Then the fractional part is converted into binary. Given the limit of 23 fraction bits
for the IEEE-754 single precision format, the maximum precision possible for a single

precision floating point number is also 23 bits.

23

0.62510 = dp x 27"
n=1
=[(1x2H)+(0x273)+(1x27?)]
=101,

Hence:
54.625;9 = 110110.101,
The next step is to normalize this binary number:
110110.101 = 1.10110101 x 2¢xponent=127

Therefore, the exponent is 127 4+ 5 and fraction is 101101015. This gives a final single

precision number of:
0 10000100 101101010000000000000004

This floating point format has the flexibility of representing a wide range of numbers
and can provide up to 24 significant bits of accuracy. To actually perform the required
addition, subtraction and multiplication in FPGA, Xilinx do offer an IP core optimized
for the calculation of floating point numbers. The Xilinx floating-point arithmetic core
v5.2 uses either solely FPGA fabric resources or a combination of FPGA fabric and spe-

cialize DSP48 blocks. Since the goal of this FPGA implementation is to approximate
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actual hardware resource usage on a passive RFID tag, it is important to not use any
specialized resources of the Virtex FPGA in order to make the resource usage estimatate
as accurate and as straightforward as possible for the ease of comparing different RFID

authentication method.

From the evaluation of other fractional number representation methods, such as fixed
point number representation, it was found that the amount of resource savings, when
implemented in hardware, does not justify the lost of significant bits. For that reason,
the Xilinx floating-point arithmetic core was the best method in performing fractional

calculations on an FPGA.

3.5 Implementation on FPGA

In actual RFID applications, cost is a major factor in the practical usefulness of any
authentication scheme. In a direct implementation of the fourth order Runge Kutta
approximation on FPGA, the amount of resources can quickly add up. Table sum-
marizes the total number of mathematical operations required for the approximation
of each Lorenz chaotic states x, y and z. One quickly realizes that the direct imple-
mentation of 16 subtractions, 21 additions, 25 multiplications and 9 division operations
will never fit into a passive RFID tag. However, by optimizing the mathematical op-
erations performed and using implementation area focused hardware design techniques,
the amount of hardware resources required can be drastically reduced. As a first step in
reducing design size, one can observe that the second operand of the division operations
are always fixed at 2 and 6. Those can be replaced by corresponding multiplication
operations of 0.5 and 0.1666667 respectively. By doing so, an instantiation of the Xilinx
floating point arithmetic core performing division operations can be eliminated. Since
the time step value h is always fixed, the results of the h/2 and h/6 operations never
change during Lorenz chaotic state calculations. Therefore, those values can be stored in
the tag’s memory to further reduce design complexity. For the addition and subtraction
instantiations of the Xilinx floating point arithmetic core, the same hardware resources
are shared and the selection of the operation to be performed depends only on a 6 — bit
wide signal called operation. The means that the most resource efficient design only re-
quires one addition/subtraction and one multiplication Xilinx floating point arithmetic
core. Then, by rearranging the order of performing the fourth order Runge Kutta oper-

ation, it is possible to calculate one full set of Lorenz dynamical system states x, y and z
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Operations to perform + | — | X
‘é—f:a(y—x) for K1 step L)1
%:x(p—z)—yfor[(lstep 2 11

& — zy — Bz for K1 step 12
xi—i—%fora:inKQ 1

y; + %2 for y in K2 1

zi + % for z in K2 1
fl—f:a(y—m) for K2 step L1
%:x(p—z)—yforKQStep 2

& — ry — Bz for K2 step 1] 2
xi—i—%fora:inK?) 1

y; + %2 for y in K3 1
zi—i—%forzinKB 1

‘é—f = o(y — x) for K3 step L] 1
%:x(p—z)—yfor[(iistep 2

& — ry — Bz for K3 step ]2
x; + xp3 for x in K4 1

Yi + Yr3 for y in K4 1

2 + 213 for z in K4 1

‘é—f = o(y — z) for K4 step 1
%:x(p—z)—yfor[(élstep 2 |1

& — 1y — Bz for K4 step 2

T; + %(gjkl + 2xpg + 2xp3 + Tpg) for final step | 4 3|1
Yi + & (Yr1 + 2yn2 + 2yp3 + ypa) for final step | 4 3 |1
y; + %(zkl + 2219 + 2233 + 2p4) for final step | 4 3 |1
Total 21116 |25 |9

Table 3.1: Table showing mathematical operations required
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in 57 clock cycles. This is illustrated in a step-by-step approach in table [3.2] Using the
Xilinx ISE development platform tools version 13.3, the entire design was successfully
synthesized over the smallest version of Xilinx Virtex 6 FPGA, the xc6vIx75t. In order
to accomplish the reuse of Xilinx floating point arithmetic cores as shown in table
the hierarchy of each K step has been removed and a flattened design was used. Figure

3.4 shows the inputs to and outputs of the top level design.

top_chaosRK4
¥ N

beta(31:0) xstate_out(31:0)
h(31:0)

h_half(31:0)

prandtl(31:0)
ystate_out(31:0)

rayleigh(31:0)
x0(31:0)

y0(31:0)

z0(31:0) zstate_out(31:0)

calc_next
clock
reset
output_ready
start

A 4
top_chaosRK4

Figure 3.4: Inputs and outputs of the FPGA implementation

The top_ chaosRK4 HDL module contains a Moore-type state machine to control the
order of each mathematical operation in the fourth order Runge Kutta approximation
and there is a total of 18 states within the flow control state machine. A flow chart of
the processes inside the FPGA implementation is shown in figure [3.5] and a simulation

in Xilinx ISim is shown in figure [3.6|
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Clock Operation performed by Clock Operation performed by
Cyclel Add/Sub Core | Mult Core Cyclel Add/Sub Core Mult Core
1 Y—T =T, Ty =24 20 Up — Y 0Ty
2 pP—2="Ya B-z=2z 21 Tr3 * Nhalf = TK3n
3 Zq — 2 T Ya = Wb 22 TK3h + Tp = Tk YK3 * hhay = Yrsn
4 Y — Y o 23 Yi3h + Yn = Yk 2K3 * Mhalf = ZK3h
5 Tr1 - hhatp = Tran | 24 | Zrsh + 20 = 2K4
6 TR1h + Tn = Ti2 | Y1 - Phalf = Yrin | 25 2T
7 Yrih T Yn = Y2 | 2K1 - Phay = 21 | 26 Tr1+20K2 = Tny1 | 2 Tks
8 ZK1h t 2n = ZK2 27 Tpp1 +22g3 = g1 | - 1/6 = Az
9 Y— T =T, Ty =24 28 Tpi1l+ Tkra = Tpaa
10 |p—2=ya B-z=2z 29 Psizth * Tn1 = Tnta
11 | za— 2 T Yo = Yp 30 | Typt1 + Tp = Tnp 2 YKo
12 Yo — Y 0+ g 31 Y1+ 2YKk2 = Ynt1 | 2° Yks
13 Tro * Mhalf = Tron | 32 Ynt1 + 2Uks = Yn+1 | B+ 1/6 = hgign
14 | 2kon + Ty = Tk3 | Yk2 - Phaty = Yron | 33 Yn+1 + YKka = Ynt1
15 Yroh + Yn = Yrs | ZK2 - hhalf = zgon | 34 Psizth * Ynt1 = Yni1
16 Zron + Zn = ZK3 35 Yn+1 T Yn = Yns1 2 ZKo
17 Yy— =1, Ty =24 36 Zr1 + 22K0 = Zpaa 2 Zks3
18 p—2=1a B-z=2z 37 Zni1 T 22Kk3 = Znp1 | B 1/6 = hgipn
19 |zs—2 T Yo = Yb 38 | Zng1t 2ZK4 = 2t
39 Psizth * Zn+1 = Zn41
40 Znt1l + 2n = Znat

Table 3.2: Table showing RK-4 calculation flow
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Clock synchronized process
reset = low

state = reset state = next state

\_/4 reset = high y\l/
reset = high rising clock edge

Output decode process of Moore type state machine

state 1: reset state

state 2: x & z state calculations (A,E)
state 3: y & z state calculations (A,E)
mult TK, - Nhalf = T state 4: z & y state calculations (A,E)
FPA YK, * hhatf = Yron e
core 2K, Phalf = ZKn state 5: y & x state calculations (A,E)
2 o = 20K state 6: first K step calculation (B,F)
2 vg3 = 2vuks
h-1/6 = hgioun state 7: second K step calculation (B,F)
@i.’rth * Vtmp3 = Vtmpi i@ state 8: third K step calculation (B,F)

state 9: fourth K step calculation (B,F)

state 10:K; step calculation done

state 11: firstv, 1 step calculation (C,G)

add Trh+ Ty =Tk, state 12: second v,,4; step calculation (C,G)

FS;bA YK:h T Yn = YK\,

core ZK;h T 20 = 2K, state 13: thirdv, . step calculation (C,G)
Vi1 + 2VK2 = Uty state 14: fourthw,, ., step calculation (C,G)
Vtmp + 21}[{3 = Utmp2
Upmp2 + VK4 = Vpmp3 state 15: fifthv,, step calculation (C,G)

@tmm +v, = Un+1@ state 16: finalv,+1 step calculation (D,H)

Figure 3.5: FPGA implementation state machine



35

Chaos based RFID authentication

P
su Gm_

mr_ amm._

PR P PR PR P PR PR P PR v
su GGH._ su Gmﬁ._ SuU 00z su GmN._ su Gcm._ SU 0SE-| su ch_ su Gm—ﬂ_ SuU Q0S| _

- Eoas IIIIIIIIl

SU 060°¥59

Figure 3.6: Xilinx ISim simulation of the Lorenz chaotic engine
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The inputs to the discrete Lorenz chaotic engine are o, p, 3, initial conditions xg,
Yo, zo and the pre-calculated fourth order Runge Kutta time step values h and h/2. All
numbers follow the floating point number format and are 32-bit long. When signal start
goes high, the Lorenz chaotic engine commences its calculations by stepping into its state
machine. After all the required calculation are completed for obtaining the next state
values of x,, 11, yns1 and z,.1, signal output_rdy goes high to reflect this result. For the
purpose of simulating the design, a default clock period of 10ns was used. It can be seen
from figure that the time required for the generation of each state is 570ns. This
verifies the earlier claim that each Lorenz chaotic state generation can be performed in
570ns/10ns =~ 57 clock cycles.

The correctness of the states generated by the Lorenz chaotic engine was confirmed by us-
ing Xilinx ISim and Matlab. With initial conditions xq = 0.002, 39 = 0.001, zo = 0.001,
time step of h = 0.001 and ¢ = 10,p = 3/8,8 = 28, x, actual states represented in
IEEE-754 single precision format are generated from the Lorenz chaotic engine and are
written into a hex file. Using Matlab, a m-file script was created to convert those single
precision formatted x states into decimal floating-point representation for ease of ma-
nipulation within Matlab. Figure [3.7] shows those decimal floating-point x state values

plotted against time in steps of h = 0.001 increments.

0 2000 4000 6000 8000 10000 12000

Figure 3.7: Plot of x states generated by our HDL chaotic engine versus time in h time

increments
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This output matches exactly those x states that were generated with Matlab and
therefore, confirms the proper functioning of the design of the Lorenz chaotic engine in
FPGA.

3.5.1 Performance and resource utilization

The resource utilization level of this Lorenz chaotic engine implementation on FPGA is
considerably more efficient than RFID authentication methods such as AES. In table[3.3]
one can see that the number of Xilinx slice used is considerably lower with the challenge

response authentication scheme based on Lorenz chaotic system.

Authentication Scheme Xilinx slice usage
based on Lorenz chaotic system 469
based on AES [16] 5673

Table 3.3: Lorenz chaotic engine device utilization on Virtex 6 xc6vlx75t FPGA

When implemented on the smallest version of the Xilinx Virtex 6 FPGA, the xc6vIx75t,
figure [3.8[ shows the post place and route view of the physical FPGA. It can be seen that

the entire implementation barely used 1/24th of the space available.
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Figure 3.8: Post place and route view of the design on Xilinx Virtex 6 xc6vIx75t
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Currently, one of the most efficient AES RFID encryption method suggested that
included hardware resource evaluation requires 1000 clock cycles to encrypt each 128-bit
block [I8]. Another AES based RFID authentication method uses 356 clock cycles per
encryption of 128 bits but is of theoretical nature without concrete implementation [59].
The 57 clock cycle performance of the Lorenz chaotic engine is many times faster and can
make the authentication of multiple RFID tags possible in real world implementation.
The most widely used passive RFID tags with encryption capabilities follows the ISO-
14443 and ISO-15693 international standards. Both of these standards have a carrier
frequency of 13.56 M hz for signal transmission. For unencrypted RFID tags, they mostly
operate with a 125 K hz carrier frequency. On a passive RFID tag, the clock of the internal
integrated circuits often run at the same frequency as the carrier frequency with the help
of a phase-locked loop circuit. This also means that RFID authentication circuitry would
also run at the same frequency as the carrier frequency. The effective duration for the

authentication of the tag is:

tiag = 57+ (1/13.56 x 10°)
= 4.204pusec

Similarly, the time required for the authentication of the reader is also 4.13usec. The

total time required for each authentication of both the reader and the tag is:

Lauth = tmg + treader
= 4.204pusec x 2

= 8.408usec

In a typical RFID authentication session, this delay is very short and makes simultaneous

RFID authentication of multiple tags possible.

3.6 Secret key

One distinguishing observation from the majority of chaotic ciphers suggested is the
lack of detail implementation methods for concrete practical use. The sole effort of
demonstrating a single narrow focused aspect of chaos for digital communications is one
of the reason the lack of depth in presentation has hindered the wider acceptance of chaos
in cryptography. In my proposed Lorenz chaotic RFID authentication scheme, the key

serves the secret between a transmitting device and a receiving device. This secret key
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is composed of Lorenz dynamic system parameters and initial conditions zg, o, and zp.
But because of the unique characteristics of chaos, there are many questions that need to
be answered in order to translate those Lorenz dynamical system parameters and initial

conditions into a binary secret key that can be used in real world RFID implementations.

1. What are the implications of selecting a finer or corser fourth order Runge Kutta

time step h?

2. Does the entire range of Lorenz dynamical system parameters and initial conditions

offer the same level of security?

3. Given that the security of the Lorenz based authentication scheme relies on the
chaotic behaviour of the Lorenz dynamical system, there has to be a method to

ensure that chaotic behaviour is maintained for all possible key values.

Figure[3.9/shows an x —y plot of a Lorenz dynamical system with ¢, = 0.001, p = 28,0 =
10, 8 = 8/3 and initial conditions at o = 0.1,y = 0.1, zg = 0.1.
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Figure 3.9: Plot of strange attractor with parameters o = 10, p = 28, = 8/3 and initial

conditions xg = 0.1, yo = 0.1, 29 = 0.1

From the appearance of the orbits, the system seems to be in its strange attractor

state. However, the mere appearance of a strange attractor does little to solidify the
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chaotic behaviour and is not acceptable as proof. From my research, it was discovered
that in order to satisfy the above questions, the following boundaries and selection of

specific values were made:

1. The time step value h = 0.0201 is the optimal time step in the fourth order Runge

Kutta approximation that provides the maximum key space.

2. System parameter p bounded by 24.06 < p < 99.5 and initial conditions 0 < x <
170, 0 < y < 170, 0 < z < 170 will ensure sustained chaotic behaviour in the

Lorenz dynamical system.

Given those Lorenz dynamical system boundaries, it was found that chaotic behaviour
was consistently maintained. This is the most crucial requirement in ensuring the se-
curity of the chaos based RFID authentication protocol. The following sections will
demonstrate the proofs behind the selection of those chosen system parameter and ini-
tial conditions boundaries. We begin by first providing an understanding of how to
quantify when chaotic behaviour is present by explaining the Lyapunov exponent, which

is a key characteristic of chaotic systems.

3.6.1 Lyapunov exponent

The Lyapunov exponent is given as the rate of divergence between two trajectories x(t)
and z'(t). The first trajectory z(t) has initial conditions x(0), and the second trajec-
tory 2'(t) has initial conditions z’(0). Given a very small difference between x(0) and
2'(0), there will be a set of Lyapunov exponents that is called a Lypapunov spectrum
characterizing the rate of divergence of each stage of the dynamic system. The number
of Lyapunov exponent(s) of a given dynamical system is determined by its dimension.
For a one dimensional map such as the logistic map, there is exactly one Lyapunov ex-
ponent. Given A(t) to be the difference in distance between a reference trajectory and
a disturbed trajectory in a chaotic attractor, the maximum Lyapunov exponent \,,q; is

given by:

T NG
Amaz = lim lim = In (m) (3:6)

In our case, the Lorenz chaotic dynamical system in three dimensions will have three
Lyapunov exponents, each corresponding to the z, y and z phase space. A positive

Lyapunov exponent tells us that the dynamical system in that particular phase space
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behaves chaotically. On the other hand, if the Lyapunov exponent approaches zero, that
dynamical system is said to be periodic. Finally, if the Lyapunov exponent is negative,
the dynamical system approaches to a single point in space. From the combination of
the three Lyapunov exponents of a Lorenz dynamical system, we can get a sense of the
attractor form. Namely, if it is (+, 0, —) then the dynamical system has a strange attrac-
tor orbit, which shows the signature butterfly form in the = — z plane; if it is (0,0, —),
the dynamical system has a two-torus orbit, which is a trajectory rotating between two
stable points; if it is (0, —, —), the dynamical system has a limit-cycle orbit, which is a
type of periodic orbit; if it is (—, —, —), the dynamical system simply approaches a fixed

point in space.

From this observation, it is obvious to note that the only state in the Lorenz dynamic
system that can be used as part of a secret key are the Lorenz dynamical system z states
because it is the only state that has a positive maximum Lyapunov exponent. In addi-
tion, to ensure that x states remain chaotic, the trajectory of the Lorenz dynamic system
should follow a strange attractor orbit permanently. Therefore, the chaotic behaviour of
the Lorenz dynamical system relies on not just one single system parameter but rather

the combination of the all system parameters and initial conditions.

For concretely calculating the Lyapunov exponent of the hardware implemented Lorenz
dynamical system, an analytical approach in solving for the maximum Lyapunov expo-
nent is not going to provide the necessary proof of chaos. The reason is because analytical
methods suggested for continuous time Lorenz dynamical systems do not take into ac-
count the imperfections introduced by approximating Lorenz dynamical system states
using the fourth order Runge Kutta method. To solve this problem, numerical method is
used instead to calculate the Lyapunov exponent from the states obtained in the FPGA
implementation.

The task of calculating Lyapunov exponents from experimental data is drastically dif-
ferent than calculation by analytic means. There has been a few papers written on this
subject and there currently exists primarily two methods of approaching this problem:
Jacobian-based methods and direct methods. The first approach requires the knowledge
of the equations of the underlying system by fitting the experimental time series data
obtained into such model. The second approach [75] and [63] uses the exponential diver-
gence between two closely located points of the orbit to estimate the Lyapunov exponent

of the system from its time series data. The latter is, by far, the most widely used



Chaos based RFID authentication 42

method in determining the Lyapunov exponent from a time series and there has been
a few modifications to it over the years. For the evaluation of chaotic behaviour in the
hardware implemented Lorenz chaotic engine, the second method will be used to find

the maximum Lyapunov exponent from generated Lorenz states.

Wolf’s method

In [75], Wolf et al. showed that for two points in a dynamical system that are either on
two different orbits or that are within the same orbit but separated in time by at least
one orbital cycle, will diverge exponentially if the system is chaotic. To perform the esti-
mation of the Lyapunov exponents, a fiducial trajectory is selected ,which begins at time
to. Then another point L(ty) is selected, satisfying the above mentioned criteria. Given
Oy is the orientation error between the point on the fiducial trajectory and the point on
the other orbit and ¢, is the time between replacements of the point L(ty) after it has
exceeded the maximum distance between itself and the point on the fiducial trajectory;

the relative error in estimating A; is:
Orr” /Mt (3.7)

In a dynamical system, one can observe that the faster the decay of the orientation error

011, the more chaotic a system is and that chaotic behaviour is guaranteed.

Rosenstein’s method
In [63], Rosenstein’s method is based on [67] and is basically a generalization of Sato’s
approach with improvements in calculation efficiency. The Lyapunov exponents are es-

timated by using the prediction error p(k) given by

N
B 1 ||yn+k o ynn-‘rkH
pU8) = 575 3o 55)

[y —ym||

where y™" is the nearest neighbour of 3", k£ is the number of time steps and %, is the
actual value of the time step. When the prediction error is plotted against time step
k, a linear approximation of the curve from the beginning of k where the distance of

(Atok)

two points grow exponentially by exp to a stage where the linear approximation ex-

ceeds the reference orbit y"™* [72] gives the approximate value of the Lyapunov exponent.

For the implementation of those two methods in determining the Lyapunov exponents,
there are tools developed in software that uses [75], [67] and [63] to perform this task.
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They are the TISEAN package developed for the UNIX operating system and TSTool
developed for running inside Matlab. Given a reference point s,o and a neighbourhood
of surrounding points U (s,) within a diameter €, the maximum Lyapunov exponent can

be approximated by fitting a linear model to S(An) where

1 1
S(An) == In|—-—+ |Sn0+-An — Sntan] (3.9)
S rirewnsy UZ() Oan = Sn

no=1

The challenge in applying this method to accurately determining the maximum Lya-
punov exponent rests in the selection of € that is neither too big nor too small. This is
because if the diameter of the sphere surrounding our reference point s, is too large,
points from other unrelated orbital cycles would contaminate the accuracy of the expo-
nential expansion of our reference point. Conversely, if the diameter of the sphere is too
small, then the only points within our reference point sphere would only consist of that

same reference point and this will not yield any meaningful results.

In TSTool, there is a significant shortcoming in the completeness of its implementa-
tion that does not allow the selection of this € value. This problem is not present in the
TISEAN toolset because it is possible to manually adjust the selection of €. For this

reason, subsequent Lyapunov calculations are conducted using the TISEAN toolset.

3.6.2 Optimal selection of time step h

The inaccuracy in the estimation of each fourth order Runge Kutta step can be seen
as a small signal disturbance to the dynamical system. It is clear that as the time step
chosen approaches the period of one single complete orbit around the strange attractor,
the amount of disturbance increases and the likelihood of retained chaotic behaviour de-
creases. Also, before going into the discussion of the effects of Lorenz dynamical system
parameters and initial conditions, one has to first clearly define a fixed and optimal time
step h value since it is a component that does not change in the Lorenz chaotic system
implementation. From my knowledge, no one has concretely shown this threshold where
the noise from truncation error introduced by the fourth order Runge Kutta approxima-
tions becomes unacceptable and chaotic behaviour vanishes. With the bulk of research
of discrete chaotic cryptosystems focusing mainly on piecewise linear chaotic maps, the
majority of research focus has been on dynamical degradation of piecewise linear chaotic

maps for discrete systems [47].
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Another factor that the selection of time step A has on the behaviour of the discrete
Lorenz chaotic system is the rate of divergence of two arbitrary trajectories. Given
two discrete Lorenz chaotic systems A and B, the number of fourth order Runge Kutta

approximation steps required for the two systems to significantly diverge is:
ATpAB = Tpa — TnB (3.10)

where n is each progression in the fourth order Runge Kutta approximations. From the
very definition of chaos, sensitivity to initial conditions is one of the main characteristic
in chaotic systems. Hence, it is obvious that the trajectory undertaken by system B will
diverge from the path of system A given (x40, Y0, Za0) 7 (Tw0, Yoo, 200). Given the selec-
tion of a large value of h, the trajectory diversion time will be significantly less. However,
the number of possible different values of xq, 19, 20 and p will also be smaller. On the
other, a smaller value of h will yield a longer system diversion time but will provide a
larger pool of possible secret key values. For this reason, we need to find a citical h value

that will provide maximum key space given a system diversion time that is acceptable
for RFID use.

In order to determine what the change of time step A has on the overall behaviour
of the Lorenz dynamical system, we begin by modifying only one state initial value (the
y initial state value) by 0.001 and setting discrete time step to 0.001.
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x states with parameters 6=10, p=28, =8/3, x0=1 .001, zo=15.001 and h=0.001

—y,=15.001
——— y,=15.002

Figure 3.10: Plot of x states with parameters o = 10, p = 28, § = 8/3, o = 1.001,
zop = 15.001 and h = 0.001

In figure the top graph represents the x states of both systems. In the bottom
graph, the difference between x, and xp; where ¢ is the time step, is displayed. Since
the difference in initial conditions between the two system is very small, both systems
behaves very closely with respect to each other. When ¢ > 35, x states begin to diverge
significantly between the two systems. In any type of chaotic cipher employing this type
of discrete Lorenz chaotic system, the number of time steps required for divergence is
an important parameter to take note of because we want to let the two system progress
for some time in the event that an attacker was able to guess very closely to the actual

initial conditions used.

Figure [3.11] shows the result of a finer time step h. As one would suspect, the out-
come from going towards h = 0.01 shows a more rapid divergence in z states, which is

closer to t =~ 29 compared with ¢t ~ 35 previously.
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x states with parameters =10, p=28, p=8/3, x0=1 .001, zo=15.001 and h=0.01
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Figure 3.11: Plot of x states with parameters o = 10, p = 28, § = 8/3, z, = 1.001,
2o = 15.001 and h = 0.01

An important fact about the rate of divergence is the time that it takes for the cal-
culation of all those intermediate states before divergence actually occurs. In resource
constrained applications, this delay could render an authentication scheme to be too slow
for practical use and also decrease the effective data rate in data obfuscation. The fur-
ther apart we set this “resolution” of initial conditions, the faster divergence will occur.
However, on the same token, the maximum number of possible xg, 1o and 2, values will
also decrease. In other words, the theoretical limit can be made as fine as one would
like but the practical limit has to be much larger so that it is proportional to current
hardware technological limits. The ultimate goal in selecting the optimal value for time
step h therefore means the quickest divergence rate possible without the lost of chaotic

behaviour.

By using the method of calculating the maximum Lyapunov exponent discussed earlier
in this section, equation is used in the determination of S(An). For each different
time step selection, a subsequent change of divergence of two arbitrary points can be seen
in the plot of S(An) vs n x h as shown in Figure[3.12 Applying linear approximation to
find the best fitting slope in Figure [3.12] it can provide a good approximation of the sign

of the Lyapunov exponent, which in turn will reveal whether the system is chaotic, peri-
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odic or tends to a fixed point. Hence, from the positive slope of this plot, for Ah = 0.001,

the x states of the discretized Lorenz dynamic system still behave chaotically.
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Figure 3.12: Plot of S(An) with different values of € having dimensions of 3, 4, 5, 6 and
Ah = 0.001

In order to make the efficiency of the hardware implemented Lorenz chaotic engine
as high as possible, the aim is evaluate the Lyapunov exponent from these numerical
results and continually increase the fourth order Runge Kutta approximation time step
until the point that chaotic behaviour is no longer present. By doing so, we effectively
maximize the diffusion factor per time step of each calculated Lorenz state and increases
the efficiency level of the cipher. Let us now reduce the accuracy of the forth order Runge
Kutta approximation from Ah = 0.001 to Ah = 0.1 as shown in Figure [3.13]
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Figure 3.13: Plot of S(An) with Ah = 0.1 having dimensions of 3, 4, 5 and 6

From looking at Figure the z states first tend to a fixed point because of the
negative slope between 0 < ¢ < 10. Then the slope becomes sharply positive indicating
that the divergence of two arbitrary points increases exponentially for a short burst
between 10 < ¢ < 15. Finally, when 15 < t < oo, the slope of the S(An) vs t curve
changes into a flat line, indicating that the trajectory of the z states has settled into
a periodic region. Comparing Figure and Figure [3.13] one can suspect that the
threshold value of Ah, which changes the z states from chaotic to periodic, must be
larger than 0.001 and less than 0.1. By undergoing a gradual increase in the forth order
Runge Kutta accuracy, the resulting plots of S(An) vs t are shown in figure m
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Figure 3.13: Plots showing different Ah values as the x states of the system approache

chaotic range

The following is an explanation of different values of Ah as it approaches the critical
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value of maximum diffusion with retained chaotic behaviour:

e Figure has Ah = 0.029. Between the values of 0 < ¢t < 20, the Lorenz
dynamic system has a negative slope, which means that the system approaches a
fixed point. Then, it changes into a periodic orbit as indicated by the flat horizontal
line at around S(An) = 20.25.

e Figure[3.13B has Ah = 0.0204 and shows an improved response as indicated by the
overall positive slope of S(An), which means that it exhibits some type of chaotic
behaviour. However, one can also observe the oscillating expansion and contraction

cycles as the dynamical system progresses in time.

e Figure has Ah = 0.0202. It has a similar curve as figure [3.13]B; however, the
expansion and contraction cycles have been smoothed out and more of a general

positive slope can be observed.

e Figure [3.13D has Ah = 0.0201 and the distance between the reference point S,
and other points within diameter € truly starts to diverge exponentially as indicated

by the almost straight line with a positive slope.

The above results regarding the selection of Ah shows that despite using a discretized
Lorenz dynamic system, chaotic behaviour could still be preserved given a careful se-
lection of time step h. This addition of quantization error suggests that as the Lorenz
chaotic dynamic system is perturbed by a certain amount of quantization error, or simply
put, a small signal quantization noise, the chaotic behaviour of the dynamical system
could be suppressed and periodic behaviour will emerge. Therefore, any time step values
Ah in a discrete Lorenz chaotic dynamical system employing IEEE-754 single precision

has to have Ah < 0.0201 in order to maintain chaotic behaviour.

To find out the approximate value of the maximum Lyapunov exponent for this par-
ticular dynamic system with Ah < 0.0201, a numeric approach is taken with the help of
the S(An) vs t plot. The equation defining S(An) = S(e, m,t) is given by:

1
S(e,m,t) = <ln <|Un| Z |Sptt — Sn/+t‘n> >n (3.11)

sn€UR

where € is the radius limiting the selection of points s,,, m is the dimension and ¢ is the
RK-4 time steps.
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By applying linear approximation to the straight line as shown in Figure |3.14, the actual

slope represents the approximate maximum Lyapunov value.

-8 [ | | | |
0 10 20 30 40 50

RK-4 time steps in 1000 multiples

Figure 3.14: Plot of S(An) showing A ~ 0.19

Given the above results, this fourth order Runge Kutta time step threshold value

hinresnola = 0.0201 is selected as the optimal h value.

3.6.3 p boundary conditions

The three parametric study of the Lorenz dynamical system has not received as much
focus as the study of single parametric study involving p. Since the Lorenz based RFID
authentication protocol builds on the work that has been done over continuous Lorenz
dynamical systems, the focus on utilizing Lorenz dynamical system parameters as part
of the secret key is restricted to using only the p parameter. To demonstrate why the
range of 24.06 < p < 99.5 was chosen. An evaluation of Lorenz system behaviour is

performed given different operating ranges of p selection.
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The behaviour of the Lorenz attractor is detailed in [7I] for varying values of p. For

p < 1, the trajectory of the system tends to 0 as shown in figure [3.15]

Figure 3.15: Lorenz dynamical system orbit when p = 0.5

The value of p = 1 denotes a point of transition where for p > 1, there is one point

of attraction as shown in figure [3.16

Figure 3.16: Lorenz dynamical system orbit when p = 10
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Then, the next value of transition is when p ~ 13.926 and the trajectory first gets
into a short limit cycle before stabilizing at a rest point (figure [3.17)).

25 T

204 ' 5 : :

15

10—

Figure 3.17: Lorenz dynamical system orbit when p = 14

Subsequently, for 13.926 < p < r, where r, = 24.06, the system behaves chaotically,
but for only a finite amount of time. This period, called “metastable chaos” can be seen

more easily when the observation of the system is isolated to only x states as in figure

318
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Figure 3.18: Plot of x state variables with p = 14

As the value of p approaches r,, the length of time that the system remains chaotic

increases. When p = r, = 24.06, the system behaves chaotically indefinitely as shown in
figure [34].

20

500 1050 1500 2050 2500 3050 3500 4000
Figure 3.19: Plot of z state variables with p = 24.06

This type of chaotic behaviour, however, does not persist for all values of p > 24.06.
When p > 99.5, the dynamical system’s orbit transforms from a symmetrical orbit to an
asymmetrical 22 — y orbit. Figure m shows what began as a chaotic attractor type of

trajectory turned into a periodic orbit around two rest points.
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Figure 3.20: Lorenz dynamical system orbit when p = 100.5

This phenomenon can be more clearly observed in figure [3.21] with a x states only

plot versus time.
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Figure 3.21: Plot of x state variables with p = 100.5

Once the value of p surpasses 99.5, there exists many more stable orbits during certain
intervals of p. From a cryptographic application standpoint, care must be taken in the
selection of p because an unexpected transition from chaotic to periodic behaviour could
completely negate all desirable properties of chaotic dynamical system. It is important
to note that from [34][5][71] and many other reference works that the behaviour of Lorenz

dynamical system given set values of o and 3 with 24.06 < p < 99.5 is well known. For
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that reason demonstrated above, the range of 24.06 < p < 99.5 is selected for ensured

chaotic behaviour.

3.6.4 System divergence from p

Given the almost infinite spectrum of possible p values to chose from between boundary
conditions 24.06 < p < 99, the question now becomes how much resolution can the
Lorenz dynamical system operating in its chaotic region offer to allow the smallest dif-
ference in the selection of two different keys. In other words, if an attacker were to guess
the value of p, how successful would he/she be if the guess were 0.1 off the actual chosen

p value in the secret key? From figure |3.22] x states begin to diverge significantly at

Trajectory of x states with X,=100, y,=100, z =100 and Ap=3

trajectory

| | | | | | |
0 100 200 300 400 500 600 700 800 900 1000
x states

Figure 3.22: Plot of x states with x¢y = 100, yo = 100, 2o = 100 and Ap = 0.1

around ¢t = h x 350. In the design of a chaotic cipher using the discrete Lorenz dynamic
system proposed in my research, the transmitter has the freedom to decide how far apart

should p be in the subset of possible p selection.

Let p, be the value of p for system A and p, be the value of p for system B. It can be
concluded by deduction that as the difference between the value of p, and p, increases,
the time required for = states to diverge will correspondingly decrease. To confirm this
hypothesis, let us increase Ap in figure [3.23] This shows that when Ap = 3, the x state
trajectory begins to diverge significantly at ¢ = h x 180, which solidifies our deduction.

During actual application of discrete Lorenz dynamic system, the selection of p in the
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Trajectory of x states with X,=100, y,=100, z =100 and Ap=3

p=28

) \ M’ |
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trajectory
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x states

Figure 3.23: Plot of z states with z¢y = 100, yo = 100, zo = 100 and Ap = 3

secret key will depend on how fast trajectory divergence is needed. The further apart
is Ap, the quicker exponential divergence of the trajectories of two distinct system will
occur. On the other hand, this increase of Ap would in turn decrease the number of bits
that the secret key has because p is bounded by 24.06 < p < 99 and there are fewer

distinct values of p to choose from.

The significance of this Ap = 3 result will be discussed in the last section of this chapter.
When this finding is combined with the maximum number of distinct initial conditions
Zo, Yo and zg, it will be possible to calculate the effective key size of the Lorenz chaos

based RFID authentication protocol.

3.6.5 1z, yo and z; boundary conditions

Having discussed the significance of p, we now turn our attention to the initial conditions

of the Lorenz dynamical system. In figures [3.248.258.268.27, a graphical representation

of the effects of an increasing xg is shown:
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Figure 3.24: Plot of x — z state with xg = 1, yg = 15, 2z = 15

Plot of x-z state with x0=50, y0=15, 20=1 5
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Figure 3.25: Plot of x — z state with x¢y = 50, yo = 15, 2 = 15
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Plot of x-z state with x0=1 00, y0=1 5, ZO=15
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Figure 3.26: Plot of x — z state with zq = 100, yo = 15, 29 = 15

As the value of the initial state is increased, the signature Lorenz strange attractor
rapidly returns toward the zy = 0 point while maintaining the signature Lorenz strange
attractor trajectory. This signifies that chaotic behaviour is still present with initial
conditions that are not close to zero, as other studies in Lorenz dynamic system have
primarily been focused on. However, as the initial conditions get further away from
the point (0,0, 0), the integrity of the chaotic behaviour deteriorates. Figure below

shows the deterioration of the tightness of trajectories along the chaotic attractor.

50

Figure 3.27: Plot of x — z state with x¢ = 500, yo = 15, z9 = 15
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For this reason, it is important to note that during actual implementation in hardware,
depending on the level of precision of the number system chosen, initial conditions xg, ¥y
and z have to be bounded. From the z state vs time step plot of (zg,yo, 20) > (0,0, 0),
a spike occurs during the beginning stages of the Lorenz x states. Figure [3.28 shows a
close up of this extremely rapid change of x states from an exponential downward trend
to an exponential upward slope.

50

40

Figure 3.28: Plot of x states with o = 50, yo = 1, 20 = 1 and h = 0.0001

Because the Lorenz chaotic state progressions are approximated by the fourth order
Runge Kutta method, in the event that the speed of the state transitions are changing
more rapidly than the maximum allowed per each time step h, the fourth order Runge
Kutta approximation will not be able to catch up and instability will occur. This effect
can be observed in figure [3.29] where the set of Lorenz system parameters, initial condi-
tions xg, yo and zo were all unchanged. This, in theory, should reveal an almost exact

same Lorenz trajectory.

60
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Figure 3.29: Plot of x states with zq = 50, yp = 1, zo = 1 and h = 0.013462



Chaos based RFID authentication 62

When compared with h = 0.0001, it can be clearly observed that x states oscillate
during the beginning stages of the discrete lorenz chaotic system. In this case, for initial
conditions zo = 50, yo = 1, zp = 1, the limit of h is approximately 0.013462. Beyond
this time step value, the change in z states occur too quickly for the fourth order Runge
Kutta approximation to capture and hence, the system will approach either positive or
negative infinity. Therefore, it is paramount that given a certain selection of A, the ini-
tial conditions for the discrete Lorenz chaotic system cannot go beyond the limit of the

fourth order Runge Kutta approximation range.

Now, to determine the range of initial conditions for a given step size h, one can ob-
serve the total change in x states over time for each set of initial conditions. With the
aid of Matlab, this can be accomplished numerically and shown graphically. Let yo = 1,
zo = 1 and:

xo = |21, T2, ...,y  where n = 250 (3.12)

and the total number of time steps in the fourth order Runge Kutta approximation is
set at 5000. For g =1, yo = 1, 29 = 1, the total absolute change is given by:

5000

Z |Az;|  where |Ax;| = |11 — 24 (3.13)
i=1

By plotting |Az;| vs x,, it is possible to determine the critical point where the initial
conditions are changing too rapidly for the time step h chosen. Figure [3.30| shows an

example of this plot.

35°°WWWWMWWWWW“WWW " ]
Y: 3551
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2500~ ,
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1000~ -

500~ -
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Figure 3.30: Plot of |Ax;| for initial conditions yo = 1, 29 = 1, zy = [1,...,250] and
h = 0.0201
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One can observe that |Az;| hovers between 3000 and 3500 for 1 < z, < 218. Then,
for z,, < 219, changes in x states reach that critical point where the fourth order Runge
Kutta approximation with A = 0.0201 could not keep up and the resulting = states derail
into either positive or negative infinity. It is important to note that all three initial states
of the discrete Lorenz chaotic system have a cumulative effect on the range of g, yo and
zo. For instance, figure [3.31{shows the range of valid x is decreased with an increase in y

and zg. Given the above observations, when selecting a valid range of initial conditions,

3500 . s

X:177

3000 Y: 3381 |

2500~ -
2000~ -
1500~ -
1000~ -

500~ -

| | | | | | | | |
0 20 40 60 80 100 120 140 160 180 200

Figure 3.31: Plot of |Ax;| for initial conditions yo = 180, zy = 180, z¢ = [1, ..., 200] and
h = 0.0201

the goal is to maximize xg, yo and zg without going over the fourth order Runge Kutta
approximation limit. In the case of h = hipresnoig = 0.0201, from figure [3.31] a good
choice for the range of initial conditions is xy = 170, yo = 170 and zy = 170. This
would give an equal number of zq, yy and zy sets for the key size evaluation that will be

performed later in this chapter.

3.6.6 System divergence from initial conditions

From the original paper published by Lorenz and other works done by researchers in
the field of chaos, initial conditions that are very close to zero have predominantly been
employed. For example, in [49], Lorenz used the initial conditions zy = 0, yo = 1 and
29 = 0 for his initial study of his convection flow model. Similar to other cryptographic
schemes, the goal for the selection of the secret key is to try and have as large a key
as possible. In the Lorenz based RFID authentication scheme, the resolution of initial
conditions influences directly the outcome of the Lorenz trajectory. In order to maximize

the size and the level of confusion of the secret key, initial conditions of o = 170, yo = 170
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and zy = 170 were chosen. Knowing that initial conditions not close to the zero also
displays a strange attractor form from the previous section, one has to now evaluate the
total number of distinct xg, yo and 2y that yield a unique point along the Lorenz chaotic
trajectory. To illustrate this more simply, let x40, y.0 and z,9 be the initial conditions
that communication system “A” uses. Then, in another separate system “B”, xy9, o
and z,0 are the initial conditions chosen. The trajectory of system A after t second is

!, and the corresponding time in system B after ¢ seconds is x},. Given:
AIO = Tg0 — Tp0 (314)

The set of valid x9 depends on Axy where,

Therefore, if Az is made too small, it could potentially take too long for two separate
dynamical systems to exponentially diverge, which would be a major flaw in the cipher.

Figure [3.31] shows z states as a function of time for different zy values.
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T
x state with x0:1 00, y0:1 5, 20:15
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timestep h

(d) z states with z¢o = 100

Figure 3.31: x states with different initial conditions of x

As the value of the initial x state is increased, the transient oscillation period before
x state becomes chaotic decreases. Over the set of all three Lorenz initial conditions,
the larger the initial conditions, the faster the Lorenz dynamic system approaches the
zero point. This is a beneficial property for the Lorenz chaos based RFID authentication
protocol because the transmitter and the receiver will be able to enter a chaotic state
as well as negotiate and authenticate within a shorter time span given the decrease in
time in the Lorenz chaotic trajectory. There is, however, a limit as to how far the initial
conditions zg, Yo and zo can be from the point (0,0,0). The initial spike of z in figure
3.31] was omitted because accent was put on showing the chaotic behaviour of the z
states. Figure below shows the initial x state right before what is shown in figure

5000 ‘
4000~ —X0= 100 ]
3000 ——2z0=1000
——x0=5000
2000+ -
1000}~ -
o~ _
-1000 | | | | | | | | |
0 5 10 15 20 25 30 35 40 45 50
time t

Figure 3.32: Plot of x states for time shortly after start of Lorenz dynamic system
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This clearly shows the strong tendency for the x states to converge back to zero.

Setting the y axis of figure to logarithmic scale provides a more clear look at the

exponential convergence to zero:
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Figure 3.33: Logarithmic Plot of x states for time shortly after start of Lorenz dynamic

system

From this exponential convergence, a pitfall in the selection of xy is present. The

confusion property of the secret key could potentially be lost since an attacker could eas-

ily approximate the x state values shortly after the start of the Lorenz dynamic system

knowing that it approaches exponentially quickly z = 0.

From the definition of chaos, one should expect an increasing divergence of two arbi-

trary trajectories as the initial conditions of two systems increase. Figure [3.34] show the

plot of x states with a difference in x of 0.1.
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x state trajectory with x0=1 00, y0=100, zo=1 00 and A x=0.1
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Figure 3.34: Plot of x states with zy = 100, yo = 100, 2y = 100 and Az = 0.1

With Az = 0.1, x states begin to diverge at t = h x 650. In an attempt to decrease
the state progressions needed such that chaotic behaviour will occur sooner in time, let
us increase the value of Ax.

x state with x0=1 00, y0=100, zo=1 00 and A x=7
20 T T T T T I

trajectory
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Figure 3.35: Plot of x states with xzq = 100, yo = 100, 2o = 100 and Ax =7

Figure [3.35| clearly shows a decrease in the amount of time required for = states to
significantly diverge. This behaviour is expected and confirms that as the initial condi-
tions are further apart, the time that it takes before the Lorenz chaotic system diverges
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is decreased.

In the next section, the results that were demonstrated about the characteristics of
p and the Lorenz initial conditions zg, yo and zy will be put together to determine the

effective key size of the Lorenz chaos based RFID authentication protocol.

3.6.7 Key size

Parameters of the discrete Lorenz chaotic engine make up the content of the secret key
used during encryption and decryption. These parameters are what differentiate one
discrete Lorenz chaotic trajectory from another. They include:

e Initial condition xq
e Initial condition
e Initial condition z
e Lorenz system parameter p

As seen in previous sections, there exists factors that the initial conditions have to abide
by during its selection in order to ensure that chaotic behaviour is maintained. Also, the
fourth order Runge Kutta time step h plays an important role that directly influences the
outcome and behaviour of the discrete Lorenz chaotic system. For the sake of explaining
the actual key size of the Lorenz chaos based RFID authentication protocol, focus is on
the optimal time step h, system parameters and initial conditions chosen of h = 0.0201,
24.06 < p99.5 and xg <= 170, yo <= 170, 2y <= 170 respectively. From my hardware
implementation of the Lorenz chaotic engine, each Lorenz state requires 57 clock cycles of
calculation time. Recalling figure [3.31] showing the optimal maximum initial conditions
x9 = 170, yo = 170 and zp = 170. Given a resolution of 0.0201 for the selection of
initial conditions, figure [3.36[shows the difference in x, y and z states for discrete Lorenz
chaotic systems A and B having initial conditions x40 = 10, y49 = 50, 2490 = 50 and

xpo = 10.0201, ygo = 50, 29 = 50 respectively.
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Figure 3.36: Plot of z, y and z states with a Ax = 0.0201 and h = 0.0201

In order for two arbitrary discrete Lorenz chaotic systems to diverge, from looking at
figure [3.36] it is necessary to progress chaotic states past 400 steps in the fourth order
Runge Kutta approximation. The total time tg;pergence required before the trajectory of a
reader having a carrier frequency of 13.56 M hz and a non authorized tag starts to diverge

is given by:

tdivergence = (1/1356 X 106) X 57 x 400
= 1.68ms

This delay is within the practical range of a typical RFID authentication session, which
is in the millisecond range. To determine the total number of possibilities for xy, 3y and

2o selections, we refer to the optimal range of valid initial conditions:

2o = [0.0201, ..., 170]
yo = [0.0201, ..., 170]
20 = [0.0201, ..., 170]

Given a resolution of 0.0201 for xg, yo and zg, the total number of possible choices for
initial conditions are:
170 — 0.0201

0.0201
~ 8456

total number of possible xq, 1o, 20 =
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Hence, the total number of possible initial condition choices is 84563 = 604, 637, 282, 816.
Now, for the Lorenz dynamic system parameter p, the same process is followed. Referring
back to the optimal and valid range of p, chaotic behaviour is maintain when 24.06 <
p < 99.5. Recalling figure [3.22 a difference of 0.1 in p has the effect of diverging two
arbitrary paths after approximately 350 fourth order Runge Kutta time step calculations.
To determine the total number of possibilities of p:

99.5 — 24.06

total number of possible p = o1

~ 754

Therefore, the total number of possible combinations of g, yg, 29 and p is:

total number of unique combinations of zg, yo, 20, p = 8456 x 8456 x 8456 x 754
= 4.558965112 x 10"

In terms of number of bits of security, this scheme has an equivalent of roughly 49 effective
bits of security, which is very efficient for a one round cipher that only requires a small

amount of resources to implement.

3.7 Encryption and decryption rate

After both the reader and the tag have proven their identity via the authentication
scheme, both communicating parties have now secured their authenticity. For the en-
cryption and decryption of a plaintext bit stream, the ultimate goal is to maximize the
bit transfer rate of the encryption implementation without compromising the level of
entropy offered by chaos. The Lorenz chaos based scheme offers several different im-
plementation methods. For the Lorenz chaos based RFID authentication protocol, a
modified permutation method utilizing x state peaks was chosen for encryption and de-
cryption a plaintext binary bit stream. In this section, we will explain the reasons behind

this implementation method selection.

3.7.1 Direct z state utilization

Perhaps the most straight forward approach is the use of a simple exclusive OR operator.
In a single precision IEEE-754 number, there is a total of 32 bits. Given an input binary
stream S, it can be divided into 32 bit blocks.

S =[S0, S1, +vvy il (3.16)
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where n is equal to the length of the plaintext bit stream segment and each element of
S is 32 bit long. In order to obfuscate this input bit stream, it is exclusive OR’ed with

each z discrete Lorenz chaotic state. So that:
T = [SOGBxO,Sl@xl,...,Sn@xn} (317)

where x,, are the 32 bit IEEE-754 single precision z states generated from the discrete
Lorenz chaotic engine. With this approach, one can easily see that the decimal repre-
sentation of x Lorenz chaotic states are truly chaotic but when it is converted into a
binary representation, in this case the IEEE-754 single precision format, the statistical
distribution would not be uniform. If an attacker were to guess x,,, they can easily elim-
inate a high number of possibilities because there is a limit in the range of possible x
state values. Recalling that in a truly secure cryptosystem, the only secret is the content
of the secret key and one should not rely on hiding the elements and algorithms of a

cryptosystem in order to try and make it more secure.

3.7.2 «x state permutation

In an effort to make the distribution of each bit more uniform, another method that can
be used is by permuting the binary mantissa of the Lorenz dynamical system’s x states.
Recalling that the IEEE-754 single precision number has 24 mantissa bits. Since the
first bit of the mantissa is always a binary one, the last bit of the exponent is used to
represent this first bit of the mantissa in order to maintain its chaotic nature and will be
referred to as M; subsequently. Let M be the x Lorenz state mantissa. By separating

M in two parts, we have:
M = [M,;, M,] (3.18)

where M = [M17 MQ, ceey M24] and Ml = [Ml, ceey Mlg] and Mr = []\4137 ceey M24]
To create a 24 x 12 = 288 bit mask K for use in the encryption and decryption of a
plaintext bit stream, where K = [K7, K, ..., Kasg|, M is the first 24 bits used.

For the second set of 24 bits, M is permuted and bits are XOR’ed according to fig-
ure [3.37 such that M; = My & M; and My = My, ® M, and so on. Then, a right
side rotating shift is performed to yield the next set of M used in the encryption and
decryption mask K.
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Figure 3.37: Permutation and XOR operations between sets of M

The result of this method gives a stronger bit masking of the single precision x states
and increases its length to 288 bits. In terms of the security of this permutation technique,

it is important to note the following:

1. This method differs from traditional applications of permutation techniques in
cryptography because this permutation is done on the Lorenz x state and not on
the actual authentication key itself. This is a unique masking technique benefiting
from the unique application of chaos in cryptography, which is different from a

traditional symmetric key cipher design.

2. This bit stream of Lorenz x state that is used to encrypt the plaintext data has no
direct correlation with the real authentication key. In other words, if an attacker
were to know one of the 288 bit Lorenz z state, it would not reveal any additional
information on the trajectory of the Lorenz dynamical system; hence, other x

states.

3. The strength of this Lorenz x state bit stream builds on the complexity of solving
for the Lorenz chaotic system. This means that for an attacker to know even part
of this 288 bit Lorenz x state, they would have to first solve for the actual Lorenz

x state itself.

Based on the above, this method of extending the length of Lorenz x state is considered

as strong as the chaotic behaviour in predicting the actual = state itself.
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3.7.3 x state selection

With the coding of = states defined, the next step in completing the data encryption
scheme is to determine which x states are chosen to perform the exclusive OR operations.
Obviously, the most straight forward approach would be to utilize each and every x state
generated by the discrete Lorenz chaotic engine. By doing so, the maximum bit rate in
this obfuscation scheme can be achieved. However, there is a downside to this method.

Given a plaintext bit stream S. As shown above, the obfuscated ciphertext is given by:
T =[So® Xo,51 P X1, ..., S ® X, (3.19)

where the x state is at an arbitrary point in its chaotic trajectory. In the event that
a particular point of this arbitrary trajectory is compromised, the chaotic nature of x
states that have been approximated by the fourth order Runge Kutta method shortly
before and after this point will also be compromised.

Recalling the signature Lorenz chaotic state plot below:

20

101 :

Figure 3.38: Plot of Lorenz x states in its chaotic region

Given the fine fourth order Runge Kutta time step h relative to the rate of change
in Lorenz chaotic x state values, it can be observed that any arbitrary x state x,, where
t = h x n is relatively close to x,_; and will also be relatively close to x,1. Therefore, if
an attacker has the value of z,,, the security of the binary plaintext bit stream that has
been encrypted shortly before and after this point n will be weak and likely be compro-

mised.

A solution to this problem of correlation between z states is to not use each and ev-

ery state but rather select states that will not be relatively close to each other. As the
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x states reach either a positive or negative peak, those points will be selected for use in
encryption. This way, even if a given x state value is compromised, it will not be possible

for an attack to guess with high success the next x states that will be used.

By using the techniques mentioned above, an estimation of the mean encryption bit-

rate can be performed. Given the following discrete Lorenz chaotic system parameters:

=28
P Ty = 10
o=10 10 (3.20)
B—8/3 Yo = .
20 = 15
h = 0.0201

The corresponding x states are given in figure [3.39] From this plot, the peak to peak

delay in fourth order Runge Kutta approximation time steps are roughly:

Ahpeak to peak = 389 — 358 (3.21)
=31 (3.22)

As demonstrated in the implementation of the discrete Lorenz chaotic engine in FPGA,
each fourth order Runge Kutta approximation takes 1.68msec. This means that the

actual time ¢t required between x state peaks are:

tpeak to peak — 1.68ms x 31

= 52msec

For the modified permutation scheme, the effective bit rate will be:

288
52 x 103
= 5.538Kb/sec

effective bit rate =

In a resource constrained system such as the implementation demonstrated in the Lorenz
chaos based RFID protocol, a bit rate of ~ 5.538Kb/sec is very good given such low

resource usage and the speed that each Lorenz chaotic state can be generated.



Chaos based RFID authentication 76

X: 358
201~ Y:15.58 7
L ]
10
0 —
-10 —
-
X: 389
—20— Y:-13.04 _|
! ! ! ! ! ! ! ! !
0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000

Figure 3.39: Plot showing x states peak to peak Ah

In this upcoming chapter, a numerical security evaluation is given in order to provide
proof that my proposed Lorenz chaos based RFID authentication scheme offers the same

level of security as the continuous Lorenz chaotic system itself.



Chapter 4

Security Evaluation of Proposed

Scheme

An observation in the field of chaos based cryptography shows that although there has
been a number of suggested implementations, few of them actually proceeded in any
type of security evaluation. The consequence is the lack of any proof that their suggested
system is resilient against different types of attacks and that there are no weaknesses in
their implementation of chaos. In this chapter, the discretized implementation of chaos
employed in the Lorenz chaos based RFID authentication protocol will undergo security
evaluations from several different angles. A statistical analysis of a very large pool of
compiled x states is examine to determine whether short cycle periodic behaviour exists.
Then, the Lorenz chaos based RFID authentication scheme is evaluated against the rules
of security requirements in chaos-based cryptosystems detailed in [25] to ensure that my

proposed implementation is as secure as currently possible.

4.1 Statistical analysis

A factor that affects the level of security of the discretized Lorenz dynamic system is the
distribution of states. From numerous works that were done in the field of analog chaotic
dynamic systems, a strong emphasis has been put on the sensitivity to initial conditions
property. For chaos to be a real contender in the field of cryptography, one has to know
exactly what are the chances of a particular chaotic cipher being broken when faced with
specific attacks. It is nice to have the sensitive to initial conditions property but how

good will it do to a cipher if the range of possible outputs are always repeating or has

77
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only a relatively small pool of possible values? This section takes a concrete look at
two possible weaknesses of any chaotic cipher: short cycle periodic patterns and non-

symmetrical statistical state distribution.

Before proceeding into detail with the statistical evaluations of this section, an expla-
nation of the test setup is in order. For the results obtain to be significant behaviours
of the discretized Lorenz dynamic system and not just short transient behaviours, the z
state generation process underwent a long period of time. A total of 50,000 fourth order
Runge Kutta steps were generated with the hardware implemented Lorenz chaotic state
generator. Given the time required for a typical authentication session to be much less
than a second, and that each authentication session required 31 time steps, this would
provide a total of 50,000/31 ~ 1,612 authentication attempts.

4.1.1 Short cycle periodic pattern verification

To make sure that the authentication scheme proposed in my research can withstand
a man-in-the-middle attack, where communication between the reader and the tag is
compromised and intercepted, one has to ensure that this advantage will not grant the
attacker any advantage regardless of the number of authentication communication in-
terceptions. Since there has not been any concrete work performed in the subject of
verifying whether chaotic dynamic systems exhibit short periodic cycles, this subsection
will explain the method performed and provide actual results in order to support the

security of the RFID authentication scheme proposed.

In the previous section, the S(An) vs t plot provided a mean to quantitatively iden-
tify periodic and chaotic behaviour and as well as the Lorenz trajectory approaching a
single point. For the evaluation of short periodic cycles, although this method could be
used, it does not effectively displays repeated periodic cycles. The reason is because the
S(An) vs t plot can have an overall positive slope while having very small repeating
staircase type of periodic mini-stages. Those stages in itself might not show severe peri-
odic cycles but when combined together, can be a clue to flaws in the system. To combat
such shortcoming, another method should be used in the evaluation of short periodic
cycles. By taking the Fast Fourier Transform of the = states generated by the hardware
implemented Lorenz chaotic engine, one can then clearly see any significant repeated

periods accumulated during the entire time span of the z states. As a way to confirm
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this method, Fast Fourier Transform is applied to a system with Ah = 0.029. From
the Lyapunov exponent calculations performed in previously, this evaluation should give

some type of repeating periods.
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Figure 4.1: FFT of Lorenz dynamical system with Ah = 0.029
It is clearly shown in Figure that there are two distinct periods that emerge
from the dynamical system having Ah = 0.029. Once again, this reinforces the notion
mentioned in the previous section that improper selection of time step h will degrade
chaotic behaviour into periodic behaviour. Now, the exact same test performed with
time step hipreshora Should not have this shortcoming. Figure shows the result of the
Fast Fourier Transform of the discretized Lorenz dynamic system with the threshold time
step.
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Figure 4.2: FFT of Lorenz dynamical system with Ah = 0.0201
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Figure shows a dramatic improvement in terms of frequency spectrum compared
to h = 0.029. The resulting Fast Fourier Transform has a strong DC like component,
which is a favourable property in terms of minimizing the periodic determinism of the

discretized Lorenz dynamical system.

4.1.2 Statistical distribution verification

In this subsection, the distribution of z Lorenz chaotic states over time is examined
in order to determine whether the probability of states are equally distributed. To
begin, a series of x states are generated from the discrete Lorenz chaotic engine such
that the total duration of state generation is much larger than the length of time of
a typical authentication session in order to ensure that small cycle periodic behaviour
is not present. Again, with Ah = 0.0201 and 50000 RK-4 steps, we have a total of
approximately 1,612 authentication attempts. Figure shows the distribution of states

of this dynamical system.
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Figure 4.3: x state distribution over 1000 seconds from my proposed Lorenz chaotic

engine

From the results obtained in Figure [4.3] one is able to see that the Lorenz chaotic

x states distribution is symmetrical. In other words, there is an even distribution of x
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states in the positive as well as the negative range. Given the symmetry of this x state
distribution, if we assign positive states to have a binary value of 1 and negative states
to have a binary value of 0, the probability for an attacker to correctly guess a binary
1 would be 1/2 and the same is true for the probability of guessing correctly a binary
0. This fact solidifies the noise-like uniform distribution of the discrete Lorenz chaotic z

states.

For discrete Lorenz chaotic engine applications that are not resource constrained, an
additional encryption scheme is possible. If the probability proportions are adjusted ac-
cordingly, it is possible to have four equal ranges of = states in Figure |4.3| such that the
probability for each range to appear would be 1/4. Then, one can continuously divide
state ranges in order to increase coding effectiveness as long as the range division is
not made too small to maintain proper probability distribution. This method could be
used as a perfect chaotic pseudo random number generator that has an even probability
distribution and is none periodic.

Ultimately, knowing that the discrete Lorenz chaotic engine has even probability dis-
tribution, an implementation of the Lorenz chaos based RFID authentication protocol
can become the ideal method for integrating chaos into existing RFID systems. To my
knowledge, this is the first practical use of chaos in resource constrained digital hardware
based systems that has undergone in depth security scrutiny by means of time-series

analysis.

4.1.3 Rules and guidelines to follow to ensure the security of

chaos based cryptosystems

According to the paper [25], there are 17 rules that any designer of chaos based cryptosys-
tem should follow to ensure that their system is not easily broken. From testing those
rules against the Lorenz chaos based RFID authentication protocol, it can be shown that
my proposed scheme already satisfies those rules. The following is a list of those nine
rules that are relevant for a digital chaotic cryptosystem and explain how they are being
met. A list of the other rules can be found in Appendix A.
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Rule #1: A thorough description of the implementation of the chaotic sys-

tems involved should be provided

This rule applies to works that are theoretical in nature and no concrete implementations
are given or not enough details are given to suggest possible implementation direction.
Unfortunately, many suggested cryptosystem employing chaos has a narrow focus that
makes it impractical for implementation in actual hardware. My proposed chaos based
RFID authentication protocol has been discussed in great detail in previous chapters of
this thesis.

Dynamical system used:

The dynamical system used for my proposed authentication scheme is a discretized ver-
sion of Lorenz dynamical system. In order to calculate each z, y and z states, the fourth
order Runge Kutta approximation method is used with time step set at h = 0.0201,

which is the optimal time step value for chaotic behaviour to still be present.

Dynamical system paramters

The Lorenz dynamical system has governing parameters p, ¢ and [ that model heat
convection in the atmosphere. It was shown in chapter three that Lorenz dynamical
system parameters play an important role in it’s overall behaviour. While most research
in Lorenz dynamical system has been done on single parametric systems, it makes sense
to build on the work that has been done previously in this field instead of branching out
into a three parametric Lorenz dynamical system. For that reason, o and 3 are set at 10
and 8/3 respectively. The value of p is the one that is changing and it can only take on
values between 24.06 to 99.5. This is because values outside of this range exhibits short

periodic cycles that are degrading to the chaotic nature of the Lorenz system.

Rule #2: For chaotic systems implemented in digital form, the negative ef-
fects of dynamical degradation should be taken into consideration with careful

evaluation

For dynamical chaotic systems to be in the discrete domain, it has to be in a finite space
employing number representations in digital form such as fixed point or floating point
and methods of truncation such as ceiling, floor or round. It has been demonstrated
in [46] that piece-wise linear chaotic maps are very susceptible to linear degradation,

which has a detrimental effect on the sustained chaotic behaviour of the finite chaotic
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system. This phenomenon can be viewed as a constant variable small disturbance on a
continuous dynamical system which are caused by the quantization error of digital com-
puter systems. According to [I0], the orbits traced by a continuous chaotic system are
obviously different from their discrete counterpart. For this reason, chaotic behaviour in
a continuous system given a certain initial state and parameters cannot be guaranteed

in a corresponding digitized system.

In my proposed chaotic scheme, care was taken to make sure that long iterations of
the chaotic system in finite space does not converge to a single point or follow a peri-
odic orbit. To theoretically take into consideration all the quantization error chaos is a
difficult task because of the difficulty in performing analytical modelling. Many of the
current research in the field of discrete chaotic systems make use of numerical methods
for this purpose. My proposed approach for the evaluation of dynamical degradation in
this chaotic scheme is to utilize the TISEAN toolset to perform numerical evaluation on
time series data obtained from the hardware implemented Lorenz dynamical system. A
positive Lyapunov exponent indicates that exponential diverge is presence and chaotic

behaviour is maintained.

Rule #3: Without loss of security, the cryptosystem should be easy to im-

plement with acceptable cost and speed

In comparing the Lorenz chaos based RFID authentication protocol with widely used
symmetric key cryptosystems in terms of speed and level of security, a typical software
implementation of AES [6] shows that performance is in the range of 20-150 cycles per
byte. As shown in my RFID authentication scheme detailed in chapter two, the level of
resource utilization is extremely low and I have proven its actual design complexity by
implementing this chaotic cryptosystem fully on an FPGA. This low level of hardware
resource utilization also has the beneficial side effect of making the cost of manufacturing
such a device low. The throughput of this chaotic cryptosystem, which is at approxi-
mately 5.538 K'b/sec, is very respectable for systems having limited resources such as in

RFID applications.

Rule #4: The key should be precisely defined

In chapters three, a detailed explanation of the makeup of the secret key is given. It is

composed by a combination of:
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e The selection of the value of p
e The selection of the initial values of zq , 9 and 2z

The binary format representation used is the IEEE 754 single precision format. There-
fore, each secret key is 128 bits long (32-bit single precision xq, yo, 2o states plus 32-bit
single precision system parameter p). Most of the proposed chaotic cryptosystems fall
short of defining the exact key layout and leaves it totally up to the reader to perform
this task. The uniqueness of my approach is the proposal of a new chaotic RFID authen-
tication scheme with concrete implementation details and with a numerical study of its

security from multiple attack angles.

Rule #5: The key space K, from which valid keys are to be chosen, should

be precisely specified and avoid nonchaotic regions

From the evaluation of initial conditions xg, yo and 2y, and the Lorenz chaotic system
parameters p, o and (8 in chapter three, it was shown that the values of the initial con-
ditions and system parameters indeed yield chaotic behaviour. Since the key originates
from those system parameters and initial conditions, we know which regions to avoid in
order to ensure chaotic behaviour. For example, when the Lorenz strange attractor is
formed, the only state that exhibits chaotic behaviour is the x state. Another example
is the range of possible p values. It was shown in chapter three that chaotic and non-
periodic behaviour is observed when 24.06 < p < 99.5. From reading other proposed
chaotic cryptosystems and the successful attacks on those systems, very often, those
attacks do not focus on the chaotic system itself but rather in the other components
surrounding the chaotic algorithm. By ensuring that there are no weak secret keys, it
renders an attacker’s job that much harder and denies their attempt in a workaround

circumventing chaos itself.

Rule #6: The useful chaotic region, i.e. the key space K, should be dis-
cretized in such a way that the avalanche effect is guaranteed: two cipher-
texts encrypted by two slightly different keys k1, k2 € K should be completely
different

Referring back to chapter three, the minimum change in the chosen secret key is demon-
strated numerically in order for two closely related keys to provide two completely dif-

ferent outcomes. For the calculation of the effective secret key bit length, this minimum
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distance between initial conditions and p selection has been taken into account so that

the level of security of this chaotic cryptosystem is not over inflated.

Rule #7: Partial knowledge of the key should never reveal partial information

about the plaintext nor the unknown part of the key

Originating from one of the most basic rule in cryptography, the Kerckhoffs principle tells
us that the security of the cryptosystem must rely entirely on the key. In other words,
the only secret that an attacker does not know is the key and everything surrounding
the implementation of such cryptosystem cannot be used as a mean to increase security.
Often times, proposed chaotic cryptosystems tend to hide or be unclear about certain
aspect of their method. In my proposed chaos based RFID authentication protocol, the
partial knowledge of the key does not mean part of the plaintext or other parts of the
key is revealed because valid key values are carefully chosen so that they are all within
chaotic regions of the dynamical system. For example, if an implementation blindly uses
all values of p in a Lorenz dynamical system and if such value were to be revealed to the
attacker, the weak periodic behaviour of the dynamical system will be revealed. That
has serious consequences in the revelation of the plaintext and is totally unacceptable in

a secured cryptosystem.

Rule #8: The algorithm or process of generating valid keys from the key
space K should be precisely specified

This rule is partially answered from the explanation given in the previous rule. Since the
range of values of p, xg, yo and zy is known, the process of selecting valid key is simply

the selection from this range of values.

Rule #9: For two keys (or two plaintexts) with the slightest difference, no dis-
tinguishable difference between the corresponding ciphertexts can be found
by any known statistical analysis and rule #10: The ciphertext should be
statistically indistinguishable from the output of a truly random function,

and should be statistically the same for all keys

These two rules are similar to rule #6 except that not only two slightly different keys
should yield a completely different ciphertext, but two slightly different plaintexts should
yield a set of completely different ciphertexts as well. To demonstrate this, statistical

analysis of my proposed system is used. If we were to plot out the location of the
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chaotic trajectory X, Y, and Z,, where n is the time step h multiplied by the number of
iterations, the distribution of X,,, Y,, and Z,, across the span of different initial conditions
Xo, Yy and Zj should appear noise like or has a symmetrical distribution. This is covered
in this chapter previously with the evaluation of possible periodic behaviour and = state

distribution utilizing a very large pool of x states.



Chapter 5

Conclusions and Future Work

Ever since Edward Lorenz published his famous paper, “Deterministic non-periodic flow”,
in 1963, he has opened the doors to a new type of dynamical system that exhibits com-
plex behaviour but yet, is modelled by only three simple ordinary differential equations.
What was originally used to model heat convection in the atmosphere has found itself
in everyday phenomenons ranging from the human heartbeat to trends in the publicly
traded financial markets. Even though the Lorenz attractor has been around for quite
some time, it has been the subject of active research and many works have probed into
different aspects of the Lorenz’s dynamic system. In particular, there has been a sub-
stantial number of research papers suggesting the use of chaos in communication security
and cryptosystems for the past two decades. A look around cryptographic methods being
used today in digital communication security reveals the story of a complete absence of
real world use of chaos in actual implementations. The reason is because most suggested

cryptosystems based on chaos have major shortcomings including:

1. Most implementations require broadband communication medium which, in this

digital age, limits its usefulness.

2. Chaotic cryptosystems based on piecewise-linear systems had serious security issues

because of dynamic degradation.
3. Lack of clarity in the actual methods of implementation.
4. Lack of proof in the level of security provided by their implementations.

With all the knowledge that we have gained in the past few decades on the subject of

Lorenz’s dynamic system, its overall behaviour and regions of chaotic states have been
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carefully examined. In my research, I proposed a new method in harnessing beneficial
chaotic behaviour and utilized it in a RFID authentication protocol. Details that pre-
viously suggested cryptosystems based on chaos failed to address, such as boundaries
of the dynamic system, security evaluation and key composition, were delivered in this
thesis and verified numerically for correctness and well rounded security. By examining
the Lyapunov exponent of time series of a spectrum of Lorenz x states, I discovered that
the discretized Lorenz dynamic system, subjected to quantization noise, still retains its
chaotic behaviour given careful selection of system parameters, initial conditions and
fourth order Runge Kutta time-step h. In fact, a critical time-step value hupreshoilq Was

found that maximizes state entropy while still maintaining chaotic behaviour.

I have also shown that this new Lorenz chaos based RFID authentication protocol has
a low resource utilization level that made it suitable for low-resource devices. Unlike
other chaos based cryptographic schemes, my proposed system can be implemented via
baseband signals such as radio frequency communications and digital communications.
Also, this characteristic makes my proposed scheme easily implementable by using cur-
rent technologies and standards. For example, it can be implemented over existing
ISO-15693 RFID systems because the radio communication frequencies, tag power re-

quirements and hardware resource utilization levels all adhere to its limits.

The above discoveries concretely shows the unique characteristics of chaotic cryptosys-
tems by harnessing the proven chaotic behaviour of Lorenz dynamic system in a discrete
state and numerically demonstrating its effective level of security. This is a brand new
way of implementing continuous time chaotic systems in digital communications and
this thesis has only uncovered partially the spectrum of possible usage of chaos in re-
source constrained devices. From this point on, one can embark on many avenues of

improvement and innovation:

1. Fourth order Runge Kutta approximation was used to calculate z, y and z state
progressions. From a resource usage standpoint, the use of other ordinary differ-
ential equation approximation methods can potentially improve the efficiency and
decrease hardware resource usage. One key point to be examined, if one chooses to
go towards this route and use Euler’s approximation method, is the behaviour of
Lorenz’s dynamic system and the effect it has on initial condition boundaries. The

Pinresnota Value found in this thesis will most likely be changed as a consequence.
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2. Since research performed in a three-parametric study of the Lorenz dynamic system
is still quite preliminary, my proposed RFID authentication scheme only included
p in the secret key. However, with more work concentrated on the behaviour of the
Lorenz system in a three-parametric system, this could potentially open another
door to the increase in the effective security bit length of the secret key and make
this new approach even more secure. In addition, this has the possibility of speeding
up the x state divergence rate, which will make it the bit rate of the obfuscation

scheme increase significantly.

3. With the use of development hardware such as the Proxmark, the FPGA design of
my proposed chaos based RFID authentication protocol can be fully implemented
in a full scale RFID reader and tag system for in circuit evaluation of power usage

and an evaluation of potential error correction methods that can be employed.

Finally, this work is the first to propose the use of Lorenz chaotic system in RFID au-
thentication. It effectively solves the primary problem of degradation in piecewise-linear
chaotic maps and the implementation problems of methods based on chaos synchroniza-
tion. In addition, it makes use of the well researched chaotic behaviour of the continuous
time Lorenz attractor to deliver a numerically proven secure chaotic cryptosystem that

is ready to be implemented in current resource constrained RFID systems.



Appendix A

Additional rules and guidelines

The rules and guidelines discussed in chapter four in relations to the security of chaos

based cryptosystem are highlighted because of their relevant nature with respect to the

implementation of my proposed RFID authentication scheme. Because of the limited

hardware resource nature of RFID applications and the inability to analytically solv-

ing chaotic dynamical systems, some rules and guidelines are irrelevant and were not

discussed in chapter four of my thesis. They are hereby listed as a reference:

1.

The ciphertext should be statistically undistinguishable from the output of a truly

random function, and should be statistically the same for all keys.

It should be checked whether the designed cryptosystem can be broken by the
relatively simple known-plaintext and chosen-plaintext attacks, and even chosen-

ciphertext attacks.

. Resistance to differential and linear cryptanalysis should be proved or checked very

carefully in digital block ciphers.

It should be checked whether the cryptosystem can be broken by all known chaos-

specific attacks.

. It should be checked whether the cryptosystem can be broken by all known application-

specific attacks.

To provide a sufficient security against brute-force attacks, the key space size should
be K > 2100,

90



Additional rules and guidelines 91

7. When a keystream cipher is used, the security study should include the statistical

test results conducted on the pseudo-random number generator.

8. A designed secure communication system should work in a real channel environment
with &~ —40dB signal/noise ratio, with a certain limited bandwidth, and with
attenuation between 0dB and 16dB5.
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