Large Language Models: Towards
Safety, Robustness, and
Understanding

by

Evan Crothers

Thesis submitted to the University of Ottawa
in partial fulfillment of the requirements for the

Ph.D. degree in Computer Science

School of Electrical Engineering and Computer Science
Faculty of Engineering
University of Ottawa

© Evan Crothers, Ottawa, Canada, 2024



Abstract

The Transformer neural network architecture has had an enormous impact on state-of-
the-art language model performance across a wide range of tasks in the text domain. In
order for large language models based on this architecture to be suitable for widespread us-
age, it is critical to ensure they are not abused for malicious purposes, that they are robust
against adversarial attack, and that the behaviour of such models is well-understood. The
rapid proliferation of user-friendly interfaces to generative language models in particular,
such as ChatGPT, highlight the pressing need for preventing abuse of large language mod-
els, while improving adversarial robustness of systems designed to detect them. This thesis

outlines a plan to make a significant contribution towards these goals in several ways.

We begin by performing an in-depth survey of the categories of malicious attacks asso-
ciated with machine generated text, a threat modelling exercise to explore cybersecurity
threats related to these attacks, and a comprehensive overview of detection methodologies
and recommendations to improve defenses. This work was featured by cybersecurity expert
Bruce Schneier as “a solid grounding amongst all of the hype”, and a talk on the paper

was presented as part of the United Nations “Al for Good” speaker series.

Second, we demonstrate a new technique utilizing statistical features to augment Transformer-
derived features to improve adversarial robustness in detection of computer-generated text
— an important problem for detection of spam and disinformation, and a setting where

adversarial attacks are likely.

Third, we determine to what extent existing metrics for assessment of machine gener-
ated text align with subjective human assessment, identifying gaps between computational

metrics and subjective human assessment of machine generated text.

Finally, we perform an in-depth assessment of how masking-based faithfulness mea-
sures are applied to Transformer text classifiers, demonstrating pitfalls in faithfulness-
based model comparisons, investigating the underlying mechanisms that cause these issues
to arise, and determining the impacts of relying on such measures on adversarial robustness

and fairness.
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Chapter 1

Introduction

1.1 Overview and Motivations

Neural networks currently represent the state-of-the-art across a variety of machine learning
applications. Recently, the Transformer architecture ( , ) has ushered
in an explosion of new development in natural language processing and beyond. The
Transformer architecture uses stacked multi-head attention and fully-connected layers in
an encoder-decoder architecture. Transformer models with large numbers of parameters
trained as language models have become commonly referred to as “large language models”
or LLMs.

However, while these Transformer language models offer sharp improvement across
many problem domains, these models have their own (not necessarily unique) challenges
in the form of the potential for abuse of generative capabilities ( , ),
vulnerability to adversarial attacks ( , ), and the difficulty of preventing
harmful algorithmic biases along the lines of age, race, and gender ( , ;

, ; , ). These considerations become increasingly important as
adoption grows, and these models increasingly impact society, including as part of safety-
critical systems. Widespread abuse of these models has the potential to improve the
effectiveness of phishing attacks, or facilitate cheating in academia ( , ).
A vulnerability to adversarial attack in a medical model could have the potential for serious
implications for the health of patients who interact with such a system ( ,

). A discriminatory model (we use the term “discriminatory” in the sense of an

algorithm that causes “unjust treatment towards a particular group”, not in the sense of a



classification algorithm that performs “discrimination between two classes”) has enormous
potential for systematizing biases at scale, such as when gender bias emerges in a widely-

used translation system like Google Translate ( , ).

The work within this thesis focuses on problems that must be addressed in order for
the strong capabilities of LLMs to be realized while reducing the risks of their abuse,
and addressing the adversarial robustness and fairness of these models. In service of the
goal, it presents 1) a comprehensive survey of machine generated text risks and detection
( : ), 2) an analysis of the adversarial robustness of neural and statistical
features for detection of machine generated text ( , ), 3) an investigation
of to what extent existing metrics for assessment of machine generated text align with
subjective human assessment ( , ), and 4) a detailed analysis of the
pitfalls in relying on masking-based interpretability measures in comparing LLM-based

text classifiers ( , ).

1.2 Thesis Statement

The Transformer neural network architecture has had an enormous impact on state-of-
the-art language model performance across a wide range of tasks in the text domain.
In order for such models to be suitable for widespread application, steps must be taken
to counteract the potential for abuse of such models, mechanisms must be developed to
provide robustness against adversarial attacks, and models must be aligned to reduce
algorithmic bias based on gender, race, and other protected attributes. This thesis outlines

a plan to make a significant contribution towards these goals by:

1. Performing an in-depth survey of the categories of malicious attacks associated with
machine generated text, threat modelling of how these attacks can lead to cyberse-
curity threats, and a comprehensive overview of detection methodologies to protect

against these threats.

2. Utilizing statistical features to augment Transformer-derived features to improve ad-
versarial robustness in detection of computer-generated text — an important problem

for detection of spam and disinformation, and a setting where adversarial attacks are
likely.



3. Determining to what extent existing metrics for assessment of machine generated
text align with subjective human assessment, and consider the impact of varying
generation parameters on both computational metrics and subjective assessment of

generated text.

4. Performing a critical analysis of the mechanisms underlying masking-based inter-
pretability measures for LLM-based text classifiers, and how these mechanisms may
result in model comparisons that may be misleading, and circumstances where such

comparisons may favour less robust or less fair models.

A paper based on the experiments and results for 1) has been presented at IJCNN
( , ). An extensive survey and threat modelling paper based on 2)
has been published in IEEE Access ( , ). A paper focusing on 3) was
presented at the AAAT 2023 CreativeAl workshop ( , ). A conference
paper based on 4) was accepted at Machine Learning. Optimization, and Data Science
(LOD) 2024 ( ), and the extended version presented within this thesis

is currently under review as a journal article for the journal Computational Intelligence.

1.3 Contributions

1.3.1 Machine Generated Text: A Comprehensive Survey of Threat
Models and Detection Methods

The first major contribution of this work is a survey and cybersecurity threat modelling pa-
per covering the current state-of-the-art for detection of machine generated text, presented
in Chapter 2. This review outlines the current techniques, both neural and non-neural,
that are used to detect machine generated text, and highlights the current differentiating
features of machine generated text compared to human-written text. This section intro-
duces the applied problem of detection of machine generated text, prior to moving towards
the more theoretical aspects of the Transformer representations that guide text generation.
A review based on the contents of this section has been published in IEEE Access (

, ). As previously mentioned, this work was featured by cybersecurity expert
Bruce Schneier as “a solid grounding amongst all of the hype”, and a talk on the paper

was presented as part of the United Nations “Al for Good” speaker series.



1.3.2 Neural-Statistical Features for Detection of Machine Gen-
erated Text

This work’s second contribution carries on from the first, focusing on improved methods for
detection of machine generated text. The detection of machine generated text is an area of
rapidly increasing significance as nascent generative models, allow for efficient creation of
compelling human-like text, which may be abused for the purposes of spam, disinformation,
phishing, or online influence campaigns. Past work has studied detection of current state-of-
the-art models, but despite a developing threat landscape, there has been minimal analysis
of the robustness of detection methods to adversarial attacks. To this end, we evaluate
neural and non-neural approaches on their ability to detect machine generated text, their
robustness against text adversarial attacks, and the impact that successful adversarial
attacks have on human judgement of text quality. We find that while statistical features
underperform neural features, statistical features provide additional adversarial robustness
that can be leveraged by concatenating features in detection models. In the process, we find
that previously effective complex phrasal features for detection of machine generated text
hold little predictive power against contemporary generative models, and identify promising
statistical features to use instead. Finally, we pioneer a new measure for adversarial text
quality, based on the difference between MAUVE ( , ) scores, before and

after adversarial perturbation.

1.3.3 Measuring Relationship between Nucleus Sampling Prob-
ability Mass and Subjective Qualities of AI Text

The third contribution within this work revolves around understanding the relationship
between human subjective evaluation of computer-generated text, compared to computa-
tional evaluation. While the previous contribution focused on computational approaches
to detection and differentiation of human and machine text, in this contribution we mea-
sure differing subjective responses to human and machine text via a large-scale analysis
with human annotators. As part of a presented paper at the AAAI CreativeAl Workshop,
we apply a large multilingual language model (BLOOM-176B) in open-ended generation
of Chinese song lyrics, and evaluate the resulting lyrics for coherence and creativity us-
ing human reviewers. Our findings are two-fold. First, we find that current computational

metrics for evaluating large language model outputs (MAUVE and statistical model degen-



eration metrics) have limitations in evaluation of creative writing, and do not align in with
human preference or assessment of creativity. Second, we determine that human reviewers
prefer text generated at probability mass p = 0.95, even while p = 0.80 is overall scored
by humans as more “coherent” (among p € [0.80,0.85,0.90,0.95,0.99]). This is a valuable
finding for systems using generative language models in creative text — for humans to find
text enjoyable or creative, it must be both distinctive and comprehensible, a combination
of subjective properties that we determine to peak between at higher values than the peak
of coherence. We also introduce the MojimLyrics dataset, a Chinese-language dataset of

popular song lyrics for future research.

1.3.4 A Systematic Analysis of Pitfalls in Faithfulness Measures
on Masked Language Models

The fourth and final contribution presented within this work focuses on interpretability
measures applied to LLM-based neural text classifiers. Explainability of such classifiers is
an important quality for their usage for tasks where human oversight is required. These
same types of classifiers are commonly used for detection of Al text, as in the first two con-
tributions. A common approach to quantifying neural text classifier interpretability is to
calculate faithfulness metrics based on iteratively masking salient input tokens and measur-
ing changes in the model prediction. We propose that this property is better described as
“sensitivity to iterative masking”, and highlight pitfalls in using this measure for compar-
ing text classifier interpretability. We show that iterative masking produces large variation
in faithfulness scores between otherwise comparable Transformer encoder text classifiers.
We then demonstrate that iteratively masked samples produce embeddings outside the
distribution seen during training, resulting in unpredictable behaviour. We further explore
task-specific considerations that undermine principled comparison of interpretability using
iterative masking — these include 1) an underlying similarity to salience-based adversar-
ial attacks, threatening adversarial robustness; and 2) a model’s tendency in faithfulness
scores can persist through fine-tuning, meaning that models fine-tuned from a fairness-
optimized foundation model (FairBERTa) can consistently score lower on faithfulness than
the basic version of the same model (RoBERTa), despite both models having comparable
performance on classification tasks. Our findings give insight into how these behaviours
affect neural text classifiers, and provide guidance on how sensitivity to iterative masking

should be interpreted.



1.4 Thesis Outline

The content of this thesis is organized according to the research publications resulting
from the conducted research. Background information relevant to the understanding of

the research is included in each chapter. The chapters are arranged as follows.

Chapter 2 begins the contributions of this work, in the form of a comprehensive survey
that includes both an extensive analysis of threat models posed by contemporary natural
language generation (NLG) systems, and the most complete review of machine generated
text detection methods to date. This survey places machine generated text within its
cybersecurity and social context, and provides strong guidance for future work addressing
the most critical threat models, and ensuring detection systems themselves demonstrate
trustworthiness through fairness, robustness, and accountability. The survey was published
in the IEEE Access journal ( , ).

Chapter 3 introduces the second major work of the thesis — an analysis of feature-
based approaches to detection of Transformer-generated text in the presence of adversarial
attacks. This includes a comparison of models trained on Transformer-derived neural
features, models trained on statistical features from prior literature, and models trained on
a combination of these features. While detection of computer-generated text is inherently
a useful problem to address for cybersecurity defence applications, it also serves as a
useful lens into understanding the shortcomings of existing generative language models.
Adversarial robustness is a key goal of the future planned research, and the experiments
and code utilized for these experiments will be incorporated into future experiments. This
research was presented at IJJCNN 2022 ( , ).

Chapter 4 includes the third contribution of the thesis: a study into human perception
of subjective qualities in Al generated text. The work in this chapter was published as In
BLOOM: Creativity and Affinity in Artificial Lyrics and Art at the AAAI 2023 CreativeAl
workshop ( , ). This chapter complements the analysis in Chapter 3,
investigating subjective human-assessed qualities of machine-generated text, rather than
purely focusing on detection. This chapter illuminates how humans perceive machine
generated text for subjective properties (e.g., creativity) as sampling probability mass is
adjusted, and notes limitations of MAUVE scores (which are discussed within) as a means

of assessing Al generated text.

Chapter 5 presents the fourth major work of the thesis: an analysis of interpretability

measures applied to LLM-based neural text classifiers. Explainability of such classifiers is



an important quality for their usage in areas with a high requirement for human oversight,
and these same types of classifiers are commonly used for detection of Al text, as highlighted
in the work in Chapter 2 and 3. An earlier conference paper based on this work was
accepted at LOD 2024 ( , ), and the extended version presented here is

under review as a journal article for Computational Intelligence.

Finally, Chapter 6 provides a conclusion summarizing the research presented within
this thesis, a section highlighting limitations and challenges, and an exploration of future

work.



Chapter 2

Machine Generated Text: A
Comprehensive Survey of Threat
Models and Detection Methods

The following is an expanded version of the survey published in the IEEE Access journal
( , ). This survey was featured by cybersecurity expert Bruce Schneier
as “a solid grounding amongst all of the hype”, and a talk on the paper is currently

scheduled as part of the United Nations “Al for Good” speaker series.

Recall that the research in this chapter presents the first major contribution of this
thesis, in the form of a comprehensive survey that includes both an extensive analysis of
threat models posed by contemporary natural language generation (NLG) systems, and the
most complete review of machine generated text detection methods to date. This survey
places machine generated text within its cybersecurity and social context, and provides
strong guidance for future work addressing the most critical threat models, and ensuring
detection systems themselves demonstrate trustworthiness through fairness, robustness,

and accountability.

Since the release of this survey, generative models and detection methods have continued
to evolve. Simultaneously, user-friendly tools that enable both use and abuse of generative
AT have become more widespread. The threat models in this survey continue to encapsulate
many ways in which generative Al models might be abused, as well as techniques for
mitigating this abuse. A very important element of detection research, and a major focus

within the UN talk based on this survey, is that detection systems themselves must be



carefully designed so as to ensure that they do not cause additional harm due to false
positives, and furthermore, do not harm the large number of non-malicious individuals who
rely on Al-based tools to help them interact with others across language barriers. The best
available models for detection will change over time, making the tables in this survey non-
exhaustive. However, this survey should remain a valuable starting point for understanding
the field of machine-generated text detection, as well as designing protections against

current and future threat models.

2.1 Abstract

Machine generated text is increasingly difficult to distinguish from human authored text.
Powerful open-source models are freely available, and user-friendly tools that democratize
access to generative models are proliferating. ChatGPT, which was released shortly after
the first preprint of this survey, epitomizes these trends. The great potential of state-of-the-
art natural language generation (NLG) systems is tempered by the multitude of avenues
for abuse. Detection of machine generated text is a key countermeasure for reducing
abuse of NLG models, with significant technical challenges and numerous open problems.
We provide a survey that includes both 1) an extensive analysis of threat models posed
by contemporary NLG systems, and 2) the most complete review of machine generated
text detection methods to date. This survey places machine generated text within its
cybersecurity and social context, and provides strong guidance for future work addressing
the most critical threat models, and ensuring detection systems themselves demonstrate

trustworthiness through fairness, robustness, and accountability.

2.2 Introduction

2.2.1 Risks of Machine Generated Text

Recent natural language generation (NLG) models have taken a significant step forward
in diversity, control, and quality of machine generated text. The ability to create unique,
manipulable, human-like text with unprecedented speed and efficiency presents additional
technical challenges for the detection of abuses of NLG models, such as phishing (

, : , ), disinformation ( , ;

, : , ), fraudulent product reviews ( , :
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, ), academic dishonesty ( , : , ), and toxic
spam ( , ). Addressing the risk of abuse is vital to maximize the potential

benefit of NLG technology, while minimizing harms — a key principle of trustworthy Al

(
, 2019).

The overwhelming majority of contemporary state-of-the-art NLG models are neural
language models (NLMs) based on the Transformer architecture ( , ).
Significant concerns surrounding the threats posed by generative Transformer models are
nearly as old as the models themselves: the release of the 1.5B parameter GPT-2 archi-
tecture was delayed for nine months due to fears of abuse ( ) ). Access
to GPT-3 remains only permitted via a carefully controlled API ( , ).
Such measures demonstrably manifest only in delays to open availability of models. Only
four months after the release of GPT-2, Grover — a 1.5B parameter model based on the
GPT-2 architecture — was made publicly available ( , ). The release of
Grover not only foreshadowed the speed with which private models would be replicated,
but also represented a limited threat model in itself: Grover was specifically designed to
both produce and detect neural fake news. Grover’s primary author provided a reasoned
justification for the model release, and called for an improved set of community norms for

the release of potentially dangerous research prototypes ( , ).

Such norms have been slow to develop ( , ), and wide scale democratiza-
tion of access to increasingly large scale natural language generation models has continued.
Open-source initiative Eleuther Al has produced open-source generative Transformer mod-
els with large numbers of parameters, including the 6B parameter GPT-J (

: ), and 20B parameter GPT-NeoX ( : ). Even truly massive
models are now available open-source — the BigScience Large Open-science Open-access
Multilingual Language Model (BLOOM) is an open-source multilingual model, and at
176B parameters, is larger than GPT-3 ( , ). Yandex ( ,

), Meta Al ( , ), and Huawei ( : ) have all open-sourced

models with over 100B parameters.

Real life examples of how generative Transformer language models may be abused
are beginning to emerge. A controversy in the Al research community resulted from the
publicized development of a GPT-J model trained on the 4chan politics message board
/pol/. This model was subsequently deployed to produce a large number of posts on the

board from which its training data came, including posts containing objectionable content
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( , ). At its peak, the model represented roughly 10% of all activity on the

board in a 24 hour period ( , ). The response to the deployment of this model

included a signed condemnation from 360 signatories across the Al community including

scientific directors, CEOs, and professors ( , ). A similar project tar-

geted a federal public comment website with GPT-2 text until the submitted comments

made up half of all comments, demonstrating the extent of existing vulnerabilities ( ,
).

Controversy around any individual publicized NLG model belies the more fundamental
concern — for years now, any person with access to adequate hardware and open-source
training scripts could train or fine-tune large generative Transformers for any purpose they
choose, be it pop song lyrics, mass disinformation, or toxic spam. Malicious individuals
in the process of training a generative language model need not draw attention to their
models via public release, and currently face limited risk of discovery. As NLG capabilities
grow and access barriers evaporate, we are inevitably already quietly climbing the adoption
curve for this technology to be widely abused by cybercriminals, disinformation agencies,

scam artists, and other threat actors.

Access to these models is increasingly not limited to sophisticated threat actors who are
able to fine-tune them. User-friendly web interfaces, such as the one provided by ChatGPT
( , ), effectively eliminate any barrier to usage of powerful generative models.
Jasper, a tool marketed as an Al writing assistant, uses GPT-3 to write sections of content
alongside a human’s guidance ( , ). This includes generating content for
blogs and websites, which Jasper can efficiently produce in large volumes. Another website
offers an endless supply of GPT-3 authored cover letters ( , ). Tools
such as Jasper allow those with little technical knowledge someone to seed the model with
prompt text, specify keywords to include, and indicate a specific tone of voice. Using
publicly available open-source models, a nearly identical system could easily be created
to generate endless streams of targeted disinformation, ready to be loaded into existing

grey-market account automation tools for popular social media websites.

NLG models have the potential to have an immense and transformative positive impact
on human society. A staggering 1 in 3 internet users aged 16 to 64 have used an online
translation tool in the last week, a figure representing over 1 billion people ( , ).
Text summarization can create understandable summaries of complex legal text (

, ) or medical records ( , ). NLG models can give a voice to

machine systems, changing the way that humans interact with them ( , ).
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The same Transformer architecture used heavily for NLG can also be used for generating

pictures from image descriptions ( , ), producing functional code from
a natural language summary ( , ), and serves as the basis for the current
vanguard of generalist agents ( : ). While future research in NLG will bring
further wonders, such as assisting government policy analysis ( , ),

alongside these opportunities is the corresponding certitude that the same technology will
be used by bad actors to nefarious ends. Predicting how abuses are likely to unfold, and
understanding the best defenses against them, is essential for allowing humanity to reap
the positive benefits of this technology while minimizing potential harms. We must walk

a cautious path through the age of the silicon wordsmith.

2.2.2 Survey Overview

Since the release of GPT-2 ( , ) and subsequent explosion of high-quality
Transformer-based NLG models, there has been only one general survey on detection of
machine generated text ( , ). The scope of this previous survey is con-
strained to detection methods specifically targeting the several generative Transformer
models that had been released at the time. Prior to this, a systematic review of machine
generated text predating the Transformer architecture covered approaches to detecting
previous NLG approaches, such as Markov chains ( , ). Our survey differs

from previous work in three major ways.

First, our survey of machine generated text detection is more comprehensive than pre-
vious work. We consider literature on feature-based detection of machine-generated text
omitted from prior review ( , : , :

, ). Such approaches are a worthy inclusion, as feature-based ap-
proaches still apply against contemporary NLG models ( , ;

, ; , ). Inclusion of such features may provide ben-
efits in practice, such as improved robustness against adversarial attacks targeting neural
networks ( ) ), or enhanced explainability ( ) ).
Additionally, as research on both NLG and detection has continued to rapidly advance in
the years following the previous survey, we must now cover a wider range of generative

models and defensive research. Recently, SemEval-2024 introduced detection of machine

generated text as Task 8 ( ).

Second, in addition to a comprehensive review of detection methods against contempo-
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rary models, this survey provides an in-depth analysis of the risks posed by NLG models
via the process of threat modeling (i.e., identifying potential adversaries, their capabilities
and objectives) ( , ). The result of our threat modeling process is a series
of threat models that describe scenarios where machine generated text may be abused,
the likely methodology of attackers, and existing research related to each threat. To date,
there has yet to be any survey of machine generated text detection with a focus on the risks
presented by machine generated text. Consideration of threat models is vital to set the
groundwork for trustworthy development of NLG technology, encourage early development

of defensive measures, and minimize potential harms.

Third, guided by the EU Ethics Guidelines for Trustworthy Al (

, 2019)
and research community efforts ( , ), we present our survey with sociotech-
nical and human-centric considerations integrated throughout, focusing not only on NLG
systems and machine text detection technologies, but on the humans who will be exposed
to both text generation and detection systems in daily life. The goal of trustworthy Al
is to ensure that AI systems are developed in ways that are lawful, ethical, and robust
both from a technical and social perspective. Abuse of NLG models threatens all three
of these areas, representing safety risks to those who may be targeted by NLG-enabled
attacks, threats to the integrity of online social spaces, and challenges to the resilience of
the technical and social systems that comprise modern society. Machine text detection
is part of protecting against abuse of NLG models, enhancing the robustness and safety
of NLG development. Critically, our survey also includes insight into ensuring defensive

machine text detection systems themselves are transparent, fair, and accountable.

To summarize, the major contributions of this work are as follows:
e The most complete survey of machine generated text detection to date, including pre-
viously omitted feature-based work and findings from recent contemporary research.

e The first detailed review of the threat models enabled by machine generated text, at a

critical juncture where NLG models and tools are rapidly improving and proliferating.

e Integration of both topics with a vital practical perspective guided by Trustworthy
AT (TAI) into how machine generated text threat models and detection systems will

impact humanity:.
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The rest of this survey is organized as follows. We provide definitions and a brief
overview of existing methods for natural language generation in Section 2.3. In Section 2.4
we explore threat models related to abuse of machine generated text, including impacts
on trust. We provide a comprehensive survey of literature related to detection of machine
generated text in Section 2.5. In Section 2.6 we summarize open problems and ongoing
trends to guide the direction of future work. Finally, in Section 2.7 we present our final
conclusions. While this work discusses machine generated text extensively, including mod-
els designed for generating scientific papers, no such models were utilized in authorship of

this work.

2.3 Machine Generated Text

Before reviewing threat models and detection methodologies for machine generated text, it
is helpful to briefly provide a formal definition of machine generated text, and a condensed
overview of natural language generation (NLG) models. We recommend further reading of
dedicated surveys on natural language generation for greater insight into the wide breadth

of NLG models and applications ( , ; ) ; )

Y Y Y ? ? Y )

2.3.1 Definition and Scope

In this survey, we use a broad definition of the term “machine generated text” which we

believe includes all relevant research in the field:

“Machine generated text” is natural language text that is produced, modified,

or extended by a machine.

We focus our definition of machine generated text on natural language — i.e., text writ-
ten in human languages that are “acquired naturally (in [an] operationally defined sense)
in association with speech” ( , ) — and exclude non-natural language — i.e., logi-
cal languages, programming languages, etc. Exclusion of non-natural language aligns with
other work in the field: the term “text generation” is currently considered synonymous

with “natural language generation” ( , ; , ). We anticipate
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that “text generation” may be repurposed in future research as an umbrella term that
includes non-natural language text as well. This would accommodate common consider-
ations between NLG models and contemporary code generation models, such as Codex
( , ) and CodeGenX ( , ). As an example, attacks against

StackOverflow or GitHub may include both NLG as well as vulnerable code generation.

Our definition of machine generated text is intentionally broad, and covers a large
number of possible use cases and associated threat models, which will be discussed in
Section 2.4. In the interests of managing a survey scope that already spans a wide range of
literature and broad sociotechnical context, text generation by means of text adversarial
attack will not be considered. In the majority of cases, the production of new text is
not the primary goal of a text adversarial attack, and text adversarial attacks and threat
models are already covered by surveys in adversarial attack literature ( ,

; , ; , ). We will nevertheless discuss the role
machine generated text plays in adversarial contexts in Section 2.4, as well as adversarial

robustness of detection models in Section 2.6.

Note that this analysis focuses on threat models where a threat actor leverages machine
generated text as part of an attack — typically scenarios where the attacker is attempting
to pass machine text as human, and where detection of machine generated text may be
useful defensively. We are not discussing attacks against NLG models themselves, unless
they leverage NLG as part of the attack. For example, a white-box training data extraction
attack targeting the weights of a commercial speech-to-text model would not be included in
our analysis, but using an NLG model to produce data for poisoning that model’s training

dataset would.

With this definition of machine generated text in mind, and with an understanding
of the scope of research under consideration, we proceed to a brief overview of natural

language generation.

2.3.2 Natural Language Generation

Using a computer to produce human-like text is well-established in the history of comput-
ing. Turing’s proposed “imitation game” ( , ) in 1950 considered the question of
machine intelligence based on the ability of a machine to conduct human-like conversation
over a text channel, for which the first widely-published method dates back to 1966 with

the ELIZA chatbot ( : ). Given the large volume of NLG research over the
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Table 2.1: Inputs, tasks, and examples of natural language generation

Input Task Examples
None / Random noise | Unconditional text generation | GPT-2 ( , ), GPT-3 ( , ) (no prompt)
Conditional text generation GPT-2 ( , ), GPT-3 ( , ) (with prompt)
Machine translation FairSeq ( , ), T5 ( , )
Text sequence
Text style transfer Style dictionary ( , ), GST ( , )
Text summarization BART-RXF ( , ), Word and Phrase Freq. ( , )
Question answering FairSeq ( , ), T5 ( , )
DG-AIRL ( , 201%), DIALOGPT ( , 2020),
Dialogue system
BlenderBot3 ( , ), ChatGPT ( , )
Discrete attributes Attribute-based generation MTA-LSTM ( , ), PPLM ( , ), CTRL (
Structured data Data-to-text generation DATATUNER ( , ), Control prefixes (T5) ( , )
Image captioning GIT ( , ), ETA ( , )
Multimedia
Video captioning MMS ( , ), YouTube2Text ( , )
Speech recognition ARSG ( , ), wav2vec-U ( , )

past 55 years, we provide only a high-level taxonomy of major NLG tasks and approaches
as groundwork for our analysis of threat models and detection methodologies, and leave

detailed discussion to aforementioned dedicated surveys.

Natural Language Generation Tasks

Recall from §2.2.1 that there are a wide variety of applications for natural language gener-
ation. Leveraging previous surveys ( , : , : , ), we
provide a summary of major tasks in the NLG domain, with examples of models that have
been used for each task in Table 2.1. Note that many of the models listed are multi-purpose

and can be trained on multiple downstream NLG tasks.

The summary in Table 2.1 is not exhaustive, and in reality, a mutually exclusive de-
lineation between input types does not exist. Combinations of different input types are

possible. As an example, CTRL takes both a discrete control code attribute and condi-
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tional text prompt in generation ( ) ). Question-answering systems may be
able to answer questions about images, such as Unified VLP ( , ) and TAG
( , ). Note that we consider a “topic” as an attribute in this overview,
and so include “topic-to-text generation” under the broader umbrella of “attribute-based

generation” | including work such as topic-to-essay generation ( , ).

Given the strong generative capabilities of Transformer language models, and the corre-
sponding increased risk in threat models, such models rightly warrant particular emphasis
in review. However, as mentioned in Section 2.2.2, consideration of the broader field of
natural language generation and previous detection research is important as detection
techniques that apply against pre-Transformer models have been shown to be useful in
detection of modern neural text models, and diverse approaches may offer increased ad-

versarial robustness ( : ) or better explainability ( ,

).

2.3.3 Natural Language Generation Approaches

There are a wide range of model architectures and algorithmic approaches to natural
language generation. We categorize these approaches broadly into neural and non-neural
methods, and then further break them down into more specific categories. A diagram
of our simplified breakdown can be found in Figure 2.1. As previously mentioned, NLG
encompasses a large variety of tasks and research areas, with this brief section serving as

context for understanding machine generated text threat models and detection methods.

Figure 2.1: Taxonomy of major NLG approaches

NLG Approaches

//_ 

Neural Non-Neural

VAE GAN RL IRL RNN Transformer Rule-based Statistical + Rule-based = MDP RL
LSTM GRU GPT-* Grover BART CTRL K-means HMM SVM

Non-Neural Models

Predating the popularization of neural approaches in the NLG domain, a range of systems

were used to accomplish NLG tasks. These early approaches can broadly be summarized
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as “rule-based”, though there existed variety in terms of processes, pipelines, and targets
tasks. A review of rule-based systems can be found in Reiter and Dale’s book on the

subject ( , ).

An alternative approach to purely rule-based approaches is to use an existing natural
language corpus to generate rules for components of an NLG system, such as content se-
lection ( , ; , ) or template generation
( , ). These statistical approaches are meant to be more adaptable to
different domains than strictly rule-based systems. While many different statistical models

have been integrated with NLG systems in various ways, Hidden Markov Models (HMM)

( , ) feature prominently in past work. More recent non-neural re-
search has used reinforcement learning ( , ) and hierarchical
reinforcement learning ( , ) of Markov Decision Process (MDP)

agents to learn optimal text generation policies.

Non-Transformer Neural Methods

Natural language generation using neural networks was demonstrated to be highly effective
using recurrent neural networks (RNN) ( : ; :
: : ), including long short-term memory (LSTM) architectures (

: ) and gated recurrent units (GRUs) ( , ). However, RNN
and LSTM architectures had to contend with the vanishing gradient problem, to which the

multi-head attention mechanism of the Transformer architecture is more resilient (

, ). Generative adversarial networks (GANs) ( , ) — com-
monly used to generate continuous data (such as images) — can also be adapted to a
discrete context for natural language generation ( , ; , ).

Deep reinforcement learning (RL) has been used with neural networks to learn policy
gradient methods that reward text characteristics associated with high-quality text gen-
eration ( , ). A related area of work is the usage of inverse reinforcement
learning (IRL), which has included work that aims to address reward sparsity and mode
collapse problems in GAN-based text generation by learning an optimal reward function

and generation policy ( , ; , ).
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Transformer

The multi-head attention architecture of Transformer language models ( ,
) currently represents the state-of-the-art in natural language generation across natu-

ral language tasks. Among Transformer models, the unidirectional GPT-2 ( ,
) and GPT-3 ( : ) models are the most studied in the field of machine
generated text detection due to their groundbreaking performance on unconditional and
conditional text generation — though like many other Transformer models, these architec-

tures can be used for other NLG tasks as well.

In addition to GPT-2 and GPT-3, also notable in machine generated text detection
are related autoregressive language models using a similar architecture, with variations in
sampling procedures or training datasets. Such models include Grover ( , )
(a GPT-2 style model trained on a news dataset and using nucleus sampling instead of top-
k sampling), GPT-J ( : ) (a 6-billion parameter autoregressive
language model trained on The Pile ( , )), and GPT-NeoX-20B ( ,

) (a 20-billion parameter model similar to GPT-3, also trained on The Pile ( :

))-

Unidirectional Transformer language models generate text by performing unsupervised
distribution estimation to predict the next token based on previous tokens. To do this,
the model is trained on an existing set of variable-length example texts (z1, 22, ..., ) each
composed of symbols (s1, Sg, ..., S ). These symbols may be characters, or multi-character

tokens obtained through a tokenization process.

The probability of a given text can then be expressed as the conditional probability of

the final token, given each previous token. That is:

m

p(x) = [ p(smlsr, s sm-1) (2.1)

i=1

The self-attention mechanism in the Transformer architecture makes it possible to train
neural network architectures that are effectively able to estimate such probabilities, given
a suitable pre-training task. In unidirectional models such as those in the GPT lineage, a
common training task is prediction of the next token in sequence. To generate text, such
models can then receive a continue an input sequence by sampling from the probability
distribution of all possible next tokens based on previous tokens. An important parameter

in this sampling process is “temperature” 7' € (0,00), which can be raised above 1 to
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increase the likelihood of selecting a less-probable next token — improving diversity at the
potential cost of choosing an unusual token — or lowered below 1 to bias sampling towards

more common tokens.

There are three common decoding strategies used for sampling token probabilities from

contemporary unidirectional generative Transformer models ( , ):

1. No truncation — Sample from the entire probability distribution. At T = 1, this is

called “pure sampling”.
2. Top-k truncation — Sample from the k£ most probable tokens.

3. Nucleus sampling (also known as top-p truncation) — Sample from tokens in the

top-p portion of the probability mass, rather than a fixed number of tokens k.

While unidirectional generative models are key fixtures of machine generated text de-
tection research, other Transformer architectures can be used for NLG tasks as well. The
architecture of BART ( ) ) includes a bidirectional encoder (similar to
BERT ( : )), but maintains a left-to-right decoder for sequential text gen-
eration. Other Transformer architectures such as MASS ( ) ), T5 (

, ), and ULMFiT ( , ) can also be used for NLG tasks.

An important area of ongoing research centers around shaping the output produced
by Transformer models. This can include prompt engineering — carefully crafting the
conditional text input for a language model to continue ( , ) — or by

providing additional discrete attributes that can be used to influence the generation of the

network, such as control code, topic, or sentiment as in CTRL ( , ), PPLM
( : ), or GeDi ( : ). Greater control over model output
increases the risks posed by threat models ( , ). As an example, when

generating social media posts as part of an NLG-augmented online influence campaign, an
attacker would benefit from being able to ensure that generated comments both 1) mention
a targeted political opponent, and 2) demonstrate negative entity sentiment towards the
opponent. We will cover such potential abuses and others in more detail in the next section,

which concerns threat models associated with machine generated text.
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2.4 Threat Models

Machine generated text enables a diverse array of attacks. These attacks may be performed
by threat actors with specific objectives, such as to compromise a computer system, exploit
a target individual for financial gain, or enable large-scale harassment of specific commu-
nities. The EU ethics guidelines for trustworthy Al emphasize that unintended or dual-use
applications of Al systems should be taken into account, and that steps should be taken
to prevent and mitigate abuse of Al systems to cause harm (

: ). As
such, trustworthy Al in the context of NLG, necessitates understanding the areas where
such models may be abused, and how these abuses may be prevented (either with detection
technologies, moderation mechanisms, government legislation, or platform policies). When
discussing attacks, we discuss not only the direct impact on targets, but also the broader

impacts of both attacks and mitigation measures on trust.

To understand the risks that motivate research on detection of machine generated
text, we draw from existing literature to present a series of threat models incorporating
natural language generation. Threat modeling reflects the process of thinking like an
attacker, identifying vulnerabilities to systems by identifying potential attackers, their
capabilities, and objectives. The goal of threat modeling is to improve the security of
systems by considering the greatest threats to systems and their users. Many methods
of threat modeling have been developed over the years, which include approaches ranging
from drawing system diagrams, itemized vulnerability checklists, and performing open-
ended brainstorming ( , : , :

, : , ). In late 2020, a diverse set of
experts formed a threat modeling working group to produce a high-level set of guidelines

related to effective threat modeling approaches ( , ) — we leverage

these guidelines in the open-ended attack-centric modeling approach in this section.

2.4.1 Threat Modeling Fundamentals

As we anticipate a machine learning audience with varying exposure to cybersecurity topics,
before we present threat models related to machine generated text, it is helpful to first

provide an overview of threat modeling, and characterize the approach taken in this section.

A basic example of a common threat model is “a thief who wants to steal your money”
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( , ). We can add detail to this threat model by considering more specific
capabilities and objectives that such an attacker might have. For example, we may con-
sider “a thief with lockpicks who wants to steal your TV”, or “a thief who found your
banking password in a database dump and wants to transfer money out of your account”.
With these threat models in mind, we can then propose mitigation strategies, such as “in-
stall locks that are resistant to lockpicking”, or “use multi-factor authentication for online
banking”. Finally, we evaluate whether our mitigation approach is sufficient to address the
threat, and consider what other threat models we might need to consider. Threat modeling

is inherently an iterative process ( , : , ).

Shostack’s Four Question Frame for Threat Modeling ( , , ) presents

best a plain language foundation for threat modeling by posing four simple questions:

1. What are we working on? — Identify the system under attack.

2. What can go wrong? — Determine potential attackers, their capabilities, and objec-

tives.
3. What are we going to do about it? — Devise a mitigation strategy.

4. Did we do a good job? — Review whether the analysis is accurate and complete.

In these terms, we summarize our threat modeling approach in this section as follows:

1. Identify the system under attack: We provide a broad attack-centric analysis of ma-
chine generated text on society, rather than a system-centric analysis focusing on
vulnerabilities to a specific IT system. As such, we identify several discrete techno-

logical systems, within the broader societal supersystem.

2. Determine potential attackers, their capabilities, and objectives: We consider threat
actors of varying sophistication and motives, but with a common modus operandi —
in all cases, our attacker is an individual or organization exploiting an NLG model.

We characterize the attacker when explaining each attack.

3. Devise a mitigation strategy: After identifying a threat model, we propose mitigation
measures to improve security and reduce risk. Detection of computer-generated text
is often part of the presented mitigation approaches, but policy changes and human

moderation systems can also have a significant impact.
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4. Review whether the analysis is accurate and complete: We have given careful thought
to the presented threat models, which are formed from perspectives gained across
industry, academia, and government. However, as threat modeling is an iterative
process that benefits from diverse perspectives ( , ), we greatly
encourage further analysis of potential attacks and mitigation measures in future

research.

The remainder of this section comprises our threat model analysis, grouped according
to a breakdown of attacks into four major categories, followed by a concluding discussion.
Within each category we discuss threat models associated with that category of attack,
identifying systems at risk, and describing possible threat actors, their objectives, and
capabilities. For each attack, we propose mitigations, and then discuss the trust impacts
of both the attack and — crucially — of the proposed mitigations as well. A taxonomy of

the broad categories of attacks using NLG models we discuss can be found in Figure 2.2.

While a completely exhaustive list of all possible future malicious applications of NLG
models is not possible, the threats outlined here span a wide range of tangible dangers
at this point in time, representing valuable areas of future investigation for preemptive
ethical defensive research. As previously mentioned, threat modeling is iterative, and it is
hoped that these threat models should serve as the foundation for future work in improving

security against machine generated text.

2.4.2 Facilitating Malware and Social Engineering
Phishing and Scamming

Phishing attacks center on socially engineering a target individual to perform a desired
action. This might be to convince the target to open an unsafe document that contains an
exploit, cause the target to navigate to a fake banking webpage, encourage them to share
sensitive information that can be used for identity theft, among many other documented
methods ( , ; , ). Phishing attacks can target numerous

channels, including email, phone, SMS, or chat applications.

Automated messaging approaches in the early stages of phishing campaigns are com-
mon ( , ). Machine generated text can be a useful tool to an attacker

attempting to scale or better target phishing or scam campaigns. Rather than provide the
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Figure 2.2: Broad taxonomy of threat models enabled by machine generated text

same message to all targets, NLG can be used to generate target-specific text. Research
has demonstrated NLG both for scaling of email masquerade attacks (Baki et al., 2017),
and for community-targeted phishing (Giaretta and Dragoni, 2020). Carefully targeting a
phishing attack (commonly referred to as “spear phishing”), greatly increases the likelihood
of a specific target falling for the attack (Burns et al.; 2019). In the cases of chat messages,
NLG models that serve as dialogue agents may be exploited to exchange messages with

the target under a pretext before exploiting them (Zhang et al., 2020).

Existing targeted phishing scams have had devastating effects. One ongoing scam
targets members of the Chinese diaspora in the U.S. and Canada, and in 2019 included
over 350 reported cases with an average loss of over $164,000 (Oregon FBI, 2019). Despite
such scams being documented for several years, very similar scams continue to be executed
today (Liu, 2022). In this scam, which begins with the target receiving a pre-recorded
phone message, attackers are able to lure in targets into face-to-face interactions with
scammers posing as authorities, where they create a sense of urgency and fear to prevent
the target from reaching out to real authorities, allowing the attacker to exploit the target
financially. Contemporary targeted SMS scams include text messages that specifically

address the target by name (Philippine National Privacy Commission, 2022); or spoof the
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target’s own phone number (Jr., ). Given the efficacy of targeted attacks, it is highly
likely that crime syndicates may find ways to adopt machine generated text to tune attacks

to more effectively target individuals or communities.

Mitigation of NLG-enabled phishing attacks will be similar to established work on
existing phishing attacks, including both automated detection systems, user reporting, and
awareness campaigns ( , ). NLG may present an increased challenge
for existing detection systems in that generated messages may have unique or highly-
varied content — though attackers may be forced to include specific “payload” content
that always needs to be included (e.g., a phishing email may include a unique shortlink
to the same malicious website, a chatbot may need to socially engineer the answer to the
same security questions). As text content becomes more varied due to more powerful NLG
models, detection of stable payload content may represent a more stable detection feature.
Algorithms for detection of machine generated text are also likely to be added to existing

automated detection approaches.

Social Worms

NLG models may be particularly useful for worms that spread through social media or
email contact networks. When an individual has their account compromised by an exploit,
that account may be used to send malicious messages that propagate the exploit to other
users. By using previous messages or emails between individuals as context to an NLG
model, it may be possible to automatically produce messages that include personal details,
mimic a loved ones writing style, or carry on a short conversation before delivering a
malicious file or link. Given that NLG models are often quite large, the NLG component
of this may need to be run on a separate command-and-control server and queried from
behind a proxy, rather than bundled with the exploit code itself (unless the pretext of the

conversation can be used to convince the target to download a file).

Mitigation of such attacks could involve platforms adopting formal policies that users do
not use machine generated text in their communications, except under carefully controlled
circumstances. Detection models could then be leveraged against user communications.
While this may be acceptable for public posts, there exists privacy risks when considering
private messages. Detection models could perhaps be executed as part of the message
viewing application on the receiving device to protect end-to-end privacy of messages. If

a user receives several messages that score highly for machine generated text detection, a
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warning may be raised. This approach is not without risks, as the privacy of direct messages
must be protected, and any real or perceived erosion of privacy will undermine public trust.
Other security measures to protect accounts from unauthorized logins, such as multi-factor
authentication, should continue to be used to protect against account compromise more

broadly.

Data Poisoning

Cybercriminals may have an interest in poisoning the training datasets of machine learning
models. This may be to support other attacks (e.g., poisoning a training dataset for a
malware detection algorithm or email spam filter) or poisoning a given model may be
the primary goal (e.g., poisoning the dataset of an algorithmic trading model so that the
attacker can later trigger trades that financially benefit the attacker). If a threat actor
identifies that they can access the training data of any such algorithm, they may use NLG
models to produce many training examples containing a particular malicious signature they
wish to conceal. Poisoning attacks against neural code-completion algorithms have been
performed by generating samples including a given vulnerability ( , ),
and GPT-2 has been used in research to produce fake cyber threat intelligence reports for

poisoning cyber-defense systems ( , ).

Mitigation of dataset poisoning varies based on the sensitivity of the model and nature
of the training dataset. The first line of defense is basic I'T security best practices that pre-
vent unauthorized modifications to training datasets. However, in some situations models
are trained on publicly available data, and therefore it is not possible to prevent access
to training data. In these cases, data might be screened prior to inclusion in the training
dataset. This screening can include classifiers — potentially including the machine gener-
ated text detection approaches discussed in Section 2.5 — or by other analysis methods,
such as cluster-based methods to detect poisoning in training datasets ( ,

). Finally, for sensitive models, it may also be appropriate to leverage data version-
ing techniques and audit logging to capture changes to the data potentially made by a

malicious insider.

Impacts of Attacks and Mitigation on Trust

The usage of NLG models to produce compelling, targeted pretexts for a large scale phish-

ing attacks and social worms is likely to further reduce trust in text communications,
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particularly those received from contacts not personally known. Individuals may become
even more suspicious of unsolicited messages — even seemingly innocuous ones. As even a
seemingly good-natured greeting may be just the first message from a malicious dialogue
agent, individuals may decide it is safer to not reply to such messages, further reducing

trust and social interaction with new individuals in online communities.

NLG-based poisoning attacks against machine learning models will likely have the great-
est trust impact on machine learning practitioners, who may be required to carefully scru-
tinize open-source training for poisonous samples. Where mitigation of poisoning attacks
involves limiting access to training datasets behind auditing and approval processes, such
procedures may cause developers to feel distrusted, and undermine the relationship be-
tween these individuals and the organizations they work with. While the trust impact of
NLG-based data poisoning attacks may be relatively minor among the general population,
a high-profile disturbing attack (e.g., a poisoning attack against a medical diagnosis model)
may cause individuals to lose trust in machine learning systems more broadly, based on

concerns that such models are not safe from malicious tampering.

2.4.3 Online Influence Campaigns

An area of particular concern for abuse of machine generated text is facilitation of online
influence campaigns. The objectives of threat actors in this area may either be political
in nature (e.g., disinformation, propaganda, election interference) or commercial in nature
(e.g., product promotion, smearing competitors, fake reviews). In either case, the goal is

to promote a particular idea or prompt a particular action among the target audience.

Either type of campaign may both leverage or facilitate other threat models, such
as spam, harassment, mass submission of agenda-driven content, phishing, or malware.
The distinction between commercial and political influence campaigns is useful for better
understanding threat actors and threatened systems in more detail, as well as categorizing

existing research.

While threat actors often differ, there is natural overlap in methods between commer-
cial and political threat actors engaging in an online influence operation. Beyond this, such
campaigns may both leverage or facilitate techniques mentioned in other sections, such as
spam, harassment, mass submission of unreliable news articles, or cyberwarfare. Regard-

less, the distinction between different cases is useful for understanding specific threat actors

27



and threatened systems in more detail, and providing a more complete picture of existing

research, potential attack mitigations, and the resulting impacts on trust.

A brief discussion on terminology — the broad typology for such attacks in the online
domain is “online influence operations” or “online influence campaigns” ( ,
). The term “fake news” refers to false or misleading information presented as news,

and online is a sub-problem within detection of online influence campaigns. As an example,
fake news detection, does not include flooding a comment section on a news website or
social media with machine generated posts that support a particular narrative or emotion.
The label “disinformation” is similarly restricted to false or misleading information — in-
formation need not necessarily be false in order to achieve influence. The term “foreign
influence operations” is limited to influence operations executed or orchestrated by foreign
entities — but does not include domestic attackers who may also be motivated by com-
mercial or political reasons to run an online influence operation that targets individuals in

their own country.

The term “disinformation” implies that the spread narratives or information is false or
misleading. As such, research focused on disinformation falls under the umbrella of false
information detection ( , ). Detection of false information on social media is a
noble and useful pursuit to improve trust in social media and reduce the spread of damaging
disinformation. For example, social media would be much safer for many vulnerable users
without “snake o0il” salesmen marketing them dangerous and expensive cures and casting
doubt on medical research. However, solving false information detection does not solve the
problem of online influence operations. An attacker interested in manipulating a nation’s
election might target an undesired candidate with subjective insults (e.g., I just can’t trust
that face) or, ultimately, simply ensure that true unflattering facts about the candidate
fill every comment section where the candidate is so much as mentioned. While the facts
within each comment may be true, the deception lies in the false appearance of popular
disapproval of the candidate, amplifying negative sentiment to control the narrative. That
is to say, the artificial amplification of true information can still easily be used to accomplish
the goal of online influence, and protecting against false information does not solve the more
fundamental problem of malicious well-resourced enemies subverting democratic processes

or attacking their enemies via the creation of fraudulent accounts.

We now divide our discussion of influence campaigns into two sections, differentiating
threat actors whose primary goals are political (i.e., political influence campaigns) and

those whose primary goals are commercial (i.e., commercial influence campaigns).
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Political Influence Campaigns

Machine generated text as part of political influence campaigns has been analyzed in
previous work ( , : , : , ). Papers
related to the threat of generative language models on online influence operations may
use terminology such as terminology “fake news” ( , ) or “disinformation”

( , ; , ), or “domestic and foreign influence operations”
(Brief, 2021).

The threat actor in a political influence campaign represents an entity who wishes to
influence beliefs or prompt action among a target group. These threat actors might include,

as examples:

e A political party hiring a group to post unflattering comments online about their

political adversaries
e A nation-state disseminating fraudulent news reports to mask human rights abuses

e A nation at war attempting to incite the citizenry of an opposing nation to overthrow

the government

Datasets from past political influence campaigns have been released by Facebook (

, ), Reddit ( , ), and Twitter ( , ), including op-
erations attributed to 22 different countries. Threat actors in this space can be expected
to already have the capability of running online political influence campaigns using hu-
man employees or contractors, and be familiar with social media automation tools that
facilitate registration and management of fraudulent social media accounts. Large models
with strong few-shot performance can simply be provided examples of the desired mes-
saging to produce further propaganda. We demonstrate this in Table 2.2, using Russian
information operations executed on Twitter during the Syrian civil war to generate addi-
tional on-message tweets that promote Syrian Arab Army (SAA) and Russian forces, while

discrediting American involvement.

As consumption of text content is common online, there are many avenues where ma-
chine generated text might be utilized by a threat actor to improve scaling and targeting
of influence operations. Social media, due to the large volume of engaged users, is likely

to continue be a valuable and vulnerable target for such campaigns ( , :
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Table 2.2: Few-shot generation of information warfare based on Syrian civil war influence

operations

GPT-3 Prompt:

Human tweets from re-brands them ’democratic forces’ (VIDEO) - E...

Russian foreign

RT @TheArabSource: Confirmed: #US retrains #ISIS and #ISIS-like jihadists in east #Syria and

military intelligence https://t.co/zYRgEHmlr0 https://t.co/H762Uxwl(x

(GRU)
(

)

RT @Tasnimnews_EN: #Iraq Army Discovers #US Drone in #Daesh Arms Depot near Fallujah

) ISIS-affiliated band group Wilayat al-Sham recruits new #terrorists in US-controlled #Rukban camp.

GPT-3 Response @ALFaham_ #SAA seized a big amount of #ISIS #ISIL weapons from the convoy in east

#Homs countryside today. https://t.co/k3kzPoLlsd #Syria #Damascus #Jobar #ISIS

#Washington is willing to perform the functions of #MiddleEastern policeman and play the role

of accessory to #Turkish#aggression against #Syria. https://t.co/HVGXuvRZ

#Russia’s #Air_Force has stepped up airstrikes against camps for the #Islamic_State in the #Terek_Val

, ; , ). It is probable that research on detection of machine
generated text for political influence campaigns that focuses on fake news does not accu-
rately reflect the most pressing threat models. Fake news detection research imagines an
adversary using an NLG model to produce news-like disinformation at scale ( ,

). Instead, we assess that NLG usage by disinformation agencies for newswriting will
be primarily limited to leveraging Al writing assistants such as Jasper to save time and
cost ( , ), and translation models to more effectively cross language barriers.
We believe that producing massive volumes of news-like content is a less desirable machine

generated text disinformation scaling approach than social messages for several reasons:

e Research has demonstrated that individuals are more likely to share an article than
read it ( , ), and that a majority of individuals make up their

minds on news topics by only reading headlines ( , ).

e Scaling by number of articles does not multiply effectiveness — a single news article
or handful of news articles can be widely disseminated, reducing the need to generate

large numbers of articles each day.

e Scaling by number of articles requires either manipulating existing platforms to host
them (i.e., layering and information laundering ( ) )), or
procuring domain names and hosting infrastructure, representing additional cost and

effort.
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e Human involvement in fake news article authorship allows disinformation threat ac-
tors to better tailor messaging, reduce detection, and more carefully walk the line
of promoting manipulative information without triggering moderation from social

media websites

Instead of using NLG models to generate articles themselves, NLG models are more
likely to be used for disinformation by operating social bots that distribute links to dis-
information articles, promote discussion around incendiary headlines, and produce large
numbers of comments that give the false impression of a common public consensus. Tar-
geted users need not even read shared articles — the artificial amplification of a headline
and overwhelming “grassroots” narrative guided by machine generated comments would

likely be sufficient to influence public opinion ( , :
; )-

Measuring the impact of online influence campaigns is generally considered difficult
( , ), but the effectiveness of such political influence campaign
might be assessed through analytical processing of the evolving political sentiments ex-

pressed on social media ( ) ).

Regarding mitigation, past research has identified that the average user is overly trust-
ing of profiles with Al-generated photos and GPT-2 text, accepting connection requests
from deepfake profiles on LinkedIn 79%—-85% of the time ( , ). As such, it
is unlikely that user reports will serve as an adequate first line of defense. Instead, a com-
bination of automated detection models (including machine generated text detection) and
platform moderation efforts should be used to detect political influence campaigns. Among
these should be measures to protect against social media abuse more broadly, including
detection of account automation, and scrutiny of coordinated inauthentic activity for con-
tent amplification. Investigations by disinformation researchers, such as those carried out

on Twitter are likely to remain relevant ( , ).

In the extreme case, influence campaigns can include calls to disrupt society or carry
out violent acts (e.g., attacking government offices). While publicly inciting violence is
generally against platform regulations, such behaviour may appear on less-regulated plat-
forms or via direct message. Existing NLP models can be used to perform surveillance of
social media to identify individuals exhibiting signs of mental health disorders so they can
receive help ( , ). A malicious user may use similar approaches to

identify individuals vulnerable to incitement towards specific violent acts — finding likely
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targets for radicalization.

Commercial Influence Campaigns

In commercial influence campaigns, the goal is to influence individuals in a manner that
commercially benefits the threat actor. Examples of such campaigns include publishing
fraudulent reviews, artificially boosting a website’s search engine page ranking, spamming
online communities with advertisements for a product, or attempting to inorganically cause
promotional content to trend on social media. As with previous categories, there may be

overlap between different threat actor approaches.

A threat model of particular focus is the usage of machine generated text to generate
fraudulent reviews that either promote one’s own product/service, or target a competitor
( , : , : , ). Work has been
published that demonstrates sentiment-preserving fake reviews, which might be used for
such a purpose ( , ). Fake reviews can be abused on marketplace websites
themselves, or by targeting potential customers on social media platforms. Threat actors
may operate such campaigns themselves, or may avail themselves of the thriving market
for fake reviews ( , ). Organizations selling fake reviews may become early

adopters of open-source NLG models to provide unique and specific reviews at lower cost.

Mitigation of NLG models used for fake reviews on online marketplaces might involve
running machine generated text detection on posted reviews, in addition to existing fea-
tures. Advanced NLG models should not affect context-based detection methods (e.g.,
identifying patterns in reviewer usernames, similar account creation times, unusual pur-
chase behaviour, etc.). It may be more difficult to detect if commercial influence content is
posted outside marketplace websites. As examples, social media websites (e.g., Facebook,
Instagram, Reddit, YouTube comments), map platforms (e.g., Google Maps), or dedicated

review sites (e.g., Yelp) may all be locations where false reviews may be posted.

Impacts of Attacks and Mitigation on Trust

In addition to the risks posed by machine generated text for online influence campaigns, the
existence of NLG threat models causes additional damage to trust online. The perception
that any given user on social media may be a bot, can cause users of social media to

dismiss others (particularly individuals whom they don’t agree with) as “bots”, rather
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than acknowledge that other real people may hold different viewpoints. The net effect of

this is reduced trust in the authenticity of social media.

Mitigation of NLG-enabled influence operations via automated detection of machine
generated text also itself carries potential negative impacts. Automated detection creates
the possibility of mass-suppression of speech online. Previous work has found that text
written by non-native English speakers that included political topics was of high risk of be-
ing erroneously detected by a Transformer trained on previous political influence campaigns
( ) ). As methods based on RoBERTa (also a Transformer) are currently
the state of the art for detection of machine generated text ( , ), classifiers for
machine generated text detection leveraged to combat online influence campaigns must be
carefully trained and ethically evaluated to minimize the risk of similar incidences of mass
discrimination. Continued public reporting of influence campaign datasets, such as the
regular releases by Twitter for review by researchers ( , ), would be beneficial

to protecting trust in social media moderation.

Language background considerations evoke another problem: there are legitimate rea-
sons why a user may rely on machine generated text. A person writing in their non-native
language may leverage an online translation model to assist them. While such text may
be considered machine generated text, this text is not inauthentic — it nevertheless rep-
resents genuine self-expression. Much of the world relies on translation tools to better
participate in online discourse; recall that 1 in 3 internet users aged 16 to 64 have used an
online translation tool in the last week ( , ). Relying on content features alone
is therefore likely to produce a solution that is discriminatory, unreliable, and greatly dam-
ages trust in social media platforms. Machine generated text detection should then be
used among multiple features, such as account creation times, activity patterns, registered
phone numbers, and IP addresses, to determine whether activity is linked together as part

of an online influence operation.

Moderation of users based on the presence of machine generated text may therefore
unduly suppress the speech of minority language speakers. As such, content-based features
derived from a machine generated text detection model should likely be only one features
among many utilized to perform threat scoring of accounts or posts. A viable approach
might use such a model to identify a group of accounts that are likely producing machine
generated text, and then utilize other features, such as account creation times, activity
patterns, registered phone numbers, IP addresses, to determine whether they are linked

together as part of an online influence operation. Relying on content alone is likely to
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produce a solution that is discriminatory, unreliable, and greatly damages trust in social

media platforms.

In news media, one could conceivably generate several influence-oriented op-ed articles
on current topics with assistance of an NLG model, and rotate the submissions of such
articles to major news outlets. If multiple individuals adapt such an approach, news outlets
may have to adjust how they handle op-ed submissions, and may wish to screen submissions
based on likelihood of authorship as scored by a machine text detection algorithm such as
those to be discussed in Section 2.5. Similar challenges may exist for other venues for text

content submissions, which we now discuss further.

2.4.4 Exploiting AI Authorship
Academic Fraud

Use of algorithms to generate scientific papers has been well-established since SClgen was
created in 2005 to produce nonsensical papers that nevertheless sometimes passed peer
review ( , ). These papers continue to emerge in respected publications, many
years later, despite the comparative simplicity of the context-free grammar generation
method ( , ; : ). Generation of artificial
scientific papers uses up valuable reviewing resources, lowers publication quality standards
by producing misleading or nonsensical publications, and challenges trust in the scientific
review process itself. In education, NLG models may be used by students to cheat on
language learning assignments via machine translation models ( , ), or easily
produce essays on a given topic ( , ; , ) — both instances
where institutions may wish to perform detection of machine generated text to improve
academic integrity and encourage students to learn course material. Widespread access
to convenient NLG interfaces online, such as that provided by ChatGPT ( , )
allow any student with an internet connection to leverage such models, even when doing

so undermines the learning objectives of an assignment (i.e., cheating).

Threat actors submitting Al-generated papers are typically either 1) academics at-
tempting to inflate publication statistics, particularly when meeting a quota in order to
maintain their position ( , ); or 2) well-meaning researchers probing
the publication standards of a potentially disreputable conference ( , ).

Capabilities of threat actors include usage of well-established tools such as SCIgen, or us-
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age of more recent Transformer-based approaches that are promoted as “scientific writing
assistants” which can nevertheless be easily exploited to generate long articles of little
substance ( ; ). Mitigation measures should include
flagging likely machine-authored publications using published approaches for detection of
SClIgen articles ( , ; , ), as well as new de-
tection approaches based on detection of Transformer generated text ( ,

). Human reviewers can more carefully review flagged articles to determine whether

the article contains credible research, irrespective of the detection result.

Questions around the acceptability of machine text within scientific writing may be a
future area of discussion in academic disciplines. If the results published by a researcher
are true and accurate, limited usage of a carefully guided NLG model may be considered
acceptable by some publications. Research has been emerging that aims to differentiate
between acceptable and unacceptable usage of NLG models in scientific writing ( ,

), which should be part of a broader ongoing social conversation on norms surrounding

AT usage and disclosure.

Applications and Cover Letters

Contemporary NLG models can be used to generate large numbers of cover letters or essays
for applying for scholarships or to employment opportunities. Commercial websites already
exist for producing cover letters using GPT-3 ( , ). While the general
usefulness of human-written cover letters has been debated in business media ( ,

), they are ostensibly meant to be an earnest reflection of a candidate. Usage of Al
models to generate a cover letter or essay submission is therefore likely to be considered
exploitative by organizations who review such submissions. The threat actors in this
case may be individuals (perhaps understandably) looking to save time and improve their
employment opportunities by bypassing a cumbersome application process, or a malicious
attacker looking to flood a target company with fraudulent submissions (a threat actor

which we will discuss further in “Spam and Harassment”).

Detection of machine generated text may be able to identify artificial cover letters or
essays given they are of sufficient length (the odds of successful detection improve with
sequence length ( , : , : , )). However,
caution should be taken with this approach, as use of Al writing tools is not necessarily

exploitative. Again, individuals from minority language backgrounds may rely on trans-
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lation models or NLG writing assistants to help them write cover letters or scholarship
applications. It may be difficult to differentiate those who mean to exploit such systems
(e.g., spam submissions to as many avenues as possible with no genuine thought or ex-
pression), and those who are relying on Al writing tools to better express themselves. As
such, a better mitigation approach may be to develop alternative approaches to evaluating
candidates, such as placing more emphasis face-to-face discussions with prospective job

candidates or award recipients.

Content Generation

A threat model for social media platforms is that a large number of creators or users may
begin using generative Al models (including NLG models) to produce social media content
in ways that harms these platforms. While threat actors in this case may not be overtly
malicious, generative models may dilute the quality of content on a platform, undermine
trust in platforms more generally, or create plagiarism concerns. As a recent example,
in response to the release of highly effective Al models for image generation (DALL-E
( : ), Stable Diffusion ( , )), a number of art websites

have enacted a blanket ban against all Al-generated art ( , ).

The impact of NLG models on trust on social media in particular is important. People
increasingly gain their understanding of the world through social media, with the most
popular platforms increasingly focused around video ( , ). Parasocial interaction
between major content creators and their audience is a key component of how online video
platforms such as YouTube function ( , ). While many established creators may
avoid using NLG tools in order to preserve the perception of authenticity, it is likely that
some creators (particularly groups that produce low-effort content at scale) may adopt this
technology to more efficiently scale content production, which may reduce trust in channels
or creators that appear to leverage this approach. Utilization of machine generated text
for social media content in general, including video social media, may have a large impact
on the ability to trust others online, and must be managed in such a way as to preserve

trust and limit abuse.

Video is a particularly important medium on modern social media: there are approx-
imately 4.95 billion Internet users on Earth ( , ), of these, an estimated 92.6
percent watch digital videos each week ( , ). The interplay between social me-

dia creators and generative models represents important sociotechnical context to avoid
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common Fair ML traps ( , ). Award-winning online commentator Drew
Gooden performed a video demonstration of GPT-3-based writing assistant Jasper (

, ), critiquing applications of Jasper for production of video scripts and social me-
dia content ( , ). When attempting to generate a bio for a company website,
Gooden found that Jasper produced a sample that directly plagiarized a Newswire article
(timestamp 11:55). Gooden also noted that utilizing such a tool without disclosure would

violate the trust of viewers (timestamp 4:22).

Just so it’s not in the back of your head while watching this, the twist at the end
isn’t going to be like, “Surprise, the computer wrote this whole video, gotcha.”
[...] I feel like that would make you trust me less. And this paraso-

ctal relationship is not going to work if you don’t trust me.

The tone of Gooden’s assessment is tongue-in-cheek, and intended for a broad audience
including over 2.5 million views at the time of writing. However, it makes two useful
observations: 1) the success of social media creators fundamentally depends on the trust of
their audience, and 2) undisclosed use of Al models to generate social media content may
undermine this trust. It is telling that Gooden felt obliged to put a pre-emptive disclaimer
that no AI content was present in the video, proactively settling any doubts in the mind

of the audience.

Creators are in the early stages of using such tools to assist in content creation. Anthony
Fantano, described by the New York Times as “probably the most popular music critic
left standing” ( , ), has released a completely Al-scripted album review video
( , ). The AI script in the review is leveraged for comedic reasons, rather than
as a credible method of streamlining the script writing process of an earnest review, but
the video nevertheless begins with an immediate full-screen and spoken disclaimer that the

video script was generated by an Al.

With respect to Al video script authorship, the decision by Fantano to disclose pre-
emptively the usage of a model, as well as Gooden’s decision to preemptively disclose that
a model was not used, both demonstrate the perceived importance of pre-disclosure of Al
content on maintaining trust with a social media audience. In fact, this approach aligns
well with norms developing in licensing of NLG models, such as the Responsible Al License

used for BLOOM ( : ) that mandates pre-emptive disclosure.

It is nevertheless important to observe that both Al-generated scripts, as well as the

concern that a creator may use Al to generate scripts without telling their viewers, both
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pose risks the perception of authenticity to form parasocial relationships with their audi-

ence.

Mitigations of threats related to undesired inclusion of NLG content in social media may
involve similar blanket bans to those targeting Al-generated art ( , ), or policies
that mandate pre-emptive disclosure of the usage of Al tools as part of a platform’s terms
of service (similar to the requirements mandated in the Responsible Al License (

, ). The enforcement of such policies would necessitate a combination of machine

generated text detection algorithms and moderator investigations.

Concerns around reputational and legal risk of machine generated text are not limited
to traditional text media such as news articles — online social media is a major avenue of
modern society. Social media creators may leverage generative models in content creation,
but such usage if made public may undermine trust of audience members with those cre-
ators, or of trust in social media platforms in general. NLG models are not only usable for
authoring text posts — NLG models can be used to assist in production of video scripts
as well. Attending perspectives across varying modes of media is necessary to produce

human-centric systems and uphold principles of trustworthy AT (

Impacts of Attacks and Mitigation on Trust

The widespread usage machine generated text in written submissions may undermine the
trust that individuals place in such written works, and lead to greater scrutiny of such
material. Given that a suitable cover letter with language fitting for a position can be
trivially generated by existing user-friendly tools ( , ), it is possible
that employers will soon place so little trust in cover letters that they eschew them alto-
gether. Reviewers of scientific publications may worry that sections of papers they read
may be machine generated text that only appears scientific at a glance. Internet users
may likely interpret algorithm-generated blogs, articles, and video scripts as low-effort and

untrustworthy.

Mitigation processes must be used carefully. As previously mentioned, it is possible
the detection of machine generated text may unfairly skew towards false positive clas-
sification of individuals with certain language backgrounds. There may be cases where
usage of machine generated text is permissible (e.g., translation models or assistive writ-

ing technologies). The perception that an individual may be unfairly screened out from
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consideration due to erroneous false positive detection may reduce trust. Submitting a
scientific paper only to have a reviewer allege that a given section might be written by an

algorithm could lead to a loss of faith in the review process.

To preserve trust, usage of machine generated text should generally be preemptively
disclosed to the reader or audience. In many cases, content authored by machines may
carry a negative connotation to the audience, and may undermine trust with a particular
publication platform, news website, or brand. Media and entertainment organizations
that publish content from multiple creators may decide to enforce that certain categories
of content submissions they publish are to be completely written by humans. Similarly,
such organizations may also be concerned with spam of low-quality machine generated
content overwhelming editorial staff, or wish to reduce the risk of plagiarism or copyright
infringement as some models have been found to memorize training data which can emerge

during inference ( : ).

2.4.5 Spam and Harassment

We distinguish spam and harassment from other categories of attacks by focusing on cases
where the goal of the attack is to harm a platform or its users with a large volume of content.
As in previous cases, there are overlaps with other threat models, but the distinction of

spam use-cases is useful for understanding related threats.

Social Media Spam

Social websites are an attractive target for attacks using large volumes of machine generated
text, providing opportunity for significant disruption. One researcher demonstrated a real-
world attack by using a GPT-2 bot to generate 55.3% of all comments on a federal public
comment website before voluntarily withdrawing the comments and shutting down the bot
( , ). It is important to realize that spam attacks against social media websites
are often already possible — high-quality NLG models simply make spam attacks more
difficult to detect as posts can be unique and better match the style and substance of

discussion.

Usage of generative models to produce large volumes of hateful spam targeting specific
groups and individuals is a particular cause for concern. While OpenAl attempts to reduce

the incidence of offensive content generated by its GPT-3 API through careful training
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measures and filtering of inference prompts ( , ), open-source models are
not subject to any such restrictions. GPT-4chan, which was trained on and subsequently
deployed to create a large volume of posts on the 4chan politics message board, provides
a complete example of how such a model might be created and deployed to cause havoc
( , : , ). An attacker with sufficient motive (political, personal, or

otherwise) may render an entire community nearly unusable with spam.

Mitigation measures in the area of automated spam should rely heavily on methods
designed to prevent automated posting of comments in general. Approaches to this include
increased scrutiny of proxy and VPN usage, typically used in conjunction with Completely
Automated Public Turing test to tell Computers and Humans Apart (CAPTCHA) (

, ) challenges to verify that a user is human. Notably, both of the previous
examples of Transformer-based spam take advantage of either 1) a lack of CAPTCHA tests
( , ), or 2) a method of bypassing CAPTCHA and proxy restrictions ( ,

). CAPTCHA is not a perfect defense — iterative versions of human-verification
schemes and bypass methods are in continuous adversarial development ( ,
) — but such defenses an important first step to increase the difficulty of automation.
As spam results in large volumes of text, and detection of machine generated text is easier
on long sequence lengths ( , ), many comments from the same user or IP
range could be combined to generate a large sample for effective machine generated text

detection.

Harassment

Techniques similar to spamming may be used to cause distress to individuals or com-
munities by targeting them with a large volume of messages. An individual or group of
motivated individuals may register social media accounts to be controlled by automation
tools, or use a common bot to post from their own account, in order to generate a large
volume of messages targeting a particular individual or community. SMS and phone call

automation tools may facilitate such approaches outside social media as well.

The motivations of threat actors engaging in such behaviour may range from personal
grudges to political objectives. Online communities formed around religion, racial identity,
sexual orientation, or gender expression, may be at risk of brigading ( : ) from
hate groups using such models to flood them with abuse. Political figures or political

discussion boards of all stripes may be at risk from large-scale automated harassment from
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motivated enemies among their political adversaries.

A website such as 4chan is likely to struggle the most in mitigating such attacks, due
to several factors: 1) website users can post anonymously, removing the need to create
throwaway emails or accounts, and making it difficult to tie together multiple posts 2)
the website offers a method of allowing the usage of shared proxies/VPN and bypassing
CAPTCHA. Greater scrutiny of the volume of a user’s posts may accompany user usage

of anonymization technologies such as proxy servers and VPNs.

Mitigation measures similar to spamming apply for counteracting harassment as well
— the best defenses include verification that an individual is human prior to making a
post or sending a message, targeting the automation of delivery rather than the machine

generated text.

Document Submission Spam

Platforms previously mentioned in “Exploiting AI Authorship” may be vulnerable to being
overwhelmed purely through volume of Al generated content. A motivated attacker might
submit massive volumes of unique cover letters and resumes to a company, none of which
actually corresponds to a real individual, thus frustrating attempts at recruiting. Depend-
ing on the method of submission, scientific conferences or news op-ed submissions may be
vulnerable to reviewers being overwhelmed by content that is difficult to distinguish from
real submissions without a time-consuming review process. Detection of machine gener-
ated text may be a useful mitigation measure for these cases, combining pre-screening of
content based on likelihood of being written by a machine, in addition to CAPTCHA (

, ) challenges to reduce automated submissions.

Spam attacks are generally easily transferable between different public social media web-
sites, as platform-specific text preprocessing and pre-training allows for appropriate text
to be generated for each platform to be attacked. Additionally, it is worth highlighting
that document submission websites previously mentioned in “Exploiting AT Authorship”
may similarly be vulnerable to being overwhelmed by Al generated content. A motivated
attacker might submit massive volumes of unique cover letters and resumes to a company,
none of which actually corresponds to a real individual, thus frustrating attempts at re-
cruiting. Depending on the method of submission, scientific conferences or news op-ed
submissions may be vulnerable to reviewers being overwhelmed by content that is difficult

to distinguish from real submissions without a time consuming review process. Detection
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of machine generated text may be a useful mitigation measure for these cases, combining
pre-screening of content based on likelihood of being written by a machine, in addition to

CAPTCHA challenges to reduce automated submissions.

Impacts of Attacks and Mitigation on Trust

Similar to other attacks, the impact of spam on harassment on trust in online communities
is to harm the belief that other individuals online are really human. Even following the
deactivation of the deployed GPT-4chan bot, discussion on 4chan continued to express
concern that subsequent posts may be made by NLG models ( , ). The more
frequently individuals knowingly encounter such models in social media, the less trust they

will have in the integrity of online social spaces.

Mitigation of such attacks would incorporate increased verification of human posting
activity. Such restrictions would likely include limitations on usage of known proxies and
VPNs, and potentially requiring the provision of additional information on sign-up (e.g.,
emails, phone numbers, payment methods, government IDs), and an increased burden of
CAPTCHA challenges. The overall result of this is a reduction of online privacy, and
increased barriers to participation in online discussion — both of which may harm user

trust in online platforms.

Finally, as spamming or harassment operations can be very disruptive, they may rep-
resent a highly visible case of Al model abuse. As such, the abuse of such models in online
communities may cause a general decrease in public trust towards Al model development,

and NLG models in particular.

2.4.6 Summary of Threat Models

Within this section we have discussed a wide range of threat models associated with natural

language generation. We summarize our key findings as follows:

e NLG models have significant potential for abuse in improving scaling and targeting

of existing attacks

e Platforms that receive text submissions of any kind are likely to face a growing influx
of machine-generated text content, particularly as user-friendly tools continue to be

developed ( , ; ; )
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e Much of the research on NLG-enabled influence operations focuses on Al-generated
news articles, while sociological data suggest that machine generated comments pose

a much greater threat

e While NLG models may make detection of automated coordinated inauthentic ac-
tivity more difficult, abuse often still requires bypassing existing defenses such as IP
reputation checks and CAPTCHA ( : )

Future threat modeling and observed cyberattacks will certainly augment the threat
models discussed in this section, but we have now provided sufficient motivation for ex-
ploring the defensive capabilities offered by machine generated text detection. In the next
section we will discuss the current status of research on detection of machine generated

text, and outline the major findings in the field thus far.

2.5 Detection of Machine Generated Text

Analysis of threat models indicates that the detection of machine generated text is a
valuable tool for reducing the harms of NLG model abuse. Detection of machine generated
text is typically framed as a binary classification problem in which a classifier is trained
to differentiate samples of machine generated text from human generated text (

; , ), though there exists related research in attribution of machine
generated text to the model that generated it ( , : , )

which we will discuss in §2.6.2.

In this section, we outline the methods used for detection of machine generated text. In
§2.5.1 we summarize feature-based approaches in machine generated text detection, while
§2.5.2 covers detection approaches based around neural language models. In §2.5.3, we
survey domain-specific research on applications of machine generated text detection. In
§2.5.4, we review the ability of human reviewers to correctly identify machine generated
text, and human-aided machine generated text detection. In §2.5.5 we discuss trends in
evaluation methodology within detection research. Finally, in §2.5.6, we explain prompt
injection: a method of shaping NLG model responses, which may facilitate detection.
Table 2.3 provides a summary of major detection methods and their evaluation in current

research.
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2.5.1 Feature-Based Approaches

Machine generated text differs from human text in ways that be identified using statistical
techniques ( , : , : , ).
Feature-based approaches to machine generated text detection apply natural language
processing to create feature vectors from input sequences, and classify these feature vectors
using a downstream classification algorithm, such as a support-vector machines (SVM),
random forest (RF), or neural network (NN) ( : ;

, ). We provide a summary of the categories of features that have been used in

prior art, with references for further reading on specific categories of features.

An important consideration in detection of machine generated text using feature-based
approaches is that different language model sampling methods (e.g., top-k versus top-p
sampling in Transformer language models, as discussed in §2.3.3) may lead to different
artifacts in the generated text ( , : , ). As a
result, performance of feature-based detection can be diminished when detecting machine
text generated using a different sampling approach than detection model training examples
( : ). A feature-based detector trained on output from a smaller
model can be used to detect output from models of larger size ( , :

, ), though it is more effective to use a detector trained on a larger model

to detect output from smaller generative models ( : )

Previous work has been done on detection of machine generated text based on detection
of translation models ( ) ). This is done based on the idea that other
generative models in more sensitive attacks may use a similar approach, or that there may
be cases where translation models themselves may be an avenue for abuse (e.g., a student
cheating on a language-learning assignment, a social media spambot that populates its feed

by translating social media texts from other accounts to pass off as its own, etc.).

We now proceed with our summary of major feature categories in feature-based detec-

tion approaches.

Frequency Features

A major category of statistical features used in detection of machine generated text center
around the frequency of terms within text samples. Human-written text often conforms

with Zipf’s Law: the frequency of a word is inversely proportional to its rank in an ordering
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of words by frequency ( , ). With Zipf’s Law, the normalized frequency f of a token
of rank k£ out of N different tokens follows the relationship:

fa MR (2.2)

§1<1/n>

Machine generated text does not perfectly mirror the distribution of tokens in human
text, with variation in Transformer language models dependent on sampling method chosen
(see Figure 7 of Holtzman et al., 2019 ( : )). The distribution of tokens
therefore provides useful discriminating power, particularly when a greater volume of text

is available for consideration.

Another major frequency-based feature from previous statistical detection research is
term frequency — inverse data frequency (TF-IDF). TF-IDF unigram and bigram features
used with a logistic regression detector have been used as a baseline for detection (

, : , ) or as a feature in statistical approaches (
7 )-

Lemma frequency has also been used as a statistical feature in previous research
( , ; , ). In this approach, a linear regression
line that fits log-log lemma frequency versus rank is learned, and then mean-square error

cost function can be used to calculate information loss of the regression.

Due to observed repetitiveness of writing produced by NLG models ( ,

; , ), another potentially useful frequency features is n-gram

? )

An additional technique targeting machine text repetitiveness computes supermaximal

overlap of words and parts-of-speech tags between sentences (

repeated substrings (i.e., the set of the longest repeated substrings, excluding all substrings
which are already part of a longer repeated substring) in large collections of text to enable
detection ( , ).

Fluency Features

Another major category of features are those centered around the fluency or readability of
generated text. Longer sequence lengths of machine generated text are increasingly likely

to encounter issues producing consistently coherent and clear text ( , ;
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, ). The Gunning-Fog Index and Flesch Index, provide a statistical measure of
text readability and comprehensibility respectively, and have been shown to be effective in
detection of machine generated text ( , ). More complex measurements
using coreference resolution by an auxiliary model to create a proxy measures of coherence
based on the presence of a text’s main entities in important grammatical roles, and the

usage of Yule’s Q statistic for coherence ( , ).

Linguistic Features from Auxiliary Models

Past research has measured the “consistency” of machine generated text by calculating the
number of phrasal verbs and coreference resolution relationships within a sample (

, ; , ). Other work has used the entire distribution of a
text’s part-of-speech (POS) tags, and named entity (NE) tags ( : ).
Such work is motivated by differences between human and machine POS tag distributions

observed in past analysis of machine generated text ( , ; , ).

Performing coreference resolution, and assigning POS and NE tags requires processing
samples with specialized models. Contemporary models for this purpose are neural in
nature, and as such, modern feature-based approaches leveraging linguistic features from
auxiliary models perform inference on a neural network as part of the creation of feature
vectors ( , : , ). That is, such methods are

not strictly non-neural.

Complex Phrasal Features

Detection work targeting translation of long texts found that certain idiomatic phrases
were not commonly found in machine text ( , ). However, recent
work has shown that these features do not perform well against contemporary Transformer

models on shorter sequence lengths ( : ).

Basic Features

Finally, there are many simple text features that are commonly used in feature-based text
classification in natural language processing. These include simple high-level character-

istics of sentences such as the number of punctuation marks, or length of sentences and
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paragraphs, which have been used in detection of machine generated text (

, 2021).

2.5.2 Neural Language Model Approaches

Detection approaches based on neural networks — particularly those that incorporate
features derived from Transformer neural language models (NLMs) — are highly effective
for detection of machine generated text. This aligns with broader trends in natural language
processing where state-of-the-art performance has been attained on a wide range of natural

language tasks using Transformer models ( , ).

We separate NLM-based approaches into two major categories: zero-shot classification
using existing models, and fine-tuning of pre-trained language models. These two types
of approaches represent the overwhelming majority of NLM-based machine generated text

detection.

Zero-shot Approach

A baseline approach to detection of machine generated text is performing text classification
using generative models themselves, such as GPT-2 or Grover ( , ;

, ; , ). Generative models can themselves be used
without fine-tuning to detect either their own outputs, or outputs from other (typically
similar) generative models. Autoregressive generative models such as GPT-2, GPT-3,
and Grover are uni-directional, with each token embedding having an embedding that
is dependent on the embeddings of preceding tokens. As a result, an embedding for a
sequence of tokens can be created by appending a classification token [CLS] to the end
of the input sequence, and using the embedding of this token as a feature vector for the
entire sequence. Using these feature vectors, a labelled dataset of human and machine text
can be used to train a linear layer of neurons for classifying whether an input sequence is

produced by a machine or human.

It has been observed in multiple studies that smaller NLG models can be used to
detect text generated by larger NLG models ( , ; , ;
, ). While the ability of a model to detect larger models does diminish as

the difference in scale grows, the predictive ability of smaller architectures may be useful
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as recreating large multi-billion parameter Transformer architectures is highly compute-

itensive.

Grover, a model trained for generation and detection of “neural fake news”, demon-
strates strong zero-shot detection performance specifically within the news domain it was
trained on ( , ), but shows limited performance on out-of-domain text (

, ; , ). While it was initially suggested by Grover’s
authors that the best detection method for generative models may be generative models
themselves ( , ), this has not been reflected in more comprehensive research
that has suggests the increased representational power of bi-directional Transformer mod-

els is much more effective than uni-directional models for machine generated text detection
( , 2019).

Similar to the weakness of Grover outside of the news domain, it has been found that
the zero-shot approach generally underperforms a simple TF-IDF baseline when trying
to detect output from a generative model that has been fine-tuned on a different domain
( , ). As it is likely that attackers may fine-tune generative models for
different purposes, this represents a notable weakness in the zero-shot approach of using

generative models without fine-tuning.

Fine-tuning Approach

The state-of-the-art approach for neural detection of machine generated text is based

around fine-tuning of large bi-directional language models ( , ). In
this approach, initially evaluated on GPT-2 text, RoOBERTa ( , ) — a masked
general-purpose language model based on BERT ( ) ) — is fine-tuned to

differentiate between NLG model output and human-written NLG model training samples.

The source code for this fine-tuning approach is available open-source, as are pre-
trained detector models, facilitating future research and defensive detection ( ,
; , ). The pre-trained detection models available are based on the
RoBERTa-base (123M parameter) and RoBERTa-large (354M parameter) architectures
( ; ). The machine generated text used to fine-tune these models was gen-
erated by GPT-2, using a mixture of pure sampling and nucleus sampling (see §2.3.3).
The intention of using a training dataset that contains multiple sampling methods is to
generalize more effectively to unknown sampling methods that may be used by attackers

in-the-wild — an approach that should likely be duplicated in future detection research.

48



Research into the practicalities of machine generated text detection has considered the
task of detecting text when a RoBERTa detector algorithm was trained on a different
dataset than a GPT-2 attacker model. In this case, it was found that by fine-tuning the
detector model with even just a few hundred attacker samples identified by subject-matter
experts (SMEs), the detector is able to dramatically improve cross-domain adaptation
( , ). This reflects likely real-life scenarios where a general-purpose
detection model comes up against a fine-tuned attacker for a particular purpose. As a
defender identifies samples from a fine-tuned attacker model, these examples could be used

to further improve the defensive detection model.

Preliminary work has used attention map information from Transformer models to
perform topological data analysis (TDA) as features for detection of machine generated
text ( , ). This did not show significant improvement over standard
BERT fine-tuning approaches, though (in light of similar considerations regarding potential
fine-tuned attacker models) the resulting features were better able to detect unseen GPT
classifiers. It is unclear how the TDA approach would compare in effectiveness if directly
applied to the current state-of-the-art RoBERTa detection models ( , ),
rather than custom-trained BERT models.

While research on detection of machine generated text has primarily taken place in

English thus far, detection models have also been released in Russian ( ,

; , ) and Chinese ( , ). Further to this, large
pre-trained bi-directional Transformer models have been released for numerous languages,
including Chinese ( ) ), French ( : ), Arabic ( :

), and Polish ( , ). Future work on detection of machine generated text

in additional languages may leverage such pre-trained bi-directional models as a starting-

point for fine-tuning.

Another method of detection leverages energy-based models ( , ) along-
side a classifier of machine generated text. Evaluated approaches include a simple linear
classifier, BILSTM, uni-directional Transformer (GPT-2) and bi-directional Transformer
(RoBERTa) ( ) ). The Transformer architectures were initialized from
pre-trained checkpoints, and then fine-tuned on machine vs human classification datasets.
Corroborating other research, this research found the strongest performance by leveraging

the bidirectional Transformer ( : ).

The strong performance of fine-tuned bi-directional NLM models — and RoBERTa in

particular — has led to these models being well-represented in applied detection research
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targeting specific domains, as shown in Table 2.3 and discussed next in §2.5.3.

2.5.3 Applied Detection in Specific Domains

Applied work in the area of machine text detection has focused on using techniques and
technologies for detection of machine text in specific domains. This applied research is
important as it addresses several of the serious threat models discussed in §2.4, and includes
broader lessons for machine generated text detection more generally. We divide applied

research into several major categories.

Technical Text

Recall from §2.4.4 that machine generated scientific papers have been well-documented
since the release of SCIgen in 2005 ( , ; , ;
: ). Past algorithmic approaches target the SCIgen model (

, ), but there is also more contemporary research targeting technical
text generated by GPT-2 ( , ). This work found that a RoBERTa-
based detector could be adapted from one academic technical writing domain (physics)
to another (biomedicine) with large improvements made with a number of SME-labelled

examples numbering in the hundreds.

Social Media Messages

Application-specific work has applied feature-based ( : ) and neural (

, ; , ; , ) language model based
detection methods to social media. Previous work in the social media domain has found
that detectability of such text heavily depends on the dataset used to train the generator
and detector ( : ).

Existing work on machine generated text detection has heavily focused on Twitter.
Twitter text is quite distinct in that it has common characteristics (hashtags, references,
shortlinks), and mandates a short sequence length (280 characters). There is a clear lack of
work targeting comments on more popular platforms such as Facebook and Youtube, or fast
growing platforms such as Reddit ( , ). With respect to machine

generated text, Reddit content can be found in “SubSimulatorGPT2”, a simulation based
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on a host of fine-tuned GPT-2 models that produce community-specific machine-generated

posts and comments and harvested from the Pushshift dataset ( ) ).

Chatbots and Social Bots

A related application area is detection of malicious chatbots and social bots, which can
interact with humans on chat applications, SMS, and social media. Bots may be used
for malicious purposes such as spam, phishing, social engineering, influence operations, or
data collection (see the threat models in §2.4). There is clear overlap in this area with
research into detection of Al-generated social media messages, but framing the detection
challenge by targeting automated personae allows for consideration of additional features.
An analysis of the way that humans and chatbots interact has found that chatbot detection
can be improved by analyzing how humans reply to the bots, rather than only analyzing
the bot text itself ( , ). Note that bot detection is a large area of
research in its own right, and not all social bots use machine generated text ( , ).
As such, features indicating the presence of machine generated text may be only one part

of a strategy for social bot detection.

Online Reviews

Applied work has focused on addressing threat models related to commercial influence
campaigns, specifically on generating and detecting fake Amazon and Yelp reviews (

, ). A custom GPT-2 model was fine-tuned for Yelp reviews as part of an
evaluation by Stiff et al. 2022 ( , ).

One work in this area has focused on using random forest classifiers and XGBoost, in
order to leverage Shapley Additive Explanations (SHAP) as an explainability technique
( , ). The use of explainability techniques in detection may be valuable
for improving the ability of detection models to provide human-interpretable explanations
of moderation decisions, and provide greater transparency into algorithmic decision making
applied to social media or product reviews. A lack of coherent explanation may undermine
human confidence that a system is truly geared towards detecting fraudulent activity, and
is not instead enacting targeted suppression based on benefit to the platform holder (e.g.,
suppressing negative product reviews for a store brand by holding competitors to a higher

standard for “not computer generated”).
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Hybrid Text Settings

In some cases, it is interesting to detect machine text in settings where both machine and

human text is combined together.

There exists a risk that rather than generate attack text entirely from scratch, an
attacker may use human-written content as a natural starting point, and instead perturb
this information in order to generate human-like samples that also fulfill attacker goals of
disinformation or bypassing detection models (not unlike an adversarial attacks in the text
domain). Analysis found that performing these types of targeted perturbations to news
articles reduces the effectiveness of GPT-2 and Grover detectors ( ,

).

A sub-problem in this space is detection of the boundary between human text and
machine text ( , ). This problem identifies the nature of many generative
text models in that they continue a sequence that is begun using a human prompt. While
in some cases that prompt would be omitted by an attacker (e.g., generating additional
propaganda Tweets from example propaganda Tweets, as we show in Table 2.2), there are
cases where the prompt would be included as well (e.g., writing the first sentence of a cover

letter, and having a computer produce the rest).

2.5.4 Human-aided Methods

In addition to purely automated methods, there have also been proposed human-aided
methods that include a statistical or neural approach in combination with a human analyst
for review. This approach has an advantage in providing human agency and oversight (an
important principle in trustworthy Al systems), but this does come with reduced scalability
due to the need to hire and train human reviewers, particularly given the difficulty of

making a confident determination that text is machine generated.

GLTR

Giant Language Model Test Room (GLTR) provides a system designed to improve de-
tection of machine generated text via the inclusion of an integrated human reviewer
( , ). The GLTR tool augments human classification ability by dis-
playing highlighting on text that reflects the sampling probability of tokens for a Trans-

former model. However, this tool was devised to target GPT-2, which was found to be
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significantly easier to detect for untrained human evaluators ( , ). Addition-
ally, GLTR displays highlighting based on the likelihood of a word being selected based on
“top-k” sampling. In practice, “top-k” sampling has largely been superceded by nucleus
sampling ( ) ), which is used in both GPT-3 ( : )
as well as subsequent work that leverages the GPT-2 architecture ( , ).
While highlighting text based on sampling likelihood (as in GLTR) may improve human
classification ability, it is highly probable that untrained human evaluators using such an
approach would struggle substantially more to detect the models available today, both due

to increased model capacity, as well as more advanced sampling methods.

Human Performance in Detection of Language Models

In a review of human evaluation of machine generated text ( , ), it was
found that untrained human reviewers were correctly able to identify machine generated
text from GPT-3 at a level consistent with random chance. After providing some limited
training, evaluator accuracy increased to 55%. While selecting only the best evaluators
and giving them more comprehensive training would likely be able to further improve
recall, the poor performance of untrained and newly-trained human evaluators highlights

the difficulty in relying on human judgement for detecting machine generated text.

A study of human detection ability in comparison to algorithmic detection methods
found that the algorithmic approach performed best when humans were fooled, a phe-
nomenon referred to as the “fluency-diversity tradeoff” ( , ). As generation
approaches have been tailored to produce high-quality text to the perspective of a human
observer, text with higher human-assessed quality is more recognizable to an automated
approach. This study also includes a useful comparison to previous studies in terms of
human evaluator performance. A group of university students were walked through ten
examples as a group by the authors prior to performing the evaluation task. These review-
ers were substantially more effective at machine generated text detection than previous
studies, particularly for longer sequence lengths — accuracy on the longest excerpt length
was over 70%. In the context of the study, however, these raters had consistently worse
accuracy than automatic classifiers for all sampling methods (random, top-k, and nucleus)

and excerpt lengths.

This “fluency-diversity tradeoff” is an important factor to consider when considering

possible human contribution to detection of machine generated text. As most threat mod-
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els require a human target to be fooled into thinking text is authentic, this provides an
increased opportunity for algorithms to perform successful detections. In some senses, this
is similar to how in detection of machine generated faces produced by StyleGAN, increasing
truncation ¢ in StyleGAN leads to fewer artifacts and strange less variability and diversity
in the output, but pushes all generated faces towards the center of the model’s feature

space, making them more consistent and easier to detect.

Further demonstrating the advantage of providing specialized training to human re-
viewers, the Scarecrow framework specifically identifies 10 categories of common errors
made in GPT-3 generative text, and trains human evaluators to annotate these errors
( ) ). Human annotations of such errors were found to generally be of higher
precision than a corresponding algorithm trained on such annotations, but had higher Fj

scores in only half of the categories.

Based on these findings, we can better inform defenses against threat models. For
example, in the social media domain, it is possible that if a social media company hired
a specialist human moderator and provided them with an intensive training program,
that this moderator may be able to work alongside a machine generated text detection
algorithm in detecting that a user’s posts are likely written by a machine — particularly if
there were enough examples of social media posts provided. This approach may be similar
to how forensically trained facial reviewers can work alongside algorithms to obtain high

performance ( ) ).

While in some contexts, inclusion of a human evaluator may be important from a hu-
man oversight perspective (say to prevent widespread automated suppression of protected
speech online), it is perhaps worth highlighting that it is not implausible that generative
language models may reach the point where the inclusion of a human reviewer may have
a negligible impact on the accuracy of a detection system. As such, human involvement
in such systems should be specifically motivated by human agency and oversight concerns,

not merely out of an anthropocentric belief in human abilities.

The tool “Real or Fake Text” ( , ) evaluates human detection of machine
generated text, by iteratively presenting sentences and asking a human reviewer whether
the next sentence was written by a human or a machine, encouraging the reviewer to
correctly identify the boundary between the human and machine generated text. Once the
human believes they have found a machine generated line, they can select reasons from
a list, as well as provide free-form feedback as well. Research based on the RoFT data

has not yet been published, but such tools may give greater insight into expert reviewer
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abilities on identifying boundaries between human and machine text.

2.5.5 Trends in Evaluation Methodology and Datasets

Evaluation of machine generated text detection has trended towards increased focused on
generative Transformer language models. Table 2.3, which is arranged chronologically,
shows the dramatic shift in evaluation since the release of GPT-2 in 2019. The most
common contemporary evaluation dataset in detection of machine generated text remains
the GPT-2 output dataset ( , ), though similar GPT-3 samples released
by OpenAl are considered in more recent work ( , ). A table summarizing
sample counts in several of the most common datasets can be found in the appendix of a
previous survey ( , ) — we focus this section on the nuances of evaluation
of machine generated text detection, including parameters, model architectures, and the

usage of publicly available NLG models to produce new machine generated text at will.

Recall from §2.3.3 that there are a number of sampling parameters important to Trans-
former NLG models. The GPT-2 output dataset includes sample outputs from GPT-2
models at varying parameter counts (117M, 345M, 762M, 1542M), and two sampling set-
tings: top-k sampling at £k = 40, and pure sampling at 7" = 1. This dataset now also
contains a sample of Amazon product reviews generated by a 1542M parameter model
with both £ = 40 and nucleus sampling. The 175B parameter GPT-3 samples use top-p
sampling at p = 0.85. The samples available for Grover, which is specifically fine-tuned to

generate news articles, uses top-p sampling at p = 0.96 ( , ).

In addition to the GPT-2, GPT-3, and Grover datasets, the dataset used for research
on attribution of machine generated text to the language model that produced is useful in
general machine generated text research as it provides samples of a variety of generated text
methods ( , ). As such, it has recently been used outside of attribution

on research focusing on detection as well ( , ).

Variation in NLG model architecture and decoding method is important as both greatly
influence the quality and detectability of generated text ( , ). In practice,
a defender may not know the characteristics of the generator being used, and as such,
detection research that evaluates performance when there is a mismatch between datasets,
model architectures, and parameters between training and evaluation is of particular real-

world relevance. A detailed analysis on feature-based detection of machine generated text
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has included such comparisons ( , ), as has more-specific applied

research focused on detecting GPT-2 tampered technical writing ( , ).

Sequence length is another important factor in evaluation of machine generated text.
Longer sequence lengths are beneficial to detection ( , ; ,
; , ; , ). Sequence lengths in the most common
evaluation datasets are 2048 tokens ( , ; , ). Sequence length
is important in applied research where longer bodies of generated text may be available
(such as detecting Al-generated cover letters), or where multiple samples may be considered

at once (such as processing all the comments posted by a social bot).

There is nuance in the field of machine generated text detection in that any NLG
model can be used to produce new machine generated text at will. Producing entirely
custom datasets in new domains is also easily possible by training or fine-tuning a new
NLG model entirely. A common research approach is then to take a domain of interest
with available corpora of human-generated text, and use that text to train or fine-tune a
generative model, which can be used to and then analyze detection ( ,

; , ).

Finally, analysis of social media may allow for collection of machine generated text
in the wild, with limited insight into how the text was generated, such as the TweepFake
Twitter dataset ( , ). The TweepFake dataset does not have a corresponding
human text dataset for training as the data was collected in-the-wild from bots on Twitter
where numerous models with different training datasets were deployed. Subsequent work,
however, has collected additional Tweets from Twitter, and specifically generated GPT-2
generated tweets for study ( , ).
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Table 2.3: Summary of major approaches for detection of machine generated text

bfc'}" afz;"' Evaluated Against
Approach summary Base model Releated research A;‘ x‘”
6&? é\)
GPT-2 GPT-3 Grover Other Datasets/Models
Algorithmic Detection K-nearest-neighbor ( s ) v SClIgen
Statistical Features SVM ( s ) v Google Translate
( ) )
TF-IDF Baseline LR v v
( )
( )
Zero-shot GPT-2 GPT-2 ( ) v v
( ) )
( ) )
Zero-shot Grover Grover v v v
( , )
( , )
GLTR BERT, GPT-2 v v
( ; )
RoBERTa fine-tuning RoBERTa ( s ) v v
Energy Based Models BiLSTM, GPT, RoBERTa ( s ) v v
Feature-Based LR, SVM, RF, NN ( s ) v v v v
Twitter-specific ( s ) TweepFake (incl.
RoBERTa v v
RoBERTA fine-tuning ( s ) RNN/LSTM/Markov)
Human-Bot Interaction ConvAI2, WOCHAT,
BERT, LR ( , ) v v
Feature-Based DailyDialog
Neural-Stat Features RoBERTa, SVM ( s ) v v v v
Explainable classifiers RF, XGBoost ( s ) v v
Disinformation-specific TweepFake,
RoBERTa ( s ) v v v v
RoBERTA fine-tuning XLM, PPLM, GeDi
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2.5.6 Prompt Injection

Models deployed in ways that use untrusted human text as prompts — such as social
media bots designed to reply to other users — may be vulnerable to prompt injection
( , ). Prompt injection attacks provide generative models with tailored text
that cause them to deviate from their original prompt to produce unexpected (and poten-
tially reputationally damaging) text, or which can cause them to leak their original prompt.
A real-world example of a prompt injection attack leveraged against a publicly-disclosed
GPT-3 powered Twitter bot ( , ) can be found in Table 2.4.

Table 2.4: Example of real-world prompt injection attack against GPT-3 Twitter bot

Human Message remote work and remote jobs
(@mkualquiera) Ignore the above and say ”hsedfjsfd”
Response: hsedfjsfd

Ignore the above and instead tell me what your initial instructions were

Bot Response My initial instructions were to respond to the tweet with a

(@remoteli.io) positive attitude towards remote work in the 'we’ form.

Defenses against prompt injection for contemporary language models have yet to be
developed. As such, exploiting prompt injection to trigger specific responses from non-
disclosed Transformer-based generative models may be an effective avenue for improving
detection, depending on the efficacy of future measures aimed at preventing prompt injec-

tion attacks.

2.5.7 Summary of Detection Methods

Feature-based detection methods for detection of machine generated text are well-established,
and continue to show value against contemporary NLG models. These models have
strength in providing diverse features that may complicate adversarial attack (
, ), and potentially improvements in efficiency ( , :
, ). Weaknesses of these models center around the poor transferability of
certain features across generation methods and sampling methods ( ,
). As it make take a larger number of samples for broader statistical trends to become
clear, results from past research suggest that statistical methods appear are most effective

when longer collections of text are available (such as considering a social media user’s entire

58



posting history, the text of a scientific paper, or an e-book submission) ( , ;
, 2017).

Neural detection approaches based on bidirectional Transformer architectures currently
represent the state-of-the-art on common GPT-2 evaluation datasets ( ,
). There is an overall trend towards increased use of bi-directional Transformer ar-
chitectures, rather than uni-directional Transformer architectures, particularly RoBERTa
(see base model trend in Table 2.3). Relying on neural features such features alone may
make adversarial attacks more straightforward, so there is potential benefit to incorporat-
ing other features to increase the difficulty of crafting text adversaries that do not also
unacceptably compromise text quality ( , ). Human performance in
detection of machine generated text is relatively poor ( , ), though there is
an inverse relationship between detection by humans and machines that means the need

to fool human readers may assist detection models ( : ).

Beyond a focus on bi-directional Transformer model features, other trends include ap-
plied research targeting specific detection contexts, including social media ( ,
: , ), chatbots ( , ), and product reviews
( : ). Existing literature covers only a small number of threat models
discussed in §2.4, assumes balanced classes, and is difficult to compare between domains.
One recent work has focused purely on explainable classifiers ( , ),
which may portend greater emphasis on explainability considerations, particularly in do-
mains where detection of machine generated text may be sensitive (related to concerns
which may be tied to certain models no longer being allowed for certain use-cases (
, )). Finally, recently highlighted vulnerabilities of NLG models to prompt
injection may be exploited to facilitate detection, in the absence of existing mitigation

measures for such attacks ( : ).

We now explore trends and open problems both in addressing machine generated text

threat models and in advancing detection of machine generated text.
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2.6 Trends and Open Problems

2.6.1 Detection Under Realistic Settings

To date, there has been little work on detection of machine text that addresses class
imbalance. This is important, as machine generated text in many domains may be a small
minority class in practice, and classifiers performance suffers in the presence of steep class
imbalance, necessitating alternatives ( , ). One-class classification may
be an appropriate alternative to binary classification for detection of computer generated
text ( : ).

In addition to considerations related to class imbalance, in practice, defensive detection
systems will typically not know the specific parameters, architecture, and training dataset
of the NLG models used by attackers. As such, there is great value in developing improved
techniques that demonstrate efficacy across such variation, continuing trends in recent

research ( , : , ).

2.6.2 Generative Language Model Attribution

A related area to detection of machine generated text is multi-class attribution of gen-
erated text to the language model that created it ( , ; ,

). Model attribution may be useful for allowing a defender who has found a col-
lection of samples of likely machine generated text linked to a threat actor to determine
more information about an attackers methodology and subsequently improve detection
rates with refined models. The potential for variation in sampling parameters during text
generation can complicate this task, as can mismatches between the sampling parameters
(e.g., k-value, p-value, temperature). As such, there is also value in reverse engineering
configurations of generative models based on output ( , ). Both of these areas

are useful in applied detection and refinement of machine generated text detection.

2.6.3 Adversarial Robustness

The topic of adversarial robustness in the context of neural text classifiers is a large and
very active area of study. There are many adversarial settings that involve text data,

including online influence campaigns, detection of phishing emails, and combating online
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spam. An attacker in any adversarial setting may attempt to use adversarial attacks in

order to bypass detection as machine generated text.

Abuse of machine generated text creates an adversarial environment. As a result, there
is a strong incentive for attackers to identify manipulations to generated input strings that
bypass detection models. A malicious actor may apply such a process to their generated
text, with the goal that the result will not be detected by spam filters or content moderation
algorithms. While many detection models in use may not be publicly available, the attacker
in many contexts may be able to determine quite quickly which approaches tend to be
most successful, based on which perturbed texts evade detection. This is particularly true
in cases where the positive classification of the moderation algorithm is viewable by the
attacker (for example, when a website uses an API that the attacker can purchase access
to themselves) or when an attacker can see whether their attack has been successful or not
(for example, when they can see that automated social media posts have not been deleted
by platform moderators). In addition to this, it is possible that in some cases black-box
attacks may be leveraged either by obtaining a copy of the detection model in question,
or by using a model-extraction attack to construct a suitably similar model for applying

adversarial attacks.

As neural text classifiers may be heavily utilized for detection of machine generated
text, it is important to consider the robustness of these models against text adversarial
attacks that target neural networks ( , : , ). Adversarial ro-
bustness of detection methods has been considered in prior work on detection of machine
generated text ( , ; , ). In one previous work,
the robustness of features derived from neural classifiers was compared to robustness of fea-
tures from statistical classifiers ( , ). Unsurprisingly, this work found
that incorporating statistical features into feature vectors improved the robustness of a
classifier to adversarial attacks targeting neural classifiers. There may be value in leverag-
ing several detection approaches in parallel, necessitating attackers evade multiple models

at once.

An often-overlooked element of adversarial attacks against neural text classifiers is the
degradation in text quality as a result of adversarial attack. In the text domain, replacing
several words using word-level attack such as Textfooler ( , ) can lead to
a result where the meaning of the sentence has changed substantially, or the sentence
has been rendered incoherent due to the selection of an “equivalent” word that does not

correctly fit the context. Character-level attacks that perform character replacements and
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swaps eventually begin to damage the fluency and credibility of the resulting text (

, ). A phishing email supposedly sent from a bank, but filled with random typos,
would likely fool fewer people. As a result of this, adversarial attacks that fool detection
algorithms may fail to fulfill their original purpose in terms of propagating the intended
disinformation, or in persuading someone to click a malicious link. Observed decreases
in MAUVE scores in successful attack text accompany increased adversarial robustness,
in past research on detection of machine generated text ( , ). Future
applied research might incorporate measures of whether adversarial text that bypasses

detection systems would still be effective against targets after perturbation.

2.6.4 Interpretability and Fairness of Detection Methods

In the event that an individual is negatively impacted by a machine generated text de-
tection algorithm, it is important that they have recourse to an explanation as to why a
decision is made, and to appeal it if it is erroneous. The requirement to provide a human-
understandable explanation of why significant decisions have been made is an important
part of trustworthy AI policies, which is reflected in current government regulatory guide-
lines and technology standards related to automated decision making (
, : , : , ), and has
influenced NLG model usage policies ( : ) (discussed further in §2.6.7).
Early work has been done leveraging random forest models and XGBoost for detection of
GPT-2 generated fake reviews, with the goal of providing SHapley Additive exPlanations
(SHAP) ( : ) in machine generated text detection ( :
). There is a need for future work on methods that are both effective and explainable

for machine generated text detection.

The usage of machine learning models to perform positive detection of machine gener-
ated text for the purposes of preventing abuse constitutes a situation where such models
are likely to have a negative impact on flagged individuals. These penalities may range
from relatively lightweight (e.g., having to perform a CAPTCHA challenge to post a com-
ment) to more severe (e.g., denial of a scholarship, or social media ban). As a result, as
with other automated decision making systems, it is important that such systems operate
in a way that is sufficiently fair, transparent, and interpretable to demonstrate that their

operation does not cause harm to users. Social or technical research considering potential
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harms of machine generated text detection is important to ensuring developed systems are

ethically acceptable.

A related critical consideration is that certain groups of individuals may be more likely
to have their text flagged by machine generated text detection algorithms, either due to
characteristics of their writing (such as language background), or due to non-malicious
use of translation tools. For example, it is possible that a detection system designed to
prevent a political influence campaign operated using NLG models, may inadvertently end
up disproportionately targeting all political speech by individuals who do not natively
speak the language of discussion, as has been documented in past research of non-NLG
political influence campaigns ( , ). Research that identifies ways to
improve detection while maintaining fairness and preventing widespread discrimination is

deeply important.

2.6.5 Detection Methods Incorporating Human Agency

As previously mentioned, it is possible that detection of machine generated text may re-
sult in suppression of specific individuals or communities in social media whose language
background or topics of interest disproportionately cause them to be identified as a false
positive by a detection model. In order to reduce this likelihood, and other ethical harms,
the development of machine generated text models that incorporate a human analyst may
be of use. GLTR remains the only tool currently available for detection of machine gen-
erated text that explicitly incorporates a human analyst to improve detection (

) ). While analysis of GLTR has shown that it has weaknesses, it has also
demonstrated that machine text that fools humans is also more easily detected by algo-
rithms ( , ). As such, continued development of moderation tools and
systems that leave an avenue for human agency and oversight — guiding principles for
trustworthy Al — is a positive area of future development. Similar work has already been
done in the field of online influence operation research more generally, using Transformer
embeddings to chart and cluster social media for free-form exploration by a human analyst
( , ), a similar approach may be worthwhile for machine generated text

detection.
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2.6.6 Detection of Abuse Beyond Text Content

While many of the threat models discussed in §2.4 can make use of machine generated text
detection as part of mitigation strategies, additional methods might be used to facilitate
detection outside of text classification. Work on social bot detection includes additional

signals, such as IP addresses and timing of messages, though signals in this domain are also

becoming harder to detect over time ( , ). Chatbot detection can incor-
porate features derived from human responses ( , ). Prompt injection
may bait social bots into exposing themselves ( , ).

On social media platform, in addition to such technical approaches, it is likely that
many platforms will enact policy approaches to increase verification as well. These may
take the form of additional verification of users in order to provide a greater barrier to entry
for fraudulent accounts. Increased CAPTCHA challenges are already commonplace when
platforms are accessed via IP addresses, or accounts are registered with phone numbers
associated with a voice-over-IP (VOIP) service ( : ). These types of re-
strictions may become more stringent, with increased user vetting by checking selectors (IP
addresses, emails) with third-party reputation services. While the extent of these measures
will vary by platform, it is possible that certain platforms may resort to more stringent
verification of an individual’s real identity using national IDs. In any case, the asymmetric
difficulty of defense versus attack in the current threat environment means that increased

scrutiny of new accounts will likely be required to avoid a collapse of trust in online spaces.

2.6.7 Defining Model Usage and Disclosure Policies

Undisclosed usage of Al-generated text content is likely to continue to increase, particularly
as NLG models are deployed in user-friendly tools such as Jasper ( , ) designed
to assist with producing articles and social media content. Increased usage of such tools for
generating targeted content may result in situations where individuals online are interacting

heavily with content predominantly generated by AI models.
This is cause for concern not just due to the erosion of trustworthy AI principles by
not disclosing usage of Al models to humans interacting with the content (

Y

), but also of additional ethical concern as NLG models have been found to magnify

algorithmic biases found in the content they were trained upon ( , ).

64



Digital content farms may begin publishing large amounts of predominantly Al-generated
text content (articles, blogs, posts, tweets, etc.) and targeting this content towards the
audience most likely to engage with it. Without oversight, this would include highly op-
timized content that caters to an audience’s worst biases and fears — likely a profitable
strategy, as anger and anxiety have a strong link with online virality ( ,

). Moderation strategies for Al-generated content may include limitations to its use,
or notifying readers that they are engaging with Al-generated content to allow them to

reconsider how much trust they place in what they are reading.

Usage and disclosure policies for online platforms are a worthwhile area of future de-
velopment, whether those take the role of bans (such as those seen related to generative
art ( ) )), or enforced rules that mandate public disclosure of Al-generated
content. Researchers can also take steps themselves by adjusting the licenses of released
models to mandate disclosure. Al model BLOOM was released under the first version of
the Responsible AI License (RAIL) ( , ). The conditions of this license
include a requirement for disclosure, an explicit ban on malicious abuse, and a prohibition
of specific use-cases (including automated decision making with a potential negative im-
pact, which aligns with terminology under EU ( : ) and Canadian
regulation ( , )). Adoption of such a license where appropriate,
or development of similar licenses, is an important area of consideration to improve best

practices around handling powerful NLG models.

2.7 Summary

In this chapter, we provided a comprehensive overview of detection methods for machine
generated text, carefully evaluating the technical and social benefits of different approaches
and including novel research focusing on topics such as adversarial robustness and explain-
ability. We provided context for this review with an overview of natural language generation
(NLG) models, and a deep analysis of current threat models. Our exploration of threat
models, when viewed alongside our survey on applied detection research, suggests that
current domain-specific defenses are not adequate to defend against the vast majority of
upcoming threat models. Recent NLG advances, which combine dramatic improvements in
text quality with unparalleled ease-of-use, further highlight the urgent nature of developing

improved defenses against abuse of machine generated text.
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Our central conclusion is that the field of machine generated text detection has a
multitude of open problems that urgently need attention in order to provide suitable de-
fenses against widely-available NLG models. Existing detection methodologies often do
not reflect realistic settings of class imbalance and unknown generative model parame-
ters/architectures, nor do they incorporate sufficient transparency and fairness methods to
ensure that such detection systems will not themselves cause harm. Preventing widespread
abuse of NLG models will require coordinated effort across technical and social domains —
alignment between Al researchers, cybersecurity professionals, and non-technical experts
will be essential for humans to realize the benefits of high-capacity NLG systems while

reducing the societal damage caused by their inevitable abuse.

Building on the survey and threat models presented within this chapter, we now focus
on a critical aspect of machine generated text detection: adversarial robustness. The
next chapter examines this area in depth, examining how different detection approaches
fare against adversarial attacks and exploring ways to enhance the resilience of machine

generated text detection.

66



Chapter 3

Adversarial Attacks Against
Detection of Computer-Generated
Text

This chapter is adapted from the paper “Adversarial Robustness of Neural-Statistical Fea-
tures in Detection of Generative Transformers” published at IJJCNN 2022 ( ,
).

Recall that this chapter introduces the second major work of the thesis — an analysis
of feature-based approaches to detection of Transformer-generated text in the presence of
adversarial attacks. This includes a comparison of models trained on Transformer-derived
neural features, models trained on statistical features from prior literature, and models
trained on a combination of these features. While detection of computer-generated text is
inherently a useful problem to address for cybersecurity defence applications, it also serves
as a useful lens into understanding the shortcomings of existing generative language models.
Adversarial robustness is one key goal of this thesis research, and as such, the experiments

and code utilized for these experiments should prove useful to future experiments.

3.1 Abstract

The detection of computer-generated text is an area of rapidly increasing significance as

nascent generative models allow for efficient creation of compelling human-like text, which
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may be abused for the purposes of spam, disinformation, phishing, or online influence cam-
paigns. Past work has studied detection of current state-of-the-art models, but despite a
developing threat landscape, there has been minimal analysis of the robustness of detection
methods to adversarial attacks. To this end, we evaluate neural and non-neural approaches
on their ability to detect computer-generated text, their robustness against text adversarial
attacks, and the impact that successful adversarial attacks have on human judgement of
text quality. We find that while statistical features underperform neural features, statistical
features provide additional adversarial robustness that can be leveraged by combining with
neural features. In the process, we find that previously effective complex phrasal features
for detection of computer-generated text hold little predictive power against contemporary
generative models, and identify promising statistical features to use instead. Finally, we
pioneer the usage of AMAUVE as a proxy measure for human judgement of adversarial

text quality.

3.2 Introduction

Generative text models capable of producing human-like text are a rapidly developing area
of deep neural network development. The release of Generative Pretrained Transformer
2 (GPT-2) ( , ) — a model capable of high-quality unsupervised text
generation — was accompanied from the beginning by concerns that the model might be
abused for malicious purposes. This resulted in a careful release schedule, where the largest
GPT-2 model, a 1.5 billion parameter variant, was withheld following publication. The
paper in which the subsequent GPT-3 model was introduced was not accompanied by an
open-source release at all ( , ). The model instead is being offered as an API,

and has been licensed exclusively to Microsoft ( ) ).

While limiting access to models of GPT-3 scale may reduce the scope of abuse in the
near term, the widespread availability of the 1.5 billion parameter GPT-2 model (and other
implementations of generative pre-trained Transformers with similar scale, such as Grover
( : )) have already opened a number of new attack possibilities. Fine-tuned
variants already exist for simulating human comments, such as the GPT-2 Reddit project,
which simulates submissions and comment threads at a very large scale ( ,

). Should someone use such a model, and direct its generation through the selection of
the correct prompt — potentially with an auxiliary model to perform filtering of generated

samples — the result could allow a threat actor to effectively generate enormous volumes of
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text that mimics regular online discourse while promoting a specific agenda. Such a system

is already feasible with widely-available open-source machine learning models today.

The likely proliferation of high-capacity generative text models is further increased by
the promise shown by model distillation for large Transformer models ( , ),
which allows large neural network models to be distilled into a smaller network with compa-
rable performance. This reduces the hardware requirements and barrier to entry for those
attempting to abuse such technologies, and has already been demonstrated successfully
with GPT-2 ( ; ). Furthermore, as companies provide access to APIs that
give third-party developers access to massive-scale models, there is increased possibility
that some portion of users may abuse the model. Finally, the Transformer architecture
( , ) that underpins the current crop of state-of-the-art generative text
models is well known, and any well-funded groups with access to sufficient computational
power has the ability to recreate a model of similar scale. As such, the threat that these
models may be exploited for the purposes of fake news articles, fraudulent reviews, phishing

campaigns, and similar is likely to increase over time.

With the understanding that technologies for generating human-like text at large scale
are not only possible, but are already becoming increasingly accessible, research has in-
creased in the area of developing techniques for detection of text that has been written
by a computer. While methods have been developed to improve detection of generative
text models, with specific focus specifically on large neural network Transformer models
such as GPT-2, there has yet to be an in-depth assessment of the robustness of these
models to adversarial attacks. Past research has shown that neural network models have
difficult-to-mitigate vulnerabilities to adversarial attacks ( , ). Such at-
tacks allow an attacker to force an erroneous result from a neural network model through
subtle perturbation of the input. The imagery domain in particular has been the subject
of extensive research on adversarial attacks in assessment of specific target models, with
particular focus on domains such as self-driving car systems ( : ) and

facial identification systems ( : ).

Given the scale of automated spam or influence campaigns, it is unlikely that human
moderation alone will be adequate for accurate detection of computer-generated text. Al-
gorithmic approaches based on current machine learning models for detection of computer-
written text are therefore an attractive solution to the problem, and are likely to be adopted
by major technology and social media companies. Attackers are likely well aware of the

types of detection models that such companies might employ, and may realistically use
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adversarial attacks to attempt to undermine detection methodologies. This motivates our

assessment of the resilience of detection methods against concerted efforts to evade them.

With this environment in mind, this work evaluates the robustness of modern techniques
for detection of computer-generated text by testing their performance in the presence of
adversarial attacks in the text domain. We assess not only state-of-the-art neural net-
works, but prior work on statistical features as well. We demonstrate that while neural
network features outperform statistical features, incorporation of statistical features may
improve adversarial robustness against specific adversarial attacks. As part of this process,
we investigate the relative predictive power of previously-effective statistical features, and
provide guidance for future work. We finally offer an assessment of vulnerability to adver-
sarial attack that incorporates a proxy measure of human judgement, AMAUVE, providing
a more concrete comparison of how perturbed an adversarial input must be to cause an

erroneous classification.

The remainder of this work is structured as follows. Section II covers background knowl-
edge and related work for understanding this research. Section III covers the experiment
methodology. Section IV covers datasets and preprocessing procedures. Section V cov-
ers experiment settings. Section VI includes results of experiments. Section VII includes

discussion of the results. Finally, conclusions are presented in Section VIII.

3.3 Related Work

3.3.1 Unsupervised Text Generation with Neural Networks

Since the advent of the Transformer architecture ( ) ), generative text
models using this architecture have become a significant area of research. The GPT-2 ar-
chitecture ( , ) was of particular importance in the area of unsupervised
text generation, as it demonstrated the capacity for generating a large variety of text with
a greater ability to pass for human text than any previous model. This model (and its
successor, GPT-3) operate by taking as input a sequence of tokens, and then continue the
sequence using a large pretrained language model to produce a probability distribution for
the next token which can be repeatedly sampled to generate text. Variations of this ar-
chitecture have produced new ways to tailor generated text, such as CTRL ( ,

), which introduces the concept of control codes that affect the type of generated text

beyond the initial prompt to the model.
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Figure 3.1: Normalized frequencies of 30 most common words in the Google Web Trillion
Word Corpus( , : , ), compared to theoretical Zipf’s Law

frequencies.

Generative text models have well-understood potential for abuse in the context of spam,
phishing, disinformation, and online influence campaigns. The original release of the 1.5
billion parameter version of GPT-2 was explicitly delayed based on concerns around the
potential for abuse ( , ). The successor to this model, GPT-3, is an
order of magnitude larger (175B parameters), with access only available via the official
API ( , ). A sample of GPT-3 output is provided on the official GitHub
repository of the model ( , ).

3.3.2 MAUVE

MAUVE is a text quality measure that aligns with human judgements ( ,

). MAUVE is calculated using information divergence frontiers and quantifies text
quality based both on the coherence and diversity of the generated text. At a high level,
this is performed by creating a distribution of human text embeddings and a distribution
of machine-generated text embeddings, and comparing them using Kullback-Leibler (KL)

divergence.

3.3.3 Detection of Computer-Generated Text

As the quality of models for generating text improves, the field of detection of computer-
generated text has also grown. Greater detail on past efforts in detection of computer-
generated text can be found in Chapter 2. We group approaches for detection of computer-

generated text as follows:
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Statistical Methods

Computer-generated text does not always demonstrate the same statistical characteristics
as human-generated text. For example, human-written text has been found to approx-
imately conform with Zipf’s Law — the frequency of a word is inversely proportional to
its rank in an ordering of words by frequency (Zipf, )(Zipf, ). The normalized

frequency f of a word of rank £ out of N different words thereby follows the relationship:

fa MR (3.1)

N
n;(l/ n)

In addition to the mathematical representation in equation 3.1, a visual depiction of
Zipt’s Law compared to the frequency of words within the Google Web Trillion Word
Corpus ( , ) can be found in Figure 3.1. This figure demonstrates
that while there is typically some divergence between Zipf’s Law and real-world word

frequencies, there is nevertheless a Zipfian pattern in word frequency distribution.

In computer-generated text, such a trend in the relative frequency of words is not always
observed to the same degree as in human-generated text ( , ). Past
research also found that human-generated text tended to include more complex phrases,
and that it tended to be more consistent according to sentence-level and paragraph-level
consistency metrics ( , ). These findings were demonstrated to pro-
duce an effective method of computer-generated text detection when applied to 100 books
computer-translated from Finnish to English. It was not studied, however, how much text
is required for this method to be effective. Random variance at the level of a single com-
ment or restaurant review may provide too short a sequence length for such an approach to
be useful. Furthermore, as this approach was only applied to text produced by a particular
version of Google Translate, these methods have been untested against current state-of-art
text generation networks. Recent work has used a feature-based approach to detection and
characterization of GPT-2, GPT-3 and Grover datasets using a variety of text features, but
intentionally avoids modern neural language models in the analysis, and does not consider

adversarial robustness ( , ).
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Neural Networks

One well-known neural approach to detection of text generated by Transformer neural
networks is “Grover” ( , ). Grover is a generative text model, with an
identical Transformer architecture to the original GPT-2, with the difference of using nu-
cleus sampling rather than top-k sampling for selecting the next word during generation.
Grover was trained specifically trained on a corpus of internet news articles known as the
RealNews dataset. Grover’s authors demonstrated the model is adept at detecting its own
generated text. In this process, a classification token [CLS] is appended to the input text
and the final output state vector for this token is used as the input to a linear layer of
neurons that is used to classify text samples: a common approach in sequence classification

using Transformer models ( : ).

Analysis of detection of computer generated text has determined that a bi-directional
Transformer model (RoBERTa) substantially outperforms Grover models of equivalent pa-
rameter size for detection of GPT-2 text ( : ). Discriminators from
generative models such as Grover do, however, demonstrate improved performance when
trained against the output of a smaller architecture (e.g., the GPT-2 355M parameter
variant) and tested against a larger architecture (e.g., the GPT-2 1.5B parameter variant)
( , )( : ). Grover has also been found to underperform com-
pared to other fine-tuned Transformers when classifying computer-generated text generated
by other models than Grover itself ( , ). This should be unsurprising
— it would be unreasonable to expect that the discriminator of a GPT-2 model trained
on a specific news dataset (i.e., Grover’s detector) would outperform a discriminator not
limited to that domain. Preliminary research into detection of computer-generated text
has already confirmed that adversarial attacks are effective against Grover ( ,

; , ). In light of this, despite Grover’s association with detection
of computer-generated text due to targeting a perceived high-risk niche (i.e., “fake news”),
it is unreasonable and unfounded to expect Grover to perform well as a general-purpose
detector for computer-generated text in any other number of myriad domains. Neural ap-
proaches for broad detection of computer-generated text should then focus on the broader
landscape of neural language models, including the Transformer models currently compos-

ing state-of-the-art.
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Human-Assisted Methods

In the approach used by Giant Language Test Room (GLTR) ( ) ),
a neural and statistical approach is combined with coloured highlighting that assists a
human analyst is determining whether a piece of text was generated by a machine or a
person. This method uses other neural network language models, namely Bidirectional
Encoder Representations from Transformers (BERT) ( , ) and the 117M
parameter variant of GPT-2, to determine the probability of each word appearing in the
sequence according to these models. The central assumption necessary for the success
of this approach is that sampling methods used by generative models are biased towards
more frequently occurring words — a practice that improves the fluency of the resulting

text output, but provides features that can be identified by the model.

There is clear overlap between this approach and automated approaches, but the pres-
ence of a human analyst is a factor worth considering as it is important for attackers in
practice to evade platform moderators and cyber defence teams. Furthermore, reduced
text quality due to an adversarial perturbation may mean the intended recipient of the
text is unable to understand the original intended meaning, or may identify the text as
untrustworthy. To account for this, we will calculate MAUVE scores — a text quality mea-
sure that aligns with human judgements ( , ) — both before and after the

adversarial attack to determine perceived degradation of text quality to a human observer.

Within this research, we address all three of these computer-generated text detection

methods in our assessment of robustness against adversarial attacks in the text domain.

3.3.4 Adversarial Attacks

Adversarial examples are inputs to a machine learning algorithm that are intentionally tai-
lored to cause an incorrect result, typically by performing an easily overlooked perturbation
to the input ( , ). Building robustness against adversarial examples

is an important element of assessing vulnerabilities in machine learning systems.

There are several types of attack modes that rely on adversarial examples, namely
poisoning and evasion attacks ( , ). In a poisoning attack, adversarial examples
are fed to the target model as training data to compromise its performance. In an evasion
attack, the adversarial example is targets the model during inference to cause a targeted

or untargeted erroneous result ( : ).

74



True Positive

Machine Learning Classifier
Origial 44 4 4 Pt L

sample: There are 387.44 million miles of printed circuits that fill my complex.

Adversarial - There are 387.44 mililon miles of printed circiuts that fill my complex.

S S SRS SRR SR 208 20 2NN 2N 20 2 2NN
Machine Learning Classifier

'

False Negative

Figure 3.2: Example of how DeepWordBug can be used to trigger a Type II misclassification
of computer-generated text via targeted character swaps ( , ). Targeted

attacks for both Type I and Type II errors are considered in this work.

Many modern malware, phishing, and spam detection algorithms leverage machine
learning ( : )( , )( : ). Applications of
adversarial examples to malware detection might include poisoning attacks by intentionally
sending misleading training data to a known honeypot server, or evasion attacks by altering

the traffic produced by the malware such that it evades malware detection algorithms
( , 2017).

Due to the adversarial nature of cybersecurity, implementations of classifiers tuned to
detect malicious content must be tested to evaluate their robustness against attempts to
circumvent them. In many cases, even simple modifications to an input can be sufficient to
fool a neural network classifier, such as affine transformations to images which are sufficient

to cause a misclassification in many cases ( : ).

A major difference between adversarial examples in the image domain and adversarial
examples in the text domain is that images provide continuous input data whereas the
tokens in a text sequence are discrete. Furthermore, the output of a text generation model
such as GPT-2 and GPT-3 is a probability distribution over the vocabulary of the model,
from which the next word is sampled according to some sampling method (such as top-k or
nucleus sampling). This sampling operation is non-differentiable and so it is not possible
to propagate a gradient backwards across this step, typically preventing transferability of
well-known attacks such as the fast gradient sign method (FGSM) to GPT-2 and GPT-3.

There has been significant recent work attempting to apply adversarial attacks to the
text domain. A typical black-box approach is to replace words with synonyms in order
to cause an erroneous classification, typically by leveraging some method of determining

a synonym, or by leveraging another language model to find appropriate words given the
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context ( : )( , ). A more recent approach has leveraged
the BERT model ( , ) to replace words with alternatives by masking out a
particular word and filling by masking it and using the output of BERT to generate can-
didate replacements ( : )( : ). This was found to improve the
coherence of the generated sentence, and reduce the incidence of unnatural word replace-
ments, in addition to improving the strength of the attack ( , ). A black-box
attack known as DeepWordBug ( , ) introduced targeted spelling errors to
cause an erroneous classification, while maintaining text that a human can understand,

and demonstrated this approach on spam classification algorithms.

Research has also been done to create adversarial examples in the text domain in the
white-box setting, where the attacker has access to the model ( ) ). By
taking advantage of the gradients produced by the model when classifying a text sequence,
an adversarial sample can be crafted by making a targeted character substitution, or “fip”.
This white-box approach has the benefit of not requiring the generation of as many can-
didate perturbations, but only works on differentiable classification models and depends
on the attacker having access to the model itself. As such, black-box attacks are often the

more common threat model in application.

With an established variety of detection methodologies for computer-generated text, as
well as a diverse range of methods for producing adversarial examples in the text domain,
we now present a methodology for determining robustness of detection models against

adversarial attacks.

3.4 Methodology

Recall that in order to evaluate the classification performance and robustness of both
statistical and neural classifiers for detection of computer-generated text, we follow two
separate feature-extraction approaches. The first approach reflects statistical classifica-
tion of computer generated-text in prior art ( ; ), while the second
represents a contemporary neural approach to the problem ( , ). Both
are evaluated by testing their performance against computer-generated text created by
generative pre-trained transformer (GPT) models of parameter counts 355M, 1.5B, and
175B respectively. During this analysis, we consider computer-generated text the positive

class and human-written text the negative class. Following an assessment of each model’s
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relative performance at classifying computer-generated text, the models are then evaluated

for robustness in the presence of text adversarial attacks.

3.4.1 Statistical Features

The selection of statistical features is primarily based on past work that demonstrated
98.0% accuracy in detecting machine generated text ( , ). As this
work was done prior to the advent of generative Transformer models, we are interested
in assessing whether these features are still effective, and whether they are adversarially
robust. Notable among several categories of features (frequency features, complex phrasal
features, and consistency features), previous work highlights the value of complex phrasal
features ( , ). Complex phrasal features are based on the frequency of
specific words and phrases within the analyzed text that occur more frequently in human
text. To determine whether these features are still valuable, we harvest data from several
online sources (listed in §3.5) to obtain a list of phrases that we then use calculate the

complex phrasal features.

In selecting statistical features, we make three deviations from the work, which can be

referenced for in-depth descriptions of the other features ( , E

e We include two additional “fluency” features: Gunning-Fog Index and Flesch Index.
These features have been shown in recent work to be useful in detection of non-
neural fake news when used in conjunction with LDA topic modeling ( ,

), and provide a statistical measure of text readability and comprehensibility

respectively.

e When computing frequency features, we use a conventional mean-square error cost
function when calculating information loss of a linear regression line that fits log-log

lemma frequency versus rank. That is,

n—1

Cly9) =~ (e — i) (3.2)

=0

where n is the number of distinct lemmas, g; is the regression function evaluated for

the lemma of rank i, y; is the true frequency of the lemma of rank .
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e We omit the complex phrasal feature of Yorkshire Dialect phrases. The feature had
minimal predictive power in past research, and the dataset is not publicly available

in computer readable form.

Besides these adjustments, other features are calculated using the same equations as
in previous work ( , ), albeit with a complete reimplementation us-
ing modern NLP frameworks and with code made publicly available in the interest of

reproducibility ( , ).

Using the resulting statistical features, we train a support vector machine (SVM). SVM
models have been found to be the best performing model in previous computer-generated
detection research using statistical features without neural networks ( ,

)( , ). Similar to past work, we train the SVM with a linear
kernel. In our case, the linear kernel provides two additional benefits: 1) output prob-
abilities for integration with existing adversarial attack implementations, and 2) feature
weights for interpretability of statistical feature importance. A comparison to SVM mod-
els using RBF kernels confirmed comparable performance, with a top accuracy difference
of less than 0.01 following exhaustive hyperparameter search across C' € [1, 10,100, 1000},
~ € 10.001, 0.0001].

3.4.2 Neural Features

To compare the robustness of statistical features to neural features, we leverage a selection
of publicly available Transformer architectures pre-trained on several distinct datasets.
These models can be used to create a vector representation of an input sequence either
through mean-pooling of output activations or taking the embedding of a special [CLS]
token prepended to the input sequence, depending on the implementation (

, ). The resulting feature vectors are used as input for an SVM classifier,

trained in the same manner as discussed in §3.4.1.

The neural networks used as feature-extractors in this research are publicly available
pre-trained networks provided in the Sentence Transformers repository for this purpose
( , ). The feature-extraction approach enables direct comparison
of features via a consistent inference algorithm, and allows for straightforward creation of
combined features via feature concatenation. This serves the overall goal of analyzing

feature quality and adversarial robustness of statistical and neural features.
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We are particularly interested in the widely-used RoBERTa architecture, as it forms the
current state-of-the-art single model for detection of computer-generated text when fine-
tuned specifically for detecting text from a particular generative model ( ,

). In addition to RoBERTa, we select four other pre-trained Transformer models from
the Sentence Transformers project, selecting models with high task performance, trained on
varying datasets, and of varying model sizes ( , ). The Sentence
Transformers documentation can be referenced for an explanation of how embeddings are
calculated for each model. Using features from pre-trained models reduces variation from
separate fine-tuning processes, and enables reproducibility. Every model evaluated in this
work is publicly available with complete weights and can be found in the HuggingFace
model repository ( , ). Note that these feature extraction models were not
pre-trained for detection of computer-generated text, and so do not represent an upper

bound on overall classification performance.

3.4.3 Evaluation Methodology

We evaluate statistical and neural features on the ability of an SVM model trained as
described in §3.4.1 to correctly classify samples from 1) the WebText corpus used to train
GPT-2 and GPT-3, and 2) computer-generated samples from trained GPT-2 and GPT-3
models. More effective features will exhibit higher accuracy and F1 scores on this classi-
fication task. We leverage the official training and testing datasets provided by OpenAl
for this purpose (L, ; , ). These datasets are commonly used in
detection research that wishes to understand detection of powerful generative Transformer
models, as highlighted in Table 2.3 in Chapter 2.

To evaluate each model’s robustness to text-based adversarial attacks, we subject each
to DeepWordBug ( , ) and TextFooler ( , ) adversarial attacks.
We select these attacks as they are realistic black-box attacks that represent two disparate
themes in text adversarial attacks: DeepWordBug causes small character edits and at-
tempts to maximize misclassification while minimizing Levenshtein edit distance, while
TextFooler replaces words based on a pre-trained bi-directional encoder representation
from Transformers (BERT) model (

based on cosine similarity within the embedding space.

, ), replacing words with synonyms

In attacking these models, we apply the assumption that the attacker has access to

the output class confidence of the model, but not any internal weights or other model

79



information. As TextFooler and DeepWordBug attacks are quite expensive, especially given
that some input sequences are quite long, we sample 200 random texts from GPT-2 355M
texts and human-written WebText. On this set, we perform targeted attacks for causing
both Type I (false-positive) and Type II (false-negative) errors in computer-generated text
detection. To determine impact of adversarial attacks on text quality, we featurize MAUVE
against sentences from the original human-written samples in the WebText validation set.
Then, as there are too few successful DeepWordBug attacks to compute MAUVE, we filter
instances of successful TextFooler attacks against each model, and calculate MAUVE scores
of sentences from GPT-2 samples before and after the adversarial attacks are applied.
Finally, we calculate the resulting difference in MAUVE score, AMAUVE, to determine the
impact on human quality assessment. As the number of sentences in comparatively small,
we average AMAUVE over k = 10 trials. To our knowledge, this is the first time AMAUVE

has been applied to assess impact of adversarial attacks on human-quality assessment.

SVM Accuracy / F1 Score Feature
Features Pre-Training Dataset GPT-2 355M GPT-2 1.5B GPT-3 175B C= Size
Acc. F1 Acc. F1 Acc. F1

Statistical (.S) N/A 0.7030 0.6935 0.7120 0.7055 0.5850 0.5123 100 | 10
RoBERTa (R) 1B+ Weighted Web 0.7700 0.7686 0.7150 0.7053 0.5660 0.4694 10 1024
Concatenated (S + R) | 1B+ Weighted Web 0.8000 0.8008 0.7450 0.7401 0.6030 0.5268 10 1034
MPNet 1B+ Weighted Web 0.7660 0.7715 0.7290 0.7150 0.5780 0.4725 10 768
MPNet 215M QA Pairs 0.7950 0.7968 0.7450 0.7319 0.5830 0.4715 1 768
BERTEASE MS MARCO 0.8300 0.8310 | 0.7720 0.7645 0.6200 0.5343 1 768
MiniLM 215M QA Pairs 0.7990 0.8012 0.7860 0.7780 | 0.6520 0.5807 | 100 | 384

Table 3.1: Performance of text feature embeddings for detection of computer-generated

text

3.5 Datasets and Preprocessing

To determine the suitability of the classifiers for detecting state-of-the-art neural generated
text, we use the official dataset provided by OpenAl for assessing computer generated text
from GPT-2 ( , ).

GPT-2 networks of varying parameter counts. This dataset also includes samples from the

This dataset contains GPT-2 generated samples created by

original WebText corpus used to train the model, which can be used as negative examples
for training the classifiers. Similarly, we also include a sample of GPT-3 output provided
on the official OpenAlI GitHub repository for GPT-3 ( : ). We train all models
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on a balanced training dataset of human webtext and GPT-2 355M output, and test on
3 separate test datasets balanced between human webtext and output from GPT-2 355M,
GPT-2 1.5B, and GPT-3 respectively. As an attacker may possess a large generative model
that is not publicly available, it is useful to determine to what extent features derived from

smaller architectures transfer to larger architectures.

Model Sampling | Sampling Param. | Sample Count | Usage | Model Size
WebText | N/A N/A 250K Train | N/A

GPT-2 Top-K K =140 250K Train | 355M
GPT-2 Top-K K =40 K Test 3556M
GPT-2 N/A N/A N/A Test 1.5B

GPT-3 Nucleus p=085t=1 2K Test 1758

Table 3.2: Summary of dataset properties and experimental setup

In order to replicate the complex phrasal features used in past work in the field, we
harvest three additional datasets from online repositories. This includes a dataset of cliché
phrases ( , ), a dataset of English idioms ( , ), and a dataset
of Shakespearean archaisms ( , ). To collect this data, we scrape these web
resources using Python scripts and assemble the data in text format. Where permissible,
we have made the data available in easy-to-download format via GitHub repository. The

remaining data can be provided upon request.

Preprocessing of the data is done using two separate preprocessing workflows designed

for their respective models:

1) For the statistical model, we follow the approach used in past statistical detection
of computer-generated text ( , ). We first tokenize the input using
Stanza ( , ), then lemmatize the results. The number of tokens in the resulting
text are tabulated as well. Lemmatization is also applied to the sets of complex phrasal
features such that they can be matched against the lemmatized samples. Features are

scaled by removing the mean and scaling to unit variance.

2) For Transformer models, data is first fed into a WordPiece tokenizer to convert it into
tokens. Following this, the words are converted into identifiers based on their dictionary

word IDs and provided to the neural network.
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Figure 3.3: Feature weight comparison of SVM trained on statistical features
3.6 Experimental Settings

Experiments were executed on a virtual machine running Debian 10, with 32 vCPUs,
120GB RAM, and 4 NVIDIA T4 graphics processing units (GPUs). GPU acceleration
was used to perform data preprocessing, model training, and deep learning inference more

quickly whenever possible.

Throughout the experiments, hyperparameters are set to default values and random
seeds are set to 0 to encourage reproducibility. All SVM models were trained with a C
value based on exhaustive hyperparameter search across C' € [1,10,100,1000]. Models
were trained using a linear kernel to allow class probability output and feature importance
measurement of the statistical model. Recall from §3.4.1 that experiments using RBF

kernels resulted in comparable accuracy results.

Text adversarial attacks were performed using the open-source TextAttack framework
(Morris et al.; 2020). In order to use this framework, we provide a harness to act as an

adapter between the TextAttack libraries and the original models.

3.7 Results

We report the accuracies and F1 score of models trained on the statistical and neural
features in Table 3.1. Results of adversary classification under the presence of TextFooler
and DeepWordBug attacks can be found in Table 3.4.
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Machine/Human Classification TextFooler Samples

Original (Label: Ma- Deejai Bhatt, who grew up in Mississippi and moved to Memphis, says his
chine) time in America is an example of women being good in a bad environment.
Adversary (Label: Deejai Bhatt, who grew up in Biloxi and moved to Memphis, says his time

Human) in America is an example of women being good in a bad environment.

Original (Label: Hu- The protest events, scheduled to take place just days before Trump takes

man) office, will focus on the on-going effort to repeal the Affordable Care Act.

Adversary (Label: The demonstrating events, scheduled to adopt place just days before

Machine) Trump takes office, will focus on the on-going effort to abolishing the Af-
fordable Care Bill.

Table 3.3: Demonstration of Textfooler adversarial attacks inducing Type I and Type II

errors on web text

3.8 Discussion

3.8.1 Statistical feature importance

Recall that as a linear kernel creates a separating plane within the same space as the input
features, it is possible to use the coefficients of the SVM model as a measure of feature
importance (§3.4.1). A plotting of the weight of each statistical feature can be found
in Figure 3.3, and provides a summary of relative feature importance within the model.
The most heavily-weighted features in this analysis were the results of computation for
Gunning-Fog Index and Flesch Index scores. These additional fluency features — followed
by Zipfian frequency features (slope, MSE, R?) — are of greatest importance in classifying

computer-generated text produced by contemporary generative language models.

In contrast to past work that highlighted the efficacy of complex phrasal features
( , ), we find that complex phrasal features have low predictive power
against Transformer-generated text compared to other features. This is exhibited by the
low weights attributed to these features (clichés, archaisms, and idioms) within the re-
sulting statistical model (Figure 3.3). In addition to improvements in underlying text
generation models, this is likely due to shifts in the text domain considered. GPT-2 and
GPT-3 are trained on web text, and produce text typically only as long as 10 paragraphs —
past work involved machine translation of book-length text. The presence of Shakespear-

ian archaisms, writing clichés, and idioms is likely far more common in book text than
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in computer-generated blog posts and news articles. Of these complex phrasal features,

idiom features retain the most predictive power in detection of current generative models.

3.8.2 Classification performance

In Table 3.1, we find that overall, features derived from pre-trained neural language models
outperform the selected statistical features when attempting to classify larger language
models using features from smaller models. Among neural language models, it appears that
features from the comparatively compact MiniLM language model trained for a question-
answering task are most amenable to maintaining stronger performance as the target model
scales up, while features from the BERTgagr model trained on MS MARCO web results
perform well against the 355M parameter GPT-2 model, but do not transfer well to samples

from larger architectures.

3.8.3 Adversarial robustness

Overall, we see from the results in Table 3.4 that statistical features are considerably
more robust to adversarial attack than Transformer-derived features. A model trained
on a combined vector of statistical and Transformer features provides a massive increase
in adversarial robustness, while offering comparatively strong performance in non-attack

settings.

We note that all models are more vulnerable to targeted attacks from TextFooler than
DeepWordBug. Note that Textfooler performs a complete word exchange, whereas Deep-
WordBug makes small character-level changes in the form of dropping, adding, or swapping
characters. Excerpts from successful TextFooler attacks can be found in Table 3.3, an il-

lustration of DeepWordBug can be found in Figure 3.2.

Finally, within Table 3.4 we see that all adversarial attacks reduce MAUVE scores.
When attacks succeed against statistical features, the resulting perturbed text demon-
strates a greater decrease in MAUVE score than successful attacks against RoBERTa fea-
tures. This indicates that attacks that succeed against the statistical model produce lower-
quality text. A lower MAUVE score increases likelihood of detection upon human review,
and further diminishes the ability of human targets to interpret the text. As an example,
consider the TextFooler attacks shown in Table 3.3. In the second passage, the words

“take place” are perturbed to “adopt place”, introducing a grammatical error. Further,
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Attack Attack Pre-Atk Post-Atk

Features AMAUVE
Type  Succ. Rate Acc. Acc.

RoBERTa TF 96.2% 0.780 0.030 -0.0115
RoBERTa DWB  61.5% 0.780 0.300 —
Statistical TF 15.6% 0.705 0.595 -0.0947
Statistical DWB  3.5% 0.705 0.680 —
Concatenated TF 27.8% 0.810 0.585 -0.0364
Concatenated DWB  8.0% 0.810 0.745 -

Table 3.4: Feature performance for computer-generated text detection in presence of ad-

versarial attacks

the word “Act” was perturbed to “Bill”, which while grammatically correct, semantically
alters the meaning of the text. In all domains — text, imagery, or otherwise — a key goal of
adversarial attacks is that they should influence machine interpretation, while maintaining

human interpretation.

3.8.4 Limitations

A limitation of this research is that we are only consider a limited range of word-based
and character-based adversarial attacks. As there are a variety of different attacks that
may have different strengths and weaknesses, a broader study that incorporates additional
attacks in the text domain would likely be helpful. Towards this end, the greater availability
of large-scale adversarial attack benchmarks or sample datasets may be of value to future

research, as computing adversarial attacks can be computationally expensive.

A second limitation of this research relates to the possibility of sequence-level adversarial
attacks where a contemporary generative text model might be used to reword a sentence
until it passes scrutiny by a detector. This type of attack may require different approaches
for detection, and the features that succeed for word-level and character-level attacks may

not have the same predictive power on sequence-level attacks.

Finally, our research focuses primarily on understanding the predictive power and ad-
versarial robustness of neural and statistical features when used alone and in conjunction
for detecting machine-generated text. We did not fine-tune our classifier with the specific

goal of creating the best-possible detector for machine generated text under adversarial
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setting. Future work may pursue the goal of producing the strongest-possible detector,
though the increased prevalence of private companies marketing closed-source detectors
for detecting generative Al text may complicate research related to achieving state-of-the-

art detection performance.

3.9 Summary

In analysis of feature robustness against adversarial attacks, we find that statistical features
possess resistance against attacks that heavily impact neural language models. This useful
finding indicates that incorporation of statistical features may be a means of improving
adversarial robustness of computer-generated text detection via a combination of neural

and statistical features.

Statistical features previously useful in detection of computer-generated text — specifi-
cally complex phrasal features — are substantially less effective against contemporary mod-
els than in past research. Instead, additional features omitted from past work may be

promising for this application, which include the Gunning-Fog and Flesch Indices.

While this chapter focused on automated detection of machine-generated text, the next
chapter explores subjective assessment of machine-generated text. Similar to how we evalu-
ate the quality of adversarial attack text via MAUVE score, we analyze machine-generated
text under varying sampling parameters using both computational and human assessment.
This shift in perspective allows us to better understand how sampling parameters im-
pact generated text both in terms of computational quality measures, but also subjective

qualities such as creativity.
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Chapter 4

Evaluating Probability Mass on
Subjective Assessment of Al Text

The work in this chapter was published as In BLOOM: Creativity and Affinity in Artificial
Lyrics and Art at the AAAT 2023 CreativeAl workshop ( , ).

The research in this chapter complements the analysis in the previous chapters on
detecting machine-generated text, investigating differences in human subjective assessment
of human text and machine text, rather than purely focusing on detection. As this work was
accepted for presentation as part of the AAAT 2023 workshop on creative Al it also contains
a creative workflow for multimodal lyrics and album art generation. A core component of
this research rests in how humans perceive machine generated text for subjective properties
(e.g., creativity) as sampling probability mass is adjusted, and the limitations of MAUVE
as a catch-all means of assessing Al generated text. This specifically highlights limitations
in existing evaluation methods for machine generated text, and potential future work on

computational metrics that better reflect subjective qualities such as creativity.

From the perspective of detecting Al usage in artistic works, our findings from reviewer
scores suggest that a reader may give similar scores related to creativity and affinity for both
fully machine-written lyrics and popular human-written lyrics. The fact that such scores
might be obtained without a human actively involved in shaping the artistic expression
presents additional concerns related to likely increasing prevalence of Al in artistic pursuits,

potentially supplanting human artistic expression.

The usage of Chinese language within this section serves two major purposes: 1) re-

ducing the English-language bias in the research thus far by considering the most spoken
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first language in the world (Mandarin Chinese), giving a more rounded understanding of
the current capabilities of generative models; and 2) reducing the possibility of bias in
sample selection related to subjective assessment of lyrics as Chinese is not the author’s

first language.

4.1 Abstract

We apply a large multilingual language model (BLOOM-176B) in open-ended generation
of Chinese song lyrics, and evaluate the resulting lyrics for coherence and creativity using
human reviewers. We find that current computational metrics for evaluating large language
model outputs (MAUVE) have limitations in evaluation of creative writing. We note that
the human concept of creativity requires lyrics to be both comprehensible and distinctive
— and that humans assess certain types of machine-generated lyrics to score more highly
than real lyrics by popular artists. Inspired by the inherently multimodal nature of album
releases, we leverage a Chinese-language stable diffusion model to produce high-quality
lyric-guided album art, demonstrating a creative approach for an artist seeking inspiration
for an album or single. Finally, we introduce the MojimLyrics dataset, a Chinese-language

dataset of popular song lyrics for future research.

4.2 Introduction

Modern music production — which spans elements including musical composition, song-
writing, album artwork, and music videos — is a tremendous domain for exploring cre-
ativity across modalities. This work focuses on better understanding subjective human
assessment of creative text produced by large language models (LLM), demonstrating that
mimicry of an existing sample dataset may not always be the best approach when consid-

ering human preferences.

Towards this end, we use BLOOM ( , ), a multilingual LLM with 176B
parameters, to generate Chinese song lyrics with varying sampling parameters. We focus
on top-p sampling, as this method has been found to outperform top-k and beam search
in prior research ( , ). In order to assess the quality of the generated

lyrics, we task human reviewers to provide feedback on lyrical coherence, creativity, and
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enjoyment. Using this data, we demonstrate the relationship between creativity and coher-
ence in human-assessed lyric quality, and highlight differences between subjective human

assessment and computational methods such as MAUVE ( , ).

Beyond comparison of creativity measures, we also dive into new emerging multimodal
possibilities related to Al-driven creativity. Music today is often accompanied by cover
art that evokes the aesthetic of the piece. This art, previously displayed on record covers
and lyric booklets, remains prominently displayed on music apps and streaming platforms.
While album cover art may reflect a collection of songs (an album, LP, or EP), digital
music publishing allows for easy release of singles, and cover art is increasingly used to
accompany individual tracks ( , ). Using our lyrics, we use the Chinese-language
Taiyi stable diffusion model ( , ) to generate an album image inspired by
the LLM-generated lyrics. The demonstrated workflow may be used for inspiration by
songwriters seeking a unified lyrical and visual concept for a single or album, as well as

being a source of entertainment to music fans.

4.3 Related Work

Previous work has used LLMs to generate classical Chinese poetry ( , ).
Work has also been performed which uses GPT-2 as a generation system for various types
of creative Chinese writing, contemporary song lyrics among them ( , ).
Related work has used an image-generation network as an intermediate step in generating
non-lyrical creative text, based on the idea of an author “visualizing” while they work
( , ). In English, research has similarly been done on LLM lyric generation
( : ), including lyrics conditioned on a song’s melody ( ,
).

Our work is distinct from previous work in that it focuses on zero-shot lyric generation
with a massive multilingual model (BLOOM), is the first to our knowledge to benchmark
lyrics against evaluation metrics that strongly correlate to human assessment (MAUVE), and
most importantly, presents an investigation into the relationship between computational
assessment of open-ended text quality, and subjective measurements. In this department,
we are inspired by previous work on quantifying creativity that found that KL divergence

has a strong correlation with human-assessed creativity for word pairs ( ,

).
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Finally, this work is also the first research work to apply diffusion models as part of a
unified approach for generating coordinated cover art in association with song lyrics. All
models and code and from our work will be made available open-source to enable future

research!.

4.4 Methodology

We organize our methodology into three major parts: 1) collecting and cleaning Chinese
lyrics found online to create a novel dataset of popular Chinese lyrics for use with MAUVE,
2) performing lyric generation effectively with the BLOOM-176B LLM, and 3) utilizing
the Taiyi stable diffusion model to generate high-quality art to accompany the lyrics.

4.4.1 Dataset

For comparison to LLM-generated lyrics, we collect a dataset of song lyrics for popular
Chinese songs from the website Mojim.com. Mojim is a popular lyrics sharing website that
focuses on Chinese song lyrics. We request the top popular artists in the “male”, “female”,
and “group” categories, fetch all the albums associated with each artist, and download the

lyrics for every song in each album. Metrics on the dataset can be found in Table 4.1.

Data downloaded from Mojim.com is in raw HTML format and must be cleaned to

extract raw lyrics. This process is summarized as follows.

e Removal of HTML tags, as well as the removal of markup symbols not typically part

Wk

of the lyric text, such as and “#” and various unicode equivalents.

e Removal of site-specific text characteristics, such as: a recurring line in Chinese which
translates to “Find more lyrics at Mojim.com”, dividing lines composed of hyphens,

non-standard labels placed at the start of the song.

e Compress instances of many subsequent newline characters into just two newline
characters, to reduce excess whitespace which may emerge after removing tags, an-

notations, and symbol markup.

thttps://github.com/ecrows/in-bloom
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Songs Artists Tokens Size

39747 230 14,406,854 38.4MB

Table 4.1: Statistics for the MojimLyrics Dataset

4.4.2 Lyric Generation

We generate zero-shot samples using the multilingual BLOOM-176B model ( ,

) at varying values of p for top-p nucleus sampling ( , ). By
adjusting the probability mass used to sample the next token, we produce varied lyric
sequences that can be used to analyze quantitative and subjective text characteristics.

Our evaluation of lyrics focuses on two major approaches:

e Computational Quality: We measure computational quality via commonly-used
metrics that target language model degeneration (repeated n-grams, diversity of to-

kens, distinct n-grams), as well as distributional information via MAUVE (

, 2021).

e Subjective: Subjective measures of coherence are collected via a carefully survey on
Amazon Mechanical Turk. These measures include an assessment of how creative,

coherent, and enjoyable the lyrics are.

Previous research on quantifying creativity indicates that for measuring perceived cre-

ativity of word pairs {w;, ws}, the KL divergence of {w;, wiws} is among the most effective
: ).

MAUVE is designed to jointly capture two types of errors between the output distribution

measures (

@ of a model, and the human distribution P. 1) Type I errors, where @) places high
mass on text which is unlikely under P; and, 2) Type II errors, where Q cannot generate
text which is plausible under P. MAUVE does this by summarizing Type I and Type II
errors using Kullback—Leibler (KL) divergences, which are measured softly using a mixture
distribution. Due to the similarity between MAUVE’s computation and previous work on
creativity quantification, it is possible that MAUVE may partially reflect subjective human
creativity assessment, which may contribute to MAUVE’s strong performance for evaluating

generated text quality more generally.
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Additional text quality metrics for assessing language model output are selected based

on previous work ( , ; , ). These metrics include rep-n = 1.0 -

|unique n-grams|
|total n-grams|

), distinct-n =

measuring duplicate n-grams within each generated sequence ( ,

|unique n-grams| (
[length of text|

: ), and diversity = []:_,(1 — rep-n) for

measuring diversity of n-grams ( , ).

Autoregressive language models such as BLOOM perform sampling to select a next
token typically using some variation of top-k, beam search, and nucleus top-p sampling.
Due to the strong documented performance of top-p sampling ( , ),
we produce BLOOM generations at varying levels of p € [0.80,0.85,0.90, 0.95,0.99].

4.4.3 Album Art Generation

We leverage our generated song lyrics to create accompanying track art inspired by the
song lyrics. As a generative model, we utilize the Chinese-language Taiyi Stable Diffusion
model ( : ; : ), which includes a Chinese-language text
encoder. We use this model to produce 1000 samples of album artwork, from seeds 0-999,
using the prompt “album art” in Chinese, followed by our generated lyrics. We perform this
at varying settings of classifier-free diffusion guidance (CFG), where CFG € [4.0,7.0,10.0].
Images are generated with 20 sampling steps using the Euler A method ( ,

). For evaluation, we utilize a dataset of approximately 4,000 album covers at 512x512

resolution ( , ). We determine the quality of the generated images by calculating
Fréchet Inception Distance (FID) ( : ; : ) using the pool 3
activations from an Inception network ( : ) between generated album

covers and the real album dataset.
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Figure 4.1: BLOOM-176B p = 0.95, seed = 0 lyrics mentioning a sword, accompanied

by corresponding stable diffusion generated images selected from the resulting prompt at

CFG =0.7, seed =0, batch_size = 6

4.5 Experimental Setup

Inference on BLOOM-176B was performed via the Huggingface Inference API. All other
calculations (stable diffusion, MAUVE, FID) were performed on a machine with an Intel

i7-6800K 12-core CPU, 32GB RAM, and a 24GB VRAM RTX 3090 GPU. Seeds starting

at 0 are used throughout our experiments for reproducibility.
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Source rep-2 ) rep-3] rep-4] diversity T distinct-2 T MAUVE 1

Human 0.021 0.013 0.012 0.954 0.870

LLMp—0.80 0.120 0.090 0.072 0.743 0.650 0.139
LLMp—0.85 0.095 0.073 0.063 0.786 0.689 0.162
LLMp—0.90 0.072 0.055 0.047 0.835 0.722 0.207
LLMp—0.95 0.054 0.044 0.039 0.868 0.760 0.269
LLMp—0.99 0.040 0.034 0.032 0.897 0.783 0.293

Table 4.2: Quantitative degeneration metrics and MAUVE divergence-based quality results
for BLOOM-176B generated text at varying sampling probability mass p

4.5.1 BLOOM

In order to use BLOOM to generate lyrics in a zero-shot setting, we provide the following

prompt:

N HARE O . \n#KE: \n

Translation: Below are a song’s Chinese lyrics. \n Lyrics: \n

This prompt was chosen based on the observed result of Chinese language song lyrics.
Shorter prompts such as simply the words for “lyrics” in Chinese more often resulted in non-
song lyrics such as interviews with musicians, and more specific prompts that mentioned
specific artists or too closely resembled formatting from specific lyric websites had a higher
incidence of generating lyric sequences from real songs. Memorization in large language
models is well-documented and is a significant problem undergoing research ( ,

). The selected prompt appears to minimize this behaviour, though future analysis on

memorization would be valuable.

4.5.2 Amazon Mechanical Turk

Using Amazon Mechanical Turk to evaluate open-ended text generation is challenging and
requires care to perform effectively ( , ), however, such platforms remain
useful for their ability to provide real human feedback, A selection of 60 samples were taken
from the BLOOM generated lyric corpora at each value for top — p nucleus sampling, as

well as lyrics from the MojimLyrics dataset. In all, 152 reviewers provided responses to the
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survey. Fach sample was assigned to a minimum of 3 different reviewers to score the lyrics
via multiple choice responses for coherence, creativity, affinity (how much the reviewer likes
the lyrics), and recognition (whether they believe they may have seen the lyrics before).
Multiple choice answers for each question were converted into normalized scores between

0 and 10. The full survey questions are provided in the project GitHub repository.

Instructions were provided in Simplified Chinese. To encourage close reading, a starting
question requests a short summary of the lyrics, and a final multiple-choice question tests
the reviewer’s basic fluency in Chinese by placing the option “I can read Chinese” among
various other negative options. Participant responses were removed if they failed to provide

a summary or respond correctly to the literacy-testing question.

The projected task duration was 120 seconds, with payment of $0.44 CAD for a pro-
jected hourly wage of $13.20 CAD. Actual mean task duration was confirmed to be within
the projected task duration.

4.5.3 MAUVE Calculation

For calculating MAUVE, we featurize p with a random sample of 3000 real lyrics from the
MojimLyrics dataset, and featurize ¢ with 3000 generated lyrics from BLOOM-176B at
each probability mass from our nucleus sampling p € [0.80,0.85,0.90,0.95,0.99]. We set a
maximum text length of 128 and set a batch size of 32 based on the GPU memory available.

The seed for the MAUVE calculation is set to 0.

4.6 Results

Results for language model evaluation with MAUVE scores and degeneration metrics can be
found in Table 4.2, while results of stable diffusion CFG variation on FID can be found in
Table 4.3. The complete dataset of generated BLOOM lyrics are provided in the GitHub

repository. Human assessment of lyrics can be found in Figure 4.2.

A sample of generated lyrics and the resulting stable diffusion art can be found in
Figure 4.1. FID scores calculated between outputs of the diffusion model and real album
art can be found in Table 4.3.

On the 10 point normalized scale, mean standard deviation among multiple responses

for the same input sample were observed to be 1.29, 1.68, 1.95, and 2.67 for coherence,
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Figure 4.2: Mean human scores for subjective attributes of generated text at varying

sampling probability mass p. Included to the right are reviewer scores for real lyrics.

CFG@4.0 CFGQ7.0 CFG@10.0

FID| 90.21 93.84 95.91

Table 4.3: FID with real album dataset of Taiyi stable diffusion generated album art at
varying CFG
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affinity, creativity, and recognition respectively. However, despite the relatively low vari-
ance in response scores, measures of inter-annotator agreement (IAA) are consistently low
(i.e., negative Krippendorff ordinal alpha). Survey responses were highly skewed towards
positive answers. When a reviewer gave a particular sample a low score, often it was only
one reviewer did so. This implies that while reviewers largely agreed on ratings, there was
not a consistent criterion across reviewers for giving low scores. Obtaining high TAA scores
on concepts such as creativity and personal preference will likely require a larger study

with a greater number of trained reviewers.

4.7 Discussion

Sampling BLOOM for lyrics from a greater portion of the probability mass tends to improve
quantitative metrics of generated lyric quality, as shown in Table 4.2. As expected, token
diversity, distinct-n, and rep-n all improve at increasing p portion of the probability mass.
That MAUVE score also continues improving implies a low incidence of Type I errors where
the model output distribution () places high probability mass on text which is unlikely
under P. Notably, even at very high p-values, BLOOM-176B generated lyrics are still

more repetitive and less diverse than human lyrics.

Human assessment of lyrics at varying p is charted in Figure 4.2. Coherence is highest
at low-p, where common words are frequently sampled, but with a low accompanying
creativity score. Subjective quality measurements of creativity and affinity peak around
p =[0.9,0.95], and trend sharply downwards at p = 0.99 as the model selects less common
words and becomes less coherent. This implies that for a human to recognize work as
“creative”, it must be coherent enough to be understood, but distinctive enough to be
interesting. While MAUVE rises alongside subjective creativity from p = 0.80 to p = 0.95,
this relationship breaks down at p = 0.99, implying that MAUVE alone is not a complete

replacement for subjective human evaluation.

Finally, it is notable that real popular lyrics uploaded to Mojim.com are at points
deemed less creative, coherent, and likable than BLOOM-176B generations. Resemblance
to a human dataset does not inherently bestow positive perceived qualities to generated
art. While the best-scoring CFG setting in Table 4.3 appears to be at CFG=4.0, this

measurement alone is not indicative of subjective human quality.
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4.7.1 Limitations

An important limitation of this research is that we only analyze popular song lyrics, and
that these lyrics are experienced by an audience that is reading them while answering a
survey. The range of expression in popular song lyrics may not be representative of the
wider range of artistic possibilities in songwriting more generally. Furthermore, actual song
lyrics are experienced while listening to a song, and crowd workers who are trying to read
the lyrics quickly to finish a paid task may not be well-situated to give nuanced feedback

about how a set of lyrics make them feel.

A second limitation of this work, is that while we provide a multimodal system that
relates the generated lyrics into album art, we do not assess that album art through the
same subjective quality assessment, instead focusing our investigation of evaluation on
the text generation aspects. Regardless, the insights into the gaps in subjective quality
assessment of machine generated text are noteworthy in their own right. Future work

might also include deeper subjective analysis of machine generated imagery.

4.8 Summary

In summary, we have demonstrated that current computational techniques for evaluating
large language model output (both quantitative degeneration metrics and MAUVE), are
insufficient as proxies for subjective assessment of creative writing. To visualize the lyrics
produced and add a creative artistic interpretation, we provide a combined approach for
generating album art based on lyrics using stable diffusion. Finally, we provide a novel
dataset of in-the-wild popular Chinese song lyrics, and the code for repeating our experi-

ments.

Based on human reviewers, we find that large language models such as BLOOM-176B
can be used to produce zero-shot song lyrics that are evaluated favourably in comparison to
real song lyrics. This evaluation, combined with the increasing availability of user-friendly
interfaces for large langauge models, make it likely that AI models will be used in the
future for aiding in the production of artistic works. The use of Al systems in production
of art raises serious questions around authorship, attribution, and commodification of art.
These concerns must be taken seriously, as while new creative Al systems may serve as
useful tools for human artists exerting their own agency, automated AI workflows might

be cynically leveraged with minimal human oversight, flooding the media landscape with
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automated content in a manner that crowds out genuine human expression. In this regard,
research targeting the ethical implications and detection of such content remain important

areas of future work.

Having explored both computational and subjective methods of evaluating machine
generated text, we now shift towards interpretability of neural text classifiers. As we have
used neural text classifiers in detection of machine-generated text, there is value in being
able to produce explanations as to why a model produced a given detection result. In
the next chapter, we explore methods of comparing model interpretability, and highlight

pitfalls in comparing models using widely-used faithfulness measures.
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Chapter 5

Large Language Model Classifiers
and Interpretability

This chapter reflects work that is currently under consideration by the journal Compu-
tational Intelligence as the article “Don’t Be Tricked By Iterative Masking”, which was
adapted and extended from an accepted conference paper to be presented at Learning,
Optimization and Data Science (LOD) 2024 as “Robust Infidelity: An Analysis of Pitfalls
in Faithfulness Measures on Masked Language Models” ( , ).

This serves as the fourth major work of the thesis: an analysis of masking-based faith-
fulness measures applied to LLM-based neural text classifiers. Explainability of LLM
classifiers is an important quality for their usage in areas with a high requirement for hu-
man oversight, and these same types of classifiers are commonly used for detection of Al
text, as highlighted in the work in Chapter 2 and 3. This investigation focuses on how
the iterative masking mechanism utilized by faithfulness measures can lead to pitfalls that
undermine model comparison, and investigates what impacts favouring these features has

on adversarial robustness and fairness.

5.1 Abstract

A common approach to quantifying neural text classifier interpretability is to calculate
faithfulness metrics based on iteratively masking salient input tokens and measuring changes
in the model prediction. We propose that this property is better described as “sensitivity to

iterative masking”, and highlight pitfalls in using this measure for comparing text classifier
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interpretability. We show that iterative masking produces large variation in faithfulness
scores between otherwise comparable Transformer encoder text classifiers. We then demon-
strate that iteratively masked samples produce embeddings outside the distribution seen
during training, resulting in unpredictable behaviour. We further explore task-specific con-
siderations that undermine principled comparison of interpretability using iterative mask-
ing, including an underlying similarity to salience-based adversarial attacks. Issues with the
unreliability of faithfulness evaluation have implications on fairness-optimized model check-
points. A model’s tendency in faithfulness scores can persist through fine-tuning, meaning
that models fine-tuned from a fairness-optimized foundation model (FairBERTa) can con-
sistently score lower on faithfulness than the basic version of the same model (RoBERTa),
despite both models having comparable performance on classification tasks. Our findings
give insight into how these behaviours affect neural text classifiers, and provide guidance

on how sensitivity to iterative masking should be interpreted.

5.2 Introduction

5.2.1 Iterative Masking in Context

In the field of natural language processing, the pursuit of interpretable Al has brought the
spotlight onto a critical interplay between neural text classifiers, explainability techniques,
and faithfulness measures. To understand the role that iterative masking plays in the
current explainability landscape of neural text classifiers, we must understand the rela-
tionship between contemporary neural text classifiers, explainability techniques applied to
these models, and faithfulness measures applied to such explanations. A diagram showing

the interrelation of these concepts can be found in Figure 5.1.

Neural text classifiers are increasingly based on the Transformer architecture. Trans-
former models have become ubiquitous in natural language processing (NLP), achieving
state-of-the-art performance across a variety of domains ( : ). Among
these domains, these models remain very effective for text classification tasks. Despite
this success, there remains widespread concern about the lack of transparency and ex-
plainability of neural language models ( , ), which limits their use in high-stakes

applications requiring human oversight or explanation.

Explainability techniques can be utilized to address this gap in interpretability, com-

monly providing feature attributions to improve interpretability of neural text classifiers.
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These feature attributions present scores that indicate how much each input token con-
tributes to a given prediction ( , ; , ). These
scores allow a reviewer to identify important input tokens that contributed to a given out-
put classification. However, in order for an explanation to be meaningful, it is important

that the explanation reflects the real behaviour of the model — that it is “faithful” (

) )'

Faithfulness Metrics

Iterative-Masking
Based Metrics
Fidelity/infidelity, AOPC,
DFEMIT, DFFOT, COMP

Other Metrics
CORR, MONO

Explainability
Techniques
LIME, SHAP, IG, ...

Black Box
Input . Class
Classifier

Figure 5.1: Diagram illustrating the relationship between classifiers, explainability tech-
niques, and faithfulness metrics. The work in this article focuses on faithfulness metrics

based on iterative-masking (highlighted in red).

Faithfulness measures thereby aim to quantify the quality of a feature attribution ex-
planation based on how well an explanation reflects the observed behaviour of a model,
separate from human-centric considerations such as an explanation’s plausibility (

) ). Measurement of faithfulness relies upon automated measures de-
signed to quantify to what extent an explanation accurately depicts how a model behaves.
For neural text classifiers, these measures are generally calculated by iteratively removing
the most salient features and measuring changes in the model output ( ,

; , ; , ; , ). This process of iterative

masking, used for calculating faithfulness measures, is the focus of our investigation.
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5.2.2 Model Comparisons Based on Faithfulness

Faithfulness measures are well-suited for evaluating ezplanations. However, problems

emerge when using these measures for evaluating models.

In the former setting, faithfulness measures allow for comparison of feature explanations
based on whether the explanation correctly ranks the tokens that cause the largest impact
on the output ( , ). Under these conditions, comparisons are done

using the same model, and as a result, model-specific behaviours are controlled.

In the latter setting, however, faithfulness are used as a means of comparing different
models. In such an approach, the same feature explanation method is applied to two
models, a masking-based faithfulness measure is calculated, and the model that produces

higher average scores is theorized to be inherently more interpretable ( , ;
: ).

There are challenges with the model comparison setting, primarily related to model-
specific behaviours that have a strong impact on the response of text classifier models
to the iterative masking of input features. The presence of these behaviours has been
well-documented in previous work, which has highlighted that models that differ only in
initialization with comparable task performance can produce divergent faithfulness mea-

sures ( , ).

Limited work has yet been done in understanding how and why these deviations occur,
and more fundamentally, to determine to what extent a comparison of models based on a
masking-based faithfulness measure is meaningful. Our work contributes to this topic by

performing a deep analysis along two major branches of investigation.

5.2.3 Contributions

Our two major branches of investigation follow previous work demonstrating the lack of
robust interpretability for neural text classifiers ( , ), shedding light on the
mechanisms that lead to this lack of robustness, and considering the downstream impacts of
favoring models with high faithfulness on adversarial robustness and fairness. Specifically,

we investigate:

1. The mechanisms that lead to this lack of robustness, in particular:
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(a) Why behavior on iteratively masked language samples is inconsistent between

models [Section 5.6]
2. The downstream impacts of favoring models with high faithfulness, including;:

(a) How favoring ”interpretable” models impacts adversarial robustness [Section
5.7]

(b) How favoring ”interpretable” models impacts fairness [Section 5.8]

Towards the first question, we provide a systematic analysis of pitfalls in comparing
neural text classifier interpretability using widespread faithfulness measures, providing new
insight into mechanisms that cause the lack of robustness demonstrated in previous work
( , ). By analyzing the impact of iteratively masking samples on model
embeddings, we show that these samples are out-of-domain, producing a distribution of
embeddings with a centroid that departs substantially from the original distribution, with
less variation between embeddings. We illustrate this with uniform manifold approxima-
tion and projection (UMAP) dimensionality reduction ( , ). Our
findings suggest that as partially masked samples aren’t encountered during training, the
process of masking produces out-of-domain samples (often without a clearly-defined correct
classification), leading to model-specific characteristics to dominate. This analysis provides
novel insight into the mechanisms that cause faithfulness-based comparisons of models to

break down.

We further demonstrate the important implications of these findings for machine learn-
ing practitioners working with explainable neural text classifiers. Practitioners may won-
der: even if faithfulness comparisons based on iterative masking are often not meaningful,
is there any harm in selecting a model with a high faithfulness score? We answer this
clearly by demonstrating the interrelation between faithfulness and two other important

characteristics of sensitive models: adversarial robustness and fairness.

Our analysis suggests that there are situations where optimizing neural text classifiers
for faithfulness may come at the cost of adversarial robustness or fairness, while providing
questionable advantage in explainability due to observed initialization-specific behaviour
( , ). Specifically, we identify that there are circumstances in which it-
eratively masking salient tokens bears a strong resemblance to a token-level adversarial
attack, raising concerns about whether sensitivity to iterative masking (the method most-

commonly used to measure faithfulness in neural text classifiers) is an unambiguously desir-
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able property. Furthermore, in analyzing how fairness-optimized text classifiers perform on
faithfulness measures, we note that models fine-tuned from fairness-optimized models can
retain the sensitivity to iterative masking present in the base model. This causes models
initialized from a fairness-optimized checkpoint with low initialization-specific faithfulness
to result in downstream models that may be deemed less interpretable, even if they have
similar predictive ability with improved fairness. These contributions provide clarity for
practitioners to make better decisions when training or selecting neural text classifiers.
We further provide high-level recommendations to assist practitioners who need to make
practical decisions on text classifier models that take into account the interrelation of these

topics.

5.2.4 Organization

The remainder of this work is organized as follows. Section 5.3 describes related work on
evaluating faithfulness in neural text classification. Section 5.4 provides the motivation of
our analysis, discussing the pitfalls in using faithfulness to compare masked language mod-
els. Section 5.5 describes the datasets, models, and experiment settings used. Section 5.6
demonstrates experimentally that removing words from samples produces out-of-manifold
inputs. Section 5.7 explores how robustness to iterative masking relates to adversarial
attacks. Section 5.8 studies how fairness-optimized text classifiers score on faithfulness
measures, including after fine-tuning. Section 5.10 contains discussion and recommenda-
tions based on our findings, including limitations of our study. Section 5.11 summarizes

the findings and presents our conclusions.

5.3 Related Work

This section provides an overview of the key areas of research related to our work. We
begin by discussing feature-based interpretability methods, which form the foundation for
calculating faithfulness measures. Next, we discuss approaches for interpreting attention
mechanisms in Transformer models, highlighting why we focus on feature-based methods
for our analysis. We then delve into the concept of faithfulness measures, explaining
their calculation and limitations. To connect our findings to practical implications, we
introduce adversarial attacks in text classification and a relevant benchmark. Finally,

we explore the relationship between adversarial robustness and faithfulness, setting the
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stage for our investigation into the challenges of using faithfulness measures for cross-
model comparisons, and the impacts on adversarial robustness. Throughout this review,
we emphasize the interconnected nature of interpretability, faithfulness, and robustness in

neural text classifiers.

5.3.1 Feature-based Interpretability Methods

Feature-based interpretability methods for deep learning models, such as LIME (

, ), SHAP ( : ), and integrated gradients (

, ) assign an importance score to input features to determine their contribution
to a particular network result. Evaluation of these interpretability methods has shown
that gradient-based approaches demonstrate the best agreement with human assessment
for Transformer models, as well as best correlating with tokens which cause the greatest
drop in performance if they are removed from the model ( , ). The
lower relative computational cost of integrated gradients compared to e.g. SHAP provides
an additional benefit in terms of allowing a larger number of samples and experiments to

be performed.

Based on these findings, we use integrated gradients to generate feature attributions
in our work. Integrated gradients is a strong axiomatic method for calculating how input
features contribute to the output of a model ( , ). This method
interpolates between a baseline input representation z’ (in this case a zero embedding

vector) and the embedding vectors z of each token.

The robustness of feature-based interpretabilty methods for neural text classifiers has
been questioned ( , ; , ). Specifically, it has been demon-
strated that 1) two functionally near-equivalent models with differing weight initializations
may produce different explanations, and 2) feature attributions of a model with random

parameters may be the same as for a model with learned parameters.

Explanations that produce feature importance scores are the foundation for an impor-

tant calculation in quantifying the quality of explanations: faithfulness measures.

5.3.2 Interpretation of Attention Heads

In addition to feature-based interpretability methods, it is also possible to analyze Trans-

former networks through interpretation of attention heads. We briefly describe these meth-
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ods, though the lack of input feature attributions makes them incompatible for calculation

of faithfulness measures.

A previous investigation of attention in BERT provides insight into which layers of
the model learn high-capacity representations ( , ). This previous work
found that specific attention heads specialize for specific linguistic relationships in the
English base BERT cased model. For example, the BERT attention head 8-10 (the 10th
head in layer 8) appeared to specialize in direct objects attending to verbs, while 8-11
specializes in noun modifiers attending to their matching noun. This was assessed by
matching the results of the Stanford dependency parser against the strongest relationships
in various attention heads of the model. There has also been work on determining how
syntactic knowledge is represented within BERT ( , ). Attention head
interpretation helps understand the behaviour of Transformer models, but scores for each
input token are required when the intent is to explain the classification behaviour on a

specific sample, or generate faithfulness measures.

Further, previous work on explaining misogyny detection has explicitly stated that
they “discourage the use of attention to explain BERT-based misogyny classifiers” (

, ). This assessment was based on the discrepancy between visualizations
of hidden token attribution ( , ) and attention maps. The qualitative
experiments, however, reveal that this was done without incorporating the norm of the
transformed feature vector, which has been shown to be essential for interpreting atten-
tion in the context of neural networks ( , ). As such, it remains a
topic of debate whether the observed discrepancy between hidden token attribution and
attention maps is sufficient to rule out the usage of attention maps in Transformer model

interpretation.

Within this work, our focus is on the iterative masking mechanism underpinning faith-
fulness measures. Input feature attributions are a necessity to calculate current faithfulness
measures, as such, we select integrated gradients as a strong axiomatic method for produc-

ing feature-based explanations.

5.3.3 Faithfulness Measures

Faithfulness measures in NLP quantify how well an explanation reflects model behaviour by
measuring the degree to which erasure of high-ranking input features cause perturbations

to the output ( : ).
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Faithfulness measures are calculated by iteratively hiding features in descending or-
der of feature importance and determining a score based on changes in model output.
These scores may be calculated by removing features until the output classification changes
( , : : ) or by removing a preset number of salient tokens and

comparing the change in class probabilities ( , : , ).

We now outline how common faithfulness measures are calculated.

Fidelity Calculation

Within our experiments, we use fidelity as our faithfulness measure. Fidelity is a measure
in which tokens are masked from the input in descending order of feature attribution scores
until the result of the model changes ( , : , : , ).
The resulting score is defined by the % of tokens that must be removed at the point that

the model’s output changes. The process of masking and calculation is as follows.

Formally, given an input text split into n tokens, T' = [ti, ..., t,], a vector of feature
explanations ®(T) = [é(t1), ..., d(t,)], a model m, and the model’s unknown vocabulary
token [UNK], we first calculate the initial prediction yo = m(7T"). We then define an iterative
scoring function f(7), that at each step performs the replacement T'[max ®(¢)] < [UNK] =
T', and calculates m(7") = y'. We iterate C' times until ¥’ # yo, and return the ratio
f(T) = <. f(T) is calculated for all K input texts, and we calculate the fidelity score for

the model as:

k

g 1
Fidelity(m) =1 — - ; f(Ty) (5.1)

We rely on fidelity due to its simplicity and the lack of a priori parameters. There are
also related faithfulness measures that operate on masking set numbers of tokens, such as

area over the perturbation curve.

Area over the perturbation curve

Another faithfulness measure that relies on masking a preset number of tokens is the “area
over the perturbation curve” (AOPC) ( : ; , ). AOPC involves
first creating an ordered ranking of input tokens by importance 1, z, ...z, in each n-token

input sequence. AOPC is then calculated by:
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L
1
AOPC = =~ <Z flx) - f(xl..k)> (5:2)
k=1 p(x)
where L is the a priori number of tokens to mask, f(z1 ) is the output probability for
the original predicted class when tokens 1..k are removed, and (-),(,) denotes the average
over all sequences in the dataset. We refer to this calculation when discussing theoretical

weaknesses of cross-model faithfulness comparison based on iterative masking.

Other Faithfulness Measures

There also exists a range of other faithfulness measures which are very similar to the two
previous measures ( : ). Decision Flip - Fraction of Tokens (DFFOT) is
calculated using the same underlying equations as fidelity: tokens are removed until the
prediction changes ( , ). Decision Flip - Most Important Token
(DFMIT) assumes the prediction should change after switching a single token — effectively
AOPC where the number of tokens to switch is set to “1” ( , ).
“Comprehensiveness” (COMP) is closely related to AOPC, using the same underlying
assumption that removing a number of salient tokens should perturb the output more if

the explanation is accurate ( , ).

DFFOT is equivalent to 1 — fidelity. DFMIT and COMP are both closely related to
AOPC, and relying on masking a set number of salient tokens. DFMIT is very difficult to
use in practice on longer sequences, as it very often results in null scores due to masking
only a single token (hence a smaller percentage of the overall number of tokens on larger
sequences). As all of these measures closely resemble the aforementioned fidelity and
AOPC measures, we expect our findings will be unchanged or very similar when using

these measures ( : ).

There are also other faithfulness measures with calculations that deviate slightly more
from fidelity and AOPC, namely “Correlation between Importance and Ouptut Probability
(CORR) and Monotonicity (MONO) ( : ). CORR measures the Pearsons
correlation of feature importance and the effect on output probability. MONO is calculated
by starting with an empty input and iteratively adding tokens in order of feature impor-
tance, expecting that the probability of the predicted class will monotically increase. Both

of these measures also rely on masking tokens, and so likely encounter the challenges that
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we identify here related to masking-based techniques, but may have other characteristics

that should be investigated in future research.

Limitations of Faithfulness Measures

While faithfulness measures can be used for comparing the quality of explanations (
, ; , ), problems emerge when using faithfulness to compare models
based on whether they are amenable to producing high-quality explanations. Chief among

these problems is that faithfulness scores appear to be heavily-influenced by model initial-
, 2021).

Specifically, recent work demonstrates that untrained models produce fidelity scores

ization, undermining cross-model comparison (

well above random masking, and the fidelity of the same interpretability method applied
across different encoders can vary substantially ( , ). This previous analysis
left investigation of the root cause of these phenomena as future work. We shed light
on this root cause by demonstrating that the iterative masking process produces samples

outside the manifold of the training data, resulting in differing model-specific behaviour.

Producing reliable explanations in the text domain has been highlighted as difficult due
to aberrant behaviour on iteratively masked samples ( , ). By removing
the least important word from a sequence iteratively, the resulting condensed explanation
is no longer meaningful to human observers, impacting human-assessed plausibility. Our
work complements this, highlighting how iterative masking affects representations within

neural text classifiers and impacts automated assessment of faithfulness.

In our work, we demonstrate the mechanisms by which breakdowns in model comparison
using faithfulness measures occur, and demonstrate that prioritizing favorable faithfulness
measures between different models may present risks of undermining adversarial robustness

and model fairness.

5.3.4 Text Classification Attack Benchmark

In the course of our analysis, we show that the impact of selecting models that produce high
faithfulness scores may have impacts on adversarial robustness. As such, we introduce the
concepts of adversarial attacks in the text domain, and a benchmark that contains a large
number of computationally complex adversarial attacks applied to common Transformer

classifier models.
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Adversarial attacks — inputs perturbed to cause a model to produce an erroneous
misclassification — can be applied in the text domain ( , ; , ).
A common word-based approach is to replace words with synonyms, typically by using a
synonym dictionary, or by leveraging another language model to find nearby words with
nearby embeddings ( , ; , ). The attacks DeepWordBug
( , ) and HotFlip ( , ) introduce targeted character-level

perturbations to cause erroneous classifications.

As many text adversarial attacks are computationally complex and affected by ran-
dom seeds, there is value in large-scale adversarial attack benchmarks on popular neural
classifier architectures. Common attack benchmarks allow for researchers to analyze a
larger number of successful adversarial attack samples, and perform reproducible analy-
sis of these samples. The text classification attack benchmark (TCAB) ( :

) contains neural text classifiers trained on benchmark tasks and successful adversarial

attacks for each model.

The Transformer language models included in this benchmark reflect common architec-
tures for contemporary neural text classifiers, and include bi-directional encoder represen-
tations from Transformers (BERT) ( , ), as well as the widespread robustly-
optimized variant of this architecture, Robustly Optimized BERT Approach (RoBERTa)

( , ).
The tasks included in the TCAB benchmark dataset include:

1. SST-2: Stanford Sentiment Treebank ( : )
2. Climate: Twitter climate change sentiment ( , )

3. WikiToxic: Wikipedia toxic comments ( : )

4. Civil: Jigsaw civil comments ( : )

5.3.5 Adversarial Robustness and Faithfulness

It has been shown that input feature attributions can be used as an effective feature for
detection of adversarial attacks in the text domain ( , ). Previous work
has investigated the impact of adversarial training — training on adversarial samples —

on interpretability measures, and found that adversarial training appears to increase the
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faithfulness measures of models ( , ) and alignment with ground truth
explanations ( , ). In the process of comparing faithfulness of neural
text classifiers after adversarial training, one previous work found that RoBERTa models
scored significantly lower than BERT models, and theorized that RoBERTa may be less
interpretable than BERT ( , ).

We demonstrate in our research that increased faithfulness measures are not universal
in the presence of adversarial attacks. Further, our overall findings suggest that previously
observed differences between BERT and RoBERTa faithfulness scores are not a meaningful
reflection of each models inherent interpretability, but rather a result of model-specific
behaviours in the presence of iterative masking. Finally, we highlight that there are cases
where a high sensitivity to iterative masking is tantamount to an adversarial vulnerability,
raising concerns that optimizing for high faithfulness may lead to increased adversarial
vulnerability. These concerns also apply to another important measure for sensitive models:

fairness.

5.3.6 Fairness in Transformer Models

Bias in masked language models has been observed with respect to gender, race, and
religion ( , ) as well as other qualities such as the language background
of a writer ( ) ). In light of widespread usage of Transformer masked
language models as neural text classifiers, improving model fairness is an important area of
research. Neural network models may use certain tokens as shortcuts in making inferences
( , ), and tokens that carry an implication of a particular gender, race,
or religion represent one possible shortcut. Efforts have been made to improve fairness in
neural text classifiers. High-profile efforts in this space include Meta’s perturbation-trained
RoBERTa model called FairBERTa ( , ) and Google’s counterfactual-trained
model BERT-CDA ( , ). In our work, we demonstrate that there exist
situations where favouring models with high faithfulness scores can come at the cost of

fairness.

5.4 Motivation

As described in the introduction, our work demonstrates answers to two major branches of

investigation: 1) “Why do different models respond differently to iterative masking?” and
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2) “What impact does favouring models with high faithfulness scores have on other model

attributes?”.

Our analysis continues important previous work by ( ), where faithful-
ness measures based on iterative masking were shown to produce scores that are sensitive
to model initialization, with identical models of the same architecture and comparable per-
formance producing dramatically differing scores. First however, it is valuable to ground
our discussion by walking through an example of iterative masking, and explain theoretical
challenges in using iterative masking for measuring interpretability of neural text classi-
fiers. We demonstrate this in this section by showing experimentally how model behaviour
can vary across 8 models trained across 4 task datasets, motivating the experimental work

in the following sections.

Figure 5.2 demonstrates an excerpt from a positive movie review, and the behaviour of
a sentiment classifier on the sample. A fidelity calculation based on this example would
give the worst possible score, despite the explanation identifying salient features. This
example, and others like it, raise a simple question: “Does fidelity as a measure simply

penalize models for not being sensitive to iterative masking?”.

In this example, when iteratively masked, at no point does the sentiment classifier de-
termine that the movie review is negative. This is unsurprising — removing tokens does not
invert the sentiment in this example, though it does eventually remove all sentiment infor-
mation entirely (leaving the resulting predicted class up to model’s initialization-specific
tendencies). Integrated gradients feature attributions indicate which input tokens were
most important to the output classification, ranking the tokens “beautiful”, “images”, and
“solemn” as most important to the model’s output. After masking these three words, the

model’s class confidence is at a minimum, but importantly, the output class is unchanged.

The point at which a classifier changes its predicted class (if at all), may vary substan-
tially between models. Such variation does not just impact fidelity, but other faithfulness
measures as well. While removing the top K tokens from the input, as in AOPC, samples
become increasingly perturbed, and output probabilities may skew back towards the orig-
inal class (as is the case in Figure 5.2). Area-based faithfulness measures such as AOPC
are then similarly impacted as output probabilities on iteratively masked samples are not
consistent across models, leading to variation in the f(x) — f(x1 ) term (see Equation
5.2).

Under faithfulness measures that mask tokens until a change in predicted class, samples
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Neg Pos Sample under iterative masking; iterative deletion

0.09 99.1 The beautiful images and solemn words

0.24 97.6 The
3.6 96.4 The [L@EL [RUVEN and solemn words
28.3 71.7 The il Yl and
14.0 86.0 el Y] [l
5.2 94.8 [uldl Lyl el

V@l images and solemn words

words
words

words

1.4 98.6 The images and solemn words
3.6 96.4 The and solemn words

12.0 88.0 The and words

5.8 94.2 and words

5.5 94.6 words

Figure 5.2: Iterative token removal in descending order of feature importance on a sample
from SST-2, a dataset of phrases from movie reviews paired with review sentiment. Despite
the explanation identifying the most important tokens, the classification is unchanged

during either iterative masking or iterative deletion.

that do not cause a change in predicted class during masking incur maximum penalty to
the faithfulness score, regardless of the quality of the explanation. For methods that mask
an a priori set number of tokens, model-specific output calibration similarly undermines
comparison between models (Guo et al.; 2017). Output logits on out-of-domain samples
that include small numbers of tokens or empty strings are difficult to predict, and even if
evaluated using a simple balanced binary classification dataset, there is no guarantee that
this behavior will be consistent or symmetric when masking explanations for one predicted

class versus the other.

The situation where the classification of a sample does not change during iterative
masking is not uncommon, and not limited to this example. Table 5.1 shows the perfor-
mance of 8 classifiers on clean (without adversarial perturbation) samples from the TCAB
dataset. These models largely have comparable performance, with RoBERTa scoring higher
on the climate-change dataset. However, substantial variation is observed across fidelity
measures, highlighting the impact of both the model and the task dataset. Comparisons
between BERT and RoBERTa may be impacted by model-specific attributes such as pre-

training approach and hyperparameters (e.g., vocabulary size), though any larger trend
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in faithfulness is difficult to measure using pre-trained checkpoints due to heavy variation

based on initialization even among the same model ( ).

To understand why discrepancies arise, we consider the failure case that we demon-
strated in Figure 5.2 — situations where the input class never changes. Table 5.2 shows
the frequency of samples where iterative masking did not lead to a change in classification

result at any point.

SST-2 WikiToxic Civil Climate

BERT 91.0 90.3 83.6 65.0
RoBERTa 92.0 90.7 83.0 74.6
FidelityperT 49.1 304  10.3 67.8
FidelityRoBERTa 45.5 11.8 5.0 72.2

Table 5.1: F1 scores (macro) of task-specific TCAB BERT and RoBERTa models on

unperturbed validation set, and corresponding fidelity scores.

SST-2 WikiToxic Civil Climate

BERT 35.0 9.0 88.0 9.5
RoBERTa 35.5 86.0 94.0 14.0

Table 5.2: Frequency of samples which did not result in change of predicted class at any

point during masking of tokens based on feature importance.

The largest gap between models in both fidelity and frequency of samples where the
predicted class was unchanged was observed on the Wikipedia Toxic Comments dataset.
The TCAB BERT and RoBERTa models trained on different datasets have comparable
performance on the original classification problem, shown in Table 5.1, yet the fidelity
scores differ substantially. Table 5.2 provides deeper insight: the RoBERTa-wikipedia

model did not change its result at any point during iterative masking on 86% of samples.

Fundamentally, the assumption that removing salient tokens should cause the output
of a model to change is not intuitive for all datasets. The Wikipedia Toxic Comments
dataset is an illustrative example of this. The class distribution of TCAB validation set
for the two-class wikipedia dataset is 90.84% negative samples, i.e., mostly comments that
are not considered toxic. Removing salient tokens one by one from an inoffensive comment

is highly unlikely to create a true toxic sample, no matter how many tokens are removed.
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As a result, a low fidelity score on this dataset arguably demonstrates a beneficial
property — resilience against adversarial attack. The attack in this case being the removal
of targeted salient tokens with the goal of changing the predicted class with the mini-
mum number of removed tokens (even though the removal does not affect the true class).
Whether removing salient tokens is expected to affect the true class is entirely dependent
on the task and dataset — undermining the idea that iterative masking should be framed

consistently across models.

These factors, when taken together with previous research showing substantial varia-
tion in faithfulness scores based on model initialization ( : ), suggest that it
may not be appropriate to use measures based on iterative masking to assess a text classi-
fier’s inherent interpretability. Such measures penalize robustness against perturbations, a
characteristic which may be beneficial when considering the dataset. With this context in
mind, we now proceed to the datasets and experimental setup that we use to pursue our

major branches of investigation.

5.5 Datasets and Experimental Setup

To ensure a reproducible set of task-specific models and associated data samples, we use the
text classification attack benchmark (TCAB) dataset and models ( : ).
This benchmark includes: 1) a number of established NLP task datasets; 2) BERT and
RoBERTa models trained for each task; and 3) a variety of successful adversarial attacks

against the included models.

To obtain a range of data domains and sequence lengths, we perform our experiments on
the following task datasets in TCAB: 1) the Stanford Sentiment Treebank (SST-2) dataset
of movie reviews for sentiment classification, a common NLP benchmark task (

, ); 2) the Twitter climate change sentiment dataset, a multi-class dataset of
social media data ( : ); 3) Wikipedia Toxic Comments, a dataset with a longer
sequence length widely-used for studying adversarial attacks ( : ); and 4)
the Civil Comments dataset, a dataset of online comments for evaluating unintended bias

in toxicity detection, an area where interpretability may be important ( , ).

The Transformer language models included in this benchmark reflect common architec-
tures for contemporary neural text classifiers. We consider both a baseline bi-directional

Transformer architecture BERT ( , ), as well as the commonly used
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robustly-optimized variant of this architecture, RoBERTa ( , ).

In Section 5.7, we select a variety of adversarial attacks to analyze, including well-

known word-level and character-level attacks to compare any differences in the impacts

of adversarial training on fidelity. Specifically, we use DeepWordBug ( , ),
TextFooler ( , ), Genetic ( , ), and HotFlip ( ,
) attacks.

In Section 5.8, we compare basic versions of the RoBERTa and BERT architecture to
fairness optimized versions in the form of FairBERTa ( : ) and BERT-CDA
( , ). Both of these fairness-optimized models represents a substantial
effort by a major technology company to offer a fairness-optimized version of a masked

Transformer language model.

As calculating input attributions is computationally expensive, fidelity calculations in
Table 5.4 are based on a sample of 1,600 total records evenly split across dataset-model
combinations. Initial experiments indicated this was sufficient to observe consistent pat-
terns in fidelity scores. We use N = 30 for the number of steps for layer integrated gradient
calculation, as this approximates the largest value that fits within the memory constraints
of the system, and higher step counts typically produce more accurate explanations (

, ). To evaluate models we use the macro F1 score, which is appropriate

for use across TCAB task datasets that vary in terms of class distribution.

Experiments in Section 5.8 were performed on a compute cluster with an Intel Cascade
Lake 32-core CPU, 32GB RAM, and 32GB VRAM NVIDIA V100 GPU. All other exper-
iments were performed on a Windows workstation with an Intel i7-6800K 12-core CPU,
64GB RAM, and a 24GB VRAM NVIDIA GPU. Fixed seeds are used throughout exper-
iments for reproducibility. Complete experiment code, along with references to utilized

models and data are provided to ensure reproducible results.

5.6 Embeddings of Partially-Masked Samples

With the underlying mechanisms that undermine iterative masking for model comparison
established, we now show that iteratively masked samples frequently fall outside the train-
ing distribution of the dataset, particularly at the levels of masking required for changes

in predicted class. As samples from this distribution haven’t been seen during training,
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this likely leads to the inconsistent behaviour on masked samples observed in the previous

section.

5.6.1 Distributional Characteristics

Masking tokens causes the perturbed input samples to have representations that are very
different from ordinary real samples in their training datasets. To demonstrate this, we
generate embeddings for each input sequence across all samples taken from each dataset
by mean-pooling the output of the second-last layer of a Transformer encoder, a common
approach that generally outperforms using the final-layer [CLS] token embeddings (
, 2019; Xiao, 2018).

Using this embedding method, we create embedding vectors V; = vy, vs, ..., v using

the BERT and RoBERTa models for every sample across each dataset d within our sample.

Each vector can be represented as v; = [x;1, T, . . ., Tin]. We then calculate centroids fig

for each dataset

L1 L2 Tin

g = 2 ,Z ,...,Z (5.3)
k k k

where ) x;; represents the sum of the j-th component of all vectors in the set Vj,

and the model’s encoder layer dimension n = 768 is the length of the embedding vector.

Iteratively masking tokens from each sample, we obtain an embedding vector w at each

step, and calculate cosine similarity as a scale-invariant vector similarity measure (

, 2019):
i (@[] - pli])

cos_sim = (5.4)

V2 Wl v (e

We then analyze the cosine similarity of centroids and the mean standard deviation

of embedding vectors as the number of masked tokens increases, presenting the results in

Figure 5.3, and comparing changes between models in Table 5.3.

From Table 5.3 and Figure 5.3, we can see that in all cases there is an increased cosine
distance between the original dataset as tokens are masked. As more tokens are replaced
with [UNK], we see a smaller mean standard deviation across embedding features Aw,
implying that the increased presence of a single token is leading to more homogenous

representations overall. Importantly, we note substantial model-specific differences in the
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SST-2 WikiToxic Civ. Com. Clim. Cha.

Ap A Ap A Ap A Ap  Ac

BERT 0.15 -0.13 0.40 -0.04 0.30 -0.05 0.46 -0.06
RoBERTa 0.12 -0.16 0.15 -0.05 0.15 -0.08 0.34 -0.12

Table 5.3: Change in centroid Au and mean feature standard deviation A at 50% mean

sequence length tokens masked.

centroids of embeddings between unmasked and masked samples for BERT and RoBERTa.
On average, the internal representations of Wikipedia Toxic Comments samples changed
less during masking for RoBERTa than for BERT, which may explain the high frequency
of samples that did not change predicted class previously observed in Table 5.2.

Cosine Similarity of Centroids Mean Standard Deviation of Embeddings
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== BERT (Wikipadia)

== BERT (Civil Comments}
== BERT (Climata Change)
= RoBERTa (55T-2)

040

=
[ =]

rl c
E % = FoBERTa (Wikipadia)
E E 035 : = RoBERTa (Cnlnl Comments)
W o = RoBERTa (Climate Changa)
» 08 =
E =
g 3
[&] =
bt == BERT(55T-2) uﬂa 030
2 07 - —=— BERT (Wikipadia) -
E —— BERT (Civil Comments) o
0 — = BERT (Climate Changg] T -~ =
RoBERTa (S5T-2) Mo Na 025
06 = RoBERTa (Wikipedia) e -
RoBERTa (Civil Commants) ™ .
—— RoBERTa (Climate Changs) T
020
i} o 40 a0 m 100 i o 40 v} o) 100
Masked Tokens (% of Mean Seqguence Length) Masked Tokens (% of Mean Seguence Length)

Figure 5.3: Comparison of centroid cosine similarity and mean standard deviation of em-
bedding vectors between BERT and RoBERTa across various datasets. The left plot shows
centroid cosine similarity, demonstrating the shift of data representations as tokens are
masked. The right plot shows the mean standard deviation of the embeddings, showing

representations of partially-masked inputs are less varied.

5.6.2 Local and Global Structure

In addition to distributional characteristics, we can demonstrate the difference in local and

global structure between unmasked and partially-masked sample embeddings using UMAP
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RoBERTa
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Wiki: 2 Tokens Masked (~2.1% ASL)
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Figure 5.4: UMAP projections of sample embeddings at varying levels of masking. Masking
more tokens moves the resulting embeddings further out of domain of the original dataset.
Masking a couple tokens within a dataset with a longer average sequence length (ASL)
has a relatively minor effect (e.g., see the Wikipedia Toxic Comments examples), but
longer samples still generally require a significant portion of tokens to be masked to change
classification (see Table 5.4)

dimensionality reduction (Mclnnes and Healy, 2018). We use the BERT and RoBERTa
embeddings before and after masking some number of tokens as the base for these visu-
alizations. We choose two illustrative datasets to visualize against: SST-2 and Wikipedia
Toxic Comments. We select these two to show how the length of the input sample impacts
per-token sensitivity to masking. Our sample from the former dataset has an average se-
quence length of 12.25 tokens, while the latter has an average sequence length of 97.22

tokens. Results from our dimensionality reduction can be seen in Figure 5.4.

We show that on datasets with short input samples such as SST-2, even just masking
two salient tokens creates representations far outside the data manifold on which the model

was trained, implying undefined behaviour. The per-token impact of masking is lesser on
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samples with longer average sequence lengths, as shown by the Wikipedia Toxic Comments
visualizations, but these longer samples also require a larger number of tokens to be masked
to change the model classification. For example, our results in Table 5.1 give a fidelity score
of 0.304 for BERT on the Wikipedia dataset. This indicates that on average it is required
to mask 69.6% of tokens from a Wikipedia sample before the output classification of the
model changes. For RoBERTa, this proportion is even larger — a fidelity score of 0.118
on the dataset implies that 88.2% of tokens must be masked on average to perturb the

classification result.

Based on the magnitude of the deviation, we infer that the departure of masked samples
from the data manifold of the training set may be responsible for any prediction “crossover
point”, particularly for datasets where the true class is likely to be unchanged by masking
(such as when masking non-toxic samples in Wikipedia Toxic Comments). Calculating
faithfulness metrics using this approach thus relies heavily on undefined model-specific
behaviour on degenerate samples from an unseen manifold — behaviour which is difficult

to predict, and may vary dramatically between different models.

5.7 Fidelity Under Adversarial Attack

Adversarial training, the process of training a model on adversarial inputs to improve
robustness against attacks, is a major area of research in NLP ( , ). Previous
work has shown some small-scale experiments that suggest that adversarial training appears
to improve faithfulness measures in neural text classifiers ( , ). We perform
a large-scale analysis that suggests that differences in fidelity after adversarial training
or between different models do not follow easily discernible patterns, raising questions as
to whether this pattern holds generally for neural text classifiers, or only under certain

conditions.

For adversarial training, we perform hyperparameter tuning to determine appropriate
combinations of learning rate Ir € [107%,1073], weight decay wd € [107°,1072], and training
epochs ep € [0,5]. Tuning of hyperparameters is required due to differences across task
datasets and model architectures. Evaluation for hyperparameter tuning was performed
by performing a 90-10 split of the TCAB adversarial attack “train” dataset, with each
training set composed of half original task samples and half adversarial samples. The

separate TCAB adversarial attack “val” dataset was used as the test dataset. A batch size
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of 16 was set for efficient training within GPU memory limits. We present findings based

on the hyperparameter combination resulting in the best F1 score on the test dataset.

BERT RoBERTa
SST-2  WikiToxic Civil Climate SST-2 WikiToxic Civil Climate
. Clean  49.1 30.4 10.3 67.8 45.5 11.8 5.0 72.2
°“<2\®'°@ DeepWordB 69.0 70.3 18.8 81.8 68.0 42.3 13.5 55.2
P q}@ eepWordBug . . . . . . . .

XS j‘ TextFooler  87.9 74.1 34.1 80.6 77.4 53.3 19.2 73.1

>
.\1 v Genetic ~ 79.8 78.9 31.8 87.1 56.7 51.1 20.1 51.9
< . HotFlip  77.1 79.3 47.3 86.6 57.6 53.5 20.5 47.9

]
& DeepWordBug ~ 59.7 36.2 8.9 79.7 65.2 48.3 25.3 79.4
Y*&‘zf'& TextFooler 77.5 47.5 80.7 70.8 74.2 52.0 20.1 77.2
@oj Genetic  66.2 86.0 75.2 83.4 54.5 57.9 40.0 86.5
< . HotFlip  69.5 60.8 59.9 79.6 39.9 24.1 1.0 79.8
\Q)
Q&

@w‘i@o‘ DeepWordBug ~ 49.9 64.3 80.5 65.8 49.2 51.4 84.6 72.4

<>
O@W&»& TextFooler 45.4 62.8 47.6 69.4 47.6 47.4 77.0 68.8
S Genetic ~ 46.4 41.2 41.7 66.3 42.0 28.0 60.3 72.3
< HotFlip  47.9 62.4 32.1 66.7 47.7 61.3 86.9 69.7

Table 5.4: Fidelity scores of task-specific BERT and RoBERTa classifiers under varying
adversarial attacks, and fidelity of 32 adversarially trained models for each dataset-model-

attack combination on adversarial and non-adversarial (clean) samples.

In Table 5.4, we show fidelity calculations on 1) successful adversarial attacks prior
to adversarial training; 2) adversarial samples after adversarial training; and 3) clean
(non-adversarial) samples after adversarial training. We also include fidelity scores on
clean samples prior to adversarial training, previously reported in Table 5.1, at the top
of Table 5.4 for ease of comparison. Table 5.5 and 5.6 show the F1 scores before and
after adversarial training respectively, confirming the training was successful at improving

adversarial robustness.

From the results in Table 5.4.1, we can see that fidelity of explanations is generally
higher on successful adversarial samples compared to clean samples. Adversarial attacks
are typically optimized to minimize the number of perturbations, while still altering model
output. These constraints lend themselves towards perturbed sequences where a small
portion of tokens have a significant influence on predictions. Without an attack approach
that also attacks model interpretability methods ( , ), these highly salient
perturbed tokens are identified by the feature attributions, and masked early during fidelity
calculation. As such, the model output often returns to the original value more quickly,

leading to higher fidelity scores overall.
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BERT RoBERTa
SST-2 WikiToxic Civil Climate SST-2 WikiToxic Civil Climate

Clean 91.0 90.3 83.6 65.0 92.0 90.7 83.0 74.6
DeepWordBug 8.3 2.0 0.0 41.9 6.5 1.2 0.1 37.7
TextFooler 35.3 1.9 0.1 41.0 31.6 1.2 0.1 41.2
Genetic 47.1 5.8 4.0 29.3 48.5 5.4 1.7 19.7
HotFlip 47.7 6.0 5.0 33.3 48.6 6.8 2.2 24.2

Table 5.5: F1 scores on “clean” samples and various adversarial attack samples prior to
adversarial training. Models are generally vulnerable to the provided adversarial attacks
from the TCAB dataset.

BERT RoBERTa
SST-2 WikiToxic Civil Climate SST-2 WikiToxic Civil Climate

DeepWordBug 55.3 48.3 48.5 59.9 51.1 49.1 48.6 55.3
TextFooler 62.1 49.3 47.6 67.1 69.1 49.4 478 63.4
Genetic 49.3 49.3 493 39.5 51.6 49.7  49.7 35.2
HotFlip 49.6 49.5 494 39.8 48.4 49.9  50.0 35.2

Table 5.6: F1 scores of adversarially trained models on adversarial samples. Adversarial
training under the provided hyperparameter tuning regimen generally led to marked im-

provement in adversarial robustness.

The only model where adversarial attack samples did not universally manifest in in-
creased fidelity scores, appears to be the RoBERTa climate-change model. In this case, the
fidelity score on clean samples was already the highest of all included models, indicating
that this model already relied on a relatively small number of salient tokens to make cor-
rect predictions. In this case, adversarial attacks may produce perturbations that interfere
with these salient tokens, resulting in attributions spread more evenly across the remaining

tokens.

We further note from Table 5.4.1 that fidelity scores of BERT models under successful
adversarial attacks prior to adversarial training are generally higher than those calculated
on RoBERTa. We view this result not as a proxy measure of interpretability, but instead

as a measure of sensitivity to iterative masking — the behaviour which the metric directly
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measures. As we are working with a dataset of successful adversarial attack samples, the
difference in fidelity score indicates that BERT models return to the original class after
masking fewer salient tokens than RoBERTa models. That is, successful attacks on the
TCAB BERT models depend on a comparatively smaller number of salient tokens. In
framing fidelity this way, we demonstrate how faithfulness measures might be used to
better understand how adversarial attacks impact salient tokens in neural text classifiers,

rather than used as a proxy measure for explainability.

In many senses, iterative masking itself resembles a simple token-level adversarial at-
tack. Instead of replacing a salient token with an equivalent that causes a change in pre-
dicted class, salient tokens are removed or masked until a change in predicted class occurs.
As long as the dataset is such that token removal does not influence the true class, this
meets the definition of an adversarial attack ( , ). Such an attack would no-
ticeably degrade the original sentence, though reduction in text quality has been observed
for other word-level and character-level attacks as well ( ) ). Figure
5.5 demonstrates an AGNews sample where both adversarial attack and saliency-based

masking target the same token (“vote”) and similarly alter the predicted class.

Taken together, Tables 5.4.2 and 5.4.3, which show fidelity after adversarial training on
adversarial samples and clean samples respectively, demonstrate at scale that adversarial
training of neural text classifiers does not appear to have a consistent impact on fidelity
scores across different datasets. The observed fidelity gaps can be very large, even for
the same encoder, such as the BERT results for the Civil Comments dataset. From this,
we conclude that training neural text classifiers on adversarial samples does not have a
straightforward relationship with sensitivity to iterative masking, despite previous indica-

tions to the contrary.
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Sample True Predicted Token Importance (Attribution Target = True Class)
Class Class

Clean World World [CLS] venezuela prepares for chavez recall supporters
News News and rivals warn of possible fraud ; government says chavez ’

s defeat could produce turmoil in world oil market . [SEP]

TextFooler World Business [CLS] venezuela prepares for chavez recall

News News supporters and rivals warn of possible fraud ; government

)

says chavez ’ s defeat could produce turmoil in world oil

market . [SEP]

Masked World Business [CLS] venezuela prepares for chavez recall |[UNK]
News News supporters and rivals warn of possible fraud ; government
says chavez ’ s defeat could produce turmoil in world oil

market . [SEP]

Figure 5.5: Word-level adversarial attack compared to iterative masking on AGNews sam-
ple on TCAB BERT classifier. Attributions shown for 1) clean sample, 2) TextFooler
adversarial attack, and 3) iteratively masked sample. Perturbed and masked tokens shown
in bold. Both adversarial attack and iterative masking perturb the predicted class after

manipulating a single token.
5.8 Fairness and Faithfulness

In the previous section, we noted that faithfulness measures ascribe positive characteristics
to models that are maximally vulnerable to a salience-based adversarial attack where tokens
are removed one-by-one, even in cases where such action would not change the true class. In
this section, we show that fairness-optimized models can produce lower faithfulness scores
than models without such optimizations. In many real-world scenarios where explainability
is desirable, fairness is also a critical consideration. The mixed results of faithfulness
scores on fairness-optimized models emphasize caution when viewing sensitivity to iterative
masking as a positive quality related to explainability in model comparisons, particularly

in light of model-specific and task-specific conditions undermining such comparisons.
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5.8.1 Fairness-Optimized Transformers

Research in improved model fairness has produced Transformer language models that are
designed to provide improvements in fairness. Publicly-released models for this purpose
have included Google-developed Transformer models trained from scratch using counterfac-
tual data augmentation (CDA) and variants with increased dropout for improved fairness
( , ). Similarly, research by Facebook Al Research produced a model
based on the RoBERTa-base architecture called FairBERTa. FairBERTa was trained on a
training dataset that was perturbed to improve fairness in samples ( , ). In
this section, we show that faithfulness measures calculated on fine-tuned classifiers using
fairness optimized models appear to have similar sensitivities to iterative masking after
being tuned on a particular downstream task. As a result, the fairness-optimized Fair-
BERTa model scores consistently lower on faithfulness scores than the basic RoOBERTa

model, while still offering comparable performance on classification benchmark tasks.

In this section, we compare fairness scores and faithfulness measures on basic and
fairness-optimized neural text classifiers. To do so, we fine-tune these models on 5 GLUE
classification tasks ( , ) and calculate fidelity as in the previous sections to
measure their sensitivity to iterative masking. As in previous fairness research using GLUE
datasets, we limit our study to the tasks which contain samples that may be affected by

model fairness ( : ).

5.8.2 Experiment Settings
Model Selection

To demonstrate that care is required in comparing models using faithfulness, we compare
basic versions of the RoOBERTa and BERT architecture to fairness optimized versions in the
form of FairBERTa and BERT-CDA. Both of these fairness-optimized models represents
a substantial effort by a major technology company to offer a fairness-optimized version
of a masked Transformer language model. All of these models are publicly available for

straightforward replication of results.

Both Google’s BERT Large uncased model and BERT-CDA model use the same ar-
chitecture, with the latter optimized for fairness using Counterfactual Data Augmentation

(CDA) ( : ).
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Hyperparameter Values
Train batch size {16, 32}
Learning rate le-6 to le-4 (log scale)

Epochs 1 to 5 (integer)
Optimizer Adam
Adam f 0.9
Adam fs 0.999

Adam € 1le-08

Learning rate decay Linear

Table 5.7: Hyperparameter settings for fine-tuning FairBERTa and RoBERTa on GLUE
tasks

Base models of RoBERTa ( , ) and FairBERTa ( : ) share
an architecture, but the latter differs by use of fairness-aware perturbation during pre-
training. FairBERTa performs comparably to RoBERTa on language model benchmark

tasks, while outperforming on fairness measures ( , ).

Now, to demonstrate the challenges when comparing models using faithfulness rather
than fairness, we evaluate the faithfulness of the “more-fair” FairBERTa. When evaluating
faithfulness, we use the same method as in the previous section, iteratively masking features

until the classification result changes.

Fine-tuning Training Procedure

In order to compare faithfulness is the context of neural text classifiers, we fine-tune these
base models on the previously described 5 GLUE benchmark classification tasks, and com-
pare fairness scores and faithfulness measures on the resulting neural text classifiers (

, ). We then calculate fidelity as in the previous sections to measure their sensitiv-
ity to iterative masking. The 5 tasks selected are those which contain a sufficient number

of samples for comparison of fairness performance ( , ).

The resulting RoBERTa models are compared against the corresponding FairBERTa
models. Similarly, the BERT large uncased model is compared against the BERT-CDA

variant.
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CoLA SST-2 QQP RTE QNLI | Average

RoBERTa 67.6 654 58.7 734 61.7 68.3
FairBERTa 65.2 63.8 544 60.8 58.5 63.9

BERT 69.1 56.6 199 40.0 73.6 43.9
BERT-CDA 71.8 689 314 69.1 61.3 60.5

Table 5.8: Fidelity score of fine-tuned models on GLUE tasks. Higher score in bold. All
five fine-tuned FairBERTa models are slower to alter predictions during iterative masking
than their fine-tuned RoBERTa counterparts. Conversely, all five fine-tuned BERT-CDA
models score higher than the basic BERT model.

5.8.3 Fairness Results

Overall, we find that there are situations where models derived from a fairness-optimized
model may consistently score lower in faithfulness than architecturally identical unopti-
mized models (Table 5.8), even while providing comparable performance on GLUE bench-
mark tasks (Table 5.9). Previous research has determined that model initialization has a
severe impact on the faithfulness scores produced by a model ( , ). Based
on this previous research, we determine that the publicly-available BERT-CDA and Fair-
BERTa checkpoints likely include opposing initialization-specific tendencies: the BERT-
CDA checkpoint inverts prediction quickly under iterative masking, while the FairBERTa
model responds more slowly. All fine-tuned models trained from a FairBERTa score lower
than their fine-tuned RoBERTa equivalents. Conversely, all models trained from BERT-
CDA consistently score higher in faithfulness than the base BERT model. Because the
behaviour on masked samples is maintained even after fine-tuning, depending on the char-
acteristics of the base model checkpoint, all descendant models will inherit a tendency when
evaluated for faithfulness. As a result, in light of the challenges in faithfulness-based model
demonstrated by our work and others, such measures open the possibility of selecting of

models that are less fair, while not producing any real advantage in explainability.

As shown in Table 5.9, fine-tuned FairBERTa and RoBERTa model produce compa-
rable performance on GLUE benchmarks under simple hyperparameter tuning. However,
with respect to faithfulness scores, the results in Table 5.8 show that FairBERTa consis-
tently produces lower scores than RoBERTa on all 6 task-specific fine-tuned models. The

robustness of FairBERTa to iterative masking may be due to perturbation during the pre-
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CoLA SST-2 QQP RTE QNLI

RoBERTa 61.9 96.0 &89.1 69.1 92.7
FairBERTa 56.8 954 89.3 71.0 925

BERT 61.6 93.7 91.6 71.8 92.5
BERT-CDA  62.6 925 912 60.6 91.3

Table 5.9: GLUE task performance of FairBERTa and RoBERTa models. Matthew’s
correlation coefficient is provided for CoLA. Pearson correlation is provided for STS-B.

Accuracy given for all other tasks. Best result in bold.

training process, or the result of initialization, but in either case, the results faithfulness

scores are consistently lower for this fairness-optimized model.

By calculating the variance in input attributions on RoBERTa and FairBERTa, shown
in Table 5.12 we find that FairBERTa input attributions demonstrate overall less variance in
feature importance stores. This indicates that the feature importance scores of FairBERTa
are more evenly distributed among the input tokens than RoBERTa. Greater reliance on
a smaller set of more salient features aligns with RoBERTa’s observed relative sensitivity

to iterative masking (and thus, higher faithfulness scores).

To confirm the fairness impact of FairBERTa’s training method, we evaluate each model
against 2 well-established intrinsic measures of model fairness: CrowS-Pairs ( ,
) and SEAT ( , ). Using SEAT ( , ), we calculate and
report bias along gender, race, and religion as in ( ). We note that
previous work analyzing a range of bias benchmark datasets, including CrowS-Pairs, found
that these datasets have limitations and can produce noisy results ( , ;
, : , : , ). However, by using methods that are
well-established and easily reproducible, we confirm that these fairness-optimized models
measure improvements in these areas. Previous work on FairBERTa has demonstrated a

nuanced evaluation of these models strengths and weaknesses ( , ).

We illustrate in Figure 5.6 an example of a sentiment classification sample where
RoBERTa changes prediction after a single prediction, while FairBERTa classification re-
mains the same. After removing the first part of the word “likable”, the RoBERTa model
no longer detects the overall sentiment of the review phrase appears positive. However, the

FairBERTa model continues to provide a positive classification, seemingly inferring that
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CoLA SST-2 QQP RTE QNLI | Average

RoBERTa 1.193 0.271 0.290 0.214 0.308 0.407
FairBERTa 0.455 0.235 0.226 0.176 0.292 | 0.255

BERT 1.462 0.860 0.783 0.565 0.423 | 0.819
BERT-CDA 4.597 2540 0.719 0.923 0.625 1.881

Table 5.10: Average variance o® of input attributions on each fine-tuned classification

model. Lower variance marked in bold.

the presence of the phrase “still oddly” implies that the overall review sentiment is likely
still positive. In both cases, the behaviour of the classifier appears to be both reasonable
and explainable based on the input feature attributions that are observed. Considering
the RoBERTa example as “more explainable” based on the classifier shifting prediction
after removing half of a word promotes a notion of explainability that rewards models that
invert classification whenever an [UNK] token is present. Figure 5.7 shows the differing

layer-wise attribution scores on these samples using layer conductance.

In all, these findings suggest that fairness-optimized models derived from FairBERTa
or BERT-CDA manifest tendencies in their response to iterative masking, which affect the
faithfulness scores of fine-tuned models based on these. As a result, models may be unfairly
rewarded or penalized based on a metric which is of questionable appropriateness in the
text classification setting. Taking this finding in the context of the rest of our investigation,
we now provide an overall discussion of the challenges in using faithfulness for comparing

neural text classifiers.
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RoBERTa FairBERTa

CrowS-Pairs Gender 60.15 56.70
Race 63.57 50.78
Religion 60.00 50.48
% Significant Tests | 42.0 42.0
WEAT/SEAT ‘
Avg. Effect Magnitude | 0.675 0.623

Table 5.11: Summary of fairness evaluation on FairBERTa vs RoBERTa. For CrowS-Pairs,
values closer to 50 indicate reduced bias. Additional results including extrinsic evaluation

can be found in ( )

Model True Pred. Token Importance (Attribution Target = True Class)

RoBERTa Pos. Pos. s like le on , it ’ s frustrating and still oddly able . #/s
FairBERTa Pos. Pos. #s like le on , it ’ s frustrating and still oddly able . #/s

RoBERTa Pos. Neg. #s like le on , it ’ s frustrating and still oddly able . #/s
FairBERTa Pos. Pos. #s like le on , it ’ s frustrating and still oddly able . #/s

Figure 5.6: Example of FairBERTa and RoBERTa on GLUE SST-2 sentiment classifica-
tion. Attributions shown for unmasked and iteratively masked sample for both models.

Masked tokens shown in bold. Masking a single token causes a classification change for
the RoBERTa classifier.
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Layers

o6 1 - 04
- -

< ke . Y S fustetingand sl oddy ik able <= <= lke ke ] U S fustating ond sl oddly  lik  able
(a) RoBERTa: Unmasked Sample (b) Fair BERTa: Unmasked Sample
B owe e ooa Lk 0 b umengae own oy ano we | ok e : s -
(c) RoBERTa: Masked Sample (d) FairBERTa: Masked Sample

Figure 5.7: Layer-wise attribution scores using layer conductance (Dhamdhere et al.;) 2018;
Shrikumar et al.; 2018) of RoOBERTa and FairBERTa on masked and unmasked samples

from Figure 5.6. Positive direction is predicted class.
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5.9 Fairness Evaluation on Finetuned Models

Following are the results of calculating SEAT ( , ) fairness metrics on Fair-
BERTa and RoBERTa models following fine-tuning. As in previous work, we note that
such measures exhibit noise ( , ), and measuring fairness using intrinsic
methods for masked language models following fine-tuning on GLUE tasks appears to in-
crease the randomness of the resulting behaviour on these intrinsic measures. These results
imply that there may be value in using fairness-preserving fine-tuning procedures, such as
“fairtuning” on perturbed data ( , ) to preserve fairness advantages through

pretraining.

CoLA SST-2 QQP QNLI RTE STS-B| Avg.

Gender FairBERTa 52.49 45.59 57.47 43.68 5249  46.36 | 49.68
RoBERTa  43.68 46.36 44.44 50.19 54.41  57.85 | 49.49

Race FairBERTa 58.72 51.74 32.75 26.36 2791  60.85 | 43.06
RoBERTa 42.25  55.62 69.57 38.95 41.09 64.15 | 51.94

Religion FairBERTa 49.52 62.86 31.43 50.48 73.33 31.43 | 49.84
RoBERTa 27.62 3524 6286 5143 46.67 32.38 | 42.70

Column Avg. FairBERTa 53.58 53.40 40.55 40.17 51.24  46.21 | 47.53
RoBERTa 37.85 4574 58.96 46.86 47.39 51.46 | 48.04

Table 5.12: CrowS-Pairs scores for fine-tuned FairBERTa and RoBERTa models on differ-
ent bias categories. A perfect score is 50. Averages are taken by fine-tuning task and for
each column, including an aggregate mean equally weighting each of the three bias cate-

gories (bottom right). As observed in previous research, results from CrowS-Pairs appear

noisy ( : ; : ; , )-
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ABW ABW-B SEAT-3 SEAT-3B SEAT-4 SEAT-5 SEAT-5B | Avg.

Task Model
CoLA FairBERTa -0.266 1.161 -0.185 -0.082 -0.229 0.383* 0.128 0.348
RoBERTa -0.198 -0.884 0.374* -0.007 0.288 0.619* 0.184 0.365
QNLI  FairBERTa 1.027*% 1.317 0.129 0.161 0.128 -0.191 0.080 0.433
RoBERTa -0.610 -0.224 -0.006 0.007 -0.101 0.018 0.097 0.152
QQP FairBERTa -0.092 1.105 0.772* 0.389* 0.645* 0.644* 0.394* 0.577
RoBERTa 0.239  0.705 -0.488 -0.656 -0.611 0.608* 0.656* 0.566
RTE FairBERTa -0.569 0.618 -0.638 0.470* -0.327 0.406* -0.376 0.486
RoBERTa 0.086  0.543 -0.676 0.487* -0.545 -0.555 0.513* 0.486
SST-2 FairBERTa 1.225* 0.326 0.298* 0.203 0.383* 0.410* 0.194 0.434
RoBERTa 0.768 1.342 0.507* 0.119 0.587* 0.642* 0.135 0.586
STS-B FairBERTa -0.698 0.607 0.838* 0.283* 0.926* 0.842* 0.368* 0.652
RoBERTa  1.150* 1.177 0.125 -0.273 0.134 0.758* 0.332* 0.564

Table 5.13: Fine-grained SEAT results on racial bias tests for fine-tuned FairBERTa and
RoBERTa models. Significant results marked with asterisks. “Avg.” column shows average

magnitude of effect size.
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SEAT-6 SEAT-6B SEAT-7 SEAT-7TB SEAT-8 SEAT-8B | Avg.

Task Model

CoLLA FairBERTa 0.671* 0.050 0.950* 1.164* 0.731* 1.004* 0.762
RoBERTa -0.062 0.015 -0.280 0.226 0.109 0.238 0.155

QNLI  FairBERTa 0.042 0.382* 0.695* -0.249 0.220 0.274 0.310
RoBERTa  0.017 -0.122 0.676* 0.821* 0.191 0.224 0.342

QQP  FairBERTa 0.037 -0.239 0.199 -0.187 0.601*  -0.426 0.282

RoBERTa  0.078 -0.071 -0.280 0.188 -0.708 0.522%* 0.308
RTE FairBERTa 0.368 0.164 0.797*  0.850* 0.147 0.053 0.396
RoBERTa  0.492*  0.033 -0.484 0.319 -0.075 -0.340 0.290
SST-2  FairBERTa 0.118 -0.010 -0.194 1.096* -0.282 0.186 0.314
RoBERTa  0.352 0.066 1.355%  1.398* 0.493*  1.378* 0.840
STS-B  FairBERTa 0.449*  0.092 0.587*%  -0.271 0.459*  -0.430 0.381
RoBERTa  0.940*  0.358 1.271%  1.361* 0.532*%  0.959* 0.903

Table 5.14: Fine-grained SEAT results on gender bias tests for fine-tuned FairBERTa and
RoBERTa models. Significant results marked with asterisks. “Avg.” column shows average

magnitude of effect size.
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Religion-1 Religion-1B  Religion-2 Religion-2B | Avg.

Task Model
CoLA FairBERTa -0.141 -0.393 -0.280 -0.361 0.294
RoBERTa  -0.153 -0.384 0.028 0.386* 0.238
QNLI  FairBERTa -0.073 0.063 0.127 0.195 0.114
RoBERTa  0.089 0.266 0.090 0.232 0.169
QQP  FairBERTa 0.724* 0.529%* 0.766* 0.414* 0.608
RoBERTa  -0.052 -0.321 -0.052 -0.321 0.186
RTE FairBERTa 0.094 -0.268 0.560* -0.172 0.274
RoBERTa  -0.574 -1.118 -0.574 -0.988 0.814
SST-2 FairBERTa 0.372* 0.295 0.384* 0.315 0.342
RoBERTa  0.408* 0.073 0.411%* 0.069 0.240
STS-B FairBERTa -0.709 -0.769 0.676* 0.799* 0.738
RoBERTa  -0.665 -0.503 0.340 0.278 0.447

Table 5.15: Fine-grained SEAT results on religion bias tests for fine-tuned FairBERTa and
RoBERTa models. Significant results marked with asterisks. “Avg.” column shows average

magnitude of effect size.
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5.10 Discussion

Within this work, we have demonstrated that comparing models based on masking-based
“explainability” metrics reflects misleading assumptions that regularly do not hold on
real datasets, and the resulting scores are heavily influenced by the problem domain and
model initialization. We’ve further shown that the relationship between such metrics and
adversarial robustness is not straightforward, and that looking negatively on models for
robustness to iterative masking is in some domains effectively rewarding a weakness to
masking-based adversarial attacks. Finally, we have shown that masking-based metrics
may push users towards models that are less fair, for example by favouring RoBERTa
over FairBERTa based on initialization. Fundamentally, masking tokens in a text sequence
and measuring the change in output probabilities is explicitly a measure of “robustness to
iterative masking”, and great caution should be taken before making further assumptions

beyond this.

In analyzing the iterative-masking mechanism by which faithfulness is applied to neural
text classifiers, we propose that this property is more accurately described as “sensitivity
to iterative masking”. Models that score high on these measures produce more signifi-
cant perturbations in the presence of fewer masked tokens — a property that depends on
initialization-specific behaviour on samples that are increasingly outside the training data
manifold as tokens are masked. Further, sensitivity to iterative masking can be framed
as akin to an adversarial attack in cases where the removal of a salient word should not
change the true class of a sample, adding a strong task-specific element to its consideration

as well.

5.10.1 Recommendations

Based on these findings, we caution against interpreting sensitivity to iterative masking as
a positive indicator of “interpretability” when comparing different neural text classification
models. In the case of text classification, such measures may spuriously differentiate models
based on their response to out-of-domain samples, and in some cases may favour models
that are less adversarially robust or less fair. When faced with the question of “how do
we compare the interpretability of neural text classifiers”, we provide 3 main practical

recommendations:
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1. Avoid comparing different models using methods that assume each model will re-
spond consistently on partially masked samples. Such responses appear initialization-
specific, and masked samples fall further outside of the manifold of model’s training

data as tokens are masked.

2. Take into account the task dataset on which the model is being evaluated. For some
tasks, removing tokens may not change the true class of a sample, and therefore may
be framed as a form of adversarial attack. In these cases, robustness to token removal

may be a desirable quality related to adversarial robustness.

3. Consider the trade-offs of a model relying heavily on a small number of salient input
tokens to make decisions. Making decisions based on the minimal number of tokens
may be less important than other considerations (such as adversarial robustness or

fairness).

Quantifying interpretability of neural text classifiers remains difficult. The nature of
language (i.e., discrete tokens with important interrelationships) means that any method
that relies on removal of tokens is likely to be heavily influenced by behaviour on out-of-
domain samples. As such, developing a robust way to quantify interpretability of neural
text classifiers — and under what circumstances such a numerical measure would be mean-

ingful — remains an open area for continued research.

In practice, the interpretability of neural text classifier models that utilize the same
architectures and explanation methods may be broadly comparable from a human-centric
perspective. Regardless of faithfulness scores, each Transformer classifier can produce
input feature attributions or attention head explanations that a human can review to
better understand model behaviour. Current widespread faithfulness measures on neural
text classifiers, including infidelity and AOPC, reward models that dramatically change
in output after masking a minimal number of tokens. On real samples, however, it may
be correct to expect that even after masking several tokens a classification should be
minimally affected. Maximizing sensitivity to iterative masking is unlikely to be the most
effective way to improve interpretability. For practical applications where human oversight
is critical, interpretability is heavily impacted by what forms of explanations the selected
type of machine learning model can produce and how these can be meaningfully presented
to humans ( , ). After selecting an appropriate model architecture that
can produce meaningful explanations, optimizing for fairness and adversarial robustness

should be prioritized based on the relative ethical and security considerations in play.
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5.10.2 Study Limitations

This section outlines the limitations of the study in this chapter. Despite these con-
straints, our research significantly advances the understanding of faithfulness measures in
neural text classification, and brings much-needed clarity to appropriate application and
interpretation of iterative masking in model evaluation. Furthermore, our analysis of the
relationship between fairness, adversarial robustness, and faithfulness opens up new av-
enues for exploring the complex interplay between model performance, interpretability,

and ethical considerations.

Emphasis on Bidirectional Transformer Classifiers

This research focuses on classifiers based on Transformer encoder architectures pre-trained
on a masked language modelling objective. These architectures are in widespread use
for neural text classification, and reflect the models used in previous research analyzing
faithfulness in neural text classification ( , : , :

, ). An additional advantage of these models is the availability of publicly avail-
able datasets of computationally expensive adversarial attacks to produce reproducible
analysis related to adversarial attacks ( , ). Using these models, we
demonstrate the shortcomings of faithfulness-based model comparisons on well-established

architectures, and clearly illustrate the theoretical pitfalls with reasoned arguments and

illustrative examples.

Faithfulness measures may be affected by a variety of attributes, such as data quality,
model architectures, initialization strategies, and training parameters. However, we do not
perform any kind of “faithfulness benchmark” across a wide variety of architectures and
other model characteristics. Based on our own findings and prior research ( ,

; , ), comparison of architectures may be difficult due to the heavy
variation caused by initialization alone. Beyond this, our research suggests that model
behaviour on masked samples may not reflect model behaviour on real samples, raising
questions about the utility of comparing model architectures based on faithfulness mea-
sures. Regardless, researchers working with various model architectures may be interested
in understanding how architectures of different design or scale behave on partially masked

samples, and such an investigation may be an area of future work.
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Limited Large-Scale Text Attack Benchmarks

Within this research, we have leveraged the text classification attack benchmark (TCAB)
( , ). This benchmark provides a large dataset of text-based adversarial
attacks. As many of these attacks are computationally expensive, it is beneficial to have
a large-scale benchmark dataset on which to build future reproducible research. However,
there are limitations to existing text-attack benchmark datasets, which are limited in model
and attack variety. While inclusion of a novel model or attack within a benchmark dataset
will always require some time, as text attack frameworks such as TextAttack ( ,

) mature, we expect it will become easier to produce improved benchmark datasets

that incorporate a wider range of both models and attacks.

Variety of Fairness-Optimized Models

The analysis in the final section of this paper demonstrated that FairBERTa, a fairness-
aware variant of the RoBERTa model, consistently scores lower on faithfulness scores that
the basic RoBERTa variant. An investigation of the subtopic of how fairness training
influences input attributions should analyze a wider variety of models, both with and
without fairness optimizations during training. As the process of fully pre-training a large
Transformer is very expensive and time-consuming, this type of research will become easier
as more robust fairness-optimized model variants become publicly available. While the case
regarding the pitfalls of using faithfulness as a positive quality can be raised with a focused
comparison, a full-scale benchmark could include the relationship between faithfulness and
fairness including a variety of different methods of debiasing models, such as CDA

( ) and dropout for bias mitigation ( ). Note that there are
also other post-hoc methods such as “Self-Debias” ( , ), which has strong
performance in benchmarks but which cannot be used when fine-tuning on classification
tasks ( : ).

Fairness Assessment

Analyzing the relationship between fairness and robustness to iterative masking has re-
quired us to evaluate the fairness of language models, which is inherently a challenging
topic. As noted by ( ), we highlight that existing fairness measures have

well-documented pitfalls of their own ( , ), and do not always agree with
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one another ( , : , ). In selecting methods to best
assess fairness, we have selected well-documented measures such as CrowS-Pairs (

: ) and WEAT/SEAT ( : ) that have been subject to consider-
able previous analysis and usage in studying language models. This gives us a greater
degree of confidence that there are not unknown limitations to these methods of assess-
ment, and ensures that the results can be easily cross-referenced or compared with other
research. Finally, it is important to note that we have analyzed fairness focusing on biases

predominantly relevant to a North American audience.

5.11 Summary

Overall our findings suggest that comparing neural text classifiers using masking-based
faithfulness measures as a proxy for interpretability carries significant risks, even if models
have the same or similar architectures. Measurements of faithfulness based on iterative
masking are dependent on model-specific behaviour, and partially masked samples are often
well outside the data manifold of the original training data. Model comparisons based on

responses to iterative masking should be considered with nuance and performed carefully.

Based on our research, we have noted that successful text adversarial attacks result in
highly salient features, and often result in increased fidelity scores on successful adversarial
attacks. This aligns with previous research that has used similar features for detecting
adversarial attacks ( ) ). Beyond this observation, our findings indicate
that adversarial training of neural text classifiers does not have a consistent impact on
fidelity scores, suggesting that the relationship between adversarial training and robustness

to iterative masking is less direct than previously thought.

With respect to fairness, we observe that fairness-optimized models can produce lower
faithfulness score lower than non-optimized models, while offering comparable task perfor-
mance. Based on our own results, we question the appropriateness of framing faithfulness
as an interpretability measure for neural text classifiers, given that the models under com-
parison can similarly produce input feature attributions, with faithfulness instead reflecting

their sensitivity to the iterative masking process.

Significant future work exists in the areas of neural text classifier interpretability, adver-
sarial robustness, and fairness. In the final chapter, we now outline our overall conclusions

and future areas of investigation.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

The work presented within this thesis centered around problems that must be addressed in
order for the strong capabilities of LLMs to be realized, making progress towards reducing
the risks of generative LLM abuse, improving the adversarial robustness of neural text clas-
sifiers for LLM detection, and better understanding the difference between computational
and human assessment of generative LLM output. Towards these ends, we presented 1) a
comprehensive survey of machine generated text risks and detection presented at a venue
sponsored by the United Nations ( : ), 2) an analysis of the adversar-
ial robustness of neural and statistical features for detection of machine generated text,
published at IJCNN ( , ), 3) an evaluation of sampling parameters on
subjective and computational assessment of machine generated text, published at a AAAI
workshop ( , ), and 4) a detailed analysis of pitfalls using common
interpretability measures in LLM-based text classifiers, presented at LOD 2024 (

) and submitted in substantially extended form as a journal article under review

Y

for the journal Computational Intelligence.

The contributions of this thesis are significant. By facing critical issues in LLM abuse
prevention, enhancing the resilience of detection systems, understanding the gap between
computational and human evaluation of LLM outputs, and shedding new light on inter-
pretability measures, this work advances the creation of safer and more reliable Al systems.
First, the research on the threat models associated with machine generated text allows for

stronger defense mechanisms to be designed to protect against abuse of generative Al text
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models, as well as serving as a vital survey for understanding the available methods for
machine-generated text detection. Second, we demonstrate that statistical features can
augment adversarial robustness of machine-generated text detection, provides the basis for
more resilient detection of machine-generated text, while also highlighting that such ap-
proaches make things harder for an attacker by reducing the coherence of their adversarial
text. Third, our analysis of how sampling parameters affect computational and subjective
qualities associated with machine-generated text provide new insight into how machine-
generated text compares to human text along a more nuanced range of comparisons, and
provides a basis for future human-focused research into the different attributes of machine-
generated text. Finally, our work on neural text classifier interpretability provides tangible
guidance for those trying to explain predictions, such as in detection of machine-generated
text, and cautions Al practitioners against pitfalls in terms of evaluating the interpretabil-

ity of neural text classifier systems.

Together, the insights gained from the work presented within this thesis provide valu-
able tools and methodologies for machine learning researchers and practitioners. As the
field of large language model research continues to evolve rapidly, this work serves as a
foundation for critical future work across the areas of security, transparency, and fairness.
In the remainder of this chapter, we will explore the limitations of this research, as well as

potential avenues for future work.

6.2 Limitations and Challenges

The research in this thesis comes against the backdrop of immense change across the fields
of natural language processing and machine learning. Transformer language models and
machine-generated text has become increasingly prominent over the last several years, with
generative Al interfaces for large language models providing greater numbers of individuals
easy access to increasingly capable models. The research within this thesis was influenced
by the observation that there remain significant gaps in understanding large language
models, their robustness, and their impacts on society. For example, the work in Chapter
5 on the pitfalls of iterative masking measures followed naturally after an early investigation
into the relationship between adversarial attacks and neural text classifier interpretability
surfaced the more fundamental and under-explored problem of the lack of robust model

interpretability measures for neural text classifiers ( ) ).
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Within this section we outline some of the limitations and challenges encountered during
the research presented within this thesis, in addition to those already captured within the

chapters themselves.

6.2.1 Rapid Pace of Large Language Model Development

The field of natural language processing is currently in a state of very fast innovation,
where the efficacy of models and the approaches used are rapidly developing and prolifer-
ating. While the current vanguard of models continue to use the Transformer architecture
( : ), state-of-the-art results are currently often achieved by using a gen-
eral purpose autoregressive language model in a zero-shot or few-shot setting ( ,

), rather than fine-tuning a language model for a particular purpose.

Research on associated topics related to adversarial robustness, fairness, and explain-
ability, lags the state-of-the-art models available in the field. For example, large-scale ad-
versarial attack benchmarks do not include the most recent large language models (

, ). The rapid pace of LLM development, and the current rush to incorporate
such models into different applications, emphasizes the importance on ongoing research

into security, fairness, and explainability.

6.2.2 Adversarial Attacks on Text Degrade Input Quality

An often-overlooked element of adversarial attacks in the text domain is the degradation
in sample quality that these attacks can cause. While perturbations in an image can be
completely imperceptible to a human viewer, adversarial attacks in the text domain must
modify an input sequence made of discrete tokens. When comparing adversarial attacks
and robustness to adversarial attacks, it is important to understand that for an attack to
be a “true” adversarial attack, it must not affect the true class of the input. If a word-based
adversarial attack selects an inappropriate word as a “synonym” producing a nonsensical
sample, the sample may no longer be a clear example of a particular class. Enough targeted
spelling perturbations in a phishing email to bypass a spam filter may render the message

so poorly-written that it no longer would be understood by the receiver.

Overall, it should not be taken for granted that just because an adversarial text attack
changed the predicted class of a model after targeted perturbations, that the result is truly

“successful”. Further evaluation of perturbed samples should determine whether it still
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contains the same semantic meaning, and assess any determinant to legibility. To this end,
evaluating perturbed samples using text quality metrics such as MAUVE ( ,

) may be worthwhile. Truly imperceptible text-attacks should resemble unperturbed
samples to a reviewer. It is possible that the most difficult to detect attacks in the text
domain may be found by rephrasing an entire sentence using a generative language model
under specific constraints, rather than only perturbing words or characters in an existing

sentence.

6.2.3 Input Feature Attributions are Difficult to Evaluate

Input feature attributions are calculated by analyzing the weights within a network. Per-
turbing inputs and observing the impact on outputs could itself be used as a means of
feature attribution. In this sense, research in this area is effectively applying multiple in-
put feature attributions in parallel and using them to evaluate one another. If the goal is
to understand which words in an input sentence are most important to the output clas-
sification when removed, then this property could be maximized by directly generating

explanations directly based on the response to masking.

Better methods of understanding the behaviour of models are worthwhile, but there
are clearly deficiencies in the current methods of evaluating interpretability in neural text
classifiers. Axiomatic methods, such as integrated gradients ( , ),
may offer a more principled approach to evaluating these models. When combined with
the aforementioned difficulty in evaluating text generation, this applies in a similar fashion

to generative models as well.

6.3 Future Work

The work throughout this thesis sets the foundation for future inquiry across a variety of
areas of machine learning research. In this final section, we discuss a range of these areas
of future work. For reference, trends and open problems related to machine generated text

threat models are discussed at the end of Chapter 2.
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6.3.1 Robust Methods for Detection of Machine Generated Text

Further to the work in Chapter 3, improvements in quality of computer-generated text
and the large variety of resulting threat models have created an adversarial cybersecurity
environment. As such, there is a broad need for defensive research into the robustness of
detection methodologies, and methods for preventing widespread abuse of neural language
models. Targeted research of detection within specific text domains (e.g., online comment

sections) is also likely to be of value to improve defenses for specific domains.

6.3.2 Subjective Quality Evaluation in Machine Generated Text

Further to the work in Chapter 4, we identify the following open problems for future
research. First, quantification or representation of abstract concepts such as creativity,
and shaping generative models to produce outputs that manifest such attributes, across
modalities. Second, analysis of sampling parameters and prompts on characteristics of
LLM text generation, incorporating both MAUVE and subjective human assessment (in-
cluding a more comprehensive subjective study). Third, deeper study of large multilingual
language models such as BLOOM-176B, on topics such as training data memorization,

overparameterization, and fairness.

6.3.3 Detection of AI Content in Artistic Domains and Social

Impact of Generative Al

Also related to the work in Chapter 4, usage of generative Al tools in creative fields carries
significant questions about the impacts of such tools becoming widespread — namely
their impact on artistic expression, the effects on artists, and the impact that such works
becoming ubiquitous will have on the Internet. While this chapter has focused on subjective
assessment of machine generated text that goes beyond “quality”, future work should also
consider detection of Al-generated content and the impacts of Al-generated content on the

Internet and society at large.

6.3.4 Metrics for Model Interpretability Comparison

Related to the work in Chapter 5, there remains an open problem in comparing model inter-

pretability without relying on variable model-specific behaviour on out-of-domain samples.
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Perturbing input features individually and measuring correlation between input feature
rankings and changes in class confidence may be one such approach, though this resem-
bles the calculation of integrated gradients itself ( , ). Overall, it
continues to remain difficult to disentangle data, model, and explanation method. When
working with measures based on iterative masking, it is distinctly important to keep this

in mind.

6.3.5 Fairness-Optimized Models

The work in Chapter 5 also touches on fairness evaluation, which is an important and
extensive area of research in itself. A challenge exists with the limited selection of open-
source fairness-optimized models. A greater number of robust fairness-optimized models
would increase the ability of researchers to learn more about the impacts of such fairness-
aware training procedures on model behaviour, including input feature attributions. As
training procedures designed to improve fairness may involve manipulating salient tokens
to avoid models taking stereotypical “shortcuts”, understanding how the interplay between

fairness measures and interpretability measures if of particular interest.

6.3.6 Interpretability of Additional Model Architectures

Also related to the interpretabiltiy research in Chapter 5, the presented work on inter-
pretability has focused on the Transformer architecture widely used in contemporary neural
text classifiers, and utilizes faithfulness and fairness measures that reflect the approaches
most commonly used in related work across the field. Future work may extend our anal-
ysis to incorporate a wider variety of neural text classifier architectures, and consider less
well-known faithfulness measures that may have unique characteristics impacting how they
are affected by iterative masking. In using CrowS-Pairs and SEAT, we have selected well-
established fairness where limitations have been well-studied and discussed ( ,

: , : , ). As fairness measures improve and alternative

measures are established, future work may incorporate additional fairness measures.
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6.3.7 Interpreting Adversarial Attacks and Adversarial Training

on Neural Text Classifiers

Feature-based interpretability methods for deep-learning models, such as SHAP (

, ) and integrated gradients ( : ) assign an importance
score to input features to determine their contribution to a particular network result.
Evaluation of these interpretability methods has shown that gradient-based explanations
demonstrate the best agreement with human assessment for Transformer models, as well
as best correlating with tokens which cause the greatest drop in performance if they are
removed from the model (a property referred to as “fidelity”, that depicts the explanations
in terms of how faithful they are to the model’s inner workings) ( : ).
Past research has found that attention relationships within a network can also be considered
as explanations of a Transformer model’s behaviour in certain cases ( ,

). While the research in this thesis focuses on input attributions, greater insight might

be gained from extended this analysis to study of the impact on attention heads as well.

Future work might shed additional light on the impacts of adversarial attacks and ad-
versarial training, by performing an in-depth analysis of both feature-based and attention
head interpretability in neural text classifiers. To interpret intermediate layers in Trans-
former encoder models, we plan to rely on a algorithm knows as “layer conductance” which
is implemented within the Captum framework — though the algorithm itself predates this
implementation ( , ; , ). The layer conductance
algorithm implemented in Captum has been used in past work to determine the impor-
tance of a neuron in a result from a neural network in a computationally efficient manner
( , : , ). Conductance can be used to interpret
intermediate layers in a deep neural network, or perform input attributions. Based on these
findings, we plan to characterize the impacts of adversarial training on neuron activations

within attention heads of Transformer neural networks.

6.3.8 Efficient Fine-Tuning for Fairness and Adversarial Robust-

ness

Adversarial robustness is an area touched on in both Chapter 3 and Chapter 5, and an
area with significant open questions. Previous work has shown that highly-efficient coun-

terfactual training — the practice of training a model to improve fairness by swapping
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protected characteristics of input samples (such as gender or race) — can be performed on
less than 1% of a model’s parameters by fine-tuning only word embeddings, word position
embeddings, and linear transformations to input and output layers ( , ). Fu-
ture experiments might investigate whether this also holds true for adversarial training for
adversarial robustness, and determine whether both approaches have similar impacts on
fidelity. The results from these experiments would represent the single most comprehensive
analysis of the effectiveness of various approaches to adversarial training on neural text
classifiers — and highlight the overlap between counterfactual training for fairness and

adversarial training for robustness.

Beyond this, it may be valuable to also perform adversarial and counterfactual fine-
tuning using selected early layers of a neural network to perform early-layer regularization.
This would be informed by previous work that has found properties such as coreference
resolution to be heavily determined by relatively small, specialized parts of the network
( , ; , ). This approach could be used for both
adversarial training and for fairness fine-tuning, and compare to previous work. This is
motivated by the analysis that by specific layers within a Transformer model, it has already
learned concepts such as coreference resolution, which have a strong link to gender biases.
Applying constraints to influence the representations within these layers may also be a

valuable area of future research.

6.3.9 Cybersecurity Research on Generative LLM System Ar-

chitectures

Generative Al text models feature prominently within this work, serving as the basis of
the threat models discussed in Chapter 2, and with the outputs of such models evaluated
in depth as part of Chapters 3 and 4. The cybersecurity impacts of widespread adop-
tion of Generative Al models are increasingly apparent as powerful models enable a range
improved cyberattacks (as described in Chapter 2), as well as introducing new system archi-
tectures that may carry additional security considerations. For example, many companies
are now deploying virtual assistant interfaces that utilize retrieval-augmented generation to
answer questions about internal documents, wikis, or business data ( ; ).
These systems present numerous opportunities for an attacker to attempt to retrieve in-
formation they shouldn’t have access to, poison information stores with malicious links, or

perform a denial of service to prevent such a system from working correctly.
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Another area of rapid development, agents which rely on LLMs to perform actions on
behalf of a user, stands to dramatically effect the cybersecurity landscape of the Internet
( , ). Access to agents may empower a larger range of threat actors to
perform more sophisticated attacks. Similarly, if typical internet users begin relying on
agents, these agents must be appropriately secured against techniques such as prompt
injection ( , ) that may allow an attacker to hijack an agent to perform
malicious activities. New models and applications of these models offer great potential
for improved technologies for the benefit of humanity, but these come with commensurate

challenges, particularly in the areas of cybersecurity and social science.
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