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Abstract:

Network survivability is a fascinating topic, in both research area and our
daily life. P-cycles have gradually become a promising solution for mesh

reliable networks, summed up as “ring like speed with mesh like efficiency”.

In this thesis, we finely integrated p-cycle with multilayer technology and
presented a new way for modern network: multilayer framework for p-cycle
survivability. Based on this new framework, we also proposed a new
mechanism which can survive multiple failures. This thesis aims to provide an
efficient solution to adapt p-cycle to modern multilayer network architecture,

and to survive multiple failures.
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WDM  Wavelength Division Multiplexing
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Chapter 1 INTRODUCTION

1.1 Background

When our networks started to carry more traffic (gigabits per second range), the
requirement of robustness of mature networks became critically important. Since the
first appearance of optical technology, a single fiber began to carry significant
amount of messages, especially after the advent of Wavelength Division
Multiplexing (WDM) and Dense Wavelength Division Multiplexing (DWDM)
technology. Any single failure can cause severe influence on thousands of customers.
Network survivability has become an extremely crucial topic. In the new century of
information era, nobody can live without talking on the phone, surfing through the
internet, banking on line or taking distance courses. Different kinds of network
services have already become a part of our life, including traditional data services
and new real time multimedia services. A single failure in such networks can disrupt
services for a large number of customers at once, causing a significant loss of

revenues for service provides.

Extensive research work has been done in the area of network survivability. For

almost 10 years, the work has been focused on two separate approaches: ring-based



and mesh-based network protection. The ring-based protection was first introduced
in Synchronous Optical Network (SONET) and got well known for its fast reaction
(around 50ms). However, its need for at least 100% spare capacity made investors
hesitate. On the contrary, the mesh-based protection overcomes ring’s low efficiency
backside, realizing 50-70% redundancy, but in the meantime gives up ring’s
significant advantage, which is the fast restoration time. Mesh networks usually need

more than 1 second to react [GROV00].

After a decade of this embarrassing dichotomy, in 1998 a totally new concept of
protection, p-cycle, was proposed, which offered ring speed restoration in mesh
networks, known as “ring-speed and mesh-efficiency”. Since then, it has led to a

revolution in the survivability research field.

After several years of hard work, the p-cycle concept has been studied in WDM and
IP/MPLS networks. In some special cases, it can survive multiple failures. However,
it is still a relatively new concept; tremendous research work is needed before it can

be applied by the industry.

In this thesis, we introduced a framework to implement p-cycles in the Generalized
MultiProtocol Label Switching (GMPLS) multi-layer environment, and also provide
a mechanism for p-cycles to recover multiple failures. Our work has made p-cycles

steps closer to real networks.



1.2 Motivation and Objective

The p-cycle has been assigned as “ring-speed and mesh-efficiency” which makes it
an attractive solution for survivable networking. Up to now, it has been proposed to
be suitable for WDM networks and IP networks; also it has the potential to be
extended to GMPLS networks. However, no real research result has come out yet.
As networks have begun to integrate different layers and different types of services
together, the possibility of multiple failures becomes much higher. Because of the
restriction of current algorithms to find proper p-cycles, the ability of p-cycle to
survive multiple failures is very limited. It depends on the position where the second

failure will occur.

This thesis aims to provide a complete simple solution to adapt p-cycles to modern
GMPLS networks, and meanwhile to achieve the ability to survive multiple failures.
Our objectives are as follows.
e To address the coordination problem in regular multi-layer networks.
e To introduce a new multi-layer framework to adapt p-cycles to multi-layer
networking on the base of Shared Risk Link Group (SRLG) Tree structure.
e To provide a new scheme to solve failure information propagation and
bandwidth information propagation problems in regular multi-layer networks.
e To propose a new mechanism and algorithm for p-cycles to survive multiple

failures.



1.3 Thesis Contributions

This thesis has been committed to provide an efficient solution to integrate p-cycle
with GMPLS and equip p-cycles with the ability to restore multiple failures. The
contributions of this thesis are summarized as follows.

e The use of SRLG Tree to solve failure propagation and bandwidth
propagation problems in regular multi-layer networks has been illustrated.

e Changes of some parameters from the original SRLG Tree have been made,
in order to fit it to the p-cycle design.

¢ A new Link-Cycle Table has been proposed to let networks easily choose the
appropriate p-cycle to recover failures.

e A novel mechanism has been provided for multi-failure recovery using p-
cycle. This mechanism has two procedures, which are the off-line centralized
calculation and the on-line distributed selection.

¢ In the off-line centralized calculation stage, an Off-line P-cycle Calculation
Algorithm (OPCA algorithm) has been given to build up P-cycle Pool Tables
(PPT) which will be used by the on-line distributed selection.

¢ A novel Protection Pool has been introduced to achieve multi-level protection
and to provide Class of Protection (CoP).

e A versatile simulation program has been developed in Java language which

verified our proposal.



1.4 Thesis Qutline

This thesis is organized into six chapters. Chapter 1 gives an introduction of network
survivability. The motivation, objectives and contributions of this thesis are also
presented. Chapter 2 provides a comprehensive survey on the state-of-the-art of the
network evolution, and different network protection/restoration methods. In Chapter
3, an SRLG Tree structure is presented and revised to fit the p-cycle environment. A
new multi-layer framework is also addressed to adapt p-cycles into GMPLS
networks by using the SRLG Tree. A two-stage scheme is proposed in Chapter 4 that
extends the ability of p-cycles to survive multiple failures. In this chapter, a new
algorithm OPCA is presented and the multi-level survivability issue is also addressed.
Chapter 5 describes the simulation model. Performance analysis is also given based
on simulation results. In the last chapter, we conclude our current research work and

our future research target.



Chapter 2 STATE-OF-THE-ART OF

NETWORK SURVIVABILITY

2.1 Introduction

The survivability of a network refers to a network’s capability to provide continuous
service in the presence of failures [ZHOUOO]. After the optical fiber has become the
dominant transport medium in communication networks because of its advantages in
capacity, reliability, cost and scalability, different technologies have been proposed

and used for survivable optical networks.

Before designing a survivable optical network, one must lay out the possible failures
under which a network must survive. There are two familiar types of network
failures: link failure and node failure. Link failure usually occurs after fiber cuts,
while node failure is mostly due to equipment failure at network nodes. Man-made
errors and uncontrollable natural phenomena, such as floods and earthquakes, can
cause equipment and node failures as well. In an optical network, nodes are usually

assumed to be robust, therefore in this thesis, we focus only on span/link failure.



Pre-designed protection [RAMA99a] and dynamic restoration [RAMA99b] are two
general approaches to the design of survivable optical networks. Pre-designed
protection refers to the fact that the recovery from network failures is based on
preplanned schemes. Usually it relies on resources (fibers, wavelengths, switches,
etc.) dedicated for protection purposes. In pre-designed protection, some resources
are reserved for recovery from failures at either the connection setup or the network
design time, and kept idle when there is no failure. From this aspect, the capacity is
not efficiently used, but on the other hand, the level and speed of recovery can be
guaranteed. Dynamic restoration implies that the spare capacity in a network is
dynamically discovered and used to restore the affected services. It is typically more
efficient than pre-designed protection in terms of the resource utilization. The
drawback is, its restoration time is usually longer, and the 100 percent service
recovery cannot be guaranteed if sufficient spare capacity is not available at the time

of failure.

Most of today’s communication networks use pre-designed protection mechanisms
rather than dynamic restoration methods, because pre-designed protection can
provide rapid and guaranteed recovery. Dynamic restoration still needs further

improvement due to its long restoration time and uncertainty of recovery.

2.2 Network Survivability Before P-Cycle

Extensive research work has been done in the field of network survivability before
the discovery of p-cycle technology. In [ZHOUO00] [CHALO3] [RAMA99a]

[RAMA99b], several basic protection techniques, such as Automatic Protection



Switching (APS), Dual Homing, Self-healing Ring (SHR), and Mesh Protection, are

summarized by their characteristics.

Dual Homing is a relatively old technique and is not widely used in current networks.
In Dual Homing, fibers are provided so that all data are sent simultaneously over two
separate routes to and from the central network hub [ZHOUOO0]. This centralized

structure makes the network vulnerable.

APS and SHR are the most common protection schemes used in non-WDM optical
networks. APS is typically used to deal with link failures. It has three main
architectures which have been used by mesh protection later: 1+1, 1:1 and 1:N. In
general, m:n protection refers to a scheme in which m protection links/paths are
shared among n working links/paths. SHR is more flexible than APS in that it can
handle both link and node failures. Unidirectional SHR (USHR) and bidirectional
SHR (BSHR) are two types of SHRs in the SONET system. SHR is a very successful
technique, which has been widely used for many years, for survivable optical

networks.

The significant success of SONET makes the ring-based survivable networking
dominating the SONET era. DWDM optical rings have also been deployed. However,
ring networks are considered as capacity-inefficient because of their dedicated

resource protection structure. This is the main reason for the ring-to-mesh evolution.



The mesh network topology is widely employed in current telecommunication
services due to its high efficiency and flexibility. Same as ring networks, mesh
survivable networks use both pre-designed protection and dynamic restoration. From
the network protection terminology, the survivable mesh approach can be divided
into two basic paradigms: path protection/restoration and link protection/restoration.
If we categorize it by the network resource sharing situation, it can also be classified
as dedicated protection and shared protection. These different categories of

survivable mesh networking techniques are shown in Figure 2-1.

Mesh protection/restoration techniques

' * v
Pre-designed protection Dynamic restoration
\ 4 4
v v v v
Link protection Path protection Link Path restoration
v v restoration
Dedicated Shared Dedicated Shared

protection protection protection protection

Figure 2-1 Mesh protection/restoration technique

In summary, the pre-designed shared link protection scheme is widely used at logical
layers. At physical layers, in order to guarantee fast recovery, dedicated techniques

are used. In this thesis, we will focus on the logical layer survivability.



2.3 Ring and Mesh Solitude

Currently, ring and mesh networks are two popularly used network topologies.
SONET is the most typical and famous example for ring networks, while WDM

networks mostly use the mesh topology.

The debate on which one is better in terms of survivability, ring or mesh, has been
going on for nearly a decade. Each of them has some significant advantages and
some serious drawbacks as well. These features are summarized in [GROV00] (see
Table 2-1). Conventional Ring-based* survivability involves the use of BLSR
(bidirectional line switched rings) and UPSR (unidirectional path-switched rings), or
their optical versions OPPR and OSPR (optical path protected ring and optical
shared protection ring). The important point is that rings use a simple switching
mechanism which can achieve fast recovery in about 50-60 ms. However, its
shortage of at least 100% redundancy, which means weak capacity efficiency,
prohibits it from dominating the future network. Also the ring structure itself leads to
inflexibility, and makes multi-ring network planning extremely complicated. These
drawbacks determined that the trend of today’s network is to migrate from ring to

mesh topology.

Compared with rings, the mesh topology is more capacity-efficient. Inside a mesh

network, each unit of the spare capacity is reusable in more ways. It permits a major

* Note that “ring” generically also includes 1+1, 1:1 APS architectures

10



reduction in the capacity that is required to serve the same set of demands. However,
because of the general nature of solving a discrete capacitated multiple-path re-

routing problem, the mesh restoration is not expected to be as fast as rings.

Advantage Disadvantage

RING 50msec restoration times Planning of multi-ring
network is too complex
Hard to accommodate
multiple service classes
Inefficient and inflexible
Ring-constraint routing
Need at least 100%
redundancy

MESH Need only 50-70% redundancy | Up to 1.5sec restoration time
Simple, exact capacity
planning solutions
Easy and efficient design for
multiple service classes
Efficient and flexible
Shortest-path routing

Table 2-1 Comparison of ring and mesh networks

Table 2-1 shows a comparison of ring and mesh networks. From this table, one can
easily get the desirable features for desirable networks. Exchange the drawback of
mesh networks with the good point of ring networks, which means change mesh
networks’ slow restoration time (up to 1.5sec), to fast restoration time (around
50msec), and keep the rest of mesh advantages (low redundancy, simple capacity
solutions, easy and efficient design for multiple service classes, efficient and flexible,

and shortest path routing).

11



There has been effort to hybrid these two different technologies together in a ring-
access/mesh-core division [GROV92] [BROWY94], but in practice, ring and mesh
components of such ‘hybrids’ continue to be designed and operated separately, along
their respective principles. It has been a hard task for all network researchers to find

a mechanism that can really benefit both ring and mesh techniques.

2.4 P-Cycles

In 1998, a totally new strategy was introduced [GROV98]. This new concept, called
“P-Cycle”, is a fully pre-connected structure, which could merge these two different
technologies (ring and mesh) together very well. It uses the same switching
mechanism as a ring, but gives up virtually nothing in terms of required extra spare
capacity in mesh networks. It combines the real-time switching simplicity and speed
of rings, with the mesh-like efficiency, flexibility and freedom of a mesh in the
routing of working paths. Since then p-cycles became well known as “ring-speed and

mesh-efficiency”.

P-cycles were defined as “Pre-configured Protection Cycles” which are based on the
formation of pre-configured cycles and formed out from the previously unconnected
spare links of a mesh-restorable network [Grov98]. The unique use of “straddling
link” makes p-cycles different from regular rings. Two important design methods
were proposed in [GROVIS], which are the Optimal Design of P-cycle Networks
using LLP technology and the Distributed Cycle PreConfiguration (DCPC) protocol.
The DCPC protocol is an adaptation of statelet processing rules of Self-healing

Network protocols [GROV90][GROV91].

12



Figure2-2 illustrates the concept of p-cycle and its functions. Figure 2-2(a) is an
example of a simple p-cycle in the network. In Figure 2-2(b), an on-cycle span
breaks and the surviving arc of the cycle is used for restoration. Figure 2-2(c) shows
an example of straddling span. When straddling span fails, two restoration paths are

available to provide the restoration (as shown in Figure 2-2(d)).

a) A simple p-cycle b) In case of on-cycle span failure

b) Straddling span: an off cycle span  ¢) In case of straddling span failure
having p-cycle nodes as endpoints

Figure 2-2 Use of p-cycles in span protection
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An investigation of the deployment of p-cycles in WDM mesh networks with and
without wavelength conversion was made in [SCHUOQ2]. In virtual wavelength path
(VWP) WDM networks, all nodes perform full wavelength conversion, while in
wavelength path (WP) WDM networks nodes do not have any wavelength converter
at all. Optimization models for both networks were provided and analyzed. VWP and
WP networks are two extreme network conditions. It is not possible for all nodes to
have full wavelength conversion capacity in a network (VWP case), because this will
make the network too expensive. In WP networks, when no node has any wavelength
converter, it becomes very hard to find paths to deliver the demanding traffic

because of the wavelength continuity constraint.

To solve this problem, a new idea of “p-cycles in WDM networks with partial
wavelength conversion” was brought forward [SCHUO3c]. It focused on the relation
between the cost associated with the number of required wavelength converters and
the protection capacity-efficiency achieved. Mathematical models were formulated
and the respective optimization problems for a pan-European network were solved. It
was found out that the total number of converters required for a network can be
greatly reduced, with only a small increase in the spare capacity by a strategy of
associating wavelength converters with access points between a pure WP working

layer and a set of pure WP p-cycle protection structures.

Although p-cycles offer a promising new approach to optical network survivability,

the complexity of solving optimal p-cycle design problems is very high, because
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each design needs to find out all the possible cycles in the whole network. The
candidates can be thousands. New methods are needed to overcome this difficulty.
Pre-selection and joint optimization issues were addressed in [GROV02b]. These
two methods finely reduced the complexity of the p-cycle design problem and

increased its capacity efficiency.

For the pre-selection, two metrics, topology score (TS) and apriori efficiency (AE),
were used to rank all distinct cycles found from a certain network. TS and AE are
based on insights about what makes for the most efficient p-cycles in the context of a
give network design. The TS and AE of a cycle is defined in the inset where S is the

set of spans, x,=1 if span i is part of cycle j, x, =2 if span i straddles cycle j and
p ,, i

x,; =0 otherwise. C, is the cost or distance of span i.

IS(GY=2.%, AE()=TS(H! Y.C

ieS (ieSlx;=1)

After pre-selection, only a limited number of top-ranked cycles are represented in the
optimal solution model as p-cycle candidates. Pre-selection significantly reduced the

complexity of the p-cycle design.

Another method to lower the complexity is to optimize the choice of working routes
in conjunction with the placement of the spare capacity. A 25% redundancy
reduction can be gained by this joint design, when compared with optimal non-joint
designs [GROV02b]. An upper bound has also been pointed out which can be used

to cut the design complexity [STAMOO].
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Some new ways were also discovered to reduce the p-cycle chosen complexity
[ZHANO02a][DOUCO03a][MARDO4]. A new algorithm called Straddling Link
Algorithm (SLA) was proposed in [ZHANO2a] where Dijkstra’s shortest path
algorithm was used to find exactly one p-cycle for each link in the network. It
guaranteed that only L (number of links) cycles will be counted and they are node-
disjoint from each other. SLA dramatically reduced the complexity to O (NlogN)
where N is the number of network nodes, but the price is that it loses the optimal
efficiency because of the limited number of p-cycle candidates. Based on SLA,
several algorithms were proposed in [DOUCO03a]. These algorithms are SP-Add, SP-
Expand and SP-Grow. They extend SLA cycles step by step until there is no further
bigger cycles can be found, when using the same p-cycle merging technique
introduced by [MARDO4]. Finally a near-optimal solution can be found with no

more than 10% difference from the Pure ILP and much less complexity.

The multi-failure survivability issue has also been discussed. [SCHUO3a] and

[SCHUO03b] provided some conditions when p-cycle can manage dual failures.

The concept of p-cycle is originally conceived to be used in WDM and SONET
transport networks. It also has been extended to the IP layer [STAMOO]. P-cycles use
virtual protection cycles for extremely fast restoration in IP networks. These virtual
circuit-like p-cycles use MPLS Label Switched Paths (LSPs) or any other tunnelling

and tag switching proposals. Because p-cycles are virtual circuits, they consume zero
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capacity until the failure occurs and they are being used. Router failures can also be
recovered by “Node-Encircling” p-cycles. An IP network design model using Mixed
Integer Programming (MIP) formulation let “IP layer p-cycle recovery” become
more feasible. In general, because IP networks are already restorable by routing
protocols through dissemination of link-state and route advertisements, p-cycles
provide an immediate real-time detour to prevent packet losses until the conventional
global routing reconvergence occurs. Thus the p-cycle mechanism serves as a fast-
acting but temporary protective measure, which secures network traffic while routing
tables adapt globally to new network states [GROV00]. IP p-cycles are envisaged as

the “fast” part of a “fast plus slow” overall recovery process.

The concept of “Path-Segment P-cycles” has also been introduced [SHENO3]. It
effectively extends the p-cycle technique to cover not only on-cycle links or
straddling links, but also paths or flow segments along a path, as well as working
flows that transit a failed node. Another contribution of [SHENO3] is, it implied the
potential of p-cycles to be used in a layered network structure. Soon after, the issue

of bandwidth protection in MPLS networks were addressed [KANGO3].

2.5 Summary

A variety of protection and restoration methods exists for communication networks,
such as automatic protection switching (APS), ring protection, shared backup path
protection (SBPP), mesh span/path restoration and p-cycles. These methods vary in

two key parameters: the capacity efficiency and the restoration speed. They can also
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be used in the same network to provide different qualities of protection service to

different connections [BLOUO3].

Among all these methods, the p-cycle has grasped more attention, because of its
fascinating characteristics as “ring-speed and mesh-efficiency”. Although all
researchers are optimistic about its future, it is still relatively new concept and has

not been employed by the industry yet.

In the following chapter, we will dedicate our effort on adapting p-cycles to real

modern networks, which brings p-cycles at least one step closer to the industry.
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Chapter 3 ADAPTING P-CYCLES TO GMPLS

MULTI-LAYER ARCHITECTURE

3.1 Introduction

Modern telecommunication networks consist of different layers, such as IP-over-
ATM, IP-over-MPLS, packet-over-optical networks, etc. No single layer can handle
all different kinds of traffic, especially after the appearance of e-business, distance
video-conferencing and many other real-time multimedia applications. The multi-
layer network architecture offers a powerful solution to the increasing traffic pattern
difference. It also invokes another important issue: how to manage all these different
layers that have their own protocols and characteristics? The development of
GMPLS provides a powerful instrument to seamlessly integrate different layers.
With a common control panel, different layers start to work together smoothly under

the GMPLS architecture.

In the previous chapters we introduced the p-cycle concept and summarized its

advantages for the network protection. P-cycles have been studied extensively in the

19



literature. Now we will propose a new framework to adapt them into the GMPLS

multi-layer architecture.

3.2 Motivation and Objective

In recent years, lots of research work has been carried out on the use of p-cycle

protection and restoration in IP and WDM networks. However, all these attempts

were carried out relatively individually. Nobody considered them intrinsically

together, nor with any other kinds of networks. Actually p-cycles have a good

potential to be used in different kinds of networks to fit the multi-layer environment.

The reasons are as follows:

1)

2)

3)

P-cycles apply in principle to any connection-oriented transport layer,
including ATM using VP or VC constructs [GROV00]. This means p-cycles
can be used in TDM, WDM, MPLS, FDM and many other networks. With
the help of GMPLS, even previous connection-less IP packets can be
encapsulated inside connection-oriented GMPLS packets so as to make the
whole IP network transparent.

P-cycles can be set up with different sorts of technologies, such as LSP,
virtual circuit, ligthpath, IP link, etc. In the GMPLS environment, this means
“p-cycles can be set up with different hierarchical LSPs, such as Fiber LSP,
ALSP, TDM LSP and Packet LSP [GROV00]”.

The p-cycle packet format matches hierarchical architectures inherently.
Figure 3-1 shows the p-cycle packet format defined by [STAMO00a]. One may
observe that p-cycles can be extended to a hierarchical environment by

encapsulating any incoming packet with a p-cycle header (which consists of
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P-cycle ID, Destination Address, and Original Route Cost), and leaving the
original packet as a transparent payload. For example, in an MPLS network,

the p-cycle packet will look like in Figure 3-2.

p-cycle ID Destination | Original IP Packet
address Route cost

Figure 3-1 p-cycle packet format at IP layer [STAMO00a]

p-cycle ID Destination | Original MPLS Packet

address Route cost MPLS | IP

header | Packet

Figure 3-2 p-cycle packet format at MPLS layer

Subdividing a network into several layers and providing different layer protection
using have several significant advantages:

1) Bandwidth saving. When a single wavelength fails, we do not need to
provide restoration for the whole span. Similarly when a single LSP fails, it
is not wise to restore the whole A, in order not to waste the bandwidth.
However, networks do not have any other choice, but to restore the entire
span or the total wavelength, if they are not in a multi-layer structure. In
order to protect and consume the exact resource needed, not to waste
bandwidth unnecessarily, we have to finely define the network and get the

topology of each layer.
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2)

3)

4

Much better granularity. After a network has been subdivided into different
layers, it can provide different functions at different layers and supply
differentiated survivability.

Simplification of each layer’s function. Like the OSI 7 layer architecture,
when an entity is subdivided into several smaller objects, each object
becomes simpler. In multi-layer networks, each layer is simpler when
compared with unlayered networks. Multi-layer networks are also more
flexible and scalable.

Enhancement of network’s power. Networks become more powerful when
their different layers work together, the network becomes more powerful.
For example, transport networks alone can not protect against upper layer
faults, such as router failures and network card failures, without upper
layers’ help. Sometimes the lower layer protection is required to offer faster

and more cost-efficient coverage, which can not be achieved by upper layers.

3.3 SRLG Multi-Layer Architecture

There is an important problem of diversity integrity in all kinds of multilayered
networks. “Related to the creation of physical layer, diversity is the need to be able
to validate the details of physical structures that underlie logical protection or
restoration routes to ensure integrity of the mapping from physical to logical
diversity [GROV04]”. This diversity problem also has to be solved before the p-

cycle protection is employed.
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In order to use p-cycles for multi-layer survivability, the network has to get the
correct topology and resource information for each layer first, then deploys the p-

cycle design at different layers and executes different layer p-cycle protection.

A new multi-layer differentiated protection architecture was proposed in [NASE04]
that uses SRLG trees to aggregate link-state and bandwidth information for the
communication between adjacent layers. Figure 3-3 illustrates all pertinent layers in

today’s transport networks.

PLimk —— Aff SRLG Layer8
CGMPLSLink A logical
_IDMLink P WL resource
_WavelengthLink | | SRLG Layer 5
. Wayeband Link SRLG Layer4

Fiber )

i \ physical
| resource

Figure 3-3 Multi-layer transport network architecture [NASE04]

The concept of SRLG (Share Risk Link Group) is used to present different layer
links in GMPLS networks. As illustrated in Figure 3-3, networks are divided into 9

layers (IP layer, MPLS layer, TDM layer, Wavelength layer, Waveband layer, Fiber
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layer, Cable layer, Conduit layer, Right of Way layer), with upper layer links
tunnelled inside the adjacent lower layer links forming an SRLG group. A
hierarchical SRLG tree is established to provide the failure propagation and the
bandwidth propagation among different layers. Previous multi-layer networks suffer
from two problems, resource usage redundancy and lack of guarantee for paths to be
diverse at lower layers while they are diverse at an upper layer, due to the lack of
coordination between different layers. The SRLG tree model successfully solved

these two important issues by presenting the aggregate information between adjacent

layers.
SRLG (T1,11)
SRLG (T2, II) oy |SRLG (T2, 12
[\
(T3,11) || «T3,12) | | (T3,13) || «T3,19) |
PR N PR P

Figure 3-4 Topology database of SRLG Tree [NASE(4]

Figure 3-4 represents the topology database of SRLG Trees. Through a top-down

arrangement of SRLG resources in the multi-layer structure, each link at layer 7, is
associated with an SRLG resource topple (7}, /,), where I is the identity of the link.

This resource can inherit a failure from one or more resources at layer7,. In an
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SRLG tree, the SRLG resource at layer 7)is a parent (ancestor) of the SRLG
resources at layer 7, that inherits the failure. Similarly, every SRLG resource at layer
T, is a parent of one or more SRLG resources at layer 7;, and so on, until all layers
are reached. The SRLG resource at layer 7, becomes the head of a tree whose leaves
are SRLG resources at layers below 7,. The above procedure essentially creates a

hanging SRLG tree from every link at layer 7, [NASE(4].

3.4 Adapting SRLG Tree to P-cycle Protection

In Figure 3-3, the four lower layers represent physical resources while the remaining
upper layers represent logical resources [NASEO4]. In a network, physical layers
usually have their own protection/restoration requirement and procedure with more
reliable and faster recovery scheme compared with logical layers. P-cycles are more
suitable for logical resources. In this thesis, we consider only logical resource layers
(the upper 5 layers) for the p-cycle protection, as shown in Figure 3-5. A revised
SRLG Tree model is presented in Figure 3-6, using a bottom-up arrangement of

SRLG resources, instead of the top-down sequence.
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IP Link

SRLG Layer 5

~MPLSLink SRLG Layer 4

S IDMLink L SRLG Layer 3

o WavelengthLink | ] SRLG Layer 2
Waveband Link SRLG Layer

Figure 3-5 Simplified multi-layer network architecture

Different layers of the revised SRLG tree (see Figure 3-6) are associated with
the revised multi-layer architecture (see Figure3-5). For example, the 1%
layer of the SRLG tree is SRLG layerl (Waveband link) in Figure3-5, the ond
layer is SRLG Layer2 (Wavelength link), and etc. The root of this tree is
Layerl (Waveband) links which are tunnelled by one or more Layer2
(Wavelength) links. These layer2 wavelength links are children of that layerl
waveband link. Similarly, several Layer3 (TDM) links that are multiplexed
inside one of those layer2 wavelength links become its children. Multiple
MPLS links are the next generation of one of those TDM links. This
information collection and calculation procedure continues until all layers get
the necessary information. All the topology and resource information is
stored inside a common database, which is organized in a hierarchical

manner and shared by all layers.
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Figure 3-6 Revised Hierarchical SRLG tree

In the revised hierarchical SRLG tree, each leaf presents a certain link at a certain

layer. A link is presented by an SRLG link topple T (L,,), where j is the layer ID,
and i is the identity of this link (link ID). For example, T ( L,, ) represents the 2

link at layer3 (TDM link).

There can be several special cases:

1) Some layers may be absent in a typical deployment of transport networks.
For instance, inside a network, all MPLS links might be directly tunnelled
inside several wavelength links, completely bypassing the TDM layer
[NASE04]. The corresponding SRLG layer will be absent in the SRLG tree

model.
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2) A link at any given layer can be a direct ancestor of different generations. In

Figure 3-6, T ( L, ) is an ancestor of both link T ( Ls,) and link T (L5 ).

In the revised SRLG tree, when a parent link fails, its entire children links will also
fail. The failure information will propagate all the way to its descendants using top-
down arrangement. This failure propagation relationship is elaborated in Figure 3-7.

When the Layer2 link T (L, ) fails, the failure information is propagated to its
children T (L;, ;) and T (L, ) through the direction of dotted arrows, furthermore to
its grandchild T (L, ) and great-grandchild T ( L;, ). All these descendant links will

fail after their ancestor T (L, ) fails.

T( Ll,i7 ) Failed. resource

T(L,})

Direction of Failure
propagation

T(Ly | | T T(Ly,)
(A VY
. T(L,,)
' e
T (L)) T (L, )

Figure 3-7 Failure propagation process in the revised SRLG tree
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In the case of bandwidth allocation, the propagation process is managed in a bottom-
up manner as illustrated in Figure 3-8. Suppose a new path setup demand with
bandwidth b arrives at layer4d (MPLS layer). If this requirement is accepted and the

new path passes through link T (L, ), bandwidth b will be reserved at T (Z,, ). In
order to reserve bandwidth b at link T (L, , ), all its lower layer ancestors have to

reserve at least the same amount of bandwidth. If the lower layers do not have

enough bandwidth, this call request can not be set up.

Direction of bandwidth
propagation

T (L)) T (Ls, 1) T(L,,) Bandwidth

allocated

7N TN e

T Ls’l)

Figure 3-8 Bandwidth propagation in the revised SRLG tree

So T (L,,,)in layer3 (TDM layer), T (L, ) in layer2 (wavelength layer) and
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T (Z,,) in layerl (waveband layer) (if exist) will also claim at least bandwidth &.

Accordingly, bandwidth b will be added to those links’ working capacity and

subtracted from their spare capacity records.

Through this revised SRLG tree model, each node is capable to get the most up-to-
date network topology and resource information, including the residual capacity, the

working capacity, and the spare capacity.

The revised SRLG Tree model has several advantages compared with the original
SRLG model [NASEO4], especially when used in the p-cycle design. The original
SRLG model deployed a new architecture with better granularity and flexibility
when compared with any unlayered structure, but the price it has paid is much higher
complexity. In the revised model, some improvement has been done to simplify the
model and reduce its complexity.

1) Changing the top-down structure to a bottom-up one makes the procedure to
set up an SRLG tree easier. The root represents a waveband link. Wavelength
links multiplexed in this waveband link become its first degree offspring.
Several TDM links that are tunneled in those wavelength links turn into their
coordinate descendants, the second degree offspring of that waveband link.
Step by step using the same procedure, the whole tree will be set up.

2) When using the bottom-up model, nodes inside the tree will not have the
Multiple Inheritance [NASEQ04] relationship in the network’s topology

database, which can simplify the structure and reduce the complexity.
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3) The revised model only considers logical resource layers (IP, MPLS, TDM,
Wavelength, Waveband), which further reduces the complexity and increases
the scalability. This change also makes the model more suitable for the p-
cycle protection. In a real transport network, physical layers usually need
faster, more robust and more reliable protection/restoration methods, such as
1+1 dedicated or 1:1 shared mesh protection/restoration. P-cycles are more
adequate to logical resource layers. When networks are in the stage of
gathering network information, the propagation technology can still be
applied to all network layers, in order to get benefits from SRLG model’s
convenience and accuracy.

4) Nodes inside the revised SRLG tree are defined as “links”, not “resources”,
to simplify the problem. The bandwidth propagation mainly goes through
links. In the case of node failures, usually one node failure can be converted
to one or more link failures in the failure propagation. Links are the key

resource in an information propagation procedure.

In the rest of this thesis, we use “SRLG Tree” to represent “Revised SRLG Tree” for

simplicity.

3.5 P-cycle Multi-Layer Survivability Mechanism

Now we will introduce our novel P-cycle Multi-layer Survivability Mechanism
(PMSM). After setting up the SRLG tree and gathering all the necessary information,
the p-cycle design is executed at different layers using the centralized network

management system [GROVO00] [SCHUO2a] [STAMO0Oa] [SHENO03] [GROV02a]
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[GROVO02b] [GOULO03b] [ZHANO2a] which matches the GMPLS common control
panel structure very well. SRLG trees secure that the system can get the appropriate
up-to-date information of the link state, the working capacity and the spare capacity.
Several algorithms have been deployed to find the optimal p-cycles [GROV9S]
[ZHANO2] [DOUCO03a]. Our P-cycle Multi-layer Survivability Mechanism (PMSM)
can use any of them. In other word, PMSM is algorithm-independent. After all layers
have been reached and computed (See Figure 3-9), the final p-cycle information will

be stored in the central database.

IP layer p-cycles

[ ]
Layer i p-cycles

Waveband layer p-cycles

Figure 3-9 Multi-layer P-Cycles

Figure 3-9 shows the structure of multi-layer p-cycles. At each layer, p-cycles are
designed independently, but work together when there are failures.

Three influential questions have to be answered before the p-cycle multi-layer
survivability can be accomplished. They are summarized as follows.

1) How to identify different layer p-cycles and choose a proper one to use?
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2) How can different layers coordinate with each other to prevent unexpected
parallel restoration action due to their function duplication?
3) How can one layer inform other layers about the success or failure of the recovery

so as to stop or trigger another layer to start a recovery process?

In order to solve the first problem, PMSM assumes that all nodes have the ability to
maintain a Link-Cycle Table (see Table 3-1). Figure 3-10 shows a part of a sample
network topology. From this figure, one can see it is a topology fragment of a

network’s layerl. We assume that L,, and L, are protected by p-cycle P, ,
where L, is an on-cycle link of P,, L;;is a straddling link. After all these

relationships have been translated into a table, a new type of table, Link-Cycle Table

(LCT), is established (as shown in Table 3-1).

D
L, \OJ L,

Figure 3-10 Example of a network part

Table 3-1 is formed by using the network topology shown in Figure 3-10.The first

column is the Layer ID D, , where j represents which layer the links and p-cycles are

in. The second column is the Link ID L.

Ji?

where j is the Layer ID (same as the first
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column), and i is the identity of this link (the same definition as SRLG tree). The

third column is the P-cycle ID P, , which is used to distinguish different p-cycles

from each other with j representing the Layer ID, and k representing the p-cycle’s
identity. The fourth column shows all the links that the protection path will traverse

when the p-cycle P,  is used after the link L, fails.

D, L, P, links protection path goes
(Layer ID) | (LinkID) | (P-CycleID) | throughwhenusing P,
Dl L1,1 P1,1 L1,2 s L1,4 > LI,S > L1,6 s Ll,lO
Dl L1,2 P1,2 L1,7 s L1,8 s L1,9
D, L1,3 * P1,1 L1,1 » L1,2 > L1,4
Dl L1,3 * Pl,l LI,S > L1,6 > Ll,lO
Ds LS,i Ps,k

Table 3-1 Link-Cycle Table

Link L, , was marked with a star in Table 3-1 to emphasize that it straddles 7,,, so it
gets two protection paths (L ,-L, - L,and L, ;,- L, ;- L;5) from the same p-
cycle P, . Other on-cycle links get only one protection path from P,,. Accordingly

L, , occupies two rows in the Link-Cycle Table when referring to the same p-cycle.

A network’s Link-Cycle Table records its links at all layers, and their protection
relationship with all p-cycles, including both the on-cycle and straddling relationship,

with the help of the SRLG tree. It can provide the information about the inter-layer

34



and intra-layer relationship of any link-link, link-cycle (cycle here stands for p-cycle)

and cycle-cycle.

The following part of this section is focused on how this Link-Cycle Table responds
after a single failure. Suppose there is a Test Network. Figure 3-11 gives an example.
After creating a SRLG tree for this network() , the multi-layer p-cycle design will be
implemented by using any of the proposed p-cycle design methods, such as DCPC
[GROV98], SLA [ZHANO02a], SP-Add [DOUCO03a], Expand [DOUCO03a], Grow
[DOUCO03a] or any other optimal p-cycle design [GROV98] [SCHUO02a] [SCHUO02b]
[SCHUO3c]. We assume that the corresponding Link-Cycle Table is obtained after

the p-cycle design, as demonstrated in Table 3-2.

T( Ll,il )

/ T(L24)

Failed resource
T ( L2_| ) L ) K

\ Direction of
Failure

ropagation
T(L;,) |®

7\

T (LS.I)

Figure 3-11 SRLG tree of Test Network
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D, (Layer ID) | L,, (Link ID) P, (P-Cycle ID) | links protection path goes
through when using P,

Dl L1,1 P1,1 L1,2 > L1,4 > LI,S ’ L1,6 > L1,10

D1 L1,2 P1,2 L1,7 > L1,8 s L1,9

D1 L1,3 * P1,1 L1,1 s L1,2 > L1,4

Dl L1,3 * P1,1 LI,S s L1,6 > Ll,lO

D2 LZ,I P2,1

Dz L2,4 P2,1 L2,1 e

D, L, e

Ds L3,2 P3,1

D, Ly, P, vee

D4 L4,6 P4,1 L4,7 peee

D4 L4,7 P4,1 L4,6 ERER

D4 L4,10 R1,2

Ds LS,I .

D, L, P Ls,,...

D; Ly* B, L5,2 s Ls g5

DS L5,4 P5,1

Ds Ls 5 Ps,z Ls,e 3eee

Ds Ls 6 -Ps,z Ls,s 3eee

Ds Ls,l Ps,k

Table 3-2 Format of Link-Cycle Table for Test Network before failure

In the single failure case, it is very easy for the network to find the proper p-cycle
after looking at its Link-Cycle Table. In this example, the network will find p-

cycle P, ,, which is in the same row as L, ,. When there are more than one failure, the

SRLG Tree and Link-Cycle Table will work together to get the solution. This multi-

failure survivability issue will be discussed in Chapter4. -
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D, L, P, links protection path goes
(Layer ID) | (Link ID) (P-Cycle ID) through when using 7, ,
Dl L1,1 Pl,l L1,2 > L1,4 ’ L1,5 > L1,6 > Ll,lO
Dl L1,2 P1,2 L1,7 > L1,8 > L1,9

Dl L1,3 * P1,1 L1,1 » L1,2 > L1,4

Dl L1,3 * I)l,l LI,S H ‘Ll,6 ’ Ll,lO

Dz Lz,l P 2,1

D, L, (down) P, Ly,,...

D3 L3,1 .

D, L3,2 (down) P3,1

D, L3,3 (down) P3,2

D, L, s (down) P, L, ,(down),...

D, L, ,(down) P, L, s(down),...

D, L, (down) P,

D; L, (down)

D; L5,2 (down) I L; ,(down),...

D; L, ;(down) P, L, (down), L, ,(down),...
D L; ,(down) P

D, L,  (down) P, L ¢ (down),...

D L; ((down) F, Ls s (down),...

D; L, Py

Table 3-3 Link-Cycle Table for Test Network after failure

Beside the multi-failure survivability, another advantage of the Link-Cycle Table is
the ability to provide sufficient information for different layers to coordinate with
each other. The coordination problem between different layers in multi-layer
networks has been a big challenge for a long time because of its impotency and
difficulty. The Link-Cycle Table makes it easier by providing updated and detailed

bandwidth/failure information to each node.
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Technically networks can choose any layer as the protection layer. From the
bandwidth consuming and recovery time points of view, networks still need to
choose a proper layer to execute the recovery process. The lower the layer is, the
more bandwidth it will consume to set up a backup path. On the contrary, the faster
the recovery period will. There is always a trade-off between bandwidth consumed
and recover time. Another interesting phenomenon is: when a single wavelength fails,
hundreds of IP links may fail at the IP layer if this wavelength link is underneath
them. If the IP layer is selected as the protection layer, this single wavelength link
failure will be translated to multiple IP link failures. This increases the difficulty to
recover the failure, or even cause the network to become unrecoverable. So the
achievable availability of a protection connection depends highly on the proper

identification and selection of a proper protection layer.

In PMSM, it is assumed that the system always starts recovery process at the layer
that detects the failure. Usually nodes adjacent to the failure will detect the failure
first. This means the layer that first detects the failure will be the layer where the
failure is exactly located. If this failure can not be recovered at this layer, the
adjacent upper layer will trigger its recovery process. There are also special cases
that one needs to consider carefully. In a sparse network, maybe only several MPLS
links are multiplexed inside a wavelength link. When this wavelength link is out of
order, it is better to choose MPLS layer as the protection layer to recover those

MPLS links, this way a lot of bandwidth can be saved. Because the SRLG Tree
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offers the guarantee that working and backup paths of any requested connection are
diverse against the failure at any desirable protection layer, the network can choose

the best p-cycle without making any mistake [NASE04].

PMSM gives networks the flexibility to choose any layer protection with a default

protection layer to be the layer that first detects the failure.

3.6 Summary

Before the development of GMPLS and IP/MPLS/WDM, networks used to work
individually, even after the advent of IP over WDM, IP over SONET, and IP over
MPLS, where different parts of networks still have their own protocols and
protection mechanisms. GMPLS technology has made it possible to substantially
merge all these networks together, and allow them to speak in the same language. By
separating the control plane from the data plane, GMPLS provides an opportunity of

seamless integration of multiple layers.

PMSM takes advantage of GMPLS’s achievement for the p-cycle design. After
setting up the SRLG tree for a desired network and storing the useful information
inside a central database, the network is ready to provide multi-layer survivability
using p-cycle. With any of the proposed p-cycle algorithms, a Link-Cycle Table can
be established for each link. Once a failure occurs, the system will look at the Link-

Cycle Tables and select a proper p-cycle at a proper layer to provide recovery.
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There are two common network models to connect different layers together.

1) The peer model. Each node in the network has full capacity to gather the
information of its own layer (link state, bandwidth, residual capacity,
working capacity, spare capacity, etc...) and exchange the data with other
nodes, including nodes at the same layer and nodes at different layers.

2) The overlay model. Only edge nodes and some important nodes (called as
central nodes) have the ability to communicate with different layer nodes. All
the other nodes have to get the required data from the central nodes. This

model is more cost-effective with slower recovery speed.

PMSM can fit both models, because the system keeps all the necessary information

inside a central database which can be shared by all nodes.

A new field is added into the regular p-cycle packet. This new field is the Layer ID,
which is used to identify different layer p-cycles. The p-cycle packet format needs to
change accordingly, as shown in Figure 3-12 and Figure 3-13 (refer to Figure 3-1

and Figure 3-2).

Layer ID Destination | Original IP Packet
p-cycle ID address Route cost

Figure 3-12 The p-cycle packet format at the IP layer

40



p-cycleID | Layer ID | Destination | Original MPLS Packet
address Route cost MPLS | IP
header | Packet

Figure 3-13 The p-cycle packet format at the MPLS layer

IP layer p-cycles have their unique characteristic. The IP layer is already restorable
in the sense that routing protocols (such as OSPF and BGP) will indirectly provide
protection after reconvergence [STAMOOa]. P-cycles provide an immediate real-time
detour to prevent the packet loss until conventional global routing reconvergence
occurs. Thus the p-cycle protection will serve as an immediate real-time detour, in
other word, a fast-acting but temporary protective measure which secures the
network traffic. That is to say, IP p-cycles are envisaged as the “fast” part of a “fast
plus slow” overall recovery process. This is also true in PMSM. Not only the IP layer,
but also the MPLS layer had the same ability to recover itself. P-cycles act as a

temporary fast recovery solution at both layers.
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Chapter 4 MULTI-FAILURE SURVIVABILITY

4.1 Introduction

Before the blooming of internet, networks that can survive one single failure are
sufficient for customers. Due to the exponential increase of service demands, the
possibility of dual (even multiple) failures becomes inevitable. Customers start to
pursue more robust and reliable services, which have pushed service providers and

researchers to put more energy on searching for multiple failure solution.

So far, most of the work on p-cycle network design has focused on efficiently
providing a guarantee for 100% restorability against any single span failure
[SCHUO4]. Some papers have discussed about dual-failure problems [SCHUO3b]
[SCHUO3a], but they just made an analysis on the cases that multiple failure can be
restored by p-cycles, left the situation that can not be survived by p-cycles unsolved.
[SCHUO4] recently produced a method to deal with multiple failures based on LLP

design problem with a high complexity.
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In this chapter, we will present a new method to provide multiple failure

survivability, which is easier, simpler and more efficient than the solution given by

[SCHU04].

4.2 Multi-Failure Survivability

Multiple failures can take place at one layer or different layers in a network. The
latter problem is easier to solve. The reason is as follows. If two failure links (at
different layers) have a relationship with each other (either ancestor or descendant of
each other according to the SRLG tree), recovering the lower layer link will survive
the higher layer link as well. If they have no relationship, which means one link is
neither a parent nor a child of the other and they have no inheritance relationship, the
network can execute both layer p-cycle protections simultaneously to survive both
links at the same time. The former case (failures occur at the same layer) is more

difficult to solve.

When multiple links fail at the same layer, they can automatically be recovered if
these failure links belong to different p-cycles. In the view of any individual p-cycle,
there is only one failure, so each p-cycle can provide recovery for each link
separately. When multiple failures presented themselves inside the same p-cycle, this
p-cycle will not be able to survive the second one, if there is no reconfiguration
[SCHUO03a] [SCHUO3b]. In this chapter, we provide a solution to survive multiple
failures which are at the same layer and the same p-cycle. It is called Multi-Failure

Survivability Scheme (MES).
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There are two general ways to solve a multiple-failure problem.

1) Trying to provide the maximum multi-failure survivability ability while keeping
the same network capacity.

2) Providing up to 100% multi-failure survivability by adding some additional
capacity while keeping the additional capacity at a tolerant level or minimizing the

extra capacity added.

MFS works with both models.

MFS has two procedures: the off-line calculation and the on-line selection. After the
system completes the normal p-cycle calculation (any of the proposed algorithm in
literature can be used, we call p-cycles found this way as “normal p-cycles”), it sets
up Link-Cycle Tables (LCTs) [HWANOS] and becomes eligible for single failure.
Based on the LCT and the network topology, a further execution is employed to find
some backup p-cycles for each link. This procedure is similar to the one that to find
the “Kth shortest path”. These backup p-cycles are called as “additional p-cycles”.
Normal p-cycles and additional p-cycles together form a p-cycle pool for each link.
Both the normal p-cycle algorithm and the backup p-cycle algorithm are complicated
and time-consuming. They are done in an off-line manner. When there is failure
(single failure or multiple failure), the system will choose the best p-cycle from a
proper layer to react. This p-cycle selection action is an on-line process. It is very

fast and needs much less CPU time than the off-line calculation.
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The off-line and on-line multi-failure survivability scheme (MFS) makes use of both
the precise and thorough calculation, and enables the system to behave within a short
time. All the complicate calculation is done off-line and the on-line selection is very

simple, so the recovery time will not be influenced by the complexity of the off-line

calculation algorithm.

4.3 Off-Line Centralized Calculation

4.3.1 A Valuable Observation

Through the SRLG tree, each node in the network gets the most updated knowledge
about the residual capacity, the working capacity and the spare capacity of all links.

This information is also stored inside a central database for sharing purpose.

During study, we got an interesting observation: when we mention the failure
recovery, we always suppose that there is a single failure, dual failures, or multiple
failures. When there is a single failure, it is automatically assumed that all the other
links and nodes, except this failed resource, are still working. When there are dual
failures, only these two resources are out of service. The same claim can be applied
to multi-failure cases. If all resources are down individually, and not caused by a
common reason, the whole network will be out of service, no need to talk about
survivability. This means, at a certain time, only one or several resources, more
specifically in this thesis, only one or several links (spans) are down, while the other
links (spans) are still working perfectly. This observation gives us an idea that, when

there is a single failure, we can use the network’s whole spare capacity to do our

45



protection job; when second failure comes out, the rest of the spare capacity can be

used, which is the total spare capacity minus the part that has been used for the first

failure; so as to the third failure, the fourth failure, ..., and the nth failure.

4.3.2 OPCA algorithm

Based on the above valuable observation, we contrived our off-line p-cycle

calculation algorithm (OPCA Algorithm).

1y

2)

3)

Calculate normal p-cycles by using any regular p-cycle design method.
Establish the Link-Cycle Table for the network. More than one p-cycle can
exist for a certain link. In this case, there will be more than one p-cycle in the
LCT for this link. After gathering information about normal p-cycles, the
network is capable to survive any single link failure (or multiple failures that
are inside different p-cycles).

Based on the normal p-cycle design, establish a protection topology for the
network. A network’s protection topology is built up by all the available
spare capacity of all links inside the network. With the help of failure
propagation and bandwidth propagation inside the SRLG tree, the network
can get to know exactly how much bandwidth is left at each link. If one link
fails, its capacity (both working capacity and spare capacity) will drop to zero.
A link should have at least one unit spare capacity to be able to be counted;
otherwise, its spare capacity will be marked as zero, and it will not appear in
the network’s protection topology.

For each link, calculate several shortest paths with lowest costs by using

Dijkstra’s Shortest Path Algorithm or any other shortest path algorithm to get
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4

K paths in the protection topology. The source and the destination of these K
paths are this link’s two end nodes. K can be any number as one wishes. It is
possible that the shortest paths found are less than K, when there are less than
K disjoint paths between this link’s two end nodes. We assume that the
number of the final shortest paths found is £. Combining these k shortest
paths together with the link itself, we get k& backup cycles. We call these
backup cycles “Additional P-cycles” (AP) as opposite to normal p-cycles.
Figure 4-1 shows an example, indicating how to find additional p-cycle for

link L, , . Figure 4-1(a) is the network’s protection topology after procedure (1)
(see Figure 3-10). The system finds the first shortest path using Dijkstra’s
Shortest Path Algorithm, called SP, . SP, and L, , together form a cycle A, .
Cycle P,, becomes the first additional p-cycle for L, ,. All the links, except
link L, itself, which are in the same p-cycle as L,, are deleted from the

topology (see Figure 4-1(b)). At the rest topology, Dijkstra’s Shortest Path
Algorithm is deployed again to get another shortest path.

This new path together with link L, , form another cycle. This cycle will be
the second additional p-cycle for link Z,, . These additional p-cycles are
named as 4P,, where “A” means additional, and “AP” stands for additional p-

cycle. AP, means the i, additional p-cycle for a certain link. This procedure

can keep going until there is no additional p-cycle can be found at the rest of
the protection topology or the desired amount of additional p-cycles has

already been found. This method assures that all additional p-cycles found
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are disjoint of each other, because the links which are used by one cycle will

not be used by any other cycles except the link being protected.

Rank additional p-cycles. All the additional p-cycles are ranked in the light of

their topological score (TS) or apriori efficiency (AE) [GROV02b] or any

other desirable criteria which are suitable for an individual network.

Establish P-Cycle Pool. After additional p-cycles are ranked, they are placed

inside a new table with all normal p-cycles in front of them. This new table

represents a P-Cycle Pool Table (PPT) for the link being protected (see Table

5)
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Figure 4-1 How to find Additional P-cycles
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The p-cycle pool is formed by normal p-cycles together with all additional p-cycles.
Any normal p-cycle (NP) is always placed on the top of any additional p-cycle (AP).
In case if there is more than one normal p-cycle, they will be ranked by their TS or
AE first, and be put at the proper position inside the p-cycle pool table. APs that
have higher ranks will always get topper positions than APs with lower ranks.
Whenever there is a failure, the system will choose a proper p-cycle from the p-cycle

pool. Each node maintains all its adjacent links’ p-cycle pools.

We would like to emphasize that the topology used here is the network’s protection
topology, not the original network topology. When a link is up, and it is not a part of
any previous p-cycles, if its spare capacity has been used up, it still will not be able
to provide any protection unit for any p-cycle. So this link will not appear at the
protection topology. Also when a link fails, it will not have any available capacity
any more. It will also be deleted from the protection topology. This guarantees that
p-cycles found through the off-line calculation can really provide protection units.

Each p-cycle offers exact one protection unit, the same as any other papers.

The advantage of our OPCA algorithm is obvious: additional p-cycles are diverse
from each other (except the protected link itself). This characteristic enables the
network to be able to survive multiple failures, which happen at the same time,

inside the same p-cycle.
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4.3.3 Some Improvements

In a dense network where the network capacity is almost used up, it is hard to find
proper APs. In this condition, some changes can be made to the OPCA algorithm: try
to find additional p-cycles as diverse as possible from each other, not necessarily to
be 100% diverse. So the OPCA algorithm will have more chance to find APs for

links.

An upper bound can also be defined: let the maximum amount of APs be n for each
link. After finding n APs for a certain link, the system will stop searching and turn to
the other link. If before the system gets n APs for a link, it can not find any proper

AP any more, it will also turn to another link.

4.4 On-Line Distributed Selection

The on-line selection is a simple and fast behavior. It is executed after each link has

got its p-cycle pool. Table 4-1 shows a sample P-cycle Pool Table (PPT) for L, , .

Inside a network, each node maintains its adjacent links’ PPTs while the central
database keeps record for the whole network, including different layers, different

links, and their relationship.

As soon as nodes adjacent to the failure detect failure signals, they will look at the

corresponding PPTs and choose proper p-cycles to use. This selection is always done

with respect to p-cycles’ rank, which means the system chooses p-cycles in a top-
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down manner from the PPT. If the first one is not available, then the second; if the

second one is still not available, then the third, till get one or fails to find any.

Ll,z : Pl,z L1,7 > L1,8 > L1,9
API L1,11 > L1,12 > L1,13 > L1,14 > L1,15
AP, L1,1 > L1,4 > L1,5 > ‘Ll,é > Ll,lO

Table 4-1 P-cycle Pool Table (PPT) for link L,

If any link, through which the p-cycle traverse, fails or its bandwidth has been used
up (e.g. already be used for other failure recovery), nodes will get this information,
either through the SRLG tree or by its own protocol (when changes are inside the

same layer), and revise their p-cycle pools’ state. For example, if L, ;is down or does
not have enough spare capacity, L, will be marked as “unavailable” inside the PPT.

Whenever there is one link unavailable, the corresponding p-cycle will definitely
become unavailable. Once the state of links changes, the status of p-cycles at each
PPT will change right after. Table 4-2 shows an example of this change when L, ; is
unavailable. The first available p-cycle inside the PPT, which is AF,, will be chosen

to recover L, .

L,: P, (unavailable) | L, ,(unavailable), L g, L, ,
AP] Ll,ll’L1,123L1,13’L1,14’L1,15
AP, L1,1 > L1,4 > LI,S > L1,6 s Ll,lO

Table 4-2 P-cycle Pool Table for L, , after L, ; becomes unavailable
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The on-line selection follows an up-to-down order to make sure that the best
available p-cycle will be selected first. P-cycles are marked “unavailable” at one time
does not mean that they will be always unavailable. They can be available again,
when the condition that makes it unavailable is removed. Each time the selection

starts from the top of the PPT.

4.5 Class of Protection

An additional function that can be achieved by MFS is the ability to provide

multilevel survivability, more specifically, the Class of Protection.

In the literature, several methods with different criteria have been introduced in the
protection/restoration area. These include the dedicated 1+1 protection/ restoration,
the shared 1:1, 1:n or m:n protection/restoration and the p-cycle protection. Each of
them varies from each other in two key prospects: the capacity efficiency and the
restoration speed. The dedicated 1+1 method is the fastest way for a survivable
network, while it suffers from the high requirement of redundant capacity. The
shared protection/restoration is capacity efficient, but it is relatively slow. The p-
cycle is a newly proposed concept. It is the only technique that can achieve both

mesh-efficiency and ring-speed.

In large networks, traffic differs from each other dramatically. Real-time multimedia
services always have high priority, such as on-line banking services, tele-medicine

services, and etc. There are also best-effort services that do not need any protection
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capacity. Some other services are in the middle, which have lower priority than
multimedia services, but higher priority than best-effort services. Different kinds of
traffic with different priorities need to be treated differently in the
protection/restoration domain. The concept of Class of Protection (CoP) has become

one of the most important criteria to evaluate a network’s quality.

MES can be a platform for CoP. Each traffic gets a priority number that shows its
required level of CoP upon its arrival. In this thesis, we define 3 level priorities P1,
P2, P3, where P1 is the highest priority and P3 is the lowest. The first class
protection is the “dedicated 1+1 protection”. The second class is the “p-cycle” and
the third one is the “shared protection” that can be either 1:1, 1:n or m:n. These 3
different levels are numbered by their different “restoration time” (see Table 4-3). A
Protection Pool is formed by all protection paths that are calculated by these 3

different methods.

At the stage of off-line calculation, the system calculates several protection paths for
every link, using these three different protection technologies (dedicated 1+1, shared
1:1 or 1:n or m:n, and p-cycle). Once a failure is detected, the on-line calculation will

be operated, and the best protection path will be chosen to recover the failure.

Class of protection Restoration time M
Dedicated 1+1 protection | <60ms 1
p-cycle protection <80ms 2
Shared protection <200ms 3

Table 4-3 Class of protection (CoP) [BLOUO03]
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Table 4-4 demonstrates a sample protection pool for link L, ,. The first row is M1

(Level 1 protection). The “D” in D1 presents “dedicated protection”. The “S” in S1
means “shared protection”. All protection paths are scheduled based on their CoP
(Class of Protection). It is not necessary for the system to always calculate all these
three level protection paths for all traffic. Some services do not need the dedicated
protection. Sometimes the shared protection may be sufficient for a service. Best-
effort services even do not need to consume any specific spare capacity at all. Their
protection pool can be empty. In general, some traffic will have M2 and M3
protection paths, but no M1 level path while others may only have M3 level path.
Once a link has a certain level protection path, the system will compute all its lower
level protection paths. Whenever a failure takes place, nodes adjacent to the failure
will look up the corresponding protection pool table and choose the first available
protection path to perform. When there is more than one failure, and their first
available protection paths need to traverse through the same spare capacity, their
priority (P1, P2 or P3) will be compared. The pre-empty mechanism is used. The
higher priority service will take this bandwidth and let the lower priority one to

search for another protection path from its protection pool.

L,: M1 Protection path D1 | All the links D1 traverse through
M2 P, Li7,Lg, Lo
M2 AP] L1,11 > L1,12 > L1,13 ’ L1,14 > L1,15
M2 APZ Ll,l’L1,4’L1,5’L1,6"L1,10
M3 Backup path S1 All the links S1 traverse through

Table 4-4 Protection Pool [HWANO05]

54



4.6 Rearrangeable On-Line Selection

In a real service network, the ability to recover failures in order to make the network
stable is more important than always providing the first degree service for clients, as
long as the service level is in the range that can be accepted by clients. Based on this,
we discovered an improved version of on-line selection algorithm, which is called
“Rearrangeable On-line Selection” that can significantly increase network’s ability to
survive multiple failures. MFS using the rearrangeable on-line selection algorithm is
called “Rearrangeable MFS” as opposite to the “Regular MFS”, which uses the

regular on-line selection algorithm.

The regular on-line selection algorithm always chooses the first available p-cycle
from the failure link’s PPT. Inside the PPT, p-cycles are ordered by their scores. P-
cycles with higher scores always have higher chance to be selected, especially for the
first failure. In case if this p-cycle traverses any link that is an on-cycle link of all p-
cycles in the PPT for the second failure, the system will fail to survive the second
one, although there exists a pair of p-cycles (one to survive the first failure and the
other one for the second failure) that can recover both failures. Also because of p-
cycle’s own characteristics, the one that has longer circumstance tends to have higher
rank, so the first p-cycle in the PPT usually traverses more links than any other p-
cycles, and makes the possibility that the system fails to survive the second failure,

very high. This badly affects the performance of our protection scheme.
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A new version of on-line selection that is called rearrangeable on-line selection can
solve this problem. For the first failure (suppose it is link1), the system will choose
the first p-cycle from its PPT. When the second failure (suppose it is link2) happens,
the system scans its p-cycle pool, if no p-cycle is available for the second failure, it
will try the second p-cycle from link1’s p-cycle pool, and scan 1ink2’s p-cycle pool
again. This procedure continues until the system finds an available pair of p-cycles to

survive both failures or it fails to find this pair.

The flowchart of the rearrangeable on-line selection algorithm is shown in Figure 4-2.

4.7 Summary

In this chapter, we initially present our motivation to provide multiple failure
survivability. A novel Multi-Failure Survivability Scheme (MFS) is introduced,
which consists of two stages: the off-line centralized calculation and the on-line
distributed selection. In the off-line stage, an off-line p-cycle calculation algorithm
(OPCA algorithm) is used to form a P-cycle Pool for each link in the network. Then
a P-cycle Pool Table is built up for each link. Every node maintains the PPTs of its
incoming and outgoing links. All PPTs are stored inside a central database for
sharing purpose. If any node wants to check any information about other links’ PPTs
which are not maintained by itself, it will refer to the central database. When failures
occur, the system triggers an on-line selection process and chooses proper p-cycles to
recover the failures. A rearrangeable on-line selection algorithm is also proposed that

can significantly increase the performance of MFS.
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When the regular on-line selection algorithm is used, it is called “Regular MFS”
while the name of “Rearrangeable MFS” is used for the rearrangeable on-line

selection algorithm. Both of them can provide the Class of Protection (CoP) for

different services.

MFS takes maximum advantage of the network resource to provide maximum
survivability of multiple failures without adding any additional network capacity. If
100% dual failure survivability is needed, some additional capacity can be added at

certain parts of the network.
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Figure 4-2 Flowchart of Rearrangeable On-line Calculation
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Chapter S SIMULATION RESULTS AND

PERFORMANCE ANALYSIS

5.1 Introduction

This chapter addresses the simulation issue. In this study, we performed intensive
simulations to evaluate the performance of our 2-stage multi-failure survivability
scheme (MFS) [HWANOS5]. As we already discussed in the previous chapters, when
multiple failures are at different p-cycles or the p-cycle reconfiguration is available,
these multiple failures can be recovered by regular p-cycle designs. MFS is aimed to
solve the most difficult situation, which may not be solved by the regular p-cycle
solution: multiple failures occur simultaneously at the same p-cycle and the p-cycle
reconfiguration is not possible. In this chapter, a simulator is developed. Simulation

results are gathered and carefully analyzed to evaluate the performance of MFS.
In current networks, the possibility of dual failures is much higher than triple failure

or more failures. So in this chapter, only dual failure cases are monitored.

The simulation process is made up of 3 parts:
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1) Get the proper p-cycle candidates. The Grow Algorithm [DOUCO03a] is used
to find out all the proper cycles of the network. These cycles will be used as p-cycle
candidates for further optimization. The Grow Algorithm is evolved from the
Straddling Link Algorithm (SLA) [ZHANO2a] and has been considered as a simple
and fast procedure to produce an initial subset of cycles with good efficiency, when
compared with the optimal pure ILP solution, which is to find out all possible cycles
of a network regardless their scores or ranks. We choose the Grow Algorithm
because it has low complexity and good efficiency.

) Find p-cycles. This is a p-cycle design procedure. We use AMPL to build up
the Integer Linear Programming (ILP) model and use CPLEX as the solver to get the
optimized solution. All cycles that have been chosen by CPLEX become p-cycles.

3) Calculate the probability to survive dual failures. Feed p-cycles that are
found by CPLEX back to the third part of our simulation program to get the
probability to recover dual failures. Two link failures that are inside a single p-cycle
are randomly chosen. MFS is used to try to find a p-cycle pair to survive them. The

probability of success is recorded.

Our simulator is implemented in Java language with object-oriented system design

approach. The source code exceeds 5,800 lines.
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5.2 Specification of Simulation

5.2.1 Test Networks

All simulations are performed over three different network topologies, i.e., the NSF
backbone network, the US long haul network and the EON network. These networks
are three widely used network topologies in both research and application fields, also

they have different characteristics, such as the size and the degree.

Topologies of the NSF network, the US long haul network and the EON network are

shown in Figure 5-1, Figure 5-2 and Figure 5-3, respectively.

Figure 5-1 NSF backbone network topology (14 nodes, 21 links)
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Figure 5-3 EON network topology (19 nodes, 39 links)
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Table 5-1 shows some important characteristics of these three networks. Their
differences in these three key aspects lead to different simulation result as we can see

from the numerical results.

NSF US long haul EON
Number of Nodes | 14 28 19
Number of Links 21 45 39
Degree of network | 3 3.21 4

Table 5-1 Three sample networks

5.2.2 Working Channel

In a real network, each span can have more than one working channel. At a certain
time, some of these working channels are carrying the traffic, while the others are
not. To investigate the performance of MFS scheme under different traffic patterns,
we conduct simulations at different conditions. The number of working channels in
each span is chosen to be 8, 16 or 32. In an optical network, this means each span has
8, 16 or 32 available wavelengths. The number of channels that carry the real traffic
is randomly chosen from 0 to K (K is chosen to be 8, 16 or 32), while the others are
idle. For example, in the case that each span has 8 working channels, if the number
of busy channel is randomly chosen to be 3, this means there are 3 channels carrying
the real traffic, and 5 other channels are idle. The p-cycle design will be executed
based on 3 busy channels for this span. The other 5 idle channels can be used by p-
cycles as a part of the network’s spare capacity, or remain as the working capacity

for further traffic demands.
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The purpose to define different numbers of working channels (8, 16 or 32) is to find
out whether the different number of working channels will have impact on the

performance of MFS scheme.

5.2.3 Sample Time

In order to get more general results, the number of busy channel at each span is
generated 10 times for each case (8, 16 or 32 working channel). Each time 1000
simulation runs are executed. Finally 10 results are gathered for each case and the

average of the probability is calculated as final results.

5.3 Results and Performance Analysis

In this section, we present various simulation results and conduct our analysis based

on these results.

5.3.1 Numerical Results

5.3.1.1 Data Obtained From the NSF Network

Numerical results of the probability to survive a second failure in the NSF network
are shown in Figure 5-4(a)-(c). Figure 5-5 demonstrates the results when all the

curves in Figure 5-4(a)-(c) are put inside one graph.
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Figure 5-4 Probability for NSF Network to survive a second failure
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Figure 5-5 Probability of NSF network in all 3 cases

It is evident from the graphs that in the NSF network, the second failure can be
survived by our MFS scheme with a probability of around 0.1 and 0.8, when using
regular MFS and rearrangeable MFS, respectively, without adding up any extra
capacity. All graphs show that the rearrangeable MFS has much better performance
than the regular one. When the number of working channel changes from 8, 16 to 32,

the probability of success remains almost the same.

5.3.1.2 Data Obtained From the US Long Haul Network

Numerical results of the probability to survive a second failure in the US Long Haul
Network are shown in Figure 5-6(a)-(c). Figure 5-7 demonstrates the results when all

the curves in Figure 5-6(a)-(c) are put inside one graph.
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Figure 5-7 Probability for US Long Haul in all 3 cases

From the graphs we can see that in the US Long Hual network, the second failure
can be survived by our MFS scheme with a probability of around 0.4 and 0.97, when
using regular MFS and rearrangeable MFS, respectively, without adding up any extra
capacity. All graphs show that the rearrangeable MFS has much better performance
than the regular one. When the number of working channel changes from 8, 16 to 32,
the probability of success remains almost the same. Compared with the NSF network,

MFS has better performance in the US Long Hual Network.

5.3.1.3 Data Obtained From the EON Network

Numerical results of the probability to survive a second failure in the EON Network
are shown in Figure 5-8(a)-(c). Figure 5-9 demonstrates the results when all the

curves in Figure 5-8(a)-(c) are put inside one graph.
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Figure 5-8 Probability of EON Network to survive a second failure
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Figure 5-9 Probability for EON Network in all 3 cases

All the graphs illustrate that in the EON network, the second failure can be survived
by our MFS scheme with a probability of around 0.75 and 0.98, when using regular
MFS and rearrangeable MFS, respectively, without adding up any extra capacity. All
graphs show that the rearrangeable MFS has much better performance than the
regular one. When the number of working channel changes from 8, 16 to 32, the
probability of success remains almost the same. When we compare the performance
result with the previous two networks, we can see that, in the EON network, both the
regular MFS and the rearrangeable MFS have higher probability to survive a second
failure than in the NSF network or US long haul network. The reason of this

performance difference is given in section 5.3.2.
5.3.2 Performance Analysis

5.3.2.1 The Regular MFS and the Rearrangeable MFS

From simulation results shown in Figure 5-4(a)-(c), Figure 5-6(a)-(c) and Figure 5-

8(a)-(c), one may have the very first impression that the rearrangeable MFS has
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accomplished a very good performance in all three test networks, while the
efficiency of the regular MFS is relatively lower. The Rearrangeable MFS can
achieve 0.76-0.852, 0.96-0.989, 0.975-0.996 probability to survive dual failures in
the NSF network, the US Long Haul network and the EON network, respectively,
while the regular MFS carries out 0.042-0.223,0.342-0.553,0.651-0.772 probability

in these three networks, respectively.

From the regular MFS to the rearrangeable MFS, the probability to succeed is greatly
improved. Both MFS schemes are executed at the situation that no extra spare
capacity is added into the network after the p-cycle design. The simulation results
have proved that our new MFS scheme (both the regular and the rearrangeable
version) has acceptable performance to survive double failures, especially when

using the rearrangeable one.

5.3.2.2 Different Number of Working Channels

From Figure 5-5, Figure 5-7 and Figure 5-9, we can conclude that in most networks,
the difference of working channel number does not have obvious influence on the
performance. In all three test networks, the range of success probability remains

almost the same when the number of working channel is changing from 8, 16 to 32.

5.3.2.2 Different Network Topologies

All the figures demonstrate that MFS performs quite different when the network
topology differs. Figure 5-11 shows the regular MFS probability to survive a second

failure, while Figure 5-12 illustrates the rearrangeable MFS probability. From these
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two figures, one can easily see the influence of different network topologies to

MFS’s execution efficiency.
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Figure 5-11 Rearrangeable MFS Probability Comparison for 3 networks

From the NSF network, the US Long Haul network to the EON network, the

performance of both MFS schemes has a same trend: the probability of success is

increasing. For the Regular MFS, it changes from an average of 0.09 in the NFS
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network, to an average of 0.4 in the US Long Haul, till reaches 0.72 in the EON
network, while the probability of the rearrangeable MFS is from an average of 0.79

in the NFS, to 0.97 in the US Long Haul, and 0.99 in the EON.

The reason of this trend can be explained by looking at Table 5-1. The NSF network
has 14 nodes and 21 links with a network degree of 3. The US Long Haul network
has 28 nodes and 45 links with a network degree of 3.25. The EON network has 19
nodes and 39 links with the highest degree among those networks, which is 4. The

higher a network’s degree is, the better MFS’s performance will be.

The reason is as follows. When a network has a higher degree, there will be more
links connected to each node, and more possible paths between any two nodes,
which means more cycles can be found for the links between these two nodes. This
determines that there will be more available cycles being found by the OPCA
Algorithm and there will be more cycles gathered at each link’s PPT, so more
options can be found when the system looks up the PPTs. At the end, MFS will have

a higher possibility to survive the second failure.

When the network degree increases only a little, the performance of MFS jumps a lot.
For example, when the network’s degree increases from 3 to 3.25 (compare the NSF
network with the US Long Haul network), the probability to recover the second
failure jumps from 0.09 to 0.4 when using the regular MFS, and jumps from 0.79 to

0.97 with the rearrangeable MFS. The degree of the EON network is 4. Its

73



probability to survive dual failures by the regular MFS can already achieve 0.72, and

the rearrangeable MFS can reach almost 100% success rate already.

5.3.2.3 Different Number of Links and Nodes in a Network

Another interesting observation is that the difference of the number of nodes and
links inside a network does not affect the performance result. The US Long Haul
network has more nodes and links than the EON network, but because it has a lower

degree, MFS outperforms in the EON than in the US Long Haul.

5.3 Conclusion

In this chapter, we provide detailed simulation results to evaluate the performance of
MFS, including the regular MFS and the rearrangeable MFS. Simulation results
show that MFS works well with different network topologies. The rearrageable
version of MFS has better performance than the regular one. Both versions will have

better chance to succeed when the network has higher degree.
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Chapter 6 CONCLUSIONS AND FUTURE

RESEARCH

6.1 Summary and Concluding Remarks

This thesis provided a complete solution for the protection and restoration using the
p-cycle technology in the GMPLS multi-layer architecture, which is the P-cycle
Multi-layer Survivability Mechanism (PMSM). A novel MFS multi-failure
survivability scheme is also proposed by which the network can recover multiple

failures.

To adapt the p-cycle into a multi-layer environment, an SRLG tree structure is used.
The SRLG tree concept is first presented by [NASEO4]. In this thesis, we use a
revised version of SRLG tree, which successfully simplified the SRLG model and
reduced its complexity. The Link-Cycle Table (LCT) concept is employed to record

all the necessary network resource information.
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Compared to any unlayered architecture, this multi-layer structure has many
advantages, such as bandwidth saving, better granularity, single layer function’s

simplification and the ability to form more powerful networks.

Based on this multi-layer network structure, we proposed the Multi-Failure
Survivability Scheme (MFS) to provide multiple failure survivability. MFS is
composed of two stages: (1) off-line calculation procedure, and (2) on-line selection
procedure. At the off-line calculation stage, a new algorithm OPCA is used to form a
P-Cycle Pool Table (PPT) for every link. Cycles in the PPT are chosen in the top-
down sequence when the link fails. The Rearrangeable MFS is also provided, which

can extraordinarily improve the performance of MFS.

MFS has been proved to have very good efficiency by our simulation results. In a
sparse network, such as the NFS network, the rearrangeable MFS can survive more
than 70% of dual failures. Once the degree of the network increases, the probability
of success also increases. In the US Long Haul network (with a degree of 3.25), the
success probability of regular MFS and rearrangeable MFS becomes 0.4 and 0.97
respectively. In the EON network (with a degree of 4), 72% dual failures can be
recovered by the regular MFS and 98% by the rearrangeable MFS. This means in a
dense network, most of the second failure can be recovered by the rearrangeable

MEFS.
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MFS also offers networks a potential to provide the Class of Protection, which gives

networks the power to provide better service.

MES is efficient, because it is executed with no extra capacity cost. It is implemented
after the regular p-cycle design without adding any extra spare capacity. It can also
be used to survive the third or the fourth failure, or even more, by using the same

algorithm.

6.2 Future Research

In this thesis, we provided a mechanism named PMSM to adapt the p-cycle concept
to GMPLS networks. A new scheme called MFS (Multi-Failure Survivability
Scheme) is also proposed to survive the network from multiple failures. As an
extension to the work we have carried out in this thesis, the future research work can
be summarized as follows:
¢ In a multilayered network, the coordination between different layers is very
important. How can different layers properly communicate with each other?
A new multi-layer protocol is needed to solve this problem.
¢ In this thesis, we provide algorithms and simulation results with the object of
“maximize the probability to survive the second failure without adding up
any extra network capacity”. Algorithms and simulations can also be
employed by using another object: “minimize the extra network capacity
while realizing 100% dual failure survivability”. New algorithms are needed

to solve the problem about where and how to add the extra network capacity.
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In this thesis, we implement simulations to calculate the probability for MFS
to survive dual failures. Implementation can also be carried out to simulate
MES’s performance when there are three, four or even more failures at the
same time.

PMSM and MFS can be executed in any kind of networks. In this thesis, we
only conducted algorithms and simulations for general network designs,
without any specification on network type. If they are used inside an optical
network, the assumption is that all the nodes have full wavelength conversion
ability. If one wants to use them specifically in an optical network that not all
nodes can do wavelength conversion, the wavelength continuity constraint
has to be taken into consideration. The OPCA algorithm has to be revised to
add up the wavelength continuity constraint. We left this interesting topic to

our future research work.
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