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Abstract

A mix of physics, mathematics, and computer science, the study of quantum informa-

tion seeks to understand and utilize the information that can be held in the state of a

quantum system. Quantum cryptography is then the study of various cryptographic

protocols on the information in a quantum system. One of the goals we may have is

to verify the integrity of quantum data, a process called quantum message authen-

tication. In this thesis, we consider two quantum message authentication schemes,

the Clifford code and the trap code. While both of these codes have been previously

proven secure, they have not been proven secure in the simulator model, with an

efficient simulation. We offer a new class of simulator that is efficient, so long as

the adversary is efficient, and show that both of these codes can be proven secure

using the efficient simulator. The efficiency of the simulator is typically a crucial

requirement for a composable notion of security. The main results of this thesis have

been accepted to appear in the Proceedings of the 9th International Conference on

Information Theoretic Security (ICITS 2016).
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Chapter 1

Introduction

Quantum cryptography was first popularized by the publication of a quantum key

distribution protocol, presented by Bennett and Brassard, called BB84 [BB84]. The

BB84 protocol sends quantum states between two parties in order to establish a

shared classical key, from an initial short key. BB84 was the first instance which used

quantum particles in the context of securing information, and it spurred an interest

in the ways in which we can use quantum information to secure classical data. As

the field progressed, some researchers asked if we could achieve the same, or better,

results on quantum data.

Since the publication of [BB84], the field of quantum cryptography has come a

long way. While key distribution is still often thought of as the most successful quan-

tum cryptographic technology, [BEM+07, Feh10], there is actually a depth of research

that has been presented achieving various cryptographic goals on quantum data. We

have seen both proofs of protocols and impossibility proofs for many different crypto-

graphic protocols. For example, bit commitment, the idea that you can choose a bit

and not be able to alter it, but also not have to reveal it until a certain time, was shown

to be impossible to prove unconditional security in the quantum setting [BCMS97].

On the other hand, universal blind computations, where a client can have a server

perform computations without the server knowing the client’s input, output, or com-

putations, have been shown to be possible in the quantum setting [BFK09]. We have

seen protocols that offer quantum fully homomorphic encryption, that is, encryption

1



CHAPTER 1. INTRODUCTION 2

that would allow for computations to be performed on the data without having to

decrypt it, for an increasingly large family of quantum circuits [BJ15,DSS16]. We

have seen the development of quantum secret sharing [CGL99], quantum multiparty

computation [BCG+06], and quantum oblivious transfer [BBCS01], to name just a

few [BS16]. Quantum message authentication is another fundamental cryptographic

goal that we have achieved [BCG+02, BCG+06, ABE10, BGS13, DNS12].

Quantum message authentication schemes are families of keyed encoding and de-

coding maps, designed to detect tampering on encoded quantum data. They were

first introduced in [BCG+02] where they were given in a very efficient form based on

purity testing and were shown to satisfy a composable notion of security [HLM11].

Since then, additional quantum message authentication codes have been intro-

duced including the signed polynomial code [BCG+06, ABE10], the Clifford code

[ABE10, DNS12], and the trap code [BGS13]. In this thesis, we focus on the Clifford

and trap codes since they have a nice structure that makes them not only easy to

study, but also useful within other protocols. Since the Cliffords and Paulis, applied

to the messages in the Clifford and trap codes respectively, are highly structured,

they allow for certain types gates to be performed through the authentication, called

quantum computation on authenticated data (QCAD) [BGS13].

Part of the challenge in this field is how new it still is. We talk about each of

the protocols above being proven to be secure or shown to be impossible to prove

security, but they do not all follow the same proof model and in some cases do not

prove security under the same assumptions. Even if we look specifically at the five

different papers mentioned above with quantum message authentication schemes of

some sort, they have different security definitions.

One of the ways that we can address this issue is to introduce the concept of a

composable security notion [HLM11]. A composable notion of security is the idea

that protocols proven secure within this definition can be composed and still be

secure. Clearly this is a desirable property, especially when working with protocols

that perform basic tasks which are likely to be implemented within larger protocols.

More formally, as described in [BW16], based on the work of [DNS12], the secu-

rity of quantum message authentication schemes is typically defined in terms of the
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existence of an ideal channel that consists of a simulator and the ideal functionality.

The simulator only acts on the reference system of the message along and has access

to the attack. Based on this information it outputs to the ideal functionality whether

to act as the identity on the input message and accept, or to reject the message and

replace it with a fixed state. The protocol is secure if the the real-world protocol (in-

volving the adversary) is statistically indistinguishable from the ideal-world protocol

(involving the simulator). This type of definition fits in the quantum Universal Com-

posability (UC) [Can01, Unr10] framework, as long as we add a further condition: if

the adversary runs in polynomial time, so must the simulator (an efficient simula-

tion). Until now, direct efficient simulations were known only for the purity-testing

based codes [BCG+02].

The work in this thesis focuses on defining a simulator that is efficient and then

using that simulator to prove the security of two quantum message authentication

schemes, the Clifford code and the trap code.

1.1 Structure

The thesis is structured as follows. Chapter 2 gives an overview of the quantum

information background required. Chapter 3 gives an overview of the work in quan-

tum message authentication prior to this research, and then provides the necessary

definitions to prove security. Chapter 4 describes the two codes that are considered

in this thesis, the Clifford code (Section 4.1) and the trap code (Section 4.2). Chap-

ter 5 offers the security proof for the two codes, in addition to defining the simulators

required in each case. Finally, Chapter 6 discusses some the problems that further

work in this area could explore and Appendix A offers a summary of the notation

used. We note that the main results of this thesis have been accepted for publication

and will appear in the Proceedings of the 9th International Conference on Information

Theoretic Security (ICITS 2016). As such, Chapters 4 and 5 follow [BW16] closely.



Chapter 2

Quantum Information

Quantum information is a fascinating combination of quantum mechanics, computer

science, and information theory. In contrast to classical computing which uses the

bit as its fundamental concept, quantum information and quantum computing uses

the quantum bit or qubit. Physically, a qubit is given as a two level quantum system.

A common physical interpretation would be a light particle, called a photon, that is

polarized in one of two ways, either vertically or horizontally. Mathematically, we

use two dimensional complex vectors to represent the state of a pure qubit. The pure

qubit is the fundamental unit within quantum information but we will introduce a

more abstract version, a mixed state qubit, later. The concept of a qubit can also

be further generalized into a d-level system, called a qudit. We will not need this

generalization, but simply note that quantum information is not limited to two level

systems.

Throughout this thesis, we will use Dirac’s “bra-ket” notation to express row and

column vectors. A ket is used to denote a column vector, for example |0〉 =

[
1

0

]
, and

a bra is used to denote a row vector, for example 〈0| =
[
1 0

]
.

Using the bra-ket notation we can simplify our notation significantly. In addition

to representing row and column vectors easily, we can also simplify the notation for

certain vector operations. The inner product, or dot product, of two vectors, φ and ψ

is given by 〈φ | ψ〉. The outer product is given by |φ〉 〈ψ|.

4



CHAPTER 2. QUANTUM INFORMATION 5

In order to introduce all of the characteristics of qubits, we will use the four

postulates of quantum mechanics. We will follow the presentation of the postulates

of Nielson and Chuang [NC00].

2.1 State Space

Postulate 1. Associated to any isolated physical system is a complex vector space

with inner product (that is, a Hilbert space) known as the state space of the system.

The system is completely described by its state vector, which is a unit vector in the

system’s state space.

This postulate allows us to represent any qubit by its state vector. In quantum

information we have two unit vectors that are ubiquitous, |0〉 and |1〉. They form

what we call the computational basis, which is defined as:

Definition 2.1.1. The computational basis is given by two perpendicular vectors,

represented using the Dirac bra-ket notation as:

|0〉 =

[
1

0

]
and |1〉 =

[
0

1

]
.

We will also often use what we call the Hadamard Basis.

Definition 2.1.2. The Hadamard basis is given by two perpendicular vectors:

|+〉 =
1√
2

(|0〉+ |1〉) and |−〉 =
1√
2

(|0〉 − |1〉).

As we can see in the definition of the Hadamard basis, the states of qubits are

not limited to simply |0〉 or |1〉. Quantum states can also be in what is called a

superposition of states. This is a fundamental difference between classical and quan-

tum information. We can denote an arbitrary qubit by |ψ〉 = α |0〉 + β |1〉, where

α, β ∈ C and |α|2 + |β|2 = 1. This state is in a superposition of the two computa-

tional basis states where the squared norms of the complex coefficients, α and β, give

a probability distribution. While the state should be seen to be in both |0〉 and |1〉 at

the same time, the squared norms of the coefficients give the probability that, when
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measured in the computational basis, the result will be 0 or 1. In other words, the

qubit, when measured, will be in the state |0〉 with probability |α|2 and similarly, the

probability that the qubit will be measured in the state |1〉 is given by |β|2. This of

course begs the question of what it means to measure a qubit. This will be addressed

in Postulate 3.

We note that we often use the computational basis and the Hadamard basis be-

cause the two are mutually unbiased. Specifically, the squared norm of the inner

product of any basis state in the computational basis with any basis state in the

Hadamard basis will be 1
2
. Physically, this can be interpreted as a basis state from

the computational basis, when measured in the Hadamard basis, has an equal prob-

ability of being in either of the basis states of the Hadamard basis and vice versa.

2.2 Evolution

Postulate 2. The evolution of a closed quantum system is described by a unitary

transformation. That is, the state |ψ〉 of the system at t1 is related to the state |ψ′〉
of the system at time t2 by a unitary operator U which depends only on the times t1

and t2,

|ψ′〉 = U |ψ〉 . (1)

We use unitary operators to describe quantum gates or the intentional, controlled

evolution of qubits. For this reason, an attack on a system is typically represented

as an arbitrary unitary operation. There is an important class of unitary operators

that are used frequently in quantum cryptography, the Pauli matrices.

The Pauli Matrices for single-qubit gates are given by:

I =

[
1 0

0 1

]
, X =

[
0 1

1 0

]
, Z =

[
1 0

0 −1

]
, and Y = iXZ =

[
0 −i
i 0

]
. (2)

Where the X Pauli is analogous to the classical bit flip (swapping the |0〉 and |1〉),
and the Z Pauli is considered the phase flip (flipping the sign of β in the arbitrary

qubit α |0〉+ β |1〉). The I Pauli is, of course, the identity which does nothing to the

qubit. It is not hard to see that these matrices form a basis for all 2 × 2 complex
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matrices, when we allow complex coefficients. We can therefore decompose any single

qubit gate into a linear combination, with complex coefficients, of single qubit Pauli

matrices. We will discuss the Paulis in more detail in Section 2.11.

Another important unitary operator is the Hadamard gate, which takes basis

states from the computational basis to the Hadamard basis and vice versa. The

Hadamard gate is given by:

H =
1√
2

[
1 1

1 −1

]
. (3)

The Hadamard matrix applied to each of the basis states results in the following

transformations:

H |0〉 = |+〉 , H |1〉 = |−〉 , H |+〉 = |0〉 , H |−〉 = |1〉 . (4)

2.3 Quantum Measurement

Postulate 3. Quantum measurements are described by a collection {Mm} of mea-

surement operators. These are the operators acting on the state space of the system

being measured. The index m refers to the measurement outcomes that may occur

in the experiment. If the state of the quantum system is |ψ〉 immediately before the

measurement then the probability that the result m occurs is given by

p(m) = 〈ψ|M †
mMm |ψ〉 , (5)

and the state of the system after the measurement, given that m was observed, is

Mm |ψ〉√
〈ψ|M †

mMm |ψ〉
. (6)

The measurement operators satisfy the completeness equation,∑
m

M †
mMm = I. (7)

The completeness equation expresses the fact that probabilities sum to one:

1 =
∑
m

p(m) =
∑
m

〈ψ|M †
mMm |ψ〉 . (8)
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Now when we look at our arbitrary qubit, |ψ〉 = α |0〉 + β |1〉, we can define the

measurement projectors M0 = |0〉 〈0| and M1 = |1〉 〈1|. We can see that p(0) =

〈ψ|M †
0M0 |ψ〉 = |α|2, as previously claimed, and the state after measurement is given

by M0|ψ〉√
〈ψ|M†

0M0|ψ〉
= α√

α2
|0〉 = |0〉. Importantly, we also note that once measured the

state is changed. In this case, if we measure and find the state to be |0〉, we lose any

information about what the coefficients α and β were.

We note that we can use this construction to distinguish between orthonormal

states, however, we cannot reliably distinguish between non-orthogonal states. A

proof of this can be found in [NC00].

2.4 Composite Systems

Postulate 4. The state space of a composite physical system is the tensor product of

the state spaces of the component physical systems. Moreover, if we have systems

numbered 1 through n, and the system number i is prepared in the state |ψi〉, then

the joint state of the total system is |ψ1〉 ⊗ |ψ2〉 ⊗ . . .⊗ |ψn〉.

Similarly, if we want to talk about the operators acting on a composite system,

we refer to the tensor product, defined in Section 2.5, of the operators acting on each

component system.

2.5 Tensor Products

We will follow the presentation of [NC00] in defining the tensor product. The tensor

product is a way of combining two vector spaces to form a larger vector space.

If we let V and W be vectors spaces of dimension m and n respectively, and further

assume that V and W are Hilbert spaces, since this is the context in which we will use

the definition, then V ⊗W is an mn dimensional vector space. For |v〉 of V and |w〉
of W , the elements of V ⊗W are linear combinations of tensor products |v〉⊗ |w〉. In

particular, if |i〉 and |j〉 are orthonormal bases for the spaces V and W then |i〉 ⊗ |j〉
is a basis for V ⊗W .

By definition the tensor product satisfies the following basic properties:
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1. For an arbitrary scalar z and elements |v〉 of V and |w〉 of W ,

z(|v〉 ⊗ |w〉) = (z |v〉)⊗ |w〉 = |v〉 ⊗ (z |w〉).

2. For arbitrary |v1〉 and |v2〉 of V and |w〉 of W ,

(|v1〉+ |v2〉)⊗ |w〉 = |v1〉 ⊗ |w〉+ |v2〉 ⊗ |w〉 .

3. For arbitrary |v〉 of V and |w1〉 and |w2〉 of W ,

|v〉 ⊗ (|w1〉+ |w2〉) = |v〉 ⊗ |w1〉+ |v〉 ⊗ |w2〉 .

Finally, we note that if we have two linear operators, A and B acting on V and W ,

respectively, we can define a linear operator (A⊗B)(V ⊗W ) ≡ A |v〉+B |w〉.

2.6 Entanglement

Another key difference between classical and quantum information is that quantum

states can be entangled. Entanglement expresses the fact that the states of two

qubits can be codependent. If you measure one qubit and force it to be in a certain

state that can also influence the second qubit, even if they are physically separated.

Mathematically, this is a fairly simple concept to express. When we talk about the

state of a composite physical system being the tensor product of the component

physical systems, a 2-qubit entangled state, |ψ〉 is entangled if there are no single

qubit states |γ〉 and |δ〉 such that |ψ〉 = |γ〉 ⊗ |δ〉. This notion can be extended to

have entanglement between more than 2 qubits, as well. In simple terms, an entangled

state is the smallest component system of a composite system, even though it contains

more than one qubit.

We denote a two-qubit maximally entangled pure state as |Φ+〉 = 1√
2
(|00〉+ |11〉).

This is one of four Bell states. The other three Bell states are also maximally entangled

pure states, |Φ−〉 = 1√
2
(|00〉−|11〉), |Ψ+〉 = 1√

2
(|01〉+|10〉), and |Ψ−〉 = 1√

2
(|01〉−|10〉).

The four Bell states are orthogonal and therefore perfectly distinguishable and so we

can perform a projective measurement into the Bell basis and determine which of the

four Bell states we have. This is called a Bell basis measurement.
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2.7 Density Operators and Mixed States

Now that we are comfortable with the state vector formalism, we reveal that it is

not a complete description of possible quantum states. The state vector formalism

refers only to what we call pure states. In addition to pure states, we can have a

more general notion, mixed states. Mixed states require a different formalism, the

density operator or density matrix. The density operator is the most general notion

of quantum information. The density operator allows us to express states that are

in some sort of probabilistic mixture of pure states. If the state is in |ψi〉 with

probability pi, (where i belongs to some finite set I that indexes pure states), then

we denote an ensemble of pure states with {pi, |ψi〉}. The density operator for the

system is defined by the equation:

ρ ≡
∑
i∈I

pi |ψi〉 〈ψi| . (9)

Clearly, given ρ, it is not possible to uniquely determine an ensemble that gives ρ

since this form is not, in general, unique. For example, the ensemble of |0〉 and |1〉 with

equal probability and the ensemble that contains |+〉 and |−〉 with equal probability

gives the same density operator, ρ =

[
1
2

0

0 1
2

]
.

There are two additional conditions that the density operator must satisfy; ρ must

have trace (sum of the diagonal entries of the matrix, denoted tr) equal to one, and ρ

must be a positive semidefinite matrix, which means that if ρ is an n × n complex

matrix, then for every non-zero column vector of n complex numbers, m, the scalar

m†ρm is greater than or equal to 0.

Clearly, pure states can be represented in this same formalism, where instead of

a sum, we have just one term, |ψ〉 〈ψ|.
Now that we have expanded the states we can represent, we can reformulate the

postulates using the density operator notation:

Postulate 1. Associated to any isolated physical system is a complex vector space with

inner product (that is, a Hilbert space) known as the state space of the system. The

system is completely described by its density operator, which is a positive operator ρ



CHAPTER 2. QUANTUM INFORMATION 11

with trace one, acting on the state space of the system. Given a finite set of indexes

of density operators, I, if a quantum system is in the state ρi with probability pi, for

i ∈ I then the density operator for the system is
∑
i∈I

piρi.

Given the conditions on the density operators, we know that density opera-

tors can equivalently be seen as compact self-adjoint linear operators in the Hilbert

space [GHW09].

Postulate 2. The evolution of a closed quantum system is described by a unitary

transformation. That is, the state ρ of the system at time t1 is related to the state of

ρ′ of the system at time t2 by a unitary operator U which depends only on the times

t1 and t2,

ρ′ = UρU †. (10)

In the algebraic formalism, we can see a unitary transformation as a bounded

linear operator, U : H → H, where H is a Hilbert space, I is the identity, and

where U †U = UU † = I, or U is self-adjoint. Further to that, we observe that any

B in the space of bounded linear operators acting on a Hilbert space, H, is a linear

combination of self-adjoint bounded linear operators, or unitary operators.

Postulate 3. Quantum measurements are described by a collection {Mm} of mea-

surement operators. These are operators acting on the state space of the system

being measured. The index m refers to the measurement outcomes that may occur

in the experiment. If the state of the quantum system is ρ immediately before the

measurement then the probability that result m occurs is given by

p(m) = tr(M †
mMmρ), (11)

and the state of the system after the measurement, given the outcome m was ob-

served, is
MmρM

†
m

tr(M †
mMmρ)

. (12)

The measurement operators satisfy the completeness equation,∑
m

M †
mMm = I. (13)
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Postulate 4. The state space of a composite physical system is the tensor product of

the state spaces of the component physical systems. Moreover, if we have systems

numbered 1 through n, and system number i is prepared in the state ρi, then the

joint state of the total system is ρ1 ⊗ ρ2 ⊗ . . .⊗ ρn.

2.8 Quantum Channels

Here we continue to generalize to quantum channels, the most general quantum op-

eration. Intuitively, quantum channels are operations that take quantum states to

quantum states. Formally, if ρ is a valid density operator, then a quantum channel,

T , applied to ρ, given by T (ρ), must also be a valid density operator. In order for this

to be the case, T must be trace preserving, that is, tr(ρ) = tr(T (ρ)). Furthermore,

since ρ is a positive matrix, T (ρ) must be as well. However, we also want to be able

to apply a quantum channel to only a part of a system and still be valid, so we re-

quire that (T ⊗ In)(ρ) is a positive matrix, for all values of n ∈ N. This requirement

is equivalent to being completely positive. Together, these two requirements give us

the description of a quantum channel, a completely positive trace preserving (CPTP)

map.

2.9 Trace Norm and Trace Distance

We will often need a measure of distinguishability between quantum states. To do

this, we use the trace distance. The trace distance is a value between zero and one that

represents the probability that given two states, ρ and σ, an observer would be able to

distinguish between the two states using a single measurement. It is equal to zero if

and only if ρ and σ are the same state, and therefore perfectly indistinguishable, and

it is equal to one if and only if ρ and σ have orthogonal supports, in which case they

are perfectly distinguishable. The trace distance is denoted D(ρ, σ) and is defined in

terms of the trace norm as D(ρ, σ) = 1
2
‖ρ− σ‖1. The trace norm of a state, ‖ρ‖1,

is defined as ‖ρ‖1 = tr[
√
ρ†ρ] =

∑
i

√
λi, where the λi are the eigenvalues of the
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matrix ρ†ρ. The trace norm, and therefore the trace distance, satisfies the triangle

inequality: ‖ρ+ σ‖1 ≤ ‖ρ‖1 + ‖σ‖1.

2.10 Permutations

When we want to change the order of the qubits in a system, we will apply a per-

mutation map. We use Πn to denote the set of all permutation maps on n qubits.

A permutation map, denoted throughout by π, is a unitary operation that acts on n

qubits and permutes the order of the n qubits. This can equivalently be seen as a per-

mutation, σ, of the indices of the qubits, where π would take the ith qubit to the σ(i)th

position. Permutation maps are orthogonal, real valued matrices so π−1 = π†.

2.11 Pauli Matrices

Recall that the four single qubit Pauli matrices are given by:

I =

[
1 0

0 1

]
, X =

[
0 1

1 0

]
, Z =

[
1 0

0 −1

]
, and Y = iXZ =

[
0 −i
i 0

]
, (14)

and any single qubit quantum gate can be written as a complex linear combination

of the four Pauli matrices.

Then an n-qubit Pauli matrix is given by the n-fold tensor product of potentially

different single-qubit Pauli matrices. We denote the set of all n-qubit Pauli matri-

ces by Pn, where |Pn| = 4n. We can similarly decompose any n-qubit operator into

a linear sum of Paulis. We write any n-qubit unitary as U =
∑

P∈Pn
αPP , with∑

P∈Pn
|αP | = 1. This is called the Pauli decomposition of a unitary quantum opera-

tion. When the number of qubits is clear from context, or unimportant, we will often

simply refer to them as “Pauli matrices” or “Paulis”.

The Pauli weight of an n-qubit Pauli, denoted ω(P ), is the number of non-identity

Paulis in the n-fold tensor product. We will also define sets of Paulis composed only

of specific Pauli matrices, such as {I,X}⊗n which is the set of all n-qubit Paulis

composed of only I and X Paulis, or {I, Z}⊗n which is the set of all n-qubit Paulis



CHAPTER 2. QUANTUM INFORMATION 14

composed of only I and Z Paulis. Additionally, we note that since we do not distin-

guish Pauli matrices by a coefficient of ±1 or ±i, an arbitrary Pauli can be defined

by whether or not there is an X and/or a Z Pauli at each index. Therefore, given

two n-bit strings, a and b, then we can write any P ∈ Pn as P = XaZb, where Xa

indicates the n-fold tensor product of I in every index that a has a 0, and X in every

index that a has a 1 and Zb is defined the same way, as the n-fold tensor product of I

in every index that b has a 0, and Z in every index that b has a 1. This means that

we can uniquely, up to a multiplicative factor of {±1,±i}, identify a Pauli by giving

two n-bit strings. We also note that since X and Z anti-commute, for a single qubit

Pauli, XaZb = (−1)abZbXa. For an n-qubit Pauli, we have that for each index i from

1 to n, XaiZbi = (−1)aibiZbiXai . Finally, Paulis are self-inverses, so P = P−1 = P †.

The following lemma, called the Pauli Twirl [DCEL09], shows how we can greatly

simplify expressions that involve the twirling of an operation by the Pauli matrices.

The proof of this lemma closely follows the technique in [Bro15, ABE10], but extends

to the general case for n-qubit Paulis. We also note that an alternate proof of this

theorem appeared in [DCEL09].

Lemma 2.11.1 (Pauli Twirl). Let P, P ′ be Pauli operators in Pn. Then for any

density operator, ρ, it holds that:

1

|Pn|
∑
Q∈Pn

Q†PQρQ†P ′†Q =

0, P 6= P ′

PρP †, otherwise .

Proof. Suppose P = XaZb and P ′ = Xa′Zb′ , where a, b, a′, b′ are binary strings of

length n. We will first consider the case where P 6= P ′. Then, in this case, there

exists at least one index where at least one bit of a disagrees with one bit of a′ or one

bit of b disagrees with one bit of b′. We will call this index j, and remark aj 6= a′j

and/or bj 6= b′j.

Next, we will consider how the term Q†PQ behaves. We can similarly write Q as

XcZd, where c and d are binary strings of length n. Then:

Q†PQ = (XcZd)†XaZbXcZd

= ZdXcXaZbXcZd. (15)
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Now we can rearrange this expression if we know how the Paulis commute or anti-

commute. We know that for the ith single qubit Pauli in the n-fold tensor product, we

can describe whether or not the pairs of Paulis Xa and Zd, and Zb and Xc commute

at that index by (−1)cibi(−1)diai , where ai, bi, ci, di denotes the ith bit in each of the

n-bit strings.

Then if we rewrite ZdXcXaZbXcZd in terms of ZdXcXcZdXaZb, the necessary

coefficient is given by:

n∏
i=1

(−1)cibi(−1)diai = (−1)

n⊕
i=0

cibi⊕diai
. (16)

Therefore,

Q†PQ = ZdXcXaZbXcZd

= (−1)

n⊕
i=0

cibi⊕diai
ZdXcXcZdXaZb

= (−1)

n⊕
i=0

cibi⊕diai
XaZb. (17)

We can do the same for the term with P ′:

Q†P ′Q = ZdXcXa′Zb′XcZd

= (−1)

n⊕
i=0

cib
′
i⊕dia′i

ZdXcXcZdXa′Zb′

= (−1)

n⊕
i=0

cib
′
i⊕dia′i

Xa′Zb′ . (18)

Now let us consider the twirled state, using the above expressions:
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1

|Pn|
∑
Q∈Pn

Q†PQρQ†P ′†Q

=
1

|Pn|
∑
c,d

ZdXcXaZbXcZdρZdXcXa′Zb′XcZd

=
1

|Pn|
∑
c,d

(−1)

n⊕
i=0

cibi⊕diai
ZdXcXcZdXaZbρ(−1)

n⊕
i=0

cib
′
i⊕dia′i

ZdXcXcZdXa′Zb′

=
1

|Pn|
∑
c,d

(−1)

n⊕
i=0

cibi⊕diai
XaZbρ(−1)

n⊕
i=0

cib
′
i⊕dia′i

Xa′Zb′

=
1

|Pn|
∑
c,d

(−1)

n⊕
i=0

cibi⊕diai⊕cib′i⊕dia′i
XaZbρXa′Zb′

=
1

|Pn|
∑
c,d

(−1)

n⊕
i=0

ci(bi⊕b′i)⊕di(ai⊕a′i)
XaZbρXa′Zb′ . (19)

From here we can pull out the jth index from the rest (recall that the jth index is

where at least one of a, a′ or b, b′ disagree):

=
1

|Pn|
∑
c,d

(−1)cj(bj⊕b′j)⊕dj(aj⊕a′j)(−1)

n⊕
i=0,i 6=j

ci(bi⊕b′i)⊕di(ai⊕a′i)
XaZbρXa′Zb′ . (20)

Since we have at least one of aj 6= a′j or bj 6= b′j, then we have three possible scenarios:

1. aj = a′j, bj 6= b′j, then:

=
1

|Pn|
∑
c,d

(−1)cj(1)⊕dj(0)(−1)

n⊕
i=0,i6=j

ci(bi⊕b′i)⊕di(ai⊕a′i)
XaZbρXa′Zb′ . (21)

And since half of all c terms will have cj = 0 and half will have cj = 1, then we

have:

=
1

|Pn|
∑
c,d

(
1

2

)
(−1)

n⊕
i=0,i 6=j

ci(bi⊕b′i)⊕di(ai⊕a′i)
XaZbρXa′Zb′

− 1

2
(−1)

n⊕
i=0,i 6=j

ci(bi⊕b′i)⊕di(ai⊕a′i)
XaZbρXa′Zb′

= 0. (22)
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We can use the same logic for d in the next case:

2. aj 6= a′j, bj = b′j, then:

=
1

|Pn|
∑
c,d

(−1)cj(0)⊕dj(1)(−1)

n⊕
i=0,i 6=j

ci(bi⊕b′i)⊕di(ai⊕a′i)
XaZbρXa′Zb′

=
1

|Pn|
∑
c,d

(
1

2

)
(−1)

n⊕
i=0,i 6=j

ci(bi⊕b′i)⊕di(ai⊕a′i)
XaZbρXa′Zb′

− 1

2
(−1)

n⊕
i=0,i 6=j

ci(bi⊕b′i)⊕di(ai⊕a′i)
XaZbρXa′Zb′

= 0. (23)

3. And finally, aj 6= a′j, bj 6= b′j, then:

=
1

|Pn|
∑
c,d

(−1)cj(1)⊕dj(1)(−1)

n⊕
i=0,i6=j

ci(bi⊕b′i)⊕di(ai⊕a′i)
XaZbρXa′Zb′ . (24)

Here we have that again, of the possible c and d terms, cj ⊕ dj will be 0 in half

of the cases (when cj and dj agree) and cj ⊕ dj will be 1 in half of the cases

(when cj and dj disagree). Therefore:

=
1

|Pn|
∑
c,d

(
1

2

)
(−1)

n⊕
i=0,i 6=j

ci(bi⊕b′i)⊕di(ai⊕a′i)
XaZbρXa′Zb′

− 1

2
(−1)

n⊕
i=0,i 6=j

ci(bi⊕b′i)⊕di(ai⊕a′i)
XaZbρXa′Zb′

= 0. (25)

As we can see, in each case, the sum when P 6= P ′ is 0. The last thing to do is

consider the case when P = P ′. In this case, since ai = a′i and bi = b′i for all i, we
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can write our sum as:

=
1

|Pn|
∑
c,d

(−1)

n⊕
i=0

ci(bi⊕b′i)⊕di(ai⊕a′i)
XaZbρXa′Zb′

=
1

|Pn|
∑
c,d

(−1)

n⊕
i=0

ci(0)⊕di(0)
XaZbρXa′Zb′

=
1

|Pn|
∑
c,d

XaZbρXaZb

= PρP.

2.12 Clifford Group

The Clifford group, Cn, on n qubits are unitaries that map Pauli matrices to Pauli

matrices (up to a phase of ±1 or ±i). Specifically, if P ∈ Pn, then for all C ∈ Cn,

there exists an α ∈ {±1,±i} such that αCPC† ∈ Pn. An alternate way to describe

the Cliffords is that they are generated by the following single qubit gates:

P =

[
1 0

0 i

]
, H =

1√
2

[
1 1

1 −1

]
,

along with the two qubit gate,

CNOT =


1 0 0 0

0 1 0 0

0 0 0 1

0 0 1 0

 .
As can be seen in [Got97], the size of the Clifford group, while unwieldy, is given

by |Cn| = 2n
2+2n

n∏
j=i

(4j − 1).

An important trait of the Cliffords is that they not only map Paulis to Paulis,

but they do so with a uniform distribution [ABE10]. If we let P be a non-identity

n-qubit Pauli operator, then applying an average over all n-qubit Cliffords to P by

conjugation maps P to a uniformly distributed mixture of all non-identity n-qubit

Pauli operators. More formally:
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Lemma 2.12.1 (Clifford Randomization). For every P , Q ∈ Pn \ {I}, it holds that:

∣∣{C ∈ Cn|∃α ∈ {±1,±i}, αC†PC = Q}
∣∣ =

|Cn|
|Pn| − 1

. (26)

The proof of this lemma can be found in [ABE10].

Additionally, there is a lemma that is analogous to the Pauli twirl [DCEL09]:

Lemma 2.12.2 (Clifford Twirl). Let P 6= P ′ be Pauli operators. For any ρ it holds

that: ∑
C∈Cn

C†PCρC†P ′C = 0. (27)

Proof. We will follow the structure of [DCEL09], but simplify for our purposes. Since

Pn is a subgroup of Cn, then we know that the number of left cosets of Pn in Cn, or

the index of Pn in Cn, is given by:

[Cn : Pn] =
|Cn|
|Pn|

(28)

Then given a representative from each of the cosets, {C1, C2, . . . , C |Cn|
|Pn|
}, we can

rewrite the sum over all Cliffords as a double sum of the Paulis and the coset repre-

sentatives as below. We note that it does not matter which representative we choose,

only that we have one from each of the cosets, and that the indices on the C terms

give which coset they came from:

∑
C∈Cn

C†PCρC†P ′C =

|Cn|
|Pn|∑
i=1

∑
R∈Pn

(CiR)†PCiRρ(CiR)†P ′CiR

=

|Cn|
|Pn|∑
i=1

∑
R∈Pn

R†C†iPCiRρR
†C†iP

′CiR (29)

Now since C†iPCi = Qi for some Qi ∈ Pn, and since if P 6= P ′ then Qi 6= Q′i, we can
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simplify our expression to one that only involves Paulis:

=

|Cn|
|Pn|∑
i=1

∑
R∈Pn

R†QiRρR
†Q′iR

=

|Cn|
|Pn|∑
i=1

0

= 0 (30)

by the Pauli Twirl (Theorem 2.11.1).

Finally, we note that sampling a uniformly random Clifford can be done efficiently

[Got97].

2.13 Quantum Error Correction Theory

Intuitively, a quantum error correcting code is a mapping of k qubits into n qubits,

with n > k. The original k qubits are the logical qubits, or encoded qubits, and the

additional n−k qubits allow us to store the k logical qubits in a way that will protect

against errors. We know from [Got97] that if a quantum error correcting code can

correct errors A and B, then it can correct any linear combination of A and B. For

this reason, if a code corrects all weight t Paulis, then it corrects all t-qubit errors.

We will use the notation of an [[n, 1, d]]-code to represent a quantum error correct-

ing code that encodes one logical qubit into n qubits and has distance d; if d = 2t+1,

the code can correct up to t bit or phase flips. We assume that the error correcting

code always decodes, even if there are more than t bit or phase flips (in this case,

however, the code is not guaranteed to decode to the original input).



Chapter 3

Quantum Message Authentication

This chapter is split into two parts: a discussion and summary of the prior research

in quantum message authentication schemes and then the cryptographic definitions

required to mathematically represent quantum message authentication schemes and

their security.

3.1 Background

Informally, a quantum message authentication (QMA) scheme is a pair of keyed

encoding and decoding channels that is used to send a message and check that it has

not been altered in transmission. While it is easiest to talk about sending messages

from one party to another, in practice this technique would also be useful for verifying

the integrity of data that has been stored. Therefore, in addition to sending and

receiving, we could look at storing and retrieving. For this reason it is important that

this protocol is not an interactive protocol, that is, there should be no communication

required between the two parties, classical or quantum, once the protocol has started

except for the actual message that is sent.

When we look to prove security of these protocols we will use a comparison of

the actual protocol to that of an ideal protocol. The ideal protocol will not analyze

the message but instead it will only analyze a reference system through what we

call a simulator, which has access to the attack and the reference system, as well

21
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as a polynomial number of additional qubits, as needed. It is important that the

simulator, and later the comparison between the ideal and real protocol, are defined

for all messages, not for specific messages, since we do not want our security to depend

on the message that we are trying to send, only the attack that is being applied. This,

of course, means that our simulator can, and in this case will, depend on the attack.

One of the major contributions in this thesis is that we give proofs that follow

this ideal/simulator proof structure and that our simulations are efficient, so long

as the attack is efficient. Here we are taking efficient to mean that the number

of quantum gates that need to be applied to implement the given circuit scales at

most polynomially with the size of the input register. We will give a more formal

definition in Section 3.2. Having efficient simulations is one of the key requirements

for Universally Composable (UC) security, [Can01, Unr10] which is the notion that

any protocol that is UC secure can be composed with any other UC secure protocol

and the resulting composition is also secure. Clearly this is a very desirable quality

as it greatly reduces the amount of time spent proving security when we are using

well-studied subprotocols.

The first QMA scheme was presented in [BCG+02]. In their paper, Barnum,

Crépeau, Gottesman, Smith and Tapp define a QMA scheme and show that it can

be reduced for a security proof to the case of an interactive protocol that consists of

establishing shared EPR pairs and then sending the message using these EPR pairs

with a technique called teleporting, after using a technique called purity testing to ver-

ify that the EPR pairs themselves have not been altered. This work also showed that

a good authentication scheme must also be a good encryption scheme. This differs

significantly from the classical case since classically authentication can be completely

separated from encryption [BCG+02].

Further work in the field produced two additional codes with similar flavours.

Aharonov, Ben-Or, and Eban presented the Clifford code [ABE10] and Broadbent,

Gutoski, and Stebila presented the trap code [BGS13]. The Clifford and trap codes

follow the same general format of [BCG+02] by taking a message and then adding

extra trap qubits. These trap qubits are in a fixed state and are measured during

decoding to check for any tampering. In the case of the Clifford code, this is done



CHAPTER 3. QUANTUM MESSAGE AUTHENTICATION 23

by applying a random Clifford to both the message and the traps, and in the case of

the trap code, this is done by applying a random Pauli and permutation to both the

message and traps. These two codes were proven secure when they were published,

but in the case of the Clifford code it was not proven using a simulator definition and

therefore finding an efficient simulator was not obvious. In the case of the trap code

it was said to be UC secure as a special case of a larger family of protocols that was

shown to be UC secure. In this case, however, it was not obvious how the simulator

would be defined as the simulator was written for the larger family of protocols, called

Quantum One Time Programs, and not specifically for the trap code.

Following [ABE10], Dupuis, Nielsen and Salvail [DNS12] provided a more cryp-

tographically rigourous proof for the Clifford code, including the use of a simulator.

There was, however, still room for improvement. For one, the simulator that was

given was in a form that could not be efficiently constructed. Their simulator relied

on the Pauli decomposition of the attack unitary, a square matrix with dimension 2n,

if applied to an n-qubit register. Since the matrix itself scales exponentially with the

size of the register, the decomposition of that matrix cannot be efficient, in terms of

the size of the register. In addition, their proof relied on the Pauli twirl from [ABE10]

which proved the Pauli twirl for the single qubit case but did not offer any details

on the n-qubit extension, as well as the proof of the Clifford Twirl from [ABE10]

which only held for certain, but not all, cases. Specifically, in [ABE10], when proving

the Clifford twirl, they find an index where P and P ′ disagree, and write that index

as XaZb and Xa′Zb′ , and then state that (a, b) 6= (a′, b′), which is correct. Following

that, however, the proof in [ABE10] fails to account for the case where both a 6= a′

and b 6= b′. Finally, the security proof in [DNS12] had minor typos that occasionally

made the proof hard to follow, for example switching between n and a for the size of

one of the registers, and writing the coefficients in technically correct, but unintuitive

or hard to follow ways.

In this thesis, we seek to correct these issues. We offer a proof for the Clifford

Twirl lemma that is correct, (Theorem 2.12.2), and we prove the Pauli Twirl for

arbitrary dimensions (Theorem 2.11.1). Finally, and most importantly, we offer a

proof for the Clifford code that uses many of the same ideas as in [DNS12], however
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we present an efficient simulator and we believe it to be explained more fully.

What makes these two codes particularly interesting to study is their structure.

Both the Clifford and the trap codes are notable for their ability to allow computation

through authentication. Quantum computing on authenticated data (QCAD) allows

for gates to be applied through the authentication, without having to decode the

data first. When we combine this with the result from [BCG+02] that authentication

also encrypts, this means that we can compute on encrypted and authenticated data

without having to decrypt our message first. Unfortunately, while these codes are

excellent with many different quantum gates, they do not allow for efficient compu-

tation with a universal gate set; there is always at least one gate in a universal gate

set that will require an exponential complexity to compute through the encryption.

However, recent advances [BJ15] have shown that if we can limit the gates that are

not efficient, we can still achieve computation through encryption in a fairly satis-

fying way. For these reasons, it is important that we continue to study these codes

and show in our proofs that they have efficient simulators so that we can continue to

develop protocols around them that can achieve more than just authentication.

In order to formalize our study of these codes, we will need to define not only

what the codes are, but how we can show that they are secure.

3.2 Definitions

In Section 3.1, we talked about needing efficient simulators and for certain aspects of

the protocols to be polynomial-time. We will formally define these concepts here.

A family of quantum maps is polynomial-time if they can be written as a polynomial-

time uniform family of quantum circuits. A quantum state is polynomial-time gen-

erated if it given as the output of a polynomial-time quantum map (which takes as

input the all-zeros state) [Wat11].

At this point, we have all of the tools we need to start talking about the formal

definition of quantum message authentication schemes.

Formally, we will follow [DNS12, BCG+02] and define a quantum message authen-

tication scheme as a pair of encoding and decoding maps that satisfy the following:
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Definition 1 (Quantum message authentication scheme). A quantum message au-

thentication scheme is a polynomial-time set of encoding and decoding channels

{(EM→Ck ,DC→MF
k ) | k ∈ K}, where K is the set of possible keys, M is the input

system, C is the encoded system, and F is a flag system that is spanned by two or-

thogonal states: |acc〉 and |rej〉, such that for all ρM , (Dk ◦Ek)(ρM) = ρM⊗|acc〉 〈acc|.

Visually, this can be seen as the following circuit:

M
Encode

Attack
Decode

reject ρM or ΩM

ρMR traps • |acc〉 or |rej〉

R ρ′R


Figure 1: Quantum message authentication general scheme

Here we see that the input is a message system, M , and a reference system, R,

in a potentially entangled state (and without any specifics on their dimension), given

by ρMR. To this system we add the traps, then we encode, we allow for an attack,

and then we decode and measure the traps. So long as the measurement of the traps

indicates accept, we will have our original message register back at the end, and if

our measurement of the traps gives reject, then we will replace our M system with

a fixed state, ΩM . We note that the reference system may be altered by the attack,

so it is denoted ρ′R. Finally, the M and R system may still be entangled; they are

shown separately simply for ease of reading.

We will closely follow [BW16] for the remainder of this section. We first consider a

reference system, R, so that the input can be described as ρMR and we can furthermore

assume that the system consisting of the encoded message, together with the reference

system, undergoes a unitary adversarial attack UCR. For a fixed key, k, we thus define

the real-world channel as:

Ek
MR→MRF : ρMR 7→ (Dk ⊗ IR)(UCR(Ek ⊗ IR)(ρMR)U †CR), (31)

where IR is the identity map on the reference system, R. From now on we will not

include the identity maps since it will be clear from context which system undergoes
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a linear map and which one does not. It is understood that Ek can take as an input

ρMR but both Ek and Dk act only on the M and C systems, respectively.

To “measure” how secure our protocol is, we construct an ideal-world process that

applies the protocol ideally given access to a simulator that in turn has access to the

attack. We call this the ideal channel or ideal protocol. The ideal protocol consists

of the ideal functionality and the simulator. The ideal functionality only acts on the

M register and, based on the simulator, either accepts the message or rejects it and

replaces the message with a fixed state, ΩM , but does not interact with the message

register in any other way. The simulator has access to both the R register and the

attack, given in the form of a circuit. The simulator outputs to the ideal functionality

only whether it should accept or reject. The simulator can also alter the R register

through this process. Essentially, this can be seen as the adversary only being able

to select “accept” or “reject” through the simulator.

Visually, this can be seen through the circuit diagram in Fig. 2.

M
Ideal Functionality

ρM or ΩM

|acc〉 or |rej〉
ρMR

Simulator
R ρ′R


Figure 2: Ideal Channel

When we display quantum circuit diagrams we will be casual with a few of the

formalities in order to present a picture that is easy to understand. In these diagrams

single lines represent quantum wires (and in this case we assume each wire represents

the system it is labeled as, including its dimension), double lines represent classical

data, typically a single bit value for either accepting or rejecting, and joint systems

(i.e. ρMR) are shown using a curly bracket and then their subsystems are shown on

individual wires. We note that we do not assume that these systems are not entangled

(i.e. we do not assume we can write ρMR as ρM ⊗ ρR), but merely use the separation

of the wires to indicate which part of the system is being acted on in each case.

These diagrams should be read from left to right to understand the order in which
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we perform operations.

Precisely, we model the ideal-world process by the quantum channel F , where

for each attack, UCR, there exists two CP maps U acc and U rej acting only on the

reference system R such that U acc + U rej = 1:

FMR→MRF : ρMR →(1M ⊗U acc
R )ρMR ⊗ |acc〉 〈acc|

+ trM((1M ⊗U rej
R )ρMR)ΩM ⊗ |rej〉 〈rej| . (32)

We then define the protocol to be secure if the real-world protocol is close to the

ideal-world protocol. We define close to be a trace distance between the output of

the two channels, acting on the same input, that is exponentially small for all possible

inputs.

Definition 2 (Security of quantum message authentication schemes). Let the pair

{(EM→Ck ,DC→MF
k ) | k ∈ K} be a quantum message authentication scheme, with

keys k chosen from K. Then the scheme is ε-secure if for all attacks, UCR, there exists

an ideal channel, F , such that for all ρMR:

D

(
1

|K|
∑
k∈K

Ek(ρMR),F (ρMR)

)
≤ ε. (33)

Furthermore, we require that if Ek is polynomial-time in the size of the input regis-

ter, M , then F is also polynomial-time in the size of the input register, M .

It is important to note that any CPTP map can be written as a unitary on a larger

system, and this can be done efficiently [MPZ01]. Since we make no assumptions on

the reference system R, we can represent any CPTP map that the adversary applies

as a unitary on the message register, and the reference system.

Finally, we note that this definition is similar to the definition in [DNS12], however

we require a polynomial-time simulation. This requirement does not limit the attacker

to a polynomial time attack; we make no computational assumptions about the attack.

We only limit the simulator to being no more complex than the attack. As such, if

the attack is polynomial-time, then the simulator must be as well.
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QMA Schemes

Here we present two quantum message authentication schemes, the Clifford code

(Section 4.1) and the trap code (Section 4.2). The two encoding procedures are quite

similar with a few key differences. Both will take a message and add trap qubits to the

message, and then encode the message and traps before sending them. Once recieved,

the message and traps will be decoded and then the traps will be measured to check

for any tampering. If the traps are all still in their original state the protocol will

accept and if any of the traps have been altered the protocol will reject. The biggest

difference is that the trap code requires that the input message is first encoded in an

error correcting code. The rest of the differences come from what type of encoding is

used and how the traps are added. The Clifford code applies a Clifford to the message

and traps in the state |0〉 〈0|, whereas the trap code applies a permutation and a Pauli

to the encoded message along with traps in the state |0〉 〈0| and |+〉 〈+|. In both cases

decoding is simply applying the inverse operations, the inverse permutation, Pauli,

and the error decoding, or the inverse Clifford, and finally the traps are measured in

their respective bases to check for any tampering.

As explained in [BW16], in the case of the Clifford code only one set of traps is

needed because the Clifford twirl breaks any Pauli attack into a uniform mixture of

Paulis which is detected on the traps with high probability. The trap code, however,

relies on two sets of traps with both a Pauli twirl and a permutation of the message

and trap qubits. Furthermore, the trap scheme requires that we first encode the input

28
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message into an error correcting code (essentially, this is because the Pauli twirl is

not as powerful as the Clifford twirl and will detect only high-weight Pauli attacks

with the error correcting code simply correcting the low-weight ones). It may seem as

though the Clifford code is preferable to the trap code at this point, since it is more

powerful and requires fewer steps and only one type of trap. While these are clear

advantages, message authentication is typically only one of the protocols that is likely

to be implemented. If, for example, we wanted to perform a computation through

authentication then the structure of the Paulis in the trap code offers an advantage to

the Clifford code since most gates are easier to perform through Paulis. An example

of this can be found in [BGS13] which is where the trap code first appeared.

The description of the two codes comes from [BW16]. The only significant dif-

ference is that here we have updated the trap code to allow for a flexible number of

traps of each type to be added, as opposed to adding n of each as in [BW16]. The

ability to allow a flexible number of trap qubits can be an advantage in a setting

where someone is willing to sacrifice some security in order to reduce the number of

qubits needed to implement the protocol. This type of resource management can,

in theory, go in both directions. While we are currently quite limited in how many

qubits we can prepare and control at once, it is also possible that once the technology

improves it could be valuable to be able to add more than n qubits and improve the

security further than the bound in [BW16].

4.1 The Clifford Code

We define a message authentication scheme by applying a random Clifford to a mes-

sage and traps as given below. Note that a circuit diagram for this code is given

in Fig. 3.

1. The encoding, EM→Ck , takes as input an n-qubit message in the M system.

It appends an additional d-qubit trap register in the state |0〉 〈0|⊗d. A Clifford

twirl is then applied to the resulting n+d-qubit register, according to the key, k.

The output register is called C. While there is not necessarily a standard way
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to identify a Clifford by a classical key, one way to do so efficiently is given in

[KS14].

Mathematically, the encoding, EM→Ck , indexed by a secret key, k, on input ρM

(where Ck the kth Clifford) is given by:

Ek : ρM 7→ Ck(ρM ⊗ |0〉 〈0|⊗d)C†k. (34)

2. The decoding, DC→MF
k , takes the C register and applies the inverse Clifford, ac-

cording to the key, k. The last d qubits are then measured in the computational

basis. If this measurement returns |0〉 〈0|⊗d then an additional qubit |acc〉 〈acc|
is appended in the flag system, F . If the measurements return anything else

then the remaining system, M , is traced out and replaced with a fixed n-qubit

state, ΩM , and an additional qubit, |rej〉 〈rej|, is appended in the flag system.

Mathematically, the decoding, DC→MF
k , also indexed by the secret key, k, is

given by:

Dk : ρC 7→ tr0(PaccC†k(ρC)CkP†acc)⊗ |acc〉 〈acc|

+ trM,0(PrejC†k(ρC)CkP†rej)ΩM ⊗ |rej〉 〈rej| ,

where Pacc = 1⊗n ⊗ |0〉 〈0|⊗d and Prej = 1⊗(n+d) − Pacc are measurement pro-

jectors representing the trap qubits being in their initial states or altered, re-

spectively. Finally, tr0 refers to the trace over the d trap qubits.

Recalling the general form of a message authentication scheme in Fig. 1, we can

therefore give a circuit diagram that describes how the Clifford code would work,

given an attack UCR, and an input ρMR, Fig. 3.

M
Ck

UCR
C−1
k

reject ρ′M or ΩM

ρMR |0〉 〈0|⊗d • |acc〉 or |rej〉

R ρ′R


Figure 3: Clifford Code
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Note that in Fig. 3 the meter icon represents a measurement and we use ρ′M to

denote the fact that in theory the adversary could (with exponentially small proba-

bility) alter the message without altering the traps and therefore we would have an

altered message in the output of the protocol.

4.2 The Trap Code

We define a trap code message authentication scheme in a very similar way to [BW16]

but here we allow for the number of traps of each kind to be chosen, as opposed to

fixed:

1. The encoding, EM→Ck , takes as input ρM and applies an [[n, 1, d]]-error correcting

code to the single-qubit M register, which will correct up to t errors (where

d = 2t+ 1). It then appends two additional trap registers, the first in the state

|0〉 〈0|⊗c and the second in the state |+〉 〈+|⊗h. The resulting n + c + h-qubit

register is then permuted and a Pauli encryption is applied, according to the

key, k. The resulting register is called C.

Mathematically the encoding, EM→Ck , indexed by a two-part secret key k =

(k1, k2) is given by:

Ek : ρM 7→ Pk2πk1(EncM(ρM)⊗ |0〉 〈0|⊗c ⊗ |+〉 〈+|⊗h)π†k1Pk2 , (35)

where EncM(ρM) represents the input state after the error correcting code has

been applied to the M system, πk1 is the kth1 permutation and Pk2 is the kth2

Pauli matrix.

2. The decoding, DC→MF
k , takes the C register and applies the inverse Pauli and

then the inverse permutation according to the key, k. The last h qubits are then

measured in the Hadamard basis and the c qubits before those are measured

in the computational basis. If these two measurements return |+〉 〈+|⊗h and

|0〉 〈0|⊗c respectively, then an additional qubit |acc〉 〈acc| is appended in the

flag system F and the resulting M register is decoded (according to the error

correcting code applied in the encoding). If the measurements return anything
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else, then the remaining system M is traced out and replaced with a fixed

single-qubit state ΩM and an additional qubit, |rej〉 〈rej|, is appended in the

flag system.

Define PE = {P ⊗ R ⊗ Q|P ∈ Pn, R ∈ {I, Z}⊗c, Q ∈ {I,X}⊗h}. Then

define the measurement projector corresponding to the protocol accepting as

Pacc = 1⊗n⊗|0〉 〈0|⊗c⊗|+〉 〈+|⊗h. The accepted states are then the states that

can be achieved by applying any P ∈ PE to ρM ⊗ |0〉 〈0|⊗c ⊗ |+〉 〈+|⊗h. We

define Prej = 1⊗n+c+h − Pacc, the measurement projector corresponding to the

protocol rejecting, where the states achieved by applying any P ∈ Pn+c+h \PE

to EncM(ρM)⊗ |0〉 〈0|⊗c ⊗ |+〉 〈+|⊗h are rejected.

Mathematically, the decoding, DC→MF
k , also indexed by the two-part secret key,

k, is given by:

Dk : ρC 7→ DecM tr0,+(Paccπ†k1Pk2(ρC)Pk2πk1P†acc)⊗ |acc〉 〈acc|

+ trM,0,+(Prejπ†k1Pk2(ρC)Pk2πk1P†acc)ΩM ⊗ |rej〉 〈rej| , (36)

where DecM is the decoding of the error correcting code applied in the encoding

and tr0,+ refers to the trace over the last two sets of c and h trap qubits.

Recalling the general form for a message authentication scheme given in Fig. 1,

we can describe the trap code using a circuit diagram, given an attack UCR, and an

input ρMR, as in Fig. 4. We note that the key differences between the Clifford code

in Fig. 3 and the trap code in Fig. 4 are the fact that we use two sets of traps and our

encoding and decoding happens in three steps: the error correcting code, the keyed

permutation and the keyed Pauli. Otherwise the trap code follows the same form as

the Clifford code, and mirrors the form in Fig. 1.

M

πk1 Pk2
UCR

Pk2 π−1
k1

reject ρ′M or ΩM

ρMR |0〉 〈0|⊗c • |acc〉 or |rej〉

|+〉 〈+|⊗h

R ρ′R


Figure 4: Trap Code
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Again, we note that in Fig. 4 the operation given by the meter symbol in a

rounded box represents a measurement and we use ρ′M to denote the fact that in

theory the adversary could (with exponentially small probability) alter the message

without altering the traps and therefore we would have an altered message in the

output of the protocol.



Chapter 5

Security of QMA Schemes

In this section, which follows [BW16] very closely, we present simulation-based proofs

for the Clifford (Section 5.1) and the trap (Section 5.2) codes. At a high level the

security of the two codes is analyzed in very similar ways (see the discussion in

Chapter 3). The main idea (in both cases) is to use a simulator that replaces the

encoded message in C with half EPR pairs, without encryption in the Clifford code,

and with only a permutation in the trap code; the attack is then applied to these half

EPR pairs, as well as any reference system, R. From there we are able to compare

the accepted and rejected states between the real world and ideal protocols in order

to find the upper bound for the trace distance between them. We will notice that

these differences are the cases where the real world protocol accepts something that

the simulator rejects. Specifically, this is where an attack gets through and changes

a logical qubit but is not detected in the traps. Of course, these same states are not

rejected by the real world protocol but they are rejected by the simulator. Because the

Clifford twirl maps any non-identity Pauli attack to a uniform mixture of non-identity

Paulis, the bound for this distance is simple to compute in the case of the Clifford

code. In the case of the trap code a more complicated argument is needed based

on permuting the attack and a combinatorial argument that bounds the undetected

attacks that can alter the logical data.

34
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5.1 Security of the Clifford Code

As our security model requires, we will first define a simulator (Section 5.1.1) that

will act on the reference system, with access to the attack, and then we will use that

simulator in our security proof (Section 5.1.2).

5.1.1 Simulator

Recall (Section 3.2) that the simulator interacts with the input by only altering the

reference system and selecting either accept or reject. Given the attack, UCR, to which

the simulator has access, the simulator will apply the attack to half EPR pairs in place

of the C system and then perform a Bell basis measurement on the EPR pairs. It will

select accept if the EPR pairs are still in their original state, and reject otherwise.

When we define the half EPR pairs as |Φ+〉 〈Φ+|⊗(n+d)
C1C2

, and allow the attack to be

applied to C2 instead of C, the simulator can be described in the following circuit, as

everything within the dotted lines. Recall that this circuit diagram should be seen as

what is in the simulator in Fig. 2.

Bell|Φ+〉 〈Φ+|⊗(n+d)
C1C2

acc or rej

UC2R
ρR ρ′R



Figure 5: Simulator for Clifford Code

Mathematically, if we let PU
acc = 1MR⊗ |Φ+〉 〈Φ+|⊗(n+d)

C1C2
and PU

rej = 1−PU
acc. The

ideal channel runs the simulator and then either acts as the identity on the M register

or replaces it with ΩM depending on whether the simulator outputs accept or reject,

respectively. The ideal channel is given by:

FMR→MRF : ρMR → trC1C2(PU
accUC2R(ρMR⊗|Φ+〉 〈Φ+|⊗(n+d)

C1C2
)U †C2R

PU †
acc )⊗|acc〉 〈acc|

+ trM(trC1C2(PU
rejUC2R(ρMR ⊗ |Φ+〉 〈Φ+|⊗(n+d)

C1C2
)U †C2R

PU †
rej ))ΩM ⊗ |rej〉 〈rej| . (37)
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According to the above, we define U acc and U rej that satisfy Eq. (32) as:

U acc : ρMR → trC1C2(PU
accUC2R(ρMR ⊗ |Φ+〉 〈Φ+|⊗(n+d)

C1C2
)U †C2R

PU †
acc ), (38)

and

U rej : ρMR → trC1C2(PU
rejUC2R(ρMR ⊗ |Φ+〉 〈Φ+|⊗(n+d)

C1C2
)U †C2R

PU †
rej ). (39)

For a fixed attack UC2R =
∑

P∈Pn+d

αPPC2 ⊗UP
R , with

∑
P∈Pn+d

|αP |2 = 1, we note the

effects of U acc and U rej:

U acc(ρMR) = trC1C2(PU
accUC2R(ρMR ⊗ |Φ+〉 〈Φ+|⊗(n+d)

C1C2
)U †C2R

PU †
acc )

= |α1|2 (1M ⊗ U1R)ρMR(1M ⊗ U1†R ) (40)

U rej(ρMR) = trC1C2

(
PU
rej

(∑
P 6=1

|αP |2 PC2 ⊗ UP
R

)
(ρMR ⊗ |Φ+〉 〈Φ+|⊗(n+d)

C1C2
)(∑

P 6=1

|αP |2 PC2 ⊗ U
P †
R

)
PU †
rej

)
=
∑
P 6=1

|αP |2 (1M ⊗ UP
R )(ρMR)(1M ⊗ UP †

R ). (41)

We are now ready to state and prove our main theorem on the security of the

Clifford message authentication scheme.

5.1.2 Security

Theorem 5.1.1. Let {(EM→Ck ,DC→MF
k ) | k ∈ K} be the Clifford quantum message

authentication scheme, with parameter d. Then the Clifford code is an ε-secure quan-

tum authentication scheme, for ε = 3
2d

.

Proof. We will follow the proof structure used in [DNS12, ABE10]. Using the simu-

lator described above, we wish to show that:

D

(
1

|K|
∑
k∈K

Ek(ρMR),F (ρMR)

)
≤ ε,∀ρMR. (42)
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Consider a general attack UCR, written as UCR =
∑

P∈Pn+d

αPPC ⊗ UP
R where∑

P∈Pn+d

|αP |2 = 1. The real-world channel is then represented as:

Ek
MR→MRF : ρMR 7→ Dk

(( ∑
P∈Pn+d

αPPC⊗UP
R

)
Ek(ρMR)

( ∑
P∈Pn+d

αPPC⊗UP †
R

))
. (43)

We will use ψ = ρMR⊗|0〉 〈0|⊗d to simplify the following expressions. Consider the

effect of the real protocol on input ρMR with attack
∑

P∈Pn+d

αPPC ⊗ UP
R , conditioned

on acceptance:

1

|K|
∑
kεK

tr0

(
PaccC†k

( ∑
P∈Pn+d

αPPC ⊗ UP
R

)
(CkψC

†
k)( ∑

P∈Pn+d

αPP
†
C ⊗ U

P †
R

)
CkP†acc

)
⊗ |acc〉 〈acc| . (44)

Now we can apply the Clifford Twirl (Theorem 2.12.2), since the sum over all keys is,

of course, the sum over all Cliffords (since the keys index all n+d-qubit Cliffords) and

then break up the expression into the identity Pauli from the attack, and all other

Paulis. What we are left with is:

1

|K|
∑
kεK

tr0

( ∑
P∈Pn+d

|αP |2PaccC†k(PC ⊗ U
P
R )(CkψC

†
k)(P

†
C ⊗ U

P †
R )CkP†acc

)
⊗ |acc〉 〈acc|

=
1

|K|
∑
kεK

tr0

(
|α1|2PaccC†k(1C ⊗ U

1
R)(CkψC

†
k)(1C ⊗ U

1†
R )CkP†acc

)
⊗ |acc〉 〈acc|

+
1

|K|
∑
kεK

tr0

(∑
P 6=1

|αP |2PaccC†k(PC ⊗ U
P
R )(CkψC

†
k)(P

†
C ⊗ U

P †
R )CkP†acc

)
⊗ |acc〉 〈acc| .

(45)

Clearly the first term is exactly what the simulator will accept, and the second

term is in exactly the right form to use a Clifford Randomization (Theorem 2.12.1),

resulting in:

= U acc(ρMR)⊗ |acc〉 〈acc|

+
1

|Cn+d|
tr0

(∑
P̃ 6=1

∑
P 6=1

|αP |2
|Cn+d|
|Pn+d| − 1

Pacc(P̃C⊗UP
R )ψ(P̃ †C⊗U

P †
R )P†acc

)
⊗|acc〉 〈acc| .

(46)
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The P̃ s are the results of the Clifford Randomization applied to a Pauli, P . The

randomization is not applied to the reference system, so the UP
R terms are not changed

by the randomization. We can use the properties of the trace to move the trace inside

the first sum, and we can move the |Cn+d|
|Pn+d|−1

coefficient out of both of the sums:

= U acc(ρMR)⊗ |acc〉 〈acc|

+
1

|Cn+d|
|Cn+d|
|Pn+d| − 1

(∑
P̃ 6=1

tr0

∑
P 6=1

|αP |2Pacc(P̃C⊗UP
R )ψ(P̃ †C⊗U

P †
R )P†acc

)
⊗|acc〉 〈acc| .

(47)

We recognize the R register in the second sum as the states that the simulator will

reject. Recall that the simulator is in terms of the sum over all non-identity Paulis

and includes the αP coefficients. We can therefore write the previous line in terms of

the simulator as:

= U acc(ρMR)⊗ |acc〉 〈acc|

+
1

|Pn+d| − 1

(∑
P̃ 6=1

tr0Pacc(P̃C(U rej(ρMR)⊗ |0〉 〈0|⊗d)P̃ †C)P†acc
)
⊗ |acc〉 〈acc| . (48)

If we let Pt be the set of all Paulis that do not alter the trap qubits, then when we

apply Pacc to the above, we end up with the sum over the P̃ ∈ Pt \ {1}. Therefore

the previous line can be simplified to:

= U acc(ρMR)⊗ |acc〉 〈acc|

+
1

|Pn+d| − 1

∑
P̃∈Pt\{1}

tr0(P̃C(U rej(ρMR)⊗ |0〉 〈0|⊗d)P̃ †C)⊗ |acc〉 〈acc| . (49)

The effect of the real protocol on input ρMR with attack
∑

P∈Pn+d

αPPC ⊗ UP
R ,
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conditioned on rejection, can be manipulated in the same way to arrive at:

1

|K|
∑
kεK

(
trM,0

(
PrejC†k

( ∑
P∈Pn+d

αPPC ⊗ UP
R

)
(Ck(ψ)C†k)( ∑

P∈Pn+d

αPP
†
C ⊗ U

P †
R

)
CkP†rej

))
ΩM ⊗ |rej〉 〈rej|

=
1

|K|
∑
kεK

(
trM,0(|α1|2PrejC†k(1C ⊗ U

1
R)(Ck(ψ)C†k)(1C ⊗ U

1†
R )CkP†rej)

)
ΩM ⊗ |rej〉 〈rej|

+
1

|K|
∑
kεK

(
trM,0

(∑
P 6=1

|αP |2PrejC†k(PC ⊗ U
P
R )(Ck(ψ)C†k)(P

†
C ⊗ U

P †
R )CkP†rej

))
ΩM ⊗ |rej〉 〈rej|

=
1

|Pn+d| − 1

∑
P̃ 6=1

∑
P 6=1

|α|2
(
trM,0(Pacc(P̃C ⊗ UP

R )(ψ)(P̃ †C ⊗ U
P †
R )P†acc)

)
ΩM ⊗ |rej〉 〈rej|

= trM(U rej(ρMR))ΩM ⊗ |rej〉 〈rej|

− 1

|Pn+d| − 1
trM

( ∑
P∈Pt\{1}

U rej(ρMR)
)

ΩM ⊗ |rej〉 〈rej|

= trM(U rej(ρMR))ΩM ⊗ |rej〉 〈rej|

− 4n2d − 1

|Pn+d| − 1
trM(U rej(ρMR))ΩM ⊗ |rej〉 〈rej| . (50)

When we combine the accepted states and the rejected states into the real world

protocol given by Eq. (43), we can write it in terms of the simulator as:

Dk(UCREk(ρMR)U †CR)

= U acc(ρMR)⊗ |acc〉 〈acc|

+
1

|Pn+d| − 1

∑
P̃∈Pt\{1}

tr0(P̃C(U rej(ρMR)⊗ |0〉 〈0|⊗d)P̃ †C)⊗ |acc〉 〈acc|

+ trM(U rej(ρMR))ΩM ⊗ |rej〉 〈rej|

− 4n2d − 1

|Pn+d| − 1
trM(U rej(ρMR))ΩM ⊗ |rej〉 〈rej| . (51)



CHAPTER 5. SECURITY OF QMA SCHEMES 40

We can therefore write Eq. (42) as:

1

2

∥∥∥U acc(ρMR)⊗ |acc〉 〈acc|

+
1

|Pn+d| − 1

∑
P̃∈Pt\{1}

tr0(P̃C(U rej(ρMR)⊗ |0〉 〈0|⊗d)P̃ †C)⊗ |acc〉 〈acc|

+ trM(U rej(ρMR))ΩM ⊗ |rej〉 〈rej| − 4n2d − 1

|Pn+d| − 1
trM(U rej(ρMR))ΩM ⊗ |rej〉 〈rej|

− (U acc(ρMR)⊗ |acc〉 〈acc|+ trM(U rej(ρMR))ΩM ⊗ |rej〉 〈rej|)
∥∥∥

1

=
1

2

∥∥∥ 1

|Pn+d| − 1

∑
P̃∈Pt\{1}

tr0(P̃C(U rej(ρMR)⊗ |0〉 〈0|⊗d)P̃ †C)⊗ |acc〉 〈acc|

− 4n2d − 1

|Pn+d| − 1
trM(U rej(ρMR))ΩM ⊗ |rej〉 〈rej|

∥∥∥
1

(52)

Since |Pt \ {1}| = 4n2d−1, and the maximum trace distance between two states is 1,

we can see that by the triangle inequality, the above is bounded by:

≤
(1

2

) 4n2d − 1

|Pn+d| − 1

=
(1

2

)4n2d − 1

4n+d − 1

=
(1

2

) 1− 1
4n2d

2d − 1
4n2d

≤ 3× 1

2d
. (53)

This concludes the proof, showing that the Clifford code is 3
2d

-secure.

While the bound of 3
2d

is not tight, it is identical to the bound of 6
2d

achieved

in [DNS12] when we consider that we use the trace distance in our definition of

security, and [DNS12] uses the trace norm, which differs from the trace distance by a

factor of 2.

5.2 Security of the Trap Code

The analysis of the security of the trap code proceeds in a very similar manner to

that of the Clifford code. The simulator is structured in the same way, but we allow
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for some potential non-identity attacks to get through the traps. In addition, while

we use the same structure as [BW16], the protocol, and therefore the proof, has been

changed to allow for a flexible number of traps of each kind that are added. In [BW16]

the number of traps that are added are fixed at n of each kind.

5.2.1 Simulator

Recall (Section 3.2) that the simulator interacts with the input by only altering the

reference system and selecting either accept or reject. Given the attack, UCR, to which

the simulator has access, the simulator applies the attack to randomly permuted half

EPR pairs in place of the C system and then de-permutes the EPR pairs and performs

a Bell basis measurement. It selects accept if the first n of the EPR pairs have ≤ t

errors, the next c of the EPR pairs are either unchanged or have phase flip errors,

and the last h of the EPR pairs are either unchanged or have bit flip errors. It selects

reject otherwise. The function of the simulator can be seen in the circuit diagram in

Fig. 6, where the simulator is everything in the dotted lines. Note that this diagram

should be interpreted as explaining the functionality of the simulator in Fig. 2.

Bell|Φ+〉 〈Φ+|⊗(n+c+h)
C1C2

acc or rej

πk
UC2R

π−1
k

ρR ρ′R



Figure 6: Simulator for Trap Code

Mathematically, we let PF = {P ⊗ R ⊗ Q|P ∈ Pn, ω(P ) ≤ t, R ∈ {I, Z}⊗c, Q ∈
{I,X}⊗h}. Specifically, PF is the set of all Paulis that the ideal protocol will accept

being applied to the half EPR pairs—Paulis that would apply at most t non-identity

Paulis on the message space and would not alter the |0〉 〈0|⊗c or the |+〉 〈+|⊗h traps

in the real world protocol. Finally, define the measurement projector corresponding
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to the simulator selecting accept as:

PU
acc =

∑
P∈PF

1MR ⊗ (PC2 |Φ+〉 〈Φ+|⊗(n+c+h)

C1C2
P †C2

), (54)

and the measurement projector corresponding to the simulator selecting reject as:

PU
rej = 1− PU

acc. (55)

The ideal functionality with attack UC2R is therefore:

FMR→MRF : ρMR →
1∣∣Π(n+c+h)

∣∣trC1C2

( ∑
π∈Π(n+c+h)

(
PU
accπ

†
C2
UC2RπC2(ρMR ⊗ |Φ+〉 〈Φ+|⊗(n+c+h)

C1C2
)

π†C2
U †C2R

πC2PU †
acc

))
⊗ |acc〉 〈acc|

+ trM

( 1∣∣Π(n+c+h)

∣∣trC1C2

( ∑
π∈Π(n+c+h)

(
PU
rejπ

†
C2
UC2RπC2(ρMR ⊗ |Φ+〉 〈Φ+|⊗(n+c+h)

C1C2
)

π†C2
U †C2R

πC2P
U †
rej

)))
ΩM ⊗ |rej〉 〈rej| . (56)

For a fixed attack UC2R =
∑

P∈P(n+c+h)

αPPC2 ⊗ UP
R , with

∑
P∈P(n+c+h)

|αP |2 = 1 and

where for the sake of brevity we will represent ρMR⊗|Φ+〉 〈Φ+|⊗(n+c+h)
C1C2

with φMRC1C2 ,

the ideal functionality becomes:

FMR→MRF : ρMR →

1∣∣Π(n+c+h)

∣∣trC1C2

( ∑
π∈Π(n+c+h)

PU
accπ

†
C2

( ∑
P∈P(n+c+h)

αPPC2 ⊗ UP
R

)
πC2φMRC1C2π

†
C2( ∑

P∈P(n+c+h)

αPPC2 ⊗ U
P †
R

)
πC2PU †

acc ⊗ |acc〉 〈acc|

+ trM

(
PU
rejπ

†
C2

( ∑
P∈P(n+c+h)

αPPC2 ⊗ UP
R

)
πC2φMRC1C2π

†
C2

( ∑
P∈P(n+c+h)

αPPC2 ⊗ U
P †
R

)
πC2P

U †
rej

)
ΩM ⊗ |rej〉 〈rej|

)
. (57)
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From here we will move the permutations to act on the attack Paulis since they’re all

applied to the same register, C2:

=
1∣∣Π(n+c+h)

∣∣trC1C2

( ∑
π∈Π(n+c+h)

(
PU
acc

( ∑
P∈P(n+c+h)

αPπ
†
C2
PC2πC2 ⊗ UP

R

)
φMRC1C2( ∑

P∈P(n+c+h)

αPπ
†
C2
PC2πC2 ⊗ U

P †
R

)
PU †
acc

)
⊗ |acc〉 〈acc|

+ trM

(
PU
rej

( ∑
P∈P(n+c+h)

αPπ
†
C2
PC2πC2 ⊗ UP

R

)
φMRC1C2

( ∑
P∈P(n+c+h)

αPπ
†
C2
PC2πC2 ⊗ U

P †
R

)
PU †
rej

)
ΩM ⊗ |rej〉 〈rej|

)
. (58)

Finally, we apply the projectors:

=
1∣∣Π(n+c+h)

∣∣trC1C2

( ∑
π∈Π(n+c+h)

( ∑
P |π†Pπ∈PF

|αP |2 (π†C2
PC2πC2 ⊗ UP

R )(φMRC1C2)

(π†C2
PC2πC2 ⊗ U

P †
R )
)
⊗ |acc〉 〈acc|

+ trM

( ∑
P |π†Pπ/∈PF

|αP |2 (π†C2
PC2πC2 ⊗ UP

R )(φMRC1C2)

(π†C2
PC2πC2 ⊗ U

P †
R )
)

ΩM ⊗ |rej〉 〈rej|

)
. (59)

Lastly, we present a lemma that will allow us to consider the maximum number of

permutations that can act on an attack and have the permuted attack be undetected

on the traps.

Lemma 5.2.1. For a fixed P ∈ P(n+c+h), let ηP denote the number of permutations

π of P such that π†Pπ ∈ PE \ PF . Then for all P :

ηP ≤
(

n

t+ 1

)
(t+ 1)!((n+ c+ h)− (t+ 1))! . (60)

An intuitive argument for the above lemma is that ηP can be upper-bounded by

fixing a Pauli P ∈ {I,X}(n+c+h) of weight t + 1. We show that a Pauli with greater

weight will have ≤ ηP possible allowed permutations. To find the number of possible
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allowed permutations we will consider the first n positions, where we require at least

t + 1 non-identity Paulis (for a total of
(
n
t+1

)
(t + 1)! permutations). The remaining

positions are then simply permuted, since we have used all of the non-identity Paulis

already, contributing a multiplicative factor of ((n+ c+ h)− (t+ 1))! permutations.

This is formalized below (where we also consider general attack Paulis consisting of

combinations of X, Y and Z).

Proof. In order to find an upper bound for ηP , we look to find the Pauli, P , that has

the largest number of permutations, π, such that π†Pπ ∈ PE \ PF .

For a Pauli P with ω(P ) = d, we write d = dx + dy + dz + x1 + y + z1 + x2 + z2

for values dx, dy, dz, x1, y, z1, x2, z2 as follows:

1. dx, dy, dz where dx + dy + dz = t + 1. These are the t + 1 X, Y , and Z Paulis

that must be applied to the first n qubits for the Pauli to be in PE \ PF .

2. y where y + dy is the total number of Y Paulis in P and y are the additional

Y Paulis applied to the first n qubits. Note that Y Paulis cannot be applied to

either set of traps without altering them.

3. x1, x2 where x1 + x2 + dx is the total number of X Paulis in P and x1 are the

additional X Paulis applied to the first n qubits and x2 are the X Paulis applied

to the |+〉 〈+|⊗h traps.

4. z1, z2 where z1 + z2 + dz is the total number of Z Paulis in P and z1 are the

additional Z Paulis applied to the first n qubits and z2 are the Z Paulis applied

to the |0〉 〈0|⊗c traps.

Then the possible permutations on P are found by multiplying the following terms:

1.
(

n
dx,dy ,dz ,n−t−1

)
dx!dy!dz!, which is the number of ways to choose the required t+1

spots for the minimum number of Paulis applied to the first n qubits, multiplied

by the number of ways of permuting each of the sets of X, Y , and Z Paulis.

Note that this term simplifies to n!
(n−t−1)!

,

2.
(
n−t−1
x1

)
x1!, the number of ways to apply x1 additional X Paulis to the first n

qubits,
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3.
(
n−t−1−x1

y

)
y!, the number of ways to apply y additional Y Paulis to the first n

qubits,

4.
(
n−t−1−x1−y

z1

)
z1!, the number of ways to apply z1 additional Z Paulis to the first

n qubits,

5.
(
h
x2

)
x2!, the number of ways to apply x2 X Paulis to the h traps that will not

be changed by them,

6.
(
c
z2

)
z2!, the number of ways to apply z2 Z Paulis to the c traps that will not be

changed by them, and

7. ((n + c + h) − (dx + dy + dz + x1 + y + z1 + x2 + z2))! the number of ways to

permute the remaining identity qubits, which simplifies to ((n+ c+ h)− d)!.

The product of these terms, once simplified, is:

ηP =
n!c!h!((n+ c+ h)− d)!

(n− t− 1− x1 − y − z1)!(h− x2)!(c− z2)!

=
n∏

n−t−x1−y−z1

i
h∏

h−x2+1

i
c∏

c−z2+1

i

(n+c+h)−t−1−x1−y−z1−x2−z2∏
i=1

i (61)

Since t is fixed, in order to maximize the above expression, we need to minimize

x1, y, z1, x2, z2. This is achieved by setting x1 = y = z1 = x2 = z2 = 0, and therefore

d = t+ 1. We thus find that:

ηP ≤
n∏
n−t

i

(n+c+h)−t−1∏
i=1

i

=

(
n

t+ 1

)
(t+ 1)!((n+ c+ h)− (t+ 1))!. (62)

5.2.2 Security

We are now ready to present our main theorem:
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Theorem 5.2.2. Let {(EM→Ck ,DC→MF
k ) | k ∈ K} be the trap quantum message au-

thentication scheme with parameter t, the number of bit or phase flip errors that the

error correcting code applied to the input message qubit can correct. Then the trap

code is an ε-secure quantum message authentication scheme, for ε = ( 1
1+ c

n
+ h

n
− t

n

)t+1.

Proof. Using the simulator described above, we wish to show that:

D

(
1

|K|
∑
k∈K

Ek(ρMR),F (ρMR)

)
≤ ε,∀ρMR. (63)

Consider a general attack UCR, written as UCR =
∑

P∈P(n+c+h)

αPPC ⊗ UP
R with∑

P∈P(n+c+h)

|αP |2 = 1. We will use ψ to represent EncM(ρMR) ⊗ |0〉 〈0|⊗c ⊗ |+〉 〈+|⊗h.

The real-world channel is then represented as:

Ek
MR→MRF : ρMR 7→

Dk
(( ∑

P∈P(n+c+h)

αPPC ⊗ UP
R

)
Ek(ρMR)

( ∑
P∈P(n+c+h)

αPPC ⊗ UP †
R

))
(64)

=
1

|K|
tr0,+

∑
kεK

(
DecM

(
Paccπ†k1Pk2

( ∑
P∈P(n+c+h)

αPPC ⊗ UP
R

)
(Pk2πk1ψπ

†
k1
Pk2)( ∑

P∈P(n+c+h)

αPPC ⊗ UP †
R

)
Pk2πk1P†acc

)
⊗ |acc〉 〈acc|

+ trM

(
Prejπ†k1Pk2

( ∑
P∈P(n+c+h)

αPPC ⊗ UP
R

)
(Pk2πk1ψπ

†
k1
Pk2)

( ∑
P∈P(n+c+h)

αPPC ⊗ UP †
R

)
Pk2πk1P

†
rej

)
ΩM ⊗ |rej〉 〈rej|

)
. (65)
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From here we apply the Pauli Twirl (Theorem 2.11.1):

=
1

|K1|
tr0,+

∑
k1εK1

(
DecM

(
Paccπ†k1

( ∑
P∈P(n+c+h)

|αP |2 (PC ⊗ UP
R )πk1ψ

π†k1(PC ⊗ U
P †
R )
)
πk1P†acc

)
⊗ |acc〉 〈acc|

+ trM

(
Prejπ†k1

( ∑
P∈P(n+c+h)

|αP |2 (PC ⊗ UP
R )πk1ψ

π†k1(PC ⊗ U
P †
R )
)
πk1P

†
rej

)
ΩM ⊗ |rej〉 〈rej|

)
. (66)

Since the permutations act on the same register as the attack Paulis, we can move

the permutations to be considered to be acting on the Paulis instead of the message

and traps:

=
1

|K1|
tr0,+

∑
k1εK1

(
DecM

(
Pacc

( ∑
P∈P(n+c+h)

|αP |2 (π†k1PCπk1 ⊗ U
P
R )ψ

(π†k1PCπk1 ⊗ U
P †
R )
)
P†acc

)
⊗ |acc〉 〈acc|

+ trM

(
Prej

( ∑
P∈P(n+c+h)

|αP |2 (π†k1PCπk1 ⊗ U
P
R )ψ

(π†k1PCπk1 ⊗ U
P †
R )
)
P†rej

)
ΩM ⊗ |rej〉 〈rej|

)
. (67)

Finally we apply the projectors and notice that K1 = Π(n+c+h):

=
1∣∣Π(n+c+h)

∣∣tr0,+

( ∑
πεΠ(n+c+h)

(
DecM

( ∑
P |π†Pπ∈PE

|αP |2 (π†PCπ ⊗ UP
R )ψ

(π†PCπ ⊗ UP †
R )
)
⊗ |acc〉 〈acc|

+ trM

( ∑
P |π†Pπ∈P(n+c+h)\PE

|αP |2 (π†PCπ ⊗ UP
R )ψ

(π†PCπ ⊗ UP †
R )
)

ΩM ⊗ |rej〉 〈rej|

))
. (68)
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Then:

1

2

∥∥∥ 1

|K|
∑
k∈K

Ek(ρMR)−F (ρMR)
∥∥∥

1

=
1

2

∥∥∥ 1∣∣Π(n+c+h)

∣∣ ∑
πεΠ(n+c+h)

(
tr0,+

(
DecM

( ∑
P |π†Pπ∈PE

|αP |2 (π†PCπ ⊗ UP
R )ψ

(π†PCπ ⊗ UP †
R )
)
⊗ |acc〉 〈acc|

+ trM

( ∑
P |π†Pπ∈P(n+c+h)\PE

|αP |2 (π†PCπ ⊗ UP
R )ψ(π†PCπ ⊗ UP †

R )
)

ΩM ⊗ |rej〉 〈rej|
)

− trC1C2

( ∑
P |π†Pπ∈PF

|αP |2 (π†C2
PC2πC2 ⊗ UP

R )(φMRC1C2)

(π†C2
PC2πC2 ⊗ U

P †
R )
)
⊗ |acc〉 〈acc|

− trMC1C2

( ∑
P |π†Pπ/∈PF

|αP |2 (π†C2
PC2πC2 ⊗ UP

R )(φMRC1C2)

(π†C2
PC2πC2 ⊗ U

P †
R )
)

ΩM ⊗ |rej〉 〈rej|

)∥∥∥
1
. (69)

We will subtract the accepted states in the ideal protocol from those accepted in

the real protocol and we will subtract the rejected states in the real protocol from

the rejected states in the ideal protocol. Note that

PE \ PF = {P ⊗R⊗Q|P ∈ Pn, ω(P ) > t,R ∈ {I, Z}⊗c, Q ∈ {I,X}⊗h}.

=
1

2

∥∥∥ 1∣∣Π(n+c+h)

∣∣ ∑
πεΠ(n+c+h)

∑
P |π†Pπ∈PE \PF

(
tr0,+

(
DecM(|αP |2 (π†PCπ ⊗ UP

R )ψ

(π†PCπ ⊗ UP †
R ))

)
⊗ |acc〉 〈acc|

− trMC1C2

(
|αP |2 (π†C1

PC1πC1 ⊗ UP
R )(φMRC1C2)

(π†C1
PC1πC1 ⊗ U

P †
R )
)

ΩM ⊗ |rej〉 〈rej|

)∥∥∥
1
. (70)
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Here we will use the triangle inequality to remove the sums from the trace distance:

≤ 1

2

1∣∣Π(n+c+h)

∣∣ ∑
π∈Π(n+c+h)

∑
P |π†Pπ∈PE \PF

∥∥∥tr0,+

(
DecM(|αP |2 (π†PCπ ⊗ UP

R )ψ

(π†PCπ ⊗ UP †
R ))

)
⊗ |acc〉 〈acc|

− trMC1C2

(
|αP |2 (π†C1

PC1πC1 ⊗ UP
R )(φMRC1C2)

(π†C1
PC1πC1 ⊗ U

P †
R )
)

ΩM ⊗ |rej〉 〈rej|
∥∥∥

1
. (71)

Since the maximum trace distance between two states is 1 we have:

≤ 1∣∣Π(n+c+h)

∣∣ ∑
k1εK1

∑
P |π†Pπ∈PE \PF

|αP |2 . (72)

Now if we let ηP be the number of permutations, π of P such that π†Pπ ∈ PE \PF ,

then the above can be written as:

=
1∣∣Π(n+c+h)

∣∣ ∑
P∈P(n+c+h)

ηP × |αP |2 . (73)

Here, we cite Theorem 5.2.1, which gives us ηP ≤
(
n
t+1

)
(t+1)!((n+c+h)−(t+1))!.

Thus, since
∑

P∈Pn+c+h

|αP |2 = 1, the above expression can be bounded by:

≤ 1

(n+ c+ h)!

(
n

t+ 1

)
(t+ 1)!(n+ c+ h− (t+ 1))!

=

n∏
i=1

i
n+c+h−t−1∏

i=1

i

n−t−1∏
i=1

i
n+c+h∏
i=1

i

=

n∏
i=n−t

i

n+c+h∏
i=n+c+h−t

i

=
t∏
i=0

n− t+ i

n+ c+ h− t+ i

≤
t∏
i=0

n

n+ c+ h− t
=
( 1

1 + c
n

+ h
n
− t

n

)t+1

(74)
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Therefore, D
(

1
|K|
∑
k∈K

Ek(ρMR),F (ρMR)
)
≤ ( 1

1+ c
n

+ h
n
− t

n

)t+1, ∀ρMR.

We note that the bound provided above is not tight. It was achieved by replacing

each fraction in the sum with the single largest possible value, obtained by taking the

largest possible numerator in the sum and dividing by the smallest possible denomi-

nator. This is clearly not a tight bound and given more information about c and h,

it could be possible to easily find a tighter bound. However, while this is not tight,

it is sufficient to show security.

We also note that as can be seen in [BW16], given c = h = n, we can simplify

the bound to 1
3t+1 . This is very similar to the bound in [BGS13] of (2

3
)d/2. Note that

the trap code in [BGS13] uses the error detection property of the code. Since a code

of distance d can detect up to d/2 errors, this bound is consistent with our bound of

(1
3
)t+1.



Chapter 6

Conclusions

In this thesis, we have introduced quantum information and quantum message au-

thentication. We discussed a security model that relies on a simulator. Finally, we

have proven the security of both the Clifford and trap codes, using efficient simulators.

Following this work, there are a few questions that could be addressed in further

work. Currently we study these two protocols in a noiseless setting, which is ulti-

mately impractical in a real world setting. It would therefore be useful to have an

understanding of how these codes could handle noise. The trap code in particular

seems to be a good candidate for a QMA scheme for a noisy channel because of the

original error correcting code applied to the message. There is likely a relatively sim-

ple extension of our current results that would find a bound on the amount of error

that should be allowed on the traps to account for noise, but still catch adversarial

attacks with high probability. This would proceed by finding a non-zero limit to the

number of traps that could be accepted when changed as noise but still under the

number that would need to be changed by an adversary to alter a message qubit.

Furthermore, there is the question of whether or not the trap code could be

simplified by removing the Pauli encoding. The Paulis currently only serve to allow

us to remove the cross terms that we would have when we write the attack unitary

as the sum of Paulis. We suspect it is the case that the Paulis are not necessary and

that the permutation would be sufficient to prove security. A formal proof, however,

is left to future work.
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Finally, we have mentioned that the efficient simulations are typically a crucial

requirement to prove UC security. The next logical step would be to prove UC security

using the results of this thesis.



Appendix A

Summary of Notation

Summary of the notation used, in order of appearance.

Symbol Meaning

|·〉 Dirac’s ket notation; column vector

|0〉, |1〉 Computational basis states

|+〉, |−〉 Hadamard basis states

|ψ〉 Arbitrary pure qubit, |ψ〉 = α |0〉+ β |1〉 for α, β ∈ C

U Unitary operator

I,X, Z, Y Single qubit Pauli gates; identity, bit flip, phase flip, and

bit and phase flip, respectively

H Single qubit Hadamard gate; takes |0〉 to |+〉 and |1〉 to

|−〉 and vice versa

Mm Measurement projector corresponding to the outcome m

⊗ Tensor product

|Ψ+〉, |Ψ−〉,
|Φ+〉, |Φ−〉

Bell states; EPR pair; pair of maximally entangled

qubits

ρ Density matrix; most arbitrary representation of a

qubit, or of multiple qubits
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Symbol Meaning

H Hilbert space

tr trace of a matrix; sum of diagonal entries of a matrix

B(H) Space of bounded linear operators on a Hilbert space;

quantum operations

CPTP map Completely positive trace preserving map; quantum

channel

D(·, ·) Trace distance

‖·‖1 Trace norm

Πn Set of all n-qubit permutations

π Permutation operator

Pn Set of all n-qubit Pauli operators

P,Q,R Pauli matrices, dimension should be clear from context

Cn Clifford group on n qubits

C Clifford operator

E Encoding map

D Decoding map

K Set of all keys

E Real world protocol

F Ideal world protocol

P Measurement projector

Enc(·) Error correcting code applied to ·

Dec(·) Decoding (of the error correcting code) applied to ·

PE Set of all Paulis that the real world protocol will accept

being applied to the cipher system
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Symbol Meaning

PF Set of all Paulis that the simulator would accept being

applied to the half EPR pairs

ηP Number of permutations of P that would leave the effect

of P on a cipher register undetected on the traps
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