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Abstract

The XML-based interoperable characteristics make enhancing security for XML Web
Services a lot different from that of the traditional network-based applications. SSL VPN
gateways are usually used to provide security for traditional network-based applications,
but not for Web Services. This thesis presents an integrated security solution for securing

both traditional network-based applications and Web Services.

The integrated security solution includes a VPN framework and a Web Services
framework. Considering that we have already had an SSL VPN gateway developed by
our lab, we take it as the motherboard of the solution and the VPN server of the gateway
as the security functional part of the VPN framework. As the highlight of this thesis
project, a Web Services security component, also the security functional part of the Web
Services framework, has been developed, implemented and integrated with the SSL VPN

gateway to get the integrated security solution.

The problem of applying ECC over binary fields for XML security, SOAP message
security and Web Services security to make the Web Services security component share
the same set of ECC keys with the VPN server on the gateway has been studied. Tools
for reading ECC keys and certificates from the BUL’s key files have been developed.
Methods to adopt the ECC key files to ensure security of Web Services have also been
developed. To the best of our knowledge, there is no previous work on adopting ECC

keys over binary fields for Web Services security.

The integrated security solution we present in this thesis is the prototype of a network
device that has functions of three gateways: a VPN gateway, a Web Services security

gateway and a Web Services gateway.

v
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Chapter 1 Introduction

1.1  Problem statement

Web Services technologies have been in their popularity for a while. Since the concept of
Web Services was prompted in 1999 for the first time, Web Services technologies have
become almost well-fledged. Now more and more enterprises and e-business companies
have developed and deployed or have begun to develop and deploy Web Services. Web

Services are believed to be the next step of Internet-based applications and transactions.

By utilizing XML, SOAP, HTTP, WSDL, UDDI protocols and standards, Web Services
technologies provide us with a new way of unifying disparate systems into an openly
interoperable environment. The XML-based characteristics of Web Services make Web
Services available via the Web no matter how different their background systems are
between the service provider and the service consumer. Thus the Web Services
technologies are widely used in the areas of distributed computing and systems

integration.

Also the Web Services’ XML-based interoperable characteristics create a lot of
challenges to enforcing the security issues for Web Services over the Internet. Although
authentication, authorization, confidentiality, integrity and non-repudiation are still the
five security issues should be addressed when securing Web Services, the unique
characteristics of Web Services make the traditional security solutions such as SSL/TLS

are not enough. Web Services need message level security.

To meet the requirements for Web Services Security, many efforts have been made. As
technologies on Web Services security are maturing, products on Web Services security
come to the markets. XML encryption and XML digital signature, as the two basics
among Web Services security technologies, are always implemented by Web Services
security gateways, either as hardware devices or software architectures, to provide

message level security to Web Services. However, these gateways usually do not provide



security for the traditional network-based applications that are not developed with Web

Services standards and technologies.

On the other hand, VPN technology, as one of the traditional security solutions, usually
uses VPN gateways as its entry points to enforce the security policies for securing
traditional network-based applications. The VPN gateways secure accesses to the
applications behind gateway over insecure networks such as the Internet. However, these
gateways are not aware of Web Services and can not provide message level security for

them.

Is it possible to get an integrated security solution for securing both the traditional
network-based applications and Web Services by integrating the functions of VPN

gateways and the functions of Web Services Security gateways?

1.2 Motivation and objectives

Based on the above problem statement, we are led to the idea of providing an integrated
security solution for securing both traditional network-based applications and Web
Services by integrating the functions of VPN gateways and the functions of Web Services

Security gateways.

An SSL VPN gateway has already been developed by Bell University Labs (BUL) at the
University of Ottawa. It has been proven that the gateway works efficiently for securing
the traditional network-based applications, though the security policies are simple now.
Utilizing ECC keys to enforce its cryptography-related security policies is one of this

VPN gateway’s characteristics.

Considering that we have already had the box of the VPN gateway and the control
policies and key file used by the VPN server to secure the network-based applications,

what we need to do to get the integrated security solution are,

e to propose the integrated security solution using the SSL VPN gateway as the
motherboard and the VPN server as the security functional part for securing the

traditional network-based applications.



e to develop and implement an XML Web Services security component as the

security functional part for securing Web Services.

e to integrate the Web Services security component with the VPN server on the

VPN gateway.

With this work done, the integrated box can efficiently secure both the traditional
network-based applications and Web Services. The control policies and key file of the
VPN server can be shared by the XML Web Services security component. With little
cost, compared to other security products, this integrated box is suitable for Small and
Medium Business (SMB) who would like to apply security measures to both the

traditional network-based applications and Web Services.

The integrated box will be the enterprise’s entry point in the Internet. When the requests
for the traditional applications come, they are processed by the VPN engine. When the
requests for Web Services come, they are processed by the Web Services security
component. Moreover, the Web Services security component can also treat the requests

differently according to where the requests originate, inside or outside the VPN.

Sharing the same control policies and key file by the BUL’s VPN server and the XML
Web Services security component is part of the integration work. The BUL’s ECC keys
used by the BUL’S VPN server will be one of the unique characteristics of the Web

Services security component and the integrated box as well. Thus,
e to apply the BUL’s ECC keys to the Web Services security component makes

another goal of this thesis project

1.3 Contributions

The motivation and objectives above actually envisioned the contributions of this thesis

project. These contributions are listed as follows.

1. An integrated security solution for securing both traditional network-based
applications and Web Services is proposed based on an SSL VPN gateway

that we have already had for securing the traditional network-based



applications. Two frameworks are included in this solution. One is the

VPN framework and the Web Services framework.

An XML Web Services security component for securing Web Services is
developed, implemented and integrated with the VPN server on the

gateway. Contributions of this work are listed as follows.

Other components, which together with the Web Services security
component compose the Web Services framework in the integrated
security solution, are developed. They are Web Services clients, Web
Services on the gateway, Web Services on the internal application server
and a Web Service proxy. These components compose the Web Services

framework of the solution.

Tools for reading BUL ECC keys and certificates from PEM files are
developed.

Encryption algorithm ECEIS and signature algorithm ECDSA are studied.
Support for these two algorithms with BUL ECC keys is added in the

jBorzoi library.

Methods to support XML signing/verifying and encrypting/decrypting
with BUL ECC keys are studied and developed using the Apache XML
Security library.

Methods to support SOAP message signing/verifying and
encrypting/decrypting with BUL ECC keys are studied and developed
using the Apache WSS4J library.

With further development, the integrated security solution will become a
network device with functions of three separate network devices, the VPN
gateway, the Web Services security gateway and the Web Services
gateway. It can be applied by SMB as an efficient way of securing both

traditional network-based applications and Web Services and mapping



Web Services and legacy applications in the internal network to Web

Services on the gateway.

The work of this thesis project was done by Java technology mainly with related libraries
from the Apache Software Foundation. In addition, to the best of our knowledge, there is

no previous work on adopting ECC keys over binary fields for Web Services security.

1.4  Outline of this thesis

This thesis is organized as follows.

Chapter 2 is an introduction to the background and related research work of this thesis
project. The concepts of XML and the Web Services architecture are reviewed first in
this chapter followed by mechanisms of Web Services security. Security measures such
as SSL/TLS and firewalls are not enough, as there are new challenges to Web Services
security. Some Java projects related to Web Services and Web Services security are
presented. Lastly, two commercially available XML security products are analyzed in

this chapter.

Chapter 3 proposes the integrated security solution. The overview of the security solution
is given first, followed by the advantages of this solution. Next, the functionalities of the
Web Services security component and the Web Services proxy are described. The
integration of the Web Services security component with the VPN server is described at

the conclusion of this chapter.

Chapter 4 is on the design issues of the integrated security solution. The functions and
architecture of Web Services clients, Web Services on the gateway, Web Services on the
internal application server, the Web Services security component and the Web Services

proxy are described.

Chapter 5 is on the design principles of the Web Services security component. We
describe in depth the elliptic curve cryptography and its application in XML security,
SOAP message security and Web Services security. The elliptic curve cryptographic
schemes are used in this thesis to implement our Web Services security component

integrated with the VPN server, both using the same set of elliptic curve cryptographic



keys. XML security method and syntax, including XML encryption and XML digital
signature, are analyzed before analysis of the SOAP security method and syntax. The

problem of Web Services security is studied at the end of this chapter.

Chapter 6 is dedicated to the implementation of the XML Web Services security
component and setting up of the related systems. First, implementation of each module in
the Web Services framework is described. Then the algorithms and mechanisms of
reading ECC keys, ECC encryption and signature, encrypting/decrypting XML/SOAP
messages and signing/verifying digital signatures in XML/SOAP messages are given in

detail. The running results are given at the end of this chapter.

We conclude our thesis and give future direction of this thesis in Chapter 7.



Chapter 2 Web Services and Web Services Security

This chapter gives an overview of the research works related to this thesis project.
Technologies concerning XML, Web Services and Web Services security will be

introduced first, followed by an introduction to the Web Services security gateways.

2.1 XML

Extensible Markup Language (XML) [1] is a simple data description language. It was
standardized by World Wide Web Consortium (W3C) to bring a way of markup-based
publishing to the Web.

XML is a subset of SGML and similar to HTML in format. However, it is different from
HTML. XML is a well-formed markup language and does not have a specified tag set.
XML’s tag set is open. XML has no grammar requirement for the language either. You
can define your own tags to describe the data in any way you want, as long as it conforms

to the general structure that XML requires.

The XML document is plain text. It is platform-independent and programming language
neutral. Any application can understand it. So besides its support for human access to
information, more important is that it enables a flexible way of describing data in a
machine-processable manner. Since its emergence, it has been profoundly affecting the
way we build and think about Web and Web Services. It is the foundation of Web
Services. This is the reason why XML is closely related to Web Services. When we are

talking about Web Services, we always mean XML Web Services.

2.2  Web Services

XML Web Services, as a technology, are a set of protocols that build on the global
connectivity made possible by SOAP, XML and HTTP [5]. The main objective of the

XML Web Services is to provide interoperability to applications distributed on networks



including the Internet. The Web Services expose their interfaces so that a user can build a

client application to communicate with the Web Services.

The standards and protocols, XML, SOAP, HTTP, WSDL (Web Service Description
Language), UDDI (Universal Description, Discovery and Integration), etc., compose the
so-called XML Web Services technology stack. In this XML Web Services technology
stack, XML is the foundation, because XML itself is an open standards; most of the other
open standards and protocols such as SOAP, WSDL and UDDI are all XML-based. This
is the greatest of the Web Services, which makes the Web Services universally accessible

and thus makes the Web Services technology a great success.

Typically, Web Services use WSDL to describe their interfaces, use UDDI as the yellow
and white pages to publish their interfaces to the public and use SOAP to communicate

with the service user, which could be a person, an application or a Web Service.

A typical simple Web Services architecture is illustrated as follows, along with a

description of the protocols and standards in this architecture.

2.2.1 Web Services architecture

The architecture is depicted in Figure 1. In this architecture, the Web Services provider
publishes interfaces to Web Services to a repository and the Web Services requester
queries the repository for the interfaces. The Web Services requester then calls Web

Services with a Web Services client.



WSDL

XML/SOAP

Web Services requester
Web Services provider

Figure 1 Architecture of Web Services

2.2.2 SOAP

SOAP [16] is a protocol for exchanging information in a decentralized, distributed
manner. SOAP provides the means of communicating for XML Web services. It is a

W3C specification.

The structure of a SOAP message is depicted in Figure 2. A SOAP message is composed
by an envelope containing the body of the message and the necessary header information
used to describe the message. A SOAP message is itself an XML document conforming

to specific XML schema.



Figure 2 A SOAP envelope

SOAP messages can be sent over communication protocols such as FTP, HTTP and
SMTP; however, the usual way is SOAP over HTTP, which is depicted in Figure 3. In
this scenario, communication between the SOAP client and the SOAP server is through

the underlying HTTP client and HTTP server.

HTTP post

Figure 3 SOAP over HTTP

SOAP is the core technology of Web Services. WSDL and UDDI are all based on SOAP

to transfer information related to Web Services description and publishing.

SOAP messages can transverse more than one hop and it can be over different

communication protocols on each hop. For example, it can be sent over FTP on the first
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hop, over HTTP on the second hop and sent over email by SMTP protocol on the third
hop. This is the reason that security measures are usually applied on SOAP messages

instead of the communication protocols.

As SOAP message is itself based on XML, SOAP message security is also based on
XML security. Processing SOAP message security is the majority of the work of the Web

Services security component proposed in this thesis.
2.2.3 UDDI

UDDI [17] provides a central directory service for publishing technical information about
Web Services. It allows businesses to register with the directory service so they can
advertise their services; thus they can find each other’s services and carry out transactions

through them on the Web.

UDDI is a Web directory usually built over SOAP, and UDDI itself is a Web Service.
UDDI over SOAP, which is over HTTP in turn, is depicted in Figure 4. In this scenario,
the UDDI client sends queries to the UDDI server on a Web Services broker node. The
UDDI server then queries the Web Services registry data through the UDDI processing
engine and returns information about Web Services such as programmatic interface. The
messages between the UDDI client and the UDDI server are also sent over SOAP, which

is over HTTP in turn.

HTTP post

Figure 4 UDDI over SOAP
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One thing to notice is that Web Services do not have to be published and found by UDDL
In a private Web Services deployment environment, within a VPN, for example, the
interfaces to Web Services can be sent via email or published by files. Of course, this can
also be done by UDDI; however, it is not a cost-effective way when there are not so

many Web Services and participating parties.

2.2.4 WSDL

WSDL [18] is an XML-based language layered on top of the schema that describes a
Web Service. It provides the necessary information for the Web Services client to interact

with the Web Services provider.

WSDL specifies the information and its style in Web Services request and response
messages. A part of a sample WSDL file is shown in Listing 1. The name and location of

the Web Service are specified in the sample WSDL file.

eCateway'>

Listing 1 WSDL sample
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As WSDL is XML-based, it is also extensible. It can be extended to describe any Web
Services. WSDL is generally produced by applications and read by applications.
Transferring WSDL between applications is through SOAP.

The WSDL description published by Web Services can be used to generate routines to
simplify programming of Web Services clients as we do in Chapter 6. In this way, we do
not have rewrite the Web Services client for every Web Service, but only create the part

for locating Web Services.

2.3  Web Services security

Web Services security involves a lot of technologies, including standard HTTP security
technologies for transport security and XML security technologies. It also includes
security technologies such as that at the level of operating systems, which is not covered

in this thesis.
2.3.1 Challenges to Web Services security

For Web Services security, traditional security technologies are usually not working. For
traditional applications on the Internet, firewalls are powerful network devices to ensure
security. They provide intrusion detection and prevention for various applications.
Usually firewalls are and have to be set up to let HTTP traffic through to provide access
to Web applications. As in most cases where Web Services requests and responses are

utilizing HTTP protocol, traditional firewalls cannot secure Web Services.

Most of the traditional applications over the Internet do not require semantic processing
of the messages in transition, so some security technologies such as SSL/TLS are good
enough for them. However, this is not true for Web Services. Web Services require
processing at the message level on the intermediate nodes of message transition. It makes

the traditional security technologies inadequate.

Another challenge to Web Services security is the interoperability between security
technologies from different manufactures for different applications. Security technologies
for other applications were never designed to meet interoperability as standards for Web

Services. Web Services and Web Services security technologies are XML-based, and it is
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never a big issue for different security technologies to cooperate, as there are universal

open standards for Web Services.

The XML security framework presented in the next section addresses these challenges.

2.3.2 XML security technologies

The XML security framework recommended by W3C includes three technologies: XML
Encryption, XML Digital Signature and XML Key Management Services.

1) XML Encryption

XML Encryption supports the encryption of all or part of an XML document. XML
Encryption is not locked into any specific encryption scheme. XML Encryption can
encrypt the entire XML document, an element and all its subelements, the content of an

XML element or a reference to a resource outside the document.
More information about XML Encryption can be found in [19].
2) XML Digital Signature

The specification of XML Digital Signature defines the syntax and rules for processing
XML digital signatures that provide integrity, message authentication and signer

authentication services for data.
More information about XML Digital Signature can be found in [20].
3) XML Key Management Services (XKMS)

XKMS ensures trust processing to one or more specialized trust processors. It gives
businesses an easier way to manage digital signatures and data encryption. With XKMS,
all the participating institutions of XML Web Services can use standard interfaces to

work with each other. One of the goals of XKMS is to make it easier for Web Services
clients by offloading the complexity of processing PKI to some external services. The

difference between systems using XKMS and not using XKMS is depicted in Figure 5.
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XKMS sefver Directory

Web Services client Web Services client

Not using XKMS Using XKMS

Figure 5 Systems using and not using XKMS

When not using XKMS, each Web Services client has to provide PKI functionalities
itself. Implementing PKI is always very complex and has to be done on every Web
Services client. The PKI component on the Web Services clients interacts with a PKI

server, which is connected to public key directories.

With the XKMS infrastructure, Web Services clients with interact with an XKMS server
through standard Web Services interface, usually implemented with SOAP. The XKMS
server is connected to public key directories. Participating parties, including Web
Services clients and Web Services servers, interact with the XKMS server as

authentication proxy.

We do not use XKMS in this thesis, as it is not very closely related to the Web Services
security component. Another reason is that we want to develop the Web Services security
component with the existing PKI infrastructure used by the BUL’s VPN gateway.
Implementing XKMS working with the Web Services security component is left to future

research.

More information about XKMS can be found in [21].
2.3.3 Activities on Web Services and Web Services security

There are many activities involving Web Services security.

15



World Wide Web Consortium (W3C) is an international consortium for developing
standards for the World Wide Web. W3C was created to ensure compatibility and
agreement among industry members by adopting new standards. W3C defined XML,
XML-Schema, SOAP, WSDL and Web Services architectures. WSDL 1.1 has not been
endorsed by W3C, but WSDL 2.0 is the W3C recommendation.

The Organization for the Advancement of Structured Information Standards (OASIS) is
“a not-for-profit, international consortium that drives the development, convergence and
adoption of e-business standards.” Activities sponsored by OASIS involving Web
Services include SAML, XACML and WS-Security. SAML is an XML standard for
exchanging authentication and authorization information between an identity provider
and a service provider. XACML (eXtensible Access Control Markup Language) is an
XML standard for access control that specifies how authorizations for XML documents

should be designed based on rules, policies and policy sets.

Web Services Interoperability Organization (WS-I) is “an open industry organization
chartered to promote Web Services interoperability across platforms, operating systems
and programming languages.” WS-I does not develop standards, but endorses the use of
existing standards. The WS-I Basic Profile provides interoperability guidance for core
Web Services specifications, including SOAP, WSDL and UDDI. WS-I Basic Security
Profile is designed to address interoperability across transport security, SOAP, messaging
security and other security considerations for the WS-I Basic Profile. The WS-I Basic
Security Profile is targeted at HTTP over TLS and Web Services security through SOAP

message security.

Electronic Business using eXtensible Markup Language (ebXML) is a joint activity of
OASIS and the United Nations Center For Trade Facilitation and Electronic Business
(UN/CEFACT). ebXML is to provide guidelines for doing electronic business in an
interoperable, secure and consistent way. Web Services technologies such as SOAP,

WSDL and UDDI can be used with a specification of ebXML.
2.3.4 Apache projects related to Web Services and Web Services security

1) Tomcat
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Apache Tomcat is a servlet container that implements the Java Servlet and the JavaServer
Pages specifications from Sun. It provides an environment for running Java code in

cooperation with a Web server.

Tomcat can be used as a servlet engine in cooperation with another Web server such as
Apache Web server. In this case, Tomcat is in charge of the dynamic Web contents that
are determined by servlets, and the Web server is in charge of the static Web pages with
certain directory structure. Connectors are used between the Web server and Tomcat to

direct certain traffic to Tomcat for future process.

Tomcat can also be used as a Web server itself as in this thesis when the static contents
are not meant to be a heavy burden and when the structure of Web site is not very

complex.

A lot of industries and organizations adopt Tomcat to support their various Web

applications [53].
2) Axis

Apache Axis is an implementation of the SOAP specification submitted to W3C. The
Apache Axis project is a follow up to the Apache SOAP project. It is an open source
XML-based Web Services development environment. There are two versions of Axis;

one is done with Java, and the other is done with C++.

In Axis, there are two ways of exposing Web Services implemented with Java code.
Users can deploy the Java source code as Java Web Services or deploy compiled Java

classes with a Web Service Deployment Descriptor (WSDD) file.

Axis provides a mechanism to support SOAP message handling at the server side and the
client side. It provides a message context where users can insert operations on SOAP
messages. The Web Services security project, Apache WSS4J, is based on the Axis

project to apply Web Services security measures to SOAP messages.

Many companies and individuals around the world use Axis to support Java Web

Services.

3)  WSS4J
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Apache WSS4J is an implementation of the OASIS Web Services Security (WS-

Security) specification.

WSS4J provides mechanisms that developers of Web Services can use to encrypt/decrypt
the SOAP messages and sign/verify digital signatures applied on SOAP messages. It
requires Apache Axis for SOAP message processing and Apache XML Security for
encrypting/decrypting XML messages and signing/verifying digital signatures in XML

messages.
4) XML Security

Apache XML Security library is an implementation of the W3C recommendation on

XML Encryption [40] and the W3C recommendation on XML Signature [41].

XML Security provides APIs for XML processing, including XML encryption and XML
digital signature, as a basis for XML-based security including SOAP message security.
There are two versions of the XML Security library; one is done with Java, and the other

is built with C++.
2.3.5 Other Java projects

Besides the Apache projects, there are some Java projects from other institutes for Web
Services and Web Services security. These projects include the Dragongate jBorzoi

project and the BouncyCastle project.
1) Dragongate jBorzoi

The Dragongate jBorzoi project works on the elliptic curve cryptography library. jBorzoi

is the Java version and Borzoi is the C++ version, and both are open source.

jBorzoi provides support for the Elliptic Curve Integrated Encryption Scheme (ECIES),
the Elliptic Curve Digital Signature Algorithm (ECDSA) and the Elliptic Curve Diffie-
Hellman Key Agreement Scheme (ECDH) for binary field elliptic curves. It supports
elliptic curves with several elliptic curve domain parameter recommendations from

NIST.

2) BouncyCastle
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BouncyCastle, a free cryptographic AP, is developed by the Legion of the Bouncy
Castle. This cryptographic API can be used anywhere there is a restriction against
exporting strong Java cryptographic algorithms.

It supports the processing of X.509 certificates. It also supports elliptic curve public key
cryptography, but at this time, only the ECIES algorithm and ECDSA algorithm over the

prime field are supported.

2.4 Web Services security gateways

Web Services security in practice is usually implemented by the Web Services security
gateway as a standalone network device. The role of Web Services security gateways
protecting XML Web services is much like the role of traditional firewalls protecting
traditional network-based applications. The security gateways should work with other
network devices to work properly and effectively. Role of the Web Services security

gateway is depicted in Figure 6.

Application
server
Untrusted XML traffic I
L 2l — Application
Web Services security gateway © server

Figure 6 Role of the Web Services security gateway

Upon receiving XML Web Services traffic, the Web Services security gateway analyzes
the XML traffic and determines whether the traffic contains malicious content and meets
other security criteria. The Web Services security blocks XML traffic that will harm the
application server or does not meet the security criteria. In this way, the Web Services

security gateways work as an XML traffic filter.

Institutes may choose to apply security measures on each of their application servers on

an entry point, the Web Services security gateways. Similar to what is done for the
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traditional network-based applications, applying security measures on the Web Services

security gateways is preferred, despite some minor disadvantages.

Building a shared security gateway for Web Services on internal application servers has

the following advantages.

. Higher performance and lower cost. Maintenance of the hardware and
software is at lower cost compared to maintenance on every application
server. By deploying the Web Services security gateways, enterprises can
reduce the total cost of ownership by moving processing from application
servers to a shared entry point. In this architecture, there are only
centralized patching and updating of Web Services security gateways and
a centralized process for data validation, which is cost-effective.
Configuration of security policies can be done more easily, as it only
needs to be done on the security gateway instead of on every application

SCrver.

. A centralized and consistent security policy. It is easy and desired to have
uniform security policies for all the application servers. There would not

be conflicts of security policies among different application servers.

. The security gateway can be integrated with other network devices such as
the traditional gateway or the VPN gateway as a software module, as done
in this thesis; for better cooperation between the Web Services security

component and the original gateway software.

" Less entry points, less threat and damage. In an institute where only Web
Services gateways are exposed to the Internet, the internal network and

application servers can be masked with the proper configuration.
2.4.1 Commercial implementations of Web Services security gateways

There are several vendors that present XML Web Services security gateways and claim
that the XML security gateways work great for XML Web services, including that from

Datapower and Forum.
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In our opinion, however, as Web Services development and deployment are still at the
starting point, one has to be careful when investing in large-scale Web Services security
gateways. Moreover, we have to be prepared for the future changes to network

architecture.
1) Datapower XML security gateway

Datapower XS40 is an XML security gateway product that is widely quoted on the Web.
Most of its parts are implemented as hardware to keep it processing XML traffic at wire-

speed [7].

This product is used by some institutes to secure their Web Services. It is claimed to be
fast for Web Services processing. This is for large enterprises to secure their Web
Services. But for an SMB, this will be too expensive to purchase and maintain these

devices.
2) Forum XWALL XML security gateway

The Forum XWALL is said by its vendor to be “the industry's first Web Services
Firewall equipped with data authentication as well as XML intrusion prevention to

actively protect against XML viruses, data corruption and denial of Web service attacks.”

The Forum XWALL Web Services security gateways are also for large enterprises and

will be too expensive for SMB.

2.4.2 Standalone Web Services security gateways versus integrated security
solutions

XML Web Services security gateways are the latest solution for XML Web services.
They stand in face of malformed incoming XML traffic and process the XML traffic

before it comes to the application server residing inside of enterprises.

However, there are arguments on the Internet saying that XML security gateways may
disappear or be integrated into other network devices such as routers or firewalls in the
next few years. Today’s Web Services security gateways are the result of the fact that
development and deployment of Web Services are still at the starting point and there are

no standard and mature solutions for Web Services security. When the Web Services

21



security solutions are mature and securing Web Services is a must-have feature of

network security device, there will be integrated solutions.

Using a standalone network device for Web Services security also has the problem of
complex network architecture. There will be more than one entry point to the internal
network. Applying security policies on these entry points will be more complex than

applying security policies on just one entry point.

2.5 Chapter summary

Web Services architecture and Web Services security were briefly reviewed in this

chapter.

Web Services are based on XML, and so is the Web Services architecture. SOAP is the
protocol for transferring Web Services traffic that is based on XML. UDDI and WSDL
are all based on SOAP.

Web Services security is closely related to its XML characteristics. XML encryption and
XML digital signature are two basic technologies for Web Services security. The Web
Services security gateways are used in practice to security Web Services. Web Services

security functions will be integrated into other network devices.
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Chapter 3 The Proposed Integrated Security

Solution

The integrated security solution proposed in this thesis is for securing both traditional
network-based applications and Web Services, using the same set of ECC keys over
binary fields from the BUL. For these two types of applications, this integrated security

solution includes a VPN framework and a Web Services framework.

The overview of this integrated security solution is given first, followed by description of
the VPN framework and the Web Services framework. How these two frameworks are
integrated is given next. We discuss the advantages of this integrated security solution at

the end of this chapter.

3.1 Solution overview

The proposed integrated security solution is shown in Figure 7.

Application servers
(providing Web Services)

Web Services client /
VPN client

Application servers
(such as file servers)

Figure 7 Architecture of the integrated security solution

The integrated security solution includes three major components on the gateway: a VPN

server, a Web Services security component and a Web Services proxy. This is the
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prototype of a network device that has the functions of three network devices: a VPN

gateway, a Web Services security gateway and a Web Services gateway.

This integrated security solution also includes some other components as the running
environment of the three major components. So the overall integrated security solution
includes a Web Services on the gateway and the corresponding Web Services client, a
Web Services on the internal application server and the corresponding Web Services
client, a Web Services proxy mapping Web Services on the internal application servers to
Web Services on the gateway, the Web Services security component, a VPN server and
the corresponding VPN client. The VPN client and VPN server compose the VPN

framework. All the other components compose the Web Services framework.

In this integrated security solution, the VPN server in the VPN framework and the Web
Services security component in the Web Services framework use the same key file.
However, a user may connect to VPN using the VPN client with a key file and then

request Web Services using the Web Services client with another key file.

As seen in Figure 1, there are three participating parties in a real Web Services
architecture. The Web Services framework in our proposed architecture does not include
the UDDI of the Web Services architecture. However, for UDDI to authenticate and
authorize the Web Services providers and Web Services requesters, the Web Services

security component can also used.

3.2 The VPN framework

The VPN framework provides functions of a VPN gateway. It is for securing traditional
network-based applications. In this framework, communication between VPN clients and
application servers in the internal network behind the gateway is secured by the VPN

server.
3.2.1 VPN server

The VPN server sets up a VPN connections between VPN clients and VPN server to

provide security for traditional network-based applications such as domain login and file
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sharing. This is an SSL VPN server that utilizes ECC keys over binary fields from BUL.
The key file is shared by the VPN server and the Web Services security component.

3.2.2 VPN clients

When using VPN clients to connect to secured resources behind the VPN gateway, there
will be a virtual IP address corresponding to each VPN client. By the virtual IP addresses,

the VPN server can tell whether a connection is from outside or inside the VPN.

The Web Services security component can also use the information of the virtual IP
addresses. Based on this information, the Web Services security component can tell
where the requests for Web Services come from, outside or inside the VPN, and then can

treat them differently.

3.2.3 Application servers in the internal network

The application servers providing traditional network-based applications are secured by
the VPN framework. Secure communication between the clients and the application
servers is via the VPN server. The connection to the VPN server can only be made

through the VPN clients with proper key files.

3.3 The Web Services framework
3.3.1 Web Services clients

The Web Services clients act as a requester for Web Services on the VPN gateway or on

the application servers behind the VPN gateway.
3.3.2 Web Services on the gateway

Web Services are provided on the gateway and are requested by the Web Services clients.
No complex logic is implemented by these Web Services, as they are not the majority of

the work of this thesis.
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3.3.3 Web Services on the internal application servers

Web Services on the internal application servers are also requested by Web Services
clients. The difference between these Web Services and Web Services on the gateway is
that these Web Services cannot be called directly by the Web Services clients because the
internal network is usually not visible to the Web Services clients. Web Services clients
calling Web Services on the internal application servers are performed through the Web

Services proxy.

VPN clients are not allowed to access internal application servers that provide Web
Services. If so, Web Services will by no means be protected at the message level. The

related access control rules can be defined on the VPN server.

Usually, users connecting with VPN clients are assigned higher priority than users
connecting from public network. When users connecting with VPN clients request Web
Services in the internal network, they request through the Web Services proxy as other
users do. The Web Services proxy may assign higher priority to these users because they

request Web Services from the inside of the VPN.

3.3.4 Web Services proxy

The Web Services proxy is a relay between Web Services clients and Web Services on
the application servers in the internal network behind the gateway. Of course, this
function unit can also be used to connect Web Services clients and application servers in
the internal network that do not provide Web Services. In this case, the Web Services
proxy provides a means of supporting legacy applications by transforming them to Web
Services. This is similar to some Web Services gateways in a real deployment

environment that support legacy application servers.

3.3.5 Web Services security component

This is the majority of the work of this thesis project. The Web Services security

component is in charge of Web Services security.
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For any requests from Web Services clients requesting Web Services on the gateway, the
SOAP messages will be processed by this component. The signature contained in the
SOAP messages is checked to implement identification and authentication, integrity and
non-repudiation. Authorization is based on the result of identification and authentication.
After checking the signature, the SOAP messages are decrypted to get the original

messages, which are usually requests for Web Services.

Once Web Services are called and the replies are ready, this component will apply
security measures to the reply SOAP messages. Signatures are applied to the SOAP
messages using the ECC keys of the gateway. SOAP messages are also encrypted to
ensure confidentiality of communication between Web Services clients and the Web

Services security component.

Besides signing/verifying and encrypting/decrypting SOAP messages, other security
measures such as access control and logging/auditing are also implemented for better

integration with the VPN server.

3.4 Integration

In our integrated security solution, the Web Services security component is integrated

with the VPN server.

The Web Services security component uses the same key file used by the VPN server. By
utilizing the same key file, the network device with the Web Services security component
and the VPN server has only one identity represented by the key file. Having one identity

is preferred for identity management such as certificate issuing and certificate revocation.

Logging/auditing of Web Services should include information related to the VPN. For
example, if the Web Services requests come from within the VPN, the log should include

the VPN virtual IP of the Web Services client.

Access control rules should be similar to that of the VPN server. For example, users with
certain certificates can be banned from accessing both the VPN and Web Services. From

the VPN server, Web Services can know whether the requests for Web Services come
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from within the VPN. The Web Services security unit can apply more strict measures if

the requests are from outside the VPN.

The integration of the Web Services security component and the VPN server in this thesis

is easier than where these two components are on different network devices.

3.5 Advantages of this integrated security solution

The following are some reasons why we propose this integrated security solution.
n Functions of three network devices

Besides the VPN server and the Web Services security component, there is also a
prototype of the Web Services gateway in this integrated security solution, the Web
Services proxy. With future development, this integrated security solution will also work

as a fully functional Web Services gateway.
n Securing both traditional network-based applications and Web Services

With the integrated security solution, access to traditional network-based applications is
secured by the VPN server, and access to Web Services is secured by the Web Services
security component. Integrating both security components onto one device also reduces

the complexity of the network architecture and the cost for network devices.
[ | Sharing the security policies

By residing on the same network device with the VPN server, a lot of security measures
applied on the VPN server can be easily applied on the Web Services security component.
This increases the deployment efficiency and eliminates the chance of policy

mismatching between different network devices.
u Sharing the same key file

By doing this, the gateway is represented by only one set of keys. The highlight of this
thesis project is adopting ECC keys from BUL for the purpose of Web services security,
so the Web Services component and the VPN component are both controlled by the

Certificate Authority.
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3.6  Chapter summary

An integrated security solution for securing both traditional network-based applications

and Web Services was proposed in this chapter.

This solution includes two frameworks, a VPN framework and a Web Services
framework. The VPN framework is for securing the traditional network-based
applications in the internal network. The Web Services framework is for securing Web
Services on the gateway and in the internal network. These two frameworks were

integrated together by using the same certificate file and similar security policies.

This solution has the functions of a VPN server, a Web Services gateway and a Web

Services security gateway.
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Chapter 4 Design of the Integrated Security

Solution

This chapter is on the design of the integrated security solution, which includes a VPN
framework and a Web Services framework. However, our focus is on the design of the
Web Services framework because the VPN framework has already been developed there

in the box, which we call the VPN gateway.

4.1 Overview

Our integrated security solution includes modules on the client node, on the gateway and

in the internal network. Relationship between these modules is depicted in Figure 8.

There are four modules on the client node, i.e., a VPN client, a Web Services client for
the Web Service on the gateway, a Web Services client for the Web Service in the
internal network and a Web Services security component for securing Web Services
requests and responses to and from the gateway. The VPN client and the Web Services

security component share the same key file.

On the gateway, there are four modules. The VPN server controls access to the traditional
network-based applications in the internal network. The Web Service is corresponding to
a Web Services client on the client node. The Web Services proxy, which is also a Web
Service, is corresponding to the other Web Services client on the client node. Web
Services in the internal network are accessed through the Web Services proxy. The Web
Services security component applies security measures such as encrypting/decrypting,
signing/verifying, logging/auditing and access control to the Web Service and the Web
Services proxy. The VPN server and the Web Services security component share the

same key file and log files.

In the internal network, there are two types of application servers. The Web Services

application servers provide Web Services to Web Services clients through the Web
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Services proxy on the gateway. The traditional application servers provide applications to

the VPN clients through the VPN server.

4.2 Data flows in the integrated security solution

The data flows are shown in Figure 8. Message flows are indicated by bold (solid or

dotted) arrows.
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4.2.1 Data flows in the VPN framework

In the VPN framework, VPN clients send connection requests to the VPN server to
establish a secure communication channel. Once the VPN clients are authenticated and

authorized, the access to the internal application servers are granted.

Data exchanged between the VPN clients and the VPN servers are sent over the secured
VPN channel. Data exchanged between the VPN server and the internal application

servers are not secured because this communication channel is assumed secure.

4.2.2 Message flows in the Web Services framework

There are two round-trip message flows of Web Services between the Web Services
clients and the gateway. One contains Web Services requests and responses to and from
the Web Service on the gateway. The other contains Web Services requests and responses

to and from the Web Services proxy on the gateway.

In order to request the Web Service on the gateway, the Web Services client first build a
SOAP message of Web Services request. This message then is encrypted and signed by
the Web Services security component, using the key file on the client node. Next, the
message is sent to the gateway. Upon receiving this message, the Web Services security
component verifies the digital signature, decrypts the message and applies other security
measures such as logging/auditing and access control. Then the message is sent to Web
Services. The Web Service processes the request and then returns a response message.
The response message is then processed subsequently by the Web Services security
component on the gateway and the Web Services security component on the client. At

last, the Web Services client gets the response message.

In order to request Web Services in the internal network, the Web Services client first
sends a request to the Web Services proxy. Then the Web Services proxy sends request to
the internal application server. Message exchanged between the Web Services proxy and
the internal application servers is not processed by the Web Services security component.

The request message and response message between the Web Services client and the
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Web Services proxy are processed in the same way that the message between the Web

Services client and the Web Service on the gateway is processed.

4.3  Design of the Web Services framework

This framework includes Web Services clients, Web Services on the gateway and on the
internal application server, the Web Services proxy and the Web Services security
component. The majority of the work of this thesis project is about the Web Services

security component.

4.3.1 Web Services clients

Processing the signing/verifying and encrypting/decrypting SOAP message on the Web
Services client is done by using WSS4J. Architecture of the Web Services client is

depicted in Figure 9.

SOAP enéryptingl
signing, logging

Figure 9 Architecture of the Web Services client

The Web Services client first calls Web Services on the gateway. Web Services are called
through a SOAP message. This message will go through two steps of processing in a
SOAP message handler defined by the WSDD file. In the first step, the operation is
logged. In the second step, the SOAP message will be encrypted and signed with the
sender’s key file. Then the SOAP message is sent to Web Services on the gateway.
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Upon receiving the reply from the gateway, also two steps of processing are applied to
the SOAP message before it reaches the end point. The first one is in charge of logging.
The second one is for verifying the digital signature and decrypting the SOAP message.
Then the “plain” SOAP message with the reply from the gateway is sent to the end point,

where we see the results of calling Web Service on the gateway.

There are two similar Web Services clients in the Web Services framework, one for
requesting Web Services on the gateway, the other for requesting Web Services on the

internal application servers.

4.3.2 'Web Services on the gateway

We only build simple Web Services on the gateway, as the complexity of Web Services
would not have any impact on the performance of the Web Services security component.
We build simple Web Services on the gateway that return some information about BUL

to Web Services clients.

Web Services on the gateway are protected by the Web Services security component. The
requests to and the responses from Web Services on the gateway must go through the

Web Services security component, where the security measures are applied.
4.3.3 Web Services on the internal application server

Web Services on the internal application servers are similar to Web Services on the
gateway. The difference is that no security measures are applied on the internal Web
Services application servers as the internal network is considered a “safe” place. Another

reason is that it is efficient to apply security measures only on the gateway.

Web Services on the internal application servers are also Web Services who need to be
protected by the Web Services security component too. In a real world, these Web
Services are usually not visible by Web Services clients outside the gateway and should
be mapped to the gateway. There can be many application servers that provide Web
Services to the outside world. However, there are still other application servers that are

not aware of Web Services.
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In this thesis, Web Services on the internal application server are simulated by Web
Services on the gateway for simplicity. This will not affect the complexity of the
problem, as it is the same to connect the Web Services proxy and the Web Service via

HTTP protocol, no matter where these two reside.

4.3.4 Web Services security component

The Web Services security component refers to the function units on the gateway that
apply security measures to the SOAP messages. Processing of the Web Services security

component is denoted by the solid boxes in Figure 10.

Figure 10 Processing of the Web Services security component

Upon receiving the SOAP message from the Web Services client, the Web Services
security component will first verify the signature contained in the SOAP message. If the
signature is not valid, the request is rejected. The identity contained in the SOAP message

is used for access control and auditing/logging if the signature verification is successful.

Then the SOAP message is decrypted. The encrypted data, usually the method of the

target Web Services to invoke, is extracted.

After access control and auditing/logging, the request is processed by the target Web
Services and the results are returned to the Web Services client. Before sending, the
SOAP message is encrypted and signed and the transaction is audited and logged, as

shown in Figure 10.

Design issues of the Web Services security component are detailed in Chapter 5.
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4.3.5 Web Services proxy

The Web Services proxy is also a Web Service. It receives the Web Services requests
from the Web Services client and requests another Web Services on the internal
application servers for the Web Services client. The Web Services proxy is depicted in

Figure 11.

Gateway

Web Services client Web Services on
internal application servers

Figure 11 Function of the Web Services proxy

The Web Services proxy in our thesis is a prototype of a Web Services gateway operating

in a real deployment environment. The Web Services gateway performs as follows.

If the application servers in the internal network are aware of Web Services, the Web
Services gateway maps Web Services requests from outside the gateway to requests to
the internal application servers. The Web Services proxy is needed, as usually the
structure of the internal network cannot be seen outside of the gateway and the Web
Services gateway (or a group of Web Services gateways) is the only point that is exposed

on the Internet.

For legacy applications on the internal application servers, the Web Services gateway
acts as an interpreter between Web Services clients outside the gateway and the legacy
applications. When requests for Web Services come to the gateway, the Web Services
gateway analyzes the requests and converts them to requests to legacy applications, e.g.,
SQL queries to database servers. When the legacy applications return the results, the Web
Services gateway converts the result to replies to the Web Services requests and then

sends the replies back to the Web Services clients.
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In this thesis, the Web Services proxy is only in charge of mapping Web Services
requests from the Web Services client to requests to Web Services on the gateway, as
Web Services on the internal application server are simulated by Web Services on the
gateway. Moreover, we do not consider support for legacy applications at the present

time. All these are left for future research and development.

4.4  Chapter summary

Functions of the components of the integrated security gateway were described in this

chapter.

In the Web Services framework, the Web Services clients request information from Web
Services on the gateway or Web Services in the internal network. Web Services proxy
acts as an agent between Web Services clients and the Web Services in the internal
network. The Web Services on the gateway and the Web Services proxy are protected by

the Web Services security component.
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Chapter 5 Design of the Web Services Security

Component

The design of the Web Services security component, also the major focus of this thesis, is

described in this chapter.

5.1 Overview

The Web Services security component is in charge of enforcing security measures on
XML Web Services traffic. XML traffic that does not meet certain security criteria (e.g.,
invalid digital signature, invalid identity) is blocked before it comes to Web Services on
the gateway and on the Web Services proxy for Web Services in the internal application

SErvers.

The Web Services security component integrated with the VPN server, will utilize the

same set of ECC keys.

5.2  Web Services security with ECC

This section is dedicated to describing how Web Services are secured with Elliptic Curve
Cryptography. Bell University Lab has elliptic curve Certificate Authority (CA) software
and utilizes the ECC keys on the VPN gateway. The VPN gateway utilizes ECC keys
mainly for its higher efficiency over RSA systems. As we will integrate the Web Services
security component with the VPN server, it uses the same set of ECC keys that are used

by the VPN servers.
5.2.1 Elliptic curves systems

Elliptic curves cryptography systems are based on the algebraic structure of elliptic
curves over finite fields. The use of elliptic curves in cryptography was suggested by

Neal Koblitz [35] and Victor S. Miller [36] in 1985.
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ECC systems are believed to be more efficient than RSA in terms of memory usage and
CPU time. Key sizes of 163 bits as in ECC ensure the security of a RSA key of 1024 Bit,
which is used as a standard today. With greater key sizes, ECC systems are even better. A

comparison of ECC and RSA key sizes in depicted in Table 1 (extracted from [43]).

163 1024 1:6

256 3072 :12 128
384 7680 20 192
512 15360 :30 256

Table 1 Comparison of RSA and ECC key sizes

Popular packages with ECC support include OpenSSL [10] and Crypto++ [38]. OpenSSL
is an open source library and utility written with C. Crypto++ is a free library written

with C++.
5.2.2 ECIES and ECDSA

1)  ECIES

Elliptic Curve Integrated Encryption Scheme (ECIES) public key encryption scheme is
also called the Elliptic Curve Augmented Encryption Scheme or simply Elliptic Curve
Encryption Scheme. ECIES is specified in ANSI X9.63 [37] and the IEEE Standard
1363a [44] Draft. ECIES combines elliptic curve asymmetric encryption and the AES
symmetric encryption algorithm with the SHA-1 hash algorithm to provide an easy to use
encryption scheme with message authentication support. In this scheme, the encrypting
party uses its own private key and the other party’s public key to calculate a shared secret

key that can be used as the key for symmetric encryption.

As a prerequisite to user A sending user B a message encrypted with ECIES, user A

should have knowledge of the following:
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. EC domain parameters agreed upon by both parties, that is (p,a,b,G,n,h)
in the case of the prime field or (m, f(x),a,b,G,n,h) in the case of binary
field

. User B’s public key

. A Message Authentication Code (MAC) scheme to be used, for example,
HMAC-SHA-1-160 (HMAC [46] using SHA-1 [45] the key size of 160
bits)

. A Key Derivation Function (KDF), for example, ANSI-X9.63-KDF with
SHA-1 option. KDF is used to generate keying data from some shared

information between the participating parties
. Other shared information
1) Algorithm of ECIES encryption

Below is the algorithm of ECIES encryption, as stated in ANSI X9.63 and used in this

thesis as the encryption scheme for Web Services security.

Input:
1. A bit string EncData to be encrypted
2. Recipient’s public key QO
3. (Optional) Two bit strings of data, SharedDatal and SharedData?2 shared
by user A and user B
Output:
The bit string QF || MaskedEncData | MacTag as the encryption of
EncData (where || stands for concatenation)
Encryption procedure:

1. Generate a key pair (d,,0,) with private key d, and public key Q,
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2. Convert the public key Q, to a bit string QF
3. Derive a shared secret field element z from d, and Q

4. Convert z to a bit string Z

5. Use the KDF with the established hash function to generate keying data
KeyData from Z and optional SharedDatal . Parse KeyData as an

encryption key EncKey and a MAC key MacKey, i.e., parse KeyData

as:
KeyData = EncKey || MacKey
6. Compute MaskedEncData = EncData ® EncKey where © stands for
bitwise exclusive-or

7. Compute the tag MacTag on the bit string:
MacData = MaskedEncData || SharedData?2

(inclusion of SharedData?2 is optional)
2) Algorithm of ECIES decryption

Below is the algorithm of ECIES decryption, as stated in ANSI X9.63 and used in this

thesis.
Input:

1. A bit string QF || MaskedEncData || MacTag supposed to be the ECIES

encryption of a bit string
2. An EC private key d owned by the recipient

3. (Optional) Two bit strings of data, SharedDatal and SharedData?2 shared

by the sender and the recipient
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Output:

EncData as the ECIES decryption of QF || MaskedEncData | MacTag

Decryption procedure:

L.

Validate the public key Q, extracted from the input of the decryption

procedure. Stop if the validation fails.

2. Derive a shared secret field element z from d and Q,.

3. Convert z to abit string Z .

4, Use the KDF function with the established hash function to generate
keying data KeyData from Z and optional SharedDatal . Parse
KeyData as an encryption key FncKey and a MAC key MacKey, i.c.
parse KeyData as:

KeyData = EncKey | MacKey

5. Compute EncData = MaskedEncData ®© EncKey .

6. Verify that MacTag is the tag on MaskedEncData || SharedData2 under
the key MacKey (inclusion of SharedData?2 is optional). The decryption
procedure fails if the tag checking outputs “invalid.”

2) ECDSA

ECDSA is the elliptic curve analogue of the Digital Signature Algorithm (DSA). It was
first proposed in 1992 by Scott Vanstone [11]. It is standardized in the ANSI X9.62 [47],
NIST FIPS 186-2 {48], and IEEE 1363-2000 [49].

1) Algorithm of ECDSA signature generation

Input:

2.

The message, M , to be signed, which is represented by a bit string

A set of elliptic curve domain parameters
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Output:

Procedure:

1.

An elliptic curve private key, d, associated with the elliptic curve domain

parameters

Two integers r and s (the digital signature), where 1<r<n-1,

1<s<n-1

Message digesting. Compute the hash value e = H(M) using the hash

function SHA-1. e is represented as an integer with a length of 160 bits.

Select a statistically unique and unpredictable integer £ in the interval

[1,n—1].
Compute the elliptic curve point (x;,y,) =G .

Convert the field element x, to an integer x, . Set » = x, modn. If =0,

go to Step 2.

Compute s =k"'(e+dr) mod n.If s=0, go to Step 2.

2) Algorithm of ECDSA signature verification

Input:

Output:

Procedure:

The received message, M’ , represented as a bit string
The received signature for M', represented as the two integers, »’ and s’
A set of elliptic curve domain parameters

A public key, O, associated with the elliptic curve domain parameters,

used to verify the signature

Verification result, “valid” or “invalid”
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1. Message digesting. Compute the hash value ¢’ = H(M') using the hash

function SHA-1. e’ is represented as an integer with a length of 160 bits.

2. If 7' is not an integer in the interval [1,n —1], the signature is invalid.
3. If s’ is not an integer in the interval [1,n —1], the signature is invalid.
4, Compute ¢ =(s")" mod n.

5. Compute u, =e’'c mod » and u, =r'c mod n.

6. Compute the elliptic curve point (x,,y,) =u,G+u,Q. If u,G+u,Q is at

infinity, the signature is invalid.

7. Convert the field element x, to an integer ;c:
8. Compute v=x, mod 7.
9. If ' = v, the signature is valid. Otherwise, it is not valid.

5.2.3 XML security

XML security is the application of data privacy and authentication to XML structures.
XML Security with ECC is done by applying ECC encryption algorithm ECIES to XML
Encryption and applying ECC signature algorithm ECDSA to XML Signature. In this
thesis, the ECC encryption and signature algorithm are both on the binary fields.

1) XML Encryption

The XML Encryption Syntax and Processing recommendation [41] defines a process for
encrypting digital data and how the resulting encrypted data should be represented in
XML. XML Encryption supports the encryption of the entire XML document or any parts
of it.

An encrypted element is contained in the structure CipherData . CipherData may
optionally include EncryptionMethod , Keylnfo and EncryptionProperties . A sample
XML document with XML Encryption is depicted in Listing 2.
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Listing 2 Sample XML document with elements of XML encryption

Below are the steps to encrypting an XML document.
1. Select the encryption algorithm and parameters.
2. Obtain the key.
3. Encrypt the data.

4, Build the EncryptedType structure to store the encrypted data.

“

Replace the unencrypted element with EncryptedType in the XML

document.
To decrypt an XML document, the following procedure is run.

1. Obtain the decryption key. The decryption key may be the private key of

the receiver of the XML document or an encrypted secret Key.

2. Decrypt the data contained in CipherData using the algorithm specified

in the XML document and the parameters specified in the XML document

or the application.
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3. Process of the decrypted data. This usually includes converting the

decrypted data from the UTF-8 encoded form to its original form.

The Apache XML Security library implements XML Encryption and is used in this thesis
project as a means of encrypting/decrypting SOAP messages.

2) XML Signature

The W3C XML-Signature Syntax and Processing recommendation [40] defines how
digital data is signed and how the resulting signature should be represented in XML.
With XML Signature, all or selected parts of the XML document can be signed.

XML Signature is composed of two elements, SignedInfo and SignatureValue .
SignedInfo contains information about the canonicalization method, signature algorithm
and one or more references to the data being signed. SignatureValue is Base64 [26]

encoded value of the digital signature. A sample XML document with XML Signature is

shown in Listing 3.
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Listing 3 Sample XML document with elements of XML Signature

The procedure to sign an XML document is as follows.

1. Apply the transform or transforms to the data object to be signed.

Transforms are applied in the order they are specified.
2. Calculate the message digest of the output of the transforms.

3, Create one or more reference elements that include the URI of the data

object, the transforms used, the digest algorithm and the digest value.

4. Create the Signedinfo element that includes the SignatureMethod , the

CanonicalizationMethod and the references previously generated.

5. Canonicalize Signedinfo .
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6. Use the algorithms specified by SignatureMethod to create the signature.

7. Create the Signature eclement that contains the Signedinfo , the

SignatureValue and the KeyInfo .

To verify the signature in an XML document, the procedure below is followed.

1. Canonicalize  the  SignedInfo  element  according to  the

CanonicalizationMethod specified in SignedInfo .
2. For each reference element, obtain the data object referenced.
3. Process each data object according to the specified transforms.

4. Digest the results according to the digest algorithm specified for the
referenced element. Compare the results with the value stored in the
corresponding reference element. The verification procedure continues

only if these two values are the same.
5. Obtain the necessary keying information.

6. Apply the signature method using the previously obtained key to confirm

the SignatureValue over the canonicalized SignedInfo element.

The Apache XML Security library implements XML Signature and is used in this thesis

project as the means of creating/verifying digital signature in SOAP messages.
5.2.4 SOAP message security

SOAP message security is implemented by applying security measures to messages in
SOAP format. It is built on top of XML security. SOAP message security with ECC is
done by applying ECC encryption algorithm ECIES and ECC signature algorithm
ECDSA to SOAP messages through XML security.

1) SOAP encryption

SOAP encryption is stated in the OASIS specification about SOAP message security
[32]. The process of encrypting a SOAP message is described as follows.
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1. Create a new SOAP envelope.
2. Create a <wsse:Security> header.

3. When an <xenc:EncryptedKey> is used, «create a
<xenc:EncryptedKey> sub-clement of the <wsse:Security>

element.

4, Locate data items to be encrypted, i.e., XML elements, element contents

within the target SOAP envelope.
5. Encrypt the data items using XML encryption algorithms.
Decryption can likewise be done.
2) SOAP signature

Method for SOAP signature is also stated in the OASIS specification about SOAP
message security [32]. The process of adding a digital signature to a SOAP message is

described below.
The procedure to add a digital signature to a SOAP message is as follows.
1. Create a new SOAP envelope.
2. Create a <wgse : Security> header.
3. Add the reference to the data to be signed.
4. Add the signature of data.

Verification of the digital signature in a SOAP message can be done likewise.

5.2.5 Web Services security

As security for other applications over insecure communication channels, identification
and authentication, authorization, confidentiality, integrity and non-repudiation must be
ensured for Web Services. Web Services security with ECC in this thesis is done by

SOAP message encryption and signature with ECC algorithms.
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1) Identification and authentication

One communicating party should verify that other parties are who they claim to be before
granting any right of access; this is called identification and authentication. The verified

identity is used for authorization and for audit.

Identification and authentication should be done with the identity contained in the
certificate and digital signature. Upon receiving the certificate of the sender of a SOAP
message, the receiver will use the identity contained in the certificate and check the
digital signature of the SOAP message using the public key of the sender stored at the

receiver side. If the signature is valid, the sender is authenticated.
2) Authorization

Authorization is the process to grant permission for principals to access resources after
identification and authentication. It provides the basis of access control. The purpose of
access control is to ensure that only authorized principals may access the resources that

they are allowed to access.

Authorization does not use SOAP message encryption and signature with ECC
algorithms directly, but it depends on the results of the verification of the digital signature
in the SOAP messages.

3) Confidentiality

Confidentiality is defined as preventing unauthorized entities from reading or learning
about certain resources, usually the data stored or being exchanged. Confidentiality with
ECC algorithms is implemented by applying of ECC algorithm ECIES in SOAP
messages.

4) Integrity

During transmission, data may be altered by other parties. Integrity is about preventing

data from being modified without being detected by the legitimate recipient of the data.

Data integrity in Web Services security with ECC can be ensured by means of ECC
signature algorithm ECDSA. Upon receiving a SOAP message with a digital signature,
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the receiver verifies the digital signature in the SOAP message against the received
message. If the digital signature is valid, then the receiver can tell that the message has

not been altered by unauthorized parties.
5) Non-repudiation
Non-repudiation ensures that the sender of a message cannot deny sending the message.

Non-repudiation in Web Services security with ECC is provided by digital signature too.
With the sender’s signature on some SOAP messages, the receiver can make sure that the

message is sent by the claimed sender by checking the digital signature.

5.3 Software suite
5.3.1 .NET framework and Java

Though the specifications and standards of Web Services and Web Services security are
owing to efforts of many institutes, only two kinds of environments are commonly used
to implement Web Services and Web Services security. One is .NET environment and the

other one is Java environment.

NET is Microsoft’s implementation of a development platform for Internet applications
using a suite of technologies, tools, products and protocols. The .NET platform provides
a variety of implementations of Web Services and Web Services security technologies. It

includes many servers and technologies, as shown below.

. NET enterprise servers such as the Internet Security and Acceleration
Server and the SQL Server.

" Windows servers such as Windows Server 2003.

. NET framework, the run-time that supports the development and

management of XML Web Services, including the Visual Studio .NET

development environment.

. Other implementations for Web Services such as XML, SOAP, UDDI and
WSDL.
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The Visual Studio .NET and the NET framework allows users to build Web Services
with ASP .NET, Visual Basic .NET, Visual C# .NET and so on. With the .NET
framework, we can build needed Web Services and ensure Web Services security. The
Microsoft WS-I Basic Security Profile 1.0 Reference Implementation, for example, was

developed with the .NET framework and Microsoft Web Services Enhancements.

However, the serious drawback of using the NET framework to develop Web Services
and ensure Web Services security is that it does not allow port among different platforms.
Another problem is that we have to pay for almost everything, not only the tools we use
to develop Web Services and ensure Web Services security, but also the deployment

environment.

With Java, we can deploy it on different platforms with only a little effort. Moreover,
there is open source or free supporting packages for developing Web Services with Java,
e.g., Eclipse as a Java integrated development environment. The Apache Web Services
project is a good open source development toolkit for Web Services and Web Services
security. We used the software packages such as Axis, WSS4J and XML Security to

build the Web Services security component in this thesis.
5.3.2 Java software suite for the Web Services security component

The Web Services component is built with several Java software packages. Apache Axis
is used as the SOAP engine that is in charge of handling SOAP messages. Web Services
are Servlets implemented in Axis running on Tomcat, which is a Servlet container.
WSS4J implements Web Services security handlers. It calls the Apache XML Security
library in turn for XML security APIs. The jBorZoi library provides ECC encryption and
signature algorithms for XML security. The relationship between these software
packages is depicted in Figure 12. Other supporting packages are omitted from this figure

for clarity.

53



Figure 12 Relationship between software packages

As shown in Figure 12, the package suite needed for building the Web Services security

component includes the following packages.

Apache Tomcat as the servlet container.
Apache Axis as the SOAP engine. Classes are in org.apache.axis.

Apache WSS4J for SOAP message security. It calls classes and classes in
the Apache XML Security package. Classes are in org. apache . ws.

The Apache XML Security package for XML security. Classes are in

org.apache.xml.security.

Dragongate jBorzoi for ECIES algorithm and ECDSA algorithm for BUL
ECC keys. Classes are in

com.dragongate_ technologies.borZoi.

Other supporting packages such as Apache Log4]J (supporting logging at
runtime without modifying the application binary), Apache Jakarta
Commons HTTP Client (for implementing Web Services client) and

Apache Xerces Java Parser (as XML API for Java)
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5.4 Message handler chain in Apache Axis

In Apache Axis, messages are processed by a series of processing units called handlers,
as shown in Figure 13. Processing of security measures such as SOAP encryption, SOAP
signature, access control and auditing/logging can be done in handlers. By adopting
Apache WSS4J, processing of both SOAP encryption and SOAP signature is done in one
handler implemented by bul.wsgw.handler.WSDoAllReceiver (adapted from
org.apache.ws.axis.security.WSDoAllReceiver) and
bul.wsgw.handler.WSDoAllSender (adapted from

org.apache.ws.axis.security.WSDoAllSender).

Request

Request

Response Response

Figure 13 SOAP message handlers in Apache Axis

The target service is called a pivot handler, which processes requests and gives responses.

Other handlers process only requests or responses.

5.5 SOAP message handling in WSS4.J

The processing of signing/verifying and encrypting/decrypting SOAP messages is done
by using WSS4J to adopt the BUL ECC keys. The processing of SOAP messages in
WSS4]J is depicted in Figure 14.
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Get security action from the
context ’
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Figure 14 Processing of SOAP message security

First we need to get the SOAP message from Axis message context. Then we read the
security action from the context, signature or encryption. Next we read keys or
certificates from key file. According to the security action indicated in the context, we
may encrypt the SOAP message, decrypt the SOAP message, sign the SOAP message or
verify the digital signature of the SOAP message. At last, we write the processed SOAP

message back into the message context.

5.6 Chapter summary

Functions of the Web Services security component were detailed in this chapter.

Web Services security is basically SOAP message security. For Web Services security,
we needed to solve the problem of ECC encryption and signature algorithms. Then we
could apply these algorithms to XML security. Next we could apply XML security to
SOAP message security.
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In the Java software suite to implement Web Services security, SOAP message are
processed in handlers in Apache Axis. WSS4J, which is in charge of SOAP message

security, is called in Axis’s handlers.
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Chapter 6 Implementation of the Integrated

Security Solution

This chapter is dedicated to the implementation of the integrated security solution for
securing both traditional network-based applications and Web Services. Our focus in this
chapter is on the Web Services framework, especially the Web Services security

component.

There are six components implemented in this Web Services framework. They are the
Web Services client for Web Services on the gateway, the Web Services client for Web
Services on the internal application servers behind the gateway, Web Services on the
gateway, Web Services on the internal application servers, the Web Services proxy and,
most important, the Web Services security component. As their names suggest, the two
Web Services clients and two Web Services work in pairs. The Web Services proxy on
the gateway is also a Web Service; it calls Web Services on the internal application
servers upon receiving requests from Web Services clients and returns the results to the
Web Services clients. In this way, it works as a “proxy.” The Web Services security

component is the major focus of this thesis project.

In this chapter, a description of the implementation platform is followed by the

implementation details of every module.

6.1 Implementation platform

The Web Services clients, Web Services, the Web Services proxy and the Web Services
security component are implemented with Java. So the operating system does not matter.
The Web Services client is implemented and run on Windows XP. The components on
the gateway side are implemented and run on a Linux system with kernel version 2.4.23.

The version of the other packages is described in Table 2.
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Java Development Kit JDK 1.5.0

Java Runtime Environment JRE 1.5.0

Servlet container Apache Tomcdat 5.5.0

SOAP engine Apache Axis 1.3.0 (implements
SOAP version 1.2)

Web Services Security Apache WSS4J 1.1.0
XML Security Apache XML Security 1.3.0
ECC Algorithms Dragongate jBorzoi 0.90

Table 2 Packages for building the Web Services framework

6.2 Implementation of the Web Services framework

Implementation of the Web Services framework includes implementation on the client
side and implementation on the gateway side. There are two Web Services clients
implemented on the client side, one for the Web Service on the gateway and the other for
the Web Service on the internal application server. On the gateway side, there are the
Web Service on the gateway, the Web Service on the internal application server, the Web

Services proxy and the Web Services security component.
6.2.1 Web Services clients

The Web Services clients call Web Services on the gateway or on the internal application
servers. They are implemented on Apache Axis. As there are also security measures
(SOAP encryption and signature) applied on SOAP messages on the client side, there is a

security handler similar to the Web Services security component on the gateway.

A part of the code of the Web Services client for Web Services on the gateway is shown

in Listing 4.

59



erviceGateway sexvice =
String rveturnedInfo
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Listing 4 Definition of the Web Services client

6.2.2 Web Service on the gateway

The Web Service on the gateway returns results to a Web Services client. It is
implemented on Apache Axis as a Servlet. There is not much business logic implemented
in this Web Service as it is not related to the majority of the work of this thesis project. It
simply returns some information about BUL. A part of the code of the Web Service on

the gateway is shown in Listing 5.

Listing 5 Definition of the Web Service on the gateway

The Web Services security component is applied to Web Services by claiming the
security component to be the handler of Web Services. The deployment file is shown in

Listing 6.
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Listing 6 Deployment of the Web Services on the gateway

6.2.3 Web Service on the internal application server

The Web Service on the internal application server works with the Web Services proxy.
Upon receiving Web Services requests from the Web Services client, the Web Services
proxy (which is also a Web Service) sends requests to the Web Service on the internal
server. When the results from the internal application server are ready, the Web Services

proxy sends back the results to the Web Services client.

The Web Service on the internal application server is simulated by a Web Service on the
gateway for simplicity. This does not affect the complexity of the problem, as the Web
Services proxy and the Web Service on the internal application server are connected by

HTTP protocol, and there is no difference no matter where the Web Service resides.

The implementation of the simulating Web Service is similar to the implementation of

the Web Service on the gateway and is omitted.
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6.2.4 'Web Services security component

The Web Services security component is implemented by a SOAP message handler and
includes three steps of processing. When a SOAP message comes from a Web Services

client, it is processed as follows.

The first step is in charge of SOAP message security, which is SOAP
encryption/decryption and SOAP message signing and SOAP digital signature verifying.

The second step is in charge of access control. This is based on the security policies

shared by the VPN server and the Web Services security component.
The transaction is logged in the third step.

When a SOAP message leaves for a Web Services client, there are only two steps of

processing, as there should not be access control for an outgoing message.

The implementation of the Web Services security component is detailed step by step in

Section 6.3.

6.2.5 Web Services proxy

The Web Services proxy is also a Web Service. Upon receiving Web Services requests, it
calls another Web Service in turn and returns the results from the called Web Services to

the Web Services client.

There is not much business logic implemented by this Web Services proxy.

6.3 Implementation of the Web Services security component

The implementation of the processing of the Web Services security component is

described in detail here.

The basis of the SOAP message security is acquiring keys from PEM files of our lab.
Next is the implementation of ECIES and ECDSA with these keys. Adoption of these
algorithms in XML security is then implemented, followed by implementation of SOAP
message security through XML security. At last, integration of the Web Services security

component with the VPN server is described.
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6.3.1 Reading BUL ECC keys

The basis of processing Web Services security is reading the keys and certificates. We
utilize the BUL ECC keys for signing/verifying and encrypting/decrypting SOAP
messages. The keys and certificates are stored in PEM files. The processing of reading

BUL ECC private keys from PEM files is depicted in Figure 15.

| Read Baseod encoded string
_ from PEM file

R e Ba G

Decrypt the decoded string

Read the private key value from
the sequence

. Creats BUL ECC private key

Figure 15 Reading BUL ECC private keys from PEM files

BUL ECC keys are stored in PEM files using X.509 [30] format. These PEM files are
Base64 encoded data files. In these PEM files, private keys or certificates are in data
sections of the PEM files. Data elements in each section, such as private key, common
name, public key and EC domain parameters are stored in a data structure called the
Abstract Syntax Notation One (ASN.1) sequence. An ASN.1 [51] sequence from the
decrypted private key section in a BUL PEM file is shown in Listing 7. It is obtained with
the OpenSSL utilities. The item shown as “OCTET STRING” is the private key.
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Listing 7 ASN.1 sequence in the section of “EC PRIVATE KEY”

The basic idea behind our function of reading private key or certificate is to locate the

data elements in the data structure.

In order to read the private key from the PEM files, we first read the Base64 encoded
string from the PEM file. Second, we decode the Base64 encoded string. Then we
decrypt the decoded string before getting the ASN.1 sequence. Then we read the private
key value from the sequence. From the private key value and the elliptic curve domain

parameters of BUL ECC keys, we can get the ECC private keys.

The processing of BUL certificates is similar. As the BUL ECC certificates are in the
standard X.509 format and the XML Security library can process the X.509 certificates
directly, we do not have to extract data elements such as the common name, public key,
ASN.1 OID and subject. The work for us to do is to extract the data in the certificate

section in the PEM file and pass the data to a CertificateFactory provider. Then an
X.509 class can be obtained from this CertificateFactory provider. Here we use the

CertificateFactory provider from BouncyCastle [31].

6.3.2 ECIES and ECDSA on elliptic curves with EC domain parameter
recommendation SECT163R1

In this thesis project, we used the BUL ECC key for this purpose. The BUL ECC keys

use SECT163R1 as the recommendations for EC domain parameters. SECT163R1

recommends a set of parameters for ECC keys with key size of 163-bit.

To the best of our knowledge, there is no support for XML security with such EC domain
parameters in known Java packages. We provide the support for such keys by using the

Dragongate jBorzoi package to support elliptic arithmetics for SECT163R1.
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6.3.3 Processing of XML encryption

Processing XML encryption is the basis of processing SOAP encryption in WSS4J.
Processing of XML encryption is done by using the Apache XML Security library to add
the ability of utilizing BUL ECC keys and certificates. The processing of XML
encryption is depicted in Figure 16.

| Replace the unencrypted element
with EncrypteIype

Figure 16 Processing of XML encryption

Encrypting XML starts with obtaining the encrypting key. With support for SECT163R1,
we can then use the public key cryptographic algorithm ECIES supported in the jBorzoi
package for use with XML encryption. We then convert the encrypted data into the
ASN.1 sequence. At last we pack the ASN.1 sequence into the CipherValue element.

To decrypt an XML document, we first obtain the encrypted data from the encrypted
element in the XML document before we convert the encrypted data into the ASN.1
sequence. We then convert the ASN.1 sequence into the jBorzoi ECIES class. At last we

can decrypt the data using the proper decrypting key.
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6.3.4 Processing of SOAP encryption

SOAP encryption with BUL ECC keys is done by adapting the WSS4J package, which in
turn calls the XML Security library.

In order to encrypt a SOAP document, we need to first set the encoding namespace in the
SOAP envelope. Then we get the data to be encrypted before we encrypt the data using
ECIES. After data encryption we set up the wsse : Security header block.

The difference between the standard WSS4J processing of SOAP encryption and our
scheme of SOAP encryption with BUL ECC keys is the creation of the symmetric
encryption key is done by the jBorzoi ECIES class with the encrypting party’s private
key and the other party’s public key in our scheme.

Decrypting a SOAP message is done as follows. We first get the CipherValue in the
XML message. Then we decode the Base64 encoded data in CipherValue and get the

ASN.1 sequence represented by the data. We then get the decrypting key (reception’s
private key). The jBorzoi ECIES class is converted from the ASN.1 sequence and then
decrypted with the decrypting key.

6.3.5 Processing of XML signature

In this thesis project, processing of XML signature is done by using the Apache XML
Security library to add the ability of utilizing BUL ECC keys and certificates. In order to
utilize BUL ECC keys, the jBorzoi ECDSA algorithm is called. The processing of XML
signature is Fdepicted in Figure 17.
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Figure 17 Processing of XML signature

The addition of a signature to the XML document begins by initializing the XMLCipher
class with the document to be signed. Then we add a reference to the elements to be
signed into the signature. After that, we update the jBorzoi ECDSA algorithm with the
data to be signed. Then we sign with the ECDSA class. At last, we write the signature
into the XML document.

When verifying an XML signature, we first get the signature data from the XML message
and decode the Base64 encoded data. We then convert the data into an ASN.1 sequence.
Next, we convert the ASN.1 sequence into a jBorzoi ECDSA class. Lastly, we can verify

the signature with the signer’s public key.

6.3.6 Processing of SOAP signature

SOAP signature using BUL ECC keys is processed by using the Apache WSS4]J library.

To sign a SOAP message, we need to first set the encoding namespace in the SOAP
envelope. Then the signature element is created using the XML signature algorithm that
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supports BUL ECC keys. At last, we insert the signature element into the

wgse : Signature header block.
6.3.7 Integration with the VPN server

In the Web Services security component integrated with the VPN server, processing of

access control and auditing/logging are added to the handler.

For auditing/logging, signing/verifying and encrypting/decrypting, the requested Web

service and result of access control are recorded.

For access control, Web Services requests with invalid digital signatures are rejected.

More sophisticated rules can be implemented in the future.

6.4 Running results

Running the Web Services framework includes two pieces of work, one for calling Web
Services on the gateway, the other for calling Web Services on the internal application
servers behind the gateway through the Web Services proxy on the gateway. As the
results for calling these two types of Web Services are basically the same, we show only

the process of calling the Web Services on the gateway in this section.

6.4.1 Calling a Web Service on the gateway

1) Deploy the Web Services client

This Web Services client is to call the Web Service on the gateway. This is done by first
locating the Web Service and then calling the method of the Web Service. As there are
security measures applied on the SOAP messages on the Web Services client, a WSDD

file is defined, as shown in Listing 8.
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Listing 8 WSDD file for the Web Services client

2) Deploy the Web Service

Before we can call the Web Service, we must deploy it on the server, which is
implemented by Tomcat. As described in the previous sections, there is a handler in the
request flow of this Web Service. This handler is in charge of SOAP decryption and
SOAP signature verification, access control and logging the transaction. The WSDD file
is shown in the Listing 6. The command used to deploy the Web Service is shown in

Listing 9.

driinciient -1n
CrE ke

Listing 9 Deployment of the Web Service on the gateway

3) Bind the Web Service
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The org.apache.axis.wsdl.WSDL2Java is a tool for creating classes for calling
a Web Service from the WSDL file of the Web Service. In order to create the classes for

our Web Services client, we run the WSDL2Java tool, as shown in Listing 10.

.
rk.client http://137

Listing 10 Use WSDL2Java to generate the client service bindings

4) Call the Web Service

Now we can call Web Services by running the Web Services client. The command to call

the Web Service on the gateway is shown in Listing 11.

Listing 11 Call the Web Service on the gateway

5) SOAP message processed by the Web Services client

The part of the SOAP message that is signed and encrypted by the Web Services client is
shown in Listing 12 and Listing 13. The X509 serial number of the client certificate is 41.

These results show that the SOAP message is signed and encrypted with the correct key
file.

revalue xmlns="" xmin
schemas .xmlsoap.org/soap/envelope/"

asi s 0

Listing 12 SOAP message signed by the Web Services client
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Listing 13 SOAP message encrypted by the Web Services client

6) SOAP message processed by the Web Service on the gateway

The part of the SOAP message that is signed and encrypted by the Web Service on the
gateway is shown in Listing 14 and Listing 15. The X509 serial number of the certificate
is 2. These results show that the SOAP message is signed and encrypted with the correct
key file.

o
//schens

04/01/oasis-2004 —wes-

Wischemer
XMLSche a-instahce'»2

Listing 14 SOAP message signed by the Web Service on the gateway
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Listing 15 SOAP message signed by the Web Service on the gateway

7) Get the results

Then we can get the results from Web Services on the gateway. The results are shown in

Listing 16 as expected.

C:\Tomeath. O\webapps\axms\WEB INF\classes\bul\wsgw\framework\client>3av

Listing 16 Returned results of the Web Service on the gateway

6.5 Performance

The Web Services security component is basically an implementation of the elliptic curve
encryption algorithm ECIES and the elliptic curve signature algorithm ECDSA. Then it
utilizes these two algorithms to process SOAP messages, which are XML documents by

nature.

The complexity of this Web Services security component then depends on the complexity
of algorithms ECIES and ECDSA. While adapting the Apache XML Security library and
the Apache WSS4J library, we do not add any processing that will add complexity.

As the processing of SOAP messages (encryption and signature) is similar on the client
side and on the gateway side, we did the experiment on one personal computer to
measure the speed. On a PC with an AMD 1.2GHz CPU and Windows XP, it takes about
30 seconds for a Web Services client to get the results, which is run on the same PC. The
estimated time for the Web Services security component to process a request is about half

of the total time, 15 seconds in our experiment.
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The processing time seems too long to us. Even on a much faster computer, e.g., a
personal computer with Intel 2.6GHz, it may still take several seconds to process a
request. With the much better performance of ECC over RSA in mind, the same Web

Services security component that is based on RSA would be even much slower.

For a Web Services security component in a real deployment environment, the
cryptographic engine has to be hardened to get much better performance. That is why the
cryptographic engines of all the commercial Web Services security gateways are

implemented by hardware.

6.6  Chapter summary

The implementation of the Web Services security component was detailed in this chapter.

Apache Axis, Apache WSS4J, Apache XML Security library and Dragongate jBorzoi
library were chosen for Web Services security. First we needed to modify jBorzoi library
to support ECC encryption and signature algorithms with BUL ECC keys. Then we
applied these two algorithms to XML security library for XML encryption and XML
signature. Next, we called XML security functions in WSS4J for SOAP message

security.

The experiment result showed that the SOAP messages were correctly signed/verified

and encrypted/decrypted on both client side and server side.
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Chapter 7 Conclusion and Future Work

The thesis project is summarized and directions of future research are given in this

chapter.

7.1  Thesis summary

This thesis was to propose an integrated security solution that included a VPN framework
and a Web Services framework. The major focus was the research on and implementation
of a Web Services security component integrated with the BUL’s VPN gateway. This
Web Services security component utilized ECC keys over binary fields from BUL. Our
implementation of the Web Services security component supported ECIES as the
algorithm for SOAP message encryption and decryption and ECDSA as the algorithm for

SOAP message signing and signature verification.

We first introduced research related to this thesis. Web Services are based on XML,
which is an open standard for application-to-application communication interface. The
components in a Web Services architecture, SOAP, WSDL and UDDI are all based on
XML. SOAP provides a means of communication between Web Services. Web Services
security was implemented by SOAP message security, including SOAP encryption and
SOAP signature. SOAP encryption and SOAP signature are in turn based on XML
encryption and XML signature. The Apache Web Services suite is a good software

package for implementation of Web Services security.

What needed to be addressed for Web Services security were five points: identification
and authentication, authorization, confidentiality and non-repudiation. These five points

were provided with SOAP encryption and SOAP signature.

Our implementation of the Web Services security component utilized the BUL ECC keys
for a better integration with the existing BUL’S VPN gateway, which utilized BUL ECC
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keys. These ECC keys conform to SECT163R1 recommendation for EC domain

parameters.

The basis of the Web Services security component was reading ECC keys and certificates
from the key files. For reading private keys from a PEM file, we first read all the data in
the private key section and then decrypted the data before we got the private key value

from the data structure.

Then we added a set of EC domain parameters in the Dragongate jBorzoi package to

support the BUL ECC keys.

What we did next was XML encryption and XML signature with BUL ECC keys. The
work included understanding the XML security standards and adding support for
algorithms ECIES and ECDSA.

For SOAP message security, SOAP encryption and SOAP signature supporting the BUL
ECC keys were implemented. This included adding security headers in the SOAP

message and adding encryption add/or signature elements in the SOAP message.
The Web Services security component was then integrated into the BUL’S VPN gateway.

The Web Services framework was developed using the Apache Web Services suite and
other Java packages. This Web Services framework included a Web Service on the
gateway and the corresponding Web Services client, a Web Service on the internal
application server and the corresponding Web Services client, a Web Services proxy
mapping Web Services on the internal application servers to Web Services on the
gateway and the Web Services security component. The running of the framework

showed that the results are as expected.

7.2 Future work

The theories and technologies for the Web Services security have been studied in this
thesis. Based on the Apache Web Services suites and other Java packages, a Web
Services security component integrated with the BUL’S VPN gateway has been
developed. Integration of the Web Services security component with the VPN server has

been proven to be feasible and efficient. This integrated security solution can be
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improved to make a network device that has the functions of a VPN gateway, a Web

Services security gateway and a Web Services gateway.

A simple Web Services security provider has been implemented, which processes PEM
files to get BUL ECC keys or certificates. A better choice would be full-featured key
store that supports BUL ECC keys.

The Web Services security component has been implemented by WSS4J, which in turn
calls functions in the Apache XML Security library. The way that these libraries utilize
BUL ECC keys is by the jBorzoi packages. A better choice would be integrating BUL
ECC keys into the Java cryptography engine so the BUL ECC keys do not need special
processing in WSS4J or XML Security libraries.

The security policies on the Web Services security component and the VPN server are
quite simple at this time. There have to be comprehensive security policies if this
integrated gateway is to be applied in an enterprise. Moreover, these policies have to be
consistent with the existing policies and may have to combine the existing security

policies. So the integrated gateway will have to add support for LDAP and SAML.

When the VPN traffic and the Web Services traffic is high, modules such as
cryptography that impose a heavy burden on the CPU have to be implemented using

hardware.
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