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Abstract

This thesis focuses on video watermarking robust against geometric attacks and
video compressions. In addition to the requirements for an image watermarking al-
gorithm, a digital video watermarking algorithm has to be robust against advanced
video compressions, frame loss, frame swapping, aspect ratio change, frame rate change,
intra- and inter-frame filtering, etc. Video compression, especially, the most efficient
compression standard, H.264, and geometric attacks, such as rotation and cropping,
frame aspect ratio change, and translation, are considered the most challenging attacks
for video watermarking algorithms.

In this thesis, we first review typical watermarking algorithms robust against geo-
metric attacks and video compressions, and point out their advantages and disadvan-
tages. Then, we propose our robust video watermarking algorithms against Rotation,
Scaling and Translation (RST) attacks and MPEG-2 compression based on the log-
polar mapping and the phase-only filtering method. Rotation or scaling transformation
in the spatial domain results in vertical or horizontal shift in the log-polar mapping
(LPM) of the magnitude of the Fourier spectrum of the target frame. Translation has
no effect in this domain. This method is very robust to RST attacks and MPEG-2
compression. We also demonstrate that this method can be used as a RST parameters
detector to work with other watermarking algorithms to improve their robustness to
RST attacks.

Furthermore, we propose a new video watermarking algorithm based on the 1D
DFT (one-dimensional Discrete Fourier Transform) and 1D projection. This algorithm

enhances the robustness to video compression and is able to resist the most advanced



video compression, H.264. The 1D DFT for a video sequence along the temporal do-
main generates an ideal domain, in which the spatial information is still kept and the
temporal information is obtained. With detailed analysis and calculation, we choose
the frames with highest temporal frequencies to embed the fence-shaped watermark
pattern in the Radon transform domain of the selected frames. The performance of the
proposed algorithm is evaluated by video compression standards MPEG-2 and H.264;
geometric attacks such as rotation, translation, and aspect-ratio changes; and other
video processing. The most important advantages of this video watermarking algo-

rithm are its simplicity, practicality and robustness.
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Chapter 1

Introduction

1.1 Digital watermarking

In the past decade, internet works perfectly with distribution of digital data for pictures,
music and videos. Although digital data has many advantages over analog data, the
rightful ownership of the digital data source is at risk. The copyright protection for
digital media becomes an important topic for researchers.

The current encryption technology delivers encrypted contents and a decryption
key to those who have purchased legitimate copies of the content. However, after the
contents are decrypted, it is still hard to trace illegal reproductions. As a result, digital
watermarking has been investigated as a complementary technology.

Fig. 1.1 is a typical watermarking system, which includes a watermark embedder
and a watermark detector. The inputs to the watermark embedder are the watermark,
the cover media data and the security key. The cover media may or may not be trans-
formed to different domains prior to the watermark embedding. The watermark can be

a number sequence or a binary bit sequence. The key is used to enhance the security
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Watermark W Cover Data D (Optional)
Y
Watermark Watermarked Watermark Detected Watermark
Covﬁ Work Embedder ™ Work > Detector > or Measure
A 4
Watermark W
Security Key K Security Key K

Figure 1.1: A typical watermarking system.

of the whole system. The output of the watermark embedder is the watermarked data.

The inputs to the watermark detector are the watermarked data, the watermark,
the security key and, depending on the method, the original data and/or the original
watermark. As discussed by [3], a watermark detector includes two-step process. The
first step is watermark extraction that applies one or more pre-processes to extract a
vector referred to as extracted mark. Then the second step is to determine whether the
extracted mark contains the original watermark or not. The second step usually involves
with comparing the extracted mark with the original watermark and the result could
be some kind of confidence measurement indicating how likely the original watermark
is present in the work. For some watermarking algorithms, the extracted mark can be
further decoded to get the embedded message for various purposes such as copyright
protection.

Suppose that a watermark is defined as W, K is the security key, and D is the
host data, which could be image, video, audio, 3D virtual objects, holograph, text
or software, etc. In watermarking, an embedding function e(.) takes the watermark
W, the host data D, and the security K, as the input parameters, and outputs the

watermarked data D’.
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D' = e(D,W,K) (1.1)

The watermark is considered to be robust if it is embedded in a way such that the
watermark can survive even the watermarked data D’ go through severe distortions.

The watermark detection procedure is depicted as follows:

W= d(D,K,W,...) (1.2)

where d(.) is the detection function. K and W are the optional inputs for the detection
function.

Watermark detection can be thought as watermark extraction when the watermark
carries only one bit information that indicates if the original watermark is present in
the work or not.

For a typical watermarking system, several requirements should be satisfied:

1. The watermark W’ can be detected from D’ with or without requiring explicit

knowledge of D.
2. D’ should be as close to D as possible in most cases.
3. If D’ is unmodified, then the detected watermark W’ exactly matches W.

4. For robust watermarking, if D’ is modified, W’ should still match W well to give

a clear judgment on the existence of the watermark.
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Robustness —»

Figure 1.2: The requirements for a robust digital watermarking system.

5. For fragile watermarking, W’ will be significantly or totally different from W after
even the slightest modification to D’. W’ can indicate the possible tampering to

D’ and give information about the degradation of D’.

1.2 Digital video watermarking

Digital video watermarking technique embeds cryptographic information to the video
signals. Ideally, the watermark has to be imperceptible to the users. The watermark
extraction algorithm should successfully detect and retrieve the watermark data. Digital
video watermarking schemes have to be optimized according to three essential factors,

shown in Fig. 1.2:

1. Robustness and security

Robustness and security are the ability to detect the watermark after attacks.

We call a watermark scheme robust if it can resist common signal processing,
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such as, rotation, scaling, compression, filtering, noise, aspect ratio change, frame
dropping, and frame swapping. Security refers to the ability to resist the attacks
from the hostile attackers, such as, collusion attack, which means malicious users

merge their knowledge to produce illegal unwatermark data [4].

2. Perceptual fidelity

Theoretically, the watermark could be perceptible or imperceptible. However, in
most applications, an imperceptible watermarking system is preferred. In other
words, to keep the good fidelity of watermarked work is required. The fidelity
of a watermarking system refers to the perceptual similarity between the original

and watermarked versions of the cover work [3].

3. Watermark capability

Capacity means the maximum amount of information the embedded watermark
can carry and those information can be detected reliably for copyright protection

and authentication.

As mentioned by O’Ruanaidh and Pun [5], “the smaller is the number of bits of
core information or payload contained in a watermark, the greater the chance of it
being communicated without error.” One way to implement the spread spectrum based
watermarking scheme is to generate the watermark as pseudo random sequence, the
watermark detection is executed by computing the correlation between the extracted
mark and the original watermark. This approach is very robust however the capacity
is low (only one bit). A good watermarking algorithm should achieve a good trade-off

among these requirements, refer to Fig. 1.2.
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1.3 Evaluation of video watermarking

It is extremely difficult to identify the acceptable fidelity because too little is known
about human perception. We usually use the objective and subjective measurement to
define a threshold. For example, mean squared error (MSE, refer to Equ. (1.3)), signal-
to-noise ratio (SNR, refer to Equ. (1.4)) and peak signal-to-noise ratio (PSNR, refer to
Equ. (1.5), assume 8-bit pixel depth), are objective measurements. In these equations,
c1 and ¢y are N-dimensional vectors in media space. Just noticeable difference (JND)
is the subjective measurement. In the field of psychophysics, a JND is the amount that

something must be changed for the difference to be noticeable.

N
Dyse(c1, ¢2) = Z ci[i] — cofi (1.3)

Dsnr<61702) =10 10g10 NZiV( [ D (14)

2552
Dysnr(c1,c2) = 101ogy, -

TSN el — cali)? (15)

The above mentioned three measurements are traditionally used for image and video
quality. Recently several more complicated and precise matrices are developed. Most
popular methods are PEVQ and SSIM.

PEVQ - Perceptual Evaluation of Video Quality, provided by OPTICOM, is a full
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reference and intrusive measurement algorithm with the reference of the original se-
quence for comparison [6]. The algorithm compares each corresponding pixel among

the reference and the degraded sequences regarding several factors:

e Spatial and temporal alignment ensures only the corresponding parts from refer-

ence and the target signals are compared.

e Perceptual difference alignment only reviews the parts, which can be perceptually

noticed by human viewers.
e Types of distortions are classified from the previously calculated indicators.

e The result - the mean opinion score (MOS), formed with the aggregation of above
mentioned steps, estimates the affect from loss, jitter, block, jerkiness, blur and

distortion.

PEVQ MOS rates the video quality in the range from one (bad) to five (excellent).
SSIM - Structural Similarity based quality measurement is a more direct measure-
ment way to compare the structures of the reference and the degraded signals [7].
The similarity measurement is combined with three components, Luminance compari-
son, Contrast comparison and Structure comparison. This method is considered as an
objective method to evaluate the image quality using the properties of human visual
system. The maximum index of SSIM is 1, which means two blocks are exactly the

same.

1.4 Applications of video watermarking

Digital video watermarking systems are developed based on the applications. The

following applications of watermarking are more common [4]:
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1. Copyright protection: It is to identify the copyright ownership. The copyright
owner can prove the ownership by detecting the watermark embedded in the host
with their private keys. The watermarks used for this purpose are supposed to
be very robust against various attacks intended to remove the watermark. This
application is quite straightforward. Many researchers focused their research on

this topic [8] [9] [10] .

2. Broadcast monitoring: The broadcasted channels need to be tracked to keep
the royalties of the copyrighted videos. A computer system could monitor the
broadcasted video by simulating a human observer, which is a passive monitoring.
The passive monitoring depends on the comparison between the received video
with the original signals, which needs the large database storage and may not be
available often. Digital video watermarking could provide an active monitoring
in an invisible and robust way. The watermark pattern can be embedded as the
identification information in the broadcast signals and be detected reliably and
interpreted correctly. Real time watermarking allows the live active monitoring

for many channels [11][12].

3. Copy control: It is to prevent the unauthorized copies of copyrighted content.
Different payment entitles users to have different privilege (play, copy) on the
object. It is desirable in some systems to have a copy and usage control mechanism
to prevent illegal copy of the content or limit the number of times of copying. A

watermark [13] can be used for such purposes.

4. Content authentication: To be able to authenticate the content, any change or
tampering with the content should be detected. This can be achieved through

“fragile or semi-fragile watermark” which has low robustness to the modifications
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to the host video. The semi-fragile watermarking can also serve the purpose of
quality measurement. The extracted watermark cannot only tell the possible tam-
pering with the host signals, but also give more information about the degradation
of the host, such as PSNR degradation. Many researchers proposed watermarking

algorithms for video authentication and tamper detection [14][15][16].

5. Forensic analysis: Digital Rights Management (DRM) systems are designed to
protect and enforce copyright control with digital media content such as audio,
video or still images [17]. A forensic watermarking is embedded into the master
copy of the content and it allows the owner to identify the illegal or unauthorized
use and distribution of copyrighted digital work. In digital cinema application,
forensic watermark is used to determine the copyright owner, where and when

the theft occurs and to prevent such illegal activities [18][19][20].

6. Enhanced coding: Digital watermarking has other functionalities accept for se-
curity purpose. It could be used for carrying error correction information after
source coding without any header addition [21]. It also be used as a method to
hide video or audio into anther video to save bandwidth and enhance synchro-

nization [22] [23].

1.5 Challenges of video watermarking

Digital watermarking has to be robust against various attacks. There are two major
categories of attacks for digital video watermarking. One is common signal processing,
while the other is hostile video attacks.

The first category refers to a wide range of video processing. We could divide the
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common video processing to two subsets. Subset I is video processing which modifies
the pixel values of frames but keeps the spatial or temporal synchronization. Subset II
is video processing which causes spatial or temporal desynchronization.

Subset I includes many video processings as follows:

1. Digital to analog and analog to digital conversions introduce distortions in the

video signal.
2. Data transmission probably introduces additive noise to the signal.
3. Spatial filtering is often used to restore low quality video.
4. Gamma correction is used to increase contrast.
5. Histogram equalization is used to adjust and increase contrast.
6. Lighting change modifies the luminance components.

7. Chrominance resampling (4:4:4, 4:2:2, 4:2:0) is normally a part of video compres-

sion to reduce the video size for transmission and storage.
8. Video Compression.

Subset II includes some other video processing to distort the spatial or temporal

synchronization:

1. Geometric attacks, such as, rotation, scaling and translation will distort the spa-
tial synchronization. Scaling for video can be explained as frame aspect ratio

change.

2. Frame rate change, frame loss, and frame swapping could cause temporal desyn-

chronization.
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The second category is classified as hostile video attacks. Collusion could uncover
unwatermarked data or watermark pattern itself with the information from a set of
malicious users. There are two types of collusion attacks [4]. The type I refers that,
when the same watermark is embedded into different data, attackers can estimate the
watermark pattern from each watermarked data. The type II is that, when different
watermarks are embedded into the different copies of the same data, attackers can pro-
duce the unwatermarked data from the linear combination of the different watermarked
data.

From the attacks we mentioned in the first category, we consider geometric at-
tacks and video compression, especially, the most advanced video compression standard,
H.264, as the most challenging attacks for video watermarking algorithms.

Geometric attacks include rotation, scaling and translation (RST) transform, and
other linear or non-linear transformation. In this thesis, we deal with RST attacks.
Rotation repositions each pixel of an image along a circular path, while translation
transforms each pixel along a straight-line path from one coordinate location to another.
Scaling alters the size of the target frame. Very slight of RST transformation could cause
detector to lose spatial synchronization and make detection fail.

Video compression reduces the spatial and temporal redundancy information from
the large video data while keeping the good perceptual quality. It is a tradeoff among
video quality, disk space, and the cost of hardware [24]. Video compression operates on
the blocks of neighboring pixels. To reduce spatial redundancy, lossy video compres-
sion gives coarse quantization to higher frequency information and finer quantization
to lower frequency information because the human visual system is more sensitive to
low frequency information. To reduce temporal redundancy, video compression codec

only sends the differences among moving blocks. MPEG-2, MPEG-4 and H.264 are
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popular video compression standards. H.264/AVC is the latest block-oriented motion-
compensation-based codec standard developed by the ITU-T Video Coding Experts
Group (VCEG) together with the ISO/IEC Moving Picture Experts Group (MPEG).

With the use of H.264, up to 50% of bit rate could be saved.

1.6 Objectives of the thesis

The thesis has the two main objectives:

1. To research and develop video watermarking algorithms robust against RST at-
tacks: RST attacks cause the loss of the spatial synchronization which results in
the failure of watermark detection. RST attacks are considered the most chal-
lenge for both image and video watermarking algorithms. In this thesis, we will
try to research and develop video watermarking algorithms that are robust to
RST attacks, by exploring most advanced theories and techniques to provide

RST invariance.

2. To research and develop video watermarking algorithms robust against video com-
pressions: Video compression is used to remove redundancy and reduce the size
of the video signals. MPEG-2 and H.264 are commonly used video compression
standards and H.264 is considered the most efficient video compression technique,
which can provide high quality with the low bit rate. It is extremely difficult for
a video watermarking algorithm to survive H.264 compression. In this thesis,
we will research and develop advanced video watermarking algorithms that are
robust to video compressions including H.264 compression, by considering the

features of the video compression standards.
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1.7 Contributions of the thesis
The contributions of the thesis are summarized as follows:

1. The thesis reviews and evaluates the existing video watermarking algorithms ro-
bust against RST transformations and video compressions, by giving the advan-

tages and disadvantages of the existing watermarking algorithms.

2. An RST invariant video watermarking algorithm (LPMPOF) based on log-polar
mapping and phase-only filtering method is proposed. Rotation and scaling of
video signals in the spatial domain result in the horizontal and vertical shift
in log-polar mapping of Fourier magnitude of the same video signals. Embed-
ding watermark in the log-polar mapping domain simplifies the complex rotation
and scaling problems into image registration. The proposed phase-only filtering
method provides the best discrimination for matching a template and log-polar
mapping of Fourier magnitude of the watermarked frame. The optimized embed-
ding and detection method provides the robustness to RST attacks, other video

signal processing, and MPEG-2 compression.

3. The integration of LPMPOF with another video watermarking algorithm is
demonstrated. The purpose is to improve the robustness of the other algorithm
against RST attacks. The role of LPMPOF in the integration is an RST param-
eters detector. The LPMPOF can also contain a robust watermark. The other

video watermarking algorithm can provide a large capacity.

4. A novel video watermarking algorithm based on 1D DFT and 1D projection is
proposed. This algorithm is developed with the consideration of the features of

H.264 video compression techniques. The 1D DFT of a group of pictures along
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temporal direction holds both the spatial and frequency information and it pro-
vides an ideal domain to embed the watermark pattern in an invisible and robust
way. The embedding method keeps the features of geometric relationship be-
tween watermark pattern and frame, which ensures robustness against geometric
attacks. The proposed algorithm is robust against geometric attacks and H.264

compression according to the experimental results.
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1.9 Thesis structure

The rest of the thesis is organized as follows. In Chapter 2, we introduce the funda-
mental theories and techniques used in this thesis. In Chapter 3, we review image and
video watermarking algorithms robust to geometric attacks and video compressions. In
Chapter 4, we propose our RST invariant video watermarking algorithm based on log-
polar mapping and phase-only filtering method. In Chapter 5, we use RST invariant
video watermarking algorithm as a RST parameters detector to work with other video
watermarking algorithms. In Chapter 6, we present another novel video watermarking
algorithm based on 1D DFT and 1D projection. Finally, in Chapter 7, we conclude the

thesis and give some suggestions and ideas for future research work.



Chapter 2

Fundamental theories and

techniques

In this chapter, we introduce fundamental theories and techniques used in geometrical
resilient image and video watermarking algorithms and video compressions, which are

needed to understand the content of the thesis.

2.1 Geometric transformations

First, we model geometric transformations for images and video frames. For image, we
define Rotation, Scaling, and Translation (RST) transformations. For video, we define

frame aspect ratio change.

2.1.1 Translation

A translation (or shift) is applied to an image or a frame in video by repositioning it

along a straight-line path from one coordinate location to another [25]. We translate

18
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a two-dimensional point by adding translation distances, xy and yg, to the original

coordinate position (z,y) to move the point to a new position (z’,7/).

¥ = x4+

(2.1)

/

Yy o= Y+

The translation distance pair (zg,yo) is called a translation vector or shift vector.

2.1.2 Rotation

A two-dimensional rotation is applied to an image or a frame in video by repositioning
it along a circular path in the xy plane. We obtain the transformation equations for

rotating a point at (z,y) through an angle a about the origin counterclockwise:

¥ = xcosa+ysina
(2.2)

Yy = —xsina-+ ycosa

2.1.3 Scaling

A scaling transformation alters the size of an image. We obtain the transformation
equations by multiplying the coordinate values (z,y) by scaling factors o, and o, to

produce the transformed coordinates (z/,1/):

¥ = x-0,

(2.3)

/

Yy = Y- 0y
Scaling factor o, scales images in the x direction, while o, scales in the y direction.
When o, and o, are assigned the same value, an uniform scaling maintains the relative

image proportions.



Chapter 2. Fundamental theories and techniques 20

2.1.4 Frame aspect ratio change

For video applications, scaling could be explained as frame aspect ratio change. De-
pending on the applications, digital video formats are summarized in Table 2.1 [26].
The popular video frame aspect ratios are 4:3, 11:9, 16:9, etc. Frame aspect ratio
change, here, is the aspect ratio conversion between any two of aspect ratios by using

interpolation.

Table 2.1: Video format for different applications

Applications [ Video format [ Y size
HDTV SMPTE 296M 1280 x 720
HDTV SMPTE 274M 1920 x 1080
Video production BT.601 720 x 480/576
High-quality video distribution (DVD, SDTV) BT.601 720 x 480/576
Intermediate-quality video distribution (VCD, WWW) SIF 352 x 240/288
Video conference over ISDN/Internet CIF 352 x 288
Video telephony over wired/wireless modem QCIF 176 x 144
Closed Circuit Television (CCTV) 4CIF 704 x 576
High definition video conferencing 4SIF 704 x 480

2.2 Fourier-Mellin transforming method

In the previous section, we introduced the mathematic model for RST attacks for image
and video signals in the spatial domain. These attacks will make watermark detector
lose track of the watermark position in the most applications and make detection fail as
a result. Fourier-Mellin transform (FMT) can build a domain, in which rotation, scaling
and translation have no effect at all. Fourier-Mellin transforming method includes 2D
discrete Fourier transform, log-polar mapping on Fourier magnitude, and FMT on log-

polar domain.



Chapter 2. Fundamental theories and techniques
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(a) One frame in video “mobile”.

(b) The magnitude spectrum of the Fourier (c) The phase spectrum of the Fourier
transform of (a). transform of (a).

"G i
(d) The reconstructed frame using only the (e) The reconstructed frame using only the
amplitude spectrum. phase spectrum.

Figure 2.1: DFT and inverse DFT of one frame in video “mobile”.
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2.2.1 2D discrete Fourier transform

The DFT (Discrete Fourier Transform) of an image is two dimensional (2D). The 2D
DFT of an image f(x,y) of size N;yx Ny and the corresponding IDFT (Inverse DFT)

are defined as follows [27]:

1 Ni—1 Ny—1
_ —j2n(ux/N1+vy/N2)
=0 y=0
N1—1 No—1
flz,y) = F (u, v)el2rtua/ Mo/ i) (2.5)
u=0 v=0

The Fourier transform F'(u,v) is a complex function. Each function value has a real
part R(u,v) and an imaginary part I(u,v), at each frequency (u,v) of the frequency

spectrum:

F(u,v) = R(u,v)+ jI(u,v) (2.6)

where j = +/—1. This can be expressed alternately using the exponential form as:

F(u,v) = |F(u,v)]e’? (2.7)

where |F'(u,v)| is the magnitude of the Fourier transform and ¢(u,v) is the phase
angle. The square of the magnitude is equal to the amount of energy or power at each

frequency of the image and is defined as:
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|F(u,0)]> = R*u,v) + I*(u,v) (2.8)

The phase angle describes the amount of phase shift as each frequency and is defined

as:

d(u,v) = tan_l[I(u’v)} (2.9)

It is understood that the phase information is considerably more important than
the amplitude information in preserving the visual intelligibility of the picture. Fourier
synthesis of the structure from only the amplitude of the diffraction with zero phases
does not reconstruct the correct atomic arrangement, whereas reconstruction from the
phase data with unity magnitude does [28]. DFT and inverse DFT processing of one
frame in video “mobile” is shown in Fig. 2.1. Fig. 2.1 (e) clearly shows that the frame
reconstructed from only the phase information closely resembles the original frame,
while the reconstructed frame from only the amplitude information does not, refer to
Fig. 2.1 (d).

The relationship between an original image ig(x, y) and a rotated, scaled, and trans-

lated version of the image, i, (z,y), is shown as follows [1][5]:

i1(x,y) = idg(o(zcosa+ysina) — xg,0(—zsina+ycosa) —y)  (2.10)

where the RST parameters are «, o and (g, yo), respectively.
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(a) Frame in “mobile” scaled by 80%. (b) The magnitude spectrum of the scaled
frame in (a).

(c¢) Frame in “mobile” rotated by 45°. (d) The magnitude spectrum of the rotated
frame in (c).

o 4 557 B BB
T34 56T
181990 91 22 3 3
| 5 li? i i 2 o
(e) Frame in “mobile” circularly translated (f) The magnitude spectrum of the
by 50 pixels. translated frame in (e).

Figure 2.2: Properties of Fourier transform.
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The Fourier transform of i;(z,y) is I1(u,v), the magnitude of which is given by

[1][29]:

I (u,v)] = o] ?|Io(c Hucosa+vsina), o (—usina +veosa))| (2.11)

As shown in Equ. (2.11), the magnitude spectrum is independent of the translational
parameters (xo,%o), which is the translation property of the Fourier transform [30].
When an image is rotated in the spatial domain by angle «, its magnitude spectrum
will be rotated by the same angle .. Scaling in the spatial domain can cause an inverse

scaling in the frequency domain. Fig. 2.2 illustrates all these properties.

2.2.2 Log-polar mapping
If we apply log-polar mapping to the Fourier magnitude of an image, we can rewrite

Equ. (2.11) by using log-polar coordinates:

u = e’ cost
(2.12)

v=e¢esinf

where p € % and 0 < 6 < 27. Then the magnitude of the Fourier spectrum can be

written as [1][5]:

I (u,v)] = |o||Io(c e’ cos(f — a), 0 e sin(f — a))| (2.13)
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or

[Ii(p,0)| = |o| 2|Io(p — Ino, 0 — )| (2.14)

Equ. (2.14) demonstrates that the magnitude of the log-polar spectrum is scaled
by |o|~2, that image scaling results in a translational shift of In o along the log-radius
p axis, that image rotation results in a cyclical shift of o along the angle 6 axis, and
that image translation has no effect in the LPM domain.

As shown in Fig. 2.3 (a), the watermark data are embedded in two concentric circles
in the Fourier magnitude of the target image. In LPM domain, these two circles are
transformed into two parallel lines, refer to Fig. 2.3 (b). The vertical and horizontal
axes in Fig. 2.3 (b) are respectively log-radius p and angle . The scaling of image
in the spatial domain will result in the watermark circles expanding or shrinking in
the Fourier magnitude and a translational shift along the log-radius p axis in the LPM
domain. The rotation of image in the spatial domain will result in the watermark
circle’s rotation in the Fourier magnitude and a cyclical shift along the angle # axis in

the LPM domain.

(a) Fourier magnitude of watermarked frame. (b) LPM transform of (a).

Figure 2.3: Fourier magnitude of an watermarked frame and its LPM transform.
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The inverse log-polar mapping (ILPM) is defined as:

p = In(y/2? +y?)

0 = tan~'(¥)

(2.15)

However, ILPM deteriorates the image quality to an unacceptable level due to the

implementation difficulty.

2.2.3 Fourier-Mellin transform

According to the translation property of the Fourier transform, the Fourier transforms

of I} and Iy in Equ. (2.13) are related by
Fy(w,, wy) = |o| eI @rinotwoa) py, W) (2.16)
The Fourier magnitude of the two LPM mappings is related by
| Fi(wp, wo)| = [o] ™| Fo(w,, we) (2.17)

where F) and F{ are respectively the DF'T of I; and I.

The phase difference between the two LPM mappings is directly related to their
displacement, given by e/(wrnotwea)

Equ. (2.17) is equivalent to computing the Fourier-Mellin transform [5]. Equ. (2.17)
demonstrates that the magnitude of Fourier-Mellin spectrum is scaled by |o|~2, which is
caused by scaling transform, and is invariant to rotation and translation. If normalized
correlation is used to eliminate the effect of |o|~2, Fourier-Mellin transform is truly

invariant to RST.
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2.3 Radon transform

The Radon transform represents an image as a collection of projections along various
directions [31]. Tt is used in areas ranging from seismology to computer vision. Projec-
tions can be computed along any angle ¢. In general, the Radon transform of f(z,y)
is the integral of f along a straight line parallel to the 3 axis, which can be expressed

as Equ. (2.18), shown in Fig. 2.4.

R, (2') = / f(2' cosq — 3y sing, x’ sinq + y' cos q)dy’ (2.18)
where x’ cosq sing x
- (2.19)
Y —sing cosq Y
v
Y A
"
f(xy)

Figure 2.4: Radon transform [1].



Chapter 2. Fundamental theories and techniques 29

Integration path

Integration path
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(a) Radial Integration Transform (RIT). (b) Circular Integration Transform (CIT).

Figure 2.5: Generalized Radon transforms.
We define g(6) to be a 1-D projection of |I(p,#)| such that [1]:
9(0) = > (p;,0)] (2.20)
J

g(0) is invariant to both translation and scaling. Rotations result in a circular shift
of the values of g(#) [1].

The two one-dimensional generalized Radon transforms were introduced in [32],
as shown in Fig. 2.5. The Radial Integration Transform (RIT) of a function f(x,y)
is defined as the integral of f(z,y) along a straight line that begins from the origin
f(z0,y0) and has angle § with respect to the horizontal axis, as shown in Fig. 2.5 (a).
The RIT is defined as follows:

+oo

R¢(0) = i f(zo + ucosb, yo + usind)du (2.21)

If the image is rotated by a certain degree, the RIT of the rotated image will be

circularly shifted.



Chapter 2. Fundamental theories and techniques 30

The Circular Integration Transform (CIT) of a function f(x,y) is the integral of
f(x,y) along a circle with center f(z¢,yo) and radius p (see Fig. 2.5 (b)). The CIT is

given by the following equation:

2w
Cr(p) = / f(xo + pcosh, yo + psinb)pdf (2.22)
0

The CIT of the scaled image will be scaled the same amount as the image.

So the RIT is independent of scaling, and rotation only results in a shift of the RIT.
Similarly, the CIT is independent of rotation, and the CIT is scaled when the image is
scaled. Using these properties, we can detect the rotation and scaling the image has

undergone by using the CIT and RIT.

2.4 Circular harmonic functions

Circular harmonic expansion is another method used for shift, scaling and rotation
invariant pattern recognition [33][34][35]. The circular harmonic function (CHF) is
useful in representing the rotational property of an image, which can be expressed in
polar coordinates with period 27 in angle and thus can be expressed in terms of a Fourier
series expansion in angle [36]. By taking the single harmonic, a circular harmonic filter
is invariant to rotation. As with CHFs for rotation invariance, the radial harmonic
filters (RHF) decomposes the object into a set of logarithmic radial harmonics. By
taking the single harmonic, a radial harmonic filter function is invariant to the shift
and scaling.

Let f(x,y) denote the reference image in Cartesian coordinates, we can transform
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f(z,y) into polar coordinates f(r,0). Because f(r,0) is periodic in 6 with period of 27,

we can use a Fourier series expansion in 6 as follows [33]:

Fr,0) =" fu(r)e™ (2.23)

27
fu(r) = % /0 f(r,0)e=7*qp (2.24)

where fi(r) is the k-th circular harmonic function (CHF) of f(z,y).
Let h(z,y) represent a correlation filter in Cartesian coordinates, a CHF decompo-

sition is as follows:

h(r,0) = hy(r)e’* (2.25)

k

where

1

" or

hu(r) /0 - h(r,0)e % dp (2.26)

Then, the correlation function between f(x,y) and h(x,y) is shown in Equ. (2.27).

c = //f(fv,y)h*(x,y)dxdy
= /O27T de /000 rdrf(r,0)h*(r,0)

— /O " rdr /0 ’ [Z Fe(r)e™ N "y (r)e=" | do (2.27)

l
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Because f027r eI*=D9dp is zero when k # [, the above equation can be expressed as:

c= i Ch (2.28)

k=—00

where

Cr =27 /000 fr(r)hy (r)rdr (2.29)

When the input image is rotated by the angle ¢ in the clockwise direction, the

correlation function is given as follows:

c(g) =Y Cpe™ (2.30)

k=—o0

If we only use a single circular harmonic

fs(r,0) = fi(r)e’™

(2.31)
hy(r,0) = hy(r)el*
then, the correlation in Equ. (2.27) is expressed as
cs(¢) = Cre™® (2.32)

The output’s center intensity is a constant as shown in the Equ. (2.32). It is invariant

to the rotation of the image. The same strategy can be used for RHF.
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2.5 Moments

For a 2-D continuous function f(z,y), the moment of order (p + ¢) is defined as [27]:

Mg = / / 2Py f (x, y)ddy (2.33)

for p,q=0,1,2,....

The central moments are defined as

lipg = /_OO /_OO (z =2)"(y —9)"f (2, y)drdy (2.34)

where T = 212 and y = 2L
moo moo

If f(z,y) is a digital image, then Equ. (2.34) becomes
o = ) > (@ =Ty =) f(2,9) (2.35)
x oy

A set of seven invariant moments can be derived from the second and third moments
[27][37].

The normalized central moments, denoted 7,4, are defined as

I
Tpg = # (2.36)
Hoo
where
y=PT (2.37)
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forp+q¢=2,3,....

é1
b2
3
o
s

Ps
b7

T20 + To2 (2.38)
(120 + 702)* + 4173, (2.39)
(m30 — 3m2)? + (3121 — 70s)” (2.40)
(m30 + m2)* + (1121 + 703)° (2.41)

(1130 — 3m12) (30 + m2) [(M30 + 112)* — 3(121 + M03)°)
(3121 — M03) (M21 + 103)[3(1130 + M12)* — (1121 + 103)°] (2.42)
(120 — n02) [(M30 + m2)” — (721 + 103)%] + 4111 (N30 + M2) (21 + Mos) (2.43)
(3121 — 1103) (130 + 2)[(M30 + m2)* — 3(Mar + 7703)”]

(3m12 — 130) (121 + 103 [3(M30 + 112)” — (121 + 1M03)”) (2.44)

This set of moments is invariant to rotation, scaling, and translation. In other

words, all images, which are under rotation, scaling or translation of a same image, will

accurately produce the same numerical result for above seven equations.

2.6 Harris detector

Feature points detectors find salient points in natural images. Normally, these points

are located near corners and edges of the image. The Harris corner detector is one

feature point detectors, developed for 3D reconstruction [38]. It extracts the corner

points of an image. A Harris corner detector first calculates the horizonal and the

vertical gradients of an image, G, and G,. Then, two gradient images are filtered by a

low-pass filter to get G, and Gj. Then, the shape matrix M is formed for each pixel
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[39]:

G’ (m,n))? mn Go(m, )G (m,n
vy | Sl TG |

Zm,n G;(m’ n)G;; (m7 TL) Zm,n(G;(m7 n))2
where (m,n) represents all pixel positions of a window area centered at the pixel (i, 7).

By using M (i, j), the Harris corner detector’s output for each image pixel is based on

the trace and determinant of M [39]:
H(i,j) = det(M(i,j5)) — k - trace(M (i, 7)) (2.46)

where k is an arbitrary constant. Feature points extraction is achieved by searching for
the response H(i,7) larger than a threshold 7.

In above sections, some basic techniques are introduced and they are widely used
in many RST invariant image/video watermarking algorithms, which will be reviewed

in the following chapter.

2.7 Video compressions

In this section, we will discuss the other challenge for video watermarking algorithms,
which is video compression. Video compression removes the spatial and temporal re-
dundancy information from large video data while keeping well perceptual quality. It
is a tradeoff among video quality, disk space, and the cost of hardware [24]. Video
compression operates on the blocks of neighboring pixels. The main idea of video com-
pression to remove spatial redundancy is to remove higher frequency information and

keep lower frequency information because the human visual system is more sensitive to
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low frequency information. To remove temporal redundancy, video compression codec
only sends the differences among moving blocks.

Digital video compression standards were developed for different applications [2].
Video coding standard H.261 and H.263 are defined for interactive video communica-
tion. H.323 and H.324 are defined for audio-visual communications. Moving Picture
Expert Group (MPEG) defined MPEG-1, MPEG-2 and MPEG-4 for entertainment and
digital TV. H.264/AVC, the part 10 of MPEG-4, is the most efficient video compres-
sion standard so far. In this section, we will first introduce Discrete cosine transform
(DCT), which is used widely in source coding. Then, we will introduce video compres-

sion standard MPEG-2, MPEG-4 and H.264.

2.7.1 Discrete cosine transform

The 2D DCT of an image f(z,y) with the size of N;x N, and its inverse transform can
be defined as follows [2]:

F(u,v) = lel Nil f(x, y)cos(Nll(x + %)u) cos(%(y + %)v) (2.47)

flz,y) = 4/ N12N2 le::l NQZ_:l F(u, U)COS(%(U + %)x)cos(}\%(v + %)y) (2.48)

Different with DF'T, DCT coefficients are real values, different from increasing fre-
quency in a sinusoidal pattern . The lowest coefficient is known as DC coefficient,
which locates the upper left corner of DCT transform of an image. The others are AC
coefficients with the increasingly higher frequencies. Fig. 2.6 shows the 2D DCT basis

functions of an 8 x8 matrix.
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Figure 2.6: 64 basis functions of an 8x8 matrix [2].

2.7.2 MPEG-2

MPEG-2 is widely used for digital TV signals, either SDTV or HDTV broadcasting
and communications. It supports both interlaced and progressive video. It allows
three options for chrominance format, 4:2:0, 4:2:2 and 4:4:4. The 4:2:0 chrominance
format shows that three quarters of the chrominance values have been deleted. The
4:2:2 chrominance format shows that half the chrominance values have been deleted. If
no chrominance values have been deleted, the chrominance format is 4:4:4. MPEG-2
specifies that the raw frames be compressed into three kinds of frames: intra-coded
frames (I-frame), predictively coded frames (P-frames), and bidirectionally predictively

coded frames (B-frames).
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[-frame is compressed as a single frame, similar as JPEG compression for images.
It does not depend on the data in the preceding or the following frames. Compression
of I-frames removes the spatial redundancy according to human visual system. The

compression steps can be described as follows:

1. Divide the I-frame into 8 x& blocks.

2. Transform each block with Discrete Cosine Transform (DCT) into DCT frequency

domain.

3. Quantize the DCT coefficients with a quantization matrix. In this way, higher

frequency components are suppressed.
4. Zigzag the matrix to convert the coefficients into a vector.
5. Apply run-length coding to remove the consecutive zeros.

6. Apply Huffman or arithmetic coding to reduce the matrix to a smaller array of

numbers.

P-frames are compressed more than I-frames. Not only the spatial redundancy, but
also temporal redundancy will be considered. Each P-frame has a previous I-frame
or P-frame as the reference frame. P-frame being compressed is divided into 16x16
macroblocks (MB). The reference frame is searched to find the best matches of the
macroblock, being compressed. If a perfect match is found, the offset is encoded as
“motion vector”. If a similar but not perfect match is found, the difference between
two MBs, so called “residual”, is appended to the motion vector and sent to the receiver.

If no match is found for particular MB, then, this MB is compressed as an I-frame MB.
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The processing of B-frames is similar to that of P-frames accept that B-frames use
two reference frames, the preceding frame and the following frame. Therefore, B-frames
provide even more compression than P-frames. B-frames will never be reference frames

in MPEG-2 compression standard.

2.7.3 MPEG-4

MPEG-4 standard is an object-based coding for audio, video and graphics. It provides
traditional functionality as well as advanced functionalities, such as, interactivity with
individual objects, scalability of contents, and error resilience. MPEG-4 is divided into
several parts. The key parts to be aware of are MPEG-4 part 2 and part 10. Part
2 presents a compression codec for visual data (video, still textures, synthetic images,
etc.). One of the many “profiles” in Part 2 is the Advanced Simple Profile (ASP).
Part 10, Advanced Video Coding (AVC) is a codec for video signals and is technically
identical to the ITU-T H.264 standard [24].

One of the important functionality of MPEG-4 is object-based coding. A scene
consists of several video objects (VOs). Each VO has the three dimensions (2-D plus
time). According to the spatial and temporal positions of a VO, it can be I-VO, P-VO
or B-VO. Encoding and decoding work on separate VOs.

Comparing with MPEG-1 and MPEG-2, MPEG-4 increases coding efficiency with

following tools:

1. Prediction of the current DC component from the previous block is added.

2. The selected block for DC prediction is also used for predicting one line of AC
coefficients. AC prediction does not work well for block with coarse texture,

diagonal edges or horizontal or vertical edges.
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3. Four motion vectors for a MB are allowed.
4. The motion vector range is unrestricted and it could be as wide as £2048 pixels.

5. Global Motion Compensation is allowed to improve picture quality due to global
motion, such as, camera motion, camera zoom or moving object. Global motion

is compensated according to the eight-parameter motion model in Equ. (2.49).

= ax+by+c

o hy+1
grHhyE (2.49)

1 dztey+f

Yy gr+hy+1

6. Quarter pixel motion compensation is allowed.

2.7.4 H.264

H.264/AVC is the latest block-oriented motion-compensation-based codec standard
developed by the ITU-T Video Coding Experts Group (VCEG) together with the
ISO/IEC Moving Picture Experts Group (MPEG). H.264 is the most efficient video
compression standard with good quality and lower bit rates than previous standards
[40].

Some new features of H.264 improve the performance the compression in several
aspects, such as, multi-picture inter-picture prediction, spatial prediction, lossless mac-
roblock coding, flexible interlaced-scan video coding, new transform design, new quan-
tization design, in-loop deblocking filter design, an entropy coding design, loss resilience
features, auxiliary pictures, support of monochrome, and picture order count. We list

some key features here:

1. Allow up to 16 reference frames (or 32 reference fields) during inter-picture pre-
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diction.

2. Variable block-size motion compensation is allowed. The luminance prediction
block sizes include 16x16, 16x8, 8x16, 8x8, 8x4, 4x8, and 4x4. The chromi-
nance prediction block sizes are correspondingly smaller according to the chroma

subsampling in use.

3. Up to 32 motion vectors per macroblock could be used and the motion vectors

can point to different reference pictures.

4. Quarter-pixel motion is derived by linear interpolation of the halfpel values and
Quarter-pixel precision for motion compensation is enabled for precise description

of the displacements of moving areas.
5. Spatial prediction for edges from reference blocks for “intra” coding is allowed.

6. The motion-compensated prediction signal is allowed to be weighted by amounts

to improve coding efficiency for scenes containing fades.

7. A new exact-match integer 4x4 or 8 x8 spatial block transform is designed to allow
the precise placement of residual signals with less noise around edges (referred as
“ringing” artifacts). This transform is similar to DCT design, but simplified and

able to provided exactly-specified decoding.

8. Logarithmic step size control quantization or frequency-customized quantiza-
tion could be selected by encoders to simplify inverse-quantization scaling or

perceptual-based quantization optimization.

9. An in-loop deblocking filter is designed to prevent the blocking artifacts.
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10. Context-adaptive binary arithmetic coding (CABAC) and context-adaptive
variable-length coding (CAVLC) are designed as entropy coding for losslessly
compressing syntax elements in the video stream knowing the probabilities of

syntax elements in a given context.

11. A network abstraction layer, flexible macroblock ordering, data partitioning and

redundant slices are designed as loss resilience features.
12. Support of monochrome, 4:2:0, 4:2:2, and 4:4:4 chroma subsampling.

13. Picture order count keeps the ordering of the pictures and the values of sam-
ples in the decoded pictures and allows timing information to be carried and
controlled /changed separately by a system without effecting decoded picture con-

tent.

H.264 is the most advanced and efficient video compression standard. It has a
very broad application range that includes all kinds of digital video compression from
internet streaming applications to HD'TV broadcasting. With the use of H.264, up to

50% of bit rate could be saved.

2.8 Similarity measurement

Similarity measurement is one measurement to determine the existence of watermark
information in the target host. When the cross-correlation is used as similarity mea-

surement, it can be computed as the different types of inner product of two images.

1. Linear correlation
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Linear correlation is the most basic. The linear correlation between two images

f and g can be described as follows:

nelh9) = sr S0 gl y) (2.50)

where, M x N is the size of the image. If f is the reference mark pattern and g is
the extracted mark pattern from the image, r;. is called similarity. One problem
with linear correlation is that the detection values are highly dependant on the
magnitudes of the watermark pattern extracted from the images. Therefore, for
many extraction methods, the watermark will not be robust against the attacks,

such as, changing the brightness of images [3].

2. Normalized correlation

This problem can be solved by normalizing the extracted mark pattern and the
reference mark pattern to unit magnitude before computing the inner product

between them.

rne(f,9) =D > fl,y)g(x,y) (2.51)

where
f(l‘, y) = f(z.y) _
Zi ?] '];(17.7)2 (252)
a A —

We refer to Equ. (2.51) as the normalized correlation. However, normalized

correlation is not robust against changes in the DC term of a work, such as, the
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addition of a constant intensity to all pixels of an image [3].

3. Correlation coefficient

The third form of cross-correlation is the correlation coefficient, which computes
the cross-correlation by subtracting the means of two images before the normalized

correlation.

ch(f> g) = rnc(f(xa y)?ﬁ(‘xv y)) (253>

where

flr,y) = fl@,y) — f(z,y)

g(x,y) = g(x,y) —g(x,y)

(2.54)

where, f and g are the mean of f and g, respectively. Because the mean of an
image has been subtracted, the correlation coefficient is robust against changes

in the DC term of a work [3].

In this chapter, we introduced the fundamental theories and techniques used for
robust digital image/video watermarking algorithms. This chapter helps understand

the rest of the thesis.
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Literature review of image and
video watermarking algorithms
robust to geometric attacks and

compressions

An useful digital watermarking algorithm has to be robust to many kinds of attacks.
Image watermarking algorithms have to keep image quality and to be robust against
general image processing, such as, lossy compression, filtering, noise addition, and geo-
metric transformation. Compared to image watermarking, there are more requirements
specific for video watermarking, because there are a larger number of data and inher-
ent redundancy among frames in video. A good video watermarking algorithm must
be robust against video compression, frame dropping, frame swapping, geometric at-
tacks, frame rate conversion, frame cropping, collusion attacks, noise, filtering, lighting

change, histogram equalization, etc.

45
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In this chapter, we will review and analyze some digital watermarking algorithms

robust against geometric attacks and advanced video compressions.

3.1 Image and video watermarking algorithms ro-
bust to geometric attacks

Geometric attacks are generally difficult to handle for image and video watermarking.
Very slight amount of geometric attacks could make the watermark detection fail due
to the lack of synchronization. The existing image and video watermarking algorithms
dealing with geometric attacks can be classified into four categories: (1). Rectification
based, (2). Self-synchronization based, (3). Invariant domain based, and (4). Feature
based.

Most of video watermarking algorithms that resist geometric attacks belong with the
first two categories, which are rectification and self-synchronization based. Researchers
use template, image registration or other algorithms to synchronize the watermarked
video frames having undergone geometric attacks. The invariant domain based algo-
rithms normally have higher computation complexity, which are good for still images.
Feature based algorithms use some silent features as the reference coordinates for the
watermark embedding and detection. These algorithms are used mostly for image wa-

termarking algorithms robust against RST attacks.

3.1.1 Rectification based algorithms

Rectification based algorithms detect the geometric parameters by using template, ex-

haustive search, image registration or other algorithms. Then, it rectifies the attacked
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signals to the original format. The watermark detection will be processed after rectifica-
tion. According to geometric parameter detection algorithms, we classify the rectifica-
tion based algorithms into four groups: (1). synchronization pattern based algorithms,
(2). functional search based algorithms, (3). video registration based algorithms, and

(4). digital object based algorithms.

3.1.1.1 Synchronization pattern based algorithms

Synchronization pattern based algorithms embed a template or a synchronization in-
formation to the host signal besides an informed watermark pattern. The template
contains no information itself, but is used to detect transformations undergone by the
image or video.

The approaches for RST invariant image watermarking [41][42][43][44][45][46] are
quite similar to one another. Therefore, we will only introduce the approach proposed
by [45] as an example. For details, please refer to the survey paper on RST invariant
image watermarking algorithms [47].

Pereira and Pun [45] use approximately 14 points along two lines that go through
the origin in the DFT domain at two random angles with radii varying between two
random values. A linear transformation of an image will produce an inverse linear
transformation in the DFT domain. Moreover, with a linear transformation, a line
going through the origin will be transformed into a corresponding line going through the
origin [45]. Therefore, the transformations could be detected through the relationship
of two lines. Once the template is detected, these transformations are inverted and the
spread spectrum signal is retrieved.

Since the traditional template based watermarking algorithms are easy to be at-

tacked, some researchers came up with the new idea that the watermark bears with not
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only the copyright information but also the geometrical information about the original
image. The watermark does not concentrate strong energy into several points so that it
is hard to be recognized by the attackers. Voloshynovshiy et al. [48] and [49] presented
an efficient algorithm for the watermark estimation and recovering from global or local
geometrical distortions. The estimation of the affine transform parameters is formu-
lated as a robust penalized Maximum Likelihood (ML) problem, which is suitable for
the local level as well as for global distortions. The watermark is periodic with blocks.
When no geometrical transform was applied, the message is decoded from the extracted
watermark directly. If some geometrical transform was applied, based on the local ACF
(autocorrelation function) or magnitude spectrums, or by exploiting the reference wa-
termark information at the block level, the geometrical distortion can be determined,
then the retrieved watermark can processed and re-synchronized and the message can
be decoded. In this way, the watermark acts as the roles of both the template and the
copyright information bearer.

Synchronization pattern based video watermarking algorithms [9][50][51][52] embed
templates to different domains or objects to identify the geometric parameters or in-
dicate the watermark locations. Geometric attacks for video signals include not only
image based RST attacks, but also spatial or temporal shift or cropping, frame removal
attack, aspect ratio change based on the individual frame and the group of pictures or

transformation of video signals.

- Deguillaume et al. [9] presented a video watermarking algorithm on 3D DFT do-
main of chunks of video scene. A video consists of a series of images at consecutive
points of time. Therefore, the video could be considered as three-dimensional (3D)
signals, in which, two-dimension (2D) refers to the space within each image and

another dimension is the time [9][53]. The frequency spectrum of the 3D DFT
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composes of the spatial and temporal frequency response at the same time. The
2D spatial frequency is to measure how fast the image intensity or color changes
in each video frame. Higher frequencies in the time dimension refer to the fast

change in temporal domain among all the frames in one GOP.

The 3D DFT of a video f(x,y,t) of size M x NxT, in which, M x N is the size of

each frame and T is the total number of frames in one GOP is shown as follows

[9]:

M—-1N-1T-1 .
F(u,v,7) > flay e Gt RE) (3.1)

t=0

2

z=0

<
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o

and the corresponding inverse 3D DFT is defined as follows:

F(u,v,7)e?2 5+ 5 +7) (3.2)

gM“

fla,y,t) = ZZ

v=0 ~

The Discrete Fourier transform F'(u,v,y) also can be expressed alternately using

the exponential form as:

F(u,0,7) = |F(u,v,7)[e?t"*7) (3.3)

(3.5)
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where, |F'(u,v,7)| is the magnitude of the Fourier transform and ¢(u, v, ) is the

phase angle.

Fig. 3.1 gives an example of three consecutive frames and the magnitude of the
3D frequency response, respectively. Three frequency magnitudes illustrate the
symmetry property of the Fourier transform. All frames are symmetry according
to the DC component in the middle frame. Only this frame contains the DC com-

ponent, which includes the DC component both in spatial domain and temporal

domain at the same time.

1121314156
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Figure 3.1: 3D DFT. (a), (b), (c) are three consecutive frames. (d), (e), (f)
are 2-D plots of the corresponding magnitude of 3D DFT. (g), (h) (i) are image
displays of the corresponding magnitude of 3D DFT.
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Deguillaume et al. [9] embedded a watermark and a template in the 3D DFT
magnitude of video chunks. A spread spectrum based watermark embedding
method is adopted to provide robustness to noise or partial cancelation. The
template is performed in the log-log-log map of the 3D DFT magnitude and is used
to detect and invert frame-rate changes, aspect-ratio modification and rescaling
of frames. This algorithm has the good performance on MPEG-2 compression
combined with other attacks, such as, aspect-ratio changes, frame rate changes.
The approach is more robust to averaging attacks than frame-by-frame approach
and has larger bandwidth to hide data. However, high computational cost of
the 3D DFT, 3D log-log-log mapping and 3D log-polar-log mapping has to be

considered.

- The algorithms in [50][51] worked on raw video for geometric invariant digital wa-
termarking. They embed a watermark in the luminance values of video frames for

low computational cost and a synchronization pattern for geometric rectification.

Zhao et al. [50] re-implemented and improved Haitsma et al.’s algorithm [54] by
using an amplitude-limiting filter and a whitening filter to enhance the probability
of watermark detection. Their algorithm focused on camera capturing attacks,
which include filtering, shifting, scaling, rotation, shearing, changes in perspec-
tive, etc. They embed the watermark signals to the mean luminance value of
successive video frames. The inherent properties of the mean luminance value
are very insensitive to spatial geometrical operations. Therefore, the algorithm
is inherently robust against all geometrical distortions. In Haitsma et al.’s algo-
rithm, watermark detection is performed by correlating the watermark sequence

with the extracted mean luminance values of a sequence of frames. However, if
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the individual frames are randomly removed or the mean luminance values are
temporally low-pass filtered, watermark detection will be failed [50]. Zhao et al.
embed an informed watermark and a synchronization watermark to resist frame
removal attacks. Two watermarks are orthogonal to each other and different in
length. With cross-correlation between the synchronization watermark and the
watermarked frame having undergone geometric attacks, the peaks indicate the
location of watermark bits. The watermark can be detected successfully with cor-
rect locations. However, the algorithm depends on the luminance of each video
frame. The luminance of each GOP could be different in a video clip. The false
alarm could probably be high here. In other words, this algorithm may be de-

feated by gray level change attack.

Lancini et al. [51] also inserted a synchronization pattern and a watermark pat-
tern to the uncompressed host signal. The synchronization pattern is used to
extract the video cropping or resizing information. In order to get a good in-
visible watermarked video, three masking functions - luminance mask, texture
mask and temporal mask are implemented prior to the watermark embedding.
These functions found a lower sensitive area to noise with very high or very low
brightness, highly texture and slower movement for watermark embedding. The
watermark insertion is based on the spread spectrum techniques. The watermark
extraction is measured on the computation of the autocorrelation of the frame

and the correlation between the frame and the synchronization pattern.

- Shal et al. [52] proposed a frequency domain watermarking algorithm. In order
to be robust against geometric attacks, a spread spectrum based synchronization

template W; is embedded in the frequency domain, rather than in the spatial
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domain as the traditional algorithms. First, an estimated tiling template W,
is detected by a Wiener filter. Then, the manipulations on video as scaling,
aspect ratio change can be computed by using auto-correlation of W/. For spatial
shifting or cropping, each frame can be relocated by the cross correlation function
between W/ and the original template W;. The algorithm can be used both in
image watermarking and video watermarking. As a video watermarking approach,
the author used the same idea into each frame of a video sequence. This probably

brings error propagation for B or P frames in a video sequence.

3.1.1.2 Functional search based algorithms

Dainaka et al. [55] proposed an algorithm based on the color planes of image or video
frames. They use special functional search for rotation, scaling, translation and clip-
ping. The same or reverse watermark pattern is embedded into many rectangular blocks
of two different color planes, between which the covariance is detected. If the covariance
is not zero, no matter positive or negative, one bit watermark can be detected. Two
independent PN sequences are embedded to another rectangular areas called belts be-
tween blocks to be used for synchronization after clipping. Rotation and scaling search
is combinatorial by so called “number of flipping” (NF) search. NF are the number of
pixels which have the different signs with the pixels right and underneath. Therefore,
NF search resulting in the same sign within each area indicates the correct synchroniza-
tion. If it has the random positive or negative signs, the angle or size is not correctly
restored. Clipping and translation are restored by horizontal and vertical NF search.
Although functional search is not exactly exhaustive search, it still possibly increases
the false alarm probability.

Echizen et al. [56] improved Dainaka’s algorithm by using human visual system.
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Their basic idea is to create the constant color changes by controlling watermarking
strength in terms of color difference in LxU xV space. The watermarking strength
is replaced with the product of the average watermarking strength and the relative
acceptability of the watermark at each pixel. The detection ratios are largely improved
with the proposed optimal embedding algorithm.

A Radon transform based digital image watermarking algorithm has been proposed
in [32]. In the algorithm, two generalized Radon transforms, Radial Integration Trans-
form (RIT) and Circular Integration Transform (CIT), as introduced in Section 2.3,
are used to extract some characteristic values, based on which the corresponding geo-
metric transformation parameters can be calculated to re-synchronize the transformed
watermarked image.

The watermark is embedded into the spatial domain. Once the geometrically dis-
torted watermarked image is transformed back to its original shape in terms of position,
orientation and size, the detection of the watermark can be very straightforward.

Based on the properties of the RIT and CIT, the geometric transformation param-
eters can be calculated. As shown in Equ. (2.21) and Equ. (2.22), the computation
origin f(xg,yo) of the RIT and CIT is very important for the successful detection of
the geometric transformation parameters. The Harris corner detection algorithm [38],
introduced in Section 2.6, is used to find the corner points. The one, which is the most

robust to possible attacks, is used as the computational origin for the RIT and CIT.

3.1.1.3 Video registration based algorithms

Digital rights management (DRM) systems adopt forensic watermarking to protect and
enforce copyright control with digital media content such as audio, video or still im-

ages [17]. In digital cinema application, forensic watermark is used to determine the
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copyright owner, where and when the theft occurs and to prevent such illegal activi-
ties. Normally, the original video is available for watermark detection. Most forensic
watermarking algorithms use video registration algorithms [18][19][20] for watermark

detection.

- Cheng et al. [18] proposed a Spatial, Temporal and Histogram (STH) video reg-
istration algorithm for digital watermarking detection of the camera captured
videos, which have significant misalignments with the reference videos. Spatial
misalignment could be the results of warping, cropping, resizing, rotation, etc., as
one image could have undergone a 8-parameter plane perspective transformation.
Temporal misalignment is caused by frame rate conversion, frame dropping or
frame duplication. Reference and candidate videos could have different color his-
togram because of compression, filtering or gamma change. Cheng’s STH video
registration algorithm could recover three mixed misalignments in one dynamic
programming. They model temporal misalignment by using 2-frame integration
model as most captured frames are a linear combination of two consecutive dis-
played frames. Histogram transformation is modeled by a table look-up, in which
one of 256 parameters in each candidate frame could map gray levels in a refer-
ence frame. Spatial misalignment is modeled as 8-parameter plane perspective
[57]. The minimum accumulated mean square error (MSE) is optimized between
the reference frame and the candidate frame by dynamic programming. If MSE
is lower than a threshold the iteration will stop. This algorithm is robust against
most cinema capture distortion. However, the threshold decides the iteration
times. If the threshold is too high, it will fail to detect the watermark. If the
threshold is too low, the computation complex will be too high. It is a trade off

between them.
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- Nguyen et al. [19] proposed a so called IRISA video registration algorithm. They
model the spatial misalignment by using a semi-automatic algorithm on the fea-
ture points, extracted using the Harris detector, introduced in Section 2.6. The
spatial transformation is computed through the registration of the set of feature
points between original and candidate images. The spatial luminance variation
is caused by the display condition, such as, lens, the screen and ambient con-
dition, which is modeled with non-uniformity function depending on geometric
transformations. The temporal luminance variation results from automatic gain
control (AGC), and the luminance function is separated in time and space. As a
result, the estimate of the watermarked image can be modeled with both spatial

non-uniformity function and the temporal luminance function.

- Delannay et al. [20] proposed a key frame based temporal registration algo-
rithm. In this approach, the key frame is the histogram of its luminance compo-
nent, which is significantly different from the luminance histogram of the previous
frame. The temporal alignment is matched between two key frames of reference
and candidate sequences by adopting Beta’s computation and best matching algo-
rithm. Assuming the orders of frames are the same among original and candidate
sequences, the temporal registration is formulated as a minimization problem of
the combination or error model and the penalization of large change between the
reference and the original frame. The algorithm could give a good results for

synchronized sequence with the adaptive and pseudo-global threshold.

3.1.1.4 Digital object based algorithms

Video object is an important concept for MPEG-4 compression standard. Video objects

can be extracted, distorted and duplicated for illegal use. Several video watermark-
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ing algorithms work on the geometrical invariant watermarking on MPEG-4 objects

[58][59][60].

- Lu et al. [58] proposed their video watermarking algorithm based on eigenvectors
of video objects for synchronization of rotation and flipping. The eigenvectors of
a video object are related to mean vector and the covariance matrix of a given
video object, and are calculated to determine its major and minor orientation
tendencies. The major eigenvector is aligned with the positive x-direction and
the minor eigenvector is with vertical (up or down) direction. In the detection
process, the video object will be adjusted such that the eigenvectors can be in the
accordance with the pre-determined directions. As a result, the synchronization
of rotation and flipping is obtained. The watermark is embedded into the DCT
coefficients with the middle frequencies during MPEG-4 compression. A mean
filtering operation is proposed in order to blindly extract the signal for a suspect
area in the watermark detection process. The detection results show the strong
robustness against flipping, blurring, and histogram equalization, but it is not

very robust to rotation, additive noise, rescaling and MPEG compression.

- Hsu et al.’s algorithm [59] derived the eigenvectors of the video objects from 2-
D and 3-D principal component analysis (PCA) of the objects. The direction
of each eigenvector derived from 2D PCA of the shape will change after the
video object is distorted by the geometric transformation, which make it difficult
to synchronize the objects orientation. Therefore, they proposed the principal
component analysis to incorporate one more dimension of image intensity. 3-D
eigenvectors derived from 3-D PCA of the object are employed to calibrate the

2-D coordinate system. During watermark embedding, they use the intersection
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of the eigenvectors and the object boundary to decompose the object into non-
overlapped regions. A triangle from each decomposed region is extracted and
a triangular watermark with one-bit information is embedded to each triangle
independently. The tessellation triangle watermark embedding algorithm was
first proposed by P. Bas et al. [61]. Bas et al. generated the triangles by the
feature points detected by Harris detectors. However, the feature points are not
stable under attacks, such as, filtering, noise and compression. 2-D eigenvectors

are more stable than feature points under attacks.

- Boulgouris et al. [60] also worked on MPEG-4 video objects. Both a synchroniza-
tion information and a copyright watermark pattern are inserted in the luminance
of video frames. An independent object center is calculated as the mean of the
coordinates of all non-zero pixels of the binary alpha mask. The synchronization
information is embedded in a meander path around the center. The position
of the synchronization information is independent of the spatial location of the
object. During the detection, the synchronization signal is searched with the
maximum correlation metric with the candidate center as the starting point of
the original embedding . This algorithm is robust against frame cropping, video
format conversion from MPEG-4 to MPEG-2. However, this algorithm uses ex-
haustive search for synchronization signal location in a small area. False positive

probability could be high.

3.1.2 Self-synchronization based algorithms

Because video has much more information than image, complex embedding and de-

tection algorithm for video will have higher computational cost. Self-synchronization
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based algorithms do not depend on the synchronization pattern or template to find
out the geometric parameters to invert the signal to the original format and do not
transform the video frames to the geometric invariant domain which is usually complex
frequency domain or polar mapping. Therefore, self-synchronization based algorithms
usually have less computational complexity, and are more suitable for video watermark-

ing algorithm robust to geometric attacks.

3.1.2.1 Compressed domain based self-synchronization algorithms

Some video watermarking algorithms [8][62][63] work on compressed video sequence
and embed watermark to DCT blocks, frames of GOPs, or motion vectors. These
algorithms avoid the compression/decompression procedures and are able to conduct

real-time video watermarking as the benefit.

- Langelaar et al. [8] proposed the differential energy watermarking (DEW) algo-
rithm for JPEG/MPEG streams. This algorithm was initially designed for still
images and has been extended to video by watermarking the I-frames of a MPEG
stream. It works directly on DCT blocks and avoids the need for JPEG/MPEG
decoding. Therefore, it is suitable for real time watermarking. The DEW algo-
rithm discards high frequency DCT coefficients in the compressed data stream,
and embeds label bits according to the energy difference between the top half
block and the bottom half block of DCT coefficients. The minimal cutoff is con-
sidered with balance of more robust watermark and image degradation. They
embed a single information bit into more 8x8 blocks instead of one to be robust
to watermark removal attacks. According to the experimental results, this algo-
rithm is robust against JPEG/MPEG, recoding, and Stirmark attacks. However,

the bit errors for Strimark attacks are averaged at 20% for tested images.
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- Wang et al. [62] proposed a blind video watermarking algorithm for MPEG-2
videos. In order to be robust against cropping, the watermark sequence is redun-
dantly embedded in each individual rows of I-frame during MPEG-2 compression.
Due to the separable property of DCT, 1D DCT along the horizontal direction
can be obtained from 2D DCT block. Each 1x8 1-D DCT works as the water-
mark embedding location. In this way, no matter which rows or how many rows
are removed by horizontal cropping, the watermark still could be detected. To be
robust against downscaling, the watermark is embedded into the low frequency
area of full DCT domain since the spatial downscaling of one frame has roughly
equivalent to the truncation of high-frequency band in full DCT domain. The
conversion from block DCT to full DCT is needed as the cost. To deal with frame
dropping, the algorithm divides the video into N scenes, then, redundantly em-
bed the same group of bits in each frame within the same scene. This algorithm
can self-recognize the watermark structure during the detection. However, it is

limited to one compression standard. It may not work under format conversion.

- Elarbi et al. [63] proposed an algorithm resistant to geometric transformations
based on motion activities and wavelet network training. A motion activity ma-
trix obtained in the video pre-processing saves the coefficient position with the
information in the frame where it stops moving and its motion activity. During
watermark embedding, motion activity matrix allocates the embedding location
with the maximum motion intensity for the first intra-frame. Motion compensa-
tion decides the corresponding new positions of the watermark. If any coefficient
stops moving, other new coefficients will be selected for watermark embedding.

In this way, the watermark location is independent from geometric distortion, but
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related with motion activity and motion compensation. This algorithm is robust

against aspect ratio change, rotation, resizing and cropping.

3.1.2.2 Raw video based self-synchronization algorithms

Other video watermarking algorithms [12][64][65][66] worked on the raw data. These

algorithms do not limit to any compression standard.

- Kalker et al. [12] proposed a video watermarking system called Just Another
Watermarking System (JAWS) in Philips Research Laboratory. A watermark
in JAWS is simply additive noise and it uses floating point values with benefit
that a normal probability distribution has the largest entropy under the condition
that the average energy of the watermark per pixel is equal to 1. A Laplacian
high-pass filter is applied to the watermark embedding processing to remove the
artifacts of image regions with little activity. In order to be shift invariant, the
JAWS embeds the tiling watermark in each frames. This algorithm is robust to
vertical and horizontal shift. The JAWS detection operates in the digital base-
band domain and simple spatial correlation. It has less computational complexity

and could be real-time. However, it is not robust against rotation or scaling.

- The algorithm of Zhuang et al. [64] is based on video scene segmentation and
3D wavelet transform. They proposed a spatial-temporal embedding and blind
detecting algorithm for video watermarking. The watermark is embedded into
randomly selected scene after scene change detection. The 2D DWT is applied
to each frame in the selected scene and the 1D DWT is applied furthermore to
the selected area in the 2D DW'T coefficients for blind watermark embedding and

detection. They change the corresponding coefficients of the video shot adaptively
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to embed the watermark . This algorithm is robust to key attack, noise attack,
frame cropping, frame dropping, frame averaging, frame swapping and MPEG

compression, but not geometric attacks.

- Su et al. [65] proposed a content dependent and spatially localized video water-
marking algorithm with a frame-by-frame strategy. In order to prevent statistical
collusion, they use similar watermark pattern for similar frames and the designed
statistical correlation of watermarked frames must match that of the host video

frames, shown as follows:

for all frame indices i, j , where X is the watermarked frame as X = U+aW, U is
the host, W is the watermark, and p(A, B) is the correlation coefficient between A
and B. Therefore, content-dependent spatially localized watermarking algorithm
is proposed. The basic geometric attacks such as rotation and pixel translation can
be represented by two operations: a change of sampling grid and a re-sampling by
interpolation. This algorithm places the watermark into the low distortion regions
by looking for the least distorted subframe by interpolation noises. This algorithm
could be robust against signal enhancement, JPEG compression, cropping up to
50%, rotation with small angles and flipping. It shows a better performance
than JAWS watermark. However, they did not show the experimental results
on the key video processing, such as, frame averaging, frame dropping or MPEG

compression.

- The algorithm of Liu et al. [66] is based on the 3-level DWT of the Y component

of each frame in the target video sequence. A spread spectrum watermarking is
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proposed in LL subband to be robust against frame loss. The BCH code is applied
to reduce error probabilities and 3D interleaving technique is exploited to combat
bursts of errors. The synchronization information is embedded to the host video
to increase the robustness to temporal attacks, such as, frame dropping, frame
swapping and frame inserting. The watermark pattern is modulated to be random
and more secret by a random binary sequence. During watermark embedding
process, some least significant bits of the selected DW'T coefficients are replaced
by the representative value of binary “1” or “0”. This algorithm is robust to
MPEG-2 compression and scaling up to 2.0. However, embedding watermark in

the LL subband of DWT domain could degrade the quality of watermarked video.

3.1.3 Invariant domain based algorithms

Invariant domain based algorithms are mostly for RST invariant image watermarking.
We will only briefly introduce them in this thesis. For details, please refer to the survey

paper on RST invariant image watermarking algorithms [47].

3.1.3.1 Full-invariant domain based algorithms

This category includes the watermarking algorithms that embed watermark in domains
that are invariant to geometric attacks. It is well known that the Fourier transform has
the property of shift invariance. The Fourier-Mellin transform (FMT) has the property
of rotation and scaling invariance. So once the DFT and the FMT are applied to the
image, the image will be transformed to the RST invariant domain. The watermark
embedded into this domain can be RST invariant. O’ruanaidh et al. [5] and Kim et al.

[67] proposed two full-invariant domain based algorithms on RST image watermarking.
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3.1.3.2 Semi-invariant domain and image registration based algorithms

Because of the implementation difficulties, some modified algorithms based on the FMT
are proposed. Most of them use the log-polar mapping (LPM) instead of the FMT,
which is not truly RST invariant. However rotation and scaling in the spatial domain
result in a shift in the LPM domain, which simplifies the watermark detection dramat-
ically. The shift in the LPM domain can be dealt with easily with image registration
related techniques or the one-dimensional projection. Since these algorithms are derived
from the FMT, we discuss them in this section given the fact that the LPM domain
is not truly RST invariant. The image registration techniques can identify the shift in
the LPM domain. Then we can re-synchronize the watermarked image to detect the
watermark. Zheng et al. [29] and Liu et al. [68] use the phase correlation or phase-only
matching filtering to re-synchronize the watermarked image. Also the one-dimensional
projection can simplify the shift in the two dimensional LPM domain to the shift in
one-dimensional projection. Exhaustive search detects the watermark since the possible
positions of the watermark are confined to the one-dimensional projection. A related
watermarking algorithm is described by Lin et al. [1]. We can call the LPM domain or

the one-dimensional projection of the LPM domain the semi-RST invariant domain.

3.1.3.3 Image decomposition based algorithms

Another approach to a RST invariant watermarking algorithm is to decompose the
image or watermark into components using a set of orthogonal or non-orthogonal base
functions. These decomposed components can have some RST invariance properties.
The correlation between the decomposed components of an image (kth circular har-
monic function, introduce in Section 2.4) and the image will not be effected by rotation.

The Pseudo-Zernike basis is a set of complete and orthogonal functions. The expansions
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of the image based on the Pseudo-Zernike [69] basis have the properties of RST invari-
ance. Kim et al. [36], Xin et al. [70] and Alghoniemy et al. [71] proposed approaches
to geometric transformation invariant watermarking. In these approaches, the water-
marking is based on invariant parameters extracted from the geometric moments of the
image. Also, other moments, like complex moments, are used for pattern recognition

[72][73]. Similar watermarking algorithms have been proposed [74][75][76][77].

3.1.3.4 Stochastic analysis based algorithms

The stochastic characteristics of the image are very important for image analysis. Local
mean and local variance represents the image spatial distribution. The moments of an
image implement RST invariant watermarking algorithms.

Higher order spectra are defined in terms of the higher-order moments or cumulants
of a signal, and are used for identification of nonlinear, non-Gaussian random processes
and deterministic signals [78].

Kim et al. [79] proposed an image watermarking algorithm that is resilient to
rotation, scaling and translation (RST) by using the higher order spectra (HOS) in
particular bispectrum. The translation and scaling invariance is achieved by using the
phases of the integrated bispectra while rotation invariant is obtained by using the
Radon transform of the image.

The moments of objects have been widely used in pattern recognition, image reg-
istration [80], and image watermarking [71][81]. Alghoniemy et al. [71] proposed geo-
metric invariance in image watermarking based on moments and image normalization.
They use geometric moments to normalize geometrically the image before watermark
embedding at the encoder and before watermark detection at the decoder.

The idea of [81] is to transform geometrically the image into a standard form no
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matter how the image has undergone RST attacks. The translation invariant can be
achieved by using the central moments of the image, which are origin independent. The
scaling normalization transforms the image into its standard form by translating the

origin of the image to its centroid (7,7).

3.1.4 Feature based algorithms

The template based watermarking algorithms are trying to add a recognizable tem-
plate into the host image, and this template bears with some information about the
geometrical structure of the host image. Given the assumption that the template can
always be retrieved, based on the distortion applied to the template, we can detect
the geometrical transforms the image has undergone. Some patterns possessed by host
signals can also be extracted and used as the reference templates. Since this pattern
has to be recognizable, normally we use some salient features as the pattern so that we
can identify this pattern even the host image is severely distorted. The location of the
watermark is not linked with image coordinates, but with image features or semantics
[61][82][83]. The problem of geometrical synchronization can be solved because the
image features represent an invariant reference to geometrical transformations. The
feature could be some feature points extracted through the corner or edge detection
algorithms. The following two watermarking algorithms use the feature points as the
reference coordinates of the watermark embedding location.

Bas et al. [61] proposed a geometrically invariant watermarking algorithm by using
feature points and Delaunay tessellation. The important step of this algorithm is to
choose Delaunay tessellation. The tessellation has the two properties: 1) if a vertex
disappears, only the connected triangles are modified; 2) if the vertex is moving inside

the triangle area, the tessellation is not modified.
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A feature extraction algorithm called Mexican Hat wavelet scale interaction is used
in the algorithm in [84]. The extracted feature points can survive a variety of attacks
and can be used as reference points for both watermark embedding and detection. The
normalized image of an image (object) is nearly invariant with respect to rotations.
As a result, the watermark detection task can be much simplified when it is applied
to the normalized image. Since the loss of information caused by the cropping will
cause the inaccuracy of the image normalization, the image normalization is applied to
non-overlapped image regions separately in this algorithm. The regions are centered
at the extracted feature points. These points are salient feature points and the small
circle regions centered at these points are unlikely to be effected by cropping which
normally occurs around the brim area of the image. Also the multiple circle regions can
work as redundancy to increase the possibility of the successful watermark detection.
After image normalization, the geometrically transformed circular regions will have the
same direction, size and orientation as the original circular regions. So the regions for
watermark embedding can be located after rotation and the watermark can be detected.
While this strategy can solve the problem of cropping, it introduces other problems.
The origins of those circular areas are the extracted feature points. This increases the
possibility of the inaccuracy since the interpolation used in rotation and scaling will
cause the shift of the feature points. It is worth noting that this algorithm does not
modify the moments of the image directly, it instead computes the Cartesian coordinates
of those pixels to be modified based on their coordinates in the normalized domain. So
the watermark is embedded into the spatial domain (or frequency domain after some
orthogonal transform). In this way, the distortion caused by those unorthogonal (or
deviation from orthogonality caused by computation in digital domain) transforms or

coordination changes can be avoided during embedding.
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Several other watermarking algorithms are feature-based. They are so-called the
second-generation watermarking algorithms because the feature of an image is exploited
for embedding watermark [85]. Duric et al. [86] have proposed an algorithm for recog-
nizing geometrically distorted images and restoring their original appearances by using
image feature points. Sun et al. [87] have developed an algorithm based on image
feature to identify the geometrical transformation. Alghoniemy et al. [88] introduced
a RST synchronization algorithm based on the wavelet decomposition of an image.
Dittmann et al. [89] have designed a content-based watermarking algorithm that does
not require the original image and uses self spanning pattern.

There are some limitations for the feature point detectors. A geometric transform
may vary the results of the feature point detection, which will result in false feature
points and failure of watermark detection. Scaling and local distortion specially effect
local operators significantly. Segmentation-based feature point extraction, which uses
a segmentation of the image to determine the feature points, can provide more stable
points. For instance, the centroid of each region identified through segmentation may
be selected as a feature point. The segmented regions are relatively invariant to image
manipulations. The centroid positions are more accurate references to the positions of
the watermark than the feature points when the image has undergone some geometrical
transforms. For example, Gibbs Random Field (GRF) based image segmentation algo-
rithm segments an image into spatially contiguous regions. The centroid of the regions

can be selected as feature points.



Chapter 3. Literature review 69

3.1.5 Summary of image and video watermarking algorithms

robust to geometric attacks

Most recent video watermarking algorithms belong with first two categories. The recti-
fication based algorithms normally present more robust to geometric attacks than the
self-synchronization based algorithms because these algorithms could rectify the dis-
torted signal with the information provided by extra synchronization pattern, special
function or video registration with original video. However, requiring the synchroniza-
tion pattern or original video as extra cost is the drawback of the rectification based
algorithms.

The invariant domain based algorithms work better for still images with high com-
putation complexity. The feature based algorithms are mainly used for image water-
marking algorithms so far because it is hard to keep the same salient feature points in
a group of pictures. However, there may be some ways to use these two categories of

algorithms for video watermarking, which will be our future work.

3.2 Video watermarking algorithms robust to com-
pressions

Due to the huge size of video clips, video sequences must be compressed to low bit rates
before data transmission through most channels. Video compression is being developed
to get better video quality with lower bit rates. MPEG-2, MPEG-4, and H.264 are
most popular video compression standards so far. Many researchers research on video
watermarking algorithms robust to video compressions.

Compared with MPEG-4 and H.264, MPEG-2 has the higher bit rates and lower
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video quality. MPEG-4 standard provides object-based coding for audio, video and
graphics. H.264 is the standard with the highest performance in video data compression.
H.264 offers twice the compression ratio of MPEG-2 and H.263 at the same video quality
[40].

In the previous section, we reviewed some video watermarking algorithms robust
against geometric attacks. In this section, we will review video watermarking algo-
rithms robust to video compressions, such as, MPEG-2, MPEG-4 and H.264 com-
pression. Some of algorithms [19][20][50][54][55][56][63] mentioned in the previous sec-
tion did not deal with compression at all. Su et al. [65] claimed their work robust
against JPEG compression. Some other researchers [9][12][52][62][66] proposed their
algorithms robust against MPEG-2 compression with different bit rates. Other algo-
rithms [18][51][58][59][60][64] were proposed to be robust against MPEG-4 compres-
sion. However, none of above algorithms claims to be robust to both geometric attacks
and H.264 compression. We will introduce some video watermarking algorithms [90]
[91]{92]]93][94][95][96][97] resistant to H.264 compression, but not robust to geometric

attacks.

3.2.1 Video watermarking algorithms robust to MPEG-2 com-

pression and geometric attacks

In this section, we review the video watermarking algorithms robust against both
MPEG-2 and geometric attacks. The solutions of these strategies against geometric
attacks have been reviewed in the previous section. We will focus on only MPEG-2
attacks here.

Several researchers [52][66] worked on raw video and use special techniques, such
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as error control coding, to deal with compression. Shao et al. [52] proposed a spread
spectrum based video watermarking. The watermark is embedded into each frame
of a video sequence. B-frames have the highest error bits because they are suffered
from motion compensation the most. In order to solve this problem, authors employ
repetitive coding in inter frames to accumulate detection results along the time axis
and BCH (63,30,6) for error correction with capability of 6. In this way, the watermark
can be successfully detected when MPEG-2 compression is down to 200 kbps without
any other attacks. With the combinational attacks of translation (in both vertical
and horizontal directions) plus MPEG-2 (coded at 300 kbps), and scaling to 50% plus
MPEG-2 (coded at 300 kbps), the watermark still can be detected without error. The
BCH coding is a highly flexible coding algorithm. Customers are allowed to control the
block length and acceptable error threshold [98]. The watermark signal is converted
to binary sequence and then encoded by the BCH code. Syndrome code is applied for
decoding. Liu et al. [66] also employ the BCH code to reduce error probabilities in
their DWT-based video watermarking algorithm. They use 3-D interleaving to eliminate
burst of errors. The byte error rate is less than 1% when MPEG-2 coding is applied to
the watermarked video with a bit rate of 2.7 Mbps.

Other algorithms [9][12] work on the raw video as well. Strategies against compres-
sion are highly related to how the watermark embedding and detection work. Deguil-
laume et al. [9] proposed a robust 3D DFT video watermarking. The watermark is
encoded as a spread spectrum signal. The template is matched in the log-log-log map
of the 3D DFT magnitude. In this way, an efficient template search is provided for the
watermark detection. The spread spectrum watermark signal is robust against lossy
compression. Accept for the high computation complexity, the algorithm is pretty

robust to geometric attacks or normal video processing combined with MPEG-2 com-
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pression. Kalker et al. [12] proposed so-called JAWS watermarking system on the raw
video. Tiling patterns of watermark matrix are embedded to the video signal for shift
invariance. Similar to the spread spectrum, this embedding algorithm also enhances
the ability of robustness to lossy compression. It makes JAWS system survive MPEG-2
compression with a bit rate of 2 Mbps.

Wang et. al [62] proposed a video watermarking algorithm on MPEG-2 video bit
stream. The watermarking algorithm is inherently robust against MPEG-2 compre-
sion. Focusing on the MPEG-2 video, they proposed a video watermarking algorithm
robust against geometric attacks. They adjust quantization steps to balance the flip-
ping threshold, the watermark extraction error and the watermarked video quality. The
test results show that they get 0% average error rate on bit rate reduction from 6 Mbps

to 4 Mbps and format conversion from MPEG-2 to AVI.

3.2.2 Video watermarking algorithms robust to MPEG-4 com-

pression and geometric attacks

MPEG-4 is a more advanced compression standard than MPEG-2. It absorbed many
features from MPEG-1 and MPEG-2, and added more features. The principal feature of
MPEG-4 is object-oriented. Based on this feature, many researchers work on MPEG-4
objects and the related attacks. Objects are extracted from the video frames by using
binary or gray-scale masks, while binary masks are usually used [60]. The watermark
embedding and detection are employed in MPEG-4 sequence.

The authors of [58][59][60] proposed the video watermarking algorithms based on
MPEG-4 video objects. Eigenvectors of video objects are calculated and utilized for

synchronization of geometric transformation in papers [58][59]. Lu et al. [58] claim



Chapter 3. Literature review 73

their algorithm is robust against blurring, histogram equalization, and flipping. How-
ever, the test results for other attacks, such as, filtering, scaling, MPEG compression,
noise, rotation, are not very good. Hsu et al. [59] embed watermark into the tessel-
lation triangles and claim their proposed algorithm robust against MPEG-4, rotation,
flipping, scaling, and general image processing attacks. Boulgouris et al. [60] embed
synchronization information around the center of the object to find out the starting
point of watermark sequence. The center of the object is calculated as the mean values
of all the non-zero pixels of the binary alpha mask for object extraction and is indepen-
dent of the bounding box of video object during MPEG-4 encoding. Re-synchronization
is independent and robust against transcoding from MPEG-4 to MPEG-1/2.

Not like the above mentioned algorithms working on video objects in MPEG-4 se-
quence, other papers [18][51][64] embed the watermark in the raw video. They use
error control coding (ECC) or their strong embedding and detection algorithm to pro-
vide robustness against MPEG-4 compression. Lancini et al. [51] embed the watermark
pattern into the luminance component of each frame because the chrominance quality is
normally decreased significantly by compression. In order to improve the signal to noise
ratio after signal transmission though the noisy channel, they test two kinds of ECCs:
convolutional code and turbo code during watermark detection. Convolutional codes
convert m-bit data stream into n-bit codeword while m/n is the code rate. Viterbi
algorithm is usually the decoding strategy for it. Turbo codes are a class of high-
performance forward error correction (FEC) codes. They are concatenated codes with
convolutional code and a random interleaver. A soft output Viterbi algorithm (SOVA)
is used for decoding the turbo codes here. A synchronization pattern is inserted to
synchronize the geometrical transformed watermarked images. The test results show

that for the small block less than 192 bits, the convolutional code are better than the
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turbo code. For higher video compression ratio, the turbo code is much better than the
convolutional code. The bit error probability is lower than 1072 when the target videos
are re-compressed using MPEG-4 at a bit rate of 100 kbps after MPEG-2 compression
at 1 Mbps.

Cheng et al. [18] proposed a Spatial, Temporal and Histogram (STH) video reg-
istration algorithm on the raw video. They model temporal, histogram and spatial
misalignment first, then create STH video registration to minimize the matching cost
and local prediction error. The detection results show this algorithm is robust against
MPEG-4 until the bit rates reach 1 Mbps. Zhuang et al. [64] work on the raw video to
propose a spatial-temporal algorithm based on 3D wavelet transform and scene segmen-
tation. The 3D DW'T is the combination of 2D DW'T on each frame and 1D DW'T across
the temporal axis in the selected area. The watermark is spread spectrum embedded
in the 3D DWT coefficients. This algorithm is robust against MPEG compression with

an average PSNR of 20 dB.

3.2.3 Video watermarking algorithms robust to H.264 com-

pression

To the best of our knowledge, there is no video watermarking algorithm that is robust
against both geometric attacks and H.264 compression. In this section, we review some
video watermarking algorithms [90][91][92][93][94][95][96][97] that only focus on H.264
compression. All these algorithms embed the watermark in the H.264 stream, therefore,
they are inherently robust against H.264 compression, which is so called native H.264
video watermarking [95]. Based on the features of H.264 compression, researchers use

different H.264 compression stages as their watermark embedding locations. Most of
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them embed the watermark into the DCT coefficients, either 4 x4 or 16 x 16 macroblocks.
However, Mohaghegh et al. [96] proposed their video watermarking algorithm on motion
vectors of B/P macroblocks and Mohammad et al. [97] embedded the watermark on
the residual DC values of the 4x4 intra-prediction blocks.

Lu et. al [90] proposed a blind video watermarking algorithm for H.264. The
watermark embedding or detection process is integrated in H.264 encoder and decoder.
They embed the watermark into the quantized AC coefficients of 4x4 DCT blocks
because of the similarity of the entire 16x16 macroblock between neighbors. Block
polarity is “0” if the quantized DC coefficient is “0”, or defined as “1” is the quantized
DC coefficient is not “0”. “1” block polarity indicates the candidate for watermark
embedding. Block index modulation modifies the least significant bit (LSB) of the
activity index to force the activity to be quantized into a specific region. Dead zone
evacuation is used to enhance the robustness. This algorithm produces a good quality
of watermarked video. The watermark detection is conducted without need for original
video. It is also robust against re-encoding and Gaussian noise attacks.

Qiu et al. [91] proposed a hybrid video watermarking algorithm by embedding a ro-
bust watermark in the DCT coefficients of I-frames for copyright protection and a fragile
watermark in motion vectors of P-frames for authentication during the H.264 encoding
process. They insert the robust watermark bits into the quantized AC coefficients of
luminance blocks within I-frames. The watermark signal is set to be strong enough for
quantization to re-compression. In order to be robust against transcoding, they select
to modify the coefficients in diagonal positions during watermark embedding. For the
fragile watermarking, they insert the watermark by modifying one component of se-
lected Motion Vectors (MV). The optimal MVs are selected with minimal Lagrangian

cost function, which is the combination of distortion cost and the number of bits to
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encode the MV prediction error. The test results show that this algorithm can resist the
re-compression with fixed quantization parameters and the fragile watermark is easy
to be removed. The benefit of the small block size of 4x4 integer DCT transform is to
reduce the ringing artifacts, which are normally “echo” or “ghost” near edges. However,
the embedded watermark are more sensitive to other attacks, such as, noise addition,
filtering, and sharpening [99]. Noorkami et al. [92] also embed the watermark in the
AC coefficients of DCT blocks of I-frames during H.264 encoding. They use private
key and public key to decide the randomness of the selected coefficient for watermark
embedding. These keys are determined by the relative differences of the DC coefficients,
which have to be sent to the watermark detection side as the side information. This
algorithm is robust to H.264 re-encoding. However, it is not robust against any other
simple signal processing operations.

Zhang et al. [93] proposed a robust video watermarking algorithm to embed the
pre-processed grayscale watermark pattern into video in the compressed domain. In
order to effectively increase the robustness to the high compression ratio of H.264, the
watermark sequence is pre-processed prior to the watermark embedding. The binary
watermark sequence is obtained from a grayscale pattern after few transformation steps,
which include the uniquely used 4x4 integer DCT for H.264 and zigzaging, normaliza-
tion and frequency masking to discard the high frequency coefficients and keep the four
normalized coefficients with the largest values, transformation to keep all the values
positive and narrow down the dynamic range between of every two adjacent coeffi-
cients, which is caused by the masking, and level reduction to binary sequence. During
the watermark embedding process, only one certain middle frequency in the diagonal
positions in a 4x4 DCT block is substituted by the product of the spread-spectrum

watermark and the positive gain factors. The local gain factor increases for relatively
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dark and textured regions and decreases for bright and smooth regions. H.264/AVC
standard supports special tree-structured motion compensation with seven inter pre-
diction modes and two intra prediction modes for each macroblock B [40]. They use
Lagrangian Optimization technique [40] to choose the best embedding mode with min-
imum distortion and consumed bits for encoding the current mode.

The proposed algorithm showed the robustness to bit-rate reduction, contrast en-
hancement and Gaussian noise addition with all watermarked video streams at 768
kbps. Hsieh et al. [94] also proposed a low complexity watermarking algorithm in
H.264 compressed domain. In order to reduce the complexity, they choose 4x4 DCT
blocks of I-frame for watermark embedding. Except the DC coefficient, the remaining
15 AC coefficients are modified for watermark embedding. They define a coding block
embeddable if the watermark embedding function of the coefficients is greater than a
threshold. A bit of 1 or 0 is embedded according to the weighting functions of the em-
beddable block. It is reported to be robust against re-encoding with bit-rate reduced
to half of the original.

Sakazawa et al. [95] also proposed a H.264 native video watermarking algorithm to
embed the watermark into H.264 stream. They embed watermark based on spatiotem-
poral DCT Coefficients Alteration. Their main contribution is the analysis of noise
propagation and drift compensation. H.264 employs an inter-block prediction scheme
to decrease the spatial redundancy. In order to avoid the spatial noise propagation,
Sakazawa et al. do not embed the watermark to both two adjacent predicted blocks in
the same frame. To limit the accumulated drift among frames, the drift compensation
is applied to control the errors by subtracting the quantized watermark value from the
original DCT coefficients of the predicted blocks. The algorithm is claimed to be robust

against Gaussian filtering, median filtering, sharpening, recompression, etc.
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DCT domain based watermarking algorithms, which insert watermark into DCT co-
efficients, can be robust against some attacks, such as, bit rate conversion transcoding
and filtering. However, it is restrained by its low payload in low bit-rate applications,
in which very few nonzero DCT coefficients are available for watermark embedding.
Researchers start to look for the new locations to carry more watermark payload. Since
even the video compressed at very low bit-rate has many nonzero Motion Vectors (MV),
the watermark embedding capacity can be much higher than that in the DCT domain.
Mohaghegh et al. [96] embedded watermark into the motion vectors of B/P macroblocks
in H.264 video sequence because common non-geometrical distortions like digital filter-
ing, color correction and noise do not have any influences on motion vectors [65]. In
order to keep the fidelity of the watermarked video, they modify the motion vectors
in the direction of either horizontal or vertical movements. The adaptive threshold for
each target motion vector (MV) is updated according to the previous threshold and
MV magnitude. The embedding algorithm minimizes the affect on the visual quality
of the watermarked video, keeps the fast decoding speed and exploits the information
of inter frames efficiently.

Since DC coefficients have the least compression ratio, Mohammad et al. [97] pro-
posed a novel algorithm of embedding watermark in the residual DC values of the 4x4
intra-prediction blocks during H.264 encoding process. They modify the Lease Signifi-
cant Bit (LSB) of DC values of not only I-frames, but also P- and B- frames to produce
higher payload capacity. They simulate the rate control function of H.264 to adjust
quantization parameters to change dynamically the bit rate and DC residual values as
well. They focus on bit rate change and fidelity of watermarked video, but not other

attacks.
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3.2.4 Summary of video watermarking algorithms robust to

compressions

Video watermarking algorithms reviewed in this chapter could be robust against ge-
ometric attacks and MPEG-2 or MPEG-4 compression in different levels. The video
watermarking algorithms could be inherently robust against video compression if the
watermark embedding and detection are carried out during compression. Some video
watermarking algorithms work on the raw video and utilize error control coding to im-
prove robustness to compression. To the best of our knowledge, none of the reviewed

paper claims to be robust against both H.264 and geometric attacks at the same time.



Chapter 4

A proposed video watermarking
algorithm based on log-polar
mapping and phase-only filtering

method

In this chapter, we present an efficient video watermarking algorithm (LPMPOF there-
after) based on the log-polar mapping and the phase-only filtering method. This al-
gorithm is extended from our image rectification algorithm [100]. We divide the raw
video source to Groups of Pictures (GOP) with fixed length. The Fourier transform is
applied to the I-frame of each GOP. Then, we apply approximate log-polar mapping
(LPM) to the magnitude of the Fourier spectrum. In the LPM domain, rotation or
scaling transformation in the spatial domain results in vertical or horizontal shift in the
log-polar domain. Translation has no affect in this domain. Therefore, LPM domain

is our watermark embedding domain, which is illustrated in the work flow diagram in

80
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Fig. 4.1. We use image registration method with a small template cut from the original
frame to find the watermark locations. The phase-only filtering method is applied for
the template matching, as shown in Fig. 4.1. Then, we re-synchronize the distorted
frame during watermark detection process. This method is very robust to RST attacks

and MPEG-2 compression.

Watermark key
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| | . |
A\ |
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I
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Figure 4.1: Work flow chart of LPMPOF algorithm.

4.1 Log-polar mapping method

As mentioned in Chapter 2, Fourier-Mellin transforming method, which includes 2D
discrete Fourier transform, log-polar mapping on Fourier magnitude, and Fourier-Mellin
transform on log-polar domain, can build a domain, which is truly invariant to Rotation,
Scaling and Translation (RST) attacks. However, there is implementation difficulty

for inverse log-polar mapping which is needed for inverse Fourier-Mellin transforming
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method. Therefore, we have to find an alternate way, log-polar mapping method, to
solve the problem. This method uses only first two steps, 2D discrete Fourier transform
and log-polar mapping on Fourier magnitude. The log-polar mapping domain is a semi-
RST-invariant domain, in which rotation and scaling transformations in spatial domain
turn to vertical and horizontal shift, and translation in spatial domain has no affect.
However, the real LPM and ILPM still have the unacceptable computation impre-
cision. In order to solve this problem, we use the approximate ILPM and embed the
watermark in DF'T domain. According to bilinear interpolation, if we want to change
the value of one point in LPM magnitude spectrum for embedding watermark data, we
only need to find the corresponding four points in Cartesian magnitude spectrum and

change their values accordingly, as shown in Equ. (4.1) and Fig. 4.2.

/J\ C(x,y+1) Pl &(xﬂ,yﬂ)

1-b

C(x,y) P2 . C(x+1y)

)7

Figure 4.2: Bilinear interpolation.
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+ Clx+1Ly)-a-(1-0)

+ Cle+1l,y+1)-a-b (4.1)

where C(z,y), C(z,y+1), C(z+1,y), and C(z+ 1,y + 1) are four points in Cartesian
coordinate, P(p,0) (P in Fig. 4.2) is the corresponding point inside the square speci-
fied by the four points, and a and b are respectively the x-axis and y-axis coordinate
difference between point P and point C(z,y).

According to interpolation theorem, higher order of interpolation, such as bicubic
interpolation, can provide better precision. However, bicubic interpolation needs 16
points to interpolate one point. Embedding 16 watermark data into the Fourier magni-
tude will increase computation comparing with embedding 4 watermark data and will
degrade the quality of watermarked video much more. Therefore, we choose to use

bilinear interpolation.

4.2 Matching template

In the log-polar mapping domain, rotation and scaling transformation in the spatial
domain turn to vertical and horizontal shift. In order to find the scaling and rotation
parameters of a frame having undergone the RST attacks, a template in the LPM
domain and a template matching method are needed. A small block from the selected
position of the LPM domain as a matching template is cut during the watermark
embedding process. When extracting the watermark, we calculate the cross-correlation
between this matching template and the LPM spectrum of the Fourier transform of
the watermarked frame to get the translational shifts of the template in the LPM

domain. Therefore, we can obtain the rotation and scaling parameters according to the
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relationship between the spatial domain and LPM domain.

Fig. 4.3 shows where we cut the matching template. This template is necessary for
our rectification scheme to obtain the rotation and scaling parameters with our template
matching method. Normally, we cut a template from low and middle frequency of LPM
domain of a truncated I-frame because the high frequencies will be significant effected
by the compression and watermark embedding. The reason why we use the truncated
frames is explained in step 3 of the watermark embedding process. The template for
each I-frame will be sent to the receiver side with the watermark sequence key.

In our implementation, the size of the template is 64 x64 with 8 bpp. So the file size
of the template data is 4096 bytes. In practice, it can be compressed to minimize its
data file size without losing computation accuracy in the phase-only filtering method.
In this thesis, we simply use the JPEG compression method to compress the template

to 1 KB. All following experiments are carried out under this compression ratio.

Truncated I-frame Magnitude Cut a small block
i GOP . DFT » LPM Template

Figure 4.3: Matching templates.

4.3 Filters design

The key technique is to match the template and the watermarked frame having under-

gone RST attacks. In this section, we will discuss this technique.
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4.3.1 Traditional filters

For a template ¢ and an image f, where g is smaller than f, the template could be

matched in the image by using the two dimensional cross-correlation function:

r(u,v) =Y Y fle—uy—v)g(x,y) (4.2)

If the template matches the image exactly at a translation (7, j), the cross-correlation
will have its peak at r(i, j). The major disadvantage of the cross-correlation method is
its computational intensity. According to the correlation theorem, the Fourier transform
of the correlation of the two images is the product of the Fourier transform of the one

image and the complex conjugate of Fourier transform of the other.

r=§ ' [F(w,, wp) - G*(wp, wy)] (4.3)

where
Flwp,we) = F(f(p,0))

= AF(wp’w0>eij¢F(wp7w0)
G(wp, we) = F(g(p,0))

= Ag(wp,w)eIeo0)

and § and ! are DFT and inverse DFT, respectively, * is the complex conjugate, and
G(w,, wy) is called a matching filter.
The fast Fourier transform based methods are fast and efficient. The following

defines five types of traditional filters [35]:
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1. Classical matched filter, which is the Fourier transform of the template g, with

full phase and amplitude.

G (wp, wp) = AG(”p?"‘)@)e_jq)G(wP’we) (4.5)

2. Amplitude-only filter, which is defined as the amplitude spectrum of the Fourier

transform of the template g.

Ga(wy,we) = Ag(wp, we) (4.6)

3. Inverse filter, which is the division between the phase spectrum and the amplitude

spectrum of the template g.

e_.jq)G (Wp 7w9)

Gr(wp,wg) = (4.7)

Ag(wp, wa)

4. Phase-only filter, which contains only the full phase spectrum of the template g.

Go(w,,wy) = e IPcwrs) (4.8)

5. Binary phase-only filter, which contains 1 or -1 according to the sign of the real

part of the Fourier transform of template g.

Gppor(wy,wg) = e I Pmroren) (4.9)
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where

0° G,.>0
Pppor(Wp, we) = (4.10)
180° G, <0

and G, stands for the real part of the Fourier transform G(w,,wy).

Phase information is considerably more important than the amplitude information in
preserving the visual intelligibility of an image. A phase-only filter (POF) is obtained by
setting the magnitude to unity for all the frequencies. The advantages of the POF are:
1) all the energy gets through the filter plane without magnitude function’s attenuation;
2) the energy is concentrated in a much narrower peak with better discrimination
capability; 3) the POF retained only the phase information requires less space to store
the data [101]. Normally, the phase-only filter yields much sharper correlation peaks
and better discrimination [34]. In the recent literature, phase information was applied
in optical signal processing [28] [101], image registration [102], broadcasting [103], and
digital image watermarking [29].

However, according to the experimental results illustrated in Fig. 4.4, all these five
types of traditional filters, including the phase-only filter, fail to produce acceptable
discrimination when rotation or scaling or both applied to the watermarked image.
These figures show the cross-correlation results in 3-dimensions between I-frame of one
GOP from the watermarked video Mobile in LPM domain and a template cut from
this domain. Different filters are applied to calculate the matching results. “No RS”
means no RST attacks applied to the target frames; “RS” means the target frames are
rotated by 20° and scaled to 70%. The classical matched filter and the amplitude-only

filter have unacceptable discrimination (refer to Fig. 4.4 (a), (b)). The inverse filter,
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(b) Amplitude-only filter (No RS) (c) Inverse filter (No RS)

0 o

(d) Phase-only filter (No RS) (e) Binary phase-only filter (No RS) (f) The new filtering method (No RS)

(i) Inverse filter (RS)

00

(j) Phase-only filter (RS) (k) Binary phase-only filter (RS) (1) The new filtering method (RS)

Figure 4.4: Matching results by using cross-correlation with different filters.
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the phase-only filter and the binary phase-only filter perform reasonably well when
there is no rotation or scaling applied to the watermarked frame. The sharp peaks in
Fig. 4.4 (c), (d) and (e) clearly indicate the position of the template in the LPM of
the watermarked image. However, if the watermarked image has undergone rotation or
scaling transform, the four filters (classical filter, amplitude-only filter, phase-only filter
and binary phase-only filter) fail to produce acceptable discrimination (refer to Fig. 4.4
(g), (h), (j), and (k)). Only the inverse filter among these five traditional filters has a
possibly sufficient discrimination (refer to Fig. 4.4 (i)). There are higher values in the
side area beside the peak. If we add more attacks, such as compression, the peak will
disappear.

Since all types of traditional filters fail to produce acceptable discrimination while
rotation or scaling or both applied to the watermarked image, we devised a new filtering

method to deal with this problem.

4.3.2 Phase correlation

Before we conduct our filtering method, we need to introduce phase correlation as the
background theory.

The phase correlation is an efficient approach to rectify the watermark position to
avoid exhaustive search [104]. Kuglin and Hines proposed the phase correlation based
on the shift theorem of the Fourier transform [105]. Given an image fy and its shifted

version f; with the displacement (xg,yo), i.e.,

fi(z,y) = folx — 20,y — ¥o) (4.11)

Then, the relationship between their corresponding Fourier transforms Fy and F is
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as follows:
Fy(u,v) = e~ du@otomo) iy o) (4.12)

We compute the cross-power spectrum of the two images defined as

Fi(u,v)Fy(u,v)

C:
\Fl(u,v)FJ(u,v)\

= ¢~d(uzotvyo) (4.13)

where F™* is the complex conjugate of F'. The shift translation property guarantees that
the phase of the cross-power spectrum is equivalent to the phase difference between the
images. Furthermore, we represent the phase of the cross-power spectrum in its spatial
form, i.e., by taking the inverse Fourier transform of the representation in the frequency

domain,

D =30 (4.14)

where §~! is the inverse Fourier transform.

Based on the property of the Fourier transform, the Fourier transform of impulse
function §(x — d) is e /9. Equ. (4.14) gives a two-dimensional ¢ function centered at
the displacement. So D is a function which is an impulse, that is, it is approximately

zero everywhere except at the displacement.
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4.3.3 Template cross-correlation

We use a template, which is cut from the image, to calculate the cross-correlation
between the template and the image, given an image f(z,y) with the size of NxN and
a template t(z,y) with the size of (zoXyo).

First, we define a rectangle window.

1 0<2z<20,0<y <y
w = ’ ’ (4.15)

0 else

Then, the template ¢(x,y) cut from this image can be described as follows,

t(z,y) = w. = f(z — 20,y — ¥o) (4.16)

t(z,y) can be simplified as follows:

t(z,y) = f(z — 20,y — y0) — f'(= — 20,y — W0) (4.17)

where,

f'(x =20,y — yo) = (Aw —w). * f(z — 20,y — %) (4.18)

Aw is an all-one window to cover the whole image.
According to Equ. (4.3), the correlation between ¢(z,y) and f(z,y) can be calcu-

lated as follows:

cor = F T (u,v) - F*(u,v)] (4.19)
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where, T'(u,v) and F(u,v) are the DFT of t(z,y) and f(x,y) respectively. T'(u,v) can

be described as:
T(u,v) = F(u—x9,v —y0) — F'(u — xo,v — 1) (4.20)
Then, the correlation can be written as follows:

cor = F HT(u,v)- F*(u,v)] (4.21)

= F'F(u—mx0,v—10) F*(u,v) — F'(u — 20,v — o) - F*(u,v)]

For the cross-correlation, F'(u — x9,v — o) can be considered as noise. Therefore,
the second part F'(u — xg,v — yo) - F*(u,v) can be approximately considered as zero.
The first part F'(u—xg,v —yo) - F*(u, v) contributes most to the results. If we use only

phase information for both F' and F™*, the correlation can be written as follows:

cor = FHT(u,v)- F*(u,v)]
= FYF(u—zo,v—10) F*(u,v) — F'(u — 20,v — y0) - F*(u,v)]

S HE (u — 20, v — o) - F*(u, )]
_1[ F(U_:Umv_yO) 'F*<u?v) ]
|F(u — xo,v — yo) - F*(u,v)|
~ S—l[ej(uxo-i-vyo)]

Q

Q

Therefore, we get the same results as D in Equ. (4.14), which is a two-dimensional

impulse function centered at the displacement.
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4.3.4 Phase-only filtering method

From detection theory, correlation detectors are optimum for a Linear Time Invariant
(LTT), frequency non-dispersive, Additive White Gaussian Noise (AWGN) channel [106].
However, usually, we use real images as our experimental targets, whose power spectrum
is not white. It is still possible to achieve optimum detection for non-white Gaussian
noise, by applying a so-called whitening filter at the input of the correlation receiver.
This filter transforms the non-white input signal of the receiver to a signal with a
constant power spectrum [107].

From the theory we get from above sections, we propose a new filtering method,
named phase-only filtering method, to transform the non-white spectrum in the LPM
domain of a frame to a mapping with an unity power spectrum, and then apply phase-
only filter to the resulting mapping.

The filtering process is described as follows:

r= S‘l[Ep(wp, wy) - Gg(w,, wy)] (4.22)

where

Fy(w, wp) = e~ (00 (4.23)

and § ! is the inverse DFT. The new filtering method gives extremely sharp peaks no
matter whether rotation and/or scaling are applied to the watermarked image or not
(refer to Fig. 4.4 (f) and (1)). It clearly shows the position of the template when other

filters could not.
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4.4 Watermark embedding

Video clips have huge information comparing with images. We conduct the water-
mark embedding and detection in the I-frame of each GOP. We embed the watermark
sequence into the log-polar mapping of each I-frame. In our implementation, the wa-
termark sequence is same for each I-frame. However, it can be different from one to
the other. The cost of the key will be increased as consequence. The advantage of this
scheme is that we find the watermark position directly in the LPM domain of the frame
instead of the geometrical rectification of the frame in the spatial domain to avoid the
imprecisions introduced by the interpolation during the log-polar mapping.

The procedure of embedding a watermark consists of the following steps (refer to

Fig. 4.5):

1. Use a PN generator to generate a watermark data sequence, which is spread

spectrum consisting of both positive and negative values.

2. Divide the target video clips to Group of Pictures (GOP). Here, we fix the number

of pictures of GOP to 8.

3. Truncate I-frame to a smaller square image. The size of our target video is

704x576 or 704 x480. The truncated part size is 576 x576 or 480x 480 respectively.

The reason why we truncate an image to a square image is that the square image
is more tolerant to rotation attack in LPM domain than the rectangle image. A
square image always has less loss with rotation and cropping than a rectangular
image. We calculate the rotation loss as the percentage of zero-padding after
rotation and cropping of the target image. Figure 4.6 shows the rotation loss

for a square image with a size of 576x576, a bigger rectangular image with a
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Figure 4.5: Watermark embedding.
size of 704x576 and a smaller rectangular image with a size of 576x384. Both
rectangular images have higher loss than the square image after rotation and
cropping. The biggest gap between them is around 45°, where the square image
has 16.91% loss, the bigger rectangular image has 18.15% loss, and the smaller

rectangular image has 21.78%.

4. Compute DFT of the truncated image from I-frame of each GOP. The magnitude
spectrum of the DFT is positive, so we need to extend the watermark data se-

quence to its double length, i.e. encode positive numbers z as (z,0) and negative
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Figure 4.6: Rotation loss.

numbers z as (0, ).

5. Save a block portion of LPM spectrum as the matching template g, which will be

available to the watermark extraction process.

6. Select the desired locations in the LPM magnitude spectrum for embedding the

watermark data sequence.

7. Embed the watermark in the approximate ILPM domain. If we embed the wa-
termark in the LPM domain, we need ILPM to transform back from the LPM
domain to the DFT domain. To avoid computing ILPM that may bring unaccept-
able computational imprecision, we use the approximate ILPM and embed the
watermark in DF'T domain. The watermarking locations in the Cartesian DFT

magnitude spectrum is approximated from the watermark points in the LPM
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domain selected in step 6.

Naturally, if we want to change the value of one point in LPM magnitude spectrum
for embedding watermark data, we only need to find the corresponding four points
in Cartesian magnitude spectrum and change their values accordingly. For details,

refer to [104].

Most algorithms use a simple addition to embed watermark, refer to Equ. (4.24),

E=E+BxW (4.24)

where F is the DFT amplitude spectrum of the original image, W is the watermark
data, £’ is the modified DFT amplitude spectrum of the original image, and f is
watermarking strength used to achieve the tradeoff between the robustness and

the visibility of the watermark.

If the difference between E and % W is small enough, we can use Equ. (4.25)

to replace the values at the embedding points by g * W.

B =B+W (4.25)

This embedding process will not change the magnitude values of those embedding
points dramatically, therefore the goal of invisibility can be achieved. Meanwhile,

the embedding method can simplify the extraction process.

8. Apply inverse DFT to get the watermarked image. Put back the watermarked

image into its original frame as the correct location during truncating.

9. Generate the watermarked video together with other frames.
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During the embedding process, the symmetry of the DFT magnitude spectrum
should be maintained, thus we must carefully select the desired points in the LPM
magnitude spectrum.

To get the tradeoff between invisibility and robustness, we choose the middle fre-
quency components as the location to insert watermark data. Because the log-polar
mapping is just like a sampling process, the closer to the center, the higher the sam-
pling rates. If we insert the watermark data into the low frequency components, the
change of the value of one point in the Cartesian magnitude spectrum will cause value
changes of a lot of points in the log-polar magnitude spectrum because of the bilinear
interpolation. That may cause imprecision in the extraction process. Therefore, in
our watermarking algorithm, we insert the watermark data into the middle frequency

components. The experimental results show the effectiveness of this approach.

4.5 Watermark detection

To the watermark extraction process, available are the watermarked video that may or
may not suffered from attacks, the watermarking key, the original watermark positions,
and the matching template g. For each GOP, the watermarking key could be same.
However, the original watermark positions and the matching template would be different
since the watermark positions will be the adaptively selected according to the individual
situation of different frames to get the optimal fidelity and robustness. The procedure

of extracting the watermark consists of following steps (refer to Fig. 4.7):

1. Apply DFT and LPM to each truncated I-frame of the watermarked video, and

transform it into LPM domain.

2. Calculate the correlation between the LPM domain of the watermarked frame
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and the matching template g, by using the new filtering method, according to

Equ. (4.22). For details, refer to Section 4.3.

3. Find the peak in the calculated correlation, and find the translations according
to Equ. (5.1). Suppose the coordinates of the original watermark position for w;
i (pw,, 0w, ), then we can calculate the coordinates of the new watermark posi-
tion in the watermarked image having undergone attacks by using the following

equations:

Puw; = Pu; + A, (4.26)

Ow,” = O, + Do (4.27)

4. Retrieve the watermark data V' at the rectified location by using the following

equation:
E//

v
p

(4.28)

where E” is the DFT magnitude spectrum of the watermarked frame that under-
gone RST transformations and other attacks, while 5 is defined in Equ. (4.24).
The value change of V' caused by a scaling transformation is proportional to the
scale factor, and the normalized correlation calculated by Equ. (4.29) is indepen-

dent of the change.

The scaling operation will change the value of the DFT magnitude spectrum,
which is proportional to the scaling factor. The correlation function can be nor-
malized for magnitude changes by using the normalized correlation, which is in
the range of —1 to 1, independent of scale changes in the magnitude (refer to

Equ. (4.29).
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5. By using Equ. (4.29), calculate the normalized correlation coefficient between
the original watermark data and the extracted watermark data. If the value of
similarity is larger than the threshold, the watermark is successfully extracted,

otherwise, the watermark does not exist or we fail to detect it.

o WxvT
Slm_\/(WxWT)(VxVT) (4.29)

where W and V' are, respectively, the original watermark vector and retrieved

watermark vector, and (-)7 is the transpose operation of a matrix.

4.6 Experimental results

In this section, we will illustrate the performance of the proposed algorithm. The target
videos we tested for our algorithm are shown in Fig. 4.8. We use 5 test videos, and their
sizes are shown in Table 4.1. In the Table 4.1, “T”, “S” and “R” present “Translation”,

“Scaling” and “Rotation”, respectively.

4.6.1 Fidelity

We use PSNR as an objective method to check the fidelity of the watermarked video.
We compute PSNR for blue channel of each frame between the original video and the
watermarked video and average all the values to get the objective PSNR. The PSNR
for each watermarked video is shown in Table 4.1. Human eyes could not recognize the

difference between the original video and the watermarked video under these PSNR's.
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(¢) Foreman. (d) Garden.

(e) Table tennis.

Figure 4.8: Test videos.
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Table 4.1: Similarity results for target videos
Mobile Football Table tennis Foreman Garden
704 x 576 (4CIF) | 704 x 480 (4SIF) | 704 x 480 (4SIF) | 704 x 576 (ACIF) | 704 x 480 (4SIF)
Mark | No mark Mark | No mark Mark | No mark Mark | No mark Mark | No mark
PSNR | 39.8488 - 39.4482 - 39.1569 - 39.8103 - 40.3453 -

T 0.9469 0.1269 0.9943 0.1231 0.9438 0.2121 0.9833 0.1256 0.9494 0.1522

S 70% 0.8609 0.2215 0.7876 0.2835 0.8813 0.1390 0.8704 0.1543 0.7199 0.3007
80% 0.8893 0.2351 0.8602 0.2618 0.8975 0.0537 0.8527 0.1565 0.7509 0.2504
90% 0.8692 0.0547 0.9692 0.1890 0.9139 0.0565 0.8676 0.1211 0.8552 0.2012
110% 0.8533 0.1353 0.9745 0.2779 0.9033 0.0456 0.9399 0.1998 0.9311 0.1601
120% 0.7957 0.1246 0.9621 0.1934 0.9513 0.1471 0.9321 0.1835 0.9164 0.1817
130% 0.7432 0.1492 0.9653 0.3150 0.8919 0.1459 0.7987 0.1754 0.7284 0.3521
R 0° 0.9546 0.0934 0.9975 0.2454 0.9705 0.2068 0.9956 0.0234 0.9805 0.3118
1° 0.7693 0.1402 0.8984 0.2657 0.8656 0.1832 0.8996 0.1243 0.8447 0.3592

2° 0.8419 0.3247 0.9182 0.2860 0.8234 0.2052 0.8734 0.1298 0.8476 0.3092

3° 0.8438 0.2553 0.8883 0.1775 0.8982 0.2082 0.8654 0.2122 0.7968 0.2921

4° 0.8255 0.2949 0.9094 0.2198 0.9045 0.3501 0.8453 0.1987 0.8094 0.2727

5° 0.8800 0.1237 0.8751 0.2287 0.8489 0.1638 0.8939 0.1148 0.8058 0.3086
10° 0.7994 0.2674 0.9046 0.2986 0.8642 0.1463 0.8658 0.0374 0.8226 0.4210
15° 0.8667 0.2389 0.8635 0.2617 0.8125 0.1897 0.8625 0.0917 0.8620 0.2582
20° 0.7885 0.2046 0.9206 0.3660 0.8179 0.1505 0.8459 0.2894 0.8071 0.1836
25° 0.8344 0.2612 0.9245 0.3018 0.8428 0.1109 0.7872 0.2655 0.8521 0.2760
30° 0.8123 0.2762 0.8542 0.4346 0.7299 0.2700 0.8647 0.2945 0.7605 0.3412
35° 0.7803 0.2259 0.9173 0.1105 0.8726 0.2016 0.8467 0.2835 0.7234 0.3067
40° 0.6878 0.2071 0.9021 0.1694 0.8078 0.3387 0.7975 0.3087 0.7035 0.3234
45° 0.5450 0.0976 0.8991 0.2334 0.6719 0.1682 0.8157 0.2150 0.6054 0.2588
RST 0.7565 0.2855 0.8884 0.3179 0.7360 0.2779 0.7608 0.2321 0.7209 0.2522
Noise 0.8742 0.0958 0.8390 0.3321 0.8648 0.1564 0.8521 0.1908 0.8456 0.2398
LP 0.9574 0.0774 0.9963 0.1969 0.9608 0.2090 0.9210 0.1987 0.9209 0.1654

4.6.2 Rotation with cropping

Normally, the rotation is very slight for video signals. The rotation angles are not more

than 5°. Table 4.1 shows the experimental results for rotated watermarked and un-

watermarked videos up 45°. In this table, “Mark” means the results for watermarked

videos and “No mark” means the results for unwatermarked videos. The similarity

values for watermarked video is much higher than the ones for unwatermarked video.

Even up to 45°, the similarity values for watermarked video and the values for unwater-

marked video can still be successfully separated. Table 4.1 suggests that the proposed

algorithm is robust to rotation.
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Table 4.2: MPEG2 results for target videos

Mobile Football Table tennis Foreman Garden
Mark [ No mark | Mark [ No mark [ Mark | No mark [ Mark | No mark | Mark [ No mark

PSNR 17.89 18.09 22.85 23.45 20.85 21.98 18.49 19.02 23.35 24.89

MPEG2 | 0.5909 0.2651 0.5403 0.2232 0.5422 0.2032 0.5576 0.1866 0.5210 0.2087

PSNR | 21.32 22.55 25.46 26.66 23.74 24.78 22.53 23.43 26.49 27.09

+ RST | 0.5012 0.2321 0.5332 0.1879 0.5033 0.2037 0.5287 0.2036 0.5020 0.2104

4.6.3 Scaling

Here, we consider scaling ratios from 70% to 130%. We use “bilinear” interpolation
method to resize each frame to the scaled size. In Table 4.1, The similarity values for
watermarked video is much higher than the ones for unwatermarked video. We could
successfully tell whether a video is watermarked or not. Therefore, we could suggest

that the proposed algorithm is robust to scaling.

4.6.4 Translation

The results for translation are shown in Table 4.1. No matter how many pixels the
translations happened to the watermarked video are, the similarity results for water-

marked video are the same after re-synchronization.

4.6.5 RST combination attacks

In Table 4.1, RST means the combination attack of rotation by 15°, scaling by 110%,

and translation by 50 pixels. The scheme is robust against this attack.

4.6.6 Noises and filtering

We checked the results for additive Gaussian noise and low-pass filtering. We can show

from the data in Table 4.1 that our scheme is robust to these attacks. In Table 4.1,
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“Noise” means Gaussian noise, and “LP” means low-pass filtering.

4.6.7 MPEG-2 compression

We applied MPEG-2 to our watermarked video and tested the worst cases that our
algorithm could robust to. In Table 4.2, PSNR shows the quality of the watermarked
video after MPEG-2 compression. With the bad quality of the compressed video and

PSNRs are around 20 dB, our scheme still could successfully detect the watermark.

4.6.8 MPEG-2 with RST attacks

Both MPEG-2 and RST attacks are applied to the watermarked video here. Table 4.2
shows the simulation results in the row “+ RST”. In order for the algorithm to work at
these attacks, the quality of the compressed video has to be with higher PSNR than in
Section 4.6.7. The simulation results prove that our algorithm is robust against these

attacks.

4.6.9 MPEG-2 recoding

In this algorithm, we embed the watermark into I-frame of each GOP. In our implemen-
tation, we fix the number of frames in one GOP in MPEG-2 compression parameter
list. This will bring us a potential issue that attackers could re-encoding and decoding
with different GOP numbers. In that way, the pre-watermarked I-frame would become
P-frame or B-frame, which have more compression ratio. We implement this situation
with different GOP number in MPEG-2 re-encoding and decoding. According to our
implementation results, the similarity value of P-frame watermark embedding is only

about 40% of the value of I-frame embedding. The similarity result of B-frame wa-
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termark embedding is even worse, which is only around 26% of the value of I-frame
embedding.

In order to solve this problem, we could embed watermark into each frame of GOP.
The benefit of it is the robustness to MPEG-2 recoding because I-frame always contains
watermark no matter how the GOP is defined. The disadvantage is the computational

cost.

4.7 Discussions

This video watermarking algorithm based on the log-polar mapping and phase-only
filtering method is extended from our image watermarking algorithm [100]. Working
with I-frame of each GOP, the advantage of this method is very robust against rotation,
scaling and translation attacks, even with additive noise, low-pass filtering and MPEG-
2 compression. For example, video rotation is normally very slight, less than 5°. With
small rotation angles, the similarity values could be higher than 0.8, which shows the
excellent robustness to rotation.

However, the detection method fails for the most advanced video compression stan-
dard - H.264. When the watermarked video is compressed with H.264 with a similar
PSNR as compressed by MPEG-2, the similarity results for the watermarked video
having undergone H.264 compression are only around or less than 0.3. The watermark
pattern existence cannot be determined after H.264 compression because H.264 com-
pression destroys watermark structure with more efficient compression of I-frame. This
scheme relies on I-frames of each GOP to carry the watermark load.

A template is needed for watermark location synchronization for each I-frame and

it has to be transmitted to the receiver side along with the watermark key. It is an
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extra cost for the watermark scheme besides the watermark pattern.
These motivated us to develop a novel video watermarking algorithm to be robust

against geometric attacks and H.264 compression. We will introduce the novel video

watermarking algorithm in Chapter 6.



Chapter 5

Rectification of RST
transformations for video

watermarking algorithms

We have introduced a video watermarking algorithm (LPMPOF), which is robust
against RST distortions and MPEG-2 compression based on log-polar mapping and
phase-only filtering method in Chapter 4. The watermark embedding and detection of
the algorithm are conducted in the LPM domain. The normalized cross-correlation is
used to detect the existence of watermark in the target signals.

Furthermore, the algorithm is capable of detecting the parameters of rotation, scal-
ing and translation that the watermarked signal have undergone. Therefore, the algo-
rithm can work together with any other watermarking algorithms as a RST parameters
detector. Fig. 5.1 shows the methodology of the integration of LPMPOF algorithm
with other algorithms, in which LPMPOF algorithm, as a RST parameter detector,

works independently from the watermark embedding and detection of a foreign water-

108
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marking algorithm. Watermarked video and the templates are the input to the RST

parameter detector, and the output is RST parameters, which are used to rectify the

watermarked video having undergone RST distortions before the watermark detection.

Watermark embedding
with the foreign algorithm
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Figure 5.1: Integration of LPMPOF algorithm with other algorithms.

In this chapter, to demonstrate the usefulness of our RST invariant watermark-

ing algorithm, we will integrate our algorithm into a semi-fragile algorithm, DCTLSB

algorithm [108], to enhance the robustness to RST distortions.
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5.1 Motivation

The LPMPOF algorithm carries watermark message and to be robust against RST
attacks. However, the capacity is probably only one bit because the watermark detector
only declares whether there is a watermark by checking the similarity results against a
predefined threshold in each GOP of the watermarked video. Therefore, we can utilize
the best feature of LPMPOF algorithm to detect the RST parameters and use other
watermarking algorithms to carry more watermark load as watermark message carrier.

The DCTLSB algorithm is a semi-fragile watermarking algorithm, in which a wa-
termark is effected only by illegitimate distortions. In other words, the watermarking
algorithm can be robust against various attacks to a certain extent. Beyond this point,
the watermark is distorted and cannot be detected. The DCTLSB algorithm can be
robust against quantization, low-pass filtering, and noise addition to some extent. How-
ever, it will fail to detect watermark with even very slight RST distortions due to the
loss of synchronization. The algorithm itself cannot re-synchronize. However, it has
the high capacity. This motivates us to integrate our LPMPOF algorithm with the

DCTLSB algorithm to generate both high capacity and robustness to RST distortions.

5.2 RST parameters detection

As we mentioned in Chapter 4, the LPMPOF watermarking algorithm is working in the
LPM domain, which is the log-polar mapping of the magnitude of Fourier transform of
[-frame of a GOP in the target video. Rotation and scaling in the spatial domain are
turned to be translational shift in the LPM domain. Translation has no affect in the
LPM domain. This algorithm has strong robustness to RST distortions because it can

detect and compute the exact rotation angle, scaling ratio and translation parameters
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for the target video. The technique is based on our phase-only filtering method, which
could give the best discrimination for the cross-correlation between the template and
the target frame comparing with other traditional filters. This important feature makes
it possible to use the LPMPOF algorithm as a RST parameters detector for other video

watermarking algorithms.

Watermarked
frame
o
| DFT |
| |
| | Y
| v | Rectified
watermarked
| LPM | frame
| |
L ]
Template 1 = < Template 2
y Y
Correlation 1 Correlation 2
Original Original
location of > - location of
template 1 ' template 2
y
Rotation and Translation
scaling parameters
parameters

Figure 5.2: RST parameters detection.

5.2.1 Calculation of rotation and scaling parameters

As shown in Fig. 5.2, Templatel is used in the LPM domain to detect the current
watermark location and furthermore to obtain the rotation and scaling parameters.

The peak in the correlation spectrum is the position of the matching template in the
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LPM spectrum of the watermarked frame having undergone RST attacks. Suppose the
coordinate of the peak is (p1,61), and we know the original position of T'emplatel is

(po,6o), so the translations in the LPM domain are:

Ap = pP1— Po
Ny = 6, -0

(5.1)

where A, and Ay are the number of pixels shifted along the p axis and the 6 axis
respectively. They correspond with the rotation and scaling parameters, respectively,
in the spatial domain. Therefore, the rotation and scaling parameters can be calculated

by using Equ. (5.2).

o = 360°-Ag
Nl
/ In(rmaz)-Ap (52>
o e e M7
with
maz =/ (M'/2)? + (N'/2)? (5.3)

where, M’ and N’ are, respectively, the number of pixels along the p-axis and #-axis
in the LPM domain (M’'x N’ is the size of the LPM domain), and M xN is the size
of the magnitude spectrum of the Fourier transform. M’'x N’ may be different with
M x N because the sampling points can be increased or decreased during the log-polar
mapping. o and o’ are, respectively, the rotation angle and scaling ratio in the spatial
domain calculated from Ay and A, in the LPM domain. Therefore, we can invert the

scaling and rotation transforms to synchronize the watermarked frame geometrically.
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5.2.2 Detection precision of rotation and scaling parameters

The detection precision of rotation and scaling parameters depends on two factors. The
first one is the filter matching accuracy between the template and distorted domain
where the template cut from. The second factor is the number of sampling points along
both 6§ and p axis. As illustrated in Chapter 4, the phase-only filtering method is able
to indicate clearly the location of the template in the LPM domain, which guarantees
the first factor is satisfied.

For the second factor, we have to consider the trade-off between the computation
precision and complexity. The rotation parameter calculation is shown in Equ. (5.1). If
the one pixel is shift, which is presented by Ay = 1, the bigger the number of sampling
points N’, the smaller rotation angle /. For example, with N’ = 512, the maximum
error for rotation angle o could reach 360°/512 = 0.7031°. For N’ = 1024 , the error
for o/ is always less than 360°/1024 = 0.3516°. For N’ = 2048, the maximum error
for o can be 360°/2048 = 0.1758°. However, if the sampling points are higher, the
computation complexity of log-polar mapping will be higher and the implementation
will become time-consuming. Therefore, we choose 1024 as the number of sampling
points for # in our implementation and the precision results are shown in Table 5.1.

The relationship between the detection precision of the scaling factor ¢ and the
sampling points are not straightforward as rotation angles. We test the detected scaling
factor with three different sampling points combination on € and p, shown in Table 5.2.
“Detected scaling factor with M xN” in the table shows the detected scaling factor
with the different combination of numbers of sampling points on horizontal and vertical
direction. M represents the number of sampling points for p axis and N is the number
of sampling points for 8 axis. For example, “Detected scaling factor with 1024x1024”

in Table 5.2 shows the detected scaling factors calculated with 1024 sampling points
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on both p and 6 axis. Three detected scaling factors under different numbers of
sampling points are quite similar, shown in Table 5.2. Considering the computational
complexity, we decide to use the sampling points of 512 for p and 1024 for # in our

following implementation.

Table 5.1: Rotation parameter detection precision with the sampling points of 1024

or 512 on 6
Applied angle | Detected angle with 1024 sampling points | Detected angle with 512 sampling points

1° 1.0547° 1.4063°
2° 2.1094° 2.1094°
3° 3.1641° 2.8125°
4° 4.2188° 4.2188°
5° 4.9219° 4.9219°
10° 9.8438° 9.8438°
15° 15.1172° 14.7656°
20° 20.0391° 20.3906°
25° 24.9609° 25.3125°
30° 29.8828° 30.2344°
35° 35.1563° 35.1563°
40° 40.0781° 40.0781°
45° 45° 45°

Table 5.2: Scaling parameter detection precision with different sampling points on
0 and p

Scaling parameter detection precision

Applied scaling factor | Detected scaling factor | Detected scaling factor | Detected scaling factor
with 1024 x 1024 with 512 x 512 with 512 x 1024
0.8 0.7985 0.8036 0.7999
0.85 0.8515 0.8512 0.8511
0.9 0.9022 0.9016 0.9055
0.95 0.9499 0.9550 0.9516
1.05 1.0528 1.0471 1.0509
1.1 1.1013 1.0964 1.1043
1.15 1.1520 1.1481 1.1462
1.20 1.1973 1.2022 1.2045

5.2.3 Calculation of translation parameters

Because the magnitude of the Fourier transform of a frame is independent of the trans-

lational parameters, we have to calculate the translational parameters in the spatial
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domain instead of the Fourier transform domain. We need to cut another block in the
spatial domain as T'emplate2, as shown in Fig. 5.2 and compute the cross-correlation
between this template and the watermarked image having undergone RST attacks by
using the phase-only filtering method. Suppose the coordinate of the peak is (z1, 1),
and we know the original position of the template is (z¢,yo), so the translational pa-

rameters are:
A = T1 — 29
’ (5.4)
Ay = yi—w
It is very easy to invert the translation transform applied to the watermarked frame.

The detected translation parameter is very accurate because the detected values equal

the real translational parameters.

5.3 A watermarking algorithm for MPEG video au-
thentication

In order to demonstrate that our watermarking algorithm can be integrated into any
independent video watermarking algorithm, we introduce a semi-fragile video water-
marking algorithm in this section. A typical video watermarking algorithm to embed a
high load into the least significant bit (LSB) of the DCT blocks, which called DCTLSB
method, was proposed by Lin and Chang [108]. The method is working on each DCT
block of an I-frame during MPEG-2 compression. 4 bits of messages can be embedded
into each 8x8 DCT blocks. We use a test video, mobile with the size of 576x704, as
an example. Fach I-frame can embed 25344 bits (3168 bytes) information, which is a
high load capability among the existed video watermarking algorithms.

The watermark embedding is conducted as follows:
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10.

. Divide the target video into Group of Pictures (GOPs).
. Divide the I-frame of each GOP into non-overlapped 8x8 blocks.

. Apply DCT to each 8x8 blocks.

Select 7 coefficients Cy, C, -+, Cy from the last 28 coefficients in zig-zag scan
order of DCT coefficients, which means the watermark is embedded in middle or

high frequency of each DCT block.

. Divide each coefficients C; by the corresponding quantization value @); and quan-

tization scale factor «, and then, round to the nearest integer D;.

D; = round(a%l) (5.5)

. Take the LSB L; of each rounded integer D; and exclusive-or them together to

get a bit value b..
be = XOR|Lo, Ly, - -+, Lg| (5.6)

If b, is not equal to the watermark bit needed to be embedded, then, modify one

of the LSBs of the rounded integers in step 6.

. Repeat above steps to embed other 3 bits in the same DCT blocks.

. Repeat the whole steps to other DCT blocks to embed more watermark messages.

Conduct inverse quantization and inverse DCT to get the watermarked I-frame.

The watermark extraction is similar to watermark embedding, shown as follows:

1.

Repeat first three steps in embedding process.
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2. Select the same coefficients as the embedding process and divide by the cor-
responding quantization value and quantization scale factor, and round to the

nearest integer.

3. Take the LSB of each rounded integer and exclusive-or them together to get a bit

value which is the extracted watermark value.

4. Continue above steps until all the watermark values are extracted.

5.4 Embedding location

The integration of our LPMPOF algorithm with the DCTLSB algorithm will carry one
RST robust watermark and one high-capacity watermark. We need to select carefully

the location to embed these two watermark patterns.

5.4.1 Embedding in different frames

With an assumption that the whole video will undergo the same distortions, we can
embed different watermark pattern to different frames and two watermark patterns will
not effect each other. We call it independent watermark embedding. In our case, both
LPMPOF algorithm and DCTLSB algorithm need to work on I-frame of GOPs. We
can choose to apply the two algorithms to two different GOPs. Both embedding and
extraction for two algorithms are independent. The RST parameters detected by the
LPMPOF algorithm rectify the whole video and the DCTLSB algorithm can be applied

to carry watermark message.
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5.4.2 Embedding in same frame

The other possibility is to embed rectification watermark and load carrier watermark
into the same I-frame of GOPs. The benefit of this embedding method is that the RST
parameter detection does not rely on other frames which could be lost or distorted in
different way. The drawback could be that the two watermark patterns effect by each
other. Therefore, the embedding location is very important.

The ideal way to embed two patterns without effecting each other is orthogonal
embedding. However, the two algorithms are using different domains for watermark
embedding. The LPMPOF algorithm uses the LPM domain of the magnitude of the
Fourier transform of the original frame and the DCTLSB algorithm uses the DCT
domain of the original frame. These two domains are not orthogonal. Therefore, we
have to find a way to reduce the mutual interference as much as possible.

The DCTLSB algorithm works on the DCT blocks of Y (luminance) components,
which follows the MPEG compression procedures. Therefore, the LPMPOF algorithm
will not be applied in the same component to avoid interference. The two chrominance
components, U and V, are not good choice either because of the loss they will undergo
during video compression. We have to consider R,G or B component for the LPMPOF
algorithm. Equ. (5.7) is the equation for color space conversion from the RG'B model to
YUV model. B component has the least contribution to Y component. As a result, we
choose B component to embed watermark for the LPMPOF algorithm whose purpose

is RST parameters detection.

Y 0299 0587 0.114 R
Ul =] -0147 —0.289 0.436 G (5.7)
1% 0.615 —0.515 —0.100 B
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5.4.3 Embedding only one watermark

In above two sections, we explain two different embedding methods to embed two
different watermarking patterns. However, the watermark pattern for the LPMPOF
algorithm is not necessary if this algorithm is only used for RST parameters detection.
A template cut from LPM domain of original frame is enough to detect the watermark
location and to obtain the rotation and scaling parameters. Translation parameters are
calculated with the need of a template in the spatial domain. In this case, the LPMPOF
algorithm has no interference with DCTLSB algorithm. Therefore, the detection results

are same as the first embedding method, shown in Section 5.4.1.

5.5 Experimental results

We use the same test videos as in Chapter 4, shown in Fig. 4.8.

5.5.1 Watermark for DCTLSB algorithm

In our implementation, we embed a logo of University of Ottawa as the watermark
message for the DCTLSB algorithm. To simplify the embedding, we choose a binary
logo of size of 64x64, as shown in Fig. 5.3. In Section 5.4, we have discussed embedding
locations for different scenarios. In the following, we will give the experimental results

for them.

5.5.2 Embedding in different I-frames

In this embedding scenario, the two watermarking algorithms are independently work-

ing on different I-frame. They will not effect each other. All the experimental results
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o,

Figure 5.3: Logo of University of Ottawa of size of 64x64.

for the LPMPOF algorithm has been illustrated in Chapter 4. We will not repeat here.
For the DCTLSB algorithm, we will only show the bit error rate after RST distortions.
Note that the DCTLSB algorithm would fail absolutely if the LPMPOF algorithm was
not integrated. Table 5.3 shows the bit error rate of the extracted watermark pattern
compared with the original logo under RST distortions for test video mobile with dif-
ferent quantization scale factors. () represents quantization scale factor a. Embed—2
represents embedding in two different I-frames while Embed—1 means embedding in
the same I-frame. T means translation attacks. S means scaling distortion. R means
rotation distortion. Table 5.4 shows the bit error rates for all other test videos with
quantization scale factor of ) = 1.

During the watermark embedding, we choose o = 1. During the watermark ex-
traction, we test four different quantization scale factors, 0.7,0.8,0.9 and 1. When the
chosen quantization scale factor for the watermark extraction is same as the one in
the watermark embedding, the bit error rate is zero, which means all the bits were
extracted correctly. The closer the quantization scale factor is used in the watermark
extraction to the one used in the watermark embedding, the smaller the bit error rate is
after the watermark extraction. The following discusses the performance against RST

distortions.
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- Translation: We circularly shift the frame in the target video 10 pixels to the right.
With different quantization scale factors, the highest bit error rate is around 3%,

which is still acceptable.

- Scaling: The bit error rates for different scaling ratios are high. It is because the
precision of scaling parameter and interpolation are not good enough to rectify
the watermarked frame back to the original size and the DCTLSB algorithm is
very sensitive to scaling since it works on the least significant bits. It would be

our future work to improve it.

- Rotation: We apply rotation with different angles to the target video. With the

small rotation angles, less than 5°, the bit error rates are acceptable.

Table 5.3: Bit error rates for test video mobile

Q 1 0.9 0.8 0.7
Embed-1 [ Embed-2 | Embed-1 [ Embed-2 | Embed-1 [ Embed-2 | Embed-1 [ Embed-2
T | 0 [ 0 0.0392 [ 0.0396 [ 0.0344 [ 0.0384 [ 0.0332 | 0.0330
S 80% | 0.3420 0.3440 0.3809 0.3840 0.3906 0.3918 0.3928 0.3932
85% | 0.3012 0.3023 0.3334 0.3387 0.3454 0.3476 0.3477 0.3576
90% | 0.2433 0.2434 0.2845 0.2839 0.3097 0.3120 0.3432 0.3443
95% | 0.1555 0.1677 0.1693 0.1756 0.1876 0.1977 0.2054 0.2155
105% | 0.1435 0.1466 0.1576 0.1587 0.1622 0.1699 0.1706 0.1777
110% | 0.2347 0.2350 0.2564 0.2570 0.2894 0.2890 0.3020 0.3025
115% | 0.2556 0.2587 0.2600 0.2607 0.2744 0.2797 0.2895 0.2900
120% | 0.2890 0.2896 0.3095 0.3096 0.3185 0.3196 0.3755 0.3780
R1° ] 0.0440 0.0448 0.0468 0.0472 0.0556 0.0548 0.0760 0.0768
2° | 0.0880 0.0868 0.0932 0.0932 0.1116 0.1116 0.1272 0.1276
3° | 0.1024 0.1120 0.1060 0.1060 0.1243 0.1248 0.1456 0.1464
4° | 0.1380 0.1476 0.1536 0.1548 0.1692 0.1700 0.1992 0.1996
5° | 0.1628 0.1664 0.1700 0.1708 0.1872 0.1864 0.2176 0.2160
10° | 0.2756 0.2852 0.2920 0.2980 0.3268 0.3264 0.3672 0.3680
15° | 0.3252 0.3340 0.3408 0.3428 0.3576 0.3612 0.3908 0.3928
20° | 0.3532 0.3536 0.3724 0.3740 0.3900 0.3892 0.4156 0.4192
25° | 0.3560 0.3576 0.3820 0.3840 0.4136 0.4120 0.4252 0.4208
30° | 0.3684 0.3688 0.3828 0.3856 0.3952 0.4004 0.4272 0.4284
35° | 0.3732 0.3808 0.3784 0.3788 0.3928 0.3924 0.4244 0.4260
40° [ 0.3880 0.3956 0.4004 0.4016 0.4124 0.4128 0.4296 0.4304
45° [ 0.4036 0.4144 0.4180 0.4212 0.4224 0.4232 0.4236 0.4280
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Table 5.4: Bit error rates for other four videos with Q@ =1

Test videos Football Foreman Garden Table Tennis
Embed-1 [ Embed-2 | Embed-1 [ Embed-2 | Embed-1 [ Embed-2 | Embed-1 [ Embed-2

T | 0 [ 0 [ 0 [ 0 [ 0 [ 0 [ 0 [ 0
S 80% 0.3034 0.3065 0.3365 0.3433 0.3056 0.3121 0.3232 0.3376
85% 0.2987 0.3022 0.3211 0.3276 0.2865 0.2899 0.3043 0.3122
90% 0.2343 0.2387 0.2743 0.2812 0.2434 0.2543 0.2435 0.2544
95% 0.1432 0.1543 0.1687 0.1708 0.1376 0.1422 0.1543 0.1654
105% 0.1324 0.1433 0.1511 0.1599 0.1254 0.1344 0.1502 0.1587
110% 0.2265 0.2333 0.2454 0.2533 0.2355 0.2397 0.2345 0.2432
115% 0.2487 0.2566 0.2654 0.2698 0.2564 0.2614 0.2654 0.2765
120% 0.2898 0.2987 0.2865 0.2908 0.2998 0.3042 0.2943 0.3021
R 1° 0.0321 0.0387 0.0301 0.0343 0.0312 0.0345 0.0299 0.0321
2° 0.0798 0.0856 0.0765 0.0798 0.0698 0.0732 0.0587 0.0654
3° 0.1123 0.1276 0.1044 0.1076 0.1187 0.1198 0.0976 0.0987
4° 0.1400 0.1499 0.1387 0.1465 0.1454 0.1532 0.1343 0.1355
5° 0.1633 0.1723 0.1545 0.1587 0.1543 0.1565 0.1488 0.1522
10° 0.2678 0.2765 0.2977 0.2981 0.2587 0.2621 0.2508 0.2633
15° 0.3307 0.3454 0.3387 0.3388 0.3276 0.3329 0.3045 0.3191
20° 0.3654 0.3697 0.3545 0.3622 0.3567 0.3598 0.3421 0.3479
25° 0.3765 0.3787 0.3755 0.3778 0.3654 0.3719 0.3564 0.3630
30° 0.3822 0.3821 0.3828 0.3856 0.3756 0.3792 0.3765 0.3876
35° 0.3876 0.3912 0.3898 0.3900 0.3865 0.3876 0.3796 0.3788
40° 0.3921 0.3987 0.3943 0.3987 0.3876 0.3930 0.3854 0.3987
45° 0.4265 0.4377 0.4022 0.4126 0.4232 0.4344 0.4122 0.4212

5.5.3 Embedding in same I-frame

In this embedding scenario, two watermarking algorithms work on the same I-frame.
The LPMPOF algorithm works on B-components while the DCTLSB algorithm works
on Y-components. According to the equation for the color space conversion (Equ.
(5.7)), the LPMPOF algorithm should have little affect on the bit error rate of the
DTLSB method. As shown in Table 5.3, the bit error rates are only slightly higher than
the independent embedding, which shows that these algorithms can work together very

well even when they are applied on the same I-frame.
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5.5.4 Improving bit error rates by error control coding

It is known that error control coding can improve bit error rates for the information
delivered from a source to a destination. In this section, we introduce a convolutional
coding - Trellis encoding and Viterbi decoding as a maximum likelihood decoding for

convolutional codes [109] to do error correction for our watermarking system.

e Trellis encoding

Trellis encoder is a finite state machine [109]. The trellis structure, we used
here, is shown in Fig. 5.4. We define 8 states in our trellis structure, which are
represented by {A0, B0, C0, D0, E0, F0, GO, HO} in the left side of the structure.
There are two types of input path, the solid line and the dashed line. When input
is 0, it goes through the solid line, while 1 goes through the dashed line. There
are 16 output symbols, which are 0000, 0001, 0010, 0011, ---,1111. For each path,
there is a reference associated to it, shown on the top of each path in Fig. 5.4.
Fig. 5.4 shows an example to encode a 4-bit input {0110}. The output bits are
{0000 0001 0011 1000}. Fig. 5.4 highlights the code words for input {0110}.

e Viterbi decoding

After Trellis encoding, the input code will be spread by 4 times and converted
to the code words, and then transmitted across a noisy channel. The Viterbi
decoder, as a convolutional decoder, receives the distorted code words and gener-
ates the decoded words. It uses the maximum likelihood (ML) method to select
the estimated decoded words with the maximum probability through the Trellis
structure. In hard-decision decoding, the most likely path P(statel, state2) with
the maximum inner product between the received code r and the reference marks

m(statel, state2) along the path is chosen, described as follows:
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Figure 5.4: Trellis structure with 8 states.

P(statel, state2) = M AX (r - m(statel, state2)) (5.8)

MAX(-) means the path with the biggest inner product among all the pathes is

[k

chosen. is the inner product. The whole path from the starting state to the

end state is decided with all P(statel, state2) along the Trellis structures.

We apply the Trellis encoding to the logo at the beginning of watermark embedding.
Then, we decode the retrieved watermark by the Viterbi decoder. Table 5.5 shows the
bit error rates with the ECC enhancement for video mobile with different quantization
scale factors. Table 5.6 shows the bit error rates with ECC enhancement for other test

videos with quantization scale factor of () = 1. All the error rates are improved by
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the ECC in different percentages. For translation and rotation, the bit error rates are
improved by at least 50%. For scaling, the improvement is smaller because the DCTLSB
algorithm is more sensitive to scaling distortions and the implementation precision for
scaling is less than other two distortions.

The experimental results about bit error rates for RST show that the LPMPOF
algorithm does help the semi-fragile watermarking algorithm (DCTLSB) to survive
RST distortions to a certain degree. In the original algorithm [108], the threshold is
set to be 85%, which means when more than 85% of the watermark bits are correctly
detected, the watermarked and the original frames are considered to match. Using the
same threshold, with the help of the LPMPOF algorithm, the DCTLSB algorithm is

robust to translation, rotation up to 10° and scaling up to 95% and 105%.

Table 5.5: Bit error rates with ECC for video mobile

Q factor 1 0.9 0.8 0.7
Embed-1 [ Embed-2 | Embed-1 [ Embed-2 | Embed-1 [ Embed-2 | Embed-1 [ Embed-2

T | 0 [ 0 [ 0 [ 0 [ 0 [ 0 [ 0.0032 | 0.0038
S 80% 0.2240 0.2396 0.2305 0.2465 0.2475 0.2401 0.2876 0.2922
85% 0.1940 0.2096 0.2005 0.2065 0.2275 0.2301 0.2676 0.2722
90% 0.1234 0.1343 0.1365 0.1454 0.1422 0.1497 0.1543 0.1600
95% 0.0834 0.0943 0.0965 0.0954 0.1022 0.1097 0.1243 0.1300
105% 0.0630 0.0743 0.0743 0.0867 0.0809 0.0843 0.0933 0.0987
to 110% 0.1430 0.1543 0.1443 0.1567 0.1609 0.1843 0.1933 0.1987
to 115% 0.2230 0.2243 0.2343 0.2367 0.2409 0.2443 0.2633 0.2687
to 120% 0.2590 0.2676 0.2687 0.2689 0.2698 0.2732 0.2875 0.2954
R 1° 0.0034 0.0036 0.0073 0.0082 0.0061 0.0060 0.0129 0.0145
2° 0.0112 0.0122 0.0125 0.0164 0.0326 0.0328 0.0269 0.0328
3° 0.0146 0.0150 0.0168 0.0177 0.0232 0.0244 0.0376 0.0378
4° 0.0220 0.0226 0.0273 0.0303 0.0366 0.0406 0.0635 0.0650
5° 0.0303 0.0311 0.0369 0.0380 0.0508 0.0510 0.0896 0.0900
10° 0.0669 0.0680 0.0840 0.0850 0.1289 0.1280 0.1314 0.1410
15° 0.1206 0.1240 0.1414 0.1455 0.1890 0.1888 0.2234 0.2321
20° 0.1680 0.1689 0.1892 0.1898 0.2371 0.2408 0.2654 0.2645
25° 0.1641 0.1655 0.1829 0.1855 0.2219 0.2231 0.2825 0.2890
30° 0.1624 0.1633 0.1887 0.1876 0.2273 0.2343 0.2778 0.2876
35° 0.1812 0.1823 0.2017 0.2212 0.2346 0.2344 0.2729 0.2744
40° 0.2087 0.2342 0.2261 0.2343 0.2466 0.2457 0.2905 0.3087
45° 0.2415 0.2455 0.2546 0.2576 0.2810 0.2865 0.3042 0.3140
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Table 5.6: Bit error rates with ECC for other four videos with Q@ = 1

Test videos Football Foreman Garden Table Tennis
Embed-1 [ Embed-2 | Embed-1 [ Embed-2 | Embed-1 [ Embed-2 | Embed-1 [ Embed-2

T | 0 [ 0 [ 0 [ 0 [ 0 [ 0 [ 0 [ 0
S 80% 0.2121 0.2154 0.2235 0.2325 0.2320 0.2345 0.2021 0.2122
85% 0.1987 0.2010 0.2009 0.2034 0.2132 0.2176 0.1921 0.1966
90% 0.1134 0.1232 0.1321 0.1366 0.1332 0.1430 0.1187 0.1200
95% 0.0754 0.0866 0.0832 0.0865 0.0965 0.0992 0.0765 0.0897
105% 0.0674 0.0677 0.0732 0.0768 0.0865 0.0887 0.0622 0.0676
to 110% 0.1454 0.1445 0.1234 0.1324 0.1543 0.1655 0.1343 0.1435
to 115% 0.2123 0.2254 0.1973 0.2067 0.2186 0.2233 0.1876 0.1987
to 120% 0.2656 0.2765 0.2454 0.2569 0.2323 0.2394 0.2076 0.2233
R 1° 0.0032 0.0034 0.0034 0.0033 0.0030 0.0031 0.0030 0.0033
2° 0.0122 0.0130 0.0112 0.0122 0.0109 0.0128 0.0100 0.0123
3° 0.0143 0.0154 0.0135 0.0139 0.0143 0.0154 0.0123 0.0124
4° 0.0212 0.0234 0.0232 0.0234 0.0209 0.0212 0.0189 0.0198
5° 0.0323 0.0346 0.0321 0.0324 0.0365 0.0387 0.0265 0.0256
10° 0.0567 0.0592 0.0654 0.0690 0.0633 0.0640 0.0543 0.0554
15° 0.1298 0.1265 0.1270 0.1324 0.1260 0.1340 0.1123 0.1210
20° 0.1567 0.1675 0.1502 0.1694 0.1765 0.1830 0.1540 0.1592
25° 0.1776 0.1768 0.1679 0.1765 0.1798 0.1876 0.1765 0.1798
30° 0.1789 0.1876 0.1701 0.1893 0.1820 0.1879 0.1862 0.1892
35° 0.1890 0.1977 0.1927 0.2098 0.1987 0.2228 0.2087 0.2387
40° 0.2321 0.2450 0.2321 0.2309 0.2345 0.2470 0.2230 0.2392
45° 0.2459 0.2576 0.2560 0.2693 0.2765 0.2904 0.2459 0.2545

5.6 Conclusion

In this chapter, we demonstrated that our LPMPOF algorithm can provide the
DCTLSB algorithm with robustness to RST distortions. Considering the fragility of
DCTLSB algorithm, the LPMPOF algorithm should work well with most existing video

watermarking algorithms.



Chapter 6

A novel video watermarking
algorithm based on 1D DFT and 1D

projection

In this chapter, we propose a novel video watermarking algorithm robust against geo-
metric attacks and H.264 compression.

First, we will introduce two enabling techniques - the 1D DFT in temporal direction
and the 1D projection in temporal frequency domain. Then we will propose the water-
mark embedding and extraction procedures based on these two important techniques.

The proposed video watermarking algorithm segments video into groups of pictures
(GOP); applies the 1D DFT to each GOP to transform the GOP into the temporal
frequency domain; then embeds and extracts watermark in the temporal frequency
domain by using the 1D projection. Gradient method is also adopted to improve the

watermark detection.

127
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Figure 6.1: Three consecutive frames.

6.1 1D DFT in temporal direction

The 1D DFT in temporal direction transforms a group of pictures (GOP) into a tempo-
ral frequency domain. In this domain, the spatial information and temporal frequency
information exist in the same frame. Higher frequencies correspond with the fast motion
from one frame to other frames.

The 1D DFT of a video f(z,y,t) of size M xN T, in which, M x N is the size of

each frame and T is the total number of frames in the GOP, is shown as follows [110]:
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Figure 6.2: The 1D DFT along temporal direction of the three consecutive frames
in Fig. 6.1.

~
L

F(z,y,7) =Y f(x,y,t)e 2 /D (6.1)

-+
Il
o

and the corresponding inverse 1D DF'T is defined as follows:

T-1

1 .
f(w,y,t) = 53 F(w,y, 7)el* T (6.2)

=0
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(a) Selected original frame from temporal frequency (b) Watermarked version of the frame in (a).
domain.

Figure 6.3: Original and watermarked frame in temporal frequency domain.

The Discrete Fourier Transform F'(u,v,7) also can be expressed alternatively using

the exponential form as:

F(z,y,7) = |F(z,y,7)]e’"7) (6.3)

|F(z,y,7)|* = R*(F(x,y,7)) + Im?*(F(z,y,7)) (6.4)

(6.5)

o(x,y,7) = tan™" Im(F(z,y, T))]

Re(F(z,y,7))
where, |F(z,y,7)| is the magnitude of the Fourier transform and ¢(z,y, 7) is the phase
angle.

F(z,y,7) is a three dimensional signal with two dimensions of spatial information

(u,v) and one dimension of temporal frequency information (7).
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Fig. 6.1 and Fig. 6.2 give an example of three consecutive frames and the frequency
magnitude after 1D DFT along temporal direction, respectively. In the temporal fre-
quency frames, all the spatial information remains and is partially cumulate in each
frame. The temporal frequency information is also shown in each frame to indicate the
fast or slow temporal motion. The fast moving parts are much more blurring than the

slow moving parts.

6.2 1D projection

As mentioned in Section 2.3 in Chapter 2, the Radon transform generates with a collec-
tion of projections along various direction [31]. In our case, 1D projection along vertical
direction is used during Radon transform with an angle v equal to 0, to transfer a frame

into an one dimensional array, as expressed as follows:

i

Gz, 7) =) Flr,y,7) (6.6)

Y

I
=)

where, F(z,y,7) is the 7/" frame in the temporal frequency domain, with a size of
MxN. G(z,7) is the 1D projection of F(x,y, ) along the vertical direction (y direc-

tion). G(z,7) is an one dimensional array with a length of M.

6.3 Implementation strategies

In this section, we will explain some important implementation strategies for our video
watermarking algorithm in order to be robust against RST attacks and H.264 compres-

sion.
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6.3.1 Video compression and watermark location selection

Video frames are considered as three dimensional information, which includes two di-
mensional spatial information and one dimensional temporal information. Therefore,
we have to deal with spatial redundancy as well as temporal redundancy during video
compression. Video compression is a combination of image compression and motion
compensation.

In order to reduce the spatial redundancy in image compression, the DCT and
quantization are used, such as, in JPEG and MPEG. The frequency coefficients obtained
from the DCT are quantized by dividing by a quantization factor in the quantization
table to get the quantized coefficients. These quantized coefficients are zeros for most
of high frequency coefficients and only a few non-zero coefficients remain for low and
middle frequency ones. Therefore, generally speaking, the quantization process is a
low-pass filtering process, which removes high frequencies and keeps low frequencies.

To reduce the temporal redundancy, motion estimation and motion compensation
are applied in most video compression algorithms. Within a series of frames in one
scene, most parts are same except for some motion pixels. Only the changes or differ-
ences among those frames are encoded. Generally speaking, to remove temporal redun-
dancy is a high-pass filtering process. Video compression removes still parts which have
low temporal frequency and encodes the motion parts which have the high temporal
frequency.

In general, all block based video compressions, MPEG-2, MPEG-4 and H.264, follow
the same rule, which is removing high spatial frequencies and low temporal frequencies
as much as possible. H.264 has the most efficient methods to fulfill this requirement
among three of mentioned video compression standards. From the features of H.264,

we can conclude that H.264 has much more efficiency on inter-picture prediction than
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MPEG-2 and MPEG-4. With the use of H.264, more temporal redundancies are re-
moved and up to 50% of bit rate could be saved [40].

These analysis give us some ideas for perfect watermark location - some places that
have low or middle spatial frequency and high temporal frequency are the safest loca-
tions for watermark embedding against video compression. High temporal frequency
locations are more important for watermark embedding. As a result, we introduce the
1D DFT along temporal direction which could give us a clear way to find the high tem-
poral frequencies in our novel video watermarking algorithm, which will be explained

in Section 6.3.4.

6.3.2 Vertical line embedding for robustness to RST attacks

As we mentioned in Section 6.3.1, video compression is one of most important attacks
to a video watermarking algorithm. Similar to compression, noise addition, filtering,
and frame loss are the attacks, which will not change the watermark locations, but
will weaken the watermark strength. For these kinds of attacks, we do not need to
conduct re-synchronization. However, there are some other attacks, which do distort
the watermark locations in a linear or non-linear way. These attacks include geometrical
attack, such as, rotation, scaling, translation (RST). To deal with these attacks, re-
synchronization is necessary.

Rotation, scaling and translation attacks are the most challenging attacks for image
watermarking algorithms. In case of video, rotation could happen but in very slight
angles; scaling could be explained as frame aspect ratio changes; translation is the pixel
translation of each frame.

To deal with these attacks, there are different methods [1][5][68][29] for image wa-

termarking. For video watermarking, we also want to re-synchronize the RST attacked
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video to find the RST parameters or some other RST related properties. The Radon
transform in the vertical direction of the target frame has tight relationship with geo-
metrical transformation, such as, rotation, scaling and translation. The proposed video
watermarking algorithm utilizes these properties to deal with RST attacks. The gradi-
ent of the Radon transform during the watermark extraction enhances the stability of

similarity measurement.

6.3.3 Embedding method optimization based on fidelity eval-

uation
6.3.3.1 Fidelity evaluation method

First, we introduce two video quality evaluation methods. Peak Signal to Noise Ratio
(PSNR) is a well known objective measurement method. The structural Similarity
based quality measurement (SSIM) is recently created by Wang et. al. [7].

The PSNR is defined as:

Pma:r

where, P,,., is the maximum intensity value of the video signal. For 8-bit image,
Proe = 255. MSFE is the mean squared error. However, it is not very well matched to
perceived visual quality [111].

SSIM - Structural Similarity based quality measurement is a more direct measure-
ment way to compare the structures of the reference and the degraded signals [7].
It is closer to human visual system (HVS). The similarity measurement is combined

with three components, Luminance comparison [(z, y), Contrast comparison ¢(z, y) and
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Structure comparison s(z,y):

SSIM (x,y) = f(l(x,y), c(x,y), s(x,y)) (6.8)

where, f(.) is the combination function. As a result, the similarity metric between two

non-negative image signals = and y of common size N x N is:

(2papty + 1) (204 + c2)

SSIM(z,y) = 6.9
(z.9) (12 + p2 +c1)(02 + 02 + c2) (6.9)
where, p, and p, are the mean intensity of  and y, respectively:
1 N
He = 7N 2.i=1Ti
N ZNl (6.10)
Hy = % D1 Yi
o2 and o, are the variance of  and y, respectively:
02 = LSV (1 — py)?
N Z’; ) (6.11)
oy = w1 i (U — )
0y is the covariance of x and y:
;N
Toy = N1 Z(% — ) (Yi — Hy) (6.12)
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c1 and ¢ are two variables to stabilize the division with weak denominator:

ci = (KL)?

L= (Kl 619
Cop = (K2L>2

where, K; < 1 and Ky < 1, and L is the dynamic range of the pixel values (255 for

8-bit image). The maximum index of SSIM is 1, which means two blocks are exactly

the same.

6.3.3.2 Optimization of watermark embedding

We embed watermark pattern in each vertical line of the target frames in the 1D
DFT domain of the original video clip. Each pixel of the embedding vertical lines
of the selected frame is replaced by the average watermark value. We call it average

embedding method as follows:

w(u)5  w(x)#0
F(z,y,7) w(x)=0

M(u,v, 1) = (6.14)

where, M (x,y,7) represents the pixel value after watermarking; F'(z,y,7) is the
original value before watermarking in the temporal frequency domain; w(z) is the
watermark value at the horizontal position u; N is the vertical size of the target frame;
and « is the watermark embedding strength.

By carefully selecting the embedding strength, we can make the balance of the fi-
delity of watermarked video and robustness to various attacks according to the objective
video quality evaluation method PSNR. However, SSIM does not give the homogeneous

results as PSNR. Fig. 6.4 shows that the highest points for PSNR and SSIM are not
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matching with the same embedding strength. The best quality indication based on
PSNR is with the embedding strength of 0.8, while it is 0.3 based on SSIM. In the
other words, the best quality indication for PSNR and SSIM has the big difference.
Therefore, we need to optimize our embedding method to get the matching point that
the objective and subject method has the similar evaluation results.

Base on the idea above, we improve our embedding by using proportional embedding

method, as follows:

M(QJ y 7_) _ w(z)'ﬁ'F(l;ayﬂ—) w(:v) 7é 0 (615)
- F(z,y,7) w(x) =0

where, G(z, 7) is the 1D projection of F'(x,y, T) along the vertical direction (v direction)
and is an one dimensional array with a length of M; M is the horizontal size of the
target video frame. Fig. 6.5 shows that PSNR and SSIM agree to each other for the

best embedding strength under proportional embedding method.
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Figure 6.4: PSNR vs. SSIM with average embedding method.
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Figure 6.5: PSNR vs. SSIM with proportional embedding method.

(a) Average embedding method. (b) Proportional embedding method.

Figure 6.6: Average and proportional embedding methods.



Chapter 6. Video watermarking based on 1D DFT and 1D projection 139

Fig. 6.6 shows the watermarked frame after two different embedding methods.
The proportional embedding method does not change the frequency distribution in the
target frame significantly, shown in (b). It helps to keep the fidelity of the watermarked

video better than average embedding method, shown in (a).

6.3.4 1D DFT along temporal direction and watermark em-

bedding

Applying the 1D DFT along temporal direction to a GOP keeps the spatial information
and gathers temporal frequency information within one group of frames. The number
of frames is the same as that of the original GOP. There is one DC frame that contains
no temporal movement. Because of the symmetrical property of the DFT, the left and
right frames symmetrical to the DC frame are the same. These frames are named AC
frames with non-zero temporal frequency within them. Normally, these AC frames are
the target frames for watermark embedding. In order to be able to transform back to get
real video frames, symmetric AC frames have to be chosen for watermark embedding.
The two symmetrical frames with the highest frequency are the pair of frames farthest
from the DC frame if we choose even number of frames as a GOP, and carries the
information about fast movement in the temporal direction.

Assume we define that there are T frames in one GOP, where T can be odd or
even. f(z,y,t),t € (0,---,T—1) are all frames in the spatial domain in one GOP.
F(z,y,7),7 € (0,---,T—1) are all frames in temporal frequency domain in the same
GOP. F(z,y,0) represents the DC frame in the temporal frequency domain. G(z, ) is
the Radon transform (1D projection along vertical direction) of the selected frame in the

temporal frequency domain for watermark embedding. « is the watermark embedding
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strength. We choose two symmetrical frames from the AC frames. According to our
calculation, the relationship between the watermarked frame and the original frame in

the temporal frequency domain can be explained as follows:

e If embed watermark in frame pair F(x,y,1) and F(x,y, T—1):

fla,y,t) = flz,y,t)(1 + %@’T)(w LT 4y - B2 ) (6.16)

e If embed watermark in frame pair F(x,y,2) and F(x,y, T—2):

Py t) = Sy 00+ g w2 i w 275) - (61)

e If embed watermark in frame pair F(z,v, %) and F(x,y, %) and when T is
odd:
(U) A ejQﬂ%t - ej27r%t)) (618)

£ t) = Fwy 00+ g

or, if embed watermark in frame F(z,y, £ + 1) and when 7 is even:

(6] iop T+2
[y, )" = S, )+ g (0 ) (6.19)
where, f(x,y,t) and f(x,y,t)" are respectively the original and watermarked frame in
spatial domain, and w is the watermark pattern.

According to above equations, no matter which AC frames are used to embed wa-

termark pattern, the first frame in each GOP (I-frame) will be modified the most after
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watermark embedding, shown in the following equation:

a-a-w

0) = 01+ =————~ 6.20

[, y,0) = f(z,y,0)( +T.G(LT)) (6.20)

where, a is 1 when one frame in the temporal frequency domain is used for embedding;
and a is 2 when two symmetrical frames in the temporal frequency domain are used for
embedding. All other frames in the GOP will be also effected but the modification will

be smaller.

(a) A video frame in spatial domain rotated 5°. (b) Watermarked video frame in 1D DFT domain
corresponding to (a).

Figure 6.7: Original and watermarked frame in a rotated video.

6.3.5 Robustness to RST attacks

For rotation, the rotation angle is also the angle between the Radon transform of the
rotated frame and the original frame. Rotation for a video clip is always very slight,
probably smaller than 5°. Fig. 6.7 (a) shows an original frame from a video slightly
rotated with 5°. Fig. 6.7 (b) is the watermarked frame in the 1D DFT domain of

a rotated video corresponding to the frame showed in Fig. 6.7 (a). It is reasonable
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(a) A video frame in spatial domain with aspect ratio (b) Watermarked video frame in 1D DFT domain
changed to 16:9 from 11:9. corresponding to (a).

Figure 6.8: Original and watermarked frame in an aspect-ratio-changed video.

to exhaustively rotate it back with 1° or smaller each step depending on applications.
After each “rotation-back”, we calculate the similarity between the gradient of the
Radon transform of the watermarked frame and the original watermark to search if the
watermark pattern exists.

Scaling for video can be frame aspect ratio changes. After frame aspect ratio
changes, the watermark location is moved as well. To re-synchronize is always a chal-
lenging problem. In our algorithm, the Radon transform and its gradient of the wa-
termarked frame will stretch or shrink as well according to the aspect ratio change.
Scaling in vertical direction will not destroy the synchronization of watermark, al-
though it may change the watermark strength. However, scaling in horizontal direction
will de-synchronize the watermark. In the proposed scheme, the gradient of the Radon
transform of the watermarked frame, mentioned in Section 6.5, indicates clearly the
location of the watermark pattern. Fig. 6.8 (a) shows a frame within a video clip with
frame aspect ratio changed to 16:9 from the original 11:9. The frame with aspect-ratio
change is obtained by interpolation. Fig. 6.8 (b) shows the watermarked frame ex-
tracted from the video corresponding to Fig. 6.8 (a). Fig. 6.9 (a) presents the Radon

transform of the watermarked frame in Fig. 6.8 (b); while Fig. 6.9 (b) shows the gra-
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Figure 6.9: Radon transform of the watermarked frame after frame aspect ratio
changes (a) and its gradient (b).

dient of the Radon transform in Fig. 6.9 (a). Each peak in the vector of the gradient
indicates the location of a watermark data. After extracting the watermark pattern at
the peak locations, we calculate the similarity to evaluate the possibility of watermark
existence. Therefore, the proposed algorithm could self-synchronize after aspect ratio
changes.

Pixel translation for video frames is another attack to destroy synchronization for
watermark location. The starting point for watermark pattern will be shifted due to the
translation of a video clip. Fig. 6.10 (a) shows a frame from a translated video, which
has been translated 50 pixels to the right. Fig. 6.10 (b) is the watermarked frame in the
temporal frequency domain. The start point of watermark sequence has been shifted
in the Radon transform. As mentioned before, there are always sharp values which are
our watermark values. We can use the gradient of the Radon transform to find out the
locations of the watermark values. After picking up the watermark values, we need to

find out the start point, in other words, to do the re-synchronization. Fig. 6.11 (a)
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(a) A video frame in spatial domain translated 50 pixels (b) Watermarked video frame in 1D DFT domain
to the right. corresponding to (a).

Figure 6.10: Original and watermarked frame in a translated video.

shows the retrieved watermark sequence from the Radon transform of the watermarked
frame. Fig. 6.11 (b) shows the original watermark sequence. In this case, we use
filter to locate the watermark position. Many traditional filters, such as, the classical
matched filter, amplitude-only filter, inverse filter, phase-only filter and binary phase-
only filter can be chosen. However, none of them works well for our matching. Only
the phase-only filtering method, which has been proposed in our papers [47][100], could
give us a sharp peak to indicate the matching value. The filtering process is described

as follows:

R =IFFT[Fy(u,v) - G(u,v)] (6.21)

where

Fy(z,y) = e I0r@v) (6.22)
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Figure 6.11: Re-synchronization of the watermark sequence for the translated video.

Fig. 6.11 (c) presents the matching results between the extracted watermark value
and the original watermark pattern.
After re-synchronization, the similarity calculation between the retrieved and orig-

inal watermark array could show if the watermark exists or not.
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6.3.6 Minimum requirements for the target video

According to video compression analysis in Section 6.3.1, we embed watermark in the
high frequencies of the temporal frequency domain. If we modify too much information
in this domain, it will degrade the quality of the watermarked video. There is a trade-
off between watermark embedding strength and the quality of the watermarked video.
The watermark embedding strength depends on the pixel values in the high frequency
frame in the temporal frequency domain. In other words, it depends on the amount
of moving portions existing in the target video. The more the moving portions in the
target video, the higher the watermarking strength could be. Therefore, if in one GOP,
all the frames are the same without any change, no watermark could be embedded.

In our algorithm, we automatically control the embedding strength in each GOP
according to the pixel values of the high frequency frame in the temporal frequency
domain. As the result, the average PSNR of all the watermarked videos have been
controlled to be around 35 dB, which is considered to be of very good fidelity. Normally,
we consider a good quality of a watermarked image with PSNR of 40 dB. In case of
watermarked video, human eyes could not catch every details in the moving frames.
The watermark is still invisible even with the lower PSNR around 35 dB for video
applications. The original frame and the watermarked frame for one of our target

videos are shown in Fig. 6.13.

6.4 Watermark embedding

We embed the watermark pattern into the luminance component because human vi-
sual system is more sensitive to luminance than the color and the chrominance are

subsampled to the lower rate during compression.
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(a) First frame of video “Mobile”. (b) First frame of watermarked video “Mobile”.

Figure 6.13: Original and watermarked frame.

In this algorithm, we try to hide a sequence of random numbers into the temporal
frequency domain of a video clip. We generate watermark pattern as random positive
numbers. It could be any information which is intended to be hidden into the video
contents.

We divide a video sequence into groups of pictures (GOP). Then, we apply the 1D
DFT to each of GOP to transform it into the temporal frequency domain. In this
domain, the spatial information remains and the temporal frequency information is
obtained. The DC frame is the one with all spatial information and zero temporal
frequency information of the whole GOP. From mathematic point of view, it is just the
summation of all the frames in one GOP in the spatial domain. The AC frames refer to
the ones which have different temporal frequency information. In our implementation,
we choose two symmetrical AC frames furthest from the DC frame as our watermark
embedding location. The embedding strength is adaptive to the target video in order to
keep the quality of the watermarked video. Depending on the payload, more embedding

frames can be considered to meet the requirement.



Chapter 6. Video watermarking based on 1D DFT and 1D projection 149

The watermark embedding procedure consists of the following steps, as shown in

Fig. 6.12:

1. Divide the original video into groups of pictures (GOP) with a fixed number of

frames.

2. Compute the 1D DFT along the temporal direction of each GOP. Choose two

symmetric AC frames for watermark embedding.

3. Generate a random sequence of a fixed length by using a pseudo random gen-
erator, which is a spread spectrum consisting of positive values. Here, in our

implementation, we generate 64 random numbers.

Then, we spread the generated random numbers into watermark pattern w by
zero-padding in the between of the generated random numbers. The length of w

equals the horizontal width of target video frame.
4. Apply 1D projection to the chosen frame.

5. Embed the watermark pattern directly into the target frame (7) by using the

proportional embedding method.

Please note we directly embed watermark in the temporal frequency domain
(F(z,y,7)) instead of 1D projection domain (G(x, 7)) by using Equ. (6.15).
However, this embedding method produces an affect of embedding watermark in

the 1D projection domain, to the watermark extraction process.

6. Finally apply the inverse 1D DFT with the modified magnitudes and the original
phases of the luminance component. Then, convert this component back together

with other two components to get the watermarked video.
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During the embedding process, the key points are the watermark embedding loca-
tion and strength. The fidelity of the watermarked video depends on the embedding
strength. Fig. 6.3 shows the unwatermarked and watermarked frame in the temporal
frequency domain. Note that after the inverse 1D DFT, the watermark is invisible in
the watermarked video in the spatial domain. Fig. 6.13 shows an original frame from
video “Mobile” and its corresponding watermarked frame with a PSNR of 35.7357 dB.
The watermark is invisible in spatial domain although it is visible in temporal frequency

domain, as shown in Fig. 6.3 and Fig. 6.13.

6.5 Watermark extraction

To the watermark extraction process, available are the watermarked video that may or
may not suffered from attacks, and the watermark key. The procedure of watermark

extraction consists of the following steps, as shown in Fig. 6.14:

1. Divide the watermarked video into groups of pictures (GOP) with the same num-

ber of frames each as the embedding procedure.

2. Apply the 1D DFT to each GOP. Select the same frames as embedding procedure

for watermark detection.

3. Apply 1D projection to this frame (7) to get an array G'(u, 7). Fig. 6.15 (a)
displays the Radon transform of the watermarked frame in Fig. 6.3 (b). This
watermarked frame has not undergone any attack. The watermark location can

be detected by the sharp low or high values in the 1D projection domain.

4. Calculate the gradient of the 1D projection. The gradient of a scalar function

G’ (u, 7) with respect to a vector variable u = (uq,- -, u,) is represented by VG'.
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Figure 6.15: Radon transform of the watermarked frame in Fig. 6.3 (b) and its
gradient.

It is defined to be the vector field whose components are the partial derivatives

of G’ as follows:

oG oa
a’LL17 78un

VG = ( (6.23)

where,
oG’ - G'(uiy1,7) — G'(wi, T) (6.24)
ou; Uit+1 — Uy .

Fig. 6.15 (b) shows the gradient of the 1D projection in Fig. 6.15 (a).

Generate the pseudo random watermark sequence w with the same key as in the

embedding process.

Calculate the gradient of the generated watermark sequences by using Equ. (6.23)
and Equ. (6.24).

7. Calculate the normalized correlation between the gradient of the 1D projection
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of the watermarked frame and the gradient of the generated watermark sequence
with Equ. (6.25). If the value of similarity is larger than the threshold, the
watermark is successfully extracted. Otherwise, the watermark does not exist or

we fail to detect it.

, VG x VwT
sim = (6.25)
V (VG x VGT)(Vw x VuT)

where, VG’ and Vw are, respectively, the gradient of the 1D projection of the

watermarked frame and the gradient of the generated watermark sequence.

6.6 Experimental results and evaluation

In this section, we will illustrate the performance of the proposed algorithm. The target
videos we tested for our algorithm are shown in Fig. 4.8. We use 5 test videos, and
their sizes are shown in Table 6.1. In Table 6.1, “T” and “R” respectively represent

translation and rotation.

6.6.1 Fidelity

We use PSNR as an objective method to check the fidelity of the watermarked video.
We compute PSNR for the luminance component of each frame between the original
video and the watermarked video and average all the values to get the objective PSNR.
The PSNR for each watermarked video is shown in Table 6.1. Human eyes could not
recognize the difference between the original video and the watermarked video under
these PSNR’s. The average PSNR for a video would be a bit lower than the image

since human eyes could not catch every motion details.
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Table 6.1: Similarity values for target videos
Mobile Football Table tennis Foreman Garden
352 x 288 (CIF) 352 x 240 (SIF) 352 x 240 (SIF) 352 x 288 (CIF) 352 x 240 (SIF)
Mark | No mark Mark | No mark Mark | No Mark Mark | No Mark Mark | No Mark
PSNR | 35.2322 - 35.5779 - 35.7389 - 35.2744 - 35.9799 -
T 0.7323 0.0015 0.7142 0.0098 0.6769 -0.0084 0.8061 0.0025 0.6580 0.0189
Aspect
to 4/3 0.7439 -0.0060 0.7477 -0.0181 0.7708 -0.0077 0.7621 -0.0029 0.7000 -0.0080
11/9 - - 0.7555 -0.0168 0.7688 -0.0092 - - 0.7014 -0.0084
16/9 0.6693 -0.0052 0.6872 0.0006 0.6902 -0.0082 0.6974 -0.0028 0.6213 -0.0081
Swap 0.6524 -0.0151 0.6866 0.0287 0.7224 -0.0454 0.7720 -0.0186 0.6154 -0.0149
Loss 0.7377 0.0120 0.7522 -0.0121 0.7660 -0.0072 0.7615 0.0137 0.7003 -0.0102
LP 0.6270 0.0134 0.5870 -0.0196 0.5685 0.0128 0.5725 -0.0067 0.5569 -0.0692
Light 0.7421 0.0008 0.7555 -0.0168 0.6335 0.0013 0.7612 -0.0029 0.6528 -0.0054
H 0.7444 -0.0059 0.7257 -0.0730 0.6960 -0.0407 0.7701 -0.0111 0.6998 -0.0221
R 0° 0.7421 0.0008 0.7540 -0.0168 0.7702 0.0013 0.7612 -0.0029 0.7054 -0.0054
1° 0.7331 -0.0001 0.7403 -0.0309 0.7597 0.0003 0.7536 -0.0033 0.6954 -0.006
2° 0.7320 0.0013 0.7400 -0.0221 0.7549 0.0011 0.7533 -0.0022 0.6938 -0.013
3° 0.7327 0.0008 0.7393 -0.0163 0.7538 0.0020 0.7489 -0.0036 0.6936 -0.0109
4° 0.7301 0.0020 0.7346 -0.0162 0.7516 0.0012 0.7448 -0.0028 0.6952 -0.0029
5° 0.7319 0.0033 0.7382 -0.0146 0.7478 0.0010 0.7439 -0.0028 0.6978 -0.0137
10° 0.7313 -0.0022 0.7060 0.0048 0.6948 0.0013 0.7320 -0.0033 0.7439 -0.0026
15° 0.7238 0.0025 0.7217 0.0116 0.6814 0.0046 0.7174 0.0007 0.7309 -0.0202
20° 0.7241 -0.0083 0.7108 0.0056 0.6914 -0.0002 0.7149 -0.0033 0.7303 -0.0079
25° 0.7135 -0.0053 0.7183 0.0139 0.6679 0.0012 0.7071 -0.0027 0.7240 -0.0102
30° 0.7034 0.0002 0.7236 0.0012 0.6605 0.0081 0.6863 -0.0047 0.6995 -0.0081
35° 0.7008 -0.0067 0.7231 0.0043 0.6753 0.0050 0.6836 -0.0014 0.6969 -0.0076
40° 0.6920 -0.0001 0.7234 0.0129 0.6690 -0.0001 0.6774 -0.0005 0.6894 -0.0096
45° 0.6846 -0.0112 0.7073 0.0026 0.6686 0.0052 0.6826 -0.0024 0.6963 -0.0006

6.6.2 Threshold

Since we use normalized correlation as the detection measure, two methods estimate
the false positive probability [112]. The threshold 7' can be set according to proper
false positive probability.

The first method is the approximate Gaussian method as follows:

—(z=mq)?

2002 dr = Q(M

PGau - ) (626)

1 o
V2Toyg /T ‘

where, mean mg of the watermark sequence is zero because it is noise-like signal and

0o

uncorrelated to the original frame. oy = 1/4/n is the standard deviation and n is the

length of the watermark sequence. T is the threshold, and @) is the complementary
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error function (erfc) and is defined as

—(2)?

Q(X):\/%_W/Xme 2 da (6.27)

This method models the distribution of normalized correlations as a Gaussian. With

relatively low thresholds, this method is quite accurate. However, with higher thresh-
olds, it shows overestimating the probability of false detections [112].
We choose the second method, developed by Miller et. al. [112]. The probability of

a false detection is given by

Inf2(Ta)
Py, = ———= 6.28
frp 21'”_2(%) ( )
where,
T, = cos™'T (6.29)

1;(0) = /09 sin®(u)du (6.30)
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Figure 6.16: False positive probability estimation by Miller’s method and approxi-
mate Gaussian method with the length of watermark sequence of 64.
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False positive probability estimation by Miller’'s method and approximate Gaussian
method is illustrated in Fig. 6.16. According to Miller’s method, if the threshold is set
to 0.4, 0.5 or 0.6, the false positive probability is 4.85 x 1074, 1.13 x 107°, or 6.45 x 1078,
The higher the threshold is set, the smaller the probability of the false positive error
will happen. We set our threshold as 0.5 according to our experimental results, for

which the false positive probability of 1.13 x 107 is achieved.

6.6.3 Rotation with cropping

Normally, the rotation is very slight for video signals. The rotation angles are not
more than 5°. Table 6.1 shows the experimental results for rotated watermarked and
unwatermarked videos. In this table, “Mark” means the results for watermarked videos
and “No mark” means the results for unwatermarked videos. In this table, we show
the rotated angles up to 45°. The similarity values for watermarked video is much
higher than the one for unwatermarked video. For very slight rotation up to 5°, the
similarity values for watermarked video is much higher than the one for unwatermarked
video. Even up to 45°, the similarity values for watermarked video and the values for
unwatermarked video still can be successfully separated. Table 6.1 suggests that the

proposed algorithm is very robust to rotation.

6.6.4 Translation

Translation is another attack which needs re-synchronization. The results for transla-
tion are shown in Table 6.1. No matter how many pixels the watermarked video is trans-
lated, the similarity results for watermarked video are the same after re-synchronization.

The phase-only filtering method can correctly find out the translation parameters.
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6.6.5 Frame aspect ratio changes

Frame aspect ratio changes convert the size of the target video signal, similar to scaling
for image processing. Here, we consider three popular frame aspect ratios, 4/3, 11/9,
and 16/9. Different aspect ratios have been applied to the target video signals than
their original ratio. The results are also shown in Table 6.1. In Table 6.1, “Aspect
to X” means changing the original aspect ratio to X. The similarities for watermarked

video are always much higher than the ones for unwatermarked video.

6.6.6 Frame swapping

Frame swapping means switching the order of frames randomly within one GOP. How-
ever, too many frame swaps will degrade video quality. Therefore, we swap frames only
once during our experiments. Within one GOP, there is not significant changes among
pictures. One swap does not bring too much difference in temporal frequency domain.
Our algorithm is robust against the frame swapping according to the experimental

results in row “Swap” of Table 6.1.

6.6.7 Frame loss

In this experiment, we drop one frame, and borrow one frame from the next GOP. As
shown in row “Loss” in Table 6.1, we can clearly differentiate the watermarked video

and the unwatermarked video.

6.6.8 Spatial filtering

As shown in row “LP” of Table 6.1, our algorithm is also robust to Gaussian noise

addition with variance of 0.001 and Wiener low pass filtering process.
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6.6.9 Light changing

The row “Light” in Table 6.1 shows that our algorithm is also robust to light change.
In the table, the original frames are brightened by adding 50 to the gray scale values

of the luminance component of each pixel.

6.6.10 Histogram equalization

Histogram equalization is used to spread out the most frequent intensity values and
increase the image contrast. We apply histogram equalization to the target videos and
the simulation results are shown our algorithm is robust to this attack in Table 6.1 in

the row “H”.

Table 6.2: Experimental results for MPEG-2 compression

Mobile Football Table tennis Foreman Garden
Mark [ No mark | Mark | No mark | Mark | No Mark | Mark [ No Mark | Mark [ No Mark
PSNR
Y (dB) 18.62 19.35 21.31 21.66 22.16 21.04 22.13 23.01 17.66 18.09

U (dB) 24.70 25.49 27.68 28.59 33.80 33.20 32.88 32.92 23.41 24.74

V (dB) 23.89 24.87 32.52 33.65 28.07 28.01 31.28 32.55 27.10 28.94

Bitrate
(kbps) 200 200 200 200 200 200 200 200 335 335

MPEG-2 | 0.5622 0.2046 0.6048 0.0809 0.5249 0.1480 0.5448 0.2642 0.5210 0.2087

Table 6.3: Experimental results for H.264 compression

Mobile Football Table tennis Foreman Garden
Mark [ No mark | Mark [ No mark [ Mark [ No Mark | Mark [ No Mark | Mark [ No Mark

PSNR
Y (dB) 26.33 27.54 26.29 27.94 27.68 28.90 34.29 35.09 27.36 27.90

U (dB) 33.60 34.79 33.52 34.23 37.67 38.62 39.82 39.92 33.58 33.70

V (dB) 33.40 34.77 35.79 36.95 36.32 37.25 42.65 42.56 33.58 33.89

Bitrate
(kbps) 569 665 372 480 180 230 331 399 586 702

H.264 | 0.5554 0.1314 0.5589 -0.0695 0.5463 0.1878 0.5167 0.0327 0.5102 0.1067
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6.6.11 MPEG-2 compression

Table 6.2 shows the simulation results for MPEG-2 compression. Our algorithm could
be robust to MPEG-2 with the bit rate as low as 200 kbps which represents bad quality.
PSNRs in this table show the quality after MPEG-2 compression. Lower PSNR means
worse quality because more redundant information is removed by the compression al-

gorithm.

6.6.12 H.264 compression

Table 6.3 shows the simulation results for H.264 compression. This table first illustrates
that H.264 provides more efficient compression than MPEG-2. For example, for video
“Table — tennis”, the quality (PSNR of 27.68 dB) after H.264 compression with lower
bit rates (180 kbps) is better than the quality (PSNR of 22.61 dB) after MPEG-2 com-
pression with higher bit rates (200 kbps). Second, this table shows that our algorithm
is robust to H.264 compression with low bit rates. Third, for the same video, in order to
get the similar detection results for the watermarked video after MPEG-2 compression
and H.264 compression, we have to use H.264 encoded watermarked video with the
better quality (higher PSNR) than MPEG-2 encoded video. It approves that H.264 is
the more efficient compression standard and removes more redundant information than

MPEG-2.

6.6.13 Combinational attacks

It is difficult for video watermarking algorithms to resist camera-capturing attack which
can be considered as the combination of noise addition, RST transform, lighting change,

compression, etc. In this section, to simulate camera-capturing attack, we apply the
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Table 6.4: Experimental results for combinational attacks (RST and MPEG-2)

Mobile Football Table tennis Foreman Garden
Mark [ No mark | Mark | No mark | Mark [ No Mark | Mark [ No Mark | Mark [ No Mark

PSNR
Y (dB) 20.85 20.91 23.40 24.30 25.32 26.51 28.10 29.01 21.68 22.54

U (dB) 27.20 26.23 29.11 29.65 33.84 34.85 34.24 35.22 25.63 26.31

V (dB) 26.73 26.09 32.76 33.76 30.59 31.28 34.52 35.65 29.06 30.43

Bitrate
(kbps) 1200 1200 975 975 1000 1000 1400 1400 2300 2300

R 0° | 0.5724 0.0858 0.6036 0.0128 0.6109 0.0995 0.5760 0.0340 0.5928 0.0052

1° | 0.5416 0.0727 0.5696 -0.0238 0.6019 0.0970 0.5506 0.0329 0.5604 0.0079

2° | 0.5300 0.0740 0.5712 -0.0146 0.5389 0.0807 0.5471 0.0313 0.5421 0.0093

3° | 0.5237 0.0788 0.5403 -0.0128 0.5547 0.0862 0.5326 0.0323 0.5369 0.0090

4° | 0.5233 0.0876 0.5347 -0.0076 0.5464 0.0818 0.5301 0.0341 0.5405 0.0051

5° | 0.5173 0.0729 0.5379 -0.0088 0.5589 0.0855 0.5279 0.0325 0.5394 0.0119

6° | 0.5210 0.0705 0.5336 -0.0046 0.5455 0.0798 0.5256 0.0088 0.5373 0.0084

7° | 0.5114 0.0726 0.5364 -0.0045 0.5432 0.0877 0.5126 0.0067 0.5366 0.0215

8° | 0.5102 0.0803 0.5367 -0.0028 0.5338 0.0913 0.5121 0.0092 0.5314 0.0140

9° | 0.5013 0.0549 0.5402 0.0013 0.5377 0.0720 0.5062 0.0110 0.5244 0.0154

10° | 0.5022 0.0701 0.5275 -0.0055 0.5407 0.0740 0.5035 0.0094 0.5335 0.0182

following combined attacks — MPEG2 or H.264 compression, Gaussian noise, rotation,
aspect ratio change, translation, lighting change — to the target videos. The simulation
results are shown in Table 6.4 and Table 6.5. In Table 6.4 and Table 6.5, “R” means
rotation.

The bit rates for MPEG-2 compression or H.264 compression we used here have to
be higher than the ones in Table 6.2 and Table 6.3 for compression alone. The variance
of the additive Gaussian noise is 0.001. Rotation angles are from 0° to 10°. The aspect
ratio changes are from the original to 16/9 for each target video. Translations are 20
pixels to the right. The light changing is to increase the luminance by 50.

Table 6.4 shows the simulation results for the combinational attacks including RST,
MPEG-2 compression, noise and lighting change. With normalized cross-correlation as
our detection method, changing the brightness of the target frames has no affect on
the simulation results. Therefore, increasing or decreasing the gray scale has the same

results for our algorithm. Table 6.5 shows the simulation results for the combination
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Table 6.5: Experimental results for combinational attacks (RST and H.264)

Mobile Football Table tennis Foreman Garden
Mark [ No mark | Mark | No mark | Mark [ No Mark | Mark [ No Mark | Mark [ No Mark

PSNR
Y (dB) 27.20 28.09 28.65 30.11 33.12 34.06 37.96 38.65 33.22 34.76

U (dB) 35.14 36.44 33.50 35.20 39.77 39.92 42.04 43.43 35.14 36.52

V (dB) 34.76 35.92 35.15 36.95 39.09 40.06 45.28 46.74 35.66 36.92

Bitrate
(kbps) 1114 1231 908 1125 917 1084 835 965 1839 1903

R 0° | 0.6449 -0.0016 0.6288 -0.0052 0.6135 0.0115 0.6230 0.0096 0.5950 -0.0072

1° | 0.6103 -0.0044 0.5747 -0.0033 0.5767 0.0125 0.5893 0.0088 0.5525 -0.0105

2° | 0.5989 -0.0045 0.5905 -0.0412 0.5530 0.0031 0.5909 0.0067 0.5428 -0.0037

3° | 0.5991 -0.0100 0.5692 -0.0311 0.5538 0.0059 0.5472 0.0092 0.5480 0.0001

4° | 0.5856 -0.0027 0.5613 -0.0302 0.5383 0.0079 0.5461 0.0110 0.5346 -0.0064

5° | 0.5859 -0.0014 0.5676 -0.0302 0.5391 0.0057 0.5495 0.0094 0.5356 0.0040

6° | 0.5830 -0.0136 0.5641 -0.0293 0.5339 0.0104 0.5401 0.0088 0.5102 0.0061

7° | 0.5880 -0.0076 0.5693 -0.0336 0.5334 0.0108 0.5345 0.0098 0.5000 0.0077

8° | 0.5861 -0.0177 0.5669 -0.0277 0.5194 0.0081 0.5353 0.0110 0.5080 -0.0061

9° | 0.5826 -0.0054 0.5724 -0.0273 0.5230 0.0105 0.5330 0.0083 0.5235 -0.0012

10° | 0.5891 -0.0046 0.5604 -0.0198 0.5254 0.0153 0.5275 0.0093 0.5249 0.0088

attacks including RST, H.264 compression, noise and lighting change. Both Table 6.4
and Table 6.5 show that there are big and clear separations in the similarity results
between the watermarked videos and the unwatermarked videos. This demonstrates

that our algorithm is robust against the combinational attacks as mentioned above.

6.6.14 Performance comparison

In this section, we provide some discussions on our experimental results by comparing
to the two existing video watermarking algorithms [58][62] that are most related to
our algorithm. Lu’s and our algorithms use the normalized cross-correlation as the
detection measure while Wang’s algorithm calculates the average error rate to evaluate
the robustness against attacks.

Regarding the performance against RST attacks, we have given the experimental
results for rotations of up to 45° with cropping. For scaling, we have given the experi-

mental results for conversions among three typical aspect ratios. We also have given the
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experimental results for translations. All the normalized correlation values are above
around 0.6. In comparison, the normalized correlation value for Lu’s algorithm [58] is
0.23 for a rotation of 15°. The normalized correlation value for rescaling is 0.27. Wang’s
algorithm uses the bit error rate to measure the performance of watermark detection
[62]. The average error rate for Wang’s algorithm is 2.13% for slight rotations; and up
to 2% for downsizing to 0.7. For our algorithm, we used five different videos to verify
the robustness, and we did not find any failures for rotation, scaling and translation
attacks.

In Section 3.2.1, we review the algorithms robust to MPEG-2 compression. By using
error control coding (ECC), such as, BCH code or interleaving, researchers could in-
crease the robustness of their algorithms. One of the most advanced algorithm robust
to MPEG-2 compression was proposed by Shao et al. [52]. They could successfully
decode the watermark when MPEG-2 compression is down to 200 kbps without any
other attacks and 300 kbps + scaling to 50%. ECC can only work with binary water-
mark pattern, and cannot work with noise like watermark pattern, such as ours. Even
though, our algorithm also can be robust to MPEG-2 compression with bit rate of 200
kbps.

The video algorithms we reviewed in Section 3.2.3 all work within H.264 encoding
process. None of current video algorithms claim to be robust to both geometrical at-
tacks and H.264 compression. Our algorithm could robust to H.264 plus combinational
attacks with average PSNR of 32 dB after compression, which is a reasonable quality

for SIF or CIF video.



Chapter 7

Conclusions and future work

This thesis focused on video watermarking algorithms robust against geometric attacks
and video compressions. After introducing the general information and techniques of
video watermarking, we reviewed existing algorithms robust against geometric attacks
and analyzed the methods or techniques used by the recent video watermarking algo-
rithms to provide robustness against video compressions like MPEG-2, MPEG-4 and
H.264. The conclusions we drew from our review are, 1). geometric attacks are the big
challenge to video watermarking algorithms due to synchronization loss, and 2). H.264
is the most efficient video compression standard that can defeat video watermarking
algorithms due to its effective compression techniques. To the best of our knowledge,
no existing video watermarking algorithm claims to be robust to both RST attacks and
H.264 compression. Our motivation is to develop a blind video watermarking algorithm
to provide robustness against both RST attacks and H.264 compression.

We first extended our RST invariant image watermarking algorithm to I-frame of
each GOP of video signals to develop a robust video watermarking algorithms (LPM-

POF). This method is based on the log-polar mapping and our new phase-only filtering
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method. The key theory for this algorithm is that rotation and scaling of an image in
spatial domain converts to a horizontal and vertical translation in the log-polar domain
of Fourier magnitude of the target image. We use a matching template to find the em-
bedding location of watermark pattern for watermark detection. This method is very
robust to RST attacks, common signal processing and MPEG-2. However, it does not
work well for H.264 compression.

The LPMPOF algorithm can be used as a RST parameters detector to enhance the
robustness against geometric attacks for other video watermarking algorithms. The
DCTLSB algorithm is a semi-fragile video watermarking algorithm, which has a high
capacity and low robustness against geometric attacks. We integrate our LPMPOF
algorithm with it to improve its robustness against RST attacks and keep the high
capacity as well. A convolutional coding is used to improve the error bit rate.

Then, we proposed a novel video watermarking algorithm based on the 1D DFT
and Radon transform. The 1D DFT of a GOP provides an ideal domain, in which
both the spatial information and the temporal frequency information can be obtained.
We embed the watermark in the optimal selected area to avoid the locations with high
spatial frequency and low temporal frequency because these parts will be significantly
removed by compression processing. Finally, we choose frames with the highest tem-
poral frequency to embed the adaptive fence-shaped watermark pattern, which could
re-synchronize frames having undergone RST attacks and keep the fidelity of the wa-
termarked video. The I-frame of each GOP always has more watermark information
than other frames and this could improve the robustness to H.264 compression. The
gradient detection method significantly improves the similarity calculation. One of the
most important advantages of this video watermarking algorithm is its simplicity and

practicality.
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We mainly proposed two video watermark algorithms in this thesis. Each of them
has its own advantage and drawback. The first one, which is log-polar based, is very
robust against RST attacks. However, the robustness against H.264 compression is
weak. The second algorithm, which is 1D DFT based, is very robust against RST
attacks (although weaker than the first one) and H.264.

Attackers probably could remove the watermark by deleting the high frequency
frames in the temporal frequency domain. However, to remove high frequency frames
will significantly reduce the video quality. To improve the security of watermark could
be our future work. However, the current algorithm can be practically used for data
hiding in many applications such as video broadcasting, indexing, authentication, and
enhancement. In addition to improving security, we will also consider attacks such as

camera capturing and temporal sampling.
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