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Abstract

The application offloading problem for Mobile Cloud Computing aims at improving
the mobile user experience by leveraging the resources of the cloud. The execution of
the mobile application is offloaded to the cloud, saving energy at the mobile device or
speeding up the execution of the application. We improve the accuracy and performance
of application offloading solutions in three main directions. First, we propose a novel fine-
grained application model that supports complex module dependencies such as sequential,
conditional and parallel module executions. The model also allows for multiple offloading
decisions that are tailored towards the current application, network, or user contexts. As
a result, the model is more precise in capturing the structure of the application and sup-
ports more complex offloading solutions. Second, we propose three cost models, namely,
average-based, statistics-based and interval-based cost models, defined for the proposed
application model. The average-based approach models each module cost by the expected
cost value, and the expected cost of the entire application is estimated considering each of
the three module dependencies. The novel statistics-based cost model employs Cumulative
Distribution Function (CDFs) to represent the costs of the modules and of the mobile ap-
plication, which is estimated considering the cost and dependencies of the modules. This
cost model opens the doors for new statistics-based optimization functions and constraints
whereas the state of the art only support optimizations based on the average running cost
of the application. Furthermore, this cost model can be used to perform statistical analysis
of the performance of the application in different scenarios such as varying network data
rates. The last cost model, the interval-based, represents the module costs via intervals in
order to addresses the cost uncertainty while having lower requirements and computational
complexity than the statistics-based model. The cost of the application is estimated as an
expected maximum cost via a linear optimization function. Finally, we present offloading
decision algorithms for each cost model. For the average-based model, we present a fast
optimal dynamic programming algorithm. For the statistics-based model, we present anot-
her fast optimal dynamic programming algorithm for the scenario where the optimization
function meets specific properties. Finally, for the interval-based cost model, we present a
robust formulation that solves a linear number of linear optimization problems. Our eva-
luations verify the accuracy of the models and show higher cost savings for our solutions

when compared to the state of the art.
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Chapter 1

Introduction

Mobile Cloud Computing has attracted great research interest due to the astonishing in-
crease of the number of mobile users in recent years. In order to address the growing
expectations of mobile users, the mobile applications leverage cloud resources using incre-
asingly efficient network communication protocols. In this chapter, we present an overview
of Mobile Cloud Computing and the application offloading problem, followed by a discus-

sion of the motivation, main objectives and contributions of this work.

1.1 Mobile Cloud Computing and Application Offlo-
ading

The global net number of new mobile devices with advanced computing and multimedia
capabilities, and with a minimum of 3G connectivity, was 497 and 563 millions in 2014
and 2015, respectively [5,6]. This trend is expected to continue reaching 11.5 billion of
mobile devices by 2019 [5,6]. On the one hand, these devices have limited resources such
as battery capacity, CPU power and memory. This limitation is even more apparent when

compared to the amount of resources available as part of Cloud Computing (CC). On the
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other hand, the latest developments in network communication standards such as LTE,
have resulted in an increase of 20 percent of the speed of the cellular connection worldwide
in 2015 [6], and thus have brought the mobile device closer to cloud resources. These facts

make Mobile Cloud Computing both a great demand and a reality nowadays.

Mobile Cloud Computing aims at improving the experience of the mobile user by le-
veraging resources from the cloud. Using MCC, the user perceives more responsive mobile
applications, with lower energy footprint on the mobile device. These applications are also
able to access and process large data sets that are stored far from the mobile device, and

to cooperate with other mobile users to complete complex tasks.

Mobile Cloud Computing is envisioned in three main architectures. In Remote Cloud,
the mobile device accesses a cloud server that is hosted in a remote location, using WLAN
or cellular network interfaces. One or more cloud servers are chosen from large server farms
based on the location of the mobile device. Example of realizations of this architecture
are Google Drive [7] and Amazon EC2 [8], which have data and processing centers with
thousands of servers in several locations around the globe. Alternatively, a design called
Cloudlet [9] proposes to deploy servers near mobile users, such as at a coffee shop. The
proximity reduces the communication cost between the mobile device and the local server,
while the local server can leverage resources from the remote cloud if needed. Finally, a
group of mobile devices may choose to cooperate and form a Mobile Cloud. The mobile
devices form a peer-to-peer network and behave both as clients and servers, providing

resources to other mobile devices.

There are multiple challenges concerning the development of the mobile cloud com-
puting technology. The implementation and adoption of the technology by users must
consider risks such as security, performance unpredictability, the use of proprietary soft-
ware by the cloud provider and the possibility of the cloud provider going out of business.
Mobility management is another concern, specially for Mobile Clouds, as the mobility of
the user may result in changes to the topology of the network. Hence, new algorithms
and protocols must adapt to these changes. These protocols must also consider the com-
munication technology, (e.g., WLAN and Bluetooth), which can affect the performance of
the mobile applications. For instance, WLAN usually offers higher speed and energy effi-
ciency compared to cellular networks but has a smaller area coverage. There are additional

challenges related to the application offloading problem.

The application offloading problem consists in running parts of or the entire mobile
application in surrogate servers in the cloud in order to minimize the total cost of running

the application. The decision must evaluate the tradeoff between the resources saved on
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the device by performing computations on the server, and the resources used when the
mobile device and the server communicate. This problem poses unique challenges such
as choosing an execution offloading model, modeling of the mobile application, estimating
the application running cost for a given offloading decision, and developing an algorithm

to find the offloading decision that minimizes the cost of running the application.

The offloading operation is usually performed via client-server protocols or via VM-
migration. In the client-server approach, the modules of the application are offloaded to
the server via well established protocols such as RPC. The input parameters and global
variables of the application execution are sent to the server where the module is executed.
The result of the computation is sent back to the mobile device. This method is fine-
grained but requires modifying the application. VM-migration offloads the entire state of
application to a VM that emulates the same environment of the mobile device and that is
running on the server. The application is loaded in the VM where its execution resumes,
perceiving a system with augmented resources. This method requires none or almost no
changes to the application by the developer. However, it results in higher delays due to
the time consumed in capturing and transferring the image of the mobile from the mobile

device to the server and back.

A key aspect in application offloading to efficiently estimate the execution costs and
make the offloading decision is to accurately model the application. Conceptually, the ap-
plication is divided into modules that can be offloaded or not according to their associated

execution costs at both the clouds and the device.

The application is often represented by a directed graph where each node is a module
of the application and a link represents a call between two nodes [2,10,11]. Figure 1.1
depicts an example of this model, referred to as Call Graph Model. Another approach
is to consider that the modules are independent, in other words, there are no calls from
one module to another. This model is used often for its simplicity, and is appropriate for
simple applications and service-oriented architectures, but it is not accurate for general
applications because it does not captures the dependency relation between modules. A
third type of model uses workflow graphs to represent the application; it focuses on the
data and the transformations that it is subject to. The application models constitutes the
basis for the second step in application offloading, which is the construction of an efficient

cost model.

The cost model is used to estimate the cost of running the application, evaluating the
tradeoft of resources saved and consumed during the offloading operations. The costs of

executing each module on the mobile device and on the cloud, as well as the communica-
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Figure 1.1: A Call Graph Model of an application with four modules, a, b, ¢ and d. Node
a calls nodes b and ¢, and they both call d.

tion cost of offloading the module, are represented by values that represent energy, time,
monetary cost, etc. The expected running cost of the entire application is defined as a
function of these costs and it is used as the objective function of the offloading optimi-
zation problem. In an alternative cost model, the modules represent methods in object
oriented programming, and the developer specifies the expected cost of the method as a

function of the input parameters of the method [12].

The goal of the offloading decision algorithm is to find the optimal execution location for
each module of the application such that the cost of executing the application is minimized.
Some approaches use Linear Programming (LP) formulations while other develop heuristic
algorithms. Some find the offloading decision of all the modules at once, or implement
scheduling algorithms that decide to offload or not to ofload dynamically when the module
must be run. While the application offloading problem is proven to be NP-hard when
using Call Graph Model (CGM) [13], instances of the problem are not necessarily large

and exhaustive algorithms could be appropriate in some scenarios.

1.2 Motivation

We consider the CGM and the average-based cost model as the most advanced models
used so far for application offloading. These models, however, have three main limitations.
First, as the execution cost of a module is estimated as an average cost, optimality and
feasibility of offloading solutions can only be defined in terms of average costs. Yet, for a real
time application for example, we may want to define the feasibility in terms of bounded
maximum application cost, instead of bounded average cost. For example, MAUI [2]
proposes an offloading method that aims at finding a solution that results in minimum
energy cost while the time cost of the application is bounded. However, as MAUI uses
an average-based cost model, the application running time can be above said bound in

some executions of the application, and thus not feasible. The same can be said regarding
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optimality, i.e., while the average energy consumption is minimized, some executions of

the application may still consume an amount of energy well above the average.

Second, the application model represents each module by exactly one node in the graph.
This typically limits the cost model to only one cost estimate per module, and the offloading
decision to one decision per module. However, the cost of a module may exhibit different
costs in different executions, and so it may be better to ofload some executions of the same

module to the cloud while running other executions on the mobile device.

Finally, the application and cost models do not take into account the different pro-
gramming instructions, such as conditionals or parallel executions. Yet, these instructions
determine the execution cost of the application. For example, the total cost of the ap-
plication that executes two modules is different if both modules are run in parallel or

sequentially.

1.3 Thesis Statement

The main goal of this thesis is to present and promote novel accurate and efficient al-
gorithms for application offloading for MCC. This goal is achieved by creating novel ap-
plication and cost models that accurately capture the structure and cost of the mobile
application. Based on these models, we present novel formulations of the application of-

floading problem and propose new offloading decision algorithms.

1.4 Contributions

This thesis makes the following contributions.

1.4.1 Fine Grained Application Model

We present a novel fine grained application model called Execution Dependency Tree
(EDT) that uses a tree graph to model the application. This model has two main ad-
vantages over the models of the state of the art. First, each module of the application is
represented by multiple nodes in the tree according the different execution paths leading to
the execution of the module. Second, the model captures sequential, conditional, and paral-

lel module executions via series, probabilistic and parallel dependency nodes, respectively.
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As a result, the proposed model supports fine grained cost models and offloading decisions.

This application model has been published in [14].

1.4.2 Cost Models

We have developed three cost models that are based on the proposed application model.

Average-based Cost Model for the Novel Application Model

We propose a cost model that uses the average of each cost for each module. The cost
model permits to estimate the average execution cost of running the entire application.
While using the average cost of the modules is not new, the novelty of the proposed model
is to estimate the expected application cost according to the three module dependencies
supported by the EDT application model. This results in a simple and effective cost
model for quickly finding average cost estimates and offloading decisions for the mobile
application. This cost model has been published together with the application model
in [14].

Statistical Cost Model

We improve existing average-based cost models by proposing a statistics-based cost model
where the execution cost of each module is represented by a random variable with a CDF.
The running cost of the entire application is estimated statistically via a CDF that is
computed from the costs of the modules and the dependencies described by the application
model. The model has two main benefits. First, it is the first, to our knowledge, that
supports statistical optimization functions and constraints other than just the average
application cost. Second, the cost model is the first that can be used to perform statistical
analysis of the application execution costs for different scenarios, such as network speeds
or the CPU speed of the mobile devices. These results have been published in [15].

Interval-based Cost Model

We present an interval-based cost model where each cost is modeled by an interval. Ty-
pically, the lower and upper bounds for each module cost will represent the mean and
the maximum possible values of said cost, respectively. The cost of the entire application

is estimated as single value that represents the worst case cost of the application. This
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cost model is not limited to this application cost estimate as we will see when we present
the problem formulation using this model. This approach addresses scenarios where the
offloading decision must provide some guarantees to uncertainty on the application cost
but where the statistics-based model cannot be used. Cases where the statistics-based
approach cannot be used include when there is not enough data to accurately estimate the
CDFs of the costs, or when a more tractable cost model is needed. The main benefits of
the model can be summarized as (1) a tractable approach to (2) address uncertainty in the
application costs, (3) providing guarantees on the application costs. This approach have

been submitted for publication in [16].

1.4.3 Efficient Offloading Decision Algorithms

We develop efficient optimal decision algorithms based on the EDT model for the three

proposed cost models.

Algorithm using the Average-based Cost Model

We develop an algorithm that minimizes the average application cost using the average-
based cost model. The algorithm is efficient and optimal and follows a dynamic program-

ming approach. This algorithm has been published in [14].

Algorithm using the Statistical Cost Model

For the statistics-based cost model, we develop a fast optimal algorithm based on dynamic
programming for the particular case where the statistical measurement function meets
certain properties. The main benefits of the algorithm is being efficient and optimal for
that particular scenario. We also discuss the general problem of minimizing any statistical
measurement function of the application’s cost, such as the 95 percentile. The algorithms

for the statistics-based cost model has been published in [15].

Algorithm using the Interval-based Cost Model

For the interval-based cost model, we propose a robust optimization formulation of the
application offloading problem that aims at minimizing the application cost when a given
number of costs may take the worst case in its interval. In other words, the solution

guarantees a minimum application cost when a given number of parameters are uncertain.
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The robust problem is solved solving a polynomial number of LP problems. This method
is flexible in that it supports optimization problems that range from minimization of the
average application cost to minimization of the worst case application cost. The algorithm

for the robust formulation using the interval-based cost model has been submitted in [16].

1.4.4 Publications

These contributions have been published or submitted for publication as follows.
e The novel EDT Application Model and Average-based Cost Model have been publis-
hed in [14].

e The novel Statistics-based Cost Model together with the novel use cases have been
published in [15].

e The robust approach using the interval-based cost model and robust offloading deci-

sion algorithm have been submitted to [16].

1.5 Outline

The remainder of the thesis is organized as follows.

e Chapter 2 provides an overview of MCC and discusses the application offloading
problem with its most relevant solutions. The chapter also introduces the robust

optimization problem.

e Chapter 3 presents the novel EDT application model, the average-based cost model,

and an offloading decision algorithm using said cost model.

e Chapter 4 proposes the novel statistics-based cost model, its new use cases and the

offloading decision algorithms using this cost model.

e Chapter 5 proposes the novel interval-based cost model, formulates the application
offloading problem as a robust optimization problem, and presents an efficient algo-

rithm to solve the problem.

e Chapter 6 presents a summary of the thesis and outlines future research work.



Chapter 2

Background

In this chapter, we provide an introduction to the basic concepts of Mobile Cloud Compu-
ting, illustrating its common architectures and challenges. We then focus on the application
offloading problem and discuss its main issues, e.g., application and cost modeling problems
and offloading decision algorithms. We complete the chapter with an analysis of several

existing solutions and algorithms.

2.1 Mobile Cloud Computing

Mobile Cloud Computing provides an efficient solution to the problem of limited resour-
ces, (e.g., energy), in mobile devices, aiming at improving the experience of mobile users.
Among the benefits provided to the users are improved battery life, faster application exe-
cutions, and the ability to access and process a large amount of information instantaneously
from the mobile device. This is achieved by carefully leveraging the resources provided by
the cloud via the device’s network interfaces. For example, data storage services such as
Dropbox [17] and Google Drive [7] store files in the cloud and, optionally, on the mobile
device. The user works on the files regardless of the location of the files and, as a conse-

quence, the user perceives a device with more storage than what the device actually has.



Background 10

Likewise, assistant services such as Apple’s Siri [18] and Google Assistant [19] run in the

cloud and are accessed seamlessly from the mobile device.

This technology integrates the mobile device to the cloud and, naturally, it offers several
benefits similar to cloud computing. Some of these benefits are virtually infinite resources,
no upfront commitment from users, a pay-per-use cost model, improved resource utiliza-
tion efficiency, and economy of scale [20]. Other features include adaptability, scalability,
availability and self-awareness [21]. Designing support for these features, however, depends

on the implemented architecture.

2.1.1 Architectures

There are four main architectures considered for Mobile Cloud Computing [22], namely,
Remote Cloud, Mobile Cloud, Cloudlet and Mobile Edge Computing. In the first scenario,
called Remote Cloud and depicted in Figure 2.1, a remote cloud provides resources to
the mobile device via the device’s network interfaces such as the WLAN and the cellular
network interfaces. The cloud server is hosted far from the client and is chosen according
to the location of the device. Examples are mobile applications using cloud services such
as Google’s Gmail [23] and Dropbox [17].

cell site
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Figure 2.1: Mobile Cloud Computing via a Remote Cloud architecture.

In the second scenario, named Mobile Cloud and shown in Figure 2.2, a set of mobile
devices cooperate to provide services to other mobile devices. In this scheme, the topology
of the cloud may change very often and devices must decide whether to cooperate or not

considering that they all have limited resources. The increase in the number of mobile
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devices, including laptop, tablet, smartphone and smartwatch, makes it possible to have
more powerful and cheaper support for mobile clouds. Huerta et al. [24] show that appli-
cation offloading in Mobile Cloud is feasible despite initial results that did not achieve an
improvement in performance or energy consumption. Other works addressing application
offloading for this architecture include [25], [3] and [26]. Litke et al. [4] define the Mobile
Cloud as a distributed, high performance heterogeneous infrastructure for computing and
data management using mobile devices. The authors identify several challenges such as
job scheduling, replication, migration and monitoring, where jobs must be executed by the
mobile devices optimizing resource utilization and meeting user constraints. Furthermore,
noting that a single user may own multiple mobile devices, Kurdi et al. [27] introduce
personal mobile grids as the mobile cloud that can be formed by a single user’s personal
mobile devices. Other names used to refer to this architecture include Mobile Grid [4],

P2P clouds and Cirrus Clouds [3].
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Figure 2.2: Mobile Cloud Computing via a Mobile Cloud architecture.

In the third scenario, referred to as Cloudlet and illustrated in Figure 2.3, a local
cloud is available to the mobile device via a low-latency, one-hop, high-bandwidth wireless
conexion. The approach is proposed by Satyanarayanan et al. in [9] to address the negative
effects of latency in offloading solutions and user experience. They argue that latency is
likely to worsen as more protocols are added to the communication layers to address issues
such as security. Clinch et al. show that the experience of the mobile user is improved
by having closer cloud resources instead of offloading to distant clouds [28]. The approach
allows mobile users to obtain the benefits of the cloud while avoiding the latency inherent
to access the cloud in a remote location. Nevertheless, the local cloud must be connected to
a more powerful distant cloud that provides additional resources. Cloudlets are envisioned

as clusters of multi-core computers with high Gigabit internal connectivity that are self-
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managed in order to require little to no administration. The proposal is characterized as a
data center in a box at business premises with decentralized ownership by local business and
serving few users [9]. However, due to limited coverage of WLAN networks, this approach
cannot guarantee ubiquitous service provision everywhere. Also, the local cloud usually
consists of a computing sever or cluster with a small or medium amount of resources, which

may not satisfy QoS of a large number of users.
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Figure 2.3: Mobile Cloud Computing via a Cloudlet architecture.

The fourth architecture, which has been proposed recently, is Mobile Edge Computing
(MEC) [29]. MEC is a mobile cloud computing paradigm that addresses the latency
limitation of remote clouds while providing higher range and cloud capacity than Cloudlet-
based solutions. As depicted in Figure 2.4, large scale cloud resources are deployed at
the edge of pervasive radio access networks, typically by the telecom provider, near the
mobile users. These cloud resources may be deployed at multiple locations such as cellular
network base stations and multi-Radio Access Technology (RAT) cell aggregation sites.
MEC provides not only low latency and high bandwidth, but also real-time access to radio
network information that can be leveraged by applications. Some applications that benefit

from this architecture include augmented reality and internet of things gateway [29,30].

2.1.2 Challenges

There are several issues that must be addressed when implementing the mobile cloud

computing. In this section, we describe some of these challenges grouped in four categories.



Background 13

N

¥

ANRN

mobile
device

remote cloud

Figure 2.4: Mobile Cloud Computing via a MEC architecture.

Adoption The implementation and adoption of MCC present several issues that are also
present in CC. One issue is service availability and business continuity, which refers to the
impact on the clients when a cloud provider goes out of business. For instance, a company
(the cloud client) offering a service that depends on a cloud provider may be forced to
interrupt the service if the provider goes out of business. To overcome this risk, several
cloud providers could be used simultaneously. However, cloud providers use proprietary

software which makes it difficult to export data between clouds.

Security is another concern because data is not on users premises and therefore data
confidentiality and auditability might be difficult to enforce and guarantee. Even more,
the cloud data center can be located in a country other than that of the cloud client
with different legislation, and the data transfer might cross other countries with yet other
privacy laws. Therefore, these countries foreign to the cloud client might access the data
based on their own legislation and privacy acts. This has led, for example, to countries
prohibiting its government agencies to use cloud providers that store or transfer the data

in or through other countries.

Other issues that affect the adoption of cloud computing are data transfer bottlenecks,
performance unpredictability, scalable storage, faults in large distributed systems such as
Hadoop, and quick scaling [20]. These issues can be handled by a realm of options such
as adoption of better technologies, like solid state drives and faster network standards, in
order to improve performance unpredictability due to I/O interference, or the creation of a
storage system that can scale arbitrary. Further, using virtual machines help in overcoming
faults in large-scale distributed systems such as Hadoop [31], and automatic and fast scaling
and fine grained cost models save resources, for example Google model of charging per CPU
cycle [20].
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Mobility Management The protocols for mobile cloud computing must adapt to chan-
ges in the topology of the network that may result from user’s mobility. One option is
for the algorithm to implement a proactive approach where changes are predicted before
they occur, trying to avoid possible performance degrading decisions. Another option is to
follow a reactive approach where the algorithm adapts and recover from changes only after
they occur. It is also possible to have hybrid schemes that try to avoid future-inefficient

decisions while also being able to recover from unexpected topology changes.

Proactive location aware algorithms estimate future changes to the topology based on
the location and movement of the nodes. They come in two main trends: infrastructure-
based and peer-based. On the one hand, infrastructure-based algorithms use GPS, the
cellular network and the WLAN to estimate the location of the device. These are precise
and provide geographic location, however, they are more demanding in terms of energy
and are not always available. On the other hand, peer-based location algorithms use
information like signal strength from peer devices, previous peer encounters, accelerometers

and compass.

Among reactive algorithms we find fault tolerant algorithms. They may rely on fault
tolerant platforms for specific tasks, for example relying on Hadoop [31] for file system
access, or provide custom recovery mechanisms. Another reactive approach is to support
mobility through module and proxy migration. In this scheme, software is composed of
modules that are distributed among mobile devices, and of proxies that allow mobile devices
to access modules in different servers. According to the location of the mobile devices, their
serving proxies and modules are chosen. Then, if the location of the device changes, also

their proxies and modules change.

Communication Technology Mobile devices communicate to other devices mainly via
three groups of communication standards, namely WLAN, Bluetooth and cellular networks.
In terms of performance, using WLAN for MCC provides the best speed and energy gains
of all three protocols due to lower RTT and lower energy consumption. Studies show that
using WLAN can provide twice the benefits compared to using 3G cellular communication
[2]. However, this difference could change as cellular communications are evolving and
faster 4G standards are a reality nowadays. Also, WLAN coverage is very small compared
to that of cellular networks and is not available in many scenarios. Bluetooth is much
slower and has a much lower communication range (about 10m), but does not require

dedicated infrastructure and may be the only solution available in some cases.
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End-user challenges From the user’s perspective we face two main issues for adoption
of MCC under the Mobile Cloud architecture: incentive to communicate, and presentation
and usability issues. The reason for user collaboration is to use the resources that are
available in other mobile devices, although users may not be willing to sacrifice their
resources unless there are incentives for doing so. Incentives can be related to the type
of work and how many users need to get the task done. If many users need to achieve a
goal, the tasks can be split among them so they contribute with a fraction of the total
effort. Another incentive can be to avoid consuming data while roaming. Presentation and
usability issues are due to intrinsic characteristics of mobile devices like small screen size,

different platforms and input methods.

There are other challenges in mobile cloud computing, in particular concerning the
problem of application offloading for mobile cloud computing, which is the main focus of

this thesis. We present the problem and discuss its main issues in detail next.

2.2 Application Offloading

Informally, the Application Offloading problem refers to that of deciding the location of
execution of the mobile application, or parts thereof, such that the execution of the appli-
cation results in the minimum cost. The cost expresses time, energy, monetary costs or
a combination of them, and may vary according to the status of the mobile device’s bat-
tery or the user preferences. For example, if the energy remaining in the mobile device’s
battery is low, the goal of the problem could be to extend the battery life by minimizing
the energy cost of the application. The location generally refers to the mobile device and
the cloud, however, they may include multiple cloud servers depending on the particular
scenario that is being considered. There are other names used in literature for application
offloading, for instance, Application Outsourcing and Application Partitioning are two of
them ( [32], [33], [34], [21], [35], [36], [37], [38]).

There are, in fact, multiple definitions of the problem depending on the particular
scenario considered and the assumptions made. For example, the scenarios may include a
single or multiple mobile devices, and a single or multiple servers. Furthermore, even when
considering the same scenario, the goal of the problem may be different, e.g., minimizing the
execution time for the mobile user or distributing the load among multiple servers. In this
work, we focus on the application offloading problem for a single mobile device that offloads
computations to a single cloud server, arguably the most common scenario addressed in

literature. This assumption does not limit our work, however, as our contributions are on
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issues that are common to other problem formulations such as modeling the application

and its costs.

When we look at the big picture of the application offloading solution, we notice the
interaction of several subsystems that perform different tasks. First, we have a subsystem
that makes the offloading decisions, as discussed so far, which involves modeling the appli-
cation, estimating its cost and finding an offloading decision. Estimating the application
costs relies on information from the environment, such as the network bandwidth, that
is typically gathered by profiling tasks. There are often three types of profilers, namely
network, application, and mobile device profilers that gather, for example, information
on the network’s bandwidth, the costs of different parts of the application and the power
consumption characteristics of the mobile device, respectively. In the scenarios where the
mobile devices act as servers as well, a coordination mechanism to manage the Mobile
Cloud is also required. Other subsystems may include a manager to start/shutdown vir-
tual machines on the server, and managers that handle the offloading calls between the
mobile device and the cloud server. The integration of these subsystems is the focus of
some works such as that from Orsini et al. in [39]. The authors propose an integration fra-
mework called CloudAware, focusing on ad-hoc network and short-time interaction. The
main components of this framework are a discovery service, a partitioner, a solver, a con-
text manager and a coordinator. Our work focuses specifically on the offloading decision
algorithm and the tasks it depends on, namely application and cost models, rather than

focusing on the integration of the different subsystems.

We discuss some of the challenges of the application offloading problem, in particular,

the execution, the application and the cost models, and the location decision algorithm.

2.2.1 Execution Model

The execution model describes how the state and execution of the application is transferred
from the mobile device to the cloud. We classify the execution model in two main classes:

Client-Server and VM migration.

In the Client-Server model, calls to components or modules of the application are
offloaded from the mobile device to the cloud. The data required for the execution of the

specific module call is transmitted using protocols with well established API.

These protocols may work at different layers of the OSI model. Typically, offloading
schemes use network layer protocols such as RPC, RMI, Sockets, and REST protocol.

However, some protocols at the network layer have been proposed recently to address
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application offloading in scenarios such as C-RAN networks and MIMO antennas. Magu-
rawalage et al. [40] propose a network layer protocol that uses an unified packet header
and supports both task offloading and resources management in C-RAN and Mobile Cloud.
Al-Shuwaili et al. [41] address the joint problem of application offloading and interference
at uplink/downlink in MIMO systems, aiming at minimizing the energy across multiple
mobile devices at multiple network cells. Similarly, [42] aims at minimizing the overall

energy consumption by the mobile devices focusing on the network layer.

The Client-Server model requires the applications to be modified in order to use the
offloading framework. Furthermore, the offloading service must be pre-installed in the re-
mote server. These requirements, however, may not be realistic for some scenarios such as
old applications and for some architectures such as Cloudlet and Mobile Cloud. Examples
of client-server offloading are the method-based MAUI [2], OSGi-based solutions [43], We-
blets [44], Code migration [12,45], and REST-based [46]. Client-Server offloading is known
as Elastic Partitioned/Modularized Applications in [47].

Offloading through VM migration takes a different approach. The execution state of
the mobile device, seen as a virtual machine, is transferred (migrated) to the server which
is running a virtual machine in the cloud. The execution of the application is continued
in the cloud-based virtual machine from the same point it was before migration. Hence,
applications can be migrated to a server at any point of their execution, resume execution
to run resource demanding processes, and then the new state is migrated back to the mobile
device. The VM may be a snap-shot of a web application [45] that is migrated between the
mobile device and the server. While there is no need to modify existing applications, VM

migration requires transmission of considerably more data than client-server offloading.

Satyanarayanan et al. [9] discuss two approaches for data synchronization. On the
one hand, the VM is suspended and its entire state is transferred to the Cloud where its
execution is resumed ( [48]). On the other hand, in the VM synthesis, only the difference
between a previous image of the VM and the current state is transferred. Further, Jeong
et al. [45] propose to not include common libraries used by the application. Regardless of
the approach, Barbera et al. [49] show that short synchronization intervals lead to higher
communication costs for offloading and data backup. Some VM migration-based examples
are CloneCloud [50], [9] and [45]. VM migration is known as Augmented Execution in [47]
as the application perceives an environment with augmented capabilities when running on
the cloud. Regardless of which execution model we use, the offloading decision is tightly

tied to the application model.
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2.2.2 Application Model

The application model, also known as program execution model [51], describes the structure
of the application, in particular, it specifies what parts or modules make the application
and what the relations or dependencies between the modules are. The application model
is at the core of the application offloading solution for two reasons. First, the definition of
an offloading decision depends on what the modules of the application are and, second, the
cost-benefit analysis requires not only the modules of the application, but also how their

interact (i.e., their dependencies).

The level of abstraction that each module represents specifies the granularity of the
offloading solution. In a method-based granularity, for example, each application module
represents a method (sometimes also known as functions) in the application. Examples of
granularity levels, ordered from finer to coarser, are bit-based [52], program instruction [50],
method-based [2,12,53] and classes in Object Oriented Programming [10,54]. The finer the
granularity, the more precise the application model and cost-benefit analysis are, however,
it also increases the size and complexity of the problem. In contrast, coarse granularity
results in less modules and simpler problem complexity but may result in suboptimal

offloading decisions.

The dependencies between the modules describe the relationship between the execution
of the modules, and are given by the several program instructions such as conditionals
and parallel execution instructions. Some of the most common dependencies for a set of
modules include the series dependency, where all the modules in the set run sequentially,
the probabilistic dependency, where only one node in the set runs according to a probability
function, and the parallel dependency where all the modules run in parallel. For example,
in a method-based granularity, a method may invoke the sequential execution of two other
methods. Additionally, nested execution of the methods leads to further complexity when
estimating the total cost of the application. Naturally, the application model is the place to
capture the information regarding the module dependencies. This information is key when
performing the cost analysis of the entire application as we show in Section 2.2.3. However,
the application models often simplify the types of the dependencies and/or the existence of
nested executions. For example, a common simplification in application ofloading works is
to consider every dependency as a series dependency [50], [2], [53]. Another simplification is
to consider that modules are self-contained, effectively excluding nested execution from the
problem. Furthermore, cycle dependencies are sometimes modelled through a combination

of the application and the cost models [2].
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The use of application models is not exclusive to the application offloading problem
however. Sahner and Trivedi present an application model in [55] where the application
is modelled by series-parallel directed acyclic graph. The graph is transformed into a
Decomposition Tree that is used for different goals such as application performance and
reliability analysis. The work of Dennis [51] proposes a model for parallel program execu-
tion. However, instead of developing a model to perform application performance analysis,
the model is developed to be used in the design of computer systems that are correct from

the perspective of the application program execution.

We discuss the models used in application offloading next.

The Thin Client model

In Thin Client Model (TCM), the whole application is run in a surrogate server, and only
a thin client application is run in the mobile device. The Thin Client application, running
on the mobile device, collects user interactions and sends them to the server. In the server,
all the computations are performed and the graphic output of the application is computed.
The results are then sent to the Thin Client application which presents them to the user.
In this model, there is no offloading decision to be made as everything is offloaded. The
device requires a permanent connection to the server and the application cannot access the

location services or device peripherals.

Thin client computing is appropriate for resource intensive applications or applications
that cannot run in the device. In some cases, thin client computing is the only solution,
for example when the mobile user wants to access a remote computer at work or at home.
However, this approach is bandwidth intensive and requires an always-on connection. Furt-
hermore, highly interactive applications like games might not be appropriate even under

low RTT scenarios.

Thin client computing uses two types of protocols for client-server communication de-
pending on the application requirements [56]. On the one hand, we have Citrix ICA [57],
Microsoft RDP [58] and VNC [59] for slow motion applications like text editing or brow-
sing. On the other hand, video streaming like standard H.264 is used for 3D games or
watching videos. Hybrid solutions that dynamically choose the communication protocol
are also possible. Typical examples of Thin Client applications are Microsoft Remote De-
sktop Connection [58] and Teamviewer [60], both allowing the user to log in a remote

computer.
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Star Graph Model

The Star Graph Model (SGM) is a simple application model that represents the application
as a set of self-contained modules. A self-contained module does not depend on any other
module, in other words, the execution of the module does not invoke the execution of
another module. Also, modules may be independent. Two modules are independent when
they do not share common data. Therefore, independent modules can run in parallel
without requiring a synchronization mechanism. This is an important consideration for
supporting parallel applications in application offloading in MCC. For its simplicity and
flexibility, and because the model fits certain application types well such as embarrassingly
parallel applications, this model is used often in literature [61], [62], [12], [24]. Figure 2.5
depicts an example of the SGM.

More formally, the application is represented by a graph G = (V, E), where V =
{vo, v1,...,v,} are modules of the application. Module vy runs only in the mobile, and
modules v; may be offloaded, 0 < ¢ < n. Additionally, there is a link between v, and every

v;, 0 < i < n. There are no other links, therefore E' = {ey, ..., e, }, where e; = (vg, v;).

Figure 2.5: In Star Graph Model, each ofloadable module is a node connected to the main
node vyg.

Advantages This is a relative simple but precise model for applications composed by
independent modules. Every time an module must be run, the offloading decision must
be made considering the benefits of offloading only that module, thus decision may be
relatively simple. This model fits well parallel applications and popular frameworks such

as Hadoop [31], especially when the modules are independent.

Disadvantages The main limitation of this model is that module dependencies cannot

be modelled and offloaded all in one single offloading operation. As a result, the SGM is
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not appropriate for applications with a more complex structure, e.g., an image processing

application that performs a group of image processing operations on an given image.

Call Graph Model

In the Call Graph Model (CGM), the application is represented as a directed graph where
the nodes represent the modules of the application. The edges between two nodes express
a direct relation between the modules. In contrast to the SGM, modules do not need to
be self-contained and thus may depend on other modules. In some works, the CGM is

restricted to directed acyclic graphs.

Formally, an application is represented by a graph G = (V| E) where the nodes in
V ={wvo, ..., v, } are modules of the application. There is an edge e;; = (v;, v;) between two
modules v; and v; if module v; depends on module v;. The module represented by vy must
run on the mobile device. The offloading operation may happen at any edge e;; = (v;, v;),
in which case both modules would be run in different contexts. In some studies [2], [53], if
a module is offloaded, all the modules invoked from said module will be offloaded as well.
Furthermore, some works use a Call Tree which is effectively a CGM where modules are

invoked from only one other module [50], [53]. Figure 2.6 illustrates an example of a CGM.

Figure 2.6: Example of the Call Graph Model.

Advantages This model supports applications with more complex structures compared
to the SGM. As a consequence, the model allows offloading of a set of modules in one single
offloading operation. For example, offloading v, in Figure 2.6 will offload the calls from v,
to modules vg and v7;. Furthermore, the CGM supports more complex cost analysis as the

cost of running a module may include the cost of dependent modules.
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Disadvantages The CGM only models the sequential module dependency. Other com-
mon programming instructions such as conditionals, cycles and parallel applications are
not supported. This limitation affects the accuracy of the cost estimation and may result

in suboptimal offloading decisions.

Workflow Graph Model

The Workflow Graph Model (WGM) follows the workflow programming paradigm and
models applications that can be modelled as workflows. In workflow models, the application
data experiences a set of operations until the data is delivered in a final form(s). As a result,
WGM is well suited and restricted to applications such as image processing or voice-to-
text, or workflows with a defined set of operations. Figure 2.7 presents an example of a
WGM for an application with six operations. In the workflow terminology, the operations
are called activities. However, to be consistent throughout this work, we will use the term

module as used above.

The application is modelled as a graph G = (V, E') where every vertex is a module. The
modules are related with each other according to different workflow patterns. Example
of these patterns can be the Sequence, Parallel Split and Choice patterns, where two
modules must run in series, in parallel or only one module runs with a given probability,
respectively. Van et al. address the workflow patterns in [63]. These patterns between
modules are modelled by edges in the graph. A main difference when compared to the SGM
and CGM is that module dependencies are reversed, i.e., the execution of parent activities
complete before the execution of the children. Also, the modules are self-contained as in
the SGM. As this model is restricted to workflow-like application types, it is used less often
in literature [64], [65].

‘ Application Operation 1 }—‘% Operation 2 ‘

Operation 3 Operation 4
Operation 5 Operation 6 ‘

Figure 2.7: Workflow Graph Model as a workflow model for a six-module (activity) appli-
cation.

Advantages The WGM supports module dependencies according to the workflow pat-
terns. As a result, it may capture the structure of the application accurately, even though

in a data-centric view. This is appropriate for data-centric applications.
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Disadvantages However, the data-centric view limits the types of applications that can
be represented by the WGM. Furthermore, the model requires knowing all the possible
workflows of the application, which may not be practical for large applications. Also, the

modules must be self-contained.

We have described four models, i.e., TCM, SGM, CGM and WGM, and mentioned the
application types they suit best. We have seen that applications made of self-contained
modules may be modelled by the simple SGM. The CGM supports series module depen-
dencies for general applications, while the WGM supports other module dependencies for
data-centric applications. Table 2.1 summarizes the support of some application characte-

ristics by each application model.

’ Mobile Application Characteristic TCM SGM CGM WGI\H

Single module v v v v

Series dependencies v v v

Probabilistic and parallel dependencies v
Nested executions v v

Table 2.1: Application model support per mobile application characteristic. While the
Workflow Graph Model considers more module dependencies, its use is restricted to data-
centric applications.

In addition to defining the application model, solving the application offloading problem

involves performing a cost-benefit analysis.

2.2.3 Cost Model

The cost model is used to estimate the cost of running the application, and thus it is
essential to define an optimization function for the offloading problem. The estimate is
computed by modeling the costs of each module first and then aggregating these costs
according to the dependencies between the modules. Therefore, the main tasks are (1)
modeling the cost of the modules, and (2) estimating the cost of the application based on
their dependencies. The application cost estimate is later used as the objective function
(and possible constraints) of the optimization problem, and thus it must reflect the ultimate

goal of the offloading problem.

One of the goals of the cost model is to evaluate the cost tradeoff. While offloading saves
resources by performing computations on the cloud, the process of offloading comes with
its own costs due to, for example, the data transmission required to perform the migration.

This tradeoff is analyzed in [1] by Kumar and Lu and can be summarized in Figure 2.8.
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This figure expresses that offloading is beneficial when the module have high computational
processing cost and offloading requires low data transmission. On the contrary, when the
amount of data to be sent is high and CPU processing is low, offloading has a negative
effect on the battery of the device and performance of the application. For the rest of the
cases, i.e., when the amount of data to be transferred is in the same order as the required
computations, the best offloading decision depends on the available bandwidth. In [66],
Ahmed et al. recommend application designers to minimize the size of the application

running states to reduce the impact of the network in offloading.

A

Never offload

Depends on bandwidth

Communication D

Always offload

Computation C'

Figure 2.8: Tradeoff between computation and communication costs of an execution module

[1].

Modeling Environment Conditions

Several variables from the environment affect the performance of the application. Some
examples include the device energy rate consumption, the CPU clock speed, the number
of hops from the mobile device to the cloud and the usage pattern of the mobile user. For
example, Abolfazli et al. [32] show that the network delay depends on the number of hops
between the mobile device and the cloud rather than on the physical distance between
them, while Ahmed et al. [66] show that a higher number of users on the network increases

migration time.

The cost model must take into account these variables or make simplifications and as-
sumptions. For example, in [67], the energy cost of the application is estimated considering
the clock frequency of the CPU, which is changed by modifying the voltage of the CPU.
In MAUI [2], the energy consumption of a module is estimated as the number of CPU
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instructions multiplied by the average energy cost per instruction. However, it is common
to make simplifications that capture the impact of multiple variables within one single
variable.. For example, all the variables concerning the network, such as the number of
hops between the mobile and the server, may be included in a variable that estimates the
network bandwidth. The abstraction is also done, for example, to model the time cost of
the modules. Said time cost implicitly include the CPU clock speed and the number of
instructions of the module, and it is estimated by profiling [50, 68].

The estimates of the parameters that affect the application cost are often gathered
by resource monitoring and profiling [2], [24]. In application profiling, the execution of
the application is monitored and profiled, gathering information such as energy and time
consumed for subroutines of the code, and data to be transferred. Subsequent executions
of the code are profiled to update such information. Device profiling deals with different
metrics such as energy per CPU cycle or per KB sent over WLAN. Finally, network profiling
measures the network status such as bandwidth, which is used to estimate the transmission
cost of the modules. Profiling periodically keeps the estimates more accurate upon changes

and it has shown accurate [68], but comes at an additional cost.

Module Costs

The costs of each module are the building blocks of the cost model. They are the smallest
cost units that constitute the cost of the entire application. Typically, we have three costs
per module, namely, execution cost in the mobile and in the cloud, and the transmission
cost between both locations when the module is offloaded. The following characterization

of these costs applies to all of these three cases.

There are multiple variables that affect the module costs, such as the state of the
application and of the network at the moment of execution of the module, that results in
different costs for different executions. Therefore, each cost can be considered as a random
variable with a distribution function. For example, Figure 2.9 depicts a call graph of an

application and the histogram of the execution cost in the mobile in seconds for module d.

As we mentioned, there are multiple variables that affect the module’s cost. It would
be desirable to include as many of these variables in the model in order to increase the
accuracy of the model. Among the variables, we have the state of the application, which
includes the execution path of the call to the module. The execution path of a module’s
execution is the sequence of module calls leading to the execution of the module, which is

equivalent to the state of the call stack at the time of executing the module. For example,
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Figure 2.9: Histogram of a module’s cost.

module d has two execution paths in Figure 2.10, i.e., abd and acd. When the execution
path is abd, then the module a was invoked first, which in turn invoked module b, which

finally invoked module d. Similarly, path acd means that the call sequence is a, ¢ and then
d.

Figure 2.10: Two execution paths to module d.

As the costs of module d may be different according to the execution path, it is more
accurate to represent the costs considering the execution path. In fact, this information can
be included in the application model using multiple nodes per module as shown in Figure
2.11a, which shows two nodes in the graph for module d, namely d’ and d”. Consequently,
the cost for module d is captured separately for each execution path by nodes d' and d”,
even when they represent the same module in the application. Figure 2.11b depicts a the

histograms for each node separately.

Application Cost

The goal of the offloading problem is to minimize the application cost and, therefore, we
must compute an estimate of it. The cost of the application refers to the total execution
cost, for example, time or energy consumed. Some formulations of the problem aim at
minimizing the energy consumed while keeping the execution time under a threshold [2].

Furthermore, the estimate must account for the offloading decision for each module. Some
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Figure 2.11: Multiple nodes and cost histograms according to the execution paths for the
same application module.

works estimate the application cost as a sum of the cost of each individual module based
on whether the module is offloaded or not. However, the execution cost of the entire
application must be computed based not only on the cost of the individual modules, but
also based on their dependencies. We should illustrate the impact that these dependencies

have on the application total cost.

In order to understand how the dependencies between the modules affect the cost of
the application, we use the example depicted in Figure 2.12. The figure illustrates the
call graphs and the histograms of the cost of three applications that differ only on the
dependencies of the modules. The three applications consist in a node a that calls two

other nodes, d’ and d”, using conditional (or), sequential (and) and parallel instructions.

/N
or arLd

a: or dependency b: and dependency c: parallel dependency

100 150 200
100 150 200
100 150 200

50
50
50

r T T T 1 r T T T T 1 r T T T 1
0 50 100 150 200 0 50 100 150 200 250 0 50 100 150 200

d: Histogram or e: Histogram and f: Histogram parallel

Figure 2.12: Module dependencies, i.e., conditional (or), sequential (and) and parallel, and
the histograms of the application cost.

For instance, the or dependency, Figure 2.12a, refers to a conditional dependency, i.e.,
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module a invokes either module d’ or module d”. One execution the application is then the
execution of a and then the execution of either d’ or d’, and thus the cost of the application
is the cost of d’ or of d”, depending on which module was executed. Let us consider that
the cost of a is negligible, and that d’ and d” have the same costs as in Figure 2.11. For
clarity in the presentation, the example only considers execution cost and no offloading
decisions. Assuming equal probability of running each of d’ and d”, the histogram of the
running cost of the application is depicted in Figure 2.12d. Similarly, the call graph in
Figure 2.12b models the application using the sequential dependency (and), where Figure
2.12e shows the histogram of the application. Finally, the application’s call graph for the
parallel dependency and the histogram of the costs are shown in Figures 2.12c¢ and 2.12f

respectively.

We can see that the distribution of the application cost is different for each dependency.
For instance, for the series dependency, the application mostly takes either between 25 s and
75s or between 100s and 200s. However, for the conditional dependency, the application
cost is mostly between 150s and 250 s while the parallel version takes between 100s and
200s to finish. This example shows that the modules’ dependencies must be considered in

order to obtain an accurate estimate of the application cost.

Uncertainty

In some scenarios, we have to deal with incomplete cost information that prevents us from
building a distribution function of the module’s costs. This occurs, for example, when we
have not yet profiled enough data to build an accurate cost distribution function. Other
times, we may have the costs’ distribution functions but working with them is computatio-
nal expensive and may not be an option, for example, when running the offloading method
on the mobile device. Therefore, we often have to simplify our cost model. We may use
the average cost or other relevant information to define feasibility and optimality of the

solutions to the offloading problem.

Typically, the cost is modelled by a single value that represents the expected cost,
e.g., [2]. For example, the execution time in the mobile of a module is represented by the
average time of all the executions measured in the mobile for the module. In the example
of Figure 2.9, the average execution cost of module d is about 100s. Another approach
is used in Scavenger [12] where the application developer must specify the execution cost
of each offloadable method (module) as a function of the parameters of the method call.

This idea, however, transfers the responsibility to the developer, and it is not practical as
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the function must also consider external factors such as the hardware the application is

running on.

The cost model and application model are the main abstractions that support the

design of the offloading decision algorithm.

2.2.4 Decision Algorithm

The decision algorithm must find an offloading decision for the application’s modules such

that the execution cost of the entire application is minimized.

Solving the application offloading problem requires defining an objective function which
to be used to decide the best running location for each module. Other considerations to
be considered are the preference of the user and the state of device, e.g., if the mobile
device is connected to a power source, the user would rather minimize the execution time
of the application instead of the energy consumption. The application offloading solution
may also aim at fairness and optimizing resources shared by multiple users such as shared
network bandwidth in a Mobile Cloud. In [69], Liang et al. propose a model that performs
resource allocation for security services considering different security requirements and
costs, aiming at maximizing the benefits of the cloud operator under constraints that are

based on user requirements.

In addition, the problem must consider constraints such as specifying a cap in the
monetary costs of using the cloud, or a maximum running time when minimizing the energy
consumption. Also, the modules may have context restrictions, for instance, some modules
may be able to run only on the mobile device, only on the cloud, or both. As a result, the
offloading solution must carefully specify its optimization function and constraints. Even
more, the solution should support different optimization goals and constraints depending

on user preferences and environment conditions.

Algorithm For SGM and CGM, it is common to see variants of Linear Programming
(LP) formulations [2], [70], [50], [71]. Another approach for SGM is to perform offloading
decisions as a scheduling algorithm that decides the running location of the module call
when the call is issued [68]. A similar approach is presented by works based on frameworks
such as OSGi [72], [73], [43] and Hadoop [74], [24]. In such cases, the offloading deci-
sion is implicitly done by the framework’s load balancing, scheduling, and fault tolerant

algorithms.
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Static/Dynamic Static/Dynamic refers to the moment(s) the offloading algorithm is
run. However, the distinction is not always clear. Some static algorithms are run before
applications execution, producing a set of possible solutions for different parameter ranges.
Then, during application launch, the most appropriate solution is chosen according to
the state of the environment at that time [50]. Other approaches run the algorithm upon
application execution, and the offloading decision is recomputed in response to environment
changes such as network connectivity. This approach is closer to be dynamic [2], [75]. Even
more, dynamic approaches follow a scheduling-like approach, and the decision is computed
at the time each module must be run, considering factors such as server and mobile device
capacity [68]. Close to this approach are those based on frameworks such as Hadoop and

OSGi which run tasks/jobs in the context according to load balancing and fault tolerant

algorithms [72], [73], [43], [74], [24].

Mobile or Cloud Execution Running the offloading decision algorithm incurs a cost.
Therefore, a key decision is where to run the algorithm itself, either on the mobile [2], [68],
or on the cloud [50]. On the one hand, if run on the mobile device, a more accurate picture
of the environment is available and the offloading decision is more accurate. However, the
device resources are used to run the algorithm itself and this cost could negate the benefit
of offloading. Furthermore, in order to cope with the limited computing power of the
mobile device, the algorithm might require problem relaxations resulting in sub-optimal
solutions. On the other hand, running the algorithm on the cloud allows for a complex
and precise problem formulation and algorithm. However, the offloading solutions must
be communicated to the mobile, a process that consumes energy and time. Even more,
environment conditions might have changed by the time the mobile receives and implements

the offloading decision, resulting in an outdated and suboptimal solution.

2.3 Existing Approaches

Solutions for the application offloading problem differ in multiple aspects such as the MCC
architecture (e.g., Mobile Cloud), the optimization goal (e.g., application performance and
resource fairness in Mobile Cloud), the execution model (VM-migration or client-server),
the communication protocol (e.g., RPC and REST), the algorithm design technique (e.g.,
LP and heuristics) and the metrics they consider (e.g., network data rate and location
aware). We now describe the most relevant to our work grouping them according to the

application model used.
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2.3.1 Star Graph Model

In this section, we present several solutions that use the Star Graph Model and thus

consider the application as a set of independent tasks.

Balancing Performance, Energy and Quality in Pervasive Computing (Spectra)
Flinn et al. present Spectra in [61]. In Spectra, an application is seen as a one module that
runs in the mobile, and a set of self-contained modules that can be offloaded. Therefore,
Spectra’s application model is the SGM. The developers of the application must specify
the application modules that can be offloaded. Furthermore, the application must specify
the possible offloading solutions to be considered by the offloading framework. Then, the
framework evaluates the execution cost of each solution and chooses the solution that

provides the best application performance.

Spectra leverages Odyssey [76] which includes the concept of fidelity. Fidelity refers
to the level of precision used in the operation, providing another degree of flexibility to
lower the running costs of the application. For example, the fidelity levels may be different
image resolutions and frames per second in video streaming. Thus, the Spectra framework
notifies the application with the offloading decision and the fidelity level according to the
rules specified by the application and based on the status of the environment (status of
the mobile, the communication network, and cloud server). While adding another degree
of flexibility, fidelity is not applicable to all application domains, for instance to exact

mathematical computations.

The framework performs profiling of different resources, from CPU and memory usage
in the mobile and in the remote servers, up to resource availability. It also uses a model to
predict resource usage of the modules. After finding the servers that could accommodate
the module according to its predicted resource needs, the framework makes the offloading
and fidelity level decisions by maximizing an utility function. The goals of the function is to
improve application performance from the user perspective. Therefore, it includes energy
consumption, time, and fidelity. The actual calculations of the default utility function are

not presented in the work.

Tactics-Based Remote Execution for Mobile Computing In [62], Balan et al. pre-
sent. Chroma, a solution where offloading modules are self-contained and where offloading
happens via RPC-calls. Offloading location decisions are called Tactics. Beside the lo-

cation of the modules, Tactics also include the fidelity similar to [61] and presented in
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Odyssey [76]. Applications are made of independent and self-contained operations, the-
refore the Star Model. As required by RPC-calls, application code must be present in
both the client and the server. Chroma uses a continuous monitoring system to adapt to
changing environment. Applications can have several possible Tactics. Tactics are defined
by the developer and define the amount of resources used and the fidelity. The system

then chooses a tactic based on the state of the environment at runtime.

Scavenger: Transparent Development of Efficient Cyber Foraging Applications
Scavenger in a framework for offloading (called outsourcing in the work) presented in [12]
by Kristensen. It tackles all the main aspects of offloading, i.e., application and device
profiling, offloading points decisions, and provides a model that abstracts the programmer
from the implementation details to make the application offloading-enabled. Scavenger
relies on RPC for client-server communication. It provides two ofloading mechanisms: an
automatic approach where all the ofloading is automatic, and a manual scheme where the
application must get the server address and make the calls explicitly. Also, the program-
mer is not totally agnostic of offloading, like in MAUI [2], it must provide the code with
annotations of what methods should be considered for offloading. It also includes notions

of security such as black and white lists for validating client devices.

In Scavenger, offloading is performed by sending the code of the offloaded functions.
Developers communicate to the scheduler which functions are candidate to be offloaded
and their complexity based on the input parameters. They can also specify the size of the
input and output of the functions. This information is used by the scheduler when deciding
if the method should be offloaded or not. Offloadable functions must be self-contained.

Virtual Cloud Huerta et al. [24] present an architecture and solution for Mobile Cloud.
They address the scenario where devices work as clients and also as surrogates servers. In
their model, devices interconnect forming a cloud, and are classified in stable devices or
not. A device is stable when it is stationary or its trajectory can be predicted. Only stable

devices are considered for serving as servers.

Their solution is Java-based, and code injection is performed to the applications upon
start. The code injection specifies the migration points. However, there is no mention of
a benefit function, granularity, etc. OfHoadable units are called Jobs. The applications
consist of a main program and jobs that can be offloaded, being the jobs independent
and self-contained. Therefore, they are implicitly using a SGM. They use a distributed

file system to share files within the cloud, while RPC is used for remote execution and
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XMPP [77] for cloud management. There is no mention of a cost evaluation and decision

algorithm for offloading or content synchronization before and after offloading.

Grid design for mobile thin client computing In [56], Deboosere et al. focus on a
grid design for thin client computing. The authors state that RTT between the client and
the server is a major factor affecting the user experience as it introduces delay, mentioning
that RTT is even more important than bandwidth. Therefore, appropriate location of
the server is crucial. Authors propose an algorithm to locate new servers within a grid
network and to choose them according to the location of the client. Also, as clients are
mobile, migration of the application between servers will be required to keep running the

application in a server with a low RTT to the new locations of the client.

Energy-optimal mobile application execution: Taming resource-poor mobile
devices with cloud clones In [67], Wen et al. discuss a model to optimize mobile
energy consumption by offloading applications to cloud servers using cloud clones (VMs).
Applications are completely run in either the server or in the mobile device, similar to a thin
client scenario. As a result, the offloading method must solve two optimization problems
to find the energy required in each case. In the first case, when the application runs in
the mobile, the authors propose to control voltage provided to the CPU in order to save
energy. However, the CPU frequency is linear with respect to voltage and so is the CPU’s
number of operations per second. As a result, the time required to run the application
will vary with the varying CPU voltage. The solution aims at finding the best assignment
of voltages during the application execution that minimizes the energy consumed to run
the application while not exceeding a predefined execution time. A statistical analysis is
performed to estimate the energy consumption rate and speed of the CPU for different
CPU voltage values. This estimated values are used to define an optimization function to
find the CPU voltage that results in minimum energy consumption. In the second case,
when running on the server, energy is required to transfer required data from the mobile
device to the server. The amount of energy required depends on the amount of data to be
sent and on the current state of the network. Having the required energy for both scenarios

allows to choose the one that saves more energy for the mobile device.

Multiprocessors Message Passing Interface (MMPI) a message passing interface
for the mobile environment Doolan et al. [25] propose a framework for running highly

parallel computing problems on a Mobile Cloud. This work leverages Java’s Message
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Passing Interface for communication over Bluetooth similar to RPC calls. The application

is composed of self-contained operations.

CloneCloud: Elastic Execution between Mobile Device and Cloud In [50], Chun
et al. propose CloneCloud. CloneCloud performs offloading by migrating application exe-
cution threads to virtual machines in the cloud. The offloading decision of the application
is decided offline, i.e., before the execution of the application. Several offloading decisi-
ons are computed for different environment conditions such as network datarate. Upon
execution of the application, a offloading decision will be chosen according to the current

conditions; the executable code is modified to describe such solution.

Offloading may happen at any point of the application providing fine granularity. Ho-
wever, there must be no nested offloading operations: once a thread is offloaded to the
cloud, there may not be another migration instruction in it. Therefore, modules are self-

contained.

As offloading happens at a thread level, it is also important to synchronize data shared
between different threads. In this case, if a thread accesses a resource that has been
migrated, such thread blocks until the migrated thread completes and the state of the
application is merged back to the mobile. However, the offloading problem is solved offline,
therefore once the application starts running, its partitioning and offloading decisions do
not change. This may result in bad application execution performance if environment

change.

CloudClone is a system that allows offloading of applications by migrating the appli-
cation to a virtual machine. It uses a combination of static and dynamic profiling in order
to determine points for ofHoading. It abstracts the programmer of the process, and it does

not require modifying the applications to make them offloadable.

The static portion of profiling detects constraints in the migration points, while the
dynamic portion builds a cost model used to determine when to offload or not. An optimizer
selects the migration points that optimize the objective (energy consumption or execution
time for example). In addition, the system works at a thread-level. This allows threads that
are not device constrained (threads that do not use the mobile peripherals for example) to

run and be offloaded independently of other device constrained threads.

Sharing-aware Cloud-based Mobile Outsourcing [21] Mei et al. [21] address the
problem of improving performance by sharing data across multiple applications. Authors

present the design of a mobile application outsourcing framework and its implementation
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for Android and Amazon EC2. They use the cloud for data sharing after the offloading
decision have been already made. The developed algorithms use data sharing between
applications in order to improve outsourcing performance, i.e., lower network overhead
and lower runtime. They follow a module-partitioning view of the application and try to
collocate fine-grained modules based on data sharing in the cloud. The multi-application
data sharing is done by using data mining techniques to detect where it can be done. Their
proposal is a client-server model with no state even though some cache is possible. Addi-
tionally, by using the capabilities of the Cloud, the framework is scalable in the number of
mobile users. The article’s focus is on the platform’s mechanisms for offloading, managing
information about of available servers, assigning them to the clients, and the scheduling of

offloading requests. The article does not discuss an offloading decision algorithm.

MARS: Adaptive Remote Execution for Multi-threaded Mobile Devices MARS
(Multi-threaded Adaptive Remote execution Scheduler) [68] is a client-server RPC-based
remote execution scheduler. The offloadable RPCs are segments of the program specified
by the developer and must be self-contained and independent which results in the Star
Graph application model. The cost of the RPC calls is estimated via a ranking metric that
estimates the gain in time of performing offloading for each RPC. The metric considers
local and remote execution time, upload and download size of the RPC call, and upload
and download network bandwidth. In addition, the framework defines a ranking metric for
energy saving that also includes the device CPU power and upload and download device
power consumption. To minimize the application’s execution time, the framework defines

a heuristic algorithm.

The heuristic scheduling algorithm keeps the list of RPCs that must be executed which
are ranked according to their performance ranking. Then, when a remote resource is
available, the method with higher ranking is offloaded to the remote server. Similarly,
when a core in the mobile device becomes free, the RPC with the lowest gain is chosen and
run in said core. In addition, the algorithm only offload RPCs with an energy gain estimate
above a threshold to prevent high energy costs. To adapt to changes in the environment,
the framework updates both metrics and sorts the list of candidate RPCs every time a new
method needs to be scheduled. Similar to other operating system scheduling algorithms,
starvation must be prevented. This is achieved by defining a sets of bins where each bin
holds a group of RPC calls that have similar offloading ranks. The authors performed
simulations for three different CPU intensive applications: face recognition, augmented
reality, and video game. Their simulations included three different network conditions,
i.e., outdoor WLAN, indoor WLAN and 3G, and two different mobile devices and an
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Amazon EC2 server. The results show an improvement in time and energy efficiency for

the three applications for WLAN scenarios and not for 3G.

This scheduling heuristic is light enough so it can run on the device while it also adapts
to changing conditions. The authors claim this method outperforms best static client-
server offloading solutions. Furthermore, it supports systems with multiple threads and

cores.

Cuckoo: A Computation Offloading Framework for Smartphones Kemp et al.
present an offloading solution named Cuckoo [78]. The offloadable units are Android
services which are computations that can be run in different threads and do not access the
interfaces of the mobile device. The proposed model is the Star Model where the application
is made by self-contained services that can be offloaded. Offloading is performed by sending
the source code as part of the offloading operation. This increases the transmission costs
and may raise security concerns, however, the mobile application does not need to be

deployed and synchronized with the server.

ThinkAir: Dynamic resource allocation and parallel execution in the cloud for
mobile code offloading In [11], Kosta et al. propose a framework for self-contained
method-based mobile application ofoading. This solution takes elements from both Clo-
neCloud [50] and MAUI [2] being a VM-based offloading solution with a method-based
granularity. Method executions are offloaded to virtual machines running the mobile sy-
stem. Parallel computations can be offloaded to multiple VMs simultaneously. The appli-
cation can request resources to the cloud so new VMs are created on request. Every time a
method runs, its costs are measured. The decision of offloading is made when the method
is to be executed based on previous execution measurements. Such decision is made accor-
ding to a specified policy, either to minimize time, energy, both, or a combination of these
and monetary cost. Simulations are performed to demonstrate resource savings with the
framework, also with parallel executions using multiple servers, and finally the ability of
request VMs with increased resources. ThinkAir can offload parallel processes. However,
the network bandwidth is shared among simultaneous offloading operations which may

increase the cost of offloading simultaneous modules.

Serendipity: Emnabling Remote Computing among Intermittently Connected
Mobile Devices Shi et al. [26] aims at improving the performance of mobile applications

leveraging the Mobile Cloud. The goal is to minimize the application execution cost in the



Background 37

mobile device, i.e., save energy and time, by using resources of surrogate mobile devices,
and under different conditions such as intermittent availability. The authors consider
two subproblems, firstly, how to model the computational job and divide it into tasks,
and secondly, the problem of how to distribute said tasks for remote execution in mobile
clouds. Jobs are made of set of tasks and thus this model is equivalent to our Star Graph
Model where tasks are self-contained offloadable units. In the proposed architecture, tasks
are disseminated across devices by a job engine. A master process controls resources in
each surrogate mobile device and communicates with the job engine. For each task, a
profile of the task resource needs is kept. This information is then used along with a
job priority by the job engine in order to distribute tasks among the surrogate mobile
devices. A Serendipity implementation for Android was developed and experiments where

run, showing the feasibility of the approach.

Cloud Server Job Selection and Scheduling in Mobile Computation Offloading
In [79], Yue et al. address the problem of multiple mobile devices offloading self-contained
jobs to the cloud. The authors address scheduling of the jobs under the constrain of
a shared network and propose an offline and three online scheduling algorithms. The
algorithms aim at minimizing the energy used by the mobile devices when accessing the
base station. The mobile devices use a common wireless base station to access the cloud,
and the server instructs the devices when and what job to offload and what job to process
locally. The server uses the offline scheduling algorithms to schedule the jobs generated
by the mobile devices. The online scheduling algorithms aim at improving fairness at the
server for all the mobile devices. To schedule the communication to the base station, time
is divided in discrete intervals which are then assigned to jobs per mobile so as to minimize

the energy used by the mobiles.

The problem addressed by Yue et al. [79] can be extended to consider multithreaded
applications in a single mobile device. These problems are equivalent. For instance, each
thread can be seen as one mobile device in the multi-device problem. Scheduling access
to the base station is equivalent to scheduling the use of the network in the single mobile

device with multi-threaded applications.

Online Algorithms for Location-Aware Task Offloading in Two-Tiered Mobile
Cloud Environments Xia et al. [80] study a two-tiered cloud architecture where mobile
devices access a Cloudlet via multiple WLAN access points, and distant clouds via the

cellular network, and where the offloading decision is done according to a location-aware
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offloading algorithm. The optimization goal is to balance the energy cost for each mobile
device depending on the energy available on the device while meeting the software level
agreements. Mobile devices offload tasks and the framework evaluates the cost of the task
considering the required and remaining energy on the mobile and following a time division
scheme. The cost model considers the device residual energy. The application model is the

Star Graph Model as tasks are self-contained.

Advancing the State of Mobile Cloud Computing A REST-based offloading scheme
is proposed by Bahl et al. in [46]. This is a stateless model where functionality common
to different applications can be provided through REST services. Examples of such functi-
onality are face detection or speech recognition operations. The application model is a
star dependency graph where the application is the center of the graph and there is a

dependency to the services. Only the services can be offloaded.

The advantage with REST-based offloading is simplicity and minimum effort as apps
can start using functionality already provided and working. Also, REST protocols are
widely used and stable even though they might not be the best option for data communi-
cation performance. Finally, REST services are platform independent, thus virtually any
mobile application can use these services. The services may be developed by third party
companies, however, this arises concerns such as compatibility, availability and security.
Compatibility is a concern for the application when the service is updated possibly chan-
ging its interface and thus forcing application updates. Availability problems arise when
the mobile device goes offline and then the application has not a local implementation of
the service functionality and thus must fail. Furthermore, the service may be available
freely on internet to possibly millions of users competing for its resources. Finally, security
is a concern as the REST-services may be developed by third party companies that will
have access to the user’s information contained within the service call, and thus privacy of

user’s data is at risk.

On Energy-Efficient Offloading in Mobile Cloud for Real-Time Video Appli-
cations In [81], Zhang et al. propose a scheduling algorithm as an adaptive dynamic
offloading solution. Authors focus on real-time video applications, for example, games
where the scenario is rendered as a video. The offloadable unit is a task, which are inde-
pendent and therefore the application model is the SGM. Each task has associated energy
costs, i.e., computation cost and amount of data to be sent and received, as well as associ-

ated start time and deadline. The algorithm follows a heuristic greedy approach aiming at
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minimizing the energy consumption subject to deadline constraints. Authors also propose

a network state monitoring.

Energy and Delay Tradeoff for Application Offloading in Mobile Cloud Com-
puting Wang et al. [82] address the problem of minimizing both the energy consumption
and execution time of multiple applications from multiple mobile devices, and by offloa-
ding the applications to multiple servers. The applications are independent, resulting in a
SGM application model. They prove that the problem is NP-hard for the general case and
propose a heuristic algorithm. The problem is presented as a 0-1 optimization problem,
where variable z,,,s = 1 if application a of the mobile device m is running on server s.
The optimization goal is to minimize the sum of the energy and time costs, which might
not be appropriate as both time and energy are in different units. To address this issue,
the authors multiply the energy cost by a constant thus adjusting the preference to opti-
mize between time or energy costs. However, it is not clear how this parameter should be

assigned. The algorithms are evaluated on randomly generated applications and costs.

Optimization of Radio and Computational Resources for Energy Efficiency in
Latency-Constrained Application Offloading Munoz et al. [52] address the scenario
where both the mobile device and the access point use MIMO antennas, and analyze the
tradeoff between energy consumption and latency. The work proposes a framework for the
joint optimization of the radio and computational resource usage. The goal is to minimize
the energy consumption while keeping the QoS as measured by a latency (deadline) con-
straint that depends on the user’s perception. The granularity of the offloading method is
the bit level, i.e., the application is considered as a group of bits that can be offloaded or
not. The method chooses how many bits to offload and how many to 'run’ on the mobile
device. The time and energy costs are estimated from the number of bits, which are consi-
dered independent, i.e., the cost of ’executing’ a bit does not affect the cost of other bits,

which corresponds to the SGM application model.

Make Smartphones Last A Day: Pre-processing Based Computer Vision Ap-
plication Offloading In [83], Li et al. take a different approach to save energy by
offloading. They authors propose to sacrifice accuracy in order to satisfy energy and time
constraints. For instance, for a face detection application, preprocessing the image (downs-
caling it) results in lower transmission cost to the server. The decision algorithm is inspired

in Lyapunov optimization. The authors propose a scheduling algorithm for migration of
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multiple independent tasks. Preprocessing introduces a new tradeoff, it has the potential
save energy and time when offloading, but it also consumes energy and time to perform

the preprocessing task.

Offloading of Web Application Computations: A Snapshot-Based Approach
Jeong and Moon [45] use offloading in Web applications. Offloading uses snapshot of the
state of the web application which allows the server to use Javascript handlers and DOM
API. Information from common JavaScript libraries is omitted to reduce the amount of
data to be transferred. The snapshot approach is similar to VM-migration, where the state
of the application is sent to the server. The scheme requires blocking the application at

the client. The scope of the work does not include a decision algorithm.

A Mobile Application Offloading Algorithm for Mobile Cloud Computing In
[84], Ellouze et al. propose an offloading algorithm with focus on energy efficiency and
quality of experience (QoE). The algorithm works a the level of operating system and
offloads independent jobs, each one corresponding to an application. A job is offloaded if
it reduces the energy consumption while the execution time remains within a time frame.
The method considers the QoE in terms of additional delay of the jobs. They incorporate
models of wireless data rates, i.e., signal-to-noise ratio, bandwidth, distance, etc., to the
model to compute the expected time and energy during transmission. In the simulations,
the authors experimented with different job arrival rates, and three types of jobs, namely,
chess application, voice recognition, and virus scanning. The solution proposes a CPU

sharing scheme as part of the algorithm, where the CPU run parts of each concurrent job.

Ellouze and Gagnaire [85], extend this work [84] to the scenario where servers can be
located at multiple sites. They first provide an analytical analysis of the performance of
the approach [84] based on the network bandwidth and the capacity of the servers. Finally,

they propose an optimized application servers placement in a typical C-RAN configuration.

2.3.2 Call Graph Model

An Adaptive Multi-Constraint Partitioning Algorithm for Offloading in Perva-
sive Systems An example of modularized applications is presented by Ou et al. in [10].
The authors represent the application as an undirected graph where nodes are program
classes of an object oriented program, and edges express dependency between classes. The

algorithm finds a k£ + 1-partitioning of the graph which is used to decide the offloading
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solution, reducing the search space. One partition includes all the classes that must run
in the mobile device whereas the other k partitions can be offloaded. Nodes and edges
are multi-weighted corresponding to memory, CPU, and bandwidth requirements, and the
number of times classes access each other. This is probably the base for application model

of many later works based on the Call Graph model.

MAUI: Making Smartphones Last Longer with Code Offload Cuervo et al. pre-
sent MAUI in [2], a client-server architecture to preserve energy in mobiles devices by
offloading computations to cloud servers via RPC calls. The framework is method-based
and developers must annotate which methods should be considered for offloading. The
application is modelled via a call graph where methods are represented by nodes in the
graph, and where there is an edge between two methods if one method may call the ot-
her. To estimate the cost, nodes and edges have weights representing the computation
and communication costs respectively. The offloading problem is formulated as an integer
linear programming problem where the objective function is to minimize the energy cost
of running the application. The framework gathers profile information during execution of
the application and uses said information in future decisions. Furthermore, Maui continu-

ously measures of the current communication link state such as the bandwidth and latency
of the link.

Computing in Cirrus Clouds: The Challenge of Intermittent Connectivity Shi
et al. address MCC under intermittent connectivity which they name Cirrus Clouds in [3].
The authors describe two different scenarios: a mobile device with intermittent connectivity
to a central cloud, and a Mobile Cloud. For this architecture, the authors propose and
describe Serendipity presented in [26]. For intermittent connectivity, the authors present an
offloading algorithm for the case where the future network connectivity state is known. The
application is modelled using the profile tree of the application as presented in [50]. The
cost is modelled by weights in nodes and edges representing the execution and transmission
costs respectively. In this solution, if an method is offloaded, then all the methods that
are called directly or indirectly from said method are offloaded as well. In other words, if
a node of the tree is offloaded, then all descendent nodes are offloaded as well. Therefore,
in addition to the assumption of knowing the future network state, this proposal is limited

to applications where all methods can be offloaded.

A Dynamic Offloading Algorithm for Mobile Computing Huang et al. [54] pre-
sent an offloading algorithm for MCC. Authors model the application as a call graph with
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N offloadable modules and one non-offloadable module similar to [10] where the weights
correspond to time and energy costs of the modules. The optimization problem is for-
mulated as a queueing network problem and solved as a Lyapunov optimization. The
heuristic algorithm aims to minimize the average energy cost under a given execution time
constraint. They performed simulations for a mobile user moving through an area divided
in sub-areas, showing that their solution achieves better energy savings on scenarios with
higher density of WLAN networks.

Reliability-based design optimization for cloud migration Qiu et al. [86] use call
graphs to increase reliability of legacy application that are being migrated to the cloud.
The application is represented as a call graph where each node represents a module or class
and invocations are represented by the edges. The execution of the application is then a
path over the graph. Each node has a probability of fault which is assigned randomly
from a distribution taken from observations of real services. An execution has a fault
probability which is computed using the fault probability of the nodes on the execution
path, and on the existence of a fault tolerance strategy or not. To make the offloading
decision, the modules of the application are ranked according to a probability of failure and
the migration decision is chosen such that the reliability of the application is maximized.
To evaluate their work, scale-free graphs that represent applications are generated, and

executions are simulated by generating paths over the graphs.

Run Time Application Repartitioning in Dynamic Mobile Cloud Environments
Yang et al. propose a VM-based offloading solution in [53]. Their method-based solution
models the application using a method call tree. The method call tree is compared to the
call graph model where a given method can only be invoked from on one other method.
The solution does not allows nested migration, therefore if a method is migrated, all its
descendant in the tree are migrated as well. To estimate the cost of offloading and running
a method, the framework takes into account the device workload and the network upload
and download bandwidths. The authors develop two algorithms, i.e., offline and online
algorithms. In both algorithms, the optimization goal is to minimize the application exe-
cution time. The difference between both algorithms is that while the offline algorithm
assumes that the future predictions of the device load and network bandwidth are given,
the online algorithm considers the current progress of the application execution and the
current mobile device load and network bandwidth. The proposal is evaluated using a face-
detection and a QR-reader application. In their evaluations, the future network status is

predicted from measurements obtained from 30 mobile trajectories on a university campus
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with a set of access points and measuring the network bandwidth every 20s. The authors
showed that the framework provided up to 35 % better application performance compared

to other approaches

Cloud-Assisted Computation Offloading to Support Mobile Services In [87],
Elgazzar et al. propose an offloading solution where a user may offload computations to
a cloud provider, and where data required by offloaded operations may be hosted in a
third party provider. The application execution unit is an operation (method), where a
set of operations form a service. The entities in the offloading problem definition are a
mobile user, which issues operation offloading requests, the cloud, which executes offloaded
operations, a mobile service provider, which is a mobile device acting as an integration
point between the user and the cloud, and the data provider, which may host some data
required by the mobile operations. Data on the data provider can be fetched directly by
the cloud offloading provider through faster network links. The mobile service provider

runs the offloading decision algorithm.

The decision/selection algorithm considers the resource status of the mobile devices,
network conditions and the mobility of both user and mobile service provider, and selects
from a set of predefined offloading plans. The decision algorithm chooses an offloading plan
that provides the optimal performance among a set of plans that meet user constraints.
The mobile provider may gather the response from the cloud before sending it to the user,

or the cloud may send the response directly to the user.

The authors’ emphasis is on the framework therefore some details are not clear regar-
ding the application and cost models and how the set of candidate plans. Regarding the
application model, authors mention that operations may depend on other operations, and
that such information is used when profiling the total cost of every operation, similar to
the CGM application model. It is not explained nor illustrated which type of dependen-
cies are considered and how they are used in computing the total cost of an operation.
Furthermore, each plan defines one execution decision per operation which may not be
optimal for multiple executions of the same operation. Additionally, the profiled data ac-
counts for average values such as CPU, memory and energy costs, therefore the cost model
is average-based and it may be inaccurate for operations whose costs vary considerably

between different executions.

Optimal Joint Scheduling and Cloud Offloading for Mobile Applications Mahmoodi
et al. [88] use the call graph model together with a Integer Linear Programming (ILP) pro-
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blem formulation to solve a join problem of scheduling and application offloading. Similar
to MAUI [2], their objective is to maximize the energy saved by offloading while running
the application under a deadline. The modules of the application are assigned to run
either on the cloud or on mobile device. This work considers series and parallel dependen-
cies between nodes which, together with diving the time in intervals, results in a problem
formulation with a number of variables O(Tn?), where T is the number of time intervals
and n is the number of modules. As a result, the offloading decision algorithm must run
in the server. They performed simulations for a face detection application and compared
the energy saved by their proposal to that of other methods such as no offloading, full
offloading, [54] and [89].

Application Offloading based on R-OSGi in Mobile Cloud Computing In [90],
Yang et al. propose an offloading scheme that leverages R-OSGi java framework. Simi-
lar to other works, the offloading problem is formulated as a combinatorial optimization
problem aiming at minimizing the total execution time of the entire mobile application.
The application is represented by a tree where nodes are java modules that may call each
other. If a module in the application is called by more than one module, the node in
the tree is cloned an the tree starting from said node is duplicated. There are important
differences between this application model and the Execution Dependency Tree (EDT)
model presented in [14]. First, the EDT model considers three types of relations between
modules, i.e., parallel, series, and probabilistic, and, second, the EDT tree represents the
actual execution paths observed during the execution of the application, instead of only

static relations between modules.

Coalition-based Energy Efficient Offloading Strategy for Immersive Collabora-
tive Applications in Femto-Cloud Yu et al. [42] consider the scenario where multiple
mobile users offload duplicated computation tasks to a set of nodes. The goal is to mi-
nimize the energy consumption by offloading and sharing results, considering the delay
constraint of each mobile device and the computation and memory constraints of each
server. The problem is modeled by a cooperative weighted call graph. They present a
distributed algorithm that combines notions from Binary Linear Programming (BLP) and

coalitional game.

Fine-granularity Based Application Offloading Policy in Cloud-enhanced Small

Cell Networks Deng et al. [91] address the scenario of multiple mobiles in a Cloud
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Enhanced Small Cell Networks. The offloading policy aims at minimizing the energy
consumption while satisfying a strict delay constraint. The application is modeled as a
directed acyclic graph where nodes are tasks that can be offloaded. The problem is solved

via a Binary Particle Swarm Optimizers (BPSO) algorithm to incur in low computing load.

Automated Application Offloading through Ant-inspired Decision-Making In
[92], the application is modeled by a call graph whose nodes represent methods. The call
graph is then transformed to account for the different offloading environments (mobile and
cloud). The offloading problem is then equivalent to the shortest path (SP) problem on

the new graph. An ant-inspired heuristic algorithm is used to solve the SP problem.

A fast hybrid multi-site computation offloading for mobile cloud computing
In [93] propose a hybrid solution that includes two different decision algorithms to achieve
the optimal and the near-optimal partitioning of small-scale and large-scale applications,
respectively. The problem is formulated as a multi-site offloading problem. The application
is modeled via a weighted call graph where each node has a weight per site and edges have
a weight representing the transmission cost. The application cost is formulated as the
sum of the cost of each unit or module of the application. The energy cost is computed
from the time cost multiplied by constants that represent the energy consumption rate
for the mobile’s CPU and the network interface. The first algorithm uses the branch-and-
bound algorithm with an optimal branching rule, a fast search strategy and an bounding
function. The solution does not consider parallel applications, therefore the advantage of

using multiple sites is reduced.

A summary of some of the approaches for application offloading problem is presented
in Table 2.2.

Among the several approaches to the application offloading problem, none of them use
robust optimization. However, in Chapter 5, we present a robust optimization formulation

to the problem. Therefore, we briefly introduce the topic in the following section.

2.4 Robust Optimization

Application offloading is one of the optimization problems in science and engineering that
are often uncertain due to, for example, inexact measurements of physical entities, para-

meter fluctuation and values that are only known in the future. Uncertainty may result in
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Year Article Exec. Model App. Model Algorithm Offloading Decision

2017 [81] cs s H d
2016 [8§] cs c LP S
2016  [53] vm c H s/d
2016 [90] cs c LP s
2016  [42] cs c H s
2016 [91] cs c H S
2016 [92] cs c H S
2016 ]93] cs c H d
2015 [82] cs s H d
2015 [83] cs S O S
2015 [52] cs S O S
2015 [82] cs s H S
2015  [45] v ; . ;
2015 [84] cs S O d
2014 [79] ; s H .
2014 [87] - c H semi-d
2014 [80] cs S H d
2013 [86] cs c H S
2012 [21] cs s H s
2012 [78] cs s H d
2012 [67] vm ¢ H s
2012 [11] v S H d
2012 [26] cs S H d
2012 3] cs c H d
2011 [50] v s LP s
2011 [68] cs c H d
2010  [94] cs c - d
2010  [12] cs S H d
2010  [24] cs S - d
2010 2] cs c LP d
2008  [25] cs S - -
2006  [10] cs c H d
2003 [62] cs S H d
2002  [61] cs S H d

Table 2.2: Summary of some application offloading approaches. Execution Model: VM-
migration (vm), Client-Server (cs). Application Model: SGM (s), CGM (c), Tree CGM
(t). Algorithm: LP, Heuristic (H), Other (O). Offloading Decision: static (s), dynamic (d).
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highly infeasible or suboptimal solutions as shown by Ben and Nemirovski [95]. They show
that even 1% uncertainty for a set of problems affect the feasibility of the solution, and
that the solution to these problems using the Robust Optimization methodology ( [96-100])

looses nearly nothing in optimality.

2.4.1 Motivation

The robust methodology is often preferred over other approaches because of two main
reasons: set-based uncertainty and tractability. First, the robust approach only requires
the uncertainty to be specified as a set, which is the appropriate approach for certain
optimization problems. This contrasts with the Stochastic Optimization approach which

requires knowledge about the distribution of the possible values of the parameters.

Second, despite the problem is generally NP-hard due to an increased number of con-
straints resulting from the uncertainty, it has been shown that the robust problem is
tractable under certain conditions, given by the structure of the space formed by the con-
straints and the uncertainty set [101]. Two examples are when the uncertainty forms a
given uncertainty ellipsoidal set (Ben and Nemirovski [96]), and for the mixed ILP problem
under uncertainty in the coefficients of the objective function (Atamtiirk [102]). Bertsimas
et al. [103] focused on robust optimization for discrete optimization and network flow pro-
blems, and propose an efficient algorithm that solves the robust problems in a tractable
way, and whose degree of conservatism can be adjusted. The authors propose robust for-
mulations and efficient algorithms for the problems when the uncertainty affects only the
objective function, or only the constraints. In a similar approach, Bertsimas and Sim [104]
address the level of conservatism proposing a new robust approach for lineal optimization
problems that guarantees that the robust solution is feasible if less than a specified number
of coefficients take worst case cost simultaneously. Otherwise, the solution is feasible with
high probability. The robust formulations are lineal optimization problems and extend to

discrete optimization problems in a tractable way.

Robust optimization has been successfully employed in a wide range of problems. Ben-
Tal and Nemirovski [95] apply robust optimization to a set of Netlib LP problems and
show that the robust formulations lose nearly nothing in optimality while being immune
to parameters’ uncertainty. In [97], Ben-Tal and Nemirovski solve the problem of designing
a truss topology that maximizes the rigidity of the structure to forces in a given direction,
while being robust to occasional loads in other directions. A robust inventory control

problem is solved in [101,105-108]. The goal is to design a system that makes ordering,
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stocking and storage decisions in order to meet demand while minimizing costs. In [103],
Bertsimas et Sim solve the robust counterparts of several discrete optimization problems.
The authors solve a robust Knapsack problem where weights are uncertain, following a
symmetrical distribution, and where the values of the objective function are deterministic.
The formulation aims at maximizing the total value of the goods while allowing a maxi-
mum of 1% constraint violation. The authors then solve a robust formulation of Sorting
when the elements are subject to uncertainty. The problem is formulated as an integer pro-
gramming model with uncertainty in the objective function. They also solve the Shortest
Path problem as a BLP problem where arcs are subject to uncertainty. Other problems

include portfolio optimization [109] and binary classification [110].

2.4.2 Objective

The goal of the robust optimization problem is to find a solution that is feasible for any
realization of the parameters in a given uncertainty set. Furthermore, the solution is
considered optimal if it guarantees a minimum value for any realization of the parameters

in the given set.

This formulation, however, has been criticized for being too conservative for some
problems because it ignores near feasible or near optimal solutions. Consequently, other
formulations have been proposed with different definitions of feasibility and optimality,
adjusted to the nature of the original optimization problem and the characteristics of the
parameters’ uncertainty. Among these formulations, Bertsimas et al. [103] propose a robust
formulation for combinatorial optimization problems that addresses both the uncertainty

of the problem and the conservatism of the robust optimization.

Our work focuses on the Application Offloading problem which can be formulated as
a combinatorial optimization problem. Therefore, we present here the robust formulation

for these problems by Bertsimas et al. [103].

2.4.3 Robust Combinatorial Optimization

Consider the combinatorial optimization problem:

(pp)  min p'ax
= (2.1)
st. xe X C{0,1}".
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Consider that the coefficients p = [p1, ..., pn| of the optimization function take values
in an interval, i.e., p; € [p;, pi + d;], d; > 0, but the set X is fixed. For the application
offloading problem, the parameters p; account for the execution costs on the mobile, the
cloud, and the transmission costs. These costs include uncertain environment conditions
such as device CPU load and network data rate. This approach models other problems
such as the shortest path, the minimum spanning tree and the traveling salesman. Data
uncertainty in the shortest path problem for example, expresses the errors when measuring

distances in some of the links of the graph.

There is no uncertainty in the constraints, therefore a solution x to the uncertain

optimization problem (P) is considered feasible if z € X.

The solution x to the uncertain optimization problem (P) is optimal given a value
0 < T < nif x is feasible and x guarantees the minimum value for all realizations of at
most I' parameters, and where the other n — I' parameters are certain. In other words, it

should be an optimal solution to the following certain problem:

P*) min | plx + max d;x;

( ) x (p S,SQ{O,...,m},|S|§F; ) (22)
st. zelX

where p = [f1,...,pn]. Consequently, the level of conservatism can be adjusting by

specifying I'. In particular, if I' = n, the solution « is optimal if it guarantees the minimum
cost for all realizations of the parameters in the uncertainty set. This is equivalent to the
most conservative robust optimization. On the other hand, if I' = 0, then the robust and
the nominal problems are equivalent, and thus « is optimal if it is optimal for the nominal
problem 2.1. This robust problem is tractable and can be solved by solving no more than

n + 1 instances of the nominal problem [103].

To summarize, robust optimization may be used for optimization problems where para-
meters are uncertain. In Chapter 5, we will present a robust formulation of combinatorial

problems with uncertainty in the objective function.

2.5 Summary

The goal of Mobile Cloud Computing is to enhance the experience of the mobile user,
who benefits, for example, of faster application execution and improved device’s battery

life. The technology is implemented in three different architectures, namely, Remote Cloud
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where the mobile user leverage the resources of a remote cloud, Mobile Cloud where mobile
devices are organized and share their resources, and Cloudlet where a less powerful cloud
is located near to the mobile device, reducing the latency between the server and the
device. Implementing these architectures involves addressing many challenges such as the

application offloading problem.

The application offloading problem aims at minimizing the cost of running the mobile
application by offloading its execution, entirely or partially, to the cloud. While the of-
floading operation saves resources on the mobile by executing modules on the cloud, it
also incurs in communication costs when transmitting the necessary information between
the mobile device and the cloud. This tradeoff must be effectively evaluated in order to
guarantee a better experience for the mobile user overall. The cost tradeoff depends on the
execution model used for offloading, which can be performed via VM-migration, where the
mobile environment is virtualized on the cloud server, or by Client-Server model, where

offloading is performed via client-server protocols such as RMI and RPC.

The solution to the problem involves modeling the application and estimating the exe-
cution cost given an offloading decision. The two main application models have been the
CGM and the SGM, in which nodes in a graph represent parts of the application and edge
model calls between the modules. The main difference between both models is that, in the
former, modules may execute other modules, whereas modules are independent and can-
not call other modules in the later model. The cost model evaluates the tradeoff between
the cost saved and the cost incurred by offloading operations. The cost of a module is
modelled by the average of the costs observed in previous executions of the module, and is
used to define the optimization function and constraints of the problem. The optimization
function estimates the average execution cost of the entire application, and is used in a
minimization problem by the offloading decision algorithm. The application and cost mo-
dels are used by the offloading decision algorithm in order to find the offloading decision
that minimizes the objective function while satisfying the constraints. Approaches differ
on which techniques they follow, such as LP formulations, or when the decisions are made,
i.e., static or dynamic algorithms, and where the algorithm is run, i.e., on the mobile device
or the cloud server. We observed that most relevant solutions in literature are dynamic and
run in the mobile, while both application models, SGM and CGM, are commonly used.
The application offloading problem is highly affected by uncertainty from, for example,
estimating the network data rate or CPU load.

Robust optimization is a methodology used to deal with set-based uncertainty in a

tractable way. Versions of the Shortest Path and the Minimum Spanning Tree problems
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with uncertainty are two of the problems solved via robust optimization. The method
aims at finding a solution that is feasible and optimal in a robust sense, considering the
uncertainty and the problem characteristics. In the typical approach, a solution is feasible
if it is feasible for all the realizations of the parameters in the uncertainty set. Also, the
solution is deemed optimal if it is feasible and guarantees the minimum value for all the
realization of the parameters in the uncertainty set. For some scenarios, this definition
is considered too conservative as it discards almost-feasible and almost-optimal solutions,
thus some formulations also aim at controlling the degree of conservatism. While the un-
certainty may result in virtually unlimited constraints, there are scenarios where the robust
counterpart of an optimization problem can be solved efficiently. For example, problems in
the family of combinatorial optimization, which include the application offloading problem,
have robust formulations that are both tractable and whose degree of conservatism can be

adjusted.

The existing approaches for application offloading suffer from inaccurate estimates and
decisions caused by the limitations of the application and the cost models. On the one
hand, the application models employed by literature do not support complex programming
instructions, such as conditionals and parallel execution of modules, nor they capture the
different execution paths that affect the cost of the application. On the other hand, the
average-based cost model restricts the problem to optimizations of the average cost of
the application and does not support statistical analysis of the costs of the application.
Consequently, the offloading decision algorithm can only optimize average costs of the
application, and makes a suboptimal offloading decisions. Another limitation results from
uncertainty in the problem parameters. For instance, measuring the network data rate or
the CPU load cannot be done without errors, furthermore, these conditions vary with time

rendering offloading decisions infeasible or suboptimal, or both, and therefore worthless.

In the next chapters, we address these limitations proposing novel application and
cost models. We also develop a robust solution for scenarios with limited, uncertain cost

information.
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Novel Application Model

A key aspect in solving the application offloading problem lies on the application and
cost models. A common limitation of state of art application models is that they do not
consider the types of dependencies between the modules of the application nor they capture
the execution paths of the module’s executions. This leads to cost inaccurate cost models

and thus offloading decisions.

In this chapter, we address these limitations proposing a novel application model that
captures the execution paths of the application and the types of dependencies between the
application’s modules. The model supports multiple offloading decisions per module, as
well as modeling the cost of the modules based on the execution paths. We present an
average-based cost model and an efficient offloading decision algorithm based on the novel

application model.

3.1 Application Model

We model a given mobile application using a tree structure that we refer to as the EDT.
The model aims at overcoming the problem of imprecise estimation of the modules’ exe-

cution cost. This problem is more critical for applications that contain modules exhibiting

52
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significant variance in their execution cost as they are called within different execution
paths of an application. This issue is elevated by incorporating two additional pieces of
information that were not considered in previous approaches; the first is the module cost
as a function of its execution path, relying on the use of module dependencies. The second

is the probability distribution of the modules’ cost.

More precisely, our proposed tree structure allows for the identification of three diffe-
rent execution relations, or dependencies, among two or more modules. The first is the
series dependency, or sequential execution dependency that defines a specific order of the
sequential executions among the modules. The second relation describes modules related
through conditional branching statements. In this case only one module may be execu-
ted according to the satisfied condition. We refer to this relationship as a probabilistic
dependency. Finally, the relationship among modules that can be executed in parallel, if

sufficient resources are available, is referred to as a parallel dependency.

The application modules and their above dependencies are represented using a EDT
structure 7' = (V, E). The set of nodes V' = {Vj; U Vp}, |V| = n, is the union of two
subsets; Vjs is the set of the module nodes representing the application modules. We
make no assumptions with respect to the granularity of these modules. They can represent
functions, methods, threads or components chosen by the user. On the other hand, Vp
is the set of dependency nodes that are used to describe one of three possible modules

execution relations, namely, series, probabilistic and parallel relations.

A dependency node must be a parent of either module or dependency nodes. On the
other hand, to maintain lucidity of our presentation, we allow a module node to only be
a caller, i.e., a parent of a single dependency node. If a module node is the caller of two
or more modules, then a dependency node is needed first to specify the relation between
these modules. On the other hand, if the module node is self-contained, i.e., it does not
call any other modules, it becomes a leaf node in the tree. Finally, the case of module with
a call to a single module is represented by a call first to a series dependency node that in
turn calls that module. This generalized approach will simplify the derivations of the rules
needed to derive the overall cost of the tree. Finally, we use the term execution path of a
module to refer to the sequence of nodes when the tree is traversed from the root to that

module.

Figure 3.1 depicts the pseudo-code of a generic application and its corresponding EDT.
The application is partitioned into modules a-f corresponding to its methods a-f. In the
example, a conditional branching due to the if statement is translated to a probabilistic

dependency. Similarly, it shows that d and e can be executed in parallel while the series
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relation mandates that f must be executed before the conditional statement. We also note
that as c is called twice and appears as ¢; and ¢;, once within each execution path leading
to that node. Hence, the EDT allows us to accurately profile the cost of the module ¢
while taking into consideration the application’s execution path. As will be shown later

this can dramatically reduce the imprecision in estimating the module costs.

1 public void a()

2 | ()

3 if condition then
a b ();

5 c ();

6 else

7 fork(a ());

8 fork(e ());

9 end

10 public void b()

11 ‘ c ();

Figure 3.1: An example of an application and its Execution Dependency Tree.

This model is more detailed compared to the state of the art Call Graph Model. It
supports different offloading decisions per module based on the execution path that results
on the execution of the module. Additionally, it captures and uses implementation details
of the application in order to further increase the precision of the estimation of the execution

cost, of the modules.

We restrict the number of modules that are considered for offloading, which must be
specified by the developer. This is similar to other works such as MAUI [2] where the
number of offloadable modules is limited, and Ou et al [10] where the reduction of the
problem is performed by a (k + 1) partitioning algorithm. This avoids the Path Explosion
problem as known in Symbolic Execution [111], [112], [113].

The EDT describes the structure of the application and its execution paths. Additio-
nally, weights in nodes represent their execution and transmission costs and are used when

finding the optimal offloading decision in a cost model as it is presented next.

3.2 Average-based Cost Model

The execution of a given module incurs two costs: a communication cost and an execution

cost. The model is general enough so execution or transmission costs of a node may
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express time, energy, monetary cost, etc., or a weighted combination of these. Each node
in the tree is associated with two cost functions for costs resulting from communication
and execution. The communication cost is determined by the location of both the module
and the module’s caller, and is negligible if a module runs in the same location as its caller.
On the other hand, the execution cost depends only on the location of the module, i.e., at

the mobile device or in the cloud environment.

Let I = (Iy,...,1,), n = |Vi|, be the location (offloading) decision vector where I; €
{0,1}, with [; = 0 means that module v;’s location is the mobile device and [; = 1 me-
ans the module’s location is the cloud. We define two generic functions to express the

communication and execution costs of nodes given a location decision.

Let ¢;(1) be the communication cost function for module v; and location I. This function
takes into account the location of v; and v;’s caller, the amount of data, and all environment

variables like current network status and device properties.

Let e;(l) be the execution cost function that estimates the execution costs of module
v; when running in location /; € [, and that considers all environment variables like device

and server characteristics.

Based on these two functions, we define a function to express the total cost of running

an application.

Definition 1. Given the EDT representation TV, E) of an application and a location
vector I, F(T;,1) is defined as the Total Cost of running the application represented by T;,
where T; is the subtree of T rooted at node v; € V.

By definition, the cost associated with the root node v; represents the total cost of

executing the application according to I.

F(T;,1) is calculated as a combination of the transmission and execution costs of node v;,
combined with the total cost of its children trees, i.e., F'(T},1) where v; € Children(v;) C V
are the child nodes of v; in the tree T. Naturally, the computation depends on the type
of v; which can be either a module node or a dependency node. Expressions for each case

are given next.
e If v; € V), then

F(T, ) =t()+eW)+ >, F(Ty1) (3.1)

v €Children(v;)
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i.e., the cost is the sum of the communication and execution costs of the node, plus

the total cost of the applications it invokes.

e Series node, v; € Vp,

FI)= Y R (32)

vjEchildren(v;)
i.e., the cost is the sum of the total cost of all the applications represented by the
EDTs Tj for all v; child of v;.

e Probabilistic node, v; € Vp,
F(TLl)= Y. P)«F(T,1) (3.3)
vj€Echildren(v;)

where P(v;) is the probability of running the application represented by T;, T} €
Children(v;). P(v;) is obtained by profiling the application and it is equal to the
number of times execution follows to node v; over the total times that node v; is

executed.

If the root node is a parallel node, then the accumulated cost depends on whether the
cost unit is time or not. When measuring time, the total time taken by several parallel

operations is the time of the longest operation.

e Parallel node, v; € Vp, when measuring time,

F(T,.1) = max(F (T}, 1)) (3.4)

where v; € Children(v;).

Otherwise, cost units such as monetary cost add to the final cost even if run in parallel,

and thus the total cost is calculated as a series node.

e Parallel node, v; € Vp, otherwise,

FLh= >, F(T (3.5)

vj€Children(v;)

which is the sum of the total cost of all children of node v;.
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The application is profiled on the server and on the mobile device. The resulting cost
functions are stored by the server and provided to the application upon periodic pull re-
quests or by push operations. Furthermore, similar to other approaches [2], the application
can profile the network access to the cloud server periodically, or this information can by
obtained during offloading requests, or be provided by some external API. As a result, the
mobile application has up to date information about the application costs and network
status, and runs the decision algorithm when the conditions change. As the number of
offloadable modules is limited, finding the solution for the application offloading decision

problem has negligible overhead.

3.3 Problem Formulation

Given the average-based cost model, we define the average-based application offloading

problem as follows.

Definition 2. The application offloading decision problem is defined as that of finding a
location decision lx = (..., 1,) such that F(T,1) is minimized, where T is the EDT of the

application.

In other words, the problem is to find an offloading location for each application module
such that the expected cost of the application is minimized. The expected application cost
is computed according to (1) the modules and their dependencies as modelled by the EDT

of the application, and (2) according to the average costs for each of them.

3.4 Proposed Offloading Decision Algorithm

To solve the problem for a given EDT T of an application and a node v;, we note that the
optimal location decision for T; € T depends only on the location of v;’s parent. Therefore,
the best location v; is the best of two scenarios: (1) when v;’s parent is located in the mobile
device and (2) when v;’s parent is located in the cloud. We use this fact to develop an
optimal algorithm that solves the application offloading decision problem for an application
represented by an EDT T

The algorithm works in two steps as depicted in Algorithm 1. The first step Solve,
shown in Algorithm 2, finds the best location for every node for each possible location of

the node’s parent. In other words, we find v;’s best location for each of both cases: (1)
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v;’s parent is in the cloud and (2) v;’s parent is in the mobile device. Any restriction to
the location of node v; is considered here, for example, if v; must only run in the mobile

device.

The second step of the algorithm, BuildSolution, depicted in Algorithm 3, builds the
optimum solution from the information from the previous step. The location of the root
node, the starting module of the application, is by definition the mobile device. Given the
location of the root node is the mobile device, the best location for the child nodes of the
root node is chosen as computed in the first step. This process is then performed again for
the child nodes of the just solved nodes, and it is repeated until reaching the leaves nodes
of the EDT. At the end of the process, an offloading decision is made for each module, and
the entire solution is the optimum offloading decision for the application for the specified
EDT.

To analyze the cost of the algorithm, we note that in the first step, we visit each node
in the tree once, from the leaves to the root. In the second step, the offloading decision is
constructed by traversing the tree from root to the leaves, choosing at each step the final
decision of each node. As a result, each node is visited twice, which yields an order O(n)
algorithm, where n is the number of nodes in the tree. The memory cost of the algorithm
is O(n) as only four values are kept per node: two location decisions (one for each possible

value of the node’s parent), and two total accumulated cost of each decision.

The proposed model is more accurate with respect to module costs, it supports multiple
offloading decisions per module, and also provides a fast algorithm that can be run in the

mobile device when required with negligible overhead.

Algorithm 1: Solution algorithm

Data: Dependency-execution tree T'
Result: Location Ix = [l,,11, ..., 5]
begin

Solve(T);

BuildSolution(T, 0);

return lx;
end

[ S N B

3.5 Performance Evaluation

We evaluate our offloading framework as a method-based granularity solution over the
Microsoft .Net 4.5 Framework following MAUI [2]. We test our solution using a face-

detection mobile application equivalent to the example of Figure 3.2. Other works that
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Algorithm 2: Solve

Data: Dependency-execution tree T’

1 begin

2 r < T.root ;

3 if solved[r| then return;

4 solved|r] = true;

5 foreach childT'ree € r.children do

6 | Solve (childTree);

7 end

8 decision[r][j] =i : (min(F (¢, 5) Ai,j € {0,1});

o | costlrl[j]=F(i,j): j € {0,1});

/* where F(i,j) is the cost function as expressed in Equations from 3.1 to 3.5
corresponding to type of r, i.e., leaf, series dependency, etc.

10 end

*/

Algorithm 3: BuildSolution

Data: T Dependency-execution tree
Data: [.: Caller’s location
1 begin
2 r < T.root ;
3 nodeLoc < data[r][l.];
4 l % [r] + nodeLoc;
5 foreach childTree € r.children do
6 | BuildSolution (childT'ree, nodeLoc);
7 end
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also use image processing applications are Clonecloud [50] and Scavenger [12]. The former
is evaluated using an image search application and the latter with a sequence of three image
processing operations that is performed 50 times. Our experiment consists of performing

full image face-detection and thumbnail face detection for 10 random images.

Thumbnail
Face
Detection

Resize
Image

Face
Detection

Figure 3.2: Call Graph Model of the FD application.

We compare the time taken by the proposed solution against three mechanisms: tra-
ditional schemes with a single cost/decision per module, full offloading, and no offloading

decisions. The experiments were run under different network data rate conditions.

We simulate an HT'TP RESTful offloading server that receives and executes module
execution requests. Each request has all the information required to perform the offloading
operation. Such information comprises the object, the module id and the method argu-
ments. The module id includes the execution path leading to the current call. The server
can simulate different network scenarios adjusting the data rate at which POST requests
and responses are read and written by the server. The server also has a copy of the mobile
application in order to execute the request. Information is sent between the mobile device
and the server using binary serialization as it provides lower transmission costs than other

formats, like Json for example.

Figure 3.3 shows the EDT of the application. The mobile application has three offlo-
adable modules: Face Detection (fd), Thumbnail Face Detection (th), and Resize Image
(rz). Face Detection can be called from two different execution paths. First, when fd is
invoked from module main, face detection is performed directly on a full size image, and
is referred as fd0. The second execution path is when fd is run from module Thumbnail
Face Detection, which first resizes the target image and later performs face detection on

the resized image; fd is then referred as fd1.

We profile the application using a sample of 200 images taken from the same smartp-
hone, measuring execution cost of running the application on both the mobile device and on

the cloud, and also measuring the transmission cost of offloading each offloadable module.
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fdo, fd1: Face Detection
th: Thumbnail Face Detection
rz: Resize Image

Figure 3.3: Execution Dependency Tree of the FD application.
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Figures 3.4 and 3.5 show boxplots of communication and transmission costs, respectively.
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Figure 3.4: Execution cost of the modules of the FD application. The costs of nodes fd0
and fd1 differ even though they refer to the same module fd. The reason is significant cost

difference for module fd due to different execution paths.

We can see that the median execution cost of {d0 and fd1 in the mobile device is 73.26 s

and 3.65s, respectively. Similarly, the transmission cost of said modules is 4.2 MiB and

0.26 MiB, respectively, for same execution paths.
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Figure 3.5: Transmission cost of the modules of the FD application. Nodes fd0 and fd1
shows significant cost difference, even though they both refer to module fd, due to different
the execution paths.

Additionally, the median execution cost for fd0 in the mobile device is 73.26 s compared
to 15.66 s the cloud. The main reason is that face detection module makes full use of the
8 parallel threads capability of the server. The costs of a module are estimated by the
median value of the set of profiled costs as in our experiments it showed to be more stable

than the mean value.

We also note important differences in the transmission cost for the module Face De-
tection. We see that the transmission costs of fd0 is around 4.2 MiB, while fd1’s median
cost is 0.26 MiB. This corresponds to a larger image of full resolution of 2592 x 1936 pixels

for fd0 compared to a 640 x 480 pixels resolution used in fd1 after resizing.

If we follow the approach of using a traditional path independent cost per module, then
the estimated execution and transmission costs of the modules are shown in Figures 3.6

and 3.7 respectively. This corresponds to the median value of all the profiled costs for fd.

Figure 3.8 shows the average execution cost in seconds for the application simulation
over a range of network speeds. The figure shows that for network data rates of 0.07 MiB/s
or lower, both approaches have a similar performance resulting from the decision of running

everything in the mobile device. At 0.085MiB/s, the proposed solution finds that fd0 must
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Figure 3.6: The profiled execution cost of the modules for traditional execution path
independent approaches.
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Figure 3.7: The profiled transmission cost of the modules for traditional execution path
independent approaches.
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be offloaded, and at 0.2 MiB/s, it decides that also fdl must be offloaded. As a result,
the proposed approach shows up to 42% faster application execution at network speed
of 0.3MiB/s. It is not until the data rate is at 0.5 MiB/s or faster that the traditional
offloading solution finds suitable to offload fd, matching the solution from the proposed
approach. For data rates of more than 1MiB/s and up to 2MiB/s, both approaches
showed similar performance for the example analyzed. Using multiple costs estimation per

module based on the execution paths improves application performance.
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Figure 3.8: Offloading decision and average execution time for different network conditions.

3.6 Summary

This chapter described a novel application model and a new algorithm to solve the applica-
tion offloading decision making problem. The novel model employs tree structures, referred
to as Ezecution Dependency Tree, to accurately represent the different execution paths of
the application. In contrast to existing models, this adopted structure allows an offloading

algorithm to create multiple offloading decisions per module, or application component,
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based on its current execution path. We evaluated our offloading framework and algorithm
and compared its performance against the traditional single cost and decision per module
for a face-detection mobile application under different network conditions. The new model
achieved better performance for an interval of network data rate with up to 42 % time

reduction for the tests.

In the next chapter, we will address the limitation of existing models that assume fixed
average offloading costs. We propose a novel statistics-based cost model and generalize the

offloading cost optimization functions to use statistical measures such as cost percentiles.



Chapter 4

Application Offloading via Statistical
Analysis

The cost model plays a key role when evaluating candidate offloading decisions. The
traditional average-based cost model described in the previous chapter produces estimates
of the average execution cost. While this is appropriate for estimating average costs, this is
still a limitation as the average value does not express the execution costs that may result

from different executions of the application.

In this chapter, we address this limitation by proposing in Section 4.1 a statistics-
based cost model that is not only more precise, but also more flexible as it supports
optimization functions based on statistical measurement other than the mean. In Section
4.2, we formulate the offloading problem under the new cost model. It is followed by
the offloading decision algorithm presented in Section 4.3. The new cost model allows
new statistical analysis of the application costs. We present a method for simulating
application executions costs via Bootstrap simulations using the novel cost model in Section
4.4. Finally, in Section 4.5, we evaluate the accuracy of the proposed model followed by a

presentation of use cases for new statistical cost analysis of mobile applications.

66
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4.1 Statistical Cost Model

The offloading problem for a given applications’ EDT T' = {V, E'}, is to decide for each
module whether it should be executed locally or offloaded to the cloud. Formally, the
offloading problem is to find a location vector I = (Iy,1ls,...,1,), where each [; € {M,C}
represents the decided location of module v; € V. Here, setting [; = M or [; = C' means that
the module v; will be executed in the mobile device or offloaded to the cloud, respectively.
In other words, the location vector defines the final outcome of the offloading algorithm
which determines the execution location, mobile or cloud, of every node in the EDT. This
vector must be selected such that it satisfies a given offloading cost minimization objective

as will be discussed below.

We first associate with each module node in the set V3, with one or more random
variables that express the cost of executing the module. The choice of these random
variables is tied to the overall objective of the offloading procedure. These variables can,
for example, measure the amount of time it takes to execute the module, the needed CPU
cycles, network communication overhead, or the consumed energy during its execution if
the user is interested in minimizing the application response time, save the CPU cycles,
the communication cost or reduce the consumed energy by the application, respectively.
More than one variable can be used if the user desired to adopt a multi- objective function
[114], [115].

Formally, we associate with each module node, v;, two random variables X and X,
that describe the execution cost, related to a given objective, when the module is exe-
cuted locally on the device or offloaded to the cloud, respectively. Since transmitting
data also consumes the mobile device resources (e.g., transmission time, energy needed for
transmission and processing), we also associate with v;, another variable X} to model the
communication cost needed to perform offloading operations. This cost is incurred when,
for example, sending the input and output data of the offloaded module to and from the

cloud.

Clearly, the cost of executing v; must depend on its execution location as well as the
location of its calling parent. Let X;|l be another random variable that measures the

module execution cost of v; given a location vector [, then
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XM li=1l =M
Xl = (4.1)

X'+ X8 L,=Cl=M

where module node v; € Vi has a parent node v; € V' and [; and [; are their respective
locations. The first two cases, in the above equation, require no communication cost
between the parent and child modules as they are executed at the same location. Hence, the
execution cost of v; is that of either at the mobile device or the cloud. On the other hand,
the last two cases, i.e., when [; # [;, the cost is a combination of both the communication
cost between the parent and the child nodes in addition to the execution cost the module

V;.

Having calculated the execution cost of a single module, X;, we need next to consider
the subtree cost, Y;, of executing all the modules in the subtree with v; as its root. We
refer to this cost as the subtree cost of v;. This cost includes its own execution cost X; as
well as that of all its children. Let C'h(v;) C V be the set of children module nodes of node

v;, we can calculate the subtree costs as follows.

If v; is a leaf node in the tree, then Y; is simply the module cost of the node, that is,

Y;ll = Xi|l,1}i € Vi, s.t. Ch(l)z) = (. (42)

On the other hand, if v; is a module node with a single child vy, the subtree cost Y|l
of the child node v, must also be included in the subtree cost of the parent node v;. In

this case, Y; is computed as follows.

Yill = X[l + Y|l v; € Vi, s.t. Ch(v;) = {vi} (4.3)

The subtree cost for dependency nodes is computed according to the dependency type

as follows.

If v; is a series node, then its subtree cost can be calculated as the sum of the costs of

its subtrees. That is:
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Yil= Y Yill,v € Vp. (4.4)

v €Ch(v;)

If v; is a probabilistic node, define P(vy) to be the probability of executing vy € Ch(v;),
P(uvg) € 10,1], such that >, ) P(vk) = 1. Then, Y; is a linear combination of random
variables Y) with weights P(vy), i.e.:

Yill= Y Plu) x Yill,v; € Vp (4.5)
v €ECh(v;)

If v; is a parallel node, then the subtree cost will depend on the type of the measured
cost. For example, if the measure cost is the execution time, then it will be equal to
the mazimum or largest order statistic of the random variables of the subtree costs of its
children nodes. In other words, in this case, if the modules are executed in parallel, then
the completion time will be equal to the longest time taken by one of the module child

subtrees.

Y;‘l = max Yk|l,1}l’ € VD (46)
v €Ch(v;)

On the other hand, if energy is the measured cost, then the cost formulation will be similar
to that of (4.4).

Now, define the function Fx(z) € [0, 1] to be the CDF of a given random variable X.
Here, Fx(z) the probability that the random variable X takes a value less than or equal to
x>0, ie., Fx(z) = P(X < ). Using this notation, define Fxu(z), Fyc(z) and Fxr(z),
to be the CDF's for the variables XM, X¢ and X[, respectively. Also define Fy,(z|l) and
Fy,(z|l) to be the CDF's of X; and Y}, respectively, given a location vector [.

It is worth noting this work does not impose any restrictions on the specific functional
forms of the CDFs.

Clearly, the above equations can be generalized by replacing the random variables with
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their CDFs [55]. It can easily be shown that,

By

)
Fxu () li =1
Fx,(x|l) = xe () ’ (4.7)

KFX_T®F’X_M($) l; :M,lj =C

M
C

where ® is the convolution operator [116] and is defined between two functions F}, Fj over

a finite range [0, 2| such that

Fyo Rle) = [ Fila = n)dbyo). (43)

For the last two cases in Eq. (4.7), the cost X; is given by the sum of the two independent
random variables (Eq. (4.1)). Hence, the resulting CDF is given by the convolution their
CDFs [116].

The CDF of the subtree cost of any node v; is then computed as follow. If v; is a leaf

module node, then

Fy,(z]l) = Fx, (x[l) (4.9)

If v; is a module node with a child node vy, its cost is given by Eq. (4.3), and its CDF

is computed as follows:

Fy,(z|l) = Fx,(z|l) ® Fy, (z|l). (4.10)

If v; is a series node, Y; is defined by Eq. (4.4) and its CDF is computed by the
convolution of the CDF of the v, € Ch(v;), i.e.:

Fy,(z|l) = @upecnw) Fri (z|1). (4.11)

Figure 4.1 depicts an example of the CDF's of random variables corresponding to the
time cost of three modules, vy, v, and vz, with their costs given by Yi, Y5, and Y3, re-

spectively. The first two modules could represent some image processing operations (e.g.,
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resizing and gray scaling). The random variable Y3 represents the cost of applying both
operations v; and vy in sequence, i.e., Y3 = Y] + Y5. In the example, the probability that
each of v; and v, takes less than 50s is very low, consequently, the probability that vz is

smaller than 100s is very low too.
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Figure 4.1: Cost CDFs of a series node v3 and its children v; and vs.

If v; is a probabilistic node, the CDF of v; is given by the CDF of X; from Eq. (4.5),

1.e.:

Fy(zll) = Y P(u) x Fy(2|l). (4.12)
v €Ch(v;)

In the example, suppose that operation v; is defined as running v; with probability 0.5, and
vy otherwise, i.e., Y3 = 0.5 x Y] + 0.5 x Y5, Figure 4.2. It can be seen that the probability
of v3 taking a value equal to or smaller than x is equal to the average of the probabilities

of each v, and v, taking = seconds or less, i.e., Fy, = 0.5 X Fy, + 0.5 x Fy,.

If v; is a parallel node, then the CDF of X; from Eq. (4.6) is calculated as:

Fr)= 1] M), (4.13)

v €ECh(v;)

In the example, suppose we have operation v3 that executes operations v; and v, both

on the original image, and creates a new image with both results next to each other.
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Figure 4.2: Cost CDFs of a probabilistic node v3 and its children v; and v, with equal
probabilities.

Operations vy and vy are performed in parallel and thus Y3 = maz(Y),Y3), Figure 4.3. In
the example, the probability of v3 finishing before 50s is almost zero as both v; and vy are
unlikely to finish before 50s. Then, for about 80s, v; will almost certainly be completed,

therefore, the probability of vs finishing before > 80s is equal that of v,.
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Figure 4.3: Cost CDFs of a parallel node vs and its children v; and wvs.

To derive a generic formulation for any subtree cost, we note that Eqgs. (4.9)-(4.13) all
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indicate that the subtree cost for a node is the module cost of its root module in addition
to a function of the costs of its subtrees. We can hence derive a general formulation for

these equations as follows,

Fy,(z|l) = Fx,(z[l) ® G(z|), (4.14)
where (;(z|l) =
(0 v; € Vi and
v; € Vi and
Fy, (z(l) M
Ch(vi) = {vr} (4.15)
®vkeCh(vi)FYk (x|l) v; € Vp series
> vpecn(o) (k) X Fy, (z[l)  v; € Vp probabilistic
H'UkGCh(vi) FYk (xll) v; € Vp parallel

\

Finally, the following definition demonstrates how the CDF of an application execution

cost can be calculated using its EDT.

Definition 3. Given the EDT T = (V, E) of an application and a location vector l, then
Fr(z|l), the cost distribution function for T given l, is equal to that of the root node of T.

The calculated CDF for an application can be interpreted according to the measured
cost. For example, when the modelled cost is the execution time 7', then Frp(z|l) is the
probability that T finishes by time x, and the mean value of the CDF is the expected time
of completion of the application if its modules are ofoaded according to the location vector
l. Similarly, when energy is the considered measure, then the CDF is the probability of

the application consuming less or equal than x energy units.

4.2 Problem Formulation

As stated before, the offloading problem is to find a location decision I vector that minimizes
the cost of running the application. In this section, we reformulate the problem in terms of
the previously obtained cost CDF's for different location vectors. The comparison between
these CDF's is mathematically defined by a binary relation over their set. More formally,
let <p be a binary relation defined over the set of an EDT CDFs, D.
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The relation <p can be defined using any statistical measurement of the CDFs. For
example, the traditional offloading problem definition aims at minimizing the average cost
of the application. This is equivalent to defining <p as F; <p F; <= E[X;] < E[X]],
where E[X] is the expected value of X. Similarly, <, can represent a function, for example,

of the percentiles of the CDF's or the confidence intervals of the median.

Let Dy C D be the set of feasible CDFs for EDT T, i.e., the set of CDFs that can be
obtained for T for all possible location decision vectors. The offloading problem is defined

as follows.

Definition 4. Given an EDT T of an application and <p a total binary relation defined
on D, the offloading problem is to find a location vector lx such that Frp(z|lx) € Dy is
infimum for the ordered set (Dr,<p).

Since modules in the EDT can, in general, be executed locally or offloaded, the number
of solutions for the offloading problem increases exponentially as the number of the EDT
nodes increases. However, in some scenarios, the size of the tree is relatively small as
the number of nodes to be considered is small and defined by the developers [2], [11]. In
these situations, an exhaustive search can be used to obtain the optimal offloading location

vector.

4.3 Proposed Offloading Decision Algorithm

In this section, we focus on applications where their cost CDF's for different location vectors
have a total order under <p. We show that, for these applications, the problem can be
formulated as a set of subproblems with a similar structure and, hence, be solved efficiently

using a simple dynamic program.

The key idea of the use of dynamic programming as a tool for optimization is to for-
mulate the given problem using a form known as the Bellman equation [117]. The optimal
solution of this equation is described using that of a set of subproblems. The optimal
solutions of the subproblems must always lead to that of the original problem. Problems
satisfying this property are said to have an optimal substructure [118]. Furthermore, in
this formulation, solving the subproblems requires only solving one or more common sub-
problems. This property is referred to as having overlapping subproblems [118]. In turn,

the subproblems are solved only once and their solution is reused repetitively.

Indeed, our problem formulation, Eq. (4.14), is a Bellman equation if it satisfies the

optimal substructure property discussed above. This property requires that if the cost
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Fy,(z|l) is optimal, then the cost of the subproblems Fy, (z|l) must be optimal as well for
all v, € Ch(v;). The property must hold for each possible alternative of the term ¢;(z|l)
in Eq. (4.15), i.e., for each node type in the equation.

If v; is a series node, the optimal substructure property holds if and only if choosing a
location vector that leads to a better or equal cost for a child node v, must also result in a
better or equal cost distribution for v;. We verify this property in the case of a node with

two children for clarity of presentation, but the results hold for any number of children.

Formally, given a series node v; € Vp with two children vy, v, € Ch(v;) and let I’ and
I” be two alternative location vectors for the EDT rooted at node v,. Also, fix I as the
already selected location vector for the tree rooted at v,,, then the optimal substructure

property holds whenever we have:

Fy (2|l') <pFy (a|l”) <
[Fy, (z[l") @ Fy,, (z(1)] <p[Fy (z|l") ® Fy,, (z|l)] (4.16)

A similar reasoning can be followed for probabilistic nodes. Formally, given v; € Vp
a probabilistic node with two children vy, v,, € Ch(v;) with probabilities P, and P,

respectively, then the optimal substructure property holds whenever the following property
holds:

Fy (z|l) <p Fy (2[l") &
[Py X Fy, (z|l") + Py, X Fy, (z|l)]
<p [P x Fy, (z[l") + P, x Fy,, (z|)] (4.17)

For parallel nodes with the cost represented in Eq. (4.13), the property holds when:

Fy (2|l') <pFy (a|l”) <
[Fy, (z[l") x Fy,, (z[)] <p[Fy, (|l") * Fy,, (z[l)] (4.18)

we can now enunciate the following lemma.

Lemma 1. Let T be the EDT of an application, and let (D,<p) be a total ordered set
representing the total ordered set of its cost CDFs, then the offloading problem can be
efficiently solved by dynamic programming whenever Eqs. (4.16)-(4.18) hold.

We provide an informal proof of the above lemma which can easily be formalized. As

stated before, Cormen et at. [118] have formally showed that an optimization problem
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formulated using the Bellman equation satisfies the optimal substructure property can be
solved by dynamic programming. Hence, to proof the lemma, we need only to show that
whenever Eqgs. (4.16)-(4.18) hold, the offloading problem as defined in Def. 4 shows an
optimal substructure. This can be directly derived from the above examples that show that
the optimal location vector for an EDT, with any node types, must include the optimal

location vectors of its subtrees.

An example of <p that satisfy Eqs. (4.16)-(4.18) is one that employs the expected
value of the distribution functions, i.e., Fy,(z|l") <p Fy,(z|l") < (E[Y:|l']| < E[Y;|]l"]).

We are now ready to use the dynamic programming based offloading scheme described
in Algorithms 4-6. The first is the main algorithm that calls the latter two. Algorithm 5
visits the nodes of T" in a bottom-up order. The optimal location for each visited node is
obtained for each possible location of its parent node. Similarly, the optimal location for
the parent node is decided for each of its parent’s locations and so on until the algorithm
reaches the root node. For each node, the optimal location is decided by comparing the
CDF's resulting from locating the parent and child node on the mobile device and on the
cloud. This information is stored for each node. Algorithm 6 traverses T starting from the
root and visits all the nodes. At each node, the optimal location is selected depending on

the already known location of the parent.

Algorithm 4: Solution algorithm
Data: T: EDT

Result: Location Ix = [l,, 11, -, 5]
/* Globals: Ilx: optimal decision. decision|r][l.]: optimal decision for v, given
it’s parent location l.. cdf[r][l]: optimal CDF for v, given it’s parent
[!t] location l.. solved[r]: marks if the node v, has been solved/visited. */
1 begin
2 Solve(T);
3 BuildSolution(7, 0);
4 return Ix;
5 end

The next section is dedicated to show how the application CDFs can be obtained.

4.4 Estimation of the Cumulative Distribution Function

of the Application Costs

To estimate the cost of each module node, we employ a statistical method known as

bootstrap. In this method, a random sampling with replacement is performed on the
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Algorithm 5: Solve
Data: T: EDT
1 begin
2 r < T.root ;
3 if solved[r| then return;
4 solved|r] + true;
5 foreach childI'ree € r.children do
6 | Solve (childTree);
7 end
8 foreach [, € {0,1} do
/* l, are the possible locations of v,’s parent */
9 cdf <+ null;
10 I, < null;
11 foreach I/ € {0,1} do
12 cdf' < GetCDF(r,l.,1.);
13 if (edf = null)|(cdf’ <p cdf) then
14 cdf < cdf’;
15 Iy 105
16 end
17 end
18 decisionr][le] < lr;
19 cdf [r][le] < cdf;
20 end
/* where GetCDF(rl.l,) computes the CDF of node v, according to Equations (4.9)
to (4.13) depending on the type of v., i.e., leaf, series, probabilistic and
parallel. Note that the CDF of v,’s children were computed in line 6. */
21 end

Algorithm 6: BuildSolution

Data: 7 EDT

Data: [.: Caller’s location

begin

r < T.root ;

I, < decision|r][l.];

Ix[r] « I;

foreach childTree € Children(r) do
| BuildSolution (childTree, I);

end

w N o0 A W e

end
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profiled costs. This step obtains the needed observations of the random variables XM, X¢
and X!. The module cost X;, is then computed using Eq. (4.1). Next, measurements for
the random variable of the cost of every dependency node are computed according to Egs.
(4.4)-(4.6) in a bottom-up approach up to the root. At the end, the values obtained for the
root represent the needed samples to construct the cost of the application. This process is

performed multiple times to get a statistically representative estimate of the cost CDF.

Depending on the offloading objective, multiple statistical measurements of the cost
can be derived using this method. Examples of these measurements are the mean, confi-
dence intervals, percentiles and standard deviation. This technique allows an efficient and

accurate estimation of the running costs of the application under different scenarios.

Next, we list some scenarios where this estimation method is particularly useful in provi-
ding an accurate offloading decision that can accommodate the effects of the characteristics

of the device and the network connecting the user to the cloud.

e Application analysis for different network conditions. The impact of the network on
the performance of the application can be easily analyzed. Intuitively, when higher
data rates are available, offloading the application modules becomes faster and may
not add a significant cost, in terms of the response time, to the application execution.
However, below a certain rate threshold, executing the application on the device might
be faster. This threshold differs significantly from one application to the other and can

be statistically estimated using the developed cost model.

e Application analysis for different users behaviours. Different users interact differently
with the same application; for example, some users may only repetitively use specific
features such as a given set of image processing operations on the full-resolution image.
Other users, for example, may prefer a preview of multiple operations on a reduced-
resolution image. Modifying the probabilities on the branching conditions for the EDT

to match the user behaviour increases the precision in estimating the application costs.

o Analysis of the application using different devices. This step makes it possible to predict
the performance of the application on multiple devices. Furthermore, the application can
even be profiled for the same device with different configurations (e.g., energy savings
and fully powered modes). Widely used applications can be also profiled using newly
developed devices, or for new operating system upgrades. This may provide additional

insights for the application developers and device manufacturers.

o Analysis of the application under different application configurations. Applications usu-

ally have multiple configuration parameters such as multiple graphic options in video
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games, including texture resolution, use of shadows and number of polygons. Clearly,
these settings affect the costs of running the modules of the applications and thus impact
the execution cost of the application. These applications may easily have a large num-
ber of possible configurations, but clearly these may not necessary affect the cost of the
application modules. The unique ability of proposed module to accommodate changes
in the costs of individual modules without having to repeat the profiling of the entire

application lends the model to be a ideal solution to profiling this genre of applications.

e Analysis of the application with different design choices. During application design,
developers may have multiple design choices. The costs of running the application can
be estimated for each candidate design and used as a tool to aid the developers in their

choices.

In general, these use case scenarios can be performed using various statistical measure-
ments (e.g., mean, standard deviation, quartiles and percentiles) as well as for diverse

optimization objectives (e.g., energy and time minimization).

4.5 Performance Evaluation

We first analyze the accuracy of the cost model for each node type. We then evaluate the
impact of the number of nodes of the application and the standard deviation of the cost of
the modules on the accuracy of estimated values. In our experiments, we use the execution
time as the target cost whereby the evaluation is carried out by comparing this average cost
obtained through the measured time for running defined applications versus the average

time estimated by the statistics-based cost model after profiling the applications.

4.5.1 Model and Cost Estimation Accuracy

We first evaluate the accuracy of the proposed cost model with respect to the types of

dependency nodes in the application as well as the number of its modules.

Effects of the application size

Figure 4.4 shows the generic EDT used in the experiments where we vary the type of the

dependency node vy as well as the number of its children modules. Each of the child module
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nodes consists of several iterations of multiple random number computations and mathe-
matical operations and memory reads and writes. Since we are interested in evaluating
the accuracy of the model, we first assume that the offloading decision is to execute the
application on the device. We run the experiments on an emulated device over a desktop
computer with a 4 cores CPU and 12 GB of RAM. In all the experiments, we use the
application completion time as the cost to be minimized. We executed each experiment
20 times while varying the number of children from 1 to 20. we profiled the applications
obtaining observations for the module cost of each node. These costs are then used to
estimate the cost using the proposed statistics-based cost model. Figure 4.5 depicts the
average of the measured execution time as well as the average cost estimated by the model
as obtained from profiling the individual modules using the bootstrap method. We use
the mean absolute percentage error (MAPE) [119] to measure the accuracy of the model.
It is defined as the means of the percentage error between each measured and estimated
M’f—tEt |, where M; and F; are measured and estimated values,

M,
respectively, and N is the number of experiment runs.

| vo (root) |

value. It is equal to + Zi\; |

Figure 4.4: Execution Dependency Tree of the applications used to evaluate the statistics-
based cost model.

For series and probabilistic dependency nodes, the MAPE value was 0.14% and 0.23%,
respectively. We observed that increasing the number of nodes did not affect the error.
On the other hand for the parallel root node, the MAPE value started increasing as the
number of nodes exceeded 4. We attribute this increase to the hardware limitation of the
hosting device that has 4 CPU cores. Since the device can only host 4 concurrent modules,
true parallel execution cannot be achieved for more than 4 modules for the application.
Hence, the actual application execution time becomes larger than the estimated one by
the module. We plan to address this problem as a future work where we envision that
the effects of the number of cores can be accounted for by using additional probabilistic

dependency and series nodes in the EDT.

Effects of the standard deviation of the module costs

In this experiment, we maintained the same settings of the previous experiments, while

modifying various operations within the child modules in the application shown in Figure
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4.4 in order to increase the variance in their costs. More precisely, we modified the different
modules in order to obtain an estimated cost with a mean 7850 ms and standard deviation
that varied between Oms to 2000ms. We then evaluated the accuracy of the model for
that range of the standard deviation. Figure 4.6 depicts the obtained results for both the

measured and the model estimated costs.

For the applications with the series, probabilistic and parallel root nodes, the MAPE
value was 2.08 %, 3.54 % and 7.23 %, respectively. As we expected the highest value was
for the parallel node as was the case in the previous experiment. However, we noticed

that increasing the standard deviation did not significantly affect the results for the three

applications.
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Figure 4.6: Average measured and estimated cost varying the standard deviation of module
costs.

4.5.2 Accuracy of the Offloading Algorithm

In this experiment, we evaluate the efficiency of the offloading algorithm using the face-
detection application presented in Section 3.5 and whose EDT is depicted in Figure 3.3.
Using the application, the user either executes the face detection method (fd0) directly or
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chooses to execute a thumbnail face detection operation (method th). The latter method
first calls the image resizing operation (method rz) then the face detection one (fd1). We
developed a profiler as part of the offloading framework. The EDT is first built automati-
cally by observing the execution paths when profiling the application. At this stage, the
probability of running each child of the probabilistic dependency node is also calculated
from these runs. Next, the profiler samples the cost of each module from several runs of
the application. Figure 3.3 also shows the sampled average cost values for the modules.
For different conditions or changes in the state of the environment, such as a different mo-
bile device or network bandwidth, the EDT must be updated and the offloading algorithm
must be run to obtain the new optimal offloading decision. This is similar to other works
like MAUI [2]. The mobile application runs on a Microsoft Phone Windows Simulator,
and the offloading server is a .Net application running on Ubuntu 14.04 with Mono Fra-
mework [120] on a DigitalOcean droplet [121]. On the server, we control the data rate of
the communication between the mobile application and the offloading server in order to

carry on the simulations.

As described in Section 4.3, the proposed dynamic programming algorithm calculates
the cost of different offloading choices for every module and eventually for all the location
vectors as it traverses the tree. Using these costs, we can estimate the costs of various
location vectors without running the application. To measure the accuracy of the algorithm
in calculating these costs, Figure 4.7 plots the estimated (marked as measured on the plot)
costs for three offloading decisions vectors: no offloading, offloading the entire application
and employing the developed algorithm to obtain the best location vector while varying
the available data rate of the underlying network. The plot using the simulated device

that is connected to the cloud for these three scenarios.

Clearly, the offloading decision as obtained by the proposed algorithm shows the lowest
costs for different network data rates. On the other hand, the MAPE values were 7.3%,
4.7% and 4.63% for the no offloading, offloading the entire application and employing the
developed algorithm scenarios, respectively. The slight increase in these values compared
to those computed in the previous experiments can be explained by noting that the cost
model does not include some additional overhead that is incurred in actual execution
environments. Our investigations showed that this overhead is the result of executing the
offloading framework in addition to time taken for, TCP session establishment, resource
allocation and memory access, on the device. Noting that for this experiment, we did not
use the user device to profile the application. This result suggests that future additional
work is needed to include these effects in the cost models in order to improve the precision
of the model.
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Figure 4.7: A comparison of the FD application execution cost, simulated and measu-
red, under the offloading decision from the proposed algorithm and full ofloading and no
offloading decisions, while varying the network data rate.

4.5.3 Cost Model Sensitivity to Varying Contexts

Next, we illustrate the use of the developed statistics-based cost model to accurately mea-
sure the performance of developed applications under different scenarios including diverse
user preferences, different device configurations and when using various network techno-
logies. With the wide prevalence of remote and frequent updates of mobile applications,
we envision that the new model can serve as an important application analysis tool for
application developers. While modelling these scenarios, the developed tool can produce
histograms, density functions and CDF's that accurately reflect the varying costs of the
application. In addition, statistical measurements can also be computed, such as the
quartiles, expected values and the standard deviation, in order to aid the developers in
perfecting the applications performance. To this end, the following sections demonstrate

some of these scenarios.

User Behaviour

Clearly, users interact differently with their applications. They may also exhibit a repetitive

pattern while using certain applications. For example, for a face-detection application, one
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P(th) | 1st Q | Median | Mean | 3rd Q | 95 % o
0 428.1 | 468.7 | 467.5 | 510.9 | 550.35 | 58.74
0.25 | 111.80 | 443.90 | 370.00 | 500.60 | 543.95 | 177.95
0.5 75.10 | 111.80 | 269.80 | 468.40 | 536.85 | 199.42
0.75 | 68.72 83.10 | 173.40 | 111.90 | 525.27 | 172.98
1 65.60 75.18 75.37 | 86.50 | 94.26 | 13.61

Table 4.1: A sample of statistical measurements for the FD application for different users
behaviours (o represents the standard deviation).

user may be used to execute the application directly on full sized images. On the other
hand, another user may almost allows prefer to resize all images to their thumbnails before
executing the face-detection application. Different users behaviours may as well fall in
between these two behaviours. Figure 4.8 plots the histograms depicting the cost, in terms
of the execution time for different users of the face-detection application as they use a face-
detection for a sample of 20 images. In the figure, each histogram depicts a different user
behaviour as marked by the parameter P(th). This parameter represents the probability
that the user will use the face-detection for a thumbnail of the image instead of the full
image. The top left histogram with P(th) = 0 depicts the cost for a user that never uses
the thumbnail preview. In this case, the histogram shows that the user will almost always
experience a long execution time for the application that ranges between 400s and 600 s.
As we see users with a higher P(th), their histograms show smaller and smaller average
wait times. For the user that almost always uses thumbnail images face-detection, the
wait is minimal and falls within the range of 60s to 100s. Figs. 4.9 and 4.10 plot the
density functions of the total cost of the face-detection application corresponding to the
histograms and their CDF's, respectively. Additionally, Tbl. 4.1 provides a sample of some
common statistics for the application cost that can be useful to application developers. The
table shows that the lowest mean for the cost when the user always uses the thumbnails
P(th) = 1. It also shows that the variance in this case is still small with a standard
deviation of 13.61s. The second to last column shows the 95 cost percentile. It indicates
that 95 % of the executions for that user will be faster than 94.26s.

Cost sensitivity to different device and network configurations

Second, we demonstrate the use of this model when the developer is testing the behaviour
of the applications as it runs on several mobile devices that use different networks. More
precisely, we consider two devices one of which is one and a half times faster. We mark

the first as a device with a speed up factor of 1 while the other with a 1.5 speed up factor.
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Figure 4.8: Histograms of the estimated execution time of the FD application for different
users behaviours.
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Here, the speed up factor is a simple measure of the CPU speed of the mobile device that
allows comparing the relative speed of different devices. Each device experiences different
network conditions with varying data rates. We profile the same face-detection application
as it runs on these two devices while considering three different ofHoading decision, namely,
execute the application entirely on the device, remotely on the cloud or using the decision
resulting from our offloading decision algorithm that only offloads the execution of the
face-detection operation on full size images ( marked by the module fd0). These three
decisions are referred to as, No-offload, Full-offload and fdO-offload, respectively, in the

generated figures.

Figure 4.11 depicts the expected costs, in terms of the execution times, for the two
devices while varying the available data rate for the underlying network. Clearly, increasing
the device’s computational power has a considerable impact when the application runs on
the mobile, while for the both the partial and full offloading solutions the benefit is minimal.
Such an analysis may help the developer in quantifying the real impact of the mobile device
characteristics on the application performance while considering various offloading solutions

for users using different networking technologies.
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Figure 4.11: Expected execution time of the FD application for different devices and
offloading decisions and network conditions.
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Cost sensitivity to Users behaviors and network conditions

Another useful use case scenario for the developed tool is when the developer is interested
in investigating the dependencies among several parameters given a preselected offloading
decision vector for the application. This can help the developer in identifying the best
scenarios for adopting a certain offloading decision for instance. Figure 4.12 demonstrates,
such an example where it plots the estimated average cost as the network data rates and
the user behaviour (defined by the probability of selecting a thumbnail image P(th)) are
varied for a location decision vector that uses the cloud only Whenever a user chooses to
employ face detection on full size images. As shown in the figure, for low network speeds,
the user behaviour has a significant impact on application’s running time. As the data
rate increase, the faster the application runs even for those users that choose to use full

size images.

(s) awiL

Figure 4.12: Execution cost versus the network data rate and users behaviours when only
fd0 is offloaded.

Another similar test example is shown in Figure 4.13. The figure shows the average
application execution time for different data rates and device speed up factors when face-
detection for full images is done in the cloud. Clearly, for this offloading decision, the

impact of the device speed up is negligible.

Similarly, Figure 4.14 shows the cost for the face-detection application under different
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Figure 4.13: Execution cost versus the network data rate and device speed ups when only
fd0 is offloaded.

user behaviours and device speed factors and no offloading. For users that perform face-
detection on the full image, the speed of the device has a significant impact and the
application running time can be reduced by about 50 % with a speed factor of 2. For users
that are frequently use thumbnail face-detection, reflected by a larger value for P(th), the

benefit of a faster device is smaller.

4.6 Summary

This chapter described a novel cost model that employs the EDT application model and
where costs are represented by random variables and their CDF's rather than the commonly
used fixed cost averages. Using these CDFs and the structure of the tree, the CDF of the
entire application is estimated for various factors that affect the offloading decision. These
factors include the users behaviours while interacting with the application as well as the
underlying network conditions. Using this cost model, a novel offloading algorithm was
also introduced to optimally select which components of the application can be offloaded
to the cloud in order to optimize a given objective. Finally, we describe several use case
scenarios where the developed model can be used as an efficient application profiling tool by

the developers to continuously enhance the performance of the application given different
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Figure 4.14: Execution cost versus device speed ups and users behaviours when no modules

are offloaded.

network and device configurations as well as users behaviours.



Chapter 5

Application OfHoading via Robust

Optimization

In some scenarios, we only have partial information about the application costs. This
occurs, for example, when we have not yet gathered enough data from profiling for a
given user or when the parameters, such as network data rate, fluctuates rapidly. In this
chapter, we propose a novel robust formulation of the problem using a novel interval-based

cost model and the EDT application model.

5.1 Interval-based Cost Model

The cost model uses the EDT application model proposed in Chapter 3. Similar to the other
cost models, three random variables model the three costs for each application module,
i.e., execution cost in the mobile and on the cloud, and the transmission cost. This results
in k& = 3n random variables where n is the number of application modules. These costs
can represent time, energy, monetary costs, etc. For ease of presentation, we summary the

notation used in this chapter in Table 5.1.
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Notation

Description

number of modules in the application

number of variables

parent of module ¢

probability of execution of module ¢ in one execution of
the application

average execution cost on the mobile device for node ¢
average execution cost on the cloud for node ¢

average transmission cost for node ¢

additional execution cost, from uncertainty, on the mo-
bile device for node ¢

additional execution cost, from uncertainty, on the cloud
for node

additional transmission cost, from uncertainty, for node
0

set of modules that are restricted to run in the cloud
set of modules that are restricted to run on the mobile
device

total cost of the application: F' = F' + F”

expected application cost

expected additional application cost from uncertainty
vector of module’s expected costs (execution and trans-
mission) per application execution; it includes p;, o, 5;
and

vector of module’s expected additional costs (execution
and transmission) from uncertainty per application exe-
cution; it includes p;, dq,, dg, and d¢,

robust coefficient, i.e., number of costs that may take
the worst case value

Decision Variables
vector of variables of the application cost function; it
includes @, € and T
vector of offloading decisions; x; is the offloading deci-
sion for module ¢
vector of inverse offloading decisions; #; = 1 — x; is the
inverse of the offloading decision for module ¢
vector of T;; T; = |v; — ;)| denotes if module ¢ and

its parent run in different contexts (mobile device and
cloud)

Table 5.1: Summary of notation of the chapter
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Let &; and BZ be random variables that model the execution cost of component v;,
i € {1,...,n}, in the cloud and in the mobile, respectively, and let 5, be the transmission
costs of component v;. Each random variable is defined within an interval, referred to as
robustness interval, i.e., &; € [, a; + 04, B € B, Bi + ds,] and G e GG+ d¢;], where
a;, 0ay;, Biy 08,5 Giy 0, > 0. For example, as we will see next, if &; € [3,3 + 2], we may say

that the execution cost in the cloud for node v; is 3s on average, and 5s in the worst case.

There are multiple ways of choosing the interval values for each cost variable. For
example, considering the execution cost in the cloud, a simple approach is to choose «; as
the mean value of observed costs, and set a; + d,, as the maximum of the observed costs.
Another approach is to set d,, = €,,; where €,, > 0 is a measurement error when profiling
the cost. Also, if we know (or can estimate) the CDF of the random variable &;, we can
use statistical measurements, for example, a; = mean(@;) and «; + d,, equals to the 90th
percentile of ;. The goal of the application offloading problem must be considered when
computing the robustness intervals. For instance, if the goal is to minimize the application
cost when the module’s cost take the worst case, for example for applications with strict

deadlines, we must use the first example.

From the EDT model, we know that each module node has a probability to run on any
execution of the application. For example, in a photo editing application, a module that
crops the image will run in some occasions only, according to the needs or preferences of
the user. Let p; be the probability that v; runs in any execution of the application. Value
p; is computed from the probabilities in the EDT as follows. If v; is the root of the tree,
then p; = 1, otherwise, the p; is equal to the execution probability of v;’s parent node
multiplied by the probability that v; runs given its parent is running, which is specified by
the dependency nodes.

In addition to module costs and execution probabilities, the offloading problem must
consider location restrictions of the modules. For example, a module that accesses the
microphone of the mobile device to capture commands spoken by the user is restricted to
run on the mobile. On the contrary, a module that performs speech recognition on the
captured audio is restricted to run on the cloud whenever the mobile device does not have
the needed computational resources or software for speech recognition. Let R, C {1,...,n}
and R,, C {1,...,n} be the sets of modules that are restricted to run in the cloud and on

the mobile device, respectively. Clearly, R. N R,, = (.

The offloading algorithm must make an offloading decision for each module of the
application. Let x; be the offloading decision of node v; where decision x; = 0 (z; = 1)

means that module v; runs in the mobile (cloud). Also, let p(i) be the parent node of v;.
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Then, x,;) is the location of parent of node i in the EDT tree. By definition, node v, is

the root of the tree and x; = 0 meaning that the application starts in the mobile.

Definition 5. The expected worst case cost F' of running the entire application, given the
modules’ interval-based costs o, B, i, 0q;, 05, O¢,, module’s execution probabilities p;, and

offloading decision vector x, is given by:

F=F +F", (5.1)
where
F' = Z P0G + Z piBiZ; + Z piG15, (5.2)
i=1 i=1 i=1
F" = Z piéaixi + Z pléﬁz‘%l + Z pldCzT’H (53>
i=1 i=1 i=1

and T; =1 — x; and T; = |x; — xp0))

Function F” denotes the expected application cost and is computed in Eq. (5.2) as
the sum of expected cost of each module. The expected cost of a module v; the sum
of the expected cost of the module on the cloud and on the mobile, and the expected
transmission cost, multiplied by the probability p; that the module will run. This value
does not account for uncertainty in the parameters and thus, in robust terminology, the

problem of optimizing F” is referred to as the nominal problem.

However, we know that the application cost is uncertain, and module costs may take
values within the interval. Value F” accounts for the additional cost due to uncertainty
that is added to the nominal application. It is computed in Eq. (5.3) as the sum of the
additional costs due to uncertainty from each module, multiplied by the probability of

execution of the module.

Consequently, function F'in Eq. (5.1) represents the expected worst case cost of running
the entire application. We refer to this cost as expected worst case as the cost is a weighted
sum based on the probability of execution of the modules. In the following, when we refer
to worst case cost, we will be referring to expected worst case cost as defined in Equation
(5.1).

To simplify the notation, we represent all the coefficients of Equations (5.2) and (5.3)
through two vectors ¢,d € R’;O, and all the offloading decisions, i.e., x;, Z; and T;, by

vector y € {0, 1}k, k = 3n. Then, the cost of the application is expressed by
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F=F +F" (5.4)
where
k
F = chyja (55)
j=1
k
F"=Y " djy;, (5.6)
j=1
and
-P1CY1- -P15a1- -Il-
PrCin, Prday, Ty,
P11 P10, T
c=| |, d= : , y=|: (5.7)
pnﬁn pnéﬂn :i'n
P16 p10¢, T
_pngn_ _Pn5gn_ _Tn_

We shall now present the problem formulation of the application offloading problem

based on this cost model.

5.2 Robust Problem Formulation

Given the cost definition above, we could state the offloading problem for given cost inter-
vals as to find the location vector y that minimizes F' in Equation (5.4). This formulation
could be rephrased as to find the offloading decision that guarantees a minimum worst case
application cost for all realizations of the costs within the intervals. This problem formu-
lation is, in fact, the traditional robust optimization objective. The formulation, however,

had been criticized in the past for being too conservative.

Traditional robust optimization aims at optimizing the worst case cost that may arise

due to uncertainty, which is done at the expense of higher nominal cost. For our problem,
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the nominal cost refers to the expected application cost, which is computed by Equation
(5.6). But, for scenarios where it is unlikely that all parameters will take the worst case
simultaneously, this formulation is considered too conservative. Therefore, similar to works
such as [103], we present a problem formulation that addresses the uncertainty of the costs

while addressing said conservatism.

We present a robust formulation of the application offloading problem where a subset
of the £ may have uncertainty simultaneously, and not necessarily of all of them. If a cost
parameter is deterministic, then its value is certain, otherwise, it is allowed to take values
within its interval. For example, @; = «; if @; is deterministic, and &; € [a;, a; + d4,] if @;
is uncertain. This approach, also employed by Bertsimas and Sim in [103], addresses the
pessimistic nature of traditional formulations of the robust optimization problem. Furt-
hermore, this formulation covers all cases ranging from the non-robust problem where no
coefficient may change, to the traditional scenario where all the coefficients change. Let

I' € [0, k] be the number of parameters that may take worst case cost simultaneously.

Definition 6. We define the application offloading problem, given ¢, d and I', as finding
a solution y € Y that minimizes the maximum application cost F* for all S C {1,...,k},
where |S| < T. T' €{0,...,k} is the number of parameters that are uncertain and S is the

set of parameters that are uncertain. Formally,

k
F* = mi s dy.
T vSC{k) S| (Z Yt Z Jy])

=1 jes (5.8)
s.t. yey,
x
Y={y= || €{0, 1}, x, 2’ T € {0,1}", k = 3n)|
T
v+, =1Vie{l,...,n} (5.9)
T, — xp) — 1 <0,Vi € {1,...,n} (5.10)
—x; +xpey — 1; <0,Vie {1,...,n} (5.11)
Tp(1) = 0, (5.12)
z;=1,25=0,Vj € R, (5.13)
x;=0,2;=1,Vj € Ry} (5.14)
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where ¢, d are defined in Eq. (5.7).

In other words, we want to find an offloading decision vector y such that the maximum

application cost for all set S of parameters, |S| < T, is minimum.

Constraint (5.9) specifies that a module runs either on the mobile or the cloud. Con-
straints (5.10) and (5.11) guarantee that T; = |x; — xp(;|, i.e., that there is a transmission
cost if a module and its parent run in different locations (mobile device or cloud). Equa-
tion (5.12) means that, by definition, the application starts in the mobile device, i.e., the
parent of the first module to run runs in the mobile device. The constraints (5.13) and
(5.14) specify that some modules are restricted to run in the cloud or in the mobile device,

respectively.

Our robust formulation is flexible as it is configured by specifying appropriate robust-
ness intervals and number I'. In general, a higher value of I" increases the level of robustness
of the offloading decision at the expense of higher application cost. There are two special
cases. On the one hand, if I' = 0, then the robust problem is equivalent to the non-robust
application offloading problem for given vector of costs e. On the other hand, if I' = &, then
the robust problem is equivalent to minimizing the application cost when all the modules

exhibit the worst case cost.

5.3 Robust Offloading Decision Algorithm

Contrary to the first impression which suggests that Problem (5.8) must be solved for an
exponential number of sets S, the problem can be efficiently solved by solving no more
than £+ 1 BLP problems. In fact, Problem (5.8) is a Robust Combinatorial Optimization
problem which is studied by Bertsimas and Sim in [103]. Let d = [dy,...,dx] as defined
in Eq. (5.7). Without loss of generality, let d; > dy > ... > dj, and let us define
dr+1 = 0 for notational convenience. The authors prove in Theorem 3 in [103] that, when
dy > dy > ... > di, Problem (5.8) is equivalent to:
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1
F* = min [F *dy + 1516131/1 (cTy + Z (dj — d1)?/j> )

Yy o

2

j=1
k1

I sdyyr + Iyrl€1}1} <CTy + Z; (d; — dk-i—l)yj)]
]:

(5.15)
= myin [F*dl +Ln€i)r/1 (cTy),...,

!

j=1

k
1 T . .
2161}1} <c Y+ Zd]y]>].

j=1
The reader is referred to [103] where a proof and description of Eq. (5.15) is developed.
Following Eq. (5.15) and Algorithm A in [103], Algorithm 7 solves Problem (5.8) solving

at most £ 4+ 1 = 3n + 1 nominal problems.

The first step of the algorithm is to reorder the coefficients so that dy > dy > ... > d,.
Therefore, we find a permutation function IT (Line 3) and apply it to vectors d and ¢
(Lines 4 and 5). Next, we solve the k + 1 combinatorial optimization problems (Lines 8 to
16), finding g € Y that solves the problem for the reordered coefficients (Line 11). Thus,
we obtain the optimal value y for the robust problem by permuting back the elements
in vector g, having y = II"!(g) (Line 15). Variable F* holds the application cost for
the optimal solution. Vector y is the solution of Problem (5.8). Finally, we obtain the
offloading decisions of the n modules of the application by having the first n values of

vector y, i.e., * = (y1,...,y,) (Line 16).

Note that Algorithm 7 preserves polynomial solvability of the nominal problem min,¢y (cTy) ,
i.e., if the nominal problem is polynomially solvable, then the robust problem is also po-
lynomially solvable. This is because the robust algorithm solves at most f 4+ 1 nominal

problems, where f is the number of distinct values of d, ..., dy.

Algorithm 7 can be used in the same contexts as traditional application offloading
algorithms. For instance, the algorithm can be run either on the mobile device or on the
cloud, in which case the solution is communicated to the mobile device. The framework

must periodically profile the parameters of the environment such as module costs and
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Algorithm 7: Robust application offloading, solves Problem 5.8

[y

© 00 N o ok~ W

10

11

12

13
14
15

16

Data: ¢, d: as defined in Eq. (5.7); I € [1, k]: robustness coefficient
Result: x*: optimal robust offloading decision
begin

F* + 00; // optimum application cost
// Let T1:R* — RN* be a permutation function such that II(d) is
ordered
IT < find permutation function given d;
d«T1(d); // dy > ...>d)
¢+ Il(e);
k= |cl;
dpt1 = 0;
foreach [ < 1 to k+ 1 do
if / > 1 and d; = d;_, then
L continue; // to next iteration

g < argmin, .y (éTy + 3 (dy — dl)%')%
if F' < F* then
F* «— F,
y < [I7Y(g); // reorder solution vector with inverse of

permutation II
x* < (y1,Y2,. .-, Yn); // optimal solution
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network data rate. The profiled data is used to compute the robust intervals presented

above.

In the next Section, we study the performance of the robust solution compared to the

non-robust counterpart for different scenarios.

5.4 Performance Evaluation

We evaluate our robust formulation with a FD application [14] and with randomly gene-

rated applications.

5.4.1 Configuration of applications

Table 5.2 shows a summary of the properties of the EDT of the applications, including the

types of module dependencies, the number of module nodes, and the tree height.

dependencies
Application  series prob. module nodes tree height
FD v v 5 4
Single-Series v 100 2

Table 5.2: Properties of the Execution Dependency Tree of the applications used for eva-
luating the interval-based offloading method.

Face Detection Application

The FD application is a Microsoft Windows Phone application that performs face detection
using Accord. NET Framework [122]. Figure 5.1 shows the EDT of the application. The
user can perform face detection on either thumbnails of images (node th) or full resolution
(node fd0) with equal probability, i.e., pin = prao = 0.5. If thumbnail face detection is
chosen, the image is first resized (node rz) and then face detection is done on the resized

image (node fdl).

Figure 5.2 shows the boxplots of the execution costs of each module, on the mobile and
on the cloud, as profiled from runs of the application for 200 images. The execution cost
of all the modules except fd0 is close to 0s on both the mobile and the cloud. For fd0, the
execution cost on the mobile varies from 10s to 18 s with a mean of 15.59s, while on the

cloud the cost has a mean of 71.85s and takes values from 23 s to 96 s approximately.
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fd0, fd1: Face Detection

th: Thumbnail Face Detection
rz: Resize Image

Figure 5.1: Execution Dependency Tree model of the FD application
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Figure 5.2: Profiled module execution costs for the FD application.
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Figure 5.3 shows the boxplots of the transmission costs of each module as profiled from
runs of the application for 200 images. The transmission costs of modules main and fd1
are 0 MiB and 0.39 MiB, respectively. The costs for modules th and fd0 have a mean of
4.07 MiB, and for rz, the cost is 4.71 MiB in average. The costs have outliers at roughly
1.25 MiB, 2 MiB, 2.5 MiB, 8.4 MiB and 9.23 MiB.
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Figure 5.3: Profiled module transmission costs for the FD application.

Table 5.3 shows the parameters of the robust method computed from the interval of
costs of the modules. The intervals are computed using the average and maximum profiled
costs for the module. The parameters for module fd0, i.e., performing face detection
on a full image on the mobile, are fgo = 71850.95ms (the module’s average cost), and
080 = 96350ms — fSrqp = 24499.05ms (the module’s maximum cost minus its average

cost).

Randomly Generated Application

We evaluate the novel method on large application of 100 module nodes that are connected

by series dependencies. We restrict 1% of the module nodes to run in the mobile device,
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Module  « (ms) 6, (ms) S (ms) & (ms) o (MiB) 6, (MiB)
main 0.01 0.01 0.01 0.01 0.00 0.00
th 0.10 7.90 0.05 4.95 4.07 4.33
fd0 15591.07 4709.93 71850.95 24499.05 4.07 4.33
fd1 1017.97  682.03  3657.28  1824.72 0.39 0.14
¥/ 99.91 48.09 383.27 89.73 4.71 4.52

Table 5.3: Interval-based costs of the modules of the FD application.

104

and another 1% to run in the cloud. The cost of the modules are generated randomly

using Gamma Distributions. This is similar to [55] which uses Exponential Distribution, a

particular case of Gamma, to model the CPU-time of processes. For example, Figures 5.4

and 5.5 show the boxplots of the execution and transmission costs of 10 modules of the

Single-Series application.
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Figure 5.4: Execution costs for some modules of the Single-Series application.
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module

Specifically, the mean execution cost of every module ranges from 2s to 6s in the

cloud, and from 6s to 30s in the mobile. For each module, the average execution cost in

the mobile is between three and five times the average execution cost in the cloud. The
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Figure 5.5: Transmission costs for some modules of the Single-Series application.
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mean transmission cost for each module is from 2B to 120 B . The variance of each cost
is between 1 and 4 times the average of the cost. All these properties are summarized
as follows. First, oy € [2,6], B; € [6,30], 3c; < B; < 5ey;. Using the network bandwidth
r = 40 bit /s, for example, results in a transmission cost from 0.4s to 24s, i.e., (; € [0.4,24].
Further, o; < {;/r < 20;. Finally, the variance of each cost is 07, € [ay, 4oy], 03, € [5;, 4]
and o¢ € [(;,4G].

5.4.2 Robust vs Average-based cost Optimum

Figure 5.6 shows the execution cost of 1000 runs of the FD application for two different
offloading solutions and network bandwidths. Both the non-robust and robust solution
are the same for every bandwidth considered other than 0.5MiB/s. The reason is that
the EDT of the FD application has a small number of nodes. For a network data rate of
0.5 MiB/s, the robust and non-robust solutions are different. The non-robust solution is
equivalent to the mobile-only solution, and the robust solution offloads module fd0 (both
offloading decisions are discussed in Section 5.4.3). We analyze the cost of the application

for this data rate in more details next.

Figure 5.7 shows the CDFs of the application running costs for both methods at a
network speed of 0.5 MiB/s. For both methods, one half of the executions finished before
15s which corresponds to when the user performs face detection on a resized version of
the image. The other half takes more time, typically from 40s to 95s. However, we
observe that the robust solution for I' = 9 has the effect of lowering the expected worst
cost for the application. For instance, all but 7 executions (i.e., 99.3 %) finished before 87s
approximately, which is faster than the 99.3 % for the solution with I' = 0 (about 98s).
Minimizing the expected worst case instead of the average cost is crucial for some scenarios
such as concerning the user perception of the application performance. For instance, the
experiments in [28] showed that more than half of the users in the study considered the
real time game application frustrating or unusable when the execution time was higher

than 373 ms.

The reason why the 7 runs of the application that take the highest cost (about 150s)
for I' = 9, is that the robust formulation minimizes the average or expected worst case
application cost. Here, average results from considering the probabilistic dependencies
when computing the application cost estimate, which uses the weighted sum of the module’s
cost, in particular, the probability factors p; in Eq. (5.7). However, we must emphasize

that the goal of our robust formulation is to minimize the expected execution cost while
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Figure 5.6: Execution cost of the FD application.
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Figure 5.7: CDF of the costs for the FD application for a network speed of 0.5 MiB/s.
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being robust to changes in the parameters. This formulation is different than minimizing

the worst case cost! of the application.

5.4.3 Effect of robustness coefficient I’

Figure 5.8 shows the robust solutions for the FD application for different degrees of ro-
bustness I' for different network bandwidths. For the bandwidths slower than 0.5 MiB/s,
the non-robust and all the robust solutions are the mobile-only decision. Similarly, for
bandwidths of 0.6 MiB/s and more, the non-robust and all the robust solutions are the
same, corresponding to running fd0 on the cloud, and all the other modules in the mobile.
The robustness coefficient does not make a big impact on this scenario as the application’s

EDT has a small number of nodes.
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Figure 5.8: Robust solutions for the FD application for three network bandwidths.

The impact of the coefficient I', however, is higher for robust solutions for the Single-

!The problem of minimizing the worst case cost can be easily achieved by using the EDT model and a
cost model similar to the average-based cost model, that uses the maximum cost (instead of the average)
of each module and specifies appropriate functions for the cost of the dependency nodes.
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Series application. Figure 5.9 shows the offloading decisions for the Single-Series application
for different I' grouped by network bandwidth. We see that increasing I' for the same
bandwidth results in changing the offloading decision for some modules from mobile to
cloud and vice versa. The change for each module depends on the level of uncertainty of
each cost of the module. We also notice that increasing the network bandwidth generally

results in robust solutions that offload a higher number of modules.
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Figure 5.9: Robust solutions for different I' for the Single-Series application and three
network bandwidths.

Figure 5.10 shows the number of offloaded modules per I' and network data rate for
the Single-Series application. We can distinguish three main trends in general. Let us
consider data rate of 20bit/s. First, from I' = 1 to 80, the number of modules that are
offloaded slowly increases from 29 to 40. Second, the inverse trend is seen from I" = 80 to
125, i.e., increasing I slightly decreases the number of modules that are offloaded from 40
to 34. Finally, at I' = 125, the number of offloaded modules suddenly decreases to 26, and
the all robust solutions are the same for I' > 125. These trends are more or less apparent
depending on the network bandwidth. This changes are related to the tradeoff in each

node between (1) the difference in execution costs for mobile and cloud locations, and (2)
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the transmission cost of the module.
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Figure 5.10: Number of offloaded modules per robust coefficient and three network band-
widths for the Single-Series application.

Figure 5.11 shows the distribution of application costs for 1000 executions of the Single-
Series application for the robust solution for each robustness coefficient I'. Each subfigure
corresponds to a different network bandwidth. Each figure represents, with a color gradient,
the number of executions per coefficient I" and time. The lighter color represents a higher
number of application executions. For example, for the data rate of 10bit/s and I" > 100,
the execution of the application often takes 1.47s (the lighter color). We can see that in
general, all the robust solutions show a distribution of application costs that is similar to
the non-robust optimal solution (i.e., I' = 0). We can also see that lower values of I" result

in lower application cost. Next, we take a closer look at these costs distributions.

Figure 5.12 depicts the density function of the costs of the application for the robust
solutions for a network bandwidth of 60 bit/s. It can be seen that the execution cost for the
application is lower for the robust solution with I' = 9 even compared to the non-robust
solution, while it is higher for I' = 300. This example illustrates the importance of being

able to relax the level of conservatism of the robust solution.
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Figure 5.11: Distribution of costs for 1000 executions of the Single-Series application for
each robust solution of robustness degree I' and different network bandwidths.
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Figure 5.12: Density function of costs for 1000 executions of the Single-Series application
for robust solutions of robustness degree I' and network bandwidth of 60 bit/s.



Application Offloading via Robust Optimization 114

5.4.4 Tractability of the problem

We implemented the robust Algorithm 7 in Matlab/Octave. The LP problem in Lines
11 and 12 is solved via the glpk function with a limit of 100 Simplex iterations. The

simulations are run with Octave on a Intel iCore 5 CPU with 4 cores.

Figure 5.13 shows the execution time of the algorithm for the Single-Series application,
which has 100 nodes, for different network bandwidths. We see that the algorithm execution

time is lineal with respect to the robust coefficient T.
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Figure 5.13: Execution time of the robust algorithm for the Single-Series application.

Figure 5.14 shows the execution time of the algorithm for different application sizes.
The algorithm running time was approximated by a polynomial of degree 2 with an ap-

proximation error of r? = 0.994, and of degree 3 with an approximation error of r? = 0.998.
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Figure 5.14: Execution time of the robust algorithm vs application size.
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5.5 Summary

We have presented a novel formulation of the application ofloading problem that addresses
uncertainty via robust optimization. The application is modeled via the EDT application
model, and each module costs take values within cost intervals that are computed consi-
dering the uncertainty. The robust formulation aims at finding an offloading solution that
minimizes the expected application cost when a given number I' of costs may take the worst
case value within its interval. The robust method for I' = 0 is equivalent to the non-robust
problem where the costs of the modules are the lower bound of the cost intervals. However,
the robust formulation additionally supports global constraints, in contrast to the dynamic
programming method proposed in Section 3.4 that also uses EDT and average-based cost
model. The robust algorithm solves a polynomial number of LP problems. In our simu-
lations, the robust offloading solution achieved similar application cost and the variance
than the non-robust formulation for a face detection application and a randomly genera-
ted application with 100 modules. Further, it showed an execution cost that was closely
approximated by a second degree polynomial with respect to the number of application
modules. As future work, we should investigate in which scenarios with uncertainty the
proposed model should be used instead of a non-robust approach, for example, for highly

variable network bandwidths.



Chapter 6

Conclusions and Future Work

We have addressed the problem of application offloading for Mobile Cloud Computing.
Our main goal is to increase the accuracy of the offloading solution. Our main contribu-
tions consist of a new application model, three cost models based on the new application
model, and three decision algorithms for each cost model. This chapter summarizes these

contributions and outlines directions for future work.

6.1 Contributions

We proposed a novel fine grained application model, called Execution Dependency Tree
(EDT), that represents the application as a tree graph. Each module in the application
is represented by multiple nodes in the tree according to the execution paths that result
on the execution of the module. Additionally, the graph models three different types of
dependencies between the application modules, specifically, series, probabilistic and parallel
module dependencies, via dependency nodes. The main benefits of this model over the state
of the art are that (1) it supports multiple offloading decisions per application module
based on the execution paths, (2) it supports fine grained cost models where the cost of

each module is modelled based on the execution paths, and (3) it supports complex cost
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models where the cost of the application is computed considering the three dependencies
between modules. Based on the novel application model, we developed three cost models

that address different scenarios.

We developed an average-based cost model where the execution and transmission costs
of each module are represented by a their average cost values. The cost of running the entire
application is then estimated as an average considering the costs and the dependencies
between the modules. This model is appropriate for (1) fast ofloading decision algorithms,
(2) when the costs of modules are relatively stable and (3) when the offloading problem

requires minimizing the average cost of the application.

We developed a statistics-based cost model where costs are modelled by random vari-
ables and their CDFs. The cost of running the entire application is estimated by a CDF
that is computed using the CDF of the costs of the modules and according to the depen-
dencies between the modules as expressed by the EDT. The model captures the random
nature of the execution costs of the application and supports optimization functions and
constraints based on statistical measurements, e.g., the expected cost or the 90 percentile.
Furthermore, the new model is, to the best of our knowledge, the first model for application
offloading to support statistical analysis of the performance of the application. We illus-
trated the use of the model to analyze the cost of the application under different conditions
such as network data rates, device speed up and user behavior. We verified the accuracy
of the model for different dependency types, number of nodes and random variables with
different variance. In our evaluations, the mean absolute percentage error between average
measured and estimated costs was less than 4% for series dependency and probabilistic

dependency nodes, where the error was up to 7.23 % for parallel dependencies.

We proposed an interval-based cost model to address uncertainty in the parameters
efficiently. The cost of the modules is represented by a cost interval while the cost of the
application is estimated as a single value that represents the expected maximum cost. The
main benefits of the model are (1) handling uncertainty in a tractable way, (2) providing
guarantees regarding a expected maximum application execution cost, and (3) requiring

less information regarding the module costs compared to the statistics-based cost model.

The three cost models proposed, i.e., average-based, interval-based, and statistics-
based, differ in their assumptions, complexity and the optimization goals that they support.
Table 6.1 shows a comparison of these main features. The features include the simplifica-
tion when modeling the cost, the computational complexity of using the model, and the
optimization goals supported by the cost model. In general, the strongest the simplifica-

tion assumed on the cost, the lower the complexity of the model, and the more limited the
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optimization functions supported. For instance, the average-based model has the lowest
complexity as costs are represented by the expected value. However, this simplification re-
stricts the optimization goal and constraints to be based on the average application costs.
The statistics-based model is very descriptive as costs are modelled by CDFs, including
the cost estimated for the entire application. As a result, the model can be used to solve
optimization problems based on any statistical function on the CDF of the application cost.
This flexibility and accuracy comes at the price, however, of performing operations that are
computationally expensive, e.g., the convolution of empirical distribution functions. The
interval-based cost model has benefits from the other two cost models as it uses intervals
to model the module costs, with medium complexity. What cost model and algorithm we
choose depends on our optimization goal, the restrictions, and the resources available to

solve the problem.

Cost Model Cost Simplification Complexity Supported Optimization Goals
Average-based  Single value Low Average application costs
Interval-based  Intervals Medium  Mean and worst case costs
Statistics-based CDF's High Statistical functions on the costs

Table 6.1: Comparison of the proposed cost models.

Using the proposed application and average-based cost models, we presented an efficient
algorithm that finds the offloading solution that minimizes the application execution cost.
The algorithm follows the dynamic programming technique and finds the offloading decision
with minimum average application cost. The new approach found offloading decisions
that achieved up to 42 % faster average application execution compared to the traditional
Call Graph Model (CGM) for a face detection mobile application under different network

conditions.

We developed an efficient algorithm for the novel statistics-based cost model for the
special case when the optimization function is based on a statistical measurement that

meets specific properties. The algorithm follows a dynamic programming approach.

For the interval-based cost model, we presented a tractable formulation of the appli-
cation offloading problem based on robust optimization. The problem formulation aims
at finding an offloading solution with a minimum guaranteed cost for all the possible re-
alizations of a number of costs within their respective uncertainty sets. We proposed an
algorithm that solves the robust problem solving a polynomial number of Binary Linear
Programming (BLP) optimizations. The novel robust formulation can be applied to sce-

narios where we need guarantees on the cost of the application while requiring an efficient



Conclusions and Future Work 120

algorithm. In our evaluations, the robust solution achieved average application costs simi-
lar to those of the optimal solution while achieving lower expected maximum application

cost.

The proposed solutions are not restricted to any specific mobile application type or
scenario. Example of applications include virtual reality, video games, chess games, face
and speech recognition, augmented reality, video rendering, etc. If very fast application
response is required such as in video games, the fast average-based cost model is more
appropriate. Likewise, the more flexible statistics-based cost model is more suitable for
scenarios with fixed deadlines such as chess games. Finally, for highly uncertain scenarios,
such as when the mobile user travels on a car or train, and experiences handovers that result
in rapid changes in network bandwidth, the robust approach using the interval-based cost
model finds offloading solutions that are near optimal for all the values in the uncertainty

set.

6.2 Limitations

While the proposed contributions improve the accuracy of the offloading method, they

come with some limitations.

Capturing the execution paths of the application in the EDT model may lead to what
is known as path explosion problem. This problem, which may affect applications with
recursive calls, can be addressed by summarizing recursive execution paths by additional
nodes in the EDT tree. For applications with large numbers of modules, the problem may
be addressed reducing the number of ofHoadable modules, for example having the developer

specifying the modules candidate for offloading.

The accuracy of the cost models decrease for highly parallel applications as the shared
resources, such as the CPU cores in the mobile device, are insufficient to serve all the

parallel modules. Other shared resources include the memory and the network interface.

The statistics-based cost model has two main limitations. First, obtaining accurate
statistical information of the costs requires either extensive profiling of the application,
mobile devices and network, or accurately estimating the costs by known distribution
functions. This might not be practical in some scenarios as the costs imposed by the
offloading framework to gather this information may negate the benefits of the offloading
operations, or there might be no known distribution function that describe the cost of the

module. Second, the decision algorithm based on the statistics-based cost model has a high
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computational complexity in general as it involves computing convolutions of cumulative
distribution functions. The offloading decision algorithm can be run in the server and the

decision communicated to the mobile device.

A limitation of the robust formulation is that it supports the series and probabilistic
dependencies of the EDT application model but not the parallel dependency. Clearly, this
limitation only affects parallel applications running on multi-core mobile devices. These
scenarios can be addressed updating the optimization function. This change, however,
implies an redesign of the offloading decision algorithm, and even more, it might result
in an intractable robust formulation. Another approach is to model parallel executions as

sequential, which negatively impacts the accuracy of the model.

6.3 Future Work

As a future work we envision the following main directions.

We want to improve the application model for complex application execution paths,
particularly for recursive calls, which can result in long execution paths and thus extremely
long branches in the EDT tree. To shorten these branches, a set of recursive calls can be
summarized in a special node in the tree. For example, having an execution path of n > 0
recursive calls, we can summarize the last m < n calls as one tree node. This new node
summarizes the set of recursive calls and their respective costs. An interesting question
here is what the value m should be. The decision should take into account the tradeoff
between the computational and the transmission cost of the m calls. An advantage of this

approach is that it requires no changes in the cost models.

We also want to increase the accuracy of the average-based cost model for highly parallel
applications. These applications may be more common in the near future due to new
paradigms for application development for cloud computing such as micro services. This
can be achieved by including information of the environment in the cost model, such as
number of cores in the mobile device and the cloud. Another approach is to address the
problem of offloading to multiple locations where each location represents a single CPU

core of either the mobile device or the cloud server.

Concerning the uncertainty, we want to investigate the effect of including information
of the recent past in order to estimate the uncertainty sets. This may be appropriate,
for example, when the mobile user is connected a public access point where several other

mobile users continuously connect and disconnect. As a consequence, the network data
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rate perceived by the user fluctuates with the number of users connected to the access
point.

In summary, we have proposed novel solutions for the application offloading problem.

While these results contribute to more accurate application offloading, they also raise new

research questions.
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