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Abstract

Wireless Sensor Networks applications are attracting more and more research, es-
pecially in energy saving techniques/architectures which is the focal point of most re-
searchers in this area. One of the most interesting applications of Wireless Sensor Net-
works is the Object Tracking Sensor Networks which are used mainly to track certain
objects in a monitored area and to report its location to the application’s users. This
application is a major energy consumer among other Wireless Sensor Networks appli-
cations. There have been many techniques that assist in delivering the required data
while maintaining a lower energy consumption than the early approaches. Our approach
revolves around the ability to predict the objects’ future movements in order to track
it with the minimum number of sensor nodes, while keeping the other sensor nodes in
the network in a sleep mode. Thus, achieving our goals while reducing significantly the
network’s energy consumption. The prediction technique used in our proposed solution
is based on the inherited patterns of the objects’ movements in the network and how to
utilize data mining techniques, such as Sequential Patterns, in order to predict which
sensor node the moving object will be heading next. We propose the Prediction-based
Tracking technique using Sequential Patterns (PTSP), which is designed to achieve sig-
nificant reductions in the energy dissipated by the OTSN network, while maintaining
an acceptable missing rate levels. PTSP is tested against basic tracking techniques in
order to determine the appropriateness of PTSP in various circumstances. We also test
PTSP against some OTSN impacting factors, such as number of tracked objects, object
speed, sampling duration and sampling frequency. We also test 3 different missing object
recovery mechanisms implemented in PTSP to determine which is the most energy con-
servative. The experimental results had shown that PTSP outperformed all the other
basic tracking techniques and contributed remarkable amounts of savings in terms of

energy consumption of the entire network even through different circumstances.
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Chapter 1

Introduction

Major advances in creating cost-effective, energy efficient and versatile Micro-Electro-
Mechanical Systems (MEMS) in the last few years has contributed significantly to the
vast amount of research and development projects related to the field of Wireless Sen-
sor Networks (WSN) and smart sensors. The Sensor Node (SN) is a very small device
which represents the building blocks of the Wireless Sensor Network. These nodes are
being produced in a very low-cost and yet with high levels of sophistication in terms
of computing power, energy consumption savings and multipurpose functionalities when
compared to earlier generations of SN. WSNs are created by deploying a large number
of sensor nodes in a certain area, usually called the monstored region, for monitoring
purposes. These nodes are interconnected and together are used as a monitoring and
reporting device to acquire specific types of data as desired by the application require-
ments. There are many applications and usages of WSNs which will be discussed to a
certain extent later on in the following chapter, however our main concern in this thesis
is the use of WSNs as an Object Tracking tool for the type of applications where sensing
and reporting the whereabouts of moving objects is the main goal of these applications.
An Object Tracking Sensor Network (OTSN) is considered one of the most energy con-
suming applications of WSNs. Many researches have attempted to solve the issue of the

energy consumption by addressing the hardware design and how to optimize the physical
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design of the sensor nodes in order to produce an energy saving sensor node. Another side
of the energy conservation in OTSNs was achieved by minimizing the energy consumed
by the radio component (RF radio), in which these techniques had attempted to reduce
the number of the messages transmitted and received, thus creating an energy saving
tracking scheme [9]. However, there has been a very limited focus toward the energy lost
by the computing components - Micro-Controller Unit (MCU) - and the sensing com-
ponents [1]. Although, the energy dissipated by the MCU and the sensing component,
is less than what is consumed by the radio component, it still represent a significant
source of energy consumption in the sensor node. Therefore, our concern in this thesis
is to develop an energy efficient OTSN which should make remarkable reductions in the
energy consumed by both the MCU and the sensing components.

In this thesis, we will provide a thorough background information in regard to the
Wireless Sensor Networks and its challenges, types, applications and the sensor node
architecture. Also, a detailed survey was provided regarding the Object Tracking Sensor
Networks, which include the OTSN influencing factors and a related work section that
details the OTSN categories along with some examples of each category. In addition, a
formal definition of the problem and the application requirements for an object tracking
applications is introduced. Also, we will present some basic energy-saving techniques
to serve as a measuring stick for our proposed tracking technique. Moreover, we will
introduce our proposed Prediction-based Tracking technique using Sequential Patterns
(PTSP), which should operate in the following manner: (1) reduce the number of sensor
nodes involved in the tracking of a moving object, while keeping the rest of the sensor
nodes in sleep mode, (2) predict the future movement of the moving object and activate
only the nodes where the moving object is heading, (3) in case the object isn’t found
use recovery techniques to retrieve the missing object. The two main metrics in this
research are (1) total energy consumption and (2) missing rate, which will be discussed
in detail later in the thesis. Our experiments results had concluded that PTSP managed

to secure a significant energy savings in regard to the energy consumed by the MCU and
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the sensing component.

1.1 Motivations

The most important motivation of this thesis is to explore the possibility to create an
energy efficient prediction-based tracking technique which will utilize the inherited pat-
terns of objects’ movements in the monitored region as a prediction mechanism which we
will call it the sensor sequential patterns. The introduction of the sensor sequential pat-
terns as a mean of prediction represents a new perspective in developing prediction-based
tracking techniques, which should allow for more advanced contributions that utilize the
capabilities provided by the prediction mechanism using the sensor sequential patterns in
addition to the traditional prediction techniques. Other motivations include the evalua-
tion of the effectiveness of the sensor sequential patterns generation techniques and how
to improve these methods in order to produce highly accurate and adaptable sequential

patterns which results in a high quality object tracking scheme.

1.2 Objectives
The objectives of this thesis are listed below:

1. Develop a prediction technique to generate the sensor sequential patterns in order
to be used as a prediction tool which predicts the future movement of an object in

the network.

2. Investigate and design a recovery technique in order to re-locate any missing object

during the tracking process.

3. The proposed system should be an energy efficient prediction-based tracking tech-
nique, which outperforms the basic energy saving tracking technique in terms of

energy consumption while keeping an acceptable percentage of the missing rate.
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1.3 Contributions

During the course of work in this thesis, we have achieved the following contributions:

1. Designed and implemented a novel technique to generate the sensor sequential
patterns, which represent the inherited movement patterns of the moving objects
inside the network. The key aspect of this technique is to extract the tri-sensor
patterns of each object’s movement history and to compare these patterns to other

similar patterns in order to determine which has a higher probability of existence.

2. Designed activation mechanisms which are used to determine which sensor nodes
will be activated. Only the first activation mechanism was implemented and the

other two will be the subject of a future research.

3. Designed and implemented 3 missing object recovery mechanisms. The main dif-
ference between these recovery mechanisms is related to which set of sensor nodes
will be waken up to collaborate in re-locating the missing object before we move

to the second phase of recovery, where the whole network is activated.

1.4 Organization
The remainder of this thesis is organized as follows:

¢ Chapter 2: Background and Related Work.
This chapter introduces the reader to background information necessary to under-
stand the scope of this thesis and the current state of the research in this topic.
A detailed background information regarding the Wireless Sensor Networks is pre-
sented, which discusses the issues and challenges concerning WSNs, the types of
WSNs along with their applications. A brief overview is provided regarding the
sensor node architecture. Also, a brief survey is introduced in regard to the Object

Tracking Sensor Networks, which include a background information and discusses
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the impacting factors that affect the performance of an OTSN. Then, a classifica-
tion of the object tracking methods is presented which discusses the related work
of other tracking techniques based on the tracking approach. In addition, a concise
background was presented regarding the two main data mining approaches related

to our tracking techniques, namely the association rules and sequential patterns.

e Chapter 3: Proposed Prediction-based Tracking Technique: Design and
Implementation.
This chapter introduces the new proposed prediction-based tracking technique
PTSP. First, the problem definition is provided with the assumptions of the appli-
cation requirements. Moreover, three basic OTSN schemes are introduces and an-
alyzed in terms of their energy consumption. Then, the proposed prediction-based
tracking scheme is introduced and explained in details along with its 3 components;
(1) sequential patterns generation and prediction model, (2) sensor node activation

mechanism and (3) missing object recovery mechanism.

e Chapter 4: Performance Evaluation and Analysis.
This chapter presents the experiments we conducted on the techniques we devel-
oped. First, the experiments parameters and metrics is presented. Then, the devel-
oped simulation framework is introduced which include the simulation assumptions,
sequential patterns derivation and the experiments configuration. Finally, the per-
formance evaluation experiments are presented and explained starting with the
simulation settings and later on introducing each experiment along with its graphs

and analysis.

e Chapter 5: Conclusion and Future Work.
This chapter summarizes what has been done in this thesis and identifies what has

been accomplished, what problems still exist, and sets future research directions.
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Background and Related Work

In this chapter, we present the background information concerning the Wireless Sensor
Networks (WSN) and one of its main applications, the Object Tracking Sensor Network
(OTSN). This chapter is divided as follows: section 2.1 introduces the WSNs and dis-
cusses their related issues and challenges, in addition to the type of WSNs and the WSN
applications, and it concludes with a brief description of the sensor node architecture. In
section 2.2 the Object Tracking Sensor Networks are introduced along with some back-
ground information. Also, the OTSNs impacting factors are discussed and explained.
Then, a categorization of the object tracking techniques is introduced which represents
the related work of this thesis, since it discusses different approaches of object tracking
schemes along with some examples from each tracking approach presented. In section
2.3 we offer a brief introduction to the two main data mining approaches related to the
creation of our prediction model, namely Association Rules and Sequential Patterns,
where we provide for both data mining methods definitions as well as examples. The
concepts of support and confidence is also presented which are mainly utilized as a mean
of understanding the statistical significance of the rules or the patterns produced by each

approach [34].
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2.1 Wireless Sensor Networks

There have been great advances in the last few years regarding Wireless Technologies
that made them highly attractive for many applications especially military and commer-
cial applications. Since wireless networks have great advantages over wired networks,
being significantly more flexible towards changes in network topology, provides ad hoc
networking, allows network users to become less restricted to be in certain locations and
remarkably cost-effective construction with less hassle than creating a wired network.
A strongly emerging name in the wireless technologies is the Wireless Sensor Networks
which became one of the most researched subject in wireless networks. Wireless Sensor
Network (WSN) came to the spot light recently due to major development in the Micro-
Electro-Mechanical Systems (MEMS). Where MEMS made the creation of smart sensors
more feasible and less expensive in comparison with traditional sensors and since sensors
are the building blocks of WSNs that made constructing WSNs more rewarding [3].

In general constructing a WSN requires no infrastructure, since the sensor network
is constructed by deploying numbers of sensor nodes, which could range from few tens
to thousands of sensor nodes, and depending on the type of the application the sensors’

could be deployed based on 2 types of WSN [31]:

e Unstructured WSN: Sensor nodes are densely deployed and could be located in
a random manner in the monitored area. After deploying the sensors the network
will be operating unattended. In this type of WSNs the ability to maintain the
network in terms of failures detection and observing network connectivity poses a

hard and problematic task [31].

e Structured WSN: In this type of WSNs the deployment of some or all the sensors
is accomplished according to pre-determined plans which improves network main-
tainability and lowers the management cost. It’s possible also to use less number of
sensor nodes since an optimal network coverage is achieved by placing the nodes in

specific locations in comparison to the unstructured deployment where some areas
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could be out of network’s coverage [31].

The collaboration of the sensor nodes in the WSN contributes to the network’s goal
of observing and sensing the environment it’s located in and the only method of com-
munication between those nodes are the use of their wireless communication component
which allows them also to communicate with the sink node or base station in order to
report their raw data after processing it internally and converting it to more useful re-
sults [4]. The sink node represents the data collection point which receives the processed
data from the sensor nodes and subjects the data to more levels of processing the data
in terms of additional aggregation and/or fusion to produce more intelligent and useful
results for the application, therefore the sink node could be viewed as a gateway for other

networks or users, Figure 2.1 depicts an example of a typical WSN scenario [4] [5].

(92)

-

-
Sink Node

User

Sensor Node

Figure 2.1: An example of a Wireless Sensor Network (WSN)

WSNs has many great usages and possess high potential to provide sophisticated
solutions for many real life applications. However due to its unorthodox design and the
limitations in the sensor nodes resources, especially the limited power supply since the

nodes are equipped with a battery that could run for a short period of time depending
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on the energy consumption by the node’s other components such as the sensor, processor
and the communication radio, a WSN faces many issues and challenges that influence its
design. The following section will provide a brief overview of the main WSN issues and

challenges:

2.1.1 Issues and challenges concerning WSNs

WSNs face substantial technical issues and concerns related to energy conservation, com-
putation capabilities, communication and managing the sensors [17]. Due to the fact that
WSNs operate under rough and sometimes fierce environments in addition the energy
and bandwidth restrictions levied upon the network, here we present some of the issues

and challenges that would face any WSN design project [3] [4] [5] [17] [31]:

e Scalability: It’s common that WSNs involve the use of a large number of sensor
nodes, therefore it’s imperative that any incorporated protocol or/and architecture

has full capability to handle these large number of sensors.

e Lifetime: Since the nodes are powered via depletable power supply (batteries)
and for the WSNs to be feasible to construct they have to endure long periods
of operation. Thus, devising energy efficient protocols, WSN platforms, Sensor’s
Operating Systems and applications becomes a high priority issue for WSN design
along with load balancing capability which also serves as an energy conserving

technique.

e Fault tolerance: In WSNs nodes failure is inevitable due to many causes, such as
running out of energy, defective parts or impairment as a result of harsh environ-
ment. Nonetheless, It’s of the utmost importance that the network maintains an
acceptable continues functionality, in spite of all the issues that cause the network

to suffer of occasional failures.



Background and Related Work 10

e Production Cost: One of the driving forces behind the global interest in WSNs
is the fact that they provide an incredibly cost-effective solutions than their peers
of traditional networks that use traditional sensors. As a result, keeping the cost
of constructing and utilizing a WSN as low as possible is a quintessential factor in
regard to maintaining the demand for WSNs. Consequently, the production of low-
cost sensor nodes becomes an obvious target. According to [3] a sensor node must

not cost more than one dollar in order to keep the WSN economically appealing.

e Environment: A key aspect of WSNs is their autonomous operation and since
they are frequently deployed in remote geographic areas, it becomes mandatory
to consider the environment where the nodes will be located due to the fact that
some environmental conditions may affect the network’s operation, accuracy and/or

maintainability.

e Security: Security concerns related to WSNs are of great importance, since the na-
ture of WSNs involve nodes that utilize wireless communications among themselves
and while communicating with the base station. A huge security vulnerability be-
comes evident when critical data is being transmitted between the sensor nodes
and to the base station via wireless communication which could pose the threat
of unauthorized reception by malicious or unintended parties. However, satisfying
the security requirements for WSNs is not an easy task as it demands difficult and
over the top algorithms and other issues which could take longer processing time in
the nodes or the application in order to keep the confidentiality of the data. Exam-
ples of critical data is the military applications where encryption and preventing

unauthorized exposure of the data is an extremely crucial feature of such networks.

e Realtime: In many real life applications of WSNs timing limitations are imposed
on the network operations of sensing, processing and reporting data. In some
applications of WSNs a realtime reporting of certain events poses a fundamental

requirement for the WSN existence and failure to comply with this requirement
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renders the WSN obsolete.

2.1.2 Types of WSNs

According to [31] WSNs are being classified based on the deployment environment, since
considering the environment where the WSN will be deployed will answer several ques-
tions in regard to the type of issues and difficulties the WSN will be facing and how to
overcome them in order to allow the WSN to deliver its intended purpose of providing
the required data and results for the users and their applications. The following list

shows the 5 types of WSNs along with a brief description for each type according to [31]:

1. Terrestrial WSNs: It’s the type of WSN where a large number of wireless sen-
sor nodes are scattered in a specific area. The deployment method could be im-
plemented in a random manner or it could follow a certain plan where specific

locations are assigned for the deployed sensor nodes.

2. Underground WSNs: This type of WSNs is created by deploying the sensor
nodes in the underground or by placing then inside a cave or a mine in order to
collect data related to the underground conditions. An underground WSN net-
work is usually costs more than a terrestrial WSN, since the type of equipment
and the deployment methods along with the maintenance work are typically more

expensive.

3. Underwater WSNs: In an underwater WSN the sensors and vehicles are de-
ployed under water. A major difference between an underwater WSN and the
conventional terrestrial WSN is the fact that in terrestrial WSNs the sensor nodes
are deployed in huge numbers and in a the underwater WSNs a limited number of
sensor nodes along with the exploration vehicles are deployed to monitor a certain
phenomenon. In underwater WSNs the wireless communication between the nodes,

the vehicles and the base station is achieved by using acoustic waves. By using the
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acoustic waves as a wireless communication method certain issues arise due to the
fact that with acoustic waves there will be bandwidth constraints, higher signal
fading and more propagation delay. Sensor nodes failure underwater is another

issue that must be addressed due to the difficult underwater conditions.

4. Multi-media WSNs: In a multi-media WSN the data collected from the moni-
tored phenomenon are in the form of multimedia, such as video, audio and image.
This type of WSNs is created by deploying a number of inexpensive sensor nodes
where each sensor node has a camera and microphone to capture the required mul-
timedia data. It’s typical for the Multi-Media WSN sensor nodes to be deployed in
an organized and planned manner in order to cover the designated area thoroughly.
The gathered data in a Multi-Media WSN are usually quality demanding which
burdens the network with the need for more bandwidth which in turn requires
more energy to be consumed by the sensor nodes and it also increases the need
for better data processing and compressing techniques along with improvements
in the cross-layer design. An example of the high demands by the Multi-media
WSNs data content is the video stream which usually needs higher bandwidth and

in return a higher data rate and energy consumption.

5. Mobile WSNs: In Mobile WSNs the sensor nodes are capable of movement and
changing their location in order to gather data of their environment. Unlike the
stationary nodes the mobile nodes are capable or relocating and arranging them-
selves in the network in order to collect more information of their surroundings. A
Mobile node is able to contact another mobile node in its range of wireless commu-
nication which allows for information sharing. Issues that face Mobile WSNs are
related to deployment, localization, self-organization, navigation, coverage, energy

consumption, maintenance and data processing.
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2.1.3 WSN Applications

WSN applications are becoming increasingly diverse and being applied to new domains
to introduce highly innovative solutions to old or emerging problems. The old fash-
ioned methodology of introducing WSN as a solution was based on replacing the wired
technologies with the wireless sensors [4]. The type of data gathered by the sensors
had created the need for many types of sensors where each type is equipped to sense
and monitor a certain phenomenon [3]. The following lists some examples of ambient

conditions monitored by WSNs [3]:

e Temperature
e Pressure

Noise levels

Humidity

e Vehicular movement

The existence of specific types of objects

Soil makeup

Lightning condition

As we mentioned earlier in this section that the potential for new applications for
WSNss is significantly high with numerous prospects. As a result there is no one way of
classifying WSN applications, however the following presents a corroborated list of the
most classic application domains for WSNs [3] [17] [5] [4], figure 2.2 provides an overview

of WSN applications:

e Smart Homes: The use of WSNs in creating smart homes had been the most

important factor in their realization. Major energy conservation improvements
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were attained by reducing the amount of wasted energy due to the smart WSN
applications that control the proper usage of the Humidity, Ventilation and Air

Conditioning.

e Environmental Monitoring: One of the major uses of WSNs is to monitor en-
vironmental conditions which usually include the deployment of a large number of
sensors in what is called a large-scale WSN. Environmental monitoring applications
include weather conditions, water levels, agriculture and wildlife, chemical plants
pollution levels and early warning systems for environmental catastrophes, such as
forrest fires, earthquakes, tsunami, hurricanes and floods. WSNs has many advan-
tages when used in environmental monitoring due to their nature of construction
and operation, since they provide their services for a long-period of operation while

being unattended and unobtrusive to their environment.

e Military: In military applications WSNs enjoy the fact that due to their cheap
cost and disposability they make their destruction by the enemy has a insignificant
impact to the military operations which serves the purpose of using more WSNs
in military applications. There are many usages of WSNs in military applications
which mainly revolves around intelligence, surveillance, reconnaissance, targeting

and communications infrastructure.

e Traffic Control: Recently WSNs are being used more and more in traffic control
and monitoring traffic jams or accidents. Improved versions of traffic control ap-
plications allows for more management operations where for example the control

of a signpost based on the traffic condition sensed by the network.

e Security: WSNs are being employed in security applications in an increasing man-
ner where they are replacing and/or collaborating with wired systems, since WSNs
posses advantages over wired application because of their highly flexible deploy-

ment factor along with their adaptivity and fault tolerance. Examples of security
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applications of WSNs are: intrusion detection, borders-crossings monitoring and

identity authentication systems.

e Health Care: Although the use of WSNs in health applications could be con-
sidered somehow invasive to patients privacy, it actually had many useful usages
that could literally save lives. An example of a health care application of WSNs is
the use of a wireless body sensors in order to monitor the vitals or certain medical
related conditions in the patient, using the wireless sensors would allow the patient
to gain more mobility compared to the wired sensors which restricts the patient
movement. Also, the use of WSN networks in hospitals to locate doctors, nurses
and medical equipments facilitates the sudden urgent need to form response teams

for emergency situations.
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Figure 2.2: An overview of WSN applictions [31].

Regardless of the application type, there are common operations conducted by all

WSN applications, such as collecting data and processing 1t, then reporting results.
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According to [3] [5] [4] the following are the four major tasks independent from application

type:

1. Monitoring: Reporting the value of a monitored parameter in a periodic manner
of a certain location of the entire monitored region, such as temperature, pressure,

humidity or water level.

2. Event Detection: In this task the network only reports if certain defined event

has occurred or not along with its parameters.

3. Object Classification: In this type of tasks it becomes usually necessary for
multiple sources of data to collaborate in collecting and processing the data in

order to determine the identity of a certain object or an event.

4. Object Tracking: In this task the network traces the movement and location of
a mobile object inside the monitored region of the network. This type of tasks is

our main focus in this thesis.

2.1.4 Sensor Node Architecture
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Figure 2.3: A general WSN node hardware architecture.
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In the process of creating a WSN the application has the most influential factor in se-
lecting a certain type of a sensor node based on its size, cost, capabilities and energy
consumption. In designing WSNs the main question when choosing a sensor node be-
comes how to balance between the required features in the node and the cost of the node,
since the more advanced the node the more expensive it will be. Figure 2.3 presents a
general WSN node hardware architecture. Also, despite the fact that there are many
types and models of sensor nodes, it’s almost a fact that the following five main compo-

nents must be available in any sensor node:

e Communication component: In order to allow the sensor node to be part of
the network and communicate with other sensor nodes, sink nodes or base stations.
The communication component has a transceiver that contains both a transmitter

and receiver of RF radio communications which is attached to an antenna [3] [10].

e Micro-Controller Unit (MCU): The MCU in a sensor node is the main part of
the computing components and acts like a CPU of a computer, since it handles the
computation tasks of processing the gathered data from the sensing components
and/or the communication device. Also, the MCU is responsible of controlling the
functionality of the other components in the node and executing the sensor node’s

operating system/applications commands [11] [12].

e Memory: An external memory is commonly used in nowadays sensor nodes and
it’s part of the computing components. The type of the memory and its storage
capacity is usually application dependent, although it’s common to use flash mem-
ory or an on-chip memory of a MCU. There are two main types of sensor memory
where (a) User memory which is used to store user data or application related data.
(b) Program memory which usually contain data to program the sensor node and

may contain identification data of the sensor node [33].
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¢ Sensing Component: The sensing components could include sensors and/or ac-
tuators. Sensors are the parts of the node that has the ability to retrieve readings
and measurements of the physical condition they are sensing, such as temperature,
pressure and movement. It’s also common to use an Analog-to-Digital Converter
(ADC) in the sensing components in order to digitize the analog signals from the
sensor which is later passed to the MCU for further processing. Actuators are me-
chanical devices that are used to perform pre-defined mechanical motion in order to
carry out a certain task. An actuator could be apart of a sensor node or attached
to a sensor node where the actuator performs its task based on the readings or
commands from the sensor node, an example of an actuator are electrical motors,

hydraulic pistons and comb drives. [5] [33]

e Power supply: This part of the sensor node provides energy to power the other
components of the sensor node. The main power source for sensor nodes are usually

batteries which could be chargeable or non-chargeable [33].

2.2 Object Tracking Sensor Network

Object tracking which also called target tracking is a major field of research in Wireless
Sensor Networks and has many real life applications such as wild life monitoring, security
applications for buildings and compounds to prevent intrusion or trespassing, interna-
tional borders monitoring for illegal crossings. Furthermore, object tracking is considered
one of the most demanding applications in Wireless Sensor Networks due to its appli-
cation requirements which places a heavy burden on the network resources, especially
energy consumption. The main task of an Object Tracking Sensor Network (OTSN) is
to track a moving object and to report its latest location in the monitored area to the
application in an acceptable timely manner, and this dynamic process of sensing and
reporting keeps the network’s resources under heavy pressure. Therefore, there has been

many research efforts to optimize the process of object tracking in sensor networks and
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a great number of research issues has been identified which are related to the design and
implementation of OTSNs, and examples of those research issues are: data aggregation,
localization, coverage, data fusion, routing and energy conservation. Energy conservation
in OTSNs is regarded as the most crucial research issue, since OTSNs are operated with

a limited power supply like other types of WSNs. [1]

2.2.1 Background

In an OTSN application, if a moving object enters the area called the monitored region
which has the sensor nodes of the network deployed and operating, the sensor nodes that
are able to detect the object will continue monitoring the object while it’s under their
detection area. At the same time, all the other sensor nodes in the network will maintain
the status of being inactive in order to save their energy. Furthermore, while the moving
object is continuously changing its location, it becomes critical for the application to
create a group of sensor nodes that are switched to active mode in order to keep moni-
toring the object when it arrives to their respective locations [30]. The monstored region
geographical limits and measurements are known to the OTSN application in addition
to vital information about the tracked object, such as location, velocity, direction, size
and shape [1]. The medium of communication between the application and the OTSN is
similar to other WSNs, where a base station or a gateway is used to provide an interface
channel that collects the data from the network and forwards them to the application,
while also distributing the application’s commands to the sensor nodes. Also, since OT-
SNs are notoriously famed for their high energy consumption due to the nature of their
tasks, therefore their sensor nodes similarly to other WSNs are able to shut down their
basic components (sensor, MCU, RF radio) in an independent manner where each com-
ponent could be turned on/off without affecting the other components status for the sake
of preserving the node’s limited energy. [1]

As identified earlier that the main goal of an OTSN network is to monitor and track

any object that enters the monitored region where the nodes must report the objects
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location to the application along with any additional information in a predetermined
time-dependent updates. [1]

Fach sensor node in the network is required to monitor its detection area in antici-
pation of an intrusion by a moving object. Thus, when the sensor nodes start sensing
their detection area so as to retrieve the object’s attributes, this sensing task lasts for a
specified period of time called the sampling duration. Furthermore, while the sensor node
is going through the sampling duration its MCU and sensing components are turned on
in order to obtain the sensed data and then process it. However, the communication
component in the sensor node (RF radio) is most likely kept inactive when there are no
communication requirements. The task of sensing the detection area is usually called
sampling and it takes place after the passing of a determined time period resulting in
a specific sampling frequency which is influenced by they network and the application
requirements. Moreover, the reporting frequency is also controlled by the application
requirements where the sensor nodes report to the application the presence of an object
in their detection area every specified period of time. Alternatively, the communication
component (RF radio) is kept in inactive mode if the sensor node has nothing to report.
The application in an OTSN network could control the degree of data accuracy in regard

to the objects’ movement by adjusting the reporting frequency. [1]

2.2.2 OTSN Influencing Issues

There are many elements that affect the behavior and operation of an OTSN, many of
those are related to the fact that OTSN is a WSN application where all communications
are wireless and the sensor nodes are distributed over a certain geographical area where
they conduct their operations autonomously. Furthermore, OTSNs has many distinctive
influencing issues which requires thorough examination before the design and construc-
tion of an OTSN. According to [1] the following are considered the most critical issues

related to OTSNs which have direct consequences on energy consumption:
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e Number of moving objects: Obviously an OTSN is not usually made to monitor
one object at time, hence addressing the number of objects tracked by the network
is directly related to the network’s energy consumption, seeing that any increase
in this number means an increase in the sampling and reporting operations which
ultimately impacts the energy consumption of the network and therefore can be

considered as the network’s workload.

¢ Reporting frequency: it represents the number of reports received by the ap-
plication during a certain period of time. As a result, the reporting frequency
is an application-dependent element, where increasing the number of reports per
specified period of time would eventually give the application a better view in re-
gard to the object location in the monitored region. On the other hand, lowering
the number of reports received by the application would decrease the amount of
communication carried out by the sensor nodes to the base station or the gateway

which conserve the network’s energy.

e Sampling frequency: It’s considered a crucial and significant element that has
a great impact on OTSNs. Since if the sensor sampling frequency was lower than
what it should have been, then the application will be running the risk of losing
track of the moving object. Nevertheless, maintaining a high sampling frequency
in addition increasing the application’s data accuracy it also drives the network to

consume more energy.

e Location models: creating accurate location models affects on the retrieval of
the most vital information received from the senor nodes, which is the location
information. Depending on the variations of locations of objects along with mea-
suring the passing time, it allows for the calculation of other information related
to the moving object such as speed and direction. There are two types of location
models: geometric model and symbolic model where the application requirements

decides which location model will be employed in the design and implementation
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of the OTSN [1].

e Data precision: this issue is directly affected by the aforementioned elements:
sampling frequency, sampling duration and location models. Consequently, for the
sake of attaining a high level of data precision, then it’s imperative to increase the
data retrieval, processing and reporting which incurs consuming more energy on

the main sensor nodes operations: sensing, computing and communicating.

e Object’s movement speed: this element is addressed along with the sensor sam-
pling frequency since to maintain a successful tracking operation of an object the
OTSN will be required to conduct more sampling in case the monitored objects

move in high speed, which results in higher energy consumption.

2.2.3 Categorization of Object Tracking Methods

By considering the various research projects in the object tracking field, it’s yet to be
clearly defined in the literature with an appropriate categorization of the many algorithms
and protocols [30]. However, according to [30] the most comprehensive classification of

those approaches would generate the following five categories:

1. Tree-based tracking

2. Cluster-based tracking

3. Prediction-based tracking

4. Mobicast message-based tracking

5. Hybrid tracking schemes
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2.2.4 Tree-based tracking

In this approach of object tracking the network follows a hierarchical organization that
could be described as a hierarchical tree. In this graph the sensor nodes in the network are
shown as vertices where the edges that connect those vertices denote the communication
links between the sensor nodes which are able to establish a direct line of communication
with each other. [30] [36]

There has been a number of algorithms and protocols which implemented the tree-
based approach as their framework, examples include the Dynamic Object Tracking
(DOT) protocol [51], Deviation Avoidance Tree (DAT) technique [53], Heuristic Object
Tracking algorithm [45] and Scalable Tracking Using Networked sensors (STUN) [52].

The Dynamic Object Tracking (DOT) protocol [51] serves the purpose of tracking
a moving object and guiding a moving source to its location in order for the source
to capture the object. In this protocol each sensor node determines its neighbors by
using the spatial neighborhood represented in a planar graph when they first convert the
network into a planar graph and use Gabriel Graph (GG) and the Relative Neighborhood
Graph (RNG) to discover the face neighbors for each node in the network. When the
source is trying to locate the object in the target discovery step it begins sending requests
to the sensor nodes and once the target is discovered by a node it replies back to the
source. Also, to maintain a continuous monitoring on the moving object, the sensor node
which is detecting the object starts waking up its spatial neighbors to keep track of the
object in case it leaves the ingress node detection area. In the target tracking step the
beacon node which is the node that has the moving object location information answers
the queries issued by the source in regard to the location of the object which eventually
guides the source to the location of the object. [30] [51]

In STUN [52] the assumption is that the targets to be tracked have a predictable
movement in terms of their speed which is limited and therefore by determining the period
of time during which the target was moving then the maximum distance calculation

becomes possible based on the fact that this target has a maximum speed. In this
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method for every two nodes the link is calculated by Euclidean distance and is allocated
a cost. Since this method is basically a hierarchy then the leaf nodes have the task of
detecting the moving objects and then informing the sink by transmitting their data
through the intermediate nods. Message-pruning is a concept applied in STUN where
the intermediate nodes ignore redundant messages from the leafs, see figure 2.4. A
record of information about the monitored objects is maintained by the intermediate
nodes and if there are any changes in regard to the tracked objects information the
record will be updated and the new information is also sent to the sink. There two main
weaknesses in regard to STUN. First, its logical tree DAB (Drain and Balance) could
cause dramatic increases in communication costs, since it doesn’t reflect the physical
layout of the deployed network, and what seems as a single link between two nodes in
the DAB could be actually an edge that made up of multiple nodes and as result what
should have been a single hop turns out to be a multi-hop communication stream, hence
increasing the energy consumption in the network. The second weakness is related to
the query costs in DAB, since DAB is constructed without taking into account query
optimization which drives the cost of queries in some cases more than the acceptable

levels. [30] [36] [52]



Background and Related Work 25

o

/]
IS

Figure 2.4: An example of message-pruning in STUN. [52]

The Deviation Avoidance Tree (DAT) technique [53] was devised as an improvement
to the STUN approach [52] where they have arranged the sensor nodes to form a logical
tree which expedites the in-network data processing and also contributes in the overall
cutback of the communication cost sustained by tracking the moving object. Moreover,
the physical layout of the network is utilized in the section of location update and also
using the Deviation Avoidance Tree (DAT) algorithm to result in a significant reduction
in the cost of location update. For the second part of the technique the query cost is
considered by using the established query rates of the sensor nodes and the Query Cost
Reduction (QCR) algorithm to decrease the query cost. [30] [53]

In [45] a novel technique is introduced which basically uses heuristics in object track-
ing where the problem is constructed as 0/1 integer programming problem. In addition,
this technique introduces a Lagrangean Relaxation-based (LR-based) heuristic algorithm
to provide solutions for the optimization problem. The LR-based algorithm plays a ma-

jor role in making the object tracking more efficient by reducing the cost of the total
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communication of the object tracking tree, however the algorithm suffers from scalability
issues. Also, to enable the measurement of tracking accuracy the algorithm requires some
changes and amendments. [30] [45]

Another example of the tree-based tracking approaches is the Optimized Communi-
cation Organization (OCO) [62]. In this approach the object tracking is achieved with
minimal computation overhead on the sensor nodes while offering itself with autonomous
organization and routing abilities. In OCO the object tracking process is divided into
four stages: Position collection, Processing, Tracking and Maintenance. The position
collection stage is basically performed since the network is deployed in a random manner
when it’s initially constructed and the location of each sensor node in the network is
not identified by the base. Therefore, in this stage the neighboring nodes of the base
will begin receiving messages from the base which informs them of the base’s ID and
requests the neighbors IDs. The process is repeated throughout the whole network till
all the nodes IDs and location are known by the base node. In the processing stage three
actions are performed (1) Removing the redundant nodes which are the nodes that has
a monitoring area being covered by one or more nodes, (2) Identifying the border nodes
by using the border detection algorithm, (3) The shortest path from each node to the
base is determined by applying an algorithm to find the shortest path. In the tracking
stage and depending on the type of the sensor nodes (Type A or Type B) the moving
objects are identified and a tracking process is activated to monitor the object during
its existence inside the network coverage area. The maintenance stage is a crucial phase
of the technique since it makes the network topology adaptable to necessary changes in
order to continually track moving objects inside the network, especially when there is a
node failure or changes to the network topology due to nodes repositioning. A major
weakness in this approach is caused by keeping the border nodes active all the time which
eventually leads to the node consuming all its energy faster than the inner nodes in the

network. [30] [62]
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2.2.5 Cluster-based tracking

In object tracking the use of cluster-based approaches has been utilized in many projects
and it had a significant impact on the design and implementation of the object tracking
systems, since clusters are created to provide more collaboration in the data gathering
and processing mechanisms. A cluster of sensor nodes contains a sensor node chosen
as the cluster head (CH) and other sensor nodes represent the members of the cluster.
There are two methods of creating clusters of nodes in the network: static clustering
and dynamic clustering. In static clustering the creation of the clusters are accomplished
during the early stages of the network deployment along with all the attributes of each
cluster, for example, the list of nodes included in the cluster, the monitored area and the
designated Cluster Head (CH). Although static clustering offers more direct approach in
creating clusters and lacks the complexities related to the dynamic creation of clusters, it
has many shortcomings mainly related to its inflexibility, especially when fault tolerance
is addressed, since if a cluster had many node failures it will not be able to perform its
tasks properly and it can not include other sensors from different clusters to participate
in the monitoring process. Furthermore, the sharing of information between sensors
in different clusters is not allowed due to the static sensors’ cluster membership. On
the other hand, the use of dynamic clustering grants many benefits directly related to
its flexibility which allows the network to establish new clusters of nodes as the need
arises. Hence, if a certain sensor node starts sensing movement in its coverage area then
it could establish its own cluster and invites other sensor nodes to become members
of the newly formed cluster in order to monitor the moving object continuously and
this process could be restricted to sensor nodes that possesses enough power supply and
adequate computing ability. Also, in dynamic clustering it’s imperative to keep only
one cluster head (CH) actively tracking objects and this is usually achieved by the use
of decentralization methods. Due to the nature of the dynamic clustering each sensor
node in the network might become a member of different clusters during the network’s

operation as long as it doesn’t become a member of more than one cluster at any given
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time to avoid redundancy and inaccuracy in the gather data. In addition, keeping only
one cluster actively monitoring an object decreases the collection of redundant data and
contains potential interference. [30] [36] [54]

Some examples of cluster-based approaches include the following: DELTA [46], RARE
[56] and CODA [59].

DELTA [46] is a distributed event localization and tracking algorithm which uses light
measurements as the bases of its tracking approach. DELTA was designed to utilize the
known positions of the sensor nodes in order to track a person moving at a constant
speed who’s holding a flashlight. The algorithm creates dynamically clusters of sensor
nodes and selects as the cluster head (CH) the sensor node which has the best location
to track the object as well as communicate with the cluster members. The mechanism
used in DELTA to chose the leader sensor node of a cluster is described as a fast and
highly accurate which manages in a greatly flexible manner to select best candidate.
The tracking precoces in DELTA is mainly carried out by the leader of the cluster which
cooperates with other sensor nodes in the cluster to achieve constant monitoring of the
moving object. The main disadvantage of DELTA is that it was designed to monitor
objects which moves in a constant speed. [30] [46]

When RARE [56] was developed it had a goal of achieving target tracking while
being energy efficient. RARE was designed with two algorithms RARE-Area (Reduces
Area REporting) and RARE-Node (Reduction of Active node REdundancy ) and both
algorithms use static clustering. The goal of RARE-Area is to ensure that only nodes
that have a good coverage of the moving target will be involved in tracking process, and
thus preventing any node that couldn’t offer a good contribution to the tracking of the
moving object based on its location from the object. So the further the node is from the
moving object the lower its chance to be allowed to participate in the tracking process.
As for RARE-Node main goal is to reduce the redundancy of the collected data from
overlapping sensor nodes by first determining the nodes with redundant data due to the

fact that they share their coverage area with other nodes and then prevent those nodes
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with redundant data from participating in the tracking process. [56]
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Figure 2.5: Boundary sensors being updated while tracking the moving object in CODA.

[59]

CODA [59] (Continuous Object Detection and Tracking Algorithm) represents a good

example of a cluster-based approach which utilizes both static and dynamic clustering

in its algorithms which is considered a hybrid clustering approach. The key issue with

CODA is that allows the sensor nodes to form dynamic clusters inside the static clusters

where those dynamic clusters include the nodes that form the boundaries around the

moving object and these boundary clusters are changed when the object starts to move

away of its former boundary sensors coverage area, see figure 2.5. The methods applied

in CODA are reducing the communication overheads resulted by the estimation process

of the moving object boundary, since the main weight of performing these calculation is

assigned to the static cluster head (CH) which later on communicates these information
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to the network sink. The main weaknesses in CODA is the fact that it doesn’t provide
any process to achieve recovery when there is a missing track and it doesn’t give any

data regarding its tracking accuracy. [30] [59]

2.2.6 Prediction-based tracking

The majority, if not all, of prediction-based techniques are built on top of a tree-based
and/or cluster-based approaches which are modified to include a prediction mechanism
usually called the prediction model. Furthermore, prediction models are typically de-

signed in a way that employs heuristics which follow certain assumptions, for example:

e Objects tracked by the network are going to proceed with their movement while

maintaining a certain speed and direction every few seconds.

e Based on the object’s movement history, it will be possible to determine its future

speed and direction for the next few seconds.

e For each stage in the recorded history a certain weight can be assigned to determine

its value for prediction purposes.

The main objective of utilizing these prediction techniques is to minimize the number
of sensor nodes participating in the tracking of a moving object which consequently
results in significant energy savings. In spite of the encouraging results achieved by the
prediction-based techniques, these methods still suffer from the same drawbacks as their
base approach (tree or cluster). [36]

An example of a prediction-based approach is presented by S.-M. Lee et al [8] where
two prediction algorithms are designed to provide error avoidance and error correction.
By using the error avoidance technique the algorithm will attempt to predict the location
error of the moving object since determining the future wake-up zone is possible by

calculating the object’s trajectory and monitoring the object while it’s still moving inside
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the detection area of the current wake-up zone. Moreover, if the predicted future wake-
up zone times-out before detecting the object it will inform the current wake-up zone
which launches the error correction method to enlarge the wake-up zone based on the
last known object movement direction in order to detect the object when it changes its
direction. This technique has proven that it handles very well the changes in direction in
the object movement, however, it doesn’t address changes in the speed during the object
movement in the network. [30] [8]

Reducing the energy consumed during object tracking was the main goal of both the
dual prediction 7] and the prediction-based strategies for energy savings [1]. In both
techniques, energy savings were achieved by limiting the tracking process of a moving
object to the fewest number of nodes while maintaining the rest of the nodes in the
network operating in sleep mode, thus saving their energy until the need arises and they
are activated by an active node to participate in the monitoring and tracking process. The
prediction mechanism in both approaches depends on the use of the recorded historical
data of the object movements which are used to calculate the future position of the
moving object. The calculations of the future location of the moving object are done in
both the sensor node and the sink. Also, to reduce the amount of communication taking
place between the sensor nodes and the sink, the updates are not sent to the sink while

the object movements in harmony with the predictions. [1] [7] [30]

2.2.7 Mobicast message-based tracking

Mobicast message-based techniques rely on prediction to track moving objects. Mobicast
(Mobile Just-in-time Multicasting) schemes are mainly spatiotemporal multicast meth-
ods which provide a spatiotemporal coordination for applications such as object tracking
in sensor networks. The main concept of a mobicast message-based approach is the spa-
tiotemporal multicast method that delivers a message to a group of sensor nodes called
the delivery zone which its membership changes over time based on the predictions of

the movements of the tracked object. The nodes in the delivery zone receive timely
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messages from the Mobicast protocol to activate before the arrival of a moving object
and the delivery zone movement speed is relatively as the same speed of the moving
object. Moreover, any sensor node in the network gains membership of the delivery zone
by receiving a mobicast message [30] [44].

The Variant-Egg-based Mobicast Routing protocol (VE-mobicast) [49] utilizes Cassini
oval equation to allow the nodes in the "hold-and-forward” state to evaluate the initial
shape and size of the forwarding zone while adjustments are being applied in a dynamic
manner by a distributed algorithm using a simple control packet. In the HVE-mobicast
[50] technique a major power efficiency enhancement was achieved by allowing message
delivery to take place from cluster to cluster in comparison to the old technique where
message delivery is possible between node to node. In addition, HVE-mobicast addresses
the issue of the delivery zone changing speed. [30] [49] [50]

Another mobicast protocol was presented by Huang et al. [44] where the delivery
zone changes its size dynamically depending on the local compactness properties of a
node’s neighborhood. This approach exploits the tradeoff between delivery guarantees
and communication overhead and it reduces communication to the forwarding zone which

could affect the delivery guarantee since it gets also decreased as a result. [30] [44]

2.2.8 Hybrid tracking schemes

Hybrid tracking schemes are referred to the type of tracking methods, protocols and
algorithms which are based on more than one tracking approach, such as when a cluster-
based approach is also tree-based then this approach would be called a hybrid tracking
technique. There are many examples of hybrid protocols since a great deal of the designed
tracking schemes usually involve more than one tracking approach and these examples
include M. Abdelkader [47], DPT [2], W.-P. Chen et al. [54], Xu et al. [9], PES [I],
Huang et al. [44], Jin et al. [58], Pino et al. [60], C.-Y. Chong et al. [61], HPS [57],
VE-mobicast [49], HVE-mobicast [50]. HVE-mobicast is mainly a mobicast message-

based tracking approach, yet the network design involves the creation of clusters and it
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utilizes prediction techniques to provide approximate estimations of the shape and size of
both the forwarding zone and the delivery zone in order to convey the mobicast message

(multicast message) to the nodes in the dynamically formed clusters of both zones. [30]

2.2.9 OTSN Categorization Summary

The following table 2.1 provided by S. Bhatti et al. [30] shows a comprehensive overview
of a number of tracking protocols and their respected category. Also, identifying hybrid
schemes becomes obvious based on the fact that for each protocol that is classified under
more than one category then it’s certainly a hybrid scheme. In addition, the table
demonstrates other facts about the listed protocols which include the existence of a data
aggregation mechanism, query processing and/or the utilization of scheduling strategies.
It’s also worth mentioning that the use of data aggregation mechanisms and scheduling
techniques assists in the reduction of the energy consumed by the network during the
monitoring and tracking process of a moving object [30]. We have also included our
proposed prediction technique to the classification table to show how our technique fits
between other tracking schemes and protocols and it can be clearly noticed that our
proposed technique has similar properties as the PES [1] since we have adopted their

framework in our scheme.



Table 2.1: Classification of Target Tracking Approaches [30]. The last technique (this thesis) was added
to the table for comparison

Tracking Protocols

Tree-based

Cluster-based

Prediction-based

Mobicast message-based

Scheduling

Query

Aggregation

Heuristic Object Tracking Algorithm [45]

DOT [51]

v

STUN [52]

DAT [53]

0CO [62]

M Abdeclkader ct al [47]

ASNENENENENER

F Zhao et al [63]

DELTA [46]

RARE [56]

DPT (2]

“

W -P Chen et al [54]

Y Zou ct al [55]

ENENENENENEN

S-M Lec ct al (8]

Y Xuectal [9]

PES [1)

ANEN

DPR [7]

VE-mobicast [49]

HVE-mobicast {50]

“~

Q Huang ct al [44]

ANENEN

G-Y Jinct al (58]

HPS [57)

SNENENENESENENENEN

CODA [59]

S Pino ct al [60]

C-Y Chong ct al [61]

Proposed Prediction Techmique {This thesis)

ANENENENENEN

NENEN

JIOA Po3e[9Y pue punoidxyoesy

Ve



Background and Related Work 35

2.3 Association Rules and Sequential Patterns

In this section we will present the reader with a brief introduction to two data mining
techniques, namely Association Rules and Sequential Patterns, which are utilized as
methods of unveiling hidden relationships between inherently unrelated data items and
since we use them in our predication-based tracking technique to create our prediction

model as explained in Chapter 3 [20] [34] [71].

2.3.1 Association Rules

One of the famous data mining techniques is association rules mining where it opens the
door to discover a great deal of interesting associations and/or correlation relationships
between large sets of data items and variables in large databases [34]. It all began
when Piatetsky-Shapiro [69] introduced the analysis and discovery of strong rules in
databases by applying various levels of interestingness. Later on and building on the
concept of strong rules, Agrawal et al. [68] presented association rules which are able to
uncover hidden relations between products in large databases and used a supermarket
database as a case study for their techniques and algorithms. To illustrate the idea
of association rules consider the following example. If for example the recorded sales
transactions at a supermarket indicates that a significant number of the sales transactions
where a customer buys Potato chips and Popcorn together, he/she is likely to also buy
Coke. Then the rule will be represented as { Potatochips, Popcorn} =—> Coke which
can be used to further enhance the decisions made about how to market these items
and other items as well and whether to place them in promotional packaging and how
to figure the best product placement strategy for the supermarket items which could
result in increasing sales and eventually profits. Furthermore, the concepts applied in
the supermarket transactions analysis and their association rules can also be applied
to various application fields, for example, Bioinformatics, intrusion detection and Web

usage mining [34] [71].
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Association Rules Definition

To introduce a definition of the association rule mining process we will be adhering to the
definition provided by Agrawal et al. [68] where it states: Let I = {i1,12,13,...,7,} be a
set of n binary attributes called items. Let T' = {t1, %2, t3,...,t,n} be a set of transactions
called database of transactions. In the database of transactions T each transaction will
be assigned a unique transaction ID and inside each unique transaction it will include
a subset of the items in I. In addition, to provide a visual representation of each rule
in the application it can be shown as an implication of the form: X = Y where
X, Y CTand X NY = ¢. Also, some naming conventions are presented by Agrawal et
al. [68], for example, the set of items (itemset as a short alias) X which appears in the
left-hand-side (LHS) is called the antecedent and the other itemset which appears in the
right-hand-side (RHS) is called the consequent.

In order to shine more light on how the concepts of association rules work, we will in-
troduce an example which represents a very small snippet of a supermarket transactional
database. In the table 2.2 we show a list of transactions where each transaction has its
own transaction ID and some items from the set of items I = {milk, cereal, cheese, coke}
and to represent the existence of a certain item in the transaction it will be shown as 1,

and 0 will represent the nonexistence of the item in the transaction.

Table 2.2: Example of Supermarket Transactional Database with 4 items and 5 transac-
tions. [34]

LTransaction ID ‘ Milk \ Cereal ‘ Cheese [ Coke ]
1 1 1 0 0

O > W N

0
0
1
0

== O] =

1 0
0 1
1 0
0 0

Therefore, to provide an example of a rule in the supermarket database we could
say: {milk,cereal} = {cheese} which can be interpreted as if a customer buys milk

and cereal then he/she will also buy cheese. It’s also worth mentioning that, although
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this example serves the purpose of illustrating how association rules work in real life
applications, the number of transactions provided is awfully small, since in real life
applications in order for a certain rule to be considered it requires the support of hundreds
of transactions which would make it eventually of statistical importance and also the
databases usually include thousands or even millions of database transactions [68] [71]

[34].

Rules Selection Constraints

The importance of the rules generated in an application can only be measured by sat-
isfying certain constraints which could identify the interestingness and significance of
a certain rule among the set of all possible rules. The most important and famous

constraints are minimum thresholds on support and confidence [68] [71].

e The support of an item or set of items (can be represented by variable s or supp(X))
can be defined as the ratio of transactions where the item or the set of items (can
be called itemset) X exist to the total number of transactions. Therefore, based
on the previous example, the itemset X = {Milk,Cereal} which represents the
union of two items (Milk and Cereal) as one itemset had occurred in 2 transactions
among the 5 transactions in the database, which indicates that the support of the
itemset X will be as follows: supp(X) = 2/5 = 0.4, so we can conclude that the
itemset X had occurred in 40% of all transactions in the database. Furthermore,
the itemset {Cheese, Coke} has no support, due to the fact that those two items
had never appeared in the same transaction in the database. Therefore, the sup-
port of the association rule X = Y can be formally defined as the percentage
of transactions in the database which contain X U Y. In addition, another way
to represent the support of an item or sets of items (itemsets) X is by using the

probabilistic notation as follows:
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b f transactions where X oc
P(X) = number of tra ere X occurs

total number of transactions

Hence, P({Milk,Cereal}) = 40%. [20] [34] [68] [71]

e The confidence of a rule (denoted by conf or by variable «) can be viewed as the
strength of the rule, since it’s value represents the percentage of the number of
transactions which contain the union of the itemsets X and ¥ (X UY') to the
number of transactions which contain X [20]. In other words, confidence will be
the result of dividing the supp(X UY) by supp(X), which can be shown as fol-
lows: conf(X = Y) = supp(X UY)/supp(X). In our earlier example, we can
generate the confidence of the rule {Milk,Cereal} = Cheese by calculating
the support of the itemset {Milk, Cereal, Cheese} which represents supp(X UY)
and equals 0.2, since there is only one occurrence of the transaction that contains
Milk, Cereal and Cheese among the 5 transactions in the database. Then calcu-
lating the support of the itemset {Milk, Cereal} which represents supp(X) and
equals 0.4 as shown previously. Finally, dividing supp(X UY)/supp(X) which is
0.2/0.4 = 0.5 gives us the confidence of the rule X == Y or as in our example
conf = ({Milk,Cereal} —> Cheese) = 0.5 , therefore we can notice that for
50% of the transactions that contain Milk and Cereal the rule is correct. Further-
more, another approach to understand confidence by considering it as an estimate
of the probability P(Y|X), where we calculate the probability of the LHS of the
rule in the transactions in the database while clinching to the condition that these
transactions will also include the LHS of the rule. Furthermore, by using the prob-

abilistic notation we can represent confidence of the rule X = Y as follows:

P(XUY)

PXIY) = =5res
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Therefore, the confidence of the rule { Milk, Cereal} == Cheese can be expressed

as

P({M:ilk,Cereal, Cheese})

P({Milk,Cereal}|Cheese) = P({Milk, Cereal})

[34] [68] [71]

= 0.2/0.4 = 50%. [20]

2.3.2 Sequential Patterns

Another form of data mining is called sequential patterns mining. In sequential patterns
mining the data are represented as sequences where these sequences contain sets of items
[18]. Sequential patterns can also be viewed as a special case of association rules, since
in association rules the main concern is the relation of the items in one transaction, for
example what are the items which were bought together in one transaction, so in a way
we can claim that association rules represent the intra-transaction patterns, which differs
than sequential patterns where it deals with the inter-transaction analysis of the data
sequences [18] [19] [73]. This new data mining technique was introduced by Agrawal et
al. [19] where they introduced the problem of discovering sequential patterns and viewed
their input data as a set of sequences, called data sequences. These data sequences were
basically lists of transactions from the database and in each transaction it contains a
set of items or alternatively called itemsets. The main factor that contributes to the
discovering of the sequential patterns is the fact that for each transaction it’s associated
with time-stamp which represents the time of the transaction’s occurrence and it’s order
among the other transactions [73]. Also, any sequential pattern contains a list of sets
of items [73]. The goal of this data mining approach is to identify all the sequential
patterns which meet a predefined minimum support, where similar to the support in
association rules, the support of a sequential pattern represents the ratio of the data
sequences that contain the pattern [73]. We can consider a certain sequential pattern
as a frequent pattern if it satisfies the user-defined minimum support threshold and

as a result it can be of statistical significance in the database [18]. There are many
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applications where mining sequential patterns is of great use and benefits due to the fact
that many applications are storing their data in a time-related manner which can be a
fertile ground for generating useful sequential patterns that can aid in the understanding
of the customer buying behavior and how to predict the occurrence of certain events

based on earlier patterns found in the data [18].

Sequential Patterns Definition

In this formal definition of sequential patterns we will be following the original definition
provided by Agrawal et al. [19]. In a supermarket database the transactions of the
customers are stored in a database we will call it D. In the database D the transactions
are created and stored with several fields which include a Customer ID, Transaction
Time-stamp which designates the time when the transaction took place in the database
which coincide with the time when the customer purchased the items stored in the
transaction as a set of items. In the database D the primary key of the transactions
table is the composite key of both the customer ID and the transaction Time-stamp,
therefore, it’s impossible to have two transactions for the same customer in the same
Transaction Time-stamp [19]. Moreover, the generation of the sequential patterns is not
concerned with the quantities of the items listed in the transactions, where the mere
existence, and conversely the nonexistence, of the item is the only issue that matters in
generating the sequential patterns [19].

Similar to the definition in the association rules the itemset is a set of items which
can not be empty, whereas the sequence is basically an ordered list of itemsets. For
the sake of clarity we will humor the assumption that the set of items is mapped to
a set of adjacent integers. An itemset i is represented by (i1%2i3...im), and where 4, is
an item. Also the sequence s is represented by [s;s2ss...sp|, where s, is an itemset.
Furthermore, the sequence a, indicated by [ajaqaz...as] , is considered included in the
sequence b, denoted by [b1babs...by], if there exist integers i1 < i < i3 < ... < 1, where

a; C b, ,a2 Cb,,a3 Cb,,..,a, b, . [19]



Background and Related Work 41

Therefore, based on the definition provided earlier the sequence [(2)(34)(7)] is con-
sidered contained in the sequence [(6)(27)(8)(346)(7)|, since the itemsets in the first
sequence are contained in itemsets of the second sequence with respect to the order of
occurrence, so (2) C (27), (34) C (346) and (7) C (7). On the other hand, when consid-
ering the sequence [(7)(9)] it’s clearly not included in the sequence [(79)], and also the
sequence [(79)] is not contained in the sequence [(7)(9)], since in the sequence [(7)(9)] the
items were recorded in two transactions respectively, or in other words the two items were
bought one after another, whereas in the sequence [(79)] the two items were recorded in
one transaction or alternatively saying they were both bought at the same time-stamp.
Also a sequence s of a set of sequences is considered marimal when it’s not included in
any other sequence in the set of sequences. [19]

In the database D when customers buy items from the supermarket the recorded
transactions of their purchases is considered as a sequence, where we can view the trans-
action as a set of items or itemset, and when the transactions is ordered in a list based on
each transactions time-stamp then the ordered list can be viewed as a sequence. Hence,
to provide more formal definition of the relation of the transactions and the sequences
we can represent the transactions and arrange them based on their chronological order
in the following manner: 77,75, T3, ..., T;, and the set of items in 7, can be symbolized as
itemset(7;). Thus, to produce the customer-sequence for a certain customer the sequence
can be expressed as [itemset(T})itemset(Ty)itemset(Ts)...itemset(T,)]. [19]

When considering a certain sequence then this sequence can be supported by a certain
customer if and only if the sequence is included in the customer-sequence. Therefore, a
sequence a is considered supported by customer c if and only if the sequence a is included
in the customer-sequence of the customer c¢. Moreover, the support of a sequence is similar
to the support of a rule in the association rules, since it represents the percentage of
customers who support the sequence among all the customers. Therefore, the main goal
in mining sequential patterns is to find all the sequences in the database that satisfy the

user-defined minimum support among all the possible sequences in the database, where
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each maximal sequence is considered as a sequential pattern, also for each sequence that
satisfies the minimum support constraint is called a large sequence. [19]

The following brief example will provide more clarification to the concepts discussed
earlier regarding sequential patterns. We will use the famous supermarket and customers
database example as used in Agrawal et al. [19]. In the table 2.3 we are showing a snippet
of the database D of the customer transactions where we can see that it had been grouped

and ordered by the customer ID and the transaction time-stamp.

Table 2.3: Customer database ordered by customer ID and Transaction Time-stamp.

[19]

Customer ID | Transaction Time-Stamp | Items Bought

1 May 14’09 30

1 May 21 ’09 90

2 May 12 ’09 10, 20
2 May 16 ’09 30

2 May 23 09 40, 60, 70
3 May 14 09 30, 50, 70
4 May 14 ’09 30

4 May 21 09 40, 70
4 June 30 ’09 90

5 May 11 '09 90

In the table 2.4 we have aggregated all the customer-sequences and arranged them
chronologically based on the customer ID and the transaction time-stamp to represent
the customer database in a customer-sequence manner which prepares for the next step

of identifying the sequences which satisfy the minimum support.

Table 2.4: The Customer database expressed as a customer-sequence. [19]

Customer ID | Customer Sequence
I [(30)(90)
2 [(10 20)(30)(40 60 70)]
3 [(30 50 70)]
4 [(30)(40 70)(90)]
5 [(90)]
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If we set the minimum support of a sequence as 25%, then we are requiring at least
the support of two customers for any sequence. Then the only maximal sequences among
all the other sequences are the following two sequences: [(30)(90)] and [(30)(40 70)] which
meet with the minimum support defined by the user and as a result those two sequences
are the sought after sequential patterns. As for the first sequential pattern [(30)(90)] it
had gained the support of the customers 1 and 4. Although customer 4 had not bought
the items 30 and 90 one after the other and instead the customer bought the items (40
70) between them, yet we still consider them as a sequential pattern since the goal is
not to have patterns which are mandatory contiguous. As for the sequential pattern
[(30)(40 70)] it had gained the support of the customers 2 and 4. Also, in the case
of the customer 2 we can see that he/she had bought the item 60 beside buying the
items 40 and 70, however the customer 2 still supports the sequential pattern due to the
fact that the itemset (40 70) is a subset of the itemset (40 60 70). In order to show a
sequence which has not satisfied the minimum support constraint we can consider the
following sequence: [(10 20)(30)], since it was only supported by customer 2 among the
other customers, which means that it lacks the support of an additional customer to
be considered as a sequential pattern. Moreover, there other sequences that had met
with the minimum support constraint, however they were not maximal sequences, which
means that these sequences were part of other maximal sequences and therefore can not
be used as a sequential pattern, and example of those sequences is as follows: [(30)],

[(40)], [(70)], [(90)], [(30)(40)], [(30)(70)] and [(40 70)]. [19]

2.3.3 Sensor Association Rules and Sensor Sequential Patterns

Sensor Association Rules are a type of behavioral patterns which is used to acquire
the temporal correlation between the sensor nodes in a WSN. By using these temporal
correlations we can identify the set of sensors which detect events in the same time
interval. A significant performance improvement is gained by utilizing Sensor Association

Rules. The concepts of utilizing the sensor’s behavioral patterns were presented by
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Boukerche et al. [27] to be used in order to produce rules that would significantly
enhance the WSNs performance and quality of service by introducing a new technique
that reformulates the association rules mining problem and customizing it for the sensor’s
behavioral patterns. Moreover, This technique assists in WSN resource management
which also manages to provide a solution for some of the shortcomings resulted by wireless
communications. According to Boukerche et al. [27] the generation process of the sensor
association rules follow a set of designed phases which is part of the Knowledge Discovery

Process. The core phases in the generation process include the following:

e Providing a formal definition of the required sensor behaviorial patterns and sensor

associlation rules.

e Subjecting the designated collected data to certain preparation and transforming
procedures in order to fit the generation process. In [27], Boukerche et al. presented
a representation structure called the Positional Lexicographic Tree (PLT). PLT’s
main task was to prepare the collected data for the mining process by compressing

the data in a form that assists in mining the sensor behavioral patterns.

e Involving the transformed data into a data mining phase which results in producing

the sensor association rules.

Boukerche et al. [27], have also introduced different data extraction methodologies
which is utilized in collecting the data needed for the sensor association rules mining
process.

In a continuation of the work performed with the sensor association rules in Boukerche
et al. [27], Samarah et al. [74] have introduced a new reformulated version of the
sequential patterns mining problem called Chronological Patterns which is customized
to fit the needs of the sensor’s behaviorial patterns where the order of detection is of
special interest. According to Samarah et al. in [74], Chronological Patterns can be used

as a prediction tool which would improve the performance of the WSN and eventually
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enhances the overall quality of service. In [74], Samarah et al. present a formal definition
of the Chronological Patterns coupled with a new representation structure called the
Chlorotical Tree (CT), which expedites the mining process of the Chronological Patterns.

For more details on the use of the chronological patterns (Sensor Sequential Patterns)

as a prediction tool refer to section 3.5.1.



Chapter 3

Proposed Prediction-based Tracking
Technique: Design and

Implementation

In this chapter, we discuss our proposed design for the prediction-based tracking tech-
nique and we will be elaborating on all the sections involved in the tracking process and
the mechanisms utilized to perform the sought after tasks. It’s imperative to mention
that we are adopting the network model for OTSNs as proposed in Xu et al. (PES) [1]
where we will be using their work as our frame of reference due to the similarities in the
problems being solved and since both techniques fall under the same category of object
tracking, namely the prediction-based approach. However, it’s also worth mentioning
that our proposed technique has fundamental differences compared to PES, particularly
in the main component of the system which is the prediction model, since in PES they rely
on different types of heuristics to achieve accurate predictions, whereas, our prediction
technique was designed to utilize data mining approaches namely sequential patterns.
This chapter is divided as follows: section 3.1 presents a formal definition of the
problem statement related to the requirements of object tracking applications. The as-

sumptions made in regard to the proposed tracking technique and the application require-
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ments are presented in the section 3.2. In section 3.3 the basic object tracking schemes
are presented and explained. In addition, section 3.4 evaluates the basic tracking tech-
niques from the energy consumption perspective and introduces the energy consumption
equations for each presented tracking scheme, including the ideal (theoretical) tracking
scheme. In section 3.5 we introduce our prediction-based tracking technique which uses
sequential patterns as the prediction tool (PTSP), where we show how the sequential
patterns are generated from the movement patterns and used to create the prediction
model, in addition we present the activation mechanisms and the missing object recovery

mechanisms.

3.1 Problem Statement

In this section we will be stating the problem and presenting the requirements of ap-
plications designed to track moving objects. Moreover, we will be introducing the two
main performance metrics which will be used to determine how efficient our proposed
technique compared to other energy saving techniques. Also, we will be presenting the
assumptions which we have maintained while designing our proposed technique and some

basic OTSN techniques which will be used for comparison purposes.

3.1.1 Application Requirements

e The Wireless Sensor Network has S sensor nodes which tracks O moving objects.
o A sampling duration lasts for X milliseconds.

e The reporting of an object location is achieved by sending the Sensor ID where the

object is being detected every T milliseconds to the application.

Now we can provide more formulated problem statement which will be based on the

application requirements of an object tracking system.
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Problem Statement: Develop an energy efficient technique that adheres to the ap-
plication requirements of an object tracking system which reduces the total energy

consumption of the OTSN while mawntaining tolerable missing rate level.

It was clearly indicated in the problem statement that the two main metrics which
will be used to evaluate the performance of the energy saving techniques are the Total
energy consumption which will be used as to appraise the performance of the energy
saving techniques for OTSN and the missing rate will represent the percentage of failed
attempts to report a timely information regarding the movement of an object inside the
network. These metrics will be further discussed in the following Performance Evaluation

chapter (refer to chapter 4).

3.2 Assumptions

The following list represents the assumptions we will be using while presenting our pro-

posed technique:

e We assume that the sensor nodes are static and the network topology including

the position of each sensor node in the network is well known to the base station.

e Whenever a sensor node is mentioned in this technique we assume it’s a logical
representation of a group of nodes which work together in order to determine the
attributes of the moving object. Therefore, the mentioned sensor nodes in this

work are the cluster heads [1].

e The objects moving inside the network will be distinguishable where each tracked
object will be assigned an object ID which will make each moving object recogniz-

able to the network [6].

o We assume that the communications between the sensor nodes in the network and

the base station will be based on the single-hop communications.
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e To allow an active sensor node to wake-up a sleeping sensor node we assume the

existence of a low-energy messaging channel [37] [38].

e We assume that synchronization is maintained between all the sensors in the net-

work and the application.

e Due to its insignificance, we will not be considering the energy consumed as an
overhead whenever a sensor node changes its mode of operation, such as the change

from sleep mode and active mode [9].

e The sensor nodes located in the boundary of the network are outfitted with powerful
equipment in terms of power supply, processing power and sensing components to
be able to stay active longer than the inner nodes so that it can detect the entrance

of any moving object and avoid any missing reports [6].

3.3 Basic OTSN techniques

The following OTSN techniques will be used to compare our proposed technique per-
formance to their performance while tracking moving objects. These techniques are

designed to satisfy the application requirement of a basic object tracking system.

e Naive: This is a basic object tracking technique where all the sensors in the OTSN
are kept active all the time and therefore each moving object in the network will be
detected by the sensor nodes and reported to the base station every T milliseconds,
see figure 3.1. This technique will be used for comparison purposes as it represents
the baseline where progress in energy conservation can be measured, since it’s not
possible to adjust this technique to produce better results in terms of energy savings

[39] [43].

e Scheduled Monitoring (SM): In this technique all the sensor nodes in the net-

work are allowed to stay in sleep mode and they change their status to active mode
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Figure 3.1: All sensors are kept active all the time in the Naive tracking technique.

for a brief period of time where they start sensing their monitored area and report

their findings to the base station, given that both the sensor nodes and the base

station are well synchronized. A major concept introduced in this technique is t

he

fact that an OTSN network doesn’t need to report its collected data all the time.

Based on our application requirements, then in this technique all the S nodes are

set to active mode for X milliseconds followed by a sleep mode period of (T - X)

milliseconds, see figure 3.2. This alternating behavior of the network between sleep

and active modes is set to take place during the whole network operating time.

It’s obviously clear that with the implementation of this technique a major savings

in the consumed energy is accomplished compared to the Naive technique, since

all the nodes in the OTSN network are scheduled to stay for very short time

n

active mode and continue to operate in sleep mode as long as possible. On the

other hand, the main drawback of this technique is the fact that in order to avoid

missing reports there a lot of nodes are being activated to participate in the object

detection process while those nodes are not actually required [40] [41] [43].



Our Proposed Prediction-based Tracking Technique: Design and Implementation 51
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Figure 3.2: Scheduled Monitoring technique: All the sensors are kept in sleep mode
during the (7 - X) milliseconds.

e Continuous Monitoring (CM): This object tracking technique differs from the
previous two techniques, since it doesn’t involve all the sensor nodes in the OTSN
network to track a moving object. As an alternative, this technique allows only one
sensor node to stay in active mode continuously while it’s detecting and tracking a
moving object as long as this object stays inside the node’s detection area and the
rest of the sensor nodes in the network are kept in sleep mode. The current active
node will continue to monitor the moving object in its monitoring area until it leaves
its coverage area and begins to enter a neighboring node detection area and at that
time the current active node will wake up the destination node to start monitoring
the moving object, then the current active node will change to sleep mode while
the destination node will become the current active node. The current active node
sends its activation message to the destination node W milliseconds before the

object enters the destination node detection area. Determining the duration of the
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W milliseconds is based on the transmission rate and the moving object velocity
which usually means a very small value for W. Hence, once a moving object reaches
the edge of the detection area of the current active node it will be able to determine
the destination node by calculating the velocity and direction of the object then
a handover will take place where the current active node wake-up the destination
node, see figure 3.3. Therefore, when an object starts moving between sensor nodes
then they will have to work together in order to keep tracking the object movement
and send their reports to the base station on the scheduled time for reporting. This
technique key benefit is the fact that only one sensor node is used to track each
moving object, which allows the rest of the noes in the network to maintain their
sleep mode status as long as possible, hence preserving their energy. Nonetheless,
in order to avoid any missing reports the current active node will have to keep its
active mode status during the time when the moving object still inside its detection
area, which eventually will lead to the depletion of the current active node energy.

[42] [43].

3.4 Energy Consumption Analysis in OTSNs

When we analyze the performance of the aforementioned techniques we can determine
that all those techniques weren’t allowing any missing reports to take place. Therefore,
the resulted missing rate level is 0%, while this could indicate a successful monitoring
process, it comes on the expense of the network’s energy consumption levels which is suf-
fering badly due to the fact that both MCU and sensing components are being switched
to active mode for long periods that mostly goes to waste. When we analyze the dif-
ferences between the SM technique and the Naive technique we can deduce that if we
lower the sampling frequency of all the senors in the Naive technique instead of keeping
them active all the time, then the result will be a tracking technique which is exactly

identical to the SM technique. Also, in a similar case, if we reduce the number of sensor
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Figure 3.3: Continuous Monitoring technique: A handover is performed when the moving
object reaches the detection area boundary of the current active node and starts entering
the destination node’s detection area.

nodes involved in the tracking of a moving object in the Naive technique to a single
sensor node, then we will be creating a tracking technique with high similarities to the
CM technique.

Furthermore, by analyzing both the SM and the CM techniques and how they con-
tribute to energy conservation in OTSNs compared to the Naive technique, we can con-
clude that both techniques reduce energy consumption in a different way. While, the SM
technique relies on having a low sampling frequency to preserve the OTSNs energy, the
CM technique attempts to conserve its OTSN energy by reducing the number of actively
tracking sensors to only one sensor. Hence, in order to design a tracking technique which
will satisfy the tracking applications’ requirements of receiving a timely updates regard-
ing any moving object inside the OTSN while maintaining a low energy consumption
level compared to other tracking techniques, then we need to lower the following two

factors and keep them as minimum as possible, which consequently prolongs the OTSN
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network operational period:

e Sampling Frequency. (refer to 2.2.2 in the Background and Related Work chap-

ter for more information).

e Number of sensor nodes participating in object tracking.

As a result of the impact of the previously mentioned factors, then we will attempt
to design a tracking technique which possesses the ability to use the minimum number
of sensor nodes to track a moving object and these nodes must not operate all the time
in active mode, rather they should be able to switch to sleep mode to further enhance
their energy preservation efforts. Therefore, what we are looking for is a prediction-based
technique which allows the network to be able to identify which sensor node to activate
and at what time, to avoid a missing report. However, having a perfect prediction
technique is yet to be developed, hence we will accept a fair compromise where we
can produce adequate and accurate predictions via an energy efficient object tracking
technique while maintaining an acceptable level of missing reports which is represented
by the application’s tolerable missing rate.

In addition, based on how the introduced OTSN techniques perform their monitoring
and reporting processes, it was derived that these techniques had different methods of
how to monitor their detection areas, however they had similar procedures regarding how
to report and communicate their gathered data. Thus, we will be considering the energy
consumed mainly by the MCU and the sensing components in our work. The following
table 3.1 [1] provides the energy consumption equations for each tracking technique
mentioned previously and in addition to the hypothetical ideal tracking technique based
on the tracking application’s requirements. All the tracking techniques in table 3.1 have

a 0% missing rate.

® Fouwe: The energy consumed by a sensor node per second while its MCU and

sensing components are kept in active mode.
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Table 3.1: Energy consumption analysis in OTSN techniques. [1]

r Technique T Energy Consumption Equation I All Nodes? I Monitoring Typew
Naive Eyctiwe xTO x S Yes Continuous
SM (Eqctive X X + Egleep x (T — X)) x T2 x 8 Yes Scheduled
CM (Eactive X TO) + (Esieep x TO x (S = 1)) No Continuous
Ideal (In Theory) | (Eactie X % X X) + (Esteep X (TO x 5 — % x X)) No Scheduled

® Fgeep: The energy consumed by a sensor node per second while its MCU and

sensing components are kept in sleep mode.

e TO: The total time in seconds in which the OTSN has operated in a continuous

manner.
e S: Represents all sensor nodes in the network.

e X: Represents the sampling duration in milliseconds. During X the sensor is kept

in active mode.

e T': Represents the period of time in milliseconds which takes place between each

report and another sent by a sensor node to the base station.

o (T-X): It’s the time in milliseconds which begins once a report to the base station
was made by the sensor node and lasts until (X) the sampling duration starts.

During (T-X) the sensor node is kept in sleep mode.

° ITQ: This is the total number of reports during the entire network’s operational

period.

After examining the energy consumption equations it becomes clear that the Naive
technique is the most energy consuming tracking technique, due to the fact that it requires
all the sensors in the network to remain in active mode all the time, despite that the
number of reports to the base station doesn’t exceed ITQ. Moreover, we can also conclude

that the hypothetical ideal tracking technique is the most energy conserving technique,
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since it keeps all of the sensor nodes in the network in sleep mode for longer periods than

the other techniques, thus saving more energy.

3.5 Proposed Prediction-based Tracking Technique
(PTSP)

It was obvious from the energy consumption analysis that the Ideal technique was the
best in terms of both the energy preservation and the quality of tracking, since it doesn’t
allow any missing reports and therefore its missing rate level is kept at 0%. However, in
order to design the ideal tracking technique then this system must be able to determine
the exact time and place an object will be at, so that it can activate the node which the
moving object will moving under its detection area, so what we are looking for is a system
that produces perfect and 100% accurate predications. Given that the development of
such perfect predictions system is not possible then we can try to reach the next best thing
which is a tracking technique that’s capable of making good predictions and reducing
the number both the sampling frequency and number of nodes involved in the tracking
process.

Therefore, our proposed system (Prediction-based Tracking using Sequential Patterns

(PTSP)) will be based on two stages as follows:

e Stage 1: Sequential Patterns Generation.

e Stage 2: Object Tracking and Monitoring.

The first stage involves building the prediction model where we will be collecting a
huge log of data related to objects movements from the sensor nodes in the network,
where it will be sent to the sink which will aggregate a large enough sum of data and
store them in a database in order to produce the inherited behaviorial patterns of object

movement in the monitored area. Based on this data the sink will be able to utilize data
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mining mechanisms in order to generate the sequential patterns which will be deployed
by the sink to the sensor nodes in the network to allow the sensor nodes to predict the
future movements of a moving object in their detection area.

In the second stage the actual tracking of moving objects starts and this stage has
two parts: (1) actwation mechanism , which entail the use of the sequential patterns
to predict which node(s) should be activated in order to continually keep tracking the
moving object; (2) missing object recovery mechanism, which will be used to find missing
object in case the activated node is not able to locate the object in its detection area.

The key objective in our prediction technique is to keep in sleep mode for the longest
possible period any sensor node that has no object moving in its detection area, and
thus saving its energy. Moreover, in the case of a moving object in the vicinity of a
certain sensor node then this sensor node will not be wake all the time and ought to
switch to sleep mode as long as possible, while not impairing the tracking process, and
this sensor node will be called the current sensor. Therefore, the current sensor will be
utilizing the predication model to determine the next potential position of the moving
object, and thus decide on which sensor nodes it will activate, called destination sensors,
who will start waking up after a specified sleeping time in order to collaborate in the
tracking of the moving object Also, after signaling the destination sensors with the
activation message, the current sensor will switch to sleep mode and will wake up with
the destination sensors to detect and track the moving object.

The current sensor switches to active mode for X milliseconds and during this time
the current sensor senses its detection area and reports the findings to the base station
by the end of X which also matches the end of T the time period between reports, figure
3.4 illustrates the relation between X, T and (T'— X). The last action the current sensor
performs before switching to sleep mode is predicting the location of the moving object
during the (T'— X ) milliseconds and sending a message to the destination sensors to wake
up after the (T — X). Both the current sensor and the destination sensors will activate

after the passing of the (T' — X) milliseconds and start tracking the moving object. In
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addition, once one of those active sensor nodes detects the object in its vicinity it will
send an acknowledgment message (ACK) to the former current sensor, unless it’s the
current sensor, in order to become the new current sensor and starts the previously

illustrated process, whereas the rest of the active sensor nodes will turn to sleep mode.

reporting time, setting activation time at
the destination sensors

<+ / T seconds

e | SECONAS

v
4

4 (T-X) €CONAS o |y < onde (T-X) seconds —— 3
sleeping time X
sensing time

Figure 3.4: Demonstrating the relation between X, 7" and (7'~ X) in the current sensor.

1]

It’s imperative for any current sensor to be able to predict the next movement of the
object inside its detection area, so that it can choose which sensor nodes to activate for a
collaborative tracking, since the moving object may leave the detection area of the current
sensor while it’s in sleep mode during the (7' — X) milliseconds. Therefore, if the current
sensor didn’t activate any destination sensors then if the moving object leaves the area
covered by the current sensor while it’s sleeping and no destination sensors were activated
then the application will not receive any data regarding the object’s location although
the object still inside the network. Hence, the main two questions to be answered are:
(1) how to decrease the number of objects gone missing and (2) how to find a missing
object.

As for the first question, the answer would be by using a prediction technique and
collaborative tracking method, where the current sensor allows other sensor nodes to
help in the tracking process of a moving object. Basically, the current sensor informs

the destination sensors to activate at a certain time when both the current sensor and



Our Proposed Prediction-based Tracking Technique: Design and Implementation 59

the destination sensors wake up at the same time. As a result, if the current sensor node
could not find the object, then there is a higher probability that one of the destination
sensors was able to detect the object in its vicinity. Then, the destination sensor will
send an ACK message to the current sensor. Once the current sensor receives an ACK
message from any of the destination sensors during a specified time it will change its
status to a non-current sensor and it will switch to sleep mode, unless there is another
object in its detection area. On the other hand, if the current sensor didn’t receive
any ACK messages from the destination sensors then a missing object is confirmed and
the current sensor will initiate a missing object recovery process. So, to answer the
second questions we need to determine which sensor nodes should be activated in order
to cooperate in the hunt for the missing object. These questions will be answered in the

following sections.

3.5.1 Sequential Patterns Generation and Prediction Model
Sequential Patterns Definition

In this section we will present a definition of the sequential patterns used in our prediction
model following the definition provided by Samarah et al. [74] which is inspired by the
definition of sequential patterns by Agrawal et al. [19].

Let S represent the set of sensors in a certain WSN. The list

L = [(s1,t1), (s2,t2), (83,t3), -y (Sm, tm)] denotes a list that contains the pairing of
each sensor detection (represented by the sensor ID) and its equivalent time of detection,
where s, € S and t, <= t,4; for all 1 <= ¢ < m. Therefore, the pair (s,,t,) represents
the detection of a certain event by the sensor s, which took place at the time ¢,. [74]

The list shown in O(L) = [s1, $2, 83, ..., Sin) represent the list of sensors shown in L,
except that it was ordered chronologically based on the time of detection recorded by
each sensor. [74]

The pattern shown in O = [sy, S2, S3, ..., S] represents a sub pattern of the pattern
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O = [s},8},s5,...,s,], which can be interpreted as O C O, if m <= n and a list of
incrementing integers exists as i1, 42,13, ..., tm, Where 1 < i) < iy < ... < &y, < n, and
sk = s for k =1,2,..,m. Thus, O is designated as the "sub pattern”, whereas O’ is
called the ”super pattern”. [74]

The database of sensor list is denoted by DS where for each list in the DS is coupled
with a time called GT (Global Time), and GT provides the ordering criteria for each
sensor in a list. Hence, by having DS as a database of lists and O as the sequential
pattern, then the support of the sequential pattern O in DS can be described as the
number of lists in DS where the sequential pattern O represents a sub pattern of the
lists’ sequential patterns. Thus, Support(O) = |{L € DS|O C O(L)}|. [74]

Therefore, the main goal in mining the sensors sequential patterns with a database
of lists DS and a minimum support (min_sup), is to identify all the sensor sequential
patterns which satisfies the user-defined minimum support and these patterns are called
frequent sensor sequential patterns. In order to commence the patterns discovery process,
the first phase begins with aggregating the data of the sensors’ detections and arrange
them in a chronological order as explained in the section 3.5.1 titled ”Movement Patterns
Acquisition” which will describe our methodology of generating the sequential patterns

in order to use them in our prediction model. [74]

Sequential Patterns and Tri-Sensor Patterns

We have discussed sequential patterns earlier in this thesis (refer to section 2.3.2) and
since we are using sequential patterns as a mean of creating our prediction model we
are going to present a brief explanation of the type of sequential patterns we are using
in our prediction model, namely the Tri-Sensor patterns which can be considered as a
special form of the sequential patterns, since all the sequential patterns generated in the
form of Tri-Sensor patterns are made of only three items, hence the prefix Tri in the
patterns name " Tri-sensor patterns”. Also, all the items in the tri-sensor patterns are

of sensor IDs, and the ordering followed in these patterns is of great importance, since
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it can be represented as follows: [SourceSensor, CurrentSensor, DestinationSensor],
which represent the chronological ordering of the sensors’ detection of a certain moving
object in the network. Therefore, the source sensor represents the sensor ID of the
sensor which detected a particular moving object o, before it moved to the next sensor
designated as the current sensor, and later on the object o moves to the next sensor
denoted by destination sensor.

Furthermore, in order to evaluate the statistical significance of a certain tri-sensor
pattern, we have to calculate the confidence of each particular tri-sensor pattern, which
can be viewed as the estimate of the probability P(Y|X), which is the probability of
finding the right-hand-side (RHS) of the pattern in sequences while these sequences also
contain the left-hand-side (LHS) of the pattern. Therefore, the confidence of tri-sensor
pattern [sourcesensor, currentsensor] == [destinationsensor] is calculated by divid-
ing the support of the pattern ([sourcesensor, currentsensor, destinationsensor]) by the
support of the pattern [sourcesensor, currentsensor], which can be represented as fol-

lows:

con f([source sensor, current sensor] == [destination sensor])

supp([source sensor, current sensor, destination sensor))

supp([source sensor, current sensor)

For further explanation of the concept of support and confidence please refer to the

section 2.3.

Movement Patterns Acquisition

The first major part of our proposed technique is generating object movement patterns.
In real world and depending on the terrain being monitored and types of objects that
moves i.e. animals, enemy movements, etc ... certain paths tend to occur more frequently.

For example, in a forest area, there maybe only 2 or 3 available routes for animals to
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reach a water source because other paths are blocked by heights or other obstacles. Our
scheme relies on deploying the WSN and simply turning it on for the whole time to record
movement patterns collected from sensors (basically the naive technique, see figure 3.5).
As every object moves, its movement path and the sequence of sensors that detect it gets

recorded into a database.

Object Movement Log File/Database

Time

Sensor
Node

Object ID

0001

53

Oby_t

00 01
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e
e
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Figure 3.5: Recording objects’ movements using Object ID along with the Sensor ID
of the detecting sensor node and time, to produce Object Movement History Log File/-
Database.

As shown in the table 3.2 the first stage of the movement patterns generation is
started by recording all objects movements with their respective objects IDs and the ID

of the sensors that detect each object along with the time of detection.
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Table 3 2 Objects Movement Log

u’lme ‘ Sensor 1D ‘ Object Ilﬂ

00 01 S3 Ob;1
00 01 59 Ob)4
00 01 S4 Ob)2
0001 | S12 Ob)3
00 02 S6 Ob)1
00 02 S5 Ob)2
0003 | Si1 Ob)4
0003 | S14 Ob;3
00 04 S8 Ob)1

After having sufficiently executed this monitoring and recording process, the next
step 1s to analyze this data and convert 1t into movements patterns We use tri-sensor
movement patterns A movement pattern simply records the source sensor of a certain
object (the sensor where the object used to be before moving towards the current sen-
sor), the current sensor and the sensor the object traveled to next, or as we call 1t the
destination sensor For example, if an object moved through the following sequence of
sensors S3, S6, S8, S7,  We record an instance of the pattern S3, S6, S8 and pattern
S6, S8, S7 Therefore, we can utihize the data collected in the object history movement
log file (table 3 2) and transform 1t into sequences of sensors trigged by each object move-
ment where each sequence of sensors will be transformed nto tri-sensor patterns in the
following form [SourceSensor, CurrentSensor, DestinationSensor] and these patterns
are generated in an overlapping manner where the Current Sensor becomes the Source
Sensor and the Destination Sensor becomes the Current Sensor, whereas the Destina-
tion Sensor will be the next sensor in the sequence Figure 3 6 demonstrates how the
tri-sensor patterns are generated i an overlapping manner from the sequence of detec-

tions by the sensor nodes of the OTSN for a particular moving object
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Tri-Sensor Patterns
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Figure 3.6: Tri-sensor patterns generated in an overlapping manner from the chronolog-
ical sequence of sensors’ detections of a particular moving object.

Table 3.3 shows how we aggregate the sequence of sensors’ detections for a certain
object in order to generate the tri-sensor patterns which will be used to produce the
patterns for prediction. We would like to note that the sequence of sensors shown in
table 3.3 are arraigned based on the chronological order of detection in the log file (table

3.2) for each particular object.
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Table 3.3: Generating the tri-sensor patterns from the sequence of detections by sensor
nodes for each object.

Object ID

Chronological Sequence of Sensors’ Detection

Tri-Sensor Patterns

Generated

Objl

S3, S6, S8, S7, S5, S6, 54, S5,...

[S3, S6, S8], [S6, S8, S7],
(38, S7, S5], [S7, S5, S6],
S5, S6, S4], [S6, S4, S5],...

Obj2

S12, S15, S16, S17, S18, S19, S21, S20, S18,...

[S12, §15, S16], [S15, S16,
S17], [S16, S17, S18], [S17,
S18, S19], [S18, S19, S21],
[S19, S21, S20], [S21, S20,
518],...

Obj3

552, S51, S54, S53, S50, S48, S46, 547, S49, S51,...

[S52, S51, S54], [S51, S54,
S53], [S54, S53, S50], [S53,
S50, S48], S50, S48, S46],
[548, S46, S47), [S46, S47,
S49], [S47, S49, S51],...

Obj...

S

§.,S..5.], .

As the patterns accumulate, we can find the most repeated patterns and draw conclu-

sions there. For example, if we found that the pattern S3, S6, S8 occurs too frequently,

we can tell that if an object is at S6 coming from S3 then most probably it will head to

S8. We call this process, sequential patterns generation. Here is an example of how the

tri-sensor patterns get transformed into sequential patterns. Table 3.4 shows sequential

patterns collected based on their occurrence from the generated tri-sensor patterns in

the previous step shown in table 3.3.

Table 3.4: Aggregating Tri-sensor patterns based on their occurrence.

LSource Sensor ] Current Sensor [ Destination Sensor } OccurrenceJ

S77 587 S86 739
ST7 587 S88 191
596 587 S86 24
596 S87 S88 936
592 590 593 571
592 590 591 1052 |
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We can tell that if an object has been detected at sensor S87 and coming from sensor
S77 then it is more probable for that object to move to sensor S86 than to S88 since it
occurred more. Likewise, if coming from S96 to S87, the strongest possibility is moving
to sensor S88 since it occurred 936 out of 960 times, almost all the time. Applying simple
mathematics we can derive the following sequential patterns in table 3.5 from the above

patterns.

Table 3.5: Sequential patterns generated from tri-sensor patterns frequency of occurrence.

LSource Sensor ] Current Sensor ‘ Destination Sensor , Conﬁdencej

ST7 S87 586 79.5%
STT S87 S88 20.5%
S96 S87 S86 2.5%
596 S87 588 97.5%
592 590 S93 35.2%
S92 S90 S91 64.8%

Therefore, prediction is achieved using these sequential patterns. The higher the
confidence, the better the chance of predicting the next sensor right. As we run our
technique, we should also keep updating these patterns as new objects move. This
makes our scheme adaptive to changing movement patterns which we like to call it
active learning.

Furthermore, the sequential patterns generated in table 3.5 can also be represented

using the implication form, which can be shown as follows:

(S77,587] — S86, Conf = 79.5%
[S77,587) = S88,Conf = 20.5%
[S96,S87] = S86,Conf = 2.5%
(596, 587] = S88,Conf = 97.5%
(592, 590] = S93, Conf = 35.2%
(592, 590] — S91,Conf = 64.8%
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It’s also worth mentioning that these patterns are shown as examples, where in reality
the number of occurrences and the diversity of the generated patterns are higher than

what’s presented in these demonstrations.

Sensor Sequential Patterns Deployment

In this step we will be embedding all the generated sensor sequential patterns to their re-
spective sensor nodes which resembles the second and final step in building the prediction
model of our tracking technique, however these sequential patterns will be continuously
evaluated and updated to maintain high accuracy in terms of prediction abilities of our
technique. Figure 3.7 shows an example of storing certain sensor sequential patterns in

a sensor node.

3.5.2 Sensor Node Activation Mechanism

After the completion of the first stage of our tracking technique (Sequential Patterns
Generation) then the second stage starts which is Object Tracking and Monitoring. In
this section we will utilize the prediction model created previously, namely the sensor
sequential patterns, in order to choose which sensor nodes to activate in order to continue
tracking the moving object. However, since there are no 100% accurate predictions we
will introduce other methods where more than one sensor node is activated instead of
the destination sensor only.

(1) The first method is called (Current sensor-Destination sensor), which is the
most energy conservative method. In this method the current sensor detects an object
in its detection area and based on the embedded sensor sequential patterns the current
sensor will decide which destination sensor it will activate, se figure 3.8. The decision on
which sensor sequential pattern(s) to apply is based on what is the minimum confidence
level the application would require from any sequential pattern before it could be used
to predict the future movements of a moving object. Therefore, if the application sets

the minimum confidence level at 70%, then any sequential pattern with a confidence
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(S2, S7] S $12, Conf = 71%
[S2, S7] & S6, Conf = 29%
[S3, S7] & S11, Conf = 63%
| [S..S7]>S., Conf=.% |

Figure 3.7: An example that shows certain sensor sequential patterns being stored in
sensor node S7 in the network.

level lower than 70% will not be executed. Determining the most appropriate minimum
confidence level requires a thorough analysis of the prediction model performance which
will be discussed in future research. Also, in our simulation we have only implemented
this activation mechanism, while the other two activation mechanisms will be the subject
of future research.

(2) The second method is called (Current sensor-Path sensor(s)-Destination
sensor) and in this method the current sensor is activating the sensors between the cur-
rent sensor and the destination sensor, or as we call them the path sensors, in addition
to the destination sensors. In this method, we are trying to tolerate any changes in the

object’s moving speed, so that if the object slows down before reaching the destination
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Destination sensor

Current sensor activates
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" / Destination sensor
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Figure 3.8: The current sensor is only activating the destination sensor based on the
sensor sequential patterns.

sensor then the sensors in its path will be able to detect it and avoid a missing object,
however if there are no sensor nodes between the current sensor and the destination

sensor then this method will be similar to the first method, see figure 3.9. [1]

(3) The third activation method is called (Current sensor-Neighboring sensors-
Destination sensor) and this is the most energy consuming activation method, since
we will be activating all the neighboring sensors of the current sensor, path sensor(s)
and the destination sensor. In this method we are trying to mitigate the effect of the
changes in the direction and/or speed of the moving object which affects the accuracy of
the predictions, see figure 3.10. [1]

We can conclude that using the third method the number of missing objects will
be decreased dramatically compared to the other two activation methods. However,
activating all the neighbors is an energy consuming method that should be avoided

unless we are dealing with moving objects with very high probabilities of changes in
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Destination sensor
/—~\\ / Path sensor

Current sensor activates

® @ ® Destination sensor and
Path sensor(s)

®

®

Moving Object

Figure 3.9: The current sensor is activating the path sensor(s) in addition to the desti-
nation sensor. [1]

both speed and direction. On the other hand, the (current sensor-destination sensor)
and (current sensor-path sensor(s)-destination sensor) activation methods provide more

energy conservative approaches. [1]

3.5.3 Missing Object Recovery Mechanism

Since we are using predictions to determine the future movements of a moving object,
we also know that there are no prediction technique that could result in 100% accurate
predictions. In addition, even if we use the most missing object conservative activation
mechanism, which is the (current sensor-neighboring sensors-destination sensor), we still
expect to have a missing object running in the network. Therefore, we need to develop
a solution to find any missing object and return the network to the prediction tracking
process (or as we call it the normal state), since any recovery technique will incur higher

energy consumption than the normal prediction tracking technique.
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Destination sensor

Neighboring sensors

Current sensor activates
Destination sensor and

All the neighboring sensors
N

Moving Object

Path sensor

Figure 3.10: The current sensor is activating all the neighboring sensors in addition to
the destination sensor. [1]

We have developed three recovery mechanisms in order to determine which recovery

mechanism would generate lower energy consumption compared to the others.

e Source Recovery Mechanism: In this recovery mechanism the current sensor
will activate all its neighboring sensor nodes if the object is not in its detection
area and it didn’t receive any ACK message from the destination sensor(s) after

the passing of a certain timeout period.

e Destination Recovery Mechanism: This recovery mechanism is similar to the
previous one, except that the current sensor will activate all the neighboring sensors

of the destination sensor instead of the neighboring sensors of the current sensor.

e All Neighbors Recovery Mechanism: This recovery mechanism combines both
previous recovery mechanisms since the current sensor will activate all its neigh-

boring sensor nodes in addition to the destination sensor neighboring sensor nodes.
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No matter what recovery mechanism used, if the missing object is not found then
the current sensor will initiate the second step of recovery which is called all network
recovery and in this step the current sensor will be sending an activation message to
all the sensor nodes in the network to start looking for the missing object. If no sensor
node finds the missing object during the second phase of recovery then the object must
have left the network monitored region. In both recovery phases the current sensor uses
an ultra low-energy messaging channel to activate the sensor nodes for recovery. The
missing object recovery message includes the time at which the sensor nodes will activate
and start looking for the missing object. During the first phase of recovery if any sensor
node locates the missing object then it must inform the current sensor through an ACK
message, in order to avoid the initiation of the second phase of recovery which involves
all the sensor nodes in the network. In the second phase of recovery the ACK message is
not required since if the object is not found then it must have left the network, and if it’s
found then the sensor node which located the missing object will automatically become

the current sensor. [1]



Chapter 4

Performance Evaluation and

Analysis

After having defined the problem we are tackling and laying out existing techniques and
solutions that try to solve it and proposing our own method; we show in this chapter
the simulation results of our proposed technique. In section 4.1, we formally define the
influencing parameters and the comparison metrics we used in our experiments. Section
4.2 outlines the simulation software we implemented in details. It shows how we simulated
movement patterns acquisition and how sequential patterns were derived from these
patterns. It also shows the different parameters were incorporated into the simulation
and how results were calculated and persisted. We finally show the performance results
in section 4.3 and analyze the advantages and disadvantages of our work depending on

different parameters and in comparison to other energy saving schemes.

4.1 Experiments Parameters and Metrics

In order to evaluate a method in a comprehensive manner, different scenarios and settings
have to be considered. Factors relating to the objects being monitored and the wireless

sensor network setting can greatly influence the results. The parameters we used in our

73
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experiments are listed below:

e Number of Monitored Objects: This is an important factor as we expect the

energy consumption to rise with increasing number of moving objects.

e Object Speed: The movement behavior of object is an important factor. We will

use different object speeds to find out how it affects performance.

e Sensor Network Reporting Frequency: The amount of time between each

report to the base station.

e Sensor Sampling Frequency: The number of times a sensor samples per report-

ing instance.

e Sensor Sampling Duration: The amount of time taken for each sampling.

We will show different charts depicting performance under variations of the above
parameters and we will thoroughly analyze their effect on the results.

We measure performance according to two main metrics:

e Total Energy Consumed: The amount of energy consumed by the whole network
to monitor the moving objects which include the active and sleep modes during

the simulation

e Missing Rate: The missing reports percentage to the total number of reports

that should have been received by the application.

4.2 Developed Simulation Framework

We have implemented a software prototype that simulates the different energy schemes
for the different scenarios we explained in the previous section. The software is written

in C# and it fully implements the features we have discussed in the previous chapter.
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We have used a database to store the experiments parameters and results. This
database contains all the information needed to provide the performance evaluation

charts.

4.2.1 Simulation Assumptions

The following assumptions were considered in the development of our simulation software

and they include the assumption made in 3.2:

e The objects moving inside the network will be distinguishable where each tracked
object will be assigned an object ID which will make each moving object recogniz-

able to the network.

e We assume that the communications between the sensor nodes in the network and

the base station will be based on the single-hop communications.

e To allow an active sensor node to wake-up a sleeping sensor node we assume the

existence of a low-energy messaging channel.

e Due to its insignificance, we will not be considering the energy consumed as an
overhead whenever a sensor node changes its mode of operation, such as the change

from sleep mode and active mode.

e Since our approach aims at reducing the energy consumed by the MCU and the
sensing components in the sensor node, we will not include the energy consumed

by the radio components.

e We have only implemented the first activation mechanism in our simulation, which
is the Current sensor-Destination sensor. In this method the current sensor
only activates the destination sensor(s) and non of the path sensor nodes or the

neighboring sensor nodes.
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4.2.2 Sequential Patterns Derivation

The movement pattern acquisition was implemented by defining a set of key paths. A key
path is a path which is usually taken by objects in the monitored terrain. As explained in
the previous chapter, the key paths are terrain and object dependent. In our simulation

we provide the following user interface to simulate a dynamic set of key paths.
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Figure 4.1: Key path generation user interface.

The user selects the number of key paths they wish to include in the monitoring area.
The complexity of the path represented in the number of line segments is chosen too.
given these inputs, the software generates random points and connects them forming the

key paths. After generating the paths, the user can preview the paths and save them in
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the experiments database for upcoming simulation experiments.

7

After obtaining the key paths, the next step is to use the naive approach to capture

object movement patterns. Figure 4.2 depicts this process.
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Figure 4.2: Pattern Recognition user interface.

The software simulates object moving along either key path derivatiwes or random

paths. Naturally, not the same exact key path will be followed; rather a close path will

be taken.

We represent this by using horizontal and vertical variances.

These values

are represented as percentages of the monitored terrain width and height. A number of

random paths can also be generated to represent real movement which sometimes does
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not follow the predefined key paths. The number of paths for each type is specified
and the simulation is run. As the objects move through the paths, the sensor sequences
that track the objects are recorded. This is shown in the grid in the same figure. For
example, the first record shows that an object moving in a path close to key path number
25 was sensed by sensor sequence 81, 82, 83, 93, 94, 95, 96. Every tri-sensor sequence

occurrence will be stored into a patterns table as figure 4.3 shows. These records will

form the pattern repository from which sequential patterns will be derived.

id curent_sensor_id source_sensor_id  destination_sen...

3090
3091
3092
3093
3094
3095
3096
3097
3038
3099
3100
310
302
3103
3104
3105
3106
3107
3108
2109
30
3
M2
313
3114
3115
3116

59
58
47
46
45
44
43
42
4
42
53
54
64
65
7B
67
57
58
48
38
29
19
20
10

Figure 4.3: Pattern records in the database.
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Using the aggregated patterns and simple mathematics, sequential patterns for each
sensor are derived. Each sequential pattern has a confidence which is based on the ratio

of the number of occurrence of the pattern to the total number of other related patterns.

B 7
( Derive Rudes
{ Mirmum Qcousnce 14 r Tmes
} .
Miruoum Cefainty 45 *fg a
{W i _ Deave Etgimas w}
A 2

Figure 4.4: Sequential Patterns derivation user interface.

As depicted in figure 4.4, the user can select the minimum confidence for a sequential
pattern to be included as well as the minimum number it occurred. Figure 4.5 shows the

derived sequential patterns for a couple of sensors.

id sensor_id from_sensor_id to_sensor_id certainty
5213 7 18 6 1
5214 7 17 6 0.4667
5215 7 16 17 [ERS)
5216 7 8 B 0.9561
5217 7 ] 8 0.619
5218 8 19 7 0.9286
5219 8 18 7 0.4545
5220 8 17 9 0.7143
5221 8 9 7 0.9742
5222 8 7 9 0.5667

Figure 4.5: Sequential Patterns records in the database.

4.2.3 Experiment Configuration.

We have conducted various experiments which dealt with the factors that affect the
performance of our tracking technique. Therefore, we had to develop various parameters

in our simulation to ensure that we get the required data for our analysis for each
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mmpacting factor. Figure 4.6 shows the main window of our simulator which include

some parameters that influence the experiments behavior.
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Figure 4.6: Main Window in the simulator which includes tunable parameters.

Path Selection

In this groupbox of parameters we can set the following:

e Key Path Derivative Probability: This parameter allows the user to set the

percentage of key paths used among all the paths generated during simulation.

For example, if we set this parameter to 75% then we will have 75% key paths

generated in the experiment and 25% random paths.

e X and Y Variance: These parameters are used to create a variance in the way

the key path is generated which will differ than how the key path is stored in
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the database. Thus, creating a slightly altered path than the original key path.
The value of X and Y represent a percentage of the change made to the original
key path, therefore the higher the value of X and/or Y the higher the changes
made to the path from its original coordinates. X will represent the changes in the

x-coordinates and Y represents the changes in the y-coordinates.

Experiment Parameters

This groupbox of parameters allow the user to change main factors that impact the

performance of the tracking techniques:

e Number of Monitored Objects: Represents the network workload and can
be used to test how a tracking technique behaves if the number of objects being

tracked increases.

e Object Speed: This parameter is used to check how the speed of a moving object

could impact the tracking process. The unit used is meter per second (m/s).

e Reporting Frequency: The amount of time between each report to the base
station. This is not a impacting factor to the tracking process although it represents
how often the application would receive the updates regarding the movements of

objects in the network. The unit of measurement is milliseconds (ms).

e Sensor Sampling Frequency: The number of times a sensor samples per re-
porting instance. This is a crucial factor for the tracking process and increasing
this number would result in a better tracking performance with a higher energy
consumption, while reducing it will affect the quality of tracking and will reduce

the active time of the sensor node and as a result a lower energy consumption. The

T

minimum number of samplings is 1 and the maximum is .

e Sensor Sampling Duration: The amount of time taken for each sampling which

directly affects the tracking process, since if the sampling duration is high, then
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it’s unlikely for the object to leave the sensor’s detection area without the sen-
sor knowing about it. However, a high sampling duration means higher active
mode time and consequently increases the energy consumption levels. The unit of

measurement is milliseconds (ms).

Special Settings

In this groupbox a special settings are available for the user to control the execution of

the experiments:

e Number of Experiments: This control allows the user to run multiple experi-
ments in an automatic manner without the need to run each experiment individu-

ally.

e Vary: This setting allows the user to choose the type of experiment the simulator

will execute. The following is the available settings:

— None: The experiment(s) will be executed without any changes to the main

experiment parameters.

— Sampling Duration (X): This setting will allow the user to set the changes
in the sampling duration from a certain value to a certain value By a chosen

increments.

— Sampling Frequency: This setting allows the user to determine the changes
in sampling frequency during the experiment, by using a minimum value

(From:) and a maximum value (To:) and a certain increment (By:).

— Object Speed: Similar to the two previous settings, this setting controls the

increase of the object speed during the experiment.
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4.3 Performance Evaluation Experiments

We will present a performance evaluation of PTSP compared to the other basic tracking
techniques in terms of energy consumption. In addition, we will test PTSP performance

against some changes in the impacting factors of OTSNs.

4.3.1 Simulation Settings

Our simulation experiments will be carried out in an OTSN of 100 logical sensor nodes
in a 150 x 150 meter? monitored region. It’s our assumption that each sensor node
will have a coverage range of 15m. We have implemented the OTSN network based on
the 2D grid topology [67]. The mobility model [35] implemented for the random paths
is the Random Waypoint Mobility Model [14] [16], also the default speed is 5 m/s for
each experiment, unless noted otherwise. The percentage of key paths to the random
paths is set to 75% and 25% respectively. The X-variance (Horizontal-variance) and the
Y-variance (Vertical-variance) is set to 5%. The number of path segments is set between
1 and 7 segments randomly chosen by the simulator. The minimum confidence is set to
50% in order to include a larger number of sequential patterns. We also assume that
the sampling duration will be 100 ms and the sampling frequency will be more than
the reporting frequency. The OTSN will send a report regarding the location of the
moving object every 1000 ms to the application. Each simulation experiment will last
for 140 seconds which will include more than one object and we have conducted 500 trails
(i.e. experiments) in order to get an average value of the results, especially the energy
consumption of the network and the missing rate. See table 4.1 for a summary of the

simulation settings.
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Table 4.1: Simulation Settings

Number of Sensors 100 sensor nodes
Monitored Region 150 x 150 meter?
Sensor Coverage Range 15 m
Network Topology 2D Grid topology
Default Object Speed 5 m/s
Random Paths (Random Waypoint Mobility Model) 1000
Key Paths Percentage 5%
Random Paths Percentage 25%
X-variance Percentage 5%
Y-variance Percentage 5%
Path Segments Between 1 and 7
Minimum Confidence 50%
Sampling Duration 100 ms
Time between reports 1000 ms
Simulation Duration 140 seconds
Number of trails 500

84

As for the energy consumption we have adopted the WINS energy consumption for
sensor nodes used in PES [1], see table 4.2. We have only included the MCU and the
sensing components energy consumption, since our proposed tracking technique focuses
on reducing the energy consumption on those two components. The energy consumption

for the radio component will be the subject of our future research.

Table 4.2: Sensor Node Energy consumption. [1]

‘ Component ] Mode ‘ Energy Consumption (mW)4|
MCU Active Mode 360
MCU Sleep Mode 0.9
Sensing Component Active 23

4.3.2 Basic Energy Consumption Analysis

In this experiment we examine the basic energy consumption of PTSP compared to the
other tracking schemes, i.e. Naive, SM and CM, (see figure 4.7) where we can find

that PTSP has outperformed all the other object tracking techniques. Compared to the
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Naive technique all the other tracking techniques have shown very high energy savings
that reached more than 90% of the energy consumption by the Naive technique The
second best tracking technique was the CM, since 1t only needs one sensor node at a
time to track a moving object unlike the SM which uses all 1ts sensor nodes to locate the
object In figure 4 8 we can see the same chart except that we have used a logarithmical

scale to represent the energy consumption
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Figure 4 7 Basic energy consumption of each tracking techniques

4.3.3 Network Workload Analysis

In this experiment we have tested and compared PTSP to the other basic tracking
schemes, namely the SM and CM, 1n regard to the network workload which 1s represented
by the number of moving objects in the network The experiments were conducted by

mcreasing
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Figure 4.8: Basic energy consumption of each tracking techniques using a logarithmical
scale for the energy consumption.

the number of moving objects from 1 to 10 objects. Since as expected the naive
technique was not affected by the increase of the network workload we have removed its
data from the chart in figure 4.9 since it had an enormously huge energy consumption
level compared to the other schemes.

Moreover, we don’t expect that PTSP to be the best tracking technique for all con-
ditions. Therefore, we can see that the three techniques (PTSP, CM and SM) had
maintained a very low level of energy consumption. These energy savings were accom-
plished by keeping the sensor nodes in the network in sleep mode as long as possible
compared to the naive technique which keeps all the sensor nodes in active mode all the
time, thus consuming huge amounts of energy in a futile manner. In addition, although
the SM technique is shown in figure 4 9 consuming more energy compared to CM and

PTSP while the number of moving objects is small.
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Network Workload Analysis
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Figure 4.9: Network workload analysis.

Conversely, we can notice a dramatic reduction in the energy consumption gap be-
tween SM and both CM and PTSP when the number of objects increases to the point
where CM matches SM in regard to the energy consumed when the object count reaches
10 objects. These results were due to the fact that SM is always activating all its sensor
nodes regardless of the number of objects and the only increase of energy would be at-
tributed to the extra reports sent to the base station. As a result, if the network has a
large number of moving objects then the most ideal scheme would be SM. In the case of
CM and PTSP the increase in the number of objects means an increase in the number of
active sensor nodes and thus higher energy consumption levels. Also, it can be observed
that the increase in the energy consumption was following a linear incremental pattern in
regard to the increase of the number of objects. Therefore, for the following simulation
experiments we will be using only one moving object to simplify the calculations.

As for the missing rate analysis we will only consider PTSP, since for the other basic
tracking techniques (Naive, SM and CM) the missing rate is always 0%. We can notice
in figure 4.10 that the missing rate levels is not impacted by increase in the number of

moving objects as we have expected, since the missing rate is the ratio of the missing
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reports to the total number of reports, therefore this ratio is not affected by the increase
in the number of objects since even though it’s likely that the number of missing reports
will increase, this number will be matched with an increase in the number of total reports,

thus the ratio remains unchanged.

Network Workload Analysis
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Figure 4.10: Missing rate levels against the network workload.

4.3.4 Object Movement Speed Analysis

This experiment evaluates how the changes in the speed of a moving object could affect
the energy consumed by a tracking technique. Also, since the CM is better than the
SM when there is a low number of objects in the network then we will only use the CM
for comparison purposes against PTSP. As shown in figure 4.11 we can notice a linear
growth 1n the energy consumption levels when the object speed also increases, which
is resulted by the fact that when the object moves in a faster speed the prediction for
the destination sensor will be harder and thus more recovery process is required and
eventually an increase in the overall energy consumption of the network. We can notice
that PTSP was outperforming CM when the object speed was below 30 m/s which is

considered an excellent performance compared to the speed of the object, since tracking
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an object moving in a speed of 25 m/s for example 1s not an easy task, if energy savings

is also a factor of the tracking technique.

Object Speed Analysis
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Figure 4.11: Object movement speed energy consumption analysis.

We can also notice that regarding the missing rate levels, PTSP has kept an acceptable
level of missing rate, although it was increasing along with the increases in the object

speed, see figure 4.12.

4.3.5 Sampling Duration Analysis

The sampling duration represent the time at which the sensor node is in active mode,
since both the MCU and the sensing components are active and therefore this factor
influences the energy consumption in our tracking technique. Since if the sampling
duration is increased then as a result it increases the total time the sensor nodes are
kept 1n active mode, which consequently results in an increase in the energy consumed
by the network. Figure 4.13 shows that when the sampling duration is increased then it
directly affects the energy consumption of PTSP, however it doesn’t have any impact on

CM, since CM doesn’t use a sampling duration and instead
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Object Speed Analysis
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Figure 4.12: Object movement speed and missing rate analysis.

requires the sensor node which has detected an object to keep monitoring that object
as long as the object is still inside its detection area, and to activate the destination
sensor when the object is about the leave the current sensor detection area. Thus, CM
doesn’t depend on the sampling duration while monitoring moving objects. As for PTSP
the increases in the sampling duration will increase the energy consumed by the network
and also it will reduce the number of missing objects, since the current sensor is kept
active longer than it used to be which means that there will be more assurance regarding
the prediction of the future movement of the object. In addition, figure 4.14 shows that
the missing rate will decrease linearly to become below 3% while the sampling duration
increases, since the increase in the sampling duration results in lower number of missing

reports and thus a lower missing rate.

4.3.6 Sampling Frequency Analysis

One of the most critical influencing factors is the sampling frequency, since this factor
could affect the performance of tracking technique directly in terms of the quality of

tracking and the energy consumption. We can define the sampling frequency as the
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number of samplings performed during a reporting period, which is
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Figure 4.13: Sampling duration and energy consumption analysis.

the time between reports to the base station. It’s imperative for the tracking technique
to execute at least one sampling per a reporting period, so that the application could
receive an updated information regarding the location of the moving object(s). When the
sampling frequency 1s increased then this would mean that the sensor node will have a
better information regarding the location of the moving object and as a result will be able
to accurately predict it next movement, however these increase will incur a higher energy
consumption levels, since the sensor nodes will be kept active for longer time. Therefore,
similar to the sampling duration the sampling frequency represent bargain between more
accurate predictions or less energy consumption. So, increasing the sampling frequency
may result in better predictions, however it will also mean that we are keeping the sensor
node active for longer periods which is mainly unneeded since there are no reports to be
sent. Figure 4.15 shows that similar to the sampling duration there are a linear relation

between the increments of the sampling
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Figure 4.14: Sampling duration and missing rate analysis.

duration and the increase in the energy consumed by PTSP. We can also notice that
CM is not affected by the increase in the sampling frequency since it doesn’t employ this
factor in its tracking scheme. In regard to the missing rate while increasing the sampling
frequency we can observe that there has been a sharp decrease in the missing rate, see
figure 4.16. PTSP missing rate has reached below 1% when the sampling frequency
became 5 On the other hand, if we increase the number of samplings we will not achieve
an optimal performance since any advantages made by having enhanced predictions will
be negated by the cost added due to the increase in the energy consumption of the
network. Therefore, it’s recommended to tune the sampling frequency in a way that

results in a better energy savings while mantaining low missing rate.

4.3.7 Recovery Mechanism Analysis

In this experiment we have evaluated the three previously mentioned recovery mecha-
nisms in terms of energy consumption. We can notice in figure 4.17 that the first recovery

mechanism is the best in terms of energy consumption which is based on activating the
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The next best recovery mechanism is the third one which combines the first two

recovery mechanisms by activating all the neighboring
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Figure 4.15: Sampling frequency and energy consumption analysis.

sensor nodes of both the current sensor and destination sensor, and we call it here

the All Neighbors recovery mechanism. As for the worst recovery mechanism in terms

of energy consumption, it was the second recovery mechanism called the destination

recovery mechanism. The reason this recovery mechanism became the worst is due to

the fact that this recovery mechanism required the network to go for the second phase of

recovery more often compared to the other recovery mechanisms. Since the second phase

of recovery mvolves activating all the sensor nodes in the network, then 1t incurs more

energy consumption compared to the first phase of recovery. Therefore, we have chosen

the first recovery mechanism (Source Recovery) as our recovery mechanism of choice in all

the previous experiments, since it was the most energy conservative recovery mechanism.



Performance Evaluation

94

Missing Rate { %)

Sampling Frequency Analysis

—— Missing Rate (%)

Samgpling Frequency (per sccond)

Figure 4.16: Sampling frequency and missing rate analysis.

Recovery Mechanism Analysls

50000 -

Energy {mJ) 30000~

30000

Soutce Racovery Destination Resovery Ml Meighbors Recovery

Recovary Mechanism

Figure 4.17: Recovery mechanisms and energy consumption analysis.



Chapter 5

Conclusion and Future Work

In this chapter, we will summarize the contributions made toward an effective and energy
efficient prediction-based tracking technique which uses sensor sequential patterns as the
basis of its prediction mechanism (PTSP). Based on many research projects in the object
tracking sensor networks, we can be certain that there will always be a need for an energy
efficient tracking scheme yet provides a high quality tracking data to its application.
In the following sections we will begin summarizing our contributions and later on we
will discuss the type of future work that could enhance our work and provide a better

understanding to the complexities of developing an objects tracking technique.

5.1 Summary of Contributions

In this thesis, we have proposed an energy efficient prediction-based tracking technique
which implements a novel approach in its prediction mechanism.

One of the key applications of the sensor networks which is widely adapted due to
its huge number of implementations and usages, is the object tracking sensor network.
Although, this application is known for its high demands of energy in order to perform its
tasks in the best manner possible. Since the main obstacle that faces most tracking tech-

niques in sensor networks is the fact that the sensor network suffers from a very limited
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power supply which in turn restricts the type of tasks to be accomplished by the sensor
network. Therefore, the need to optimize the energy consumption in OTSNs is a fact the
must be faced. Since most the energy savings research was focusing on minimizing the
energy consumed by the radio component (RF radio) in the sensor nodes by reducing the
number of messages transmitted and received, we are considering the energy consumed
by the MCU and the sensing components in the sensor nodes which also attributed to a
respectful amount of energy consumption. Therefore, we have developed an object track-
ing scheme that minimizes the time the sensor node stays in active mode (when both the
MCU and the sensing component is active), thus generating a considerable amount of
energy savings. In this thesis, our prediction based tracking technique (PTSP) utilizes
the sensor sequential patterns to produce accurate predictions of the future movements
of a certain object. These sequential patterns are continuously evaluated and updated in
order to provide the prediction mechanism with the latest and most accurate predictions.
In addition, the activation mechanism applies 3 different activation mechanism to assist
in the tracking of the moving objects in which those mechanisms represent a tradeoff
between the energy savings and the reduction of the missing objects. Moreover, we have
introduced 3 different recovery mechanisms in regard to the neighboring sensor nodes
to be activated. We have simulated our proposed tracking scheme (PTSP) along with
3 basic tracking schemes for comparison purposes. The results generated by the exper-
iments were mainly testing the performance of PTSP and the other tracking schemes
against two main metrics: (1) total energy consumed by the network during the simu-
lation period, including the active and sleep mode energy consumption for each sensor
node in the network, (2) missing rate, which represents a ratio of the missing reports to
the total number of reports received by the application. Moreover, it was proven by the
simulation results that PTSP outperformed all the other tracking schemes by keeping a

low energy consumption levels while maintaining an acceptable level of the missing rate.
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5.2 Future Work

In our developed tracking scheme we have studied the energy consumed by the MCU
and the sensing components. Since we believe that the energy consumption contributed
by the radio component should have an orthogonal affect to our simulations, then we
propose for our future work to study the energy consumed by the radio component.
Also, we will evaluate the impact of the 2 activation mechanisms which we didn’t imple-
ment, namely (Current sensor-Path sensor(s)-Destination sensor) mechanism and (Cur-
rent sensor-Neighboring sensors-Destination sensor). We will also investigate the pos-
sibility to produce more accurate sensor sequential patterns which also could be more
adaptive to the changes made to the network. In addition, we will study the effects of the
moving objects’ direction and speed in producing more appropriate predictions. Finally,
a fault-tolerance approach will be evaluated and studied in order to mitigate the effects

of nodes failure while tracking a moving object.
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