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We propose a Kullback-Leibler Divergence (KLD) filter to
extract anomalies within data series generated by a broad
class of proximity sensors, along with the anomaly loca-
tions and their relative sizes. The technique applies to de-
vices commonly used in engineering practice, such as those
mounted on mobile robots for non-destructive inspection of
hazardous or other environments that may not be directly ac-
cessible to humans. The raw data generated by this class of
sensors can be challenging to analyze due to the prevalence
of noise over the signal content. The proposed filter is built
to detect the difference of information content between data
series collected by the sensor and baseline data series. It is
applicable in a model-based or model-free context. The per-
formance of the KLD filter is validated in an industrial-norm
setup and benchmarked against a peer industrially-adopted
algorithm.

1 Introduction

Anomaly detection generally refers to algorithmic pro-
cedures aimed at identifying relatively rare events in data
sets. In the context of sensor-generated data series for in-
spection and monitoring, for instance, anomalies are typi-
cally defects to be detected. Anomalies can be operationally
defined in terms of their relative information content with re-
spect to a background data set characterizing anomaly-free
noisy measurements [1]. Several anomaly detection meth-
ods have been devised by leveraging tools from the field of
information theory [2—4]. Entropy and relative entropy met-
rics are two main approaches in the family of information-
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theoretic anomaly detection techniques [5]. Entropy filters
have been very popular in the fault detection of a wide range
of systems [6—8]. Several entropy-based applications of ma-
chine fault-diagnostic systems are discussed in [9]. An en-
tropy filter has been proposed in [10] to capture the anomaly
in a magnetic field. An extension of the entropy filter pre-
sented in [11] is proposed in [12] to detect defects on the
surface of gas pipelines The filter maps the raw data to a
local information entropy space by assigning to each spatial
location the entropy calculated from a neighborhood data set.
A binary hypothesis test is then applied to partition the space
between anomalous and background data series.

The Kullback-Leibler divergence (KLD) is a measure
of information entropy relative to a reference set, which is
why it is also known as the relative entropy. This makes it
a suitable candidate to partition and classify data. A num-
ber of studies have examined the effectiveness of the KLD
in anomaly detection applications. Pietra et al. [13] ap-
plied it to natural language processing. The KLD is also
used to detect anomalies in network security applications
based on data traffic analysis [14]. In [15], it is used to
capture signal features of cognitive radio. In addition, the
KLD has been applied for anomaly detection in periodic
signals [16—18]. These studies can be classified as model-
free since they stochastically represent the data through dis-
crete random variables without assumptions on the underly-
ing probability distributions. In applications involving sig-
nals of known nature, the data is often fitted to a specific sta-
tistical model. Such an approach may lead to computation-
ally advantageous filters by leveraging the statistical prop-
erties of the adopted models. For example, a Gaussian ap-

1 Copyright © by ASME



proximation has been adopted in [12] to construct an entropy
filter for anomaly detection, and in [19-23] for KLD-based
algorithms. Based on this analytical treatment, a more recent
work by [24] derived the closed-form of KLD for multivari-
ate generalized Gaussian distributions. Within the Gaussian
approximation, a KLLD algorithm for monitoring statistics is
presented in [19], while in [25] the KLD measure is used
to find the incipient fault in multivariate processes by tak-
ing advantage of its high sensitivity to small changes in sig-
nals, where the fault magnitude is also accurately estimated
by relative KLD values. The KLD is also applied in [21]
for crack detection in eddy current testing, while [26] ad-
dresses the fault detection in large scale systems based on a
non-parametric approximation with a modified KLD. A re-
cent work by [22] extended this technique to the analysis of
online data with off-line references under a multivariate sta-
tistical analysis framework. The application of the KLD in
mechanical-type fault diagnosis is explored in [27] for bear-
ing balls. Moreover, some scholars have studied the advan-
tages of KLD compared to conventional multivariate statisti-
cal approaches for anomaly detection. For instance, a com-
parison between the KLD measure and principal component
analysis is made in [20], where it is shown that the sensitivity
of the KLD measure is superior to the one from the principal
component analysis.

The contribution of this paper is the formulation of a
KLD filter for anomaly detection in noisy data series with
two main advantages. The first is the filter’s flexibility to
be applied in a model-based or a model-free context, in the
sense that sampled data may or may not be fitted in a pri-
ori known probability distribution model. This is important
because fitting the data into a pre-defined model requires an
offline sampling of the data beforehand, and even so finding
a closed-form probability distribution that best fits it is not a
trivial process. The second advantage of the proposed filter
is its threshold-free nature, which means that it does not de-
pend on a pre-determined threshold to discriminate defected
from healthy data samples. This is convenient because de-
ciding on a suitable pre-defined threshold can be tedious and
time consuming.

Unlike some similar techniques [28], the KLD-based
algorithm presented here is not predicated on assumptions
about the data distribution, and therefore it can be imple-
mented in a model-free framework. However, it can be
adapted to include distribution models whenever they are re-
liably available for a specific system or sensor. The possi-
bility of applying the KLD in a model-free approach on fault
detection has been discussed in [21], with different simulated
scenarios showing its effectiveness in detecting the location
of cracks from eddy current sensor data. Previously, gener-
alized likelihood ratio-based and KLD-based tests have been
shown to be effective alternatives to more traditional statisti-
cal tests for incipient fault detection [29, 30]. Since the KLD
intrinsically measures the discrepancy in information content
between two data sets, it is very robust in anomaly detection
as it does not require a priori knowledge about the nature of
the anomaly. Furthermore, it does not require accurate sta-
tistical characterization of the data [31, 32], or prior offline

learning [28, 33]. More importantly, contrary to other ap-
proaches reported in the literature, such as in [21], the pro-
posed algorithm is not only able to find the locations of the
anomalies, it can also identify their relative sizes as well.

2 KLD filter
2.1 Preliminaries on Information Theory

In this work, we focus on data series produced by a fam-
ily of digital sensors where statistical constructs can be de-
fined as discrete random variables. This allows to adopt a
robust model-free approach as it can accommodate for sig-
nals that substantially depart from the usually assumed Gaus-
sian distribution, or more generally for signals that cannot
accurately be represented by uni-variate or bi-variate distri-
butions, being multi-variate in nature. Therefore, the model-
free approach allows a broader scope and applicability of the
proposed method. Let X be a discrete random variable map-
ping to a finite dimensional event space {xj,x,...,xy} of
cardinality N. Let P(x;) be a probability mass function over
the set X with Y | P(x;) = 1. The information entropy H,
or Shannon entropy, is the expected value of the information
content —log P(X) of the random variable X [34],

H(X):=—) P(x;)logP(x;) (1

'MZ

i=1

The relative entropy Dki (P||Q), or KLD, is the expected
value of the logarithmic difference (or information diver-
gence) between two distributions P and Q defined over the
same random variable X [35], with the expectation taken rel-
ative to P,

v P(x;)
xL(P||Q) 72 (x;)log Q(x,)

@

It is important to notice that the KLD is not symmetric since
Dk1.(P||Q) # Dk1(Q||P), and therefore it has to be intended
as a measure of discrepancy between the two distributions
rather than a metric. Also, the KLD is a non-negative real
number for specific distributions and it evaluates to zero only
if P = Q [36]. In the following, we will adopt the convention
that Olog % =0 when P(x;) =0, Plog £ = eo when Q(x;) =0,
and Olog § = 0 [37].

2.2 Anomaly Detection Algorithm

The KLD filter in this work maps each raw data point
to a local KLLD value. To illustrate the core idea, consider
a 2D array of sensor measurements representing uniformly
spatially scattered data points (or scalar fields), as in the case
of projecting a Lidar onto a wall or sliding a proximity sen-
sor across the inner surface of a pipe, for example. This is
schematically illustrated in Fig. 1, where a local portion of
the sensed surface is represented in Cartesian coordinates.
This would also apply to cylindrical surfaces (e.g., a pipe)

2 Copyright © by ASME



by converting the cylindrical coordinates of the data points
to Cartesian coordinates. Each data point on the surface,
representing a measurement of the scalar field ¢, is identi-
fied by two integer indices, i =1,...,Nyand j = 1,...,N,,
respectively, spanning the horizontal and the vertical direc-
tions. Therefore, the raw measurement of the field ¢ is de-
noted by ¢;;. The data set comprised of all measurement data
is denoted by S.

Vertical position
o
(e}
o
o
o
o
o
o
o

Horizontal position

Fig. 1: Schematic of data points on a 2D surface, where the
dashed rectangle represents a window centered at datum ¢;;

The KLD as expressed in (2) can be intended as a
weighted likelihood test, where the hypothesis of a data point
0 being an anomaly is tested against the null hypothesis of ¢
being an expected measurement. In this sense, the distribu-
tion Q of the baseline expected signal can be regarded as the
prior, whereas the distribution P of the sensor measurements
can be regarded as the posterior. Then, the anomalies can
be identified by the discrepancy between these two distribu-
tions. Meanwhile, a well known problem in the calculation
of the KLD for discrete data series may arise in (2) when
the denominator Q(X) = 0 while the numerator P(X) # 0.
This is an occurrence to be expected if Q is built from a
noisy data that is substantially distinguished from the anoma-
lies. To overcome this problem, we build the histogram and
probability mass function Q from the entire data set. If the
anomalies are relatively rare, the distribution of Q is still
dominated by the noise around the expected measurement,
therefore providing a suitable approximation that does not
suffer from empty bins. A measurement point correspond-
ing to an anomaly evaluates to a small probability Q(¢) # 0,
therefore overcoming this issue. On the other hand, the local
nature of the proposed algorithm biases the distribution P to-
wards anomalies if any is present within the data subset used
to build it.

To illustrate the steps involved in building the KLD fil-
ter, we consider a one-dimensional data series of sensory
samples collected by displacing a proximity sensor over a
line segment. This type of sensor is only considered here
for illustrative purpose. The algorithm is applicable to other
types of sensors too. We will assume that the data series in-
cludes a few anomalies, which represent rare events in the
data dominated by the background noise (see Fig. 2(a)). The
purely noisy data can be found in Fig. 2(b). By comparing
these two figures, we can conclude that the anomalies can

be definitely regraded as rare events. And it is possible to
compute the KLD values for each data point by using the
noisy data as the prior, but some pre-processing steps will be
needed to avoid the zero denominator case.

First, the mass function Q is obtained by building a
histogram of all the data set S with k bins. Denoting the
minimum and the maximum values by a = min(S) and
b = max(S), respectively, and restricting the bins to have an
equal size h, we geth= (b—a)/k. Let B, = [a+ (n—1)h,a+
nh) denote binn € {1,2,...,k}, bounded by a+ (n — 1)h and
a+ nh. Fig. 3(a) shows an example of the histogram with
20 bins. Based on the histogram, the corresponding proba-
bility mass function (PMF), denoted by Q(9), is obtained by
normalizing the frequencies in every bin with respect to the
cardinality of the data set, as shown in Fig. 3(b). We observe
that the discrete values taken by Q represent the probability
that a measurement ¢ belongs to the corresponding bin of the
histogram used to generate Q. Therefore, the mass function
can also be used to evaluate probabilities of the original data
set. The PMF shows the majority of the events happening
around the expected measurement of the noisy sensor signal,
with a tail generated by the anomaly, as expected consider-
ing that it is a rare event. We do have zeros in Q(¢), in this
case, but at that point the corresponding probabilities in P(¢)
are zero as well, which returns zero terms in the summation
for the calculation of the KLD, as per the convention stated
earlier, i.e., Olog% =0.

Next, we need to map each raw data point ¢;; into a local
KLD value. To do so, we consider two integer parameters, [
and w, to define a window of size (2/4 1) x (2w+ 1) centered
around the location (i, j), as illustrated in Fig. 1. The window
delimits a rectangular region enclosing a subset ®(i, j) C S
of cardinality (2/+1)(2w+1). From each data subset ®(i, j)
associated to the raw data point ¢;;, a probability mass func-
tion is built by considering the samples in ®(i, j) as arandom
variable ®;; whose realizations are the data points in the win-
dow centered at ¢;;. This allows to build a probability mass
function for each data point, so that the map into the KLD
has a local nature, which allows to detect spatial variations
of the data [12].

One of the advantages of this algorithm is that it requires
no prior information about the anomalies. Since the prior dis-
tribution Q is built from the entire data set S, which includes
each subset (i, j), for every sample ¢ € P(i, j) the probabil-
ity Q(¢) # 0, and the calculation of the KLD is well posed.
The baseline distribution Q could be built from a different
data set, for example from typical noise data characterizing
the same class of sensors as the one used. This would have
the advantage of not relying on data from the same sensor
for the baseline distribution, therefore allowing online im-
plementations of the filter. However, it could generate sce-
narios in which Q(¢) = 0 while P(¢) # 0 for the same mea-
surement ¢. An approach adopted when there are few points
with zero probability Q is to simply ignore the empty bins
and implicitly set the corresponding terms to zero, namely,
ignore these terms in the summation without significantly af-
fecting the result if the number of empty bins for Q is small
relative to the total number of bins [38]. Another possibil-
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(a) Raw sensory data series dominated by background noise in the
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(b) Raw sensory data series with noise only.

Fig. 2: Raw data series with and without anomalies.
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the baseline probability distribution Q.
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Fig. 3: Histogram and probability mass function of the baseline distribution Q in the KLD calculation.

ity is to fictitiously add the same constant small frequency
to all bins, so that no empty bins exist [16], or by applying
a boot-strapping method (Monte Carlo approach) for filling
up the missing data if there are any empty bins caused by
measurement missing. If the number of empty bins for O
is significant, a more rigorous approach is to adopt Jenson-
Shannon divergence [39]. We stress one more time that as
long as the anomalies are rare, Q is expected to be almost
fully characterized by noise around the expected measure-
ment, and therefore we can avoid the indeterminacy caused
by Q(¢) = 0, while the local KLD would measure the lo-
cal discrepancy between a data point and the overall data
set which closely resembles noise. The analysis of the er-
ror from the approximation of using the entire data set as
baseline is done in the next section.

It is interesting to notice that the histogram of P;; sig-
nificantly differs from that of Q (by comparing Figs. 3(a)
and 4(a)). This is expected since most events in P;; fall into
the first few bins due to the fact that the anomaly corresponds
to a smaller measurement. As a result, it appears with a high
frequency since the window used to build the histogram cap-
tures a significant amount of data related to anomaly mea-
surements in the first few intervals. On the other hand, the
histogram of Q in Fig. 3(a) is dominated by the higher mea-
surement values that are representative of the sensor’s output

corresponding to non-anomalous data.

The last step in building the filter is to measure the local
discrepancy between the prior distribution Q and the poste-
rior P;;, Vi, j, which results into mapping each raw data point
¢;; into a local KLD

Dialry0)= T #(0)og %ﬂ’;
Pl](q) € Bn)

Pl](q) S Bn) IOg

1 o)V

K

n

where Bj, is the n-th bin in the posterior P;; and K being the
total number of bins. Expression (3) greatly simplifies the
calculation of the KLD, since the summation extends over
the bins rather than the entire data samples in ®(i, j). How-
ever, we need to clarify the meaning of the expression Q(¢),
since the bins used to build the histogram that generates Q
can in general be different than the ones used for the his-
togram that generates P;;. Let §;; be the uniform bin size of
the histogram of ®(i, j), and & be the bin size for the his-
togram of S, as defined earlier. We define the discrete proba-
bility density functions p;; and g by normalizing each value
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Fig. 4: Probability mass function with 20 bins.

of the corresponding mass functions by the bin sizes, so that

Pij(¢ € By) = pij(0n)di; 0(0) =q(é)h 4

where ¢, is any element in bin B,, which can be chosen ar-
bitrarily within the bin, since by construction, all the data
points in a bin have the same probability. Note that, in gen-
eral, the bin size for the histogram generating Q is different.
That is k # K. However, g(¢,) accounts for this since the
mass Q is normalized by the bin size. Substituting into (3),
yields

DKL(PinQ Z Dij ¢n 6l/ IOg

pl](¢n) lj 5
4(0n ©)

)i

Expression (5) allows to use a different number of bins and
different bin sizes for data sets that may have different struc-
tures. As the summation is extended only to the bins for the
prior P;;, and as ®(i, j) €S, the relationship can be rewritten
as

k

P

pz](q)m) l]

DkL(P;j||Q) = 2O

i(0m)9;jlog (6)

The summation would include several zero terms of the
type Olog ﬁm)h’ corresponding to the empty bins of the his-
togram for P;;. The only non-zero terms are therefore the
ones in (5).

By repeating the process, each data point ¢;; can be
mapped to a local KLD value. The pseudocode of this al-
gortithm is provided in Algorithm 1. Given the local nature
of the KLD map as conferred by the window size around
each original data point, the algorithm is able to spatially
differentiate different data points. The three probability dis-
tributions in Fig. 5 refer to two points on different data sets
from the same proximity sensor and their common baseline,
in which anomalies of different sizes were present. The PMF
of the data point on the larger anomaly is more narrowly dis-
tributed around the sample point representing the anomaly

value, which results in a larger discrepancy from the base-
line distribution Q in Fig. 5(a). As we will numerically verify
in Section 3, anomalies of larger sizes correspond to larger
KLD values, establishing therefore an immediate intuitive in-
terpretation of the KLD filtered data.

Algorithm 1: Local KLD calculation for each
data point

Input: horizontal position max M; vertical position
max N; numer of bins k & K; window size
w & [; raw sensory dataset S
Output: KLD(i, )
Calculate PMF for Q by building a k-bin histogram
from S ;
fori=1;i<M;i++do

for j=1;j<N;j++ do
calculate PMF for P;; by building a K-bin
histogram from ®;; ;
forn=1;n<K;n++do
if P(CDij(n)) = 0 then
\ kid, =0;
else
kld, = pij(n)8;jlog pl,j((i:))i”
eq. (6);
end
KLD(i, j) = KLD(i, j) + kldy;
end
end
end

3 Results and Discussion
3.1 Setup: A Pipeline Non-Destructive Inspection Case
Study
The proposed KLD filter can be applied for the online
detection of anomalies and the estimation of their relative
sizes in a large variety of applications and with many types
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Fig. 5: Comparison between the probability mass functions of two anomalies with different sizes and baseline distribution Q.

of sensors. In this work, we illustrate its performance in a
pipe non-destructive inspection-like environment. To that
end, a laser proximity sensor is used to scan the inner surface
of a 2 mm-thick pipe with an internal diameter of 400 mm,
such that one sample is taken each (1 mm,1°) of the inner
pipe’s cylindrical coordinates. The sensor is oriented radially
from the pipe’s inner surface within a nominal proximity of
100 mm. It has a proximity sensing resolution of 0.1 mm and
is characterized by a signal-to-noise ratio (SNR) of 50dB,
which is typical in commercial sensors, as studied in [40].

A total of 10 anomalies are distributed over the pipe sur-
face in the shape of circular through holes and blind holes of
different diameters. Through holes (or simply holes) cut all
through the pipe surface, whereas blind holes penetrate only
I mm through the surface (that is half of the pipe’s thick-
ness). Both types of holes can come in different diameters
of 5, 10, and 15 mm. The anomalies are schematized in a
two-dimensional representation of the pipe in Fig. 6, where
holes and blind holes are marked by black and red circles, re-
spectively. It is worth mentioning that this test setup is com-
pliant with the standards followed in the gas pipeline non-
destructive inspection industry [11].

360

o Circumferential (°)

Axial Position (m) 1

Fig. 6: Schematic of the anomalies on the pipeline, includ-
ing ten holes represented by the circles and a welding strip
represented by two vertical lines.

In the case of metal pipes, such as the ones used to trans-
port gas for example, welding strips often appear at the junc-
tions of portions of long pipelines. Therefore, it is important
to properly identify them and not mistaken them as anoma-
lies. To include this case in our testing, a welding strip of

10 mm width and 2 mm depth is added to the test pipe. It is
marked by two vertical stripes in Fig. 6.

3.2 Results

A study is conducted to decide on the KLD parameter
values. Scanning the pipe led to 67 different values of raw
sensor readings. As such, the number of bins k of Q is set
to 67 to assign every outcome a probability to reveal the dis-
tribution of the entire data set. For the distribution P;;, the
number of bins K is set to 60 given that the window size pa-
rameters are taken as w = 1 and / = 60. It was observed in
simulation that by setting the number of bins considerably
lower than this results in a significant degradation of perfor-
mance.

The output of the proposed KLD filter is presented in the
form of a color map, as shown in Fig. 7. All the defects and
their locations are successfully detected with no false posi-
tives or false negatives, with the background noise effectively
filtered out. The true location of the anomalies is unknown
to the algorithm, and it is used only to assess the accuracy
at detection. The relative sizes of the anomalies are properly
marked through their axial diameters on the color map. The
colors in each anomaly, which reflect their KLD values, indi-
cate the relative depth of the defect. The figure clearly shows
the welding strip as well, which cannot be mistaken for an
anomaly.

Although the current study is more geared towards com-
puting the relative sizes of the anamolaies (with respect to
each other) rather than calculating their true sizes, the latter
may be possible with a proper calibration. However, more
research is still needed along that line to achieve conclusive
results.

3.3 Filter’s Window Size Influence: A Qualitative Study

The window size is crucial to confer locality to the fil-
ter, and ultimately being able to spatially distinguish features
embedded in the data set. The window needs to be suffi-
ciently large to include enough data points around a given
sample to smooth out eventual local fluctuations. Yet, it has
to be sufficiently small to represent relevant trends. For the
class of examples considered here, the window size is also
important to determine the relative size, especially the depth,
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Fig. 7: KLD filter output. Anomalies are magnified using the
same scale to preserve their relative size.

of the anomaly, which can be affected by the filter’s spatial
resolution. Choosing a too small window size makes local
posteriors P;; very similar regardless of the stretch of the
anomalies, preventing the algorithm from properly assess-
ing their relative sizes. This is clearly shown in Fig. 8. A
narrow window leads to no cross-channel correlation, which
results in an inconsistent computation of the anomaly rela-
tive depth. In Fig. 8(a), for instance, blind and through holes
are deemed to have comparable depths despite the significant
difference between them. On the other, a too large window
results in identifying some of the healthy regions contiguous
to the holes as anomalies, due to spurious spatial correla-
tions, as revealed in Fig. 8(b).

The effect of the filter locality parameters w and [ illus-
trated in Fig. 8 can be used as design guideline to set the
resolution of the filter to detect classes of anomalies with
characteristic and/or desired spatial sizes. For data sets with
unknown anomalies, the algorithm could be first calibrated
on data sets with known anomalies that are of detection in-
terest, by setting the window size based on the area of the
anomalies of interest.

3.4 Assessment of the approximation in the baseline dis-
tribution

To assess the validity of the approximation of using the
entire data set that includes the anomalies to build the base-
line distribution, we consider the discrepancy introduced by
the adoption of this distribution versus adopting a baseline
distribution from purely noisy data. As discussed in the pre-
vious section, our choice has the advantage of avoiding in-
determinate terms in the calculation of the KLD, but it intro-
duces an approximation that is expected to be valid when the
anomaly data is relatively small as compared to the size of
the entire data set. Let Q4 and Qy respectively be the base-
line distribution from the all data set (including anomalies)
and from purely noisy sensing data, for example obtained
from raw data series of the types in Fig. 2. For a given data
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Fig. 8: KLD filter output with inappropriate window sizes.
(a) with (I = 10,w = 0), the filter cannot relay proper relative
anomaly depths. (b) with (I = 200,w = 3), some healthy re-
gions around the defects are misidentified as anomalies while
some small anomalies are not detected at all due to the ex-
cessively large window size.

point, (3) gives the map to the local KLD which can be ma-
nipulated to

. _ . Pij(9)
Dx1.(P;j|Qa) —q);q)ijPl (0)log 0i0)
_ o) lo P;j(0) On(0)
= & PO 6 0ulo)
_ g g On(9)
= DxL(P;||On) +¢€Z¢UP, (9)log 01(0)
@)
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This allows to define the error 84 = Dki(Pij||Qa) —
Dx1.(P;j||On) induced by the adoption of the baseline Q4
instead of the baseline Qy. In view of (7) the error can be
computed by

On(9)
0a(9)

8= Y Pj(0)log ®)

q)GCD,‘j

Note that when the window size around the data point in-
cludes the entire data set we have 84 = —Dkr.(Qal|On),
which is a measure of discrepancy between the two base-
line distributions.  Since we want to check the influ-
ence of the approximation Oy ~ Q4 on the KLD filter,
we plot the sensitivity parameter 84/Dky (P;j||Q4) = 1 —
Dk (P;;]|On)/DxL(Pij||Qa) by generating data sets with in-
creasing percentage of anomaly data (increasing number of
anomalies of the same type considered in Section 3.2), while
keeping the distribution P;; fixed. As discussed at the end of
Section 2.1, the adoption of a baseline distribution with noise
only, as it is the case of Qy, requires some ad hoc assumption
in the calculation of the KL divergence with discrete distri-
butions since anomaly data points have zero probability in
On. Following [37], we adopt the convention F;;log & =0,
discarding the terms in the summation for which the distri-
bution Qy evaluates to zero. When the anomaly data is rela-
tively rare the distributions Q4 and Qy are very similar and
the sensitivity parameter approaches zero, whereas when the
percentage of anomaly data significantly increases the pa-
rameter grows significantly since the divergence between P;;
and Q4 decreases as they become more similar.

Results in Fig. 9 are calculated for a data point with
distribution P;; which includes about 50% of noisy data (a
data point in the neighbour of an anomaly). The vertical line
marks the point at which the results in Section 3.2 are cal-
culated (about 10% of anomaly data in the baseline distribu-
tion), showing that the influence is about 5% for a data point
of this type. Considering that data series with anomaly are
typically dominated by noise, this analysis suggests that the
approximation that we adopted to avoid indeterminate ad-
dends in the calculation of the KLD filter can be viable for
this class of applications.

For data points at the center of the anomalies, the er-
ror 84 approaches zero since the baseline Qy does not in-
clude anomaly data (zero probability), and therefore a large
amount of terms in the summation in (7) are zero. Therefore,
the influence of the approximation on the KLD filter is negli-
gible on the critical regions that include anomalies when the
filter is sufficiently local.

4 Conclusion

We proposed an anomaly detection algorithm operating
on noisy data series that could be typically produced by a
large class of sensing devices and applications. The algo-
rithm maps the raw sensory data to a local KLD value that
measures the discrepancy between two probability distribu-
tions. Leveraging on this feature, we build a baseline prob-

0.8

0.6

0.4

Error/DKL(PHQ)

0.2

0 / | | | |
0 5 10 15 20 25 30 35
Percentage of Anomaly Data (%)

Fig. 9: Sensitivity 84/Dk1(P;j||Qa) versus percentage of
anomaly data in the entire data set.

ability distribution (as a prior) from the whole data set. A
posterior probability distribution is computed form a subset
of the data centered around a given sample. The discrepancy
between the two, as measured by the corresponding KLD,
is a local measure of difference in information content be-
tween the data in the neighborhood of the given sample and
the overall data set which is dominated by noise around the
sensor’s expected measurement. The KLD filter’s output is
obtained by repeating this procedure for every sample point
of the raw data.

The algorithm is tested in a setup that is compliant with
the standards followed in the gas pipeline inspection indus-
try. It successfully detected all the anomalies, their locations,
relative surface areas and depths, without false negatives or
false positives. To achieve such a performance, it is first nec-
essary to tune some of the filter’s most influential parameters.
To this end, a qualitative study on the effect of these param-
eters on the filter’s performance has also been included.

Acknowledgements
This work was supported in part by NSERC under
Grants 2014-06512 and 2016-05783.

References

[1] Khatkhate, A., Ray, A., Keller, E., Gupta, S., and Chin,
S., 2006. “Symbolic time-series analysis for anomaly
detection in mechanical systems”. IEEE/ASME Trans-
actions on Mechatronics, 11(4), pp. 439-447.

[2] Wenke Lee, and Dong Xiang, 2001. “Information-
theoretic measures for anomaly detection”. In Proceed-
ings 2001 IEEE Symposium on Security and Privacy.
S&P 2001, IEEE Comput. Soc, pp. 130-143.

[3] Ghalyan, N. F.,, and Ray, A., 2020. “Symbolic Time
Series Analysis for Anomaly Detection in Measure-
Invariant Ergodic Systems”.  Journal of Dynamic
Systems, Measurement, and Control, 142(6), Mar.,
p- 061003.

[4] Liu, J., Djurdjanovic, D., Marko, K., and Ni, J.,
2009. “Growing Structure Multiple Model Systems for
Anomaly Detection and Fault Diagnosis”. Journal of

8 Copyright © by ASME



(5]

(6]

(7]

(8]

(9]

(10]

(11]

[12]

(13]

(14]

[15]

[16]

(17]

Dynamic Systems, Measurement, and Control, 131(5),
Aug., p. 051001.

Chandola, V., Banerjee, A., and Kumar, V., 2009.
“Anomaly detection: A survey”. ACM Computing Sur-
veys (CSUR), 41(3), p. 15.

Dang, L., Chen, B., Wang, S., Ma, W., and Ren, P,
2020. “Robust power system state estimation with min-
imum error entropy unscented Kalman filter”. IEEE
Transactions on Instrumentation and Measurement,
pp. 1-12.

Yu, G., 2020. “A concentrated Time—Frequency analy-
sis tool for bearing fault diagnosis”. IEEE Transactions
on Instrumentation and Measurement, 69(2), pp. 371—
381.

Wang, H., Liu, Z., Nufiez, A., and Dollevoet, R., 2019.
“Entropy-based local irregularity detection for high-
speed railway catenaries with frequent inspections”.
IEEE Transactions on Instrumentation and Measure-
ment, 68(10), pp. 3536-3547.

Huo, Z., Martinez-Garcia, M., Zhang, Y., Yan, R., and
Shu, L., 2020. “Entropy measures in machine fault di-
agnosis: Insights and applications”. IEEE Transactions
on Instrumentation and Measurement, 69(6), pp. 2607—
2620.

Sheinker, A., Salomonski, N., Ginzburg, B., Frumkis,
L., and Kaplan, B.-Z., 2008. “Magnetic anomaly de-
tection using entropy filter”. Measurement Science and
Technology, 19(4), Apr., pp. 1-5.

Spinello, D., Gueaieb, W., and Lee, R., 2011. “Entropy
filter for anomaly detection with eddy current remote
field sensors”. In 2011 IEEE International Symposium
on Robotic and Sensors Environments (ROSE), IEEE,
pp- 95-100.

Sheikhi, F., Spinello, D., and Gueaieb, W., 2015.
“Rényi Entropy Filter for Anomaly Detection With
Eddy Current Remote Field Sensors”. IEEE Sensors
Journal, 15(11), Nov., pp. 6399-6408.

Della Pietra, S., Della Pietra, V., and Lafferty, J., 1997.
“Inducing features of random fields”. IEEE Trans-
actions on Pattern Analysis and Machine Intelligence,
19(4), Apr., pp. 380-393.

Gu, Y., McCallum, A., and Towsley, D., 2005. “Detect-
ing anomalies in network traffic using maximum en-
tropy estimation”. In Proceedings of the 5Sth ACM SIG-
COMM Conference on Internet Measurement, ACM
Press, pp. 345-350.

Afgani, M., Sinanovic, S., and Haas, H., 2008. “In-
formation theoretic approach to signal feature detection
for cognitive radio”. In IEEE Global Telecommunica-
tions Conference, IEEE, pp. 1-5.

Afgani, M., Sinanovic, S., and Haas, H., 2008.
“Anomaly detection using the Kullback-Leibler diver-
gence metric”. In 2008 First International Symposium
on Applied Sciences on Biomedical and Communica-
tion Technologies, pp. 1-5.

Afgani, M., Sinanovic, S., and Haas, H., 2009. “Hard-
ware implementation of a Kullback-Leibler Divergence
based signal anomaly detector”. In 2009 2nd Interna-

(18]

[19]

(20]

(21]

(22]

(23]

(24]

[25]

(26]

(27]

(28]

[29]

(30]

tional Symposium on Applied Sciences in Biomedical
and Communication Technologies, IEEE, pp. 1-6.
Afgani, M. Z., 2011. “Exploitation of Signal Informa-
tion for Mobile Speed Estimation and Anomaly Detec-
tion”. PhD thesis, The University of Edinburgh, Edin-
burgh, Scotland.

Zeng, J., Kruger, U., Geluk, J., Wang, X., and Xie, L.,
2014. “Detecting abnormal situations using the Kull-
back-Leibler divergence”. Automatica, 50(11), Nov.,
pp. 2777-2786.

Xie, L., Zeng, J., Kruger, U., Wang, X., and Geluk,
J., 2015. “Fault detection in dynamic systems using
the Kullback—Leibler divergence”. Control Engineer-
ing Practice, 43, Oct., pp. 39-48.

Youssef, A., Delpha, C., and Diallo, D., 2016. “An op-
timal fault detection threshold for early detection using
Kullback-Leibler Divergence for unknown distribution
data”. Signal Processing, 120, Mar., pp. 266-279.
Chen, H., Jiang, B., and Lu, N., 2018. “An improved
incipient fault detection method based on Kullback-
Leibler divergence”. ISA Transactions, 79, Aug.,
pp- 127-136.

Jabari, S., Rezaee, M., Fathollahi, F., and Zhang, Y.,
2019. “Multispectral change detection using multivari-
ate Kullback-Leibler distance”. ISPRS Journal of Pho-
togrammetry and Remote Sensing, 147, Jan., pp. 163—
177.

Bouhlel, N., and Dziri, A., 2019. “Kullback—Leibler
divergence between multivariate generalized gaussian
distributions”. IEEE Signal Processing Letters, 26(7),
July, pp. 1021-1025.

Harmouche, J., Delpha, C., and Diallo, D., 2016. “In-
cipient fault amplitude estimation using KL divergence
with a probabilistic approach”. Signal Processing, 120,
Mar., pp. 1-7.

Hamadouche, A., Kouadri, A., and Bakdi, A., 2017. “A
modified Kullback divergence for direct fault detection
in large scale systems”. Journal of Process Control, 59,
Nov., pp. 28-36.

Mezni, Z., Delpha, C., Diallo, D., and Braham, A.,
2018. “Bearings ball fault detection using Kullback
Leibler divergence in the EMD framework”. In 2018
Prognostics and System Health Management Confer-
ence (PHM-Chongqing), IEEE, pp. 729-734.

Abid, A., Khan, M. T., Igbal, J., and De Silva, C., 2021.
“Immunity inspired hybrid fault diagnosis and conflict
resolution”. IEEE/ASME Transactions on Mechatron-
ics.

Tanaka, S., and Mu"ller, P. C., 1990. “Fault Detec-
tion in Linear Discrete Dynamic Systems by a Pattern
Recognition of a Generalized-Likelihood-Ratio”. Jour-
nal of Dynamic Systems, Measurement, and Control,
112(2), June, pp. 276-282.

Harmouche, J., Delpha, C., and Diallo, D., 2014. “In-
cipient fault detection and diagnosis based on Kull-
back-Leibler divergence using Principal Component
Analysis: Part . Signal Processing, 94, Jan., pp. 278—
287.

Copyright © by ASME



(31]

[32]

(33]

[34]

(35]

[36]

(37]

(38]

(39]

[40]

Silva, J., and Narayanan, S., 2006. ‘“Average diver-
gence distance as a statistical discrimination measure
for hidden Markov models”. [EEE Transactions on
Audio, Speech, and Language Processing, 14(3), May,
pp- 890-906.

Anderson, A., and Haas, H., 2011. “Kullback-Leibler
divergence (KLD) based anomaly detection and mono-
tonic sequence analysis”. In 2011 IEEE Vehicular
Technology Conference (VTC Fall), IEEE, pp. 1-5.
Atienza, D., Bielza, C., Diaz-Rozo, J., and Larrafiaga,
P, 2021. “Efficient anomaly detection in a laser-
surface heat-treatment process via laser-spot track-
ing”. IEEE/ASME Transactions on Mechatronics,
26(1), pp. 405-415.

Shannon, C. E., 1948. “A mathematical theory of com-
munication”. Bell System Technical Journal, 27(3),
pp- 379-423.

Kullback, S., and Leibler, R. A., 1951. “On information
and sufficiency”. The annals of mathematical statistics,
22(1), pp. 79-86.

Kullback, S., 1959. Information Theory and Statistics.
Wiley & Sons, New York, NY.

Cover, T. M., and Thomas, J. A., 2006. Elements of
Information Theory, second ed. Wiley-Interscience,
Hoboken, N.J.

Murphy, K. P., 2012. Machine Learning: A Probabilis-
tic Perspective. Adaptive Computation and Machine
Learning Series. MIT Press, Cambridge, MA.
Callegari, C., Giordano, S., and Pagano, M., 2017.
“An information-theoretic method for the detection of
anomalies in network traffic”. Computers & Security,
70, pp. 351-365.

Texas Instruments, 2015. Proximity sensing of up to
30-cm range with > 15-dB SNR and robust capacitive
touch reference design. Tech. Rep. TIDA-060024.

10

Copyright © by ASME



