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Abstract

Wireless sensor networks allow remote and accurate monitoring of physical en-
vironment, but these networks are often deployed in inhospitable and nearly inac-
cessible environments. The lack of accessibility due to harsh environments makes
routine maintenance of wireless sensor networks impossible. The networks must then
be able to maintain themselves unattended. These accessibility and environmental
constraints make resource management an essential requirement of any wireless sen-
sor network in order to ensure continued performance and maintain quality of service
to acceptable levels. Intelligent use of resources of wireless sensor networks could be
achieved by using modern techniques of knowledge discovery and data mining. This
thesis considers a special type of wireless sensor networks named Point-of-Coverage
Wireless Sensor Networks. The Thesis proposes the Target-based Association Rules,
and associated data preparation mechanisins to improve the performance and quality
of service of Point-of-Coverage wireless sensor networks by reducing the energy con-
sumption of the knowledge discovery process. To implement our solution, we exploit
the nature of Point-of-Coverage wireless sensor networks and divide sensor nodes into
disjoint groups that independently fully cover all of the targets nodes in the field of
interest. Data gathering is then performed by each group, alternatively, using the
proposed data preparation mechanisms. Then, the gathered data are used by the
sink to generate the Target-Based Association rules. Simulation of the proposed data
preparation mechanisms shows the benefit of including energy consideration when

data mining wireless sensor networks.
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Chapter 1

THESIS INTRODUCTION

1.1 Introduction

Wireless sensor networks, hereafter abbreviated WSN, are often deployed in inhos-
pitable and nearly inaccessible environments for remote monitoring. These environ-
mental and accessibility constraints make fault management and resource manage-
ment essential requirements of any WSN. This thesis provides a solution to improve
the Quality of Service (QoS) of WSN using data mining techniques. The solution
comprises of two elements. The first element defines association rules in the context
of Point-of-Coverage WSN, hereafter abbreviated POCW. The second element de-
scribes how to prepare the data that will be used to extract these association rules.
The solution provides mechanisms that reduce energy consumption of WSN during
the data preparation stage of knowledge discovery process.

The rest of this chapter is organized as follows. Section 1.1 describes what the

thesis is all about. Section 1.2 summarizes the motivating research question we are



trying to answer. Section 1.3 provides a concise statement of the question that this
thesis tackles. Section 1.4 summarizes the proposed answer and an overview of its

performance. Finally, Section 1.5 concludes the chapter.

1.2 Motivations

WSN are made of a large number of small, battery-powered, memory-constraint de-
vices named sensor nodes. Fach sensor node is capable of local processing: data
acquisition and processing, storage and wireless communication. The sensor nodes
collaborate among themselves to establish a sensing network wherein sensor nodes
uses that sensing network to convey data [1].

However, the wide use of WSN is limited by several challenges that must be
overcome. These challenges stem from the physical nature of devices that constitute
WSN in general. The used devices are resources limited and this impedes WSN
performance which in turn affect the QoS and makes WSN unreliable {1, 2]. Several
solutions, such as clustering, multi-hop transmission, data aggregation and fusion,
and knowledge discovery techniques [3, 4, 5, 6, 7] have been proposed to cope with
these limitations.

In the context of WSN, the use of Knowledge Discovery (KD) is relatively new.
The aim of using KD is to provide useful solutions that can be used to cope with
some of the challenges outlined in the previous paragraph. KD techniques are used
to identify patterns between sensor nodes in WSN. To dig out these patterns, KD
relies on data gathered by sensor nodes during their operational time. These data

are then mined to extract what is called behavioral patterns. The patterns capture



the relationships between the sensor nodes or their readings. Behavioral patterns
can provide knowledge that may be used in decision making in order to improve the
performance and the Quality of Services of a WSN [3, 8, 9].

The definition of Knowledge discovery in WSN continues to be improved. In gen-
eral, the definition is similar to those introduced in the traditional database systems,
with slight modifications that reflect the inherent nature and limitations of WSN.

Association Rules are among the first KD techniques proposed to find interesting
relationships between sensor nodes in a WSN [3]. Initially, the rules, named Sensor
Association Rules, were applied to WSN to find temporal relationships or associations
between sensor nodes [3]. These rules are important when predicting possible source
of future events and identifying sets of temporally correlated sensor nodes.

However, the sensor association rules are not appropriate when applied to special
topologies like the one shown on figure 1.1. This topology consists of sensor nodes
randomly deployed around a set of targets at fixed locations. This topology is referred
to by Point-of-Coverage Wireless Sensor Network (POCW). POCW is found mostly
in military applications such as battlefield’s targets monitoring, or in environmental
applications such as contaminant flow control. We will describe POCW topology in

details in the background chapter.
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Figure 1.1: Point-of-Coverage Wireless Sensor Network in Battlefield Surveillance

1.3 Research Problem Statement

1.3.1 Research Problem Definition

The objective of this thesis is: first, to define a new kind of behavioral patterns for



point-of-coverage wireless sensor networks; second, to find energy aware mechanisms
to be used during the preparation of data needed for generating the proposed behav-
ioral patterns. To achieve this second objective, our focus is on the Data Preparation
step of the first phase of KDD process. Data preparation is the collection, cleaning,
and transformation of data before the processing phase of the knowledge discovery
process. We will assume that all the other steps of the first phase have been completed
(see subsection 2.2.3.1). As will be explained later on, in subsection 2.2.3.1, those
other steps seek to understand the WSN objectives and to translate those objectives
into a knowledge discovery problem and also to identifies the data requirements to

achieve these objectives.

1.3.2 Problem Justification

As mentioned above, this thesis will define a new kind of behavioral patterns for
POCW and the associated data preparation mechanisms for knowledge discovery.
Although the importance of data preparation in the KDD process is recognized in
WSN [10, 11] and business applications [12, 13], there are no associations rules specific
to POCW and no consideration is given to the energy consumption associated to data
preparation in these specific networks. This thesis is an attempt to fill this gap by
building on recent advances in data mining application in WSN: [14, 15, 3, 8, 16, 17,
18]. The main goal is to improve the energy efficiency of the KDD process and the

POCW performance.



1.3.3 Why answer this Problem

We know that communications consume most energy in the context of WSN and
we want to limit these costs as much as possible. Of the entire KDD process, one
particular phase drain most energy at the sensor node level i.e. the transmission of
sensed data prior to data processing (data mining) during data preparation in the pre-
processing phase. This is why energy considerations could help extend the network
lifetime by reducing energy consumption associated with data preparation.

In the following chapters, we will considered three different approaches to energy
efficiency in data preparation. We will begin by describing these approaches then

provide their performance evaluation using simulations.

1.4 Proposed Solution Overview

Sensor associations rules provide the means to enhance both the performance and
the Quality of Service of WSN. Such association rules can help to predict interesting
patterns. However; in some applications, for example in POCW, the interest is in the
capture of patterns between targets instead of sensor nodes. We, therefore, introduce
a slightly modified version of Sensor Association Rules scheme that reflects the nature
of the POCW. We refer to this new technique by Target-based Association Rules.
In contrast to Sensor Association Rules, Target-based Rules discover the correlation
between the set of targets covered by the POCW network. The patterns are extracted
from the targets’ activity records transmitted by sensor nodes.

We also introduce, Three mechanisms for preparing the data used to generate these



Target-based association Rules. The mechanisms are named All-Nodes, Schedule-

Buffer and Fused-Schedule-Buffer data preparation mechanisms.

1.5 Summary

We will present new behavioral patterns for POCW and its associated data prepara-
tion mechanisms. Several simulation experiments will be conducted to evaluate the
performance of the proposed data preparation mechanisms and the results will be

presented in this thesis.



Chapter 2

RELATED WORK

This chapter introduces the technological background used throughout the thesis de-
velopment. The technologies in questions are wireless sensor networks, more specif-
ically the Point-of-Coverage wireless sensor networks, and the techniques used for
knowledge discovery in database.

This chapter is organized into three main divisions. The first division is an intro-
duction to wireless sensor networks in general. The second division introduces the
process of knowledge discovery in databases. The last division provides a review of the
state of the art in Association Rules and data preparation mechanisms. The chapter
is thus organized as follows. Section 2.1 describes wireless sensor networks in general
and Point-of-Coverage wireless sensor networks in particular. The section also defines
the concept of observation and event, and outlines the scalability requirements in the
context of wireless sensor networks. Section 2.2 provides a brief background of the
process of knowledge discovery in databases. Finally, section 2.3 presents the state

of the art research in the application of knowledge discovery in database in wireless



sensor networks.

2.1 Wireless Sensor Networks

A wireless sensor network, hereafter abbreviated WSN, is a wireless network consisting
of spatially distributed autonomous devices using sensors to cooperatively monitor
physical or environmental phenomenon [1]. WSN are usually deployed in inaccessible
area either inside the monitored phenomenon or very close to it.

As illustrated in figure 2.1, WSN are made of a large number of small, battery-
powered, memory-constraint devices named sensor nodes. Each sensor node is capable
of local processing (data acquisition and processing), data storage and wireless com-
munications. The sensor nodes collaborate among themselves to establish a wireless
sensing network. Then, each sensor node uses this sensing network to convey the
gathered data [1] to the sink or the network’s user. A wireless sensor network can
then be described as a collection of sensor nodes which collaborate with one another
to perform a specific function [19].

WSN provide access to information, anytime, anywhere, by: collecting, processing,
analyzing and disseminating data. Enabling simultaneously: information gathering,
information processing and reliable monitoring for a variety of environment [20]. Re-
liable in the sense that the combination of the density of sensor nodes and their
distributed nature allow large coverage and a high level of redundancy. The result
is that vast quantities of sensing information are gathered. Once this information
is processed and aggregated, it presents a multidimensional view of the environment

under monitoring. As a result, WSN have numerous potential applications. Exam-
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Figure 2.1: A Wireless Sensor Network can be described as a collection of sensor nodes
which collaborate with one another to perform a specific function

ples includes environmental monitoring: habitat monitoring, air monitoring, soil and
water monitoring, seismic detection, smart homes and target tracking in military
surveillance as shown in figure 2.2.

The large volume of data provided by WSN create the need for efficient data han-
dling techniques (processing, transmission, storage) to allow the WSN to achieve its
functions [19] and extend its lifetime. Unfortunately, the size of constituting sensor

nodes severely limit the sensor node onboard resources and by extension the resources

10



of the overall network. Moreover, once a WSN is deployed, the hostile environment
limit or prevent access to individual sensor nodes for maintenance purposes and the
shear number of sensor nodes involved makes repair unpractical in reality. In ad-
dition to the maintenance issue, sensor nodes communications consume most of the
energy [21]. For a resource limited devices like sensor nodes, energy becomes the
scarcest resource of all the resources and it determines the lifetimes of the entire
WSN.

Despite all previously mentioned factor that may afflict any WSN, their deploy-
ment is relatively simple and inexpensive when compared to traditional wired net-
works. In addition, WSN can be scaled in size simply by adding more sensor nodes
without any complex reconfiguration. However, given the low cost of each sensor
node and its individual lifetime which only stretch to a few years ideally, it is far
easier and convenient to discard a dead sensor node by replacing it with a new one
because it becomes impractical or impossible for example to replace the batteries of
each sensor node given the large number that may be deployed, not to mention the
limited accessibility after deployment. Hence, operating a WSN requires and relies
on energy efficient protocols to reduce the power consumption in order to attain and
possibly exceed the planed lifetime of each wireless sensor nodes and by extension to
increase the overall lifetime of the WSN [22]. Needless to say that effective use of
WSN requires scalability and self-organizing capability [19] as well. Despite the above
major constraint, the advantages of WSN, especially their self-reconfiguration capa-
bility in response to changing environmental conditions or in response to evolution in
the network functions, make their use worthwhile.

At this point, in order to avoid any ambiguity in the discussion to follow, we

11



shall first define the following terms: Coverage Area, Sensing Area, Network Field of

interest, Sponsor Set, other definition will be given when the necessity arises.

Coverage Area or Sensing Area is the area within the sensing range of a sensor

node or of the entire wireless sensor network.

Network Field of Interest is the area or spatial distribution of the phenomenon

being monitored.

Sponsor Sets are disjoint sets or groups of sensor nodes that can completely and

reliably cover the field of interest or all the targets [8].

Overlapping of different sensor nodes coverage area may result from the random
spatial distribution of sensor nodes in the network field of interest. If we consider a
case where there is continuous sensing by a sensor nodes, there is a potential for im-
provement in terms of energy consumption if the network configuration is done right.
Therefore, the lifetime of WSN can be increased by simply taking advantage of this
unavoidable overlap in sensor nodes sensing area to improve the energy consumptions
of sensor nodes. This is attempted by dividing all sensor nodes of the WSN into spon-
sor sets based on neighboring sensor nodes coverage area. At any given time only one
sponsor set is activated to perform all the sensing operations while all the remaining
sponsor sets are put in sleep mode until the active sponsor set reach its scheduled
time (ideally at the end of its estimated lifetime). Hand off of sensing duty between
different sponsor set is determined by the sink during scheduling, and sponsor set are
assumed to become active when their scheduled time is reached. Thus, no additional

algorithm is used for waking up sponsor set when their scheduled time comes.

12



2.1.1 Point-of-Coverage WSN

WSN designs in the literature differ greatly in their characteristics and intended use.
In this thesis, we consider a large-scale WSN with sensor nodes spread out over an
area whose approximate geographic boundaries are known to the network operators.

The nature of the application determines the topology of the wireless sensor net-
work and the way in which the sensor nodes and the Sink node interact. In this
section, we describe an architecture we refer to by Point-of-Coverage Wireless Sensor
Network, thereafter abbreviated POCW.

Formally, Point-of-Coverage Wireless Network consists of a set of targets {11,
Ts,...., T,}, a set of sensor nodes {s;, s2,...., Sm}, and a Sink node. Sensor nodes
are deployed within a field of interest and each sensor node will be responsible for
monitoring a set of targets located within its sensing range. Figure 2.2 shows an
example of POCW. It may happen that a certain sensor node covers several targets,
as illustrated in the figure. Having many sensor nodes covering the same target, and
a particular sensor node covering many targets is one of the required properties of
POCW.

The traditional operational mode of POCW is to activate all the sensor nodes,
in the network, at the same time. Once an event is detected at a particular target,
a notification message from the sensor node(s) covering that target is sent to the
sink node. Although this mode of interactions sounds simple and easy, it is a costly
solution in terms of energy consumption, because redundant data are reported to the
sink when coverage areas overlap i.e. several sensor nodes cover the same target.

One way to reduce energy consumption in the POCW is then to use sponsor sets.

13
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Figure 2.2: An example of WSN application in POCW topology: The wireless sensor
nodes are tasked to monitor the battlefield targets (Troupes and Tanks). The wireless
sensor nodes send sensed data to the the sink using a wireless channel. Then, the sink
relays the data to command and control station for decision making.

These sponsor sets would be defined in such a way that each one is capable of covering
all the targets within the field of interest. A global schedule is then defined to identify
the period in which each sponsor set is to be active. Defining the sponsor sets is not
an easy task but several solutions have been proposed for this problem by introducing
different heuristic techniques (see [23]) and this task is not a part of the focus of the

thesis.
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2.1.2 Observations and Events

The purpose of a WSN is to provide sensing capabilities for detailed monitoring
of a phenomena. We will refer to the low-level readings from the sensor nodes as
Observations.

As mentioned before, the continuous operation of sensor nodes generates an over-
whelming volume of observations that need to be either transmitted to the network
user or stored somewhere in the WSN (locally or remotely). In terms of energy cost,
the transmission of these data to the sink node (or user), whether for storage or for
back up purposes is prohibitive. These operations would quickly drain the power
reserve of any sensor nodes and by extension shorten the network lifespan. However,
this likelihood can be avoided or at least reduced by observing that network’s users
are generally not interested in all available raw observations. Network’s users are
rather interested in a specific subset of observations that are meaningful when pro-
cessed. We, then, define an event to be a subset of the observation set which meet a
well-defined user criteria [24].

Events within the covered area can thus be detected by processing the observa-
tions. Events can be defined not only in terms of observations but also in terms of
other events. These events may not be in a strict hierarchy. However, some events
may be of lower level than others depending on the application and the context, and
then the lower level events may be used to define other higher level events [19].

For example, data readings from a POCW used in battlefield surveillance, like the
one shown in figure 2.2, would be observations while analysis of these observations to

detect enemy sighting on the battlefield might lead to an alert event. Furthermore,

15



continued surveillance could yield the enemy’s activity records which when processed
might show a particular increase in intensity and frequency of alert events which

would signal an imminent attack event.

2.1.3 Scalability and Robustness

2.1.3.1 Introduction

The scale of WSN is wide ranging, and it may be a factor of sensor nodes’ density
and the size of the covered field of interest. Density varies from low, with few sensor
nodes deployed, to high, with millions of sensor nodes deployed. An example of high
density is the smart dust [25]. Covered field size may be from a room size, in a house,
to a very wide physical region [1] like a continent. In any case, energy constraints are
severe since sensor nodes operate on battery power, independent of the number of
sensor nodes involved. Once the network is deployed the number of sensor nodes may
vary a lot but the network is expected to remain functional despite this variation. It
then becomes imperative to ensure robustness of the network throughout its useful
lifetime. Therefore, the network scalability and robustness must be preserved at the

same time in a WSN even though the network is distributed by nature.

2.1.3.2 Design Criteria for Scalability and Robustness

The following criteria have been suggested when designing scalable and robust WSN [19].

1. Scaling in sensor node: average communication energy cost should not signif-
icantly increase with the increasing number of sensor nodes. Nor should any

node become a concentration point of communication.

16



2. Persistence: any event record k should be available to WSN as long as it has not
been out of date despite sensor node failures and changes in the sensor network

topology.

3. Consistency: a query about event k must be routed correctly to a sensor node
v where information about k is currently stored; if v is later on replaced by
w then query should reflect this change to maintain persistence; after a node
failure, queries and stored data must be routed to the replacing sensor node

consistently.

4. Database scalability: if data are backed up, data should not be backed up at

one node.

5. Topological generality: topology should not be a limiting factor.

2.1.4 Summary

WSN allow remote but accurate monitoring of physical environment. WSN are often
deployed in inhospitable and nearly inaccessible environments. These environmental
and accessibility constraints make resource management an essential requirement.
This introduction reviewed WSN and looked at some of the issues that must be dealt
with for successful operation. The next section introduces the process of knowledge

discovery in database.

2.2 Knowledge Discovery In Database

The value of data 1s no longer 1n how much of 1t you have The value 1s 1n how quickly and how

effectively can the data be reduced, explored, manmpulated and managed

17



Usama Fayyad

This section provides a brief introduction of the knowledge discovery process.
The section is organized as follows. Section 2.2.1 provides a glimpse of the reasoning
behind knowledge discovery process. Section 2.2.2 defines the knowledge discovery
process. Section 2.2.3 describes the phases of knowledge discovery process. Finally,

Section 2.2.4 summarizes the section.

2.2.1 Introduction

According to Lyman ( 2003), if the amount of information in the world doubles
every 20 months, then the size and the number of database to store that information
probably increases at an even higher rate. In addition, information flows at such a high
rate that it cannot be viewed or analyzed by humans for the foreseeable future [26].
Consequently, the gap between information generation and information understanding
would grow quickly without the use of automated analysis tools [27]. Existing tools
consisting of computers using the same techniques as humans, like simple statistical
techniques for data analysis, take time to yield results. Therefore, there is a need
for fast and intelligent data analysis techniques. In the knowledge economy of today,
the ability to create new knowledge fast represents a competitive advantage [28] thus
timeliness is key in information analysis. This implies that information analysis should
be carried out by very powerful and intelligent computers.

The increasing number of deployed WSN, and by extension the number of deployed
sensor nodes, result in huge amount of sensed data that need to be processed. Evi-

dently, raw data must be analyzed to make data collection worthwhile. In addition,
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the size and the complexity of data transmitted by sensor nodes grow exponentially
as new sensor nodes track their environments with better precision. Analysis of this
growing volume of data is a challenging task because not only the environment sur-
rounding the sensor nodes evolves over time but also because of the complexity and
the size of gathered data [29]. From this reality comes the necessity to use computer
tools and develop new approaches that can handle large amount of sensed data and,
hence, to help us understand monitored phenomena.

The quest for knowledge has created a knowledge management practices to iden-
tify, create, represent, distribute and enable adoption of knowledge. The aim of
Knowledge management in WSN is to discover, explore, and manage knowledge em-
bedded within sensed data. Knowledge management consists of [10]: Knowledge

Repository, Knowledge Sharing, and Knowledge Discovery.

Knowledge repository is the creation, storage and management of sensed data.
Knowledge sharing involves the exchange of sensed data.

Knowledge discovery includes the analysis or the mining of data for knowledge.

The use of Knowledge Discovery in Databases in WSN is a knowledge management

effort to deal with data volume and data complexity issues.

2.2.2 KDD Definition

According to [30], Knowledge Discovery in Databases, hereafter abbreviated KDD,
describes the nontrivial process of identifying valid, novel, potentially useful, and

ultimately understandable patterns in data. This means that the ultimate objective

19



of the KDD process is to extract new knowledge from data. The process may be
iteratively refined until new knowledge is discovered.

The term knowledge in KDD emphasizes the notion of new, nontrivial, and useful
information (patterns) from data [30]. The process should result in new information
(patterns) at least to the system and more importantly to the user. Discovered in-
formation should be nontrivial in the sense that information (patterns) cannot be
obtained by simple statistical techniques. This implies that a KDD system has some
degree of autonomy for data processing and result evaluation. Finally, discovered
knowledge must be useful as to benefit the user. This means the information (pat-
terns) must be relevant and understandable in light of the WSN goals.

In practice, the above three notions are named interestingness and certainty [31].
Interestingness provides a clearer and overall measure of information (patterns) value.
It is a function of validity, novelty, usefulness, and simplicity. It can be easily de-
fined explicitly or implicitly by the user. Hence, a new information (patterns) may
become new knowledge if it exceeds some interestingness threshold. Depending on
applications, the user is able to fully define what constitute new knowledge simply
by choosing whatever functions and thresholds deemed appropriate [30]. Certainty,
on the other hand, represents the amount of faith to accord to the newly discovered
knowledge. It depends on data integrity and on the size of data samples used in the
KDD process [28]. Uncertain information (patterns) cannot be proved and is not
considered to be knowledge.

Finally, we have to keep in mind that KDD can only be a replacement option to
traditional analysis technique if its results are timely. Timeliness implies that KDD

processes should be efficient in terms of computational complexity [28]. In other
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words, the process running time must be predictable.

2.2.3 KDD Phases

According to [30] the KDD process has three main phases:
1. Data Pre-Processing
2. Data Processing
3. Data Post-Processing

Each phase comprises several steps that can be completed iteratively as illustrated
in figure 2.3.

Data pre-processing is concerned with the raw sensor data. Its main goals are
understanding the objective of the WSN, the nature of sensed data, specifying sensor
data requirements, and finally sensor data preparation. Data processing, also name
data mining or modeling, tries to extract hidden patterns from sensor data. Data
post-processing is the evaluation, interpretation, understanding, and refinement of

data mining result [13, 10].

2.2.3.1 Pre-Processing

Pre-processing is structured as follow [10]: define objective, find sensor data charac-
teristics, sensor data preparation.

First, the objective of KDD process must be understood. Once the objective of
KDD process is known, sensor data characteristics and specifications are formulated

to identify the data source, type or format, quality, etc. Domain knowledge plays
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a critical role at this stage of pre-processing. The focus is mainly on the data type
(numeric, binary, continuous, etc) of the collected data because mixed data type may
slow down the data mining phase. In addition, the data mining phase may mishandle
mixed data types by treating all data values indiscriminately [13, 11, 10]. Data quality
deals with elements of accuracy, relevance, and completeness [13, 11, 10]. The WSN

user should ensure that the quality of collected data will support the KDD objectives.
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The last element of the pre-processing is sensor data preparation.

Sensor Data Preparation is an important part of the KDD process carried out
right before data mining [13, 10]. Once the data quality and characteristics have been
assessed, significant effort is put toward the preparation of data before its analysis.
Data preparation tries to reveal the embedded content of raw data through manipu-
lation and transformation in an attempt to facilitate knowledge discovery [10].

During data preparation, sensor data are also cleaned for example by removing
outliers, duplicate, and missing sensor data [32]. In order to reduce the processing
effort, data preparation tries to significantly reduce the overall size of sensed data to
be mined to a manageable but representative sample. The reduction depends on the
KDD objective. Obviously, selecting the right data preparation criteria is critical for
the success of the following phases [32].

To highlight the importance of clean and relevant data, figure 2.4 illustrates the
KDD process steps and the relative effort typically associated with each step. As
shown, 60% of the overall effort is spent on data preparation while the actual mining
step represents only about 10% of the overall effort. Thus, data preparation is one
of the most important steps but also the most difficult and time consuming in the
entire KDD process [33].

Clearly, data preparation effort generate non negligible overhead. Consequently,
the associated costs and benefits must be estimated to justify the investment in sensor
data preparation. In this thesis, the cost and benefits respectively refer to the energy
consumed during data preparation and the discovered knowledge. Therefore, We will

propose three algorithms to minimize the energy cost of performing data preparation
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Figure 2.4: Effort Required for Each Data Mining Process Step [12], 20% of the overall
effort is spent defining KDD objectives, 60% of the overall effort is spent on data preparation
alone, 10% of the overall effort is spent on data mining, the last 10% of the overall effort
is spent on analyzing and refining mined results. Data Preparation step requires the most
effort i.e. it is the most time consuming and difficult step of the entire KDD process

for POCW.

2.2.3.2 Data Processing

Why Data Processing? Because of two reasons: The first reason is the increasing

rate of growth of new data which can no longer be dealt with in timely manner using
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traditional analysis techniques even with the help of computers. The second reason,
and the most important, is the possibility of discovering new information (patterns)
without previously formulating a hypothesis [12]. Data mining techniques provide a
mean to visualize or understand large volume of data with multiple dimensions, and
the user can specify queries in more abstract ways than currently possible [27].
Data can grow in dimensions by increasing the number of fields (attributes) and
the number of cases. The traditional approach of dealing with high-dimensional data
is the dunde and conquer method of reducing the data into blocks of lower and simpler
dimension that can be easily analyzed. However, this solution does not scale since
the number of possible combinations for dimensionality reduction grows exponentially
with the number of dimension, thus rendering the optimization of dimensionality
reduction or the grasp and view of the complete solution impossible. A better way to
overcome these hurdles uses data mining to perform the appropriate dimensionality

reductions [27].

Data Mining tries to extract hidden patterns from sensor data [13]. It is concerned
with the algorithmic means by which patterns are extracted from sensor data and
enumerated [28].

Formally we can say that gwen a set of data (facts) DB, a language L, and a
measure of certawnty C, we define a pattern as a statement S wn L that describes re-
lationships among a subset D of DB unth a certainty C, such that S 1s ssmpler than
listing all data win D. If a pattern is interesting (i.e. meets the interestingness thresh-
old) and certain enough (i.e. meets the certainty threshold), it becomes descovered

knowledge [28].
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In this thesis, sensor data are sets of observations about some target’s activities
while patterns are expressions representing a restrained description of a subset of the
sensor data [27], so extracting a pattern means finding structures in sensor data. In
general terms, this is the same as describing sensor data in some high-level language.
The space of possible patterns may be infinite [27]. This is why constraints (inter-
estingness, certainty, etc.) are used to limit data mining algorithms to patterns from
particular subspaces.

Data mining commonly involves four classes of task [30]: Classification, Clus-
tering, Regression and Association rules. Classification tries to arrange the data into
predefined groups. Clustering is considered a general case of classification. It simply
groups similar items together without using predefined groups. Regression attempts
to find a function which models the data with the least error. Finally, Association
Rules searches for correlation between data variables or attributes. Association rules

will be defined in more details later on.

2.2.3.3 Data Post-Processing

Once data mining is completed, the extracted patterns are evaluated and interpreted
because not all extracted patterns are necessarily valid. Therefore, patterns must
be tested on data sample different from the one used by data mining algorithms. If
the resulting patterns differ significantly from the data mining ones, then both the
pre-processing and the data mining phases must be refined and repeated. If both set
of patterns are similar, the final step is to interpret the patterns to turn them into

knowledge [30].
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2.2.4 Summary

As new WSN are deployed, they gather and store more data in their databases. as a
result, the questions of data exploration and analysis becomes primordial. Knowledge
Discovery in databases (KDD) is a process which seeks to extract useful knowledge
from vast Data. KDD offers the capacity to automate complex search and data anal-
ysis tasks. Data mining is the main phase in the knowledge discovery process. It
consists of the extraction of pertinent patterns hidden in data. The extracted knowl-
edge is then used in the verification of hypothesis or the prediction and explanation of
knowledge. However, KDD process cannot succeed without a good data preparation
because data preparation enhances the data and facilitate data mining. We also need
to know that several iterations of the KDD phases may be necessary to discover new
knowledge. The next section will focus on the use of KDD techniques in WSN to

identify behavioral patterns and improve their performance.

2.3 Review Of The State Of The Art

2.3.1 Introduction

This section presents the major and relevant ideas in the state of the art research in
the application of KDD process in WSN data. The section is organized as follows.
Section 2.3.2 presents the state of the art association rules in WSN. Section 2.3.3
presents the the state of the art data preparation mechanisms in WSN. Section 2.3.4

summarizes the section.

27



2.3.2 State Of Art in Association rules

This section present the major ideas in the state of the art research for discovering
association rules in WSN. These ideas are grouped according to the objectives of
association rules. Recall that association rules show patterns in sensor data which

may describe one of two things:

1. The Surrounding Environment: patterns extracted from the sensor nodes read-

ings, i.e. measurement of monitored phenomena.

2. The Sensor Behavior: patterns extracted from meta-data describing sensor

nodes behavior, i.e. about sensor nodes themselves.

2.3.2.1 DPatterns between sensor nodes environment

Several works have adapted Association Rules to WSN depending on their intended
applications. Mainly, these works have exploited the data values of the sensor nodes.
In other words, the sensor nodes readings have been the main objects of the rules.
For example, [34] considered the issue of mining association rules in data streams
generated from sensor nodes in a WSN. In [35], the authors considered the distributed
nature of WSN and proposed an in-network data mining technique that discovers
frequent spatial and temporal patterns of events. In [36], the authors proposed an
association rule mining framework that tolerates missed readings due to message loss
or data corruption during routing from sensor nodes to the Sink. In [18], the authors
proposed a light weight mining algorithm for energy conservation. the same objective

is achieved in [37] by using in network management. This serves as an illustration
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of the wide application of association rules when dealing with readings from sensor
nodes in a WSN. Patterns between monitored environment are not our main interest

for this thesis, the interest lies in patterns between sensor nodes and targets.

2.3.2.2 Patterns between sensor nodes behavior

Patterns between sensor nodes behavior capture the temporal relations between sensor
nodes based on their activities without considering their actual readings.

In [14], the authors proposed the Sensor Association Rules as a way to capture the
temporal correlation between sensor nodes in a WSN. Note that sensor association
rules differs from the association rules described in subsection 2.3.2.1 because, in
regard to sensor association rules, the sensor nodes themselves are the main objects
of the extracted rules not their readings. In addition, sensor association rules capture
the temporal relations between sensor nodes activities without considering the order in
which the events were detected. In [14], the authors also proposes a data structure,
called the Positional Lexicographic Tree (PLT), to compress sensor data and for
efficient mining of the sensor association patterns.

Also of interest is a modification to the sensor association rules named the Coverage-
based association rules, these later rules capture the correlation between a set of
locations monitored by a WSN network. The difference with respect to Sensor As-
sociation Rules is that Coverage-based Rules are patterns between locations in the
WSN’s field of interest rather than patterns between sensor nodes. The underlying
assumptions being: first, the partitioning of the field covered by the WSN into a set
of locations, each covered by k-sensor nodes, where k >= 1; and second, the election

of a location manager responsible for collecting and reporting all of the behavioral
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data sensed in each location [8].
The authors of [38] proposed another version of the sensor association rules capable
of capturing chronological patterns i.e. temporal correlation between detected events,

more specifically the order of event detection.

2.3.3 State Of Art in Data Preparation

Data preparation is an important part of KDD carried out right before data min-
ing [13]. Once the data quality and characteristics have been assessed, significant
effort is put toward preparation of data before analysis. Data preparation tries to
reveal the embedded content of raw data through manipulation and transformation
in an attempt to facilitate knowledge discovery [10].

In order to extract any type of Sensor Association Rules, sensor nodes must record
and provide their own behavioral data (meta-data) to the sink or to any other entity
responsible for mining the rules. This step is the data preparation of the recorded
meta-data, in other words, the recorded sensor nodes activities over time. The meta-
data describes sensor behaviors and are different from sensor nodes readings of the
surrounding environment. By providing this information, the sensor nodes inform the
Sink about the time slots in which events were detected.

Impacts of data preparation on knowledge discovered in terms of accuracy, com-
pleteness, relevancy, and timeliness were discussed in [13, 11]. However, the aim of
these articles was the evaluation of the impact of data preparation on the discovered
knowledge itself; and, none of these algorithms was designed to collect WSN data

for mining purpose. They did not consider the redundancy in behavioral data from
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sensor node to sensor node. These factors force the need for special data collecting
techniques for mining purpose. with special focus on how to efficiently extract the
behavioral data from resource limited sensor nodes. Behavioral data could then be
collected using existing routing protocols and data gathering algorithms.

Different mechanisms for data preparation were proposed to take advantage of
the stored sensor behavioral data. The proposed solution required storage capacity
on each sensor node to allow local profiling and processing of sensor nodes’ activities
before any transmission to the sink node. In [14, 8|, this processing involved com-
pression techniques that reduced the amount of data transmitted by each sensor node
with the stated aim of reducing the energy consumption in WSN. In the case of gen-
erating Sensor Association Rules [3, 14, 15], the authors proposed either a (i) Direct
Reporting mechanism in which behavioral data of each sensor node are transferred
to the Sink without any processing by the sensor node, or a (ii) Distributed Extrac-
tion mechanism in which more computational load is carried by the sensor nodes.
In [15], the authors proposed an in-Network Reduction mechanism that minimizes
the number of messages needed to encapsulate the behavioral data by eliminating
redundancy in those behavioral data. [38] presented a data preparation technique
for generating Chronological Patterns. The authors used a tree structure, named the
Chronological Tree structure model, to compress stored sensor nodes behavioral data.
The chronological Tree reduces the dimension of the combination and the complexity

of the sequence to be checked during data mining [38].
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2.3.4 Summary

To summarize, inclusion of energy awareness in data preparation mechanisms could
help extend the network lifetime by reducing the energy consumption associated with
data preparation. The objective of this thesis is to find energy aware data preparation
mechanisms to be used during knowledge discovery in the context of POCW.

We can see that although the importance of data preparation in the KDD process
is recognized in WSN [10, 14, 8, 39|, there is no evaluation of energy consumption
associated to data preparation stage in the context of POCW. In the next chapter we
will consider three different transmission approaches. We will begin by a description

of these approaches followed by a performance evaluation from simulations.
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Chapter 3

TARGET-BASED ASSOCIATION

RULES FOR POCW

3.1 Introduction

In this chapter, we present a special type of sensor association rules, the Target-based
association rules for Point-of-Coverage WSN. These new association rules are derived
from the Sensor Association Rules proposed in [14]. These rules may be used for
WSN management in order to improve the Quality of Services of WSN. As explained
in section 2.2.3.2, sensor association rules result from data mining.

We will also consider the data preparation step in the KDD Process. This step
features the extraction mechanisms required to collect data from sensor nodes. In our
context, data used in this process refers to sensor node meta-data, and differs from
the actual (raw) readings of the sensor nodes. We propose three different mechanisms

to be used in the data preparation step. Our objective is to minimize the energy cost
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associated to the data preparation by eliminating redundancy in transmitted data,
this effectively reduces energy cost of communication. The prepared data are then
used by the sink to generate Target-based Association Rules.

This chapter is organized as follows. Section 3.1 provides a general introduction
to this chapter. Section 3.2 outlines some of the assumptions made in the solution
development. Section 3.3 provides a brief definition for the Sensor Association Rules
and provides a formal definition of Target-based Association Rules. Section 3.4 de-
fines the proposed solutions. Section 3.5 describes the proposed low energy data
preparation mechanisms used to prepare the data needed for generating target-based
association rules. Section 3.6 outlines some of the limitations of the proposed solu-

tions. Section 3.7 summarizes the chapter.

3.2 Assumptions

Before we go any further, a number of assumptions must be made.

First, we assume throughout this chapter that the words network and WSN means
Point-of-Coverage wireless sensor network and all sensor nodes within this network
know their geographic location. This can be achieved by using one of the several
localization techniques [40, 41]. This assumption is not critical for our proposed
algorithms; however, it may be more useful for the network user to know the source
location of sensed data.

Second, we assume that each sensor node is able to establish and maintain a
communication link with the sink node until its energy reserves no longer permit

that. In field application, sensor nodes in the vicinity of the sink would use a direct
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link, while those farther away would route their message to the sink node through
some access points; then, to complete the path to the sink would require sensor nodes
to route their messages to an access point first then from there to the sink node. This
assumption is required to compare the proposed data preparation mechanisms and
to permit relative comparison with other existing data handling mechanisms.

Third, we assume that energy is a scarce commodity for all sensor nodes [1], and
that data handling algorithms should seek to minimize energy cost of communication
operations in order to extend the overall network lifetime.

Fourth, we assume each sensor node can measure its energy reserve with accuracy,
and can predict its remaining lifetime based on past activity records [42].

Fifth, we assume the existence of a reliable wireless communication link between
the sensor nodes and the sink. While the mapping between communication and energy
consumption is complicated, we will use the first order radio model described in [5].

Sixth, the database used by the mining algorithm is made from the data sent by
the sensor nodes, it is important to note that this database may be centralized in one
place (at sink node for example) or distributed (at the sensor node level).

For performance evaluation purpose, two metrics are used: the Average Energy
usage and Total Number of Message. Average Energy, computed per unit of time, is
the total amount of energy consumed in the networks in one unit of time divided by
the number of sensor nodes scheduled in that same unit of time. Total Number of
Message is the total number of messages exchanged in the WSN.

While we treat all sensor nodes as thought they have the same initial capabilities
prior to deployment, the reality may be otherwise. Here, we neglect the likely evo-

lution of many WSN into a tiered architecture. Some nodes may have very limited
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resources while others have much more significant resources (extra battery and data
storage). For example, newly deployed sensor nodes have more battery capacity and
better communication equipments due to the evolution of embedded technologies over

time.

3.3 Sensor Association Rules

An association rule is of the form If S Then P, where S is the condition of the rule
and P is the prediction. In the context of WSN, S may be a set of sensor nodes
or targets and P may be a single sensor node or target. Sensor Association Rules
attempt to capture the temporal correlation between sensor nodes of a WSN [14].
In general terms, it is the set of sensor nodes that detect events in common time
intervals. Sensor association rules are generated during the data mining phase during
the KDD Process described in 2.2.3.2. These rules may be used for WSN management
in order to improve the Quality of Services of WSN.

Recall that, in this work, we want to define behavioral patterns between the differ-
ent targets under monitoring. A direct solution would apply the same methodology
used in [3] where temporal relations are defined between the sensor nodes in the

network. However, this solution is not optimal because:

1. Sensor Association Rules captures relations between all the sensor nodes of the
WSN, but we are instead interested in capturing patterns between a sets of

targets in a POCW.

2. Generating Sensor Association Rules requires the sensor nodes to be always ac-
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tive but this would limit our ability to use energy-aware data gathering mech-

anism.
3. A redundant data would be delivered to the Sink.

These three concerns point to the need of a more appropriate framework for cap-
turing relations among targets in the context of POCW. In the next section, we
propose the Target-based Association Rules as the main framework to generate be-

havioral patterns among a set of targets in POCW.

3.4 Solution Definition

In this section, we present the Target-based association rules for POCW. This form
of association rules attempts to capture the temporal correlation between targets
present in the field of interest of a POCW, or simply the set of target that are active
in common time intervals. Such rules can be used for surveillance and target tracking

applications.

3.4.1 Target-based Association Rules Formal Definition

Target-based association rules are based on the common intervals of events occur-
rences at the targets. In order to generate association rules between a set of targets,
we have to collect behavioral data that describes the activity of these targets over
time. We now present a formal definition for all the main concepts needed to generate
Target-based association rules.

Let T = {1}, T5,....T,,} be a set of targets in a particular POCW field of interest.
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Let S = {s1, $2....8m} be the set of sensor nodes deployed within this field. We assume
that each sensor node is responsible for covering a set of targets in the network. We use
the same parameters used in [3] to define Sensor Association Rules. Those parameters
were the slot size (), the historical period (T_his), and the minimum support.

To be able to generate these association rules, time is assumed to be divided into
a set of time slots of size A each. The historical period (7"-his) is the period of time
to profile the targets’ activities in other word how long the targets’ behaviors should
be recorded, and it is determined by the application or the user. Each sensor node is
respounsible for profiling the activity of all targets within its coverage area. To record
these profile for later analysis, sensor nodes maintain a set of storage buffers, one
for each covered target. These buffers, referred to as behavioral buffers, are used to
encode the time periods (more specifically the time slot numbers) in which activities
were detected at each target. Each buffer contains an entry for each time slot within

the given historical period, therefore, each buffer will have a size equal to (T _his/\).

Table 3.1: Target T, Behavioral Buffer

During sensing operation, once activity is detected from a particular target, the
sensor node takes the buffer reserved for that active target and set the buffer entry
corresponding to the current time slot. For example figure 3.1 shows the content of
a buffer corresponding to an arbitrary target 7, profiled by sensor S, (of length 6).

This buffer shows that activities have been detected at target T, at time slots 1, 4,
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and 6 because the first, fourth and sixth entries of that buffer have been set.

BT1 010001
é 52

BT2 000001
T2

BT1 010001 BT 010001

BT2 aoodgoi
BT3 100000
BT4 000000

BT3 100000
T4 000000

Figure 3.1: POCW Network with Sensor Nodes Showing Recorded Target Profiles, Point-
of-Coverage Wireless Sensor Network, T;, : Target n, Sy, : Sensor Node m, Sink : Sink
Node. Each Sensor Node Maintains a Buffer for All Covered Targets

Figure 3.1 illustrates the concept of target profiling. We have a set of targets
{T1, T», T3, Ty} and a set of sensor nodes {S;, S2, S3, S4} deployed to monitor
the targets. We can see that sensor node S covers target {71} only, while Sy cover
targets {T1, Tu, T3, T4}, and so on. We can also see, from the same figure, the
content of behavioral buffer corresponding to an arbitrary target T, profiled by sensor
S,. For example, the S; buffer shows that activities have been detected at target T3
during the time slots 1 and 6 because the first and sixth entries of that buffer have
been set. This figure also illustrates the redundancy of the data that may exists for

each target in the field.
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Definition 1. Let T, be a target wn a particular POCW. AS(T,) = {t1, t2,..., tm},
such that m <= (T_-ms/A) and Br(t,) =1, for all 1 <= j <= m, 1s then defined

as the Actunty Set of Target T,.

Definition 2. A Target Behaworal Database (T'D) 1s defined as the set of targets,

covered by a particular WSN, along with thewr Activity Sets.

The following table shows an example of a Target Behavioral Database which is
the database used by the mining algorithms. It is made from the data sent by the
sensor nodes (i.e target buffer contents), it is important to note that this database
may be centralized in one place (at sink node for example) or distributed (at the

sensor node level).

Table 3.2: Target Behavioral Database for the POCW shown in Figure 3.1

Target | Activity Set
T {2,6}
Ty {6}
T {1}
T, {0}

Definition 3. P = {11, T5, ..., Ty}, such that P C T, defines a pattern of targets.

Definition 4. The support of pattern P = {Ty, Ty, .., T,,} wn the Target Behawvioral
Database 1s defined by the cardinality of the set that 1s produced by intersecting all the

actwvity sets of the targets in this pattern.
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Support(P) =| (] AS(T)|

vi,eP

Definition 5. A pattern P 1s said to be frequent if its support 1s greater than or equal

to a grven mantmum support.

Definition 6. Target-based association rule 1s defined as the implication P = P”

where PP C T, P’ C T, and PPN P" = ¢.

Definition 7. The support of the Target-based association rule (P’ = P") 1s defined
as the support of the pattern (P'U P") wn the Target Behavioral Database, while the

confidence of the rule s defined by:
Conf(P' = P") = Support(P' U P") / Support(F’).

Knowledge Discovery in a target behavioral database is the process of generat-
ing all the Target-based association rules that meet a pre-defined minimum support
and confidence percentage. In the next section, we will focus on data preparation

mechanisms to be used in the process of creating Target behavioral database.

3.5 Target-Based Association Rules Data Prepa-

ration

Assuming the network has been deployed and all its elements initialized without a
problem. Then, the sink knows how many sensor nodes are working as expected,

their position and the position of targets in the field of interest.
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First, the sink must divide sensor nodes into two Sponsor Sets. Recall that sponsor
sets are disjoint groups of sensor nodes that completely and reliably cover all of the
targets that must be monitored by the POCW. There is no restriction on the number
of targets that any sensor node is allowed to cover and not all sensor nodes must
be used provided all the targets are covered preferably without coverage redundancy.
The method used for sensor nodes grouping is the one defined in [23]. Second, the
sink schedules these sponsor sets for target monitoring, each sponsor set is scheduled
for only half of the total historical period. The first sponsor set is scheduled for the
first half of the historical period and the second sponsor set is scheduled for the second
half.

In order to generate any Target-based Association Rules, the sink maintains target
behavioral database which encode the activity set of all targets. The data in these
database may be prepared either at the sink level or at the sensor node level. If the
data is prepared at the sensor node level, the last step of data preparation would then
involve the actual transmission of the prepared data to the sink where data mining is
performed. Inclusion of energy conservation in data preparation mechanisms would
help extend the network lifetime simply by reducing the energy consumption asso-
ciated with data preparation. Toward this end, we propose three data preparation
mechanisms for mining Target-Based association rules in POCW. We refer to these
mechanisms by All-Nodes, Schedule-Buffer, and Fused-Schedule-Buffer data prepara-
tion mechanisms. All three mechanisms take into account the sensor nodes scheduling

and exploit the nature of POCW to reduce energy cost of data preparation.
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3.5.1 All-Nodes based Data Preparation Mechanism

This mechanism is similar to the Direct Reporting mechanism proposed in [3] for col-
lecting the data needed to generate Sensor Association Rules. Recall that POCW uses
sponsor set to schedule its sensor nodes, and that only one sponsor set is scheduled
for active duty at any one time. The scheduled sponsor set monitors the activities of
all the targets during its scheduled period of activity.

The All-Nodes based Data Preparation mechanism requires each sensor node in
the scheduled sponsor set to be always active. Sensor nodes are assumed to have no
storage buffers to record sensed data; therefore, no data pre-processing is performed
prior to reporting detected event to the sink. Each time an active sensor node detects
activity from one of its covered targets, it immediately sends to the sink a notification
message carrying the time stamp of the observation time along with the target identi-
fication. The Sink accumulates all these messages over the historical period and uses
them to construct the Activity Set of all the targets. Once the full activity sets for
all the target are obtained, the sink creates a link to that Activity Set in the target
behavioral database. Then data preparation is performed by the sink from the target
behavioral database. Algorithm 3.5.1 shows a formal description of the All-Nodes
data preparation mechanism.

Although the All-Nodes data preparation mechanism sounds simple and no over-
head is put on sensor nodes, it is a costly solution in terms of energy consumption
considering the energy constraints of sensor nodes. Generally, all transmitted ob-
servations will not be used in the formulation of the Target-based association rules

because some of these targets activities may not be interesting. Recall that the ob-
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jective of data preparation is to reduce the size of data to be mined to a manageable
sample, and that the application wants to capture highly interesting association rules
only. Clearly, this is not the case because every observation data is transmitted to
the sink. In fact, no data preparation is done in the sense of reducing the transmitted
data for efficiency or energy conservation. It is the sink node that has to perform the

actual data preparation before data mining.

Algorithm 3.5.1 All-Nodes Data Preparation
Initialize Database;

Upload data parameters;
while Network is Active do
for Each Sensor Node do
Target Monitoring and Reporting;
end for
for Each reported message M do
Maintain Database
end for

end while

Algorithm 3.5.1 is further explained below starting with algorithm 3.5.2 that main-
tains the target behavioral database (TD) as explained in the definition of Target-

based association rules.

Next, algorithm 3.5.3 is used by the sink to upload the mining parameters into

the sensor nodes in the network.

Then, algorithm 3.5.4 is used by sensor nodes to monitor and report their covered
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Algorithm 3.5.2 Initialize Database
Sink Node:

TD = TargetDatabase;
T = SetofCoveredT arget;
for EachT, € T do
B(T,) = Behavioral Buffer of Target T;;

end for

Algorithm 3.5.3 Upload data parameters
Sink Node:

Broadcast global schedule;

Broadcast mining parameters = { Tp,st, A, min_sup };

targets.

Algorithm 3.5.4 Target Monitoring and Reporting

Sensor Node:
Tsehe = Scheduled Time;
while Current Time < Time + Tg.p. do
if Event is detected then
Time Stamp = Current Time
M = { Sensor id, T;, Time Stamp};
Send M to the Sink;
end if

end while

Finally, the algorithm 3.5.5 is used by the sink to update information in the target
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behavioral database (TD).

Algorithm 3.5.5 Maintain Database

Sink Node:
Upon receiving all sensor nodes messages;
for Each message do
Extract T, and Time Stamp;
Slot Number = CurrentTime/\);
if B(T,)[slot Number] not set then
Set B(T,)([slotNumber]);
AST, = The Activity Set of T;;
Insert {ASt,, TD };
end if

end for

Clearly, the All-Node based data preparation mechanism does not meet the energy

reduction requirement. A better solution must consider and exploit the nature of the

WSN at hand during data preparation in order to reduce the amount of observations

transmitted to the sink. We already know that the WSN at hand is a POCW, and

that all transmitted observations are not useful for data mining. In addition, the

reported observations may be redundant if there is overlap in coverage area of sensor

nodes in the same sponsor set.

The next two mechanisms will try to reduce data redundancy and energy consump-

tion by coordinating data preparation activities among sensor nodes in the same spon-

sor set. Sensor nodes must store and pre-process sensed data to reduce the amount of
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required transmission. The two mechanisms are referred to by Schedule-Buffer data
preparation mechanism and Fused-Schedule-Buffer data preparation mechanism. The
first mechanism considers sensor data collected during individual sensor node schedule
time. Generally, the schedule time of a sensor node is less than the historical period,
and allows only partial profiling of a target. The complete profile is only available
when partial profiles of a target are integrated. The second mechanism fuses partial
profile from individual sensor node so as to get a profile for the entire historical period

at the sensor node level.

3.5.2 Schedule-Buffer based Data Preparation Mechanism

This mechanism redefines the All-Nodes data preparation mechanism by taking ad-
vantage of the grouping of sensor nodes into sponsor sets. We know that some targets
may be covered by several sensor nodes in the field. With the All-Nodes data prepara-
tion mechanism, each sensor node in the scheduled sponsor set reported the activities
of all their covered targets. Hence, targets covered by several sensor nodes were
reported more than once. This resulted into redundant data at the sink.

The Schedule-Buffer based Data Preparation Mechanism eliminates this redun-
dancy by making sure that each target behavioral profile is reported only by a single
sensor node. This condition requires the sink to tell all sensor nodes of the scheduled
sponsor set what subset of all of their covered targets to report. More importantly, the
target profile is reported only if it meet the minimum support i.e. the interestingness
threshold. Algorithm 3.5.6 gives a formal description for this mechanism.

Algorithm 3.5.6 is further explained below starting with algorithm 3.5.7 used by
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Algorithm 3.5.6 Schedule-Buffer based Data Preparation

Upload data parameters;
while Network is Active do
for Each Sensor Node do
Target Monitoring;;
Report Target Activity;
end for
for Each received message M do
Extract Activity Set AST, ;
Insert { ASt,, TD };
end for

end while

the sink to upload the mining parameters into the sensor nodes in the network.

Algorithm 3.5.7 Upload Data Parameters
Sink Node:;

Broadcast global schedule;

Broadcast mining parameters { Thist, A\, min_sup };

Each sensor nodes decides what to do according to algorithm 3.5.8.

Target monitoring consist of observing the target behavior and recording any
observation using algorithm 3.5.9.

When reporting recorded target activities sensor follows algorithm 3.5.10.

Contrary to the All-Nodes data preparation mechanism, sensor nodes are assumed

to have storage space to record targets’ activities. The presence of storage allows
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Algorithm 3.5.8 Target Monitoring

Sensor Node:;

Upon receiving mining parameters and schedule Time;
while Healthy do
if Scheduled then
Observe Covered Targets;
end if
if Not Scheduled then
Go into Sleep Mode;
end if

end while

limited pre-processing of collected data at the sensor node level before transmission
to the sink. In addition, we assume that there is no direct collaboration between
sensor nodes, that sensor nodes know the mining parameters, and that there exists a
global schedule defined by the Sink. The global schedule defines the schedule time for
each sensor node (i.e. the period in which the sensor node should be active). Also,
the sink ensures that each target’s profile is reported only once i.e. each target must
be monitored by only one sensor node in the scheduled sponsor set. The sink select
the targets to be covered by each sensor node from the set of all covered targets based
on how close the target is relative to the sensor node. Sensor nodes only monitor and
report behavioral profiles of its assigned targets. Once the targets to be monitored
are known, each sensor node then maintains a set of buffers, one for each monitored
target. Each buffer contains a buffer entry for each time slot in the given historical

period.
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Algorithm 3.5.9 Observe Covered Targets

Tsche = Scheduled Time; Time = Current Time;
T = SetofCoveredT arget;
for Fach T, € T do
B(T;) = Behavioral Buffer of Target T;;
end for
while CurrentTime < Time + Tsepe do
if event is detected then
Slot Number = CurrentTime/\)
Let T, be the target where event is detected and B(T;) is the corresponding buffer;
if B(T,)[slot Number] not set then
Set B(T,)([slot Number]);
else
Do nothing;
end if
end if
end while

Report Target Activity;

During the scheduled time, once activity is detected from a particular target,
the sensor node retrieves the buffer reserved for that active target and set the entry
corresponding to the current time slot. At the end of the scheduled time (which
in this case corresponds to half of the historical period), each sensor node scans its
buffers to count the number of entries that were set. If the count meets or exceeds

the minimum support, those buffers are prepared and sent to the Sink.
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Algorithm 3.5.10 Report Target Activity

Sensor Node:;

Require: End of scheduled time reached
for each target T, within the sensor’s coverage do
AS(T,) = The set of time slots that have set bits in B(T;);
if cardinalityof AS(T,) > mun_sup then
M = { Sensor id, T,, AS(T,) };
Send M to the Sink;
end if

end for

Without explicit collaboration among sensor nodes, the sink must task the sensor
nodes in way that ensures that any complete target behavioral profile that meet
the minimum support is always reported. The problem is that the complete target
behavioral profile is obtained by merging partial behavioral profiles from two sensor
nodes grouped in different sponsor sets. On one hand, one partial profile is reported
from the sensor node scheduled in the first half of the historical period and the other
partial profile from the sensor node scheduled for the second half of the historical
period. There is no guarantee that if one sensor node reports a particular target’s
partial behavioral profile then the other sensor node does the same so that the sink
has the complete behavioral profile of that particular target. Such case could occur if
a target is particularly very active in one half of the historical period only and almost
inactive in the other half. This means that, a sensor node scheduled when the target
was not very active may not report its partial profile even thought the two partial

profiles would meet the minimum support once combined.
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The absence of collaboration makes the reporting less efficient. Each sensor nodes
must report its partial profile independently without the knowledge of whether the
complete profile meet the minimum support or not since they only have a half of the
profile. But how to ensure that the needed partial profile is sent to the sink? Since the
sensor node does not know before hand which target profile will meet the minimum
support, the minimum support is reinterpreted as shown in equation 3.1 to ensure
that unreported target behavioral profile are those ones that would never be used
even if reported because combining those partial profile to their matches would result

in a complete target behavioral profile which does not meet the minimum support.

0, for M < le 50%
Number of Set Entries > (3.1)

(MT) — (%T), for M > 50%

This equation means that, given a historical period of 7" time slots and a minimum
support M as percentage of the historical period, any complete target profile whose
behavioral buffer has at least MT set entries meet the minimum support. Since the
historical period is divided into halves, the sensor nodes profiling the target would
consider target’s behavioral buffer with at least %(M T') set entries. But, this condi-
tion is not enough because of the implied assumption that the total number of each
targets activities is distributed equally over the two half of the historical period. This
is clearly not the case since we have already assumed that targets’ activities are ran-
domly distributed. A more complete condition is to assume that the other sensor node
may have from 0 to %T set entries. Recall that there are two sensor nodes monitoring
each target, one sensor nodes for each half of the historical period. If the number of

set entries is 0, then the complete profile can only meet the minimum support of less
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than 50%. Whereas, if the number of entries is %T, the complete profile will meet at
least a minimum support of 50% and meet any minimum support beyond provided
the other sensor node has at least (MT) — (%T) set entries. Therefore, if sensor nodes
report using these two conditions, the sink will be able to construct all the complete
target behavioral profiles that meet the minimum support.

Two important remarks must be made here. First, if only one partial profile is
reported to the sink, the sink assumes that the complete target profile does not meet
the minimum support. However, the sink does not know whether that is true or
not because the absence of a partial target profile may be a result of communication
problems too. In practical situation, the sink would be sent a notification message
about the existence or not of any recorded partial profile. Second, equation 3.1
is transparent to the sink. It is only used at the sensor node level when deciding
whether to report recorded targets’ activities because sensor nodes have only access
to incomplete targets data. In other word, this equation does not change the minimum
support level set by the sink. It is only for implementation purpose, although the
sink may be aware of it if the user of the network wishes so.

A better alternative to Schedule-Buffer based Data Preparation Mechanism would
require the collaboration of sensor nodes grouped in different sponsor sets in order to
ensure that both sensor nodes report when necessary. If the sensor node in the first
sponsor set reports a target behavioral profile, so should the sensor node in the second
sponsor set. This way the two sensor nodes would make sure the complete profile
obtained by combining their two partial profiles meet the minimum support before

reporting. In the end collaboration would result in even less message transmission.
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3.5.3 Fused-Schedule-Buffer based Data Preparation Mech-
anism

The Fused Schedule-Buffer data preparation mechanism is an improved version of
the Schedule-Buffer based data preparation mechanism. The improvement consists
in allowing sensor nodes to collaborate with one another during data preparation.
The collaboration is of simple form: each sensor node sends recorded partial target
behavioral profiles to the one scheduled next and so on until the complete profile is
obtained for the desired period of time. Algorithm 3.5.11 gives a formal description

for this mechanism.

Algorithm 3.5.11 Fused-Schedule-Buffer based Data Preparation
Upload data parameters;

while Network is Active do

for Each Sensor Node do
Target Monitoring;
Report Target Activity;

end for

for Each received message M do
Extract Activity Set AST, ;
Insert { ASt,, TD };

end for

end while

In addition to the same assumptions used to define Schedule-Buffer based Data
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Preparation Mechanism, we assume the existence of direct collaboration between
sensor nodes in different sponsor sets. This means that not only does each sensor
nodes in a sponsor set know which targets whose activities it must monitor, record,
and report to the sink but also each sensor nodes knows first hand what other sensor
nodes (in a different sponsor sets) cover the same targets. Collaboration ensures that
sensor nodes are provided with more information about the targets during the lifetime
of the network for better performance. In facts, the sensor nodes progressively learn
more about the monitored targets. In this case, sensor nodes learn about targets’
past behavior before they begin to profile that same target.

This learning is done as a handoff mechanism at the end of the sensor nodes’
scheduled time. When the end of the scheduled time is reached, one of the following
two options is selected: The first option is used when the end of the scheduled time
does not correspond to the end of the historical period. In such a case, the sensor
node sends all of its target buffers’ content to the next-sensor node scheduled to take
over the monitoring activities of the same targets. However, target buffers’ contents
may be sent to one or several sensor nodes depending on how many sensor nodes are
in a sponsor set. During this process, sensor nodes again use equation 3.1 to find out
whether it is appropriate to send. The second option is used when the end of the
scheduled time corresponds to the end of the historical period. At this moment the
target buffers contain the activity record of all the targets for the complete historic
period. Therefore, the scheduled sensor nodes can prepare and send the complete
behavioral profiles to the sink. This time, the sensor nodes do not need to use
equation 3.1 when reporting because only sensor nodes scheduled as stated in the

first option use that equation to determine whether recorded targets’ profiles would
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meet the minimum support.

The implication for our experiments is that only those sensor nodes from the
sponsor set responsible for monitoring the second half of the historical period will
report the targets’ activities to the sink. This is because we only have two sponsor
sets, each one scheduled for half of the historical period. The targets’ activities
recorded by the first sponsor set, which is responsible for monitoring the first half of
historical period, are sent to the sensor nodes in the second sponsor set at the end of
the first half of the historical period. Remember that sensor nodes from each sponsor
set know in advance the sensor nodes from the other sponsor set which monitor the
same set of targets. Then sensor nodes in the second sponsor set combine the partial
target behavioral profiles received from the first group of sensor nodes with their
recorded ones to obtain the complete target behavioral profiles. At the end of the
second half of the historical period, the sensor nodes in the second sponsor set must
report the targets’ activities detected throughout the entire historical period provided

the minimum support is met.

Algorithm 3.5.12 Upload Data Parameters
Sink Node:

Broadcast global schedule;

Broadcast mining parameters { Th;st, A, min_sup }

Further improvement to both Schedule-Buffer and Fused-Schedule-Buffer based
Data Preparation Mechanisms is possible if the scheduled sensor nodes are allowed
to predict whether or not the complete profile will meet the minimum support re-

quirement. In the case the scheduled sensor node predicts that the next-scheduled
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Algorithm 3.5.13 Target Monitoring

Sensor Node;:;

Upon receiving mining parameters and schedule Time;
while Healthy do
if Scheduled then
Given Set of Covered target T = {T,, Tp,... T;} respectively
Then Spezt = {Sa, Shb,-.. Si} is set of the sensor node next-scheduled to monitor
target T';
Observe Covered Targets;
end if
if Not Scheduled then
Go into Sleep Mode;
end if

end while

sensor node will meet the minimum support, then it would send its partial profile to
the next-scheduled sensor node. Otherwise the sensor node will not send the partial
profile of the target, instead it will notify the next-scheduled sensor node to either
not bother sending its own partial profile or to start over the partial profiling with

new mining parameters.

3.5.4 Generalization to Multiple Sponsor Sets

So far we have assumed the number of sponsor set to be limited to two sponsor sets.
However, if any WSN is expected to last several years after the initial deployment

and if throughout that lifetime several sensor nodes are continuously replaced by new
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Algorithm 3.5.14 Observe Covered Targets

Tsche = Scheduled Time; Time = Current Time;
T = SetofCoveredT arget;
if Waking up then
Upon Receiving M from previous sensor nodes;
AS(T,j = AS(T,) extracted from M.
end if
for Fach T, € T do
B(T;) = Behavioral Buffer of Target T;;
end for
while CurrentTime < Time + Tgche do
if event is detected then
Slot Number = CurrentTime/\)
Let T, be the target where event is detected and B(T}) is the corresponding buffer;
if B(T,)[slot Number] not set then
Set B(T,)([slot Number);
else
Do nothing;
end if
end if
end while

Report Target Activity;

ones, it is thus normal to make new sponsor sets to include the newly deployed sensor
nodes. Hence, the number of sponsor set may be significantly higher than two during

the network lifetime. An alternative is to have one sponsor set in which failing sensor
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Algorithm 3.5.15 Report Target Activity
Sensor Node:;

Require: End of scheduled time reached
if Current Time = Time + Historical Period then
for each target T, within the sensor’s coverage do
AS(T,) = The set of time slots that have set bits in B(T,) + AS(T;,);
if cardinality of AS(7,)> min_sup then
M = { Sensor id, T;, AS(T}) };
Send M to the Sink;
end if
end for
else
for Each Target T, within sensor coverage do
AS(T,) = The set of time slots that have set bits in B(T;) + AS(T},);
M = { Sensor id, T, AS(T;) };
Send M to S, i.e next-scheduled sensor;
end for

end if

nodes are removed and new ones added. In practical cases, each sensor node would
be scheduled for a very small period compared to the historical period needed to
adequately profile any target.

Equation 3.1 was not valid for minimum support less than 50% because the sched-
uled time was 50% of the historical period. In order to be valid for lower minimum
support levels, the scheduled time has to be significantly smaller that the historical

period. Therefore, for a historical period of T, time slots and the sensor node is
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scheduled for time T, the equation 3.1 becomes valid for minimum support M greater

than * 100% then equation 3.1 becomes
hist
0, for M < le # * 100%
Number of Set Entries > ot (3.2)
1
(MT) — (§T), for M > ZI— % 100%

The smaller the scheduled time is, compared to the historical period, the smaller

the minimum support level that can be used with the above equation.

3.6 Proposed Solution Limitations

Before we discuss the implications of our research, it is appropriate to mention its
limitations.

The data preparation mechanisms proposed here may not be generalized to all
WSN topologies where data mining is to be carried out. Furthermore, we only explore
the energy aspect of data preparation and we have assumed this aspect does not affect
the results.of data mining as such only a framework of Target-based association rules
has been proposed thus the actual data mining is not part of this thesis.

Another limitation is the way sponsor set have been used in the experiment. It
is assumed that all sensor nodes in the same sponsor set stop working almost at the
same time which is unlikely in practical cases because each sensor node perform its
duty at different rate (different target activity rate and different number of covered
targets). Instead of having a fixed number of sponsor set, it is wiser to have one

sponsor set in which sensor nodes are added to replace failing or failed ones. The
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proposed mechanisms would then concern only those sensor nodes to be replaced and
the new ones.
Despite these limitations, this study will demonstrate the impact of the proposed

data preparation mechanisms on the network performance.

3.7 Summary

Target-based Association Rules is a Knowledge Discovery technique designed specif-
ically for POCW. In contrast to Sensor Association Rules, Target-based Association
Rules discovers the correlation between the set of targets covered by the network. The
activity set of each target is extracted from the sensor nodes covering that target.
Three mechanisms for preparing the data needed for generating these rules have been
introduced, namely: the All-Nodes, the Schedule-buffer, and the Fused-Schedule-

buffer data preparation mechanisms.
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Chapter 4

PERFORMANCE EVALUATION

This chapter provides the performance evaluation of the data preparation mechanisms
used for mining Target-Based Association rules data miner.

The chapter is organized as follows. Section 4.1 introduces the testing methodolo-
gies used to evaluate the performance of the proposed solutions. Section 4.2 presents
a performance evaluation of the proposed solutions. Section 4.3 summarizes the chap-

ter.

4.1 Solution Testing

4.1.1 Introduction

The solution implementation has been divided into three parts for comparison pur-
pose. The first part is about an existing benchmark that we refer to as All-Node direct
reporting. The second part is termed Schedule- Buffer direct reporting, and the third

part which is a modification of the Scheduled-Buffer direct reporting is named Fused-
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Schedule- Buffer direct reporting. In the All-Node direct reporting, the sensor nodes
in a sponsor sets monitor the activities of all covered targets during their scheduled
time. Each sensor node report the recorded targets behavioral data following the All-
Node data preparation mechanism. In the Schedule-Buffer direct reporting, sensor
nodes report the recorded targets behavioral data following the Schedule-Buffer data
preparation mechanism. Finally, in the Fused Schedule-Buffer direct reporting, sensor
nodes report the recorded targets behavioral data following the Fused-Schedule-Buffer
data preparation mechanism.

Darect reporting means that a sensor node is able to send its messages to the
sink and no further processing is done while the message is on the way to the sink.
We will use wireless connection for all communications between sensor nodes and
the sink. For this matter we selected the first order radio model presented in [5].
simulation parameters used in our simulations are summarized in table 4.1 and are
used to computed consumed energy during data transmission and handling. A more
efficient and practical transmission scheme would involve a multi-hops scheme but

this alternative was not considered so far for our analysis.

4.2 Performance Evaluation

To prove that our solution solved the problem defined in the research problem state-
ment section, we now present the performance evaluation of the proposed data prepa-
ration mechanisms: this section presents a comparison of the performance of the
POCW during the data preparation process using All-nodes, Schedule-buffer and

Fused-Schedule-buffer based data preparation mechanisms.
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Recall that the main goal of the proposed algorithms is to improve energy efficiency
of the KDD process in the context of WSN. We know communication consumes
most energy and we set out to define mechanisms that limit these costs as much
as possible. Of the entire KDD process, one particular phase drain most energy
at the sensor level. this is the transmission of data prior to data processing (data
mining) at the end of data preparation in the pre-processing phase. We simulated
three different mechanisms as described in the previous section and we now present
their performance.

We have selected simulation parameters according the intended application of
POCW which require deployment over large area hence the presence of a large number
of targets and sensor nodes, because the sensing range may vary from a very short
distance to long distance we have also varied the sensing range of the used sensor
nodes. The sampling rate (slot size) was selected to be a minutes for tractability and
the energy parameters were from commonly used components of sensor nodes.

The metrics used to evaluate the performance of the network are: the number of
messages needed to report the activity sets to the Sink, and the average energy con-
sumptions per sensor node. We considered two main sources for energy consumption:
transmission energy and energy cost to maintain storage buffer at the sensor node
level (i.e., the energy consumption for read, write and erase operation) as listed in
Table 4.1. The metrics were measured from the simulation of the three data prepara-
tion mechanisms using the simulation parameters listed in table 4.1. We assume that
all the sensor nodes have the same sensing range R and transmission range 7', where
T > R and R is greater or equal to the average distance between two consecutive

targets to ensure overlap in sensor covered targets. Each node uses its full sensing
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Table 4.1: Simulation parameters used in the performance evaluation of the proposed
three data preparation mechanisms. The energy parameters were selected from components

commonly used to build sensor nodes

Parameter Value
Grid Area 500 x 500
Number of Sensor 500, 1000, 5000
Number of Targets 64, 128, 320
Sensing Range 15, 63, 150 m
Minimum Support 10%, 50%, 90%
Historical Period 5 Days
Slot Size 60 sec
Message Size 77 480 kbits
Read, Write, Erase from flash 77 | 0.017uJ/Byte
Transmission, Receive Energy 77 50 nJ/bit
Transmitter’s Amplifier 77 100 pJ/bit/m?

coverage for target monitoring, but its effective sensing range is limited to a fraction
of its maximum transmission range. For target activity prediction, we assume that
target observations would obey a Poisson distribution [24]. However, it is possible to
modify these parameters depending on applications and sensor specifications respec-
tively. Three different minimum support, 0%, 50%, and 90% minimum support, were

used to transmit the sensed data to the sink. each sensor was then expected to report
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only if detected activity sets meet the minimum support criteria.

Targets are assumed to be located at fixed points in a square grid of 500x500
meters. 64, 128, and 320 targets have been used and 500, 1000, 10000 sensor nodes
deployed randomly. To evaluate the energy consumption of these three mechanisms,
we have used the first order radio model introduced in [5]. According to that model,
equation 4.1 estimates the energy consumption for sending a k bit message across
distance d meters. E,.. is the energy consumption used to run the transmitter and
the receiver which is estimated to be 50 nJ/bit ??. E,,, = 100 pJ/bit/m? is the
energy consumption for the transmitter’s amplifier ?7. In our experiments, we have
assumed that k = 480 bits and d was varied from 15m, 30m and 63m. Equation 4.2
shows the energy consumption of running the receiver circuit. In addition to the
transmission and receiving costs, there is an extra cost of running the storage devices
used with Schedule-buffer and Fused-Schedule-buffer mechanisms. We have assumed
the use of a Toshiba 16MB NAND flash memory that costs 0.017uJ to read, write,

and erase a byte of data [43, 44].

ET)((IC, d) = Eelec x k + Eamp * k % d2 (41)
ERX(k) = Eelec * k (42)

The performance evaluation was divided into three experiments, One for each data
preparation mechanism, essentially each experiment achieves the same objectives but
using different data preparation mechanisms and simulation parameters.

The first experiment simulated the All-Nodes data preparation mechanism. The

second experiment simulated the Schedule-Buffer data preparation mechanism. Fi-
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nally, the third experiment simulated the Fused-Schedule-Buffer data preparation
mechanism. The network sensor nodes are divided into two sponsor sets. Each spon-
sor set is then scheduled for only half of the total historical period. The first sponsor
set group is scheduled for the first half of the historical period, and the second sponsor
set is scheduled for the second half.

In the All-Nodes data preparation mechanism simulation. All sensor nodes of the
scheduled sponsor set monitor all targets within their coverage. Once an activity is
detected at one of the targets within coverage, the responsible sensor node immedi-
ately reports that activities to the sink. The overall number of messages sent to the
sink node were computed on daily basis while the average energy consumption per
node were computed at the end of the historical period. The second and the third
experiment were different from the first in the operating mode. The difference is that
sensor nodes used in the second and the third simulation are assumed to have storage
buffers. The buffers allows the sensor node record target activities and to perform
data preparation on these data. Sensor nodes only monitor a specific set of targets
(the selection of which is done by the sink) and data preparation and transmission to
the sink are performed at the end of the scheduled time. The third simulation differs
from the second in the way sensor nodes report detected activities to the sink. In the
second experiment, all sensor nodes report the recorded target activities to the sink
while in the third experiment only those in the second sponsor set report to the sink.

The target activities detected by sensor nodes of the first sponsor set are sent to
the sensor nodes of the second sponsor set at the end of the first half of the historical
period. Remember that, sensor nodes from each sponsor set know in advances the

sensor nodes from the other sponsor set which monitor the same set of targets. The
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sensor nodes in the second sponsor set combine the activity records received from the
first group of sensor nodes together with their own to get the full historical period.
Then at the end of the second half of the historical period, sensor nodes of the second
sponsor set report the target activities detected throughout the entire historical period
provided the minimum support is met. This mechanism is expected to further improve
the network performance. The proof comes from the Cauchy-Schwartz inequality in
linear algebra which can be interpreted in this case as two forms of learning. In this
case sensor nodes learn about the past target behavior before they begin to profile
that same target too. This learning is done as a handoff mechanism at the end of the
scheduled time.

The simulation program was done using Matlab 2007 because of familiarity with
this software package. A description of the WSN to be used with all the required
parameters and tasks that must be performed on the WSN are specified in a script
file named Main Program. Structure array class built in Matlab was used to build
the WSN network structure which is composed of 3 layers. This structure allows easy
manipulation of WSN parameters. The first layer is the WSN itself and includes the
sink node, the second layer is the collection of sensor networks nodes and the third
layer is the collection of the targets nodes.

We created a Main Program that consists of several other small Matlab functions
used to create the wireless sensor network first, then perform all the tasks by calling
different functions. Within Main Program, three identical WSN are created with the
same parameters (same number of sensor nodes and targets, same level of energy re-
serve, all nodes and targets have the same spatial positioning in the network, sensor

nodes with same names in each of the networks covers the same set of targets, the
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only difference is the length of their scheduled activity period which consequently

determine the extent of their historical record).

The main program builds a WSN by specifying all required parameters. The
following parameters were given to implemented WSN: the name of the WSN net-
work, the width and length of the WSN coverage area (Field Size), the number of
sensor nodes, number of targets nodes, the number of sink nodes, the node structure,
the sink structure and the target structure, and sensor nodes maximum transmission
range. The effective transmission range is a fraction of the maximum transmission

range of the sensor node.

The sensor nodes that constitute the WSN are stored as a structure array of sen-
sor nodes. It is assumed that all sensor nodes have identical physical characteristics
i.e they have the same transmission range, battery capacity, antennas types, and
modulation/coding schemes. The main program also specifies the following fields for
each node: power Level, position, sensor Name, messages, covered Targets, message
Count, buffer. The power Level field reflects current battery reserve as percentage of
full charge. The position field contains the coordinates of the node in the coverage
area. The sensor Name field is the identifier of a node. The messages field contains
received external messages. The covered Targets is the set of targets within sens-
ing range. The message Count tracks the number of each covered target activities.

Lastly, buffer contains covered target activity sets.

The target nodes that constitute the WSN are also stored as a structure array of
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target nodes. No assumption about the target nodes physical parameters is made but
for simulation purpose each target is given a set of parameters that it must broadcast
to all of its covering sensor during the detection process. Therefore, the main program
also specifies the following fields for each target node: power Level, position, covering
Sensor, target Name, events Record, number Of Events, message Count, event Rate.
The event record is the event occurrence time in chronological order for the historical
period. number Of Fvents is the number of events that occurred during the historical
period. message Count is the number of message that are sent out to each covering

sensor during the historical period.

The above parameters are passed on to sensor Network Set Up function which
return a WSN that meets these specifications. This function initialize the WSN
structures by deploying in the targets nodes, then the sensor nodes, and finally the

sink node.

The next step is then target event detection and reporting processes. To ensure
that we have the same target activity sets in all the three experiments. The target
activities record are created separately then sensor nodes in the each of the WSN net-
works are triggered to detect their covered target activity sets. The detection process
and the recording process is different for all three networks. The difference results

from the historical period used by each sensor nodes in each networks.

Each one of the targets is assigned a random number of events, and these events

are generated with a pseudo random numbers generator, then the event rate fitting
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this set of data is computed. Once all of the targets are assigned their activity record,
the covering sensor node can detect event generated by the targets in their coverage

area and store this event record in the corresponding target behavioural buffer.

The process of detecting targets activities is done in two steps. The first step is

event triggering and the second one is event detection and recording.

During event triggering each target send a message to all of its covering sensors.
The sent message contains the event occurrence time and the target name. To avoid
mistakes or have differences in recorded target activities from WSN to WSN, event

triggering was done from a single set of target event record as follow. In the case of

All-Node direct reporting: sensor nodes are sent copies of the target activity record

(event are ordered from earliest to latest) covering the entire historical period.

Sponsor-Set direct reporting: sensor nodes are sent only partial copies of the tar-
get activity records. Events that happen prior to a time T (T being half of the entire
historical period) are sent to sensor nodes in the first sponsor set while the event

happening post time T are sent to the second sponsor set nodes.

Modified Sponsor-Set direct reporting: is similar to Sponsor-Set direct reporting;

however, the second sponsor set nodes are sent the complete target event record cov-

ering the entire historical period.
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The second step of the process of detecting targets activities is the event detection
and recording. sensor nodes detect the event that just occurred by performing two
operations. The first operation which is the event detection is the target message
reception and the second operation which is the event recording is a save operation
to record the event in the corresponding target activity set. In reality, every time a
sensor detect an event during any given time slot, it would have to check whether any
event has been already detected from that target previously but within the same time
slot. This is equivalent to a memory read operation where the sensor nodes check the
buffer entry for the current time slot to see if it is set. This is so that the sensor does
not perform unnecessary save operation if the buffer entry corresponding to the time
slot is already set. However, this is not what is done in the simulation, instead of
read operation a save operation is performed each time an event is detected. This is
equivalent to overwriting the current buffer slot because the save operation cost the
same as the read operation in terms of energy. To end event detection, the sensor

energy reserve level is adjusted to account for the performed operations.

As mentioned before, event are directly reported to the sink without any routing.
However, there are differences in event reporting as a result of data preparation
mechanism used. Once the events are generated and detected the the nodes must
report the detect activities to the sink according to the predetermined support level.
this assign a name, number of sensor and number of targets.

The report message contains the reporting sensor name, the reported target’s
name, and the target behavioural buffer content. Also every time a sensor node send

a message it performs two actions: one read operation to read from the buffer, and
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one transmission operation to send the message. These two operations have different
costs in term of energy. The sensor energy level are then adjusted accordingly until
all messages have been sent.

We have compared the total number of transmitted message and the average
energy consumption per node for POCW of 1000 sensor nodes for a 5 days historical

period.
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Figure 4.1: Total Number of Messages at 0% Minimum Support.

Figures 4.1, 4.2 and 4.3 show the total number of messages needed to report the
activity sets to the Sink at minimum supports values of 0%, 50% and 90% respectively
while figures 4.4, 4.5 and 4.6 show the energy consumption per node for the same
minimum support levels.

We can see, from these figures, that the total number of transmitted messages for
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Figure 4.2: Total Number of Messages at 50% Minimum Support.

Fused-Schedule-buffer mechanism is less than the total number of transmitted mes-
sages using Schedule-buffer mechanism and significantly less than number of messages
transmitted when using the All-Node mechanism. If we compare the performance of
sensor nodes that use the Schedule-buffer and the Fused-Schedule-buffer mechanisms
to the ones using the All-Nodes mechanism, we can see that those sensor nodes us-
ing the Schedule-buffer mechanism to report target activities, require only 43-47% of
the messages used by the All-Nodes mechanism. The same node using the Fused-
Schedule-buffer mechanism achieves an even more significant reduction since it only
requires between 35-45% of the total number of messages transmitted if it were to
use the All-Node mechanism. This reduction on the number of transmitted messages
affects the energy consumption levels directly. The energy consumption per node

for Fused-Schedule-buffer mechanism is less than the average energy consumption
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Figure 4.3: Total Number of Messages at 90% Minimum Support.

using Schedule-buffer mechanism and significantly less than energy used in All-Node
mechanism. In Fused-Schedule-buffer mechanism, each node that reports activities
to sink requires between 42-50% of the energy exhausted by a sensor node using
the Schedule-buffer mechanism, and between 30-32% of the energy exhausted by a
node in the All-Node mechanism. Note that the Average energy consumption at
high minimum support may be very small in the early days if it is mainly spent to
maintain the targets’ buffers since the activity sets reported to the sink are not that
frequent because the minimum support is not met. The reduction in the number of
messages is explained by using the global schedule and the buffer mechanisms used
by Schedule-buffer scheme. The Schedule-buffer mechanism also outperform the All-
Nodes mechanism in terms of energy consumption reduction achieved during data

preparation in this simulation the Schedule-Buffer mechanism uses 70-75% of the
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Figure 4.4: Average Energy Consumption at 0% Minimum Support.

energy used by the All-Node mechanism.

Why is the number of transmitted message for the All-Nodes data preparation
mechanism higher than the other two mechanisms? The reason is that, when sensor
nodes use the All-Nodes mechanism to report, each sensor node transmit a message
to the sink every time an new target activity is detected. However, when the same
sensor nodes use the Schedule-buffer or Fused-Schedule-buffer mechanisms to report
target activities minimize redundancy for two reasons. First, each target is monitored
by a single sensor node at any time. Second, the scheduled time is divided into time
slots, and all activities observed within the same time slot are recorded as one in the
target buffer.

Why do the Schedule-buffer mechanism and the Fused-Schedule-buffer mechanism

have the same number of sent message at 0% support value? At 0% minimum sup-
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Figure 4.5: Average Energy Consumption at 50% Minimum Support.

port, the Schedule-buffer and Fused-Schedule-buffer always have the same number
of transmitted messages because every buffer content is reported. At higher support
level, the number of transmitted messages differs because there are different level
of optimization when sensor nodes use the Schedule-buffer and the Fused-Schedule-
buffer mechanism. In the case of Schedule-buffer mechanism, sensor nodes prepare
target behavioral profile from a partial target activity data and want to minimize the
worst case scenario in absence of sensor nodes collaboration (i.e having an unreported
target profile when it should) hence, more data are transmitted than necessary. In the
case of Fused-Schedule-buffer mechanism, sensor nodes can optimize the data prepa-
ration process because the complete target activity record is available as a result of
sensor nodes collaboration.

These results are more interesting if we compare the performance of each mech-
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Figure 4.6: Average Energy Consumption at 90% Minimum Support.

anism as a function of the minimum support level, a visual comparison is shown
in figure 4.7, 4.9, 4.8, 4.10. The performance of the Fused Schedule-buffer data
preparation mechanism improves with increasing minimum support. Notice that it
is possible in the case of Schedule-Buffer based mechanism to have the same number
of transmitted messages for all minimum support. This is the case when some target
that are of interest are very active during some time interval. This is misleading in
the sense that the sensor nodes have a partial view of the target profile and may
perceive an otherwise inactive target, if viewed over the entire historical period, to
be very active. This occurrence is unlikely in the Fused-Schedule buffer because all
the data is combined at the sensor node level and not two targets will likely have
the same level of activities over the entire historical period. Similar results were also

observed independently of the sensing range used.
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Figure 4.7: Comparing the Total Number of Transmitted Messages when Schedule-Buffer

based data preparation mechanism is used with different minimum support levels.

The Schedule-Buffer data preparation mechanism yields the same number of trans-
mitted messages and average consumed energy for minimum support levels between
0% and 50%. This happens because the two sponsor sets are exactly scheduled for
half of the historical period. Figure 4.7 ( figure 4.9) suggests that the number of
transmitted messages (average consumed energy) is the same for all minimum sup-
port levels. This is misleading because a zoom of figure (see 4.11 and 4.12) on
the third day shows a slight improvement in the number of transmitted messages at
90%. In fact, any minimum support level greater than 50% generates better result
although the difference is minor because all of the monitored targets are very active.
The reason is that almost all targets are very active. Remember, that the sensor

nodes using this mechanism try to minimize the worst case scenario by sending more

79



Number of Message

Time (Days)

Figure 4.8: Comparing the Total Number of Transmitted Messages when Fused-Schedule-

Buffer based data preparation mechanism is used with different minimum support levels.

data than necessary. Hence, they may look the same on the figure but are actually
slightly different.

Increasing the number of target nodes in the covered field from 64 to 128 then
to 320 did not affect the performance of the proposed data preparation mechanisms.
Similarly, there is no noticeable effect when the number of sensor nodes in the network
is increased from 1000 to 2000 then 5000 sensor nodes again for a 5 days historical pe-
riod. However, changing the sensing range did affect the performance of the proposed
data preparation mechanisms in an interesting way. The performance was greatly im-
proved and if the sensing range was doubled then the number of message transmitted
and the energy cost was halved i.e if the sensing range is multiplied by a factor then

the number of messages and the energy cost associated to it is divided by almost the
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Figure 4.9: Comparing the Average Energy Consumption of Schedule-Buffer based data

preparation mechanism at different minimum support levels.

same factor. The difference between the performance of the All-Node mechanism,
Schedule-Buffer mechanism and Fused-Schedule-Buffer mechanism respectively, for
support values of 0%, 50%, and 90% was still significant but overall the performance
is greatly affected by the sensing range of individual sensor nodes. For example, when
the sensing range is multiplied by ten, results show that Fused-Schedule-Buffer mech-
anism still requires fewer messages to extract data than Schedule-Buffer mechanism
scheme and significantly less than All-Node mechanism. Schedule-Buffer mechanism
requires at least 4% to 5% of the number of messages needed for preparing the behav-
ioral data needed for All-Node mechanism while Fused-Schedule-Buffer mechanism
requires only 2% to 3%. The same trend is observed for average energy consump-

tion. Schedule-Buffer mechanism requires at least 9% to 10% of the average energy
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Figure 4.10: Comparing the Average Energy Consumption of Fused-Schedule-Buffer based

data preparation mechanism at different minimum support levels.

needed for preparing the behavioral data needed for All-Node mechanism while Fused-

Schedule-Buffer mechanism requires only 3% to 6%.
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Figure 4.11: Zoom of figure 4.7 on the third day comparing the Total Number of Trans-
mitted Messages when Schedule-Buffer based data preparation mechanism is used with

different minimum support levels.
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4.3 General Summary

Target-based Association Rules is the Knowledge Discovery technique designed specif-
ically for POCW. In contrast to Sensor Association Rules, Target-based Rules discov-
ers the correlation between the set of targets covered by the network. The activity set
of each target is extracted from the sensor nodes covering it. Three mechanisms for
preparing the target database needed for generating the Target-based Rules have been
introduced namely: the All-Nodes, the Schedule-buffer, and the Fused-Schedule-bufter
data preparation mechanisms. Several experiments have been conducted to evaluate
these data preparation mechanisms. Results indicate clearly that Schedule-buffer and
Fused-Schedule-buffer data preparation mechanism outperforms the All-nodes data
preparation mechanism in term of the total number of messages and average energy
consumption. Our results show that the proposed approach will not only reduce
the energy consumption level in a network but also the energy could allow a better
management of the WSN by modifying the operating parameters to deal with the
dynamic nature of the network. The proposed solution to find interesting patterns
among targets could also be used dynamically to change the sponsor set grouping

and further adapt the network resource to current situations.
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Chapter 5

THESIS CONCLUSION

Thesis-Conclusion)

At the beginning of this work, we have put forth a number of questions. We feel
we are now in a position to answer these questions, and perhaps add a few additional
comments to what has already been said.

The main result of this thesis is to have shown that it is indeed possible to have
low energy consumption data preparation mechanisms in the context of WSN. That
objective has been attained with the proposed data preparation mechanisms achieving
between 50% to 70% reduction in message transmission, and between 25% to 80%
reduction in energy cost associated with data preparation compared to traditional
data preparation methods.

Interesting results were also obtained from a number of different experiments,
that we shall discuss here. In one of them, we scaled the WSN with sensor nodes and
the simulation results showed no effect on the performance of WSN in terms of the

number of transmitted messages and the average energy consumption. The same is
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true when the number of targets in the field is increased.

In another experiment, the sensing range was increased to twice the initial value
then to five times the initial value. The results show that increasing the sensing
range reduces the number of transmitted messages i.e. the energy consumption in
the networks. This may be due to the fact that messages exchanged among the sensor
nodes are significantly reduced when a few sensor nodes can monitor all the targets
effectively. This was rather surprising and further investigations may be needed to
interpret this observation fully.

We have shown that Target-based Association Rules is a Knowledge Discov-
ery technique, designed specifically for Point-Of-Coverage wireless sensor networks
(POCW). In contrast to Sensor Association Rules, Target-based association rules
discover the correlation between the set of targets covered by the network. The activ-
ity set of each target is extracted from the sensor nodes covering that target. Three
mechanisms for preparing the target database needed for generating the Target-based
association rules have been introduced. Simulation experiments have been conducted
to evaluate these data preparation mechanisms, and their results indicate clearly that
Schedule-buffer and Fused-Schedule-buffer data preparation mechanisms outperform
All-nodes data preparation mechanism in term of the total number of messages and
the average energy consumption.

We now arrive at the final and most important question, do Target-based asso-
ciation rules for POCW and their associated data preparation mechanisms namely:
the All-Nodes, the Schedule-buffer and the Fused-Schedule-buffer data preparation
mechanisms serve any purpose?

Our claim is not that our algorithms are always the method of choice, but rather
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that under some conditions these algorithms will be the most efficient to use. In
fact, we expect wireless sensor networks to adopt similar algorithms in the future.
Our results clearly show that the proposed data preparation approaches will not only
reduce the energy consumption level in a WSN network but also could allow a better
management of the WSN by allowing on the fly changes of the operating parameters
in order to deal with the dynamic nature of the WSN networks.

In any case, we feel that one of the most important result of this study is with
respect to other type of data preparation mechanisms. The reason is that clearly
the result of this study shows a net reduction in energy consumption even though
the Target-based association rules may not be applicable to other applications of
WSN, we feel that the Schedule-Buffer and Fused-Schedule-Buffer data preparation
mechanisms can be adapted to any centrally managed WSN.

These association rules could be useful to track military targets or environmental
hazards to name few applications. Applications that have become very important in
the last few years and that will increasingly rely on innovative data mining techniques.

The objective of this research was to define new behavioral patterns for Point-Of-
Coverage wireless sensor networks and their associated data preparation mechanisms
for mining those patterns. That objective has been attained with the presentation of
Target-Based Association Rules and their associated data preparation mechanisms,
and at least a 50% reduction in the number of transmitted messages and at least
a 25% reduction in energy cost, compared to traditional data preparation method,
has been achieved in simulations. We, finally, conclude by noting that this study
has raised a lot of questions which we intend to pursue further in the future. The

most interesting ones are those of how to use these association rules for better WSN
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management, and to improve QoS and WSN lifetime.
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