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Abstract

Quantum information has become an exciting field of research in the last 20 years,
as experimental advancements allow us to control, manipulate, and detect states of
quantum systems. A subset of this field studies the application of high-dimensional
quantum states in communication, computing, and metrology. Specifically, this thesis
explores the use of the high-dimensional Laguerre-Gaussian (LG) and vector vortex
optical modes in underwater quantum communication channels. Making use of these
high-dimensional states in quantum communication provides certain advantages in-
cluding increased security and increased information capacity. We investigate un-
derwater channels characterized by large optical turbulence and signal attenuation.
These two challenges are of significant interest underwater communication channels.
The detection of high-dimensional states also provides a great challenge for efficiently
performing quantum information tasks as the dimensionality of the system increases.
Here we study three different sensing sensing protocols, demonstrating how com-
pressed sensing techniques can be very useful for high-dimensional quantum systems.
In particular we perform high dimensional quantum process tomography, develop a
compressed sensing protocol for LG modes which requires only intensity measure-
ments, and a generalized adaptive compressed sensing protocol which can be used in

any high-dimensional quantum systems.
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Chapter 1
Introduction

Quantum mechanics was born in the early years of the twentieth century out of a
desire to explain the experimentally observed phenomena in black-body radiation,
the atomic emission spectrum, the photoelectric effect, and later the Compton effect.
In 1905 Einstein’s proposal that light is carried in discreet energy packets, explained
the problem of electron emission observed in the photoelectric effect [1]. Indeed,
Einstein extended Planck’s ideas from 5 years earlier which discretized the emission
spectrum in blackbody radiation, though Planck did not realize that it was in fact
the electromagnetic field that was inherently discreet as opposed to just the radiator.
Though not giving it this name, Einstein had recognized the discretization of elec-
tromagnetic radiation in packets which would later be called photons. Einstein was
present at the birth of quantum theory, though later he would come to fight against
the strange predictions that would arise upon carrying the postulates of the theory
to its conclusion. Two of the strange predictions of quantum theory come from the
work of Heisenberg, in 1927, and are closely related [2]. Those being the uncertainty
principle and the property that measurement of a system introduces a disturbance
on the system. These properties, along with the superposition principle, provide the

necessary instruments for the field of quantum information.

In 1935 the famous Einstein, Podolsky, Rosen (EPR) paper introduced the concept
of entanglement which shows the strangeness of quantum theory, and allows for some
of the powerful applications of quantum information [3]. The EPR paper was written
in opposition to quantum theory, suggesting that the conclusions which could be
reached by extending the wave function description were ridiculous and could not
correspond to reality. I will briefly dive into the arguments made in this paper just

to show the strange properties displayed by quantum mechanics to the reader who



has not had the pleasure of learning about quantum mechanics. They began by
considering 2 quantum systems which were made to interact for some time. If we
assume that we know the initial states of each system before the interaction then we
are able to calculate the wave function of the combined system. However, we are
unable to find the exact state of either particle without performing a measurement.
Let us now consider that we would like to make a measurement of the position of
particle 1. In the position basis, we can write the wave function as a product of

orthogonal function
U(zr,02) = Y (210 (22), (1.1)
n=0

where the u,(x;) are the position eigenfunctions of particle 1 with eigenvalues «,,. If
a measurement now yields the result ay, then the total wave function "reduces” to
U(x1,x9) = ug(x1)(xs), thus giving the wave function of 1, (z3) for particle 2. We
could instead have chosen to make a measurement on the momentum of particle 1.
Now, we are not in the basis of functions u, (1), so the general wave function is given

by
U(z1,22) = Y vo(@1)dn(x2). (1.2)

Now if particle 1 is measured to be in the state vj(x;), then the state of the total
system reduces to V(xy, x2) = v;(21)¢;(x2), thus giving the wave function of ¢;(z2) for
particle 2. What Einstein and his colleagues found so distressing was that the choice
of measurement on particle 1 changes the wave function of particle 2, bringing into
question our idea on the existence of reality. EPR concluded that quantum mechanics
in its form at that time was incomplete, and thus requires additional information,
such as hidden variables, in addition to the wave function. This property of quantum
mechanics is now referred to as entanglement. Thirty years later, John Bell developed
a theorem which proved that this is in fact how quantum systems behave, and that
there are no local additional parameters, local hidden variables, that can reproduce
the quantum mechanical behaviour of an entangled system. [1]. The weirdness of
quantum mechanics allowed the physicists of the early 20th century to understand
and describe the physical systems around them such as radiation and the atom.
Toward the turn of the 21st century however, physicist began to focus on how to
use quantum mechanics to accomplish previously impossible tasks. This harnessing
of quantum mechanics is the field of quantum information, which can be broadly
divided into quantum computation, quantum communication, quantum simulation,

and quantum metrology.



In chapter 2 the problem of measuring high dimensional quantum states and pro-
cesses is presented through 3 separate papers. The first is an experimental demon-
stration of quantum process tomography for various hacking attacks on a quantum
communication channel. The second paper outlines a new compressed sensing pro-
tocol for low rank spatial modes of light. The third paper introduces a new adap-
tive compressed sensing protocol, which is experimentally demonstrated using spatial
modes of light. In chapter 3 underwater quantum communication is explored through
3 separate papers. These papers are the progression of our work in underwater chan-
nels including: a 3 meter channel in an outdoor swimming pool, a 5 meter channel

in the Ottawa River, a 30 meter channel in a flume tank.

The articles included are self-sufficient in terms of describing the methods used,
and also in providing a comprehensive literature review of the current research. Thus,
I have chosen to not restate all of this in the chapter introductions, but rather would
would like to briefly introduce a few of the fundamental concepts such that the reader

who has not studied the subjects gains some insight as to where these ideas come from.



Chapter 2

Quantum Sensing in

High-Dimensional Hilbert Spaces

This chapter is based on the following papers:

1. F. Bouchard, F. Hufnagel, D. Koutny, A. Abbas, A. Sit, K. Heshami, R.

Fickler, & E. Karimi, “Quantum process tomography of a high-dimensional

quantum communication channel”, Quantum 3, 138 (2019).

DOI: https://doi.org/10.22331/q-2019-05-06-138

© 2019 Verein zur Foérderung des Open Access Publizierens in den Quanten-

wissenschaften

2. F. Bouchard, D. Koutny, F. Hufnagel, Z. Hradil, J. Rehacek, Y. S. Teo, D.
Ahn, H. Jeong, L. L. Sanchez-Soto, G. Leuchs, & E. Karimi, “Compressed sens-

ing of twisted photons”, Optics Express 27, 17426-17434 (2019).

DOI: https://doi.org/10.1364/OE.27.017426
© 2019 Optical Society of America

3. D. Ahn, Y. S. Teo, H. Jeong, F. Bouchard, F. Hufnagel, E. Karimi, D. Koutny,
J. Rehdcek, Z. Hradil, G. Leuchs, & L. L. Sanchez-Soto, “Adaptive Compres-

sive Tomography with No a priori Information” Physical Review Letters 122,

100404 (2019).
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DOI: https://doi.org/10.1103/PhysRevLett.122.100404
© 2019 American Physical Society

2.1 Quantum measurement

As shown in the introduction, the task of measuring a quantum system is not triv-
ial. Heisenberg’s uncertainty principle restricts us from learning the total state of a
quantum system through multiple measurements on a quantum system. The action
of making a measurement and how it will affect the system being measured must
be carefully considered. The Born rule forms the basis for the theory of quantum
measurement stating how we can relate a measured result to the wave function of a
quantum system [5]. Generally, the Born rule states that the probability of finding a
quantum system in a particular state is given by the square of the wave function at
that point. For discrete variables, the probability of finding a quantum state |¢) in an
eigenstate |a;) is given by p(a;) = |(a;|¥)|*. This is generalized to continuous quantum
systems by formulating the probability density function as p(z,y, z) = [¢(z,y, 2)|%.
In the mid 1920’s, many of the early researchers of quantum theory were developing
mathematical frameworks hoping to adequately and satisfyingly describe all of the ob-
servations of quantum mechanics [6]. The approach outlined by John Von Neumann
in 1927 succeeded in this, and is now the most commonly used approach to quantum
mechanics. With 2 papers in 1927, Neumann introduced the use of the Hilbert space,
spectral theorem, and density operator; all of which are fundamental to our current
understanding of quantum theory [7, 8]. These tools are fundamental to the quantum
measurement theory, and in particular the density operator formalism provides the

groundwork for compressed sensing.

The Hilbert space is a complete vector space having an inner product. For its
application to quantum mechanics it is an infinite dimensional space in which the
quantum states are represented by points in this abstract space. A quantum state
is uniquely determined in this space by a density matrix which allows us to describe
both pure states, and mixed states which consist of an incoherent superposition of

pure states. Mathematically the density matrix is defined as

p= D plvi) (. 2.)



2.1. QUANTUM MEASUREMENT 6

where |¢;) = > ¢, |a;) are the pure states and p; are the probabilities of the respec-
tive state. Here we have generalized to show that the pure states |¢;) can be made
up of a coherent superposition of the eigenvectors. This is not the same as having
a probabilistic mixture of states as in p. The unit vectors of the Hilbert space are
the pure states, i.e., the eigenvectors of an observable. We can measure the probabil-
ity amplitude of a quantum system being in a certain eigenstate by projecting onto
these unit vectors. We are able to change the basis that we make a measurement in
by changing the coordinate system, thus the observables which we measure such as
position, momentum, polarization, etc. are represented by linear operators acting on

the Hilbert space. Taking some observable A, we define its operator as
A= "ailas) (il (2.2)

where a; are the eigenvalues for the eigenvectors |a;) of our observable. The expec-
tation value of this observable is given by the trace over the product of the operator
with the density matrix £(A) = Tr(pA). If we consider the special case where we

have a pure state then p = |¢) (¢0|. Putting this into our trace formula we get

E(A) =Tr([y) (| A) = (Y| Ale), (2.3)
which is equivalent to the Born rule.

Our goal in deriving strategies for quantum measurement is to come up with a
set of measurement operators whose probabilities will give us enough information to
determine the quantum state p. When we want to observe photons, the result of us
making a measurement is usually that we destroy the quantum system — the photon
— during the measurement process. However, we require more than a single measure-
ment setting to learn the total state of a quantum system, i.e., p. Thus, what we
will do is prepare an ensemble of identical photons, and make the different measure-
ments on different photons. This method of measuring the quantum state is called
quantum state tomography. The precise mathematical framework of quantum state
tomography was introduced by Fano in 1957 [9]. We will usually be interested in a
particular property of a quantum system. Taking the photon for example, we may be
interested in determining the polarization of the photon while ignoring the frequency,
spatial mode, momentum, etc. The number of orthogonal pure states will determine
the number of rows and columns making up our density matrix. For polarization we
have two orthogonal pure states, {|L),|R)}, the left and right circular polarizations.
The linear polarization states are given by the linear combination of the circular po-
larizations: |H),|V) = (|L) £ |R))/v2 and |A), |D) = (|L) £i|R))/v/2. Since there
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are two orthogonal pure states, the polarization state can be uniquely defined by a 2
by 2 density matrix. The density matrix is required to be Hermitian and have unit
trace which leaves us with N? — 1 independent matrix elements for a system with
N orthogonal pure states. Therefore we require at least this many measurements in
order to uniquely determine a quantum state. This is not an issue when determining
the polarization of a photon, however, as we move to quantum systems with higher
dimensions, N? can become very large making characterizing these high dimensional
quantum states difficult. In quantum information, there are many applications where
the use of a high dimensional quantum systems is advantages. For these high dimen-

sional quantum states to be practical we must be able to characterize them effectively.

Instead of measuring the quantum state, we can also be interested in characterizing
a quantum process. We call this quantum process tomography[10]. It is very similar
to state tomography in that we must come up with measurement operators which
allow us to completely characterize a matrix; however, now we must fully cover the
possible inputs and possible outputs of the quantum system. The quantum process

can be given by
E(P) =D XmnOmp On, (2.4)

where the set of o; form a complete and orthogonal set of operators. In 2 dimen-
sions these are the Pauli matrices and in higher dimensions they are the Gell-Mann
matrices. Here x is the called the process matrix. In the first paper of this chap-
ter we perform process tomography on quantum communication channels in up to 5

dimensions.

2.2 Spatial Modes

The high dimensional quantum system that we will focus on is the spatial modes of
light. As we have discussed, one property of photons is polarization, which is a 2
dimensional system. There are other photonic degrees of freedom that can be used
in quantum information. Usually we think of light being in a Gaussian transverse
spatial distribution. This is the mode that is most naturally produced in a laser cavity.
When we consider monochromatic light, we can reduce the Maxwell’s equation to the
Helmholtz equation. Furthermore we will use the paraxial approximation for the
case in which the transverse amplitude of the electromagnetic field is slowly varying

with respect to z, the direction of propagation. The Laguerre-Gaussian modes are
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one orthogonal set of solutions to the paraxial wave equation. These modes form a
discrete orthogonal set of states in two variables, ¢ and p. In cylindrical coordinates,

(r, ¢, z) these modes are given by

_ 2p! 1 (var)" 2r2
LGyy(r,¢,2) = oy T b P <w(2)) Ll‘f‘ (w(z)Q)

X exp (—7"2 {wé)? - 7;2;;2)} + il + z‘@,p(z)) , (2.5)

where ¢ and p are the azimuthal and radial mode indices respectively. Lg " are the
generalized Laguerre polynomials. w(z) and R(z) are the beam waist and radius of

curvature at z. (r(2) = (2p + || + 1) arctan(z/2g) is the Gouy phase shift.

One interesting aspect of the Laguerre-Gauss modes is that they can carry orbital
angular momentum (OAM) determined by the azimuthal phase term exp(if¢). These
OAM modes have a phase variation about the axis of propagation which results in a
phase singularity, and thus an intensity null, at their centre. The magnitude of the
OAM is given by ¢h per photon, and it has been shown that this momentum can be
transferred to particles. What we are interested in is the relative ease with which we
are able to create these OAM modes, which we can use as a high dimensional Hilbert
space for quantum information tasks. We can create superposition modes out of these
OAM states giving us access to multiple orthogonal bases which are important for
quantum key distribution, the subject of chapter 3. Another interesting term in the
LG modes is the Gouy phase. This term describes the phase shift experienced by an
LG mode as is propagates. The Gouy phase has a linear dependence on |¢|, which
means that different OAM modes will experience a different Gouy phase. We are able
to take advantage of this in some measurement techniques as the intensity profile of

different modes will behave differently depending on the ¢ values that they hold.

The most common method for measuring spatial modes is the phase flattening
technique [ 1]. To understand this method, we must realize first that we can add a
phase to any light beam. A focussing lens is the most common way that we add phase
to an incoming beam of light. In this case the phase which we add is dependent on
radial distance from the centre of the lens. A lens with a focal length f adds a phase
term of exp(ikr?/2f) where r is the radial coordinate and & is the beam’s wavevector.
After the lens, the beam has this added phase which results in the focussing or
diverging in accordance with f. For the LG modes, we have both an azimuthal and

radial phase dependence. The phase flattening technique involves the addition of the
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phase one has chosen to measure on the incoming light. When the imprinted phase is
the inverse of that of the incoming light, the transverse phase profile is flattened, which
results in a Gaussian-like beam in the far-field. This beam can then couple to a single
mode fibre because it does not possess azimuthal phase. An incoming beam with
any other azimuthal phase will not be able to couple to the fibre. In this way we are
able to perform projective measurements in orthogonal basis states to reconstruct the
quantum state topographically. Spatial light modulators (SLM) are one of the most
common and versatile equipment for adding arbitrary transverse phases to optical
beams. SLMs have liquid crystal pixels which give control of the phase at each pixel.
For example, the SLMs used in most of these works have displays of 600 by 800 pixels.
Liquid crystal has birefringent properties which can be controlled by applying heat or
an electric voltage. In the SLMs the voltage of each pixel is tuned to determine the
birefringence, resulting in a desired phase delay at that pixel. Though less versatile,
another method of generating and measuring spatial modes is g-plates. These are
tunable liquid crystal plates in which the orientation of the liquid crystals has been
aligned with transverse dependence. For generating an OAM mode this would be an
azimuthal dependence. In these devices, the birefringence is dependent on the angle
between the incident polarization, and the orientation of the liquid crystal. Thus, we
again achieve spatial control of the polarization states. The voltage can be used to

tune the g-plate for operation at different wavelengths. This is given by,

ey, 5 . 5 (5323 e2ia(x1,x2)
LR] (E cos (5) + sin <§) LL ~2ia(zr ) | (2.6)

where «(xq,x5) is the spatial distribution of the phase being added to the beam,e,

€r

€r

and ep stand for the left and right polarization states, and ¢ is the tuning parameter
controlled by the applied electric field. Here the g-plate is perfectly tuned, resulting
in the total conversion of the incoming beam, when the cos(%) term is equal to zero.
It can be seen by the above equation that one can produce beams with a spatially
dependent phase using these g-plates. One can also produce beams with spatially
varying polarization by sending a linear or elliptical polarization state onto the g-
plate. This produces modes which combine the spatial degree of freedom with the
polarization degree of freedom. These modes described more in the paper Underwater

quantum communication over a 30-meter flume tank, in chapter 3.
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2.3 Compressed Sensing

High-dimensional quantum states have applications for many fields of quantum in-
formation; however, as the dimension grows it becomes increasingly difficult to char-
acterize quantum states with practical efficiency. To determine the density matrix of
any arbitrary quantum state, it is necessary to make at least N? — 1 measurements
as previously stated. Consider briefly a pure state. This can be given by just one of
the indices of the density matrix, with zeros everywhere else. In the same way we
can have nearly pure, or low rank, states whose density matrices have only a small
number of non-zero elements. These low rank density matrices tempt us to try to find
a more efficient set of measurements which would yield all the information necessary
to determine the quantum state p. In the most broad sense, the attempt to reduce
the number of measurements needed to characterize high-dimensional states is called
compressed sensing and was realized in 2006 for image processing [12]. These ideas
were first applied to quantum states in 2010 [13]. Here they consider a many qubit
system with dimension d = 2" where n is the number of qubits. They show that for
systems with low rank r» < d they are able to uniquely determine the quantum state
with O(r dlog,(d)) measurement settings as opposed to O(d?). The n-qubit measure-
ment operators w = ®!' ;w; are constructed with the tensor product of 2 dimensional
Pauli matrices w; € {1,01,09,03}. At random m = crdlog,(d) different measure-
ment operators w are chosen. Using the probabilities attained from the randomly
selected measurement settings, a convex optimization can be performed to determine
p with a probability of failure exponentially decreasing with ¢. These results have
been pushed forward over the last ten years, leading to the works presented here. The
second paper, Compressed sensing of twisted photons, incorporates the main ideas of
compressed sensing for low rank states, with the Gouy phase property of LG modes to
create a measurement technique which requires only making intensity measurements
of the LG modes at a few different propagation distances. This compressed sensing
protocol is applicable only to spatial modes of light. On the other hand the third
paper, Adaptive Compressive Tomography with No a priori Information, presents a
compressed sensing protocol which can be applied to any quantum system. Here, the
measurement, process is separated into different steps. Between steps, information
from the previous measurement results is used to restrict the space that is explored

in the next steps.



Quantum  process

tomography of a

high-

dimensional quantum communication channel

Frédéric Bouchard!, Felix Hufnagel', Dominik Koutny?, Aazad Abbas?, Alicia Sit!, Khabat Heshami?,

Robert Fickler! 2, and Ebrahim Karimit ©

!Department of Physics, University of Ottawa, 25 Templeton Street, Ottawa, ON, K1IN 6N5, Canada.

2Department of Optics, Palacky University, 17. listopadu 12, 771 46 Olomouc, Czech Republic.
3National Research Council of Canada, 100 Sussex Drive, Ottawa, Ontario K1A OR6, Canada
*Institute for Quantum Optics and Quantum Information (1QOQYI), Austrian Academy of Sciences, Boltzmanngasse 3, A-1090

Vienna, Austria.

5Current address: Photonics Laboratory, Physics Unit, Tampere University, Tampere, FI-33720, Finland.

®Department of Physics, Institute for Advanced Studies in Basic Sciences, 45137-66731 Zanjan, Iran.

April 30, 2019

The characterization of quantum pro-
cesses, e.g. communication channels, is an
essential ingredient for establishing quan-
tum information systems. For quantum
key distribution protocols, the amount of
overall noise in the channel determines the
rate at which secret bits are distributed
between authorized partners. In par-
ticular, tomographic protocols allow for
the full reconstruction, and thus char-
acterization, of the channel. Here, we
perform quantum process tomography of
high-dimensional quantum communication
channels with dimensions ranging from 2
to 5. We can thus explicitly demonstrate
the effect of an eavesdropper performing
an optimal cloning attack or an intercept-
resend attack during a quantum crypto-
graphic protocol. Moreover, our study
shows that quantum process tomography
enables a more detailed understanding
of the channel conditions compared to a
coarse-grained measure, such as quantum
bit error rates. This full characterization
technique allows us to optimize the per-
formance of quantum key distribution un-
der asymmetric experimental conditions,
which is particularly useful when consider-
ing high-dimensional encoding schemes.

Frédéric Bouchard: N

1 Introduction

Quantum information science has witnessed the
emergence of a wide range of new technologies
and applications [1]. Quantum cryptography [2],
quantum computation [3] and quantum sens-
ing [4] are examples of promising venues for a
possible next technological revolution. In order
to construct complex quantum machines or quan-
tum networks, a full characterization of its build-
ing blocks is critical. A method for reconstructing
the action of a component in a quantum system is
known as quantum process tomography (QPT) [5,
6]. Previously, QPT has been performed to char-
acterize several quantum physical systems, such
as liquid-state NMR, [7, 8], photonic qubits [9],
atoms in optical lattices [10], trapped ions [11],
solid-state qubits [12], continuous-variable quan-
tum states [13|, semiconductor quantum dot
qubits [14] and, recently, nonlinear optical sys-
tems [15]. Another class of important quantum
systems that can benefit from full characteriza-
tion are quantum channels and components for
quantum key distribution (QKD) and quantum
communications [16, 17|, where, so far, quan-
tum channels may be categorized as optical fi-
bre [18], line-of-sight free-space [19] and ground-
to-satellite (satellite-to-ground) [20] links.

The benefits of fully characterizing quantum
communication channels lie at a better under-
standing of possible error sources and, more im-
portantly, on the detection of the potential pres-
ence of an eavesdropper, namely FEwve, tapping
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into the quantum channel. Her presence is re-
vealed in the form of noise introduced in the chan-
nel. The authorized partners, typically referred
to as Alice and Bob, may estimate noise levels in
the channel to assess the amount of leaked infor-
mation to Eve. After this error assessment, Alice
and Bob may perform classical post-processing
protocols, such as privacy amplification [21], in
order to remove Eve’s leaked information. Con-
ventional methods for secure key rate analysis
rely on symmetry assumptions to associate an
average (coarse-grained over all preparation and
measurement settings) bit error rate parameter to
a reduction in secure key rates. However, exper-
imental errors often tend to break these symme-
try assumptions, motivating the use of numerical
techniques in QKD [22].

While usual QKD schemes rely on encoding
quantum information in two-level systems, i.e.
qubits, there exists a particular class of QKD
schemes known as high-dimensional QKD pro-
tocols [23, 24]. High-dimensional schemes have
the potential advantage of tolerating larger noise
levels in the channel and carrying more than one
bit of information per carrier. So far, a full char-
acterization of high-dimensional processes based
on QPT has not been achieved experimentally.
With the emergence of high-dimensional quan-
tum information, QPT will become an essential
tool for the characterization of complex exper-
iments dealing with high-dimensional quantum
states. As a physical implementation, the or-
bital angular momentum (OAM) of photons rep-
resents a promising route for high-dimensional
encoding due to the maturity of its generation
and detection schemes [25, 26]. OAM states,
corresponding to helical wavefronts of the form
exp(ily), where the OAM value ¢ is an integer
and ¢ is the azimuthal coordinate, may be re-
alized using single phase elements. Computer-
generated holograms displayed on a spatial light
modulator (SLM) provide a simple and versatile
method for generating and manipulating these
modes [27]. High-dimensional QKD has been
demonstrated experimentally using OAM in the
laboratory [28, 29, 30], in intra-city free-space
links [31, 32, 33] and, recently, in other types of
quantum links [34].

Here, we demonstrate the benefits of a full
characterization of a quantum channel through
quantum process tomography. This full charac-

terization will allow us to complement the numer-
ical approach in [22] to optimize secure key rates
under specific experimental conditions and to de-
velop new protocols lacking symmetry that may
outperform existing approaches.
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Figure 1: Simplified experimental setup. a Alice's
preparation stage consists of a single photon source (not
shown) that feeds the heralded photons to a generation
apparatus consisting of a spatial light modulator (SLM-
A). Alice's photon is subsequently sent into the quantum
channel which is considered as a black box with quan-
tum process £. The output of the black box is fed to
Bob's detection stage consisting of a spatial light mod-
ulator (SLM-B) and a single-mode optical fibre (SMF),
via performing phase-flattening. We experimentally con-
sider three different types of processes for our quantum
channel: an ideal channel with no attack, the case of an
optimal cloning attack (b), and the case of an intercept-
resend attack (c). In particular, the configuration of the
optimal cloning scheme consists of an SLM (SLM-E1)
which generates a completely mixed state that is fed to
the Hong-Ou-Mandel type interferometer at a balanced
beam splitter (BS1). The cloned photons are then sent
into a second beam splitter (BS2) in order to spatially
separate them. Eve can use a second SLM (SLM-E2)
to measure the state of her cloned photon while sending
the other cloned photon to Bob. The experimental con-
figuration of the intercept resend consists of two SLMs
(SLM-E1 and SLM-E2) sandwiching a SMF.

2 Theory of quantum process tomog-
raphy

Let us set the stage by introducing the basic con-
cepts of QPT. The goal of QPT is to determine
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Figure 2: Detailed experimental setup for (a) the optimal cloning attack and (b) the intercept-resend attack.
Single photons are generated, via spontaneous parametric downconversion (SPDC), by pumping a BBO crystal with
a 355 nm quasi-continuous laser. The polarization of the laser is chosen in such a way to satisfy the phase-matching
condition of the crystal. Subsequent to SPDC, the 355 nm laser is filtered out using an interference filter (IF). By
using a lens (L), the photon pairs are split at the knife-edge (KE) mirror. The photons are then made to couple to
single mode fibres (SMF) to filter their spatial modes to the fundamental Gaussian mode. Alice encodes the photon
by using the spatial light modulator (SLM-A), and sends it to the quantum channel. Eve may perform an attack
by using a delay line, beam splitters (BS1 and BS2), spatial light modulators (SLM-E1 and SLM-E2), and SMF.
Bob measures the photon coming from the quantum channel by using his spatial light modulator (SLM-B). Photons
counts are recorded at the avalanche photodiodes (APD) detects and coincidence measurements are recorded using

a coincidence box.

the completely positive map &£ representing the
action of the system on any d-dimensional in-
put state piy. The output state is then given
by pout = € (pin). The process is typically rep-
resented as,

E(p) = ZanAmpAIu (1)

m,n

where the A, operators form a complete basis
typically given by the Pauli operators or the Gell-
Mann operators in higher dimensions. The trace-
preserving positive Hermitian d? x d? matrix Xmn,
defined as the process matriz, completely and

uniquely characterizes the action of the process £.
We may note that QPT may also be performed
for non-trace-preserving maps [35].

A convenient alternative description of pro-
cesses is given by the Choi-Jamiolokowsk: isomor-
phism (CJI), which states that every completely
positive map can be represented as an operator
living in a d?-dimensional Hilbert space. Such an
operator, known as the Choi matrix pg, can be
defined as the result of the channel acting upon
one part of a maximally entangled state, |®),

pe = (I @ ) [@)(@|. 2)
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The output state is thus given accordingly by,

Pout = Trin [ (P?;l X f) PE} ) (3)
where T denotes the transposition, I is the d-
dimensional-identity operator and Trj, [-] repre-
sents the partial trace over the input state’s
Hilbert space. In order to perform QPT, a set of
tomographically complete states are sent into the
channel and state tomography is performed on
the output states. In our case, we consider states
belonging to mutually unbiased bases (MUBs) in
dimension d, which are known for dimensions that
are powers of prime numbers [36]. A MUB pro-
jector is given by HSS), where « € {1,...,d + 1}
labels one of the MUBs and m € {1, ..., d} labels
one of the states in this MUB. The completeness
and orthogonality relations are respectively given
by, >am Hg,c:)/(d +1) =1 and Tr(Hgg)H%ﬂ)) =
00p0mn + (1 — 0ap)/d, where &;; is the Kronecker
delta. With the help of the CJI, one can derive
Born rule-like expressions for probabilities,

plnd) =Tr [H;@g (Hﬁfﬁ)}
= Tr [ <(H£§))T ® ngm) pg:| . ()

This equation underlies the relation between
quantum process tomography and quantum
state tomography. The Choi matrix, pg,
is experimentally reconstructed using the
maximum-likelihood estimation. Better algo-
rithms have also been recently proposed for
QPT [37]. Finally, the process matrix is directly
obtained from the Choi matrix.

In order to recover the Choi matrix, pg, de-
fined in Eq. 2, for various attack scenarios, we
follow maximum likelihood algorithms. The pos-
itive operator-valued measure (POVM) used to
describe the process matrix consists of MUB mea-
surements, i.e. II; = (Hgﬁ))T ® Hgf),
index j runs over all the MUBs measurements
performed by Alice and Bob. Theoretical prob-
abilities given by the Born rule, p; = Tr[IL;pg],
observed with relative frequencies f;, can be in-
verted by maximizing the log-likelihood func-
tional

where the

log £= f;log{p;(pe)}, (5)
J
yielding the Choi matrices. Any density operator

maximizing the likelihood functional satisfies the

extremal equation ﬁiﬁg = pg, which leads to the
well known iterative solutions [38] that takes a
symmetric form,
(k1 5 A(k) B
P = ukp R, (6)

where y = Tr[R ﬁék) R]~! is a proper normaliza-
tion constant and the operator R is defined as

follows,
N f]
R= -
%: pj(pe)

Typically, a few thousands of iterations are

A

11;.

(7)

needed to observe the stationary point of the map
in Eq. 6 with the maximally mixed state as a suit-
able choice of a starting point.

3 Experimental results

Our experiment consists of three components:
the generation stage, the quantum channel and
the detection stage, which are owned by Al-
ice, Eve and Bob, respectively. We implement
the prepare-and-measure QKD scheme with her-
alded single-photons using the OAM degree of
freedom, see Fig. 1-a. The single photon pairs,
consisting of the signal and idler, are gener-
ated by spontaneous parametric downconversion
(SPDC) at a type I S-barium borate (BBO) crys-
tal. The nonlinear crystal is pumped by a quasi-
continuous wave laser operating at a wavelength
of 355 nm. The generated photon pairs are cou-
pled to single-mode optical fibres (SMF) in order
to filter their spatial modes to the fundamental
Gaussian mode. A coincidence rate of 30 kHz is
measured, directly at the source, within a coinci-
dence time window of 2 ns. We use the detection
of the idler photon as the heralding trigger for
the signal photon, thereby realizing a heralded
single photon source with a measured second-
order coherence of g(®(0) = 0.015 & 0.004. The
heralded signal photon is sent to SLM-A corre-
sponding to Alice’s generation stage. The OAM
states are produced using a phase-only hologra-
phy technique [27]. Alice’s heralded photon is
subsequently sent over the quantum channel, con-
sidered here as a black box between Alice and
Bob. At Bob’s receiver, we perform a state-
projection over the required states, which we re-
alize by a mode filter implemented through a
phase-flattening hologram and coupling into a
SMF [39, 40]. In order to minimize Poissonian
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Figure 3: Process matrix of high-dimensional quantum channels. The real part of the experimentally recon-
structed process matrices are presented for dimensions ranging from 2 to 5 in the case of (a-d) an ideal quantum
channel, (e-h) a universal symmetric optimal quantum cloning attack, and (i-1) a universal intercept-resend attack.
The theoretical results are represented by the wire-grid bars.

noise, the counts are accumulated over an inte-
gration time of 60 seconds per measurement set-
ting. A detailed experimental setup is shown in
Fig. 2. In particular, Alice and Bob perform QPT
using MUBs [41], which are experimentally real-
ized using OAM states. The computational bases
(v = 1) are given by {|0);¢ = —d/2,...,d/2;{ #
0} and {|£);¢ = —(d —1)/2,...,(d — 1)/2} for
even and odd dimensions, respectively, for sym-
metry considerations. The second basis is given
by the discrete Fourier transform, i.e. {|¢g) =
ﬁzg;é w§j|j);k; 0,...,d — 1}, where wy
exp(i2m/d). The explicit form of the other MUB
elements can be found elsewhere [42].

3.1 Ideal quantum communication channel

In the case of an ideal quantum channel, i.e. no
eavesdropper, the real parts of the experimen-
tally reconstructed process matrices are shown in
Fig. 3-(a-d) for dimensions ranging from d = 2 to
5. Ideal processes, where £(p) = p, are described
by process matrices given by X;; = do;00;. Devia-
tions of our reconstructed ideal process matrices

from the theory are attributed to imperfections in
generation and detection of the distributed quan-
tum states, i.e. the OAM modes. As higher di-
mensions are considered, larger crosstalk among
the OAM modes is observed, which further dete-
riorates the experimentally reconstructed process
matrix. Recently, we have introduced a new tech-
nique to measure spatial modes, which should im-
prove detection fidelities [43]. In order to describe
the quality or performance of the quantum chan-
nel, several figures of merit are available to de-
scribe our process [44]. One such figure is the pro-
cess fidelity which is defined as Fp = Tr(Xexp X)-
For the ideal quantum channel, Fp can be di-
rectly obtained from the process matrix Xexp, i.e.
Fp = Xi=0,j—0. Moreover, the average fidelity,
F, of the process can be defined as the state fi-
delity between the output and the input averaged
over all possible states with the convenient rela-
tion F' = (dFp + 1)/(d + 1). Similarly, the av-
erage purity is defined as the purity of the out-
going states averaged over all possible states and
describes the level of mixture introduced by the
process. It can be related to the average fidelity
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Attack

Dimension - d Process fidelity - F}, Average state fidelity - F  Process purity - P

No attack 2 0.990 £ 0.001 0.993 + 0.001 0.987 + 0.001

3 0.907 £+ 0.003 0.930 & 0.002 0.868 + 0.004

4 0.888 £ 0.003 0.911 4+ 0.002 0.832 + 0.004

5 0.821 4+ 0.002 0.851 4+ 0.002 0.729 + 0.003

Optimal cloning 2 0.71 £0.01 0.806 % 0.006 0.687 + 0.007
3 0.604 £+ 0.005 0.703 + 0.003 0.538 + 0.004

4 0.524 £ 0.007 0.619 4 0.006 0.432 + 0.006

5 0.419 4+ 0.003 0.511 4+ 0.003 0.321 £+ 0.002

Intercept-resend 2 0.488 + 0.006 0.659 £ 0.004 0.550 £ 0.003
3 0.334 £ 0.002 0.500 + 0.001 0.375 £ 0.001

4 0.226 £ 0.002 0.381 4+ 0.002 0.273 £ 0.001

5 0.171 +0.001 0.309 + 0.001 0.215 4+ 0.001

Table 1: Quality of the quantum channel processes. Process fidelity, average fidelity and average purity of the
quantum channel under different eavesdropping strategies, i.e. optimal cloning attack and intercept-resend attack,

for dimensions ranging from 2 to 5.

according to P = (1 — 2F + dF?)/(d — 1), re-
spectively. The experimentally obtained process
fidelities, average fidelities and average purities
for the ideal channel are shown in Table 1 for
dimensions ranging from d = 2 to 5.

3.2 Optimal quantum cloning attack

A special case of such a process is the so-called
universal optimal cloning attack. In this scenario,
Eve sends the incoming photon to an optimal
cloning machine which produces two imperfect
copies of the incoming photon, out of which
she keeps one and sends the other to Bob, see
Fig. 1-b. Later on, Eve may decide to perform
a measurement on her copy in order to obtain
information from Alice and Bob’s shared photon.
For the case of universal optimal cloning, Eve’s
copying machine has the effect of symmetrically
introducing errors on the outgoing state. The
cloning fidelity is defined as Fry = 1/2+1/(1+d).
Universal optimal cloning machines have been
realized experimentally using the symmetrization
method [45, 46, 47, 48, 49|, where both cloned
photons possess the same cloning fidelity. At the
heart of the symmetrization technique for opti-
mal cloning is the Hong-Ou-Mandel interference
effect [52]. For indistinguishable photons incident
at the input port of a balanced beam splitter,
a two-photon interference effect occurs which
forbids the photons to exit the beam splitter
from different output ports. Surprisingly, a slight

modification of the Hong-Ou-Mandel experiment
leads to a universal optimal symmetric cloning
machine. In this case, the second photon needs
to be in a d-dimensional completely mixed state
and is fed into the second input port of the
beam splitter at exactly the same time. As the
representation of the mixed state is the same in
any basis, this scheme is universal, i.e. works for
any state of the Hilbert space. When the two
photons exit the beam splitter from the same
output port, optimal cloning has been successful.
A second beam splitter is then used to separate
the two photons, e.g. one photon goes to Bob
and the other one stays at Eve. We then exper-
imentally perform the universal optimal cloning
machine in the quantum channel for dimensions
up to 5 and perform, again, a full character-
ization of the attack on the channel through
QPT, see Fig. 3-(e-h) and Table 1. Leaving
attacks on QKD systems aside, a full character-
ization of optimal quantum cloning machines is
interesting in itself for applications to quantum
state estimation [50, 51]. Indeed, there is an
equivalence between a universal optimal cloning
machine taking N input replicas and outputting
an infinite number of clones and a quantum
state estimation setup. A full characteriza-
tion of the cloning machine would then enable
a higher mode purity in the state estimation task.
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Figure 4: Secret key rates. Experimentally obtained secret key rates for the cases of no attack, optimal cloning
and intercept-resend. The dark blue bars correspond to the BB84 protocol where the secret key rate is obtained by
estimating a coarse-grained error rate. The green bars correspond to the (d 4+ 1)-MUBs protocol where the secret
key rate is obtained also by estimating a coarse-grained error rate. The yellow bars correspond to a secret key rate
calculated from the full characterization of the quantum channel. In all cases, a filter type measurement is considered

yielding an overall efficiency of 1/d.

3.3 Intercept-resend attack

Another eavesdropping scheme that achieves pro-
cesses with lower average fidelities is the so-called
intercept-resend attack, see Fig 3-(i-1). In con-
trast to the above described optimal cloning at-
tack, Eve directly measures the received photon
information, where she randomly performs her
measurement in bases uniformly chosen at ran-
dom (intercept). She then prepares a photon
in the observed state and transmits it to Bob
(resend). When considering the intercept-resend
over all MUBs, the fidelity of the states at the
output of the channel is given by F;, = 2/(1+d).
We experimentally perform the intercept-resend
attack in our quantum channel by means of two
SLMs, i.e. SLM-E1 and SLM-E2, with a SMF in
between, see Fig. 1-c. The first SLM (SLM-E1)
along with the SMF acts as the intercept section,
while the second SLM (SLM-E2) acts as the re-
send. In the universal case, Eve randomly chooses
a=1,...d+1and m = 1,...,d and simultane-

ously displays phase elements equivalent to <w7(ff )|

and |w,(ﬁv)) on the SLM-E1 and SLM-E2, respec-
tively.

4 Secret key rates

So far, we have shown the feasibility of perform-
ing high-dimensional QPT on several quantum
communication channels with our experimental
implementation and provided a qualitative illus-
tration of the effect of different eavesdropping
strategies. In this section, we use the experimen-

tal outcomes obtained when performing QPT as
our raw key from which we carry a formal se-
curity analysis. In particular, we show that the
full characterization enables an enhanced estima-
tion of the information leakage to an adversary
eavesdropper. This results in a more accurate
and favourable estimation of the achievable se-
cret key rate, K, of the channel for a given QKD
protocol. Furthermore, we demonstrate that the
full characterization of the channel becomes even
more advantageous when considering larger di-
mensions.

Traditionally, the secret key rate of a channel
is calculated by evaluating the error rate, @, from
the raw key shared by Alice and Bob. Analytical
formulae are derived to obtain the secret key rate
as a function of the error rate. For instance, the
BB84 protocol [2] in dimension d has the follow-
ing simple analytical formula,

K9(Q) =logy(d) =21 (Q),  (8)
where h(¥(z) = —zlogy(z/(d — 1)) — (1 —
z)logy(1 — x) is the d-dimensional Shannon en-
tropy. This protocol does not require a full char-
acterization of the quantum channel and has a
sifting efficiency of 1/2. An extension of the
d-dimensional BB84 protocol to tomographically
complete measurements, yielding a full character-
ization of the channel, is known as the siz-state
protocol for the specific case of d = 2. For di-
mensions that are powers of prime numbers, all
d + 1 MUBs are adopted. The sifting efficiency
of this protocol is given by 1/(d + 1). Neverthe-
less, in the infinite key limit, the sifting efficiency
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of the BB84 and the six-state protocol can ap-
proach 1, by making the basis choice extremely
asymmetric [53]. This argument also holds for
higher dimensions. The secret key rate of this
(d + 1)-MUB protocol as a function of the error
rate is given by,

K0(@) = logs(d) - 1@ (52Q)

Q@ . )

Nonetheless, using such analytical formulae has
a number of drawbacks. First, it only consid-
ers sifted data and assumes perfect unbiasedness
among different MUBs. This assumption may in-
crease the resulting secret key rate, but does not
consist of an adequate representation of the chan-
nel and may lead to an underestimation of Eve’s
leaked information. Moreover, the secret key rate
is obtained from a coarse-graining of the individ-
ual error rates per measurement settings. Thus,
given this single parameter, a pessimistic estima-
tion of the secret key rate is obtained due to the
limited knowledge of the channel. Instead, we
propose a protocol based on QPT where all the
measurement, outcomes, both from matching and
non-matching bases, are considered in the secret
key rate analysis. This protocol based on full
characterization of the channel outperforms the
counterpart coarse-grained protocols particularly
for the case of asymmetric errors, which is often
the case in experiments.

In our analysis, the secret key rate of a chan-
nel is estimated by considering the Devetak-
Winter formula [54]. To do so, we recast
our prepare-and-measure QKD protocol into an
entanglement-based scheme using the source-
replacement scheme [55], where Alice and Bob
share pairs of entangled photons represented by
the density matrix pap. In general, the secret-key
rate is obtained according to,

K = min [H(Za|E) - H(ZalZB)], (10)
paB €C
where C is the set of physical density matri-
ces that is consistent with the experimental con-
straints, e.g. error rates or measurement out-
comes; H (X|Y) := H (pxy) — H (py) is the con-
ditional von Neumann entropy, with H (p)
—Tr[plogy p|; Z4 and Zp are the sets of pos-
itive operator valued measures (POVM) associ-
ated with Alice’s and Bob’s measurement set-
tings, respectively. Finally, pz,z, and pz,E are

®
JI I

Alice’s MUBs

1

I 1 I 6
Bob’s MUBs 2oy 00 2oy 0o

(a.8)
Pmn

]

n m

Alice’s MUBs

I

I 1 I 7
Bob’s MUBs oy

Figure 5: Asymmetric intercept-resend. a Theoreti-
cal and c experimental probability of detection matrices,
as given in Eq. 4, corresponding to the asymmetric pro-
cess of an intercept-resend eavesdropping strategy over
MUB Il and IIl in dimension 2. b Theoretical and d
experimental real and imaginary part of the process ma-
trix.

given by,

pzazs = 3 Tx [(Z4 ® Z8) pas| 13| @ k) (K,

J.k
(11)
pzae = Y|l @ Tra [(Zh @ 1) pa], (12)

where papp is the tripartite density matrix
shared by Alice, Bob and Eve, respectively.
Hence, every additional experimental measure-
ment is included in the minimization, which re-
sults in a greater, or equal, secret key rate. In
the limiting case where we have a full character-
ization of the channel, pap is fully reconstructed
and is given by the Choi matrix, pe, mentioned
earlier. Thus the secret key rate may be directly
calculated from pup,

K =H(ZA|E)— H(ZalZB), (13)
where all experimental measurements are taken
into consideration, even for the case of mismatch-
ing MUBs.

In the prepare-and-measure scheme, we can
now determine the set of POVMs correspond-
ing to Alice and Bob’s generation and measure-
ment apparatuses. At Alice’s preparation stage,
we have Z4 = {|0)(0],...,|d — 1)(d — 1|}, since
Alice has the freedom to generate any state at
random. However, at Bob’s measuring stage, we
consider two different sets of POVMs, i.e. Z¥'™ =
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Figure 6: Security analysis for noise models with varying levels of symmetry. a-d The secret key rate is calculated

for different scenarios in dimensions ranging from 2 to 5.

The secret key rate for the BB84 and the (d + 1)-MUBs

protocols are directly calculated from Eq. 8 and Eq. 9, respectively, where the level of noise is characterized using
the error rate. Using the process matrix representation, we then consider noisy channels corresponding to diagonal
trace-preserving process matrices of different ranks. The secret key rate is directly calculated using Eq. 13, and an
error rate is determined for comparison with the coarse-grained protocols. For the case of a process matrix of rank
r = d? with constant diagonal elements, i.e. Eq. 14, we retrieve the case of completely symmetric noise, i.e. Eq. 9.
Asymmetric noise is then simulated by considering process matrices of lower ranks.

{10)(0], ..., |d = 1){d — 1|} and Zj*" = {[i)(i[},
where the former corresponds to a sorting-type
measurement and the latter corresponds to a
filter-type measurement, and Alice and Bob post-
select on the event where Bob successfully ob-
tains a measurement of the state |¢)(i| with ¢ €
{0,...,d — 1}. When carrying out the security
analysis, one can see that the secret key rate, K,
for the cases of Z3™ and Zi* only differs from an
overall efficiency of 1/d. Thus, we carry out the
high-dimensional QKD protocols based on QPT
with a filter-type measurement scheme at Bob’s
stage using an SLM. There exists efficient sorters
for the OAM computational and discrete Fourier
transform basis [56]; however, the establishment
of arbitrary multi-outcome measurement devices
remains an open challenge for quantum applica-
tions [57].

For the full characterization of our high-

dimensional quantum channel via QPT with no
explicit eavesdropping strategy applied, we calcu-
late the corresponding secret key rate and com-
pare it to a coarse-grained estimation of the chan-
nel, see Fig. 4 a. In the case of explicit eaves-
dropping strategies, such as optimal cloning and
intercept-resend, the secret key rate will obvi-
ously be negative, see Fig. 4 b-c, and no secret
key can be exchanged between Alice and Bob. We
observe that for larger dimensions, the full char-
acterization secret key rate performs better com-
pared to the achievable secret key rate obtained
from a coarse-graining of the channel. This may
be due to the fact that, as one considers higher-
dimensional states, the symmetry assumption in-
volved in coarse-graining is increasingly not ful-
filled. Therefore, full characterization of quantum
channels may offer a means by which the full po-
tential of high-dimensional protocols is exploited.

Accepted in { Yuantum 2019-04-21, click title to verify

19



In highly asymmetric scenarios, which is often the
case due to systematic errors such as misalign-
ments, full characterization may even surpass the
performance of coarse-grained protocols, such as
the BB84 protocol, when considering the lower
sifting efficiency of the full characterization pro-
tocol in the finite-key scenario.

Finally, in order to better understand the ad-
vantage of full characterization protocols com-
pared to their coarse-grained counterparts, we
carry out a security analysis for different noise
models. In particular, we take advantage of the
process matrix representation of the quantum
channel to simulate different levels of symmetry
in noise. In the limit, where the noise is com-
pletely symmetric over all states of all bases, the
process matrix of the channel can be described as
following,

— Fd+1)-1
Xifd2 SLACh p ) d0i0;
A-F) s 5 5
+2(d — 1) (51] 60160])7 (14)

@ is a d® x d? diagonal matrix with
= d2, and F determines the level
of noise in the channel.
sult of such a process on an input state, say
pin = |0){0], is given by the output state pouy =
F|0)(0| + (1 — F)/(d — 1) X% [i)(i|. The pro-
cesses of universal optimal cloning and universal
intercept-resend fall under this category of pro-
cess matrices, as can be seen in Fig. 3, with fi-
delities Fqy =1/24+1/(14+d) and F;, = 2/(1+4d),
respectively. Here, we consider another type of
eavesdropping strategy that is not considered uni-
We experimentally perform QPT of an
intercept-resend attack where the eavesdropper
only consider 2 out of the 3 MUBs available to Al-
ice and Bob in dimension 2, see Fig. 5. This would
be an appropriate attack in the case of BB84,
where only two MUBs are utilized by Alice and
Bob. However, in this case the noise added by
the process to the output state is no longer sym-
metric. We observe state- and basis-dependent
state fidelities which can be understood as asym-
metric noise. Interestingly, the process matrix of
the 2-MUB intercept-resend attack, see Fig. 5
has only 3 non-zero diagonal elements compared
to 4 non-zero diagonal elements for the case of
universal attacks, see Fig. 3, in dimension 2. In-
spired, by the shape of the process matrix in this

where x;7
a rank of r
For instance, the re-

versal.

simple case, we investigate different asymmetric
noise models by varying the rank of the process
matrix

For a process matrix of rank r = d?, we
retrieve the secret key rate formula for the
coarse-grained (d+ 1)-MUBs protocol, i.e. Eq. 9,
as can be seen in Fig. 6. In dimension 2, we may
then consider channels with process matrices of
other ranks, corresponding to different degrees
of noise symmetry. In particular, we consider

trace-preserving process matrices of rank 3, i.e.

il] 25 = Fégido; + (1 — F)/2(01:01; + 02i02;),
and rank 27 i.e.
ij 2= = = Fé0id0j + (1 — F)(614015). As can be

seen in Fig. 6-a, noise corresponding to a process
matrix of rank 2 or 3, leads to a significant
improvement in secret key rate compared to a
coarse-grained characterization of the channel
using the error rate. Interestingly, for the
case of the rank 2 process matrix of the form
given above, i.e. ijzz, although the resulting
error rate is well above the traditional error
threshold, the secret key rate remains positive
all the way up to @ 0.33.  We consider
trace-preserving process matrices of rank 7, 4,
and 3, in dimension 3, rank 13, 7, and 3, in di-
mension 4, and rank 11 and 5, in dimension 5, i.e.

d=3,r="7

ij F50150J Z 5k16k]
d=3,r=4 3
ij_ " F(st(SO] Z 5k16k]
k=
=3,r= 3
?j 3,r=3 _ Fdoi005 + 4( F) (61,01 + 05i0s;)
;’1]':47T:13 F50150J + Z 6I€Z(5k_]
le§4,r:7 = F(SOi(SOj + — F) Z 5k16k]
k=1
d=4,r=3

= F'é0;00; + (1 - F)(51i51j + 012i012;)

Z 6kz5kj

ij

24
1
de] 5,r=>5 F(Soi(soj + 1(1 ) Z 51@5@', (15)
k=21
respectively. In all cases, we can observe a

clear advantage of using a full characterization
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scheme compared to the error rate channel as-
sessment. Interestingly, for all dimensions we find
cases where after the transmission, the coarse-
grained errors would label the channel as inse-
cure, while our more detailed analysis still en-
ables a secure communication. This advantage
is possible because our analysis allows to distin-
guish between cases where an eavesdropper has
not gained enough information about the state
although they have transformed it such that Al-
ice and Bob will have large error rates.

5 Conclusion

In summary, full characterization of quantum
processes via QPT is an invaluable tool for high-
dimensional quantum information processing. In
particular, the complexity resulting from the gen-
eration and detection of the high-dimensional
states involved may be fully characterized. In the
study of quantum channels for quantum commu-
nications, full characterization via QPT turns out
to be a beneficial resource that allows one to take
full advantage of the potential high-dimensional
nature of the protocols at play to increase the
overall secret key rate.
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Abstract: The ability to completely characterize the state of a system is an essential element for
the emerging quantum technologies. Here, we present a compressed-sensing-inspired method
to ascertain any rank-deficient qudit state, which we experimentally encode in photonic orbital
angular momentum. We efficiently reconstruct these qudit states from a few scans with an
intensified CCD camera. Since it only requires a small number of intensity measurements, our
technique provides an easy and accurate way to identify quantum sources, channels, and systems.

© 2019 Optical Society of America under the terms of the OSA Open Access Publishing Agreement

1. Introduction

The orbital angular momentum (OAM) of single photons, which provides an unbounded vector
space, has been recognized as a preeminent platform for encoding both quantum [1-3] and
classical [4,5] information. Although the generation of photons with OAM is relatively simple,
the full characterization of a state in the OAM Hilbert space stands as a challenging task. Several
methods have demonstrated accurate projective measurements to determine OAM states [6—11].
However, these projective measurements work adequately only for pure states. The case of mixed
states requires full state tomography, and this involves projective measurements on arbitrary
superpositions of two or more OAM eigenstates [12], a task which remains challenging.

To circumvent these problems, we propose and experimentally demonstrate a method inspired
by compressed sensing. Originating from the context of classical signal processing [13, 14], this
technique harnesses prior assumptions about the state to reconstruct it from an undersampled set
of measurements. It is routinely used to estimate vectors or matrices from incomplete information,
with applications in many diverse fields of research [15, 16]. Compressed sensing has also been
adapted as a tool for state tomography of discrete systems in quantum theory [17-24].

The primary goal of our scheme for reconstructing OAM states is to significantly reduce the
number of z-axis scans (Z) given an a priori value of the mode rank s. We shall demonstrate
that intensity measurement with only a small Z (thus giving nz number of linearly independent
detection outcomes) is sufficient to unambiguously reconstruct OAM states of low rank s, which
constitutes our main result. Actually, the compressed sensing algorithms, supplemented with
the positivity constraint [25], which operates as a kind of regularization, enables us to construct
informationally complete measurements that are robust to noise and modeling errors. In other
words, one can use a very simple setup for the characterization of a state with a priori information
about its nature.

#352203 https://doi.org/10.1364/0E.27.017426
Journal © 2019 Received 19 Nov 2018; revised 21 May 2019; accepted 22 May 2019; published 10 Jun 2019
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2. Setting the scenario

We begin our analysis by recalling a few basic concepts that we will need to understand the
technique. We are dealing with single photons carrying OAM, which has made this degree
of freedom an ideal candidate for the investigation of complex quantum phenomena and their
applications. For this reason, we describe the OAM modes in a quantum parlance, although
everything can be immediately translated into a classical framework.

In any tomographic protocol, one infers the state, represented by the density matrix o, from the
distinct outcomes of a collection of measurements performed on identical copies of the system.
The outcomes of these measurements are given by the Born rule p, = Tr(oI1,), where {I1,} is
the positive operator-valued measure (POVM) describing the setup [26]. We denote the action of
the POVM by A : o +— p, that maps o onto the vector containing all the probabilities {pg }.

A POVM is informationally complete (IC) when the corresponding outcome probabilities are
sufficient to determine an arbitrary state [27,28]. Obviously, the number of outcomes of any
IC measurement is at least d2, where d is the dimension of the system, which makes traditional
methods infeasible as d increases. However, if we know a priori that the rank of the system
fulfills rank(p) < s, with s < d, then we can substantially reduce the number of measurement
samples required to uniquely reconstruct the unknown signal matrix. It has been shown that
for any map A, the so-called restricted isometry property [29] (which characterizes matrices
that are nearly orthonormal, at least when operating on sparse vectors is sufficient to yield a
unique rank-s reconstruction: the true state og is then the only density matrix within the set of
positive Hermitian matrices of any rank that yields the measurement probabilities p [25]. The
corresponding estimator p for op, based on collected statistical data, is given by

© = min ||A[o] — p|| subjectto © >0, (1)
o

whose solution can be efficiently found by convex programming [30].

The insights into the regularizing effect of the positivity constraint permit us to tackle
reconstructing OAM quantum states. To represent the structure of the transverse field we will be
using the well-known Laguerre-Gauss (LG) modes that can be written as [31],

2p! 1 (var)”
Lpr(r, ¢’ Z) = <I", ¢’ Z|£7P> = 7T(p + |£|)| W(Z) W(Z)
2r? 1 .k o
<Ly (w(rz)Z) P (_rz [w(z)z i lT(z)] S ’W(Z))’ *

where (r, ¢, z) denote cylindrical coordinates, k is the wave number, L{I)t’l( .) is the generalized
Laguerre polynomial, £ € {0, +1,+2,...} is the azimuthal mode index, and p € {0, 1,2, ...} is
the radial mode index, which is related to the number of radial nodes. The parameters R(z), w(z),
and ¢,¢(z) denote the radius curvature of the wave fronts, the beam radius, and the Gouy phase
at the propagation distance z, respectively:

wiz) = wi[l+(z/z)?],
Rz) = z[1+ (zR/z)z] , 3)
Ype(z) = (2p+ ||+ 1)arctan(z/zr),

with the Rayleigh range zg = kwg/ 2 and wq the beam waist, which we assume located at z = 0.
In what follows, we will set p = 0 and denote y¥¢(z) = ¥p=0¢(2).

We propose to reconstruct the signal in the LG basis from Z intensity scans registered by a
CCD camera positioned at distances zi, 2o, . . ., with respect to the beam waist, which is in the
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spirit of the Gerchberg-Saxton algorithm [32]. This amounts to projecting the density matrix on
free-space position eigenstates; viz,

" )
p(r,¢,2) =(r, ¢, zlolr, ¢, 2) = § LGe,o(r. 6. 2) 0cer LG, (1. ¢, 2) < €™ E ocer Ceers (4)
0,0 124

where )
Ceo =2/ expli(€ — )¢l exp{ilwe(z) — v (D)1} 1(z) = r/w(z2). (%)

Each combination of r, ¢, and z coordinates, which corresponds to the associated pixel readings,
gives us one particular linear combination of density matrix elements. Evidently by varying r, ¢,
and z, the more linearly independent these generated combinations are, the more IC the POVM is.

3. Informational completeness of intensity scans

The aim of compressed sensing is to perform a set of IC POVM measurement outcomes to
uniquely reconstruct the unknown state o. In our context of twisted-photon state reconstruction,
the POVM refers to the set of CCD intensity scans along the propagation axis. In this section,
we shall analytically demonstrate that a few CCD scans shall be needed to unambiguously, and
thus compressively, reconstruct an arbitrary d-dimensional state under various conditions on
the angular momentum quantum number £. To simplify the details as much as possible, we will
ignore statistical noise and take p(r, ¢, z) to represent the raw data. We also assume there are no
limits on sampling in r and ¢ coordinates.

First, we consider d-dimensional signals represented by LG beams with nonnegative azimuthal
indexes only ¢ € {0,1,---,d — 1}. We will show that a single CCD scan provides complete
information about the signal. In this case (for a fixed z) one can ignore the Gouy’s phase.
Obviously, incompleteness arises whenever two different pairs (¢/, £’") generate the same Cyr¢»
for all r and ¢. Since for ¢/, ¢"” > 0, we have |[£'| — |€"'| = £’ — £, there just cannot be two such
pairs both satisfying £ — £’ = N and ¢’ — {”” = M with the same N and M and incompleteness
does not arise. Hence, all density matrix elements can be uniquely determined from a single
CCD scan for any dimension d of our system.

When the sign of the topological charge is not constrained, the space dimension is d = 2€nax + 1,
sothat £ € {—lmax, - ,0, -, €max }. Now, the CCD scans are no longer IC no matter how many
planes Z are sampled. Indeed, incompleteness arises when two or more elements Cp ¢~ coincide
for all r, ¢ and z. This requires

&'l =1€"| =N, U-0"=M, [l -1¢" =S, 6)

to hold for two or more distinct pairs (¢/,¢”"). For every 0 < n < €.« one finds two such
realizations: ¢/, {”” = nand ¢/, "’ = —n and as aresult states |£) and | — ) cannot be discriminated
by intensity measurements alone. As there are £,,x such cases, the maximum number of linearly
independent measurements generated by CCD scans in dimension d is

NZ-s00 = Hmax” + 4lmax + 1 = d* = L(d - 1). (7

For large dimensions d” > d and the measurement setup becomes nearly complete.

Let us explore how the set of independent detections builds up. For a single plane, the Gouy’s
phase and hence relation (6) are of no consequence. The number of independent detections
equals the number of distinct couples (N, M) that can be generated by —{iax < €/, €7 < fmax. It
can be checked that for a given N, each pair of nonnegative indexes ¢’,£”” > 0, |'| + || = N
generates a unique (N, M). Negative £, £”” < 0 do not add new entries to this set. Finally, there
are only two possible Ms for all pairs with opposite signs M = ¢’ — £ = £’ + (={"’) = £N.
When N < £nax these are already accounted for by £ = 0, ¢” = N and ¢’ = N, £” = 0 appearing
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Fig. 1. Simulation of our compressed sensing protocol with twisted photons. (a) Number
of independent detections nz generated by Z intensity scans along the propagation axis
performed on a signal with {pax = 7 (d = 15). The maximum of nz = 218 detections
is obtained for Z > 8 scans. (b) Reconstructions errors, &, from the compressed sensing
protocol of the twisted photons as a function of the rank of the state for a fixed dimension
(Cmax = 7) and for Z = 1,2, and 3 CCD scans, with and without positivity constraint. (c)
The reconstructions errors for two CCD scans and different dimensions. In all the cases, we
take a 19 x 19 pixels screen.

in the set of nonnegative pairs. When N > £y, the values M = +N make new entries. This
gives Zy:o Zg‘,‘:;‘o O¢r.N—¢+ = N + 1 entries for N < € and 2 + Zﬁ‘f’:a’;v_(, ‘ Z?)}i‘o Opr N—pr =
2€max — N + 3 entries for N > {,,x. Taking sum over N = 0. .. 24, this makes a total of

nz=1 = lmax” + 4lmax + 1 = H(d* + 6d - 3) (8)

independent detections generated by a single intensity scan—about a quarter of the maximum
number of independent detections (7).

Going further, we realize that each couple (N, M) is degenerate; i.e., can be generated by
at least two distinct pairs (¢/,¢""), except for (N = 0,M = 0), and (N = Cpax, M = £ax). In
addition, degenerate (N > 0, M = 0) cannot be resolved by additional scans, as we have already
discussed. Hence, the second scan adds Anz_, = é’maxz +4lmax + 1= (3 +€max) = {’maxz +3lmax —2
additional independent detections, bringing the total for two scans to

Nz = 2max® + Tlmax — 1 = 1(d* + 5d - 8). )

For higher Z, the new independent detections grow linearly with {n,x. A typical behaviour
is shown in Fig. 1(a) for {p.x = 7: the maximum nz_, is approximately attained with 8
scans. Actually, the minimum scans required to approximately attain the maximum number of
independent detections in the signal space iS Zpnin = fmax + 1.

The compressive tomography is done by solving (1), where now a = {r, ¢, z}, and I, is
defined by Tr(oI1,) = p(r, ¢, z). We first perform numerical simulations to explore the method.
A set of random states of a given rank in the £,,x = 7 space is chosen and scanning measurements
are simulated for Z = 1, 2, and 3 CCD planes with a 19 x 19 pixel geometry.

The data is subject to state reconstruction with and without the positivity constraints, where
the latter is implemented with the help of the Moore-Penrose pseudoinverse [33]. Finally, for
each true state, the corresponding Hilbert-Schmidt distances between the true and reconstructed
states are calculated and the mean is taken over the set of true states of the same rank [34]. We
take this as the error & = E[Tr(0wue — 0)°]-

In Fig. 1(b), we have plotted the errors & as a function of the rank of the state, for £,x = 7. We
observe a strong regularizing effect of the positivity constraint, especially on low-rank signals.
First, positivity always makes the reconstruction errors smaller. Second, it cures the informational
incompleteness of the tomography, provided the complexity of the measured signal stays below a
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Fig. 2. Sketch of the experimental setup. A photonic state is generated by manipulating the
phase and intensity of an incoming beam via the spatial light modulator (SLM). The beam is
then focused using a variable holographic lens imprinted on the SLM together with the state
generation hologram. The ICCD camera has a fixed position and records intensity scans.
Inset shows the state and lens phase patterns, [0, 27), in a hue color.

certain threshold. Last, this threshold gets increased as we collect more scans. Notice though that
protocols with positivity perform worse on more complex signals because the regularizing effect
of positivity weakens. Loosely speaking, in comparing neighbourhoods of low- and high-rank
states, one finds more nonphysical matrices in the former. Those objects get filtered by the
positivity constraints leading to improved performance. The opposite is true of the protocols
without positivity. Here, the more mixed states are less biased in the space of density matrices,
so their average distance to the reconstructed matrix is smaller. Notice that this discussion
does not apply to mutually compatible observations, for which positivity constraints are of no
consequence. This can be observed in Fig. 1(c) for a single scan, where the regularizing effect of
positivity disappears. Stronger incompatibilities introduced by detections from different planes
[[1y, IT1/] # O are required to promote signal sparsity. The influence of the signal dimension
with a fixed measurement is also illustrated in Fig. 1(c), for the particular case of two scans. The
quality of the compressive OAM tomography improves with the signal dimension. At first glance,
this might seem counterintuitive; however, note that the sparsity of a signal of a given rank grows
with dimension and so do the regularizing effects of positivity constraints.

4. Experiment

To verify our scheme, we construct an experimental setup that allows us to generate and detect
vortex beams at the single photon level using a spatial light modulator (SLM) and an intensified
CCD (ICCD camera, respectively. A simplified sketch is shown in Fig. 2. A quasi-continuous
UV laser, at a wavelength of 355 nm, is used to pump a type-I S-barium borate (BBO) crystal in
order to generate single photons via spontaneous parametric downconversion. The spatial modes
of the generated photons are filtered to the fundamental Gaussian mode by coupling them to a
single mode fibre (SMF). A coincidence rate of 30 kHz and singles rate of 200 kHz is measured
after the SMF. The photons are then coupled out of the SMF and are made incident on an SLM,
(X10468-07, Hamamatsu) consisting of an electronically controlled nematic liquid crystal device
with 792 x 600 pixels. The phase and the intensity of the generated photons are controlled via a
holographic intensity masking technique [35], with a diffraction efficiency greater than 70 %. To
achieve a higher mode quality, a 10X microscope objective with a numerical aperture of 0.25
is employed to obtain a relatively large collimated beam at the SLM. The mode waist of the
amplitude-modulated hologram at the SLM is determined to have an effectively flat phase and
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Fig. 3. Experimental reconstruction from compressed sensing. (a) Density matrix of the
true state and (b) Reconstructed density matrix after two intensity scans with a signal space
spanned by £ € {—4,...,4}. The upper row shows four experimental ICCD scans at the
planes z/zr =0, 1/3, 1/2, and 1, respectively. The lower row shows the predictions from the
reconstructed state of the same ICCD scans.

intensity for the incoming beam over the region of interest of the hologram. By doing so, we may
generate any arbitrary spatial mode with a high-level of accuracy. In the case of pure states, a
single hologram is used for shaping the transverse modes of all photons in the ensemble. For
mixed states, the appropriate holograms are randomly varied to generate incoherent statistical
mixtures of the desired modes. A single intensity scan is then recorded over the whole ensemble
of generated photons.

To observe the intensity variation of LG modes upon propagation, due to the differences in
Gouy phases, the beam must propagate for distances that are on the order of the Rayleigh range
zr. This is achieved by simply focusing the beam. In the scheme described above, the ICCD
camera is moved along the path of the beam in the z-direction. However, this is equivalent
to varying the focal length of the lens and considering a fixed position of the ICCD camera.
This is accomplished by imprinting a phase profile of the form exp (—i k r2)2f ), where f is the
focal length of the flat lens. By doing so, our experimental reconstruction does not require any
mechanical displacement of the components in the setup. Intensity scans are recorded for different
focal lengths corresponding to positions of z/zr = 0, 1/3, 1/2 and 1. Finally, both coincidence

“Re (Quue

Fig. 4. Experimental reconstruction from compressed sensing. (a) Density matrix of the true
state and (b) Reconstructed density matrix after one intensity scan. The upper row shows
four experimental ICCD scans at the planes z/zg =0, 1/3, 1/2, and 1, respectively. The lower
row shows the predictions from the reconstructed state of the same ICCD scans.
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Fig. 5. Entropy S as a function of the number of intensity scans Z, for a signal space
spanned by € € {—4,...,4} and for true states of the form in (10). The circles are obtained
by averaging over 20 random states and the error bars indicate the corresponding variance.
Blue refers to protocol with positivity, while red is without positivity.

and singles counts measurements can be recorded with the ICCD camera. However, since we do

not make use of the spatial correlation resulting from spontaneous parametric downconversion,

the ICCD camera is used without triggering, where shorter integration time may be considered.
The true states are chosen to be following rank-2 states,

0=p0) 0] + (1 -p)|¥) (¥, (10)

with |¥) = cos@ |-3) +sin @ |3). In the experiment, we randomly generate 20 states for values
of p and 8 chosen. The OAM mixed states are generated by randomly varying the holograms
displayed on the SLM. The holograms corresponding to the states |0) and |¥) are displayed
for a fraction of the total integration time corresponding to p and (1 — p), respectively. In
Fig. 3, we present the results for a typical state o with two ICCD scans. The corresponding
reconstructed density matrix is plotted in the left column. Even though we are dealing with
informationally incomplete measurements, the protocol with positivity using two intensity scans
fits the theoretical data quite well. Without the positivity constraint, the reconstructed states are
very different from the true ones. We have also experimentally checked that when the signal space
is constrained to only positive topological charges ¢, one intensity scan is enough to accurately
predict the intensity scans in other planes, as anticipated by our theory.

We have also considered another set of rank—2 states, similar to Eq. (10), but now with
|V) = cos @ |2) + sin 6 |4). The results are presented in Fig. 4. The reconstructed density matrix
is plotted in the left column. We have also experimentally checked that when the signal space
is constrained to only positive topological charges ¢, one intensity scan is enough to accurately
predict the intensity scans in other planes, as anticipated by our theory.

To assess the degree of IC for the intensity scans, we first consider a matrix of reconstructed
states {0;} with its jth column defined as a flattened o;. A unique solution for the extremal
problem Eq.(1) then implies that the entropy of normalized singular values for this matrix is
zero. To compute the entropy, we reconstructed 20 true states for every ICCD scan, and average
over all of them. As can be seen in Fig. 5, the protocol with positivity constraints is enough to
characterize the input state with solely two scans. We corroborate once again that if we restrict
our space to be spanned only with nonnegative azimuthal indices, the measurement is IC for both
strategies (with and without positivity) with only one intensity scan.
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5. Concluding remarks

In summary, we have developed a compressed sensing scheme able to uniquely reconstruct any
rank-deficient qudit state encoded in the OAM degree of freedom. The positivity constraint has
played a substantial role as a powerful regularization to perform a tomographic reconstruction in
the regime of informationally incomplete data for intermediately sized quantum systems. This
establishes a novel and efficient tomographic paradigm for OAM systems that could trigger
interesting experimental research on complex quantum states, which otherwise might have been
infeasible with currently known detection schemes in such experiments.

Funding

European Union’s Horizon 2020 Research and Innovation Programme (766970); Canada Research
Chairs; Ontario’s Early Researcher Award; BK21 Plus Program (21A20131111123); National
Research Foundation of Korea (2010-0018295); Korea Institute of Science and Technology
Institutional Program (2E27800-18-P043); Ministerio de Economia y Competitividad (FIS2015-
67963-P); Grant Agency of the Czech Republic (18-042915); Internal Grant Agency of the
Faculty of Sciences of Palacky University (PrF 2018-003)

References

1. G. Vallone, V. D’Ambrosio, A. Sponselli, S. Slussarenko, L. Marrucci, F. Sciarrino, and P. Villoresi, “Free-space
quantum key distribution by rotation-invariant twisted photons,” Phys. Rev. Lett. 113, 060503 (2014).

2. M. Mirhosseini, O. S. Magaifia-Loaiza, M. N. O’Sullivan, B. Rodenburg, M. Malik, M. P. J. Lavery, M. J. Padgett,
D. J. Gauthier, and R. W. Boyd, “High-dimensional quantum cryptography with twisted light,” New J. Phys. 17,
033033 (2015).

3. A.Sit, F. Bouchard, R. Fickler, J. Gagnon-Bischoff, H. Larocque, K. Heshami, D. Elser, C. Peuntinger, K. Giinthner,
B. Heim, C. Marquardt, G. Leuchs, R. W. Boyd, and E. Karimi, “High-dimensional intracity quantum cryptography
with structured photons,” Optica 4, 1006-1010 (2017).

4. G. Gibson, J. Courtial, M. J. Padgett, M. Vasnetsov, V. Pas’ko, S. M. Barnett, and S. Franke-Arnold, “Free-space
information transfer using light beams carrying orbital angular momentum,” Opt. Express 12, 5448-5456 (2004).

5. J. Wang, J.-Y. Yang, I. M. Fazal, N. Ahmed, Y. Yan, H. Huang, Y. Ren, Y. Yue, S. Dolinar, M. Tur, and A. E. Willner,
“Terabit free-space data transmission employing orbital angular momentum multiplexing,” Nat. Photonics 6, 488
(2012).

6. A. Mair, A. Vaziri, G. Weihs, and A. Zeilinger, “Entanglement of the orbital angular momentum states of photons,”
Nature 412, 313 (2001).

7. J.Leach, M. J. Padgett, S. M. Barnett, S. Franke-Arnold, and J. Courtial, “Measuring the orbital angular momentum
of a single photon,” Phys. Rev. Lett. 88, 257901 (2002).

8. J.Leach, J. Courtial, K. Skeldon, S. M. Barnett, S. Franke-Arnold, and M. J. Padgett, “Interferometric methods to
measure orbital and spin, or the total angular momentum of a single photon,” Phys. Rev. Lett. 92, 013601 (2004).

9. E. Karimi, B. Piccirillo, E. Nagali, L. Marrucci, and E. Santamato, “Efficient generation and sorting of orbital angular
momentum eigenmodes of light by thermally tuned g-plates,” Appl. Phys. Lett. 94, 231124 (2009).

10. G. C. G. Berkhout, M. P. J. Lavery, J. Courtial, M. Beijersbergen, and M. J. Padgett, “Efficient sorting of orbital
angular momentum states of light,” Phys. Rev. Lett. 105, 153601 (2010).

11. M. Mirhosseini, M. Malik, Z. Shi, and R. W. Boyd, “Efficient separation of the orbital angular momentum eigenstates
of light,” Nat. Commun. 4, 2781 (2013).

12. N. Bent, H. Qassim, A. A. Tahir, D. Sych, G. Leuchs, L. L. Sdnchez-Soto, E. Karimi, and R. W. Boyd, “Experimental
realization of quantum tomography of photonic qudits via symmetric informationally complete positive operator-valued
measures,” Phys. Rev. X 5, 041006 (2015).

13. E. J. Candes, J. Romberg, and T. Tao, “Robust uncertainty principles: exact signal reconstruction from highly
incomplete frequency information,” IEEE Trans. Inform. Theory 52, 489-509 (2006).

14. E.J. Candes and T. Tao, “The power of convex relaxation: Near-optimal matrix completion,” IEEE Trans. Inf. Theory
56, 2053-2080 (2010).

15. Y. C. Eldar and G. Kutyniok, Compressed Sensing: Theory and Applications (Cambridge University, 2012).

16. A. Stern, Optical Compressive Imaging (CRC, 2016).

17. D. Gross, Y.-K. Liu, S. T. Flammia, S. Becker, and J. Eisert, “Quantum state tomography via compressed sensing,”
Phys. Rev. Lett. 105, 150401 (2010).

18. A. Shabani, R. L. Kosut, M. Mohseni, H. Rabitz, M. A. Broome, M. P. Almeida, A. Fedrizzi, and A. G. White,
“Efficient measurement of quantum dynamics via compressive sensing,” Phys. Rev. Lett. 106, 100401 (2011).

19. W.-T. Liu, T. Zhang, J.-Y. Liu, P.-X. Chen, and J.-M. Yuan, “Experimental quantum state tomography via compressed
sampling,” Phys. Rev. Lett. 108, 170403 (2012).

31



20.

21.

22.
23.
24.
25.
26.
217.
28.
29.
30.
31.
32.

33.
34.

35.

Optics EXPRESS

C. Schwemmer, G. T6th, A. Niggebaum, T. Moroder, D. Gross, O. Giihne, and H. Weinfurter, “Experimental
comparison of efficient tomography schemes for a six-qubit state,” Phys. Rev. Lett. 113, 040503 (2014).

A. V. Rodionov, A. Veitia, R. Barends, J. Kelly, D. Sank, J. Wenner, J. M. Martinis, R. L. Kosut, and A. N. Korotkov,
“Compressed sensing quantum process tomography for superconducting quantum gates,” Phys. Rev. B 90, 144504
(2014).

F. Tonolini, S. Chan, M. Agnew, A. Lindsay, and J. Leach, “Reconstructing high-dimensional two-photon entangled
states via compressive sensing,” Sci. Rep. 4, 6542 (2014).

A. Steffens, C. A. Riofrio, W. McCutcheon, I. Roth, B. A. Bell, A. McMillan, M. S. Tame, J. G. Rarity, and J. Eisert,
“Experimentally exploring compressed sensing quantum tomography,” Quantum Sci. Technol. 2, 025005 (2017).
C. A. Riofrio, D. Gross, S. T. Flammia, T. Monz, D. Nigg, R. Blatt, and J. Eisert, “Experimental quantum compressed
sensing for a seven-qubit system,” Nat. Commun. 8, 15305 (2017).

A. Kalev, R. L. Kosut, and I. H. Deutsch, “Quantum tomography protocols with positivity are compressed sensing
protocols,” npj quantum inf. 1, 15018 (2015).

A. Peres, Quantum Theory: Concepts and Methods (Kluwer, 2002).

E. Prugovecki, “Information-theoretical aspects of quantum measurement,” Int. J. Theor. Phys. 16, 321-331 (1977).
P. Busch and P. J. Lahti, “The determination of the past and the future of a physical system in quantum mechanics,”
Found. Phys. 19, 633-678 (1989).

E. J. Candes, “The restricted isometry property and its implications for compressed sensing,” C. R. Math. 346,
589-592 (2008).

S. Boyd and L. Vandenberghe, Convex Optimization (Cambridge University, 2004).

A. Siegman, Lasers (Oxford University, 1986).

R. W. Gerchberg and W. O. Saxton, “A practical algorithm for the determination of the phase from image and
diffraction plane pictures,” Optik 35, 237-246 (1972).

A. Ben-Israel and T. N. E. Greville, Generalized Inverses: Theory and Applications (Wiley, 1977).

A. Luis, “Degree of coherence for vectorial electromagnetic fields as the distance between correlation matrices,” J.
Opt. Soc. Am. A 24, 1063-1068 (2007).

E. Bolduc, N. Bent, E. Santamato, E. Karimi, and R. W. Boyd, “Exact solution to simultaneous intensity and phase
encryption with a single phase-only hologram,” Opt. Lett. 38, 3546-3549 (2013).

32



PHYSICAL REVIEW LETTERS 122, 100404 (2019)

Adaptive Compressive Tomography with No a priori Information

D. Ahn, Y. S. Teo,* and H. Jeong
Department of Physics and Astronomy, Seoul National University, 08826 Seoul, South Korea

F. Bouchard, F. Hufnagel, and E. Karimi
Physics Department, University of Ottawa, 25 Templeton Street, Ottawa, Ontario, KIN 6N5 Canada

D. Koutny, J. ﬁehééek, and Z. Hradil
Department of Optics, Palacky University, 17. listopadu 12, 77146 Olomouc, Czech Republic

G. Leuchs and L. L. Sanchez-Soto
Max-Planck-Institut fiir die Physik des Lichts, Staudtstrafle 2, 91058 Erlangen, Germany

® (Received 17 December 2018; published 15 March 2019)

Quantum state tomography is both a crucial component in the field of quantum information and
computation and a formidable task that requires an incogitable number of measurement configurations as

the system dimension grows. We propose and experimentally carry out an intuitive adaptive compressive
tomography scheme, inspired by the traditional compressed-sensing protocol in signal recovery, that
tremendously reduces the number of configurations needed to uniquely reconstruct any given quantum
state without any additional a priori assumption whatsoever (such as rank information, purity, etc.) about

the state, apart from its dimension.

DOI: 10.1103/PhysRevLett.122.100404

Introduction.—The characterization of an unknown
(true) quantum state p, > 0 of Hilbert-space dimension
d is a subject of immense study in quantum information
[1-3]. To fully reconstruct an arbitrary p,;, one may perform
a set of measurements that is enough to characterize all
d*> — 1 independent parameters that define p,. Unfortunately,
the number of such measurements generally grows poly-
nomially with d, or exponentially with the number of
subsystems that determine the quantum-source complexity.
This poses a technical limitation on how far conventional
quantum tomography can go in practical experiments [4,5].

If we know a priori that rank {p, = p,} < ris extremely
small, » < d, then the concept of compressed sensing (CS),
whose foundation was first mathematically laid in the
context of imaging [6-8], facilitates the search for a unique
estimator by measuring much fewer configurations [9-12].
We say that the corresponding data are informationally
complete (IC) for p,. The state-of-the-art CS measurements
to be performed given such prior information have been
constructed in Ref. [13].

The standard CS procedure, nevertheless, has two
important issues that need to be addressed. First, an a priori
knowledge about r is necessary to establish a preliminary
order-of-magnitude estimate for the number of configura-
tions needed to fully characterize p, of rank no larger
than r. Accuracy of the final estimator is hence highly
dependent on the validity of this a priori guess. Second,
one has no means of verifying whether the measurement
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data at hand are truly IC for p, in the standard scheme.
Typically, accuracy surveys with target states are employed
[10-12] and the value of such a survey relies on the
precision of these target states. Therefore, the decision of
a priori rank information and presumed choices of target
states are ultimately debatable in the presence of exper-
imental errors, rendering the reliability of any related
tomography scheme questionable.

In this Letter, we establish a new adaptive tomography
paradigm that completely removes the need for any sort of
a priori information about p, (except for its dimension d).
Our proposed adaptive compressive tomography (ACT)
also includes an efficient recipe to determine informational
completeness of the collected data. No target states are
ever required to validate the resulting state estimator.
The convex boundary of the quantum state space and the
positivity constraint plays the principal role in checking
whether the accumulated data are IC and adaptively choosing
measurements efficiently to uniquely reconstruct p,., the two
of which completely define the purpose of ACT.

To demonstrate ACT, we perform an experiment with
the orbital angular momentum (OAM) of single photons
and apply ACT to states of various ranks engineered in
these degrees of freedom. Both experimental and simulated
results show that ACT requires a smaller number of
measurements to reconstruct rank-deficient quantum states
as compared to conventional CS tomography with known
types of CS measurements.

© 2019 American Physical Society
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Hilbert-space dimension: d
kth step of ACT

data convex set G

FIG. 1. Schematic diagram of a particular adaptive step in ACT
tomography. In a clockwise flow, ACT first performs ICC to
check whether data (blue) collected from measuring B3 are IC or
not. If not, it proceeds to choose a good basis to measure in the
next step.

The quantum state space and ACT.—In the absence of
statistical fluctuations, we measure a randomly chosen
computational basis {|0),]1),...,|d—1)} on p, of Hilbert-
space dimension d. The corresponding Born probabilities
pj = {jlp/j) (0<j<d—1) specify only the diagonal
elements of p,, and there is in principle a data convex set
C={plp < p; VY j} comprising infinitely many estima-
tors p that are consistent with p;. Evidently, p, € C, and so
the only fundamental objective of ACT is to shrink C to a
single point with only k¢ < d + 1 IC measurement bases
for r <« d. For noiseless situations, this point must be p,.

To gain insights into how quantum positivity constraint
plays a major role in shrinking C, we argue in the
Supplemental Material (Sec. I [14]) that if one methodically
measures ky = [(r> = r)/(d — 1)] + 1 orthonormal bases,
one of which being the eigenbasis B, of p,, then p = p, is
the unique positive estimator consistent with all measured
probabilities. For » <« d, the regime of our interest, ky = 2.
It is however clear that kjc > 2 in real-world settings where
p, is completely unknown (apart from its dimension d), so
the famous no-go answer to Pauli’s phase-retrieval problem
[15,16] still stands. Regardless, the positivity constraint can
still ensure an efficient compression of the IC tomography
procedure solely by data analysis.

The goal of ACT is to uniquely reconstruct any given
unknown p, through adaptively measuring one orthonormal
basis at a time according to collected data, as sketched in
Fig. 1. In the kth step of the adaptive scheme, ACT performs
two main procedures. (1) First, ACT checks whether the
probabilities pyy = tr{p,I1;x} obtained from outcomes
Iy >0 (I XLy =6y ) of all the measured orthonormal
bases B: {B],Bz, ...,Bk} = {H()], ...,Hd_“, ...,HOk, ey
IT,_;;} so far are IC. Since the accumulated data define a

data convex set C; of size s, that contains all quantum states p
consistent with p ., this procedure is tantamount to finding
out whether sy, is zero or not. If s;_; . = 0, then the estimator
Pik=k = 0 consistent with the IC data is unique by definition,
and equal to p, when statistical fluctuation is absent. (2) If
s # 0, the accumulated data collected are not IC and ACT
shall choose the next basis by analyzing C;. Beginning with
k =1, a “good” adaptive bases sequence should lead to a
quick convergence of C — p, as ACT progresses.

Informational completeness certification (ICC).—To
certify whether all collected data are IC or not in the kth
adaptive step, it suffices to note that since C; is convex,
maximizing and minimizing the linear function f,(p) =
tr{pZ} for some operator Z over p € Cy, respectively, give
unique solutions pp,,, and p, to the corresponding maxi-
mum [, x and minimum f;, . Without loss of generality,
Z is taken to be a random full-rank state. We may define the
quantity Scvxk = (fmax,k - fmin.k)/(fmax,l - fmin.l) thatisa
size monotone (see Sec. II of Supplemental Material [14])
for C; in the sense that s; < s;_; if Scyxx < Scyxr—1—itisa
witness for the shrinkage of C,. As more linearly indepen-
dent bases are measured, scyyx = Scvx i1 and Seyx g, =0
implies that s, = 0 and that all data collected are IC for a
unique reconstruction of p,. Therefore, at every adaptive
step in ACT, we run: ICC in the kth step. (1) Maximize and
minimize fz(p) = tr{pZ} fora fixed, randomly chosen full-
rank state Z # 1/d to obtain f ., and f i, subject to the
following: (i) p > 0, tr{p} = 1, (ii) tr{pIl;x } = p%,L) for
0<j<d-land1 <k <k. (2) Compute 0 < scyy; <1
and check if it is smaller than some threshold . (3) If
Scyxx < & terminate ACT. Continue otherwise.

The aforementioned strategy is, as a matter of fact, a
semidefinite program (SDP) [17] that can be efficiently
solved by a variety of numerical methods. We should clarify
here that while determining whether a set of measurement
bases 53 possesses the conventional CS property for the
entire class of rank-r states is an NP-hard problem [18],
ascertaining whether B gives a unique estimator for one
unknown p, with the measurement data is, on the other hand,
only as computationally difficult as carrying out the semi-
definite program in ICC with a worst-case polynomial
complexity [17].

For experimental data ) vy =1 (1 <k <k) with
statistical noise, C; is defined as the maximum-likelihood

(ML) convex set in which all p € C; satisfy the physical
(ML
j/k/

for quantum states [p%L) — pyp for N = oo] [2,3,19,20].

constraints p ) = tr{pIl;, } imposed by the ML principle

All arguments for noiseless data hold exactly for the ML
probabilities, so that the working principle of ICC is
perfectly robust against arbitrary noise in the sense that
Scvxk,. = O still implies s, = 0 for noisy data owing to the
preserved convexity of the newly defined C,. Noise only
affects the reconstruction accuracy of the final unique
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estimator relative to p,, which is a different subject matter
for discussion.

Adaptive selection of measurement bases.—The optimal
orthonormal basis to pick in the kth step and measure in the
(k + 1)th step is the one that minimizes Scyy 1. Since p, is
unknown, we can treat some a posteriori estimator p; from
Cy as a guess for p, to generate simulated data during the
minimization of scyx 41 over all future basis choices. The
complicated dependence of scyx ;. on the future basis
however makes its brute-force optimization computation-
ally exhaustive for large d.

For a more tractable approach to adaptively measure
good bases, we first note that Cy essentially contains
states with eigenbases that are distinct from {5, ..., B}
(see Sec. III of the Supplemental Material [14]). So even if
we know nothing about p,, if it is rank-deficient, then
taking B, to be the diagonal basis of a rank-deficient
pr € Cy ensures a distinct measurement basis in each step
that generates a reasonably fast converging sequence
By — B, as k increases since C; — p, at the same time.
There is more than one approach to pick eigenbases of
rank-deficient states from C, and as an example we shall
consider the minimization of von Neumann entropy func-
tion S(p) = —tr{plogp}. A superfast algorithm suitable for
minimizing S over C; exists [20,21]. Incidentally, it was
reported in Refs. [22,23] that entropy minimization also
offers high compressive efficiencies in both sparse-signal
and low-rank matrix recovery.

Complete ACT protocol—All aforementioned argu-
ments can accommodate real experimental situations,
where the relative frequency data do not typically corre-
spond to physical quantum states for k > 1. The data
convex sets contain states that are now consistent with
the corresponding physical ML probabilities derived from
data, which are statistically consistent with the true prob-
abilities. The final unique estimator p; . would then incur a
statistical bias from p, that drops as N increases. For many-
body quantum sources, the bases generated by ACT are
entangled. In practice, product bases are typically much
more practical to implement for such sources. While
verifying if a rank-deficient p, € C; can possess a product
eigenbasis is computationally difficult, ACT can still be
adjusted to feasibly generate near-optimal product bases
(PACT) by defining B, to be the product basis that is
nearest to the eigenbasis of p, with respect to some given
norm using a nonlinear optimization routine. Both ACT
and PACT for any experimental setting are summarized as
follows: Beginning with k = 1 and a random computational
basis By: (1) measure B; and collect the relative frequency
data ;’.,‘:10 vip = 1. (2) From {vop, ..., vg_1p Y, Obtain
kd physical ML probabilities. (3) Perform ICC with the ML
probabilities and compute Scyx 2 (i) If Scyxx < €, terminate
ACT and take py,,x & Pmin s the estimator and report Scyx x-
(ii) Else Proceed. (4) Choose a rank deficient p, € C, [for
instance by minimizing the von Neumann entropy S(p)

SLM-B

7 @O0000000 -
7 D000V -
FIG. 2. Schematic of the OAM-based experimental setup.
A 16-dimensional OAM state is generated at SLM-A using a
holographic technique that allows the tailoring of the intensity
and phase profile of the incoming beam. The modulated first-
order of diffraction is filtered out using an iris (/) and a pair of
lenses (f and f5). A similar holographic technique is used at the
second SLM-B to measure the state in a given basis. The first
measurement basis, B, is given by the OAM computational

basis. In the case of the rank 1 state shown on SLM-A, the
corresponding eigenbasis is achieved after the fourth iteration.

SLM-A

SMF

in C;]. (5) Define B, , to be the eigenbasis of p, for ACT, or
a basis close to it for PACT via some prechosen distance
minimization technique. (6) Set k = k 4 1 and repeat.

Analysis and experiments.—We put both ACT and PACT
tomography schemes to the experimental test by comparing
their results with those from measuring random Pauli (RP)
bases considered in Refs. [10—12], the Baldwin-Goyeneche
(BG) bases in Ref. [13] that generalizes a known five-
bases construction for r = 1 to an IC set of k. =4r + 1
bases for rank-r quantum states, and the set of random
orthonormal bases of k. ~ [4r(d —r)/(d — 1)] studied in
Ref. [24]. This exact scaling shall be used to benchmark the
experimental k;s.

To demonstrate all three schemes (see Fig. 2), we
experimentally emulate a four-qubit (d = 16) quantum
system and both entangled and product measurement
bases using an OAM-based setup. In particular, we con-
sider the Laguerre-Gauss (LG) modes with azimuthal and
radial mode indices £ and p = 0, respectively. Hence,
OAM states correspond to a subspace of the LG modes and
are characterized by a helical wave front given by e’“?, where
¢ is the azimuthal index that corresponds to the OAM value,
and ¢ is the azimuthal coordinate. The appropriate phase and
intensity patterns are realized using a holographic technique
called intensity masking, which is readily achieved by a
programmable spatial light modulator (SLM) [25]. By doing
S0, we can prepare any many-body state and measurement
basis. The generated photons are detected using the projec-
tive technique of intensity flattening [26], where any arbitrary
spatial mode can be measured using an SLM followed by a
single mode fiber (SMF).

A heralded single photon source is achieved by pumping
a 3 mm S-barium borate type I nonlinear crystal with a
quasicontinuous wave laser at a wavelength of 355 nm,
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FIG. 3. Plots of simulation (noiseless) and experimental values

of scyx and p; fidelity against the measured basis number & for
d = 16, where p; := pi, for the RP scheme. Estimated exper-
imental error bars reflect the propagated Poissonian-source
standard deviations. All plot markers are averaged over five
p,s. The filled markers represent results for rank-1 p,s whereas
the unfilled ones represent those for rank-3 p,s. The insets
showcase simulation performances of rank-6 states as a demon-
stration of high-rank (r ~ D/2) compressive tomography, with
1 <k <(D+ 1) =17 restricted to the minimal bases number for
arbitrary-state tomography. The lower experimental fidelities
for RP and PACT are due to a technical bias of the OAM setup
for finite N, where bases close to the eigenbasis of p, tend to give
estimated Born probabilities that are relatively more accurate than
those that are not. So for OAM sources, ACT is the most
favorable option, as both PACT and RP correspond to measure-
ment bases that are never close to the eigenbasis of p,. Even with
noisy data, ICC can still validate whether the resulting ML
probabilities obtained from data are IC (left panels), which is the
point of ACT.

producing photon pairs at 710 nm via spontaneous para-
metric down-conversion. A coincidence rate of 40 kHz,
within a coincidence time window of 5 ns, is measured after
filtering the photons to the fundamental Gaussian modes
using SMF. Subsequent to the generation and detection of
the photonic states, explained above, coincidence measure-
ments are recorded using single photon detectors and a
coincidence logic.

All results are summarized in Figs. 3 and 4, and the
messages conveyed are succinctly stated here: for noiseless
simulated data, in terms of average k. over uniformly
(Hilbert-Schmidt) distributed rank-r true states, ACT is the
most efficient, since it guides the measurement basis to the
eigenbasis of p,. The more many-body-suited PACT that
adaptively generates product bases requires a larger k- to
yield IC data, but the average performance margin with
ACT is narrow for low-r states and is on par with the
scaling of entangled Goyeneche-type bases (k. = 4r + 1)
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FIG. 4. Plots of simulation (noiseless) and experimental values
of kic and the py_ . fidelity against the rank 1 < r <3 of p,.
All kjc values ascertained using ICC are averaged over five p;s
per rank. Otherwise all specifications are the same as Fig. 3.
Although, for real data, positivity modifies the kjc performances
with ML, and PACT achieves informational completeness much
quicker than RP as far as local bases are concerned. A comparison
with random IC orthonormal bases shows that ACT gives a much
lower value owing to the additional assessment of and optimi-
zation over C.

for larger r. RP turns out to be least efficient amongst all
tested schemes. Even in the presence of real data noise,
both ACT and PACT remain the more favorable candidates
for tomography on general complex systems.

Concluding remarks.—The feasible concept of adaptive
compressive tomography developed here provides a power-
ful method to reconstruct any unknown rank-deficient
quantum state with optimally chosen entangled or product
orthonormal measurement bases, especially for quantum
sources of complex degrees of freedom, which includes
many-body systems. More importantly, the adaptive scheme
requires no a priori knowledge or assumptions about the
state or near-proximity target states because it can self-
sufficiently validate whether the measured data are informa-
tionally complete or not using semidefinite programming,
so that reliable compressive tomography can now be carried
out in real experimental situations with noisy data. The
superior compressive efficiencies of both entangled and
product versions of our adaptive schemes are confirmed
experimentally and demonstrated with respect to other
established protocols.
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flume tank”, arXiv:2004.04821 (2020)

3.1 Quantum Key Distribution

Quantum communication was first proposed in 1984 by Charles Bennett and Gilles
Brassard with their quantum key distribution (QKD) protocol, now referred to as
BB84 [11]. The goal of quantum communication is to utilize the potential of the
quantum mechanical properties of light. In the case of QKD, this is done to attain
absolute secure communication. There are other application especially when con-
sidering entanglement distribution which open the door to quantum teleportation
and remote quantum computation applications [15]. In the BB84 key distribution
protocol two parties, namely Alice and Bob, want to share a secret key which they
will use as a one time pad for classical encryption. It is important to note that this
one time pad is used on a classical channel unrelated to the quantum channel. The
task of QKD is to generate this key without allowing an eavesdropper to gain any
information by hacking the channel. The first step in the BB84 protocol is that Al-
ice and Bob decide on a set of mutually unbiased bases (MUB) which will be used
in encoding information on the photon. The important property of these MUB is
that a measurement in the same basis as the photon was encoded will give an exact
knowledge of the state which was sent. While measurement in a different basis than
the photon was sent will give zero information about the state. This can be clearly
demonstrated with mathematics by taking as our two bases |¢,,) and |¢,,) where the
number of states n € {1,...,d} is dependent on the dimensionality of the states be-
ing used. In the original protocol using polarization we have d = 2. The mutually
unbiased property requires the measurement probabilities, i.e., the projection onto a

given state, to follow

(ol )| = &y
1

2
where 0;; = 0 for ¢ # j and d;; = 1 for i = j. Let us show this explicitly for the

(3.1)

example of polarization. We can use the orthogonal linear polarization bases. One of
these being the horizontal and vertical polarization, and the other being the diagonal

and anti-diagonal. Defining these in terms of the first basis, we have:

[¥n) = {1H),[V)},
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as our two MUB. It can be seen that these satisfy equation (3.1). To encode infor-

(3.2)

mation in these bases, one of the states in each basis is assigned “1” and the other
assigned “0”. Alice now prepares her photons to send to Bob, randomly selecting the
basis and the state. At the recieving end, Bob randomly selects the basis he will make
the measurement in and records the result. Note that Bob will randomly select the
“wrong” basis 50% of the time since Alice’s choice of basis is random and unknown to
Bob. At this point the quantum channel has served its purpose. Alice and Bob now
communicate classically telling each other which basis they sent and measured the
photons in. They throw away the bits corresponding to measurements made in the
wrong basis. It is important to note that this classical communication is done after
the photons have been sent so this information is not available to an eavesdropper
at the time that the quantum states are being sent. Finally, Alice and Bob will take
some of the bits and share the values with each other to check for errors. This is
where the properties of quantum mechanics come into play. If an eavesdropper made
measurements on the photons when they were transmitted, then she would alter the
quantum state. This alteration of the quantum state will present itself in errors when
Alice and Bob check. Thus they are able to find out if someone has hacked their
channel. If this is the case, Alice and Bob will throw away the entire key and not use
it as a one time pad for encryption. There is a certain error threshold, below which
it can be guaranteed that an eavesdropper does not gain any information. For the
BB8&4 protocol in 2 dimensions this error threshold is 11%, however it increases as

higher dimensional states are used.

High-dimensional QKD protocols can give advantages in security and in the amount
of information that can be sent per photon. The extension of these results has shown
that high-dimensional states could be useful in applications with high background
noise such as in daytime conditions, or high loss channels. The BB84 protocol can
be extended to higher dimensions by identifying MUB, which has been shown to be
possible in dimensions that are a power of prime numbers. The MUB for dimension

d can then be given in terms of a basis |j) by
(Wi (wy @) 1) (3.3)

Here « is the index for the different bases, m denotes the states in each basis, wy =
exp(2mi/d) and s; =7+ ...+ (d — 1) [16].
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3.2 Optical Turbulence

In the following 3 papers we study open water quantum channels. This is strongly
related to the more developed field of free-space QKD, which entails sending photons
through open air from Alice to Bob. The number one difficulty with these types
of channels is atmospheric turbulence, or in our case, underwater turbulence. As
photons propagate through the atmosphere or underwater, they come across slight
variations in the index of refraction [17]. These variations can be due to pressure,
temperature, or in the case of water different salinity. When considering spatial
modes, these fluctuations can result in the optical beam wandering, being stretched
in different directions, or in extreme cases the break up of the beam into small spots
through a process called scintillation. The result is that measurements of the phase
profile can give large errors which restricts the ability to perform QKD. One approach
to correct these errors is the implementation of an adaptive optics system. These
system make measurements of the phase distortions being introduced by the channel,
and correct these distortions using a phase deformable mirror. The frequency of the
distortions is very high in the atmospheric case, on the order of kilohertz. In the
underwater environment the frequency is significantly lower, usually being visible to
the eye. This open the possibility to study adaptive optics technologies in underwater

channels before moving to the more difficult problem of the atmosphere.

The turbulence we observed in the underwater channel is studied in detail in all
of the papers in this section. In the first paper we use single photon pairs gener-
ated through spontaneous parametric down conversion to establish a quantum chan-
nel across 3 meters of water in an outdoor swimming pool. The OAM space of
¢ ={—1,0,1} is used to achieve the first high-dimensional underwater quantum chan-
nel. As the OAM modes have a spatial dependence, turbulence can have particularly
destructive effects on the beams profile. In highly turbulence regimes a phenomena
called singularity splitting can be observed. This occurs when OAM states of [¢| > 1
break up into multiple / = +1 beams, giving rise to multiple intensity singularities.
This is observed in the first paper, and the movement of the singularities is tracked
over time. The second paper reports the achievable error rates of a polarization proto-
col across a 5 meter channel in the Ottawa river. Here the turbulence is again studied
with OAM states ranging from ¢ = 1 — 9, as well as the superposition petal modes.
Distortions in the intensity profile is shown changing over time. A Shack-Hartmann
wavefront sensor is also used to measure the phase distortions on a Gaussian beam. It

should be noted that due to the massive scattering losses in the Ottawa river channel,
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the optical beam is practically not very directional since much of the optical power is
scattered out of the propagation path. Thus in such a heavy scattering environment,
we might expect the attenuation to be similar to that seen by radio waves which have
a very large absorption coefficient in water. In the third paper, an underwater chan-
nel is established for polarization states and structured vector vortex modes which
combine the polarization and spatial degree of freedom. Here we reach a channel

length of 30 meters.
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Abstract: Quantum communication has been successfully implemented in optical fibres and
through free-space. Fibre systems, though capable of fast key and low error rates, are impractical
in communicating with destinations without an established fibre link. Free-space quantum
channels can overcome such limitations and reach long distances with the advent of satellite-to-
ground links. However, turbulence, resulting from local fluctuations in refractive index, becomes
a major challenge by adding errors and losses. Recently, an interest in investigating the possibility
of underwater quantum channels has arisen. Here, we investigate the effect of turbulence on an
underwater quantum channel using twisted photons in outdoor conditions. We study the effect of
turbulence on transmitted error rates, and compare different quantum cryptographic protocols in
an underwater quantum channel, showing the feasibility of high-dimensional encoding schemes.
Our work may open the way for secure high-dimensional quantum communication between
submersibles, and provides important input for potential submersibles-to-satellite quantum
communication.

© 2018 Optical Society of America under the terms of the OSA Open Access Publishing Agreement

1. Introduction

Quantum key distribution (QKD) allows two individuals, conventionally referred to as Alice and
Bob, to communicate information in a secure and secret manner [1]. Since the proposal of the
first protocol by Bennett and Brassard in 1984 (BB84) [1], various protocols and methods, for
example Ekert91 [2] and six-state [3], have been further proposed and experimentally investigated.
Notably, one class of quantum cryptographic schemes, namely high-dimensional QKD protocols,
makes use of gudits rather than qubits, wherein the encoded quantum states belong to a higher-
dimensional Hilbert space [4,5]. Such schemes have many potential advantages: in the case of
an error-free channel, more than one bit of information can be distributed per carrier. Moreover,
they tolerate larger error-thresholds due to the difficulties that an eavesdropper Eve has in getting
information about the high-dimensional state [6]. This may allow for the implementation of
QKD links in noisy environments with high quantum bit error rates (QBER). So far, various
quantum channels have been studied in realistic conditions: free-space [7-9], including shorter
line-of-sight intra-city links [8, 10], fibre networks [11] and ground-to-satellite links [12-15].
Recently, underwater quantum channels have been proposed and investigated theoretically [16,17].
The first experimental demonstration of entanglement distribution through a 3 m-long water
tube was recently achieved using polarization [18]. Insofar, secure communication through an
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underwater quantum channel has yet to be demonstrated in an outdoor environment or in higher
dimensions.

2. Experimental results
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Fig. 1. Experimental characterization of underwater turbulence. (a) Calculated coefficients
for the lowest ten Zernike polynomials from intensity images of a Gaussian beam after
propagation through 3 m of water to characterize the turbulence in one particular set of
conditions at the time of measurement. The dominant coefficients correspond to oblique and
vertical astigmatism (a4 and ag), followed by tip and tilts effects (a» and a3). The Zernike
decomposition was carried out over a disk with a radius of 2.1 mm, which corresponds to
2wq, where wg = 1.05 mm is the beam radius at the input of the channel. (b) - (c) Evolution
of vortex splitting over a 12 s period for a £ = 2 and ¢ = 3 modes, respectively, sent through
5 m of water. The red, blue, and green lines represent the trajectories of the individual
singularities, highlighting their splitting and wandering that occurs due to the turbulence.

Photons are the carriers of choice for quantum communication, possessing multiple degrees of
freedom with which information can be encoded. Polarization [1], time-bins [19], and spatial
modes [20] are the most prevalent encryption methods, with the last two being common methods
for achieving high-dimensional protocols. One family of spatial modes with mature preparation
and measurement techniques is the OAM of light, also referred to as twisted photons [21,22].
These modes possess a helical wavefront given by exp(i€y), where ¢ is an integer and ¢ is the
transverse azimuthal coordinate. The OAM states of photons is one realization of a Hilbert space
with unbounded dimensionality. Since the modes form a complete orthonormal basis, these
states can be used for high-dimensional QKD schemes [23-25]. In this Article, we report the
effect of water turbulence on OAM modes of light in an outdoor swimming pool, and study its
effect in quantum cryptographic schemes, performing a high-dimensional BB84 protocol with
twisted photons.

Since the underwater quatum channel is an outdoor link, uncontrolled turbulent conditions
can be expected, as in the case of free-space links, introducing additional errors and losses to
the system [26]. Turbulence is observed in the form of beam distortions and beam wandering
after propagating through a turbulent media. The effect of turbulence on the propagation of
OAM modes through free-space air has been studied for various distances. In the Kolmogorov
theory of turbulence in free-space, the turbulence is associated with a local variation in the
refractive index due to temperature and pressure variations [27]. However, temperature gradients
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in the atmosphere represent the main contribution to atmospheric turbulence. Water is an
incompressible fluid and thus the main contribution to the optical turbulence is derived from local
variations in temperatures. Recently, propagation of OAM modes through water has been reported
in controlled laboratory conditions [28,29]. Our experiments were performed in a 60,000
litres outdoor, in-ground pool, see the appendix-B for more details. The water was exposed to
temperatures between 27°C during the day to 17°C at night. This creates a temperature gradient
between the top and bottom of the pool, which was inhomogeneously mixed by built-in water
jets. Further details of the experimental setup are presented in the appendix-B.
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Fig. 2. Experimental setup and state cross-talk measurements. (a) Photon pairs (signal
As =710 nm, idler A; = 943 nm) are generated via spontaneous parametric downconversion
pumped from a periodically poled KTP (ppKTP) crystal by a 405 nm diode laser. A long
pass filter (IF) blocks the UV and transmits the photon pairs, which are then split at a dichroic
mirror (DM). The idler photon is directly detected by a single photon detector (D2) and acts
as a heralding trigger for the information-carrying signal photon. Alice prepares the
signal photon into a particular state, for example one from the insets, using SLM-A, then
sends it to Bob through the 3 m underwater link. Bob performs a measurement on the
received state using SLM-B and a single mode optical fibre connected to D1. Coincidence
events between D1 and D2 are recorded. (b) Measured cross-talk matrix between the OAM
states (£ = —3 to 3) that Alice sends and Bob measures. Higher order states experience
more cross-talk as compared to lower order states, seen as off-diagonal detection
probabilities.

A characterization of the level of turbulence, assuming the single phase screen approximation,
in our 3 m underwater channel is performed by sending a 635 nm Gaussian-shaped laser beam
through the water and record the transmitted intensity patters (see Turbulence Characterization
in Methods for more details). We employ the Gerchberg-Saxton algorithm (GSA), a phase
retrieval algorithm using fast Fourier transforms [30], to reconstruct the phase of the beam after
propagating through the water. The obtained phase profile, ®(r, ¢), is then decomposed in terms
of Zernike polynomials, which forms a set of orthonormal polynomials on the unit disk [31],

O(r,¢) = ). a;Zi(r, 9) (1)

J

where r and ¢ are the radial and azimuthal coordinates, respectively, a; are the Zernike coefficients,
Zi(r, ) = Z(r, @) are the Zernike polynomials (defined in the Methods), j = 1+(n(n+2)+m)/2
is the Noll index, and n and m are the radial and azimuthal degree, respectively.

The average values of measured expansion coefficients a; as well as their corresponding
Zernike polynomials are shown in Fig. 1-a. In particular, low-order Zernike polynomials have
specific meaning in terms of optical a berrations. First order aberrations,n = 1 ( j= 2 3),
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correspond to a tip-tilt in the wavefront. In the weak atmospheric turbulence regime, tip-tilt is
the major contribution and results in beam wandering. Second order optical aberrations, n = 2,
are related to astigmatism (j = 4, 6) and defocusing (j = 5). It can be seen from Fig. 1-(a), that
the contribution of astigmatism in our turbulent underwater link is the largest. Further analysis
of the turbulence is presented in the appendix-A.

In particular, one effect of astigmatism on OAM modes is the singularity splitting for OAM
values of |£| > 1; this splitting effect has also recently been studied in free-space [32]. The effect of
vortex splitting in our underwater link is shown in Fig. 1-(b) and Fig. 1-(c), where an £ = 2 and¢ =
3 mode respectively, each generated by a phase-only spatial light modulator (SLM), is sent
through a slightly longer distance of 5 m. Hence, underwater channels may give rise to turbulent
conditions that are fundamentally different from those present in a free-space channel. However,
the turbulence was observed to change on a much slower time-scale as opposed to free-space, on
the order of 10 Hz compared to 100 Hz. Thus, implementing a SLM in an adaptive optics type
system might be fast enough to correct for the aberrations.

Our experimental setup, see Fig. 2-(a), for investigating QKD consists of a heralded single
photon source (for more details see Experimental Setup in Methods), Alice’s state preparation
setup, Bob’s measurement setup, and a 3 m-outdoor underwater link. In the near-infrared region,
light is strongly absorbed by water; ideally, it is desirable to produce signal photons with a Ay in
the blue-green window (x400-600 nm) which experiences the least amount of absorption. In the
heralded single-photon source, the signal (15, = 710 nm) and idler (4; = 940 nm) photons are
generated by spontaneous parametric downconvesion, and are coupled to single-mode optical
fibres (SMOF) in order to filter their transverse spatial modes to the fundamental Gaussian mode.
A coincidence rate of 432 kHz, within a coincidence time window of 5 ns, is measured after
the SMOFs at the source. The idler photon is sent through a fibre delay line to Bob, acting as
the heralding photon, and the signal photon is sent to Alice’s generation apparatus. In order
to eliminate the distortions that an air-water interface would introduce to the wavefront of the
transmitted and recieved photons, we use periscopes to guide the photons into/out of glass tanks
that are partially immersed in the water on either end of the link. The advantage of using such a
configuration is that the photons pass through first a flat air-glass then a glass-water interface,
and vice versa, without significant alterations to their w avefronts. For the quantum cryptographic
tests, Alice prepares the signal photon into an OAM state using a SLM, then sends it across the
underwater link. Bob uses a SLM and SMOF to project the received signal photons onto a given
OAM state and records a coincidence event between the result and the heralding photon at a
coincidence box [33].

We perform a cross-talk measurement of several OAM states ranging from -3 to 3, i.e.
{1€) ;¢ =-3,-2,-1,0,1,2,3}, see Fig. 2-(b), where |£) represents the quantum state with helical
wavefront of exp(if¢). The cross-talk measurements are a good indicator of the level of errors
(QBER) that one could expect in a QKD protocol. Practical implementations are seen to
dictate the optimal dimensionality of the qudits used in a specific high-dimensional quantum
cryptographic scheme. The OAM mode that experiences the least amount of cross-talk is the
fundamental Gaussian mode (£ = 0), with a cross-talk of < 15% with its neighbouring modes
(¢ = £1). This cross-talk could lead to sufficiently low QBER to securely transmit information,
given a small OAM encryption subspace. As we go to larger OAM values, the modes suffer
larger cross-talk, which makes the extension to higher-dimensions challenging. Explicitly, the
effect of turbulence on a QKD protocol is twofold: it introduces errors and losses. Loss in the
underwater channel can be attributed to absorption from the water, but also from the turbulence.
An approximate absorption coefficient at 710 nm was measured in the lab to be 1.2 m~!, which is
on the same order of magnitude of tabulated values [34]. This corresponds to approximately
3% transmission after 3 m of underwater propagation. On the other hand, turbulence can also
cause loss by beam wandering and distortion effects, characterized by the Zernike coefficients in
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Fig. 1-(a), wherein the photons are shifted or stretched outside of the collection area of Bob’s
optics. Most QKD protocols are robust against losses at the cost of a reduced key rate. However,
the effect of errors is more critical since the protocol must be aborted if the error level exceeds a
set threshold.
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Fig. 3. Probability-of-detection matrices for d=2 BB84 and Six-states protocols, and
the channel process matrix. (a) Theoretical and experimentally measured probability-of-
detection matrices for BB84 (left column) and Six-states (right column) protocols in d = 2.
We measured QBERSs of O = 6.57% and Q = 6.35 %, respectively, for these two protocols,
corresponding to secret key rates of R = 0.301 and R = 0.395. (b) The six-state protocol is a
tomographic protocol and can be used to reconstruct the process tomography matrix; the real
and imaginary parts of the theoretical matrix are shown in the top row. The experimentally
measured process matrix is shown in the bottom row with a process fidelity of # = 0.905.

3. Discussion

As a first test of our underwater QKD link, we perform a 2-dimensional BB84 protocol. Alice
uses the OAM subspace consisting of £ = +1 to encode the information. In the BB84 protocol,
two mutually unbiased bases (MUBs) are required for Alice and Bob to encode and measure the
states of the photons. The first MUB here is given by the logical basis, [y)' € {|—1),|+1)}, and
the second MUB is given by |@)' € {|+),|-)}, where |+) = (]—1) +|+1))/V2. The experimental
probability-of-detection matrix is shown in Fig. 3-(a) (left column) along with its theoretical
counterpart. The secret key rate per sifted photon, R, may be calculated using the following
formula, R(Q) = 1 — 2h(Q), where Q is the QBER and A(-) is the Shannon entropy. From the
probability-of-detection matrix, a QBER of Q = 6.57 % is calculated, which is below the error
threshold of Qﬁgeshol 4 = 11% for the 2-dimensional BB84 protocol, corresponding to a positive
secret key rate of R = 0.301 bits per sifted photon.

An extension of the BB84 protocol in dimension d = 2 is achieved by considering a third
MUB, i.e. |} € {|+i),|—i)}, where |+i) = (|-1) +i|+1))/V2. This protocol, also known as
the Six-states protocol [35], can tolerate slightly larger error thresholds of around Q = 12.6 %.
The probability-of-detection matrix is shown in Fig. 3-(a) (right column), where a QBER of
0 = 6.35 % is measured resulting in a secret key rate of R = 0.395 bits per sifted photon.
However, when considering sifting, the six-states protocol suffers from a lower sifting rate, i.e.
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Fig. 4. High-dimensional probability-of-detection matrices. Theoretical (top row) and
experimentally measured (bottom row) probability-of-detection matrices for BB84 protocols
ind = 3and d = 4. We measured QBER of 03P = 11.73% and Q*P = 29.77%, respectively.
The QBER in d = 3 is below the tolerable error threshold, allowing for the establishment
of a secret key rate of R3P = 0.307 bits per sifted photon. However, the QBER in d = 4

exceeds the threshold of thgeshol q= 18.9%.
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1/3, in comparison to the BB84 protocol, which has a sifting rate of 1/2. Nevertheless, the
six-states protocol is a tomographic protocol: the measurements by Alice and Bob can be used
to fully characterize the quantum channel and reconstruct the process matrix of the link via
quantum process tomography. Let the channel be characterized by a process &, which relates the
input and output states in the following manner, goy = € (Oin). The process may be described by
the process matrix Y, where & (0) = X Xmn Om P &, and &, are the Pauli matrices. The
reconstructed process matrix, Yexp, along with the theoretical ideal process matrix, yu, is shown
in Fig. 3-(b). A process fidelity of ¥ = 0.905 is measured from the process matrix, where the
process fidelity is defined as ¥ = Tr [ Xexp * th] JTr [ xt - Xl

The versatility of our experimental configuration allows us to test different types of QKD
protocols in our underwater link. As a next step, we perform a high-dimensional quantum
cryptographic scheme. The standard BB84 protocol is naturally extended using high-dimensional
states, where two d-dimensional bases are employed. The first MUB is given by the logical
basis, |¢) € {|i) ;1 =1,2,...,d}, and the second MUB is given by the discrete Fourier transform
l)! € {% Zf;ol wg [/}, where wg = exp(i2r/d). We perform the 3- and 4-dimensional BB84
protocol using the OAM modes with £ = 0, +1 and £ = £1, +£2, respectively, in our underwater
link. The results are shown in Fig. 4, where QBERs of Q3P = 11.73% and Q*P = 29.77%
were measured for the case of d = 3 and d = 4, respectively. For the 3-dimensional BB84
Q2 1 a = 15.95%), a secret key rate of R*® = 0.307 bits per sifted photon was obtained,
which is slightly larger than the 2-dimensional BB84 secret key rate. For the 4-dimensional
case, the QBER is above the error threshold, i.e. Q*P = 18.93%, meaning no secret key can

threshold —
distributed across the turbulent underwater link with a 4-dimensional BB84 protocol with twisted

y A§
Noe Single photon £
source

—

Fig. 5. Image of outdoor underwater link in an in-ground swimming pool. The single
photon source, on the sender’s side, is enclosed within a black box. The sender’s setup is
mounted on an optical breadboard and consists of a microscope objective stage, a spatial
light modular, mirrors and a periscope which brings the beam in an air-filled aquarium that is
half-way under the water. In order to stabilize the aquariums, they are secured to a ladder that
is placed above the underwater link, but is not in direct contact with the optical breadboards.
The idler photon is sent from the sender to the receiver through a single mode fiber that is
mounted along the ladder. The receiver’s setup is mounted on an optical breadboard and
also consists of a periscope, mirrors, a spatial light modular and a microscope objective.
Red lines were added to outline the beam’s path.
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photons. These errors originate from the aberrations induced by the underwater turbulence,
introducing more cross-talk between higher OAM states. As mentioned previously, the frequency
of the turbulence was on the order of tens of Hertz, which opens up the possibility to implement
an adaptive optics system using the implemented SLMs on Alice’s or Bob’s side for correcting
the aberrations. This procedure would provide a means for reducing the QBER below the error
thresholds in higher-dimensions.

In summary, we have characterized the predominant turbulence effects in our underwater
quantum channel to be astigmatism, outlining a notable difference between an air free-space and
an underwater link. We have performed and compared different QKD protocols through this
underwater link using twisted photons. For a short distance, i.e. 3 m, we were able to successfully
achieve a positive secret key rate using a 2- and 3-dimensional BB84 protocol.

Appendix-A

Turbulence Characterization: A characterization of the level of turbulence in our underwater
channel is done by sending a Gaussian laser beam, at a wavelength of 635 nm, over our 3 m
underwater link, see Fig. 5. Short exposure images (0.07 ms) of the beam at the output of the link
are recorded using a CCD camera. The water turbulence is characterized using a single phase
screen approximation, i.e. we assumed the effect of turbulence can be described as a varying
phase screen at the input of the link followed by uniform propagation. Assuming a Gaussian
input beam, we use the intensity images recorded at the output of the link to reconstruct the
phase of the input beam. The reconstructed input phase profile corresponds to the input single
phase screen that models the turbulence of the channel. In order to obtain the phase of the
output beam, we perform the Gerchberg-Saxton algorithm (GSA), a phase retrieval algorithm
using fast Fourier transforms [30]. The obtained phase profile, ®(r, ¢), is then decomposed
in terms of Zernike polynomials, which forms a set of orthonormal polynomials on the unit
disk, @(r, ) = X a; Z;(r, ¢) as defined in the main text. Explicitly, the Zernike polynomials are
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Fig. 6. Characterization of underwater turbulence. (a) Experimentally obtained coefficients
for an input gaussian (¢ = 0) mode. Inset i, shows an example of a distorted gaussian beam
profile at the output of the channel. The Zernike decomposition was carried over a disk with
aradius of 2.1 mm, which corresponds to 2w, where wy = 1.05 mm is the beam size at the
input of the channel. (b) Experimentally obtained coefficients for an input orbital angular
momentum beam (¢ = 1). Inset ii, shows an example of a distorted donut beam profile at
the output of the channel. The Zernike decomposition was carried over a disk with a radius
of 2.97 mm, which corresponds to 4w0/\/§, where wo/\/i = 0.74 mm corresponds to the
radius of maximum intensity of the donut beam at the input of the channel.
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written in terms of the radial polynomial R)(r) [31],

Zevenj (i) = Vn+1 R;”(r)\/z cos(my), m #0, )
Zoddj (@) = Vn+1R™r)V2sin(me), m#0, 3)
Zi(r,¢) = Vn+1RAr), m=0. )

The GSA and Zernike polynomial decomposition is subsequently carried over all 143 images
recorded at the output of the link. An example of experimentally obtained coefficients for £ = 0
and £ = 1 modes are shown in Fig. 6.

Appendix-B

In the heralded single photon source, a 405 nm diode laser (200 mW) pumps a periodically-poled
potassium titanyl phosphate (ppKTP) crystal to produce single photon pairs via spontaneous
parametric downconversion. A non-degenerate set of wavelengths is chosen to produce signal
photons at 4, = 710 nm, with corresponding idler photons at 4; = 943 nm, see Fig.7. We note
that the wavelength of the signal photon could be adjusted to lie in the desired blue-green window
with a different crystal along with commercially available single photon detectors which work
at the IR. The signal and idler photons are coupled to single-mode optical fibres (SMOF) in
order to filter their transverse spatial modes to the fundamental Gaussian mode. A coincidence
rate of 432 kHz, within a coincidence time window of 5 ns, is measured after the SMOFs at the
source. The corresponding single photon count rates for the signal and idler photons are given by
5 MHz and 1.5 MHz, respectively. The idler photon is sent through a fibre delay line to Bob,
acting as the heralding photon, and the signal photon is sent to Alice’s generation apparatus. The

'l ol 1%

Single photon
source

Fig. 7. Sender and receiver setup of the outdoor underwater link. (a) Close-up of the single
photon source and the sender’s setup. The blue line represents the pump beam and the red
lines represent the signal and idler beams. (b) Close up of the receiver’s aquarium, periscope
and setup.
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experiment was carried out during the night under the following weather conditions: temperature,
relative humidity, wind speed and atmospheric pressure were measured as 17°C, 91%, 2 km/h
and 100.79 kPa, respectively. The depth of the pool is 1.1 m and the beam was situated at 12 cm
under the surface. The pH, Phosphate concentration, and water hardness were measured as 6.9,
318 ppb and 331 ppm, respectively.
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Abstract: We examine the propagation of optical beams possessing different polarization states
and spatial modes through the Ottawa River in Canada. A Shack-Hartmann wavefront sensor
is used to record the distorted beam’s wavefront. The turbulence in the underwater channel is
analysed, and associated Zernike coefficients are obtained in real-time. Finally, we explore the
feasibility of transmitting polarization states as well as spatial modes through the underwater
channel for applications in quantum cryptography.

© 2019 Optical Society of America under the terms of the OSA Open Access Publishing Agreement

1. Introduction

There are several different methods employed today for communicating underwater. The most
widely used method is acoustic, capable of transmitting information over many kilometres [1];
however, the transmission rate is on the order of kilobits per second, limited by the speed of
sound in water as well as the modulation rate of acoustic signals [2]. A second method is to
use radio-frequency (RF) signals, which can be easily incorporated into current communication
networks. This technique is limited to communication distances on the order of several meters
due to high absorption in water at radio frequencies. Both the acoustic and RF implementations
suffer from the necessity of bulky and expensive equipment for both transmitting and receiving
signals. Over the last decade, using the optical domain for underwater communication has
gained increasing interest [3,4]. With an optimal transmission window between blue and green
(400-550 nm) wavelengths, a propagation distance between 50-200 m in clear water can be
reached [5]. Higher data rates should additionally be achievable - up to gigabits per second
depending on the scheme - allowing for larger data transfers and real-time communication. In
[6], a data rate of 20 Mbps, at a distance of 200 m, has been experimentally achieved.

In a realistic aquatic environment, there are several other factors beyond absorption which
can limit the distance and quality of a marine optical communication link, i.e. scattering and
turbulence. Scattering in water is dependent on the density and the size of particles in the channel
and will contribute significantly to attenuation and therefore to the maximum achievable distance.
Scattering is separated into two types: Mie scattering for particles on the order of the wavelength
of the light, and Rayleigh scattering for particles much smaller than the wavelength [7]. Especially
in water where there are relatively large plankton and mineral particles floating in the water,
Mie scattering will have to be considered, along with Rayleigh scattering, due to the water
molecules [8]. Another limiting factor when it comes to an actual implementation of an optical
link is turbulence [9,10]. A spatially varying index of refraction from temperature and salinity
differences through the optical link can result in beam wander as well as higher order distortion
effects on the propagating beam. This can contribute both to loss and errors in the transmitted
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signal. In optical communication, security—affected by factors such as errors in the channel—is
an important feature for successful information transfer. Typically, a line-of-sight approach is
implemented, making eavesdropping much more difficult, as opposed to the broadcasting method
for acoustic and RF communication where the signal is sent in all directions. By considering
quantum cryptographic schemes, the security can be further enhanced [11]; for instance, quantum
key distribution (QKD) allows authorized partners to communicate with unconditional security
[12-14].

There are several different optical degrees of freedom which can be used to encode information
in these QKD protocols. A popular option for direct line-of-sight channels is the polarization of
photons, with successful experiments in free-space [15,16]. One limitation with polarization,
however, is its inherently limited 2-dimensional Hilbert space, allowing for the maximum
transmission of one bit per photon. The orbital angular momentum (OAM) degree of freedom of
light, on the other hand, provides the potential of an unbounded state space, and thus unbounded
encryption alphabet. Light beams carrying OAM possess a helical wavefront with ¢ intertwined
helices, i.e. exp (if¢) where ¢ is an integer number and ¢ is the transverse azimuthal angle in polar
coordinates [17]. These beams possess a doughnut-shaped intensity profile due to the presence
of a phase singularity at their centre (¢ is undefined at the origin in cylindrical polar coordinates).
The unbounded state space of these spatial modes allow us to implement high-dimensional
quantum communication channels [18-21], but they do come with unique challenges. One
key challenge that has been observed with free-space communication is that turbulence in the
channel can introduce errors in the transmitted information [22]. The measurement of OAM
states is heavily dependent on the position of the incoming beam and thus these states are much
more prone to errors from turbulence than polarization states which must just maintain their
orientation.

Underwater quantum communications have been numerically investigated [23] and experimen-
tally demonstrated in laboratory conditions using polarization [24,25], in outdoor conditions using
the OAM degree of freedom [26], and over a 55 m water channel using polarization [27] and spatial
modes [28]. These experimental investigations have lead to several numerical investigations of
QKD in underwater channels [29-31]. In this Letter, we investigate the propagation of light
through the Ottawa River in Canada’s capital. In particular, we analyze the underwater turbulence
by looking at the distorted wavefront and associated Zernike coefficients both obtained from a
Shack-Hartmann wavefront sensor. Furthermore, we explore the transmission of polarization
states of light and spatial modes of light through the underwater channel for quantum cryptography
applications.

2. Experiment

The experiments presented here were conducted through the Ottawa River (latitude = 45.541048,
longitude = -76.565719) during late August 2018. The water temperature was on average 20° C
for the duration of the experiment. However, the ambient temperature varied significantly from
the middle of the day to the middle of the night. This contributed to turbulent conditions with
water at the surface being heated or cooled more than the water below. Of course since it is a
river, there were already naturally varying currents, which moved the water through the beams
propagation path resulting in a changing index of refraction.

The results discussed in this work were taken using a 532 nm laser diode. The sender and
receiver units were mounted on breadboards along the shoreline of the river. As shown in Fig. 1,
the sender consisted of the laser, Spatial Light Modulator (SLM), and a half-wave plate. The
wave-plates were used to prepare four linear polarization states, i.e. horizontal (H), vertical (V),
anti-diagonal (A), and diagonal (D). The SLM is used for preparing the OAM states. This is
done by displaying a phase hologram on the SLM and selecting the first diffracted mode from the
hologram. The laser beam is then sent from Alice’s breadboard on shore to the first periscope
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Fig. 1. Experimental setup. Two breadboards positioned on the beach are used for the
sender and receiver, Alice and Bob respectively. A CW laser at 4 = 532 nm is sent to an
SLM, polarizing beamsplitter (PBS), and half-wave plate (HWP) for state preparation at
Alice’s side of the link. This is then sent to a first periscope (composed of two mirrors)
which brings the beam underwater, where it propagates to the second periscope 5.5 m away.
The receiver has a PBS and HWP for polarization measurements, and a beam splitter allows
a CCD camera and Shack-Hartmann wavefront sensor (WFES) to take images.

system that brings the beam underwater. The beam then propagates underwater, parallel to the
beach, to the second periscope system where it is brought out of the water and sent to the receiver
unit, see Fig. 1. In order to eliminate air-water perturbations resulting from surface waves as the
beam enters the water, a glass tube, closed at one end, is inserted within the periscope system to
create an air-glass-water interface. At the receiver side, we captured the intensity of the beam for
the polarization states of H, V, A, and D using a CCD camera. The camera only allows us to gain
intensity information about the beam but not the phase. However in order to measure the phase
of the beam, we place a Shack-Hartmann wavefront sensor (WFS) at the reciever. This device
is made up of a micro-lens array placed in front of a CCD camera. The resulting effect is that
the phase at each lens can be determined by the focus point of that lens on the CCD array. This
allows one to determine the incidence angle of the given region of the beam and thus the phase
relative to the rest of the beam. The accuracy of the wavefront sensor is limited by the number of
micro-lenses in the array; the WFS that we use is the Thorlabs WFS20-7AR and has a 23 x 23
lenslet array with lenslet pitch of 150 um and focal length of 5.2 mm.

Losses in the link due to scattering played a much larger roll in establishing a quantum channel
than was expected. There has been analysis performed looking at the feasibility of quantum
communication taking into account many factors including scattering [23]. These studies,
however, consider at worst the Jerlov Type III ocean water with scattering loss of 1.3dB/m. In
our river channel, the total attenuation was significantly larger than these previously studied
values. The channel losses from scattering varied over the course of many hours due to different
magnitudes of waves in the river which brought sediment from the river bed into the beam
path. During the polarization experiment, the total absorption was measured to be 5.4 dB/m,
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significantly higher than even the worst water type considered in the previous calculations. This
makes the absorption loss of 0.13 dB/m for pure water negligible for practical considerations of
achievable distance [32]. Due to the large amount of scattering in the river, our experimental
tests were limited to ~5 m. This high level of scattering was primarily due to large particles in
the water (d > A). The Mie scattering model is used when the particles’ diameter is on the same
order as the wavelength of the light. This is typically for particles such as pollen, dust, and water
droplets which are approximately the same size as the wavelength of the light. In our channel,
since we were near the shore of the river, there was even larger visible plant matter and dirt
floating in the water. This resulted in a large amount of light being absorbed or back reflected as
opposed to being primarily forward scattered as in the regular Mie scattering regime.

|H) 0.93
14 0.02
VM 0.49 0.50 KW

) 053 047 0.04

|H) vy |4 D)

Fig. 2. Polarization probability-of-detection matrix. The sender generates the linear
polarization states of {|H),|V)} or {|A), |D)}, chosen at random. The receiver randomly
picks up one of the bases {|H),|V)} or {|A), |D)}, and records the projection probability,
whose numerical values are shown.

3. Results and discussion

The first goal of this project was to establish that polarization QKD could be achieved in this
highly turbulent and highly scattering channel. For the original BB84 protocol [12], polarization
states are chosen from a set of mutually unbiased bases (MUBs). We chose the bases to be
iy = {IH).|V)} and |¢;) = {|A).|D)}.

The defining property of MUBs is that a measurement in the correct basis reveals with certainty
the state that the photon was in, while measurement in the wrong basis gives no information about
the state of the photon, i.e. | (¥;|¢x) |> = 1/2. Herein lies the security of QKD: an eavesdropper
making a measurement in the wrong basis will be successful only 50% of the time and will
introduce errors when they are unsuccessful. The experimental probability-of-detection matrix
for the polarization states is shown in Fig. 2. The discrepancy between the error rates of the |H)
and |V) polarization are primarily due to imperfect polarization optics. This is not expected to
be a property of the underwater channel. The resultant error rate is 4.01 %, which is below the
threshold of 11.0 % necessary to perform QKD with a 2-dimensional BB84 protocol. The results
here are obtained using classical light from a CW laser. However, on the assumption that the
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background noise is small compared with the signal and thus the errors are introduced only by
the channel, single photons will give the same error rate and we can calculate a bit rate of 0.52
bits per sifted photon.

a

0.4}

0.3}

0.2}

0.1}
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QOISR
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-0.05]

S

Fig. 3. Wavefront measurements. A Gaussian beam is sent through the underwater
channel to measure the wavefront. Plot a shows the average value for the magnitude of the
Zernike coefficients taken from the wavefront sensor. The coefficients are separated by their
radial degree corresponding to the color bars. of The inset is a plot of the wavefront given by
these values. The plots in b are wavefronts measured at different times of a guassian beam
through the 5 m underwater link. The wavefront measurements are taken using an array of
150 um diameter lenses.
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Fig. 4. Time dependence of tip-tilt aberrations. The intensity of a Gaussian beam was
measured at the receiver using a CCD camera. The tip-tilt variations were then calculated by
measuring the positional shift (x,y) of the Gaussian beam from the center. The x and y center
of mass, relative to the their respective beam waists o7 and oy, are plotted as a function of
time in a and b, respectively.

Although we achieved an error rate below the threshold, there are some residual errors in the
system. In free space experiments, the errors are often attributed to optical turbulence, which
comes from differences in the index of refraction along the path of propagation as described by
the Kolmogorov theory of turbulence [33]. Tip-tilt effects can result in beam wandering, while
higher order effects can be present in high turbulence situations, resulting in distortion of the
beam’s profile [26,34]. The aberrations in the beam are often visible in the intensity of the beam;
however, more precise information lies in the phase of the received beam. In this experiment,
we prepared a Gaussian beam at the sender, and measure the wavefront at the receiver. The
Gaussian beam is the simplest for measuring the turbulence introduced by the channel, though
OAM modes or any modes whose phase profile is known can be used. The Gaussian beam
should have a spherical phase due to divergence; thus, any variations from this can be attributed
to turbulence introduced by the water. From the wavefront measurements, the turbulence can
be expanded in terms of the Zernike coefficients, i.e. ®(r,¢) = ;a;Z;(r,$). Here, r and
¢ are the radial and azimuthal polar coordinates, respectively; a; are the Zernike expansion
coeflicients; Z;(r, ¢) = Z;'(r, ¢) are the Zernike polynomials depicted underneath the x-axis of
Fig. 3a;j = 1 + (n(n + 2) + m)/2 is the Noll index; and n and m are the radial and azimuthal

29



Research Article Vol. 27, No. 19/16 September 2019/ Optics Express 26352 |

Optics EXPRESS

a

Input beam Output beam

Fig. 5. Observed turbulence effects on spatial modes. The images in the first, second,
third and fourth rows correspond to LGg, (LGao +LG_40) /V2, LGy, and LGy,
respectively. The original beam profile is shown in a, and the images after propagation
through the underwater channel are shown in b. The images are taken over a 6 second
interval. The exposure time for the last three rows are set to 108 ms, while it is set to 20 ms
for the Gaussian beam. The inhomogeneity in the beams’ intensity profiles are due primarily
to Mie scattering from floating objects in the underwater channel. Lower and higher-order
aberrations are manifested in the beam wandering (LG ) and singularity splitting.

indices, respectively. The values for the first 15 Zernike coefficients averaged from 30 wavefront
measurements a; are shown in Fig. 3-a along with the reconstructed wavefront ® from these
values. The wavefront measurements are taken with an average exposure time of 60 milliseconds
and are separated by 10 seconds. The time separation of the wavefront measurements is large
with respect to the fluctuation of the Zernike coefficients. Thus, each wavefront is essentially an
independent measurement of the turbulence in the channel. In Fig. 3-b, a sample of four of these
individual wavefront measurements is shown. These wavefront measurements show that the
beam experienced significant variation upon propagation through the turbulent channel. It is also
interesting to consider the time dependence of the turbulence in the channel. This is necessary
if one plans to implement an adaptive optics system to correct for wavefront aberrations in the
optical channel. The intensity profile of a Gaussian beam was recorded to analyze the tip tilt
fluctuations as a function of time. This is shown in Fig. 4. The frequency of the fluctuations in
the underwater channel is lower than one typically observes in free space channels. This could
make underwater channels an interesting test bed for adaptive optics systems.

As stated before, the turbulence is also visible in the intensity profile of the beam at the receiver.
It is easy to see tip-tilt aberrations from a Gaussian beam as it visibly drifts across the x and
y axis of a camera. The higher order aberrations are often less visible. These aberrations do,
however, show themselves very clearly in their effect on higher-order spatial modes. Specifically,
the oblique and vertical astigmatism (25—'2 (r, ¢)) stretch OAM modes, giving them an elliptical
shape, as well as splitting the singularity into lower topological charges. Intensity profiles of
OAM and superposition modes are shown in Fig. 5 with consecutive images taken over a time
of 6 seconds. The turbulence from the channel is very apparent in the wandering of the LGq
mode, and the higher-order aberrations are shown most clearly in the stretching of the LGq 4
mode. In addition to turbulence, all of the modes experience significant intensity fluctuations
from changing levels of scattering as well as from objects floating into the beam’s path. The
latter is displayed clearly in the images of the petal beam, i.e. (LG4 + LGo_4)/V2. As the
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correct measurement of spatial modes requires that the position and phase of the beam remain
intact, it is clear that, even over a short propagation through water, active wavefront correction or
the implementation of adaptive optics would be required to compensate for the aberrations.

4. Conclusion

We have shown that significant challenges present themselves in underwater communication.
Despite low absorption from the water at blue-green wavelengths, the scattering from floating
particles in the water can severely limit the achievable communication distance. Though scattering
will impact the distance, we see that polarization states do maintain their integrity even after
propagation through a very highly scattering channel. The second key challenge in an underwater
optical channel is turbulence. This has the largest impact on communications using spatial modes.
Through the 5.5 m channel, the OAM modes experience aberrations which will result in errors in
a communication protocol. The magnitude of these errors will need to be investigated in future
work. Adaptive optics techniques will also need to be investigated to compensate for these errors
and allow for communication using spatial modes.
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Underwater quantum communication has recently been explored using polarization and orbital
angular momentum. Here, we show that spatially structured modes, e.g., a coherent superposition
of beams carrying both polarization and orbital angular momentum, can also be used for underwater
quantum cryptography. We also use the polarization degree of freedom for quantum communica-
tion in an underwater channel having various lengths, up to 30 meters. The underwater channel
proves to be a difficult environment for establishing quantum communication as underwater optical
turbulence results in significant beam wandering and distortions. However, the errors associated
to the turbulence do not result in error rates above the threshold for establishing a positive key in
a quantum communication link with both the polarization and spatially structured photons. The
impact of the underwater channel on the spatially structured modes is also investigated at different

distances using polarization tomography.

I. INTRODUCTION

The development of quantum computers and their abil-
ity to factor large prime numbers through Shor’s algo-
rithm, poses a threat to modern communication secu-
rity [1]. Since the realization of the first protocol by Ben-
nett and Brassard in 1984 (BB84), quantum key distri-
bution (QKD) has become the most actively researched
solution for secure communication in a post-quantum
world [2]. At present, quantum communication is a re-
search field reaching maturity with commercial devices
available for optical fibre QKD, experimental demonstra-
tions of satellite-to-ground channels [3, 4], and new pro-
tocols being developed to improve key rates and secu-
rity [5]. There are two primary quantum communication
instances currently investigated: quantum communica-
tion channels and quantum communication protocols [6—
8]. Channels must be experimentally investigated to
demonstrate the transmission fidelity of quantum states,
while new protocols bring advantages in terms of security,
error tolerance, and key rates.

Many different protocols have been developed, some
of which take advantage of high-dimensional quantum
states [9].  Although quantum information is typi-
cally encoded using one of the different photonic de-
grees of freedom (such as polarization, time-bin, posi-
tion and transverse momentum), multiple degrees of free-
dom can be used, forming structured states of light.
The coherent combination of polarization and orbital
angular momentum (OAM) is one example of struc-
tured light, with numerous applications in microscopy,
optical tweezers, classical communication, and quan-
tum information [10]. QKD protocols performed across
free-space channels have been implemented, for exam-
ple, with polarization [11], time-bin [12], OAM [13],

* frederic.bouchard@nrc-cnrc.gec.ca

and structured photons [14, 15]. Likewise, there have
been similar demonstrations in fibre channels [16-19].
Though two-dimensional qubit protocols are the most
commonly implemented, there are advantages to high-
dimensional communication in both noise tolerance [20]
and bit-rate [21] which motivates the study of structured
states [22].

Recently, there have been several studies demonstrat-
ing quantum communication tasks in underwater envi-
ronments [23-26], motivated by the goal of secure com-
munication between submersibles, research vessels, and
surface vehicles. The absorption of water at radio fre-
quencies has resulted in acoustic technology being the
dominant form of communication for the last 100 years.
There exists a transparency window between 400 nm and
500 nm, giving the possibility of optical and quantum
communication at these wavelengths. Theoretical works
predict a maximum practical quantum channel length of
300 m at 418 nm in clear conditions [27]. Though this is a
short distance as compared to the current fibre and free-
space links, it is enough for communication between sub-
mersibles and surface vehicles. Thus far, the feasibility
tests of QKD with polarization encoding has been per-
formed through a 3-m tube of water [24], and through an
indoor testing channel of 55 m [26]. However much like in
air, uncontrolled underwater channels are prone to the ef-
fects of turbulence—caused by local changes in the refrac-
tive index of water from temperature variations—which
displaces and distorts a transmitted beam of light. Re-
cent studies have explored the effects of underwater tur-
bulence on QKD protocols and spatial modes of light in
uncontrolled [23] and natural [25] water channels. How-
ever, the security analysis of different protocols is not
considered in these previous studies. The high loss na-
ture of underwater channels makes the optimization of
the protocol necessary to achieve maximum distances and
key rates. Here, we investigate an underwater channel at
various lengths up to 30 m. The turbulence impact on the
channel is observed through polarization tomography of
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FIG. 1. Experimental setup. The underwater channel was created using a flume 1 m deep and wide, and 50 m long. The
sender setup, Alice, was placed on a trolley which was able to run the length of the flume. Alice’s setup consisted of a 532 nm
diode laser as the source, and a A/2 and A\/4 waveplate, as well as a ¢ = 1/2-plate for the case of the vector vortex modes
experiment. The beam was sent from the sender, through a glass tube which entered the water thus avoiding the wavy air-water
interface. The beam was directed, from a mirror placed in the tank, through a window on the side of the flume to Bob’s setup.
Bob’s setup, which mirrors Alice’s setup, consisted of a ¢ = 1/2-plate followed by a A\/2 and \/4 waveplate and a polarizing
beam splitter (PBS). Photons are then coupled to a single-mode optical fibre and detected by a single photon avalanche diode
(SPAD). In order to perform polarization tomography, the reduced Stokes parameters were measured by means of a A/2 and
A/4 waveplate, polarizing beam splitter (PBS) followed by a CCD camera.

the spatial modes, showing mode degradation upon prop-
agation through the water. The BB84 protocol is tested
using both polarization states and two-dimensional spa-
tially structured modes. Key rate analysis is performed
showing how optimization of the protocol’s parameters is
important in the high loss scenarios observed in underwa-
ter channels. Moreover the variable channel length gives
us a real-world look into the scaling of such quantum
protocols, and the impact on the key rates.

II. EXPERIMENT

The experimental setup consists of a sender (Alice) and
receiver (Bob), as well as the flume tank which provides
our underwater channel, see Fig. 1. The flume is 1-meter
wide and 1-meter tall; its full length was 50 m. On the
top of the flume was a track with a mounted trolley which
can travel the length of the channel. Alice’s setup was
placed on the trolley such that the channel length could
be adjusted from 1 m to the full 50 m. A periscope
was hung from Alice’s setup so that, with proper beam
alignment, the trolley could be moved up and down the
length of the flume while maintaining beam coupling to a
single mode optical fibre at the receiver. The sender con-
sisted of two configurations for changing between sending
polarization states and sending the spatially structured

modes, e.g., vector vortex modes [28]. For sending polar-
ization states, a 532 nm diode was sent to a polarizing
beamsplitter (PBS), followed by a half-wave plate (A\/2)
and a quarter-wave plate (A\/4) to allow any polarization
state to be generated. Before being transmitted across
the channel, the appropriate neutral density (ND) filters
attenuated the beam to achieve a mean photon number
of 0.1 photons per nanosecond. The vector vortex modes
were generated by adding a g¢-plate with a topological
charge of ¢ = 1/2 after the polarization optics. At the
receiver, the beam is initially collected by a 3-inch lens so
that the whole beam is gathered even with slight beam
wandering due to the underwater turbulence. The beam
then passes through a A/2 and A/4 waveplate and then
a PBS to project on a particular polarization state. The
beam is then coupled to a single mode fibre connected to
a single photon avalanche diode (SPAD) detector. To
detect the vector vortex states, a g¢-plate with charge
q = 1/2 is placed at the receiver before the polariza-
tion optics. In this way, the detection system mirrors the
generation system. The setup is initially optimized with
the trolley placed at 1 m from the receiver.

Linear polarization states are wused to es-
tablish  the polarization quantum  communica-
tion channel. The two mutually unbiased bases
(MUB) for encryption are |v;) € {|H),|V)} and

|65) € {|A) = 5(HH) +|V)), |D) = 5(H)—|V))}, re-
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spectively. MUB possess the property that a projection
made on the incorrect basis results in no information
gained about the state of the photon, i.e. a probability
of 1/2 for each state |(1;|¢;)|> = 1/2. A full probability-
of-detection matrix is determined by sending each of the
four polarization states and subsequently performing
projective measurements of the four states at the receiver
setup.  This probability-of-detection matrix gives us
the quantum bit error rate (QBER) which is used to
calculate the key rate that can be achieved with the
underwater channel. The uniformly polarized photons,
ie. |i;) and |¢;), should remain largely unaffected
by the turbulence because water is not a birefringent
medium. Thus, the introduced errors will be negligible
for short distances. The length of the channel and level
of turbulence will, however, introduce more losses as the
photons are not able to be gathered at the receiver. This
will have some effect on the measured error rate since
the losses in the signal will give more weight to the dark
counts and background noise as the distance increases.

TABLE I. Quantum bit error rate and key rates
for polarization BB84. QBER and key rates per sifted
photon for the polarization BB84 protocol are measured
at different propagation distances. Note that in principle,
the polarisation states can be modulated and detected at
100 MHz, and thus the actual key rate is key rate per sifted
photons X modulation rate X sifting efficiency.

[distance [[0.5m [10.5m [20.5m [30.5m |
QBER (%) 027 074 |37 0.96
key rate 0.94 0.87 0.54 0.84

The QBER and key rates for the different distances are
given in Table I. The results show the QBER increasing
slightly as the channel length is increased. The primary
source of these increased errors is the losses that result
from the turbulence at the longer distances. The type
of experiment we performed involves projecting on one
of the polarization states and recording the number of
counts during a set time period. The unpredictable
nature of the turbulence in the channel results in
some periods of time having larger losses due to beam
wandering and spatial distortions. The beam wandering
and spatial distortions, of course, increase with distance,
but are effectively random and difficult to predict in our
uncontrolled environment. This effect, which is random,
results in the high error rate observed for the 20.5 m
channel in comparison with the other channel lengths.

The structured photon states, here, vector vortex
modes, are generated at the sender, and detected at the
receiver by adding g-plates to the setup—details are given
in the caption of Fig. 1. ¢-plates are patterned liquid
crystal devices which introduce a polarization dependent
geometric phase across the plate when it is illuminated
with circularly polarized beams [29, 30]. The transfor-
mation of a perfectly tuned ¢ = 1/2-plate in the circular

polarization basis, left-circular ey, and right-circular ep
states, can be described as,

Hales] o

er| =5 |epe ®

As we can see from the above equation, the ¢ = 1/2-
plate will act on circular polarization states by convert-
ing left circularly polarized photons to right circularly
polarized photons with OAM of ¢ = +1. Similarly, inci-
dent photons with right circular polarization will be con-
verted to left circular with OAM of the opposite sign, i.e.
¢ = —1. The states used for our structured QKD pro-
tocol are created by sending linear polarization states,
HIH),IV)},{|A),|D)}}, onto the ¢ = 1/2-plate. This
results in a state that has a spatially dependent polar-
ization in the form of radial, azimuthal, clockwise and
counterclockwise sink topology, all possessing polariza-
tion topological charge of +1 [28]. This is opposed to the
case when a circular polarization state is sent to the g-
plate resulting in uniform conversion to the opposite cir-
cular polarization and the addition of an OAM of £ = +1.
The protocol we implemented uses the structured modes
as a 2-dimensional Hilbert space. The first MUB con-
tained the radial and azimuthal states, i.e.,

(1L, 1) + R 41)) (L.—1)— [R.11))
1¥:) € { I 7 }( )

where |7, £) indicates the photons with polarisation and
OAM states of |7) and |¢), respectively. The states for the
second MUB were the polarisation patterns in the form
of clockwise and counterclockwise sinks (vortex) which
were generated by sending the |A) and |D) polarization
states onto the ¢ = 1/2-plate, i.e.,

L1 R4 (L-1) —i|R,+1))
;) € { - , - }

(3)

TABLE II. Quantum bit error rate and key rates
for a two-dimensional BB84 using vector vortex
beam. QBER and key rates per sifted photon for the vector
vortex modes protocol are measured at different propagation
distances. Note that in principle the mode generation and
detection can be achieved by polarisation modulators at 100
MHz before (after) g-plates, and thus the actual key rate
is key rate per sifted photons X modulation rate X sifting

efficiency.

[distance [15m [65m [105m |
QBER (%) 144 |34 1.0
key rate 0.79 0.57 0.84

The combination of polarization, e.g., {|H),|V)} and
OAM, e.g., {—1,41} can be used as a 4-dimensional
Hilbert space for high-dimensional QKD [15]. To avoid
errors assigned to high-dimensional generation and de-
tection schemes [9, 31], we compare the 2-dimensional
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FIG. 2. Polarization tomography of a radially polarized beam for different channel lengths.

The reconstructed

spatial polarization profile of the radial polarization mode is shown (top) for the theoretical as well as experimentally recon-
structed beams propagating through the channel length of 1 m, 5 m, and 10 m. The intensity profile is shown in green, while
the orientation of the polarization is shown in the red ellipses. The reconstructed spatial polarization profile was found using
polarization tomography. The reduced stokes parameters were calculated for each pixel using the polarization measurements,

{H,V,D,A,L,R}, shown in the lower insets.

spatial modes with the polarization states. The vector
vortex modes in Eqs. (2) and (3) were used to establish
a quantum channel at 1, 5, and 10 meter distances. The
difficulty with alignment of these spatial modes restricted
us from coupling to single mode fiber for distances longer
than 10 meters. The QBER and consequent key rates for
these channels are given in Table II.

We also study the effect of underwater turbulence on
the spatial profile of vector vortex modes propagating
through different channel lengths. We perform polariza-
tion tomography by measuring the intensity of the struc-
tured beam, using a CCD camera, after passing a polar-
izer for {H,V,A,D,R,L}. From these measurements, the
polarization is reconstructed pixel-by-pixel. The state
sent across the channel is the radial polarization state.
This is created by sending a vertical linearly polarized
Gaussian beam onto the ¢ = 1/2 plate. The resultant
spin-orbit state is (|L, —1) + |R,4+1))/v/2. The theoreti-
cal polarization profile as well as the measured profiles for
1, 5, and 10 meters is shown in Fig. 2. The spatial profile
can be seen to degrade as the channel length increases.
This is associated to turbulence in the water channel that
increases by the length [23, 25]. The phase distortion as-
sociated to the turbulence includes not only tip-tilt aber-
rations, but also higher-order effects such as astigmatism
to the spatial profile of the beam. The aberrations in
the underwater scenario are slower than those observed
in air free-space, and thus the astigmatism aberrations
are more easily seen as opposed to the scintillation often
observed in high turbulence cases in the air.

III. KEY RATE ANALYSIS

The initial BB84 proposal is an ideal protocol in which
real single photons guarantee that there are not multiple
photons in any given state which could open a door for
an evesdropping attack, i.e., photon number splitting at-
tack [32]. For the BB84 protocol the number of bits that
can be gained from each signal is,

¢ = JQ(1 —2H(e)), @

where @ is the gain and H(e) = —elog,(e) — (1 —
e)log, (1 — e) is the Shannon entropy for the error rate
e. This ideal BB84 key rate requires some assumptions
that are often not valid in practical QKD situations. The
first of these assumption is the use of real single photons,

e., heralded pairs, as opposed to an attenuated laser
source. An attenuated laser source is a much more prac-
tical implementation, as photon pairs generated through
spontaneous parametric down conversion (SPDC) are not
deterministic. When using an attenuated source, the
main point of weakness to consider is the possibility of
more than one photon in a pulse. Other practical fac-
tors to consider are the effect of imperfect detectors and
channel losses. These are brought into consideration in
modern security proofs done for practical QKD protocols.
We implement the decoy state protocol in our key rate
analysis [33]. In any protocol using an attenuated laser
source, one must choose the pulse mean photon number
(). This p is taken below 1 such that the Poisson distri-
bution gives a low probability of a 2-photon state. The
density matrix of this signal state is given as,
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TABLE III. Experimental parameters of the underwater polarization channel.

Parameter

Dark Counts|Source Rep Rate|Detector Efficiency |Bob’s Detection Efficiency | Channel Loss («)

Flume Result| 300 Hz 10° Hz

0.6 0.188

0.57 dB/m

="y bl (5)
i=0

Here |i) is the Fock state, denoting ¢ number of photons.
In the decoy state protocol7 we include another state, the
decoy state, which has a different mean photon number
(v). The key rate for the decoy state protocol is given

by,
= HQUIEIH(E) + i1~ H)),  (6)

where @, is the gain of the total signal state sent by
Alice, E,, is the signal state QBER, @) is the gain of
the single photon state, e; is the error rate of the single
photon state, and f is the error correction efficiency. Q4
and e are respectively lower and upper bounded by,

2 2
e v w2 —v
Q1= B — w — 2 (QV QMB#E pw? YO) ™
e EuQueV - YE)/2 (8)
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FIG. 3. Secret key rate for the underwater polariza-
tion channel. The optimal secret key rate for the under-
water channel with the measured attenuation is shown by the
black curve. The experimental points (red) show the key rates
achieved with the quantum bit error rates measured for the
0.5 m, 10.5 m, 20.5 m, 30.5 m channels. The experimental
points, though necessarily lower than the zero-QBER theory,
does follow the theoretical line closely, giving support to the
prediction that 80 meters can be achieved. The dashed line
shows the expected optimal key rate for channel lengths longer
than 30 m. The optimization calculation is performed using
the values stated in Table III.

Here, Yj is the background rate per pulse, @, is decoy
state gain and F, is the decoy state QBER. We can op-
timize the values of p and v for different values of loss

(channel distance), given the parameters associated to
our channel. The values for the detector efficiency, dark-
counts, channel loss, and Bob’s detection efficiency mea-
sured for our underwater polarization channels are given
in Table III. These parameters can be used to calculate
the values of p and v, which will yield the optimal key
rate for different distances. This optimal key rate is plot-
ted in Fig. 3 as the channel length, i.e., attenuation, is
increased. The optimal key rate is shown in black ac-
counting for errors resulting from dark counts only. The
experimental data points which add the measured QBER
to the background errors are shown in red for the channel
lengths of 0.5, 10.5, 20.5, and 30.5 meters. The achiev-
able key rates of the experimental points fall below the
theoretical line as expected. However, the key rates do
closely follow the trend depicted by the theory, suggest-
ing that a channel length near 80 meters could be suc-
cessfully established with these channel parameters. The
key rate analysis for the vector vortex modes follows the
exact method demonstrated for the polarization states.
The only change is the experimentally observed QBER,
which have similar values to those of the polarization
channels of the similar length - on the order of 1% for
10 m - and thus results in similar key rates. For exam-
ple, the key rate for the 10.5 meter channel of vector
vortex modes is 72 Kbps.

IV. CONCLUSION AND OUTLOOK

We have studied a turbulent underwater channel for
quantum communication using polarization and vector
vortex modes, beams having spatially structured polar-
ization states. Both the polarization and vector vor-
tex modes maintained their fidelity upon propagation
through the channel, resulting in sufficiently low error
rates (QBER) to achieve a secure quantum channel. The
turbulence - primarily beam wandering - introduces sig-
nificant challenges with alignment and coupling to single
mode fibre. In our channel, the beam path is near the
surface of the water for the entire length which results
in relatively high turbulence due to the temperature gra-
dient at the air-water surface. Thus channels operating
at greater depths may see less turbulence than observed
here. Despite these challenges we have shown that both
polarization states and spatially structured polarization
states can be used in an underwater free-space setting,
and for establishing a positive secret key rate for lengths
up to 30 meters. The implementation of automated beam
tracking equipment would allow one to achieve longer
channels approaching the lengths that have been theo-
retically proposed. In fact, the slower turbulence ob-
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served in an underwater channel makes this task of beam
correction much easier than in a free-space air environ-
ment. We also performed key rate analysis taking into
account the parameters measured in our channel. Given
these parameters the maximum distance for secure com-
munication would be 80 meters, though this is extremely
dependent on the attenuation coefficient of the channel,
and Bob’s detection efficiency. Improvements in either
of these areas would significantly extend the maximum
achievable distance.
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Chapter 4
Conclusions

We have looked at various aspects of high-dimensional quantum information. Various
quantum sensing techniques will be necessary to continue making quantum technolo-
gies such as underwater communication more practical. In chapter 2, we presented
3 different quantum sensing protocols for high-dimensional systems, and then ex-
perimentally verified them. The quantum process tomography project showed the
way in which one can characterize high dimensional quantum processes. In partic-
ular, we characterized two different eavesdropping attacks performed on a quantum
communication channel. In the work on compressed sensing of twisted photons, we
presented a protocol that allows one to measure low rank OAM states using only
intensity measurements. This results in an experimental simplification as one does
not have to measure the phase. The adaptive compressed sensing work introduces a
new compressed sensing protocol which does not require any prior information about
the rank of the quantum state. This allows one to use the protocol in any situation,
gaining the compressed sensing benefits as long as the state does turn out to be low
rank. This is exciting since often, one will not know the rank of the quantum state

that they are trying to measure.

In chapter 3 we explored underwater quantum communication in three different
settings. In the 3 meter outdoor swimming pool, we established a quantum com-
munication channel using the three dimensional OAM states ¢ = {—1,0,1}|. This
showed the possibility of using the OAM states as quantum carriers in an underwater
environment. We were also able to observe the phenomena of singularity splitting
brought on by turbulence in the channel. In the Ottawa River, we transmitted po-
larization states across 5 meters of highly scattering water. Here, we were able to

measure the effect of turbulence on large OAM beams and also the phase distortions
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on a Gaussian beam. Finally in the 30 meter flume channel, we established a quan-
tum channel with polarization states. We also established a 10 meter channel with
vector vortex modes, showing that these are also able to be used as quantum carriers
in an underwater environment. The effect of turbulence can be seen here to distort

the polarization structure of the vector vortex modes.

Though turbulence presents a difficulty in underwater quantum communication,
we were able to see that the frequency of the distortions is much lower than in at-
mospheric channels. This allows us to consider adaptive optics techniques for future
work. Some of the sensing techniques studied here could even be helpful in implement-
ing these fast beam correction technologies. Further improvement of measurement
techniques, and the development of more efficient sensing protocols may be instru-
mental in pushing quantum communications to the level of being used in real world
applications. In particular we hope to establish a quantum communication channel
between moving vessels in the underwater environment. And further, to establish a

quantum channel between a submarine and a party above the surface of the water.
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