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Abstract

The Internet, with cloud computing, offers amazing services that require a fast, intelligent,
reliable network connection. Current networks, electrical or optical, need to work together
to provide the user with a high-quality connection. The IP protocol as Layer 3 and an
optical network as Layer 2 need to talk to each other and help each other instead of working
separately. Therefore, this thesis proposes using software-defined network (SDN)
technology for integrating the IP protocol into an optical network to fill the gap between
the two layers and to give the network more intelligence and flexibility for new connection
requests, choosing the best route, and monitoring the network. A two-layer SDN
centralized controller design has been used. The Layer 1 SDN controller is the centralized
controller that connects and updates all Layer 2 SDN controllers which control traffic in
each domain. New connection requests are processed in the SDN controller and the traffic
is forwarded by the optical network. SDN technology and the integration of IP into the

optical network promise to enhance network connectivity.
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1 Chapter One: Introduction

The increasing numbers of Internet users, and the increasing popularity of cloud computing
and online applications have increased the need for high performance of Internet
connections, thus Internet design architecture has to evolve and enhance its power and
performance. In addition, the large growth of Internet traffic is requiring more and more

connection bandwidth [1].

The global network located in various locations around the world. These locations are
connected together by wide area networks (WANSs) or metro area networks (MANS).
Network devices such as routers and switches do the traffic management functions. To
deliver high quality services to users, the network devices should work together for this
purpose; therefore, an optical network helps these devices to communicate and deliver data
from one to another. The Internet has changed the way of communication and transferring
data by using addresses. Internet protocol (IP) is the main communications protocols that
used in the Internet. Data that use IP are transferred in packet form. Packets are processed
in each network node that they pass into and then forwarded by a switch or router,

depending on the address, to the next node [2].

The cloud computing became an essential part of the Interne to deliver services to end users
that are cheaper, of high quality and trustworthy. Clouds have changed the form of transfer
data from purely packet-based to a flow-based form since the end user connects to the cloud

and exchanges data for computing purposes. Therefore, the existing Internet connection



will not be able to serve cloud traffic. Consequently, flexible and intelligent network

infrastructures are required to satisfy the growth of the Internet.

The IP protocol does a good job of serving end-to-end services on the Internet. Along with
the IP protocol, an optical network functions as a transport layer in the Internet, supporting
the expansion of Internet volume and providing low-cost bandwidth. Changing the Internet
structure to an optical network by using intelligent control and present optical agility will
make a big change in dealing with traffic management and flow of data. Therefore,
integrating the IP protocol into an optical network has become an essential issue to provide
guaranteed end-to-end services for cloud-based traffic flow. Software-defined networking
(SDN) promises to simplify the network infrastructure. Consequently, Using SDN to
integrate the IP protocol into optical networks will help to simplify the network. An SDN
controller can manage the flow of data from source to destination and monitor the traffic

in every way.

This work contribute to develop the existing design of integration IP into optical network
[2]. It replaces the controller of that design by two level SDN controller. The two level
SDN controller is existed but when it is used in the integration, it control the network better
than the previous design. The results of the simulation show the process of the connection

and the stability of the network from point of view of number of flow-based connection.

This thesis endeavors to show the effect of using SDN and to use an intelligent and
centralized SDN controller in integrating the IP protocol into optical networks to provide
an intelligent and centralized network. There are six chapters that develop the ideas of the

thesis. Chapter 1 is an introduction. Chapter 2 gives a wide view of computer networks and



it discusses the network structure layers and how an Internet works in these layers. Chapter
3 mainly spotlights the software-defined network and its properties. Also it presents an
explanation of how SDN can help to integrate the IP protocol in an optical network. Chapter
4 is the developing of the thesis idea which presents the network infrastructure of
integrating IP into optical networks and the mechanism of the integration. Chapter 5 is a
simulation and results. It discusses the simulation output and analyzes it. Chapter 6 is the

last chapter which is the conclusion and a discussion of future work.



2 Chapter Two: Computer network

2.1 Introduction

The computer network is the basis of today’s telecommunications technologies. The first
project in computer networking was in 1967 and it was called ARPANET. This was the
foundation of global communication. With today’s high technologies and the massive
amount of information that is stored in the cloud, network computing has become a part of
our life. This chapter shows various types of network architecture technology and how they

work together to provide users with the best services.

Chapter 2 reviews computer networking in three main sections. Section Il discusses
network architecture and the seven network layers. We discuss internetworking technology
and how the various parts of the network are connected together in Section Il1. Section IV

is about layer-2 and layer-3.

2.2 Network Architecture

Computer networks usually consist of layers. The number of layers are variant from one
network model to another. Not only are the numbers of layers different, but also the
meanings and the purposes of each layer are disparate. The function of a layer is to provide
a service to the upper layer without informing the upper layer about how the given services
are executed. Layer X of Machine A can communicate directly with Layer X of Machine
B by passing through the lower layers of both machines. The conversation between layers
is restricted by protocol rules. Protocols are sets of instructions and agreements between

two machines so that they can communicate with each other. The Open System



Interconnected model (OSI) and Transmission Control Protocol/Internet Protocol model
(TCP/IP) are network architectures, which define the network architectures using two

different approaches.

The OSI model is structured in seven layers (shown in Figure 2-1). These layers are defined
well so that each one of them is doing certain jobs that don’t intersect the work of other

layers.
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Figure 2-1 Network Layers Architecture



Also the layers communicate using protocols, which help them to understand each other.

The layers of the OSI model are described briefly below.

The Application Layer is the seventh layer in the OSI model and the fourth layer
in TCP/IP. It is the interface between the user and the network. There are many protocols

that serve to access this network layer.

The Presentation layer is the sixth layer in the OSI model but this layer is merged
with the Application layer in the TCP/IP model. The function of the presentation layer is
to format data for the application layer. The presentation layer focuses on the structure of

the information in order to make the interior communication understandable.

The Session Layer is the fifth layer in the OSI model, but TCP/IP considers it as
another part of the presentation layer. This layer allows the host to start up a connection
session with another host and offer different services such as dialog control, token

management, and synchronization.

The Transport Layer is the third layer in the TCP/IP model and the fourth layer
in OSI. It has almost the same functions in both models. The transport layer receives data
from the session layer and divides it into units that can be delivered by the network. It also
passes the data to the next layer and ensures that the data arrives at the final destination

without errors.

The Network Layer in the OSI model roughly represents the Internet layer in the
TCP/IP model. The network layer is the third layer in OSI and the Internet is the second

layer in TCP/IP. The business of the network layer is controlling the underlying network



by generating and updating routing tables which are used to forward packets in the network.

In addition to that, it handles network connection and providing quality of services (QoS).

The Data Link Layer is the second layer in the TCP/IP model and comes before
the last layer in the OSI model. It formats the final shape of the data to make it ready to
send over the wire. The final shape is called a data frame; the size of the data frame is from
a couple of hundred to a couple of thousand bytes. Data link chooses the proper time, when
the channel is free, to send data without causing any collision. Also, it controls the speed

and the size of the data that can be handled on the recipient side.

The Physical layer is the first layer in the OSI model. It transmits a row of bits to
the network communications channel and makes sure that the bits are sent and received
correctly. The physical layer can be any of different kinds of communication, for example,

wired or wireless network, optical, or electrical network.

The object of the OSI or the TCP/IP model is to determine the layers and protocols which
work together to achieve the communication successfully. Therefore, when two
communication devices want to communicate; they should have at least one common
protocol in each layer to do so. Thus, the seven layers can be divided among different
communication devices and communication systems. A single device doesn’t have to

implements the seven layer’s protocol stacks at once [3, 4].

For simplicity, Global network architecture is divided into areas for easy control and
management. There are three general network categories: Local Area Network,
Metropolitan Area Network and Wide Area Network. Each of them has its own protocols,

architecture connections and communication devices.



2.2.1  Local Area Network
A Local Area Network (LAN) is a high speed network which covers a small area like a
home, computer lab, etc. The advantages of a LAN network are allowing computers to
share access between them and easily exchange files among users. LAN protocols work
on Layers 1 and 2. Examples of that are Ethernet, 100BaseT, and IEEE 802.3. A LAN can
transmit data between hosts in one of three various techniques: unicast, multicast, and
broadcast. Also, computers can be organized into different types of connections which are
called topologies, as shown in Figure 2-2. LAN topologies include bus, ring, star, and tree.
Each topology can handle certain types of protocols. Also some device could be used in
the connection to extend the connection. These devices, such as repeater, hubs, LAN
extenders, bridges and LAN switches interconnect and extend the LAN connection. A LAN
network interconnects distributed front-end systems, which are computers, workstations,

or services [5, 6].

——
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Figure 2-2 Multiple LAN topology connected to the WAN [3]
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2.2.2  Metropolitan Area Network
A Metropolitan Area Network (MAN) is a large computer network connection that is larger
than a LAN. It covers up to 40 km of LANs which are owned by different companies or
cities to provide services to a greater number of end users. One of the main purposes of a

MAN is to use a single switch to cover the whole city or area as shown in figure 2-3.

Metropolitan Area
Network

Figure 2-3 Metropolitan area network (MAN) [7]

2.2.3 Wide Area Network
A Wide Area Network (WAN) covers a large area like a country or an area even bigger
than a country. A WAN consists of nodes; the connection of these nodes is called a

communication subnet, or subnet. A subnet is the medium-sized network that is doing the



transmission and switching function for the WAN. These subnets are owed by various
companies which are Internet provider companies. The simplest way to imagine a WAN is
by considering it as a large LAN with some differences. These differences are related to
long wire connections, various higher performance forwarding devices, different

connecting technology and several protocols.

Figure 2-4 Point-to-Point WAN connections

Establishing single connection from host to host should be passed by a carrier network. A
Point-to-Point connection (Figure 2-4) is a single WAN connection that serves as a double
wire link between two hosts. A telephone company is the best example of a point-to-point
connection. This type of connection is costly, because it depends on the availability of

network bandwidth and the distance between two hosts.

Circuit Switching is a technique that shares the WAN. A communication link is reserved
by getting a request from a host to send data or to communicate with another host over a
WAN. The communication link is terminated once the communication is completed. For
example, Host A wants to communicate with Host B. A starts by sending a connection

request to B for a circuit switch connection. Routers between A and B reserve a fixed path

10



with a specific size of bandwidth until the conversation is finished; this is shown in Figure

2-5.

= =

Customer
pre mises

Figure 2-5 Circuit Switch Communication in a WAN [5]

A Packet switch in a WAN is another computer connection method that allows the host to
send data in packet form. All users share the same WAN connection infrastructure; this
leads to having cheaper communications compare with Point-to-Point communication. The
switch packet system transmits data as pieces. Each piece should have a certain data size
and source/destination addresses and is called a packet. These packets move through the
WAN using various paths depending on the network traffic, router connections and other

parameters between the source and the destination [5]

11



Ethernet

-

Figure 2-6 Different types of network that present internetworking [5]

2.3 Internetworking

Internetworking or an “internet” refers to a network interconnection which supports a host
to host connection to a delivery service. Layer 2 and 3 switches connect two or more LAN
networks; unfortunately, this is not enough for global network interconnection.
Internetworking tries to connect these entire limited networks of different types of network
to become either a MAN or WAN that can provide global connectivity. Figure 2-6 presents
a summary example of internetworking. It is clear from the figure that internetworking
consists of various kinds of small networks connected together such as Ethernet, Fiber
Distributed Data Interface (FDDI), and Token Ring. Every single technology network

connects to nodes, which are routers [5, 8, 9].
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2.4 Routing and Switching

The network layer and the data link layer are focused on forwarding and switching
functions. The network layer is called the routing layer which is takes care of routing
packets all the way from source to destination. The path from source to destination contains

nodes. These nodes are a combination of routers and switches.

In contrast, the data link layer or switching layer works under the network layer. Mostly, it
connects routers and switching data to its final destinations. The data link layer switches
data according to its Media Access Control (MAC) address, but the Network forwards data

according to its IP address.

2.4.1 Network Layer
In this section we will briefly touch on issues that are related to the network layer and
routing. As discussed in the introduction, the data link layer connects an end user computer
on the level of a LAN. Therefore, to extend the network connection based on bridges and
switches to a global connection is not doable. The amount of data that is to be transmitted
is huge, which reduces the operation efficiency. Hence it is important to have a system that
can handle the global connectivity. The network layer can get over the limitation of the

data link layer.

The key aim of the network layer is to provide end-to-end connectivity. The host computer
interface has the ability to communicate with other host computers; this communication is
set up by the exchange of connection requests in the form of data frames. To do this
communication between hosts, it needs agreement instructions, implemented in both end

machines, which is known as a protocol. IP is the common protocol used today in most
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communications devices. All hosts can communicate among each other by using IP
protocol. Achieving the main purpose of the network layer needs to involve many
significant protocol features. Addressing is a feature in which an IP address is assigned to
every network host. These IP address structures simplify the routing and forwarding
process. The second feature is routing; it has procedures to build the routing table which is
used to direct the data traffic to its final destination. The router should choose the
appropriate output port to direct the data traffic on the way to its final destination. This
happens, when the router uses protocols to have conversations with its destinations to
decide the best route from its point of view. One more characteristic is forwarding; it has a
close functionality to routing. Routing is deciding the best route for the packet to the next
router or to the final destination, but forwarding is the physical process of receiving a
packet then choosing the appropriate output port, then sending the packet by the route that

has been determined by the router [3, 4].

2.4.1.1 Control Plane of the network layer

Each layer has a control plane; the network layer control plane controls the routing
operation that is related to the routing process not forwarding data. The control plane
focuses on routing algorithms such as Open Shortest Path First (OSPF), Border Gateway
Protocol (BGP), etc. The routing algorithm is responsible for calculating the routing table,

which is used to determine the optimal path for forwarding packets [4].
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2.4.1.2 Path calculation
To help in calculating the routing path, routing algorithms prepare and maintain a routing
table. The content of the routing algorithm table counts on the routing algorithm used.

There are various algorithms to calculate the optimum route for data traffic to reach the
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final destination. The basic standard function of routers is that every routing algorithm

should meet the criteria of delivering data traffic to reaches the final destination correctly

without losing any single bit. Unfortunately, not all traffic reaches its destination because

the network layer is naturally unreliable. Therefore, a good routing algorithm should make

sure that all traffic is directed to its final destination. The router can calculate the optimal

path according to one of the following optimization metrics; here are some examples of

routing algorithms:

Shortest Path: is a simple routing algorithm that calculates the shortest path
between source and destination and provides the routers with a full image of the
network. The shortest path could be the path that has fewer hops. In general, using
this metric is practical if the nodes present clearly and there is no physical change
in the network topology.

Highest available bandwidth: The link or path that has the highest bandwidth is
the one which would be chosen. For video, remote backup bandwidth is a very
essential factor for sending this kind of data so the whole path should have high and
stable bandwidth.

Lowest packet loss: is a routing algorithm that calculates the highest probability
of successful transmission. Voice Over IP (VolIP) applications require low packet
loss to provide good service.

Load balancing: This algorithm tries to balance the load in the network. If there is
a load in one of the paths, the load balancing algorithm distributes the load among

different paths to ensure the best connectivity.
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e Source Routing: is a technique that allowed the sender of a packet to define
partially or completely the rout of the packet from source to destination. It

explained in next subsection.

There is a long list of protocols (such as distance vector routing, link state routing,
lowest delay, etc.). These algorithms try to provide routing solutions through adding to
or removing links from the network that don’t satisfy the network requirement.
Therefore calculating the optimal path and sending large traffic to that path may cause
a huge load on that specific path, so the routing algorithm should calculate the optimal
paths and direct the data traffic through various optimal links to avoid traffic jams [3,

4,5].

2.4.1.3 Source destination specified path
Additional to routing algorithms, source routing is a method that allows the sender host
of the packet to specify part of or all of a path of a packet that should travel through
network to reach its final destination. Source routing requires that the sender know the
structure of the network so it can specify hops or routers for the packet path. The packet
should carry its path addresses in the header and at each node or router the header
should be read and according to that address the packet will be forwarded. Loose
Source Routing is a source routing technique that permits the packet to carry an address

of particular routers it must pass through [11].
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2.4.2 Switching
Switches are data link layer devices which principally perform Layer 2 functions. Layer 2
mainly focuses on control data flow, handles transmission errors, and provides physical
addressing. A switch is a simple forwarding device that works based on the MAC address
that is handled in the frame head. When the switch gets frames, it starts with reading the
MAC address header. Based on that MAC address; the switch decides to forward the frame
to its destination. Layer 2 protocol is a low level protocol, so the switch cannot understand
the upper-layer information such as the IP address. Knowing the destination address is
required to help in forwarding the frame toward the destination. Therefore Layer 2 protocol
makes the forwarding process easier and faster in Layer 2. Switches are very helpful in
connecting two or more networks together, which leads to diminishing the network traffic
by forwarding the data traffic among different paths. Connecting different parts of the
network by using switches helps to create multi-paths between network segments. LAN
network effectiveness could be extended and the LAN could be connected to another LAN

network through switch devices [4].

There are two kinds of switches, Layer 2 switches and Layer 3 switches, which have

different functionality.

2.4.2.1 Layer 2 Switches

Layer 2 switch, also called bridges, work to join LAN segments on the level of Layer 2.
The major difference between a Layer 2 switch and a bridge is that the switch has hardware
to make sure that all ports are active at the same time. For instance, in Figure 2-8, the Layer
2 switch is connected to four stations. Station A is connected to Port 1, B is connected to

Port 2, C is connected to Port 3, D is connected to Port 4. Let us assume that A wants to
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communicate with B, and C wants to communicate with D. if we replace the Layer 2 switch
with a bridge, a single CPU bridge will pick up frames from A and C sequentially and
forward them to suitable output ports. Notice that the traffic from Ato B and C to D is
independent, but the bridge processes them sequentially. Therefore this technique in that
scenario is not inefficient. By using a Layer 2 switch, the hardware of the switch is capable
of forwarding the traffic from A to B and from C to D in parallel, which means the switch

can forward many frames from port to port simultaneously.

A switch works base on Media Access Control addresses, where each port has a unique
MAC address, so a multiport switch forwards frames according to its MAC address. A

multiport switch creates a lookup table which contains each port number and its related

MAC addresses.
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Figure 2-8 Layer 2 switch with router [12]
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Additionally to that, the switch can update the lookup table by checking the MAC address
and the port number of the receiving frame and match them up using the lookup table. If
the new MAC address is not available in the lookup table, the switch should add it;
otherwise, the switch could not decide to forward the packet. The weakness of the Layer 2
switches is that they can’t connect two different IP stations. For example, A and B are part
of same IP subnet as long as C and D are part of a different IP subnet. When A and B or C
and D communicate between each other, that is fine for a Layer 2 switch because they
belong to the same subnet but Layer cannot interconnect A with C because A and C belong
to two different subnets, which means they have different IP addresses. In this case, the

Layer 2 switch is inadequate; it needs an IP router [3, 12, 13].

2.4.2.2 Layer 3 Switch

Layer 3 switching has been called fast IP routing via hardware or others have called it
Multi-Protocol over ATM (MPOA) Layer 3 router. Layer 2 switches can handle simple
traffic between LANSs as shown in Figure 2-9. To improving Layer 2 switch functionality,
we need a router which has more functionality than a Layer 2 switch, but it is slower if we
compare the speed of the forwarding process. Layer 2 switches work on the Ethernet MAC
frame. This algorithm of Layer 2 is defined well on the hardware. It is not easy to develop
the algorithm of Layer 3 protocol in a Layer 2 switch since Layer 3 has various protocols
like IP, IPX, etc. Also, the Layer 3 forwarding algorithm is more complex than the Layer

2 algorithm.
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A Layer 3 switch is a modified version of a Layer 2 switch with limitations, which performs
IP protocol. IP protocol is very common among Layer 3 protocols, and most of the
communication devices handling IP protocol. Therefore a Layer 3 switch performs IP
protocol only, which is implemented in the hardware and using software of Layer 2
protocols. The second feature of a Layer 3 switch, which increases the complexity, is the
IP header length. IP header length is not stable because it has an option for adding data so
this affects the IP header length. For simplicity, most communication devices neglect this
option of an IP header. Therefore Layer 2 IP protocol assumes the IP header is a constant
length. Layer 3 can perform as router, but its forwarding function is done by the hardware.

One more point is that Layer 3 switches can’t replace routers in some spots of the network.
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Figure 2-9 Layer 2 and Layer 3 switch [12]
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For example, a router is an essential part when connecting a LAN to a WAN. Also routers
need to provide Layer 3 switches by the routing table and Layer 2 switches need to pass
packets to a router, which should be send over a WAN. A Layer 2 switch works perfectly
in the workgroup and the backbone network, nevertheless, it can’t take the place of a router
at the edge of the WAN since a router handles more functions and protocols than a Layer

3 switch [3, 12].

2.5 Conclusion

A computer network consists of seven layers in the OSI model, and each layer do can talk
directly to the layer above or below it. For simplicity, the network is divided to three areas:
LAN, MAN, and WAN. Internetworking technology shows the technigue that connects the
three different parts of the network. This thesis concentrates on Layer 2 and Layer 3 which

are the data link layer and the network layer.
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3 Chapter Three: Software-Defined Networks

3.1 Introduction

Our industry has come a long way. Yet after several waves of innovation, we have
yet to push the boundaries of Software-Defined Network (SDN’s). While the current
technology enable us to create top-of-the-line communication networks, we still lack in
offering a simplified network architecture, implementation, controlling and management,
in which lead to the sought after increase in network dimension and complexity. In the
ideal world it is possible to separate between an application or service and the core network

infrastructure but this is always not possible.

The methodology of this process is illustrated in this report. While in the second
section, the report illustrates the need for modelling a better way of integrating the network
architecture with a simplified process of implementation. To have a good application
performance, the core network must be able to provide application process with a reliable
service For the purpose of definition, a reliable process of application is when the core
network is able to properly handle a significant amount of traffic in terms of the processing
demands and supplies within the application network [14]. An effective network control
plane needs to have the ability to control and direct the traffic that has been generated by
applications, while it works to discover and configure the need resources in the network
simultaneously. In traditional network plans, the network control plan is attached to the
network data plan, thereby making it less reliable. To review, a data network plan includes
the actual devices, such as Ethernet switches and routers, which move data traffic from

node to node [15]. A current technological advances enables the application of certain
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methods that would allow for using “programmable networks” as a resolution in assisting
network development. One such example, and one that currently receives positive reviews
from the industry, is the Software-Defined Network (SDN) [16]. For the moment however,
the SDN is used almost exclusively with computer networks to assist in solving the

complexity of the network and in simplifying the network architecture.
3.2 Software-Defined Network (SDN)

3.2.1 Definition

A general definition of Software-Defined Network is that it is a new network
concept that separates the control plane from data plane which then enables the
centralization of a programmable control plan. A SDN is simply a process that is able to
separate the control plan, from the control decision and from the forwarding hardware [16].
The Open Networking Foundation also defines the process as a product unigue to the SDN
architecture, which enables the control and data planes to be decoupled with the network
intelligence and state are logically centralized, and the underlying network infrastructure

is abstracted from the application.” [17].

3.2.2 The SDN architecture

Computer networks are a communication networks between computers which allow for the
data to transfer from host to host or from computer user to another computer user. The
basic networking hardware within computer networks are routers, switches, and various
middle boxes and links. These network devices handle various and complex protocols
which enable the system to control the data traffic in every node in the network. As

illustrated in Figure (3-1 a), the general architecture of the SDN starts from top application,
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control plan and forwarding/switching, which is data plan. Additionally, as illustrated in
Figure (3-1 b), the regular network design without SDN translates into integrating the

control plane and data plane together.

The SDN includes four main distinguishing properties that set it apart from others:

Applications/ Applications/
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5 API 5 API
. Controller . EMS/NMS
— —

@Network abstraction &g

’, f 1 \
. .
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’ 1 $ \
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Forwarding/switching plane  Storage Forwarding/switching and  Storage
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Figure 3-1 Network architectures: A) SDN implemented with API between application and the SDN controller; B)
Regular network architecture with GMPLS control plane with integrated control and switching on network elements

with API [14].

e The separation of the control plane and data plane: This is the main
distinguishing factor that sets the SDN apart. This separation of the control plane
and the data plane allows the centralization and programming of the network
controllers and data planes. It enables the network to easily control and manage the

virtualized resources directly via operators and/or service providers [18]. The
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network protocol usually consists of three network planes: data, control, and
management. The Data Plane, as explained above, consists of all the messages or
data generated by the user’s computer. Sending these data from host to host requires
route calculations, which are usually processed through the network hardware
before it begins to start transferring the data. Level three router (L3) protocols are
part of calculating the pathway. By applying one of L3 protocol such as Open
Shortest Path First or IP or one of Level two protocol (L2), after that the pathway is
then made available to the control plane. This operation requires sending and
receiving massages to setup the communication called “control messages”. The
second plane is Network management which is considered more essential in bigger
networks rather than smaller networks. The Network management is responsible for
tracking the traffic statistics and the networking devices. The last distinguishing
property of the SDN network is the data plane which holds the network’s hardware
devices. Routers and switches, which are part of data plane, are responsible for
forwarding the data by using a forwarding table which is then supplied by the control
plane [19]. Again, the ability of the control plane to be separated from the data plane
to allow for more flexibility and better monitoring within the network is one of the

most important qualities of the SDN.

The ability to centralize the control plane and track the network: the early
design of the communication system was based on centralization and placed it in
one central location. The main concern for systems that were set-up like this was

that in the event of a technical breach in a given telecommunications center, all
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protected data are put in great risk. Therefore, they changed the network
architecture to be based vastly on a decentralized architecture. This separation and
decentralization in design allows the packet to reach it final database- destination
regardless of a technical breach such as when a routers malfunctions. The concept
was based on the idea of entirely distributing the control plane and the data plans
over the network to save some data center. This network design concept is not new
nor is it unique to SDN. The idea of distributing the network control was actually
the same principle behind the design of the Internet. While, separating the
centralized network was originally seen as problematic when applied to network
management. Today, however, with the new technologies, researches and needs of
increasing the capability; telecommunication companies started began to re-vist the
idea of abandoning centralized network architecture. As new technology was made
available [19]. Google was one of the first of many companies to use SDN to
interconnect its data centers over the world [20]. They built B4 network, which is a
great example of a SDN network, since they noticed that they could not reach a
level of scale that the network could suitably handle while the fault tolerance
became costly due to both its inefficiency and, time spent on the current network
by using Wide Area Network [21]. To avoid further inefficiencies, Google built the
B4 network to have both a centralized control and an improved network
management for it’s numerous data center around the world. As previously
mentioned, the centralization of controller adapted networks can be problematic.

Consequently with the SDN architecture, it enables the system to connect more than
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one controller to each switch, so that if any technical failure happens within a
controller, a backup controller is able to regain the process [16].

Author Kandoo, however, presents the SDN concept in different view. In his
previous work, he was able to reduce the load in the controllers by implementing a
control plane as a hierarchy topology. They then divided the controllers into two

categories: local controllers and global controllers.

The local controllers focus on local applications while a global controller controls
the local controllers and a centralized network state. The local controllers
communicate with global controllers for decisions that require centralized network

decision. This leads to a data load decrease, which then enables the global
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Figure 3-2 Layer view of networking functionality. [19]

controllers to respond faster to the data plan request processed by the local

controllers [16, 22].
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e The Programmability of control plans: the programmable network is the
network, which is operated by software that works separately the given hardware.
The programmability of the control plane permits the network operators to update
and/or re-program the network infrastructure without changing network hardware-
by centrally controlling traffic flow, and in dividing the networks, it is then possible
to deliver high QoS, which then develops the network’s flexibility [23, 24]. This
ability to control the routing table and packet flow decisions remotely and centrally
is a key part of the SDN. Therefore the control plane can be programmed separately
from any switches, routers, and can be used in data center or WAN as well as in
optical transport network.

e The open nature of the interface of the Control plane (controllers) and data
plane hardware: The controllers are able to interact with application and data plan
by what is called Application program interface (API). There are four direction
interfaces. Northbound, Southbound, Eastbound, and westbound. Northbound
interface presents the API between the controllers and applications developers. The
Southbound interface API transfer instructions from controllers to data plane
(forwarding devices) and vice versa. Both eastbound and westbound interfaces

work between controllers within the control plane Figure 3-2. [19, 20].

3.2.3 SDN’s OpenFlow Protocol
The concept OpenFlow protocol was the result of a group of researchers; who
wanted to use their campus network in a network experiment that tested the manageability

and capability of such networks. The researchers hypothesized that if they used a new
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switch that virtually programmable, they would then be able to carry out the test without

affecting the network configuration [18].

This is why the concept of the SDN always linked to OpenFlow, which is the protocol
typically used within the SDN network. OpenFlow is a protocol allowed accessing to the
data plan devises (such as Router, Switches, etc...) over network; this definition is brought
by Open Networking Foundation (ONF) [25]. Of the OpenFlow process requires the use
of a virtualization machine which then allows for the programming of the network devices
[26]. The OpenFlow process also requires a unified control plan (UCP) and a design for
packet and circuit network. OpenFlow supports the decoupling between the data plan and
control plan and also handling the data flow. For the purpose of this exercise, we define
Data flow as the packet flow which is the combination of any layer 2, 3, 4 headers or circuit
flow layer 0, 1. This data flow can generate a simple flow that fits both packet and circuit
flow. Therefore, OpenFlow represents a joint platform for the control of the underlying
network device, which switching flows of data various granularity. However; routers,

switches and managements could also be externally configured for programmability [27].

3.2.4 Network Virtualization

The expression Network Virtualization (NV) has been defined as separate from the
underlying network and the network hardware. Author, M. Rouse defined the NV as “a
method of combining the available resources in a network by splitting up the available
bandwidth into channels, each of which is independent from the others, and each of which
can be assigned (or reassigned) to a particular server or device in real time”. An NV
progress can manage various tasks automatically such as efficiency, administrator’s job,

and productivity. It aims to provide an optimized speed, reliability, flexibility, scalability,
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and security. It is therefore seen as a simplified network. In reality however, the NV is a
complex set of processes. One physical device can manage all files, folders, storages, etc...
centrally. Also it can add or remove drivers and combine and/or share storages with in the

servers [28].

The virtualization of most commands means that it is possible to emulate a
hardware platform by using such software. A good example for that are hardware such as
the router, switch, server, and storage devise. It is allowed to separate all functionality from
the hardware emulator and works as the hardware devise itself. For instance, there is a
hardware computer handling it, this hardware devise can work to support more than one
virtual machine at the same time. This flexible technique allowed separating the hardware

capability between virtual machines according to their needs [29].

VN is an overlay, which is virtual tunnel not a physical connection between two
domains in the network. VN uses the physical network to create tunnels between domains
and connect them together. The advantage of VN is that help the network administrator to
create virtual connection instead of using wired connection to connect two domains which

is going to be on the top of the present network.

Generally SDN and VN are similar concepts. But when one look at the properties of
a SDN, which is separating the plan control form the data control, we notice that SDN
changes the physical network structure. Control plane indeed is outside device that monitor
and control the network. While VN is implemented morphologically in the traditional

network without changing the network physically [30].
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3.3 Why use SDN?

Network consists of nodes connected together to achieve the goal of the network
reliability in transferring data from host to host within the network. With network
expansion and increasing the number of users; a network needs a structure that is simple,
smart and intelligent. SDN creates a pathway for existing networks to operate in smarter
and more efficient manner. This efficiency helps to monitor the network and while making
it easier to control and observe. In this section, this research exercise will compare between
the regular network and the SDN network from different point of view and showing that

why we need SDN.

3.3.1 Previously Used Networks

Traditional networks consist of devices that handle both control plane and data
plane. The control plane is integrated in the data plane which are both located in the
network node such as routers or switches. They work in a systematic way; the tasks of
control plane are configuring the node and calculate the routing paths for forwarding data.
When the routing table path has prepared, it should be given to the data plan, which is
located in the same device. After the packets in the data plan will forward according to the
routing table that was generated by control plane. One disadvantage of such a network
architecture is the inability of the network operator to expand the network with increased
traffic. The only way to address this issue is by changing the device configuration which
will, unfortunately, affect the entire network [15]. Another disadvantage is when the data
plan and control plane is able to alter each other’s state as they are both located in the same

unit. When there is congestion in the network, the data plane tries to mitigate the problem
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by forwarding packets as fast as it can while the control plane runs at full capacity, at the
same time ,to find the optimal path. In this situation both data plan and control plan work

at the maximum ability which triggers technological failures within the system.
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Figure 3-3. SDN structure [43]

3.3.2 The SDN Network

SDN was specifically developed to address the problem of having a single location
for both the control plane and the data plane. After separating the control plane and moved
it to centralized controller, the SDN now controls the forwarding devices by network
operating system (NOS) jointly with API. API function is to collect information for
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controllers from data plane. Figure 3-3 shows the relationship between the control planes,
API, and data plane. The SDN controller has a more comprehensive view for the network
which help to improve forwarding management and offering scalability and flexibility for

the user-service.

In a SDN network, when a host wants to send a flow of data using such a network, the host

should start sending several packs to a given switch [15].

» When the first packet arrives at the switch, it reads the header then looks for
instructions of a SDN that matches the header information.

» If the header information matches one of the SDN instructions, the switch then
proceeds to process the flow of data and send it the next switch or end user.

» If the packet header information doesn't match any one of the SDN instructions, the
switch sends the packet to the centralized controller in secure path. By using
southbound and API the switch can communicate with control plane, so the
centralized controller can add, delete, update the data flow particularly for this and
in advance for next data flow that have the same header instructions.

» After this process the centralized controller should process the routing algorithm,
enhance the forwarding table, and send those enhancements to all forwarding table
of the switches which are connected to that central controller.

> Atthe end of the process, the forwarding table of that switches will be updated and

the packet is sent its final destination
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Figure 3-4 Traditional network view compared with SDN network view: a) traditional approach (each
networkwork nodes has its own control managerment plane);b) SDN approach (the control plane is extracted

from the network node).

3.3.3 Software for Controlling and Hardware for Forwarding:

There are various forwarding devices used within the network, which are classified
by network layers. For example: Bridges, which are layer two forwarding hardware
devices. Layer two MAC forwarding table is implemented in it. Layer three forwarding

instructions are handled in hardware called the Router.

Routers can handle faster speed links and forward packets at link speed. Each hardware
device has its own software controller which is integrated within the device and has the

ability to work independently.

The mission of the control Software is to communicate with neighbours to agree on

topologies and forwarding route. The limitations within this software control plane are the
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centralization that can distribute the routing instructions among the network devices [31].
To simplify the processes, the forwarding responsibilities has been done by layer two and
three network devices, those network devices’ software manage the control plan
individually, and the devices' configuration is set up by configuration and management
interfaces. SDN gives the opportunity to disposal this weakness of the network and

simplify the network which let us to move forward to next network generation [31].

3.3.4 Network Simplification

With Network devices becoming more intelligent, it has become possible to integrate inside
the network devices. While this has led to additional complexities within the device’s
design and network. It has also enabled it to handle more functions within hardware. This
process has allowed for the simplifications within a given network but at the same time it
introduces additional complexities for the device, in part due to the problematic
connections between handling packets in hardware versus software [31]. This fact
illustrates that the procedures of simplifying the devices is not efficient enough. Network
simplification must be improved in terms of improving in the network management of these
devices. Shenker states that SDN is the key in network simplification for the next

generations of networks [32].

3.3.5 Separation between Device and control
The core of the network is the control software, which decides the optimal route and
is in charge with communicating with neighbors. By moving the intelligent core off the

network’s hardware device and by keep it in centralized within the computer‘s resource,
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this implements the idea of SDN. The software controller will then have a wide seeing for
the entire network and also this helps to take optimal decisions. A SDN separates the
network to three categories: 1) Forwarding that the hardware device handles the forwarding
table which is implemented entirely as before and forward the data flow. 2) A Centralized
software controller has a whole network image which help to take optimal decisions for
forwarding route. The simple programing software, which is available in each network
device, will be configured by the centralized software controller. 3) Application is the
platform that is above the controllers. It is content higher-level functions and also takes

part in management and packet forwarding and distribution within the network [31].

3.4 Using SDN’s for Optical Networks

The concept of Software-Defined network can also be applied for an optical network,
which can also be called Software-Defined Optical network (SDON). Integrating a SDN
with OpenFlow within an optical network is key to implementing multiple network
technologies and in enhancing the traffic data flow. Also to use centralized controller in
optical transport network, it makes the interaction between packet and circuit-switch

network simpler [16].
The advantages of integrating SDN and OpenFlow standard in optical transport network:

v" Enhance the control and network management of optical transport network.
v Adding one or more external control and management system easily.

v Propagating extra services by using Virtualization and SDN.
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The feature of SDN and OpenFlow will be applied in optical network in a way that enables
the network controller the programming property. The SDN supports the application in
achieving improved visibility and control for connections link that handling data, also
watching and protecting the network’s connection links [33]. Integrating an application
interface to support application-driven of the centralized network management system
(NMS) of current optical network and circuit or packet switch, can be enhanced the whole
network. This enhancement came from the controlling of application to the network and

the big view of the network that application has.

‘ OPENFLOW ‘
CONTROLLER

- A "

OPENFLOW Protocol

» v -

l"a(:kct Circuit Packet & Circuit
Switch Switch Switch

Figure 3-5 OpenFlow control Structure [27]

There are two management systems used in optical network, Element Management System
(EMS), and (NMS). The management system operators should design the circuit and set

up the network elements configuration.

There has been some development in the implementation of optical network management
by backing an energetic control plan distributed to speed up the circuit design process and
improve provisioning time. Some optical network use general MPLS (GMPLS), which is

dynamic control plan along with integrating switching plane and control. By implementing
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API in the northbound interface of the EMS/NMS will help the application layer to get

more controlling on the network.

While each system has its limitations, the limitations of network design can be
known by the overall flexibility. The limitation of an optical network control plan, which

is located in the network device, is the number of functions that controller can access.

3.4.1 OpenFlow protocol and SDON controller in optical Network

The main points of SDN are to decouple the control plan from data plane and make
a centralization control plan for the network. OpenFlow in figure 3-5 is one of the best
protocols can achieve the view of SDON. To use OpenFlow protocol in optical network
need to use OpenFlow switch. The OpenFlow switch consists of a group of tables and flow
tables which are then used for forwarding data and OpenFlow channel that connects the
OpenFlow switch to a centralized controller. The communication between the OpenFlow
switch and controller is via OpenFlow protocol [25]. Each OpenFlow controller connected
to multiple OpenFlow switches; it connected them through secure channel, which is
OpenFlow channel. The OpenFlow channel connects exactly the controller such as NOX,
POX, and FloodLight to the OpenFlow switch. The OpenFlow protocol is in charge of the

signaling between the controller and the switches.

Packets in the SDON network are processed in a systematic way. When packets
arrive, the OpenFlow switch is then forwarded by the OpenFlow switch according to the
flow table, which is assigned by the controller. If the packet header doesn’t match one of
the flow table instructions, the OpenFlow switch sends the packet to the controller. The

controller will then decides to either to drop the packet or to add new instruction in the
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flow table of the OpenFlow switches. This update helps the OpenFlow switches to forward

any packet that handle the same header in future.

By looking deep in optical nodes as Lei Liu illustrated in their paper on the optimal design
of SDON. They introduced virtual Ethernet interface (veths) in figure 3-6 (a) which is
compatible to a physical interface of the photonics-cross connect (PXC). This technique
allowed controller to monitor the OpenFlow switch, and control the optical light paths thru
using the OpenFlow protocol. The complete design system, which consist of OpenFlow
switches and their corresponding PXC, is called OpenFlow-enabled PXC (OF-PXC)
shown in figure 3-6 (b). In this exercise the OF-PXC is controlled by the centralized
controller. When the packet header arrives to the controller, the controller decides the best
routing and wavelength assignment (RWA) according to the controller experience in the
network. Should the process succeed, the controller then sends the new instruction to all

OpenFlow switches and update their flow table or data plan [26].

3.5 Metropolitan and Wide Area Software-Defined Network

SDN used to be focused on the data center and it created huge changes, but recently it
expanded out of the data center to the LAN, MAN, and WAN to enhance network
performance. Integrating SDN into MANs and WANs has attracted researchers’ and
vendors’ attention because SDN has presented strong flexibility and programmability of
network management. In the other hand, managing WANSs has become more difficult and
complicated because of various protocols, different Internet provider, etc. Thus, SDN can

help simplify WAN management and alleviate problems [34].
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Figure 3-6 (a) The Desiggn of phsiycal interface of PXC to virtual Ethernate Interface of OpenFlow switch.(b) Design of
an OF-PXC [26]
SDN architecture in a data center is designed as a single controller that controls all of the
data center traffic. In contrast, a WAN has wide network connections that connect over
users and handle global Internet traffic. Each hop in a WAN can be considered as a
controller, which could be far away from the local switches. This leads to increased
communication latency between a switch and a controller [35]. Thus, many researchers
don’t prefer to use a single controller in a WAN because of the distance between switches
and the controller. Therefore a multi-controller SDN solution has been proposed; Google’s
B4 is one of the biggest SDN controller distributions, as discussed in the SDN architecture
section. Multi-control SDN is proposed in two different categories; two-level hierarchy

control and a distributed controller network. Each of them has its specific features.
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A single controller can achieve the core idea of SDN, and the controller is the part that
should work centralized. It seems quite difficult to connect the WAN to one SDN
controller, for many reasons. If a centralized controller failed, any part or even the entire
network could be affected. Therefore WAN become not able to receive and process any
new connection requests. This problem can cause the WAN to drop down after certain

time, so the central controller in this case becomes a bottleneck for the network.

One more point is there is no perfect spot in the world to place the central controller.
Wherever the controller is placed, it will be far from a certain number of switches in the
WAN. Whenever we move away from the central controller, the latency will become
higher and switches will face a greater delay time responding [36]. Also, increasing the
network size affects the number of requests that the SDN controller can respond to at a
time. The more switches that connect to a WAN, the more requests will be sent to the
controller. NOX is the first SDN controller that showed that it can handle in the beginning

30,000 requests per second, whereas it can maintain sub-10-ms fixing time [35, 37].

To overcome some of the problems of a single controller, it is proposed to use a multi-
replicated controller, which exists as a backup controller for the main SDN controller. It
can help to reduce faults in the network. Each switch is configured to talk with both
controllers simultaneously. The drawback of a multi-replicated controller is increasing
WAN traffic since every switch communicates with two controllers and sends two copies

of each request to both of them [35, 38].

Deploying a multi-controller in a WAN can be vertical or horizontal. In a vertical

deployment, the controllers are organized in a hierarchical topology. Each layer of them
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has certain responsibilities. Kandoo is an example of hierarchical deployment [22]. On the
other hand, in horizontal controller deployment, as shown in Figure 3-7, every controller
is responsible for a part of the network and each controller has identical tasks and does the
same job separately. HyperFlow is a horizontal controller example using NOX controllers.
Controllers are connected to part of a wide network and connected to each other by the
HyperFlow controller application. This lets the controller have a complete view of the

network. All controllers do the same job [39].
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Figure 3-7 horizontal SDN controller deployment has two major components: network management and

zone manager. Also has three layers: a forwarding layer, an adaptation layer, and a management layer [36]

43



3.6 Conclusion

SDN promises to solve the complexity of the network by decoupling the control from the
forwarding process. This is clearly shown in how the SDN architecture and the OpenFlow
protocol can simplify the core of the network. Also it brings dramatic change for network
software and hardware devices. SDN is implemented in the optical network and recently it

has been integrated in MAN and WAN networks as well.
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4 Chapter Four: Using SDN to integrate IP into

optical networks

4.1 Introduction

Software-defined networks exist to improve the network traffic and promise to provide
reliable services. On the other side, MAN and WAN need improvement so they can handle
the data flow of cloud computing. Using SDN in MAN and WAN networks is a step
forward to the enhancement of internet connectivity and to providing a smooth flow of
data. Connecting to the Internet has become an essential part of our daily lives. Using the
services that cloud computing provides to the user is huge, too. Additionally to that, new
smart projects such as the Internet of Everything, etc... These large amounts of data have
brought about a new concept, which is the flow of data. Flow-based communication is a
flow of data transmits from host to host. For example, an active sensor keeps sending data
to cloud computing or a data center. Therefore the current WAN and MAN will not be

sufficient for serving cloud computing.

The IP protocol is the most popular protocol used for host-to-host connectivity. This
means that it must be considered as a part of the solution at this time. Also optical express
is an outstanding technology which performs as the transport layer of the Internet in WANSs
and MANSs. As a consequence of desperately increasing the MAN scope and decreasing
the bandwidth cost, an optical network link functions as a static configuration for
technician, operator, and for economical purposes [40]. Using optical networks along with

SDN could help to manage the increasing data traffic and flow pattern in a new form. In
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addition to that integrating IP protocol into a MAN optical network will offer assured end-
to-end connectivity for cloud-based traffic flows, which require intelligent and flexible

bandwidth.

This chapter discusses how SDN can be used to integrate IP protocol into optical
networks for MANSs with a unified controller that calculates the optimal path from source
to destination for each flow of data. This work is built on the work of Wei and Trevor in
their paper, “An infrastructure with a unified network to provide flexible and intelligent

bandwidth on demand for cloud computing” [2].

This chapter is covered in two parts, Section | is the literature review of infrastructure
with a unified network and the objective of that work and Section Il discusses the
development to that work and the impacts of using SDN to integrate the IP protocol into

an optical network.

4.2 Literature review of integrating IP into optical metro network

infrastructure and controllers

This work was proposed for integrating IP in a MAN optical network and the aim was to
guarantee end-to-end service in bandwidth, delay, and delay variation for flow-based
network traffic. This paper was divided into two parts, an infrastructure to integrate IP into

optical networks and a controller plan.

4.2.1 Aninfrastructure to integrate IP into MAN optical networks
A MAN optical network consists of interconnected intelligent optical transport domains
(IOTD). I0TD is a group of optical switches that were connected together as shown in
Figure 4-1. Optical switches consist of two layers, an electrical layer and a photonic layer.
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The electrical layer is separated into two categories: a basic forwarding plane and a
distributed controlling plane. The forwarding plane passes a flow of data from source to
destination. On the other hand, the controller plane responsibilities are directing the flow-
based traffic inside the 10TD, distributing the signal to set up or release a dynamic optical
connection, calculate the routing path-fiber-wavelength-time slot for a new connection, and
calibrate with an inter-domain control plane to set up a connection path between IOTDs as

part of an end-to-end optical connection.

The IP router is modified and new features are required to be added. It is located in the
distributed inter-domain plane in the optical network. The characteristics of an IP router

are:

v The IP router has features that allow it to offer customized network protocol,
specify the connection path, and manage the network.

v The IP router supports the end-to-end global connectivity in optical networks for
MAN, so this new design helps to release the difficulty of operating the network
and increasing the network sizes.

v The IP router path calculation helps the network to recover fast from any failures
by recalculating in each I0TD and insuring a new path.

v The IP router is located in the control plane for controlling and calculating the
routing path which helps the forwarding plane to put more effort into the
forwarding process.

The mechanism of this system begins to aggregate the traffic from hosts in two aggregation
clusters on both side of the IOTD edge. Each side of the edge contains an Ethernet switch
(ES) and aggregation router (AR).
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Figure 4-1 An infrastructure to integrate IP into an optical network [2]

The Ethernet switch functions as a node for collecting IP traffic from the hosts and passing
it to the IOTD in the MAN and at the same time, it works in the opposite direction by
getting the IP traffic from the IOTD and distributing it to the hosts. Each Ethernet switch
is linked to two optical switches in the MAN for the purpose of load balancing in the
forwarding plane. Each optical switch is connected to AS which controls the IP traffic
between the Ethernet switch in the aggregation cluster and the optical switch in the IOTD

in the MAN, Figure 4-2.
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The Ethernet switch uses the OpenFlow protocol concept for directing the traffic data flow.
When a connection is set up, the data flow should be identified for all of the Ethernet
switches and optical switches in the whole path. IR signal is responsible of ARs and it is
known as the IP signal and Ethernet signal. Every AR is provided an optical link to every
IR in the IOTD and an optical link to every Ethernet switch so they can cooperate to assign
the channel by IP signaling and Ethernet signaling. Two ARs in each aggregation cluster

help to balance the load in the cluster.

Figure 4-2 The mechanism of integrating IP into optical metro networks. An IOTD is shown in the green

circle and two aggregation clusters in purple circles [2]

4.2.2 Control plan to integrate IP in optical networks
The control plane of this structure is a distributed control plane which can achieve the
objective of the idea. A distributed control plane can provide flexible and intelligent end-

to-end bandwidth; also it is more practical for scaling up the network. The control consists
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of two classes, as shown in Figure 4-1, an intra-domain sub-layer to control the signaling
in the IOTD, and an inter-domain corresponding to IP router signaling that controls the
data plan of the forwarding plane. The transmitted data should contain a control flow
reference number in the header. The flow reference number contains the path
identifications such as the source destination IP, the source and destination Ethernet switch

ID, card number and port number.

This infrastructure presents a technique to integrate IP into an optical MAN network for
supporting flexible and intelligent bandwidth for cloud computing. With a different control
plane, the network can be configured and direct traffic from the source to the destination.
An optical switch receives orders from the data plane to direct the flow of data and gets
orders from the distributed control plane for directing the enterer traffic of the IOTD. The
IP router controls the forwarding plane and calculates the path for each flow of data.
Therefore IP has been integrated in the optical network by the IP router and forwarding by

an optical switch in the MAN network.

4.3 Integrating the IP protocol into optical networks by using SDN

We developed the idea of the previous paper by using a Software-defined network to
integrate IP into an optical network to achieve the same goals which were flexible and
intelligent bandwidth. The three layers of SDN, control plane, forwarding plane and
application, can integrate IP in a MAN of optical network or in a WAN but that needs to
scale up the SDN network as shown in Chapter 3. Multiple SDN controllers can be used
for each MAN domain to control the edges’ optical switches by providing them with the
information of flow of data that is going to pass through them and at the same time they

can monitor the link bandwidth between domains.
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Using SDN as a new technology helps to keep the use of IP protocol as an end-to-end
transmitting protocol with the same SDN equipment, which means saving money for the

vendors and simplifying the network architecture.

In addition to that, this work promises a different way to integrate IP by using SDN.
Integrating IP can be achieved by employing a source routing option in IP protocol that
can help solve the problem of integrating a specific path in the header of a flow of data.
The motivation of this idea came from the fact that an SDN has a complete view of a
domain connection and that by connecting all SDN controllers together, SDNs have a
bigger view of the whole network. In this case SDN can assure an application’s
performance and resource needs while maximizing network efficiency so that a controller

is capable of calculating and deciding the optimal path.

This section discusses the architecture of integrating IP into an optical network. After that,

Sub-section Il is about SDN control and the mechanism of managing the network traffic.

4.3.1 Architecture of integrating IP into an optical network based on SDN
In integrating IP in @ MAN, which consists of domains connected together, there is the
main IP router which controls each domain and there is a sub-network of optical switches
which do the real transmission work of a flow of data internally and externally. Each
domain is composed of a different number of optical switches depending on the size of the

domain and the amount of data that needs to be transferred. This architecture of integrating
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IP looks like a hierarchical structure. Each domain is controlled by an SDN controller that

controls and manages the traffic that is inside the domain or that passes through the domain.

D <|— Application
=

N Layer

Controlling
Layer

Forwarding
layer

Figure 4-3 MAN SDN infrastructure

Additionally to that, a domain controller connects to the central SDN controller, which
allows it to have a centralized decision for managing and controlling the whole network.

Figure 4-3 presents the infrastructure for distributing SDN control.

Using a single SDN controller in each domain leads to having a centralized controller

which is the main goal of the SDN concept. A single SDN controller connects to edge
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switches for each domain; therefore, it can monitor and control traffic entering and exiting
the domain. By controlling the gates of the domain, it becomes easy to know the required
bandwidth, traffic inside the domain, and the number of channels that are assigned to
transfer the flow of data. Likewise decoupling the controlling plan from the forwarding
plan of the edge switches serves to increase the ability of the switch to forward data faster

and at the same time decreases the forward processing time.

The forwarding layer consists of optical switches that are connected by fiber optic
connections in the MAN. Optical fiber cable contains optical channels. Each optical
channel is a wavelength of a dense wavelength division multiplexing (DWDM)
transmission system. One wavelength can be shared by multiple flows of data [41], so this
helps the MAN to assign more than one flow of data for each single channel. The intelligent
control of the MAN optical network will be done by an SDN controller which calculates
the path for a new connection. Optical switches in the MAN domain are divided into two
categories: interior switches and edge switches. Both are optical switches. Interior switches
forward traffic from the flow of data within the domain, which are not connected to the
SDN controllers. So they do the work as Layer 3 switches as it was discussed in Chapter
2. Also, they direct data traffic, which is specified by the SDN controller, to an edge switch
to pass it to the domain’s neighbour. In the other side edge switches work as gates between
domains. These switches are controlled by the domain SDN controller. The SDN controller
provides the edge switch by the routing table and keeps updating switches for any failure
or change in the network topology. At the same time switches allow the SDN controller to

monitor the links’ bandwidth, the flow of data connections, and the status of traffic between
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domains. Figure 4-4 shows the connection of a single domain; the blue switches represent

the edge switches and the green switches represent interior switches.

Next domain .
Next domain

Next domain

Next domain

Figure 4-4 Single domain SDN controller. Blue switches are edge switches and green switches are

interior switches

4.3.2 The mechanism of using SDN for integrating IP infrastructure
Fundamental infrastructure network technology impacts the performance of the SDN
controller and controllable network attributes. Using a packet service or in our case flow
of data can be connectionless or connected-oriented. IP routing can support both
transmitting techniques. Source routing is an option in the IP routing protocol that allows

a host to specify part or the whole path or to use a label switched path (LSB) which is an
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option in GMPLS to specify the path. We used the IP routing option, source routing,
because it concerns the delay and bandwidth and pleasing the requirement of the path
connection in a packet’s header. In this situation, the routing path should be selected wisely,
in order to use the network resource properly. Choosing the path is the job of the SDN

controllers and performing the forwarding is the job of the underlay optical switches [42].

The two-level SDN controller is shown in Figure 4-5, the central controller and the domain
controllers. The SDN central controller that connects to all the domain SDN controllers

performs as a centralized controller for the entire MAN network.

\& -7

Figure 4-5 Two-level SDN controller

The central SDN controller has characteristics that do not exist in the domain SDN
controller; the first feature is that the central SDN has a complete view of the network since
the domain SDN controllers report to the central controller for any decision which needs

to be decided internally or externally in the domain.

55



A further feature is that the central controller can manage failure recovery rapidly. For
instance, a connection path has been set up between two hosts, A and B. The distance
between A and B is four domains. If the link between Domain 2 and Domain 3 is down;
Domains 2 and 3 should report to the central controller. While it is recovering the failure
by assigning a new path for the flow of data, it should inform the source and destination to
stop sending data and send them the new path IPs. In this case, the central controller can

recover failure and maintain the connections all the time.

Since there are connections between the central controller and SDN controller, the central
controller can keep updating the domain controllers by sending to them routing tables, path
connections, traffic congestion information, or any information that helps to direct traffic

smoothly.

One more particularity is that the central SDN controller administers setting up the path
connection between domains. The central set up connection can manage connections
according to their priority in terms of bandwidth, protection and quality of services. It is
also able to distribute the traffic fairly among domain connection links so no link
connection is loaded more than others. Furthermore, it shows the optimal domains that
allow the host domain to send traffic through them. For example, Host 2-2 in Domain 2, as
shown in Figure 4-6, requests a connection to send data to Host 5-3 in Domain 5 which has
no direct connection. There are three options, first send the flow of data to Domain 3 and
then Domain 4 to Domain 5, the second option sends data through Domain 1 after that
Domain 5, or the last option sends data to Domain 1, then Domain 4, then Domain 5. The
first option is not practical because the connection between the host domain and Domain 3

is congested. The second option also showed that the path between Domains 1 and 5 was
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congested. Therefore, the central controller calculated the optimal path which is Domain
2-1-4-5 which is the best path that the central controller can offer to ensure the availability
of resources such as bandwidth, quality of service, and delay [42]. In Figure 4-6 one central
SDN controller is shown, but actually it is multiple central controllers connected together
so it can recover if a failure happens in any one of the central controllers. The multi-central
controller is linked to the edge switches. On the other side, there is an SDN controller for
each domain which controls edge switches. This controller is not as big as the central
controller. Domain controllers play important roles for reporting domain information to the

central controller which helps the central controller to make decisions.

A domain controller has many characteristics; the first one is that the domain controller is
connected directly to the edge switches, which are the gate of the domain and manage the
traffic that goes in and out of the domain. The second feature is that the domain controller
keeps an eye on the links that connect the domain to its neighbours. These links are very
important to be monitored and maintained all the time because some of the domains have
one or two connections to neighbouring domains and also these links handle the traffic that
transits to the next domain as shown in Figure 4-6. An additional property is that the
domain controller receives a connection request for a new flow of data from the Ethernet
switch which is connected directly to the host. Then, the SDN domain controller checks
the proper path in its perspective via the routing table and connection links. The domain
controller is the brain of the domain, which makes all the decisions. The only way that two
domain controllers talk to each other is via the central controller. The domain controller
also cooperates with the central controller to manage new path connections, which need to

transit through other domains.
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Figure 4-6. MAN network controlled by SDN controllers. Grey connections are internal connections of
domains. Green connections are from edge switches to domain SDN controllers; Blue connections are

between edge domain switches; Red connections are fully loaded connections between domains.
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When the SDN central controller and the SDN domain controllers work together, they can
achieve the goal of SDN, which can improve the performance of the network and develop
the idea of integrating the IP in an optical network. Calculating the routing path depends
first on the domain controller figuring out the best link connection internally and second
on central domain, which communicates with domains and sets up the optimal path. The
optimal path is chosen according to the network traffic, delay, bandwidth requirement, and

quality of service needed to satisfy the connection purpose.

4.3.3 The Mechanism of integrating IP into an optical network and the
connection process.

The mechanism of integrating IP into an optical network by using SDN and the source

routing property of the IP protocol are helpful to developing the current network by using

the new technologies. It also does not require vendors to re-build the whole network; it can

be achieved by integrating SDN technology into the network.

This system works in a systematic way by starting conversations between the host, Ethernet
switch, SDN domain controllers, and a central SDN controller. Figure 4-7 describes the

complete process of integrating IP and connections.

(A) The connection request should be sent by the host, which requires a connection, to the
Ethernet switch. The request packet must contain at least the information of the final
destination IP and the size of the data flow. Figure 4-7 shows, in the grey-coloured circle,
the request from the host to the Ethernet switch. (B) When the Ethernet switch receives the
request packet from the host, it must forward it to the SDN domain controllers to process

the reservation and find out the optimal path in the domain to the next domain. The next
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stage begins when (C) the SDN domain controller gets a connection request from the
Ethernet switch. The domain controller must check its routing table and find the proper
edge switch that can handle that flow of data. So, the SDN domain controller, according to
the information that it has from the edge switch can pre-decide the link that has extra free
bandwidth and can be reserved for forwarding the flow of data, (D) after that it must
communicate with the edge switch to confirm the booking. The green circles in Figure 4-
7 represent that connection request and the confirmation is presented as OK in a circle. (E)
At this point the SDN domain controller must send a connection request to the SDN central
controller. The SDN central controller has a wider vision of the network topology than
domain controllers so it can decide the proper domains which can handle the flow of data
as transit domains. (F) The central controller sends a path reservation request to the SDN
domain controllers of the transit domains as presented in Figure 4-7 in the blue circle. This
reservation request should specify the edge switch which will receive the flow of data from
the previous domain. (G) At the transit domain, the domain controller should know the
edge switch which will receive the flow of data from the SDN central controller and define
an edge switch that will forward the data to the next domain. (H) The two edge switches
of the transit domain must send a reply to the reservation confirmation back to the SDN
domain controller and the SDN domain controller should also confirm the path reservation
to the central controller. These kinds of requests between the central domain and the
domain controllers will repeat K times. K is the number of transit domains between the
source and destination which depends on the distance between the source and destination
and the decision of the central controller of the optimal path. (I) The last domain that will

be contacted by the central controller is the destination domain. It is quite similar to the
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connection of a transit domain, but the central controller sends information about the
connection to the domain controller; therefore, the domain controller will know the edge
switch that will receive the flow of data and should designate the Ethernet switch that is
connected to the final destination. As happens with every domain controller, the edge
switch and Ethernet switches confirm the path reservation to the domain controller and

then the domain controller will confirm booking the path to the central controller.

Steps A, B, C and D happen in the domain internally between the host, Ethernet switch,
and domain controller. Step C decides if this connection is going to happen or not, since
step C should figure out the availability of bandwidth from the source domain to the next
domain. Figure 4-7 shows two domain-to-domain links in red; this means these links do
not have free bandwidth. Steps E and F will be repeated K times, accordingly. Step G
defines the edge switch internally in the transit domain. Step H is the confirmation sent
back from the edge switch to the domain controller then to the central controller. Step I is

related to the destination domain connection and confirmation.

Now, every point in the network that involves sending or transmitting the flow of data,
should know the reserved path for the data traffic. After all of the request processes are
sent and confirmation is received by the SDN controller, the central controller must update
the routing table of all domain SDN controllers and confirm back to the source domain

controller the path connection and send the complete path IPs to that host.

The host now knows the complete path IPs by which data will flow. These IPs should be
added to the packet headers by using the source routing property of the IP protocol. These

IPs will be used in every network node to direct the packets to the next node as it is required.
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The IP integration is done with the help of SDN controllers and switches of the optical
network that represents the domains. Looking from different corner to this infrastructure;
it is a three-layer structure. The three layers are the forwarding layer, the control layer, and
the application layer, and these layers present the SDN concept. The optical network of
each domain, which consists of edge switches and interior switch, represents the
forwarding layer. It can be defined as dummy devices for forwarding data only. The
domain SDN controllers and the central controller act as a critical layer since they function
as a control layer for the forwarding devices, domain, and network. In addition to that, the
application layer is the interface between a network administrator and the controllers. This
layer allows the administration to configure or update the network and it provides an
administrator with a complete view of the network. The communication, requests, and
confirmations between the control layer and the forwarding layer are done using the
OpenFlow protocol, so, an administrator is permitted by the OpenFlow protocol to
configure network programmability. One more application used here is API. The API is
located between the control layer and the application layer to help the administrator have

access to the control layer.
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4.4 Conclusion

This is the development of how to integrate IP protocol in an optical network by using SDN
technology. This development promises to improve the traffic and make the forwarding
process faster and more intelligent. The next chapter focuses on the simulation of a network

by using two different protocols for verifying the control plane and studying the traffic in

the network.
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5 Chapter Five: Simulation and results

5.1 Introduction

Integrating IP into an optical network by using SDN has been simulated and the result
showed a good enhancement in the performance of the network. This simulation is for the
two-layer SDN controller, domain controller and, central controller that represent the core
of this work. The main goals of this simulation are study the effect of integrating IP by
using SDN on network traffic and comparing two different routing protocols. The work
has been simulated by MATLAB since MATLAB has a variety of libraries that were very

helpful for implementing the network and setting up the events.

This chapter consists of four sections. Section | discusses the simulation and the schematic
of the network that has been simulated, Section 1l mainly focuses on the methodology of
the simulation, and Section Il presents and discusses the results. The last section is the

conclusion.

5.2 Simulation schematic

The network layout that was selected is close to a real network topology. This simulation
covers the optical network and the SDN control as virtual routers. The virtual router is the
programming part of the simulation that functions as the controller, receives events,
calculates paths, and updates the routing table. The network schematic is shown in Figure
5-1. It consists of four domains. Each domain has edge switches and internal routing

switches. Domain 1 has four optical switches; three of them are edge switches and one is
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an internal switch, which connects to an Ethernet switch and passes data to the edge

switches.

Domian #1

Domain #4

Domain #3

Domain #2 23

Figure 5-1 Network Schematic

Domain 1 has two bi-directional links to Domain 2. The capacity of each of them is 1
terabit. Domain 2 is bigger than Domain 1 and it has five switches; four of them are edge
switches and one is an internal switch. This domain is the junction between Domain 1 and
Domain 3. It has two bi-directional connections with a capacity of 1 terabit to Domain 3.
Domain 3 is as big as Domain 2. It has an advantage over Domain 3; it has an internal
switch that connects to all edge switches to help direct traffic. Domain 3 is also the
connection of a capacity of 1 terabit between Domain 2 and Domain 4 which has two direct
connections with a capacity of 1 terabit to Domain 4. Domain 4 is the smallest domain in
the network schematic that consists of three switches. All of the switches are edge switches.

It has two connections of 1 terabit to Domain 3 and one connection of 1 terabit to Domain
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1. Each domain in the network schematic has properties that the others do not have, and
these different properties help to present a variety of results. This is mainly the optical
switches layer which is the forwarding layer. It is controlled by an SDN controller which

is the MATLAB code in our simulation.

These domains have been implemented in the code as matrixes. Each row in the matrix
presents switch information. Table 5-1 presents the table of Domain 1. It has four rows in
which each one represents one of the switches and Column 1 is the switch number, Column
2 is port number, Column 3 shows if the switch has a connection to next domain and
domain number, Column 4 is the number of the switch that it connects to if there is a
connection, and the last column is the link bandwidth. There are four tables that present
the four domains. It is noticed that Row 1 does not have a bandwidth value since Switch 1
is not an edge switch and it is not connected to any other domain externally. This table

presents the domain-to-domain connections.

Table 5-1 Domain connection presented

khkAkhkAkAkkk Ak kA Xk A kxKh Kk Domain T FFxFkkkkhkxxkkkkkkkhk

Swi# Port# Next-Domain Next-Switch BW/GB
Switch 1 0 0 0 0
Switch 2 1 4 2 1000
Switch 3 1 2 5 1000
Switch 4 1 2 1 1000

For domain-internal connections, there is a table for each domain which represents the
internal switch connections. Internally switch connections have nothing to do with the SDN

controllers and traffic will be forwarded internally to the edge switch which is responsible
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for that flow of data, but the simulation shows the complete path including the internal

switch path in the header of the flow of data.

The routing path of this simulation has been calculated by using two different routing
protocols, the high bandwidth link routing protocol and the less number of hubs routing
protocol. High bandwidth link routing is used since the simulation needs to verify the traffic
in the network. This technique of reserving bandwidth and sending the flow of data needs
to specify the bandwidth of every domain-to-domain link and keep updating the bandwidth
of every routing table. Therefore, the high bandwidth link routing protocol fits with this
SDN controller vision in this simulation. In order to have a variety of results, the less
number of hops protocol has also been used as a routing protocol. It is one of the popular
routing protocols and it helps to calculate the path that can provide a connection between

source and destination with the smallest number of hubs.

5.3 Simulation Methodology

This simulation is built in sections and the combination of these sections represents the
whole network. The first section was to build the network by using MATLAB code as was
discussed in Section 5.2. After that, the events table is built, representing the source and
destination information. This is the structure and the simulation input that required running
the simulation. At the core of this simulation are the functions that operate the network.
The main function works as a controller and the other two are call-functions. One of them
performs the routing protocol for connections and the other one works as a disconnection

function.
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The events table is generated and saved in matrixes. This matrix consists of 25,000 events
that went through the connection and disconnection. Every event should carry essential
information which includes the event number, source domain and switch number,
destination domain and switch number, and the data size. The information is considered a
request packet sent from the host to an Ethernet switch. This event information has been
generated randomly by using the MATLAB function called random permutation, which
returns a row vector containing a random permutation of the integers from 1 to n inclusive.
This is used for the source, the destination, and the data size. The event arrives in
exponential random time to the controller. It also a MATLAB function which is called
exponential random number that generates random numbers from the exponential
distribution (R) with mean parameter mu. Mu can be a vector, a matrix, or a

multidimensional array.

The connection method or connection function is built separately from the main code. This
function does the work of the routing protocol. When an event arrives to the controller, it
calls this function to take care of the event. The connection function processes the
integrated IP in the optical network by calculating the optimal path and providing the main
function with the IPs of all switches that the flow of data will pass through. It has matrixes
that save all connections and update the routing table. So by using these matrixes the
connection function can process the connection and have a complete view of the network
connection. At the end of the connection, this function should return the update data back
to the main function along with the IPs of a complete path. On the other side, the
disconnection function works pretty similarly to the connection function. It is called by the

main function when the host is finished sending data and sends a disconnection request to
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the main function. This function has access to connection matrices so it can update the
matrixes. On arrival of an event to the main function, one of the functions should be called
to process the connection and disconnection. Figure 5-2 describes the simulation process.
The two protocols are built into the main function and the connection function. Since the
main function has access to the connection matrixes, it checks the links and bandwidth
availability of domains. After that it calls the connection function, and waits for the return
information to ensure that the connection has a complete connection from the source to the
destination. If not, it continues the connection by checking the next domain links and then
calling another connection function. The disconnection function’s job is to return the
resources to the main function for upcoming events and to update the connection matrixes.
Each one of the protocols has its own main code since the two protocols are different, but

the connection function and disconnection function are same.

The simulations run in sequence as shown in Figure 5-2. First of all, the simulation prepares
the events matrix. The length of the event matrix is entered by the user. After that, the
simulation time should be entered. This simulation runs for 70,000 sec. Then the main
function starts to receive the event which is a request for a connection or disconnection.
Since the simulation generates random numbers matrixes, we used different seeds in the
simulation to have accurate results. While the simulation was running, the data was
collected and saved in the matrix. Simulation outputs are the number of connections per
second in each link, updated bandwidth, and the overall network traffic. Additionally, it
represents every single connection path from the source to the destination as shown in
Table 5-2. The numerical values are presented in graph form, which looks clear and is easy

to read and understand.

70



Switch information
Generate Each Matrix content Number of switch
domain information of each \uml=r:lesNslelaeE1ls} Next Domain
Matrix Domain Next Switch
Link BW

Enter the
number of
Events

Initialize matrix and variables

con event . Connection
Start = dic event method

i=1: Events Num.

loop to generate Events
Matrix

Generate uniform IF
random numbers for Check for direct
Domain and switch connection
Which are
source and destination

Reserve
Generate exponential Connection
random for

Interval events
e Duration events

Send request to
next domains and
reserve
connection

Test the
End available link NO—>»
i== event number BW

Fail connpction

YES

Yes

Enter the
Time

Send approval to
connection
requester

Update the
Router BW Table

Figure 5-2 Simulation flow chart
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Table 5-2 Simulation update output

EventID Domain# Switch# NextDom NextSwitch  ROUTE (Domain, Switch)
1 3 3 4 3 (3,3) > (3,1) >>>>> (4,3) ---> (4,3)
1 4 3 1 3 (4,3) ---> (4,2) >>>>> (1,2) ---> (1,3)
2 1 2 2 3 (1,2) -->(1,3) >>>>> (2,5) ---> (2,3)
3 4 2 3 2 (4,2) ---> (4,1) >>>>>(3,2) ---> (3,2)
3 3 2 2 4 (3,2) -->(3,3) >>>>> (2,3) > (2,4)
4 2 3 3 3 (2,2) --->(2,3) >>>>>(3,3) ---> (3,3)
4 3 2 4 1 (3,3) —> (3,2) >>>>> (4,1) —> (4,1)
5 4 4 1 3 (4,2) ---> (4,2) >>>>> (1,2) ---> (1,3)
6 2 1 1 1 (2,4) --->(2,5) >>>>> (1,3) ---> (1,1)
7 3 1 4 2 (3,1) > (3,1) >>>>> (4,3) > (4,2)

5.4 Results and discussion

These results represent the behavior of traffic in the simulation network. There are seven
figures, each one presenting a domain-to-domain connection and the eighth one presenting
the overall network traffic. In additional to that, the figures show two curves, which
represent the high bandwidth protocol and the less number of hops protocol, to compare

between them.
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We will discuss each link separately, then we will compare between the two protocols and

at the end we will talk about the overall network traffic.

Starting with the links between Domain 1 and Domain 2, there are two connections
presented in Figures 5-3 and 5-4. Figure 5-3 shows the traffic that passed from Edge Switch
3 of Domain 1 (1-3) to Domain 2 Edge Switch 5 (2-5). The red curve presents the traffic
when the less number of hops routing protocol is used to calculate a path. It is a fluctuation
with time because the number of connections past this link ripples with time. The average
numbers of connections handled by these links are 25 connections per second which means
it is 25% of the total capacity of the link. This link can handle up to 100 connections of 10
GB each. Figure 5-4 presents the connection between Edge Switch 4 of Domain 1 (1-4)
and Edge Switch 1 of Domain 2 (2-1). The red curve is similar to that of Figure 5-3. The
main part of the curve is 25 connections and the standard deviation is 5. On the other hand,
the blue curves of both figures present the traffic when we use the high bandwidth link
routing protocol. The mean number of connections that pass by (1-3) to (2-5) is 32
connections per second. It is high compared to the number of connections that flow in the
link from (1-4) to (2-4). The main number of this connection is 12 connections per second.
The difference is 20 connections per second. This difference came from the variant size of
data that passes through this link. This means that traffic passing through (1-3) to (2-5) has
a small data size; therefore, the number of connections is high, but the traffic that is handed
over by Link (1-4) to (2-1) has a large data size so the number of connections is small. Part
of the traffic that pass through these goes to Domain 2 and the other part goes to Domain

3.
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Figure 5-4 Domain 1 Edge Switch 4 to Domain 2 Edge Switch 1 link traffic performance.
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Traffic between Domain 2 to Domain 3 is higher than the traffic between Domain 1 and
Domain 2 since it contains the traffic of Domain 1 that passes through to Domain 3. Figure
5-5 presents the connection link between Domain 2 Edge Switch 4 (2-4) and Edge Switch
5 in Domain 3 (3-5). The mean of the red curve is 30 connections per second. It also
changes with time to reach up to 37 connections. Figure 5-6 shows the link connection
between Domain 2, Edge Switch 3 (2-3) and Domain 3 Edge Switch 3 (3-3). The red curve
in this figure shows a smaller number of connections which depends on the final destination
of the traffic. In contract, the blue curves in both Figures 5-5 and 5-6 are alike. The mean
is 33 in both curves. Since the traffic is distributed equally between the links, the two curves
look the same. Both protocols show close performance in Links (2-4) to (3-5) but in Link
(2-3) to (3-3) they do not. The number of connections when applying the high bandwidth
link protocol is higher than when applying the less number of connections protocol. This

difference is because of the number of events that arrive at the main code.

Figures 5-7 and 5-8 present traffic from Domain 3 to Domain 4. There are two links, first
one is from Edge Switch 1 of Domain 3 to Edge Switch 3 of Domain 4 (3-1) to (4-3) and
the second one is from Edge Switch 2 of Domain 3 to Edge Switch 1 of Domain 4 (3-2) to
(4-1). The red curve and blue curve in both figures show the same number of connections
per second. This is because the traffic that pass by is mainly from Domain 3 to Domain 4

and a small part of it from Domain 4 to Domain 3 and vice versa.
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Figure 5-5 Domain 2 Edge Switch 3 to Domain 3 Edge Switch 3 link traffic performance.
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The last link in the network is the only on link between Domain 1 and Domain 4 (Figure
5-9). This link handles more traffic than any other links in the network. The reason for that
is because all traffic that is sent from Domain 1 to Domain 4 or in the opposite direction
passes by this link. It is noticed that the number of connections when applying the less
number of hops protocol is higher than when applying the high bandwidth link protocol,
since some of the traffic that is sent from Domain 1 to Domain 3 also passes by Domain 4.

It depends on the location of the flow of data to the final destination.
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Figure 5-9 Domain 4 Edge Switch 2 to Domain 1 Edge Switch 2 link traffic performance.
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Figure 5-10 presents the overall network traffic performance. By looking at the two curves,
we can notice that the performance of the two protocols that are used to integrate IP into
the optical network by using SDN are quite similar. This gives us the flexibility to use
either one of them. It is also clear from Figure 5-10 that the performance of the network is

stable.

5.5 Conclusion

Results were similar, as we expected, which improves the performance of the network
traffic. Additionally, it helps to understand the traffic that flowed in the network and

simulated the SDN controller. Also, the output table is good enough to track the flow of
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data from domain to domain and the results became clear to a network administrator. The
result presentation is identical to the presentation of the SDN application layer as

mentioned in Chapter 3.
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6 Conclusion and Future work

6.1 Future work

There is a lot to be done in SDN; the simulation is the first step to test the idea of integrating
IP into an optical network by using SDN. Basically what has been done is the main SDN
controller simulation, and a study of the network performance. Implementing this concept
by using a physical SDN controller and network equipment will get into a deep
understanding of how this system is important and what are the advantages and

disadvantages of it.

A MATLAB simulator has been used to verify our idea with a pre-set events table and it
may only show one side of the simulation. By using a different network simulator with
contentious simulation time, we can run the network for contentious time and have more

data which leads to more analysis.

6.2 Conclusion

The current network architecture needs to be modified to handle growth that happens in
the network. It is very important for this transaction to be smooth while not affect the
performance of the network. So integrating IP protocol into an optical network helps to
improve the performance of the network by controlling traffic intelligently which can help
to reduce the bandwidth cost and to use network resources wisely. This idea is ideal for
sending a flow of data rather than sending packets, since the new technology of cloud

computing requires sending and receiving data continuously.
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SDN has entered the network recently and achieves a very good result in improving the
network operation. Also, integrating SDN in a MAN or WAN does a good job along with
integrating IP into optical networks by using an intelligent and centralized controller. In
addition to that, the three main concepts of SDN, forwarding, control, and management,
make the network easy to expand and easy to manage and control. SDN also helps the

network administrators to configure the network easily and rapidly.

Integrating IP into an optical network by SDN provides an intelligence to the network
controller and traffic management. The simulation presents a positive result as a first step
to test this new idea. Also, it shows how the traffic moves smoothly from domain to
domain. One more point is that monitoring network performance and following traffic
became easy and practical, because each network node has up-to-dated information about

its surrounding routers.

This work has clarified the idea of integrating IP protocol into an optical network by using

SDN and the results of the simulation present the output of this integration.
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