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Abstract 

Ad hoc networks are standalone networks supporting "communication anytime and 

anywhere" using portable devices like PDAs, cell phones, laptops etc. which require 

no predefined organization of available links but offer constraints such as battery life, 

bandwidth, memory, computational ability, security, quality of service, reliability, 

range of the device and speed. Security framework is essential and relies on 

certificates to communicate with each other but requires higher battery life, 

bandwidth and memory space. 

Researchers have been using keys as an alternative. However, no protocol is complete 

solution due to the presence of large key lengths and high bandwidth usage. 

Therefore, an efficient key management system is proposed using Elliptic curve 

cryptosystem (ECC) aiming at secure communication among the nodes concentrating 

mainly on key generation, agreement and encryption/decryption with an assumption 

that the nodes have capabilities for efficient key storage and key security. In other 

words, the goal is to enable sender nodes to transmit data from sender to the 

destination without threats. 
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Chapter 1 

Introduction 

1.1. Overview 

Ad hoc network (Figure 1-1) a 30 year old technology, is a standalone network 

organization which supports "communication anytime and anywhere" using portable 

devices like PDAs, cell phones and laptops. It is formed by autonomous collection of 

mobile users, with no fixed architecture or pre-determined organization of available 

links, who wish to communicate directly or through one another. These networks, 

being relatively inexpensive, prove to be an attractive option for commercial and 

government users, varying diversely from small limited power static networks to 

large, mobile, highly dynamic networks. However, constraints like battery life, 

bandwidth, memory, computational ability, security, quality of service, reliability, 

range of the device and speed, are constant source of threats [RAM02]. Due to these 

inherent shortcomings and to provide security, most cryptographers develop 

algorithms based on certificates [ZH099]. Alternative for certificates, which require 

higher battery life, bandwidth and memory space, is keys which offer conservation of 

bandwidth, battery life and memory space. Key generation, key agreement, key 

distribution, key exchange, key storage and key security are together known as Key 

Management System (KMS) [WU07]. 
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Figure 1-1: Wireless Infrastructure based Ad Hoc Network 

The goal of this research is to develop a system to maintain secure communication 

among the nodes when the link between them is not secure. This could be achieved 

using Elliptic Curve Cryptography (ECC) in the ad hoc network focusing mainly on 

key generation, agreement and encryption/decryption with an assumption that the 

nodes have capabilities for well-organized key storage and key security. Each node in 

the network must be able to send data to the destination without threats using 

intermediate nodes but these links from the sender to the receiver are still risky and 

precarious. These intermediate nodes can be an attacker; therefore, encryption of the 

message being sent is necessary while maintaining individual security and privacy for 

the sender-receiver pair. The decryption of this encrypted message must be unfeasible 

by the intermediate nodes as the actual message can only be decrypted by the secret 

key attained through key agreement. 

Key agreement protocol allows two or more parties to agree on a common secret key 

in such a way that both influence the outcome [ISL05]. This scheme helps prevent 

attacks such as eavesdropping which allows intermediate nodes and attacker nodes to 

listen secretly to the private conversation of others and thus use it to corrupt 

network. Among many others, Elliptic Curve Diffie-Hellman (ECDH) [HAN04] is the 
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scheme chosen that allows two parties that have no prior knowledge of each other to 

jointly establish a shared secret key over an insecure communications channel. Once 

a session key is established, encrypted messages could be sent over. 

Key encryption [ISL05] relies heavily on the credentials of the nodes. Once the nodes 

are identified based on its credentials, security issues are very easy to handle. Using 

the nodes' individual identities and credentials, keys are generated and used to 

encrypt the message. Messages can be encrypted using key encryption algorithms 

such as ECC. 

1.2. Motivation 

Ad hoc networks are employed where infrastructure support of wireless access or 

wired backbone is not feasible. Nodes within range and with access to common radio 

link can easily participate to set up ad hoc alliance. These ad hoc scenarios require 

physical security and transmission security. Also, with lack of infrastructure and 

physical security, the inherent security weaknesses are the biggest threats to the 

network. The most obvious shortcomings [HUB01] are: 1) Lack of predefined 

infrastructure and physical security, 2) Susceptibility to wireless communication link 

attacks, 3) Highly dynamic network topology, 4) Limited communication bandwidth 

and battery power, 5) Size, processing power and storage capacity of mobile devices, 

6) Information, communication and security overhead and 7) Scalability in the case of 

large number of nodes. 

Secure communication amongst the network nodes requires safe communication link 

to transmit messages in the network. This requires network formation based on 

associated credentials and unique identification of every node. To send confidential 

information over insecure network link is risky and also the nodes are hesitant to 

share such sensitive information [VIN02]. This also raises privacy issues since any 
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compromised, information leads attacker to create privacy threat to user device. 

Unfortunately, current mobile standards grant minimum or no protection. However, 

if delivered, identity and credentials are to be authenticated and protected so that 

identity and credentials of the sender node cannot be questioned by the receiver 

node. Also, every node wants to be sure that delivered identity and credentials are not 

compromised. These identification and privacy problem needs to be standardized. 

Moreover, there is no single scheme which would guarantee security against all the 

existing problems at once because with the increase in problems, the solution of those 

problem increases the processing, storage and security overhead considerably. In 

addition, this type of power cannot be expected from handheld devices as yet. 

Therefore, this research considers a security scheme which handles security threats 

by message-level encryption with minimal overhead. 

1.3. Main Contributions 

The goal of this research is to provide secure communication between two nodes 

operating under ad hoc mode. As explained earlier, identification plays an important 

role in securing a network. The following summarizes the present work: 

• An encryption scheme for the ad hoc network providing better data security 

and user security is proposed. It is simulated using Network Simulator 2 (NS-2) 

[FALOO] which provides real world environment for the ad hoc network. 

• To further validate the efficient working of ECC, some experiments are 

performed to compare ECC against a widely used RSA. Experiments are 

performed based on three criteria: no encryption, encryption using a standard 

scheme and encryption using the proposed scheme. The results from these 

experiments are further analyzed to validate the use of new encryption 

scheme. 
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• The comparison of the performance of an insecure network i.e. using no 

security protocol and secure i.e. using ECDH and Elliptic Curve Integrated 

Encryption Scheme (ECIES) [HAN04] security protocol is provided. The 

proposed scheme is tested for secure communication even with the dynamic 

environment of the ad hoc network and variable data loads. Experiments are 

also performed on different machines to test the effect of the individual 

performance of the computer system. The effect of different routing protocols 

on the performance of the proposed scheme is also evaluated. These results are 

analyzed and observations are discussed. 

• This scheme is tested against other existing schemes such as Secure ad hoc 

distance vector (SAODV) routing protocol in a predefined environment. 

Experiments are done to validate the improvement of this scheme in 

comparison to the other standard schemes currently used widely for 

encryption purposes. 

1.4. Thesis Outline 

In Chapter 2, the security threats, goals, security techniques and existing solutions are 

explained in detail while highlighting the problems associated with them. Discussion 

of encryption, ECC, its schemes, the basic primitives and threat analysis are presented 

in Chapter 3. In Chapter 4, the proposed security scheme and its implementation are 

discussed in detail. Chapter 5 covers the design and development of testbed used for 

testing and running simulations while Chapter 6 covers testbed configuration for 

experimentation, evaluation parameters and also discusses factors that affect 

performance. The results of experiment to compare ECC and RSA are given in 

Chapter 6. The experimental results of the proposed scheme and their comparison 

with the existing scheme are discussed in Chapter 7. In Chapter 8, concluding remarks 

and direction for future work are presented. 
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Chapter 2 

Ad hoc Security and Existing Solutions 

In this chapter, an overview of the ad hoc network security, security threats and 

security attacks are provided. Security techniques and available solution which could 

be used to provide security environment to all network nodes are also discussed 

briefly. Discussion on various security threats that are propagating through the 

network, the security features that are required, various techniques that are being 

used to implement those features and how they can be used to improve the secure 

transmission of the data from the sender to the receiver node, are presented. 

2.1. Security - Overview 

Security has various definitions based on the requirements of the user. In this work, 

security is defined as the reliable transmission of information across an insecure 

network link while the routing protocol determines the route needed to direct 

packets between the various devices in the mobile ad hoc network [VIN02, WU05, 

PFL97]. Routing packets securely from one node to the other is difficult to achieve 

due to several factors such as network environment, number of nodes, information 

transmission capacity of each node etc. Security performance evaluation can enhance 

the reliability and dependability of the network by detecting, slowly isolating and 

removing attacker nodes from the network before it interferes with network 

performance [SUB99, VIN02]. 
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2.2. Security Threats 

Wireless nodes are prone to various active and passive attacks. Securely routing 

messages from one node to another is difficult to achieve. This is due to the non-

cooperative behaviour of network nodes and several other attacks to destroy the 

network, such as eavesdropping [ZHO03, HUB01], which is done by the nodes in the 

network as the message transmits through air. This intentional non-cooperative 

behaviour is mainly caused by two types of nodes: 

• Selfish Nodes: act greedily by saving battery life and power for their own 

communication rather than cooperating and distributing data for other nodes 

[WU05]. They do not want to damage the network or any other nodes 

directly. However, some nodes do not forward messages for other destination 

nodes while some other nodes never execute the packet forwarding phase or 

use energy thresholds to determine its execution policy. 

• Malicious Nodes: act in order to harm other nodes and disrupt network by 

causing network to fail. They do not aim at saving battery life for themselves 

[WU05]. 

2.3. Security Attacks 

Ad hoc attacks [WU05, DES07] can be generally classified as: 

• Passive Attacks: in which attackers try to collect valuable information 

extracted by listening to traffic but they do not interrupt the procedure of the 

protocol. 

• Active Attacks: in which attackers draw all packets, corrupt them and then 

retransmit them to disrupt the operation of the network. This helps them to 

achieve authentication, attract more packets and also hinder availability. 
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• Modification Attacks: in which numeric value changes or alterations in the 

information of the network are made. 

• Fabrication of Information Attack: in which false route error messages, 

disturbing routing state or route table overflow are done. 

• Insider Attacks: in which the node within the network makes attacks. Route 

disruption attacks disrupt existing route or prevents new route formation; 

Route invasion attacks disrupts network communication channel and 

masquerading attacks violate privacy by masquerading as other nodes and gain 

sensitive information of the network. 

2.4. Security Goals 

Achievement of security goals facilitates network nodes to send sensitive information 

to another node. These goals help network nodes not only to prioritize responsibilities 

according to the level of security required but also to prevent, detect and respond to 

security attacks. It also helps to identify messages to a certain degree. Conventional 

goals [ZH099] are discussed below: 

• Confidentiality: ensures that certain classified information is not disclosed to 

any unintended or unauthorized entities. 

• Availability: ensures that all the parties get intended network services they 

require at anytime. 

• Integrity: ensures that the message remains unaltered and uncorrupted during 

transmission. 

• Authentication: ensures the communicating parties are genuine. 

• Non-repudiation: ensures that the parties can prove the transmission or 

reception of information by another party i.e. the party cannot misleadingly deny 

having received or sent certain data. 
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• Dependability and Reliability: ensures message delivery even in the case of 

node failure or power failure which could affect message delivery actions that 

impact security. Their performance is measured as failure rate or mean time 

between failures. 

• Accountability: ensures that all the security activities are documented as logs 

and protected which allows users to realize that they are held responsible for all 

their actions. This also helps to allow appropriate reaction against attacks. 

2.5. Security Techniques 

Data security can be defined as reliability of information and privacy, lack of 

unauthorized disclosure of information and data availability for authorized actions. It 

is a very active and well established area [WU05]. In this work, user and data security 

are both counted as a part of the service. All these security measures provide security 

but due to the overhead might also increase system complexity and can sometimes 

result in system failure. Some approaches [KEM02, WU05] to improve these network 

conditions are suggested below: 

• Prevention: bars malicious attackers are barred from actively initiating attacks. 

It requires encryption techniques like using symmetric/asymmetric 

cryptography or by using mesh chains. 

• Intrusion Detection: (IDS) involves the detection of intrusion and recognising 

proof of intrusion either while they are in progress or after the effect. For 

accurate intrusion detection, reliable and complete data about the target 

system's activities is collected which is crucial, expensive and important. 

Therefore, IDS is required to be local and independent so that neighbouring 

nodes can form association and collaboratively investigate in a broader range. 

The response of IDS varies according to the type of intrusion, type of network 

protocol and the confidence in the veracity of the trace data. Its response may 
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vary from generating an alert, sounding a siren or even mounting a counter 

attack. 

• Anomaly Detection: aims to detect abnormal behaviour using models of the 

intended behaviour of uses and applications interpreting deviations from this 

normal behaviour as a problem. These systems, however, are not very reliable 

in highly dynamic environments. 

• Misuse Detection: serves as the fundamental definitions of attacks and looks 

for evidence of known attacks in the data stream. This technique is good when 

signature behaviour for attack have been defined. 

2.6. Existing Solutions 

This section contains a brief description of the schemes currently used. Most of the 

existing security schemes depend on certificates but this trend is changing since key 

based encryption/decryption of data is easy and as reliable as certificates. A brief 

comparison of the two schemes is given below: 

2.6.1. Certificates vs. Keys 

Traditional public key cryptography (PKC) uses certificates issued by certification 

authority to bind users with public keys. KMS is the best alternative to certificates 

since they suffer from following drawbacks [KUM05]: 

• -Usage of certificates requires sending messages with signatures which uses 

more memory and strains the bandwidth. 

• Receiver nodes need to validate certificates and verify signatures which are 

time consuming and affect the performance of the system. 

• Certificate management is tricky and also cumbersome. 

• A queue of certificates being issued must be verified by the verifier which is a 

problem and is time consuming. 
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2.6.2. Key Management System 

Cryptography is based on keys for its functioning. The encrypted information can be 

revealed if the key is discovered. Managing the keys used in the system is called KMS 

(Figure 2-1) [ISL05] which includes several algorithms related to the functionality of 

keys. In this work, the emphasis is mainly on key generation, key agreement and key 

encryption/decryption. It constitutes of three protocols described below: 

• Key Distribution: protocol requires an authority to create or otherwise obtain 

secret values and securely distribute to other node in the network. 

• Key Agreement: requires each node to establish a common session and a shared 

secret key without a trusted third party involvement using successive pair-wise 

message exchange. They are fully distributed and self organized. 

• Key Pre-distribution: requires the existence of an offline trusted third party who 

pre-initializes each node in a set with some secret information like a set of long 

lived keys. 

KEY 
DELETE 

KEY 
GENERATION 

KEY 
REVOCATION KEY 

MANAGEMENT 

KEY 
STORAGE 

KEY 
EXCHANGE 

KEY 
SECURITY 

KEY 
AGREEMENT 

Figure 2-1: Key Management System 
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Figure 2-2: Key Lifetime 

KMS involves keys at different stages and with each stage, keys have different 

functionalities. Therefore, the lifetime of a key (Figure 2-2) [BAR07] is categorized in 

four different phases which are described below: 

• Pre-operational phase: The keying material is not yet available for normal 

cryptographic operations. Keys are yet to be generated or may be are in the 

pre-activation state. 

• Operational phase: The keying material is available and in normal use. Keys 

are in the active state. 

• Post-operational phase: The keying material is no longer in normal use but 

access to the keying material is possible. Keys are in the deactivated or 

compromised states. 

• Destroyed phase: The keying material is destroyed and all records of their 

existence may have been deleted while the key attributes (e.g. key name, type) 

may be retained. Keys are in the destroyed or compromised states. 
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2.6.3. Encryption Schemes 

Encryption system (Figure 2-3) [MEN96] generally involves two parties trying to send 

confidential data over insecure channel and the receiver must be able to retrieve the 

confidential message. For such schemes, procedure would include generation of key, 

encryption operation and decryption operation. 

The sender and the receiver should first setup the initial parameters and generate 

individual key pairs. The sender node should obtain the receiver's public key to 

control the encryption procedure while the receiver's private key is used to control 

the decryption operation. Then each time the sender wants to send a message to the 

receiver, it should apply the encryption operation under the receiver's public key to 

compute ciphertext. Upon receiving ciphertext, the receiver should apply the 

decryption operation under its key pair to recover the message. 

Figure 2-3: General Encryption Overview 

Such encryption schemes are deliberately designed in such a way that it should be 

hard for any evil node to recover the message from cipher text if it does not possess 

13 



receiver's private key. This scheme provides data confidentiality while encrypting 

messages and transporting them from receiver to sender. This elasticity makes the 

scheme applicable to a broad range of cryptographic systems. This is the traditional 

usage for PKC schemes. There are several encryption schemes developed specifically 

for the ad hoc networks due to their specialized needs. Some of those schemes are 

described below: 

2.6.3.1. Identity Based Encryption (IDE) Scheme 

IDE cryptosystem [SHA84], introduced by Adi Shamir in 1984, overcomes the 

overhead and privacy problems by avoiding the use of certificates. It uses user's 

identity as his public key. The private keys of the users are issued by a private key 

generator (PKG) through a secure channel after verifying the user's credential. The 

scheme first establishes a mutually acceptable set of security parameters at the 

formation of the network. A sender can then encrypt a message for a recipient with 

identity 'ID' using only the master public key and string TD'. In particular, the 

recipient ID does not have to establish his own public key and propagate it 

throughout the network. In order to decrypt the message encrypted under a 

particular identity ID, the user ID must obtain the secret key corresponding to his 

identity from the PKG. Only the PKG can generate private keys for various identities. 

There are several encryption schemes available besides various modified versions of 

Shamir's approach developed by cryptographers. 

2.6.3.2. Elliptic Curve (ECC) Encryption Scheme 

ECC [WAS03], introduced by Neal Koblitz and Victor S. Miller in 1985, is a public 

key cryptosystem (PKC) designed to use the algebraic structures of elliptic curves over 

finite fields and thus overcomes problems introduced by the use of certificates. Public 

key cryptographic schemes are based on the creation of mathematical puzzles that are 
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difficult to solve without certain knowledge about how they were created. As the 

name suggests, elliptic curve is based on an equation which involve real or complex 

numbers which are really difficult to solve and are known ad discrete logarithm 

problems. The difficulty of solving this equation determines the security level of 

elliptic curve. ECC could be used as a key agreement scheme, encryption scheme or as 

a signature scheme. Some variants of ECC [HAN04, CEROO] are given below: 

• The ECDH is based on the D-H scheme, 

• The Elliptic Curve Digital Signature Algorithm (ECDSA) is based on the 

Digital Signature Algorithm (DSA), 

• The Elliptic Curve Menezes-Qu-Vanstone (ECMQV) key agreement scheme is 

based on the MQV key agreement scheme. 

2.6.3.3. Threshold Based Encryption Scheme 

Threshold cryptography [ZH099] is designed to protect information or computation 

by fault-tolerantly distributing it among a cluster of cooperating computers. The 

fundamental problem of threshold cryptography is secure sharing of a secret which 

allows one to distribute a piece of secret information among several servers in a way 

that meets the following requirements: 1) no group of corrupt servers (smaller than a 

given threshold) can figure out what the secret is, even if they cooperate and 2) when 

it becomes necessary that the secret information be reconstructed, a large enough 

number of servers (a number larger than the above threshold) can always do it. 

Another problem of secret sharing is function sharing in which a highly sensitive 

operation, such as decryption or signing, can be performed by a group of cooperating 

servers in such a way that no minority of servers are able to perform this operation by 

themselves nor would they be able to prevent the other servers from performing the 

operation when it is required. 
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2.6.3.4. Elgamal Encryption Scheme 

The Elgamal encryption scheme [MEN96], developed by Taher Elgamal in 1984, is 

asymmetric PKC scheme based on the Diffie-Hellman Key Agreement Scheme 

(DHKAS). It can be used for both digital signatures and encryption and its security 

results from the difficulty of calculating discrete logarithms in a finite field. It usually 

works in a multiplicative group of GF(p) and in this case, the progress in the discrete 

logarithm problem forces the users of such a basic Elgamal PKC to permanently 

increase a prime mod p in order to ensure the desired security. However, the task of 

finding a multiplicative group of GF(p) is unfeasible for an ordinary user. 

2.6.3.5. Rivest, Shamir and Adleman (RSA) Encryption Scheme 

RSA [DIF76, MEN96], developed by Ron Rivest, Adi Shamir and Leonard Adleman at 

MIT in 1977, is the first asymmetric PKC scheme which had the capability not only 

for signing but also for encryption. Being the major advancement in public key 

cryptography, it is among the most widely used algorithms. It involves usage of two 

different types of key, public key and private key. Public keys are open to public 

viewing whereas private keys are kept secret. Messages are encrypted using the public 

key and then decrypted at the receiver's end using the private key. It provides 

security with sufficiently long key and is a credible algorithm used in most 

commercial protocols. The security of RSA, believed to be lower than other 

symmetric algorithms, is based on two mathematical problems, namely, factoring 

large number problem and RSA problem. RSA is a compatible standard for several 

applications. 

2.6.4. Ad Hoc Routing and Secure Routing Techniques 

The basic idea of routing protocol is to inform all the other nodes close by about its 

presence in the network and then try transmitting messages. Based on the threat 
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assessment and the potential capabilities of attacks, several secure versions of routing 

protocols have been developed such as Authenticated routing for ad hoc network 

(ARAN), Secure routing protocol (SRP), Secure efficient ad hoc distance vector 

routing (SEAD), Ariadne, Secure AODV (SAODV), Secure link state routing protocol 

(SLSR). There are various types of existing routing protocol and some of them used in 

the implementation of the scheme are described below: 

2.6.4.1. Dynamic Source Routing (DSR) 

DSR [JOH94] is an on-demand source routing based protocol for the ad hoc network. 

DSR depends on forwarding packets to only the known path and accumulating these 

paths is a difficult job. Since this protocol is beacon-less, it does not require periodic 

hello packet (beacon) transmissions, which are used by a node to inform its neighbors 

of its presence. This protocol is designed to restrict the bandwidth consumed by 

control packets in ad hoc wireless networks by eliminating the periodic table-update 

messages required in the table-driven approach. The intermediate nodes also utilize 

the route cache information efficiently to reduce the control overhead. The 

disadvantage of this protocol is that the route maintenance mechanism does not 

locally repair a broken link. 

2.6.4.2. Destination Sequenced Distance Vector (DSDV) Routing 

DSDV [PER94] is a table-driven ad hoc routing scheme based on the Bellman-Ford 

algorithm that was developed by C. Perkins and P. Bhagwat in 1994. This scheme 

resolves the routing problem. It is quite suitable for creating the ad hoc networks 

with small number of nodes. Routing messages are exchanged between neighbouring 

nodes and these updates may be triggered or routine. These updates also consume 

battery power and a small amount of bandwidth even when the network is idle. 

DSDV is not suitable for highly dynamic networks. 
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2.6.4.3. Ad Hoc On-Demand Distance Vector (AODV) Routing 

AODV routing protocol [PER99], based on DSDV and DSR, is capable of both uni-

cast and multicast routing. It is a on-demand protocol that generates routes between 

source and destination only when there is a requirement and would maintain those 

routes as long as they are needed by the sources. Additionally, AODV is loop-free, 

self-initiating and scalable to large dense network. It uses periodic beaconing and 

sequence numbering procedure of DSDV while it differs from DSR in two main 

properties: 

• In DSR, each packet carries full routing information whereas AODV carries 

only the destination address. 

• In DSR, route replies carry the address of each node along the route whereas 

in AODV route replies carry only the destination IP address and the sequence 

number. 

2.6.4.4. Secure Ad Hoc On-Demand Distance Vector (SAODV) Routing 

Since AODV is vulnerable to attacks, SAODV [ZAP02], a secure version, was 

developed to prevent them. SAODV, an extension of the AODV routing protocol, is a 

public key infrastructure (PKI) based approach that relies on RSA signatures and hash 

chains. The main objective of SAODV is integrity, authentication and non-

repudiation of AODV routing information. This scheme assumes that each node has 

certified public keys of all network nodes so that intermediate nodes can validate all 

in transit routing packets. As the message traverses the network, the intermediate 

nodes cryptographically validate the signature and the hash value. Since AODV and 

SAODV are similar, they have the same problems. In fact, with SAODV the problems 

are more severe. SAODV increases the packet overhead with increasing mobility due 
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to the extra processing time. This may cause Denial of Service (DoS) of low 

computational resource nodes even in the absence of malicious nodes. 

2.6.4.5. Optimized Link State Routing (OLSR) 

OLSR [CLA03a] is a point-to-point routing protocol based on the traditional link state 

algorithm. Each node maintains topology information about the network and updates 

this information by periodically exchanging link state messages. It minimizes the size 

of the control messages and the number of rebroadcasting nodes during each route 

update by employing multipoint replaying strategy. 

2.6.4.6. Secure Optimized Link State Routing (SOLSR) 

SOLSR [CLA03b] is an extension of OLSR which uses digital signatures for improving 

the security in routing messages and provides integrity by securing only the routing 

messages and not the user traffic. This solution is extendable and can be modified to 

include confidentiality. The purpose is to provide authentication to OLSR signalling 

packets and to prevent replay attacks. This is achieved by using Hashed Message 

Authentication Code (HMAC) in every hop and timestamp exchange. All traffic is 

signed by every hop node which ensures that nodes trust the source of the message in 

the previous hop. A shared secret key is used for signature creation and verification 

which is accessible to all intended nodes in the network. A node that does not have 

access to the shared secret key cannot produce a verifiable digest. This approach adds 

more packet overhead to OLSR protocol with higher mobility networks. This 

overhead is relative to the size of the OLSR packets since the signature size is static. 

With larger OLSR packets, the secure plug-in will have less effect on overhead. 
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2.6.4.7. Location Aided Routing (LAR) 

LAR [K098], as the name suggests, is based on the location of the destination node. It 

uses flooding to reduce the routing overhead present in the traditional flooding 

algorithm. However, it is mandatory that every node in the network must have and 

provide the location information of every other node. Nodes can use Global 

Positioning System (GPS) to collect location information. It could even define a 

boundary for the traversal of the route request packets to the required destination. 

Route formation could also be based on the relative distance to the destination. The 

protocol tries to conserve bandwidth and may behave similar to flooding in a highly 

dense network. 
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Chapter 3 

Elliptic Curve Ad Hoc Security Scheme 

In this chapter, ECC security scheme essentials which support secure message 

transmission between two nodes in the network are described. Some encryption 

basics, ECC basics and the scheme which use ECC as the fundamental technique are 

described here. Algorithms containing primitives of ECC which are used in 

implementation are also provided in this chapter. 

3.1. Encryption-Overview 

Encryption is used to prevent attacks on confidential data. Decisions about what 

information should be encrypted and placement of the encryption function must be 

made. Attacks could be made on end devices or on the link between them [STA02]. 

• Link Encryption: Although the user has no control over the links between end 

points in a public network, link encryption [STA02] could be used to prevent 

attacks on the communication links. This link encryption allows user to 

generate a secret shared key generated from the individual user data portions. 

Any attacker or intermediate node will route the packet after reading the 

header which is not encrypted but if it tries to decrypt the packet, it will need 

user data portions which are not available publicly. Thus, it could be 

concluded that user data is secure over any communication link but the traffic 

headers are not, since packet headers are transmitted without encryption. The 
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second potential location of an attacker is the end devices. End devices could 

be made secure by using end-to-end encryption which also provides some 

degree of authentication to prevent attacks on packet header. Packet header is 

important because it contains sensitive information about the end devices and 

the routing information which could be used against the network. Such 

authentication is not provided by link encryption. 

• End-to-End Encryption: End-to-end encryption [STA02] stands for secure, 

confidential and reliable transmission of information which could be 

encrypted at source and decrypted at the destination while maintaining data 

integrity. It also provides a degree of authentication and works with two end 

systems: source and destination. The encrypted message is transferred 

unaltered over the network to the destination end system. Since the 

destination system shares a key with the sender node, destination node is able 

to decrypt the message. This scheme ensures security against the network link 

attacks but since the packet header is not encrypted, there are still some 

possibilities for threats. 

To ensure the safety of the network and network links, both link encryption and end-

to-end encryption must be used together [STA02]. When both encryptions 

techniques are used together, the sender can encrypt the data portion of the packet 

using the end-to-end encryption key. This entire packet is then encrypted using the 

link encryption key. If end-to-end encryption is used with link encryption, 

encryption function must be performed at the low level of the communication 

hierarchy and link encryption should be performed at high level of the 

communication hierarchy. Link encryption can occur at either the physical layer or 

the link layer while several choices exist for end-to-end encryption. End-to-end 

encryption is based on encryption option and has several options for placing this 

encryption function such as on the network layer or the transport layer. When 
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encryption function is implemented on the network layer, users use encrypted 

messages for communication and also share a secret key. All the users will also 

employ similar processes and applications to provide encryption/decryption 

capabilities. Such network layer framework provides end-to-end security for all 

traffic within the network. 

Another important aspect that should be considered is the traffic confidentiality 

which is defined as the protection provided to the traffic carrying sensitive 

information such as identities of the nodes, frequency of the node's communication, 

message length, message pattern and also the keys. When link encryption is used, 

network header is also encrypted which provides security against traffic analysis. This 

property also benefits proposed scheme. The next step is to analyze the techniques 

used in order to develop this scheme. 

3.2. ECC - Overview 

The proposed security scheme is based on ECC [CEROO, KOB00] which is designed to 

provide a variety of security goals. ECC is fundamentally more difficult to explain 

than RSA or any other scheme. ECC systems are based on elliptic curve which could 

be defined in the form of a cubic equation y2 = x3 + ax + b. ECC can make use of these 

elliptic curve in which the variables and coefficients are all restricted to the elements 

in finite field. Prime curves are best for software implementation since they provide 

bit fiddling operations. Cyclic group for any point G is defined as 

(O, G, G + G, G + G + G, G + G + G + G). Scalar multiplication for any integer k is 

defined as k * G . Multiplication group of powers in integer g mod prime p is defined 

by [g°>g>g2>g3>gAi—)- Since cyclic groups are similar to multiplicative groups, the 

problem of finding k given points kG and G is called the elliptic curve discrete 

logarithm problem (ECDLP). ECC is based on binary operators and require 
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conversion of bit-string to a point in a curve. ECC curves are based on certain group 

laws using binary operation (denoted by • ) : 

• Closure- If a, b e G then a»b GG . 

• Associative- a • (b • c) = (a • b)» c for all a,b and c inG . 

• Identity element- a»e = e»a = a hold true for an element e and all a inG . 

• Inverse element- a»a' = a'»a = e hold true for an element a' and all a inG . 

• Commutative- a»b = b»a for all a and b in G . 

Several schemes have been developed based on ECC and some of them are described 

below: 

3.2.1. Key Agreement and Exchange Protocols 

PKC keys have two main problems: 1) key escrow and 2) insecure communication 

channel. Key agreement protocol [WIL97] is a good solution for both the problems 

since it allows two parties to generate a secure communication session and a secure 

session key which is used for further correspondence. This protocol is secure since it 

hides sensitive information from any eavesdropping user [RUE94]. Some of the 

protocols are described below: 

3.2.1.1. Diffie-Hellman Key Agreement Scheme (DHKAS) 

DHKAS [RUE94] (Figure 3-1) was first developed in 1976 by Diffie and Hellman. It 

provides a perfect forward secrecy allowing two parties with no prior knowledge of 

each other to jointly establish a shared secret key over an insecure communication 

channel. This agreement could serve as the basis for several authentication protocols. 

Two users generate and exchange two global public parameters prime number q and 

primitive root of q a. Parameter q is a prime number and parameter a (usually 

called a generator) is an integer less than q, with the following property: for every 
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number n between 1 and q-1 inclusive, there is a power k of g such that 11=^ mod p. 

This value is then exchanged to derive the session secret key. 

Sender Receiver 

Global public elements: prime number (q) and primitive root of q (a) 

Generate random private key XA SO 
that XA < q 

Generate public key YA SO that 
YA= a ^ m o d p) 

Generate secret key K so that 
K = YBXA(mod/?) 

Exchange K 

Calculate session secret key 

V 

Generate random private key XB SO 
that XB < q 

Generate public key YB SO that 
YB= otXB(mod p) 

Generate secret key K so that 
K = YAXB(mod/?) 

Exchange K 

Calculate session secret key 

Figure 3-1: Diffie-Hellman Key Agreement Protocol 

3.2.1.2. Elliptic Curve Diffie-Hellman Key Agreement Scheme (ECDH-KAS) 

ECDH-KAS [CEROO] (Figure 3-2) is a key agreement asymmetric cryptographic 

protocol used to generate a secure shared session key which could be used for 

communication over an insecure channel. ECDH uses D-H protocol over elliptic 

curve groups and is secure since any other node, which does not have access to the 

private information of the devices involved, cannot calculate the shared secret from 

the publicly available information. Another benefit of using this protocol is that it 

provides perfect secrecy using smaller key lengths. It is standardized in ANSI X9.63 

[ANI99], IEEEP1363 [IEEOO] and ISO 15946-3 [IS098]. Apart from the ECDH, ECIES 

is also used to provide the basic encryption/decryption operations. 
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Two users, each with a key pair, generate a private key X(a randomly selected integer 

less than n, where n is the order of the curve), an elliptic curve domain parameter 

(ECDP) and a public key Y= X*G (G is the generator point, an elliptic curve 

parameter). Let (XA, YA) be the private-public key pair of sender and (XB, YB) be the 

private-public key pair of receiver. With these key pairs, a new secret key is 

generated using the public key of the other interacting node and then exchanged. The 

receiver node also does the same calculations and sends it to the sender in the 

network. Both calculations yield determines the same output and that point is 

selected as the shared secret session key. 

Sender Receiver 

Global public elements: Equation Eq(a,b), prime number q, coefficients a and b 
and generator point G with very large order n 

Generate random private key XA so 
that XA < n 

Generate public key YA SO that 
YA= XA* G 

Generate secret key K so that 
K = YB*XA 

Exchange K 

Calculate session secret key 

Generate random private key XB so 
that XB < n 

Generate public key YB so that 
YB= XB* G 

Generate secret key K so that 
K = YA*XB 

Exchange K 

Calculate session secret key 

Figure 3-2: Elliptic Curve Diffie-Hellman Key Agreement Protocol 
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3.2.2. Elliptic Curve Integrated Encryption Scheme (ECIES) 

ECIES (Figure 3-3), initially proposed by Neal Koblitz and Victor S. Miller in 1985, is 

a PKC scheme based on ECC [CEROO, KOB87]. It is, also known as Elliptic Curve 

Augmented Encryption Scheme (ECAES) or Elliptic Curve Encryption Scheme, a 

combination of ephemeral-static DHKAS and a technique for symmetrically 

encrypting plaintext data. In the presence of an adversary, this scheme is semantically 

secure, plaintext-aware and secure even when the adversary is capable of launching 

chosen-plaintext, chosen-cipher text attacks and eavesdropping. It provides integrity 

over the resulting ciphertext and was proven to be secure under specific assumptions. 

Sender Receiver 

Global public elements: Equation Eq(a,b), prime number q, coefficients a and b 
and generator point G with very large order n 

Generate random private key XASO 

that XA < n 

Generate public key YA SO that 
YA= XA* G 

Randomly choose shared secret key K\ 

Encrypt message m to point Pm in 
Eq(a, b)zn.di 

send [K*G, Pm + KQB] to receiver 

Generate random private key XBSO 

that XB < n 

Generate public key YB SO that 
YB=XB*G 

Randomly choose shared secret 
keyiT 

To decrypt m, calculate 
Pm ={Pm + K*QB}-[<1B (K*G)J 

Note QB=K*G 

L _„_....-

Figure 3-3: Elliptic Curve Integrated Encryption Scheme 

This scheme owes its working to the development of the initial domain parameters 

(DP) [ISO08] which specify the use of a prime order group generated by the base 
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point G. The implementation requires both nodes to understand and agree on the 

initial setting for further correspondence. The main calculations used by ECIES while 

encrypting is a two point scalar multiplication and while decrypting is a single point 

scalar multiplication. ECIES is also being standardized in ANSI X9.63 [ANS99]. It is 

proven secure based on a variant of the Diffie-Hellman problem (DHP) in [BAO03]. 

Table 3-1: Public Key Sizes (bits) Comparison (Source: [CEROO]) 

AES key size 
80 

128 

192 

256 

ECC key size 
163 

256 

384 

512 

RSA key size 
1024 

3072 

7680 

15360 
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Figure 3-4: ECC Security Evaluation against RSA (Source: [CER00]) 

ECIES is chosen for this research since it offers an attractive mix of provable security 

and efficiency. Its performance shows that under similar circumstances, ECIES 

28 



performs better than or as good as other schemes [LOP00]. ECC is better than RSA 

due to shorter key lengths [CEROO] of ECC, reduced overhead and less bandwidth 

requirement due to shorter keys (Table 3-1). It also ensures confidentiality, mutual 

authentication, timing modification and content modification even while encrypting 

long messages. 

ECC is more efficient than RSA due to the lack of additional code that is required by 

RSA to provide additional security [CEROO] and error checking (Figure 3-4). ECC 

scales well to the limited space, memory and processing power of small devices. It 

does not require any additional crypto processors in order to function more 

efficiently. With ease of use, interoperability, flexibility, association to standards, 

market value and return of investment, ECC becomes an advantageous choice. 

3.3. ECC Based Encryption/Decryption Primitives 

All the security schemes can be divided into two categories: technique primitives used 

and usage of those primitives in the implementation of those techniques. Existing 

methods fail to provide protection against eavesdropping and ECDH scheme offers 

relief to a certain extent. However, the proposed scheme depends on certain 

assumptions to solve this problem. ECC is based completely on elliptic curve theory 

over finite fields. Earlier version of cryptosystems tried to unscramble the message 

using numerous possible combinations but with the latest advancement in discrete 

logarithms [ODL95, SMA99], finding solution has become even more difficult, thus 

affording greater security. 

An elliptic curve [WAS03, BLA99] is a plane over an equation E of the form 

y2 = x3 + ax + b or y2 + xy = x3 + ax + b with x and y coordinates chosen from two 

finite fields: fields of odd characteristic (FP, where p > 3 is a large prime number) or 
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fields of characteristic two (F2m) respectively [KOB87]. In cryptography, an 

adversary capable of calculating all discrete logarithms in the group can break the 

cryptosystem. Discrete logarithmic problem [BLA99] for such elliptic curve systems 

are much more difficult to resolve than other systems. This complexity and difficulty 

works for benefit by offering equivalent level of security. 

In the following section, the primitive used by ECC is explained. First, the ECDP 

generation and their validation are demonstrated which every node must agree to. 

Second, keys are generated, validated and then used to implement ECDH protocol 

which generates a shared secret key. Using this key ECIES protocol is implemented. 

Both of these protocols help in secure transmission. The former scheme is used to 

initiate a session establishment where the man-in-the-middle is unable to interpret 

the information being sent and the latter is used to encrypt the data. This data 

encryption takes place at two levels. First, the location of the message is obtained in 

elliptic curve and then this message is encrypted using the shared session key of the 

receiver node. Once the message is received it can easily be decrypted by the private 

key of the receiver node and message can be retrieved from point location in the 

elliptic curve. This two-way secure system allows secrecy of the message even with 

the presence of an intermediate node or man-in-the-middle. 

3.3.1. Elliptic Curve Domain Parameter Generation 

This primitive provides the freedom to use any of the known curve selection 

methods. It is strongly recommended to use one of the ECDP over F to promote 

interoperability. ECDP over Fq should be generated as follows: 
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Algorithm Domparamgen (Source: [HAN04]) 

Input: A field order q; a field representation FR for F ; security level L satisfying 

160 < L < [log2 q] and 2L > 4^q . 

Output: Elliptic curve domain parameters D (q,FR,S,a,b,P,n,h) where q is the field 

order, FR is the field representation for Fq, S is the seed, (a,b)are the coefficients of 

the equation E(Fq), Pis the point in E(Fq), n is the order of Pand h is the cofactor. 

/. Select a,beFq verifiably at random. 

2. Compute elliptic curve order N = # E(Fq ) . 

3. Verify that N is divisible by a large prime n satisfying n)2L. Else, go to step 1. 

4. Verify that n does not divide qk -1 for 1 < k < 20. If not then go to step 1. 

5. Verify that n^q. If not then go to step 1. 

6. Seth<r-N/n. 

7. Select an arbitrary point P' e E{Fq) and setP = hP'. Repeat until P ^ oo . 

8. Return (q, FR, S, a, b, P, n, h) . 

3.3.2. Elliptic Curve Domain Parameters over ^Validation Primitive 

ECDP over Fq validation primitive should be used to check the validity of ECDP 

OYexF . This is necessary because all the nodes who are communicating needs to do 

calculations on the same value and on the same network. Any disagreement in these 

values could result in a disaster since every node will be doing calculation based on 

different value and none of them will be able to get their messages across. There are 

various steps to check the validity however, any of these steps could be followed in 

order to validate the DP. The procedure for checking validation is as follows: 

Algorithm Domparamval (Source: [HAN04]) 
Input: Elliptic curve domain parameters D (q, FR, S, a, b, P, n, h) 

Output: Acceptance or rejection of the validity of D. 

31 



For each node in the network N : 

1. Verify that q is a prime power (q = pm where p is prime andm >\). 

2. If p = 2 then verify thatm is prime. 

3. Verify that FR is valid Geld representation. 
4. Verify that a, b, xp, yp (wherep = (x, y) ) are elements of 'F . 

5. Verify that a and b define an elliptic curve over Fq. 

6. If the elliptic curve was randomly generated then verify that s is a bit string of 
length at least 1 bits where 1 is the bit length of hash function H. 

7. Verify thatP * oo . 
8. Verify that P satisfies that elliptic curve equation defined by a, b. 

9. Verify that n is prime, that n > 2m and that n > 4-sfq . 

10. Verify that nP' = oo. 

11. Compute h' = /n 
and verify thath = h'. 

12. Verify that n^q. 

13. If verification fails then return C Invalid 'J; else return (" Valid'). 

3.3.3. Elliptic Curve Key Pair Generation 

Given ECDP D (q,FR,S,a,b,P,n,h) , an elliptic curve key pair (Q,d) associated with 

DP consists of an elliptic curve secret key d which is an integer in the interval 

[1, « - l ] and an elliptic curve public key Q (x0,yQ) which is the point Q = d*G. 

Elliptic curve key pairs should be generated as follows: 

Algorithm Keygen (Source: [HAN04]) 

Input: Elliptic curve domain parameters D (q,FR,S,a,b,P,n,h) . 

Output: Elliptic curve Public key Qand Private Key d. 

For each node in a network Nw : 

1. Select d eR [, n -1] . 

2. Compute Q = dp. 
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3 Return (Q,d). 

3.3.4. Validation of Elliptic Curve Public keys 

There are four acceptable methods for the sender to receive an assurance that an 

elliptic curve public key is valid. Only one of the methods must be applied, although 

in many cases greater security may be obtained by applying more than one of the 

methods. The four acceptable methods are: 

1. The sender performs validation of the elliptic curve public key itself using the 

public key validation primitive. 

2. The sender generates the elliptic curve public key itself using a trusted system. 

3. The sender receives assurance in an authentic manner that a party trusted 

with respect to the sender's use of the elliptic curve public key has performed 

validation of the public key using the public key validation primitive. 

4. The sender receives assurance in an authentic manner that a party trusted 

with respect to the sender's use of the elliptic curve public key generated the 

public key using a trusted system. 

Algorithm PubKeyval(Source: [HAN04]) 
Input: Elliptic curve domain parameters D (q,FR,S,a,b,P,n,h) ; EC Public key Q. 

Output: Acceptance or rejection of the validity of Q. 

For each node in a network Nw: 

1. Verify that Q*°o. 

2. Verify that xQ and yQ are properly represented elements of Fq. 

3. Verify that Q satisfies the elliptic curve equation defined by (a, b). 

4. Verify that nQ = oo . 

5. If any verification fails then return ('In valid 'J; else return (" valid 'J. 
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3.3.5. ECDH-KAS Primitives 

The ECDH scheme is a key agreement scheme based on ECC. It is designed to provide 

a variety of security goals depending on its application. The goals it can provide 

include unilateral implicit key authentication, mutual implicit key authentication, 

known-key security and forward secrecy, depending on issues like whether or not 

public keys are exchanged in an authentic manner and whether key pairs are 

ephemeral or static. ECDH primitives [SECOO] can be issued only when the selection 

has been made from the following options: the standard ECDH primitive or the 

cofactor ECDH primitive. The basic concept of both primitives is the same, which is 

to generate a shared secret key from the keys owned by the sender and the receiver so 

that when both nodes complete the ECDH primitive procedure they simultaneously 

establish the same shared secret value. However, the main difference between the 

two primitives is that the standard ECDH primitive is the basic analogue of the well-

known DHKAS whereas the cofactor ECDH primitive incorporates efficient 

resistance to attacks like small subgroup attacks. The sender should utilize the 

following ECDH algorithm to calculate a shared secret value with receiver: 

Algorithm Keyagree (Source: [HAN04]) 

Input: Users' keypair [(QA,dA);(QB,dB)]; Elliptic curve domain parameters D 

(q, FR, S,a,b, P, n, h) 

Output: Elliptic curve shared secret key Z . 

For each two nodes A and B communicating in network iVw: 

1. Compute the elliptic curve point P = (xp,yp) = duQv. 

2. Check that P^O.IfP-0, output "invalid" and stop. 
3. Output Z = xp as the shared secret Held element. 
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3.3.6. ECIES-Encryption/Decryption Primitives 

The ECIES is a public-key encryption scheme based on ECC. It involves usage of 

symmetric encryption scheme, message authentication scheme and hash function. 

This combinational encryption scheme acts in two steps; first the encryption of the 

message using the Algorithm Keyencrypt at the sender's end and then the decryption by 

using the Algorithm Keydecrypt at the receiver's end. The setup procedure for ECIES, 

the encryption and the decryption operation are explained below: 

Algorithm Keyencrypt (Source: [HAN04]) 

Input: Elliptic curve domain parameters D(q,FR,S,a,b,P,n,h); EC Public key ex­

plain text m. 

Output: Ciphertext C = (R,c,t). 

For each node sending information to user B in network Nw : 

1. Select Ke(l,n-\). 

2. Compute R = kP and Z = hkQ and verify Z * oo . 

3. IfZ-co then go to step 1. 
4. (kl,kl) <— KDF(xz), where xz is the coordinate ofZ . 

5. Compute c - ENCk (w) and t = MACk (c) . 

6. Return (R,c,t). 

Algorithm Keydecrypt (Source: [HAN04]) 

Input: Elliptic curve domain parameters D (q,FR,S,a,b,P,n,h); EC Private Key d; 

Ciphertext C = (R,c,t). 

Output: Plain text m or rejection of Ciphertext C = (R,c,t). 

For each node receiving information from user A in network Nw : 

1. B validate public key of RA . If fails then return ('Reject Ciphertext *). 
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2. Compute Z = hkQ and verify Z * oo . 
3. IfZ = co then return ('Reject Ciphertext'). 
4. (k\,kl) <— KDF(xz) , where xz is the coordinate ofZ. 

5. Compute t' = MACki (c). 7/7 * t' then return ('Reject Ciphertext'). 

6. Compute m = DECk (c) 

7. Return m. 
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Chapter 4 

Implementation of Proposed Ad Hoc Security Scheme 

In this chapter, a security scheme is proposed using ECC and its primitives. The only 

way to validate efficiency of this scheme is via implementation which involves a two-

level system namely, formation of the session key and encryption/decryption of the 

message. Security scheme essentials, implementation modules, use of primitives and 

step-by-step procedure for the experimentation are provided. 

4.1. Designing Proposed Scheme 

After analyzing the problem related to ad hoc security scheme, the design 

requirement of the proposed scheme were short-listed. The design of the proposed 

scheme needs to: 

• minimize the dependency, number and complexity of trusted mechanisms 

involved; 

• minimize physical activity and attain more physical security; 

• achieve maximum flexibility and versatility in terms of routing protocols and 

• achieve maximum robustness. 

To minimize dependency and reduce complexity, KMS requires two users to develop 

confidence in one another. Therefore, ECDH scheme [NIS06], explained in section 

3.2.1.2, is used to generate a common session key between communicating nodes by 
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exchanging some public information. The public information could be any well-

known unique fact about the user. For any further correspondence, both parties use 

session key generated by the ECKAS scheme. This also prevents eavesdropping by an 

evil user due to the restricted access to the information. Even if the intermediate evil 

node hacks the message or decides not to forward it to the original recipient, the 

message is still sealed with a confidential code which could be opened only by the 

original recipient. Keys are never sent over insecure channel. Every node generates 

and stores its keys. This design also provides flexibility of using different routing 

protocols. These goals vary with application; but for any network, the main security 

concern will always be to achieve authentication, non-repudiation and 

confidentiality. 

Key as the central unit is also susceptible to attacks especially old keys since key could 

be compromised or disposed after a certain period of usage [MEN96]. Therefore, 

timely renewal of the keys, depending on the application, is recommended. To 

prevent these attacks, they could be securely stored on the user system, thus 

minimizing the use of key in communication. Same approach is utilized for this 

scheme and therefore, renewal of the keys is no longer required. However, periodic 

renewal is still recommended for highly sensitive and physically insecure user 

systems. Key integrity and ownership can be protected from attacks by hashed 

message authentication code (HMAC) [KRA97]. Message authentication codes (MAC) 

[BEL96, KRA97] checks the integrity of the information transmitted over or stored in 

an unreliable medium by using secret key. Typically, these schemes are used to 

authenticate information transmitted between two parties when these 

communicating parties have agreed on a secret key. HMAC provides an ultimate 

integrity check for any information by using cryptographic hash functions along with 

secret key. 
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Ad hoc network can use different routing protocols and to avoid misrouting of traffic 

in the network, each node must be assigned with a unique identification name (ID) 

and the keys are generated using their ID. Transferring private key over an insecure 

channel is risky since it is a direct threat to user's system. In this scheme, the private 

keys are safely stored and are secure with the user itself. In order to check the 

credibility of the users within the network, key agreement service acts as capable 

authentication service keeping records of the nodes in the network even when the 

node was not available during the network initialization phase. The credibility of the 

user also increases the credibility of the message sent by the sender to the receiver 

who is trustworthy and appealing. 

Packet forwarding becomes easier and more reliable assuming that each node knows 

its location and the location of its neighbors. Since this technique does not use 

memory space for saving explicit routes, it scales well for the highly dynamic 

networks. One of the biggest problems arises due to the privacy issue of nodes' 

location since it serves as the base of the packet forwarding techniques. Associating 

individual nodes to their identity seems to be a feasible solution to this problem. 

Another solution is to use encryption before sending information to the receiver 

node. However, this introduces another threat known as eavesdropping. Several 

protocols to handle eavesdropping exist but they fail to avoid the massive control 

overhead and others do not support the dynamic nature of the network as 

partitioning and merging situations. Some of them consider standalone ad hoc 

networks and others consider the connected scenario. 

4.2. The Proposed Scheme 

The proposed security scheme (Figure 4-1) for MANETs involving a two-level system 

namely, formation of the session key and encryption/decryption of the message is 

39 



proposed. This scheme is especially beneficial because encryption of data using the 

secret key, that communicating nodes agreed on, is done with minimum overhead 

both in terms of time and memory. The sender would first execute a key agreement 

phase using ECDH secret key and then perform message encryption/decryption using 

ECIES [CEROO]. In order to decrypt the message, the receiver does not need to obtain 

private key from PKG as in the case of IDE cryptosystems [SHA84]. 

Figure 4-1: Proposed Security Scheme 

If a sender wants to send a message to a receiver, they can communicate using their 

identities and keys generated from those unique identities. This scheme also proposes 

that during the initial contact between the sender and the receiver, they must agree 

on a session key using the ECDH scheme. It should be noted that any intermediate 

node just sees numbers being sent and received between the sender and the receiver 

and hence, is incapable of interpreting the encrypted message being sent to the 

receiver node. Once this session key is generated, all the information is encrypted 

using the shared session key and sent to the intermediate node which will not be able 
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to decrypt the information since it does not possess the session key and there is no 

way it can attain the private key of the receiver. This ensures secrecy of the private 

key and the session key. This scheme ensures secrecy against eavesdropping and is 

simple to implement. 

This scheme can be represented as an envelope carrying encrypted information, 

receiver node and the encrypted message. The encrypted information cannot be 

decrypted by the intermediate nodes and the encrypted message can only be read by 

the receiver. Decryption of the message is not possible since it is encrypted by the 

session key which the sender and the receiver agreed upon and that session key is not 

known to anyone else in the network. It is also possible to choose the needed security 

level for a particular application. 

^Stepl 
Domain _, _ ._ . , 

_ Confirms to a proper specification to be 
Parameter . , . , , 
„ . used by the network nodes. 
Generation ' 

. y . . Generates key pair for each node in the 
Step2 : _ . network. This application is available r Generation; , , ,, 

: to every node locally . 

Step3 
Public Key 
Validation 

Establishes the correctness of the 
public key provided by the Sender and 
also done locally by the receiver. 

I ECC Key i Establishes a shared session and 
- Stcp4 ! • Agreement I generate key which authenticates 

! Algorithm communication between the users. 

-Step5 

Step6 

: Encryption Responsible for encryption of the data 
Algorithm at the sender. 

•Decryption ; Responsible for decryption of the 
Algorithm ; encrypted data at the receiver. 

Figure 4-2: Proposed Encryption Scheme's Step-by-Step Flowchart 

There are various steps (Figure 4-2) involved in the execution of the scheme. The first 

step is required to setup the curve and all its elements. It is expected that all the 
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communicating node pairs should agree on all of these elements. In the second step, 

they generate their own key using Algorithm Keygen in Chapter 3 and also validate 

the public keys using Algorithm PubKeyval in Chapter 3. The next step involves 

generating a shared secret key using Algorithm Keyagree. Once these steps are done, 

nodes can start encrypting messages and decrypting received messages using 

Algorithm Keyencrypt and Algorithm Keydecrypt. 

4.3. Implementation Details 

The scheme requires that the two parties must protect the keys from access to others 

especially from attackers. Furthermore, frequent key changes are usually desirable to 

limit the amount of data compromised if the key is compromised. In this section, the 

implementation of the security scheme is described which is divided into four 

modules (Figure 4-3): 

Figure 4-3: Implementation Modules 

• Initial parameter generation module: which generates and assigns the DP to all 

the nodes within a network, 

42 



• Key generation module: which generates and assigns public and private keys 

to all the nodes in the network, 

• Key agreement module: which ensures that a shared session key is established 

for any further correspondence and 

• Encryption/decryption module: which allows users to encrypt and decrypt 

their messages to guarantee confidentiality and security of the message being 

sent to the receivers. 

4.3.1. Scheme-Inputs and Outputs 

In Table 4-1, the relationship between the parameters input taken by the nodes' 

calculation processor and the output generated from them are presented. For 

notation, List of Standard Notations could be referred to. 

Table 4-1: Techniques Input and Output 

Technique 
DP 
Generation 

DP Validation 

Key Pair 
Generation 
Public Key 
Validation 

Encryption 

Decryption 

Input 
Field order q; Security level Z; 
Field representation FR for Fq 

Domain parameters w> ™»*->'a>b, P,n,h) 

Domain parameters w' ™> $>a' "•> "> n>") 

Domain parameters \(l^^-^^-<a->':),P,n,n) 

Public key Q 

Domain parameters (#' -^» $>a' "•> -̂ » w»"); 
Public key Q- Plain text message m 

Domain parameters (?> FP> $> a> °, P, n, n) . 
Cipher text; Private key d 

Output 

Domain parameters 
(q,FR,S,a,b,P,n,h) 

Valid/Invalid 

Public key Q' Private 
key d 

Valid/Invalid 

Cipher text C 

Plain text message m 

The first parameter that needs to be set is the DP which essentially defines the graph 

along which the elliptic curve is drawn. Once these parameters are set, they are tested 

and validated so that both communicating parties have the same values. The second 

step is to generate and validate the key pair of both communicating parties. With 
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these key pair validation, encryption and decryption of these data could be easily 

done. 

4.3.2. Scheme Information Flowchart 

In Figure 4-4, the flow of information is shown. 

CHECKING PHASE AT 
SENDER'S END 

ESTABLISH SESSION 
[_ KEY 

PROCESS ENCRYPTED 
MESSAGES BASED ON 

PREVIOUSLY 
ACQUIRED SESSION 

KEY 

Figure 4-4: Sender-Receiver Information Flowchart 

The first step includes initializing the session formation procedure which requires 

nodes to send their credentials. The receiver after checking and updating its records 

answers the sender's request for credentials. If the sender is a new node, then 

appropriate details are gathered and registered in the records. Once the processing at 
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the receiver's end is complete, the requested information is sent to the sender. The 

sender will then initiate its own checking phase. After establishing session key, 

encryption/decryption of messages can be done between the sender and the receiver. 

4.4. Implementation 

Implementation of this scheme needs selection of standard parameters and usable 

settings from a number of options [CEROO]. These choices affect the outcomes of the 

encryption/decryption and must be chosen according to the application. The various 

parameters are: 1) Determining DP of elliptic curve, 2) Choosing key derivation 

function to derive secret key from known information, 3) Selection of a symmetric 

encryption scheme and MAC scheme, 4) Choice between standard and cofactor D-H 

primitives, 5) Selection of parameter and public key validation methods and 6) 

Selection of appropriate data to include in SharedlnfoX and Sharedlnfdl which is 

optional. Each of this selection affects the course and outcome of the scheme. 

To access an elliptic curve, it is mandatory that the curve is defined using DP and that 

both parties agree on all the elements. Symmetric encryption affects the length of 

plain text that could be encrypted and thus the amount of memory available. Using an 

appropriate MAC scheme is crucial since both security and bandwidth usage are 

equally important. Choices for MAC scheme [KRA97] are HMAC-SHA-1-160 

scheme or the HMAC-SHA-1-80 scheme where the former offers more security and 

the latter offers more bandwidth savings. D-H primitive could either be standard or 

cofactor [JOH96]. Validation of parameters and public keys are very important since 

discrepancies in such parameters could lead to network failure. SharedlnfoX and 

Sharedlnfdl are optional information which could be included depending on the 

particular application. 
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The scheme is implemented in four modules and the steps involved in implementing 

those modules are explained below. 

4.4.1. Initial parameter Generation Module 

This initial setup is required to prepare the communicating nodes to follow the same 

parameters which would be employed further in the scheme. The sender and the 

receiver in the ad hoc network should perform the following setup procedure as 

preparation for using the ECDH scheme [CEROO]: 

1. The sender and the receiver should choose the key derivation function (KDF) 

to use. 

2. The sender and the receiver should choose ECDH primitive: 'standard' ECDH 

primitive or 'cofactor' ECDH primitive. 

3. Communicating nodes need to setup the desired security level and based on the 

chosen setting, generate and validate ECDP D-(q,FR,S,a,b,P,n,h) using the 

primitive described in Algorithm Domparagen and Algorithm Domparaval 

respectively. 

4. The sender should establish the MAC schemes to use where mackeylen denotes 

the length in octets of the keys used by MAC and maclen denotes the length in 

octets of tags produced by MAC 

5. The sender should also select the symmetric encryption schemes (ENC) to use 

and denote the length in octets of the keys used by ENC by enckeylen. 

6. The sender should obtain, in an authentic manner, the selections made by the 

receiver-the key derivation function KDF, the MAC scheme MAC, the symmetric 

encryption scheme ENC, the elliptic curve domain parameters DP and an 

indication whether to use the 'standard' ECDH primitive. The elliptic curve 

domain parameters D = (q, FR, S, a, b, P, n, h) must be validated by the sender. 
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7. The sender should establish whether or not to represent elliptic curve points 

using point compression. 

4.4.2. Key Generation/Validation Module 

This setup is required to allow the communicating nodes to generate the public and 

private key pair which would be used in any further correspondence in the scheme. 

The sender and the receiver in the ad hoc network should perform the following key 

pair setup procedure [CEROO]: 

1. Once the DP is set, communicating nodes must generate their own elliptic 

curve key pair (d, Q) using the primitive described in Algorithm Keygen and then 

exchange the public keys Q. 

1. Once these public keys are exchanged, both nodes must validate the received 

public key using the procedure described in Algorithm PubKeyval. 

After establishing these initial settings, the communicating nodes must proceed to 

establish key pairs. Since these key pairs are the main parameters used for any further 

communication, the validation of the same is essential. Hence, the second step is the 

most important step until now. This validation confirms the usage of the same key on 

both the sender and the receiver ends. Due to the keys' lifetime and expiration time, 

keys might have expired or changed. It needs to be confirmed that the public keys 

exchanged are the same public keys used and stored in the databases of the generating 

nodes. Hence, this validation is crucial. The next step is to generate the shared secret 

session key. 

4.4.3. Key Agreement Module 

In order to generate a shared session key, the sender and the receiver must perform 

the following steps. For simplicity, while describing the step, it is assumed that the 

47 



sender is trying to send information to the receiver. To achieve communication from 

the receiver to the sender similar steps are followed but the roles of the sender and 

the receiver are reversed. The sender should establish keying data with the receiver 

using the keys and parameters established during the setup as follows [CEROO]: 

1. Using the chosen D-H primitives, derive the shared secret field element 

Z G F ? from the sender's private key that was established previously and from 

the receiver's public key. 

2. Convert z e F to an octet string Z using the conversion routine in [CEROO]. 

3. Use the chosen key derivation function (KDF) to generate keying data K of 

length 'keydatalen'octets from Zand {Sharedlnfo). 'keydatalen is the number 

of octets of keying data required. 'Sharedlnfo''consists of some data shared by 

the sender and the receiver. If the key derivation function outputs 'invalid', 

output 'invalid' and stop. 

4. Output K which is the keying data of length 'keydataJen 'octets or 'invalid'. 

4.4.4. Encryption/Decryption Module 

This module works in two steps: Encryption operation and Decryption operation. 

Encryption operation defines the steps involved in making the message unreadable to 

any user except the receiver. Decryption operation defines the steps involved in 

making the message readable only to the receiver node. 

4.4.4.1. Encryption Operation for the Scheme 

The node that wants to send information to any receiver should perform the 

encryption operation described in this section to communicate using encrypted data 

with the help of ECIES. For simplicity, while describing the step, it is assumed that 

the sender is trying to send information to the receiver. To achieve communication 

from the receiver to the sender similar steps are followed but the roles of the sender 
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and the receiver are reversed. The encryption procedure for ECIES is specified below 

using the keys and parameters established during the setup procedure [CEROO]: 

1. Using the keypair generation procedure described in Algorithm Keygen 

generate an ephemeral elliptic curve key pair (k', R) with R = (XR,YR} which is 

linked with the ECDP D. 

1. Using conversion routing, calculate the octet string R from R and also choose 

representation of R using point compression. 

3. Derive shared secret field element z e Fq from the ephemeral secret key K and 

the receiver's public key using the D-H primitives. If the D-H primitive outputs 

'invalid', output 'invalid' and stop. 

4. Convert z e F to an octet string Z using the conversion routine described in 

[CEROO]. If the conversion routine outputs 'invalid', output 'invalid' and stop. 

5. Using KDF, generate keying data A'of length enckeylen + mackeylen octets 

from Z and (SharedlnfoX). If the key derivation function outputs 'invalid', output 

'invalid' and stop. 

6. Separate and analyze the left most enckeylen octets of K as an encryption key 

EK and the right most mackeylen octets of AT as a MAC key MX. 

7. Use the chosen symmetric encryption scheme ENC to encrypt the user 

provided message Munder EK as cipher text EM. If the encryption scheme outputs 

'invalid', output 'invalid' and stop. 

8. Using MAC scheme compute the tag D on EM\\{SharedInfo2) under MK. If 

the MAC scheme outputs 'invalid', output 'invalid' and stop. 

9. OutputCie'll^ikflpH. 

4.4.4.2. Decryption Operation for the Scheme 

The node that wants to decrypt the received information from any the sender should 

perform the decryption operation described in this section to understand the message 
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with the help of ECIES. For simplicity, while describing the step, it is assumed that 

the sender is trying to send information to the receiver and the receiver is trying to 

decrypt the encrypted message. The receiver should be able to decrypt cipher text 

using the keys and parameters established during the initial setup as follows [CEROO]: 

1. When the left most octet of cipher text R' \\EM\\ D \| is 0216 or 0316, then parse 

the log2* 

log2? 

+1 octets of cipher text as octet string R', the right most maclen octets 

of cipher text as octet string D and the remaining octets of cipher text as octet 

string EM. When the left most octet of C is 04,6, then parse the left most 

+1 octets of C as an octet string R, the right most maclen octets of C as 

an octet string D and the remaining octets of C as an octet string EM. If the left 

most octet of C is not 02i6, 03i6 or 04i6, output 'invalid' and stop. 

2. Use the conversion routing and convert the octet string R'to an elliptic curve 

point R = (XR,YR) associated with the ECDP D. If the conversion routine outputs 

'invalid', output 'invalid' and stop. 

3. Confirm that R is a valid elliptic curve public key. If an appropriate assurance is 

not obtained, output 'invalid' and stop. 

4. Derive the shared secret field element z e Fq from the receiver's private key and 

the public key R. If the D-H primitive outputs 'invalid', output 'invalid' and stop. 

5. Convert z e F to an octet string Z using the conversion routine. 

6. Using KDF, generate keying data K of length enckeylen + mackeylen octets 

from Z and [Sharedlnfol]. If the key derivation function outputs 'invalid', output 

'invalid' and stop. Then parse the left most enckeylen octets of K as an encryption 

key EKand the right most mackeylen octets of K as a MAC key MK. 

7. Using MAC scheme check that D is a tag on EM \ \ {Sharedlnfol) under MK. If 

the MAC scheme outputs 'invalid', output 'invalid' and stop. 
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8. Use the chosen symmetric decryption scheme ENC to decrypt the EM as 

message M under EK. If the encryption scheme outputs 'invalid', output 'invalid' 

and stop. 

9. Output M. 
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Chapter 5 

Development of the Testbed 

The research scheme developed needs to be simulated under different sets of 

parameters and analyzed under pre-determined evaluation criteria used to study the 

performance. In this chapter the testbed configuration and its design, simulation setup 

and input parameters are discussed. 

5.1. Testbed - An Overview 

Testbed, by definition, is the platform used for experimentation that allows rigorous, 

transparent and replicable testing of scientific theories, computational tools and other 

new technologies. Testbed gives researchers a wide variety of environments in which 

development, debugging and evaluation of their systems could be done. The 

evaluation of the system is based on set of performance parameters discussed later in 

the chapter. Performance is a key criterion in the design which sets its goal to get the 

highest performance for a given cost. To achieve that goal, a performance evaluator 

needs, at least, a basic knowledge of performance evaluation terminology and 

techniques "with the ability to state the performance requirements of their systems 

and should be able to compare different alternatives to find the one that best meets 

their requirements. 
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To support the dynamic nature of the system and reduce complexity, the design of the 

system is done on three levels. All these levels, in conjunction with each other, 

facilitate the user-selected process to be completed and the results displayed for 

evaluation. As the process continues, the monitoring scheme automatically collects 

data file and evaluates information pertaining to the defined events and recognizes 

event occurrences. By providing flexible structuring and dynamic configuration of the 

monitoring system, multiple time view protocols and the separation of event and 

monitoring specification, this testbed provides the capability of developing, testing 

and comparing various approaches. 

5.2. Design of the Testbed 

In this section, the architecture of the testbed is explained. Dynamic number of nodes 

present in a network can have a serious impact on the accuracy of the message 

delivery and also on the performance of the network. This is one of several 

parameters that could affect performance and they are described in section 5.3. The 

testbed system is developed with the following design objectives: 

• Automation to monitor and process the data and the results. 

• Accuracy of performance measurements 

• Adaptability of the system to different users 

• Reducing complexity and enabling ease of use 

• Allowing coding for the techniques into software programs 

• Retrieving performance data acquired under different conditions. 

In this testbed, automatic monitoring is provided by Graphical User Interface (GUI) 

and NS-2, discussed later in the chapter. Any user with a minimum knowledge of the 

system can easily select parameters, run simulation and collect results. Since all the 

results are stored in a log file, referencing and analyzing results to a previous scenario 
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can also be done using this testbed. The three major components in the testbed 

system, as described in Figure 5-1 are: 

• GUI: System module 

• GUI: User module 

• NS-2 
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Figure 5-1: Testbed Design 

As it can be seen from the diagram, the user controls all the experimentation using a 

GUI. This interface takes the user inputs provided in the main window and then 

transfers them to the system module onto NS-2 which handles the coding for the 

selected technique. A detailed description of all three components is given later in the 

chapter. Several NS-2 instances can be used to derive results while working in 

conjunction to provide the performance results. In practice, the user can only interact 

with the GUI by selecting parameters to run simulations. Several parameter issues 

must be taken care of such as number of nodes in the user-defined network area, 

which can seriously affect the performance of the system. When the network is 

dense, most of the schemes do not work well since the performance is also dependent 
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on the traffic patterns. Therefore, a robust scheme should be able to estimate 

accurately under these dynamic conditions. The focus is to test schemes that work 

well with high number of nodes, variable area of network and variable traffic. Along 

with the number of nodes, the other factor affecting the accuracy of the estimate is 

the degree of movement of the nodes and the rate at which the data is transferred. 

5.2.1. User Module 

The user module seen in Figure 5-2 is designed in JAVA. It provides the interface for 

the user to interact with the underlying code and execute simulations. It also gives 

the user the facility to select parameters run simulation and then derive results based 

on those parameters. The user module is made up of three main components: 

• User Interface: acts as the main window that provides user access to the 

underlying code. This window allows the user to interact with the system. It 

contains functions such as file menu, run simulation, select parameters and 

gets results. These functions can be called in a particular order and will be 

highlighted only when they could be used. For example, get result can only be 

used after run simulations. 

• Parameter Selector: provides a menu to select the parameters for the 

simulation. The value of these parameters could be fixed, variable or user 

defined. This interface also checks the validity of the selected parameters as 

per the rules provided. 

• Simulation Engine: is the main interface that allows access to the system 

module installed on the different computers. It consists of two main sub-

modules namely system module interface and result manager. As the name 

suggests system module interface provides the communication between user 

module and the system modules. It also controls the number of parallel 

executions depending upon the desired level. Second sub-module called the 
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result manager handles result files. It stores the simulation results in a file. 

This sub module uses system memory to store trace files obtained from the NS-

2. It is also responsible for displaying the results from trace file as trace graphs. 

f User Module 
User Interface 

_ " * ~ 

Parameter Selector 

Simulation Engine 

System Module 
Interface 

Result Manager 

Figure 5-2: GUI User Module 

5.2.2. System Module 

The system module is the main module that provides the bridge for communication 

between the code and the user. It handles all factors based on which results could be 

derived. In Figure 5-3, the architecture of this module is described. It consists of a 

scenario generator, a traffic generator and a script generator which use input from the 

user obtained via user module's system module interface. The system module 

interface allows the user to input various parameter values to be used while running 

simulations. 
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Figure 5-3: GUI System Module 

The system module consists of eleven sub modules: 

• System module Interface: basically communicates with the user to get the 

simulation parameters and commands and provides the results obtained from 

those simulations. 

• Scenario Generator: generates the NS-2 scenario file based on the selector 

parameters. 

• Traffic Generator: generates the NS-2 traffic file depending on the input 

parameters provided by the user through the system module interface 

window. 

57 



• Script Generator: generates the Tool Command Language (TCL) script file 

based on the user defined parameters. 

• File Manager: handles the files generated as the result of parameter selection. 

It handles all the file generation, deletion and also storage function related to 

the files. 

• Simulation Engine: provides the execution interface to NS-2 and is responsible 

for running the simulation. NS2 Interface and Simulation Executor are part of 

Simulation Engine. 

• NS2 Trace Manager: is responsible for all NS-2 trace file generated as the result 

of simulation. It handles NS-2 files, their storage and also scanning 

functionality. 

• Traffic Result Parser: is individually responsible for the scanning of trace file 

and then collecting all the necessary information in such a format that it could 

be used to derive system information. 

• Result Generator: as the name suggests is in charge of all the result information 

received from the parser. It converts this valuable information into a format so 

that the user could clearly identify performance parameters such as delay, 

packet delivery fraction (PDF), number of hops etc. This sub-module serves as 

the analysis centre and presentation centre of the testbed. 

5.3. Factors Affecting the Performance of the Scheme 

Performance is a key criterion in the design which decides the fate of any new 

scheme since these experiments and evaluation decide how the scheme is performing 

under different environments. The goal of performance measurement is to test the 

scheme many times under different circumstances for several variable parameters. 

The comparison of the results ensures that the scheme gives the highest performance 

for a given cost. Since several factors might affect the performance, a performance 
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evaluator needs, at least, a basic knowledge of performance evaluation terminology 

and techniques. 

There has not been a detailed study of the performance of secure routing protocols for 

such dynamic networks. There has been only a comparative study for some protocols 

under various loads, size of network and working environments. One of the main 

roadblocks in such networks is the very dynamic nature and temporally and spatial 

varying topology. As a result, the chances of link establishment and failure increases 

by leaps and bounds when there is an increase in the probability of frequent packet 

dropping and of multipath effect. Another roadblock is the limited memory on the 

network nodes. 

To evaluate the performance of the security scheme, several factors must be 

considered namely, the number of nodes, individual node capacity, the delay in 

message delivery and traffic patterns. 

5.3.1. Number of Nodes and Their Abilities 

The first important factor to be kept in mind while applying the security scheme is 

the number of nodes in the network and the area they cover. Another factor that 

affects data delivery is the range of individual nodes. More nodes mean more complex 

network and therefore, the need for even complex security framework to be 

implemented at various levels. This can cause failure in message delivery which is 

expensive both in terms of time and battery power. Message could also be lost if they 

are transmitted on the periphery of the area covered by the node. So it is really 

beneficial that the nodes use intermediate nodes to transfer data along the network. 

The individual abilities of the nodes are also an important factor. These abilities can 

be defined in terms of processing power, battery life and memory. Processing power 
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of mobile nodes could be really low. Such mobile nodes would require that there 

should be minimum computations while operating. More computations also mean 

that more battery power will be used and similarly more memory. Higher usage of 

memory space will also take its toll on the processing speed. Therefore, minimizing 

these effects or at least maintaining a certain threshold will greatly improve the 

performance of the scheme. 

5.3.2. Nodes and Traffic Patterns 

In this research, the impact of traffic on nodes is studied. Several experiments are 

performed to test the dependencies among the nodes and on traffic patterns. Since 

every node has limited capacity in terms of memory space and computation power, it 

becomes relatively very difficult for these small wireless nodes to rapidly transfer data 

and also to receive data. All the nodes have a definite battery life which again 

constraint their message transmission ability. The message transmission in the ad hoc 

network is supported mainly by hopping over intermediate nodes. If an intermediate 

node fails to transmit messages for other nodes, the trust value for that node drops 

and in future the value may becomes low enough to exclude that node from the 

network altogether. 

These issues might complicate the network functioning. Therefore, it is initially 

assumed that the network can handle any traffic load and the nodes work smoothly. 

However, this assumption is not necessarily true all the time, since nodes work 

dependently and the delay caused in data transmission can further delay the next 

transmission. In this work, two levels of traffic pattern, heavy and moderate, are used 

for the simulations. 
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5.3.3. Systems and their Abilities 

The first important factor affecting the performance of the testbed is the power of the 

individual computer systems being used. Each of these systems may have different 

configurations of their own and the results of simulation may vary with individual 

system performance. Some experiments are performed to check the effect of the 

computer system power configuration and their results are presented in section 6.5. A 

more powerful computer is expected to perform better than the others. Powerful 

computer systems are faster, have more computing capabilities and more memory. 

5.4. Working of the Testbed 

Usually testbeds are complicated to operate but this one is made simple by the use of 

GUI and NS-2. In order to analyze a network, it should first be defined using 

parameters from GUI which allows the user to configure any network, traffic and 

technique to be used in the network. Once these values are obtained, simulation 

engine uses its system module interface to send these values to the script generator. A 

new file is also created by the file manager to store the scenario details and the results 

obtained from these simulations. The script generator accesses NS-2 interface to run 

simulations and then creates a trace file for the same. The results from these 

simulations are collected and stored by result generator in a log file. 

5.5. Simulation Parameters 

Simulation setup and its performance are based on the parameter selection which 

define the setup used for the implementation and simulation of the scheme. 

• Area of the Network: describes the area of the network using X and Y 

coordinates. The input for this parameter is the value of X and Y. The value 

of X-coordinate and Y-coordinate can be between 0 and 1000. 
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• Pause Time: defines the number of milliseconds to pause, allowing the user 

to see some information. The unit for this parameter can be either 

milliseconds or seconds. 

• Seed: is generated by a random number generator object and determines 

the data flow. The value of this seed can be between 0 and 10. 

• Ad hoc Routing Protocol: defines which routing protocol is being used. 

Although various other options could be added through NS-2, the choices 

for routing protocol for this GUI are DSR, DSDV, AODV, OLSR and LAR. 

• Number of Nodes: defines the number of nodes being used in the network. 

The number of nodes indicates the density and complexity of the network. 

There could be 100 to 500 nodes in the network. 

• Simulation Time: is necessary to control the time of simulation runs. The 

unit for this parameter is seconds. Usually the simulation time could be 

between 100 and 1000. 

• Mobility: defines the degree of movement of the nodes in the network. The 

value for mobility can be any number other than zero, as zero means that 

the nodes are not moving at all. 

• Rate: defines the rate at which the data is transferred from one node to the 

other throughout the network. The value for rate can be any number other 

than zero, as zero means that the nodes are not transferring at all. 

• Network Traffic Type: defines the type of traffic in the network. The traffic 

could be using a Constant bit rate (CBR) network traffic generator or other 

traffic generator such as TCP/IP, UDP or ICMP. GUI uses CBR which gives 

a constant traffic with a steady bit rate for a given interval of time. 

• Propagation: defines the type of transmission techniques being used in the 

network. This parameter could be any of the four schemes which are used 

to predict the received signal power of each packet. At physical layer there 
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is a receiving threshold which sorts receiving signal based on their 

strengths. If the receiving signal strength is less than the receiving 

threshold, the packet is marked as error and dropped. There are four 

models: Free space, Two-ray ground, Shadowing and Hybrid. Free space 

model assumes only one line of sight path between transmitter and 

receiver. Two-ray model considers both the direct path and a ground 

reflection path. The shadowing model extends the ideal circle model to a 

richer statistic model: nodes can only probabilistically communicate when 

near the edge of the communication range. Hybrid propagation model uses 

a bit of all the propagation discussed above. 

• Encryption Algorithm: sets which type of encryption scheme are used. 

• Bits: define the amount of data being sent from one node to other 

throughout the network. 

• Key Length: is an important security parameter. Key size or key length is 

the size (usually measured in bits or bytes) of the key used in a 

cryptographic algorithm (such as a cipher). 

5.6. Simulations and its Setup 

The main use of a testbed is for improving the software or a product under 

development. Different scenarios could be generated from the testbed and then tested 

to analyze the result. Several computer systems may run the simulations at one time 

and each of these computers may have a different configurations. Even complex 

security framework can cause failure in message delivery and since each message 

delivery failure costs a lot both in terms of time and battery power, security 

framework has to be lightweight and simple. Every node has a definite capacity for 

message transmission such as node memory, battery life etc. In this section, the tools 

63 



used to carry out the simulations are described. For the simulation of proposed 

scheme, NS2 and GUI are the main tools. 

5.6.1. Network Simulator (NS-2) - Overview 

Network Simulator is the software which allows the user to imitate a real world 

network environment and is designed to provide diverse network, simulate and then 

analyze the effect of different parameters on the network performance. Any user can 

use this simulator as an inexpensive testbed with a capability to simulate rather 

difficult scenarios such as sudden increase in traffic or attack providing the equivalent 

capabilities of an entire testbed. The entire testbed contains multiple computers, 

networked together with routers and data links where performance usually depends 

on the performance of the individual computer. Simulators, however, are relatively 

high-speed and economical and thus provide the best environment for the 

development of a new protocol or implementation of any new security scheme in a 

controlled and reproducible environment. Among several others, Network Simulator 

version 2 (NS-2) is used for this work. NS-2 [FALOO], a variant of the REAL network 

simulator in 1989, is a network simulator to perform and analyze event occurring in 

network. It provides powerful features for simulation of TCP, routing and multicast 

protocols over wired and wireless (local and satellite) networks. Since 1989, several 

versions of NS-2 have been released by DARPA. 

5.6.1.1. NS-2-Setup 

NS-2 (Figure 5-4) [FALOO] is based on two different languages, namely, object-

oriented simulator written in C++ and an Object Tool Command Language (O-TcL) 

interpreter used to execute user's command script. It provides a library of networks 

and protocols to incorporate comparison capability. It also incorporates a visualization 

tool [FALOO] to allow graphical representation of the network scenario. 
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5.6.1.2. Selection of Parameters 

Simulation setup and its performance are based on the parameter selection. These 

parameters define the setup used for the implementation and simulation of the 

scheme. The parameters used by NS-2 are 1) Area of the Network, 2) Pause Time, 3) 

Seed, 4) Routing Protocol, 5) Number of Nodes, 6) Simulation Time, 7) Mobility, 8) 

Rate, 9) Network Traffic and 10) Propagation. 
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Figure 5-4: NS-2 Simulation Model 
5.6.1.3. Study Points 

The key points for this simulation are to set up NS-2 and configure it to display 

preferred parameters. To provide an easy access to parameters settings, a simple GUI 

has been generated as described in section 5.6.2. Once parameter settings are done 

and network is generated, NS-2 runs and outputs a result file. These results are 

analyzed based on the delay, normalized routing load, packet delivery fraction, 

overhead and average hop count. 
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5.6.2. Graphical User Interface - Overview 

Graphical user interface (GUI) is a platform for user interaction, developed and 

customized by the user himself with a goal to enhance the efficiency and the ease of 

use for the underlying logical design of a stored program, a design discipline known as 

usability. It is a two dimensional display with graphical icons, visual indicators or 

special graphical elements called widgets and acts as a shortcut for computer 

functionality and computer-controlled devices. Text, labels or text navigation is used 

to permit information representation and perform user defined actions by accessing 

elements through GUI rather than through text menus or commands. The first GUI 

developed by Douglas Engelbart [ENG62] used text based hyperlinks manipulated by 

mouse. With the advancements and latest technology, most systems like Microsoft 

Windows, MAC OS X and X Windows system are using it. GUI uses a physical input 

device to control the position of the cursor, present information organized in 

windows and represented with icons. Based on the input, it compiles available 

commands and delivers requested information results. 

File Simulation Results 

Select Parameters 

Figure 5-5: GUI Menu 
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Figure 5-6: GUI Main Parameter Selector Window 

For these simulations, a very simple GUI (Figure 5-5 and Figure 5-6) has been 

designed which allows the selection of various parameters. Once these parameters are 

selected GUI allows interoperability to the underlying code and processes code 

without the user having to run command on its own. This only makes it simpler to 

access various functions used in the code and thus reducing the complexity. As seen 

from the GUI, several selection parameters are available. Some inputs are done by 

check boxes while others need a numeric user input. This window is the front end of 

the whole processing being done with the code written using JAVA and C. 

5.6.2.1. Selection of Parameters 

Simulation setup and its performance are based on the parameter selection. These 

parameters define the setup used for the implementation and simulation of the 

scheme. For this work, performance of the system is evaluated based on the following 

parameters. The parameters for GUI are 1) Value of X-coordinate, 2) Value of Y-
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coordinate, 3) Ad hoc routing protocol, 4) Pause time, 5) Seed, 6) Number of nodes, 7) 

Simulation time, 8) Mobility, 9) Rate, 10) Network traffic type, 11) Propagation type, 

12) Encryption type and 13) Key lengths. 

5.6.2.2. Study Points 

The key points for this GUI to run simulation are selecting the parameters required to 

configure the network scenario. The main aim of developing this GUI is to provide an 

easy access to parameters settings without having to manage the code. Once 

parameter settings are done and the network is generated, NS2 runs and outputs a 

result file as a log. The proposed security scheme is tested using three different 

routing schemes namely Ad Hoc On-demand Distance Vector Routing Protocol 

(AODV) [PER99], Optimized Link State Routing Protocol (OLSR) [CLA03a] and 

Location Aided Routing Protocol (LAR) [K098]. The results of each are shown and 

discussed in section 7.3.1, section 7.3.2 and 7.3.3 respectively. 

5.7. Evaluation Parameters 

The parameters that have been selected for performance evaluation of the scheme are 

described below. Each of these parameters has an effect on the performance of the 

scheme since the variation in the value of the parameter increases the time taken by 

the scheme for encryption and decryption. This value of time when compared against 

other proven schemes needs to be less, which will prove that the proposed scheme 

presents some improvement and that it performs better than other schemes. For the 

present work, performance of the system is evaluated based on the following 

parameters: 

• Network Size: measures the total number of nodes in the network. 

• Topological Rate of Change: measures the speed with which a network 

topology is changing. 
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• Link Capacity: measures the effective link speed measured in bits per second. 

• Control Overhead: measures the number of control packets transmitted for 

every data packet. 

• End-to-end Delay: measures the average time a packet takes from its source to 

its destination. It is given by Delayenck(>CTd = N[ delaytnrenission +delaypRW?ltion +delayproressinJ. 

• Average Hop Count: measures the number of hops taken by data packets. 

• Packet Delivery Fraction: (PDF) measures the ratio of number of data packets 

delivered to the receiver and the number of packets transmitted by the sender. 

• Routing Overhead: measures the algorithm's internal efficiency and is 

calculated as the total number of control packets sent divided by the number 

of data packets delivered successfully. 

• Normalized Routing Load: (NRL) measures the ratio of the number of control 

packets propagated by every node in the network and the number of data 

packets received by the destination nodes. 

5.8. Configuring the Testbed 

The next step is to configure the testbed so that experiments using the testbed, GUI 

and NS-2 could be performed. In order to use the testbed, the setup files on the 

system chosen for experiments must be installed first. It should be noted that this 

system should have enough memory capacity to complete installation and store 

results because the log file could be big. Since NS-2 works in the Linux environment, 

it should be easily installable on the Linux environment; but for Windows, Cygwin 

will be required. 

5.9. Interacting with the Testbed 

To allow ease of use for the testbed, a front end GUI is designed. This GUI as shown 

in Figure 5-5 and Figure 5-6 allows easy access to underlying parameters. This GUI 
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opens up as a dialog box with option menus such as file, simulations and results. Each 

of these options is clickable drop down menus. In order to run simulations first the 

parameters are selected. This can be done by clicking on the simulation button and 

selecting "select parameters". This will open a new dialog box as shown in Figure 5-6 

where the user can insert parameters values. 

Once these parameters are selected, run simulation tab is pressed to run simulation 

based on the user selected parameter values. Upon finishing, the results could be 

obtained in the form of a log file, presented as trace graphs or displayed in a 

visualization tool like Network Animator (Nam) (Figure 5-7) [FALOO]. 
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Figure 5-7: Using Nam from the Testbed (Source: [FALOO]) 

5.10. Using Testbed to Read and Visualize Results 

Simulation model (Figure 5-4) in NS-2 produces one or more text based results and 

contains all the details about the parameters set and the output data. These files are 
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referred to as trace files and could be used for analysis. However, for graphical 

visualization of the data these trace files are used as input and displayed using a 

graphical simulation display tool called Network Animator that is developed as a part 

of VINT project. 

Using GUI, the results could be viewed as log file. The results could be modified to 

show pattern changes in particular parameters. These pattern changes could also be 

identified using the trace graphs. A comparative study of two different scenarios 

could also be done by comparing the evaluation parameters results obtained after 

simulations. These results could be ported to MS Excel also. Each simulation scenario 

is run for at least 30 times and then the results are analyzed. 
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Chapter 6 

RSA versus ECC - An Experimental Comparison 

Experiments to check the performance of RSA and ECC in the presence of the 

variable factors are performed. The experimental results are presented in terms of size 

data, time data, percentage increase in size data and average encryption/decryption 

time taken based on various network sizes and data load. Since simulations are 

machine dependent, their effect is also discussed later in the chapter. 

6.1. Overview 

A simulation model is, in general, used to study real life systems which are either in 

the process of being developed or being tested for an optimal performance. In 

particular, these simulations are performed mainly to quantify the performance of the 

system for variable value of the input parameters. These measures test if the current 

system is performing according to the expected behaviour. 

RSA and ECC are both encryption schemes used mainly for encryption and 

decryption of data. Since RSA is a very well-known standard and ECC is not a popular 

choice among cryptographers, it was best to compare these two schemes. To prove the 

efficiency of ECC, it must be compared to an existing standard scheme such as RSA. 

These comparative simulations are executed to study the performance of RSA and 
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ECC when several variable parameters influence the scenarios. The experimentation 

setup is described in section 6.2. 

6.2. Experimental Setup 

An illustration of the experiment setup is provided in Figure 6-1. 
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Figure 6-1: Block Diagram of Encryption Engine 
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The main variables in these simulations are the number of nodes, data load, time 

taken to encrypt/decrypt and the size of encrypted file. The setup for this experiment 

contains a file generator, an encryptor/decryptor, an algorithm selector and two stop 

watches. The encryption is performed over the input file and decryption is performed 

on the scrambled input file. Stop watches are placed to calculate the total 

encryption/decryption time for different types of encryption schemes. The result 

generator collects the results for these different scenarios and stores it locally at the 

pre-specified location. 

6.3. Experimental Results 

A comparison of performance of various ECC and RSA key lengths is presented. The 

graphs include the variable encrypted file sizes in bytes on the y-axis and variable 

original file sizes in bytes on the x-axis. Size data indicates the size of the encrypted 

files for different algorithms. Time data indicates the time taken to encrypt and 

decrypt files for different algorithms. Size data percentage mainly indicates the 

percentage increase in the data size of the encrypted files for different algorithms. 

These experiments are done using RSA with key lengths of 2048, 1024, 512 bits and 

ECC with key lengths of 256, 160, 112 bits. 

6.4. Experimental Data Analysis 

The results obtained from the trace file of NS2 are further illustrated graphically. The 

graphs (Figure 6-2, Figure 6-3, Figure 6-4 and Figure 6-5) show encrypted file sizes 

for different original file sizes for different algorithms. 

74 



Size of encrypted files for different algorithms 
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Figure 6-2: Size of the Encrypted file for Different Algorithms 
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Figure 6-3: Size of the Encrypted file for ECC 256 and RSA 2048 Algorithms 
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From Figure 6-2, it is observed that the encrypted file size increases manifolds for 

RSA since ECC has comparatively shorter keys than RSA. Another observation was 

that the increasing file size of data to be encrypted also increases the time consumed. 

ECC, however, does not increase the file size so much after applying encryption. For 

RSA 2048, the size of encrypted files increases rapidly. This proves the complexity of 

RSA. For ECC, the files size increase is gradual with the key length increase. If 

equivalent key lengths are compared, the difference in file size is almost 6000 bytes. 

ECC gives the best performance for shorter key lengths. In Figure 6-3, Figure 6-4 and 

Figure 6-5, the different key sizes are compared. It can be easily seen from the graphs 

that the size of encrypted file increases rapidly for RSA. For ECC, the increase in size 

of encrypted file is still less which is an advantage for the proposed scheme. The 

greater the size of file, the more time it will require to be transferred to the 

destination. Another advantage of ECC is that it has comparatively shorter keys than 

RSA for corresponding original file sizes. 
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Figure 6-4: Size of the Encrypted file for ECC 160 and RSA 1024 Algorithms 
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Size of encrypted files for different algorithms 
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Figure 6-5: Size of the Encrypted file for ECC 112 and RSA 512 Algorithms 

In the graphs (Figure 6-6, Figure 6-7, Figure 6-8 and Figure 6-9 ), the time taken by 

encryption schemes for a variable bit length is shown. As seen earlier, the encrypted 

file size increases with increasing bit length and this demonstrates the advantage of 

shorter key lengths. 

Similarly, it is seen from Figure 6-6 that there is less time consumption with ECC in 

comparison to RSA, projecting the benefits of shorter key length with similar level of 

security. As the file size of the data to be encrypted increases, the time taken for the 

file to be encrypted also increases very rapidly for RSA. This shows that large key 

lengths of RSA is not suitable for large file sizes. However, no such behaviour was 

observed for ECC. Since ECC has comparatively shorter keys than RSA, it is expected 

that the file size increase would be gradual for ECC. The total time taken for 

encryption and decryption by any scheme significantly affects its performance since 

the requirement for any scheme is the high speed at which encryption/decryption is 

done. 
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Total time taken for encryption and decryption for 
different algorithms 
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Figure 6-6: Total time taken for Encryption/Decryption for Different Algorithms 
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Figure 6-7: Total time taken by ECC 256 and RSA 2048 Algorithms 
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Figure 6-9: Total time taken by ECC 112 and RSA 512 Algorithms 

From Figure 6-7, Figure 6-8 and Figure 6-9, it is observed that with the increasing file 

size of data to be encrypted also increases the time consumption. Bigger data files 
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generate more transport layer packets transferred over insecure channel and so the 

session would take longer to terminate for the communicating node in the network. 

The longer these communicating nodes remain online on an insecure channel, the 

more likely it is to be attacked. Conserving bandwidth is also an issue. The security 

technique must consider these issues and therefore, ECC seems to be an optimal 

choice. It is also seen in Figure 6-9 that for a smaller key size the performance of ECC 

is slightly better than that of RSA. For a smaller file size (e.g. 2 bytes), RSA takes less 

time than ECC but at around file size 32 bytes same time is taken by encryption and 

decryption for RSA and ECC. 
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Figure 6-10: Percentage Increase in Data Size for Different Algorithms 

In the graph (Figure 6-10, Figure 6-11, Figure 6-12 and Figure 6-13) below the 

increase in the percentage size of the encrypted file for different algorithms is shown. 

It is observed that although ECC generally performed much better than RSA, after a 

certain file size the percentage increase is stagnant. The reason for this is that with 

the increasing file size, the difference in size of original file and encrypted file in 
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comparison with the original file size become negligible. Since ECC has 

comparatively shorter keys than RSA, it was expected that the percentage increase in 

the data size should reduce with increasing file size for both protocols which can be 

confirmed from Figure 6-10. Another interesting observation is that the percentage 

increase in data size starts at a higher value for RSA than for equivalent ECC. 

However, with the increasing file size the difference is not so high between RSA and 

ECC. The reason for such behaviour could be the value of delta which defines the 

difference in size of the original file and the encrypted file. The difference between 

the delta values obtained from ECC and RSA is low for large file size as compared to 

small file size where the difference is really huge. The individual comparison between 

ECC and RSA key sizes can be seen from Figure 6-11, Figure 6-12 and Figure 6-13 

which reveal similar trends. 
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Figure 6-11: Percentage Increase in Data Size for ECC 256 and RSA 2048 Algorithms 
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Percentage increase in data size for different 
algorithms 
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Figure 6-12: Percentage Increase in Data Size for ECC 160 and RSA 1024 Algorithms 
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Figure 6-13: Percentage Increase in Data Size for ECC 122 and RSA 512 Algorithms 
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In the graph (Figure 6-14), the average encryption/decryption time taken by the 

individual encryption scheme is shown. The interesting observation from this graph is 

that the 2000 bits RSA which is equivalent to 256 bits ECC takes more time, 

approximately 4 times, to encrypt and decrypt a file. It is observed that ECC generally 

performed much better than RSA. From Figure 6-14, it is observed that the ECC is a 

better choice for a file that is larger in size than RSA because whenever any file is 

encrypted it increases the size approximately 10 times and using RSA would really 

strain the bandwidth when the file would be transferred. As a rule, the bigger the file 

is, the more are the packets generated from it. More packets take longer time to be 

delivered over the channel thus occupying greater bandwidth. This is one of the main 

concerns since the packet to be delivered to the recipient should be done quickly. 
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Figure 6-14: Average Encryption and Decryption time taken by RSA and ECC 

Since ECC has comparatively shorter keys than RSA, it is the expected behaviour for 

the average encryption/decryption time to increase manifold for RSA. Further 
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examination of RSA patterns also reveals that shorter bit RSA key performs better 

than ECC with compromised security but ECC could not be analyzed because the 

standard key size set by NIST [NIS06] for ECC is minimum of 163 bits or else the 

security is compromised. Finally, it could be concluded that ECC -would be an optimal 

choice for encryption/decryption requirements. 

6.5. Results based on Computing Power of the Computer Systems 

Experiments were conducted to test the effect on performance of different computing 

power of computer systems when different types of encryption are used. Simulation 

results obtained on a 2.4GHz Dell Laptop, on a Dell Pentium 4 computer system and 

on a Dell Dual-Core computer system, are presented. 
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Figure 6-15: Total time taken for Encryption/Decryption for RSA 512 on Different 
Machines 

The results are presented in Figure 6-15, Figure 6-17, Figure 6-18, Figure 6-19, Figure 

6-20 and Figure 6-21. The graphs include the time in milliseconds on the y-axis and 
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variable original file sizes in bytes on the x-axis. In these graphs, the total time taken 

to perform encryption/decryption on different computer systems is presented. 
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Figure 6-16: Total time taken for Encryption/Decryption for RSA 1024 on Different 
Machines 

In Figure 6-15, it can be seen that the time taken for encryption/decryption for RSA 

rises sharply when the file size increases from 512 to 1024 bytes. For longer key 

lengths, it can be seen that the best performance is given by Dual Core processor and 

the worst performance is given by 2.4 GHz Laptop. Pentium 4 processor always gives 

an average performance. Also in term of time, the least time is taken by the Dual Core 

system. It has to be noted that the time taken for encryption/decryption varies for 

every graph. Similar results are observed in all the other graphs as well. 

85 



Total time taken for encryption and decryption for 
RSA -1024 on different machines 
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Figure 6-17: Total time taken for Encryption/Decryption for RSA 1024 on Different 
Machines 

It was observed that Dual Core simulation performed comparatively much faster than 

the simulations running on other systems. In addition to that, since ECC has 

comparatively shorter keys than RSA, it is the expected behaviour for the Dual Core 

simulations using shorter key sizes for ECC consumed very less time in comparison to 

any key size for RSA. Further examination of the graphs reveals that the ECC 

performs better than RSA for equivalent key lengths on a Dual Core computer 

system. When graphs for ECC are observed, the worst performance is given by 2.4 

GHz Laptop and the best by the Dual Core system. 
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Total time taken for encryption and decryption for 
RSA - 2048 on different machines 
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Figure 6-18: Total time taken for Encryption/Decryption for RSA 2048 on Different 
Machines 
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Figure 6-19: Total time taken for Encryption/Decryption for EGG 112 on Different 
Machines 
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Total time taken for encryption and decryption for 
ECC -160 on different machines 
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Figure 6-20: Total time taken for Encryption/Decryption for ECC 160 on Different 
Machines 

In general, it is observed that the Dual Core simulation performed comparatively much 

faster than the simulations running on other systems. It was observed that the time 

taken by 2.4 GHz Laptop is the highest for all three key sizes that were compared in 

case of ECC. This means that the performance of 2.4 GHz Laptop is the worst since it 

takes more time to encrypt/decrypt the message. Also the performance of 2.4 GHz 

Laptop for 1024 bytes file size shows a sharp rise in the time consumption. In the case 

of 2.4 GHz Laptop, the time taken by ECC (112 bits and 160 bits) for 1024 byte file 

size is more than three times the value of time for 512 bytes. For ECC (256 bits) the 

performance of Pentium 4 machine is the worst followed by 2.4 GHz Laptop and the 

best performance is given by Dual Core processor. Due to the enhanced performance 

of a Dual Core processor, it was an expected behaviour but some major conclusions 

are made regarding the performance of RSA and ECC. For RSA, it is beneficial to use 

a Dual Core system for a smaller key size for an optimal performance of the scheme. 

However, for ECC, no such recommendation needs to be made about the key size to 
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be used. The usage of the key size for ECC is totally dependent on the requirement of 

the application. Further examination of the graphs reveals that the ECC performs 

better than RSA for equivalent key lengths on a Dual Core and Pentium 4 computer 

system. 
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Figure 6-21: Total time taken for Encryption/Decryption for ECC 256 on Different 
Machines 

6.6. Conclusions 

Both schemes were compared on the basis of time taken to encrypt and decrypt a file 

of specific size (varying from 2 to 1024 bytes). Following conclusions can be made 

from the results. 

1. Size of encrypted message and time taken to encrypt/decrypt increases 

proportionately with the key length. 

2. For size of encrypted data, ECC file is almost quarter than that of RSA. 

3. For time taken to encrypt/decrypt, ECC time is almost half than that of RSA 

time. 
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4. ECC takes longer than RSA for same bit length key. However, for equivalent 

number of bits, ECC performs better due to shorter key length. 

5. It was also observed that for both techniques after certain key lengths the 

percentage increase in the data size becomes stable and does not increase 

anymore. However, the packet size is still small for ECC and is an advantage 

over RSA. 

6. While comparing the performance of ECC and RSA on different computer 

systems, it was observed that Dual core system perform the best. 

7. For ECC, higher key lengths could be used without any performance issues but 

for RSA, it is beneficial to use a high performance system such as Dual Core 

processor with a small key size for an optimal performance of the scheme. 

8. ECC performs better than RSA for equivalent key lengths on a Dual Core and 

Pentium 4 computer system. 
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Chapter 7 

Experiments with Elliptic Curve Cryptosystem on the Testbed 

The performance of the proposed scheme and the improvements made in comparison 

to an existing secure protocol are discussed in this chapter. Since SAODV is a very 

well-known standard, it is the best choice to make the comparison between ECC and 

SAODV using different network sizes and data load. Since simulations are machine 

dependent, their comparison may not give accurate picture, but still provide a fair 

idea of performance. Simulations to establish the effect of dependence among the 

various factors affecting the performance accuracy are also evaluated. 

7.1. Experimental Setup 

The parameters which affect the performance of the network in the simulations were 

the number of nodes and their abilities, area of the network and the density of the 

network and the delay factor as described in Chapter 5. The experiment is performed 

using variable number of nodes namely 25, 50, 75 and 100. The results and the 

analyzes are presented in section 7.3. 

7.2. Experimental Results 

This section is divided in to three subsections based on the experiments performed on 

variable number of nodes (25, 50, 75 and 100). The results given below are based on 

different network sizes for different routing algorithms used for packet forwarding. 
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The data is analyzed for different encryption options for different key lengths. In 

Figure 7-1, Figure 7-2, Figure 7-3, Figure 7-4 and Figure 7-5, the relations of various 

evaluation parameters to AODV routing protocol are presented; in Figure 7-6, Figure 

7-7, Figure 7-8, Figure 7-9 and Figure 7-10, similar relations using OLSR are given 

while Figure 7-11, Figure 7-12, Figure 7-13, Figure 7-14 and Figure 7-15 refer to LAR 

protocol. The figures have evaluation parameter on the y-axis and different 

encryption schemes on the x-axis. For comparison, equivalent key lengths are 160 bits 

of ECC and 1024 bits of RSA. The various parameters used for evaluation are: 

• Delay is usually expected to have a lesser value as an indicator of better 

efficiency. Delay with the increase in size of encrypted file may increase the 

workload of the intermediate nodes and also increases the time taken by the 

message to be delivered from the sender to the destination. 

• NRL is expected to have a lesser value. But NRL with the increase in size of 

encrypted file may increase the workload of the intermediate nodes and thus 

increasing the load value. This increase in load value increases the time taken 

by the message to be delivered from the sender to the destination and 

adversely affect the performance. 

• PDF should be high normally since it is an indicator of how many packets are 

delivered to the destination. It is affected by factors such as network size. A 

decrease in PDF value is an indicator of bad network performance. 

• Routing overhead should be low since it determines the burden routing 

messages has put on the network. An increased routing overhead indicates bad 

network performance. 

• Average hop count usually increases the workload of the intermediate nodes 

and also increases the time taken by the message to be delivered from the 

sender to the destination. So, lesser hop count is indicative of better efficiency. 
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7.3. Experimental Data Analysis 

The results obtained from the trace file of NS2 are further illustrated graphically. The 

graphs are described in relation to three different parameter streams: the evaluation 

parameter on the y-axis, the different encryption schemes on the x-axis and the 

variable number of nodes in the network. Five evaluation parameters are used for 

comparison, namely, delay, packet delivery fraction, average hop count, normalized 

routing load and routing overhead. Comparison experiments are done using no 

encryption, using ECC and then using RSA. Several key lengths are tested on 112, 160 

and 256 bits for ECC and 512, 1024 and 2048 bits for RSA. The results are obtained in 

terms of evaluation parameters by keeping the other parameter fixed. Five graphs 

were obtained for every routing protocol. In Table 7-1, the scenario which was used 

to test proposed scheme using different routing algorithms is given. 

Table 7-1: Performance Scenario 

X 

1000 

Y 

1000 

Pause 
Time 
0 

Seed 

10 

Simulation 
Time 
500 

Traffic 

CBR 

Propagation 

Two-ray 

Nodes 

25/50/75/100 

7.3.1. AODV with Variable Network Size- Results 

From the results it can be seen that with higher bit length a smaller network produces 

more delay (Figure 7-1) while a larger network with higher bit length produces 

relatively less delay. Another observation is that a network with no encryption has 

less delay as compared to a network with encryption. When equivalent key sizes 160 

bits ECC and 1024 bits RSA are compared their delay give same result. However for 

2084 bits RSA, the delays is almost double that for equivalent ECC. It can be 

concluded that ECC produces much less delay in comparison to RSA. 
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AODV - Delay for different encryption algorithms 
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Figure 7-1: AODV-Delay for Different Encryption Algorithms 

AODV - NRL for different encryption algorithms 
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Figure 7-2: AODV-NRL for Different Encryption Algorithms 

NRL (Figure 7-2) decreases when encryption scheme is used. However, with larger 

key sizes of RSA, NRL jumps back to a higher value for a denser network. However, 
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for an equivalent size, ECC gives a slightly lower load value than that of RSA. For 

2048 bits RSA, the NRL has a very high value which indicates towards the trend that 

increasing key lengths will increase routing load as well. It is to be noted that for both 

encryption schemes ECC and RSA the load increases with increasing key lengths. 

Also, denser networks produce higher value of load than smaller less dense network. 
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Figure 7-3: AODV-PDF for Different Encryption Algorithms 

In Figure 7-3, the PDF is the highest when no encryption is used in a smaller 

network but it reduces for larger networks. When encryption is applied, the PDF 

decreases with the increasing key lengths of encryption scheme due to increasing size 

of encrypted packets. The fraction drops with increasing key sizes of the encryption 

scheme. However, for an equivalent size, ECC has a higher packet delivery fraction 

value than RSA. It is to be noted that for both encryption schemes ECC and RSA the 

load increases with increasing key lengths. Also, denser network produce slightly less 

fraction value of load than smaller, less dense network. 
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AODV- Routing Overhead for different encryption 
algorithms 
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Figure 7-4: AODV-Routing Overhead for Different Encryption Algorithms 

In Figure 7-4, the relation between the routing overhead and the encryption schemes 

for variable network size is shown. Ideally when encryption is applied, the routing 

overhead should increase due to more delays resulting in packet drops. However, 

there may not have enough packets to saturate the network in this simulation and 

hence the results show no appreciable change in routing overhead between encrypted 

and original files. Routing overhead increases with the increasing key size of 

encryption scheme. However, for an equivalent size, ECC fares same as RSA. It is to 

be noted that for encryption schemes ECC and RSA the overhead increases with 

increasing key lengths. 
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AODV - Average Hop Count for different encryption 
algorithms 
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Figure 7-5: AODV-Average Hop Counts for Different Encryption Algorithms 

In Figure 7-5, the relation between average numbers of hops made by the message 

before it is finally delivered to the destination node and the use of different 

encryption schemes is shown. It can be seen that hop count increases for larger key 

sizes probably due to the presence of more data packets. When equivalent key sizes 

for different encryption schemes are compared, it is found that ECC has the same 

average hop count as RSA. But for 2048 bits RSA, hop count increases sharply. 

However no such trend is seen in ECC. Hence, the performance of ECC is better than 

that of RSA. The results also show that a denser network has fairly high hop count 

than smaller, less dense network. It is also noted that for ECC, the hop count reduces 

with larger key sizes but for RSA it increases with increasing key sizes. 

7.3.2. OLSR with Variable Network Size- Results 

In Figure 7-6, it can be seen that delay increases with increasing key length for both 

encryption schemes. The delay is bound to increase when encryption is applied for 
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both schemes due to the presence of more packets. However, this increase for RSA is 

slightly higher than that for ECC. Further, for higher bit length, the delay for RSA 

shows higher value as compared to ECC. It was also noticed that less dense networks 

have higher delay values than denser networks because dense networks has more 

neighbours, therefore, more routes and links for information exchange. Since larger 

key lengths offer increased complexity, the delay is bound to increase. When 

equivalent key sizes for RSA and ECC are compared, the delay for RSA is higher than 

that for equivalent ECC. It can be concluded that ECC produces less delay in 

comparison to RSA. 
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Figure 7-6: OLSR-Delay for Different Encryption Algorithms 

In Figure 7-7, the results show that routing load for network increases gradually with 

increasing key lengths. It is an expected behaviour for the load to increase with 

increasing key lengths for ECC and RSA encryption schemes. Unlike ECC, the larger 

key size (2048 bits) for RSA showed a sharp increase in load value. The graphs 

showed a gradually increasing load value for increasing network size. However, when 
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comparing equivalent key lengths, ECC showed a much better performance than 

RSA. 
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Figure 7-7: OLSR-NRL for Different Encryption Algorithms 

In Figure 7-8, the results show that PDF is very high when no encryption is used. 

PDF indicates the probability of packets being delivered to the receiver. The higher is 

the PDF, the better is the performance. This fraction is larger when no encryption is 

used in a smaller network. This fraction decreases with the higher key lengths of 

encryption scheme. This is so because with higher key lengths the delay and the 

probability of packet drop increases due to the large size of encrypted file. PDF 

decreases with increasing network size as well as increasing key lengths in the case of 

both ECC and RSA encryption schemes. However, for an equivalent size, RSA has a 

smaller PDF than ECC. 
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Figure 7-8: OLSR-PDF for Different Encryption Algorithms 

In Figure 7-9, the overhead increases gradually with the increase in network size and 

key size for both ECC and RSA encryption schemes. When encryption is applied, 

there is only a slight change in the overhead value. For an equivalent key length of 

ECC, it was also observed that the routing overhead of RSA increases. It was also seen 

that increasingly dense network showed relative increase in routing overhead. 
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Figure 7-9: OLSR-Routing Overhead for Different Encryption Algorithms 

In Figure 7-10, the results for average hop count show an increase for higher key 

sizes. When comparing network with encryption and without encryption, it was 

found that the hop count remains almost the same except for highest key lengths. 

This may be probably due to the presence of more data packets at higher key lengths. 

The network size does not seem to influence the hop count. When equivalent key 

sizes for different encryption schemes are compared, it is found that ECC has less 

average hop count that RSA for all network sizes. The value of RSA average hop 

count increases sharply and becomes almost double for 2048 bits key lengths. 

Therefore, it could be said that the performance of ECC is better than of RSA. 
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Figure 7-10: OLSR-Average Hop Counts for Different Encryption Algorithms 

7.3.3. LAR with Variable Network Size - Results 

Experiments were done using LAR protocol and the results show that higher key-

length produces more delay (Figure 7-11). This is an expected behaviour for any 

network since the key size increase the transmission time manifolds. It was also seen 

that delay for a 25 node network is slightly higher than a 100 node network. A 

network with no encryption has less delay than a network with encryption. When 

equivalent key sizes are compared, it was observed that ECC has a better performance 

than RSA. Therefore, it could be concluded that ECC is a better choice for encryption 

at least in terms of delay. 
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Figure 7-12: LAR-NRL for Different Encryption Algorithms 

In Figure 7-12, NRL for network with no encryption and with different types of 

encryption are shown. It was seen that a network with no encryption showed a less 
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value of load than in a network with encryption. The first observation is that with 

larger key lengths, ECC showed a slight increase in load value than RSA. The second 

observation is that while the load increases gradually with increasing key sizes for 

ECC, the load increase was sharp in the case of RSA. The third observation is that 

when equivalent key sizes are compared for ECC and RSA, ECC has a lower load 

value than RSA. It was also observed that NRL reduces with increasing density of the 

network. This may be due to the presence of neighbouring node to share the routing 

overhead. 
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Figure 7-13: LAR-PDF for Different Encryption Algorithms 

It is seen in Figure 7-13 that networks with no encryption have higher value while 

networks with encryption have lower value. This behaviour is expected due to the 

overhead caused by encryption. PDF decreases with higher key lengths of encryption 

scheme. PDF decreases sharply for a higher key length of RSA which shows the bad 

performance of RSA. Also a denser network has a less PDF as compared to a less dense 
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network. However, for an equivalent key size, ECC has a higher PDF value than that 

of RSA which shows that ECC is a more reliable encryption scheme. 
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Figure 7-14: LAR-Routing Overhead for Different Encryption Algorithms 

In Figure 7-14, the relation between routing overhead and different encryption 

schemes for a variable network size shows that increasing key sizes and increasing 

network size increases the overhead. The network using encryption does show an 

increase in overhead with increasing key size of encryption scheme. It is also that a 25 

node network has a slightly lower overhead than a 100 node network. Also when 

equivalent key sizes for RSA and ECC are compared, RSA showed a higher overhead 

than ECC. Thus it could be said that ECC fares much better than RSA. 
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Figure 7-15: LAR-Average Hop Counts for Different Encryption Algorithms 

In Figure 7-15, hop count generally increases with increasing key sizes for 25 node 

networks. For other network sizes and key sizes, the average hop count does not show 

any appreciable change. The density of the network has no obvious correlation with 

the average hop count. When equivalent key sizes for different encryption schemes 

are compared, it is found that ECC has same average hop count than RSA for all 

network sizes. Hence, the performance of ECC is better than that of RSA. 

7.4. Experimental Results for Different Routing Protocols- Comparison 

In Figure 7-16, Figure 7-17, Figure 7-18, Figure 7-19 and Figure 7-20, the relation 

between the different parameters and the different routing protocols is shown. In 

Figure 7-16, it is seen that with AODV at larger key lengths, RSA has a higher delay 

than ECC. With OLSR for larger key lengths, ECC shows a gradual delay whereas 

RSA shows sharp increase in delay. When using larger key lengths, LAR protocols 

with RSA have higher delay than ECC. It was also observed that the gradual increase 

in the key lengths results in gradual increase of the delay for all routing protocols. In 
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terms of delay, the best performance is given by OLSR protocol when used with ECC. 

Generally, AODV performs average as compared to other schemes. 
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In Figure 7-17, NRL increases gradually for both ECC and RSA encryption schemes 

when using AODV protocol. OLSR protocol has a highest value of normalized routing 

load (NRL) than LAR and AODV for all key lengths, thereby, giving the worst 

performance. LAR showed slight increase in the load value when encryption scheme 

is used but with no encryption, it remains really low. In terms of routing load at 

higher value, the best performance is given by LAR protocol. 

PDF for different encryption algorithms 

.1 120 

£ 100 
Urn 

0 > _ 
O 
* • * 

M 
a 
(0 a. 

30 

60 

40 

20 

0 

1—1 

ffl m [~lh TT-i 
!•*• ili [ 
%• p f L , i—r**l ** U 1 T I T 

BAODV 

•OLSR 

DLAR 

: # 
# 

•J? <PU 
S* ># 

# 

% • 

<f 
<r K<S" 

# 

JP 
& 

Algorithms Used 

Figure 7-18: PDF for Different Encryption Algorithms 

When computing the performance based on packet delivery fraction, the routing 

protocol that gives the highest PDF is the most efficient. In Figure 7-18, networks 

which use no encryption have the highest PDF but when comparison is made for a 

network using encryption, it is seen that ECC gives a better performance than RSA. It 

is also seen that there is a gradual decrease in PDF for increasing key lengths for both 

ECC and RSA encryption schemes. Among the three routing protocols, LAR gives the 

108 



worst performance even at a larger key length and OLSR gives the best performance 

for both ECC and RSA encryption schemes. 
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Figure 7-19: Routing Overhead for Different Encryption Algorithms 

Routing overhead and hop count is expected to be low when no encryption is used. In 

Figure 7-19, with AODV for all key lengths, ECC shows slight increase but RSA 

showed sharp increase confirming better performance of ECC. OLSR protocol has a 

highest value of routing overhead for every key length than LAR and AODV for all 

key lengths, thereby, giving the worst performance. Overall, LAR protocol has the 

best performance for all key sizes for both ECC and RSA encryption schemes. 
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Figure 7-20: Average Hop Counts for Different Encryption Algorithms 

In Figure 7-20, AODV shows an increase in hop count with increase in key length for 

both ECC and RSA encryption schemes. OLSR protocol has a highest value of hop 

count irrespective of the encryption key length used, thus giving the worst 

performance. Overall, LAR protocol has the best performance for all key sizes for 

both ECC and RSA encryption schemes. 

7.5. Experimental Comparison between SAODV-RSA and SAODV-ECC 

Theoretical comparison between the proposed scheme and other secure schemes is 

provided in Chapter 2. However, in order to achieve proper comparison, simulations 

needed to be performed under similar conditions. Therefore, some experiments were 

performed and their results are provided in Figure 7-21 and Figure 7-22. The 

experimental results for the other security schemes are taken from [LIN05]. In order 

to perform comparisons, similar experiments using same parameter settings were 
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done for several key sizes of ECC and RSA. Since the results in [LIN05] discuss 

parameters such as packet delivery fraction, delay and routing overhead, results for 

similar parameter are given under the closest possible scenario in Table 7-2. The 

results are machine dependent and they affect the performance of the algorithm. 

Table 7-2: SAODV-ECC - Performance Scenario 
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Figure 7-21: Packet Delivery Fraction for Different Routing Protocols 

A comparison of the two security schemes is provided in Figure 7-21 and Figure 7-22 

[LIN05]. Using the PDF as the comparative factor, it was observed that both schemes 

showed a similar pattern when tested under similar conditions. Since ECC was tested 

using a better performing machine, it was expected that its performance will be better 

than SAODV-RSA. Although from the figures it can be seen that their performance is 
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also comparable. The results in Figure 7-21 and Figure 7-22 show average results for 

10 simulations. 
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Figure 7-22: Routing Overhead for Different Routing Protocols 

In Figure 7-22, a comparison of routing overhead of the two security schemes is 

provided. The ECC results show that the routing overhead is slightly less than that in 

case of SAODV-RSA. Therefore it is concluded that Secure AODV with ECC 

performs as good as Secure AODV with RSA. 

7.6. Comparative summary 

RSA and ECC are both encryption schemes used mainly for encryption and 

decryption of data. The purpose of the above section is to study the efficiency of 

secure version of routing protocol such as AODV, which uses RSA, against the 

proposed scheme, which uses ECC, in the presence of the variable factors and 

compare both schemes in terms of performance. Results from realistic scenarios with 

variable parameters are analyzed and compared. Since SAODV-RSA is a very well-
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known standard, it was best to compare these two schemes. Results for SAODV-RSA 

have been taken from [LIN05] while the results for ECC are generated under similar 

scenario given in Table 7-2. The evaluation parameters are packet delivery fraction 

and routing overhead. From the results, it is seen that packet delivery fraction for 

both scheme is almost the same while routing overhead is slightly high for SAODV-

RSA. Therefore, it could be concluded that Secure AODV with ECC is as good as 

SAODV-RSA. 

7.7. Conclusion 

All the routing protocols are compared in terms of delay, routing load, routing 

overhead, packet delivery fraction and average hop count. Following conclusions can 

be derived from the results. 

1. In terms of delay, the best performance is given by OLSR protocol when used 

with ECC. Generally, AODV performs better than other schemes. 

2. In terms of NRL at higher value, the best performance is given by LAR 

protocol and the worst performance is given by OLSR. 

3. Among the three routing protocols for PDF, LAR gives the worst performance 

even at a larger key length and OLSR gives the best performance for both ECC 

and RSA encryption schemes. 

4. In terms of routing overhead and average hop count, LAR protocol has the 

best performance for all key sizes for both ECC and RSA encryption schemes 

and the worst performance is given by OLSR. 

Therefore, it can be said that LAR gives the best performance for NRL, average hop 

count and routing overhead. OLSR gives the best performance for delay and PDF 

while AODV always gave an average performance. ECC has a better performance in 

delay, routing load, packet delivery fraction, routing overhead and average hop count. 
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For equivalent number of bits, ECC performs better due to smaller key length. A 

network where no encryption is used has less delay, routing load and routing 

overhead with high packet delivery ratio and acceptable hop count. 

One could expect that SAODV with RSA will give better performance and will be 

widely applicable in suitable cryptographic systems but quite different results were 

observed. Secure AODV with ECC showed a comparable performance when 

compared with SAODV with RSA. Since increase in key sizes increases the 

computational overhead slowly for ECC, it will be an attractive option in future. 

However, researchers are still experimenting to establish the suitability of ECC to 

different applications and to validate the efficient performance of ECC. 
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Chapter 8 

Conclusions and Future Work 

In this chapter, the major conclusions drawn from this work is summarized. Possible 

future work arising from this research is also provided. 

8.1. Conclusions 

Security in the ad hoc network seemed to be the most interesting and complex yet the 

most researched area. The idea of this research was to achieve secure communication 

between any two nodes in the network while minimizing the hardware usage and 

wastage. Since the focus is more on the security aspect of the ad hoc network while 

trying to minimize the load on individual devices, Elliptic curve fits in perfectly with 

the requirement by providing smaller key. 

To evaluate the performance of ECC, a comparison with a widely used RSA security 

scheme was done .When RSA and ECC are compared, the overall performance of ECC 

was found to be better and it requires a fairly less key size to attain the similar 

security level as RSA. 

These results were convincing enough to proceed and an ECC scheme is proposed, 

tested and compared to existing security scheme. The three routing protocols AODV, 

OLSR and LAR are used with both ECC and RSA encryption schemes under variable 
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network size. The experimentation used five evaluation parameters: Delay, NRL, 

PDF, Average hop count and Routing overhead. 

A network where no encryption is used has less delay, routing load and routing 

overhead with high packet delivery ratio and acceptable hop count. 

ECC scheme in general had a better performance in delay, routing load, packet 

delivery fraction, routing overhead and average hop count than RSA. For equivalent 

number of bits, ECC performed better than RSA due to smaller key lengths. 

ECC with LAR gave the best performance for NRL, average hop count and routing 

overhead. ECC with OLSR gave the best performance for delay and PDF. ECC with 

AODV gave an average performance in all cases. 

Secure AODV with ECC showed a comparable performance when compared with 

SAODV with RSA. Since increase in key sizes increases the computational overhead 

slowly for ECC, it will be an attractive option in future. However, researchers are still 

experimenting to establish the suitability of ECC to different applications and to 

validate the efficient performance of ECC. 

8.2. Future Work 

For studying and monitoring performance of the elliptic curve security scheme, it was 

tested and compared to existing security scheme. Also for simplicity, the security 

level of the encryption scheme is set to the current acceptable security level. In 

future, experiments could be performed to test whether this scheme holds up against 

the attacks and then may be provide an estimate of the years required to break this 

security level. This estimate could also be comparatively studied against the existing 

standard encryption schemes which are widely employed in various applications. 
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Another factor that was cut off to simplify implementation is the validity of keys and 

re-issuing of keys. This may also be implemented and tested in future. Once all the 

above features have been added, the scheme could be ported to a handheld device and 

then tested in the real environment. It would be interesting to see the performance of 

the scheme under different conditions. Several factors such as the movement and 

speed of hardware devices, attackers, weather conditions, area of nodes, etc can affect 

the performance of the scheme. Also the increase in the scale of the network and 

interruption in the signals can affect scheme's performance. Routing techniques is 

another factor which enhances the delivery patterns of a network. Therefore, routing 

techniques must also be studied in detail to analyze which techniques uses the least 

resources and provided the best results. 

Due to the vast structure of ECC, several other schemes can also be suggested which 

provide one or more security goals. These schemes were not implemented due to 

limited time. However, development and experiments of these schemes could be done 

in near future. Encryption techniques are based on the data which is encrypted and 

where they are encrypted. Therefore, several combinations can be derived from the 

two. One such version is where only the headers are encrypted at the intermediate 

nodes while the data is encrypted at the source. Second version is where only partial 

header in encrypted by intermediate node while the rest in encrypted at the source. 

From experimentation and observations, it has been noticed that ECC could be the 

next big thing. It has the power to change the face of the cryptography. It will not 

only shrink the special need of the files but also improve the performance of the 

encryption engines. With all the implementation and testing, ECC is soon set to 

become a well established standard encryption /decryption scheme. 
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Glossary 

Bit length 

Cofactor 

Domain 

parameters 

Entity/User 

The length in bits of a bit string. 

The order of the elliptic curve group divided by the (prime) order of 

the generator point specified in the domain parameters. 

The parameters used with a cryptographic algorithm that are 

common to a domain of users. 

An individual (person), organization, device or process. Party" is a 

synonym. 

Ephemeral key A key that is intended for a very short period of use. The key is 

ordinarily used in exactly one transaction of a cryptographic 

scheme; an exception to this is when the ephemeral key is used in 

multiple transactions for a key transport broadcast. Contrast with 

static key. 

A function that maps a bit string of arbitrary length to a fixed 

length bit string. Approved hash functions satisfy the following 

properties: 

1. (One-way) It is computationally infeasible to find any input that 

maps to any pre-specified output and 

2. (Collision resistant) It is computationally infeasible to find any 

two distinct inputs that map to the same output. 

Approved hash functions are specified in FIPS 180-2. 

A bit string that is associated with a person, device or organization. 

It may be an identifying name or may be something more abstract 

(for example, a string consisting of an IP address and timestamp). If 

a party owns a static key pair that is used in a key agreement 

transaction, then the identifier assigned to that party is one that is 

Hash function 

Identification 
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bound to that static key pair. If the party does not contribute a 

static public key as part of a key agreement transaction, then the 

identifier of that party is a non-null identifier selected in 

accordance with the protocol utilizing the scheme. 

Key agreement A key establishment procedure where the resultant secret keying 

material is a function of information contributed by two 

participants, so that no party can predetermine the value of the 

secret keying material independently from the contributions of the 

other parties. Contrast with key transport. 

Key agreement The instance that results in shared secret keying material among 

mechanism different parties using a key agreement scheme. 

Key A procedure to provide assurance to one party (the key 

confirmation confirmation recipient) that another party (the key confirmation 

provider) actually possesses the correct secret keying material 

and/or shared secret. 

Key derivation The process by which keying material is derived from shared secret 

and other information. 

Key The procedure that results in shared secret keying material among 

establishment different parties. 

Message Defines a family of one-way cryptographic functions that is 

authentication parameterized by a symmetric key and produces a MacTag on 

code (MAC) arbitrary data. A MAC algorithm can be used to provide data origin 

algorithm authentication as well as data integrity. In this recommendation, a 

MAC algorithm is used for key confirmation and validation testing 

purposes. 

Receiver The party that receives secret keying material via a key transport 

transaction. Contrast with sender. 
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Security A number associated with the amount of work (that is, the number 

strength of operations) that is required to break a cryptographic algorithm or 

system. 

Sender The party that sends secret keying material to the receiver using a 

key transport transaction. 

Shared secret A secret value that has been computed using a key agreement 

scheme and is used as input to a key derivation function. 

Shared secret The secret keying material that is either 1) derived by applying the 

keying key derivation function to the shared secret and other shared 

material information during a key agreement process or 2) is transported 

during a key transport process. 

Static key A key that is intended for use for a relatively long period of time 

and is typically intended for use in many instances of a 

cryptographic key establishment scheme. Contrast with an 

ephemeral key. 

Symmetric key A cryptographic algorithm that uses one secret key that is shared 

algorithm between authorized parties. 

Trusted third A third party, such as a CA, that is trusted by its clients to perform 

party certain services. 

Note: The definitions provided above are defined as used in [NIS06, BAR07]. 
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