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Abstract

Reinforcement learning (RL) has been at the core of recent advances in fulfilling
the AI promise towards general intelligence. Unlike other machine learning (ML)
paradigms, such as supervised learning (SL) that learn to mimic how humans act,
RL tries to mimic how humans learn, and in many tasks, managed to discover new
strategies and achieved super-human performance. This is possible mainly because
RL algorithms are allowed to interact with the world to collect the data they need for
training by themselves. This is not possible in SL, where the ML model is limited to a
dataset collected by humans which can be biased towards sub-optimal solutions.

The downside of RL is its high cost when trained on real systems. This high cost
stems from the fact that the actions taken by an RL model during the initial phase of
training are merely random. To overcome this issue, it is common to train RL models
using simulators before deploying them in production. However, designing a realistic
simulator that faithfully resembles the real environment is not easy at all. Furthermore,
simulator-based approaches don’t utilize the sheer amount of field-data available at
their disposal.

This work investigates new ways to bridge the gap between SL and RL through an
offline pre-training phase. The idea is to utilize the field-data to pre-train RL models
in an offline setting (similar to SL), and then allow them to safely explore and improve
their performance beyond human-level. The proposed training pipeline includes: (i)
a process to convert static datasets into RL-environment, (ii) an MDP-aware data
augmentation process of offline-dataset, and (iii) a pre-training step that improves
RL exploration phase. We show how to apply this approach to design an action
recommendation engine (ARE) that automates network operation centers (NOC); a
task that is still tackled by teams of network professionals using hand-crafted rules.
Our RL algorithm learns to maximize the Quality of Experience (QoE) of NOC
users and minimize the operational costs (OPEX) compared to traditional algorithms.
Furthermore, our algorithm is scalable, and can be used to control large-scale networks

of arbitrary size.
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Chapter 1
Introduction

The internet now serves 9 billion clients world-wide and consists of a large number of
interconnected networks, users, sensors and devices sending petabytes of data through
the network every millisecond. The recent developments in the multimedia industry,
especially over-the-top (OTT) services have changed the Internet traffic to multimedia
traffic. Such a drastic increase of multimedia traffic poses real challenges for internet
service providers (ISPs). The task of ensuring the efficient operation of the ISP network
typically lies with the Network Operation Centre (NOC). Today, the NOC operators
use predefined expert rules, designed from past experience, to take remedial actions
when something goes wrong. However, as the network grows larger and becomes more
complex, these expert-rules become less efficient and more difficult-to-design. As a
result, it is common to attribute the degradation of users’” QoE to bottlenecks in the
ISPs’ networks.

This work proposes an automated algorithm that is capable of managing large
networks by (i) identifying the root-cause of network problems and (ii) applying

remedial action to resolve the detected problem in real-time.

1.1 Motivations

Traditional NOC operations were often based on heuristics (rule of thumb) rather than
true mathematical optimization. The outcome of such heuristics is often limited to
simple trigger actions, where as many operation (e.g., network fault resolution) are still
highly manual. Next generation NOC systems employ ML to optimize across multiple
tunable parameters and carry out autonomous self-healing. The adoption of ML helps
NOC operators move from being reactive to becoming predictive, resolving network

issues before they affect customers QoE.
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Network operators are already sitting on large datasets. However, the task of
extracting actionable insights from this sheer amount of data is one of the fundamental
challenges that makes MIL-based ARE hard to achieve. First, curating labeled datasets
for training ML models can be costly and labor-intensive task. Second, even if NOC
operators are willing to label their dataset, data-labeling can be sub-optimal because
the best actions are not typically known due to complex nature of ISP networks.
Finally, real networks can experience shifts in the data distribution over time due to
the non-stationary nature of the environment. This phenomena is known as dataset
shift, and it imposes another serious challenge to any ARE algorithm as it render any
old dataset useless.

ML algorithms have been widely successful in making predictions or decisions
without being explicitly programmed to do so. A major part of what makes ML so
valuable is its ability to detect what the human eye misses. ML models can catch
complex patterns that would have been overlooked during human analysis. However,
this ability alone doesn’t necessarily translate to better actions. The ability to take
good actions depends on the type of supervision used when training the ML model.
For example, the actions learned by a SL model can’t outperform the human expert
who generated these labels.

In this work, we chose to work with the RL-framework because it has the power to
explore new actions unknown to human operator, resulting in superhuman performance.
However, the traditional way of training RL models comes with its own limitations.
The RL framework is not designed to utilize the rich datasets collected from the field.
In contrary, an RL agent has to either interact with the real environment (which is
expensive to operate) to collect its own experiences, or with a simulated version that
might not be able to fully mimics the real-environment and is usually expensive to
develop.

The solution proposed in this work aims at bridging the gap between SL and RL

by providing an answer to the following two questions:
1. How to use RL to automate NOC operations with super-human performance?

2. How to utilize the field-datasets, which better capture the dynamics of real
networks compared to the simulated environments, to pre-train RL models safely
and efficiently similar to SL?

It is worth noting that, although RL models can be used to fully automate an
NOC, its other practical usage is as an Action Recommendation Engine (ARE) that

recommends an action to the human operator, still leaving the final decision in the

2
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hands of people and not machines (for more on Al ethics see [18]). In either case, a

successful algorithm should consider the following challenges:

« Networks’ states can be highly variable, unpredictable, and unobservable. Despite

that, ARE must be able to suggest/take correct remedial actions.

o ARE algorithm must take into account the long-term effects of its decisions by

proactively plan for future rather than relaying on instantaneous decisions.

» Maximizing Quality of Service (QoS) objectives (e.g. bandwidth utilization or
avoiding network congestion) does not necessarily result in achieving the optimum
goal of NOC. ARE must instead consider optimizing an objective function that

takes into account both user’s Quality of Experience (QoE) and OPEX constraints.

o Training an RL model faces many practical problems: it takes a long time to train
to achieve good performance, and during that training models make mistakes,
which can be costly to make in a real network. As a result, it is important to
include an offline stage that allows the model to learn quickly and safely before

being deployed in real networks.

o Given the high cost of wrong actions, ARE should provide some level of inter-
pretability that allows the human expert to assess ARE actions and take-over

when necessary.

e ARE should be scalable.

1.2 Approach

The work in this thesis was motivated by the challenges mentioned in §1.1, and is an
attempt to automate NOC’s remedial actions. To do so, we break down this challenging
task into four stages:

First, we formulate the problem of automating NOC actions as a Markov Decision
Process (MDP). The main elements of this formulation are defining (i) the network
state, represented as a combination of end-to-end (E2E) quality of service (QoS) metrics
and video streaming metrics of users’ QoE, (ii) the high-level remedial actions, and
(iii) a reward signal, which captures users’ quality of experience (QoE) as well as
operational cost (OPEX).

Second, we provide a practical RL training algorithm that overcomes two of the

main limitations of traditional online training: slow training and dangerous exploration.

3
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In particular, training RL models on real networks takes a long time to train before
being able to achieve good performance, and during that training it makes mistakes,
which can be costly to make in a real network. To tackle the first problem, we design
a fast simulator to mimic the dynamics of a real network. This environment is capable
of faithfully capturing the dynamics of the real network and can be used to train an
RL model in a matter of minutes rather than months. As for the second problem, we
designed a pre-training environment based on field-data to brings the RL model to a
level similar to a human expert before allowing it to explore new actions.

Third, we define an objective function that optimizes both the QoE and OPEX.
We implement a baseline algorithm, specify testing scenarios, chose evaluation metrics,
and validate the feasibility of automating an NOC with superhuman performance. The
main two advantages of our formulation are (i) being topology-agnostic given that the
RL algorithm acts on overlay networks, and (ii) requiring only E2E metrics which are
easier to translate to actions that maintain users’ service level agreement (SLA).

Finally, we extend our work to automate large-scale networks and discussed the
scalability of our algorithm. This is achieved by breaking the big network into smaller
networks, which are topology agnostic (e.g., tunnel groups), and training multiple RL

agents to handle these sub-networks in a decentralized fashion.

1.3 Contributions

In this work, we design and implement an RL-based closed-loop ARE that can au-
tonomously self-drive a network from raw data. We utilize many concepts from SL
to improve RL training and demonstrated that our proposed ARE, not only saves
both time and money for NOC tasks, but also achieves superhuman performance. Our

contributions can be summarized as follows:

o we formulated the problem of ARE in NOC as MDP process and solve this
problem using RL. We used Dynamic Adaptive video Streaming over HTTP
(DASH) as a challenging use-case and demonstrated that the model can learn
new implicit and non-trivial rules, on its own, achieving better users’ QoE while

respecting OPEX constraints.

» we designed a training pipeline that utilizes many concepts from SL to improve
RL training. This includes: (i) a process to covert static datasets into RL-
environment, (ii) an MDP-aware data augmentation process of offline-dataset,

and (iii) a pre-training step that improves RL exploration phase.

4
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« we scaled up the network environment, and train multiple identical agents to

operate this big network in a decentralized fashion.

1.4 Publications

The contributions listed in §1.3 have led to the following publication and patent:

o (Patent) S. Altamimi; S. Shirmohammadi; D. Cote, C. Barber "Action Recom-
mendation Engine: Automating NOC actions using multi-agent Reinforcement
Learning', US patent application (Under review), Feb. 3, 2023

o (Patent) S. Altamimi; B. Altamimi; S. Mohammed; S. Shirmohammadi; D. Cote,
"Action Recommendation Engine (ARE) for Network Operations Center (NOC)
solely from raw un-labeled data”, US patent application 10.2846, Feb. 3, 2021

 (Paper) S. Altamimi, B. Altamimi, D. C6té and S. Shirmohammadi, "Toward
a Superintelligent Action Recommender for Network Operation Centers Using
Reinforcement Learning," in IEEE Access, vol. 11, pp. 20216-20229, 2023, doi:
10.1109/ACCESS.2023.3248652.

As well as winning the following awards:

o (Award) “Action Recommendation Engine based on Machine Learning to support
closed-loop applications for telecommunications networks”, Best-idea award in
2020 Ciena’s Tech Forum.

The contents of the aforementioned paper will appear in Chapter 4 and 5 and has

been reused with permission.

1.5 Organization of Thesis

In Chapter 2 we present the theoretical background from areas related to the topic
of this project. This includes DASH standard and RL. Chapter 3 presents a survey
of the recent developments in the field of adaptive networks. The related works have
been reviewed in two main categories: (i) traditional methods that use expert-rules
to resolve network issues by a mean of traffic-engineering and failure recovery, (ii)
ML-based approaches with more focus on online and offline RL algorithms. Chapter 4
contains the system design and implementation which details all our contributions. A
summary of the obtained results, and some directions for future research in this area

appear in Chapter 5, and 6 respectively.



Chapter 2
Background

This chapter provides an overview of the systems and techniques underlying the
whole work. It first describes the main concepts behind network automation. Then, it
provides a brief introduction to adaptive video streaming and how to measure users’
QoE. Finally, it covers the main concepts of the two ML techniques used in this thesis,
namely DL and RL.

2.1 The Adaptive Network

The recent developments in the multimedia industry, especially OTT services have
changed the Internet traffic to multimedia traffic. Such a drastic increase of multimedia
traffic poses real challenges for Network Operation Centers (NOC) who manage large-
scale networks that are full of overbuilt legacy systems and protocols, leaving them
unable to rapidly scale or adapt. Moreover, The "one-size-fits-all" network paradigm
employed in the legacy networks is no longer suited to efficiently address a market
model composed of very different applications like machine-type communication, ultra
reliable low latency communication and others. This led to the development of new
protocols, architectures, and technologies around the concept of Adaptive Networks
(ANs).

The Adaptive Network is a relatively new approach that expands on autonomous
networking concepts to transform the static network into a dynamic, programmable
environment driven by analytics and intelligence. It represents the vision of an ideal
network that utilizes intelligent automation, guided by streaming telemetry, data-
drive analytics, and intent-based policies to rapidly scale, self-configure, self-heal, and

self-optimize by constantly assessing network pressures and demands [5].
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Fig. 2.1 Foundational elements of the Adaptive Network. Source: [5]

Figure 2.1 summarizes the three foundational elements of ANs. The first element
is programmable infrastructures. 1t allows ISPs to configure their network devices
via common and open APIs, and to access network performance data in real-time.
Developing an open, multi-vendor, and multi-domain framework is crucial because it is
no secret that no one vendor can deliver best-inbreed hardware, software, and services
for every application.

One of the key examples of this elements is 5G slicing. The current LTE architecture
has a rigid framework that is not very flexible or scalable to adapt to diverse use
cases. It often lacks customization when it comes to offering any tailored business
requirements or to meet specific business demands. With growing mobile data and
consumer demands, business needs for faster connectivity and higher throughput cannot
be fulfilled by today’s 4G LTE network. To overcome these limitation, 5G networks
"slice" the physical network architecture into multiple logical and independent networks,
that can be programmed and configured on demand, to effectively meet the various
services requirements. Traditionally, the concept of a network "slice" is implemented in a
form of overlay networks, and it has been proposed as a way to improve Internet routing,
such as through quality of service guarantees to achieve higher-quality streaming media.
5G networks expands this concepts by decoupling each network function (e.g., routing,

etc.) from the network hardware it runs on (i.e., through network virtualization). By
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doing so, 5G networks are able to accommodate application with very different and
possibly contrasting quality of service (QoS) requirements exploiting a single physical
network infrastructure.

The other two elements of The Adaptive Network vision are network analytics and
remediation. The goal is to utilize machine learning (ML) to effectively harnessed
the growing wealth of data collected by NOC. Then, use the extracted insights to
take more effective decisions to optimize the network performance and deliver a better
customer experience. One of the key examples that utilizes these elements is zero-touch
networks [2]. ML is used to map the collected metrics into actions, without a human

in the loop, through three steps:

o ML performs a real-time anomaly detection of glitches that can affect multiple
capabilities, domains and environments. By using adaptable algorithms that take
seasonality, trends, and other behavioral variability into account, anomalies are
detected faster and false alarms are reduced to a minimum. ML can also utilize
the historical trends to predict a possible network anomaly (and proactively try

to avoid it).

o ML perform root cause analysis to provide the full context of what is happening,
specially when one network issue indirectly affect other network components
and services. Correlation analysis across multiple architectural layers is a must
if NOC are to effectively determine the probable cause of a problems such as
outages, as well as service degradation and slow leaks. Identifying the root-cause

of a problem pave the way to find a solution to that problem.

o ML algorithms can learn to fix network issues from labeled examples in a way
that match human performance (e.g., using supervised learning). It can also be
trained to explore new strategies that can outperform human performance (e.g.,

using reinforcement learning).

Unlike the first two elements of the adaptive network vision (i.e., programmable
infrastructures and network analytics), implementing MIL-based algorithms to take
automated actions comes with extra requirements. On one hand, network operators
call for a high level of reliability and service availability to avoid financial losses
due to network outages and SLA violations. On the other hand, transparency and
accountability of ML-enabled systems are crucial to build trust in their decisions as
well as legal compliance. One way to workaround such a concern is to use ML to
recommend actions to human operators and leave the final decision in the hands of

people and not machines.
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2.2 Video Streaming

Video streaming has rapidly emerged as a dominant type of traffic that accounts
for more than 82% of all Internet traffic today. The need for video streaming goes
beyond the entertainment industries as countless businesses are transitioning toward
a work-from-home model due to the ongoing COVID-19 pandemic that causes the

closure of many workplaces and campuses.

2.2.1 DASH Video Streaming

Media streaming refers to the technology of transmitting audio and video files in a
continuous flow over a wired or wireless connection with little or no intermediate
storage in network elements. Before the Internet era, the main platforms for video
streaming have been cable, broadcast, and satellite televisions. These platforms enjoyed
a controlled experience; there was a single bitrate, and content was purpose-built for
one device so there’s only one delivery combination possible.

HTTP media streaming services, such as Netflix and YouTube, are referred to
as Over-The-Top (OTT) platforms because they bypass the traditional distribution
channels and directly deliver video content to consumers over the Internet. Traditionally,
OTT applications were delivered using a progressive download mechanism, where the
media content is encoded at one single bitrate and is streamed over the internet as
a single file. However, this approach doesn’t fit the best effort nature of the often-
overcrowded public Internet. Therefore, the Dynamic Adaptive Streaming over HT'TP
(DASH) standard emerged in 2011.

DASH provides a standardized solution for the efficient and easy streaming of
multimedia using existing HT'TP infrastructure. In a conventional DASH application,
several copies of every video at different bitrates are segmented and stored on a
streaming server. The DASH client requests an XML configuration file called Media
Presentation Description (MPD), containing all the metadata that the client needs in
order to stream the video. Among these data is the list of available encoding bitrates
supported for the media content being requested.

Modern video players employ complex algorithms to adapt the bitrate of the video
that is shown to the user. Bitrate adaptation requires a tradeoff between reducing the
probability that the video freezes (rebuffers) and enhancing the quality of the video.
High quality, in this context, is a function of video bitrate and network bandwidth. The
choice is trivial in two cases: (i) if the network bandwidth varies but is always more
than the bitrate of the highest ABR variant, then the client chooses the highest bitrate
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Fig. 2.2 Simplified DASH workflow: (left) a server storing multiple copies of the same
video at different video qualities, (right) a client adapting its bitrates based on network
conditions (middle).

variant. (ii) if the network bandwidth is invariant, then the client chooses the highest
bitrate variant that is less of equal to the network bandwidth. In practice, network
conditions can be highly variable and difficult to predict. Choosing a bitrate that is
too high leads to frequent rebuffering, while choosing a bitrate that is too low leads to
poor video quality. Figure 2.2 illustrates this mechanism.

Given the uncertainty in network bandwidth, clients maintain a video buffer of
a few seconds duration, to prevent stalling the playback. The buffer is realised as a
queue of fixed duration slots, with each slot being filled a video segment of optimally
chosen bitrate. Note that segments in different slots may differ by size-in-bits, for the
same slot duration (indicated by segment size in Fig. 2.2). Generally speaking, the

client can choose the bitrate of video segment to be downloaded next in two ways:

o Bandwidth-based: estimates the available video bandwidth and pick the highest
bitrate that is less than or equal to the estimate. This is quite intuitive but
requires a good prediction of network conditions, which is usually difficult given
the complexity of ISP networks. This is even more difficult for DASH clients
because their estimate of network bandwidth is solely based on local information

given the fact that DASH is a client-side framework.

o Buffer-based: measures the duration of video left in the buffer, and accordingly
download a higher bitrate segment (if the buffer is sufficiently occupied) or a
lower bitrate segment (if the buffer is running low). This class of algorithms do
away with the need to estimate bandwidth and use the buffer occupancy as an

indirect indicator of the bandwidth. This approach, though not quite intuitive,
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is backed by sound theory. The notable BOLA algorithm is an example of this
type of algorithms [32].

It is worth mentioning a technique, called fast switching, often used by DASH clients
to improve users QoE at the expense of a little bit of server-client traffic overhead. To
illustrate this process, assume that the buffer is currently filled with optimal bitrate
segments. And say the bandwidth suddenly improves, allowing higher bitrate segments
to enter the buffer. The viewer gets to see this higher bitrate only after all segments
which are already collected in the buffer get played out. This problem becomes more
pronounced with larger buffer sizes. Fast switching replaces segments which are already
in the buffer, when bandwidth improves. First, it decides between downloading a new
segment and a replacement segment (at a higher bitrate). Next, it downloads and
replaces a candidate segment that is not too close to the current playout time (i.e.,
safely away from buffer queue head).

Fast switching allows DASH clients to efficiently compete against other clients in a
greedy way. However, as we mentioned before, DASH is a client-side framework where
each individual client is not aware of other clients’ decisions. This often negatively
affect fairness and can cause issues and network problems such as congestion or

under-utilization of network links.

2.2.2 Quality of Experience

Quality of Experience (QoE) is the perceptual quality of a service from the end-users’
perspective. By definition, video QoE is distinct from network health metrics, transport
layer performance (e.g., TCP packet drops, round-trip time, jitter, etc.), bandwidth
averages, etc. Ideally, it is desired to assess QoE subjective test, where human viewers
evaluate the quality of test videos under a laboratory environment. However, subjective
tests are costly and time consuming. It is also very challenging for a human observer
to providing a QoE score for each individual frame or segment in the video under test.
Therefore, objective quality models have been developed to predict QoE, in terms
of Mean Opinion Score (MOS), based on available objective parameters (and not QoS
metrics). One of the well-accepted QoE models for adaptive streaming provides a
prediction or estimation of MOS through a linear combination of the following three
parameters:
QoE =au+ fo+vp+46 (2.1)

where y is the average quality of video segments, ¢ is the standard deviation of

video qualities, ¢ is a measure of rebuffering or freezes, and «, 3, v, and ¢ are tunable

11
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Fig. 2.3 MOS scale for subjective video quality assessment. Source [1]

parameters [7] that can reflect users’ preference. Figure 2.3 shows MOS scale for
subjective video quality assessment.

When multiple players share network resources, QoE metrics need to incorporate
new factors in addition to the video quality. One important factor is QoE-fairness

which can be measures using the well-known Jain’s Index defined as follows:

2

J(x) = NS a2

€ [+,1] (2.2)

where N is the number of video streaming sessions competing over the same network
resources. Note that the QoE-fairness doesn’t necessarily mean that all clients must
receive the same video quality or experience the same amount of buffering time. This
is because different users can be more/less sensitive to some of these issues compared
to other users. The ultimate goal is to achieve QoE-fairness based on users’ preferences

as mentioned in Equation. 2.1

2.3 Deep Reinforcement Learning

The Industrial Revolution marks a major turning point in human history. It was
the transition from hand production methods to new manufacturing processes using
automated special-purpose machines that can follow human instructions to achieve
specific tasks quickly, precisely, and cheaply compared to manual labour. Following

the Digital Revolution, the early digital computers were not that different. Computers

12
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are able to tackle and solve problems that are intellectually difficult for humans as
long as they can be described precisely by a list instructions and formal mathematical
rules. The true challenge proved to be in solving the tasks that are easy for people to
perform but hard for them to describe formally; like recognizing spoken words.

Machine learning (ML) provided and alternative approach to tackle these tasks.
Rather than providing the computer with a set of instructions on how to solve the
task, ML provides it with a set of training examples demonstrating what the task is.
In this setup, it is up to the machine to learn how to translate these examples into
a mathematical formulas that can be used to process new unseen examples. A core
topic in ML is that of sequential decision-making. This is the task of learning to decide,
from past experience, the sequence of actions to perform in an uncertain environment
in order to achieve some goals. Sequential decision-making tasks cover a wide range
of possible applications with the potential to impact many domains, such as network
automation, robotics, healthcare, smart grids, finance, self-driving cars, and many
more.

Deep reinforcement learning (DRL), is a sub-field of ML focuses on teaching the
computer how to take decisions under uncertainty. It consists of two sets of algorithms
that are inspired by biological systems. The first set of algorithms focuses on modeling
the architecture of the biological brain, which led to the development of Artificial Neural
Networks (ANN). The second set of algorithms focuses on modeling the behavior of
the brain during the learning process. This led to the development of many learning
paradigms, of which, Supervised Learning (SL) and Reinforcement Learning (RL) are
considered in this thesis.

In this section, we present the basic concepts of both SL and RL paradigms in
parallel to better understand when, where, and how they can be used. In particular,
we define the task each approach is trying to solve. Then, present the different sources
of information available for the model to learn from. Next, we describe how to design
a model that can represent certain policy (strategy) to perform the task. Finally, we
compare how SL and RL training algorithms help the model minimizing a cost function

that measures the performance of these policies.

2.3.1 The Task

Many practical problems require the computer to perform a mapping g : X — Y from
the input space X to the output space Y. Unfortunately, in many cases it is difficult
to manually specify the function g by conventional means. The SL paradigm offers an

alternative approach that takes advantage of the fact that it is often relatively easy to
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obtain examples (z,y) € X x Y of the desired mapping. The term supervised learning
originates from the view of the correct output (labels) being provided by an instructor
or teacher who shows the model what to do. The model is required to analyze this
training dataset and to tries to learn a mapping function f that best approximates the
unknown function g. If the model is good enough, the function f should be able to
determine the labels for unseen instances. This requires the model to generalize from
the training data to unseen situations in a "reasonable" way. This is important because
the dataset might be biased and might include noisy examples that the model should
ignore. In RL, however, the true labels are not available. The only available feedback
is a "reward" signal that tells the model how good or bad its decisions are. In this case,
a typical RL problem can be seen as optimizing the unknown function g that generate
these rewards.

Many kinds of tasks can be solved with SL. Some of the most common tasks include
classification, regression, prediction, and anomaly detection. In Classification, the
model is asked to specify which of k-categories some input belongs to. To solve this
task, the learning algorithm is usually asked to produce a function f: R"™ — {1,...,k}.
When y = f(x), the model assigns an input described by vector x to a category
identified by numeric code y. The model can also produce a probability distribution
over classes. In Regression, the model is asked to predict a numerical value given
some input. Prediction tasks involve data that changes over time. In this task, the
model is given a set of historical values and is asked to predict value(s) in the future.
In Anomaly detection, the model sifts through historical values and flags some set of
events as being unusual. Anomaly detection can be performed on time-series data, by
comparing current value with previous values and decide if the new value follow the
same pattern or not.

It is worth noting that, in practice, a SL model can be asked to solve tasks that
involve multiple sub-tasks at the same time. For example, in network automation, the
model can be asked to perform real-time anomaly detection and when a problem is
detected, the model should select the proper action(s) to take from a list of possible
actions (i.e., perform classification). It is also desired to be able to predict problems
before they happen to avoid any service loss. In this case, regression can be used to
produce a single number that represents the current "health score" of the network based
on a set of performance metrics.

RL tackles problems where the solution is not known but rather a form of feedback
is still available. For example, consider a task where the model has to learn a sequence

of actions in the correct order to achieve a specific goal. In such a case, a single action
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Fig. 2.4 The concept behind Reinforcement Learning

might not be useful or important; what is important is the policy. Unlike SL, which
has to provide the model with a "good action" to take at each step, RL considers an
action as good only if it is part of a "good policy"'. Thus, it generates a feedback signal
that reflects how well a specific policy do in terms of achieving the ultimate goal. For
example, to teach a robot how to walk we might not have access to the right amount
of force a robot should apply on each joint at each point in time, but we can rate its
overall walking skills and provide it with a reward (or a punishment) to encourage it
to walk properly.

Planning is another example of tasks suitable for RL. In this type of problems, the
goal is to maximize certain type of long-term future reward. Unlike SL, where there is no
explicit concept of "agent" or "environment" (and their interaction), the basic mechanism
behind RL is to plan to take good actions under uncertainty merely through trial and
error. This interaction is formally described using mathematical framework called
Markov Decision Process (MDP) which is defined as {state, action, reward, transition}
tuple. Figure 2.4 illustrates this basic idea. As we can see, an agent observes the state
of the environment as an input and makes a choice about its action. However, rather
than receiving the true action as a label to compare with, the RL agent receives some
reward and a probabilistic transition to a new state. The transition function helps the
RL model predicts how the environment would react in response to its action(s) which
in turn is a very instrumental in learning how to plan to take better actions.

It can be observed that many problems can be cast as either SL or RL problems.

Take network automation as an example:

« RL formulation (sequential decision-making problem): one can define a NN as

agent model, setup a lab as an environment, design a reward function, and let
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an RL agent interact with the environment to collect observations, take actions,

and learn to plan for the future.

 SL formulation (time-series classification problem): one can also define a NN as
agent model with memory (e.g., RNN), setup a lab and collect a set of observation,
perform manual labeling (i.e. correct class/action for each observation), and let

an DL model learn to predict the correct action from past observations.

It is worth noting that one can expect the SL model to learn more efficiently,
compared to RL, because it has access to direct supervision. However, the RL model
has an advantage of being able to explore; which can lead to better performance

compared to human expert-rules.

2.3.2 The Data

As we mentioned earlier, the examples in SL are presented as a static dataset, where
each example is represented as a tuple of {inputs, labels}. The model samples a "batch'
of examples from this dataset over and over until it learns the underlying mapping
between the inputs and the labels. RL on the other hand packages the examples inside
an “environment”. In this setup, the agent is responsible for constructing its own
"dataset" (known as episodes) by interacting with the environment. Each episode is
represented by a set of {state, action, reward, next state} tuple.

RL is different from SL in the type of guidance the model will receive. In SL,
the model is presented with the true label that represents the solution to the task in
hand. This is usually possible because many tasks can be solved easily by humans and
thus the solution is known (e.g., face recognition). The challenge might still be in the
feasibility of labeling enough amount of data since DNN tends to require huge datasets
to perform well. RL tackles problems where the solution is not known but a form of
feedback is still available. This form of indirect guidance makes training RL agents
much harder than SL. RL can also be applicable when the feedback might be delayed.
For example, in a game of chess, the agent might not receive a reward after each move
but rather a single delayed reward at the end telling it whether it won or lost.

The quality of the input features heavily affects the performance of both SL and
RL models. For example, when SL is used to decide whether to dismiss a patient from
the hospital or not, the model does not examine the patient directly. Instead, the
doctor tells the system several pieces of relevant information (called features). A model
learns how each of these features correlates with various outcomes. However, it cannot

influence the way that the features are defined in any way. Similarly, in RL, the agent

16



2.3 Deep Reinforcement Learning 17

might not be able to fully observe the environment. If the observations were unreliable
or incomplete, it will negatively affect the quality of its decisions.

Another issue that affects the performance of SL and RL models alike is the quality
of the provided feedback. For example, wrong labels in SL or poorly-designed reward in
RL can deceive the model and push it toward the wrong direction. Similarly, imbalanced
data can result in a model that is biased towards a subset of actions/classes and is
unable to generalize well. While the SLL model can’t do anything about imbalanced
datasets, the RL agent is responsible for collecting its own dataset and has the power to
avoid this problem during the training process. Since the state-action pair decides the
next state, it is possible that the agent will keep landing in the same set of states because
it keeps repeating the same set of actions. It would be desirable to visit diverse set of
environment states and explore different actions before start to exploit the best learned
actions. This phenomenon is described in literature as the exploration-exploitation

dilemma.

2.3.3 The Learning Algorithm

As mentioned earlier, ML is a learning paradigm that utilizes the concept of learning
from a set of examples. "Training" a model simply means determining good values for
all its parameters from labeled examples. The labels can be explicit (ground truth) as
in SL or implicit (reward signal) as in RL. In this section, we’ll focus on training a

subclass of ML models, namely NN. Training NNs involves working with three elements:

« model parameters (): are values that control the behavior of the model. They
can be tuned, such that when used to transform the input features, they yield

the correct output. In NN, those parameters includes the wights and biases of
the NN model.

« objective function (J(6)): is a measure of model’s performance at specific task.
It can be desired to minimize this function (as for the loss in SL) or maximize it
(as for the reward function in RL). The output of this function is almost always

a single real-valued number.

+ learning signal (V,.J(.)): its an indication of how to change the model parame-
ters in order to improve the objective function. The most commonly used signal

is the gradient of the objective function with respect to the model parameters.

DL learning models are mostly trained using a famous algorithm called Back-

Propagation Algorithm (BPA). This algorithm uses the chain-rule to efficiently compute
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the gradient of the objective function with respect to NN parameters. The BPA is
only applicable if the objective function is differentiable. This is typically the case for
SL assuming the activation function is differentiable. However, this is not the case
for RL. When the reward function is not differentiable, a policy gradient algorithm
(PGA) is used to approximate the gradients VyJ(my). This process can be noisy and
less efficient compared to SL case. However, the ability to optimize non-differentiable
objective function is a big plus for RL.

Note that it is common to write the loss function in DL in terms of NN parameters
as J(0), while in RL as J(mp), where my is simply the NN responsible for taking
the actions. Note also that once the gradient is calculated (using BPA or PGA),
another algorithm, such as stochastic gradient descent, is used to perform the actual

optimization (i.e., tuning the model parameters given the calculated gradient).

91&—‘,—1 = Qt - T]VQ(](’ﬂ'9> (23)

where 7 is the learning rate, my = 0 for SL, and J = —R for RL (the negative sign
to emphasise that RL agent mazimizes the reward)

In order to evaluate the quality of a learning algorithm, it is common to plot the
learning curves as an indicator of system performance. Learning curves show the model
performance over time ! measured by an objective function. In SL, the most commonly
used function is the loss function J(6). Other evaluation metrics such as accuracy,
precision, and recall can also be used. In RL, the loss function is not useful for two

main reasons (thus the reward signal is used instead):

1. Typically, the loss function is defined on a fixed data distribution which is
independent of the parameters we aim to optimize. This is not the case with
RL since the data must be collected (sampled) by the agent itself using its most
recent policy.

2. For the loss function to be useful, it should evaluate the performance metric that
we care about. In RL, we care about the long term expected reward, but the loss
function does not approximate this objective at all. In fact, it is common to use
more than one model during the training (e.g., off-policy algorithms [33]) where
one NN is used to take actions while another model is used for learning. As a
result, the loss function can be useful indicator of the model performance only

when evaluated at the current parameters, with data generated by the current

In practice, time is measured in "steps' not seconds. A step can be batch index or epoch number
in SL. Similarly, it can be an experience index or episode number in RL.
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Fig. 2.5 Taxonomy of RL algorithms. [source: spinningup.openai.com]

parameters, to generate the negative gradient of the performance. However, after

that first step of gradient descent, there is no more connection to the performance.

RL algorithms can be generally divided based on the training algorithms into
Model-based and Model-free algorithms (see Figure 2.5). The agent in the former
approach tries to model the environment purely from experience. The biggest challenge
in this approach goes beyond being expensive and complicated; it is that any bias in
the model can be exploited by the agent, resulting in an agent which performs well
with respect to the learned model but fail in the real environment. For that, Model-free
algorithms are more popular.

Model-free algorithms can be further divided into @-based algorithms and Policy-
based algorithms. Double-DQN and A2C as two famous algorithms that represent
those two families respectively. They will be explained in §4.2.3.

2.4 Network Science

Network science is an academic field which studies complex networks such as telecom-
munication networks, computer networks, and social networks. The field draws on
theories and methods including graph theory from mathematics, statistical mechanics

from physics, data mining and information visualization from computer science, and
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others. The section review the main concepts of network science that are related to
telecommunication and computer networks.

A graph is a mathematical structure consisting of a set of vertices (or nodes) and a
set of edges that connect the vertices. The vertices in the graph represent the devices
in the network, such as servers, routers, and clients. The network devices interact by
generating, forwarding, or consuming traffic. These interaction can happen at different
rates creating various traffic patterns in the network.

The edges in the graph represent the connections (links) between these devices,

and is associated with a set of properties such as:

e capacity: is the maximum amount of data that can be transmitted on the link

per unit time.

 utilization: is the actual amount of data that is being transmitted on the link
at a given time. If the amount of traffic transmitted through the link exceeded
its capacity, the link suffers a congestion problem causing packets to be lost
(discarded by the received end).

» cost (distance or weight): is a measure of the cost associated with using a
particular link in the network. Different metric can be used to represent the
link cost such as monetary cost, latency, or energy consumption. A graph that

include edges with associated costs are called weighted graphs.

o direction: links can be bidirectional allowing traffic to pass in both directions
with equal cost, or unidirectional where traffic can pass in one direction only.
If all links are of the former type, the graph is referred to as undirected graph,
otherwise the graph is directed.

Often, networks have certain attributes that can be calculated to analyze the
properties and characteristics of the network. Some of these attributes are computed
as an average of the attributes of the individual vertices and edges. Others are path
related, which depicts the concept of tunnels in telecommunication and computer
networks. For a simple undirected graph with N vertices and M edges, it is possible

to calculate the following properties:
e Network size: is the number of nodes in a network.

o Network density: is a measure of how many connections exist in a network

compared to the total number of possible connections. It is given by: 2M /(N *
(N —1)).
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« Network average degree: is the average number of connections per node. It can
be calculated by 2M/N. One of the most exciting discoveries of network science
is the fact that, in many real networks, the node degree follows a power law
distribution. This implies that, while most of the nodes in the network have only
a small number of connections, there is a handful of them, called hubs, that are

connected to a very large portion of the network.

o Network diameter: is the longest shortest path between any two nodes in the
network. This represents the worst case scenario that a packet can experience

when travelled through the network.

o Characteristic path length: is representative of the linear size of a network and is
calculated as the average shortest path length between all pairs of nodes in the
network. Note that The set of all shortest paths define a distribution of path
lengths.

» Network clustering coefficient: is the likelihood of a link existing between two
arbitrary neighbors of the same node. It can be calculated as the average of
clustering coefficient of all nodes. Where the clustering coefficient of a node is
the ratio of existing links connecting a node’s neighbors to each other to the

maximum possible number of such links.

It is worth noting the in real networks, one or more network properties can change
over time (a.k.a., represent random variables). For example, network topology can
evolve over time as new nodes and links are added. Furthermore, the cost (delay) of
using a certain path (tunnel) in a network during peak period can be much higher
than other times of the day. This type of graphs is called stochastic graph (or random
network).
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Chapter 3

Related Work

In this chapter, we review the related algorithms for NOC. We group the most
recent related work in this area into three groups based on how actions are defined:
(i) traditional methods that uses hand-crafted expert-rules, (ii) ML-based methods,
and (iii) Other trends to NOC but are not the same. We highlight the differences and

similarities between our proposed algorithm and related works.

3.1 Traditional Methods

Traditionally, NOCs perform their tasks either manually or, for the simplest tasks,
with pre-determined expert rules. These approaches are often based on network
redundancy where multiple nodes, links, or tunnels are defined to insure a backup
path is available when the primary path fails. For example, [29] proposes a fast failure
recovery approach based on active probing mechanism. The idea is manually select a
subset of nodes as monitoring components which expect to receive at least a certain
number of probe packets in a predefined interval; if not, it assumes the link is failed
and the restoration phase begins. The main problem of this approach is that it requires
meticulous design because any flaw in this component dramatically increases false
positive or false negative in failure detection phase.

Another example uses handcrafted rules to achieve fast recovery for OpenFlow
networks by actively using backup and primary paths before and after failures to
achieve high utilization [19]. In this case, recovery paths are adaptively updated based
on the current state of network’s load. By providing the backup forwarding rules in
advance, fast recovery can be achieved upon a failure. Similarly, the work in [39] adopts
segment routing in order to reduce the number of forwarding rules and deal with link

failure problem in Software-defined Networks (SDNs). This was done by regarding the
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affected flows, through the same link, as an aggregated flow and establish a backup
path for the aggregated flow.

While the above methods can help automate NOC, their success is limited because
of the intrinsic difficulty in defining expert rules that robustly work in complex and
dynamic networks. The authors in [14] found that when a failure occurs, approaches
based on network redundancy are only 40% effective in reducing the median impact of
the failure.

In this work, we show that it is still possible to utilize the expert rules in a
meaningful way. Instead of using the expert-rules to automate NOC, it is possible to
pre-train an RL-agent using sub-optimal actions collected by applying the expert-rules
in a simulated environment or from historical data. Then allow the RL-agent to explore

new policies and improve.

3.2 ML-based Algorithms

Utilizing ML for root cause analysis (RCA) became popular in recent years [31]. The
authors in [10] proposed a ML-based RCA algorithms that detects and localizes network
problems when a degradation in users’ QoE occurs. It does so by placing measurement
probes at multiple vantage points along the path, training a supervised ML model on
a combination of synthetic and real-world measurements, and using the trained model
to diagnose network issues in the wild with around 80% diagnosis accuracy.

One of the main challenges in applying ML for RCA is that ML algorithms are
mostly not explainable. The authors in [15] propose a method to include the network
operators in the loop. The main idea is to apply ML algorithms on historic events
that happened in the network in order to automatically identify dependencies between
system events. The output is enhanced with summarization, operations on graphs, and
visualization that help network operators identify the root causes of errors.

But, as interesting as these methods are, they only detect the network fault and
do not take autonomous actions to fix it. In contrary, the authors in [8] uses raw
measurement data and logs to reveal “symptoms”; i.e., degradation conditions, and then
applies ML to learn a mapping between these symptoms and remedial actions. It uses
3 months of data collected every 15 minutes from 1800 node, with each sample having
1100 feature, so it has the advantage of being wide scale. On the negative side, the
only action it recommends is whether to reboot an interface or not, it only achieves an
accuracy of about 40% compared to expert rules, training requires extensive computing

resources and time, and any reconfiguration in the network requires retraining.

23



3.3 Other Approaches 24

3.3 Other Approaches

In this thesis, we focus on automating NOC using RL. However, it is also worth
mentioning other related trends that help achieve the adaptive network vision discussed
in §2.1.

Network Routing

Network routing has become increasingly popular in recent years [9] [25] [42]. Routing
is the decision making that directs data packets from their source nodes toward their
destination nodes through some intermediate nodes. It is different that NOC in the
sense that the goal of NOC is to maintain optimal network performance and availability,
and to ensure continuous uptime. The actions taken by NOC can include routing
traffic (via backup tunnels, change administrative distance, define a static-route, etc.),
but it go beyond that. Also, and when routing is applied, NOC are not concerned
with deciding the next hop of each individual packet nor optimizing next-hop delay for
individual packets.

An example of applying RL in network routing was proposed in [41]. The authors
formulated the network routing problem as a POMDP and regarded each router as an
independent agent. In this setup, the state is the destination of the first packet in its
the queue and the action is one of its outgoing links. Each agent maintains a Q-table,
Q(s,a), to estimate the expected time-to-arrival that it takes to send a packet from
the current router to the destination s by way of an outgoing link a. RL is applied to
optimize the policy of each agent in a distributive way using a global reward. Provided
a global feedback signal, the agents act independently but are able to learn cooperative
behavior through limited information exchange.

Network routing is different from our work in a sense it requires modifications on the
routers to implement these new algorithms. In contrast, our focus is on optimizing the
end-to-end experience in the overlay network to maintain high QoE for the end-to-end

connections.

Network Slicing & Zero-touch Networks

Network slicing permits the creation of a chain of network functions that logically
conform to a dedicated virtual network that fulfills certain requirements. This allows
the ISPs to segment the huge amount of data traffic coming through their networks
and deal with each segment individually and independently. As a results, ISPs enjoy

flexibility in terms adjusting the cost for each slice and can apply individual control
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and policy management systems as needed. For example, a QQoS-aware network slicing
framework for media-centric use cases, where demanding QoS requirements, especially
low latency, are expected was introduced in [38].

The inclusion of ML in network slicing enables ISPs to analyze any unknowns
and take necessary corrective actions. For example, the authors in [34] applied DL to
efficiently and cost effectively apply network load balancing and network slice failure
recovery. The DL model triggers automation in the network to modify available
resources and make changes on the go and is responsible not only to provide and
process raw data, but also make an intelligent decision for network resource adaptation
without any human intervention.

While network slicing permits the creation of a chain of network functions that
logically conform to a dedicated virtual network that fulfills certain requirements,
Zero-touch network provides methods to achieve these goals in an unsupervised manner.
The main idea lies in using ML to automatically orchestrate and manage network
resources while assuring the QoE demanded by users [12]. The authors in [13] examined
how ML can be used to address the challenges that SDN and NFV present, specifically
highlighting the issues caused by having limited access to available network resources.
Similarly, the authors in [22] reviewed the RL-based resource management schemes
for 5G heterogeneous networks in various domains, and discussed possible solutions to
overcome the complex problem caused by the interference between small and macro
cells.

Unlike these contributions, our work targets ISPs running traditional networks
infrastructures that does not support SDNs and Network Function Virtualization

(NFV) capabilities that can be found in more recent systems such as in 5G networks.
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Chapter 4
System Design

Network operation centers control their networks using expert rules, which are a
set of predefined instructions that specify how to handle different network situations.
These rules are based on the knowledge and experience of network engineers and are
manually configured on the networking devices. However, the increasing complexity
of networks and the ever-changing nature of network traffic make it challenging for

expert rules to keep up. This motivates the idea of automating expert rules using ML.

This chapter explains the design of our ML-based ARE. In §4.1, we describe the
testbed setup that is used to run our various algorithms. In Section 4.2, we formulate
the ARE problem in a RL framework. Our goal is to use the ARE to discover new
policies that can lead to superhuman performance. To achieve this, we leverage offline
training to safely explore new policies while avoiding actions that could be costly in
real-world environments. We also draw parallels between RL and SL, and discuss the

advantages and disadvantages of each approach.

4.1 Network Topology

The quality of training data is crucial for the performance of ML algorithms, as they
learn from demonstration. In many cases, it is not feasible to train ML algorithms
directly in real-world environments. For instance, DL models are often trained on
synthetic datasets and RL agents are typically trained in simulated or laboratory
settings. Nevertheless, these models are expected to perform well when deployed in
actual environments. Thus, it is essential to ensure that the training data accurately

represents real-world scenarios to enable the ML models to generalize well.
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This section designs two network topologies: a small-scale network and a scaled-up
version. The small-scale network is designed to aid in the analysis of different algorithms
against a set of predefined expert rules. The small size of the network makes it feasible
to define a nearly-optimal expert rules to compare against. The large-scale network,
on the other hand, is used to test the performance of different algorithms in a more
realistic setup. As the large network is more complex in nature, we expect the expert
rules that we defined to be suboptimal. In this regard, the large network helps evaluate
the ability of the different algorithms to learn from the suboptimal labels/actions and
the extent of improvement that RL can provide over these hand-crafted rules.

Note that the two networks proposed here can be simulated, emulated, or imple-

mented in the lab. We’ll discuss the implementation details in §4.2.2.

4.1.1 The Small Network

In this section, we design a small network topology to help design the network au-
tomation algorithm. To aid our design, we used a small network that is neither too
simple such that it doesn’t sufficiently reflect the real world nor too complicated such
that it’s difficult to determine a good set of expert rules to automate the network, and
potentially use the expert rules as a baseline to evaluate the performance of the ML
models.

Following the definition in [11], a network G is called a basic network if it has the
following properties: (i) it has at most one source and one sink. (ii) each edge e; of G
has associated positive capacity C(e;). The traffic flow in such network from the source
to the sink satisfies the following two conditions: Feasibility and flow conservation law.
The former condition asserts that the transmission rate along any edge e; can’t exceed
its capacity. The later condition asserts that the total low out of the source is equal
to the total flow into the sink. A set of candidate topologies are shown in Fig. 4.1.

We chose network A to study the behaviour of our ML algorithms. In this network,
a video client (denoted by ©) is connected to a video server (denoted by ®) through a
network consists of five routers (denoted by ®). The network contains three tunnels:
the red path (®-@-@-8-©), green path (®-D-0-@-8-©), and yellow path (®-D-@-@-
®-©). The traffic can be assigned to a specific tunnel via an access control list (ACL)
defined on both ends of the tunnels (routers ® and ®).

We used video traffic because of two reasons. Firstly, video is, by far, the dominant
IP traffic and is expected to constitute 82% of all IP traffic by 2022 [6]. Secondly,
video traffic is inelastic and bulky with a sigmoidal QoE function, which makes it

very challenging to optimize users’ QoE [17]. As such, it represents the worst-case
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D

Fig. 4.1 (A,B,C) Basic network setup with clients denoted by ©, routers denoted by ®,
and server denoted by ®, (B, C) Examples of network variations (D) Corresponding
overlay network.

scenario. Two environments were implemented in §4.2.2 using this proposed small
network. The first using GNS3 emulator and the second using a probabilistic-based
synthetic data generation simulator. One difference from the proposed topology here
is that we allowed more than one client to stream video through the network (i.e.,
multiple flows). However, to keep the design as close to the basic network as possible,
we force all clients to be connected to the same router (namely router @). This has
the advantage of allowing the ML agent to aggregate all flows into a single flow as long
as the total bitrate from all flows doesn’t violate the feasibility principle.

The video server divides the streaming media into short segments, such as two
seconds, and store them at multiple bitrates. This approach has several advantages.
Firstly, using multiple bitrates allows clients to adaptively request video segments
with the best quality possible without causing buffering events. A buffering event
occurs when attempting to stream video segments that are larger than the available
bandwidth. This can happen when multiple streaming sessions are competing for
the limited bandwidth of shared links along the path to the server. As a result, the
playback buffer of video clients is depleted at a faster rate than it is being filled, causing
the video players to freeze.

Secondly, using short segments allows clients to quickly adapt to changes in network
conditions. This can be done by observing the playback buffer level and the average

time needed to download the last few segments. These metrics provide an indication
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of possible congestion in the network. In such cases, the client can quickly switch
to a lower bitrate when downloading the next segment, thus improving the overall
streaming experience. Note that if the network conditions improved while the playback
buffer of a client is full with low quality video segments, the client can discard some of
these segments and download them again at higher bitrate. This process is refereed to
as fast-switching in DASH video streaming.

Regarding the traffic patterns, we allowed the clients to connect/disconnect from
the network at random times. It is common to model the inter-arrival time (IAT) of
video clients using Poisson process. In a Poisson process, the inter-arrival time between
events follows an exponential distribution IAT ~ Exp(\) where the clients are assumed
to connect to the server independently from each other at certain rate A\. Estimating
the duration of the streaming session is an interesting research problem that has been
actively studied in recent years [36]. However, we chose a uniform distribution for
simplicity.

We used OSPF [28] as the underlying routing protocol and IP/MPLS to define
tunnels (paths) connecting clients to the service provider. The use of overlay network in
network automation has many advantages. Firstly, While traditional routing protocols
such as OSPF send packets on the shortest path from source to destination, there
are many recognized benefits of using multiple non-shortest paths [16], These benefits
include failure protection, such as routing around link or node failures, and traffic
engineering, such as distributing the traffic load to avoid congestion.

Secondly, it is possible to easily achieve the maximum flow in basic network when
using MPLS tunnels even when multiple flows are presented as long as they can be
aggregated into one flow. In the case of traditional hop-by-hop routing, the maximum
flow cannot always be achieved because the shortest path algorithm computes a single
path between a source and a destination. On contrary, the explicit routed MPLS
label-switched path allows for traffic disaggregation and therefore the upper bound
traffic can be achieved [11].

Finally, when optimizing network performance, it is desired to maximize the end-
to-end users’ QoE as opposed to being limited to QoS. This can be easily achieved by
the overlay network because the traffic is guaranteed to follow a predefined path. Thus,
it is possible to guarantee a certain level of performance defined by the service level
agreement (SLA).

During a streaming session, we consider two types of problems that can negatively
affect the clients’ QoE: 1) failure in a router or a link and 2) network congestion.

Despite being common, the first problem is not related to the traffic-engineering done
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by the network operator. It is due to hardware issues related to the health of physical
devices. On the other hand, congestion can happen due to sub-optimal traffic planning

were clients demands exceed link capacity. Formally speaking, congestion can be
defined as:

(4.1)

Cg:mm{m ,1}

Ch
where r,, r, are background traffic and video traffic respectively. Cj} is channel
capacity.

When network issues are introduced, we consider three types of problems. The
study if these types helps up design a more relastic training and testing conditions,
as well as realistic expert rules. These types are persistent, transient, and recurrent
problems. We define a persistent problem to last for long time period. As a result, we
expect the agent to proactively try to fix these issues. Transient problems are resolved
automatically within a short time period. Therefore, it might be desired to ignore
them in some cases to save unnecessary cost of attempting to fix them. Recurrent
problems occurs every certain timesteps. We expect the a trained ML agent to be
able to predict them before happening in the future and take some remedial actions to
minimize the negative effect of these issues.

Regarding the collected metrics, the ideal scenario would be to have performance
indicators from each network device along the data path. However in practice this is
not feasible as it involves the cooperation of too many parties (the user, the ISP, and
the content provider) and hardware vendors, let alone the amount of overhead it can
cause. Therefore, in our approach we focus on capturing the end-to-end metrics. This
includes: the application layer, and transport layer. More on how these metrics are
used to train our ML models is discussed in §4.2.1.

On the application layer at the video client side, we record statistics concerning the
QoE of video play-back. These metrics include the video start-up delay, video stalls,
frame skips, the status of the buffer, and video bitrates. These metrics are used to
construct an estimated Mean Opinion Score that represents the QoE ground-truth.
Notice that while these metrics can indicate the existence of poor QoE, we are not
including all of them as inputs to the ML models. They are mostly used to generate
an accurate QoE metric to evaluate the performance of the ML models.

On the transport layer, a set of end-to-end network metrics are collected per flow
including: RTT, jitter, packetloss, path-length (in hops), number of clients (flows) in

the tunnel, number of packets, and flow duration.
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4.1.2 The large Network

The proposed network topology in section 4.1.1 represents a realistic building block
for larger networks. In this section, we explore methods for scaling up the network to
include multiple servers, routers, and a large number of clients. This proposed setup is
implemented using a discrete event simulator, as described in section 4.2.2, and serves
as a testbed to evaluate the robustness and scalability of our ML models.

In essence, this graph generation problem translates the search problem of finding
a graph or set of graphs conforming to a set of potentially interdependent properties
within the search space of all potential graphs. Essentially, our graph generator
algorithm must be able to generate graphs that closely resemble the characteristics of
real-world ISP networks rather than simply generating random graphs.

There are different approaches to synthetically generate graphs with certain proper-
ties. One approach is to use evolutionary algorithms [37] to gradually add more nodes
and edges to the network, simulating a natural growth in the number of devices and
connections. This approach allows for a gradual increase in complexity and allows to
study how the ML algorithm adapts to the changes.

An evolutionary computation graph algorithm typically follows the following steps

to generate a large graph from a small one:

1. Initialization: The algorithm starts by creating an initial population of small
graphs, usually generated randomly or by using an existing graph as a starting

point.

2. Selection The algorithm then selects a subset of the current population of graphs
that will be used to create the next generation of graphs. Selection is typically
done using a fitness function that assigns a score to each graph based on how

well it conforms to the set of desired properties.

3. Crossover: The selected graphs are then combined to form new graphs through
a process known as crossover. Crossover typically involves randomly selecting

edges or nodes from each parent graph to form the new graph.

4. Mutation: The new graphs are then subject to random mutations, which involve

small changes to their structure such as adding or removing edges or nodes.

5. FEwvaluation: The new generation of graphs is then evaluated using the fitness
function and the process is repeated until a graph that meets the desired properties

is found or a certain stopping criterion is reached.
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Since evolutionary algorithms are stochastic, an important point of concern is the
time it takes to converge to a set of acceptable graphs. For example, if the graph is
represented in terms of connectivity matrix, it is possible to achieve fine-grain control
over the generated topology at the expense of slow convergence speed. On the other
hand, if a more efficient representation is used such as defining the generating function,
the convergence speed improves but the fine-grain control become limited.

Another approach is to use generative models, where an algorithm is given a
specific graph and is asked to generate variations of the graph that preserves certain
properties such as graph density. Traditional approaches to graph generation focus on
various families of random graph models, which typically formalize a simple stochastic
generation process. However, due to their simplicity and hand-crafted nature, these
random graph models generally have limited capacity to model complex dependencies
and are only capable of modeling a few statistical properties of graphs.

More recently, building graph generative models using neural networks has attracted
increasing attention [23] [40]. Compared to traditional random graph models, these
deep generative models have greater capacity to learn structural information from data
and can model graphs with complicated topology and constrained structural properties.

There are generally two approaches to generating synthetic graph based on the type
of NN architecture used. The first approach uses an encoder-decoder architectures
(such as variational auto-encoders), the encoder network extract useful features about
the reference graph, and the decoder network is used to construct a new similar graph
in one shot by defining the individual entries in the graph adjacency matrix (i.e., edges).
This approach makes the models efficient and generally parallelizable but can seriously
compromise the quality of the generated graphs.

The second approach use recurrent networks to model the graph generation as
a sequential process. In this approach, the NN starts with a small network and
sequentially add nodes and edges, or small graph structures to grow the network to
the desired size. One advantage of this this approach is the ability to accommodate for
complex dependencies between generated edges.

While generative models based on deep NN is a very powerful tool to generate
synthetic graphs, we decided to use a more traditional approach because the process
of training these NN models is expensive and require constructing large dataset of
network topologies, which is beyond the scope of this work.

We chose to implement a third approach for generating large graphs, where a set of
small sub-networks act as building blocks. By randomly sampling these sub-networks

and connecting them together, we can construct a large network with specific properties
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Fig. 4.2 A candidate large network. (FEy) represents the cloud, (F;) are the video
servers, and (R;) the are routers. Variable number of clients (denoted as @). Colors
represents different autonomous systems.

such as degree distribution or clustering coefficient. This approach allows for greater
control over the properties of the small sub-networks, and thus the generated large
network.

One of the main reasons for using this approach was our access to a real ISP network
topology. We aimed to study the structure of this network and create synthetic graphs
that closely resemble its characteristics. As an example, Figure 4.2 illustrates a
candidate network which we simulated using a discrete event simulator, as described
in §4.2.2. Additionally, Figure 4.3 depicts a sample of the small sub-networks that can
be extracted from this network.

Compared with basic setup, the new topology consists of:

« five edge servers capable of serving a limited number of clients. It is cheaper to
use edge servers as they are closer to the clients. However, it is not possible to

serve all clients in the neighborhood due to their limited capacity.

o a datacenter (cloud), depicted as a video server that has unlimited capacity. It
serves as a default video source when local edge server gets overloaded. However,
since the datacenter is far from many clients, streaming videos from this server

should be minimized to avoid causing network congestion.
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Fig. 4.3 Random subset of tunnel groups extracted from the big network.

o thirty three routers of which twenty-four act as gateways to video clients. For
each router, a tunnel group is created and an RL agent is assigned to control
this tunnel group. Each tunnel group consists of two main tunnels: one connects
the router to the nearest edge server, and the other connects the router to the
datacenter through the shortest path. Each one of those two tunnels has a backup
tunnel. We chose the backup tunnels such that the overlap with the original

tunnels is less than 50%.

o Large number of clients connect to the network at random point in time via the
routers. A client streams videos at random bitrates (defined by their adaptation
algorithm). We use BOLA algorithm for this purpose [32].

It is worth noting that we chose to setup the backup tunnels with 50% overlap rule to
ensure the robustness of the network. If a link is shared among many different tunnels,
its removal could cause a very important degradation of the network connectivity.
Therefore, when designing the network, our strategy is to ensure that most of the
nodes are connected by a set of paths with none or very few nodes in common, thereby
boosting the robustness of the whole network and allow the design of expert-rules that
protect, maintain, and recover the network from any failure.

Another design choice we made in designing the large network in figure 4.2 is
that a portion of the network routers don’t act as gateways and have no video clients

connected to them. This is to reflect the multi-layer hierarchy in the design of ISP
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networks where some routers (in the core and aggregation layers) don’t have clients
associated with them. The clients are typically served by routers in the access layer of
the hierarchy.

In summary, this section introduced a scaled-up version of our basic network
introduced in §4.1.1. Compared with basic setup, the new topology have 6 times more
servers, b times more routers, 8 times more links, 33 times more tunnels, and 200 times
more Clients. A method was also proposed to break the network into smaller tunnel
groups that are topology agnostic. This approach ensures that no agent is responsible
for more than its tunnel group. As a result, the algorithm is scalable to arbitrary
network sizes. Also, since these tunnel groups are very similar to the basic network
used during the training (except for number of hops which can be fed as part of the

input data), the ML agents are expected to perform well on different big networks.

4.2 The Design of ARE

In this section, we propose an OPEX-aware ARE, shown as such in Figure 4.4, using
RL, with the goal of outperforming humans by learning new effective rules on its own.
ARE uses raw data, tickets, and feedback from its previously recommended actions
to either recommend actions to the NOC technicians, shown in the figure with a blue
arrow labeled "action recommendation', or directly apply the recommended action
in a human-out-of-the-loop fashion, shown in the figure with a blue arrow labeled
"autonomous action". In the context of automation, this superhuman performance will
lead to an automation system with unprecedented efficiency and optimality in NOCs:
efficiency because ARE makes decisions much faster than humans, and optimality
because ARE’s decisions will lead to much better results, in terms of cost saving and

user’s quality of experience, compared to human decisions.

4.2.1 Problem Formulation

In response to network problems, ARE must suggest/take actions to achieve and
maintain an optimal goal set by the operator. In our case, the goal is to maximize clients’
QoE and minimize the ISP’s OPEX. We formulate this problem as a decentralized
and partially observable Markov Decision Process (MDP) and solve it using RL. We
chose RL for 3 reasons: its recent achievements in reaching superhuman performance
in computer games, the difficulty of labeling data (needed by other ML methods, say

supervised learning) in a complex network because the best actions are not always
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Fig. 4.4 ARE in a typical Network Operation Center (NOC)

known, and because we can satisfy the preconditions of using RL — quantifying a reward
function, accessing the environment’s variables, and affording RL making mistakes as
it’s exploring. The process is specified by the RL components {S, O, A, T;, T,, R, v}
defined as follows:

States S and State Transitions 7;: our states are set to be the unobservable
condition of each link and router within the network, described as normal, congested
link, broken link, or broken router. The states represent the ground-truth of the root-
cause issues in the network. We use the true environment state for two purposes: to
calculate the rewards and to serve as an input to the expert rules. 7y is the state
transition function that provides P(s'|s, a), the probability of transition to a next state
s' given that the agent starts at state s and takes action a. The Simulator Environment
is designed around the idea of trying to mimic this function (see §4.2.2).

Observations @ and Observation Function 7,: the observations are the set of
metrics available to the RL agent to infer the unobserved state of the environment (see
§4.3). 7T, specifies the probability P(0’|s,a) that the agent will receive an observation
o' of state s after reaching this state through an action a. We use this function to
perform the data augmentation step in the Simulator Environment (see §4.2.2).

Actions A: the action taken by an agent at a given timestep t is: Do Nothing, Fix

a Link, or Reroute traffic.
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Note that rerouting traffic requires specifying two pieces of information. First,
the agent needs to select the source and destination tunnels from which the traffic is
rerouted. Next, the agent needs to select the client(s) that need to be moved. This
means the number of possible actions under the "reroute" label grows with the network
size and the number of clients. To simplify our formulation, we allowed the agent to
specify the source and destination paths, but we don’t let the agent specify which
client from the source path to reroute; we simply select a client randomly. This means
we don’t differentiate between different clients. However, in practice, it’s possible to
select clients based on a criterion that takes into account the type of traffic (e.g., avoid
delay-sensitive applications), traffic load (e.g., target problematic clients), and clients’
service class (e.g., improve QoE of premium customers first). Grouping the clients in
this way ensures that the number of actions is bounded and the solution to the RL
problem is feasible.

It is worth noting that when dealing with large scale networks, it might not be
feasible to operate on the link-level using E2E metrics only. To deal with this issue,
we propose either including metrics from each hop (a.k.a at port level), or limit the
action-space to action that are topology agnostic. We will follow the second approach
in our analysis of the big network.

Reward R and discount factor y: The reward signal is defined to achieve two
goals. On one hand, we would like to maximize the overall QoE of all users. We map
the collected QoE to a reward using the function ®(.) which assign 45,0, and —5 for
high, medium, and low QoE, respectively. On the other hand, we want to minimize
the OPEX. We include three main expenses in the OPEX term: the cost of performing
an action, the hop-count cost of carrying traffic within the clients’ ISP (AS1), and the
cost of carrying traffic through the external backup ISP (AS3) which is more expensive
because the backup ISP will charge extra. Therefore, the gain metric G (which we will
call QoE-OPEX) to be maximized can be calculated as:

G = ®(QoF) — OPEX (4.2)

We adopt the well-accepted QoE model in [7] for adaptive video streaming. The
QoE is defined as

QOE:O‘Z%_BZ‘Qk—H_Qk‘
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Where ¢, is bitrate of k' segment and d(qy) is its size, By is the current buffer
level. To define low, medium, and high QoE, we normalize the QoE between [0, 5] to
mimic 5-star rating and consider 1-2 starts as low QoE, 3 stars as medium QoE, and
4-5 stars as high QoE.

The expected cumulative discounted reward can be calculated over the horizon h

as follows:

R= E[Z: 73] (4.4)

where h specifies how far into the future the agent is trying to forecast. For example,
using h = 100 and v = e~*/* = 0.99 means the actions taken by the RL agent will be
influenced by 100 future steps. On the one hand, h should be large enough to provide
a foresighted optimization, as opposed to a myopic one. On the other hand, it should
be small enough for the problem to remain computationally solvable.

It is worth noting that it is possible to incorporate more objectives into the reward
signal. One practical choice includes adding a term to encourage load balancing (e.g.,
using average link utilization). This can help avoid taking unnecessary risk which can
cause congestion problems by discouraging the RL agent from grouping all clients in
one tunnel. However, as we’ll explain §5.2.2, the RL-agent was able to utilize such a
strategy to reduce the OPEX without sacrificing QoE.

4.2.2 RL Environments

In this thesis, we try to answer two main question:

« How to use RL to automate NOC operations with super-human performance?

o How to utilize the field-datasets, which better capture the dynamics of real
networks compared to the simulated environments, to pre-train RL models safely
and efficiently similar to SL?

In this section, we proposed three custom OpenAl Gym environments [3] to train
and test our RL agent: GNS3 Environment, Simulator Environment, and Batch-RL
Environment. These environments aims at providing an answer to the second question

as summarized in Table 4.1.
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1

Table 4.1 Summary of the Developed Gym" Environments

Simulator Env.

GNS3 Env.

Batch-RL Env.

Goals:

Features:

For fast & safe exploration

Synthetic traffic (Video &
FTP)

Random traffic patterns
(modeled by P(s'|3,a))
MDP-aware data augmen-
tation

Simulate persistent, recur-
rent, and transient prob-
lems

To test with real devices

To aid the design of the
Simulator Env.

Diverse traffic (Video &
FTP)

Random traffic patterns
(described by P(s'|s,a))
Congestion using real
throughput traces

Emulate persistent, recur-
rent, and transient prob-
lems

To experience realistic field
data

Large amount of traffic
(dataset-dependant)

Convert time-series data
(metrics and tickets) into
< s,a,r,s" > tuples

Field problems (dataset-
dependant)

GNS3 Environment

Figure 4.5 is a screenshot of our testbed running in GNS32. The topology shown in the
figure is an implementation of the proposed small network in Fig. 4.1(A). It consists of
3 Autonomous Systems (AS) representing consumer-side and its ISP (AS1), an external
ISP (AS3) which is used as backup in case of failure, and the service provider (AS2),
which in this case is a video service provider like a Netflix or YouTube. In the GNS3
Environment, network problems were generated by randomly breaking links resulting
in three types of problems: persistent, transient, and recurrent. We define a persistent
problem to last for 15 timesteps, and we expect the agent to have fixed it by then.
Transient problems come and go in 3 timesteps, and the agent can ignore them in some
cases. Recurrent problems repeat every 100 steps, and we expect the agent to predict
them before happening in the future. For traffic generation, we defined a sinusoidal
pattern where clients start in random paths. Then for most of the time we have 3 to
4 clients who stream videos and select bitrates independently using DASH3. Finally,
clients turn off and the cycle repeats.

In order to train the RL agent in GNS3 environment, each {s,a,r, s’} step requires
around 30 seconds to complete, so the size of our timestep is 30s. While this environment
worked well, it is not practical because of 2 reasons. First, the agent’s training might
need hundreds of thousands of steps, so the training will take a long time if done in

real time. Second and more importantly, RL learns based on trial and error, and in

2https://www.gns3.com
3https://reference.dashif.org/dash.js/
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Fig. 4.5 Our system with its network topology. Clients (right) are connected to the
video Server (left) through a tunnel group of three possible paths.

a live network we cannot afford to make errors. To deal with those two issues, we
designed the other two Gym environments: the Simulator Environment which runs
much faster than real time, and the Batch-RL Environment for offline training with a
labeled dataset and with no risk of crashing an actual network. Both are described

next.

Simulator Environment

For the Simulator Environment to be useful, it has to closely follow the dynamics of
the GNS3 devices. In our formulation, environment dynamics are represented by the
transition probability P(s'|s,a) of the MDP. However, it is usually difficult to represent
P(s'|s,a) explicitly. In such cases, the simulator is used to model the MDP implicitly
by providing samples from the transition distributions. One way to implement this
is through a generative model [20]. Formally speaking, the Simulator Environment is
a randomized algorithm that, given an input of a state-action pair {8, a}, it outputs
a {r, §'} pair where r is the reward calculated according to a deterministic function
given by equation 4.2 and §' is randomly drawn according to the estimated transition
probability P(.|3,a).

To estimate P, we let the agent interact with GNS3 and collected 50 hours of
{s,a,r, s'} transitions. The scenarios were diversified to allow an accurate estimate of

transition probability. In particular:

« we collected enough transient, recurrent, and persistent network problems on all

links. Also, network problems were created on empty and congested links alike.
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« we mixed between three types of adaptive bitrate (ABR) algorithms: buffer-base,
throughput-based, and fixed bitrate. This ensured all available bitrates had been
selected by the DASH clients and diverse congestion patterns had been created.
Furthermore, we collected hundreds of thousands of video metrics (1 metric every
2 seconds) and calculated the probabilities of switching bitrates between the QoE

levels {high, medium, low}.

« we let the agent operate in three modes: random policy (total exploration),
gradually improving policy (decaying exploration), and expert rules (total ex-
ploitation). This ensured all actions had been presented and that good and bad
actions had been chosen as well.

Once P is estimated, the Simulator Environment can be used to generate synthetic
data {3, a,r, 8} to train the RL agent. Note that what we actually generate is the
observation vector 0 that corresponds to the chosen state .

In order to make sure all actions are well presented in as many states as possible,
we apply data augmentation to the next observation ¢’. However, since the agent
uses transition probabilities between states {$,5'} to plan future actions, we apply
data augmentation in a way that preserves this transition. Formally speaking, let
7.1 : O — S be a deterministic function that maps observations to corresponding
states. We want to perform data augmentation using observation function 7, : & — O
such that the augmented observation o' = 7,(s’) and ¢’ are mapped to the same state
8. For example, if a client was streaming video at rate ¢; at time ¢ with high QoE,
and then a link failure happened causing its bitrate to drop to ¢, at time ¢ + 1 with
low QoE, we augmented this by generating examples where ¢; and ¢o are randomly
drawn from the set of all bitrates associated with high and low QoE, respectively. In
other words, we change the observations in a way that doesn’t change the underlying
state nor the reward. Figure 4.6 illustrates this process.

One advantage of using the Simulator Environment for training is the ability to
put emphasis on rare cases as a way to help the RL agent explore. Also, to avoid
overfitting, we tested the RL agent trained with this synthetic data on unseen scenarios

in the GNS3 Environment to make sure it can generalize well.

Batch-RL Environment

In practice, an operator might have access to an existing labelled dataset collected
from the field, but no access to a simulator. The dataset in this format is suitable
for SL-based ARE and is discussed more in §4.3. The Batch-RL Environment is built
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Fig. 4.6 Data augmentation in simulator environment. Observations: {Q: bitrate, B:
buffer, D: delay, J: jitter, P: packetloss}. States: {H: High, M: Medium, L: Low }

for such a situation in order to utilize labelled datasets in RL settings. In this case,
the environment accepts two CSV files as an input and converts them to a Gym
environment. The first file corresponds to time-series data collected from the devices
log files. The second file contains the taken actions typically in a form of ticket with
timestamps. Depending on dataset format, time alignment between observation logs
and actions logs could be needed. Once aligned, the next state can be derived from
each row by observing the next row. Finally, a reward signal can be computed and
{s,a,r,s'} are stored in a CSV file. Each CSV file represents one episode in the
Batch-RL environment.

To train the RL agent with the Batch-RL Environment, the agent is put on 100%
exploration mode where instead of picking an action randomly, the agent picks its
actions according to the CSV file. Each line in the file is read and the reward is provided
accordingly. Note that despite restricting the agent’s actions in every timestep, Batch-
RL can still be valuable if the dataset is rich enough. Once this offline pre-training is
done, the agent can be deployed in a real network either for inference or to continue
learning online and improve itself beyond the policy learned from the states and
actions in the dataset. More information on how to train an RL agent using Batch-RL

algorithm is explained in §4.2.4.

Discrete Event Simulator

For the scalability test, we implemented another environment as a discrete event
simulator (DES). Unlike the Batch-RL and Simulator environments, this simulator is
not derived from the data collected in GNS3. Note that such generative models can be
useful in practice given the availability of field dataset. However, since we don’t have
access to such data for large network, and since running the big network on GNS3

emulator is not feasible, We opted for designing the simulator from scratch by modeling
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each component in the network. Figures 4.7-4.10 present a high-level overview of the
main components.

The first important note to recognize in Figure 4.7 is that our simulator represents
time at two different scales. On one hand, there is a global clock that represents the RL
timesteps. The initial state received by the RL agent after "resetting" the environment
is called ¢y3. There is another local clock that represents the DES time. In practice, we
found that a client can report its QoE metrics every 2 seconds, a router can report its
IPSLA metrics every 15 seconds, and the amount of time needed to produce one RL
update is 40 seconds.

At the beginning of the simulation, we create the topology, update the routing
tables, and flush all buffers (Routers ports and Servers buffers). We use Dijkstra
algorithm to determine the shortest path between routers and servers in the network.
Note that a complete implementation for OSPF routing algorithm is not required since
we uses overlay network and MPLS tunnels with predetermined tunnels. Once the
tunnels are defined, the simulator then run all routers to be ready for incoming packets.
Once the routers are ready they will keep running till the end of the simulation. Next,

the simulator schedule another parallel process that is responsible for creating video
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Fig. 4.8 Simulating a video session.

sessions at random time intervals. It starts by picking a random server and router,
it creates a client and attach the router as its gateway, the client start streaming for
a specific session duration, meanwhile, other clients can be created using the same
process.

Figure 4.8 illustrates the details of a video streaming session. Video servers are of
two types: Edge server with limited capacity or the cloud. Once the client is created,
it get assigned to a server (either randomly or by RL agent). Since Edge servers have
limited capacity, the client has to send a request to the server and wait for the response
before being able to start streaming. Once the connection is approved, the server start
sending packets at the requested bitrate r. The server put the packet in its buffer and
wait for its gateway to deliver. Similarly, the client starts checking the its gateway
buffer at regular interval an yield the result. Once the video session is over,the client
sends an interrupt message to the server, clean its old packets and free its reserve
socket for others to use it.

Note that the client chooses the desired bitrate of the next segment based on

BOLA algorithm. This algorithm is buffer-based algorithm. Meaning, the next bitrate
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Fig. 4.9 Simulating a router device.

depends solely available buffer level. With this in mind, the client can simply calculate
its QoE and append it in the packet payload. The packet stores not only the metrics
and QoE, it also store information on the whole path it followed, which can be useful
for later analysis.

Figure 4.9 illustrates the routing process. As mentioned earlier, the simulator starts
by running all routers before any traffic is pushed through the network. Running a
router causes it to scan all incoming ports, read any available data, and initiate a
route process to the destination port at the end of the link. The reason why it has to
initiate a routing process is because the other port can be full. In this case, the link
between this source port and that destination port will be blocked (see Timeout event
in Figure 4.10). Note that an RL agent can decide to reroute the traffic in two ways: it
can switch the path between the main tunnel and the backup tunnel. Or it can decide
to assign the client to a different server. In the first case, the client and server won’t
notice the change. Only the gateways router at the two ends of the tunnels (called
Provider Edge router (PE)) are aware of this change. In the second case, the client
has to terminate the session, make a new request to the new server, wait for approval,
and then continue streaming.

In terms of performance metrics, the QoE metrics are already available for the
client: (i) bitrate is decided based on the buffer, the buffer can increase or decrease
based on the download speed, the startup delay is measured by the wait time for the

server to accept the connection. For the QoS metrics, we approximate the latency
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Fig. 4.10 Simulating a router Link.

as a function of the number of hops. The jitter and packet loss are defined per link
as random variables whose distribution is derived from the GNS3 dataset collected
from the Basic network. Once the metrics for each link are measured, the end-to-end
metrics are calculated as addition/multiplication of individual link metrics (for delay
and packetloss respectively.

Finally, network issues are created directly by reserving some of the resources in
the network. This includes: reserve sockets on video server, fill router buffers, etc. It
can also be created indirectly by streaming another type of traffic across the network,

causing it to compete with the video traffic.

4.2.3 Training Algorithms
In this thesis, we try to answer two main questions:
e How to use RL to automate NOC operations with super-human performance?

« How to utilize the field-datasets, which better capture the dynamics of real
networks compared to the simulated environments, to pre-train RL models safely
and efficiently similar to SL?
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This section is dedicated to answering the first question. While we are mainly
interested in using RL, we dedicate the next subsection to describe some of the
advantages of using SL-based ARE to motivate the feasibility of automating NOC
actions, and to highlight the benefits of using an offline pre-training step for RL agents.

Deep Learning

In this work, we hypothesized that there are logical relationships between network
problems and their remediation actions, even if those relationships are difficult to
codify for complex networks. SL is therefore a good tool to model those relationships
and take actions autonomously. The use of SL is further justified by the fact that the
industry is already moving towards ML tools for network analytics and state detection,
such as Ciena’s Blue Planet Unified Assurance and Analytics*, or Blue Planet Route
Optimization and Analysis®, which help the NOC technicians gain deeper insights into
the network to make intelligent data-driven decisions that lead to improved efficiency,
lowered costs, and providing more personalized services.

We chose DL among other SL algorithms for two reasons: on one hand, DL models
are more flexible, powerful, and known to outperform all traditional ML algorithms.
On the other hand, we aim at studying the possibility of using SL to pre-train RL
models. The idea is to define a NN model for an RL agent, and use DL to efficiently
pre-train it on a time-series dataset that was collected and labeled by human experts.
This form of training is called Beauvoir cloning [30]. In this framework, the agent
receives as training data both the encountered states and actions of the demonstrator,
and then uses a classifier to replicate the expert’s policy (where each class represents an
action). As we can see in Figure 4.11, the agent has 3 groups of actions that represent
12 classes: "Do Nothing', "Reroute Traffic" between 3 paths, and "Fix Network Issues'
on b different links. The input features has 18 different performance metrics as detailed
in §4.3.

Regarding network architecture, we used Feed-forward NN (FNN) and SeLU
activation function to mimic the NN used by our RL agents. We trained the SL model
using the standard back-propagation algorithm. One big challenge in our case is the
problem of unbalanced classes; i.e., one class including more data points than other
classes. This is typical because "Normal" state is the dominant network condition
in reality and problems occur less often than Normal. To deal with this issue, we

performed data augmentation (see §4.2.2) and used Focal Loss [24] that adds a weighting

4https:/ /www.blueplanet.com/products/uaa.html
Shttps:/ /www.blueplanet.com /products/route-optimization.html
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Fig. 4.11 A SL-based ARE trained on labeled dataset generated by human experts.

factor to the standard cross entropy criterion. This factor reduces the relative loss for

well-classified examples, putting more focus on hard, misclassified examples.

RL Algorithms

RL algorithms can be generally divided into Model-based and Model-free algorithms.
The agent in the former approach tries to model the environment purely from experience.
The biggest challenge in this approach goes beyond being expensive and complicated;
it is that any bias in the model can be exploited by the agent, resulting in an agent
which performs well with respect to the learned model but fail in the real environment.
For that, we focus on the Model-free algorithms. Model-free algorithms can be further
divided based on the into Q-based algorithms and Policy-based algorithms. In this
work, we chose Double-DQN and A2C as two candidate algorithms to represent those
two families.

Double-DQN [35] is an improved version of the famous Deep Q-Network (DQN)
algorithm. As the name implies, DQN uses DL to estimate the Q-function, a function
used to estimate the expected value of each possible action given a specific state.
Double-DQN uses two NN (see Figure 4.12) to avoid the large overestimation of
action values seen in the original algorithm, which leads to poor performance in some
stochastic environments. We chose to use the NN form of this algorithm as opposed
to the tabular form for two reasons. First, our state space is continuous, and NN can
produce better representation compared to simply discretize the state-space. Second,
using two NN makes Double-DQN match closely the architecture of A2C algorithm
(which also uses two NNs). This makes it easier for us to compare the two algorithms.
Finally, since DQN uses a simple FFN to estimate the Q-function, one can benefit from

SL to quickly pre-train the DQN model using behaviour cloning as mentioned before.
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When the agent interacts with the environment, the collected sequence of experience
tuples can be highly correlated. This violates one of the fundamental requirements
for a successful training: to have an independent and identically distributed (IID)
training data. To break this correlation, our RL agent build a "replay buffer" that
contains a collection of past experience tuples (s, a,r,s’). The tuples are gradually
added to the buffer during the interaction with the environment (online-step). During
the offline-step, the agent randomly samples from the collected episodes in the buffer
and learn. The buffer size represents agent’s memory; as new data comes in, the oldest
experiences are forgotten. In addition to breaking harmful correlations, experience
replay allows RL agent to learn more from individual tuples multiple times, recall rare
occurrences, and in general make better use of its experience.

One key feature of the Batch-RL algorithm is the presence of a replay buffer. This
feature is particularly useful because it allows the RL agent to access the buffer and
learn from experiences drawn from a teacher policy, rather than relying solely on
experiences drawn by the agent itself. This can be highly advantageous, as it enables
the agent to learn from a wider range of experiences and can help to reduce the impact
of noisy or suboptimal experiences on the learning process.

In the Advantage Actor-Critic (A2C) algorithm [21], each agent is composed of a
policy network (actor) and a value network (critic). The two networks interact and
learn how to not only take actions but also evaluate their effectiveness. TThe agent’s

current policy is updated in the direction that would increase the accumulated reward.
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The size of the update step depends on the value of the advantage function A(s;, a;)
calculated by the critic given by (4.5). w and w, represent the actor and critic neural

networks (NN), respectively.

A(se,ar) = Q(8¢, s w) — V(545 wy)

(4.5)
~ T+ YV (se415we) — V(S wy)

The gradient of the cost function J(w) with respect to the policy parameters w,

can be computed as:

Vol (w) =V, E; [Z ytrtl
=0

(4.6)
=E, lvw log(ﬂ(st, ay ;w)) A(sy, at)]
and the update rule for the parameters of the actor’s NN is given by:
Www + o« leog(ﬁ(st,at ;w)) A(sy, ar) (4

+ BV, H(m(s;w))

where H(m,(s;)) is an entropy regularization term added to the loss in order to
prevent the actor from over-fitting on a small portion of the environment (i.e., keep
using the same actions). § controls the strength of the entropy regularization term and
is set to a large value at the beginning to encourage exploration and then decreases
over time to emphasize improving the rewards.

The update rule for the critic network parameters is derived using the standard

Temporal Difference method [33] and is given by:

2
Wy — Wy — Oy ku [(rt + 'YV(St-H; W’U)) - V(St; wv)‘| (48)

where «, is the learning rate of the critic.
It is worth noting that A2C algorithm has another popular variant called A3C. The
two algorithms are similar in the sense that both are scalable. The two algorithms

support training multiple agents in parallel by allowing each agent (actor) to sample

SSource: https://greentec.github.io/reinforcement-learning-third-en/
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its own experiences and push it to a shared buffer. A master model (the learner) then
uses this data to improve and update the actors. A2C is a synchronous, deterministic
implementation that waits for each actor to finish its segment of experience before
performing an update, averaging over all of the actors. A3C is an asynchronous version
(hence the name A3C). One advantage of A2C method is that it can more effectively
utilize the GPUs and perform best with large batch sizes.

It is worth noting that while other recent improvements on the Actor-Critic algo-
rithm exists, we chose A2C because it is still widely deployed in practice. This is true
mainly because it is very efficient to train, and most importantly, very scalable thanks
to the fact that A2C can be trained in a decentralized way [4]. For example, in adaptive
video streaming, [27] achieved state-of-the-art performance using an asynchronous
version of it. And in a recent paper [26], the authors’ RL approach outperforms the
existing ABR expert rules in a week-long worldwide deployment with more than 30

million video streaming sessions.

4.2.4 Practical Considerations

Training an RL-based NOC automation system poses two main challenges. Firstly, it
is crucial to prevent the RL agent from making "bad" decisions during real-network
training which can be costly. Secondly, training an RL agent to control a large-scale
network is challenging due to the extensive state and action spaces involved. To address
the first issue, we propose Batch-RL, a pre-training algorithm that allows us to train
the RL agent using a NOC-controlled policy. This encourages the agent to mimic

the algorithms used by professional teams before exploring other actions. To tackle
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the second issue, we can train the RL agent in a simulated environment and perform
transfer learning to the real environment. This approach mitigates the challenges of
training an agent to control a large-scale network.

Note that transfer learning is usually needed to account for any differences between
the simulated environment and the real-world environment. This is usually the case
because of two main issues. First, developing a simulator that exactly models every
aspect of the real-world environment is extremely hard and costly. Therefore, developers
tend to build simulators that approximate and simplify some aspects that don’t have
significant contribution to the task in hand. Second, the real-world environments can
change in the long term. Therefore, it is important to tune an RL agent trained in
the simulator to account for these changes in the wild. Examples of such changes can
include the action-space, the state-space, and the meaning of the reward signal.

This section outlines the high-level steps of our algorithm for training a decentralized
RL model that addresses the challenges discussed earlier. Firstly, we break down the
network topology into topology-agnostic subnetworks. This process involves the

following steps:

1. Identify all edge servers in the network as well as the backup media server. Edge

servers are the primary source of video content to the neighboring clients.

2. Identify all edge routers in the network. These routers serve as gateways con-

necting video clients to the nearest video server.

3. For each edge router, construct two tunnel groups starting from the router. The
first tunnel group includes two tunnels connected to the edge server. The tunnels
are selected by solving an optimization problem that aims at minimizing the
number of hops in each tunnel while satisfying the constraint that the two tunnels
should not have more than 50% overlap. This requirement reduces the risk of one
network problem affecting both the tunnel and the backup tunnel. The second
tunnel group includes two tunnels connected to the backup video server. They

are selected using the same algorithm as the first tunnel group.

Once the tunnels groups are established from all edge routers to all edge/backup
servers, we assign one agent to each edge router to manage its tunnel groups. Each
agent has access to information only about the end-to-end KPIs and can optionally
obtain aggregated information about the topology, such as the number of hops along
a path, the number of clients using a particular path, or the cost of moving traffic

to a path. By doing so, the agent’s observation space is completely agnostic to the
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specific topology of its subnetwork, which enables it to be potentially applied to other
subnetworks within the larger network.

Next, we proceed to train a single "master" agent on a subset of these topology-
agnostic subnetworks. To maintain consistency, the action space of the training
subnetworks should be normalized, with the number and meaning of each action kept
the same. However, this constraint is not strictly required for deployment, as we will
explain shortly. The training action data sources can come from various sources, such as
field data in the form of tickets, logs, and user feedback, which can be further enhanced
through a statistical simulator. Alternatively, the training data can be generated by a
discrete event simulator, along with expert rules or manual labor to define actions.

It is worth noting that if a simulator is used to generate synthetic data, random
background traffic can be added to random hops to represent interactions with external
actors, such as the NOC or other automated agents on the network. Additionally, if
the number of subnetworks is high, the action space can be explored in parallel using
multiple agents (workers), and these interactions can be collected into a central dataset
for training the master RL agent. The advantage of using this master-workers approach
for training is to ensure that the master agent is exposed to a wider range of network
conditions than what a single agent can experience. The action/state space can be
explored in parallel using two different methods, depending on the learning approach

In traditional (online) RL, multiple worker agents interact with the environment in
parallel to explore the action and state spaces across all possible subnetworks. In batch
(offline) RL, mock NOC expert workers interact with the simulator to generate action
events. A combination of the above two strategies is also valid. Once the master agent
have enough interactions, it updates its policy and sync the new learned policy with
the worker agents such that the next collected interactions reflect the latest policy.

Third, we test the master agent on the remaining, unseen subnetworks to validate
its performance. at this step, we deploy the RL agent with zero exploration, only
exploitation, and confirm its behavior in the production environment. In our work, we
expect to approximately reproduce the performance of expert rules at this point.

Finally, once it achieved an acceptable performance, we copy the agent across all
subnetworks. During this step, it is possible to allow small RL exploration during
run time, to learn new and better action policies. At this stage, we expect the RL
agent to significantly outperform the expert rules’ performance, eventually leading to
superhuman performance.

Note that during transferring the knowledge to the production environment, the

action space might be different than the simulated environment. If the action space is
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identical between the training and test subnetwork, then the agent can be used as-is
(zero-shot learning). However, if they differ, the agent can be tuned to the new action

space as follows.

o If there are any actions missing from the new action space, a strategy called
action masking can be used to ignore the actions that are no longer applicable to

new environment.

 If the actions have different meanings, a strategy called reward shaping can be
performed. In this case, one customizes the reward signal that the agent receives
to align more closely with the new meaning of the action. This option requires
a human in the loop to determine a mapping between the old and new reward
signal.

It is also possible to replace the last layer of the policy network which encode the
actions, reusing the features learned by the actor. This requires less data than

relearning from scratch.

It’s worth noting that while this thesis is focused on video streaming applications
using MPLS tunnels, the approach should still be applicable to other use cases and
other technologies. For example, to adapt our algorithm for other applications such as
[oT or gaming applications, we have two options. The first is to define suitable KPIs
and design a reward signal. Then train the model from scratch using our algorithm.
The second option is to apply transfer learning as mentioned earlier (mainly through
rewards shaping).

As for the networking technology, we chose to work with MPLS tunnels (despite
being an aging technology) as opposed to newer alternatives such as SD-WAN or
5G for two reasons. On one hand, MPLS technology is still widely used in ISP
networks. Therefore, we aim at helping ISPs and their NOC teams to automate these
legacy networks. On the other hand, our RL algorithm is transparent to the choice
of underlying infrastructure technology because we choose to work with end-to-end
metrics at the transport layer, such requirement is fulfilled by all these technologies
and the general concepts still apply.

To conclude this section, it is important to note that both the Simulator Environment
and the Batch-RL Environment have their own advantages and disadvantages. The
Simulator Environment offers the advantage of generating synthetic data in virtually
unlimited amounts, whereas the Batch-RL Environment relies on historical data from

the real network, which is finite in quantity and can be expensive to collect. However,
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the disadvantage of the Simulator Environment is that the transfer from the simulator to
the real network can be sensitive to simulation defects. Thus, developing a high-quality
simulator is crucial but challenging. On the other hand, the Batch-RL Environment
learns from real network situations, which may reduce the sensitivity to simulation

defects, but may not provide as much flexibility in terms of generating diverse data.

4.3 Input Metrics

We collect three types of metrics within AS1, each serving a specific purpose. Firstly,
we gather end-to-end QoS metrics, which encompass IPSLA metrics for each path,
such as delay, jitter, and packet loss. These metrics provide the agent with vital
information about the network state, enabling the identification of any issues within
the ISP network, such as congestion.

Secondly, we capture end-to-end QoE metrics, which focus on video-related as-
pects including the client’s bitrate, buffer, and download-time. These metrics offer
insights into the quality of video sessions from an OTT perspective. By collecting
this information, the agent gains a comprehensive understanding of the video session’s
performance.

Lastly, we gather network-related metrics, which encompass any relevant information
about the network topology. This can include details such as the number of clients
sharing a tunnel or the number of hops in a tunnel. These metrics play a crucial role
in eliminating any ambiguity surrounding the collected data. They are particularly
important due to our utilization of end-to-end metrics instead of per-hop metrics and
the aggregation of metrics per-tunnel instead of using raw metrics.

Figure 4.14 shows a sample of QoS metrics as well as QoE metrics. Note that
the QoS file contains the end-to-end metrics for all 3 paths. However, the QoE file
represents the metrics for a single DASH client (i.e., there are 4 files in total). Moreover,
the data in the QoS file are all fed to the RL agent. However, the agent doesn’t observe
the individual QoE metrics. Instead, the QoE metrics and averaged over a fixed
time-interval (to match the rate in which IPSLA statistics were collected) and then
aggregated per path. We also collected per-port metrics such as port packet loss, but
we found that we didn’t need them, and our ARE worked fine with E2E QoS & QoE
metrics only.

It is worth noting that while the traffic aggregation step is performed per path to
mimic a real-world scenario, this poses a real challenge to the RL agent. In particular,

we calculate the reward signal based on QoE metrics from individual clients. This
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Fig. 4.14 Sample of collected dataset. Top: QoS metrics measured every 30 seconds.
Bottom: QoE metrics measured every 2 seconds

information is not available to the RL agent. For example, assume that the agent
receives a reward of +5 for every client stream at high quality (say at bitrate } 3000
Kbps). When the agent observes an aggregated traffic of 7000 Kbps from 2 clients, it
can’t easily tell whether it will receive +10 (if both were streaming at 3500Kbps), +5
(if one was streaming at 6000 Kbps while the other at 1000Kbps), or even 0 (if one
client is streaming at 7000 kbps while the other is hanging.

Figure 4.15 shows the resulted dataset after applying the aforementioned pre-
processing steps. As we can see, the file also contains the true state of the environment.
This information is not available to the RL agent and is only being used for evaluation
purposes. The main two pieces of information stored are (i) the root-cause of any
problem and (ii) the routing-table that tells which client is using what path.

We tried training both SL and RL agent on this dataset in its current form, but the
results were not very good. The main two problems with the data are: First, different
metrics have different ranges that need to be normalized. For example, the range
of possible bitrates are from 0 — 15000kbps while the range of video buffer is barely
0 — 15sec. Such a huge difference between different metrics causes the gradient of the
NN to explode. Second, different metrics have different meanings, and they follow
different trends. For example, it is more convenient to have all metrics normalized in a

way such that the larger the metrics the better (or vice versa). This is not the case
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Fig. 4.15 Sample of processed dataset. It includes state, action, rewards, and next
state. As well as true information about the true environment states.

with the current setup. As mentioned before, the larger the bitrate value the better,
however, the opposite is true for the jitter. To handle those two issues, we normalized
all metrics to have values between (—1,1) and multiplied delay, jitter, and packetloss
with -1 such that 1 represents the best case.

It is worth noting that this dataset serves two purposes: firstly, to gather experiences
from high-quality policies, such as expert rules, in the GNS3 environment as a basis
for Batch-RL learning. Secondly, to encourage the agent to explore as many actions as
possible in all states to better understand the underlying dynamics of the environment.
The resulting dataset provides the foundation for the simulator environment, which is

capable of generating an infinite amount of synthetic data.
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Chapter 5
System Evaluation

In this section, we present an evaluation of the performance of our system. We begin
by introducing the evaluation metrics and the baseline algorithm used to benchmark
our approaches. For each use case, we provide an explanation of the experimental
setup, including details on the environment used and the implementation specifics of
the machine learning algorithm. Subsequently, we analyze the obtained results and

provide a conclusion based on our findings.

5.1 FEvaluation Metrics

In order to evaluate the effectiveness of our algorithms, we utilized two different metrics.
The first metric we employed was the Gain, which is described in Equation 4.2, to
compare the performance of RL-based methods. Additionally, we used the Confusion
Matrix to evaluate the effectiveness of SL-based methods. We also measured the
convergence speed of each algorithm by determining the number of steps required to
achieve at least 90% of the baseline algorithm’s performance.

To simulate the actions of a NOC operator, we implemented the expert rules
presented in Algorithm 1. Although this algorithm is still understandable, it demon-
strates why expert rules can quickly become complicated as the network size increases.
Therefore, we opted not to choose a network larger than the one depicted in Figure 4.5.

The rationale behind the baseline algorithm can be explained as follows. Initially,
the algorithm examines the network metrics and recognizes two types of issues: traffic-
related problems (also known as congestion) and device-related problems (also known
as link problems). In reality, fixing congestion problems can be less expensive as traffic
rerouting can be performed remotely. Therefore, the algorithm prioritizes rerouting as

the primary means of resolving the problem.
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In our scenario, we consider a situation where two backup paths are available, but
one of them is more expensive. This scenario simulates a situation where some of the
network resources are owned by the ISP while others are leased from a third party. In
this case, the algorithm favors the less expensive route. A less expensive route is also
obtained by prioritizing paths with fewer hops.

Moreover, the algorithm is intelligent enough not to disrupt the destination path
while performing traffic rerouting. This is accomplished by checking if the destination
tunnel can accommodate the additional traffic without compromising the QoFE of the
clients being served there. We also consider the duration for which a problem may
persist. Some network issues may be transient and resolve themselves after a certain
time. In such cases, the algorithm strives to avoid taking costly measures unless they
are absolutely necessary.

It should be noted that the inputs to the baseline algorithm include the network’s
state. However, this is not practical in real networks. This is because the true state of
large networks is not known, and only observations (i.e., KPI metrics) are available.
We were able to include the true state in the baseline algorithm since we utilized it in
a controlled emulated environment. In this case, we created the network issues and
knew the type, time, and location of all issues within the network. Therefore, the
purpose of using the true state was to simplify the implementation of the baseline
algorithm, which will be employed as a reference to evaluate the performance of the
other ML algorithms. As for the ML algorithms, they do not have access to the true
state; they can only learn from observations. Being able to surpass the performance of
the baseline algorithm using ML without access to the true state of the network is one

of the principal contributions of this thesis.

5.2 Test cases

5.2.1 Feasibility of NOC Automation

Environment Setup

To assess the feasibility of automating NOC using ML, we utilized the same topology
depicted in Figure 4.5. In this setup, the neural network (NN) has complete knowledge
of the network topology and is capable of taking corrective actions at the link-level,
such as repairing a broken link. We emulated the network in GNS3, consisting of 5
Cisco routers and 3 IP/MPLS tunnels connecting varying numbers of AS1 DASH video

clients to the AS2 video server. We intentionally varied the number of clients to create
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Algorithm 1 Baseline

e S e T e T = T o T o S
© X NP TRy

oM NN
Ll S

)
T2

Input: State S, Observations O
Input: Paths(l; : Rias, I Rigap, Es: Ris45)
Output Action
if an internal path /; is congested then,
I}, < Select(Iy, s.t. k # j AND I}, is not congested)
client <— Select(random client from path I;)
if path I # ¢ then
action <— Reroute(client to path )
else if external path Ej3 is not congested then
action <— Reroute(client through Es)
else
action <— Do Nothing
end if

. else if Network issue then,

action < fix the issue (if persisting for 3 time steps)

. else if External path Ej is being used then,

Iy, < Select(Iy, s.t. Ij isn’t congested)

if I # ¢ then,
action <— Select(random client from path Ej)
action <— Reroute(client to path Ij)

end if

. else

Do Nothing.

. end if
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Table 5.1 Summary of the Environment Parameters.

Parameter Value
Video Type DASH palyer in Docker container.
clients
Count ~ U{1,4} instances per container.
ABR Algo- {Buffer-based, Throughput based, and Fixed-
rithm rate}, randomly selected for every session.
Arrival ~ Exp(1/60).
Duration ~ U{15,45} time steps.
Routers Type Cieco IOSv images.
Routing MLPS tunnels with ACL for each tunnel.
Link band- Implemented as Layer-3 policy of 30 Mbps
width on egress ports.
Impairments Delay ~ N(0.2,0.75), Jitter ~ N (0.05,0.2),
Packetloss ~ N (0.01,0.1).
Network Transient Rate ~ Exp(1/30) for Duration ~ U{1,3}
Issue time steps.
Persistent Rate ~ Exp(1/60) for Duration ~ U{15,45}
time steps.
Recurrent Rate ~ Exp(1/90) for Duration ~ U{3,6}
time steps.
MDP Transition 15 seconds from state to hidden state + 15
time seconds from hidden state to next state.

occasional congestion, and we randomly introduced router issues, as listed in Table 5.1.
All three ASs used OSPF, and we utilized MPLS tunnels and ACL per path. In total,
we had 3 paths, 5 links, and 4 clients, each running multiple instances of Dash.js to
ensure that links had sufficient traffic.

Regarding the DASH video clients, we compiled a diverse set of videos to account
for differences in scene characteristics, such as high motion in sports or low detail
in animations. All videos were encoded using the H.264/MPEG-4 codec at bitrates
ranging from 254 to 14931 kbps. The length of each video segment was set to 2 seconds,
a common value in DASH applications.

We trained two models with the goal of achieving a performance comparable to
that of the expert rules using an SL approach. The expectation was that a successful
model should be able to mimic the expert rules, but not necessarily outperform them

in terms of cumulative long-term rewards. This is because in the SL framework, the
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model attempts to replicate the behavior of its teacher, even if the teacher makes
suboptimal decisions.

We tested two neural network models in our study to achieve a comparable per-
formance to expert rules using a SL approach. The first model we tested was a
Self-normalized feedforward Neural Network (SNN) that served as the policy network
(m-Net) responsible for taking actions. This model was formulated as a multi-class clas-
sification problem, where the different possible classes were the actions. The network
had a compact size with three hidden layers of size [input=18, 128, 64, 64, output=12]
neurons. The input vector represented observations, including a set of metrics for each
of the three tunnels, consisting of six metrics such as QoS metrics (Delay, Jitter, and
Packetloss), QoE metrics (Bitrate, Buffer), and other parameters such as the total
number of clients in each tunnel. We stacked 8 frames of past metrics and fed them to
the network to improve its performance. The network had a total size of around 32k
trainable parameters.

The second model we tested was a simple Recurrent Neural Network (RNN). While
the SNN closely matched the network used in the RL setup, it was not well equipped
to model time-series data. Therefore, we also trained an RNN model to eliminate any
bottleneck that could be caused by the inefficiency of the SNN in modeling time-series
data.

We collected around 50 hours of data at a rate of three examples per minute by
running the baseline algorithm on GNS3. The actions taken by the baseline algorithm
were used as labels for the collected dataset, which we split into training, validation,
and testing sets. We then performed data augmentation on the training dataset using
our simulator environment, as illustrated in Figure 4.6. The percentage of each action

taken is depicted in Figure 5.1.

Results

In Figure 5.2 (right), we see that the agent learned to classify most actions correctly
(i.e., confusion matrix is almost diagonal). However, some of the confusion between
actions can be attributed to the fact that two different actions could lead to same end
result. For example, if all 3 paths were occupied and a network issue appeared on the
link R1-R2, then rerouting clients from Path 1 to either Path2 or 3 has the exact same

cost. This is true because

e both tunnels have same number of hops. As a result, the costs of carrying the

traffic in those paths are equal.
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Distibution of Actions in GNS3 Dataset
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Do
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Path1 — 2

R3-R4

R2-R5

Fig. 5.1 Distribution of different classes withing GNS3 dataset. Inside: overall percent-
age. Outside: minority class breakdown.

o the broken link affects only Path 1. Therefore, rerouting to either Path 2 or 3

will help the clients to stream videos at a good quality.

« since Path 3 is already occupied, the extra cost for using this tunnel is already
paid. In this case, rerouting new clients to this path doesn’t incur additional

costs compared to Path 2.

To address this issue, we allowed the SL model to pick the top two best actions. If
any of them matches the true label, we declare this action as correct. Figure 5.2(left)
is a proof that SL-based ARE system can, to high-extend, match the performance of
expert rules.

It is important to note that during the training and testing stages, we took measures
to prevent the agent from overfitting. Specifically, we ensured that the traffic pattern
was different in each stage. This was achieved in several ways: (i) clients were randomly
turned on and off, (ii) when clients were first turned on, they were directed to a random
path, and (iii) the bitrates selected by clients” ABR algorithm were always different.
Additionally, network issues were randomly introduced, which could result in a change
in network topology. For example, if a link was broken, the network topology would
change from having three different paths to two or even just one (if the link was shared
among two paths). By incorporating these measures, we were able to test the ML

agent in new scenarios that it had not previously encountered, and it performed well.
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Fig. 5.2 Confusion matrix of SL-based ARE by taking into account top-k actions sorted
by their probabilities. (right) k& =1 (left) k =2

Next, we study the convergence speed of the SL models. As seen in Figure 5.3(a),
both the SNN and RNN models display convergence towards the baseline performance.
However, the RNN shows faster convergence, achieving the 90% goal after only 500
episodes, with each episode being truncated at a maximum of 1000 steps. Additionally,
Figure 5.3(b) illustrates the cumulative reward gained by both models during a testing
phase that lasted for one episode of length 5000 steps. The results demonstrate that
both models are capable of achieving high positive rewards, even in highly dynamic
network conditions. However, it’s worth mentioning that the RNN model is more robust,
displaying less variability across different runs. With this, the first test concludes, and

we proceed to use RL on the same environment to surpass the expert rules.

Normalized Max Cumulative QoE-OPEX for Normalized Cumulative QoE-OPEX for
10 NOC vs SL-FNN vs SL-RNN 10 NOC vs SL-FNN vs SL-RNN
’ N S A " | — noc
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(a) Convergence Speed (b) Long-term Reward

Fig. 5.3 SL algorithms can successfully learn to automate NOC.
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5.2.2 Outperform Expert Rules

In this section, we leverage the RL framework to train an agent capable of surpassing the
baseline algorithm. We compare traditional RL training with Batch-RL to demonstrate
that offline datasets can be used to pre-train an RL agent, and subsequently, continue
training to exceed the baseline algorithm. This approach allows the agent to benefit
from the expert rules, eliminating the initial phase of exploration where actions are
entirely random. By doing so, we avoid taking any unnecessary risks that could harm

the system’s performance due to random action selection.

Environment Setup

Similar to our previous work on SL, we train two RL agents from two different families
of model-free RL algorithm to demonstrate the flexibility of our approach. In particular,
we chose a variation of DQN algorithm called Double-DQN, which represents the Q-
learning based family of algorithms. As well as A2C algorithm which is part of the
policy optimization family. Both networks conists of two NN, one of which is the
policy network (m-Net) of size [input=18, 128, 64, 64, output=12] with the ReLU
activation function. The other NN in Double-DQN algorithm is an exact copy of the
policy network. It servers as a reference NN to stabilize the learning. On contrary, the
other NN in A2C (called V-Net) consists of three layers of size [input=18, 256, 128, 18,
output=1] and is used to predict the value-function. This NN doesn’t share weights
with the m-Net in order to allow the two networks to update their weights at different
rates according to how difficult the tasks they try to model. Note that once the model
is trained, only the policy network is needed in production to perform inference.
Regarding the other hyper-parameters, we set the discount factor to v = 0.99,
and used actor and critic learning rates of @ = 10™* and o/ = 1073, respectively.
Additionally, we controlled the entropy factor to decay from 1 to 0.1. As outlined
in §4.2.1, we assigned a reward of +5, 0, and -5 to high, medium, and low QoE
levels, respectively, for the QoE model. Furthermore, we considered the running
costs of carrying traffic inside AS1 to be cheaper than passing through external AS3.
Consequently, we set the cost of the shortest and longest paths in AS1 to 2 and 3,
respectively, while going through AS3 had a cost of 5. Finally, the cost of "doing

non

nothing," "rerouting the traffic," and "fixing a link" were set to 0, 2, and 5, respectively.
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Fig. 5.4 ARE pre-trained using synthetic data on the Simulator Environment (not
shown here) and tested on the GNS3 Environment. (a) Comparing both reward and
gain. (b) testing the stability of ARE for 18 hours.

Results

Figure 5.4a shows the performance of ARE (A2C) versus that of the expert rules.
Here, the agent was pretrained using synthetic data on the Simulator Environment
and then tested on the GNS3 Environment. During pretraining, the agent required
approximately 500K steps (4167 hours in real time) to outperform expert rules, but
this was accomplished in about 6 minutes on the simulator because training on the
simulator is much faster than real time. Once this pretrained ARE was deployed in
GNS3, we can see in Figure 5.4a that it immediately had better and ever-increasing
Gain performance while also its Reward was never worse than expert rules’ at any
point. But can ARE keep up its performance and not collapse? To answer that, we ran
the same agent in GNS3 for 18 hours. The results are shown in Figure 5.4b, where we

can see that ARE clearly maintains its stability and archives superhuman performance.
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Fig. 5.5 ARE pre-trained on the Batch-RL environment using labelled data and tested
on the Simulator environment.

Similarly, results presented in Figure 5.5 demonstrate that pretraining an ARE
using Batch-RL with an offline dataset generated by the expert rules on the Simulator
Environment is a viable alternative to RL in the real network. The agent’s performance
is evaluated in the Simulator Environment by allowing it to apply only the rules
learned during pretraining for the first 400K steps and then allowing small non-zero
exploration from step 400k onward. The Simulator Environment is chosen over the
GNS3 Environment because the former is much faster for training, and the goal is to
allow ARE to continue training/exploring. As expected, ARE progressively outperforms
the expert rules and never falls behind them at any point, demonstrating again that
ARE is able to improve and learn new rules by itself.

To gain insight into how the RL agent outperformed the expert rules, we analyzed
the network issues and the actions taken by both the RL agent and the expert rules.
The complete interactions between the RL agent and the environment are presented in
Figure 5.6, while those between the expert rules and the environment are shown in
Figure 5.7. Subplot A in both figures shows the true root-cause of network issue in
terms of time and location. For example, in the span of the 200 time steps, 20 network
issues where introduced, which are indicated by the blue spikes. This information is
not available to the RL agent since it is part of the true state of the environment.

In order to simplify the analysis, we allow one network issue to be presented in the
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environment at any certain time. Therefore, whenever a new issue is introduced, the
previous issue is cleared out first.

The dashed line indicates the status of the link since the problem first appears. For
example, there was an network problem on the link connecting the routers R1-R3 that
lasted for about 5 time steps and was not resolved. This is indicated by the fact that
the dashed line value is not None. If the agent didn’t take any actions, (see subplot
(B)), or took an action that doesn’t resolve the issue (e.g., attempting to fix the wrong
link or choosing to reroute traffic instead), the problem will persist for a certain number
of time steps depends on its type (i.e., transient, persistent, etc.). Once this time is up,
the problem is cleared automatically and new issue is introduced. By inspecting the
number of actions taken by the RL agent and baseline algorithm, we see that the RL
agent is taking less actions, allowing some problems to persist. As we will discuss next,
this strategy is the result of including the OPEX into the reward signal. By doing this,
the agent learns to postpone fixing problems that doesn’t have immediate negative
effect on the performance.

Subplot (H) represents the distribution of clients among the different tunnels. We
create traffic by allowing four clients to start/stop video streaming at different times. In
this scenario, we chose a Sinusoidal-like pattern where the network starts with no active
clients. Then, the number of clients joining the network increase, and for a certain
period of time, the agent is responsible to optimize the QoE of the four clients under
different network conditions. Finally, clients disconnect gradually and the cycle repeats.
Note that when a client is first introduced, it is assigned to a random tunnel. Similar
to network issues, this behaviour is reproduced for both the RL agent and the baseline
algorithm by manually setting the random generator initial seed. However, since the
agent is allowed to reroute the traffic, we see different patterns in Figure 5.6(H) and
Figure 5.7(H).

Subplots 5.7(C-G) show the E2E metrics that are provided to the agent as part of
the observation vector. This is the information that the agent works with to determine
the root-cause of any issue shown in subplot (A)

To enhance clarity, we will reuse and emphasize specific sections of Figure 5.6 and
5.7 in the subsequent three figures to illustrate the three main strategies employed
by the RL agent. These strategies resulted in fewer but more effective actions, as

demonstrated below.

1. The RL-agent learned to ignore any network issue that is not likely to affect any
client. Such cases include problems in empty paths as well as transient problems.

This can be seen in Figure 5.8 around ¢ = 25 and ¢t = 100. As we can see in (a),
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[A] Network Issues (Blue: creation time, Orange: Status - None means got fixed)
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Fig. 5.6 Detailed performance of A2C algorithm tested on GNS3.
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[A] Network Issues (Blue: creation time, Orange: Status - None means got fixed)
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Fig. 5.7 Detailed performance of Baseline algorithm tested on GNS3.
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[A] Network Issues (Blue: creation time, Orange: Status - None means got fixed)
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Fig. 5.8 RL agent learned to ignore issues that don’t affect clients in order to minimize
OPEX.

two network issues affected Path 3 (R1-R3-R4-R5) around ¢ = 25: first at the link
connecting R3-R4 and then at R1-R3 (see blue line). Meanwhile, all clients were
on path 1 as seen in (h). We can verify that no client was affected by observing
(¢) which shows that all clients were streaming at the highest bitrate. As a results,
the agent ignored those issues and didn’t attempt to fix them (orange line in (a)

was not set to None indicating that the issue persisted).

2. It learned that it is better to pack all traffic on path 1 (R1-R2-R5) as much as
possible, instead of load-balancing between path 1 and path 2 (R1-R3-R2-R5),
because path 1 has fewer hops (lower cost). While on the surface one might
think that packing all traffic into one path can cause congestion, the DASH
algorithm inside the clients does tend to lower the video bitrate when it senses
reduced available bandwidth, and this avoids congestion to some extent. ARE
learned that it only needs to move traffic out of path 1 if clients are no longer
able to maintain high QoE. In our tests, the link capacity allows all 4 clients to
simultaneously achieve high QoE only if all clients are at one bitrate: 3134 kbps;
anything above that bitrate will result in congestion, and anything below that
bitrate will result in a significant drop in the reward signal. It is remarkable that

ARE learned to “live dangerously” by allowing all clients to be in path 1 as long
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Fig. 5.9 RL agent achieved better service quality while taking fewer actions.

as their QokE is high and maintained. This is illustrated around ¢t = 50 — 75 in

Figure 5.9(b) where expert rules cause much fluctuations in the buffer size while

ARE maintains the buffer sizes with more stability using fewer actions.

3. It paid particular attention to links that are shared between different paths. For
example, link R2-R5 is shared among paths 1 and 2, while link R1-R3 is shared
among paths 2 and path 3. As shown in Figure 5.10(a), ARE immediately set

the orange line to None (i.e. normal state) every time an issue affect R2-R5 and

never left the link broken. Furthermore, we can also see that ARE also rushes to

reroute any client in Path 3 to avoid the costs of using AS3 infrastructure.

It is interesting to note that none of the above strategies were part of the expert

rules; ARE learned them by itself, validating our choice of using RL for complicated
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Fig. 5.10 The RL agent learned to quickly address any issues with links that are
common to multiple paths.

networks. This demonstrates that ARE can indeed progress beyond its initial training
to achieve exceedingly high performance.

So far, we have been focused on designing an algorithm that achieves the highest
possible reward. However, it is also important to study the speed of convergence of
such algorithms. To investigate the impact of network size on the convergence speed of
RL algorithms, we chose to work with A2C algorithm to train various NN and varied
the number of layers and width of each layer. We selected the A2C algorithm in this
experiment due to its efficiency compared to Double-DQN, but the findings here are
applicable to other algorithms as well.

Figure 5.11 compares the speed of which the QOE-OPEX metric increase for A2C
algorithms with different network sizes. One interesting observation is that agents who
have shallow value-network (v, = [256]) and medium policy network (7 = [64,64])
seems to learn faster than others for the first 20K steps. One major obstacle that RL
agent has to face is the high fluctuation in the reward signal, caused by the adaptive
bitrate of DASH clients. The value network serves as a reward function approximator,
but suboptimal behavior by DASH clients can result in huge fluctuations in the reward
signal, making it difficult for the agent to plan. Figure 5.12 illustrates the difficulty of
predicting the reward signal, as client bitrate on path 3 fluctuates rapidly between the

lowest and highest bitrates around ¢ = 90 — 100, leading to frequent traffic rerouting
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Table 5.2 Effect of NN size on convergence speed. Gain is measured at 500K steps and
normalized relative to Expert gain.

10 Models Best Model (10 runs)
V-Net Pi-Net Gain  test Gain
[256,128,18] [128,64,64] 1.259 1 1.331
[256] [64] 1131 2 1.318
[256] (64, 64] 1.141 3 1.318
[256] (64, 64, 64] 1.152 4 1.320
[256] [128] 1.142 5 1.319
[256, 128] [64] 1.316 6 1.330
256, 128]  [64, 64] 1137 7 1.320
256, 128]  [128,64]  1.134 8 1.333
[256, 128]  [128] 1.331 9 1.321
Expert - 1 Avg 1.323

between paths 1 and 3. To address this, collaboration between clients and the RL
agent may be necessary, as described in [1].

The results in Table 5.2 demonstrate that the A2C algorithm consistently out-
performs expert rules in terms of long-term performance. Interestingly, we found
that training the critic network is more challenging than training the actor network,
which is reflected in the need for deeper and wider value networks compared to policy
networks. This underscores the importance of accurately evaluating the situation for
effective RL, and once the critic network achieves this, it becomes easier for the actor
network to respond appropriately. However, it is important to note that the initial fast
convergence achieved by the shallow value network and medium-size policy network
does not continue and falls behind by 15% after 500K steps, as shown in Figure 5.11.
In contrast, the models with larger value networks and simpler policy networks seem

to be the winners in the end.

5.2.3 Transfer Learning
Environment Setup

In this section, we evaluate the performance of the RL agent on the large network
depicted in Figure 4.2. In this setup, the multiple agents are trained to control portions
of the network in a distributed fashion. The agents don’t assume any knowledge of the

network topology and can take corrective actions at the tunnel level, such as rerouting
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traffic between tunnels and switching to a backup server. We simulate the network in
the DES environment developed in §4.2.2. The DES parameters are listed in Table 5.3.

The network consists of 33 routers of which 24 are dedicated to serve the video

clients (called Edge routers). This simulates the hierarchy in ISP network. We configure

each edge router as follows:

There are 4 tunnels representing a tunnel group.
There is one RL agent responsible for controlling the tunnel group.

There is an edge server located at a distance of at most 3 hops away. The path

to this server is the considered to be the main tunnel.
There is a backup tunnel that has 50% or less overlap with the main tunnels.

There are variable number of active clients connected through this router.

In terms of the training algorithm, we compares three groups of algorithms trained

on on a subset of small networks that are not part of the large network:

1.

2.

3.

Train NN using SL.
Train NN using traditional (online) RL

Pre-train NN using Batch-RL first.

For each of the aforementioned algorithms, we compared the performance of the

following variations:

1.

2.

Test the NN as is (a.k.a zero-shot transfer learning) against expert rules.

For SL: perform a fine-tuning step of each agent on its small network. For RL:

allow each agent to continue exploration on its small network.

For RL: (i) use a single shared agent during the training step then make inde-
pendent copies of the agent during testing. (ii) use multiple agents during the

training each learning from its local network.

Finally, to compare effectiveness of SL against Batch-RL, we also train the NN

using two versions of the expert rules: an optimal and non-optimal versions.
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Table 5.3 Summary of the DES Parameters.

Parameter Value
Video Count 1000.
clients
ABR Algorithm BOLA Algorithm.
Buffer 30 seconds
Arrival ~ Exp(1/60).
Duration ~ U{15,45} time steps.
Video segment 0.2 second (packet size = segment Bitrate).
Routers Type Core and Edge
Count 9 Core and 24 Edge.
Routing 4 Tunnels of length 2-6 hops.
Link bandwidth 30 Mbps on egress ports.
Clients 30-200 active client at a time.
Impairments Delay ~ N(0.2,0.75), Jitter ~ N(0.05,0.2),
Packetloss ~ N (0.01,0.1).
Servers  Type Cloud and Edge
Count 1 Cloud and 5 Edge.
Capacity Cloud: oo and Edge:100 client (socket).
Bandwidth 00.
Network Transient Rate ~ Exp(1/30) for Duration ~ U{1,3}
Issue time steps.
Persistent Rate ~ Exp(1/60) for Duration ~ U{15,45}
time steps.
Recurrent Rate ~ Exp(1/90) for Duration ~ U{3,6}
time steps.
Results

The results of automating the large network using Multi-agent ML approach are

summarized in Table 5.4. The table shows that RL can outperform the baseline

algorithm by up to 28%, and with fine-tuning, this improvement can match the

performance on the small network, resulting in a 33% improvement over the baseline

algorithm.

The table highlights another important finding: Batch-RL significantly improves

training efficiency by 16% compared to traditional RL, assuming a nearly optimal
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Table 5.4 Summary of Multi-agent NOC Automation Results.

Configuration Results
Model Training Shared | Zero-shot T2Tggy, T2Ti39%, Success Fine-tuning
Agent Gain Rate Gain
SNN SL Yes 0.76 +0.09 2.24M - 89% .86 +0.03
RNN SL Yes 0.87 1906 763K - 93% 93 10,03
DQN RL Yes 0.98 +0.04 832K - 94% 1.05 4+0.02
RL No 0.85 1917 1.09M - 90% -
BRL Yes 1.06 4903 649K 1.27M 96% 1.11 4003
A2C RL Yes 1.12 +0.08 H8TK 732K 95% -
RL No 1.02 4914 761K 832K 92% 1.24 40.02
BRL Yes 1.28 4905 476K 534K 99% 1.33 10.02

teacher. This improvement is also evident in the reduced variance among different runs.
One possible explanation for this is that the teacher algorithm controls the exploration
process. Another factor that affects the variance among agents is that if agents are
trained independently, they may not have enough time to explore the entire search
space. However, if agents share a centralized buffer, a master agent can be trained on
all the experiences collected by the worker agents. This allows one agent to experience
a diverse set of sub-networks. During testing, the agent can be replicated multiple
times, and each copy can be fine-tuned independently on its tunnel group if necessary.

In addition, we present the Time-to-Threshold (T2T) and success rate metrics. The
former represents the number of steps required for agents to reach 90% of the baseline
performance, and the later represent the percentage of agents (in the multi-agent
framework) that were able to cross the 90% threshold during testing. Those two
metrics serve as a reliable indicator of the sampling efficiency of variance algorithms.
Although all models achieved comparable performance to the baseline algorithm, both
SL and RL with no shared exploration struggled to exceed the 90% threshold within
750K steps. This can be attributed in part to the limited capacity of the neural network,
which reduces the efficiency of data collection and negatively impacts overall rewards.
Notably, the SNN model performed worse than the RNN model, and the DQN model
performed worse than the A2C model.

Among all combinations of hyper-parameters, we found that training a cenrtilized
A2C agent using Ratch RL, then perform fine-tuning to yeald the best resuts overall.
This is expected because of the following factors:
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o RL is better than SL because it can utilize the sub-optimal actions taken by the

teacher network.

e The use of a centralized RL learning agent for training improves performance
without compromising training and testing speed since all agents contribute to

data collection and testing.

o The utilization of Batch-RL for training not only enhances convergence speed
but also minimizes variance in agents’ performance. This is attributed to the
ability of the agents to learn useful strategies from expert actions, which would

otherwise take longer to discover

Figure 5.13 depicts the cumulative reward achieved by agents during testing on the
large network. The agents were derived from a master agent trained using Batch-RL
on the small network. The figure clearly shows that all agents were able to manage
the networks effectively without any fine-tuning, achieving a 100% success rate. In
contrast, if Batch-RL is not utilized, some agents may learn policies that are not useful
in all network conditions. This is illustrated in Figure 5.14, where approximately
50% of the agents struggle to perform well in the vicinity of Servers E1, E2, and E5.
We argue that this weak performance is not related to the network topology of these
sub-networks, as we used a topology-agnostic formulation for the training process. To
support our claim, one can examine the agents’ performance in the E3 neighborhood,
which is similar to EO1 and E2. Similarly, agents in the vicinity of E4 perform well,
and the topology of this sub-network is similar to the one around EO05.

We will conclude this section by demonstrating a case that highlights some of the
limitations of the Batch-RL algorithm. Specifically, we used a sub-optimal teacher
to train RL agents using Batch-RL, and the results are shown in Figure 5.15. As
expected, many agents failed to perform well on the large network, mainly because
during training, they did not have sufficient opportunities to explore the best actions.
However, we observed that some agents managed to learn a useful policy and achieved
good performance. This phenomenon can be explained as follows: unlike supervised
learning (SL), Batch-RL does not necessarily try to mimic all the actions taken by the
expert, since the RL agent can observe the reward associated with these actions. In
other words, the RL agent can differentiate between good and bad actions by inspecting
the rewards associated with them. In contrast, an SL agent considers all labels as
optimal actions.

However, if an RL agent is trained using a sub-optimal teacher, it can fail due to

the lack of alternative actions. If the agent tries a different action, it may still receive
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Fig. 5.13 Performance of different RL-agents on the large network. Training done on

various small networks in DES environment using Batch-RL.
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Fig. 5.15 Performance of different RL-agents on the large network. Training done on
various small networks in DES environment using Batch-RL with suboptimal expert-
rules.

a bad reward. Therefore, it is important to use an expert with a good performance to
train RL agents using Batch-RL, so that the agents can learn from a variety of good

actions and avoid getting stuck in sub-optimal policies.

5.3 Scalability

In terms of scalability, we argue that our proposed algorithm for ARE is scalable for

the following four reasons:

1. The used RL algorithm is scalable: as mentioned before, there are many examples
of A2C algorithm deployed in large scale such as [4][26]. This is mainly because
the NN in Actor-critic algorithms tend not to be very deep (which is very beneficial
for inference), and it can be trained in a multi-agent setting where agent can be

trained in a decentralized fashion and synchronize their experience together.

2. The network topology we chose, despite its small size, is not trivial and it includes
many advanced concepts that won’t change with scale. For example, the agent
will experience (i) a network with multiple paths, (ii) with different path lengths
i.e. number of hops (iii) some links are shared between (and will affect) multiple
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paths (iv) clients randomly join (or drop from) streaming sessions to generate
different traffic patterns (v) client stream a real video traffic at adaptive bitrates

(vi) some traffic can be rerouted through an external AS which can cost more.

3. Our approach to dividing a large, complex network into smaller tunnel groups
is independent of the network’s topology, and offers two significant benefits.
Firstly, it simplifies the training process. The creation of a dataset that includes
all possible subnetwork topologies can be an incredibly expensive and time-
consuming task, requiring a significant amount of planning and preparation.
However, our topology-agnostic approach eliminates the need for this, reducing
the complexity of the training process and making it much more streamlined
and efficient. Secondly, our approach also simplifies the deployment process. By
reducing the amount of planning and decision-making required when breaking
down the network, our topology-agnostic approach streamlines the deployment
process, making it easier and more efficient to implement. This can save valuable
time and resources, allowing for a more effective and efficient deployment of the

network.

4. The pre-training step is very fast. As we mentioned earlier, the agent can

experience more than 4000 hours of real time in about 6 minutes.
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Chapter 6

Future Work

We studied the problem of automating ARE for NOCs and how to allow RL
algorithms to safely discover new rules that can outperform human experts. In
this concluding chapter, we summarize the contribution and achieved results and show

possible directions for future research in this area.

6.1 Summary of the Results

We showed that using RL, it is possible to automate NOC operations with super-
human performance, and this is significant for building autonomous and self-healing
networks. We also showed that training such RL systems is practical, because it can be
trained orders of magnitude faster than real time in either simulators or offline, without
disturbing normal operations of a live network. We summarize our contributions as

follows:

o we formulated the problem of ARE in NOC as MDP process and solve this

problem using RL exceeding human performance with expert rules.

« we proposed an objective function that goes beyond QoS-based goals to include
ISP’s OPEX and clients’ QoE. Our RL algorithm was trained to anticipate
network issues that might degrade the users’ QoE and to act within the OPEX

constraints.

o we designed a training solution with simulation that can train the RL model in a
matter of minutes compared to thousands of hours if trained in real time. We

equipped the simulator with MDP-aware data-augmentation capabilities that
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enrich the collected dataset without changing the underlying dynamics of the

real environment we are simulating.

o Our solution outperformed the human experts by a large margin of 25% on
a challenging task (DASH video streaming) without the risk of making costly

mistakes.

6.2 Plan for Future Work

 using our algorithm to perform 5G slicing. This is specially exciting given the

similarities between MLPS tunnels and overlay and the network slices.

 training RL-agents to decide on what KPI metrics to collect from the network
and at what rate. This is important because collecting all type of possible metrics
at high-rate results in huge overhead on the network. On the other side, deciding
what KPI to collect depends on the QoE metric we want to optimize, and this

metric can change over time.

« extend the multi-agent framework to enable collaboration between agents. This
collaboration can be highly beneficial, as it can reduce congestion on links that
are shared between multiple tunnels that are controlled by different agents. By
working together, agents can coordinate their actions to ensure that the overall

network operates more efficiently.
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