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Abstract

Cryptography is of fundamental importance to guarantee the security of communications,
from the point-to-point transmission of messages and documents to the storage of big sets
of data on cloud providers. As an example, we can use encryption, message authentication
codes, and digital signatures to help us guarantee the privacy, integrity, and authenticity
of data that is stored and/or transmitted. Many cryptographical solutions have a Boolean
outcome, for example, the message is either authentic and accepted as it is, or it is not and
so it needs to be rejected/re-transmitted. This outcome may be acceptable in scenarios
where we can easily re-transmit the message, but it can pose a challenge when we deal with
a large amount of data or a more sensitive content in which changes need to be further
explored. In this context, this thesis proposes solutions to provide fault tolerance to certain
cryptographic problems that traditionally have an all-or-nothing outcome.

Fault tolerance is application dependent. In the case of a digital signature of a doc-
ument that has been later modified, a fault-tolerant scheme can ensure authenticity and
further identify which parts of the document were modified. This approach can be used in
data forensics to investigate cybercrime, or to create redactable signatures for the purpose
of privacy. In the case of aggregation of signatures, we consider an aggregation of a set of
signatures containing a few invalid signatures (in the traditional sense). A fault-tolerant
scheme is able to identify which signatures are valid and which ones are invalid, instead
of rejecting the whole set. Digital signatures and aggregation of digital signatures require
fault tolerance to be ensured at the origin (signer algorithm and aggregation algorithm,
respectively), rather than just at the destination (verification algorithm). For this rea-
son, we focus on techniques from combinatorial group testing that are nonadaptive rather
than adaptive. This is in contrast with other applications of group testing, such as batch
verification of signatures, employed at the verifier’'s end which allow both adaptive and
nonadaptive solutions.

In this work, we explore solutions for fault tolerance using techniques of identification
of defective elements used in nonadaptive combinatorial group testing. More specifically,
we use the well studied cover-free families (CFFs). A d-cover-free family d-CFF(¢,n) is a
set system with n subsets of a t-set, where the union of any d subsets does not contain
any other. A d-CFF(t,n) allows for the identification of up to d defective elements in a
set of n elements by performing only ¢ tests (typically t < n). In the literature, CFFs are
used to solve many problems in cryptography. In this work, we explore different aspects
of cover-free families in order to better approach fault tolerance problems.

The problems we investigate can be divided into two categories: static problems (fixed
size) and dynamic problems (increasing size). In the context of static problems, we consider
modification-tolerant digital signature schemes, which allow the identification of modifica-
tions in signed data using a d-CFF, and in some cases the correction of such modifications
in order to retrieve the originally signed data. We also propose a generalization of the
classical definition of a d-CFF to support wvariable cover-free property, followed by some
constructions and potential applications in cryptography. For dynamic problems, we con-
sider the application of fault-tolerant aggregation of signatures. This problem requires an
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infinite sequence of CFFs with increasing n, consequently increasing ¢, and potentially in-
creasing d. In this context, we investigate monotone, nested, and embedding sequences of
CFFs, and propose constructions using techniques from combinatorial design theory and
finite fields. In constructing these families, we are concerned with their compression ratio.
The compression ratio of a sequence of CFFs measures how slowly the number of tests grow
with respect to the number of elements to be tested, which affects the overall efficiency
of the method. We provide constructions of CFF sequences with different compression
ratios, which depend on relations among the CFF parameters in the sequence and the type
of sequence. Some of these sequences achieve the best possible compression ratio, which
meets the best known upper bound. Monotone, nested and embedding sequences of CFF's
can be used in any group testing problem that is dynamic in nature. We discuss various
cryptographical applications that can benefit from these infinite sequences of CFFs.
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Chapter 1

Introduction

Cryptography is widely studied with the objective of guaranteeing the security of digital in-
formation and communications in the presence of adversaries. Digital signatures are among
the most powerful techniques to guarantee that. When sending a digitally signed message,
by verifying the signature we can, with very high probability, guarantee the origin of the
message (authenticity), guarantee that the message has not been modified after the sig-
nature (integrity), and also prevent the signer from denying authorship (non-repudiation).
They require asymmetric cryptography, where a private key is used to generate the digital
signature, and the corresponding public key is used to verify the signature [18]. In applica-
tions that handle a large set of data and digital signatures, an aggregate signature scheme
can be used to combine all signatures together into one aggregate signature, creating one
short proof of integrity and authenticity for the entire set of corresponding data [1]. In
this way, we can save on communication, storage and verification time.

In a traditional digital signature scheme, a verification algorithm has a Boolean out-
come: the message is either authentic and not modified, or it is not and so needs to be
rejected /re-transmitted. This is an acceptable outcome when the data can be easily re-
transmitted, but it poses a challenge for the scenarios where we deal with large amounts of
data; for the cases where sensitive contents were modified and should be further explored
in an investigation; or even when the modification was expected. For traditional schemes
of aggregation of signatures, the verification outputs a positive result only when the entire
set of signatures is valid; an invalid signature invalidates the entire aggregate, because
when a set of signatures is aggregated into one, this operation does not preserve enough
information in order to identify the exact set of invalid signatures. In this thesis, we are
interested in providing efficient fault tolerance to certain problems in cryptography that
have an “all-or-nothing” flavor. We explore solutions to provide fault tolerance to these
problems using techniques of identification of invalid elements.

Identifying invalid elements from a set of n elements is an important problem found in
many areas, from biology and chemistry to engineering and computer science. Instead of
testing each element individually, we can use combinatorial group testing (CGT) as a more
efficient way of identifying up to d invalid elements [2, 3, 16, 20]. CGT was proposed as an
efficient solution for identifying people infected with syphilis during the second World War
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[2, 3]. Given n elements and a number d of invalid elements that the scheme can tolerate,
we group the elements into ¢ groups (t < n), and test the groups instead of each element
individually. A group that passes the test contains only valid elements and a group that
fails contains at least one invalid element. From the test results of various groups, we can
identify which elements are invalid and which ones are valid. There are two types of CGT
algorithms: adaptive and nonadaptive. With adaptive algorithms, the next groups/tests
are decided according to the results of previous tests; nonadaptive algorithms decide all
groups/tests at once. In this work, we consider problems that require the groups to be
decided a priori, therefore we use nonadaptive CGT algorithms [3].

We can represent the elements and groups of a nonadaptive CGT scheme using d-cover-
free families (d-CFFs). A d-CFF(¢,n) can be defined as a set system (X, B), where X is a
set of cardinality ¢, and B is a collection of n subsets of X such that no subset is contained
in the union of any other d subsets. For the case d = 1, a set system with this property
is equivalent to a Sperner system [21]. Sperner’s theorem [21] establishes the upper bound
|B| < (LI ;()‘(/'2 J)’ which is achieved when we take all L@j—subsets of X. For example, let d =
1, X =1{1,2,3,4,5},and B = {{1,2},{1,3},{1,4},{1,5},{2,3},{2,4},{2,5}, {3, 4}, {3,5},
{4,5}} be all unique 2-subsets of X; since no subset contains any other, this is a 1-
CFF(5,10). We can easily solve a CGT problem using a d-CFF(¢,n) incidence matrix
M: the incidence vector of each subset forms a column of M, the columns represent the
elements to be tested, and each one of the ¢ rows indicates which elements are grouped
together. Figure 1.1 shows the incidence matrix of the example above. Therefore, we are
interested in minimizing ¢ in order to perform fewer tests. When d = 1, ¢t = logn is achieved
using Sperner’s theorem [21]. For d > 2, the lower bound on ¢ is known to be ¢ > c% logn,
for a constant ¢ [5]. Several problems in cryptography can be solved using d-CFFs, such
as to construct one-time and multiple-times digital signature schemes [17, 22], to con-
struct broadcast communication schemes [6, 19], to provide fault tolerance in aggregation
of signatures [8, 9], and to provide localization of modifications in signed documents [7, 10].

In this thesis, the problems we investigate can be divided into two categories: dynamic
problems, where the number of elements increases over time; and static problems, that
have a fixed number of elements. Our main research focus is to create new definitions and
constructions of CFFs in order to better approach these problems. We now present the
details of our main contributions.

1.1 Research contributions

1.1.1 Dynamic problems

Our major contributions in this thesis are related to dynamic problems. For this scenario,
we consider the problem of fault-tolerant aggregation of signatures. Solutions to this prob-
lem using d-CFFs have been proposed independently in [8, 9]. Instead of aggregating all
signatures into one, the idea is to use a d-CFF matrix to compute a more expressive aggre-
gate, which provides enough information to locate up to d invalid signatures. The columns
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1111000000 T[1] = Agg(oy,09,03,04)
1000111000 7[2] = Agg(o1, 05, 06, 07)
M=[0100100110]|— 73]=-Agg(oz, 05, 08, 09)
0010010101 74] = Agg(os, 06, 08, 010)
00010010171 75| = Agg(o4, 07,09, 010)

Figure 1.1: Aggregation of signatures based on a 1-CFF(5, 10).

of the d-CFF represent each one of the digital signatures to be aggregated, and the rows
identify each of the aggregates. So we have a total of ¢ aggregations, instead of just one,
but we are able to identify up to d invalid signatures with them. For example, consider
n = 10 signatures oy, ..., 019 and the 1-CFF(5,10) matrix M in Figure 1.1. The columns
of M represent the individual signatures, the aggregations are done according to the rows
of M, and we create the aggregate signature 7 of size t = 5. The use of a 1-CFF allows
us to identify all valid signatures as long as there is at most one invalid signature. For
example, if oy is invalid, 7[1] and 7[2] will fail the verification, but 7[3], 7[4], 7[5] prove the
Valldlty of 092,03,...,010-

The use of d-CFFs is a practical solution for the identification of up to d invalid signa-
tures in an aggregation scheme, but by fixing a d-CFF(¢,n), the number of signatures that
can be aggregated is bounded by the number n of columns. This number is not always
known in advance; for instance, a traditional aggregate signature scheme [1] does not set
such a bound, as a new signature can always be combined into an existing aggregation,
but also does not allow the identification of invalid signatures. This application requires
an unbounded fault-tolerant aggregation scheme, which relies on d-CFF's that grow in size
as the number of signatures grows, and we represent this growth as a special sequence of
d-CFF matrices. In order to provide unbounded aggregation with fault tolerance, we have
been exploring infinite sequences of CFF's with increasing n, consequently increasing ¢, and
potentially increasing d. We represent the sequence of incidence matrices of these CFFs as
MO M MG where we use a CFF until the number of columns is reached, then
we “jump” to the next one in the sequence. To solve the problem, these sequences should
have the following characteristics:

1. The sequence is formed by CFFs of increasing size, and the previous matrix M®
in the sequence must be a submatrix of the next one, MUY in order to reuse
aggregations already computed in M©®.

2. These sequences should take into consideration that, after aggregation, individual
signatures may be discarded to save storage.

In constructing these sequences, we are concerned with their compression ratio as n
grows; we say the compression ratio is p(n) if and only if % is ©(p(n)). The compression
ratio of a sequence of CFFs measures how slowly the number of tests grows with respect
to the number of elements to be tested, which affects the overall efficiency of the method.
Hartung et al. [8] proposed a monotone sequence of d-CFFs to provide an unbounded
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fault-tolerant aggregation scheme, but the construction they proposed has a constant com-
pression ratio. One of the contributions of this thesis is the definition of a more flexible
sequence of d-CFF's that can be used to solve this problem, which we call nested cover-free
family. We show that with nested families we can achieve all the requirements above, and
the constructions we proposed have very good compression ratio, much better than the
one in [8]. We propose explicit constructions of nested families, and for the specific case of
d =1 our construction gives the best compression ratio possible, meeting the information
theoretical upper bound of @. For d > 2 we propose two constructions, the first with

1-1/c n

I"atiO p(n) =N (b10g2 n)log2 logg n+D
for constants b and D. In order to construct nested families, we propose new recursive
constructions of d-CFFs [11, 14].

, for some constant ¢ > 2, and the second with p(n) =

Now suppose that communication errors happened and some of the t pieces of aggregate
signature were lost /corrupted during transmission. This loss would probably compromise
the verification process, where some good digital signatures may be considered invalid. In
order to approach this problem, we can ensure there are enough valid pieces of the aggregate
signature to identify all valid individual signatures. We use a known generalization of d-
CFFs called (d; \)-CFFs to provide an extra level of fault tolerance. With (d; A\)-CFFs,
every valid individual signature is aggregated in at least A valid aggregates, so we can handle
the losses or corruptions of up to A — 1 aggregates without compromising the identification
of any valid signatures. We also propose recursive constructions of (d; A)-CFFs and use
them to obtain nested (d; A)-cover free family constructions [14].

Because of the second requirement of this problem, where previous individual signatures
can be discarded after aggregation, we are restricted to use monotone or nested families,
which can only be constructed for fixed d. However, for any application where the number
n of elements grows, it is natural to imagine that the number of invalid elements d will
also grow. Therefore, we propose a generalization of monotone and nested families, which
we call embedding cover-free families. Embedding families allow for the increase of both d
and n, and can be applied in any dynamic problems that do not pose such a requirement,
for example, general group testing problems, broadcast encryption and broadcast authen-
tication [6, 19]. We propose constructions of embedding families using a known d-CFF
construction via polynomials over finite fields [4], where our sequences are created via ex-
tension fields [12]. We also show how different parameter combinations in this construction
can provide different results, such as to prioritize increases of d, or prioritize the compres-
sion ratio as n grows. Some of these sequences achieve the best possible compression ratio,
which meets the information theoretical upper bound [12].

An important step to create these constructions was to identify a special structure of
the polynomial construction of d-CFFs by Erdés, Frankl and Fiiredi [4]. This structure
allows us to discard specific blocks of rows of the d-CFF and obtain a d-CFF with a
smaller number of rows, d’ < d. With this structure of blocks, we were able to provide a
construction of monotone families with improved compression ratio, improving the results
from [8]. In addition, we look at embedding CFF constructions in terms of packing arrays
and separating hash families, and identify that similar characteristics of blocks of rows
occur in these cases as well [12].
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It is important to notice that monotone, nested and embedding sequences of CFF's can
not only be used for cryptographical applications, but also for any group testing problem
that is dynamic in nature.

1.1.2 Static problems

In the context of static problems, we consider modification-tolerant signature schemes
(MTSS). They are a more expressive digital signature that goes beyond the “all-or-nothing”,
and provide enough information to allow the location and correction of modifications in
signed data by using d-CFFs. The use of d-CFFs to locate modifications in digital data
is presented in [7], where the authors investigate modifications in data stored in several
data structures and use this information for forensics investigation. A similar approach is
applied for digital signature schemes in [10], where d-CFFs are used to provide the location
of modifications for digital signatures. In this scheme, the data to be signed is divided into
n blocks, and the structure of the d-CFF will indicate how we should combine the hashes
of these blocks in order to form a more expressive digital signature. On the verification
side, the extra hashes are used to locate up to d modified blocks.

In this thesis, we define a general framework for modification-tolerant signature schemes.
We also extend the solution from [10] using d-CFF's to provide correction of modifications
for the cases where the blocks are small enough. In addition, we propose a specific MTSS for
redactable signatures using d-CFFs, where pieces of the message are modified on purpose
with the intention of hiding private information. In this sense, we guarantee privacy for
redactable signatures by proposing a redaction algorithm that prevents leakage of redacted
information, while allowing the verification of integrity and authenticity of the rest of the
data [13].

In the context of static problems, we also identify the need for a new type of CFF
that we call S-CFF, or variable CFF. With S-CFF, the cover-free property is explicitly
defined by the set S instead of required for every combination of d 4+ 1 subsets/columns.
One possible application is the MTSS problem, where we may have a concentration of
modifications in a few regions of the document, and in each of these regions we want to
perform a more detailed verification. The use of a variable CFF may provide a smaller
signature than using a traditional d-CFF with large enough d. We define these new families,
propose constructions, and mention possible applications of S-CFFs [15].

1.1.3 Articles produced in this thesis

This thesis is in a “thesis by articles” format, and the chapters consist of papers published
in journals and conference proceedings, or papers being prepared for submission.

e Chapter 2 consists of a survey on cover-free families that includes the new general-
ization of d-CFF's to variable CFF's, which is being prepared for submission.

IDALINO, T. B.; MOURA, L., Cover-free families and generalizations. In prepa-
ration for submission, 2019.
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e A shorter version of Chapter 3 appeared in the proceedings of the 29th International
Workshop on Combinatorial Algorithms, IWOCA 2018. This work was invited for
submission to the special issue of the journal Theoretical Computer Science dedicated
to this conference, and the complete paper was submitted in October 2018. The literal
content of this paper is in Chapter 3.

IDALINO, T. B.; MOURA, L., Efficient Unbounded Fault-Tolerant Aggregate Sig-
natures Using Nested Cover-Free Families. In: International Workshop on Combi-
natorial Algorithms, IWOCA 2018. Lecture Notes in Computer Science, vol 10979,
pages 52—64. Springer, Cham.

IDALINO, T. B.; MOURA, L., Nested Cover-Free Families for Unbounded Fault-
Tolerant Aggregate Signatures. Submitted to Theoretical Computer Science, October
2018.

e Chapter 4 was published in a special issue of the journal Advances in Mathematics
of Communications, dedicated to Applications of Discrete Mathematics in Secure
Communication in honour of Prof. Bimal Kumar Roy.

IDALINO, T. B.; MOURA, L., Embedding cover-free families and cryptographical
applications. Advances in Mathematics of Communications, 13 (2019), 629-643.

e Chapter 5 consists of a paper being prepared for submission.

IDALINO, T. B.; MOURA, L., ADAMS, C., Modification tolerant signature schemes:
location and correction. In preparation for submission, 2019.

1.2 Thesis outline

e Chapter 2: Cover-free families and generalizations. In this chapter, we present
a review of the literature on cover-free families. We discuss different ways of defining
CFFs, from representations with set systems to incidence matrices and corresponding
properties. We review related and equivalent objects and constructions, and highlight
the relationships between them. In this chapter, we also define variable CFF's and
present some constructions. We also present generalizations of recursive constructions
of CFF's (originally proposed in Chapters 3 and 4) by considering them a special case
of variable CFFs. Finally, we review some applications of d-CFF's in cryptography.

e Chapter 3: Efficient Unbounded Fault-Tolerant Aggregate Signatures Us-
ing Nested Cover-Free Families. In this chapter, we present a solution for the
problem of unbounded fault-tolerant aggregation of signatures. We define nested
cover-free families and propose constructions with good compression ratio. We also
propose algorithms for aggregation of signatures using nested families, which allows
for the dynamic growth on the number n of signatures to be aggregated, while keeping
a good compression ratio between n and the size of the aggregate signature. Finally,
we present a generalization on nested family constructions that allows for the correct
identification of invalid signatures even if some pieces of the aggregate are lost during
transmission, adding an extra layer of fault-tolerance.
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e Chapter 4: Embedding cover-free families and cryptographical applica-
tions. In this chapter, we define embedding cover-free families as a generalization
of monotone and nested families, which allows for the increase of both n and d. We
present constructions of such families with good compression ratio, and for specific
parameters, a construction with ratio that achieves the information theoretical upper
bound. We also mention some applications in cryptography that may benefit from
such CFFs.

e Chapter 5: Modification tolerant signature schemes: location and cor-
rection. Here we define modification-tolerant signature schemes that allow location
and correction of modifications. We explore existing schemes that use d-CFFs to
provide the location of modifications, and show how they can be extended to allow
correction as well. We prove the security of both schemes, namely that the scheme is
unforgeable under a chosen message attack. We also present a variation of MTSS to
provide redactable signatures and prove that total privacy of redacted information is
achieved in this case.

e Chapter 6: General conclusion and open questions. Finally, we present a
summary of the contributions of this thesis and discuss some open questions that
can lead to future research in this area.
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Chapter 2

Cover-free families and
generalizations

The following chapter consists of a survey of constructions of cover-free families and pre-
liminary results about variable CFF's, which are generalizations of CFFs introduced in the

paper.

IDALINO, T. B.; MOURA, L., Cover-free families and generalizations. In preparation
for submission, 2019.
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2.1 Abstract

Cover-free families have been investigated under different names and as a solution to many
problems related to combinatorial group testing. Here we review several definitions, related
objects and constructions found in the literature, as well as some applications in cryptog-
raphy. We present generalizations of recursive constructions and introduce the notion of
variable cover-free families, which presents variable coverage properties.

2.2 Introduction

Cover-free families (CFFs) are usually studied in the context of combinatorial group testing
(CGT). The origin of CGT is credited to Robert Dorfman, who proposed it as a solution
to efficiently identify a few cases of syphilis among millions of blood samples during the
second World War [8]. The idea consists of pooling the blood samples together in a few
pools and testing the pools instead of each sample individually. The pools that have at
least one infected sample will have a positive result, and the ones with no infected samples
will be negative. A pool with a negative result ends up saving many tests and identifying
several people that are not infected, while the ones with a positive result must be explored
further to identify the infected sample(s) in them [8]. The idea ended up not being used for
the blood sampling problem because the result was not accurate enough when a few blood
samples were pooled together, but nowadays it is used as a solution to many interesting
problems [§].

The pools should be chosen in a way that minimizes the number of tests while keep-
ing the ability to identify the infected samples. This results in two important types of
combinatorial group testing: adaptive and nonadaptive algorithms. With adaptive algo-
rithms, the next tests are determined according to the results of the previous ones and they
usually require fewer tests; while nonadaptive algorithms decide all tests at once, which
allows tests to be executed in parallel [8]. In this work, we are going to focus on problems
that require grouping the data a priori and executing the tests/computations later, so we
explore nonadaptive algorithms.

In this context, we study cover-free families. They have interesting properties that can
help us to determine which blood samples need to be pooled together in order to find all
(up to d) infected people, or, in the case of our applications, to determine which elements
should interact or be grouped together to solve the problems we will describe in this work.
Cover-free families that can tolerate up to d invalid elements are called d-cover-free families
(d-CFFs). They were first introduced by Kautz and Singleton as superimposed codes in
1964 [30], then studied in terms of set systems in 1985 by Erdos, Frankl and Firedi [9],
and in 1987 they were introduced as nonadaptive combinatorial group testing by Hwang
and Sos [21].

We present the definition of d-CFF's in terms of set systems. A set system F = (X, B)
consists of a set X and a collection B of subsets of X.
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Definition 2.2.1. Let d be a positive integer. A d-cover-free family, denoted d-CFF(t,n),
is a set system F = (X,B) with |X| =t and |B| = n such that for any d + 1 subsets
By, Bi,,...,B;, € B, we have

d
1B, \|J Bl > 1. (2.1)
j=1

For a given n and d, we are interested in constructing d-CFFs with the smallest possible
t, so we define t(d,n) = min{t : 3 d-CFF(n,t)}.

For d = 1, the subsets of a 1-CFF are equivalent to the ones from a Sperner family.

Theorem 2.2.2. (Sperner (1928) [51]) Let B be a collection of subsets of {1,...,t} such
that By € By for all distinct By, By € B. Then |B| < (Lt;QJ)‘ Moreover, equality holds
when B is the collection of all the |t/2]-subsets of {1,...,t}.

As an example, for n = 6 we have ¢ = 4, and every subset has size t/2 = 2. Therefore,
X ={1,2,3,4}, and B = {{1,2},{1,3},{1,4},{2,3},{2,4},{3,4}} is a Sperner family

with maximum cardinality.

Corollary 2.2.3. Let n > 1. Then, t(1,n) = min{t : (Lt;ZJ) >n}.

Sperner’s theorem gives an optimal construction for 1-CFFs. The value t grows as
log, n as n — oo, which meets the information theoretical lower bound on the number of
bits necessary to uniquely distinguish the n inputs. In the sense of information theory,
for general d, we need at least dlog(n/d) tests in order to locate up to d invalid elements
from a set of n elements. The reasoning behind this lower bound comes from the amount
of bits needed to distinguish the n inputs and identify the up to d invalid elements. We
have Z?:o (") possible sets of invalid elements, and for a total of ¢ tests we have ¢ bits
to represent the results, which implies we have 2! possibilities of test results. We need
Z?:o (T;) < 2" in order to distinguish the sets of invalid elements, which gives us the lower
bound ¢(d,n) > dloggn/d). For d > 2, the best known lower bound on ¢ for d-CFF(t,n) is
given by t(d,n) > Ch;iﬂ log n for some constant ¢ [13, 47, 58].

For d > 2, there are several approaches to construct d-CFFs, for example, we can con-
struct them directly from codes and combinatorial designs. Probabilistic methods usually
provide the best existence results known, since they provide upper bounds close to the
best lower bound for ¢(d,n). Furthermore, derandomization techniques can be used to
yield efficient algorithms to construct CFFs, such as the ones presented in [15, 16, 45].
Using this approach, Porat and Rotschild [45] gave the first polynomial time algorithm
to construct a d-CFF(n,t) with ¢t = ©(d*logn). Gargano, Rescigno and Vaccaro [16, 17]
gave a polynomial time algorithm based on derandomization of the Lovasz local lemma,
also with ©(d?logn). In a more recent paper [15], they improve the running time to O(n)
re-sampling steps. More details related to constructions of d-CFF's are given in Section 2.4.

An important open question concerns closing the gap between the best known lower

bound Q(lj; - logn) and the upper bound given by constructions, in particular, the best
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general bound of O(d?logn) obtained by some of the algorithms based on the probabilistic
method. Shangguan and Ge [49] show that if d > c¢y/n, for a constant ¢ ~ 1, then
t(d,n) = n, which means the CFF with smallest ¢ is an identity matrix. So, for d > ¢\/n
there is no benefit in combinatorial group testing over individual tests. Gargano, Rescigno
and Vaccaro [15] have recently proven that if d < /n then t(d,n) = O(£1%1)  Therefore,

logd
the region where there remains a gap between asymptotic lower and upper bounds is for

d € [/n,cy/n] with ¢ ~ 1.

This paper is organized as follows. In Section 2.3, we review definitions, and discuss
equivalent and related structures to d-CFFs. In Section 2.4, we review several constructions
of CFF's and discuss the relationships between them. In Section 2.5, we define and propose
a construction of a new generalization of CFFs, called variable CFFs, and we generalize
known constructions of d-CFF's to the case of variable CFF's. In Section 2.6, we review some
applications of d-CFFs in cryptography and show how a variable CFF could be applied in
one of them.

2.3 Background on cover-free families and related struc-
tures

Cover-free families are seen in the literature under different names and variations. In this
section, we discuss some definitions, generalizations and related structures.

Sometimes, it is easier to study CFFs by considering their matrix representation. We
can represent the set system F = (X, 3) as a t xn binary incidence matrix M by considering
the characteristic vectors of each subset B € B as a column of M. A characteristic vector
(or incidence vector) of a subset B of a set X = {xy,...,2;} is a vector e = (eq,...,e),
with e; = 1 if x; € B and e; = 0 otherwise. Throughout this paper, we refer to the weight
of a binary vector as its number of 1’s.

More precisely, the incidence matrix M of F is represented as follows:

1, if x; € B',
Miyj = X J
0, otherwise.

As an example, consider t = 9,n = 12, X = {1,2,3,4,5,6,7,8, 9}, B={By,..., B},
where Bl = {1, 2, 3}, Bg = {4, 5, 6}, Bg = {7, 87 9}, B4 = {1, 4, 7}, B5 = {2, 5, 8}, B@ =
{37 6, 9}7 By = {17 5, 9}7 Bg = {27 6, 7}7 By = {37 4, 8}7 By = {17 6, 8}7 By = {27 4, 9}7 By =
{3,5,7}. After some inspection we can see that no subset is contained in the union of any
2 others, which gives a 2-CFF(9, 12). The incidence matrix of this 2-CFF(9, 12) is depicted
in Figure 2.1.

For simplicity, we say that M is d-CFF when its corresponding set system F is d-CFF.
We may also say that a column indexed by iy is not covered by the union of columns
indexed by ¢1,...,%4, when their corresponding subsets B,,, B;,, ..., B;, € B satisfy the

209
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1001001O0O01O0O0
10001001O0O0T1O0
100001001001
010100O0O0T1O0T10
M=]1]0100101000O0O0T1
010001010100
00110001O00O0T1
001010O0O0T1T1TO00¢0
0010011O0O0O0T1F¢0

Figure 2.1: A 2-CFF(9,12) incidence matrix.

property given in (2.1). We note that if we permute rows and columns of a d-CFF M, we
obtain another matrix that is also d-CFF.

We can define d-CFFs in terms of permutation sub-matrices [24, 27, 30, 37]. A permu-
tation matrix is an n X n binary matrix obtained by permuting the rows of the identity
matrix.

Proposition 2.3.1. A matriz M is d-CFF if and only if any set of d+1 columns contains
a permutation sub-matriz of dimension d + 1.

Proof. Take d+ 1 columns {jo, j1, - - ., ja} of M. Property (2.1) is true for j; in place of iy
and J = {jo, j1,---,Ja} \ Ji in place of {i,...,i4} if and only if there exists a row i where
M;;, =1and M, ; =0 for all ji € J. This is equivalent to a permutation sub-matrix of
dimension d + 1 in columns {jo, j1,- - -, ja}- O

We can also define d-CFFs in terms of a coverage property of certain binary vectors
that form the rows of M. This next proposition is directly related to the one above.

Proposition 2.3.2. A t x n binary matric M is d-CFF if and only if for any set of
d+ 1 columns, the t X (d + 1) sub-array indexed by these columns contains every vector
e € {0, 1} of weight 1 appearing as one of its Tows.

Proof. The existence of such vectors is equivalent to the existence of a permutation sub-
matrix of dimension d + 1. O

The property of coverage of vectors from Proposition 2.3.2 is directly related to com-
binatorial objects known as covering arrays (CAs) (see Colbourn and Dinitz [4]).

Definition 2.3.3. A covering array CA\(N;t, k,v) is an N X k array such that in every
N x t sub-array, each t-tuple appears at least A times as a row of the sub-array. The value
t is called the strength, and v is the number of symbols (alphabet).
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Because of Proposition 2.3.2, we notice that a d-CFF can be considered a generalization
of a CA;(N;d+1,k,2) over a binary alphabet, where only binary vectors of weight 1 need
to be covered.

So far we have discussed the incidence matrix representation of d-CFFs. We can easily
solve a combinatorial group testing problem with a d-CFF(¢,n) incidence matrix M: the
columns of the incidence matrix correspond to the n elements that need to be tested,
and each of the ¢ rows indicates how the elements will be grouped together in each test.
Since for every column indexed by iy there is a position k such that M;,;, = 1 and
My = My, = ... = My, = 0, we know that any non-defective element represented
by column ¢;, is in at least one group that contains only non-defective elements (i.e. none
of those defective ¢;,,...,¢;,). This group will “pass” the test, which indicates that all
elements in there are non-defective. Since this is true for every column, after testing all
groups we identify all non-defective elements, and the remaining elements are the defective
ones.

Generalizations of d-CFFs were later studied, and they are very important for appli-
cations that have some extra requirements. These generalizations include (w,d)-CFFs,
(d; \)-CFFs, and (w, d; \)-CFFs. Below we present the general definition of (w, d; \)-CFFs
from [56].

Definition 2.3.4 (Stinson and Wei (2004) [56]). Let w, r and d be positive integers. A set
system F = (X, B) is a (w,d; \)-cover free family, denoted (w,d; X\)-CFF(t,n), if for any
w +d subsets B;,,...,B;,, A, ..., A, € B, we have

'(ﬁBij)\<quif>’ 2 A (2.2)

When we set w = A = 1 we get the d-CFFs from Definition 2.2.1. For A = 1 we
obtain (w,d)-CFFs, which were first presented in [38] for applications in key distribution.
For w = 1 we get (d; \)-CFFs, first proposed in [7] when they investigated superimposed
distance codes. We note that some authors, such as the ones in [58], present this definition
with a “ > A" instead of “ > A", so the reader should be aware of this kind of discrepancy
when comparing results.

iw?

We can also define (w, d; \)-CFFs in terms of a coverage property of binary vectors of
weight w. In this case, a (w, d; \)-CFF can be considered a generalization of a CA,(NV; w+
d, k,2), where only binary vectors of weight w need to be covered.

Proposition 2.3.5. A t x n binary matric M is (w,d; \)-CFF if and only if for any set
of w+d columns, the t X (w—+d) sub-array indezxed by these columns contains every vector
e € {0, 1}4 of weight w appearing in at least X rows.

Proof. Take w + d column indices j1, ..., Ju, k1, . . ., kg of M. The property above implies
that we have A rows ¢ in which M, ;, = M,;, = ... = M, , = 1 while M, , = M,;, =
...=M,y, = 0. This directly implies the Property (2.2). O
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The next propositions state relationships between sub-matrices of CFF matrices. They
are presented in [24, 27]' for d-CFFs, and here we generalize them for (w, d; \)-CFFs. Their
proofs follow directly from Definition 2.3.4 and Proposition 2.3.5.

Proposition 2.3.6. Let M be a matriz and let M’ be a sub-matriz of M formed by at
least w + d of its columns. If M is (w,d; \)-CFF, then M’ is also (w,d; \)-CFF.

Proof. Let Cyy and Cry be the set of columns of M and M’, respectively. Since M is
(w,d; \)-CFF, the property from Proposition 2.3.5 holds for any set of w + d columns in
Ca, in particular when we restrict to columns in C'hy C Chyy. O]

Proposition 2.3.7. Let M be a matriz and let M’ be a sub-matriz of M formed by some
of its rows. If M" is (w,d; \)-CFF, then M is (w,d; \)-CFF.

Proof. Let Ryq and R be the set of row indices of M and M’, respectively. So, Ry C
Rpq. Since M’ is (w,d; M\)-CFF, the property from Proposition 2.3.5 holds for Ry, and
any set of w + d columns, and since Ry¢ C Ry, this is also true for M. O

So far, we have seen CFFs as set systems in Definitions 2.2.1 and 2.3.4, and how to go
from set systems F = (X, B) to binary matrices M using the characteristic vectors of the
subsets as columns of M. We can also study CFFs by considering subsets that represent
the rows of M, where different properties are required in order to obtain CFFs. Next we

present definitions of subsets on columns and rows, and discuss the necessary properties
for CFFs.

Definition 2.3.8. A column set system F. = (X,B) of a t X n binary matric M has
|X| =t,|B| =n, and the characteristic vectors of B € B are the columns in M. A row set
system F,. = (X, B) of atxn binary matriz M has | X| = n,|B| = t, and the characteristic
vectors of B € B are the rows in M.

From Definition 2.3.4, we can rewrite the CFF property in terms of the column set
system.

Proposition 2.3.9. Let M be a binary matriz and F. = (X, B) be its column set system,
with X = {x1,...,2;} and B = {By,...,B,}. Then, M is (w,d;\)-CFF if and only if
Property (2.2) holds.

Similarly, for the row set system (X, B) of M, X now represents the column indices of
M, and subsets in B are subsets of column indices of M. Note that when we consider the
same t X n binary matrix M and its corresponding F, and F,, the incidence matrix of F,
is equal to M, and the incidence matrix of F, is M.

Proposition 2.3.10. Let M be a binary matriz and F, = (X, B) be its row set system,
with X = {x1,...,x,} and B={By,...,B}. Then, M is (w,d; \)-CFF if and only if for
any two subsets C;, D C X, with |C| < w, |D| < d, and C N D = 0, there is at least \
subsets B € B such that C C B and DN B = ().

LGiven in this thesis in Chapter 3.
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Proof. The subset C' represents any w columns of M, and subset D represents any other
d columns. The fact that there is at least A\ subsets B € B with C C Band DNB =0
implies that by restricting M to these w + d columns indexed by C'U D, we will find A
rows with 1’s in positions indexed by C' and 0’s in positions indexed by D. Since this is
true for any choice of w and d, Proposition 2.3.5 holds. O

This last proposition is directly related to disjunct systems [56], presented next.

2.3.1 Related combinatorial structures

Cover-free families were first introduced by Kautz and Singleton [30] in the context of
superimposed codes. In the literature, we find them under different names, such as d-
disjunct matrices, strongly selective families, and disjunct systems. Here we show the
relationship between these structures and the definitions we presented above.

We start with two well-known structures in combinatorial group testing called d-disjunct
and d-separable matrices. A d-disjunct matriz is a binary matrix in which its column set
system has Property (2.1). Therefore, for a column set system F, with d-CFF property, a
d-disjunct matrix is equivalent to a d-CFF incidence matrix. Moreover, a binary matrix is
called d-separable if its column set system has the property where the union of (up to) d
subsets (columns) are all distinct [8].

Pastuszak et al. [43] define a related structure called OR-checking matriz, which can
be seen as one type of d-CFF. The authors propose the use of OR-checking matrices to
identify bad signatures in a batch of digital signatures.

Definition 2.3.11 (Pastuszak et al. (2000) [43]). A (d + 1)y/n X n binary matriz is an
OR-checking matrix if it has d+1 ones per column, \/n ones per row, and the inner product
of any two columns is either zero or one.

The last requirement implies that two columns of the binary matrix intersect in at most
one position, so the following proposition can be proved [23].

Proposition 2.3.12. A (d + 1)y/n x n OR-checking matriz C is a d-CFF((d + 1)y/n,n)

mcidence matrix.

Proof. Consider the column set system F,. = (X, B) of C, with B = {By,..., B,}. Pick any
d+1 columns of C indexed by ¢y, ¢, ..., cq. From its definition, we have that |B., NB.,| < 1,
which implies that | B, N (Be, U. ..U Be,)| < 2% | By, N Be,| < d. Since each column has
d + 1 ones, this implies that B, has at least one extra position not covered by this union,
and Property (2.1) holds. O

Disjunct systems are also closely related to CFFs; in fact, they are dual incidence struc-
tures. In terms of incidence matrix, if A is the incidence matrix of a (w, d; \)-CFF (¢, n),
then AT is the incidence matrix of a (w, d; \)-disjunct system [56]. Or in other words, a
disjunct system can be defined as the row set system of A with the property presented in
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Proposition 2.3.10. They are denoted (w, d; \)-DS(n, t) for | X| = n, |B| = t, and from this
relationship we obtain the following result.

Proposition 2.3.13 (Stinson and Wei (2004), Theorem 1.1 [56]). There exists a (w,d; \)-
CFF(t,n) if and only if there exists a (w,d; \)-DS(n,t).

There is also a relationship between cover-free families and strongly selective families
(SSFs).
Definition 2.3.14 (Porat and Rotschild (2011) [45]). A family of subsets B of a set
X =A{1,...,n} is an (n,d + 1)-strongly selective family, denoted (n,d + 1)-SSF, if for

every subset A C X with |A| = d+ 1, and for every element v € A, there exists a subset
B € B such that AN B = {z}.

We can directly see that a (n,d+ 1)-SSF is a row set system F,, = {X,, B,} of a d-CFF.
In Proposition 2.3.10, for any two subsets C, D C X,, and B € B,, we need C C B and
DN B = (. Now consider the (n,d + 1)-SSF {X, B}, we notice that for any two subsets
C,D C X, with C = {z} and D = A\ {z} for every z € A, and any B € B, the SSF
property implies C' C B and DN B = {).

2.4 Direct and algorithmic constructions of cover-free
families

There exists a large variety of constructions for CFFs in the literature, in particular, the
ones based on codes, finite fields, and combinatorial objects. Here we present a non-
exhaustive list of constructions.

2.4.1 Direct constructions
2.4.1.1 Construction from codes

Consider an alphabet @) of size q. An (N, n, q)-code C of length N over alphabet ) consists
of n codewords ¢ = (c1,...,cn), with ¢; € Q,1 <i < N. We say C has minimum distance
D if any two codewords in C differ in at least D positions.

The following construction is presented in [42, 58], and builds a set system (X, B) from
an (N,n,q)-code C.

X={1,...,N} xQ,
BC:{<i7ci)a1 SZS N}a
B={B.:ce(}.
We obtain an uniform set system with | X| = Ng, |B| = n,|B.| = N, for all ¢ € C. For

specific values of d, the authors of [42] prove (X, B) is a d-CFF, and the authors of [58]
generalize it to (d, \)-CFFs.
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Theorem 2.4.1 (Wei (2006) [58]). If there exists an (N,n,q)-code C with minimum dis-
tance D, then there ezists a (d; \)-CFF(Ng,n), for any d < L%—:gj

Proof. Because C has minimum distance D, we know any two codewords have at most
N — D positions in common, which implies that any two subsets B;, B;,1 <1i,j < n,i # j,
from the construction above have |B; N B;| < N — D. For any d + 1 subsets By, ..., By
we have |By \ U, Bil > N — d(N — D), and since N — d(N — D) > A, we conclude that
(X,B) is (d; \)-CFF(Ng,n) for any d < [2=2 1. O

Note that in [58] the authors define a (d; \)-CFF as having | By \ UL, Bi| > ), instead
of > X\ as we do here. Thus, we have adjusted their statement to match our definition.

Figure 2.2 shows an example of a (3,9, 3)-code C with minimum distance D = 2, used to
construct the incidence matrix of a 2-CFF(9,9), withd = (N—1)/(N—D) =3-1/3-2 = 2,
according to the construction above. The codewords of C are listed as columns of C'.

1
C=11
1

N DN DN
W W w
W N =
_= W N
N = W
N W =
W = DN
_ N W

Blll = {(L 1)7 (27 1)7 (37 1)}a
Ban = {(1,2), (2,3), (3, 1)},

By = {(1,3),(2,2), (3, 1)}

10010O01O0O0
01 0010O0T10
0010O01O0TO0T1
100001010
M=]1]01010000O01
00101O01O0O0
100010001
0100011020
001 100O0T1F@0

Figure 2.2: A 2-CFF(9,9).

It is important to note that due to the relationship of codes with many other structures,
similar results are presented in many other works. Moreover, different types of codes give
different existence results of CFFs, as can be seen in [42; 58]. Next we present several
relationships of constructions using combinatorial designs.
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2.4.1.2 Construction from combinatorial designs

Here we present CFF constructions from packing arrays, orthogonal arrays, separating
hash families, perfect hash families, mutually orthogonal Latin squares, and relationships
among themselves and among code constructions.

Definition 2.4.2 (Stevens and Mendelsohn (2004) [52]). A packing array is an nx k array
with values from an alphabet with v symbols, such that in any t columns, every t-tuple of

elements is contained in at most one row. We denote it as PA(n;t, k,v), and the value t
is called the strength of the PA.

In fact, codes and packing arrays are equivalent.

Theorem 2.4.3. There ezists a PA(n;t,k,v) if and only if there exists a (k,n,v)-code
with minimum distance D = k —t + 1.

Proof. Suppose we have a PA(n;t, k,v). Every two rows of the PA have at most t — 1
elements in common, so they differ in at least k — (t — 1) = k — ¢ 4+ 1 positions. Therefore,
the rows of this PA are codewords of a code with D = k —t 4+ 1. Now suppose we have
a (k,n,v)-code, with a total of n codewords of length k£ and minimum distance D. Any
two codewords have at most k& — D positions in common, therefore, these codewords are
rows of a PA(n;t, k,v) with ¢ — 1 = k — D positions in common, and therefore strength
t=k—D+1. m

Next we present an existing construction that was rediscovered by Idalino and Moura [25),
which uses a PA to build a d-CFF. This construction is very similar to the one from Stinson
and Wei [56] that we present at the end of this section.

Construction 2.4.4 (Idalino and Moura (2018) [25]). Let A be a PA(n;t,k,v), and let
B = AT. We build a kv x n matriz M as follows. Index each row of M with tuples (i, ),
forx=1,...,v,1=1,...,k, and each column 7 =1,...,n, then

1 ’I,f Bi,j =X,
Miw); =

0  otherwise.

It is easy to see that the CFF construction from codes presented in Section 2.4.1.1 is
equivalent to the one from PAs using Construction 2.4.4. Thus, using Theorem 2.4.1 and

Theorem 2.4.3 we get the following result, which generalizes the results from Idalino and
Moura [25].

Proposition 2.4.5. If there is a PA(n;t, k,v), then there is a (d;\)-CFF(kv,n) for any
d< k=2
= 31

Orthogonal arrays are a special case of packing arrays (see Colbourn and Dinitz [4]).

2Chapter 5 in this thesis.
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Definition 2.4.6. An orthogonal array OA(v';t, k,v) is a v* x k array with elements from
an alphabet of v symbols, such that in any t columns, every t-tuple of elements is contained
in exactly one row.

Note that an OA is a PA with maximum number of rows n = v'. Moreover, OA(v'; ¢, k,v)
are also known as mazimum distance separable (MDS) codes [4]. Therefore, constructions
of CFFs from OAs are frequently seen in the literature, and are usually equivalent to the
CFFs from the corresponding PAs and codes.

For the particular case where we consider v = ¢ a prime power, it is possible to build an
OA(¢';t, q+1, q) using polynomials over a finite fields via Bush’s construction of orthogonal
arrays [3], which corresponds to a Reed-Solomon code [4]. This OA gives a (d; \)-CFF(¢? +
q,q") for d < % [58] (value of d adjusted to match our definition of (d; \)-CFF).

If we remove the very last column of the OA from Bush’s construction and consider
the resulting OA(q';t,q,q), we can use it to build a d-CFF(¢?, ¢') for d < Z%}. This CFF
is equivalent to the one built directly from polynomials over finite fields given by Erdos,
Frankl and Fiiredi [9]. As an example, for ¢ = 3 and ¢ = 1 Figure 2.3 shows a transposed
OA(3?%;2,3,3) (which is a PA and a code), and Figure 2.4 shows the corresponding 2-
CFF(3% 3%). This CFF can be obtained via [9] with polynomials with coefficients in F3

and degree at most 2.

01 2 01 2 0 1 2
01 2 1 2 0 2 01
01 2 2 011 20

Figure 2.3: Transposed OA(3%2,3,3)/PA(3%2,3,3)/(3,9, 3)-code with D = 2.

10010010 O0
01 0010O0T10
0010O01O0TCO0T1
100001010
M=10101000O01
001010100
100010001
010001100
001100O01P0

Figure 2.4: 2-CFF(9,9) from OA(32;2,3,3)/PA(3?%;2,3,3)/(3,9, 3)-code with D = 2.

Finally, for ¢ = 2 an OA(v%; 2,k = s+2,v) is equivalent to s mutually orthogonal Latin
squares MOLS of order v [4], which implies that MOLS can also be used to construct
CFFs. A particular construction of CFF from s MOLS is given in [43], which results in a
d-CFF((d+1)y/n,n), for d < s. For v = ¢q a prime power, there exist ¢ — 1 MOLS of order
q, and therefore the construction achieves d < ¢ — 1. There is a discussion in [25] about
restricting the PA/OA to fewer columns in order to build CFFs with a smaller number of
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rows, and consequently a smaller d as well. This property was first observed in [43], and
naturally happens in constructions from OAs/PAs and directly from polynomials because
of the relationships we presented above.

Separating hash families and perfect hash families can also be used to construct CFFs,
and they have relationships with OAs and PAs.

Definition 2.4.7 (Stinson et al. (2008) [57]). An (n,m, {wy,ws})-A-separating hash fam-
ily, denoted \-SHF(N; n,m,{wy,ws}), is an N xn matriz A with entries from {1,2,... ,m},
such that for any two disjoint sets of columns Cy,Cy such that |Cy| = wy and |Cy| = ws,
there exists at least X rows r in A with the following property:

{Arz:xeCiyn{A,, yeCy}=0.

The next relationship between SHFs and PAs is presented in [25].

Proposition 2.4.8 (Idalino and Moura (2018) [25]). If A is a PA(n;t, k,v), and w < %,
then AT is a SHF(N = k;n,m = v, {1,w}).

This implies that given a PA(n;t,k,v) A, we can use the corresponding SHF(N =
kin,m = v,{1,w}) in Construction 2.4.4 in place of the transposed PA AT to build a
d-CFF(Nm,n), with d < w < 2= [25].

Definition 2.4.9 (Stinson et al. (2000) [54]). A (n,m,w)-\-perfect hash family, denoted
A-PHF(N;n,m,w), is an N Xn matriz with entries from {1,2,...,m}, having the property
that in any w columns there exists at least \ rows such that the w entries in the given w
columns are all distinct.

Corollary 2.4.10 (Stinson and Wei (2004) [56]). A PHF(N;n,m,w +71) is a
SHFE(N,n,m,{w,r}).

In particular, a PHF(N;n,m,w+1) is a SHE(N, n,m,{1,w}), so it can also be used to
construct a d-CFF(Nm,n) with d < w using Construction 2.4.4. This construction of d-
CFFs from PHF's is equivalent to the ones given by Kim [31, Theorem 5.3] and Niederreiter
et al. [42, Theorem 2.41].

There are also more general constructions of CFFs from SHFs and PHFs. In par-
ticular, Stinson and Wei [56] present a recursive construction, which uses SHFs and
smaller CFFs to construct larger CFFs. Let A be the N x n matrix that represents
a A\-SHF(N;n;m;{w,d}), let M be a (w,d; \2)-CFF(t,m) and denote its columns as
Cly. -+, Cym. We can construct the tN X n incidence matrix of a (w, d; Ay A2)-CFF(tN,n) by
replacing every element ¢ in A by column ¢; from M [56]. Then, the following theorem is
obtained.

Theorem 2.4.11 (Stinson and Wei (2004) [56]). If there ezists a A\;-SHF(N;n;m;{w,d})
and a (w,d; \2)-CFF(t,m), then there exists a (w,d; \iAy)-CFF(tN,n).

Moreover, since a PHF(N;n, m,w + d) is an SHF(N, n, m, {w, d}), we can apply PHFs
to this construction as well. Niederreiter et al. [42, Theorem 2.43] present an specific case of
this construction, using a d-CFF (¢, m) and a PHF(N;n,m,d+1) to build a d-CFF(tN,n).
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2.4.2 Algorithmic constructions based on the probabilistic method

Existence of d-CFFs based on the probabilistic method [15, 16, 17, 45] yield the best
known upper bounds on t(n,d), in the sense of being close to the lower bound t(n,d) =
QL logn) [13, 47).

logd

The first explicit construction of a d-CFF (¢, n) with ¢ = O(d?logn) was given by Porat
and Rothschild [45]. In the breakthrough paper, the authors give a construction of a
linear code that meets the Gilbert-Varshamov bound (GV-bound), which by means of the
construction in Section 2.4.1.1, yields the desired CFF. In more detail, lets first recall what
is a linear code. In Section 2.4.1.1, we consider direct constructions of CFFs from error-
correcting codes with minimum distance D. Here, we consider linear codes (LC), which are
error-correcting codes over the alphabet F,, in which a linear combination of codewords
is also a codeword. An (m,k, D),-LC C allows us to send messages of k symbols using a
noisy channel by encoding them into codewords of m symbols with m > k. We say k is
the dimension, m is the length, D is the minimum distance of the code, and C consists
of n = ¢* codewords C = {ci,...,c,} over an alphabet with ¢ symbols. The code C is
generated by an m x k generator matrix G, i.e. C = {Gyly € F}}.

Porat and Rothschild [45] build (m,log, n,dm), codes over F,, 0 < ¢ < 1, with large
distance dm to construct d-CFFs with ¢t = ©(d?logn). They use these codes to build
d-CFF(mgq,n) using a construction equivalent to the one presented in Section 2.4.1.1. The
authors prove that if we use a code that meets the GV-bound, we have mq = O(d?logn),
which leads to a d-CFF with ¢t = ©(d*logn) rows [45], which is close to the lower bound

t= Q(hfgzd logn).

The authors in [45] propose an explicit construction of the generator matrix G, which
generates a linear code C that meets the GV-bound with specific parameters and minimum
distance dm. They first propose a probabilistic algorithm that picks values for each position
Gli, j], one-by-one uniformly and independently at random. They define a goal function,
that receives G as input and returns goal(G) > 1 if G generates a code with minimum
distance smaller than the required dm, or in other words, if the randomized algorithm
fails on generating the desired G. They also prove that for the appropriate choice of
parameters, the expected value E(goal)< 1, and therefore there is a positive probability
that G generates the required code C. Finally, the authors derandomize this algorithm by
setting values for G[i, j] in order to minimize the expected value of goal(G), considering
the values of G already chosen far. This yields a deterministic polynomial time algorithm
that takes ©(dnlogn) time to construct a d-CFF(n,t) with ¢t = ©(d*logn).

Gargano, Rescigno and Vaccaro gave polynomial time algorithms to construct CFF's
with a constant number w of 1’s per column and with ¢ = ©(d*logn) [15, 16, 17]. They
present a randomized construction based on the Lovész Local Lemma [10], and propose
its de-randomization based on the method proposed by Moser and Tardos [39]. In their
more recent manuscript, Gargano et al. [15] reduce the running time of the algorithm to
O(n). This is accomplished by imposing an upper limit on the intersection between the sets
corresponding to any pair of columns, which is enough to guarantee the d-CFF property,
and reduces the dependence between columns to pairwise relations other than (d+ 1)-wise.
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This reduction allows the reduction in running time.

2.5 Variable CFFs and recursive constructions

Let M be a binary matrix with n columns indexed by C' = {cy,...,¢c,}. If M is the
incidence matrix of a (w,d; \)-CFF, the coverage property from Proposition 2.3.5 must
hold for all combinations of d + w columns, or in other words, for all (d + w)-subsets of C.

In this section, we define a new type of cover-free family denoted (w,S; A\)-CFF(t,n),
which we call variable CFFs. In this new family, we explicitly specify in S a collection
of subsets of C' that we want to “cover”. Moreover, d is not a fixed value anymore, it
varies with the size of each subset in §. We use hypergraphs to define such CFFs, more
specifically, H = (C,S) is a hypergraph, where the vertices are the column indices C' of
M, and the hyperedges in S are subsets of C.

Definition 2.5.1 (Variable CFFs). Let M be a t x n binary matriz with columns indezed
by C ={c1,...,cn}, and let H = (C,S) be a hypergraph, with S = {S1,...,5n}, 5 C C.
We say M is (w,S; \)-CFF(t,n) if for any hyperedge S € S, the t x |S| sub-matriz of M
indezed by S has each vector in {0,115 of weight w appearing at least X times as its rows.
A (1,8;1)-CFF(t,n) is simply denoted S-CFF(t,n).

An application of variable CFF's is introduced in Section 2.6.

Let F' be a set, and let n be an integer such that |F'| > n. We denote (5) to be the set
of all n-subsets of F'. We notice that a (w,d; \)-CFF is a special case of a (w,S; \)-CFF,
where hyperedges in § consist of all sets of columns of cardinality w + d.

Proposition 2.5.2. A (w,d; \)-CFF(t, n) is equivalent to an (w,S; X\)-CFF(t,n) with col-

umn indices C' = {c1,...,c,}, and S = (w+d)

Proof. 1t is easy to see that Proposition 2.3.5 guarantees the desired coverage for each
Ses. ]

We remark that, by picking all subsets of cardinality w 4 d in S, all subsets of smaller
size w’ + d' are also covered, for w’ < w and d’ < d, which implies that a (w, d; \)-CFF is
also a (w',d’; \)-CFF.

The following proposition can be easily derived from Definition 2.5.1.
Proposition 2.5.3. Let M; be a (w, S1;\)-CFF(t1,n) and My be a (w,Sa; \)-CFF(ta,n),
then M = (ﬁl) is a (w, 81 USa; \)-CFF(t) + ta,n).
2
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2.5.1 A construction of variable CFF

We first introduce some notation for multisets. Let M = {a7"™ a2 ... a2} be a
multiset composed of n distinct elements a; with multiplicity m(a;) > 0, for 1 § 1 < n. The
cardinality of a multiset M is |M| = Y7, m(a;). Define the width of M, denoted w(M),
to be the cardinality of M when considered as a set; that is, w(M) = [{a1,aq,...,a,}|.
Define the height of M, denoted h(M), to be the largest of its multiplicities, that is,
h(M) = max{m(ay), m(as),...,m(a,)}. These names are motivated by representing each
element a; of the multiset as a pile of bricks of height m(a;), so that M is a building of
width w(M) and height h(M). For example, the multiset M = {1,1,1,1,2,2,4,4,4}, also
denoted as M = {1422 4%}, has width w(M) = 3 and height h(M) = 4, and can be
depicted as in Figure 2.5.

1

1 4
1 2 4
1 2 4

Figure 2.5: A representation of a multiset M = {14, 22 43}.

For a set of pairs S = {(ai,b1), (a2, ba2), ..., (an, b,)}, we denote by S|; = {ay,as,...,a,}
and by S| = {b1, s, ..., b, }, considered as multisets. For example, if S = {(2,1), (2, 3), (4,2),
(4,3),(5,1),(5,4)}, then S|; = {2242 5%} and S|, = {1%,2!,32, 4!}, with |S| = |S|| =
5]z = 6, w(S|1) = 3, h(S]1) = 2,w(S|2) = 4, h(S]2) =

Theorem 2.5.4. Let A be a d\-CFF(ty,n,) and A? be a dy-CFF(ty,ny). Let A = A'® A?
with columns indexed by C' = {(j,q) : 1 < j < ny,1 < q < ny} and rows indexed by
R ={(i,p) : 1 <i < ty,1 < p < to}, such that Agpy g = Aij - Al Let S be a set
containing each subset S C C, |S| > 2, such that one of the following holds:

(1) w(S|) <dy+1 and h(S|y) <ds+1; or
(i1) w(S)2) < dy+ 1 and h(S|y) < d; + 1.
Then, A is a S-CFF(tity, nins).

Proof. Let S € S, and let (j,q) € S. We must show that there exists a row (i,p) € R
such that Agp) g = 1 and Agp) zy) = 0, for all (x,y) € S\ {(j,¢)}. Consider first the
case where S satisfies condition (i), i.e., w(S|;) < dy + 1 and h(S];) < dy + 1. Let i be
a row of A' such that A}, = 1, and Al = 0 for all £ € S|;,¢ # j; such row must exist
since w(S|;) < dy + 1, and Al is di- CFF Let S%(5) = {z € {1,...,n2} : (j,x) € S},
and note that |S?(5)] < h(S|;) < dy + 1 and g € S*(j). Let p be a row of A? such that
A2, = 1land A2, = 0 for all f € S*(j) \ {¢}, which exists since A* is dy-CFF. Thus,
Al Ga) = ALy AQ’ =1-1=1. Now let (z,y) € S\ {(j,9)}. If = j then y € 5?(j) \ ¢,
which 1mphes A27 = 0; otherwise, = € S|;,x # j, which implies Aw = 0. In either case,
we obtain Agy) g = Ai, - Az, = 0. This concludes the first case. The second case,
where S satisfies condition (ii), follows similar steps by switching the roles of A' and A?
and using S|, in place of S|;. O
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We notice that an S € S from A = A' ® A? can be as big as |S| = (d; + 1)(dy + 1)
while satisfying condition (i) or (ii). This implies that, when applying an S-CFF in a
combinatorial group testing problem, we would be able to identify up to d = (d; + 1)(ds +
1) — 1 errors, if they are “well behaved” (according to (i) or (ii)). In more detail, the
combination of indices of errors that such S-CFF can identify is defined by E = {S\ {z} :
SeS,xe S}

In Figure 2.6 we have a very small example with A' a 1-CFF(4,6) and A% a 1-CFF(2, 2).
Therefore, A = A'®A? has columns C' = {(1,1),(1,2), (2,1), (2,2), (3,1),(3,2), (4,1), (4, 2),
(5,1),(5,2),(6,1),(6,2)}. Ais a S-CFF, where any subset S = {(7,¢),1 <7 <6,1 <¢<
2} of S has size |S| < 4 and has one of the two properties:

(i) w(S|1) < 2 and h(S|1) < 2, or in other words, there is at most two different values
for 7 and each value of j appears at most 2 times; or

(il) w(S|2) < 2 and h(S|2) < 2, or in other words, the same requirements, but now for
values of q.

For example, S = {(1,1),(1,2),(2,1),(2,2)} fits requirement (i). If we restrict A to
the first 4 columns, every binary vector 1000, 0100, 0010, 0001 appears in at least one row,
for instance, in rows 3, 4,5, 6, respectively. The same is true for S = {(3,1),(4,1),(5,2)},
which fits requirement (ii). If we restrict to the columns indexed by S, we can find every
vector 100,010,001 appearing in at least one row. For this example, rows 1,5, 8, respec-

tively.
111000
100110 10
1_ 2 _
A= 01 0101 A% = (O 1)
001011
10 10 10 00 0O0 0O
01 01 01 OO0 OO OO
10 00 00 10 10 0O
A 01 00 0O O1 O1 0O
100 10 00 10 OO0 10
00 01 00 01 OO0 01
00 00 10 00 10 10
00 00 01 00 O1 01

Figure 2.6: A S-CFF(8,12) incidence matrix.

We notice that the previous construction of S-CFFs can be generalized to (w,S; \)-
CFFs.

Theorem 2.5.5. Let A' be a (wy,dy; \)-CFF(t;,n1) and A% be a (wq, do; Xo)-CFF (t3,n3).
Let A = A' @ A% with columns indexed by C = {(j,q) : 1 < j < mny,1 < q < ny} and rows
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indeved by R = {(i,p) : 1 <@ < ty,1 <p <o}, so that Agp g = Az{j . Aiq. Let S be a
set containing each subset S C C, |S| > wywy + 1, such that one of the following holds:

(1) w(S)) <wy+dy and h(S|) < we + dy; or
(ZZ) ’UJ(S|2) S Wo + d2 and h(S’Q) S wy + dl-

Then, A is a (wiws, S; A\ A2)-CFF (tity, nins ).

PT’OOf. Let S < S, w = w1w2,>\ = )\1/\2. Let W1 = {jl,jg,...,jwl} C S’l,WQ ==
{41,642,y Guy} C Slo, and W = {(j,q) : forall j € Wy, and for all ¢ € Wy} C S.
We must show that there exist A rows (4,p) such that Agp e = 1 for all (j,q) € W,
and A(ip) (zy) = 0, for all (x,y) € S\ W. Consider first the case where S satisfies con-
dition (i), i.e., w(S|;) < wy + dy and h(S|y) < wy + do. Let Ly = {iq,ia,...,0x} C R|1
index the A; rows of A' such that Aj; = 1, for all i € Ly,j € W, and A}, = 0 for all
i € L1,¢ € S|\ Wy; such rows must ex1st since w(S|) < wy +dy, and A is (wy,di; \p)-
CFF. Let S*(Wy) = {z € {1,...,n2} : (j,x) € S, forall j € Wy}, and note that
|S2(W1)| < h(S|1) < wy+dy and Wy C S2(Wy). Let Ly = {p1,p2,--.,pr,} C RJz index the
Ag rows of A such that A> =1, for all p € Ly, and all ¢ € Wy, and A , = 0, for all p € Ly
and for all f € SQ(Wl)\WQ, these rows exist since 1S2(Wh)| < wy+ds and A2 is (wo, do; Xo)-
CFF. Now, let L = {(i,p) : i € L1,p € Ly} C R. Thus, Ay g = A, - Ao, =1-1=1,
for all A rows indexed by (i,p) € L and all w columns indexed by (j q) 6 W Now let
(x,y) € S\ W. If x € W then y € S?*(W;) \ W, (otherwise (x,y) would be in W), which
implies A2 = 0 for all p € Ly; otherwise, 2 € S|; \ Wi, which implies A;, = 0 for all
i € Ly. In either case, we obtain Ay p) 2y = A, - A2, =0, for all X rows (i,p) € L. This
concludes the first case. The second case, where S satisfies condition (ii), follows similar
steps by switching the roles of A' and A? and using S|, in place of S|;. [

2.5.2 Generalizations of recursive d-CFF constructions

Now we go back to traditional CFFs and discuss recursive constructions for them. A
recursive construction was already presented in Theorem 2.4.11 using smaller CFFs and
SHF's to build larger CFFs. Here, we discuss recursive constructions that use only CFF's as
ingredients. These constructions are useful, for example, for dynamic applications where
the parameter n can grow over time, but we want to reuse all computations that were done
with the smaller matrices [24, 27]3.

We start with a straightforward construction by Li et al. [33].

Lemma 2.5.6 (Li et al. (2006) [33]). If there exists a (d;\)-CFF(t;,ny) and a (d; \)-
CFF(ty,ny), then there exists a (d; \)-CFF(ty + ta,ny + na).

3Given in this thesis as Chapter 3
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Proof. Let M be a (d; \)-CFF(t1,n1) and Ms be a (d; \)-CFF (3, n2), we construct (d; A)-
CFF(t; + ta,n1 + no) M as follows.

(M0
M_<O M2>'
O

The next two constructions were first presented in [33] for (2; A)-CFF's, then generalized
by Idalino and Moura [27] for (d; \)-CFFs. Here we generalize it for (w,d; A\)-CFFs, and
the proofs are an application of Theorem 2.5.5.

Theorem 2.5.7. Let Ay be a (w,d; \1)-CFE(t1,n1) and Ay be a (w,d; \y)-CFF(ty,ng),
then A = A1 X AQ 1S a (U), d, /\1)\2)—CFF(t1t2, nlng).

Proof. This is a particular case of Theorem 2.5.5. Let C' = {(j,q) : 1 <j <mn;,1 < q < ny}
be the set of all the indices of columns of A, and let &’ = (wc d). For any S € &' we know
that |S| = w + d, therefore it holds that

(i) w(S|1) <w+dand h(S|;) <w+d; or
(ii) w(S|2) <w+d and h(S|z) < w +d.

Therefore, &' C S from Theorem 2.5.5, and since w < w?, Aisa (w,S’; MA2)-CFF(t1ty, nins).
Since &’ contains all the combinations of w + d columns, by Proposition 2.5.2, A is
(w, d, /\1/\2)—CFF O

For w = 1, A\; = Ay = 1, this recursive construction is used in [24, 27] as a solution for
unbounded fault-tolerant aggregation of signatures. The case where w =1 and A > 1 was
also explored in [27] as a way of allowing errors in the transmission of aggregate signatures
without losing the ability to do verification.

The next construction was also introduced by Li et al. [33] for (2; A\)-CFFs, then gener-
alized by Idalino and Moura [27] for (d; \)-CFFs. Here we generalize it for (w, d; \)-CFFs
in Theorem 2.5.9.

Construction 2.5.8. Let Ay be a t; X ny binary matriz, As be a ty X ny binary matriz,
and B be an s X ny binary matriz. Create a matric P = B ® A;. This results in P with
ny “blocks” of ny columns each. For each column in block i, append the i"* column of As,
for1 <i<mns.

Theorem 2.5.9. Let Ay be a (w,d; \)-CFF(t1,ny), Az be a (w,d; \y)-CFF(ty,ny), B be
a (w,d — 1;A3)-CFF(s,ns), and A = min(AAs, A2). Then there is a (w,d; \)-CFF(st; +

ta, min2).
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Proof. Use Ay, Ay, and B to construct a matrix A via Construction 2.5.8. We prove that A
is a (w, d; \)-CFF by showing this is a variation of the construction from Theorem 2.5.5 for
different sub-matrices. Let C' = {(j,¢) : 1 < j < ny,1 < g < ny} be the indices of columns
of A, and let &’ = (wi d). We divide A in two submatrices, according to Construction 2.5.8:
M submatrix formed by B ® Ay;

M submatrix formed by replicating each column of Ay consecutively ny times.
We will show that &' = §; U S, for S; covered by M; and S, covered by M.

The submatrix M; is a special case of Theorem 2.5.5, so we can take S; consisting of
all subsets S € & such that w(S|;) < w+ (d — 1), and h(S];) < w+ d. In other words,
S) = 8"\ Sy, for Sy being the collection of all subsets S € Sy such that w(S],) = w+d, and
because |S| = w+d, h(S]y) = 1. Therefore, the coverage of binary (w + d)-tuples of weight
w is guaranteed for every subset of columns in &; using Theorem 2.5.5, and consequently

M is a (w, S1; A\ A3)-CFF (sty, nyng).

Now recall that the set Sy consists of all subsets S € &', with |S| = w + d, such that
w(S|1) = w+d, and h(S];) = 1. We claim these sets of columns are covered in M. Note
that this is equivalent to picking every w -+ d combinations of unique columns of A,, since
Ay is (w,d; A2)-CFF. The coverage of binary (w + d)-tuples of weight w is guaranteed for
every subset of columns in S,, and consequently M is a (w, So; \y)-CFF (5, nyns).

M,
ta,niny). Note that S; US; = &', so we cover all the combinations of w + d columns. By
Proposition 2.5.2, this implies that A is (w, d; \)-CFF.

Since A = (Ml), we get from Proposition 2.5.3 that A is (w,S; U Sa; A)-CFF(stq +

]

2.6 Applications of cover-free families in cryptogra-
phy

In this section, we discuss some cryptographic problems and how they were addressed in
the literature using CFFs. Most problems presented here have a “fault tolerance” flavor,
where the d-CFF help us to, for example, identify d invalid digital signatures, d modified
blocks, or even tolerate d malicious users.

It is interesting to see how the incidence matrix of a CFF can be seen from different
perspectives depending on the problem we are trying to solve. For aggregation of signatures
or batch verification, we use the rows of the matrix to indicate which signatures we should
group or test together, but for one-time or multiple times signature these rows now repre-
sent pieces of the secret key that will be used to create the signature, while in broadcast
communication they represent the pieces of keys that will be shared among participants.
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2.6.1 Fault tolerance in digital signature problems

Digital signatures were idealized by Diffie and Hellman [6] in 1976, and a practical imple-
mentation was later presented by Rivest, Shamir and Adleman [46], known as the RSA
algorithm. Today they are a very popular mechanism that, with very high probability,
guarantee integrity and authenticity, and to support non-repudiation of digital data. They
are based on public key cryptography, which uses a pair of keys, a public key and a secret
key. The secret key is used to generate the signature of a specific message/data, and the
corresponding public key is used to verify the signature.

A digital signature scheme usually has three algorithms: the key generation KEYGEN({)
that receives a security parameter ¢ as input and outputs a secret key SK and a public
key PK; the signature generation SIGN(m, SK) that receives a message and secret key as
input and outputs a signature o; and signature verification algorithm VERIFY(m, o, PK),
that receives the signature, message, and public key, and outputs 1 if the signature is valid
for that m and PK, and 0 otherwise.

As an example, lets consider the RSA signature scheme. Algorithm KEYGEN(¢) picks
two large prime numbers p,q and computes n = pq, n with ¢ bits. Compute ¢(n) =
(p —1)(¢ — 1) (Euler’s totient function), choose a value e such that ged(e, ¢(n)) = 1, and
compute d such that de =1 mod ¢(n). The public key pk consists of (e,n) and the secret
key sk consists of (d,p,q). For a message m, algorithm SIGN(m, SK) outputs o = m?
(mod n), and algorithm VERIFY(m, o, PK) returns 1 if and only if ¢ = m (mod n) [46].

Now we present how the d-CFFs can be used to provide fault tolerance for some digital
signature applications.

2.6.1.1 Modification tolerant signature scheme

When a message m was modified after the signature process, the outcome of the verification
algorithm is VERIFY(m, o, PK) = 0. There are several possible causes for this modifica-
tion: a simple failure in the transmission process, a malicious modification, an expected
modification due to collaborative work, or even redaction of pieces of the message to pro-
vide privacy. The original data can be very large or even difficult/impossible to retrieve.
Consequently, it may be useful to distinguish the modified portion of the data from the
rest. Unfortunately, traditional digital signatures are designed to give a Boolean result,
that is, whether the data matches or not its digital signature, and no extra information
about the modification can be obtained.

Locating modifications was considered in [22] for digital signatures and in [19] for
message authentication codes, both with solutions using d-CFFs. The signature scheme
proposed in [22] assumes a message m = (ml[l],...,m[n]) divided into n blocks, uses a
collision resistant hash function h, and a d-CFF(¢,n) incidence matrix M to generate and
verify the digital signature.

Signature generation: receives m = (m[1],...,m[n]), SK, and proceeds as follows:

1. Compute hy = h(m[l]),..., h, = h(m[n]);
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2. For each row ¢ in M, compute ¢;, which is the concatenation of all h; such that
M, ; =1, and set T'[i] = h(c).

3. Compute one extra hash of the entire message h* = h(m), set T = (T'[1],T[2],..., T[t], h*).

4. Compute the signature o’ = SIGN(T', SK), and output o = (¢/,T).

The verification process has three possible outputs: 0 if the signature was modified; 1
if signature and message were not modified; a set I with indices of the modified blocks if
signature was not modified and message was modified.

Signature verification: receives the message m, o = (¢/,T'), and PK, and proceeds as
follows:

1. Ensures VERIFY(T,0’,PK) = 1, otherwise output 0;

2. Checks if h* = h(m). If it matches, return 1, if not, proceeds with the location of
modifications.

3. Uses M and m to compute the concatenations and generate T'[1),...,T[t]’ just as
the signer did.

4. For all 1 < ¢ < t, checks if T[i] = T[i]’; the ones that match determine all the
block indices B = {j : M;; = 1} that are intact, and the remaining blocks I =
{1,...,n} \ B are the modified ones. If |/| < d return I, otherwise return 0.

This solution proposes a digital signature that carries extra information (¢ + 1 hashes),
and because they are formed based on a d-CFF, the verification algorithm is able to locate
modifications if they occurred. Based on this solution, the authors in [26] propose a scheme
that allows for the correction of the modified blocks, when picking small enough block sizes.
They also proposed a digital signature scheme that allows for redaction of portions of the
message to guarantee privacy. For more details on these two application, see [26]%.

Solution using variable CFFs

We notice we can model this problem using S-CFFs. These variable CFFs can be
especially interesting here when modifications are more concentrated in a few regions of
the document, and we are interested in performing a more detailed verification inside each
one of these regions. We can use S-CFFs to concentrate the location capability on blocks
that are closer together, i.e. inside these regions, and relax the property among blocks that
are far from each other.

Blocks are divided in sub-blocks and indexed by the sub-block level. Suppose a message
divided in blocks of £ levels. At level i we have ngny ...n; blocks, each divided into n;,4
blocks at level ¢ + 1, for 0 < i < ¢ — 1, for a total of n = ninsy...n, blocks. The whole
message is considered to be a single block at level 0, so ng = 1. Let us assume modifications

4Included as Chapter 4 in this thesis.
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can happen in at most d; sub-blocks of each block at level 1 — 1,7 =1,..., /. It may make
sense to use d; < dy < ... < dy in some applications, but this is not a requirement in
general.

We model the error/modification distribution according to S as follows, and require
the use of an S-CFF. Let C' = {(j1,72,.-.,7¢) : 1 < j; < mny, 1 <i < ¢} be the index of all
sub-blocks, where (ji, ..., ;) identifies the sub-block at level i. We want an S-CFF that
allows the identification of up to d = dids...d, modifications, in at most d; sub-blocks
inside each block at level i. Let X be a set of (-tuples of the form (zq,zs,...,xy), for
1 <z; <n; 1 <i</{ Define the multi-set X|; = {(z1,22,...,2;) : (x1,22,...,2¢) € X},
Xlo = {0}, and M;(X) = {(z1,22,...,2;) : (x1,22,...,Ti41) € X|iy1}. We define S as
the set containing every subset S C C such that h(M;(S)) < dip1+1, forall 0 <i < ¢ —1.

If there exists a construction of this S-CFF such that the minimum number of rows
t(S,nins ... ng) is smaller than the minimum number of rows t(d, nins...n,) of a tradi-
tional d-CFF, then variable CFFs present an improvement for this application. Obviously,
t(S,niny...ng) < t(d,niny...ny) is true because with S-CFF we do not need to cover
every single combination of d + 1 columns. Finding constructions that give such S-CFF
is a subject for further investigation. Applying the construction from Theorem 2.5.4 re-
peated times gives a S-CFF A; ® As ® ... ® Ay, where A; is a d;-CFF, but it seems this
construction would not be more efficient than building a (dids . .. d;)-CFF.

2.6.1.2 Batch verification

Batch verification is a method used to reduce the number of operations when we need to
verify several digital signatures simultaneously. It was introduced by Fiat [11, 12] for RSA
with the main idea that we can perform several modular exponentiations at the cost of
one. It has since then been improved and proposed as a solution for many applications,
such as vehicular communications [61, 62], wireless sensor networks [50], among others.

A batch verification algorithm receives as an input a list (or batch) B of n signature
and message pairs (0;, m;) from potentially different signers, and outputs BATCH(B) = 1 if
VERIFY(m;, 0;,PK;) = 1 for all i, BATCH(B) = 0 otherwise [59]. There are many ways of
implementing BATCH(B), which are closely related to the signature algorithm considered,
but the common idea is that it should be much more efficient to run BATCH(B) than verify
each individual signature independently. For the case where BATCH(B) = 0 we know
there is at least one invalid signature in B, and it is necessary to determine these invalid
signatures. We can do that by verifying each signature individually, which would require
a total of n verifications.

Zaverucha and Stinson [59] suggest that applying BATCH on subsets of B may be a
more efficient approach. They propose the use of combinatorial group testing (CGT) to
verify the batch of digital signatures, in order to reduce the number of verifications in the
identification of invalid signatures. They discuss several approaches using both adaptive
and non-adaptive schemes. An adaptive scheme decides the next tests according to the
results of the previous ones, while non-adaptive schemes decide all tests at the beginning.
For non-adaptive CGT, they suggest the use of d-CFFs. The n columns of the incidence
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matrix M represent the individual signatures o;, and each row represents a sub-batch
B; = {(mj,0;) : M, ; = 1}. For each row i, if BATCH(B;) = 1, all 0; € B; are marked as
valid, and after verifying all sub-batches, the remaining signatures are returned as invalid.
The authors show that usually, adaptive CGT schemes require a smaller number of tests
[59], and all methods presented have a big improvement when compared to individually
verifying each signature.

2.6.1.3 Aggregation of signatures

An aggregate signature scheme is a digital signature scheme that allows us to compress
the number of digital signatures that need to be stored, transmitted, and verified. Given
a set of n digital signatures {oy,...,0,}, an aggregation algorithm combines them into
one single aggregate signature AGG(0y,...,0,) = o. By verifying o, the verifier can be
convinced that the n signatures are valid [1], and if at least one of the n signatures is invalid
the entire aggregate o is compromised. This is similar to the case where BATCH(B) = 0 for
batch verification, but in the case of aggregation of signatures, the verifier only has access
to o, which does not carry enough information to determine the invalid signatures [59].

The concept of aggregate signature was first introduced by Boneh et al. [1]. They
propose aggregate signatures based on a digital signature scheme using bilinear maps. A
bilinear map is a map e : G X G — G, with G, Gr being multiplicative cyclic groups of
prime order p, with the bilinear property which states that for all u,v € G and positive
integers a, b, we have that e(u?,v°) = e(u,v)® [1].

A regular signature generation and verification based on bilinear maps consists of the
following steps. The secret key is a random z € Z,, for p a prime number, and the
public key is computed as v = ¢*, where g is a generator of (G. Given a message m,
we compute the hash h = h(m) and signature ¢ = h*, with h,0 € G. The verification
algorithm receives v, m, o, computes h = h(m) and accepts m as valid if e(o, g) = e(h,v) [1].
This comes from the bilinear property, where e(o,g) = e(h*,g) = e(h,g)* = e(h,g") =
e(h,v). The aggregate signature scheme works as follows. Given n users uq,...,u,, and
their corresponding message and signature pairs (m;, 0;) generated as above, the aggregate
signature is computed by o = [['; ;. The verification of o consists of computing h; =
h(m;), for all 1 < ¢ < n, and ensuring that e(o,g) = [[_, e(h;,v;). Other aggregation
schemes were later proposed based on a variety of digital signature schemes, such as [29,
35, 36, 40].

Solutions that allow identification of invalid signatures in an aggregate scheme were
proposed using d-CFFs [20, 23]. The d-CFFs are used during the aggregation process
to increase the expressiveness of ¢ and allow the identification of up to d invalid signa-
tures. The columns of M represent the individual signatures o;, and each row identi-
fies which signatures are aggregated together: o[i] = AGG(o; : M;; = 1),1 < i < ¢,
The identification of invalid signatures is similar to the one of batch verification: if
VERIFY (o[i], {(m;, PK;) : M, = 1}) = 1 all respective o, are marked as valid, and after
running this for all aggregates o[1],...,c[t], the verifier outputs the remaining individual
signatures as the invalid ones. The aggregate signature is as big as ¢ individual signatures,
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with the additional characteristic of being able to identify up to d invalid signatures. For
more information on this application, see [20] [24, 27]°.

2.6.2 One-time and multiple-times signature

So far we presented how d-CFFs are used to identify invalid/modified data in digital sig-
nature schemes, which directly matches the purpose of combinatorial group testing. Now
we show applications that take advantage of the d-CFF property to create one-time and
multiple-times signature schemes. One-time signatures (OTS) were first proposed by Lam-
port in 1979 [32], and usually have very fast signature and verification algorithms. We may
use a key pair to sign only one message, instead of using the same key for several signa-
tures. Multiple-time signatures are a variant of OTS and allow us to sign a predetermined
(multiple) number of messages. Usually, the scheme is secure as long as we do not exceed
the number of signatures we are expected to generate.

There are several methods in the literature that propose the use of d-CFFs for the
construction of these signature schemes. Zaverucha and Stinson [60] point out that each
one of these schemes is a variation of the general construction presented next. For the
general construction, let (X, B) be a d-CFF with |X| =t and |B| = 2™, where the subsets
By € B correspond to all possible messages M € {0,1}™ to be signed, and let f be a
way-one function.

Key generation: Choose t random /¢-bit numbers s; for a security parameter ¢, and
compute v; = f(s;),1 < i < t. Output the secret key SK = {s1,...,s;} and the public
key PK = {vy,..., 0}

Signature generation: Given a message M € {0,1}™, compute the subset By, =

{i1,...,ix} € B corresponding to M. The signature consists of revealing o = {(s;,,1),. ..,
(S x) }-
Signature verification: Given a signature o = {(s;,,%1),..., (s, %)} and public key

{v1,...,v} on M, compute By = {i1, ..., i} and check that f(s;;) = vy, ..., f(s:,) = v
If that is the case, return 1; otherwise return 0.

P

We can use a d-CFF to sign at most d messages. The one-wayness of f together with
the d-CFF property guarantee the security of the scheme: it is infeasible to retrieve s;
given v;, and since |Bj,\ UL, B;| > 1, even after revealing d subsets of secret keys, we
need at least one extra s; to forge a signature on a new message [60].

Variations of this scheme were presented by several researchers, which propose the use
of different one-way functions f and a variety of approaches to compute o from Bj; and
SK. Bos and Chaum [2]| propose an improvement on Lamport’s scheme [32] by considering
subsets of keys of size t/2 where no subset contains any other, which form an optimal 1-
CFF with ¢ rows. The scheme given in [60] proposes an OTS based on 1-CFFs and achieves
very small signature size by combining the subset of secret keys with modular sums. The
scheme and its security is based on the discrete logarithm problem and the 1-CFF to

5Given in this thesis as Chapter 3.
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compute the signature. Kalach and Safavi-Naini [28] also use 1-CFFs for OTS schemes,
and propose the use a compact knapsack function as the one-way function f, so they are
able to prove that the scheme is resistant against attacks by quantum computers [28]. For
multiple-times signature schemes, different approaches can be used. The most obvious one
consists of using a d-CFF, which allows for the signature of at most d messages. Pieprzyk
et al. [44] are the first ones to explicitly propose the use of d-CFFs for such a scheme,
which works exactly as described above. However, the authors in [60] show that the size
of the public and private keys is smaller when we use d instances of 1-CFF schemes rather
than one d-CFF. This is related to the lower bound on the number of rows for the cases
d=1and d > 2. We have t ~ logn for the first and ¢t > C%{ logn for the second one,
with constant c. So, using d instances of a 1-CFF would give smaller key sizes than using
a single d-CFF. Variable CFFs can be explored as a solution here, where columns inside
each instance of the 1-CFF only need the 1-CFF property, and any d + 1 columns across
different instances need the d-CFF property. It remains to be investigated whether it is
possible to construct such a variable CFF with less rows than d times the number of rows
in a 1-CFF.

2.6.3 Broadcast communication

When a sender wants to transmit a message to a receiver over an insecure channel, usually
encryption and authentication are used to ensure it is highly unlikely that somebody else
can read and/or modify the message. In this section, we describe schemes where a sender
wants to transmit a message to multiple receivers, and not all of them can be trusted. The
use of d-CFF's provide a solution to the problem when the number of untrusted receivers
does not exceed d.

2.6.3.1 Broadcast authentication

In this scenario, a sender and various receivers agree on secret keys, and these keys are
used to guarantee the authenticity of broadcasted messages. The message is broadcast
with a tag, which is generated using the sender’s key and contains information about the
integrity and authenticity of the message. Here the tag can be a digital signature or a
message authentication code. The receivers can independently verify the authenticity of
the received message by verifying the tag using their own keys. A scheme where the sender
shares n keys with n receivers may be infeasible, due to the large number of keys that need
to be maintained and tags that need to be generated and sent with the message. On the
other hand, if users share common keys, there may be malicious users who can get together
and use their secret keys and previous communication to create fraudulent messages, which
may be accepted by some other users as authentic [34, 48].

Safavi-Naini and Wang [48] propose the use of d-CFFs to manage the distribution of
keys, and in this way we avoid that a set of d malicious users can forge a message. Let
(X, B) be a d-CFF(t,n), with X = {z1,...,2,}, and n distinct subsets B; C X. Assume
a total of n receivers represented by each one of the subsets B;, and a set K of ¢ random
keys corresponding to X. The scheme works as follows:
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Key generation: Generate t random keys K = {ki,...,k;}. Through a secure channel,
send K to the sender and send k; to each receiver R; such that z; € B;, 1 <1i <t. Each
receiver R; receives a set of | B;| keys.

Broadcast: For a message m, the sender calculates authentication tags a; = f(m, k;),1 <
i <t and broadcasts (m,ay, ..., a;).

Verification: R; accepts (m,aq,...,a;) as authentic only if for all his keys {k; : z; € B;},
ai = f(m, k).

Because of the d-CFF property, the union of the keys of up to d malicious users is
not enough to create a fraudulent message, since every other user has at least one extra
key [34, 48].

2.6.3.2 Broadcast encryption

A broadcast encryption scheme allows a server to broadcast encrypted data to a set of n
users over an insecure channel. Here we consider the context where the server wants to
prevent some of these users from recovering these messages. An example of such application
is paid television, where only some privileged users can have access to paid channels.

We can again use d-CFFs to distribute the keys and solve this problem [5, 14]. Let
(X,B) be a d-CFF(t,n), with X = {z1,...,2;}, and n subsets B; C X, and let K =
{k1,...,k:} be the set of secret keys used in the scheme. Each user R; is represented
by a subset B; € B and receives the keys k; such that z; € B;, 1 < j < n,1 <i < ¢,
When the server wants to send encrypted messages to all but (up to) d users R;,, ..., R;,,
it simply needs to encrypt the message using all keys but the ones that belong to those
excluded users. Therefore, users R;,, ..., R;, can not decrypt the message because they do
not have the necessary keys, and because of the d-CFF property, this does not compromise
the ability of the remaining users to decrypt the content [5, 14].

2.7 Conclusion

In this article, we review several variations of d-CFF definitions, related objects, several
constructions from combinatorial designs and codes, and point out their relationships and
equivalences. We also define a generalization of CFF's called variable S-CFF's, where instead
of a value d, we receive a set S specifying the coverage we are interested in providing, which
corresponds to a more general distribution of defective items. We propose a construction
for S-CFF's and show that recursive constructions seen in the literature can be generalized,
and the generalization is proved as a special case of the S-CFF construction. It would be
an interesting future research to explore applications of S-CFF, and constructions that lead
to a smaller set of rows for a given & than the one obtained with d-CFF's that “contain”

S.
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3.1 Abstract

Aggregate signatures are used to create one short proof of authenticity and integrity from
a set of digital signatures. However, one invalid signature in the set invalidates the entire
aggregate, giving no information on which signatures are valid. Hartung et al. (2016)
propose a fault-tolerant aggregate signature scheme based on combinatorial group testing.
Given a bound d on the number of invalid signatures among n signatures to be aggre-
gated, this scheme uses d-cover-free families to determine which signatures are invalid.
These combinatorial structures guarantee a moderate increase in the size of the aggregate
signature that can reach the best possible compression ratio upper bound of O(@), for
fixed d, derived from the information theoretical lower bound on the signature size. The
case where the total number of signatures grows dynamically (unbounded scheme) was
not satisfactorily solved in their original paper, since explicit constructions had constant
compression ratios. In the present paper, we propose efficient solutions for the unbounded
scheme, relying on sequences of d-cover-free families that we call nested families. Some of
our constructions yield high compression ratio close to the best known upper bound. We
also propose the use of (d; A)-cover-free families to support the loss of up to A — 1 parts of
the aggregate.

3.2 Introduction

In cryptography, aggregate signature schemes allow us to combine a set of digital signatures
into a single one, which can be used as proof of integrity and authenticity of a possibly
large set of data. This solution is especially useful for applications that manage a large
quantity of data and digital signatures, since it can save on communication and storage,
as well as improve the signature verification process. A few examples of such applications
are outsourced databases [13], sensor networks [9], secure logging [11], certificate chains
[1], and vehicular communication [16], among others.

The verification of an aggregate signature outputs a positive result only if the entire
set of signatures is valid. If we have at least one faulty signature in the set, the proof of
integrity and authenticity of all the data involved is invalidated. This happens because
when a set of signatures is aggregated into one, this operation does not preserve enough
information in order to identify the exact set of invalid signatures. In order to address this
shortcoming, Hartung et al. [4] propose a fault-tolerant scheme using d-cover-free families
(d-CFF). This scheme generates a more expressive aggregate signature, that can tolerate
up to d invalid signatures and identify all the valid ones.

Combinatorial group testing [2] deals precisely with this type of problem of determining
a set of defective items via testing groups of items. A d-CFF is a collection of subsets such
that no subset is contained in the union of any d other sets in the family. A 2-CFF is shown
in Fig. 3.1, where each column represents the incidence vector of a set; in group testing,
the rows of the matrix represent the groups and its columns, the items. By inspection, we
can see that if up to 2 items are defective, this set of defectives can be determined from
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the outcomes of the group tests. For example, if only items 1 and 2 are defective, tests
1 — 6 fail and tests 7 — 9 pass, and the defectives can be determined from this outcome.

10010010O01O0O0
10001O0O01O0O0T10Q0
100001001001
010100O0O01CO0T10
M=]0100101000O0O0T1
01 000101O01O00
001100O01O0¢O0O0T1
001010O0O0T1T1TO00¢0
001 0O011O0O0O0T1FQ0

Figure 3.1: A 2-cover-free family 2-CFF(9, 12).

What is distinctive in the signature aggregation application is that the groups are
formed at a different stage than testing: groups of signatures are combined at the ag-
gregation stage and their testing is done at the verification stage. Another distinctive
characteristic of signature aggregation is that we do not have a bound on the number of
signatures that need to be aggregated; for example, secure logging applications cannot al-
ways predict how many log entries will be saved, and outsourced databases do not always
have control over the amount of data that will be inserted. This requires an unbounded
fault-tolerant aggregation scheme relying on matrix growth, which, as pointed out by Har-
tung et al. [4], requires a special sequence of d-CFF matrices rather than a single one. Here,
the concept of compression ratio is important. Consider the total number of signatures n
(number of columns) and the size of the aggregate signature s(n) (number of rows) at each
stage. The compression ratio is equal to p(n) iff oy I8 ©(p(n)). The best known lower

bounds on s(n) [3] show that p(n) is O( o).

(d?/logd)logn

Monotone families of d-CFFs were defined in [4] to accomplish unbounded aggregation.
The explicit constructions of monotone families given in [4] yield aggregate signatures
with length linear in n and thus constant compression ratios; the authors pose the open
problem of finding better monotone families in order to achieve a more efficient unbounded
scheme. In [7], the present authors find monotone families with p(n) = n'~'/¢, for every
integer ¢ > 2 and fixed d > 1. In the present work, we approach unbounded aggregate
signatures by defining a more flexible sequence of d-CFFs that we call a nested family,
and which generalizes monotone families. We then propose various constructions of nested
families, some with compression ratio close to the best known upper bound. For d = 1,
our construction reaches p(n) = Toen? while for d > 2 we propose two constructions, the
first with ratio p(n) = n'~'/e

n
(b log, n)logQ logg n+D 9

of fault-tolerant digital signature aggregation, our new constructions can be applied to
other combinatorial group testing problems where the number of items to be tested grows
dynamically. An earlier version of the present work appeared in [6].

, for some constant e > 2, and the second with p(n) =
for some constants b and D. Although we focus on the specific problem

In Section 3.3, we present the background on fault-tolerant aggregate signatures intro-
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duced in [4] and on d-CFF constructions. In Section 3.4, we define nested families and
present unbounded signature aggregation algorithms that use these new families. In Sec-
tion 3.5 , we provide explicit constructions of such families that yield unbounded aggregate
schemes with better compression ratios than previously known. In Section 3.6, we general-
ize our d-CFF constructions to build (d; \)-CFFs, which are defined there, and discuss how
they can also support faults on signature transmission. These extensions in Section 3.6 are
not mentioned in the early version of this paper [6]. Section 3.7 includes conclusions and
future work.

3.3 Background on fault-tolerant schemes

In this section, we present the fault-tolerant aggregate signature scheme by Hartung et
al. [4]. We summarize the concepts introduced by the authors [4, Sections 1,3,4], in-
cluding the necessary formalization to contextualize our construction. Then, we present
background and recursive constructions of cover-free families.

3.3.1 Fault-Tolerant Aggregate Signature

Let {oy,...,0,} be a set of n signatures and let C' = {(pky,m1), ..., (pkn, my)} be their
corresponding pairs of public key and message. A traditional aggregate signature scheme
consists of combining all n signatures together in one aggregate signature o, which can be
as small as a single digital signature [1]. By verifying only o we can ensure the integrity
and authenticity of the entire set C. If all signatures {oy,...,0,} are correctly formed
from C, the signature verification outputs 1, but if at least one o; does not match its
corresponding pair (pk;, m;), the verification outputs 0. In more detail, Boneh et al. [1]
define an aggregate signature scheme with four algorithms:

1. KeyGen(17) takes security parameter x and creates a key pair (pk, sk).
2. Sign(sk, m) creates a signature for message m using secret key sk.

3. Agg(Cy,Cy, 01, 09) takes two multisets C; and Cy of pairs of public key and message
and their corresponding signatures o, and o5, and outputs an aggregate signature o
that certifies the integrity and authenticity of C' = C; U Cj.

4. Verify(C, o) takes a multiset of public key and message pairs and its aggregate
signature o. Outputs 1 if the signature is valid and 0 otherwise.

The security of the scheme is based on the difficulty of an adversary to forge a signature
of a chosen message after performing ¢ signature queries to an oracle. More specifically,
the aggregate scheme is (¢, q, €)-secure if there is no adversary A capable of winning the
game with probability at least €, performing at most ¢ queries to the oracle, and running
in time at most ¢ [1, 4].



3.3. Background on fault-tolerant schemes 46

As an example of an aggregate signature scheme, let us consider the one proposed by
Boneh et al. [1], which is based on bilinear maps. A bilinear map is amap e : G x G — G,
with G, Gt being multiplicative cyclic groups of prime order p, with the bilinear prop-
erty which states that for all u,v € G and positive integers a, b, we have that e(u?,v’) =
e(u,v)® [1]. The regular signature generation and verification consist of the following steps.
Algorithm KeyGen(1*) generates a random secret key x € Z,, and the public key is com-
puted as v = ¢g*, where g is a generator of G. Given a message m, Sign(x, m) computes the
hash h = h(m) and signature 0 = h*, with h,o € G. The verification algorithm receives
v, m, o, computes h = h(m) and accepts m as valid if e(o, g) = e(h, v) [1]. This comes from
the bilinear property, where e(o,g) = e(h®,g) = e(h,g)* = e(h,g") = e(h,v). The algo-
rithm Agg(Cy, Cy, 01, 09) outputs 0 = 01 X 09, which certifies the integrity and authenticity
of C =CUCy = {(v1,m1),..., (s, my)}. In general, given n signatures oy, ..., 0,, the
aggregation consists of o =[]}, 0; [1]. The verification algorithm Verify(C, o) computes
h; = h(m;) for all messages m;,1 < i < n, and ensures that e(o,g) = [[;—, e(hi,v;). Of
course, in this scheme one invalid pair (v;, m;) would make o invalid. In the remaining of
this section we discuss fault-tolerant schemes.

In order to provide fault-tolerance, the signature verification needs to output a list of
valid signatures instead of just 0 or 1, so the scheme should provide list verification instead
of boolean verification. To describe this scheme, Hartung et al. [4] use the concepts of
“claim” ¢ = (pk,m) as a pair of public key pk and message m, and “claim sequence” C
as a sequence of claims. A claim sequence requires an order among the claims, so each
position ¢ may contain one claim or a placeholder 1. Two claim sequences Cp,Cy are
defined as ezclusively mergeable if for all i, Cy[i] = L or Cs[i] = L, and for a Cy and Cy of
length k£ and [, with & > [, C; U Cy = (¢y, ..., cx) is defined by

)

- Cl[l], if Cg[l] :J_,CQ[Z] :Cl[l] ori>1
Cs[i], otherwise.

Let C' = (cq,...,c,) be a claim sequence and b € {0, 1}"™ be a bit sequence that specifies
a selection of indices. Then C[b] denotes a subsequence of C' having claim ¢; in position
j whenever b[j] = 1, and L otherwise. The claim sequence is used as a way to impose
an order to the claims, which is required for the process of generating a fault-tolerant
aggregation signature and its verification. For more details, see Hartung et al. [4, Section
3]. The definition of aggregate signature with list verification is given below.

Definition 3.3.1. [Hartung et al. [{]] An aggregate signature scheme with list verification
consists of four algorithms X:

1. KeyGen(17¥) takes security parameter k and creates a key pair (pk, sk).
2. Sign(sk,m) creates a signature for message m using secret key sk.

3. Agg(Cy,Cy, 1, 79) takes two exclusively mergeable claim sequences Cy and Cy and
their corresponding signatures 71 and T, and outputs an aggregate signature T that
certifies the integrity and authenticity of the sequence C' = C U Cs.
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4. Verify(C, 1) takes a claim sequence C and its aggregate signature T as input. Outputs
the set of valid claims, which can be all the elements in C or even the empty set.

Consider a claim sequence C' with n claims, their corresponding signatures oy, ..., 0,
with at most d invalid ones, and the aggregate signature 7. The aggregate signature
scheme ¥ is tolerant against d errors if 3. Verify(C, 7) outputs the set of claims that have
valid signatures. Therefore, a d-fault-tolerant aggregate signature scheme is an aggregate
signature scheme with list verification with a tolerance against d errors. From now on we
will use o to represent a standard aggregate signature, and 7 for signatures of a fault-
tolerant scheme.

The security of the scheme is presented by Hartung et al. [4]. An adversary advantage
on forging an aggregate signature scheme with list verification is given by its probability
of winning the following game:

e Setup: A receives a random public key pk.

e Queries: A adaptively requests signatures of messages m; to an oracle using pk and
receives 7; = Sign(sk,m;).

e Response: A outputs a claim sequence C* and an aggregate signature 7*.

The adversary wins if there is a claim ¢* = (pk,m*) in C* that belongs to the set of
valid claims output by Verify(C*, 7*), and the signature of m* was never requested to the
signature oracle. The scheme is said to be (¢, g, €)-secure if there is no adversary that runs
in time ¢, performs at most ¢ queries and wins the game above with probability at least e.

Hartung et al. [4] use d-CFF's to instantiate a generic fault-tolerant aggregate signature
scheme. Let M be a t x n binary incidence matrix of a d-CFF, where each column is the
characteristic vector of a set in the family. Given M and a set {oy,...,0,} of signatures
to be aggregated, each column j represents a signature o;, and the rows of M indicate
which signatures will be aggregated together. We are able to identify all valid signatures
as long as the number of invalid ones does not exceed a bound d.

Hartung et al. [4, Section 4] define a fault-tolerant aggregate signature scheme based
on an ordinary aggregate signature scheme Y that supports claims, claim sequences, and
the empty signature A as input. We denote M, as row ¢ of matrix M, so C[M,] represents
the corresponding subsequence of a claim sequence C. This scheme inherits the security
of 3, and its algorithms are presented below:

1. KeyGen(17) creates a key pair (pk, sk) using KeyGen from ¥ and security param-
eter k.

2. Sign(sk, m) receives a secret key and message, and outputs the signature given by
Y..Sign(sk, m).

3. Agg(Cy,Cy, 1, T) takes two exclusively mergeable claim sequences C; and Cy and
corresponding signatures 7, and 75, and proceeds as follows:
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(a) If one or both of the claim sequences Cy (k € {1,2}) contain only one claim c,
T is an individual signature o,. We initialize o} as 7, and expand it to a vector
as follows, with j equal to the index of ¢ in C}:

il = {ak, it M[i, j] = 1,

A, otherwise,

fori=1,...,t.

(b) Once 71 and 75 are both vectors, we aggregate them, position by position, ac-
cording to the incidence matrix M:

7[i] = X.Agg(C1[M;], Co|M], 7 [i], m2[d]), fori=1,... ¢t

(c) Output 7, which certifies the integrity and authenticity of the sequence C' =
Cy U Cs.

4. Verify(C, ) takes a claim sequence C' and the aggregate signature 7, and outputs
the set of valid claims. Computes b; = ¥.Verify (C[M;], 7[i]) for each 1 <i <t and
outputs the set of valid claims consisting of the union of each C'[M,] such that b; = 1.

The following theorems are from Hartung et al. [4, Section 4] and address the security
and correctness of the scheme. For details regarding their proofs, see [4].

Theorem 3.3.2 (Hartung et al. [4]). Let X' be the aggregate signature scheme with list
verification presented above. If X' is based on a d-CFF, then it is correct and tolerant
against up to d errors.

Sketch of Proof. Considering the aggregation algorithm, we need to ensure that the veri-
fication algorithm computes the correct set of valid claims, assuming there are at most d
invalid ones. The d-CFF property guarantees that if a claim is valid, it will be included in
an aggregation 7[i] that results in b; = 1, since there will be a row ¢ that avoids all invalid
claims and contains this valid claim. Each aggregation 7[i] that contains an invalid claim
will result in b; = 0. Therefore, ¥’.Verify(C, 1) is correct. O

Theorem 3.3.3 (Hartung et al. [4]). If ¥ is a (¢, q, €)-secure aggregate signature scheme,
then the aggregate signature scheme with list verification above is (t',q,€)-secure, with t'
approximately the same as t.

The following example consists of n = 10 signatures aggregated according to the 1-
CFF(5,10) matrix M, which allows us to identify all valid signatures as long as we have
at most one invalid signature. For instance, if oy is invalid, 7[1] and 7[2] will fail, but
7[3], 7[4], 7[5] prove the validity of 0,2 <1 < 10.

1111000000 T[1] = Agg(oy,09,03,04)
1000111000 72| = Agg(oy, 05, 06, 07)
M=[0100100110]|— 73]=-Agg(02, 05 08, 09)
0010010101 7[4] = Agg(os, 06, 08, 010)
00010O010T1°1 7[5 = Agg(o4, 07,09, 010)
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Now we exemplify aggregation using the claim sequences. Assume the d-CFF above,
assume n = 10 digital signatures and the corresponding claims ¢; = (pk;, m;), for 1 <i < n.
Consider two claim sequences and their corresponding aggregate signatures

Cl = (J—?C27J—aJ—vc57J—7J—>J—aJ—7J—>7C2 = (J—aJ—aj—ac4aJ—7J—aJ—7J—a097clo)>a

T = [027 Os, Agg(027 0-5)7 Aa )\]7 T2 = [047 )\7 09,010, Agg(047 09, 010)]7
where Agg(oy,,...,0;,) represents the output of a call to algorithm ¥.Agg. We compute
7 and C as follows.

al |, m2[1]
7[2] = S Agg((L, L, L, L es, L, L, L, L 1), (L, L, L, 1,1, 1,11, 1), 72, 7[2]
7[3] = £ Agg((L, ea, L, Lyes, L, L, 1,1 1), (L, L, L, L, 1, 1,1, 1 co L), 7[3],[3]
4] = S Agg((L, L, L, L, 1 1,1, 4 1 1), (L, L1, L4 1, 1,1, 1)
5] = S.Agg((L, L, L, L, 1 1,1, 1,1, 1), (L, L, L e L, L, 1,1, cgcr0)
C=CUCy=(L,co, L cq,05, L, L, 1L co,cr0).

T
T

The idea of fault tolerance in signature aggregation using CFF's appeared independently
in the master’s thesis of the first author as level-d signature aggregation [5, Chapter 5]. A
related application of CFFs to modification tolerant digital signatures can be found in [8].

3.3.2 Cover-free family constructions

Cover-free families (CFFs) are combinatorial structures studied in the context of combi-
natorial group testing, and frequently used in scenarios where we need to test a set of n
elements to identify up to d invalid ones. We use them to combine these elements into a
few groups, and test the groups instead of each element.

Definition 3.3.4. A set system F = (X,B) consists of a set X = {x1,...,x:} with
|X| = t, and a collection B = {By,...,B,} with B; C X,1 < i < n, and |B| =n. A
d-cover-free family, denoted d-CFF(t,n), is a set system such that for any subset B;, € B
and any other d subsets B;,, ..., B;, € B, we have

B, ¢ |JB; (3.1)

We can represent F as a t X n binary incidence matrix M by considering the charac-
teristic vectors of subsets in B as columns of M. More precisely, M, ; = 1 if x; € B;, and
M, ; = 0 otherwise. We will interchangeably say that M is d-CFF when its corresponding
set system is d-CFF. Note that if M is d-CFF, then a matrix obtained by row and column
permutations is also d-CFF.

An equivalent definition of d-CFF is based on the existence of permutation submatrices
of dimension d + 1 [12]. A permutation matrix is an n X n binary matrix with exactly one
“1” per row and per column, or in other words, it is obtained by permuting the rows of
the identity matrix.
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Proposition 3.3.5. A matriz M is d-CFF if and only if any set of d+1 columns contains
a permutation sub-matriz of dimension d + 1.

Proof. Take d+ 1 columns {jo, ji, - - ., ja} of M. Property (3.1) is true for j; in place of iy
and J = {jo, j1,---,Ja} \ Ji in place of {i,... i4} if and only if there exists a row i where
M;; = 1and M;; = 0 for j, € J. This is equivalent to a permutation sub-matrix of
dimension d + 1 in columns {jo, j1,- - -, ja}- O

The next propositions state relationships between sub-matrices with respect to d-CFF
properties. Their proofs follow directly from Definition 3.3.4.

Proposition 3.3.6. Let M be a matriz and let M’ be a sub-matriz of M formed by some
of its columns. If M is d-CFF, then M’ is also d-CFF.

Proposition 3.3.7. Let M be a matriz and let M’ be a sub-matriz of M formed by some
of its rows. If M’ is d-CFF, then M is d-CFF.

For d > 2, a lower bound on t is given by t > c% logn, for a constant ¢ [3]. For d =1
the best possible 1-CFF can be constructed using Sperner’s theorem.

Theorem 3.3.8. (Sperner [15]) Let B be a collection of subsets of {1,...,t} such that
By € By for all By, By € B. Then |B| < (Lt;%)' Moreover, equality holds when B is the
collection of all the |t/2]|-subsets of {1,...,t}.

Corollary 3.3.9. Given n and d = 1, let t(n) be the smallest integer such that 1-
CFF(t(n),n) exists. Then, t(n) = min{s : (szzj) >n}.

Proof. Property (3.1) is equivalent to the family of sets having the Sperner property. Build
each column of the matrix from the characteristic vector of a distinct |¢/2]-subset of a t-set,
with ¢ = min{s : (LS‘;QJ) > n}. Theorem 3.3.8 guarantees t(n) = t. O

The value t grows as log, n as n — 0o, which meets the information theoretical lower
bound on the amount of bits necessary to uniquely distinguish the n inputs, yielding an
optimal construction.

Other constructions of CFF exist for larger d; see Zaverucha and Stinson [17, Section
3.2] for a discussion on how other combinatorial objects yield good CFF methods depending
on the relation of d and n. In particular, Porat and Rothschild [14] give a construction
that yields t = c(d + 1)?logn for a constant ¢, which for fixed d is optimal in terms of
meeting a lower bound ©(logn) (see [17, Theorem 3]). Next we give generalizations of two
constructions by Li et al. [10, Theorems 3.4 and 3.5] that allows us to build larger d-CFFs
from smaller ones. To the best of our knowledge, these results have only been stated for

d=2.

Definition 3.3.10 (Kronecker product). Let Ay be an my X ny binary matriz, for k = 1,2,
and 0 be the matriz of all zeroes with the same dimension as As. The product P = A1 ® A,
15 a binary matrix such that
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Py o Py Ay, if Ay, =1,
P = : : where Pi;j = 10, otherwise.
) O TN = S,

The following theorem generalizes a construction by Li et al. [10] given for d = 2.

Theorem 3.3.11. Let Ay be a d-CFF(t1,n1) and As be a d-CFF(ty,ng), then C = A;® Ay
1S a d—CFF(tth,TLlng).

Proof. 1t is enough to show that every sub-matrix of C' formed by d 4 1 of its columns is
d-CFF. We first establish the existence of a special sub-matrix in C'. We define a block of
C as any set of ny consecutive columns that were created by a single column of A; in the
Kronecker product (Definition 3.3.10). Since A; is d-CFF, Proposition 3.3.5 implies that
any [ blocks of C'; I < d+ 1, contain a set of rows that after permutations are of the form

Ay ... 0
C- ;
o ... A

In other words, C' is a “generalized permutation sub-matrix”. Let
C ={co,c1,...,¢q} be d+1 columns indices of C' and let B be the sub-matrix of C restricted
to these columns. These columns belong to [ blocks of C', where [ < d 4+ 1. Therefore,
we can find a sub-matrix C of C of the form presented above with exactly [ blocks. Let
Dy, Dy be such that Dy U Dy = {¢cy,...,cq}, where D; consists of the columns that belong
to the same block as ¢y and Dy consists of all the other columns. Let 7 be a row such that
B;., =1and B;., =0, for all ¢, € Dy; since A, is d-CFF, such i exists. Because B; ., = 1,
we know that B;. = 0 for all ¢, € D, since C' is a generalized permutation sub-matrix.
Since the same is true for every column in C, we obtain a permutation matrix of order
d + 1. By Proposition 3.3.5, B is d-CFF. Since this is true for every choice of B, C is
d-CFF. m

Next we present a construction of d-CFFs based on another result by Li et al. [10] for
d = 2. This construction gives a better result than the one from Theorem 3.3.11 for the
cases where s < %

Construction 3.3.12. Let Ay be a ty X ny binary matriz, As be a ty X ny binary matriz,
and B be a s X ny binary matriz. Create a matric P = B ® Ay as in Definition 3.3.10.
This results in P with ny “blocks” of ny columns each. For each column in block i, append
the ith column of As, for 1 <i < mny. Call Constl(A;, As, B) the matriz obtained.

Theorem 3.3.13. Let d > 2, Ay be a d-CFF(t1,n1), As be a d-CFF(ty,n3), and B be a
(d —1)-CFF(s,ny). Then C := Constl(A;, A, B) is a d-CFF(sty + ta, nins).

Proof. We need to prove that C is a d-CFF. Let C = {cy, c1, ..., ¢4} be d+1 column indices
of C. Consider the ns blocks of ny consecutive columns of C' originating each from a single
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column of B. We divide this proof into 2 cases.

Case 1: The d + 1 columns belong to d + 1 different blocks. By the construction, each
column considered contains in its lower part one distinct column from A,. Since A is
d-CFF, Proposition 1 and 2 guarantees that C' is d-CFF.

Case 2: The d + 1 columns belong to [ different blocks, 1 < [ < d. By considering the
first part of Construction 3.3.12, where we compute B ® A;, we note that since B is a
(d — 1)-CFF, Proposition 3.3.5 implies we can find a generalized permutation submatrix
of C' with a total of [ blocks, covering {cy,c1,...,cq}, which after permutations has the
following form

A ... 0
o ... A

Now let 61,§2, ..., C be the set of column indices corresponding to each block of C,
and Ry, Ry, ..., R; be sets with ¢; consecutive row indices each.

Since A, is d-CFF, and |C; N C| < d + 1, Proposition 3.3.5 implies that the matrix
formed by column indices C; N C and row indices R; contains a permutation submatrix
which after permutations gives an identity matrix I; of dimension |C; N C|. Now given the
form of C' we know @-m =0, for all i; € R;, for all j; € Uj NC, where 1 <75 <1[,i#j.

As a consequence, there exists a submatrix of C' that after permutation is of the form

L ... 0

0o ... ]
which is an identity matrix of dimension d 4+ 1. Therefore, C'is d-CFF (st + t3, nins). O

As a corollary, it is possible to obtain a previous result by Li et al. [10] for the specific
case of d = 2.

Corollary 3.3.14. [10, Theorem 3.5] Suppose there ezists a 2-CFF(t1,n1) and a 2-CFF(t, ny),
then there ezists a 2-CFF(sty 4 ta,niny) for any s satisfying (L§J> > ny.

Proof. Let A; be a 2-CFF(t1,n1), Ay be a 2-CFF(t3,n2). Let s satisfy (LEJ) > ng, and
2

B consist of ny columns of the 1-CFF given in the proof of Corollary 3.3.9. By Theorem

3.3.13, Const1(A;, As, B) is a 2-CFF(sty + to, n1ns). O

3.4 QOur general unbounded scheme based on nested

families

If we fix a d-CFF in a fault-tolerant aggregate signature scheme, we set a bound on the
number of signatures n that can be aggregated, which may not be known in advance (eg.
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applications in secure logging and dynamic databases). These unbounded applications
require a sequence of d-CFFs that allows the increase of n as necessary. Several of these
applications also deal with a large number of signatures, and it may not be possible to
save each one of them individually. So besides requiring increasing size, the d-CFF should
also take into consideration that once aggregated, the individual signatures may not be
available anymore. This raises the need for a sequence of d-CFFs to support all these
requirements.

In order to address this problem, Hartung et al. [4] propose the notion of a fault-tolerant
unbounded scheme based on what they call a monotone family of d-CFFs. It consists of
using a CFF incidence matrix M® until its maximum n is achieved, and then jumping to
the next matrix. Each new matrix M1 contains MY in its upper left corner, containing
a matrix of zeroes below it, in a sequence that presents a monotonicity property.

In this section, we extend the notion of unbounded aggregation and suggest a more
flexible sequence of d-CFFs, called nested family. We show that the nested property is
enough to be able to discard individual signatures after they are aggregated. This allows
us to construct an infinite sequence of d-cover-free families with a better compression ratio
than the ones currently known for monotone families.

In the remainder of the paper, an infinite sequence aq, ao, ... is compactly denoted as
(a;); for sets and (a"); for matrices.

Definition 3.4.1. Let (M®); be a sequence of incidence matrices of d-cover-free families
(Fi)i = (X3, B);, where the number of rows and columns of MY are denoted by rows(1)
and cols(l), respectively. (MW); is a nested family of incidence matrices of d-CFFs, if
X, C X, rows(l) < rows(l+1), and cols(l) < cols(l+1), and

0 v
w1y _ (M
me = (M)

where W, Y, Z are 0-1 matrices of appropriate dimensions, and each row of Z is one of the
rows of MW, or a row of all zeros, or a row of all ones.

Note that a monotone family defined in [4] is a special case of nested family, where
Z = 0. The authors in [4] use monotone families to achieve unbounded aggregation in the
following way. For each 1 < i < cols(l), if B; € B, and D; € By, then B; = D;. In the
case of nested families, instead of B; = D; we get B; C D; for all 1 < i < cols(l). The
additional property requiring that the rows of Z must repeat rows of M® | or be trivial, is
what allows us to be able to only need previous aggregations and not original signatures.
We observe that subsequences of nested families are also nested families. As an example,
Figure 3.2 shows an infinite sequence d-CFFs, where the dashed portion under each M®
represents Z.

Our unbounded fault-tolerant aggregate signature scheme with nested families is defined
by the following algorithms. Note that KeyGen and Sign are equal to the algorithms
given on page 47. For Agg we also create a new position 7[0] in the aggregate signature 7,
which holds a full aggregation of all signatures considered up to that point. Let (J\/l(l))l be
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e Row of zeros;
e row of ones;

e one of the rows from M®,

Figure 3.2: Example of a sequence of d-CFFs.

a nested family of incidence matrices of d-CFFs and let ¥ be a simple aggregate signature
scheme that supports claim sequences, claim placeholders, and the empty signature .

Unbounded fault tolerant aggregation with nested families

1. KeyGen(1”) creates a key pair (pk, sk) using KeyGen from ¥ and security param-
eter kK.

2. Sign(sk, m) receives a secret key and message, and outputs the signature given by
Y.Sign(sk, m).

3. Agg(Cy,Cy, 1, T) takes two exclusively mergeable claim sequences € and Cy and
corresponding signatures 71 and 79, and outputs the aggregate signature 7, where
7| = max{|7|, |2}

(a)

Let n; be the dimension of C} for £k = 1,2, and assume w.l.o.g. that n; <
ny. Determine [j, such that cols(M&—Y) < ny < cols(MW)), and denote by
t, = rows(./\/l(lk)), k = 1,2. Note that [; < Iy and take M as the submatrix of
M) consisting of the first ny columns. Note that M = (MZ V) for some
matrices Z, Y, W satisfying the “nesting” properties of Definition 3.4.1. For
this aggregation, M will be the d-CFF matrix that plays the same role as the

fixed matrix used in the bounded scheme on page 47.

If one or both of the claim sequences Cj, (k € {1,2}) contain only one claim e,
Tr is an individual signature o. We expand 7 to a vector as follows, with j
equal to the index of ¢ in Cj:

L ifi=0or (Mi,j]=1and 1 <i<t),
7|1 =
k A, otherwise.

Once 11 and 7, are both vectors, we aggregate them position by position accord-
ing to M. Note that by the nested family definition we have three types of row
index i depending on the row type of Z: a row of zeros, where M[i, 1] =...=
M{i,ny] =0 (Type 0); a row of ones, where M[i, 1] =...= M[i,n;] =1 (Type
1); and a repeated row r of M) where M[i, 1] = M®W[r 1],... M[i,n] =
M®[r n;] (Type 2 (r)). First we expand C; to C; having the same dimension
as Oy, i.e. C1li] = C1[i] for 1 < i < ny, and Cy[i] =L for ny + 1 < i < ny, then
we proceed as follows.
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T[O] = ZAgg(@l, CQ, 1 [0], TQ[O])
Fori=1,...%;:

[i] = Z~Agg(€1[Mi]7 Co[Mi], 71[i], mi])
Fori=1t+1,...,ty:

T[], if 7 is Type 0,
1[MZ'],CQ[Mi],Tl[O],TQ[i])v ifi 18 Type 17
2. Agg(CiIMi], Co[ M|, mlr], mfi]),  if i is Type 2 (x).

Output 7.

4. Verify(C, ) takes a set of public key and message pairs and the aggregate signature
7 and outputs the valid claims. If ¥. Verify (C, 7[0]) = 1, output all claims, otherwise
compute b; = X.Verify(C[M,], 7[i]) for each 1 < i <ty and output the set of valid
claims consisting of the union of each C[M;] such that b; = 1.

The correctness of the aggregation and verification algorithms comes from the fact that
the matrices used are d-CFF. For the aggregation algorithm we just need to verify that
the aggregated signature computed in step (c) yields the same results as if M2) was used
directly on the original signatures and apply Theorem 3.3.2. The security of the scheme
comes from Theorem 3.3.3, which relies on the security of the underlying aggregate scheme
3.

Figure 3.3 depicts how algorithm Agg(C}, Cy, 71, 72) above deals with each type of row
in part (c). Assume Cy = (L,co, L, L c5),Cy = (L, L, Licq, L, L, 1,1 cg,c10)), N1 =
5,my = 10, and corresponding 7 and 75, with 71 a vector of t; + 1 positions created
according to M) and 7 a vector of t, + 1 positions created according to M) In
this example, we have M = M2, According to step (c), we start by expanding C; to
Oy =(L,co, L, L,cs, 1,1, 1, 1L, 1). Then construct 7 as follows. We start by computing
7]0], which holds the aggregation of all signatures considered so far.

T[O] - EAgg((J—a C2, L? J—a Cs, J—a J—y La J—v J—)7 (J—v J—a J—a Cy, Lv J—a —L7 J—a Cy, 010))7 T [O]’ TQ[O])

Fori=1,...,t; we perform regular aggregations according to M. Fori=1¢,+1,...,ty
we perform aggregations according to M and the type of row under M) For instance,
we compute 7lal, 7[b], T[c] using rows M,, My, M, of M, respectively, as follows.

7la] = m[a],

T[b] = E‘Agg((—]—7 co, L, Lyes, L, L, L, L, J—)7 (J—7 L, L, L, L, 1,1, c, —]—))7 7_1[0}7 7—2[bD7

T[C] = EAgg((J—7 Co, J—7 —L7 J—’ J—7 L? J_, —L7 J—)’ (J—7 J—a J—: Cy, J—v J—7 J—a J—7 J—7 ClO))) TI[TL 7—2[0])-
In the next section, we give three explicit constructions of nested families that allow us

to achieve unbounded aggregation with optimal compression ratio for d = 1 and very good
compression ratios for general d.
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1234567 8 910

rf0 1 01 00O

M)
al0 0 000O0O0:0 11
bi1111111010
ci01 01000001
LMW

Figure 3.3: Example of aggregation using nested d-CFF's.

3.5 Construction of nested families with near optimal
compression ratios

Now we aim to construct a nested family of incidence matrices (Definition 3.4.1) where we
can increase n as necessary while avoiding to save every individual signature for further
use. In this section, we propose explicit constructions of nested families for the cases
where d = 1, d = 2, and for general values of d. We note that all sequences of CFF given
are constructive, as they rely on ingredients that can be constructed explicitly by known
methods.

3.5.1 Nested family for d=1

In Corollary 3.3.9, optimal 1-CFF's are given based on optimal Sperner families of subsets

of a t-set, giving a 1-CFF(t, (Lt;Q J)) for every t. Since the order of elements is important
for nested families, we represent the family as a tuple of sets and all we need is to order

the subsets in a way to guarantee the nested properties. Let n; = (ij), and C;' be the list
2

of all k-subsets from {1,...,n} in lexicographical order. Define B, as follows:

By = [{1},{2}],

Bt _ [Bt—l[l]a ce 7Bt—1[nt—1]7 Cf;/éj_l[l] U {t}7 s 7Cf;/12j_1[nt] U {t}]7 t Odd7
Bia[1] U {1}, .., Beoalmea] U}, CM L, - CL ], t even,

for t > 2.

Theorem 3.5.1. The sequence (X, By): defined above is a nested family of 1-CFF(t, (Ltfzjw'

Proof. The proof that the construction gives 1-cover-free families comes from Corollary 3.3.9,
and the fact that each B; has all distinct subsets of size (Lz J)‘
2
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Next we need to show that the recursive construction of (X;, B;); gives a nested family.
For the case of t odd, consider M~ the incidence matrix of F;,_;, and A as the charac-
teristic vectors of C@é -1 According to the recursive construction, the incidence matrix

MO for F, has the following form:

(t=1) A
W _ (M
M _(0...0 1...1)

For the case of t even, with incidence matrix MY from F4—1) and A being the
characteristic vectors of C'..!, the incidence matrix M® of F, has the following form:

t/2
(t-1) A
w_ (M
M (1...1 0...0)

We note that both cases follow the form of matrix Z prescribed by Definition 3.4.1
of nested family. We further observe that subsequences of (X, B;); (“jumping” by more
than one row) also satisfy the properties required for the corresponding Z matrix in Defi-
nition 3.4.1. [

It is easy to see that the property holds for larger increases of ¢ as well, where each
row of Z in this construction consists of all zeros or all ones. In other words, taking
sub-sequences of (X, B;); also gives a nested family.

Theorem 3.5.2. Let (MW); be the nested family defined in Theorem 3.5.1. This sequence
has a compression ratio p(n) o

- logyn *

t
Proof. The ratio is giyen by % = L’fj . Using the approximation by the central binomial
coefficient (ng) ~ \/i—@ we note that ¢ ~ log, n. Thus, p(n) = o O

Note that this compression ratio meets the information theoretical upper bound, where
log, n is a lower bound on the number of bits that are necessary to uniquely distinguish
the result of the verification algorithm.

3.5.2 Nested family for d > 2

In this section, we give three classes of constructions of nested families. Theorems 3.5.4
and 3.5.6 give specific compression ratios obtained for the cases of d > 2. The one from
Theorem 3.5.6 is asymptotically better, but for different constants and ranges of n, either
one may be more suitable. Theorem 3.5.7 gives yet a better asymptotic ratio for the case
d=2.

Theorem 3.5.3 gives nested families via Theorem 3.3.11, and Theorem 3.5.4 provides
its corresponding ratio.
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Theorem 3.5.3. Let M be the incidence matriz of a d-CFF(t,n) (wlog we require My ; =
1), and set MV = M. We define MO = M@ MY forl > 2. Then (MWY), is a nested
family of incidence matrices of d-CFFs.

Proof. The fact that each M©® is d-CFF comes from Theorem 3.3.11. We need to show
that M® follows the structure of nested families given in Definition 3.4.1. First we verify
that the upper-left corner of M® is equal to MU=V this is true due to the requirement
of My, = 1. Then we check that every row under MUY ig either a row of MUY ijtgelf
or a row of zeros, which is true due to the Kronecker product operation. O

Theorem 3.5.4. Let d > 2. Let (MW); be the nested family defined in Theorem 3.5.3 using
a d-CFF(t,m) matric M with mw >t > 1. Then, the sequence has increasing compression
ratio p(n) = = =n'"V¢, for ¢ =loggm > 1 (c depending on d).

Proof. Note that M®) = M x MUV hasn; = nxn"~! = 7! columns and ¢; = (£) x (£)"~! =
(1) rows. Thus, #; = (1)} = (D)losn™ = (f)lesrm/logrm — pl/ P87 — Pl for ¢ = log;m > 1.
Consequently, the ratio is given by p(n) = - = n'=1/¢ where ¢ depends on d. O

In Theorem 3.5.5, we show how to use the construction from Theorem 3.3.13 to build
a sequence of nested families for general d. Then, in Theorems 3.5.6 and 3.5.7 we give
compression ratios by using specific d-CFF matrices.

Theorem 3.5.5. Let M be a d-CFF(t;,n,) matriz and set MY = M. Let B; be a
(d = 1)-CFF(s;,n;) matriz (wlog we require B; , = 1), for each i > 1. We recursively
define MY = Const1(M"=D MUV B,_}), for | > 2, using Construction 3.3.12. The
sequence of matrices (MW); is a nested family of incidence matrices of d-CFFs.

Proof. The fact that MY is d-CFF comes from Theorem 3.3.13. Now we need to show
that M® follows the definition of nested family given in Definition 3.4.1. First, we verify
that the upper left corner of M® is equal to MU~V due to fixing Bi_1,, = 1. Then we
need to check that every partial row of M® under M@V is either a row of M~ a row
of zeros, or a row of ones. We note that the first n;_; columns on the left side of M® will
be of the following form, with ¢; equal to the first column of M~ repeated n;_; times,
and 0 equal to an all zero matrix:

MUTD
0
M(El—l)
1 [0] 1 [0]
altial | eltiy]
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Note that the rows of the constructed matrix are divided into two parts; in the top
part we apply the Kronecker product and in the bottom part we append the columns of
MU=D " Therefore, partial rows under the M= in the left corner in the second part
are a repetition of the same column ¢, the first column of MU~ In the top part, the
rows are either equal to the rows of MUY or of zero matrices; in the bottom part of
the construction we clearly obtain rows of all zeroes and/or all ones. This matches the
requirements of matrix Z in Definition 3.4.1. O]

Theorem 3.5.6. Let d > 2. Let (M®); be the nested family defined in Theorem 3.5.5
using a d-CFF(t,m) matriv M with m > t. Then, there exists a (d — 1)-CFF B; such
that the sequence (MW); has ratio p(n) = o8 n)lo’g‘2 warp for constants b = Qfginﬁﬁ, and
D =1 —log,log, .

Proof. Take M) = M. Take B as a (d — 1)-CFF(s;, n;) constructed using Porat and
Rothschild [14] for every [, which glves an s; that is ©(d?2!"' In7). We observe that M® has
n =72 columns and t; = £ []._;(s; + 1) rows. Therefore, #; is ©(2"d**Y(In7)"~!) and
by using the fact that 21 = log_n;, | — 1 = log, logn;, and therefore I = log, 282%™ 4 1,

logo ™

we see that #; is O((2'd*Inn)!) = @(((lﬁ)gg'”il x 2)d*Inm)!) = O((blog,n;)os2182m+D) for
[

constants b = 21d 7% “and D = 1 — log, log, 7. Therefore, p(n) =

(b10g2 n)logg logo n+D *
The next theorem improves the ratio from Theorem 3.5.6 for d = 2 by using optimal
1-CFFs given by Corollary 3.3.9.

Theorem 3.5.7. Let (MW); be the nested family defined in Theorem 8.5.5 using a 2-
CFF(t,n) matrit M with m > t, and each B; is a 1-CFF given by Corollary 5’ 3.9 for

n=mn?"",i>1. Then, the sequence (MW), has increasing ratio p(n) =

(2 log n)logg logg n+D »

for constant D =1 — log, log, ™

Proof. Take B; as a 1-CFF(s;,n;) constructed using Corollary 3.3.9, which glves a s; ~
2i-1g, ~ 2i-11og, 7. We observe that M® has n, =72 ' columns and t, = tHZ 1(5Z +1)
rows. Then ¢, ~ t[[\_1 (2" log, 7 + 1), which is ©(2" (log, @)""'). Now we use the fact

ll(;g; 2L +1. Consequently, t; is

O((2'1og, n)!) = @(((11%227:; x 2)log,)") = O((2logy ny)'82182m+P) “and the compression

that 2!71 = log.. n;, [ — 1 = log, log,; n;, and therefore | = log,

n
(2 10g2 n)logQ logg n+D

ratio p(n) = for constant D = 1 — log, log, 7. O

3.6 Generalized CFFs to support corrupted aggrega-

tion tuple

A (d; \)-CFF generalizes d-CFF's requiring that A elements in a column are not covered by
the union of any other d columns [10].
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Definition 3.6.1. A set system F = (X, B) is said to be a (d; \)-cover free family ((d; \)-
CFF) if for any subset B;, € B and any other d subsets B;,,...,B;, € B, we have

BZ»O\(QB,-].)‘ > . (3.2)

Note that a d-CFF is a (d; 1)-CFF.

Suppose that we use a nested family of (d; A\)-CFFs in Scheme 1. For the verification
algorithm, suppose that up to A — 1 signatures got corrupted. Definition 3.6.1 guarantees
that removing A — 1 rows of the matrix gives a (d;1)-CFF matrix. So the verification
algorithm can still identify the invalid signatures, even without A — 1 of the aggregations.

We note we can generalize the d-CFF construction in Theorem 3.3.11 to generate (d; \)-
CFFs, which can be used later to generate (d; \) nested families.

Theorem 3.6.2. Let Ay be a (d;A\)-CFF(t;,ny) and Ay be a (d; \2)-CFF(t2,ny), then
C= Al X A2 1S a (d7 AlAg)-CFF(tth,TLlTLQ).

Proof. Due to the fact that A; is a (d; A\1)-CFF, we know that for any of its d + 1 columns
there will be at least \; positions ¢ where BZ-,CJ.0 =1 and Bi,c]-k =0, forall 1 <k <d
The same is true for A, with Ay such positions. So, if we follow a similar proof from
Theorem 3.3.11 we will obtain a “generalized permutation sub-matrix” of the form

Ay ... 0
Ay ... O
C= :
0o ... A
0o ... A

where every A, appears \; times in each column, and since each A, is also a (d; \2)-CFF,
Cisa (d, AlAg)—CFF(tltm nlng). ]

We can also generalize Theorem 3.3.13 to generate (d; \)-CFFs as follows.

Theorem 3.6.3. Let Ay be a (d; \1)-CFF(t1,n1), Az be a (d;\2)-CFF(t2,n2), B be a
(d—1;X3)-CFF(s,n2), and A = min(AAs, A2). Then C := Constl(A;, A, B) is a (d; \)-
CFF(Stl + tg,nlng).

Proof. Follow a similar proof as in Theorem 3.3.13. Case 1 holds because Aj is a (d; \a)-
CFF. Case 2 holds when we consider a “generalized permutation sub-matrix” of the form
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A ... 0
A ... 0
6 ey c. . ,
o ... A
o ... A
where every A; appears A3 times in each column, with A; a (d; \)-CFF. n

Now we can use these two constructions to build (d; ) nested families, which can
be applied, for example, to the problem of fault-tolerant aggregation of signatures with
transmission errors that was discussed above.

Theorem 3.6.4. Let M be the incidence matriz of a (d; N)-CFF(t,n) (wlog we require
M1 =1), and set MWD = M. We define MO = M@ MU forl > 2. Then (MW); is
a nested family of incidence matrices of (d; \')-CFFs, with the same ratio of Theorem 3.5..

Proof. The proof MW is (d; \')-CFF comes from Theorem 3.6.2, and the fact that in each
step we are multiplying the As. The proof it is a nested family follows a similar idea as the
one from Theorem 3.5.3. O]

Theorem 3.6.5. Let M be a (d; \)-CFF(ty,n,) matriz and set MY = M. Let B; be a
(d — 1;1)-CFF(s;,n;) matriz (wlog we require By, , = 1), for each i > 1. We recursively
define MY = Const1(MEY MUV B, 1), for | > 2 and Constl as defined in Con-
struction 8.5.12. The sequence of matrices (MW),; is a nested family of incidence matrices
of (d; \)-CFFs, with the same ratio of Theorem 8.5.6. The same applies for (2;\)-CFFs
with B; a (1;1)-CFF from Corollary 3.5.9; the resulting nested family has the same ratio
of Theorem 3.5.7.

Proof. The proof MY is (d; \)-CFF comes from Theorem 3.6.3. The proof it is a nested
family follows a similar idea as the one from Theorem 3.5.5. O

3.7 Final remarks and open problems

In this work, we focus on the problem of unbounded fault-tolerant aggregation of signatures
proposed by Hartung et al. [4]. Here we define a sequence of cover-free families, called
nested families, which generalizes monotone families introduced in [4]. We give unbounded
schemes using nested families with better compression ratios than the ones currently known
using monotone families.

In Section 3.4, we detail the algorithms that achieve unbounded aggregation using
nested families (algorithms in page 54). In Section 3.5, we give explicit constructions of



3.7. Final remarks and open problems 62

such families for all positive integers d with compression ratios relatively close to the best
known upper bound, and for d = 1 the compression ratio meets the information theoretical
upper bound.

In Section 6, we show how an extra level of fault tolerance can be achieved by using
well known (d; \)-CFFs. This gives the ability to handle loss or corruption of up to A — 1
aggregates of the aggregation tuple 7. Our constructions and compression ratios generalize
naturally to nested families of (d; A)-CFFs.

We observe that as n increases in our constructions, it would be desirable to increase
the threshold value d as well. However, it is not hard to show that there cannot be nested
families with increasing d. Indeed, in the definition of nested families, if M;,; is d-CFF,
then so is the first block of columns (Proposition 3.3.5); by the structure of Z we know
it does not add to the cover-free Property (3.1), and we conclude M; must be d-CFF.
Therefore, it appears to us that there is not much hope of increasing d in fault tolerant
aggregate signature schemes.

In [7]', we investigate embedding sequences of CFFs that allows us to increase d and
n, which can be useful for other cryptographical applications of CFFs. There, we propose
some constructions of embedding families based on polynomials over finite fields. Some
proposed variations of these constructions give monotone families (fixed d) with compres-
sion ratio p(n) = n'~Y/¢, for every integer ¢ > 2. We believe further studies of monotone,
nested and embedding families of CFFs are important directions for modern applications
of group testing where n is naturally unbounded, in particular applications in cryptography.

!Given in this thesis as Chapter 4.
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4.1 Abstract

Cover-free families are set systems used as solutions for a large variety of problems, and
in particular, problems where we deal with n elements and want to identify d defective
ones among them by performing only ¢ tests (¢ < n). We are especially interested in
cryptographic problems, and we note that some of these problems need cover-free families
with an increasing size n. Solutions that propose the increase of n, such as monotone
families and nested families, have been recently considered in the literature. In this paper,
we propose a generalization that we call embedding families, which allows us to increase
both n and d. We propose constructions of embedding families using polynomials over finite
fields embedded via extension fields; we study how different parameter combinations can
be used to prioritize increase of d or of the compression ratio as n grows. We also provide
new constructions for monotone families with improved compression ratio. Finally, we
show how to use embedded sequences of orthogonal arrays and packing arrays to build
embedding families.

4.2 Introduction

A cover-free family (CFF) is a set system usually studied in the context of group testing
applications. In this scenario, we are given a set of n elements and want to identify up
to d defective ones in a more efficient way than testing each one of them individually. A
d-cover-free family (or d-CFF) indicates how to group the n elements into ¢ groups (t < n),
and by performing only ¢ tests we are able to identify up to d defective elements. These
families are used to solve several problems in cryptography, such as one-time and multiple-
times digital signature schemes [15, 25|, fault-tolerant aggregation of signatures [8, 9, 24],
localization of modifications on signed documents and redactable signatures [10], broadcast
authentication [17], broadcast encryption [7], frameproof and traceability codes [18, 20],
among others [13].

We can represent d-CFF's as set systems or their corresponding incidence matrices. A
set system F = (X, B) consists of a set X = {z1,...,z,} with |[X| = ¢, and a collection
B ={By,...,B,} with B; C X,1 <i <n,and |B| = n. A d-cover-free family, denoted
d—CFF(t,n), is a set system such that for any subset B;, € B and any other d subsets
B;,,...,B;, € B, we have

d
B, ¢ |J B (4.1)
j=1
The family F can be represented by its ¢ X n binary incidence matrix M:

1, if T; € B',
Mi,j - . J
0 otherwise.
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In the remainder of this paper, we may use the term d-CFFs to refer to their incidence
matrices. For a basic reference in combinatorial group testing see [4], and for more infor-
mation about combinatorial designs see [3]. Figure 4.1 shows how a 2-CFF(9,12) can be
used to test n = 12 elements and identify up to d = 2 defective ones using t = 9 tests.

1 2 3 4 5 6 7 8 9 10 11 12 | result
test; |1 0 O 1 O O 1 0 0 1 0 0|0
test, |1 0 O O 1 O O 1 0 O 1 0|0
tests; | 1 0 O O O 1 O O 1 O 0 1 1
test4, 1O 1 O 1 0O O O O 1 O 1 0|0
tests | O 1 0 O 1 O 1 O 0O O 0 1 1
test¢ | O 1 0 O O 1 O 1 0 1 0 0|0
test; | O 0 1 1 0 O O 1 0 O 0 1 1
tests | O 0 1 O 1 O O O 1 1 0 0 |1
test¢s | O O 1 O O 1 1 0 0 O 1 0 |1

Figure 4.1: Example of a 2-CFF(9, 12) used in group testing.

The columns of the matrix represent the elements to be tested, and the rows indicate
which elements we are testing together. After performing the 9 testes we obtain the last
column with some results. If all the elements in a test are valid, the test passes (represented
as 0), but if there is at least one defective element in a test, it fails (represented as 1).
By the tests that pass we can identify all the valid elements, which in the example are
1,2,4,5,6,7,8,9,10, and 11. Since the remaining set of elements S = {3,12} has |S| < d,
by the definition of d-CFF we can conclude 3 and 12 are the defective elements (since each of
them are the only possible cause for failure in one of the tests tests, tests, testy, tests, testy).

CFFs provide a practical solution for problems where the number of elements n is known
a priori. For applications where n is not known or can dynamically increase over time, we
need a scheme that provides matrix growth. This can be done with a special sequence of
d-CFF's, where the previous matrix is a sub-matrix of the next ones, so that we can reuse
the groups and computations we already performed for smaller values of n. Monotone
families [8] and nested families [9] of d-CFFs are examples of such special sequences that
are used to achieve unbounded fault-tolerant aggregate digital signatures. One drawback
of these families is that d must be constant, so we need more general sequences of families
if we wish d to grow with n. For this purpose, in this paper, we define a generalization of
both monotone and nested families called embedding famalies.

To compare the efficiency of different families of CFF, we consider the compression
ratio, which is given by p(n) when Ty 18 O(p(n)). The compression ratio measures the
efficiency gained from group testing, which performs ¢(n) tests rather than n. We look
for constructions with p(n) as large as possible, for example, the ones that meet or are
close to the upper bound p(n) = m [6]. In the literature, monotone families with
constant compression ratio have been given in [8], while several constructions of (the more
general) nested families with compression ratio closer to the upper bound were presented

in [9]. In the context of frameproof codes (special types of CFFs [18]), monotone families
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have been implicitly given in [20, Theorem 4.6] with compression ratio y/n. Considering
the limitation of constant d for monotone and nested families, the present paper gives
constructions of embedding families with good compression ratios that allow d to grow
with n.

Our contributions in this paper are as follows. We revisit a construction of d-CFF by
Erdos et al. [5] based on polynomials over finite fields (Theorem 4.4.2) and highlight some
useful properties related to progressive d (Theorem 4.4.4). This property can be observed
in the example in Table 4.2, where a matrix has submatrices with smaller d inside it,
which allows us to early abort the testing after enough tests are done for the actual level of
defective elements. We then give a general construction of embedding families of CFF, each
CFF based on this polynomial construction, and stacked together using extension fields
(Theorem 4.4.6). Specific applications of this general construction give embedding families
with sublinear d = d(n) and p(n) = nl=ET (Corollary 4.4.7) as well as with constant d
and p(n) = Tlogn» achieving the information theoretical upper bound (Corollary 4.4.8).
Moreover, we show it is possible to adapt this construction to build monotone families

with compression ratio p(n) = n'~F1, for any arbitrary constant k > 1 (Theorem 4.4.9),
which improves over known compression ratios [8], [20, Theorem 4.6]. Finally, we show that
families of orthogonal arrays and packing arrays with some specific properties generalize
the polynomial construction of embedding families (Proposition 4.6.11), which can open
the door for new constructions in the future.

In Section 4.3, we define embedding families and discuss cryptographical applications.
In Section 4.4, we give constructions of embedding families based on polynomials over
finite fields. In Section 4.5, we discuss the use of these constructions in applications, and
challenges related to the drop of actual compression ratios when columns are not used.
In Section 4.6, we generalize the polynomial construction by using other combinatorial
designs, and in Section 4.7, we give conclusions.

4.3 Embedding Sequences and their Applications

In this section, we present CFF constructions for unbounded applications, which are ap-
plications where n may not be known a priori or can grow over time. We introduce the
notion of embedding families to be a sequence of CFFs that allows for the increase of n
and d, and we also show how they are a generalization of nested families [9] and monotone
families [8].

Definition 4.3.1 (Embedding family). Let d(l) be a positive integer and let (M®); be
a sequence of incidence matrices of cover-free families (F;); = (X;,B,);, where MY is a
d(1)-CFF with number of rows and columns denoted by rows(l) and cols(l), respectively.
Then (M), is an embedding family of incidence matrices of CFFs, if X; C X;11, rows(l)
< rows(l+ 1), cols(l) < cols(l+1), d(I) < d(l+ 1) and

o yo
) _ (M
M —(Zm W(l)>7
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where YO, ZW WO are 0-1 matrices of appropriate dimensions.

We have that monotone and nested families are a special case of embedding families.
While in embedding families we allow the increase of both n and d, monotone and nested
families allow us to increase n for fixed d, due to the fact that Z" has a special format.
The definitions are shown below.

Definition 4.3.2 (Nested family). A nested family of incidence matrices of d-CFFs is an
embedding family of incidence matrices with fived d such that each row of Z® is one of the
rows of MW, a row of all zeros, or a row of all ones.

Nested families were defined in [9] to solve a problem in unbounded aggregation of
digital signatures, where three different constructions with increasing compression ratio
are presented.

Definition 4.3.3 (Monotone family). A monotone family of incidence matrices of d-CFFs
is an embedding family of incidence matrices with fized d such that Z® is a matriz of zeros.

Monotone families were introduced by Hartung et al. [8] to solve the problem of un-
bounded aggregation of signatures. They showed a concrete instantiation of monotone
families with a constant compression ratio. A result in [20, Theorem 4.6] can be used to
build monotone families with p(n) = /n using subgeometries of affine geometries. Note
that in [20] the term “embedding” is used for the specific case of monotone families, since
it imposes Z®) = 0. We show in Theorem 4.4.9 a construction for monotone families with
p(n) = n'~¢, for any arbitrary constant c.

The following proposition justifies why the definition of nested and monotone families
can not be generalized to increase d.

Proposition 4.3.4. Let d > d. Consider M’ = 7 W

is a d-CFF with at least d + 1 columns that is not a (d + 1)-CFF, and Z, W)Y are 0-
1 submatrices of appropriate dimensions. If Z is constrained as in Definition 4.3.2 or

Definition 4.3.3, then d = d'.

M Y) where M’ is a d'-CFF, M

Proof. 1t is easy to see that if M is not (d+ 1)-CFF then j\Z/l is not (d+ 1)-CFF, given
the structure of Z. Thus M’ is not (d 4+ 1)-CFF which implies d’ = d. O

4.3.1 Cryptographical Applications

We can think of a variety of applications for embedding families. General group testing
applications, for example, may take advantage of this family for cases where increasing
n is necessary, together with the possibility of larger d’s. Here we are most interested in
applications related to cryptography.
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Aggregation of signatures: The purpose of aggregation of signatures is to save on
storage, communication and verification time by combining several signatures together
[1], and d-CFFs are known to provide this while allowing the identification of up to d
invalid signatures [8, 9, 24]. Since the number of signatures may not be known a priori,
it is important to have a d-CFF that allows the increase of n. However, after signatures
are aggregated together using a smaller matrix, the individual signatures are discarded
and we only keep the aggregated ones, which implies that larger matrices should not
require the knowledge of those signatures that were discarded. A solution for this was
first proposed by Hartung et al. [8] using monotone families, where the zero matrix below
MW address this requirement directly. Nested families can also be used as a solution to
this problem, since its submatrix Z" also addresses this requirement by requiring only
one extra aggregation of past signatures [9]. The advantage of nested families is that the
known constructions present a much better compression ratio, which is closer to the upper
bound, and consequently gives smaller aggregate signature size [9]. For this application, it
seems unlikely that we can apply embedding families that are not nested, so there is little
hope for increasing d.

Broadcast authentication: In this scheme, sender and receivers agree on secret keys,
and these keys are used to guarantee the authenticity of broadcasted messages. However,
there may be malicious users who can get together and use their secret keys and previous
communication to create fraudulent messages, which may be accepted by some users as
authentic [13, 17]. Safavi-Naini and Wang [17] propose the use of d-CFFs to manage the
distribution of keys. Again, the columns of the CFF represent the users, the rows represent
the keys, and each user receives a subset of these keys corresponding to their column of
the matrix. Because of the d-CFF property, the union of the keys of up to d malicious
users is not enough to create a fraudulent message [13, 17]. In this scenario, we could again
think of embedding families as a way to support an increasing number of malicious users
as the number of users grow. Due to the fact that Z®) # 0 for embedding families with
increasing d, this requires old users to receive new keys when we increase n and d, which
can be considered a reasonable requirement given the benefit that increasing d brings to
the application.

Broadcast encryption: In this scheme, a sender broadcasts encrypted messages to a set
of m users, but wants to prevent some of them from recovering these messages. An example
of such application is paid television, where only some users can have access to certain paid
channels [7]. Gafni et al. [7] discuss the use of d-CFF for distributing the keys that are used
to encrypt and decrypt the message. In this scenario, the columns of the d-CFF represent
the users, and the rows represent a set of ¢ keys. Each user receives a subset of the keys
according to their column, and the d-CFF property guarantees that we can exclude up to
d users from broadcasts and their respective keys without compromising the ability of the
remaining users to decrypt the content. In this scheme, an embedding family would provide
a scalable scheme [7], where we can add new users by increasing n, and additionally handle
a larger number d of users that may be excluded. In light of Proposition 4.3.4, in order to
increase d, we must have Z(!) #£ 0, so some rekeying is necessary, where old users receive
some of the new keys. This is a reasonable requirement when considering that this scheme
tolerates an increasing number of excluded users as we increase the number of users.
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4.4 Embedding Sequences Using Polynomials Over F'i-
nite Fields

In this section, we present a construction for embedding sequences based on a known
construction of d-CFFs. We start by presenting a construction proposed by Erdos, Frankl
and Firedi [5], that uses polynomials of degree up to k over a finite field IF,, denoted as
f € Fy[x]<k, and generates a d-CFF(t = ¢*,n = ¢**!) for d < £, We also note that this
known construction presents some interesting properties that allow us to ignore a few rows
of the d-CFF if we need smaller values of d (see Theorem 4.4.4). We finally show how to
use this polynomial construction to obtain embedding families, and how we can focus on
prioritizing increases of d, n, and obtain monotone families with increasing compression
ratio from it.

Construction 4.4.1 (Erdoés et al. [5], Example 3.2). Let q be a prime power, k a positive
integer, and consider the elements of the finite field as Fy = {x1,...,z,}. We define (X,B)
as follows, for each polynomial f € Fy[x]<:

X =F, xF,={(z;,z;):4,j=1,...,q},
Bf = {(xh f($1)), SRR (:Eq’ f(xq))} C X:
B={By: f e F,fula}

Call Cy . the incidence matriz obtained.

The argument in the following proof was observed in [8, 15].

Theorem 4.4.2. [Erdés et al. [5], Example 3.2] Let q be a prime power, k > 1, and
d < L1, Then Cyy, from Construction 4.4.1 is a d-CFF(q%, ¢**1).

Proof. Tt is easy to see that |X| = ¢?,|B;| = q, and |B| = ¢"*'. Moreover, for f; # f; we
have |By, N By,| < k. So when we consider any d + 1 subsets By, By,, ..., By,, we have

that .
'Bfo\ U By,
i=1

the last inequality due to hypothesis dk < ¢ — 1. Thus, By, € Ule By,.
Therefore, (X, B) represents a d-CFF(¢?, ¢"+!) with d < . O

As an example, for ¢ = 3,d = 2,k = 1, we have X = F3 x F3 = Z3 X Z3, polynomials
with coefficients in F3 of degree up to & = 1, and obtain the 2-CFF(9,9) in Figure 4.2.

We note that the d-CFF construction presented above has a special structure that can
be exploited to guarantee some interesting properties. Here we focus on the property of
being able to discard some rows of the d-CFF incidence matrix when smaller values of d
are enough, and the ability to increase d as necessary (up to a maximum) by considering
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0 1 2 T r+1 x+2 2x 20 +1 2x+2
(0,0) 1 0 0 1 0 0 1 0 0
(0,1) 0 1 0 0 1 0 0 1 0
(0,2) 0 0 1 0 0 1 0 0 1
(1,0) 1 0 0 0 0 1 0 1 0
(1,1) 0 1 0 1 0 0 0 0 1
(1,2) 0 0 1 0 1 0 1 0 0
(2,0) 1 0 0 0 1 0 0 0 1
(2,1) 0 1 0 0 0 1 1 0 0
(2,2) 0 0 1 1 0 0 0 1 0

Figure 4.2: Example of a 0-CFF(3,9), 1-CFF(6,9) and a 2-CFF(9,9).

extra rows. This property is important because it allows the testing algorithm to do an
early abort doing only enough tests to detect the actual defective elements d’ if d' < d,
where d is the maximum Lq;klj allowed by the d-CFF matrix. In the example above, for
instance, if we discard the last three rows we obtain a 1-CFF(6,9).

For the remainder of this paper we consider a block of rows in this construction as
the set of ¢ rows {(z;,z1), (x4, 21),...,(x;,2,)} for every z; € F,. When we restrict
our matrix to ¢ blocks of rows, we are considering X = {xy,...,z;} x F,, Bs(i) =

{(z1, (1)), (@i, f(2:)) } and B(i) = {By(i) : f € Fyr]<k}-

Construction 4.4.3. Let ¢ be a prime power, k > 1, and ¢ > dk + 1. Let Cypq be the
matriz corresponding to B(dk + 1), or in other words, the matriz Cyy, from Construction
4.4.1 restricted to the first (dk + 1) blocks of rows.

Theorem 4.4.4. Let q be a prime power, k > 1, and ¢ > dk + 1. Then Cyiq from
Construction 4.4.5 is a d-CFF((dk + 1)q, ¢***).

Proof. The proof follows a similar argument as for Theorem 4.4.2. We have |By,(a) N
By, (a)] <k for all f;, f; € Fylr]<;x and 1 < a < ¢q. Taking any d + 1 distinct sets By, (dk +
1), By, (dk+1),...,By,(dk+1), we have | By, (dk + 1)\ UL, By,(dk+1)| > dk+1—dk > 1.
So B(dk + 1) has the d-cover-free property and C, .4 is a d-CFF((dk + 1)q, ¢*™1). O

For the case of k = 1, we observe that this incremental d property was given in [14].
This is because the constructions presented in [14] are based on Mutually Orthogonal
Latin Squares (MOLS), which can be constructed with polynomials of degree k = 1. For
general k, Construction 4.4.1 is equivalent to a construction of traceability codes using
Reed-Solomon codes [18, Theorem 4.4].

4.4.1 Embedding Sequence Construction

In this section, we give constructions of embedding sequences of CFFs using the previous
construction and extension fields. We start with a prime power ¢ and consider the increase
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as ¢% for i > 0, which gives a direct increase of n and ¢. Since we are increasing ¢, we may
also consider increasing k and/or d as long as we respect the inequality ¢ > dk + 1. By
increasing k to some k' we make n grow faster and consequently improve the compression
ratio. By increasing d to d’ we can allow the identification of more defective elements,
which may be necessary as the number of elements n grows.

The following theorem is the basic step to be used in the embedding sequence construc-
tion, which is related to embedding Reed-Solomon codes [16] into larger Reed-Solomon
codes via extension fields.

Theorem 4.4.5. Let ¢ > dk+1,k' > k,d > d and ¢* > d'k' +1. Let Cypq and Cp s 4 e
the CFF matrices obtained from the polynomial construction (Construction 4.4.3). Then,
there exists Cp ¢ obtained from Cgp o v by a column and row permutation that has the

form
C Y
Cq2’k/7dl - ( qZ7k7d W) '

Moreover, Cyz s v is a d'-CFF(d'K' +1)¢?, ***Y ) and C, 1.4 is a d-CFF((dk+1)q, ¢**V).

Proof. Let F, = {z1,...,24}. To form Cgp 4 we first list the rows of Cpp o that are
of the form (z;,z;) for all 1 <i < dk+1,1 < j < ¢ and its columns indexed by B for
all f € F,[z]<, followed by the remaining rows and columns in some order. Since F, is a
subfield of F 2, Fy[z]<; C Fpez]<k, so we can list the columns starting by all f € F,[z]<
followed by f € Fplx]<p \ Fylz]<k. Thus, the (dk + 1)g x ¢"™ submatrix of Cgp o in
the upper left corner coincides precisely with C, ;4. The fact they are d-CFF and d'-CFF
comes from Theorem 4.4.4. ]

As an example, consider ¢ = 9,d = 2 and k£ = 1, and increase the last two parameters to
d =4,k = 2. We are able to increase C5; o from Figure 4.2 and obtain a 4-CFF (81, 729)
Cy,2.4, as shown in Figure 4.3.
(2ac + 2)12+

a+1 (200 + 2)z+
20 + 2

o
-
[
8
8
-
8
N
N
8

2x + 1

N
8
+
N
Q

(0,0)
(0,1)
(0,2)
(1,0)
(1,1)
(1,2)
(2,0)
(2,1)
(2,2)

corocOoOrROOR
oOrOoORrROORO
HoOoOrROOROCQ
—ooOoOrROOOH
corroooOrROl 4+
orocoorroo +
oO~OROOOOR
—oOoOoORORQO
cororROROO

)

(F3,Fg \ F3)

(2a+2,20+2) [0 0 0 1 0

Figure 4.3: Example of a 4-CFF (81, 729).

Theorem 4.4.5 allows the construction of infinite families of CFF with special properties,
namely monotone families, and embedding families with increasing d and/or k which have
specific advantages.
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Table 4.1: Example of prioritizing d increases with fixed k = 2.

i q|k d n t n/t
0 412 1 64 12 5.33
1 16 | 2 7 4096 240 17.06
2 256 | 2 127 16777216 65280 257.00
3| 65536 | 2 | 32767 | 281474976710656 | 4294901760 | 65537.00

Table 4.2: Example of prioritizing d increases with fixed k& = 3.

i q|k d n t n/t
0 413 1 256 16 16
1 16 | 3 5 65536 256 256
2 256 | 3 85 | 4294967296 65536 65536
3| 65536 | 3 | 21845 65536 | 4294967296 | 4294967296

Theorem 4.4.6. Let q be a prime power, q > doko + 1. Let k; < kivq,d; < diyq, ¢ >
div1kis1 + 1, for all © > 0. Then, the sequence {ngh di}iZO is an embedding family of
CFFs.

Proof. For q > doko + 1 we build a do-CFF Cj x4, using the polynomial construction
(Construction 4.4.1, Theorem 4.4.4). Since k; < kiy1,d; < diy1,¢* > d;k; + 1, for each
i > 0, we apply Theorem 4.4.5 to embed C i, ; n C zin1 Fivr i L

The following corollaries show useful applications of Theorem 4.4.6.

Corollary 4.4.7 (Prioritizing d increase). Let dy > 1, k > 1, and let q be a prime power
such that q > dok. Let d; = [%1 —1, fori>1. Then {Cq2i7k7di}z‘20 is an embedding family

nl/(k41)
k

of CFFs. Moreover, its compression ratio is p(n) = n'"FT and d ~

Proof. We have that d; = [%W -1< % and therefore d;k < ¢%, which satisfies the

hypothesis of Theorem 4.4.6. Finally, for fixed k& and assuming the use of all rows of the
(g*)F!
(a®')?
increasing when k > 2. [

1—-—2_ . .
= —7tz1 = N~ *1, which is

matrix, we easily calculate the compression ratio + =

We show a few examples in Table 4.1 and Table 4.2 for ¢ = 4,16, 256, 65536 and for
fixed values of k. For each ¢ and k we compute d = [£] — 1 and n = ¢*"'. We note that
as k increases, the maximum value of d decreases but we get constructions with a better
ratio.

Corollary 4.4.8 (Prioritizing ratio increase). Let d > 1 and ko > 1, q a prime power such

that ¢ > dky. Let k; = (%} — 1. Then {C i, 4ti>o0 is an embedding family of CFFs.
Moreover, the compression ratio is p(n) = .
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Proof. We have that k; = [%1 —1< %, and therefore k;d < ¢, which satisfies the
hypothesis of Theorem 4.4.6. Finally, for fixed d and assuming the use of all rows of

21'
ot ko1 ot 9
n _ (¢8)% (¢*) d n :
o (¢*)? = (¢%)? = dlogn SMICE
n

the matrix, we easily obtain the compression ratio

dlogn = ¢* log ¢* < (¢*)% Thus, 2 is O(2

7t logn)'

We show some examples in Table 4.3 and Table 4.4 for ¢ = 4, 16, 256, 65536, fixed values
of d, and increasing k. For each ¢ and d we compute k = [1] — 1 and n = q’““. We note
that the ratio grows very quickly as k increases to its maximum.

Table 4.3: Example of prioritizing ratio increase with fixed d = 2.

i q k|d n t n/t
0 4 112 16 12 1.33
1 16 71 2| 4294967296 240 17895697.07
2 256 127 | 2 256128 65280 2.75 x 1039
3 | 65536 | 32767 | 2 | 6553632768 | 4294901760 | 6.04 x 1057816

Table 4.4: Example of prioritizing ratio increase with fixed d = 3.

i q k|d n t n/t
0 4 113 16 16 1
1 16 513 | 16777216 256 65536
2 256 85 | 3 25656 65536 1.95 x 1022
3 | 65536 | 21845 | 3 | 6553621846 | 4294967296 | 1.54 x 10105211

Monotone families are desirable for some applications due to their flexibility since the
new tests involve only new items. By selecting specific blocks of rows for the embed-
ding family, we are able to achieve monotone families with better compression ratio than
previously known.

Theorem 4.4.9. Let d > 1 and k > 1, q a prime power such that ¢ > dk + 1. Let Cyq
be a d-CFF obtained from Construction 4.4.3 and {Cq2i7k7d}i20 be an embedding family
of d-CFFs for fized k and d, obtained from recursively applying Theorem 4.4.5, where
Cora = Cypa and Cpgiy , be the reordered matriz as shown in Theorem 4.4.9. Then
{C i patizo is a monotone family of d-CFF(t = (dk + Dg*,n = ¢**Y). Moreover, the

. .. 1—-L1_
compression ratio is p(n) =n- F1,

Proof. By fixing ; € F,,l = 1,...,dk + 1 we obtain a matrix with dk 4 1 blocks of rows
and consequently |By| = dk + 1, and by the same argument as in Theorem 4.4.4 we know
that each matrix C 2 kd isad- CFF with d < ¢ kl Moreover, if we consider the columns of
C i 1,4 that are represented by polynomials f € F ,i-1[2]<k, we know f(21) = z; € F 51,

and Consequently Cu, z)f =0 for all the cases where Tj € Fqgi \IFqu_l . f e IFqu_l [:r]gk It
is easy to see that this rnatches the definition of monotone family of d-CFFs. Finally, if
we use the maximum d = | 51| we obtain a sequence of d-CFF(t = ¢ x ¢*,n = (¢*)**1),

k
2%\ k41 ' ' L
) = qn1/7(lk+1>, which 1is O(nl k+1). 0

_ (@)™
gxq*'

which has compression ratio %
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For an example of applying Theorem 4.4.9 with ¢ = 3,d = 2, k = 1, we refer to Table 4.3
to obtain the first two matrices in the sequence. Indeed, M3 ; o is the top left sub-matrix,
and My is the given matrix restricted to the first dk + 1 = 3 blocks of rows (first two
groups of rows in Table 4.3), and the columns corresponding to polynomials of degree up
to k = 1. The ratio of this monotone family is p(n) = v/n/3.

Table 4.5 summarizes the results of Corollaries 4.4.7, 4.4.8, and Theorem 4.4.9.

Table 4.5: Summary of results for k£ > 2.

k d p(n) Feature
Corollary 4.4.7 | fixed d~ ”1/3:“) n' R increasing d
Corollary 4.4.8 | increasing | fixed @ optimal ratio
Theorem 4.4.9 | fixed fixed n'~F1 | monotone

4.5 Using embedding families in applications

The use of embedding families given in Theorem 4.4.6 requires some caution. While com-
pression ratios are excellent when each full matrix is used, as seen in Corollary 4.4.7,
Corollary 4.4.8, and Theorem 4.4.9, bad ratios can be found when we need to add many
fewer items than the maximum n for a matrix. Note that when the number of columns of
MW is exceeded we need to use MU and remove unused columns. For example, with
g=4,d =1,k =2 we get a maximum n = 64, t = (dk+ 1)q = 12 and ratio p(n) = 5.33. If
we decide to use the extension field to get larger values of n, the next value will be ¢ = 16
which gives t = (dk + 1)q = 48. This new matrix can handle up to n = 4096, but for the
case where we only need n = 65 we will have a very small ratio of p(n) = 1.35. For this
reason it would be desirable to develop techniques for “smoothing out” the transition in
compression ratio when we move from one matrix to the next in the embedding family.

One strategy to reduce these sharp transitions is to use values of d and k£ much smaller
than the maximum allowed by the construction. In Figure 4.4 and Table 4.6 we show a
choice of ¢ = 16,256, d = log, n, and necessary increases of k = 1,2,3 to achieve the
desired values of n. We note that as we change from one field (¢ = 16) to the next one
(¢ = 256) we have a drop on the compression ratio, and this is due to the increase in the
number of rows (dk + 1)q as we increase q. As n grows, the increasing ratio is restored.

4.6 Generalized Construction of Embedding Families

In this section, we present a generalization of the results presented in Section 4.4. We start
by defining a few objects that will be used, such as Orthogonal Arrays (OAs), Packing
Arrays (PAs), and their relationships with separating hash families (SHF). Then we discuss
how they can be used to construct embedding families.
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Figure 4.4: Compression ratio for ¢ = 16,256;1 < k < 3,;d = log, n.

Definition 4.6.1. An orthogonal array OA(v';t,k,v) is an v' X k array with elements
from an alphabet of v symbols, such that in any t columns, every t-tuple of elements is
contained in exactly one row.

Definition 4.6.2 (Stevens and Mendelsohn [19]). A packing array, PA(n;t, k,v), is an
n X k array with values from an alphabet with v symbols, such that in any t columns, every
t-tuple of elements is contained in at most one row.

We note that for a PA(n;t, k,v) we must have n < v', and that an OA(v';t, k,v) is a
packing array with maximum number of rows.

Definition 4.6.3 (Stinson et al. [22]). An (n,m,{w., ..., w})-separating hash family is a
set of functions F, such that |Y|=n,|X|=m, f:Y — X for each f € F, and for any
sets Ch,...,Cy C{1,2,...,n} such that |C;] = w;,1 <i <t and C;NCj; =0 fori # j,
there exist at least one function f € F such that

{fy):yeCin{fly):yeC;;=0.

For |F| = N, the (n,m,{wy,...,w})-separating hash family is denoted
SHF(N;n,m,{wi,...,w}).

Remark 4.6.4. A SHF(N;n,m,{wy,...,w;}) can be depicted as an N X n matriz A
with entries from {1,2,...,m}, where the rows represent the functions f, the columns
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Table 4.6: Compression ratio for ¢ = 16,256;1 < k < 3;d = log, n.

q| k| d n t| pn)=n/t
1611] 3 128 64 2.00
16]1] 4 256 80 3.20
162] 4 512 144 3.9
1612] 5 1024 176 5.81
1612 5 2048 176 11.63
1612] 6 4096 208 19.69
256 | 2| 6 8192 | 3328 2.46
256 | 2] 7 16384 | 3840 4.26
256 2] 7 32768 | 3840 8.53
256 | 2| 8 65536 | 4352 15.05
256 | 2| 8 131072 | 4352 30.11
256 [ 2] 9 262144 | 4864 53.89
256 {21 9 024288 | 4864 107.78
256 | 2|10 1048576 | 5376 195.04
256 | 2| 10 2097152 | 5376 390.09
256 | 2] 11 4194304 | 5888 712.34
256 | 2| 11 8388608 | 5888 1424.69
256 | 2| 12| 16777216 | 6400 2621.44
256 | 3| 12 | 33554432 | 9472 3542.48
256 | 3| 13 | 67108864 | 10240 6553.60
256 | 3 | 13 | 134217728 | 10240 13107.20

represent the elements in Y, and the entry in A(f,y) = f(y). Given disjoint sets of
columns C1, ..., Cy, there exists at least one row r in A with the following property:

{A(r,y) 1y € Gy N{A(r,y) 1y € Cj} =0,
for all v # 7.

The next figure shows an example of an SHF(2;6,4,{1,2}), based on a construction
given by Li, Van Rees and Wei [12].

112134414
41411123

Figure 4.5: An SHF(2;6,4, {1, 2}).

Now we present some relationships between packing arrays and separating hash families,
and how we can use them to construct CFFs and embedding families. In the following
propositions, we consider a PA(n;t, k,v) and the fact that any two rows have at most
t — 1 positions in common. A similar result is presented by Stinson et al. [23], where they
propose the use of orthogonal arrays to construct perfect hash families, and mention that
similar results can be achieved for SHF's.
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Proposition 4.6.5. If A is a PA(n;t,k,v), and w < %, then AT is a SHF(N = k;n,m =
v, {1,w}).

Proof. Take w + 1 rows r,rq,79,...,7, of A. We need to find a column j such that
Alry, j] # Alr, j] for all 1 € {1,... w}. (4.2)
Let B; = {A[r,l] = Alr;, 0] : L € {1,...,k}}, i€ {l,...,w}; we know |B;| <t — 1 since A

is a PA. We claim there exists a column j € T' = {1,...,k}\ U;_, B;, which is the desired
column in (4.2). In fact,

(k-1
(t—-1)

T = {1, kWU Bl 2 k=) Bl =k —w(t—1) > k - (t-1)=1
i=1 =1

so column j exists, which becomes row j when using A”, and therefore guarantees the
necessary and sufficient property for a SHF of type {1, w}. O

Now we show we can construct d-CFF incidence matrices from SHFs. Similar results
can be found in [11] from perfect hash families, and a more general result can be found in
[21] for the construction of (w,d)-CFFs from SHFs of type {w, d}.

Construction 4.6.6. Let A be a SHF(N;n,m,{l,w}), we build an mN x n matriz M
as follows. Index each row of M with tuples (i,x), forx =1,...,m,i=1,...,N, and
each column j =1,...,n, then

1 Zf A,L"‘ =T,
Mizyj = { ’

0  otherwise.

Proposition 4.6.7. Let A be a SHF(N;n,m,{1,w}), then M built via Construction 4.6.6
gives a d-CFF(Nm,n), with d < w.

Proof. 1f we take w+1 columns ¢y, ¢y, . .., ¢, of a SHF A of type {1, w}, we know there is a
row ¢ such that Afi, co] # Ali, ¢;] for j € {1,...,w}. In Construction 4.6.6 we convert each
element x in A into a vector of size m with one “1” in position x and “0” in the remaining
positions. Due to the SHF property, we note that there is at least one row (i, z) such that
Mgy, = 1 while M2y, = 0, (1 < j < w), for any columns co, ¢y, . .., ¢, in M, which
matches the requirements for a w-CFF. Moreover, since we expand each row of A into an
array of size m, M is w-CFF(mN,n). O

Remark 4.6.8. If we use a PA(n;t, k,v) to build a SHF(N = k;n,m = v, {1,w}) withw <
k-1

T as in Proposition 4.6.5 and then apply Construction 4.6.6, we obtain a d-CFF(Nm,n)

; k-1
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Remark 4.6.9. For the special case where we use an OA(q';t,q,q) constructed using
polynomials over finite fields using Bush’s construction [2], q a prime power, to build
a SHF(q;q',q,{1,w}) and then apply Construction 4.6.6, we have a d-CFF(¢* q') for
d< %, which is equivalent to Construction 4.4.1 using polynomials. This OA is another
way of presenting Reed-Solomon codes.

When we construct a d-CFF from a SHF that came from a PA, we observe a similar
property of blocks of rows giving increasing values of d as in Theorem 4.4.4.

Proposition 4.6.10. Let P be a PA(n;t,k,v), A= PT be a SHE(N = k;n,m =v,{1,w})
withw < %=1 and k; = i(t—1)+1, for some 1 < i < w. Consider M the w-CFF(kxv,n)
obtained from Construction 4.6.6 using A and let a “block” of rows be any consecutive v

rows of M indexed by (b,1),...,(b,v), 1 < b < k;. When we restrict M to k; blocks of
rows we obtain an i-CFF(k; x v,n).

Proof. From Proposition 4.6.5 we know that a SHF of type {1, w} can be created from a
PA P of strength ¢ as long as the number of columns of the PA is at least k > w(t — 1)+ 1.
We can restrict the packing array P to k; = i(t — 1) + 1 columns, 1 < i < w, without
compromising its properties and therefore obtain a SHF A; of type {1,i}. By applying
Construction 4.6.6 with A; we obtain an -CFF(k; x v,n). O

The next proposition shows that a special sequence of PAs generalizes the polynomial
construction of embedding family given in Theorem 4.4.6.

Proposition 4.6.11. Let (PY); be a sequence of PAs, where P is a PA(n;ty, ki, v),
e < gyt <ty ke < kg, v < vy

0 v
a1y _ (P
(7 W),

where Y, Z, W are 0-1 matrices of appropriate dimensions, and in addition d; <
dy < djiq, for alll > 1. Then there exists an embedding family of d;-CFF(k; x v;,my).

ki—1
t;—17

Proof. Let AY be obtained by transposing P). By Proposition 4.6.5, since d; < Zl—:ll, AD

is a SHF(N; = ky;ng,my = v, {1,d;}), and consequently (A®); is a sequence of SHFs with
the following form

yr wt

Then, for each A® we apply Construction 4.6.6 and we get MY a d-CFF(k; x v, n)
by Proposition 4.6.7. It is easy to see that the smaller CFF M® is in the top corner of
MUY “and all the requirements for being an embedding family are satisfied. O

A1) (A(l) ZT)
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4.7 Conclusion

This paper introduces the idea of embedding families of CFFs as a general framework to
look at how CFF constructions can be leveraged to optimize parameters of interest to
applications. The infinite families obtained in Section 4.4 have good asymptotic compres-
sion ratios, some matching the information theoretical upper bound, and some permitting
increase of d. However, these constructions present abrupt increases of ¢ and n (when
moving to the next ¢) that need to be “smoothed out” for improved use in applications, as
discussed in Section 4.5. An important direction for future work is the study of adequate
growth for d and k to yield smoother instances of these families.

We remark once more that while it is convenient for some applications (eg. [7]) that we
use monotone families (Z®) = 0), Proposition 4.3.4 shows they cannot be used when we
need to increase d. We hope our definition of embedding families gives a general framework
for research on new constructions for increasing d.
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5.1 Abstract

This paper considers malleable digital signatures, for situations where data is modified
after it is signed. They can be used in applications where either the data can be modified
(collaborative work), or the data must be modified (redactable and content extraction
signatures) or we need to know which parts of the data have been modified (data forensics).
A classical digital signature is valid for a message only if the signature is authentic and
not even one bit of the message has been modified. We propose a general framework of
modification tolerant signature schemes (MTSS), which can provide either location only or
both location and correction, for modifications in a signed message divided into n blocks.
This general scheme uses a set of allowed modifications that must be specified. We present
an instantiation of MTSS with a tolerance level of d, indicating modifications can appear
in any set of up to d message blocks. This tolerance level d is needed in practice for
parametrizing and controlling the growth of the signature size with respect to the number
n of blocks; using combinatorial group testing (CGT) the signature has size O(d?logn)
which is close to the best known lower bound of Q(%(l@g n)). There has been work in
this very same direction using CGT by Goodrich et al. (ACNS 2005) and Idalino et al.
(IPL 2015). Our work differs from theirs in that in one scheme we extend these ideas to
include corrections of modification with provable security, and in another variation of the
scheme we go in the opposite direction and guarantee privacy for redactable signatures, in
this case preventing any leakage of redacted information.

5.2 Introduction

Classical digital signature schemes (CDSS) are used to guarantee that a document was cre-
ated by the sender (authenticity) and has not been modified along the way (integrity); they
also help to prevent the signer from claiming s/he did not sign a message (non-repudiation).
The verification algorithm has a boolean output: a successful outcome is achieved if and
only if both the signature is valid and the document has not been modified. In this paper,
we consider more general digital signature schemes which we call modification-tolerant sig-
nature schemes (MTSS), which go beyond the ability of detecting modifications provided
by CDSS, and have the ability of locating modifications or locating and correcting
modifications. We discuss two types of modification-tolerant signature schemes: a general
MTSS that allows the location of modified blocks of the data, and an MTSS with correc-
tion capability, that allows the correction of the modified blocks, recovering the original
message. We give three instantiations of the scheme for the purpose of location, correction,
and redaction.

In which situations can modifications be allowed or even desired in the context of digi-
tal signatures? One situation where modifications are desirable is the so-called redactable
signatures [13], also called content extraction signatures [21]. In redactable signature
schemes [13, 18, 21|, some blocks of a document are redacted (blacked out) for privacy
purposes, without interacting with the original signer and without compromising the va-
lidity of the signature. Related to these are the “sanitizable” signatures introduced by
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Ateniese et al. [1] which are also used for the purpose of privacy of (parts of) the origi-
nal message, but the modifications are done by a semi-trusted third party (the sanitizer)
who can modify blocks of the document and sign the modified version, without the need
of intervention by the original signer. Thus, in both redactable and sanitizable signature
schemes, the privacy of the (redacted or modified parts of the) original message must be
preserved. For M'TSS, privacy of the original data that has been modified is not required.
An MTSS with only location capability that guarantees privacy can be used for imple-
menting redactable signatures, but that is not an intrinsic requirement for MTSS. Indeed,
as pointed out in [18] the scheme provided in [12] does not meet standard privacy require-
ments. In the case of MTSS with correction capability, privacy cannot be guaranteed by
definition, since the method permits the recovery of the original document.

A different scenario where a moderate amount of modification is desirable involves col-
laborative work. The authors of a document can use MTSS to allow further modifications
as long as the original parts can be identified as their own. Other collaborators may ap-
ply modifications to the original document and append the original document’s signature,
which provides information about which blocks were modified, as well as a guarantee of
integrity of the original blocks. MTSS can separate the original blocks from the modified
ones, while correction capability further provides retrieval of the original version of the
document.

Locating modifications has also been considered in situations where modifications are
not desired, but their localization is used as a mechanism to mitigate damage. Indeed,
in the context of message authentication codes for data structures, Goodrich et al. [11]
propose a message authentication code (MAC) with modification locating capabilities.
They propose their use in data forensics applications since the identification of which
information was modified can be used to identify the perpetrator of the crime (for example:
the salary of a person or the grade of a student was modified on a database). In [12], in the
context of MTSS with only location capability, the authors mention the advantage of being
able to guarantee the integrity of part of the data instead of the all-or-nothing situation
given by a CDSS boolean outcome. For example, the integrity of 95% of a document
or database may contain enough information needed for a specific application, whereas it
would have been considered completely corrupted and unusable in the case of CDSS. In
the case of MTSS with correction capability, we can go beyond mitigating the damage,
and actually recover the originally signed document.

The mechanism behind the MTSS schemes instantiated here, like in [11, 12], is the use
of cover-free families (CFF) in the same way as it is traditionally employed in combina-
torial group testing. Combinatorial group testing has been used in cryptography in the
context of digital signatures [23], broadcast communication [8, 20], and many others. The
main idea is to test t groups, which are subsets of the n blocks, together (with enough
redundancy and intersections between groups), and each group is used to produce a dis-
tinct hash. The tuple of ¢ hashes is then signed and provided that no more than d blocks
were modified, it is possible to identify precisely which blocks have been modified. The
main efficiency concern is the compression ratio: the order of growth of n/t as n grows,
for a fixed modification tolerance d. Using cover-free families, it is possible to achieve a
compression ratio of O(n/(d*logn)), which is not much worse than the O(n) compression
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ratio given by modification intolerant schemes such as CDSS.

Our contributions: In the present paper, we propose a general framework for MTSS, and
an specific MTSS scheme for modification correction and another for redacted signatures.
Both schemes are based on a modification tolerance d, indicating the maximum number of
modifications or redactions. The security of the schemes rely only on an underlying classical
digital signature scheme and on collision resistant hash functions; therefore the schemes can
be used in the context of postquantum cryptography as long as these underlying building
blocks are postquantum secure.

First, we extend methods that use cover-free families for modification location [11, 12]
to further provide modification correction (Scheme 2 in Section 5.5.2), provided that the
size of the blocks are small enough, say bounded by a constant s where an algorithm with
2° steps can run in an acceptable amount of time. In short, the localization of the modified
blocks is done using CFF similarly to [11, 12] with an extra constraint on blocks of size at
most s, and an exhaustive search is used to correct the block to a value that makes the
concatenation of a specific group of blocks match its original hash. The assumption that a
collision resistant hash function does not cause collisions for messages of small size up to
s is not only reasonable, but can be tested before employing it in the method.

Second, we propose a variation of the scheme for modification location to ensure total
privacy of the modified blocks in order to extend it for the purpose of redactable signatures
(Scheme 3 in Section 5.7). In this case, a block modification can be a redaction to hide
private information. Unlike the modification correction scheme, this scheme does not need
a restriction on block size.

Paper Organization: In Section 5.3, we discuss related work. In Section 5.4, we give a
general framework for modification tolerant signature schemes with and without modifica-
tion correction. In Section 5.5, we instantiate the schemes for location and/or correction
that allows any modifications in up to d blocks using cover-free families. In Section 5.6,
we prove the unforgeability of the schemes under the adaptive chosen message attack. In
Section 5.7, we extend and instantiate the modification location scheme for redactable sig-
natures, and prove it guarantees total privacy. In Section 5.8, we discuss implementation
issues of the schemes proposed in this paper. In Section 5.9, we consider the relationship
of parameters and the impact on the size of the signature and the ability to locate and
correct modifications. A conclusion is given in Section 5.10.

5.3 Related work

The idea of error detection and correction of corrupted data is well established in coding
theory. Combinatorial group testing can help locating where errors (modification of data)
occurred, which can be considered an intermediate goal, which is stronger than error detec-
tion and more efficient than error correction. In the context of cryptography, localization
of modified portions of data has been studied in the context of hash functions [4, 5], digital
signatures [3, 12], and message authentication codes [7, 11]. Correction of modifications
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is proposed by some schemes, but they have severe limitations on the correction capabil-
ity [3, 7]. Schemes such as the ones in [4, 5, 11, 12] use techniques related to cover-free
families to generate redundant information, which is used later to locate the modified por-
tions of the data. The benefit of cover-free families is that they require a small amount of
redundant data for a fixed threshold d in location capability.

The methods that provide location at the hash level [4, 5] are based on superimposed
codes, which are binary codes equivalent to d-cover-free families (d-CFF). These codes are
used in two steps of the process: to generate a small set of hash tags from an input message,
and to verify the integrity of the message using these tags. Because of the d-CFF property,
the scheme allows the identification of up to d corrupted data segments [4, 5]. A digital
signature scheme with location of modifications is presented in [12]. Their scheme uses
d-CFF matrices to generate a digital signature scheme that carries extra information for
location of modifications. In this case, data is divided into n blocks which are concatenated
and hashed according to the rows of the d-CFF. This set of hash values is signed using
any classical digital signature algorithm, and both the signature and the set of hashes
form the new signature of the message. The verification algorithm uses this information
to precisely locate up to d blocks that contain modified content [12]. This is presented in
detail in Section 5.5.2 as Scheme 1. In [11], the authors propose a solution for locating the
items that were modified inside a data structure. They compute a small set of message
authentication tags based on the rows of a d-disjunct matrix, which is equivalent to d-
CFFs. These tags are stored within the topology of the data structure, and an auditor can
later use these tags to determine exactly which pieces of data were modified and perform
forensics investigation.

The methods described above have a common approach: they all compute extra in-
tegrity information based on combinatorial group testing techniques and use this informa-
tion to locate up to d modified pieces of data. In our work, we show that if these pieces
are small enough, it is possible to actually correct them to the originally-signed values.
In the literature, we find signature and message authentication schemes that provide the
correction of modifications, such as in [3, 7]. These schemes use different approaches than
the ones previously discussed, and the capacity of location and correction is very limited.
In [3] only a single error can be corrected, while in [7] the data is divided into blocks, and
only one bit per block can be corrected.

Error correcting codes (d-ECC) are related to this work, as we could use them to
provide authentication and correction of d modifications as we explain next. For a message
m formed by blocks of up to log,q bits each, sign it using a CDSS and compute the
corresponding codeword ¢,, using a d-ECC over alphabet ¢q. Send the codeword ¢,, and the
signature o. The receiver obtains ¢/, which may differ from ¢,, in at most d blocks, and by
decoding ¢, obtains ¢,, and thus the original message m. Then, the verifier can check its
authenticity and integrity by verifying (m,c). In Section 5.5.3, we compare the direct use
of d-ECC and Scheme 2 using d-CFF, and find that they have very similar compression
ratios. Scheme 2 has the advantage of giving more information in the failing case, of being
more efficient when we do not need correction, and of being a simple variation of Schemes
1 and 3, facilitating comparison among the different approaches.
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There is also a solution proposed in [2] for location of modifications in images with
digital signatures, using a different approach than d-CFFs. Their scheme consists of par-
titioning the image into n blocks, and generating one digital signature per block (with
dependency on neighbours to avoid attacks). Although we can use signature schemes with
very small signature sizes, the total number of signatures in this scheme is linear with the
number of blocks n, while in [12], for example, the amount of extra information produced
is logarithmic in n because of the d-CFF.

Redactable or content extraction digital signatures [6, 13, 21] are used when the owner
of a document signed by another party, needs to show parts of that document to a third
party, but wants to keep parts of the document private. In Section 5.7, we give a variation
of an MTSS scheme that implements redactable signatures. More on related work involving
redactable signatures is discussed in that section.

5.4 Framework for modification-tolerant digital sig-
natures

5.4.1 Classical digital signature schemes (CDSS)

Classical digital signature schemes are based on public-key cryptography and consist of
three algorithms: KEYGENERATION, SIGN, and VERIFY. We consider that any document
or piece of data to be signed is a sequence of bits called a message.

Definition 5.4.1. A classical digital signature scheme (CDSS) is a tuple ¥ of three algo-
rithms:

e KEYGENERATION({) generates a pair of keys (secret and public) (SK,PK) for a
given security parameter £.

e SIGN(m, SK) receives the message m to be signed, the secret key SK, and outputs
the signature o.

e VERIFY(m, o, PK) takes as input a message m, signature o, and public key PK.
Using PK, outputs 1 if the pair (m, o) is valid (as in Definition 5.4.2), and outputs
0 otherwise.

Definition 5.4.2. Let ¥ be a CDSS as defined above, and let (SK, PK) be a pair of secret
and public keys. A pair of message and signature (m, o) is valid if o is a valid output® of

¥.SI1GN(m, SK).

Generally speaking, we say CDSS is unforgeable if a signature that verifies using PK
can only be generated by the signer who has SK. In more detail, we consider the model

'We use “valid output” instead of ¥.S1GN(m, SK) = ¢ because the signing algorithm does not need to
be deterministic.
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of adaptive chosen message attack, where the attacker A adaptivelly chooses a list of
messages my, ..., My, and requests the respective signatures o1, ..., 0, from an oracle O.
Given this information, we say the attacker performs an ezistential forgery if he is able
to produce a valid signature ¢ on a new message m chosen by him, m # m;,1 <1 < ¢
[15, 22]. Because with unlimited time an adversary can perform all possible computations,
we limit the computational power of the attacker by requiring an efficient algorithm to be
one that runs in probabilistic polynomial time (PPT). Moreover, we say a function f is
negligible if for every polynomial p there exists an N such that for all n > N we have that

f(n) <1/p(n) [14].

Definition 5.4.3 (Unforgeability). A digital signature scheme is ezistentially unforgeable
under an adaptive chosen message attack if there is no PPT adversary A that can create
an existential forgery with non-negligible probability.

5.4.2 Description of MTSS

Now we define the algorithms of the modification tolerant signature scheme (MTSS). We
assume that the message m to be signed has size |m| in bits, and is split into n blocks,
not necessarily of the same size. A message split into blocks is represented as a sequence
m = (m[1],...,m[n]), where m[i] represents the ith block of message m. For two messages
m and m/, each split into n blocks, we denote diff(m, m') = {i € {1,...,n} : m[i] # m/[i]}.
An authorized modification structure is a collection S C P({1,...,n}), where P is the
power set of {1,...,n}, that contains each set of blocks that the signer allows to be
modified. The idea is that if ¢ is a valid signature for m, then ¢ is a valid signature
for m’ if and only if diff(m,m’) € S. Of course, to prevent inconsistencies we must have
() € S. Indeed, an MTSS is equivalent to a CDSS if S = {(}}. A more general example is
S ={0,{2},{3},{5},{2,3},{2,5},{3,5}} for n = 5 blocks, which specifies blocks 1 and 4
cannot be changed and any change of at most two other blocks is allowed. The authorized
modification structure is used to provide flexibility of modifications while providing control
for the signer. In practice, we do not expect S to be stored explicitly, but instead to be
implicitly enforced by the scheme.

Definition 5.4.4. A modification tolerant signature scheme (MTSS) for authorized mod-
ification structure S C P({l,...,n}) on messages with n blocks is a tuple X of three
algorithms:

e MTSS-KEYGENERATION({) generates a pair of secret and public keys (SK,PK)
for a given security parameter £.

e MTSS-S1GN(m, SK) receives the message m to be signed, the secret key SK, and
outputs the signature o.

e MTSS-VERIFY(m, o, PK) takes as input a message m, signature o, and public key
PK. Outputs (1,1) if (m,0) is valid for modification set I (as in Definition 5.4.5),

and outputs 0 otherwise.
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Definition 5.4.5. Let ¥ be an MTSS for authorized modification structure S € P({1,...,n}),
and let (SK, PK) be a pair of secret and public keys. A pair (m,o) of message and sig-
nature is valid if there exists m' such that o is a valid output® of . MTSS-SiGN(m/, SK )
and diffim,m') € S. In this case, we say (m,o) is valid for modification set I (where

I = diff(m,m")).

The definition of unforgeability of an M'TSS scheme is exactly like Definition 5.4.3, but
the existential forgery now needs to produce a valid signature as given in Definition 5.4.5.

Definition 5.4.6. An MTSS % for authorized modification structure S C P({1,...,n})
has correction capability if it is a tuple 3 of four algorithms, which, in addition to the
algorithms in Definition 5.4.4, has the following algorithm:

e MTSS-VERIFY& CORRECT (m, 0, PK ): takes as input a message m, signature o,
and public key PK. Outputs a pair (ver,m’') where:

1. ver = ¥.MTSS-VERIFY(m, o, PK).

2. m' is a message with m’ # X (the corrected message) if ver = (1,1), I =
difftm,m’), and (m', o) is a valid pair for modification set I' = 0; in all other
cases m' = X\, which indicates failure to correct.

Location of modifications with MTSS would be trivial for any S C P({1,...,n}) if
the signer simply produced o as a tuple of n signatures, one for each block. However,
this would be extremely inefficient for a large number of blocks n. We must reconcile the
objectives of having a large S and having a compact signature. Of course, the signature size
depends on the security parameter, but once this is fixed, we would like the signature to
grow moderately as a function of n. This motivates the following definition of compression
ratio.

Definition 5.4.7. An MTSS X" for messages with n blocks and signature o with |o| < s(n)
has compression ratio p(n) if 35 is O(p(n)).

The compression ratio measures how efficient our signature is with respect to the
trivial scheme of keeping one signature per block, with p(n) = O(1), supporting S =
P({1,...,n}). Classical signatures have p(n) = n (best possible), but S = {0}. In the

next section we present a tradeoff, where p(n) = foen and S is the set of all sets of up to

d modifications, for fixed d. Indeed, when using cover-free families it is possible to have a
compression ratio of O(z—) using known CFF constructions [19], while a lower bound

on s(n) [10] tells us we cannot have p(n) larger than @(m).

2We use “valid output” instead of £.MTSS-SieN(m/, SK) = o because the signing algorithm does not
need to be deterministic.
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5.5 d-modification tolerant MTSS based on combina-
torial group testing

Here we propose an MTSS that allows the modification of any set of up to d blocks in the
message, for a constant d which we call a tolerance level. In other words, the authorized
modification structure is S = {T' C {1,...,n} : |T| < d}. To obtain a compact signature
size, we rely on combinatorial group testing, which we summarize in Section 5.5.1 before
we describe the scheme in Section 5.5.2. Similar modification location methods based
on combinatorial group testing have been proposed in [11, 12|, and the instantiation we
propose for the first three algorithms of MTSS (Section 5.5.2) are based on [12]. Our
new contributions in this section include proof of security for the MTSS scheme based on
cover-free families and the addition of error correction capability by proposing algorithm
MTSS-VERIFY& CORRECT that corrects modifications in this context.

5.5.1 Cover-free families and group testing

Combinatorial group testing deals with discovering d defective items in a set of n items, via
testing various groups of items for the presence of defects in each group. In nonadaptive
combinatorial group testing, the groups are determined before the testing process starts.
For the problems considered in this paper, a modified block is a defective item, and the
groups are sets of blocks combined and hashed together. In our case, we must use non-
adaptive combinatorial group testing, as the tests are generated at time of signing, while
verification is done later. Cover-free families allow for a small number of groups that help
to identify the modified blocks.

Recall that a permutation matrix of dimension [ is an [ X [ matrix that is obtained from
permuting rows of the identity matrix.

Definition 5.5.1. A d-cover-free family (d-CFF) is a t x n binary matriz M such that
any set of d+ 1 columns contains a permutation submatrix of dimension d + 1.

Each column of M corresponds to a block of the message, and each row corresponds to
a group of blocks that will be tested together. A test fails if a group contains a modified
block and passes if every block in a group is unchanged. The definition of d-CFF guarantees
that for any column index j and any other set of d column indices ji, ..., jq, there will be
arow i st. M;; =1, and M,; = ... = M,;, = 0. In other words, for any unchanged
block, there exists a test that contains that block but none of the up to d modified blocks.

Figure 5.1 shows an example of how to use a 2-CFF(9,12) to test a message with
12 blocks (represented by the columns) by testing 9 groups of blocks (the rows). Every
unchanged block is in at least one group that passes the test (with result 0), and every
group that failed the test (result 1) contains at least one modified block, which in this
example are blocks 3 and 12. We note that column “result” is the bitwise-or of the columns
corresponding to modified blocks 3 and 12.
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blocks |1 2 3 4 5 6 7 8 9 10 11 12
v v X Vv v v v v v v Vv X |result:

t1 1 o o 1 0o o0 1 0 O 1 0 o010
ts 1 o o 0 1 0 O 1 O O 1 o010
t3 1 0o o 0 0 1 0 01 O 0 1|1
ty o 1.0 1 0 O O O 1T O 1 010
ts o 1 0 o0 1 o0 1 O O O O 1|1
tg o 1 0 0o 0O 1 O 1 O 1 O 00
tr o o 1 1 0 O O 1 O O 0 1|1
ts o o1 o 1 O O O 1 1 0 011
ty o 0o 1 0 0O 1 1 0 O O 1 01]1

Figure 5.1: Example of a 2-CFF(9,12).

The next theorem is important for the efficiency of MTSS-VERIFY& CORRECT. In-
deed, it ensures that for each modified block, we can find a test that contains it together
with only other unchanged blocks. Therefore, an exhaustive trial-and-error can be used to
guess this block until the hash of this group of blocks matches the original hash.

Theorem 5.5.2. Let jq, ..., jq be the column indices that represent invalid elements. There

is a row ¢ such that M; j, =1, M, j, = ... = M;;, = 0.

Proof. Since M is a d-CFF, it is also a (d — 1)-CFF, therefore one of the rows in the
permutation submatrix indexed by 7y, ..., 4 is as stated. O]

5.5.2 Description of d-modification tolerant signature scheme

The main idea of a d-modification tolerant signature scheme is to sign a message split
into blocks by concatenating the hashes of these blocks according to a d-CFF matrix.
This allows us to locate up to d modified blocks in the signed message, and correct these
modifications. In this context, we represent a concatenation of two strings a and b as al|b,
and A represents an empty string.

Definition 5.5.3. A d-modification tolerant signature scheme (d-MTSS) is an MTSS with
authorized modification structure S = {T' C {1,...,n} : |T| < d}.

We now give an instantiation of d-MTSS using d-cover-free families based on [12].

Scheme 1: A d-Modification Tolerant Signature Scheme

The scheme requires an underlying CDSS ¥, a public hash function h, and a d-CFF(t, n)
matrix M. The algorithms are given next:

e MTSS-KEYGENERATION(/): generates a key pair (SK, PK) using algorithm
Y. KEYGENERATION(Y).
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e MTSS-sIGN(m, SK): Takes as input a secret key SK and a message
m = (m[1],...,m[n]), and proceeds as follows.
1. Calculate h; = h(m[j]),1 < j <n.

2. For each 1 <1 <t, compute ¢; as the concatenation of all h; such that M; ; =
1,1 <j<n. Set Ti] = h(c).

3. Compute h* = h(m) and set T' = (T'[1],T[2],...,T[t], h").
4. Calculate ¢/ = ¥.S1GN(T, SK). Output signature o = (¢/, 7).

e MTSS-VERIFY(m, o, PK): takes as input a message m = (m[1], ..., m[n]), signature
o= (o/,T) for T = (T[1],T[2],...,T[t], h*), and public key PK, and proceeds as
follows.

1. Ensure that ¥.VERIFY(T,0’, PK) = 1, otherwise stop and output (0, —).

2. Check if h* = h(m). Stop and output (1,0) if that is the case, continue other-
wise.

3. Use M and m and do the same process as in steps 1 and 2 of MTSS-SIGN to
produce hashes T'[1],...,T"[t].

4. Start with an empty set V', and for each 1 < ¢ < ¢ such that T[i| = T"[i], compute
the set of indices of unmodified blocks V; = {j : M, ; = 1}, and accumulate
these values in the set of all indices of unmodified blocks V =V UV,. Compute

I'={1,...,n}\ V. If |I| <doutput (1,I), else output (0, I).

The correctness of the scheme is shown next.

Theorem 5.5.4. Consider a valid signature o generated by M'TSS-SIGN for a message m
and key pair (SK, PK ), and let m’ be a possibly modified message with |diff(m,m’)| < d.
Then, MTSS-VERIFY (m/, 0, PK ) = (1, diff(m,m’)).

Proof. Since o is valid, MTSS-VERIFY(m/, o, PK) does not stop at step 1. If m = m/,
then h(m) = h(m’) and the algorithm will stop in step 2, with (1,diff(m,m’) = 0). Tt
remains to check the case it stops in step 4. The d-CFF property guarantees that if a block
has not been modified, it is contained in at least one valid concatenation with T'[i] = T"[i,
since there is a row ¢ that avoids all modified blocks. Therefore, this block is contained in
Vi. For each row i that contains a modified block, we have T'[i] # T"[i], so modified blocks
are not contained in any V;. Therefore I consists of precisely the modified blocks. Thus,
|I| < d, and the algorithm outputs (1, I = diff(m,m’)). O

The next theorem shows that when step 4 outputs (0,7), Scheme 1 may give more
information than required in Definition 5.4.4, as it may identify some unmodified blocks,
even if not all.

Theorem 5.5.5. Consider a valid signature o generated by MTSS-SIGN for a message
m and key pair (SK, PK ), and let m’ be a modified message with |diff(m,m’)| > d. Then,
MTSS-VERIFY (m/,0, PK ) = (0,1), and for any i € {1,...,n}\I, block m[i] is guaranteed
to be unmodified.
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Proof. This case will lead MTSS-VERIFY to step 4, and since |diff(m,m’)| > d, the output
will be (0,7). Any block in {1,...,n} \ [ is guaranteed to be part of matching row 4, and
must be unmodified, even though not every unmodified block will necessarily be placed in

{1,...,n}\ I. O

Scheme 1 has been proposed in [12]. One of our main contributions here is to add
correcting capability to d-MTSS. We require the size of each block to be upper bounded
by a value s that is small enough that guessing each of the (up to) d modified blocks is
“computationally feasible”. Basically, by brute force we compute up to O(d2® + n) hashes
to accomplish the modification correction (see the algorithm under Scheme 2). We use the
indices of the modified blocks in I and do an exhaustive search to recover their original
values.

Scheme 2: A d-MTSS with correction capability

The scheme requires an underlying CDSS X, a public hash function h, and a d-CFF (¢, n)
matrix M. It further requires that the message is divided into n blocks of size at most
s. The scheme has the three algorithms from Scheme 1, and additionally the algorithm
below:

e MTSS-VERIFY&CORRECT(m, o, PK): receives as input a message
m = (m[l],...,m[n]), a signature o = (¢/,T) where T' = (T[1],T[2],...,T[t], h*),
and a public key PK, and proceeds as follows.

1. Compute result = MTSS-VERIFY(m, o, PK). If result = (0, X), then stop and
output (0, X), otherwise result = (1,1). If |I| = 0 go to step 6, otherwise run
steps 2 — 5 for each k € 1.

2. Identify a row ¢ in M such that M, =1 and M, ; =0, for all j € I\ {k}.
3. Compute h; = h(mlj]) for all j such that M, ; = 1,j # k, ¢ from step 2. Set
corrected[k] = false.
4. For every possible binary string b of size < s, proceed as follows:
— Compute hy, = h(b).
— For 7 obtained in step 2 and 1 < 5 < n, compute ¢; as the concatenation of
every h; such that M, ; = 1 and set T"[i] = h(c;).
— If T'[;] = T[i] and correctedfk] = false, set corrected[k] = true and correct
the block m[k] = b.
— Else, if T'[i] = T[i] and corrected[k] = true, stop and output (1,1, ).
5. Return to step 2 with the next k € I.
6. Output (1,17, m).

We note that the flag corrected[k] is used to identify a possible collision of two dif-
ferent bit strings b giving the same hash value h(m[k]). Since the correct block cannot
be determined, we exit with A indicating failure. The next proposition has details on the
correctness of this algorithm.
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Proposition 5.5.6. Let (m,o) be a wvalid pair of message and signature produced by
MTSS-S1GN(m, SK ), using a hash function h and with m = (ml[l],...,m[n]). Let m/
be a message and let I = diff(m, m') with |I| < d. If for every k € I, h(mlk]) has no other
preimage of size up to s, then

MTSS-VERIFY& CORRECT (m/, 0, PK ) = (1,1, m).

Proof. As seen in Theorem 5.5.4, the set I contains precisely the indices of the modified
blocks, and Theorem 5.5.2 guarantees that such a row ¢ in step 2 of the algorithm exists.
Finally, if for every k& € I the hash h(mlk]) has no second preimage, then step 4 of the
algorithm computes a unique replacement for each modified block, and the algorithm
outputs the corrected message in step 6. [

Now we prove that when selecting a good hash function, we can always guarantee the
correction of any up to d modified blocks.

Theorem 5.5.7. Consider Scheme 2 restricted to messages with blocks of size at most s,
and such that h is a hash function where no two inputs of size up to s have the same hash
value. Then, MTSS-VERIFY& CORRECT (m/, 0, SK ) can always correct a message with
up to d modified blocks.

Proof. Easily obtained by Proposition 5.5.6 since no matter what is the value of the block,
no other block of size up to s can have the same image under h. O]

Next, we show that the assumption of existence of such hash function is realistic, and
in fact very easy to find.

Proposition 5.5.8. Consider a family of hash functions h : X — Y where |Y| = 2! and
a subset of the inputs S C X where |S| < 2571, The probability that there is collision

in S, i.e. the probability that there exists x,z in S with h(x) = h(z), is approzimately
e=1—e 2"

Proof. This comes from the fact that the probability of finding at least one collision after
2

_Q* . ..
hash calculations is approximately 1 —e 2#T | and in our application ) = |S| = 2571, [
y

In practice, we will set 2s < [. This ensures via Proposition 5.5.8 that h is very likely
to have the desired property of being injective on .S, the set of binary strings with size at
most s. In the unlikely event that A fails this property, we try another hash function until
we succeed. The expected number of attempts will be very close to 1. For example, if we
consider SHA-256 as the hash function, |Y| = 226, and for s = 20, the probability of a
collision within the set of size at most 20 is e = 1 — e 2" &~ 3.70 x 1058, Indeed, we
experimentally verified that SHA-256 has no collisions for s = 20.

Theorem 5.5.9. Consider Scheme 2 with tolerance level d, and let m be a message split
into n blocks, each block of size at most s. Let 0 = MTSS-SIGN(m,SK) and m' be a
message with I = diff(m, m’") with |I| < d. Then, MTSS-VERIFY&COR- rect(m’, o, PK )
returns (1,1, m) and uses O(n + d*logn + d2°) hash computations.
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Proof. By choosing a suitable hash function, Theorem 5.5.7 guarantees that MTSS-
VERIFY& CORRECT returns (1,1, m). The algorithm starts with the location of the modi-
fied blocks. This step uses a d-CFF for which we can use a construction with t = O(d?logn)
rows [19], and therefore a total of n + ¢t hash calculations are required to locate these
modifications. After locating up to d modified blocks, we need to perform the following
computations for each one of them. We compute every possible block of size up to s and
their corresponding hash values (total of 21 — 1), and according to the row of the CFF
matrix, we compute a few extra hashes (in total not more than n, if storing h; instead
of recomputing among different runs of of line 3). This gives a total of O(d2® + n) hash
computations for the correction step. O

5.5.3 Comparing Scheme 2 with a scheme using ECC

Let an (I,n, D),~ECC C be an error correcting code with minimum distance D, codewords
of length [ that encode messages of size n over an alphabet of size q. The alphabet must
be so that it can distinguish each possible block considered in Scheme 2, so ¢ > 2°. For
simplification, assume c¢,, = (m,b,,) where b,, is a tuple of [ — n letters (“check bits”).
This code can correct d = 2] errors (modifications in the message). Next, we describe
signature and verification with ECC. Using the same inputs as MTSS-S1GN, algorithm
ECC-S1eN(m, SK) do the following steps: 1) Compute o’ = ¥.S1GN(m, SK); 2) Compute
Cm = (m,by,) according to ECC C and retwrn 0 = (b, 0’). Then, algorithm ECC-
VERIFY& CORRECT(m, 0 = (b,0’), PK) do the following steps: 1) Decode ¢ = (m,b) to
m’ using C; 2) If X.VERIFY(m/, o, PK) = 1 then return (1, diff(m,m’),m’), else return 0.

Since C can correct up to d errors, if the signature o is valid (¢’ is authentic for m/
and |diff(m,m’)] < d), then ECC-VERIFY& CORRECT will behave in the same way as
MTSS-VERIFY& CORRECT and will return (1, diff(m,m’), m’). However, when ECC-
VERIFY& CORRECT returns 0, it does not distinguish between the two failing cases ob-
tained by MTSS-VERIFY& CORRECT, namely: Case 1) output (0, —), which means the
CDSS signature ¢’ is not authentic; Case 2) output (0, /), which means ¢’ is authentic
and message m differs from the signed m’ in more than d blocks, and also if |I| < n, then
{1,...,n}\ | > 0 and we are sure of at least one unmodified block. Therefore, while the
scheme based on ECC is an MTSS scheme according to Definition 5.4.4, it provides less
information than Scheme 2.

A comparison of Scheme 2 with the ECC scheme shows they have similar compression
ratios. Indeed, we first note that given an (I,n,D),ECC, it is possible to construct a
d-CFF(l-q,q"), with d = [(l — 1)/(l — D)] [16]. Then, we consider some families of error
correcting codes, and for each family we restrict Scheme 2 to only use CFFs constructed
using codes from this family. The comparisons are done by computing the compression
ratio of each approach, where p = % for CFFs and p = % for the ECC scheme. For the
Hamming codes, we consider » > 2, binary Hamming codes with length [ = 2" — 1 and
k = 2"—r—1, and the corresponding 1-CFF(2(2"—1), 2% ~"~1). We compare it with an ECC
scheme, using codes with k& = 22 ~""1—2"4p | =22"""1_1 d = |(D-1)/2| = 1. For the
Reed-Solomon case, we consider codes over an alphabet of size ¢, D = [—k+1, k = g—D+1,
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and the corresponding d-CFF(¢?, q%lﬂ) with d = [(¢ —1)/(¢ — D)|. We compare it with
the ECC scheme, using codes with k = qq%dl“, l=k4+D—-1=k+4+2d+1= qq%-ll“—i—Qd—i— 1.
Finally, using the code constructed by Porat and Rothschild [19], which we call PR-code,

we get a d-CFF(t,n) with ¢ = ©(d*logn), and compression ratio O(Ziegr)- The lower

bound found in [10] guarantees that for any CFF, t = Q(dﬂggd”). So even though we did

not produce an exact comparison of the ratio using PR-code in the ECC scheme, due to

the lower bound on ¢, we know the ratio can be at most O( (S;)i?:f)).

In the next table, we summarize the compression ratios obtained for 3 families of codes.

code: Hamming, n = 22" ~! | Reed-Solomon, n = q(q%dl)“ PR-code|[19]

Scheme 2 DA q%_l O(z chL»gn)
r_op_ a2l log d)n

ECC scheme ~ 22—l % O(z(Pigog)n)

In conclusion, both schemes serve the same purpose with similar compression ratios,
but Scheme 2 has several advantages. First, Scheme 2 gives more information in the failing
case where ECC returns 0, as discussed above. Second, Scheme 2 provides a non-correcting
version of the verification algorithm (MTSS-VERIFY) which in the case of unmodified
messages is basically as time efficient as . VERIFY (see step 1 of MTSS-VERIFY); in this
case, the ECC scheme still needs to run a decoding algorithm, with complexity influenced
by q¢ > 2°, where s is the largest size of a block. Finally, Scheme 2 is part of a family of
similar schemes presented here (Schemes 1-3), which can be more easily compared.

5.6 Security

In this section, we present the security proof of d-MTSS for Schemes 1 and 2. In order to
do this, we need to check that the security of the hash function A and the unforgeability of
the underlying CDSS can together ensure unforgeability of d-MTSS. Note that although
Scheme 1 appeared in [12], no security proof has been given in that paper. For the next
proof we assume a collision-resistant hash function, i.e. a hash function in which a collision
cannot be efficiently found [22].

When we consider d-MTSS using d-CFFs, a valid (m, o) as in Definition 5.4.5 implies
that there exists m’ such that ¢ is an output of MTSS-S1aN(m/, SK) and |diff(m,m’)| <
d. In the next theorem we suppose there is a valid (m, o) as a forgery to our scheme.
We consider two types of forgery: a strong forgery consists of (m, o) such that MTSS-
VERIFY(m, o, PK) = (1,1),|I| < d; a weak forgery consists of (m, o) such that MTSS-
VERIFY(m, o, PK) = (1,0).

Theorem 5.6.1. Let X be a d-MTSS as described in Scheme 1 based on an existentially
unforgeable CDSS ¥ and on a collision resistant hash function h. Then, X is existentially
unforgeable.
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Proof. (By contradiction) Suppose X is not existentially unforgeable. Then, there is an
adversary A that, after ¢ adaptive queries to a signing oracle O, obtains pairs (my,01),. ..,
(my,04), with o; = (0], T;),1 < i < ¢, and with non-negligible probability, outputs a valid
pair (m,0), with o = (¢/,T), T = (T[1],T[2],...,T[t], h*), and |diff(m, m;)| > d, for all
1<1<qg.

We show that if such A exists, then we can build a probabilistic polynomial time
algorithm A’ which has the following input and output:

Input: an existentially unforgeable CDSS ¥ and a collision-resistant hash function h, both
with security parameter £.

Output: either a existential forgery (7', 0") of ¥ or a collision pair for h.

Next we describe the steps of such A’.

1. Simulate the probabilistic polynomial time adversary A forging an MTSS based on
> and h using queries mentioned above. With non-negligible probability, this will
produce a forgery (m,o = (¢/,7)) in X, as described above. Otherwise, return
“FAIL”.

2.0 T # T, for all 1 < i < ¢q, A presents (T,0') as a forgery in X, for o’ the
corresponding signature of T'.

3. T =T, forsome 1 < i < g, first calculate I by computing MTSS-VERIFY(m, o, PK).
Then, we have:

e In the case of weak forgery, we must have I = (), and so the final element of
T is h(m) and the final element of T; is h(m;), and since m # m;, A’ presents
(m,m;) as a collision pair for h.

e Otherwise, we must have a strong forgery with 1 < |I| < d. So, there exists
m’ such that MTSS-VERIFY(m/, 0, PK) = (1,0) and |diff(m,m’)| < d. Since
|diff(m, m;)| > d, there must be a block m[k], k € {1,...,n} \ I, that is consid-
ered valid in m but m[k] # m;[k]. Let p be any row of the CFF matrix M with
M, = 1. Because T' = T;, this implies T'[p] = h(c) = h(c') = T;[p], for ¢ =
B[Rl 1Bl and ¢ = Rl mliaD]l - [1h(milid),
where k € {j1,J2,...,7s}. If h(m[k]) = h(m;[k]), then A’ presents (ml[k]|, m;[k])
as a collision pair for h. Otherwise, A" presents (¢, ') as a collision pair for h.

The probability p(¢) that A’ succeeds is the same as the probability that A succeeds, where
¢ is the security parameter. Whenever A’ succeeds, we have either an existential forgery of
> or a collision for h, corresponding to steps 2 and 3, respectively. For each ¢, one of these
steps is at least as likely to occur as the other, so it has probability at least 1/2. So, for any
security parameter ¢, use one of two algorithms (an existential forger for 3, or a collision
finder for h) that runs in probabilistic polynomial time and succeeds with probability at
least p(¢)/2. In other words, we can technically design two adversaries A} and A} based
on A'. A} forges X by proceeding as A’ but returning “FAIL” if it falls in the case of step
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3. Similarly, A} finds a collision for h or returns “FAIL” if it falls in the case of step 2.
Then, either A} or A/, will succeed with probability at least p(¢)/2 for infinitely many /.
This contradicts either the unforgeability of 3 or the collision resistance of h. m

5.7 Using MTSS for redactable signatures

Now we turn our attention to using MTSS in general and using similar algorithms to our
proposed d-MTSS for redactable signature schemes. Redactable and sanitizable signature
schemes allow for parts of a message to be removed or modified while still having a valid
signature without the intervention of the signer. Sanitizable signatures usually requires
the existence of a semi-trusted party called the sanitizer who is entrusted to do the modi-
fications and recomputation of the signature, in some schemes done in a transparent way
(see [18]). Our proposed scheme does not deal with sanitizable, but rather with redactable
signatures.

Redactable signatures have been proposed in several variants also under the names of
content extraction signatures [21] and homomorphic signatures [13]. Redactable signature
schemes (RSS) “allow removing parts of a signed message by any party without invalidating
the respective signature” [6] and without interaction with the signer. In [21], the authors
mention content extraction for privacy protection or bandwidth savings. Suppose Bob is
the owner of a document signed by Alice and does not want to send the whole document to a
third verifying party Cathy but only some extracted parts of the document; however, Cathy
still needs to verify that Alice is the signer of the original document. Alice is agreeable
with future redactions when she signed the document. An example given in [21] is that
Bob has his university transcripts signed by the issuing university (Alice) and wants to
submit the transcripts to a prospect employer (Cathy) without revealing some of his private
information such as his date of birth. Cathy must be able to verify that the signature came
from the university in spite of the redaction. In addition to the privacy application, content
extraction can be used in a similar way when only part of a large document needs to be
passed by Bob to Cathy for the purpose of reducing the communication bandwidth [21].

The notion of redactable signatures we consider next is in line with our general defi-
nition of M'T'SS, but differs in that we add another algorithm called M'TSS-REDACT and
we require total privacy of the redacted parts. We give next a d-MTSS version that is
redactable based on ideas similar to Scheme 1 but modifying it to guarantee total privacy
of redacted blocks. As mentioned in [18], the scheme proposed in [12] which was presented
as Scheme 1 does not meet standard privacy requirements and in particular leaks the origi-
nal message’s hash value. The scheme we propose below addresses this issue by individually
signing each of the hashes of the groups of blocks, and at the time of redaction of blocks,
also redacting from the signature tuple any hashes involving concatenations of the modified
blocks. To avoid more complex forms of forgery, that could take advantage of combining
individual signatures of concatenations coming from different signed messages, we add the
same random string to the various hashes of concatenations to link the individual parts
that are signed at the same time; in addition, to avoid reordering of blocks within the same
message via reordering the groups, we add a group counter to these hashes before signing.
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In the description below, a redaction is represented by the symbol W

Scheme 3: A redactable d-MTSS with privacy protection

The scheme requires an underlying CDSS ¥, a public hash function h, a d-CFF(t,n)
matrix M and a random number generator RAND. The algorithms are given next:

e MTSS-KEYGENERATION(): generates a key pair (SK, PK) using algorithm
Y. KEYGENERATION(Y).

e MTSS-sIGN(m, SK): Takes as input SK and a message m = (m[l],...,m[n]), and
proceeds as follows.

1. Calculate h; = h(m[j]),1 < j < n. Compute a random string » =RAND().

2. For each 1 <1 <t, compute ¢; as the concatenation of all h; such that M; ; =
1,1 < j <mn, and set T[i| = h(c;)||r||id(i,t + 1), where id(i,t + 1) encodes the
numbers ¢ and ¢ 4 1.

3. Compute h* = h(m), set T[t+1] = h*||r|lid(t+1,t+1) and set T = (T[1], ..., T[t+
1]).

4. Calculate o'[i] = X.S16N(T[i], SK), for each 1 < ¢ < t+ 1 and set ¢/ =
(o'[1],0'[2],...,0'[t + 1]). Output signature o = (o', 7).

e MTSS-VERIFY(m, o, PK): takes as input a message m = (m[1],...,m[n]), a signa-
ture 0 = (0/,7), and a public key PK, and proceed as follows.

1. Check if ¥.VERIFY(h(m)||r||id(t+1,t+1),0'[t +1], PK) = 1. Stop and output
(1,0) if that is the case; continue otherwise.

2. Use M, m, r and do the same process as in steps 1-3 of M'T'SS-SIGN to produce
tuple 7" = (T'[1], ..., T'[t]).

3. For each 1 < i <t such that X.VERIFY(T"[i],0’[i]], PK) = 1, compute the set
of indices of intact blocks V; = {j : M;; = 1} and do V = V UV,. Compute
I'={1,...,n}\ V. Output (1,1) if |[I| < d; output 0 otherwise.

e MTSS-REDACT(m, o, R): takes as input a message m = (m[1],..., m[n]), a signature
o= (o',r), and a set R C {1,...,n} of blocks to be redacted, with |R| < d, and
proceeds as follows.

1. If R =0, then stop and output (m, o).

2. Create copies of the message and signature: m = m, & = o, so that 7 = (', r).

3. Setd'[t+1] =N

4. For each j € R: set m[j| = M and for each index ¢ such that M;; = 1 set
o'lil=1

5. Output (m,o = (’,r)).
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Figure 5.2: Example of Scheme 3 using a 1-CFF(4,6).

Figure 5.2 depicts the signature generation, verification and redaction based on a 1-
CFF(4,6) and a message divided into n = 6 blocks. The redaction uses R = {3} and
removes block m[3] and all corresponding signatures involving m/[3].

The correctness of the first three algorithms follows similar reasoning using the CFF prop-
erties as argued in Theorem 5.5.4, taking into account the different approach used here
where ¢ CDSS signatures and ¢ CDSS verifications are required. The redaction offers to-
tal privacy in the sense of information theory, as no information related to the redacted
blocks is kept in the signature, which are erased in steps 3 and 4 of M TSS-REDACT. The
redacted blocks and redacted parts of the signature will only affect the verification of the
parts of the signatures involving redacted blocks; all other block indices will be indicated
as unmodified in the output of line 3 of MTSS-VERIFY, as long as no more than d blocks
have been redacted.

We now discuss how the added random string and id(i,¢ 4+ 1) helps preventing some
types of forgery that could happen in Scheme 3 due to individually signing each T'[i]. The
use of different random strings for each signature prevents an adversary from combining
blocks and pieces of signature from previously signed messages in order to forge a new pair
(m, o). As an example of such an attack, consider an identity matrix M of dimension 3 as a
2-CFF(3,3). Consider an adversary queried two messages m; = ABC and my = DEF and
received the corresponding signatures o1 = (04,08,00,0m,) and 0y = (0p,0g, Op, Om,),
where oy = 3.5ign(X,SK) and suppose no random string or id(i,t + 1) is used. The
adversary can present as a forgery the pair (m = AT\F,0 = (04,Ts,0p,13)), with T;
meaning any “trash” content, 1 <1 < 3. The pair would produce output as if it was valid,
implying that it was an authorized modification on block m/[2] of the presented m, which
was never signed before.

The use of id(i,t+ 1) prevents an adversary from removing, adding or reordering blocks
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without being noticed. As an example of a reordering attack, assume the 1-CFF above and
that the adversary queried m; = ABC and received oy = (04,05,0¢,0m,). The adversary
can present as a forgery the pair (m = CATy,0 = (0¢,04,Ts,T3)), for T; a “trash” content,
1 <4 < 3. The pair is again valid and it looks like an authorized modification on block
m|3] of m, but such a message was never signed. Therefore, id(i,t+ 1) would prevent such
reordering due to the use of a counter ¢, and also prevent removing and adding new blocks
in this example due to the use of ¢ + 1.

In the next theorem, we establish the unforgeability of this scheme.

Theorem 5.7.1. Let X be a redactable d-MTSS given in Scheme 3 based on an existentially
unforgeable CDSS ¥, on a collision-resistant hash function h, and on a random Oracle.
Then, X is existentially unforgeable.

Sketch of the proof. Similar reasoning as in Theorem 5.6.1 can be used to argue that the
unforgeability of > and the collision resistance of the hash function are sufficient to protect
against forgery at the level of individual parts of the tuple signature. However, we need to
rule out more complex forgery attempts that could try to combine individual signatures in
the signature tuple in different ways as well as different blocks from different messages. The
use of a common random string in the creation of each T'[i] in lines 2 and 3 of algorithm
MLSS-SIGN prevents an adversary from trying to combine message blocks and signature
parts of (my,01),...,(my, 0,) coming from different calls to the random Oracle to create
a new valid signature since, by definition, two different calls to the oracle will, with high
probability, not produce the same random string. Furthermore, the concatenation of the
encoding of the test index and the number of tuple elements, id(i, ¢+ 1), within each tuple
position 7[i] in line 2 and 3, makes it highly unlikely that blocks are added, removed or
reordered, since this would amount to finding a collision in the hash function. Therefore,
by making it very unlikely reordering of blocks within a message, and combinations of
blocks from different messages, we fall into the case of forgeries of similar types as dealt
with in the proof of Theorem 5.6.1. O

Remark. The random Oracle hypothesis can be weakened, as it is sufficient to draw num-
bers from a sequence that does not repeat numbers, or repeats with negligible probability.

5.8 Implementation issues

When implementing Schemes 1-3, there are a few details that need to be considered re-
garding efficiency, security, and even flexibility on the inputs or outputs of the algorithms.
For example, we consider a message divided into blocks that we represented as a sequence,
but blocks may be represented using different data structures depending on the application
and the type of data. Pohls [18] discusses sequence, set and tree data structures for blocks,
which could be employed.

When signing a message using MTSS-SIGN as described in Schemes 1-3, we could
consider not hashing every single block before concatenation, especially if the sizes of
the blocks are small enough that a hash function will end up increasing the size of the
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data being concatenated. This approach needs to be carefully considered, since a simple
concatenation does not insert a delimitation on where the individual blocks start or end,
and therefore blocks with a shared suffix or prefix may lead to wrong identifications of
valid/invalid. To be safe, we can hash each block before concatenating them as presented
in our schemes, or ensure the concatenations use delimiters to separate blocks, or require

blocks of fixed size.

The correction algorithm MTSS-VERIFY&CORRECT computes the set of indices of
modified blocks I and tries to correct these blocks to their original value. If there is at
least one position where two different blocks match the hash of the original one (a second
preimage on the hash function), the algorithm aborts the correction process and outputs
an empty string A to represent correction error. As seen in Proposition 5.5.8 and the
discussion that follows, it is very unlikely for such event to occur, and we could always
choose another hash function with no collisions for certain block sizes. However, if some
specific application is not flexible in the choice of hash functions and such an event happens,
an interesting approach can be to correct as many modified blocks as possible, and return
some information regarding the ones with collisions (such as a fail message or even a list
of possible values for those specific blocks). This approach allows for partial correction
of modified data, that may be interesting for some applications. Moreover, if we already
know that the chosen hash function has no collisions for blocks of size up to s, we do not
need to run step 4 for every possible block of size < s, and we could stop this loop as soon
as we find the first match, improving the efficiency of the method.

Regarding the multiple hash computations that happen in the correction algorithm,
one could consider some improvements. Note that we already compute the hashes of
all unmodified blocks when we do the call of MTSS-VERIFY to obtain the set I, so
these hashes of unmodified blocks could be reused in step 2. Moreover, we repeat for
every modified block in I the same process of computing all blocks of size < s and their
corresponding hash values. For the cases where we have a big set of modified blocks (big
d), one may consider to pre-compute all these values, in case the application can handle
the storage that this will require.

5.9 Parameter relations

For MTSS with modification location only (Scheme 1), a message m is split into n blocks
of no specific size, and a location capability parameter d needs to be decided. These
parameters are used to construct a d-CFF(¢,n) with number of rows t = O((d + 1)*logn)
if using [19], t = d+/n if using [17], and ¢ = ¢* when using [9], for any prime power ¢ and
positive integer k that satisfy ¢ > dk + 1. The signature size is directly impacted by d
and n, since there are ¢t + 1 hashes as part of the signature. Therefore, while smaller sizes
of blocks and larger d give a more precise location of modifications, they also increase the
size of the signature.

Now consider the exact same message m, but for the case of an MTSS with correction
capabilities (Scheme 2). This scheme requires that the blocks have a small size of up to s
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bits, which implies that the very same message m now has many more blocks n’ > n. A
larger number of blocks directly increases the size of the signature. But now, the d that was
enough to locate the modifications before may not be enough anymore, since modifications
that were in one big block before now may be spread over several small blocks. When
locating the modifications, the algorithm aborts the process if the number of modified
blocks is larger than the expected location capability d, which may cause the scheme to
fail to correct more often if this value is not increased as n’ increases.

The size of the signature ¢ in Schemes 1 and 2 is |o| = |h(.)| X (¢t + 1) + |¢’|, and

in Scheme 3 is |o| = |o’| x (t + 1) + |r|, for ¢’ a classical digital signature, r a random
bit string, h(.) a traditional hash function, and ¢ the number of rows of a d-CFF(¢,n).
The input consists of a message of size |m| = N in bits, divided into n blocks, each of

size at most s, so N = n x s. In Scheme 2, given N, we need to wisely choose s so it is
small enough to allow corrections of blocks, while guaranteeing n is small enough to have
a reasonable |o|. We cannot expect our signature to be as small as the ones from classical
digital signature schemes, since we require extra information in order to be able to locate
and correct portions of the data. In summary what we want is n X s > |o|. The next
examples show that even for small s = 8, we still have a reasonably small signature.

Example 1: N =1 GB = 23 bytes = 23923 = 23 bits, h = SHA-256, s = log|h| =
log2® = 8 bits, d = 4, and we use RSA with a 2048-bit modulus. Then we have n =
N/s = 233/23 = 230 blocks, with 8 bits each. Consider the d-CFF(¢?, ¢**1) from [9], with
k=6,q=251=25%n=25". Now, since |o| = |h(.)| x (t + 1) + |o’| in Schemes 1 and 2,
we have |o| = 2% x (252 4+ 1) + 2048 = 162304 bits, which is 20288 bytes, or ~ 20 KB.

Example 2: For the same message and parameters as in Example 1, now we use a
random bit string r of size 128 bits and create a signature as in Scheme 3. Since |o| =
|o’] x (t + 1) + |r|, we have |o| = 2048 x (252 + 1) + 128 = 1282176 bits, which is 160272
bytes, or ~ 160 KB.

For Scheme 3, small blocks like in Example 2 are not required, so we can get a much
smaller signature. The choice of s and n in this case depends on the application, and on
whether we wish to correct non-redactable blocks. In the case where we want to correct non-
redactable blocks, note that both non-redactable and redactable blocks are all contributions
to the same maximum modification tolerance d.

5.10 Conclusion

We introduce modification tolerant signature schemes (MTSS) as a general framework to
allow localization and correction of modifications in digitally signed data. We propose a
scheme based on d-CFFs that allows correction of modifications, and a variation without
correction that gives redactable signatures. The presented schemes are provably secure
and present a digital signature of size close to the best known lower bound for d-CFFs.

Interesting future research includes an implementation of the schemes proposed here,
with practical analysis of parameter selection for specific applications. In addition, new
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solutions for M'TSS beyond d-CFF's can also be of interest. The d-CFF treats every block
the same and allows for any combination of up to d blocks to be modified. Specific applica-
tions can have different requirements about what combinations of blocks can be modified
by specifying a different authorized modification structure. Moreover, other hypotheses
about more likely distribution of modifications throughout the document can be used for
efficiency; for example, modified blocks may be concentrated close to each other. One idea
in this direction is to use blocks with sub-blocks for increasing granularity of modification
location and to aid correction. This would involve matrices with a smaller d for the bigger
blocks and a larger d for sub-blocks of a block, picking these parameters with the aim of
decreasing ¢ and consequently signature size. It is out of the scope of this paper to go into
detailed studies of other types of modification location matrices, which we leave for future
work.
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Chapter 6

General conclusion and open
questions

Now we conclude with a summary of our major contributions and interesting open questions
that can lead to future research.

6.1 Summary of major contributions

In this thesis, we proposed several new definitions and constructions of cover-free families,
which were inspired by the need for different properties of CFFs in certain fault-tolerance
problems in cryptography. Our major contributions are discussed next.

6.1.1 Cover-free family constructions

We proposed three new definitions and respective constructions in this thesis: nested cover-
free families, embedding cover-free families, and variable cover-free families.

6.1.1.1 Nested cover-free families

In Chapter 3 (our papers [4, 5]) we propose nested cover-free families. They are infinite se-
quences of d-CFF's based on a recursive construction of the form M+ = (MZ(” X ), where
MO and MU are two consecutive incidence matrices in the sequence, and Z consists
of rows of zeros, rows of ones, or repeated rows from M®. They are a generalization of
monotone families from Hartung et al. [2], where Z is fixed as zero rows. These families are
important for applications of a dynamic nature, where an increasing number of columns n
is a requirement. We provide three different constructions for nested families.

In Theorem 3.5.1 we propose a nested family construction for d = 1, which consists
of Sperner set systems with increasing size of subsets listed in a specific order to achieve
the nested property. This construction provides Z equal to rows of zeros and rows of
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n

ones, and has compression ratio reaching the information theoretical bound p(n) = Togn

(Theorem 3.5.2).

In order to provide constructions for nested families with d > 2, we first generalized
two known recursive constructions for 2-CFFs in [10] based on the Kronecker product
of matrices. We proved in Theorems 3.3.11 and 3.3.13 that similar constructions can
be used to provide d-CFFs as well. In Theorem 3.5.3 we proved that we can construct
nested families by instantiating the first recursive construction in a sequence, and this
construction gives for any chosen integer constant ¢ > 2 a family with compression ratio
p(n) = —f= = n'~/¢ (Theorem 3.5.4); in Theorem 3.5.5 we prove the same can be done
with the second recursive construction, and we obtain a nested families with compression
p(n) = TToms n)lo’éz mez7p for constants b, D (Theorem 3.5.6). All our constructions present
much better compression ratio than the construction of monotone families given in Hartung
et al. [2], which has constant compression ratio.

We also proved that both recursive constructions with d > 2 can be generalized to
create (d; \)-CFFs (Theorems 3.6.2 and 3.6.3). From these constructions, we provided
nested (d; A\)-CFFs with the same ratio as before (Theorems 3.6.4 and 3.6.5). This is an
important property that offers an extra layer of fault tolerance to certain problems, in
particular, the problem of unbounded fault tolerance in aggregation of signatures that we
solved using nested families.

6.1.1.2 Embedding cover-free families

We notice that the requirements imposed on sub-matrix Z in the definitions of both nested
and monotone families imply that they only exist for fixed d. In Chapter 4 (our paper [6])
we propose embedding cover-free families as a generalization of monotone and nested fam-
ilies, with no requirement for Z, so we can propose constructions of such families with
increasing n and d. Note that the term “embedding” has been previously employed in re-
cursive constructions of CFFs [14], but they yield what here we called monotone families,
which are more restrictive as discussed before.

In this chapter, we start by studying a known d-CFF construction based on polynomials
over finite fields given by Erdds et al. [1] (Construction 4.4.1). We identify a special
structure on this construction, which allows us to discard blocks of rows of the d-CFF if
we need a d smaller than the maximum the construction provides (Theorem 4.4.4). This
property is especially interesting for group testing applications, which allows us to stop
the tests earlier if the application has a number of errors d’ < d. This characteristic is also
explored in our next constructions.

We propose a construction of embedding families based on a sequence of CFFs con-
structed via polynomials, where each CFF in the sequence is built using the extension field
of the previous ones, forming a sequence based on a tower of finite fields. Because of the
properties of finite fields, we know that the elements and polynomials of the subfield are
contained in the extension field, and therefore the corresponding CFFs have the embed-
ding cover-free family properties. For these constructions, we deal with parameters d, n,
and k. The first two are parameters of the CFF, and k is the maximum degree of the
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polynomials used to create the CFF (Construction 4.4.1). By picking different parameters
for this construction, we were able to:

1

(i) Fix k and focus on d and n increases with compression ratio p(n) = n “ET and

d ~ ”1/(;“) (Theorem 4.4.7).

(ii) Fix d and focus on k and n increases to achieve the best compression ratio possible
p(n) = 3 (Theorem 4.4.8).

(ili) Fix both d and k and pick specific blocks of rows of the incidence matrix (because
of the property we identified earlier), and build monotone families with increasing

compression ratio of p(n) = nlfk%l, as opposed to constant compression ratio as
given in [2| (Theorem 4.4.9).

Finally, in Section 4.6 we show it is possible to generalize our embedding family con-
struction to rely on the existence of certain sequences of packing arrays and separating
hash families, which is more general than the polynomial construction using towers of
finite fields.

6.1.1.3 Generalizations of d-CFF's

In Chapter 2 (our paper [7]) we define a new cover-free family generalization that we call
(w,S; \)-CFF, or variable CFFs. In this generalization, we explicitly give in S the combi-
nations of subsets that are required to present a cover-free property, instead of requiring
the property for every combination of d + w subsets. In Theorem 2.5.4 we propose a con-
struction of an S-CFF based on the Kronecker product of a d;-CFF and a do-CFF, and in
Theorem 2.5.5 we prove that this construction can be generalized to build (w, S; \)-CFFs.

In this same chapter, we identify that the two recursive constructions we proposed for
(d; M)-CFFs in Theorems 3.6.2 and 3.6.3 can be generalized to build (w, d; A\)-CFFs. These
generalizations are proved in Theorems 2.5.7 and 2.5.9, and their proofs derive from the
construction of (w,S; A)-CFFs from Theorem 2.5.5.

6.1.2 Cryptographic application
6.1.2.1 Dynamic problems

In Chapter 3 we provide a solution for unbounded fault-tolerant aggregation of signatures
using nested cover-free families. We propose algorithms for aggregation and verification
of signatures using nested cover-free families (page 54), which allow for dynamic increases
on the number of signatures n. Due to the constructions we proposed for nested families,
with good compression ratio, the aggregate signature has a moderate increase as n grows.
We also provide an extra layer of fault tolerance to this problem by proposing the use of
nested (d; \)-CFFs. With these families, we are able to handle up to A — 1 corruptions in
the aggregate signature without compromising the identification of any valid signature.
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In Chapter 4, our embedding cover-free families provide a solution for problems that
require not only growth of n, but also the growth of d. We list in this chapter possible
cryptographical applications that may benefit from such families, which include broadcast
authentication and encryption, which has now the possibility of scalability as the number
of participants increases. By using embedding families, old participants in these schemes
would be required to receive some extra keys every time we increase n and d, but this is a
reasonable requirement given the benefit of increasing d.

In general terms, these problems served as an inspiration to create nested and em-
bedding cover-free families. Our constructions of nested and embedding families with
increasing compression ratio have a direct impact on the efficiency of all these schemes.
Not only is the dynamic nature of these problems maintained, but we also obtain a reason-
able growth on the size of the aggregate signature for the first problem, and a reasonable
growth on the number of keys for the broadcast authentication and encryption schemes.

6.1.2.2 Static problems

We define a general framework for modification tolerant signature schemes, where it is
possible to not only locate but also correct modifications that occur after a document
is signed (Chapter 5 and our paper [8]). We show the scheme from [3] as one possible
instantiation of MTSS, where d-CFF's are used to provide a signature that carries enough
information to locate up to d modified blocks. We also propose a simple scheme to correct
these modified blocks, which is efficient if the blocks are small enough. In Section 2.6.1.1
we discuss that this problem can be seen in terms of variable CFFs, where modifications
are concentrated in specific locations of a document.

In Section 5.7 we show that our general definition of M'TSS can also be instantiated
in a way to provide redactable signature schemes, where the signed document is modified
on purpose in order to guarantee the privacy of certain parts. We instantiate a redactable
scheme based on d-CFF's, where we propose algorithms for the generation and verification
of digital signatures, as well as a redacting algorithm that erases from the document and
signature any information related to the private portions of data. Since the constructions
are based on d-CFFs, the scheme can redact up to d private portions of the document
without compromising the verification of the remaining parts.

6.2 Open questions

Here we describe some open questions that arose from this thesis research.

6.2.1 Questions related to general compression ratio

We achieved the best compression ratio p(n) = logn 10 our nested family construction for

d = 1, and in our embedding construction when we fix d and grow n to its maximum. All the
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other constructions of nested and monotone families (fixed d), and of embedding families
(increasing d), present ratios that are much better than the previously known construction
for increasing n (monotones by [2]). We wonder if there exist other constructions that
can achieve even better compression ratio, i.e. closer to the information theoretical upper

bound of m. In more detail, we have the following questions:

Q1. Can we construct embedding cover-free families with increasing d and ratio equal/closer
to the information theoretical upper bound?

Q2. Can we construct monotone and nested cover-free families (fixed d) with better com-
pression ratio than the ones presented in this work?

Q3. For d > 2, is the compression ratio upper bound of the best monotone and nested
families equal to the information theoretical upper bound, or are they more limited because
of the strict requirements?

One possible approach to create new constructions is to explore the many known con-
structions of CFFs (for example, the ones we present in Chapter 2) and explore the pos-
sibilities of creating recursive constructions that may carry some monotone, nested, or
embedding properties. In the same direction, it would be interesting to investigate how
algorithms such as the one by Porat and Rothschild [12], or new ones, could be used to
construct monotone, nested or embedding families.

6.2.2 Questions related to embedding families

Our construction of embedding cover-free families using extension fields allows for se-
quences of CFFs with increasing d and n. The extension field approach requires growth
via taking specific powers of the initial prime power ¢, which results in an abrupt growth
of n every time we go to the next family in the sequence, and consequently gives very
good compression ratios. We discuss in Section 4.5 the challenge of using this construction
when increases of n happen on a smaller scale. If the desired application requires smaller
increases of n, we can simply discard the unnecessary columns of the embedding incidence
matrix, but with this solution we end up compromising the compression ratio, and drops
may happen as shown in the example of Figure 4.4. This gives rise to the following question:

Q4. Can we build embedding families with a more gradual increase of n, and consequently
a more smooth compression ratio (with no drops)?

One possible path is to consider constructing d-CFFs via rings instead of finite fields,
and explore if we could create embedding families with increasing d and n via these con-
structions. If that is possible, we believe they might lead to embedding family constructions
with moderate growth of n, due to the fact that their existence does not rely on prime
powers. However, many of the properties we had before came from the fact that we are
using finite fields. More study needs to be conducted on how to obtain similar properties
with rings, to allow for new constructions of embedding families with increasing n and d.
Another approach may be to explore embeddings of combinatorial designs as a possibil-
ity to create embedding families, for example, explore constructions for embedding block
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designs into larger block designs and the construction of creating embedding cover-free
families from them.

6.2.3 Questions related to ranking and unranking

Consider the d-CFF representation as set system (X, B), with B a collection of subsets. For

any B € B, a ranking algorithm receives B and outputs an integer in {0, ...,n — 1} which
determines the position of B among all subsets in B. An unranking algorithm receives the
integer in {0,...,n — 1} and returns the corresponding subset B [9].

Unranking algorithms can be particularly important for d-CFF applications. For ex-
ample, one-time and multiple-times signature schemes receive a message M as input, and
need to identify the subset Bj; in order to create the corresponding digital signature; for
applications such as broadcast encryption, if we want to exclude some user from recovering
a content, we need to identify this user’s keys by identifying the subset that represents
the user; it may also be an interesting feature for selective verification in aggregation of
signatures, where we are interested in verifying a signature o; without verifying all pieces
of the aggregate signature, so the knowledge of B; identifies the aggregates that contain
this signature [2].

An efficient unranking algorithm for 1-CFFs was proposed in [15] for a one-time sig-
nature scheme. Unranking for the d-CFF construction via polynomials over finite fields
was discussed in [11]. It consists of transforming each message into a unique polynomial
f, and then evaluating this polynomial at elements in that finite field to recover By. An
unranking algorithm for our nested 1-CFF construction should be very similar to the one
in [15]. We also believe that unranking algorithms applied to our embedding construction
via polynomials may have a similar solution to the one from [11], with the extra concern of
stopping the evaluation earlier when we restrict the construction to specific blocks of rows.
For the constructions of nested families based on Kronecker product, it may be interesting
to explore a bit further and propose ranking and unranking algorithms. Therefore, the
following remains an open question.

Q5. Propose ranking and unranking algorithms for each construction of monotone, nested
and embedding families proposed in this work.

6.2.4 Questions related to variable CFFs

In Chapter 2, we define (w, S; \)-CFFs, or variable CFFs, and present a construction based
on the Kronecker product of a (w, dy; A\1)-CFF and a (w, da; A2)-CFF. One of the first open
questions is related to other constructions for such objects. We know Kronecker product
may not be the best approach since it multiplies the number of rows of the two CFFs, so
we wonder if there are other (better) constructions.

Q8. Are there other constructions for variable CFFs with smaller ¢7

One of the possible paths that can be explored for constructions of variable CFFs is
using their connection to covering arrays. In Chapter 2, we observed some relationships
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between traditional CFFs and covering arrays, in which we define the CFF incidence matrix
as a generalization of a covering array with a binary alphabet. Our definition of variable
CFFs is also somehow related to variable strength covering arrays (VCA) [13]. One possible
path to design new constructions of variable CFF's may be to explore existing constructions
of VCA.

Another open problem is related to finding lower bounds on the number of rows of
variable CFF's, which depends on the coverage parameter S. One approach to measuring
it may be to explore the properties of the hypergraph that defines the coverage in the
variable CFF definition (Definition 2.5.1). Details on how this bound can be computed
remain an open problem.

Q9. Compute lower and upper bounds on variable CFFs.

If a problem can be solved using both variable CFFs and traditional CFF's, the use of
variable CFFs in these scenarios may imply solutions with a smaller ¢, since it does not
require all subsets of the CFF to have the very same property. Results on lower and upper
bounds can help us properly measure this. From these bounds we may be able to prove
that ¢(S,,n) < t(d,n) for an S, that allows us to identify up to d modifications of specific
types. In general, we believe that variable CFFs may lead to interesting future research
and applications.
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