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Abstract

The past few years have witnessed a rapid emergence of large-scale, geographically dis-
persed, clouds offering in the form of an Infrastructure-as-a-Service (IaaS). The adoption
of these services requires the deployment of new networking technologies. This in turn,
ensures the performance of the offered cloud services. Network virtualization has been
proposed as a key attribute of the future inter-networking paradigm, providing efficient
resource management solutions. Among the challenges that need yet to be addressed
is the necessity to provide dynamic quality differentiated network services. In addi-
tion, it is required to guarantee the availability of network resources in response to
workload fluctuations. Finally, it is necessary to periodically re-optimize the resource
provisioning to be able to provide efficient resource utilization. These challenges are the
motivation behind this work which aimed at developing a novel adaptive resource man-
agement model based on network virtualization. First, the proposed work describes a
novel Virtual-Network-as-a-Service (VNaaS) model offering differentiated network-aware
cloud services, resulting in a guarantee for the quality of the offered applications. This is
achieved by enabling the cloud application providers to accurately express their dynamic
needs, demand constraints and their network latency tolerance. The proposed work also
enables the infrastructure provider to offer Elasticity-as-a-Service (EaaS) for the commu-
nication links by estimating and reserving the adequate pool of resources needed to fulfill
the network workload fluctuations. This EaaS is offered at differentiated levels according
to the hosted applications bandwidth-sensitivity. Finally, the proposed work employs
a novel network resource re-optimization technique. The latter efficiently performs re-
arrangement for the VN portions contributing to the fragmentation of the underlying
network. Simulation results demonstrate the effectiveness of the presented work and the

significant gains achieved in terms of better adaptive network resource management.
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Chapter 1

Introduction

1.1 Overview

The past few years have witnessed a rapid emergence of large-scale, geographically dis-
persed, public clouds offering various computational and networking resources in the
form of an Infrastructure-as-a-Service (IaaS) on a per-needed basis [7-9]. These public
clouds brought along opportunities for a wide range of novel distributed applications such
as algorithmic trading, Netflix’s video streaming, virtual enterprises, MapReduce-based
applications, Facebook’s social networking, and compute-intensive scientific experimen-
tations [10-13]. The adoption of these offerings is motivated by the fact that providers of
these applications need not to invest heavily in building their own infrastructures; rather,
they need only to pay for their resource needs according to their hosted applications’ de-
mands. Furthermore, the ability to rent resources that are distributed over multiple data
centers, dispersed in various geographic locations, effectively increased their applications’
reliability and provided them with the means to further decrease their end-users’ experi-
enced latency by placing the used resources closer to their end-users [7,14,15]. Therefore,
networking plays a crucial role in providing data communications within cloud data cen-
ters, as well as among data centers distributed at different locations [7,11,16,17].

To cope with this emergence, the deployment of new networking technologies becomes
indispensable since such highly distributed data environments have network require-
ments that clearly differ from those of general-purpose networks. For instance, band-

width/latency sensitive cloud-based applications (e.g., video streaming, algorithmic trad-
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ing, online gaming, etc.) require more than just a best-effort network in order to be able
to meet these applications requirements (e.g., experienced latency, throughput, etc.) [18].
However, due to the competitive objectives and the dissimilarity between the existing
multiple infrastructure providers, the employment of new networking technologies turns
into an impractical process [19-22]. As a result, network virtualization has been pro-
posed as a promising way to overcome the Internet ossification problem by facilitating
the introduction of architectural modifications to the current Internet [20]. In addition,
network virtualization is the key to the current and future success of cloud computing
due to its great contribution to the improvement of network utilization, the reduction of
deployment costs, and the maintenance of high standards of manageability, scalability,
and isolation [23].

The performance of cloud-based applications is dependent upon the efficient utilization
of the underlying networks resources. In addition, in many cases data communications
may become an obstacle that limits the performance of bandwidth/latency sensitive
cloud applications [16,24,25]. However, most cloud providers simply offer virtual com-
puting/storage resources with little communication guarantees, which may hurt the per-

formance of the deployed services.

Network virtualization allows the coexistence of multiple Virtual Networks (VNs)
over the same physical substrate. It enables multiple VN users (i.e., the Service Provider
(SP) who is renting computing, storage and network resources to offer its cloud-based
application) to rent the needed bandwidth by provisioning the network resources which
guarantee the quality of the offered services while minimizing the cost. The two main
participating entities in network virtualization (i.e., the infrastructure providers and the

VN users) are driven by different objectives. The infrastructure providers are trying to
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maximizing their profits, while the VN users aim at assuring the quality of their hosted
services while minimizing the cost subject to a pre-existing budget [26]. Unfortunately,
due to the various quality requirements of current cloud-based applications, the work-
loads fluctuations, and the fragmentation of the available and utilized network resources,
the problem of effectively provisioning the underlying network resources has became one
of the most challenging issues with respect to network virtualization resource manage-
ment, and in particular, in the field of cloud computing networking. In addition, network
resource pricing is another challenging issue that aims at maximizing the infrastructure

providers revenue while regulating the VN users’ demands.

The focus of this dissertation is to explore the benefits of network virtualization
with the goal of providing quality differentiated VN services which enable the dynamic
provisioning of network resources, while at the same time guaranteeing the service qual-
ity. Currently, most cloud-based services are hosted among dedicated Virtual Machines
(VMs) residing on physical servers that are dispersed throughout multiple data cen-
ters [11,17,27]. For this reason, consideration is given to the case of large-scale public
clouds that are geographically distributed. This is done in order to demonstrate how
the proposed techniques provide efficient data communication among dispersed data
centers (i.e., inter-data centers communications) [12,16,27,28]. However, most Cloud
Service Providers (CSPs) simply offer VMs without communication guarantees, and in
particular, the inter-data centers communications resulting in negatively affecting the
performance of the deployed services.

This chapter briefly discusses the network virtualization concept and some challenging
issues that arise in network virtualization resource management. Furthermore, an outline

is provided of the contribution of this work in comparison to current research literature.
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Finally, the organization of the remainder of the thesis is given.

1.2 Network Virtualization

Network Virtualization allows multiple VNs to coexist over the same physical infrastruc-
ture in a seamless manner. This results in the ossification problem being overcome and
solutions being provided for a wide range of networking challenges [19,29]. A network
virtualization environment can be defined as the network environment which enables the
deployment of multiple heterogeneous network architectures by sharing the same infras-
tructure resources. These physical infrastructure resources can be administered by one or
multiple infrastructure providers where the CSPs are decoupled from the infrastructure
providers! [29]. Each SP should be able to use an arbitrary network topology, routing or
forwarding functions as well as customized control protocols independent of the under-
lying physical network and other coexisting VNs [29].

An individual VN consists of a subset of the Substrate Network (SN) resources com-
posed from the virtual nodes and the virtual links. A virtual node can either be a virtual
host or a virtual router. A virtual host acts as a packet source or a sink and is never
located inside the network [29]. A virtual router acts as a router in the physical network.
Its main functionality is to forward packets according to the protocols of that virtual
network. Similarly, a virtual link is constructed by partitioning the interconnecting link
resources which may span over one or more connected physical links (i.e., a path in the
underlying physical topology).

The main objective of enabling multiple VNs to coexist together on a shared physical

SN is the flexibility with every aspect of networking. The resources needed to guarantee

IFor convenience, in this thesis, the 4sWARD Network Virtualization architecture [1,2] is adopted as
will be shown in chapter 2.
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the performance of the cloud-based application can be abstracted as a VN request [30].
The infrastructure providers try to efficiently allocate resources to each VN request to
ensure a high utilization of their SN resources. The VN embedding process involves
mapping virtual nodes/links to substrate nodes/paths [31], [32] in an efficient manner, in
order to ensure high and balanced utilization of the substrate network. Traditional VN
embedding approaches statically allocate a fixed share of bandwidth for each virtual link
as the basic mean for service quality guarantees [29]. While static allocation provides
an optimal performance for short-lived small VNs, it is inefficient and in many cases
may cause worse utilization and performance than existing network sharing techniques,
in particular, in the case of long-term cloud hosted applications [33].

A great challenge for VN embedding approaches is to dynamically provision the network
resources among hosted VNs to be able to adapt to the dynamic variations of the hosted
applications’ needs (e.g., [34] [35]). Moreover, with today’s advances in cloud applica-
tions, network virtualization should allow running multiple heterogeneous VNs which
are customized for different performance objectives. In the following sections, further
elaborations will be given to the motivation of using network virtualization and some
challenging issues that arise from the nature of current large-scale long-term distributed

cloud applications.

1.3 The Motivation for Using Network Virtualization

While the cloud-based applications have recently been receiving widespread attention,
a best-effort network delivery service is not the best for all purposes [19]. Typically,
applications such as algorithmic trading, Google Docs sharing, Netflix’s video streaming,
virtual enterprises, MapReduce applications, Facebook’s social networking and compute-

intensive scientific experimentations, have a strict Quality of Service (QoS) requirements



Introduction 6

and strongly depend on the performance of the underlying physical network [10-12]. The
unpredictability of the communication links leads to quality uncertainty for the hosted
services, which is unacceptable by most applications, especially for mission-critical ap-
plications. Nonetheless, due to the competition among the SPs, any slight reduction in
the quality of the hosted services results in a significant loss in revenue [28]. In addition,
the sharing of network resources among several collocated applications, without provid-
ing the appropriate isolation, adversely affects the quality of the provided services. For
instance, the unexpected workload fluctuation of one application may adversely affect
other applications sharing the same communication link. Thus, without performance
isolation, there is no protection against selfish, compromised and malicious users [36].
As a result, network virtualization techniques are employed to provide accurate network
resource allocation and performance isolation based on the contractual Service Level
Agreement (SLA). Any SLA violation incurs monetary penalties in order to guarantee
the required applications performance.

Several challenges arise concerning accurately provisioning the network resources based
on the applications time-varying needs while still maintaining differentiated service qual-
ities according to each applications sensitivity to network performance. First, current
solutions either randomly or statically provision the network resources , and both can
lead to inefficient resource utilization [37]. Even with some effort to dynamically provi-
sion the network resources among hosted VNs (e.g., [34] [35]), including those that target
cloud environments (e.g., Seawall [36] and NetShare [36,38,38]), there is still difficulty
in estimating the expected peak-traffic loads of each VN throughout its life-time. As a
result, VN users cannot control the quality, and in particular, the experienced latency,
of their hosted applications due to the unpredictability of the communication links. The

VN users need to be able to optimally decide and demand the appropriate VN resources
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and their quality levels according to the hosted application sensitivity. In addition, little
work has been proposed (e.g., [26]) to develop appropriate mechanisms that can help
VN users efficiently allocate their operating budgets with the goal of renting the right
amount of network resources according to their expected applications demands.

Another important observation is that the majority of existing virtualization techniques
do not take into consideration the nature of the hosted services when making the alloca-
tion decisions. Clearly, ultra latency-sensitive applications such as online gaming require
rigid resource allocation. However, other time-insensitive applications (e.g., VM image
distribution, movement of big data in the cloud, and offline laboratory experiments [39])
can tolerate some experienced network latency where the quality of the delivery network
is not critical to their performance, especially if this brings along a price reduction. Ad-
ditionally, in order to be able to have a strict QoS management, the employment of a
service monitoring mechanism is necessary to regulate the offerings and demands of the
hosted services. Furthermore, differentiated QoS requires an appropriate pricing mecha-
nism that reflects the actual market needs and efficiently regulates the network resources

demands on the differentiated QoS.

1.3.1 Virtual Network Demand Fluctuation

Long-term distributed cloud-based applications are characterized by a high degree of
workload fluctuation resulting in dynamic traffic needs [40-42]. This fluctuation is mainly
attributed to the nature of the offered services and/or other external events that may
result in incremental growth or sudden variation in popularity of who is using the hosted
service (e.g., releasing of a new movie, publishing of an article about a particular com-

pany on a highly visited news site, or popularity participating in a conference). A great
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challenge for VN provisioning techniques is to effectively provision the network resources
needed to ensure that the hosted applications meet their performance guarantees. Dy-
namic provisioning techniques are required in order to provide a continuous down- or
up-scaling of the amount of allocated resources with the goal of accurately reflecting
the time-varying dynamic needs of long-term cloud hosted applications [40-42]. Only
provisioning a fixed amount of bandwidth, for each time interval, is not sufficient since
it assumes that there is no workload fluctuation within this interval.

One of the significant characteristics that elevates the popularity of cloud-based appli-
cations is its Flasticity. Cloud elasticity provides the ability to dynamically allocate the
resources according to the dynamic application needs [43-46]. Nonetheless, little atten-
tion is paid to the elastic provisioning of network connectivity which highly affects the
performance of the VN and their hosted applications [47]. Therefore, the VN traffic load
varies significantly, stressing the need for a network elasticity service. This value-added
service allows the consumed network resources to be down- or up-scaled in a contin-
uous manner, according to the VN current load. Existing approaches are limited to
either provisioning unbounded network resources, or statically provisioning the expected
peak-traffic value. Both solutions lead to inefficient resource utilization [37]. Likewise,
under-provisioning is not acceptable since it results in performance degradation which
implies violating the SLA and incurring monetary penalties (e.g., [34] [35]). Nonetheless,
these techniques do not suggest a way that guarantees the availability of the network
resources in response to workload changes.

To overcome the aforementioned problems, a network resource management approach
is needed to be able to dynamically estimate and re-size the SN pool in order to guar-
antee the availability of network resources. This results in enabling the CSPs to offer

the promised network elasticity. In addition, this approach needs to offer differentiated
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elasticity levels according to the degree of bandwidth-sensitivity for the cloud-hosted

applications.

1.3.2 Substrate Network Fragmentation

Network virtualization techniques aim at efficiently allocating the underlying SN re-
sources to the hosted VNs. Unfortunately, over time, and due to the dynamic provision-
ing of network resources (i.e., up- or down-scaling of the amount of allocated resources)
and the initiation and termination of VNs, the available and utilized SN resources become
fragmented. SN fragmentation is conceptualized as the state in which the SN resources
are used inefficiently, resulting in adversely affecting the SN utilization, the VNs perfor-
mance and the effectiveness of the dynamic provisioning for future demands [48]. This
in turn, gradually degrades the performance of these network virtualization techniques
and prevents efficient dynamic provisioning for resources. On the one hand, inefficient
utilization of the SN increases the unavailability of network resources (i.e., increases the
rejection ratio of future VN requests), thus reducing the infrastructure providers revenue.
On the other hand, the unavailability of SN resources may result in selecting longer paths
during the dynamic provisioning or the embedding process of new VN requests which
in turn reducing the performance of the embedded VNs. In addition, the unavailability
of SN resources may prevent the embedding of VN requests. Thus, overcoming the SN
fragmentation problem would benefit both the infrastructure providers and the VN users.
To overcome the aforementioned problem, a number of SN re-optimization techniques
have been developed which mainly try to reconfigure the resource allocation, in either a
periodic or event-triggered manner (e.g., [32], [49], [50], [51], and [52] ). Such network

virtualization re-optimization techniques vary from either the reallocation of some vir-
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tual links while keeping the virtual nodes unchanged [50], or the reallocation of a single
virtual node at a time with its attached hanging virtual links [32]. Nonetheless, these
restrictions limit the enhancement in the utilization of the fragmented SN resources.
Thus, effectively detecting the congested VN portions and their topologies which need to
be re-allocated is not a trivial task. Moreover, the experienced service interruption time
during migration is another major challenge that most existing solutions do not take it
into consideration. However, this interruption is unacceptable for real-time and critical
applications and might result in the CSP paying penalties due to the SLA violation [53].
Thus, an efficient re-optimization technique must be equipped with a migration tech-
nique that reduces the migration cost. The majority of the existing techniques in the
literature focus on computing, storage and network elasticity within special topologies
(i.e., the network topology of the data centers) [36,38,54-56], with little attention to the
general networks that usually connect several data centers. Dynamically re-optimization

of the SN is needed to guarantee the availability of network resources whenever needed.

To sum up, existing techniques have certain limitations in the degree of flexibility
for the allowance of VN users to accurately express their dynamic differentiated service
quality needs, constraints, and tolerance to the network latency. Also, a number of
the dynamic approaches proposed in the literature have assumed that there is advanced
knowledge of a deterministic traffic load of the hosted VNs. A crucial issue that also
contributes to an extension of this problem is determination of a methodology providing
a pricing mechanism that efficiently regulates the VN users demands. This must occur
while at the same time stimulating the infrastructure provider to offer service differenti-

ation.
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1.4 Thesis Objectives

Recently, adaptive network resource management has received a great deal of attention,
and much progress has been made since the wide spread use of cloud-based applications
which have strict QoS requirements. This is particularly applicable to latency-sensitive
applications (e.g., online gaming, video streaming, algorithmic trading, etc). This section
presents the objectives of providing an adaptive network resource management model
that provide solutions to the aforementioned challenging issues. These include being
able to ensure the required performance of the cloud-based applications, despite the
dynamic demands of heterogeneous VNs (i.e., each VN may have a different degree of

latency/bandwidth-sensitivity).

To provide better large-scale cloud-based applications, SPs have to decide the amount
of network resources which maximize their utilities. Existing resource provisioning ap-
proaches require the SPs to deterministically estimate and reserve the exact amount of
bandwidth demand in the abstractions, which could be difficult and may result in inef-
ficient bandwidth provisioning (i.e., causing over- or under- provisioning problems) due
to the demand uncertainty [57-62]. Little work has been proposed (e.g., [44,59]) to find
an efficient provisioning approach which deals with the network demand uncertainty:.

In this thesis, a model is proposed to break down the network resources provisioning pro-
cess into two aspects, namely the contracted bandwidth and the required elasticity level.
Thus, the SP has to decide, for each time interval, the amount of bandwidth resources
which maximize its utility subject to pre-allocated budget constraints. Then, in order
to be able to cope with the time-varying workload fluctuation (i.e., the requested excess
of bandwidth over the originally contracted bandwidth) within each time interval, the

SP requires an elasticity level that probabilistically models the bandwidth demand un-
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Figure 1.1: An example of the two provisioning aspects

certainty. For example, considering the case of a Video on Demand (VoD) cloud-based
application, the SP has to decide for each time interval ( one week in this example)
the amount of network resources that maximizes its utility subject to the pre-allocated
budget constraints. The SP may change its utility function at each time interval to accu-
rately reflect the nature of its currently active cloud services. Accordingly, the requested
bandwidth amount may vary due to the release of new movies as shown by the blue
line in Fig. 1.1. In addition, the VoD SP requires an elasticity level which guarantee
the availability of network resources to fulfill the dynamic workload changes during the
week days and the weekends. This is shown by the red line in Fig. 1.1. The degree of

bandwidth availability differs according to the selected elasticity level.

The aforementioned limitations of current VN resource management approaches ex-
emplify a set of strong motivations for developing a novel adaptive VN resource man-
agement approaches which provide solutions to these challenging issues. This must be
carried out in order to ensure the required QoS of cloud-based applications despite their
differentiated dynamic needs. The proposed adaptive approaches must offer the VNs with

differentiated service quality guarantees, while providing the VN users the flexibility to
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accurately express their dynamic needs. Additionally, these approaches must guarantee
the availability of network resources to be able to deal with traffic workload fluctua-
tions. Finally, the proposed model should provide an efficient network re-optimization
technique equipped with an effective migration technique, guaranteeing the availability
of network resources whenever needed. It is also worth noting that the security issues

related to VN resource management approaches are not addressed in this thesis [63-66]

1.5 Dissertation Overview

This dissertation focuses on the issue of providing adaptive management of VNs. The
proposed model enables the VN users to accurately define their network needs by pro-
viding an easy model to present the differentiated service qualities, and in particular,
the service latency, for their hosted applications. The proposed model considers sev-
eral significant constraints that strongly affect the performance of the model. Also, the
complexity of the model is reduced by modeling the VN demands as a two-stage budget
allocation problem. To regulate the VN users demands, a dynamic pricing mechanism
is proposed based on Ramsey pricing. Moreover, the model ensures the availability of
network resources to overcome the bandwidth demand uncertainty. In order to ensure
resource availability, an Elasticity-as-a-Service (EaaS) approach is proposed which esti-
mates and reserves the optimal pool of network resources needed to fulfill the expected
fluctuation of the virtual links. In order to benefit from the above approaches, the
underlying physical network should be periodically re-optimized to ensure its efficient

utilization. The objectives of the presented research work can be summarized as follows:

e Provide quality differentiated VNN service model: to be able to accurately

reflect the actual VN differentiated dynamic networking needs and to map the VN



Introduction 14

requirements to multiple differentiated service qualities.

e Maximize the welfare of both the infrastructure provider and VN user:
to prevent the infrastructure provider monopoly of prices by maximizing the welfare

of both participating entities.

e Increase SN wutilization: to be able to fulfill the VN dynamic fluctuations and
to increase the acceptance ratio of future VN requests, by overcoming the SN

fragmentation problem.

e VN Elasticity: to guarantee the availability of network resources in response to

workload changes.

1.6 Summary of Contributions

The goal of this thesis is to design a new model for adaptive VN resource management.

The major contributions of this proposal can be summarized as follows:

e Differentiated Virtual-Network as-a Service [67]
In this research, a new Virtual-Network-as-a-Service (VNaaS) model is proposed
that allows the infrastructure provider to offer differentiated network-aware VN
services to its users (i.e., cloud based SPs). In this model, each virtual link in the
VN is split into a number of virtual pipes, each with a specific expected latency and
a corresponding differentiated price. Also, the VN dynamic demand for a VNaaS
is formulated as an optimization problem in which the VN user seeks to request
the optimal bandwidth resources for each virtual pipe. This is carried out in order
to maximize the VN user’s utility obtained from providing the hosted service, sub-
ject to the VNaaS pre-allocated budget constraints. Then an analysis is given to

demonstrate how the complexity of this problem can be reduced, by posing it as
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a two-stage budget allocation problem. For the first-stage budgeting, a closed for-
mulation is derived to calculate an optimal price index and an effective bandwidth
for each virtual link in the VN. In the second stage, the obtained effective band-
width vector and price indices are employed to derive a formulation to extend the
solution of the original problem to include additional internal routing constraints
resulting from servicing their own end-users. Finally, a novel Ramsey-based [68]
latency-aware network resource pricing mechanism is proposed to efficiently regu-
late the VN users demands while giving the infrastructure provider an incentive to
offer service differentiation. The proposed mechanism employs dynamic network

resource pricing to regulate the demand of incoming VNaaS requests.

e Modeling and Pricing VN Elasticity-as-a-Service [69]
First, an efficient approach is developed that enables the infrastructure provider to
estimate and reserve the optimal pool of network resources needed to fulfill the de-
mands imposed by the network workload fluctuations of applications subscribing to
the VN EaaS. This approach allows the infrastructure provider to offer communi-
cation EaaS at differentiated levels based on the degree of bandwidth-sensitivity of
the hosted applications. In order to capture the inter-data centers network activity
of hosted applications, their workloads are modeled in this work using Markovian
modeling. Also, a novel dynamic pricing mechanism for network EaaS offerings is
implemented that can be employed to maximize the expected long-term revenue,

and to regulate network elastic demands.

e Substrate Network re-optimization via Live VN Migration [70]

An efficient technique is developed for the selection and re-allocation of VN portions
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that are contributing to the fragmentation problem of the underlying substrate net-
work. The technique takes into consideration the trade-off between the benefit from
increasing the SN utilization and the cost incurred by the VN migration. Also, a
novel VN live migration technique is presented that significantly reduces the service

interruption time during migration.

1.7 Organization of the Thesis

The remainder of the this thesis is organized into the following chapters. Chapter 2
presents some of the related work that forms the background history of this research and
presents state-of-the-art research that is currently adopted. Some of the issues addressed
by various research groups and the limitations of their work are identified. Chapter 3
outlines the design of the proposed differentiated service qualities VNaaS model. Chapter
4 presents a novel VN resource management approach that enables the offering of network
EaaS by estimating the required bandwidth pool in order to guarantee the availability
of network resources whenever needed. Chapter 5 presents an efficient technique to
overcome the SN fragmentation problem. Chapter 6 summarizes the research work and

presented contributions, and discusses direction for future research.



Chapter 2

Background

In recent years, there has been an increasing interest in developing new technologies for
the sake of improving the Internet services, and in particular, Cloud computing services.
A great challenge for guaranteeing the performance of the hosted cloud applications is to
employ efficient networking that plays a crucial role in providing data communications
within cloud data centers, as well as among data centers distributed at different loca-
tions. Network virtualization has been proposed as a promising way to provide efficient
network resource management. However, the underlying concept of virtualization is not
absolutely new as verious related concepts were introduced few decades ago. During
this period, some concepts were successfully adopted by industrial applications such as
Virtual Local Area Networks (VLANSs), Virtual Private Networks (VPNs) and Overlay
Networks [22].

This chapter presents a background overview of the main concepts of network virtu-
alization and other related concepts, aiming at providing the fundamental conceptual
differences between them. This thesis builds and extends upon network virtualization
technology to provide an effective adaptive VN resource management solution. In ad-
dition, the network virtualization business model, players and system architecture are
introduced. Finally, this chapter provides the readers with an overview of the state of
the art active research initiatives in the areas of dynamic VN resource management and

SN re-optimization techniques.

17
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2.1 Evolution of Virtualization Concepts

The past thirty years have seen increasingly rapid advances in the field of computer
networking. The term virtual networks was already introduced in late 1980’s as a so-
lution to reduce the complexity and to minimize the cost of large-scale communication
networks [71-73]. These objectives are met through the logically partitioning of large
communication networks into smaller networks. Afterward, with the enormous growth
of the Internet, several attempts have been made to develop the concept of the co-
existence of several logically separated networks on a shared SN. From these technolo-
gies, VLANSs [74], VPNs [75,76] and Virtual Private LAN Services (VPLSs) [77] were
widely accepted by the industrial community as successful virtual network technologies
to achieve logical separation among communication links that co-exist over the same
physical SN. Extending the functionalities of the substrate internet is a distinguishable
characteristic of all those technologies, even though they were introduced aiming diverse

objectives [21,22].

2.1.1 Virtual Local Area Network (VLAN)

A VLAN is a group of end stations on one or more Local Area Networks (LANs) that
are configured to communicate with each other, regardless of their physical location.
These end stations are considered logically connected to the same network while, in
fact, they are located on a number of different LAN. VLANs enable the creation of
several logical networks hosted among a single physical LAN or even more than one
LAN by logically combining several physical LANs to appear as a single LAN. VLANSs
are usually associated with Internet Protocol (IP) subnetworks (i.e., all the end stations

in a particular IP subnet belong to the same VLAN) [78].
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2.1.2 Virtual Private Network (VPN)

A VPN is a logical private network that is built by using shared or public networks,
such as the Internet [76]. VPN enables private communication among remote sites or
users as if they are directly connected [75]. VPN uses virtual connections hosted over the
internet from a private network to a remote site. These virtual connections are secured
through the use of dedicated connections [79], virtual tunneling protocols [80], or traffic
encryption. VPN can be implemented through virtualization into layer 1 VPN, Layer
2 VPN, Layer 3 VPN and/or higher layer VPNs according to the protocols used in the
data plane. To be able to provide VPN at higher layers, encryption protocols should be
applied [81]. However, VPNs have some limitations that make them unsuitable for every
situation. Employing the tunneling technique in VPNs imposes constraints when deploy-
ing network services, since it only offers a short-term ad-hoc solution instead of providing
long-term global solutions. Lack of control over the availability and performance is an-
other significant disadvantage in VPNs. In addition, link speed usually becomes slower
due to the high processing required to perform the encryption needed to maintain the

valuable VPN security [82].

2.1.3 Network Overlaying

One of the widely discussed network concepts that addresses the Internet ossification
problem is network overlaying. There is no need for any modification at the underlying
network core since network overlaying can be deployed at the application layer. More-
over, network overlaying enables the implementation of routing and traffic management
techniques, tailored to execute application services on top of the underlying wide area
networks [83,84]. Modern overlays run on top of the internet infrastructure, building

application layer networks and managed packets by routing algorithms specified by the
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overlay network designers. Thus, new functionalities and new services can be deployed
instantly using overlay networks without the necessity of reconfiguring routers and hard-
ware upgrades which usually use a massive amount of resources. In other words, network
overlaying deploys new software on top of the existing ones without the need of deploy-
ing either new equipment nor modifying the existing routing protocols or networking
software. Another advantage of network overlaying is its flexibility to choose where to
place the overlay nodes, also, network overlaying combines both; packet switching and
circuit switching advantages. In addition, overlay networks can dynamically adjust to
overcome congestion by selecting the uncrowded network routes [83]. However, despite
those advantages, there is a notable overhead costs associated with overlay path selection,
path splitting, additional redundancy requirements and additional security requirements
which demand a significant level of processing overhead. For these reasons, network

overlaying is not widely recognized as a valuable solution for Internet ossification.

2.2 Network Virtualization

Network Virtualization allows multiple VNs to coexist over the same physical infrastruc-
ture in a seamless manner, resulting in overcoming the ossification of the Internet and
providing solutions to a wide range of networking challenges [23,29]. According to [29],
network virtualization can be defined as the network environment which enables the de-
ployment of multiple heterogeneous network architectures provided from different SPs.
This can be done by sharing the same infrastructure resources through the abstraction
of the logical layer above the physical resource. In other words, network virtualization
allows the sharing of physical resources, although each VN operates in isolation from
other collocated VNs. Network Virtualization separates services from the substrate in-

frastructure by introducing two new business entities: SP and Infrastructure Provider.
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Infrastructure providers try to efficiently allocate a portion from their physical resources
to each VN to ensure a high utilization of their SN resources. SP uses the VN to offer
its end-to-end services to end users.

Virtual node is a logical entity, constructed by partitioning the resources of substrate
network equipment (e.g. router), such as processing power and memory . The virtual
node is capable of controlling the allocated subset of resources independently, which
guarantees the isolation from other coexisting virtual nodes in the same substrate node.
Similarly, a virtual link is constructed by partitioning interconnecting link resources such
as bandwidth and guaranteeing the isolation from coexisting logical links, to function in-
dependently [19-22,85]. A VN is a set of virtual nodes interconnected by virtual links.
Any substrate node can host multiple virtual nodes belonging to one or more virtual
networks. In other words, a particular substrate node may be hosting no or any number
of virtual nodes based on location processing and node constraints, as defined by the Vir-
tual Network Provider (VNP). Similarly, a virtual link can span over multiple substrate
links when it requires interconnecting virtual nodes hosted by non-neighboring substrate

nodes.

2.2.1 Virtual Network Business Model

In network virtualization, more than one separated role exists to achieve high flexibility
and enhance the management and assist defining roles of each player and their inter-
actions [86,87]. The principal actors in current Internet are the SPs and the Internet
Service Providers (ISPs). An ISP owns and manages an underlying physical infrastruc-
ture. In addition, the ISP offers customers access to the Internet by relying on its own
infrastructure, by renting infrastructure from someone, or by any combination of the two

(e.g., provides bit-pipes and end-to-end connectivity to end-users [87]). In other words,
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Figure 2.1: Main roles in traditional business models [1,2]

ISPs provide a connectivity service, very often on their own infrastructure, even if they
also lease part of that infrastructure to other ISPs, as shown by Fig. 2.1. The SPs offer
application, data and content services to end-users. However, the distinction between
these roles has often been hidden inside a single company. The ISP that is responsible
for day-to-day operation of the network is rarely the one that is planning and specifying
the evolution of the network.

A new level of abstraction is introduced to consider network virtualization that enables
the concurrent existence of several, potentially service-tailored, networks. This leads to
the redefinition of existing roles as well as the addition of new business roles. However,
these business roles do not necessarily need to be handled by distinct business entities.
Any business entity can perform one or more of these roles. The purpose behind the
introduction of these roles is to minimize the associated costs of maintaining physical
resources. The 4WARD [1,2] network virtualization business model defines four major

business roles as shown by Fig. 2.2:
e Physical Infrastructure Provider,
e Virtual Network Provider (VNP),
e Virtual Network Operator (VNO),

e Service Provider (SP).
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[Infrastructure Provider] [ Infrastructure Provider J [Infrastructure Provider]

Figure 2.2: Main roles in Network virtualization business models [1, 2]

According to the 4WARD model, the Physical Infrastructure Provider owns and man-
ages the physical infrastructure (i.e., the SN), and provides wholesale of raw bit and
processing services (i.e., slices), which support network virtualization. The VNP is re-
sponsible for assembling virtual resources from one or multiple physical infrastructure
providers into a virtual topology. The Virtual Network Operator (VNO) is responsible
for the installation and operation of a VN over the virtual topology provided by the VNP
according to the needs of the SP, and thus realizes a tailored connectivity service. The
SP uses the VN to offer its service. This can be a value-added service and then the SP
acts as an application service provider or a transport service with the SP acting as a

network service provider.

The composition of the underlying network is transparent to VN users who deploy
services, using the VNs deployed on top of the virtualization layer. Here, the VN users
in the virtualization business model are similar to the application service providers in
the current internet architecture. The only difference is they experience more flexibility

and availability when choosing node locations to deploy their services. By acquiring VN
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services from VNP, application service providers play the role of end user in the business
model and VNP plays the role of the service provider. In a single VNP scenario, VN
users see only one virtualization business layer maintained by a VN provider who provides
single VN that can be configured according to their service requirements. Hence, a VN
user such as a video streaming service provider (e.g., Internet Protocol TV (IPTV)) who
wants to extend its services to a remote area, only needs to negotiate with the VNP
for specific hardware resources required for those service extension. The VNP will then
communicate with the physical infrastructure providers to obtain the required resources.
The physical infrastructure providers need to enable the creation of virtual nodes and
links over their available resources and provide them to the VNP. The VNP will create
the VN slice which is a lifeless set of virtual resources as requested by the VN User.
The VN Users will deploy customized protocols by programming the allocated network
resources with the aim of obtaining an end-to-end connectivity to provide the desired
customers’ services (e.g., end-users of the IPTV service). In certain circumstances such
as when the system consists of multiple users, multiple VNPs and multiple physical
infrastructure providers, a broker can play a vital role in the system by matching the
VN users requirements with the VNP and the infrastructure providers services [88].
The previously mentioned business roles can be performed by the main actors in cloud
computing, with the goal of employing network virtualization techniques in order to
provide efficient network resource management. Fig. 2.3 shows the mapping between
the main business roles in the Network virtualization model and Cloud environment.
Throughout this thesis, each corresponding actors may be used interchangeably.
An Illustrative Example
Two possibly heterogeneous virtual networks, VNI and VN2, created by two service

providers SPI1 and SP2, respectively, are presented in Fig. 2.4. SP1 composed VNI on
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Figure 2.3: The mapping between the main business roles in the Network virtualization
model and Cloud environment.

top of the substrate resources managed by two different infrastructure providers InP1 and
InP2, and provide end-to-end services to the end users U2 and U3. SP2, on the other
hand, deploying its virtual network VN2 by combining resources from infrastructure
provider InP1, with a child VN from service provider SPI. End users Ul and U3 are
connected through VN2. The owner of a VN is free to implement any end-to-end services
by selecting custom packet formats, routing protocols, forwarding mechanisms, as well

as control and management planes.

2.2.2 Virtual Network Architecture

Network virtualization introduces the new virtualization layer which decouples the role
of the traditional network service provider to VNP and infrastructure provider. The
virtualization layer is managed by the VNP which lease resources from one or multiple
infrastructure providers, to construct VN slices based on the VN user’s requirements.
This happens in order to deploy VNs to end-to-end connectivity and custom network

solutions to the VN users. The major architectural characteristic of these VNs is the
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Figure 2.4: Network Virtualization roles example [1,2]

coexistence, which allows multiple heterogeneous VNs deployed by the same or differ-
ent VNPs to be executed simultaneously, yet isolated. In addition, the deployed VNs
perform their networking functions on a shared substrate composed of multiple infras-
tructure providers. As an example, Fig. 2.5 shows coexistence of VNIand VN2 that
are deployed by the same VNP, on top of the physical resources of InPI1 and InP2. The
explaination for this is because each VN is a collection of virtual nodes and a set of

virtual links that connect virtual nodes.

Virtual nodes are constructed by partitioning the processing power, memory and
other node resources in pre-defined proportions from physical network devices such as
routers. Two virtual nodes that coexist in the same physical node do not have shared
memory, shared registers or any other association, unless they are connected by a virtual
link. As an example, in Fig. 2.5, two virtual nodes p; and p, which respectively belong
to VNI and VN2 coexist on the same physical node P, with complete logical isolation

between each other. If one virtual node is attacked, compromised or move to an unstable



Background 27

Networks of
-
s e M
C; M
P1
> qQz2 N2
a p,
VN Slices of
? 3 S :
[ : ‘ VN2
‘ [ ‘
Networks of ----------------- """""""" D & I S
InPs ; : _@ : —
| =B 5 B | 3 & v
i c ‘
k& INP1_Network InP2 Network

Figure 2.5: High-level Architecture of Network Virtualization

state (i.e., its queue becomes full), it should not affect the other virtual nodes residing on
the same physical node. On the other hand, virtual links are constructed by partitioning
the bandwidth and other link resources in defined proportions from physical wired or
wireless network links. Similar to virtual nodes, two virtual links coexisting in the same
physical link should not have any interactions or interferences from each other. A virtual
link can span over more than one physical link to connect virtual nodes that are not
located in neighboring physical nodes. Let (x-y) represents the link between nodes x
and y. According to Fig. 2.5, the virtual link (r-d;) spans over physical links (R-P)
and (P-D) and virtual link (as-¢2) uses (A-B), (B-D), (D-P) and (P-Q) substrate links
to connect virtual nodes as and ¢o in VN2. Also multiple virtual links either from the
same VN or from different VNs, can use bandwidth and other link resources of the same
physical links such as virtual links (d;-r1) and (¢;-p1) of VNI and (ag-ps) and (as-¢2)

of VN2. These links operate in inter substrate link (D-P) simultaneously to achieve
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end-to-end connectivity. Underlying substrate network can be composed of networks
owned by different Infrastructure providers (physical network owners). These physical
infrastructure providers can offer network resources such as processing power, memory
and bandwidth from selected network equipments. These providers can keep core network
equipment and critical topology information hidden from the VNPs in order to achieve
traffic engineering and network security requirements. As an example, router B of InP1
in Fig. 2.5 is not revealed to the VNP and hence, the VNP does not have the actual

topology information of InP1.

2.3 Network Virtualization Techniques

In this section, a brief overview about network virtualization embedding and re-optimization
techniques is presented. Also, an overview is provided of the state of the art active re-
search that employed network virtualization techniques in the context of cloud comput-

ing, and in particular, data centers communications.

2.3.1 Embedding Approaches

The authors in [89] proposed a resource allocation scheme for the Virtual Network Re-
source Management System (VNRMS). Physical resources are projected onto the virtual
domain to allow logical operations. Once a root VN is established, a process called
spawning allows a number of child VNs to be generated. The proposal is based on the
solution to the Multi Commodity Flow (MCF) problem [90]. The authors in [91] pro-
posed a VN embedding algorithm by relaxing the Mixed Integer Linear Programming
(MILP) model by introducing a stronger correlation between the node mapping and the
link mapping phases. In other words, the mapping of the virtual nodes to the substrate

nodes is performed in a way that facilitates the mapping of virtual links to the physical
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paths in the following phase by introducing the meta-nodes to the substrate graph. The
primary objective is to enhance the mapping process in order to increase the acceptance
ratio and hence the revenue. The authors in [50] proposed a VN embedding technique
which enables path splitting and path migration algorithms. First, the proposed algo-
rithm uses a greedy approach to assign the nodes by sorting the VN requests based on
their potential revenues, and then processes them in order of priority. For each virtual
node, candidate substrate nodes are determined based on the available resources and its
requirements. At the final step, for each virtual node, the substrate node with the max-
imum available resources, is allocated. For link mapping, node-mapped VN requests are
sorted, prioritized and processed in the same way. For each virtual link, the k-shortest
paths are computed [92], and the bandwidth requirements are considered. If none of
the paths are able to satisfy the bandwidth requirement, the request will be put in a
queue for future processing. Mapping of each virtual path exclusively to a single sub-
strate path results in inefficient bandwidth allocation. Making physical paths shared by
different virtual links improves resource use and provides more exibility and granularity
in processing. Under flexible virtual link splitting over multiple physical paths [33,93],
link mapping can be reduced to a MCF problem [90]. The traffic ratio among the phys-
ical paths is known as the splitting ratio. Node remapping facilitates the path splitting

process.

In [94], the authors proposed a topology-based technique (i.e., a family of backbone-
star substrate network topologies with traffic constraints). The proposed technique first
selects an arbitrary mapping of backbone nodes, then connects each access node to the
nearest backbone node and computes the shortest paths [92] between backbone nodes

and access nodes. Then the proposed technique determines each link’s capacities for
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traffic constraints using maximum flow computations, and finally, searches an alterna-
tive backbone node mapping with the same VN topology and link capacities. The main
objective is to minimize the VN configuration cost which is modeled as a Mixed Integer
Quadratic Programming (MIQP) problem. The authors in [95] proposed an approach
that overcomes the VN bandwidth allocation bottleneck problem. A bottleneck occurs
when the bandwidth required from a physical link exceeds the bandwidth actually avail-
able. A virtual link becomes a bottleneck when it does not have its required bandwidth,
and a VN is bottlenecked when one or more of its virtual links is bottlenecked. Two types
of connections are possible: restricted and unrestricted. A connection is restricted when
the maximum bandwidth requirement of the current link is limited by that of a previous
link. A connection is unrestricted when the maximum bandwidth requirement is limited
by the current link. The fair allocation mechanism first proposes an equal bandwidth
distribution among links. However, equal distribution can cause bottleneck situations
when too much bandwidth is allocated to restricted connections. To prevent this, the
allocation mechanism is modified to distribute the bandwidth based on the connection
type. First, restricted connections are allocated bandwidth based on their requirements
and then the remaining bandwidth is equally distributed among unrestricted connec-
tions. In [96], the embedding process is modeled as a MCF problem to the VN links (the
embedding of virtual nodes is not considered). To avoid bottlenecks, a traffic predictor is
integrated into the MCF solver in order to predict traffic forecast on the most congested
physical link (the bottleneck) and allocate bandwidth based on that prediction. Traffic
forecast is made with the assumption of the Poisson process traffic pattern. This as-
sumption is made for simplicity and it does not reflect necessarily the real traffic pattern

in the network virtualization environment.
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The authors in [97] proposed an overbooking scheme according to SLA that deter-
mines the desired level of availability. Two levels of availability are defined: full avail-
ability of requested resources and limited availability (i.e., at least a certain share of
required resources is guaranteed). The second level determines the reduction of allo-
cated resources. In this context, authors focus on the gain borderline which represents
the possibility of accommodating one extra user beyond the pre-determined allocation
without violating the SLA. In [98], a resource embedding scheme is proposed. The idea
is to place virtual nodes as close as possible in the physical network. A k-shortest paths
algorithm [92] is used to find paths between each pair of nodes. The impact of varying
k for k-shortest paths on different substrate networks is analyzed. To embed a new VN,
virtual nodes with bigger resource requirements are mapped first. This is to ensure that,
if the substrate network cannot satisfy the demand of the incoming VN request, the pro-
cess stops without wasting more time on demands from other virtual nodes. The authors
in [99] proposed a bandwidth allocation scheme based on game theory. They assume
one infrastructure provider and several SPs compete on its bandwidth resources. The
problem of resource allocation is expressed as a non-cooperative game model based on
Nash Equilibrium. To find Nash Equilibrium, an iterative algorithm is proposed. Using
a very simple scenario (a physical topology containing two nodes and two links), the

authors show the convergence property of their proposal.

The authors in [100] proposed a VN embedding technique based on the concept of
Subgraph isomorphism detection. Subgraph isomorphism detection between two graphs
G and H consists of determining whether G contains a subgraph isomorphic to H which
is an NP-complete problem [101]. In [102], the authors addressed the case when one

VNP traded with multiple infrastructure providers. The resource allocation process is
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divided into resource matching, embedding and binding. Several heuristic approaches are
proposed [103,104] for the VN embedding problem. The Ford-Fulkerson algorithm [103]
is used to resolve the problem in case the cost of allocating a virtual link, from a peering
link, is always bigger than the cost of allocating a virtual link from the same infrastruc-

ture provider.

The authors in [104] proposed a heuristic VN embedding technique by introducing
the concept of hidden hops. This concept refers to the fact that intermediate nodes used
to embed a virtual link (on a physical path) will require a non-negligible amount of CPU
resources to configure virtual interfaces and to forward corresponding data. Hence, this

CPU demand should be taken into account when performing virtual network embedding.

2.3.2 Virtual Network Re-optimization Techniques

The main focus of the network virtualization literature has been directed towards the VN
embedding and resource discovery (e.g., [50,51,89,91,94-100, 105-107]). Also, efficient
re-optimization techniques for the optimal use of the physical network resources are
proposed. For example, Papagianni et al. [108] proposed a method for efficient mapping
of VNs onto a shared substrate, interconnecting previously isolated islands of computing
resources. The proposed mapping technique aims at minimizing the overall number
of hops serving a virtual link. Periodic re-optimization of the bandwidth allocation
of congested physical links is carried-out in [50] to redistribute the network resources
among virtual links. In this work, virtual link migration and path-splitting percentages
are used to reconfigure the VN’s use of the physical resources. An alternative substrate
path is selected by performing updated path-splitting percentages for the virtual links to

increase the utilization of the substrate network. This technique focuses on re-optimizing
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substrate network resources by migrating only the virtual links.

Y. Zhu et al. [51] proposed a periodic VN reconfiguration technique which selects a
set of VNs, and re-allocates these whole VN topologies. The candidate VNs are marked
for re-allocation if they are already embedded over an overloaded physical node or link.

In [49], the authors proposed a self-organizing virtual node reallocation scheme to
manage the physical resources, with the goal of reducing the length of the paths serving
the virtual links. Using heuristics and considering local information, distributed virtual
managers detect congested virtual links and decide which virtual nodes have to migrate
to new particular substrate nodes. The main objective of this technique is to reduce the
length of the substrate path by migrating and hosting virtual nodes over virtual pipes.
Rather than migrating virtual links, Fajjari et al. [48] proposed a greedy approach for
reallocating star components within individual VNs with the objective of freeing phys-
ical resources whenever a new VN request is rejected. As will be shown in chapter 5,
a technique is proposed that identifies congested VNs portions that are contributing to
the fragmentation of the substrate resources, then re-allocates these portions into other
underutilized resources. N. Butt et al. [52] presented a technique to differentiate among
substrate resources based on their importance. Also, the authors proposed a reactive
approach to detect and fix the bottleneck resources by freeing up some capacity on the
nodes/links which cause VN request rejection (re-optimization is invoked whenever a VN
request gets rejected). 1. Fajjari at al. [32] proposed a greedy approach for virtual net-
work reconfigurations by migrating a set of star moving candidates in order to minimize

the number of congested substrate links, each time a VN request is rejected.

Reallocating congested VN portions aims to minimize the data centers’ network frag-

mentation problem and leaves room for future VN requests. In general, while com-



Background 34

plementary to the proposed work, the aforementioned approaches focus mostly on the

efficient utilization of the physical network rather than on enhancing the performance of

the hosted VNs.

2.3.3 Dynamic Virtual Network Resource Management

Another significant research effort focuses on the dynamic provisioning of network re-
sources to accurately reflect the time-varying dynamic needs of the hosted applications
and to provide efficiency resource allocation. He et al. [33] proposed DaVinci, an adap-
tive VN resource allocation framework where the virtualized resources are dynamically
adapted based on the CSPs’ knowledge of the VNs performance objectives. Fajjari et
al. [109] proposed a dynamic adaptive VN resource allocation approach named Adaptive-
VNE. This approach utilizes the unused bandwidth in order to be reassigned to incoming
virtual network requests according to the occupancy rate of the embedded virtual links.
Zhou et al. [99] proposed a dynamic VN allocation scheme that allocates the bandwidth
among multiple VNs based on their payoff function. Each payoff function is composed
of three parts; a utility function, a pricing function and a congestion function. However,
this scheme focuses mainly on the interaction between the infrastructure providers and
the SPs. In [96], the authors proposed using MCF solver to embed virtual links based
on an periodical traffic prediction to adjust the links’ bandwidth allocation with the
largest occupation. In [95], the authors proposed an adaptive bandwidth allocation to
avoid bottleneck substrate links. First, the proposed algorithm allocates bandwidth to
restricted connections based on their requirements. Then the remaining bandwidth is

distributed equally among unrestricted connections.
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In [110] the authors proposed a dynamic resource reconfiguration approach to achieve
high resource utilization and to increase the infrastructure providers’ income. The pro-
posed VNR-GA approach handles dynamic VN users’ needs and adapts the VN resources
according to the applications’ requirements. The approach is based on Genetic meta-
heuristic and applies resources migration techniques to reallocate the resource of already
instantiated VNs. In [111], a new dynamic VN model is proposed that determines the
users’ current demands based on their utility functions. Accordingly, the VN users de-
termine their requested resources based on a time-of-use pricing. However, these two

approaches do not explicitly provide any service guarantees.

2.4 Resource Allocation in Data Center Networks

In the previous sections, a review has been conduced of network virtualization techniques
that are used for general networks. In this particular section, a review is made of some of
the presented network virtualization approaches that are employed in cloud computing

environments.

2.4.1 Data Center Networks Virtualization

Current research efforts focus on intra-data center networks and employ virtualization
to provide bandwidth sharing between single data center tenants (cloud services). For
example, Guo et al. [54] proposed SecondNet, a low time-complexity heuristics-based
algorithm that allocates a data center VN using clustered neighboring servers. Current
demands are met by increasing or decreasing the bandwidth reservation along existing

paths, or through migrating virtual links to new paths. The bandwidth guarantees are
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provided under the assumption that each data center’s structure is known in advance
and is managed by a single entity. As a result, its performance strongly depends on
the topology of the physical network [61]. Similarly, Rodrigues et al. [55] proposed
GateKeeper, which provides QoS guarantees and high bandwidth utilization among vir-
tual links while achieving high bandwidth utilization of the network. To ensure high
bandwidth utilization, GateKeeper sets two bandwidth rates for each virtual link (i.e.,
minimum guaranteed rate and maximum allowed rate). According to the level of conges-
tion of the network, the sender may control its traffic rate. Unfortunately, Gatekeeper
does not consider other QoS properties apart from bandwidth and it lacks maturity.
Benson et al. [56] proposed CloudNaaS, a framework that supports the deployment and
management of cloud enterprise applications. The architecture supports both best-effort
and bandwidth reservation based services among VMs. Nonetheless, the increase in the
number of paths with bandwidth reservation may lead to congestion/starvation of other
services, in addition to an inefficient network utilization. Another bandwidth allocation
technique, termed Seawall [36], performs end-to-end proportional sharing of the network
resources according to an associated weight with each traffic source. This technique pro-

vides bandwidth isolation using congestion-controlled tunnels implemented in hosts.

Similarly, Lam et al. [38] proposed Netshare, a statistical multiplexing mechanism
that proportionally allocates bandwidth for the tenants. Unlike Seawall, Netshare shares
link bandwidth among tenants rather than sender virtual machines to provide a fair allo-
cation among different services. Unfortunately, this approach can not be deployed using
any switches, due to the requirement of special features enabled by Fulcrum switches.
Moreover, using the fairness mechanism excludes providing bandwidth guarantees. The

PortLand approach [112] addresses the issues of VMs’ population scalability, migration
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and management. Its main limitations are a requirement for fat-tree multi-rooted phys-
ical topology and lack of bandwidth guarantees. The Oktopus approach [60] provides
performance guarantees and separate VN abstractions for tenants in tree-like physical
topologies. An extension to Oktopus is proposed by [113] where the tenant specifies
the corresponding bandwidth demand for each VM assuming that the bandwidth re-
quests from the VMs are heterogeneous. In [114], the authors proposed an architecture
of dynamic bandwidth allocation and guarantee on resource fairness, to provide network
performance isolation and protocol independent bandwidth guarantees. This approach
dynamically limits the rate of each flow at the network edge. The NetLord architec-
ture [115] relies on L.2-in-L3 encapsulation and provides good scalability, logical isolation
between tenants, low performance overheads, and centralized management. Unfortu-

nately, NetLord does not provide any bandwidth or QoS guarantees.

In general, the aforementioned approaches are not suitable for inter-data centers
communications. They also do not provide the VN users (i.e., SP) with the means to
accurately define their network resource demands. In addition, they do not focus on
mechanisms that relate the pricing of the VN service with the profit gained from these
active distributed cloud applications. Finally, a number of these approaches assume that

the CSP has full knowledge of the traffic patterns of the hosted cloud services in advance.

2.4.2 Data Center Network Elasticity

To date, the majority of the existing techniques in the literature that target elasticity
for the TaaS service model, focus on computing, storage, and network resources within
the same data center, with little attention to inter-data center network resources elastic-

ity. Several commercial and academic elasticity approaches offer elasticity features that
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can be categorized as either rule-based reactive approaches, or predictive approaches.
The former defines the set of actions that should be taken when one or multiple ob-
served parameters (e.g., CPU usage, network traffic, disk access) exceed/fall-behind a
pre-defined threshold. The latter adjusts the allocated resources based on the prediction
of future violations and workload forecasts. Auto-Scaling offered by Amazon Web Ser-
vices (AWS) [116] is based on a rule-based reactive approach that adds/releases cloud
instances based on monitored parameters. Lim et al. [117] proposed a rule-based reac-
tive approach where elasticity actions take place according to a target resource demand
range, rather than a single target value, to avoid resource thrashing (i.e., constantly

adding/releasing cloud instances).

Dawoud et al. [118] proposed a dynamic resource provisioning approach that aims at
minimizing the resources required to handle the future workload by following a linear
prediction approach that decides the next allocation based on the the last allocation and
consumption. Roy et al. [119] proposed a predictive approach for workload forecasting
that aims at minimizing the resource provisioning costs while guaranteeing the applica-
tion QoS. Gong et al. [42] proposed PRESS, a predictive elasticity scheme that is based
on resource demand patterns prediction through Fast Fourier Transform FFT, to min-
imize the unused resources while preventing Service Level Objectives (SLO) violations.
Sharma et al. [43] proposed Kingfisher, an elasticity provisioning approach that takes
into consideration workload fluctuation while trying to minimize the virtual resources
costs. Kingfisher computes the optimal resource provisioning based on the cost of mi-
grating and/or replicating VM instances, also considering the transition time to allocate

more resources.
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Rao et al. [40] proposed a self-tuning fuzzy control rule-based multi-objective resource
allocation approach that guarantees cloud applications QoS. Netflix is using Seryer [120],
a predictive auto-scaling engine to deliver the best Quality of Experience (QoE) to Netflix
customers. Scryer predicts upcoming workload based on two prediction algorithms,
namely, an augmented linear regression-based and an FFT based algorithms. Li et al. [41]
proposed a resource management approach that consider future demand fluctuations
while provisioning the physical machines and links capacities.

Research efforts that are related to data center network provisioning mainly focus on
intra-data center network by applying data center network virtualization. Guo et al. [54]
proposed SecondNet, a low time-complexity heuristics-based algorithm that allocates a
virtual data center using clustered neighboring servers. Current demands are met by
increasing or decreasing the bandwidth reservation along existing paths or through mi-
grating virtual links to new paths. Similarly, Rodrigues et al. [55] proposed GateKeeper
which provides guaranteed bandwidth among virtual links while achieving high band-
width utilization of the network. To ensure high bandwidth utilization, GateKeeper sets
two bandwidth rates for each virtual link (i.e., minimum guaranteed rate and maximum
allowed rate). According to the congestion level of the network, the sender may control

its traffic rate.

Benson et al. [56] proposed CloudNaaS, a framework that supports the deployment
and management of cloud enterprise applications. The architecture supports both best-
effort and bandwidth reservation based services among VMs. Nonetheless, the increase
in the number of paths with bandwidth reservation may lead to congestion/starvation
of other services , and inefficient network utilization. Another bandwidth allocation

technique, termed Seawall [36], performs end-to-end proportional sharing of the network
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resources according to an associated weight with each traffic source using congestion-
controlled tunnels. Similarly, Lam et al. [38] proposed Netshare, a statistical multiplex-

ing mechanism that proportionally allocates bandwidth for the tenants.

To date, a minimal research effort has addressed the problems of dynamic resource
provisioning of inter-data centers connectivity. One example is the work of Ajay et
al. [17] which proposed an architecture to enable the dynamic configuration of the inter-
data centers network by offering a bandwidth-on-demand service. Ghosh et al. [121]
suggested an inter-data centers traffic management design by optimizing the sending
rates and controlling the network routing, across multiple application traffic classes.
Carella el al. [122] proposed an elasticity engine that is based on brokerage of cloud
resources among multiple CSPs, in order to optimally allocate the cloud resources in
federated cloud environments. In general, the aforementioned approaches do not consider
the problem related to the availability of inter-data centers network resources and the
issue of accurately estimating the reserved pool size needed in order to provide network

elasticity.

2.4.3 Bandwidth Uncertainty

Few works consider the demand uncertainty of VN users and how to estimate the re-
served pool size needed to provide network Elasticity. In [123], the authors proposed an
approach that estimates how much bandwidth is required to be reserved in the case of
VoD provider. This approach predicts the demand statistics of VoD providers in the near
future based on demand history available from cloud monitoring services. The demands
of different VoD providers are mixed, based on anti-correlation and probabilistic band-

width guarantees which are sold to the VoD providers. In [58], the authors proposed that
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the SP simply needs to specify a percentage of its bandwidth demand to be served with
guaranteed performance. From the historical workload data, CSP can perform statistical
learning to predict SP demands and make bandwidth reservations. Divakaran et al. [59]
proposed a probabilistic model where bandwidth requirements are specified along with
some probabilities. The SPs have to perform a rough estimate of the bandwidth needs,

as well as, the duration of the request.

In [124], the authors proposed a bandwidth allocation approach that considers both
bandwidth-guarantee (BG) and time-guarantee (TG) requests. In addition, they pro-
posed the bandwidth demand as a function of time to reflect the time-varying bandwidth
demands. Yu et al. [57] proposed a Stochastic Virtual Cluster (SVC) which probabilisti-
cally models the bandwidth demand uncertainty. In [125], the authors proposed an ap-
proach to automatically derive the time-varying nature of the networking requirement of
cloud applications using bandwidth capping. In general, the aforementioned approaches
do not consider the case of differentiated applications sensitivity to bandwidth avail-
ability. Also, the demand repetitive patterns are not considered during the estimation
process which introduces a great computation overhead and requires the re-estimation

of the required bandwidth each evaluation period.

2.5 Sources of Latency on Inter-data Centers Communications

Cloud-based applications typically fall into two categories: throughput-oriented appli-
cations (e.g., file transfer or email applications) which are not sensitive to the delivery
times of individual packets and latency-sensitive applications (e.g., online gaming and
algorithmic trading [17,121]) which are sensitive to network latency [126]. Recently, with

the increase in the number of cloud-based latency-sensitive applications, CSPs strive to
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Figure 2.6: Sources of Latency [3]

reduce the latency of the data center’s internal network, as well as the inter-data centers
communications in order to provide a predictable performance [3]. Also, network latency
impacts directly the QoE of the end-users and strongly affects the CSPs’ revenue [127].
There are several sources of latency in large-scale, geographically dispersed, public cloud
environment as shown by Fig.2.6.

To see how current cloud-based applications have restricted latency requirements,
here are some latency values according to [128]. The access latency required to offer
an efficient remote desktop below 50 ms to get accepted quality of experience. This
constraint is almost impossible to satisfy if the end-user lives in the USA and is requesting
information from a data center located in Europe. Ultra latency-sensitive applications
such as online gaming pushes cloud access latency down to at least 30 ms. Applications
which require real-time image and /or voice recognition will almost certainly require cloud
access latency to be down to no more than a few ms. In addition, the inter-data centers
communication between virtualized nodes/links requires the minimum possible latency

between access equipment. To be able to identify the different sources of delays that
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current cloud-based applications may experience, consider a scenario where a client VM
sends queries to a server VM. The latter is located in a different data center and needs
to perform the request of an end-user. The time from when the client sends the query
and receives the complete response is defined as Flow Completion Time (FCT) [3]. Xu
et al. [3] evaluated the VM scheduling delay and the switch queueing delay using live
AmazonElastic Compute Cloud (EC2) experiments. Here are a list of possible sources

of delay:

e VM scheduling delay

Host network queueing delay Network Interface Cards (NIC)

Switch queueing delay

Last link between the end-users and the clouds

Inter-data centers latency

VM Scheduling Delay
When the physical machine which hosts the VM receives a packet, that VM get notified.
However, the actual processing can not start until this packet is scheduled by Hyper-
visor [129]. VM scheduling delay is usually less than one millisecond. However, in the
case of many VMs sharing the same physical machine, it may become as large as tens
of milliseconds [130]. Due to VM scheduling delay, there is a large tail latency between
EC2 instances [131].

Host Network Queueing Delay
The I/0O requests of all the hosted VMs should first go through the host network stack

to be processed. The host network stack is another source of excessive latency due to
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processing several requests which may result in filling up its queues. Techniques like
kernel bypass and zero copy [132,133] are able to reduce the end-host and the NICs la-
tencies (e.g., Current 10Gbps NICs can achieve less than 1.5us per packet latency at the
end-host [126]). In addition, dedicated virtual queues for each VM with an appropriate
packet pacing that corresponds to the allocated service rate can enhance the link latency.
Also allowing a small unused fraction of the allocated bandwidth (typically 0 — 10%) to
act as a headroom for traffic burstiness can enhance the link latency [17,134]. These
mechanisms ensure that the specified latency is achieved as long as VMs abid by the

specified traffic rates [135].

Switch Queueing Delay
Packets on the wire may experience switch queueing delay on congested links. If a VM
is sharing the same physical intra-data center link with another VM that receives/sends
large bursts of traffic, this former VM may experience queueing delays on its access link,

even if it is only using a small fraction of the bandwidth assigned to it.

Last Link Between the End-users and the Clouds
Packets also may experience another source of delays which is attributed to the last link
between the end-users and the clouds. To solve this kind of delay, it involves build-
ing geographically distributed data centers placed as close as possible to the end-users
and developing VM placement mechanisms that focus on meeting the end-users’ latency
constraints [14,136]. The problem of intra-data center communication has been studied
extensively [36,38]. For example, Facebook runs at least 3 datacenters [137] and holds
more than 6 billion photographs [138]. To maintain a high QoE for its customers, a new

collection needs to be quickly replicated at sites closer to the users [127].
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Inter-data Centers Latency
Packets may also experience another source of delays which is attributed to the congestion
of inter-data centers links. The lack of inter-data center bandwidth management solu-
tions still remains a pressing problem particularly for ultra latency-sensitive distributed
cloud applications. These sources of delays can dramatically increase the overall experi-

enced latency.

2.6 Summary

Chapter 2 has addressed a global view of the main concepts related to network virtu-
alization and compared these concepts with related concepts. An overview of network
virtualization’s features and the necessary background information required to clearly
introduce this thesis work, was presented. In addition, an overview of the state of the
art active research initiatives in the areas of dynamic VN resource management and SN
re-optimization techniques was presented. In the following chapter, this thesis’ proposed

VNaaS model which provides differentiated VN service qualities, will be presented.



Chapter 3

Differentiated Virtual-Network as-a Ser-

vice

The previous chapter introduced some of the related work that exists in regard to the
resource management of network virtualization in general. Currently, Cloud Customers
(CCs) who offer the cloud-based services, cannot control the quality, and in particular,
the experienced latency of their distributed cloud applications due to the unpredictability
of the communication links among their hosting distributed data centers. To overcome
this problem, chapter 3 describes a novel VNaaS model to host these applications. In
contrast to existing randomly or statically provisioned inter-data center bandwidth shar-
ing models, using the proposed model, the CCs can accurately express their varying
network resource needs, demand constraints, and tolerance to the cloud latency. More
precisely, the proposed differentiated VNaaS allows the flexibility to the CC to specify
the desired time-varying bandwidth needs in order to create virtual links, connecting
their distributed VMs, comprised of multiple virtual pipes with differentiated service
qualities.

Section 3.1 gives a general overview, presenting some of the challenges and limitations
of existing inter-data center bandwidth provisioning models. Section 3.2 highlights the
proposed differentiated VNaaS model. This is followed by the development of a novel
two stage-budgeting mechanism to aid the CC in optimally demanding the appropriate
VNaaS resources for each virtual pipe. This is carried out according to the hosted ap-

plication utility and the CC’s budget constraints. In the first budgeting stage, the CC

46
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calculates an optimal effective service rate for each virtual edge used for communication
between the distributed virtual machines, in addition to a corresponding edge budget
and a price index. In the second stage, the virtual link budget is distributed to purchase
bandwidth for the link’s virtual pipes, each with different service quality and pricing.
The proposed two stage-budgeting and demand allocation for the differentiated VNaaS
is described in Section 3.3. This section also extends the proposed model to allow the CC
to enforce virtual link capacity constraints on the effective service rates resulting from the
traffic matrix on the VNaaS . The proposed resource pricing and monitoring techniques
are presented in Section 3.4. Finally, performance evaluation results of the proposed
model, along with the novel demand allocation and pricing methods are discussed in

Section 4.7 while Section 3.8 concludes the chapter.

3.1 Overview

The past few years have seen a rapid growth of large-scale clouds that are geographically
dispersed. These infrastructures have resulted in a wide range of novel distributed cloud-
based applications such as algorithmic trading, Google Docs sharing, Netflix’s video
streaming, virtual enterprises, MapReduce applications, Facebook’s social networking
and compute-intensive scientific experimentations [10-12]. Unfortunately, CSPs, thus
far, have failed to provide any sort of guarantees on the quality, and in particular,
the latency, of these distributed cloud applications. This is largely attributed to the
unpredictability of the communication links among their hosting distributed data cen-
ters [12,27,28]. Nonetheless, due to the fierce competition in the cloud computing market,
any slight reduction in the quality of the delivered services results in a significant loss in

revenue [28].
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The first step taken by the CSPs to solve this problem addresses the latency attributed
to the last link between the end-users and the clouds. This step involves building ge-
ographically distributed data centers placed as close as possible to the end-users and
developing VM placement mechanisms that focus on meeting the end-users’ latency con-
straints [7,14,15,136]. The more difficult second step in the solution involves reducing
the inter-data centers latency occurring over backbone networks that are owned or leased
by the CSPs [135]. While the problem of intra-data center communication has been stud-
ied extensively [36,38], the lack of inter-data center bandwidth management solutions
still remains a pressing problem, particularly for ultra latency-sensitive distributed cloud

applications (e.g., online gaming and algorithmic trading) [17,121].

In this chapter, a novel inter-data centers resource management approach is proposed
based on network virtualization [29,139,140]. Ideally, virtualization allows each CC to
rent the bandwidth needed for its inter-data centers communication in order to dynam-
ically create a VN that operates in isolation from other collocated cloud applications.
Similar to other cloud resources, CCs (e.g., video on demand providers such as Netflix,
virtual enterprise operators and individual users) should be able to specify and pay for
the communication resources used by their cloud-hosted applications. This is carried
out in terms of the used bandwidth in addition to the required and achieved latency.
Unfortunately, traditional VN embedding approaches, thus far, statically allocate a fixed
amount of bandwidth for each virtual link as the basic mean for service quality guar-
antees [29]. While these approaches are optimized for short-lived and small VNs, they
might not be suitable for large-scale distributed cloud services. First, they require the
CCs to firmly estimate, reserve and pay for bandwidth using expected peak-traffic values.

This can lead to unnecessarily higher cloud-services prices. Secondly, CCs are not al-
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lowed to dynamically down- or up-scale the amount of resources needed for the duration
of their services, even with some efforts to dynamically provision the rented resources
among hosted VNs (e.g., [33,34]), including those that target cloud environments (e.g.,
Seawall [36] and NetShare [38]). Another important observation is that the majority of
existing virtualization techniques do not take into consideration the nature of the cloud
services when making the allocation decisions. Clearly, latency-sensitive applications
such as online gaming require rigid resource allocation. However, other delay-tolerant
applications (e.g., VM image distribution, movement of big data in the cloud and offline
laboratory experiments [39]) can accommodate some experienced network latency where
the quality of delivery network is not critical to their performance, especially if this
brings along a price reduction. Also, it is worth noting that while the availability of laaS
services has freed SPs ( e.g., Netflix) from the continuous tasks of network provisioning
and traffic management, corresponding services are still not offered by IaaS providers. In
addition, bandwidth over-provisioning remains the main solution for applications with
stringent bandwidth requirements such as VoD applications [123], leading to additional

unnecessary cloud service costs.

In general, while the problem of bandwidth allocation for intra-data center VM com-
munication has been studied extensively [36,38], the lack of inter-data center band-
width management solutions still remains a pressing problem, particularly for ultra
latency-sensitive distributed cloud applications (e.g., online gaming and algorithmic trad-
ing) [17,121,141]. Also, little work has been proposed (e.g., [26]) aimed at developing
appropriate mechanisms that can help the CCs efficiently allocate their operating budgets
to rent the right amount of the cloud resources according to their expected applications’

demands.
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3.1.1 Contributions

In this chapter, a novel quality differentiated cloud-based VN service model is proposed
that can accurately reflect the actual CC dynamic cloud networking needs. This is carried
out while incorporating two emerging demands, namely, the existence of geographical VM
placement constraints [142] as well as resource demand determination subject to a pre-
existing CC budget [26]. Meanwhile, the proposed model allows the CSP to maximize
its profit through the added-value of the VNaaS and price differentiation. The necessary
mechanisms to aid the CC in specifying its VN demand choices and the CSP in realizing
this service is also implemented. To this end, the contributions of the proposed work can

be summarized as follows:

e A new VNaaS model is proposed that allows the CSP to offer differentiated network-
aware cloud services to its CCs . In this model, each virtual link in the CC’s VN
between any two data centers is split into a number of virtual pipes, each with a

specific expected latency and a corresponding differentiated price.

e The CC’s demand for a VNaaS is formulated as an optimization problem in which
the CC seeks to request the optimal bandwidth resources for each virtual pipe. This
is done in order to maximize its utility obtained from serving the cloud customers,
subject to the VNaaS pre-allocated budget constraints. Then analytically, it is
demonstrated how the complexity of this problem can be reduced, by posing it as
a two-stage budget allocation problem. For the first-stage budgeting, a closed for-
mulation is derived to calculate an optimal price index and an effective bandwidth
for each virtual link in the VN . In the second stage, the obtained effective band-
width vector and price indices are employed to derive a formulation to extend the

solution of the original problem to include additional internal routing constraints
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resulting from servicing their own end-users (e.g., employees in a virtual enterprise

or end-users of an online-gaming service).

e Finally, a novel Ramsey-based [68] latency-aware cloud resource pricing mechanism
is proposed to efficiently regulate the cloud demands while giving the CSP an
incentive to offer service differentiation. The proposed mechanism employs dynamic

network resource pricing to regulate the demand of incoming VNaaS requests.

3.2 A Differentiated Virtual-Network-as-a-Service (VNaaS) Model

The proposed work focuses on CCs with large-scale distributed cloud hosted applica-
tions [11,15] (e.g., Netflix video streaming, algorithmic trading, online gaming, scientific
experimentation, and social networking) that rely on the cloud infrastructure to run
their services to the end-users. Hence, a CSP that owns a number of geographically
distributed data centers connected through the CSP’s owned or rented high-capacity
network, is considered [17,121,141] . In turn, the CCs’ applications are executed on top
of VMs distributed on those data centers. These VMs are placed as close as possible
to the end-users in order to reduce the last link latency using efficient VM placement
techniques [27]. More precisely, the CCs rent a number of VMs communicating with each
other and with virtual switches and routers, that are needed to perform some additional
network functionalities (e.g., packet re-routing and provisioning), using the CSP’s dis-
tributed cloud. The latter can be modeled as a weighted undirected, possibly complete,
graph G(N, L), where N and L represent the sets of data centers and inter-data centers
links, respectively. ¢; denotes the typically large capacity of e; € L. The CSP sells
the cloud resources in the form of VNs to the CCs . A rented VN, v, is modeled as a
weighted undirected, graph GY(N", EV), with the sets of virtual nodes, N¥, and virtual

links, E¥ such that m¥=|E"| [26]. Since the main focus of this chapter is to manage the
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CC’s inter-data centers traffic, a single virtual node in the set NV is used to collectively
refer to all the resources (e.g., a number of VMs or storage units) that are rented by the
CC in a given data center in the set N. The allocation of the these VMs is assumed
to be performed by employing appropriate VM placement mechanisms that satisfy the
CC’s geographical constraints and minimize the end-users experienced latency [7,14,15].
Similarly, a virtual link in £ is used to host all the CC’s traffic between two data centers.
Finally, as previously indicated in the model, the proposed work focuses on CCs that
rent VNs for a long-term to offer various services to end-users (e.g., video on demand

and online gaming).

3.2.1 Static Virtual Network (VN) Models and Their Limita-

tions

Existing VM placement [27] and VN embedding approaches (e.g., [31], [48]), map the
VN resources (i.e., VMs and virtual links) into corresponding physical resources (i.e.,
physical nodes and paths) by reserving for every virtual link e’ € E? a static bandwidth
demand b that was estimated by the VN user throughout the VN life-time. This as-
sumption becomes unrealistic in cloud environments; on the one hand, CCs may not
be able to accurately estimate their demands before service execution. However, such
a static demand, may result in overcharging the CCs for resources that they are not
continuously used low inter-VM traffic while denying their increased resource requests
during high-peaks of VM communication [28]. In addition, these CCs usually dedicate
a predefined budget that depends on the profit obtained from selling its cloud-hosted
applications, and hence, the VN resources must be allocated while satisfying this budget

constraint. This budget constraint is usually relaxed in existing approaches.
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Finally, static VN many not provide the optimal profit for CSPs due to resource over-
provisioning and fragmentation [108,111,143]. In the following section, a novel VNaaS

model is proposed that overcomes these limitations.

3.2.2 Proposed VNaaS Model

In the proposed model the CSP allows the CCs to define each virtual link in terms of a
set of smaller virtual pipes, each receiving a different latency guarantee and price, rather
than offering a single virtual link service with a static resource reservation. This cost
model is more suitable for cloud services where CCs only pay for the service quality
they receive. It is also suitable for large-scale clients (e.g., virtual enterprises and social

network providers) with a wide range of traffic types.

Formally, the CSP offers J (> 2) classes of service to serve the inter-data centers
traffic of the CCs ; each class j € {1,---,J} is characterized with a measure of service
latency €;, as will be explained in the following section. Class J provides the least latency,
resulting mainly from the geographical distance between the two communicating data
centers.

It is worth noting here that, while the experienced latency between any two data
centers is bounded by their geographical distance, factors such as buffering delays, link
congestion and switching at the source/destination can dramatically increase the overall
experienced latency. Based on this, recent research approaches are followed (e.g., [144])
that rely on several mechanisms implemented in current data centers, namely, the use
of virtual network interface cards with kernel bypass to reduce the switching latency
[144]. In addition, dedicated virtual queues for each virtual pipe with an appropriate

packet pacing that corresponds to the allocated service rate while allowing a small unused
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fraction for each service class (typically 0 — 10%) of the allocated bandwidth to act as
a headroom for traffic burstiness [17,134]. These mechanisms ensure that the specified
latency is achieved as long as VMs abide by the specified traffic rates [141].

Using the above latency classes, the CSP negotiates with each CC a VNaaS v as

defined in terms of a SLA, and that can be defined as follows,

SLAY (G, b",b",T", ", €) (3.1)
In the above SLA for a VNaaS v, the CC describes the desired topology, G’(N?, EY),
with m" virtual links and the expected lower and upper bounds (i.e., out-of- and in-peak
demands, respectively) for the requested bandwidth for each virtual link rather than a
fixed demand, as defined by the vectors b", b, respectively. The CC also specifies the
maximum value of the monetary budget, T", that it is willing to allocate per each time
interval during the VN service lifetime 7. Given the VNaaS requirements, the CSP,
provides the CC with a negotiated service level (in terms of the expected latency) for
each class of service as defined by the vector € = (e, -+ ,€;). It is worth noting here
that, any SLA negotiation protocol can be used during the SLA negotiation process of
the proposed VNaaS model [145-148].
Once the SLA becomes active, each CC uses these classes to describe its actual re-
source demands at each time interval ' through a demand matrix D" = [d}}]. The matrix

element d!., is the demanded bandwidth on a virtual pipe hosted on the CSP’s link ¢; € E

17
between two data centers in two different geographical areas requested by the CC for v
and receiving a priority j. More precisely, at each time interval the CSP posts its current

prices, as defined by the matrix P = [p;;|, where p;; is the price of a unit of bandwidth

!The duration of these time intervals is specified by the CSP and depends mostly on the nature of
the hosted VNs [111].



Differentiated Virtual-Network as-a Service 55

for a virtual pipe in class j for link e;. Then, the CC uses P to calculate D”. Whenever
it is more convenient, the vectors d; and p; will be used, to express the demand and
prices for virtual link e} in all classes, respectively. The CC calculates these demands

such that they maximize its net benefit by using these resources to serve its end-users.

Similar to existing approaches in literature (e.g., [111,149,150]), a utility function
U?(x") is used, where ¥ = (zV,--- ,2%,) in order to quantitatively measure the CC’s
benefit from obtaining ¥, the effective bandwidth of a virtual link e} € EV. Clearly,
x7 depends on the demanded bandwidth in each virtual pipe and the achieved latency
for traffic in that pipe, i.e., 2} = f(d;,€). Hence, f7(.) is used by the CC to describe
the criticality of traffic (e.g., background service analytics versus client-related traffic)
in each pipe. A CC may change this utility function at each time interval to accurately
reflect the nature of its currently active cloud services. The estimation of the expected
traffic and the utility functions U"(.) and f} is carried out by the CC by monitoring the

performance of its services that are hosted on GG using techniques such as that described

in [123].

The CC also internally maintains a routing constraints matrix R", with rank 0 < n” <
m", that describes a mandatory relationship among the effective bandwidth allocated to
virtual links, i.e., R'x”=k". This matrix is automatically generated by the employed
routing mechanism over the VN and ensures the consistency between the management
operations on the VN and the allocated physical resources [26,151,152]. Clearly, the
relations R'b"=k’ and R'b’=k" must hold. The incorporation of the constraints of
this matrix stems from the fact that most applications run as a collection of VMs that

communicate to jointly provide a service or to compute a common task (e.g., a multi-
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tier web application with VMs implementing a front end, running application server and
databases [153]). Hence the variations in the traffic and/or the available resources on
each virtual link connecting these VMs must be dependent. This matrix can also be used

to define resource demand dependencies similar to the work in [154].

An example of a VNaaS topology with these constraints is depicted in Fig. 3.1. A

discussion on the role of these constraints is given in the following section.

The utility function U"(.) is assumed to be quasi-concave, increasing and twice dif-
ferentiable in the domain defined by z¥ € [bY,b;], for all ¥ € E?, following existing ap-
proaches in the literature [155]. In addition, f(.) is assumed to also be non-decreasing,
continuous and differentiable in all d}.

Table 3.1 provides a description of the adopted notations.

This chapter focuses on VNaaS serving CCs that are characterized with relatively
longer life-times and time varying demands. Hence, in contrast to existing approaches
that address only the initial phase of embedding the VNs, this work focuses on the
ongoing process of continuously re-optimizing the physical network resources allocated
to the VNaaS. This is carried out with the objective of minimizing the CC’s cost of
purchasing the VNaaS and meeting its budget constraints while maximizing both the

CC’s net utility and the CSP’s profit. How the CC determines its demand matrix D"

throughout the lifetime of the VNaaS is then illustrated in this chapter.
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Table 3.1: A summary of adopted notations (VNaaS).

Variable Description
the graph representing the CSP’s geo-distributed Data centers

G(N, L)
network.

N the sets of data centers.

L the sets of inter-data centers links.

¢ the capacity of inter-data centers link e; € L.

€ latency specification vector for the J offered service classes.
the graph representing a CC’s VNaaS request v, with m? virtual

GY(N", E") | links.

NV the sets of virtual nodes.

EY the sets of virtual links.

mY the number of virtual links, m” = |E"|.

v the lifetime of CC’s VNaaS request v.

D demand matrix of v, with elements d}; representing the demand of
a virtual pipe in class 7 on virtual link e}.

d; the demand vector of all classes of €.

x’ vector of the effective bandwidth for e?, with ¥ = f¥(d}, €).

p the prices for the CSP network with p;; representing the unit price
of bandwidth for a link e; using service class j.

b? vector of minimum acceptable effective bandwidth for virtual links

= in VNaaS v.

—v vector of the maximum demand for the effective bandwidth for

b . . .
virtual links in VNaaS v.

Uv(x?) Utility function of the CC when using a VNaaS v.

Tv the VNaaS budget per time interval.

Ty the calculated virtual link e? budget, i € {1,--- ,m,}.

"’ vector of calculated price indices for the VNaaS links.

RY routing constraints matrix of VNaaS v.

“ new vector of the effective bandwidth for virtual links in VNaaS v
satisfying the capacity constraints.

o the calculated virtual link e} budget satisfying the capacity

i constraints, i € {1,--- ,m,}.

o vector of calculated price indices for the VNaaS links with the

capacity constraints.

o7
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3.3 VNaaS Demand Calculation

3.3.1 Two Stage Budgeting

As indicated previously, after negotiating the SLA at each time interval, each CC is given
new prices P and has to decide on the optimal demand matrix D which maximizes the
CC’s demand decision problem (3.2). The demand matrix DV defines the amount of
demanded bandwidth for each virtual pipe with a given latency threshold on the vir-
tual links. These demands are determined based on the nature of the CC service traffic
(e.g., real-time application and video conference versus control traffic), as defined by the
VNaaS utility, subject to its pre-allocated budget and routing constraints. Initially, in
this chapter, focus is only on the demand allocation subject to the CC’s budget and then

consideration is given to the effects of the routing demands in the next section.

Formally, the CC’s demand decision problem can be expressed through the following
optimization problem:

P1: D" = arg max UY(D" 3.2
5 s U(D) (3.2

mv  J
SEY Y dl xpy <YV (3.3)

i=1 j=1

Rather than directly solving this problem to find the elements of DV, we are interested
in posing P1 as a two-stages budget allocation problem, where in the first stage the CC
focuses only on allocating an appropriate portion of its original budget TV to each virtual
link. Clearly, the first stage of this budgeting procedure can take place only if one can
calculate a price index for each virtual link. Simply put, the inverse of this price index

reflects the utility of a monetary unit spent by the CC to rent resources for that link. In
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the second stage, the CC can then distribute the calculated link budget to rent resources

in each latency class on that link.

The proposed approach has several advantages in addition to that of reducing the
complexity of the original problem formulation. First, it allows the CC to determine
the impact of the demand of each virtual link on its total budget and hence project the
effects of an increase in a single virtual link demand on the overall VNaaS cost. Sec-
ondly, while in current approaches, the CC can only rely on demand measurements for
individual services, the proposed budgeting model can aid the CC to accurately identify
sources of revenue gains and losses in a straightforward manner. Finally, it allows for a
more efficient construction of the internal routing matrix on the rented VN to reduce its

overall service cost.

To elucidate the main idea behind the proposed two-stage budgeting mechanisms,

assume first that each CC knows a sub-budget YV, and that it must use it to only rent

1

resources on a virtual link ef € EY, then the problem of determining the demand for the

virtual pipes hosted on e} can be represented as:

P2: df*(pi, T7) = argmax f/(d}, €),

J
s6.) dy X py <YV (3.4)
This problem can be solved once for each virtual link by first obtaining its Lagrangian:
LY = fY(d’,€) + N\ (T — de X pij) (3.5)

The optimal values d;’* then follow from J — 1 equations, obtained form the Karush-
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Kuhn-Tucker (KKT) conditions [156]:

af ()
od D .
af,f](?) = ivvjluh e{l,---,J} (3.6)

adv;
ij2

which along with the budget constraint (3.4), at equality, can be used to find d¥" (p;, T?).

Now the problem that remains is to determine under what conditions can a budget
T? be calculated that must be allocated to each e} € EY when the CC has an overall
budget T? and is given the price matrix P. This question is answered with the following

proposition.

Proposition 1. If the CC utility for a VNaaS v, U"(x"), is weakly separable w.r.t. the

effective rates for the virtual links, i.e., if it can be expressed as:

U (x") = U (f7 (), £2() (3.7)

then, giwen virtual links price matriz P, there exists for each virtual link e] € E” a price

index ¢, and a budget YV, such that ¥ = 7¥(p;), is dependent only on the latency class

17
o v
prices for e} and

*

x) xm =Ty, (3.8)

)

where Z?jl ¥ x @l =10, 2¥ = f2(dY*,€), if and only if, for every ¢! € E°, f¥(d},€)

is a either a homothetic > or homogenous function of degree one in d.

Proof:
First, it is shown that d¥ (p;, T?) is homogeneous of degree one in Y, i.e., that d*" (p;, T?)

()

= T;’.dg* (p;, 1). This observation may be obtained directly from examining the first order

2A function is homothetic if it is a monotone transformation of a homogeneous function. In turn, a
function f(x) is homogenous of degree one in a variable x if f(tz) = tf(z), where ¢t > 0 is any scalar.
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conditions for the maximization problem P2, stated in (3.6) and (3.4) at equality. Clearly,
letting T¢ = 1 and solving P2, the expression in (3.6) is obtained and the budget con-
straint (3.4) is scaled by Y?. This implies that f*(d;"(p;, YV),€) = f*(Y¢,d.*(p;, 1), €).
To prove the sufficiency of the proposition, it is noted that since the CC utility is weakly

separable, it can be expressed as:

U () = U°(f{()s- - () (3.9)

where U" is the utility expressed as a function of separate functions of each virtual link
demands f¥"(d?", €). Since f’(d’,€) is either a homothetic or homogenous function of

. * * .
degree one in d; , so xy may be written as:

*

2} = f(d] (i, T7) €) = 17 - f7(d] (py 1) €) (3.10)

or conversely, x 1 = TV. Letting 7¥ = ———————, we have 77 = 7¥(p;) and

v 1 — B
LAY (pyl)se) £y (pi1)e)’

and sufficiency is established.

*

v v v
xy xmd =707,

To prove necessity, let

N i (3.11)

such that 7} is dependent only on the price vector p,. Since, as has been shown earlier in
the proof, d” (p;, T?) is homogeneous in YT?, then it allows d¥ (p;, kY?) = kd? (p;, T?)
for some constant k. In other words, if the CC requires to increase its demand from
d;’* to kd;’* while the price p; is fixed, it must increase the allocated budget to kY.
However, from (3.11) since by assumption 77 is dependent only on the price vector p;,
then an increase in Y by a factor of k£ implies a direct increase in =} to kz}. Hence,
x¥ must be either a homogenous function of degree one in d}, i.e., kz} = kf(d;,e) =

f(kd}, €) or at least, there exists a monotonic transformation of f, such that f'(kz?) =
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kf(d;,e), hence, necessity is established.

The above proposition states that if utility U”(x") of the VNaaS v can be further
expressed as a function of individual functions that each depends only on demand for a
single virtual link, f?(.), then one can calculate a separate price index 7} and an allo-
cated budget TV for each virtual link iff f?(d;,€) is a homogenous function or can be

transformed to a homogenous function.

A direct implication of the homothetic property of f(.) of degree one in d;, is that
2V = fr(dY (p;, YY), €) = TV - f2(dY (p;, 1), €), and hence, a change in the budget, Y,
allocated for link,e?, introduces only a scaling of the demand, given a single monetary
unit as a budget for that link. Clearly, the necessity and sufficiency of the proposition
indicates that this is the only scenario where the CC can calculate a budget and a price
index that is independent from the prices posed on other links. However, it is worth
noting, however, that defining a separate utility for each virtual link is an efficient means
to reflect the varying types of traffic flow that can share the link (e.g., streaming video,
exchanging service updates or routing management packets). Before calculating a budget
for each virtual link, the price index for each link must be calculated. The inverse of this

index reflects the utility of a monetary unit spent by the CC to rent resources for that

link. The following lemma provides further information on these price indices.

Lemma 1. The price index 7} (p;), for a virtual link e} € Ev, given the CSP vector of

prices for different classes, p;, on that link, satisfies the following relation:

1
fzv(df* (piv 1)’ 6)

(

™ (p;) =

(3.12)

Proof:

The results of the lemma can be obtained directly from proposition 1, by rewritting (3.8)
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as:
17 17
T = = T . (3.13)
Z; fP(di (py, 17),€)

and letting Y7 = 1.

The above lemma states that the price index of a unit of bandwidth for a virtual link
el is equal to the inverse of the CC’s effective bandwidth when it has a single monetary
unit (e.g, a dollar) to spend on its virtual link. One interesting observation from the
above lemma is that while the price vector p, for the J service classes is common for all
CCs, the price index, 7¥(p;) for the same inter-data centers links, varies between CCs.
Clearly, this price index reflects the relative worth of the various services offered by the
CCs and the amount of profit obtained from a unit of bandwidth from each class. In
other words, the price index for each CC is mainly dependent on the shape of the CC’s

utility gained from servicing its end-users as reflected by f¥(.).

The results of the above lemma paves the way for describing the proposed two stage
budgeting mechanism for each CC in order to determine its optimal resource demands
bundle on its VNaaS :

First stage:

1. The CC first solves m" problems of the shape P2, one for each virtual link ey € E*

using a unit value for the budget, T? = 1, to obtain d’ (p;, 1).

2. Next, the CC computes the price index 7} by substituting df* (p;, 1) in Lemma 1

for each virtual link e}.

Second Stage:

1. Using the obtained price indices in the first step, the CC transforms the original
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problem P1 by replacing the utility U"(.), with the new separable utility Uv as

defined in Proposition 1. The new problem can now be recast as:

P3:x" (Y, n") = argm%XU”(a:’l’, X ),
st Yy alxa <Y (3.14)
i=1

With m?¥ — 1 first order conditions:

au?

Oy T
1 Tu v v v

o0 W—U,Veil, €, ek (315)
v 12

8xi2

and the overall budget constraint (3.14), at equality to obtain a".

2. Knowing that z7 x7/= 17, the CC can now obtain the budget T} for each individual

link e}

3. Finally, for each of the virtual links e, T} can be substituted in P2 to obtain the

desired demand vector d¥ and in turn the demand matrix D?.

3.3.2 An Illustrative Example:

Consider the VNaaS serving an IPTV provider as depicted in Fig.3.1 and assume that the
CSP offers three service classes, namely gold, silver and bronze, with € = (1,0.95,0.9) of
the RRT latency and hourly prices p; = (8¢, 6¢,4¢) for virtual pipes in the three classes
over all links. Let the IPTV provider’s net utility for the five virtual links be U”(x") =
(T12_, (z¥ — b¥)5), and b” = 0 for simplicity. All virtual links have an effective rate with a
constant elasticity of substitution in classes [156], i.e., z}= f(d}, €) = (Z?:l Ej(dfj)%)2,

with € obtained from normalizing €, and the IPTV provider’s hourly budget, say (for
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simplicity) T = 10 dollars. Following the proposed two stage budgeting, the IPTV

provider first solves P2 for each virtual link. It is easy to verify that the solution is

&2 34 2 . . . . . .
d’i;(pi, 1) = f%. Then the price indices are obtained for all the virtual links by
j=1€5/Pij

substituting for dj;(p;, 1) in Lemma 1: 77 = (Z?zl }%)‘2. In the second
3=1¢/Pij
stage, w¥ is used in P3 to obtain z} = 5;, x TV = f—v and to obtain the budget for each

link: T7= 77 X z} = 2. Finally, T} is substituted in P2 to obtain dj}.

3.3.3 VNaaS Demand with Routing Constraints

As indicated previously, the proposed VNaaS model also provides the CC with the means
to impose its internal VN routing policy on the allocated resources to its virtual links
while calculating its VNaaS demands. This objective is described by the routing ma-
trix from the flows hosted on the VN. More precisely, the relation R'x? = k" is used
to reflect the entire expected distribution of the traffic load on GV, where R* = [rg].
For simplicity, it is assumed that R" is in its reduced form such that r., = 0, Ve > 1,
c € {1,---,n"}, noting that any matrix resulting from a set of routing constraints can
be modified to that form. If the CC’s objective is limited to maximizing the net util-
ity functions of all the virtual links in the VNaaS, without considering the constraints
imposed by the hosted traffic, this calculated demand may lead to unbalanced alloca-
tion and consequently a waste of resources. In other words, the re-allocation technique
may increase the allocated bandwidth to some virtual links due to availability of under-
utilized resources and hence reduced prices while decreasing the allocated bandwidth to
other virtual links due to the unavailability of free resources. This allocation which does
not respect the internal routing behavior for the VN may lead to overwhelming some
portions of the VNaaS (VMs/links) leading to bottlenecks and a decrease in the hosts

cloud applications performance despite the extra bandwidth allocated to some virtual



Differentiated Virtual-Network as-a Service 66

links.

Fig. 3.1 depicts an example of a VNaaS which is used to by an IPTV service provider.
The VN consists of five virtual links and their associated constraints matrix. The first
constraints, for example, states that zf§ 4+ zj — 2¥ = 0. It is worth noting here that,
these constraints may change over time to reflect the actual traffic on the VNaaS . For
the cloud IPTV service example depicted in Fig. 3.1, the constraints between the IPTV
service distribution links may change based on the actual traffic of serviced areas which

varies according to the end-users time-zones.

To avoid recalculating the VNaaS demand matrix D" due to a variation in R”, it might
be easier for the CC to calculate its demand without incorporating these constraints, and
then update these demands according to the constraints that reflect the current traffic

matrix. The following proposition achieves this goal.

Proposition 2. Let £V (TY, 7%) be the optimal demand for VNaasS, defined by problem
P3, given virtual link price indices w° and a budget YV. Furthermore, let &% (Y, P,R", k"),
be the optimal demand for the P3 after adding the capacity constraints R'&" =k", then

the two demand vectors are related through the following relation:
&7 (T, 7%, R k') =« (1%, &) (3.16)
where a new budget,'f”, and price indices, ®° is defined as:

T =71°0") = T 46"k (3.17)

A =7Y0") = w4+ 6"R’ (3.18)
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Figure 3.1: An example of a VNaaS hosting an IPTV cloud service

where ' is the transpose operation and the vector 8 solves:
k' = RF V" (T°(0°), #°(8")) (3.19)

Proof:
First, the proof is started by assuming that two additional routing constraints (3.20) and
(3.21) are added to the problem P2, then, the solution is generated for the case of more

than two additional constraints.

D al X e =k, (3.20)

> al X e = ke, (3.21)
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To simplify P2 after adding the additional constraints ¢; and ¢y, x,,» and x,,»_; are

replaced by solving them as a function of other x; where : = 1,..., m — 2, as follows:
ke k o
Tppo_] = ——2 — L1, (3.22)
" Oy —1 ; Qmy—1 ’
Broke, = B
Ty = ——2 — “xy (3.23)
" Bm“ ZZI Bm” '
where,
O = TeypiTeom® — TeymvTegi (324)
ﬁi = Teymv—1Tcoi — TepiTeamv—1 (325)
Qe ke, = kc1 TCQmU — Teyme kCQ (326)
Bkcle = Tqm”—lkCQ - kclr02mv—1 (327)

Substituting the expressions (3.22) and (3.23) for x,,. 1 and z,, respectively, into the
utility function of P2 and the first budget constraint, will give the following maximization

problem without the two variables x,,» and x,,»_1, as follows:

Qe k
max U’(xq,...,Tpv_g, ——2 (3.28)
L1y TV —2 am’u 1
m¥—2
S Sty Bk Z
C(mv,1 m“ 6m“

=1



Differentiated Virtual-Network as-a Service 69

m¥—2
» qwi=y-T (3.29)
=1

where,

o=y A Tl (3.30)

Qv 1 6727,

v
ﬂ-mv—lakcl k’c2 7T?”r’L/Bk?cl kcz

Ao 1 6717)1

!
Il

(3.31)

Now, consider another maximization function similar to (3.29), but after adding two

extra variables (z; and z3) and two extra prices (¢; and ¢z)

max U(21,. .. Tmv_2, 21 (3.32)

L1ye- 3T MV —2,21,22
— Xy, 22 — E
ﬁm”

—Z

Qo1

s.t.
mv¥—2

Z ViTi + 121+ qaro =y — T (3.33)
i=1

According to [157], (3.33) can be rewritten in terms of the indirect utility function h'(.),

as follows:
Z; :hi(le"7TmU—QJQI7QQ7y_F) (3.34)
where, 2 =1,...,m" — 2
’U al Z
2 _Z B(T1s - T2, 1 G2y — ) (3.35)

Qo1
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22_25 hz T1,...,va_2,Q17Q2ay_F)

where,
Q; Bi
T, = T; s —(qo —
7 % + Qo1 (Ch mv— 1) + 6” ((12 )
and,
r= Ty -1k, ke, n Wm”ﬂkclch

Amv—1 Bm”

Also according to [157], (3.34) can be written as follows:

Qe ke, i 251%11%2

)

€, = hi(Tl, ey Tmv—2,41,42,Y — F+ 41

Qo1 Bm”
where 1 = 1,...,m". For simplification, #; and 05 are defined as follows:
qr — Tmv—1
g, = L=t
Qv —1
g2 — Ty
Py = ="
5m”
Therefore, ay, ., and B, k., can be solved as:
m'U
i
ke ey = E a;h' (T + Oraq + 024,
i=1

T, + 0100, + 0287, T + 010, ke, + 028k, ke,)

70

(3.36)

(3.37)

(3.38)

(3.39)

(3.40)

(3.41)

(3.42)
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ﬁkCIkCQ = Z Bihi(ﬂ'l + 91011 + 9261, ey (343)
i=1

T + Oy, + 6287, T + O, k., + 025k k)

And the solution to P2 after adding the two additional constraints can be expressed

as follows:

xTr; = hi(ﬂ'l +910&1 +‘92517“'77T7Un+'91avm+026;)m (344)

T + 010k, key + 028k, key)

The optimal demand Z* for the optimization problem P2 after adding the two con-

straints is related to the optimal demand x*" before adding them as follows:
2 (T, 7%, R, k') =z (1Y, #) (3.45)

where,

A

T =7T" + 91(1]%1]%2 + 925]%1]%2 (346)

7y =m + O1aq + 023
(3.47)

7y = m + thar + 6201

Generalizing the solution in case of more than two additional constraints can be extended

from (3.45).

The above proposition shows how the CC can incorporate its service demand con-
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straints as they change to its resource demands from the CSP as follows,

1. The first step to achieve this goal is to use the results in the previous section to
obtain a closed form solution x"(T",7w") for P1 where & can be represented as

a function of the budget and price vectors (e.g., in the previous example we had

¥ =L x TY).

7 57

2. Then, we obtain ¥  as a function of 8” by substituting the original budget and

price index vectors with (3.17) and (3.18), respectively.

3. Now, the value of the auxiliary vector 8” can be calculated by solving (3.19) for 8".
It is worth noting that the size of the vector 8" is equal to the number of routing

constraints.

4. Next, the resulting vector is used to obtain the numerical values for the constrained
problem’s resulting new CC’s budget and price indices using (3.17) and (3.18),

respectively.
5. These two vectors are then used to obtain the modified demand vector using (3.16).

Applying the above proposition to the example in Fig. 3.1, given the solution
x'obtained from the unconstrained problem, the new effective rate z} can be calcu-
lated after adding the new constraint: 2% + 2} — 2% = 0. First, 6 that solves the relation
is obtained:

1 1 1 1 1

0="17"
x (57'(11} + 5y + 5(md + 0) + 5(my 4 0) + 5(my — 0))

(3.48)

It is then easy to show that, given that the CC’s demand without the routing constraints

: v . _1 v AU 0 S svo_ 1YY sv o 1 YT

is x} = 5W§T , the new demand 2} = z{, for + = 1,2, and 2§ = 5mrer L4 = 5wyro and
svo 1 Y

Ty = 57y—0
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3.4 Cloud Service Provider (CSP) Resource Pricing

This section illustrates how to calculate the optimal values for the CSP VNaaS prices
to regulate the demand of the CCs at a given time interval. The CSP service pricing
is approached as a regulated monopoly problem where it chooses the prices that can
maximize the social welfare of the system given a profitability constraint set by a third
party (e.g., laws or regulations). This model differs from traditional approaches (e.g., see
previous work by the authors in [111]) which aim at setting the prices at the marginal
cost of the services. Also, in contrast to the existing pricing models which mostly aim at
regulating the CCs demands and congestion, the main goal of this model is to provide an
incentive for the CSP to ration the offering of a variety of service classes. It also implies
that if the demand for one service class is affected by the prices for a smaller range, then
the price of these services should include a larger share of the overall service costs (i.e.,
prices are inversely proportional to the demand sensitivity in each service class). In other
words, prices for each class should be adjusted according to the willingness of the clients
to pay for bandwidth in that service class. In this manner, as congestion increases, the
shares of the bandwidth cost allocation, and in turn the prices, increase at a higher rate
for those classes where clients have inelastic demands and/or are willing to pay more for

these low latency classes.

To obtain the price for each inter-data centers link e; € E, let y;; = ZLI di;,
be the demand of class j of all CCs services on the CSP’s link e;, and the vector
Yi = (Yi1, - ,¥is) be the demand vector for all service classes on e;. With a slight
abuse of notation, in this section, the ratio of the link bandwidth headroom allocated to
each latency class j to guarantee differentiated latency is denoted by ¢;. This is justified

by the fact that the latency of each class is directly proportional to the amount of ad-
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ditional bandwidth allocated to that class using a virtual queue [17,134]. In this case,
the CSP will only accept new VNaaS requests as long as servicing a new request will
not violate the conditions 3'_, Z}]:1 b;;€; < ¢, and that the CC budget is sufficient to

purchase b, ., where V' is the number of VNaaS currently hosted by the CSP. The optimal

YR
prices for the VNaaS services are the ones that maximize the welfare of both the CSP
and the CCs; clearly, the main objective of the CSP is to maximize the revenue obtained

while minimizing its service costs. On the other hand, the CCs welfare is proportional

to the area under the demand curve, i.e., f:o y,dp,.

The adopted Ramsey prices [68] aim at preventing the CSP monopoly of prices by
maximizing the welfare of both the CCs and the CSP subject to a preset profit threshold,
I', on the net profit. This threshold can be determined according to market competition
or regulations. Adding the link capacity constraint, the CSP’s problem can be formulated

as follows,

P4: H;&X / v:(p;)dp; +y.p; — C(y,), (3.49)
o p;

s.t. yp; — Cly;) <T (3.50)
J
=1

where C(y;) is the cost incurred by the CSP to own or rent the network links con-
necting the data centers. This cost is comprised of a fixed cost and variable costs. The
former may for example include the cost of renting the bandwidth from an infrastructure
provider or of purchasing and maintaining its own network. The latter variable costs de-
pend on the service demands y, and differ per class. They include, for example, the extra

cost of service in each class due to reserving additional bandwidth in order to reduce the
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classes latency. Before solving the above problem, the parameters €;, = ayy—j / 8})’2—?: must
be defined to represent the cross elasticity of demand between classes. In other words,
€ measures the change of demand for bandwidth in class j with latency €; to the change
in the price of bandwidth in class k. Clearly, €;; < 0, i.e., an increase in the price of a
service class leads to a decrease in the demand. Similarly, €;, > 0, since an increase in the
price of any class moves a portion of its demand to a different class. These parameters
can easily be estimated by the CSP through historical data analysis [158]. In defining
the demand elasticity matrix £ =[ej;], the following proposition provides a closed form

solution to the above problem P4 of the CSP.

Proposition 3. The optimal CSP data center network prices p, = (pi1, -+ ,pig) with J

guaranteed latency classes for an inter-data centers link e; satisfy:

9C;i(y;)
Pij — —5, =+ Ai€j
pyj = ——— d (3.52)
Dij
where p; = (Pi1, -+, Piy) is obtained from:
D, =X 11 (3.53)

such that X\ is a scalar that is proportional to the CSP profit threshold ', and \; is the
shadow price for the increased demand on the link e;, such that \; = 0, when the net

demand for e;’s bandwidth can be satisfied with Z;.le Vi€ < Cj.

Proof:
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First, obtaining the Lagrangian of P4:

L= Z/ yz]dpu / yljdplj + YikPik — C(yz)
0

J
+/\F(Z yipie — C(y:) = T) + X yiwer — i) (3.54)
k=1 =

where Ar and A, are the Lagrangian multipliers. Ar represents the marginal increase in
welfare when relaxing the profit threshold constraint. The optimal values for p,, A\r and

A; that maximize (3.49) follow from the Karush-Kuhn-Tucker (KKT) conditions [156]:

oL L 9yw 9C(y,) dya
=~y + (1 +A0) |y + D (0 - =
apij ! ( F) ! kz:;( kapij Y 32%’
J
aylk
= Opii
J
aC( Ne oy,
= Aryi; + (1+ Ar) Z Pik — (y:) + i€k ) Yik (3.55)

—1 6’y,k (1 -+ >\r) 8pij

According to Roys identity [159], 3 83’““ can be replaced by 6 , we get:

J
—ArUis oC (y. N, OV
I'Yij _ Z( K — (yz) ik Yij (356)
Oy (1+Ar)” Opix
By substituting the cross elasticity of demand between classes €, = 8y” / ip;’“ into

(3.55), it can be written as:

J C(y,) A€k )

—)\ pzk -
I Zgjk 8y; (14+Ar) (357)
ik

Define p;;. as:
9C (.
Dik — —gy(_?t) + i€,

Dt = : 3.58
Dik Dk ( )
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Where, \; = (1;\—%\”, Vi. Putting (3.57) into the vector form, we obtain:
“Ar
1=_¢E.p, 3.99
1+ Ar i ( )
P, =11 (3.60)
where, A = 1;’\)\2.

In the above proposition, the scalar A, is the Lagrangian multiplier of the CSP’s profit
constraint and depends only on the preset profit I'. It measures the net gain of the CCs
as I' decreases by a monetary unit. On the other hand, )\; is the shadow price for each
link e; that becomes positive, hence, adding to the price of each class, as the demand for

the resources of the link exceeds its capacity.

It is also worth noting that the results of the above proposition indicate that in
order the calculate the inter-data center link prices for each class, the CSP needs only
to know its expected demand vector y;, which can be obtained by monitoring the cloud

resources [123], and the associated cost C(y;).

3.5 Re-optimization Monitoring Scheme

In this section, a description is given of the proposed CSP’s service monitoring scheme
that facilitates the implementation of the proposed service demand and pricing mech-
anisms. Since the CSP’s serviced VNaaS request are long-lived services with varying
demands, a semi-centralized monitoring mechanism was implemented that can reallocate

the reserved rates via adjusting the corresponding virtual queues and rate pacers [144]
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as described before. This semi-centralized monitoring mechanism is appropriate for the
inter-data centers network monitoring, since in practice, the number of geographically
distributed data centers is relatively small (e.g., Google currently has twelve geograph-
ically distributed data centers around the world). Also, semi-centralized monitoring
approach attempts to combine the strengths of both; the optimal allocation and pric-
ing obtained via centralized monitoring and the scalability and the low overhead of
distributed monitoring. Accordingly, the allocated bandwidth at time interval ¢ — 1,
x¥(t — 1) is monitored and compared against the current need z?(¢) and the necessary
rate adjustments are performed to ensure a high utilization of the CSP’s resources while

meeting the VNaaS demands.

Although centralized monitoring approaches work well for small sized inter-data cen-
ters networks, they may scale poorly for large sized inter-data centers networks. To
address this problem, a two-level monitoring scheme is proposed where the first level
is performed by the CSP or the infrastructure provider by periodically monitoring the
physical infrastructure. The output from level-one monitoring is the current net CCs de-
mand y;; of each class j on link e;. The main objective of having this monitoring module
is to periodically reallocate the CSP resources among the VNaaS, locally at each data
center in order to achieve the desired performance [54,55]. Moreover, a monitoring agent
(i.e., a software module) runs on every data center to collect data about the demand y;;
on each inter-data center link e;. Then each agent periodically reports the collected data
to a centralized CSP management entity which manages the entire CSP’s network and
calculates the overall pricing as previously described, and as depicted by Fig. 3.2.

The second monitoring level provides the added service of calculating the CC’s cur-

rent demand by monitoring their applications’ varying traffic on their behalf. In this
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case, the CC provides only high-level cloud service-specific performance requirements to
the CSP . In turn, the latter translates them to low-level, resource-specific demands by
specifying the corresponding service quality parameters (e.g., the CC may require a spe-
cific threshold for the service response time and the CSP translates the required response
time to a set of virtual pipes with bandwidth and latency requirements). This process of
translating from high-level performance requirements to specific service parameters may
result in inaccurate resource provisioning due the dynamic nature of the cloud services
and/or the difficulty to rigidly define the relation between high and low-level require-
ments. Consequently, the CSP monitors the actual performance and compares it with
the profile performance through the monitor interface and according to the degree of
deviation from the profile performance. The CSP may request an increase or decrease
in the amount of allocated resources to achieve the required high-level, service-specific
performance. In addition, this monitoring module helps the CSP to avoid unnecessary
SLA violations triggers during a period where the CC’s demand is reduced. Fig. 3.2
provides a schematic description of the overall monitoring process.

The demand request adjustment process is triggered at each time interval. The length
of this time interval depends on the nature of the cloud services offered by the VNaaS
(e.g., IPTV service which depends on the amount of traffic coming from different regions

according to the time of the day).

3.6 Performance Evaluation

3.6.1 Simulation Environment

In order to evaluate the performance of the proposed dynamic VNaaS demand and
pricing techniques, the simulator in [27] is extended to simulate a portion of Yahoo!

network which connects five of its data centers (i.e., data centers located at Dallas,
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Figure 3.2: The proposed two-level monitoring mechanism

Palo Alto, Washington DC, United Kingdom, and Hong Kong) as shown by Fig. 3.3.
Yahoo! organizes their data centers in a hierarchical way. At each of the data centers,
Yahoo’s border routers connect to several other ISPs to reach its clients and other data
centers. These data centers are also directly connected to each other through a private
network service (e.g. leased lines), and hence may carry traffic for each other through this
private network. The inter-data centers traffic is classified into two categories, namely,
client-triggered traffic and background traffic. The former is triggered by the front-end
customer-facing services such as web search, email, online chat, online-gaming, and video
streaming. The latter is due to internal tasks such as routine background computation
(e.g., search indexing), periodic data back-up, and data synchronization [4].

The inter-data centers traffic of the CSP’s network links is generated according to the
traffic traces available through the anonymized Yahoo! datasets [160]. Furthermore, the
port numbers inferred in [4] are used to distinguish the flows marking the inter-data cen-

ters traffic. The inter-data centers traffic traces includes both the inbound and outbound
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Figure 3.3: The inter-data centers network of five Yahoo! data centers [4].

traffic. Each record in the traces contains a sampled flow information, which includes the
following fields: a)timestamp, b)source and destination IP addresses and transport layer
port numbers, c¢)source and destination interface on the router, d)IP protocol, e)number
of bytes and packets exchanged [4]. The CSP offers three service classes ( Gold, silver,
bronze) in addition to a best effort service with a flat price rate. The proposed dynamic
VNaaS model focuses on enhancing the overall data centers network utilization and the
degree of satisfaction of the CCs that own the VNaaS requests, in terms of bandwidth
resources. Hence, the satisfaction of the VMs’ demands is not considered in the evalua-
tion and assumed that they have been placed according to the CCs location constraints.

All CCs’ utilities are set to that function described in the example of Section 3.3.2.

3.6.2 Evaluation Results

CSP profit and resources utilization

In order to evaluate the proposed latency differentiation technique and to show its sig-
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nificant impact on increasing the CSP profit, a comparison is made between the CSP net
profit after serving 100 VNaaS requests, in the case of applying the proposed technique
(i.e., Ramsey-based pricing) versus treating all the VNaaS requests equally (i.e., static
pricing without latency differentiation). Additionally, a comparison is made between the
results when service differentiation is employed by assigning different weights for each
service class [33], and the case where the price is dynamically changing according to the
supply and demand model without service differentiation [161]. The CSP net profit is
calculated as the difference between the revenue obtained from hosting the VNaaS at the

required latency class and the cost of the resources incurred by hosting these VNaaS.

Fig. 3.4 plots the average normalized CSP net profit at each latency class. In other
words, Fig. 3.4 shows the scaled average CSP net profit, so that the minimum and
maximum values of the net profit are 0 and 1, respectively. Since the cost of allocating a
unit bandwidth at latency class j' is higher than that of allocating the same amount at
latency class j according to the Ramsey pricing model where the latency class j' has a
higher priority than j, the average profit from the highest latency class is much more than
the Best Effort one. As indicated by Fig. 3.4, the CSP net profits are almost equivalent
for all latency classes when applying the static pricing with no latency differentiation. In
the case of the supply and demand pricing model, the CSP net profit depends only on the
demands at each latency class. In the case of applying the weighted pricing, the highest
latency class contributes a higher CSP profit. However, the scheme’s insensitivity to the
CCs willingness to pay reduces the CSP net profit. It is clear that the total CSP profit
(i.e., the sum of the normalized profit from all latency classes for all 100 VNaa$S requests
in terms of monetary units) in the case of having latency differentiation ( & 2.26) is higher

than the total CSP profit in the other cases (weighted pricing a 1.98, supply and demand
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Figure 3.4: CSP revenue for each of the latency classes.

pricing =& 1.94, and static pricing ~ 1.6). Additionally, Fig. 3.5 demonstrates the CSP
accumulated profit with time. It is clear that the proposed pricing model outperforms
the three other pricing techniques.

To demonstrate how the proposed approach enhances the resources utilization, the
average CSP resource utilization is measured when the number of simultaneously hosted
VNaaS varies between 1-25 VNaaS . Fig. 3.6 compares the average CSP inter-data cen-
ters network utilization, as the number of VNaaS requests increases, when using the
proposed mechanism versus that obtained with the use of the allocation mechanisms us-
ing the three other pricing models. It is clear that the proposed technique can accurately
allocate the actual CCs dynamic cloud networking needs while preventing resource over-
provisioning and minimizing the distributed data centers network fragmentation problem.
This in turn increases the acceptance ratio of future VNaaS requests. Additionally, using
the proposed pricing mechanism while regulating the demand of the CCs provides higher

CSP resource utilization, since it provides the optimal prices for the VNaaS services
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Figure 3.7: The deviation between the allocated and demanded bandwidth during the
transient phase of price adjustment process among four iterations.

while encouraging the CCs to request their networking needs. This maximizes both the
welfare of both the CSP and the CCs . Also, it can be seen that the allocation mecha-
nisms using the static and the weighted pricing models, without benefiting from demand
regulation, may result in over-provisioning the actual CCs dynamic demands. This can
lead to inefficient inter-data centers resources utilization. Also, the performance of the
proposed approach outperforms that of the supply and demand based pricing since the

latter regulates the CC’s demands without a resource elasticity offerings.

The CCs calculate their demand matrix D" based on the prices posted by the CSP
and their budgets, However, CSP adjusts the prices in a way that maximizes its wel-
fare and that of the CCs based on CCs demands. Therefore, there exists a transient

phase before the prices converge to the optimal values that maximize the welfare. Fig.
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Figure 3.8: The CC utility versus time for each latency class.

3.7 shows how the allocated bandwidth deviates from the demanded amount due to the
price adjustment process for a specific VNaaS request. Initially, the published prices
listed by the CSP do not reflect the actual market needs and fail to satisfy the demanded
resources as shown by Fig. 3.7(a). This graph represents the resource allocation during
the first iteration of the price adjustment process done by the CSP . Fig. 3.7(d) shows
that there is almost no difference between the demanded and allocated bandwidth when

the prices are adjusted to the optimal values that maximize the welfare of both the CSP

and the CCs.

Cloud Clients’ Utility

The effect of latency classes differentiation is clearly reflected on the CC’s utility
function output according to the allocated bandwidth for each latency class. Fig. 3.8
plots one CC’s utility value over time as derived from the bandwidth allocated from each

latency class. This in turn may for example, reflect the utility of different CC appli-
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cations that are consuming resources in these classes. It is apparent that high latency
classes are prioritized over low latency classes, resulting in high utility values for them
(i.e., utility function output of the Gold latency class is almost equal to 1 over time, while
utility function output of the best effort latency class varies according to the availability
of the resources). Moreover, Fig. 3.9 plots the average utility function output at four
latency classes. It is clear that the CC’s utility values when using this research’s pro-
posed latency classes differentiation mechanism, outperforms the other techniques, since
this allocation model prioritizes the higher latency classes while taking into consideration
their regulated demands according to the published prices. In the case of the weighted
pricing allocation, the higher classes are prioritized without regulating the CCs demands.
This results in a less efficient allocation and hence a lower CCs utility. The supply and
demand utility is based on the current available and requested resources which does not
accurately reflect the current CC needs. Also using the the static allocation, the aver-
age utility function output is close to being equal since no differentiation exists between

latency classes.

Fig. 3.10 plots the optimal demand for each virtual pipe given the CSP prices and
the pre-allocated CC’s budget. The utilities are set to that described in the example
of Section 3.3.2. When the CC is constrained by a small budget, it is better to request

more bandwidth at lower latency classes which are characterized by lower prices.

3.7 VNaaS Limitations

Assumptions and limitations are categorized into two categories; namely, assumptions

for simplicity which can be easily relaxed, and Scheme limitations.
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Assumptions for simplicity:

The VNaaS model assumes the existence of appropriate VM placement mechanisms
for the initial phase of embedding the VNs, hence, the proposed VNaaS model
focuses on the ongoing process of continuously re-optimizing the physical network

resources allocated to the VNaaS.

There is an assumption that the SLA negotiations process are performed according

to any SLA negotiation Protocol.

The VNaaS pricing model assumes the existence of a preset profit threshold, I', on
the net profit. This threshold can be determined according to market competition

or regulations.

Scheme limitations:

The VNaaS model targets the inter-data centers networks (i.e., may provide par-
tially optimal allocation in case of intra-data center networks due to the special

topologies of the latter).

The VNaaS model focuses on VNs serving CCs that are characterized by relatively
longer life-times and time varying demands (i.e., may provide partially optimal

allocation in the case of short-lived and small VNs).

The utility function U"(.) is assumed to be quasi-concave, increasing and twice
differentiable in the domain defined by z¥ € [b?,b;], for all ¢! € E?, following

existing approaches in the literature [155].

f{(.) is assumed to be non-decreasing, continuous and differentiable in all dj;.
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3.8 Summary

In this chapter, a novel model for the virtualization of geographically-distributed data
center networks hosting cloud services has been presented. This model facilitates the
description of various service qualities, and in particular, the service latency, for the
hosted cloud applications. The CC’s demand is formulated as an optimization problem
in which the CC seeks to request the optimal bandwidth resources for a number of
individual virtual pipes connecting its VMs. This is carried out in order to maximize
its utility which is obtained from serving its running applications subject to the CCs
budget constraints. Then, a demonstration on how the complexity of this problem can
be reduced has been presented. This was carried out by posing it as a two-stage budget
allocation problem and derived closed formulation in order to calculate an optimal price
index and an effective bandwidth for each virtual link. Also the solution of the original
problem has been extended to include additional internal routing constraints. Finally, a
corresponding Ramsey-based pricing mechanism has been proposed that can be used by
the CSP to realize the CCs demands. Experimental results have shown an improvement

in cloud services quality for the CCs and an increase in the CSP’s profit.



Chapter 4

Modeling and Pricing VN Elasticity-

as-a-Service

The previous chapter presented the proposed Virtual Network-as-a-Service (VNaaS)
model and its features. This model allows the CCs to decide the contracted bandwidth
amount that maximize their utilities. Chapter 4 describes a novel Elasticity-as-a-Service
(EaaS) model which enables the large-scale clouds to cope with the time-varying work-
load fluctuation. Consideration is given to the scenario of large-scale public clouds that
are geographically distributed to demonstrate how the proposed techniques ensure the
performance of distributed cloud applications. This chapter can be outlined as follows.
Section 4.3 presents the proposed elastic service offerings model. Sections 4.4 and 4.5
discuss the proposed elasticity model, considering the case of a single elasticity class and
multiple classes, respectively. In sections 4.6, the EaaS pricing mechanism is presented.
Simulation and performance evaluation results are discussed in Section 4.7. Finally,

Section 4.9 concludes this chapter.

4.1 Overview

CSPs strive to effectively provision their cloud resources to ensure that their hosted long-
term distributed applications meet their performance guarantees. However, accurately
provisioning the inter-data centers network resources remains a challenging problem due
to the cloud hosted applications’ workload fluctuation. In this chapter, a novel approach

is proposed that enables a CSP to offer EaaS for inter-data centers communication in

91
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order to ensure the performance of large-scale distributed cloud services which are long-

term CCs.

The contributions of the proposed work are three fold; first, an efficient approach is
developed that enables the CSP to estimate and reserve the required pool of network
resources. This is carried out to fulfill the demands imposed by the network workload
fluctuations for the applications subscribing to this service. This approach allows the
CSP to offer communication EaaS at a specific elasticity level based on the distributed
cloud applications’ degree of bandwidth-sensitivity.

The second contribution is to consider multiple elasticity levels and allow the CCs (i.e.,
the SPs) who require the same elasticity level to have different time-varying behavior.
The third contribution is a novel dynamic pricing mechanism for network EaaS offerings
that can be employed by the CSP to maximize the expected long-term revenue, and to
regulate the EaaS demands. In order to capture the inter-data centers network activ-
ity of the hosted applications, their workloads are modeled using Markovian modeling.
Performance evaluation results demonstrate the efficiency of the proposed approach, the

higher accuracy of the prediction method, and the increase in the CSPs net profit.

4.2 Inter-data Centers Workload Fluctuation

The ability of cloud computing environments to offer scalable and cost-efficient comput-
ing and networking resources has contributed to the growth of large-scale geographically
distributed applications. These applications are hosted on clouds and use dedicated VMs
residing on physical servers that are dispersed throughout multiple data centers [7,17].
Usually, CCs rent VNs for a long-term to offer various services to end-users (e.g., video

on demand and online gaming). The distributed deployment of the cloud applications
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Figure 4.1: An example of an inter-data centers backbone network

is carried out with various objectives such as the availability against hardware failures,
energy saving factors, environmental constraints, and cost reduction [17,162]. For in-
stance, large-scale social media streaming applications need to be hosted among several
data centers in order to migrate their contents according to different group of users’
dynamic demands with the goal of increasing service availability [163]. In addition, ef-
ficient replication mechanisms are employed throughout geographically distributed data

centers, to achieve higher service availability against hardware failures [17,162].

To facilitate the communication among these distributed VMs, CSPs own or lease a
high-capacity backbone network to carry the CCs traffic between data centers [11,17,121].
Network virtualization techniques [29] are then employed for the network resource man-
agement [164] as shown by Fig. 4.1. Ideally, virtualization allows each CC to rent the
bandwidth needed for its inter-data centers communication in order to dynamically create
a VN that operates in isolation from other collocated cloud applications. Unfortunately,

the majority of current distributed cloud-based applications are long-lived services and
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characterized by a high degree of workload fluctuation. In turn, these applications require
a continuous down- or up-scaling for the amount of allocated resources to accurately re-
flect the time-varying application’s needs [40-42]. This fluctuation is largely attributed
to the nature of the offered services and/or other external events that may result in
incremental growth or sudden variation in popularity (e.g., releasing of a new movie,
publishing of an article about a particular company on a highly visited news site, or

popularity participating in a conference).

Cloud service elasticity refers to the ability of the CSP to dynamically allocate the
resources according to the cloud application needs. Nonetheless, one of the limitations
of the current cloud resource provisioning techniques is that they mainly focus on effi-
cient and dynamic allocation of computational and network resources within data cen-
tres [36], [38], without paying much attention to inter-data centers network provisioning,
this highly affects the performance of these distributed applications [47]. Moreover, VMs
replication/migration and internal background processes (e.g., periodical data backup,
data indexing, database distribution and synchronization, video encoding and caching,
and MapReduce jobs) result in a huge amount of data being transferred among different
data centers [41,127]. Therefore, the inter-data centers traffic load varies significantly,
which stresses the need for inter-data centers network EaaS, a value-added service where
the CSP allows the hosted applications to down- or up-scale its consumed resources in a

continuous manner.

Existing approaches are limited to either provisioning unbounded network resources,
or statically provisioning the expected peak-traffic value. Both solutions lead to inefficient

resource utilization [37]. Likewise, under-provisioning is not acceptable since it results
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in performance degradation which implies violating the SLA and incurring monetary
penalties. So far, however, very few inter-data centers dynamic network provisioning
techniques have been developed (e.g., [47]). Nonetheless, these techniques do not suggest
a way that ensures the availability of network resources in response to workload changes.
Moreover, these techniques either assume that the time-varying probability distribution
of cloud applications is well known, or ignore the repetitive behavior of long-lived cloud
applications, resulting in inefficient prediction approaches [57,58,62,123].

To overcome the aforementioned problems, the thesis proposes a novel inter-data
centers network resource management approach that dynamically re-sizes the inter-data
centers bandwidth pool in order to ensure the availability of network resources. This
enables the CSP to offer the promised network EaaS. The CSP decides for each type of
distributed cloud-based application, a pre-defined elasticity level that reflects the degree
of bandwidth-sensitivity that it can tolerate. Based on the decided elasticity level and
the expected traffic workload fluctuation, the CSP estimates the amount of network re-
sources needed to be reserved for the next time interval’. After estimating the required
EaaS pool size, the CSP either sets apart a portion of the network resources, if available,

or it can outsource cloud resources across multiple CSPs [122].

In order to have an accurate prediction, the inter-data centers traffic workload is
modeled using a Markov chain model, taking advantage of the temporal variability of
workload fluctuations. In addition, Markovian modeling offers significant advantages
over other modeling techniques in terms of the complexity of analysis, scalability and
time. This model can easily and accurately capture the repetitive workload behavior of

long-term stationary applications (e.g., Netflix) in a straight forward manner and within

!The duration of the time intervals is specified by the CSP and depends on the nature of the hosted
distributed cloud applications [111]
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a reasonable time [42,165,166].

4.3 A Novel Elastic Service Offerings

One of the CSP’s objectives is to effectively manage the underlying physical network by
determining what portion of the network resources should be reserved to offer the EaaS,
and the portion that may be rented to serve new cloud VNaaS requests. To answer
this question, the CSP needs first to accurately estimate the expected network elastic
demands, then compares the trade-off between the long-term revenue earned from the
EaaS offerings, and the revenue from accepting new cloud VNaaS requests. The CSP
must take into consideration the penalties that may be imposed due to the failure of meet-
ing the elasticity service level due to the unavailability of sufficient network resources.
Before describing this thesis’ proposed approach, an inter-data centers communication
EaaS model is proposed. The CSP considers each inter-data centers link as a separate
network resource and estimates the bandwidth amount needed to be reserved according
to the expected fluctuation of the virtual links mapped over it. To this end, the CSP’s
distributed cloud can be modeled as a weighted undirected graph G(N, L), where N
and L represent the sets of data centers and inter-data centers links, respectively, as
shown by Fig. 4.1. c. denotes the capacity of e € L, and x. denotes the FaaS reserved
bandwidth pool size of e € L. Each distributed application v is hosted on a set of dis-
tributed VMs connected through the inter-data centers network and can be modeled as a
weighted undirected graph G¥(NV, EV), with the sets of virtual nodes N (i.e., VMs, vir-
tual switches, and virtual routers), and virtual edges E" hosted on an inter-data centers
link e. The elastic bandwidth demand of each link ¢” € E" is denoted by d (i.e., d” is the
requested excess of bandwidth over the originally contracted values). Each distributed

application specifies its SLO which requires a specific level of network elasticity, as will
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now be illustrated.

According to the SLO, the CSP allocates the required resources needed to ensure the
application performance objectives. Beside the elasticity of the allocated distributed
VMs resources (i.e., CPU, storage, and memory), the CSP considers the elasticity of the
inter-data centers network in order to be able to deal with traffic workload fluctuations

of each virtual link hosted on the network.

4.3.1 A Novel Elasticity-as-a-Service (EaaS) model

The proposed EaaS model allows the CSP to offer differentiated elasticity services to its
distributed cloud applications. The offered elasticity levels vary from perfect elasticity
(i.e., ~100% elasticity level means that the virtual link bandwidth appears to be un-
limited) to partial elasticity (i.e., resources are guaranteed up to a certain level). The
elasticity level is determined based on the nature of the distributed cloud application and
the current stage of the application’s life-cycle. In general, applications that belong to
the same application type and share the same time-varying behavior have the same net-
work workload demands [167] and can be assigned the same EaaS class (e.g., distributed
video streaming cloud applications that serve the same area have the same traffic fluctu-
ation and distribution parameters). According to that, all the distributed applications
that have the same traffic workload patterns and similar degree of bandwidth-sensitivity
are assumed to be categorized into the same class and are assigned the same elasticity
level. Fortunately, this assumption will be released in section 4.5. Then the CSP calcu-

lates the required network resource pool size for this class according to its elasticity level.

In section 4.4, only one class of EaaS is considered and the case of multiple classes
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will be demonstrated in section 4.5. The CSP estimates the bandwidth pool size x.(t)
on each e € L for the n cloud applications that belong to the same class at a time. Each
EaaS class is characterized by a probability 1 — a which represents the probability of
elasticity service (i.e., a is the probability that one or more of the applications in that
class will request additional resources and that the CSP will fail to satisfy the request).
In other words, the value « represents the probability that the total bandwidth elasticity
demands > 7, d"(t) for the n cloud applications that belong to the same EaaS class,
during a specific time interval ¢ exceed the EaaS reserved pool z.(t) for that class at
eel,ie.,

Pr(i d(t) > z(t) =a Veel (4.1)

Clearly, « is inversely proportional to the contracted EaaS level. For instance, bandwidth-
sensitive distributed cloud applications (e.g., video streaming) need a high FEaaS level
(i.e., low probability of demand violation, a ~ 0), while bandwidth-insensitive distributed
cloud applications (e.g., offline laboratory experiments), which are able to tolerate band-

width under-provisioning, may require a low elasticity level (i.e., can tolerate large ).

4.3.2 Application Demand Modeling

Predicting the varying inter-data centers communication demands of distributed cloud
hosted applications is a necessary step in order to enable the CSP to accurately reserve
the resources required to provide the required EaaS. The CSP can determine the expected
bandwidth demands by monitoring their workload patterns over time to model the dy-
namics of the distributed applications [42,166]. Accordingly, a discrete-time Markov
chain model is built based on historical network workload patterns to be able to esti-

mate the short-term bandwidth demands. The state model is first derived by observing
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the application operation and stages, and then converted into a Markov chain representa-
tion in which each state of the model represents the time-varying probability distribution
of the inter-data centers traffic for a given EaaS class. Long-term distributed cloud ap-
plications are stationary and have repeated patterns? which emphasize the suitability of
using Markov modeling [168]. Consideration is given to a Markov chain model consisting
of a finite set of states, S = {s1, 9, ..., Sk}, each state s; € S is characterized by a mean
u(s;) and a variance o?(s;) which are thought to be the main parameters that describe
the probability distribution of the traffic workload for a given EaaS class at this state.
At each period t = 1,2, ..., the probability distribution parameters can be inferred from
the current state s; € S that follows a Markov process characterized by a state transition
matrix II = [7(s;|s;)], where s;,s; € S. The process starts at a specific state and moves
gradually from one state s(t — 1) at time ¢t — 1 to another state s(¢) at time ¢, with a

probability denoted by 7(s;|s;) as follows,
m(sj|si) = Pr(s(t) = s;|s(t — 1) =s;) (4.2)

The conditional probability 7(s;|s;) follows a Markov process since the next state s; is
dependent only on the current observed state s;, and is independent of the sequence of

states that preceded it. Formally, it can be written as,

Pr(s(t) =sj|s(t—1)=s;,...,s(1) = s1)

= Pr(s(t) = s;|s(t — 1) = s,) (4.3)

The state transition coefficients have the properties that 7 (s;|s;) > 0 and E?Zl m(silsj) =

1. Fig. 4.2 illustrates an example of a Markov chain model consisting of k states and its

2The CAIDA Equinix inter-data centers traces [6] show the repeated behavior of inter-data centers
traffic, as will be seen in section 4.7.
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Figure 4.2: Markov-based inter-data centers network model

state transitions.

The CSP estimates the mean and the variance of the probability distribution of the
network traffic in discrete time intervals according to the state transition matrix Il given
by the first-order Markov chain model which is inferred from historical monitoring. Based
on these parameters, the CSP calculates the reserved bandwidth pool size that is needed

to provide EaaS for the hosted applications at run-time.

Table 4.1 provides a description of the adopted notations.

4.4 EaaS Reserved Resource Pool Calculation: Single EaaS

Class

At each time interval ¢ and for a given EaaS class, the CSP derives the estimated state
s(t) = s; of the Markov chain process for each link e, and determines the mean p(s;)
and the variance o?(s;) of the bandwidth demands distribution. The bandwidth de-
mand d%(t) for an application j, j = 1,...,n, is considered as an independent and

identically distributed (i.i.d) random variable, with mean y = FE(d%) and variance
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Table 4.1: A summary of adopted notations (EaaS).

101

Variable Description
the graph representing the CSP’s geo-distributed Data centers
G(N, L)
network.
N the sets of data centers.
L the sets of inter-data centers links.
Ce the capacity of inter-data centers link e € L.
Te the EaaS reserved bandwidth pool size of e € L.
GU(N?, EY) the graph representing a CC’s VN wv.
NY the sets of virtual nodes.
EVY the sets of virtual links.
d’ the elastic bandwidth demand of each link e” € E".
n the number of cloud applications that belong to a certain EaaS
class.
the probability that the total bandwidth elasticity demands for
Q@ the n cloud applications that belong to the same EaaS class,
exceeds the EaaS reserved pool.
S Markov chain states.
(s;) the mean of the EaaS demands at state s;.
o?(s;) the variance of the EaaS demands at state s;.
II the state transition matrix.
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0? = Var(d%). According to the Central Limit Theorem (CLT) [169], since the num-
ber of hosted cloud applications n is sufficiently large, the distribution of the arithmetic
mean d,(t) = (d"(t) + d*(t) + - - - + d"(t))/n of the bandwidth demand at state s; can
be approximated as a normal distribution, with mean ju(s;) and variance o(s;)/n, re-
gardless of the actual unknown distribution of the bandwidth demand (e.g., Exponential,
Poisson, Uniform, ...) [169]. Hence, the distribution of the sum of the n random vari-
ables 37 | d"(t) can also be approximated by a normal distribution with mean np(s;)
and variance no?(s;). Formally, let D(t) = -7, d"(t), up(t) = E[D(t)] = npu(s;), and
aé(t) = Var(D(t)) = no?(s;). The CSP calculates the resource pool size x.(t) at each
link e to be reserved at the required elasticity level «, so that the probability that the
total bandwidth demands in that EaaS class may exceed the total reserved pool is less

than or equal the predefined value «, i.e., Pr(D(t) > x.(t)) < a. According to the CLT,

D(t) — ppe)
9D(t)

~ N(0,1). (4.4)

The estimated pool size at state s; for each link e can be calculated to satisfy the

constraint:
D(t) — pp) - ze(t) — ()

Pr( > )<a Veel (4.5)
OD(t) PN OD(t)
N(‘Or,l) Z:a

where z;_, is the 1 — « percentile of the Standard Normal distribution. Thus, z.(t) can

now be calculated as follows,

To(t) = np(ss) + z1_av/no(s;) (4.6)

It is worth noting, that this calculation is carried out per each state s; for each EaaS

class.
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An Example: Let the workload of a given EaaS class in the current state s; be character-
ized with a mean p(s;) = 10 Mbps, and a variance o*(s;) = 16 Mbps, with n = 30 virtual
links sharing the same link in that EaaS class. At time interval ¢, the estimated pool size
to provide EaaS with an elasticity service probability 1 — a = 0.95, can be calculated by
substituting these values in (4.6). The results are: z.(t) = 30 x 10 4 1.645 x /30 x 4 =
336.04 Mbps.

4.5 EaaS Reserved Resource Pool Calculation: Multiple EaaS

Classes

In this section, the general EaaS model is proposed, where the assumption that all
the applications that belong to the same EaaS class should share the same time-varying
behavior and have the same probability distribution parameters is relaxed. Also, multiple
elasticity classes are considered during the calculation of the required pool size for each
class. The CSP offers C (> 2) elasticity classes with differentiated elasticity levels a.
All the n, applications that belong to each class ¢ € {1,...,C} are categorized into |K,|
clusters, where K. = {kc1,...,kcs, .., ke k. }, and all the applications within a cluster

share the same probability distribution parameters following these assumptions:

e The bandwidth demands for each cluster k. ; are independent, where ¢ € {1,...,C},
and 1 = {1, ..., |IC.|}.

e Cluster k.; contains n.; i.i.d bandwidth demands, d" (), ..., d" i (t) distributed as

d.i(t), with mean p,.; and variance o2;, where ¢ € {1,...,C}, and i = {1,..., || }.

(X3
e Assume n.; are large enough to implement the CLT.

For any random variable X, let X* = —X%ﬂ[)){(}}'

Let the total demand of cluster k.;, D.i(t) = Y521 dv (t). Clearly, E[D,;(t)] = neiftei(t)

j=1
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and Var[De;(t)] = ne07,(t). By applying CLT Dj,(t) ~ N(0,1).
Let D.(t) = Z'K 'D, i(t), with mean p.(t) and variance o2(t), where p.(t) = E[D.(t)] =

S neitiea(t) and 02(t) = var[De(t)] = 3o/ neio?, (8).
Furthermore, by applying CLT, D(t) ~ N(0,1) as follows,

De(t) = pe(t)

Dyt = =

~ N(0,1) (4.7)

Next, different approaches are described to help determining the required reserved
bandwidth pool size for each cluster k., within class ¢, namely, the individual approach

and the global approach.

4.5.1 The Individual Approach

The CSP specifies for each cluster k.; the required elasticity level which is the same
as that of the class a.. For each cluster the required reserved bandwidth pool size is

calculated as the case of single elasticity class using (4.6), i.e.,
TE(t) = Neiptei(t) + 21—auy/Teioei(t) (4.8)

This approach considers only the size of each cluster k.; and does not consider the

effect of the total number of applications n, = Z‘Ei' n.; sharing the same class ¢ €

{1,....c.

4.5.2 The Global Approach

The CSP determines the required bandwidth pool size for each cluster such that the
elasticity level is a.. According to the results from the previous section, since the num-

ber of hosted cloud applications per each cluster n.; is sufficiently large, the distribution
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of the arithmetic mean d,,_,(t) = (d"(t) + d*2(t) + - - - 4+ d"i(t))/n., of the bandwidth
demand at state s; can be approximated as a normal distribution with mean p.;(s;) and
variance o7,(s¢)/ne,, regardless of the actual unknown distribution of the bandwidth
demand [169]. Since all D ;(t), where ¢ € {1,...,C}, and i = {1,...,|K.|}, are inde-
pendent random variables that are normally distributed, then their sum is also normally
distributed. Based on this fact, the CSP is able to calculate the required total pool size

ensuring that each individual cluster k. ; receives its required elasticity level a. as follow,

|’CC |’Cr

ZD“ Zm” ) < ag. (4.9)

According to the assumption that all n.,; are large enough to implement the CLT,

the results are:

IKe| Kl

Z :CCZ = + 21— acac ) = Z nc,iﬂc,i(t) + Z1-a.
=1

K|

Z Nei02,(t (4.10)

Equation (4.10) presents the total bandwidth pool size needed to be reserved in order to

achieve the elasticity level a, required by class ¢, where ¢ € {1,...,C}.

By comparing the total reserved pool size according to the individual and the global

approach, the following proposition can be concluded:

Proposition 4. The global approach requires less resources to be reserved, hence cheaper
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elasticity classes than the individual approach. This inequality can be expressed as

Kl IKel [Kel
Y " ncittei(t) + 21—acy| D neio?i(t) <> (Meittei(t) + 21—aoy/Meiei(t)) (411
i=1 i=1 i=1 ~~

_ Individual

~
Global approach

Proof:
The inequality, > a? < (3 a;)? where a; > 0, implies that the left hand side of (4.11)
is the sum of all the required pools needed for each cluster calculated according to the
global approach for the elasticity level .. However, the right hand side of (4.11) is the
sum of all the required bandwidth pool calculated according to the individual approach
by taking the elasticity level . for each cluster. Thus the global approach requires less

resources to be reserved. Hence cheaper elasticity classes will be offered.

The problem that remains is how to calculate the bandwidth pool size needed for
each cluster in order to provide an accurate pricing scheme as can be seen in section 4.6.
Several approaches can be used to calculate the required pool size for each cluster k. ;.

First, let the required pool size x%%(t) for each cluster

kci

)

be defined as a function of 7T, ; as follows,

$g’i (t) = Ncille,i (t) + Zl—acnc,iTc,ia (412)

where T¢ 1, ..., T k.| are non-negative numbers such that,
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e
nc,iTc,i = (4 13)

i=1

Clearly, there is an infinite number of options to determine the value of 7, ;, where

i=1,...,|K.|. These approaches include the following:

(1) Uniform Allocation
The class standard deviation o, (t) defined in (4.13), is split equally among all the appli-

cations within this class, that is T.; = ... = T .| = ‘7;—@, where n,. = Zy;l Nei. The

reserved bandwidth pool size for cluster k. ; is:

) (t
xgﬂ(t) = nc,i,U“c,i(t) + Zl—acnc7i0—()a (414)
n,

c

(2) Semi-uniform Allocation

oc(t)
nc,i“Ccl :

The class standard deviation o.(t) is split equally among the clusters. Here T,; =

The reserved bandwidth pool size for cluster k. ; is:

(4.15)

(8) Proportional Allocation

2

The class variance o

(t) is split among the clusters proportionally to their variances.
2
M, where 7.; = mes%eil®) o reserved bandwidth pool

Thus, T, ; is determined as 5
! ’ Ne,i o¢ (t)

size for cluster ¢, i is:

; TciOc t
2" () = neiftei(t) + 21-a, ’n ( ), (4.16)

C,i

At this point, the problem of accurately determining the required pool size for each
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cluster k.; will be modeled as a non-linear optimization problem.

4.5.3 EaaS Pool Calculation given the EaaS level: Optimization

Problem

The main objective here is to ensure that the probability of the total bandwidth fluctua-
tions exceeding the total reserved pool is a pre-determined small number a., 0 < a, < 1.
In addition, the reserved pool size should be proportional to the expected bandwidth
fluctuation for each cluster. In other words, the reserved pool size should increase as
the expected fluctuation increases. This problem is modeled as a non-linear optimiza-
tion problem such that the sum of the expected weighted squared distances between the
actual fluctuation and the reserved pool of each cluster is minimized.

i 1K .
Let ¢ = (z&1, ... % ...,xﬁ‘ C'), and r1,...,7,...,7k,. be positive numbers. The

e »Ye

optimization problem can be modeled as a minimization problem as follows,

() = argmin {—E(Dcxt) (1))

@E(t)

Kl
st Y al(t) = pelt) + 21—a,00(t)
=1

(4.17)

Proposition 5. The minimization problem (4.17) has a unique solution which is:

rio.(t)

P () = nespes(D) + 710, =1 K (419

K
where r = ZL;I‘ T
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Proof:

Note that for i = 1,...,|K.|, and ¢ € {1,...,C}, and using elementary properties of

variances of random varaibles:

Var(De(t) — 2g'(t) = B(Dei(t) — 22'(8))* — E*(Dey(t) — (1))
E(Dey(t) —xz'(t))? = Var(Dei(t) — 22 (1) + E*(Dei(t) — 2¢'(t))
= Var(Dei(1)) + E*(De(t) — 2g'(1))
= nei00i(s0) + (B(De(t)) — 2g' (1))

(4.19)

Hence,

E(Dei(t) — 22" (1))* = neioe;(t) + (neapiei(t) — 22'(1)* (4.20)

Substituting (4.20) in the objective function of the minimization problem, yields the

following:
[Kel M1 ‘
er')  —argmind - | LED.(0) -2 0)]
x<(t T
e i—p L'
[Kel M1 '
—argmin 4 3 | L 1es02 (0 + (rust) — 221
e i=1 L1
[Kel 2 [Kel
NeiO (t) 1
= I —= —Tleyi cit —xo(t 2
arg min ( - ) (neittei(t) — x(t)

s
I
—
\
—
o

(4.21)

2
(Clearly, eliminating the expression Z‘Z’i‘ﬂ M will not change the optimal solu-

tion.
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For simplicity, let we;(xS'(t)) = neipei(t) — x%%(t), where i = 1,...,|K.|, and ¢ €

{1,...,C}. Problem (4.21) is equivalent to the following problem:

(4.22)

The constraint in problem (4.22) can be rewritten as follows,

IKc|
—We,1 ( Z Wei( )+ 21-a,0:(t) (4.23)

let G(w.(t)) = S0 Lw?, (a%(t)). Substituting (4.23) in G(z.(t)) yields:

i=1 7

(4.24)
Thus, problem (4.22) is equivalent to:

xl(t) = argmin {G(z.(t))} (4.25)

¢ ' 0)

First, the extreme points of G(z.(t)) are found, that is, the vectors xt(t) for which
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all the first partial derivatives vanish. The first partial derivative of w.;(z5*(t)) is —1

and the first partial derivative of (4.24) are:

IKel
G (zo(t)) -2 4 2 4 .
e o = (20 _ — Zwe (xS =2, ..
e = 7y | e )+ aa) ) - CunGEO) Vi 2K

(4.26)
Equating the |K.| — 1 partial derivatives in (4.26) to 0 yields the following system of

linear equations for wey ((z&1(1))), .., we . (£ (1))):

1 1 1 VCC| R Zl—ac0c
(7"1 + E)wc, + I Zi:Q We,i = r1
i£2
l i i VCC| Zl—ae0c
<7"1 T T3 Jwes + vy Zui=2 Wei = 1
= (4.27)
(L + 1w + LS, = e
T1 T|KC| C,“Ccl T1 _i:2 [ T1
\ i#|Kel

where w.; = w.;(x%'(t)). Subtracting the first equations from each of the other

equations yields the following set of linear equations (written in matrix form)

B Lo

L —-L 0 0 0

2 T3

0 0
(4.28)
0 ... 0

L 0O ... ... 0 —- 0

| T2 TIKc| i

The last || — 2 rows yield,

ToWe; = T'pWe2 Vi=3,...,|K] (4.29)
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The first row presents the equation
1 1 1 Z1—a.0c
(—+ —)wea + — ch,i = e (4.30)

By substituting (4.29) in (4.30) and then multiplying (4.30) by 772, the following

results are obtained:

IKel
Z TiWeg = —T221—a,0c(t) (4.31)
i=1
Hence,
Wy = —T2P1zacTell) (4.32)

where r = Zl’iﬁ' r;. Substituting (4.32) in (4.29) yields,

“li*l-acc t .
We; = ~riZ1-a.%(t) ), i=3,..., K] (4.33)
r

Finally, substituting (4.32) and (4.33), in (4.23) yields

—7r121—a,0c(t)

= P1matellt) 434
We,1 . (4.34)
Since we (x5(t)) = nefiei(t)—x8(£) the extreme point @¢* = {z&1*, ... 2o . 22"}
for problem (4.25) is
rio.(t)

P8 (0) = megttes () + 210, i= LK (4.89

Next, it is required to verify that the Hessian matrix of the function given by (4.24) at

x¢*(t) is a positive definite matrix to prove that (4.35) is the unique optimal solution [170].

€
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The second partial derivatives of G(xz.(t)) is derived as follows,

0?G(z.(t)) 2 n 2
&Bg’i LT
2(ry + 7))
= STk =2...., K|
T1T|ICC|
0*G (. (t 2 .
P G(z.(t) _ 2 2 <i<j< |kl
axcﬂ'al’k&j T1
Hence, the Hessian matrix is
[2m4r2) 2 2 2
rire 1 71 T1
2 2(ri+rs) 2
T1 T17T3 T1
H =
2
r
2 2 2t
L "1 r1 TIT|KCe|

113

(4.36)

(4.37)

(4.38)

The property of a positive definite is not changed by multiplying the matrix by a

. "
positive scalar 7

positive definite:
[ (r1472)

r2

1

1 1 1
(r1+r3) 1
r3
1
(ri+rk.|)
TIKc|

[171]. Thus, it is sufficient to show that the following matrix is a

(4.39)
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H is a symmetric, hence, (4.35) is the unique solution to (4.17).

4.5.4 EaaS Pool Calculation Given the Expected Fluctuation:

Optimization Problem

In the previous section, the required pool size for each cluster was found such that the
expected squared deviation between the actual traffic needs and the reserved pool is
minimized, subject to a given elasticity level. However, in some cases it is difficult for
the CSP to rigidly define the required EaaS level for each application. Nevertheless, the
CSP may define the expected deviation between the actual fluctuation and the reserved
pool according to each cloud application behavior and the negotiated SLA. According to
this difficulty, in this section, the problem will be addressed from another point of view;
the minimization of the elasticity level under the constraint that the expected squared
deviation between the actual fluctuation and the reserved pool is given.

The new optimization problem can be modeled as a minimization problem as follows,

IKc|
xl'(t) = argmin] Pr | D.(t) > TS (t
S = argmin >3 ')
IKc| 1
st ) [;E(Dc,xt) - :cc,z-(t»?} =
i=1 -°
Pe,i(t) < e i(t) Vi=1,...,|K]

(4.40)
Proposition 6. The minimization problem (4.40) has a unique solution which is:

T

. I
g,z (t) = ncﬂ-,uc,i(t) + NeiTi ? Vi = 17 ey |ICC| (441)



Modeling and Pricing VN Elasticity-as-a-Service 115

Where r = Z|—1 r; and U = 1) — Z\Kcl ”cwf?ffz t)

Proof:

First, both sides of the objective function inequality are normalized as follows,

"CZ :Pr(mt) pelt) S azi(e) - uc(t)>: 42)

oe(t) 20

Minimizing the left-hand side of the objective function of (4.42) with respect to z¢*,
where i = 1,...,|K.| is equivalent to the maximization of Z‘ | zei(t) — po(t). The
problem can be rewritten after substituting (4.20) in the constraints and modifying the

objective function as follows,

IKel
xg'(t) = argmax Z(ﬂfii(f) pei(t))

zg(t)
|’CC‘ 2 |’CC‘
ncaio-c Z(t) ]- ci
st D T A D @)~ neie(t)” = ¢
i=1 ¢ i=1 "'
fhe,i(t) < wey(t) Vi=1,...,|K]

(4.43)

Let U =1 — ZVC el M and X ;(t) = 25" (t) — neiptei(t). Problem (4.43) can then

€

be rewritten as follows,
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IKe|
arg max Xt
g ma ; i(t)
IKe| 1
—X.i(t) =¥ =0
=1 T
Xc,iZO Vz:1,,UCC|
(4.44)
To solve this problem, Lagrange multipliers are used as follows,
|K:C‘ |’Cc
LOX,A) = Xeit) + A Z Xm - (4.45)
i=1

Differentiating £(X, \) with respect to X.1,..., X, ..., X k.| and A yields a system

of |K.| equations:

PR = 14207 = 0 Vi=1,...,|K,] (4.46)
AL(X,N) X>\ ch l )

From the first |K.| equations of (4.46) the following expression is obtained:

Xew = =5+ Vi=1,...,|K,| (4.47)

Since X.; > 0 then A has to be negative. Substituting (4.47) in the last equation of
(4.46) yields,

> (_f) . (4.48)
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hence,

Since A < 0, substituting the negative root of A from (4.49) in the first |[KC.| equations

of (4.46) yields a unique solution which is:

Vi

I
u)—‘

K (4.50)

Hence, (4.41) is the unique solution to (4.40).

4.5.5 Multiple Heterogeneous Elasticity Classes

After estimating the required EaaS pool size x¢*(t) for each cluster ¢ within each class
¢, the CSP can either set apart a portion of the network resources, if available, or it can
outsource cloud resources across multiple CSPs [122]. However, in some scenarios, the
total required pool size for all the classes is greater than the available resource. In this
section, the problem of allocating the available resources among the required EaaS classes
is modeled as an optimization problem according to the CSP revenue, and the penalties
that may be imposed due to the failure of meeting the elasticity service level. The SLA
provides a set of penalty functions P(.) which determine the amount to be payed by the
CSP in case of violating the required elasticity level or the expected fluctuation.

Let p&'(t) denotes the price of a unit EaaS at cluster 7 and each class ¢. The way of
calculating the price vector that maximizes the CSP long-term revenue will be presented
in the next section. y°(t) = {y='(¢),...,yc™I ()}, Ve =1,...,C, denotes the output

of the optimization problem and represents the set of the allocated bandwidth for each

cluster ¢ per each class ¢, taking into consideration the capacity constraint c, of the
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physical links e € E. The optimization problem can be modeled as a maximization

problem for the total CSP’s revenue to prioritize higher EaaS classes as follows,

c K

yo'() = max Z Z {(we" () + p2' (1) — P(ye' (1), 22" (1)) §

c K|

s.t. Z Z yo'(t) < c

c=1 =1

0 < ye'(t) < ag'(t) Vi=1,...,|K]

The value of the negotiated SLA penalty function is dependent on the difference
between the required EaaS pool size 25%(¢) and the allocated resources y%*(t) as shown in
(4.51). Violating the SLA terms of a specific EaaS class imposes a penalty proportional
with the denied EaaS. In addition, the function F(.) defines the shape of the penalty
function to reflect the degree of dissatisfaction due to SLA violation. For instance, the

law of diminishing marginal may be applied [172].

. 0 o (t) < yoi(t
Pl i) =4 (1) =) (451)
Fsi(t) — i) 254(0) > (0

To solve this problem, Lagrange multipliers are used as follows,

c IK]
Ly M) = 303 {0 + ) = Pl (D), 45(0)}
¢ Kl - zC IKel
RO IACEISED B BRACEFOER VIS

Differentiating £(y¢, A1, A", A") with respect to 3o, A, \y* and \§* Vi=1,...,|K.| and ¢ =

1,...,C yields a system of equations as follows,
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c )\ )\C,i )\C,i c,i t c, t ) . .
a[’(ym 1, A2 » 13 ) _ _ap(ye ( ),':Ee ( )) +pg,z -\ _)\g,z _ )\g,z <0

oye" dye"
Vi=1,....|K]and c=1,...,C
(4.53)
ci |Gy Il
OL(YE, A\, A", AY) . '
e — Gyt t) — Ce S O 454
N ;Zly (1) (4.54)
a c )\ )\C,i )\C,’L’ . .
L(ye, 1::@'2 A5 = 1) — 2% (t) <0 (4.55)
0)\2’
c >\ >\C,i )\C,’i .
OL(ye, LN ) _ yEH ) > 0 (4.56)
a>\3’

Vi=1,....|K]and c=1,...,C

These set of equations along with the constraints (4.54), (4.55) and (4.56) can then
be solved to obtain the optimal vector y¢(t) = {y5'(¢t),... ey, ve=1,....¢,

according to the shape of the penalty function P(.).

4.6 Proposed EaaS Pricing Model

In this section, an elasticity dynamic pricing model is proposed that aims at maximiz-
ing the CSP expected long-term revenue. In contrast to the traditional static pricing
models which are not tailored to the elastic behavior of cloud traffic workload, the
main goal of this model is to provide the optimal price vector obtained from offer-
ing the EaaS that maximizes the expected long-term revenue. Let the price vector

P = (p%'(s1),...,p%(sx)) provides the prices of the EaaS at link e at cluster i and
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class ¢, for each state s; € §. The CSP calculates the price vector that maximizes its
revenue during an operating time cycle [0, T]. This price vector is updated periodically
to reflect any variations that have occurred to the EaaS demands patterns. Cloud appli-
cations are price-sensitive. In other words, when the prices increase, CCs seek to reduce
the workload to the cloud which directly affects the workload traffic distribution. On the
contrary, when the prices decrease, CCs will be encouraged to move more of their work-
load to the cloud. This can be done by varying the price of the cloud-based application.
At each period ¢ € [0, 7], the bandwidth pool size z%(¢) is reserved to fulfill the total
bandwidth demands of EaaS cluster i at class ¢, which is calculated based on the current
state s(t) = s; as shown in section 4.5. A scaling-up in the link total demand happens at
time ¢, if dz%(t) > 0, while dz%*(t) < 0 indicates a scaling-down (dz*(t) = 0 means no
fluctuation). The prices should be bound by a maximum and a minimum values, p™*
and p™™ respectively, pS'(s;) € [pm", pe*] Vt € [0, T].

Since, the traffic workload fluctuates over the period T', the CSP aims at finding the

price vector that maximizes its revenue. The long-term excepted revenue from a given

EaaS cluster 7 per a class ¢ at link e can be calculated by,

RE(T) = / P (s (£)dt (4.57)

Now, the problem is to find the optimal price vector ngi* that maximizes the CSP
revenue denoted by RS (T), and at the same time, reflects the link utilization level
to prevent the under-utilization/congestion by decreasing/increasing the price vector of
each link, respectively. The maximum CSP revenue RS (T) can be considered as the
Least Upper Bound (lub) of R&*(T)) that satisfies the prices boundary constraint. To
search for the optimal price vector, the dynamic programming algorithm is continuously

applied backwards in time [173]. First, consideration is given to the revenue over the time



Modeling and Pricing VN Elasticity-as-a-Service 121

interval Ot which denotes the duration of one state s;. Then, recursively it is possible to
derive the maximum CSP revenue and hence the optimal price vector. The probabilities
to move to any state s;, where j = 1,2,... &, given that the current state is s, at time ¢
can be derived from the state transition matrix II. Hence, the long-term excepted CSP

revenue can be defined as follows,

k
ReV(T) = f,ub[PE’i(st)x?i(f)at + ) w(sjls)0t RS (T — 0t)]
e —

Jj=1

(4.58)

actual revenue at Ot

~
expected revenue at T—0t

where, the optimal expected CSP revenue R&%"(T) consists of the actual revenue during
time Ot, denoted by p%'(s,)z%'(t)0t, where xz&'(t) is the actual pool size reserved to
fulfill the bandwidth demands for cluster ¢ at class ¢, and the second term represents
the expected revenue from the remaining time 7" — 9t depending on the probabilities
of the workload distribution according to the next state s;. The expected pool size at
state s; can be calculated as 2 () = ngpteq(t) + zl_ac%ﬁ) i=1,...,|K|, where
r= Zyicll r; following the results from (4.18).

Thus, the optimal revenue RS (T') and the optimal price vector P4 can be calcu-

lated by recursively substituting the equivalent expression of R (T — 9t) into (4.58).

It is worth noting here that as Markov model is Learnt, a tatonnement-like proce-
dure is used to facilitate the corresponding rate of convergence of the prices. During this
process, the optimal prices are calculated based on the state transition matrix until it
converges to an equilibrium state when the prices reflect the actual supply and demand.
This transient state may re-occur due to external events (e.g., the introduction of com-
petitor SP which results in changing the stationary distribution).

After estimating the optimal long-term revenue R (T') through the operating time cy-
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Figure 4.3: Equinix data centers [5]

cle [0, 7], the CSP is now able to compare the revenue of providing the EaaS, and the
expected income from selling the extra network capacities to new VNaaS requests. In
addition, the CSP can make the decision of either saving the network capacities for EaaS

demands, or selling them.

4.7 Performance Evaluation

To evaluate the accuracy of our proposed inter-data centers EaaS approach, two paths
are followed, namely through real inter-data centers’ traces and simulations. First, since
most data centers are located in North America, this chapter’s evaluations are built
around Equinix [5] which operates 62 data centers in 13 locations across the four time
zones that cover North America, as shown by Fig. 4.3. The evaluation is performed based
on the Equinix-Chicago traces. The traffic collection monitor is located at an Equinix
data center in Chicago, IL, and is connected to a backbone link between Chicago, IL
and Seattle, WA [6]. The traces in this dataset are anonymized using CryptoPan prefix-
preserving anonymization [6] using the same key. The anonymized traces are stored in
pcap format with timestamps truncated to microseconds [174]. The traces can be read
with any software that reads the pcap (tcpdump) format. CoralReef Software Suite and
libraries are used to read the traces. These traces are used to obtain packet sizes and

time between packet arrivals for different application type. Fig. 4.4 and Fig. 4.5 depict
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W other 11.78H 25, 93H 54, 55H

Figure 4.4: Equinix inter-data centers traffic (One week) [6]

the traffic of the Chicago inter-data centers link monitored over one week and four weeks,
respectively. From Fig. 4.4 and Fig. 4.5, it is clear that the inter-data centers traffic
for each application type is stationary and have repeated patterns, which emphasize the

suitability of using Markov modeling.

The second path involves simulating a set of distributed data centers network, where

the links’ bandwidth values are uniformly distributed between 250 and 300 Mbps. 30
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distributed cloud applications were simulated, where each inter-data center physical link

is shared among them. The simulated cloud applications may experience three possible

states of operation, which are characterized by three different traffic workload parame-

ters; state(1) uy = 10 Mbps, 02 = 10 Mbps, state(2) ps = 15 Mbps, 02 = 20 Mbps, and

state(3) p3 = 25 Mbps, 02 = 30 Mbps. The Markov state transition matrix between

states was generated randomly from a normal distribution and normalized to satisfy the

transition matrix properties. The experiments simulated two weeks of operation.
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Figure 4.6: Inter-data centers workload fluctuation

Estimated Workload at Different Elasticity Levels
First, the impact of the elasticity level « is analyzed with respect to the amount of
reserved network resources for the future EaaS demands. Fig. 4.6 depicts the actual
workload fluctuation and the estimated fluctuation at three elasticity levels (i.e., a =
0.05,0.225,0.5). It is obvious that at high elasticity levels with a low probability of unmet
bandwidth demands (i.e., low « ), the estimated workload and hence the reserved amount
of network resources are always more than the actual workload, to prevent violating the
EaaS level. However, at a lower elasticity level (i.e., &« = 0.5 ), the estimated workload
can be close to the actual fluctuation but with a high probability that the actual demand
exceeds the estimated one.

Furthermore, Fig. 4.7 presents the percentage of the met service elasticity demands

at different elasticity levels. It can be seen that at high elasticity levels (i.e., 1 —a ~ 1),
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Figure 4.7: The percentage of the met bandwidth demands at different EaaS levels

the excess demand is always met. However, at medium elasticity levels (i.e., 1 —a ~ 0.5),

about 50 percent of the excess elastic demands are met with the reserved pool size.

Figures 4.8,4.9,4.10 and 4.11 present the actual traffic according to Equinix traces
and the estimated fluctuation at a different number of Markov states (The value of «
is set to 0.5). Four applications are selected from the Equinix traces; namely HTTP,
HTTPs, UDP and RTMP. For simplicity, only the weekdays are considered and all the
days are treated the same. In other words, the same set of states is visited each day.
The period needed to learn Markov states was six weeks. It clear that when the number
of states increases per day, the accuracy of the proposed EaaS model increases. In addi-

tion, if each day is treated separately by its own state, better estimation will be achieved.

Table 4.2 provides the values of the Mean Square Error (MSE) for each application
type at different number of states per day.

Estimated Traffic Workload Accuracy

In order to evaluate the accuracy of our proposed approach in deciding the amount of
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Table 4.2: The MSE values at different number of states per day.
gt‘;‘ézer oF | HTTP(Gbits/s) | HTTPS(Gbits/s) | UDP(Cbits/s) | RTMP(Gbits/s)
1 state/day 0.4444 0.0707 0.0379 0.0299
2 states/day | 0.4323 0.0697 0.0297 0.0267
5 states/day | 0.2651 0.0535 0.0248 0.0249
10 states/day | 0.2172 0.0491 0.0231 0.0203
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Figure 4.8: The actual workload vs the estimated (HTTP)

resources needed to be reserved for future demands elasticity, the MSE has been measured

when a different number of applications, n, are being hosted. The MSE is defined as the

expected sum of squared differences between the estimated and the corresponding actual

fluctuations. As can be seen from Fig. 4.12, when the number of the applications sharing

the same class per link increases, the MSE becomes closer to zero. This demonstrates
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Figure 4.9: The actual workload vs the estimated (HTTPS)
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the scalability of this model in cloud environments. It also can be seen that when the

number of the cloud applications varies from 10 to 30, the MSE values increase from 0.14

to 0.04 which still are acceptable values.

To study the impact of the traffic probability distribution on this thesis’ proposed

approach, Fig. 4.13 illustrates the estimated and the actual workload fluctuation gener-

ated by three different distribution functions: Exponential, Poisson, and Uniform. It can

be shown that regardless of the actual distribution function, the workload fluctuation

approximates to a normal distribution.

Fig 4.14 plots the CSP accumulated revenue, which is defined as the profit from
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Figure 4.10: The actual workload vs the estimated (UDP)

selling the EaaS at four elasticity levels (i.e., & = 0.05,0.1125,0.225,0.5) minus the cost
of reserving extra resources. The plot shows that the CSP accumulated revenue obtained
from high elasticity class is higher because more bandwidth demands are met at a higher

price.

4.8 FEaaS Limitations

Assumptions and limitations are categorized into three categories; namely, assumptions
for simplicity which can be easily relaxed, scheme limitations, and assumptions that need

further work and can be considered as future work.
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Assumptions for simplicity:

e There is an assumption that the value of the EaaS level o can be determined
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according to the bandwidth sensitivity of the offered application from historical

observations and performance measurements.
Scheme limitations:

e The EaaS model targets the inter-data centers networks (i.e., may provide partially
optimal allocation in case of intra-data center networks due to the special topologies

of the latter).
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The EaaS model focuses on cloud applications owned by CCs that are characterized
with relatively longer life-times and stationary behaviors (i.e., may provide partially

optimal allocation in case of short-lived cloud applications).

The bandwidth demands for each cluster are independent.

Each cluster contains i.i.d bandwidth demands

The number of applications per each class is large enough to implement the CLT

(i.e., > 30).
Assumptions need further work:

e There is an assumption that the underlying physical network is own by a single

infrastructure provider.

e There is an assumption that there is a knowledge of the entire underlying network

(Centralized approach).

4.9 Summary

In this chapter, a novel approach has been proposed which enables the CSP to provide
inter-data centers EaaS at differentiated levels for geographically distributed cloud ap-
plications. This EaaS takes place in order to guarantee the performance objectives of
distributed cloud-based applications. The approach accurately estimates the amount of
resources needed to be reserved to fulfill the future elastic inter-data centers workload
fluctuation. Moreover, a corresponding EaaS dynamic pricing model was proposed that
aims at maximizing the CSP expected long-term revenue. Experimental results have

shown the accuracy of the model, and the increase in the CSPs profit.



Chapter 5

Substrate Network Re-optimization

In Chapter 4 the VN Elasticity-as-a-Service model and its features were presented. Chap-
ter 5 is organized in the following way. Section 5.1 gives a general overview of some of the
challenges and limitations of existing inter-data center bandwidth provisioning models.
Sections 5.2 and 5.3 discuss the proposed SN resource re-optimization technique and the
live migration schemes used to re-allocate the congested VN components. Simulation
results and performance evaluation are discussed in Section 5.4. Finally, Section 5.6

concludes this chapter.

5.1 Overview

Network virtualization techniques aim at efficiently allocating the underlying SN re-
sources to the hosted VNs. Unfortunately, over time, and due to the dynamic nature of
current cloud applications and the frequent initiation and termination of VNs, the avail-
able and utilized SN resources become fragmented. This in turn, gradually degrades the
performance of these techniques. As a result, CSPs aim at re-optimizing the inter-data
center communication network in order to guarantee the performance of their hosted ap-
plications [17]. In this chapter, a novel proactive SN resource re-optimization technique
is proposed that efficiently overcomes the fragmentation problem by performing appro-
priate re-arrangement, or house cleaning, for the available and utilized SN resources. To
minimize the incurred computational overhead, the invocation of this technique is only

triggered by certain events such as the departure of an expired VN. The contributions

133
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of the proposed work are two fold; first, the development of an efficient technique for
the selection and re-allocation of VN portions that are contributing to the fragmentation
problem. The technique takes into consideration the trade-off between the benefit from
increasing the SN utilization and the cost incurred by the VN migration. The second
contribution involves a novel VN live migration techniques that significantly reduce the
service interruption time during migration. Simulation experiments demonstrate the
achieved gain in the SN resource utilization as well as in the VN acceptance ratio and

the net revenue.

Network Virtualization allows the abstraction of a logical layer above the physical
resource, enabling multiple virtual networks VNs to coexist over the same physical sub-
strate network SN in a seamless manner. Infrastructure providers try to efficiently allo-
cate resources to each VN request to ensure a high utilization of their SN resources. This
in turn, increases the acceptance ratio of the VN requests and the providers revenue.
The VN embedding process involves mapping the virtual nodes/links to the substrate
nodes/paths [31], [32] in an efficient manner to ensure high and balanced SN utilization.
However, the SN state changes over time due to the embedding of new VN requests, the
expiration of some of the already hosted VNs, or due to changes in the SN resources [175].
Consequently, the substrate network becomes fragmented and inefficiently utilized and
this results in an increase in the rejection ratio of future VN requests. This problem

represents the main hurdle for various embedding techniques.

To overcome the aforementioned problem, a number of SN re-optimization techniques
have been developed (e.g., [32], [49]). Nonetheless, these techniques have some limita-

tions; a number of these techniques focuses on rerouting virtual links while keeping
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virtual nodes unchanged [50]. Other techniques re-allocate a single virtual node one at a
time and restrict the search for the new hosting substrate node to those that are within a
one-hop distance of the old substrate node [32]. Restricting SN resources re-optimization
to a single VN node migration greatly simplifies the migration process. Nonetheless, this
restriction limits the enhancement in the utilization of the fragmented resources. This
work supports the belief that simultaneous re-allocation of a number of virtual nodes may
significantly improve substrate resource utilization much more than greedily re-allocating
individual virtual nodes over several re-allocation iterations. It is also worth noting that,
the majority of these existing solutions do not take into account the VN migration cost
in terms of experienced service interruption time during migration. However, this in-
terruption might result in the provider paying penalties due to service level agreement

(SLA) violation [53].

To address these limitations, a new re-optimization technique is proposed that iden-
tifies congested VNs portions! which make some parts of the SN unavailable, then re-
allocates these portions into other underutilized resources. The migration cost of re-
allocating a VN component is reduced by using live node migration. A mechanism is
proposed for the simultaneous migration of all virtual nodes within the same congested
VN component. This results in a decrease in the service interruption time. Finally, the
proposed work examines the trade-off between the gain achieved by dedicating a back-

bone network, or sharing the same substrate network for VN components migration.

!The terms VN portion and VN component are used interchangeably.
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5.2 Proposed House Cleaning Scheme (HCS)

This chapter only focuses on the problem of re-optimizing the utilization of the SN re-
sources. Hence, the assumption is made of the existence of an embedding technique that
accepts the VN requests and performs the actual embedding (e.g., [51], [50], [32], [31],
[106]). To minimize the incurred computational overhead and cost, the invocation of the
SN House Cleaning Scheme (HCS) is only triggered by the expiration of a VN. The main
idea is to detect bottlenecked substrate links which host portions of VNs, and try to find
better embedding for these VN portions to release overutilized substrate resources by
taking advantage of underutilized resources. In this way, fragmented resources will be

reduced, hence, ensuring a high and balanced utilization of the SN resources.

To this end, a SN is modeled as a weighted undirected graph G(N, E) with substrate
nodes N and substrate edges F, bw(e) denoting the bandwidth capacity of substrate
edge e € E. Similarly, the VN requests are modeled as a weighted undirected graph
GY(NY,EY), with virtual nodes NV and virtual edges EV, bw(e’) denoting the band-
width required by virtual edge e’ € EV. A virtual edge ¢’ can be mapped over a simple

path of substrate links, denoted by p(e”).

The proposed optimization technique consists of four main steps as shown in Fig. 5.1.
In the first step, SN links which are considered as barriers against future VN embedding
are detected. In the second step, problematic VN components which contribute to SN
links congestion are detected. The search for new candidate SN nodes to host the mi-
grated VN components is performed in the third step. The last step makes the decision
whether to accept the re-embedding or to reject it. Alg. 1 outlines the pseudo-code of

the adopted steps.
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Table 5.1: A summary of adopted notations (HCS).

Variable Description

G(N, E) the graph representing the SN.

N the sets of substrate nodes.

E the sets of substrate edges.

bw(e) the bandwidth capacity of substrate edge e € E.

GV(NV,EV) | VN requests.

NV the sets of virtual nodes.

EY the sets of virtual links.

|EY | the number of virtual links per VN request.

bw(e’) the bandwidth required by virtual edge e’ € EV.

p(e’) the path where the virtual edge e’ is mapped.
Detecting congested ] = [ Detecting problematic VN | o, [ Pl it ] — [Re-embedding decision‘

substrate links components components

Figure 5.1: Steps of substrate network HCS

Table 5.1 provides a description of the adopted notations.

5.2.1 Detecting Congested Substrate Links

Congestion may reduce the efficiency in utilizing the SN resources over time, since the
unavailability of some substrate links may result in selecting longer paths for embedding
new VNs requests. Also, congested substrate links play an important role in rejecting
VN requests. According to [32], about 99% of VN request rejections are attributed to the
unavailability of sufficient substrate link bandwidth. In other words, the unavailability
of one substrate link may cause a rejection of a complete VN request. A substrate link is
considered to be congested if its stress, S(e), is greater than a specific threshold g (Alg.

1: line 2), where

(5.1)
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Algorithm 1 Pseudo code of HCS re-optimization technique

—_ = =
A sl

14:
15:
16:
17:
18:
19:
20:
21:
22:

Initialize PriorityQueue PQ <+ ¢
Econgested <— set of substrate links e: S(e) >
V Neongestea <— set of congested VN
g < set of connected components from V Neopgested
for each g; in g do
Calculate V' (g;)
PQ.enqueue(g;)
end for
Iteration < 0
while (PQ) is not empty & Iteration < N,,) do
gi < PQ.dequeue()
success <— re-allocation(g;) into G(N, E)
if success then
updateStress(G)
migrationGain < calculate G(g;)
migrationCost < getMigrationCost(g;)
if migrationGain > migrationCost then
commit re-allocation(g;) into G(N, E)
end if
end if
Iteration < Iteration + 1
end while
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Here w(e) is the normalized link weight calculated offline for each substrate edge e € E.
w(e) reflects the importance of e in the SN to prevent the congestion of critical SN
portions. The value of w is calculated based on substrate nodes Centrality, Communi-
cability, and Betweenness [176]. The selection of the threshold value § is discussed in

section V.

5.2.2 Detecting Problematic Virtual Networks Components

The next step in the proposed HCS is concerned with detecting problematic VNs por-
tions by checking all already embedded VNs, and detecting the congested virtual links.
This is carried out by identifying the intersection between the overloaded substrate links
and VNs links (Alg. 1: line 3). The candidates for our re-optimization technique are
the connected components of each VN which are mapped over congested substrate links.
More precisely, for all VN, GV(NV, EY), the set g = {g1,92, -, gi,- -+ } is constructed
such that ¢;(NY, EY) is a subgraph of one of the VNs GV where N} C NV EY C EV.
Nodes of each g; are marked as either migrable or fixed. Migrable nodes are the nodes
within g; which are mapped over substrate nodes directly connected to the congested
substrate links and need to be re-allocated. However, the fixed nodes are those which
are connected to the migrable nodes within the VN by non-congested links and will not
be migrated. The aim of marking some nodes in g; as fixed, is to ensure that the same
topology of the VN before and after the re-allocation is maintained. Either Breadth-first
search, or Depth-first search can be used to extract the connected components g; in linear

time [177] (Alg. 1: line 4).

After detecting problematic VN components, candidates g; are sorted according to a

score V' (g;) which reflects how much the congested g; affects the overall utilization of the
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substrate links. More precisely, V' (g;) is the average ratio of the bw that g; consumes on
each SN link. V(g;) is scaled by the remaining life-time 7; of g; to avoid re-embedding
portions of VNs that are expiring soon (Alg. 1: lines 5-8). VN components with a high
score V(g;) are potential candidates for the re-allocation. V(g;) can be calculated as

follows:
bw( ez
ZeleEV ZeEp(el) bw (e)

2eieny [P(ei)]

where the operator |.| returns the length of a path.

Vigi) =

T, Vg eg (5.2)

5.2.3 Finding New Candidate Hosting Substrate Network (SN)

Nodes

According to the score V(g;), the first candidates g; is selected (Alg. 1: line 11) and
HCS tries to find new allocation which satisfies the re-optimization objective. The main
objective during the re-embedding process is to maximize the migration gain G(g;) which
represents the gain obtained from reducing the average stress of the SN as well as that
of reducing the amount of resources needed for the re-allocated components, after the

re-allocation. Formally, this gain function can be calculated as follows:

Yeer ) D every [p(e?)[bw(e?)
S er 5 ey () bule?)

The first term in (5.3) represents the gain obtained from reducing the average stress of

G(g:)) = (5.3)

the SN, which is calculated as the ratio between the stress of the links affected by the
migration, before and after the re-allocation of g;. The second term in (5.3) represents
the gain obtained from reducing the amount of resources needed for the re-allocated
components, which is calculated as the ratio between the total resources needed before

and after the re-allocation of g;. S(e) and S'(e) are the stress of e before and after the
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re-allocation of g;, respectively. Also, p(e”) and p’(e”) are the substrate paths hosting
e¥, before and after the re-allocation respectively. E’ is the subset of SN links affected
by the migration, £’ C E where £’ = UeveEiV (p(e”) U p'(e”)). The constants oy and
ap are weighting factors dynamically tuned by the provider to reflect the priority of
reducing the stress against reducing the amount of substrate resources needed. The re-
optimization objective is to maximize G(g;) for all VN connected components, i.e., it

solves the problem,

max Z G(g) (5.4)

9i€g
To find appropriate candidates to host g;, the infrastructure provider can employ a
modified version of the already employed embedding technique where g; is mapped while

keeping the same hosted nodes for g; fixed virtual nodes.

5.2.4 Re-embedding decision

The decision to accept the suggested embedding by the previous step depends on the
trade-off between the benefit from the re-embedding and the migration cost. This benefit
can be calculated as the gain obtained from (5.3) multiplied by a constant that measures
the monetary gain resulting from reducing the stress of a link, and reducing the resources
needed for the re-allocated components (Alg. 1: lines 12-16). Section IV discusses this
chapter’s proposed live migration schemes and demonstrates how to calculate migration
cost for the migration. The last step involves comparing the benefit against the migra-
tion cost (Alg. 1: line 17) and making the decision of whether to perform the actual
re-allocation or not (Alg. 1: line 18). HCS iteratively repeats the re-embedding process
for the successful g; candidates for at most N, iterations (Alg. 1: line 10). To prevent
overloading one section of the network during the re-allocation, the status of each sub-

strate link is updated after VN embedding/departure, or the re-allocation of problematic
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Figure 5.2: An example of substrate network re-optimization

VN portions. This avoids re-embedding VN portions over overutilized SN portions.

5.2.5 An Illustrative Example

Fig. 5.2, depicts an example scenario showing the gains obtained by the re-optimization
technique used in this work. The numbers over the links represent each substrate link
bandwidth capacity and the numbers between brackets represent their available band-
widths. Initially, VN-1 and VN-2 are embedded as shown in Fig. 5.2(a). VN request
VN-3 cannot be embedded since there is no substrate link with 60 available bandwidth.
Also, after VN-1 expires, VN-3 still cannot be embedded as shown in Fig. 5.2(b). But
after re-allocating the congested portion of VN-2, the overall stress of the network de-
creases and the new embedding of VN-2 uses less substrate bw as shown in Fig. 5.2(c).
This enables the acceptance of VN-3 request. The basic idea behind the detection of a
connected VN component is shown by the example in Fig. 5.3, where a VN intersects
with three congested substrate links and produces two connected VN components. The
first component has two migrable nodes (A,B) and one fixed node (E) and the second

component has three migrable nodes (D, E, H) and one fixed node (A).
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Figure 5.3: An example of Connected VN components

5.2.6 Complexity Analysis

Consider the situation where at time ¢, the SN is hosting n VNs. Updating the stress of
the SN links is carried out during the embedding of a new VN request, after re-allocating
a connected component, as well as after the expiration of a VN request. In general, it
requires O(|E|) operations to detect congested substrate links. Also, the first step in
the process of detecting problematic VN components can be accomplished in O(n|EY])
by marking all virtual links mapped over congested substrate links during the updat-
ing of the substrate links status, where |EY| is the number of links per VN request, on
average. The process of extracting a connected component g; can be done in a linear
time proportional to max(|N}|,|E}]|) using either Breadth-first search, or Depth-first
search [177]. The time complexity of sorting the set of candidates g; according to V'(g;)

is O(m -logm), and where m is the number of connected VN components (m < n'NQJ),
and where |NV| is the number if nodes per VN request, on average. The last step of
finding new candidates for hosting can be done in polynomial time (e.g., [31]). Hence, the
dominating factor in the execution time of HCS is the time to re-embed the connected

components. The scalability of the proposed HCS strongly depends on the last step of
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finding new candidates for hosting the VN components. This can be done by employing
a modified version of the already employed embedding technique. Several approaches
in literature are proposed which study the scalability issue by proposing distributed ap-

proaches (e.g., [49]).

5.3 Live Migration of VN Portions

The proposed re-optimization process requires the migration of congested VN compo-
nents from overloaded substrate resources to underutilized resources. The migration cost
represents the penalty paid by the infrastructure provider due to violating the permis-
sible SLA service interruption time. The traditional network migration process consists
of freezing the running processes within the source node, then copying the virtual node
data plane to the new physical node. The delay in completing the copying and restoring
of node state and establishing new virtual links between the new virtual node and the
old already connected virtual nodes would cause an unacceptable disruption time. How-
ever, current commercial routers which support virtualization have the control and data
planes running in separate environments [178]. Therefore, their data planes run within
the substrate node and their control planes are hosted within virtual environments. Re-
allocating congested VN components requires the migration of nodes marked as migrable
for which the re-optimization technique finds better hosting substrate nodes. Employ-
ing a Live migration methodology for virtual nodes enables the migration of the control
plane, without stopping the traffic through the old data plane. According to [178], at the
new substrate node, the new control plane starts running and generating the new data
plane while at the same time updates the old data plane at the initial substrate node.

Then link migration begins immediately after the data plane is completely generated at
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Figure 5.4: An example of two virtual nodes live migration

the new substrate node. During live migration of virtual nodes, the process of migrating
the control plane is the only part which is subject to a short period of interruption time
depending on the size of the virtual node. According to [178], the control plane downtime
is between 0.924 and 1.008 seconds for core routers, and between 3.484 and 3.594 seconds
for edge routers. Fig. 5.4 illustrates the process of migrating two virtual nodes, where
the time periods t; and t, represent the interruption periods resulting from migration
virtual node (1) and (2) respectively. The migration of more than one congested VN
nodes can be performed simultaneously, since there are no dependencies between the
migrated VN nodes. The time period t3 represents the total service interruption time
(time between the beginning of migrating the control plane of (1) and the time when the
control plane of (2) is successfully migrated) resulting from the migration of two nodes
simultaneously.

The interruption time due to control plane migration depends on the available band-

width within the migration path, path(v;, v}), between the old substrate node v; and the
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new substrate node v}, when assuming a constant memory size for all virtual nodes. To
perform control plane migration, two approaches are proposed: either using a separate
backbone network dedicated to VN node migration or to simultaneously migrating g;
nodes using the same SN network. Migration is carried out by using a special backbone
network, by separating the migration traffic from the network traffic of other VNs. In
this case, the migration cost (the service interruption time) becomes dependent only on
the length of the migration path path(v;,v;). The migration cost can be calculated as
follows:

MigCosty(g;) = p - d - max (shortest — path(v;,v})) (5.5)

v, ENY
where p is the expected monetary penalty per unit time of service interruption, and 9§ is
the average delay per link in the backbone network link. The second proposed migration
approach considers the simultaneous migration of g; nodes over the same substrate net-
work. Clearly, the service interruption time increases when the selected migration path
contains bottlenecked links. Accordingly, if providing a backbone network for migration
is not applicable or costly, This research’s proposed optimization technique selects a mi-
gration path with the minimum delay (not necessarily the shortest path). The cost of

simultaneously migrate g; nodes can be calculated as:

MigCosts(g;) = p- max (min — delay — path(v;,v})). (5.6)

’UiGN,L-V

5.4 Performance Evaluation

5.4.1 Simulation Environment

To study the efficiency of the proposed re-optimization technique, the discrete event

simulator implemented in [31] was extended. The GT-ITM tool [179] is employed to
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generate the SN and the VN requests. The substrate network size used during the ex-
periments is set to 100 nodes, with the CPU capacities uniformly distributed between 50
and 100 computation cycles/unit time. Similarly, the bandwidth values of the links are
uniformly distributed between 50 and 100 Mbps. The arrival events of the VN requests
follow a Poisson distribution, with the arrival rate A varied between 3-10 VNs per 100
time units, following similar setups in the existing work [31,32,50,51]. The life time of
the VN requests are exponentially distributed with an average of 600 time units. The
number of virtual nodes are uniformly distributed (2-10 nodes per VN). VNs requests
have bandwidth requirements following a uniform distribution between 0 and 70. Since,
the proposed optimization technique focuses on enhancing the VN rejection ratio result-
ing from bandwidth shortage in the substrate links, VNs CPU requirements are relaxed
so as to be uniformly distributed between 0 and 15. The experiments terminate after
servicing 500 VN requests. The D-VINE embedding algorithm [31] is used during the

embedding process.

According to [32], the rejection rate is proportional to substrate links congestion, so
with a small threshold values 5, HCS avoids the overloading of substrate links. However,
frequent triggering of HCS may degrade the system performance, so experimentally,
was chosen to be 0.7 which provides the minimum rejection rate without degrading the

system performance.

5.4.2 Evaluation Results

Fig. 5.5 plots the accumulated net profit in three cases; (1) re-optimization using a
backbone network, (2) re-optimization using the same SN, (3) without applying the re-

optimization. As in [31], the net profit is calculated as the difference between the revenue
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obtained from servicing the VNs and the cost of resources incurred by hosting these VNs.
In this work, the migration costs calculated either by (5.5) or (5.6) are added to the cost.
As indicated by Fig. 5.5, the net profit obtained when the SN is optimized using the
proposed technique is always higher than that obtained without re-optimization. When
using a backbone network for migration, the infrastructure provider dedicates a part of
the SN resources to the backbone network (consisting of the shortest paths connecting
all substrate nodes). Therefore, the bandwidth of some substrate links is reduced, which
results in a reduction of the VN acceptance ratio and the total revenue. Experimentally,
10% of the bandwidth for each shortest path connecting all substrate nodes is allocated
to the backbone network. On the other hand, executing simultaneous node migration
introduces a small migration cost in both migration cases relative to the total revenue
(using backbone network is better than shared SN). Fig. 5.6 shows the reduction in the
rejection ratio achieved when the arrival rate of VN requests is varied between 3-10 VNs
per 100 time units when applying the re-optimization technique HCS. This is in contrast
to when no re-optimization is used and when the re-optimization process is restricted
to the re-allocation of only one star moving candidate (virtual node with its attached
hanging virtual links) per iteration, as proposed by [32]. It can be seen that applying
our re-optimization technique significantly decreases the final rejection ratio compared to
the case where no optimization is used. Moreover, it can be shown from the results that
the proposed HCS technique decreases the rejection ratio by about 40% of that achieved
by [32].

Fig. 5.7 depicts the time needed to perform the re-optimization technique. Note that
the average execution time depends on the linear program solver (glpk used in D-ViINE

simulator [31]) and the machine used for the experiments (Intel Xeon 3.47GHz processor,
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Table 5.2: Average SN link stress.

Average SN links stress (%)
Strategy Average || Standard deviation
HCS Optimization 6.93% 3.07
Without Optimization || 13.87% 8.20

4GB RAM). The two lines closest to the x-axis in Fig. 5.7 plot the average time needed
to execute a single re-optimization operation for the proposed HCS technique and for
the star moving technique [32]. Clearly, migrating a star moving candidate takes a much
smaller amount of time than migrating a VN connected component. In order to com-
pare the total execution time of the proposed scheme against the star moving candidate
technique [32], a simple modification to [32] is performed. Instead of terminating the
re-optimization process when the same maximum number of iterations is reached, the
star moving algorithm runs until it achieves a rejection ratio as close as possible to that
obtained by the proposed HCS technique. Fig. 5.7 shows a comparison between the
total execution time taken to re-optimize the SN by both schemes. As shown, the over-
all execution time required by HCS is much smaller than that required by re-allocating
star moving candidates since more iterations are required by the latter to reach similar
results. Finally, table 5.2 compares the average SN link stress in the case of applying
our re-optimization technique against that without re-optimization. It is clear that the
average stress per SN link in the case of re-optimization is reduced to about half of that

without re-optimization.

5.5 HCS Limitations

Assumptions and limitations are categorized into three categories; namely, assumptions
for simplicity which can be easily relaxed, scheme limitations, and assumptions that need

further work and can be considered as future work.
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Assumptions for simplicity:

e This chapter only focuses on the problem of re-optimizing the utilization of the SN
resources, assuming the existence of an embedding technique that accepts the VN

requests and performs the actual embedding (e.g., [51], [50], [32], [31], [106]).

e To prevent frequent triggering of the proposed re-optimization technique, so ex-

perimentally, 8 was chosen to be 0.7 which provides the minimum rejection rate
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without degrading the system performance.

e There is an assumption that there is no location constraints which prevent the
re-allocation of VN components. This assumption can be relaxed by marking these

nodes as fixed nodes.
Scheme limitations:

e There is an assumption that the used routers support virtualization to perform
the live migration. This is a valid assumption since current commercial routers
support virtualization and have the control and data planes running in separate

environments [178].
Assumptions need further work:

e There is an assumption that the underlying physical network is own by a single

infrastructure provider.

e There is an assumption that there is a knowledge of the entire underlying network

(Centralized approach).
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5.6 Summary

In this chapter, a novel SN resource re-optimization technique is presented based on a
house cleaning scheme executed only after the departure of VNs, by re-allocating con-
gested VN portions, in order to maintain efficient resource utilization. Two live migration
approaches were proposed to minimize the migration cost in terms of the service inter-

ruption time.



Chapter 6

Conclusion and Future Research Di-

rections

Chapter 6 outlines the contributed research work and discusses plans and direction for
possible future work. The chapter is organized as follows: Section 6.1 summarizes the
conducted research contributions in the area of adaptive virtual network resource man-

agement. Section 6.2 sheds light on possible research for the future.

6.1 Conducted Research Work

The focus of this conducted research thus far, has been the development of an adap-
tive VN resource management model that guarantees the required cloud applications
performance despite the dynamic traffic demands of heterogeneous VNs. The latter are
characterized by different degrees of latency /bandwidth-sensitivity. The first step toward
achieving that goal included a literature study of the VN resource management problem,
and in particular, the dynamic provisioning of the SN resources and strategies needed
to guarantee the required QoS. Several challenging issues were addressed: the necessity
to provide a quality differentiated VN service which enables the dynamic provisioning
of network resources while guaranteeing service quality. Also, consideration was given
to the requirement of guaranteeing the availability of network resources in response to
workload fluctuations. Finally, there is the need to overcome the SN fragmentation prob-
lem. Based on the identified limitations of current research work, a novel adaptive VN

resource management model was proposed. In the following, a summary of the main

153
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contributions of the current research work is given:

e Differentiated Virtual-Network as-a Service [67]
A new Virtual Network as-a Service (VNaaS) model was proposed which enables
the offering of differentiated service qualities in order to control the quality of the
hosted VN and to overcome the unpredictability of the communication links. The
model enables the VN users (i.e., the SP) to accurately express their dynamic
network resources needs, constraints and their bandwidth/latency sensitivity. In
order to enable the VN users to optimally decide the appropriate network resources,
consisting of one or more service qualities according to the hosted application band-
width/latency sensitivity and their budgets, a novel two stage-budgeting mecha-
nism was developed and a closed formulation was derived to calculate the optimal
bandwidth needs at each quality class. The proposed approach has several ad-
vantages in addition to that of reducing the complexity of the original problem
formulation. This approach allows the VNusers to determine the impact of the
demand of each virtual link on its total budget, and enables the VN users to accu-
rately identify sources of revenue gains and losses in a straightforward manner. In
addition, a novel Ramsey-based latency-aware network resource pricing mechanism

was proposed to efficiently regulate the demands of incoming VNaaS requests.

e Modeling and Pricing VN Elasticity-as-a-Service [69]
A novel VN resource management approach was proposed that dynamically re-sizes
the reserved bandwidth pool in order to guarantee the availability of network re-
sources, enabling the offering of the promised network EaaS offerings. Based on the
elasticity level and the expected traffic workload fluctuation of each type of hosted

application, the proposed approach enables the CSP to estimate the amount of
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network resources needed to be reserved at the next time interval. This amount of
network resources can be reserved either by setting apart a portion of the network
resources, if available, or it can outsource network resources across multiple infras-
tructure providers [122]. In order to make an accurate prediction, in this thesis,
the traffic workload was modeled using a Markov chain model, taking advantage
of the temporal variability of workload fluctuations. In addition, a novel dynamic
pricing mechanism for network FaaS offerings was proposed that can be employed
by the CSP to maximize the expected long-term revenue, and to regulate the EaaS

demands.

e Substrate Network Re-optimization via Live Virtual Network Migration [70]
An efficient technique was proposed for the selection and re-allocation of VN por-
tions that contribute to the fragmentation problem of the underlying physical net-
work. This is done by simultaneously re-allocating a number of virtual nodes which
significantly improve substrate resource utilization more than greedily re-allocating
individual virtual nodes over several re-allocation iterations. In addition, a new live
VN migration mechanism was proposed for the simultaneous migration of all vir-
tual nodes within the same congested VN component resulting in a decrease in the
service interruption time. Also, the proposed SN re-optimization technique exam-
ines the trade-off between the gain achieved by dedicating a backbone network,

and the sharing of the same substrate network for VN components migration.

6.2 Planned and Future Research Work

The main focus for suggested future research work resulting from this thesis can be

summarized as follows:
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e In this thesis, a model is proposed to break down the network resources provision-
ing process into two aspects, namely the contracted bandwidth and the required
elasticity level. Each aspect is investigated and studied well. However, there is a
need to investigate how the VN users examine the trade-off between the amount of
contracted bandwidth and the level of the EaaS, as the VN users aim at increasing
their utility while minimizing the cost. Therefore, how to properly make resource

provision plans is a challenging issue.

e Consider the relationship among the effective bandwidth allocated for each virtual
link (i.e., internal routing matrix) while performing the EaaS reservation to ensure
the consistency between the management operations on the VN and the allocated
physical resources. This is because the variations in the traffic and/or the avail-
able resources on each virtual link must be dependent to ensures high resource

utilization.

e In this thesis, there is an assumption that the underlying physical network is owned
by a single infrastructure provider. However, in realty, this assumption needs to be
relaxed. This requires considering multiple infrastructure providers while applying
the proposed two-stage budgeting approach to distribute the pre-defined budget in
an efficient way among the multiple infrastructure providers’ resources. In addition,
having multiple infrastructure providers may affect the pricing schemes and the

calculation of the migration cost.

e The proposed substrate network re-optimization approach assumes the knowledge
of the entire underlying network. This may be difficult to apply in a real sys-
tem because knowing the information of the entire network can be challenging. To

overcome this limitation, the SN re-optimization approach must be designed for dis-
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tributed and parallel network re-optimization such that the network is partitioned

into domains and the approach separately re-optimize each domain.

e Consider other objectives and constraints for the proposed adaptive VN resource
management model, such as; operational costs reduction, energy efficiency, and

green IT [27].

Overall, exploring the topic of this thesis was both stimulating and challenging. It is

obvious this is a field of study with potential for further exploration in the future.
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