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Abstract

Multi-agent systems are increasingly popular for modeling distributed environments that are
highly complex and dynamic such as e-commerce, smart buildings, and smart grids. Often in
open multi-agent systems, agents interact with other agents to meet their own goals. Trust is
considered significant in multi-agent systems to make interactions effectively, especially when
agents cannot assure that potential partners share the same core beliefs about the system or make
accurate statements regarding their competencies and abilities. This work describes a trust model
that augments fuzzy logic with Q-learning, and a suspension technique to help trust evaluating
agents select beneficial trustees for interaction in uncertain, imprecise, and the dynamic multi-
agent systems. Q-Learning is used to evaluate trust on the long term, fuzzy inferences are used
to aggregate different trust factors and suspension is used as a short-term response to dynamic
changes. The performance of the proposed model is evaluated using simulation. Simulation
results indicate that the proposed model can help agents select trustworthy partners to interact
with. It has a better performance compared to some of the popular trust models in the presence

of misbehaving interaction partners.

When interactions are based on trust, trust establishment mechanisms can be used to direct
trustees, instead of trustors, to build a higher level of trust and have a greater impact on the results
of interactions. This work also describes a trust establishment model for intelligent agents using
implicit feedback that goes beyond trust evaluation to outline actions to guide trustees (instead of
trustors). The model uses the retention of trustors to model trustors’ behaviours. For situations
where tasks are multi-criteria and explicit feedback is available, we present a trust establishment
model that uses a multi-criteria approach to help trustees to adjust their behaviours to improve
their perceived trust and attract more interactions with trustors. The model calculates the neces-
sary improvement per criterion when only a single aggregated satisfaction value is provided per
interaction, where the model attempts to predicted both the appropriate value per criteria and its
importance. Then we present a trust establishment model that integrates the two major sources

of information to produce a comprehensive assessment of a trustor’s likely needs in multi-agent
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systems. Specifically, the model attempts to incorporates explicit feedback, and implicit feed-
back assuming multi-criteria tasks. The proposed models are evaluated through simulation, we
found that trustees can enhance their trustworthiness, at a cost, if they tune their behaviour in
response to feedback (explicit or implicit) from trustors. Using explicit feedback with multi-
criteria tasks, trustees can emphasize on important criterion to satisfy need of trustors. Trust
establishment based on explicit feedback for multi-criteria tasks, can result in a more effective
and efficient trust establishment compared to using implicit feedback alone. Integrating both

approaches together can achieve a reasonable trust level at a relatively lower cost.
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Chapter 1

Introduction

1.1 Overview

In human relationships, trust is believed to be a significant factor of social life, and therefore,
an important emphasis of sociology [23]. Trust can be associated with scenarios where an ac-
tion is required on behalf of some other entity, and the fulfillment of such action is vital [124].
Consequently, it is considered to be directed towards the future and involves expectations con-
cerning another entity that it will not try to betray what is entrusted for, despite being able to
do so [23]. Trust allows forming expectations about the outcomes of interactions and guiding
decisions about what is to be done in those interactions [10]. This implicitly, also, assumes that
there is no direct control over the trusted entity; otherwise, the possibility of betraying would not
be an issue [ 1 24]. Originally, trust was a research topic for theology, psychology, and philosophy
[23]. During the last decade of the last century, a high volume of trust research was conducted
in sociology, economy, and organizational theory [151]. Recently, working on trust attracted
the attention of researchers in the field of computing [153]. While ensuring data integrity and
data confidentiality are major objectives of cryptographic security techniques, trust, on the other

hand, offers a way to help protect against misuse from other malicious entities [151].

Recently, considerable research in the field of artificial intelligence has been conducted for

1



designing intelligent software agents to perform problem-solving on behalf of human users and
organizations to reduce the processing required [157]. These agents try to collaborate with other
agents in the environment, in order to achieve their own objectives. Such agents are generally
assumed to be autonomous, self-interested, and goal-driven. Multi-agent systems (MAS) arise
when these agents coexist [157]. MASs are an increasingly popular paradigm for the study
and implementation of distributed systems that are highly complex and dynamic [157], such as

auctions, virtual organizations, and the grid [11].

Trust has been defined in many ways in different domains [91]. For this work the definition
used in [50] for trust in MASs, will be adapted. An agent’s trust is considered as a measurement
of the agent’s possibility to do what it is supposed to do. The agent that needs to rely on another
agent is referred to as the trustor (also known as service consuming agent in the literature or
buyer in the context of e-marketplace). The agent that provides resources or services to trustors
is referred to as the trustee (also known as service providing agent in the literature or seller in the

context of e-marketplace) [39].

Sen [108] distinguished between trust establishment and evaluation. Where the first aims to
help trustees to determine the proper actions to be trustworthy to others in the environment, the
second aims to help trustors to evaluate how trustworthy a potential interaction partner (trustee)
in the environment. The term trust management considered to be a generic term that describes

trust related modelling including trust establishment and evaluation.

We would like to highlight that the term “trust establishment” is used in different ways in
the literature of trust management. Many researchers in the domain of ad-hoc networks, such
as [104], use the term to refer to trust evaluation of trustees. Others in the domain of service-
oriented computing, such as [67], use it to refer to the boot strapping or the cold start problem.
With this in mind, few works in the literature addresses ’trust establishment” to mean directing

trustees to become more trustworthy, as used in this work.

This work addresses trust evaluation and establishment in dynamic multi-agent systems in



situation where a task fulfilled by each trustee is self contained rather than being composed of
multiple “’sub tasks” performed other agents. Composite tasks, such as composite web services,

are considered outside the scope of this work.

In this chapter, we present the motivations for our work, the problem statement, and an outline

for the thesis.

1.2 Motivations

In many systems that are common in virtual contexts, such as peer-to-peer systems, e-commerce,
and the grid, entities act in an autonomous and flexible way in order to meet their goals. Such
systems can be molded as MASs [91]. Agents can come from any setting with heterogeneous
abilities, organizational relationships, and credentials. Furthermore, the decision-making pro-
cesses of individual agents are independent of each other [10]. As each agent has only bounded
abilities, it may need to rely on the services or resources of other agents in order to meet its
objects [153]. Agents cannot take for granted that other agents share the same core beliefs about
the system, or that other agents are making accurate statements regarding their competencies
and abilities. Also, agents must accept the possibility that others may intentionally spread false
information, or misbehave in different ways, to meet their own aims [ | 1]. In such environments,
trust management is regarded valuable to help agents make decisions that reduce the risk associ-
ated with interacting with others in the environment [151]. In order to evaluate how trustworthy a
trustee is, a trustor may use its direct prior interaction experience with the trustee [ 1 30]. However,
when individual trustors are not likely to have enough direct trust evidence with a trustee to gen-
erate a reliable evaluation of their trust, trustors may use testimonies from third-party witnesses
to help evaluate trust of trustees [ 1 53]. Many research works propose models that use the history
of interactions with a trustee as a major component for evaluating trust [81]. While doing so,
usually, they consider recent interactions more important that old ones [87]. Such mechanisms

allow a recently well-behaving trustee, to betray the trust more than once until its long-term trust



evaluation make it undesirable. Responding quickly to dynamic changes, therefore, becomes an
important issue that needs to be resolved in order to make effective trust decisions. It is argued
that trust mechanisms in multi-agent systems can be used not only to enable trustors to make
better trust evaluations but also to provide an incentive for good behavior among trustees [10],
[14]. Castelfranchi et al. [14] argued that trusted agents have better chances of being selected as
interaction partners and can increase the minimum rewards they can obtain in their interactions.
If agents’ interactions are based on trust, trustworthy agents will have a greater impact on the re-
sults of interactions [ 108]. The potential cost of acquiring trust may be compensated if improved
trust leads to further profitable interactions [ 08]. In such situations, building a high trust may be
an advantage for rational trustees. Though previous research has suggested and evaluated several
trust and reputation techniques that evaluate the trust of trustees, slight consideration has been
paid to trust establishment [108], which is a principal objective of this work. It is possible that
trustors are not willing to provide explicit feedback information to trustees, for many reasons,
such as unjustified cost or being self-centred. It is argued in [109] that agents can act indepen-
dently and autonomously when they do not share problem-solving knowledge. Such agents are
not affected by communication delays or misbehaviour of others, and therefore, may result in a
more general-purpose MASs. For similar situations, trustees need a trust establishment model
that depends on indirect feedback from trustors to help honest trustees enhance their reputation
and attract more interactions with trustors, and hopefully achieve more profit, in the long run.

Also, the situations where explicit feedback is available from trustors, need to be addressed.

1.3 Problem Statement

Often in MASs, agents must rely on others for the fulfilment of their own goals which may
accidentally or intentionally behave in a harmful way. Trustors should be able to address the
uncertainty in trustees’ behaviour and quickly adapt to environment changes, without scarifying

long term goals. Unfortunately, existing models do not allow trustors to respond quickly enough



to reduce effects of misbehaving trustees. We aim to address this shortcoming by combining

reinforcement learning with fuzzy logic and the use of temporary suspension.

When interactions are based on trust, trust establishment mechanisms needed to direct trustees,
instead of trustors, to build a higher level of trust and have a greater impact on the results of in-
teractions. Existing trust establishment models assume the exitance of explicit feedback, and do
not address cases where services are multidimensional with trustors having the option to assign
different weights for each dimension. We aim to propose approaches for such situations using the
retention function in the absence of explicit feedback and attempting to predict relative weights

of different criterion for multi-criteria services.
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1.5 Organization

The thesis is organized as follows; Chapter 2 will present some background about trust man-
agement and other techniques used through our research. Chapter 3 describes selected relevant
works. However, it is not meant to be a comprehensive survey by itself. A decentralized trust
evaluation model is presented in chapter 4, together with performance analysis. Chapter 5 de-
scribes our trust establishment models both using explicit and implicit feedback with perfor-

mance analysis. Chapter 6 presents a discussion of the work and the last chapter summaries



contributions and discusses potential directions for future research on trust evaluation and trust

establishment.



Chapter 2

Background

2.1 Introduction

This chapter introduces some background topics used throughout the remainder of the thesis.
Readers who are familiar with any of these topics can skip the corresponding sections, without
any loss of information regarding the contributions of this work itself as the information pre-
sented here does not cover any of the main contributions of this thesis. Those who are unfamiliar
with any of these topics, though, may use this chapter to gain an initial understanding of these
topics that will aid in comprehending the work presented in the remainder of this thesis. We start
by overviewing the concept of trust (Section 2.2), which is core to this work, then we briefly
describe Multi-Agent Systems (MASs) (Section 2.3). Furthermore, we overview reinforcement
learning (Section 2.4) and fuzzy logic (Section 2.5); two techniques we used for developing our
trust evaluation and trust establishment models. Then, an overview of combing the two tech-
niques is presented (Section 2.6). Finally, Section 2.7 presents the general architecture of the

system used in the thesis.
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2.2 Trust

2.2.1 Insights into Trust

Trust has been studied in many disciplines, such as psychology, sociology, and economics [157].
The views from different disciplines provide a lot of valuable observations and theories for re-
searchers in computer science [141]. In societies, trust is a reality of daily life [23]. Humans
use trust to rationally reason about everyday life decisions complexities [70]. Trust as a social
relationship between people is usually addressed by sociologists, whereas economists examine

trust from the viewpoint of utility (profit and cost) [141].

Characteristics of Trust

Trust is useful in environments characterized by uncertainty when entities need to depend on
each other to achieve their goals. Trust would be of no significance in a perfectly controlled

environment, where each entity would commit to the action that should be taken [70].

e Context-dependent: Typically, we trust an expert in his/her area of expertise, but not nec-
essarily in other areas [157]. For example, it is generally acceptable to trust a doctor for

health-related issues, but not for car engine problems.

e Subjectivity [70]: The evaluation of trust depends on how the behaviours of trustees are
perceived by the trustors, such a perception often depends on some internal characteristics
of the trustor [151]. Suppose x1,y and x5 are agents in a MAS; if x; trusts y to do task .S,
it is not necessary that x, trusts y to do the same task, even though the behaviour of y is
the same. For example, one week can be considered as “’fast enough” delivery of a product
to one customer, but it may be considered too late for a different customer of the same

product.



e Unidirectional [70]: The subjective nature of trust implies that it is unidirectional; that is

if x trusts y, it is not necessary that y trusts x in the same way.

Why Trust at All?

Trust enhances cooperation and makes it less complicated because it removes the incentive to
check up on others [10] and, therefore, can reduce the cost [23]. That is, if x has high trust in
Y, x can use simple or no control mechanism when interacting with y, but if x has low trust in
y, then x may decide to invest more monitoring and controlling y for an interaction [10]. By
enabling the selection of interaction partners with a higher potential for achieving the desired
outcome, trust can reduce the risk of harmful or non-beneficial interactions [23]. Also, trust
can be used for complexity reduction by enabling the division of complex tasks among a set of

entities [23].

Motivation for Being Trustworthy

In economics, it is argued that what can be gained through fulfillment of contracts can never be
gained by fraud [23]. A trustee may act trustworthy for selfish reasons because of fear of penalty
mechanisms, or because of a large potential for gain in the longer term. Another motivation can
be whether a trustee can see the overall advantage and will take into account common benefit(s)
[23]. In the context of multi-agent systems, Sen [108] argues that if agents’ interactions are
based on trust, trustworthy agents will have a greater impact on the results of interactions. In

such situations, building a high trust may be an advantage for rational trustees [ 0&].

10



2.2.2 Trust in computing
Trust in Keys

One of the earliest areas of information technology where the concept of trust used is public key
cryptography, where trust refers to being sure of the identity of a certain user [57]. When public
key cryptography is used, a user owns a pair of keys; a public one and a corresponding private
one. The private key is kept secret for the user, whereas the public one is publicly published. Data
encrypted with one key can be decrypted with the corresponding one [98]. Trust is highly related
to binding a public key to its owner’s identity. Digital certificates are used for this purpose.
Trusted third parties are entities authorized to issue such certificates, and the issue of whether a
certain key really belongs to a particular user is replaced by finding out whether the issuer of the

certificate is sufficiently trusted to make this statement [23].

Trust in Platforms

A hardware-based trusted computer platform is a simple, passive, integrated circuit chip designed
to enhance the degree of trust that a user has in a particular aspect of computing systems and
networks and to create a framework for trusted applications [ 16] The chip is intended to be a
trustworthy device for certain low-level security services, such as device identity, and software
integrity. When a trusted platform boots up, the chip can measure the integrity of each step of the

boot process and, therefore, determine whether or not to proceed forward to the next step [23].

Trust in Multi-Agent systems

As pointed out earlier, MASs are widely used for the study and implementation of distributed
systems and virtual online communities. Trust has long been recognized as a vital field of interest
in MASs, where agents are self-interested, diverse, and deceptive. In these systems, agents

have to accept the possibility that their peers may be intentionally, or accidentally, misleading,
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spreading false information, or otherwise behaving in a harmful manner, in order to achieve their
own goals [10]. Trust allows agents to resolve some of the uncertainty in their interactions,
and form expectations about the behaviours of others [50]. Furthermore, it is considered the
parameter that reflects agents’ risk level when they want to rely on the provided information or

service of other agents for the fulfillment of their own goals [49].

2.3 Agents and Multi-Agent Systems

2.3.1 Agents

An agent is an intelligent entity that is capable of autonomous action in some environment, in
order to achieve its delegated goals [145]. Being autonomous is the fundamental point about
agents, as they are capable of independent action [145]. A particular agent uses its built-in
capabilities to maintain an ongoing interaction with its environment reactively or proactively,
using a decision selection mechanism [50]. Generally, agents have limited capabilities, which

constrains them to working with other agents to accomplish complex tasks [49].

Based on the modular architecture of agents described in [108], we assume that each agent
composed of multiple modules or components, such as the communication module. One of
these modules is the trust management module or component. The trust management module
stores models (not modules) of other agents and interfaces with both the communications module
and the decision selection mechanism. The trust management module itself is composed from
multiple modules such as the trust evaluation module and the trust establishment module. Based

on the [108], trust management module is composed of’:

e Evaluation module: This component is responsible for evaluating the trust of other agents
using different information sources such as direct experience and witness testimonies.

Trust models described in [130], [102, , ] are well-known models that belong

12



mainly to the evaluation component. The proposed model in Chapter 4 designed to ad-

dress trust evaluation.

e Establishment module : This component is responsible for determining the proper actions
to establish the agent to be trustworthy to others. The work of Tran, et al. [129] is an
example of a model designed mainly to address this component. The proposed models in

Chapter 5 designed mainly to address trust establishment.

e Engagement module: This component is responsible for allowing rational agents to decide
to interact and engage with others with the aim of evaluating their trust. In the literature,
this component is usually referred to as trust bootstrapping and the cold start problem.
Bootstrapping Trust Evaluations through Stereotypes [¢] is an example model that can

address engagement.

e Use module: This component is responsible for determining how to select prospective

sequences of actions based on the trust models of other agents that have been learned.

2.3.2 Multi-Agent Systems

A multi-agent system is composed of multiple interacting intelligent agents, which interact with
each other [145]. MASs are broadly used in distributed environments [157]; they are used as an
alternative to centralized problem solving [49]. A common reason for this is that problems are
themselves distributed. Alternatively, the use of multi-agent systems may result a more efficient
way to organize the process of problem solving [49]. Analyzing multi-agent systems is like
analyzing human or animal behaviours in the sense that they are self-independent, and their
selfish actions can influence the environment in unpredictable ways. The main criteria obtained
by developing MASs is flexibility in proactive environments. Due to self-managed nature of

MAS:s, they are considered to be rapidly self-recovering and failure-proof [49].
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2.4 Reinforcement Learning

Reinforcement Learning (RL) attempts to solve the problem of learning from interaction to
achieve an objective. An agent starts by observing the current state u of the environment, then
performs an action on the environment, and later on receives feedback f from the environment.
The received feedback is also called a reinforcement or reward. Agents aim to maximize the
cumulative reward they receive [4]. There are three well-known, fundamental classes of algo-
rithms for solving the reinforcement learning problem, namely dynamic programming, Monte
Carlo, and Temporal-Difference (TD) learning methods. Unlike other approaches, TD learn-
ing algorithms can learn directly from experience without a model of the environment (contrary
to Dynamic Programming) and are incremental in a systematic sense (contrary to Monte Carlo
methods). However, unlike Monte Carlo algorithms, which must wait until the end of an episode
to update the value function (only then is the return f known), TD algorithms only need to wait

until the next time step. TD algorithms are considered incremental in a systematic sense [|30].

One of the most widely used TD algorithms is known as the Q-learning algorithm. Q-learning
works by learning an action-value function based on the interactions of an agent with the envi-
ronment and the instantaneous reward it receives. For a state u, the Q-learning algorithm chooses
an action a to perform such that the state-action value Q)(u, a) is maximized. If performing action
a in state u produces a reward f and a transition to state v/, then the corresponding state-action
value Q(u, a) is updated accordingly. State u is now replaced by v’ and the process is repeated
until reaching the terminal state [130]. The detailed mathematical foundation and formulation,
as well as the core algorithm of Q-learning, can be found in [120] therefore, it is not repeated
here. Q-learning is an attractive method of learning because of the simplicity of the computa-
tional demands per step and also because of proof of convergence to a global optimum, avoiding
all local optima, as long as the Markov Decision Process (MDP) requirement is met; that is, the
next state depends only on the current state and the taken action (it is worth noting that the MDP

requirement applies to all RL methods) [28]. It is this special characteristic of reinforcement
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learning that makes it a naturally suitable learning method for trust-evaluating agents in MASs
[127]. A MAS can be considered as an uncertain environment, where the environment may
change anytime. Obviously, RL considers the problem of an agent that learns from interaction
with an uncertain environment in order to achieve a goal, where the learning agent needs to dis-
cover which actions yield the most reward via a trial-and-error search instead of being advised
which actions to take as supervised machine learning. It is this special characteristic of RL that
makes it a naturally suitable learning method for trust evaluation and establishment in MASs.
Furthermore, the suitability of RL can also be seen if we note that a trustor observes the trustees,
selects a trustee, and receives the service from that trustee. If we take a close look at the activities
of a trustee in a MAS. The trustee observes trustors’ feedback (direct or indirect), proposes utility
gain in response to collaboration requests of trustors, interact with a trustor and receives some
utility from that transaction. In general, these agents get some input, take an action, and receive

some feedback. Which is the same framework used in reinforcement learning.

2.5 Fuzzy Logic Systems (FLSs)

Fuzzy logic has been extensively applied with success in many diverse application areas due to
its similarity to human reasoning, and its simplicity [28]. Fuzzy logic systems offer the ability
to handle uncertainty and imprecision effectively and, therefore, have been considered ideally
suited for reasoning about trust [33]. Fuzzy inference deal with imprecise inputs and allows in-
ference rules to be specified using imprecise linguistic terms, such as ’very high” or “slightly
low”[33]. A Fuzzy logic system provides a nonlinear mapping of crisp input data vector into a
crisp scalar output. A Fuzzy logic system has four components: fuzzy logic rules, a fuzzifier,
an inference engine, and a defuzzifier [74]. Fuzzy logic systems have been used successfully in
trust evaluation modeling in [12, 96, , ] among others. In fuzzy logic systems, sets used
for expressing input and output parameters are fuzzy, and they are based on the concept of a

Membership Function (MF) which defines the level to which a fuzzy variable is a member of
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Figure 2.1: Fuzzy Logic System [74]

a set [33]. One represents the full membership, whereas zero represents no membership [33].
A MF provides a measure of the level of similarity of an ingredient to the fuzzy subset. An
ingredient can reside in more than one fuzzy set to varying levels of association, which can’t
happen in crisp set theory. Triangular, trapezoidal, piecewise linear and Gaussian, are commonly
used shapes for MFs [74]. Fuzzy logic rules may be implemented by experts or can be derived
from numerical data. In either case, fuzzy logic rules are represented as a collection of [F-THEN
statements. MFs map input values into the interval [0,1] by the process known as "fuzzification”
[33]. The fuzzifier maps crisp inputs into fuzzy sets, to stimulate rules which are in terms of
linguistic variables. Fuzzy logic rules define the relationship between inputs and outputs. The
inference engine handles the way in which rules are combined. The membership levels of the
conclusion are aggregated by superimposing the resultant membership curves. The defuzzifier
maps fuzzy output sets into crisp numbers to be collected at the output [74]. Figure 2.1 presents
the general architecture of a fuzzy logic system. For each fuzzy rule, the inference engine deter-
mines the membership level for each input, then measures the degree of relevance for each rule
based on membership levels of inputs and the connectives (such as AND, OR) used with inputs
in the rule. After that, the engine drives the output based on the calculated degree of relevance
and the defined fuzzy set for the output variable in the rule [84]. The Mamdani min-max method
[68] 1s a well-known direct inference method, where the degree of membership of rule conclu-
sions is clipped at a level determined by the minimum of the maximum membership values of
the intersections of the fuzzy value antecedent and input pairs. This ensures that the degree of

membership in the inputs is reflected in the output [33]. In this work, Mamdani’s method is
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used. Several defuzzification methods have been proposed in the literature. The centroid, also
known as center of gravity, defuzzification is an appealing one, which has been used widely in
the literature [100]. The method takes the center of gravity of the final fuzzy space in order to
produce an output sensitive to all rules. A disadvantage of this method is that it is computation-
ally expensive [84]. The survey presented in [101] provides more insight on existing work in the

field of defuzzification techniques. In this work, the centroid defuzzification method is used.

2.6 Fuzzy Q-Learning

Amongst neural networks, evolutionary computation, and RL, the last one is considered the
preferred computational intelligence technique to work with FLS for trust evaluation on MASs.
Neural networks need a large diversity of training for real-world data, and they require a lot of
computational resources and high processing time for large neural networks [79], which is not
necessarily available for trust evaluating agents. Genetic drift is considered a major challenge
for using genetic algorithms technique [79]. Obtaining a training data set that is representative
of all situations in MASs can difficult task. Q-learning does not depend on the use of complete
and accurate knowledge to take proper actions, and therefore, agents can learn from their own
experience to perform the best actions [130]. Unfortunately, the optimization process can be
sensitive to the selection of the reinforcement signal and the fact that the system states must
be visited a sufficient number of times, which is alleviated by the use of temporal suspension

described earlier.

The combination of fuzzy logic and RL can be used to improve the behaviour of FLSs and
enables incorporation of prior knowledge in the fuzzy rules to speed up the learning process
[79]. A Fuzzy logic-based Q-Learning algorithm (FQ-Learning) is proposed in [6] to extend the
applications of Q-Learning to fuzzy environments in which goals and/ or constraints are fuzzy
themselves [6]. In the context of trust evaluation, goals can be fuzzy such as trust estimation is

high or low.
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FQ-Learning extends the original Q(u, a) value to F'Q(u, a), where actions can have fuzzy
constraints [6]. The algorithm chooses for each state u, to perform action a that attempts to max-
imize the fuzzy state-action value F'Q)(u,a). When action a is performed in state u to produce
a transition to state v’ and a reward f, the corresponding fuzzy state-action value F'Q(u,a) is
updated to reflect the change of state, such that state u is now replaced by u' and the process
is repeated until reaching the terminal. Unfortunately, as with Q-Learning, the fuzzy extension
may suffer from slow learning rate to some extent [6]. The detailed mathematical foundation
and formulation, as well as the core algorithm of FQ-learning, can be found in [6] therefore, it
is not repeated here. The combination of FLSs and Q-Learning algorithm used successfully in
[79, 78] for dynamic traffic steering and load balancing in wireless networks as well as in [16]

for admission control in heterogeneous wireless networks. A Hierarchical extension described

in [19].

2.7 System Overview

In this section, we will present some common notation, and outline the necessary components
and assumptions we make about the underlying trust establishment model, which will be referred

to in the remainder of this chapter.

2.7.1 Agent Architecture

Based on agent’s architecture described in [108], we assume that each agent has an embedded
trust management module. This module stores models of other agents and interfaces with the
communication module and the decision selection mechanism. The trust management module
includes an evaluation module, which is responsible for evaluating the trust of other agents, and
an establish sub-components, which is responsible for determining the proper actions to establish

the agent to be trustworthy to others.
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2.7.2 Agents, Tasks, and Interactions

Agents are autonomous software components that can represent humans, devices, an abstract
service provider, or a web service. We assume a MAS consisting of a set of m interconnected,
possibly heterogeneous, agents A = {a;, as, ..., @, }. Communication protocols used for im-
plementing MAS is outside the scope of this work. Each agent has its own trust management
module, responsible for all trust related modeling. A task is what a trustor wants the trustee
to do. On an abstract level, a task can be a service or a capability that is offered by a trustee,
such as pieces of information, a file in peer to peer systems, or goods offered by an online shop.
Interactions are actions of performing tasks. When both interaction parties have an expectation
of the outcome, the interaction is referred to as a bidirectional interaction. For example, when a
trustee y sells something to trustor x, x has an expectation about the provided product or service
by y, and y has an expectation of receiving compensation or rewards, such as money, in return.
On the other hand, when trustors only have expectations about the outcome of interactions, such
interaction referred to as a uni-directional one. For example, in a peer to peer file sharing sce-
nario, only the trustor that receives the file has an expectation about the quality of the received

file, but not the trustee [97].

Each trust management module has a trust evaluation module and a trust establishment mod-
ule. Figure 2.2 presents a general agent architecture with trust management module. Agents are
independent, mobile, if needed, autonomous enough to identify specific actions to take, and suf-
ficiently intelligent to reason about their environments and to interact directly with other agents

in the MAS. Also, we assume a set of possible tasks S ={ s1, ..., sx. },

Each task s € S has a set of criteria. The set of criteria is denoted as C' ={ ¢;; ¢a;...¢p }.
Individual trustors may have various levels of demand for each criterion, such as response time
or transaction cost. Furthermore, individual criterion of a service may be of different importance
or weight such that WG ={wgy, ..., wg,} where 0 < wg; < 1. This allows a trustor to have a

mixed configuration of demand and importance. For example, a trustor may be highly demanding
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Figure 2.2: General Agent Architecture with Trust Management Module [ 08]

with respect to a criterion, such as response time should be within one seconds, but this criterion
is not so important compared to other criteria such as stability or environmental impact. The
nature of tasks in S is application dependent, and individual trustees may be able to perform zero
or more tasks. Also, individual trustors may be interested in zero or more tasks, any number of

times.

2.7.3 Roles

Agents in the system can be trustees or trustors. Trustors are agents who consider relying on
others to fulfill a task. Such roles are not mutually exclusive, an agent can be both a trustor and
a trustee [39]. Trustors who report their experience of interacting with trustees are referred to
as witnesses. In this chapter, the set of trustors is referred to as X ={ x1,...,x,} and the set of
trustees as Y ={ y1, ..., y,} such that X UY C A. The set of witnesses W = {wy, ..., w, } such

that W C X. Figure 2.3 presents a simplified scheme for roles of agents.

2.7.4 Process Overview

In this subsection, we provide an overview of the process of trust evaluation of potential inter-

action partners and selecting a trustee based on trust. A trustor z € X that desires to see a task
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s € S accomplished, considers depending on a trustee y € Y to perform the task on its behalf.

For this purpose,  may consult some witnesses.

Locating Trustees

Trustors need to know how to find trustees in a MAS before interacting with any of them. MAS
may used a directory service for registering trustees. Alternatively, trustees may choose to ad-
vertise their selves in their communities. Locating trustees is assumed to be outside the scope of

this work.

Locating Witnesses

Witnesses locating was described in [81] to reflect a mechanism for locating third-party infor-
mation sources. Few general-purpose trust models, such as FIRE [39] use a distributed approach
for this purpose. Naiv broadcasting of witnesses’ information, system wide inquiry about wit-
ness, and referral networks are among approaches used to locate witnesses. A semi-hierarchical
structure, coupled with the notion of the “small world” [143] can be used to help reducing the
communication overhead associate locating witnesses. Locating witnesses is assumed to be out-

side the scope of this work.
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Evaluating Trust of Trustees

Trustor x considers the evaluation of direct evidence and testimonies from witnesses about
trustees. This includes the utility gain of an interaction by considering the expected benefits
that are associated with the interaction by the trustor. In this work, the cost of not interacting is
assumed to be too high and should be avoided. The selection of an appropriate trustee may be
based on various strategies, such as using trust score only, or using expected utility gain. In this

work it is assumed that the trustor selects the candidate with the best expected utility gain.

Interaction

When a trustor x decides on which trustee y to interact with, x requests to interact with y. In
response to req made by trustor x to do task s at time instance ¢, trustee y proposes to deliver a

Utility Gain (UG) for x by a transaction as follows

UGY(s,req) = Improvement?(s,req) + MinUG"(s) (2.1)
e UGY(s,req) is the proposed aggregated utility gain by trustee y in response to the request
req made by trustor x, to do task s.

e MinUGY(s) and MaxUG"Y(s) are the minimum and maximum possible proposed utility

gain that y may deliver to task s.

e ImprovementY(s,req) is the calculated improvement by y for task s in response to the

request req made by z. Where

0 < Improvementi(s,req) <  (MaxUGY(s) — MinUGY(s)) (2.2)

22



Satisfaction Evaluation

After an interaction, x evaluates how satisfying the transaction was, and update the trust evalu-
ation of y, and potentially, the credibility of witnesses. The satisfaction evaluation is added to
the evidence from past interactions, which allows for building a history from the behaviour of a
trustee. The aggregation of satisfaction over previous interactions represents the direct trust eval-
uation of a trustee. Because of the distributed nature of MAS, no central entity or authority exists
to facilitate trust-related communications. Consequently, each trustor manages the histories of

all the interactors and witnesses it has previously encountered by itself.

Distribution of Interaction Result

Trustors may be willing report how satisfying was the interaction was with a trustee. For cen-
tralized systems, like eBay and Amazon, this is simply reported to the central authority, and
becomes available to all other agents. In distributed architectures, like peer to peer systems and
web services, it can be provided in response to requests from other trustors in a reactive way or,
alternatively, sent as a broadcast to every member in the system in a proactive way. However, the

later option can be highly ineffective in terms of messages exchange.

Figure 2.4 summarize these steps for the process of trust evaluation

2.7.5 Basic Assumptions

This section presents a set of basic assumptions used for designing the proposed model in the

study.

e Locating trustees: trustors need to know how to find trustees in a MAS before interacting
with any of them. It is assumed that a mechanize for locating trustees exists, and agents

are willing to use it.
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Figure 2.4: General Trust Evaluation Process

Interactions between agents: A fundamental assumption is that agents have an interest and

the possibility to interact with others, as it is the reason for evaluating trust.

Collusion and composite services: We assume no collusion attacks or composite services.
This mean no group of gents in the system coordinate to harm other agent(s). Also, a

trustee can fulfill a task by itself, rather than further delegating the task fully or partially.

Distinguishable agent: Agents assumed to be recognizable by others, and evidences from
previous interactions can be linked to agents. Typically, this can be accomplished by hav-

ing a unique identifier for each agent that cannot be used by any other agent.

Satisfaction computing: It is assumed that after an interaction, the trustor is capable of
computing its own satisfaction of an interaction, which is necessary in order to track trust

evaluation.

Storing satisfaction results: Agents assumed to have the capabilities for storing satisfaction
results derived from past interactions. To reduce the memory requirements, trustors may

choose to aggregate such values from previous interactions per trustee.

Possibility of repeated interactions: The environment assumed to allow for repeated in-

teractions between agents. While this sounds trivial at first glance, there are different
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scenarios in which this assumption is not met [97]. For example, in situations where the
cost of joining a MAS is negligible, agent may exit and re-enter the system using different

identity; a security attack known as white washing.

e Unlimited Processing Capacity: We assume that trustees can service an infinite number of
requests from trustors during a time unit without negatively affecting their performance.
This assumption is referred to as the Unlimited Processing Capacity, which may be justified

in computerized services or resources [ 155].

2.8 Summary

This chapter presented an overview of topics used throughout the remainder of this thesis, with
references to further reading for those interested. Based on background topics discussed in this
chapter, we present our trust evaluation model in the next chapter and our trust establishment

models in the one that follows.
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Chapter 3

Literature Review and Related Work

3.1 Introduction

Recently, the scientific research in the field of trust evaluation modelling considerably increased
[87] and resulted in a variety of trust models that can be used in a wide range of situations [ 103].
Most models are domain specific, context dependent, and often use particular variables from the
environment. For example, some models developed for e-commerce use variables like price,
quality, or delivery time which may be useful in this context, but not necessarily in the context of

Vehicular Ad Hoc Networks (VANETSs) where congestion and safety may be more appropriate

[51].

In (Section 3.2) we do not aim to provide a comprehensive systematic review of existing trust
models, instead we aim to adapt a general classification of trust evaluation models and a review

for selection of notable models related to our work.

It 1s argued that trust mechanisms in multi-agent systems can be used not only to enable
trustors to make better trust evaluations but also to provide an incentive for good behaviour
among trustees [ | I, 14]. Castelfranchi et al. [14] argued that trusted trustees have better chances

of being selected as interaction partners and can increase the minimum rewards they can obtain
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in their interactions. Due to the relatively small amount of directly related work to trust estab-
lishment, in Section (3.3) we attempted to situate our work within the relatively larger context of
trust management and present a review for selection of trust establishment models related to our

work.

3.2 Trust Evaluation

3.2.1 Classification Dimensions

Trust models can be analyzed from different perspectives [103]. Various dimensions to classify
and characterize trust models have been presented in different surveys, reviews, and theoretical
evaluation frameworks exist in the literature [54]. Some of them are based on online reputation
systems such as [41], others based on trust in peer-to-peer networks such as [53], or VANETSs
such as [158]. Some reviews focus on concrete aspects or functionalities like attack and defence
techniques [36]. Others are more general like [32, 77, , 35, 62, 81, 87, , 31]. A recent
review of reputation system evaluations approaches presented in [54]. One of the most cited and
used general purpose surveys is the one developed by Sabater and Sierra [103]. It has been used
as a base in other reviews such as [87, 31]. The proposed dimensions of analysis were prepared
to enhance the properties of the Regret model [102] and show the basic characteristics of trust

models and considered a good starting point [37].

Classification Dimensions in The Literature

A considerable number of dimensions for analysis presented is a set of well-known reviews in
the literature. Each one of these frameworks takes into account several aspects to categorize the
models, and the authors define a set of characteristics aiming to indicate how trust evaluation
models in the literature behave according to those characteristics. Here, we list classification

dimensions presented is a set of well known reviews in the literature. In the next subsection we
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present an aggregated list of classification dimensions adapted from those in the litterateur, and

highlight different terms used in different studies to describe similar dimensions.

e Grandison and Sloman [32]

— Provision trust: address situations where a trustor relies on a trustee to provide or

deliver a set of services or sources [32].

— Access trust: addresses the concern of resources’ owners for allowing a particular

partner to access their resources or not [41].

— Certification, authentication, or identity trust: describes the belief that the identity of

an trustee is as claimed [41].

— Infrastructure, system, or context trust: address concerns of the trustor that the nec-

essary system components are in place to support the interaction [4|].

e Sabater and Sierra [103]

— Conceptual model: refers different methods used build trust models, these methods

referred to as computation engines [8 1], conceptual model in [ 03] or paradigm type

[51].

— Information sources: refers to sources used for trust related information such as

direct experience and testimonies form witnesses

— Visibility: indicate weather feedback of trustors regarding an interaction with trustees
can be seen as a global property shared by all trustees or as a subjective property as-

sessed particularly by each individual [87]
— Granularity: refers to the level of details addressed by trust models.

— Cheating assumptions: refers to whether or not the model assumes agents capable or

willing to cheat [102].
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— Type of exchange information: refers to the type of information expected from wit-

nesses such as Boolean or real numbers.

— Reliability measure: refers to whether or not a trust model provides a measure of

how reliable is the trust evaluation.

e Pinyol and Sabater [87]

Trust: The authors believe that "trust implies a decision”, consequently they consider
a model that provide evaluation without a decision as non-trust model or simply a

reputation one.

Cognitive: refers to whether or not a model has clear representations of trust in terms

of cognitive elements such as beliefs and goals.

Procedural: refers to whether or not a model has explanations on how it bootstraps.

Generality: refers to whether or not a model is a general purpose.

e Luetal [62]

Semantics: whether the model address access trust, certification trust, provision

trust, or infrastructure trust.

Architecture refers to the way agents are interconnected and describes whether a

model assumes a centralized, distributed or a hybrid architecture.

— Mathematical model: this is similar to the conceptual model used by [103].

— Trust network: refers to relationships between agents i1 the system and whether ot

not the model use them.

— Reliability: as with [103].
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— Risk: refers to whether or not a model takes risk int account before selecting a trustee

to interact with.

e Noorian and Ulieru [81]

— Rating approaches: this is similar to granularity described in [103].

— Witness Locating Approaches: refers to how a trustor can find witness to consult

about a trustee.

— Reputation Computation Engine: this is similar to the conceptual model used by

[103].

— Information Sources: this is similar to the corresponding one used by [103]. Context
Diversity Checking: refers to whether or not a model can check different contexts

and preferably map between them.

— Adaptability: refers to bootstrapping and dynamic response to changes in the system.

— Reliability and Honesty Measurement: as with [103].

— Basic reputation measurement parameters: refers to some parameters such as time

and transitivity.

e Ramchurn et al. [91]

— Socio-cognitive models: refers to whether or not models use social relationship
among agents and their roles in the community, which influences relationships with

others.

— Reputation models: refers to whether or not models use testimonies from witnesses.

— Evolutionary and learning: refers to whether or not models can be learned or evolved

over multiple interactions.
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— Truth-eliciting interaction protocols: this refers to interaction protocols with rules to

create situations where agents have no better choice than being honest.

— Reputation mechanisms: this refers to mechanisms used to encourage witnesses to

provide testimonies or create reputation scores for trustees.

— Distributed security mechanisms: this is similar to access, certification and infras-

tructure trust described in [32].

An Aggregated List of Classification Dimensions

In this section, we did not consider all the dimensions proposed by the authors in the literature;
because some of them are repetitive among the papers or they are not applicable to our study.

The following list based mainly on the work of [31] and [103].

e Trust Class
In order to be more specific about trust semantics, we will distinguish between a set of
different trust classes according to Grandison et. al. [32], who differentiated between
access trust, certification trust, provision trust, and infrastructure trust. While the first
two are of interest for computer information security communities [3 1], the last one is of
interest for system engineers, whereas the provision trust considered the focus of the trust

models described in this study.

— Provision trust address situations where a trustor relies on a trustee to provide or
deliver a set of services or sources. Provision trust can be used to help trustors avoid
malicious or unreliable partners. Trusting a partner to act and make decision on
behalf of a trustor is considered a special form of service provision referred to as

delegation trust [32].

— Access trust addresses the concern of resources’ owners for allowing a particular

partner to access their resources or not [41].
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— Certification, authentication, or identity trust describes the belief that the identity
of an trustee is as claimed [41]. Pretty Good Privacy (PGP) [27] is a well-known

example of identity trust.

— Infrastructure, system, or context trust address concerns of the trustor that the nec-
essary system components are in place to support the interaction. Things like in-
surance, legal system, law enforcement and stability of society in general can be

considered as an example of such components [41].

e Architecture
From an architectural point of view, we can differentiate between centralized and dis-
tributed trust evaluation models. Typically, a central entity manages the trust and reputa-
tion related information of all agents in the first approach, but each agent performs its trust

related computations without a central entity in the second approach.

In the centralized approach trust related information are publicly seen by all the members
fo the society [103] where trustors report the performance of their transaction partners to
a central entity which is regarded as an authority [41]. Such authority is assumed to be
truthful and available upon request [142]. The cents of the society [103] where trustors
report the performance of their transaction partners to a central entity which is regarded
as an authority [41]. Such authority is assumed to be truthful and available upon request
[142]. The centralized architecture is widely used in online auction sites like eBay and
Amazon where buyers learn about the trustfulness of sellers before initiating direct inter-
action [81]. Whether the central authority implements a calculation engine to derive the
final trust evaluation for trustees as in [43, ] or individual trustors derive final trust eval-
uation of trustees based on information from the central authority, the architecture remains

a centralized one.

The centralized approach is considered practical when all members of a community rec-

ognize and trust the central authority; which is not necessarily the case of Multi-Agent

32



Systems (MASs), where no central authority control all the agents in an MAS or when
agents may question the credibility of such centralised entities and decide not to use them
[39]. Moreover, a centralized architecture contradicts with the characteristics of a dynamic
environment where the population of agents can vary over time and subsequently when the
number of agents grows in a distributed environment, the operational cost of reputation
models can be large [81]. Typically, single points of failure and performance bottlenecks
are major concerns for centralized model [142], when the central authority is not directly
involved in transactions, the problem of misleading testimonies is exaggerated in central-
ized approaches, and malicious agents can trick the system [81]. Therefore, such mech-
anisms are not well suited to computational agents, which must usually make decisions

autonomously [39].

When testimonies from witnesses are aggregated equally, as in typical centralized models,
the models cannot adapt well to changes in agents’ performance, whether these changes

were accidental or strategic [39].

Generally speaking, decentralized models are more complex than centralized ones. Each
trustor is capable of storing trust related information locally and derive the trust evalua-
tion for trustees as needed, using its own computation engine tailored to its requirements
without depending on a central entity for managing information about the performance
of trustees [41]. Such approach can provide good scalability and robustness [142]. The
avoidance of single point of failure assures the accessibility of services in all situations

[81].

However, such decentralized environment also creates challenges of weight washing where
malicious agents can gain benefits without being identified and punished. For example, a
dishonest service provider may gain competitive advantage by providing false information

about its service quality [142].

Hybrid approaches attempt to combine the benefits of both approaches, such as the model
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described by Wang et al. [141, ]. Their model attempts to overcome the single point of
failure problem using sets of super agents or brokers responsible for trading trust related
information upon request [ 142]. Unfortunately, the performance of super agents may vary,
and trustors should be given techniques for distinguishing between honest and fraudulent
super agents. Compared with the centralized models, hybrid models can perform better
in dynamic environments. However, when the population size grows very large, hybrid

models may suffer from the high costs of locating super agents [31].

Information Sources

In dynamic environments, information required to calculate trust evaluation may be scarce.
Therefore, many trust models take into account a variety of sources for trust information
[39]. It is possible that not all trustors use all information sources, as it will depend on
the type of application and the trustor’s architecture. Widely used sources of information

include:

1. Direct experience: This is one of the most valuable sources of information for
trustors, where a trustor uses its previous experiences in interacting with a trustee
to evaluate its trust [103]. It is referred as interaction trust in [39]. Trust models
like [70), ] are among those that use only direct experience for trust evaluation.
Because direct experience alone cannot be used to predict how trustworthy a trustee
is when a trustor has never interacted with the trustee, many trust models rely on

other information sources [31].

2. Direct Observation: Unlike direct interaction, there is no direct interaction between
the evaluator and the trustee to compute trust, rather than that, the evaluator predicts
the trustee’s performance based on observation of others’ interactions with the target
[103]. Trust models described in [13, 95, 51] perform direct observation through
characteristics perceived in a trust situation, such as the percentage of positive re-

views. Salehi and White [106] presented a model that prevents the exposure of the
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observed trustee by allowing the observation of direct interaction only to the confi-
dent neighbours. A variation of observation is referred to as prejudice, which relates
to criteria or signs that identify individuals as members of groups [103], which are
context dependent [31]. The trust models presented in [9] uses observation of char-
acteristics to build stereotypes of trustees to address the cold start problem whereas

models like [102] use institutional structures to address the same problem.

. Witness Information: Like direct observation, no direct interaction between the
trustor and the trustee is necessary to compute trust, where evaluators ask others
about the trust of the target that use witnesses [31]. The aggregation of testimonies
from witnesses who have had some interaction with the target is widely referred to
as reputation in the literature. Some trust models like [7, 52, 60] use pure reputa-
tion information. However, many others, such as [123, 43, 4], use information form

witnesses together with information from other sources.

. Certificates: In the literature two variations of certificates can be differentiated based
on the issuer: 1) Certified reputation [38] and 2) Endorsement [71]. Certified reputa-
tion is similar to traditional recommendation letter from a professor about a student
which can be used to clarify the credibility of the student. It occurs when a trustee
has a list of witnesses who can testify about itself [38, 39]. To prevent fraud, encryp-
tion and digital signature can be used. The main benefit of certified reputation would
be the low cost to find witnesses, which can be a performance problem for models
that use witnesses’ information to compute trust. On the other hand, an authority,
or a well trusted entity, can endorse trustors by giving approval or support, in a way
similar university certificates. This can be very useful for new comers to bootstrap

their reputation [71].

. Sociological Information: Similar to direct interaction, there must be many inter-

actions between agents because it requires social network analysis, this source of
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information relates to the social relationship among agents and their roles in the com-
munity, which influences relationships with others [103]. Regret [102] implements
graphs called sociograms to indicate the relationship among entities. Sociograms
group entities to get information from those who are more representative. Models
like [51] focuses on the trusted community concept using adaptive agents, since high
degrees of confidence are expected from members belonging to the same commu-
nity. Others like [1 19, 39] base trust on social structures as friendship and familiarity.

In the literature, sociological information also referred to as rules [31, 39].

e Computation Engine
Trust models attempt to model the behaviour of potential interaction partners before actual
interactions. For this purpose, they may exploit different methods to build such model,
these methods referred to as computation engines [81], conceptual model in [103] or
paradigm type [31]. In general, trust models can be classified as numerical, cognitive,
or hybrid [31]. Numerical models do not have any explicit representation of cognitive at-
titudes to describe trust. On the other hand, cognitive build trust and reputation based on

beliefs and their degree [87]. Whereas hybrid models attempt to integrates both approaches
[31].

The model described in [24] based on trust as a result of a mental state composed of
some cognitive components, such as objective, ability, competence, and dependence. The
model described in [13] takes into account the combination of self-esteem, reputation, and
familiarity among the agents. The model presented in [ | 1 9] introduces friendship concepts
such as best friends and casual friends. This model is based on trust expression through
emotions. The model by Singh [113] uses the BDI architecture to support intuition and the
semantic concept of a rich vocabulary to represent the evaluations. The BDI and Repage
model [88] includes concepts of image as a composition of the set of beliefs that are based
on specific goals independent of the reputation value. An agent may have a low reputation

value related to a certain dimension, but its image may be good for other agents who
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see it from another perspective. Other examples about cognitive based models include
[90, , 15] which are based on the work of [24], and cognitive maps are used as the

trustors reasoning mechanism.

Numerical trust models do not have any explicit representation of cognitive attitudes to
describe trust, but they use numerical aggregation of past interactions and presents a set
of subjective probabilities that trustees will correctly perform as expected. Some numer-
ical trust models, such as [39, ], use a deterministic approach where trust evaluation
calculated from handcrafted formulas. It is argued in [81] that this approach enables trust
models to aggregate the essential factors they have been considered in their models such
as the credibility of witnesses and time factors as in [39] and even context and criteria sim-
ilarity rate as in [75]. Other numerical trust models, such as [122], use fuzzy logic where
common parameters of trust models can be represented by fuzzy sets, while membership
functions describe in what degree a parameter belongs to each set, and fuzzy rules are used
to predict the trust of trustees and even the credibility of witnesses [¢1]. Machine learning
is also used as the base of trust models in [128, , S, ]. Bayesian probability theory
also used in trust models such as [43, 42, , 94, ], where the posterior probability that
a trustee fulfills behave as expected towards the trustor in light of the previous outcomes

experienced by witnesses or the trustor itself [81].

Context Handling

Even though trust information is considered context dependent, most models of trust eval-
uation allow the communication of trust-related information regardless of their contexts
[75, 31]. Context aware models calculate various aspects of interactions along with the
corresponding evaluation values for a single trustee [31]. Models like [75] not only con-
sider multiple contexts, but also describe adapting values between contexts which may lead
to more accurate evaluation of trustees; where contexts might be totally different or have
some criteria in common. To measure the effect of a particular context, two individual

metrics were defined:
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— A Weight Matrix (WM) that includes the importance level of each criterion of con-

text.

— A Relevancy Matrix (RM) that indicates the degree of similarity of each criterion in

the first context with the corresponding one in the second context.

The WM is a 1 *n matrix, where n is the number of context criteria and matrix entry w;
isin [0, 1]. The RM is an n *1 matrix where matrix entry v; is in [0, 1] and refers to the
degree of importance of the corresponding criterion. For example, an agent, called B1,
may consider the “fast-enough” delivery of a specific transaction very important and uses
0.9 as the corresponding value in its WM. Similarly, another agent, called B2, may also
consider the “fast-enough” delivery of another transaction very important and uses 0.9 as
the corresponding value in its WM. However, for B1, “fast enough” means: within one
week. On the other hand, for B2, "fast enough” means: within one day. Therefore, B1 will
use a lower value for “delivery time” criterion in its RM (e.g. 0.2) whereas, B2 will use a

higher value for ”delivery time” criterion in its RM (e.g. 0.7).

Generally speaking, context aware models can be more complicated than the classical sin-
gle context models and demands higher computational power. However, properly handling

various contexts can lead to more accurate trust evaluation [81].

Adaptability

Typically, trust models should consider an adaptive approach to deal with the dynamic na-
ture of systems where they operate, where it may be impossible to predict all the potential
events [31]. Trust models themselves may become the target of security attacks and be
compromised. Properly responding to dynamic changes increases reliability and robust-
ness of trust models. Some security attacks, like betrayal and inconsistency attacks are
associated with behavioural change of trustees, other attacks like ballot stuffing and bad
mouthing, are related to misbehaving witnesses. Successful trust models are expected to

be able to deal with unanticipated events such as changes in trustees or information sources
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attitudes, whether the change was accidental or intentional. Many trust models, like those
described in [128, 39, 75] use time decaying factors to emphasize that information based
on recent transaction weigh more compared to old transactions, which helps trustors adapt
to recent changes, without ignoring historical behaviours. The computational models of
Marsh and Briggs [69] use the idea of regret and forgiveness to adapt to dynamic changes
in trustees’ behaviour. The trust estimation at time instance ¢ 4+ 1 depends of the current
estimation (at time t) and a forgiveness function. Moreover, trust models should be able
to operate properly in the absence of some information sources. Even though models like
those described in [128, 69] relies on direct experience only, many others like those de-
scribed in [123, 45, 4] use both direct experience as well as indirect experiences in the form
of testimonies from witnesses. The framework presented in [39] is designed to integrates

multiple sources of information to address potential absences information sources.

Dealing with identity change, also referred to as Whitewash and Sybil attacks, is more
challenging, where agents creates a new identity to avoid its bad history with others. Some
models like those described in [, 82, 2] rely on public key authentication mechanism
to address identity change and Sybil attacks where the certificate issuing authority only
allows one identity per entity. Aboulwafa and Bahgat described Dirichlet-based Reputation
and Credential Trust management framework (DiReCT) [ 1] that integrates trust modelling
with hard security mechanizes to resist whitewashing. Zacharia and Maes [156] proposed

assigning low trust values to newcomers, removes the motivation of re-entry.

Cheating Behaviour Assumption

While some agents behave properly at all times, others might misbehave either always or
from time to time. Various agents’ misbehaving are possible, however the motivations of
such improper behaviours are not necessarily the same. Sabater and Sierra [103] high-
lighted various assumptions of trust models regarding cheating behaviour of agents that
report indirect trust information. Some trust models such as Regret [ 102] may assume that

witnesses are cooperative, and non-cheating. On the other end, trust models like [5] may
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assume that agents can intentionally cheat. Between those two extremes, trust models can
assume that agents may misbehave accidentally, but not intentionally such as the model
described in [75]. Models that assume non-cheating agents simply use reported informa-
tion by witness in their calculations, while trust models that assume potential cheating
witnesses, usually reduce the weight of their testimonies or avoid using their feedback at

all.

Visibility

Feedback of transactions and models of trustors needs, and behaviours can either be seen as
a global property shared by all trustees, as with online reputation models used in Amazon
or Ebay, or as a subjective property assessed particularly by each individual [87], as in work
of Tran and Cohen [128]. In the first case, the trust evaluation is based on testimonies of
the witnesses that in the past had interacted with the trustee being evaluated. These values
are publicly available to all members of the community and updated each time a member
issues a new evaluation of the trustee. On the other extreme, each trustor builds its own
subjective model to its potential partners each partner in the community based on direct
experiences and what the others have said to it personally, potentially among other things,

to calculate the trust score of the trustee being evaluated.

Generally, global visibility of trust scores goes well with centralized models, where indi-
vidual trustors report their scores to the central entity, otherwise the cost of shearing trust
evaluation will be high. The main challenge using global visibility is the lack of person-
alization of trust value [103]. Theoretically, it is possible to design a trust model with
distributed architecture and global trust scores, however synchronizing trust evaluations

can be complicated.

As trust is subjective by nature, many trust models adapt a subjective approach, which is
more appropriate for when agents frequently interact [87]. Generally, subjective visibility

of trust scores goes well with distributed architectures. Theoretically, it is possible to
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design a trust model with centralized architecture and subjective trust evaluation where a
centralized entity can manage things like identity trust, while individual trustors calculate

subjective trust evaluations depending on various sources of trust information [103].

e Incentive Feedback
Many trust models use witnesses’ information; however, it is possible that witnesses have
no interest in cooperating or in providing true information about their interactions [31].
Wang et. al [142] proposed trading reputation information to encourage witnesses to
provide their feedback. Wang and Zhang [138] proposed increasing reputation of hon-
est and cooperative witnesses and decreasing reputation for non-cooperative or unhonest

witnesses.

3.2.2 Overview of Selected Trust Evaluation Models

This subsection overviews a selection of decentralized models and is not meant to provide a
comprehensive survey of trust modeling literature in MASs. Presented models are either tightly
related to our work such as the work of Tran and Chohen [128] and comPrehensive reputAtion-
based TRust moOdeL with Fuzzy subsystems (PATROL-F) [122], or because they are well cited
models in the literature such as Trust and Reputation in the Context of Inaccurate Information
Sources (TRAVOS) [123] and FIRE [39]. Recent surveys such as [32, 77, , 35, 62, 81, 87,

, 1] provide further detailed overviews of the literature.

Models Based on Reinforcement Learning

e A reinforcement learning based trust evaluation model for buying and selling agents in
a dynamic, uncertain and untrusted e-marketplace is described in [128] and further elab-
orated in [130], where buyers model the trust of the sellers. Sellers are partitioned into
trustworthy, untrustworthy and neutral sets. A buying agent chooses to purchase from a

trustworthy seller. If no trustworthy seller available, then a seller from the list of non-
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untrustworthy sellers is chosen. Initially all sellers are considered neutral. The seller’s
trust evaluation is updated based on whether the seller meets the expected value for the
demanded product with proper quality. If the seller meets or exceeds the demanded prod-
uct value, then the seller is considered cooperative and its trust evaluation is incremented.
The seller is considered trustworthy if the trust evaluation is above a threshold value. If the
seller fails to meet the demanded product value, then the seller is considered uncooperative
and its trust evaluation is decremented. The seller is considered untrustworthy if the trust
evaluation falls below another threshold value. Sellers with trust evaluation in between
the two thresholds are considered neutral (neither trustworthy nor untrustworthy). In this
model, buyers and sellers make decisions based only on their own experiences. The model
builds trust slowly and the buyer has to interact with a seller several times before the trust

of the seller crosses the threshold value [4].

A decentralized extension to the model used in [128&] is describe in [92, 93], to enable indi-
rect trust evaluation. Witnesses are partitioned into trustworthy, untrustworthy and neutral
sets to address buyers’ subjectivity in opinions. As with [128], sellers are partitioned into
trustworthy, untrustworthy and neutral sets. A buyer requests information only when it has
no previous experience with the seller. A buyer evaluates the influence degree of witnesses
simply based on their deviations from its own opinions about some known agents. Af-
ter purchasing from a seller, the trust evaluations of witnesses are adjusted based on their

predictions about the sellers.

A combined model based on direct and indirect trust evaluation is described in [5] as an
extension to [92, 93]. As with [92, 93] advising agents are partitioned into trustworthy,
untrustworthy and neutral sets. As with [128], sellers are partitioned into trustworthy,
untrustworthy and neutral sets. Two variants presented in [5] where opinions of trustworthy
witnesses and their trust evaluation of sellers are utilized in one variant, along with the

buyer’s own point of view for the trust of a seller. However, in the second variant, only
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opinions of trusted witnesses are used; to address situations where interaction between
buyers and sellers are infrequent. Reinforcement learning is used to adapt an witness’s trust
evaluation. To address the subjectivity of witnesses, the mean of the differences between
the witness’s trustworthiness estimation and the buyer’s trust evaluation of a seller is used
to adjust the witness’s trust evaluation for that seller in the first variant. Both direct and
indirect trust evaluation used. Furthermore, the number of previous interactions as well as

the recentness of interactions are taken into consideration [4].

Comprehensive Reputation-Based Trust Model with Fuzzy Subsystems

The comPrehensive reputAtion-based TRust Model with Fuzzy subsystems (PATROL-F) [122]
is the fuzzy logic extension to the trust model called a comPrehensive reputAtion-based TRust

moQOdeL (PATROL) [121].

A trustor x evaluate the trust of a trustee y based on it direct experience with y as well as
testimonies from witnesses. Witnesses are categorized as Neighbours, Friends, Strangers, and
different weight s assigned to testimonies of each category. As a starting point PAT RO Ly

calculates T'rust? as follows:

W ZVwGI TW, « RTY

Trust! = Aparorr * Trust? +
P Z ZVwGI TW;)

Ie{Neighbours,Friends,Strangers}

3.1)

Where

o A,uirois 18 the weight of for trust evaluation calculated by the trustor itself.

o IV} is the weight of for category I which can be Neighbours, Friends, Strangers where

Apatrolf + Z WI (3 2)

Ie{Neighbours,Friends,Strangers}
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e T'W} is the credibility of the agent reporting trust value.

e RTY is the reported testimony of witness w about trustee y

To address the credibility of testimonies from witnesses, P AT RO Ly depends on the follow-

ing metrics, as its predecessor, PATROL.:

e Activity: Depending on the total number of interactions of a witness with other trustees,
this metric meant to indicate the activity level of a witness and how much its information
is reliable and up-to-date [122]. Activity of witness w denoted as Act(w) and calculated
as

> Interaction_from,

ct(w) > Interaction_fromay agents G-9)

e Similarity: This metric used to indicate how similar the trust evaluation conducted by
trustor x and witness w. The higher the similarity, the more accurate the testimony assumed

to be [122]. Similarity between = and w denoted as Sim and calculated as

(3.4)

y _ Y2
Sim¥ =1 — Zy€common trustees (TTUStm T?"UStw)
* 25 * [common trustees|

where 25 is used normalize Sim}’ as the maximum possible trust value in PAT RLp is 5

and the minimum is 0.

e Popularity. This metric used to indicate how much a trustee is liked and how much its
services are asked for in the system. This metric can be used for witnesses if a witness can
play the role of trustee in the system [122]. Popularity of witness w denoted as Pop(w)
and calculated as

Pop(w) > Interaction_with, (3.5)

> Interaction_withay agents

e Cooperation: This metric used to indicate the willingness of a witness to respond to re-

quests for testimonies and services (if it provide services). Cooperation of witness w de-
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noted as C'o(w) and calculated as

> Interaction_with,,

Co(w) = : : : 3.6
(w) > requests for testimonies and services (3:6)
Consequently, 7" is calculated as
TW = apatrotf * STy + bpatrorf ¥ Act(w) + Cpatror * Pop(w) (3.7
Were
® Gpatrolfs Dpatrolf ANd Cparroi are factors chosen by trustor = such that
Qpatrol f + bpatrolf + Cpatrolf = 1 (38)

PATROLF uses fuzzy logic to account for humanistic and subjective concepts such as the
importance of a transaction, the decision in the uncertainty region, and setting the result of inter-

action in distributed systems [122]. The model uses three consecutive fuzzy subsystems.

e The first is used to set the importance factor of an interaction. This helps the trustor doing
the evaluation to decide how many witnesses to consult and can be used as an input to the

second fuzzy subsystem.

e The second subsystem is the core component of the model. It uses the personality of the
trustor, in addition to the importance of the interaction and the most recent trust evaluation
of the trustee, if any, to evaluate the trust of the trustee. This subsystem is used only if the

trustor is not sure whether the trustee is good enough or bad.

e The last subsystem is used to estimate the result of interaction and to figure out whether

the interaction was good or bad and consequently update the trust evaluation of the trustee.

The model is decentralized and takes into account direct and indirect trust factors.
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Trust and Reputation model for Agent-based Virtual Organizations (TRAVOS)

Trust and Reputation model for Agent-based Virtual Organizations (TRAVOS) [123] is a well-
known decentralized, general purpose trust evaluation model for MASs, that uses two informa-
tion sources to calculate the trust evaluation of trustees: direct experience and testimonies from
witnesses. The model depends on beta distributions to predict the likelihood of honesty of a
trustee [48]. Interestingly, this model depends greatly on direct experiences and seek advice
from witnesses for evaluating a trustee only if the trustor ’s confidence in its own evaluation is
below a predefined threshold [¢1, 47]. Furthermore, the model allows to weight testimonies from
witnesses based on the accuracy of the past testimonies of each witness instead of calculating the
reliability of the provided testimony based on its deviation from testimonies of other witnesses
[81]. That is, when x evaluates the trust of y, and x considers the testimonies of w, then, the
credibility of w in the context of providing testimonies is only derived from the accuracy of w's
previous testimonies about y. Consequently, trustors store not only the evidence about the out-
come of the past interactions per trustee, but also the testimonies per witness per trustee, which

can increase memory requirements as the number of witnesses and trustees increase [97].

TRAVOS summarize outcomes of interactions a single value to represent the trust evaluation
[81] and trust evaluation considered a private and subjective property that each trustor builds.
The model computes the reliability of witnesses via the direct experience of interaction between
the trustor and witnesses and discards inaccurate testimonies [50]. Unfortunately, it takes certain
time for the trustor to recognize the inaccuracy of the provided reports from the previously trusted

witness agents [50].

FIRE

FIRE [39] is a well-known decentralized trust evaluation model for MASs. The model uses

diverse sources of information namely:

e Direct experience called Interaction Trust or Direct Trust (DT).
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e Witness Reputation (WR).
e Role-based Trust (RT).

e Certified Reputation (CR).

Certified Reputation considered to be one of the distinguishing features of the FIRE, where a
certified reference disclosed by a third-party witness made available upon request of an inquiring

trustor. Such approach can reduce the cost of locating witnesses [31].

A trustor can view a trustee as trustworthy, untrustworthy, or not yet known. The trust value is
calculated as the sum of all the available ratings weighted by the rating relevance and normalized
it (by dividing the sum by the sum of all the weights). Trust value for component K (DT, WR,
RT or CR) is given by [39]

ZTiERk(
TK("Evy’s) = Z

nye) (i) Vi (3.9)

ri€Ry(x,y,s) Wk(r;)

Where

® T(zy,s I the trust value of component K that trustor = has in trustee y with respect to

task s.
® Ri(sy.) 1sthe set of ratings collected by component K for calculating Tk ().

® wg(r,) 1s the rating weight function that calculates the relevance or the reliability of the

rating 7; (Wg () = 0)

e v, is the value of rating 7; .

To locate witnesses, FIRE uses a variant of the referral system used by [150]. FIRE assumes
that addressing subjectivity of witnesses is application dependent. To address resources limita-

tions; the branching factor and the referral length threshold parameters were used. The first used
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to limit the breadth of search and the second is used to limit the depth of search [39]. An impor-
tant aspect of FIRE is that a trustor does not create a trust graph, as in [150], and therefore may

quickly evaluates the trustee’s trust value using a relatively small number of transactions [50].

3.3 Trust Establishment

From an architectural point of view, we can differentiate between centralized and distributed
models. Typically, a central entity manages or facilitates trust establishment of all agents in the
first approach, but each agent performs its trust establishment related operations without a central

entity in the second approach.

A centralized architecture goes well with online crowdsourcing, such as Amazon Mechanical
Turk (AMT) . Typically, the central authority implements a calculation engine to derive the neces-
sary trust establishment actions, as in the Social Welfare Optimizing Reputation-aware Decision
making (SWORD) [155]. The model acts as a delegation broker for trustors to dynamically

balance the workload between similar trustees SWORD [155].

Decentralized models are more complex than centralized ones. Each trustee is capable of
handling trust establishment related information locally and derives the necessary adjustments
as needed, using its own computation engine tailored to its requirements without depending on a
central entity. Distributed Request Acceptance approach for Fair utilization of Trustees (DRAFT)

[152] is considered as the decentralized variant of SWORD.

Trustees should be able to model the behaviour of potential interaction partners. For this
purpose, they may exploit different methods to build such model; these methods referred to as
computation engines or paradigm type. To the best of our knowledge, existing trust establishment
models are numerical models. They do not have any explicit representation of cognitive attitudes
to describe satisfaction, but they use numerical aggregation of past interactions and presents a

set of subjective probabilities that trustors will be satisfied in a future interaction. Numerical
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trust models may use a deterministic approach where trust evaluations are calculated from hand-
crafted formulas. This approach enables models to aggregate the essential factors they have been
considered in their models such as time factors and context and criteria similarity rate. Other
numerical trust models, may use fuzzy logic where common parameters of trust establishment
model can be represented by fuzzy sets, while membership functions describe in what degree a
parameter belongs to each set, and fuzzy rules are used to predict the satisfaction of trustors and
appropriated performance adjustment of a trustee. Also, reinforcement learning can be used as

the base of trust establishment model.

Trust establishment models can depend on a single criterion or multiple criteria. In single-
criterion approach, trustees receive or calculate a single aggregated value that represents the
subjective opinions of and interactions partner. In the multiple-criterion approach, trustees tend
to receive or calculate different aspects of their interactions along with the corresponding eval-
uation values. This help trustees to learn about the needs of trustors per criteria in order to
make informed decisions on updating their performance if necessary. Generally speaking, multi-
criterion approach can be more complicated than the single one and demands higher computa-
tional power. However, it can lead to more accurate modeling of trustors. Most existing trust

establishment models [ 10, , ] use single-criterion approach.

Trust establishment models have different assumptions regarding processing capacity of trustees.
Some models, implicitly or explicitly, assume that trustees can service an infinite number of re-
quests from trustors during a time unit without negatively affecting their performance. This
assumption is referred to as the Unlimited Processing Capacity (UPC), which may be justified
in computerized services or resources like P2P systems [155]. However, when the number of
requests a trustee effectively fulfill per unit time is limited, the trustee can be overloaded with
requests and not only its performance may decline, but also its reputation [152]. Instead of the
accept-when-requested approach assumed in [10], SWORD [155] and DRAFT [152] assume

limited capacity trustees.
Feedback of transactions from trustors can be explicit or implicit. Explicit feedback can

49



be more accurate if trustors are not lying. However, they may generate extra communication
overhead. The use of implicit feedback can be appropriate for situations where explicit feedback
is not possible or not desirable. SWORD [155] and DRAFT [152] do not use feedback from

trustors.

3.3.1 Overview of Selected Trust Establishment Models

Modeling buying agents’ needs in e-marketplace described in [128] and the use of trust-gain as
an incentive mechanism for honesty in e-marketplace environments as in [159] are considered

preliminary works for developing models for trustees to establish trust.

Social Welfare Optimizing Reputation-aware Decision Making (SWORD)

In the literature, most existing trust evaluation models choose a selfish interaction approach
where trustors select the most trustworthy trustee known as often as possible. Such models,
implicitly or explicitly, assume that trustees can service an infinite number of requests from
trustors during a time unit without negatively affecting their performance, which may be justi-
fied in computerized services [ 55]. However, when the number of requests a trustee effectively
fulfill per unit time is limited, the trustee can be overloaded with requests and not only its perfor-
mance may decline, but also its reputation [152]. Instead of the accept-when-requested approach
traditionally assumed in trust evaluation models, Social Welfare Optimizing Reputation-aware
Decision making (SWORD) approach described in [155] to avoid overwhelming a small num-
ber of relatively more trustworthy trustees. SWORD attempts to balance the workload among
trustworthy trustees, while taking into account variations in their trust, by acting as a delegation
broker for trustors. Due to its centralized architecture, SWORD can experience scalability and

transparency issues [153].
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Distributed Request Acceptance approach for Fair Utilization of Trustees (DRAFT)

Distributed Request Acceptance approach for Fair utilization of Trustees (DRAFT) [152] is a
reputation management model for trustees based on distributed constraint optimization to help
each resource constrained trustee decide, dynamically, whether or not further requests for inter-
action should be accepted. The aim is to prevent the resulting trust evaluation from being affected
by factors out of the trustees’ control. DRAFT attempts to balance between maximizing the po-
tential reward for the trustee agent and minimizing the degradation of performance experienced

by the requesting trustors.

The Reputational Incentive (RI)

The Reputational Incentive (RI) model described in [ 10] is based on the notion that untrustworthy
trustees will have less chance of being selected, and so must work for fewer compensations than
trustworthy ones in order to remain competitive. However, in doing this, those trustees obtain
less reward(s) from interactions, while having to expend the same efforts performing the task.
The potential losses or gains associated with reputational changes can provide an incentive for
trustees to select a particular performance level when interacting with trustors. RI uses accumu-
lated reputation, represented as real numbers, as the single-criterion to adjust the performance of
trustees. Each trustee builds its own models of interactions’ partners. To maintain an effective
operation, it continuously monitors the trustee’s reputation and adopts learning techniques using
handcrafted formulas with the purpose of adjusting respective parameters tailored to the current
situation. RI is a decentralized, generic model that can be instantiated and applied in a wide

range of applications. When interacting for the first time, trustors are assumed to be neutral.

The Model of Tran. et. al [129]

The decentralized trust establishment models described in [129] targets selling agents (trustees)

for the e-commerce application, in single context environment, to help them better understand
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the needs of buying agents (trustors) based on direct Boolean feedback from buyers to indicate
whether or not they are satisfied with results of the interaction. Trustees use reinforcement learn-
ing to categorize buyers based on two criteria; namely price and quality. Trustees attempt to
classify trustors as price-sensitive, who are more interested in a low price than high quality, or
quality-sensitive who are interested in high quality more than in a low price, or balanced buyers
who consider price and quality equally important. Each trustee builds and maintains its own
models of interactions’ partners. First-time buyers assumed to be neutral. When buyers change

their behaviour, the model responds by updating their categories.

3.4 Summary

In summary, a wide variety of approaches have been presented in the literature to ensure agents
encounter trustworthy partners. Consequently, there exists considerable attempts to classify
them. In this chapter, we presented major classification dimensions of trust models described
in notable surveys and adapted an aggregated list of dimensions for classify trust models to help
understanding the research directions in the field. While we did not present a comprehensive
survey of the large litterateur, we pointed out some recent surveys that were dedicated for that
purpose and described relevant trust evaluation models as will as some well known models in the
literature. Then we described relevant trust establishment models before concluding the chapter

with this summary section.

Within the domain of trust evaluation, both reinforcement learning, and fuzzy logic deemed
to be a suitable for trust evaluating agents in MASs as agents discover which actions yield the
most reward via a trial-and-error search in the first approach [130] and the simplicity and simi-
larity to human reasoning of the second approach [28]. A well-known issue with reinforcement
learning based trust models is that trustors do not quickly recognize the environment changes an
d adapt with new settings. In the next chapter, we aim to address this shortcoming by combining

reinforcement learning with fuzzy logic and the use of temporary suspension.
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Due to the relatively small amount of directly related work to trust establishment, we at-
tempted to situate our work within the relatively larger context of trust management and present

a review for selection of trust establishment models related to our work.
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Chapter 4

A Decentralized Trust Evaluation Model
for Multi-Agent Systems Using Fuzzy
Logic and Q-Learning (DTMAS)

4.1 Introduction

Ensuring that the identity of an entity is as claimed, also referred to as identity trust, and authen-
ticating entities to access resources, referred to as access trust, are usually areas of interest for
the information security community [31]. However, the measurement of an entity’s possibility
to do what it is supposed to do is referred to as it provisions trust [32], which is the class of trust

considered in this chapter.

An agent that needs to rely on another agent is referred to as the trustor (also known as
service consuming agent in the literature or buyer in the context of e-marketplace). The agent
that provides resources or services to trustors is referred to as the trustee agent (also known as
service providing agent in the literature or seller in the context of e-marketplace) [39]. These

roles tend to be situational rather than fixed since an agent may act as either a trustor or a trustee
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under different circumstances [153].

Trustworthiness evaluation should be accurate enough to allow trustors to avoid “bad” part-
ners and identify ”good” ones in their systems, where bad” refers to trustees that produce out-
come less than expected when interacting with them, and ”good” refers to those who produce
at least the expected result of their partners. The trust evaluation model should be able to dy-
namically respond to changes of the environment. Also, failure of any node must not lead to the

failure of the entire system.

As highlighted in the previous chapter, many existing trust evaluation models used testi-
monies from witnesses to select the trustworthy trustees. Unfortunately, not all of these models
take in account that witnesses themselves may misbehave intentionally (i.e. being malicious), or
accidentally, due to lack of information for example. Therefore, a general-purpose model should
evaluate the credibility of witnesses in regard to their suggested trustee. Then according to the
witnesses’ testimonies about their suggested trustees, the model measures the trust of trustees

and finally selects the most trustworthy agent among potential candidates.

A suspension technique is used and combined with reinforcement learning to improve the
model responses to dynamic changes in the system. This component is used to address the short-
term relationship between a trustor and the trustee under consideration. It helps the trustor to
address a recently malfunctioning trustee that used to be honest for a relatively large number of
transactions. The idea is that a trustor will stop interacting with a misbehaving trustee imme-
diately and wait until it is clear whether this misbehaviour is accidental, or it is a behavioural
change. Because the suspension is temporary, and because trustor uses information from wit-
nesses, the effect of accidental misbehaviour will phase out, but the effect of a behaviour change

will be magnified.

Fuzzy Logic Systems has been widely used for trust evaluation of web services [111], for
cloud computing [107], for social networks [114], and for multi-agent systems [122, 12, ].

This indicates the usefulness of Fuzzy Logic System (FLSs) for trust management due to their
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similarity to human reasoning, and their simplicity [28]. Fuzzy Logic can be used to translate
human knowledge into a set of basic rules, representing the mapping of the input to the output in
linguistic terms [100]. Different approaches have been used in the literature to create, adapt or
refine rules, when knowledge is not available, such as using neural networks, genetic algorithms
and RL [79]. Q-Learning is a Reinforcement Learning (RL) technique that works by learning
an action-value function based on the interactions of an agent with the environment and the
immediate reward it receives [ | 30]. This method has been successfully applied to trust evaluation
in [128, , 4,92, 93]. The combination of fuzzy logic and Q-Learning algorithm is a powerful
mechanism proposed in [0] where the Q-Learning allows to adapt the system that facilitates the
modeling at a higher level of abstraction [79]. The combination of fuzzy logic and Q-Learning
algorithm used successfully in [79, 78] for dynamic traffic steering and load balancing in wireless

networks.

The chapter is organized as follows: a general overview of the system and assumptions are
presented in the following section. We present the details of the proposed suspension technique
in section 4.2.1 followed by performance analysis, including performance measures, simulation

environment, and parameters are described in Section 4.3.

4.2 A Decentralized Trust Evaluation Model for Multi-Agent

Systems using Fuzzy Logic and Q-Learning (DTMAS)

In this section we describe the use of fuzzy inferences to aggregate trust factors from various
sources. Suspension will be used as a short-term response to dynamic changes and Q-Learning
to evaluate trust on the long term. Trustors use Q-Learning to evaluate the trust for trustees
based on direct experience, testimonies of witnesses and the average of time decayed utility gain
within the last G interaction with the trustee. For those trustees that are not suspended, trustors

consult witnesses for their testimonials about trustees. Two fuzzy subsystems are used, one for
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the credibility estimation of witness and the main one for trust evaluation of trustees.

The design of a FLS involves defining input signals, the fuzzy sets and membership functions
of the input signals and defining the linguistic rule base which determines the behaviour of the
FLS [79]. Three fuzzy sets have been defined for each input to achieve a reasonable granularity
in the input space while keeping the number of states small to reduce the set of control rules. In

particular, each input can Low (L), Medium (M), or High (H).

4.2.1 The Use of Temporary Suspension

To reduce the side effects associated with a trustee that misbehave after building a good repu-
tation, trustors may temporarily suspend interacting with such a trustee immediately after any
unsatisfactory transaction. The duration of suspension may depend on the harm caused by that
transaction. The temporary suspension allows the trustor to re-evaluate the trust of the trustee
without any further unpleasing transactions. The idea is that accidentally misbehaving trustees
keep their reputation in the community, unlike those who misbehave due to long term behaviour

change. Similarly, an agent may suspend the use of testimony from some witnesses.

Trustor « suspends the use of y for a period of time determined by equation (4.1).

SUSY(s,t) = SUSY(s,t — 1)+ BSI * (UGY(s,t) — MinUG(s)) 4.1)

SUSY(s,t) is the suspension penalty associated with y at instant time instance ¢.

The Basic Suspension Interval (BSI) is application dependent and could be days in an

e-marketplace or seconds in a robotics system that has a short life time.

UGY(s,t) is the Utility Gain (UG) if the unsatisfactory transaction between x and y for

task s.

MinUG(s) is the minimum possible value for task s.
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Whenever a trustor z consults an honest witness w regarding the trust of y, the witness reports
the lowest possible credibility score for y, when y is suspended. Furthermore, an honest witness
will reduce the reported trust evaluation of y after the end of the suspension period. This reduc-
tion is inversely proportional to the time elapsed since the end of suspension. In other words,
the reported trust evaluation of a trustee will equal the calculated trust evaluation of y, based on
the history of interaction between the witness and y, minus a penalty (i.e. punishment) amount

related to time elapsed since the end of suspension period.

When considering the credibility of witnesses, a suspension policy similar to the one imple-
mented in the direct trust component of the model is used. That is, a trustor  will suspend the
use of any witness whose advice is the opposite of the actual result of interaction with the trustee.

The suspension period increases as the transaction importance increases.

SUSY (s, t) =SUSY (s,t — 1)+ WBSI = (UGY(s,t) — MinUG(s)) 4.2)

e SUSY(t) is the suspension penalty associated with y at instant Time;.

e The Witness Basic Suspension Interval (WBSI) is application dependent and could be

days in an e-marketplace or seconds in a robotics system that has a short life time.

e UGY(s,t) is the Utility Gain (UG) if the transaction between x and y, where y is the trustee

for which the testimony of w was not correct.
When a trustor wants to interact with a trustee at time ¢, the trustor avoids any trustee that is
suspended and may evaluate the trust of trustees using recognized, available information sources
4.2.2 Input Parameters

We define three input parameters for the main FLS as follows:

e The calculated direct trust evaluation
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e Indirect trust

e The average of time decayed utility gain

Direct Trust Evaluation DT

Trustors use RL to estimate the direct trust of trustees in a way similar to the process in [ 130,
], such equations are presented here for convenience. If a trustor is satisfied by the interaction

with a trustee, Eq. (4.3) is used to update the trust of the trustee as viewed by the trustor.

DTY = min(DTY + oy (1 — | DTY|), 1) (4.3)

e DTV is the direct trust estimation of the trustee y as calculated by the trustor x. The
value of DT varies from -1 to 1, where one mean fully trustworthy, and -1 means fully

untrustworthy.
e The cooperation factor o is positive (< Oy < 1)

e The initial value of the direct trust evaluation is set to zero (neutral). A Trustor x will
consider a trustee y as being cooperative if the resulting UG of the transaction is greater

than or equal the trustor’s satisfactory threshold.

A trustee is considered trustworthy if the trust evaluation is above an Honesty Threshold
(HoT), which is similar to the cooperation threshold in [69]. The trustee is considered untrust-
worthy if the trust evaluation value falls below a Fraudulent Threshold (FrT), which is similar
to the forgiveness limit in [69]. Trustees with trust evaluation values between the two thresholds

are considered neutral.

If the trustor is not satisfied by the interaction with the trustee, the trustor updates the credi-

bility of the trustee as follows:
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DTY = max(DT! + 41 (1 — |DTY|), —1) (4.4)
e [3; is a negative factor called the non-cooperation factor (0 > 3; > —1).

e A Trustor x will consider a trustee y as being non-cooperative if the resulting UG of the

transaction is less than the x’s satisfactory threshold.

Furthermore, and unlike existing work in [130, ], the trustor immediately suspends the
use of the trustee for a period of time related to value of the unsatisfactory interaction as in Eq.

4.1).

We believe that the cooperation and non-cooperation factors are application dependent and
should be set by each agent independently. In general, we agree with [ 1 30] that the factors should

be related to the value gain of the transaction.

When a trustor wants to interact with a trustee at instant Time;, the Trustor avoids any trustee

that is untrustworthy (i.e., DT? < F'rT') or suspended (i.e., SUSY > t).

Indirect Trust 77

As with many other models, such as [4, 39, ], the model takes into consideration testimonials
of witnesses, and the credibility of witnesses. A trustor always asks testimonies of witnesses if
such witness exist and were not suspended. If no such witness found, the neutral value (0) for
ITY is assumed. To evaluate indirect trust, a trustor = consults other witnesses who interacted
previously with the trustee y. To reduce the effect of fraudulent witnesses, a trustor tracks the
credibility of witnesses and weighs each testimony by the credibility of the witness. An honest

witness w reports its testimony F77Y 1s w’s fuzzy trust evaluation of y.
The trustor x calculates the indirect trust /7Y as
Ny
SN, FW « FTY

]Ty = — 45
’ Yooy FWp “2
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e NN, isthe number of consulted witnesses.
e F'TY is the testimony of witness w about y

o F'WY is the fuzzy credibility of witness w.

Calculating F'WW" is explained later in the following subsection.

The Average of Time Decayed Utility Gain

UG is the net benefit that a trustor = achieves from the transaction. Time decaying is used to
emphasize that UG from recent transaction weigh more compared to UG from old transactions if
they have the same absolute value. This input signal is used to indicate that not only the number
of transactions is important, but also the benefits from those transactions also counts. This helps
avoid being fooled by a high rate of successful, but not important transactions. The average of
time decayed utility gain within the last G interaction with a trustee y is referred to as AUG’

as calculated by equation 4.6.

G -\ AT Y
ijl e UGH,

AUGY =
G -

(4.6)

AT = Current Time - Time of the transaction,

A1 is the decaying factor

UGjis the utility gain for transaction j between z and trustee y being evaluated

G is the size of the historical window considered for calculating AUG’Y.

4.2.3 Fuzzification

Values for input parameters described in section 4.2.2 are real numbers. These crisp numerical

values of input parameters need to be transformed into the equivalent membership values of
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appropriate fuzzy sets. A fuzzification operator or a Membership Function (MF), transforms
the continuous input into fuzzy sets by calculating the degree of membership to each fuzzy set.
Regardless of input parameter or value, the output of a MF is usually a degree of membership
in the related fuzzy linguistic sets within the interval [0, 1]. Triangular, Trapezoidal, piecewise

linear and Gaussian, are commonly used shapes for MFs [74].

The three input parameters; DT, ITY, and AUG.Y described in section 4.2.2 are fuzzified

according to Gaussian MFs as follows:

(c‘ii—v)2
)

G (4.7)

Hpd (v)=e

where

° Bid (i=1, 2, 3 and d=L, M, H) represents the fuzzy set that can be interpreted as v is a
member of the fuzzy set d (e.g., B¢ is the fuzzy set of low direct trust when i =1 and d =

L).

e ¢! and 0! are the mean and standard deviation values for the corresponding Gaussian MF,

respectively.

For example, Figure 4.2.3 shows that the point representing 0.2 Directs Trust (DT) is pro-
jected onto the membership function curve which describes the linguistic set Medium DT, and

reach the membership value ;o = 0.9 for the fuzzy set Medium DT.

The Gaussian MF defined for the output fuzzy set as follows:

(cg—v)z
)

—( 2002 (48)

ppa(v) =€

where

e E£?(d=L, M, H) represents the fuzzy set interpreted as v is a member of the fuzzy set d.
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Figure 4.1: Fuzzifying input variable Direct Trust

e ¢! and o¢ are the mean and standard deviation values for the corresponding Gaussian MF,

respectively.

4.2.4 Inference Rules

The next step is defining the rules for the inference engine of the FLS, which allows expressing
the knowledge in linguistic terms by a set of rules following a syntax of the type IF-THEN to set
the control strategy [74]. Then, the inference engine identifies the activated rules and calculates

the fuzzy output values for each rule. An example rule for main FLS is the following:

“If DT is HIGH and the IT is HIGH, and the AUG'Y is HIGH then the Fuzzy Trust (FT) is
HIGH.”

This rule intuitively states that if the estimated direct trust is high and the indirect trust is
high, and the average utility gained by interacting with this trustee y over the last G interactions
is HIGH then trustee y is expected, to be honest and the transaction result is expected to be high

based on local experience of trustor z, subject to the constraint that trustee y is NOT suspended.
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Using Fuzzy Operators

When the fuzzy inference system contains more than one input variable, the antecedent of If-
Then rule might always be defined by more than one fuzzy linguistic set, because in most cases
each input variable has one corresponding fuzzy set based on which to figure out the degree of
membership [100]. In the main FLS, the antecedent of Rules consists of three fuzzy linguistic
sets combined with AND operator to obtain one numerical value that represents the result of the
antecedent for the rule. The most common fuzzy operators are AND operation and OR operation.
To formulate these logical operation, function min and function max are applied. Although other
functions, such as product and probabilistic OR, are also applicable in expressing these fuzzy

operators, function min and function max are always simple, and widely used [100].

Figure 4.2 shows the AND operation via function min for the following rule "If DTY? is
MEDIUM and the IT? is low, and the AUG.Y is HIGH then the F'TY is MEDIUM.” Three dif-
ferent fuzzy sets of the antecedent in the Rule yielded the fuzzy membership values 0.9, 0.41, and
0.25 respectively, and the minimum of them is 0.25, is picked out as the result of the antecedent

of Rule.

Implication

The consequent part of If-Then rule is another fuzzy linguistic set defined by an appropriate
membership function. Unlike the result from antecedent part of If-Then rule that a single nu-
merical value is generated, the inference method in Then-part is to reshape the fuzzy set of
consequent part according to the result associated with the antecedent or say the single number.
This process is called implication method. The AND operation is implemented which truncates
the fuzzy set of consequent part. The extent of deformation of the output fuzzy set in each rule

should depend on the specific single number coming from the matching antecedent of the rule
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[100]. The output fuzzy set of the 7" rule is FT;’ such that
Hpr'y(ft) = ppry, (dt) N\ e (it) \ o ave'n(aug’) (4.9)
Figure 4.3 shows an example of implication for the same rule used in the previous point.

Aggregation

Each rule whose antecedent has a non-zero matching degree contributes a fuzzy set output. Ag-
gregating these fuzzy sets into a single fuzzy set is necessary before defuzzification. Function
max, sum, and probabilistic OR are all applicable for aggregation operation, but function max
is widely accepted for rule aggregation operation [85]. The max function calculates the overall
fuzzy output from the set of individual outputs by taking the maximum value where one or more

terms overlap [85].

In the main FLS, three truncated fuzzy sets coming from twenty-seven rules respectively are
operated through aggregation method by function max, to create a new fuzzy set representing the

outcome for output variable *Trust’” before the defuzzification process.

NFT"/y(ft) = MAT1<i<27Mpply (ft) 4.10)

The proposed rules for the main FLS are in table 4.1. We insisted that a trustee with any low
component cannot have a high direct trust value. The idea is that a trustor will avoid being fooled

by a trustee with a high rate of low UG successful transactions.

4.2.5 Defuzzification

The last step of fuzzy inference process is defuzzification, through which the combined fuzzy

set from aggregation process will output a single scalar quantity. As the name implies, defuzzi-
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Table 4.1: Main Fuzzy Subsystem Rules
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fication is the opposite operation of fuzzification. Since in the first procedure the crisp values of
input variables are fuzzified into a degree of membership about fuzzy sets, the last procedure ex-
tracts a precise quantity out of the range of fuzzy set to the output variable. The Centroid Method
(also called center of area or center of gravity) is an appealing approach for defuzzification [34].

It is calculated as follows:

[ (POt
Tt (PO

FTY = (4.11)

where f1is the output variable, and 1./, (ft) is the membership function of the aggregated

fuzzy set FT.Y.

4.2.6 Credibility of Witnesses

Trustors track the credibility of their witnesses 7" . Each trustor updates its rating for the

witnesses after each interaction as follows

e [f the transaction was satisfactory for the trustor and a witness w had recommended the

trustee y or

e If the transaction was NOT satisfactory and w’s opinion was “not recommend”.

Then the credibility of w is incremented as follows:

TWY = min(TW + (1 = |[TW,]),1) (4.12)

e Otherwise, the credibility of witness w (T'W.’) is decremented as follows:

TW =max(TW, + (1 =TW)]),—1) (4.13)
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Table 4.2: Witnesses Credibility Fuzzy Logic Subsystem Rules

Rule ™ UG Output
1 L L L
2 M L L
3 H L M
4 L M L
5 M M M
6 H M M
7 L H L
8 M H M
9 H H H

e 7, and (; are positive and negative factors respectively and chosen by the trustor as

cooperation and noncooperation factors.

e The value of T'W " varies from -1 to 1.

The calculated T'W}” is used as an input to the Witnesses Credibility Fuzzy Logic Subsystem
(WCFLS), together with the utility gained from the transaction in order to calculate the credibility
of a witness. Each input can be either Low (L), Medium (M), or High (H). The rules for this FLS
are presented in (table 4.2). The centroid method used for calculating the output in this work.

Table 4.3 presents summary of DTMAS Equations and Their Use.

4.3 Performance Analysis

It is often difficult to find suitable real-world data set for comprehensive evaluation of trust mod-
els since the effectiveness of various trust models need to be assessed under different environ-
mental conditions and misbehaviours [153]. Simulation-based evaluations offer the possibility of
experimentally evaluating different trust models based on the same set of environmental param-
eters and scenarios, which enable the use of performance measurements for comparisons [54].

In trust modeling for MASs research field, most of the existing trust models are assessed using
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Table 4.3: Summary of DTMAS Equations and Their Use

Equation

Use

SUSY(t) = SUSY(t — 1)+ BSI « (UGY(s,t) — MinUG(s))

Used by trustor x to
suspend the use of y after
any unsatisfactory transaction.

SUSY(t) =SUSY(t — 1)+ WBSI « (UGY(s,t) — MinUG(s))

Used by trustor z to
suspend the use of w after
any incorrect testimony.

DTY = min(DTY + oy (1 — |DTY]), 1)

Used by trustor z to increment
the trust of y after satisfactory
transaction using Q-Learning.

DTY = max(DTY + B,(1 — [DTY]), -1)

Used by trustor x to decrement
the trust of y after unsatisfactory
transaction using Q-Learning.

JTY = 2521 FW=FT,
o e Fww
w=1 T

Used by trustor z to evaluate

the trust of y using Q-Learning
testimonies from witnesses.

G -\ AT Y
Do e AU GE,

AUGY = e Used by trustor z to calculate
the average of time decayed
utility gain within the last
G interaction with y

_ (cfbvi—'u)2
ppa(v) =e G Used by the fuzzifier inside

7

trustor z to fuzzify input
parameters to the fuzzy system

Hpry(F) = por (d) N prry () N 5600 (aug')

Implication used by the fuzzy

engine inside trustor x

tpray (1) = maxlgigquij(ft)

Aggregation used by the fuzzy

engine inside trustor x

T¥ gty TOUEETD
FTy ==

G TN IC D

Used by the defuzzifier

inside trustor x to
produce crisp output

TWY = min(TWY + (1 — |TWY|),1)

Used by trustor x to increment
the credibility of w after a correct
testimony using Q-Learning.

TWY = max(TW + G(1 —-TWY)|), —1)

Used by trustor = to decrement
the credibility of w after a incorrect
testimony using Q-Learning
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simulation or synthetic data [ 153]. Experiments differ among various works. Usually, they focus
on the performance of trust models, but there is no agreed-on benchmarks to enable compar-
ing different results [54]. One of the most popular simulation testbeds for trust models is the
Agent Reputation and Trust (ART) test-bed proposed in [26]. However, even this test-bed does
not claim to be able to simulate all experimental conditions of interest. For this reason, many
researchers design their own simulation environments when assessing the performance of their

proposed trust models [153].

4.3.1 Simulation Environment

We use a scenario-simulator approach [144] to compare the performance of different models.
Scenarios are pre-generated and not modified during the simulation phase. The generation of sce-
nario files encodes different parameters, such as the number of trustees, the number of trustors,
the profile of each agent and so on. These scenarios are then given to the simulator. Thus, mul-
tiple simulations, implementing different models, can be run from the same scenario. By fixing

every aspect of a scenario run, the only differences between runs will be trust model specific.

Generally speaking, a scenario is a sequence of ’request for interactions” followed by inter-
actions. Each request specifies a service name and the agent seeking that service. The choice of
a trustee to interact with will be made at simulation runtime by trust evaluation model. The value

of the selected trustee’s response is determined by the trustee at simulation time.

For simulation, we use the discrete-event MAS simulation toolkit MASON [63] with trustees,
which provide services, and trustors, that consume services. For the Fuzzy subsystems, we used
the jFuzzylLogic Java package [17]. As with [39], we assume that the performance of a trustee in
a particular service is independent of that in another service. Therefore, to reduce the complexity
of the simulation environment, it is assumed that there is only one type of service in the system

simulated and all trustees offer the same service with, possibly, different performance.
When comparing different trust models, the higher the percentage of good transactions, the
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more successful the model in predicting trustworthy partners. This is also referred to as success
rate or accuracy of the model, which is calculated as the summation of all transactions took place

in the system where the demands of trustors fulfilled completely.

To study the performance of the proposed trust model for evaluating the trust of trustees,
we compare the proposed model with the most relevant work comPrehensive reputAtion-based
TRust moOdeL with Fuzzy subsystems (PATROL-F) [122] under different misbehaving scenar-
ios of trustees and witnesses. Our simulations of PATROL-F is based on the main reference in
which they were proposed. To reduce the effect of bootstrapping, for the first 1 percentage of
simulation study interval, trustors select interaction partners randomly. Network communication
effects are not considered in this simulation. Each agent can reach each other agent. The sim-
ulation step is used as the time value of interactions. Transactions that take place in the same
simulation step are considered simultaneous. Locating trustees and witnesses are not part of the

proposed model; therefore, trustors locate trustees and witnesses through the system.

Having selected a trustee, the trustor then interacts with the selected trustee and gains some
utility from the transaction (UG). The value of UG is in -10, 10 and depends on the level of
performance of the trustee in that transaction. A trustee can serve many users at a time. A trustor
does not always use the service in every round. The probability it needs and requests the service,

called its activity level, is selected randomly when the agent is created.

After each transaction, the trustor updates the credibility of the trustee participated in the
transaction, as well as the credibility of a witness in the case of the proposed model. It is assumed
that trustees and witnesses may be selfish, liars, non-cooperative or simply malfunctioning. The
percentage of interactions whose results fully satisfy the needs of trustors is referred to as the

success rate and used as the main metric in this study.

Trustees can be in one of three types: good, ordinary, or bad. Each of them has a mean level
of performance. The actual performance follows a normal distribution around this mean which

is in the range of (5,10] for good trustees, [0, 5] for ordinary trustees and [-10,0) for bad trustees
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Table 4.4: Values of Used Parameters

Parameter Value
Total number of trustees 100
Total Number of trustors per model 100
Percentage of good trustees 30%
Percentage of bad trustees 30%
Percentage of ordinary trustees 40%
Percentage of High Demand Trustors 30%
Percentage of Low Demand Trustors 40%
Percentage of Normal Demand Trustors 30%
Percentage of Highly Active Trustors 30%
Percentage of Regular Active Trustors 40%
Percentage of Low Active Trustors 30%
trustee cooperation factor 0.1
trustee non-cooperation factor -0.3
Witnesses cooperation factor 0.1
Witnesses non-cooperation factor -0.3
Degree of decay 0.1
BSI 100
WBSI 100
FrT -0.5
HoT 0.5

Satisfaction Threshold

0.5 of demand level
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or random in [-10,10] in case of random attack.

Since agents are owned and controlled by various stakeholders, the performance of an agent
may not be consistent over time. A trustee may change its behaviour. In this simulation study,
the performance of a trustee can be changed by a randomly selected amount with a probability
selected randomly when the agent is created. When responding to service request, an honest
(good or ordinary) trustee responds with its utility gain value it will provide if the transaction
tack place. A bad (unhonest) trustee promises to provide a positive value for its utility gain, but
the utility gain that the corresponding trustor can get is the true utility gain that the bad trustee

can afford (negative value or random one).

To account for different level of services, 30% of trustors were configured with high de-
mands, and another 30% of trustors were configured with low demands, were as the remain 40%
of trustors were configured with regular demands. Highly demanding trustors requires at least
75% of the maximum possible UG, low demanding trustors requires no more than 25% of the

maximum possible UG and regular demanding trustors requires something in between.

Similarly, highly active trustors request the service with a probability of at least 75%, low
active ones request the service with a probability of at most 25%, while trustors with a regular
level of activity request the service with probability in between. As with demand levels, 30% of
trustors were configured with high activity level. Another ,30% of trustors were configured with

low activity level and the remaining 40% of trustors were configured with regular activity level.

4.3.2 Experimental Results:

Base Scenario

First of all, we would like to study the performance of the proposed model in a generic scenario
where neither trustees nor witnesses attempt to cheat or misbehave. This is considered the base

line, were any good trust model should perform well. The base scenario has a mix of good (30%),
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Figure 4.4: Overall Success Rate in the Base Scenario

ordinary (40%) and bad (30%) trustees, but witnesses are honest and fully cooperative. Trustors

do not always use the service in every round; the activity level in the range [0 — 1].

Figure 4.4 describes the overall success rate of the simulated models as the number of simu-
lation steps increases 1 to 999. The figure shows that, eventually, both models can achieve high
success rates. However, DTMAS and can do that faster. PATROL-F and DTMAS assumes a
unidirectional service model and integrate multiple sources of information. They do not tend to
avoid feedback form witnesses, and they do not tend to overemphasize such feedback at the price
of direct experience. The integration of multiple sources of information helps PATROL-F and
DTMAS achieving a high accuracy rates within the base scenario configuration. As each point in
4.4 represent the average of ten experiments, we conducted variance statistical analysis. The low
variance shown in figure 4.5 does not invalidate the result of the experiments. We used separate

figure to present the variance to enhance readability of results.
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Misbehaving Trustees Scenarios

When agents are not cheating, models, generally, can achieve a high success rates. However,
trustees may misbehave in different ways. A good trust model should guide trustors to interact
with honest trustees, if any, rather than misbehaving ones. However, nothing can be done when
none of the trustees is honest. In this set of experiments, only ten percent of trustees are honest,
while others are misbehaving. In the literature, a wide range of attacks have been investigated
by researchers to examine their proposal of trust evaluation models or by independent survey,
interested reader may refer to [36] for more information on types of potential attacks on trust
evaluation models. Due to the scope of this work, we studied only a sample of what we believe
to be basic attacks that trust evaluation models should be able to address. To study the effect of
different cheating behaviours, also referred to as attacks, we assume all non-honest trustees use

the same cheating strategy. We study the following trustee attacks:

e Attack Type 1: Acting purely in a random way, regardless of time, reputation, or trustors.

o Attack Type 2: Acting randomly sometimes and honestly some others. We study the case
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when trustees behave randomly with 50% probability.

o Attack Type 3: Strategic cheating, where they attempt to build good reputation then mis-
behave before they try to build their reputation again. This is also referred to as “’cyclical

behaviour” in [105]. We study the case when trustees cheat once each five transactions.

o Attack Type 4: Targeting subset of trustors where trustees misbehave only with this subset
but interact honestly with others. We study the case when all cheating trustees target the

same half of the community of trustors.

e Attack Type 5: Cheat all times, without paying attention to their partners.

These Scenarios have ninety percent of trustees are misbehaving. Trust evaluating agents, do
not always use the service in every round. The activity level is in the range [0 — 1]. As we are

studying the effects of trustee attacks, we assume all witnesses are honest and fully cooperative.

Figure 4.6 describes the overall success rate of the simulated models as the number of simu-

lation steps increases from 1 to 999.

Sub-figure (a) shows that, figuring out trustworthy agents from a set of trustees with random
pattern of cheating is challenging due to lack of systematic behaviour. Fuzzy logic works fine
is this case, however the use on immediate suspension helps DTMAS to outperform the other
model. The performance when cheaters behave randomly only fifty percent of the times is pre-
sented in Sub-figure (b), which is, generally, less sever than the purely random attacks; as the
number of cheating attempts is reduced, and a partial systematic behaviour can be seen, but still
DTMAS outperforms the other model. Sub-figure (c) shows that strategic cheating is hard to
detect as it happens once a while, this agrees with the findings of [105]. However, the combi-
nation of fuzzy logic with immediate suspension helps DTMAS resist such types of attacks, and
let reinforcement direct the long-term learning curve. Sub-figure (d) shows that performance of

models when attackers target a subset of trustors only. The similarity selection of PATROL-F
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helps the model, slightly, outperforms DTMAS. Sub-figure () shows the effect of always cheat-
ing trustees on the success rates of the models. The immediate suspension helps DTMAS to

outperform PATROL-F.

As each point in 4.6 represent the average of ten experiments, we conducted variance statis-
tical analysis. The low variance, less than 00.2, shown in figure 4.7 does not invalidate the result
of the experiments. We used separate figure to present the variance to enhance readability of

results.

Misbehaving Witnesses Scenarios

Not only trustees may misbehave, but also witness may misbehave in different ways. A good trust
model should guide trustors to interact with honest trustees, even in the existence of misbehaving
witnesses. Trust models based on direct experience only are not affected at all by potential
misbehaviour of witnesses, as they do not use testimonies. However, such models can be at a
disadvantage when credible witnesses exist. Models differ in their abilities to resist potential
attacks from witnesses. As with the base scenario, this set of experiments has a mix of good
(30%), ordinary (40%) and bad (30%) trustees. However, unlike the base scenario, 90% of
witnesses are misbehaving. To study the effect of different witnesses’ attacks, we assume all

misbehaving witness use the same attacking strategy. We study the following witnesses attacks:

e Witnesses attack type 1: Purely random attack, regardless of time, trustee, or trustor.

e Witnesses attack type 2: Probabilistic random attack where agents behave randomly with
a probability, and honestly otherwise. We study the case when trustees behave randomly

with 50% probability.

e Witnesses attack type 3: Strategic cheating, where agents cheat once in a while. We study

the case when trustees cheat once each ten requests.
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e Witnesses attack type 4: Targeting subset of trustors where witnesses cheat only with this
subset but respond honestly to others. We study the case when all cheating trustees target

the same half of the community of trustors.

e Witnesses attack type 5: Bad mouthing, giving negative testimonies about all trustees in

response to any request from any trustors.

e Witnesses attack type 6: Positive mouthing, giving positive testimonies about all trustees

in response to any request from any trustor.

Trust evaluating agents, do not always use the service in every round. The activity level is in
the range [0 — 1]. As we are studying the effects of witnesses’ attacks, we assume all trustee are

honest, with different levels of performance.

Figure 4.8 describes the overall success rate of the simulated models as the number of simu-

lation steps increases from 1 to 999.

The figure shows that, generally, pure random cheating and targeting a subgroup of trustors
may leads to the worst success rate, where as positive mouthing and probabilistic random are
less sever. None of the studied models depend on witnesses’ testimonies alone; rather this in-
formation source is combined with direct experience, which alleviates the effect of witnesses

attacks.

The figure shows that DTMAS seems to reasonably resist attacks of witnesses as it temporally
suspends interacting with any misbehaving witness, and let reinforcement direct the long term
learning curve. Also, the use of fuzzy logic helps DTMAS resist random witnesses’ attacks as
shown in Sub-figures (a and b). As PATROL-F evaluates the credibility of witnesses continuously
to avoid cheating ones, it also has good success rates as shown in Sub-figures (a - f). Sub-figures
(e and f) suggests that good mouthing can be less harmful than bad mouthing attack for the two

models.
Even though the proposed model doesn’t show an extensive superior performance when no

81



-
N
"
N

[ | —
ao.s(f gois(k
& e
20.6 20.6
i ]
8 8
5 5
0.4 V0.4

0.2 0.2

0 0

L I I I e I B I T I B I R I R I I I I L I I I I I I I T I B B R I R I I I I

REODRRRRS0RREBREEERR FERERRRERRREBERERERR
Time Time
—DTMAS - - PATROL_F —DTMAS - - PATROL_F

(a) Purely Random Behaviour of Wit- (b) Random Behaviour of Witnesses
nesses Probability 50%

1.2 1.2
1 1
,,c.sfk 0 0.8
2 2
& &
206 206
2 2
g g
g g
= =
“ 0.4 “ 0.4
0.2 0.2
) )
R R R R R R R R ] R R R R R R R R ]
N O Wowmwowme wnowmowmownmeoe w1 o N O Wowmwowme wnowmowmownmeoe w1 o
AR MM IIANNBORNRNSD QOO AR MM IIANNBORNRNSD QOO
Time Time
—DTMAS - -PATROL_F —DTMAS - -PATROL_F

(c) Witnesses Strategic Cheating (d) Witnesses Targeting Subset

1.2 1.2
[ esnn——————— r -
o /'—“
908 1f 208
] ]
-3 -3
20.6 20.6
@ @
S S
S S
3 3
v 0.4 “ 04
0.2 0.2
o o
Hed o ddd Ao e oo odd oo A d oo e A Do oo ddd e oo oo
N o wWmwowmwo we 1nowmowmowmoe o uw;n N O N O Wwmwow;wo wowmwow;mowmo w;mouw
o HANNMNOT TN N0 NN OO o EHNNMOT TN N O ORNNOXON
Time Time
—DTMAS - -PATROL_F —DTMAS - -PATROL_F

(e) Bad Mouthing (f) Positive Mouthing

Figure 4.8: Effect of Witnesses Attacks on Success Rate

82



trustee is cheating, it is interesting to note that the proposed model can be useful for situations
where misbehaving trustees expected especially attacks like random behaviour or cyclic attacks.
Please note that the proposed model works better for situations where repetitive interactions
take place as it is not outperforming comparable models with low repetitive interactions. The
accuracy rate of the proposed model can be enhanced by increasing the honesty threshold and
the satisfaction threshold at the risk of not finding proper trustee to interact with. This can also
happen if trustors increase the absolute value of the non-cooperating factors and basic suspension
intervals. While increasing the cooperation factor for witnesses and trustors can make trustors
mores friendly, this may increase the risk of being fooled by misbehaving trustees, especially

cyclic attackers.

4.4 Summary

In this chapter, we presented a trust model for MASs that combines the use of Q-learning and two
fuzzy subsystems to evaluate trust and help selecting collaboration partners. The presented model
allows direct and indirect sources of trust information to be integrated to provide a collective
trust estimation. The proposed model has been simulated using MASON with the use of the
jFuzzyLogic package. The results indicate that the model can help trustors identify good trustees
to interact with, and that the proposed model ha potentials to resist attacks. In short, we believe
the proposed model can provide a trust measure that is sufficiently useful to be used in MASs.

Further comparisons will be presented in (Chapter 6)
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Chapter 5

Trust Establishment

5.1 Introduction

Existing trust establishment models for Multi-Agent Systems(MASs) such as [ 129] allow trustees
to adjust their behaviour based on explicit feedback from trustors in order to satisfy trustors’ de-
mands. The Reputational Incentive (RI) described in [10] depends on a trustee’s reputation for
calculating the offered Utility Gain (UG). However, calculating reputation requires explicit feed-
back from trustors. It is possible that trustors are not willing to explicitly provide feedback to
trustees, for many reasons, such as unjustified cost or being self-centred. It is argued in [109]
that agents can act independently and autonomously when they do not share problem-solving
knowledge. Such agents are not affected by communication delays or misbehaviour of others.
Therefore, the resulting MASs can be more general-purpose. In such situations, trustees need a
trust establishment model that can function properly without the existence of explicit feedback.
Section 5.3 describes an alternative for situations where explicit feedback is not available or not

preferred.

Although some researchers have treated the concept of trust as a single and abstract concept,
most agreed that the concept of trust is multidimensional [73]. To address the multi-criteria

nature of tasks, section 5.4 describes a model that uses a general multi-criteria approach based
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on explicit feedback from trustors. The model allows the associations of weights for criteria to
enable different importance of various criteria and aiming to address trustors’ preferences and

expectations.

Then we aim to integrate booth approaches together to benefit from both sources of informa-
tion in section 5.5; that is, we use explicit and implicit feedback, assuming a multi criteria nature

of tasks.

5.2 Retention Functions

5.2.1 Private Retention Function

A Trustee y can model the retention of a trustor x in the system using the function retg(s, t) :
X — [0, 1], which is called the private retention function of z to y. Initially, y sets the retention
rating ret; = 0 for every trustor x € X. After responding to a collaboration request with a
trustor x, y will update (increase or decrease) ret, depending on whether or not this response

results in an actual transaction.

When the environment of MAS is dynamic, old transactions become less important due to
changes in the environment [39]. Therefore, trustees scale the impact of old transactions using a

decaying factor, to reduce the influence of old transactions adaptively.

Let us define the time decayed retention of trustor x as R, to reflect this

Ri(s,t)= Y elr2at) (5.1)
where

e Nj(s,t) is the number of transaction between x and y during the last H¢ time units before

t for task s.
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e p, is the degree of decay. Trustees can specify the degree of decay p, (0 < py < 1) based

on their policies.
e 1,; 1is the time elapsed since the transaction j took place with .

e ¢ is the time instance of processing the request.

Assuming that rational trustors do not frequently interact with untrustworthy partners, we define

the retention function retj (s, t) to combine both:

e The time decayed retention of z relative to the average time decayed retention per trustor

among those having interacted with y previously.

e The time decayed retention of z relative to the maximum time decayed retention per trustor

among those having interacted with y previously.

The retention function ret; (s, t) uses the retention relative to the maximum time decayed
retention to address the cases of trustors whose retention above average. However, it uses to
average time decayed retention to alleviate situations where the maximum retention is very large
compared to that of most trustors. If the trustor has no retention value (for being new, or not
interacting for along time), then the retention of the trustors is set zero. The multi-line equation

used to avoid dividing by zero when the average and maximum retention is zero.

Ry (s,t) Ry (s,t)

- maz (R (s,t)) avg(R})(s,t)” Ry (8, Zf) >0
rety(s,t) = { ¥ e (5.2)
0, otherwise

where

e X' is the set of trustors € X having interacted with the y so far within the last Ht time

units.
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e maz(R}) is the maximum retention of an individual trustor in the set X".
iex’

X/ .
S R st)
X1

X' >0
avg(Ryi(s,t)) =

i€ X’

(5.3)
0, otherwise

e | X'| is the size of the set X'.

rety(s,t) is meant to indicate the willingness of x to interact with y at time ¢ for task s.
If a trustor = doesn’t interact with y for task s for longer than Ht time period, then it becomes
inadvisable to y and I; (s, t) becomes zero and its retention is replaced with the average retention
if it comes back. We agree that the ret; (s,t) says nothing about the relation of the x with other
trustees, i.e. competitors, as well as other trustors in the community. However, such information
might not always be available due to selfishness, privacy, or lack of authorized providers, among

other possible reasons.

5.2.2 General Retention Function

In addition to attracting trustors by promising higher utility gain for trustors with low retention
rate, trustees can control the offered utility gain in order to enhance profit. When there is a general
trend of dissatisfaction among trustors, the trustee y should increase the improvements it makes
of proposed utility gain for trustors to avoid becoming untrusted trustee from their perspective,
especially if trustors use testimonies from witnesses to evaluate the trust of trustees. Further-
more, y should be very careful when attempting to make profit from those engaged trustors in
these circumstances to reduce the chances of extra dissatisfaction and further reduced retention.
Therefore, y models the general trend of retention among trustors in the society using the func-

tion ¢¥(s,t) : G — [0, 1], which is called the general retention trend function of y. Trustee y
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may update ¢¥(s, t) periodically or after each response to a collaboration request with a trustor

x.

An increase in the average retention rate, indicates a general trend of satisfaction among
trustors. In this case, y expects that a low retention rate of a trustor z is an individual behaviour
rather than a general dissatisfaction. As a result, y can still enhance improvements it makes of
proposed utility gain for x. However, y can reduce the improvements it makes of proposed utility

gain. The general retention trend function of y is:

Ret(s, t
(s, 1) = Zes D) (5.4)
Ret(s,t)
- VD gy
o Ret(s,t) is the most recently calculated average retention rate. Ret(s,t) = =2=1 O

where N/.(s,t) is the number of trustors interacted with y for task s before time ¢ and
NTY(s,t) is the number of transactions between trustor x and trustee y for task s before

time ¢.

e Ret(s,t') is the average retention rate calculated immediately before Ret(s,t) has been

calculated.

5.3 Trust Establishment using Implicit Feedback (TEIF)

Trustee y can use reinforcement learning to adjust the UG it provides when interacting with each
trustor depending on the most recently proposed UG and the average number of transactions
performed by that trustor relative to the average number of transactions performed by all trustors
interacting with this trustee. Trust Establishment Using Implicit Feedback (TEIF) does not
depend on explicit feedback, nor depends on the current reputations of trustees in the community,
and does not require trustors to use a particular evidence-based trust evaluation model. The model
is designed to help honest trustees attract more transactions with trustors, and hopefully achieve

more profit, in the long run.
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If the retention rate of trustor x is less than the average retention rate by all trustors, this
indicates that x is not so happy with the UG provided by y. In response, by TEIF , y should put
in some effort to encourage z to interact with it later. For this purpose, y categorizes trustors
into three non-overlapping sets, and responds with different enhancements to trustors in various
categories. When the retention of x is way above the average, then y may carefully attempt to
increase its profit. However, if the retention rate is around the average, then y retains its level of
performance, generally, unchanged. If the average retention rate by all trustors is decreasing, this
indicates a general disappointment among the trustors against . This situation should encourage
y to deliver a higher UG to trustors or increase its rate of enhancement and reduce profit-making.

Otherwise, y can, carefully, attempt to increase its profits.

5.3.1 Categorizing Trustors

After responding to a collaboration request with x, y will update (increase or decrease) rety (s, t)
depending on whether or not this response results in an actual transaction. A trustor x is consid-
ered engaged by trustee y if rety (s, t) > 2y , where €25 is y’s engagement threshold (0.5 < €2,).
Trustor z is considered un-engaged by y if retgj(s, t) < Oy, where O, is y’s un-engagement
threshold (0 < ©, < 0.5). A trustor x with ©y < rety(s,t)< (2 is neither engaged nor

un-engaged to trustee y.

The set of engaged trustors X is the set of frequently returning trustors. Trustee y believes
that Vx € X,, x does trust y and prefers to interact with it over other trustees if they propose
similar utility gain. Therefore, y carefully attempts to make profits, in other words, reduces the

proposed UG. By “carefully” we mean small, gradual changes.

On the other hands, the set of un-engaged Trustors X, is the set of low frequency returning
trustors. Trustee y believes that Vo € X,., x has no preference for y over other trustees, and
such trustors may not be willing to interact with y. Therefore, y puts some efforts attempting

to attract trustors in this set. Trustee y believes that Vo € (X — (X, U X,.)), « has an average
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willingness to interact with y, but = has not decided to be loyal to y. Therefore, y does not change

the improvement provided in the last transaction.

5.3.2 Improvement Calculation

When trustee y proposes to deliver utility gain for trustor = by a transaction, the proposed utility

gain is calculated by equation 2.1, section 2.7. The equation is repeated here for convenience:

UGY(s,req) = Improvement(s,req) + MinUGY(s)
e UGY(s,req) is the proposed aggregated utility gain by trustee y in response to the request
req made by trustor x, to do task s.

e MinUGY(s) are the minimum and maximum possible proposed utility gain that y may

deliver to task s.

e ImprovementY(s,req) is the calculated improvement by y for task s in response to the

request 7eq made by . Where

0 < Improvement¥(s,req) < (MazxUGY(s) — MinUGY(s))

The improvement efforts calculated by ¥ in response to the request req made by trustor z to

do task s, at time instance ¢ depends on:

e the category of = : whether it is engaged, un-engaged or neutral
e the value of the engagement factors

e the utility gain improvement proposed for the most recent transaction with x with respect

to task s
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(

(1 + ag) * ImprovementY(s,tra’) ,z € XY,

I'mprovement(s,req(t)) § ImprovementY (s, tra’) rd (Xy,uXxy) (5.5)

(14 B2) x Improvement¥(s,tra’) ,z € XY
\

o If Improvement¥(s,req(t)) calculated by equation 5.5 is greater than (MaxUGY(s) —
MinUGY(s)), Improvement¥(s,req(t)) will be reset to (MazUGY(s) — MinUGY(s)).

e the attraction-factor as is a small increment factor such that 0 < oy < 1. Trustees use oo

to increase proposed utility gain for un-engaged trustors.

e the profit-making-factor 5, is a small decrement factor, such that —1 < 35 < 0. Trustees

use [ to propose utility gain for engaged trustors and increase the profits they make.

e It is clear that values of those factors are application dependent. As a general guideline,
we propose that | ap |>| B2 |, to emphasize that satisfying the needs for trustors is more

important than making profits.

e We refer to s and 35 as the engagement factors

5.4 Multi-Criteria Trust Establishment Model using Explicit

Feedback (MCTE)

Although some researchers have treated the concept of trust as a single and abstract concept, most
agreed that the concept of trust is multidimensional [73]. This section presents a Multi-Criteria
Trust Establishment Model Using Explicit Feedback (MCTE) . For a task s € S the set of criteria
can be denoted as C' ={ ¢y;¢2;...c,}. Individual trustors may have different levels of demand
for each criterion, such as response time or transaction cost. Furthermore individual criterion
of a service may be of different importance or weight such that WG ={ wg, ..., wg,} where

0 < wg; < 1. This allows a trustor to have a mixed configuration of demand and importance.
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For example, a trustor may be highly demanding with respect to a criterion, such as response
time should be within one seconds, but this criterion is not so important compared to other
criteria such as quality of service. Therefore, in response to the request req made by trustor x to
do task s at time instance ¢, trustee y proposes to deliver a utility gain for x by a transaction as

follows

P
UGY(s,req) = Z Improvement?(s,,,req) + MinUGY(s.,) (5.6)

i=1

e UGY(s,req) is the proposed aggregated utility gain by trustee y in response to the request

req made by trustor x at time instance ¢, to do task s.

o MinUGY(s.,) and MaxUGY(s,,) are the minimum and maximum possible proposed util-

ity gain that y may deliver to criterion c; of task s.

e Improvement¥(s.,,req) is the calculated improvement by y for criterion ¢; of task s in

response to the request req made by z at time instance . Where
0 < Improvement!(s.,req) < (MaxUG"Y(s;;) — MinUGY(s.,)) (5.7)

After interacting with a trustee y, trustor z then gains some benefits from the transaction re-
quested at time instance ¢. The outcomes of each task is a real number in [0,1] representing the

percentage of satisfaction (S AT'), such that

WY (5e,) * ugh(se,, tra)

dy(Se;)

p
SATY (s, tra) = Z (5.8)

i=1

where

o SATY(s,tra) is the satisfaction of trustor z as a result of transaction ¢ra with y for task s.
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e wy,(s,) is the weight of criterion ¢; of task s as determined by trustor z. We assume it is

not time or transaction dependent; such that 0 < wg,(s.,) < 1.

e ugY(s.,,tra) is the utility gain provided by y to z for criterion ¢; of task s in the transaction

tra. This may be different for in different transactions.

e d,(s.,) is the demand level of criterion ¢; of task s as determined by trustor . We assume
it is not time or transaction dependent; such that d,(s.,) > 1. If z is not interested in s,,,

then the corresponding weight is set to zero.

We assume that trustors are able and willing to provide explicate feedback to trustees regard-

ing their general satisfaction, but not their satisfaction per criterion.

The case when trustors are willing to provide detailed and accurate feedback, including the
level of satisfaction, and the importance or weight per criterion is, generally, straightforward. Us-
ing the proposed value of each criterion (by the trustee) and the satisfaction level (of the trustor)
of the same criterion, trustees can determine the necessary performance enhancement. However,
when only a single aggregated, or general, satisfaction value is provided per transaction, both the

appropriate value per criteria and its importance need be predicted.

The proposed trust establishment model uses the provided feedback from trustors regarding
how satisfied they were with recent transactions, to adjust the behaviour of trustee(s). If a trustor
2 1s highly unsatisfied, then the performance of its transaction partner y need to be enhanced,
particularly concerning to important criteria. On the other hand, if a trustor x is highly satisfied,
then the performance of its transaction partner y can be, carefully, reduced, particularly in respect
to nonimportant criteria. Let us define the relative weight (rw) of a criterion as the actual weight

w,(s,,) of the criterion, divided by the level of demand for that particular one d, (s, ). i.e

ng(scl-)

0. (s (5.9)

rws(se,) =
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The satisfaction equation 5.8 can be rewritten as:

P
SATY (s, tra) = erx(sci) * ug?(se,, tra) (5.10)

=1
5.4.1 Updating Relative Weights

To break symmetry, initially, values for relative weight are set to random value in the range
of [0,1]. Upon each transaction, information related to this transaction will be stored in the
trustee’s local database. Such information will be retrieved when needed for responding to ser-
vice requests. Since agents may have limited resource (i.e. memory), storing all information
about transactions is not necessarily an option. Therefore, each agent will only store information
related to transactions for a maximum of /¢ time interval. Here Ht is referred to the history

size. This parameter is adjustable according to a particular agent’s situation.

When the change in satisfaction is greater than or equal to the corresponding proportional
change in utility gain for a particular criterion, this indicates that x highly values this criterion.
Therefore, the predicted relative weight of the criterion needs to be increased. On the other hand,
when the relative change in satisfaction is less than the corresponding proportional change in
utility gain for the criteria, this indicates that  does not highly appreciate this criterion. There-
fore, the predicted relative weight of the criterion needs to be decreased. The following equations

detail the changes

Let us define satisfaction change as
ASATY(s) = SATY(s, tra’) — SATY (s, tra’) (5.11)

Where SATY(s,tra’) and SATY(s,tra") are the satisfaction of  in the most recent transaction

and the one before it, respectively
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Let us define the proportional utility gain change per criterion pug?(s.,) as

pugd(se;) = rwe(se,) * (ugh(se, tra’) — ugi(se, tra")) (5.12)

Then

min((1 4+ As) x rwy(se;), 1), ASATzY(s) >= pug¥(s.,)
TWe(Se,) = (5.13)

max((1 + K3) * rw,(s,,),0) otherwise

e )3 is a small increment factor such that 0 < A3 < 1. Trustees use A3 to increase the

predicted relative weight of a criteria.

e k3 is a small decrement factor such that —1 < k3 < (. Trustees use k3 to decrease the

predicted relative weight of a criteria.

Note that the relative weight in equation (5.10) is a prediction calculated by y rather than the

true value used by .

5.4.2 Improvement Calculation

The improvement efforts calculated by y in response to the request req made by trustor z to do

task s based on explicit feedback depends on:

e The satisfaction level of = in the most recent transaction with y for task s, SATY (s, tra’)

e The most recent predicted relative weight of the criterion under consideration 7w, (s.,) as

calculated by y for transaction tra’ with z on task s.

e The most recent proposed utility gain improvement I'mprovement(s,,,tra’) calculated

by y for transaction tra’ with z on task s.

95



Table 5.1: Distinct Sets Based on Satisfaction Feedback

Case | Satisfaction(SAT) | Relative Weight( rw) Interpretation
1 SATY(s,tra’) < O3 TWg(Se;) > ¢3 x is not satisfied and ¢; is important
2 SATY (s, tra/) > Q3 TWg(Se;) < ¢3 x is satisfied and ¢; is not so important
3 SATY (s, tm/) < O3 Twe(S¢;) < @3 x is not satisfied and ¢; is not important
4 | SATY(s,trd’) > Q3 TWg(Se;) > ¢3 x is satisfied and ¢; is important

To help a trustee decide which set of criteria needs to be enhanced for a particular trustor, the
model uses the aggregated satisfaction feedback provided by the trustor and the relative weight

of individual criteria to classify criteria into four distinct sets, show on table 5.1, based on the

following two rules:

e Satisfaction Rule: When satisfaction level of the last transaction is bellow the average

When trustor z is not satisfied by the last transaction, and the criterion is important, the
trustee y should rapidly increase the proposed value for this criterion in future transaction with
this particular trustor . On the other hand, when x is satisfied, and the criterion is not so
important, y can slowly decrease the proposed value for this criterion in future transaction with
x. When z is not satisfied, and the criterion is not so important y can slowly increase the proposed
value for this criterion in future transaction with x. Lastly, when x is satisfied, and the criterion

is important y can very slowly decrease the proposed value for this criterion in future transaction

purpose of generality.
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satisfaction of 7/s transaction partners, this means that x is not satisfied. Otherwise, x is
considered satisfied. Instead of the average satisfaction, SATISFACTION-THRESHOLD
(€23) and DIS-SATISFACTION-THRESHOLD (©3) are used for the purpose of generality,

where trustees can target a particular level of satisfaction in the range [0 — 1].

Relative Weight Rule: For a particular trustor z, when the relative weight of a criterion c is
above or equal the average relative weight of all criteria, this means that z is the criterion
is relatively important to . Otherwise, c is considered relatively not important. Instead

of average relative weight, the RELATIVE-WEIGHT-THRESHOLD (¢3) is used for the




with 2. Consequently, based on feedback from z, y can propose the following improvement for

individual criterion (Imp¥(s.,)): .

(

(14 (1 — SATY(s,tra’)) * as) * ImpY(s.,, tra’), SATY(s,tra’) < O
and  rw,(S.;) > ¢3
(14 SATY(s,tra’ * B3) * Imp¥(s,,, tra’), SATY(s,tra’) > Qs
and  rw,(s.,) < @3
Impf(sc,,req) = (5.14)
(143 % (1 — SATY(s,tra’) * asz) * ImpY(s,, tra’), SATY(s,tra’) < O3

and  Tw,(s.,) < @3

(14 (3% SATY (s, tra’ * Bs) x ImpY(s.., tra’), SATY(s,tra’) > Qs

and Tw:c(scz') 2 ¢3

o ImpY(s.,,req) is the calculated improvement by y for criterion ¢; of task s in response to

the request req made by x at time instance ¢ based on z’s feedback. Where

0 < Imp¥(se;,req) < (MaxUGY(s.,) — MinUGY(s,,)) (5.15)

e The attraction-factor a3 is a small increment factor such that 0 < a3 < 1. Trustees use a3

to increase proposed utility gain for unsatisfied trustors with respect to important criteria.

e The profit-making-factor 33 is a small decrement factor, such that —1 < 33 < 0. Trustees
use 3 to propose utility gain for unsatisfied trustors with respect to less important criteria

to increase the profits they make.

e The attraction-factor-scaling 3 and the profit-making-factor-scaling (3 are small scaling

factors, such that 0 < v3 < land 0 < (5 < 1.
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e We refer to a3 and f3 as the engagement factors

e [t is clear that values of those factors are application dependent. As a general guideline,
we propose that | a3 |>] G5 | to emphasize that satisfying the needs for trustors is more

important than making profits.

Because SATY(s,tra’) is a percentage, equation (5.14) uses (1 — SATY(s, tra')), as a factor for
enhancing the performance when z is not satisfied. This way, improvement is higher for lower
values of SATY (s, tra), taking into account that a3 cannot be negative. On the other hand, by
the same equation, improvement is reduced more for higher values of SATY(s, tra’) because (s

cannot be positive.

To reduce the effect of trustors with extreme demands and help defend against potential
misleading information provided by a particular trustee, MCTE considers the general needs of all
transaction partners. The provided utility gain improvement for a particular trustor = regarding a
specific criterion is a function of the improvement calculated for z and the average improvement

provided for all partners for the same criterion.

NY ’
> i Impi(se;, tra;)

5.16
N (5.16)

Improvement?(s..,req) = x * Imp(s.,,req) + (1 — x) *

Where

o ] mp?(sci is the calculated total improvement by y for criterion c¢; of task s for the most

recent transaction between y and j

e N/ is the number of trustors having interacted so far with y.
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5.5 ITE: An Integrated Trust Establishment Model for MASs

The previous section addressed the multi-criteria nature of tasks for trust establishment using
explicit feedback from trustors. The one before it addressed trust establishment in the absence of
explicit feedback from trustors. In this section we aim to integrate booth approaches together to
benefit from both sources of information. We present An Integrated Trust Establishment Model

for MASs (ITE) .

ITE calculates the utility gain improvement per criterion in response to request req made by

trustor x for task s based on both implicit and explicit feedback as

Improvement?(s.,,req) = wy * E_Imp¥(s.,,req) + (1 — wq) * [_Imp¥(s.,,req)  (5.17)

o [ ImpY(s.,,req) isthe improvement calculated by y for criterion s, of task s in response

to request req by trustee x based on implicit feedback.

o E_ImpY(s.,,req) isthe improvement calculated by y for criterion s, of task s in response

to request req based on explicit feedback from trustor z in previous transactions.

e w, is a positive factor, chosen by y, which determines the weight of each component in the

model.

As with TEIF, ITE uses the retention of trustors to adjust the behaviour of trustee(s), such
that, if the retention rate of x is less than the unengagement threshold, this indicates that x is not
so happy with previous transaction(s). In response, y should put some more effort to encourage
to interact with itself later, especially on important criteria. On the other hand, when the retention
of x is above the engagement threshold, then the performance of its transaction partner y can be,

carefully, reduced, especially with respect to nonimportant criteria.
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5.5.1 Updating Relative Weights

When trustor x is not satisfied by the last transaction, i.e reported satisfaction is less than the
satisfaction threshold, and the predicted relative weight of a criterion is low, it is likely that the
criterion is more important than what the trustee predicted so far, consequently the trustee y
should rapidly increase the predicted relative weight for this criterion in future transaction with
this particular trustor 2. On the other hand, when x is satisfied, and the predicted relative weight
of a criterion is low, y can decrease the predicted value of the relative weight of the criterion in

future transaction with .

The case when x is not satisfied, and the predicted relative weight of a criterion is high can be
less obvious, while = can be unsatisfied because of other criterion, this one could have influenced
such dissatisfaction if = considers this criterion even more important that what y predicted. On
the other hand, it is possible that increasing the predicted relative weight of such a criterion will
have no effect of the satisfaction of z, if z is already satisfied with the respect to this criterion.
As a compromise, we suggest that y increase the predicted weight slightly in this case. The case
when z is not satisfied, and the predicted relative weight of a criterion is high can be seen from
a similar perspective and y slightly decrease the predicted value of the relative weight of the

criterion in future transaction with z.
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(1 + ay) * rwi(s,,, tra), SATY (s, tra’) < Qy
and 1w, (s, tra’) > ¢4
(14 By) * rwl(se,, tra’), SATY(s,tra’) > O,
and 7w, (e, tra’) < éy
rwi(Se,, 7€q) = § (14 4 * o) % 1w (se,, tra’), SATY(s,tra’) < Q4 (5.18)
and 7w, (se,, tra’) < by
(14 Gy * Ba) * rw¥(s,,, tra’), SATY(s,tra’) > O,
and 1w, (s, tra’) > b4

(14 My * ayg) * rw¥(s,,, tra’), Otherwise

rw¥(s.,,req) is the calculated relative weight by y for criterion ¢; of task s in response to

the request req made by x at time instance ¢ based on z’s feedback.

MaxImpY(s,,) is the maximum possible improvement such that

MaxImp?(s.,) = MazUGY(s.,) — MinUGY(s.,) (5.19)

(4 is y’s engagement threshold (0.5 < €)y).
O, is y’s un-engagement threshold (0 < ©4 < 0.5).

ay 18 a small increment factor such that 0 < a4 < 1. Trustees use a4 to increase the

predicted relative weight of a criteria.

(4 is a small decrement factor, such that —1 < 3, < 0. Trustees use (34 to decrease the

predicted relative weight of a criteria.
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e The attraction-factor-scaling v, and the profit-making-factor-scaling (, are small scaling

factors, such that 0 < v, < land 0 < (4 < 1.

e )3 is a small factor to slightly attract trustors that are neither satisfied nor unsatisfied 0 <

M <1
e We refer to oy and 3,4 as the engagement factors

e [t is clear that values of those factors are application dependent.

As a general guideline, we propose that | oy |>| 5, | to emphasize that satisfying the needs

for trustors is more important than making profits.

5.5.2 Improvement Calculation

Trustee y updates (increase or decrease) ret; depending on whether or not this response results
in an actual transaction. As with TEIF, a trustor x is considered engaged by trustee y if ret; is
greater than or equal y’s engagement threshold. Trustor z is considered un-engaged by y if ret;
is less than or equal y’s un-engagement threshold. Otherwise, the trustor « is neither engaged nor
un-engaged to trustee y. The predicted relative weight can be used in a way similar to the one
described in subsection 5.4.2, that is if x € X/, and the relative weight of a criterion is above the
LOW-WEIGHT threshold (¢,), this indicates that x is not satisfied, and the criterion is important.
Therefore, the trustee increases the proposed value for this criterion in future responses to request
from z. On the other hand, when s x € X, and the relative weight of a criterion is below HIGH-
WEIGHT threshold (7)4), this indicates that x is satisfied, and the criterion is not so important.
Therefore, y can slowly decrease the proposed value for this criterion in future responses to

request from z.
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p

(1+ ay) * I_ImpY(se,, tra’) ,z € XY,
and  rw,(s.,) > ¢4
I Imp}(se,,req) = < (1 + By) * I Imp¥(se,, trd’) ,z € XV (5.20)

and  rw,(s.,) < Yy

I ImpY(s,,tra’) , otherwise
\

o If I _ImpY(s.,, req) calculated by equation 5.20 is greater than (M azUGY(s.,)—MinUGY(s.,)),
I_Imp¥(s,,,req) will be reset to (MazUGY(s.,) — MinUGY(s,,)).

Based on predicted relative weights, £_Imp¥(s.,, req)
E_ImpY(s.,,req) = rwl(se,) * MaxImp(s.,) + MinUGY(s.,) (5.21)

o E_ImpY(s.,,req) is the calculated improvement by y for criterion ¢; of task s in response

to the request req made by x at time instance ¢ based on x’s feedback. Where

0 < E_Imp(se;,req) < (MazUGY(s.;) — MinUG"(s.,)) (5.22)

5.6 Updating the Engagement Factors

The engagement factors oy and S, k € 2, 3,4, are used to adjust the improvement of proposed
utility gain for criteria per trustor. In addition to their role in attracting trustors by promising
higher utility gain for those with a low satisfaction rate, the use of the engagement factors can
help trustees control the offered utility gain in order to enhance profit. When there is a general
trend of dissatisfaction among trustors, trustee y should speed up the improvements it makes of

proposed utility gain for trustors to avoid becoming an untrusted partner from their perspective,
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especially if trustors use testimonies from witnesses to evaluate the trust of trustees. Further-
more, y should be very careful when attempting to make a profit to reduce the chances of extra
dissatisfaction. Therefore, ¥ models the general trend of satisfaction among trustors using the
function ¢¥, which we call the general satisfaction trend function of y. Trustee y may update g¥

periodically or after each response to a collaboration request with a trustor x.

An increase in the average satisfaction rate indicates a general trend of satisfaction among
trustors. In this case, y expects that a low satisfaction level of a trustor x is an individual be-
haviour rather than a general attitude. As a result, y can still enhance the improvements of
proposed utility gain it makes for z. However, y can decelerate the improvements of proposed

utility gain it makes.

When Explicit feedback available, the general trend of satisfaction function of y is:

| SATY(s, 1)

Y S,t =
g*(s.1) SATY (s,t)

(5.23)

e SATY(s,t) is the most recently calculated average satisfaction rate such that

- Ntraz¥ (s,t) SATY (s.tra
SATY(s, 1) = Ze=1 Nral(sd) (7%) \Where

where Ntraz¥(s,t) is the number of transactions between z and y for task task s up to and

including time t.

o SATY(s,t') is the average satisfaction rate calculated time ¢.

Consequently, oy, is updated as

ar = (o, — In(gY(s,t))) (5.24)

and the profit-making-factor [, is calculated as

B = (Bi + In(g¥(s,1))) (5.25)
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e The natural logarithmic function used as it has negative values for input parameters in (0,1)
and its value changes quickly in that range, bur slower after that (1, c0) which allows for

dynamic response of the model to changes in ¢¥.

5.7 Performance Analysis

The effectiveness of various models needs to be assessed under different environmental condi-
tions, research that present performance analysis of trust establishment models evaluate them in
a proprietary manner based on simulation, as it is challenging to obtain suitable real-world data
sets for the comprehensive evaluation. Simulation experiments differ among various works, not
only in the simulation parameters but also in nature. Generally, there is no agreed-on benchmarks

to enable comparing different results.

5.7.1 Performance Measures

If transactions are based on trust, trustworthy trustees will have a greater impact on the results of
transactions. In such situations, building a high trust may be an advantage for rational trustees.
Rational trustees need to trade off the cost of building and keeping trust in the community with
the future gains from holding the trust acquired. Therefore, to study the performance of the

proposed model, we use the following measures:

e Trust evaluation: This metric is calculated as the average direct trust evaluation for all
trustees that use a particular model. We agree that exact trust evaluation is highly depen-
dent on the adapted trust evaluation model used by trustors, however we include this metric
in this study as indicator in situations where trustors use a general purpose, probabilistic

evaluation model.

e Average delivered utility gain: This measure indicates the efforts needed to achieve the

enhancement in the percentage of overall transactions. It is arguable that an honest trustee
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y can achieve a higher percentage of overall transactions if it is committed to delivering
the highest possible utility gain transaction. However, providing greater utility gain usually
incurs extra cost. Therefore, a rational trustee will attempt to achieve a higher number of
transactions while keeping the provided utility gain as low as possible. In this work, the
average of delivered utility gain per transaction is defined as the summation of all delivered
utility gain values in all transactions be the group of trustees empowered with a particular

model divided by the number of those transactions.

NTRS

Zer erX Zk:l ! UG%(]{:)

AverageUG,(s) = S S NTR
yey zeX Y

(5.26)

Where

— [ is the model used by trustees.

- NTRj is the number of transactions between z and y.

Total number of good transactions in the system: When comparing different trust establish-
ment models, the higher the number of good transactions, the more successful the model
in predicting the needs of trustors. This metric is calculated as the summation of all trans-
actions took place in the system where the demands of trustors fulfilled completely. Other
metrics like percentage of good transactions and the average number of good transactions
per trustee, can be seen as derived metric form this one, or just a different presentation

based on this metric.

Total number of bad transactions in the system: When comparing different trust establish-
ment models, the lower the number of bad transactions, the more successful the model in
predicting the needs of trustors. This metric is calculated as the summation of all transac-
tions took place in the system where the demands of trustors are not fulfilled completely,

1.e either fulfilled partially or not fulfilled at all. Other metrics like percentage of bad
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transactions and the average number of bad transactions per trustee, can be seen as derived

metric form this one, or just a different presentation based on this metric.

5.7.2 Simulation Environment

We use a scenario-simulator approach [144] to compare the performance of different models.
Scenarios are pre-generated and not modified during the simulation phase. The generation of sce-
nario files encodes different parameters, such as the number of trustees, the number of trustors,
the profile of each agent and so on. These scenarios are then given to the simulator. Thus, mul-
tiple simulations, implementing different models, can be run from the same scenario. By fixing
every aspect of a scenario run, the only differences between runs will be trust establishment

specific.

Generally speaking, a scenario is a sequence of request for transactions followed by transac-
tions. Each request specifies a service name and the agent seeking that service. The choice of a
trustee to interact with will be made at simulation runtime by trust evaluation model. The value
for different criterion of the selected trustee’s response is determined by the trust establishment

model at simulation time.

For simulation, we use the discrete-event MAS simulation toolkit MASON [63] with trustees
providing services, and trustors consuming services. We assume that the performance of an
individual trustee in a particular service is independent of that in other services. To reduce the
complexity of the simulation environment, it is assumed that there is only one type of services in
the simulated system. All trustees offer the same service with, possibly, different performances.
Network communication effects are not considered in this simulation. Each agent can reach
each other agent. The simulation step is used as the time value of transactions. Transactions
that take place in the same simulation step are considered simultaneous. Locating trustees and
other agents are not part of the proposed model, as agents locate each other through the system.

Trustors can request any number of trustees to bid. No trust certification mechanism exists, and
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third-party witnesses are assumed, to be honest.

For trust evaluation, trustors assumed to use a simple probabilistic trust evaluation

trust? = 0.5 x directTrus’t + 0.5 x indirectTrust? (5.27)

e Direct trust, or direct experience, is the aggregated percentage of satisfaction from trans-

actions performed so far with the trustee.

e Indirect trust, or indirect experience, represents the reputation of the trustee in the commu-
nity, and is calculated as the average direct trust value of those who previously interacted

with the trustee.

Initially, trustors use neutral trust rating for every trustee. Therefore, initial trust is set to

minTrust + maxTrust

2

trusty = (5.28)

Having selected an transaction partner y, agent = then interacts with y and gains utility. A
trustee can serve many users at a time. A trustor does not always use the service in every round.
The probability a trustor requests a service is referred to as activity level. After a transaction, x
updates the trust evaluation of its transaction partner. At the end of each simulation step, trustees
update the average retention rates of trustors if necessary. Charted values calculated as the aver-

aged value for ten different randomly generated scenarios with the same base configuration.

Table 5.2 presents the base values for the number of agents and other parameters used in the
proposed model and those employed in the environment. When testing the effect of a particular

parameter, others are set to those base values.
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Table 5.2: Base values for simulation parameters

Parameter | Value |
Number of Agents 100
Number of Trustees 10
Number of Trustors 90
Percentage of High Demand Trustors 30%
Percentage of Low Demand Trustors 40%
Percentage of Normal Demand Trustors | 30%
Percentage of Highly Active Trustors 30%
Percentage of Regular Active Trustors | 40%
Percentage of Low Active Trustors 30%
Number of simulation steps 1000
Number of criteria 10
Qs 0.9
O9 0.5
Q3 0.9
O3 0.9
Q4 0.9
Oy 0.5
Yy 0.5
04 0.5
Initial value of o 0.01
Initial value of S -0.01
1 1.5

v 0.5
MinUG 0.1
MaxUG 1
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5.7.3 Experimental results
Effects of Trustors’ Demand Level

The level of service required to satisfy needs of trustors can vary within the same environment,
as well as in different environments. For example, in the context of a smart grid, the various
electrical vehicle may require different service levels of charging stations depending on factors
like distance to destination, urgency of the trip and so on. To study the effects of trustors’ levels
of demand on the behaviour of the proposed model, we analyze three extreme cases where all
trustors belong to the same demand category: all with high demand, all with low demand or all
intermediate (normal) demand such that highly demanding trustors requires at least 65% of the
maximum possible UG for each criterion, low demanding trustors requires no more than 35% of
the maximum possible UG for each criterion and regular demanding trustors requires something

in between.

Figure 5.1 presents the performance TEIF under different levels of demands. Sub-figure
(a) shows that trustees empowered with TEIF have a high level of average trust. Even though
the model causes trustees to provide higher UG for highly demanding trustors, these trustors
result in the lowest level of trust compared to low and moderate demanding trustors scenarios,
as shown in sub-figures (a and b). Even though the model response differently to various levels
of demands, the response of the model is not as dynamic as the demands of trustors. This can be
seen by noting the UG provided for low demanding trustors that requires no more than 35% of
the maximum possible UG, but the model provides more than 60% in its transactions. Something
similar can be noticed for trustors with moderate demands. As would be expected, the number
of good transactions is related to the levels of UG provided, whereas the number of bad one
is reversely related to the levels of UG provided as shown in sub-figures (b, ¢, and d). This
is because TEIF depends on retention of trustors, and once the retention indicator of a trustor
reaches the engagement threshold, the trustee reduces the UG it provides, which may result in a

(slightly) bad transaction.
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Figure 5.1: Effect of Trustors’ Demand - TEIF
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Figure 5.2 presents the performance MCTE under different levels of demands. Sub-figure (a)
shows that trustees empowered with MCTE have a high level of average trust. Even though the
model causes trustees to provide higher UG for highly demanding trustors, these trustors result in
the lowest level of trust compared to low and moderate demanding trustors scenarios, as shown
in sub-figures (a and b). The model response differently to various levels of demands in way
better than TEIF, and the response of the model is close to the demands of trustors. This can be
seen by noting the UG provided for low demanding trustors that requires no more than 35% of
the maximum possible UG, where the model provides more about 50% of maximum UG in its
transactions, for trustors with moderate demands, the model provides about 60% of maximum
UG and for highly demanding trustors, the model provides around 80% after a transaction period.
The dynamic response of the models can be referred to the use of explicit feedback from trustor.
However, because the provided UG depends on both the partner’s feedback and the general feed-
back form the community, the model’s response does not match the demand level of individual
trustors. It worth noting that keeping a relatively high level of trust, despite the high number
of ”bad” transactions, and consequently, the low number of ”good” transactions (sub-figures ¢
and d ) suggests that unfulfilled criterion either not important, or highly, rather than completely,

fulfilled or both.

Figure 5.2 presents the performance ITE under different levels of demands. Sub-figure (a)
shows that trustees empowered with ITE have a high level of average trust. Even though the
model causes trustees to provide higher UG for highly demanding trustors, these trustors result in
the lowest level of trust compared to low and moderate demanding trustors scenarios, as shown
in sub-figures (a and b). The model response differently to various levels of demands in way
better than TEIF and MCTE, and the response of the model is close to the demands of trustors.
This can be seen by noting the UG provided for low demanding trustors that requires no more
than 35% of the maximum possible UG, where the model provides more about 40% of maximum
UG in its transactions after a transnational period, for trustors with moderate demands, the model

provides slightly more than about 50% of maximum UG and for highly demanding trustors, the
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model provides around 70% after a transaction period. The dynamic response of the models can
be referred to the use of explicit feedback from trustor to tune relative weights of criteria, which,
in turn, used with the retention indicator of the requesting trustor to predict the provided UG
depending “mainly” on the partner’s feedback. We say “mainly” because the retention indicator

depends partially of the average retention of other trustors.

It worth noting that keeping a relatively stable level of trust for low demand trustors, despite
the decline in the number of good transactions, and consequently, the increase in the number of
bad transactions (sub-figures c and d) suggests that unfulfilled criterion either not important, or
highly, rather than completely, fulfilled or both. Detecting the importance of different criterion
and providing various levels of UG accordingly helps trustees to achieve a relatively high level

of trust at a reasonable provided UG.

The Effects of Trustors’ Activity Level

It is possible that trustors do not always use the service in every round. While some trustors
can be highly active, some others can have a low or intermediate level of activity. To study
the effects of trustors’ activity level on the behaviour of the proposed model, we analyze three
extreme cases where all trustors belong to the same demand category: all with high activity level,
all with intermediate (normal) activity level, or all with low activity level. In each round, highly
active trustors request the service with a probability of at least 65%, low active ones request the
service with a probability of at most 35%, while trustors with a regular level of activity request

the service with probability in between.

Figure 5.4 presents the performance TEIF under different levels of trustors’ activity. Sub-
figures (a and b) show that the variation of trustors’ activity doe not have significant effect on
the provided UG as well as on the level of trust for TEIF empowered trustees.This is because
the model uses a historical window of most recent transaction, rather than using all transactions

since its creation.
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As would be expected, the number of good transactions increases more rapidly for highly

active trustors and the number of bad transactions declines faster as shown sub-figures (c and d),

simply because the number of transactions, in total, is larger. Therefore, the general behaviour

of the model is exaggerated.

Figure 5.5 presents the performance MCTE under different levels of trustors’ activity. As

with TEIF, the variation of trustors’ activity doe not have significant effect on the provided UG

as well as on the level of trust for MCTE empowered trustees, as shown sub-figures (a and b).

This is because the model depends on explicit feedback and does not take retention into account
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Figure 5.5: Effect of Trustors’ Activity - MCTE

when calculating offered UG. The variation in the number of good and bad transactions presented

in sub-figures (c and d) is a natural consequence of the increase in the number of transaction as

the activity of trustors increases.

Figure 5.6 presents the performance ITE under different levels of trustors’ activity. As with

TEIF and MCTE, the variation of trustors’ activity doe not have significant effect on the provided

UG as well as on the level of trust for MCTE empowered trustees, as shown sub-figures (a and

b) because the model depends on explicit feedback, and when considering retention, the model

uses a historical window of most recent transaction, rather than using all transactions since its
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Figure 5.6: Effect of Trustors’ Activity - ITE

creation for calculating offered UG.

It worth noting that the number of good transactions presented in sub-figures (c) decreases

significantly and the rate of decreasing relate to the activity level of trustors. As mentioned

earlier, because the model decrements provided UG when the trustor seems to be engaged. While

the rate of decrements is relatively high for highly active trustors because of the increase in the

number of transaction as the activity of trustors increases. The mirror of effect can be seen for the

number of bad transactions presented in sub-figures (d) which increases significantly for highly

active trustors.

118




TEIF can be promising for situations where explicit feedback doesn’t exist, and task are, or
can be treated as, tasks of single criterion. However, it can be costly if repetitive interactions
don’t tack place. Also, it is more effective for trustors with moderate demands than those with
high demands. TEIF works better for honest trustors with homogeneous activity level, where
interaction based on trust. This way, a reduced activity level can be attributed to reduction of
satisfaction. Using high value for attraction factor can increase the level of trust for trustees at

the price of extra cost in the form of extra utility gain provided.

On the other hand, MCTE can be promising for situations where explicit feedback exists, and
task have multi criteria. However, it can be costly if trustors report misleading feedback. MCTE
works better for honest trustors with homogeneous levels of demands as it depends, partially,
on the average demand of partners to reduce the effect of trustors with extreme demands. As it
depends on gradual enhancement, the models work better for situations where repetitive interac-
tions tack place. Increasing the satisfactory threshold and reducing te importance threshold, each
of which can enhance the trust level at the price of extra cost. As with other trust establishment
models proposed in this work, using high value for attraction factor can increase the level of trust

for trustees at the price of extra cost in the form of extra utility gain provided.

ITE attempt to benefit from both explicit and implicit feedback and reduce side effects for
tasks that have multi criteria. The model can reduce the effects of a trustor reporting misleading
explicit feedback because the model depends partially on implicit feedback, or the other way
around. However, the model cannot tolerate both misleading explicit feedback and intentionally
misleading return pattern. ITE works better for honest trustors with homogeneous activity and
demand levels where it can achieve a good level of trust compared to MCTE at a reasonable cost.
Increasing the satisfactory threshold and reducing te importance threshold, each of which can

enhance the trust level at the price of extra cost.
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5.8 Summary

In this chapter, we presented a trust establishment model for MASs using reinforcement learning
and implicit feedback for situations where explicit feedback is not available, or not desirable.
The presented model allows trustees to alter their behaviour based on both: the behaviour of
the partner trustor, and use the general conduct of the community of trustors to speed up or
slow down such adjustments. Then, we presented a distributed, multi-criteria trust establishment
model for situations where trustors are willing to provide only aggregated explicit satisfaction
feedback, without detailing the importance or weight of individual service criteria. The proposed
model uses the provided feedback from trustors regarding how satisfied they were with recent
transactions to predict the importance of different service dimensions for trustors and adjust
the behaviour of trustee(s) accordingly. After that, we presented a trust establishment model that
integrates direct and indirect sources of information. The presented model allows trustees to alter
their behaviour based on the aggregated explicit satisfaction feedback as well as the behaviour
of trustors. The aim of trustees is to enhance their trust with the hope to be selected for future
transactions. The chapter presented the performance analysis, using simulation, for the presented
models. Further comparisons will be presented in (Chapter 6). Even though we used Q-Learning
to update the performance of trustees in response to feedback from trustors. We believe that a
computational engine similar to the one used in the previous chapter based on fuzzy logic and the
combination of fuzzy logic and Q-learning can have a promising performance due to the ability

of fuzzy logic in modelling uncertainty.
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Chapter 6

Discussion

6.1 Introduction

In Chapter 4 we described our trust evaluation model using fuzzy logic and reinforcement learn-
ing and evaluated our model using simulating in different configurations. In Chapter 5 we pre-
sented our trust establishment models using implicit and explicit feedback and evaluated our
models using simulating in different configurations. In this chapter we present a discussion on
the value of our models. We contrast our proposed models with other related models, and com-
pare the performance using simulations. Then we present potential application areas, namely

Web services and Internet of Agent.

6.2 Compare and Contrast of Trust Evaluation Model

Trust and Reputation in the Context of Inaccurate Information Sources (TRAVOS) [123] and
FIRE [39] are well-known decentralized, general purpose trust evaluation models for Multi-
Agent Systems(MASs) that takes into account direct experiences and third-party information.

TRAVOS depends on beta distributions to predict the likelihood of honesty of a trustee [48]. If
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the trustor’s confidence in its evaluation is below a predefined threshold, the trustor seeks advises

from witnesses.

TRAVOS computes the reliability of witnesses via the direct experience of interaction be-
tween the trustor and witnesses and discards inaccurate advises. Unfortunately, it takes certain
time for the trustor to recognize the inaccuracy of the provided reports from the previously trusted

witness agents [50].

FIRE takes into account multiple sources of information. FIRE categorizes trust components
into four categories; direct experience called Interaction Trust, Witness Reputation, Role-based
Trust and Certified Reputation. The model assumes that witnesses are honest and willing to
cooperate and use weighted summation to aggregate trust components [39]. Unfortunately, if
a trustee proposes some misbehaving referee for certified reputation, this source of information

and be misleading to the trustor [50].

Reinforcement learning explicitly considers the problem of a trustor that learns from interac-
tion within an uncertain environment to achieve its goal [131]. The trustor can discover which
actions yield the most reward via a trial-and-error search rather than being told which actions to
take as in most forms of machine learning [127]. Consequently, reinforcement learning deemed
to be a naturally suitable learning method for trust evaluating agents in MASs because of this

special characteristic [130].

A well-known issue with reinforcement learning based trust models is that trustors do not
quickly recognize the environment changes and adapt with new settings. To address this short-
coming, Decentralized Trust Evaluation Model for Multi-Agent Systems Using Fuzzy Logic and
Q-Learning (DTMAS) uses a technique similar to regret described in [69] to improve responses
of reinforcement learning based models to dynamic changes in the system. We propose sus-
pending the use of a trustee immediately as a response to an unsatisfactory transaction with the
trustee. The suspension is temporary, and its period increases as the transaction importance in-

creases. Similar to regret [69], it represents an immediate reaction of a trustor when it is not
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satisfied with an interaction with a trustee. However, unlike the use of regret in [69], trustors
do not depend on of any expressed feel of sorry from trustees, as the regret can be misleading
if the trustee communicate false regret value. Furthermore, the suspension is more aggressive.
No interactions are performed with suspended trustees as long as it is suspended. On the other
hand, while forgiveness is used to reduce the effect of regret in [69], suspension decays with
time only to avoid being misled by a false feel of sorry expressed by the trustee and to allow the
effect of accidental misbehaviour to phase out and magnify the impact of a behaviour change as

testimonies from witnesses are aggregated.

Fuzzy logic offers the ability to handle uncertainty and imprecision effectively and is, there-
fore, considered appropriate for reasoning about trust [33]. Fuzzy inference copes with imprecise
inputs and allows inference rules to be specified using imprecise linguistic terms, such as ’very

high” or ”slightly low” [33].

A multi-criteria trust model for web-based social networks based on fuzzy logic presented
in [115]. Two-level hierarchical Fuzzy Logic Systems (FLSs) are used to address imprecise and
uncertain information and determine trust evaluation. Various personality attributes of individ-
uals like their attitude, behaviour, beliefs, honesty and responsibility were considered. As with
many trust models, they aggregated direct and indirect experience trust at the second level of
the FLS. Unlike most other trust models, the aggregation as accomplished using fuzzy logic.
The proposed model targets web-based social networks and rely on specific criteria of the graph

representation of these networks such as the in-degree and the out-degree.

The model known as comPrehensive reputAtion-based TRust moOdeL. with Fuzzy subsys-
tems (PATROL-F) [122] uses fuzzy logic to account for humanistic and subjective concepts such
as the importance of a transaction, the decision in the uncertainty region, and setting the result of
interaction in distributed systems. The model is decentralized and takes into account direct and

indirect trust factors and considers the credibility of witnesses.

Fuzzy logic has been used is for trust evaluation in [12] and [ 17], among others. Unlike
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existing fuzzy logic based trust evaluation models, DTMAS combines the advantages of both:
fuzzy logic and Q-learning for trust evaluation in a distributed MAS, while using third-party

information and considering the credibility of those third-party sources.

6.2.1 Experimental Comparison

To compare the performance of the proposed trust evaluation model with other models, we use
a simulation environment similar to the one described in 4.3. We compare the proposed model
with some of the well-cited generic trust models, namely BRS, TRAVOS, and FIRE as well a
PATROL-F . Our simulations of PATROL-F and FIRE are based on the main reference in which

they were proposed. For the other models, we adapted the implementation of [40].

Base Scenario

First of all, we would like to compare the performance of DTMAS to other models used in the
study in a generic scenario with a mix of good, bad, and regular trustees as in 4.3.2. Witnesses do
not attempt to cheat or misbehave. This is considered the base line, were any good trust model
should perform well. In this scenario, trust evaluating agents, do not always use the service in
every round. The activity level in the range [0 — 1]. Highly active trustors request the service
with a probability of at least 75%, low active ones request the service with a probability of at
most 25%, while trustors with a regular level of activity request the service with probability in
between. As with demand levels, 30% of trustors were configured with high activity level. An-
other ,30% of trustors were configured with low activity level and the remaining 40% of trustors
were configured with regular activity level. Similarly, 30% of trustors were configured with high
demands, and another 30% of trustors were configured with low demands, were as the remain
40% of trustors were configured with regular demands. Highly demanding trustors requires at
least 75% of the maximum possible Utility Gain (UG), low demanding trustors requires no more

than 25% of the maximum possible UG and regular demanding trustors requires something in
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Figure 6.1: Overall Success Rate in the Base Scenario

between.

Figure 6.1 describes the overall success rate of the simulated models as the number of sim-
ulation steps increases 1 to 999. The figure shows that, eventually, all models can achieve high
success rates. However, DTMAS and FIRE can do that faster. TRAVOS prefers direct expe-
rience over feedback from witnesses, when direct experience is available, and tends to reduce
dependence of feedback from witnesses. Therefore, it does not fully benefit from such infor-
mation sources. PATRO-F, DTMAS and FIRE assumes a unidirectional service model and inte-
grate multiple sources of information. They do not tend to avoid feedback form witnesses, as in
TRAVOS, and they do not tend to overemphasize such feedback at the price of direct experience
as in BRS. The integration of multiple sources of information helps PATROL-F, DTMAS and

FIRE achieving a slightly higher accuracy rates within the base scenario configuration.

Misbehaving Trustees Scenarios

When agents are not cheating, all models, generally, can achieve a high success rates. However,

trustees may misbehave in different ways. A good trust model should guide trustors to interact
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Figure 6.2: Success Rate of Trust Evaluation Models - Purely Random Behaviour of Trustees

with honest trustees, if any, rather than misbehaving ones. However, nothing can be done when
none of the trustees is honest. In this set of experiments, only ten percent of trustees are honest,
while others are misbehaving. To study the effect of different cheating behaviours, also referred
to as attacks, we assume all non-honest trustees use the same cheating strategy. We study the

trustee attacks described in 4.3

These Scenarios have ninety percent of trustees are misbehaving. Trust evaluating agents, do
not always use the service in every round. The activity level is in the range [0 — 1]. As we are

studying the effects of trustee attacks, we assume all witnesses are honest and fully cooperative.

Figure 6.2 shows that, figuring out trustworthy agents from a set of trustees with random
pattern of cheating is challenging due to lack of systematic behaviour. Fuzzy logic works better
than classical probabilistic approach is this case. Therefore, models with fuzzy logic compo-
nents, such as DTMAS and PATROL-F, outperform probabilistic based models as TRAVOV and
BRS. The tendency of FIRE to to explore unseen partners has negative effect of it performance
in this case. The performance when cheaters behave randomly only fifty percent of the times

is presented in figure 6.3, which is, generally, less sever than the purely random attacks; as the
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ity 50%
number of cheating attempts is reduced, and a partial systematic behaviour can be seen. It worth

noting that the bias toward using direct experience helped TRAVOS to achive comparable results

to PARTORL-F in this case.

Figure 6.4 shows that strategic cheating is hard to detect as it happens once a while, this
agrees with the findings of [105]. However, the combination of fuzzy logic with immediate
suspension helps the proposed model resist such types of attacks, and let reinforcement learning
direct the long-term learning curve. The use of confidence in calculated values helps TRAVOS

perform relatively well compared to other models in the study under strategic attack of trustees.
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Figure 6.5 shows that performance of models when attackers target a subset of trustors only.
The similarity selection of PATROL-F helps the model, slightly, outperforms DTMAS. DTMAS
performs well because of its suspension of trustees, credibility checking of witnesses, and the
tendency to avoid using information from witness whose testimonies led to unsatisfying interac-
tions. Figure 6.6 shows the effect of always cheating trustees on the success rates of the models.
Fuzzy logic based models outperforms probabilistic based ones, and the immediate suspension

helps DTMAS to outperform PATROL-F.
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Misbehaving Witnesses Scenarios

Not only trustees may cheat, but also witness may misbehave in different ways. A good trust

model should guide trustors to interact with honest trustees, even in the existence of misbehav-
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Figure 6.7: Success Rate of Trust Evaluation Models - Purely Random Behaviour of Witnesses

ing witnesses. Trust models based on direct experience only are not affected at all by potential
misbehaviour of witnesses, as they do not use testimonies. However, such models can be at a dis-
advantage when credible witnesses exist. All the models used in the performance analysis study
were designed to consider testimonies from wittiness, when such information exists, however
models differ in their abilities to resist potential attacks from witnesses. In this set of experi-
ments, only ten percent of trustees are honest, while others provide low performance without
purposefully attempting to attack trustors, all witnesses are misbehaving. To study the effect of
different witnesses’ attacks, we assume all non-honest witness use the same attacking strategy.

We study the witnesses’ attacks described in 4.3

Trust evaluating agents, do not always use the service in every round. The activity level is in
the range [0 — 1]. As we are studying the effects of witnesses’ attacks, we assume all trustee are

honest, with different levels of performance.

Generally, bad mouthing shown in figure 6.11 and targeting a subgroup of trustors shown in
figure 6.10 leads to the worst success rate for most models, where as positive mouthing shown

in figure 6.12 and probabilistic random shown in figure 6.8 are less sever. None of the studied
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Figure 6.9: Success Rate of Trust Evaluation Models - Witnesses Strategic Cheating
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Figure 6.12: Success Rate of Trust Evaluation Models - Positive Mouthing

models depend on witnesses’ testimonies alone; rather this information source is combined with

direct experience, which alleviates the effect of witnesses’ attacks.

The figures show that DTMAS seems to reasonably resist attacks of witnesses as it temporally
suspends interacting with any misbehaving witness, and let reinforcement direct the long-term
learning curve. Also, the use of fuzzy logic helps DTMAS resist random witnesses’ attacks as
shown in figures 6.7 and 6.8. The use of multiple information sources, as well as exploration

strategy used in FIRE help resisting attacks of witnesses.

In general, models that evaluate the credibility of witnesses continuously to avoid cheating
ones have good success rates, such as PATROL-F, BRS, and TRAVOS. However, figures 6.9,
6.10 and 6.12 suggests that probabilistic models, such TRAVOS and BRS, are more sensitive to
strategic cheating, subset targeting, and bad-mouthing attacks compared to models that use fuzzy
logic, such as DTMAS and PATROL-F. Figures 6.11 and 6.12 suggests that good-mouthing can

be less harmful than bad-mouthing attack.
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6.3 Compare and Contrast of Trust Establishment Models

Even though a centralized architecture for trust establishment models can go well with online
crowd-sourcing, such as Amazon Mechanical Turk (AMT), such architecture contradicts with the
characteristics of a dynamic environment where the population of agents can vary over time, as
in MASs. Models with centralized architecture, such as Social Welfare Optimizing Reputation-
aware Decision making (SWORD), can experience scalability and transparency issues [153].
Typically, single points of failure and performance bottlenecks are major concerns for a central-
ized model. On the other hand, the decentralized approach can provide good scalability, robust-
ness and assures the accessibility of services [153], and can be more appropriate for modelling

MAS:Ss.

Reputational Incentive (RI) [10] is a decentralized, generic model that can be instantiated and
applied in a wide range of applications. The model can deal with the dynamic characteristics of
MAS, such as changeability in trustors’ behaviours. Even though the model allows environments
with multiple contexts, context diversity checking and mapping is not available. The model
assumes tasks with single criterion, or can be treated as such. Furthermore, the model does not
use any defence mechanism against potential attacks on reputation; rather the model assumes

that trustees can get an accurate evaluation of their reputation in the community.

The decentralized trust establishment models described in [129] assumes a single context en-
vironment and cooperative set of trustors that are willing to provide accurate explicit feedbacks.
Even though the model has no explicit defense against misleading information, third-party infor-

mation sources are not used, and buyers have no incentive to lie.

Trust Establishment Using Implicit Feedback (TEIF) is a decentralized trust establishment
model that depends on implicit feedback from interactions’ partners to address the situation
where explicit feedback in not possible or not desirable. The model uses retention as a single
criterion represented as a real number and implicitly assumes that trustors are neither coopera-

tive nor liars. Context handling in not addresses in the model neither explicitly not implicitly.
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Trustees dynamically update their prediction of interaction partners’ behaviours.

Multi-Criteria Trust Establishment Model Using Explicit Feedback (MCTE) is a distributed,
multi-criteria trust establishment model. The model is aimed at situations where trustors are will-
ing to provide only aggregated explicit satisfaction feedback, without detailing the importance or
weight of individual service criteria. MCTE uses the provided feedback from trustors regarding
how satisfied they were with recent transactions to predict the importance of different service

criteria for trustors and adjust the behaviour of trustee(s) accordingly.

As with MCTE, Integrated Trust Establishment Model for MASs (ITE) is a distributed, multi-
criteria trust establishment model. ITE uses the provided feedback from trustors regarding how
satisfied they were with recent transactions as well as their retention to predict the importance of
different service criteria for trustors and adjust the behaviour of trustee(s) accordingly, rather than
using retention only as in TEIF or explicit feedback only as MCTE. Context diversity checking
can be achieved using multi criteria nature, and the use of weight and demand an be considered

as the first step toward context mapping in ITE.

6.3.1 Experimental results

To compare the performance of the proposed trust evaluation model with other models, we use a
simulation environment similar to the one described in 5.7. However, in this set of experiments
we choose to present the percentage of good transactions and the percentage of bad transaction
for readability. We compare the proposed trust establishment models with the most relevant
work; namely RI model [10]. For the general simulation, each scenario is simulated, separately,
with all trustees use the same trust establishment model. As we aim to compare the performance
of trustees equipped with the proposed models and those equipped with the RI [10], all trustees
are assumed, to be honest, and the only difference among them is the trust establishment model.
This way we can relate the difference in performance to the model of trust establishment used.

Table 5.2 presents the base values for the number of agents and other parameters used in the
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proposed model and those employed in the environment. When testing the effect of a particular

parameter, others are set to those base values.

Effects of Trustors’ Demand Level

Figures 6.13 - 6.24 presents the performance of the models, under different levels of trustors’ de-
mands. The figures show that trustees empowered with ITE have a high average trust comparable
to TEIF and MCTE and exceeding that of RI (figures 6.13 - 6.15) despite providing the lowest
UG (figures 6.16 - 6.18) for intermediate and high demanding trustors, and a slightly higher than
RI for low demanding trustors. This is because ITE tries to emphasis on improving its perfor-
mance with respect to important criteria, and rely on explicit feedback to determine satisfaction
of partners combined with the retention indicator. TEIF continuously provide more UG than all
other models (figures 6.17 and 6.18), which is the reason for its trust level (figures 6.14 and 6.15
). For easy going trustors, all models cause trustees to provide lower UG and stay trustworthy
(figures 6.15), however ITE is the one with the lowest trust level, around 80% as ITE believes
that such high level of satisfaction is good enough to start making profit (engagement threshold
is 0.9 and O is 0.9 also). Detecting the importance of different criterion and providing various
levels of UG accordingly helps trustees to achieve a relatively high level of trust at a reasonable

provided UG.

It worth noting that keeping a relatively stable level of trust, despite the decline in the per-
centage of good transactions, and consequently, the increase in the percentage of bad transactions
(figures 6.19 - 6.24 ) suggests that unfulfilled criterion either not important, or highly, rather than

completely, fulfilled or both.
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The Effects of Trustors’ Activity Level

Figures 6.25 - 6.36 presents the performance of the models, under different levels of trustors’
activity. Figures Figures 6.25 - 6.27 show no significant variation of trust for the models under
different activity levels, especially MCTE, which doe not depend on retention. However, TEIF
seems to provide the highest UG compared to other models as it depends on retention only
and assumes a single criterion tasks. Generally, ITE can achieve a comparable level of trust
against MCTE and TEIF under different levels of activity, despite having the highest level of
bad transactions. It is interesting to note that ITE does not provide extra high UG as it depends
on both explicit and implicit feedback and assumes multi-criteria tasks. Also, note that the UG

provide TEIF can be affected by activity levels, as the models depends on retention alone.
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6.4 Application Areas

6.4.1 Web Services

The amount of automated, distributed services available over the Web, such as web-based stor-
age, social networks, and entertainment is continuously increasing [136]. Web services are mod-
ular, web-accessible software applications that can interact with each other over networks using
a set of protocols [66]. They provide a flexible mean for integrating web-based software appli-
cations [112]. In fact, Web services can be used to address a wide range of requirements from
simple requests for information to complicated business processes [137]. MASs deemed appro-
priate for modelling Web services [83, 59, 56, 29, 65, 136]. Wide adaptation of such services
evolves the Web into collections of services automatically used by software agents instead of
being a large set of static pages [22]. When a proper semantic markup, or machine-readable
description, is provided to every resource, making it easily accessible by software agents, knowl-
edge embedded within web pages may be accessed and exploited automatically by software

agents using different reasoning mechanisms, and Web services become semantic ones [ 36].
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We believe that fully automated environment of Web services can be modelled as a MAS
where agents represent Web services and each web service can play the role of service consumer
of services provided by others (i.e. the role of trustor) or the can provide service for others
(i.e. the role of trustee) or both (i.e. a trustor for some tasks and a trustee for some other).
Services providers expected to be rewarded for services they provide, which is not unlikely in
the environment of web service. Agents representing Web services are self-interested whose goal

18 to maximize their own benefit.

The environment of Web services assumed to be interconnected where Web services, and
their agents, assumed to have access to all other Web services (agents) at negligible cost. Gen-
erally, services providers are registered with a special purpose discovery service. Also, services
request and delivery can be fulfilled by existing protocols of web service or a variation of them
(which is out of scope of this work). However, in a large, open and dynamic environment where
services can be published effortlessly, a service consumer needs to know not only what a ser-
vice provider can do, but also how well a service provider can do that. Unfortunately, as service
consumers cannot assure that service providers make accurate statements regarding their compe-
tencies and abilities, trust is considered essential for making interactions effective [ 140]. In fact,
it is this aspect where the proposed trust evaluation model DTMAS can be used to help service
consumers choose trustworthy service providers. To evaluate the trust of a service provide, the
service consumers can use its prior direct experience with the provider, testimonies from witness
and the average time decayed utility gain of previous transactions with the provider. Q-learning
to be used to tune the learned trust based on direct experience, and testimonies from witnesses
to be weighed by the credibility of each witness. Then the fuzzy logic system to be used for
evaluating how trustworthy a provider is. When more then one provider can provide the same
service, the one with the highest trust level will be selected. If the selected provider does not
satisfy the needs for the consumer, the consumer will reduce its trust evaluation of the provider

and suspend the use of that provider for a while.

Typically, a services provider tries to maximize its rewards by tuning the utility gain it pro-
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vides and try to be selected for as many interactions as possible. As individual services can have
multi-criteria, providers can use MCTE or ITE when consumers are willing to provide explicit
feedback about how satisfying the transaction was. Consequently, providers can tune the service
they provide to better meet the demands of trustors, reduce the cost of the provided service when
possible, and become more trustworthy. When consumers are not willing to provide explicit
feedback about how satisfying the transaction was, providers can use TEIF to tune the service

they provide to better meet the demands of trustors and become more trustworthy. .

6.4.2 Internet of Agents

Interconnecting agents of different MASs representing various modern systems such as smart
buildings, smart transportation systems, and Smart Grid (SG) , can be referred to as Internet of
Agents (IoA) . Such systems can be interconnected through web-like technologies (web service
like) or using Internet-like architecture. IoA is viewed as an extension of the concept of Internet
of Things (IoT) by augmenting internal reasoning and intelligence capability to, traditionally,
naive things [86]. Agents of IoA not only can interact directly with other agents in the same
or different MASs, but also, they can interact with other systems directly or through a mediator
[80]. In the literature, IoA also referred to as Internet of Smart Things [132], Web of Things [ 18],

Web for Agents [134], Agents of Things [80] as well as oA [154].

One potential application of IoA is the Smart Grid (SG). Traditionally, large, centralized
electrical generators produce electricity, which is transferred in bulk to substations that in turn
distribute electricity to residential, commercial, and industrial customers [135]. The electrical
system that generates, transmits, distributes, and controls electricity is usually referred to as the
grid [25]. There is a global interest recently for using renewable energy, not only to replace fossil
fuels for their negative environmental impacts but also to meet future demands for electricity
[44]. Even though the price reduction of these renewable sources further encourages adoption of

such sources, large-scale adoption of renewable sources can be challenging and require complex
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control of diverse sources and storage [44], as renewable sources can be both discontinuous and

distributed [99].

The term Smart Grid refers to an electric system that uses information and communication
technologies integrated with a highly intelligent and distributed control across electricity gener-
ation, transmission, distribution and consumption [25]. SG represents a paradigm shift from the
traditional centralized electricity generation and one-directional power flow into more reliable
and sustainable energy systems [44]. They can be considered as the next generation electricity
network [25] and expected to be consumer friendly, efficient, reliable, flexible enough to enables
markets, and accommodate various generation and storage options [89]. Other terms for SG used

in the literature, such as Future-Grid, smart power grid, and intelligent grid [34]

New energy technologies and electrical-powered devices come with embedded electronic
intelligence that controls their operations and can interconnect them to the grid [61], which can
grow into distributed ecosystems with a large number of intelligent, heterogeneous components
interacted at the electricity and information levels to provide multidimensional services [135].
For example, distributed energy sources can be evaluated not only based on the price per unit
they provide but also their stability, as well as, their environmental impacts. The importance of

each criterion can vary from one consumer to another.

In addition to the applications of MASs in micro grids [55, 46, 21], MASs can be used
in different categories of power engineering [76] in the context of SGs, such as modeling and
simulation [37], planning [30], network management [20], SG operation [3] , electricity mar-
ket [1 18], automation of substations [!46], restoration [58], reconfiguration [64], load shedding
[148], monitoring and diagnostic [72], and protection [126]. Interconnecting agents of different
MAS:s of a SG, as well as, agents of other modern systems through oA, enhances the services

that could be derived from the interactions of agents.

We believe that in a fully automated IoA environment, agents may choose to rely on other

agents to fulfill some tasks. Such environments assumed to be interconnected where agents as-
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sumed to have access to all other agents at negligible cost. For example, an agent representing
an appliance in a smart building MAS, may want to get energy for its operation, the agent rep-
resenting the appliance may request energy from the agent representing an energy source in a
power production MAS, such as a solar panel in the neighbourhood. Agents who perform tasks
expected to be rewarded for their efforts. While rewarding mechanisms can be straight forward
in some situations, such as selecting energy source, it may not be the case for other situations,
such as monitoring the smart grid. Rewarding mechanisms, architecture, and discovery of other

agents are open issues for the [oA research community (which is out of scope of this work).

Interestingly, the utility gain offered by different gents (trustees) may not be the same. In the
previous example, energy sources may provide various levels of energy, stability, and availabil-
ity. Also, an agent assigned a task may choose not to fulfill its commitments. For example, not
providing the required energy with proper stability. Unfortunately, trustors can examine the util-
ity gain (quality, delivery time, etc.) of the task only after delivery. In fact, it is this aspect where
the proposed trust evaluation model DTMAS can be used to help requesting agents (trustors)
choose trustworthy interaction partners (trustees). To evaluate the trust of a trustee, the trustor
consumers can use its prior direct experience with the provider, testimonies from witness and
the average time decayed utility gain of previous transactions with the provider. Q-learning to
be used to tune the learned trust based on direct experience and testimonies from witnesses to be
weighed by the credibility of each witness. Then the fuzzy logic system to be used for evaluating
how trustworthy a provider is. When more then one provider can provide the same service, the
one with the highest trust level will be selected. If the selected provider does not satisfy the needs
for the consumer, the consumer will reduce its trust evaluation of the provider and suspend the

use of that provider for a while.

With proper reward mechanisms, a rational trustee tries to maximize its rewards by tuning the
utility gain it provides and try to be selected for as many interactions as possible. As individual
services can have multi-criteria, providers can use MCTE or ITE when consumers are willing to

provide explicit feedback about how satisfying the transaction was. Consequently, providers can
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tune the utility gain they provide to better meet the demands of trustors, reduce the utility gain of
the assigned task when possible, and become more trustworthy. When trustors are not willing to
provide explicit feedback about how satisfying the transaction was, trustees can use TEIF to tune

the service they provide to better meet the demands of trustors and become more trustworthy.

6.5 Summary

This chapter provides a discussion of the value of the proposed models in this thesis. After a
brief introduction, we presented contrasts and compares of our trust evaluation model with other
related, or well-known models. We first reviewed several models in contrast with our model,
namely TRAVOS [123], FIRE [39], the reinforcement learning based model presented in [131]
and elaborated in [ 1 30], and the fuzzy logic based model referred to as PATROL-F [122], among
some others. We argue that the proposed trust evaluation model has faster response to dynamic
changes. Then we compared our trust evaluation model with the most relevant work of [122] and
the well-known TRAVOS [123] and FIRE [39] under different attack strategies. The simulation

results show that our proposed model has better resistance for trustee attacks.

The third section of the chapter presented contrasts and compares of our trust establishment
models with the most related work. We first reviewed the most related models in contrast with our
models, namely SWORD [155], Distributed Request Acceptance approach for Fair utilization of
Trustees (DRAFT) [152] and RI [10]. Then we compared our trust establishment models with
the most relevant work of [ 10] under different environmental conditions. The simulation results
show that our proposed models can perform better in terms of achieving higher, however thy may

have to put extra efforts in terms of more providing more utility gain to trustors.

The fourth section presented potential application areas were trust management models can

be used.
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Chapter 7

Conclusions and Directions for Future

Work

7.1 Introduction

In this thesis, a range of issues have been explored. However, there are many potential directions
for future research. Here, we present our conclusions and identify several noteworthy directions
to expand our current research, both in extending the trust evaluation and the trust establishment
mechanisms we are building and in developing more extensive validation to demonstrate the

value of our models.

7.2 Conclusions

The main conclusion of this work is that for situations where recurring transactions are possible,
combining Q-learning with fuzzing logic and suspension can result in a trust evaluation model
with better accuracy, especially when trustees and witnesses can change their behaviour. Such
performance can be attributed to fuzzy logic ability to address uncertainty, the ability of Q-

learning to learn on the long term and the short-term response of suspension.
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Interestingly, trustees can enhance their trustworthiness, at a cost, if they tune their behaviour
in response to feedback (explicit or implicit) from trustors. Using explicit feedback with multi-
criteria tasks, trustees can emphasize on important criteria to satisfy needs of trustors. Trust
establishment based on explicit feedback for multi-criteria tasks, can result in a more effective
and efficient trust establishment compared to using implicit feedback alone. Both approaches
can be integrated together to achieve a reasonable trust level at a lower cost which was done by

the model called Integrated Trust Establishment Model for Multi-agent Systems (ITE).

7.2.1 Contributions

In this thesis, we considered two major components of trust management in Multi-Agent Systems
(MASSs): trust evaluation and trust establishment. We summarize our main contributions as

follows:

e Trust Evaluation

— Temporary suspension

* A suspension technique is used and combined with fuzzy logic and reinforcement-
learning trust evaluation to improve the model responses to dynamic changes

in the system.

* Suspension is used to address the short-term relationship between a trustor and
a misbehaving trustee or witness. It allows trustors to re-evaluate the trust of
trustees without any further unpleasing transactions. The idea is that acciden-
tally misbehaving trustees keep their trust in the community, unlike those who

misbehave due to long term behaviour change.

* The duration of suspension may depend on the harm resulted from the transac-

tion.
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* Suspension also used to respond quickly to misbehaving witnesses. Even though
the model does not use testimonies about credibility of witnesses, not using
testimonies from accidentally misbehaving witnesses can help trustors better

evaluates their credibility as as the impact of old transactions fade out.

*x Our work regarding suspension is presented in paper 4 in subsection 1.4.1 and

paper 6 in subsection 1.4.2.

— Computation Engine

* A computational engine for trust evaluation base on fuzzy logic and Q-learning

is presented.

*x We use two fuzzy subsystems, one for the credibility evaluation of witnesses

and the main one for trust evaluation of trustees.

* We define three input parameters for the main fuzzy subsystem. The first one
is the direct trust evaluation where trustors use Q-learning to evaluate the trust
of trustees in a way similar to the process in [ 130, ]. The proposed model
takes into consideration testimonials of witnesses, and the credibility of wit-
nesses. To evaluate indirect trust, a trustor x consults other witnesses who
interacted previously with the trustee y. To reduce the effect of fraudulent wit-
nesses, a trustor tracks the credibility of witnesses and weighs each testimony
by the credibility of the witness. To indicate that not only the number of trans-
actions is important, but also the benefits from those transactions also taken into
counts, we use the average decayed utility gain of previous transaction. Time
decaying is used to emphasize that utility gain from recent transaction weigh
more compared to those from old transactions if they have the same absolute

value.
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* We define two input parameters for the credibility evaluation of witnesses fuzzy
subsystem. The first one is the credibility of witnesses calculated using Q-
learning in a way similar to evaluating the trust of trustees using Q-learning.
The other parameter is the utility gain associated with the most recent transac-

tion where the testimony of a witness is used.

* Three fuzzy sets have been defined for each input to achieve a reasonable gran-
ularity in the input space while keeping the number of states small to reduce
the set of control rules. In particular, each input can Low (L), Medium (M), or

High (H).

* The performance of the proposed model is evaluated using simulation for a ba-
sic scenario where all agent are honest, and for a set of scenarios with sample
attacks. Simulation results indicate that the proposed model can help agents se-
lect trustworthy trustees to interact with. It has a better performance compared

to some of the popular trust models in the presence of misbehaving trustees.

* Our work regarding the use of fuzzy logic and Q-learning combined with sus-
pension is presented in paper 2 in subsection 1.4.1 and paper 5 in subsection

1.4.2.

e Trust Establishments

— Trust establishments using implicit feedback: We propose a trust establishment
model based on implicit feedback from trustors where trustees use the retention
of trustors to model trustors’ behaviour when interactions are based on trust and
they occur frequently in the system. Such a model can be used when trustors are
not willing to provide direct feedback information to trustees, for any reasons, such
as unjustified cost or being self-centred. The performance of the proposed model

is evaluated using simulation for a variation of trustors demand levels and activity
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levels. Compared with the most relevant work in th literature, simulation results in-
dicate that the proposed can help trustees to become more trustworthy at the price
of providing considerable higher utility gain. Our work regarding the use of implicit

feedback to establish trust is presented in papers 1,2, and 3 in subsection 1.4.2.

Trust establishment using explicit feedback: We propose a multi-criteria trust es-
tablishment model inspired by the research on customer satisfaction in the field of
marketing. Trustees attempt to improve their performance based on the importance
of the satisfaction criterion importance and level of demand. Trustees enhance their
performance for highly important and highly demanded features. On the other hand,
they can reduce their performance for unimportant and not highly demanded fea-
ture(s) while the corresponding trustor(s) may still be satisfied. The performance of
the proposed model is evaluated using simulation for a variation of trustors’ demand
levels and activity levels. Compared with the most relevant work in th literature,
simulation results indicate that the proposed can help trustees to become more trust-
worthy at the price of providing a slightly higher utility gain for demanding trustors,
which is not the case for non-demanding trustors. Our work regarding trust estab-
lishment using explicit feedback is presented in paper 3 in subsection 1.4.1 and paper

4 in subsection 1.4.2.

Integrated trust establishment: We propose a multi-criteria trust establishment model
using both implicit and explicit feedback inspired from trustors. Trustees attempt to
improve their performance based on the importance of the satisfaction criterion, im-
portance and demand. Trustees enhance their performance for highly important and
highly demanded features. On the other hand, they can reduce their performance for
unimportant and not highly demanded feature(s) while the corresponding trustor(s)
may still be satisfied. The performance of the proposed model is evaluated using

simulation for a variation of trustors’ demand levels and activity levels. Compared
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with the previous two models, simulation results indicate that the proposed can help
trustees to become more trustworthy at the price of providing a slightly higher utility
gain than that provided by the model that use explicate feedback only but still lower
than that provided by the model that use implicit feedback only. Our work regarding

integrated trust establishment is presented in paper 1 in subsection 1.4.1.

The proposed trust evaluation model can be useful especially when trustees and witnesses
can change their behaviour. The idea of immediate and temporary suspension seems promising
and modular. We believe that it can be integrated with other exiting and future trust evaluation
models to enhance the resistance against attacks similar to the cyclic attack. As we successfully
combined fuzzy logic and Q-learning for trust evaluation, we believe that properly combining dif-
ferent computational techniques can be used to enhance the accuracy of trust evaluation models
which can open the door for a new technique to design computational engines of trust evaluation

models in MAS:s.

Our work on trust establishment and the results obtained seem interesting, as we believe it can
be considered a milestone in the research direction of trust establishment, as the literature widely
emphasized on trust evaluation rather than trust establishment. Even though we based our work
on the limited existing literature of trust establishment in MASs, to the best of our knowledge,
we are the first to address some challenges of trust establishment, such as the absence of explicit
feedback, and the multi-criteria nature of tasks. The proposed trust establishment models can be
useful especially when trustors base their decisions for interaction on trust, and the community
of multi-agent systems looks homogeneous in terms of demands and levels of activity. In this
thesis, we proposed a model that can help trustees become more trust worthy when trustors do
not provide explicit feedback. Also, the thesis addressed cases when each trustor is willing to
provided an aggregated level of satisfaction for multi-criteria tasks rather than providing per-
criterion feedback. This thesis can open the door for many research efforts in the field of trust
establishment including the investigation of different computational engines such as fuzzy logic

and game theory, and finding other information sources, especially in the absence of explicate
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feedback.

Even though our proposal on integrating both sources of information to achieve a better trust
establishment resulted in a reasonable compromise between the two other models, we believe it

can open the door for a new technique to design computational engines of trust establishment in

MAS:Ss.

7.2.2 Limitations

Although we have a number of methods for evaluation and trust establishing, there are still some

open issues for which we do not provide a solution.

In particular, we have identified the following limitations.

e Decision independence assumption: In our proposed models, we assume that testimonies
reported by witness are independent of each other; that is no coordination, collusion or
intersection of interest. Also, we assume that trustors report explicit feedback indepen-
dently. Similarly, we assumed that the decision of a trustor to return back and interact with
a trustee is done independently without coordination, collusion or intersection of interest
with others. However, when this assumption does not hold, other techniques should be
used to avoid misleading trustors, in the case of trust evaluation, and trustees in that case

of trust establishment.

e Homogeneous levels of demand and activity: The two proposed trust establishment models
that use implicit feedback assumed a homogeneous level of activity among trustors, and
attributed the deviation from the average retention to reduction in trust evaluation rather
than level of activity. Also, the proposed models of trust establishment that use explicit
feedback summed homogeneous levels of demand for trustors and used the average de-
mand to reduce the effect of extremers. However, when this assumption does not hold,

other techniques should be used to avoid misleading trustees.
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e Tasks of single criterion: Our trust evaluation model assumes that tasks are either single
criterion or can be treated as single criterion. However, when this assumption does not
hold, the trust evaluation should take into account levels of demand and importance for

each.

e Self-contained tasks: Proposed trust evaluation and establishment models assumes that
tasks for which a trustor evaluates a trustee, or a trustee may try to become more trustwor-
thy, are self-contained, or can be treated as one, rather than being composed of multiple
tasks performed be different agents. However, when this assumption does not hold, dif-
ferent approaches needed to take into account the process of composition and agents that

handle each sub-task.

7.3 Directions for Future Work

Although our approach makes a number of advances to the state of the art, there are still a number
of ways in which this work can be further extended. Here we present a short list of topics we

think would improve our approach.

7.3.1 Extending the Models

Computation Engines

A critical component of any trust evaluation or establishment model is its computation engine
that draws the necessary conclusions based on inputs from the surrounding environment. The
literature of trust evaluation is relatively rich with various computation engines. In section 3.2

we presented an overview of a wide range of computation engines used for trust evaluation.

As a future work, we would like to consider developing a generic framework for hierarchical

fuzzy Q-Learning based trust modeling where the selection of criteria for trust evaluation is
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dynamic and extendable, that is a trustor may choose what criteria to include from a pre-existing
set, and also can add new criteria for evaluation on the fly. This change can be application or

transaction dependent.

The trust evaluation model described in 4.2 use hard-coded boundaries and equal weights
for rules. As a future work, we would like to explore the opportunities of using Q-Learning to
dynamically adjust the boundaries for membership functions of the fuzzy logic system, or in
other words, attempting to learn the most accurate rules. Furthermore, we would like to explore
the opportunity of associating different weights with different rules and learning such weight

dynamically.

Proposed models for trust establishment (chapter 5) use Q-Learning to update the perfor-
mance of trustees in response to feedback from trustors. Examining other computational engines
is considered a future work. Mainly we are interested in Fuzzy logic and the combination of

fuzzy logic and Q-learning.

Due to imprecise nature of parameters like “criteria impotence” and "level of satisfaction,”
we would like to evaluate the use of fuzzy logic for trust establishment using direct feedback both
for deciding which criteria to enhance and how much enhancement is appropriate. In particular,
we are interested in examining hierarchical fuzzy systems, where inputs for the first level fuzzy
subsystems include criteria importance and level of satisfaction. We would like to find out the

effects of such changes on the trust of trustees, and the cost of achieving good trust levels.

As explained earlier, combining fuzzy logic and Q-Learning is promising for trust manage-
ment, as fuzzy logic can enhance the dynamic response of Q-Learning. Investigating opportu-
nities for combining the advantages of fuzzy logic and Q-Learning for trust establishment, both
using direct feedback and indirect is a future research direction. We would like to use Q-Learning

to adjust the input signals for the fuzzy logic subsystems.
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Robustness and Attacking Strategies

Robustness to attacks can be indicated by how fast the trust model can detect these attacks and
recover from them. The trust evaluation model described in 4.2 uses suspension and evaluate
the credibility of witnesses to reduce the effect of potential attacks. However, we would like to

explore other potential attacks and immunize the model against them.

When a trustee interacts for the first time, trustors assume neutral trust level of those trustees.
Unfortunately, this makes the model susceptible to whitewash attacks. Another related attack is
the Sybil attack that occurs when a malicious agent in the system creates a large number of fake
identities. A classical way to reduce the effect of these attacks is the use of an authentication
mechanism that makes registering fake identities difficult. However, classical authentication

mechanisms are centralized, which contradicts with the distributed nature of the MASs.

For the trust establishment models presented in (chapter 5), trustors assumed to either provide
explicit feedback or do not provide any feedback, but they were not assumed to perform any

attack on trustees to harm trustees or gain more benefits.

In addition to whitewash and Sybil attacks, trustors can maximize their gains by choosing
different partners each time, if the model depends on retention like Trust Establishment Us-
ing Implicit Feedback (TEIF) and Integrated Trust Establishment Model for MASs (ITE). Also,
groups of trustors may agree together to reduce interaction with a trustee for awhile and conse-

quently reduce the general retention for that trustee.

One more attack would be providing inaccurate explicit feedback. We would like to investi-

gate more advanced attacking strategies and find out ways against them in the future.

Dynamic Parameter Tuning

The proposed models use many parameters. Even though parametric models can be adapted to
different applications, deciding on the optimal, or near optimal, values for such parameters may

be challenging. As a future work, we would like to optimize dynamically those parameters.
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Models described in (chapter 4.2) and (chapter 5) allow agents to adjust their predictions
based on various sources of information. However, all proposed models depend on many pa-
rameters such as the engagement factors, the time-decaying factor, the engagement and un-

engagement thresholds, the historical window, and so on.

Currently, engagement factors can be tuned dynamically based on the change in general
retention of trustors. We would like to relate the amount of increment or decrements in provided

Utility Gain (UG) to the level of satisfaction.

We would like to examine options for updating engagement and unengagement thresholds
such as the use of probability of interaction and the probability of satisfying the needs for the

requesting trustor taking into account historical requests and actual interactions.

Investigation the potential of using embedded information in interaction requests is left as a
future work. Currently, we are assuming the costs associated with requesting interaction and the
corresponding reply are negligible; trustor can make unlimited requests. Consequently, whether
or not a trustor makes a request is of limited use. However, if a nonnegotiable cost associated
with initiating requests, trustors will be selective in making requests, and initiating a request
to interact with a trustee can be seen as an indicator of trust levels. We would like to use this

information to update the parameters of the proposed models.

Even though a simple weighted summation can be used to aggregate prediction based on
explicit and implicit feedback in ITE, we believe that an adaptive approach is preferred, where

the reliability of information can be accounted for.

Using Social Structures

We would like to explore various opportunities to use social structures of relations between

agents to empower trust establishment.

When trust evaluation models use testimonies from witnesses, building up a higher trust

level with influencers can help establishing trust with other trustors. This is especially useful
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when trustors cannot contact all witnesses or when they consider some witnesses more credible
than others. This concept is widely used in marketing, where advertiser relay on famous public

figures, such as well-known soccer players, to promote their products.

As we are working with software agent, rather than humans, it seems interesting to considers
schemes for finding those influencers or creating them if they do not exist. It worth noting that
the use of influencer is not risk-free, as they can provide misleading information, or promote
competitors. Unfortunately, the use of influencers exaggerates the “man-in-the-middle” problem
where trustees have to consider not only the needs for trustor but also the requirements for the

influencers, which may add extra cost to end services.

One particle approach we are interested in is the use of referral mechanisms in a way similar
to hierarchical marketing where trustor(s) can benefit because other trustors interacted with the
particular trustee they recommend. Furthermore, those recommending agents can act as brokers
and further benefits others if they pass their recommendation and such recommendation results
on a transaction with the recommended trustee. Consequently, trustor considers not only the UG
they get from a trustor by the interaction, but also the benefit they get because of recommenda-

tions.

We also would like to explore the use of recommendation chain to support predicting needs
of trustor. In other words, if a trustor uses recommendations or testimonies from others; it is
likely that they have similar needs. Even though knowing who provided testimonies is possible
at a relatively low cost in a centralized architecture, doing that in a distributed manner not only
may result in extra overhead but also may open the door for one more attack. Related to this
research approach is attempting to detect groups or communities based on similar needs and

tune the performance in light of the general needs of each group.
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7.3.2 Developing More Extensive Validation

Even though parametric models can be adapted to different applications, investigating the impact
of the variation of each parameter and setting parameters for specific domains is considered as a

future work.

For future work, we would like to develop more extensive validation by involving agents with
different attack types and advanced attacking strategies. We will also continue to examine the
robustness of our models against various kinds of attacks and the scalability of our models for

various applications.

Even though we outlined a simulation frameworks in Section 4.3 and in Section 5.7 to com-
pare our models with other relevant models, we would like to develop a unified simulation frame-
work to evaluate and compare different trust evaluation models and different trust establishment

models for multi-agent systems.

The targeted framework should introduce performance metrics of robustness and scalability,
which are two essential concerns in trust management, and incorporate sophisticated attack mod-
els to test the performance of trust establishment models thoroughly. Furthermore, the framework
should be modular and easily extendable to accommodate new models and attacks as they be-
come available. The targeted framework should be able to simulate specific scenarios to analyze
which models will be more effective in which situations. Such simulation test-bed will be benefi-
cial for other researchers in the field of trust modelling to analyze and compare their trust models
with the purpose of improving their performance and by offering flexibility for them to adjust

parameters of simulations according to their needs.

We would like to the simulation framework to be user friendly and consist of an input inter-
face and an output interface. The input interface provides a convenient way for users to set up
simulation parameters and to run customized experiments. The output should be capable of visu-
ally presenting simulation results as well as providing the otion of textual presentation. The core

engine would be the central part of the simulation framework. Its main functionalities include:
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bootstrapping the simulation process and displaying the input interface for users to configure the
experiments; creating a simulation with a group of agent instances based on the configurations
received from users; coordinating all the components of the simulation framework to accomplish
simulation tasks; collecting simulation results and sending data to the output interface in textual

and visual formats.

Despite the usefulness of evaluating trust models using simulation, real-life testing is neces-
sary before putting any model in production. Implementing the models in real life pilot project
and analyzing the performance of the proposed models in actual life conditions is considered as

a future work.

7.4 Summary

The purpose of this research is to promote effective, efficient, and flexible trust management in
decentralized multi-agent systems. In this thesis, we propose several ideas to achieve this pur-
pose, including the use of suspention combined with fuzzy logic and reinforcement learning for
trust evaluation, the idea of using implicit feedback alone, explicit feedback alone, and the com-
bination of both for trust establishment. In this chapter, we presented our conclusions and a brief
description of directions for future research in order to extend our current work beyond the scope
of the current research project. We highlighted tow main directions for future work: extending
the models them self by adding more criteria, evaluating other computational approaches and
resitting more attacks. The other direction for improvement is extending the validation fo the

proposed models both by exiting the framework of simulation and the variety of scenarios.
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