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Abstract

Accompanying the increasing interest on Vehicle Ad-hoc Network (VANET), there is

a request for high quality and real-time video streaming on VANET, for safety and

infotainment applications. Video Streaming on VANET faces extra issues, comparing

to the Mobile Ad-hoc Network (MANET), like the high dynamic topology. However,

there are also benefits in VANET, like large buffer and battery capacity, predictable

motion of vehicles and powerful CPU and GPU. Video streaming on VANET can be

highly improved by these features. However the poor performance of wireless networks

is an critical issue for video streaming in VANET. The high packet loss probability

of wireless networks significantly reduces the quality of the transmitted video. An error

recovery process is proposed in our research for high quality and real-time video streaming

in VANET, which is call Multi-path Error Recovery Video Streaming (MERVS). The

performance improvement of wireless networks is also considered in our research. The

cross layer technique is adopted in our research, in order to increase the accuracy on

the network condition monitoring and to guarantee the fairness on network resource

distribution. Cross layer protocols on both the Media Access Control (MAC) layer

and the Network layer are proposed to improve the performance collaboratively. The

contribution of my researches are: 1) I proposed a MERVS, which provides high quality

and real-time video streaming; 2) several improvement techniques are also designed to

improve the performance of MERVS; 3) simulation results verifies that MERVS can have

a higher quality on transmitted video comparing to the existing protocols in an acceptable

delay.
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Chapter 1

Introduction

In recent years, accompanying the innovation of mobile devices, the number of wire-

less services explodes dramatically [1]. Some of the mobile devices are integrated with

the vehicle, which generates the Vehicle Ad-hoc Networks (VANETs). The concept of

VANETs is part of the concept of Mobile Ad-hoc Networks (MANETs). Different from

moving at random in MANETs, the motion of vehicle is predictable in VANETs; this is

because the vehicle is restricted by the paved roads. The buffers and batteries of vehicles

can be considered as large enough, because of the power provided by the engine and

the possibility for extra cache. The Central Processing Unit (CPU) and Graphics Pro-

cessing Unit (GPU) can also be considered more powerful than the traditional MANET

nodes. These features enhance the capability of VANETs, comparing to the traditional

MANETs. However, VANETs encounter some new problems, the high movement speed.

The high movement speed of the vehicles decreases the time of the connection between

the vehicles and the infrastructure (V2I), which lowers the chance for information ex-

change. The connections between the vehicle and the vehicle (V2V) are also fragile,

because of the various speed of the vehicles.

The development of VANETs improves people’s life by providing services on safety

and infotainment. Traffic condition review can be provided on VANETs for avoiding the

traffic jam for driving, especially for ambulances and fire trucks. Safely overtaking is also

possible by enlarging the vision of the drivers. Also online movie and video conference are

available inside the vehicle, when you are on the road. The main scenario considered in

this research is that when a vehicle drives across the downtown area, the vehicle obtains

a connection to the access point (AP). The vehicle can download the video to its buffer

in order to maintain the video playing when it is out of the town. This downloaded

1



Introduction 2

video is also can be shared among other vehicle or access point for other users. The key

technique of these services are video streaming, which offers high quality and real-time

video streaming services on VANETs. The issues of video streaming over VANETs is

the poor performance of wireless networks, comparing to that of wired networks, which

needs to be improved. One cause of its poor performance is the unstable environment

of wireless networks, which includes fading, interference and collision. Another reason is

that the existing network protocol and software are mainly designed and implemented

based on the features of the wired networks. The poor performance of VANETs is also

because of its short connection time caused by the high movement speed. Therefore,

to well support the wireless environment, the existing protocol and software should be

modified, or new protocol and software should be proposed.

1.1 Motivation

The challenges of video streaming on VANETs are: how to transmit the high quality

video and how to reduce the time for video streaming. The quality of video streaming

on wireless networks is very low, because of the high packet loss probability caused by

the fading, interference and collision. The quality of the transmitted vide is measured

by Peak Signal-to-Noise Ratio (PSNR) and Structural SIMilarity (SSIM). The quality

of video streaming on wireless network is very difficult to control. It is even worse in

VANETs, because of the fast changing network topology caused by the high movement

speed. Most of the video streaming protocols do not have reliability techniques, because

reliability is considered as useless in video streaming and some packet loss in video

streaming is acceptable. However, certain reliability on important part of the video

should be provided in order to increase the quality of the received video. TCP can be

used to offer reliability in data transmission. However, its poor performance on wireless

networks limits its usage on video streaming.

The real time video streaming is very sensitive to delay and jitter. The limited

capability of wireless networks increase the time for video streaming, which eventually

causes extra delay and jitter to video streaming. To improve the performance of wireless

networks, two questions need to be consider: how to increase the throughput and how to

improve the QoS fairness of the wireless networks. The first question attempts to create

extra network resources, which is known as the performance management issue of Service

Assurance. The second question attempts to optimize the utilization of the network

resources, which is know as the Quality of Service (QoS) management issue of the Service
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Assurance. Many problems on wireless networks arise accompanying these topics: How

to improve the network performance with a high rate of packet loss probability? What is

the optimal performance of a wireless network? How to reach the optimal performance?

How to minimize the contention level of the wireless networks? How to achieve fairness

over high contention level networks? However, solutions for problems addressed above

poses great challenge, because of the Open System Interconnection (OSI) Reference

Model [128], which isolates different network functionalities and simplifies the network

structure of each layer. Network variable becomes hidden to certain functionalities, which

increases the difficulty for network monitoring and performance estimation.

This research intends to provide a solution for video streaming over VANETs on

IEEE802.11, which has lower cost and higher data rate comparing to other network

protocols. The challenges of IEEE802.11 is its small transmission range, which leads to

even shorter connection time in VANETs.

1.2 Problem Statement

This research concentrates on the challenges about the video streaming protocols and

wireless improvement protocols of VANETs in the following aspects:

• Distributed Solution and Self-Organization: The communication cost maintenance

is high for centralized system. Because of the limited resource of wireless networks,

it is critical to reduce the overhead of the protocol. Self-Organized system is a

better choice than the centralized system, in terms of low communication cost.

• High quality Video Streaming: The quality of transmitted video in wireless net-

works is very low, because of the high packet loss probability. The acceptable

PSNR value for video streaming through wireless transmission are 20dB to 25dB

[58, 102], provided the bit depth is 8 Bit. The typical PSNR value for image and

video compression are between 30dB and 50dB [5]. If the PSNR can be increased

for wireless video transmission to 30dB or higher, it is able to offer higher video

quality service.

• Real-time Video Streaming: The main issue of real-time video streaming on wire-

less networks is the limited network resource. In order to offer better real-time

video streaming over VANETs. The performance of wireless networks should be

optimized.
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• Performance Improvement: One of the main issues of wireless networks is its low

performance. It is known that most of the multimedia software are implemented

with Hypertext Transfer Protocol (HTTP) [37] and Transmission Control Protocol

(TCP) [85], rather than Real-time Transport Protocol (RTP) [94] and User Data-

gram Protocol (UDP) [84], as presented in [69]. In order to reuse this software in

wireless networks, the performance of TCP in wireless network will be one of the

most critical issues. As it is known, most of multimedia software is sensitive to

network performance; this is because the high requirements of the audio and video

transmissions. This issue can be resolved by a performance Improvement on the

TCP protocol or other protocols.

• Performance Monitoring and Estimation: Performance monitoring and estimation

are one of the prerequisites for performance improvement. The improvement proto-

col intents to reach the optimal state of the networks, in which the optimal state of

the networks is difficult to estimate in the OSI model. The strict rules of OSI model

limits the communication interface between functionalities, in order to simplify the

implementation of the network structure. However, the OSI model blind some

protocols about the dysfunctionality of the lower layers. For example, TCP treats

all segment loss as a result of congestion; this is because it believe the lower layer

will deliver the packets properly. However, in high contention wireless networks,

the probability of collision and signal interference is very high; and, it becomes

the main cause of the packet loss rather than congestion on TCP. An approach for

performance monitoring, which can pass through the limitation of OSI model, are

required for performance improvement.

• QoS Assurance: Besides the performance improvement, which generates additional

resource, another approach is to manage the network utilization. How to allo-

cate the limited resource is another main issue of the performance improvement in

wireless networks. QoS assurance attempts to reserve the resource for the services

requests; and, the resource are shared based on certain mechanism. A good QoS

assurance algorithm should be proposed to optimize the wireless resource utiliza-

tion.

• Fairness: The mechanism for resource sharing should be optimized based on the

concept of fairness. If the overall requested resource is lower than the network

capacity, the network system should satisfy as many requests as possible; and,
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assigning unnecessary resource to a request should be avoided. The best case is

that each service obtains the exact resource as requested; and, none of the service

is starving.

1.2.1 Challenges of Video Streaming on VANETs

Network Feasibility

Protocol Data Rate Transmission Distance

IEEE 802.11a 6-54Mbit/s 35m (indoor), 120m (outdoor)

IEEE 802.11b 1-11Mbit/s 35m (indoor), 140m (outdoor)

IEEE 802.11g 6-54Mbit/s 35m (indoor), 140m (outdoor)

IEEE 802.11n 7.2-72.2Mbit/s 7m to 140m

IEEE 802.11p 3-27Mbit/s 7m to 140m

WCDMA 384 kbit/s 12 km

CDMA 144 kbit/s 6 km

TDMA 14.4 kbit/s 35 km

LTE 100Mbit/s 5-30 km

Table 1.1: Comparison of wireless networks

Before this research, there are few questions should be considered: which network

infrastructure will be used? and which video compression technique will be used? Table

1.1 lists the parameters of different network protocols. The feature of WI-FI techniques

from IEEE802.11a-IEEE802.11n is high bandwidth but small coverage range. The 3G

techniques, like CDMA and WCDMA, have large coverage range but small bandwidth.

The 4G technique, like LTE, have both high bandwidth and large coverage, but the cost

of 4G networks is very high.

To make a decision on the choice of network protocols in VANETs, it should also

consider the parameters of VANET scenarios. There are two main kinds of scenarios in

VANETs: the urban scenario and the highway scenario. In the urban scenario, vehicles

are moving in the urban area, and the support of roadside infrastructure is available.

In the highway scenario, vehicles are moving much faster than the vehicles in the urban

scenario, and the roadside infrastructure is not available in most of the cases. The vehicle

speed limit in different road is as follow:
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• Urban: 50 km/h = 13.9m/s

• Rural (local highway): 80 km/h = 22m/s

• Highway: 100 km/s = 27.8m/s

The connection of 3G and 4G networks are stable, because the coverage range of 3G

and 4G networks are very large. The feasibility of IEEE 802.11 in VANETs needs to be

confirmed due to its small coverage. For a V2I connection, in principle, a vehicle has a

connection for 17.3 s when passing a roadside infrastructure in the urban scenario. In

theory, this time is enough for an IEEE 802.11g network to transmit a 1-minute video

in HDTV quality and a 10-minute video in VCD quality in full speed. Usually, the

roadside infrastructure will be set up at each intersection in the urban scenario, and the

vehicle can use other vehicles as intermediate nodes to extend the connection range of

the roadside infrastructures. Therefore, an IEEE 802.11 network should be feasible for

V2I connections in urban scenarios. Because the roadside infrastructure is not common

yet in a highway scenario, the V2I connection in a highway scenario is not the main focus

of this research.

In the following, I present some typical data rates for video applications:

• 128 to 384 kbit/s: business-oriented videoconferencing quality using video compres-

sion;

• 1.5Mbit/s: VCD quality, using MPEG1 compression;

• 3.5Mbit/s: Standard-definition television quality, with bit-rate reduction from

MPEG-2 compression;

• 8 to 15Mbit/s: HDTV quality, with bit-rate reduction from MPEG-4 AVC com-

pression;

• 40Mbit/s: Blu-ray Disc, using MPEG2, AVC or VC-1 compression;

In V2V connections, the famous two second rule while driving is a rule providing a

recommendation of safe following distance at any speed. A driver should stay at least

two seconds behind the vehicle directly in front of the current vehicle. Therefore, the

recommendation distance between vehicles in urban scenario is 28m, and the recommen-

dation distance between vehicles in highway scenario is 56m. The IEEE802.11 is feasible

in both the urban scenario and the highway scenario on V2V connections.
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Therefore all network protocols in Table 1.1 are feasible in both V2I and V2V con-

nections. About the data rate, the 3G networks are only feasible for low quality video

streaming, like videoconferencing. Only 4G networks and IEEE802.11 meet the require-

ments of high quality video streaming. By considering the cost of the techniques, it is

decided to conduct the research on IEEE802.11 in VANETs. Because the lack of short

range transmissions in highway scenario, it is only considered the urban scenario in this

research. Meanwhile, IEEE802.11p is added the Wireless Access in Vehicular Environ-

ments (WAVE), which provides Intelligent Transportation Systems (ITS) on IEEE802.11

for vehicle communication.

Video Compression

In this work, I consider the H.264/MPEG-4 standard. The H.264/MPEG-4 AVC com-

pression technique [117] includes both temporal scalability and spatial scalability on

video compression. Its Scalable Video Coding (SVC) extension is able to offer layered

structure video streaming on different quality for different network capacities.

Temporal scalability indicates that the frame rate of the video is changeable. This

feature is offered by the MPEG-4 compression technique. It compresses different types

of frames as indicated below:

• I-Frame: The Intra-frame contains the full information about the image and can

be decoded independently.

• P-Frame: The Predicted-frame improves the compression by removing the temporal

redundancy in the video. P-frame contains only the difference of the I-frame or

P-frame directly in front of the current P-frame.

• B-Frame: The Bidirectional-frame has to be decoded by two reference frames,

where one is from the previous frame and the other one is from the future frame.

By eliminating the temporal redundancy information in the video, MPEG-4 reduces

the size of the video, which is needed to be transmitted. Any received P-frame and

B-frame will enhance the frame rate of the video.

Spatial scalability is supported by the layered structure video compression in the

SVC extension. Each frame is split into several layers in SVC, where the extra layers can

improve the resolution of the base layer. H.264/MPEG-4 AVC SVC is suitable for video

streaming in wireless networks, because its quality scalability (temporal and spatial)

allows video streaming in networks with different qualities.
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1.2.2 Challenges of Performance Improvement

Because most of the wireless protocol is adopted from wired networks. It leaves us some

challenges to improve the network protocols in wireless networks, as follow:

• OSI Model: The strict rules of OSI model limits the capability of each functionality.

Different functionalities are impossible to cooperate with each other. High level

network functionalities is impossible or slow to react to the network condition

changes.

• The Implicit Assumptions of Existing Protocols: Some protocols are designed based

on certain implicit assumption of the network condition. One example is mentioned

above about that TCP treats all segment loss as a result of congestion. The reason

of this TCP rule is that TCP assumes the lower layer network quality is high and

the packet loss probability is low, as that is in wired networks.

• Poor Link Quality: The packet loss probability of wireless networks is much higher

than that of wired networks; this is because the wireless networks operates in open

environment. The communication is easy to interfere to each other. Because there

is no limitation on the number of the connection plugs in the wireless routers, the

number of connections in wireless network can be extremely large. All this factors

leads to a very low link quality.

• Dynamic Network Topology: The connection of the wireless network is fragile

and easy to establish in order to support the device mobility. The topology of

the network changes frequently. This requires additional resource to maintain the

network system.

1.3 Contributions

In my researches, I proposes a Multi-path Error Recovery Video Streaming (MERVS)

protocol, which is able to provide high quality and real-time video streaming. Several

cross layer improvement techniques are also designed on the network layer and the MAC

layer. In order to verify the performance of our proposed protocol, simulations are

conducted in the scenario of the downtown area of Ottawa, Canada. The simulation

results show that our protocols perform better than the existing protocols.
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1.4 Thesis Summary

The proposed research attempts to study the high quality and real-time video streaming

on VANETs over IEEE802.11; and, a set of protocols will be provided. The quality

scalability feature of H.264/MPEG-4 AVC SVC is adopted for video compression to

provide scalable video quality. To further improve the performance of video streaming

in VANETs, wireless transmission performance improvement protocols will be proposed

for wireless transmissions. In order to improve the limitation of OSI model in wireless

networks, the cross layer technique will be employed. Based on the cross layer technique,

a network functionality can retrieve information from other network functionalities by

violating the rules of OSI model. System structure is presented in Figure 1.1.

Figure 1.1: System Structure

The following chapters will be organized as follows: Chapter 2 presents the related

works of our researches; Chapter 3 proposes the multiple channel solution for high qual-

ity and real-time video streaming; Chapter 4 demonstrates a multi-path improvement

on the video streaming solution; Chapter 5 discusses the designed routing protocol for

improvements on data streaming; Chapter 6 presents the designed MAC protocols for
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improvements on data streaming; Chapter 7 indicates the conclusion of our researches

and the possible future work of our researches.



Chapter 2

Related Work

To offer high quality and real-time video streaming on VANETs, the wireless networks

capacity and video transmission approaches should be carefully considered [10, 11]. Be-

cause of the high packet loss rate in wireless networks, PSNR of video streaming in

wireless networks is very high. Quality of the video streaming is difficult to be guar-

anteed. Some researches about the video streaming approaches have been proposed to

solve this problem. Most of the recent researches are cross layer approaches.

Video streaming is one kind of data streaming. Besides protocols specially offered

video streaming, protocols provided for data streaming improvement on wireless networks

can also improve the performance of video streaming on VANETs. Service Assurance

of telecommunication is one of the solution for data streaming service, which intends to

ensure that the service providers guarantee the service quality for optimal user experience,

by the methods of service quality degradation detection and resolution. The directions

of Service Assurance that we are interested in are performance management, which focus

on the performance optimization, and QoS assurance, which focus on the utilization

optimization, over wireless networks. The approaches to improve the performance of

protocols in wireless network can be classified as non-cross layer techniques and cross

layer techniques [101]. Both techniques are going to be presented in this chapter; and,

related researches will be discussed in order to compare the advantages and disadvantages

of both techniques.

11
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Paper Adaptive Scheme routing Error Recovery Multicast flow splitting

Asefi et al. [4]
Adaptive MAC

retry limit

Xing and Cai [122]
video quality cooperative relay

adaptation strategy

Kuo et al. [55]
Adaptive layered WiMAX multicast

video mechanism

Soldo et al. [99]
Distance based MAC-layer

relaying multicasting

Rezende et al. [90, 89]
Receiver based

relaying

Wang et al. [113, 112]
Multipath receiver multipath forwarding

based relaying schemes

Hua et al. [44]

Helper Discovery Scalable Video

and Relay Routing BroadCast/MultiCast

Solution

Tsai et al. [104]

Forward-looking

forward error

correction (FL-FEC)

Lin et al. [60]

Adaptive FEC Enhanced Random

redundancy rate Early Detection

Forward Error

Correction (ERED-FEC)

Our proposal [121, 120]
TCP-ETX TCP retransmission node disjoint and

mechanism link disjoint scheme

Table 2.1: A comparison of existing work on flow splitting

2.1 Video Streaming

The techniques of video streaming in VANET significantly improve the driving expe-

rience. To improve the video streaming over wireless networks, a lot of researches are

already proposed in Mobile Ad-hoc Networks (MANETs). The high dynamic topology

of VANETs leads to new challenges in video streaming.

2.1.1 Video Streaming on VANETs

Video streaming is a well-known topic in Mobile Ad-hoc Networks (MANETs). How-

ever, the high dynamic topology of VANETs introduces new problems in video stream-

ing, which MANET never faces. Many researches are conducted to resolve these prob-

lems. The survey [106] indicates that the approaches of video multicasting are adaptive

schemes, cooperative relaying and Error Recovery Schemes. We also use this classi-

fication method in this section for video streaming on VANETs. Other protocols for

three-dimension video is also available [80, 64, 65, 66]. Table 2.1 indicates the existing

protocols and our proposal.
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Adaptive Schemes

By Improving the channel quality through adapted parameters, the quality of the video

stream can be eventually improved. Asefi et al. [4] proposed a multi-objective MAC

retransmission limit adaptation scheme for video streaming on VANETs. Their work

analyzed the effect of the MAC retry limit to the packet loss of the wireless transmission,

in order to estimate the accurate times of retries for video streaming. It handles the

tradeoff about increasing the times for retries to ensure the transmission of the packet or

decreasing the time for retries to avoid the buffer overflow. Xing and Cai [122] presented

a video quality adaptation strategy, which decides the video quality by considering two

key parameters: current download speed and receiver buffer level. They defined two

threshold for the receiver buffer: the add threshold and the drop threshold. The value

of the two thresholds is determined by the density of the vehicles, current speed of the

vehicle and distance to two adjacent Road Side Units (RSUs). Oyman and Singh [77]

evaluated the performance of HTTP adaptive streaming (HAS) on 3GPP LTE networks,

which is a recent popular internet video delivery mechanism. Kuo et al. [55] proposed

the Utility Envelope-Based Allocation for Layer-Encoded Multicasting (UE-LEM), an

adaptive resource allocation algorithm by layer-encoded IPTV, which maximizes the

total utility and the system resource utility.

The purpose of most of the adaptive video streaming protocols is to dynamically

change the network parameters and the video encoding parameters to avoid packet loss.

However, the packet loss is very common on wireless networks, because of the unstable

network environment, especially in VANETs. Because of the high dynamic topology, ve-

hicles are easy to be disconnected and packet losses may occur during the video streaming

leading to an unrecoverable damage to the video clip. Even though adaptive schemes can

enhance the transmission performance, the broken connection needs time to be detected

and recovered. Without any error recovery mechanism, we are unable to recovery frames

lost during that disconnection.

Cooperative Relaying

Cooperative relaying techniques rely on the relay nodes along the path to forward packets

to the destination [27]. Soldo et al. [99] proposed a Streaming Urban Video (SUV)

protocol based on the path built by the relay nodes. Each node chooses its relay child

during the video streaming, based on the distance between the two nodes. The solution

is based on Time Division Multiple Access (TDMA), so each relay node has to follow the
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schedule time to access the channel. Rezende et al. [90, 89, 91, 92] presented the VIRTUS

protocol, which is a localization information-based and receiving-based relaying protocol

for video streaming. After receiving the packet that needs to be forwarded, the relay

node waits for a short period to check whether another node closer to the destination is

going to forward the packets. Therefore, this protocol guarantees the shortest path for

video streaming to the destination. Wang et al. [113] provided an extension solution to

VIRTUS: LIAITHON, which offers multipath video streaming on VIRTUS. LIAITHON

discovers two available paths to the destination, which also minimize the route coupling

effect. The multipath transmission improves the data rate of the video streaming. Hua et

al. [44] proposed a Scalable Video BroadCast/MultiCast Solution (SV-BCMCS), which

is based on relay routing algorithms. The coverage area of the base station is separated

into different areas for different video layers. The relay nodes will help deploy the layers

to the other nodes to improve their video quality.

In most of the proposed relaying protocols, a common assumption is that the quality

of the each relay node is the same. However, it is not always true because of the dif-

ferent quality and the different workload of the devices. The link quality should also be

considered in the selection of the relay nodes.

Error Recovery Schemes

Vella and Zammit [106] discuss two kinds of error recovery techniques: Forward Crror

Correction (FEC) and Automatic Repeat reQuest (ARQ). Most of the error recovery

schemes would use only FEC or combined the FEC with ARQ [106], because each re-

transmission of ARQ adds at least one round trip time delay to the delivery. Bucciol et

al. [29] proposed a FEC and an Interleaving Real Time Optimization (FIRO) technique

to increase the quality of the communication. That work combined the joint effect of

FEC, Interleaving, dynamic parameter update and dynamic update of the inter-arrival

frequency of the receiver reports, which can provide service with a maximum allowed

packet loss rate and tolerated delay. Qadri et al. [86] discussed an error resilience

approach for ensuring the video quality in video streaming, by employing the Flexible

Macroblock Ordering (FMO) technique to H.264 AVC. The Forward-Looking Forward

Error Correction (FL-FEC) [104] mechanism selects non-continuous source packets in

previous FEC blocks to generate FEC redundancy with the FEC block to avoid burst

packetloss. Lin et al. [60] proposed an Enhanced Random Early Detection Forward Error

Correction (ERED-FEC), which handles the FEC on the access point. The FEC rate is

considered for the wireless channel condition and the network traffic load. FEC is a pop-
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ular topic in error recovery schemes for video streaming, but ARQ is barely considered.

The drawback of FEC is the extra bandwidth consumption caused by the redundancy

data. The drawback of ARQ is the delay caused by the retransmissions.

The problem of FEC is the burst packet deliveries, which might lead to high con-

tention level of packet transmissions in wireless networks. This is caused by the du-

plicated packets generated by the FEC mechanism and the limited resource of wireless

networks. Wireless networks might not be able to absorb the extra generated traffic.

This situation is more severe in high quality video streaming, because of its large band-

width requirement. FL-FEC is able to avoid the burst packet loss, by deploying the FEC

block separately. However, in real-time video streaming, there is only a small period of

time to assign the transmission of a frame in order to minimize the frame delay. FL-FEC

is not a good choice in high quality real-time video streaming.

FEC attempts to generate duplicated packet to ensure the quality of the video, but

sometimes the duplicated packets might be unnecessary. In order to optimize the esti-

mation of the accurate packet loss probability in a VANET, FEC has to be integrated

with an accurate motion prediction of the current vehicle and the surrounding vehicles,

the overall deployment of the access point on the road side, the wireless interference

level prediction, etc. ARQ mechanism only generates the duplicated packet, when an

error happens, which minimizes the number of packets transmitted in the network, with

low cost techniques. The only problem of ARQ is how to minimize the delay of the

transmissions.

2.1.2 Flow Splitting

Flow splitting is one of the efficient approaches to improve the performance of the video

streaming. Flow splitting is able to split a large amount of video data into small data

flows, which lead to a higher delivery ratio comparing to the one flow video streaming.

Several studies [57, 54, 100, 127] have been proposed to multi-path video streaming.

Li et al. [57] proposed a joint coding/routing optimization between network lifetime

and video quality, based on the information theory to Wireless Visual Sensor Networks

(WVSNs). By applying the Distributed Video Coding (DVC) and Network Coding (NC),

the proposed protocol improves the performance limit for video streaming. A two-level

optimization is also presented, in which the high level optimization problem is to update

the coupling variable vector based on the optimal subgraph and the low level optimiza-

tion problem attempts to solve the local optimization of the power, rate and distortion
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Paper Encoding Routing Reliability

Tsai et al. [105] NP

Li et al. [57] DVC NC

Zou et al. [129] SVC NC

Song and Zhuang [100] PGF

Zhu et al. [127] SVC Cloud technique

Volkert et al. [108] HRM QoS insurance

Kserawi et al. [54] FAR

Our solution H.264/MPEG-4 AVC TCP-ETX TCP

Table 2.2: A comparison of existing work on flow splitting

based on the selected coupling variable vector. The low-level optimization problem also

can be decomposed into four cross-layer subproblems: rate control, channel contention,

distortion control and energy conservation. Zou et al. [129] presented a similar study to

[57], in which Scalable Video Coding (SVC) is used instead of DVC. Kserawi et al. [54]

designed a Field-based Anycast Routing (FAR) protocol for real-time video streaming,

which is based on the rapid routing dynamics of an electrostatic potential field model

following a Poissons equation. An on-the-fly rerouting process is also designed to ensure

the continuity of video streaming, when a node failure occurs. Different video streaming

scenarios are considered to design the protocol and to measure its performance. Song and

Zhuang [100] analyzed the performance of probabilistic multipath transmission of video

streaming traffic over multi-radio wireless devices. The Probability Generation Function

(PGF) is derived to evaluate the delay metrics, in which the minimum channel data rate

to support a video flow/substream can be obtained. In order to minimize the overhead

of the splitting flow, the multi-path streaming will be activated if the resource occupancy

exceeds a threshold. By deploying the multi-path transmission in multiple networks, it

results a high resource utilization comparing to single path transmissions. Zhu et al. [127]

presented an efficient cloud-assisted Scalable Video Coding (SVC) video streaming with

QoS-aware multi-path provisioning strategies, which improves the performance of SVC.

The cloud-assisted scheme can provide better knowledge on the network environment of

the requested client. A multi-path algorithm is also proposed in this research to pro-

vide video streaming. Tsai et al. [105] proposed a network proxy (NP) based multi-path

video streaming technique. A mathematical model is derived to obtain the optimal total
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throughput, and a packet scheduling scheme to reduce the impact of packet disorder at

the receiver. Volkert et al. [108] discussed a Hierarchical Routing Management (HRM),

which is a QoS-oriented routing scheme. The network view is organized in different ab-

straction levels, in order to create a tree structure. HRM can achieve QoS guarantees

based on the pre-set transmission requirements. However, it still does not have an error

recovery mechanism, whenever an error occurs. The existing flow splitting techniques are

summarized in Table 2.2, which shows that most of the existing flow splitting techniques

do not provide reliability. The QoS guarantee provided by Volkert et al. still can not

recover from an error.

The aforementioned studies mainly consider the benefit of flow splitting of video

streaming on the network layer. To further improve the quality of the transmitted video,

the error recovery technique should be added to the multi-path solution. As mentioned

above, the retransmission mechanism technique is chosen in this research to ensure the

transmission of the video stream. The type of data to be ensured the transmission is also

needed to be determined. In H.264, I-frames are more important than the other frames.

Therefore, I-frames should be transmitted in a retransmission mechanism technique, and

inter-frames should be transmitted without a retransmission mechanism technique to

reduce the delay.

2.2 Non-Cross Layer Service Assurance for Data Stream-

ing

Besides video streaming techniques, a lot of data streaming techniques are proposed

for performance optimization. We classify them as non-cross layer techniques and cross

layer techniques. Non-cross layer techniques strictly follow the OSI reference model

shown in Figure 2.1. Most of the researches of non-cross layer Service Assurance focus

on the improvement on the Transport layer, the Network layer and the Data Link layer,

which define the process of the transmissions. Each layer implements different network

functionalities. Data link layer offers reliable link connection between two directly con-

nected nodes, which detects and corrects the possible errors; and, one of the famous

protocols is IEEE802.11. Network layer provides route information from one node to

all possible destination in the same network, by forwarding the data between directly

connected nodes; and, the popular protocols for wireless networks in the network layer

is Destination-Sequenced Distance Vector (DSDV) routing protocol [82, 83] and Ad hoc
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On-Demand Distance Vector (AODV) routing protocol [81]. Transport layer provides

end-to-end data transmission for applications; and, the example protocols in transport

layer is User Datagram Protocol (UDP) [84] and TCP [85]. Based on the functional-

ity that researchers attempt to improve, non-cross layer Service Assurance approaches

improve the corresponding layer in OSI layered model.

Figure 2.1: OSI Model

2.2.1 Performance Management on Wireless Transmissions

Performance management focus on the performance of the system in terms of different

parameters. The parameter that we consider in this research is the throughput of the

network. The throughput of the wireless networks is limited because the resource of

wireless networks is restricted by the link quality and high volume of connections. There

are two area that we are going to present in this section: one is the wireless transmission

optimization; and, another one is TCP transmission optimization over wireless networks.

Wireless Transmission Optimization

Contention window mechanisms are designed to avoid collision on networks. If a terminal

attempts to access one resource simultaneously, it will cause collision. When a collision

occurs, the contention window mechanism forces the terminal, which has started the

transmission, to wait for a random time for retransmission. Thus the retransmission has
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a smaller opportunity to collide. A suitable contention window range can simultaneously

absorb the increased system load and guarantee the maximum throughput

The Contention Window adjustment algorithms focus on maximizing overall through-

put. A Determinist Contention Window Algorithm (DCWA) [53] is a mechanism by

which to get a more specific contention window range. During the contention stage, it

increases both the upper and lower bound of the contention backoff parameter through

the predefined contention window range at this stage. The contention backoff is chosen

from a lower bound to an upper bound, rather than from 0 to the upper bound. The

contention window’s decrease process is based on the current networks load and networks

history. The study [110] proposed a GDCF mechanism, which is an improvement upon

Distributed Coordination Function (DCF) on IEEE802.11, by limiting the contention

window recovery only on continuously successful transmissions. The purpose of the con-

tention window adjustment algorithm is to determine the proper contention window size

for a certain moment.

TCP Transmission Optimization over Wireless Networks

TCP suffers high level of degradation in wireless networks, which makes its throughput

almost 10 times less than that of UDP. However, as it is mentioned in the Chapter 1,

most of the multimedia software is still implemented with HTTP and TCP, rather than

RTP and UDP [69]. The performance of TCP over wireless networks is a great limitation

of the reusability of these software. Many researches are conducted in order to improve

the TCP mechanism over wireless networks. The main drawback of TCP over wireless

network is the congestion window mechanism.

The purpose of TCP congestion window is to reduce congestion over the network.

Based on the TCP protocol, each packet loss, no matter the cause, leads to a decrease in

the congestion window size. The reason for this is that TCP always treats TCP segment

losses as a result of congestion. This assumption is only accurate for stable network

environments, for example: wired networks, where packet losses on lower layers are rare.

However, over wireless networks, packet loss is very common due to fading, interference

and contention, which leads to a decrease in the congestion window size without any ac-

tual congestion in the network. This behavior reduces the overall TCP throughput, even

though the channel condition is good. A number of research works have been proposed

with the aim to improve TCP over wireless networks. Fast retransmission and fast re-

covery techniques in TCP try to retain a part of the current flow over the network when

confronted with packet losses, rather than entering slow start, which would reduce the
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congestion window size to 0 and close all current flow [98]. However, fast retransmission

and fast recovery still only halve the congestion window size, which ultimately reduces

current throughput, despite being unnecessary.

• Congestion Window Adjustment: To improve TCP, the first thought is to modify

the congestion window mechanism, in order to make it adjust to the oscillation

of the network quality. ElRakabawy and Lindemann [36] proposed a TCP with

adaptive pacing techniques, which adaptively adjust the TCP sending rate. Marfia

and Roccetti [69] proposed an improved Home Entertainment Center (HEC) archi-

tecture for handling different wireless connection. By integrating TCP Westwood

into the architecture, there is a significant reduction in network degradation over

wireless networks.

• Proxy and Coordinators: Several proxy systems and coordinator systems are pro-

posed to handle the TCP transmissions. Ren and Lin [87] presents a TCP proxy,

which dynamically adjust the sending window in the TCP proxy according to the

changeable available bandwidth. There is a queue in the proxy system, which store

the forwarding message. Normal TCP application only need to forward the TCP

segment to the TCP proxy, without considering any TCP improvement. However,

the improvement of proxy and coordinators are limited; this is because the high

overhead of the centralized solution is not suitable in wireless networks.

• Delayed Acknowledgement (ACK): The concept of delay ACK is to reduce the

number of acknowledgements during the TCP transmissions. After each TCP

segment is sent, the sender will wait for the ACK of that segment from the receiver

to confirm that the segment is successfully received. If the ACK is not received,

the sender will send the segment again. In order to reduce the number of ACK

transmissions, delayed ACK set one ACK to acknowledge more than one TCP

segment. Shi et al. [96] proposed a dynamical delayed ACK algorithm, which

dynamically delays the ACKs during the runtime based on the congestion window

size and ACK types.

• TCP pacing: One of the main reasons leading to the poor performance of TCP

over wireless networks is the TCP burstiness. Many observations indicate that

bursty traffic caused by congestion control mechanisms degrade TCP performance

[2]. The causes of TCP burstiness are as follows: slow start, segment losses, Ac-

knowledgement (ACK) compression and multiplexing. It can be summarized in
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two scenarios: 1) buffer overflow or 2) a large number of segments sent simulta-

neously. Therefore, some researchers focus on spreading a large number of TCP

segments over the whole RTT with TCP pacing. [36] proposed a TCP with an

adaptive pacing technique, which adaptively adjusts its sending rate to spreads

the data segment transmission in the congestion window over a period of RTT.

[76] introduces link RED, a dropping mechanism in 802.11; it increases the backoff

timer of a node, while its number of retries is more than the minimum threshold.

[63] described a pure rate based TCP for replacing the congestion window. An

interval between two TCP segments is calculated based on RTT and SRTT. [42]

presented a link RED and adaptive pacing algorithm for TCP pacing in order to

set a suitable TCP congestion window for TCP transmission. Besides rate control

on the senders, the receivers can also achieve an ACK rate control. [8] presented

an ACK pacing technique by preventing the fixed host from timing out based on

the network conditions; this in turn reduces the degradation of TCP throughput

caused by the temporary network condition. [71] modifies the TCP receivers to

adjust the transmission rate of the ACKs, in order to control the transmission rate

of the TCP senders with the ACK clocking mechanism.

2.2.2 Quality of Service (QoS) Assurance on Wireless Trans-

missions

QoS assurance intends to reserve the resource for requests from subscribers, in order

to guarantee certain quality requirements of the subscribers. Because the insufficient

resource in wireless networks, QoS assurance is important for keeping the performance

level of the services, especially for multimedia applications. The parameter of QoS that

we are going to consider in this research is the throughput. The throughput of wireless

networks is much less than that of wired networks, especially when facing the high volume

of connections. It is critical to decide how to guarantee the throughput of each service

request and how to avoid or reduce the contention with large number of simultaneous

connections. A reasonable resource assignment mechanism should be proposed.

2.2.3 Contention Window Classification

The idea of resource distribution over wireless networks is contention window classifica-

tion, which separate the service request in different contention window categories based
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on their requested resource. IEEE802.11 includes a contention window mechanism, which

in order to avoid the occurrence of contention. If two or more packets are transmitted

to the same destination node simultaneously, the transmissions will be collided. The

collided transmissions will be suspended; and, the retransmissions of the packets will be

postponed based on the decision of contention window mechanism in order to reduce the

collision probability of the retransmissions. The period of time to wait for the retrans-

mission is difficult to determine; this is because if it is too small the collision probability

is very high, and if it is too large the channel might be idle for no reason. In addition to

this reason, contention window mechanism add extra time interval among transmissions,

which will affect the data rate of the services. The analysis of collision probability is able

to improve the networks performance by scheduling the packets based on the networks

traffic estimation [52].

IEEE802.11 [68] includes the Enhanced Distributed Channel Access (EDCA), which is

designed for QoS assurance over the general IEEE802.11. EDCA defines access categories

(ACs) for different traffic based on their priorities. High priority traffic has a higher

chance to send a packet than low priority traffic, because the smaller contention window

size is assigned to the high priority category. The contention window is set based on

the service that is expected in each category, for example video transmissions and voice

transmissions. Besides EDCA, the Transmit Opportunity (TXOP) is also proposed to

enable the service to access the media freely in a short period of a time. In contrast

to the previous transmission protocols, which handle the transmission by one packet,

TXOP provides a way to offer transmission service by a session. In this case, the service

is able to reserve the resource for a period of time, which is not only able to guarantee the

throughput but also the jitter or other parameters for multimedia transmissions. More

researches are proposed in contention window classification area in order to offer QoS in

wireless networks.

Besides the IEEE802.11e, a lot of other researches have been proposed to achieve QoS

assurance in wireless network. A non-contiguous contention window range mechanism

[72] was proposed in order to provide better relative performance between high priority

class and low priority class. This method only support two priority classes and one total

contention window range. Usually, there are more than two QoS classes for the differ-

entiating application. The design should be able to support multiple priority classes.

In order to guarantee the QoS of real time multimedia application on IEEE802.11, an

Adaptive Contention Window Size Adjustment scheme (ACWA) [124] has been devel-

oped. A cross layer design was introduce to ACWA, in order to cooperate with the
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Networks layer and MAC layer. The MAC layer was designed as a multiple priority

queue for outgoing packets. The packet scheduler puts packets of a flow in the suitable

queue, based on a flow requirements and channel state. A Multiplicative-Increase Linear-

Decrease (MILD) [7] based on a Sliding Contention Window (SCW) was proposed, which

provide a SCW per priority class. The contention windows changing on the contention

stage is based on the MILD algorithm, with the aim to get higher performance under

heavy system load conditions. This research focuses on how to manage the different QoS

constraints among priority groups. The study [118] provided a Call Admission Control

(CAC) design in order to satisfy the QoS fairness between high priority and low pri-

ority connections. Adaptive Contention Window Adjustment (ACA) is an additional

mechanism provided in order to reduce the collision while the system load increases. An

improved Distributed Coordination Function (DCF) scheme, DCF-MB, has been pro-

posed in [31]. This research tries to solve the unfairness behavior of the DCF algorithm

by multiple contention windows principle.

Even though most of the current QoS classification algorithms can partially solve the

QoS problem on Ad Hoc Networks, they cannot achieve real QoS fairness over the net-

works for the same reasons as EDCA and HCCA, which ignore the external relation and

the slight difference among service requirements. In order to offer better QoS assurance,

each service requirement should be carefully considered. [111] pointed to a solution to

the QoS fairness problem caused by DCF on IEEE802.11. This paper presents a non-

linear function by which to measure the difference between the achievable throughput

and the corresponding QoS requirements. A Neural Networks will be built based on this

non-linear function. After learning the Neural Networks, the non-linear function can

adaptively determine the suitable backoff for the specified QoS requirement. However,

this approach need extra time for learning, while the network topology is changed. Un-

fortunately, dynamic network topology is one of the main challenges of wireless networks.

A light weight solution should be proposed.

2.3 Cross Layer Technique over Wireless Networks

for Data Streaming

Non-cross layer techniques are merely capable to patch up the problem occurring in

wireless networks; however, they can not really solve the problem, unless they create

a new protocol. One of the main causes of the poor performance of the protocols in
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wireless networks is the OSI layered model, which restricts the exchanging information

from layer to layer. OSI model merely create interface between adjacent layers for limited

information exchange. Each layer is impossible to obtain extra information from adjacent

layers; and, it is also impossible to retrieve information from other layer by crossing the

adjacent layers.

Cross layer technique is an designing approach by violation of the reference layered

model [101, 40]. This technique is suitable for wireless protocol design, because the strict

OSI layered model is unable to react to the changeable quality of wireless networks.

Cross layer technique allow an protocol to retrieve additional information about network

condition, which simplifies the way to estimate the network quality and enhance the

speed to react to the dynamical link quality.

2.3.1 Approaches for Cross Layer Design

To design a cross layer protocol, there are several different existing approaches:

New Interface

OSI layered model only offers interfaces between adjacent layers. New interfaces have

to be designed in order to allow additional information exchange between two layers.

Figure 2.2 presents the new interfaces between two different layers. The interface can be

created from top to bottom, like the one from Layer 4 to Layer 1. It also can be created

from the bottom to the top, like the one from Layer 1 to Layer 3. The creation of the

interface is simple and flexible, but usually it is good to make it just one way and it is

merely between two layers.

Figure 2.2: New Interface Between Layers
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A Shared Database

In order to allow the data sharing among multiple layers and unify the way of data

management, a shared database can be used for data exchange among different layers.

The shared database provides information storage and retrieval service to the connected

layers. The advantage of a shared database is its pre-defined and unified data sharing

and retrieval procedure, which simplify the development of new cross layer protocols.

The shared database also help to manage the data sharing.

Figure 2.3: A Shared Database For Information Exchange

Merging of Adjacent Layers

Some cross layer design may merge the adjacent layers in order to simplify the function-

alities or to enhance the capability of the layer by creating a superlayer. The example

is shown in Figure 2.4. Network-assisted Diversity Multiple Access (NDMA) [125] is an

example solution by merging the physical layer and Media Access Control (MAC) layer,

in order to solve the collision problem by improve the signal processing in Physical layer.

Design Coupling

Design coupling method for cross layer design is different from the designing approaches

discussed above. Without creating any extra interface and communication mechanism,

design coupling approach achieve the cross layer idea at the design phase. The design of

a layer is based on the functionality of a reference layer. Data exchange is not needed in

design coupling, because the system is in integration design. The designed layer can be

above the reference layer or below the reference layer.
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Figure 2.4: Merging of the Adjacent Layers

Figure 2.5: The New Layer is Designed Based on the Reference Layer
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New Abstraction

The final goal of the cross layer design is to create a complete new network abstraction,

which is different from the existing OSI layered model. To match the feature of wireless

networks, a flexible network abstraction should be proposed, which react fast to the

various network connection quality. Braden et al. [28] design a design a new network

abstraction based on the concept of heap, which is not the protocol stack like OSI layered

model. The functionalities of the networks is designed as Role in the heap; and, the

interfaces between layers are replaced by the interactions among role, which is control

by the Middle Boxes.

2.3.2 Cross Layer Design Service Assurance

Recently, the most common network protocols used for application development are UDP

and TCP. In order to reuse the existing applications over wireless networks or to keep

the application design in the same way, the performance of UDP and TCP has to be

improved. As we discuss in the previous section, the non-cross layer technique is difficult

to adjust to the rapidly changed network quality. The adoption of cross layer technique

is very helpful to make the system flexible enough to react to quality change. There

are many protocols proposed under the cross layer technique in order to improve the

performance of both UDP and TCP. We classify these researches based on the layer that

they interact with. There are two layers will be discussed in the following section: MAC

layer and Network layer.

MAC Layer

MAC layer is a sub layer of Data Link layer, which provides access control for the shared

media. The basic function of MAC in IEEE802.11 is link connection. Several mechanisms

are created to enhance the network reliability. The backoff mechanism is proposed to

resolve the problem caused by the simultaneous multiple accesses to the shared media. If

two or more node send packets to the same destination, the packet will be collided, and

the destination can not read the transmitted packets. The backoff mechanism postpone

the retransmission of all transmitting nodes with a random time, in order to avoid the

occurrence of the next collision.

The Request To Send (RTS) and Clear To Send (CTS) mechanism is also adopted

in IEEE802.11, which confirm the channel is idle before the data transmission starts.
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Before the packet is sent, the source sends a RTS to request a transmission and a waiting

timer will be set. If the destination receive a RTS, it will reply a CTS if it is ready to do

so. By receiving a CTS, the source knows the destination is ready to receive a packet;

and it will schedule the transmission of the data packet. An acknowledgement will be

sent, when the data packet is receive in the destination side. If the CTS is not received in

the source side and the waiting timer is timeout, the source will retransmit the RTS until

the times for retransmissions reaches the maximum number. The purpose of RTS/CTS

mechanism is to establish reliable link between two connected nodes.

As we mention in the section above, the TCP congestion window treats all TCP

segment loss as a result of congestion, which means TCP believes the buffer of receiver

side is overflowed. Therefore the sender side narrows the congestion window and slows

down the transmission. Research [41] shows that TCP segment loss is mainly due to

contention on the link layer; and, contention loss usually happens before the TCP buffer

overflows. Therefore, in addition to techniques on queue management, congestion window

adjustment, and delayed acknowledgement, cross layer monitor and optimization are one

of the most important techniques for TCP improvement over wireless networks. The

way to decide if a TCP segment loss is caused by congestion or contention does not exist

in normal TCP; this is because the lower layer of the network is hidden by OSI layered

model. Therefore many researches have been proposed to solve this problem.

To estimate the RTT, Zhang et al. [126] split the RTT into two parts: congestion

RTT and contention RTT. Contention RTT is the amount of delay caused by contention

on the link layer, while congestion delay is the sum of the remaining delay, such as

queuing delay, transmission delay and processing delay. This paper assumes that the

transmission rate of successive segments is mainly determined by congestion RTT. With

an estimation of contention status, a modified bandwidth-delay product (BDP) has been

presented in order to illustrate the network capacity, which instructs the congestion

window adaptation mechanism in order to establish a suitable congestion window size.

Park et al. [79] studied the unfairness of wireless network, and concludes that the causes

are TCP asymmetry and Media Access Control (MAC) asymmetry. This paper indicates

that both TCP and MAC only take the sender side into consideration as it give less service

opportunities to the receiver side. In considering fairness over wireless networks, this

paper presents a cross layer feedback approach by investigating the interaction between

TCP and MAC. This algorithm measures the channel access cost for TCP at the MAC

layer in order to control the congestion window.

The aforementioned studies use a cross layer technique to monitor network conditions,
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since it is able to access lower layer parameters. However, the cross layer technique can

do more than monitoring and estimation. Because TCP segment loss is mainly caused

by contention on wireless networks [41], contention control is another approach by which

to improve the performance of TCP. Luo et al. [62] analyzed the relation between TCP

throughput and channel conditions on cognitive radio networks, and models the channel

as Partial Observable Markov Decision Process (POMDP) for solving the throughput

optimization problem of secondary users. This paper indicates that the size of the frame

on link layer is one of the factors that affect the overall throughput of TCP based on the

derived equation. Therefore, the action space of the POMDP model determines which

frame size will be chosen based on current network conditions. The direct reward of the

POMDP model is the estimated throughput of current network parameters. Chen et

al. [30] chose a similar way to solve the problem of TCP performance in cognitive radio

network for secondary users. This paper models the channel as a Finite state Markov

Chain (FSMC) model as the Rayleigh block-fading channel.

Network Layer

Network layer is responsible for packet forwarding through a selected route. The quality

of the route will cause different effect to the protocol performance. In order to select the

most suitable route for different protocols, the mechanism of those protocols should be

considered carefully. Even through Network layer does not provide flow control mecha-

nism, it can eventually affect the network performance by providing a suitable path for

transmissions.

• Wireless Optimization: There are many existing routing protocols have been pro-

posed to provide high quality routes. Expected Transmission Count (ETX) [32]

is a path metric that estimates the corresponding number of transmissions needed

to successfully transmit a packet, including retransmission. It probes all destina-

tions in a network in order to retrieve accurate information regarding packet loss

probability to all destinations. Based on the packet loss probability, it derives

the corresponding number of transmissions to successfully transmit a packet. By

lowering the transmission of packets, the performance of the transmission can be

greatly increased as well. Krco et al. [51] presented a research on modification of

neighbour detection of AODV for performance improvement. Wang et al. [114]

discussed the possibility of using joint routing-and-scheduling in wireless networks.

They propose a joint routing-and-scheduling algorithm for mesh networks, based
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on the traffic information uncertainty.

• TCP: In order to find a high quality path for TCP, the link condition should be

considered rather than the minimum number of hops. Nahm et al. [74] studied

the TCP operation range with static routing, which results in a low bandwidth

delay product in multi-hop IEEE 802.11. This work proposes two techniques to

improve TCP performance: TCP fractional window increment (FeW) scheme and

Route-failure using BUlk-losS Trigger (ROBUST) policy, where FeW is used to

prevent link loss and ROBUST works as an on-demand routing protocol. ROBUST

performs routing according to the following instances of link loss on the link layer:

such as node mobility, congestion and channel noise. However, their proposed

solution does not consider how to improve the TCP throughput by using these

techniques. On the other hand, INSIGNIA signaling system [56] supported quality

of service insurance over ad hoc networks. It offers a fast path reservation and the

restoration of service by integrating QoS and routing protocol. IP packet is self-

contained, so that reservation and restoration are fully maintained by the routing.

INSIGNIA modifies the Distributed Control Function (DCF) of IEEE 802.11 to

offer a set of services for INSIGNIA.

Many modifications of ETX have been proposed to enhance its performance. Zhang

et al. [123] investigated the existing data-driven estimation based on the ETX

routing protocol and classified them into two groups: L-NT, that uses aggregate

information, and L-ETX, which uses individual information. Zhang et al. show

that L-ETX achieves a much more accurate and stable performance than L-NT,

and L-ETX has a higher level of reliability and energy efficiency than L-NT. Kout-

sonikolas et al. [50] proposed a new efficient network coding based opportunistic

routing (OR) protocol, CCACK, in which nodes can acknowledge the coded net-

work traffic and inform the upstream node about loss rates. To lower the overhead

of that protocol, they introduced a cumulative coded acknowledgment. Jung et al.

[48] studied traffic load balancing over three-dimensional wireless mesh networks,

and proposed a global load balancing scheme with only one hop information. The

proposed scheme is tested on a testbed and compared with the Optimized Link

State Routing (OLSR) ETX protocol. Huang et al. [45] introduced greedy for-

warding into ETX given its simplicity and light weight. That study proposed

a Topology Aware Routing (TAR) protocol, which stores the distance of nearby

nodes. Besides integrating TAR with the ETX protocol, this particular solution
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chooses the optimum path. By combining these techniques, TAR can achieve low

cost routing, find less transmission path and forward packets that are geograph-

ically closer to the destination in the physical space. Javaid et al. [47] proposed

an interference and bandwidth adjusted ETX (IBETX) routing protocol that uses

cross layer techniques. IBETX calculates the interference on the MAC layer and

the bit rate of all nodes in the same contention domain. After that, an ETX metric

helps to choose the optimum path that bypasses heavy traffic areas.

Besides the high quality path, some researchers focus on different aspects of ETX.

Dong et al. [34] proposed a secure routing protocol, by preventing compromised

nodes to offer malicious routing information. Their algorithm is able to identify

attacks and to restore the malicious information.Jakllari et al. [46] indicated that

not only does the number of hops and link quality affect the TCP transmission, but

the link position also has a very important impact on TCP traffic. They studied

a simple model with a lower quality link on a different position, which resulted

in totally different values of TCP throughput. The work in question proposed a

path metric, Expected number of Transmissions On a Path (ETOP), which is a

modified ETX. The authors’ protocol models the network as a graph, and computes

the smallest ETOP through the graph model. The main drawback of this protocol

is that it needs a centralized decision maker for collection information from the

network to complete the graph model. Its scalability might be a problem in large

scale networks.



Chapter 3

Multi-channel Error Recovery Video

Streaming on VANETs

The purpose of our researches is to propose a scheme for high quality and real-time video

streaming on VANETs. Based on H.264/MPEG-4 AVC, both the P-frames and the B-

frames have to be decoded by the reference frames, while the I-frame can be decoded

independently. Therefore, most of the video information are save in the I-frame. The

loss of a I-frame will cause chain effect on the information loss in the following P-frames

and B-frames. Therefore, error recovery technique should be applied to the I-frame

transmission for guaranteeing the transmission of the I-frames, in order to maximize the

quality of the video. TCP transmission is used to achieve the error recovery on I-frame

transmissions, by the ARQ mechanism of TCP.

3.1 Multi-channel Error Recovery Video Streaming

on VANETs

The quality of a video streaming is measured by both temporal and spatial criteria. The

usual temporal criterion is the frame rate, and the usual spatial criterion is known as the

Peak Signal-to-Noise Ratio (PSNR). To improve the video streaming on VANETs, both

criteria need to be considered. The video compression techniques H.264/MPEG-4 AVC

SVC provide an scalable video format for video streaming. It provides both temporal

scalability and spatial scalability for transmitting video on the networks with different

quality.

Figure 3.1 shows the temporal scalability of H.264 by classifying the video frames as

32
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Figure 3.1: Effect of the loss of I-frame in video streaming

I-frame, P-frame and B-frames. I-frames contain the full information of the image, and

P-frames and B-frames only contain partial information, which need to be decoded by

other reference frames. As shown in Figure 3.1, a P-frame needs a reference information

from the directly previous I-frame or P-frame to decode, because it eliminates the tempo-

ral redundancy of the video stream. Different from P-frames, a B-frame needs a reference

information from one directly previous and one directly following I-frame or P-frame for

decoding. In Figure 3.1, the loss of the first I-frame will affect the directly following

P-frame, because it is the only reference frame of that P-frame. The damaged P-frame

will affect the following P-frames and B-frames, because of the loss of redundancy infor-

mation. The damage on the last few B-frames will not be that serious, because it also

refers to the reference frame after it, but its quality is still affected. The effect of the

lost I-frame only stops, when the next I-frame is received which contains the full infor-

mation. The loss of an I-frame damages the whole Group Of Picture (GOP). Actually,

the receiving of an I-frame will also benefit the previous GOP, which can be observed

from the last B-frames decoded based on the I-frame received after it. Therefore, the

information in an I-frame is very important for generating the visible frames. Any loss

of an I-frame during the transmissions will cause a huge damage on the video, and the

guarantee of the transmission of an I-frame can eventually improve the quality of the

video streaming.
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3.1.1 Multi-channel Video Streaming

Given that frames have different roles, they should be considered differently. Previous

studies assign different priorities for different frames to achieve packet dropping in the

gateway or intermediate nodes. When the queue of an intermediate node is full, low

priority packets have a higher chance to be dropped. In this way, high priority packets

have a higher chance to be transmitted. However, there is still a probability for the

loss of important messages, because of fading, interference and collision. The loss of an

I-frame will cause a serious chain effect in the video clip. On the other hand, the quality

of the video clip will be highly improved, if the transmission of I-frames are guaranteed.

Even though a P-frame can be a reference frame, it is not going to be assigned to a

reliable channel, because the information carried by P-frames is not as important as

the I-frames, and the capability of a reliable channel in wireless networks is limited as

well. To minimize the information that is needed to be guaranteed, only I-frames are

transmitted through the reliable channel, while P-frames and B-frames are transmitted

in the unreliable channel.

Reliable  

Unreliable

Channel

Channel

…

…

Figure 3.2: Transmitting different types of frame in different channels

The reliable channel, for the I-frame transmissions, uses the TCP protocol whereas

and the unreliable channel uses the UDP protocol. The Automatic Repeat reQuest

(ARQ) technique of TCP increases the chances of a message to be received. However,

because of the degradation of TCP in wireless networks, TCP is barely considered in

video streaming in a wireless network, even though most of the multimedia software is

implemented using HTTP and TCP, rather than RTP and UDP [69]. The throughput of

the TCP protocol is usually much lower than UDP in wireless networks. However, TCP
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is still able to transmit the important information in video streaming with limited size.

Therefore, TCP is used in our research to implement the reliable channel.

3.1.2 System Architecture

MERVS contains two channels, the reliable channel and unreliable channel. The reliable

channel guarantees the packet transmission and the unreliable channel does not contain

any reliability mechanism. Figure 3.3 depicts the architecture of our system. There is a

frame filter in the sender side responsible for deciding the corresponding channel for the

input frames. In our protocol, I-frames are assigned to the TCP protocol, and P-frames

and B-frames are assigned to the UDP channel. The ARQ mechanism in TCP guarantees

the transmissions and order of I-frames, generating a high quality base frame sequence.

The P-frames and B-frames sent through the unreliable channel enhance the temporal

quality by increasing the frame rate. The frame reassembling algorithm in the receiver

side regenerates the video according to the order information in the packets.

Figure 3.3: Process of multi-channel video streaming

As mentioned, TCP suffers degradation in wireless networks, especially in a VANET.
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Therefore, a video streaming solution based on TCP is unrealistic in a VANET. On the

other side, a video streaming solution based on UDP needs a reliability mechanism in the

upper layer to improve the transmitted video quality. In this work, we propose combining

both TCP and UDP protocols to achieve the desired video quality.

3.1.3 Computational Complexity

One concern about transmitting video in different channels is the computational complex-

ity to separate the video stream into intra-frames and inter-frames and the computational

complexity to combine the two channels into the video stream. The patent [103], pub-

lished in 2013, describes a video frame parser able to separate the I-frame and inter-frame

in a video stream. That patent proposes storing the I-frame data and inter-frame data

separately in order to improve the performance of trick play. In that way, there is no

extra computational complexity in our scheme, if this technique is used to preprocess the

video stream.

A sequence ID should be assigned to each frame packet in order to regenerate the

video stream. After the streams from the reliable channel and the unreliable channel are

received, they will be sorted by the sequence ID first to simplify the video regeneration.

The computational complexity of sorting is O(n log(n)), which is the expected cost of

the average case of Quicksort. Both the received I-frame and inter-frame sequences will

be scanned and the sequence ID will be compared. The packet with a smaller sequence

ID will be placed before the packet with a larger sequence ID in the video stream. The

computational complexity will be O(n). Therefore, the total computational complexity

will be O(n log(n)) +O(n).

3.1.4 Simulation Result

The purpose of our simulations is to test the behavior of the multi-channel error recovery

solution for future improvement. Multi-channel error recovery solution is tested under

two scenarios: the V2V scenario and the V2I scenario. The V2V scenario is a two lanes

traffic. Both lanes are going to the same direction. The distance between two adjacent

vehicles is 100m, and the video streaming is tested in two hops transmission, which

extends the range of the video streaming. The speed of the vehicle is assume to be stable

and the same in our scenario to simplify the scenario, which is set to 13m/s. The video

sample clip used in this simulation is with 352 × 288 resolution and 10s long, which

is close to the quality of VCD. The simulation result in Figure 3.4 shows that multi-
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Algorithm 1 Regeneration of the Video Stream

Require: Iframes.length ≥ 0 packets array of I-frames

Require: PBframes.length ≥ 0 packets array of PB-frames

1: Icur = 1

2: PBcur = 1

3: V ideoCur = 0

4: Iframes[0]→ IF

5: PBframes[0]→ PBF

6: while running do

7: if IF.ID < PBF.ID or PBframes.length < PBcur then

8: IF → V ideo[V ideoCur]

9: if Icur < Iframes.length then

10: Iframes[Icur]→ IF

11: end if

12: Icur ++

13: V ideoCur ++

14: else if PBF.ID < IF.ID or Iframes.length < Icur then

15: PBF → V ideo[V ideoCur]

16: if PBcur < PBframes.length then

17: PBframes[Icur]→ PBF

18: end if

19: PBcur ++

20: V ideoCur ++

21: end if

22: end while
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channel error recovery solution can offer higher PSNR comparing to merely use UDP

for transmission. The several peaks of PSNR in multi-channel error recovery solution

is caused by the successful receival of I-frames. The received I-frames even benefits the

PSNR of the following frames and the previous B-frames. From the result, it can be

seen that UDP rarely successfully receives a complete I-frame; thus, the UDP fails to

transmit the high quality video clips. However, multi-channel error recovery solution

suffers PSNR degradation in the first few frames; this is because the bursty transmission

at the beginning of TCP collides and interferes with the UDP traffic. Therefore, the

transmission of the UDP traffic is delayed by 1s, and multi-channel error recovery solution

gets better PSNR at the first few frames.
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Figure 3.4: Video streaming simulation result on V2V scenario

Protocols Received Frames Average PSNR STDV Transmission Time [s]

UDP 236 26.4 7.04 10.680588

multi-channel 281 31.22 4.78 15.959039

1s Delay multi-channel 283 31.65 6.31 14.718831

Table 3.1: Video streaming parameter of V2V scenario

The only problem of multi-channel error recovery solution is the time needs for video

streaming. In Table 3.1, it shows that even though multi-channel error recovery solution

give a higher PSNR, the transmission of multi-channel error recovery solution needs

about half of the time more than the transmission of UDP. The V2V scenario is tested
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again by restricting the time for transmission to 10s, which is the play time of the video.

The simulation result is shown in Figure 3.5. Multi-channel error recovery solution and

1s delay multi-channel error recovery solution does not successfully transmit one whole

I-frame, but the 2s delay multi-channel error recovery solution is able to successfully

deliver one whole I-frame. Therefore, it can be seen that the problem of our research

is the TCP transmission is delay by the UDP transmission, because of the collision and

interference. The extra time of multi-channel error recovery solution transmissions is

cause by the TCP transmissions, which wait for the UDP transmission to finish when

UDP transmission occupy the route.
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Figure 3.5: Video streaming simulation result on V2V scenario with limited time

Our V2I scenario is set up in the similar two hops scenario. A vehicle is moving

towards the RSU and a connection is maintain by one previous vehicle which is closer

to the RSU. When the vehicle move inside the range of the transmission, the video

streaming starts. Figure 3.6 shows the simulation result of the V2I scenario. It gives

similar result in the V2V scenario. The transmission still suffers a degradation at some

frames because of the busty transmission, but the I-frames get successful delivered after.

1s Delay multi-channel error recovery solution can avoid the bursty at the beginning, but

it still suffers burty later because of the limited route in this scenario. In Table 3.2, multi-

channel error recovery solution still needs extra time for video streaming, comparing to

the UDP transmission.

If the transmission time is restricted to the play time of the video clip, the similar

result will be retrieved in Figure 3.7. The transmission of I-frame is still fail for multi-

channel error recovery solution and 1s delay multi-channel error recovery solution. The
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Figure 3.6: Video streaming simulation result on V2I scenario

Protocols Received Frames Average PSNR STDV Transmission Time [s]

UDP 299 26.4 6.59 10.680588

multi-channel 290 31.22 4.78 13.268961

1s Delay multi-channel 290 31.64 3.34 13.178452

Table 3.2: Video streaming parameter of V2I scenario
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interference and collision between the UDP and TCP should be considered in the future

work.
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Figure 3.7: Video streaming simulation result on V2I scenario with limited time

3.2 Delay Improvement Techniques of Multi-channel

Error Recovery Solution

A problem of MERVS is the delay caused by the reliable channel caused by the degrada-

tion of TCP in wireless networks. A failure of any TCP segment will increase the delivery

delay by one Round Trip Time (RTT). In a VANET, this situation is much worse because

of the fast changing topology and the fragile connections. The segment delivery ratio

is lower than in regular wireless networks. TCP suffers extra delay because of the low

delivery ratio. The interaction of the reliable channel and the unreliable channel will also

delay the reliable channel because of the disorder when both channels access the shared

medium. The cause of the delay is as follows:

1. Channel coupling between TCP channel and UDP channel: both TCP and

UDP ignore any reliability mechanism of the lower layers because it is hidden in

the protocol stack. Therefore, TCP and UDP transmit packets to the lower layers

without noticing if such mechanism is available or not. Because the IEEE 802.11

standard sends one frame at a time in the Medium Access Control (MAC) layer,

there should be a waiting queue to store the messages generated by TCP and UDP.
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There is only one queue to store the generated messages, so both TCP and UDP

segments will be put in the same queue. The segment order becomes a problem for

TCP and UDP because of the confirmation mechanism of each protocol (confirmed

in TCP versus unconfirmed in UDP). UDP segments occupy the queue when TCP

segments are waiting for their acknowledgements.

2. Low efficiency of the TCP channel: the TCP mechanism tries to avoid con-

gestion during the network transmissions. Congestion control prevents the source

from sending more messages than the destination’s capacity, causing a receiving

buffer overflow. However, given a reasonable large buffer, message loss in wireless

networks is mainly due to contention, rather than congestion [41]. Another prob-

lem is that the TCP congestion control mechanism treats all delivery failures as

a result of congestion, which is incorrect in an unstable network condition, such

as in a VANET. Congestion control slows down the TCP transmissions during the

detected congestion, which might be a false alarm.

3. Video packet scheduling for TCP Channel and UDP Channel: given that

the size of an I-frame is much larger than that of an inter-frame, the workload

in MERVS might not be well separated since the reliable channel requests might

exceed the resource limit of the TCP channel. The way to balance the workload

separation of both the TCP channel and the UDP channel should be carefully

considered.

In the following sections, we explain in more details the aforementioned problems and

present solutions for them.

3.2.1 Priority Queue

TCP transmissions need to wait for the acknowledgement of previous messages to be

ready to transmit, as defined by its congestion window mechanism. Different from TCP,

UDP does not constrain the message transmissions. The coexistence of these two different

behaviors may cause a negative effect on the transmissions, as depicted in Figure 3.8 that

shows a message sequence of a video stream, in which the message ID varies from 1 to

20. Messages 1, 2, 3, 11, 12 and 13 are in grey box, representing the I-frames and to

be sent through the TCP channel. The other messages are going to be sent through

the UDP channel. We assume that the TCP congestion window size has size three and

messages 1, 2 and 3 are transmitted at the same time. The ACKs of messages 1, 2 and
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3 are received after starting the transmission of messages 11, 12 and 13. Therefore, the

transmission of messages 11, 12 and 13 is postponed because of the delay to receive the

ACKs. In the waiting queue, messages will be pushed into the queue one by one, like

Queue A. Because of the delayed ACK, messages 11, 12 and 13 are not ready to be

transmitted because of the congestion window mechanism. However, the UDP channel

will not wait for the TCP channel and keep pushing the new messages to the waiting

queue, like Queue B. The ACK is received after message 18, and messages 11, 12 and

13 become ready to be transmitted at the same time. Therefore, they are pushed into

the waiting queue, like Queue C. However, the queue is already occupied by UDP

messages, which should be transmitted after messages 11, 12 and 13. In this case, the

transmissions of TCP segments are postponed. This delay adds to the following TCP

transmissions, because TCP transmissions need to wait for the ACKs of the previous

congestion window ready to be transmitted. The correct transmission schedule should

be the same as Queue D in this scenario.

Figure 3.8: Negative effect caused by different behaviors of TCP and UDP

The disorder of both TCP and UDP channels is caused by the priority issue. De-

spite the fact that TCP and UDP messages have the same priority in the waiting queue,

TCP messages are slower than UDP messages most of the time. Video messages should

have a priority based on their sequence ID to maintain the correct video sequence. The

different mechanisms of TCP and UDP confuse the order of video messages in the wait-

ing queue. Therefore, a sorting algorithm should be used to correct that order. The

priority queue that we proposed has the same cost of the sorting algorithm. There-
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fore, the computational complexity of the priority queue for the insertion performance

is O(n log n), implemented by the Quicksort, and the computational complexity of the

pull performance is O(1).

3.2.2 Quick-Start for TCP

The degradation of TCP over wireless networks is caused by the assumption that all

delivery failures are the result of congestion, which means the sender transmits too fast

and the receiver carries too much data in buffer. This assumption is correct in wired

networks in most of the cases, because of the stable network environment. However, this

assumption is incorrect in wireless networks, because the causes of the packet loss vary,

such as fading, interference, and contention. In a VANET, another cause of the delivery

failure is the fast motion of vehicles, which leads to network disconnection.

Different implementations of TCP act differently, when a delivery failure occurs.

TCP treats both timeout (TO) and triple duplicated ACK (TD) as TCP segment losses.

Each host sets initially the congestion window size to a multiple of the local maximum

segment size, and TCP begins the slow start phase. In our analysis, we assume that the

initial congestion window size is 1. In the slow start phase, even though the congestion

window size exhibits an exponential growth when receiving successful ACKs in sequence,

it still needs to take log2(N) Round Trip Times (RTTs) to let the congestion window

size become N segments. During the recovery of the congestion window, TCP segments

are delayed because of the small congestion window. Some implementations treat TD

similarly to TO, like TCP Tahoe. Other implementations halve the congestion window

size and begin the congestion avoidance phase. The increment of the congestion window

size is linear, which is slower than the slow start face. Therefore, it also takes time to

recover the congestion window size back to its initial size before a delivery failure.

If the delivery failure is not caused by congestion, the TCP congestion control is

unnecessary. There is an optional Quick-Start mechanism [38] for TCP, in which the

corresponding entities, i.e., sender, receiver and cooperated routers, negotiate the start

transmission rate together. Sender can request a higher transmission rate, which should

be approved by the routers and receiver. Routers and receiver decide the suitable trans-

mission rate for each Quick-Start request, based on their capability. The transmission

rate in Quick-Start respond should be small or equal to the transmission rate in Quick-

Start request. If the Quick-Start request is approved, TCP will transmit up to the

approved sending rate for a given data window. If the request is declined, TCP will
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enter the slow start phase. With the Quick-Start mechanism, the TCP transmissions

can be started in a negotiated sending rate rather than the initial sending rate. In this

case, it can avoid some of the false congestion detection in TCP, by negotiation among

sender, receiver and cooperative routers.

3.2.3 Scalable Reliable Channel (SRC)

The disorder of TCP channel and UDP channel in queue management is presented in

Section 3.2.1. The priority queue is a kind of palliative treatment for the disorder. The

real reason of the disorder is the limited resource of the TCP channel in wireless networks

and the unbalance size of I-frames and inter-frames. To solve this problem, we should

analyze the correct proportion of messages that should be transmitted in TCP channel.

Figure 3.9: Analysis of the stream balance of TCP and UDP

Analysis of TCP capability

In Figure 3.9, there is a sequence of video stream messages with IDs varying from 1

to 20. Messages in a grey box are going to be sent in the TCP channel, whereas the

other messages in the UDP channel. The first I-frame, in messages 1, 2 and 3, will

start the transmission at T1. The following inter-frame messages, from 4 to 10, will start

the transmission at T2. The next I-frame, in messages 11, 12 and 13, will start the

transmission at T3. If the ACKs of messages 1 to 3 are received at ACK position A

before T3, the TCP channel will be empty after receiving the ACKs, because messages 11

to 13 have not started the transmissions yet. In this case, the resource in TCP channel

is wasted. If the ACKs of messages 1 to 3 are received at ACK position B after T3,

the transmissions of messages 11 to 13 will be delayed, like the analysis in Section 3.2.1.

Therefore, in order to efficiently utilize the TCP channel, the correct position to receive

the ACKs of messages 1 to 3 is ACK position C, which is right at T3. In this case,

when the ACKs are received, messages 11 to 13 are ready to transmit at the same time.
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If from T1 to T2 there are NI I-frames that need to be transmitted in TCP channel,

the time to transmit those messages, TI , should be equal to T3 − T1, which is the time

of the Group of Picture (GOP), TGOP , in Eq. 3.1. Based on this analysis, we can decide

how many messages can be transmitted in one TGOP , with the RTT , congestion window

size CWND and message delivery ratio p. When the delayed ACK timer is small, the

time between the departure of the first TCP segment and the arrival of its ACK is close

to one RTT [39]. Because in one RTT , the ACK of the first segment in a window will

be received, the next window will start the transmission at the same time. A round

of a window can be approximately measured as one RTT . The number of rounds can

be conducted in one TGOP can be calculated by TGOP

RTT
. We assume that the congestion

window size CWND is almost the same in one TGOP , because Quick-start maintains the

sending rate, even though delivery failures occur. Therefore, CWND × p can calculate

the number of the TCP segments that can be successfully transmitted in one window.

The unsuccessful transmitted segments will be retransmitted in the next window. Eq.

3.2 shows how to calculate the corresponding number of packets that can be transmitted

in on TGOP .

TI = T3 − T1 = TGOP (3.1)

NI =
TGOP

RTT
× CWND × p (3.2)

Scalable Reliable Channel

The number of TCP segments that can be transmitted in one TGOP is decided by the

RTT , CWND, p and TGOP . However, the number of messages in one I-frames is fixed.

To scale the stream transmitted in the TCP channel, one solution is the spatial scalability

of Scalable Video Coding (SVC) of H.264 [117], which separates a frame into different

quality layers. If an extra layer is received, it will improve the quality of the video frame.

Theoretically, spatial scalability of H.264 can support different resolution ratio between

the consecutive layers, which can produce suitable video size to be transmitted in the

TCP channel. However, the encoding complexity of spatial scalability is simplified only in

the case of traditional dyadic solution, only when the resolution of two consecutive layers

exhibits a 2:1 ratio. Another resolution ratio between subsequent layers may need a more

complicated mathematical operation. In other words, the computational complexity will

be higher, if the resolution ratio of consecutive layers does not present a 2:1 ratio [61].
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Therefore, in order to propose a low computational complexity algorithm to decide

the stream that should be transmitted in a TCP channel, instead of processing the spatial

separation of I-frames, our solution, Scalable Reliable Channel (SRC), processes the video

messages directly. Figure 3.10 indicates that there is a message sequence from 1 to 13,

which is the encoded message for an I-frame. Based on Eq. 3.2, the number of messages

NI , which can be transmitted in a TCP channel, can be calculated. NI messages will be

selected from this message sequence to be sent in a TCP channel. The selected messages

will be uniformly distributed in order to maintain the certain quality of the video.

Figure 3.10: Selection of the packets transmitted in TCP channel

SRC has a very low computational complexity, because the number NI can be easily

calculated and the message is selected only from I-frames. In contrast, spatial scalability

of SVC needs to process the whole video stream, which increases its encoding delay.

3.2.4 Summary

In this section, we analyze the causes of the delay of MERVS, and a set of solutions is

proposed. A priority queue is proposed to solve the disorder of both TCP and UDP

channels in the waiting queue. The Quick-Start mechanism is integrated with the TCP

to maximize the throughput of the TCP channel by eliminating the negative effect of the

congestion control. A Scalable Reliable Channel (SRC) solution is presented to the video

message scheduling and assignment to both TCP and UDP channels, in order to balance

the transmission of the two channels. SRC and Quick-Start are the main treatments

for the disorder of the two channels and the delay of MERVS, and the priority queue

solution ensures that TCP can access a network correctly even if an disorder occasionally

happens.
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3.3 Performance Evaluation

In order to measure the performance of our protocol in the scenario of VANETs, several

simulations are conducted on NS-2 [75]. We compare the following protocols for video

streaming: RTP/UDP, FEC, MERVS, MERVS with Priority Queue and Quick Start and

the MERVS with Priority Queue, Quick Start and SRC. The parameters of the simulation

are presented in Table 3.3. The simulation is conducted in NS-2 with EvalVid, a video

quality evaluation tool-set, and SUMO, a simulation for urban mobility. EvalVid is

responsible for generating the video stream for the transmission and evaluation of the

quality of the transmitted video stream. SUMO is responsible for generating the urban

mobility model for NS-2. The generated mobility model is based on the downtown area

of Ottawa, Canada. The SUMO mobility model includes street capacity, traffic light and

speed limit. AODV is chosen to be the routing protocol. Two scenarios are examined:

the V2I scenario and V2V scenario. The metrics we measure are the Peak Signal-to-Noise

Ratio (PSNR), total time for video transmission, jitter and receiving data rate. PSNR

and jitter are calculated to measure the quality of the transmitted video. The total timer

for video transmission is measured to indicate the delay of the protocols. The quality of

the video streaming is defined by the data rate of the receiver, and, thus, we measure

the receiving data rate to compare the performance of each protocol. The scenario we

consider in the simulation is a real-time video streaming, with a fixed transmitting data

rate for the selected video clip.

In the V2I scenario, the vehicle requests a video transmission from a wired node in

the network. Therefore, the video stream is transmitted through the access point to the

vehicle that starts the request. There are 16 access points deployed in the area based

on a uniform distribution. Figure 3.11 show the simulation result. When the signal gets

weaker, the video quality of the UDP transmission is decreased, but the video quality of

MERVS is still very stable because the transmissions of I frames are guaranteed. If the

delay improvement algorithms is integrated, like the Priority Queue and Quick Start, it

can maintain a video quality more than 40 dB in terms of PSNR in almost the whole

video. The increment on the video quality of all transmissions at the last part is caused

by the stable connection to a new access point. In this scenario, the transmission time of

all protocols are the same, because most of the transmissions are in the wired networks

and most of the wireless transmission are in one hop connection in the urban scenario. If

the network is stable in the V2I scenario, the performance of all protocols are the same.

However, if the network condition gets worse, the performance of MERVS with the delay
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Parameter Value

Number of Vehicles 100

Area 2300m × 2000m

Video play time 139 s

Video Resolution 352288

Measured metrics

Peak Signal-to-Noise Ratio

Structural SIMilarity (SSIM) index

Total time to transmit the video

Jitter

Receiving data rate

Scenarios
V2I

V2V

Comparative algorithms
MERVS

UDP

Table 3.3: Simulation parameters of the VANET scenarios

improvement algorithm has the best result in terms of PSNR. The average PSNR of the

whole video is shown in Table 3.4, which is a summary of Figure 3.11. Table 3.4 clearly

shows that MERVS with Priority Queue and Quick Start can achieve a much higher

average PSNR compared with UDP and MERVS.
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Figure 3.11: Simulation results for V2I scenario
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Protocol Average PSNR (dB)

UDP 36.67

Multi-channel 37.92

Multi-channel with PriQueue QS 40.61

Table 3.4: Average PSNR of the V2I scenario

In the V2V scenario, a vehicle requests a video transmission from another vehicle,

which carries the video in the buffer. There are 36 access points deployed in the area

using a uniform distribution allowing a better connection for the video transmission. All

protocols are tested in this scenario, and the results are presented from Figure 3.12 to

Figure 3.14. Figure 3.12 shows the resulting PSNR of the four protocols: RTP/UDP,

MERVS, MERVS with Priority Queue and MERVS with both Priority Queue and Quick

Start. The result of UDP keeps decreasing because of the less quality control on the

video transmission. Only three fourths of the video are transmitted by UDP. The result

of MERVS is not good as well, which is mainly caused by the delay of the transmis-

sion. It will be discussed in the delay measurement. After applying the Priority Queue

technique, the PSNR of the transmitted video gets a certain improvement. However,

the improvement is still limited by the performance of congestion control of TCP. With

the Quick Start technique, the total quality of the transmitted video is highly improved,

because of the number of the unnecessary decrements of the congestion window is dra-

matically decreased. The PSNR of the transmitted video can reach more than 35 dB,

which is generally considered to be good . Table 3.5 shows the average PSNR of the

whole video. MERVS with both Priority Queue and Quick Start can achieve an average

PSNR closed to 35 dB, which is considered to be a good quality.

Protocols Average PSNR (dB)

UDP 22.77

Multi-channel 24.76

Multi-channel PriQueue 27.07

Multi-channel PriQueue QS 34.33

Table 3.5: Average PSNR of the V2V scenario

The problem of using FEC in high-quality and real-time video transmissions is dis-
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Figure 3.12: Simulation results for V2V scenario

cussed in Section 2. The comparison simulation is conducted in our research as well.

We implement a FEC mechanism, which adds redundancy to the I-frames only. Because

I-frames are important for decoding, if the transmissions of I-frames are confirmed, the

quality of the transmitted video should be improved. Figure 3.13 presents the simulation

results comparing FEC and MERVS with both Priority Queue and Quick Start. Even

the FEC mechanism should have a better result compared with UDP, which maintains

a PSNR about more than 33 dB. However, the total quality of the video is still lower

than that of MERVS with delay improvement. Similar to UDP, FEC only transmits

successfully about three fourths of the video. The probability of the successful trans-

mitted I-frames should be higher in FEC. However, before about the 1700th frame, no

fully transmitted I-frames are observed. The reason of the limited performance of FEC

is the burst of messages, and the situation is worse in high-quality video streaming, as

discussed in Section 2. The average PSNR of the whole video is presented in Table 3.6,

summarizing the results in Figure 3.13. FEC has a higher video quality compared with

RTP/UDP and MERVS. However, its quality is still very low compared with the MERVS

with both Priority Queue and Quick Start mechanism.

Protocol Average PSNR (dB)

FEC 25.12

Multi-channel PriQueue QS 34.33

Table 3.6: Average PSNR of the V2V scenario
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Figure 3.13: Simulation results for V2V scenario of FEC and Multi-channel Solution

Even though the quality of the transmitted video is good enough in MERVS with

both Priority Queue and Quick Start, but the transmission delay is still very high. Figure

3.15 presents the total transmission time of the whole video of different protocols. The

transmission time of TCP is presented to illustrate that if the whole video is transmitted

in fully TCP, the delay will be huge. MERVS reduces the delay, because part of the

video is transmitted in the UDP channel instead. The Priority Queue and Quick Start

techniques almost halve the time to transmit the whole video compared with MERVS.

However, it still doubles the time transmitted in UDP. To further improve the delay, the

Scalable Reliable Channel (SRC) is proposed in this research, which adjusts the stream

that needs to transmit in the TCP channel. Even though SRC improves the delay, but

it still needs to be able to ensure the quality on the video transmission. Figure 3.14

shows the PSNR results of MERVS with SRC and without SRC, and both protocols are

integrated with Priority Queue and Quick Start techniques. It is obvious that MERVS

without SRC can have higher PSNR in most of the cases, because more messages with I-

frames are transmitted in the TCP channel. However, after about the 2500th frame, SRC

can achieve a better quality compared with non-SRC. The reason of this situation can be

explained in Figure 3.15. The confidence intervals are also plotted at a confidence level

of 95%. SRC needs less time to transmit the video. Therefore, SRC avoids a certain

degradation of the network, which might be caused by the interference or connection

failure. In Figure 3.15, the time to transmit the whole video with UDP and SRC is

very similar. However, the quality of the transmitted video is much higher than that

transmitted through UDP. SRC also performs better than FEC in terms of quality in our
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simulations. The average PSNR of the whole video is presented in Table 3.7, summarizing

the results of Figure 3.14. SRC has a higher average PSNR than the MERVS with both

Priority Queue and Quick Start mechanism. This is because SRC achieves a higher video

quality after the 2500th frame by avoiding a certain network performance degradation.
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Figure 3.14: Simulation results for V2V scenario of SRC and non-SRC protocol

Protocol Average PSNR (dB)

Multi-channel PriQueue QS SRC 37.20

Multi-channel PriQueue QS 34.33

Table 3.7: Average PSNR of the V2V scenario

In the following, we discuss the jitter of each protocol. Table 3.8 presents the average

jitter of each frame in a video streaming. SRC has the smallest jitter on the frame, which

is even lower than the jitter of UDP. Therefore, the message scheduling of SRC does not

just improve the delay of the TCP channel, but also further improves the delay of UDP.

Table 3.9 shows the maximum jitter of each protocol, in which the maximum jitter of

SRC is much higher than that of UDP. This means that in some cases, SRC might still

have a large jitter on some frames. However, all the other frames present a low jitter,

which maintains a small average delay in the overall video transmission.

Figure 3.16 presents the receiving data rate of each protocol. The confidence intervals

are also plotted at a confidence level of 95%. Based on the result, MERVS with Priority

Queue, Quick Start and SRC presents the best receiving data rate in our simulations,
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Figure 3.15: Total time to transmit the video

Protocols Average jitter [s]

Multi-channel PriQueue QS SRC 0.035

UDP 0.046

FEC 0.099

Multi-channel PriQueue QS 1.668

Multi-channel 2.960

Table 3.8: Average jitter of each protocol

Protocols Maximum jitter [s]

Multi-channel PriQueue QS SRC 12.524

UDP 2.078

FEC 4.598

Multi-channel PriQueue QS 117.812

Multi-channel 200.363

Table 3.9: Maximum jitter of each protocol
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because it is able to properly schedule the transmission of the video messages and also

provides a reliable transmission on I-frames. RTP/UDP also gives a high receiving data

rate, because the delay of the RTP/UDP is very low. However, most of the successful

received data is not from I-frames, which might be not important. The receiving data rate

of FEC is not very high, because it generates message burstiness by creating redundant

information. MERVS and MERVS with only Priority Queue and Quick Start have a

low receiving data rate, even though their PSNR and successful received frame are high.

This is because of their delay on video transmission.
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Figure 3.16: Receiving data rate of each protocols

To analyze the quality degradation of the gaussian blur [116] we evaluate the efficiency

of PSNR. There is also a problem in PSNR when it compares a noise-free transmitted

video frame to the original video frame, because the Mean Squared Error (MSE) is

zero. The Structural SIMilarity (SSIM) index [115] shows a higher sensitivity degree

to image degradation compared with PSNR. Therefore, SSIM is also measured for each

simulation in order to generate a more precise and comprehensive quality measurement

of this research. Figures 3.17 to 3.19 present the SSIM results of the simulations of

the V2V scenario. Figure 3.17 shows that SSIM of MERVS with Priority Queue and

Quick Start is higher and stabler than UDP, MERVS and MERVS with only Priority

Queue, which is consistent with the result of PSNR in Figure 3.12. Figure 3.18 discusses

the results of SSIM index of FEC and MERVS with Priority Queue and Quick Start,

which is also similar to the PSNR result in Figure 3.13. There is an observation of the

increment on video quality of FEC between the 1100th frame and 1300th frame, which

is not observed in the result of PSNR. Figure 3.19 also demonstrates a similar result of
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Figure 3.14, in which MERVS with Priority Queue and Quick Start can achieve a higher

video quality compared with SRC in the 3000th frame, and after that SRC behaviors

better because it compresses the transmission time and avoids the degradation of the

network performance.
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Figure 3.17: SSIM for V2V scenario
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Figure 3.18: SSIM for V2V scenario of FEC and multi-channel solution

In summary, the simulation results show that MERVS presents a delay problem in

Tables 3.8 and 3.9. Therefore, several delay improvement techniques are integrated:

Priority Queue, Quick Start and Scalable Reliable Channel (SRC). The results shows

that the delay improvements do not only enhance the delay, but they also improve the
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Figure 3.19: SSIM for V2V scenario of SRC and non-SRC protocol

quality of the transmitted video. FEC is also tested in our scenarios. However, the

performance of FEC is not as good as that of MERVS with delay improvement. SRC

shows a very low average delay on video streaming, but the transmitted video quality

is slightly lower than that of non-SRC protocol, because of the filter on the I-frame

messages. The degradation of the video quality of SRC is still accepted, because the

PSNR is still above 35 dB.



Chapter 4

Multi-path Error Recovery Video

Streaming (MERVS) on VANETs

A multi-path solution with disjoint algorithm is proposed to minimize the interference

and contention, which leads to a higher transmission rate and an acceptable delay. In

this research, Only I-frame are transmitted through TCP protocol, and the inter-frames

are transmitted through UDP protocol. To improve the delay of TCP transmissions,

a TCP-ETX protocol are integrated to select the suitable path for TCP transmissions.

A more detail TCP-ETX routing protocol will be explained in Chapter 5. Simulations

are conducted and several results are presented by comparing to other protocols. Based

on the simulation results, the designed multi-path solution protocol can provide higher

quality of video with a reasonable delay than that of the other protocols.

4.1 Introduction

Accompanying the development of the wireless networks and the mobile devices, there

is a growing demand to improve the driving experience in the vehicles. A Vehicle Ad-

hoc Network (VANET) creates connections among vehicles, in order to provide safety

and infotainment services. Because of the equipped on-board techniques, the communi-

cations of VANET supports both Vehicle-to-Vehicle (V2V) connections and Vehicle-to-

Infrastructure (V2I) connections. The On-Board Unit (OBU) on the vehicles are more

powerful than the normal mobile devices and is comprised of Central Processing Unit

(CPU), Graphics Processing Unit (GPU) and battery supply. However, the highly dy-

namic topology is a new challenge for the design of VANET services. The V2V video

58
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transmission is mainly considered in this work, because the V2V connection is more

common in both urban and highway scenarios. Besides, the V2V connection presents a

higher delay and resource limitation when compared to the V2I connection.

One of the most valuable VANET services are the video streaming, which can provide

a more comprehensive and appealing information to the users. The transmitted video

can be related to the driving safety, such as the accident ahead or animals crossing the

road. It can also be related to on-board communications, such as the vehicle-to-vehicle

or vehicle-to-office video conference. On-board infotainment can also be available, such

as the advertisement provided by shops along the road or other vehicles. Therefore, the

video streaming service can significantly improve the on-board experience in vehicles.

The challenges of the video streaming in VANETs are the limited resource of the

wireless networks, the highly dynamic topology and the large amount of video data.

These problems become worse on high quality video streaming, because of the even

larger amount of video data. Therefore, in this research, a protocol providing high

quality video streaming will be proposed. To ensure the quality of the transmitted

video, most of the recent studies are based on Forward Error Correction (FEC), like

[106, 29, 86, 104, 60, 95, 119]. The concept of FEC is to create duplicated packets for the

part of the data, which is required to ensure the transmissions. The problem of the FEC

mechanism is the increased amount of data transmitted through the networks. Because

the amount of video data is already large, the extra video data might exceed the network

capability. Therefore, in this research, the retransmission mechanism technique is used

to ensure the video quality. The concept of retransmission mechanism is to retransmit

a packet when a transmission failure is detected. Therefore, the extra retransmissions

only occur when the transmission fails.

In this research, the ARQ retransmission mechanism of TCP is chosen to insure

the transmissions of the key parts of the video. The problem of the retransmission

mechanism is the delay caused by the retransmissions. To minimize its the delay, only the

significant video data will be transmitted using a retransmission mechanism technique.

The H.264/MPEG-4 AVC compression technique [117] is chosen in this research, which

include both temporal scalability and spatial scalability on video compression. The

visible video frames can be encoded as I-frames, P-frames or B-frames. An I-frame

contains the full information of a visible frame, which can be decoded independently.

P-frames and B-frames are inter-frames, which only includes partial information of the

visible frames and, thus, need the reference frames to be decoded. Therefore, most of the

frames are decoded directly or indirectly by the I-frames. Therefore, the transmissions of
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the I-frames should be ensured to improve the quality of the whole video stream. In this

research, the Transmission Control Protocol (TCP) [85] is used for I-frame transmissions.

The retransmission mechanism mechanism of TCP can ensure the transmission of the

I-frames, which leads to an improvement of the video quality. The inter-frames are

transmitted through User Datagram Protocol (UDP) to reduce the delay of the video

stream.

Most of the recent routing metrics do not consider the difference between TCP and

UDP transmissions. Therefore, the performance of TCP is not optimized in most of

the cases. Expected Transmission Count (ETX) [32] is one of the most popular routing

metric to evaluate the quality of a path, by estimating the number of total transmissions

along a path. However, it fails to evaluate a path for TCP transmissions, because it does

not consider the retransmission of the TCP mechanism. In our research, the TCP-ETX

is adopted to improve the TCP performance.

The wireless contention and interference issues can be improved by splitting traffic

[57]. Several multi-path video streaming techniques [57, 127, 54, 100] have been proposed.

Flow splitting technique is proved to be able to improve the video quality and reduce

the delay of video stream. In order to reduce the delay of the retransmission mechanism

in TCP transmissions and to further improve the video quality, a multi-path solution is

proposed, which is integrated with a disjoint algorithm in this research. The I-frames and

the inter-frames are transmitted in separated paths, which are selected by the disjoint

algorithm. The disjoint algorithm achieves node disjoint and link disjoint between the

paths of TCP flow and UDP flow. The path of TCP flow is also selected by a TCP-ETX

routing metric, which is able to estimate the number of transmissions to successfully

deliver a TCP segment. This routing metric helps findind a suitable path for TCP

transmissions.

4.2 Multi-path Video Streaming

In this section, we present the design of a multi-path video streaming technique. Multi-

path transmissions increase the resource of the transmission by splitting the flow in

different paths. An important issue in video streaming is the high data rate required.

By splitting the flow into different paths, it is able to achieve load balancing during the

transmission, especially during the video streaming. Most of the recent studies on multi-

path video streaming mainly focus on path selection algorithm. They rarely consider the

video data, which is transmitted over the path. Besides the path selection, the type of
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the video data distributed in different paths and the protocol that each type of video data

should be transmitted on should be carefully considered. In our work, we have designed

a two-path video streaming protocol by splitting the video stream in two different flows:

the intra-frame flow and the inter-frame flow.

In MPEG compression, video frames are mainly defined as I-frames, P-frames and

B-frames. An example of the MPEG video stream is presented in Figure 4.1. I-frames are

encoded with the information of an entire video frame, without any reference frames. It

can be decoded independently to retrieve the visible video frame. P-frames are encoded

based on the previous I-frame or P-frame, which have to be decoded with the reference

video frame. B-frame depends upon both directly previous and directly following I-frame

or P-frame. Therefore, both P-frames and B-frames are predicted frames based on the

reference frames. A Group of Pictures (GOP) is composed of an I-frame and the following

P-frames and B-frames, as indicated in Figure 4.1. The I-frame is the direct reference

frame or indirect reference frame of the P-frames and B-frames in the GOP. This is

because P-frame can be a reference frame but it is also a predicted frame based on other

reference frame. If we chase the source of the prediction, we will reach an I-frame, which

is not independent upon any reference frames. Therefore, if an I-frame is damaged or

lost, the whole GOP might be damaged. If the transmission of a I-frame is ensured, the

quality of the whole GOP can be improved.

GOP

Figure 4.1: Example of MPEG video frames structure

In order to preserve the video quality during the transmission, the type of video data

transmitted on different paths should be classify based on their priority. Because of

the importance of the I-frame in a GOP, it should have higher priority on accessing the

network resource comparing to P-frames and B-frames. In our design, it separates the

transmission of I-frames and the inter frames into two different paths: the primary path

and the secondary path. I-frames are transmitted on the primary path, and P-frames and
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B-frames are transmitted on the secondary path. The primary path has higher priority

to choose the suitable path than the secondary path, because I-frames have the higher

priority than the other frames.

The transmission protocols to distribute different types of video data should also be

various. Because of the importance of the I-frame in a GOP, I-frames should be trans-

mitted on a reliable protocol to preserve its completeness. Many reliable transmission

protocols are proposed in terms of error recovery during video transmission. Forward

Error Correction (FEC) is one of the most popular techniques to ensure the video quality

during the transmission. FEC attempts to recover the important video data by duplicat-

ing the data during the transmission, which increases its receiving probability. However,

the duplicated video data leads to the increment of the data amount, which is needed to

transmit over the network. Because of the limitation of the network resource of wireless

network and the large data amount of the video streaming, the increment of the data

amount might exceed the network capability. The packet burst caused by the FEC may

also lead to extra interference and collision of the network. In this case the transmission

of the P-frames and B-frames may also be affected.

In our design, it transmits the I-frames in Transmission Control Protocol (TCP),

and the P-frames and B-frames are transmitted in User Datagram Protocol (UDP). The

reason to use TCP in I-frame transmissions is that TCP only duplicates the video data

if the data is identified as lost. Therefore, the duplicate data is limited at a low level.

The drawback of TCP transmission is also obvious. TCP is known as low performance in

wireless networks, because of its delay on wireless transmissions. In our design, the delay

of TCP is reduced by the splitting flows. The P-frames and B-frames is less important

comparing to I-frames, so they are transmitted in regular RTP/UDP protocol to avoid

extra resource consumption. The two paths are also chosen based on the link disjoint

and node disjoint manner in order to reduce the interference and collision.

Figure 4.2 represents the system structure of the multi-path video streaming solution.

I-frames are transmitted in the primary path and the other frames are transmitted in

the secondary path. The path decision phase is designed at the network layer. The

routing protocol is designed based on Ad Hoc On Demand Distance Vector (AODV)

[81], which is one of the most popular routing protocol in Vehicular Ad-hoc Network

(VANET). Routing packets are handled by the routing request handler and the routing

reply handler. Paths will be generated based on the routing packets inside the Disjoint

Agent. In our design, two kinds of paths will be generated: the primary paths and the

secondary paths, which will be stored in different routing tables. Any new discovered
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Figure 4.2: Structure of the multi-path video streaming protocol

path is compared to the existing path in the Disjoint Agent in order to update the

routing table. The Path Agent is responsible to select a suitable path for the forwarding

routing packets and the data packets. After the route is decided, Path Agent forward

the packets to the Media Access Control (MAC) Layer. The detail description of the

routing protocol will be presented in the following section.

One of the main concerns of the flow splitting of I-frames and the inter-frames in a

video stream is the computation complexity. There is a patent [103] publishes in 2013,

which contains a video frame parser that can separate the I-frames and the inter-frames

from the video stream. After the separation, it stores the I-frames and the inter-frames

in different folders for fast trick play. If this technique is used in our solution, the

computation complexity to split the video frame flows will be minimized. A unique

automatic increment ID will be assigned to each packet, when the packet is generated.

At the receiver side, two flows are sorted by the ID before the combination in order to

minimize the computation complexity. After the sorting, two flows will be scanned and

combined to generate the final video stream. The total computation complexity of the

regeneration of the video stream is O(n log n) + O(n), where n is the size of the video

stream.
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4.3 Route Discovery Protocol

In this section, the route discovery protocol of the multi-path video streaming solution

will be discussed. The components of route discovery protocol in Figure 4.2 will be also

discussed in detail.

4.3.1 Routing Discovery Protocol based on AODV

A B

Figure 4.3: Example of node disjoint and link disjoint

The designed route discovery protocol is based on AODV, which is one of the most

used ad-hoc routing protocol in VANETs. AODV contains mainly three types of routing

packets: routing request (RREQ), routing reply (RREP) and routing error (RERR).

If a source node can not find a route in the routing table, it will initiate a RREQ to

its one-hop neighbours. If a node receives an RREQ, it firstly stores the reverse path

to the routing source node in order to forward back the RREP when a path is found.

If an intermediate node that received the RREQ has the route to the destination, it

generates a RREP immediately and forwards it to the routing source node directly. If an

intermediate node that received the RREQ does not have the route to the destination, it

forwards the RREQ to its one-hop neighbours. When the destination node receives the

RREQ, it generates a RREP and sends it back to the source node. RERR will only be

broadcasted, when a route fails during the transmission.
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Seq Dest Path TCPETX

2 D 1, 2, 3, D 4.3213

1 3 1, 2, 3 3.7642

1 4 4 1.200

Table 4.1: Primary routing table of node S in Figure 4.3.b

Seq Dest Path Hops

2 D 4, 2, 6, D 4

1 3 4, 2, 3 3

Table 4.2: Secondary routing table of node S in Figure 4.3.b

The routing table of AODV contains the sequence number, destination node, next

hop and number of hops of each path. If a node receives a new path to the destination

with a higher sequence number, it will notice that it is a new path from a new routing

request. Thus, it replaces the current path with the new path immediately. If the new

path has the same sequence number as the current path, AODV will choose the one with

less hops. Instead of storing merely the next hop, the designed route discovery protocol

in this work stores the whole path from origin to the destination, so we have information

to define a disjoint path. Because TCP is used to transmit I-frames, the routing metric

should be reconsidered, rather than the minimum hop algorithm. The minimum hop

metric is not sufficient to decide its quality on transmitting TCP segments. A TCP-

ETX metric will be integrated to our solution to decide the path quality in the primary

routing table. TCP-ETX is an improvement of ETX routing metric, which can calculate

the number of the expected transmissions to successfully delivery a TCP segment along

a path. The TCP-ETX algorithm will be explained in Section 5.2. Tables 4.1 and 4.2

present an example of the routing table of node S in Figure 4.3.B.

The main purpose of our routing discovery protocol is to discover a primary path

and a secondary path for video transmission, which are link disjoint or node disjoint.

The example of the node disjoint path and link disjoint path is shown in Figure 4.3.

Figure 4.3.A represents a node disjoint situation, in which path S, 1, 2, 3, D and path

S, 4, 5, 6, D have no common nodes. Figure 4.3.B is a link disjoint example, in which there

is a common node 2 in path S, 1, 2, 3, D and path S, 4, 2, 6, D but there is no common

links in these two paths. The benefits of disjoint path are load balancing and reliability.
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Many researches on multi-path data transmissions provide disjoint path over the networks

. However, most of the solutions are centralized solution based on the analysis of the

graph theory. Frequent control messages are required to maintain the information of

the global topology. In VANET, because of the highly dynamic topology, it is expensive

to maintain the global topology information. Therefore, a distributed solution is more

efficient than a centralized solution in VANET. In next section, a distributed route

discovery protocol with node disjoint and link disjoint algorithm will be proposed.

4.3.2 Routing Request Handler

In AODV, RREQ is also responsible for the reverse path discovery. When a node receives

a RREQ, it will record the reverse next hop to the routing source of the RREQ. In our

route discovery protocol, the whole path is needed to be stored in the routing table so

we can apply the disjoint algorithm. Therefore, each node has to append itself to the

RREQ during the route discovery process. The RREQ handling algorithm is presented

in Algorithm 2. After appending itself to the RREQ, the protocol attempts to add the

reverse path to the primary routing table. If the path does not exist in the primary

table, it will add the new path into the primary routing table. If a path to the RREQ

routing source exists, the protocol compares if the new path has a greater destination

seq, or the RREQ has the same seq but smaller TCPETX. If the new path is newer

or it has a better quality than the current path, it will replace the current path in

the primary routing table. If the new path is not newer and is not better than the

current path, it will be abandoned. The replaced path or the abandoned path will

not be dropped immediately, and the protocol will attempt to add it to the secondary

routing table by function addRouteToSRT (TempRoute1, T empRoute2), which is shown

in Algorithm3. TempRoute1 is the route going to be add to the secondary routing table,

and the TempRoute2 is the route to do the disjoint comparison. First of all, it will check

if the dropped path and the path in the primary routing table are disjoint. If they are

disjoint, the dropped path is qualified for the secondary routing table. To add the path

to the secondary routing table, the procedure is almost the same as that of the primary

routing table. One difference is that the secondary routing table measures the number

of hops instead of the TCPETX.

After adding the reverse path, another task of the protocol is to discover the path to

the routing request destination. If a path to the routing request destination exists in the

primary routing table of the current node or the current node is the routing destination, it



Multi-path Error Recovery Video Streaming (MERVS) on VANETs 67

will send a RREP to the routing source directly. If the path does not exist in the primary

routing table of the current node, it will forward the RREQ to one hop neighbours. The

reason that we only look at the primary routing table in forwarding the RREQ is the

high priority of the primary routing table. If a path does not exist in the primary routing

table, it will not exist in the secondary routing table as well. If both tables contain the

path to the destination, we only need to return the primary path. The reason is that the

broadcasting of RREQ can discover all the alternative paths.

The computation complexity of Algorithm 2 is mainly caused by the look up func-

tion of the routing table and the disjoint function of disjoint agent. The computation

complexity of the look up function is O(n). The computation complexity of the disjoint

agent will be discussed in the following section. The best case scenario of the Algo-

rithm 2 is when there is no existing path in the primary routing table to the destination.

Therefore, no disjoint function is conducted and only the look up function is conducted,

whose computation complexity is O(n). The worst case scenario is when there are paths

in both tables for the destination. The cost of the worst case scenario is the same as the

average case, in which the computation complexity depends on the disjoint function.

4.3.3 Routing Reply Handler

Because the requirements of the node disjoint is stricter than that of the link disjoint and

the collision probability of the node disjoint paths is much lower than that of the link

disjoint path, the route discovery protocol primarily chooses the node disjoint paths as

the secondary path. If the node disjoint path does not exist, the link disjoint path will be

chosen instead. When there are two paths: the first one with length n and the second one

with length m, the complexity to decide if two paths are node disjoint by comparing all

the nodes in two paths is O(nm). To decide if two paths are link disjoint by comparing

all links, the complexity should be O((n−1)(m−1)). Based on the implementation of the

ad hoc network infrastructure, this complexity can be further reduced. If the addresses

of the nodes in the ad hoc networks are sortable, it is better to sort the paths before the

comparison. The average complexity of Quicksort is O(n log n). Based on the two sorted

paths, we compare the nodes in the node comparison algorithm in Algorithm 5.

4.3.4 Disjoint Agent

Because the requirements of the node disjoint is stricter than that of the link disjoint and

the collision probability of the node disjoint paths is much lower than that of the link
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Algorithm 2 Algorithm for RREQ

Require: primary rtable.length ≥ 0

Require: secondary rtable.length ≥ 0

Require: RREQ ̸= 0 RREQ should not be empty

1: calTReverseTCPETX(RREQ)

2: RREQ.append(self.addr)

3: primary rtable.look up(RREQ.rt src)→ temp

4: if !temp then

5: primary rtable.add rt(RREQ)

6: else

7: if RREQ.seq > temp.seq

or (RREQ.seq == temp.seq

and RREQ.TCPETX < temp.TCPETX) then

8: addRouteToSRT (temp,RREQ)

9: primary rtable.upd(temp,RREQ)

10: else

11: addRouteToSRT (RREQ, temp)

12: end if

13: end if

14: if primary rtable.look up(RREQ.rq dst)

or RREQ.rq dst == self.addr then

15: sendRREP (RREQ)

16: else

17: forward(RREQ)

18: end if
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Algorithm 3 Add route to the secondary routing table

addRouteToSRT (TempRoute1, T empRoute2)

Require: TempRoute1 ̸= NULL

Require: TempRoute2 ̸= NULL

1: if disjoint(TempRoute1.route, TempRoute2.route) then

2: secondary rtable.look up(TempRoute1.rt src)

→ temp2

3: if !temp2 then

4: secondary rtable.add rt(TempRoute1)

5: else

6: if TempRoute1.seq > temp2.seq

or (TempRoute1.seq == temp2.seq

and TempRoute1.hops < temp2.hops) then

7: secondary rtable.upd(temp2, T empRoute1)

8: end if

9: end if

10: end if

disjoint path, the route discovery protocol primarily chooses the node disjoint paths as

the secondary path. If the node disjoint path does not exist, the link disjoint path will be

chosen instead. When there are two paths: the first one with length n and the second one

with length m, the complexity to decide if two paths are node disjoint by comparing all

the nodes in two paths is O(nm). To decide if two paths are link disjoint by comparing

all links, the complexity should be O((n−1)(m−1)). Based on the implementation of the

ad hoc network infrastructure, this complexity can be further reduced. If the addresses

of the nodes in the ad hoc networks are sortable, it is better to sort the paths before the

comparison. The average complexity of Quicksort is O(n log n). Based on the two sorted

paths, we compare the nodes in the node comparison algorithm in Algorithm 5.

The average complexity of the above algorithm is O(n log n) + O(m + n), where

m < n. Besides the node disjoint, link disjoint can also be improved by a similar

algorithm. Because the link in a path is directed, it is possible to sort the link at the

source node. If the source nodes of two paths are the same in any step of the comparison,

the destination nodes of the two links will be compared. If both the source nodes and the

destination nodes are the same, it can be determined that the link is the same, and these

two paths are not link disjoint. The complexity of the link disjoint should be the same as
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Algorithm 4 Algorithm for RREP

Require: primary rtable.length ≥ 0

Require: secondary rtable.length ≥ 0

Require: RREP ̸= 0 RREP should not be empty

1: calTCPETX(RREP )

2: suppress reply ← false

3: primary rtable.look up(RREP.rt dst)→ temp

4: if !temp then

5: primary rtable.add rt(RREP )

6: else

7: if RREP.seq > temp.seq

or (RREP.seq == temp.seq

and RREP.TCPETX < temp.TCPETX) then

8: addRouteToSRT (temp,RREP )

9: primary rtable.upd(temp,RREP )

10: else

11: suppress reply ← true

12: addRouteToSRT (RREP, temp)

13: end if

14: end if

15: if !suppress reply then

16: forward(RREP )

17: else

18: drop(RREP )

19: end if
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Algorithm 5 Algorithm for node disjoint

Require: path1.length > 0

Require: path2.length > 0

1: sort(path1)

2: sort(path2)

3: i, j = 0

4: while i < path1.length or j < path2.length do

5: if path1[i] = path2[j] then

6: return(false)

7: else if path1[i] < path2[j] then

8: i++

9: else if path1[i] > path2[j] then

10: j ++

11: end if

12: end while

13: return(true)

that of the node disjoint. Therefore, the computation complexity of Algorithms 2 and 4

is also O(n log n)+O(m+n). The best case scenario of Algorithm 5 is when the number

of nodes in one path is smaller than in the other path. The computation complexity is

O(n), because only one path is scanned. The computation complexity of the best case

of Quicksort is O(n log n). Therefore, the computation complexity of the best case of

the disjoint algorithm is O(n log n). The worst case scenario of Algorithm 5 is that both

paths are fully scanned. In this case, the computation complexity is O(m + n). The

computation complexity of the worst case of Quicksort, which can be avoided, is O(n2),

where m < n. Therefore, the worst case computation complexity is O(n2).

4.3.5 Path Agent

Path agent is responsible for selecting the path for any forwarding packet, including

routing packets and data packets. RREQ is the routing packet to initiate a routing

discovery process. The path selection algorithm of the designed routing protocol is

similar to AODV, when transmitting the RREQ. It simply broadcasts the RREQ to one

hop neighbours. The proposed protocol will send a packet based on the reverse path

inside the RREP hop by hop. The maintenance phase of the routing process is also the



Multi-path Error Recovery Video Streaming (MERVS) on VANETs 72

same of the AODV.

There are two types of data packets in our system: TCP data packets and UDP data

packets. Based on the design, TCP data packets are only transmitted over the paths in

the primary routing table, and the UDP data packets are mainly transmitted over the

paths in the secondary routing table. There is still possibility that for one destination

there is a path in the primary routing table but there is no path in the secondary routing

table. In this case, the UDP packets have to be transmitted by the path inside the

primary routing table, because no available disjoint path is detected from the source to

the destination in this topology. When both the primary path and the secondary path

are the same path, the situation is complicated, because UDP flow can disturb the TCP

flow when they are in the waiting queue and in the transmissions. This case will be

discussed in the future study.

4.4 TCP Efficiency Routing Metric

Figure 4.4: Example of TCP transmission

TCP-ETX is an improvement of ETX routing metric to support TCP transmissions.

ETX attempts to calculate the expected number of transmissions to successfully deliver

a packets, in order to measure the quality of the link. In TCP, if any transmission

failure happens, it will start the packet transmission again from the source node. ETX

does not calculate these retransmissions of a TCP transmission after the transmission

failure. Figure 4.4 is an example of a TCP transmission with a transmission failure.

The transmission from node 2 to node 3 fails and node 1 detects the failure by timeout

or duplicated acknowledgement, so node 1 sends the packet again. Therefore, a packet

transmission failure in a link will cause the retransmissions of all the previous successful

transmissions. Equation (4.1) is used to calculate the TCP-ETX of a TCP transmission

from node i to node j.

{
TCPETXj,j = 1.

TCPETXi,j =
1

Pi,i+1
(1 + N(i)) + TCPETXi+1,j.

(4.1)
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Pi,i+1 denotes the TCP segment transmission probability of link (i, i+1). In ETX, the

probability of a link is calculated as bi-direction. Therefore, Pi,i+1 should be calculated

as follow:

Pi,i+1 = Pi→i+1Pi←i+1. (4.2)

N(i) denotes the average number of transmitted packets caused by the failure of the

following links. With the initial packet, 1+N(i) is the total number of packets that need

to be transmitted at node i. Each packet may needs several number of transmissions

to successfully deliver to next hop in the MAC layer, because of the failure. Therefore,
1

Pi,i+1
(1+N(i)) is the total number of transmissions at node i to node i+1. The TCPETX

of the whole path should be the accumulation of the total number of transmissions of all

nodes along the path. Therefore, the TCPETXi+1,j should be added in Equation (4.1).

The calculation of N(i) is also an accumulation from the destination node. The way to

calculate N(i) is presented as follow:
NDestination = 0

NDestination−1 = 0

N(i) = (1− Pi+1→i+2) + N(i+ 1).

(4.3)

TCP-ETX is calculated from the destination node to the source node in a path.

Therefore, in the routing request handler, it calculates the TCP-ETX for the reverse

path. In the routing reply handler, it calculates the TCP-ETX for the path from the

routing request source node to the routing request destination node. For example, if node

5 sends a RREP for the RREQ initiated by node 1 in Figure 4.4, the RREP will follow

the reverse path 5, 4, 3, 2, 1 and eventually reaches node 1. The TCP-ETX calculation

of the path 1, 2, 3, 4, 5 will be initiated at node 5. When RREP reaches node 4, it stores

the path 4, 5 in the routing table for destination node 5 and calculate the TCPETX4,5

based on the TCPETX5,5 and N(5) forwarded from node 5. After that node 4 sets the

corresponding TCPETX4,5 and N(4) in the RREP, and forwards the RREP to node

3. When node 3 receives the RREP, it first stores the path 3, 4, 5 in the routing table

and it also calculates TCPETX3,5 and N(3) based on TCPETX4,5 and N(4) from node

4. After the calculation, node 3 sets the RREP and forwards it to the next hop. The

process will stop when node 1 receives the RREP from node 5 and the corresponding

TCPETX1,5 is calculated. The process to calculate the TCP-ETX value of a reverse
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path is in a similar approaches, but the calculation of the TCPETX is from node 1 to

node 5 and the TCPETX and N(i) is forwarded inside the RREQ.

4.5 Performance Evaluation

Figure 4.5: Example of simple lanes scenario

To evaluate our protocol, we simulate two scenarios using NS-2 [75] and SUMO [6].

NS-2 a is mature network simulator, which can simulate network communication and

network traffic. SUMO is a vehicle traffic generator, which can generate the real traffic

on the road and provide mobility model for NS-2. The first scenario of the performance

evaluation is a simple lane scenario, in which all vehicles are on one direction of the road

and multiple lanes are supported like Figure 4.5. The number of lanes is 3 and around

50 vehicles are running on the lanes in the simple lane scenario. During the simulation,

a video is transmitted from the source vehicle to the destination vehicle. The length of

the simple lane scenario is 2500m. The speed of each vehicle is randomly chosen from

45 km/h to 55 km/h.

The second scenario is a urban scenario, which is based on the downtown region of

Ottawa, Ontario, Canada. The topology layout is shown in Figure 4.6. In the urban

scenario, a source vehicle will transmit a video to all vehicles in a distance. The simulation

results are based on the average of all vehicles in the networks. All traffic is generated
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Figure 4.6: Map of urban scenario

by the random trip model of SUMO, which is the mobility model for NS-2. In the urban

scenario, the numbers of vehicles in the simulations are increased from 100 to 500 in

order to measure the performance in different network densities. The area of the urban

scenario is 2300m × 2000m.

The chosen transmitted video is bridge-far cif(139 seconds) rather than akiyo cif(9

seconds), in order to test the long term effect of different protocols. The measured metrics

are Peak Signal-to-Noise Ratio (PSNR), Structural SIMilarity(SSIM) index, jitter and

receiving data rate. PSNR, SSIM and jitter are calculated to measure the quality of the

transmitted video. The receiving data rate is also measured, since the video quality is

defined by the transmission rate of the receiver. The transmitting data rate is fixed in our

simulation because the real-time video streaming is tested. All simulations are ran around

20–25 times in order to retrieve the average simulation results. The confidence intervals

are also plotted with a confidence level of 95%. The criteria of the simulations and

measured metrics are presented in Table 4.3. There are three protocol that are compared

in the simulations: the multi-path solution with disjoint algorithm, the Forward Error

Correction (FEC) and the RTP/UDP. The Two-Ray Ground Radio Propagation Model,

with a communication of 150m, is chosen.

In the simple lane scenario, the PSNR, SSIM are calculated based on the receiver

side. Jitter is the average jitter of each frame of the transmitted video. Receiving data

rate is calculated through the total received video size divided by the total transmission

time. In the urban scenario, the simulation results are the average results of all nodes

that actually received the video streaming. The calculation of each metric is same as

that of the simple scenario.
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Parameters Value

MAC IEEE802.11p

Simple lanes length 2500m

Urban area 2300m × 2000m

Video play time 139s

Video Resolution 352×288

Measured metrics

Peak Signal-to-Noise Ratio

Structural SIMilarity

(SSIM) index

Jitter

Receiving data rate

Scenarios
simple lanes

urban

Comparative algorithms

Multi-path solution

FEC

UDP

Table 4.3: Simulation parameters of VANET scenarios
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4.5.1 Results

In this section, the results of the simulation will be presented and discussed. The results

of the first scenario that is going to be presented is the simple lanes scenario. The video

transmission starts about 50s after the simulation starts. The transmission lasts 139s,

which is same as the play time of the video. There are 50 vehicles in total running in

the simple lanes scenario simulation. The simulation results are shown in Figure 4.7 to

Figure 4.9.

PSNR is one of the most widely used metrics to measure the quality of the video

after the transmission. The PSNR results comparing different protocol are presented

in Figure 4.7. Because SSIM is known to be more sensitive to image degradation and

more consistent with human eye perception comparing to PSNR, the SSIM results are

also plotted in Figure 4.8. From both the PSNR result and the SSIM result, it can be

clearly seen that the multi-path solution with disjoint algorithm has better video quality

than that of the FEC and UDP. The reason is that the multi-path solution use TCP

transmissions to ensure the transmission of the packets of the I-frames, which is the

most importance frames in one GOP. The successful delivery of the I-frame maintains a

certain quality of the other visible frames, which are generated by the predicted frames:

P-frames and B-frames. FEC also has the mechanism to ensure the transmission of the

important frames, by duplicating the important frames. Therefore, FEC can achieve

higher video quality of both PSNR and SSIM than that of UDP. However, the burst of

transmitted packets caused by the duplicated packets of FEC leads to extra packet loss

in the video transmission, which limits its improvements of quality. This drawback even

worst in VANET, because of the limited network resource and high dynamic topology.

The data receiving rate is another metric to indicate the capability of the successfully

received data. Figure 4.9 shows that multi-path solution has a higher data receiving rate

comparing to FEC and UDP. The reason is that the multi-path solution uses TCP instead

of FEC to ensure the transmissions, which reduces the number of actual transmitted

packets over the network. Meanwhile, the disjoint algorithm decreases the contention

and collision probability, which leads to a higher success rate of the delivered data. In

the extra analysis of the results, the successfully delivered I-frames packets of the multi-

path solution is also higher than that of the FEC and UDP.

The delay of the video transmission is another critical metric in the real-time vide

streaming. The delay has to be in an acceptable range of the human perception. The

average delay for the different protocols is presented in Figure 4.10. The multi-path solu-
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Figure 4.7: PSNR of the simple lanes scenario
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Figure 4.8: SSIM of the simple lanes scenario
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Figure 4.9: Receiving data rate of the simple lanes scenario
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tion has the highest average delay, which is caused by the TCP transmissions. Actually,

most of the delayed packets are TCP packets, and delay is the main problem of TCP

as discussed in the previous section. FEC has a higher average delay than that of UDP

because of the extra transmitted packets. Even though the multi-path solution has the

highest average delay, it is still lower than 0.5 second, which is reasonable for the human

perception in most of the cases. However, the average delay should still be improved in

the future research.
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Figure 4.10: Delay of the simple lanes scenario

In the urban scenario, the topology is based on the map of downtown Ottawa. To

help create the connections among the vehicles, a set of Road Side Units (RSU) are

deployed uniformly in the simulation area. There are 99 RSUs in the simulations of the

urban scenario. Because this work mainly considers the V2V connection, only ad-hoc

routing is enabled. The simulations are run for different number of vehicles, in order

to test the performance of the protocols for different vehicle densities. The simulation

results presented in this section are the average results of all nodes that actually received

the video streaming. The received data in the relay nodes is not counted in the result.

The video quality observed in Figures 4.11 and 4.12 shows that a multi-path solution has

the highest average PSNR and average SSIM comparing to that of FEC and UDP. In

the simulation results, the video quality increases, when the number of vehicles increases

from 100 to 300. The reasons is that the increased density of vehicles helps creating extra

connections for the video streaming. The video quality decreases, when the number of

vehicles increases from 300 to 500. One possible reason is that the increased density of

the vehicles near the source vehicle increases the number of video streaming requests

during the simulation. Another possible reason is that the density of vehicles cause
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the link to be saturated because of the broadcasting routing packets of AODV. In the

simulation results presented in [49], the increment of the routing overhead from 50 nodes

to 100 nodes in a 100m × 100m area is very low. Even though the maximum receive

range in [49] is only 25m, the density of its proposed scenario is much higher than our

scenario. Therefore, the possibility that the link be saturated because of the routing

packets is rare. The video quality of the UDP decreases faster, because it does not have

any mechanism on video quality guarantee. Even though the number of video streaming

request increases, the multi-path solution still can achieve a higher average video quality

comparing to FEC and UDP in the simulation.
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Figure 4.11: PSNR results of the urban scenario
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Figure 4.12: SSIM results of the urban scenario

In order to analyze the data rate of different protocols, the receiving data rate is also

plotted in Figure 4.13. Receiving data rate can measure the number of the successfully
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transmitted packets in the receiver side, which helps measuring the performance of the

protocols. The simulation results show that multi-path solution has a highest average

receiving data rate among the tested protocols. A higher receiving data rate is one of

the factors that leads to the higher video quality.
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Figure 4.13: Receiving data rate of the urban scenario

The delay of the urban scenario simulations is similar to that of the simple lane sce-

nario. The delay of the multi-path solution is still the highest of all protocols. However,

the average delay is still limited to 0.5 s. Most of the delay is also caused by the TCP

transmissions. If the delay of the TCP transmissions can be improved, the delay of the

multi-path solution can also be improved.
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Figure 4.14: Delay of the urban scenario



Multi-path Error Recovery Video Streaming (MERVS) on VANETs 82

4.6 Summary

The purpose of this research is to achieve high quality video streaming on VANET.

Most of the current researches uses FEC to ensure the quality of the video during the

transmissions. However, because of the limited resource of wireless networks, the dynamic

changed topology of VANET and the large amount of video data, the duplicated packets

created by FEC causes extra interference and contention during the video streaming. To

avoid generating extra packets, ARQ is used to ensure the video transmissions in this

research instead. The main problem of ARQ is the delay caused by each packet loss.

To solve this problem, only selected data will be transmitted with the ARQ technique.

Because of the importance of the I-frames, only the packets of the I-frames will be

used ARQ to ensure the transmissions. In our solution, the TCP protocol is used to

transmit the I-frames and UDP protocol is used to transmit the inter-frames. To further

minimize the delay, the I-frames and inter-frames are transmitted in separate paths with

the node disjoint and link disjoint algorithm, in order to reduce the probability of the

packet loss caused by interference and contention. Because of the different mechanism

of the TCP and UDP, different routing metrics are chosen to select the paths. A TCP-

ETX routing metric is integrated to calculate the expected number of transmissions to

successfully deliver a TCP segment, which can evaluate the quality of a path for TCP

transmissions. UDP transmission still uses the regular shortest path routing metric.

To evaluate the designed scheme, several simulations are conducted by comparing to

the FEC and UDP/RTP protocol. The simulation results indicate that the multi-path

solution can achieve the highest video quality and receiving data rate in the simulation,

but the multi-path solution also suffer higher delay comparing to the other two protocols.

Even though the average delay is reasonable for the human perception in most of the

cases, the delay should be improved in the further research.



Chapter 5

Cross Layer Routing Scheme

Besides MERVS, lower layer improvement is also an optional technique to improve the

performance of the video streaming. If the resource of the transmission path are guar-

antee, the video stream will be more stable and efficient. In this chapter, two cross layer

routing scheme are proposed. One is the cross layer delay sensitive wireless routing met-

ric for UDP channel. Another one is the TCP-ETX, which is a cross layer metric for TCP

improvement. Both technique has shown its improvement on the network throughput.

5.1 Cross Layer Delay Sensitive Wireless Routing

Metric

The choice of a suitable path for packet transmission is a fundamental issue of any routing

protocol. The principle of choosing the shortest path is no longer a good option for route

selection. The link quality of the path is more important than the length of the path in

a wireless network, because of the channel’s unstable condition. Expected Transmission

Count (ETX) is a routing metric, which selects the path with fewer transmissions for

a successful packet delivery. However, other factors should be also considered for route

selection, like the retransmission delay. In this section, a comprehensive analysis on

the effect of the link layer delay to the transmission throughput is discussed. A delay

sensitive routing metric for IEEE 802.11 to measure and exam the link layer delay of

each hop along the path to evaluate the quality of the path.

83
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5.1.1 Cross Layer Routing Metric

Most of the routing metrics only consider the number of hops, such as DSDV, AODV

and DSR. However, in wireless networks the number of hops is no longer as critical as

other factors. In wired networks, the number of hops increases the probability of packet

collision and bit error, and the quality of the link can be ignored in most of the scenarios

since it exhibits a high quality. On the other side, in wireless networks, the quality of the

link is one of the major factors that should be considered in route selection. The number

of hops is still a factor for route selection, because the accumulation of the packet loss

probability along the path increases when the route becomes longer. However, the effect

of the link quality causes a stronger effect on the throughput of a wireless transmission,

because of the interference, fading and collision. In a layered architecture, the link quality

is not immediately available to the network layer protocol for the purpose of establishing

a routing metric. Therefore, a cross-layer routing metric should be proposed for routing

in wireless networks, such as the IEEE 802.11 standard considered in this work.

Expected transmission count (ETX) is a cross-layer routing metric to estimate the

quality of a communication link. It accumulates the packet loss probability of each hop

along the path to estimate the quality of the whole path. Its purpose is to reduce the

number of transmissions for one packet delivery by choosing the route with the lowest

packet loss probability. ETX is able to choose a high quality link for transmission with

the less number of transmissions. However, it does not guarantee the highest throughput

of a path. Figure 5.1 shows an example about two one-hop route, in which the source

nodes are set to different sizes of the contention window (CW). The route with a large

contention window size performs less transmissions to successfully deliver a packet, but

if a packet is lost it needs to wait a longer time to retransmit and also needs a longer

time to transmit if the channel is busy. The route with a smaller contention window size

needs extra transmissions to successfully transmit a packet. However, it waits a shorter

period for a retransmission and to access the communication channel. ETX will prefer

the first path with a large contention window rather than the second one because of its

smaller number of transmissions.

Notice that the link layer delay of the first route is higher than the link layer delay of

the second one. The link layer delay can be calculated by Equation 5.1. The E[delayLL]

denotes the link layer delay, E[ReTr ] the average number of retransmission for a suc-

cessful packet delivery, E[BF ] the average backoff, E[Def ] the average deferring time

and E[Tr ] the average transmission time for the last success transmission. Before each
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Figure 5.1: Impact of the contention window to ETX

retransmission, IEEE 802.11 will back off for a certain period to avoid another collision.

If the channel is busy while the node requests a transmission it will defer for a certain

time to start the request. The extra deferring time in the equation is for the last suc-

cess transmission. Both E[BF ] and E[Def ] are determined by the contention window

mechanism. Equation 5.1 shows that the link layer delay is determined by the average

retransmission time and the contention window range. Therefore, in Figure 5.1, the

link layer delay of the first route is around 5ms, whereas of the second route is around

900 ns. The second route spends less time waiting for the retransmission, which makes

it transmit faster than the first route. In case the sources of both routes have always

a packet to send, the transmission interval of the first route is about 5ms whereas of

the second route is around 900 ns, which has the higher throughput. It is important to

notice that this scenario cannot be identified by ETX, which only considers the packet

loss probability.

E[delayLL] = E[ReTr ]× (E[BF ] + E[Def ]) +

E[Def ] + E[Tr ]. (5.1)

5.1.2 Link Layer Delay Analysis

As discussed in the previous section, the main factor of the transmission throughput is the

link layer delay, which limits the transmission speed. In the one hop scenario, as depicted

in Figure 5.1, each packet of the transmission flow has to follow a certain procedure to

be successfully transmitted to next hop. The next packet should wait in the queue until

the successful delivery of the current packet, which is the link layer delay. If this delay is
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too large, it will affect the transmission flow by increasing the time interval between two

continue packets, as shown in Figure 5.2. The transmission interval between two packets

in sequence of the original flow is smaller than the link layer delay. Therefore, packet

#2 needs to wait in the queue until packet #1 is successfully transmitted, and the same

applies to packets #3 and #4. The transmission flow will be modified as it is affected

by the link layer delay. It is better to choose a one hop route with a smaller link layer

delay for the one hop example in Figure 5.1 to guarantee the transmission throughput.

Original Flow

Link Layer Delay

New Flow

Figure 5.2: Transmission flow is affected by the link layer delay

In a multi-hop scenario, the analysis of link layer delay is similar. IEEE 802.11 only

handles the packet forwarding along the path, and at a given time only one packet can

be forwarded. Therefore, the packet is forwarded by a station along the path. If there is

a slow transmission hop, all the following packets will be blocked, as shown in Figure 5.3.

A good node means a node in a link layer with a small delay connection, whereas a bad

node means a node in a link layer with a large delay connection. A good node will not

affect the traffic speed, since the link layer delay is low. A bad node will change the

transmission speed of a flow, since it delays the transmissions. The transmission flow

after the bad node will be totally changed, and the transmission interval of the flow is

equal to the link layer delay of the bad node. The transmission throughput cannot be

recovered after the bad node, since the bad node blocks the traffic.

Figure 5.3: Effect of link layer delay on traffic flow along the path

Therefore, the quality of each hop should be carefully considered when choosing a

transmission path. Merely accumulating the link quality of each hop is not enough. The
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algorithm should ensure that the link layer delay of each hop is small enough. Roughly

the transmission interval of a flow is equal to the largest link layer delay of the path.

5.1.3 System Architecture

The proposed routing metric is a cross layer solution that measures the link layer delay

of a path and chooses the path with the smallest link layer delay. There are two layers

involved in this algorithm: the network layer and the Media Access Control (MAC)

layer. The network layer handles the routing process to send routing requests and routing

replies. The MAC layer retrieves and stores the link quality of all one hop neighbors for

the route decision in the network layer.

Network Layer

A basic function of the network layer is to send a “request” and a “reply”. There are two

pieces of information stored in the routing request and routing reply: (i) the path that

the routing request is sent, and (ii) the link layer delay of the corresponding path. The

link layer delay of the path is equal to the greatest link layer delay of the link in the path

and is calculated as described in Algorithm 6. Whenever sending a packet, the network

protocol first searches the routing cache for an existing route. If the destination is new to

the current node, a routing Request will be broadcasted. Any other node upon receiving

the routing Request stores its information in the Request and forwards the Request until

it reaches the destination. When the destination receives the routing Request , it sends

back a routing Reply by reversing the route used to transmit the packet. Each node upon

receiving a routing Reply compares the link layer delay (LLD) recorded in the Reply and

its current LLD to the next hop of the path. If the LLD to the next hop of the path is

greater than that in the Reply , the current LLD is replaced by the received Reply . If the

origin node receives a routing Reply for the sent routing Request , it compares the LLD

of the routing Reply to the existing route in the routing cache, and stores the smallest

value. If there is no existing route in the cache, it stores the Reply in the cache.

Media Access Control (MAC) Layer

The MAC protocol keeps measuring the link layer delay to all one hop neighbors, in

order to obtain the link quality information for the routing metric. The IEEE 802.11

standard employs the messages “Request To Send” (RTS) “and Clear To Send” (CTS) to

secure the channel from collisions on the data packets. There is also an acknowledgement
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Algorithm 6 Routing Algorithm

Require: Request Routing request

Require: Reply Routing reply

Require: CurPath Current path in the cache

Require: LLD ≥ 0 Link layer delay

Require: CurNode ̸= NULL Link layer delay of the current hop

while running do

if receive Request then

if Request.dst = CurNode.addr then

Send Reply

else

Request.add(CurNode)

Forward Request

end if

else if receive Reply then

if Reply.dst ̸= CurNode.addr then

Reply.LLD ← max(Reply.LLD ,CurNode.LLD)

Forward Reply

else

if CurPath.dst = Reply.Route.dst exist then

if Reply.LLD ≤ CurPath.LLD then

CurPath ← Reply

end if

else

Store Reply in the cache

end if

end if

end if

end while
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message for the data packet that is successfully received. The link layer delay is defined

as the time interval between a packet is available to be sent and its acknowledgement is

received. The concept of Link Layer Delay is similar to the concept of Round Trip Time

(RTT) of TCP. The concept of smooth RTT is adopted and is called Smooth Link Layer

Delay (SLLD) and the following Equation 5.2 is obtained.

SLLD = α× LLD + (1− α)× SLLD , (5.2)

where LLD denotes the current measured link layer delay, α the smooth factor in

the interval [0, 1] (this parameter is set to 1/8 in this work, which is obtained from the

experiments to avoid sudden change of the networks).

The MAC protocol records the time the data packet is received from the corresponding

acknowledgement to calculate the LLD . By accumulating LLD , based on Equation 5.2,

SLLD is stored as the link quality for the route selection in the network layer.

5.1.4 Simulation Results

In this section, the proposal is evaluated through simulations using the Network Simula-

tor 2 (NS-2) [75]. The protocol stack is based on the IEEE 802.11 protocol and the User

Datagram Protocol (UDP). All sources in the simulation transmit a 160-byte packet in a

transmission interval of 0.02ms. The proposal is evaluated through two network topolo-

gies: chain scenario and grid scenario. In the grid scenario, a number of low quality

nodes are generated to create data links with different qualities. These low quality nodes

have a larger link layer delay to deliver a packet.

The evaluation is conducted by simulating the chain scenario, as depicted in Fig-

ure 5.3. There is one low quality node in the path, in which the contention window

range is increased to add extra link layer delay. Figure 5.4 shows the simulation results

considering different network sizes (nodes): 7, 10, 15 and 20. The goal of this simulation

is to exam how large link layer delays affect the throughput of the transmission flow.

As can be seen, the throughput of the transmission flow is the same or similar for all

network sizes, considering the same low quality node. As discussed in Section 5.1.2, the

low quality node reorganizes the transmission flow by blocking the next packets, and,

thus, decreasing the throughput. In this case, the path size is not as critical as the link

quality of the node.

In the grid scenario, the link layer delay based routing metric is compared to ETX and

AODV. There are two transmission flows in this case, which have an intermediate node.
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The overall network throughput is measured in this simulation. Firstly, both the network

size and the number of low quality nodes are increased (at the same rate of the network

size). This simulation aims to exam the performance of the routing metric considering the

link layer delay for different network sizes. Figure 5.5 shows the simulation results. The

proposed routing metric considering the link layer delay exhibits a higher performance

than the other two routing metrics, since it considers the link layer delay, which is one of

the main limitations of data throughput. ETX presents a performance similar to AODV,

because ETX only considers the number of transmissions and ignores the average time

to wait for a retransmission. When the network size changes from 6 × 6 to 8 × 8, the

throughput has a slight increase. This happens because there are more available good

nodes in the network, which absorb the effect of the bad nodes. The throughput is lower

at a network size around 9 × 9 and 10 × 10. That is because the path length increases

the chance to reach a bad node.
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Figure 5.6: The overall throughput by increasing the number of low quality nodes

In the second simulation of a grid scenario, the network size is fixed to 5× 5, and the

number of low quality nodes is increased. The performance of the three algorithms is

very close to each other, but it can be seen that the routing metric considering the link

layer delay can achieve a higher performance than the other two. As explained above,

ETX fails to avoid the low quality node along the path.
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5.2 TCP-ETX: A Cross Layer Metric for TCP Im-

provement

Transmission Control Protocol (TCP) suffers degradation in wireless networks because,

among other factors, low quality links tend to interrupt a TCP connection. Expected

Transmission Count (ETX) calculates the estimated number of transmissions to success-

fully transmit a packet, but it fails to calculate the correct number of transmissions for

a TCP segment. The reason is that it does not consider the Automatic Repeat reQuest

(ARQ) mechanism of TCP. A novel cross layer path metric, TCP-ETX, is proposed

which calculates the accurate number of transmissions for TCP segments and minimizes

the protocol overhead.

5.2.1 TCP-ETX

As discussed above, ETX does not consider the upper layers of a network and their

influence in the obtained value of ETX. To overcome that limitation, this work proposes a

new TCP-ETX routing protocol to improve the TCP performance over wireless networks.

To calculate the overall number of transmissions to successfully transmit a TCP segment,

the behavior of TCP needs to be analyzed. In a correct transmission, there is at least one

successful transmission for each packet of the segment. The number of transmissions is

estimated by the link layer performs before stopping transmitting a frame. For instance,

usually the maximum retransmission limit of the IEEE 802.11 protocol is 7, i.e., a station

tries to transmit a frame up to seven times before giving up. Basically, the estimation can

start either at the source node going into the direction of the destination node (forward

approach) or the other way around (backward approach). In the forward estimation, a

source node has to know the exact path to the destination and has fully knowledge of

the network information, which is unrealistic in many wireless networks. Therefore the

routing estimation is performed from the destination.

The principle behind TCP-ETX is based on the observation that given the current

node, if any node on the path to destination fails to transmit a link layer message, the

current node needs to retransmit the message anyway. Based on ETX, the probability to

successfully transmit a packet in one hop is equal to the multiplication of the transmission

probability for both directions, as presented in Equation 5.3. In Equation 5.4, Pro(i) is

the probability of a node to transmit a message caused by a failure in the transmission

of any hop on the path. Each node has to send at least one message successfully in order
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to reach its destination. If any node on the path that is closer to the current node fails

its transmission, the current node transmits the packet again. Equation 5.5 explains the

TCP-ETX metric, where MAX denotes the maximum retransmission limit, N denotes

the current node and D denotes the destination node. Fraction 1
Pi

is the estimation of

the number of transmissions to transmit a packet to next hop. By multiplying 1
Pi

and

the probability to transmit a packet Pro(i), the estimated number of transmissions that

the current node needs for a successful delivery of a TCP segment can be retrieved.

TCP-ETX sums the number of transmissions of all nodes along the path to get the total

number of transmissions.

Pi = Pi→i+1Pi+1→i. (5.3)

Pro(i) = 1 +
D∑
j=i

(1− Pj)
MAX. (5.4)

TCPETXN,D =
D∑

i=N

1

Pi

Pro(i). (5.5)

5.2.2 One Hop Notification System

TCP-ETX Calculation

The main drawback of ETX is the overhead of its probing system. To know the delivery

ratio of all destinations, each node has to send the probing information for all destina-

tions, which is resource consuming mainly in wireless networks and may cause a heavy

traffic in the network. Thus a more efficient notification system should be introduced

into an ETX routing metric. By analyzing the TCP-ETX metric above, a one hop noti-

fication system is proposed, which estimates the corresponding routing metric based on

one hop information. This means that each node only needs routing information from

neighbours one hop distant, as well as probe the delivery ratio from one hop neighbours.

TCPETXN,D =
1

PN

Pro(N) +

1

PN+1

Pro(N + 1) + . . .+

1

PD−1
Pro(D − 1). (5.6)
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TCPETXN,D =
1

PN

Pro(N) + TCPETXN+1,D. (5.7)

Equations 5.6 and 5.7 incorporate the recursive idea to calculate the corresponding

TCP-ETX metric. However, Pro(N) still contains the delivery ratio information from

all nodes along the path. There are two ways to get information from the path: (i)

all nodes from the path send their delivery ratio information to the source node, which

causes a lot of traffic; and (ii) all nodes put their delivery ratio into the routing packets

(piggybacking process), which enlarges the size of routing packets. Both ways consume

network resources. In the following, those equations are optimized.

Equation 5.4 contains the delivery ratio for all nodes along the path. If a recursive

equation for Pro(i) can be found, the routing information can be eliminated from other

nodes. Equation 5.8 recursively calculates the value of Pro.

Pro(i) = 1 + (1− Pi)
MAX + (Pro(i+ 1)− 1). (5.8)

Based on those equations, each node can estimate the corresponding TCP-ETX for all

destinations, only based on one hop information. Instead of probing the whole network,

each node merely probes their neighbours for routing information.

TCP-ETX algorithm

Based on the TCP-ETX metric, our algorithm can maintain the accurate routing table

with a low cost for TCP transmission. In this algorithm three agents are created to

handle different aspects in our system: Probing Agent, Routing Agent and TCP-ETX

Agent. These agents handle different aspects of our algorithm:

1. Probing Agent: obtains the delivery ratio from the neighbour nodes. The delivery

ratio is maintained within a period of time, which is based on the quality of network.

As mentioned above, it only probes one hop neighbours. Broadcast probing packets

are sent at a probing period. The Time To Live (TTL) of the probing packet is set

to 1, since it is interested in only one hop neighbours that can hear the probing.

2. Routing Agent: handles the routing table entries, which are updated for one hop

neighbours. This agent sends and receives routing packets from one hop neighbours.

It works similar to DSDV. However, when updating the entries of the routing table,

it does not compare the number of hops.
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3. TCP-ETX Agent: handles the TCP-ETX metric based on the information from

the Probing Agent and Routing Agent. This agent measures and calculates the

corresponding TCP metric for a specific destination.

Algorithm 7 and Algorithm 8 defines the behavior of the probing agent and the

routing agent.

Algorithm 7 Probing Agent

1: Define probeTable ◃ A table to count the Probing

2: Define probablityTable ◃ A table to record the delivery ratio to neighbour

3: Define totalProbe ◃ Total number of probing messages sent each time

4:

5: procedure CountProb(probePacket) ◃ calculates the Probing

6: probe ← probeTable[packet.dst ]

7: probe++

8: end procedure

9:

10: procedure AddProb(dst) ◃ calculate the probability

11: probability ← probeTable[dst ]/totalProbe

12: probabilityTable[dst ] ← probability

13: end procedure

14:

15: procedure SendProbe ◃ send out probing to one hop neighbour

16: probePacket.TTL ← 1

17: probePacket.dst ← BROADCAST

18: end procedure

19:

5.2.3 Simulation

This section presents the simulation of the TCP-ETX metric in the ns-2 simulator [75] by

rewriting the DSDV routing protocol. As source data traffic, the VOIP G7.11 CODEC

is used with a segment size of 160 bytes and a 20ms sending interval. The protocol used

in this simulation is TCP, IEEE 802.11, TCP-ETX routing protocol, ETX protocol and

DSDV protocol. The simulations are run for two different network topologies: grid and

two paths. The main criterion used in the simulation is the total TCP throughput. Low
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Algorithm 8 Routing Agent

1: Define probeTable ◃ A table to count the Probing

2: Define probablityTable ◃ A table to record the delivery ratio to neighbour

3: Define p ◃ routing packet

4: Define TCPETX ◃ TCPETX metric table of all destinations

5: Define oldTCPETX ◃ old TCPETX metric table of previous node

6: Define Pro ◃ table about probability of the need to transmit a packet to a specific

destination

7: Define seqnum ◃ current stored sequence number

8:

9: procedure UpdateRoute ◃ send out routing packet to one hop neighbour

10: p.TTL ← 1

11: p.dst ← BROADCAST

12: p.TCPETX ← TCPETX[dst ]

13: p.Pro ← Pro[dst]

14: end procedure

15:

16: procedure HandlePacket(p) ◃ handle the routing packet

17: if p.seqnum > seqnum or

p.TCPETX < oldTCPETX [packet.dst ] then

18: Pro[p.dst ] ← calculatePro(p.Pro)

19: TCPETX [p.dst ] ← calculateTCPETX

20: (p.TCPETX,Pro[d.dst ])

21: end if

22: end procedure
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quality nodes are created randomly in the test network to have different quality routes.

By comparing the total TCP throughput of the algorithms, it is concluded that our

algorithm significantly improves the TCP throughput by choosing a high quality path.

First our algorithm is tested with the grid topology, which contains some low quality

nodes to generate different quality paths. The simulation is run under different sizes

of the grid topology with multiple available paths to the destination. Our purpose is

to evaluate the performance of our protocol by comparing it with other routing metrics.

Figure 5.7 shows that TCPETX presents extra TCP throughput when compared to ETX

and DSDV. DSDV has lower throughput, because it only considers the number of hops

of the path without considering the quality of the path. DSDV is able to detect the

link loss to maintain the traffic, but it is too slow to react to changes because it lacks

link quality measurement and estimation. While the grid size and number of hops are

small, ETX maintains a similar throughput as TCPETX, because the position of the low

quality link on a path is not significant. Accompanying the increment of path length,

the throughput of ETX is closed to DSDV, because the low quality link on the tail of

the path leads to a large number of retransmissions. Comparing to DSDV, ETX has

a chance to find out the suitable link to get better performance than DSDV, while the

low quality nodes exist at the beginning part of the path. On the other hand, if the low

quality nodes locate at the end part of the path, ETX will have a lower performance than

DSDV, because it believe it is the optimized path even though it leads to the packet loss.

TCP-ETX is a cross layer routing metric that considers both lower layer link quality and

upper layer TCP congestion window mechanism. In this simulation, TCP-ETX chooses

the path that is suitable for TCP transmission over the multiple available paths, which

can avoid the hot spot and increases the probability of the transmission.

Figure 5.8 presents the average TCP throughput on a 6× 6 grid. It also explains the

behavior of TCPETX over the time. TCPETX maintains a higher throughput than that

of ETX and DSDV most of the time, because it correctly predicts the path quality for

TCP. ETX gets similar throughput as DSDV, because it fails to evaluate the path for

TCP by ignoring the position of the low quality link.

The second topology is the two-path topology. There are two available paths in the

network from source to destination with the same number of hops but with different

qualities. In this simulation, the purpose is to discover the efficiency of our protocol to

perform route decision. There are only two routes in the network, and the quality of

the route may switch because of the transmission traffic. Therefore, a fast and accurate

decision is needed to optimize the transmission rate. Figure 5.9 shows that our protocol
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provides a higher TCP throughput than the other protocols. By randomly choosing the

path from the two paths with the same number of hops, DSDV only maintains a ba-

sic transmission traffic. The oscillation of TCP throughput with ETX is mainly caused

by the mistake on estimating the number of expected transmissions for TCP. There-

fore, the path that ETX chooses may not be suitable for TCP transmissions and causes

the degradation of TCP throughput. In the simulation, TCP-ETX shows much higher

throughput than the others, when the number of hops increase. TCP-ETX provides a

high correctness on path estimation with long transmission path.
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Figure 5.9: Comparing total TCP throughput in two paths topology with N hops

Based on those results, the ETX protocol gets almost the same TCP throughput as

DSDV, which means that ETX fails to improve the TCP performance. Our protocol

fixes the problem that ETX encounters, and shows significant improvement on TCP

throughput especially on large scale TCP transmission.



Chapter 6

MAC Layer Improvement

Besides the improvement on the Network layer, MAC layer can achieve improvement

on video streaming as well. MAC layer is responsible for the link connection among

network nodes. If the link quality can be improved, the quality of the whole path of

a transmission can be improved as well. In this chapter, a cross layer QoS insurance

technique is proposed to ensure the UDP transmissions. A TCP-CC is proposed for

TCP throughput improvement, which is a cross layer TCP pacing protocol by contention

control.

6.1 Cross Layer QoS Insurance by Contention Win-

dow Adjustment

It is crucial to achieve Quality of Service (QoS) on IEEE802.11 in order to provide sta-

ble and reliable communication for real time and multimedia applications. Most recent

QoS techniques for ad hoc networks rely on basic QoS classifications such as Enhanced

Distributed Channel Access (EDCA) and Hybrid Coordination Function Channel Ac-

cess (HCCA) with pre-fixed contention window range for specific services; furthermore,

these techniques do so without considering overall resource consumption and the external

correlation among transmitting source nodes. In this research, a transmission analysis

on link layer delay and transmission interval was conducted in three different scenarios:

the unsaturated scenario, the saturated scenario and the mixed scenario. Based on this

analysis, a novel contention window adjustment QoS scheme is proposed; this applies

dynamic and automatic QoS assignments with low complexity by considering the re-

strictions among various requirements simultaneously. We measure the performance of

100
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different QoS algorithms theoretically and verify improvements on QoS-fairness result-

ing from our algorithm on QoS-fairness with detailed simulations. Other simulations

are also conducted in order to verify our theory on the relation of link layer delay and

transmission interval.

6.1.1 Introduction

Contention window mechanisms are designed to eliminate the possibility of collisions on

networks. If transmitting nodes attempt to access one resource simultaneously, they will

cause a collision. When a collision occurs, the contention window mechanism forces the

transmitting nodes, which have started the transmission, to wait for a random period

of time for retransmission. Thus, the retransmissions have a smaller opportunity of

colliding. A suitable contention window range can simultaneously absorb the increased

system load and guarantee the maximum throughput of the transmitting nodes. However,

if the contention window range is too large, it may cause an unnecessary delay in the

transmission, the reason for this is that for each collision a longer backoff timer may be

set.

There are two purposes for contention window adjustment: network performance op-

timization and Quality of Service (QoS) insurance. Several different research approaches

on contention window adjustment are proposed for network performance optimization,

example of which are [53, 110]. The aim of both is to optimize the overall network

throughput by separating the different traffic flow in different time-slots for collision

avoidance. The deferring and backoff mechanism of the contention window is one of the

most popular approaches to achieve collision avoidance.

The research on contention window adjustment aims to conduct QoS insurance on

wireless networks; the following are examples of such: [72, 124, 7, 118, 31, 111]. This

research classifies the throughput requests in different categories in order to simplify the

classification of the contention window size. A contention window size is assigned to

each category in order to guarantee the requested throughput of each transmitting node.

However, the contention window size of each category is pre-fixed and never changes

during the runtime; on the other hand, each category may have various composition

during the runtime. It is difficult for the pre-fixed contention window size to guarantee

QoS in the case of dynamically changed requests. Even when throughput requests are

in the same category, there are still slight differences between these two requests. One

pre-fixed contention window size will leads to QoS unfairness, because one of the requests
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may receive additional network resources.

In this research, an analysis of the transmission throughput is presented, which is

classified in three scenarios: 1) all nodes are unsaturated; 2) all nodes are saturated

and 3) there is a mix of unsaturated nodes and saturated nodes. The reason why these

three scenarios are considered is that contention window size has different effect in these

scenarios. An approach, to determine if a node is saturated or not, is also discussed in

this research, the purpose of this is to explain the reason for the different effect that

contention window size leads to. The link layer delay is the key factor affecting the

transmission throughput. The contention window size is one of the method used to con-

trol the link layer delay. Therefore, eventually, contention window size can affect the

transmission throughput. In the scenario where all nodes are saturated, a Markov Chain

model is presented to analyze the relation between contention window size and transmis-

sion throughput. A proportional relation between contention window and transmission

throughput is derived. This is proven to achieve higher QoS satisfaction and QoS fair-

ness. The QoS satisfaction measures the percentage of the satisfied resource requests.

The QoS fairness measures the percentage in the difference between the assigned resource

and the requested resource.

6.1.2 Basic Theory

The purpose of our research is to achieve quality of service (QoS) assurance over wireless

networks on IEEE802.11. Each node can request a specific throughput for its transmis-

sion; and, the system assigns and limits the traffic flow from this node according to the

requested throughput. There are several ways to achieve traffic control over wireless net-

works. We would like to use the contention window adjustment technique to achieve the

quality of service assurance; this is because the contention window mechanism is built

in IEEE802.11, which does not require modification on other layers. To simplify our re-

search, we assume that all sources transmit at a fixed transmission rate. In other words,

all sources flows have a fixed interval between two continuously transmitting packets.

In this section, we are going to present the basic theory about the wireless networks

related to our research. Through this explanation, we can further understand the problem

that we are facing. The infrastructure of our research is IEEE802.11, which contains a

RTS/CTS (Request to Send and Clear to Send) mechanism and a contention window

mechanism. RTS/CTS mechanism is designed to reduce the packet transmission collision

over wireless networks, which is caused by a hidden node problem. The contention



MAC Layer Improvement 103

window mechanism is designed to control and reduce the contention level over wireless

networks. These are the two main features of IEEE802.11, which relate to our research.

To analyze network condition, there are two concepts, which we want to clarify,

before beginning the discussion: the first on pertains to saturated nodes and the second

to unsaturated nodes. A saturated node is a node that always has something to transmit.

By contrast, an unsaturated node always experience some delay between two continuous

transmissions. In this section, we are going to explain the cause and to identify both

saturated and unsaturated nodes.

RTS/CTS

Before each data packet transmission, IEEE802.11 requires the MAC(Media Access Con-

trol) Layer to send a RTS message to the next hop node; this is done in order to confirm

whether the channel is idle and whether the next hop node is ready to receive the packet.

If both the next hop node and the channel are ready for transmission, the next hop node

will send back a CTS message to inform the transmitting node. After successfully re-

ceiving the CTS, the transmitting node will start the transmission. The purpose of the

RTS/CTS mechanism is to determine the network condition before starting the actual

data transmission.

Contention Window Mechanism

The contention window mechanism is designed to achieve contention control in IEEE802.11.

Contention window mechanism is used to determined the time needed for deferring and

backoff. If the media is unavailable to transmit packets, the transmitting node defers

the access until the medium is available. If a collision happens among the packet trans-

missions of two nodes, each transmitting node will set a backoff timer and retry the

transmission when the timer becomes zero. Both the deferring time and the backoff time

are determined by the contention window mechanism. If a collision happens when two

nodes intend to transmit a packet simultaneously, the contention window size will in-

crease in order to increase the range of various choices of deferring and backoff times. In

summary, the contention window mechanism tries to separate the time of transmission

launched by each node, in order to avoid transmission collision.

Since the contention window mechanism introduces time intervals among packet

transmissions, it affects the transmission rate in two main aspects. In one case, the

additional time interval delays the packet transmission or the packet retransmission,



MAC Layer Improvement 104

when a packet transmission has started or a collision has happened. Therefore, the

transmission rate is lowered by the contention window mechanism. Another case is when

the contention window mechanism lowers the collision probability of the networks, which

decrease the time of the backoff. In this case, it actually decreases the total cost of wait-

ing for the retransmission caused by collision. This tradeoff of the contention window

mechanism will be discussed and considered in our research. A detailed design will be

proposed in the following section.

Saturated Networks

There are two kinds of transmission rates are considered in our research: source trans-

mission rate and actual transmission rate. Source transmission rate is the transmission

rate of the source applications or devices. Actual transmission rate is the transmission

rate that a traffic flow actually transmits through the channel. These two transmission

rates are different; this is because the link layer delay may interrupt the transmission.

Theoretically, saturation means the system has reached its maximum communication

capacity. In other words, the saturated node always has something to send. In practi-

cal terms, saturation is related to both the link layer delay and the source transmission

rate. If the link layer delay is too high, the network will easily become saturated. If the

transmission rate is too fast, the traffic flow may be saturated as well. In Figure 6.1, F1

is the original traffic flow in the source transmission rate, in which two simultaneously

transmitted packets are separated by the fixed interval. If the average link layer delay

is larger than the interval between two simultaneously transmitted packets, the trans-

mission of the second packet will be delayed. The actual traffic flow will become like

that illustrated in F2 in Figure 6.1. The transmission delay will be forwarded to all the

following packets, which are planned to transmit by the source. The link layer delay will

be applied to the second packet, when the first packet is successfully delivered. All this

delay will be accumulated on the following transmission. Therefore, there are always

packets in the queue, which wait for delivery. And thus, the reason for saturation can

be considered as being caused by two aspects: link layer delay and source transmission

rate. The definition of saturation is as found in Definition 1.

Definition 1 If the average link layer delay is higher than the fixed transmission interval

of a source transmission flow, the source transmission flow is saturated.

Based on the above analysis, we can infer that the actual transmission rate of a

saturated node is different from the source transmission rate. The actual transmission



MAC Layer Improvement 105

rate is determined by the link layer delay. If the link layer delay can be measured or

estimated, eventually the actual transmission rate of a traffic flow can be calculated. It

is also true that if the link layer delay can be changed, the actual transmission rate can

be changed. This concept is very important in our research, which will be discussed in

the following section.

IntervalIntervalIntervalInterval

Avg LL Delay

New IntervalIntervalIntervalInterval

F1

F2

Figure 6.1: Example for Saturated Network Transmissions

Unsaturated Networks

Based on the explanation of saturation from the section above, we can understand the

definition of unsaturation in the same way. In Figure 6.2, there is a source which trans-

mits packets at a fixed interval. The transmission interval is larger than the average link

layer delay, which means the time to transmit a packet is smaller than the fixed interval

between two simultaneously transmitted packets. Therefore, there is a gap after the first

packet finish the transmission and before the transmission of the second packet start.

During this gap, the channel is idle and the queue is empty, because no packet intends

to transmit in the channel. There are not always packets in the queue, which are waiting

to be transmitted. Therefore, the node is unsaturated as described in Definition 2. The

cause for an unsaturated network can be classified as: a large network capacity or a

slow transmission rate. The solution of the unsaturated networks is much simpler; this

is because the link layer delay does not have any impact on the traffic flow. All traffic

flow in unsaturated networks actually transmit from its own source transmission rate.

Definition 2 If the average link layer delay is lower than the fixed transmission interval

of a source transmission flow, the source transmission flow is unsaturated.
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Figure 6.2: Example of Unsaturated Network Transmissions

Summary

In order to achieve quality of service assurance in IEEE802.11, the scenarios have to be

classified in three categories: 1) all nodes are unsaturated, 2) all nodes are saturated and

3) there is a mix of saturated and unsaturated nodes. The reason for this classification

is that the behavior of saturated nodes and unsaturated nodes is different. The actual

transmission rate of saturated nodes is more difficult to estimate and control, when

compared to unsaturated nodes. They all need to be considered separately. The condition

of these three situations is discussed and the solutions are proposed in this section.

The purpose of the solution is to satisfy the requested transmission throughput of all

transmitting nodes. Based on the discussion above, the contention window adjustment

algorithm eventually affects the transmission throughput, this is because the contention

window adjustment algorithm changes the link layer delay. Our solution is based on this

theory. In this section, all scenarios only consider one hop transmission. The scenario

contains one destination node and multiple source nodes.

6.1.3 All Unsaturated Nodes

This is the simplest case, because the average link layer delay is lower than the trans-

mission interval of all transmitting nodes. Therefore, the average link layer delay has

no impact on the transmission rate. The actual transmission rate is the same as the

source transmission rate. All requests from the transmitting nodes are certainly satis-

fied, because each node is transmitting at its source rate. The overall network capacity

will not be exceeded in this situation; this is because there is a gap in the form of an idle
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channel after each successful packet transmission, which means there is room to increase

the transmission rate.

However, there is still one thing that can be considered in this situation. Even though

the transmission rate is not affected, the packet loss probability can be reduced. The pur-

pose of reducing the packet loss probability is to create extra available network resources

for the upcoming transmission. Meanwhile, this can save the energy of a communi-

cation node consumed by packet retransmission. If the transmission of a RTS fails in

IEEE802.11, the MAC layer will retransmit it until a CTS is successfully received or until

the maximum retransmission times is reached. To reduce the amount of retransmission,

it reduces the total number of transmissions in the networks; this eventually creates extra

idle channels for upcoming transmissions.

The contention window mechanism is one of the main approaches to reduce the packet

loss probability. In our collision probability based adaptive contention windows adjust-

ment, we proposed a collision probability model to estimate the collision probability in

a wireless networks, which is shown in Equation (6.1). Fc denotes the probability of

a collision, E[BF ] denotes the average backoff and Nnode denotes the number of nodes

attempting to transmit data to the same destination node simultaneously. This model

shows that if the average backoff gets higher, the collision probability will get lower.

Therefore, a large contention window size can be chosen in order to reduce the packet

loss probability. However, if the contention window size is too large, it may cause high

link layer delay, which causes the node to become saturated. A saturated node may

eventually reduce the throughput of the network. A suitable size of contention window

can be estimated by a link layer delay model, which will be proposed in the following

section.

Fc = 1− (1− 1

E[BF ]
)Nnode−1 (6.1)

6.1.4 All Saturated Nodes

In the first step of the saturation analysis, we would like to simplify the analysis by merely

considering that all nodes in the network are saturated. In this case, the transmission

rate of all nodes is determined by the link layer delay; this is because the link layer delay

is larger than the time interval between two simultaneously transmitted packets. Since

all nodes are in the same situation, we can consider the network condition as stable;

this is because there is always the same number of packets attempting to transmit over
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the network simultaneously. Therefore, we also can assume that the average packet loss

probability of the network is always the same, since the network condition is stable.

Throughput Model

The pre-fixed contention window range of a set of source nodes cannot satisfy the re-

quirements of real time applications in ad hoc networks, because the pre-fixed parameters

cannot adjust the throughput according to the various QoS requirements. Therefore, we

are going to propose a dynamic contention window adjustment mechanism through a

self-determined algorithm. In our analysis, we assume that the network is in a saturated

condition, which means all source nodes always have a packet to send and all queues are

not empty. Furthermore, we assume that the total requested throughput is lower than

the network capacity, and that the nodes transmit in an aggressive way, which makes

them saturated. Therefore, the source transmission rate of each node is higher than the

transmission rate that they requested. There are two reasons to make this assumption.

One reason is that if the total requested throughput is higher than the overall network

capacity, it is impossible to satisfy all the requests since the network is overloaded. To

simplify the analysis, we would like to model the normal loaded networks at the begin-

ning. The overloaded cases will be discussed in the following section. The reason for

another assumption is as follows: if all sources are transmitting at the rate they request,

the only situation leading to saturation in all sources is that the network is overloaded.

This is because no idle channel is available for the packets waiting in all queues.

Our analysis attempts to model the transmission failure on a saturated channel.

Though the causes of transmission failure vary, they trigger the contention window mech-

anism every time in IEEE802.11. In order to study the behavior of the saturated chan-

nel, we model the system as a discrete time Markov Chain. Figure 6.3 demonstrates

the Gilbert Burst model[43], while a source node is sending a packet on the channel; a

and b are the probability corresponding to the transmission of the source node, which is

greater than 0 and smaller than 1. We have two states in our transition model: the Start

state and the Transmission state. If a transmission fails, the model will go to or stay

in Start state. The transition will go to Transmission state, only when a transmission

is successful. At each state, there is a probability for it to transit to another state. For

example, the transition probability from the Start state to Transmission state is the

probability of a successful packet transmission on a saturated channel. In the following

sections, we will discuss how to calculate the transmission failure probability with our

model, and how to estimate the average throughput of one source node in a saturated
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channel.

Figure 6.3: Gilbert Burst Model of Transmission on a Saturated Channel

Transmission Failure Probability

We make the assumption that the network model is in a saturated condition. We can

therefore assume that the network condition is stable at any point during the runtime.

The probability of sending a packet successfully is the same during the runtime. The

probability of each transmission is shown in the transition matrix P in Equation (6.2).

Transition matrix Pn represents the transmission matrix after n transmission times.

P =

[
a 1− a

b 1− b

]
(6.2)

In a saturated channel, the probability of losing a packet during each transmission

is greater than 0 because of the busy traffic. According to the theory of Markov Chain,

every transition matrix Pn of the regular Markov Chain can converge to a matrix W,

which has constant columns. Therefore, the Markov Chain that we create is a regular

Markov Chain because all elements in the matrix are positive.

W =

[
w1 w2

w1 w2

]
(6.3)

Based on the theory of Markov Chain, we can calculate the w1 and w2 from the

equations derived from the Equation (6.4).
w1 + w2 = 1

w1 ∗ a+ w2 ∗ b = w1

w1 ∗ (1− a) + w2 ∗ (1− b) = w2

(6.4)
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We then determine the convergence matrix W of Pn as shown in Equation (6.5),

where all rows in matrix W have the same vector. When n→∞, Pn is equal to W. We

can predict the probability of the transmission based on matrix W after sufficient steps

are taken. In the next section, we will discuss the prediction for the average throughput

of each source node according to the matrix W.

W =

[
b

1−a+b
1−a

1−a+b
b

1−a+b
1−a

1−a+b

]
(6.5)

Average Throughput Analysis

The contention window mechanism aims to achieve contention avoidance, in order to

improve the average bandwidth E[B] of each source node. Therefore, in our analysis,

we seek to know how the contention backoff parameter affects the average bandwidth.

Firstly, we create an equation for predicting the average bandwidth in the Markov Chain,

as generated in the previous section. E[B] can be formalized as Equation (6.6).

E[B] =
TPtotal

Ttotal

(6.6)

Ttotal denotes the total measured time, and TPtotal denotes the total throughput

within Ttotal. We assume that a source node transmits N packets during Ttotal, while N

is large enough. In this case, transmission matrix PN is closed to matrix W. The Markov

chain begins at Start state, so we only focus on the probability that begins at the Start

state. The transition matrix can multiply to a vector
[
1 0

]
in order to eliminate the

probability corresponding to the transmission state at the first state. The amount of

TPtotal and Ttotal can be calculated as Equation (6.7).

TPtotal =
N∑

n=1

[
1 0

]
∗ P n ∗

[
0

1

]
Ttotal =
N∑

n=1

[
1 0

]
∗ P n ∗

[
E[BF ]

E[Ttx]

] (6.7)

E[BF ] denotes the average Backoff parameter and E[Ttx] denotes the average time

of packet transmission. The total throughput Ttotal of a source node is the number of

successful transmissions during the runtime. Therefore, it multiplies a vector

[
0

1

]
to

choose the number of successful transmissions from the matrix. The total time slots that
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the source node uses should be separated into two situations: 1) When the transmis-

sion succeeds, the cost time slot is the time spent transmitting a packet; 2) When the

transmission fails, the cost timeslot should be based on the backoff time chosen by the

contention window mechanism. Here we will use the average transmission time and the

average backoff parameter to replace the exact execution time.

E[B] =

[
1 0

]
∗((N+1)W−I)∗

 0

1


[
1 0

]
∗((N+1)W−I)∗

 E[BF ]

E[Ttx]


(6.8)

Based on the theory of the regular Markov Chain, Pn is predictable, because it

converges with W. By replacing Pn, we derive Equation (6.8) from the Equation (6.7),

when the number N is large enough.

lim
n→∞

E[B] ≈ 1
b

1−a ∗ E[BF ] + E[Ttx]
(6.9)

After simplifying Equation (6.8) by making n sufficiently close to infinite, we obtain

Equation (6.9). In order to avoid further contention after collision occurs, the contention

window must not be too small. Thus, the average transmission time is usually very

small compared to the average backoff time. In a saturated channel, the probability a

and probability b are very similar; this is because of their stable environment. Based on

the research in the study [109], the collision probability of a reasonable network size with

30 source nodes is within the range of [45%, 55%], while the size of the initial contention

window range from 16 to 32. In a reasonable network size with about 30 source nodes

transmitting data simultaneously, a and b are similar and within the range of [0.45,

0.55]. The factor b
1−a is greater than 80% in a network with a size of 30 source nodes.

Therefore, b
1−a ∗E[BF ] is still much greater than E[Ttx]. We can predict that the average

throughput E[B] is approximately equal to Equation (6.10) in a reasonable network size

with 30 source nodes.

E[B] ≈ 1
b

1−a ∗ E[BF ]
(6.10)

We acquired the estimated average throughput of a source node from our analysis

of transmission probability in a saturated channel. The result shows that the average

throughput of a source node principally depends on its average contention backoff pa-

rameter as well as on the channel condition. In other words, it is affected by the size
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of the contention window, because the contention window range determines the aver-

age backoff parameter. Therefore, when the contention window range gets smaller, the

average throughput should get larger until the system resource is exhausted.

E[BF ] ≈ 1
b

1−a ∗ReqTP
(6.11)

Basic Theory

Our goal is to achieve QoS fairness over ad hoc networks, which means each source node

will get the corresponding resources that it requests. If we set the average through-

put to correspond with the throughput requested by the QoS requested throughput, we

can easily predict the average backoff parameter based on the corresponding QoS re-

quested throughput as seen Equation (6.11). In Equation (6.11), ReqTP denotes the

QoS requested throughput. The suitable average backoff parameter is dependant on the

channel condition, a and b, and the requested throughput of the application. From the

previous equations, we can see that the average throughput is basically decided by the

backoff parameter, but it is also affected by the channel condition. We cannot determine

the average throughput of one source node without considering the channel condition.

Therefore, we need to analyze the external relation among source nodes. Since we as-

sume that all source nodes work in a saturated channel, we can assume that the channel

condition of all source nodes is the same. According to this assumption, we acquired

the ratio for the contention backoff parameter of all source nodes within the system in

Equation (6.12).

E[BF ]1 : E[BF ]2 : ... : E[BF ]n ≈
1

ReqTP1

:
1

ReqTP2

:

... :
1

ReqTPn

(6.12)

This ratio reveals the external relation among the source nodes within the system;

it also reveals how the QoS requested throughput affects the average contention backoff

parameter. Based on the definition of a contention window mechanism, backoff time

is the random number of time slots in the range from 0 to the size of the contention

window. The average backoff parameter should be half of the size of the contention
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window; therefore, we can obtain another ratio between the range of the contention

window and the requested throughput in Equation (6.13).

CW1 : CW2 : ... : CWn ≈
1

ReqTP1

:
1

ReqTP2

:

... :
1

ReqTPn

(6.13)

Equation (6.13) is the primary theory behind our algorithm. Like HCCA, there is

a QoS coordinator in our algorithm, which collects channel information and sets source

nodes to an appropriate contention window size corresponds to the ratio of requested

throughput.

Overload Control

The definition of overload in our algorithm is when the requested throughput exceeds

system capable throughput. there is one drawback to the main theory, proposed in the

previous section; the actual throughput of each source node will not reach the requested

throughput when the overall requested throughput is greater than the channel capacity.

The reason for this is that channel capacity has been divided by the ratio of requested

throughput, and not by the real number of the requested throughput. The reason for

this is that all source nodes compete to access the network medium, which causes; high

collision probability during the runtime. This high collision probability can not be ab-

sorbed by the contention window mechanism, because of the limited network capacity.

In this section, we will discuss this problem; and, we will proceed to present an overload

control for the system. In overloaded networks, only part of the requests can be satisfied.

While the requested resource is more than the actual resource, the coordinator has

to decide whose QoS request should be guaranteed. Therefore, few source nodes, called

guaranteed source nodes, will get the QoS requested throughput, while others, called

Best Effort source nodes, will get the shared bandwidth in an overloaded condition. As

shown in Equation (6.14), ReqTPgrt denotes the requested throughput of guaranteed

source nodes, and TPBE denotes the assigned throughput of Best Effort source nodes.

TPactual denotes the channel capacity. The overall throughput of the guaranteed source

nodes ReqTPoverall has to be smaller than the channel capacity, so that it has extra

throughput for Best Effort requests. The overall throughput of Best Effort source nodes

should be equal to the rest of the channel capacity; therefore, they will not seize resources

from the guaranteed source nodes.
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

1. ReqTPoverall =

ReqTPgrt1 +ReqTPgrt2 + ...+ReqTPgrtn

2. TPBE1 + TPBE2 + ...+ TPBEn =

TPactual −ReqTPreserved

3. ReqTPoverall < TPactual

(6.14)

In this phase, we have two methods by which to separate the rest of the actual

throughput for the Best Effort source nodes. 1) the rest of the throughput will be

distributed equally among all Best Effort source nodes; 2) or, the rest of the throughput

will be distributed based on the ratio of requested throughput of the Best Effort source

nodes.

CWgrt1 : ... : CWgrtn : CWBE1 : ... : CWBEn =

1

ReqTPgrt1

: ... :
1

ReqTPgrtn

:

K

ReqTPBE1

: ... :
K

ReqTPBEn

(6.15)

K =
ReqTPBEoverall

TPactual −ReqTPoverall

(6.16)

Equation (6.15) and (6.16) illustrates how to conduct overload control with the ratio

division on Best Effort source nodes. All Best Effort source nodes have to multiply an

extra factor, K, which converts the normal ratio value to the Best Effort ratio value.

Therefore, the throughput will be redivided based on the new ratio. To implement this

mechanism, the coordinator, which retrieves data from the source nodes, should measure

the channel capacity, in order to control the overall throughput.

6.1.5 Mix of Saturated Nodes and Unsaturated Nodes

The instances of all unsaturated nodes and all saturated nodes are easy to analysis,

because the scenario is simple. In the case in which there is a mix of saturated nodes

and unsaturated nodes, the status of the source nodes may be changed, if the network

condition changes. The unsaturated and saturated nodes should be considered separately

because of their different behavior. Since the analysis in this section only considers one

hop scenarios and all source nodes are transmitting at a fixed interval, all source nodes
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transmitting to the same destination node access the same channel; and, the channel

condition that they attempt to access is similar. Based on this assumption, we can infer

that the transmission rate of the unsaturated nodes is lower than the transmission rate

of the saturated nodes in the mixed scenario. The reason for this is that if the channel

condition is similar, we can assume that the link layer delay is similar as well. If a node is

unsaturated, it means its transmission interval is higher than that of the link layer delay;

this means its source transmits at a slow rate. In contrast, the source node transmits at

a fast rate, if its transmission interval is lower than the link layer delay, which makes it

in a state of saturation. We assume the saturated nodes are transmitting at a rate faster

than is required. The reason for this assumption is that if a node is saturated and it

transmits at its required transmission rate, it is impossible to satisfy this request; this is

because the link layer delay is too high for the requirements.

Handling Unsaturated Nodes

Unsaturated nodes can be handled similarly to those in the unsaturated scenario, since

the link layer delay is lower than the transmission interval. The transmission rate is

guaranteed. Based on the theory in Section 6.1.3, a suitable contention window size

should be assigned to avoid extra network collisions over the networks, which saves the

network resource for upcoming connections. Based on Equation (6.1), higher contention

window size leads to a lower packet collision probability; thus, a large contention window

size should be assigned. In contrast, a large contention window size results in longer

periods of deferral and backoff time for each transmission in the MAC layer; this may in

turn increase the link layer delay and may cause the node to become saturated. Therefore

a suitable contention window size should be large enough, but it will not make the link

layer delay higher than the transmission interval. The best contention window size should

make the link layer delay equal to the transmission interval.

In order to estimate the link layer delay, we propose a set of equations to model the

link layer delay of IEEE802.11. To simplify this modelling, we assume that if a CTS

is received, the data packet will be transmitted successfully. We also assume that the

channel from source nodes to destination node is always busy, since there are saturated

nodes. Therefore, the packet transmission will always be deferred. The channel from the

destination node to source node is always idle, because destination node is not sending

packet. Based on this analysis, we can infer that the transmission of CTS will not be

deferred and it will not collide as well.
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E[TLLD] = E[Tdef ] + E[TTr]

+(E[NBF ] + 1)× E[Tdef ]

+E[NBF ]× E[TBF ] (6.17)

Average link layer delay, E[TLLD], can be calculated by Equation (6.17), in which

E[Tdef ] denotes the average time assigned for deferring; E[TTr] denotes the average time

for a data packet transmission; E[NBF ] denotes the average number of times RTS trans-

mission fails to successfully retrieve a CTS; and, E[TBF ] denotes the average period of

time of backoff. E[Tdef ] and E[TBF ] are the same, because they are both determined by

the contention window mechanism. The first E[Tdef ] and E[TTr] listed are the average

deferral and transmission time for the data packet. The transmission time for RTS and

CTS is ignored in this equation; this is because they are very small compared to the

transmission time of data packets and the backoff time. Therefore, we only consider

the deferral time and backoff time of RTS in our modelling. There are (E[NBF ] + 1)

RTS needed to successfully receive a CTS packet; thus, the RTS transmission defers for

(E[NBF ] + 1) times and there are E[NBF ] times backoff because of the RTS failure.

E[NBF ] = (1− p)p+ 2(1− p)2p+ 3(1− p)3p

+...+ (m− 1)(1− p)m−1p

+m(1− p)m (6.18)

E[NBF ] =
m−1∑
i=1

i(1− p)ip+m(1− p)m (6.19)

To measure the average number of RTS failure undergone in order to successfully

receive a CTS packet, Equation (6.18) has been derived. In Equation (6.18), p denotes the

probability of successfully transmitting a packet, and m denotes the maximum amount

of time RTS transmissions occur for each data packet. The equation can be written as

Equation (6.19). (1− p)ip represents the probability of the situation in which there are

i times of RTS failure; and, in the case of i + 1 times of RTS transmission, the source

node successfully receives a CTS packet. The sum of the i multiplied by (1− p)ip is an

accumulation of the average number of RTS failure. The last situation is on in which

the total number of RTS transmissions reach the maximum times m the data packet
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transmission has failed and the RTS/CTS process stops. The next data packet will be

selected and the transmission will be started again. The probability for this situation is

(1− p)m.

E[TTr] =
E[Ldata]

r
(6.20)

E[Tdef ] = E[TBF ] =
CW

2
(6.21)

E[TTr], E[Tdef ] and E[TBF ] can be calculated in a more simple way, as shown in

Equation (6.20) and Equation (6.21). E[Ldata] denotes the average length of data packets,

r denotes the network transmission rate and CW denotes the contention window size.

The probability of successful packet delivery, p, can be simply measured by the prob-

ing system. Based on the set of equations discussed above, we are able to estimate the

link layer delay of a source node. For unsaturated nodes in the mixed scenario, the

corresponding contention window size CW can be calculated by simply assigning the

transmission interval to the average link layer delay E[TLLD].

Handling Saturated Nodes

Unlike unsaturated nodes, which will not be affected by saturated nodes, the throughput

and transmission rate of the saturated nodes in the mixed scenario is affected by the

transmission rate of the unsaturated nodes in the mixed scenario. From the analysis in

section 6.1.4, we can see that the throughput of the saturated nodes is limited by the

network capacity. The total network capacity is separated; and, this is based on a ratio

relation of the contention window size. Therefore, in the scenario in which there is a

mix of saturated and unsaturated nodes, the total network capacity for saturated nodes

should be calculated.

As it is mentioned above, the transmission rate of unsaturated nodes is guaranteed,

because the link layer delay is lower than the transmission interval. Since the trans-

mission rate of saturated nodes is very fast, this makes the link layer delay higher than

the transmission interval. Because the throughput of unsaturated nodes is guaranteed,

the network capacity left for saturated nodes is equal to the overall network capacity

deducted by the network capacity the unsaturated nodes employ, as shown in Equation

(6.22). Qsaturated denotes the network capacity left for saturated nodes, Qoverall denotes

the overall network capacity and Qunsaturated denotes the network capacity utilised by

unsaturated nodes.
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Qsaturated = Qoverall −Qunsaturated (6.22)

After the left over network capacity is calculated, the throughput we can offer for the

guaranteed services can be measured. The throughput can be shared by the saturated

nodes based on Equation (6.13). Since the contention window size is assigned a ratio,

a large enough base number can be used to assign the contention window size in order

to avoid additional link layer delay; this may cause the unsaturated nodes to become

saturated. If the requested throughput is higher than the left over network capacity

Qsaturated, the overloaded control mechanism in Equation (6.15) can be used to guarantee

part of the requests which have a higher priority.

From Equation 6.17, it shows that the link layer delay is scaled by an average backoff

time scince E[Tdef ] is equal to E[TBF ], when the E[TTr] is much smaller than E[TBF ].

Usually, the time used for a 160 bytes data packet transmission in a 54Mbps is measured

in microseconds. As we mentioned in the paragraphs above, we would like to assign a

large enough base number for the contention window ratio equation to avoid additional

link layer delay. A contention window size as large as 100 will have an average backoff

time measured in milliseconds. Therefore, usually, E[TBF ] is much larger than E[TTr].

Since the throughput of saturated nodes are determined by the link layer delay, the

throughput of saturated nodes can be determined by E[TBF ] as well.

The base number for the proportional relation actually can be calculated by Equation

(6.17), because the link layer delay is the actual transmission interval of the saturated

network. The highest throughput requested can be chosen to calculate the contention

window size, and its contention window size can be selected as the base number of the

system. The throughput of the other nodes will be scaled by the contention window size.

6.1.6 Simulation Result

In this section, we will discuss the simulation results that verify our theory and algorithm.

The simulations were performed on the Network Simulator (NS-2) [75] with a built in

IEEE802.11 protocol. We chose IEEE802.11, because it is one of the most widely used

MAC protocols over wireless networks. The environment we built was made up of a co-

ordinator receiving message from multiple nodes. The coordinator accepted connections

from source nodes, and each source node sent packets by way of the UDP protocol with

a size of 160 bytes at various transmission rates. The requested QoS of each node was

selected based on the continuous uniform distribution.
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The algorithm was tested in three aspects: 1) one simulation result concerns the

unsaturated network, which reveals the interaction among the contention level, packet

loss probability and transmission throughput; 2) one simulation result includes con-

tent concerning the relation of contention level packet loss probability and transmission

throughput in the saturated network, and several simulation results are presented to

verify the accuracy of the QoS assurance algorithm in the saturated network; 3) and,

some simulations were conducted to verify our theory about a network with a mix of

saturated and unsaturated nodes.

Unsaturated Networks

As we mentioned in Section 6.1.3, the algorithm for unsaturated networks is simple; this

is because all requests are satisfied already. Because the link layer delay is lower than the

transmission interval, the transmissions are not interrupted. The only thing that should

be considered in unsaturated networks is the need to lower packet loss probability, which

will create extra available network resources for upcoming transmissions. The approach

is to enlarge the contention window size, which may generate additional link layer delay

for the transmission as well. Figure 6.4 presents a simulation about this situation. We

created a scenario with 14 source nodes surrounding the coordination node. The average

packet loss probability and the total network throughput, calculated by the number of

packets, was measured, to examen if their behavior match our theory when the contention

window size increases. In this simulation, we increased the contention window size of all

source nodes simultaneously.
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Figure 6.4: Packet Loss Probability and Total Throughput in Unsaturated Networks
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Figure 6.4 shows that the packet loss probability drops from 60% to around 1% when

contention window size is in the range of [10, 1000]. During this huge change in packet

loss probability, the total network throughput is still not the same. The reason for this is

that the decrement in packet loss probability reduces the link layer delay, which makes it

even lower than the transmission interval. However, when the contention window size is

larger than 2000, the total throughput starts to decrease. In this case, because the packet

loss probability is too low, the change in packet loss probability during the increment in

the contention window size can be ignored. The decrement in the total throughput is

caused by the increment in the contention window and the stable packet loss probability.

Every packet transmission failure will trigger a large backoff time, which creates a large

link layer delay among the packets. Since the packet loss probability is the same, a

larger contention window size leads to a larger link layer delay. When the link layer

delay is larger than the transmission interval, the source node becomes saturated and the

transmission rate is lowered. Therefore, in order to lower the packet loss probability and

to preserve the transmission rate of the unsaturated network, a suitably large contention

window size should be selected.

Saturated Networks

A similar simulation is conducted in saturated networks to verify our theory concerning

saturated networks. The transmissions of the saturated nodes are always limited by

link layer delay, since the link layer delay is larger than the transmission interval. By

changing the contention window size, it is possible to control the link layer delay, because

the contention window can affect both the packet loss probability and the backoff time

when a transmission fails. In the simulation, 14 source nodes were created around a

coordination node, in which all source nodes transmit at a full transmission rate. All

nodes are saturated. We measure the packet loss probability and the total throughput,

in terms of the number of packets in the network, when the contention window size

increases.

The simulation result is presented in Figure 6.5. The packet loss probability is similar

to the simulation result of unsaturated networks when the contention window is in the

range of [10, 1000]. However, the total throughput is different from that of an unsaturated

network. It did not have a stable period, in which the total throughput does not change.

The total throughput decreases in most of the cases, because the large contention window

size generates larger a backoff time when a transmission fails; and, this creates extra link

layer delay for the transmission. However, there are two exceptions in Figure 6.5: when
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Figure 6.5: Packet Loss Probability and Total Throughput in Saturated Networks

the contention window size is 100, its total throughput is much higher than that of the

contention window size 10; this is because the packet loss probability decreases 35%

in this case. When contention window size range between 300 to 700, there is a small

stable range in the total throughput; this is because the effect of packet loss probability

decreases and the effect resulting from backoff increment is neutralized.

To verify the proportional algorithm that we presented in section 6.1.4, several sim-

ulations are conducted in a one hop scenario. The criteria measured in our simulations

were the success rate, which measures whether or not the assigned throughput of each

source node meets its requested throughput. Success rate measures the percent the

requested requirement successfully satisfied. In the simulation, each node requests a

specific throughput to transmit data. There are two types of source nodes: guaranteed

source nodes and Best Effort source nodes. Our algorithm attempts to satisfy the re-

quests of guaranteed nodes, while Best Effort source nodes do not receive any guaranteed

performance. We only measured the success rate of the guaranteed source nodes in our

simulation. If there is available bandwidth, a coordinator will accept the connection

and reserve the specified throughput of the source nodes. The requirement of these

source nodes become guaranteed. Therefore, in a situation where the network is under

light workload conditions, every source node becomes guaranteed. Figure 6.6 presents

the simulation results when the network performs under a light workload network. We

compare our algorithm to the DCF in the simulations. DCF is unable to satisfy all the

requests from the source nodes, because it does not consider the different QoS requests

from each source node. In contrast, under a network with a light workload, our Con-
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tention Window algorithm and Overload Control algorithm are able to provide almost

complete satisfaction for the source node requests.
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Figure 6.6: Simulation Results under a Lightly Loaded Network

If there is a lack of network resources while a node requests for transmission, the

coordinator will still accept the connection but the source node will not guarantee network

usage. Only a portion of the source nodes will receive the reserved resources. Our

simulation used the First Come First Served approach to decide which source nodes would

become guaranteed source nodes for all tests in the algorithms. Figure 6.7 illustrates the

simulation results, after it has performed in a heavily loaded network. In this simulation,

we compare our algorithm with the DCF and the MILD based algorithm. The overall

requested resources are 30%-50% exceeding the channel capacity. The MILD based

algorithm has three priority classes: high priority, low priority and Best Effort. The

total requested throughput is 50% higher than the channel capacity. Our contention

window algorithm still performs better than the DCF algorithm, but it is unable to

satisfy most of the source nodes. The reason for this is that our basic contention window

algorithm makes QoS decisions based solely on the requests. In order to consider the

actual network utilization, we introduce an Overload Control Algorithm; this optimizes

the system performance over an overloaded network. Our Overload Control algorithm

is superior to the MILD based algorithm, even though the MILD based algorithm has a

QoS classification mechanism. The MILD based algorithm sets the contention window

range only according to the priority. It does not consider the specific requested QoS and

the relationship between these requested QoS values.

Figure 6.8 shows the difference between requested QoS and assigned QoS during the
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Figure 6.7: Simulation Result under a Heavily Loaded Network

heavily loaded network transmission simulation, used to measure the QoS fairness of

each algorithm. The QoS fairness that we consider is the assigned resource which should

be the same as the requested resource. If more resources are assigned, they will be

wasted. If less resources are assigned, the QoS will not be guaranteed. We can see that

our Overload Control algorithm manages the difference between these two parameters

at around 5%, while the difference between the requested and assigned QoS of DCF

and MILD based algorithms is over 20%. Even though the MILD based algorithm can

be satisfactory, it wastes several resources on the unrequested portions. Though our

algorithm fails some QoS requirements, it is still able to assign resource to the source

nodes that is approximate to the requirement. Therefore, despite the fact that some

source nodes not fully satisfied, they have been partially satisfied.

Based on the simulations, we can see that our algorithm can achieve one hop QoS

fairness in our scenarios. It successfully split network capacity based on a fair resource

distribution algorithm; and, it assigns the specific contention window size to each source

node dynamically, without selecting a fixed contention window size for a group.

Mix of Saturated and Unsaturated Nodes

In the scenario in which there is a mixed of saturated node and unsaturated nodes, it

is difficult to determine the effect of the link layer delay on saturated and unsaturated

nodes. Based on our analysis, the link layer delay will not interrupt the transmission of

unsaturated nodes, and the transmission of saturated nodes will be limited by the link

layer delay. The coexistence of saturated nodes and unsaturated nodes should be observe
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Figure 6.8: Difference between Requested and Assigned QoS on Heavy Load Network

to verify our theory. A simulation of the one hop scenario was created to explain the

situation just mentioned. All nodes are unsaturated at the beginning, and the contention

window size of all nodes is increased simultaneously to add an extra period of link layer

delay. Like Figure 6.4, when the contention window size is large enough, it will add

additional period of link layer delay to each transmission. The transmission rate of the

nodes increases based on the numbers assigned to the nodes. We measure the total

throughput of each node in terms of the number of successfully delivered packets.

The simulation result is shown in Figure 6.9. When contention window size is at

100 and 3000, the link layer delay is still low and the transmissions are not interrupted.

However, when contention window size becomes 5000, node 7 to node 9 become satu-

rated, and their throughput is limited by the contention window; thus, the throughput of

these nodes become the same. When the contention window size gets larger, more nodes

become saturated and the throughput becomes lower; this is because link layer delay

becomes larger. The throughput of node 1 to node 3 is still the same in all contention

window sizes; this is because the link layer delay is not large enough to interrupt this

throughput. In the simulation result, it shows that only the nodes with a faster trans-

mission rate will be affected when the contention window size is increased. It verifies our

assumption in Section 6.1.5 that the transmission rate of the unsaturated nodes is lower

than the transmission rate of the saturated nodes in the mixed scenario.

To further verify our theory about the contention among the saturated and unsatu-

rated nodes and how it will affect the throughput performance of the saturated nodes, we

created another simulation, in which all nodes have a contention window size of 10000 at
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Figure 6.9: The Mixed Scenario Obtained by Increasing the Contention Window Sizes

the beginning. The contention window size recovers to normal one window at a time; and,

in order to show the increased contention of the network, we will lower the throughput of

the saturated node. In Figure 6.10, it can be observed that when more and more nodes

are recovered from a state of high contention window size, the throughput of saturated

nodes become lower. The reason for this is that the decreased contention window size

of the unsaturated node eventually increases the packet loss probability; this adds extra

link layer delay to the saturated nodes and lower its throughput. When all contention

window sizes become normal, all nodes become unsaturated. Therefore, the throughput

decrement of the saturated nodes is not affected by the limit of the network capacity in

this simulation.

The algorithm in section 6.1.5 indicates that the throughput of saturated nodes will

be in a proportional relation and will be based on the contention window size that it

is assigned. The base number of the proportional relation is the critical issue in the

algorithm; it can affect the throughput of saturated nodes. If the base number is too

small, it will add extra packet loss probability to the network. If the base number is

too large, it will increase the link layer delay of the source nodes. The effect of the

base on the throughput is presented in Figure 6.11. In this simulation, we create a

scenario with 9 nodes, in which 4 nodes are unsaturated and 5 nodes are saturated.

To ensure that the saturated nodes are fully saturated, they are made to transmit at

a full rate. The contention window size of the saturated nodes are of a proportional

relation. The base number of the proportional relation was chosen from the range of

[100, 8000]. The unsaturated nodes are all of a normal contention window size. Figure
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Figure 6.10: The Mixed Scenario by Increasing some of the Contention Window Sizes

6.11 shows that with a different base number, the throughput of saturated nodes will

become different. The larger base number leads to lower throughput, because additional

link layer delay is inserted in the transmission. However, from Figure 6.12, we can see

that the proportional relation is not broken even though the base numbers are different.

Therefore, the proportional relation is not related to the base number.
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6.1.7 Summary

Recently, most of the studies on contention window adjustment were based on QoS clas-

sification, which separates the requests into different categories. A pre-fixed contention
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Figure 6.12: The Ratio Relation of Saturated Throughput in Different Base Numbers

window size is assigned to each category in order to limit or guarantee the transmission

throughput. However, the pre-fixed contention window size is unable to satisfy all the

requests during runtime; this is because it does not consider the composition of the re-

quests and the slight difference among the requests in the same category. We propose a

novel contention window adjustment mechanism, which considers the network in three

one hop scenarios: 1) all nodes are unsaturated, 2) all nodes are saturated and 3) there is

a mix of unsaturated and saturated nodes. In these three scenarios, the contention win-

dow adjustment mechanism serves different functions, which will cause different effects.

Several simulations are conducted and the simulation results are presented to verify our
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algorithm. The results show that our theory on link layer delay and contention window

size is correct in different scenarios. The results for the saturated network show our

algorithm with a proportional relation can achieve higher QoS satisfaction and higher

QoS fairness. Even in the mixed scenario, our theory about both the unsaturated and

saturated nodes is also proven correct.

6.2 TCP-CC: Cross Layer TCP Pacing Protocol by

Contention Control

Transmission Control Protocol (TCP) has poor performance over wireless networks.

Some researches indicate that TCP congestion control mechanism may cause burstiness

in traffic flow. Numerous TCP segments are delivered simultaneously, while an acknowl-

edgement of a retransmission is successfully received. The burstiness leads to a highly

contentious network, which markedly increases the probability of packet loss on wireless

networks. TCP pacing is one of the solutions for TCP burstiness on multi-hop networks.

The idea is to spread the TCP segment transmissions over the whole Round Trip Time

(RTT). Most of the pacing protocols attempt to insert a delay interval into the TCP

transmissions. However, there is a similar pacing algorithm on IEEE802.11, which is the

contention window mechanism. In this research, we first measure and analyze the way

that the contention window size affects TCP throughput in different scenarios. We pro-

pose a cross layer TCP pacing protocol by contention control on MAC layer, called TCP

Contention Control (TCP-CC). It adjusts the lower bound of the contention window in

order to optimize the overall TCP throughput on both one hop and multi-hop topology.

Finally, comparative simulations are conducted in order to verify the improvements of

our protocol on both TCP Reno and TCP Vegas.

6.2.1 Introduction

With the rapid spread of wireless Ad Hoc networks, most existing protocols no longer

satisfy the requirements of various applications over multi-hop wireless networks. Trans-

mission Control Protocol (TCP) [85] is a well-known example of a protocol that performs

poorly over wireless networks. Though new techniques have been proposed for replacing

TCP in several areas, such as the Real-time Transport Protocol (RTP) for multimedia,

TCP is still one of the most widely used protocols, because it is can achieve flow control

and congestion control, and provides reliability over the network. Another important
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reason for TCP’s current popularity is its ease of use, as well as the fact that most

current software still runs on TCP [69].

The purpose of the TCP congestion window is to avoid congestion over TCP trans-

missions. Based on the TCP protocol, each packet loss, regardless of the cause (whether

time out or duplicate acknowledgements), which leads to the decrement of the conges-

tion window size. The reason for this is that TCP always treats the cause of any TCP

segment loss as congestion. This assumption is correct only in a stable network environ-

ment, where packet loss on the lower layer is rare. However, packet loss that occurs over

wireless networks is mainly due to contention, not congestion [41], on the Media Access

Control (MAC) layer, and this packet loss is very common in wireless networks because

of fading and interference. Even though the channel is idle, a packet will possibly be lost

in wireless networks due to fading or interference, which leads to the decrement of the

congestion window size with unnecessary bandwidth loss.

Most researchers focus on the optimization of the congestion control mechanism

[69][41][88], by modifying queueing management, delay acknowledgement or congestion

window adjustment. However, these developments are limited, because the performance

of TCP is easily interrupted by the unstable conditions in wireless networks. TCP is

unable to confirm the cause of segment loss, because the lower layer is hidden from TCP.

Most of the protocols proposed on the TCP layer are fragile when faced with an unstable

wireless network.

Other researchers attempt to optimize the TCP performance through the cross-layer

technique [97][126] [79] [62][30]. Since observation supports the notion that contention

is the main reason for TCP segment loss in wireless network [41], contention avoidance

eventually improves TCP performance.

Burstiness remains one of the main causes of poor performance of TCP in wireless

networks. Observation has indicated that bursty traffic caused by congestion control

mechanisms degrades TCP performance [2]. The causes of TCP burstiness are slow

start, segment losses, Acknowledgement (ACK) compression and Multiplexing. It can

be summarized in two scenarios: 1) buffer overflow or 2) a large number of segments sent

simultaneously. Wireless network buffer overflow is rare with a reasonably large buffer

[41]. Therefore, we will focus on the second scenario in our research, by spreading a large

number of TCP segments over the whole RTT with TCP pacing. TCP pacing eventually

circumvents contention by eliminating burstiness. Currently, research regarding TCP

pacing is mainly focused on the transport layer [36] [8] [63] [76] [42] [71].

To the best of our knowledge, we are the first to present the cross-layer measurement
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and analysis on the lower bound of the contention window and TCP performance. In

this paper, we propose a novel TCP pacing protocol by contention control in both one-

hop and multi-hop scenario. The existing TCP pacing protocols ignores the potential

pacing techniques in IEEE802.11, known as the deferring and backoff mechanisms. Each

packet on the Media Access Control (MAC) waits for a deferring time if the channel is

busy. Over a saturated network, nearly each MAC packet is eventually deferred through

a time calculated by the contention window size, and hence the packet flow is paced. By

measuring and analyzing the effects of the contention window size on TCP throughput

in different scenarios, we propose a cross-layer TCP pacing protocol called TCP-CC. It

functions using contention control on the MAC layer, which adjusts the lower bound

of the contention window with the aim of increasing the overall TCP throughput. By

achieving contention control, the performance of the TCP protocol is improved without

any modifications. In a one-hop scenario, a centralized protocol is conducted in order to

optimize the TCP throughput. It is difficult to create a centralized coordinator in multi-

hop scenarios due to high resource consumption. We propose a dynamic distribution

protocol to select the corresponding lower bound of the contention window for multi-hop

TCP transmissions.

6.2.2 Measurement and Analysis in Different Scenarios

In this section, the relationship between the contention window size and TCP throughput

are tested and measured utilizing various scenarios in wireless networks, such as the one-

hop topology, the chain topology, the cross topology, and the grid topology. Simulations

are conducted in order to demonstrate how contention window size affects the TCP

throughput. As we know, the length of the transmission path will cause the degradation

of TCP throughput, because RTT increases with higher packet loss probability and longer

paths. The contention window size is also one of the factors affecting the packet loss rate.

A greater contention window size leads to lower packet loss probability but longer link

layer delay, which will reflect on the RTT. In contrast, a smaller contention window size

causes an increase in packet loss probability, but packets have a shorter waiting time

for the retransmissions. To measure this tradeoff of contention window size in relation

to the TCP throughput, we set up several simulations on NS-2. These simulations are

conducted over different topologies to indicate that this tradeoff is rarely affected by the

topology and interference.
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Figure 6.13: One hop TCP transmission with different average contention window size

One Hop Topology

Contention in one-hop TCP transmissions mainly originates from several terminals trying

to access the same media. We ran a simulation with 5 terminals to start TCP transmis-

sions to the same one-hop end with different average contention window sizes, as seen

in Figure 6.13. We measured the overall TCP throughput of the network’s successfully

received TCP segments, which is an accumulation of the TCP throughput of all the

terminals, by enlarging the contention window range for each average contention window

size. While the average contention window size increases, the overall TCP throughput

also increases. When the difference between CWMin and CWMax is 100%, denoting

that CWMin is very small, the overall throughput of various average contention window

sizes is the same. The reason for this occurrence is that if CWMax is unreasonably

large, it will be ignored. Based on this observation, the contention window size is able

to affect the TCP throughput in the one-hop scenario.

Chain Topology

In addition to the one-hop scenario, multi-hop scenarios will also be discussed. The

chain topology is the basic multi-hop topology. In our simulation, we make sure that

the distance between each node is almost equal to the maximum transmission range,

and packets will be passed from one hop to another hop, following the pass. A TCP

traffic flow is also passed through the entire path, from the first terminal to the last.

We measured the overall TCP throughput for the TCP segments that are successfully

received.
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Figure 6.14: Fixed lower bound of contention window range of Chain topology

We first tested the TCP throughput by increasing the maximum contention window

size, CWMax, along the fixed minimum contention window size, CWMin. We see

from the simulation results in Figure 6.14 that the TCP throughput hardly changes.

Therefore, the range of the contention window size is not a factor of TCP throughput.

It also illustrates that the upper bound of the contention window size does not affect the

TCP throughput or have less effect on the TCP throughput. While the upper bound of

the contention window becomes too large, it seems to be impossible to reach the upper

bound, and the range is useless. That is the reason that no oscillation exists on the TCP,

while the upper bound is becoming unreasonably large, more than 500 in Figure 6.14.

Another simulation on chain topology increases the average contention window size

with fixed small contention window ranges, as seen in Figure 6.15. As we discussed in

the previous simulation, the range of the contention window size is irrelevant to the TCP

throughput. We ran the simulation on various lengths of chain paths. We can see from

the results that with a 4 degree polynomial trend line there is a point of contention

window size that leads to the maximum TCP throughput from 5 hops to 9 hops. While

the length of the path increases, the point of contention window size increases. The

reason for this is that the packet loss rate of chain topology with a large number of

hops is actually very high because of the interference and collision between data flow

and acknowledgement flow. A larger contention window range is needed to absorb such

network degradation.

By excluding the upper bound of the contention window size in Figure 6.14, we test

the lower bound of the contention window size, CWMin. The simulation is designed



MAC Layer Improvement 133

 60

 70

 80

 90

 100

 110

 120

 130

 140

 150

 0  500  1000  1500  2000  2500

T
C

P 
T

hr
ou

gh
pu

t k
bi

t/s

Contention Windows Size

5 hops
poly fit

(a) 5 hops

 50

 60

 70

 80

 90

 100

 110

 120

 130

 0  500  1000  1500  2000  2500

T
C

P 
T

hr
ou

gh
pu

t k
bi

t/s

Contention Windows Size

6 hops
poly fit

(b) 6 hops

 40

 50

 60

 70

 80

 90

 100

 110

 120

 0  500  1000  1500  2000  2500

T
C

P 
T

hr
ou

gh
pu

t k
bi

t/s

Contention Windows Size

7 hops
poly fit

(c) 7 hops

 30

 40

 50

 60

 70

 80

 90

 100

 0  500  1000  1500  2000  2500

T
C

P 
T

hr
ou

gh
pu

t k
bi

t/s

Contention Windows Size

9 hops
poly fit

(d) 9 hops

Figure 6.15: Different average CW size with different length of paths of Chain topology

to increase the lower bound of contention window size with a fixed average contention

window size in Figure 6.16. Results show that as CWMin increases, TCP throughput

with fixed average contention window size also increases. Therefore, we conclude that

CWMin is one of the major factors that should be considered on the TCP throughput in

the chain topology. We will test this theory on more complex topologies, cross topology

and grid topology, in the following sections.

Cross Topology

The cross topology is more complicated than chain topology because the two traffic flows

try to access the same media simultaneously. The level of contention in this scenario is

demonstrably higher compared to the chain topology. In order to measure the tradeoff

of the contention window size, we set up several simulations with different criteria. We

also measure the overall TCP throughput of the whole network based on the successfully
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Figure 6.16: Fixed average contention window size of Chain topology

received TCP segments in the simulation, which is an accumulation of the throughput

of all TCP flows in the network. During the simulation, the contention window range of

both TCP flows will be changed.

To verify that our theory on the cross topology is similar to that of chain topology,

we first conducted a simulation on fixed average contention window size with increasing

CWMin. Figure 6.17 shows similar results to chain topology. As CWMin increases, so

does the TCP throughput. In cross topology, CWMin is also one of the main factors to

reduce contention in TCP transmissions.
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Figure 6.17: Fixed average contention window size of cross topology

Figure 6.18 is the result of a simulation that increased average contention window

size in different sizes of networks with a fixed contention window range. Enlarging the
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contention window size eventually increases the deferring time and the backoff time,

which inserts a delay among outgoing packets. The inserted delay reduces the chance

of the occurrence of burstiness and leads to an increase in TCP throughput. When the

average contention window size is unreasonably large, overall TCP throughput stabilizes

or even decreases. The reason for this is that if the inserted delay is too large, the

channel will be idle too frequently to wait for a defer or backoff timer, and the network

resource are not sufficiently occupied. Therefore, we can infer that there is a point in

the contention window size that optimizes the TCP throughput in cross topology. To

further verify our theory, a grid topology test has been conducted in the next section.
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Figure 6.18: Increasing average CW size with different size cross topology

Grid Topology

The grid topology scenario is an extension of cross topology. By inputting more traf-

fic into the scenario, we measure the overall throughput for successfully received TCP

segments as well. The same simulation is achieved in the grid topology scenario with

increasing CWMin and a fixed average contention window size. As we can see in Fig-

ure 6.19, the results are identical to chain topology and cross topology.An increase in

CWMin is accompanied by an increase in overall TCP throughput. Moreover, when

CWMin is over 300 at 3 × 3 grid, the throughput stabilizes or decreases slightly. It

matches our theory that unreasonably large CWMin is useless or even lowers the overall

TCP throughput. This situation does not occur in chain topology or cross topology,

because there are more available paths and there are more potential resources to be oc-

cupied in grid topology. Packets can be transmitted faster in order to utilize the resource
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sufficiently with a smaller delay interval.
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Figure 6.19: Fixed average contention window size of grid topology

Figure 6.20 shows the simulation results with different average contention window

sizes and a fixed contention window range in different grid sizes. When the network size

is small, we can clearly see that there is an upper bound of the traffic flow with a proper

average contention window size. When the contention window size increases enough, the

overall TCP throughput stabilizes or even decreases, similarly to cross topology. Com-

pared to cross topology, the point to maximize the overall TCP throughput is smaller.

The same reasons seen in Figure 6.19 can be used to explain this situation.
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Figure 6.20: Different average CW size with different sizes grid topology



MAC Layer Improvement 137

Summary

The contention window mechanism in IEEE802.11 introduces several features for wireless

networks. Packet deferring is a delay interval applied to the MAC traffic flow before it

accesses the media, which is decided by the contention window size. Therefore, TCP

segments at various rates will be split and paced into smaller MAC packets with deferred

intervals in a saturated network. In the contention window mechanism, a minimum

contention window size CWMin and a maximum contention window size CWMax will

be defined in order to restrict the range of the contention window size. When a packet is

dropped or lost during the transmission, the contention window size will increase. When

a packet is successfully received, the contention window size will become CWMin.

In one-hop TCP transmission, the TCP throughput prefers smaller CWMin, based

on the observations from our simulation. This is so that it can access media faster when

it fails. Contention is not a concern in one-hop transmissions when compared to fast

retransmission times.

As we discussed in the previous section, in multi-hop TCP transmissions, CWMax is

not a main factor for TCP throughput because it is ineffectual when it becomes incredibly

large, and thus the contention window size will never reach the upper bound. The reason

why CWMin is a factor is that the contention window size will return to CWMin while

a packet is successfully transmitted. If CWMin is too small, the delay interval inserted

between packets can be disregarded. In order to achieve TCP pacing in a multi-hop

topology with the contention window mechanism, a suitable size for the lower bound of

the contention window should be assigned to pace the TCP traffic flow.

Based on our observations, one-hop and multi-hop scenarios are different. We should

consider them separately, and different protocols should be proposed for each of them.

In the next section, by modeling the TCP throughput and MAC delay, we measure TCP

performance with the derived equations on wireless networks.

6.2.3 TCP Throughput, RTT and Segment Loss Probability

Estimation

In our analysis, we make some reasonable assumptions in order to simplify the problem.

We assume that the network is in a saturated condition, which means all TCP sources

always have a segment to send and all queues are non-empty. We also assume that

RTT is independent of congestion window size [78], which is only affected by network

conditions. Two TCP throughput models will be included in this section: TCP Reno
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and TCP Vegas. Both models only involve TCP segment loss probability and RTT. The

purpose of the analysis in this section is to model the effect of the contention window

size to TCP throughput. In the following sections, we develop an algorithm for TCP

throughput optimization, based on the derived models.

The model in this paragraph aims to derive an equation for one-hop TCP Reno trans-

mission. [78] proposes a TCP throughput model of TCP Reno, as shown in Equation

6.23 and Equation 6.24. E[B] denotes the mean number of TCP throughput. E[RTT ]

denotes the mean number of RTT. b denotes the number of segments each ACK has

acknowledged. T0 denotes the initial timeout. p denotes the segment loss probability.

Wmax denotes the maximum congestion window size. Our cross-layer TCP optimiza-

tion protocol discusses an RTT estimation and segment loss probability estimation for

deriving the corresponding TCP throughput.

E[B] ≈ 1

E[RTT ]
√

2bp
3

+ T0 min
(
1, 3

√
3bp/8

)
p(1 + 32p2)

(6.23)

B(RTT, p) = min

(
Wmax

E[RTT ]
, E[B]

)
(6.24)

[93] introduces a TCP throughput model for TCP Vegas. Equation 6.25 is the

throughput estimation of TCP Vegas, which only involves TCP segment loss proba-

bility and average RTT. n denotes the expected number of consecutive Loss Free Periods

(LFP) that occur between one slow start (SS) and another slow start period, which can

be derived from TCP segment loss probability [93]. NSS2TO is defined in Equation 6.26,

where W0 denotes the average congestion window size during a stable backlog state and

TTO0 denotes the average duration of the rst TO in a TO series. DTO is defined in

Equation 6.27.

E[B]V egas ≈
(n+ 1)

(
1−p
p

+W0

)
+ 2p(2−p)

(1−p)2

NSS2TORTT +DTO

(6.25)

NSS2TO = 2logW0 + (n+ 1)
1− p

pW0

+ (1 +
n

4

W0

8
)

+
9n

8
− 11

4
+

4− 2logW0

W0

(6.26)



MAC Layer Improvement 139

DTO =

(
64

(1− p)2
− 321

+(1− p)2
6∑

k=1

((2k − 64k + 320)(2p− p2))k−1

)
TTO0 (6.27)

RTT Estimation

In these two TCP throughput models, we only consider the RTT and segment loss

probability in the equation because the parameters of the network condition on the lower

layers are hidden by the OSI model. With the cross layer technique, RTT and segment

loss probability can eventually be estimated. RTT is composed by the time to transmit

the data and the time to transmit the ACK. Equation 6.28 indicates the composition of

RTT. E[Tdata] denotes the mean number of time to transmit a data segment. E[TACK ]

denotes the mean number of time to transmit the ACK. The transmission time of data

segment and ACK can be split in the following ways: 1) time to wait in the queue E[tq];

2) time to transmit the segment E[tdata] and E[tACK ]; 3) delay on link layer E[tLLD] and

E[tLLA]. Equation 6.29 and 6.30 present the composition of E[Tdata] and E[TACK ].

E[RTT ] = E[Tdata] + E[TACK ] (6.28)

E[Tdata] = E[tq] + E[tdata] + E[tLLD] (6.29)

E[TACK ] = E[tq] + E[tACK ] + E[tLLA] (6.30)

Because all queues are full in a saturated network, the time spent waiting in the queue

of each segment is approximately equivalent. Therefore, for the remainder of this section

we will only explain how we estimate the remaining composition of the RTT. E[tdata] is

equal to the length of data segment Ldata over current bandwidth r, while E[tACK ] is

equal to the length of acknowledgement LACK over current bandwidth r. N denotes the

number of frames in each TCP segment after fragmentation.

E[tdata] =
Ldata

r
N (6.31)

E[tACK ] =
LACK

r
(6.32)
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Link layer delay E[tLLD] presents the delay caused by the contention ARQmechanism.

The sender will send a Request To Send (RTS) to the receiver and wait for a CTS message

in order to ensure that the channel is idle. If the message is timed out within E[TOLL]

whilst waiting for the CTS, the sender assumes that the RTS is lost and enters a backoff

phase. E[BF ] denotes the mean number of backoff time. E[Nrts] denotes the mean

number of times transmitting a RTS when a data frame needs to be sent. E[Ndata]

denotes the mean number of times to transmit a data frame. E[TOLL] is equal to the

maximum estimation of network propagation delay PDelaymax. The link layer delay of

acknowledgement E[tLLA] is similar to E[tLLD], without multiplying N .

E[tLLD] = (
Lrts

r
+

Lcts

r
+ E[delayLL](E[Nrts]− 1))

+E[delayLL](E[Ndata]− 1))

+
LACKLL

r

)
N (6.33)

E[delayLL] = E[BF ]slotT ime+ E[TOLL] (6.34)

E[TOLL] =
Lrts

r
+

Lcts

r
+ 2 ∗ PDelayMax (6.35)

We consider the average number of transmission time of an RTS and data frame

in order to estimate the average time of delay caused by the link layer. Therefore,

we consider the conditions when eventually the transmission either succeeds or fails.

Equation 6.36 is the formula for E[Nrts], while Frts denotes the failure probability of

RTS transmission and Nrtsmax denotes the maximum number of retransmission of the

RTS. After simplification, we get Equation 6.37.

E[Nrts] = (1− Frts) + 2Frts(1− Frts) + 2F 2
rts(1− Frts)+

+(Nrtsmax + 1)F
Nrtsmax
rts (1− Frts)

+(Nrtsmax + 1)F
(Nrtsmax+1)
rts (6.36)

E[Nrts] =
1− F

(Nrtsmax+1)
rts

1− Frts

(6.37)
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The data frame transmission is similar to the RTS transmission, as shown in Equation

6.38 and 6.39, where Fe denotes the failure probability of the data frame transmission,

and Ndatamax denotes the maximum retransmission times of the data frame.

E[Ndata] = (1− Fe) + 2Fe(1− Fe) + 2F 2
e (1− Fe)+

+(Ndatamax + 1)FNdatamax
e (1− Fe)

+(Ndatamax + 1)F (Ndatamax+1)
e (6.38)

E[Ndata] =
1− F

(Ndatamax+1)
e

1− Fe

(6.39)

As we see from the aforementioned equations, RTT is determined by the link layer

packets failure probability, which refers to the network conditions. In the next section,

we will explore the probability estimation over wireless networks.

TCP Segment and Link Layer Packet Loss Probability

In this section, we provide estimation about RTS transmission failure probability Frts,

data frame transmission failure probability Fe, and TCP segment loss probability p.

There are two reasons of RTS packet loss: Bit Error Rate (BER) and collision. Failure

probability caused by BER is denoted as FBER, while Lrts is the length of s RTS packet.

The failure probability of collision Fc is determined by average backoff E[BF ] and the

number of stations Nstation connecting to the same terminal. To obtain the Nstation

parameter, cooperation of the receiver side is required. The probability of a terminal

sending a packet at one time slot can be estimated as 1
E[BF ]

because the terminal usually

needs to wait for a backoff time in order to send a packet in a saturated network, when

there is a high chance of contention.

Frts = FBER + Fc (6.40)

{
FBER = 1− (1−BER)Lrts

Fc = 1− (1− 1
E[BF ]

)Nstation−1
(6.41)

As we assume at the start of the section 6.2.3, we assume that after receiving a CTS

the channel model is clear and the data frame is not disrupted by collision. Therefore,

collision probability is not considered in the data frame failure model. The causes of
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data frame loss are BER and exceeding RTS retransmission time in Equation 6.42. Ldata

denotes the size of a data frame.

Fe = 1− (1−BER)Ldata + F
Nrtsmax+1
rts (6.42)

To successfully transmit a TCP segment, all the data frames of this segment have to

be received and acknowledged successfully. Therefore, the probability of a TCP segment

loss is formulated as Equation 6.43.

p = 1− (1− FNdatamax
e )N (6.43)

With the aforementioned models, we can conclude that RTT is mainly determined by

the parameters of the link layer. One of the most important factors is average backoff,

which is decided by the contention window size. The contention and delay on the link

layer affects the range of RTT.

6.2.4 TCP Throughput Maximization For The One Hop Sce-

nario

Based on the aforementioned equations we derived, we are able to determine the corre-

sponding TCP optimization protocol for a one hop scenario.We choose a robust algorithm

in our optimization dilemma, and select the corresponding contention window size, which

exhibits the highest TCP throughput return. As we mention in Chapter III, the main

issue in TCP optimization in one hop scenarios is fast retransmission. TCP connections

from different terminals try to fill all the idle channels and time slots in order to maximize

the throughput rather than considering the collision probability.

The receiver acts as a coordinator to the network, which probes nearby terminals and

assigns them the corresponding contention window size based on the probed information.

Because it is a one hop connection, the overhead of the control message is very low. After

assigning the corresponding contention window size, no further control messages need to

be exchanged.

6.2.5 TCP Pacing for Multi-hop Scenarios

TCP optimization in multi-hop scenarios is different from that of the one-hop scenarios,

because the packet loss probability is much higher due to the increased length of the

path. However, a centralized solution is not suitable in multi-hop scenarios because
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of the overhead of the control messages. Therefore, a distributed solution for multi-

hop scenarios is proposed in this section. Section 6.2.2 indicates that a corresponding

contention window size should be assigned to optimize the overall TCP throughput. The

main purpose of the algorithm is to locate the suitable contention window range for the

corresponding network topology.

Distributed Algorithm

Section 6.2.2 indicates that a corresponding contention window size should be assigned

to optimize the overall TCP throughput. Our distributed algorithm increases or de-

creases the lower bound of the contention window size by modifying the CWMin and

CWMax. It is difficult to calculate a corresponding CWMin for a terminal, because

of the unknown network topology, network capacity, contention level and even routing

information. Therefore, our algorithm attempts to increase and decrease CWMin to find

the maximum point of the system, as shown in Algorithm 9. There are two operations,

increment or decrement. It measures several criteria relating to TCP throughput, such

as maximum average throughput maxAvgTP , current average throughput avgTP and

previous average throughput preAvgTP . By comparing the avgTP and maxAvgTP , it

knows if the throughput is capable of greater range. If avgTP is larger than maxAvgTP ,

it keeps the current operation of CWMin. If not, it compares avgTP and preAvgTP ,

to check whether the throughput is greater than the previous record. If yes, it keeps the

current operation of CWMin. If not, it switches the current operation of CWMin. By

probing the TCP throughput, our protocol eventually reaches the optimization point.

The Decrease and Increase functions of CWMin can be linear or exponential. We use

linear functions in our simulations.

Initial Lower Bound of Contention Window Size

To enhance speed and to find the optimization point of TCP throughput by our cross-

layer TCP pacing algorithm, the initial CWMin is the key. If we set an initial CWMin

close to the optimization point, the algorithm can find the optimization point more

efficiently. Based on the one-hop RTT estimation in Equation 6.28, we can obtain the

m-hop RTT estimation Equation 6.44. Instead of probing nearby terminals to find the

density information of the transmission, it reduces the nearby neighbour to 2 terminals

in order to estimate contention. One of these terminals is the upstream terminal and

another is the downstream terminal. The rest of the calculation of CWMin is similar
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Algorithm 9 Calculate corresponding CWMin and CWMax

Require: totalTP ≥ 0 total TCP throughput is greater than 0

Require: preAvgTP ≥ 0 previous average TCP throughput is greater than 0

Require: maxAvgTP ≥ 0 maximum average TCP throughput is greater than 0

Require: now ← TimeCurrent > 0 current time throughput is greater than 0

Require: incrCW is boolean indicate to increase CWMin

1: while running do

2: avgTP ← totalTP/now

3: if avgTP < maxAvgTP then

4: if avgTP < preAvgTP then

5: if incrCW then

6: incrCW ← false

7: else

8: incrCW ← true

9: end if

10: end if

11: else

12: maxAvgTP ← avgTP

13: end if

14: if incrCW then

15: Increase CWMin

16: CWMax← 2× CWMin

17: else

18: Decrease CWMin

19: CWMax← 2× CWMin

20: end if

21: preAvgTP ← avgTP

22: end while
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to the one-hop scenario. This estimation is actually the lower bound of CWMin that

optimized the TCP throughput.

E[RTT ] = m(E[Tdata] + E[TACK ]) (6.44)

6.2.6 simulations

In order to verify our algorithm, simulations are conducted and the simulation results

are discussed in this section. We simulate our algorithm on the NS-2 simulator [75] by

modifying the built-in TCP protocols. We test our protocol at VOIP G.711 CODEC

with a segment size of 160 bytes and a 20ms sending interval. In our simulation, the

link layer is IEEE802.11. The simulation is achieved in the following scenarios: one-hop

topology, chain topology, cross topology, and grid topology.

We will also test our protocol on two different protocols: the TCP Reno and the TCP

Vegas, in order to verify our theory. Compared to the TCP Reno, the TCP Vegas is a

proactive implementation of TCP; this is because it detects congestion before it has fully

developed, while the TCP Reno detects the congestion once it has actually happened.

We try to illustrate in this section that both implementations can be improved based

on our theory. Our protocol operates in the MAC layer, so it will not affect any TCP

protocol on the transport layer. Regardless of which TCP implementation is being used,

our protocol can improve its performance.

One hop Scenario

In the one-hop scenario, the receiver works as a coordinator for the network, and it

can probe nearby terminals and assign the corresponding lower bound of contention

windows to nearby terminals in order to infer the corresponding throughput. The receiver

will accept TCP transmissions from multiple sources. The criteria measured in our

simulation is TCP throughput. We compare the performance of our algorithm to the

performance of normal TCP Reno in wireless networks. The results indicate that our

algorithm significantly improves the performance of TCP, which proves our theory that

TCP throughput is affected by contention over wireless networks. Because the contention

in wireless networks is more severe than that in the wired networks, its impact on TCP

throughput has been enlarged. Limited by the overall network conditions, the TCP

throughput of each terminal decreases by the increment of the network size. However,

the decrement is not linear because the network capacity is not fully occupied. More
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Figure 6.21: TCP Reno Throughput under One Hop Scenario in Different Sizes

segments added into the network increase the network utilization. Our algorithm can

achieve an average 10% additional overall TCP throughput than TCP Reno, which is

indicated in Figure 6.21.

In order to verify our algorithm, we test our algorithm in TCP Vegas as well. It

shows similar results in Figure 6.22. When the size of the network is small, for example,

5 hops, TCP Vegas sufficiently uses the network resources. After the network resources

are sufficiently used, the increasing network size degrades the performance of TCP Vegas.

Our algorithm improves the performance of TCP Vegas in both a small network size and

a large network size. In a small network size, our cross-layer algorithm shortens the time

for deferring and backoff; and the network resources are sufficiently occupied. When

the network size increases, the degradation of TCP Vegas is absorbed by the contention

control of our algorithm; degradation is controlled in 3% of the simulation.

Even though TCP Vegas utilizes more resources than TCP Reno, the oscillation of

TCP Vegas is more significant than that of TCP Reno, because of its sensitive congestion

control. Our algorithm does not only improve the TCP throughput, but also slows down

the performance degradation of TCP Vegas when the network size increases.

Multi-hop Scenarios

In multi-hop scenarios, we compare our TCP-CC algorithm with the TCP Reno to the

normal TCP Reno protocol in chain topology, cross topology, and grid topology within

multi-hop scenarios. We run the simulation in the chain topology from 5 hops to 30

hops, in cross topology from 5 hops to 31 hops, and in grid topology from 3 × 3 to



MAC Layer Improvement 147

 540

 560

 580

 600

 620

 640

 660

 680

 5  10  15  20  25  30  35  40

T
C

P
 T

hr
ou

gh
pu

t k
bi

t/s

Number of Hops

TCP−CC
TCP Vegas

Figure 6.22: TCP Vegas Throughput under One Hop Scenario in Different Sizes
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(b) cross topology
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Figure 6.23: Overall TCP Reno Throughput under Multi-hop Scenarios

15×15. We measure the overall TCP throughput of the network through the successfully

received TCP segments, which are the accumulation of the throughput of all TCP sources.

Figure 6.23(a) indicates that our protocol can achieve a higher TCP throughput in chain

topology than the normal TCP Reno, even when the number of hops increases. Our

protocol is able to pace the TCP traffic flow by inserting a delay interval into the MAC

traffic flow. Therefore, the physical traffic flow in the network is eventually well paced.

The paced traffic flow leads to a burstiness-free network with less overall contention.

Cross topology Figure 6.23(b) and grid topology Figure 6.23(c) give the same positive

results as chain topology. In grid topology, the improvement of our algorithm decreases.

The reason is that the total throughput of TCP Reno is actually very low while the

network size gets too large; also, TCP Reno has a high tolerance level for high contention

networks. As a reactive implementation of TCP, TCP Reno will not easily treat TCP

segment loss, caused by contention, as congestion.
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Figure 6.24: Speed of the improvement process of TCP Reno in Multi-hop Scenario

We also run simulations to measure the efficiency of the protocols. We run the

simulation on a 10-hops chain topology, 10-hops cross topology, and 10× 10 grid topol-

ogy. Figure 6.24 illustrates the efficiency of the cross-layer pacing technique in different

topology scenarios, both with and without the initial lower bound of contention window

CWMin. Figure 6.24(a) illustrates the efficiency of a chain topology with 10-hops with

different protocols. Initial CWMin is able to optimize the TCP throughput within a

short period of time, because the initial value of the CWMin is very close to the value

that maximize the throughput. As seen in Figure 6.24(b), we test the cross topology

in a 10 hops scenario, and see that the TCP throughput increases very quickly and re-

mains stable with initial CWMin. Grid topology Figure 6.24(c) demonstrates the same

results. With initial CWMin, our cross-layer TCP pacing protocol is much closer to the

optimization point and reduces the oscillation of the contention window size.

We also compare TCP-CC implemented by TCP Vegas to the normal TCP Vegas in

different topology, as shown in Figure 6.25. Our protocols achieve improvements of up

to 22% in chain topology, up to 7% in cross topology, and up to 44% in grid topology

compared to that of the normal TCP Vegas. In chain topology and cross topology, the

contention level is not as high as in grid topology. The available improvement is limited.

Because TCP Vegas is a proactive implementation, a high contention levels will cause

it to degrade. It considers the TCP segment loss as being caused by congestion, but it

is actually caused by contention. It leads to the TCP Vegas unnecessarily decreasing

congestion windows. Our protocol reduces the contention level in MAC which even-

tually avoids the situation described, and it leads to a significant improvement in the

performance of TCP Vegas in grid topology, which is very similar to the normal network

topology.

To further illustrate the performance of our protocol, we show the runtime detail of
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Figure 6.25: Overall TCP Vegas Throughput under Multi-hop Scenarios
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Figure 6.26: Speed of the improvement process of TCP Vegas in Multi-hop Scenario

the three protocols: the TCP Vegas, our TCP pacing algorithm and TCP-CC. Results

are shown in Figure 6.26 with 10-hops chain topology, 10-hops cross topology and 10 × 10

grid topology. The TCP-CC with the initial CWMin achieves a very high throughput at

the beginning of a simulation, because it avoids the first burstness caused by the first set

of TCP segments pouring into the networks. In contrast, our TCP pacing algorithm and

TCP Vegas suffer a degradation at the beginning of the simulation. As we demonstrated

in the above paragraph, in the chain topology and the cross topology, the available space

for improvement is limited. The throughput of our TCP pacing algorithm is very similar

to that of TCP Vegas. In the grid topology, because of the high contention level, our

algorithm retrieves a significant improvement in terms of TCP throughput than that of

TCP Vegas.

To verify our algorithm, we tested it in both TCP Reno and TCP Vegas. Results

show that our algorithm can achieve an improvement in both protocols. However, there

is a slight difference: our TCP pacing can achieve significant improvement on chain

topology and cross topology in TCP Reno; however, in contrast, it can achieve significant

improvements in grid topology on TCP Vegas. This difference is caused by the proactive
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and reactive characteristics of each protocol.

6.2.7 Summary

Most of the studies on TCP optimization on wireless networks are focus on the modifica-

tion of TCP protocol. However, the drawback of TCP within wireless networks is mainly

caused by unstable network conditions, as well as the fact that lower layer parameters

are totally hidden from TCP. One of the optimized solutions to this problem is utilizing

a cross-layer technique. In this paper, we measured and modeled how the contention

window size in the MAC layer affects the TCP throughput. Based on the simulation

results, we propose a TCP-CC protocol which achieves both one-hop improvement and

a cross-layer pacing in multi-hop TCP transmissions. Our solution aims to modify the

contention window mechanism to improve TCP performance without any changes to

the TCP protocol. The simulation results illustrate that our protocol is able to opti-

mize the TCP throughput on both TCP Reno and TCP Vegas. The initial lower bound

of the contention window size CWMin is able to increase and enhance the process of

improvement.



Chapter 7

Conclusion and Future Work

In this dissertation, the problems of the video sharing on VANET are addressed. In the

following, the contributions of this research and our future work are presented.

7.1 Our Contributions

Our contributions include three parts.

Multi-path Error Recovery Video Streaming (MERVS) on VANETs

A Multi-path Error Recovery Video Streaming (MERVS) technique is proposed. MERVS

splits a video stream into primary and secondary streams. Primary stream is only com-

posed of I-frames, and secondary stream is composed of the other frames. The primary

stream is transmitted over the TCP protocol, in order to ensure the transmission of

the I-frames, which is the significant part of a video stream. The secondary stream is

transmitted over UDP, which is not guaranteed but efficient enough. Several delay im-

provement techniques are integrated to improve the performance of the primary stream,

in order to improve the performance of MERVS. Link disjoint and node disjoint is also

applied to MERVS, in order to reduce the effect of the interference and collision.

Cross Layer Routing Scheme

A transmission path, with less estimated transmissions, is able to improve the quality of

a transmitted video. Because there are two different protocols are selected to transmit

the video stream simultaneously, different improvement approaches are proposed. One

151
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is the cross layer delay sensitive wireless routing metric for UDP channel, which can

select the lowest delay for UDP transmission. Another one is the TCP-ETX, which is a

cross layer metric for TCP improvement. TCP-ETX calculate the expected number of

transmissions to successfully deliver a TCP segment, in order to evaluate the quality of

a path to the TCP transmissions.

MAC Layer Improvement

Because of the selection of the IEEE802.11, the mechanism of the contention window

in IEEE802.11 is able to be improved to achieve higher performance of the streaming.

Most recent QoS techniques for ad hoc networks rely on basic QoS classifications such

as Enhanced Distributed Channel Access (EDCA) and Hybrid Coordination Function

Channel Access (HCCA) with pre-fixed contention window range for specific services,

which without considering overall resource consumption and the external correlation

among transmitting source nodes. A cross layer QoS insurance technique is proposed to

ensure the UDP transmissions, which applies dynamic and automatic QoS assignments

with low complexity by considering the restrictions among various requirements simul-

taneously. TCP suffers significant degradation over wireless networks. By analyzing the

relation of TCP throughput and the contention window size, A TCP-CC is proposed for

TCP throughput improvement, which is a cross layer TCP pacing protocol by contention

control.

7.2 Future Work

In the future, we plan to extend our research based on the following aspects.

7.2.1 Optimization of Guarantee Channel

The handshake feature of TCP causes extra delay on the connection and reconnection

of the TCP communication. There are several existing techniques to offer TCP fast

open for shorten the time to establish the TCP connections[86]. The detection of the

disconnection is also need to be improved in TCP for fast reconnection of the broken

connection to the source. A multi-source solution also can be proposed to avoid this

problem. The reliability level of the TCP transmission can also be adjusted based on

the quality of the channel in order to maintain the TCP connection and reduce the time

to wait for a TCP failure.
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7.2.2 Zone Disjoint

The major cause of the collision and interference is the routing coupling on the two

traffics. In order to prevent the coupling of the two routes, the cause of the collision

and interference should be carefully considered. Communication interference is mainly

caused by the signal disruption of two close signal sources. Therefore, when choosing the

route for TCP and UDP transmission in MERVS, we should consider the interference

range of the signal to avoid the interference. The node disjoint and link disjoint algorithm

is able to avoid the collision and one hop interference. However, the existing two hop

interference still need to be solved in the future. Zone disjoint is an approach to solve the

problems of interference, but because of the limited width of a paved road zone disjoint

algorithm is difficult split the area of a paved road in VANET.

7.2.3 Localization and Quality Assurance Routing

When achieving route coupling prevention, the route should be carefully chosen as well.

Most of the relaying algorithm for video streaming in VANETs is based on the local-

ization information [20, 22, 33, 21, 67], because the existing of GPS and other location

information devices [26]. Localization routing protocols help the service to discover a

shortest route faster, comparing to the traditional routing protocols with broadcasting

routing advertisements. However, most of the localization routing does not consider the

quality of the link, because they assume that the link quality of all nodes are the same.

This assumption is not always correct in the realistic situation, because of the various

quality and workload of the devices. We would like to do research on integration of the

localization and quality assurance routing for video streaming in VANETs in the future

work. Some researches on quality insurance video streaming have already published, like

[59, 73].

7.2.4 Security

Because wireless network is an open network, the security issue should be carefully con-

sidered. Trust management system is require in VANETs to insure the information is

correct and harmless [9, 25]. Malicious activities or policy violations should be moni-

tored in vehicles or in the RSU [17, 19, 18], to insure the networks is secured. Anonymous

techniques is also another way to insure the security of the networks, such as [14, 16, 15]
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7.2.5 Video Streaming on Sensor Networks

Besides VANETs, our algorithm should be able to apply to wireless sensor networks. The

main problems of sensor networks are less processing power and short battery life. A

light weight energy-aware routing protocol are required to apply our protocols in wireless

sensor networks, such as [12, 107, 13, 70]. TCP might not be suitable for sensor networks,

because of the heavy processing and battery consumption. Other techniques might be

required to insure the video transmissions, such as [24]. Fault tolerance techniques should

also be integrated, such as [23, 35, 3].
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An agent based and biological inspired real-time intrusion detection and security

model for computer network operations. Computer Communications, 30(13):2649–

2660, 2007.

[19] A. Boukerche and M SMA Notare. Behavior-based intrusion detection in mobile

phone systems. Journal of Parallel and Distributed Computing, 62(9):1476–1490,

2002.

[20] A. Boukerche, H. ABF Oliveira, E. F Nakamura, and A. AF Loureiro. Localization

systems for wireless sensor networks. wireless Communications, IEEE, 14(6):6–12,

2007.

[21] A. Boukerche, H. ABF Oliveira, E. F Nakamura, and A. AF Loureiro. Secure

localization algorithms for wireless sensor networks. Communications Magazine,

IEEE, 46(4):96–101, 2008.

[22] A. Boukerche, H. ABF Oliveira, E. F Nakamura, and A. AF Loureiro. Vehicu-

lar ad hoc networks: A new challenge for localization-based systems. Computer

communications, 31(12):2838–2849, 2008.

[23] A. Boukerche, R. WN Pazzi, and R. Araujo. Fault-tolerant wireless sensor net-

work routing protocols for the supervision of context-aware physical environments.

Journal of Parallel and Distributed Computing, 66(4):586–599, 2006.

[24] A. Boukerche, R. WN Pazzi, and R. B. Araujo. A fast and reliable protocol for

wireless sensor networks in critical conditions monitoring applications. In Proceed-

ings of the 7th ACM international symposium on Modeling, analysis and simulation

of wireless and mobile systems, pages 157–164. ACM, 2004.

[25] A. Boukerche and Y. Ren. A trust-based security system for ubiquitous and per-

vasive computing environments. Computer Communications, 31(18):4343–4351,

2008.

[26] A. Boukerche and S. Rogers. Gps query optimization in mobile and wireless net-

works. In Computers and Communications, 2001. Proceedings. Sixth IEEE Sym-

posium on, pages 198–203. IEEE, 2001.

157



[27] A. Boukerche, B. Turgut, N. Aydin, M. Z Ahmad, L. Bölöni, and D. Turgut.
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