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Abstract

In this thesis, the requirements of mobile networking and transparent service are
discussed. A survey of existing technologies for IP roaming is provided. IETF Mobile IP
is the most favorable solution available today. However Mobile IP has some limitations:
a) It does not provide transparent service to mobile hosts, i.e. it requires modifications to
IP stack in mobile hosts; b) It is targeted to the wireless mobile hosts in carrier markets,
which brings much unnecessary complexity for the enterprise environment, especially for
semi-mobile hosts. ¢) The handoff of Mobile IP introduces service disruption to IP
traffic. To address the issues, a new framework and suite of protocols are proposed. The
solution is termed Roaming IP. Roaming IP is targeted for roaming service in enterprise
networks which have both semi and full-mobile hosts. To achieve the goals of
transparency, fast handoff and simplicity, some novel ideas are used in Roaming IP:
Roaming ARP, Roaming ping, Local Service Name Resolution, Roaming directory,
Roaming motion detection and two-phase handoff. In the second half of the thesis, an
architecture and implementation of Roaming IP is presented. Lastly, experiment results,

conclusions and areas of future study are provided.
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Chapter 1  Introduction

In the last several years, the Internet has experienced an explosive growth. There are
hundreds of millions of computers connected to the Internet. Network applications such
as Email, WWW and streaming audio/video become part of daily life. According to
Internet Software Consortium [1], the number of internet host is 109,574,429 in Jan 2001.
By Jan 2002, the number had increased to 147,344,723. Network connection to the
Internet is a necessity. In companies, schools and governments, all computers are
connected together with an internal network then connected to the Internet. Computer
networks are an essential part of the infrastructure. Meanwhile, with the advance of
computing technology, portable and mobile computing devices have become a reality.
This trend stimulates the demand of mobile computing. The great success of palmtop
devices and fast growth of laptbp computer use fully demonstrate this demand.
According to the IDC [2], laptop computer accounts for more than 25% of global
computer revenue in 2001. The shipment of laptop computers increased 8.6% while
desktop decreased 4.4% in 2001. In the next three years, the growth rate of laptop

computer is forecasted in the double digits while desktop in only single digit.

The strong demand for network access and mobility brings a new challenge to provide
network connection anywhere, anytime, giving rise to the need for mobile networking

technology.

It is well know knowledge that when computers communicate with each other through
the network, they need to follow certain protocols. The TCP/IP protocol suite[3] defined
by IETF in early 1980s provides inter-working between different computers. It is the
standard protocol suite used in the Internet. With the huge success of the Internet, TCP/IP
became the mostly used networking protocol suite and the standard of internetworking.

Our research of mobile networking focuses on the TCP/IP protocol. In the scope of our
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research and this thesis, mobile networking service is mobile networking service with IP.

The term “mobile networking service” is interchangeable with “IP roaming service”.

In this thesis, Roaming IP is proposed to provide transparent service for IP roaming in
enterprise networks. This begins with an introduction of mobile networking service and
its requirements on networking protocols, followed by a brief discussion of the
transparent service of mobile networking. Current research and solutions to provide
roaming service with IP protocol is examined. Next, it is followed by a definition and
implementation of the Roaming IP. Finally, results of experiments and conclusions are

provided.

1.1 Mobile networking Service

The goal of mobile networking is to provide ubiquitous network access to users. People
want to stay connected to the Internet while on the move. In the public data network,
connection to the Internet is provided through the wireless infrastructure. People can
browse the web or download files from Internet as long as they are in the service areas,
even when they are in a moving car or train. In the enterprise network, people move
around in the company with their laptop computers between offices and meeting rooms.
Connection to the enterprise network is provided by wired or wireless medium. The
following is an example of mobile networking service in an enterprise network. Wired
and wireless Access Points are installed at all locations of the company. A laptop

computer stays connected to the Internet when it roams around.

12
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Figure 1 Wireless mobile networking

Based on the level of mobility and portability, mobile networking service can be divided
into two categories: semi-mobile and full-mobile. With semi-mobile service, a mobile
host stays stationary when receiving or sending traffic. When there is no network activity,
the mobile host roams freely to different locations. It regains access to the network in the
new location where it moves. But the mobile host does not receive or send data packets
when it’s moving. Semi-mobile service is common in enterprise networks. Users carry
laptop computers to different locations like office and meeting rooms. There is no need to
access the network during the move. The laptop is re-connected to the network after the

user gets to the new location.

With full-mobile service, a mobile host stays connected to the network when it is
stationary or moving, even moving across the boundary of different service areas. Full-

mobile service provides more freedom to users than semi-mobile service.

1.1.1 Requirements of Mobile service to network protocols

Mobile networking service has non-traditional requirements, necessitating modifications

to existing network protocols. Exceptions in the TCP/IP protocol stack include the

13



application and transport layer because they are location-independent. Moving locations
does not have an impact on them as long as lower layers continue to provide required
service. Therefore, there is no need to modify application and transport layers for mobile

networking.

Mobile networking has bigger implication to the network (OSI model layer 3) and link
layer (OSI model layer 2). To provide link layer service on the move, traditional wired
technology does not work any more. A new link layer based on wireless technology is
necessary. With mobile networking a mobile node changes its point of attachment to the
network. Traditional network layer protocol may not be able to correctly deliver data
packets any more. The focus of this research is to enable network layer for Mobile

networking.

With semi-mobile services, a mobile host stays stationary during network connection.
Both wired and wireless link layer technology satisfy the requirement. A mobile host can
move into different service domains (routing subnets). Modifications to the network layer

are required to route packets correctly after a roaming host moves into a different subnet.

With full-mobile services, a mobile host keeps network connection during the move. A
wireless link layer protocol is required. A mobile host may move into different subnets. A
new mechanism needs to be introduced in the network layer to deliver packets correctly.
The mobile host also needs to maintain communications with the network when crossing
the boundary of service domains. A protocol between the service stations is required to

handle the handoff.

In this research, the Roaming IP solution provides both semi-mobile and full-mobile

service.
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1.1.2 Transparent mobile networking service

To provide mobile networking service, it is necessary to enhance the current IP protocol.
The enhancement can be done on the fixed nodes like routers or on the mobile hosts.
There are tens of millions of mobile hosts (e.g. laptop computers) deployed today. They
are the users of mobile networking service. It is a big advantage if no change is required

on the mobile hosts to access the service.

A transparent mobile networking service is a solution that does not require changes of IP
protocol stack in the mobile hosts. Existing IPv4 hosts can access the service without any

hardware or software modification.
1.2 Objectives, layout and Contributions of the thesis

1.2.1 Objectives

In this thesis, current research and solutions are examined to provide roaming service
with IP. Since current solutions do not provide transparent service to mobile hosts, a new
solution termed Roaming IP is proposed to provide transparent service for mobile
networking with IP. A further objective is to present an implementation of the Roaming
IP protocol and results of experiments. Finally a conclusion and areas of future study are

provided.

1.2.2 Layout

In chapter 1, a brief introduction of mobile networking is given. Then the requirements of

mobile networking are briefly discussed.

Chapter 2 will provide an analysis on the limitations of conventional IP in a mobile
networking environment. We present technologies available today to provide mobile
networking. For each solution, a brief description, advantages and limitations are given.
Mobile IP is given the most attention because of its popularity. The research results of

Mobile IP are discussed. Finally the limitations of Mobile IP are highlighted.
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The Roaming IP solution is defined in chapter 3. Protocols and operations of Roaming IP
are covered in detail. First, an introduction and terminology definition of Roaming IP is
provided. Second, the requirements of Roaming IP are discussed. The definitions of

operations, procedures and message formats follow.

In chapter 4, the handoff solution for Roaming IP is presented. The limitations of handoff
with mobile IP and related research are discussed. Then the solution for Roaming IP to
achieve fast and smooth handoff is proposed. Lastly, an analysis of the performance is

provided.

Chapter 5 describes the management information of Roaming IP. A directory service is

presented to manage Roaming IP.

In chapter 6, the system architecture and an implementation of roaming IP are presented.

Components and implementations of roaming server are described.

Experiments are carried out to check the effectiveness and performance of Roaming IP

protocol in chapter 7.

In chapter 8, a conclusion and areas of future study are provided.

1.2.3 Contributions

The major contribution of this thesis is to propose a new solution (Roaming IP) that
provides transparent IP roaming service. An implementation of Roaming IP is also

presented.

Roaming IP is an end to end solution for mobile networking. It provides complete
transparency to mobile hosts. There is no change required on the mobile host to access
mobile networking service. Roaming IP also provides a fast and smooth handoff solution.

The following are ideas adopted to define Roaming IP:
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Local Service Name Resolution (LSNR).
Roaming host detection

Roaming ping

Roaming server to server protocol
Roaming host movement detection
Two-phase service switchover

Directory service for Roaming IP

In the thesis, an implementation of Roaming IP is presented. The implementation has the

following benefits:

Use an architecture that is flexible for future expansion
Use third party software to speed up research
Use Standard C and portable 3™ party libraries to maintain portability

Give considerations to the ease of use and development

17



Chapter 2  Mobile networking with IP

In this chapter, limitations of IP version 4 in mobile networking are analyzed. Surveys are
provided for current solutions that enable mobile networking with IP v4. A brief
description of each solution is presented. The advantages and limitations are also

discussed.
2.1 IP version 4 in mobile networking

2.1.1 Introduction to TCP/IP protocol

TCP/IP is often understood to mean the protocol suite used in the Intemnet TCP/IP, not
only IP [4] (the specific protocol for interconnecting separate networks) and TCP [5]
(which provides reliable data transport). TCP/IP is a 4-layer system, with each layer
responsible for a specific task. The four layers, from higher to lower, are application
layer, transport layer, network layer, and link layer. [3] The following diagram illustrates

the relationship of different layers.

e EYE N A - + tm——— +
Application |Telnet| | FTP | | TFTP| ... | ... |
R S S N A — + R +
L | |
- + A + Fommm e +
Transport | Tcp | jubp | ... ] ... ]
e + R A + o ———— +
I l l
e e e e ot
Network | Internet Protocol & ICMP |
o e e et
|
e +
Link | Local Network Protocol |
e et o e e e e e +

Figure 2 Protocol Relationships in TCP/IP

The application layer handles the details of the particular application, such as FTP,
TELNET, HTTP and so on.
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The transport layer provides an end to end connection between two applications on
different nodes. It accepts data from one end point (the application layer), passes the data
to the network layer. It relies on the network layer to deliver the data to the remote
network node. Then the transport layer passes the data to the correct end point on the
remote node. In the TCP/IP protocol suite, there are two different transport layer
protocols: TCP (Transmission Control Protocol) and UDP (User Datagram Protocol).
TCP provides reliable transport service with acknowledgement and flow control while

UDP provides only raw data delivery without guarantee.

The network layer handles the movement of packets around the network. Every node in
an internet is assigned an IP address. TCP/IP network layer includes IP (Internet
Protocol), ICMP [7] (Internet Control Message Protocol) and IGMP [8] (Internet Group
Management Protocol), where IP is the core protocol and ICMP and IGMP are auxiliary
protocols. TP address is a key component of Internet Protocol. All internet hosts are
uniquely identified by IP addresses. Normally all nodes in the same local network are
grouped together to form a subnet.v Then subnets are interconnected by routers. Routers

transfer data packets across different subnets.

The link layer provides raw data delivery service that is free of transmission errors to the
network layer. It also provides address scheme and mechanism to deliver raw data
packets to the correct network node. The link layer is responsible for communication
between two nodes that are directly connected. Every node has an address used by the

link layer, called link layer address (or MAC address for Ethernet link).

2.1.2 Packet delivery of IP Version 4

Internet protocol is the network layer in the TCP/IP stack. “The function or purpose of
Internet Protocol is to move datagrams through an interconnected set of networks. This is
done by passing the datagrams from one internet module to another until the destination

is reached” [4]. Intemet modules reside on the all networking computers and gateways
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that connect different local networks together. There are currently two different versions
of IP, version 4 and version 6. Since the majority of Intemnet hosts are running IP v4, the
focus of this research is on IP v4. IP data packet delivery and its limitations in mobile

networking will be examined.

Consider how data packets are transmitted from one application to another across the
Internet. In figure 3, Node A is connected to the local network 1, Node B is connected to
local network 2. Local network 1 and 2 are interconnected by a gateway, router C. Both
network 1 and 2 are Ethernet. Node A has one network interface in local network 1, the
MAC address is mac_a. Node B has one network interface in local network 2, the MAC
address is mac_b. Router C has two network interfaces in both local networks, the MAC

addresses are mac_cl and mac_c2 respectively.

Router C

Local
Network 1

Figure 3 An IP networking example

In figure 4, components in the hosts are depicted. Application A is running on node A,

application B is running on node B. Application A needs to send data to application B.

20



Router C

Local Network 1 Local Network 2

Figure 4 An example of network applications

Application A prepares data and calls an API provided by the local IP module to send the

data. IP destination address and other parameters are passed with the call.

The IP module on node A creates an IP data packet by filling in the IP header information
and attaching the data from application A. Then the module determines the local network
address (MAC address) of next node that the packet should be sent to. The procedure is
called address resolution. ARP (Address Resolution Protocol) [6]is used for this purpose.
In this case destination IP is resolved to mac_c1. The IP module sends the IP packet to
the local network interface LNI. The local network interface creates an Ethernet data
packet by filling in the Ethernet header and attaching the IP packet. The destination
address in the Ethernet header is set to mac_cl. Then it sends the packet out to the

network.

The Ethemet packet is sent to Router C’s network interface in network 1. In router C, The
local network interface strips the Ethernet beader and passes the IP packet to the IP
module. The IP module checks the destination IP address against its routing rules to
decide where to send the packets. This exercise is called routing. Routing rules are set up
statically or dynamically by routing protocols like RIP[9] and OSPF[10]. In this case, the

IP module decides to send the packet out via interface 2 in local network 2. The IP
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module uses ARP to get the local network address of the next hop. The destination IP is
resolved to node B mac_b. The IP module passes the IP packet to local network interface
2 with mac_b. Local network interface 2 on router C creates an Ethernet header, attaches

the IP packet, then sends the packet out to local network 2.

The Ethernet packet arrives at the local network interface of node B. In node B, The
network interface strips the Ethemnet header and relays the IP packet to the local IP
module. The IP module finds out that the packet is destined to local node. It strips off the

IP header and delivers the data to application B, the final destination.

2.1.3 Limitation of IP protocol in mobile networking

As discussed, there are two critical operations to move data packets correctly: address
resolution and routing. Address resolution decides the correct next node in a local
network, while routing decides the correct next subnet in an interconnected network. The

IP address is key in address resolution and routing.

All nodes in the Internet are uniquely identified by an assigned IP address. Normally, all
nodes in the same local network are assigned IP addresses with the same address prefix
and put in the same subnet. They have the same sub-network address, the same subnet
mask and different node address. This makes routing in the Internet housing millions of
nodes a possibility. Routing rules are summarized into a subnetwork address stead of
individual node addresses, which decreases the number of routing rules by several orders
of magnitude. But this also implies that the IP address of a node is associated with its
location or its point of physical attachment to the Internet. All nodes that are connected to
the same local network belong to the same subnet and their IP addresses have the same

subnetwork prefix.
In IP version 4, because routing rules are mostly based on subnets, IP packets destined to

an IP host are always delivered to a router attached to the home subnet initially. Then the

packets are passed to the final destination by a router attached in the home subnet. Since
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the IP host moves away from the home subnet, the packets are still sent to the router in
home subnet. Because the IP host is not in the home subnet any more, the router drops all
packets and sends ICMP messages “destination unreachable” back to the originator. After
moving into a new location, an IP host is not able to send packets to other network nodes
with its original IP address as a source address since the router in the guest network does

not relay its packets to the Internet.

In conclusion, existing IP version 4 can not deliver IP packets in both directions for a
host that roams away from its home subnet. In IP v4, the IP address of a host represents
both the identification of the host and the location of its home network connection. The
IP address specifies the IP subnet that a host can attach to, limiting the host to that
network. Due to this limitation, IP version 4 doesn’t satisfy the requirements of mobile
networking. To provide mobile networking service, IP version 4 needs to be enhanced

and new protocols need to be developed.

2.2 Current solutions of Mobile networking

The analysis provided in previous sections illustrates that the fundamental requirement of
mobile networking to the networking layer is to provide reachability of a mobile host in
the network. That is to say, to guarantee the delivery of packets from a mobile node to the
network and packets from the network to a mobile node after the mobile node is attached
to the network from a new location. If full-mobile service is required, another
requirement is to provide smooth transition when mobile host moves across the boundary

of different routing subnets.

In the last several years, mobile networking solutions attract much attention from both the
research community and telecommunication industry. Considerable effort has been put
into the research of mobile networking and significant results have been achieved. The

proposals and research are discussed in the following sections.
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2.2.1 Node specific route

As discussed, data packets are forwarded by routers across the Internet. Routers use rules
stored in routing tables to decide how to route a packet. Routing rules are typically
provisioned manually or computed by routing protocols like RIP[9] or OSPF[10]. The
“node specific route” solution resolves reachability problem by changing the routing
table of routers in the network. A mobile host keeps the same IP address when it moves
to different service areas (IP subnets). When a mobile host moves into a new IP subnet, a
node specific route is injected into the router of the new location. Then the node specific
route is flooded to the rest of network. Based on the node specific routing rule for the
mobile host, all data packets destined to the mobile host are delivered to the new location
instead of the home network. A node specific route is described in routing protocols.
With today’s router, a node specific route can only be configured manually. Dynamic

configuration would require new protocols be developed.

The advantages of this solution are:

e Its transparency to mobile hosts. There is no need to change the protocol running
on roaming host.

e It doesn’t change the efficiency in packet forwarding comparing to traditional IP.
Data packets are always routed via optimal path. There is no need to do packet
redirection from the home network.

The disadvantages of “node specific route” solution are:

e It’s not scalable. Depending on the size of the network, the time to flood the node
specific route can be very long. For each mobile host, a new route needs to be
injected into the routing table. The number of node specific routes may be too big
for routers to handle.

e It uses extra network resource to update node specific routes. The updating of
node specific route is frequent when the mobile node is on the move, new route

needs to be updated every time the node is moved.
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Mainly due to its limit on scalability, the “node specific route” solution doesn’t attract

significant acceptance from the research community.

2.2.2

DHCP and Dynamic DNS

The “DHCP and Dynamic DNS” solution doesn’t address the reachability problem
directly. Instead it circumvents the problem by providing a constant name for a mobile
host regardless of its location. Network hosts that need to communicate with a mobile
host use the domain name [11}[12] of the mobile host instead of an IP address. When a
mobile host moves to a guest network, it obtains a new IP address from the local DHCP
[13]server. Then the domain name entry of the mobile host will be updated in the domain
name servers. Dynamic DNS[14][15] is defined for this purpose. The mobile host’s
domain name is resolved into the new IP address. The new IP address belongs to the
guest subnet. The roaming host is able to communicate with other nodes in the network

as a regular node.

The advantages of this solution are:
e There is no need to change IP stack on either roaming hosts or routers

e There are standards and implementations available.

The disadvantages are:

e It takes time to obtain a new IP address and update the domain name entries. A
mobile host is not reachable until the update is finished.

e Some applications need to have a fixed IP address due to security reason. This
solution doesn’t work for those applications.

e Network connection cannot be maintained when changing service domains
because the IP address is changed. Handoff service cannot be provided without
changing the protocol layers above IP layer 3.

e Applications need to restart after the change of IP address. It’s not convenient.

o It requires applications on other computers interacting with the mobile host to do

name lookups every time the mobile host moves.
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“An End-to-End Approach to Host Mobility”[16] presents a design and implementation
of end-to-end architecture for mobile networking based on DHCP and dynamic DNS. In
the proposal, the authors tried to provide handoff service by making modifications to the
TCP layer and applications. Implementation of such a scheme in real network is

impractical because of the cost associated with changing applications.

2.2.3 Mobility over a logical network

This is a solution described in [17]. The solution addresses mobile computers via a new
“logical network™ which has no direct relationship with any other existing wired network.
The topology of the logical network is maintained by tracking the movements of mobile
computers. A new entity, MC (mobile router) is introduced in the solution. The MC
serves as the router for the logical network. All data packets destined to a mobile host is
always routed to the MC. Then the MC redirects the packets to the router of the sub-
network in which the mobile host resides. Finally, the router forwards the packets to the
mobile host. The author provided high-level description of the idea, but did not detail

protocol definition or implementation.

2.24 VIP

The VIP (Virtual IP) solution is discussed in [18]{19][20]. In the proposal, mobile
networking is called migration-transparent service. The authors proposed two new
network layer services to provide host mobility: Migration-transparent host addressing

and Migration-transparent packet delivery.

In VIP, every host is assigned two IP addresses: one physical IP or TIP (Temporary IP)
and one virtual IP. Only the virtual IP is visible to the transport layer, i.e. the host is
addressed with the virtual IP. When the mobile host changes location, it gains a new
physical IP while maintaining the same virtual IP. The physical IP is related to location

and the virtual IP is location-independent.
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To provide migration-transparent packet delivery, a cache mechanism is used for address
resolution from VIP to TIP. Each router or host holds a cache for address resolution. The
address resolution is done either at the source node or the intermediate routers. If the
source node does not have an entry in the cache for a destination, it makes TIP equal to
VIP. The packet will be delivered to the home network unless one of the intermediate
routers has an entry of the address resolution. In this case, the real TIP will be set and the
packet is delivered to the destination in its new location directly. If the packet is delivered
to the home network, the router there is able to do the right resolution and forward the
packet to the right location. When the packet travels along the path, a cache entry is on
each intermediate node using the information embedded in the packet. When a host
moves to new location, all cache entries are not valid any more. A special message is
broadcasted in the network to delete those entries. Because the delete message is not

reliable, timers are required to delete invalid entries.

The big advantage of VIP is that: when there are many intermediate routers that support

VIP protocol, the routing path of packets is optimized.

There are several serious limitations of VIP:
e Updating the address translation caches is very costly. VIP has a scalability
problem.
e  VIP uses an IP option to carry the protocol information. But many routers do not
support the option.

e VIP needs many extra IP addresses in foreign network

2.2.5 LSRIP

The LSRIP (Loose Source Route IP) solution is discussed in [21] [22]. The LSRIP
scheme uses an existing IP option to address reachability issues for mobile hosts. Mobile
hosts use the same IP address regardless of its physical location. In the home network, a
mobile router is introduced to keep track of the location of each mobile host. In the
foreign network, Mobile Access Stations (MASs) provide connections to mobile hosts.

The packets destined to the mobile host arrive in the home network and are picked up by
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the MR. The MR inserts a LSR option into the packet with the transit node set to the
MAS. The LSR capable routers will deliver the packet to the MAS. Lastly the MAS
forward the packet to the mobile host. When the mobile host replies to the source, it
inserts the LSR option in all outgoing packets specifying the MAS as a transit router. The
path between the mobile host and the correspondent node is recorded in the LSR option.
When the correspondent node receives the packet, it reverses the recorded route and

inserts it to all packets destined to the mobile host. All packets take the optimal route.

The disadvantages of LSRIP are:
e The dependency on Internet Hosts’ ability to perform route reversal which is not
supported by the majority of hosts.

¢ ISR option is poorly or not supported by routers.

2.2.6 IETF-Mobile IP

After early experiments with mobile networking solutions, the Internet Engineering Task
Force (IETF) set up a Mobile IP working group to propose a standard for mobile
networking. Mobile IP protocol resulted from the initiative. Mobile IP is composed of
multiple protocols to address different aspects of mobile networking. Mobile IP addresses
the reachability of mobile hosts, handoffs and optimization of packet delivery. With
Mobile IP, a mobile host does not change IP address when it moves into different IP
subnets. A mobile host can maintain communication session when moves across thew
boundary of different service area (routing subnets). Mobile IP makes the change ofy
location transparent to applications above IP layer. The IP protocol on the mobile host

needs to be enhanced, but there is no change required for applications above IP.

The mobile IP protocol resolves reachability problem by introducing two new entities:
home agent and foreign agent. The home agent is “a router on a mobile node’s home
network which tunnels datagrams for delivery to the mobile node when it is away from
home, and maintains location information for the mobile node”.[23] The foreign agent is
“a router on a mobile node’s visited network which provides routing services to the

mobile node while registered. The foreign agent de-tunnels and delivers datagrams to the
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mobile node that were tunneled by the mobile node’s home agent”. [23]The mobile host
has a “care-of” address when it is in a foreign network. The care-of address is either the
IP address of the foreign agent or a local address that the mobile host attains in the
foreign network. As illustrated in figure 5, the home agent attracts all data packets
destined to the mobile host. All data packets are delivered to the home network of the
mobile host regardless of the mobile host’s locations. The home agent takes appropriate
action for the delivery of data packets to the mobile host based on “binding” information.
A “binding” is the association between a mobile node and its care-of address. The
binding information is updated on the home agent every time the roaming host moves
into different foreign subnet. Data packets attracted by the home agent are encapsulated
in a new IP header with destination of the foreign agent. The packets are passed to the
foreign agent through regular IP routing. The foreign agent strips the outer IP header. It

then delivers data packets to the mobile host.

Home Agent Foreign Agent

Visited
Network

Home
Network

Correspondent
node

Figure S IETF-Mobile IP

The key documents describing mobile IP are: IP mobility Support[23], IP encapsulation
within IP[24] and Minimal Encapsulations within IP [25]. IP Mobility Support is the base
protocol and is primarily concerned with the maintenance of mobility bindings. IP

Encapsulation within IP solves problem of packet delivery from the home agent to the
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foreign agent. Minimal Encapsulation is another approach of packet encapsulation, which

reduces the IP header size in encapsulated packets.

2.2.7 Research of Mobile IP

Since the introduction of mobile IP, it became the most popular solution of IP roaming.

Many papers on mobile networking are devoted to mobile IP.

There are proposals that introduce new features into Mobile IP. In [26], the author
proposed an extension to the DHCP protocol to allow a mobile host to obtain a home IP
address instead of a foreign IP when it’s in visited subnet. This enables the employment
of an actual foreign agent on each subnet. Actual foreign agents provide service with
better performance. In [27], the authors present a fault-tolerant protocol using checkpoint
and receiver-based pessimistic message logging techniques. In [28] [29], the authors

propose schemes to provide multicast service for mobile host.

Mobile IP is targeted to wireless mobile hosts in public carrier environment where, it is
critical to have smooth handoff. This requirement has fueled research into the handoff
performance of Mobile IP. In [31], the authors studied the performance of Mobile IP
handoff. They did performance test for two different movement detections: Lazy cell
switching and Eager cell switching. The handoff delays are 2.5 and 0.5 seconds
respectively. In [34], the author proposed to use a single protocol for both link layer
(within IP subnet) and IP layer (across IP subnet) handoffs within a local domain. The
advantage of the proposal is to eliminate IP encapsulation, triangular routing, overhead
and latency caused by interfacing of link and IP layer handoff management. In [35], the
author proposed two schemes TCP-MD and TCP-R, modifying TCP to improve the
handoff performance. In [36] [39] [40], The authors propose packet buffering to improve
handoff performance. Foreign agents buffer packets and send them to the new foreign
location when a mobile host moves. In [75] [76] [39], the authors propose a hierarchical
mobility management scheme to exploit the locality of mobile hosts’ movement to

change regular handoff to a more efficient local handoff.
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In Mobile IP, All packets are routed to the home agent. The home agent then tunnels the
packets to the real location of a mobile host. Since this redirection uses a sub-optimal
route, there is a requirement to optimize the routing. In [32], the authors propose the use
of Mobile IP Border gateways (MBGs) to optimize the routing for Mobile IP. The
advantage of the proposal is avoiding changes on CH (Correspondent Host). The MBG
will route packets directly to the mobile host instead of the home agent. In [33], the
authors propose a new scheme that the mobile host also obtains a virtual home IP. There
is no triangle route problem while communicating with the new IP address. In [74], the
authors presented performance result of MIP (Mobile IP) and ROMIP (Mobile IP with
route optimization). The conclusions are: If the rate of birth and death of sessions are
high, MIP performs better than ROMIP. Large session duration better exploits the benefit
of ROMIP. The performance behavior depends on traffic pattern.

2.3 Limitations of Mobile IP and solution overview

With all the efforts from the networking industry and research community, Mobile IP has
become mature. It is the preferable solution for wireless mobile networking. However,
there are a few drawbacks that limit the application of Mobile IP in other areas like

providing semi-mobile services in enterprise networks.

Mobile IP does not provide transparent service for IP roaming. Mobile IP is targeted to
the new generation of wireless mobile host. It is assumed that new networking protocol
can be implemented on mobile hosts. This means a software even a hardware upgrade is
required on the current mobile hosts (i.e. Laptops). Development and deployment of new
networking protocol to existing tens of millions of laptop computers is an expensive

exercise.

In Mobile IP, much of the complexity is put on the mobile hosts. This, in general, is not
preferable because mobile hosts are sensitive to power consumption which comes with

the complexity of software.
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Mobile IP is designed for wireless mobile hosts in the public carrier environment. The
complexity is necessary for handling the challenging environment in public cellular
network. But for roaming hosts in the enterprise environment, especially for semi-mobile

hosts, Mobile IP is too complicated and too expensive.

The other drawback of mobile IP is the time of handoff is so long that it causes service

disruption for TCP traffic which is discussed in detail in chapter 4.

This thesis proposes a new framework and associated protocol suite to overcome the
limitations previously described. The solution is named Roaming IP. Roaming IP
provides transparent mobile networking service with IP v4. Roaming IP does not
introduce changes to the network protocol of mobile hosts. From a mobile host’s
perspective, it sees only regular IP data packets and handles those packets following
regular IP protocol. All complexity of mobile networking resides on the nodes that
provide roaming service, i.e. roaming servers. In Roaming IP, a fast handoff service is

defined.

The biggest challenge of Roaming IP is to maintain complete transparency to roaming
hosts. No change is allowed in the roaming host. To accomplish that, roaming servers
have to use the same packet formats to communicate with mobile hosts. Moreover,
roaming servers have to make handling of packets appear the same as regular IP v4 to
roaming hosts. From the perspective of a roaming server, message formats are the same
as regular IP v4, but there is new meaning associated with those packets. The way to
interpret and handle those packets is changed or enhanced to support roaming IP service.
For example, ARP request messages are used to do address resolution in regular IP. In

roaming IP, the same message is also used for tracking mobile hosts.

Like Mobile IP, Roaming IP enables mobile nodes to move from one IP subnet to another

without changing IP address. Roaming IP addresses “macro” mobility management, i.e.
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Layer 3 mobility. The “micro” mobility management like handoff amongst wireless

transceivers is provided at OSI layer 2, the link layer.

The Roaming IP framework will be able to re-use the research results from Mobile IP.
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Chapter 3  Roaming IP

3.1 Introduction

Roaming IP is the solution to provide transparent service for IP roaming service. It
differentiates itself from Mobile IP by providing complete transparent to mobile hosts.
There is no change (neither hardware nor software) required on mobile hosts for the
mobile networking service. Roaming IP is applicable to all hosts running in the IP v4

network today.

Roaming IP protocol needs to satisfy the following requirements:
e There is no need to change the TCP/IP stack on roaming hosts. The roaming is
completely transparent to applications on the roaming host.
e A roaming host is able to communicate with other nodes after changing its point
of attachment to the network without changing IP address
e A roaming host is able to communicate with other non-roaming hosts.

e Roaming IP place no additional requirement on the assignment of IP address.

Roaming IP is defined on the following assumptions:
e Mobile hosts will not change the point of attachment to the Internet more than
once a second. This is the same as Mobile IP. |
e A roaming server does not need to be the router in the subnet. It makes the
problem even more challenging to solve. But it provides more flexibility and
practicality.

e The security is handled by other layer just like conventional IP V4.

Previously discussed, IP version 4 is designed with the implicit assumption that Internet

hosts are statically attached to the physical network. The IP address is associated with the
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physical location of the network connection. A data packet destined to a host is always
delivered to the home network that can be identified by the IP address of the host. This
means that a host is no longer reachable if not attached to its home network. To maintain
mobile hosts’ ability to communicate when changing points of attachment to network,
Roaming IP introduces new entities: guest and home roaming servers. Roaming IP
provides several services: registration, packet delivery, management and handoff.
Roaming IP solution is composed of the following protocols: Roaming ping, roaming
ARP, local service name resolution protocol and roaming server to roaming server

protocol.

3.2 Roaming IP terminology

The following terms are used to describe the roaming IP framework and protocol.
Roaming Host (RH)

A computing node that needs to access the network while changing its point of
attachment. A roaming host does not change its IP address when it moves from one sub
network to another. It continues to communicate with other Internet hosts during and

after the move if the link-layer provides connectivity to an access point of the network.

Correspondent host (CH)
A computing node that is connected to the wired network and communicates with a

roaming host.

Home network
A network that a roaming host gets its IP address from. The roaming host can

communicate with Internet hosts without the support of other computing nodes.
Guest network
A network that a roaming host visits. A roaming host can not communicate with other

Internet hosts without roaming service.

Roaming Server (RS)
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A computing node that provides roaming services to roaming hosts. Roaming servers
reside in networks where roaming service is provided, including the home network and

guest networks.

Home Roaming Server (HRS)
A Roaming server that resides in the home network of a Roaming Host. A home roaming

server intercepts and forwards data packets on behalf of roaming hosts in the home

location.

Guest Roaming Server (GRS)

A roaming server that resides in the guest network where a roaming host visits. A guest
roaming server detects the existence of a roaming host in the network. It provides utilities
for roaming hosts to manége their access to roaming services. It also provides packet
delivery service to roaming hosts. The GRS retrieves data packets that delivered through
the tunnel by HRS and delivers them the roaming host. For data packets sent by a
roaming host, the GRS serves as a default gateway. A GRS also provides handoff service

when a roaming host moves from one subnet to another.

Roaming host list
A list of roaming hosts that are maintained by a guest roaming server. The list contains

all roaming hosts that are visiting the guest network and granted roaming service.

Away host list
A list of roaming hosts that maintained by a home roaming server. The list contains all

roaming hosts that are away from the home network and registered for roaming service.

Neighbor host list

A list of roaming host that maintained by roaming servers. When a roaming host is
granted handoff service, all neighboring roaming servers put the roaming host into their
neighbor host lists. The neighbor host list is used for fast detection of a roaming server

during handoff.

Roaming host detection
Roaming host detection concerns how a roaming server detects the existence of a

roaming host.
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Roaming IP service registration
Roaming IP service registration deals with service application, authentication and setup.

It is the first step of roaming IP service.

Packet delivery service
Packet delivery deals with packets delivery for the RH. After a RH is attached to a guest

network and granted roaming service, all packets destined to the RH are still delivered to
the home location. The HRS picks up all packets and sends them to the GRS through a
tunnel. The GRS retrieves the packets from the tunnel and delivers the packets to the RH
directly. In the reverse direction, all packets from the RH to other hosts are picked up by
the GRS and tunneled to the HRS. Then the HRS releases all packets to the network.

Handoff service
Handoff service deals with the transition of a RH from one visiting network to another. It

switches the roaming service from the old subnet into the new one with minimum service

disruption.

Handoff neighbor

A roaming server that is in the neighboring subnet of another roaming server. A
Roaming server communicates to its handoff neighbor to provide handoff service for a

roaming host that moves from its subnet to the neighbor’s subnet.

Management service
Management service stores management information of roaming service. It also provides

roaming servers access to the information.

3.3 Requirements of Roaming IP service

The procedures of roaming service from users’ perspective are outlined in this section.
One goal of Roaming IP is to provide ease of use to users. In a roaming host, protocols
and tools that users are familiar with are re-used for the operations of Roaming IP. Users
do not need to learn new software or new tools. After a service registration, Users will

not notice differences between Roaming IP service and conventional IP service.
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To gain é.ccess to roaming IP service, the minimum systern requirements need to be met
in the roaming host:
e A network interface card which supports the MAC protocol of the service access
point. It can be wired or wireless.
e IP v4 protocol stack

e A web browser or a http capable scripts (for automatic operations)

Like other services, a user needs to get approval from the network administrator before
accessing Roaming IP service. The procedure is called roaming service provisioning. The
user applies for roaming service from the administrative authority of the network. After
the application is approved, the administrator creates a new entry in the database of
management service. User ID, password and service parameters are provisioned and
given to users. It is assumed that service provision is finished for the following

description.

3.3.1 Roaming service registration

Roaming service registration is the first step for Roaming IP service. After moving into a
guest network, a roaming host attaches to the network via a new access point. The
roaming host cannot communicate to Internet hosts. However, to set up roaming service,
it’s necessary for the roaming host to communicate with a registration server (i.e. a guest
roaming server). In Roaming IP protocol, Roaming ARP is used to enable the
communication. The following steps provide an outline of the operation of Roaming
service registration:

— A roaming host moves away from its home network and attaches to a guest

network.

— A web browser is launched in the roaming host. The browser reports error of
home page not reachable. This is normal because the roaming service is not setup

yet. The roaming host cannot connect to Internet hosts.
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— The URL http://roamingip.local is typed in the web browser.

— A roaming service registration form is displayed in the web browser.

— User ID, password and service parameters are filled in the form and the form is

submitted.

— If the registration is approved, a roaming service confirmation page is displayed

in the web browser. If the registration fails, the reason is displayed.
— This is the end of registration.

Users can also initiate roaming IP registration in home networks. The procedure is the
same as described previously. Roaming IP registration in the home network is used for
setting up handoff service. After the service is set up, the mobile host can continuously

communicate with other hosts when it roams out of home network to a guest network.

3.3.2 Roaming service access

After a service registration succeeds, a roaming host can communicate with other Internet
hosts as if the roaming host is in its home network. The service is transparent to IP
applications running in the roaming host. With full-mobile service, the roaming host has
access to service without interruption when it roams between service coverage areas. For
correspondent hosts (Internet hosts that talk to a roaming host), the service is also
transparent. Correspondent hosts change neither the IP protocol nor their configurations. .
They communicate with roaming hosts in the same way regardless of the location of
roaming hosts. The roaming service is also fransparent to the current Internet

infrastructure. There is no need to change routers or network configurations.

Roaming service is available until the service is de-registered.

3.3.3 Roaming service de-registration

If roaming service is no longer required, a roaming host de-registers the service. Roaming

service can be de-registered explicitly or implicitly. When a roaming host registers for
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service, the duration of the service is set. After the time expires, the service is
automatically de-registered. The procedure for the explicit de-registration is outlined
here:

— In a roaming host, the user launches a web browser to type in the URL

htto://roamingip.local

— The roaming service management form comes up in the browser.
— The user selects services de-registration and provides a User ID and password.
— The user submits the request.

— The roaming service is de-registered after the confirmation page is displayed in

the web browser.

3.3.4 Handoff service

Handoff service maintains connections when a roaming host crosses boundaries of
different sub networks. The operation of handoff service setup is embedded into the
service registration process. To enable handoff service, the user needs to select handoff

service in the registration form. The rest of operation is the same as normal service setup.

After handoff service is enabled, a roaming host maintains its communication sessions
roaming across different subnets. The service is transparent to users. When the roaming
host moves from guest network A to guest network B, the rdaming server in network B .
will replace the one in network A to provide Roaming IP service to the roaming host.

This handoff service requires no intervention from the user.

3.3.5 Automatic service registration

Previous sections describe manual service registration, which gives users full control of
roaming services. If necessary, however these operations can be automated. Scripting
languages can be used for the automation, such as Perl. [44] For example, a Perl script

can be set up to run during the startup of a mobile host. The script emulates the manual
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service registration. Roaming IP service becomes available after the mobile host finishes

initialization.

3.4 Roaming IP protocol description

3.4.1 Roaming ARP protocol

In IP networking, packets are forwarded hop by hop until they reach the destination.
Finding the correct next hop is critical for packet forwarding. For an end host, the next
hop is normally the router of the local subnet. When a roaming host is in a guest network,
it cannot use the same next hop (the router of its home network) to send out packets any
more. A roaming server is the new next hop that will deliver packets for the roaming
host. To achieve this, the next hop information needs to be updated in the roaming host.
However, this update cannot be achieved by either changing configuration or the protocol
stack in the mobile host because the transparency of Roaming IP needs to be maintained.
Roaming ARP is a new idea to update the next hop information without introducing
changes in a roaming host. With Roaming ARP, a roaming host aftracts packets from
roaming hosts to its network interface. Roaming ARP is also referred as roaming packet
attraction. Roaming ARP is used in both roaming host detection and packet delivery

service.

3.4.1.1 Conventional procedure for IP packet delivery

The conventional procedure of IP packet forwarding is described to facilitate the
discussion of Roaming ARP. As shown in figure 6, RHI1 is in its home subnet. The
conventional IP protocol is used for its communication with other hosts. CH1 is in the
same subnet as RH1. CH2 is a host connected to the Internet from a different subnet.

RH1 communicates with both CH1 and CH2.
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Figure 6 Roaming host detection

RHI1 is assigned an IP address, a subnet mask as well as a default gateway. A default
gateway is the host to which packets destined to hosts outside of the local subnet should
be sent. The default gateway can be set to either the IP address of RH1 or the IP address
of the router in the home network. If the default gateway is RH1, a proxy ARP[81] agent

is required in the router.

In RH1, an application sends data to the IP stack with OSI layer-3 destination set to the
IP address of CH1. The layer-3 address needs to be resolved to a layer-2 address. RH1
broadcasts an ARP request message, with target field set to the IP of CHI1. In the home
network, all hosts receive the ARP request. But only CH1 responds because its IP address
matches the target field of the ARP request. Receiving the ARP reply, RH1 delivers the
data packet to the layer-2 (MAC) address of CHI. The packet is successfully sent to
CHI.

In the RHI, another application sends data to the IP stack with the layer-3 destination set
to the IP address of CH2. The IP stack finds out that the destination IP is not in the local
subnet and sends the packet to its default gateway. If the default gateway is RHI itself,
RH]1 broadcasts an ARP request into the local subnet, with the target fields set to the IP
address of CH2. A proxy ARP agent in the router replies to the ARP request with the
MAC address of the router. If, on the other hand, the default gateway is the router, RHI
broadcasts an ARP request with the target ficlds set to the IP address of the router. The

router replies with its own MAC address. In both cases, RH1 delivers the packet destined
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to CH2 to the MAC address of the router. The router then forwards the packet to the

Internet, which eventually reaches CH2.

3.4.1.2 Algorithm and message format for roaming ARP

In conventional IP packet forwarding, ARP is used to get the layer-2 (MAC) address of

the next hop. ARP is the protocol that can be exploited to attract packets to roaming

servers. The following defines the algorithm to attract packets from a roaming host in

guest networks. In figure 6, a roaming host RH2 is in a guest network and the roaming

server in the guest network is RS. RS has the IP address of RS_IP, subnet mask
NET_MASK and MAC address RS_MAC.

The roaming server listens to all ARP request messages in the subnet

The roaming server retrieves the source IP address SRC_IP and destination IP

address DST_IP from the ARP request
If the source IP address belongs to the local subnet,
SRC_IP AND NET_MASK ==RS_JP AND NET_MASK
the ARP request is ignored.
Else If the destination IP address belongs to the local subnet,
DST_IP AND NET_MASK ==RS_IP AND NET_MASK
the ARP request is ignored

Else If the destination IP address is in the roaming host list, the ARP request is

ignored.

Else the RS generates an ARP response, the target MAC is filled with the
RS_MAC (the layer 2 address of the RS).

The roaming host delivers all IP packets to the MAC address of the roaming
server until the ARP entry in the cache expires. After the ARP entry expires, the

same steps repeat from the beginning.
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Roaming ARP uses the same message format as the ARP[53] protocol to provide
transparency. However the algorithm of roaming ARP is different from ARP. There is

one roaming ARP agent running in every guest roaming server.

There are two messages defined for roaming ARP: query and reply. The message format
is shown in figure 7. The format is similar for both query and reply messages except for

the different Operation field, which is set to 1 for query message and 2 for reply message.

0 1 2 3
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Figure 7 Roaming ARP message

3.4.1.3 Considerations of Roaming ARP

The impact of the proxy ARP agent that runs in the local router on the Roaming ARP is
considered here. If the Proxy ARP function is turned on in the router, the router will
respond to the ARP requests that have non-local destination IP address with its own
MAC address. This function is to enable the local host to send packets to Internet without
the router setting as the default gateway. This conventional response conflicts with the
ARP response from the roaming server. The roaming host will be confused by the two

conflicting ARP responses. This issue may be addressed by making the proxy ARP agent



more intelligent. The proxy ARP agent in the router should not respond to an ARP
request with a source IP address that does not belong to the local subnet. This eliminates

the conflict with the ARP response from the roaming server.

The effectiveness of the Roaming ARP algorithm with different roaming host
configurations is discussed hereafter. In a roaming host, the default gateway can be set to
either the roaming host itself or the router in its home network. If the default gateway is
the router, the roaming host sends out an ARP request with the router’s IP as the
destination. The roaming server receives the ARP request and applies the defined
algorithm. The result is positive and the roaming server responds to the ARP request with
its own MAC address. The packets from the roaming host will now be attracted to the
roaming server. If the default gateway is the roaming host itself, the destination and
source IP still meet the criteria. They both are not in the local subnet. The roaming server
responds to the ARP request. The result is that the roaming host will deliver all its

packets to the roaming server.

From the previous discussion, it is concluded that Roaming ARP is effective for different
default gateway configurations in the roaming host. In Chapter 8, the experiment result

confirms this conclusion.

3.4.2 Local service name resolution protocol

In this section, a new protocol LSNRP is proposed for roaming hosts to find the roaming
server. A roaming host may initiate a roaming service registration in both its home
network and a guest network. In both cases, the roaming host needs to know either the
domain name[11] or the IP address [73]of the registration server (i.e. the roaming server).
In general, a domain name is more preferable than an IP address because it is easier to
remember. When a roaming host is in its home network, it can talk to any other Internet
hosts including domain name servers. Therefore a domain name can be used to identify

the roaming server. However, this involves some management overhead here. For
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example, the network administrator needs to publish domain names of roaming servers in

all subnets and users need to remember the information.

When the roaming host is in a guest network, the challenge is greater because the
roaming host does not have IP connection to Internet hosts before roaming service is set
up. Without an IP connection, the roaming host cannot talk to its domain name server. So
a regular domain name cannot be used to identify the roaming server. An IP address is
not a satisfactory solution either since every roaming server has a unique IP address. The
IP addresses of all roaming servers would need to be published and remembered and this

is not manageable.

Local Service Name Resolution Protocol (LSNRP) is proposed to solve the problem.
LSNRP eliminates the need for users to have any knowledge of the guest network (i.e.
the domain name or IP address of the roaming server). The same local service name of
roaming IP is used in all roaming subnets globally. That is to say, the user remembers and

uses one name anywhere he/she visits.

Please be reminded that Roaming IP needs to provide complete transparency to the
mobile host. Hence, no protocol change is allowed in the roaming host. LSNRP has to be
built on existing TCP/IP protocols. The DNS protocol [11][12]is exploited in LSNRP.
The DNS protocol is used to translate a domain name into an IP address. A domain name
is used to identify an Internet host in a human friendly format. There is a DNS client in

every host that has an IP v4 protocol stack.

To differentiate a LSNRP name from a DNS name, a new top domain name “local” is
proposed for LSNRP. This domain is dedicated to name the host that provides a local
service in a subnet. A local service is only available to the host in the local subnet. The
same service name will be mapped into different IP addresses in different subnets. The
same local service name is used globally. Users do not need to know the specific domain
name or IP address of the host that provides the service any more. The local name

resolution system will automatically translate the name into the IP address of the host that
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provides the service. Roaming IP is the first local service defined. The name of roaming

IP service is “roamingip.local”.

3.4.2.1 LSNRP operations

From the client’s point of view (i.e. the roaming host), the operation of LSNRP is the
same as regular DNS. When a name resolution is required, the client generates a query
message with the name. It sends the query message to a name server and waits for the
reply. The name resolution succeeds if the client receives a reply before the timer expires.
In the server side of LSNRP, the operation is different from regular DNS. Firstly the host
that answers the query is different. The roaming server instead of the configured DNS
server answers the query. Secondly, the method of address resolution is different. The

name is mapped to the IP address of the local roaming server.

In the Internet, there are many DNS servers set up and these servers are organized into a
hierarchical architecture. The servers at the lowest layer provide name service directly to
clients. The IP address of a DNS server is provisioned in each Internet host. When a
roaming host sends out a name query, it uses the configured IP address of the DNS server

as the destination.

In Roamingv 1P, the DNS client can not expect a successful reply ffom a DNS server for
the following reasons: a) the query message is sent out before the roaming service
registration is done. Since the roaming host does not have IP connection to the DNS
server if it is in a guest network, the query message will not reach the DNS server at all.
b) If the roaming host is using LSNRP in its home network, the query message will reach
the DNS server. However the DNS server does not have the knowledge to correctly map
the local service name into a correct IP address because the local service name is not in

the DNS system.

The LSNRP server running in the roaming server of the local subnet is tasked to answer
the query. However, there is a problem that needs to be solved here. The query message

is destined to the DNS server not the roaming server. The layer-3 addresses of the query
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packet are set as follows: the destination is the DNS server IP address and the source is
the RH IP address. In Roaming IP, a new idea is used to make the roaming server receive
the query message. A roaming server monitors all DNS packets in the local subnet to

identify and intercept LSNRP queries.

Roaming Server
Router

DNS server

Figure 8 LSNRP in home network

3.4.2.1.1 Operations in home network

If the roaming host is in its home network (as in figure 8), the layer-2 target address of
the query message is the MAC address of the router after an ARP operation. It is a uni-
cast message at layer 2. The network interface of roaming server needs td be in the
promiscuous mode, which is to say that it listens to all data packets in the local subnet to
pick up the query message. When the roaming server captures a packet from the local
subnet, the following algorithm is applied to decide whether it is a LSNRP query:

— If the packet is not an IP packet, drop it

— Elseif fhe packet is not a UDP packet, drop it

— Else if the port number is not 53, drop it

— Else if the operation is not query, drop it

— Else if the name is not equal to “roamingip.local”, drop it

— Else a LSNRP query is received.
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After a LSNRP query is captured, the LSNRP server generates a reply message. In the
reply message, the local service name “roamingip.local” is translated into the IP address
of the roaming server. The reply message is sent to the roaming host. The time elapsed

between the roaming host sending out query and receiving a LSNRP reply is T g, . To

ensure that the roaming host accepts the reply, the message needs to appear to be from
the DNS server. The following requirements must to be satisfied:
s The layer-3 source address of the reply message is set to the IP address of the
DNS server even though the message is actually from the roaming server.
= The destination UDP port is set to the source port of the query message, the
source port is set to 53.

= The fields inside UDP packet should follow the DNS rules.

3.4.2.1.2 Operations in guest network
If the roaming host is in a guest network (as shown in figure 9), the layer 2 destination
address of the query packet is set to the MAC address the roaming server after a roaming

ARP operation.

Roaming Server

— | .
Ty  Guest
(.,\ Network

Mobile
host DNS server

Router

Figure 9 LSNRP in guest network

The roaming server only needs to monitor data packets delivered to its MAC address.
After the roaming server captures a packet, the same algorithm is applied to identify a
LSNRP query. The roaming server then generates a reply message and sends it to the

roaming host.
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3.4.2.2 LSNRP messages

Two messages are defined in local service name resolution protocol: LSNRP query and
reply. The message format of these two messages is the same as their counterparts in
DNS protocol. Otherwise the DNS client in a roaming host does not understand the
messages without changes to the protocol stack. In DNS, a complex message format is
defined to provide flexibility[12]. LSNRP query and response are two instantiations of
the generic format. UDP messages are used for LSNRP query and reply. The UDP port of
the server is 53. The message format of the query and reply (excluding UDP headers) are
shown in figure 10 and 11.
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Figure 10 LSNRP query message

The first 12 octets is the message header. The ID is a 16 bit integer assigned by the
program that generates the query. It is used to correlate a reply to a query. The Q bit is set
to 0, which means a query message. There is one query because the question counter
QDCOUNT is set to 1. Following the header is the gquestion section. The question is

“roamingip.local” in the message. For details of other fields, please refer to [12].
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Figure 11 LSNRP reply message

In the reply message, the ID is copied from the one in the query message. The Q bit is set
to 1. The return code RCODE is set to zero for a successful query. The question count is
set to zero and the answer count ANCOUNT is set to 1 because this packet contains one
answer. The answer section follows the header. The type of the answer is set to a host
address (0X01). The class is set to the Internet (0X01). The TTL is set to O to indicate
that the answer is only valid for this transaction. The RDDATA field contains the IP

address of the roaming server.

3.4.2.3 Considerations of LSNRP

Even though the query packet is examined by the LSNRP server, it may still be delivered
to the DNS server. When receiving the query, the DNS server starts a lookup for the
domain name but fails to find the local service name in its database. The DNS server
queries other servers at the upper layer of the DNS hierarchy until the root is reached. If i
no answer is found, it generates a negative reply to the sender of the query message (i.e.

the roaming host). The message sequence chart of LSNRP is in figure 12:
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Figure 12 LSNRP message sequence

The time elapses between the roaming host sending out query message and seeing a

negative reply as 7,

vegarive - AATtET the roaming host receives the first reply, it will ignore any
further message related to the query. To make a successful LSNRP query, the following
must be satisfied:

<T

TLSNRP negative

When this condition is satisfied, the LSNRP reply arrives earlier than the negative reply
from the DNS server. The LSNRP reply is accepted while the DNS reply is discarded.

In the guest network, no IP communication session can be set up between the roaming
host and the DNS server. So there is no need to worry about any negative reply from the

DNS server.

When a DNS client sends out a query, it starts a timer 7, . If the timer expires before a

reply is received, the client fails the query operation. Hence the second condition for a
successful LSNRP query is:

TLSNRP < Tquely



The resolution of the name to an IP address is much simpler in LSNRP than in DNS. In
the DNS system, a DNS server does a search in its database when receiving a name
query. If no match is found, the server will escalate the query to the server in higher layer
of the hierarchy. The same procedure repeats until a match is found or no match can be
found at the root server. It is necessary to have such a distributed database because
hundreds of millions of data entries exist. In LSNRP, a simple database is more than
sufficient because the number of local services is very limited. As a matter of fact,
roaming IP is the only local name defined to date. The operation of LSNRP is a lot faster
than DNS. The delay of a LSNRP reply is smaller than a DNS reply. Therefore, LSNRP

satisfies previously defined requirements. In chapter 8, experiment results confirm this.

3.4.3 Roaming host detection

Before providing service to a roaming host, a roaming server needs to know the existence
of that roaming host. In Mobile IP, a roaming host is identified by a registration message
that it sends to a foreign agent (roaming server). In roaming IP, since no new protocol is
allowed in roaming hosts, a new idea is proposed for roaming host detection, which uses

a message that is generated from existing protocols to identify the roaming host.

As described in section 3.3.1, the roaming host sends out data packets in a manual or
automatic service registration. These packets are exploited for the roaming server to
detect the roaming host. At the beginning of service registration, the roaming host tries to

access the URL http://roamingip.local. “roamingip.local” is the local service name

defined for Roaming IP. However, from the roaming host’s perspective, it is a domain
name. The roaming host sends a UDP message out to the network, which is a DNS query
message to resolve the name “roamingip.local” to an IP address. The roaming server
detects a roaming host by intercepting a DNS query message from the roaming host,

which has “roamingip.local” in the guery.

The roaming server monitors data packets in the local subnet. For each packet, the

following algorithm is applied to detect a roaming host:
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— If the packet is not an IP packet, drop it

— Else if the packet is not a UDP packet, drop it

— Else if the port number is not 53, drop it

— Else if the operation is not query, drop it

— Else if the name is not equal to “roamingip.local”, drop it

— Else a roaming host is detected.

3.4.4 Roaming service registration process

3.4.4.1 Introduction

Roaming service registration is an important component of Roaming IP because it is the
only component that directly interacts with end users. In Roaming IP, roaming
registration is simple from a user’s perspective. What needs to be done is to fill in a web-
based application form, click the submit button and wait for the confirmation. All the
complexity of roaming registration is hidden in the background. As pointed out in the
section of operations of roaming service, a user ID and other parameters need to be

configured by the network administration before roaming service registration is initiated.

In roaming service registration, the following is achieved:
= Validate the legitimacy of the registration request
®  (Obtain the service parameters for the roaming host, including the default values in
the service directory and the values in the request.
= Set up home roaming server, guest roaming server and optionally roaming
servers’ handoff neighbors.

= Test the packet forwarding tunnels between roaming servers.

Roaming service registration is the most complicated operation of Roaming IP. The

following components of the Roaming IP system are involved: roaming host, home
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roaming server, guest roaming server, directory server and optionally all roaming servers’

handoff neighbors.

Router Directory server

Network

Guest
Network 1

Router

= RH

Guest
Network 2

Figure 13 Roaming service registration

As shown in figure 13, the roaming host RH visits guest network 1. In guest network 1,
GRS1 is the guest roaming server. In its home network, HRS is the home roaming server.
RH may roam directly from guest network 1 to 2. The roaming server in guest network 2
GRS?2 is a handoff neighbor of GRS1 because a handoff operation may happen between
them. The user initiates the roaming registration from RH. The registration procedure is
composed of the following phases:

— Phase I: Information gathering for roaming service. The roaming host and guest

roaming server are involved.
— Phase II: Service validation. GRS1 and the directory server are involved.
— Phase IIT: Basic service setup. GRS1 and HRS are involved.

— Optionally, phase IV: Handoff service setup. GRS1, GRS2 and other handoff

neighbors are involved.

—~ Phase V: Roaming service confirmation. The guest roaming server sends

registration result back to the roaming host.
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3.4.4.2 Web-based management architecture

The information like user ID and password needs to be provided for service registration.
To maintain transparency to the roaming host, no new software is brought into the
roaming host. Rather, a web-based management architecture is proposed for Roaming IP

because a web browser is available in every computing node connected to the Internet.

HTTP Server l
SN UL(CGH
. 4
v

RSM

Management e

H Mgmt DB

Figure 14 Web-based management architecture for roaming IP

The key components of the web-based management architecture are shown in figure 14:
the HTTP server, the management HTML, the UI, the backend program RSM (Roaming
Service Management) and users. The Ul is a CGI[45] program. Its execution is triggered
by the HTTP server when the user accesses a CGl-enabled URL. The Ul has two major
functions: generates management HTML (i.e. the registration form); retrieves
informatién from the management form submitted by users and passes the information to
the backend program RSM for further processing. The RSM updates the management
database in the roaming server to enable roaming services. The HTTP server,

management HTML, UI and backend program are all in the roaming server.

3.4.4.3 Operations of roaming service registration

3.4.4.3.1 Phasel of registration

In phase I, the roaming host finds the roaming server and obtains the service registration
form. The form is filled in by the user and submitted to the roaming server. The following
is defined in Roaming IP to facilitate the operations: Roaming ARP, LSNRP and the
web-based management architecture. Roaming ARP is used to attract packets to the

roaming server. LSNRP is used to resolve the roaming IP service name to the IP address
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of the roaming server. The web-based management architecture provides a flexible user

interface.

The detailed steps of phase I are:

GRS1 attracts IP packets from RH
RH obtains IP address of GRS1 via LSNRP
RH sends HTTP request to obtain the registration form

The HTTP server triggers the Ul to generate a web page (in HTML) of the

registration form.
RH receives the form from the HTTP server.
The user fills in and submits the form.

The HTTP server receives the form and invokes the second part of the Ul

program.

The Ul retrieves information from the form and passes it to the backend

management program.

The information in the registration form is:

IP address of the roaming host.

MAC address of the roaming host.

User ID

Password

Service type. The user can choose full-mobile and semi-mobile services.
Effective time of the roaming service

Handoff service enabled/disabled

3.4.4.3.2 Phase II of registration

In phase II, the roaming server checks the legitimacy of a roaming registration request

and queries the necessary information for setting up the roaming service. Both operations

rely on the management information service that is discussed in chapter 5. At the end of
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phase I, the UI program passes gathered information to the backend program: RSM (refer

to section 3.4.4.2). The RSM program takes the following steps:

Converts all registration information to internal format
Creates a new entry in the roaming host list and set the state to new
Generates a query message with the user ID and password

Sends the query message to the directory server (refer to section 5.2) that provides

management information service

If the entry is not valid in the directory, a negative response is sent back. The

RSM sends negative response to the Ul and the roaming host entry is deleted.

Else a positive response is sent back. The RSM moves the state of the roaming

host entry to “authenticated”
The RSM generates another query message with the roaming host IP as the key.
Sends the query to the directory server.

Retrieves the query result and puts it into the roaming service database

In the result of the second query, the home roaming server IP address is provided. The

information is used to set up a communication between the guest and home roaming

server for the next phase of the registration.

3.4.4.3.3 Phase III of registration

In phase IIL, the GRS and the HRS set up packet delivery service for the roaming host.

The GRS communicates with the HRS via the RS-RS protocol for the service setup. The

detailed steps of phase 3 are:

The GRS sends a roaming host add request to the HRS
The HRS receives the request and checks the away host counter

If the counter is equal to or greater than the maximum, the HRS sends a negative

response to the GRS with an error of “too many away hosts”.

Else the HRS increases the away host counter by one.
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— The HRS creates a new entry in the away host list and set the state to new.
—~ The HRS does a2 Roaming ping (refer to section 3.4.5) to the roaming host

— If there is a response, the HRS sends negative response back to the GRS with an

error of “RH at home”.
— Else the HRS starts a proxy ARP service for the roaming host

— The HRS sets up an end point of the IP tunnel (refer to section 3.4.7) for the

roaming host.
— The HRS sets the state of the away host entry to active
— The HRS sends a positive add response to the GRS
— The GRS starts a roaming ARP service for the roaming host
— The GRS sets up the other end point of the IP tunnel for the roaming host.

~ The GRS sets the state of the roaming host entry to active

After phase III, the basic roaming service is set up. The roaming host can send and
receive IP packets as if it were in its home network. However the service is maintained
only in the guest subnet. Phase IV is required if the handoff service is required across

different subnets.

3.4.4.3.4 Phase IV of registration
In phase 1V, the GRS communicates with its handoff neighbors to prepare handoff
service for the roaming host. Handoff neighbors are the roaming servers in the subnets
that have a common border with the local subnet. A roaming host is able to roam directly
to a handoff neighbor’s subnet. The GRS signals all handoff neighbors to set up handoff
service with the RS-RS protocol. The detailed steps of phase IV are:

— The GRS retrieves the list of handoff neighbors from the Roaming management

service.

— The GRS sends a roaming host monitor request to each handoff neighbor
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— Each handoff neighbor receives the request and checks the counter of neighbor

host entries

— If the counter is equal to or greater than the maximum number, the neighbor RS

sends a negative response with and error of “too many neighbor hosts”
— FElse the handoff neighbor increases the counter of neighbor host entries by one

— The handoff neighbor adds the roaming host that is in the monitor request

message into its neighbor host list
— The handoff neighbor sends a positive response to the GRS
— The GRS waits for responses from all handoff neighbors

— If the GRS receives all responses or the timer expires, the RSM sends a response

back to the Ul with a summary of the results of the handoff procedure

3.4.4.4 Phase V of registration

In phase V, the Ul running in the GRS generates a confirmation web page for the
registration. The page is sent back to the roaming host by the HTTP server and displayed
to the user. The content of the confirmation page is based on the result from previous
phases. The registration can fail at any phase. If a critical failure (e.g. the home roaming
server is not available) happens, the registration jumps directly to phase V. The cause of
the failure is put into the confirmation page. The information is helpful for users to
understand the problem and identify a solution. If it is a non-critical failure (e.g. one
handoff neighbor fails to respond), the registration will proceed. The partial failure
information will be provided to the user in the confirmation page to take necessary
actions. For example, the user avoids roaming into the subnet whose roaming server fails

to respond.

One important consideration of phase V is to avoid the timeout of the web browser. The

registration may take substantial amount of time if there is a failure in the network. The

registration time is noted as T . In the roaming host, a timer ];mwser is kicked off
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when the user submits the registration form. The E:mwscr timer is to guard the time that

the web browser will wait for a response back from the HTTP server. If
) >
registraiion browser

The browser timer expires before the confirmation page is sent back. The browser deems
it a failure of communicating with the HTTP server. The browser closes the session and
displays an error of HTTP server not reachable. The HTTP server will not be able to send
back the confirmation page even if the service registration succeeds. To address the issue,

the UI program needs to generate a progress report web page periodically. The cycle of

the page generation is T . It must satisfy:

progress

progress browser

With the progress report, it is possible to keep the HTTP session alive and provide

progress information to the user.

3.4.5 Roaming ping protocol

In this section, a new protocol (Roaming ping protocol) is defined for locating roaming
hosts. In Mobile IP, a mobile host reports its location via a registration message. In
Roaming IP, no new message can be introduced in a roaming host to identify itself
because of the transparency requirement. Instead, the Roaming ping that runs in a

roaming server is defined to locate a roaming host.

After a successful registration, the roaming server in a guest network has the layer 2
(MAC) address of the roaming host. All handoff neighbors also have this knowledge. In a
guest network, if a roaming host is sending out data packets, a roaming server sees the
packets and locates the roaming host. When the roaming host roams to a neighboring
subnet, the handoff neighbor sees the packets and locates the roaming host. If the
roaming is not sending any packets, it is invisible to roaming servers. The Roaming ping

protocol is defined to force a roaming host send out packets to expose its location.
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Existing TCP/IP messages supported in the roaming host are used for the Roaming ping.

The following options are considered: a layer-4 message UDP[42] or TCP, a layer-3

message like ICMP [7]or a layer-2 messages like ARP [6]. To trigger the roaming host to

send out a TCP or UDP message, an application is required to listen to the port. It

responds to messages delivered to the port. However, it is not expected that all roaming

hosts have the same application running. Hence a layer-4 message is not a viable option.

In Layer 3, ICMP is supported in every IP node, making ICMP messages a possible

solution. In layer 2, ARP is mandatory for every IP node to resolve an IP address to a

MAC address. In Roaming IP, ARP messages are adopted for the Roaming ping for the

following reasons:

It’s guaranteed that the roaming host replies to ARP message. It is not uncommon
to turn off ICMP for security reasons. For example, avoiding malicious attack.
The overhead of ARP is smaller. ARP resides in layer 2 of the protocol stack. The
logic of ARP is simple, which means less CPU consumption.

The delay of ARP is smaller. This helps the RS to locate the roaming host faster.

There are two messages defined for Roaming ping: request and reply. They have the

same format as ARP request and reply as shown in figure 15. However the way to

interpret the message is different.

0
01

1 2 3
23 456789%0123456789012345¢67829301
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S OO TS S0P S SSRGS W A S S
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Target IP

S T s T S S e R e ek it sk Ik LoE SE R

Figure 15 Roaming ping message

The operations of Roaming ping are:

— The roaming server sends a Roaming ping request to the roaming host. The IP

address of the roaming host is filled in the field of Target IP.

The roaming host receives the Roaming ping request message. The roaming host
processes the message as an ARP request message. It generates an ARP response
message. It fills the Target MAC field with its own MAC address. The message is

sent to the roaming server.

If the roaming server receives a response before the timer expires, and the
response is from the roaming host itself, the Roaming ping succeeds. To verify
the identity of the RH, the roaming server checks the source MAC address in the

Ethernet header of the reply message. If
Source MAC == MAC of roaming IP

Then the ping succeeds.

~ Else the Roaming ping fails.

There are some important difference between the Roaming ping and the ARP. Firstly, an

ARP request uses the broadcast address in its layer-2 message header. All local hosts

receive the ARP request message. While a Roaming ping request uses uni-cast layer-2

address (the MAC address of the roaming host). Only the roaming host receives the

message. This prevents an unnecessary load on the rest of hosts in the subnet. Secondly,

in an ARP response, the information in the ARP message fields is used. The querying

node does not care about the sender of the response. But in Roaming ping, the source

MAC address in the Ethernet header is used to determine that the reply is from the

roaming host itself. The information in ARP message fields is ignored.
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The timer for Roaming ping T, is set to the same as the timer for an ARP request E:rp .

T =1

p arp

The guest roaming server uses Roaming ping to monitor roaming hosts. If a roaming host
is not alive in the guest network after some time (configurable during roaming service
registration), the roaming service will be de-registered to free up resources in both the

home and guest roaming servers. In roaming servers, there is a timer 7, assigned for each

roaming host registered. If the timer expires, the roaming server sends out 3 final
Roaming ping messages to the roaming host. If the roaming host replies to the pings, the
timer is reset to zero. If the roaming host fails to reply three times, the roaming host is
deemed unavailable in the network and the roaming service is de-registered. Allocated

resources are then released in all roaming servers.

The Roaming ping message is also used for a roaming host search operation. If a roaming
host is granted roaming service with handoff service, it is possible to roam into a new
guest subnet, quietly. Without knowing the new location of the roaming host, all data
packets are still delivered to the previous subnet. But the GRS there cannot find the
roaming host in its subnet any more. The GRS asks all its handoff neighbors to search for
the roaming host. The handoff neighbors send out Roaming pings to the roaming host in
their own subnets. If a response is received, the roaming host is found. The roaming

service will be transferred to the new subnet.

The home roaming server also uses Roaming ping to ensure a roaming host is not in the

home network during a roaming service registration.

3.4.6 RS-RS protocol

To provide roaming IP service, roaming servers need to communicate with each other.
The Roaming Server to Roaming Server (RS-RS) protocol is defined for transactions
between roaming servers. The RS-RS protocol is built on top of TCP. TCP port 2000 is

proposed for the RS-RS protocol and all roaming servers listen to that port.
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In the RS-RS protocol, the following messages have been defined:
= Roaming host add request and response
= Roaming host delete request and response
=  Roaming host handoff request and response
#  Roaming host update request and response
= Roaming host monitor request and response
s Roaming host search request and response

s Roaming host report request and response

The message format of RS-RS protocol (excluding the TCP header) is:

0 i 2 3
0123456789 01234567890123456788¢01
T T e T T S s T A S A A
| Version | Msg code | D
T e s e T T e e R e N
I HRS IP
B T r = T U SR S
| GRS IP
P S Rt T S A
| RH IP
S e s T e S M ST DR S
| RH MAC
B S s et e S e A e s St st D TP ST S R S
RH MAC Parameters ..
T e T T S e it St SE'S

R T e S

+—

Where:
Version A 8-bit integer for the version of the protocol. It is set to 1.
Msg code A 8-bit field specifying the type of the message. It is set by the
originator.
1 RH add request
2 RH add response
3 RH delete request
4 RH delete response
5 RH handoff request
6 RH handoff response
7 RH update request
8 RH update response
9 RH monitor request
10 RH monitor response
11 RH search request
12 RH search response
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13 RH report request
14 RH report response

D A 16-bit identifier assigned by the application that generates the
request. This identifier is copied into the corresponding response.

The requester uses the identifier to match the response with the

query.
HRSIP The IP address of the home roaming server

GRS IP The IP address of the guest roaming server

RHIP The IP address of the roaming host

RHMAC The MAC address of the roaming host

Parameters These are specific parameters for different messages. The length

and meaning of the parameters are dependent on the message type.

3.4.6.1 RH add request and response

These two messages are used to add a new roaming host in its home RS during service
registration. When a GRS decides to grant roaming service to a roaming host, it sends a
RH add request to the HRS. If the HRS agrees to accept the roaming host, it sends back a
RH add response with a positive return code. Otherwise the request is rejected with a
negative response. The messages are depicted in the following figures. The first 22 octets

of the message are omitted because they are depicted in the previous figure.

2 3
0123456789%0123456789012345678¢%8¢901
s T T e Tt e T e T T
| | Service time |
T S T e A s T S St S S S S T Sk S
|
e

RH add request message
0 1

| Bandwidth sT | Other parms .. |
T e T S et It Sk S DEE UES S AR

Where:

Service time A 32-bit field. It is the total service time requested for the roaming
service. The unit is seconds.

Bandwidth A 32-bit field that represents the desired bandwidth for the

roaming host. The unit is bits per second.
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ST

Other parms

A 4-bit field that represents the service type of the roaming
request. The current defined values are

1 Full-mobile

2 Semi-mobile

Parameters that are dependent on the service type.

When ST = 1, the message becomes

0
0123
+—t—t—+—+

I

tod ettt

t—t -t

Where,
HT

1 2 3
4567890123456 7880123456783%¢01
B e T e S t at Tk SoE SRR T S e
i | Service time |
B e e T S Bt e T T S e
Bandwidth | o1 | HT |
B e T T T S s S Tt 1

A 4-bit field that represents the type of handoff.
1 No handoff
2 Handoff with fast movement detection

3 Handoff with both fast and low movement detection

When ST = 2, the message becomes

0
0123
s o
|

Fot -ttt
|

R it St h
|

B h i

Where,
MT

Ping Timer

1 2 3
456789012345678901234567829%°01
e s S S s s S S
—_ ! Service time |
s T S S T Al et e S S S N A S
Bandwidth | 02 | M? | Ping Timer |
e T S S e S e Tt S ek Aot T ST A A SR
Search Timer | Search areas |
e e T S s Tt S RS

A 4-bit field represents the type of migration service

1 No migration service
2 Migration without searching
3 Migration with searching

An 8-bit time interval before the roaming server sends out ARP

ping to the roaming host.
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Search Timer

Search Area

RH add response message
0 1

A 16-bit time interval before the roaming host is deemed dead or
out of service coverage. The roaming service will be deregistered
to release network resource when the search timer expires.

An 8-bit index to the list of areas where the roaming host may
visit. The list resides in the directory server. It is set up during

service configuration.

2 3

0123456789 0123456789012345¢6782901
e s S e T R S S e T T S S

| Result code |

Tt e e e S e At St L RPN R R S

Where,

Result code

A 16-bit code that represents the result of the add request.
0 successful
1 failed

3.4.6.2 RH delete request and response

These two messages are used for signaling the remote end to remove a RH from the

roaming host list. These messages are used for service de-registration. RH delete request

can be initiated by both HRS and GRS.

RH delete request message

0 1 2 3
012345678901234567890123456782901
T e s s Lt T S S S T it e
| Version | Op code | RH MAC |
B S e e T T S e S o T n st st L R B S S A
B S B e et e T e ek s e T e e e e Mk et S
| RH IP ]
B e s s s e e e e e ark sl Mot o 5
| GRS IP |
R s A e e R B e e e e A T e Ak st bt S
| HRS IP |
B e e e R e S e e e el S S e ks SR L S s
i Reason |
e ket T e e
The reasoncode1s: 0 User request
i Timeout
2 Handoff

RH delete response message
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0 1 2 3
012345 6789%01234567880123456782938 01
USSP SO SIS R MR P U ST SO WOV SPE SOROT IO S S R AR A
Version | Op code i RH MAC |
PP PR SO ST S RS S Sy S S ek Sk St SRR S

T S B e e e T e e e e et e T s s 8
B S S e s s T R R e e et e
T e n dk I ST S e e e T s
S T s e Tt e e R R e e A

N et e T e e e
The result code is: 0 successful
1 failed

3.4.6.3 RH handoff request and response

These two messages are used for signaling a handoff service. When a roaming host
moves from service area 1 to service area 2, the GRS in area 2 detects the roaming host.
GRS 2 uses handoff request message to signal the GRS 1 to forward data packets to the
new area for the roaming host.

RH handoff request message
0 1 2 3
01234567 8980123456789012345678%8¢90T1
B s it e B e At St L e S S St
| Version | Op code ! RH MAC |
B s s e R S T e e e e e s S St sk s Sl Shoh Sl St o

I |

B S e O T R e e e T el el S Lt

| RH IP |
B T e i T T S e N e e e et Tt T A et &
| GRS IP |
T e T T e T e e e e e e e
| HRS IP |

T T Tt e T e
i new GRS IP |
i e S e e e e e e L DL b

RH handoff response message
0 1 2 3
0123456789012345678901234567182901

B O e T e e e T e e e el Lol Sl S St el S D et el e
| Version | Op code | RH MAC |

B R e s e s s T R e T R T e e e e e e e e el SEl et e

l~+~+—+—+—+—+—+—+~+—+—+—+—+-+—+—+—+—+—+—+~+—+—+—+—+—+—+~+—+—+—+—l
| RH IP |
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A e st ST Lol ERE B

e s e s Tk AL e

!

T s s Al Ik

|

R o o et e

result
T A S S e e e

The result code is:

0
1

I T F .

GRS IP

HRS IP

R ot T TR RSP PR

e et At I

new GRS IP
B s ek Tt A

successful
failed

+—

4—

3.4.6.4 RH update request and response

These two messages are used to signal a handoff service. When the roaming host moves
from service area 1 to service area 2, the GRS in area 2 detects the roaming host. After
the GRS in area 2 successfully signals the GRS in area 1 to redirect packets to area 2, it
uses a RH update request message to request that the HRS transfers the service to the new

area. If the operation is successful, the HRS replies with a response message with the

successful result code.

RH update request message
0 1
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RH update response message
0 1

I

+ -
+ -
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4
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+
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|
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S s T S S S s e s s Tt SESTT A S SR AP S S S

! HRS IP |
s e e e e e e B S e e D e s e E k t S
! new GRS IP |
O r e ot Tt e S T S At ST R SR SRR S SR S A A
| result |
B r s T e e e e Rt I e
The resultcode is: O successful
i failed

3.4.6.5 RH monitor request and response

These two messages are used to set up a handoff service for the roaming host. The GRS
signals all handoff neighbors to add a roaming host into their neighbor host lists with the

monitor request message and the handoff neighbors reply with the response message.

RH monitor request message
0 1 2 3
0123456789012345678901234567288901
B T e LT e S e e at S S A s st S e R
| Version | Op code | RH MAC |
B s e T e S e e e e T e i e e S A e e T
l—+—+—+—+-+—+—+—+—+-+~+~+—+—+—+~+—+—+~+—+-+—+-+—+—+—+—+—+~+—+~+-l
| RH IP |
B e e T e e e T e T s S S S e dak o S e S Ats S
| HRS IP |
B s e s e R e T S e e e e e e e e i s SR SR S
| GRS IP |
B e e s o e e e T e e S e e e e e e e s T e e e s s 3
| Neighbor GRS IP |
B el T T e e e e S e e T Tts s S e e e S A

RH monitor response message

0 1 2 3

01234567869 012345678%012345¢678901
B s s et e e e e e e T e e e e e T e e e et e S T e e el S S
| Version | Op code | RH MAC |
B s et S L e e e e e e e e e e e e e e e s is st AR
l—+»+—+—+—+—+—+—+—+—+—+—+»+—+-+—+v+~+—+~+~+—+—+—+—+—+—+—+—+—+—+—l
| RH TP |
B i T R e e o T e e e e e T e e e i s e e e e e e e e o
| HRS IP |
B e et T L e e e e e e e e T e e e T e e e R e e
| GRS IP |
B e s o R R e e e e T e e e e e e e T e e e e e e st SEC S
| Neighbor GRS IP !
B e s et R e e e D i e e B e e e e B e e e e I e i el e e
I result !
B s et s T e e e e e St e e
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The result code is:

0
1

successful

Too many neighbor hosts

3.4.6.6 RH search request and response

These two messages are used to locate a roaming host. If a roaming host moves into a
new area without sending packets, the GRS in the new area is unable to detect it and the
RH is isolated from the network. To minimize the service interruption, the GRS in the
original area keeps track of the RH by sending out Roaming ping messages. If a roaming
host fails the Roaming ping, the GRS sends RH search request messages to signal all
handoff neighbors to look for the RH. If the roaming host is found, the neighbor RS sends

a positive response to the GRS. Otherwise, a negative response is sent.

'RH search request message
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RH search response message
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The result code is: 0 Roaming host found
1 Roaming host not found

3.4.7 Roaming packet delivery

3.4.7.1 Packet delivery mechanism

As demonstrated in earlier sections, regular IP packet delivery does not work when a
roaming host keeps the same IP address in a guest network (see figure 16). The packet
delivery paths of both receiving and sending directions are broken. The roaming host
needs support from other nodes in the network to receive and send packets from/to the

Intemnet.

Figure 16 IP V4 packet delivery

In Roaming IP, a new mechanism is proposed to enable packet delivery. Roaming servers
in the guest and home networks must support this new mechanism for packet delivery
(see figure 17). In the guest network, the guest roaming server uses roaming ARP to
attract all packets from roaming hosts. Due to the operation of roaming ARP, Roaming
hosts send all IP packets to the MAC address of the guest roaming server. The guest
roaming server tunnels the packets to the home roaming server. The home roaming server
de-tunnels and sends the packets to the Internet. In the home network, the home roaming
server uses proxy ARP to attract all packets destined to the roaming host. The home
roaming server tunnels all the packets to the guest roaming server that is the access point

for the roaming host. The guest roaming server de-tunnels the packets and sends them to
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the roaming host. With this mechanism, the roaming host can both send and receive

packets.
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Figure 17 Packet delivery in Roaming IP

This mechanism of packet delivery for Roaming IP is fully compatible with the current IP
v4 architecture while providing the necessary functionalities for Roaming IP. Though this
mechanism is similar to the one used in Mobile IP, some significant differences exist. For
example, the gateway that is used and the method to select the gateway for a roaming
host are different. In roaming IP, the roaming server is the gateway. While in Mobile IP,
both the foreign agent (roaming server) and the router in the guest network could be the
gateway. In Mobile IP a new algorithm is introduced in the roaming host to select the
correct gateway in a new location. While in Roaming IP, to maintain the transparency,
roaming ARP is used to force the roaming host into using the roaming server as the

gateway.

3.4.7.2 Protocol for packet delivery

After attracting packets, roaming servers need to tunnel the packets to their remote peers.
The existing IP infrastructure is used to transport attracted packets between roaming
servers. It is known that packets cannot be delivered in their original form. The original

IP destination needs to be hidden from routers in the delivery path. The IP tunnels
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provide such functionality. There are currently several options for tunneling: IP-IP
encapsulation[24],  Generic  Router Encapsulation (GRE)[46][47], Minimal
encapsulation[25] and MPLS[48]{49].

GRE provides a generic framework to support protocol encapsulations. It provides
functionalities to support different encapsulations like SNA over IP, OSI over IP or vice
versa. GRE is quite complicated to implement and has a significant overhead due to its

generic design.

Minimal encapsulation modifies the original IP header and inserts a minimal forwarding
header. The destination IP address is changed to the ending node of the tunnel. The
packet is then delivered to the ending node of the tunnel via regular IP packet forwarding.
The end node restores the packet to its original form and sends it to the final destination.
The overhead of minimal encapsulation is small. However it cannot be used when an
original IP data packet is already fragmented since there is no room in the minimal

forwarding header to store the fragmentation information.

The MPLS protocol is introduced to provide Quality of Service (QoS) to IP networks.
With MPLS, all routers along the packet delivery path reserve necessary resources. The
throughput and delay of the traffic is therefore guaranteed. MPLS paths can be setup
between roaming servers to delivery packets for roaming hosts. The drawbacks of MPLS

are its complexity and that it is not supported in many routers in the Internet.

IP-IP encapsulation provides a simple tunneling solution by encapsulating the original IP
packet in the payload of the new packet. When the encapsulating node receives an IP data

packet, it inserts an outer IP header before the packet’s existing IP header as depicted in

figure 18:
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Figure 18 IP-IP encapsulation

The source address in the outer IP header is set to the starting node of the tunnel. The
destination address is set to the ending node of the tunnel. The encapsulated packet is
delivered to the ending node through the IP network as a normal packet. The end node of
the tunnel strips the outer header after receiving the packet and delivers the packet to the

final destination.

In the Roaming IP solution, IP-IP encapsulation is used for the tunnel between roaming
servers. After attracting packets, guest and home roaming servers use the same algorithm
to tunnel packets. Since the communication is bi-directional, roaming servers serve as
both starting and ending node of tunnels. The algorithm of packet delivery is:

— A roaming server listens to IP data packets delivered to its layer 2 address (MAC

address)

— If the destination IP address is the roaming server
o If the protocol type is not IP-IP, let the normal IP stack handle the packet
o Else strips the outer IP header and recovers the original IP packet

o If the destination in the original IP header is in the away host list, send the

packet to the final destination.

o Else if the destination in original IP headers in the neighbor host list, tunnel

the packet to the next roaming server.

o  Else drop the packet

— Else I the source IP address is in the roaming host, decrease the TTL value in the

original IP header by one
o Ifthe TTL <=0,

o Drop the packet,
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o An ICMP “Time exceeded” message is generated and sent to the source
o Else
o Retrieves the HRS IP address from the roaming host entry.

o Insert an outer IP header before the original IP header. The source IP is set

to the GRS, the destination IP is set to the HRS.
o Send the new data packet to the network.

— Else drop the packet

3.4.7.3 Considerations of packet delivery

Even though a principle objective is to provide best effort service with the current version
of roaming IP, it is still helpful to keep track of the bandwidth requirements of the packet
delivery service. The capabilities of packet delivery subsystem are decided by two
factors: the packet handling capability of the roaming server and the capability of the
tunnel between roaming servers. The Intemet currently provides only best effort service.
Without an end-to-end quality of service infrastructure, the bandwidth of the tunnel
between roaming servers can not be guaranteed. In roaming servers, allocations of packet
handling capacity are recorded for two reasons: Firstly it guarantees that the roaming
server capacity is not the bottleneck, i.e. potentially a degraded service to customers may
only be caused by the tunnel. Secondly it facilitates future extensions to the Roaming IP
protocol. After a QoS infrastructure is available in the Internet, Roaming IP can be

upgraded to provide QoS.

The unit of packet delivery capacity for a roaming server is bps, the same as for
bandwidth. The network interface, CPU, memory and the architecture of the roaming
server decide the capacity, which should be measured through testing. When a roaming
host successfully registers for service, the home and guest roaming servers allocate a
specific packet handling capacity for it. The roaming servers keep track of total capacity
allocated. If there is not enough capacity left, roaming servers fail a service registration.
The failure will be logged in the roaming server. The failure information is also sent back

to the end user through the registration confirmation web page.
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Another important factor to consider for packet delivery is the MTU (Maximum Transmit
Unit) of the tunnel. In the Internet, different link layer technologies are used to connect
Internet hosts together. Each link layer technology has its own MTU. For example, the
MTU for Ethernet is 1500 bytes. When the size of an IP message is bigger than the MTU,
it is fragmented into smaller pieces that are smaller or equal to the MTU. The fragmented
packet is re-assembled in the destination. Fragmentation of IP packets introduces extra
overhead to the network and decreases the efficiency of the packet delivery. In packet
delivery of Roaming IP, roaming servers need to know the MTU of the tunnel. A MTU
discovery solution is proposed in [50]. Roaming servers will implement such an

algorithm. Roaming servers should run MTU discovery as soon as service registration

succeeds. If the result from MTU discovery is MTU __, , then the MTU of the tunnel is

path ?

MTU,,., = MTU,,, -20

wnnel

Because the outer header introduced by IP-IP is 20 bytes long.

For the roaming host, the most important performance data of the packet delivery service
is the delay and the throughput. A packet delivery delay is expected due to extra hops
introduced in the end to end route. The throughput of packet delivery service is decided
by the capabilities of the roaming servers and the tunnel. In section 1.3, both the delay
and throughput are measured for the Roaming IP implementation. The packet delivery

service of the tested system provides a satisfactory performance.

3.4.7.4 Fault handling in packet delivery

It’s very important to handle fault scenarios for packet delivery because proper
notifications help user to identify root causes of faults. In traditional IP networking,
ICMP[7] is used for this purpose. When a failure is detected along the path, an ICMP
message is generated by the entity that detects the failure and sent it back to the node that
originated the data packets. The originating node takes appropriate action based on the
feedback embedded in the ICMP message. A similar mechanism is needed for the

Roaming IP solution.
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Figure 19 Packet delivery paths in Roaming IP

In figure 19, an end-to-end path from a correspondent host A to a roaming host is shown.
The path is composed of three sections: A to HRS, HRS to GRS and GRS to the RH. For
the first section, data packets are delivered in their original format. Regular IP packet

forwarding and traditional ICMP-based failure handling is applied.

For the second section, between HRS and GRS, data packets are delivered in an IP-IP
tunnel. In this section, special considerations should be given to failure handling. When a
failure occurs in the IP-IP tunnel, an ICMP message is generated. But this ICMP message
is destined to the RS instead of the originator (the RH or host A). The RS should interpret

the ICMP message and relay information back to the originators.

To simplify the description, one direction of the packet delivery is discussed here, from
host A to the RH. The fault handling of the reverse direction is the same. When a delivery
failure happens in the tunnel, different types of ICMP messages are generated for
different failure scenarios. Only a subset of the ICMP messages needs to be relayed back
to the originator. The subset is discussed here:

s Destination Unreachable (type 3)

This message is further divided into different types:
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o Network unreachable/host unreachable/protocol unreachable (code 0-2)
All these messages mean data packets cannot be delivered to the GRS through
the tunnel. So the original destination (i.e. the RH) is not reachable. The HRS
needs to generate a Host unreachable (type 3, code 1) ICMP message and send
to host A.
o Datagram too big (code 4)
This means the non-fragmentation bit is set in the IP header but the media
along the path can’t handle the size of the PDU. The HRS should generate a
datagram too big ICMP message (type3, code 4) and send to host A |
2 Source Quench (Type)
This message indicates the tunnel is congested. The originator needs to slow
down sending. The GRS should generate a Source Quench message to the original
source host A.
»  Time exceeded (Type 11)
This message means a routing problem inside the tunnel. The destination GRS is
not reachable. So the original destination RH is not reachable either. The GRS

should generate a destination unreachable message to the original source host A.

For other ICMP messages, the HRS should handle them locally according to the ICMP

protocol. No information needs to be relayed back to the originator.

In the ICMP message generated in the tunnel, 28 bytes of the tunneled IP message are
included as specified by the ICMP protocol. The outer IP header occupies the first 20
bytes leaving only 8 bytes for the original IP header. The source and destination
addresses are located at the thirteenth to twentieth bytes of the original IP header. This
means that the source and destination of the original IP packet are not included in the
ICMP message. Without the knowledge of the IP address of the originator, no ICMP
message can be relayed to the originator. In “IP Encapsulation within IP”[24], a solution
is proposed to maintain a soft state for each tunnel, which is changed according to the
ICMP message received. Based on the soft state, the encapsulater (starting node of the

tunnel) generates appropriate ICMP message when subsequent IP packets arrive. There
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are two disadvantages of this approach: it is expensive to maintain soft states; the
congestion of the tunnel cannot be handled properly because ICMP Source Quench

cannot be correctly represented by the soft-state.

In the Roaming IP proposal, a new scheme is proposed to address the ICMP message
relaying for the roaming server. In the roaming server, there is information to determine
what node an ICMP message should be relayed to. The roaming server maintains a list of
users of each tunnel. The list is updated in the service registration/de-registration process.
When an ICMP message is received from the tunnel, the information is relayed to all
roaming hosts that use the tunnel. Even though only one roaming host’s packet triggers
the generation of the ICMP message, the information embedded in the ICMP message is
applicable to all hosts that use the tunnel. Therefore it is appropriate to relay the ICMP
message to all hosts that use that tunnel. With this scheme, the tunnel failure information

can be correctly relayed to the source without maintaining a soft state of the tunnel.

In the third section of the path of packet delivery, the GRS retrieves data packets from the
IP-IP tunnel. Then it uses the traditional IP packet forwarding to deliver packets to the
RH. If the RH does not accept the packet, the GRS should do the following:

— If Bandoff service is not enabled for the RH,

o the GRS drops all packets

o The GRS generates an ICMP message “Destination un-reachable”

o Sends the ICMP message to the originator (i.e. host A) through IP-IP tunnel.
— Else

o The GRS starts to buffers all data packets locally

o The GRS starts RH search operation

o If local buffer is full before the RH is found, the GRS generates an ICMP
message “Destination un-reachable” and sends it back to the originator (i.e.

host A) through the IP-IP tunnel. Also all buffered packets are discarded.
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Chapter 4  Handoff service

4.1 Introduction

With the Roaming IP solution, a roaming host can move into different service areas
(subnets). Correct packet forwarding is required after the roaming host moves into a new
service area. For full-mobile services, it is required to maintain the communication
session when and after a mobile host roams across the boundary of service areas. In the
roaming [P proposal, handoff service is defined to provide continuous roaming service
during and after a transition from a subnet to another. As mentioned in the beginning of

chapter 3, Roaming IP deals with layer 3 (network layer) handofi.

The handoff service of roaming IP enables a roaming host (with semi-mobile service) to
roam among different service areas without re-registration while having network
connection everywhere. The handoff service enables a roaming host (with full-mobile
service) to continuously to communicate with other hosts while roaming between RS
access points. When a roaming host moves into a new service area, the roaming server in
the new area provides the service. All packets destined to a roaming host are redirected to
the new roaming server and then delivered to the destination. The goal of handoff service
is to minimize interruption to this networking service. There are two key steps in the
procedure of a handoff: movement detection of the roaming host and switch of roaming

service from the original server to the new one.

4.2 Roaming host movement detection
Movement detection is the first step of a successful handoff. Different options of

movement detection are explored for Roaming IP. The movement detection of Mobile IP

is examined first, followed by the proposals for Roaming IP.
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4.2.1 Movement detection in Mobile IP

In IETE-MIP, the architecture relies on the mobile host to report its location. The mobile
host is responsible for detecting its movement. In a wireless network, when a mobile host
roams across the boundary of service areas, a link layer handoff is triggered first. The
base station in the new service area provides a point-to-point link to the mobile host. But
the mobile host cannot decide whether the link layer handoff should trigger a network
layer handoff because link layer handoff does not necessarily mean the mobile host enters
a new subnet (service area). Layer-2 handoff also happens when the roaming host moves
between different base stations in the same subnet (area). MIP has to rely on other

methods to detect movement,

In MIP, a mobile host decides its location by applying a movement detection algorithm
against the periodic Agent Advertisement Messages that it receives. Two algorithms are
proposed in [23] Lazy Cell Switching (LCS) and Pattern Matching (PM). The third Eager
Cell Switching (ECS) is proposed in [55]. The movement detection delays of three

algorithms are T, , T,, and T, respectively. In “Performance Analysis of Mobile IP

ecs

handoff’[31], the author provides the mean of those delays. The interval of agent

advertisement message is X.

T, =25X
T, = 25X
T . =05X

ecs

In MIP, X is recommended to 1 second. The theoretic delays for LCS, PM and ECS are
2.5, 2.5 and 0.5 second respectively. The detection delay has adverse impact to the
handoff performance.

There are a few proposals to improve the movement detection. In “Performance Analysis
of TCP/UDP during mobile IP handoff’[77], the authors propose that the mobile host
sends agent solicitation message after every link layer handoff. The delay to wait for
regular agent advertisement message is eliminated. The authors show the improvement

by simulation result. The limitation of the proposal is the overhead introduced.
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Bandwidth is required for both solicitation and advertisement message even when an
intra-subnet layer-two handoff happens. The mobile IP stack needs to be informed about
every layer-two handoff. The foreign agent may be overloaded by the solicitation
messages. In “An Efficient TCP Mechanism for Mobile IP Handoffs'[35], the authors
propose an early movement detection in the TCP layer by evaluating the arrival of
packets. When a movement is deemed to happen, the mobile host sends an agent
solicitation message. It eliminates the waiting time for a regular agent advertisement

message. This proposal requires changes in the TCP layer, which is not preferable.

4.2.2 Movement detection of Roaming IP

As illustrated, the mobile host is responsible for detecting the movement in MIP. Due to
the condition that a RH cannot be modified, Roaming IP employs a different approach. In
Roaming IP, Roaming servers are responsible for movement detection. Roaming servers
are fixed in the network and have the knowledge of their location. When receiving a
packet from the roaming host, the roaming server can conclude that the roaming host is in
its subnet. Hence the location of the roaming host is identified. With this approach, the
transparency of Roaming IP to the mobile host is maintained. No new software is
required in the mobile host to do movement detection. In Roaming IP, handoff service is
provided for both semi-mobile and full-mobile services. The movement detections of
semi and full-mobile hosts are different because of the different characteristic of the

movement. They are discussed separately in the following sections.
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4.2.2 .1 Movement detection of full-mobile host
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Figure 20 The Movement of a full-mobile host

A roaming host with full-mobile service can maintain communication session while
roaming anywhere of the service coverage area. When the roaming host migrates into a
new subnet, it needs to connect to the network via a new access point. A layer-2 handoff
occurs, which switches the network connection to the new access point. The detail of
layer-2 handoff is outside the scope of this thesis. After a layer-2 handoff, the roaming
host connects to the network via the new access point. As shown in figure 20, APS is the
base station that provides the link layer connection for the roaming host in the new
subnet. After AP5 detects the roaming host, it reports to the roaming server GRS2 in the
subnet. The layer-2 address (MAC) of the roaming host is included in the report. The
roaming server uses the reported information to detect the movement of a roaming host.
The roaming server uses the following algorithm:

— Retrieve the MAC address of the reported host

— If the MAC address is in the neighbor list, a roaming host is detected. Start a

handoff for the roaming host.

— Else the reported host is not a roaming host that requires handoff, do nothing
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When the roaming host moves within the same subnet, it can also trigger layer 2
handoffs. For example, the roaming host moves from the coverage of APS to AP6. Such
layer-2 handoffs will not trigger a layer-3 handoff. They should not be reported to the
roaming server. To eliminate unnecessary report messages, only base stations that are
located at the border of different subnets send layer-2 notifications to the roaming server.
Because base stations are part of the fixed infrastructure, the location information is
static, which can be pre-configured by the operator. The algorithm for the base station is:

~ Monitor new hosts
— If a host joins, note its layer-2 (MAC) addresses

— If the base station is at the border of a subnet, generate a layer-2 handoff

notification and sends it to the roaming server

— FElse do nothing

After identifying potential candidates through layer-2 handoff, some more information is
necessary to decide an inter-subnet movement of the roaming host. The neighbor list is
sufficient to make a conclusive decision. Every roaming server that provides handoff
service has a neighbor list. The hosts in the monitor list of a roaming server are able to
migrate from a neighboring subnet to the roaming server’s subnet. The roaming server
builds the neighbor list during roaming service registration. In phase IV of roaming
registration, the guest roaming server informs all its handoff neighbors to put the roaming

host into their neighbor list.

4.2.2.2 Movement detection of semi-mobile host

A semi-mobile host does not have any network activity during the move. It closes its
communication sessions before it moves. It may not go through a layer-2 handoff when it
crosses the boundary of different service areas. After reaching the new location and
regaining physical connection to the network, it may keep silent for a while. If the
network can detect the existence of the roaming host even if it does not have layer-3
network activity (i.e. sending or receiving IP packets), similar movement detection

described in previous section may be used. For example, in an IEEE802.11 wireless
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LAN, the base station detects the existence of a roaming host after a layer 2 handoff. If
the network does not see the roaming host when it is silent, new schemes must be
proposed. For example, the roaming server cannot detect a roaming host that is plugged
into the Ethernet switch in the new subnet. Three types of movement detection are
proposed for semi-mobile hosts: active reporting, passive monitoring and active

searching.

Active reporting is very similar to the movement detection of full-mobile hosts. It is used
when the network access point has the capability to detect the roaming host and report it
to the roaming server. The roaming server searches the MAC address of the reported host
in its neighbor list. If the MAC address is found, the host is a handoff host that makes an

inter-subnet movement.

Passive monitoring relies on the roaming servers. It does not have dependency on the
capability of the network access points. It is as fast as active reporting if the roaming host
starts to send packets right after moving into new subnet. With passive monitoring, all
roaming servers passively listen to packets in the subnet. The roaming server compares
the source MAC address against the neighbor list. If a match is found, a handoff host is
detected.

If both active reporting and passive monitoring are not valid, the active searching is used.
There are two types of active searching. The difference is how the searching is triggered.
The first type of active searching is started by the roaming host monitor function. After
roaming service is set up, the guest roaming server keeps track of the roaming host with
Roaming ping message. If a roaming host fails to response to Roaming ping three times,
it’s deemed out of the service area. A searching will be started by the roaming server. The
second type of search is started by the packet delivery function. If the packet delivery
function fails to deliver packets to the roaming host, it starts a search. The roaming server
initiates a roaming host search operation by sending out search requests to handoff
neighbors. All handoff neighbors (roaming servers) send out Roaming ping to the

roaming host in their own service area. If the roaming host is in one of the area, it replies
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to the Roaming ping. The roaming host is detected by the roaming server that receives the

reply.

4.3 Service switchover

The second phase of a handoff is service switchover. After a roaming host moves into a
‘new subnet (service area), packet delivery is still required for both directions (incoming
and outgoing). When it roams into the new subnet, the roaming host experiences a link
layer handoff and its layer-2 connection to the network is provided by the access point in
the new subnet. Following that, the layer-3 service packet delivery is switched to the new
roaming server. One objective of Roaming IP is to provide a fast and smooth switchover

that has minimum service disruption.

4.3.1 Switchover for outgoing traffic

The solution to continue the packet delivery service in outgoing direction is examined
first. After moving into the new subnet, if the ARP cache is flushed by the layer-2
handoff, the roaming host sends out an ARP request to find the MAC address of the next
hop. The roaming server replies to the ARP request with its own MAC address. All
outgoing packets are delivered to the roaming server. If the ARP cache stays, the roaming
host uses the MAC address of the old next hop (i.e. the roaming server in the previous
subnet) to deliver outgoing packets. The roaming server in the new subnet is able to
receive all packets because it listens to the layer-2 addresses of its handoif neighbors.
After receiving the packets, the roaming server tunnels all packets to the home roaming
server of the roaming host. The home roaming server de-tunnels the packets and sends
them to the final destination. That is to say, the roaming host can send out packets to
other hosts right after it moves into the new service area. The operation of service
switchover of outgoing packets is:

— The roaming server listens to the MAC addresses of its handoff neighbors
— The roaming server turns on the roaming ARP function for the roaming host

— The roaming server tunnels all received packets to the home roaming server of the

detected roaming host.
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An analysis of the impact of the switchover operation to traffic is provided here. Firstly,
the operation does not introduce packet duplication. The link layer guarantees the
roaming host to send packets to only one network access point, only one roaming server

receives the packets. Secondly, the delay of the operation T, is minimized. If the ARP
cache is not flushed, T, is zero. The roaming host regains ability to send out packets
immediately after the layer-2 handoff. If the ARP cache is flushed, 7, is equal to the time

of an address resolution operationT,,,. Lastly, the operation does not cause packet loss.

4.3.2 Switchover for incoming traffic

It is more complicated to continue the packet delivery service in the incoming direction.
After the roaming host moves into the new service area, the rest of the network is not
aware of the location change. All incoming packets are still delivered to the original guest
roaming server. After a roaming host is detected in the new area, the roaming server there
initiates the service switchover. Two options of the switchover are considered here:
= Hard switchover. The guest roaming server in the new service area signals to the
home roaming server directly to request packet redirection to the new area. The
home roaming server set up packet forwarding destined to the new guest roaming
server. Then the home roaming server signals the roaming server in the old
service area to remove the roaming host. All data packets received during the
transition are discarded.
= Soft switchover. The guest roaming server in the old service area buffers data
packets when the roaming host is not receiving them. The guest roaming server in
the new service area signals the guest roaming server in the old area to re-direct
traffic to the new location. Then it signals the home roaming server to set up

packet forwarding to the new area.

In Roaming IP, soft switchover is selected because it alleviates the packet loss. In
“Optimized Smooth Handoffs in Mobile IP” [40] and Handoff enhancement in Mobile-IP
environment”’[36], the authors provide proofs that buffering in the roaming server
alleviates packet loss. A major side effect of buffering packet is packet duplication.

Packet duplication may trigger congestion control in TCP, which degrades the
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performance of packet delivery.[51] A duplicate elimination mechanism is proposed in
[407, in which the roaming host buffers the identification and source address fields in the
IP headers of the packets received. During the handoff, the buffered information is sent to
the previous roaming server that will drop those packets received by the roaming host
already. Unfortunately such a mechanism cannot be applied in Roaming IP because no
new protocol is allowed in the roaming host due to the requirement of complete

transparency. The issue is addressed with the proposed novel switchover procedure.

o

Guest
Network 1

Figure 21 Service switchover

Figure 21 is used to describe the service switchover of Roaming IP. A roaming host RH
successfully registers a full-mobile service in guest network 1 (subnet 1). The roaming
servers in home network, guest network 1 and 2 are HRS, GRS1 and GRS2 respectively.
The RH roams into guest network 2 (subnet 2), which triggers a layer-2 handoff, a
movement detection and a service switchover of outgoing direction. Because the service
switchover for incoming direction is not finished yet, all incoming packets are still
tunneled to GRS1. GRSI stores all packets in its buffers because RH is not reachable.
GRS2 detects the roaming host and starts the service switchover of incoming traffic. The
procedure of the service switchover is:

— GRS2 starts to de-tunnel packets for RH
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— (RS2 sends a handoff request to GRS1 and sends an update request to HRS.

— GRS1 starts to forward packets to GRS2 including those in the buffer. All packets

are forwarded in their arrival sequence.

— HRS sets GRS2 as the guest roaming server for the roaming host. It stops

tunneling packets of the roaming host to GRS1 and buffers all packets. After

waiting time 7, . ., it starts to tunnel the packets to GRS2. By now, the
correct path of packet forwarding has been set up. 7,,, ,, .. 1S an engineering

parameter to eliminate disorder of packets.
— HRS signals GRS1 to remove RH from its roaming host list

— In the meanwhile, GRS2 signals handoff neighbors to add RH to their neighbor

list

— GRS?2 adds RH into its roaming host list and removes it from the neighbor list

The message sequence chart of the procedure is shown in figure 22.

Handofl Reguest Update Request
Handoff Response
-
Update Response
Monitor Request Delete Request

‘Monitor Response Delete Response

Figure 22 Message sequence of service switchover
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4.3.3 Analysis of switchover

The impact of switchover procedure to the incoming traffic needs to be analyzed to

identify the vulnerable period T, [36] in which data packets are lost. Let’s take a look at

the timing diagram of a switchover in figure 23. CH is the correspondent host that sends
packets to the roaming host (RH). GRS2 detects RH after it moves into the new subnet.
GRS2 signals GRS1 to tunnel packets to the new subnet. The delay between the detection
of RH and GRS!’s starting to tunnel to GRS2 is D,. During D,, GRS1 is unable to
deliver packets to RH. Packets destined to RH are buffered in GRS1 like message C in
figure 23. After D, GRS1 re-tunnels the packets to GRS2. GRS2 then sends the packets
to RH. The first phase of switchover finishes. In the second phase, GRS2 signals HRS to
select GRS2 as the guest roaming server of RH. HRS tunnels the packets to GRS2 instead
of GRS1. In the whole procedure of switchover, there is no packet lost. The proposed

scheme does not have a vulnerable period.

Tvul = 0
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Message & Message B
Received M
C
Message Detects BH RH'to GRS2
b iy ¥~ Starts de-tunnelin 4
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1 —— Message huffered I Handoff request
% MessagED \ Tunnels to GRS2
M I Handoff response
D2 e \ Message C received
\ Message D received
I A
c‘/’— v\""[ Ipdate request
————Tunnels to GRS2 |
Message E \ I
S \"‘"Update response
N Message E received
e 1P packets ————p RoamingIP packets
B s o Tunneled packets Buffered packets
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Figure 23 Sequence of service swiichover

The introduction of a new phase in our scheme addresses the issue of packet duplication
from buffering. The new roaming server signals the old one to re-tunnel packets to the
new location before it signals the home roaming server. During the transition, packets are
buffered in the old roaming server. This scheme guarantees that the home roaming server
does not re-send the buffered packets to the new roaming server. Only one copy of the
packets is delivered via the old roaming server. The introduction of the extra phase brings
other benefits. Firstly the requirement of the size of the buffers in the roaming server is
well contained. Assuming the arrival rate of packet is A, the number of packets needs to
be buffered due to the switchover is:
S,=A* D,

D, is the signaling delay between GRS1 and GRS2. Because GRS1 and GRS2 are
neighbors, the signaling delay is at the range of milliseconds. Hence S, is insignificant.
Secondly, the period introduced by the switchover that no packet is delivered is only D, .

A small D, helps to ensure the total delay smaller that retransmission timer (7, ) in

TCP. If T, expires before buffered packets are delivered to and acknowledged by the
RH, the buffered packets will be discarded by the TCP. A re-transmission is

inevitable.[78] This seriously impacts the performance.

The proposed scheme guarantees the sequence of packeté. If packets arrive at the.
destination in the wrong sequence, they will be retransmitted by the TCP layer. This
causes a service disruption. In the first phase of proposed scheme, all packets follow the
same path CH-HRS-GRSI-GRS2-RH. The original sequence is maéﬁtained by
conventional IP packet delivery. In the second phase, packets travel through a new path
CH-HRS-GRS2-RH after the HRS sets GRS2 as the guest roaming server for RH. The

HRS waits a period T, ., before it starts to tunnel packets through the new path. All

packets traveling through the old path are guaranteed to arrive at RH earlier than those

with the new path. T, ., is an engineering parameter. The value of T, . ..,

should be slightly bigger than the delivery delay between GRS1 and GRS2. Given the
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fact that they are neighbors, the delay is at the range of milliseconds. The introduction of

T _sw_noa does mot affect the overall performance.

4.4 Performance Analysis of Roaming IP handoff

The roaming host with a full-mobile service maintains its communication sessions during
a handoff. For a full-mobile roaming host, service disruption is likely to happen during a
handoff because the packet delivery service needs to be moved from one roaming server
to another. Packets are not delivered before a handoff succeeds. The service disruption
time is equal to the handoff time for connectionless UDP. But the service disruption to
connection-oriented TCP is more severe. A handoff delay may trigger the congestion
control mechanism of TCP.[56][57] TCP perceives the packet lost due to handoff delay
as an indication of congestion that requires a TCP exponential back off and slow-start.
After the handoff is finished, TCP will not immediately resume the communication. The
service disruption to TCP is bigger than the handoff delay. According to the experiments
results in “Performance of TCP and UDP during Mobile IP Handoffs in Single-Agent
Sub networks”’[38], LCS and PM cause UDP interruption for about 6s and TCP for 10s;
while ECS cause UDP interruption for 3s and TCP for 6s. In a different experiment,

[78]the authors show similar results. The service disruption time is around 6s for TCP.

For a semi-mobile host, handoff delay is not an issue because it does not communicate
during the move. There is no requirement fo start communication in the new subnet

immediately. Our analysis is for the full-mobile hosts.

In Roaming IP, the handoff delay consists of the time of roaming host detection and
service switchover:

T

det ection

+ Tswitchover (1 )

is the delay of detecting the roaming host and T,

switchover

Thandaﬁ' =

where T

det ectioin

is the delay of

packet delivery switched to the new roaming server.
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4.4.1 Detection delay

The movement detection of Roaming IP for full-mobile hosts has two steps: the layer-2
handoff and the reporting to the roaming server. The total detection delay is

T = T + T

det ection reporting layer2 _ handaff (2 )
The time for a layer-2 handoff 7)., s,y 1S at the range of milliseconds. In [80], it

takes less than 10 ms to finish a layer-2 handoff.

YTlayerZ_hamlgﬁ < 10 ms (3)

The reporting time T, is equal to the delivery delay from the base station to the

reporting
roaming server. Because the base station and the roaming server are in the same subnet
and connected through a wired LAN, it can be assumed

T <2 ms “4)

reporting

4.4.2 Switchover delay

During the service switchover, the packet delivery pauses temporarily in the original
GRS and the HRS. In the original GRS, the contribution of the pause to the switchover
delay starts when the roaming host is detected and ends when the original GRS begins to
tunnel packets to the new GRS. The duration of this pause is equal to the signaling delay
from the new roaming server to the old one plus the tunneling delay from the old roaming

server to the new one, i.e. the round trip delivery delay between the GRSs.

Trs _round _trip
The GRSs are neighbors and connected through a wired network. In a typical
configuration, the GRSs are 2 hops away from each other, it is assumed

T

rs _round _trip

<5 ms (5)

The pause in the HRS is to hold off the tunneling to the new GRS. The duration is

Tyrs sw_noid + Trs_sw_nota 18 @0 engineering parameter and required to be slightly bigger

than the one-way delivery delay 0.57,

rs _round _trip

between the old and new roaming server.

Ths_sw_nola N€EAS to satisfy (6)

0‘ 5 Trx _round _trip < Thrs _sw_ hold (6)
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Based on (5) and (6), T, ., s, 18 s€t to 3 ms in Roaming IP

T, =3 ms D

rs _sw_hold

T

rs__round _trip

.
Lt}
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hrs_delay
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) S
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Figure 24 Switchover delay

and T

rs_round _trip *

As in figure 24, the total switchover delay is the bigger of T, 4,

Thrs _delay = Thrs _sw_hold + 2 Tgh _one _way = Thrs _aw_hold + Tgh _round _trip (8)

T

gh_round _trip

is the round trip delay between the new GRS and the HRS. Because the HRS

is further away from the GRS, normally

T _round_irio = Trs_rouna _urip &)
From (6), (8) and (9),

Trs_aeay > 15 Tos_rouna _urip (10)
So the total switchover delay is

T ovichover = Dhrs_sw_ota + Tghjound_mp 1)
4.4.3 Handoff delay
From (1), (2) and (10), the total handoff delay of roaming IP is:

Thm:off = Tlrwerl_handoﬁ” + Treporting + Do sw_toa + Tgh_rowm’_trip (11
From (3), (4) and (7),

T ndor < 104243 + Tg,,ﬁrmwﬁp =15+ To ound _irip 12)
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4.4.4 Service disruption time

The service disruption time to UDP is the same as total handoff time because UDP
recovers to send packets right after the handoff is done. To make service disruption time

to TCP the same as the total handoff time, the following condition must be met: [5]
Thandoff < TRTT (12)

Where Ty, is the retransmission timer of TCP.

The calculation of the retransmission timer T, is based on the roundirip delay

Trcp vouna_wip OF the TCP connection.

TRT[ =k TTCP_round_lrip (13)

Where k is a constant. In the Internet today, k is normally set to 3. [82]

As in figure 21, the original path of the TCP connection is CH-HRS-GRS1-RH and the

round trip delay is:

Trce_round_wp = 11 + T, + T4 (14)
Where T,, T, and T; are the round trip delay between CH and HRS, HRS and GRS1,
GRS1 and RH respectively.

The requirement of avoiding a TCP retransmission in Roaming IP is:

Thandoﬁ < 3 TTCP _round _trip (15 )
For (12), (14) and (15), the following must be satisfied to avoid the TCP retransmission:
Tgh_round_zrip <3 (TI + TZ + TS- 5) (16)

1t is known that the round trip delay between Internet hosts varies significantly, however,

it is normally in the range of tens of ms. Hence the sum of 7| and 7, is significantly
greater than 5 ms. T, .0 ., 1S approximately the same as T, .because the two GRSs are

neighbors. So (16) is normally satisfied, which means that there is no TCP retransmission

and the service disruption time is equal to the handoff time.
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In section 7.4, the performance of handoff service is evaluated. In the testing system,

there is no TCP retransmission and the service disruption time is minimized to the

handoff delay.
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Chapter S aming service management

To provide an end-to-end solution, it is necessary to address the management of roaming
IP service. A directory is proposed to store the information and provide fast and reliable

acCess.

5.1 Architecture of roaming service management

Before the roaming host initiates service registration for roaming IP, the management
Information associated with the roaming host/user should exist in the system. The
network administrator controls the roaming IP management information. When a user
applies for roaming IP service and receives the approval, the network administrator
creates a new data entry for the user in the management database. Roaming servers use
the information to manage roaming IP service. During roaming service registration, the
roaming server needs to confirm the authentication information. The roaming server also
needs to obtain the service related parameters. The key information associated with a
roaming host is:

= User ID and password to control the access to roaming IP service

»  Service level profile for each user. This describes the service available to each

user.
=  Home network and home roaming server for each roaming host. This information
is used for roaming service registration

»  Predefined service parameter for each roaming host
There is one entry for each roaming host in the network. The size of the management data
is in proportion to the number of roaming hosts. There can be millions of entries in the
global Internet. Every roaming server need to have access to the data because every
roaming host is possible to be in its service area. There are huge numbers of subnets and
we need to have at least one roaming server per subnet. The number of users of the
management information is huge. It is not practical to store all the information locally in
each roaming server due to both the size of the database and number of roaming servers.

We need to store the information in a common database system. The common database
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provides single interface for the administrators to manage the information. The common
database is a distributed system because of the size of the information.
A distributed system is also necessary to provide multiple access points to large amount
of users for acceptable performance. The architecture of roaming service management is

shown in the figure 25.

e

CECES

Figure 25 Architecture of roaming service management

All management information is stored in the distributed database. Each server is
responsible for a subset of the data. The data can be divided with different criteria. One
logical way of division is based on the administrative areas. Every server stores the
information of all roaming hosts in its area. Administrators manage all servers via a
consolidated interface. All roaming servers have connections to directory servers via the
Internet. A default database server is assigned for each roaming server. A data access
request will be referred to other servers if the default server does not have the answer

locally.

5.2 Directory service

The characteristic of management information of Roaming IP is:
o Only limited applications need to make modification to the information.
e The information does not change often.

e Many applications need read access to the information.
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Directory service can satisfy all the requirements. It also fit well into the architecture

described in the previous section.

A directory is a special database[61][62][63][64]that contains mostly descriptive,
attribute-based information. The information is generally read more often than it is
written. An update of a directory is typically an all-or-nothing operation. There is no need
for transaction or rollback schemes. A directory is normally designed to provide a quick
response to large amount of lookup or search operations. There are three components in a
directory service: directory server, management system and directory applications.[79] A
directory server is used to store all directory information and provide lookup service. The
management system is used to manage the directory itself. Directory applications are user
of the directory information. LDAP (Light Weight Directory Access Protocol) is the
standard for directory service by IETF.[61]{63].

In a LDAP directory, information is stored as entries that have a collection of attributes.
Each attribute has a unique name, called distinguished name (DN). Each attribute also
has a type and one or more values. There are basic types defined in the standard, like
“cn” for common name, “mail” for email address, etc. There also can be user-defined
types. The values depend on what type of attribute it is. For example, a mail attribute can

have value “frank@uotiawa.ca”. The LDAP directory is based on client-server model.

One or more LDAP servers contain the data making up the directory. A LDAP client
connects to a LDAP server and queries for information. The server responds with an

answer or a pointer to the next server that may have the answer.
LDAP is the protocol selected to provide directory service for Roaming IP. LDAP is

suitable for the needs to provide highly available, distributed systems. LDAP also

provides quick lookup service for a large number of directory applications.
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5.2.1 Management system for the directory

There are three types of directory management system: command line utilities,
application based management system and web-based management system. [64] The
advantages of Web-based management system are: 1) Web browser is Cross-platform
and available on almost every computer on the Internet; 2) User friendly interface can be
provided; 3) Thin client. All the complexity is on the central server, which is easier to
manage. To make roaming IP more portable and easy to use, the web-based LDAP
management system proposed in “Design and Implementation of Secure Web-based

LDAP Management System”[79] is adopted for Roaming IP.

The architecture of proposed web based LDAP management system is illustrated in
figure 26. Directory administrator manages directory data or directory server through web
pages generated by the HTTP server. The HTTP server retrieves all data presented in the
web page and passes them to the DM through CGI interface. DM (directory Management
Module) manages directory entries in the LDAP server and the server itself. The
responsibilities of DM are listed as follows:

= LDAP server maintenance

= Directory entry maintenance

= Directory schema maintenance

= LDAP server monitoring

= Maintain management information database

Maintenance
Information

HTTP Server

LDAP
\ Server

Administrator

Directory
Embedded
HTML

Figure 26 Management of directory service
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5.2.2 Interface for applications

In LDAP, operations are defined for information access. The operations of adding,
deleting and changing entries are used for the directory management. However, the
search operation is mostly used. It is used to get information for LDAP clients (e.g.

roaming servers). The LDAP APIs are defined in RFC 1823. [65]

The steps to use LDAP APIs to access a directory are:

e Open a connection to an LDAP server

e Authenticate to the LDAP server

e Perform some LDAP operations and obtain results

e Close the connection
A brief description of APIs that are used in Roaming IP is given here. For a complete
specification of each API, please refer to RFC 1823 [65].

5.2.2.1 Opening a connection

LDAP *ldap_open ( char *hostname, int portno} ;

Ldap_open() is defined to open a connection to the LDAP server. There are two
parameters for the function call: hostname and portno. The hostname is a list of names or
IP addresses of the LDAP server. The portno is the TCP port number of the LDAP server.
Ldap_open() returns a “connection handle”, a pointer to an LDAP structure that will bé

used by the subsequent calls to the connection.

5.2.2.2 Authenticating to the directory

Int ldap_bind{ LDAP *1d, char *dn, char *cred, int method };

Ldap_bind() is used to authenticate to the directory. There are four parameters for the
function call. The 1d is the connection handle; The dn is the name of the entry to bind;
The cred is the credentials; And the method is the authentication method to use. A

successful bind call is necessary before attempting other operations over the connection.
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5.2.2.3 Closing the connection

Int ldap_unbind ( LDAP *1d)

Ldap_unbind() is used to unbind from the directory and close the connection. The Id

parameter is the connection handle.

5.2.2.4 Searching

Int ldap_search (

LDAP *1d,

Char *base,
Int scope,
Char *filter,
Char *attrsi];
Int attrsonly

)

ldap_search() is used to search the LDAP directory and return a requested set of
attributes. The base parameter is the dn of the entry at which to start the search; The
scope parameter indicates the scope of search; The attrs is an array of string indicating

what attributes to return.

5.2.2.5 Reading an entry

The search API is used to read an entry. In the search operation, the base is set to the DN
of the entry to load. Scope is set to LDAP_SCOPE_BASE. Filter is set to

“(objectclass=*)". Attrs contains the list of attributes to return.

5.2.2.6 Adding an entry

Int ldap_add {(LDAP *1d, char *dn, LDAPMod *attrs{] );

Ldap_add() is used to add entries to the LDAP directory. Ld is the connection handle; dn

is the name of the entry to add; attrs is the entry’s attributes.

5.2.2.7 Deleting an entry

Int ldap _delete { LDAP *1d, char *dn );

Ldap_delete is used to delete entries from the directory. Ld is the connection handle and

dn is the name of the entry to delete.
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5.3 Directory structure for Roaming IP

The high level directory for roaming IP is defined in figure 27.

=t
e
Location

service
parameter

e
home
network

Figure 27 Directory structure

105



Chapter 6 Implementation of Roaming IP

In this chapter, an implementation of roaming IP is presented. The prototype system is
developed in a PC running Linux as the operating system. The implementation is tested
on Red Hat Linux 7.0. To make the implementation suitable for future research, thoughts
are given to the expandability and portability. Modular design is used for the whole
project. Standard C language, portable system calls and third party libraries are used to

provide portability across different platforms.

6.1 Architecture

The architecture of the roaming server is illustrated in figure 28. It is composed of three
parts: data plane, management plane and front end. The data plane is responsible for
intercepting packets, forwarding packets and responding to packets. The control plane is
responsible for managing the dynamic information of roaming service and static
" information of roaming server itself. The front end enables users to manage roaming

service. It provides multiple user interfaces to control the system. The detailed

description of each component is as follows:

Figure 28 Roaming server architecture

106



Packet interceptor: the packet interceptor listens to all data packets on the network
interface. Following the rule defined in Roaming IP, the packet interceptor either passes

the packet to other component for further processing or discards the packet right away.

Packet generator: The packet generator is a set of utilities provided for other application

to generate, manipulate Ethernet/IP data packet and send the packet out to the network.

IP-IP tunnel: IP-IP tunnel is responsible for encapsulation and forwarding IP packets for
roaming hosts. It is also responsible for de-capsulation of IP packets and delivery to the

destination.

RH monitor: It is responsible for keeping track of roaming host in the service area. It is
also responsible for handoff host searches upon request from the management plane. RH
monitor periodically send out ARP ping request to roaming hosts. If a roaming host fails
to response to the request. The RH monitor reports it to the management plane for further

action.

Proxy ARP: Proxy ARP is used to attract data packets from roaming hosts and other
network nodes that communicate with roaming hosts. In the home network, Proxy ARP
replies to ARP request of a roaming host with its own layer 2 address (MAC address). In
the guest network, Proxy ARP replies to ARP request from a roaming host with its own
layer 2 address. After a successful proxy ARP reply, data packets are delivered to the

roaming Server.

ICMP handler: ICMP handler monitors ICMP messages generated inside the IP-IP
tunnel. Following the rules defined in Roaming IP, the ICMP handler analyzes the cause
of the failure. It then generates and sends an ICMP message to the originator of the

original IP packet. This provides debug information for the originator.

LSNRP: LSNRP resolves the local service name of the roaming server into IP address.

At the beginning of service registration, a user types in the generic local service name of
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roaming IP. The name needs to be mapped into the IP address of the roaming server.
LSNRP generates and send back a DNS reply message for the DNS request from the

roaming host.

There are three important databases in the management plane: Away Host (AH) list,
Roaming Host (RH) list and Neighbor Host (NH) list. These three databases control the
behavior of the data plane. The AH list is used in home roaming servers. It contains all
mobile hosts that leaves the home network and registers for roaming service in a guest
network. The home roaming server attracts data packets destined to all away hosts and
sends them to guest roaming servers through IP-IP tunnels. The RH list is used in guest
roaming servers. It contains all mobile hosts that are granted roaming service by the
roaming server. The NH list contains all mobile hosts that may move into the area of the

roaming server from its handoff neighbors.

RS-RS: This component manages the communications between roaming servers,
including roaming service maintenance, handoff and roaming host search. This
component implements the RS-RS protocol. It updates the databases to control the data

plane.

C-RS: This component manages the communication between a roaming server and
clients of user interface. This component waits for request from client and takes

appropriate action. It provides an interface for the front end to control the roaming server.

RS-LDAP: This component provides an interface to the LDAP directory server for the
roaming server. The following information is necessary for roaming service:

authentication of users, home roaming server and service parameters of roaming hosts.

Front end: Three different user interfaces are provided with the front end. The Command
Line Interface (CLI) provides an ASCII based utility to manage roaming service. It’s for
developers and experienced users. The HTTP server together with CGI problem provides

a web-based user interface. The configuration file component is used to configure the

108



roaming server, provide non-volatile storage for the configuration data and provision

large amount of data.

Application
Layer

Transport
Layer

Network
Layer

Link layer

Tl Mew s
. _component -

Figure 29 Protocol stacks of roaming server

Figure 29 shows how components fit into the protocol stack and their relationship with
the TCP/IP components. The components of data plane are built on top of some powerful
3™ party network libraries. While the rest of components sit above the regular IP stacks.
Every incoming packet is accessible to the 3™ party stack and the IP stacks. The 3™ party
stack and IP stack process the packet independently.

6.2 Data plane

The data plane provides packet manipulation and delivery service. At the beginning of
the development, the data plane was developed in the Linux kernel for optimal
performance. But it is inconvenient to build an application into the kernel: more difficult
to debug, much longer time to make a change, etc. Moreover, the portability of the
implementation is not maintained by putting the solution into the kernel. It is decided to
implement this solution in the user space. The purpose of the implementation is for

research and the performance is given lower priority.
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To implement the data plane, access to the network programming interfaces are required.

The key requirernents are listed as follows:

]

Ability to monitor all layer 2 (MAC) data packets. We need to see all packets
including broadcast packets (e.g. ARP request) and uni-cast packets regardless of
the destination MAC address.

®  Access to the Ethernet and IP header of all packets that intercepted

= Ability to manipulate the headers and data fields of packets.

s Ability to send data packets to layer 2, bypassing the IP routing and ARP.

Networking APIs are normally provided by the operating system. Applications access the
communication protocol stack through the APIs. The best-known example of network
API is the Berkeley socket interface. Linux provides the socket interface. But the socket
interface does not provide some of the functionalities that required for roaming IP. It is
decided to use third party network libraries for this implementation. PCAP [66] is used
to capture all data packets. Libnet [67] is chosen for manipulating data packets. These
two libraries provide not only the necessary functionalities but also the portability. They

are supported by multiple platforms including Linux, other Unix and Windows,

6.2.1 Packet interception

The packet handler listens to all packets in the LAN that the roaming server provides
service. During the initialization, the packet handler opens a network interface via PCAP
APIs. Then it waits on the interface for data packets. When a packet arrives, the packet
handler dispatches it to the destination like Roaming Ping and Roaming ARP. The
pseudo code for packet handler is:

/* Set up the PCAP interface to intercept packets from the

Ethernet interface */
pd = pcap_open_live(my_config.if name, 2000, 1, 100, ebuf);

if {pcap_compile(pd, &fcode, *\0", 1,
my_config.if_netmask.s_addr}) < 0) {
syslog(LOG_ERR, *"%s: %s", program name,
pcap_geterr{pd)};
return(lj};

}
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if {(pcap_setfilter{pd, &fcode} < 0) {
syslog{LOG_ERR, "%s: %$s", program_name,
pcap_geterr(pd));
return{l};

/* Spawn a child task to handle packets in the background */
pid = forkl(};

if {pid » 0) return; /* This will return back to the
main*/
if (pid < 0) {
syslog{LOG_ERR, "%s: fork failed: %s*,
program_name, strerror{errno)};
return; }

/* Wait for packets. When a packet arrives, pass it to the packet
handler “process_packet” */
if (pcap_loop({pd, -1, process_packet, 0) < 0) {

syvslog {LOG_ERR, "%s: pcap_loop: %s®, program_name,
pcap_geterr(pd));

return{l);

}

void process_packet {(u_char *user, comnst struct
pcap_pkthdr *h, const u_char *bp)

{
switch {ntohs{ether_hdr->ether_type))
{ case (ETHERTYPE_IP):
process_ip(bp) ;
break;

/* Pass the ARP reguest to the Roaming ARP handler */
case (ETHERTYPE_ARP):
process_arp{bp);

break;

}

void process_ip{const u_char* bp)

{
/* Pass the DNS request to the LSNRP handler */
if ({(ip_hdr->ip == IPPROTO_UDP) && recv_port == 0x035))
process_dns {(bp) ; ‘
/* Pass the IPIP tunnel message to the IPIP handler */
if (ip_hdr->ip_p == IPPROTO_IPIP) process_IPIP
}
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6.2.2 Packet manipulation and generation

After receiving a packet from the roaming host, a roaming server needs to respond based
on the packet type. The response involves packet manipulation and generation that use
Libnet and raw socket APIs. During the initialization, a Libnet socket and a raw socket

are opened.

/* The Libnet socket is used for general packet generation
ip_socket = libnet_open_raw_sock (IPPROTO_RAW} ;

/* The raw socket is used for sending IP-IP tunnel packets
*/

ip_socket_ip = socket (AF_INET, SOCK_RAW, IPPROTO_IP);

6.2.2.1 ARP reply
The pseudo code for generating ARP reply is as followed:

/* Construct and transmit an ARP reply */
int send_arpreply{struct in_addr *target_ipaddr,
unsigned char *her_ hwaddr, struct in_addr
*her_ipaddr) '

char ebuf [PCAP_ERRBUF_SIZE];
u_char buf{ARP_H+ETH_H]:;

int count;

char eth_str[20];

memset (buf, 0, ARP_H + ETH_H):;
libnet_build_ethernet (her_hwaddr, my_config.if_hwaddr,
ETHERTYPE_ARP, NULL, 0, buf};

/* ARP header */
libnet_build_arp {ARPHRD_ETHER, ETHERTYPE_IP,

ETHERADDRLEN, IPADDRLEN,
ARPOP_REPLY,
my_config.if hwaddr,
{u_char *)&(target_ipaddr->s_addr),
her_hwaddr, {(u_char *)&{her_ipaddr->s_addr),
NULL, 0, buf + ETH_H);

/* Send out the packet */
count = libnet write_link_ layer{ln, {(const wu_char *}
my_config.if_name, buf, ARP_H + ETH_H);
printf{"Send _arpreply: send out bytes: %d\n", count);

return count;
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6.2.2.2 DNS reply

The pseudo code for DNS reply generation is

/* generate the DNS IP packet */
libnet_build_dns {ntchs{dns_hdr->id),
htons {(0x8085),
1.
1'
1,
G,
dns_data,
dns_data_1,
packet buffer+LIBNET_IP_H + LIBNET UDP_H);

libnet_build_udp (recv_port, //udp_hdr->uh_dport,
send_port, //udp_hdr->uh_sport,
packet_buffer+LIBNET_IP H + LIBNET_UDP_H,
LIBNET _DNS_H + dns_data_1,
packet_buffer+LIBNET_IP_H);

libnet_build_ip (LIBNET_UDP_H + LIBNET_DNS_H + dns_data_l1,
ip_hdr->ip_tos,
ip_hdr->ip_id,
ip_hdr->ip_off,
255,
ip_hdr->ip_p,
ip_hdr->ip_dst.s_addr,
ip_hdr->ip_src.s_addr,
packet_buffer + LIBNET_IP_H,
LIBNET UDP_H + LIBNET_DNS_H + dns_data_1,
packet_buffer);
libnet_do_checksum {(packet_buffer, IPPROTO_UDP, LIBNET UDP_H +
LIBNET DNS_H + dns_data_l);

/* send out the packet */
libnet_write_ip(ip_socket, packet_buffer, LIBNET_IP H +
LIBNET _UDP_H + LIBNET _DNS_H + dns_data_l);

6.2.2.3 IP packet tunneling

The pseudo code of IP over IP tunneling is:

Int send_packet__to_tunnel (const u_char* payload,
/* pointer to IP packet */
struct in_addr* ip_dest)
/* pointer to destination IP address*/

in_ip_hdr = ({struct libnet_ip_ hdr*) payload;
packet_len = LIBNET_IP_H + ntohs{ in_ip_hdr->ip_len);
memset {(&sin, 0, sizeof (struct sockaddr_ in));

sin.sin_family = AF_INET;
sin.sin_addr.s_addr = ip_dest->s_addr;
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c = sendto{ip_socket_raw, paylcad,
ntohs{in_ip hdr->ip_len), 0, {struct sockaddr *)}&sin,
sizeof (struct sockaddr)); // send the payload out.

6.3 Management plane

In the management plane, three different components: RS-RS, RS-Client and RS-LDAP
are implemented. All three components run on top of the TCP protocol. As regular
network applications, there are not special requirement to the networking APL The socket
API provided by Linux is used to access TCP services. The RS-LDAP component is
responsible for getting roaming IP management information form the directory server.
The protocol between the directory server and a client (e.g. the roaming server) is LDAP.
To communicate with the LDAP server, the APIs and libraries provided by
OpenLDAP[72] are used.

6.3.1 Roaming databases

In the management plane, there are three important databases: Roaming host list, away
host list and neighbor host list. The roaming service and behavior of the data plane are
controlled by the information in these three databases. The databases need to provide
very fast search capability. All three databases are implemented in C data structures.

Hash tables are created for fast searching.

6.3.1.1 Roaming host entry

The C structure definition of a roam host entry is presented here.

/*This is for Guest RS to admin roam hosts*/
struct roam_host_entry

{

struct roam_host_entry *next;

struct in_addr ip._rh;

struct in_addr ip_hrs;
struct in_addr ip_grs;

char hwaddr_rhi6];
int state;
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6.3.1.2 Away host entry

The C structure definition of an away host entry is presented here.

struct away_host_entry

{

struct away_host_entry *next;

struct in_addr ip_ah;
struct in_addr ip_hrs;
struct in_addr ip_grs;
int state;

};

6.3.1.3 Neighbor host entry

The C structure definition of a neighbor host entry is presented here.
struct neighbor_host_entry

{

struct neighbor_ host_entry *next;

struct in_addr ip_nh;

struct in_addr ip_hrs; //IP of home RS

struct in_addr ip_grs; //IP of the current guest
RS

struct in_addr ip_drs; //IP of the destined guest
RS

int state;

Y

6.3.2 RS-RS and RS-Client

The RS-RS component implements the roaming server to roaming server protocol. A
roaming server listens to TCP port 2000 for incoming request. When a message is
received, it is handled based on the operation code. The RS-Client component
implements the management client to roaming server protocol. A roaming server listens
to TCP port 2001 for messages from a management client. Because RS-RS and RS-Client
handle similar operations like add, delete roaming hosts, the message formats are similar.

One message format is defined for both RS-RS and RS-Client components.

The message format is defined in the following C structure.

struct rs_con_msg

{

unsigned char version;
enum rs_con_op_code op_code;
char hwaddr_host[6];
union {

struct in_addr ip_rh;
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struct in_addr
1 roamip;
struct in_addr
struct in_addr
struct in_addr
enum rg_con_res_code

enum ¥s_con_op_code {

§5_ADD_AH REQUEST
SS_ADD_AH REPLY =

]

oy

SS_DEL_AH_REQUEST
SS_DEL_AH_REPLY,
SS_AUDIT REQUEST,
SS_AUDIT_REPLY,
S5S_HANDOFF_REQUEST,
SS_HANDOFF_REPLY,
SS_UPDATE_REQUEST,
SS_UPDATE_REPLY,

i

CS_ADD_RH_REQUEST =
CS_ADD_RH_UPDATE = 1

CS_ADD_RH_REPLY,
CS_DEL_RH_REQUEST,
CS_DEL_RH REPLY,

CS5_SW_RH_REQUEST = 2
CS_SW_RH_REPLY

ip_ah;

ip_grs;
ip hrs;
ip_drs;
res_code;

101,

02, /* This is the message to confirm
entry added locally, still
waiting for remote confirmation

*/

01,
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6.4 Front end

Figure 30 Front end of roaming server

The components of the front end are depicted in figure 30. The front end provides man-
machine interfaces for users and network administrators. The interfaces are used to
manage both roaming server and roaming services. The web based interface is developed
for end users to register/de-register roaming services. It provides complete transparency
to the roaming host. The CGI program converts the information gathered from the web
page to internal data structure. It passes the data to the management plane via a Client-RS
protocol. The configuration information of the roaming server is managed through the
configuration file. The administrator of the roaming server provisions the roaming server
by editing the text configuration file. Roaming service information can be also input from
the configuration file. The function is useful for setting up test environment for research.
The configuration file component also provides a non-volatile storage for management
information. With the CLI, the user can change, access and delete the information of both

roaming server and roaming services.
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In the implementation, an Apache [68THTTP server is used for the web-based interface.
The Apache server is an open source development that is widely accepted in the Internet.
A third party APIs[69] is used to do CGI programming. It provides the features to easily

retrieve the information embedded in the web forms.
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Chapter 7  Experiments and resuits

In Roaming IP proposal, a suite of new protocols are introduced: Roaming ARP, Local
Service Name Resolution Protocol, Roaming Ping protocol, packet delivery service and
handoff service. All of the protocols are implemented in Linux platform with C language.
Experiments are cartied out to evaluate the correctness and effectiveness of the protocols
as well as measure the performance of Roaming. In this chapter, experiments are
presented for Roaming ARP, Local Service Name Resolution Protocol, Roaming packet
delivery and handoff service. The focus of experiments of roaming ARP and LSNRP is to
demonstrate the effectiveness of the protocol in real world implementations. In Roaming
ARP test, mobile hosts with different operating systems (Windows 98, 2000, XP and
Linux) are tested. In LSNRP test, both home network and guest network scenarios are

covered.

The key performance attributes of packet delivery are the throughput and delay. In the
experiments, the throughput and delay of the Roaming IP packet delivery service are

measured and compared with the regular IP service.

In Chapter 4, the handoff procedure of Roaming IP is described in detail. A thorough
analysis provided the proof that Roaming IP handoff does not introduce packet lost |
during the transition between service areas. Hence the handoff does not trigger the TCP
retransmission timeout that causes significant service disruptions. In the experiment
presented here, a mobile host communicates with the correspondent host over TCP/IP
protocols before, during and after a handoff. The TCP traffic is captured by a third node.
The sequence number of each TCP packet is analyzed to determine if a packet lost/re-
transmission occurs. When the same sequence number is used for transmission more than

once, it confirms a packet lost.
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Figure 31 Test of Roaming ARP

The first set of experiments is to test the effectiveness of Roaming ARP protocol. The test
bed consists of a roaming host and a roaming server as shown in figure 31. All hosts in
the local network are connected with 10 Base-T Ethernet. The roaming server RS is a PC
with a Pentium II 300 MHz CPU. The roaming server runs on Linux operating system
with a Roaming ARP implementation. The roaming host RH is a regular PC.
Tepdump[66] is used to capture all data packets in the LAN. If RH delivers all its IP
packets to the MAC address of RS, the experiment is successful.

The IP configurations of RH and RS are shown in table 1.

IP address Subnet Mask Default Gateway
RS 192.168.1.10 | 255.255.255.0 192.168.2.1

RH (Scenario 1) | 192.168.2.101 | 255.255.255.0 192.168.2.1

RH (Scenario 2) | 192.168.2.101 | 255.255.255.0 192.168.2.101

Table 1. Configurations for Roaming ARP test

In scenario 1, the roaming host has its default gateway set to the router of its subnet. In
scenario 2, the default gateway is set to the IP address of the roaming host. Both are valid
configurations in the Internet. Roaming hosts with four different OSs are used in the test,

including Linux, Windows 2000, Windows NT and Windows XP.

The test is run 20 times for each operating system and each scenario. The numbers of

success are captured in table 2.
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Linux Windows 2000 Windows 98 Windows XP
Scenario 1 20 20 20 20
Scenario 2 20 20 20 20
Table 2. Results for Roaming ARP test

From the result, it is confirmed that roaming ARP is an effective protocol to attract

packets from the roaming host to the roaming server.

7.2 LSNRP protocol

The second set of experiments is to test the effectiveness of LSNRP. The test bed consists
of a roaming host, a roaming server and two DNS servers as shown in figure 32. All hosts
in the local network are connected with 10 Base-T Ethernet. The roaming server is a PC
with a Pentium II 300 MHz CPU. The roaming server runs the Linux operating system
with a LSNRP implementation. The roaming host is a regular PC. Different operating
systems are used in the roaming host to check if LSNRP is effective for IP stacks in
different OS. DNS server 1 several hoi)s away from the roaming host, which represents
the typical setup in the Internet. While DNS server 2 is in the same LAN as the roaming
host. That is the worst case for LSNRP because the response from DNS server 2 is the

fastest. In the test, Tcpdump is used to capture all data packets in the LAN.

DNS server 2
Router

Local
Network

P

Roamin
& DNS server |

Host
Figure 32 Test of LSNRP
Captured packets and display on the roaming host are used to determine whether a

LSNRP operation succeeds. In the roaming host, the URL of local service name of

roaming IP http://roamingip.local is typed in a web browser. If the web page of roaming

IP service management is displayed in the browser, the LSNRP name resolution
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succeeds. It is also observed if the roaming host drops the negative DNS reply from the
DNS server. The delay of reply messages are calculated from the log of packets. Tests are
run with different combinations of DNS servers and operating systems in the roaming
host. Fach test is repeated five times and the means are recorded. The results are

presented in table 3.

DNS server OS LSNRP LSNRP Reply DNS Reply
success Delay (ms) Delay (ms)
{Times)
1 Linux ) 0.190 35.898
1 Windows 2000 5 0.235 36.659
1 Windows 98 5 0.196 37.992
1 Windows XP 5 0.243 38.233
2 Linux 5 0.232 23.45
2 Windows 2000 5 0.197 2592
2 Windows 98 5 0.212 22.53
2 Windows XP 5 0.215 2248

Table 3. Results of LSNRP test

In all tests, the roaming service registration form is successfully returned on the roaming
host. It is observed that the roaming server replies to all DNS request of
“roamingip.local” in less than 0.3 ms. The reply from LSNRP server is one order of
magnitude faster than the negative reply from the DNS servers. It is also observed that an
ICMP message of “port not reéchab]e” is sent from the PC to the DNS server after the
negative DNS reply because the DNS client in the PC closes the UDP port after receiving
the reply from the roaming server. Hence the negative DNS reply is discarded. It is

concluded that LSNRP is effective.

7.3 Performance of packet delivery service

The test bed for packet delivery service is shown in figure 33. Two PCs running Linux

are Roaming Servers (GRS and HRS). An implementation of Roaming IP runs in the
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roaming servers. GRS and HRS are in LAN 1 and 2 respectively. The roaming host RH is
connected to LAN 1. The correspondent host CH is in LAN 2. LAN 1 and 2 are

connected via a router. The IP addresses of all nodes are listed in the following table.

Node IP address Subnet mask

CH -1 192.168.2.101 255.255.255.0

GRS 192.168.1.10 255.255.255.0

HRS 192.168.2.10 255.255.255.0

CH 192.168.2.30 255.255.255.0
Table 4. IP addresses for packet delivery test

In the test, the performance of roaming IP packet delivery is evaluated by the
measurement of throughput and delay. As shown in figure 33, the traffic of two different

paths: RH-router-CH (dashed line) and RH-GRS-router-HRS-CH (solid line) are

measured.

Figure 33 Performance of packet delivery

To make the traffic follows the second path, the roaming IP service is setup for the RH.
In the test setup, the service registration is bypassed because the purpose of the test is to
evaluate the packet delivery. RH is put into the configuration file of HRS and GRS. In
RH, the default gateway is set to GRS. RH sends all packets destined to CH to the MAC
address of its default gateway GRS. The packets are tunneled to HRS and eventually
delivered to CH.
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7.3.1 Delay of packet delivery service

The ping tool is used to measure the delay of packet delivery. Different sizes of messages
are sent between CH and RH. In each test, 100 packets are sent between CH and RH. The
average delays are presented in table 5. For each column, the IP packet size, the delay of
the direct connection, the delay of roaming service and the delta are listed from top to

bottom. The curves of the delays and the delta against the packet size are depicted in

figure 34.
Test 1 Test2 | Test3 | Testd | Test5 | Test8 | Test?

IP packet size

{bytes) 84 428 828 1228 1428 1628 2028
Direct delay

(ms) 0.787 1.781 2.867 3.957 4.525 4.938 5.766
Roam delay

{ms) 1.917 3.517 3.321 4.646 6.09 6.572 7.024
Delta (ms) 1.13 1.736 0.454 0.689 1.565 1.634 1.258

Table 5. Delay of packet delivery
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Figure 34 Delay of roaming service

In average, the roaming service introduces a delay of Iess than 2 ms which is insignificant
to the IP packet delivery, given the fact that the round trip delays between 2 Internet hosts
are normally in the range of tens to hundreds of ms. The delay of the packet delivery

service is composed of the packet processing time and the packet delivery time between
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two roaming servers. In the Internet, the delay of roaming service would be greater
because more intermediate routers exist between roaming servers, which makes the

delivery delay greater.

7.3.2 Throughput of packet delivery

TTCP (Test TCP)[701{71] is used to measure the throughput between CH and RH. In
TTCP, the user can select the size of the IP buffer and the number of the buffers to send.
During the test, the number of buffers to send is 10,000 and the buffer size of TTCP
varies from 100 to 2000 bytes. All performance results are listed in table 6. For each
column of the table, the buffer size, the throughput of the direction connection, the
throughput of the roaming service and the delta are listed from top to bottom. At the end

of the table, the averages are provided.

Buffer {Bytes 100 200 300 400 500 800 700 800
Direct (KB/s)| 1085.9] 1087.5,1085.27] 1091.3} 1081.7 1083.9 1084.4]1084.5
Roam (KB/s) 1038) 1027.5]1037.27} 1015.9]1056.8] 1066.1{10920.3:997.75
Delta (KB/s) 47.81 60.03 48 75.36] 24.96 17.83 -5.9 86.71

Buffer (Bytes 800 1000 1100 1200 1300 1400 1500 1600
Direct (KB/s) 1085§1084.6]1082.77; 1083.1}1083.111081.9,1082.1:1084.1
Roam (KB/s){ 1025.9] 1041.511060.48} 1081.1{1077.7} 1088.111070.4;1070.1
Delta {KB/s) 58.15 43.08 22.29 2.01 5.39 -6.18, 11.68 13.92

Buffer (Bytes 1700 1800 1900 20001 Average
Direct (KB/s}){ 1083.8, 1082.5,1083.17] 1082.5 1084.1—5-
Roam {KB/s)!{ 1061.31 1072.2]1068.01) 1077.7] 1056.2
Delta (KB/s) 22.48;  10.29 15.16 4.81 27.944

Table 6. TCP throughput

The throughput data is also plotted against the buffer size as in figure 35. In average, the
throughput of roaming service is slightly lower than the direct connection and the

variation of roaming service throughput is greater with different buffer size.
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Figure 35 Chart of TCP throughput
7.4 Performance of handoff
HRS
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Network 1 GRS 1
Guest
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Figure 36 Handoff performance

In this experiment, the service disruption caused by a handoff is evaluated. The test bed is
set up as in figure 36. There are three subnets connected by a router: Home Network,
Guest Network 1 and Guest Network 2. The roaming host RH registers for roaming IP
service in Guest Network 1. A correspondent host CH starts a communication session
with RH. Maintaining the communication session, RH roams from Guest Network 1 to 2.
GRS1, GRS2 and HRS do a handoff for RH. The traffic follows path 1 (the solid line)
initially. After a handoff, the traffic traverses path 2 (the dashed line). In the test, TTCP is
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used to generate traffic and Tcpdump is used for capturing the traffic

presented in figure 37 and table 7.

Seqguency number

13.1 13.15 132 1325 133 13.35 134 1345 135
Handoff at 13.276368 Time (S)
Figure 37 Handoff chart

. The test result is

In Figure 37, the Y axis is the sequence number of IP packets that are delivered to the

roaming host and the X axis is the time that elapses since the beginning of the test. A

handoff happened at time of 13.276368 second. The curve does not stay flat after the

handoff, which indicates that there is not packet lost or retransmission of packets.

1 2 3 4 5 5] 7 8
Time (s) 13.25745] 13.26875| 13.26012] 13.26142, 13.28B357] 13.28498] 13.28895! 13.29014
Seguence
number 28960 30408 31856 33304 34752 36200 37648 39096
Delta 1448 1448 1448 1448 1448 1448 1448
Table 7. Packet sequence number of handoff

In table 7, the sequence number and time of delivery are listed for packets around the

handoff period. The handoff happened between packet 4 and 5. The sequence number

increases 1448 from packet 4 to 5, the same as the rest of packets. This indicates that

there is no packet lost during the handoff. Furthermore, the delay that caused by the

handoff is smaller than the TCP retransmission timeout. This confirms the analysis in

chapter 4.
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Chapter 8 Summary and Conclusions

In this thesis, the requirements of mobile networking are discussed. Based on an analysis
of packet delivery in IPv4, it is concluded that traditional IPv4 can not provide mobile
networking service. The fundamental requirement of IP roaming to the network layer is
to provide reachability of a mobile host in the network. Surveys of existing proposals of
mobile IP networking service are presented with advantages and limitations of each
proposal. Among the existing proposals, Mobile IP is the preferable solution for mobile
networking. However, none of the existing proposal provides transparent service for
mobile networking. A new solution Roaming IP is proposed in this thesis to satisfy the
transparency requirement. Roaming IP has the following advantages compared to Mobile
IP.

o Roaming IP provides complete transparency to roaming hosts

e Roaming IP keeps the complexity in fixed nodes instead of the mobile hosts.

e Roaming IP is applicable for both semi-mobile and full-mobile hosts

e Roaming IP provides fast and smooth handoff

A few novel ideas are adopted to define Roaming IP solution. They are:
e Roaming ARP for packet attraction
e Roaming ping for locating roaming hosts
e LSNRP
¢ Roaming host movement detection
e RS-RS protocol
e Two-phase service switchover
e Using directory service for Roaming IP management
The effectiveness of Roaming IP protocols is analyzed in the thesis and it is concluded

that Roaming IP is an effective solution to provide mobile networking service with IPv4.
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Furthermore, analysis is carried out for the handoff performance and it is concluded that

Roaming IP provides a fast and smooth handoff service.

This thesis also presents an architecture and implementation of Roaming IP. With the
implementation, the effectiveness of the protocols is validated. Performance of packet
delivery and handoff is evaluated and is deemed to satisfy requirements of mobile
networking. In conclusion, Roaming IP is a viable solution to provide transparent mobile

networking service.

The areas of future research are:
e To provide QoS in packet delivery. The proposal in this thesis provides only best
effort service
e To provide support of multicast
e To provide a redundancy solution
e To provide a solution for route optimization. Like Mobile IP, the packet
forwarding in Roaming IP follows a sub-optimal route. Route optimizatiohs are

required to improve the efficiency of packet forwarding
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