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Abstract

Due to the increased popularity of group-oriented applications and protocols, se-
curing group communication has become a critical networking issue and has re-
ceived much attention in recent years. A secure and efficient group key management
protocol presents one of the most fundamental challenges in group communication
security. While key transport protocols may be appropriate for key establishment in
one-to-many applications, many collaborative applications require distributed key
agreement protocols. Proposals for key agreement protocols that have been pub-
lished so far do not scale for large size groups. Moreover, the security of most of
these protocols has been flawed. This thesis considers the problem of group key
agreement protocols from two points of view: efficiency and security. Regarding
the efficiency, a novel framework based on the extension of the Diffie-Hellman key
exchange protocol is proposed. The efficiency of this framework comes from the
distribution of the group members into size-bounded clusters. Using clustering im-
proves the protocol efficiency (in both communication and computation costs), pro-
vides fault-tolerance and supports heterogenous systems. A modification to these
protocols has been presented to address the problem of key agreement within ad hoc
wireless networks. Regarding protocol security, a new approach for key agreement
protocols analysis is proposed. To demonstrate the approach, a formal analysis of

one of the existing key agreement protocols has been presented where some prac-

II



I

tical attacks have been identified. It has been shown that the possibility of most
of these attacks is due to the use of improper techniques to supply key authenti-
cation. Different solutions to address these attacks have been proposed. These
solutions provide authenticity and are implemented within the steps required by the
key agreement protocol. These authenticated protocols are based on an entangle-
ment of both the ephemeral key and the long-term key to provide authenticated key

agreement protocols.
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Chapter 1

Introduction and Overview

This chapter gives an overview of the research area. In particular; it provides a
statement of the problems which will be tackled throughout the thesis. Additionally,

it provides a summary of the major results and the outline of the thesis contents.

With multicast or group communications, a message is transmitted to all mem-
bers of a group. Transmission savings are clearly achieved since only one transmis-
sion is needed to reach all members instead of n transmissions to n members as in
the case of unicast, or point-to-point communications. Current multicast standards
lack mechanisms to protect against eavesdropping, impersonation and session hi-
jacking, thus leaving multicast open to severe threats of data manipulation and theft

of service or content.

Group communication-based applications can not have their transmission pro-
tected by a firewall or any other central mechanism. This is because the communi-

cating members are distributed across the network.

One alternative is to use public-key cryptography to secure all group messages.

As a rule of thumb, public-key cryptographic algorithms are computationally around

1



2 CHAPTER 1. INTRODUCTION AND OVERVIEW

1000 times slower than private-key cryptographic algorithms, making it prohibitively
expensive. Moreover, to secure communication between a group of n members, us-
ing these techniques, each member should store (or have access to) n — 1 authentic
public keys. Furthermore, if any member wants to send a secure message to any
subset of the group (or possibly the whole group), he must encrypt and send as
many messages as the number of the recipients; this results in large communication
and computation overhead. Another alternative is to use private-key encryption by
using one of two approaches: a pairwise shared key or a common group key. Using
a pairwise shared key is not an efficient way in terms of storage and number of
encryption processes and transmission required as in the case of public-key cryp-
tography. The second option of using a common shared key, seems to provide the
most suitable solution.

The use of private-key cryptography, based on a common group key, requires
the generation and distribution of that common key to all authorized members of
the group. This process is known in literature as the key establishment protocol.
Assuming that every member agrees on the same key, all group messages can be
encrypted using this shared key. If we presume that the intruder has no way to
retrieve the group key then group members are protected. Thus one of the main
design challenges, in secure and reliable group communication systems, is to estab-
lish a common group key that is available to all authorized members in an efficient
and secure way. Two types of key establishment protocols have been defined in
literature [52]: Key transport and key agreement protocols. While key transport
protocols may be appropriate for key establishment in one-to-many applications,
many collaborative applications require distributed key agreement protocols.

Generally, group communication security protocols are multi-round protocols.
Consequently, protocol efficiency is a major concern due to the direct correlation

of the number of the participants to the computation and communication complex-



ities, which has not been properly addressed by the previously proposed protocols.
Accordingly, one of the first questions that needs to be addressed is: how to design
an efficient group key agreement protocol or improve the efficiency of the existing
protocols?

Most of existing protocols so far have been focused on extending the well-
known 2-party Diffie-Hellman key exchange protocol (DH) [28] to operate as a
multi-party (group) key agreement protocol. The security of these protocols has
been based on the assumption that the intractability of the group Diffie-Hellman
problem can be reduced to the intractability of 2-party Diffie Hellman. Contrary
to this assumption, group key agreement is not a simple exicaswn of two-party
key agreement protocols. In fact, there are many important differences and several
design and implementation challenges that have to be dealt with [21]. These dif-
ferences stem from the differences in nature of point-to-point communications and
group communications. A distinct definition of security requirements is needed
which leads to the following question: how to design a secure group key agreement
protocol?

This thesis focuses on the efficiency and security of group key agreement pro-
tocols within a group of members with a highly dynamic membership nature.

Key agreement protocols can be considered as the cornerstone of group ser-
vices. Generally, efficiency and security are two natural but conflicting goals in
cryptography. As a result, there is always a trade off between them, which should
be based on the required degree of security and the capability of protocol users. A
common approach considers that all group members have a symmetric relationship

and are treated equally'. In particular, roles such as group leadership are not fixed

IThis statement may not be valid when considering a heterogenous systems like incorporation of
mobile devices or receive only members. In this case, leadership choosing is controlled by a system

policy.



4 CHAPTER 1. INTRODUCTION AND OVERVIEW

beforehand. Moreover, there is no central authority with more control than other
members and assignment of controllership roles should be only a matter of policy

and orthogonal to the main key management protocol.

1.1 Thesis Outline

The remainder of this thesis is vrganized as follows:

Chapter 2 introduces a survey of the key agrement protocols and their related is-
sues. In particular, a discussion of the differences and requirements related to group
key agreement protocols will be presented. Chapter 3 presents the framework for

the scalable key agreement protocols. This framework adopts the idea of cluster-
| ing, which will also be discussed. Two different key agreement protocols (HGKM,
CGKA) based on members clustering are then described and their complexities are
analyzed. Due to the different nature of ad hoc wireless networks, the fixed struc-
ture used in these two protocols is not suitable for these kinds of networks. In
Chapter 4, a modified version (DTGKA) is presented to accommodate the special
nature of ad hoc wireless networks. The security of the framework mentioned in
Chapter 3 is based on the security of the building block of each cluster. In Chap-
ter 5, a formal mode! of the GDH family will be presented. This family includes the
protocols used as a building block of the proposed framework. A detailed and rig-
orous proof for this family of protocols will also be presented. The formal analysis
used for this family points out some practical attacks against the existing protocols.
In Chapter 6, counterattack solutions to these weaknesses will be given. These so-
lutions will be adopted to provide building blocks for authenticated key agreement

protocols. Conclusions and a discussion of future work are given in Chapter 7.
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1.2 Results

The major results of this thesis can be summarized as follows:

1. Anefficient solution to group key agreement protocols based on the extension
of two-part Diffie-Hellman key exchange protocol: In this solution clustering
techniques, which are commonly used by most group communication appli-
cations will be adopted. After distribution of the group members into clusters,

two different protocols are presented:

e Hybrid Group Key Management (HGKM): In this approach both key
agreement and key transport protocols are adapted to constitute an cffi-

cient framework to generate/regenerate the group session key.

e Cluster Group Key Agreement (CGKA): The CGKA protocol offers
an alternative to the HGKM distributed key transfer protocol, in which
the intermediate cluster’s session keys are never transmitted through the

network and can provide a multilevel security environment.

2. An Authenticated Group Key Agreement Protocols for Ad hoc Networks:
This is a modified version of the CGKA protocol, which will provide a se-
cure key management solution for ad hoc wireless networks. This modified

solution conforms to the characteristics of typical ad hoc wireless networks.

3. A new formal security analysis of a particular class of authenticated group key
agreement protocols (GDH): This analysis will involve the identification of
some practical attacks. The extension of this analysis to HGKM and CGKA

will be also provided.

4. A novel authenticated group key agreement protocol: The new authenticated

protocol will use an entanglement of both long-term secret key and ephemeral



6 CHAPTER 1. INTRODUCTION AND OVERVIEW

secret key for group members. This will provide an authenticated key agree-
ment protocol and deal with the discovered attacks. An important feature of
this approach is that the authentication is fulfilled as part of the group key

agreement protocol and not in a separate step

Most of above results are under consideration for possible publication in various

conferences and journals.

1. A. Abdel-Hafez, A. Miri, and L. Orozco-Barbosa. “Hybrid Key Management
for Group Communication”. In the Proceedings of The Eighth Canadian

Workshop on Information Theory CWIT *03, pp. 71 — 74, May 2003.

2 A. Abdel-Hafez, A. Miri, and L. Orozco-Barbosa. “Scalable Key Agrecment
Protocol for Group Communication”. Submitted to the ACM/IEEE Transac-

tions on Networking.

3. A. Abdel-Hafez, A. Miri, and L. Orozco-Barbosa. “Scalable and Fault-Tolerant
Key Agreement Protocol for Dynamic Groups”. Submitted to the Journal of

Computer Communications.

4. A. Abdel-Hafez, A. Miri, and L. Orozco-Barbosa. “Authenticated Secure
Communications in Wireless Networks” Submitted to The Fifth European

Wireless Conference (EW2004)

5. A. Abdel-Hafez, A. Miri, and L. Orozco-Barbosa. “Formal Security Analysis
of GDH Key Agreement Protocols” Submitted to the IASTED International
Conference on Communication, Network, and Information Security (CNIS

2003) .

6. A.Abdel-Hafez, A. Miri, and L. Orozco-Barbosa. “Authenticated Group Key

Agreement Protocols for Ad hoc Wireless Networks” Preprint.
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7. A. Abdel-Hafez, A. Miri, and L. Orozco-Barbosa. “Secure and Efficient Key
Agreement protocols for Ad hoc Wireless Networks” To be submitted to the

Ninth IEEE Symposium on Computers and Communications (ISCC’2004)



Chapter 2

Group Key Agreement Features

In this chapter; various dimensions of key agreement, in the context of group com-
munications, are discussed. In particular, the main security requirements for two-
party key agreement protocols and the additional security requirements for group
key agreement protocols are discussed. This is followed by a discussion of some
group communications related topics, such as fault tolerance, group management
and complexity measures. Finally, a brief survey of the previously proposed group

key agreement protocols and a discussion of their characteristics are presented.

2.1 Introduction

With the widespread use of the Internet, the popularity of group communication-
based applications has grown considerably. Group communication is a means of
providing multi-point to multi-point communications by organizing processes in
groups. Current group-oriented applications include live multi-party conferences,
on-line video games, collaborative workspaces, remote consultation and diagnosis

systems for medical applications, contract negotiation and distributed interactive

8



2.1. INTRODUCTION 9

simulation and much more. Many of these applications disseminate and exchange
sensitive and/or classified information. Therefore, basic security services — such
as traffic integrity, entity authentication, and confidentiality — are necessary for
these collaborative applications.

These security services can be facilitated if the authorized group members share
a4 common secret. This secret key should be updated according (o the current view
of the session' and is commonly referred to as a session key.

The goal of using session (short-term) keys instead of using long-term keys

directly is fourfold:
e ‘10 limit the amount of cryptographic material encrypted with the same key
o To limit the exposure due to loss of the key
o To avoid long-term storage of secret keys
o To create independence between different and unrelated sessions

The establishment of such temporary keys often involves interactive cryptographic
protocols. These protocols should ensure that all the required security propetties,
such as the authenticity and freshness of the resulting session key, are guaranteed.
Such protocols are referred to as key establishment protocols which are the focus of

this thesis.

Definition 2.1 [52] A key establishment protocol is a process whereby a shared se-
cret key becomes available to two or more authorized parties for subsequent cryp-

tographic use.

IThe determination of the view of the current session is a very important issue, especially in the

case of dynamic group settings. This issue will be explained later.
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Key establishment protocols can be subdivided broadly into two sets of protocols:
key transport (centralized key management) and key agreement (contributory key

management):

Definition 2.2 [52] Key transport protocol is a key establishment protocol in which
one party, usually referred to as the key generation center ( KGC), creates or other-

wise obtains a secret value, and securely transfers it to the other(s).

Definition 2.3 [52] Key agreement protocol is a key establishment protocol in
which two (or more) parties contribute information, which jointly establishes the

shared secret key, (ideally) such that no party can predetermine the resulting value.

Most of the proposals for group communication security, that have been pub-
lished so far, have focused on centralized key management where private-key cryp-
tography has been exploited. Mainly the reason for that choice is due to the fact
that typically these protocols are less expensive in resources (bandwidth, compu-
tation requirements) than their key agreement counterparts. While the centralized
approach works reasonably well for static groups and/or one-to-many communica-
tion settings, it turns out that contributory key agreement protocols are superior for
collaborative applications that are characterized by a dynamically changing mem-

bership. The reasons for this are as follows:

» Centralization violates the peer nature of the group by concentrating all the

key generation and authentication in a single point

e A centralized key server becomes both a single point of failure or perfor-

mance bottleneck and an attractive attack target.”This is especially the case

21t is evident that a key server can be efficiently replicated to address these issues, but it is very
costly and difficult (if not impossible) to guarantee the key server availability in any and all partitions

of a network.
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when the group size is large and if this server serves as the key genera-

tion/distribution center for multiple groups.

e KGC needs to establish a pairwise secure channel (by sharing a secure long-
term key) with every group member in order to securely distribute keys. This
can become prohibitively expensive and an impractical assumption. More-
over, as explained later, this long-term key can be problematic in both the

security of the protocol and storage requirements for users

e Some group communication environments, such as ad hoc wireless networks,
are highly dynamic and no group member can be assumed to be available at

all times.

e There is no way to guarantee the freshness and randomness of the generated
key®, which may be important in some applications (e.g., in the case where

the key is later used for a digital signature).

o Some applications require mutual authentication between each pair of mem-
bers in the group, which is very difficult to satisfy using centralized key dis-
tribution due to the fact that authentication will be achieved only through the

central authority.

From the security point of view the aforementioned reasons affect the security
of group communication services. However, it should be emphasized that there are
situations where despite these requirements, the use of KGC may be advantageous.
For example, there may be cases where the abilities of protocol participants are
not as comparable to those of a KGC in generating a good random number. This

problem shows up in some cryptosystems where the selection of good (random,

3The user accepts the keying material from KGC without being able to check its freshness and/or

randomness
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fresh, robust) keys involves more than simply generating random numbers. Factors
such as these should be taken into account when choosing between key agreement
protocols and the use of KGC. Nevertheless, this situation still can be dealt with
using our proposed framework, for example the HGKM protocol can deal with this

situation (see Chapter 3).

2.2  Authentication and Key Agreement Protocols

Generally speaking, authentication is central to security. Involvement of many par-
ties in a group communications setting may create a potential for malicious behav-
ior by a dishonest adversary. Authentication can deal with different cryptographic
primitives such as access control, authentication of entities, data origin or keys to
non-repudiation. The focus of this thesis is limited to authentication of (session)
keys or, more precisely, (authenticated) key establishment. To avoid any confusion
between entity authentication and authenticated key establishment, we begin with

the following definition:

Definition 2.4 [52] A protocol providing entity authentication informally means
that a party successfully engaging another party in such a protocol can be as-
sured (through acquisition of corroborative evidence) of the other party’s identity

involved in the protocol, and its active presence during the protocol.

Considering potential applications of such a mechanism, it is clear that entity au-
thentication cannot be seen in isolation and must be considered in a wider context.
Mostly, entity authentication is required as part of a session of subsequent and sep-
arate actions over some form of channels and the authenticity has to be extended
over the complete lifetime of the session. In cases where physical properties of

the underlying channel (e.g., separate and tamper-resistant wires used exclusively
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to connect two secure access points) guarantee the integrity of a channel and its
unique assignment to a particular session, an entity authentication protocol might
be sufficient to ensure the authenticity over the lifetime of a session. This is a com-
mon assumption in most of the previous key agreement protocols, in spite of the
difficulty of establishing such kinds of channels, especially in an open network.
The drawback to such an assumption is that one has to be very careful to make
sure that apparent end-points of the channel really correspond to the authenticated
parties. Otherwise, there is a considerable danger that one falls prey to a man-
in-the-middle attack (which is a common attack to most key agreement protocols)
where the adversary transparently passes the protocol messages of the entity au-
thentication protocol affecting subsequent actions.

From the above discussion, it is easy to see that authentication has to be se-
curely tied to the session keys, that is, an authenticated key establishment protocol
is required. In other words, in designing a key agreement protocol, we have to ad-
dress two related issues: authentication and key secrecy. However, authors of some
protocols (like the Diffie-Hellman protocol [28] and its extensions) presume the ex-
istence of authentic channels and consequently claim that their protocols are secure

against active attacks using this assumption.

2.3 Two-Party Key Agreement Protocols

Before discussing the characteristics of key agreement in group settings, we first
introduce the necessary terminology and give intuitive and informal definitions of
the different properties and requirements needed for the classical two-party key
agreement setting.

Generally, the main goal of a key agreement protocol can be simply stated as

follows: two parties (who have not met before) initiate a procedure to collabora-
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tively generate a secret material (which will be used to generate a common session
key) over an insecure network [13]. While this goal is clear, less clear are the se-
curity requirements that the protocol should satisfy to avoid many possible attacks.
A key agreement protocol should provide specific security properties to achieve its
main goal. First of all, the resulting session key has to be new and independent of
other session keys. This property is usually called key freshness. Furthermore, the
session key should be known only to the involved parties. This aspect of key secrecy
is often phrased as the inability of adversaries to learn the (complete) key. How-
ever, this formulation has its problems as it presupposes that the leakage of partial
information (this would not be ruled out by such a definition) on the session key
has no effect. For example, consider an application which naively splits a session
key in half into an encryption key and a key for a message authentication code. The
aforementioned secrecy definition ensures that an attacker is not able to get both
keys. However, it does not prevent the attacker from learning either one of them.
This clearly defeats the security of such a system. Similarly, the direct use of the
session key in a key establishment protocol message (as often done in the past, e.g.,
for key-confirmation) might violate the security of a higher-level protocol relying
on the resulting session key. Therefore, every single bit of the resulting session key
should be unpredictable, a formulation in which the usual complexity-theoretic set-
ting can be traced back to the semantic security (a slightly different formulation of
an equivalent meaning and a more commonly used term) introduced by Goldwassc:
and Micali in {30].

We should emphasize that the modemn key agreement protocols should consider
the existence of an active attacker who usually has access to the network and who
may be able to, in addition to the aforementioned capabilities, steal information,
e.g., session or long-term keys, from honest parties and may even corrupt parties

and learn their current state including their keys. Clearly, any key agreement proto-
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col (actually any cryptographic protocol) cannot provide a security guarantee for a
session where the session key is stolen or for a party once is corrupted. However,
depending on the impact of the loss of keys on other and past sessions, we can
classify key agreement protocols as follows. If the compromise of long-term keys
cannot result in a compromise of past session keys of a particular protocol, we can
say that this protocol offers perfect forward secrecy (PES) [31]. Conversely, if the
compromise of session keys of a particular protocol allows (1) a passive adversary
to compromise keys of other sessions, or (2) an active adversary to impersonate the
identity of one of the authorized protocol parties in other sessions, we say that this
protocol is vulnerable to a known-key atiuck (KKA) [19, 75].

Implicitly, the term “key secrecy” already includes some notion of authentica-
tion. We require that only the intended principal be able to learn the key (or any
information thereof). This is called implicit key authentication. If, in addition, the
protocol confirms the active and current participation of the principal in a particular
session, it will be referred to as explicit key authentication. This can be seen as a
special form of entity authentication which additionally provides the establishment
of a secure session key. Usually, this is achieved with a key confirmation, a protocol
which shows evidence that the (same) session key is also possessed by the prin-
cipal. While we usually cannot enforce liveness, (i.e., a guarantee of a successful
and timely termination of the protocol) and key confirmation does not prevent a
principal from crashing immediately afterwards, it can still form a useful basis in
implementing robust and fail-safe applications. For example, honest parties might
always write the application context, including the session key, to stable storage
before sending a key-confirmation and make all efforts to recover such sessions af-
ter a crash; insofar, the key-confirmation would signal the successful and reliable
establishment of the related session. Finally, we have to consider the reciprocity of

the authentication. Usually, both parties want to authenticate each other including
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the common session context, e.g., they need an agreement on all information (ex-
plicitly or implicitly) visible at the service interface such as the particular session,
both of their identities and the common key. This is called mutual key authenti-
cation. If authentication is one-sided, such as is typically the case for SSL-based
web applications where only server authentication is used, we talk about unilateral
key authentication. Finally, we have to mention that these security requirements
should be achieved in a very adverse environment. In conclusion, the judgment of
any protocol, whether it achieves its security requirements or not, should be based

on the theory of the protocol and not on its implementation.

2.3.1 Diffie-Hellman Key Exchange Protocol

The first practical solution to the key agreement problem was described by Diffie
and Hellman in their seminal paper [28] published in 1976. This solution allows
two parties, never having met before nor having shared any secret keying material,
to agree upon a shared secret by exchanging a certain number of messages over an
open channel. The basic version of the protocol, depicting two stations A and B, is

described in Algorithm 2.1.
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Algorithm 2.1 Diffie-Hellman Key Exchange Protocol

INPUT: A large prime number p and a generator o of Zy,
OUTPUT: Ssg = Sga = a™8™ mod p,

1. A selectsrp € Z;

2.A— B :Py=ca"" modp

3. Bselects g € Z;‘;

4. B— A:Pg=a"8modyp

5. A computes Spp(A) = Pg* = o#" mod p,

6. B computes Spa(B) = P}? = o™ mod p

We observe that Spa = Sap because multiplication is commutative. This en-
ables A and B to communicate with encrypted messages using any private-key
cryptosystem with keys Spa and Sap. The security of the protocol is based on
the assumption that computing Sap = o374 mod p from the intercepted values is
as hard as obtaining z from o, which is known as the Discrete Logarithm Prob-
lem (DLP). So DH protocol is secure against passive attacks, but it does not pro-
vide entity authentication or implicit key authentication. DH protocol can easily
be compromised by using the man-in-the-middle attack. As a result, DH protocol
may be useful in environments where the authenticity of the key tokens (Py, Pgy)
are verified using other means. The mathematical background behind this problem

is described in detail in Appendix A.

Variants of Diffie-Hellman Protocol

Since the publication of DH protocol, many variants have been proposed to the pro-
tocol to reduce its complexity and/or to provide authenticity of the entities carrying

out the protocol and/or an implicit authentication of the generated key.
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One such variant was proposed by T. ELGamal in [?]. This variant runs in one
pass and provides unilateral key authentication but no entity authentication. The
protocol assumes that each participant M; has a long-term key pair (s;, P, = o),
where s; and P; are the private and public long-term key respectively. Moreover,
each participant has access to authenticated copies of the public keys of the other
participants. ELGamal protocol can be slightly modified using digital signatures
to provide mutual authentication in one pass. This modification is presented by
Nyberg and Rueppel in [55].

In [47], Matsumoto et al. proposed several variants to DH protocol. All the
variants provide mutual implicit authentication without applying signatures. Algo-
rithm 2.2 explains MTI/AQ protocol and a summary of MTI/AO and another three

related protocols are described in Table 2.1.

Algorithm 2.2 MTI/AO Key Agreement Protocol

INPUT: A large prime p, a generator o of Ly, and an authentic copy of P, = o
OUTPUT: Syp = Spa = a®BT™A*FTBS4 mod p,

1. A selectsry € Z;

2.A— B:Py=a"4modp

3. Bselectsrg € Z;

4.B— A :Pgp=0«"Bmodp

5. A computes Sap(A) = Pg*(a®8)4 mod p = o B54%74%5 mod p

6. B computes Spa(B) = P3%(a®4)"8 mod p = a"4*817B54 mod p,

The four schemes proposed by Matsumoto et al. are two-pass key agreement pro-
tocols and provide mutual key authentication but neither provides key confirmation
nor entity authentication.

Recently, Law et al. proposed a new authenticated key agreement protocol
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Protocol Py Py Sap(A) Spa(B) Sn
MTI/AO a’A a’B PiA(a®B)4 | PiB(a®4)™8 | qresatrass
MTIBO | (af2)a | (a®4)® | (Pg)®a'ams | (Pa)'a™ | aratrs
MTUCO | (o) | (a*a)5 | (Pg)a™ | (P,)*5 "> QFATB
MTUC1 | (a5)ras4 | (asa)rses | (Pp)" (P)® | asassrars

in [45], which is knowa in the literature as MQV protocol®. MQV protocol pro-

vides key authentication and forward secrecy through a combination of long-term

l'able 2.1: MTI Key Agreement Protocols

key and ephemeral key pairs®. Moreover, the protocol is computationally efficient,

bandwidth efficient and involves only group operations and a simple mapping. The
only discovered weakness of the protocol is that it can be subjected to Unknown
key-share attack. This attack is pointed out by Kalisiki in [39]. In a subsequent
publication [45], the authors claim that this attack is not a serious attack in practice
and can be easily avoided by adding an appropriate key confirmation mechanism to
the protocol. The protocol can be defined over any finite commutative group with
the hard discrete logarithm problem (multiplicative group or an elliptic curve group,

for instance).

Domain parameters of MQV protocol include:

o (), a base point with large prime order, the generator of G.

e z, the order of the point Q.

e h, the cofactor, defined as h = |G|/x, where |G| is the order of the group G.

4MQV protocol was first published in [51] by Menezes et al. and subsequently revised in [44].

SNote that the idea of combination of both long-term key and ephemeral key was used before in

MTI family but with a different reasoning.
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e 1, a mapping from group elements to integers in the range [2™, 2™+ — 1],

where m is the bit-length of \/n.

MQYV protocol is depicted in Algorithm 2.3 defined over the group of points on an

elliptic curve.

Algorithm 2.3 MQV Authenticated Key Agreement Protocol

INPUT: Domain Parameters

OUTPUT: Sap(A) = Spa(B) = h(rars -+ rassiiy + resapia + Sasppapn)@
1.A— B :Ry=1r4Q

2.B— AR =15Q

3. A checks that Rp € G and Rg # O

4. If the check passes, A computes Sp(A) = hwaWpg

5 B checks that Ry € Gand Ry # O

6. If the check passes, B computes S,(BA) = hwgW,

Where w; = (r; + p;s;) mod x and Wi = R; + pi(s;Q);1 = A, B

2.4 Group Key Agreement

In this section, we will discuss group key agreement protocols, where the emphasis
will be on the different nature and related issues of group key agreement protocols
to that of a two-party protocol. The main goal, as well as the security properties,
for group key agreement protocols are roughly the same as that for the two-party
case. However, due to the dissimilarity of characteristics between two-party and
n-party settings, some additional precautions should be taken into account when
designing group security protocols. Those related to group key agreement protocols

are discussed in the following subsection.
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24.1 Group Communications Security Challenges

The nature of group communications makes them inherently prone to different types
of attacks which have no counterpart in unicast and cannot be effectively dealt with
by using trivial extensions of techniques used to secure unicast communications.
Group communication characteristics and their related attacks can be listed as fol-

lows:

o Group communications typically involves a large number of principals and
this can potentially make it easier for an attacker to pose as another legiti-
mate principal or try mount parallel attacks. In fact, in contrast to unicast
communications where the communicating parties know the identity of each
other, knowledge of the session membership is typically not guaranteed in

group communication, and session membership is hard to be controlled.

e Group communication data are transmitted over many channels of the net-
work at the same time, which presents many more opportunities for intercep-

tion of traffic.

e There is no mechanism that can prevent either a legitimate group member,
or non-group member, from overwhelming the group members with spurious

data, which can result in denial of service attacks.

e When an attack does take place, the group communication setting can easily

result in a large number of group members being affected adversely.

Besides the aforementioned dissimilarities, there are other differences which
have to be considered. On one hand, due to the dynamic nature of group compo-
sition, it is more difficult to guarantee the honesty of parties. A party might be

considered trusted in respect to its “legal” membership period. However, it also
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might try to misuse this time to attempt to gain access to the group at other “illegal”
membership periods, potentially even in coalition with other former group members
(these types of attacks will be formally discussed in Chapter 5). In fact, a number
of group key establishment protocols actually fall prey to such coalition attacks (see
for example [18, 22, 71]). On the other hand, the notion of key authentication has
to be broadened. In the two-partyv case it is natural to always require that both par-
ties agree on each others identities, at least for mutual key authentication®. This
is very hard to achieve in the n-party case. Nonetheless, one can also imagine a
weaker form of key authentication where group members are just assured that only
legitimate group members are present without nccessarily getting any knowledge
of the actual group membership of a session. The former will be called mutual
group key authentication whereas the latter will be simply called group key authen-
tication. Group key authentication is sufficient and it is the only practical form of
authentication in the case of large asymmetric groups where a static party controls
access to the group and members do not know each other, e.g., in video-on-demand
applications. However, in dynamic groups, where the roles of group members are
symmetric and a common agreement on the group membership is essential, mutual
group key authentication is more desirable and more natural than simple group key
authentication. In groups, the verification of the authenticity does not always have
to be direct as in the two-party case. It also can be indirect via some other group
member(s)’. This requires additional trust assumptions from these intermediary
group members. Nonetheless, these trust assumptions are quite natural as we do al-
ready trust insiders not to give away the common group key. Similarly, in extending

explicit key authentication we have the option of requiring a confirmation which is

$Unilateral key authentication does not seem to have an equivalent in a group setting.
TFor example, if principal A authenticates principal B and B authenticates C then A authenticates

C and so on.
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either direct and pairwise or indirect e.g., over a spanning tree on the membership

graph.

2.4.2 Fault-Tolerance

. Several group key agreement schemes have been proposed in the literature [37, 64,
19, 38, 65, 9]. However, none have been practically deployed. One of the main
reasons (besides inefficiency and proneness to attacks) is the use of a logical flat
setting, wherein a link or member failure will affect the whole protocol. In practice,
group key establishment is typically done in a centralized manner [33, 74, 72]: one
dedicated party (typically, a group leader) chooses the group key and distributes it
to all group members. This is actually key transport (often also called key distribu-
tion in such a context), not key agreement. As previously mentioned, a permanently
fixed group leader is a potential performance bottleneck and a single point of fail-
ure. Some group communication environments (such as ad hoc wireless networks)
are highly dynamic and no group member can be assumed to be present all the time.
This is also the case in wired networks when high availability is required. Therefore,
one of the better approaches to fault-tolerance (such as handling network partitions
and other events) is to adopt a clustering structure in the proposed key agreement
protocols. Using clustering, one is able to easily isolate any member or link failure
away from the other group members. Secure group key agreement protocols, such
as HGKM and CGKA (presented later in Chapter 3) are fault-tolerant in terms of
integrity and confidentiality, e.g., the authenticity and secrecy of the key is ensured.
In addition using a reliable group communication system can improve the avail-
ability or liveness of a given node, prevent denial of service attacks, and facilitate

administration.
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2.4.3 Management of Groups

There is no inherent reason to require a single group leader to make the decisions
as to whom to add to, or exclude from, a group. Ideally, decisions regarding group
admission control, e.g., who can be added to or removed from a group and who can
coordinate such operations, should be taken according to some local group policy
(see, for example, Kim et al. [42] for a good discussion on this issue) and should be
orthogonal to the actual key establishment protocol deployed.

Although we argue in favour of distributed key agreement, we also recognize
the need for a central point of control (it will be referred to as network administrator
(NA) in the rest of the thesis) for group membership operations such as adding and
excluding members®. This type of a role (Network Administration) serves only to
coordinate and synchronize the membership operations and prevent chaos. How-
ever, the existence and assignment of this role is orthogonal to key establishment,
i.e., it should not affect the security and performance of the key establishment pro-
tocol. Moreover, the responsibility of this role can be changed at any time and it is

largely a matter of policy.

2.4.4 Handling Membership Changes

As previously mentioned, the membership of the group is mutable, i.e., during the
course of the group, a new authorized member may join in or an old member may
leave (or get evicted from) the group. Also, due to possible network failures, the
whole group can be split into two (or more) smaller subgroups. After the network

heals, the subgroups may merge again. These membership changes have to be re-

81n practice, such a server, that works as NA, can be distributed or replicated where each NA is
responsible for its nearest cluster(s). In this case the other NAs should coordinate among themselves

to ensure consistency and uniqueness of multicast addresses.



2.4. GROUP KEY AGREEMENT 25

flected in a set of corresponding auxiliary protocols as well. After any membership
changes, the session keys should be changed accordingly. In the following, we
distinguish between initial key agreement (IKA), the main key agreement proto-
col, which is conducted at a group genesis, and auxiliary key agreement protocols
(AKAs). AKAs encompass all operations that regenerate the group sesston key af-
ter group membership changes such as member addition and exclusion or when key

refresh 1s required.

Initial Key Agreement (IKA) Protocol

IKA takes place at the time of group genesis. On the one hand, this is the time when
protocol overhead should be minimized for rapid and efficient group creation. On
the other hand, for highly dynamic groups, certain allowances should be made.
For example, extra IKA overhead can be tolerated in exchange for lower AKA
(subsequent key agreement operations) costs. However, one should note that it
is the security of the IKA, not its overhead costs, that should be the overriding
concern. Naturally, IKA requires contacting every prospective group member to
obtain a key share from each member. Hence, it may be possible to coincide (or

interleave) the IKA with other security services such as access control.

Auxiliary Key Agreement (AKA) Protocols

As mentioned above, the membership of the group is dynamic in nature, and in
order to guarantee the security of the group communication, the session key should
be updated after every membership change. The easiest way to do that is to per-
form the IKA after every membership change, a trend that may affect the system
performance. Other auxiliary protocols can also help in the updating of the required

key. In this section, a discussion of auxiliary group key agreement protocols and
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the related security issues will be presented.
The crucial security requirement to all AKA protocols is key independence. In-
formally, it encompasses the following two requirements, which are closely related

to PES and in particular to that of KKA:

e Old group keys used in past sessions must not be discovered by new group
member(s). In other words, a group member must not have knowledge of (or

be able to calculate) keys used before it joins the group.

» New keys must remain out of reach of former group members, i.€., members

excluded in past sessions should not have access to new keys.

While the requirement of key independence is fairly intuitive, we need to keep
in mind that, in practice, it may be undesirable under certain circumstances. For ex-
ample, a group conference can commence despite the fact that some of the intended
participants may join in at a later time. Upon their arrival, it might be best not to
change the current group key to allow the tardy participant(s) to catch up. In any
case, this decision should be determined by a policy local to a particular group.

The available membership changes include: member addition and member ex-
clusion. The former is a seemingly simple procedure of admitting a new member
to an existing group. The main security requirement of member addition is that
the new member should not have any access to the previous session keys. Member
exclusion is also relatively simple and it takes place either voluntarily or by force
(a member may be evicted because of many reasons). In either case, the security
implications of member exclusion are the same, i.e., an excluded member should
not have access to any future key unless it is re-admitted to the group.

Membership changes can take place in bulk, namely, bulk addition and bulk

exclusion. Bulk addition, in turn, has multiple variants:
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e Bulk join: the case of multiple new members who have to be brought into
an existing group and, moreover, these new members do not already form
a group of their own. Also we can consider an independent multi-member

addition within a certain short period as bulk join.

o Group merge: the case of two groups merging to form a super-group; perhaps
only temporarily. Or it may take place after a network failure, which resulted

in a group partition (see below), heals.

Similarly, bulk exclusion can also be thought of as having multiple flavors:

e Bulk leave: multiple members may be excluded at the same time. To ex-
emplify, consider a teleconference meeting between managers of a virtual
corporation who need some outside experts opinions, but do not want these
experts to learn about other topics they are discussing. Readmitting these

experts again can be considered a bulk join (see above).

e Group partition: a monolithic group needs to be broken up in smaller groups,

which may be the result of a network failure or a redistribution policy.

Although the actual protocols for handling all bulk changes may differ from those
of single member, the salient security requirements (key independence) remain the
same.

Besides the above mentioned membership changes, it is often necessary to per-
form a routine key change operation. This may be necessary due to, for example,
a local policy that restricts the usage of a single key by time or by the amount of
data encrypted or signed using this key. To distinguish this from key changes due
to membership changes, this operation will be referred to key refresh in the rest of

the thesis.
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2.4.5 Complexity Measures and Metrics

Generally speaking, group key agreement protocols are multi-round protocols. Con-
sequently, protocol complexity is of great concern due to the direct relationship of
the number of participants to the computation and communication complexity. In
the previous section, we described the required group key agreement services and
desirable properties. Clearly, we have to consider the cost and performance of
protocols to estimate their practicality, their scalability’ and their suitability to par-
ticular environments. In the following discussion, the round can be defined as the
protocol action which can not be processed unless its previous action has been suc-
cessfully completed. In key agreement protocols, a new round is initiated cach time
any number of members need to provide additional pieces of information to help
other members in their key computations.

Generally, key agreement protocols consist of two main stages:

e Contributions collection: In this stage all group members contribute their
secret share to the other members in such a way that it enables the other
members to calculate the common secret. Generally, this stage can be done in
two different ways. The first one (unicast) is as simple as a member updating
the received message from its previous member by adding its secret share
and forwarding this piece of information to its neighbour. We can see in
this way that the number of rounds will increase as the number of group
members increases. In other words, the number of rounds of this approach
is related to the number of participants. In the second way (broadcasting),
group members (or a subset of the group members) simultaneously broadcast

their contributions to the other group members. These contributions may be

Generally speaking, the scalability can be considered as the ability of the protocol to perform

well with large size input.
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based only on the members secret shares or on their current information.

e Common secret calculation: Upon receiving the other group members’ con-
tributions, each member (using its secret share) calculates its view Sy, (M;) of
the common secret. We can say that the protocol is successfully completed if
the views of the common secret of all group members are equal and no one

outside the group can get access to this common secret.

From the conceptual prospective, we are interested in two major cost aspects:
the computation and communication costs. There is always a trade off between both
costs, but this is tvpically based on the underlying communication facilities and on
the applications. For example, the cost of communication in a modern high-speed
LAN setting can appear negligible in comparison to the cost of modular exponen-
tiations. On the other hand the communication cost is very important in high-delay
networks (e.g., WANs, the Internet). The transmission delay always has an upper
bound related to the speed of the signal through the communication medium.

Typically, it is impossible to estimate concrete computational costs as many
cost-critical aspects are implementation-dependent and some primitives are diffi-
cult to compare. However, we should get a good base for comparison by identifying
the expensive and time-critical operations, and consider them individually. Further-
more, computational capabilities might largely differ among the involved parties.
However, in most group communication applications (like audio/video conferences
for instance), all group members are equal and we can safely assume that they have
similar computational capabilities'®. Therefore, we will focus on complexity mea-
sures of both computation load on individual group members in terms of the number

of expensive operations, and the lower bounds on the duration of a protocol where

16 Although, the proposed approach can be modified to support a heterogenous system with dif-

ferent computing capabilities like PDAs.
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we only consider the sum of serial operations. Regarding the computational cost,
we will consider the cost of modular exponentiations, since it is the most costly
computational process in most public-key based protocols. With respect to com-
munication costs, the impact of a protocol clearly depends on the topology and
properties of the network and the group communication system being used. Pri-
marily the critical aspects are latency and bandwidth. Unfortunately, they cannot be
measured directly. The approach used here will be to list for each protocol the num-
ber of messages, their cumulative size, and the number of rounds. Additionally, we
will distinguish between unicast and multicast messages, i.€., messages from one
member to another and from one group member to the rest of the group, respec-
tively. From these numbers we can then derive an estimate on the concrete protocol
latency and network load when the actual networking environment is known.

In the ensuing analysis, the following costs will be considered:

Number of Rounds (R): The number of rounds is obviously a measure of the time
needed to carry out the protocol ([54] p.133-134). In other words, the total

number of rounds is the number of serial actions among members.

Number of Messages (M ): The total number of messages and the total number
of broadcasts sent according to the protocol. A message is a single packet
sent from one member to another, while a broadcast is a message sent by
a member and received by a subset (or all) of the group members. So the

number of messages measures the number of packets sent.

Number of Exponentiations (Exs): Since Modular Exponentiation is the most
expensive operation (it requires O(log3p) bit operations in Zy), the major
concern in reducing the computation overhead is to reduce the total number

of exponentiations needed to be executed by members during the protocol.
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Maximum Message Size (M,): The maximum message size is considered as the
size of the largest message sent during the protocol processing. From the
largest message size we can calculate the cumulative message size. From this
we can easily derive the concrete bandwidth requirement once the concrete

parameters, such as the group G and its encoding, are known.

2.5 Related Work

Since the publication of 2-party Diffie-Hellman key exchange (DH) in 1976, various
solutions have been proposed to extend this mechanism to an n-party Key Agrec-
ment Protocol. The earliest attempt to provide contributory group key agreement
is due to Ingemarsson et al. [37]. This protocol requires synchronous startup and
executes in (n — 1) rounds. Members must be arranged in a logical ring. In a given
round, every participant raises the previously received intermediate key value to the
power of its exponent and forwards the result to the next member. After (n — 1)
rounds, every member has computed the same key S,,. This work did not address
the case of rekeying after membership changes.

Another interesting scheme was presented by Steer et al. in [64]. The proto-
col (referred to as STR) takes n rounds to complete. In some ways STR is sim-
ilar to GDH.2 [5], which will be discussed later. Both take the same number of
rounds. Also, both accumulate keying material by traversing group members once
per round. However, the generated session key in STR has a very different structure,

.,’_307‘17‘

given by: S, (M;) = oo™t * . Interestingly, STR is well suited for adding

new members, it takes only two rounds to add a new member. Member deletion, on

the other hand, is difficult in STR since there is no natural group controller.
Another notable result is due to Burmester and Desmedt (BD)[19] whose pro-

tocol executes in only three rounds:
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1. Each M; generates its random exponent r; and broadcasts Z; = o™.

2. Each M; computes and broadcasts:

3. Each M; can now compute the key:

Svn(Mi) = (Zi_l)nTi.Xinﬁl‘X%’:jlz Ce Xi_g modp

The key defined by BD is different from all protocols discussed thus far, namely:

Sn = qlretrarsto b

The protocol has been proven secure given that the Computational Diffie-Hellman
(CDH) problem is intractable. The CDH problem can be simply stated as follows:
Given o mod p and oY mod p it is hard to find o™ mod p. While the BD protocol
is efficient and secure, it is not well suited for dynamic groups.

Steiner et al. have addressed the dynamic membership issues in their group
key agreement proposal [5] and have proposed a family of Group Diffie-Hellman
(GDH) protocols (namely, GDH.1, GDH.2, and GDH.3). Their protocols can be
considered as a generic extension of the two-party Diffie-Hellman [67]. GDH pro-
vides contributory authenticated key agreement, key independence, key integrity,
resistance to known key attacks, and perfect forward secrecy. Their protocol suite
is fairly efficient in leave and partition operations, but the merge protocol requires
as many rounds as the number of new members to complete the key agreement pro-
cedure. One of their basic group key agreement protocols (without authentication)
is briefly described in the following.

We will explain the Group Diffie-Hellman protocol GDH.2, which is the most
practical protocol of the family, proposed in [5] (see Algorithm 2.4). Let p be
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a prime integer and ¢ be a prime divisor of p — 1. Let G be the unique cyclic
subgroup of Zj of order g, and let o be a generator of G. The authors assume that
M, shares (or is able to share) with each M; a distinct secret K;,. The protocol
consists of two stages, upflow and downflow. The purpose of the upflow stage is
to collect contributions from all group members. As shown in Algorithm 2.4, M;
receives the contribution from M;_, and composes ¢ intermediate values (each with
(i — 1) exponents) and one cardinal value containing 7 exponents. For example, if
M, receives the set:

ryToT, 172 17 rory
{172 QT gt ATy

then it outputs the set:

T1T273T TIT2T T1T2T. r17r3T TTr3T.
{a1254)a123’a1247a1347a 34}

The cardinal value in this example is a™"2"374, By the time the upflow reaches M,
the cardinal value becomes o1, Thus M, is the first group member to compute
the key S, = a"" ™. At the final step of the upflow stage, M,, computes the last
batch of intermediate values. In the second stage M,, broadcasts the intermediate
values to all group members. By receiving these values each group member can

calculate the session key 5,,.
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Algorithm 2.4 Group Diffie-Hellman Protocol GDH.2

*

INPUT: A large prime p, a generator o of Z,,

OUTPUT: S, = o/~ = S, (M)
First stage :(Upflow): round i; © € [1,n — 1]
I. M, selectsr; € Z;

LTy

2. AL }LOJ i Ije[l’i]7arl’m'ri} A/[H_]

Second stage: (Broadceast): round n

3. M,  selectsr, € Z;

r1...n
4. 04, {CY i ]ie[l,n]} M,
DS i
Upon receipt of the above, M; computes:

= qT172Tn — Sn(Mz)

R

In the case of a member addition, under the GDH.2 protocol, the last member M,
saves the contents of the upflow messages. M, generates a new exponent 7, € Zj
and computes a new upflow message and sends it to the new member, M,,,,. Then
M, +, generates its own exponent and computes the new key. Finally, under the
normal operation of the protocol (where M, takes M,’s rule), M, computes
n intermediate values and broadcasts to all the other group members. Roughly
speaking, the communication and computation costs of performing GDH.2 increase
linearly with the number of the group members (group size). This will affect the
efficiency of the protocol, especially when the group size increases.

The previous proposals assume that the group members are arranged in a logical
ring. This setting, which we will call a flar setting during the thesis, is not resilient
to a link or member failure. In other words, if any link or member has failed ei-
ther intentionally or accidentally, the whole protocol halts and must be repeated.

Moreover, the efficiency of these protocols (except BD protocol [19]) is related to
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the group size. To solve these problems, there are many solutions that are based
on a distributed or hierarchal setting. One of these solutions has been proposed by
Becker and Wille [9]. In their paper, the authors systematically analyze the commu-
nication complexity of the initial key agreement for contributory group key agree-
ment protocols. They prove the lower bound for various measures and describe a
novel protocol, 2y-octopus as an example, requiring only the minimum number of
rounds (y = [log, n]). Their main idea is to arrange the parties on a y-dimensional
hypercube, i.e., each party is connected to y other parties. The protocol proceeds
through y rounds, in the ;%" round each participant performs a two-party DH with its
peer on the 5% dimension, using the key of the (5 — 1) round as its secret exponent.
'The exponents of the first round are chosen at random by each party. For example,
the resulting key for a group of 8 parties is: Sz = a("(a(rlrz)“w”))‘*‘“(Tsrs)“(”m)’).
While adding new members and in particular groups is easy with 2y-octopus, it fails
completely in terms of member exclusion. Splitting the group on the 3** dimension
into two halves seems the only efficient exclusion procedure.

Another interesting protocol which addresses the scalability issue in its key
agreement protocol TGDH is proposed by Kim ef al. in [43]. TGDH is an adap-
tation of key trees in the context of fully distributed, contributory group key agree-
ment. Their group key agreement uses Diffie-Hellman key exchange in a binary
tree. The tree is organized in the following manner: each node ([, v) is associated
with a key K .y and the corresponding blinded key BN,y = g mod p. The
key at the root node is the group key shared by all members, and a key at the leaf
node is a random session contributed by a group member. The basic idea is that
every member can compute a group key when all blinded keys on the key tree are
known. After any group membership event, every member unambiguously adds or
removes some nodes related with the event and invalidates all the affected nodes.

Another solution to the scalability problem, Iolus, was proposed by S. Mittra
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in [53]. In Iolus, the group members are partitioned into clusters where each cluster
is assigned a cluster controller. Each cluster has its own cluster session encrypting
key and a cluster key encrypting key. The cluster controller generates the cluster
keys, and securely distributes them to its cluster members, and hence it can be con-
sidered as a distributed transfer protocol not a key agreement protocol. Moreover,
intra-cluster communication should be controlled through clusters controllers since

there is no global group session key known by all group members.

2.6 Summary

In this chapter, the dimensions of key agreement protocol has been presented, where
a discussion of the requirements and the main goal of key agreement protocols has
been presented. Then, detailed discussion of the many different issues related to
group key agreement protocols are also discussed. To demonstrate the different
approaches in this field, some proposals have been briefly described. Although there
are many other proposals in the literature, they follow similar (or slight modified)
approaches as previously described. There are many common drawbacks in these
approaches, which will be tackled through the rest of the thesis. These drawbacks

can be summarized as follows:

» Efficiency: As described, the complexity of previous protocols is related to
the group size. As a result most of these protocols do not scale well for a

large group size.

e Applicability: BD protocol assumes simultaneous broadcasting, which is not
applicable (or desirable) in all applications. Moreover, assuming distribution
of the group members in a fixed topology is not desirable in some applica-

tions.
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e Robustness: Due to the group members being distributed in a flat setting, a
link failure or compromised member affects the whole group and invalidate

the group key.

o Security: Most of these protocols presume that their security can be easily
reduced to the two-party key exchange, which is not the case as will be shown

in Chapter 5.



Chapter 3

Efficient Group Key Agreement

Protocols

In this chapter, a novel framework for scalable key management protocols in group
communications is presented. The proposed framework is based on the distribution
of members of the communicating group into nested clusters. Two different key
agreement protocols (HGKM, CGKA), based on members clustering scheme, are
described. The auxiliary protocols needed, when the membership changes, are also
given. From the complexity analysis of the proposed framework, it will be shown

that it is scalable to large groups with frequent membership changes.

3.1 Introduction

As explained in the previous chapter, there is a common deficiency in the existing
key agreement protocols : they do not scale well for large size groups. In this chap-
ter a new approach, which aims to improve the scalability of key agreement pro-

tocols, is presented. We will address the question of scalability in key agreement

38
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protocols for group communication, that is the efficient generation/regeneration of
a group session key within a large group size and/or a group with frequent member-
ship changes.

The main idea behind this approach is based on a multi-level distribution of
the universal group into small, size-bounded subgroups or clusters. The motiva-
tion for this approach is that the key generation/regeneration cost (communication
and computation overhead), of the most efficient key agreement protocols that have
been published, is proportional to the group size n. Using the hierarchical system,
the cost of generating/regenerating the group session key increases logarithmically
(or less) with the group size. This improvement comes from using concurrent pro-
cessing for the same level’s clusters, which reduces the communication and the
computation overhead needed to generate/regenerate the group session key. This
feature, from the complexity point of view, reduces the time required to generate

the session key and distributes the load of computations among the group members.

3.2 Clustering Techniques

The concept of dividing the geographical region to be covered into small zones (as
shown in Figure 3.1) has been presented implicity as clustering in the literature [23].
There are two types of clustering techniques: Partitional and Hierarchical. Their

definitions are as follows [32]:

Definition 3.1 A partitional clustering algorithm constructs k partitions out of the
total number of n members, where each cluster optimizes a clustering criterion,
such as minimization of the transmission delay between members of the cluster.
One of the issues facing such algorithms is their high complexity, as some of them

exhaustively enumerate all possible groupings and try to find the global optimum.



40 CHAPTER 3. EFFICIENT GROUP KEY AGREEMENT PROTOCOLS

Definition 3.2 Hierarchical clustering algorithms create a hierarchical decompo-

sition of the objects.

Hierarchical algorithms can be either agglomerative (bottom-up) or divisive (top-

down)

e Agglomerative algorithms start with each member being a separate cluster
itself, and successively merge groups according to a distance measure. The
clustering may stop when all members are in a single group or at any other

point of the algorithm.

» Divisive algorithms follow the opposite strategy. They start with one group of
all members and divide the members in disjoint groups at every step until all
members fall into separate clusters. This is similar to the approach followed
by divide-and-conquer algorithms. Our construction of the hierarchical struc-

ture follows this approach.

Obtaining a hierarchical organization of a network is a well-known problem in dis-
tributed computing. Hierarchical structures have been used to provide scalable solu-
tions in many large networking systems that have been designed. It has been proven
effective in the solution of several problems, such as minimizing the amount of
storage for communication information (e.g., routing and multicast tables) thus re-
ducing information update overhead, optimizing the use of network bandwidth, and
distributing resources throughout the network. In wireless networks, partitioning
the nodes into groups (clusters) is similarly important, as it is crucial for controlling
the spacial reuse of the shared channel and for minimizing the amount of data to be
exchanged in order to maintain and control information in a mobile environment.

For a complete discussion on clustering in wireless networks, see for example [7].
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Figure 3.1: Clustering Concepts

3.2.1 Desirable Attributes of the Clustering Scheme

For any clustering scheme there are many desirable attributes that differ according
to the application. For the purpose of our key agreement protocol, the clustering

scheme should have the following attributes:

o Each cluster is connected. This is an obvious requirement to localize and

guarantee inter-cluster traffic.

e All clusters have a minimum and maximum Ssize constraint. A maximum
constraint limit the cluster size to within what can preserve the whole pro-
tocol efficiency. Ideally we want all clusters to be of the same size so that
no cluster is overburdened, nor under-burdened, with processing and storage
requirements. Moreover, a large size cluster affects the entire protocol per-

formance.
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e Two clusters (in any level) should have no overlap. Meanwhile, two clusters

in different levels may have a limited overlap.

These attributes can be stated in a formal way as a generic network clustering
problem with certain conditions as follows: Given an undirected connected graph
G = (V, E), and a positive integer d, such that 1 < d < |V, where V represents the
total number of nodes (vertices) and I represents the connection between every two
nodes. Find a collection of subscts (clusters) Cy, ..., Cly,, of V, so that the following

conditions are met.
1. UfV:ClCi =V all vertices arc part of some cluster.
2. d < |C;| < 2d. This is the size bound for the clusters

3. | C;NC; |~ O(1). Two clusters should have up to a small number of common

vertices (in our clustering algorithm, it is one)

The clustering algorithms differ in the criterion of choosing the suitable mem-
bers to constitute a cluster and in choosing the cluster leader. These criteria can be

one of the following:

e The application: In some applications, the clustering scheme should follow
certain rules which are urgent in the fulfillment of the ultimate goal of the
application. For example, it some military applications it may be necessary
to collect some nodes in one cluster to keep their communication secure even

if it will affect the efficiency of the protocol.

e Maximum distance between the neighbours: The transmission delay may be
one of the most important criteria in clustering algorithms, so it is often pre-
ferred to limit the cluster within a certain geographical area, wherein the max-

imum distance between cluster members is limited. In wireless applications
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this criterion can be applied to number of hops between nodes, where a one

hop route is more reliable rather than multi-hop one.

e The unique ID associated to each member: The member with the lowest ID
is selected as a cluster leader, then the cluster is formed by that member and

all its neighbours.

e The generic weight of group members: The bigger the weight of the member,
the more suited the member is for the role of cluster leader. This criterion
is applied in clustering algorithms in wireless networks where the weight of
the member can be measured as the lifetime of its battery, its computational

power or its storage capability.

3.3 Construction of the Hierarchical Structure

The proposed framework assumes distribution of the group members in a hierarchi-
cal structure. For this purpose, the structure has to be first constructed. This can be
done in several ways. In the initial state, it is considered that the group members are
arbitrarily distributed over some region and the group members know their neigh-
bours. It should be mentioned that the definition of a member neighbour is based
on the criteria mentioned in the previous section. The resulting hierarchical scheme
consists of many levels (as shown in Figure 3.2), each level consists of one or more
clusters. Levels are numbered sequentially starting from the top level, level; and
ending at level;. Each member of the group identifies its level. Each member, upon
receiving the level announcement message from its parent, obtains its own level by
increasing the level of its parent by one, and then announces its own level.

Below, one possible protocol for constructing the required hierarchical structure

is described. The clustering algorithm consists of different phases, the first phase
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is the Leaders Election Phase. In this phase, the algorithm chooses d members to
be the protocol initiators. The distributed algorithm in [24] can be adopted in this
phase or it may be easier if these leader are chosen by NA. Again, leader election is
controlled by the required criteria assigned by the algorithm. The chosen d' mem-
bers constitute the root cluster, C'; ;. Each member in the root cluster becomes a
root (parent) of a (d — 1)-ary tree and its neighbours become its children. To con-
struct our hierarchical distribution, each member in the root cluster sends a message
to all its neighbours. After receiving a message, neighbour members acknowledge
it. The parent confirms the first d — 1 messages and the rest are ignored. Upon re-
ceiving the confirmation message, these members confirm themselves as a children
to that parent. These children construct clusters of levely. The members of [evel,
clusters send similar messages to all their neighbours (except their parents) to con-
struct [evels clusters. This process will continue until all members of the group
participate in the hierarchical structure. The maximum number of levels will be [.
For clarity, unless it is stated otherwise, the hierarchical structure used in our frame-
work is arranged to be well balanced, that is, all the clusters have an equal number
of members). The hierarchical structure consists of [ levels, each level comprising
of one or more clusters. Levels are numbered sequentially starting from level;,
which consists of one cluster, and ending at [cvel;, which consists of d(d — 1)"?

clusters, except the root cluster i.e., [ > 2.

The total number of group members 7 of our hierarchical structure (Figure 3.2) can
be represented as a function of the maximum number of members within the cluster,

d, and the total number of levels, [, as follows:

The value of d should be chosen to small to improve the whole protocol performance with

minimum value of 3.
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Figure 3.2: Members Distribution

-1 . 1
n:dZ(d—Ui:d(—% (3.1)
1=0

Similarly, the maximum number of clusters, N¢, in the hierarchy can be calculated

as a function of (d, ) as follows:

(d-1)1—1
=1 —————— 2
Ne +d 75 3.2)
From (3.1) and (3.2) we can state the relation between n and Ng as follows:
Ne=n—d(d—1)""+1. (3.3)

In this hierarchical structure, the indexing scheme of members (clusters) can
be used to determine the position of any member (cluster) based on the maximum
number of members (d) in each cluster. Moreover, we can identify each member’s
neighbours in the same cluster. Also from this indexing scheme we can determine

the cluster leader chosen by the algorithm, its ancestors up to the root cluster and
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also the children’s clusters down to the level;. Clearly, there are many indexing
schemes that can be used in this hierarchical structure.

After distribution of group members in a multilevel hierarchical structure, the
actual key agreement protocol starts. In the following sections, two different pos-
sible key agreement protocols, based on clustering of members, are described. In
the first protocol, Hybrid Group Key Management protocol (HGKM), the gener-
ated cluster session key of the lower level is used by the cluster leader to encrypt
the upper level cluster session key. While in the second protocol, Cluster Group
Key Agreement (CGKA), the generated cluster session key is mapped to e used
by the cluster leader as its secret share to generate the upper level cluster sesston

key. Motivation and possible advantages of each protocol will also be discussed.

3.4 Hybrid Group Key Management (HGKM)

HGKM protocol can be considered as a merge between the two approaches of key
establishment, key transport and key agrement. HGKM uses a key agreement pro-
tocol to enable the members of each cluster to contributively generate the cluster
session key in a certain level. The upper level cluster session key is then trans-
ferred to the lower level cluster members by their feader encrypted by their cluster
session key. In other words, HGKM is a distributed key transfer protocol, where
the responsibility of generating and distributing the global session key is distributed
between the clusters leaders instead of one Key Generating Center (KGC). In this
protocol, binary indexing is used where a member M, ; is the j** member in the **
level. This indexing scheme determines the position of any member (cluster) in the
hierarchy based on the maximum number of members d in each cluster. For exam-
ple (as shown in Figure 3.3), if we have a hierarchical system with d = 3 members

in each cluster, M3 1, is the 12* member in the 3™ level . Also from this indexing
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scheme we can determine the cluster leader and parent clusters up to the root level
cluster and also the children clusters down to level; as was explained before.
We will define two sets of variables which will be used in the following discus-

sion:

o KeySet(M;;): The set of keys that are held by the member M, ;. This set
can be formally defined as follows:
KeySet(M; ;) = {Kzy, where 1 < z < dandy = [W%:m] }, for
example (refer to Figure 3.3) KeySet(Msy) = {Ks4, Koo, K ,}. Note
that each member holds its cluster session key and its upper level (parents)
clusters session keys up to the root cluster session key [y, which is the group

session key.

o UserSet(K;;): The set of users who hold the key K ;. Formally it can be
identified as follows: UserSet(K; ;) = { M.,
wherei — 1 <z <land (j —1)(d = 1)*""1 +1 <y < j(d—1)*"*1},
note that K 1, as a group session key, should be held by all the members of
the group. Also referring to Figure 3.3, UserSet(Ks2) = {Mi 2, Moz, Moy,
Ms s, Msg, M7, Msg}. Note that each key, K ;, is held by its cluster (C; ;)

members and its lower level (children) subgroups’ members.

3.4.1 Initial Hybrid Group Key Management (I-HGKM)

In the following discussion, GDH.2 protocol [67] is used as a building block to gen-
erate/regenerate the keying material within each cluster. Note that HGKM protocol
can use any key agreement protocol as a building block. In this section, we will
explain how HGKM protocol can extend GDH.2 to work efficiently with large size

groups.
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Figure 3.3: HGKM Hierarchical Scheme

The Initial Hybrid Group Key Management protocol, which is depicted in Algo-
rithm 3.1, starts from the lowest level level;. Members of each cluster, C; , (where
z € [1,v], and v = d(d — 1)'~2), separately and collaboratively generate their ses-
sion key K| , using GDH.2 protocol. This process runs concurrently for all clusters

Cl - After agreeing on the cluster session key, K ,, members of each cluster in the

JC
7 d—1

upper level, level;_; (Ci_1 4, where & € [1 ]) generate their session keys, K1 4.
After agreeing on the cluster session key, each member in the cluster, Cj_, ;, (ex-
cept the cluster leader M,_, ;) broadcasts the generated cluster session key K;_; ¢
to its level; cluster members encrypted by the level; cluster session key K ,. This
process will continue until the cluster leaders in level;, which constitute the root
cluster, C} 1, generate the level, session key, K7 1, which is the group session key.
Then each member in (' ; broadcasts the group session key K 1, encrypted with

its level; session key K3, (y = 1,2,...,d) to its sibling members.
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To illustrate this approach, an explanation of the protocol using a simple numer-
ical example is presented, referring to the hierarchical structure depicted in Figure
3.3. Suppose we choose the number of cluster members to be d = 3 and the max-
imum number of levels to be [ = 3. After the proper cluster construction is done
as explained in section 3.3, and every member has been assigned a certain index
according to its level and its number in that level, the key agreement protocol starts.

As mentioned before, - HGKM protocol starts from level 3. Members of each
cluster at levels, Cs, (where z = 1,...,6), use GDH.2 to generate their clus-
ter session key K3 ,. For example, the cluster ('3 4, which consists of members
{ Mo, M3 7, M3g}, generates the key A3 4. The cluster leader M, 4 with the other
members in the cluster Coq, { M0, M2 3} generate the cluster session key Kso.
Each member of Cy, (except M ;) will broadcast key Kj 2 to level 3 members

encrypted by level 3 cluster session keys. For example:

Myy = {Ms7, Mag} : Eg, ,(K22).
Mz == {Mss, M35} : Ek, ,(Ka2).

At the same time M 3 with M, 1, M, 3, which constitutes the root level cluster
C1,1, generates the group session key K ; and broadcasts it to the rest of the group

members encrypted with the lower level cluster session key. For example:

M, = {M2,1,M2,2>M3,1>M3,2, M3 3, ]V[3,4} : EKz,l(Kl,l)'
Mg = {My3, Moy, M35, M3, M3z, M3} : Ex, ,(K1,1).
M3 = {M2,5,M2,6,M3,9,M3,10, M3 11, M3 12} : EKz,g(K1,1)~
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Algorithm 3.1 Initial Hybrid Group Key Management Protocol (I-HGKM)

INPUT: d,1,Ey, f(k),GDH.2
OUTPUT: K, € {KeySet(all group members)}
1. For x = [ down to 2 do the following:

1.1 Setv ¢— d(d — 1)*2

1.2 Set { KeySet(M, } e NULL

)zlzzl,...,u(d—l) )

,,,,

1.3.1 Use IKA of GDH.2 (Algorithm 2.4) (o generate K,
1.3.2 { KeySet(My)} = {KeySet(M, )} + Kaylwel(y—1) =D+ Ly(d- 1)
1.4 If v < [ do the following
1.4.1 My, = UserSet(Kzi1,w) : Egg,, ) o) (Kay)
2. Forall M ; |;j=1,. q do the following
2.1 Use IKA of GDH.2 (Algorithm 2.4) to generate K1
2.2 My j = UserSet(Ky,;) : Efx, ) (K1)

Remark 3.1 Note that the length of the generated cluster session key depends on
the underlying algebraic group G used by GDH.2. As the length of the elements
of this algebraic group should be very large (see Appendix A) , we need a certain
function f(k) to extract the required key length of the symmetric encryption scheme
Ej used. For example, if the protocol uses the DES algorithm for encryption, the
used function should extract 56 bits to be used as a symmetric key for DES. For
example this function can apply hash function H(k; ;), like SHA-1, to get 160 bits
from the generated cluster session key and after that it can pick the first 56 bits to

be used as a symmetric key.

We now consider the performance characteristics of the -HGKM protocol based

on the metrics discussed in Section 2.4.5. The proposed hierarchical protocol has
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the following characteristics for initial key generation, where the maximum num-
ber of cluster members is d, the maximum number of levels is { and the number of

clusters is V..

Rounds | R=1{(d+1)—1
Messages | M = d(N¢g + 1)
Exponentiations | Ezy = Ez..Ng

Encryptions | , = Ng — 1

Maximum Message size | M; = d

3.4.2 Group Membership Changes

In the previous section, we assumed that the group membership is determined in
advance and that all group members have been authorized to share in the group
communication prior to execution of the protocol. However, due to the dynamic
nature of group communication, the proposed protocol must handle adjustments
to group secrets after any membership change operation in the underlying group
communication system. The notification of any membership changes is supported
by the underlying group communication system. The numbering scheme of the
remaining members must be updated accordingly.

The membership changes include (as explained in Section 2.4.4) new mem-
ber(s) jotns and/or old member(s) leaves (or getting evicted from) the group. More-
over, due to environmental factors such as network failure, the communication
group may be partitioned. Similarly, when network partitions heal, multiple groups
may merge into one. In addition to the aforementioned membership operations,
periodic refreshes of group secrets are advisable to limit the amount of ciphertext
generated with the same key and to recover from potential compromises of mem-

bers’ contributions of prior session keys.
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In the following sections, we will explain how the proposed protocol supports
the aforementioned operations (join, leave, merge, partition, key refresh).

The protocols discussed assume that every member can determine (unambigu-
ously) an insertion point in the hierarchical structure. In other words, we assume
that after checking the eligibility of the new member to join the group, NA provides
the joining member with its position in the hierarchical structure accompanied by
the public parameters used in the protocol. Also, NA is responsible for informing
the other group members of the identification of the new member who is joining.
Similarly, when any member leaves, NA is responsible for updating the membership
view for all the remaining members.

Note that the key refresh operation is, in fact, a special case of the leave opera-
tion, without any member leaving the group, where the root cluster C | regenerates
a new group session key K 1,1 and broadcasts it to the other group members en-
crypted with the suitable lower level keys. Moreover, any cluster can refresh its

cluster session key and proceed with the protocol as previously mentioned.

HGKM Join Protocol

The main security requirement of member join is the secrecy of the previous group
keys with respect to both outsiders and new group member(s). In the proposed
protocol this can be achieved as follows (Algorithm 3.2):

A user who wants to join the group initiates the protocol by sending a join
request message to the NA, who checks the eligibility of the new member to join
this group. If the check passes, NA replies with the needed cryptographic public
parameters Cp (o and p in case of using GDH.2 as a building block) as well as the
specific insertion point (a specific cluster C; , and its number in the cluster). At the

same time NA sends to the members of the cluster, where the new member will join,
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a message to notify them that there is a new member that will join the group and
provides them with its information (the index of the new member which specifies
its position in the cluster).

A new member can join at any level which keeps the hierarchical balance i.e,
if there is any cluster that contains a number of members < d, the new member
will join this cluster (to improve protocol performance the preference will be to the
upper levels). On the other hand, if the distribution is well balanced then the new
member joins at any cluster at any level. Preference will still be given to the upper
levels, with the highest preference given to the root cluster C; (note that if the
members distribution is geographically based, the new member joins the nearcst
cluster).

After the new member has joined a certain cluster, for example, C, ,,, the new
member index will be M; ,(4—1)+1 or M1 441 in the case of joining Cj ;. This cluster
(including the new member) will regenerate a new cluster session key K’,-,U. The
old members (M; ;) of C;, (where z € [(v — 1)(d — 1) + 1,v(d — 1)]) broadcast
the new session key to level;;y clusters Cjy1 5, encrypted with the keys Ky ;.
At the same time, the parent level cluster, C;_1 ., (z = [3%]) will regenerate a
new cluster session key, Ki—l,z, and also broadcast the new session key K i—1,2 tO
the lower level clusters. This procedure will continue until the root level clus-
ter key K 1,1 is regenerated and broadcast to the other members. We have to note
that all the down broadcasting messages to the children should be encrypted with

Keyset(children).



54 CHAPTER 3. EFFICIENT GROUP KEY AGREEMENT PROTOCOLS

Algorithm 3.2 HGKM Join Protocol

1. M => NA :JOINREQUEST
2. NA <& M : AUTHENTICATE
3 NA= M :1,v,C,
4. Members of C;,, Use AKA of GDH.2 to regenerate f'(w
S Fort=(v—-1(d—-1)+Tuptou(d-1)do
5.1 M,y = Userset(Kii1,) F{/”([\’,,;H.,,)(Ki,v)
S2Forz=t—1tolandy — [@—_’Wl wheret € 1,0 — i+ 1]
5.2.1 Members of C,,, Usc AKA of GDH.2 to regenerate 7(’",7,',/[
522Forj=(ys—1)(d 1)+ 1ltoy(d—1)do

-

5.2.2.1 My j = Userset(Ky ;) : Epx, ;) (Kzy,)

From the previous description of the join protocol, it is clear that the overhead
cost of the protocol (communications and computations), needed to regenerate the
session key, depends on the position where the new member joins. The minimum
cost of regeneration will occur if the new member joins at the root level cluster. On
the other hand, if the new member joins at level [, it will cost the maximum number
of operations.

The following characteristics are the maximum values, i.e it the new member

joins any cluster at level;.

Rounds | R = 2]
Messages | M =2+d(l—1)
Exponentiations | Exp =d+ 3+ 1(2d — 1)
Encryption | E, =d+ (d—1)(I — 2)

Maximum Message size | M; =d
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HGKM Leave Protocol

Leave protocol is initiated in two cases: (1) When a member wishes (voluntarily)
to leave the group session, or (2) The NA wants to expel a member from the group
(maybe due to a certain policy or security compromise). The main security re-
quirement of member leave (especially if it is forced to leave) is the secrecy of the
subsequent group keys with respect to both outsiders and former group members.
After granting the leave request, NA updates the numbering scheme in the cluster
C;.» where the member M; ; (v = [F—LJ) leaves by deleting the user M, ; and for
all the clusters C,,, (where z € [i + 1,1}, and y € [j, j(d — 1), j(d — 1){=+=1))
who are children of this user; the last member M, 4 1) in each cluster replaces its
cluster leader M,_,,. Figure 3.4 shows how the hierarchy has been updated after
member M 3 leaves the group. It should be clear that there is no need for updating

the numbering scheme if the leaving member, M, ; is from any cluster at the level;.

Figure 3.4: The Hierarchy Updating after the Departure of Member M 3
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After the hierarchy has been updated, the cluster Cj.; ; regenerates a new clus-

ter session key I'{,-H,j and broadcasts it to its lower level cluster members. At the

same time the upper clusters C; ,,, C; - D51 - , C1,1 regenerate new cluster ses-
sion keys Ii'i,,,, I’(i_l,[ﬁ], e, K 1,1 in sequence and also broadcast these keys (also

in sequence) to the child members each encrypted with the associated child’s key.
The leave protocol is summarized in Algorithm 3.3 and explained using a numerical

example in Figure 3.5.

Regenerate and

Broadcast K, Regenerate

Broadcast K, ,

Figure 3.5: Key Regeneration After the Departure of M 3
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Algorithm 3.3 HGKM Leave Protocol

1. M;; => NA:LEAVEREQUEST
2. NA = M, ; : LEAVEGRANTED
3. If i < do the following:

31 Forxz=t¢+1luptoldo
300 My_y j «— My ja-)
3.1.2Set j —— j(d—1)

4. Setj— 5

5. Forx =ldownto?2

4.1 Members of Cy ; Use AKA of GDH.2 to regenerate szj

4.2 If x <l do the following:

421 Forz=(j—1)(d—1)+1uptoj(d—1)do

4.2.1.1 M, , = Userset(Koy12)  Bx,.y (Ko 2)

4.2.1.2 Set j — )

Ka:+1,z

6. Forall My ; | j =1, ...,d do the following
6.1 Use AKA of GDH.2 to generate K, ,
6.2 ]\410‘ — US@TSCt(KQ‘j) : Ef(]\"g,]\(Kl,l>

The characteristics of the leave protocol are summarized as following;

Rounds
Messages
Exponentiations
Encryptions

Maximum Message Size

R=21—-1
M=(-1)d+1
Ezr = 1(2d — 3)

E,=1ld-1)—d+]1
M,=d
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HGKM Partition Protocol

The partition operation removes m members from the current group of n members.
If the partition occurs due to a network failure, there are two cases: 1) The removed
members belong to the same cluster, or in other words these members are children
of the same parent. In this case, NA deals with this situation as if just one member
(the parent) leaves. If the parent remains in the group it will regenerate a new key
as if this parent has joined the group. 2) These rn members do not belong to the
same parent. In this case, NA can determine whether the remaining n — m members
need to construct a new hierarchy or keep the samc hierarchy with regeneration of
cluster session keys of the remaining clusters with the needed modification to the
members’ indexing. If the partition is due to multiple leave requests, it will perform
the (previously mentioned) leave protocol m-times. As shown in the previous dis-
cussion, in the case of partition, the performance of group key agreement protocol
using clustering approach is better than that using flat settings. Since there is high
probability that the members leaving belong to the same cluster. This makes the

cost of the partition protocol for m members the same as a single member leave.

HGKM Merge Protocol

The merge operation is used to add m > 1 members to the current group of n
members. If m < d it can be treated as m join protocols from the point of view ol
the cluster where the m members will join. But with respect to the other clusters
it will be considered as one member join. Note that using GDH.2 [5], the upflow
rounds will be repeated m-times to update the intermediate data and the last round,
wherein the new member d 4 m will be the last member in the cluster and performs
justonce. If m > d, the m members can construct a new cluster(s) with their cluster

session key(s) and one member can join an old cluster. So with respect to the old n
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members, this will be considered as one member request to join the current group.

The indexing of the n + m members needs to be updated by NA.

HGKM Key Refresh Protocol

Key refresh protocol is required when group members need to update the group
session key, which may be periodically or due to any detected intrusion. In both
cases key refresh protocol is initiated by NA. Also individual clusters may need
to update their session keys. This protocol runs the same procedure as the leave
protocol except with m = 0. In this case, the cluster will regenerate its new cluster
session key and then broadcast it encrypted with its lower level clusters’ session

keys.

3.4.3 Discussion

In the previous sections, a description of HGKM protocol and its related auxil-
iary protocols are presented. By adopting clustering techniques, the efficiency of
HGKM protocol is improved. A complete complexity analysis of HGKM is given
in Section 3.6. HGKM can be considered a hybrid protocol, where both key agree-
ment and key transport are adapted. All the cluster members collaboratively gen-
erate the cluster session key, while the cluster leader works as a Key Distribution
Center (KDC) and securely distributes the upper level cluster session key to its
cluster members.

HGKM has many advantages and disadvantages as well. The first advantage of
the protocol is its efficiency and distribution of load between the group members.
This feature reduces the time required to generate the group session key. Secondly,
robustness against failure since each cluster generates its cluster session key inde-

pendent of the others; any failure (link or member) within the cluster affects only
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the cluster members. The other group members can follow the protocol and gen-
erate the group session key. This cluster can join the group later by performing
a member HGKM join protocol (Algorithm 3.2). Another advantage of HGKM
protocol is its suitability for heterogeneous systems. Some systems have different
power capabilities or function as receive only devices. These systems with certain
power constraints (like mobile devices) can construct one or more clusters and the
cluster leader will be responsible for generating and distributing the group session
key. In this case, choosing the cluster leader depends on its power capability. Using
this feature, the whole group can accommodate many systems with different char-
acteristics. Another advantage of this hierarchical structure is that it can be used to
provide multi-level security. Some military applications classify their documents
{(during storage or transmission) into different security levels (classified, secret, top
secret,...). HGKM can be modified to let each level have a certain security level,
where the upper level members can access the lower level documents but not vice
versa. Also the direction of communication (up or down) can be controlled by the

cluster leader.

Although HGKM is a distributed protocol, it is not a role-symmetric protocol.
The cluster leaders take more responsibility than other cluster members. Moreover,
the level of dependence on and trust of the cluster leader increases as one goes up
the hierarchy towards the root cluster, where one d” of the members should trust
one member from the root cluster. From the security point of view, transmission
of the upper level cluster keys and the group session key, is not desirable even if
they are encrypted. Compromise of one or more keys leads towards a compromise
of the group session key. Moreover, the authentication between group members is
transitive through the cluster leader. In the following section, we will propose an

alternate protocol that can address these concerns.
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3.5 Cluster Group Key Agreement

In this section, another scheme that provides a scalable key agreement protocol,
Cluster Group Key Agreement protocol (CGKA), will be presented. CGKA is also
based on multi-level clustering of the universal group into small, size-bounded clus-
ters. The proposed protocol requires clustering of the group members into a hier-
archical structure as shown in Section 3.3. Although CGKA protocol is based on
the distribution of group members into (approximately) equal-size clusters, all the
members contribute equally in generating the group session keys, which is a major
requirement in securing dynamic peer groups. The main advantage of this proto-
col over the HGKM protocol (Section 3.4) is that the group session key and the
intermediate clusters’ session keys are never transmitted through the network. Fur-
thermore, the members of a cluster can communicate securely within the cluster by
either using another cluster session key (wherein the cluster representative adds a
different secret value to the contributions of the preceding members and broadcasts
the intermediate values to the cluster members only) or by applying a strong hash
function to its cluster session key. The construction of the hierarchical structure is
the same as in the HGKM protocol but with a different indexing scheme as shown
in Figure 3.6.

In the following discussion, { M,Z .} s represents the descendants of member MZ] v
and can be calculated iteratively as follows:

{Mi];v}s = {Mﬁrl,(d—l)(v—nﬂ;x =1,...,d— 1},
{{M} se=1,...,d—-1}

i+1,(d—1)(v—1)+5 T8

3.5.1 Initial Session Key Generation

The initial key generation protocol (Algorithm 3.4) takes place once the hierarchi-

cal structure has been created. The main protocol consists of [-steps and each step
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Figure 3.6: Hierarchical Structure of Group Members
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comprises of a different number (equal to the number of clusters in this level) of d
simultaneous rounds, so that the total number of rounds is R = [d. After success-
fully performing each step, every cluster will be represented by its representative
in conducting the next step as shown in Algorithm 3.4, which uses the generated

cluster session key as its secret share in conducting the next step.

The protocol starts from the lowest level, level;. For each cluster in level,,
Crov=12,...,d(d~ 1)72 each member Mlj;v’ j = 1,...,d— 1, receives the
contributions from M,’:l and composes 7 intermediate values, each with (7 — 1)
exponents and one cardinal value containing 7 exponents (M l‘ﬂf can be thought of
as a cluster initiator, where it uses « as its cardinal valuc). For example (refer
to Figure 3.4) Mj, receives o2 and produces {2 oS o'$2732}. The cardinal
value in this example is a"#2"3.2. By the time the upflow reaches MY, (thecluster

C1,’s representative to the upper level, level;_; ), the cardinal value becomes all"io.
v

d—1
ifv ] (d—-1)and v, = [%1 Upon receiving this message, MY

Here, y is equal to the remainder of ( )if v 1 (d — 1), otherwise it is equal to
v
d—1
adds his secret exponent 7’1y—1,v1 to the message. By adding his secret exponent to

1,’1)1

the cardinal value, M’ly_lm1 can compute the cluster session key and broadcast the
nrf
Lv v

intermediate values, {a v TH'U]}, to its level; cluster’s members A4l{,u. All cluster
members are now able to generate the cluster session key a”{rlj’v}”y*lvvl , which will
be considered (in the second step) as this cluster’s secret share (RZJ—l,vl)‘ In the sec-
ond step, which will be conducted by level,_; members, the same procedure within
each cluster will be repeated, namely, each member in each cluster sends its pub-
lic share to the next member in the cluster (which is the upflow rounds) but using
the lower level cluster session key (R{_l,m) as its secret share instead of picking an-
other random value. For example the secret share for M, = Réyl = o878 and

1.2 .1
a’3,173,172,1

its intermediate (public) value is ofii = q . In the down flow messages
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. (%% v
the cluster’s representative (MY ... , where v, = = broad-
P ( 12,02 2 l-d—].-l I_(d_l)Q‘D
casts the intermediate values to all its descendants { M, (’;_2 v2}a. For example (refer
) PR S U ’
to Figure 3.6) M} | broadcasts a”21% " """ to { M2, M},, M2,} and broadcast
(rkor2.r2 1y )
oo PR {M;,, M3, MZ,}. This procedure runs from level;_, to levels.
At level, each member uses its level, cluster session key as its secret share. For in-

i ] 1 rl a("é,l'%,l"%,lH’(T:lx,z"g,QT%J)
stance, in our example, the secret value for M, Ry, = a1 )

o 2 3 2 RPN P Rl PIME Wi SECEY
Similarly, The secret keys of M7, and M} | are R} | = /11

1 2 1 1 2 2
(r3,573,572,3)+(r3 673 672,3)

! respectively. As in the previous steps, each

and R}, = o'

member, M7 |, in cluster C' ; raises the received intermediate values to the power of
its private input and forwards the result to the next member in the cluster. The down-
flow stage takes place when the last member, A/[fl,1 receives the last up-flow message
and computes the group session key S,,. Mf{1 then raises the intermediate values it
has received to the power of its private key R‘f,l (Ri1 in our example) and broad-
casts the intermediate values to the other members, Mf,l ;J € [1,d — 1], and their
descendants, {Mf’l}s ;7 € [1,d— 1]. At the same time M, broadcasts its cardinal
value (before adding its secret exponent) to its descendants, { M },. For example,
M}, broadcasts o1B o its descendants, {My 4, M3, My g, M35, M3 g, M3},
who have the value R ; broadcasts o111 to M? | and its descendants, {M;,,
M3 o, My, My, My, M3,}, who have the value R} | and broadcasts ol o
M | and its descendants, { My ,, M3, M3, M3, M3 ,, M3,}, who have the value
R}yl. At this time all the group members are able to generate the group session key,

. . 1 2 3
which is: S, = afa Bl
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Algorithm 3.4 CGKA Initial Key Generation Protocol (I-CGKA)

INPUT: 1, d,C,
OUTPUT: S, = {OZT{.I"WT‘{J}
1.For v=1to 2
1.1 Setv «— d(d — 1)77—2
1.2 For x=1to v
120 Fory=1tod—2

ek 3
! Y

1200 MY, = MYT o e Jequy), o e}
122« [75]
1231lfx|d~1,Sety; — 75

1.2.3.1 Else, y, = Rem(3%

-1

H{rfz)
yrl T P rle st
124 MU = M L {a e ke, @ )
k
Y1 Y1 T’%’llﬂl H{rri 2l
125MP, = {MP Ao “ reggt) §

Y1 o Tk kelly+1
12.6 Setrily , « o"1m {rizIkelly+1]}

2. Forzr=1tod—-1
n{rk |}
+1 . 1 s
2.0 My, = M {a " rep g, 0700 )
H{rk }
1,1

s

_Z_lke[l,d}}

3. MY, = {Mf, {MG ) bslzea-y}  {or 0
4. ME, = (M{}, : {orbeoriny

The previous discussion shows that every group member participates in creating
the group session key, which enables each member of the group to assure the fresh-
ness of the generated session key. Also, the protocol is very efficient since most of
the computation and communication is conducted in parallel over the clusters. Due
to this parallelism, we consider only the serial cost of computation.

In summary, CGKA initial key agreement protocol has the following character-
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istics:
Rounds | R = Id
Messages | M = dNg + 1
Exponentiations | Ezg = [[d4! + 1]

Maximum Message size | M, = d

It should be mentioned that in spite of the number of messages in the CGKA
protocol being larger than that of the flat settings (GDH-2, for example), the max-
imum bandwidth in CGKA protocol is much smaller since the maximum message
size is limited to the cluster size, . Also if any failure happens in the flat setting, the
whole protocol halts and must be repeated and all messages should be retransmit-
ted, but in the CGKA protocol a link or member failure can be easily isolated. For
example, if a message from any member at any level is belated due to any failure,
after a certain time (a specified time out) the whole cluster will be discarded from
the group and the protocol completes without this cluster’s members, who can join
afterwards just as a single member join (the cluster representative). Another ad-
vantage is that in a CGKA setting the transmission delay is much smaller than that
of the flat setting, since the clustering scheme chooses to distribute the members
according to the geographical base. In other words, in the CGKA protocol, clus-
tering is based on a maximum spccified distance between all cluster members; the
only long distance messages will be between the cluster representatives, therefore,
the link failure will affect only inter-representative communications. This is not the
case in the flat setting where there may be many transcontinental messages which
could take a lot of time and need more reliability, which is not always guaranteed.
Also it should be mentioned that in spite the fact that the total exponentiation in
CGKA protocol is larger, the average exponentiation (per member) is much smaller
than that in the flat setting. Also most of the exponentiations are performed con-

currently, which distribute the load between the group members fairly. Lastly, the
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special rule of the last member in GDH-2 is distributed in CGKA protocol between
the clusters’ representatives, which easily distributes the workload and helps in fault
isolation. Failure of one representative affects only its cluster (and its descendants),
while other group members will not be affected.

As it has been mentioned earlier, the nature of group communications is not
static. The membership of the group mutates during the course of the communica-
tion. After any membership changes, the session keys should be changed accord-
ingly. The CGKA protocol has efficient auxiliary protocols to support the regener-
ation of session keys after any membership changes. In the following section, we

will introduce the way CGKA supports these changes.

3.5.2 Group Membership Changes

In the following subsections, we will explain how CGKA protocol supports the
aforementioned operations, that is join, leave, merge, partition and key refresh pro-
tocols. In these subsections, it is assumed that every member can determine (un-
ambiguously) an insertion point in the hierarchical structure. In other words, it is
assumed that after checking the eligibility of the new member to join the group,
NA will provide the joining member with its position in the hierarchical structure
accompanied by the public parameters used in the protocol. Also, NA is responsi-
ble for informing the other group members of the identification of the new joining
member. Similarly, when any member leaves, NA is responsible for updating the

membership view for all the remaining members.

CGKA Join Protocol

In CGKA protocol, the security requirement of a member joining in is the secrecy

of the previous group keys with, respect to both outsiders and the new group mem-
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ber, which can be achieved as follows (Algorithm 3.5): A user who wants to join
the group initiates the protocol by sending a join request message to the network
administrator NA who checks the eligibility of the new member to join this group.
If this check passes, NA replies with the needed cryptographic public parameters
Cp(a and p) and also the specific insertion point (a specific cluster Cp, and its
number in the cluster). Usually, a new member joins the protocol at level [, since
the vacant places are always in the lowest level’. The insertion point should keep
the balance of the hierarchical structure, i.e. the new member joins the cluster with
the lowest number of members so as not to increase the levels of the hierarchy. On
the other hand, if the group members were distributed in a geographical base, the
new member joins the nearest cluster. If the number of members in one cluster
becomes too large, it can be split into two or more clusters.

After the join request has been granted, the join protocol begins. Suppose that
the new member joins cluster Cj,. The cluster’s representative, Mly—l,vl’ who is
supposed to keep the upflow message he has received from the previous change,
picks another secret exponent, 7:?—1,1;1’ and computes another upflow message and
sends it to the new member who is slated to take the role of the cluster representa-
tive. Upon receiving the intermediate values, the new member adds its secret share
77, and broadcasts the intermediate values to the other clusters” members. All the
cluster members and their descendants are now able to generate their new cluster
session key. After regenerating the cluster session key, the (old) cluster represen-
tative, Mly—l,vl’ requests that its ancestor cluster, Cj..y,,, refresh its session key.

MY

i1, Uses the new lower cluster’s session key as a new secret share. According

to its position in the cluster (y = 1,2,...,d — 1), M}, adds its public share to

1,01

the message it has received from its preceding member in the last conduction of the

2The reason for this choice will be explained in the following subsection, which explains the

Leave protocol.
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key generation/regenration protocol and sends this message to its next member. By
the time the new intermediate values has been received by M , . (Ci- ., cluster’s
representative), he puts its share (which may have changed) and broadcasts these
intermediate values to its descendants. This process continues until the root cluster

regenerates a new group session key.

Algorithm 3.5 CGKA Join Protocol

Consider the new member M, joins ar the cluster C,,
. ,

L Ifvld =1, Sety « %

1.1 Else, y = Rem(7%7)

v
2. Set vy [d_—f—l .
n{r;,}
y l,v
T _k"—|lc 1,d-1 d—1
= Mp{a Y e MY el

k
o{ry,}
PY n Ly
ri»—l,vrl,v_k_;rl lke(1,d—1]
U

3. MY

1,1

n 1 d—1
}, arl,v’rl,v""rl,v

4 M7, = M, AMY e {a

5. Set f“?_l , a1 Ty ke a-11}
6. For i=1—1to 2

6.1 Set x; — [ﬁt_—,-l
6.2 Each Cluster C; 5, does the same role as in I-CGKA Prototocol
7. Forrx=1tod—1
nirf ) v
7.0 M7 = M {a T ket o aTTo T Y
it
r‘i’

”‘—l——\k,e'ft,d]}

8. A/[il,l = {A/[f,l, {M(Zlyl)}s'ze[l,d~l]} : {Q’
9. M, = (M}, : {arborid'y

The cost of the join protocol depends on the position of the cluster in the overall
hierarchical structure where the new member joins (i.e. the level where this cluster
is located and also the positions of the representative of each ancestor cluster up to

the root cluster). The following table shows the cost of the join protocol where we
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consider that the new member joins at the lowest level [ and all the representatives
are located in the first position in the cluster numbering, which is the worst case in

CGKA setting.

Rounds | R=2+ (I —1)d
Messages | M =2+ (I —1)d

Exponentiations | Ezg = (I — 1)(d%2) 4 1 + 1

Maximum Message Size | M, = d

CGKA Leave Protocol

After granting the leave request to a member, NA sends a notification message to the
other members of her/his cluster to update the numbering scheme of their cluster.
This change in indexing scheme will result in replacing the removed member by the
last member of its lower level cluster®. For example, if member M3, from cluster
(2 leaves the group (Figure 3.6) the last member of the cluster Cs 4, M32y4, will
take its place. This updating process of member distribution continues until level;,
leaving the vacant places always in level;. After the member numbering has been
updated, the key regeneration protocol begins. The protocol starts from the lowest
level cluster (cluster C'5 ; in our example). The new cluster representative of this
cluster picks another secret share and adds it to the last message it has recetved
from the preceding membecr in the cluster during the last rekeying protocol (or from
the initial key generation, if it is the first membership change in the session course),
and broadcasts these new intermediate values to the remaining cluster members. In
the next stage, the protocol runs as the initial key generation protocol. The only
difference is that the protocol starts from this new representative, who adds the new

share to the contributions from its preceding member and forwards the results to the

3The updating of the indexing scheme is the same as the one mentioned in HGKM protocol.
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next member. This procedure continues until the root layer as is described in the
initial key generation Protocol (Section 3.5.1). The main difference between this
protocol and initial key generation is that only a subset of the group members will
be involved in the key regeneration protocol (namely, in our example the members
of Cs4,C22,C1,1 Will be involved), while the other members will not participate
until the last round (broadcasting round).

Since only a subset of group members participate in regenerating the new group
session key, the cost of performing this protocol is based on the position of the
departed member. The worst case happens if the departed member was in the lowest
level and the position of the representatives up to the root level are the first members
in their clusters. The best case occurs when the member who left was in the root
level. The following characteristics show the cost of the leave protocol, when the
worst case is considered.

Rounds | R=1+(l—1)d
Messages | M =1+ (I —1)d
Exponentiations | Ezg = 2+ (I — 1)(d4})

Maximum Message Size | M, = d

CGKA Merge Protocol

The merge operation is used to add m > 1 members to the current group of n
members. As mentioned earlier (Section 3.5.2), new members always join the group
at the lowest level. If m < d and if there are empty spaces to accommodate these
members then it can be treated as the join operation used m-times from the point of
view of the cluster where m members intended to join. But with respect to the other
clusters it will be considered as a single member join. If there are no empty spaces
to accommodate these new members, they can construct a new cluster and their

representative joins the group as a single member join. If the new members join
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different clusters at the same time, it will also be considered as the join procedure
being conducted m-times. The only difference in this case is that the number of
members involved in the protocol will be increased according to the number of
clusters where the new members will join. We should note that the cost of the merge
protocol is approximately the same as the join protocol, since the joined clusters at
the same level perform the required protocol steps concurrently. If m > d, the m
members can construct a new cluster(s) with their cluster session key(s) and one
(or more) member (which will be considered as the cluster representative(s)) can
join an old cluster as one (or more) member(s). From the point of view of the old
group mernbers, the number of joining members in this case is equal to [Z]. So
with respect to the old n members, it will be considered as one (or more) member(s)
request to join the current group. The indexing of the n 4+ m members needs to be

updated by NA.

CGKA Partition Protocol

The partition operation removes m members from the current group of n members.
If the partition occurs due to a network failure, there are two cases: 1) The members
to be removed belong to the same cluster, i.e. these members belong to the same
representative. In this case, NA will deal with this situation as a single member (the
representative) leaving. If the representative remains in the group it will regenerate
anew key as if this representative had joined the group or had initiated a key refresh
protocol by changing its secret share. 2) These m members do not belong to the
same representative, i.e. they belong to different clusters, then NA can determine
whether the remaining n — m members need to construct a new hierarchy or keep
the same hierarchy. In both cases, the remaining members need to regenerate a new

cluster session key taking into account the needed modification to the members’
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indexing. If the partition is due to multiple leave requests, it will perform the leave

protocol m-times.

CGKA Key Refresh Protocol

Key refresh protocol updates the group session key. This protocotl is initiated by NA
and where the key refresh period depends on the application policy. Generally, if
the group membership is static for a certain period, the key refresh protocol should
be initiated. The key refresh protocol can be considered a special case of the leave
protocol where there are no departed members. It starts, like the leave protocol,
{rom the lowest level. The cluster representative of a certain cluster, (U, (chosen
by NA) picks a new secret share and reruns the broadcasting round to its cluster
members. After generating a new cluster session key, the protocol runs exactly as
the leave protocol.

If a certain cluster needs to refresh its cluster session key, the protocol can be
runs for this cluster independent of the rest of the group members. In this case,
the cluster will regenerate its new cluster session key without changing the group
session key. The cost of refreshing the group session key is similar to that of the

leave protocol.

3.6 Complexity Analysis

This section analyzes the communication and computation costs for the aforemen-
tioned protocols, namely, initial key generation, join, leave, merge, and partition
protocols of HGKM and CGKA. A comparison between the proposed protocols
and the authenticated contributory group key agreement scheme GDH.2 described

in[5, 66] and with TGDH [43] will be presented. The computational complexity
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of TGDH is reduced from O(n) to O(log n), but the communication cost is slightly
larger than that of GDH.2.

The overhead of HGKM and CGKA protocols depend on the structure of the
hierarchy, i.e. the maximum number of members in any cluster d and the maximum
number of levels [ in the hierarchy. As we saw from the characteristics of each
protocol, there is a tradeoff between d and . The number of rounds in the initial
protocol requires ()(!d) for generation of the session key. In the case of membership
change protocols, on the other hand, it requires a lower number of rounds compared
to the initial key generation protocol (as expected) to regenerate the session key. The
number of messages and the computation overhead of the initial protocols depend
on the maximum number of clusters, N¢ (which is approximately O(d'~")), so it
will be affected more by increasing the number of levels. In the case of membership
change protocols, the number of messages and the computation overhead requires
O(ld) to regenerate the session key. To conclude, the number of levels has to be
minimized to achieve the best efficiency, but at the same time the maximum number
of members in any cluster has to be bounded above so as not to lose the benefits of
HGKM and CGKA protocols.

It is clear that the computation overhead of both HGKM and CGKA proto-
col is superior to GDH.2 and TGDH, as on average it requires O(ld) to gencr-
ate/regenerate the session key compared to O(n), which is approximately O(d') re-
quired by GDH.2 (recall that by using a hierarchical structure in both protocols, the
group size n can be represented as follows n = d% ~ d'). With respect to the
communication overhead, the number of rounds in both HGKM and CGKA initjal
key agreement protocol is O(ld), which is lower than that of GDH.2, which requires
O(n). The number of messages, on the other hand, is greater than that of GDH.2 but
the maximum bandwidth in both protocols is d compared with n in GDH.2. HGKM

and CGKA protocol allow parallel handling of the messages through the network.
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Operation Initial Key Generation

Protocol GDH.2 | TGDH HGKM CGKA
R n 2h | l(d+1)-1 ld

M n 2nh | d(N¢+1) | d(Neg)+1
Ezg nedd) 1| 2nh | Bpe(Ne) | Ud%+1]
M, n(n —1) 2n d d

Table 3.1: Initial Key Generation Comparison

As a result, the total Joad on the network from HGKM and CGKA protocol is less
than that of GDH.2.

The communication overhead of TGDH is 2nh, where A is the height of the
tree, which is slightly larger than that n of GDH.2. It is clear that HGKM and
CGKA protocols are superior with respect to communication overhead. The com-
putational overhead is approximately the same in both protocols, especially in the
case of membership changes, since both protocols are multi-round protocols. But
the HGKM and CGKA approaches are more efficient for large size groups. Since
the tree in TGDH is binary, the depth of the tree A (h = log, n if the tree is fully
balanced) is greater than the number of levels of the HGKM and CGKA protocols
which allows both protocols to have a lower number of rounds and exponentiations.
Also the number of users involved in the key regeneration is lower in HGKM and

CGKA protocols. A summary of the comparisons are listed in Tables 3.1, 3.2, 3.3.

3.7 Similarities With Other Approaches

Scalability of key distribution protocols have been considered using different ap-

proaches (see for example {6, 43, 53, 74]). The proposed framework has similari-
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Operation Join Protocol
Protocol | GDH.2 | TGDH HGKM CGKA
R 2 6 21 24+d(l1-1)
M 2 2 2+d(l-1) 2+d(l—-1)
Ezg 3n+2 ool d+3+1(2d—1) | (=) (dHE) +1+1
M n nd d d
Table 3.2: Join Protocol Comparison
Operation Leave Protocol
Protocol | GDH.2 | TGDH HGKM CGKA
R 1 1 2l — 1 L+d(l—1)
M 2 2 24+d(l—-1) 1+d(l—1)
Ezxg 3n+2 | 3 I2d—1) |24 (I—1)(d4L)
M, n 2n d d

Table 3.3: Leave Protocol Comparison
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ties with some of these protocols. For example Iolus protocol {53] uses clustering
to distribute the group members into small clusters. Iolus protocol neither discusses
suitable clustering techniques nor which criteria it can use to apply the clustering
scheme. Moreover, the protocol does not explain a way to generate a global group
session key and requires intermediary cluster controllers to transfer intra-cluster
communications and to perform key translations. Another example is TGDH proto-
col [43] where the members are distributed in a binary tree. As shown in Section3.6,
the performance of HGKM and CGKA are better than that of TGDH. Furthermore,
each member should store a number of intermediary keys equal to the tree height h.
STR [64] can be considered a special case of TGDH with a special tree structure,

but the generated key has the same format as that of TGDH.

3.8 Summary

In this chapter, a novel framework for a scalable and fault-tolerant key agreement
protocol has been presented. The most important feature of HGKM and CGKA pro-
tocols is the adoption of a clustering structure in key agreement protocols. Using
clustering, we were able to reduce the cost of session key generation/regeneration
and easily isolate any member or link failure away from the other group members.
Also, we could support group communication with heterogenous systems. This
allowed us to develop a solution to the scalability problem in key agreement pro-
tocols. The used approach is an efficient and scalable modified extension of the
well known DH key exchange protocol to a multiparty key agreement protocol. Al-
though, a modified GDH.2 is used as a building block to generate a cluster session
key in the HGKM protocol and the CGKA protocol follows the same line in col-
lecting the members contributions, the generated group session key is different than

that of GDH.2. The efficiency of both protocols is also independent of the building
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block protocol used to generate the cluster session key.

Although HGKM and CGKA were introduced as a solution to the key agree-
ment problem, both protocols offers comparable advantages to the best known key
distribution protocol. Moreover, the storage requirement for each of the members,
using both the HGKM and CGKA protocols are superior to those using key distri-
bution. In fact, the group members in CGKA protocol do not have to store interme-

diate keys to gencrate/regenerate the session key.



Chapter 4

Group Key Agreement for Ad Hoc

Networks

In this chapter, a modification to the framework presented in the previous chapter
is proposed. The modified protocol is suitable for different applications that use
ad hoc wireless networks as a means of communication. The proposed protocol
allows authorized group members to generate their session key without the need
of a trusted third party. Also, it does not require a fixed infrastructure, that needs

either centralized services or a fixed topology.

4.1 Introduction

Ad hoc wireless networks have become an integral part of all kinds of network in-
frastructures. They typically are communication networks that usually do not have
a pre-existing infrastructure and consist of mobile terminals that connect by relay-
ing messages from one point to another via peer devices. This causes links to be

unreliable and the network topology to be dynamic. Additionally, the involved par-
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ties may not have a common history. The lack of infrastructure implies an absence
of central network management functionality, fixed routers, name servers and much
more. This lack of structure in ad hoc networks makes them more vulnerable to at-
tacks than structured networks. This is in addition to the already existing weakness
in wireless networks due to the use of radio waves as the common communication
medium which make them easily accessible through the use of the right kind of
radio.

Ad hoc wireless networks find applications in military operations in which air-
craft, tanks, and moving personnel can communicate through mobile devices. Res-
cue missions and emergency circumstances are also situations where applications
for such networks are beneficial. Other examples include virtual classrooms and
conferences wherein people can set up a network on the spot through their laptops,
PDAs, or other mobile devices assuming that they are sharing the same physical
medium.

In such spineless networks, the exchange of cryptographic keys may have to be
addressed on demand and without assumptions about a priori negotiated secrets.
There are many proposed key agreement protocols designed for wireless networks
based on private-key cryptography. The reason for preferring private-key cryp-
tosystems is that the wireless devices are not fully qualified to perform the heavy
computations required in public-key cryptosystems. However, private-key based
solutions require an on-line trusted third party (TTP) to distribute the session keys.
On the other hand, there are many public-key based protocols in the literature for
group key establishment (refer to Section 2.5) including the protocols presented in
the previous chapter, namely HGKM and CGKA. These protocols have not been
designed with the special nature of ad hoc networks in mind. Moreover, these pro-
togols require many modular exponentiations, which is computationally costly and

may not be suitable with current technology.
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In this chapter, we first present some of the attributes of ad hoc wireless net-
works as well as a brief survey of the related ad hoc network security mechanisms.
A modified key agreement protocol, for a group of communicating nodes in an ad
hoc wireless network, is presented. We also give an authenticated version of our
protocol based on using identity based pairwise key for entity authentication. This
approach has an advantages of not requiring the use of CA. Furthermore, by using a
hierarchical structure, the number of required computations have been significantly

reduced, making it suitable for resource-constraint devices in ad hoc networks.

4.2 Attributes of Wireless Communication Systems

One of the major challenges in ad hoc network security is that ad hoc networks
typically lack a fixed infrastructure both in the form of physical infrastructure such
as routers, servers and stable communication links and in the form of an organiza-
tional or administrative infrastructure. Another difficulty lies in the highly dynamic
nature of ad hoc networks since new nodes can join and leave the network at any
time. The major problem in providing security services in such infrastructure-less
networks lies on how to manage the cryptographic keys that are needed.

When designing protocols for ad hoc networks, whether routing protocols or
security protocols, it is important to consider the characteristics of the network and
realize that there are many “flavours” of ad hoc networks. Ad hoc wireless networks

generally have the following characteristics [36]:

e Dynamic network topology: The network nodes are mobile and thus the
topology of the network may change frequently. Nodes may move around
within the network but the network can also be partitioned into multiple

smaller networks or be merged with other networks.
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e Limited bandwidth: The use of wireless communication typically implies a
lower bandwidth than that of traditional networks. This may limit the number

and size of messages sent during protocol execution.

¢ Energy constrained nodes: Nodes in ad hoc networks most often rely on bat-
teries as their power source. The use of computationally complex algorithms
may not be possible. This also exposes the nodes to a new type of denial of
service attack and sleep deprivation torture attack [36] that aims at depleling

the nodes energy source.

o Limited physical security: The use of wireless communication and the ex-
posure of the network nodes increase the possibility of attacks against the
network. Due to the mobility of the nodes the risk of them being physically
compromised by theft, loss or other means will probably be greater than that

for traditional network nodes.

In many cases the nodes of ad hoc networks may also have limited CPU perfor-
mance and memory, e.g. low-end devices such as PDAs, cellular phones and em-
bedded devices. As a result, certain algorithms that are computationally or memory

expensive might not be applicable.

4.3 Threats and Vulnerabilities in Wireless Networks

In this section, the concentration will be on wireless networks using the radio path
as the transmission medium. The basic security needs are similar to those for wired
networks. However, problems related to these needs are stressed in wireless net-
works due to the use of the radio path. Some of the security threats related to

wireless networks can be listed as follows:
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e Passive eavesdropping is very easy in radio environment. When one sends
a message over the radio path everyone equipped with a suitable transceiver
in the range of the transmission can eavesdrop on the manipulated messages.
The sender or intended receiver has no means of knowing if the transmission
has been overheard or not, so this kind of eavesdropping is absolutely unde-
tectable. In wireless environments the ease of eavesdropping justifies quite

costly procedures to guarantee the confidentiality of the network traffic.

e When a wireless network becomes a part of a wired large network it offers
one interface to the attacker, requiring no physical arrangements, to intrude
on the whole network. This attack ts known in the literature as a transitive
trust attack since if the attacker can fool the wireless part of the network
to trust the mobile he controls, in which case it is very difficult to prevent
any hostile actions taken by the adversary. This makes the need for efficient
authentication mechanisms crucial for the security of wireless networks. In
all cases all parties of the transmission should be able to authenticate each

other.

¢ Due to the nature of radio transmissions, wireless networks are vulincrable to
denial of service attacks. If the attacker has a powerful enough transceiver, he
can easily generate radio interference so that the wireless network is unable
to communicate using radio paths. Protection against this kind of attack is
very difficult and expensive. The only complete solution is to have the wire-
less network physically secure, but this is applicable only in very rare cases.
It is easy however, for authorities to locate the transceiver used to generate

interference, so the attacker has limited time before the transceiver is found.
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4.4 Ad Hoc Networks Security

Ad hoc wireless network security research often focuses on secure routing pro-
tocols, which form an essential component of ad hoc wireless network security.
However, all such protocols assume that key distribution has taken place or in the
best cases they are partially described (see for example, SEAD [35], Ariadne [34],
ARAN [26], SPINS [61]). Only recently there have been some attempts to define

the key distribution problem in ad hoc networks as discussed below.

In [41], Khalili et al. have suggested a key distribution protocol that com-
bines Identity-Based Encryption (IBE) and threshold cryptography to be used in
ad hoc networks.. The proposed protocol does not address clearly how the nodes
involved would authenticate each other in the initialization stage of their proposal,
which can create an opportunity for impersonation attacks right from the begin-
ning. Moreover, there is no concrete method given for generating the master key
(for both public and private master keys). Zhou and Hass [76] introduce the idea
of distributing a certificate authority (CA) through the network in a threshold fash-
ion, at the time of configuring the network. However, the authors do not address
the resource limitations of devices in ad hoc networks as public-key and threshold
cryptography are (in general) computationally expensive and need to be tailored to
the resources and constraints of low-power devices. In [46], the authors propose
acceleration techniques for the key establishment protocols using techniques that
involve the assistance of a base station called Server-Aided Secret Computation
(SASC). In their scheme, SASC is responsible for exchanging information with
the base station to ensure that all expensive computations are carried out by the
server. In such protocols, a prior arrangement of the base station is required and
restricts the independence of nodes in return for assistance from the base station.

A password-based authenticated key exchange protocol has also been proposed by
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Askon and Ginzboorg in [4].

4.5 Dynamic Topology GKA Protocol (DTGKA)

In this section, a framework for an efficient and scalable key agreement protocol,
Dynamic Topology Group Key Agreement protocol (DTGKA) is presented. The
proposed protocol is a modified version of the CGKA protocol [3] presented in
Section 3.5, which is based on multi-level clustering of the universal group into
small, size-bounded clusters.

CGKA was primarily proposed for a group of members with a static topol-
ogy. Since the nature of ad hoc wireless networks is dynamic and there is no static
structure or topology, CGKA is not suitable for ad hoc networks. In the following
subsections, we explain the way CGKA can be modified to be suitable for ad hoc
networks.

The proposed DTGKA protocol comprises of two phases:
1. Organization of the network nodes into clusters in a multi-level structure.

2. Generation of the group session key.

4.5.1 Initial Setting

DTGKA protocol considers that each node is equipped with a secret group identity
key K¢, a one-way hash function H, a strong private-key encryption algorithm E
and certain public parameters for the key generation protocol. The group identity
key guarantees the authenticity of the node as a member of a group, not its individ-
ual identity. Public parameters used are p, ¢, G and «, where p is a prime integer
and ¢ a prime divisor of p — 1. Let G be the unique cyclic subgroup of Z; of order

q, and o be a generator of G.
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The protocol also considers that each node has its local identifier (ID) and has
the ability to compute its weight. The node weight is a numerical quantity which
expresses the current status of the node. There are many factors which affect cal-
culation of the node weight: mobility, battery power level, distance from the other
nodes, values related to the surrounding environment (terrain, temperature, battery
power, etc.) [8]. Since the main concern of the thesis is the protocol efficiency and
since some nodes, in DTGKA protocol, will be required to perform more compu-
tation than others, the factors which affect the computational capability of the node

will only be considered.

4.5.2 Clusters Construction Phase

There are some constraints that should be taken into account while designing a
clustering scheme. First, we have to make sure that all clusters have minimum and
maximum size constraints. A maximum size constraint limits the cluster size to
which effectively improves the protocol performance. Ideally, we want all clusters
to be of the same size so that no clusters are overburdened, or under-burdened, by
the processing and storage requirements of the proposed key agreement protocol,
although this may not be a realistic assumption for ad hoc wireless networks. Our
protocol is flexible enough that it only requires the cluster size to be limited to a
given but arbitrary size and allows for the height of each branch of the structure to
be variable.

In the first step, each node makes its active neighbours aware of its presence by
broadcasting an initial IAMALIVE message, containing its ID and weight encrypted
with Ki, = H(S} '), i.e. the key obtained from applying the one-way function #
to the key generated from the previous key regeneration. Initially, S% = K¢.

Once the nodes have gathered information about their neighbours, the second
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step begins (cluster construction): The heaviest node within a certain region (one-
hop away neighbours) broadcasts another message which will be treated only by
the heaviest node in each region. By receiving this message, the most heaviest d
nodes declare themselves as the whole group leaders and assigns a certain number
to each one based on its weight within the leaders. For example (see Figure 4.1),
the lightest weight node will be indexed as M, and the heaviest weight node will be
indexed as M,. Those nodes (M;;1 = 1, ..., d) constitute the root cluster, ;. Each
member, M, of the root cluster will declare itself as a leader. Then, it broadcasts
to its 1-hop neighbours, except Cp members, a message, IAMLEADER. A node re-
ceiving IAML.EADER message replies with [AMCHILD message to its leader. The
leader confirms its leadership to the first ¢ — 1 children accompanied with an in-
dexing to each node related to its weight. For example the lightest weight node will
be the first node in the indexing scheme, M, ; and the second lightest one will be
assigned as M, , and so on. These children mark themselves as a child to this leader
and constitute cluster C;. Note that the cluster size may vary with the upper limit of
d — 1. The process continues for the members of the second level clusters, namely
each member, M; ;, where j = 1,...,d — 1, broadcasts to its 1-hop neighbours, ex-
cept its cluster members and its ancestor, IAMLEADER message. A node receiving
IAMLEADER message replies with IAMCHILD message to its leader. The leader
confirms its feadership to the first d — 1 children accompanied with an indexing to
each node related to its weight as previously mentioned. Note that if this member
does not receive any reply within a certain period, its status will not change to a
leader but continue as a child; this condition applies to all members including Cj
members. This process continues until children do not get any replies which means
that all members have been assigned a place in a certain cluster. The previous
construction can be seen as considering each member of the root cluster as a root

member of a different tree. As a result, we have d subtrees for a multi-rooted tree.
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The height of the d subtrees can vary according to the distribution of the members
in the network, even within the same subtree. If the distribution of the members is
uniformly distributed within a certain cluster size, we can say that our hierarchical
structure is a well-balanced structure with d-root tree with (d — 1)-ary subtrees each
with maximum height A;.

Calculations in a well-balanced multi-root (d—1)-ary tree: The total number
of group members (n) can be represented as a function of the maximum number of
members per cluster (d) and the height of each subtree (h) as follows:

First we need to calculate the number of members in each subtree as a full

balanced (d — 1)-ary tree as follows:
h

o 1 (d=1)"—1
nij;w—1y =t “.1)
By summing the total number of members in all subtrees (n;), where j = 1,...,d

we can calculate the maximum number of members in the group as follows:
n=n;+n,+...+ng 4.2)

If h; are equal in all subtrees, which will be considered as a perfectly balanced

structure, the maximum number of members can be expressed as:
(d—1r -1
d—2

Note that, in the following discussion, we will use the universal addressing as a

n=dn;=d 4.3)

numbering scheme for the group members. The address of a member in a rooted
subtree is a sequence, for example if a member z in level A > 1 has children,
their addresses are z.1,z.2,.... We define ch(z) as the number of z’s children. If
ch(z) = 0, then z is a member with no children, i.e., it confirms itself as a child.
If all the cluster members (except the cluster leader) are children, this cluster will
be refereed as a leaf cluster. Also, we define L(z) as a leader of the member z.

L(z) = 0 indicates that z is a member of the root cluster.
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Figure 4.1: Distribution of Group Members

4.5.3 Key Agreement Phase

The protocol starts after distribution of all the authorized members into clusters
has been taken place. It should be pointed out that the result of the protocol is
a group session key which is accessible by all group members. Furthermore, the
members of a cluster can communicate securely within the cluster by either using
another cluster session key (wherein the cluster leader adds a different secret value
to the contributions of its children and broadcasts the intermediate values only to its

children) or by applying a strong hash function to its cluster session key.

Session Key Generation

The key generation protocol (Algorithm 4.1) takes place once the hierarchical struc-
ture has been created. In other words, when the members do not receive any replies
from their neighbours and confirm themselves as children. This case can be reached
in each subtree independently, which means that subtrees can start the protocol from

different points. The first phase of the protocol is the same for all subtrees, so the
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steps of the protocol through one subtree will be explained and the same can be
applied to others. The second phase of the protocol starts once each subtree ends
up with a certain secret value known by all the members of the subtree.

For each subtree: the lightest weight child in each leaf cluster, M, ;. ...1 initiates
the protocol by picking a random value 7; ;.1 € Z}p, calculates "% (note

that all the calculations in the protocol are modulo p, as explained in Section 4.5.1)

and sends the result to its neighbour in the cluster, A/, ;, ., here 7 is the index of
its root member, 7 = 1. .. .. dand 3, k, [, ... are indices of its leaders in the path to the
root member, 7,k == 1. ... d— 1. Each member M ;. ; receives the contributions

from M, ;... ;—1 and composes j intermediate values, cach with (j — 1) exponents
and one cardinal value containing j exponents (M ;. can be thought of as a
cluster initiator, which uses « as its cardinal value). For example, as shown in Fig-
ure 4.1, M o 5 receives o™-21 from M; o and produces {121, @22 qr12171.22},
The cardinal value in this example is a™-217-22 by the time the upflow reaches M; »
(the cluster C}2’s leader). Upon receiving this message, M, > adds its secret ex-
ponent 7 » to the message. By adding its secret exponent to the cardinal value,
M, 5 can compute the cluster session key and broadcast the intermediate values
(aM2amz gM22m2y to its children, M, o1 and M 5. All cluster members are then
able to generate the cluster session key 71 o = 271217122,

In the second step, which will be conducted by (evel,_; members, the same
procedure within each cluster will be repeated, namely, cach member in each clus-
ter sends its public share to the next member in the cluster but using the lower
level cluster session key as its secret share instead of picking another random value.
For example the secret share for M; » = 715 and its intermediate (public) value is
a2 = @21 22 1h the down flow messages, the cluster’s leader broadcasts
the intermediate values not only to its children but to all its descendants. This proce-

dure runs from level,_ to level,. The second phase starts when all the members in
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the root cluster are able to share a secret value with all its descendants. Each mem-
ber in the root cluster uses this secret value as its secret share in the second phase
when performing the last part of the key agreement protocol. For instance, in our ex-
ample the secret value for My, 7 = ane™1712 = greiiniiniatenames),
As in the previous steps, each member, M;, in cluster Cj raises the received inter-
mediate values, from its proceeding member in the root cluster, to the power of its
private input and forwards the result to the next member in the cluster. The down-
flow stage takes place when the last member, My, receives the tast up-flow message
and computes the group session key S,. My then raises the intermediate values it
has received to the power of its private key 7y (73 in our example) and broadcasts
the intermediate values to the other members, M, ;7 € [1,d — 1, and their descen-
dants. At the same time M, broadcasts its cardinal value (of course before adding its
secret exponent) to its descendants. For example, Mj broadcasts o172 to its descen-
dants {M31, M31.1, M312, M31.1.1, Ms112}, who have the value 73, broadcasts
Q™™ to M, and its descendants {Ms1, Ma11, Ma12, Moy 11, Mai12, Mar21},
who have the value 7, and broadcasts o2™ to M, and its descendants {Mi.1, My,
My, Mi12, My 91, My 22}, who have the value 7;. At this time all the group
members are able to generate the group session key, S,, = o’1"*"3, In practice, the
generated session key is not used directly as a secret key for the subsequent pri-
vate key encryption. Instead, we might hash the generated session key, Sy, to get
a suitable length of the key. For cxample, if the generated session key, S, will be
used as a symmetric key for AES-128, we can apply a cryptographic hash function
like SHA-1 to S, to yield 160 bits that might have better randomness properties
than that of S,,. Now we can use, for example, the first 128 bit to get the 128 bits
AES-128 key.
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Algorithm 4.1 Initial Key Generation Protocol (DTGKA)

INPUT : 1, d, C,
OUTPUT:S,, = {a" 774}
1. For i1=1to d
12 IF ch(y) =0 then My «+—r, €G
1.3 For euch clusier, where Ch, . s the cluster size
131 Fory — 110(Chus — 1)

7 f{r.}
13107 My = My {a ™ gep g, ™™}
].32 ]\/[y+[ - ‘/\/[L(/.U ;,]) : {Oz Tk [k€[17y+1],afrl ’ry+|}

133 Migin = {Mugan}s : {ommom Tty

Tk

134 T(yp1) — QEL@HITIT2 Tyt
2IFL(y+1)#0
2.1Gotol3
2.2 Else
221 Forz=1tod—1
2200 M, = M, : {aﬂéﬁkeu’yhaﬁu.ry}
222 My = {M,, {M.}s)eepa—y} : {7 )
2.2.3 My = { My}, : {am-ma-1}

4.5.4 Security Analysis

In the previous protocol DTGDH, it is assumed that neighbouring nodes have au-
thenticated each other, or at least verified each other’s group membership, so that all
messages are known to come from authentic members of the group. Consequently,
it can be claimed that DTGKA protocol is secure against passive attacks, given the

intractability of DHP or generally DLP, which is believed to be hard problem. This
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assumption is realistic for different applications where the network is physically
secure or when the communication channels are tamper-resistant.

On the other hand, it should be mentioned that DTGKA protocol is not secure
against active attacks. Generally speaking, the design of key agreement protocol,
where many parties are involved in a joint activity, allows dishonest adversaries to
behave in arbitrary devious ways!. Thus, we need to ensure the identity of the par-
ticipating parties. Most of the authenticated versions of the previous key agreement
protocols used a signature for authentication, which is very costly (signature and
verification). The weaknesses of using a pairwise long-term key for authentication
has already been pointed out in [60]. In Section 4.6, an authenticated version (A-
DTGKA) of DTGKA protocol is proposed, which is based on using identity based

pairwise key and which addresses the issues and constraints mentioned above.

4.5.5 Performance Analysis

Beyond the security of the system, the complexity of the protocol (communication
and computation) has always been an important issue when designing group key
management systems. In ad hoc wireless networks, both communication costs and
computation costs are important factors that should be taken into account when
designing a secure protocol. On one hand, the mobile devices are often small and
portable, and therefore, do not have much memory or computational power and they
are probably not tamper-resistant. On the other hand, the connections in ad hoc
networks are usually unreliable. Consequently, the number and size of messages
should be reduced as much as possible, especially muiti-hop messages. In DT-

GKA protocol, the total required computations are distributed among all the group

A formal analysis for group key agreement protocols, including HGKM and CGKA, will be

presented in Chapter 5.
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members, which reduces the required computation power for each member. Al-
though the number of required messages may be larger than that of the flat settings
(GDH.2, Hypercube, Octopus, etc.), most of the manipulated messages are one
hop messages, since the protocol confines the cluster members to the neighbours
with one-hop distance. One-hop messages are much more reliable than multi-hop
messages. Also it should be noted that the message size is much lower than that
of the flat settings which reduces the required bandwidth. Finally, the efficiency
of DTGKA protocol is based on the clustering scheme, which in most cases should
provide better performance. As discussed in the previous chapter. the best efficiency
can be achieved when the hicrarchical structure becomes fully balanced, i.e., all the

clusters have approximately equal size and the number of levels is not too large.

4.6 Authenticated DTGKA (A-DTGKA)

In this section, an authentication of DTGKA protocol will be presented which uses
identity-based pairwise keys for entity authentication. In this scheme a master key,
&, can be stored distributively in order to minimize key escrow [27] with the trusted
authorities (TAs). The expected group of nodes that would join the network will get
their private keys from TAs, such that the private key of a user A can be computed
as: SQua = S1Qa + SoQa + -+ + SQa, where the parameter Q4 = H(IDy)
and k is the number of the TAs in this scheme. Once every user has received the
respective private key, every node can compute the pairwise shared secret key using
the properties of Weil Pairing? (as proposed in [56]). For example user A and B

can compute:

e(SQa,Qr) = e(Q4,5QB) = e(Qa,Qp)°

2For a brief description of Weil pairing properties, refer to Appendix B.
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Kap = e(Qa,Q8)°

The identities of the users are assumed to be available publically. The shared secret
key that is computed is a bilinear map é : G; x G; — G, where G; and G, are
groups of some prime order g, where g is chosen to be very large number. To get a
shared key we can apply a strong hash function to the resulting shared secret, i.e.,
K 4p = H(kag). Using this scheme, each pair of parties are able to have a shared
secret kev without any information being passed and without the risk of any attack
(like man-in-the-middle) during information sharing as in the case of conventional
two-party key agreement protocols. Finally, each member can authenticate itself to
the others by merely encrypting, the transmitted messages using the pairwise shared
key.

Below, we will describe the authentication scheme used for one cluster only,
which can be applied to the entire group by a natural extension (Algorithm 4.2).
In the following, Ex(m) means that the message m is encrypted with a key K.
As an example, we consider have a cluster with four members, namely, A, B, C,
D in which that D is the cluster leader. As usual, A picks a random value 74
and calculates "4 but instead of sending this value to the next member, it sends
{Ek,x (@ [ ID)NDa |Ex,o(ID4) |Ex,,(IDA)}, where 1D, is the identity
of the member A, and || refers to a concatenation of two messages. Note that the
member ID has been appended in plain-text to inform the recipient that this mes-
sage is coming from A. Upon receiving this message, B checks the transmitter ID,
uses the shared key with this member to decrypt the encrypted message. Finally B
compares the encrypted ID with the plain-text one. If the check passes, A is au-
thenticated by B, and since only B can decrypt the message, B is also authenticated
by A. After the successful check, B proceeds with the second round of the protocol.

B calculates a"8,a"4"8 and forwards the rest of the message it has received with
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its contributions to C, namely {Ex,.(a™|a"8||a"4"8||IDg)||IDp||K ac(ID4)||
Kpp(IDB)||Kap(ID4)}. Note that the last two parts of the message are used
to authenticate A and B to the cluster leader D. Upon receiving this message, C
checks the identity of the transmitter, decrypts the first part of the message using
the shared key with the transmitter where it is able to authenticate both A and B. C
then calculates its contribution as mentioned in the DTGKA protocol and sends to
D: {Ergp (0772 ||am70||a77 [[o? 7)1 D By (ID) By (1Da)}. As
a last round, the cluster leader (D in our example) sends the following messages to
its children:

D— A E[(A[)((‘YTBTC”)H]DD)“I.DD
D— B: EKBD(CYTATCTD”[DD)”[DD
D—(C: EKCD(QTBTATD”IDD)“IDD

Upon receiving these messages, each member (A, B, C) checks the identity of
the transmitter, decrypts the message and compares the transmitter identity in the
cipher-text with the one in the plain-text. If the check passes, each member (A,
B, C) can authenticate D. This allows for a pairwise authentication of the cluster
leader D by its children. Also all the children can calculate the cluster session key,
S, = «a’aTBT¢™> For the upper level clusters, the previously mentioned authenti-
cated version will be repeated between all the cluster members. The only difference
exists in the last round. In DTGKA protocol, the cluster leader broadcasts the final
message to its children and their siblings. In A-DTGKA, the children decrypt the
message and check the identity of the transmitter, re-encrypt the message using its
cluster session key and resend it to its children. For example, (see Figure 4.1) in the
last round (for this cluster) M, sends E, , ,, ,(a">1"212||IDy1)||I D2y to My14
and its siblings (M2.1.1.1, M2.1.1.2). In this case M, decrypts the message and re-

encrypts it using its cluster session key, K1, where, Ky, = 2117211172112
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Algorithm 4.2 Authenticated DTGKA (A-DTGKA)

INPUT : a, p,Ei, Di, H, silien i), IDiliepin, €(Q, Q)
OUTPUT: S, = {an72-"n}
1. Initial setting: Each member, M;, does the following:
1.10Q; =H{UDy)
1.2 5(0; = $10); + 820 + ... + s1Q;
1.3 K = e(sQi, Q)ljeln,m g
2. Round i, i € [1,n — 1]
2.1 M; selects r; € Z;
22 M; M Byay(M || 1D:) | 1D; || By (IDs)|jeqm it} Miv

Where M = {a™% * |zeq, @™}
2.3 M,y Checks 1D; and calculates Dy 1y(Eqyi1y(M || 1D;))
2.4 M; ., Compares 1 D; with the encrypted 1D,
2.5 If the check passes go to 2.1
2.6 Else stop and send Error message.
3. Round n
31 M, Eq,(

{a r1 ;;’rn

licwm} || I1Dn) | 1D M;

3.1 M; Checks ID,, and calculatest(Em({ar o licin} Il 1Dn)
3.2 M; Compares I Dy, with the encrypted ID,,
2.5 If the check passes calculate S,,(M;) = {a 7>}

2.6 Else stop and send Error message.

This process continues up to the root cluster, as in DTGKA. Achieving authen-
tication through private-key encryption makes A-DTGKA more efficient than the
authenticated protocols which use a signature scheme, which is known to be very

costly and more robust than hash-chains and time-synchronization authentication
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schemes.

The protocol described above is an authenticated key agreement protocol which
is based on hierarchical authentication. That is, each member authenticates its upper
level members through its leader and authenticates its lower level members through
its children. Although A-DTGKA does not provide a mutual authentication be-
tween all communicating parties, we believe that hierarchical authentication can be
suitable in practical applications, like the hierarchical structure of trust which exists
in military applications. Meanwhile, A-DTGKA can he modified to provide mutual
authentication for all the communicating parties, but this will make the protocol

more complicated and it can reduce protocol efficicnicy.

4.7 Summary

In this chapter, a proposed key agreement protocol that is efficient, robust and con-
formed the constraints and characteristics of ad hoc wireless networks was pre-
sented. The proposed protocol is a modification of the CGKA protocol presented
in Chapter 3, where the distribution of clusters through the network is arbitrary and
flexible to accommodate the dynamic nature of ad hoc wireless networks during
the life of the session. An authenticated version of the DTGKA has also been pre-
sented. A-DTGKA is based on using Weil Pairing, where the pairwise shared key is
generated without exchanging any messages. Moreover the mutual authentication
comes through private-key encryption which is more efficient than using digital sig-
natures. We did not address the question of the maintenance of the secret keys after
membership changes, as they can be treated similar to those of CGKA protocol
presented in the previous chapter.

Another point worth mentioning is that our proposal provides an easy solution

to the mobility issue as if a member needs to move to join another cluster within the
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group, he only needs to obtain the local parameters of this cluster and the cluster
session key as well from the cluster leader encrypted by the global group session
key. In this case, the member indexing should be changed according to its new

cluster.



Chapter 5

Formal Security Analysis

In this chapter, a formal discussion of the security of the Group Diffie-Hellman
(GDH) family of protocols is presented. Specifically, the formal security require-
ments for this family of protocols are discussed. A simple model for the analysis
of this family of protocols is presented. Analysis of the Cliques Protocols is given
as an example of the application of the proposed model. This analysis points out
some weaknesses of the GDH protocols and possible attacks. Finally, we suggest

modifications to these protocols that can avoid the discovered weaknesses.

5.1 Introduction

Authenticated two-party key agreement protocol allows two principals, A and B,
communicating over a public network, and each holding a pair of public/private
keys, to agree on a session key. Protocols designed to deal with this problem ensure
A (B resp.) that no other principals aside from B (A resp.) can learn any information
about this key or has the ability to calculate it. Some protocols, additionally, provide

a key confirmation property which ensures A and B that their respective partner has

100
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actually computed the shared secret value.

A natural extension to the above protocol is to consider a pool of principals
agreeing on a session key. As it was discussed in Chapter 2, there have been several
proposals that have been tried to extend the two-party Diffie-Hellman key exchange
to n-party settings, such as the well-known Cliques cryptographic suite [5, 65, 66].
The authors of the Cliques suite have claimed that ”If a 2-party DH key is indistin-
guishable from a random value, then an n-party DH key is also indistinguishable
from a random value”. So, most of their efforts were dedicated to the improvement
of their protocols’ performance in terms of bandwidth and computational require-
ments. Meanwhile, they exhibited only a heuristic analysis for the security of their
protocols, which have been found to be flawed [59, 60]. These flaws are indepen-
dent of the strengths or weaknesses of the used cryptographic algorithms, but are
instead caused by the higher-level structure of the protocol itself where the nature
of a session between a pool of principals is completely different than that between
two principals.

One way to avoid many of these flaws is to make use of provable security
methodology. The main goal of this approach is to provide a provably secure pro-
tocol, which up to formal representation assures the fulfilment of the security re-
quirements of the protocol. It should be however noted that a particular care should
be given to details and definitions of protocols using such analysis.

Pereira and Quisquater [59, 60] (PQ-model) have performed an analysis of the
Cliques protocol by reducing the secrecy problem to a problem in linear algebra.
They were able to demonstrate that a secret key can be compromised by a dishonest
former member, even if it no longer belongs to the group. Although the authors
follow a systematic way to analyze the protocol, their analysis is based on a wrong
definition of the protocol as well as its intended requirements. As a consequence,

most of their pinpointed attacks are unrealistic. In the rest of this chapter, a formal
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model for the analysis of the family of key agreement protocols, based on group
Diffie-Hellman (GDH) family, will be presented. The approach can be considered
in the same line as that of the PQ-model, however, the reasoning and definitions of
the known information and the intruder capabilities are completely different. Also,
we should mention that the proposed approach is general and can be applied to any
protocol that lies in the family under discussion. Using this approach, we are able
to discover some practical attacks upon the Cliques family (as an example of GDH
protocols). Also the approach leads to the main reasons behind these attacks and

how they can be avoided.

5.2 Properties of Group Key Agreement Protocols

It has been pointed out [50] that it is difficult to design cryptographic protocols and
guarantee their security, given the complexity of protocols and environment within
which they work. Many problems with security protocols arise, not because the
designed protocol did not satisfy its requirements, but because the requirements
were not well understood in the first place. Before we can determine whether or
not the intended key agreement protocol satisfies its requirements, it is necessary to
determine carefully what those requirements are.

Let us first explain the key agreement protocol wherein we can specify its re-
quirements: roughly speaking, the execution of any key agreement protocol allows
a group of n users to contributively generate a shared group session key. This key
should remain secret (i.e. no one outside the group should learn the key) even in
the presence of an active intruder. Moreover, the protocol must provide key authen-
tication and freshness. The main desired security properties for any key agreement

protocol are as follows:
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1. Implicit Key Authentication:

Let R be an n-party key agreement protocol, Mthe set of protocol parties,
and S, is a secret key jointly generated as a result of R. We can say that R
provides Implicit Key Authentication if each M; € M is assured that no party
M, ¢ M can learn the generated key or be able to calculate that key using
the manipulated intermediate messages, unless helped by a dishonest group
member M; € M. This property does not mean that the group members have
any knowledge of the group key at the end of the protocol, nor that they agree
on tts value. Also, it does not imply tfor a group member that any member

executed a session of the protocol.

2. Perfect Forward Security

A protocol R provides Perfect Forward Security, if the compromise of any
long-term secret keying material does not allow the compromise of the past

session keys.

3. Resistance to Known-Key Attacks

A protocol is said to be vulnerable to a known-key attack if compromise of
past session keys allows either :1) a passive adversary to compromise keys of
other sessions or :2) an active adversary to impersonate one of the authorized

protocol parties.

4. Key Confirmation

The Key Agreement Protocol is said to satisfy the property of key confirma-
tion when at the end of the protocol, each member of the group is assured that
the other member(s) actually has possession of a particular secret key. Tech-

nically speaking, when both implicit key authentication and key confirmation
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are held by a Key Agreement Protocol, the property of Explicit Key Authen-
tication is obtained, i,e., when one party has assurance that only a particularly
identified other party actually has knowledge or possession of the generated

key.

The first glance at these requirements gives an impression that these require-
ments are very similar to those requirements of a two-party key exchange protocol.
But when we look at these requirements more closely, we can see some important
differences. These differences comes from the fact that the notion of “sesston”,
which is so important to 2-party protocols, does not exist, at least in the same sense,
for group protocols. For example, in a pairwise protocol, a session is determined by
two communicating parties and if one of the two members leaves, the whole session
will be ended.

As the first requirement states, keys should not be learned by anyone other
than the communicating parties, and a key should be unique to a certain session.
However, group protocols usually do not have such a notion of individual sessions
strongly tied to parties and keys. Instead, the paradigm is of a group which parties
may enter and leave a group at any time. However, the incoming party should have -
no access to the old keys, and the leaving party should not have access to new keys.
Moreover, keys may be updated for other reasons, like periodical key refresh, that
have nothing to do with the group composition. Dealing with this situation is a
little bit harder than that of two-party settings, since to fulfil this property we have
to determine clearly what is the view of the present session i.e., who is actually par-
ticipating in the present session. Moreover, the deleted or new members should be
considered as outsiders for the present session.

The second property was traditionally used in a two-party settings, where no

messages were manipulated in the past. This is natural since the two parties cannot
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exchange messages before agreeing on the used key. However things are slightly
different in a group setting where the manipulation of a message can alter the view
of the key of one particular user, while all the other group members are computing
the same key. This manipulation does not prevent these last users from communi-
cating.

The third property has no meaning in two-party setting, since in practice, the
used key is per session only. The session key can be changed at the beginning of
each session to guarantee the freshness of the key. This procedure is very costly in
the case of group communication, which suffers from a large group size and fast
membership changes.

The last property is very critical in the case of group communication, similar to
that of two-party communication, to prevent man-in-the-middle attack. Although
this property requires one more round to achieve, it is more costly in the case of
group communication than that of two-party communication. But we have to be
careful with this property, since the common solution of exchanging a fixed message
between users encrypted with the agreed session key is insecure. Partial information
about the session key can be easily obtained from this exchange.

We should reemphasize that the previous requirements should have the ability
to be fulfilled under very adverse conditions. In general, it is assumed that the
intruder has complete control of all communication channels (which is practical,
since most communication passes through insecure networks like the Internet), and
thus can read all traffic, destroy or alter traffic, and generate traffic of its own. Also,
we should not suppose or consider that the computational power of the intruder
is lower than that of the most powerful member. However, it is not necessary to
assume the existence of multiple attackers, because together they have no more
abilities than the single powerful attacker. It is also usually assumed that some

users are cooperating with the intruder, and thus that intruder will be able to perform
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operations that are also available to honest users (we will not consider this attack
in our discussion). Protocols which consider this situation are referred to in the

literature as “Byzantine Agreement” [57].

5.3 Survey of Provable Security Techniques

From the previous discussion, it is clear that the design of security protocols, es-
pecially those used to secure distributed groups in a very hostile environment full
of active attacks, is a particularly hard task. In this section, a brief discussion of
the two approaches used for analysis, and proot of the security of cryptographic
protocols is presented (for more discussion see [2]):

The Computational Approach: This approach is based on the framework of
computational complexity theory. Where keys, plaintexts and ciphertexts are just
strings of bits; an encryption function is defined as an algorithm and the adversary
is essentially a Turing machine with enormous capabilities. The proof of security of
these protocols is defined through the success probability of the adversary, which
is based on its capability. With regards to proving the protocols concerned with
exchanging a session key between players, the first model was initiated by Bellare
and Rogaway who modelled two-party and three-party key distribution [10, 12].
In this model, the instances of a player are modelled via oracles and the capability
of the adversary are modelled through queries to these oracles. This model was
extended to the authenticated two-party Diffie-Hellman key exchange by Blake-
Wilson et al. [14] and extended further by Bellare et al. to deal with password-
based authentication 2-party key exchange [11]. More recently, Bresson et al. fur-
ther extended these methods for the analysis of authenticated group key agreement
protocols [16, 17]. Although a security proof using a computational approach is of

some value, it is still only a heuristic proof. In particular, these types of proofs do



5.3. SURVEY OF PROVABLE SECURITY TECHNIQUES 107

not rule out the possibility of breaking the scheme without breaking the underlying
intractability assumption. Nor do they even rule out the possibility of breaking the
scheme without finding some kind of weakness in the cryptographic functions used,
such as the one shown by Cramer and Shoup [25] in the case of hash function.
The Formal Approach: The main purpose of a formal model is to examine the
ways that malicious attackers can interfer with a security protocol and cause it to
malfunction. These methods suggest ways to defeat theses attacks. A number of
methods were developed during the last decade for the formal (or logical) analysis
of security protocols. Many of them are based on staze exploration, that is they try
to find as many paths through the protocol as possible, in the hope that, if there is an
error, it will be discovered. But, since the search space offered by a cryptographic
protocol is infinite (specially in the case of secure distributed communication), this
search alone cannot guarantee security if no attack is found. Other approaches are
based on the use of Logics [68]. They allow proofs to be obtained for arbitrary size
configuration, but they often require particularly error-prone formalization steps
and do not provide the same support in pinpointing problems as the direct gen-
eration of counter examples. In [70], P. van Oorschot extends and refines BAN
logics [20] to examine and analyze some of Authenticated Key Agreement proto-
cols. He formalizes 6-common goals and checks whether these protocols, under
analysis, fulfil these goals or not by idealizing these protocols and checking each
protocol through the proof of some lemmas. Although the formal model used in
analyzing these protocols have proved that the protocols have fulfilled the required
goals, it fails to discover possible active attacks and so it fails to manifest how to
modify these protocols to avoid these possible active attacks. Recently C. Meadows
[49] has performed the analysis of the A-GDH.2 protocol [5], adapting her NRL
protocol analyzer [48] by extending the power and scope of its theorem-proving

capabilities. At the same time (and independently), Pereira and Quisquater [59, 60]



108 CHAPTER 5. FORMAL SECURITY ANALYSIS

introduce another formal model (PQ-model) to analyze protocol suites extending
the Diffie-Hellman key exchange scheme to a group setting and was presented in

the context of the Cliques project [66].

5.4 New Approach to the Analysis of GDH Protocols

In this section, we introduce a new approach for modelling and analysis of GDH,
which can be extended to the proposed protocols (HGDH, CGDH). The proposed
approach is based on the tacts learned from the previous attempts in analyzing the

key agreement protocols:

1. The security of the 2-party DH key exchange protocol does not imply the
security of n-party DH protocols. In other words, the confidence of the secu-
rity of the 2-party DH-protocol should not be directly extended to the n-party
DH protocol due to the difference of the requirement definitions and conse-

quences which were mentioned in section 5.2.

2. The concurrent conduction of the group key agreement protocol adds addi-
tional consideration to security requirements. For example, we have to con-
sider the interleaving attacks, where the attacker uses selective combination

of information from ongoing protocol executions {52].

3. The intruder capabilities can be mapped to the given (publicly transmitted or
broadcasted) data and also to the available services which enable intruders
to attack the protocol. The last part should consider active capabilities of
the intruder, where it can inject a new message, reorder existing messages,
force an honest member to produce a certain message, and duplicate or delete
certain messages. In summary, we have to consider that the intruder has

complete control on the transmitted messages.
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Naturally, cryptographic protocols cannot be stronger than the cryptographic prim-
itives they employ. Consequently, security protocols can also contain flaws that are
not a consequence of some cryptanalytic flaws in the used algorithms, but are in-
stead caused by the higher-level structure of the protocol itself. Thus, such flaws
are more or less present despite the choice of the cryptographic functions used to
implement the protocol. In this model, it is assumed that the individual underlying
cryptographic primitives, DDH in the protocol, to be analyzed, are secure and are
not vulnerable to attacks. So we restrict our analysis to attacks and flaws in the
protocols themselves.

The model can be summarized in the following steps:

1. Definition of the Protocol

The first step is to describe the required steps to conduct the protocol and,
carefully, describe the role of each user. Moreover, the secret data and the
goal(s) of the protocol must be specified. Concurrent steps must be differen-
tiated from serial ones. Each protocol has certain assumptions that should be
followed correctly. Also the requirements which the protocol is intended to
satisfy should be specified. As has been mentioned earlier, it is impossible
to design a protocol that fulfills all the security requirements for all applica-
tions. Consequently, the analyst should limit the analysis to certain specified

requirements.

2. Passive Intruder Capabilities

By passive capabilities, the model addresses the available data to the intruder.
The publicly transmitted and/or broadcasted data and the publicly stored data
must be specified. This data is a result of one or more steps performed by an

honest member through the conduction of the protocol and it will be referred



110 CHAPTER 5. FORMAL SECURITY ANALYSIS

to as Honest Services (Sy)'.

3. Active Intruder Capabilities

The active capabilities (injection, reordering, deleting, etc.,) of the intruder
should be clearly specified. These capabilities will be referred to as Intruder
Services S;. The services, where the intruder forces (or tricks) an honest
member (or simultaneously more than one member) to perform a certain ser-
vice or to reveal some information such that the intruder can obtain some data

he could not otherwisc obtain, will be known as Forced Scivices (55).

4. Protocol Analysis

At this step we need to check if the intended protocol requirements have
been fulfilled or not and to verify if any secret has been divulged through the
conduction of the protocol or not. The check is performed through a certain
linear system of equations where the variables are known data and a specific
formulation of the available intruder services (Sh, S;, Sf) and the unknown
values are all the secrets in the protocol. Each requirement can be fulfilled
if a certain secret is not divulged through the conduction of the protocol, so
each requirement will be analyzed separately, in other words each secret will

be checked separately.

5. Security Proof

This system of equations can now be checked, if it is inconsistent (there is no
solution), then we can prove that the corresponding requirement is verified.
If this is not the case, i.e., there is a solution to these equations, then a certain

attack can be constructed, even if we could not build this attack. In the later

The word ‘honest* means that a member proceeds exactly according to the protocol being veri-

fied and does not divert from the protocol specifications at any moment.
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case we have to go back to step 1 and try to modify the protocol to defeat this
attack. In the end, if the system of equations of all the requirements (protocol
secrets) are inconsistent, we can say that the protocol is secure (can fulfill the

specified requirements) in our model and under ceratin assumptions.

5.5 Modelling of GDH Protocols

In this section, a formal model of the GDH family is presented. By this family, we
mean protocols that use a modular exponentiation as primitives to generatc & group
sccret key. These protocols do not use any other cryptographic primitives like sig-
nature/verification or/and hash functions through the calculation of the secret key.
These protocols use abelian cyclic groups G of prime order p as their underlying
field. The security of these protocols is reduced to the intractability of the DLP and

its equivalent DHP.

Definition 5.1 Let G be a finite cyclic group of order p. Let o be a generator of G,
and let § € G. The discrete logarithm problem of (3 to the base o, denoted log,, 3,

is the unique integer ;0 < x < p — 1, such that § = o”.

5.5.1 Protocol Description

A description of GDH protocols is first presented. Generally, these protocols con-
sist of two steps: the first step considers gathering the contributions from all par-
ticipants. These contributions, r; € G ;¢ = 1...n (where n is the total number of
participants) should be collected in secret.

For example, using a multiplicative group, the secret r; is collected in the form
of a™ mod p, where « is the generator of the group. This step can be done generally

in two different ways. The first one (unicast) as simple as a member updating the re-
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ceived message from its previous member by adding its public share and forwarding
this piece of information to its neighbour. In the second way (broadcasting), group
members, or subset of the group members, simultaneously broadcast their contri-
bution to the other group members. These contributions may be based only on the
members’ public shares or based on their current information. The second step
is the construction of the common secret as a function of members contributions
F(ri,m2,...,r,). In the authenticated version of these protocols a long-term pair-
wise shared key, K;, is used in different ways to authenticate participant M; to M.
It can be checked that the message sent during the execution of the protocol can be
expressed as o raised to the power of a product of the subset of secret contributions
of all participants. We can now distinguish between three types of variables each

participant, M;, has to deal with during the execution of the protocol:
e Secret contribution (r; € Z}).
e Pairwise shared long-term key with participant M; ().
Oy Ory g
e amif;€[l,njoram ;€ [1,n]

Note that the first and second variables should be kept secret all the time, while the
last variables are transmitted in plain form during the execution of the protocol. We
can consider r; as a secret share of participant M;, while o™ is its public share. As
mentioned betore, there are different ways to collect the participants’ contributions
and also there are a different functions F to construct the common secret. Since
the aim of the intruder, in this family of protocols, is to get as much information
which enables it to calculate the session key, we will only consider the multiple use
of random variables and/or the long term-key in our model. From the above, we

can claim that this family of protocols manipulate two types of variables:

e Secret variables S = {rr,ri, Kijlijeqi,n)izi}
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o Public variables P = {Hr?} and {H?_i]{i‘zli,je[l,n],i;éj}

The term r; in the first set is the intruder secret share, which can be inserted at
any stage of the protocol. This term will be considered, by the honest members, as
an honest member’s secret share. Note that both secret variables s can be manip-

1 The gencrated secret key at the end of the

ulated by itself s or its inversion s~
protocol is calculated as S, = «™"™ ™. Beside these manipulated variables, the
group members use other variables most probably in the last round, these variables
enable each member to calculate its view of the geuerated session key. Since these
secrets are required to calculate the session key and they are the main target of the
intruder, these variables will be called Required Secrets Rs. In protocols where the
group members are distributed in a hierarchial structure, a low level generated se-
cret can be used as a secret share of upper level members. For example, if the group
members are distributed in different levels, where at a certain level the number of
members is d, the generated secret will be Sy = o™ "2~"<, This generated secret
will be used by the upper level member as its secret share and its public share will
be a®™""¢, This process can be repeated according the group structure. In these
protocols, one assumes that there is a bijective mapping from the generated secret

in one round, which is an element in G, to the random element used as a secret in

the subsequent round, which is an element of Z;.

The last step of the protocol description is to formulate the requirements which
the protocol intends to fulfill. We consider in our analysis that the analyzed pro-
tocol is an authenticated one, which means that it should fulfill all the previously
mentioned requirements. During the analysis, we will check each requirement in

turn,
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5.5.2 Intruder Capabilities

As mentioned earlier, we consider the existence of an active intruder who controls
all the communications between the participants. So the intruder can perform or
access services (Sp, S; Sy). If we consider that S; and P are the subset of S and P

that are known to the intruder, we can then discuss the available services as follows:
1. Sy, Pr=P
2. Ifse Syandp € P, then S;(M;) = sp e Py
3. If s € Sy, then S;(M,) = szp € Py

The first intruder capability, S, model the passive intruder, who is able to inter-
cept all the public variables result from correct execution of the protocol by honest
members. While the second service .S; represents the intruder capability, who ex-
ponentiates an element of P; with a known element of S;. The service Sy models
capabilities of an active intruder, where p € P, represents the result from the com-
putation executed by the preceding member. If the intruder deletes the preceding
member results and inserts a totally different value s, then p = 1. Since honest
members have no means to check whether the messages it has received is a correct
message or not, we can consider that this assumption is correct. The only condition
to accept this assumption is that the inserted values are elements of the underlying

algebraic group G.

5.5.3 Security Check

After protocol description and modelling of the intruder capabilities, we model the
known variables and the intruder capabilities as a set of linear equations and check

whether these set of equations has a consistent solution or not. Finding a solution to
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this set of equations implies that the intruder is able to construct a practical attack
to the protocol, which leads to the calculation of secrets, and finally enables the
intruder to calculate the session key. The building of this set of equations is based
on the secrets that the intruder wants to access and it is controlled by the protocol

assumptions.

5.6 Analysis of Cliques Suite

In this section, the proposed model will be applied to analyze GDH.2, which is ¢ne
of the protocols presented in the Cliques suite. During the analysis, the validity of

each requirement is checked in turn.

5.6.1 Implicit Key Authentication

In this discussion, we will consider two cases. In the first case, the intruder is not
a member of any group. We can consider this case, when a new member joins the
group and we need to check whether this new member can calculate the current
session key or not. In the second case, we consider the situation where the intruder

was a legitimate member of some previous session.

The Intruder is a Non-Legitimate Member

In this case, we have to discuss the existence of an intruder in all possible sessions,
i.e. during initial key generation, member join and member leave and check whether
the intruder is able to access any secret information which enables the intruder to
calculate the generated secret or not. As described in Section 4.5, the first step in
the analysis will be the protocol description. We consider a session of the protocol

with n participants. The intruder has no information related to the present session,
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i.e., the sets Sy, Py are empty. The intruder may have access to some public infor-
mation from the previous sessions. But this information will not help him in the
present session. To get any valuable information from the manipulated message,
the intruder has to solve the DLP, which is believed to be a hard problem. As the

protocol assumes, the public and secret values can be summarized as follows:

S = {TI)T‘Q)-..,Tn4177‘77,[(1n7 ’T‘n]((n«]')n}
S[ = ¢
R = {nK e )

As the model describes, we need now to express the system of linear equations,
based on the given information, to check if the given information enables the in-
truder to get access to any of the elements in the set Rg. Each element in Rg has to
be checked separately. For example, if we need to check the secrecy of ry Ks,,. The

set of linear equations can be represented as follows:

i = i€ l,n—1],i#2
r9 =1

Tﬁ-I-Z?:_frnKm =0 t€[l,n—1],1#2
TnHon = —1

T din = 0 i€ l,n—1]i#2

It can be observed that this set of equations does not provide any new informa-
tion other than it assumes a balance of 75 and 7, K»,. Hence, we can say that the
intended element of RBg can not be obtained from the available information, and
hence the session key is kept secret. Application of the model to any element in Rg
is straightforward and gives the same result. We can say then that the intended pro-
tocol satisfies the implicit key authentication when the member is not a legitimate

member of any session.
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The Intruder was a Legitimate Member

Now, we consider the case where the intruder was a legitimate member of some
previous sessions, then it is evicted from the group. The case where the intruder
was a legitimate member of a very old session (i.e. there are many membership
changes and consequently there have been much of key regeneration processing
separating the present session from the session where the intruder was a legitimate
member) can be considered as the previous case.

As a simple scenario, we assume a first session of the protocol in which M, My,
My, My are the intended participants (M3 being the group controller), and in the
second session, the member M; has been evicted. In the second session (as it was
explained in [5]), the group controller (M3) picks another secret share (73) and raises
the stored intermediate messages with 75 and the long-term key (Kj3; 4 = 1,2) and
sends the result to the remaining group members (M;, M3). So, the sets of interest

become:

S {r1,72, 71,73 K13, 73 K03, 73 K3, 73 K13, 73 K93}
St {"“I,KI?,}

_ —1 -1 4
Rs = {nKy,rnKy, s}

Removing the variables known by the intruder will helps in the analysis and will

not affect the result. The remaining set of interested variables will be as follows:

S
Rs

{7”1,7"2, r3Ki3,m3K03, 73, 73 K13, 7‘3K23}

{r K3, raKg' s}

Now we check the security of the elements of the set Ry. We build the linear
systems, one for each secret. We will give the example of the verification of the

secrecy of roK53'. The linear system corresponding to this secret can be written as
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follows:
™ = 0

e = 1

raKis + 13Ky +13 = 0

3 K13 +13K3 = 0

raK3 +7r3K;3 = 0
r3Kog + 3Ky — —1

There are two different solutions to this linear system:
L. 1y =y =1, m3Kog = —1, 7 vyl 5K 3 = 13K = 0.
2. I'y == T3 = 7',;3,.[\/13 = 1, 7’3](13 == 'I“;z /\/23 == “1, Ty = 7‘3[(23 = 0.

To build attacks related to these two solutions, we have two scenarios and both
are based on the intruder having its contribution in the session key. This share will
enable him to get access to the session key of the next session which he is already
evicted from. The first scenario runs as follows:

In the first session, the intruder does not do anything, i.e. the protocol steps run
as usual and the generated session key for all members will be the same S, (M;) =
amMrrrs g = 12,1, 3. In the normal protocol processing of the second session,
the group leader M; picks another random secret 73 and raises the values he has re-
ceived in the previous session and sends «"2"/"3"5 518 to M} and a7 Kes o M,
where the remaining group members calculate the key S, (M;) = qnmerifars, i
1,2, 3. If the intruder would like to attack M5 for example, he just replaces the mes-
sage intended for M, (o™ """K2) by another message which enables the intruder
to get access to the session key, S, (Ms). For example, the intruder inserts the mes-
sage o™ K2 This message can be obtained by the intruder if he removed his share
from the message sent to M, in the first session. By the end of the second session,

Sn(M3) = a™™"s is accessible by the intruder. While S, (M, M3) = arir2rifsrs,
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This attack can be applied simultaneously to A if the intruder does the same with
M; where it will be forced to calculate S,(M;) = a"'"?™® as a session key. By
applying this attack to all group members, except the group controller, the intruder
can get access to the session key calculated by all the group members (except the
group controller) in a session from which he is normally excluded.

In the second scenario, the intruder does the reverse, i.c., he removes his share
in the first session from the message sent to the fooled member (M, for example),
where M, calculates S, (Mz) = ™™™ in the first session and calculates S, (Ms) =
a2 p the second session. Both values are accessible by the intruder. Also this
attack can be applied simultaneously upon more than one member (it can be applied
upon all the group members except the group controller).

The main idea behind this type of attack is that the intruder has its share in the
messages manipulated in the first session (and in the generated session key), which
enable him to play around changing the messages sent to the rest of the group
members although he is evicted from the next sessions. We have to mention that
changing the intruder’s place in the ring sequence will not change anything in the
capability of the intruder to attack the protocol.

Recalling the definition of implicit key authentication, the intruder is able to
calculate the view of the generated session key, of one or more group members,
from the manipulated intermediate messages. To conclude, implicit authentication
property seems to be problematic in Cliques protocol for the case where the intruder
was a legitimate member of some sessions.

‘We should mention that this attack is not a full attack to the whole group, since
the intruder can intercept the messages sent by the fooled member(s) only. More-
over, this attack can be easily detected by some sort of management. For example,
if the the session is interactive, the rest of the group members will discover the ab-

sence of this member. Simply because neither the intruder nor the fooled member(s)
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have no access to the session key.

In comparison, the PQ-Model analysis [59, 60] of the implicit key authentica-
tion of for Cliques protocol, considers that the whole protocol is repeated when any
member leaves the group, which is not the case. As mentioned in the case of a mem-
ber departure, the last member (group controller) who is supposed to keep the last
messages he has received from the last process (initial key generation or member-
ship changes), changes his secret share and broadcasts the new intermediate values
to the rest of the group members raised by the long-term secret key which is shared
between group controller and the intended member, in such a way that it prevents
the deleted member from being able to calculate the new session key. The assump-
tion made in the PQ-mode! gives more opportunities to the intruder and eases his
mission by adding some extra messages and rounds which do not exist in practice.

Consequently, the attacks discovered by the PQ-model are not practical attacks.

5.6.2 Perfect Forward Secrecy

In the study of this property, which states that the compromise of any long-term key
should not compromise the session key, we suppose that the intruder knows one (or
more) long-term key related to one (or more) authorized member(s). We can build
the attack simply by making the active intruder delete the intermediate value corre-
sponding to the fooled member and use instead the cardinal value. In this case, the
intruder can get the session key simply by adding the inverse of the fooled member’s
long-term key. For example, consider a session with 4 members and consider that
the intruder knows the value of the long-term key corresponding to the member M,
(K14), the last message received by the fourth member will be 23, ™" ™72,
a7273; the cardinal value here is @™, In this case, the group controller (M)

broadcasts the following message a/2"374K14 qrirsraKaa grireraKaa qp this case, all
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the members are able to calculate the session key, a™™"", If the intruder, for
example, replaces a™" (this intermediate value corresponding to M) by the cardi-
nal value, the group controller will receive this message a™"2", o™ "2 17273
and broadcasts a717273r4K1e qrirsraKas omraraKss We can see that the session key
is publicly broadcasted so any intruder who knows K4 can get the session key.
Meanwhile, the intruder can share with member M, another key, for example, he
can pick up &™"¢ and add any exponent r; and send the message o"2™"1 %14 to M,
in this case M, will share with the intruder the key o”"2"37_ This value the intruder
is able to calculate by raising the cardinal value o™ by its share r;, . We can see

that this property seems to be problematic and needs some effort to overcome.

It should be mentioned that the classification of the Perfect Forward Secrecy
into two categories (Individual Forward Security and Complete Forward Security),
which has been assumed in PQ-model, has no meaning in practice. The Intruder
can employ his attack and masquerade as any member (or a set of members simul-
taneously) and at the same time he can get the group session key as will be shown.
Moreover, our proposed attacks is simpler and practical and allows the intruder to
share another key with the fooled member. In this case the intruder can intercept all
the communication between group members. Moreover, the intruder can fool the
other group members by convincing them that the fooled member is still alive if a
key conformation property is provided by the protocol. Also the difference in the
session key will not be noticed. We can see that the perfect forward secrecy prop-
erty ts problematic in the Cliques protocol especially with the existence of an active
intruder. The Cliques protocol is seem to be only secure against passive attacks as

discussed in [5].
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5.6.3 Resistance to Known-Keys Attacks

To check if GDH-2 protocol satisfies this property or not, we anew consider the two
cases. Namely, when the intruder was a legitimate member of some sessions and

when the intruder is excluded from all sessions.

The latter case can be treated in the same manner as the analysis of the implicit
key authentication when the intruder is excluded from all sessions. The difference
in this case is that the intruder has access to the previous session key ™7™ where
n is the group size. since the intruder has no access (o any secret in the present ses-
sion Sy is still an cmpty set. Consequently, the analysis of this property is the same
as that of the implicit key authentication case. Hence, we can say that the intruder
is not able to get access to any element of Rg from the available information, and
hence the session key is kept secret. We can say then that the intended protocol sat-
isfies the resistance to the known-key property when the member is not a legitimate

member of any session.

In the other case, where the intruder was a legitimate member of some previ-
ous sessions, he also would have access to some intermediate messages manipu-
lated during the session when he was a legitimate user. In this case, the analysis
should consider the existence of some extra information. This also will be the same
situation when we consider the implicit key authentication when the intruder is a

legitimate member in some previous sessions.

To conclude, the known-key attacks are not available in the case of the Cliques
protocol. The intruder who knows a past session key(s) is neither able to compro-
mise keys of other sessions nor impersonate one of the group members. It should
be mentioned that the first part of this property (compromise of past session keys al-
lows a passive adversary to compromise keys of other sessions) has been discussed

in [5] and the authors have shown that it is not problematic.
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5.7 Discussion

During the analysis to GDH.2, which is the most important protocol in the Cliques
suite, some serious weaknesses have been discovered. These weaknesses are due to

some facts which we have learned from this analysis:

e Most of these attacks come from the fact that the properties of group key
agreement protocols are not trivial extensions of the ones of two-party pro-
tocols as discussed in Section 5.2. The discovery of these weukuesses em-
phasizes the need for using a formal definition of the protocol requirements.
These requirements should be related to the nature of the under!ying applica-

tion.

¢ Using a long-term key in its plain form for authentication is a problematic
approach. We have shown that getting access to the long-term key of one or
more members enables the intruder to get access to the generated session key.
The compromise of the long-term key is a common and practical problem due
to the frequent and multiple use of this long-term key. Since authentication
is a very crucial step, and should be accompanied with any key agreement
protocol, we have to use a long-term key in such a way that it helps in entity
authentication but at the same time it makes it difficult for any intruder to
get access to the long-term key despite its frequent use. One approach, given
in the next chapter, is to couple the long-term key with the short term one,
r;, in such a way that it is very difficult for any intruder to get access to the

long-term key in its plain form.

e Although the key confirmation property is mentioned in most of the literature
as a security requirement for key agreement protocols, it is rarely used in

practice. This may be because applying key confirmation requires extra costs.
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In our analysis, we have shown that key confirmation is a crucial property
and most of the discovered attacks can be defeated if the protocol supports

key confirmation property in a proper way.

5.8 Summary

Naturally, cryptographic protocols cannot be stronger than the cryptographic al-
gorithms they employ. Cryptographic protocols can contains flaws that are inde-
pendent of the strengths or weaknesses of the cryptographic algorithms used, but
are instead caused by the higher-level structure of the protocol itself. If systematic
means of assuring correctness are not used, these flaws may not be discovered until
significant damage has been done.

However, misunderstanding of the protocol’s requirements and characteristics
may iead to a wrong judgment. Consequently, the analysis of the protocol may
declare unpractical attacks while real ones still exist. This may cause protocol de-
signers to modify their protocol where some extra cautions can be added, which
may affect protocol performance. More seriously, these added steps may allow
other types of attacks to appear, which can be considered as a reverse feedback.

In this chapter, we showed that some published attacks upon the Cliques pro-
tocol do not seem very useful in practice. At the same time, the proposed analysis
pinpointed other types of attacks. Our analysis clearly showed that using a long-
term key for authentication, as it is commonly used in practice, can be problematic.
In the following chapter, several solutions to provide authentication in group key

agreement protocols will be presented.



Chapter 6

Authenticated Group Key Agreement

In this chapter, we will propose new authentication technique to be incorporated
within the proposed group key agreement protocols. Specifically, different authen-
ticated group key agreement protocols will be presented. The first two protocols,
GMTI and GMQV, use the set of points on an élliptic curve as its underlying al-
gebraic group and are suitable for static small size networks with a fixed topology.
The third one, ABD, uses a multiplicative group as their underlying algebraic group
and it is suitable for larger dynamical networks with any topology such as ad hoc

wireless networks.

6.1 Introduction

The main concern of this thesis so far has been the efficiency of group key agree-
ment protocols. In the previous chapter, we gave a formal analysis of the existing
and proposed protocols. This analysis clearly indicated serious flaws due to the
improper use of long-term key for authentication. In this chapter, we will propose

several solutions for authentication in group key agreement protocols, in particular
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GMTI, GMQYV and ABD protocols. Advantages of each and their limitations will
also be discussed.

There are many solutions presented in the literature that provide authentica-
tion with key agreement protocols. For example, some apply digital signatures,
encryption and hashing functions to provide authentication. One important factor
that should be considered, using these approaches or any other primitives for au-
thentication, is the costs involved. For example, if digital signatures are used for
authentication, the authenticated key agreement protocol requires two types of al-
gorithms: the Diffie-Hellman tor key agreement scheme and a public key signature
scheme (such as RSA) for authentication, which burdens the computational cost
of the implementation. An example of this approach has been recently proposed
in [40]. One may try to address this issue by using the same basic function for both
schemes, but this still requires extra computations [62]. Our approach is to provide
authenticatton within group key agreement protocols by modifying the content of
the messages. In other words, the proposed authentication technique uses the same
primitives used and is done within the group key agreement protocols steps. This
in contrary to some belief, such as the one stated by O. Pereira claims, in his Ph.D.
thesis [58] that it is not possible to write a protocol based on the same design
assumptions than the A-GDH ones and provide implicit key authentication”. In
the remaining of this chapter, we will present different proposals for authenticated

group key agreement protocols using the same primitives.

6.2 Initial Setting

All protocols described in the previous chapters have been described in the setting
of a multiplicative group. However, they can be easily modified to work in any fi-

nite abelian group in which the discrete logarithm problem appears to be intractable.
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Suitable choices include the multiplicative group of a finite field, subgroups of Z,
where n is a composite integer, subgroups of Z, of prime order ¢, and the set of
points on an elliptic curve defined over a finite field. Elliptic curves are often pre-
ferred because they appear to offer equivalent security to the other groups but with

smaller key sizes and faster computation times.

The common parameters, for the following two protocols, GMTI and GMQV,
consist of a suitably chosen elliptic curve £, over a finite field IFy, of characteristic
p and a base point P. The set of points on this curve (I, ), constitutes the additive
group ((s, *). The base point P can be calculated as a function of the group ;p as
follows: consider that a group public identity, (G;,,. then Q;p € G is to be generated
by the Trusted Authority (TA) based on the group public identity: Q;p = H(G ;).
where ‘H is a suitable hash function. Using its master key, s, the TA computes tﬁe

base point P to be:

P=5%Qp

Every node ¢ will then receive the point P from the TA and will generate its long

term secret key s; and compute its public key as:

PZ':S,',*})

The pair (s;, F;) is the long-term key of the participant i. All individual public keys
should be available at the TA. The participating nodes will then get the public key
of every node from the TA. These long term keys are used to implicitly authenticate
the group members. These parameters should be chosen carefully and need to be

validated to avoid many known attacks, as suggested for example in [45].
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6.3 Group MTI Key Agreement Protocol (GMTI)

The protocol described in this section is an extension of one of the family of key
agreement protocols originally proposed by Matsumoto ez al. [47] in 1986. This
family of protocols was designed to provide an implicit key authentication protocol,
but not key confirmation. In this section, we explain how this family of protocols
can be extended to a group of n participants (see Algorithm 6.1). GMT! considers
that each member, M, can get an authentic copy of the public keys of the other

group members (P; = 5;P). The variable r; & 7, is an ephemeral secret key and it

is picked randomly for each run of the protocol.

Algorithm 6.1 Authenticated GMTI Protocol

Step 1 (Contributions collection): round i; © € [1,n — 1]
1. M; selectsr; € Z;
2. Mz {rl...r‘s;...s-P'je[l’i]’ T1...7Ti81 .. SZP} Mi+1

7§85

Step 2 (Key calculation): round n,
3. M, selectsr, € Z;
- M {memdtetn Plicy no1)} M;

4
5. Upon receipt of the above, M; computes: %@_“ﬂnsi}’
6

. ](n:F(T1...7'n81...SnP)

As an example, we illustrate the message flow during the protocol run for a
group of four participants. In the first stage (contributions collections), each mem-
ber generates a random value 7;;¢ = 1, 2, 3 and sends to its neighbour the following

messages:

M1 - M2 . T’131P

My — M3 : 117198150 P, 7989 P, 118, P
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M3 — M4 : 7‘17‘27"3818283P, 7‘17‘38183P, T27‘38283P, 7‘17"28152P

In the last stage, M4 randomly picks its ephemeral secret, 4, and sends to the

other members the following messages:
M4 — M1 : 7‘27‘37"48233S4P

M4 - M2 . T'1T3T45183$4P
My — Mz rrorys18084 P

By the end of this transmission, all the members are able to calculate the common
secret ry1araTa81525384F. The session key can be any function of the calculated
comunon secret: K, = F(rirorarys1825354 L), where the function F can be a stan-
dard hash function for one or both point coordinates or a combination between both

of the two coordinates.

6.3.1 Discussion

GMTI can be viewed as a direct extension of MTI/C(1), one of the MTI family for
which there has been a heuristic proof of security so far. The authors had claimed
that these protocols provide mutual implicit key authentication, but not key confir-
mation. In {45] Law, et al. describe a small subgroup attack for MTI/C(0) which
can be applied also for MTI/C(1). This attack can be applied also for GMTI proto-
col, but it can be easily avoided by mandating the use of a base point P of prime
order, and by applying validation processing by each member in the group to make
sure that the received values lie in the subgroup of order ¢ which is the order of the
base point P.

Next, we will give an analysis of GMTI and a heuristic proof of its security. All
the messages transmitted through the protocol can be represented as %P;i €

[1,n], where n is the number of members in the group. Assuming the intractability
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of the elliptic curve discreet logarithm problem, an intruder will not be able to
calculate the generated shared secret, even if the intruder has access to any long-
term key s; of an authorized group member, M;. The possible attack if the intruder
has access to a long-term key of any member is as follows: suppose that s; has been
compromised, the intruder can strip this value from the message transmitted by M;
and add another value s;. As a result of this attack, all the group members except
M, will calculate a secret value 1. .1, 5 52...57...8, P, while M; will calculate
71T2...Tn8152...5, 2. Meanwhile the intruder will not be able to calculate any of the
keys since the intruder has no access to the ephemeral secret key », of A7, This
attack can be easily discovered, by the fulfillment of the key confirmation property.
Similar conclusion can be reached using the formal analysis model of chapter 5,
which can be stated as follows: the long-term key is never transmitted alone or in

plain form in such a way that knowing a long-term key of one or more members

does note enable the intruder to get access to the generated session key.

From the complexity point of view, GMTI protocol has the following character-

istics

Rounds | R=n
Messages | M = 2(n — 1)
Exponentiations/M; | Ex; =141
Exponentiations/M,, | Ez, = (n — 1)

Maximum Message size | M, =n—1

From the above table, we can see that the complexity of the GMTI protocol is a
linear function of the group size. Also we can see that the last two members in the

group are performing the largest number of computations.
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6.4 Group MQYV Protocol (GMQY)

In this section, we present another authenticated key agreement protocol (see Algo-
rithm 6.2). The main protocol consists of two stages: in the first stage, the contribu-
tion of all group members are collected, while in the second stage, the last member
in the group sends a unicast message to each group member which enables them to
calculate a common session key. GMQYV follows the same steps as that of GMTI
in collecting the members’ contributions, but the contents of the messages are dif-
ferent and the final generated session key is different than that of GMTI The most
interesting property of this protocol and GM'IT is that the authentication property is
added within the steps of key agreement protocol, i.e. there is no extra manipulated
messages. The only difference between GMQV and GMTI is that the contributions
are collected in a separate format, i.e. the ephemeral contributions are collected
separate from the long-term shares. As a result, the message size of GMQV 18

greater than that of GMTL

6.4.1 Protocol Description

In the following description , S4 and s, are the member A’s long-term public and
private keys respectively, while R4 and v, are the public and private ephemeral
keys. For illustration, we will describe the steps of the protocol for a group of four
members, but it can be applied for any group size. The group members will be
M, My, M3, My, where My is the group leader. The first step consists of 3 rounds,
in each round each member calculates and sends its public share using its long-term

and ephemeral secret key. For example
M1 — Mz . T'1P

My — Mj : ryraP, 8189P, 9P, 7 P
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M3 — My :ryrorsP,ryrs P, rars P,
T172P, 515253 P, 8183 P, 8253 P, 5152 P
Note that M, does not need to send its long-term public share since it should be
publicly available. In the last round M, sends the following messages to the other
group members.
My — My rorsra P, r4598354 P
My — My i rir3ra P, rys,538, P
My — Mz cryrorg 451508407
By the end of this round, all the group members are able to calculate the same
two points (r;7or3ry P, 7451525354 F). The generated common secret can be any

function of these two points:

K, = F(rirorsraP, 7451528354 P)

Algorithm 6.2 Group MQV Protocol

Step 1 (contributions collection):

roundi; I € [1,n — 1]

1. M; selectsr; € Z,

2. M; {%J—”P, MT'].'SLP|je[1,i], T...riP sy s Py My

Step 2 (Key calculation): round n
3. M, selectsr, € Z;
4. M, {H%P,M;—;ﬂplie[l,n—l]} M;

5. Upon receipt of the above, M; computes: TH=Tayp, P Tnil-dng. P
p p p - , Tnil

6. Kn=F(ri...tnPyrp81...8,P)

The suggested possibilities for the function F can be exclusive OR, Weil or Tate

pairings, hashing or any function of the coordinates of the two generated points.
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6.4.2 Discussion

GMAQYV protocol can be considered as an extension to one of the recent authenti-
cated two-party key agreement protocols (MQV) presented in [45], which is another
way of combining the long-term key and the ephemeral key to provide the implicit
key authentication. In the following, we will give a heuristical proof of the security
of the GMQYV protocol. We can see from the analysis of the protocol that all the

messages transmitted through the protocol can be represented as “S—:Q’,P;Z. € [1,n]

and r[T:‘P;i € [1,n], where n is the number of members in the group. Assuming
the intractability of the elliptic curve discrete logarithm problem, an intruder will
not be able to calculate the generated shared secret, even if the intruder has access to
along-term key s; of an authorized group member M;. The only possible attack can
be done as follows: suppose that s; has been compromised, the intruder can strip
this value from the message transmitted by M; and add another value s; (I here
relates to Intruder). The result from this attack will be as following: all the group
members except M; will calculate a secret value F(rry...7, 7,8182...81..., P),
while M; will calculate F(r17q...7n, 7, S152...5, P). Meanwhile, the intruder will
not be able to calculate either key since the intruder has no access to the ephemeral
secret key r; of M;. This attack can be easily discovered, by fulfillment key con-
firmation property. The formal analysis for GMQYV is a straightforward (as that of
GMTTI) and can be easily applied. The result should be the same as the heuristic

analysis.

The characteristics of GMQYV are as follows:
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Rounds | R=n
Messages | M =2(n —1)
Exponentiations/M; | Ex; = 2(i + 2)

Exponentiations/M,, | Ex, = (n — 1)

Maximum Message Size | M, = 2(i + 1)

6.5 Remarks

The security of GMTI and GMQYV protocols is comparable, since both of tiem
follow the same idea of combining the long-term key with the ephemeral key to
provide authentication. However, each protocol uses a different way to fulfill this
combination, which let GMQV more flexible in calculating the session key in the
last step of the protocol. This flexibility gives more randomness and a wide choice
in calculating the session key. From the complexity point of view, we can see that
the number of rounds and the number of required messages are equal in both proto-
cols. However, GMTI is much better in both computation and maximum message
size. The maximum message size of GMQV protocol is greater than that of GMTI
and also the required exponentiation per member in GMQV is greater than that of
GMTIL. Also the generated secret from GMQV required another computation pro-
cess, like the Weil pairing, which is costly.

The previous discussion of both GMTT and GMQV protocols shows that the
overhead of the key agreement protocols (both communication and computation)
increases linearly with the size of the communicating group , which is not efficient.
Also GMTI and GMQYV protocols suppose that the group members are distributed
in a ring, which is not suitable for applications such as ad hoc networks. Both
protocols can be used as building blocks in the framework discussed in Chapter 3.

The resulting protocols will be efficient and secure against active attacks.
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6.6 Authenticated BD Protocol (ABD)

In some applications such as mobile networks, the distribution of members in a
fixed logical structure is not preferable. In this section, a different setting based
on a multiplicative group will be presented. The proposed protocol, ABD, (Algo-
rithm 6.3) does not require a fixed topology for the underlying structure. However
the group members should have the capability to broadcast messages to the group
members, and receive a simultancous broadcasts as well. These required charac-
teristics may not be practically available in many environments. The presented
protocol is an authenticated version of the BD protocol [19], which runs only in
two rounds regardless of the number of participants in the coramunicating group.
In this section, we propose a new authenticated key agreement protocol based on
the idea used in the BD protocol. The proposed protocol ABD provides authenti-
cation with the same primitives as the key agreement protocol as discussed before
with a minimum increase in communication and computation overhead.

The protocol assumes that each member of the group has a long-term key pair

(si,a®)where ¢ = 1,...,n. The protocol runs as follows:

1. Each member, M;, picks a random number, r;, calculates its ephemeral public

key, o™, and broadcasts this value to the other members.

2. Uponreceiving the ephemeral public key of the other members, each member,
M;, calculates X; = o"**-! and Y; = «o"+%. From these two values, each

member calculates and broadcasts Z; = 3{}1 to the other group members.

3. Upon receiving these messages, each M; can check the correctness of the
received messages by making sure that X; = Y}HZ]-IJ-G[L,L]J# If the check
fails, M; terminates the protocol runs and sends an error message to the other

group members. Otherwise, M; calculates his view of the common secret as
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follows:

— nron—1on—2 .
Ki - }/z Zi+l Zi+2 ce Zi—l

To demonstrate the protocol, an example of a group consisting of four members is
considered. In the first step, each member, M;, calculates X;,Y; and Z; as shown

below:

— AT1S _ oarest 7 _ Y1 _ o281
1. Xl“‘al4))/1—‘021711_')_(1;_07‘154

. A T28 R Yy __ a"3s2
2. XQ‘CYQ“.Y_) ﬂCL‘?,ZQ-—X—Q—ms—l‘

— T3S TS — Y1 _ a’4%s
3. X3-Oé32,Y3‘(,Y4 ‘,Zg—z—m

— T4S: e o184 7 __ Y1 all%d
4. X4-—CY J,Ylﬁa‘ 1,11—3{;——“&”33

Upon receiving Z;; ) # ¢, each member M; can calculate its view of the key
Sn(M;)
. 473 2 4 31339 27433 4T1%4
Sn(My) = Y12, 2524 = 0" St Sy s

— V47372 __ Argsz adT483 o2T154 r251
Sn(M2) - }/2 le 44 ZI = s 2a3r3s2 24383 7154

_ V47372 . Argsg @ST1%4 o221 7392
Sn(MB) =Y, 23477y =« o493 o2T1%4 a2

y _vd 732 _ _driss oT251 027352 grasy
Sn(My) =Y 7232273 = « oI (T2 Tz

We can easily check that:
Sn(Ml) — S’n(MQ) — Sn(MS) — S’n(M4) = T184tr2s1+rasatrass

To provide an additional measure of security, the protocol can have the members
use any suitable function f(S,) of the generated session key S,, such as those

offered by the hash function family.
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Algorithm 6.3 Authenticated BD Protocol (ABD)

Round 1: Contributions Collection:
1. M; selectst; € Z,
2. M; {a"ijepnizs} M;
3. M, calculates X; = "% Y, = "% and Z; = %’:
4. M Zilijenmazy M
_
Round 2: Key Calculation:
5. Xy = YillZg jequ,m) i
6. Then K; =Y ZM \Z0 7 L Zi

7. Else Send Failure message

6.6.1 Discussion

In this section, a discussion of the proposed protocol (ABD) in terms of its com-
plexity and also a heuristic security analysis for the protocol is presented. From the
complexity point of view, it is clear that the ABD protocol is more efficient than
both GMTI and GMQYV in terms of number of rounds and number of required mes-
sages. The protocols runs in just two rounds regardless of the group size. Regarding
the total number of messages, each member in the group makes two broadcasting
messages. Regarding the computation cost, every member in the group performs
3 modular exponentiations and one inversion regardiess of the number of members
in the group. The message size in the protocol is fixed and can be normalized as
1 since it is irrelevant to the group size. It should be mentioned that ABD is more
suitable for peer groups since the rule and the responsibility of all members are the
same. In other words, there is no special rule of any member and there is no need

for arranging the group members into a fixed topology, since each member broad-
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cast its message to the other group members wherever their place in the network.
However, each member should knows its one hop away neighbours. Additionally,
we have to mention that the ABD protocol based on the ability of each member to
broadcast a message to the rest of the group members and to receive a simultaneous
messages from all other group members. These capabilities may not be a available
in some applications. The characteristics of the protocol are summarized in the

following table

Ronndg l R =29
Messages | M = 2n
Exponentiauons/M; | Bz, =3

Inversions/AM; | INV, =1

Maximum Message Size | M, =1

In the following, we consider a heuristic proof of our proposed protocol against
passive and active attacks. If we consider the kind of messages transmitted during
the protocol conduction, we have two kind of messages: o™ and Z; = -g—;;}}ls—f It
is clear that it is difficult for any intruder to extract any information from these two
types of messages. Even if the intruder has access to a long-term key of any mem-
ber, he will not be able to get any benefit from knowing this long-term Key, since the
long term key of any member is transmitted in combination with the ephemeral key
of the member in such a way that it is so difficult to decouple the two keys. The only
way is to solve the difficult DLP. As a result, we can claim that the ABD protocol
provides implicit key authentication, since no one outside the authorized members
can get access to the shared generated secret or any partial information about it.
Also, we can claim that the ABD provides Perfect Forward Security (PFS), since

knowing a long-term key of any member dos not divulge any partial information

about the generated secret. It is clear that the generated secret is independent of a
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previously generated secret in a previous session, so the key independence (forward

and backward) is satisfied in the ABD protocol.

6.7 Summary

Design a secure group key agreement should be accompanied with a proper au-
thentication scheme. As it was shown in the previous chapter, using an improper
authentication scheme gives chances to an active intruder to attack the main group
key agreement protocols. In this chapter, different solutions tor authenticated group
key agreement protocols have becn preseated. The first two protocols ( GMTI and
GMAQY) are suitable where the communications overhead is not an important issue,
as is the case with like in LANs. Also they can be applied in static networks with a
fixed topology. While the third protocol, ABD, is efficient in terms of the number
of rounds and communications cost. However, the ABD protocol requires that all
the group members are equipped with broadcasting capabilities. A heuristic proof
of security of each protocol is also given. These proofs supported the finding of
chapter 5, using the proposed formal model. An important feature in the protocols
presented is that the authentication scheme is provided using the same primitives
used in conducting the group key agreement protocols. As a result, these protocols
provide authenticated key agreement protocols with comparable coniplexily to the

previous unauthenticated protocols.
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Conclusion and Future Work

This chapter gives a summary of the work done in this thesis. It also gives an

outlook on open problems and some possible research directions for future work.

Group key agreement protocols are a crucial issue in group communication se-
curity. While the two-party key agreement has been extensively investigated and
well-understood, less attention has been dedicated to n-party key agreement pro-
tocols. The extension of two-party protocols into group key agreement protocols
needs to be done with caution due to the many different characteristics. Moreover,
efficiency becomes an important issue, since the generated protocols are multi-
round protocols.

In this thesis, we have investigated the problem of key agreement in group com-
munications, where we have provided an extended survey of related work and im-
portant theoretical and practical related issues. Our discussion clearly identifies
two main (related and conflicting) problems in group key agreement protocols: ef-
ficiency and security. To tackle the first problem, efficiency, we have proposed
adoption of clustering techniques, which are natural in many applications, to dis-

tribute the members of the group in a logical hierarchical scheme. The use of differ-

140



141

ent clustering schemes which conform to the requirements of group communication
has been suggested.

Using this approach, two efficient protocols have been proposed, HGKM and
CGKA. In each protocol, we have explained how the adoption of clustering tech-
niques improves the performance of the proposed protocols compared to the exist-
ing protocols. Additionally, we have explained that this adoption allows for more
flexibility with networks that consists of heterogeneous systems. Also, discussed
is the fact that confining the size of clusters to a certain small size increases the
reliability of the protocol, since most of the transmitted messages will be within a
certain geographical distance. This can be proved to be beneficial in applications
such as in ad hoc wireless networks, where one-hop messages are more reliable
than multi-hop messages. Our protocols also provide a greater degree of fault tol-
erance, as a link failure or compromise of any member in a flat setting will affect
all the group members, whereas in a hierarchical structure a link or member failure
affects only the cluster which this link or member belongs to. Advantages were also
gained in auxiliary protocols, as only a subset of the group members are involved
in the regeneration of the group session key.

HGKM and CGKA protocols are not suitable for use in ad hoc wireless net-
works due to their special characteristics. In chapter 4, we proposed a modified
group key agreement protocol, DTGDH, where the distribution of clusters through
the network is arbitrary and flexible to accommodate the dynamic nature of these
networks. We have showed that our proposed protocol provides an easy solution to
the members mobility. We have also given an authenticated version of our proposed
protocol, A-DTGDH, using identity based pairwise shared key for authentication.
Using identity based pairwise key provides mutual authentication without exchang-
ing any messages and without relying on any central authorities.

Regarding the protocol security, there has been a common belief that the secu-
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rity of group key agreement protocols can be guaranteed directly as an extension of
the security of two-party key agreement. This assumption cannot be guaranteed in
all cases, due to the different nature of group communications. We have proposed
a simple model to analyze the security of Group Diffie-Hellman protocols. In the
analysis of one of this family of protocols, the Cliques suite, we have found several
practical attacks against different security requirements.

Our extended survey have shown that existing proposals use different primitives
for authentication such as digital signatures or message authenticatior code (MAC)
than those used for key agreement protocols. This can potentially lcad to large
overhead, making it impractical for many applications.

We have proposed different solutions to provide authentication to group key
agreement protocols using the same cryptographic primitives. The first two proto-
cols, GMTI and GMQYV, use the set of points on an elliptic curve as its underlying
algebraic group and are suitable for static small size networks with a fixed topol-
ogy. The third one, ABD, uses a multiplicative group as their underlying algebraic
group and it is suitable for larger dynamic networks with any topology such as ad
hoc wireless networks. We have explained the differences among these protocols
and the suitable environment where each protocol can efficiently fit.

The overall contribution of this thesis has been to provide a framework of group
key agreement protocols which is efficient, scalable, flexible and provably secure,
which has been achieved.

Observations through this thesis suggest a number of lines for future work. First,
although the efficiency of the proposed framework has been significantly improved,
more improvement is required to accommodate larger networks. Second, imple-
mentation of the proposed framework is required to ascertain which cluster size
and number of levels are more suitable for a given number of participants in certain

environment and provides indication of its performance. Also, this implementation
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will give an indication about the effect of these protocols on the Quality of services
(QoS) of the underlying group communication systems, especially in environment
wherein QoS is an critical issue such as mobile networks.

The security of the proposed framework based on DHP or generally DLP, other
primitives may give a better performance and/or more security. Also, incorporation
of the new certificateless approach, which is advantageous in security of ad hoc
networks, within our framework may improve the performance of our framework.

Froro our discussion of formal analysis techniques. we have found some models
proved the scoirity of certain protocols, while others disproved the security of the
same protocols. This conflict affects the trustworthiness of these methods. Unified
formal analysis models are crucial nowadays to give some confidence in the security
of cryptographic protocols to vendors.

In this thesis, we have proposed several clustering techniques, which lead to
improvement in overall performance. Other clustering techniques may also pro-
vide solutions to the scalability problem, more flexibility and/or provides a better

handling for the network failures.
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Appendix A

Diffie-Hellman Problem

The security of most public-key cryptosystems relies on the apparent intractability
of certain computational problems. The true computational complexities of these
problems are not known. That is to say, they are believed to be intractable, although
their intractability is not yet proven. The most common computational problems
used in cryptology are Integer Factorization Problem (IFP), Quadratic Residuos-
ity Problem (QRP), Subset Sum Problem (SSP), and Discrete Logarithm Problem
(DLP). Each problem has its related cryptographic problem. For example Diffie-
Hellman Problem (DHP) is related to DLP problem. The common feature of these
problems is that they are candidates to One-Way function (OWF). The basic notion
is that values of the function are easy to calculate given an input in the domain, but
that given a value in the range it is difficult to find an input that would map to that

value (even if many exist).
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A.1 The Discrete Logarithm Problem

When working with the real numbers, exponentiation (finding %) is not signifi-
cantly easier than the inverse operation (finding log, z). For a finite group (Zp for
example), computation of b for a large z is fairly faster (O(log z)). In the other
hand, given y = b°, finding z = log, y is not an easy task. This process is called
“Discrete Logarithm Problem.” The word “discrete” distinguishes the finite group
from the classical (continues) situation. Formally, the discrete logarithm problem

(DLP) can be defined as following:

Definition A.1 Given a prime p, a generator « of 7y, and an element B € Zs, find

the integer 2,0 < x < p — 2, such that o = [3 (mod p)

There have been many attempts to solve the Discrete Logarithm Problem. Some
of these algorithms works in our arbitrary groups, whereas others works efficiently
in certain groups. These groups should be avoided in designing a secure crypto-
graphic protocol. For example, the Pohlig-Hellman algorithm can be used to com-
pute discrete logarithms in these groups if p — 1 is a product of small primes. The
index calculus is another method to compute discrete logarithms in these groups, as
is the birthday attack (For complete discussion, see [52]). The best algorithm known
is called the number field sieve, which is a variation of the index-calculus algorithm.
The expected running time of number field sieve algorithi is £,[3,1.923], where
Lplz,y] = exp(ylogp)*(loglogp)'~*, If x = 1, the running time is called expo-
nential, while if z = 0, the running time becomes polynomials. If 0 < z < 1 (as in
number field algorithm), the running time is called subexponential

(DLP) is fundamental to a number of public-key algorithms, including Diffie-
Hellman key agreement [28] and its variants, ElGamal encryption [?], ElGamal

signature scheme [?] and its variants and Digital Signature Algorithms (DSA) [1].
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A.2 The Diffie-Hellman Problem

The Diffie-Hellman Problem (DHP) is closely related to DLP. It is of significance
to public-key cryptography because its apparent intractability forms the basis for
the security of many cryptographic schemes. It is well-known that solving DHP
can be polynomially reduced to DLP. That is, if DLP can be solved, then obviously
the DHP can be easily solved. The converse is still an open problem. DHP can be

defined as follows:

Detinition A.2 Given a prime p, u gencrator o of Zis, and an elemeni o mod p

and o’ mod p, find a® mod p.

I'he previous definition is the “standard™ Diffie-Hellman or as referred in the litera-
ture is the Computational Diffie-Hellman (CDH) assumption. Under CDH assump-
tion it might well be possible for an adversary to compute something interesting
about o mod p given ® mod p and o mod p. For example, the adversary might
be able to compute the most significant bit, or even half of the bits. This makes the
assumption too weak to directly use in typical applications. Another stronger as-
sumption that has been gaining popularity is the Decisional Diffie-Hellman Problem

(DDH) (For a consistent discussion, see Boneh’s survey [15]). It states as follows:

Definition A.3 Given a prime p, u generator o of Z,, and an element o mod p

and o mod p, distinguish between 2 mod p and any random valuc o mod p.

A.3 DLP on Elliptic Curves

DLP has many candidates as an underlying algebraic cyclic groups. Set of points
on an elliptic curve E which defined over a finite field IF, is one of these candidates.

DLP in this field can be defined as follows:
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Definition A.4 Given an elliptic curve E over F,, P a (base) point of E, and Q) € E
find x € Z such that xP = Q.

Similarly, CDH and DDH can be easily defined on elliptic curves. It is conjectured
that DLP on elliptic curves will prove to be more intractable than that in finite
fields, the strongest techniques developed for use in finite field do not seem to work
on elliptic curves.

Diffie-Flellman key exchange protocol can be described on elliptic curve as fol-

lowing:

I. Alice and Bob agree on an elliptic curve I over a finite field Fy such that
the discrete logarithm problem is hard in E(F,}. They also agree on a point

P e E(F,).
2. Alice chooses a secret integer a, computes P, = a P, and sends F, to Bob.
3. Bob chooses a secret integer b, computes P, = bP, and sends P, to Alice.
4. Alice computes aP, = abP.

5. Bob computes bPa = baP.

A third party knows a P and bP does not be able to calculate abP without solving
the discrete logarithm problem. There are some restrictions on choosing the under-
lying field size ¢ and the representation used for the elements of F,. Moreover, to
avoid some specific attacks, restrictions are placed on the elliptic curves and order

of the base point. For more details, see [73].
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IBE and Weil Pairing

B.1 Identity Based Encryption:

The idea of identity based encryption was first proposed by Shamir [63]. The pur-
pose was to remove the need for public-key certificates by allowing the user’s public
key to be a binary sequence corresponding to an information identifying him in a
non ambiguous way (e-mail address, IP address combined to a user name, social
security number,... ). Several practical identity based signature schemes have been
proposed over the years [69], but the firstpractical identity based encryption IBE
only appeared in 2001 [29]. In this scheme the identity of the user is used as the
public key parameter which makes the key management easier and does not re-
quire certificates for implementing key revocation. This minimizes overhead of the
conventional PKCS and becomes attractive scheme for mobile and resource con-
strained devices. The identity based encryption is based on four basic algorithms
Setup, Extract, Encrypt and Decrypt. The strength of the system is based on Bilin-
ear Diffie-Hellman problem and uses bilinear maps (the Weil or Tate pairing) over

supersingular elliptic curves.
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B.2 The Weil Pairing:

Pairing of any two points P, ) € G, is abilinearmap é : G; x G, — G, where G,
is the additive group and G is the same prime order ¢ The Weil Pairing is defined

as:

_ Ip(40)
(P Q) = 75

where fp(Ag) is the rational function of the divisor with point /> of order m
evaluated at the divisor with point ) € E[m], and fo(Ar) i the converse. Com-
puting of Weil pairing is the computing of the corresponding rational function of
the principal divisor with point £ and evaluating it at principal divisor with point
() and vice versa. Miller’s algorithm 1s used for computing the pairing, which
is based on the idea of repeated doubling method since the computation involves

1P,2P,3P,--- ,mP.

B.3 Bilinearity Property
Pairing of points has the bilinearity property, such that:
e(2P, P) = e(P+P,P) = ¢(P, P).e(P,P) = e(P,P)* = ¢(P, P+ P) = e(P,2P)

or

e(2P, P) = e(P,2P)

also

e(aP,bP) = e(P, P)** = e(abP, P) = ¢(P, abP)

based on the bilinearity; the Identity Based Encryption[2] works as:

e(Qa, Ppup)” = €(Qa, sP)" = e(Qa, P)™ = e(sQa,7P)
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The first pairing e(Q 4, Ppws)" is used for encryption with public parameters Qa
and Ppy. Qa = H(ID,) where 1Dy is the identity of the user A (any string of
characters). Py, = sP where P is a point on the curve and s is the master key,
and r is any random value. The last pairing e(sQ 4,7 P) is used for decryption
with private key sQ4 and a message parameter 7. We see that due to bilinearity
property both encryption and decryption pairings are equal. The security of IBE is

based on the Bilinear Diftic - Hellman problem and the Discrete Log problem.

Definition B.1 Given nvo croups Gy, Go of the same prime crder q, a bilinear map
61 Gy x Gy — Gy be an admissible bilinear map and let P he the generator
of G| then Bilinear Difjic-Hellman problem (BDHP} in (i, &y, €) iy to compute
é(P, P)%e given (P,aF,bP,cP).

The Decisional Bilinear Diffie-Hellman problem (DBDHP) is, given a tuple of
points (P,aP,bP, cP) and an element h € Gy, to decide whether h = é(P, P)%be

or not.



