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Abstract
Rapid advancements in technology have resulted in the expansion of digital cross-border

transactions, known as digital trade, which relies on cross-border data flows to facilitate the trade
of goods and services around the world. Digital trade provides benefits for enterprises, allowing
them to scale up faster, increase efficiency, and expand their customer base. However, the
increased use of digital services that requires the large-scale collection of sensitive data has
resulted in an increase in the frequency and scale of cyber-attacks as malicious actors attempt to
exploit vulnerabilities in networks that lack the proper cybersecurity measures. This can be
detrimental to national security, impacting national defense, critical infrastructure, and individual
citizens whose information can be stolen and used for malicious purposes. To mitigate this risk,
numerous governments have been imposing unilateral cybersecurity measures, such as restricting
exports to and imports and investments from enterprises operating in certain countries that are
deemed to pose higher risks to cybersecurity. Measures also include restricting cross-border
flows of data to countries with insufficient cybersecurity standards or requiring that data be
routed through certain countries. The requirement for more stringent cybersecurity increases
opportunities for enterprises to fill existing market gaps. However, the multiple regulatory
frameworks that enterprises are required to comply with depending on the market they are
operating in increases costs, imposes barriers to trade, and has the potential to weaken
cybersecurity, ultimately calling into question whether these measures achieve their objective.
To prevent this and reduce tensions that may arise through allegations of digital protectionism,
global cooperation is required to define the issue of cybersecurity and develop a framework for
imposing measures that strengthen cybersecurity, with trade agreements being a useful tool to do

SO.



Introduction
International trade has been in a constant state of change due to the internet where every industry

is now a digital industry, and the digital economy is now the economy (Ahmed, 2019). Digital
cross-border transactions, known as digital trade, are becoming increasingly prevalent, enabled
by cross-border data flows that reduce transaction costs and increase real-time resource
management (Mishra et al., 2021). Digital trade can be defined as "digitally enabled transactions
in trade in goods and services which can either be digitally or physically delivered and which
involve consumers, firms, and governments™ (Leblond, 2022: p.7). This is enabled using
information and communication technology (ICT), which drives trade by reducing costs, creating
new business opportunities, and makes it easier for small and medium-sized enterprises (SMEs)
to do business internationally. Global digital trade, including e-commerce and digitally delivered
services was valued at US $5.5 trillion in 2019 and amounted to approximately 25% of world
exports (Tran, 2021). In 2019, Statistics Canada estimated that there was $336 billion worth of
digitally ordered goods and services supplied in Canada, representing 6.8% of the total supply of
goods and services (Leblond, 2022: p.13). Most of Canada's digital trade occurred domestically,
with only 22% of Canadian businesses with online sales having customers in the US, and 11%
with customers outside of Canada and the US (Leblond, 2022: p.14). Nonetheless, digital trade,
whether done within or outside Canadian borders relies on the cross-border flow of data to
facilitate transactions.

The digital economy relies on growth in the production and the use of data, requiring
these global flows for innovation and access to hardware and software for production and
delivery (Meltzer, 2020). Digital trade not only plays a crucial role in facilitating trade in digital
goods and services, but as well as trade in tangible goods, underpinning global value chains and

related customs processes (Lippoldt, 2023). This increased reliance on data and cross-border



flows greatly benefits the global economy, increasing interconnectivity (Ahmed, 2019). The use
of cloud computing - the delivery of computing services over the internet - promotes innovation
and efficiency for businesses and consumers alike as it provides on-demand self-service, enables
communication between platforms, and supports multiple users simultaneously, overall
increasing the provision of service (Akremi & Rouached, 2021).

However, as digital connectivity grows, enabled by the large-scale collection, storage and
movement of data, so does the risk and cost of cyberattacks (Meltzer, 2020). Cybersecurity falls
into four broad categories, including military cybersecurity, economic cybersecurity, political
cybersecurity, and societal cybersecurity, where each risk impacts the ability of the state to
function properly and jeopardizes trust in the institution (Huang et al., 2021). There is an
increased concern around cybersecurity risks, with five main areas of concern for governments,
each of which could result in physical and economic consequences: national defense, critical
infrastructure, economic cyber-espionage, digital information (including the collection and
falsification or manipulation of information), and access to technology that could be used to
carry out future cyberattacks (Meltzer, 2020). In addition, attacks can create damage through
undermining societal cohesion and trust in government institutions, resulting in longer term and
more insidious consequences (Shandler and Gomez, 2023). As a result, governments have
imposed certain cybersecurity regulations to mitigate the occurrence and effect of these attacks.

Cybersecurity is defined by the US National Institute of Standards as "the prevention of
damage to, unauthorized use of, exploitation of, and - if needed - the restoration of electronic
information and communication systems, and the information they contain, in order to strengthen
the confidentiality, integrity, and availability of these systems™ (Meltzer, 2020: p.7). It is the

ability of an actor to protect itself and its institutions against cyber risks, such as those outlined



above. Cybersecurity covers three domains that must be protected to ensure unauthorized access
into a network is prevented: computer security, data security, and network security (Dutta et al.,
2022). Computer security refers to the protection of computer systems, in which the primary
function is to protect, update, and patch the machine. Data security is the process of protecting
data from unauthorized access ef by malicious actors. Finally, network security is the protection
of all ICT devices connected to the network. With each domain comes a unique ability for
malicious actors to exploit security vulnerabilities and the global interconnectedness of networks
poses a unique risk.

To protect against cyberattacks, governments can implement policies to regulate import
and export activities, as well as data flows across borders to manage cybersecurity risks. Import-
related policies on goods often prohibit certain imports, require authorization or registration to
regulate imports, or require specific testing and inspections of the security mechanisms of the
goods before entering the market. Cybersecurity has become a focus for export controls,
preventing the export of certain items due to the possibility that they could be used for
surveillance, cyber-espionage, or network-disrupting activities (Customs and International Trade
Law, n.d.). Policies on digital services can include data flow restrictions or mandatory
intellectual property disclosure. Data flow restrictions include data localization policies, which
require the processing or storage of data in an electronic format to be limited to a particular
geographical area or jurisdiction (Weber, 2018). Policies such as this are intended to increase
security by ensuring that the data is stored in a country with adequate protections and is subject
to domestic laws. Additional policies can also include the requirement of cybersecurity

certifications for firms to conduct business in specific areas, demonstrating compliance with



specific legislation such as the European Union’s General Data Protection Regulation (GDPR)
(Process Unity, 2022).

Trade and cybersecurity are increasingly intertwined, in both positive and negative ways.
The objective of cybersecurity is to protect a state’s infrastructure and companies’ intellectual
property from malicious actors. Therefore, policies that increase cybersecurity can increase trust,
playing a role in facilitating trade. There are significant benefits to having a secure cyber
environment which can attract investment in certain jurisdictions. However, in certain instances,
unilateral cybersecurity measures that have been imposed, such as data localization requirements
and import and investment restrictions on data and ICT products, specifically from countries
along supply chains where cyber risk is high, potentially violate trade agreement commitments
and hinder trade. These measures can act as non-tariff barriers (NTBs), which are regulations or
administrative measures that prevent a good or service from being traded internationally or
impose additional costs to comply with regulatory or administrative requirements (Leblond,
2022). NTBs have a negative impact on trade, reducing market access.

Security requirements and international trade are often conflicting, where both demand
that one takes precedence over the other (Pinchis-Paulsen, 2022). However, there is a general
understanding that security concerns, national or global, trump international trade. This can be
inferred from the inclusion of exceptions into trade agreements, modeled after Article XXI of the
General Agreement on Tariffs and Trade (GATT) 1994. Exceptions used in trade agreements
signal to parties that policy concerns such as security are not subordinate to trade objectives
(Henckles, 2020). These measures often give governments greater discretion in defining security
concerns, by permitting a government to adopt measures “it considers necessary” in the situation.

Exceptions to treaty obligations are the main tools to achieve a balance between trade



liberalization and national interests, two ideas that again, may be contradictory (Mantilla Blanco
& Pehl, 2020). In addition, World Trade Organization (WTO) members have been using security
exceptions with more frequency, including those citing cybersecurity concerns (Pinchis-Paulsen,
2022). The increased interdependence of supply chains can result in what can be referred to as
weaponized interdependence, where states with a large amount of power and control, relative to
other states, can control and manipulate a supply chain for geostrategic objectives (Farrell &
Newman, 2019). While in some cases this can reflect a valid security claim, it has resulted in an
increase in claims of digital protectionism, in which certain measures such as those mentioned
previously, are not justifiable security measures but instead are used to distort trade, favouring
domestic producers over foreign competitors (Aaronson, 2019). This is an issue that is difficult
to mitigate at a multilateral level for two reasons. First, there are conflicting opinions on what
constitutes cybersecurity measures, as measures can cover a number of vulnerabilities, from
infrastructure to data flows, and what one country may deem necessary to protect cybersecurity,
another may label as protectionism (Meltzer, 2020) Second, cyber risks challenge the temporal
requirement of the security exception in Article XXI, which states that trade-restrictive measures
must be “taken in time of war or other emergency in international relations” (GATT, 1994:
Article XXI(b)(iii)). To reduce the risk of attack, cybersecurity measures often need to be
imposed continuously, potentially restricting trade on an ongoing basis.

The reality is that security concerns, and more specifically cybersecurity measures that
address these concerns, impact international trade. These measures, both positive and negative,
are analysed in the following chapters. While the paper’s focus is on cybersecurity measures

which is oftentimes directly associated with the digital realm, the impact is not just on digital



trade, but all forms of trade, including those in physical goods. This is an important consideration
throughout the paper.

The paper is divided into four parts. First, it discusses the theoretical nexus of security
and trade, specifically the national security exception in the GATT and its relevance to
cybersecurity, providing some justification for why certain measures can be imposed and the
challenges in determining the legality of these measures.

Next, it outlines the cyber environment, discussing the risks that exist and, therefore, the
necessity for cybersecurity strategies that encompass policies to ensure a more secure
environment. Specific policies are then discussed, leading into a discussion of their impact on
trade, both positive and negative. The paper concludes with a discussion of building global
consensus on cybersecurity measures through embedding principles into trade agreements, with
the intention of pre-emptively outlining the accepted use of trade restrictive measures on the

basis of protecting cybersecurity without engaging in digital protectionism.



The Intersection of Security and Trade
The multilateral trading order was built on three main ideas (VanGrasstek, 2013). First, countries

are sovereign and control direction of their affairs, but the most effective way to exercise their
sovereignty is to voluntarily enter into binding agreements with other states that place mutual
limits on their sovereignty. Second, countries will mutually gain from freer trade. And third, the
ideas underlying the world trading system would result in military power playing a less
important role in international affairs, and countries would be bound and constrained in their
actions by law or mutual self-interest. As a result, WTO members are expected to follow
principles that liberalize trade, such as most-favoured nation (MFN) treatment outlining that
countries cannot discriminate between trading partners, and national treatment (NT) in which
imported and domestic-produced goods are treated equally within the market (WTO, n.d.a).
However, some exceptions to these principles exist, such as General Exceptions outlined in
Article XX of the General Agreement on Tariffs and Trade (GATT), which revolve around the
protection of the environment, human rights, and the like (GATT, 1994). In addition to the
General Exceptions that allow members to derogate from their obligations, a number of security
exceptions under the WTO umbrella allow governments to restrict trade when it is deemed
necessary to protect their security interests (Peng, 2015). These provisions include Article XXI
of the GATT 1994, Article X1V bis of the General Agreement on Trade in Services (GATS),
Avrticle 74 of the Trade-Related Aspects of Intellectual Property Rights (TRIPS), and Article

XXI1I of the Agreement on Government Procurement (GPA). Additionally, provisions may be

1 An exception to the non-discrimination principle occurs when two or more countries sign a Regional Trade
Agreement (RTA), in which signatories have more favourable market-access conditions (WTO, n.d.b). WTO
members can enter RTAs, provided they follow the rules set out in Article XXIV of the GATT 1994, the Enabling
Clause, and Article V of the GATS. RTAs generally must cover almost all trade between signatories without raising
barriers for non-signatories.
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included in bilateral or regional trade agreements (RTAS) such as those outlined in Article 32.2:
Essential Security in the U.S. — Mexico — Canada Agreement (USMCA) (USMCA, 2019).

The inclusion of exceptions in trade agreements demonstrates that while the fundamental
principle is that states mutually gain from freer and open trade, it should not constrain them from
protecting their essential security interests (Henckles, 2020). While this has been a long-existing
principle, there was an understanding that liberalization of trade and increasing interdependence
was the rule and measures to protect essential security interests were the exception (Pinchis-
Paulsen, 2022). For years, this seemed to be the case. Since the WTO’s establishment in 1995
until the 2010s, the security exception was rarely invoked by states (Mantilla Blanco & Pehl,
2020). However, there has recently been a shift, whereby security interests are increasingly used
to justify trade-restrictive measures; trade policies are increasingly reflecting an underlying
national security mindset (Pinchis-Paulsen, 2022).

Article XXI of the GATT poses challenges for interpreting security measures and
whether they constitute valid exceptions. Article XXI(b) states that:

Nothing in this Agreement shall be construed
(b) to prevent any contracting party from taking any action which it considers
necessary for the protection of its essential security interests
(i) relating to fissionable materials or the materials from which they are derived;
(i) relating to the traffic in arms, ammunition and implements of war and to such
traffic in other goods and materials as is carried on directly or indirectly for the
purpose of supplying a military establishment;

(ii1) taken in time of war or other emergency in international relations
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The seemingly self-judging nature of this exception, outlined by “which it considers
necessary for the protection of its essential security interests” has made it difficult in determining
how to test whether a measure invoked is sufficiently protecting an essential security interest.
The WTO Panel Report in Russia — Measures Concerning Traffic in Transit was the first attempt
by the WTO to clarify the security exception (Russia — Measures Concerning Traffic in Transit,
2019). In its report, the Panel made three important judgements (Vidigal, 2019). First, it
determined that the Panel and the Appellate Body have jurisdiction to judge the security
exception. Second, an event that constitutes an “emergency in international relations” can be
subject to objective determination by a WTO Panel. And third, the Panel interpreted the self-
judging aspect as subject to objective determination, setting out two requirements for a measure
to be justified (Vidigal, 2019). First, the WTO Member must explain which ‘essential security
interest’ that the measure seeks to protect, and second, the measure must actually be capable of
protecting this security interest. They concluded that an emergency in international relations
requires a higher threshold, involving a “situation of armed conflict, or of latent armed conflict,
or of heightened tension or crisis, or of general instability engulfing or surrounding a state ...
giv[ing] rise to ... defence or military interests or maintenance of law and public order interests”
(Vidigal, 2019: p.212).

While the panel report may have further clarified the security exception relating to
traditional security concerns and the balance of trade and security concerns, the unique nature of
cyber-attacks and cybersecurity measures poses challenges for applying this interpretation
(Meltzer, 2020). First, cybersecurity policies are based on the assessment of risk and often not in
direct response to a significant and current attack, and therefore are adopted over a longer term.

The risk is ongoing and constantly monitored by states that are implementing measures to protect
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their essential security interests. As a result, the temporal nature of the WTO Panel Report
requiring the objective assessment of whether the measures were in response to an “emergency
in international relations” would automatically exclude cybersecurity measures even if they are
deemed by the state as protecting essential security interests such as critical infrastructure or
sensitive information through the restriction of trade flows.

As states increasingly adopt risk-based measures, which Pinchis-Paulsen (2022) argues
increasingly resemble using trade and control of supply chains to advance geostrategic
objectives, the issue remains in determining the legality of these measures due to the lack of
clarity from the WTO on risks and measures such as these. As a result, there is currently no
objective way to determine if states are balancing trade and security objectives in line with WTO
obligations, and the issue remains in determining whether these policies are legally justified or
protectionist. Regardless, the existence of security exceptions and the lack of legal clarity on the
nature of these exceptions have provided states with the increasing ability to cite what they deem
essential security interests to adopt trade-restrictive measures to protect their national interests,
regardless of whether these violate WTO obligations. As cybersecurity risks grows, the
prevalence of this situation will only increase. As a result, it is important to understand the
factors prompting the emergence of cybersecurity policies and their potential implications on the

flow of international trade.
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Cybersecurity Risks
A cyber risk can be defined as “any risk that may result due to financial losses, any kind of
disruption, or damage to the reputation of an organization” (Priyadarshini & Cotton, 2022:
p.241). This can result in the failure of an organization’s information technology (IT) systems.
The exponential and rapid innovation and growth of technology has heightened cyber risk, with
malicious actors increasingly gaining unapproved access to an organization’s information
(Priyadarshini & Cotton, 2022). This is due in part to: the increase in the collection and storage
of data, including personally identifiable information (P11); the expansion of the Internet of
Things (loT), resulting in an increase in the number of devices that are connected in a data
exchange; and the global interconnectedness of organizations that require employees, customers,
and third-party vendors around the world to have near instant access to their network to function
efficiently. The Internet of Things (1oT) is expanding quickly, where physical equipment is
becoming more and more digitized, with networks established between machines, humans and
the Internet, allowing the physical world to be controlled digitally (Tripathy & Anuradha, 2017).
Experts predict that 41.6 billion devices will be connected by 2025, with 5G networks allowing
more devices to connect to networks at higher speeds (CCCS, 2022b). The complexity of the
code running these devices has increased, with software and firmware systems operating with
codebases that are both large in size and dependent on third-party code.

This has resulted in an expanded threat surface, defined as “all information systems and
services a cyber threat actor may exploit in trying to compromise an individual, organization, or
network” (CCCS, 2022a: p.4). The threat surface includes networks, personal computers, mobile
devices, 10T devices, and servers, as well as the processes that communicate with or rely on the

information systems connected to the internet (CCCS, 2022a). This growth and reliance of
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organizations, private and public sector alike, on technology increases the risk of a cyber-attack

by threat actors (Priyadarshini & Cotton, 2022: 241).

Threat Actors
Cyber-threat actors are defined by the Canadian Centre for Cybersecurity (CCCS) as “groups or

individuals who, with malicious intent, aim to exploit weaknesses in an information system or
exploit its operators to gain unauthorized access to or otherwise affect victims’ data, devices,
systems, and networks, including the authenticity of the information that flows to and from
them” (CCCS, 2022a: p.2). These actors can be governments, cybercriminals, hacktivists, insider
threats, terrorist groups, and thrill seekers; their motivation and level of sophistication varies.
Advanced persistent threats (APTs) are those with the highest degree of sophistication, where
they can use multiple ways of attacking, either through cyber, physical, or deceptive means, to
achieve their objectives (CISA, n.d.). The objectives of APTs typically include establishing a
presence within the information-technology infrastructure of targeted organizations, with the
intention to export information, undermine or impede critical aspects of a mission, program, or
organization. This can be done immediately when access to the network is gained, or APTs can
position themselves to carry out these objectives in the future when the opportunity presents
itself, avoiding detection in the meantime. These groups are often state actors or state-sponsored
groups, with the intention of espionage, data theft, and network or system disruption or detection
(CCCS, 2022a). Over the past few years, there have been several APT groups linked to attacks in
Canada that have warranted federal policing investigations in the APTs that have been targeting
Canadians, the Government of Canada, and critical infrastructure systems (Public Safety Canada,
2022).

A second prolific actor, cybercriminals, are those who are mainly financially motivated,

operating on a broad mass of victims, often stealing personal or organizational data and selling it
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on the dark web (Dutta et al., 2022). As cybercriminals become more advanced, so too do their
ability to make profits, engaging more often in ransomware attacks on critical infrastructure due

to the potential massive payoffs (CCCS, 2022b).

Cyber Risks
The risks posed by the actions of these threat actors can result in compromising national defense,

attacking critical infrastructure, conducting economic cyber-espionage, collecting or falsifying

digital information, and accessing critical technology (Meltzer, 2020).

National Defense
There is a risk that threat actors will use cyberattacks to hack into defense industries,

compromising defense capabilities (Meltzer, 2020). Numerous examples of this exist, in which
threat actors can target defense departments directly or indirectly through third parties connected
to the network (Centre for Strategic and International Studies, n.d.). In September of 2023,
Russian hackers, using a ransomware known as “LockBit”, stole thousands of documents from
the British Ministry of Defense and uploaded them to the dark web. The breach occurred through
a Windows 7 PC running software for Zaun, a British fencing company with multiple
government contracts, providing fencing services for prisons, military bases, and utilities (Zaun,
2023). From there, hackers were able to gain backdoor access to Ministry files, where it was
confirmed that some of the data was published on the Dark Web. While Zaun claimed that the
data stolen was historic and that no classified information has been compromised, the intention
of this attack to gain information relating to national defense was clear, and the results of which
could have been potentially catastrophic. In another example, in November of 2023, Chinese
cybercriminals targeted Cambodian government networks, including National Defense,

disguising themselves as cloud storage services to hide their data exfiltration. Initial research
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demonstrates that this is part of a broader Chinese espionage campaign, targeting government
data (Centre for Strategic and International Studies, n.d.). Thus, the risk to national defense is

one to be taken seriously.

Critical Infrastructure

Critical infrastructure is defined by the Canadian Centre for Cybersecurity as “the processes,
systems, facilities, technologies, networks, assets, and services essential to the health, safety,
security or economic well-being of Canadians and the effective functioning of government”
(CCCS, 2021: p.6). Operational technology (OT) manages critical infrastructure and plays an
important role in national security. It is the hardware (and now software) that is integrated into
devices that is used to monitor and create change in the physical world. OT is used in industry
and in critical infrastructure within the industrial control systems that monitors mission-critical
industrial processes. The automation of industrial processes across sectors like manufacturing
and resource extraction, and infrastructure providing electrical, natural gas, and water services is
due to the use of OT. As OT is being transformed, it is now being used to automate other
important sectors like building management, municipal services, transportation, and healthcare —
all of which are essential to the proper functioning of society.

Operational technology systems were required before the internet and therefore were not
created with cybersecurity principles embedded due to the isolation from external threats (CCCS,
2021). However, in order to improve processes and create smarter and more efficient operations,
OT has adopted data processing and communications capabilities, with the global market for
smart OT devices growing at approximately 8% a year. As more OT is accessible from the
Internet or untrusted networks the exposure to cyber threats grows. These systems are uniquely

exposed to cyber threats for a number of reasons.
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The systems were designed to prioritize personal safety and process reliability over data
security due to the nature of the operations. OT systems oftentimes manage equipment that are
exposed to extreme conditions such as high temperatures and pressures, dangerous chemicals,
radiation, or high voltages, and the failure of the OT could result in the costly shutdown of an
entire industrial process. As cybersecurity principles were not the main consideration, OT
hardware and software may be upgraded and patched less frequently, communication protocols
may lack encryption, authentication, or integrity protection features, and may lack general
security functions like intrusion detection. These security functions could delay communication
or take the system offline for a period of time, and this, in combination with being permanently
connected to the network, increases susceptibility for cyber threat activity by expanding the
threat surface (CCCS, 2021).

Critical infrastructure providers store large amounts of sensitive or valuable information
that can be targeted directly or indirectly from a variety of actors (CCCS, 2022b). Direct threats
often come from two main sources: financially motivated, medium-sophistication cybercrime
groups, and politically motivated, high-sophistication state-sponsored cyber threat actors (CCCS,
2021). Cybercriminals recognize the importance of critical infrastructure and, thus, choose
targets in which the ransom payoff could be larger, and the amount of either personal or business
data stolen could be greater for higher profits on the Dark Web. Ransomware attacks by
cybercriminals could be enough to force OT asset owners to shut down some or all of their
industrial operations for safety or business reasons. In May of 2021, the hacking group DarkSide
forced the shutdown of Colonial Pipeline, the largest pipeline for transporting petroleum
products in the United States (Wood, 2023). This resulted in the shutdown of Colonial Pipeline’s

operations for five days, creating gasoline shortages, record prices, and panic buying.
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State-sponsored cyber activity against critical infrastructure has become more prominent
in global cyber-threat activity in the last decade (CCCS, 2021). There are several reasons
governments would target critical infrastructure, including espionage, theft of commercial IP,
messaging of intent, and prepositioning for sabotage. The CCCS assesses that the targeting of
critical infrastructure is likely done to collect information and pre-position cyber tools for
follow-on activities, or as a way to demonstrate state cyber power (CCCS, 2021). State-
sponsored cyber-attacks on critical infrastructure began in 2015, when cyber actors hacked into
three power distribution centres, cutting off power for over 230,000 Ukrainian residents (CCCS,
2021; Zetter, 2016). Ukraine’s intelligence community attributed the attack to Russian hackers,
with cybersecurity experts arguing that the way the attack was carried out was a form of power-
signaling to Ukrainians by the Russian government (Zetter, 2016).

Indirect attacks against critical infrastructure target the supply chain, typically for two
reasons: to obtain commercially valuable IP and information about the system or to indirectly
access the OT network and eventually the critical infrastructure (CCCS, 2021). As supply chains
are increasingly integrated and digitized, critical infrastructure operators rely on a wide variety of
supply-chain products and services, both physical and digital. The increased use of the Internet,
cloud, and outside service providers increases dependency, resulting in more vulnerabilities in
the supply chain and giving actors inside information and the ability to find new ways to access
critical systems. A supply-chain compromise occurs when products are purposefully exploited
and transformed before they reach the final customer, and can include actions such as adding
malicious additions to legitimate software used by companies, tampering with the end product of
a given vendor so that it carries a valid signature allowing it to access various organizations

without the end-user knowing, or altering hardware to manipulate access to sensitive



19

information. The CCCS assesses that supply-chain compromises are very likely an active and
increasing threat to OT and, by proxy, critical infrastructure security, mainly through software
compromises that can include malicious hardware alterations.

A prominent example of this is that which affected SolarWinds, a large software
company based in the United States, providing system management tools for network and
infrastructure monitoring, as well as technical services to organizations around the world
(Oladimeji & Kerner, 2023). Orion is SolarWind’s performance monitoring system, which has
privileged access to IT systems for more than 30,000 public and private organizations. Hackers
perpetrated a supply-chain attack, inserting malicious code into the Orion system, allowing them
to gain backdoor access to 18,000 SolarWinds customers when the company unknowingly sent
out Orion software updates with malicious code embedded. This attack affected both public and
private organizations, including the US Departments of Homeland Security, State, Commerce,
and Treasury, as well as companies such as Microsoft, Intel, Cisco, and Deloitte.

The number of attacks from cybercriminals on critical infrastructure is growing. In its
2023-24 National Cyber Threat Assessment, the CCCS highlights the increase in attacks on
healthcare organizations, with over 400 organizations since March 2020 in Canada and the US
experiencing a ransomware attack (CCCS, 2022b: p.11). This is in addition to an increase in
activity against municipal and provincial governments, with over 100 cases of cyber-threat

activity targeting Canadian municipalities since the beginning of 2020 (CCCS, 2022b: p.11).

Economic Cyber-Espionage
Malicious actors, most frequently including state-sponsored actors and cybercriminals, can use

the interconnectedness of the Internet to hack into commercial enterprises, stealing intellectual

property, information on foreign intelligence operations, covert equipment and materials, and
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violate export controls (Meltzer, 2020; CCCS, 2022b). The purpose of these operations is to
share stolen information with state-owned enterprises or domestic industries to bolster their
economy and increase competitiveness. The consequences of this can be lost revenue,
reputational damage, or lost investment in research and development. In 2021 and 2022, it was
observed by the CCCS that state-sponsored actors are conducting such operations for financial
gain, oftentimes to reduce the impact of international economic sanctions. Chinese, Russian,
Iranian, and North Korean state-sponsored cyber actors pose the biggest risk to Canadian
organizations, with the likelihood that these states will continue targeting Canadian organizations
for their domestic economic development. The threat from China is identified as the most
significant in volume, capability, and intent and will very likely continue to target Canadian

industries and technologies that can contribute to their strategic priorities.

Collection and Falsification of Digital Information
As data is collected, analyzed, and disseminated at ever-increasing speeds, including personal,

consumer, and government data, it increases the risk for personal information to be stolen or
falsified (for misinformation, disinformation, and malinformation [MDM] purposes) by
malicious cyber actors (CCCS, 2022b). There is a significant value for actors who invade the
privacy of individuals and steal data. The incentives for cybercriminals are profits, where
customer information can be stolen and sold on the Dark Web (Mikalauskas, 2023). Pieces of
Personally Identifiable Information (P1I) can be linked together by cybercriminals, creating real
or fake identities and used to access credit cards or steal funds from bank accounts. Information
that includes a full range of documents required for identity theft could be worth USD$1,010 on

the Dark Web. Information can also be stolen by state-sponsored actors for the purpose of
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identifying government spies or blackmailing government officials into committing espionage
(Fazzini, 2019).

The collection of sensitive personal information by a foreign entity, whether state-
sponsored actors or cybercriminals, is now seen as a national security threat (Melzter, 2020). The
CCCS outlines the threats impacting Canadians, including foreign states targeting Canadian
individuals in two main ways (CCCS, 2022b). First, the targeting of diasporic populations and
activists in Canada, in which adversarial states have interests in monitoring and disrupting the
activities of Canadians who are believed to threaten their domestic security and stability.

Second, the targeting of personally identifiable information that could compromise
individuals, including Canadians in widespread data-theft campaigns. There has been a rising
occurrence of state-sponsored actors targeting widely used platforms to access information of
sometimes hundreds of thousands of victims around the world. Two incidents highlight this risk.
In March of 2021, Microsoft discovered vulnerabilities that were being exploited by hackers,
which they attribute as HAFNIUM, a Chinese state-sponsored hacking group (Microsoft, 2021).
In what is thought to be an attempt to steal IP and acquire personal information, 400,000 servers
globally were affected by this activity (CCCS, 2022b). Emails were stolen from multiple targets
and malware was installed by the hackers to continue surveillance of targets (Conger & Frenkel,
2021).

In September of 2017, Equifax, a US credit reporting agency, announced it had
experienced a data breach, exposing the personal information of 147 million people, including
the names, date of birth, and Social Security numbers of almost all these individuals (Sloan &
Warner, 2019). A vulnerability, known to Equifax, alerted to them by both the software provider

and the Department of Homeland Security United States Computer Emergency Readiness Team,



22

was not patched, leading to the data breach. However, this information has not surfaced on the
Dark Web, leading senior intelligence officials to believe that whoever stole the data, likely a
state actor, is combining the information with other stolen data, using it to identify US spies to

gather information on who could be targeted to commit espionage against the United States.

Psychological Impacts
The impacts of cyberattacks are not only financial or physical, but can have longer term,

psychological impacts, like undermining societal cohesion and trust in government institutions
(Shandler & Gomez, 2023). A study done following a ransomware attack in Germany that
disrupted operations at a hospital provided strong evidence that exposure to cyber-attacks lowers
the public’s confidence in their government. The public perceives the government as ultimately
responsible for defending critical infrastructure and public institutions against cyber-attacks, and
when an attack occurs, trust in government is lost. After cyber-attacks, governments do not
benefit from the “rally around the flag” effect, which argues that foreign attacks against domestic
targets increases public support in the short-term for leaders and government institutions. The
nature of cyber-attacks differs as it is difficult to attribute the attack to certain actors, and the
increasing quantity of cyber-attacks is leading the public to believe governments cannot combat
them, creating an overwhelming sense of helplessness. Each of these factors can lead to a lack of
public confidence and increased distrust in governments, which can be part of foreign

adversaries’ strategy and the ultimate, long-term goal of cyber-attacks.

Increase in Cyber Attacks

The increase in the frequency and scale of cyber-attacks can be explained by a number of
reasons. First, the amount and availability of data is growing rapidly, which has resulted in the
creation of “big data” (Google, n.d.). Big data is defined as “extremely large and diverse

collections of structured, unstructured, and semi-structured data that continue to grow
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exponentially over time” (Google, n.d.: para. 1). As a result of their large-scale data collection,
datasets have grown so large and complex in volume, velocity, and variety that traditional data-
management systems are unable to store, process, and analyze them. Big data provides
significant benefits for internet users, including individuals and businesses, because it allows for
improved decision-making, provides better customer experiences, makes operations more
efficient, and improves risk management, among other things. However, managing this data also
poses some risks. The sheer volume requires big storage, whether this is stored in the cloud or on
the premises of the provider. The dispersion of the data across many storage platforms,
oftentimes in multiple jurisdictions makes it difficult for providers to continuously ensure that
data processing and storage meet data privacy and regulatory requirements. Most notable, it
contains complex and valuable business and customer information, making it a high-value target
for attacks. Because the data can be stored in various forms, it can be harder to implement the
required strategies and policies to protect them. This expands the threat surface, resulting in a
higher risk.

Second, advancements in technology, as previously discussed above, have resulted in
more devices being digitally connected, expanding the network and ultimately the threat surface
and the way malicious actors can access the network (CCCS, 2021). Additionally, the
proliferation of the use of generative Artificial Intelligence (Al) has the potential to increasingly
expose companies to vulnerabilities that can be exploited (Zaki, 2023). 75 percent of
cybersecurity professionals saw an increase in attacks in 2023 and 85 percent of these attributed
this rise to malicious actors using generative Al, and its ability to make organizations more

vulnerable to cyber-attacks (Deep Instinct, 2023).
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Third, current geopolitical instability has increased the risk of cyberattacks.
Approximately 93 percent of cybersecurity experts and 86 percent of business leaders believe
that geopolitical instability will lead to a catastrophic cyberattack in the next two years (Raina,
2023). Cyberattacks are an important part of the geopolitical risk outlook, as they can be used by
actors to achieve political or financial ends (S&P Global, n.d.). The large-scale accumulation of
data has provided the opportunity to shape political discourse through disinformation, where
adversarial states are using data as a strategic resource (Office of the Director of National
Intelligence, 2023). States can focus on collecting Personally Identifiable Information that can
make their espionage, influence, and cyber-attack operations more effective. In recent years,
critical infrastructure has been an attractive target. In its risk outlook, S&P Global (n.d.) alleges
that hackers have maintained a campaign of cyber-attacks against Ukrainian, NATO, EU, and
other Western entities, often targeting government and defense-related organizations, with cyber-
security analysts suggesting that hackers affiliated with Russian military intelligence are
becoming more aggressive and direct in their attacks. The NotPetya attack of 2017 can be used
as a cautionary tale of the catastrophic damage that could occur once again with an attack of this
scale. NotPetya is described as “the most destructive cyberattack in history,” causing over
US$10 billion in quantifiable damages (Buchanan, 2020: p.302). NotPetya was a Russian attack
on Ukraine, striking more than 300,000 major organizations in the country, affecting nearly
every federal government agency in Ukraine. It damaged everyone conducting business in
Ukraine and paying taxes to the Ukrainian government. However, the attack was not contained to
Ukraine, affecting global corporations including Maersk, a major shipping company with
approximately 15 percent of the global market, FedEx, and Merck, a major pharmaceutical

company that was required to temporarily shut down production of an HPV vaccine due to the



attack. The attack was intended as a reminder of the strength of Russian hackers and the
aggressiveness of the Russian state and highlighted the reality that “ordinary people and
businesses cannot escape geopolitically motivated cyber operations” (Buchanan, 2020: 302).
The reality is that the cyber-threat surface is expanding, actors are becoming more
sophisticated, and large-scale collection and storage of data along with technological
advancements have increased the risk of cyber-attacks. With an increase in geopolitically
motivated cyber-attacks, states are increasingly imposing cybersecurity measures to mitigate

these risks. These measures are explored in the next chapter.
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Trade-Related Cybersecurity Measures
Three main domains of cybersecurity need to be protected to mitigate risks: computer security,
data security, and network security (Dutta, 2022). Computer security refers to the protection of
the computer system — hardware, firmware, and software — from unauthorized access. Data
security refers to the measures used to protect critical data from unauthorized access. Network
security protects the entire network — made up of wired, wireless, and cellular connections —
from unauthorized access. The “CIA triad” — confidentiality, integrity, and availability — is the
guiding model for information security and outlines three principles that are to be maintained
(Wilson, 2021). Confidentiality refers to the principle of keeping information confidential by
encryption. Integrity refers to ensuring that information transferred is correct and reliable.
Availability requires that data is accessible when required. These three principles are to be kept
in consideration when organizations are implementing cybersecurity measures.

Cyber risks pose issues for governments in terms of national security; therefore,
oftentimes governments take a leading role in ensuring that cybersecurity is up to a certain
standard (Huang et al, 2021). Government strategies to address cybersecurity risks can be
divided into three categories: information disclosure, implementation of trade policies, and
cyber-trade norm development in the international arena.

Information disclosure refers to the government’s use of guidance to share information
and direct private actions on cybersecurity issues to increase awareness and the minimum
standards of cybersecurity needed (Huang, 2021). Often, this requires imposing regulations on
the private sector, which plays an important role in maintaining cybersecurity, as it owns and
operates the majority of cyberspace (Hoffman & Nyikos, 2018). A substantial amount of defense
and domestic security work is carried out by the private sector; it supplies and maintains a

significant amount of technology used by governments; and it is responsible for the operation
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and maintenance of critical infrastructure (Etzioni, 2014). While the adoption of strong
cybersecurity measures by a private company can attract more customers, oftentimes there is not
a strong enough business incentive to have the adequate high level of cybersecurity measures
required. Etzioni (2014) outlines four reasons why the private sector may have a weak response
to cyber-attacks and not have adequate cybersecurity measures. First, while corporations are
mainly profit-driven and it may be presumed that they would want to enact strong cybersecurity
measures to protect trade secrets and profits, this rational decision is not always made. Business
decisions are increasingly made while considering the short-term costs of increased
cybersecurity measures instead of the long-term benefits of protection; therefore, firms fail to
make the proper investment on their own accord. Second is the argument that government
mandates reduce cybersecurity and private-sector innovations by failing to allow private
companies flexibility through the imposition of stringent or inefficient cybersecurity measures.
Third, some private-sector representatives have argued that the cybersecurity measures that
would be imposed would be a significant cost to the private sector, which would be incapable of
meeting profitably. They also argue that, as the provision of security is the government’s role,
then the private sector should be compensated for cybersecurity costs. Finally, the private sector
has expressed concern that reporting regulations for cybersecurity breaches result in damaging
publicity and lead to lawsuits alleging damages to private citizens. As a result, the private sector
has been reluctant to adopt stringent cybersecurity standards.

Governments can also promote the development of cyber trade norms through
international bodies such as the WTO and through harmonized trade policies that incorporate
cybersecurity (Huang et al., 2021). While trade agreements have included security exceptions as

noted previously, the incorporation of cybersecurity measures into trade policy have become



28

more common since the Trans-Pacific Partnership (now the Comprehensive and Progressive
Agreement for Trans-Pacific Partnership) was signed in 2018, because of its chapter on
electronic commerce (Keitner & Clark, 2019). The USMCA, which entered into force on July 1,
2020, includes a chapter on digital trade, which is based on the CPTPP’s chapter on electronic
commerce; it takes a risk-based approach to cybersecurity and increased personal information
protection. Singapore has concluded four Digital Economy Agreements, with Chile and New
Zealand, Australia, the United Kingdom, and Korea (Ministry of Trade and Industry —
Singapore, n.d.). The purpose of these agreements is three-fold: 1) to align digital rules and
standards and create interoperable systems; 2) to support cross-border data flows and protect
personal data and consumer rights; and 3) to encourage cooperation in terms of digital identifies,
Artificial Intelligence (Al), and data innovation, allowing for the trialling of technologies across
countries.

For the most part, however, trade agreements have not kept pace with the complexities of
the digital economy and the requirements for cybersecurity measures (Claussen, 2020). This has
resulted in measures taken outside of these agreements being imposed to manage cybersecurity
risk. These measures include import- and export-related trade policies, data-flow restrictions,
foreign-investment restrictions, mandatory intellectual-property disclosure, licensing

requirements, and supply-chain reviews. These measures are this chapter’s focus.

Export-Related Trade Policies
Export controls can include export licenses, quotas, prohibitions, certifications, and quantitative

restrictions that control export numbers or prohibit certain identified exports (Huang, 2020).
These controls are domestic mechanisms that are used to control a country’s outbound trade of
military-use and dual-use goods because of national security concerns (Whang, 2020). Export

controls have existed since WWII, aligned with the national security policies of states to restrict
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the international proliferation and limit the development of military-use technology by so called
hostile states. A number of multilateral agreements outlines the goods and technologies that are
subject to export controls, including the Wassenaar Arrangement, the Nuclear Suppliers Group,
the Missile Technology Control Regime, and the Australia Group relating to chemical or
biological weapons (Government of Canada, 2023). The Wassenaar Arrangement on Export
Controls for Convention Arms and Dual-Use Goods and Technologies focuses on the transfer of
conventional arms and dual-use items that are not banned for transfer but rather subject to export
control regimes by over 40 participating states (Korzak, 2020). There has been an increased
focus on cyber technologies added to the Arrangement’s export-control list, specifically those
items concerning IP network surveillance systems and items related to intrusion software. While
the implementation of these controls is at the discretion of the participating state, it demonstrates
the beginning of cybersecurity measures being considered by export control regimes.

The United States has imposed stringent export controls on various technologies, citing
national security and cybersecurity motivations (Diaz, 2022). US agencies have collectively
administered and enforced export-control laws to protect national security interests and promote
foreign policy objectives. The US Department of Commerce’s Bureau of Industry and Security
(BIS) is responsible for governing the export and re-export of commodities, software, and
technology that fall under the jurisdiction of the Export Administration Regulations and has
recently established export controls that have a strong cybersecurity consideration. On October
21, 2021, the BIS published its Interim Final Rule on export controls for cybersecurity intrusion
and surveillance tools, requiring licenses for the export, re-export, and in-country transfer of
some cybersecurity items to certain countries, including China and Russia, depending on the

items for export, the recipients, and the anticipated uses of the export (Boria & Burgess, 2021).



30

Additionally, it prohibits the export, re-export, and in-country transfer of cybersecurity items to
Cuba, Iran, North Korea, and Syria if there is knowledge or reasons to suspect that the item will
affect the confidentiality, integrity, or availability of the information or the information systems
(Boria & Burgess, 2021). The rule came into force in January 2022, stating that the new export
controls are due to national security and anti-terrorism reasons, and that the specific items are
subject to controls as they could be used for surveillance, espionage, or any other actions that
“disrupt, deny or degrade the network or devices on it” (Diaz, 2022: para. 2). The cybersecurity
items on the export-control list include: “systems, equipment, software, and other technology
specifically designed or modified to develop, generate, command and control, or deliver
‘intrusion software’”, “Internet Protocol network communications surveillance systems or
equipment that meet specified criteria, including the ability to capture and analyze application
data”, and “Other related items, software, and technology, as specific in new and review Export
Control Classification” (Diaz, 2022: para. 3). The purpose of these controls is to reinforce the
multi-agency effort by the US government in combatting ransomware, state-sponsored hacking,
and other cybersecurity threats, making it more difficult for other actors to have these
capabilities.

In addition to specific cybersecurity-related export controls, the United States, in October
2022, imposed export controls on advanced computing semiconductors, semiconductor
manufacturing equipment, and supercomputing items (BIS, 2023). These controls were intended
to restrict China’s access to high-end semiconductor devices manufactured in the United States
that have potential military applications, representing a transition in the US and allied export
control strategy (Shivakumar et al., 2022). The purpose of the measures, to freeze or slow

Chinese developmental capacity, was reinforced by an updated package of export controls in
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October 2023, which sets tighter restrictions on Al semiconductors, strengthens restrictions to
semiconductor manufacturing equipment, and adds Chinese firms to the Entity List (firms on the
list are subject to license requirements to receive US exports). There are four main objectives for
these export controls: to limit Al semiconductor access, to limit China’s design capability for
high-end semiconductors, to restrict advanced semiconductor manufacturing capability by
blocking access to US-made semiconductor manufacturing equipment with no foreign
alternative, and, finally, to limit China’s ability to build manufacturing equipment with US-made
semiconductors (Shivakumar et al., 2022). The motivation for updating these export-control
regulations is characterized by the fear of Chinese access to advanced semiconductors, which can
be used to build supercomputing technologies which can facilitate advanced Al capabilities,
cited as a US national security concern due to their ability to make military decisions faster and
more accurately, and carry out planning and logistics. There is a risk that this technology
additionally could be used for cognitive electronic warfare, radar, signals intelligence, and
jamming, all of which pose security risks. US firms such as Nvidia Corp, a semiconductor
manufacturer along with other US firms have been restricted from selling their most advanced
semiconductors to China, with US Commerce Secretary Gina Raimondo stating: “What we
cannot allow them is to ship the most sophisticated, highest-processing power Al chips, which
would enable China to train their frontier models” (Shepardson, 2023, para. 3). This underscores
the US concern about the ability of other actors to conduct cyber-attacks with advanced
technology and therefore their reasoning for imposing export controls.

In addition to the United States, the European Union has begun to explore export controls
to mitigate rising geopolitical tensions and the deeper economic integration that may pose a risk

to EU economic security (European Commission, 2023). The European Economic Security
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Strategy includes four categories that require further assessment of risks: supply chain resilience,
including energy security; physical and cybersecurity of critical infrastructure; technology
security and leakage; and the weaponization of economic dependencies and economic coercion.
As a result, in October of 2023, the European Commission recommended conducting a risk
assessment on four technology areas that are the most sensitive and likely to pose risks related to
technology security and technology leakage. This includes advanced semiconductors, due to
their enabling and transformative nature and their use for civil and military purposes; artificial
intelligence, including Al software, high-performance computing, cloud and edge computing,
and data analytics; quantum technologies, with the large-scale potential to completely transform
civil and military sectors; and biotechnologies which can be mobilized in a harmful way if
misused. These four areas are to be assessed through a broad lens and are not country specific,
but the purpose will be to determine if the EU should control or ban the export of these specific
items to certain countries, to defend its economic security, and inherently its cybersecurity
(Bounds, 2023). While this is currently an assessment of the risk the export of these items poses,

the trend has increasingly been toward imposing controls on technologies such as these.

Import- and Investment-Related Policies
While there are a number of policies that regulate the export of goods due to concern around

their usage by foreign adversaries, governments can impose import-related policies that restrict
the access of foreign companies and governments to domestic industries. These policies can
include a complete ban on certain imports, can require authorization or registration for
importing, or require that products undergo specific testing and inspections before they are
allowed to enter the domestic markets (Meltzer, 2020). This can also include investment
restrictions that prohibit foreign companies from participating in the domestic market of certain

industries that are deemed sensitive for security reasons (Veyet et al., 2023).
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There has been a recent proliferation in the banning of Chinese technology companies,
specifically Huawei and ZTE, from supplying technology and providing telecommunications
services. Concerns revolve around cyberespionage risks, elevated by the use of Huawei’s 5G
infrastructure, and intellectual property theft in which Huawei has been found guilty of stealing
intellectual property from US telecommunications company, T-Mobile (Berman et al., 2023).
The risk is amplified due to the adoption of 5G technology, which allows more devices to
connect to networks at higher speeds including those that were previously disconnected from the
network. The concern surrounding 5G is the integration of devices, making it difficult to monitor
the security checkpoints for each device as traffic is routed through many different points
(Kaspersky, n.d.). The speed and volume of data transmitted poses challenges in identifying and
stopping threats in a timely manner. Finally, the increased connection of Internet of Things (loT)
devices poses security risks, as often these devices are not manufactured with security as the
main priority and this lack of encryption can increase the number of vulnerabilities that can be
exploited. As a result, the information can be much more open, and the infrastructure provider
must be trusted to not violate the security and expose any vulnerabilities found. The US
government has expressed concerns that Huawei’s 5G infrastructure could include backdoors
which allow the Chinese government to “collect and centralize massive quantities of data and
give Beijing the necessary access to attack communications networks and public utilities”
(Berman et al., 2023: para. 6). Due to this lack of trust, the United States has banned or restricted
Huawei and ZTE products from their 5G networks.

The Government of Canada has also cited concerns about telecommunications suppliers
such as Huawei and ZTE and their potential to be compelled to comply with extrajudicial

directions from foreign governments, which could conflict Canadian laws and be detrimental to
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Canadian interests (ISED, 2022). This has resulted in the Canadian government prohibiting the
procurement of 4G or 5G Huawei and ZTE products and services, the removal of existing
Huawei and ZTE products and services in 5G networks by June 2024, and the removal of any
Huawei and ZTE 4G services by December 2027. Other countries have similar bans, whether
total bans or bans on government procurement, including Japan, Australia, Germany, Britain,
Estonia, Denmark, France, Italy, Latvia, Lithuania, and Portugal (Veyet et al., 2023).

The Canadian Government has taken further steps to regulate the telecommunications
industry due to cybersecurity concerns (Chong et al., 2022). While still going through the
Parliamentary process, Bill C-26 An Act respecting cyber security, amending the
Telecommunications Act and making consequential amendments to other Acts would provide the
government increased options to take actions, securing the telecommunications industry and
systems from a number of threats. These options including prohibiting a telecommunications
service provider (TSP) from using a specified product or service, directing a TSP to remove a
product or service, prohibiting a TSP from upgrading a product or service, reviewing the use of a
TSP’s networks, facilities or procurement plans, and so on. These greater powers are intended to
be used by the Government of Canada to block the use of telecommunications products that
could pose a risk to the Canadian telecommunications system, such as those of Huawei and ZTE.

In addition, the Chinese government has taken steps to mitigate the cybersecurity risks of
imports or investments. In February of 2022, new measures came into effect under the Measures
for Cybersecurity Review, requiring that Critical Information Infrastructure Operators in China
apply for a cybersecurity review if they are procuring network products or services for their
operations which may impact national security (Guo & Li, 2022). For those that operate network

platforms, their data processing activities require a cybersecurity review if the activities may
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impact national security. Additionally, if a network platform operator that stores personal
information of over one million users plans to be listed in other countries, it must apply for a

cybersecurity review.

Data Flow Restrictions
For cybersecurity reasons, countries have imposed data flow restrictions, regulating cross-border

flows of data to certain jurisdictions or imposing data-localization requirements (Ji, 2018). The
restrictions on data flows have risen in concurrence with “Big Data” and the use of cloud
computing. Due to the large-scale interconnectivity of the digital world, a massive amount of
data is generated from online activities, such as emailing, using search engines, and social media
networking, as well as data from 10T devices (Mushtaq et al., 2022). The mass volume of data
cannot be handled by modern database systems and requires the use of cloud-computing services
for processing and storage, in which services are provided over the Internet, and the physical
computing resource becomes invisible, with cloud services distributed across multiple locations.
Multiple different cloud services can be provided, including Software as a Service (SaaS),
Platform as a Service (PaaS), Infrastructure as a Service (laaS), and Data as a Service (Daas),
with each providing a different functionality but essentially allowing clients to use the services
provided by the host, conducting their operations through the cloud platform. Cloud services can
be private, public, community, or hybrid clouds. Private cloud services are deployed by a single
organization for use within that organization only. Community cloud services are shared by
organizations with similar strategies and morals. Public cloud services are the most common type
in which the cloud owner has complete ownership of the cloud. Examples of public clouds
includes Amazon Web Services, which holds 31 percent of the world cloud-computing market

share, and Microsoft Azure, which holds 24 percent (Richter, 2024).
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The use of cloud computing to store massive amounts of data results in several security
concerns, including infrastructure security, data privacy, data management, and data integrity
and security (Mushtaq et al., 2022). These issues are mainly due to vulnerabilities,
misconfigurations, or flaws within the system. Government concerns revolve around data
sovereignty, which is the idea that data are subject to the laws and regulations of the countries
within which it is collected and located (Taylor, 2020). The concern is that large clouds have
their operations distributed over multiple different countries and therefore there is a sense of lost
ownership over the physical storage facilities and personal information of citizens. The legal
status of the data is in question, with the concern that other countries may invoke their
jurisdiction over data that is stored in a data processing centre in their country but did not
originate there. Additionally, the wide distribution of data may result in the data being
compromised, and sensitive information potentially accessed by malicious actors through
vulnerabilities in the cloud computing network as it travels from point to point, within and across
geographic boundaries. As a result, a number of countries have imposed data-flow restrictions,
with the most restrictive being data-localization requirements.

Data localization can be defined as “any measure that specifically encumber(s) the
transfer of data across national borders” (Mishra, 2020: p.341). It has two meanings for
government policies: 1) a policy where governments require Internet cloud providers to store
data about Internet users in their country on servers geographically located within the country
and 2) a policy where government require Internet service providers to route data packets sent
between Internet users in their jurisdiction through networks that are located only within their
jurisdiction (Selby, 2017). The premise of data localization is that government control over data

processing, access, and transfer increases substantially if data is located within a nation’s borders
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(Mishra, 2020). It is seen as an opportunity to protect national data; not just that of citizens but
data related to national security, governmental activities, financial activities, business, and civil
society. For example, under China’s Cyber Security Law, companies that handle critical
information infrastructure (CII) are required to keep all data collected and processed within
Chinese borders, due to the data being seen as sensitive to China’s national security and
economy (InCountry, 2023). Data that must be transferred by ClI operators outside of borders
must undergo a security assessment before the transfer is approved by the Chinese government.
Under the Chinese Personal Informational Protection Law, companies that store sensitive
personal information that is collected and generated in China above a certain threshold must
store data inside China and must also undergo a security assessment if wishing to transfer outside
of China (Kumayama et al., 2023).

Restrictions on data can manifest in ways other than data localization. They can include
regulations around data protection, geolocation data privacy, online censorship, forced transfer of
intellectual property, and traffic routing (Taylor, 2020). The European Union’s General Data
Protection Regulation (GDPR), effective May 2018, imposes restrictions on the transfer of
personal data outside of the EU to non-EU countries or international organizations (European
Data Protection Board, n.d.). Data can be transferred to 15 countries where adequacy decisions
have been made by the European Commission as containing the proper level of data protection
or to organizations that contain the appropriate safeguards to protect personal data (e.g. standard
data protection clauses, binding corporate rules, codes of conduct, certification mechanisms, and
ad hoc contractual clauses). The purpose of this legislation is to ensure that the level of
protection of individuals’ data that is upheld by the GDPR is the same, regardless of where the

data is stored.
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In the United States, on February 28, 2024, President Biden issued an Executive Order
that authorizes the Attorney General to prevent the large-scale transfer of data to what are
deemed countries of concern, with the reasoning that these countries can rely on advanced
technologies to analyze and manipulate data to engage in espionage, influence kinetic or cyber
operations, or to gain a strategic advantage over the United States (White House, 2024). The
Order focuses on the most sensitive personal information, such as genomic data, biometric data,
geolocation data, financial information, and other types of Personally Identifiable Information. It
does not authorize generalized data-localization requirements, however; it only prevents transfers
of data to specific countries of concern.

Traffic-routing measures can be demonstrated by Russia’s Sovereign Internet Law, which
went into force in 2019 (Human Rights Watch, 2019). The law builds on previous data-
localization laws, which require that companies that process the personal data of Russian citizens
store them in Russia and hand over the information upon request by security services, with the
justification that it is required to protect state security. The Sovereign Internet Law requires that
Russian Internet Service Providers install equipment to route Russian internet traffic through
servers in Russia, for the purpose of ensuring the stability of the internet in the event it was cut
off by the United States or another Western country (Taylor, 2020). Russia’s Deputy Prime
Minister, Dmitry Chernenko, stated that these measures are taken to protect Russia from
cyberattacks, not just from states but hacking groups that they claim have been attacking and
breaching Russian networks since the invasion of Ukraine (Flashpoint, 2022).

In addition, certain measures have been implemented or proposed to block foreign
involvement in cloud-service industries and access to cloud platforms. In January of 2024, the

US Department of Commerce proposed the imposition of “Know Your Customer” requirements
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onto US cloud infrastructure providers and their foreign resellers (BIS, 2024). The purpose of
this is to address the risk that foreign malicious actors pose if they access US cloud services and
use them for malicious cyber-enabled activity to harm US critical infrastructure or national
security. The proposal authorizes the US government to impose certain measures that restrict
access to US cloud infrastructure, including the data centres that store sensitive information. The
main concern cited is about access to Al technology, with US Commerce Secretary Gina
Raimondo stating that “We use export controls on chips, those chips are in American cloud data
centres so we also have to think about closing down that avenue for potential malicious activity”
(Shepardson, 2024; para. 2).

Similarly, in China, foreign companies are restricted from having sole ownership of
cloud-computing services and are required to play a subordinate role if wanting to enter the
market by partnering with a Chinese-based firm (Yang, 2020). This is because cloud services are
described as value-added telecoms services (VATS). The operation of such services requires a
license that only Internet Data Centre (IDC) businesses can hold; IDC businesses are not open to
foreign investment.

These measures that restrict the import and export of goods, foreign investment, and data
flows all cite cybersecurity and national security concerns as their main justification. While
malicious actors and exploitation of cyber vulnerabilities pose significant risks, these measures
have a broader impact on international trade and the global economy. They can disrupt the global
trading order and can cause situations in which allegations of protectionism are thrown. The

impact of these measures, both positive and negative, is discussed in the next chapter.
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Impact of Cybersecurity Measures

While the widespread implementation of cybersecurity measures is a relatively recent
phenomenon to mitigate the rapidly growing risk, the potential impacts of these measures on
enterprises, consumers, and international trade can already start to be identified. As will be
discussed in this section, the global market for cybersecurity solutions is growing, having a
positive impact on digital services trade. However, the negative effects need to be identified,
highlighting how the objectives the measures seek to achieve may in fact result in weaker

cybersecurity, increased costs, and serve as barriers to trade.

Positive Effects: Market-Creating
The emphasis on cybersecurity and the growing risk of a cyberattack has had

governments and businesses seeking cybersecurity solutions. This presents a significant
opportunity for businesses to provide solutions, not just in their home market, but globally,
representing a part of digital services trade. Current research shows that at the rate and growth of
cyberattacks, damages from cyberattacks will cost approximately US$10.5 trillion annually by
2025, amounting to a 300 percent increase from 2015 (Aiyer et al., 2022). The costs associated
with cyberattacks include damage and destruction of data, theft of money and intellectual
property, theft of personal and financial data, fraud, and embezzlement (Morgan, 2020). These
costs also include the after-effects, including lost productivity, disruption to the normal course of
business, forensic investigation, the restoration and removal of hacked data and systems, and
reputational damage. The rapid technological advancements of malicious actors to carry out
cyberattacks also means that currently available commercial solutions are not fully equipped to
meet customer security demands, specifically in terms of automation, pricing services, and other

capabilities (Aiyer et al., 2022).
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Enterprises are required to spend more and more on increasing their cybersecurity, which
means rapid market growth for cybersecurity solutions, such as providing secure cloud services,
expanding the provision of managed security services for SMEs, and improving automation and
Al systems by integrating security products into them (Aiyer et al., 2022). Consulting firm
Gartner reports that global spending on security and risk management is expected to increase
14.3 percent in 2024, with IT spending increasing by only 8 percent (Irei, 2024). McKinsey &
Company has approximated that the global cybersecurity market opportunity amounts to
between US$1.5 trillion and $2 trillion. The Security-as-a-Service (SaaS) industry is growing
exponentially, due to the continuing expansion of cyber threats, growing regulatory pressures on
businesses, and the ongoing digitization of the global economy which increase costs and risks

when managing on-premises security programs (Irei, 2024).

Negative Effects: Reduced Cybersecurity
However, the effects are not only market-creating. Certain measures imposed, such as

restrictions on data flow, may actually result in weaker cybersecurity. Data localization policies
may result in data that is less secure, as there is a reduced opportunity for cloud service providers
to distribute information across multiple servers in different locations (Taylor, 2020). This
prevents cloud providers from “sharding”: a practice that involves dividing data into pieces of
independently useless data and dispersing it across storage locations, ultimately becoming
useless unless combined (Bauer, 2023). The localized information provides an easier opportunity
for malicious actors to access full sets of data.

Additionally, data-localization policies result in weaker security infrastructure, due to the
lack of an integrated management approach to detect cybersecurity risks (Bauer, 2023). Cloud-
service providers share security data between operations centres and use this for easier threat

detection. The prohibition on data sharing can result in loopholes being exploited by malicious
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actors. As many cloud-service providers are global companies, they benefit from a higher degree
of knowledge from data sharing and experience from ICT professionals, and are consistently
updating their security practices (Taylor, 2020). Removing this infrastructure due to data being
stored outside of certain jurisdictions could result in a security deficit where the infrastructure to
provide solutions to the public and private sector does not exist or is not at the capacity required,
thereby reducing cybersecurity. As a result, government policies to increase cybersecurity and

privacy may have the opposite effect.

Negative Effects: Impact on Businesses
The cybersecurity measures previously outlined have an impact on businesses and

therefore consumers: inefficiencies in supply chains, reduced competition and innovation, and
increased costs.

The Internet, which facilitates trade in both digital and physical goods and services, relies
on autonomous data routing, which moves data through the most efficient route from its start to
end destinations (Mishra, 2020). Any manipulation of data flows based on territory, such as data-
localization or data-routing policies, interferes with the technical and logical Internet
infrastructure, and hence its reliability as a service that transfers data. Large multinational
corporations (MNCs) and small and medium-sized enterprises (SMES) rely on cross-border
transfers of data when conducting business globally, starting with the purchase of a good or
service online to the delivery and service follow-ups (Casalini & Lopez Gonzélez, 2019). MNCs
and SMEs are reliant on data transfers regarding business activity at the design, production,
delivery, and use stage of their operations. Many times, this information is geographically
dispersed, relying on cross-border data transfers. Day-to-day operations such as HR tasks for
MNCs with affiliates geographically dispersed or efficient supply chain management are

disrupted by government prescriptions on cross-border data flows. Data flows allow SMEs to
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scale-up faster, offering an advantage in the global marketplace through the access of IT services
and better and faster access to information, allowing them to overcome barriers that may have
previously hindered their ability to engage in international trade. Firms may lose the efficiency
gains of cloud computing by being required to build local servers or use local services in each
country implementing data-flow restrictions, ultimately losing what can be described as network
economies of scale (Mishra, 2020).

In addition, this can result in a lack of competition in two ways. First, domestic
companies that use cloud or other digital services lose access to foreign service providers that
could offer a better service at a lower cost for the business and the consumer (Mishra, 2020).
Second, it can reduce the incentive for domestic providers to innovate or price more
competitively to win business (Bauer, 2023). The reduced competition and the more stringent
requirements mean that the end result for businesses, and ultimately consumers, are higher costs.
An OECD-WTO Business Survey found that data-localization measures allowing cross-border
flows would increase costs to businesses by approximately 16 percent while data-localization
measures with flow restrictions would increase costs by 55 percent (Del Giovane et al., 2023).
For example, data localization in the e-payments sector has led to an overall increase in operating
costs, domestically and across borders, and additional capital and personnel are required in order
to keep local copies of data and comply with regulations. Similar to enterprises relying on cross-
border data transfer, cloud-service providers may be unable to take advantage of economies of
scale by operating globally and may have to reduce their services provided or increase costs.
These costs may be passed down to the consumer, potentially resulting in less secure and
reduced services for a higher price (Del Giovane et al., 2023). These impacts are not limited to

business operations and costs but extend further to international trade.
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Negative Effects: Impact on Trade

The increased regulation and divergence in policies, specifically in the cross-border flow
of data, can result in firms leaving markets or being unable to participate in trade across borders
(Bauer, 2023). A study showing the potential effects of the proposed Cybersecurity Certification
Regime for Cloud Services (EUCS) in the EU found that requiring EU businesses to assess the
laws and practices of non-EU countries that they share data with would cause 40 percent of
businesses to stop their cross-border flows of data (Bauer, 2023). The EUCS also sets out
requirements that would impact other regulated sectors, which many businesses stated would
lead them to consider leaving the EU internal market to avoid dealing with the separate laws and
guidelines for different entities and types of data. An example of this impact can be seen through
the impact of data-flow restrictions on the air travel industry (Del Giovane et al., 2023). The
process of purchasing an airline ticket through to landing in the destination requires a large
amount of personal data to be transferred across borders in real time, with all data being
transferred and stored in a single geographic location. Data-localization requirements may have
significant impacts on an airline’s ability to operate in countries that require data localization,
with increased organizational complexity and costs, potentially leading to airlines stopping their
operations, disrupting trade and travel flows. The lack of harmonized standards on data-flow
restrictions can lead to businesses exiting certain markets, reducing the flow of capital, goods,
and services across borders.

In addition, some of these policies can be considered discriminatory by design, shutting
out foreign companies from markets (Bauer, 2023). The EUCS establishes an EU-wide
certification regime for cloud services, with three levels of “basic”, “substantial” and “high”
security assurances that can be provided. However, the EUCS prevents non-European providers

from providing high-assurance services in the EU. In effect, this means that only companies
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globally headquartered in the EU are eligible for certification. EU vendors headquartered outside
of the EU are excluded from the EU market, data cannot be stored and processed outside of the
EU, and only employees located in the EU can provide customer support capabilities. While the
certification is currently voluntary, there is an expectation that they may become mandatory
under the NIS2 Directive, the EU-wide legislation on cybersecurity. The effects of these foreign
ownership restrictions on receiving a high certification excludes many cloud-service providers
from the market, including those that provide the vast number of services globally. These, along
with other certification requirements, can impose burdens on foreign companies from operating
in specific markets, ultimately restricting trade flows to a level that may not be proportional to
the risk (Bauer, 2023).

The restrictions on exports and data crossing borders due to insufficient cybersecurity
standards may result in a reduction in goods and services being provided, ultimately having a
negative impact on international trade, especially as digitally enabled trade in goods and services

IS constantly increasing.
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Striking the Balance Through Global Cooperation

As digital trade in goods and services is increasing, global cooperation will be required to
mitigate the tension between the increase in cybersecurity measures and maintaining trade flows.
Relying on the security exception outlined in Article XXI of the GATT will not be enough to
ensure that cybersecurity measures are not imposed for protectionist reasons. Not only does the
security exception fail to adequately account for cybersecurity risks, but the United States
blocking appointments to the WTO’s Appellate Body, responsible for reviewing appeals of
dispute settlement body panel reports, has left a number of cases in limbo and unable to be
reviewed while the Appellate Body has vacant positions (WTO, n.d.c). As a result, the current
trade system is not equipped to deal with the effects of these measures implemented and rule on
how cybersecurity fits into the security exception even if a country were to initiate a complaint.

The increased adoption of trade policies that reflect a national- and cybersecurity mindset
not only has implications for enterprises in countries that have imposed the measures, but can
lead to developing economies, including many low-income countries that benefit from the
interconnectedness of digital trade, falling behind when trying to ensure their practices comply
with various regulations (Ruta & Jakubik, 2023). The complex and differing legal and regulatory
environments that businesses must comply with, coupled with existing gaps in connectivity and
reduced information and communication technology infrastructure and legal skills increase this
divide and the barriers to trade. Increased international cooperation is necessary, which must
include the participation of developing economies, to continue developing proactive trade
policies that address the issues that arise from digital trade and cybersecurity (WTO, 2023).

A number of global initiatives could help proactively resolve some of these issues
(Meltzer, 2020). First, having a shared understanding of what constitutes a cybersecurity risk and

cybersecurity measures, and adopting a risk-based approach where measures are implemented in
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order to adequately respond to the risk can help to mitigate the overly prescriptive measures that
countries have been using. With a shared understanding comes less uncertainty when measures
are imposed and a risk-based approach with different levels of measures implemented depending
on the risk would provide procedural discipline to ensure overly restrictive measures are not
imposed. Second, developing global cybersecurity standards would help to regulate the current
patchwork environment that reduces efficiencies and poses challenges to businesses attempting
to operate in multiple jurisdictions. While there is difficulty gaining consensus at the multilateral
level, trade agreements such as those that already exist and include digital trade and
cybersecurity provisions, can help to generate agreement around which measures are reasonable
to be imposed that are as least trade restrictive as possible. Trade agreements can be a useful tool
to advance cybersecurity standards for enterprises, real-time information sharing that can help to
bring awareness to threats and vulnerabilities, and prevent the restriction of data flows across
borders in order to advance both digital trade and cybersecurity objectives (Meltzer, 2020).
However, attention must be paid to the way these agreements are structured, avoiding the
tendency of deferring authority to more developed economies that can use the size of their
economies and share of global trade flows to exert their influence.

Ultimately, having these issues outlined in trade agreements could help to identify when
trade policies are used for protectionist purposes, rather than their ultimate objective to advance
cybersecurity. As there is an already increasing trend to including digital trade provisions into
trade agreements, the inclusion of cybersecurity discussions, an issue that each country must
address, can help to advance global cooperation and harmonization of policies in order to

continue promoting international trade.
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Conclusion
The signing of the GATT and the eventual creation of the World Trade Organization intended to
liberalize trade, with the increased interdependence of economies promoting economic
development and global cooperation. While global trade flows are continually increasing, with a
significant portion made up through digital trade growth, the shift toward governments adopting
trade-restrictive policies increasingly justified by national security concerns is alarming. This
trend has the potential to increase global fragmentation and may reduce the benefits for
enterprises and consumers that follow from liberalized international trade.

This paper has attempted to map this issue, first outlining the rise of cyber risks and the
importance of protecting critical systems and important business, government, and consumer
data from cyber threat actors who can use this information for malicious purposes, posing a
threat to national security. Next, by identifying the measures that have been imposed, from
export controls, import- and investment-related policies, and data flow restrictions, it is clear that
government policies that restrict trade flows to increase cybersecurity are on the rise. While the
full impact of these effects cannot yet be known, thus far, the patchwork regulatory environment
increases costs for enterprises, introduces barriers to trade, and ultimately can result in weaker
cybersecurity. As a result, it is unclear whether the benefits of these regulations outweigh the
costs when considering their main objective to protect security. This calls into question whether
governments are taking advantage of the lack of legal clarity around trade-restrictive measures
justified by cybersecurity in order to engage in protectionism, violating WTO commitments.

Cybersecurity is an ever-growing topic of concern as the risk is continually increasing
with the digitization of almost every aspect of daily life. However, the solution that currently
exists, in which unilateral policies are imposed by governments, is likely the incorrect approach

to take when attempting to identify and stop threats that exist across global networks. Global
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cooperation is required to mitigate this risk that is amplified through digital trade, whether this be
through multilateral organizations such as the WTO or through trade agreements that can help to

build global consensus. Whatever the solution, it cannot be developed and implemented in

isolation.
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