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Abstract.
From a stﬁdy of the computer'systems operating in

a multiprogrémming environment, a model for the

‘interrupt activity is derived. The basic components

of the interrupt activity are identified and
r

formulation is developed to express process switching

in terms of these components. The systems studied

include* in particular, the PDP 8,11/10, Sigma 7,

Nova B0O, Interdata 7,32, IBM 360, etc. Some

important aspects of-interrupt structure, such as,’

S—

response time, overhead and sSaturation are examined

and comparé}T\ The use of an interrupt -mechanism in
the scheduling of processes in multiprogéamming
systems is illpstrated with examples., The problems of
thé Interprocess Contrel Communication are discusséd.
The design objectives for the general Interprocess
Communicétion FPacility are identified. The resﬁlts of
the aforementioned study are used to suggest a

suitable mechanism fgr interprocess communication.
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I INTRODUCTION.

1.1 Inferrupt facilities.

.

o~

_The availabilit§ of computers capable of performing
many 'concﬁrreni opé;ations has bosed for the program
designers the prcblem cf how best to take advantage of this
hardware. Harduaré, features, such as  overlapping of
input/output operations with computations by the central
processing unit . or multiprocessing (simultaneous
computatiéns on two oOr more processing units) are,standafd
on many new computers. It is the fuﬁction‘of the operating
systen to create a user interface which interacts
efficiently with the hafdware and also with Q&her components
of the software.

The structure of the first generation computers was . .
such that all components , ihcluding basic peripherals, were
controlled sequentially by the so called control program.

The qharacteristic of such machines was that, if the

progrém running on a central processing unit asked for scme
ﬁefipheral service, it issued a command to that de;ice, and
vas halted until that operation was completed. This meant

/that the speed of the whole machina was lipited to that of .
the slowest component in use at any no;ent. There was
specially desidned softvare used in conjuction with the

system called the ‘operating systém'. This operating system -

vas intended mainly to reduce the delays due to human

4
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LY

b

. interventiogpby .running whole seqﬁjnces, or ‘'batches', of
- e

Naturally, such In arrangement led to extremely low

programs ausgmatically. A
utilizétion of many parts of the system, with né dvanceés
in electroni¢ technology, the difference of speed between
the central processor operations and the beripheral
operations bécane more pronounced. As a result there arose
a strong economic pressure to arrange systea control in such

a way dfﬁat two or more peripherals could be running
simultaneously. ™

A fundamental advancemegzﬁ£n computer design was made
with the introducticn of the ‘interrupt'. The growth in the
use of the interrugt wmecharism 1in computer hardware
technology has paralleled the growth in the sophistication
of the software technology agsociated with interfupts. This
concept fas first Jsed in some computers built in the late
1950's. In a machine fitted™ with this facility, each
peripheral dévice can be started by the <central procéssiﬁa
unit but contiﬁues to work autonomously, while' freeing the
central processing unit for other cqnputations. Wwhen the
peripheral finishes its job, or needs attention for sowme
other reason, it sends an ‘interrupt', vhick usually. causes
the central processor to stop whatever it is doing; and
start executihg the interrupt program instead. The interrupt
program takes appropriate actions based’ on‘the cause of the
interrupt. This system makes it possible tc arrange large

overlapping of operations ip a computer system.




. .
The.seqpnd stage in the use of interrupts brgught up the
class of mnonitored events broadened to include what were
essentially %oftware errors, e.g. divgsion by zero or
a£tenpts to execute illégal operation codes. When th third"
?eneration of éonputirs was introduced, with plans fqr still
' qzie éepprehensive operating systené, a third stage in the-
usé“of/ interrupts was initiated. This stage added a new
i\?lass of events which could cause interrupts to be
Jenerated, by the execution 'of .a spacial instruction, the
;;QPegvisor call':'
Present day computers consis&iof a large network of
‘interéctigg machines. As wvas mentioned fore, the
per?pheral devices operate at their own speed, independﬁﬁt‘“"'
of| each other, The pictdre of what is going on inside the

\
- compliter is very complicated if we try to think 'of it as- one

machine ca:rying . out all sorts of tadgs at a time. On the
other hand, when several users share a computing facility,
we wish thaz as many of the various tasks as the hardware
allows\ are: éxecuted in 'paraliel "in order to minimize
response time, or to reduce idle time of expensive
machinery. |

The task of designiné software to organzié-\grl these
activities proved tc be exceptiofially difficult. It
appears that the use of the interrupt in the above concepﬁ
is not necessarily the best technique for the implementation

of concurrent or parallel operations in the computer system

(1,2,3 }. The basic software developed for the coordination
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3
of these.tasks, to implement sharing cf the machinerf and a

satisfactory interface betveen cther colgonents of the

-
S

software and hardware, namely, the operaéing system, tends
to be expensive to write, difficult to analyie, inefficient
and unfe}iable (1,2,3). =~

‘ These considerations lead to a search for common
principles iE operating systems design and for sclutions of
problems of prganiziﬁg ‘and coﬁ}rolling \the complexity of

computer systems. The basic arguments for a new system can

-
.

be summarized ( 2 ):

1. Software simplicity. It is required to have an
architecture Jvhich allows us to write programs
smaller, simpler and to'coﬁtribute to the reliability
and security of the system.

2. System hygiene. The design of the system should be
based on sound principles.

3. System performsance. | The” system should maximize
afficiency ih the wutilization of resources (i.é
percent of time not idle).

A method which has proved to be effective has been
developed in the recent years (1,3,4,6,7). It is based on a
system conceived as a set of sequential processes that
interact as‘uell-dgfined events. Instead of restricting the
process to be associated with a hardware processor, it is
regarded as an activity that executes one of the systen

functions, an activity which the programmer wishes to be

executed conceptually in parallel with other activities. By

v
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taking this péint of view, a hardware processsor 1is
considered as the resource which is needed'by a process to
.carry its activity forward in real tis¢ and which could be
shared among processes. ‘Parallel (concurrent) activity' is
then interpreted in the following sense: when a_snapshot is
taken of tth system, several processes may be found
somewhere between their starting point and” their points'bf
completion. Consistent with thig point of view, a basic
operating systen is one that provides for the creation,

-

removal, control, and intercommunication of the processes

-

4
all other operating system functions can be organized around
this (5) .

One of the lgésons vhy parallel programs(processes)
need to interact with each other ig because they need to
share some limited computer TeSources. For example, several
processes may need to comnunicate with an operator through a
single.console; In such cases\i% is important that no other
process te permitted to access th; resource while a given
process is using it. This proPiem‘of interaction is called a
mutual eiplﬁsion problem. R second reason for interactions
of procesées is when they cooperate on a cormon task. It is
necessary then that they exéhange id%%;hation and interact
through some ccmmcn item of data. Certain actions must be
stopped at a given point until some event under control of
another process has occurrgd. This situation is known as a

'synchronization' problen. The interaction of processes

could lead to interference. A typical interference problenm

¢
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is 'the"deddly embracd" hétueen tuc processes.  'Deadly
embrace' is a state inathe‘ﬁqmputet when processes are stuck
in 'circular wait', each waiting for another to release its
claim dn a certain resburc;. The anticipated‘ and welcome
interaction is called 'coamunication' (1,15) . The main
effort of the software system desiguer is‘ to provi&e
effective communication\uithout,inéerferenée.

A number of iwplem;;tatiOn ﬁethods ave been proposed;
One of the earliest suggestibns u&g made by Di}ﬁstra (8 ).
and followed by many others (4,5,6 ).

The basic methodqlogy“in iﬁplemetation of the system in the
above proposals is to structure the systems into small
machines (processes), and organize them intc a hierarchy of
so called levels. |

The main purpose of this thesis is to investigate
implementation of the lower levels of the abstraction, i.e.,
the levels which irplement processor *allocation and
coamunication between _ processes. The implementation
techniques of this part of the operating system are built on
machine hardware and affect the overall performance of the
computer system. It is the®desire of the systesm designer to
achieve an efficient implementation of this mechanisn for
supporting concurrent (parallel) procdsSses.

Although it was recognized that jnterrupts in the
conventional form are not the best way for implementation of

concurrent (parallel) activities, wutilization of interrupts

in different forms are still present. Interrupt mechanism
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architecture has influence on some aspects of interprocess
communication and mpultiplexing of processors.

This investigation 1is based on a survey of some
computer systens. Isplementation schemes of the interrupt
systems in different ecuputecs exhibit variations.
pevelopement of a general model of the intercupt nechanién
and investigation of the particﬁlar &limplemeﬁtation
techniques that have been used to imprcve the perforlance‘of
interprocess communication and procassor multiplexing in the
computer system are the main concerns of this thesis .

The work reported here is divided in terms of the

following: | -
. -

1. Analysis of the actual implementaticn of interrupt
activities in some typical multipregracming systenms.

2. Development of a generalized model for Inteﬁrupt
activities.

3. Suggestion of implementation strategies for the
proposed model.

4. Investigation of the effect of interrupt mechanisms on
general interprocess communication characteristics in

a computer system.

5. Suggestion for a basic mechanism for generalized

p

Interprocess communication.
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II. BASIC™ANALYSIS OP THE INTERRUPT ACTIVITY MECHANISHS.

2.1 Interrupt Signals and their types. ®
Interrupt signals are generated when certain conditions
(events) arise in the copputer system. When this happens
they are directed to a specific processor to cause
-
interruption of its activities. There are tuo basic sources

of interrupt signals. The primary sources are hardware
!

.- signals, while the other type of interrupts are generated

;‘internally by the software. For efamplé, an input/output
device may generate an interrupt signal on completion of an
input/output  operation, as shown in FPigure 2-1. This |is
called hardware interrupt. -

There are two major classes of interrupt signals: \
1. Interrupts generated external to the cengral'
processing unit (CPU) ., for example, I,/0 interrupts,
and
2. Interrupts generated within CPU, for example,
arithmetic overflow or an illegal  imstruction
execution. b
These classes of interrupts are often called Intercupts
and Traps (see 'FPigure 2-2). 3
Interrupts can also be categorized, according to he

types of conditions by which they are generated, into the

following groups:




Device control

logic u‘
DONE I5 | INT JEQ
/\i EEQ ’
FF r FF
MASK
INT
FF

Under programd,,,ff”’r

control

Figure 2-1. The Interrupt Signal is governed by a
device status indicator ‘'Done! (operation 1is completed) and
by a prcgram controlled Interrupt Mask flag ( MASK_INT).
When a device completes 1its operation, it sets the 'DONE?
flipflop, which in turn would set a flipflop iﬂ the
interrupt request register (INT_REC}, provifded this device is
allowed to do so i.e its MASK_INT flipflop 1is set to 1.
INT_REQ register usually contains one flipflop for each
deviceJ capable of generating an indepen@ent intercupt
signél. If any of the flipflops in the INT_REb are
on(i.2.set to cne), an interrupt request (IkQ) 1line is
erargized. At the begirning of every machine cycle the
processor synchrenizes any requests that are pending, and#

initiates the appropriate actions.
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Interrupts
--------- Drmmmmm =D

- ———

|
|
]
i
| CPU
{
|
1
1

. 4
Pigqure 2-2. Interrupts as generated by sources
external to the CPU. The sc called traps are also

interrupts generated by specific events within the CPU.

a. I/0 interrugts. This groug of interrupts is
generated by the successful or unsuccessful completion of
an I/0 operation. Such an interrupt is generated
when a peripherial processor (channel) has completed
transmission of a block of data or 2 devicé has
completed operation, such as tape revind or
positioning.
b. User program interrupts.

Two subclasses of interfupts could te generated in
this group. One resulting from aritnetic operations
such as divide check, arithmetic overflow, or from
the attempts to execute illegal instructions or

reference illegal memory Jocations. The other type is
\

L

"

~
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-

the explicit call from the user progras for some
supervisgr services (e.g. an SVC interrupf in
IBH/EGO). The reason that the call tc a super;isory
service routine is treated as an interrupt is because
it involves switching from the user mode to the
supervisor mode of operation. A call to the
supervisor may, therefore, be treated as a softvare
generated interrupt signal.
c¢. Timer interrupts.

Computer systems have attached to them one Or more
hardware cleccks which generate interrupts at fixed
intervals. These timing marks are used for accountfng
purposes, as systen protection and as input into
scheduling routines.The systen protection usually
includes perioﬁic checks of I,/0 operations to make
iyre that they are completed within the expected
'times, and that no hardware or software malfunction
has occurred which could tie up an important pieée of
aeguipment (resourcej.

d. Hardware failure interrupts. -
--’/_/

These interrupts result from hardware failures such

as errors detected on data transrission or pover

¥

failure.
. .
In the computer system all interrugt signals are
pultiplexed (or-ed) onto one line which controls common

[l

intercupt flag in the CPU.
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2.2 Priority Assignments,
—

A computer system may embody mechanisms to generate
numerous interrupt conditians . It 1is possible for several
of these conditions to appear simultaneously. The servicing
of some of these interrupts may be more urgent than the
program currently Qnder axecution. It is therefore necessary
that some method be emgloyed to specify and- identify the
urgency of an interrupt, and to arrange them in an
appropriate order for receiving service vhen several
interrupts occur at the same time.

Urgency 1is measured by the time alloved for the
interrupt response and the cost of failing to respond to the
inEEFrupt in a timely manner. The cost 1is high if the
interrupt is caused by an I/0 devicg requesting memory for
irreproducible input. The cost is low if the interrupt is
caused by a low speed device during an output operation. An
example would be, a typewriter signalling that it is ready
to receive input. The urgencf, however, 1is measured by a
combination of factors and not just the speed with which the
response must occur (12). With respect to the urg;ncy of a
particular interrupt signal, the priority is assigned to
that interrupt line. Therfore, the higher the urgency of
the signal, the higher the priority level will be assigned
to that interrupt lipe and its service routine. HMost
systems preassign fixed priorify levels for the various

interrupt signals.
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These interrupt request lines are connected at first to
the priority vccntrcl mechanisms, which will selec:\\bnexkh_ -
request among thea, according tc their preassigned-
priorities. But the assignment of fixed priority to the
interrupt requests can be a complex task since the priority
to interrupt ﬁepends not only on their urgency, but also
upon their ~interaction (13). However, it is difficult to ¢
accurately forecast the exact nature of these interactions
in advance, especially since the context ten@s to vary
wvidely during system operation. The resulting assignment
compromises .can be avoided by sdpplying the freedon to
dynamically reallocate priority levels. Ssuch a tool
enables the software to accurately establish the computer's
response to changes in its environment; This capability is
curcently approached through some comtination of armysdisarm
,enablesdisable commands.

In most of the systems, interrupt hardvare signals and

associated service routines automatically get priority over

software genarated interrupt signals and other processes

executing in the system.
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III. ANALYSIS OF THE MULTIPROGRAMAING SYSTEM BASED ON THE

INTERRUPT ACTIVITY MECHANISHS.

3.1 Intercupt Activities and the- Structure of

Multiprogramming Systess.

As. mentioned - in the introduction, the Interrupt
Activity features provide some of the basic facilities for
concurrent/parallel operations in pultiprogramming -
multiprocessing systems. A primary goal of multiprogramaing
is to share a central processor and its peripheral egquipment
among a number of programs loaded - im the memory. A typical
multiprogramming system is composed of two types of
programs: SO called Control programs and Processing
programs. Processing programs operate under the control of
the Control program. They are conveniently divided into
three categories: language translators (such as the!fortran
compiler), service programs (such as linkage editor), and
user prog;ams. The contrcl prograe is usually constructed on
the Interrupt Activity mechanism (known under such npames as
monitor, master ccntrol program, coordinator or
supervisor,etc..). The bLasic functions of this program are
as\follous(S):

2. To keep records of the computations for which it is
responsitle, distinguishing between those that are free to

run and those that are hlocked for particular reasons. The

control program maintains, for all the coiputations of which
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it is responsible' and those which are not actually running
in a processor, all the information that is necessary for.
activating or reaetivating then. |

In current literature, a basic computation is called a
process {1,3,5 ) or a task (10,11 ). In the CS/360 a task is
defined as a fundamental unit of work. It may consist of a
single program or a main program and a “number of
subroutines. Each process(task) is uniquelyoindentified by a
data structure called process{task} descriptor. The
information it contains,together with a minimal amount of
other status information and temporary storage for essential
system routines, }s all that is needed to allow a process to
run. All these data can be held iﬁ a block of 'memory
locations which is called the Conteft block (6 ), or the
Task Control Block (10,11). The Agdé;ess of this 'block is

\

then sufficient information to give tc a processor vhen it
starts to run the procass. The operation of creating a
process consists of creating a new context block. The

typical layout of a context block is as follcws:

| status information]|
{ wuser number, {
{ capabilities, etc.|
|—emmmmm oo |
| temporary storage |
| for system routinel|
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2. To consult a scheduling algorithm to decide ﬁhich, if
any, of the tasks should be activated. | '

3. To prov%de intercommunication faéilities between the
processes as they may be rquited.

As described in the introq?ction, some.of the basic aspects
éoncerning Inter process communication are mutual exclusion
and synchronization probless. In the case of the mutual
.exclusion problem, there is a restriction on the interaction
of processes, 1if the rasource ié used bf one process, all
other processes must ke delayed (temporarily halted), until
this resource becomes frae.

In the case of the synchronization prohleﬁ, one PpLOocCesS
nust be delayed at a g¥ven point of execution until some
event under contrcl cf ancther process has occurred.

N

The purpose of this section is to identify the main
components of the control program, and to formulate the
tasic flbu diagram of its erecution with emphasis on the
interrupt mechanism invclved. ) - ’

An example of the operations of the control prograa in

the scheduling of tasks for achieving multiprogramaing in a

simplé system (Interdata miniccmputer).is’as follous: 5

_Assume that 11, T2 are tvo independent tasks, and T1 has

higher prio;ity than T2. The processor executing program T
o

eriters the Interrupt Activity Mechanism in response to an

1,/0 request and performs the following, as directed by this

systenm: ‘ "
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Initiate the I/0 operation and record the name of the
program which had made the request (i.e. T1). In the
case of a busy device , engueue the réquest.' |
suspend program T1 (store registérs,etc. in uait{hg
list of tasks),and mark pregram  T1 as awaiting \n 1/0
operatidn;’

Execute the scheduling program to find the task of
highest priority that is capable of being executed,
i.e. T2.

Load the]‘relevant information from the task control

block Sf T2 (registers,etc.)

Transfer control to task T2.

-

when the I,/0 operation for task T1 is completed, the

processor will be interrupted and a contrcl program will

perform the fcllcwing actions:

1.

Basic Interrupt activi}y tasks gill be executed (save
Process Status Word, deterniﬁé interrupting device,
detarmine cause of interrupt - in this case completion
of I/0 in the proper way).

Determine the originator of the I/0 request and report
to this task (T1 in this case) that the operation has
been completed. "

Change the status of task T1 to ready state.

Execute the scheduling program to scan the pask table

for the highest priority job entry that is capable of

being executed.
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J

5. Load the relevant information  from' the task contrel
block of T1 into the CPU registers.

6. Transfer contrcl ta task (T1).

A flow diagram .of the operations as described above is’

shown in more general form, in FPigure 3-1t.
s

ar
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Figure 3-1. 'Main components of the control program in
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the multiprogramming system, as related to peripherals
interrupts. It is entered by the occurence of Interrupt
Requests. Upon completion of interrupt proceésing the
Scheduler program is entered, which selects the highest
priority ready fprocess. The contrcl program then reloads
the registers with the values fromn the selected process
control block (stored there by the last-interruption of the
process) and transfers control of the CPO tc this process.

The scheduling part of this mechanism is tuilt around the
Task Description Tables. Each task can be in one of the
following states:

- currently running
- ready (i.e awaiting a processor)
. blocked (i.e awaiting a signal from scme other
(f , ‘activity—task), R
therefore, the ( necessary tables are a Ready Table and a
Blocked .Table.

In the c;se of blocked task; the ltask table may also
indicate the reasons *for the blocking, that ,is to say, the
actions fequired to change its blocked status. The
allocation of a processor is now the matter of selecting one
out of the free (i.e ready status) tasks frcm the table. A
typical state transition diagram of the scggduling policy of

. N
the user tasks is shown in Figure 3-2.
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Figure 3-2. A typical state transiticn diagram for _a

Erocess: An exarple of transition(a) of a process from *RUN?

to 'BLCC§§D' state occurs when a process makes a request for
1/6 sefvice (tﬂe process must pwait for its completion). The
transition (b) from 'ELCCKED' to '*REALY?! state occurs wvhen
an 1,0 request has been caompleted. When a process is
running and is interrupted (e.g. higher priority process
became 'reédy'), the fprocess is shifted to READY state(c).
An example of transition(dj'qccurs uheﬁ‘a, process 'BEADY'
state is scheduled to run.

”

The actual implementation mechanisms may differ in some
systems. Real time systems often 1include }an Interrupt
rable. The purgose of this table 1is 66 keep track of all
tasks which were started, but vere interrupted by a higher
priority Interrupt Béquqit. The; corresponding ‘state
transition diagram is Ey%;n in Piqure 3-3.

The scheduling philosophy ié achievad by specifying on

e
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vhat occasions the table is to -be scanned to realldbcate the

processor, and the algorithm to be used to select one

-

activity to be run. A variety of processcr scheduling
o '

schemes have been developed(9,12). They are based on

different scheduling criteria such as priority, ti%f

™

frame,etc..

[---<-=RUNNING-=-=<===<~|
[ |
v

|
BLOCKED

INTERRGPTED---->--7

__->_—-——I

!
{
|
1
v
{
| |
{
|
|
]
l
!
|

Figure 3-3. Exaumple of modified state traansition for a
/-‘

process. When run%%ﬂg process is int&@Pupted it 1is

tenqueued' into the so called ‘'interrupt table'. After

servicing the interrupt the process is resumed.
*

-~
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3.2 General considerations in scheduling of tasks.
r~

Most of the large computer systems divide the scheduling
tésk into two parts, a so called ‘pispatcher' and a so
called ‘'Scheduler®'. The dispatcher is invclved after the
handlinq of interfupts has been completed. It chooses the
next process to be executed from the ready gueue. Since the
dispatcher is invoked. very frequently (14)., it should be
short. For example, 1in the best case, it should only have
to take the top process from the ready queue and assign the
procesor to it (i.e., activate the process) .

The major functicns c¢f the schedulexr program are:

1. keep track of the current condition, or state, of each

* ’

task that is running in the system.
2. decide which task shquld be allowed to be executed
nextc.
There are basically tvo approaches of keeping track of the
condition of tasks. .
The first apprcach 1is’to jdentify all of the different
states, or conditions, that the task could ke in, with a
tstate code'. Some examples of states code might be:

state O

= runnable
state 1 = disk input wait
state 2 = teletype output wait

etc.
The second, status word method maintains a separate bhit

for each type of tyait'- condition in which the task might

-
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fihd itself. This usually requires mscre memory space than
the state oriented method, since a total'of 15 states
requires 15 bits instead of a number that ranges from O to
15 (could be represented by 4 bits). The advantage of this
#g%%od is that the TI/0 routines can turn the appropriate
bits on and off very easily. This feature is not beneficial
if the computer lacks the kind of instructioq set that rakes
it easy to set and reset individual bits.lnoreover it is
possible to turn cn a contradictory combination of bits.
The two approaches are about equal in efficiency and
convenience (12). The state code wmethad is more compact and
less error-prone, but the status wvord method seems to bettg;

suit the systems with many different wait conditions.
B

There are two dJifferent techniques of informing the
scheduler of changes in a task's conditicn. The first
approach involves explicitly calling the sagheduler wvhenever
anything happens to the task. Thus; whenever an I/0 process
recogn%zes that a task's TI /0 has been finished, it
immediatély calls the scheduler and indicates the nevw state.

The advantage of thiéf;ethod is that the scheduler can takg“’
action immediately when it learns that a task bhas becom;“
runnable again. Thus, as soon as the I/0 of a high priority
task has finishe@f/ the scheduler will be ;atle to interrupt
the processing of any lcwer leQel prioriti tair and resunme

the processing of high priority task.

The disadvantage of this method is that the scheduler is
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forced to do a fair awount of processing at high priority
levels. Thus, during the high-priority I/0 processing, the
scheduler may be called upcn to juggle its scheduling queues

and choose a new task. ~

The second method is an implicit approach. The I/0 and
>

. . +4
other operating system processes charige bits in the task's

status word and then let the scheduler discover those
‘changes during its regular scheduling time.

The advantage cf this method is that the scheduler is
processing very little at I/O priority levels. The actual
scheduling is left for a lower scheduling .priority level,
usually triggered by a real-time clock.

The disadvantage of this method is that the system ig‘less
‘responsive’, since the scheduler will not immediately start
up a high-priority task when its I/0 has finished. Also, it
forces the scheduler to examine the status information of
all the tasks to see which ones have changed, vhich could
involve a fair amount of overhead.

. :
&

P
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M
I¥. SURVEY OF HARDWARE IMPLEMENTATICN TECHNIQUES‘ OF THE

INTERROPT ACTIVITY .

4.1 The criteria for evalution and categorization of

interrupt hardvware structures.

dperations which are performed by the 1In 't

>

Activity belong mostly tc the system overhead functions.

Therefore the reguirement on minimizing interrupt handling

.
time and the memory space used by Interrupt Routines ié
important for system efficiency. During recent Years many
interrupt implementation techniques have been developed. In
present computer systems, especially on-line systems the

-

most common criterigon used to ‘evalute these techniques and,
therefore £0 measure the effectiveness of priority-
interrupt systems is the time spent on the Interrupt
Activity executicn -T (INT). In the literature some intervals

of the total interrurt processing time T (INT) are often

indicated(13). These are:

KESPONSE TIME- T(RES) the time between occurrence of the
interrupt signal and the start of execution of the

- first useful instruction requested by the signal.
OVERHEAD- T (CVH) the difference between the total time
necessary to prccess the incoming request and the

execution time of all useful instructicns.
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Some of the other criteria for evaluation are as
follows:

PRIORITY STRUCTURE-the feature of an interrupf structure
that allows the CPU to react with the correct priority
to incoming requests. if the rmost important

interrupt, 3s determined by +the curreant p;iorit;

structure of request lines, has been requested but is
not being serviced at a given time, then the priority

structure of CPU is shboPtilum.

4

SYSTEM SATURATION- a state reached when the CPU cannot
respond quickly enough to all of the requé%ts, and
requests are essentially lost. The system is
underdesigned if this state occurs.

s a

the aim” of the dasign of the Interrupt Activity
stricture is to gminimize response and overhead times.

The interrupt mechanisms of soMme general purpose
computers will be examined and discussed. It appears that
;here are many different types\ of interrupt sjsteus, almost
as many as there are coaputers. But frcm the detailed
examination of these systems, it 1is evident that most
igterrupt structures can be divided into three fundamental
groups. These are often called: ‘

1. single level,

2. single line-multi level,

a. mﬁlti line-multi level,
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An Interrupt 1ine is a physical wire which has a direct
connection to the processor, and is activated by one or more
Intercupt Signal soqrceg; An Interrupt level is defined as
a hardware deterninéd priority of an Interrupt Signal ot
group of Interrupt Signals.

This ‘chapter describes each of these methods and
examines in detail the interrupt mechanisas of scme
computers typically represénted by that architecture. This
is followed by a description of the features of some of the
interrupt mechanisms under investigation summarized in a

tabular form.
4.2 single level structure.

The so called single level wmethod is the simplest
interrupt structure {Figure 4-1). To signal an‘interrupt,
all devices use a single common line called the Intarrupt
bus. One or mere devices raising the bus{changing the
signal level of the line to which they are connected) wvwill
start the interrupt action. In this case, the computer,
upon finishing the current instruction and storing the value
of the program counter, will transfer contrel to the service
task, which will poll each device's interrupt flag to
determine which device or devices are seeking an interrupt.
In the case of several simultaneous interrupts, the sequence
in which devices are polled would serve as an implicit

priority algorithm.
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Interrupt Bus f

- E/D /

FF

CED

N\ 1yt
FF
IRQ(N) <eaaw- IRQ (2) IEQ(M
DEV DEV DEV
L 2 1
Figure u4-1. Single level interrupt structure. Any

t*active Interrupt flag IBQ(I) will cause an interrupt request

to be seﬁt to the CPU}“-?This request will intitiate a
program. to start a task which scans each Intérrupt Reguest
flag to identify the ac;ive one(s). E/D is the master
enable/diéable flipflop; When E/D=0 the preccessor lignores

all interrupts.

L
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EXAMPLE: PDP-8 Structure, -

.

ff\g 3
P

In this case all interrupt 1linés develop an ‘or-ed'
output, which cqn%rols a common imnterrupt flag(INTf in the
CPU{15). Thé completion of the current instrué%iOn causes
the program counter (PC) to be stored in location 0, and
controi progresses to location 1: At this location the CPU
will execute jump to service task (JMP I 2). The service
£ask starts by saving CPU registers (acumulator-AC, link-1).
The next part of the program {(often called a sc5n skip chain
) tests each interrupt signal flag to determine uhich_flag
caused the interrgpt. The order of the sequence of testing
idtarrupt &légs/%ives one interrupt signal priority over
a;other. If an interrupt sigﬁal line is to be given "a
higher priority, its test-skip _;nstruction is placed higher
in the ékip chain. This‘ arrangement @oes nct permit equal
priorit}es to be given to interrupt lines. The service
routine, upon recognition c¢f - a specific interrupt,

]
transfers -control to | the corresponding device service

J

routine(task). The ¥sarvice routine first resets  the

rd
recognized interrupt regquest, then executes the service

program, and terminates by transferring control to the

common routine 'Exit'. BExit restores the registers "of the
interrupted program and transfers control to it. =3

An example of the Interrupt service 'prograa in the
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PDP-8 is as follows:

*0 - ' ' )

s first instruction after an interrupt
0 /STORES RETUEN ADCRESS
JMP T 2 /JUME TO SEBRVICE BOUTIRE
SERV ,, /CONTAINS ALDRESS OF SERVICE ROUTINE
/SERVICE ROUTINE -
SERY, DCA acC /SAVE ACCUMULATOR IN ‘A LOCATION AC
RAL /ROTATE LINK REGISTER IN ACCUMULATOR
DCA L /SAVE LINK IN A LCCATION CALLED L
/SKIP CHAIN BEOUTINE .
KSF /KEYBOARD INTERRUET ?
SKP /NO;CHRECK PEINTER
JMEP KB . /YES;SERVICE KEYEOQOAED
TSP /PRINTER INIERRUPT ?
S SKP /NO;:;SKIP JUMP TO THE PRINT ROUT
JME TP /YES, SERVICE TEE ERINTER
HLT /EATAL HALT IF NO FLAG SET
/KEYBOARD INPUT SERVICE ROUTINE -
KB, KCC /CLEAR KEYBOARD FIAG
KRB /READ THE CHARACTER
TSL /ACENOWLEDGE ON THE PRINTER
DCA I EBUFFER /STORE CHARACTER IN AN AREA CALLED BUFFER

ISZ -EUFFER } /INCREMENT BUFFER PCINTER
J¥P EXIT J// /RETUBRN TO THE INTEBRR PROGR

/ROUTINE FOR RETURNING TO THE MAIN PROGBAM

EXIF, TAD 1T - /RESTORE LIRK
) CLL RAR /CLEAR LINK AND ROTRATE ACCUMULATOR
Y TAD AC - /RESTQHRE ACCUMULATOR
h .. IONW /RE-ENABLE INTERRUPT MECHANISHMS
.JMP T O ) /LOC O CONTAINS RETURN ALRESS

-
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‘4,3 Single line-multi level structure.

Tn this structure a single interrupt line {Interrupt
bus) is again used (Figure 4-2). Alsc a single go ahead
line (scmetimes called acknouledqiné or grant line) is used.
Devices are cobnected in a daisy-chain arrangement on the go
ahead 1line, with priority assigned by the order of the
physical connection to the line. Bigher priority units
obtain access first, and when ﬁot bidding, relay the go
ahead signal to the next lower levael priority device. The
device which is succssesful in obtaining an acknowledgement
for the interrugt sends its identity (ex.device number) on

the address lines.

EXAMELE: NOVA 800 (17).
A}‘

A description of the activities of the interrupt systen
in the Nova series of computers could be‘dividéd into the
following routines:

1. Interrupt Hardware Routine (IHABD) =~ the activities
of the hardware of the interrupt systenm.

2. Interrupt Handler Boutine (IER) - the first part of
the software activities; for example identification
of interrupting device, saving registers,etc..

3. Service Routine (SER) - activities for servicing of
the identified interrupt.

4, Exit Routine (EXIT) -execution of acfivities required
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Interrupt Bus

e

.
T*" CEU
TRQ(N) ... IRQ(2) Ilo(n
. W
DEV CEV DEV
N 2 1

Priority network

Ackncwledge line

Pigure 4-2. single lipe - multi levél interrupt
structure. Ali- jevices present their Interrupt requests
IEQ (W) on the common line(Interrupt bus). The proceésor
ansueré with an Interrupt Acknowledge pulse on the so called
acknowledge line. The first active interrupt reguest
indicator (as defined by the physical \pesition on the
acknowledge line to the CPU ) will trap this pulse and
enable the'déiice to.present its address to the CPU on the

appropriate lines. The Interrupt Acknowledge pulse also

resets the identified active interrupt request indicator.

o
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: "
_ to return to the }nterrupted/}rﬁgram.

A description of these activities is given below:
Interrupt hardvare routine (IHARD):

1. Sense all inteﬁrupt signals anywhere in the system
and set flags in the interrupt register (IR) for those

not masked.

2. Sum logicélly all outputs of IF, to deteramine
whether an interrupt has been.requested and, if so,uset
the interrupt flag(INT} in CPU if CPU is enabled fér
interrupts (i.e., EN=1).

3. If INT=0 continue mqnitoring Interrupt signals.

4, If TIRI=1 aisabie CPU frcm receiving further
interrupts (EN=0).

"5. Store progran counter (PC) into memory location O.

~ 6. Execute instructicn frem location 1 _usually

branching to interrupt handler routine) .

!

Interrupt handler routine (IHR)<
1. éﬁguy/ contents of the CPU registers and the
Interrupt Mask Register. -
2. Save lccation 0
3. 'Read device code of the highest priority

interrupting device (single instruction).

' ——
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4. Branch to service routine for that device.

¥

3
1. Mask out same level and lower level priority

interrupts.

2. Fnable CPU to receive further interrupts.

i

3., Perform service function.

Exit routine (EXIT).

-~

1. Disable CPU from receiving further interrupts.

2. Restore mask frcm save area and mask out
interrupts according to this mask.

3. issue acknculedge instruction to see 1if any
interrupts ére waiting.
J@. If yes, go directly to service routine for the

jevice.

5. If no, restore registers and the location 0O

6. Enable CFU to receive futher interrupts.

7. Return to the interrupted program



EXAMPLE: TINTEBDATA 7/32.

e

A diagram of the organization of the interrupt
hardvware mechanism for the Interdata 7/32 computer is shown
in Figure 4-3.

All interrupt requests from I;E\ devices are connected to
one line(Interrupt bus). There are additicnal hardware
facilities to respond to Bore critical internal
interrupts(illegal instruction, arithmetic faults, machine
malfunction,etc.)} and the so called Supervisor call
interrupt. The Supervisor call interrupt occurs as the
result of the execution of a Supervisor call instruction.
This instruction provides a means for user programs to
communicate with system tasks. Some interrupts(I/0 and
arithmetic faults) are contrclled by bits in the ~Program
status Word(hardware register which defines {he/\Bperat%gg
state of the processor). That is, they can te enabled or
disabled by setting or resetting a bit in the s¥ under
program control. Other inte%rupts are not controlled by PSW
bits and  are alvays enabled(iliegal instruction
‘{nterrupt,SvC). The irterrupt processing is based on the
con§ept Qf pld,current, and new PSWH. The current PSW defines
the operatiﬁq state cof the prtccessor., The nev PSW becomes
the current PSW. The current PSW now contains the operating

status and the locaticn counter - for the interrupt service

task. ‘ )

D |
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-
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DEV DEY
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N 1 : ///’ Acknowledge line
- ~
— ______-—‘./
Figure 4-3. Crganization of the interrupt mechanism

elements as implemented in theé Interdata 7,/32 minicomputer.
The dashed lines indicate transfer cof contrcl resulting from

interrupt.

With one exception(the machine malfunction interrupt), on

the occurence of the interrupt the ctrrent PSW becomes the
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old PSW, and it is saved in a pair of registers belonging to
the supervisor set,. The machine malfunction BSWH 1is stored
in a reserved memory iocation. ‘Again, with gne exception,
vhen a new PSH becomes the current PSW it is 1loaded from a
reserved memory location. The exception is I/O interruﬁ?&.
On an I/O interrupt, a CPU forces the Psé to the
predetermined value which disables all interpufpts except the
machine malfunction interrupt, and selects the supervisor
register set. The old PSW is stored in registers 0 and 1 of
that register set. HarJVEfe alsd autoratically acknowledges
the highest priority I/9 interrupt request and obtains the
device rumber and the status frcm‘the device. These are
placed in registers 2,3 for the interrupt service task

usage. The hardware control next autouaticaily adds two
times the device numter to the starting location of the
interrupt service table to obtain the address within the

table that corresponds to the interrupting device. The

value in the table becomas the current location counter.

8.4 Comparision of the interrupt structures of the

corputers PDP-3, NOVA-800 and INTERDATA T/32.

»

The common feature of the interrupt structures of the.

above computers is a single line priori%f‘ structure for

detection and recognition of external interrupts. This

means, that during the processing of one interrupt, the

nardvware circuitry does not allow the recognition of further

;
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interrupts withcut destrgying data important for current
processing. If there is a desire to allow further

interrupts to take ©place during the -processinq of an

'interrupt, some software mechanism must support this

feature.

In the NOVA-800 andlthe INTERDATA 7/32 computers, the
hardware circuitry reccgnizes priorities among inter:upt
fequests on the interrupt 1lines(scmetime called sub-level
priorities). In theINCVA computer the number of sub-level
prioctities ig lirited to "16. The INTERDATA can have 1024
éub-level priorities. This feature is utilized by the single
instruction ‘'Acknowledge Interrupt', which recognizes the
highest priority active interrﬁpt'request and places 1its

[

ity information into a CPU register for the interrupt
{

service 6qsk usage. To achieve tha same) in the PDP-86,

ident

softvare is‘\ggployed(skip chain),, which tests 1in sequence
interrupt flags to identify the aci}Ve one.

saving of the Ltasic part of the status of the interrupted
process is ach;eved Sy hardware control(PC into loc O, or
PSW into regilsters). The EDP-8 and NOYA have a small number
of general registers, but they do not have fast facilities
for storing and rest;rinq them., The link register in PDP-8
must be first rotated into the accumulator and in NOVA
computer only one register can be saved(restored) by an
instruction at a time. In the INTERDATA 7732 computer there

is no need to save Tregisters on the occurrence of an

interrupt; only the switching of the CPU proccessing to a
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different set of reqiséers takes place. In the case of the
,(’#Qed to save the registef set, a single instruction for
storing all of tﬁéﬁ is provided. - Bganching to the
particular interrupt service routine |is achieved by the
software mechanism. The micropfogramming control in

INTERDATA 7,32 is autcmatically exécuting dn indexing

algorithm for kranching to a particular service routine.

In summary one can say, that the single level ‘structure
is the simplest, and the least expensive. All of the basic
tasks ére executed on the CPU by scftware rcutines, except
the Interrupt FRecognition task. The résponse time and
overhead for this structure are both very high due -to the
number of.program steps that must be executed ‘before the Ebu
begins tétobey an interrupt requesgjﬂhkile the system dqes
test the/;ighest priority request first, its high overhead
may make the lewer priority interrupts ineffective. This
structure is called single-level since no interrupt can ke
recognized whila cne is being processed.

The multi level -single line interrupt structure
has less overhead and Letter priority resgonse processing
than tha structure described previously. This is due to the
partial implementation of an identification cf the interrupt
source in hardware by a single instruction *Acknovwledge

Interrupt'. This instruction jdentifies the Interrugt

request that currently has the highest priority.
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4.5 Multi level-wulti line interrﬁpt structure,

\

+ X » j ‘
In this method, also called the matrix.method, separate

interrupt bus lines and separate go-ahead lines are provided

for each device or group of devices. Simultaneous regquests

on 1lines are resolved by a hardware pricrity selection
o

network. A block diagram of aulti level-multi line interrupt

s?’ﬂcture is shown in Figure 4-4. Such an interrupt

e T .

structure exists in almost all computers of nmedium and large

gize. This rather complex interrupt mecganisn as used in the

Sigma computer, is described below.

Priority network
P
| NAE
IRQ (1, 1) IRQ(1,2) ... . IBQ(1.M) I
I I l 0
R
I CPU
Acknovwledge lines T -

Y

Locessor

interrupt
]
Priority netvork " E
T
| | W
IEQ(N, 1) IRQ(N,2)  esasa IRQ (N ,F) 0
R
l K

Figure  4-b. "Multi level-pulti line interrupt

structure. Interrupt Regquests are connected to interrupt
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level indicators.  The simultaneous requests on different
levels are resolved hy an autonatip priorify chain that
causes the highest priority interrupt to be acted on firsﬁ.
If, during the executicn of an interrupt, a higher-priority
interrupt is received, then the 1lower priocrity interrupt
will be deferred until it is again the highest. In this way

the highest priority interrupt always receives immediate

service.
EXAMPLE: SIGMA 7.

The interrupt system of the Sigma computer consists of
237 1levels. These levels are divided intc the following
groups: override grouf, external group and counter group.

The override group, having the highest priority, cannot be

disabled. This group ¢f interrupt 1lines 1is assigned to
amergency events (e.g.,povwer off,etc.}). Most of the

remaining levels have very flexible contrel " facilities for
the storing of interrupt signals and the priority selection
of interrupts between different levels.

Each laevel uses two flip-flops to remember interrupts
and two flip-flcps t¢ control the current status of an
interrupt level. Some of the possible state a§signnents are:

1. ( 00 ) - No interrupt w¥will te allowed
26 ¢ 01 ) - An interrupt will be allowed, but no
interrupt has been regquested.

3. ( 10 ) - An interrupt has been requested , but
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has not been granted by tﬁe ccmputer.
4, ( Y1y - -The requesting interrupt has been
granted , tut processing has np: been comgleted.

One flip-flop is. a used as level enable-disable
facility (ENABLE FF), acting between the waiting and
" activated state. fhe ABMN flip-flop is a second software
controlied switch for determination of the status of the
level. Inqsthe disarmed state, no signal to that level is
‘admitted. In the armed state , the level can accept and
remember an intercupt signal. Oh receipt of an interrupt
signal, the level advances to the ;diting state and remains
there until it is allowved to nové to the active state. If
the enable flip-flop. is off, the level cannot mové from the
wvaiting to \(th€ active state and it is coﬁpleéely removed
from th; priority network that determines the priority of
access to the CFU. When an interrupt moves from the waiting
state to the active state, the CFU axecutes the contants of
the pre-assigned interrupt location as the next instruction.
The interrupt level remains in the aftive state until it is
cleared by the execution of a special 'instruction.

The interrupt lines are pssitiqned into the priority
network based on the order of priority. This network_dauses.
the highest priority to be acted upon first. If, during the
axecution of an interrupt, 2 hiéh;i priority interrupt is

received, then the lower level interrupt will be deferred

until it is again the highest. In this way the highest

‘ ~
N
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priority interrugt always receives immediate service.

EXAMPLE: PDP-11/45. ;

o e,

The main hardware components of the PDP-11/45
' z

computer for the I/0 interrupts processing are shown in

Figure 4-5. _\)

CPU
' s =
REGISTER REGISTER MAIN
SET 1 SET 2 MEMCRY
A
\\\\\\ "ﬂ_f!"
PS PC
] KSP L.
. , 4. )
: \\
INTERR. SSP "KEENEL STACK
CCNTEOL ' AREA'
ﬁ osP
Interrupt
. lines -
Figure 4-5. organization of the interrupt mechanism

elements as irplemented in the PDP-11/45.

-

The basic information about the state of the running
task is contained in the Processor Status Word register (ES)

and the Progam Counter (PC) register. The ES contains the
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information on -£ﬁ£ current priority of the running
task (encoded in 3 bits). The priority level can be set
under prggram~control to one of the eoight levels. This
priority level iphilkits granting of interrugt requests onr/”ﬂ
lower levels. The CPU has tuo.sets of registers, one Prograna

Counter(FC) and three stack puinters registers.

The stack
pointers correspond to the operating mode =~ user) stack
pointer (0SP), supervisor stack pointer kSSP). and kernel
stack pointer (KSP}. Theé indicate the last entry in the
appropriate stack(a common tempong! storage area with 'Last
_in Pirst out' characteristicy).

Interrupt requests frcn I/o devices are assigned four
priority lines. When the interfupting device has a priority
higher than the task running currently, CPC control

\xxig;gﬁitically fetches a new PS5 and PC from the unigue memory
location (corresponding to -the interrupting device). The old
PS .and PC are automatically pushed into a particular
processor stack as indicat?d by the PS of the service task,
The interrupt service task is then initiated.

! 3

4.6 Characteristics of the multiline priority interrupt

&

The interrupt hardware detection-reccgni tion structures of o

structures.

the computers as described . before . are categorized as
multiline priérity structures. The interrupt structure of

the Sigma 7 computer has application in large real-time
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environment. The interrupt structure of the PDP 11/45 is
less extensive., It bhas 7 priority request lines. Both
.structures have flexible enabling/disabling (masking)
facilities.

They have diffement implementation techniques used for
saving and restoring operations of the basic status
information for the interrupted program. The Sigma computer
has reserved for each dinterrupt priority line firxed
locations in memory for storing the old(interrupted task‘'s)
PSH and tge new(interrupt service task's) ESW. When an
interrupt occurs, the PSW of the currently running task is
stored into location corresponding to that priority line and
an interrupt service task. A similar mechanism is used in
IBM 360 computer.

This type of mechanism dces not allow another interrupt to
take place 'on the same line, since the information of the
interrupfed task would be overiritten. This technique also
seenas to be t'logically unclean', because the status
information of the interrugted task, does not have to be
related logically to the task to which the interrupt request
is pertinant.

The irplementation of the saveirestore) operations in the
PDP 11,45 are based on ‘hardwvare push down storage
facilities. The basic inforsation(PC,PS) of the running
task on the occurrence of interrupt is automatically ‘'pushed

down' into stack and ‘'pulled up' cn the exit to the

interrupted program. This feature enables the hardware to
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bandle rnultiple 4interrupts from the interrupt 1line. A
similar interrupt structure is available on Burroughs
conputer§(1u).

An example of the interrupt hardvare structure which has
a separate register bank (set) for each interrupt line is the
IBM System/7 minicomputer(21). Its prigary application is in
a- process control enviroment. -The status swvitching jon
occurence of interrupt is then accomplished by simply

+ . s 1
switching frcm cre register 'bank' to another. \

N

The multi level - multi line interrupt structure
has most of the basic tasks inmplemented in hardware.
Therefore this structure provides short response time and
low overhead. Every allowed interrupt request is obeyed
impediately, prcvided no higher griority request is
presently being executed.

The greatest advantage’ of this structure is a
naar-optimum priority structure. The most important
interrupi is either being serviced or is about to be
serviced. The multi‘i?vel-multi'line struétﬁre ensures that
the next process to be executed always has the highest
existing priority, regardless of how many lower-priority

requests remain cnly partially coaglated.
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i) 4.7 Summary of Interrupt mechanism features of some

computer systems.

Inygrrupt Heghphisu features of the ccmputer systems which
have. been examined are summarized in Table 1. The entries in
this table describe the basic characteristics of the
systems.

TEF terminology in the table is based on the description
in the precedind sections, to which one should refer for

more detailed explanation. A basic explanation of the

particular entries in the table is as follows: ' e

Single level-single line. An interrupt detection-
recognition structure in vhich interrupt requests do not
have hardware enforced priorities. All interrupt requests
are multiplexed intc single 1line(physical wire) into the
CPU. ' ’

Multi levei-szsble line. In this sfructure all
interrupts are again multiplexed into single line, but
‘the interrupt regquests on that line have enforced
priorities by the hardware circuitry. =.

Multi level-multi line. The interrupt detection
structure, in which the - interrupt raquests are
multiplexed intoc two or more interrupt reguests lines.

Multiple set of registers. An isplementation of the

interrupt switching operations based on the architecture

of multiple set of general registers. When an interrupt

occurs, only the switching of the CFPU regiiyef‘set takes

e~
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place.

Stack feature.

basic

state of

.An automatic hardware storing
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the interrupted

process

F e N

of the

into the LIFO

temporary storage area on the occurence of interrupts.

COMPUTER

PDP-8

INTERCATA
1/32

ROvVA 800
PDP 11,45
SYSTEN 7
PDP-10
IBM-360
B-5000

SIGMA-T

SING LEV

yes

CHARACTERISTICS

moLT LEv morLf

SING LIN

-

no

1024

16

no

no

no

48

237

TAEBLE 1.

MULT LIN

MULT GEN
REG SET

no

jes

no
yes
yes
yes
nc
no

yes

STACK
FEATURE

no

no
no
yes
no
no
no
yes

no
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V. INTERRUPT ACTIVITY MODEL.

5.1 An overview of the Interrupt Activity fuanctioms.
The investigation in the preceding chapters indicates, that the
basic tasks of the Interrupt Activity are as follows:

1. To provide a mechanism for the synchronization lof
actiiities .of scme frocesses; l.e., the mechanism for
passing signals vhen the progress of cne depends on the
other. On the hardware level, acti;ities of the processas
(comp;tations) are represented ty a segquence of changes
in the state of the machine. Some changes(events) are in
the 4interest of other processes. Interrupt systems
continually ‘ monitor these events and notify an
appropriate prccess about their cccurrence.

2. To serve as a tool by which processor allocation
decisions c¢f the scheduler may be enforced. In this case
it is. the mechanism for fast switching of a processor
among processes. The Interrupt. mechanisn is based on a
priority driven scheduling methbed. Since the Interrupt
requests are usually associated with high priority
précesses, the Interrupt mechanism _ggggld start a
processor to execute instructioas fcr a ;é!\ process
within a very small time delay after an interr#fi\q{ent

\
arises. - !
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5.2 Basic tasks of the Interrupt Activity.

»

The preceding study also indicates that
implementation schemes in different computers exhibit
variations. However, there is an _;dentifiable set of Dbasic
non-reentrant tasks cormon to all systems, which are the basis
for our model of the structure of interrupt activity.

Interrupt Activity covers the fcllowving basic tasks:

1. Interrupt Reccgnition (REC)

2. Interrupt Stacking (STC)

3. Interrtupt Scheduling (SCH)

4. Control Switchidg (SWC)

S. Interrupt Servicing (SRV)

6. Post Frocessing (POST)

., 14
The following is a description of the tasic operations of
these tasks, with an cverview ‘of their imglementation schemes

as identified in the preceding chapter.

1. Interrupt Recognition Task (BEC).

The, pdrposé cf this task is to examine if an
interrupt request exists anywvhere in the systea and to activate
the inﬁerrupt stacking task. The device or process seeking an

"
interrupt sets the appropriate variables (flags) specific to it

and shared with the REC task. The set of these variables is

often called the Interrupt Bequest Register(IRR). The IAR

-
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stores all the Interrupt Requests which are possible in the
system until they can be processed. The requests may be
examined {scanned) accordipg to certain control parameters, for

instance- priority numbers.
2. Interrupt Stacking Task(STC}).

The functicn of this task is to obtain and
record (implicitly cr eaxplicitly) the Trelevant interrupt
information intc some memory area (communication area). The
organizatiop of the information in this area can differ (e.g.,
the PIFO,LIFO,etE.), but most often it is in the form of a
queue called Interrupt Request Quaeue. Interrupt BRegquests are
acéompanied by some control parameters. The block of control
parameters qould be extensive, as in the case of an I/0
controller, or less extensive, for exaﬁple, arithmetic
operation overflow. Another element of the Interrupt Request
Queue entry is the indicator (name} of the task, called the
Interrupt Service FRoutine, which is responsible for servicing
the selected Interrupt Request.

For the systenms equined, the methods for obtaining
information identity of the device requesting interrupt may be
listed as follows:

a. Polling device interrupt flags by software instructions.
b. Device self identificaticn on softwvare ccmmand by putting
its address on an I/0 Bus.

c. Automatic hardvired identification of the interrupt and
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. branching into the location corresponding to the level of
interrupt or specific interrupt request.

The methods for recording information relevant to the
interrupt may be listed as follows:

a. software deternination. '

b. automatic storing into a dedicated location.

3. InterruPGEEEHeduling Task (SCH) .

l The function of the interrupt scheduling task is to select
only one request in the case of multiple sinultaneous requasts
and decide when an interrupt activity-can proceed into the next
state according to certain conditions. As wvas described in
chapter 3 and 4, compufar hardware and software is strEEFured
into different pricrity levels. The priority criterion is most
often used for multiplexing(ailocation) of the CPU among ready
processes. Many systems havae iaplemented priority salection
criterion into fixed hardware circuitry. Sinca priorities of
the processes could vary(chapter 3), most systems incorporate
some arm-disarm or enable/disable commands to supply freedom or
flexibility to re-allocate priority levels. Wwith Tespect to
the above statement ,v¥e can spégk of the level of control of
the Interrupt Recognition structure. Enabling/disabling control
is usually performed by associating flags (flip flops) with
interrupt signals, vhich may be called coJ;{;}LnQdes. An
example of a possible interrupt structure with an outline of

the control (scheduling) nodes is shown %g the Pigure 5.1.

<
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Interrcupt réguests

sources
b
Global

Interrupt

" Reguest

Level 2

Level 13

Level 4

Figure 5.1 The diagram of control. nodes in an interTupt

mechanism organization.

In terms of the ccmmon usage (chapter 3) of interrupt

enablesdisable flags, the following interpretation appli;;{Tv

Level Functicn
1 E/D All interrupt systenm
2 E/D Group of interrupt signals-lises
3,4 E/D sub-group of interrupt signals,e.g., at a

given level

3,4 E/D Individual interrupt solrces

S
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4. Control Switching Task (SWC).

Hhen ;}“ainterrupt ;equést arrives, it is recognized and
scheduled, control 1is transferred to the-| appropriate routine,
which will perform the requested action. Cecnceptually what is
involved in this is the act of saving the status information of
the curren£\ process and loading the registers with
corresponding status imfqrmation of the cther process. The
statu; information, usually called stateword defines the
process. The information it contains is necessary and
sufficigpt to resume a process. Statevords may be different for
different systems. The fundgmental sta£e vord elements are
implemented in hardware registers. For a central proéesscr of
conventional organization the basic stateword includes:

a. The contents of the instruction(progras} counter.

b. The contents of the general registers cf the processor.
5. Interrupt Service Task(SRV).

The function of this task is to allow the interrupt stack

entry (if any) to be discarded. Interrupt service tasks are

1 ]

closely associq&gd vith the machine hardware or process
. requesting interr&%ﬁ.
Pl
A typical fexample of the Interrupt service task is an I/0
interrupt fb/ ne which may be described as follows {11}:

The I,/0 interrupt routine upon entry checks the completion

3
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of the I/0 operatign by the use of the Channel Status Word
(Csw). 1If an.error 1is-'detected, then a call would be made to
an gxterrupt handling task for processing this error. Next, the
channel scheduier queue 1is checked for any pending I/0
requeq}s. 1f none are pending an exit from the routine is made
to thé post—processinq\task. If I/O requests have been queued,
then the next request fo:hkhe free channel 1is fetched. The
device routine is entedred to determine the CCW (Channel Command
Word) .address. Following this the START I/0 routine'begins the
operation;if the device and channel are available. If the I/O
request is not deferred, xhen this I/0 request is reioved from
the queune. If the gperation has been deferrgd because tha

channel control wunit, or I/0 device is busy, exit from the

routine is made to the Interrupt _post-processing(completion)

task.
6. Post Processing Task (POST).

This task ggfforms all operations associated with the
completion of' interrupt processing. - Practical implementation
of this task depends on the type of ' the wmultiprogramaing

environment (real time system,etc.). Upcn completion of the I/0

. - /
interrupt servicing, typical operation of this task would be to

identify the process which requested 1,0 service, return the
status of the completion of I/O(norral ccmpletion or error
status), mark the completion of the I/0 request in the Process

Control Block and exit to the interrupted process or the
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scheduler.

An algorithmic description of these tasks may be flowcharted,

as shown below:

Interrupt Recogritior Task:

\ e "

| no x Check if there *
I___  <___* are any : *
] * Interrupt requests*
| * made. .
| Kmmmmmm - ————— -

| | Yes

| l

| f---—mmm e |
| I |
I I Activate l
{ { Stacking task i
| { H
|

{====== ¢m=mmmommm oo



Interrupf Stacking Task

fSB-

(2]

| ======dmmmmmmmmmeee

"

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1
{
|
|
1
|

, AN
|===—=====1
’ | Entry |
i S5TC |
D 1
| == =====wremmom—o—e=
{ Select one 2l

{ Interrupt request |
{ in case of |
{ wmultiple requests|

- —— A - - I

|

| Get Interrupt |
| request relevent - |
{ information, and |
| engueue it into I
{ Int. Request Queuej}

| Get the name of {
{the requesting task|
fenqueue it into the|
f Interrupt Requaest |

| Queue. |
| Bttt t
|
[
f-==-=- e G |
{ Reset selected t
{ Interrupt request |
| flag. |
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Interrupt Scheduling Task:

|
|
| ===>==—==] Examine stack |
e t | antries )
) | | : l
-1 |=====s==——mmm e t
| |
| |
| ¥ - L
I no » *
\___<___. .* Is the current *
| * _ process to be *
| * interrupted? *
\\%\\4 ¥ e e — - -%
| Yes
| ‘\,,/ e s 1
| | |
[ | Gather information|
{ ( on the two {
| { processes involved|
| R ittt |
| . {
o {
| | ==m=mm s memm e
i | Femove the task |
\ | to be activated |
{ | “from the \
1 | queue [
! |==sm - mooomee|
| {
{ 1
| R it
[ | |
| === | Activate SHWC (

l-
| Entry |
| SCH |
. |

———

l_----—---—-----—-——l
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Interrupt Switching Task:

al fomeemmm—— [
* | Entry |
| SHC t
gl P
------ LI L
| |- |
| | Save Process |
| | Status vector of |
{ . { the process to be |
| ' | interrupted. v
{ t . i
| | === |
b l
| I
i fro——mm———ema——ee~ ]
| | Activate process |
{ ] requested by ol
{ ‘ | Interrupt Request.|
[ i |
|

Intarrupt Service Task:

J——
el
| Entry |
{ SHY |
|

i
|==-—== Pormmmmmmeem=- [

| |
1 Service the |
| waiting |
| Interrupt reguest |
| i

s |
{ Activate POST |
Rtk Snbdnted [
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Interrupt Post Processing Task:

| Corplete processingj

| selected process. |

{

|

|

{ | associated with |
| | Interrupt Request |
| | |
| |==-—errmsm == |
{ |

| |

i |~w—==m-rmsmem s |
| | Select i
| { next process |
1 i to run. i
| | |
{ |- 1
| {

| Q} {

| | =m=m-mmmmemmeooo s |
t ( Activate |
|

|

{

4

For the simplified description of the Interrupt Aeﬁivity -
tasks, a pseudo - Algol programming language is used  (1). We

‘define for this purpose the following symbols:

-

i [ i
p(1) process (1)
hreg hardvare registers image
irq interrupt request

iarea interrupt message area



imes
int

PLC

Susp
act
cur

prsa
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number of interrupt requests
message related to the interrupt
global interrupt request indicator
e
priority -
process enable mask
suspended (interrupted) status
active status

currently running procedss : L\‘,k

process register save area

<7

-

Interrupt_Recognizer: .

BEGIN DO FOE ever

END

BEGIN
/*scan all irg*/
FORE i:=1 STEP 1 UNTIL n DO
TF irq(i)=1 THEN
int:=1;/%*set globai interr req indicatbr*/

END
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Interrupt_sStacker:
BEGIN WHILE .int=1 DO
BEGIN h
/¥identify interrupt request¥*/
FOR i:=1 STEFP 1 UNTIL n DO
BEGIN
IF irq{i)=1 THEN DC
BEGIN
jarea:= imes(i)/*gat interr related
message and post it in interr area%*/
irq(i) := O/%*reset granted interr*/
END
END
END -

END
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Interrupt_Scheduler: N
BEGIN WHILE iarea_not_empty DO
BEGIN
select_one_of_the_messages;
find_requested_process_g (req);
IF (m(req)=1) AND (pr {cur) <pr {req)) /*check
mask and prioriéy of requested process¥/
THEN DO
REGIN
send_the_message_tc_p{req)
p (cur) := p(susp)/*mark current process
for suspension¥*/
p (act) := p(req)/*mark requested process
for rﬁnning*/
activate_switching_task
- END
END

END
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Control_Switch:

BEGIN IP process_marked_suspend DC

BEGIN

prsa {susp) := hreg /*save registers of the

interrupted process status area#*/
. hreqg := prsa (act)/*relcad registers with the

nev process register informatiopo*/

END

END

3
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5.3 Précessing states of the Interrupt Activity.
.'f.

Egchl of the basic tasks of the Interrupt mechanism
implemented En separate hardware circuitry can be one of two
states -~ active cr inactive. The basic tasks implemented in
the software mechanism, since they must share CPU, can be in
one additional state - waiting.

The Interrupt Acgivity mechanism as a unit in relation to
other processing units in the system, can be one of the
three states - o ’

1 inactive '
2 u;iting
3 active

The inactive state represents the situation when no
Interrupt request is received by the Interrupt processor.
It means the CPU is idle or processing tasks which do not
require services cr co-operation of other tasks in the
system. .

The waiting state represents the situation when an
Intercupt request 1is received by Interrugt processor, but
did not fulfill the scheduling requirémentS' for activation.

In the active state the Interrupt mechanism is
processing (servicing) interrupt requests.

An  example of the description of the interrupt system
organization as shown in Figure 5-4 in the APL notation is
as follows: the inactive state is defined by the expression

;”b = V/IFQ (logical or) 4i.e. no bit set in the

~
[ S - ~

A
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Interrupt Register and INT=0. The waiting state is defined
by - )

1 = Vv/IEQ and the INT = 0. The transition from the
vaiting state into the active state happens, when scme of
the waiting Interrugt requests are not masked.

i.e. 1 = v/ (IFQA IMS}, and CPU is enabled for interrupts

{EN = 1).' This state is represented by INT = 1, ER = 0.

IRQ (1) | (

IMS (1)—= /\ i ‘;

IRQ (2) i
IMS (2) ™ A

INT Processor
—

FF interrcupt

EN

FF

IRQ (N)
N[ ‘
TMS (N) —nf
Figure 5-H4. An example of an Interrupt mechanisn

organization.
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¥I. A STUDY OF SOME ASPECTS OF EFFICIENCY FQOR
INTERRUPT ACTIVITY IMPLEMENTATION TECHNIQUES.

-t

6.1 Techniques for interrupt mechanism efficiency

improvements.

The"efficiency of‘the Interrupt activity implementation
may be measured in terms of hardvare cost, memory space
required and real time overhead. It appears that with the
Egpésent state of techrclogy, the hardware cost and memory
space are less important factors in the .design of the
interrupt mechanise than its timing characteristics. As was
described in chapter &4, the parameters most often used in
describing the interrupt mechanise characteristics are the
response time, overhead p:0cessing. time, priority and
saturation criteria.

The importance of these parameters depends greatly on
the application of the ccmputer system. Fresent computer
systems are used for a variet{ of types of problems. The
optimization of these parameters in a systes can lead to
many desidn conflicts of the computer system. An exanmple
would be the relation between the Trespoinse time of
interrupts and thé requirement on the ngnber 6f general
registers. As the number of registers goes up and
monoprogram perfcrmance improves, the interrupt response
time increases, Therefore, in most cases, ScB€ trade off in

optimization of specific parameters is involved.
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q

”ﬂThe*—study“of**iﬁterrupt"“mechanismS"'in the preceeding
chapters indicates the basic techniques for optimization of
these parameters. They are as follows:

1. An optimization of the operations of each of the tasks~

or subtasks.

2. An optimization in the scheduling of tasks oé subtasks,
and the enforcement of any possible parallel execution
of then.

3. Enforcing possible parallel operations between the CPU
and the interrupt mechanism.

4. TImwplementation of a larger part of the Interrupt
activity into the hardware circuitry.

As described earlier, the interrupt Activity tasks are
c;rried out partly on dedicated hardware circuitry and
partly bty the software routines on"the CPO. Since the
hardvare part of the Interrupt Activity is fixed (hardwired
algorithr), the scheduling of the software rocutines aust be
determined to take advantage of the existing. hardware to
minimize response and overhead times; Traditionally, basic
inte;rupt tasks (Recognition task, part of the Stacking and
Scheauling tasks) are implemented in dedicated hardware.
The \tggjations in interrupt service tasks prohibit an
economical trade off in software for sgpecial hgzduare
operations. The remaining tasks of the Interrupt Activity
compate with other tasks of the computer system for CFU
time. There is a desire to implement more of the interrupt

tasks into dedicated hardware circuitry, which usually leads
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to an increased cost of the system hardvare. Also it is
usually not obvicus exactly what sort of hardware structures

are needed for efficient isplementation.

e

The basic aim of the design of the Interrupt Activity
structure is to minimiza response time. The interrupt
response time - T(PES) in relation to basic tasks can be
expressed as follows:

T (RES) =T (REC) +T (STC) +T (SCH) ¢T (SWC)

Each timing ccmponent of the Interrupt resgonse time (time
interval for execution of the gggecoquition, stacking,
scheduling and svitching tasks) can be divided into
additional tim&ng sub-components. Examples of tye iaportant
ones wauld bellhe saving of general registers operatioms,
branching to the service routine,etc..

The purpose of this chapter is to examine which

hardware/softwvare fﬁatures could improve the implementation

of the Interrupt activity tasks.

6.2 Save-Restore Operations.

The @most common Source of overhead in interrupt
processing is the saving and restoring of the machine
status. HRegisters, the program counter and indicators must
have their contents moved to a tsave! area in main storage.
The new machine status must then be loaded for the
interrupting (new) task before execution can commence. The

procedure must ke reversed when control returns to the

b....
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original task. Thus, this ovefhead is incurred twice per
interruption. There is a need for rapld process changiﬂgD
facilities.

The size of this overhead .is determined bty the number of
the registers to save and their size. Many computers have
instructions for multiple storing aand loading to reduce the
time required tc save and load the registers. Most of the
present interrupt systems allow the-hardua:e processor to be
switched to the Interrupt Service réutine with a minimum of
state information being saved. The Interrupt Service
routine can be given the responsibility of saving any other
information with which it may interfere, such as various
control or arithmetic registers.

The use éf hardware neéhanisns for autonatfc state
switching introduces fixed overhead. Its izpleméntation is
desirable if this fixed overhead ié less than the comparable
variable cosﬁ in softvare. ‘ ' “

To overcome the save-restore overhead, wmany compute?s
provide a multiple set of registefs, some for each priority
level (e;g. IBM SYSTEM-7), some for each mode of operation
of the computer system -. for .tﬁe user mode and the
supervisor mode (e.9. PDP-11, interdata 7-32). In the first
case, when strict priority scheduling'is used (interruption
takes place only if an interrupt by higher priority task
occurs), there 1is no need“to séve registers when the CFU
switches to the register set corresponding to the priority

level. .

—— -
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The same overhead saving effect is achieved in the second
case, since the.inferrupt processor disables recognition of
further interrupts during fhe servicing of a ﬁrevious onea.

In most computers the interrupt mechanism sav;;—:he status
of the interrupted pregram in a memory area’ specificalgy
reserved for the requestea interrupt service task.

This technique is based on the assumption that the
interrupted process will continue to run after the response
to interrupt. But in general,the interrupt may cause the
co-ordinator to preempt the interrupted pfocess in favor of
another process. It is then necessary to copy the exac&tion
séate of the \interrupted process f:ém the locations
associatéd with the interrupt to the process description
block associated ;ith the interrupted process. A more
desirable solution is to store them in the block on the
occurrence of the interrupt.

6.3 Source identification and the linkage to the servic;
routine. : '

. \{

Fron ﬂ‘b survey of the Interrugt Etructureq}(chapter
u),'the rost éommon prdEgdure for_the l;nkage of Interrupt
Request% }Eo tthé gpecific routine may be described as
follqﬁs: | .A .

. Each interrupt level is assigned a dedicated location

L}
in memory, to which control "is automatically passed

when -the CPU accepts an. interrupt. This location

. ATy
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belongs to the starting address (or has a branch

'inst?%ction to it) forlthe centralized routine for that

level, that processeﬁ:?nd routes the Interrupt Request

to the appropriate Service Routine.

The .function of tﬁe central routine is to obtain the
following information :

- determine which Interrupt BRequest on that level is

seeking inteﬁrupt T~
- obtain the related status word
To avoid this time-consuming processing, some computers
provide automatic sub-level branching (SYSTEN 7, INTERDATA
7-32). In the 7-32, special hardware circuitry is;provided,
vhich presents an encoded number for the particular request.
Hhen’ added to’~}he base address of the level, this
determines the égdress of the particuiar Service Routine.
Some 'comquprs provide a special status' indicator
(*susmary* in the SYSTEM 7). If it is zero, the

interruption is due to ncrmal error and a Do error exception

condition is enﬁpunteredﬁ

*

6.4 Re-entrancy. ~»

The concept qf a priprity interrapt étructure in
computer _systems is ery closely relateé to that of
re-~-entrancy. In an envinéh@ent where interrupts occur at
random, it often harrens that the routine which has been

interrupted will be used by the interrupting program. In
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such cases it is not sufficient that the interrupt structure

“
(harduare and software combined) preserve only the registers
and the central processor status of the interrupted p%ogram.

Tt is also neccessary that the intermediate da}a created by

the program is saved.

v

The entry into a typical subroutine requires that the

parameters of the call and the return be supplied to the

,subroutine by modifying the addresses in the subroutine body

jtself. If a strictly ordered priority caontrol scheme is
used, the problem is resclved by having an expiicit copy of
the subroutiﬁe for every level that might réquira it. Such
an arrangement could require a large amount cf memory.
Another alternative is to turden the system uitﬁl a
complex executive that examines the status of every
subroutine interrupted, and if necessary, stores and
restores the calling sequence data. This hovever is. not
practical. *

A further alternative, requiring slightly more time but

less space than the first, is to store ounly the calling

sequence and work area of the subroutine for each level that

requires it. The subroutihe bhody is never mcdified. - It can
be entered at any, point, without fear of damage. The
subroutine body is composed of ‘'pure code' (i.e., it
contains only instructions and constants) and is said to be
re-entrant. The calling sequance data are stored in a
calling sequence area for that priority level.

"There are two features which greatly facilitate the

/A
y |
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implementiﬁg of re-entrancy. The firét feature is the
possibility of having multiple blocks of genefal purpose CPU
registers. When an intercupt occurs, a change to a
different block of registers takes place. -

The second feature is the presence of the *push dowvn'
N

facilities. These provide the capability, by the execution

of one instruction, of saving all general registers in a

reserved stack area that is maintained by the system. These

.

facilities also allov the saving of the contents pf the

memory (locations, in addition to the general registers,
wvhich hayve been set to.scme intérmediate value by a routine.

.Computer using stacking mechanisms seem to demonstrate a
clear advantaye in nesting. Interrupts can be nested in
much the same mAnner that subroutinégkare nested. In fact,
it is possible tc nest any arbitrary mixture of subroutines
And intercupts. This is desirable because"of the random
nature of interrupts. Use of ¢the pushdown stack i the
haédlihé of interrupts and subroutine callsv results in the

structure ‘of the-temborary memory area as shown in Figure

6‘-11
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Pushdéun pointer

points to the first
. empty location in

push-down list->{
'.
<-===1

|

| Interrupted P2 'live’
| registers storage area
|

|

| P2 uses stack for
{ temporary storage
|

|- |
| Interrupted P1 'live' |
| registers storage area |
| |

LT

"Pigure 6-1. LIFO storage organization for the saving of

a
the interrupted process's ‘active!’ status information.

6.5 HNumber of Interrupt priority levels.

The number of hardware Interrupt priority - levels
implemented in computers differs. Wwhen more hardware levels
are preseht, the price of the system is higher. With more
levels imbleméhted, more memory will be used for the
dedicated areas. - Cgmmon- rules for Interrupt priority

scheduling are: . N

1. An interrupt at a given 1ével will nct interrupt the

/ S ' K

4 -/ \

A

}
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processes underway at that or higher levels and

S

2. th Imterrupt mechanism at each level will process
912 other interrupts at that level which were

™~

?ctivated prior to the ccapletion of the given
interrupt before returning to the levels below.

#hen these rdles are usqu ve can compare the effects of
various numbers of interrupt 1ev215. provided that wve know
the incident interrupt rates for each level, the processing
tipe for each interrupt, and the non-interrupt processing
that must go on at that-level.

Bach level ¢an be considared ag a state. By repraesenting
levels (stateé) as nocdes, and the' transitions caused by
interrupts as 1links, ve can represent a system in a .state
piagram, in the manner shown in Figure 6-2 . At any given
instant of time, the system is in® one state. It remains in

that state (the self transition) until one of two things
hagpen: .
1. there is nothing more to do in that state, in which
case it executes a transition tc a lower state, or
2. an interrupt for a higher level occurs, in which case
it execute§ a transition to a higher level state.
Associated with each upward transition is the transié‘on
cost egqual to the cost of t?rminating the ration in the
lower state and startinéwthe' operatlon in the hi her state.

Associated with each dovnward tran51t10n is the equlvalent

cost for the opposite direction.

L
#

It is evident® that the effect fof larger gumbers® of
. . Sy :
{ _ "

R T T -




levels processing.

Figqure 6-2. A state diagram of the interrupt priority

.

@\pterrupt levels will be:

1.

\‘.

.

increased cverhead txme. Each level in the system will:

+

force futher 1increases in the number of transitions
\

that will occur and reduce batch processing in each
. _ v .

level

decreased Fespcnse Time for high priority processes at
the expense of lcu-priority processes. High-priority
processes Will be resident for shorter periods, while
low-priority functions will reside for longer periods.

g
If a level must be split into sub-levels, there still

remains a choice as tc whether Rardware O software should

be used for that purpose. If it is done by scftware, we must

include the transitions, and ccmpare these with the fraction

-

1%
s

y

e TN
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3

of the system facilities used for these additional
transitions. If it is done by hardware, the ¢ost is

determined from the manufaciure‘s catalogue.

///ﬂﬁ.ﬁ System Saturation.

Tt is difficult to determine all. the parameters for

L

investigating the systea saturation state. The detailed
Aexamination of this problem is investfgated by means of
queueing theory and requires a separate study. For the
purpose of this study, ve will introduce the following
simplifying gssumptions and parameters about an interrupt
system, which has W Interrupt Bequest sources, numbe;ed 1 to
N in decreasing order cf priorify:
1. 1Interrupts occur relatively uniformly , with time
interval TD(I) for the interrdpt source I. '
2. TC(I) is the crisis time for the source I
3, Ts(I) is the time needed to execute thi . Interrupt
service routine for source I, plus' involved overhead
with it.

4. The interrupt mechanisa is hased osxthe single line
priority structure with no 'interrupt recognition wvhile
. one is heing processed.

The Interrupt Activity machanism will not reach
saturation st;te; iggflill service properly each Interrupt
Request, if two conditions are satisfied.

}he first cendition is :

F

-
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Th; céntral processor must be fast enough to process all
the necessary Interrupt Routines.

Por each source I, the number of interrupts per second
will be 1/TD(I). The time spent servicing this request will
be TS(I)/TD{I). Since all the sources have to be éervicéd,

the condition states:

N
. E TS(I)
-——- {1
X(I) = '
) I=/

The second candition states:

¢

Tn no case should the waiting time for any sourge axceed
its crisis time. __.

The worst case for any Interrupt Request IR(I) will
occur if all the interrupts demand attention simultaneously,
just after the control processor has started the longest
interrupt routine, lasting TS (MAX). Interrupt Bequest I will
have to wait for this routine to fAnish, and for all I-1

v
interrupts of higher priority to be dealt before it receives

attention. The relation is:

'rsmn)+frs(1.) < TC(I) for 1

[ EATN L
-

| Ia

=

) : 1

=
i~
H
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6.7 Scheduling of the Interrupt Activity tasks.

The simplest arrangement of the Interrupt Activity
tasks processing is sequential (sequencing through each task
servicing single interrupt}.

Most of the systehs have their interrupt recognition

procedure implemeted by a _hardvare interroga* circuitcy.
Different computers exhibit variations in the hardvare
implementation cf the additional tasks of the interrupt
activities. The scheduling of the tasks imsplemented in
software must be determised to take advantage of the
exis}ing hardware to decrease the overhead.
A Jypical ’Interrupt Activity program will stack one
interrupt and then check to see if another interrupt haé
come in at that level. Also, most of the systems, after
servicing one interrugt and befora switching back to the
interrupted program, check to see if ancther interrupt
request occurred while servicing the previous ona. Some
;oﬁputers perform the stacking task and the switching task
simultanefusly (example Systenm 7). The diagranms in Figures
6-3 and 6-4 éhou in a simplified manner examples of
scheduling of Interrupt aétivity tasks.

L
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Figure 6-3. State diagram of the execution of the

Interrupt tasks LYy simpla seguencinge.

L

Figufe 6-4. state diagram cf the execution of the
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Interrupt tasks by modified sequencing.

[
™

\).
The desire to iuplement more of the Int;rtupt Activity
méchanism into a hardware circuitry is easier in the
computers with microgrogramming ‘technique control. The
microprogramming technique offers more spéed 1in comparison
with software. I+ also offers more flexibility than
conventional (hardwired) control because design changes are

no longer costly to implement (22,23).

The above described techniques do not place enough
importance on sclving the problenm of parallel operations
of the CPU and the Interrupt Activity mechanism. The I/0
instructions in the computer systems are usually the most
time consunming instructions, and as a result, the CPU can
spend a large amount of time getting Interrupt related
information from the I/0 interface.

The enforcing -of parallel operatiods batwaen the CPU
and fhe Interrupt Activiﬁy mechanisa is more or less a
technological problem. It appears that associative memory
techniques can be applied here for gtoring of interrupts and

:éerforwing the asic processing on them. In a 1large
multi-user computer system{24), a queued content addressable
memory ‘uas 359& for tha implementation of the interrupt
mechaniss. This unit ﬁcrus a primary storage and processing
facilitylfor interfupt réquests. Such an arra gement reduces
greﬁtly the time spent by the CPU fcr the processing of

jinterrupt activities.

T/
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Another problem in Interrcupt processing is the freguency
of their occurrence. As was described in chapter 5 ,the
scheduling sub-task constantly axanines the . scheduling
parameters of interrupt requests and compares them with the
scheduling parameters of the currently running ﬁrocess.
since most of the device interrupts are of high priority,
there is 1large amount of switching overhead aciivity
performed in the system. A possible liritation on the
switching overhead activities can be .made if fhe scheduling
sub-task would be active only at certain intervals. This
tasﬁ can regularly examine the interrupt regquests messsage
gueue at a frequency great enough to satisfy systea response

—

requirements.

To allow a processor to make reasonable progress on its
scheduled worklcad, the external response requirements must
also be re-adjusted in terms of time. Otherwise, a
processor coﬁld be endlessly examining the request queue. By
distributing more control powver into I/0 devices data loss
can be avoided. With the present technology, it is possible
to do this. ©Using the ‘'Large Scale Integrated Circuit?
technology memories and microprocessors we sﬂouléhbe able to
- 1imit the demand for processor service to same reasonable
leve; thqt an operating system can handle. This- and other
similar systems could remove the need to interrupt  the CPU

processing except for critical errors.
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¥II. CRITICAL OVERVIEW OF THE EFFECT- OF INTERRUPT FEATURES,
ON GENERAL INTERTFROCESS COMMUNICATION FACILITIES.
-

7.1 Basic Process Intercommunication Functions. .,
As vas described in the introduction, tHe basic aspects
concerning Inter process communication are mutual exclusion
and synchronization problems. 1In the case “of the mutual
. exclusion problem, there is a restrictlon on the
interaction of Eprocesses, Cif a resource is used by' 6ne_d
process, all cther piocesses: must be delayed(temporarily
halted) fron u51ng the resource, until this resource becomes
free.
In the case of the synchronization problem, one process
must be delayed at a giVee poin{' of execution1 until some
event under conttol of another procege has occurred.

Y
The mechanism which provides these control functions in

4

the computer system 1is often called the- Interprocess

1]
Comaunication Facility(ﬂ 16.25,..);

-

The basic requirement for the Intgrprocess communication

Facility is then to give the proceSses the folloulng
O?’ . ' 4

abilities:

-

5

1. A‘pfocess should be able to become blocked until some
1

spgcial operaticn is (or has been), executed ‘by'

another process. ' v
2. A pigcess should , be able to eeécute‘ a. special
dperatibn uhlch uill cause a blccked érccess to he no
./; - . . : ‘ P = :
y R
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v hd ‘
:I longer blocked (vakeup capability). . ’
. i - - ' ’ :
- - 3. It nust be possible -for processes\to gain exlusive
. - » ..'-‘9: . .
& control of afkhared resource.

Y ) o .
1

o
>

& mhere are a. rumber of - mechanisms to provide the above

4

capabilities. The Iniértupt‘-medhanism is one of them. A
p»ul:-po§as of this 'chapte-r is to examina " facilities, which in

Aooperatlon with the . Interrupt mechanism provide

interproéeés comrunication functions in the multiprogramaing

‘sfstems. i - e - ‘ -
0 ' . R >
F i ' .
= v
. s 4 ) 1O o
¢ ¢ .
B —
- } y v *
\ - . /-
‘ \-'\'--/—"-/"“
. .

-/
'
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7.2 Timing constraints of Interrupt

-

Gognunicationﬁ

‘b
.

In current computer systems, there

S on Interprocess

is another form of

_comnun1cat10n betueen tasks, in additlon to the Interrupt

mechanlsm. Thls method is based on read

bt

coma n 4th areas (shared data). The mai

“

tvo mgthods is to co-operate in suc

activixiés'in the computer‘;ys;ém will b
g.prgop-ér; vay. It is difficult . ~to analyz

intéractionsaof processesAundeql these ¢

and prove their valid;ty. There are
- _ A

vhere the . processes will get into 1iamf

-

,states, as is s1lustrated in these examp

f
4, -

. Consider a typical situation wher

sharing a common; data base. When a p

ing and writing into . .

n objectlve of these

h' way that the-

e carried put in the
e all the possible

ommunication methods

some evident .cases,:

roper {lnterference}
les:
e two processes are

rocess is going to

access the common data base, it first checks the associated

_flqg(lock). If the lcck .is notfset ot
lock, ttwhen acéesses and modifies the
'modxflcatlon thé lock is cleared.
The typical operation of testing
instructions, one *o pad it in a regis
perfdrm a test and a conditioral branch

of the code involved on an Intergafh M-4

e

he process sets the

data base; After
P Y

a flag takes two

ter, and another to
on 1it. 'An,exanplé

ccmputer is :

P
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1)¥AIT  LH B1,LOCK GET THE LOCK VALUE

2) . BNZ WAIT _WAIT ON ZERO LOCK VALUE
3) " LHI P2,X'EFFE' © GET LCCK *CN' VALUE

1) "STH R2,LOCK SET LOCK ON

aen e MODIFY DATA BASE

By execution of this code the following sequence

events can occur:

1. Statement 1 is executed -

the flag is read (vhich

unset), but before the test on the flag could

executed (i.e statement 2) the program is halted

the occurence of an interrupt.

-

5. The new program P2 now runs, finds the flag uns

then sets it and starts the I/0 data b

podification.

3. The old program P1 resumes operation, tests the £

that was read tefore the interrupt, finds it unset

proceeds to start the data Lt

1

ase modification.

Similar tinterference problems' can occcur by

following sequence of events bhetween two processes:

t

1. Process P1, vishing to change the
the associated flag and finds

before it can set that flag to indicate

{statement U).

et,

ase

lag

and

the

shared data, tests
it unset, put is halted

busy status

2. Process F2 tests the flag, finds it'unset, sets it and

b



¢ )
\ - -'89,‘.-' o
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starts altering the data area.

3. \Before the chlanges ”; are gbﬁbleted, P2 is.

.-

alted (interrupted) and P1 is restarted. P1 executes

thesnext piece cf code; sets the flag and starts to «
" ‘change the data area. . . ; ' g
" ethe 'results in both cases are unpredictable, and

probably unreproducible, since they depend on a critical
time seguence, which is unlikely to be repeated. )
' /

These conflicts arise because processes P1 and P2 have

po-control over the fhterrupt Systen. Interrupts are random,

unpredictable in time, and hence the central processor can:

- - f
be interrupted at.each instruction cycle.
b

C ' , .
These are some of thé& examples vhich show that one can
not implement a multiprogramming system without ensuring a
mutual exclusion of tasks during the inspection of common

variables in order tQ achieve .proper sharing of computing

resources among PLOCeSSeS. ST

¢ . -

The task of the designer of a multiprogramring systeh is
I3 .

-

to design mechanisms which will control communication among

processes and prevent interference with each other.

L
The simplest umethod of a protecting critical sections of

process from interference is to disable the occurrence of
interrupts (process resets enable flag "EN=0"). .

However, it is difficult to. allow evary process to have

control over an interrupt gpechanism for, the following

v

Q

ceaspnsa
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1. A p:QEEEE_SEE diéhble interruptg for such periods, that
\Ehe'systems resﬁonse time requirements may lead to loss
of data.

2. This téchnique is unnecessarily restrictive, since
other unrelated (frocesses are also prevented from

running.

Por these reasons, most of the systems have the so called
supervisor mode of operation, in which the interaction gpde
is executed as a high ;g}ority task. This solution is more
satisfactory then the pravious one, since high priority
interrupts can te handled momentatily.

Some computers provide hardware instructions
(primitives), for manipulating such global yariables, as an’
iﬁdivisible operation. IEM 360 provides \a 'TEST and

daﬁT'instruction. By exepution.of this instruction, the lock

value from the memory is read and, on the same tole that

_the most significant bit is set, it is written back. The

condition code reflects the state of the lock. An example cf ) ‘
its use: - .
. WAIT TS LOCK TEST AND SET LCCK .

BC 1,WAIT ERANCH IF MOST SIGNIF BIT IS SET

MODIFY DATA EASE

Sigma computers use an instruction 'X¥' -exchange word

-
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between memory'and the CPU register, by wvhich the proper and
secure manipulating of global variables caé ke achieved.‘ An
example of such a sequence: - ¢
1. Preset-register with the desired (lock) value.
2.//E?change this valua with the value of the tested
variable. .
3. Perform the conditionai branch.

In the case that this procé;S is interrupted after
;tatement 2, the new process alvays finds the global
variable in a lbcked State. 4

The 'Test and Set! instruction or any similar type of
instructions still do not produce a sSecure solution of
putual exclusion and synchronization problems;

One of the reasans is the danger that, when a process
has already .tested and passed on a glébal variable, it could
be interrupted. In this case ihe tlock' variable will stay
'1oéked', vhich will prevent ‘gther processes from the use of
the associated facilities for an indefinite time.

Another reason for not using '75' instruction is that a
process vhen testing and looping on the 'lock' could occupy
the CPU for long pe;iods of time. A mor:.desirable solution
would allow the processor.to be pre-empted and reassigned.
For these reasons the above types of instructions are not
available to the userS. Tﬂey are instead used in system
routines called by tpe interrtupts uhich. ould be pre-empted
by the processor -if the variable is in a 'locked®' state.

An exa&ple of such usage is in the Interdata 05/32 MT

h\
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operating system. The _user task executes a supervisor call
interrupt instructicn supplying appropriate parameters to
indicate the 'Test and set! function reguest.

The executive‘perforns this functicn on behalf of the
requesting task and decides on the allocation of the CPU

according to the results of this test.

-

7.3 Design objectives for the Interprocess Communication

+

Faéility.
The Interproigss Communication mechanism should offer
the fpllouing features(1,2,4%,25,..): !
1. It should provide a uniform method of ccanunication
betveen processes uitgout restricting the number of
communi;ating processes and withoﬁt differentiating
between types of events (e.g., hardware intercupts,
' goftware interrupts). : ' .~ ‘
2. T+ should offer to a programmer the oportunity to
design a code for a complex multi - process computation
vithout a dispréportionate attendant growth in
complexity.
3. It should provide efficient hardware prCCesSSOTL resource
management.
u. it should have modular implementation and simplibify in

its appplications.
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Prom fhe discussion in the previous chapters of the
typical multiprogamming systems, we can identify some of the
basic features of the communication between elements and the

structure of the multiprogramming syétem. These are as

follovs:. ' !

a. The various caﬁmunication techniquq§ used among the
comﬁon7nts of the System5" The Interprocess
Communication mechanism in typical present computer

' systems consists of theselparts:
1. Interrupt System.
2. 'Locksunlock mechanism
3. Timer. .
The' user processes communicate with the sygﬁem
processes via the Interrupt system,f}hile the system
and user' processes gommunicépe with eack\other via 3

shared tables, queues and common variablgs. rf’}\

b. Two modes of operations, variously named master/slave,

- \\\v | ‘

supervisor /user mpde, operatingl system /Juser mode...
‘Enter' and ‘'Exit' to the operating syste=m mode is
assoéiaﬁed with the new Process stafus Vvector, which
either inhibit the interrupts entirelf or _epable

interrupts of the highest priority to occurf. Processes

—

- -

in user mode can not use vprivileged® instructions as
for erample: \ -
-instuctions to enable/disable interrupts

-instructions for input/output devices

ﬂinsttuctiohs to change thao state of the processor
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By -building systemé with all these varied compunication
technigues, we overcomplicate the»opératiﬁg systems and user
piograms degign. The ~overall design of the systeﬁs tends to

'become obseugé, and maintenance and system testing become
exceedingly difficult. . The- communicatiog faciliiies within
the sytem,'should he as uniform, simple, and as few in
nusber as psgsible to create a useful and efficient

computing tool. considerable work has been done on

alternate facilities for interprocess communication.
7.4 An Enterprocess Communication Hoésl.

A multiprogramming system chosen for the development of

-

this intergrocess communication model is corposed of a set

of processes P(1),P{ ,eeesa=P(N), which compute in parallel

at arbifxary speeds.

The prbcééses ppunicate among themselves through a

épecial process, that we a call the Interrupt Link -

ILIKK. The ILINK is based on the generalized Interrupt

Activity mechanism developed in chapter 5.

A schematic o:ganizational representation of such a systém

- —

" is shown in Pigure 7.1. The Interrupt servicinq task is not
\\\'includéd in ILINK and is considered ‘as one cf P(I). This is
different from the generalized Interrupt ACtivity Mechanism
(developed in chapter S5). %here the Interrufpt service tasks

were included 1in the Interrupt wmechanism and treated
. .

-,
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Figure 7.1. organization of a system with ILI%; as an
Q

interprocess communication mechanism.
|
seperately from the systea's ncreal ;rocess—scheduling and
priority assigning functifps. From the previous analysis,
P :

of the way in which the Ynterrupts signal the completion of

activities, 'and the resulting actign to be taken on account
[ 4

2
of such ccepleticn, it is considered desirable for the

interrupt service task to be executed in cc-operation with
+he other processes of the systen.
The activities of the ILINK may be grouped into tvo

major tasks as follows: )

A. Interrupt Handler T " { .

\(’
B. Interrupt PIrocessor // o

.

*
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the .following algcrithas describe functions of fh%

tnterrupt Handler and the Interrupt ProcessorL:
. M hY

A ! - - \
. Interrupt_Handler:
BEGIN-DO FOR“ever ” .
IF any_interrupt_request THER DO
BEGIN 4
select_and_identify_one;
-get“asscciated_nessage;

record_it_into_communication;area;

reset_granted_request; '

) ‘ _ :
act;vate_lntergupt_processor;
END
‘END
L)

Interrupt_?rqcesssorﬁ

BEGIN DO WHILE commuhication_area_contains_message;
2 -
BEGIN

apply_selection_&fgcrithmﬁand_select_
one_of_the_messages;
do_appropriate_basic_p:ocessing_on_the_messaq;
send_the_nessage_to_the_uaiting_process;

L |
delete_the?lessagé}frcu‘ccul_areai

-

ERD

END
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The realization of this model in present computer systems

would require the modification described in the section 6.7,
In present computer systeas, schedulipg of the interrupt
service t?sks is based.on the crisis time. If the service

task is not scheduled u1th1n the crisis tlne, the systea can

-

’lose data from the - I/0 devices. The proposed
modification (section 6.7y placing mcre control in"I/O
devices could prcioug/ or disregard the crisis time as a
limited factor for the organization of the software systes.
From 'tue analysis of the the propé@eq 'sysuen some
pdssible disadvantages may be jdentified .in comparison with

the systen defcrlbed narlle:(chapter 5):2

) 1. Possible decrease of the /rtlllzatlcn of the harduare
system TeSourges. - The inmediate jpitiation of
.peripheral operations aftér receiving Interrupt request
is p:olonged, since the requested protess must compete
with other processes of the system for re- -scheduling.

r A possible small increase ’'in overhead of the
procesgor suitcbing activityc s;nce Interrupt service
processes have to bte associated with the Process
Descriptor tlock, that can prolong the time to switch
the hardware processor to .the interrupt service
process.

»

The advantage of such a_.system is in the simplicity of
the communication p:oceduré between processes. This results
in ease of the design of an operating' system(as vas

described 1in preceeding chapter). Also, if the interrupt
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response requirements ¢ uld be re-adjusted to a longer time

periods, the global prqacessor overhead will ke deacreased.

Many types of communication primitives were developed.
Dijgstré has develqped a generalized, anified approach that
treats both the synchronization of parallel activities and

X ) a
the interlocking of mutually exclusive code sequences. He

Qsed this in the design cf 'THE Multiprogramming system' (8) -

pijkstra's method jnvclves the use of speéial variables
called seﬂsphores £hat are conmon to a number of
processes(activities). There are‘only tvwo operﬁtions that
can be carried &St on a semaphores- namely P~ and V-

aperations. p operation represents 'potential'delay; if an
N .
attempt is made to ﬁerform a P operation a on semaphore that
.

has negative value, the.p:ocess making the attempt will be
held up until some other process ‘perforné a V- operation on
that semaphore. ‘The Pprocess executing V opera{ion' on that
semaphore, finding negative value, will activate 23 waiting
process. since interrupts are basically process activation
signals, involving possible reéllocation'of the CPU to the
activated process, ve can consider interrupts as V¥
operayions.

Communication amongd pioces;es in the Multics is achieveq
by an exchange of messages via a ccanonly gccéssible mailbox
(shared data pase) whose identity is kno;gﬂﬁﬁo each process

by common convention (25) . Processes ccmmunicate among

themselves by notify and wait event oriented primitives
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which operate on mailbcxas.g -

The multiprogramming systes, which has teen frritten on
tthe computer EC 400 by Hansen(5) is based on systea
nucleus. The> nucleus incorporates a mechanism for
interprocess compunication, which is similar to the ILINK

pechanism proposed in this section.

2

>
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VIII. RESULTS AND CONCLUSION.-

The major cbjective of this study was to examine’ the
problen of inter process ~oamunication and processor sh&ring
) ; [N

awod}xppébesses ty means of an ‘Intarcupt Activity mechanism

inxthe nultiprogﬁgmmirg eq;itongent. The examination was
focﬁssed on the'éfficiency aspect, of such a mechanism and

. . N ’
its influence on the crganization of the software facilities
in Eh;‘compu£er system. FOT this purpcse, ' 2 detailed study
‘of some impleﬁ%ntation schemes was undertaken. Oon the basis

'-
of this study, tasic components of the intetggpt mechanisn

r— "

vere dentified, a general %odél of the Interrupt Activity
mechanism was‘ developed, and the efficiency and
organizatiocnal a'spects investigated. n | \
The resuits sndicate that _while logical functions, such
as, intérrupt}'reco nition, stacking, scheduling, control
switching and post P gcessing.are easily idenfifiable, their
hatd#are implementation exhibit variationé vhich have

signif icant influence on process switching flexibility.

The design of the hardvare interrupt mechanism Ln_computer

. , Vel
systems is also facing many design conflicts, for examgle,

the relation between the rasponse time og\interrupts and the
requirement on a number of general reglisters. As the number
of registers goes up and monoprogram perforaance improves,
the interrupt resgonse time deteriorates because of the time
required to save state information for the running process.

The provision of multiple sets of reglsters that switch
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antomatical nterrupt occurs requirés more cantrol

softvare. ptimum interrupt structure should be

evaluated based upon the particular apglication intended for

‘the computer system.:

The following are some of the identified built-in hardware

.~

'features,luhich are important in determining the overhead
, AN
time spent in the multiplexing functions of the operating

system: ‘
- push-up,push-doun operations with automatic

addressing

i)

pultiple register set .

hardware priority network

™

the ability tc individually inhibit orT tmask' any

interrupt request {HEE////H\\\\

- size of the procassor status aector

I3
i

use of microprogramming techniques
separation of the I/0 control and operation from the

K\_\?eratlon of the CPU, therefore removing the need to

\\/:fterrupt CPU processing N , J

L]

The Interrupt mechanism features complicate thg
interprocess communication asgects of the gsultiprogramming
gystem since interrupts are random (unpredictable in time).
The active précess can be ‘interrupted at each instruction
cycle, which can often lead to deadlock orC other

irreproducible error situations. Most of the present systems

therefore treat interrupts by a special mode of the

e}
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operation (supervisor mode) and do not aliow user programs
to manipulate the jnterrupt sxg?emyf%‘:m

An Interprocess Communicatioh rechanisw has been
proposed. This meghanism will provide uniforw communication
among processés and ccnceptually simplify the~ structure cf
the software systenm. The fealization of this mechanism would
require some modifications 1in the computer hardware
architecture, as for exaaple: disfribﬁtion cf; more control

power into I/0 devices. This could be a subject for further

étudy.

w2

e — -

i
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