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Abstract

In this thesis, we study Private Information Retrieval and Oblivious Transfer, two
strong cryptographic tools that are widely used in various security-related applica-
tions, such as private data-mining schemes and secure function evaluation protocols.
The first non-interactive, secure dot-product protocol, widely used in private data-
mining schemes, is proposed based on trace functions over finite fields. We further
improve the communication overhead of the best, previously known Oblivious Trans-
fer protocol from O((log(n))?) to O(log(n)), where n is the size of the database.
Our communication-efficient Oblivious Transfer protocol is a non-interactive, single-
database scheme that is generally built on Homomorphic Encryption Functions. We
also introduce a new protocol that reduces the computational overhead of Private In-
formation Retrieval protocols. This protocol is shown to be computationally secure
for users, depending on the security of McEliece public-key cryptosystem. The total
online computational overhead is the same as the case where no privacy is required.
The computation-saving protocol can be implemented entirely in software, without
any need for installing a secure piece of hardware, or replicating the database among

Servers.

iii



Acknowledgments

I would like to thank my supervisor, Professor Ali Miri, for his support and countless
help to finish this work. He was always patient and thoughtful on my work, and taught
me the way to evaluate any academic work. I had the honor to study at the Ottawa-
Carleton Institute for Electrical and Computer Engineering (OCIECE), and to learn
different and wide aspects of security from the highly qualified faculty of OCIECE.

I also thank my parents, my sisters and my brother for their love and emotional
support that are indeed inspiring me to move on and conquer other summits of success
in life. During my stay at Ottawa, I learned the most valuable lesson on how to find

my way through the life. T will never forget where I started from.

iv



Contents

Abstract
Acknowledgments
List of Tables
List of Figures

1 Overview
1.1 Introduction . . . . . . . . . . . .

1.2 Contributions . . . . . . . . . .

2 Definitions and Preliminaries
2.1 Semantics Background . . . .. ... ... oL L.

2.2 Imtroduction . . . . . . . . .

3 One-Round Secure Dot-Product Protocol

3.1 Imtroduction . . . . . . . . . . e

3.4 The PIR Protocol Using Dot-Products . . . . .. ... ... ......

3.4.1 Security Analysis . . . . ... ... L

iii

iv

vii

viii



3.5 Conclusions . . . . . . . e e e e e e e e

4 An Optimal Oblivious Transfer Protocol
4.1 Introduction . . . . . . . . . . .. o e
4.2 Homomorphic Cryptosystems . . . . .. ... ... .. .. .......
4.2.1 Paillier’s public-key cryptosystem . . . . .. ... .. ... ...
4.3 The Initial OTZ Scheme . . . . . . .. .. .. .. .. . ...
4.4 The Main OT* Protocol . . . . . .. .. ... ... ... .. ......

4.5 Conclusions . . . . . . . e

5 A Computation-Saving OT Protocol
5.1 Introduction . . . . . . . . . .. o
5.1.1 McEliece Cryptosystem . . . . . . . . . .. ... .. ... ..
5.2 The Initial Computation-preserving Protocol . . . . . . . .. . ... ..
5.2.1 Security Evaluation . . . . . . .. ... ... 0oL
5.3 The Main Protocol With Proxies . . .. ... ... ... ... .....

54 Conclusions . . . . . . v e e e e e e e
6 Conclusions and Future Work
A Finite Fields Preliminaries

B Linear Block Codes

Bibliography

vi

27
28
30
31
33
35
43

45
46
49
30
95
29
63

65

68

71

77



List of Tables

3.1
3.2

5.1

6.1

Al
A2

B.1
B.2

The addition table for F3/(z2+1) . . . . . . .. ... ... ... .. 22
The multiplication table for Fg/(z? +1) . ... .. ... ... ..... 22
Number of possible choices for random matrices in the initial protocol . 58

Summary of the proposed protocols . . . . . ... ... ... .. 65
Addition table for Fo/(z2 +x+1) . . . . . . . .o 70
Multiplication table for Fo/(z2 +z +1) . . . . . . . . .. .. ... .. 70
Standard array for (n,k) linearcode . . . . ... ... ... .. ..., 75
Decoding table for (7,4) linearcode . . . . . . .. ... ... ... ... 75

vii



List of Figures

4.1
4.2

5.1
5.2

Efficiently computing f for a database of eight entries . . . . . . . . .. 36
Efficiently computing f for a database of nentries . . . . . . . .. ... 40
Privately accessing the server through trusted proxies . . . . . . . . .. 59
Accessing the server through multiple untrusted proxies . . . . . . . .. 62

viii



Chapter 1

Overview

In this chapter, we introduce a very important primitive in cryptology that has a wide
range of applications in privacy and secure function evaluations. This thesis is dedi-
cated to Private Information Retrieval (PIR) and Oblivious Transfer (OT) protocols,
two major cryptographic tools that have a wide variety of applications in security.
There are many critical applications that can be implemented if efficient PIR/OT
techniques are invented. We devote this chapter to motivations and definition of the
problem. In Section 1.1, we begin with an introduction to the problem being studied
here along with its various applications. We outline our contributions to the field in

Section 1.2.

1.1 Introduction

Today, a large amount of data is stored over distributed networks among different and
usually unknown servers. The sensitivity and importance of the stored data are so
different that they should be studied from point of view of both servers and users.

The primary concern of servers is usually to protect their sensitive data (such as
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credit card numbers and military information) in order not to give out more informa-
tion than permitted to users. This problem has been studied rather exhaustively in the
literature. Passwords, cryptographic keys and access control lists are a few solutions
that are usually used.

In some other applications, the user’s particular interest in a subset of data may
be sensitive and should be protected even if the data being requested by the user —
such as geographic maps and weather forecasts — is not sensitive in nature. For ex-
ample, consider the case where the ministry of defense of a country is searching for
geographic maps and weather forecasts of the enemy’s country. From this informa-
tion, the database server can infer that there may be a military mission in that region.
Another important example is in online media trading, where knowledge of users’ pref-
erences is an asset of well-recognized importance. The assumption that the server will
not exploit and sell users’ preferences is not always valid, so users may want to hide
their preferences from the server in online transactions. Patent-database inquiry is
another example in which one has to check the patent-database to ensure the novelty
of the idea. However, the search through the database must not reveal any useful
information about the idea to the server. In such applications, users need to get access
to some data from a database while hiding their queries from the database holder.

A Private Information Retrieval (PIR) protocol is a cryptographic technique that
allows users to privately receive data from a database while keeping their query hid-
den from the database holder. There has been an extensive research on this topic in
literature [25, 4, 5, 30, 8, 19, 22, 34]. Nevertheless, the major focus of the work to
date has been to minimize the communication complexity of PIR protocols. A closely
related term, which is also used to privately collect data, is Oblivious Transfer (OT).
In an OT protocol, not only must the user be secured but also security of the database
holder should be guaranteed. The primary concern of the server is not to reveal more

information than what is allowed to the end user. For instance the user of an online
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music center may be permitted to download one MP3 file, but should not be allowed
to access more than one song. OT protocols are usually studied in the same literature
as PIR protocols, and sometimes used interchangeably [24, 32, 33, 34, 41].

As the privacy of users becomes more and more important, different applications of
private data-retrieval abound and justify the need for efficient protocols. Besides direct
applications in private data-collecting, PIR/OT protocols are also used as the building
block of Secure Function Evaluation protocols (SFE). Informally, an SFE allows two
or more parties to jointly compute a function on their inputs while keeping the inputs
secret from each other — for more information on SFE protocols we refer the reader
to [1, 3,9, 7, 8, 10, 29, 16, 43, 44]. The SFE protocol prevails in many vital appli-
cations in security, and a practical SFE solution will solve many of the challenges in
security, such as Digital Rights Management [38], Mobile Agents’ security [20], private
data-mining problems [22]. These problems will be solved if an application (function)
can be protected on a remote host from local attackers who usually have full control
over the execution environment [35, 18, 39]. This is still a challenging problem and an
on-going research area that will be answered if an efficient SFE protocol exists.

The main component of many SFE protocols is the PIR/OT block. To illustrate
how a PIR/OT protocol can be applied in an SFE scheme, assume that a software code
is sent over to a remote user to run the code. If the code is represented by function
f(z,y), the variable x and y are the user’s and server’s secret inputs respectively. In
the SFE protocol, the user has to compute f(z,y) without learning the server’s secret
(y). The server, first, hard-wires his input y into the function and generates f,(z).
Cachin et al. [20] proposed a very general method to translate any function f,(z) into
a binary circuit C, which returns the encrypted output of the circuit for every possible

binary input (z). The server owns the set of keys for all encrypted outputs denoted by

K= {(kl,()? kl,l)a (k2,07 k?,l)) T (knz,Oa knm,l)}y
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where n, is the bit-length of z, and the key k; ; corresponds to the key used for the i’th
bit of z, which equals 7. Then, the remote user has to run an OT protocol to get the
corresponding key of her input (z), without the server learning any information about
z. Using an OT protocol, the user learns only the key that corresponds to her input,
while the server cannot learn what key was retrieved by the user — for full details of the
algorithm refer to [20, 44]. Consequently, any further progress in PIR/OT protocols
proportionally improves the efficiency of SFE protocols and related work.

PIR/OT protocols are also useful in some other critical applications in security,
such as privacy preserving data-mining protocols, where mining and integrating data
from multiple sources have to be performed in a private manner. Du and Atallah [13]
proposed a private data-mining scheme with the help of an OT protocol. In [14], a
secure-dot product protocol, that is mostly used in data-mining algorithms, is proposed
in which one needs to execute several OT protocols. All the examples given above show
importance and possible use of PIR/OT protocols in various fields of security. There
may also be some other applications built on PIR/OT protocols if a very efficient
way of implementing PIR/OT protocols, which preserves both communication and
computation, is invented. Thus, we dedicate this thesis to PIR/OT protocol, and

further focus on achieving optimal protocols that can be used in practice.

1.2 Contributions

We summerize the main contributions of this thesis as follows:
o Designing the first non-interactive, secure dot-product protocol,

e Reducing the communication complexity in PIR/OT protocols from super-logarithmic

to logarithmic in the size of the database,

e Designing a new approach to reduce the total online computation overheads in
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PIR/OT protocols by pre-processing and using proxies.

In Chapter 2, we first describe the necessary cryptographic preliminaries, and for-
mally define the security of PIR/OT protocols. In Chapter 3, we propose the first
non-interactive, secure dot-product protocol in which both parties, sender and receiver,
are information-theoretically secure. The proposed secure dot-product protocol is so
efficient in terms of computation complexity, that it can be used in any binary imple-
mentation of SFE protocols. We further extend the secure dot-product algorithm to
PIR/OT protocols, and investigate its applicability to our problem.

In Chapter 4, we address the communication complexity of PIR/OT protocols and
propose an optimal protocol that requires only O(log(n)) communications ~ n is the
size of the database — while the best previously-known algorithm asymptotically reaches
O((log(n))?). In our protocol, we achieve computational security for the user, while
the server is perfectly secure.

An equally important point to be consider in implementing PIR/OT protocols is
the computation complexity of the scheme, as the computation overheads of PIR/OT
protocols is at least linear in the size of the database. Since, every PIR/OT scheme
should involve all data in the database each time the protocol is executed, otherwise
some information about the user’s query will leak to the server. This is, therefore, too
expensive for servers of large databases to practice a PIR/OT protocol.

A new approach to reduce the computations in PIR/OT protocols is proposed in
Chapter 5, where all heavy computations are performed in the offline phase that is
run once, such that the total online-computations are reduced to O(t) (t < n). Using
multiple proxies that are specified to offer privacy-preserving services, we further im-
prove this scheme to achieve a realizable PIR/OT protocol in practice. Some possible

research directions to be followed in future are given in Chapter 6.



Chapter 2

Definitions and Preliminaries

In this chapter, we give formal definitions and some preliminaries that will be used
throughout this thesis. In Section 2.1, the required background in cryptology is given,

and formal security definitions of PIR/OT protocols will follow in Section 2.2.

2.1 Semantics Background

We first recall some of the most useful criteria in evaluating security of a protocol in
this section. Protocols proposed in this thesis are assessed in either computational or

unconditional security model.

Definition 2.1.1 (Computational security): This measures the computational ef-
fort required to break a cryptosystem. A system is called computationally secure if the
best algorithm for breaking it requires a huge amount of efforts that cannot be gath-
ered in reality. Computational security is usually studied with respect to certain type
of attacks (e.g. exhaustive key search). Of course, security against one specific attack
does not quarantee security against other type of attacks. Therefore, a computationally

secure system cannot be proven to be absolutely secure. In a computationally secure
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system, the adversary is usually assumed to have polynomial-bounded time, space and
computational resources in the size of the security parameter for the encryption scheme,

while the breaking algorithm requires exponential-time or super polynomial-time effort.

A computationally secure cryptosystem with the encryption algorithm € is called
indistinguishable if for every probabilistic polynomial time algorithm A and polynomial
p(.), a sufficiently large security parameter £ and all plaintexts x,y of polynomial size
(|z] = ly| < p(k)), there is negligible chance of identifying x and y from their encrypted
values:

|Pr(A(k, €(z)) = 1) = Pr(A(k, E(y)) = 1)] < 0l

It can be shown that indistinguishability against a passive attacker results in se-

mantic security that guarantees no information can be obtained about the plaintext

by just looking at the ciphertext — for a detailed definition on semantics see [16].

Definition 2.1.2 (Unconditional security): This measure concerns the security of
the protocol when there is no bound placed on the computational power of the adversary.
A system is defined to be unconditionally secure if it cannot be broken even with infinite
computational resources. An unconditionally secure system is sometimes referred to as

an information-theoretically secure or a perfectly secure system.

Having given two major approaches to define security for cryptosystems, we intro-

duce some common terms and definitions that will be widely used in this work.

2.2 Introduction

Here, we extend the definition of computational and unconditional security to the par-

ties involved in PIR/OT protocols. There are usually two consistent parties running
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a PIR/OT protocol; the user and the server. The user — which is sometimes called
chooser — wants to hide her inputs in a function f that has to be computed by another
party, which we call the server. The user’s inputs are denoted by z. We are espe-
cially interested in data-retrieval functions, where the server — which is also called the

database holder — owns n data denoted by

’!j: {yl,y%"' 7yn}

and has to protect the data from unauthorized access. The variable n denotes size
of the database or size of the server’s inputs to the protocol. In an PIR protocol,
the user wants to receive data from the server in a communication-efficient way, while
not revealing what entry from the database she is asking for. A one-out-of-n PIR
(PIRY) is a protocol, which allows the user to privately obtain one of the input data
{y1, Y2, -+ ,Yn} from the server.

In a computationally-secure PIR protocol, the privacy of the chooser is assured
against an adversary that is computationally-bounded in polynomial time. The server
receives a function with the user’s inputs embedded in it to compute. The server’s
view of the protocol is defined as a set, Vs{T'(¢), 7, Out(3), hist}, where T'(z) is user’s
input to the protocol,  the sender’s inputs, Out(i) the protocol’s output and hist a
history of previous interactions. It should be noted that we only provide user’s security
against a semi-honest server who runs the protocol properly but is curious to find the

user’s input (passive attacker).

Definition 2.2.1 (Chooser’s computational security): For every polynomially
bounded adversary with the server’s view, and a probabilistic polynomial time algorithm

A that returns the chooser’s input (i), the adversary has negligible advantage (Adv) in
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guessing ¢ over a random coin-tossing:
1
Prli = i'|A(Vs|T(3), 7, Out (), hist]) = 4] = ~+ Adv.

The adversary’s advantage (Adv) is negligible if there exists a polynomial p(k) in the

user’s security parameter k, such that

1
Adv < ——  for allk.
p(k) f

In other words, the database holder should not be able to guess the chooser’s choice

with polynomial-time computations.

Definition 2.2.2 (Chooser’s perfect security): The chooser is perfectly (information-
theoretically) secure if T'(i) and Out(i) reveal absolutely no information about i to the
server. For an adversary with the server’s view Vs, all i € [1,n] should be equally
likely to give the same T'(i) (and Out(i)!). This can be compared to the ideal case,
where there ezists a trusted third party that gets {yi,--- ,yn} from the server, and i
from the chooser, then the trusted party returns y; to the chooser without revealing any

information about ¢ to the server.

We define the OT protocol as a PIR protocol in which the security of the server is
also provided. This seems to be solvable by applying regular access control schemes,
but it should be noted that in an OT protocol there are usually several messages inter-
changed between the user and server in every round of the protocol. The security of the
server should not allow the user to receive more information than what is permitted
from these messages. The chooser’s view is defined similarly as Ve {T'(¢), %, Out(i)}.

We deliberately exclude the history (hist) from what can help the user to retrieve

IThis is a very restrictive condition, as Out(i) depends on the server’s inputs and it may not be
possible to get a totally random-looking output, but ideally it should appear random to the server.
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more data from the protocol, as we assume that (hist) was obtained only by having
the user pay for previous transactions. So, we consider the security of the server per
execution of the OT protocol. A formal definition of the server’s computational and

unconditional security follows.

Definition 2.2.3 (Server’s computational security): The computationally bounded
user must have negligible advantage in receiving any information from Out(i) about

other entries in the database, except y;.

Definition 2.2.4 (Server’s unconditional security): We compare security of the
database holder (server) to the ideal case, where there exits a trusted third party that
delivers no extra information about {yo, - ,yn} than what the user has requested. The
server’s security requires that the output of a computationally unbounded adversary
with the chooser’s view (Vi) along with a priori information of {yo, -+ ,yn} and an
adversary in the ideal case are the same. Regardless of the computational power of
the adversary, he cannot guess the sender’s other inputs as long as the third party is

trusted.

It should be added that the PIR/OT protocol does not have to and cannot satisfy
correctness. Even if the chooser acts honestly, the database holder may refuse to fol-
low the protocol or return a random answer. There are no enforcements to make the
database holder follow the protocol properly, nor are there any detection mechanisms
that show the mismatch. Thus, we make the assumption that the server properly runs

the protocols that will be presented in this thesis.



Chapter 3

One-Round Secure Dot-Product

Protocol

The dot-product is a very important primitive in cryptography with many applications
in SFE and PIR/OT protocols. In this chapter, we propose the first non-interactive
dot-product protocol that is information-theoretically secure for all parties involved
in the protocol. The definition of a secure dot-product is given in Section 3.1, where
the reader can also find some of the related work. Our secure dot-product protocol is
designed based on trace functions over finite fields that we will introduce in Section 3.2.
The main protocol is given in Section 3.3, and we further investigate its application to

PIR/OT schemes in Section 3.4. The conclusion is followed in Section 3.5.

3.1 Introduction

The dot-product is defined over two vectors T = (x1, Z9, -+ , Zn) and 7 = (Y1, Y2, - * , Yn)s

and the result is a scalar value given by (3.1).

n
fg: (mla Ty 7-Tn)-(y1a Yo, 7yn) = leyz (31)
=1

11
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Suppose that there are two parties A and B that jointly compute the dot-product
two vectors. By jointly, we mean that A is holding Z, and B’s input is . The protocol
will enable A to learn the dot-product of Z and ¢, without requiring the value of § to
be known explicitly by A. It should be noted that such protocol has to ensure that A’s
input (i.e. Z) and the output of the dot-product are kept secure and hidden from B.
A formalized definition of this notion will be given in Section 3.3.

As mentioned earlier, secure dot-product has direct application in SFE protocols,
since each function can be represented by a boolean circuit comprising AND/OR gates.
Generally, the SFE scheme deals with computing a function of several inputs that are
provided by separate parties. Each participant holds some parts of the input and wants
to hide it from the others. All parties jointly compute the circuit on their own inputs,
such that the output of the circuit does not reveal any of the inputs. There exist some
solutions to build an SFE protocol in literature, where secure AND/OR gates are the
main building blocks [29, 16, 44]. In this approach, the dot-product of two boolean
vectors can be seen as an AND of several gates that are then XORed together.

The communication complexity is usually the key factor in efficiency of any SFE
protocols. The communication overheads of an SFE protocol depends on the size of the
circuit that expresses the function to be computed. A secure, one-round dot-product
protocol can significantly reduce the communication overheads and make SFE proto-
cols more practical.

Another important application of secure dot-products is in data-mining algorithms;
some statistical analysis like counting the frequency of an item in the database is di-
rectly computed by calculating the dot-product of two vectors [40]. Privacy of users
requires this statistical analysis be done securely without revealing their attributes, in
other words the dot-product should be performed securely.

Despite their wide possible applications, there has been limited work on designing
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practical secure dot-product protocols. Two such protocols are those in [13, 42], al-
though the work done by Vaidya and Clifton [42] outperforms the one by Atallah and
Du [13] in terms of communication overheads. These protocols require four rounds of
interactions between the user and the server. However, the work in [42] was proven to
be insecure by Goethals et al. [23]. Goethals et al. also have proposed another (com-
putationally) secure dot-product protocol, which still requires more than one round of
interactions.

Here, we propose the first non-interactive, information-theoretically secure dot-
product protocol that is mainly based on trace functions over finite fields. The main
characteristics of finite fields that we use in this work are given next, followed by our

secure dot-product protocol.

3.2 Finite Fields

Groups, rings and fields are very basic mathematical definitions in algebra on which
we refer the reader to Appendix A for some backgrounds. In this section, we briefly
explain the necessary preliminaries in finite fields that are mostly taken from [37].

We denote finite fields by F, and it can be shown that the characteristic of any field
has to be prime [37]. So, we denote fields of characteristic p, where p is a prime, by
F,. The prime field F, can be further extended to Fy» by an irreducible polynomial
of degree n over the ring F,[z]. Here, we adopt the viewpoint of treating the finite
extension . of a finite field IF,, as a vector space over F,. Thus, Fj» has the dimension
n over Fp. Should {a, -+, an} be a basis of Fpn over I, each element o € Fpn can be

uniquely represented in the following form

X = z104 + Toap + -+ + TpQp,
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where z; € F, for i = 1,2,--- ,n. A normal basis of Fy» over I, is a basis of the form
a = {a,0?f, - ,a?"'}, and we say that o generates the normal basis &, or a is a
normal element of Fpn over Fp. In the rest of this chapter, when we refer to a normal
basis {a1, 02, - ,an}, we always assume that o; = of fori=0,1,--- ,n—1. Next,
we introduce an important, linear mapping from Fp» to F, that will be the basic block

in our secure dot-product protocol.

Definition 3.2.1 For « € Fyn = F and F, = K, the trace Trr/x(a) of a over K is
defined by

nn—1

TTF/K(a)=a+ap+a”2+--~+a”

If K is the prime subfield of F', then Trp/k(c) is called the absolute trace of o and
is simply denoted by Trp(c). For simplicity, we denote the trace function by T'r
if the fields are clear from the context. The trace function satisfies the following

properties [37]:
L. Tr(a+B) =Tr(a)+ Tr(B) for all o, 8 € Fpn;
2. Tr(ca) = cTr(a) for all & € Fpn and ¢ € Fy;
3. T'r is a linear transformation from [y« onto [Fy;
4. Tr(a) = na for all a € Fy;

5. Tr(o®) = Tr(a) for all o € Fyn.

In the case, where a chain of extension fields is considered, the composition of trace

functions proceeds in according to a very simple rule [37].
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Theorem 3.2.1 (Transitivity of Trace). Set K to be a finite field. Let F be a finite

extension of K and E a finite extension of F. Then for alla € E

Tre/x(a) = Trex(Tre/r(a))

Suppose that A = {a1, -+ ,a,} and B = {f1, B2, -+ , Bn} are two bases of Fpn over

F,, the base A is referred to as the dual basis of B if for 1 <1¢,7 <n:

0 for i # j,
Tr(aify) = (32)
1fori=j.

It is worth noting that for any basis A, there exists a unique dual basis [37]. If the dual
basis B is the same as A, then A is called a self-dual basis. There are many different
bases of Fp» over [F,, and if the order of a basis element is taken into account, the

number of all bases is given by

"= D" —p)@" —p) - (" —p").

It is easy to show that traces can be directly used in computing the dot-product of

two vectors as given in (3.1). The following theorem proves this.

Theorem 3.2.2 Let A= {cq, -, o} be a basis of Fyn overFp, and B = {f1,--- , Bn}
its dual basis satisfying (8.2). For all X,Y € Fpn represented in the following form

X = 1101 + ZTa0n + -+ - + Tpon,

Y =yif1 + 1B+ + Ynln,
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where z;,y; € Fp, then
Tr(XY)=24.

Proof:

Tr(XY) =Tr((zi0n + -+ + Zn0n) W10 + - + Ynbn)),
=Tr(zioa(Uibr + -+~ +ynbn) + -+ + Tnn (Y181 + - + Ynbn)),
= Tr(zica(y161 + -+ YnBa) + -+ + Tr(Tnon (1B + - - - + Ynfn)),
= Tr(z1y10101 + - - - + 21Yn01 Br)+
o+ Tr(Taianfr + - -+ + ToYnanba),
=y Tr(cafh) + -+ + 21y Tr(cafn)+
etz Tr(anf) + - - + ZaynTr(anbr),

=YL+ T+ TpYn. O

As we have shown in Theorem 3.2.2, traces can be used directly in computing dot-
products of two vectors, however they will not be useful in cryptology unless they can
be computed securely. Therefore, the definition of secure computation of a dot-product
has to be translated to a secure computation of a trace. Securely computing the trace

of two elements is a challenging problem, which we will address next.

3.3 The Secure Dot-Product Protocol

There are two parties involved in the secure computation of a dot-product protocol; the
user owning the vector T = (xy, s, - ,Z,) and the server owning 7= (y1,%2,* " , Yn)-
Let A= {ay, - ,,} be abasis of Fjn over Fy,, and B = {fy,- - , 8, } its dual. Assume
that £ and ¥ are mapped to X and Y correspondingly, which are two elements of Fp»

over [F,.
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X =z100 + 202+« - + T 00,

Y =416 +y202 + -+ + YnBn.

In our design, the server computes the trace function of XY that equals Z.7 (The-
orem 3.2.2), however the server must not be able to learn the user’s input (X). The
user, on the other hand, learns Tr(XY’) but nothing about Y. The user hides her

input in the following way:

U=aX +bK, (3.3a)

V =cX +dK, (3.3b)

where a,b,¢,d € F, and K € Fpn are randomly selected such that (ad — bc) # 0. The
user transmits {U, V'} to the server. The server, who owns Y and receives only {U,V'}

from the user, computes:

YU =Y(aX + bK),

YV =Y(cX + dK).

Finally, the server (Srvr) returns the trace of the results to the user (Usr).

Srvr: {Tr(YU),Tr(YV)} — Usr

The user, who knows the random integers (a, b, ¢ and d), retrieves the correct value of

the dot-product of # and ¢ as follows:
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4= (ad = bc) Y (dTr(YU) = bTr(YV)) mod p. (3.4)

The followings verify correctness of the user’s output.

dTr(YU) = bTr(YV) = dTr(Y (aX + bK)) — bTr(Y(cX + dK)),
= Tr(dY (aX + bK) — bY (cX + dK)),
= Tr(adY X + dbY K — beY X — bdY K),
=Tr((ad — bc)XY),

= (ad — be)Tr(XY).

We further examine security of the user, and prove that the user is information-

theoretically secure in this protocol.

Theorem 3.3.1 The probability of the user’s choice being equal to X € E is equally
distributed over E C Fpn, where |E| = 2(p* — 1)(p® — p).

Proof: For a given {U,V}, there exist several X’s in Fy» that may lead to the same

output with a proper choice of K.

o b\ [X U
- (3.5)
¢ d) \k v

If we denote the set of all X’s that lead to the same output in Equation 3.5 by E, the
1
adversary’s chance in guessing the user’s input is I—E—l, since there are |E} equally likely

answers that give the same results in Equation 3.5. To guess X, one first has to find
all invertible, 2-by-2 matrices over IF,,, and then select between X and K. The number

of invertible, 2-by-2 matrices over F, is (p*> — 1)(p*® — p), thus the size of F for a given
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{U,V}is2(p* —1)(p* —p). O

Adversary’s advantage in guessing user’s choice can be made exponentially small
by choosing large values of p. In information-theoretical security, the user’s choice
has to be evenly distributed over the whole field Fyr, so that all elements can be a
right answer with the same probability. Nevertheless, the user’s input, in our setup, is
equally distributed not over the whole field (Fy»), but over a smaller subset of the field
(E C Fyn). This can be improved further if the protocol is modified as follows. Instead
of sending (3.3a) and (3.3b) to the server, the user computes a random, invertible ¢-by-¢

matrix (A:x:) and sends the following:

X
Uy
K
U
=At | K,
Us
K; 4

where K; € Fyn is selected at random for 1 < ¢ < (¢ — 1). In order to get information
theoretical security, the size of | E| has to be at least p™. In other words, the adversary’s
advantage in guessing user’s input must be at most —1; The number of invertible, ¢-
by-t matrices is at least p?. Hence, we set t ~ n/2. I‘f should be noted that this extra
security is obtained at the cost of O(n?) communication overheads, compared to O(n)

communications in the initial scheme. Next, we examine whether the proposed, secure

dot-product protocol can be used in PIR/OT protocols.



Chapter 3. One-Round Secure Dot-Product Protocol 20

3.4 The PIR Protocol Using Dot-Products

Let A = {a;,- -+ ,a,} be a basis of Fyn over Fy, and B = {8y, , 8.} be its dual basis

satisfying (3.2). The variable S represents the database and is defined as follows:
S =y101 + Y202 + -+ + YnOi,

where y; € [, is the i’th entry in the database for i = 1,---,n. In order to privately
retrieve y; from the database, the user has to hide (3;). She selects x € Fp» and

a,b,c,d € Fp at random, such that (ad — be) # 0. The user computes the followings:

U = af; + bk, (3.6a)

V = cfi + dk. (3.6b)
Then, she sends {U, V'}, computed in (3.6a,3.6b), to the server.
Usr: {U,V} — Srvr

On the other side, the server by knowing S and {U,V} computes the following

messages:

u=Tr(SU) =Tr(S(af; + bx)),

v="Tr(SV) =Tr(S(cf; + dr)).

The server returns {u, v} to the user who retrieves the correct entry of the database;
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v = (ad — bc) " (du — bv) mod p. (3.7)

The following equations justify the correctness of (3.7):

du — bv = dTr(S(ab; + b)) — BTr(S(ch; + dr)),
= Tr(dS(aB; + bk) — bS(cB; + dr)),
= Tr(adSB; — beSBy),
= (ad — b)Tr(SB,),

= (ad — bc)y;.

In order to clarify the security of a PIR scheme based on the secure dot-product

protocol, we give a numerical example for the rest of this section.

Example 3.4.1 Let Fyn = F32 be an extension field of Fs generated by the irreducible
polynomial f(z) = z?+1. Let « be a root of f(x), i.e. f(a)=a*+1=0 mod 3. The
addition and multiplication tables for elements of Fs2 are given in Table 3.1 and Table

3.2 respectively.

A normal basis of Fs2 over F3 is A = {a1 = a+1,as = o+ 2}, while its dual basis

is B={pf = 2a+1,0s = 2a + 2}. The property (3.2) for the normal base and its

dual can be easily verified.
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Table 3.1: The addition table for F3/(z*+ 1)

22

+ 0 1 2 o a+l a+2 2a 20+1 2a+2
0 0 1 2 « a+l a+2 20 20+1 20+2
1 1 2 0 a+1 a+2 @ 2041 2a+2 2a
2 2 0 1 a+2 o a+l 20+2 20 20+ 1
o «a a+l a+2 2c 204+1 2a+2 0 1 2
a+1l | a+1 a+2 « 20+1 2a+2 20 1 2 0
a+2 | a+2 «a a+l 2a+2 2c 20+ 1 2 0 1
2a 2c 2a+1 2a+2 0 1 2 o a+1l a+2
20+1 | 2a0+1 2a+4+2 20 1 2 0 a+l o+2 «
200+2 | 2a0+ 2 2a 20+ 1 2 0 1 a+2 a a+1
Table 3.2: The multiplication table for F3/(z? + 1)
. 0 1 2 « a+1l a-+2 2a 20+1 2a+2
0 0 0 0 0 0 0 0 0 0
1 0 1 2 o a+l a+2 2c 20+1 2a+2
2 0 2 1 2« 204+ 2 2041 o a+2 a4+l
o 0 «a 2cx 2 a+2 2a+2 1 a+l 2a+1
a+1 |0 a+1 2a+2 a+2 2¢ 1 20+ 1 2 a
a+2 |0 a+2 2041 20+2 1 a a+1 2¢ 2
20 0 2a lo' 1 20+1 a+1 2 20+2 «a+2
20+110 2a0+1 a+2 a+1l 2 2a 200+ 2 « 1
204210 20+4+2 a+1 2a+1 « 2 a+2 1 20

Tr((a+1)(2a + 1)) = Tr(2),
=2+2°=2+2=1
Tr((e+ 1)(2a +2)) = Tr(a),
=a+a®=a+2a=0.
Tr((e+ 2)(2a + 1)) = Tr(2a),

= 2Tr(a) = 0.

Tr{la+2)(2a+2))=Tr(2)=1
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Suppose that the server owns two entries (y1,y2 € Fs), and represents them by S =
yi(a+1) + ya{a + 2) € Fy. To privately retrieve y; or ys, the user randomly selects
k=a, and setsa=b=c=1,d =2 in (3.6a,3.6b). If the user wants to receive yi

from the database, she chooses B = 2a+ 1 and computes the following messages:

U=2a+1+a=1,

V=20+1+20c=a+1.

The server, on the other side, computes:

u="Tr(SU) =Tr(yi(a+1) + y2(a + 2)),
= 2y1 + 2ys.
v=Tr(SV) =Tr((yi(a+ 1) + y2(a + 2))(a+ 1)),

= Y2-

The server returns {u,v} to the user who then retrieves y.

v = (2—1)"1(2u —v),
=22y + 2y2) — 2 = (11 +¥2) — Y2,

:yl'

In this example, the user is also able to recover y,, since she receives two messages
from the server. But in general, where there are more than two entries in the database

(n > 2), the user cannot receive more than one data and security of the server will be



Chapter 3. One-Round Secure Dot-Product Protocol 24

guaranteed correspondingly. Next, we analyze security of both the user and the server

in details.

3.4.1 Security Analysis

In the proposed PIR protocol using secure dot-products, the user has to choose the
random number k carefully to avoid bad choices, since a bad selection of x = §; will
compromise the user’s privacy. It is not very hard for the attacker to recover the user’s
choice if he knows that x = (3; was selected. In order to find the user’s choice, the
attacker has to first subtract z0; from U = af; + bB; for all z € Fp, and then compare
the result with z3;’s until he finds either §; or 8;. This attack requires at most (pn)/2
computations for the attacker. For small values of p and n, the user’s choice can be
easily recognized. Next, we show that if bad choices of « are avoided, this can be
beneficial for both the user and the server, since information-theoretical security of the

server can also be satisfied.

Theorem 3.4.1 If the random numbers in (8.6a) and (3.6b) are chosen such that
(ad — bc) # 0 and K is not equal to any of the B;’s, then the user retrieves no more

than one entry from the database by only receiving {Tr(SU),Tr(SV)}.

Proof: Suppose that the user can receive more than one data point from {Tr(SU),Tr(SV)}.
This implies that two choices of §; with random parameters a;, b;, ¢;, d; and k; and §;

with random values a;, b;, ¢;,d; and &; in (3.6a) and (3.6b) lead to the same output.

U = a8 + bik; = a;8; + bjk;,

V =B + dik; = ¢;0; + djk;.
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Re-ordering the equations, we get

aiﬁi - a,jﬁj = biH/i - bjlﬁ)j, (38&)

il — ¢iB; = diki — djk;. (3.8b)

The random number k; = > k;8; and k; = Z?=1 k;B; are selected such that, at
least two of ks or k;’s are non-zero. The equations (3.8a) and (3.8b) give a non-
trivial equation of G;’s that equals zero. This cannot be true, unless there exists a
variable r such that ra; = ¢;, ra; = ¢j, rb; = d; and rb; = dj, so (a;d; — b;c;) = 0 and
(ajd; — bjc;) = 0 correspondingly. This is a contradiction, and the user cannot receive
more than one entry from the database if £ in (3.6a) and (3.6b) is not equal to any of

Bisfori=1,2,--- ,n. O

We have already shown the information-theoretical security of the server, that is
the user can only receive one entry of the database per transaction. In Section 3.3, it is
proved that the user in our secure dot-product protocol is unconditionally secure, since
there are approximately p? equally-likely answers for the user’s input. Nonetheless, in
the PIR/OT protocol using secure dot-products, the attacker has to solve (3.9) to find
the user’s choice (G;) by just knowing {U, V'}:

a b B; U
‘= (3.9)

c d K 1%
This time, the exhaustive search returns a unique answer for (3.9), since Theo-
rem 3.4.1 implies that only one §; could be chosen to receive an entry from the database.

Therefore, the unconditional security of the user is reduced to computational security,

depending on how hard it is for the attacker to recover §; from (3.9). The attacker



Chapter 3. One-Round Secure Dot-Product Protocol 26

can find the unique answer by trying approximately all possible p* choices of invertible
2-by-2 matrices. In practice, it suffices to choose a 20-bit long prime p as the charac-
teristic of the underlying field (IF,) to make it computationally hard for the attacker —

the total computation needed for the adversary to break the system is O(p?) = 28,

3.5 Conclusions

In this chapter, we proposed the first non-interactive (one-round), secure dot-product
protocol, which was based on trace functions over a finite field Fp». In our setting,
the user was perfectly secure over ' C [Fy», which would be extended over Fy» at the
cost of extra communication overheads of O(n?). The communication complexity of
the secure dot-product protocol was O(n), where n was the size of the input vectors.
The computation cost of the protocol was also linear in the size of inputs, and required
only simple arithmetic operations such as permutations, additions and multiplications.

We further examined the applicability of the proposed secure-dot product scheme
in PIR/OT protocols. We proved that the server could be information-theoretically
secured if the user followed the protocol properly and avoided bad choices. However, it
was also showed that unconditional security of the user would reduce to computational
security, when the proposed secure dot-product scheme was used in PIR/OT protocols.
Additionally, we showed, by choosing appropriately large fields, the computational
security of the user could be guaranteed. In conclusion, the proposed secure dot-
product protocol can be very useful in SFE protocols or private data-mining schemes,

but may not be suitable for PIR/OT protocols and other schemes have to be designed.



Chapter 4

An Optimal Oblivious Transfer

Protocol

There are two important factors in designing any PIR/OT protocol, communication
complexity and computational overheads. In this chapter, we are focusing on security
of not only the user but also the server, and we will look at OT protocols generally. We
propose an optimal OT protocol where the communication complexity is logarithmic
in the size of the database — denoted by n — while the computational overhead is kept
at a minimum (linear in the size of the database). The proposed 1-out-of-n Oblivious
Transfer (OT}*) protocol is computationally secure for the chooser, while the server is
perfectly secured. The communication complexity is O(log(n)) for the user side and
only O(1) for the server. The computational overhead required for the user is O(log n)
which is the minimum computation needed to produce and send log(n) messages. The
server has to perform O(n) computations, which is still the minimum amount of work
needed for an OT protocol without any preprocessing.

In this chapter, the main construction of our optimal OT protocol is given in Sec-
tion 4.1. This is followed by a formal definition of Homomorphic Encryption Functions

in Section 4.2. We further, in Section 4.3, apply a Homomorphic Encryption Function

27
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to secure the main data recovery function. The initial scheme is improved in terms
of computation complexity in Section 4.4, and finally, conclusions and some possible

extensions of this protocol are given in Section 4.5.

4.1 Introduction

The main challenge in designing OT protocols has been to minimize the communication
complexity and reduce the computational overhead, in order to make such schemes re-
alizable in practice. Some general-purpose SFE schemes, like [44, 20|, can be adapted
to design OT protocols. However, the communication-computation overhead of the
protocol is at least linear in the size of the circuit, which would be the same as the
size of the database. In [22, 34|, several protocols with different approach than SFE
schemes are also proposed, in which the communication complexity is still O(n). The
first OTP with polylogarithmic communications (O{(logn)*)) was proposed by Cachin
et al. [30], where the chooser can only learn one bit each time the protocol is performed.
However, this may not be suitable when large files are to be privately accessed from
the database. Another protocol with super-logarithmic communications is proposed
in [41], where more than one round of interactions between the chooser and the server
is required. Lipmaa [24] further improved this work to design an OT protocol with
O((logn)?) communications.

The most efficient PIR protocol in terms of communication and computation is
proposed in [12], where there is one round of interactions between the chooser and
the server. The online communication and computation complexity is O(1) indepen-
dent of database size. However, there is a very limiting assumption that every user
has a local replicate of the whole database. Updating each of these replicates when
they abound in number, and distributing huge databases among thousands of users

make this approach less appealing in practice. In [2], another efficient PIR protocol
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with O(1) communication-computation complexity is given in the presence of a secure
co-processor. A secure co-processor (SC) is a physical tamper-proof processing unit
installed locally on each machine, so that all operations within this unit are hidden
from the machine owner. Nonetheless, not only are hardware-based solutions gener-
ally more expensive than software-only solutions, but also imposing the installation of
some piece of (unknown) hardware on a very diverse set of potential users may not be
acceptable in a large scale.

In our setting, we are only considering non-interactive (one round of interactions be-
tween the chooser and the server), single database (the database is neither distributed
nor replicated) OT protocols, where no extra secure processors or any other specific
piece of hardware is required. We further assume the data-retrieving algorithm can
be represented by a function (f) that indicates the whole process of data recovery. In
the very basic case where the database consists of two entries, the function f can be

represented by (4.1).

f(z,90,91) = T + Zyo, (4.1)

where {yo,y1} are entries in the database and z is the selection bit with its opposite
given by 7. It is straightforward to check that if x = 0 (or z = 1) is selected, then
Z =1 (T = 0), hence the fuction f returns only yo (or y; correspondingly). This is the
basis of our secure data-retrieval protocol that can be further generalized to arbitrarily
large databases. If the information that the user receives from the protocol is no more
than f, the chooser learns only one out of two values in the database, and the security
of the database is perfectly satisfied.

In order to hide the users’ input, the output of f defined in (4.1) should be hidden
(encrypted) from the server, while the server can still evaluate the value of function f

in an encrypted form. In other words, he has to do computations with the encrypted
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values of z and = without knowing them. To achieve an encrypted but computable

function, we use homomorphic cryptosystems.

4.2 Homomorphic Cryptosystems

Homomorphic cryptosystems have many important applications in cryptography and
are extensively studied in the literature, e-voting, securing Mobile Agents and blind
signature are some of many applications, in which homomorphic cryptosystems are
widely used. We refer the interested reader to [6, 36, 39] for more information of such
applications.

A Homomorphic cryptosystem is generally a public-key cryptosystem (PKC). Any
PKC consists of the tuple {€,D,P,C,K}, where £ is the encryption and D the de-
cryption algorithm, P,C and K are the plaintext, the ciphertext and the key space,
respectively. In addition to common conditions on encryption functions in a PKC, the

Homomorphic Encryption Function (HEF) has the following extra properties:

o Additively homomorphic: For all z,y € P, we have E(z + y) = E(z) x E(y).
In other words, there is a special operation (x) that results in the addition of
plaintext elements when applied to the corresponding ciphertext elements. This

operation can be performed without decrypting the ciphertext.

o Multiplicatively homomorphic: For all x,y € P, there is an operation *, such that
E(zy) = E(x)*E(y). In this way £(zy) can be found directly from £(z) and £(y)

without knowledge of z or y.

It has been proven that all such deterministic cryptosystems can be broken in sub-
exponential time [6], thus the probabilistic property, that is defined next, has to be

added to the definition of any secure homomorphic cryptosystem.
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o Probabilistic: Informally, each element of the plaintext is randomly mapped into

a different ciphertext every time it is encrypted (see [17] for more details).

The homomorphic multiplicative property is usually replaced with a more relaxed def-

inition, the miz-multiplicative property:

o Miz-multiplicatively homomorphic: For z,y € P, we can find E(zy) = E(z)?

without knowledge of x only. In other words, the variable y is known in computing

E(zy).

With the mix-multiplicative definition, we can design homomorphic cryptosystems de-
fined over groups, such as RSA, Goldwasser-Micali’s PKC [17], and Paillier’s PKC [36]).
In this work, we base our protocol on Paillier’s cryptosystem or its variants, since it is a
probabilistic cryptosystem with both additively and mix-multiplicatively homomorphic
properties. For completeness, we also provide a brief overview of Paillier’s public-key

cryptosystem.

4.2.1 Paillier’s public-key cryptosystem

Let g be an element in Z3., the order of which is a multiple of N. Let the variable
N = P(@) be an RSA moduli, where P and @ are two random large primes. In Paillier’s
PKC, the encryption function £ is defined as in (4.2).

E: ZN X Z*It\/ — Z)’;\p (42&)
E(m,r)=g™" mod N? (4.2b)

The encryption function £ in (4.2) is bijective from Zy x Z}; to Z},,. To prove this, we
notice that the number of elements in Zy X Z} is the same as the number of elements

in Z%.; since ¢(N?) = N@(N), where ¢ is the Euler’s function and it suffices to show
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that £ is injective. Suppose that there are two identical ciphertexts, that is

gmlrlN = g™, mod N2

If both sides are first raised to the power of A(N), where A = lem{(P — 1,Q — 1) is

the Carmichael function, and then divided by the right hand-side, we get the following:

gm=m (py frp)V =1 = gAMm=m2) =1 mod N,

We conclude that A(N)(m1 — ma) is a multiple of order of g, which is already a mul-
tiple of N. But ged(N, A(N)) = 1, so N|(m; — mz) and therefore m; = my mod N.
Consequently, (r1/r5)Y =1 mod N2 leads to r1/ry = 1+ kN, that is 7, = 7y over
Z3. We showed that £ is one-to-one and onto, thus £ is bijective.

It is proved that Paillier’s PKC is semantically secure under the Decisional Com-
posite Residuosity Assumption (DCRA). A number c is said to be an N-th residue
modulo N? if there exists a number y € Z%, such that ¢ = y¥ mod N2 Under
DCRA, there exists no polynomial time distinguisher for N-th residues modulo N2,
Similarly under Composite Residuosity Assumption (CRA), it is computationally in-
tractable to compute m given only ¢ = ¢g™r"¥, N and g. Therefore, this cryptosystem
cannot be broken in sub-exponential time [36]. However, if the factorization of N is

known, we can decrypt the message m using the decryption algorithm D as follows:

L(cM) mod N?)
L((1+ N)XN)  mod N?)

m:D(c): mod N,

where L(u) = u-l

for all u € Z}. In this scheme of Paillier’s cryptosystem, the
user’s public-key pair is (NN, g) and corresponding private-key pair would be (P, Q).
Note also that Paillier’s cryptosystem is probabilistic; every time the message m is

encrypted, a randomly selected integer r maps the message to a different ciphertext.
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Homomorphic properties of Paillier’s cryptosystem can be shown as follows:

o Additively homomorphic:

D(E(my,r1)E(mg,m2)) =m1+mz mod N,

o Miz-multiplicatively homomorphic:

D(E(m,r)°) =cm  mod N.

There are also some technical characteristics of Paillier’s cryptosystem that make
it suitable for our construction. We notice that the plaintext space contains both zero
and one that are the most common messages being sent from the user to the server in
our setup (see Section 4.4). Moreover, zero and one in Paillier’s PKC can be effectively

encrypted, since number of exponentiations in (4.2) will be reduced.

4.3 The Initial OT? Scheme

Having given an explanation of a homomorphic PKC, we are now ready to combine an
HEF with our data-retrieval algorithm to construct a secure OT protocol. We start
with the simple case where there are only two entries in the database, so the function
f is given as in (4.1). In order to securely compute f, the user and the server jointly

run the following protocol.

The user encrypts the pair {z,z}, where z € {0,1} is her choice and Z is its op-
posite. She then sends {€(z),E(Z)} to the server. It should be noted that user’s
own public-key is being used to encrypt her choice and its opposite. For simplicity
of notations, we do not show the key subscript, and always assume that the user’s

public/private keys are used for encryption/decryption every where in this chapter.
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When the server receives {€(z),E(Z)}, he uses the mix-multiplicative homomor-

phism to compute £(zy1) and E(Zyo).

E(zy) = ()%,
E(zyo) = £(2)*.

He then computes the encrypted value of f using the additively homomorphic property:

E(f(z 90, 11)) = E(zyn) x E(Tyo),

= E(zy1 + Two)-

The user finally gets the result, and decrypts it to find f:

D(g(f(‘r7y01y1))) =zy1 + *’I—"y07

1o if x = 0 was selected,

11 if £ = 1 was selected.

So far, we have constructed a very basic OT? protocol, where the user receives the
y; of her choice without getting any information about 4, where & is the binary
XOR function. On the other hand, the server does not learn anything about the
user’s choice if the underlying cryptosystem is computationally secure. Nontheless, the

challenge here is to extend this basic construction efficiently to large databases.
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4.4 The Main OTT" Protocol

Let the size of the database be n, and m = logn. The vector ¥ = (1, , o) de-
notes the user’s inputs, and ¥ = (yn—1,- - ,¥o) denotes the database. The variable y;
is the (14 1)’th entry from the database. For this database of size n, the data-retrieval

function is generalized to f given in (4.3).

f(&,9) =(Zm-1- - T1%0)%0

H(Zm1 -+ Z1Z0) Y1

+(Tm—1 - T120)Yn—1,

F(&9) = ZToyo + Tiyy + - + Ta-1Yn-1. (4.3)

A naive way to securely compute f is to encrypt the coefficients Z; in (4.3), and pass

them to the server (Srvr):

Usr:{E(Zo), - ,E(Zp-1)} — Srvr

However, this requires O(n) communications and computations for the user, which
is usually computationally limited. A more communication-preserving method is to
transmit ¥ = (Tym-1, -+, o) and their opposites Z = (Zp_1," -+ ,To) in encrypted form
to the server. Then, the server has to compute the coefficients Z; of f in (4.3). It
should be noted that this process must not reveal any information about Z or Z to the
database holder. In this way, we achieve a communication-logarithmic OT}* protocol,

since the user is just transmitting # and Z to the other side.
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This, however, impose some extra computations for the database holder. To eval-
uate the encrypted coefficients Z; of f in (4.3), the database holder has to perform m
homomorphic multiplications for each coefficient, and totally, mn homomorphic mul-
tiplications have to be performed to calculate all the coeflicients. The most expensive
operation in homomorphic cryptosystems is usually the homomorphic multiplication,
since it requires several exponentiations. Therefore, the computation complexity of
this protocol is roughly O(nlogn) for the server. We further reduce the computation
complexity to O(n) by using a binary tree expansion to compute f.

As an example, for an eight-entry database (n = 8 and m = log(8) = 3), the data-

retrieval function is given as follows:

F(Z,9) = (Z2Z130)yo + (T2Z120)Y1 + (T221T0) + Y2 + (T22170)Ys

+ (22T17T0)ys + (2231%0)Ys + (Z221Z0)Ys + (T2Z120) Y7

In this case, the number of multiplications to compute f from (zs, 21, Zo), (Z2, Z1, Zo)

and (y7,- -+ ,yo) is 24.

Level 3 f

Yo Y1 Y2 Y3 Y4 Ys Ys Y7

Figure 4.1: Efficiently computing f for a database of eight entries
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Figure 4.1 shows how the function f for an eight-entry database should be com-
puted in a multiplication-efficient way. One has to start by multiplying the y; values
at the bottom of graph to the values shown on each branch to which y; is connected.
Then, each pair connected to the same node has to be added together to complete

Level 1.

Level 1:  (Zoyo + zotn) (Zoye + Toys)

(Zoya + zoys)  (Toys + Toyr)
Values obtained from Level 1 are multiplied by the values on each branch to which
nodes are connected. In Level 2, each pair connected to the same node has to be added

together again.

Level 2:  (Z1(Zoyo + Toy1) + T1(Toy2 + Toys))

(Z1(Zoya + Toys) + T1(Zoys + Zoyr))
This multiplication-then-addition procedure is repeated in Level 3 with values ob-
tained from Level 2, until the data-retrieving function is fully computed. From Figure

4.1, the function f for n = 8 is modified as follows:

f(@,7) = T2(Z1(Zoyo + zoy1) + 21(Zoy2 + Toys))

+ xZ(fl(fEO?M + JTOyS) + .'L'1(i‘0y6 + .Toy7)).

A simple calculation shows that the total number of multiplications in the modified
f is reduced from 24 in the naive form to 14 in the binary tree expansion. Next, we
will show how to build a secure data-retrieval scheme using the above setup and the

example given.
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In the OT? protocol, the chooser first has to encrypt and send her index bits along

with their opposites to the database holder:

Usr : {E(z2), E(x1), E(z0) }, {E(Z2), E(Z1), E(Z0)} — Srvr

The server completes Level 1 to Level 3 in the same way with encrypted val-
ues of z;’s and Z;’s, but the arithmetic multiplications and additions are replaced
with mix-homomorphic multiplications and homomorphic additions respectively. For

1=0,2,4,6, he first computes:

€(Zoyi) = £(Zo)", (4.4a)

5($0yi+1) = 5($0)yi+1. (44b)

The two adjacent branches at the bottom of Figure 4.1 should be homomorphically
added together for ¢ = 0, 2,4, 6;

E(Toys + ToYirr) = E(Tovi) X E(ToYis1)- (4.5)

In the OT?, Level 1 is replaced by (4.5), of which values are then multiplied by either

E(xy) or £(Z;) depending on their position in the graph.

E(Z1€(Toyo + Toyn)) = E(T)F@ovoteon)

(z ) )
E(21E(Zoya + Toys)) = & (z,)E@oveteovs)
E(21E(Zoys + Toys)) = E (T, )FEovataovs)

( ) )

E (1€ (Zoys + Toyr)) = E(xy)EEovet=ov)
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At Level 2, the following results are available:

E(T1€(Toyo + zoy1) + 1€ (Toy + Toys)) =

E(z1E(Zoyo + Toy1)) X E(21€(Zoy2 + ToY3)),

E(T1€(Toya + Toys) + 1€ (Toys + Toyr)) =

8(%15(@01}4 + $0y5)) X g(l'lg(foyﬁ + $0y7)).

Finally, the values from the previous steps are homomorphically multiplied by £(z2)

and £(Z5), then homomorphically added together.

E(f) = g(532)5(51S(ioyo+moy1)+x15(ioy2+woy3))

x & (xz)5(515(50y4+woy5)+$15(50y6+$0y7)) .

E(f) =(Z26(T:E(Zoyo + zoy1) + 21E(Toy2 + Toys))

+22E(T1E(Toya + Toys) + 21E(Toys + Toyr))-

Suppose that the user has chosen the fifth entry (y4) from the database. In order to
retrieve y,, she has to send {£(1), £(0),£(0)} and its opposite {£(0),£(1),E(1)} to the

server. She, in return, receives the following message:

The user then has to decrypt £(f) three times (log(8)) to retrieve y4. In the above
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example, we have described the core setup of our communication-efficient OT protocol.
We are now ready to extend this to arbitrarily large databases of size n, and design
the first OTP protocol with (O(log(n))) communication complexity. The data-retrieval
function (f) has to be computed as graphically shown in Figure 4.2, in order to save

the number of homomorphic multiplications.

0 Y1Y2 YslYas Ys Yn—2Yn—1

Figure 4.2: Efficiently computing f for a database of n entries

In order to privately compute the function f given in Figure 4.2, the user and the

server jointly run the following protocol:

1. The user sends encrypted values of her inputs to the server;

Usr: {E(xm-1),  ,E(x1),E(xe)} — Srvr

If the server cannot compute the opposite of £(z;) without knowledge of z;, the

opposites should be transmitted separately.

Usr : {E(Zm-1), - ,E(T1),E(To)} — Srvr

2. Fori=0,2,4,---,n — 2, the server computes £(Zoy;) and &(zoy;+1);
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E(Toy:) = £(Z0)*, (4.6a)

S(moyiH) = S(Io)yi""l . (46b)

Then every two values of (4.6a) and (4.6b) must be homomorphically added to-
gether. The results of Level 1 are given in (4.7), for i = 0,2,4,--- ,n — 2.

E(Toyi + Toyir1) = E(Toyi) X E(ToYir1) (4.7)

At the next level, the server performs the homomorphic multiplication-then-
addition process with the results obtained from Level 1. This procedure continues
until the encrypted value of the data-retrieval function (£(f)) is fully computed.

Finally, the database holder sends back the result to the user.

3. The user decrypts the result m times to recover the entry, which she has asked for.

Note that even if a malicious user sends false values of the opposites of her input
to the server, she cannot receive more information from the database. For instance,
suppose that she sends all encrypted ones both as her input and its opposite to the

server. She, hence, receives the sum of all entries in the database:

f=v%+mn+- 4 Y1

So, she can easily receive some combinations of entries in the database. But, she
cannot retrieve more than one entry per transaction. Assume that she receives y; + y;
in a transaction and wants retrieve both y; and y;. In order for her to find exact values

of both y; and y;, she has to obtain either y; or y; unless these values are not completely
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independent of each other. This indeed requires the user to run the OT protocol one
more time to obtain y; (or y;), or receive the extra information by other means, such
as asking from other users.

In conclusion, the user has to run the OT}* protocol n times, in order to retrieve all
n values in the database — we do not consider the case where the user obtains the extra
information asking from other users. Since, the user cannot get more than one entry
from the database per each round of the protocol, the server is totally secure against
malicious users or adversaries with the users’ view. On the other hand, the chooser’s
security has its roots in the security of the underlying homomorphic cryptosystem and
is computationally secure as long as the database holder cannot break the cryptosystem
with polynomially-bounded effort.

In this work, we have built our protocol on a more relaxed notion of security for the
database holder, where some information about the database may leak if the chooser
acts maliciously and sends wrong inputs to the server. The information leakage does
not compromise the server’s security if data in the database are independent of each
other, and appear random to the chooser. A more acceptable solution is to get the
database holder to compute the opposites of the user’s inputs, in order to avoid false
inputs. This also reduces the communication overhead even more, since the user does
not have to send the opposites. Aside from the added the computation overhead for
the server, this approach depends totally on the underlying cryptosystem, as the server

has to use the additive-homomorphic property to find £(Z;) from £(z;):

E(Zi) = E(zi+1) = E(z:) x E(1).

For all z; € {0, 1}, the homomorphic addition has to defined over Z,, thus we leave this
option open for designers to decide how to balance the communication-computation

trade-offs, and what homomorphic cryptosystem to use.
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4.5 Conclusions

In this chapter, we proposed a single-database, non-interactive OT7* scheme, which was
computationally secure for the user and information-theoretically secure for the server.
The proposal was optimal in terms of both communication and computation. Our
optimal OT}* protocol required O(logn) communications on the user’s side, and only
O(1) for the server. The total computations for the user included the work to produce
and send log(n) messages, and decrypt log(n) times the output of the protocol. On
the other hand, the server offered private services at the cost of approximately O(n)
computations, without any restriction for secure co-processors or multiple replicates of
the database.

The actual performance and computation complexity of our protocol was mainly
based on the chosen homomorphic cryptosystem, and the arithmetics to perform a
probabilistic HEF. Aside from the computational overheads, security of the underlying
cryptosystem would play an important role in security of the user, so it should be
chosen carefully. We recommended Paillier’s cryptosystem to be used in our setup,
but some other variants of Paillier’s PKC, that would be more efficient in number of
exponentiations such as [15, 11, 31}, could also be used.

A major drawback of a homomorphic cryptosystem is the malleability of the cryp-
tosystem. Informally, this means that it is possible for an attacker controlling the
communication between the user and the server to change the inputs of the protocol
and launch a denial of service attack. We did not consider this type of attacks, but
one may be interested in combining verifiable homomorphic functions such as [7] with
the main scheme to avoid such attacks.

More improvements of this work can come from reducing the computational over-
head for the server. Although the computation complexity for the server was reduce to

be linear in the size of the database, this may still be too expensive for servers of large
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databases to implement OT protocols. One possible solution to this problem might
be to reduce the computational overhead by pre-processing some parts of it. If the
communication overhead is not an issue in an application, it may also be possible to

have more interactions in order to split the computation overheads.



Chapter 5

A Computation-Saving OT

Protocol

The computation complexity in OT /PIR protocols is at least linear in the size of the
database, so PIR/OT protocols may not be applicable to large databases. The main
focus in studying PIR/OT protocols has been to reduce the communication overhead
as much as possible, as there exist some protocols that achieve logarithmic communi-
cation complexity [30, 24, 26]. However, when dealing with large databases (usually of
500,000 entries or more), we should consider the computational overhead as a prime
factor in implementing PIR/OT protocols. The computational overhead of PIR/OT
protocols becomes more drastic in a computational security model. In the computa-
tion model large numbers, at least one thousand-bit long, have to be used to hinder
attackers of computationally bounded efforts. We believe that an OT/PIR protocol
will not be made practical unless both communication and computation overheads are
reduced and optimized.

To our knowledge, there have been very few works that focus on reducing the com-
putation complexity of PIR/OT protocols. In [2], an optimal OT protocol is achieved

in the presence of a secure co-processor where the total amount of online computations

45
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for the server is less than n, but it requires O(n?) offline processing. Deng et al. [12]
designed an OT protocol with O(1) computation and communication complexity un-
der the assumption that the whole database is available locally to users. Beimel and
Ishai [5] proposed several PIR protocols with sub-linear computations and communi-
cations, but more than one server with the same database has to be present.

In this chapter, we propose a computation-saving OT}* protocol, where the complex-
ity of online computations required by the server is only O(1), while O(n) computations
and communications are put in the offline phase that is performed once. We achieve
this without further restrictions on the whole structure of the system. That is our
scheme does not require either several duplicates of the database, secure co-processors,
or heavy computations by the user. Our computation-saving protocol is constructed
using McEliece cryptosystem, which is based on the problem of decoding arbitrary
linear codes. In Section 5.1, we give an introduction to the coding theory on which the
initial protocol is based (Section 5.2). We then extend the initial protocol to the case
where proxies can be used to offer PIR services (Section 5.3), and finally conclude this

chapter in Section 5.4.

5.1 Introduction

In this section, we only describe the main features of McEliece cryptosystem that are
mainly used in our OT protocol. For a detailed description of linear block codes, we

refer the reader to Appendix B.

Definition 5.1.1 Linear codes: An algebraic expansion of length N over a finite
field F,, is called a linear code (N, k) if and only if p* code words form a k-dimensional
subspace of the vector space of all the N-tuples over the field Fp,. In fact, a block code

is linear if and only if the modulo-p sum of two code words is also a code word.
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The Hamming distance d(a,b) of two code words, a = (a1, --,ay) and b =
(by,---,by), is the number of positions where these code words are different. The
minimum distance is defined as the minimum of pairwise Hamming distances between

different two code words, that is:

d= min d(a,b).
a,beCia#b

When working with binary codes defined over Fo, we define the Hamming weight,
shown by w, of a code word as the number of non-zero positions in the vector. It is
straightforward to see the minimum distance of a code C is equal to the minimum
non-zero weight of all code words. A linear code with length N, dimension k& and
minimum distance d is usually denoted by [N, k, d]. Since the code is a linear subspace
of dimension k, there exist k linearly independent code words that form a basis of the
subspace. The k x k matrix G is called a generator matrix of the code if k¥ independent
code words form the rows of G. A vector z of length k is mapped (encoded) into a

code word c of length N through the generator matrix;

c=zG.

The generator matrix is systematic if it can be represented as G = (I|A), where I}
is the k-by-k identity matrix and A is a k£ x (N — k) matrix. The (N — k) x N ma-

trix, denoted by H, is called the parity-check matriz of a code if it satisfies the following:

GHT = 0.

In other words, every code word ¢ € C' can be identified by H if it returns zero, when

multiplied by H;
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cH? = 2GHT = 0. (5.1)

If the generator matrix is systematic (G = (Ix|A)), then the parity-check matrix can
be easily obtained by setting H = (A|In-¢). It can be shown that there always exists
a polynomial-time algorithm to obtain G from H and vice-versa. As the parity-check
matrix is mainly used in error correction mechanisms, cH7T is referred to as the syn-
drome of the vector ¢. If an error vector e is added to a code word ¢, from (5.1) we

conclude that the syndrome of y = ¢ + e is zero if and only if v is a code word.

yHT = cHT + eH” = eHT, (5.2)

Equation (5.2) gives a method of solving (N — k) equations with N unknown variables
(the error vector e) to correct the error. One can show that if the minimum distance of
a code is d = 2t + 1, then error vectors of weight at most ¢ can be uniquely determined
from (5.2). The value ¢ explicitly represents the maximum number of errors a code can
correct.

In order to build any public-key cryptosystem, it is mandatory to use hard problems
(preferably NP-complete), which have a rather wide subclass of problems of polynomial
complexity. The problem of decoding in an arbitrary linear code can be used as a basis

to construct a public-key cryptosystem [21], since

1. the problem of decoding is an NP-complete, and

2. there is an exponentially large class of alternate codes for which polynomial
decoding algorithms exist (if the number of errors is less than half of the code

distance).
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There are many cryptosystems of this kind, but we only focus on McEliece public-
key cryptosystem [27], which was the first cryptosystem based on error correcting

codes.

5.1.1 McEliece Cryptosystem

McEliece cryptosystem [27] is a public-key cryptosystem based on linear error-correcting
codes. Let C[N,k,d] be a linear code with length N, dimension k¥ and minimum dis-
tance d. Let the generator of the code be a k-by-N matrix denoted by G« for which
an efficient decoding algorithm exists. The public encryption matrix is defined as fol-

lows:

Euxn = SGP, (5.3)

where Sy is a randomly selected invertible matrix, and Pyyy a random permutation
matrix. The encryption function is given in (5.4), where z € Fy is the message and
y € Fyv is the corresponding ciphertext. The error vector e € v is chosen at random,
such that its weight must be less than or equal to El—-;—l, in order to be correctable by

the receiver.

y=zE +e. (5.4)

In McEliece cryptosystem, the matrix £ and the minimum distance d are the public
knowledge, while the efficient decoding algorithm and the matrices S and P are the
receiver’s private key. The ciphertext y is decrypted by knowing the private permu-
tation P, decoding algorithm and the inverse of the random matrix S. The receiver
first calculates yP~' = SG + eP~! and then decodes the result. It should be noted
that P~! is also a permutation, and does not change the weight of the error vector

(w(eP™') = w(e)). Thus, the error eP~! is still correctable. The receiver finally
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recovers the message = by multiplying the output of the decoding algorithm by S™;
z = (z5)S7L.

There exist several types of attack on McEliece cryptosystem that limit the number
of suitable codes for such cryptosystem [21]. A direct attack searches for effective
methods to decode an arbitrary linear code, without the attacker using any information
about the structure of the code on which the cryptosystem is based. Another attack is
entirely based on this information. Indeed, there do not exist many suitable classes of
codes suitable for cryptography, as the encryption transformation must perfectly hide
the characteristics of the underlying coding system in order to be resilient to the second
type of attack. In addition, the size of the code should be large enough to resist any
brute-force attack. McEliece has recommended the use of Goppa codes [1024, 524, 50,
and there has been ongoing research to find other secure codes with efficient decoding

algorithms that can be realized in practice.

5.2 The Initial Computation-preserving Protocol

In this section, we describe the main construction of our computation-saving PIR
protocol assuming the existence of an efficient and secure McEliece cryptosystem. The
goal is to minimize online computations as much as possible, and make it comparable to
the regular data-retrieval case where no privacy is provided. Without loss of generality,

we assume that the database of size n can be represented by an n-by-k matrix B in
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which b;; denotes the j’th bit of the i'th entry in the database.

bll b12 e blk

bor b -0 by
ank -

bnl bn2 e bnk

The variable k is fixed and defined by the underlying McEliece cryptosystem - for
example, k& = 524 for the Goppa code [1024,524, 50]. For large databases of entries
more than k bits, the rest of the database should be represented by separate matrices.
For simplicity, we describe the initial protocol assuming that the whole database can

be represented by B, and later extend it to handle larger databases.

Our approach to reduce the computations in PIR/OT protocols is to put all the
processing in the setup phase that is performed only once. To achieve this, we get the
user to privately permute the database in the setup phase and encrypt the output of
the protocol. So, the user and the server has to find a protocol that securely computes

the following function:

f=m.BE, (5.5)

where 7. is an arbitrary permutation known only to the user and the matrix B is the
server's database. The matrix E is the McEliece encryption matrix of the user which
is known to the general public. The function f is securely computed if the user learns
nothing about the database B (except the size of the database), while her private per-

mutation is hidden from the server. Such a protocol is given below.

The Initial Protocol:
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The server, who owns the database B, first computes BER where Eyn is the
McEliece encryption matrix of the user given in (5.3), and Ryxn is a random invert-
ible matrix. The matrix R has to be chosen such that each row in R~! has at most m
non-zero elements, where m < d—;—1~ We later show that m is a security parameter
which needs to be agreed upon by both parties (see Section 5.2.1). It is worth noting
that the user cannot decrypt and access the database without knowing either B or R.

The server (Srvr) sends (BER) to the user (Usr).

Srvr: {BER} — Usr

At this stage, we require the user to store (BER) temporarily. She chooses a random
d—1

permutation 7, and a random k-by-N matrix R’, such that there are at most
non-zero elements in each row of R’. Then, she computes 7.(BER + R') on her local
machine, and keeps the permutation 7, private. She can erase the stored values (except

a description of her private permutation) after she has sent back the result to the server.
Usr: {r.(BER+ R')} — Srvr

The server finally removes his private matrix R after receiving 7.(BER + R');

f'=n(BER+R)R' =n,BE+R". (5.6)

Hereafter, the setup phase is complete and the user can access the database pri-
vately, since 7, is known only to the user. Suppose that the user is asking for the ¢'th
entry of the database, she simply computes and sends z;7; !, where z; is a vector of
all zeros except in the 7’th position. There is only one non-zero element in the vector

-1

z;m; ' and the server can immediately return the proper value from the pre-processed

data, therefore the online phase requires only O(1) computations.
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z;m,  (mBE + R") = ;7' (n.BE)
+ ;Y (m . R'R7Y),

— 2,BE + 5;R'R™,

The user receives £(y;) and decrypts it to retrieve y; = z;B. Since there is only
one non-zero element in z;, the maximum number of ones in Err is identical to the

weight of the row in R'R™! to which z; is pointing. Random matrices R7! and R’

are designed such that, they respectively carry m and non-zero elements in each

row. Therefore, the maximum number of non-zero elements in each row of R” = R'R™!
d—1

is . We conclude that the vector Err, independent of z;, is a correctable error

vector and consequently f’ given in (5.6) is functionally the same as f given in (5.5).

Further Generalization:

The computation-saving protocol for large databases of values larger than k bits
is slightly different than the one given above. As mentioned earlier, the matrix B is
an n x k matrix in the initial protocol that involves only & bits of each entry in the
database. If there are more than k bits to be retrieved from the database — let’s say [
is the maximum bit-length of data in the database — then the whole database should
be partitioned as follows:

{B1, By, -+, By}

where B; is the i'th k-bit block of the whole database. Consequently, the initial protocol
is modified as follows.

For j = 1,2,--- ,1/k; the server encrypts B; and multiplies the result by R;, which
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is a random matrix such that every row of Rj'1 has at most m non-zero elements.
{B1ER1, BERy, -+ , By ERyi}

In order to increase security of the server, the server’s random matrices (R;’s) should be
different from each other, so that if the user can guess one of the R;’s, she cannot receive
more than k bits of the database. Each R; reveals k bits of the whole database, so
the user has to find all R;’s to receive any meaningful information about the database.
For j =1,2,---,1/k, the user first adds a randomly selected matrix R’ to B;ER; and

then multiplies it by her private (permutation) matrix ;

{Wc(BlERl + Rll), st ,Wc(Bl/kERl/k + R;/k)}

Fach matrix R} has at most non-zero elements. Once the user has sent the result

m
back to the server, the setup phase is complete. Hereafter, the user simply hides her

query (;) by applying the private (permutation) matrix 7;?;

Usr: z;m,' — Srvr

The server responds to the user’s query (z;7;!) based on the pre-processed data. For

1<ji<l/k:

;7 n(B;ER; + R;-)Rj_1 = z;7,  (7.B;E)
+ z;wH(m R R; ),

= 1;BE + z;R'R™,

Yip = .’EZBJE + ET’I‘J‘. (58)
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As shown in (5.8), the error vector Err; is independent of 7., therefore we can re-
move the restriction of 7, being a permutation matrix, and further generalize the above
protocol by allowing 7. to be any invertible matrix. This generalization increases the
security of the user, since the attacker, now, has to guess a random invertible function,
instead of a permutation. However, this imposes more computational overheads on the
server, as there are more than one non-zero elements in each row of 7, and the server
has to respond to each of them separately. For example, if 7! is a matrix with ¢ ones
in each row, the computation complexity for the server is O(t). The computational
overheads can be made very close to the regular case with no privacy, by restricting ¢
to small values ¢ <« n.

Although, the security of the user is based on the security of the McEliece cryp-
tosystem, the privacy of her choice is also based on the right selection of 7. and the
random matrix R’. There are other possible attacks that do not require decrypting the

message to find the user’s choice, as described in the next subsection.

5.2.1 Security Evaluation

As described in the initial protocol, the server first chooses a random invertible ma-
trix (R™!), every row of which has at most m non-zero elements, and then hides the
encrypted values of the database by R. Having received BER, the user could access
the entire database if she were able to find B by knowing E, BER and some entries
of the database (a history of previous interactions). A simple calculation shows that it
is impossible for the user to recover R by random guessing if she has no information
about the database (information-theoretically secure). However, the user is able to
recover Ry if she knows N linearly independent entries of the database (denoted by
Bpst). Without loss of generality, we assume that the user knows the first N entries

of database B,xx, which we represent by Byxk. She simply encrypts Bp, with her
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public-key matrix and then solves for R from the following equation:

R = (BhstE)—l(BkaER).

To avoid this attack, every N block of the database should be hidden by a different
random matrix. Another countermeasurement is also possible by limiting the user to
N queries only. In this way, the server requires the user to repeat the protocol from
the beginning after N queries have been made. In other words, the size of the database
— denoted by n — that is accessible in each OT protocol is limited by the underlying
coding system (n < N).

The security of the user is assured if the attacker cannot find the user’s private
transformation on the database (7.). We examine privacy of the user against two
types of attack. In the first category, the adversary tries to find . directly from
{re(BER+ R')}. It is computationally infeasible for the adversary to retrieve . from
{m.(BER+ R')} if he does not know the decoding algorithm. Since, he has to apply
some cryptanalyze the encryption function given in (5.6) to obtain 7B from the ci-
phertext, and then compare it with B to find =.

In the second type of attack, the adversary may first try to guess n.R’ and remove
it from {m.(BER + R')} to find the permutation. For the code [1024,524,101] with

101 -1
= 10 ones in each row.

m =5, R is a 1024 x 1024 random matrix that has

Thus, there are approximately 2% (precisely 1024 (*}2*)) different choices for R/, and

it is computationally impossible for the attacker to randomly guess n.R'. However, it

should be noted that n.R’ is a matrix of ones in each row. Therefore, it is easy
for the adversary to find the permutation 7. if there is any pattern in {#,(BER+ R')}
—each two entries in (BER) are different at least in d positions, while R’ masks only m
bits of the database, thus a pattern may reveal the permutation. To nullify this attack,

we strongly recommend the user to apply an arbitrary invertible function instead of a.
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permutation to the database, as discussed in the generalized protocol. However, any
invertible function other than permutation increases the computational overheads of
the protocol.

We showed that the larger is the number of non-zero elements in R’ (equivalently
the smaller the m), the more secure will be the user. Nevertheless, for small values of
m, it may be possible for the user to guess R given that there are very few ones in R.
Hence, security of both parties directly depends on the variable m. Table 5.1 shows
the amount of work needed in an exhaustive search to find either the server’s random
matrix or the user’s random permutation.

If the variable Num(N,m) denotes the number of invertible matrices over Fy with

at most m ones in each row, it is formulated in (5.9).

2i<()

m

Num(N,m) =[] ((Z) - 214 1). (5.9)

i=0

This formula comes from the standard method that describes how N rows (vectors)
over I, can be chosen such that they will form an invertible matrix. Similarly, we
count the number of all choices for such a matrix. There are no restrictions on the
first vector, so there are (ﬁ ) possibilities for the first row of m ones. Assume that ¢
linearly independent rows are constructed, and the (i + 1)-st row can be constructed
in ((ﬁ ) — 2t 4+ 1) ways by avoiding linear combinations of all previous rows. It should
be noted that a vector of all zeros is already excluded in computing (z ), therefore one
should be added to 2¢ when counting the number of linear combinations of 7 rows over
F». By induction, the number of N x N invertible matrices over 'y which have at most
m ones in each row is Num(N, m) given in (5.9). Clearly, (TII\'IL)2 < Num(N, m) when
N is large. In Table 5.1, we take (Z)2 as the minimum number of possible N x N
invertible matrices with m ones in each row. For the case that m = 5, there are

286

approximately choices for R, which is far beyond the computational power of any
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polynomially-bounded adversary searching exhaustively for R — we have assumed that

280 is computationally hard enough to resist any brute force attack.

Table 5.1: Number of possible choices for random matrices in the initial protocol

m d =51 d =101 d =201
Srvr | Usr | Srvr | Usr | Sevr | Usr
2 238 2101 238 2176 238 2295
5 286 253 286 288 286 2148
10 2156 229 2156 253 2156 288
12 2182 229 2182 248 2182 274

As it can be observed from Table 5.1, the larger are the values of m and d, the more

secure would be both parties against a brute-force attack. As an example, the amount

of work required to guess the user’s random matrix in a protocol with (d = 201, m = 5)

is 2% (2148 /253) times more than a protocol with (d = 51, m = 5).

The setup phase requires O(n) computation and communication. That is the cost

to be paid for private information retrieval services at the time users subscribe to the

server. This protocol enables any server to offer private services without changes to

the whole structure of the system (all in software). However, the setup phase may not

be suitable for servers with a large number of subscribers, since the server has to store

O(n) messages locally for every single user asking for private services. In the following

section, we rearrange the initial protocol in such a way that more users can receive

private services, while reducing the storage space per user.
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5.3 The Main Protocol With Proxies

In the naive way, where users work independtly and perform (the generalized form of)
the initial protocol with the server, act as a proxy for other users. That is, the proxy
first computes m,BE + Err with the server, and then users send their query (z;) to the
proxy, which they have trust on. The proxy returns the corresponding entry (y; = z;B)
to the user, without revealing it to the server. If we denote the proxy by P, Figure 5.1

depicts how users can privately access the server through a trusted proxy.

—]

Database Server

Figure 5.1: Privately accessing the server through trusted proxies

Figure 5.1 shows that some users still can contact the server directly to run the
initial protocol to retrieve data privately, if they cannot trust any of proxies. In the
naive OT protocol with proxies, users are secure, as long as the proxy is honest and
does not reveal the queries to the server. However, security of the user may be easily
compromised if the proxy acts maliciously and reveal the query to the server. Another
shortcoming of the naive way of using proxies is that any pattern in proxy’s retrieving
data may leak some information about queries. Next, we propose another protocol

with proxies that addresses these challenges.
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The Protocol with Threshold Privacy:

Here, we assume that there exist several (non-trusted) proxies (Py, Py, - - , Ps) that
are specifically designed to provide privacy-preserving services and have enough storage
to store a replicate of the database. These proxies run a variant of the initial protocol

as follows:

In the setup phase, each proxy P; receives BE;R; from the server, where Ej is the
P;’s public-key matrix. The matrix R; is the server’s secret invertible matrix that is
selected such that each row of Rj’1 has at most m non-zero elements (m < %) The
server has to save (a description of) R;’s on his local machine for future use. In the
online phase, we use a simplified version of [5] to provide threshold security for users.
In order to privately retrieve the i’th entry of the database, denoted by y;, each user
randomly splits her query into {z;i, &, -+, %is}. The variables z;; has to be selected,
such that their cumulative sum (z; = z; + Z;2 + - - - + ;) is vector of all zeros except
at the ¢'th position. Then, the user select s proxies from a list of proxies who have
done the setup phase with the server. For 1 < j < s, the user sends each z;; to P;.

Each proxy computes ¢;; = z,;(BE;R;) + ', where 7’ is a random error vector of at

most

non-zero elements. The variable g;; is sent to the server who then removes

his private matrix from the message.

qinj—l = (JI”(BE]R]) + T',)R.;_l,
= z;;(BE;R;)R;* + 'R},

S(yij) = .’EijBEj -+ E’f"f'j,
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The variables r’ and Rj_1 are designed, such that Err; is an error vector of non-
zero elements, therefore it is correctable. Each proxy, P;, decrypts £(y;;) and returns
the result (y;;) to the user. Finally, the user recovers y; by adding up all the y;;’s from

proxies;

Yi =Yt Y2t Yis
=znB + 2B+ -+ ;B
= (Ta + Tig + - + Tis) B,

= .TiB.

It should be noted that if the server, acting maliciously, tries to reveal the choice
of the user, he has to a) find the list of proxies collaborating on behalf of the user, b)
have all the proxies reveal the shares they have received from the user to him. If any
of these steps fail, the user will remain private.

The model shown in Figure 5.2 represents an adaptive platform, where both non-
private and private services are available for users. To privately retrieve data from the
server, some users may run the initial protocol to directly access the database in a
private manner. Some other users may privately access the database through a proxy
they have completely trusted. But some other users, who are not willing to either go
through the heavy computations and communications in the setup phase of the ini-
tial protocol, or have complete trust on one proxy, can run the threshold scheme with
proxies to privately access the database. In such a scheme, the user is secure as long
as not all proxies are colluding against her (threshold privacy), while the proxies are
computationally secure depending on the underlying cryptosystem. The server, on the
other hand, is still information-theoretically secure.

This structure is more promising than previous approaches to make OT/PIR schemes
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practical. This is specifically true in the presence of several proxies that provide
privacy-preserving services to their subscribers. Users can receive the privacy-preserving
service quickly through a set of proxies they trusts. The combination of proxies can be
changing to make it more difficult for proxies and the server to act against users. The
main advantage of this approach is that the database server is still the only entity who

controls the whole database even on (remote) proxies.

Server

Figure 5.2: Accessing the server through multiple untrusted proxies

In this model, however, the total online computations is increased as the threshold
method is applied. If we assume that the maximum number of non-zero elements in
each query (z;;) is k, the total online computational complexity for each proxy will
be O(k). On the other side, the server has to perform O(sk) online computations if s
proxies are involved in the protocol. Clearly, this protocol would not be computation-

efficient PIR/OT protocol for both proxies and the server, unless £ < n and sk < n
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respectively. We also require each proxy to store an encrypted replicate of the whole
database locally, while updating the replicates on remote proxies is done by repeating

the setup phase.

5.4 Conclusions

In this chapter, we proposed PIR/OT protocols with O(1) online computations after
the setup phase. However, the setup phase required O(n) computations and com-
munications. In the initial protocol, the user was computationally secure against an
adversary, while the server was information-theoretically secure. We further improved
the initial protocol and combined it with the threshold scheme of Beimel and Ishai [5],
in order to balance the computation-storage tradeoffs for the server. In this setup, we
suggested the use of multiple proxies that were specifically designed to offer privacy-
preserving services. A few proxies could be used to provide privacy-preserving services
to thousands of subscribers, without sacrificing users’ security. The main protocol
with s proxies required O(k) computations for each proxy, and O(sk) computations
for the server. The computational overheads of the protocol would be sublinear in the
size of the database (n) if £ < n and sk < n. In the computation-efficient protocol
with threshold privacy, more users could privately access the database with a fixed
computation-communication complexity. This proposed PIR/OT protocol is advan-
tageous over the initial scheme as major overheads of the setup phase would be on
proxies who service large number of users.

In our model, the server was perfectly secure against both users and proxies, while
the server still uniquely controlled the database over proxies. The users were private
unless all proxies were bribed to act against the user. Our protocol was mainly built on
McEliece public-key cryptosystem, which outperforms other public-key cryptosystems

like RSA more than 8-10 times in terms of number of elementary operations ([21]).
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The main disadvantage of the code based cryptosystem is the size of the public-key
matrix, but such a loss may be acceptable in PIR/OT protocols where storage is not
an issue.

In our protocol, every time the database might be modified, replicates of the
database on remote proxies had to be updated correspondingly. Refreshing the en-
crypted replicates remotely required the setup phase to be repeated for all proxies. A
further research in this direction has to overcome this challenge, and one should find a

way to avoid repeating the setup phase.



Chapter 6

Conclusions and Future Work

In this thesis, we studied Private Information Retrieval (PIR) and Oblivious Transfer

(OT) protocols with three different approaches as shown in Table 6.1.

Table 6.1: Summary of the proposed protocols

Computation Communication
Protocol Online | Offline | Online | Offline
Perfectly secure dot-product O(n) - O(n?) -
Computationally secure PIR/OT || O(n) - O(logn) -
Computationally secure PIR/OT || O(t) | O(n) | trivial | O(n)

We proposed the first non-interactive, secure dot-product protocol that is widely
used in secure data-mining protocols and other SFE schemes. The secure dot-product
protocol is mainly based on trace functions over finite fields that can be efficiently
computed. It was also shown that the computational overheads of the information-
theoretically secure dot-product was O(n?), with O(n) computations. Furthermore,
we proved the proposed secure dot-product protocol to be information-theoretically
secure for all contributing parties. We further examined the application of our secure

dot-product protocol to PIR/OT schemes. It was suggested to improve and reduce

65
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the communication/computation overheads of the secure dot-product protocol before
applying it to PIR/OT schemes.

A separate approach was proposed to optimize the communication complexity of
PIR/QOT protocols for databases of size n, and to reduce it from O((logn)?) to O(logn)
without drastically increasing the computation overheads. It was shown that the users
were computationally secure against any polynomially bounded adversary, based on
any homomorphic cryptosystem. Unconditional security was also provided for the
server. In the communication-saving protocol, we improved the communication com-
plexity from O((log(n))?) to O(log(n)). The computational overheads in this protocol
were minimized, but still linear in the size of the database.

A computation-saving protocol was designed to put the heavy computations of
PIR/OT at the setup phase that was performed only once and at the beginning of the
protocol. The total online computation was reduced to be sublinear in the size of the
database. Linear error-correcting cryptosystems were mainly used as the basis of this
computation-saving protocol. We further improved this work by using proxies that
were specifically designed to provide privacy-preserving services to users. The server,
in our setup, was still information-theoretically secure against proxies, while proxies
were computationally secure based on the underlying McEliece cryptosystem. On the
other hand, users were private, provided that not all proxies were colluding against
them.

We proposed a very adaptive model in which users were allowed to choose to run
the protocol with one trusted proxy, through multiple proxies or directly without any
proxy. In the protocol with one proxy, security of the users was totally dependent on
the proxy not to reveal the users’ query. In the threshold scheme with more than one
proxy, security of the user can be guaranteed if not all proxies act maliciously. For
users that did not trust any of the proxies, we provided the option to run the protocol

directly and perform all the required offline computations and communications with
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the server.

Further improvements of this work can be in reducing the communication com-
plexity in the setup phase of the computation-saving protocol with proxies. One may
be able to combine the different approaches, we proposed here, to achieve a very effi-
cient PIR/OT protocol in terms of both communications and computations. Reducing
the amount of communications and computations required in PIR/OT protocols will

definitely improve their usability in practice.



Appendix A

Finite Fields Preliminaries

A set G on which an operation ’x’ is defined is called a group if the following conditions

are satisfied:
1. Foralla,be G,axbeG.
2. The operation '+’ is associative, that is for all a,b,c € G, (a *b) x c = a * (b*c).

3. The set G contains an identity e, an element such that for any @ € G, axe =

exa=a.

4. For any element a € G, there exists another element a~! € G such that axa™ =

-1

a~! % a = e. The element a~! is called the inverse of a.

A group is said to be commutative if for any a,b € G, a x b = b+ a. Now we use the

group concepts to introduce another algebraic system, called a field.
Let F be set of elements on which two operations addition *+’ and multiplication ’-’

are defined. The set F together with two operations ’+’ and ’-’ is a field if the following

conditions are satisfied:

68
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1. The set F is a commutative group under addition '+’. The identity element
with respect to addition is called the zero element or the additive identity and is

denoted by 0.

2. The set of non-zero elements in F is a commutative group under multiplication.
The identity element with respect to multiplication is called the unit element or

the multiplicative identity of F and is denoted by 1.

3. Multiplication is distributive over addition, that is for any a,b,c € G, a-(b+¢) =
(@a-b+a-c).

The number of elements in a field is called the order of the field, and a field with a
finite number of elements in called a finite field. An example of a finite field is the set
of integers modulo a prime number p, which is usually denoted by F,. The positive
integer p is called the characteristic of a field F if for every a € F, pa = 0. It can be
proved that a finite field has always prime characteristic [37].

It is easily shown that for any positive integer n, one can extend the prime field
F, to a field of p" elements [37]. The extension field of F, is usually denoted by Fyn.
In order to extend I, to p", one has to choose an irreducible polynomial of degree n.
The polynomial f = a,z"+ - - - + a, + ag, with coefficients defined over F, and a, # 0,
is called irreducible if f is not divisible by any non-trivial polynomial with coeflicients
defined over F,. For instance, f(z) = 22 + z + 1 is an irreducible polynomial over [y
that can be used to construct a field of 22 elements.

If f is irreducible, the residue classes of polynomials over f with coeflicients in
F = F,, shown by Flz]/f, form a field of characteristic p. For example, let f(z) =
2+ 2+ 1 € F = Fy[z]. Then F[z]/f has the p” = 22 elements 0,1,z and z + 1.
Table A.1 and A.2 show the addition and multiplication operations over Fy/(z?+z+1).
The operation tables for the residue classes are obtained by performing the required

operations with the polynomials determining the residue classes and by carrying out
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reduction mod f if necessary.

Table A.1: Addition table for Fy/(z% + z + 1)

+ 0 1 T z+1
0 0 1 T z+1
1 1 0 z+1 T
z T z+1 0 1
z+1|xz+1 x 1 0

Table A.2: Multiplication table for Fo/(z? + z + 1)

. 0 1 x z+1
0 0 0 0 0
1 0 1 x z+1
x 0 Ky z+1 1
z+110 z+1 1 T

Clearly, there are p™ polynomials of degree less than n and coefficients in F,, so the
order of F[z]/f equals p". For fundamental properties of finite fields and a description

of methods for constructing finite fields refer to [37, 28].
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Linear Block Codes

By definition, a block code of length n and p* code words is called a linear (n, k) code
if and only if its p* code words form a k-dimensional subspace of the vector space of
all the n-tuples over the finite field FF,,. In fact, a block code is linear if and only if the
modulo-p sum of two code words is also a code word. Since an (n, k) linear code C is
a k-dimensional subspace of the vector space of all the n-tuples in [, it is possible to
find k& linearly independent code words g1, g2, -, gx in C such that every code word

¢ € C is a linear combination of these k code words, that is
€= 0191+ G292 + -+ + ApGk,

where a; € F, for 1 <4 < k. Therefore, an (n, k) linear code is completely specified by

the matrix G whose rows are k linearly independent code words.

0

g
a=|"1,

9k
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and the k-by-n matrix G is called a generator of the (n, k) linear code. If z is the

message to be encoded, the corresponding code word can be obtained as follows:

¢c=zG.

The matrix H is called a parity check matrix of the (n, k) linear code C' generated
by the matrix G if GHT = 0. Also, the n — k rows of H are linearly independent. For

all code words ¢ € C, s = cHT = 0, where s is called the syndrome of the vector c.

Example B.0.1 Suppose the (7,4) linear code has the following matriz as a generator

matrix:
91 1101000
o= go _ 0110100
g3 1110010
94 1010001

If £ = (1,1,0,1) is the message to be encoded, its corresponding code word would be

g1
c=2G = (1,1,0,1) | &
g3
(773
=191+ 1.gs+0.93+1.94
=(1,1,0,1,0,0,0)+ (0,1,1,0,1,0,0) + (1,0,1,0,0,0, 1)

=(0,0,0,1,1,0,1).
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The corresponding parity check matriz of G is

1001011
H=|l0o0101110
0010111

It can be easily checked that

s=cH" =(0,0,0,1,1,0,1) |1 1 ©

=(1,1,0)+(0,1,1) + (1,0,1)

= (0,0,0).

Because of channel noise, the received vector y at the receiver may be different from

¢, the code word that was transmitted over the noisy channel.

y=c+e.

When y is received, the decoder computes the syndrome s = yH?. Then s = 0 if
and only if y is a code word, and s # 0 if and only if y is not a code word. Therefore,
when s £ 0, the receiver knows that y is not a code word and the presence of errors
can be detected.

Another important parameter of a block code is called the minimum distance that
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determines the random-error-detecting and random-error-correcting capabilities of a
code. Let v be a binary n-tuple. The Hamming weight of v, denoted by w(v), is
defined as the number of non-zero components of v. Let u and v be two n-tuples. The
Hamming distance between v and u, denoted by d(u,v), is defined as the number of
places where they differ. The hamming distance is a metric function that satisfies the

triangle inequality. Let r,u and v be three n-tuples, then

d(r,u) + d(u,v) > d(r,v).

It can also be shown that for any two binary n-tuples v and v

d(u,v) = w(u+v).

Given a block code C, one can compute the Hamming weight of all non-zero code

words. The minimum distance dp;, is defined as follows:

dmin = min{w(u) : u € C,u # 0}.

A block code with minimum distance dy,;, guarantees correction of all the error patterns
of t = [(dmin — 1)/2] or fewer errors. Next, we introduce the standard array and
syndrome decoding.

Let C be an (n, k) linear code. Any decoding scheme used by the receiver is a rule
to partition the 2" possible received vectors into 2F disjoint subsets Dy, D, - , Dy
such that the code vector ¢; is contained in the subset D; for 1 < i < 2%. Thus each
subset D; is one-to-one correspondence of a code vector ¢;. If the received vector y is
found in the subset D;, y is decoded to be ¢;. Correct decoding is made if and only
if the received vector y is in the subset D; that corresponds to the actual code vector

transmitted. The table formed in this way is called a standard array of the given linear
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code C (see Table B.1).

Table B.1: Standard array for (n, k) linear code

cp =0 Co e Cok
e eg + Ca ey + Cok
€on—-k €on—k + Co e €on—k -+ CQk:

All the 2% n-tuples of a coset (a row in the standard array) have the same syndrome.
Using this one-to-one correspondence relationship, we can form a decoding table, which
is much simpler to use than a standard array. The table consists of 2% correctable
error patterns and their corresponding syndromes. The decoding of a received vector

y is performed in three steps:

1. Compute the syndrome of y (s = yHT).

2. Locate the correctable error pattern e; whose syndrome is equal to s. Then e; is

assumed to be the error pattern caused by the channel.

3. Decode the received vector y into the code vector ¢ =y — e;.

Table B.2: Decoding table for (7,4) linear code

Syndrome Error patterns
(1,0,0) (1,0,0,0,0,0,0)
(0,1,0)  (0,1,0,0,0,0,0)
(0,0,1)  (0,0,1,0,0,0,0)
(1,1,0)  (0,0,0,1,0,0,0)
(0,1,1)  (0,0,0,0,1,0,0)
(1,1,1)  (0,0,0,0,0,1,0)
(1,0,1)  (0,0,0,0,0,0,1)

Table B.2 shows the correctable error patterns and their corresponding syndromes for

Example B.0.1. The decoding scheme described above is called syndrome decoding or
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table-lookup decoding. In principle, table-lookup decoding can be applied to any (n, k)
linear code. It results in minimal decoding delay and minimal error probability. How-
ever, for large codes, the implementation of this decoding scheme becomes impractical.
Several decoding scheme which are variations of table-lookup decoding exist that are

beyond the scope of this thesis.
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