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Abstract

Cybersecurity is rapidly evolving, necessitating inventive solutions for emerging chal-
lenges. Deep Learning (DL), having demonstrated remarkable capabilities across various
domains, has found a significant role within Cybersecurity. This thesis focuses on benev-
olent and malevolent adversaries. For the benevolent adversaries, we analyze specific ap-
plications of DL in Cybersecurity contributing to the enhancement of DL for downstream
tasks. Regarding the malevolent adversaries, we explore the question of how resistant to
(Cyber) attacks is DL and show vulnerabilities of specific DL-based systems.

We begin by focusing on the benevolent adversaries by studying the use of a generative
model called Generative Adversarial Network (GAN) to improve the abilities of DL. In
particular, we look at the use of Conditional Generative Adversarial Network (CGAN)
to generate synthetic data and address issues with imbalanced datasets in cybersecurity
applications. Imbalanced classes can be a significant issue in this field and can lead to
serious problems. We find that CGANs can effectively address this issue, especially in more
difficult scenarios. Then, we turn our attention to using CGAN with tabular cybersecurity
problems. However, visually assessing the results of a CGAN is not possible when we are
dealing with tabular cybersecurity data. To address this issue, we introduce AutoGAN, a
method that can train a GAN on both image-based and tabular data, reducing the need
for human inspection during GAN training. This opens up new opportunities for using
GANs with tabular datasets, including those in cybersecurity that are not image-based.
Our experiments show that AutoGAN can achieve comparable or even better results than
other methods.

Finally, we shift our focus to the malevolent adversaries by looking at the robustness of
DL models in the context of automatic face recognition. We know from previous research
that DL models can be tricked into making incorrect classifications by adding small, almost
unnoticeable changes to an image. These deceptive manipulations are known as adversarial
attacks. We aim to expose new vulnerabilities in DL-based Face Verification (FV) systems.
We introduce a novel attack method on FV systems, called the DodgePersonation Attack,
and a system for categorizing these attacks based on their specific targets. We also propose
a new algorithm that significantly improves upon a previous method for making such
attacks, increasing the success rate by more than 13%.
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Chapter 1

Introduction

Within cybersecurity, DL has risen as an instrumental solution to address the ever-evolving
cyber threats. While DL algorithms have demonstrated their effectiveness in detecting in-
tricate patterns from vast datasets, they also present unique vulnerabilities. This thesis
explores the domain of DL, emphasizing its applications, potentials, and challenges, pri-
marily within the realm of cybersecurity.

1.1 Deep Learning in Cybersecurity

Security holds importance in both physical and digital aspects of our lives. We imple-
ment different protective measures, such as knife sheaths, car seat belts, ship lifeboats,
and garden fences to ensure safety. Similarly, in the digital realm, security measures are
of significance. Passwords serve as a shield for personal information, antivirus software
defends against threats, firewalls prevent unauthorized access, and VPNs ensure secure
browsing. This field, focusing on digital security, is known as Cybersecurity.

Cybersecurity has unique characteristics and requires distinct approaches compared to
the physical world. For instance, the rise of credit cards has led to the emergence of credit
card fraudulent transactions, which pose new challenges in Cybersecurity. Detecting such
transactions has become a crucial task, and various methods have been proposed to address
it. ML, particularly DL, is increasingly being used to tackle issues related to fraudulent
transactions.

ML, a subset of Artificial Intelligence, empowers computer programs to extract rules
and patterns from provided data without direct human intervention, implicitly capturing
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the underlying patterns. Within ML, DL algorithms are designed to automatically learn
intricate patterns and features from large datasets. DL has witnessed outstanding growth
in recent years, demonstrating enhanced performance and efficiency and surpassing human-
level accuracy in several tasks [1, 41,51,79,151].

A basic deep neural network consists of layers of artificial neurons stacked on top of
each other. Once trained, each layer within the network offers a new representation of given
data. In essence, DL serves as a methodology for representation learning, introducing com-
plex concepts expressed in terms of simpler representations. In other words, each layer of a
deep neural network introduces a different representation of the given data. This approach
empowers computers to construct intricate concepts by leveraging simpler ones [36]. The
extracted representations obtained from DL models are highly valuable in various appli-
cations. For instance, in computer vision, these representations enable accurate image
classification; in natural language processing, they can be utilized for sentiment analysis;
in generative models like GANs, the generated representations resemble the distribution
of the original data [4]. These representations have opened up possibilities for numerous
downstream tasks, making DL an incredibly valuable asset. The recent advancements
in DL led to its integration into numerous digital tools we utilize today, such as laptops,
smartphones, game consoles, traffic cameras, border security cameras, self-driving cars, and
many other applications. DL has become an omnipresent technology in our surroundings.

This thesis examines the utilization of DL, primarily within a Cybersecurity context.
It is dedicated to unraveling different facets of DL. It begins by focusing on understanding
and improving DL techniques. Then, our investigation goes beyond the enhancement of
DL techniques. We attach equal importance to discovering and illustrating its vulnerabil-
ities. We aim to highlight the potential weak spots of DL when applied to Cybersecurity.
In essence, this thesis is a compilation that explores the advancements as well as the
shortcomings of DL, mainly as they relate to the field of Cybersecurity.

1.2 Overview of Thesis

In this thesis, we address the problem of imbalanced datasets in Cybersecurity applications
by utilizing GAN-based upsampling, specifically focusing on the suitability of CGAN as
an upsampling strategy. Our research showcases consistent improvements in performance
for minority classes, contributing to a better understanding of how CGAN can effectively
address class imbalance issues. Additionally, we introduce AutoGAN to efficiently train
GANs on both imagery and tabular data, minimizing human inspection during training
and achieving comparable or superior results in tabular Cybersecurity datasets. Lastly, we
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expose vulnerabilities in DL-based FV systems, presenting the DodgePersonation Attack
as a means to deceive FV systems.

DL can be considered a versatile tool for executing specific tasks, but its potential ex-
tends beyond that. In Chapter 3 of the thesis, we explore how DL can be used to enhance
itself. Through a series of comprehensive experiments, we investigate the upsampling capa-
bilities of a generative model called a GAN in a downstream classification task. Our main
emphasis lies in utilizing CGAN for data synthesis, specifically aiming to tackle the chal-
lenge of imbalanced datasets, particularly in the field of Cybersecurity applications. The
problem of imbalanced classes holds significant importance in this domain and can lead to
severe consequences [57]. The results of our study highlight the consistent improvement in
performance for minority classes through CGAN-based upsampling, particularly in chal-
lenging scenarios. Our research contributes to a better understanding of how CGAN can
effectively address class imbalance issues. This chapter exemplifies the utilization of DL to
effectively tackle Cybersecurity problems suffering from the class imbalance problem.

Chapter 3 demonstrates that, when working with tabular Cybersecurity datasets, the
visual assessment of the CGAN generator’s outputs is not possible. This challenge serves
as the foundation for Chapter 4, where the methodology called AutoGAN is introduced to
efficiently train a GAN on both imagery and tabular data, addressing this issue. In this
chapter, the focus is on minimizing human inspection during GAN training. AutoGAN
opens new possibilities for utilizing GANs in tabular datasets, including Cybersecurity
datasets that are not of an imagery nature. Extensive experiments involving various tabular
and imagery datasets demonstrate that AutoGAN achieves comparable or superior results
compared to other alternative methods.

In Chapter 5 we shift our focus to examining the security and robustness of DL models
in the context of face recognition. In an early work by Goodfellow et al. [39], it was demon-
strated that DL models can be easily fooled by adding imperceptible perturbations to an
image, leading to misclassifications. This pioneering research opened the door to adver-
sarial attacks, highlighting the vulnerability of DL models. Chapter 5 aims to expose new
vulnerabilities in DL-based facial recognition systems. DodgePersonation Attack, a com-
prehensive and versatile approach to understanding attacks on FV systems, is introduced,
alongside a taxonomy for categorizing adversarial attacks based on their specific targets.
A novel algorithm is proposed that surpasses the Master Face Attack of a previous study,
increasing the coverage by more than 13%.
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1.3 Publications

The work in Chapter 3 is based on the following two papers:

• Ehsan Nazari, Paula Branco, and Guy-Vincent Jourdan. Using cgan to deal with
class imbalance and small sample size in cybersecurity problems. In 2021 18th In-
ternational Conference on Privacy, Security and Trust (PST), pages 1–10. IEEE,
2021

• Ehsan Nazari and Paula Branco. On oversampling via generative adversarial net-
works under different data difficulty factors. In Proceedings of the Third International
Workshop on Learning with Imbalanced Domains: Theory and Applications, volume
154 of Proceedings of Machine Learning Research, pages 76–89. PMLR, 17 Sep 2021

The work in Chapter 4 is based on the following paper:

• Ehsan Nazari, Paula Branco, and Guy-Vincent Jourdan. Autogan: An automated
human-out-of-the-loop approach for training generative adversarial networks. Math-
ematics, 11(4), 2023
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Chapter 2

Background

In this chapter, we explore the concepts that form the basis of this thesis. Initially, we in-
vestigate the challenges related to the application of appropriate data for machine learning
models in classification tasks. There are instances where there might be a lack of relevant
data. In some cases, datasets may display imbalances. Furthermore, we present a tool,
GAN, which possesses the potential to enhance and optimize our datasets. These concepts
will lay the groundwork for Chapter 3 and Chapter 4. Finally, we shift our focus to FV
which serves as the foundation for the Chapter 5 of the thesis.

2.1 Data Difficult Factors

The foundation of ML relies on two crucial elements: ML algorithms and the data used
by these algorithms. An important question arises: which of these elements carries more
significance? According to a paper authored by Michele Banko et al. [5], it was observed
that various ML algorithms exhibited nearly identical performance when tackling a complex
problem of natural language disambiguation, provided they were given sufficient data. This
finding suggests that research communities may need to reassess how they allocate resources
between refining algorithmic techniques and enriching the data corpus, as supported by
Halevy et al. [47].

Datasets have their set of imperfections that can adversely affect the efficacy of ML
algorithms that deploy them. Numerous challenges arise when employing data for ML
models. For instance, there might be instances of missing data or features, as pointed out
by [33]. Another concern is noisy data, which can manifest as mislabeling, termed class
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noise, or as attribute noise when there are corruptions in data attributes, as noted by [131].
Additionally, rare data instances can result in small disjuncts, which are subsets of data
more prone to mistakes than their larger counterparts in learning systems, as described
by [56]. Below, we will outline four additional factors related to data difficulty that are
examined in Chapter 3 and Chapter 4.

Small Sample Size Problem. The volume of data is crucial for ML models. Halevy
et al. [47] emphasize the significance of this. Fast forward, the recent developments in the
Computer Science domain, notably the emergence of Transformers [137] that paved the
way for cutting-edge models like BERT [63] and GPT [104], would not have been possible
without substantial data. Conversely, when dealing with a limited sample size, ML models
face significant challenges [143].

To tackle the challenge of limited data, several strategies have been recommended. One
notable method is transfer learning, where a model previously trained on one dataset is
further trained on another. This leverages existing patterns from the original dataset, often
proving more effective than starting with a completely untrained model [148]. Additionally,
data augmentation improves a model’s generalization capacity when faced with a sparse
dataset. For image-related data, this can include methods such as cropping, rotating,
scaling, adversarial training, and even generating synthetic data using GANs [123].

Class Overlap Problem. In the realm of data space, instances from varying classes
can often occupy a shared area, reflecting similarities in their features. This overlap, known
as class overlap, is where unclear boundaries or similar attributes emerge between classes,
adding complexity to classification tasks [42,126]. Such a phenomenon becomes even more
challenging when class imbalances are present, as noted in [113,138].

To address the problem of class overlap, methods such as feature engineering and fea-
ture selection can be employed. These techniques aid in diminishing irrelevant or redun-
dant features, which could potentially introduce noise and exacerbate the overlap between
classes. A notable example of a feature extraction method is Principal Component Analysis
(PCA) [120].

Low Data Dimensionality Problem. When we possess more features for a specific
phenomenon within a dataset, we are likely to cover a broader range of its aspects. This
enhances an ML model’s ability to discern patterns. Conversely, with fewer features for each
sample, ML models may struggle to comprehensively understand the data for subsequent
tasks, such as classification.A clear solution would be to gather more insights from various
facets of the concept to address this issue.

Class Imbalance Problem. Class imbalance describes a situation in which a dataset,
containing a minimum of two classes of data, displays an imbalance [56]. Specifically, one
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class has a significantly greater number of samples compared to the other. This imbal-
ance causes the minority class to be under-represented, making it a challenge for a ML
model to extract features effectively and accomplish optimal performance [42, 66, 126]. In
the subsequent paragraphs, a set of solutions for this issue is presented. The imbalance
between classes poses a challenge in various practical applications. To address this is-
sue, pre-processing methods have emerged as a prevalent approach, aiming to alter the
distribution of the training set in order to prioritize the important instances. One com-
mon pre-processing solution involves generating synthetic instances of the minority class,
thereby balancing the training set and enhancing the performance specifically for the under-
represented class.

Addressing this challenge requires the usage of specific techniques at different stages
of the ML pipeline, categorized as pre-processing, special-purpose, and post-processing
methods [12]. Pre-processing methods, which operate before the model training phase,
include strategies such as data balancing, which tackles class imbalance by undersam-
pling the majority class and oversampling the minority class. Special purpose methods,
which directly influence the training process, include strategies like cost-sensitive learning.
Post-processing methods, which are applied after the model training phase, encompass
techniques like threshold moving.

Various data pre-processing techniques have been explored to address the class im-
balance, which involve either augmenting the minority class or reducing instances of the
majority class. One popular approach is the generation of synthetic examples to create
new instances for the minority class. Strategies like SMOTE [18], Borderline-SMOTE [48],
and ADASYN [49] have been widely utilized to tackle the imbalance problem. These meth-
ods utilize existing instances from the minority class, applying interpolation techniques to
generate new instances and potentially introducing a specific bias during the generation
process based on the chosen approach. Additionally, in recent times, the use of GANs has
emerged as a viable approach for oversampling, which we will explore further next.

In numerous real-world scenarios, including cybersecurity, several challenges arise si-
multaneously [42, 143]. It’s crucial that the solutions devised can tackle these overlapping
challenges at once to ensure their effectiveness. In Chapter 3, we delve into a specific
pre-processing technique called oversampling of the minority class using GANs. Our mo-
tivation stemmed from the observed gap in literature; there hasn’t been a comprehensive
study on the use of GANs for oversampling in various complex data situations. We discuss
this in-depth in Chapter 3.

In the next section, we delve into the details of a GAN.
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2.2 Generative Adversarial Networks

Since their introduction in 2014, GANs have made a significant impact on various ML
tasks across multiple domains. Notably, GANs have demonstrated their effectiveness in
image generation, as evidenced by numerous research papers [13, 59–62]. They have also
proven valuable in image-to-image translation tasks [28, 55, 156], as well as image super-
resolution [71]. In Chapter 3, we utilize GANs as a tool for oversampling, while in Chap-
ter 4, we introduce a novel methodology for training GANs.

A basic GAN consists of two differentiable functions, namely the generator and the
discriminator. The generator takes a sample from a multivariate distribution as input and
maps it to a sample from another distribution. On the other hand, the discriminator’s
role is to distinguish the synthetic samples generated by the generator from real samples
from the dataset. During each iteration of the learning process, the generator aims to
deceive the discriminator by producing outputs that are accepted as real data, while the
discriminator strives to accurately distinguish between real and fake samples. As they are
trained together, the generator and discriminator engage in an adversarial competition,
which can be explained using the game theory language. If the training process is deemed
successful, we assert that the generator has effectively acquired knowledge of the dataset’s
distribution. As a result, it becomes capable of generating samples drawn from the learned
distribution.

In order to learn the underlying distribution pg of data x, we establish a prior on input
noise variables pz(z). This allows us to map the noise space to the data space using a
differentiable function G(z; θg), where G is implemented as a DL model with parameters
θg. Additionally, we define a second DL model D(x; θd) that generates a scalar value. The
output D(x) represents the probability that x is a real data sample rather than generated
by pg [37].

The training process involves maximizing D to correctly classify both real training
examples and samples generated by G. Simultaneously, G is trained to minimize the
expression log(1−D(G(z))). Essentially, D and G engage in a two-player minimax game
with the value function V (G,D) [37]. The minimax objective function of a GAN is shown
in Equation 2.1.

min
G

max
D

Ex∼pdata(x)[logD(x)] + Ez ∼ pz(z)[1− logD(G(z))] (2.1)

When trained on image datasets, the generator gradually improves its performance
over many iterations until it can generate synthetic samples that closely resemble the
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actual images. In other words, the generator learns to generate samples that follow the
distribution of the dataset.

The basic form of a GAN, known as a vanilla GAN, operates as an unsupervised model,
meaning it does not require class labels for the training examples. CGAN, introduced
by [85], is a variant of GAN that require class labels during the training process. Unlike a
vanilla GAN, where the generator learns the underlying distribution of the training dataset
without class labels, a CGAN incorporates labels as additional input to the generator.
This allows the generator in a CGAN to learn the distribution in a supervised manner,
utilizing both the features and labels of the training examples. Figure 2.1 illustrates the
architectures of both a GAN and a CGAN. In a GAN, the generator solely takes random
noise as input, typically sampled from a multivariate normal distribution, resulting in no
control over the generated examples’ class. Conversely, in a CGAN, the generator receives
both random noise and a label class as input, enabling it to generate samples specific to
the given class. Consequently, the discriminator in a CGAN is exposed to examples with
or without class labels. Equation 2.2 shows the objective function of a CGAN:

min
G

max
D

Ex∼pdata(x)[logD(x|y)] + Ez∼pz(z)[1− logD(G(z|y))] (2.2)

Figure 2.1: A snapshot of the training process of a GAN (left) and of a CGAN (right).

As mentioned earlier, Chapter 3 explores how well GANs tackle class imbalance in
data difficulty factors. Furthermore, our training a CGAN on tabular datasets presented a
challenge as they don’t permit visual quality assessment during CGAN training. Chapter 4
proposes a solution for both dataset types.
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2.3 Face Verification

Several strategies deceive FV systems: Dodging Attack alters face images unnoticeable
to humans but confuses the system [16, 65]. Impersonation Attack tweaks one’s image
to mimic another for the system [101]. Our study unveils more FV vulnerabilities and
introduces a superior attack framework. In Chapter 5 of this thesis, we delve into FV
systems and propose a challenging strategy. This section further explores the concept of
Biometric Verification in depth.

Biometric Verification involves the comparison of a user’s biometric input, such as
a fingerprint, with the biometric data of the user under scrutiny to determine if they
match, indicating the same identity [107]. In the context of FV, directly comparing pixel-
level details between two face images is impractical due to significant variations caused by
factors like lighting conditions, different angles, and the presence or absence of glasses. This
leads to the exploration of creating a robust representation of facial images that remains
invariant to such changes, enabling effective face verification.

Deep neural networks have proven to be powerful tools for representation learning. One
approach to conduct FV is training a deep neural network to classify different face images
of various individuals. The intermediate layer of the deep neural network before the final
classification layer serves as a meaningful representation of faces for the verification task.
DeepFace [132], an early attempt at FV, follows this methodology. The process involves
obtaining an alternative representation of face images by leveraging a pre-trained classifier
on face images. Subsequently, these representations are compared using a distance metric
such as Euclidean Distance. The deep neural network effectively maps each face image
into a space that we call the embedding space, which serves as a superior representation
for FV compared to the original image space. In this embedding space, when two points
are close to each other (e.g. in terms of Euclidean distance), it indicates a high likelihood
that the corresponding face images belong to the same identity.

Let us delve further into the embedding space of a deep neural network and examine
the factors that contribute to its features and structure. In addition to the available
dataset, the architecture of the deep neural network and the employed loss function during
training play pivotal roles in shaping the embedding space. The development of deep neural
networks has brought forth numerous novel ideas and architectures aimed at enhancing
network performance. Notably, the introduction of Convolutional Neural Networks by
Yann LeCun has had a profound impact on image-related tasks [69]. To address the
issue of overfitting and facilitate effective training, the invention of dropout layers has
significantly contributed [53]. The problem of vanishing or exploding gradients previously
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hindered the training of very deep neural networks. InceptionNet, introduced by Szegedy
et al., tackled this problem by implementing multiple loss functions within the network
at different depths [130]. It also introduced Inception modules, a meticulously arranged
set of CNNs that enhanced performance. The invention of Residual connections by He
et al. effectively dealt with the vanishing or exploding gradients, enabling the training
of even deeper neural networks and resulting in improved data representations for ML
tasks [50]. In Chapter 5, our work utilizes a variation of FaceNet, which incorporates a
mixture of Inception blocks from InceptionNet and Residual connections in its architecture,
as described in [129] and implemented in https://github.com/davidsandberg/facenet/
blob/master/src/models/inception_resnet_v1.py.

The choice of the loss function is a significant factor in shaping the embedding space.
In the context of FV, a highly active research area focuses on proposing new and improved
loss functions to enhance the representation of face images within the embedding space.
Numerous research papers have made contributions in this area, introducing different loss
functions to boost performance [22,23,75,116,124,127,128,139,141]. FaceNet, for instance,
departs from the traditional softmax loss used for classification and introduces the Triplet
Loss, which penalizes the network based on triplets of face images. The Triplet Loss aims
to minimize the distance between an anchor and a positive sample of the same identity
while maximizing the distance between the anchor and a negative sample of a different
identity.
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Chapter 3

Enhancing Predictive Modeling: Impact
of Data Difficulty Factors on
GAN-based Oversampling

In this chapter, we investigate the use of GANs to address different data challenges and
examine their efficacy in improving classifiers under these challenging conditions. The work
in this chapter is based on the following two papers:

• Ehsan Nazari, Paula Branco, and Guy-Vincent Jourdan. Using cgan to deal with
class imbalance and small sample size in cybersecurity problems. In 2021 18th In-
ternational Conference on Privacy, Security and Trust (PST), pages 1–10. IEEE,
2021

• Ehsan Nazari and Paula Branco. On oversampling via generative adversarial net-
works under different data difficulty factors. In Proceedings of the Third International
Workshop on Learning with Imbalanced Domains: Theory and Applications, volume
154 of Proceedings of Machine Learning Research, pages 76–89. PMLR, 17 Sep 2021.

3.1 Introduction

The performance of ML models is hindered by the class imbalance problem [18], which
arises when the learning algorithm struggles to focus on the minority class due to the
high frequency of the majority class. To address this problem, one of the viable solutions
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is the implementation of pre-processing methods. Pre-processing methods act before the
learning procedure by altering the distribution of training data. Examples of pre-processing
methods include oversampling, undersampling, and a combination of both, which enable
the learning algorithm to better handle minority class cases. In this study, we are mainly
looking at pre-processing methods. This is because new ways have been developed to
create synthetic data, and we think it is important to understand how these pre-processing
methods work with these new data creation techniques.

In the domain of Cybersecurity applications, the class imbalance problem holds par-
ticular relevance and can have serious consequences [57]. For example, in tasks involving
the detection of attacks or intrusion, the majority of the data represents normal behavior,
while abnormal cases make up only a small percentage. The timely detection of these
abnormal cases is crucial, but their low representation in the available dataset can hamper
the performance of the learning algorithm.

In addition to the class imbalance problem, various other data characteristics have
been shown to significantly affect the performance of learners in real-world scenarios [11,
14, 77]. Factors such as class overlap and small sample size pose challenges and often
coexist with the imbalance problem. The recognition of the minority class is particularly
compromised when these factors are present in imbalanced datasets [89]. However, the
impact of these data difficulty factors on the application of oversampling using GAN has
not been investigated thoroughly.

The primary objective of this chapter is to investigate how various data difficulty factors
found in imbalanced datasets affect the performance of GAN-based oversampling strategies.
The motivation behind centering our attention on GANs lies in their growing significance in
diverse research fields, coupled with their inherent capacity to generate synthetic samples,
making them a compelling choice for addressing data imbalance challenges. This chapter
aims to provide a structured framework to discern the strengths and vulnerabilities of
GAN-based oversampling approach. While our experiments focuses on the capabilities of
CGAN for data augmentation, the framework presented can be generalized and applied to
other oversampling techniques as well.

Our analysis will delve into the effects of multiple data difficulty factors on two dataset
categories: imagery and Cybersecurity. Specifically, for imagery datasets, the focus is on
understanding the influence of factors such as imbalance ratio, sample size, data dimen-
sionality, and class overlap when utilizing a CGAN architecture for data augmentation.
The experiments conducted employ a well-known image dataset (MNIST) [70] to generate
multiple versions with varying levels of the aforementioned data difficulty factors, allowing
for controlled observation of their effects. For Cybersecurity data tests, the emphasis lies
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in comprehending the impact of the imbalance ratio and sample size on performance.

This chapter provides three primary contributions:

• provides a comprehensive experimental investigation into the impact of each data
difficulty factor and their combined effects on CGAN performance for MNIST dataset;

• provides an extensive analysis of the use of CGAN as an oversampling method for
Cybersecurity datasets;

• establishes guidelines on the effectiveness of this oversampling method.

This chapter is structured as follows: Section 3.2 reviews related studies. Section 3.3
details our approach to tackle class imbalance in binary classification using CGANs. Sec-
tion 3.4 covers the experimental procedures, datasets, and settings. The results are then
presented in Section 3.5, beginning with image dataset findings and followed by results
from Cybersecurity tabular datasets. The chapter concludes in Section 3.6, and possible
future research directions are proposed in Section 3.7.

3.2 Related Work

In this section, we will introduce CGAN. Then, we will discuss the various applications of
CGAN in the domain of Cybersecurity and review related works that focus on addressing
the challenge of class imbalance.

3.2.1 Applications of GANs in Class Imbalance Tasks

A plethora of GAN-based solutions have been successfully employed in various computer vi-
sion tasks, such as image translation, super-resolution, synthesis, and video generation [96].
GANs have also been utilized for classification in imbalanced image datasets, with ap-
proaches categorized into classification, object detection, and segmentation tasks [111].
Comprehensive surveys by [96,111] provide detailed insights into these developments.

In contrast, the application of GAN in imbalanced non-imagery datasets has received
less attention. In one study [30], a vanilla GAN was trained solely on the minority class
and applied to address credit card fraud detection. Another study [29] explored a variant
of CGAN to oversample the minority class in tabular data with categorical variables.
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Furthermore, in the domain of Natural Language Processing, SeqGAN was introduced
in [149], a framework for sequence generation that incorporates reinforcement learning into
the generator.

3.2.2 Applications of GANs in Cybersecurity Domain

GAN has found numerous applications in the field of Cybersecurity. One notable applica-
tion involves the generation of attacks targeting neural networks. Additionally, GAN has
been utilized for mitigating adversarial attacks, improving the accuracy of malware and
fraud detection systems, and addressing concerns related to data privacy.

Adversarial attacks are techniques designed to deceive discriminative neural network
models by causing them to misclassify input data. The primary objective is to modify
the original image in a manner that appears nearly identical to the human eye while
inducing the classifier to predict an incorrect class. This is achieved by introducing small
perturbations to the input image. It is widely recognized that neural network classifiers are
vulnerable to adversarial attacks [103]. Several GAN architectures have been employed to
generate such image perturbations, as demonstrated in studies such as [7,125,142,144,152].

The concept of adversarial attacks in images has also been applied to malware datasets.
In a specific example, a GAN-based approach was introduced in [117] that can successfully
deceive malware detectors with up to 99% of the generated adversarial examples.

In the context of using GAN as defense mechanisms against adversarial attacks, various
GAN architectures have been introduced to protect classifiers from being vulnerable to such
attacks (e.g., [72,74,119]). An example is presented in [110], where a specific type of GAN
known as defenseGAN serves as a filter. It takes the attacked image as input and produces
a distilled image, effectively resisting the adversarial attack.

GAN has found applications in improving the performance of malware and fraud de-
tectors as well. For instance, in [58], a GAN is employed to classify and detect malware,
while in [153], a GAN is utilized to enhance the capabilities of a fraud detector.

In order to tackle privacy concerns associated with the transfer of sensitive data, various
approaches (e.g., [15, 19, 64, 73, 98, 135, 146]) have utilized GAN. These solutions involve
training GAN to learn the underlying distribution of the sensitive data, allowing them to
generate entirely new synthetic datasets. By utilizing these synthetic datasets, it becomes
possible to work with the data without being subject to the constraints imposed on the
original dataset.
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The potential of utilizing GAN to address class imbalance remains largely unexplored
and not thoroughly understood, as highlighted in a survey [112]. Additionally, the coex-
istence of other data difficulty factors, which commonly occur in real-world imbalanced
problems, has yet to be investigated.

Our objective is to evaluate the performance of a CGAN under different conditions
that can impede its effectiveness in binary imbalanced learning tasks. Specifically, we will
examine the impact of the following factors on imagery datasets: (1) varying numbers of
features per sample, (2) different levels of class overlap, (3) different imbalance ratios, and
(4) different sample sizes. Furthermore, we aim to extend our experiments to Cybersecurity
datasets, as we have observed a lack of research on the application of GANs to address the
intersection of class imbalance and small sample issues in the Cybersecurity domain.

3.3 CGAN-based Data Generation for Imbalanced Datasets

To evaluate the oversampling framework we use a 5-fold cross-validation process. Two
settings are used for evaluation: the baseline setting, shown in Figure 3.1 and the CGAN-
based augmentative setting, shown in Figure 3.2. We evaluate and test the CGAN-based
augmentative framework on both imagery datasets and various Cybersecurity datasets that
are in a non-imagery (tabular) format. Additionally, we generate different versions of these
datasets with different characteristics that we aim to analyze.

One challenge in our setting is that in tabular non-imagery datasets, it is not possible
to visually assess the results obtained from the outputs of the CGAN generator.1

The baseline setting, depicted in Figure 3.1, involves a 5-fold cross-validation approach
where a model is trained and tested using the original imbalanced dataset.

The second setting, referred to as the CGAN-based augmentative oversampling strategy
and illustrated in Figure 3.2, introduces two additional steps to the baseline approach. In
these steps (II and III, with green background), a CGAN architecture is trained using
the original imbalanced training set, incorporating both minority and majority class cases.
Following this training process, the trained generator is utilized to generate synthetic data
for the minority class. This synthetic data is then merged with the original training set,
resulting in a modified balanced training set.

1This challenge serves as the basis for the subsequent chapter of the thesis. In Chapter 4, we will present
a method that effectively addresses the raised issue by providing an efficient and convenient approach to
training a GAN on both imagery and tabular data.

16



Figure 3.1: The baseline configuration used to evaluate the performance of a classifier on
an imbalanced dataset.

Figure 3.2: The experimental setup for evaluating the performance of a classifier utilizing
the CGAN-based oversampling method.
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Performance assessment metrics, specifically the F1-score in the context of imbalanced
datasets, are computed at the conclusion of each setting. For a more comprehensive un-
derstanding of the baseline framework and the CGAN-based oversampling architecture,
refer to Figure 3.1 which illustrates the scenario where the classifier is presented with the
original imbalanced training data, and Figure 3.2 which depicts the situation where the
classifier receives a balanced training dataset achieved by augmenting the underrepresented
class using a CGAN.

3.4 Experimental Evaluation

This section provides the details of the imagery and tabular datasets used and the experi-
mental settings of our empirical evaluation.

3.4.1 Imagery Datasets

For the initial phase of our experiments, we opted to use the MNIST dataset [70]. This
dataset comprises gray-scale images of hand-written digits, each measuring 28 pixels by
28 pixels. Our objective is to create multiple datasets with varying levels of the following
attributes: (i) sample size; (ii) class overlap; (iii) imbalance ratio; and (iv) number of
features. This approach enables us to manipulate specific challenging factors in the data
for our study. Now, we will outline the procedure we employed to generate the data and
ensure the presence of these characteristics in each dataset.

The initial training set of the MNIST dataset includes a total of 5842 occurrences
of the digit ‘four’. To form all the generated datasets, we chose the instances of the
digit ‘four’ from MNIST as the primary majority class cases. The sample size of each
dataset was determined based on the majority class. To maintain the original order of
the 5842 instances of the digit ‘four’, we specifically selected the first 1000, 400, 200, and
100 instances from this class. These sets will serve as the majority class cases for four
foundational datasets, each varying in terms of sample size. Later on, we will combine
these datasets with the minority class examples using different combinations of attributes,
which will be explained in detail below.

To regulate the extent of class overlap, we implemented a transformation on the initial
majority class images to generate the minority class. To achieve varying levels of class
overlap, we introduced three degrees of rotation to the original ‘four’ digits. Consequently,
our minority class instances were derived by rotating the original majority class image
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by 30 degrees, 45 degrees, or 90 degrees. Essentially, the task for the classifier is to
distinguish between the upright ‘four’ digits and ‘four’ digits after they have been rotated.
The underlying assumption is that when the minority class images are produced through
slight rotations of the majority class images, it becomes more challenging for a classifier to
differentiate between them. For instance, employing the original images and their rotations
of 30 degrees yields a higher degree of class overlap compared to using rotations of 90
degrees. Therefore, discriminating between a regular ‘four’ and a 90-degree rotated image
is comparatively easier, while distinguishing the original image from a 45-degree rotated
image is more difficult. Among the three, the binary classification task involving a normal
‘four’ and a 30-degree rotated image poses the greatest difficulty. Overall, this method offers
a controlled way to introduce class overlap and varying degrees of recognition difficulty,
without the added complexity of different digit shapes. It provides a clear, focused challenge
for the classifier, enabling a straightforward evaluation of its performance on different
variations of class overlap.

The rotation of the images was executed using the default settings of the PIL library
in Python. Examples of the minority class instances generated through different rotations
can be observed in Figure 3.3. In this figure, the left column displays a single majority
class instance represented with varying numbers of features. The process of obtaining the
majority class instances will be elaborated below. The other three columns exhibit the
corresponding generated minority class instances for the defined rotations.

Additionally, we generated datasets with varying degrees of class imbalance. For this
set of experiments, we adopted the definition of imbalance ratio (IR) as the quotient of
the number of minority class images divided by the number of majority class images. We
applied three imbalance ratios (0.4, 0.2, 0.1) specifically to the minority class. To achieve
this, we calculated the total number of majority class instances and multiplied it by the
selected imbalance ratio, resulting in the total number of minority class instances to be
included in the dataset. This manipulation of data difficulty was implemented to investigate
the relationship between the imbalance ratio and the CGAN’s capacity to oversample the
minority class.

Lastly, we generated datasets with varying numbers of features by resizing the original
28×28 images to smaller dimensions. Consequently, for each dataset, we produced resized
versions of the images with dimensions of 14 × 14, 8 × 8, and 4 × 4 pixels. The resizing
process was accomplished using the open-cv library in Python, employing the INTER
AREA interpolation algorithm. The primary objective behind reducing the size of the
original images was to obtain class representations with a reduced number of features. As
a result, the described procedure allowed us to generate datasets with 784, 196, 64, and 16
features. By examining this data difficulty aspect, we aim to gain insights into the impact
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Figure 3.3: Demonstration of the creation of diverse image sizes and rotations applied to
an initial MNIST dataset image located in the top left corner.

of feature count on the effectiveness of the CGAN in addressing the imbalance issue. We
hypothesize that a significant reduction in the number of available features for the CGAN
could present a major challenge. Examples of the minority class instances generated at
different sizes can be observed in Figure 3.3.

The settings employed to generate each of the data difficulty characteristics are sum-
marized in Table 3.1. In total, we created 144 different datasets by considering all pos-
sible combinations of configurations for each characteristic (4 for sample size, 3 for class
overlap, 3 for imbalance ratio, and 4 for the number of features). To ensure the repro-
ducibility of our research, all the generated datasets can be accessed freely at https:
//github.com/enazari/GAN-upsampling-LIDTA21.

3.4.2 Tabular Cybersecurity Datasets

Non-imagery Cybersecurity datasets were also used in our experiments. These datasets are
derived from four publicly accessible datasets: two binary and two multi-class datasets.
Since our objective is to evaluate an oversampling framework for binary classification prob-
lems, we converted the multi-class datasets into binary tasks by selecting two classes from
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Table 3.1: An overview of the values and concise explanations for the various data difficulty
factors utilized in imagery datasets.

Data Difficulty Factor values used explanation

Sample Size {1000; 400; 200; 100} Set by fixing the majority
class cases used in each dataset

Class Overlap {30◦; 45◦; 90◦} Rotation applied to generate the
minority class cases

IR {0.4; 0.2; 0.1} Imbalance ratio obtained by adding
or removing minority class cases

Nr. of Features {28× 28; 14× 14; 8× 8; 4× 4} Image resize for all cases

each dataset. As a result, we obtained a total of seven binary classification problems.
Figure 3.4 illustrates a tree-like diagram representing these datasets.

Figure 3.4: Visualization depicting the base Cybersecurity datasets utilized to generate
114 derived datasets.

To effectively examine the impact of varying class imbalance and small sample sizes,
we implemented additional modifications to ensure control over these characteristics from
the outset. Each dataset generated in our repository is defined based on two key features:
(i) the count of the majority class, representing the total number of instances belonging to
the majority class (this count depends on the available majority class examples in the base
dataset); and (ii) the imbalance ratio, defined as the ratio between the number of minority
class instances and the number of majority class instances. Through a process outlined
below, we derived a total of 114 different datasets for our experimental analysis.

Our primary approach for generating datasets with specific characteristics follows these
steps. Firstly, we randomly choose the desired number of majority class instances from the
available data. Subsequently, we randomly select the corresponding number of minority
class instances to be included in the dataset, ensuring that the desired imbalance ratio is
achieved. This process grants us complete control over both characteristics. It is important
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to note that the number of majority class instances may differ across base datasets, as it
is constrained by the initial availability of majority class examples in each dataset.

The “cira” base dataset [86] employs a two-layered approach to capture benign and
malicious DNS-over-HTTPS (DoH) traffic, as well as non-DoH traffic. For our experiments,
we exclusively utilize the benign DoH traffic and non-DoH classes from this dataset. To
explore the effects of varying class imbalance and sample size, we derive a total of 24
datasets from this base dataset. These datasets are created by considering eight different
majority class counts (specifically, 100, 200, 500, 1000, 2000, 4000, 8000, and 16000) and
employing three levels of imbalance ratio (0.1, 0.2, and 0.4).

The base dataset referenced as “tor” [46] consists of time-based features representing
TOR traffic and non-TOR traffic in a binary classification setting. From this base dataset,
we derive a total of 21 datasets. These derived datasets are generated by considering three
levels of imbalance ratio (0.1, 0.2, and 0.4) and incorporating seven different majority class
counts (specifically, 100, 200, 500, 1000, 2000, 4000, and 8000).

We also incorporate the Android malware dataset [82] in our research, which encom-
passes five target classes: Adware, Banking, SMS malware, Riskware, and Benign. This
dataset consists of various features extracted from 11,598 APK files. The first set of features
includes frequencies of system calls, binders, and composite behaviors, while the second
set focuses solely on frequencies of system calls [82]. For our experiments, we utilize these
two sets of features, which correspond to two distinct base datasets. In this study, we refer
to the dataset with 470 features as “cic-syscallsbinders”, and the dataset with 139 features
as “cic-syscalls”.

In order to convert these datasets into binary classification problems, additional pro-
cessing was required. For the “cic-syscallsbinders” dataset, we selected the benign class and
the adware class to create a base dataset named “cic-syscallsbinders-adware”. From this
base dataset, we generated a total of 12 datasets by incorporating three different levels of
imbalance ratio (0.1, 0.2, and 0.4) and considering five different majority class counts of
100, 200, 500, and 1000.

Similarly, we utilized the benign class and the SMS adware class from the “cic-syscallsbinders”
dataset to construct the base dataset “cic-syscallsbinders-smsadware”. From this base
dataset, we derived 12 datasets using the same three levels of imbalance ratio (0.1, 0.2,
and 0.4) and the same five different majority class counts of 100, 200, 500, and 1000.

Moreover, we selected the benign class and the adware class from the “cic-syscalls”
dataset to form the base dataset called “cic-syscalls-adware”. From this base dataset, we
generated a total of 12 datasets by incorporating three levels of imbalance ratio (0.1, 0.2,
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and 0.4) and considering five different majority class counts of 100, 200, 500, 1000, and
1500.

The paper [83] introduces a dataset containing benign and malicious URLs. This
dataset encompasses various target classes, including Benign URLs, Spam URLs, Phishing
URLs, Malware URLs, and Defacement URLs. For convenience, we refer to this dataset
as “iscx”. To transform the multi-class problem into binary classification tasks, we selected
the benign class and a malicious class. This led to the creation of the base dataset “iscx-
spam”, which consists of examples from the benign and Spam URLs classes. From this
base dataset, we generated a total of 15 datasets by three levels of imbalance ratio (0.1,
0.2, and 0.4) and considered five different majority class counts of 100, 200, 500, 1000, and
2500.

Similarly, the “iscx-defacement” dataset was obtained from the same “iscx” dataset by
selecting the benign class and the Defacement URLs class. We derived 15 datasets from this
base dataset by applying three levels of imbalance ratio (0.1, 0.2, and 0.4) and considering
five different majority class counts of 100, 200, 500, 1000, and 2500.

Table 3.2 presents the varied characteristics applied to each base dataset, along with
the corresponding number of generated datasets included in our repository. In total, we ob-
tained and utilized 114 datasets with carefully controlled imbalance ratios and the number
of majority class examples.

Table 3.2: Characteristics of the generated cybersecurity datasets and the architecture of
the classifiers used, detailing base dataset (Base DS), imbalance ratio (IR), and number of
generated datasets ( Gen. DS).

Base DS IR Majority Class Count # Gen. DS Classifier Architecture

cira 0.1, 0.2, 0.4 100, 200, 500, 1000
2000, 4000, 8000, 16000 24 one hidden layer of 10 perceptrons

tor 0.1, 0.2, 0.4 100, 200, 500, 1000
2000, 4000, 8000 21 one hidden layer of 10 perceptrons

cic-syscallsbinders-adware 0.1, 0.2, 0.4 100, 200, 500, 1000 12 two hidden layers of 20 perceptrons

cic-syscallsbinders-smsadware 0.1, 0.2, 0.4 100, 200, 500, 1000 12 two hidden layers of 20 perceptrons

cic-syscalls-adware 0.1, 0.2, 0.4 100, 200, 500, 1000
1500 15 two hidden layers of 100 perceptrons

iscx-spam 0.1, 0.2, 0.4 100, 200, 500, 1000
2500 15 one hidden layer of 10 perceptrons

iscx-defacement 0.1, 0.2, 0.4 100, 200, 500, 1000
2500 15 two hidden layers of 100 perceptrons
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3.4.3 Experimental Setting

Our objective is to evaluate the influence of the CGAN-based oversampling approach in
both imagery and tabular Cybersecurity classification problems. We seek to examine the
impact on performance across different scenarios characterized by varying data properties.

After generating the repository of derived datasets, consisting of 144 imagery datasets
and 114 tabular Cybersecurity datasets, we proceeded with two tests: one utilizing the
original training set and the other employing the CGAN-based oversampling technique to
balance the training set prior to applying the learning algorithm. These two settings are
presented in Figure 3.1 and Figure 3.2, respectively. Our focus was on evaluating the impact
on the performance of both the minority and majority classes when training a classifier on
imbalanced and balanced datasets using the CGAN oversampling method. Furthermore,
we aimed to identify the specific situations in which the CGAN-based augmentative over-
sampling demonstrated greater efficiency. This involved evaluating the performance across
different factors, including the imbalance ratios, sample sizes, class overlap, and number of
features for imagery datasets, as well as the imbalance ratios and sample sizes for Cyber-
security datasets. In total, we conducted 288 tests on the 144 imagery datasets and 228
tests on the 114 Cybersecurity datasets.

We employed a 5-fold non-stratified cross-validation procedure to assess the F1-score
(refer to Equation 3.1) of the majority and minority classes of the classifier in both the
original training set and the balanced training set. When calculating the F1-score for
the minority (majority) class, we considered the minority (majority) class as the positive
class, i.e., the class of interest. This means that true positive (TP) cases are correctly
predicted minority (majority) class cases, false positive (FP) cases are majority (minority)
class cases incorrectly predicted as the minority (majority) class, and false negative (FN)
cases represent the minority (majority) class cases incorrectly predicted as the majority
(minority) class.

We assessed the F1-score for each class and determined the impact of CGAN-based
oversampling. This metric evaluates the improvement in the F1-score achieved by bal-
ancing the training set. We also computed other auxiliary metrics to easily observe the
performance changes (see Table 3.3). We compute the impact of the strategy by taking
the ratio of the F1-score obtained from the balanced version of the dataset to the F1-
score obtained from the original imbalanced version (metrics minf1imp and majf1imp in
Table 3.3). If no change (gains/losses) is observed, the impact is 1. A higher value in-
dicates performance improvements resulting from balancing, while a lower value indicates
a decrease in performance. For a comprehensive list of the metric notations and their
definitions, please refer to Table 3.3.
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F1-score =
TP

TP + 1
2
(FP + FN)

(3.1)

Table 3.3: Notation used for reporting the results.

Notation Description
maj_f1 F1-score of the majority class before oversampling
maj_f1_bal F1-score of the majority class after oversampling
min_f1 F1-score of the minority class before oversampling
min_f1_bal F1-score of the minority class after oversampling

min_f1_imp impact on the minority class F1-score measured as
the ratio of min_f1_bal to min_f1

maj_f1_imp impact on the majority class F1-score measured as
the ratio of maj_f1_bal to maj_f1

maj_count number of majority class samples,which represents
the sample size difficult factor

imbalance_ratio the ratio between the number of minority class samples
and the number of majority class samples

rot_angle the angle between the minority class samples
and the majority class samples

nr_features the number of each sample’s features

The CGAN architecture remains consistent throughout all experiments, except for the
output layer of the generator and the input layer of the discriminator, which are adjusted
to accommodate the specific number of features in each dataset. All CGAN models are
trained for 1500 iterations on the derived datasets. We utilized the implementation of
CGAN from the GitHub repository https://github.com/eriklindernoren/Keras-GAN/
tree/master/cgan as our base architecture.

The classifier model utilized in our experiments is a multilayer perceptron. The input
layer of the classifier is adjusted to match the number of features in each dataset. For
imagery datasets, a single hidden layer with 10 neurons is employed. The number of hidden
layers for Cybersecurity datasets was manually tuned based on preliminary experiments.
A summary of the dataset generation settings for the 114 datasets derived from the base
Cybersecurity datasets, along with the specifications of the classifiers used for each group,
is presented in Table 3.2.
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Table 3.4: The average F1-score results from 144 tests conducted both before and after
applying CGAN data augmentation.

metric score without augmentation score with augmentation
F1-score of the majority class 0.940310 0.912214
F1-score of the minority class 0.434325 0.701059

3.5 Results and Discussion

3.5.1 Imagery Datasets Results and Discussion

Overall Results

Our initial analysis provides a summary of our findings. Table 3.4 presents the performance
results obtained from using the original imbalanced datasets and applying CGAN as a
data augmentation technique. It is observed that the aggregated F1-scores after data
augmentation exhibit a 3% decrease for the majority class and a notable 26% increase for
the minority class. This suggests that employing CGAN-based augmentative oversampling
offers an advantage for datasets with multiple data difficulty factors, particularly for the
minority class. However, a slight decrease in F1-score for the majority class is expected
when using data augmentation techniques.

Results by Rotation Angle

Table 3.5 provides an overview of the results obtained when considering different levels of
class overlap through rotated images. It can be observed that all metrics calculated for
both the minority and majority classes exhibit lower scores for lower rotation angles. This
aligns with our initial expectations, as lower rotation angles lead to images with higher
overlap, thus increasing the difficulty of the classification task.

Furthermore, we observe an increase in the F1-score for the minority class after applying
the CGAN oversampling method, while the F1-score for the majority class shows only
a marginal decrease. This demonstrates the effectiveness of our method in addressing
imbalanced problems with class overlap. The improvements achieved for the minority class
are particularly significant, ranging from 157% to 166%. These gains are observed across
all rotation angles, with higher gains observed for lower rotation angles, which correspond
to scenarios with greater class overlap.
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Table 3.5: Average results obtained from all tests conducted based on rotation angle.

rot_angle maj_f1 maj_f1_bal maj_f1_imp min_f1 min_f1_bal min_f1_imp

30 0.930060 0.883843 0.95 0.358458 0.596278 1.66
45 0.942688 0.923152 0.98 0.450307 0.732212 1.63
90 0.948183 0.929648 0.98 0.494209 0.774687 1.57

Table 3.6: Average results obtained from all tests conducted based on the number of
features.

nr_features maj_f1 maj_f1_bal maj_f1_imp min_f1 min_f1_bal min_f1_imp

16 0.900711 0.794932 0.88 0.045959 0.471036 10.25
64 0.935136 0.926155 0.99 0.380603 0.717461 1.89
196 0.957646 0.960770 1.00 0.601239 0.788395 1.31
784 0.967748 0.966999 1.00 0.709498 0.827345 1.17

Results by Number of Features

The performance results for both classes, aggregated by the number of features of the
datasets, are presented in Table 3.6. The findings clearly demonstrate a positive impact of
the applied augmentative strategy. Remarkably, this impact is most significant for datasets
with the most challenging conditions, showcasing an improvement of 1025% compared to
the original imbalanced dataset for cases with 16 features. This observation is particularly
noteworthy as it highlights the effectiveness of CGAN in datasets with a limited number
of available features.

Results by Imbalance Ratio

The impact of different imbalance ratios on performance is shown in Table 3.7. Similar
to the previously mentioned data difficulty factors, there are significant improvements in
the results of the minority class when CGAN data augmentation is applied. However,
there is a slight decrease in the F1-score for the majority class. Additionally, we observe
that the oversampling strategy provides the greatest benefits to the minority class in the
most challenging scenarios characterized by a larger imbalance between the minority and
majority class cases. It is worth noting that although there is some performance loss in
the majority class, the magnitude of this loss is much smaller compared to the magnitude
of the observed gains.
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Table 3.7: Average results obtained from all tests conducted based on imbalance ratio.

imbalance_ratio maj_f1 maj_f1_bal maj_f1_imp min_f1 min_f1_bal min_f1_imp

0.1 0.961613 0.921095 0.96 0.268097 0.586425 2.19
0.2 0.940043 0.907120 0.96 0.414639 0.707478 1.71
0.4 0.919275 0.908428 0.99 0.620238 0.809274 1.30

Table 3.8: Average results obtained from all tests conducted based on majority class count.

maj_count maj_f1 maj_f1_bal maj_f1_imp min_f1 min_f1_bal min_f1_imp

100 0.916672 0.818838 0.89 0.189529 0.548599 2.89
200 0.934167 0.926713 0.99 0.359792 0.662593 1.84
400 0.947295 0.944452 1.00 0.498504 0.765536 1.54
1000 0.963108 0.958853 1.00 0.689474 0.827510 1.20

Results by Sample Size

Table 3.8 presents the comprehensive results obtained for different sample size scenarios.
We observe similar improvements in the results, indicating that CGAN is effective in dealing
with this data difficulty factor as well. Furthermore, it is evident that CGAN provides
greater performance gains for the most challenging scenarios.

Results by Four Factors

Figure 3.5 displays the F1-score results for the minority class across the four challenging
factors investigated in this study: class overlap (represented by rotation angles), number
of features (indicated by image resizing), imbalance ratio (determined by the addition of
minority class examples), and sample size (determined by the base majority class count).
The figure demonstrates that in all cases, utilizing CGAN for data balancing positively
impacts the learner’s performance. Furthermore, it is evident that this method offers
significant advantages even for the most difficult tasks, where the original imbalanced
datasets exhibit lower performance results.

Results by Combination of Two Factors

We conducted an analysis to assess the impact of multiple data difficulty factors on perfor-
mance by considering all possible combinations of two factors. Figure 3.6 presents the F1-
score of the minority class for these combinations, with the factors arranged in descending
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Figure 3.5: The F1-score of the minority class, represented by the blue line, is shown before
and after oversampling using CGAN in the following four categories: rotation angle (top
left), number of features (top right), imbalance ratio (bottom left), and sample size (bottom
right). The orange line represents the F1-score after the application of oversampling.
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order of difficulty. We observe that as the combination of factors becomes less challenging,
the performance of the minority class improves, both with and without the application of
CGAN oversampling. Additionally, we notice that the performance gains achieved with
CGAN tend to be smaller as the difficulty of the factors decreases. The toothed saw
observed in most combinations of factors for the dataset modified using CGAN indicates
that each difficulty factor has a significant impact when the other considered factor remains
constant.

Figure 3.6: F1-score of the minority class is shown for two data difficulty factors, with blue
indicating the original data and orange indicating the oversampled data. The combinations
of factors, from top left to bottom right, are as follows: sample size-imbalance ratio, sample
size-number of features, sample size-class overlap, number of features-class overlap, number
of features-imbalance ratio, and imbalance ratio-class overlap.

3.5.2 Cybersecurity Datasets Results and Discussion

Overall Results

Table 3.9 displays the average results of all experiments grouped by the base datasets. For
instance, if we consider the “tor” dataset, which has 21 derived datasets, the results in the
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“tor” row represent the average scores obtained from tests conducted on these 21 datasets,
considering different imbalance ratios and majority class counts.

Overall, significant improvements in the min_f1 performance are observed when uti-
lizing CGAN-based oversampling. The min_f1_imp value consistently exceeds 1, indi-
cating positive gains compared to the original imbalanced dataset. However, the ex-
tent of improvement varies across datasets. For example, the “cic-syscallsbinders-adware”
dataset shows a substantial enhancement of 15.41 times compared to the original and
not-oversampled dataset, while the gains in “icsx-defacement” are minimal (1.01). It is
important to note that these results represent averages across different imbalance ratios
and sample sizes for each dataset. Nevertheless, the variation in gains is evident. For
the “icsx-defacement” base dataset tests where the gains are minimal, we speculate that it
could be attributed to initially high performance in the minority class, leaving less room
for improvement.

Table 3.9 also reveals a decline in the overall performance of the majority class. This
outcome is anticipated when employing oversampling methods, as we typically achieve
considerable enhancements in the minority class at the expense of some deterioration in the
majority class performance. The datasets exhibiting larger improvements in the minority
class also tend to experience a greater decrease in the majority class performance.

Table 3.9: Average results across all imbalance ratios and majority class counts for each
dataset.

dataset min_f1 min_f1_bal min_f1_imp maj_f1 maj_f1_bal maj_f1_imp

cic-syscalls-adware 0.029981 0.267623 8.93 0.897190 0.797150 0.89
cic-syscallsbinders-adware 0.018313 0.282120 15.41 0.897921 0.744729 0.83
cic-syscallsbinders-smsmalware 0.194751 0.539318 2.77 0.915258 0.842134 0.92
cira 0.695983 0.883897 1.27 0.968960 0.970149 1.00
iscx-defacement 0.801138 0.807846 1.01 0.966230 0.961493 1.00
iscx-spam 0.605218 0.783269 1.29 0.958686 0.951434 0.99
tor 0.448913 0.694139 1.55 0.923881 0.919373 1.00

Results by Sample Size

Table 3.10 presents the results categorized by dataset and majority class count. The results
are averaged across all tested imbalance ratios. The findings indicate a clear trend in the
min_f1_imp values: as the number of samples increases, the performance gains diminish.
This implies that the CGAN-based augmentative oversampling method is most effective
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when the available sample size is small, resulting in more significant improvements in such
scenarios. Notably, even with smaller sample sizes, the CGAN is capable of learning the
underlying data distribution and generating meaningful synthetic examples. However, as
more samples become available, the classifier’s effectiveness increases, leading to a reduced
impact of the oversampling strategy. In instances where the min_f1_imp values are close
to 1, indicating minimal gains, it is observed that the base min_f1 on the original im-
balanced data is already high. Conversely, in cases where the min_f1 values are low,
remarkable improvements are achieved through CGAN augmentative oversampling. For
instance, notable improvements can be seen in the “cic-syscalls-adware” dataset with 100
and 200 majority class counts, where the performance changes from zero to 0.22 and 0.24,
respectively. As for the maj_f1_imp results, they are around 1, indicating that CGAN
oversampling has little to no impact on the F1-score of the majority class.

Results by imbalance ratio

Table 3.11 displays the average results for each base dataset and imbalance ratio, aggre-
gated based on the majority class count. It can be observed that as the imbalance ratio
increases, the improvement in min_f1_imp decreases. Similarly, the F1-score of the minor-
ity class on the original data (min_f1) tends to increase as the imbalance ratio increases. In
cases where the classifier performs well on the original dataset, the room for improvement
through oversampling shrinks.

Figure 3.7 illustrates the average F1-score of the minority class, represented by the blue
dashed line for the original data and the orange dashed line for the oversampled data, across
different base datasets and imbalance ratios. In most cases, the F1-score of the minority
class after data augmentation is higher than the F1-score before augmentation, indicating
the clear advantage of this technique. However, for the “iscx-defacement” dataset, the gains
from applying CGAN-based oversampling are not evident. It should be noted that in this
particular case, the classifier already achieves a high F1-score before data augmentation,
which limits the potential for further improvements.

Results by Imbalance Ratio and Sample Size

Figure 3.8 presents the minority and majority class F1-score for the “tor” base dataset, con-
sidering various combinations of sample size and imbalance ratio. Each line connects the
results of a specific sample size with the three imbalance ratios tested. We can observe a
pattern where, as the number of majority class examples increases and the dataset becomes
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Table 3.10: Results categorized by dataset and majority class count.

dataset maj_count min_f1 min_f1_bal min_f1_imp maj_f1 maj_f1_bal maj_f1_imp

cic-syscalls-adware 100 0.000000 0.222968 ∞ 0.897391 0.736370 0.82
200 0.000000 0.240513 ∞ 0.897794 0.724752 0.81
500 0.003419 0.235989 69.03 0.898319 0.837309 0.93
1000 0.060914 0.330292 5.42 0.896864 0.828231 0.92
1500 0.085570 0.308354 3.60 0.895584 0.859087 0.96

cic-syscallsbinders-adware 100 0.000000 0.278299 ∞ 0.897391 0.737301 0.82
200 0.000000 0.186628 ∞ 0.897794 0.575843 0.64
500 0.035659 0.320428 8.99 0.895777 0.810675 0.90
1000 0.037592 0.343123 9.13 0.900721 0.855098 0.95

cic-syscallsbinders-smsmalware 100 0.000000 0.400140 ∞ 0.897391 0.677977 0.76
200 0.000000 0.555040 ∞ 0.897794 0.845875 0.94
500 0.287072 0.584644 2.04 0.928896 0.912317 0.98
1000 0.491932 0.617447 1.26 0.936950 0.932369 1.00

cira 100 0.100000 0.591448 5.91 0.902484 0.873802 0.97
200 0.279368 0.731822 2.62 0.929264 0.935837 1.01
500 0.442151 0.867815 1.96 0.948800 0.972635 1.03
1000 0.835905 0.931979 1.11 0.982123 0.987253 1.01
2000 0.932897 0.970213 1.04 0.992618 0.995340 1.00
4000 0.986268 0.986187 1.00 0.997877 0.997872 1.00
8000 0.994862 0.994565 1.00 0.999127 0.998962 1.00
16000 0.996410 0.997151 1.00 0.999386 0.999489 1.00

iscx-defacement 100 0.688980 0.684695 0.99 0.941888 0.922855 0.98
200 0.675310 0.738958 1.09 0.954219 0.953249 1.00
500 0.827021 0.803607 0.97 0.970576 0.965528 0.99
1000 0.885730 0.891820 1.01 0.978409 0.980004 1.00
2500 0.928648 0.920152 0.99 0.986058 0.985827 1.00

iscx-spam 100 0.259858 0.583519 2.25 0.930458 0.879538 0.95
200 0.370092 0.689467 1.86 0.940072 0.943308 1.00
500 0.602445 0.837459 1.39 0.958348 0.972204 1.01
1000 0.872187 0.889902 1.02 0.979374 0.978951 1.00
2500 0.921511 0.916000 0.99 0.985179 0.983167 1.00

tor 100 0.121831 0.597724 4.91 0.860685 0.848732 0.99
200 0.097969 0.659305 6.73 0.903113 0.910294 1.01
500 0.317785 0.703864 2.21 0.927671 0.927268 1.00
1000 0.528781 0.705859 1.33 0.938525 0.925698 0.99
2000 0.641171 0.729503 1.14 0.943386 0.938385 0.99
4000 0.690154 0.728698 1.06 0.945129 0.942144 1.00
8000 0.744699 0.734022 0.99 0.948662 0.943089 0.99
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Table 3.11: Results by Dataset and by Imbalance Ratio.

dataset imbalance_ratio min_f1 min_f1_bal min_f1_imp maj_f1 maj_f1_bal maj_f1_imp

cic-syscalls-adware 0.1 0.000000 0.095220 ∞ 0.952117 0.842450 0.88
0.2 0.009853 0.250240 25.40 0.908223 0.840509 0.93
0.4 0.080089 0.457411 5.71 0.831230 0.708490 0.85

cic-syscallsbinders-adware 0.1 0.000000 0.160598 ∞ 0.952069 0.820316 0.86
0.2 0.000000 0.263419 ∞ 0.908475 0.740496 0.82
0.4 0.054938 0.422342 7.69 0.833218 0.673376 0.81

cic-syscallsbinders-smsmalware 0.1 0.043510 0.401146 9.22 0.952570 0.821643 0.86
0.2 0.137200 0.492670 3.59 0.915225 0.854405 0.93
0.4 0.403543 0.724139 1.79 0.877977 0.850356 0.97

cira 0.1 0.574823 0.832116 1.45 0.978023 0.973777 1.00
0.2 0.687224 0.895589 1.30 0.967017 0.968450 1.00
0.4 0.825901 0.923987 1.12 0.961840 0.968218 1.01

iscx-defacement 0.1 0.736503 0.770211 1.05 0.981176 0.979633 1.00
0.2 0.812423 0.790077 0.97 0.968482 0.958771 0.99
0.4 0.854487 0.863251 1.01 0.949031 0.946074 1.00

iscx-spam 0.1 0.388165 0.675298 1.74 0.966832 0.948368 0.98
0.2 0.559233 0.771611 1.38 0.949749 0.950434 1.00
0.4 0.868258 0.902899 1.04 0.959478 0.955499 1.00

tor 0.1 0.263072 0.554668 2.11 0.947465 0.922879 0.97
0.2 0.440626 0.708718 1.61 0.923714 0.918964 0.99
0.4 0.643041 0.819032 1.27 0.900465 0.916275 1.02

Figure 3.7: The F1-score for the minority class, before and after CGAN-based data aug-
mentation, is shown for each dataset with varying imbalance ratios, averaged by majority
class counts.
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less imbalanced, the classifier’s performance improves on the original imbalanced data. As
the F1-scores on the imbalanced dataset become higher, the gains achieved through over-
sampling diminish because there is less room for improvement. This trend is consistent
across all other datasets as well. It is important to note that the “iscx-defacement” datasets
start with a relatively high F1-score, even under challenging conditions of high imbalance
and small sample size. As a result, no improvements are observed when applying CGAN-
based oversampling across different imbalance ratios and majority class counts in these
datasets. For the majority class, the blue and orange lines exhibit similar patterns, sug-
gesting that the F1-score remains relatively unchanged when CGAN-based oversampling
is employed.

Figure 3.8: F1-score of the minority class on the “tor” dataset, before and after data
augmentation, is shown with respect to the minority class count (top) and majority class
count (bottom) and imbalance ratio.

Effect of Sample Size on Minority Class Performance

To investigate the trend seen with increasing sample sizes, we expanded our tests on the
“tor” dataset by considering larger majority class counts, extending up to 50,000 samples.
Specifically, we included previous experimental sample sizes of 100, 200, 500, 1,000, 2,000,
and 4,000, and added results for 8,000, 16,000, 32,000, and 50,000 samples. The results
are depicted in Figure 3.9. It can be observed that beyond a certain point, the classifier
becomes proficient in distinguishing between the two classes in the imbalanced dataset.
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Figure 3.9: Expanded testing on increased majority class counts for the “tor” dataset

Consequently, the room for improvement diminishes, and the oversampling method does
not enhance (nor degrade) the F1-score of the minority class.

3.6 Conclusion

In this chapter, we studied the suitability of CGAN as an oversampling strategy when the
predictive task includes multiple data difficulty factors. This study aimed to shed light on
the class imbalance problem in both imagery datasets and Cybersecurity tabular datasets.
For imagery datasets, we examined the impact of four different data difficulty factors,
including class overlap, data dimensionality, imbalance ratio, and sample size. Through
experiments and analysis, we investigate how these factors influence the performance of
classification models. In the case of Cybersecurity datasets, we specifically focused on two
data difficulty factors: class imbalance and small sample size. By conducting experiments
and evaluating the performance of different approaches, we aimed to gain insights into the
challenges posed by these factors and explore effective strategies to address them.

In our imagery tests, we created 144 new datasets with specific attributes such as
class overlap, data dimensionality, imbalance ratio, and sample size. Through extensive
experimentation, we discovered that employing CGAN-based oversampling is an effective
approach for addressing the studied data difficulty factors, resulting in significant improve-
ments in the performance of the minority class across all scenarios. Overall, we found that
this strategy performed well across various conditions. Specifically, CGAN demonstrated
greater gains in challenging scenarios characterized by lower dimensionality, higher imbal-
ance, higher class overlap, and smaller sample size. Remarkably, the most remarkable gains
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were observed when using low-dimensional datasets. In conclusion, our experiments high-
light the effectiveness of CGAN in addressing multiple data difficulty factors commonly
encountered in real-world problems.

In our tests on the Cybersecurity domain, we constructed a data repository consisting
of real-world Cybersecurity (tabular) problems to assess the effectiveness and reliability of
the CGAN-based approach under different constraints. By generating 114 new datasets
with controlled characteristics pertaining to imbalance ratio and small sample size, we
conducted a comprehensive series of experiments. The results demonstrate the consistent
enhancement of the minority class’s performance through CGAN-based oversampling, par-
ticularly in challenging scenarios characterized by a higher imbalance ratio and smaller
sample size. Furthermore, our findings indicate that although this approach does not yield
further improvements in minority class performance as the sample size increases and the
classes become more balanced, it also does not have a negative impact on the performance
of the majority class.

3.7 Future Works

In future work, one path we might take is to investigate the compatibility of different GAN
architectures and to conduct further experiments using both real-world and synthetic data
sets. We can also contemplate an intriguing future research direction, namely the smart
fusion of GANs with other oversampling methods.

One challenge we encountered in this chapter pertained to our setting, specifically with
tabular non-imagery datasets (in our case the Cybersecurity datasets). Unlike imagery
datasets where the visual assessment of the CGAN generator’s outputs is possible, in the
tested Cybersecurity datasets, this approach is not feasible. In imagery datasets, one can
observe the generated images during the training process to assess the gradual improvement
in realism and diversity. However, due to the nature of the Cybersecurity data in hand,
this visual assessment is not applicable. As a result, in our experiments, we resorted to a
fixed training duration of 1500 iterations through empirical trials. This challenge serves as
the foundation for the subsequent chapter of the thesis. In Chapter 4, we will introduce a
method that effectively addresses this issue by offering an efficient and convenient approach
to training a GAN on both imagery and tabular data.
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Chapter 4

Enhancing Generative Modeling:
AutoGAN - An Automated
Human-out-of-the-Loop Approach for
Training Generative Adversarial
Networks

GANs are complex to train, requiring careful monitoring to determine optimal training.
Specifically, for an imagery dataset, a conventional approach to evaluate GAN outputs
involves manual visual assessments to confirm their similarity to the original dataset. This
often means allowing the GAN to produce several samples during each training iteration
unit and, if the outcomes are not satisfactory, continuing the training. This research
offers a solution that removes the need for this manual visual verification during training.
Moreover, this method streamlines training GANs with tabular datasets. Recognizing the
challenge of deciding when a GAN is adequately trained, in this chapter we introduce
AutoGAN, an algorithm that automates this process with minimal human oversight. The
work in this chapter is based on the following paper:

• Ehsan Nazari, Paula Branco, and Guy-Vincent Jourdan. Autogan: An automated
human-out-of-the-loop approach for training generative adversarial networks. Math-
ematics, 11(4), 2023
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4.1 Introduction

Generative models are essential components of numerous ML and computer vision algo-
rithms, demonstrating remarkable success in diverse applications [9]. Among these models,
GAN [38] have captivated the attention of the scientific community. GAN has been widely
employed in real-world scenarios for data generation, including tasks such as image genera-
tion [13,59–62], image-to-image translation [28,55,156], image super-resolution [71], video
generation [88, 134], music generation [25], graph generation [8], and text generation [44].
Moreover, GANs has been successfully applied to address complex tasks such as data de-
identification [99], oversampling [90, 91], enhancing classification accuracy [17, 102], han-
dling missing values [81], trajectory prediction [45], and spatio-temporal prediction [114].

Training a GAN poses a greater level of complexity and challenge compared to training
a standard ML algorithm [21, 84]. Unlike optimizing an objective function, GAN training
involves a learning task that can be explained using game theory. This learning task
is characterized as a minimax problem where two players engage in competition, with
one player aiming to maximize an objective function while the other player endeavors
to minimize it. The potential solution to this minimax problem is known as the Nash
equilibrium of the game [35]. However, discovering the Nash equilibrium represents a
complex task when compared to the optimization of an objective function [35,38].

In addition to the complexity involved, training a GAN posses several other challenges.
One of these challenges relates to the absence of a systematic criterion for determining when
a GAN has reached a sufficient level of training for a given task during the training process.
This is relevant when dealing with both imagery and tabular datasets. Different attempts
have been made to tackle this issue, resulting in a growing body of research proposing
multiple alternative measures. However, no single measure has emerged as the universally
accepted method applicable to diverse applications and data modalities. Consequently,
researchers and end-users are confronted with the task of determining when to halt GAN
training through a non-systematic trial-and-error approach. This chapter aims to address
this issue by seeking a systematic solution for determining the optimal point to stop GAN
training, applicable across different data modalities.

The metrics currently used to address the aforementioned problem can be classified into
two categories: qualitative evaluation and quantitative evaluation. Qualitative evaluation
involves human judgment, while quantitative evaluation relies on mathematically defined
distance functions. One commonly employed qualitative method to determine when to
stop training a GAN is through visual inspection of the generated samples, which provides
a direct and intuitive assessment of image quality [9]. However, this approach is expensive,
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time-consuming, and not applicable to tabular data. Efforts have been made to regulate
and standardize the visual inspection process in a systematic manner [9,10,109,155]. How-
ever, this solution faces several drawbacks that hinder its widespread adoption. These
drawbacks include the difficulty of determining realism in certain domains like the medical
field, limitations on the number of images that can be reviewed within a reasonable time
frame, the potential incorporation of reviewer biases and opinions into the process [10],
and the inability to apply visual inspection methods to tabular data.

In terms of quantitative evaluation, several measures have been proposed to assess a
GAN trained on image datasets. Notably, IS [108] and FID [52] are popular measures in
this category. These measures utilize a pre-trained model, such as InceptionNet, to derive a
metric that evaluates the quality of generated images. Alternative solutions, like the FCD
(explained in 4.2.2), replace the InceptionNet model with an Auto-Encoder. However, all
these solutions produce a score, and it is ultimately the responsibility of the end-user to
determine whether the GAN’s training process can be concluded.

Furthermore, there are quantitative evaluation metrics that consider both imagery and
non-imagery data. For example, classification accuracy-based measures are introduced in
[55,106,122]. While quantitative measures do not encounter the same challenges as direct
human (qualitative) evaluation, they may not directly align with human perceptions and
judgments of generated samples [9].

Arjovsky et al. [3] proposed a new variant of GAN known as Wasserstein GAN (WGAN)
to address the issue of oscillatory behavior observed in the loss values of GAN components.
WGAN can be seen as an approach that incorporates qualitative measures into the loss
functions of a GAN. The utilization of WGAN learning curves offers several benefits, such as
enhancing the interpretability of sample quality. This, in turn, aids in addressing the chal-
lenge of determining the appropriate stopping point for GAN training. However, WGAN
has a few limitations. It does not allow for direct comparison of results between different
GAN architectures, the estimation of the Wasserstein distance may be imprecise [3], and
for imagery datasets, WGAN still relies on human visual validation of the loss values.

In general, the proposed qualitative measures rely on human involvement during GAN
training, while quantitative measurements that address some limitations of qualitative
measures still necessitate human monitoring of the metric throughout training. Conse-
quently, humans remain in the loop for both types of measures. Furthermore, qualitative
measurements are exclusively applicable to GANs trained on imagery datasets, and the
majority of popular quantitative measures are also designed for such datasets. As a re-
sult, the application of GANs to non-image datasets is restricted, and human inspection or
supervision remains necessary. In this chapter, we bridge these gaps by introducing an al-
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gorithm called AutoGAN, which operates without human intervention and fully automates
the use of quantitative measures. In AutoGAN, the training of a GAN begins, and at each
iteration, the improvements are evaluated using an oracle. The oracle, based on end-user
preferences, assigns scores to generators based on their ability to synthesize “better” sam-
ples. AutoGAN relies on these oracle outputs to assess GAN training, even allowing for
temporary performance deterioration while waiting for the GAN to recover from known
oscillatory behavior. When no further improvements are observed for a certain number
of consecutive iterations, AutoGAN returns the overall best GAN model obtained during
the process. AutoGAN minimizes the need for human intervention and is applicable to
various data modalities, including tabular and image data. Extensive experiments provide
compelling evidence for the superiority of AutoGAN over GANs trained with meticulous
human visual inspection of the generated images.

This chapter makes four contributions:

• It offers a literature review on two main topics: (i) various distances and performance
measures for evaluating GAN performance, and (ii) existing algorithms that automate
GAN processes.

• It introduces the AutoGAN Algorithm, a novel approach that automates the deter-
mination of when to stop GAN training, eliminating the need for human involvement.
This algorithm can be applied to both imagery and tabular data modalities.

• It conducts extensive experiments using multiple imagery and tabular datasets, com-
paring various GAN evaluation metrics.

• It provides the complete code implementation of AutoGAN, ensuring its easy appli-
cability and enabling the replication of the research findings.

The structure of this chapter is as follows. Section 4.2 provides an overview of the
background and related works. In Section 4.3, we introduce our algorithm, AutoGAN,
which addresses the problem of determining the optimal stopping point for GAN training
automatically. Additionally, we present a collection of oracle instances that can be utilized
within the AutoGAN Algorithm. The experiments conducted, including the datasets used
and the experimental settings, are outlined in Section 4.4. The main results of the experi-
ments are presented and discussed in Section 4.5. Finally, in Section 4.6, we conclude the
chapter and in Section 4.7, we suggest potential avenues for future research.
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4.2 Background and Related Work

In this section, we begin an examination of different distance measures and their application
in evaluating GAN quality followed by a comprehensive explanation of how these measures
can be employed. Additionally, we discuss relevant prior studies that explore architecture
automation in GANs.

4.2.1 Quantifying GAN Quality: Important Metrics and Evalua-
tion Criteria

In this subsection, we delve into various measures employed for assessing the quality and
performance of GANs. Specifically, we examine three prominent measures: the Kullback-
Leibler (KL) divergence, the Wasserstein distance, and the F1-score. The inclusion of the
F1-score serves as an illustrative example of a performance assessment metric that holds
potential significance in GAN-related tasks, particularly in imbalanced domains. While
there exist other metrics, the F1-score stands out as one of the commonly utilized measures
in GAN evaluations.

KL divergence is a widely recognized statistical measure that quantifies the similarity
between two given distributions [68].

Let’s consider two distributions, denoted as P and Q, with probability densities p and
q respectively. The KL divergence is mathematically defined by Equation 4.1.

DKL(P ∥ Q) =

∫︂ ∞

−∞
p(x) log

(︃
p(x)

q(x)

)︃
dx (4.1)

The Wasserstein distance offers an alternative approach to measure the dissimilarity
between two probability distributions [105]. Consider two random variables, X and Y ,
following distributions P and Q respectively, with finite p-moments. Let J(P,Q) denote
the set of all joint distributions J for the random variables (X, Y ). The p-Wasserstein
distance is defined by Equation (4.2).

Wp(P,Q) =

(︄
inf

J∈J(P,Q)

∫︂
∥x− y∥pdJ(x, y)

)︄1/p

(4.2)

where p ≥ 1. Specifically, when p = 1, it corresponds to the Earth Mover or 1-Wasserstein
distance. Similarly, the 2-Wasserstein distance is commonly referred to as the Fr’echet
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distance.

To evaluate the performance of a model where the focus of the end-user is on a minority
class, the F1-score is a useful metric. It relies on the concepts of true positives (TP), true
negatives (TN), false positives (FP), and false negatives (FN). TP represents correctly
classified positive cases, TN represents correctly classified negative cases, FP represents
cases incorrectly classified as positive, and FN represents cases incorrectly classified as
negative. The F1-score (cf. Equation 4.5) is calculated as the harmonic mean of precision
(cf. Equation 4.3) and recall (cf. Equation 4.4). The F1-score can also be calculated for
each class in the domain, and variants such as macro-average or micro-average can be used
to obtain a global F1-score for multi-class problems.

precision = TP
TP+FP (4.3)

recall = TP
TP+FN (4.4)

F1-score =
2 ∗ precision ∗ recall
precision + recall

=
2 ∗ TP

2 ∗ TP + FP + FN
(4.5)

4.2.2 Experimental Configurations for Evaluating GAN Perfor-
mance

Various distances and measures can be employed to evaluate the performance of a GAN.
However, the specific configurations in which these distances or measures are applied can
vary significantly. This section examines these configurations, considering the experimental
settings they promote and the underlying assumptions they rely on. We will explore six
different configurations in detail, explaining how they are utilized to assess the performance
of a GAN.

Classification Accuracy Score: Training on Synthetic Data and Testing on Real
Data

Ravuri and Vinyals [106] propose that if a generative model effectively captures the data
distribution, downstream tasks should perform similarly regardless of whether they use gen-
erated or original data. They train class-conditional generative models, including CGANs
and Variational Auto-Encoders, on labeled real data. Subsequently, a classifier is trained
on synthetic data and applied to predict the labels of real images. The resulting model
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can be evaluated using performance metrics such as the F1-score. This configuration, re-
ferred to as CAS-real, has also been explored in [122], where it highlights the diversity of
samples generated by a CGAN. Although CAS-real can be applied to a CGAN trained on
various data types, it necessitates a labeled multi-class dataset. Additionally, it is limited
to CGAN (i.e. this method cannot be used for a vanilla GAN), which may be a drawback
in certain deployment scenarios.

Classification Accuracy Score: Training on Real Data and Testing on Synthetic
Data

If we assume that the generated images from a well-trained CGAN are realistic, then
classifiers trained on real images should also be able to correctly identify the synthesized
images. This assumption, proposed by [55], forms the basis of the CAS-syn configuration.
In CAS-syn, the roles of synthetic and real data are switched compared to the CAS-real
configuration. In CAS-syn, a classifier is trained on real data and tested on synthetic data,
whereas CAS-real uses real data for training and synthetic data for testing. The CAS-syn
configuration has also been explored in [122], where the authors argue that it can assess
how closely the generated samples approximate the unknown real distribution in image
data. CAS-syn can be applied to a CGAN trained on both imagery and tabular data.
However, it requires a multi-class labeled dataset and is applicable only to CGAN (i.e.
this method is not applicable to a vanilla GAN).

Inception Score

Salimans et al. [108] introduced an alternative approach called the Inception Score (IS).
This method involves computing the conditional label distribution, p(y, x), by applying an
InceptionNet model to each image generated by a GAN trained on the original dataset.
The underlying assumptions of this approach are twofold: (i) The GAN should generate
images with high confidence for each label, implying that p(y|x) should have low entropy;
(ii) The GAN should produce diverse images, indicated by a high entropy in the marginal
distribution

∫︁
p(x = G(z)), dz. Based on these requirements, the authors propose a metric

in the form of exp[Ex ∼ pgDKL(p(y|x)||p(y))]. They argue that this metric exhibits a
direct correlation with human judgment. To facilitate comparison, the expected value of
the KL-divergence is exponentiated.

Despite being a widely used approach, it is important to consider several weaknesses as-
sociated with this method. These disadvantages, as outlined in [10], include the following:
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(1) Sensitivity to model parameters and their implementations; (2) Bias towards the Im-
ageNet dataset and InceptionNet models; (3) Inability to capture diversity within classes;
(4) Requirement of a large sample size for reliable results; (5) Potential for achieving a
high Inception Score by inputting only one example per ImageNet class; (6) Limitation to
GANs trained on specific imagery datasets, as the InceptionNet model relies on colored
images as inputs, employs Convolutional layers, and is trained on the ImageNet dataset.
Consequently, the Inception Score cannot be applied to black-and-white images or tabular
data. Additionally, using the Inception Score with a GAN trained on colored images other
than ImageNet can lead to misleading interpretations [6].

Confidence and Diversity Score

The proposed methodology for obtaining the CDS introduces a different configuration
compared to IS. The CDS configuration involves the following steps: (1) Utilizing a neural
network classifier of any architecture; and (2) Training the classifier on the specific dataset
of interest, rather than relying on the ImageNet dataset [95]. This modification allows
CDS to be applicable to GANs both trained on imagery and non-imagery data, whereas
the IS is limited to a specific domain of imagery data. However, it is important to note
that the CDS requires the data to be categorized into two or more classes and necessitates
the availability of class labels to calculate the score. In contrast, the original IS does not
rely on class labels from the target dataset.

Fréchet Inception Distance

Heusel et al. [52] propose an approach to evaluate the quality of images generated by a
GAN by utilizing the extracted features from both real and generated data. Typically, an
InceptionNet model is trained on the ImageNet dataset, and the features obtained from
the last pooling layer prior to the output classification layer are considered for evaluation.

The extracted features from the real data (Xr) and the generated data (Xg) are treated
as continuous multivariate Gaussian distributions. Specifically, Xr is assumed to follow a
Gaussian distribution N (µr,Σr), where µr represents the mean and Σr denotes the covari-
ance matrix. Similarly, Xg is assumed to follow another Gaussian distribution N (µg,Σg),
with µg as the mean and Σg as the covariance matrix. The parameters of these underly-
ing distributions are estimated, and the Fr’echet distance between the two distributions
is computed. The FID is employed to measure the similarity between these multivariate
Gaussian distributions, and its calculation for Xr and Xg is shown in Equation (4.6).
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d2 = |µX − µY |2 + tr(ΣX + ΣY − 2(ΣXΣY )
1/2) (4.6)

FID provides a measure of the similarity between the estimated distributions, where a
smaller FID indicates a closer match between the two distributions and better output from
the GAN [10]. Unlike IS, FID metric considers the diversity within classes, but it is also
subject to biases and can be overestimated with small sample sizes [10]. Both FID and IS
rely on the InceptionNet model; IS uses the pre-trained model as is, and FID utilizes the
model as a feature extractor. Since the InceptionNet is trained on colored images from the
ImageNet dataset, IS and FID may be limited to colored images. However, FID has the
potential for broader applicability as it treats InceptionNet solely as a feature extractor. To
test this hypothesis, we will conduct experiments using black-and-white images to evaluate
the versatility of FID.

Fréchet Confidence and Diversity Score

Obukhov and Krasnyanskiy proposed modifications to FID metric, resulting in FCD score [95].
Instead of using the InceptionNet model, an Auto-Encoder model trained on the target
data is employed. The Auto-Encoder’s encoder component serves as the feature extractor,
and different sizes of the encoder’s output layer, representing the number of extracted fea-
tures, are explored. The authors observed that the FCD score correlates with the quality
of generated images, as demonstrated in their work [95]. However, this correlation does
not hold for generated tabular and non-imagery data. This conclusion is based on the ab-
sence of a correlation between the FCD score and the reduction in errors of the generator
and discriminator. Nevertheless, it is important to note that the oscillatory behavior of
the generator and discriminator should be taken into account, as mentioned in prior re-
search [3]. Decreasing errors does not necessarily indicate proper training. In Section 4.5,
we will delve into these findings further when presenting our experimental results.

4.2.3 Tabular Data Generation

The generation of tabular data serves various purposes, including dataset balancing for
classification tasks or ensuring data privacy through de-identification. Methods like Cop-
ulas [115], which model the interdependence of multiple random variables, and GANs, can
be used in this context. The Python package, Synthetic Data Vault [100], employs the
aforementioned methods including a variation of GANs to approximate the distribution
of tabular data. This package requires specifying the number of training iterations, with
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a default set at 300. However, our approach, discussed in Section 4.3, introduces a more
sophisticated technique for determining GAN training iterations, moving beyond fixed or
hyperparameter-determined values.

4.2.4 Algorithmic Automation in GANs

Various attempts have been made to automate the search for optimal generator architec-
tures in GANs. Neural architecture search methods have demonstrated promising results
by surpassing manually designed architectures across multiple tasks [32, 133]. Wang et al.
introduced an algorithm for automated neural architecture search in deep generative mod-
els [140]. Similarly, Gong et al. defined a search space for generator architectural variations
and employed a Recurrent Neural Network (RNN) to guide the search process [34]. Their
approach utilized the IS as a reward and adopted a multi-level search strategy to progres-
sively explore neural architectures. However, there are still numerous research directions to
explore in this domain, including expanding the search space, extending the search to the
discriminator, incorporating class labels, and testing the search on high-resolution images.

Automation in GAN research brings about additional concerns, particularly regarding
the size of the models. Expanding on the advancements in neural architecture search, Fu
et al. introduced the AutoGAN-Distiller (AGD), the first AutoML framework specifically
designed for GAN compression. However, several aspects still require further investigation.
One significant challenge in training a GAN with a predefined architecture is determining
the appropriate stopping point, indicating when the GAN has achieved optimal training.
Surprisingly, no attempts have been made to automate this process for a given archi-
tecture. Currently, in many image-related applications, the evaluation of image quality
and the decision to terminate the GAN training procedure heavily rely on domain ex-
perts. These experts must subjectively assess when the generated images meet the desired
quality criteria, leading to potential biases and time-consuming analysis. Moreover, this
inspection-based approach is not applicable when dealing with non-image data. To address
these concerns, we present the AutoGAN solution in the following section, aiming to tackle
these issues and provide automated answers.

4.3 Proposed AutoGAN Method

In this section, we present our proposed solution called AutoGAN, which aims to auto-
mate the training process of GANs. We start by outlining the objectives and criteria that
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AutoGAN aims to fulfill, followed by a comprehensive explanation of our algorithm. Ad-
ditionally, we provide a thorough demonstration of several oracle instances, which play a
crucial role within the AutoGAN framework. It is important to note that the term “oracle”
is used in its traditional sense from Computing Theory, representing a machine that can
efficiently solve a decision problem in constant time (e.g., as described in [97]).

4.3.1 Objectives and Prerequisites of the Algorithm

Our solution aims to deliver a well-trained GAN model to the end-user that is specifically
tailored for their target task. To achieve this, the end-user is required to provide the task
requirements and specify the GAN architecture to be trained. Once these settings are
provided, the AutoGAN algorithm takes over the process, and the end-user’s intervention
is no longer necessary, except for the initial design choices. The AutoGAN algorithm
utilizes the provided information to generate a trained GAN model that aligns with the
end-user’s preferences. This fully automated approach eliminates the need for human
intervention, such as determining the number of epochs or manually inspecting results at
specific checkpoints to decide when to stop the training process.

AutoGAN incorporates a crucial element known as the oracle, which plays a pivotal
role in the system. The oracle is specifically tailored by the end-user to encapsulate the
task requirements they wish to address. It is the responsibility of the end-user to define an
appropriate oracle that aligns with their desired task. In essence, the oracle functions as
a mechanism that takes the GAN generator as input and produces a corresponding score
indicative of the generator’s ability to generate high-quality samples. Simply put, the oracle
assesses the GAN’s quality, a role that traditionally involves humans manually reviewing
the GAN’s output images, specifically when trained on image datasets. The introduction
of the oracle streamlines GAN training by minimizing human intervention. The end-user
has control over the oracle’s parameters, allowing customization according to their needs.
For a comprehensive understanding of the oracle’s functionality within AutoGAN, please
refer to Section 4.3.3, which provides an explanation of several oracle instances that can
be utilized in diverse contexts and serve different objectives.

4.3.2 The AutoGAN Algorithm

In the case of training GANs on imagery datasets, a human is usually involved in the
process of determining when to stop training by visually assessing the generated samples.
However, this inspection is not feasible when working with tabular data, making the task
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more challenging. While certain metrics can be monitored, human intervention is still
required to decide when to halt the training process. It is common to see researchers
imposing arbitrary limits on the number of training epochs, resulting in sub-optimal GAN
models.

To tackle this issue, we present AutoGAN, a systematic solution that automates the
training process of GANs using a quantitative measure. Our approach removes the reliance
on human judgment to determine the appropriate number of training epochs and when to
stop the GAN training. AutoGAN provides an automated and fully autonomous method
for end-users to determine the optimal stopping point of GAN training, without the need
for data inspection, image analysis, or metric evaluation.

The core idea behind the AutoGAN algorithm is to enable the continued training of a
GAN, even when there is no apparent improvement in the generated samples after multiple
iterations. The objective of AutoGAN is to afford the GAN sufficient opportunities to
surpass any possible local sub-optimalities and ultimately achieve an enhanced model.
The functionality of AutoGAN relies on the end-user’s selection of an oracle instance. By
utilizing the provided oracle instance, AutoGAN iteratively evaluates the quality of the
output samples until further enhancement in the GAN’s performance is not expected. At
each iteration, the oracle produces a scalar score that represents the quantitative measure
chosen by the end-user to assess the GAN’s performance.

Algorithm 4.1 illustrates the pseudo-code of our proposed solution. We consider four
inputs for the algorithm: (1) the maximum number of failed attempts, which determines
the duration without observing any improvements in the GAN that we are willing to
tolerate; (2) the unit used for the training iterations; (3) an untrained GAN with a specific
architecture; and (4) an instance of an oracle that encompasses the task requirements
specified by the end-user.

The training process of the GAN occurs iteratively after initialization. In each iteration,
the GAN is trained and evaluated based on the oracle settings. If a superior solution is
found, it is saved as the best-trained GAN up to that point, along with the corresponding
highest achieved score. However, if the obtained GAN performs worse than the currently
stored best GAN, it is discarded, and a new iteration begins. This local deterioration in
performance is an expected occurrence due to the relationship between the losses of the
generator and discriminator [21]. Thus, we anticipate a certain number of consecutive
unsuccessful attempts. Nevertheless, once the maximum number of failed attempts is
reached, indicating that the GAN has been trained for the specified maximum number of
consecutive rounds without any improvements, the algorithm terminates and outputs the
best model obtained during the process.
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Algorithm 4.1 The AutoGAN algorithm
Input: Max_failed_attempts: The maximum number of failed attempts accepted;

Train_unit: The unit used for training iterations;
Untrained_GAN : The GAN architecture selected and not trained;
Oracle: The selected oracle instance;

Output: best_GAN : The trained GAN model
current_GAN ← Untrained_GAN
best_GAN ← Untrained_GAN
best_score← −∞
failed_attempts← 0
while failed_attempts ≤Max_failed_attempts do

Train current_GAN for one Train_unit
score← oracle(current_GAN)
if score ≥ best_score then

failed_attempts← 0 ; // the new trained GAN is better than the best
known
best_GAN ← current_GAN
best_score← score

else
failed_attempts← failed_attempts+ 1 ; // the trained GAN is worst than
the best known

end
end
return best_GAN

4.3.3 Potential Oracle Instances

One vital aspect of our algorithm revolves around the selection of an appropriate oracle
instance. While this responsibility falls on the end-user, it requires careful consideration,
as the evaluation of AutoGAN relies heavily on the chosen oracle. In this section, we
present different oracle instances that can be utilized in diverse contexts, taking into ac-
count specific data characteristics and GAN requirements. Specifically, we will outline
oracle instances that make different assumptions regarding the data’s attributes (such as
modalities or the availability of class labels) and the GAN architectures involved.

As mentioned earlier, an oracle is a function that evaluates a given generator and assigns
a score corresponding to the quality of the generated samples. The specific definition of
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what constitutes a “better” sample is determined by the oracle instance chosen by the end-
user. For example, in certain cases, a “better” sample may refer to a sample that closely
approximates the distribution of the dataset. However, in other scenarios, a “better” sample
might indicate increased diversity in the data or, in the case of images, higher quality and
sharpness. Figures 4.1–4.5 offer an overview of the six oracle instances, which will be
further discussed in subsequent sections to provide a more comprehensive understanding.

The choice of an oracle instance for a specific task is a reflection of the end-user’s pref-
erences and needs to be adaptable to various deployment scenarios. It is important to note
that the oracle instance encompasses not only the metric or score used but also the entire
architecture employed to calculate that score. For example, different oracle instances may
involve the use of certain or all layers of a specific neural network, or employ a distinct
classifier tailored for the task at hand. Therefore, the oracle entity encompasses multi-
ple settings that can and should be adjusted to the particular problem being addressed,
distinguishing the oracle instances from existing fixed solutions.

Oracle Instance Based on CAS-Real

This oracle instance initiates by utilizing the available labeled data to train a CGAN.
Subsequently, the CGAN is prompted to generate a labeled dataset, which is then uti-
lized to train a classifier. The classifier is trained using the generated data. Finally, the
performance of the trained classifier is assessed on the real labeled dataset, employing a
chosen performance evaluation metric. In our specific implementation, we have opted for
the F1-score as the metric of choice. This selection was made as we intended to evaluate
this oracle instance in the context of an imbalanced problem, where the F1-score proves
to be a suitable measure. In this particular case, a higher CAS-real score indicates higher
quality of the CGAN outputs. The structure of this oracle instance based on CAS-real is
depicted in Figure 4.1.
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Figure 4.1: The architecture of an oracle instance based on CAS-real.

Oracle Instance Based on CAS-syn

This oracle instance operates similarly to the previous one based on CAS-real, with the
main distinction being a reversal in the roles of real and synthetically generated data. The
process begins by training a classifier using real labeled data. Simultaneously, the same real
data is employed to train a CGAN. The generator component of the CGAN is then utilized
to generate a synthetic test set, which is subsequently employed to evaluate the performance
of the trained classifier. The classifier’s performance on the generated labeled test set is
measured using a chosen performance assessment metric. In our specific implementation,
we have selected the F1-score due to its suitability for imbalanced domains. In this case,
a higher CAS-syn score corresponds to higher quality outputs from the CGAN. Figure 4.2
provides an overview of an oracle instance based on CAS-syn.

Figure 4.2: The architecture of an oracle instance based on CAS-syn.
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Oracle Instance Based on Inception Score

In this oracle instance, the InceptionNet model is initially trained on the ImageNet dataset,
while the GAN is trained on a provided real dataset. Subsequently, the generator com-
ponent of the GAN is employed to generate new samples, which are then fed into the
InceptionNet model. The IS is calculated based on the model’s output vectors, serving as
a measure to evaluate the quality of the GAN. A higher IS value indicates better quality
outputs from the GAN. This particular oracle instance can be utilized with conditional and
non-conditional GANs. Figure 4.3 presents an overview of the described oracle instance.
However, it is important to note that this IS-based oracle is not suitable for tabular data
or black-and-white images, as detailed in Section 4.2.2.

Figure 4.3: The architecture of the oracle based on IS.

Oracle Instance Based on Fréchet Inception Distance

This oracle instance also utilizes the InceptionNet model; however, it employs a truncated
version of this neural network architecture. In this case, the oracle employs a pre-trained
InceptionNet model on the ImageNet dataset. Subsequently, a GAN is trained on the
target real dataset, and the generator component of the GAN is employed to generate
a specific number of fake samples. Both the real and fake data are then processed by
the truncated version of the InceptionNet model to obtain their respective InceptionNet-
represented features. The features extracted from both the fake and real data are used to
calculate the FID score. In this case, a lower FID score indicates higher quality outputs
from the GAN. In our implementation, to establish a positive correlation between the FID
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score and performance, we multiplied the FID score by minus one. This oracle instance can
be used with both conditional and non-conditional GANs. Figure 4.4 provides an overview
of the oracle instance based on FID.

Figure 4.4: The architecture of an oracle instance based on FID.

Oracle Instance Based on Confidence and Diversity Score

Since its introduction in [108], IS has become widely utilized for evaluating generative
models in the context of image data. Numerous studies have employed IS metric for
assessing the performance of image generative models [43, 55, 59, 156]. The InceptionNet
model, utilized in computing the IS, consists of 2D-Convolutional networks that are well-
suited for processing images. It is important to note that the IS metric relies on an
InceptionNet model pre-trained on the ImageNet dataset. Consequently, as mentioned
in [95], the IS metric cannot be directly applied to real-valued tabular data.

In [95], the authors explore the applicability of the CDS metric on both imagery and
tabular datasets by replacing the InceptionNet model with a neural network classifier
trained specifically on the target dataset. Figure 4.5 illustrates an oracle instance we
developed that utilizes the CDS metric for testing purposes on both imagery and tabular
data. This oracle instance involves training a neural network classifier and a GAN model
using the end-user dataset. The GAN’s generator is then employed to generate a set of
synthetic samples, which serves as the test set for the classifier. Subsequently, CDS is
calculated based on the performance of the classifier on this test set. A higher CDS value
indicates better quality of the GAN outputs. This oracle can be used with conditional and
non-conditional GANs.
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Figure 4.5: The architecture of an oracle instance based on CDS.

Oracle Instance Based on Fréchet Confidence and Diversity Score

In the research conducted by Morozov et al. [87], a comprehensive analysis is conducted
to compare various metrics with the original FID. The authors examine multiple measure-
ments that rely on the InceptionNet model pre-trained on different datasets. Additionally,
they explore other metrics that utilize self-supervised models as feature extractors. More-
over, the applicability of FCD is investigated in [95], considering both imagery and tabular
data.

This oracle instance is built upon FCD score and commences by training a GAN and
an Auto-Encoder using the available real dataset. Subsequently, the generator of the GAN
is employed to generate synthetic data. Both the real and generated data are then fed into
the encoder, which extracts a new representation of their features. Finally, the extracted
features from both datasets are utilized to compute the FCD score. A lower FCD indicates
higher quality GAN outputs. Similar to the modified FID metric proposed in [95], we
implemented an oracle instance based on FCD, as depicted in Figure 4.6. Additionally,
as a minor implementation detail, we multiply FCD score by minus one, enabling us to
observe a positive correlation between this score and output quality. This oracle instance
is compatible with both conditional and non-conditional GANs.
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Figure 4.6: The architecture of an oracle instance based on FCD.

Summary of the Oracle Instances

The various oracle instances described have different assumptions regarding the data and
GAN architecture, making them applicable in different contexts. These instances serve as
examples of potential oracle instances that can be utilized. However, the selection of the
appropriate oracle instance for a specific GAN training task should be driven by the task
requirements and end-user preferences. Table 4.1 provides a comparison of the different
oracle instances used in this paper, highlighting their characteristics. It can be observed
that some oracles are exclusively designed for use with CGANs (CAS-real and CAS-syn),
while others can be applied to both conditional and non-conditional GANs. Regarding the
requirement of class labels, only FCD does not necessitate labeled data during training,
whereas the other alternatives discussed rely on labeled data. Furthermore, all oracles
can be applied to imagery data, while only four of them are applicable to tabular data.
The table also indicates the number of times the network/classifier in each oracle needs
to be trained (column “train times”). “One time” indicates that it is trained initially and
requires no further training, while “multiple” implies that training must be repeated after
each change in GAN weights. CAS-real is the only oracle instance that requires multiple
training iterations to obtain the desired score, whereas the other oracles only need to be
trained once. Comparing all six implemented oracle instances, it is evident that FCD is
the most versatile, working for both tabular and image data, not requiring class labels, and
being compatible with any GAN architecture. It is worth noting that all oracle instances
can be used with colored images, and most of them can also be used with black-and-
white images. However, preliminary tests indicate that the IS oracle is not suitable for
black-and-white images.
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Table 4.1: A comparison between the requirements of the described oracle instances.

Oracle
Instance

Required Labels
Type of GAN

Type of Data
Train Times Metric SourceLabeled Data

during Training
Labeled Data
to Generate Score

Imagery
Color

Imagery
B & W Tabular

CAS-real Required Required Requires a CGAN ✓ ✓ ✓ Multiple F1-score [106,122]
CAS-syn Required Not required Requires a CGAN ✓ ✓ ✓ One time F1-score [55,122]
IS Required Not required Any GAN ✓ One time KL-divergence [108]
FID Required Not required Any GAN ✓ ✓ One time Fréchet distance [52]
CDS Required Not required Any GAN ✓ ✓ ✓ One time KL-divergence [95]
FCD Not required Not required Any GAN ✓ ✓ ✓ One time Fréchet distance [95]

4.4 Experimental Evaluation

This section details the series of experiments conducted to evaluate the effectiveness of the
AutoGAN algorithm proposed in this study. We start by presenting an overview of our
experiments, followed by a description of the utilized datasets and an explanation of the
experimental configurations. To ensure the reproducibility of our findings, we have made
all the codes employed in this research openly accessible to the research community. The
code can be found at https://github.com/enazari/autoGAN.

4.4.1 Experiments’ Overview

Our objective is to evaluate the effectiveness of the AutoGAN algorithm (see Algorithm 4.1)
in addressing the problem of determining when to stop training a GAN. In order to de-
termine if a GAN is adequately trained or if the training process should be automatically
halted at an optimal point, we utilize the GAN as an oversampling tool in the presence
of class imbalance. Our hypothesis is that a well-trained GAN will yield similar benefits
to those achieved by GANs that have been meticulously trained with human intervention.
By employing this experimental setup, we can assess the efficacy of our proposed solution
in both imagery and tabular datasets.

The experimental design can be summarized as follows. Initially, we evaluate the perfor-
mance of a specific classifier on an imbalanced domain to establish a baseline performance
(referred to as the Initial method). Subsequently, we train various GAN models using
different stopping criteria to determine when the training process should be terminated.
These GAN models are then utilized to generate synthetic samples, which are employed to
balance the number of instances in the training set. We assess the performance of classifiers
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trained on the different balanced training sets to determine the quality of the synthetic
data generated by the GANs and ascertain whether they were effectively trained.

It is important to emphasize that the synthetic instances generated by the GAN are
solely incorporated into the training set, while the test set remains unchanged and separate
from the rest of the data, exclusively used for evaluating the classifier. Our main focus
is to examine whether AutoGAN can identify an appropriate stopping point that results
in a well-trained GAN. If the performance outcomes of our proposed method are at least
comparable to those of the alternative methods, we can confidently assert that we have
effectively resolved the challenge of determining when to stop training a GAN.

In our experimental setup, we employ different alternative methods to determine the
stopping point for GAN training. The specific alternatives considered depend on the type
of dataset utilized, whether it is imagery or tabular data. In total, we evaluate four primary
alternatives, which are as follows:

1. Initial: this serves as a baseline approach where the original imbalanced dataset is
used to train a classifier;

2. Fixed: the GAN is trained for a fixed number of iterations, which is determined
based on previous research papers or experimental guidelines that have demonstrated
successful GAN results;

3. Manual: the GAN is trained with human visual inspection, where experts visu-
ally assess the training process to determine the number of iterations required for
achieving a well-trained GAN;

4. AutoGAN: the GAN is automatically trained using the AutoGAN algorithm in
combination with one of the defined oracle instances described in Section 4.3.3.

We compare the performance achieved by these different methods against each other
and the baseline approach (Initial) to evaluate their effectiveness.

To ensure fair comparisons, we initiate the training process of a specific GAN and simul-
taneously employ the different alternative methods to determine the appropriate stopping
point, as illustrated in Figure 4.7. This allows us to obtain the final state of the GAN us-
ing various methods while following the same training process. The training process of the
GAN is only concluded when all the tested methods indicate a stopping signal. Through
this framework, we can evaluate the quality of GANs trained under different processes on
both imagery and tabular datasets. Additionally, we can observe the number of epochs
utilized by the different methods and their impact on performance.
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Figure 4.7: An instance illustrating when each alternative method could indicate the need
to stop training for a specific GAN.

We conducted three main experiments, summarized in Table 4.2. The first experiment
focused on tabular datasets and involved the initial, fixed, and AutoGAN methods. Due
to the nature of tabular data, manual inspection is not feasible as it is not possible to
visually assess the quality of generated tabular data. For the fixed method, we determined
the fixed number of stopping iterations based on previous experiments in [91]. In the
AutoGAN method, we could only apply four of the Oracles described in Section 4.3.3,
namely CAS-real, CAS-syn, CDS, and FCD, which are suitable for tabular datasets.

In the second and third experiments, we used imagery datasets. The second experiment
involved extensive testing on a large number of imagery datasets, where we applied the
initial, fixed, and AutoGAN methods with six different oracles. For the third experiment,
which was conducted on a smaller subset of the imagery datasets, we tested all the methods
used in the second experiment, including the manual method. However, the manual method
could not be executed for all the imagery datasets due to the significant time required.
Manual inspection involves a human evaluating the quality of images generated by the
GAN after each iteration. To manage the time constraints, we decided to run the manual
method for a subset of the imagery datasets. This allowed us to include a commonly
used method for assessing GAN quality in our tests while keeping the experiment duration
manageable.
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Table 4.2: An overview of the three main experiments, including both tabular and imagery
datasets.

Experiment Experiment #1 Experiment #2 Experiment #3

Data Used Tabular Data Imagery Data 1 Imagery Data 2

Alternative Methods

Initial Initial Initial
Fixed Fixed Fixed
AutoGAN-CAS-real AutoGAN-CAS-real Manual
AutoGAN-CAS-syn AutoGAN-CAS-syn AutoGAN-CAS-real
AutoGAN-CDS AutoGAN-CDS AutoGAN-CAS-syn
AutoGAN-FCD AutoGAN-FCD AutoGAN-CDS

AutoGAN-FID AutoGAN-FCD
AutoGAN-IS * AutoGAN-FID

* AutoGAN-IS was used with colored imagery datasets only.

4.4.2 Datasets

We examined a total of eight base datasets in our experiments, consisting of four tabular
datasets and four imagery datasets. We created binary versions for each of these base
datasets, resulting in a combined total of 17 binary datasets. Figure 4.8 provides an
overview of these datasets, illustrating the eight base datasets and their corresponding
binary versions. The orange branches represent the four base tabular datasets, which serve
as the foundation for constructing multiple binary datasets displayed in the red branches.
Similarly, the blue branches indicate the four base imagery datasets, with their respective
binary versions depicted in the purple branches. The names of the datasets and the two
classes chosen for the binary task are indicated in the red and purple branches. In total,
our analysis encompasses 17 binary datasets, comprising seven tabular datasets and ten
imagery datasets.

We create a class imbalance scenario where the two classes of the predictive tasks are
not equally represented in the available data. This means that one class has a higher
number of examples (referred to as the majority or negative class), while the other class is
poorly represented (known as the minority or positive class). To generate class imbalance
tasks with different characteristics, we produced multiple variations by manipulating the
number of majority and minority class examples.
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For each of the 17 binary datasets, we generated 16 variants by modifying both the
imbalance ratio and the sample size. The imbalance ratio is defined as the ratio between
the number of minority class samples and the number of majority class samples. To obtain
these dataset variants, we followed the procedure described in [91]. Specifically, we first
selected a random sample of majority class examples that matched a desired count for
the majority class. Then, we randomly selected a set of minority class examples from the
dataset and combined them with the previously selected majority class examples to achieve
the desired imbalance ratio.

To cover a range of scenarios, we considered all combinations of four different majority
class counts (100, 200, 500, and 1000) and four imbalance ratios (0.1, 0.2, 0.3, and 0.4).
This resulted in a total of 272 imbalanced datasets (17 binary datasets × 16 variants) that
were generated and utilized in our experiments.

Figure 4.8: The blue and orange branches symbolize the base datasets for creating 17
binary datasets, shown in red and purple branches, with dataset names and classes in the
rightmost branch.
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In the upcoming sections, we will delve into a comprehensive explanation of the base
tabular and imagery datasets, as well as the 17 binary datasets that have been derived
from them and are employed in our experiments.

4.4.2.1 Tabular Datasets

We employed the same set of four base tabular datasets as utilized in [91]: ISCXTor2016 [46],
CICMalDroid2020 [82], ISCX-URL2016 [83], and CIRA-CIC-DoHBrw2020 [86]. From
these base datasets, we created a total of seven distinct binary datasets.

The dataset ISCXTor2016 [46] comprises features extracted from network traffic using
the ISCXFlowMeter tool. From this dataset, we created a binary classification dataset
named “tor” by assigning labels to the target variable for TOR and non-TOR traffic.

The dataset CICMalDroid2020 [82] contains information about Android malware and
consists of five classes: benign, SMS malware, riskware, adware, and banking. The dataset
encompasses features extracted from 11,598 APK files and is divided into two categories:
(i) syscallbinders, which includes the frequencies of system calls, binders, and composite
behavior, with a total of 470 features, and (ii) syscalls, which includes the frequencies of
system calls, with a total of 139 features.

Using the features from the syscallbinders category, we created two binary datasets:
cic-syscallsbinders-adware and cic-syscallsbinders-smsadware. cic-syscallsbinders-adware
dataset consists of instances with classes benign and adware, while cic-syscallsbinders-
smsadware dataset includes instances with classes benign and SMS malware.

Additionally, we generated another binary dataset using the features from the syscalls
category, named cic-syscalls-adware, which includes instances from the adware and benign
classes.

From the base dataset ISCX-URL2016 [83], which originally consisted of five different
classes, we derived two binary datasets: iscx-spam and iscx-defacement. The iscx-spam
dataset includes instances from the benign and spam classes, while the iscx-defacement
dataset comprises instances from the benign and defacement classes.

The final base tabular dataset we took into account is the CIRA-CIC-DoHBrw2020 [86],
which features a target class with three labels: benign DoH traffic, malicious DoH traffic,
and non-DoH traffic. From this dataset, we constructed a binary dataset called “cira” that
exclusively encompasses instances from the benign DoH and non-DoH classes.
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4.4.2.2 Imagery Datasets

During our experiments, we incorporated four base imagery datasets: MNIST [24], Fashion-
MNIST [145], Kuzushiji-MNIST [20], and CIFAR10 [67].

MNIST is a dataset comprising 70,000 black-and-white images of handwritten digits,
encompassing 10 different classes. Each image has dimensions of 28 × 28 pixels. From
the MNIST dataset, we derived three binary datasets with distinct class combinations.
The first dataset, mnist01, consists of instances with classes zero and one. These classes
were chosen as they are considered the simplest binary choice among the ten classes. The
second dataset, mnist23, includes instances with digits two and three. These classes were
selected as they have more complex shapes compared to the simpler digits in the previous
case. Lastly, the mnist38 dataset comprises instances from class three and class eight. By
selecting different classes for these three binary datasets, we aim to achieve varying levels
of complexity in the predictive tasks. We posit that distinguishing between classes 0 and
1 is the simplest task while distinguishing between classes 3 and 8 is considered the most
challenging task.

Fashion-MNIST dataset consists of 70,000 black-and-white images representing 10 dis-
tinct clothing classes, each image being 28 × 28 pixels in size. Similar to the approach
taken with the MNIST dataset, we created three binary datasets from Fashion-MNIST by
selecting different classes, aiming to achieve tasks of varying complexity. The following
datasets were generated: (1) fmnist17, which includes instances from the classes trousers
and sneakers; (2) fmnist79, comprising instances from the classes sneaker and ankle boot;
and (3) fmnist24, consisting of instances from the classes pullover and coat. Based on our
hypothesis, the fmnist17 task is expected to be the easiest among the three datasets, fm-
nist79 is anticipated to have an intermediate level of complexity, and fmnist24 is projected
to be the most challenging task.

The Kuzushiji-MNIST dataset comprises 70,000 black-and-white images featuring 10
classes of handwritten Hiragana Japanese syllabary. Each image in the dataset has di-
mensions of 28 × 28 pixels. Similarly to the previous datasets, we generated three dis-
tinct datasets by selecting two classes from the original dataset, resulting in the following
datasets: (1) kmnist12, which includes instances from classes 1 and 2; (2) kmnist16, con-
sisting of examples from classes 1 and 6; and (3) kmnist35, comprising cases from classes
3 and 5. For each case, we randomly chose the two classes used in the respective dataset.

Lastly, we created a binary dataset named cifar17 from the CIFAR10 dataset. CI-
FAR10 consists of 60,000 colored images representing 10 different classes of objects, with
each image having dimensions of 32 × 32 × 3 pixels. From this dataset, we extracted the
automobile and horse classes to construct the cifar17 binary dataset.
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4.4.3 Experimental Setting

In our study, as illustrated in Figure 4.9, we conducted three experiments involving a total
of 17 base datasets. Each dataset has 16 variants with varying levels of class imbalance
and sample sizes (refer to Section 4.4.2 for more details). In each experiment, we examined
different alternative methods to determine when the GAN should stop generating images.
The first method called “initial”, involved using the original imbalanced training set. The
remaining methods utilized images generated by the GAN, halted with a specific stopping
signal, to oversample the training set and create a balanced distribution between the two
classes. To evaluate these methods, we employed different oracles in conjunction with
the AutoGAN algorithm. Furthermore, we explored both fixed stopping criteria (based
on a predetermined number of iterations) and manual inspection by human observers as
additional approaches.
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Figure 4.9: Detailed overview of the three primary experiments conducted.

A single GAN was trained until all methods indicated a stopping signal, as previously
explained and depicted in Figure 4.7. To ensure robust evaluation, we employed a stratified
five-fold cross-validation procedure. The F1-scores for both the minority and majority
classes were recorded, regardless of the internal metric used by the AutoGAN algorithm.

The results presented include the average and standard deviation of the five-fold out-
comes. Additionally, we provide information about the number of training iterations re-
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quired for the GAN under each alternative method. This allows us to examine the rela-
tionship between performance and the duration of training.

Furthermore, we conducted an analysis of the Pearson correlation between the results
obtained from the different alternative methods for stopping the GAN training that were
tested. This analysis provides insights into the consistency and agreement among the
various methods.

For our experiments, we opted for a CGAN variation of a GAN. We explored two
primary architectures: (i) fully connected hidden layers for both the discriminator and
the generator, and (ii) Convolutional layers for both the generator and discriminator. The
output layer of the generator and the input layer of the discriminator were adjusted to align
with the specific number of features in each dataset. Complete architectural specifications
can be found in Appendix A.

The details of the parameters utilized for AutoGAN, including the implemented oracles,
can be found in Appendix A.1.1. In the case of the fixed alternative, we employed the
parameters previously utilized in [91] for the tabular datasets. However, for the imagery
datasets, we determined these values through an experimental approach involving trial and
error. Regarding the manual alternative, we relied on inputs provided by a human expert.

For the classification task, we opted for a fully connected deep neural network. The
configuration of the network, including the number of hidden layers and perceptrons in each
layer, was customized to suit the specific requirements of each dataset. A comprehensive
description of the network architecture can be found in Appendix A.2.

4.5 Results and Discussion

In this section, we present a summary of the key findings and conclusions drawn from the
three conducted experiments.

4.5.1 Experiment #1: Tabular Datasets

The results from the tabular datasets revealed three distinct patterns, and we will illus-
trate these patterns by focusing on the results of the tor, iscx_defacement, and cira-based
datasets as representative examples.
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4.5.1.1 tor-based datasets

A similar pattern observed in the tor-based datasets can also be seen in the cic-
syscallsbinders-adware, cic-syscallsbinders-smsmalware, and cic-syscalls-adware datasets.
The average F1-scores for the minority class, obtained by training the neural network on
various variants of the tor dataset, are depicted in Figure 4.10. The figure illustrates that
all alternative methods employed for GAN training yielded superior results compared to the
initial setting without oversampling. This indicates that all methods successfully trained
the GAN to generate high-quality images. The results are further grouped by majority
class count in Figure4.11 and by imbalance ratio in Figure 4.12.

The results provide the following insights: (1) When using CGAN as an oversampling
technique, there is minimal to no deterioration in the F1-scores of the majority class, while
the F1-scores of the minority class show significant improvement. (2) Increasing difficulty
factors such as higher imbalance ratios and smaller sample sizes lead to more challenging
classification tasks, resulting in lower F1-scores. (3) Lower initial F1-scores correspond to
greater improvement through CGAN oversampling. (4) The AutoGAN algorithm shows
comparable results to the fixed setting in terms of F1-scores. (5) AutoGAN algorithm
achieves these results with fewer iterations for training the GAN when using three out of
the four tested oracles (FCD, CAS-real, and CDS).

The plots on the right side of Figures 4.11 and 4.12 demonstrate distinct stopping
iterations for different oracle instances. For instance, even though the F1-scores of CAS-real
and CAS-syn oracles are comparable for both the minority and majority classes, CAS-real
stops at approximately 1,000 iterations, while CAS-syn stops at around 2,500 iterations.
Moreover, CAS-real achieves similar F1-scores as the fixed method but requires fewer
training iterations.

Figure 4.10: The box plot illustrates the F1-scores of the minority class obtained from
different stopping methods applied to tor-based datasets.
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Figure 4.11: F1-score results for tor-based datasets are presented, with minority class
scores on the left, majority class in the center (based on majority class count), and average
iterations to stop training on the right.

Figure 4.12: F1-score results for tor-based datasets are presented, with minority class scores
on the left, majority class in the center (based on imbalance ratio), and average iterations
to stop training on the right.
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4.5.1.2 iscx_defacement-based datasets

Once the F1-score reaches a certain threshold, the potential for further improvement dimin-
ishes. This means that beyond that point, there are fewer opportunities for enhancement.
The experiments conducted with iscx_defacement-based datasets, as summarized in Fig-
ures 4.13 and 4.14, indicate that none of the trained GANs show improvement compared to
the initial setting. The F1-scores obtained from the AutoGAN algorithm are also similar
to those of the fixed setting, although there are some variations in the number of iterations
required for GAN training. While the fixed method necessitates 1,500 iterations, other
methods such as CDS consistently require fewer iterations.

4.5.1.3 cira-based datasets

The same pattern observed in cira-based datasets was also found in iscx-spam-based
datasets. The three observations identified in tor-based datasets can also be observed
here (Figures 4.15 and 4.16). Additionally, the results indicate that the AutoGAN algo-
rithm consistently outperforms the fixed technique in terms of performance. Furthermore,
when compared to the fixed method, the results obtained by AutoGAN with FCD and
CDS oracles are superior while requiring fewer iterations. In fact, if we consider AutoGAN
with FCD oracle, it achieves one of the best F1-scores despite only requiring around 500
training iterations to stop the GAN (compared to the fixed method’s 1,500 iterations).

69



Figure 4.13: F1-score results for iscx_defacement-based datasets by majority class count
(minority on the left, majority on the center) and average stopping iterations (right).

Figure 4.14: F1-score results for iscx_defacement-based datasets by imbalance ratio (mi-
nority on the left, majority on the center) and average stopping iterations (right).
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Figure 4.15: F1-score results for cira-based datasets by majority class count (minority on
the left, majority on the center) and average stopping iterations (right).

Figure 4.16: F1-score results for cira-based datasets by imbalance ratio (minority on the
left, majority on the center) and average stopping iterations (right).
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4.5.2 Experiment #2: Imagery Datasets

4.5.2.1 Black-and-White Imagery Datasets

kmnist-based datasets. The kmnist-based datasets were selected to present the ex-
periment results, while similar results were obtained with the mnist-based datasets. In
Figure 4.17, the results of all kmnist12 variants are shown by imbalance ratio. It is evident
that all alternative methods outperform the initial approach. Furthermore, AutoGAN al-
gorithm with different oracles achieves comparable performance to the fixed alternative for
both minority and majority classes. However, the advantage of using AutoGAN lies in the
significantly lower number of training iterations required. While the fixed approach used
over 7,000 iterations, the automatic method used between 1,000 and 4,000 iterations with
the FCD and FID oracles, and other oracles fell within this range.

Figure 4.17: F1-score results for kmnist12-based datasets by imbalance ratio (minority on
the left, majority on the center) and average stopping iterations (right).

4.5.2.2 Colored Imagery Datasets

The results of the experiments conducted on the cifar17 dataset’s 16 variants are presented
in Figure 4.18. Overall, we do not observe significant improvements in the oversampling
technique. However, in the case of extreme class count (e.g., 100 for the majority class),

72



we notice improvements in the minority class with minimal impact on the majority class.
In this scenario, the AutoGAN approach achieves comparable performance to the fixed
iteration method while requiring fewer training iterations on average (refer to Figure 4.18
on the right). It is worth noting that, unlike black-and-white imagery datasets, the IS oracle
can also be applied to this dataset. Additionally, the results demonstrate that all tested
oracles require less training to achieve similar results. Specifically, FID and FCD utilize
between 5,000 to 10,000 iterations, while the fixed method demands 20,000 iterations. This
highlights the adaptability of our AutoGAN, which can dynamically adjust the required
training iterations without human intervention. Notably, the CDS and IS oracles require
a higher number of training iterations for cases with 100 and 200 majority class counts,
respectively, which were determined automatically.

Figure 4.18: F1-score results for cifar17-based datasets by imbalance ratio (minority on
the left, majority on the center) and average stopping iterations (right).

4.5.3 Experiment #3: Imagery Datasets with Human Inspection

fmnist dataset was utilized to create three binary class problems: fmnist17, fmnist79, and
fmnist24. The selection of classes aimed to present varying levels of difficulty for human
visual distinction between the two classes. fmnist17 dataset exhibits a clear visual distinc-
tion between the classes, while fmnist79 dataset poses a more challenging task. fmnist24
dataset represents the most difficult task in terms of visual classification. Figure 4.19
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showcases the overall F1-score results and training iterations required for these datasets.
The experiments reveal that the classification difficulty for a neural network classifier is
equivalent to that of human visual classification. This observation is evident in the leftmost
plots of Figure 4.19, where the easiest task yields high performance across all methods,
the intermediate task shows some performance degradation, and the most difficult task
demonstrates significantly lower F1-scores for all methods. These findings clearly indicate
that as the classification task becomes more challenging, the F1-score of the minority class
deteriorates. GAN over-sampling provides the most notable benefits in the most difficult
case, where there is considerable room for improvement.

The following key observations can be derived from these findings: (1) the performance
of the majority class remains largely unchanged in almost all cases. (2) The results of
AutoGAN algorithm closely resemble those obtained through human manual inspection
and the fixed number of iterations. (3) A comparison between manual inspection and
fixed iterations reveals similar performance results with fewer iterations for the manual
approach. (4) AutoGAN algorithm, with any of the tested oracles, achieves equivalent
performance to the manual method with a lower number of training iterations. This is
a remarkable outcome, as AutoGAN can halt training to attain the same performance as
human inspection of generated images, but with less training.

4.5.4 Correlation Analysis of the Stopping Methods Used

We conducted a thorough analysis of the correlation between different methods used to stop
GAN training. Specifically, we focused on the F1-scores of the minority class and compared
the results of AutoGAN with various oracles to other methods such as initial, fixed, and
manual. To assess the correlation, we calculated the Pearson correlation coefficient for
four groups of experimental results. These groups were based on the tabular datasets from
experiment #1, black-and-white imagery datasets from experiment #2 and fmnist-based
datasets, colored imagery datasets from experiment #2, and fmnist-based datasets tested
with the manual option in experiment #3. The correlation results and corresponding
dendrogram for the four groups can be seen in Figures 4.20–4.23, respectively.

Figures 4.20, 4.21, and 4.23 reveal that the initial method shows the lowest correlation
with the other methods. However, an exception to this trend is observed in group 3, which
consists of colored imagery datasets, as depicted in Figure 4.22. We propose that this
difference can be attributed to the results of over-sampling (Figure 4.18). In cases where the
initial results are poor and there is significant room for improvement, GAN-oversampling
demonstrates notable enhancements. Conversely, with cifar17-based datasets (group 3),
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Figure 4.19: Average F1-scores for fmnist17, fmnist79, and fmnist24 datasets, categorized
by imbalance ratio, are shown: minority class (left), majority class (center), and average
iterations to halt training (right), for top, middle, and bottom datasets respectively.
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GAN-oversampling yields minimal or no improvement. This lack of improvement from the
initial results suggests a higher correlation between the initial approach and the alternative
methods in this scenario.

Figure 4.20 clearly indicates that all the methods are distinctly more separated from
each other compared to the initial method. In contrast, the figure also emphasizes that
the fixed method shows a higher level of correlation with the other methods, particularly
with the cluster that includes CDS and CAS-syn.

Figure 4.21 demonstrates the greatest distinction between the initial method and the
other methods. Additionally, it is noteworthy that the fixed method exhibits a closer
correlation with FCD and FID for these experiments.

The correlation results of group 3, as shown in Figure 4.22, are particularly surprising.
Not only is the initial method not clearly separated from the other methods, but there is
also a strong correlation observed between IS and fixed. It should be noted that IS was
only used with one colored imagery dataset (cifar17), so these results may be influenced
by the specific performance of these datasets.

Lastly, the correlation results presented in Figure 4.23 confirm the close relationship
between the fixed method and FID and FCD oracles. Furthermore, these results highlight
the strong correlation between the manual method and CAS-syn, as well as CDS and
CAS-real. This reinforces the advantages of replacing manual inspection of images with
our AutoGAN algorithm, which can achieve highly correlated results with several of the
implemented and tested oracles. Moreover, this is accomplished with a reduced number of
training iterations, resulting in benefits in terms of computational time and memory.

Figure 4.20: The Pearson correlation analysis of the minority class for all tabular datasets
is represented using heatmap and dendrogram plots.
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Figure 4.21: The Pearson correlation analysis of the minority class for all black-and-white
imagery datasets (mnist-based, fmnist-based, and kmnist-based) is visualized through
heatmap and dendrogram plots.

Figure 4.22: The Pearson correlation analysis of the minority class for color imagery
datasets (cifar17-based) is represented using heatmap and dendrogram plots.
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Figure 4.23: The Pearson correlation analysis of the minority class for fmnist-based datasets
is visualized through heatmap and dendrogram plots.

4.6 Conclusions

In this chapter, we proposed a solution called AutoGAN that addresses the problem of de-
termining when to stop training a GAN. AutoGAN is designed to automate the process and
requires minimal human intervention. Through extensive experiments on various datasets,
including both tabular and imagery data, we demonstrated that AutoGAN achieves compa-
rable or better results than other methods. Additionally, AutoGAN reduces the number of
training iterations required, achieving desirable outcomes more efficiently. Notably, when
compared to manual human inspection, AutoGAN consistently stops training at earlier
stages while maintaining high-quality generated data.

In terms of our findings on tabular datasets, it is noteworthy that the performance of
the majority class remains largely unaffected, while the performance of the minority class
improves or remains comparable. The performance outcomes of the AutoGAN algorithm
are relatively comparable to those obtained by training with a fixed number of iterations,
but AutoGAN algorithm achieves these results with significantly fewer training iterations.

Similar findings are obtained when analyzing the imagery data, even though a wider
range of oracles and alternatives for stopping the GAN’s training process were explored.
In general, the oracles tested with AutoGAN yielded competitive results compared to
training the GAN for a fixed number of iterations and also compared to the manual hu-
man inspection approach. These results are significant, indicating that human inspection,
while feasible, is a time-consuming and subjective process that necessitates more training
iterations to achieve the desired outcome.
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In conclusion, our investigation of the Pearson correlation among the different methods
reveals that the initial method exhibits the lowest correlation with the other methods
overall. The correlation between the oracles and the other methods shows significant
variability depending on the datasets examined. As a result, no definitive conclusion
regarding the correlation of the other methods can be drawn universally.

4.7 Future Works

In terms of future research directions, our proposed framework paves the way for extending
various GAN applications from the image domain to the tabular data domain, eliminating
the need for supervision during GAN training. An intriguing avenue for future investiga-
tion could explore the transferability of image-to-image translation techniques to tabular-
to-tabular translation or apply image de-noising methods to tabular data de-noising. Au-
toGAN can facilitate these novel tasks by enabling GAN training for tabular data without
human intervention. Additionally, addressing issues such as mode collapse and vanishing
gradients using AutoGAN presents another relevant research aspect. Our initial experi-
ments reveal that GANs suffering from mode collapse exhibit significant score oscillations,
while such behavior is absent when the mode collapse problem is absent. Furthermore, de-
tecting overfitting in the GAN’s generator could be another area of future exploration. We
conjecture that specific oracle instances and/or modifications to the AutoGAN algorithm
would be necessary to achieve this objective. Lastly, there is room to explore other meth-
ods of correlation measurement beyond the Pearson correlation, which only captures linear
relationships. Exploring methods that can detect non-linear relationships would provide a
deeper insight into the different methods tested.
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Chapter 5

Enhancing Predictive Modeling: One
Face to Rule Them All - Generalized
Attacks Against Face Verification
Systems

Deep neural network models have significantly advanced FV systems, leading to their use
in applications like border control and smartphone unlocking. Despite their accuracy,
these systems can be deceived by Adversarial Attacks, which subtly alter input images
in ways typically imperceptible to humans. This chapter introduces a new attack called
DodgePersonation Attack, offering a taxonomy of different attack types, and introducing
a novel algorithm to implement the DodgePersonation Attack.

5.1 Introduction

FV is the process of determining if two face images belong to the same individual [80].
DeepFace, a Convolutional neural network model introduced in 2014 [132], achieved accu-
racy comparable to humans in FV using the Labeled Faces in the Wild (LFW) dataset [54].
Since then, neural network models have not only surpassed human performance in FV but
have also advanced to the extent that these technologies are now employed in various public
safety applications, such as border control procedures, as well as commercial applications
like unlocking smartphones.
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In ideal circumstances, these models exhibit impressive accuracy. However, their relia-
bility is questionable when confronted with malicious intent. These models tend to produce
incorrect predictions when confronted with imperceptible or seemingly natural adversarial
input images [136]. These attacks can be categorized into two types: (1) Physical Attacks,
where the model’s input is manipulated (e.g., printing a photo or creating a 3D printed
face to present to the FV system), and (2) Digital Attacks, where digital images are ma-
nipulated to deceive the FV system [136]. This chapter focuses on a specific kind of Digital
Attack known as an Adversarial Attack, which alters a face image in a way that remains
undetectable to the human eye, yet the FV system fails to identify the correct identity.
These attacks are imperceptible to humans and can pave the way for the development of
Physical Attacks, posing a significant risk.

Various strategies have been developed to trick FV systems. For example, Dodging At-
tack involves modifying a face image in a way that the FV system fails to recognize it as the
original face, while still appearing indistinguishable from the original image to the human
eye [16,65]. Another technique is called the Impersonation Attack, where the face image of
individual A is manipulated to be identified as a different desired individual B, while still
appearing as individual A to human observers [101]. A third attack scenario, known as the
Master Faces or Master Face Attack, aims to generate images that can impersonate a wide
range of identities [93,94,121]. In this study, we present a comprehensive analysis of these
attacks, demonstrating that other types of attacks with significant risks for FV systems are
also possible. Additionally, we introduce a novel attack framework that efficiently targets
specific types of these attacks, surpassing existing methods in performance.

We present a generalized attack definition called the DodgePersonation Attack, which
encompasses the Dodging, Impersonation, and Master Face Attacks, as well as introduces
novel attack strategies. The DodgePersonation Attack is defined as follows: we select a
set of human face images referred to as theMatchSet, and another separate set called the
DodgeSet. Our primary goal is to generate one or multiple input face images that, as a
collective, effectively impersonate all identities in theMatchSet, while successfully evading
recognition as any of the identities in the DodgeSet.

Additionally, we propose a specific approach for executing the DodgePersonation At-
tack, which grants us control over the visual identity of the generated Attack Faces, a
capability absent in previous research. Additionally, we strive to ensure that these input
face images remain imperceptible to the human eye, appearing as a single image of the
same person. Notably, our results for the Master Face Attack scenario significantly out-
perform previous work [121]. Moreover, we address new attack scenarios arising from the
DodgePersonation Attack using the same framework.
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Our study makes significant contributions in the following areas:

• A comprehensive understanding of attacks against FV systems is achieved by intro-
ducing the DodgePersonation Attack, a versatile attack that integrates various types
of attacks.

• A taxonomy is proposed to categorize Adversarial Attacks against FV systems based
on their specific targets.

• The novel algorithm, named “One Face to Rule Them All,” is introduced to deploy
the DodgePersonation Attack on FV systems. This algorithm achieves state-of-the-
art results while allowing precise control over the identity of the generated Attack
Faces.

• In a previous study, the Master Face Attack was addressed, achieving coverage of
43.82% of the dataset using a set of nine images, without imposing any limitations
on the identity of the Attack Faces. In contrast, our method significantly enhances
coverage to over 57% using the same number of images, while also meeting the
additional requirement of utilizing a user-provided image for the attack.

In the remaining part of this chapter, the relevant literature in this field is examined in
Section 5.2, followed by the introduction of the DodgePersonation Attack in Section 5.3,
and the presentation of our new “One Face to Rule Them All” approach in Section 5.4. The
experimental configurations are discussed in Section 5.5, while the outcomes are presented
and analyzed in Section 5.6. Finally, the chapter is concluded in Section 5.8, and several
future research directions are suggested in Section 5.9.

5.2 Related Work and Problem Motivation

5.2.1 Face Verification Systems

In general, automatic face recognition can be categorized into two primary groups: face
identification, also known as closed-set face recognition, and FV. Face identification involves
classifying faces into a predetermined set of identities, whereas FV determines whether
two unseen identities, not encountered during the training phase, represent the same per-
son [2, 26, 80]. As a result, FV is considered a zero-shot learning task, as the identities of
individuals are unknown during the training phase [2]. Consequently, FV presents a higher
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Figure 5.1: The FV process includes three steps: automatic face detection in images using
MTCNN, mapping faces to embedding space with a neural network FM, and matching
faces by comparing embeddings against a pre-defined threshold.

level of difficulty and complexity compared to face identification. This study focuses on
attacking a FV system.

The current state-of-the-art solutions for FV, as illustrated in Figure 5.1, employ a
three-step process. The initial step involves conducting face detection, such as employing
the Multi-task Cascaded Convolutional Neural Networks (MTCNN) [150], which enables
automatic detection of faces within a provided image. Secondly, a FM also known as a face
descriptor is utilized to map a face from the image space to a corresponding embedding in
a high-dimensional embedding space. The embedding represents the face’s distinctive fea-
tures and is typically L2-normalized. Neural network-based FMs are commonly employed
in modern FV systems. Finally, in the face matching step, the distance between the em-
beddings of two faces is calculated, often using metrics like the Euclidean distance. If the
distance falls below a predetermined threshold, the two faces are considered to belong to
the same identity. Conversely, if the distance exceeds the threshold, the faces are regarded
as belonging to different individuals or identities.

The choice of the loss function plays a crucial role in shaping the embedding space of
a face recognition system. DeepFace [132], an early solution, utilized a vanilla softmax
loss function. In addition to the aforementioned three-step process for face verification,
DeepFace also incorporated a face frontalization step following face detection. This ap-
proach achieved an accuracy of 97.35% on the LFW dataset, comparable to the accuracy
achieved by humans (97.53%). Another early method, DeepID2 [127], and its extension
DeepID2+ [128] enhanced the performance by combining softmax loss with a distance
metric. Their objective was to minimize the distance between pairs of the same identity
and maximize the distance between pairs of different identities. These methods achieved
accuracy rates of 99.15% and 99.47% respectively on the LFW dataset. A groundbreaking
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advancement came with the introduction of FaceNet [116], which adopted a triplet loss
function for direct learning of the embedding space. This approach further improved the
performance, achieving an accuracy of 99.63% on the LFW dataset. Subsequently, several
methods were proposed to enhance FaceNet. One such method [124] extended the triplet
loss by allowing joint comparisons among multiple negative examples. Other approaches,
such as SphereFace [75], CosFace [23,139,141], and ArcFace [22], leveraged a combination
of softmax loss and marginal penalty loss to enhance the system’s performance.

5.2.2 Attacks on Face Verification Systems

One of the primary challenges in FV is ensuring the robustness of the methods against
various forms of attacks. These attacks encompass both physical and digital techniques.
Examples of physical attacks involve modifying a face’s appearance through the use of
masks or makeup, whereas examples of digital attacks include manipulating images or
videos [136]. Adversarial attacks, a subset of digital attacks, involve introducing small
perturbations to an image with the intention of deceiving a model. In the context of
face verification, adversarial attacks can be categorized as non-targeted or targeted at-
tacks [136]. Non-targeted attacks, also known as Dodging Attacks, aim to cause the FV
system to fail in recognizing the correct identity. Research in this field has focused on de-
veloping methods to generate such attacks, as exemplified by studies such as [27, 40, 118].
On the other hand, targeted attacks, also known as Impersonation Attacks, aim to make
the FV system misidentify a specific individual. The research community has also worked
on generating targeted attacks, including works such as [16,27,40,118,154]. Furthermore,
a recent type of adversarial attack called the Master Face Attack has emerged. This attack
aims to make the FV system accept the input as a match for all identities, effectively
serving as a face master-key (also referred to as a Master Face). In [2], such images are
created by minimizing the distance between the embedding of a perturbed image and a
mini-batch of dataset embeddings. The authors take an arbitrary face image as input and
craft the attacked image based on it. Additionally, three recent works have been published
that generate Master Faces by exploring the latent space of a pre-trained GAN [93,94,121].
Unlike in [2], these works lack control over the identity of the synthesized Master Face,
meaning the attack is not tailored to a specific chosen identity. Although classified as
digital attacks, they do not fall under the category of adversarial attacks since they do
not modify a given face image by adding perturbations. Instead, they generate a face that
does not exist in reality with the assistance of GANs.

The existing literature on FV systems and attacks reveals gaps and unresolved issues.
Previous research primarily concentrates on individual attack types, overlooking potential
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connections between them. This study endeavors to tackle this by presenting a compre-
hensive perspective on various attacks, consolidating them into a unified problem. As a
result of this new framework, previously unexplored attack scenarios have emerged. Fur-
thermore, a novel and adaptable method is introduced, enabling the execution of diverse
attack scenarios with success rates that outperform current state-of-the-art approaches.

5.2.3 Problem Motivation

As previously mentioned, the existing literature primarily concentrates on examining in-
dividual types of attacks in isolation, neglecting the potential inter-connectivity between
them. This narrow focus has impeded the development of a comprehensive understanding
of the broader landscape of attacks.

DodgePersonation Attack. To fill this void, we propose an attack formulation that
combines different attack types, providing a unified perspective on attacking scenarios
in FV. This formulation brings together a diverse range of attacks that were previously
addressed individually, defining them under a single framework where each instance rep-
resents a unique manifestation of an attack. Our approach involves utilizing two distinct
sets of face images, referred to as the MatchSet and DodgeSet. The main objective is to
deceive the FV system by presenting one or multiple inputs that are collectively recognized
as matches for individuals in the MatchSet, while simultaneously avoiding identification
as any member of the DodgeSet.

The concept of matching a set of identities is typically more intuitive compared to the
need to evade another set of identities. We provide an illustration to demonstrate the
relevance of the latter scenario based on a recent news case. Allegedly, a company used
facial recognition technology to prevent a lawyer from entering their venues due to the
lawyer’s firm representing clients engaged in litigation against the company1. This incident
exemplifies an attack scenario where our proposed system would effectively overcome such
restrictive measures. In this particular situation, the lawyer facing denial of access could
input their own face into our system and include it in the DodgeSet. Consequently, the
system would generate an output image resembling the attacker’s face, yet it would remain
unrecognized by the FV system. Furthermore, the targeted lawyer has the option to
incorporate not only their own face but also the faces of their colleagues in the DodgeSet.
This approach serves the purpose of concealing their own identity and also prevents them
from being identified as any other individuals who they suspect may also be denied access.

1Source: MSG probed over the use of facial recognition to eject lawyers from show venues
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The concept of the Source Face is introduced, representing the face image provided
by the user to initiate the attack. To execute the attack, multiple variations of the Source
Face, referred to as Attack Faces, are generated with the goal of deceiving the FV system
and satisfying the attack constraints. These modified images are intentionally crafted to
be almost imperceptible to humans. The minimum number of Attack Faces required from
a given Source Face depends on the specific attack scenario (discussed in Section 5.3.2) and
the quality and performance of the employed FM. For example, in a Master Face Attack,
a more advanced FM requires a larger number of Attack Faces to cover the majority of the
provided identities. Through practical observations, it has been discovered that even with
a relatively small number of Attack Faces, a significant majority of the identities can be
encompassed. Further detailed explanations on this topic will be provided in subsequent
sections.

5.2.4 Threat Model

5.2.4.1 The Goal of the Attacker

The primary aim of the attacker is to produce one or multiple face images that can be
recognized as matching identities within the MatchSet, all while avoiding detection as
any individual from the DodgeSet. In addition to this main objective, the attacker may
have secondary goals, such as creating face images that are visually indistinguishable or
resemble specific pre-selected images.

5.2.4.2 Capabilities and Limitations of the Attacker

In this investigation, a white-box attack [136] scenario is examined, granting the attacker
unrestricted access to the target model. Nevertheless, the attacker’s capabilities are con-
strained by the need to generate one or more face images (Attack Faces) that can effec-
tively bypass the face detection step in the FV process. Therefore, the attacker must
create images that fulfill their objective while maintaining the appearance of human faces.
Additionally, there may be limitations on the attacker’s ability to craft the face images to
closely resemble a specific user-input identity, known as the Source Face.

5.2.4.3 Possible Attack Scenarios

Different attack scenarios arise based on the composition of the MatchSet and DodgeSet
populations. For example, consider a scenario where a criminal, acting as an attacker,
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aims to fraudulently apply for a license online by impersonating someone else and avoiding
recognition. In this situation, the objective of the attacker is to produce one or multiple
images that, as perceived by the FV system, resemble the face of the victim while being
perceived as the face of the attacker by humans. This scenario can be represented by
including the victim’s face image in the MatchSet and the attacker’s face image in the
DodgeSet, where the attacker’s face image is used as the Source Face. Further scenarios
are elaborated on in Section 5.3.2.

5.2.4.4 Targeted Attack Model

The FV system we target for our attack is FaceNet, which is a neural network-based system.

5.3 The DodgePersonation Attack

In this section, a taxonomy for FV system attack scenarios is presented. The terms and
notations are defined, followed by the introduction of the mathematical definitions for
impersonation and dodging of face images. Two sets of face images, namely MatchSet
and DodgeSet, are introduced, which play a crucial role in the DodgePersonation Attack.
These sets form the foundation for problem definition and enable the categorization of
different attacks within the proposed taxonomy.

Figure 5.2: The proposed DodgePersonation Attack Taxonomy is introduced to categorize
various attack scenarios targeting FV systems.

5.3.1 DodgePersonation Attack Definition and Taxonomy

Assume that F represents the collection of all face images, and I represents the set of all
identities. Let us define a function Ident() : F → I that associates a face image with its
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corresponding identity. For example, if we have three face images i1, i2, i3 that belong to
the same identity I1 ∈ I, we can observe that Ident(i1) = Ident(i2) = Ident(i3) = I1.

Let us consider a face image represented by three squared matrices, denoted as M =
m×m, where each matrix represents a color channel. We have a given FV system that can
be divided into two components: (i) a FM function, denoted as FM(); and (ii) a distance
function, denoted as Dist(). The purpose of the FM function, FM() : M3 → Rp, is to
project a face image into an embedding space. When a single image x (or a set of images
S) is mapped from the face image space to the embedding space, it is represented as x̄ (or
S̄) to distinguish it from the original representation. In the embedding space, all objects
are denoted with a bar. The distance function, Dist() : Rp → R, is used to calculate
the distance between two points in the embedding space, serving as a hard measure of
similarity. To determine whether the identities of two face images match or mismatch in
the embedding space, a threshold value th ∈ R is employed. As mentioned in Section 5.2,
the FM function, FM(), utilizes a neural network architecture to extract features from the
images.

Definition 5.1 (Impersonation and Dodging). Let A,B ∈ F . Face Image A is considered
to impersonate Face Image B when:

Dist(FM(A), FM(B)) ≤ th (5.1)

If the condition is not satisfied, we describe Face Image A as dodging Face Image B.

Definition 5.2 (MatchSet and DodgeSet Face Image Sets). Consider MatchSet =
{m1,m2, · · · ,mk−1,mk} ⊂ F as a set of images, and DodgeSet = {d1, d2, · · · , dl−1, dl} ⊂ F
as another set of images. Throughout the remainder of the chapter, we will assume that
sets of face images in a given problem adhere to certain conditions. Specifically, these sets
must satisfy the following criteria:

• k ≥ 0

• l ≥ 0

• MatchSet ∩ DodgeSet = ∅

With the establishment of MatchSet and DodgeSet, we are now able to define the
DodgePersonation Attack and classify the various attacks within a taxonomy.
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Definition 5.3 (DodgePersonation Attack). Let us consider two sets, MatchSet and
DodgeSet. The DodgePersonation Attack can be defined as a multi-objective optimiza-
tion problem, aiming to generate a collection of images called “Attack Faces”, denoted as
X = x1, x2, . . . , xn. These images need to meet the requirement of being recognized as faces
by the MTCNN face detector, allowing them to proceed successfully to the subsequent steps
of face verification. For each xi ∈ X, we define Mxi

and Dxi
as follows:{︄

Mxi
:= {m ∈MatchSet : Dist(FM(xi), FM(m)) ≤ th}

Dxi
:= {d ∈ DodgeSet : Dist(FM(xi), FM(d)) ≤ th}

(5.2)

Subsequently, our multi-objective optimization problem can be formulated as follows:⎧⎪⎨⎪⎩
max|

⋃︁
∀xi∈X

Mxi
|

min|
⋃︁

∀xi∈X
Dxi
|

(5.3)

5.3.2 DodgePersonation Attack taxonomy

Based on the size ofMatchSet and DodgeSet, the DodgePersonation Attack can be cate-
gorized into multiple types of attacks. These attack types are presented in our proposed
taxonomy, illustrated in Figure 5.2. The first layer of the taxonomy focuses on the number
of identities to be impersonated, corresponding to different sizes of MatchSet. At this
level, we consider three scenarios: (1) no impersonation, (2) impersonating a single iden-
tity, and (3) impersonating multiple identities. Moving to the second layer, we consider
the number of identities to be dodged from, which is related to the size of DodgeSet. This
layer consists of three branches: (1) no identity to dodge from, (2) dodging a single iden-
tity, and (3) dodging multiple identities. By combining the desired number of identities to
impersonate and dodge, a total of nine possible scenarios emerge from this taxonomy.

Scenarios in which the MatchSet size is zero and DodgeSet size is one are commonly
known in the research community as None-Targeted Attack, Face De-Identification, or
Dodging Attack. On the other hand, scenarios where the MatchSet size is one and
DodgeSet size is zero are referred to as Targeted Attack, as mentioned in previous lit-
erature [136]. When the MatchSet size is large, indicating the presence of numerous
identities, and the DodgeSet size is zero, it is denoted as Master Faces or Master Face
Attack [94]. Additionally, our proposed taxonomy incorporates novel scenarios that have
not yet been established in the literature and therefore lack specific names.
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By examining FV systems from the standpoint of an attacker, we can investigate the
circumstances in which these systems can be tricked. The goal of the attacker is to generate
a collection of images that visually resemble them (with the Source Face being an image
of the attacker) but are recognized by the FV system as belonging to a different individual
or individuals. Here, we provide a compilation of practical situations that align with
particular instances outlined in our taxonomy, as illustrated in Figure 5.2.

Null Attack. The first scenario, referred to as the Null Attack, arises when there is
no objective to impersonate or dodge any specific identity. In this straightforward case,
any valid input serves as a solution.

Single Identity Dodging. In one attack scenario, an individual seeks to protect their
identity from being recognized by an online FV system employed on social media. Their
objective is to evade the system’s facial identity verification mechanism by generating an
image that does not resemble their own face. This scenario can be achieved by forming
an empty MatchSet and a DodgeSet containing the attacker’s own face image. In the
research community, this scenario is commonly referred to as the None-Targeted Attack,
Face De-Identification, or Dodging Attack [136].

Multi Identity Dodging. In this scenario, the attacker, who is a wanted criminal,
has the objective of concealing their identity and ensuring that the modified image does
not bear any resemblance to other potentially sensitive identities, such as other criminals.
To reduce the risk of being identified as either themselves or another criminal, the attacker
needs to generate an image that differs from multiple identities, including their own. This
can be accomplished by creating an empty MatchSet and a DodgeSet comprising the
images associated with those identities.

Single Identity Impersonation. In an alternate attack scenario, an individual may
aim to gain unauthorized access to someone else’s smartphone by assuming the identity of
the victim 2. To accomplish this, the attacker must generate a collection of images that
closely resemble the victim’s face. This can be expressed as a MatchSet consisting of a
single member, which is the face image of the victim, accompanied by an empty DodgeSet.
The research community refers to this scenario as a Targeted Attack [136].

Multi Identity Impersonation. This scenario may occur when an attacker intends to
deceive an online portal’s FV system in order to gain unauthorized access. In this situation,
the attacker lacks complete information about the authorized employees, including which
individuals possess access privileges and which do not. To maximize their chances of

2For this particular scenario, we assume direct access to the smartphone’s FV system. In future research,
exploring Physical Attacks would represent a logical progression, as they present a more realistic setting
in this context.
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success, the attacker must impersonate all potential individuals who might have proper
access. This can be achieved by creating a MatchSet consisting of multiple members,
which correspond to the face images of the employees. Similarly, in another scenario, the
attacker may seek to gain unauthorized access to any random smartphone by tricking its
FV system. To accomplish this, the attacker must generate a collection of images that
resemble a large number of identities. In this case, the scenario can be formulated by
establishing a MatchSet that contains face images representing a significant number of
identities, while leaving the DodgeSet empty. This scenario represents an extreme case of
the previous scenario and is commonly referred to as a Master Face Attack [94].

Single Impersonation and Single Dodging. Another scenario emerges when there
is a simultaneous requirement for both Single Identity Dodging and Single Identity
Impersonation. To illustrate this scenario, let us consider a situation where a wanted
criminal, acting as an attacker, aims to exploit an online system equipped with an FV
system by using their own image to gain unauthorized entry. In this case, the attacker
intends to access the system by impersonating an authorized individual while ensuring
their own identity remains unrecognized. To achieve this, the attacker must generate a
set of images that match the face of the victim but do not resemble their own face. This
scenario can be represented by aMatchSet containing the face image of the victim as the
sole member, and an DodgeSet consisting of the attacker’s own face image. Similarly, in
another scenario known as Single Impersonation and Multi Dodging, the attacker
aims to conceal their identity and prevent the modified image from resembling any other
critical identities. Moreover, in situations where the attacker has limited information about
the individuals they wish to impersonate, including uncertainty about who has access
privileges, and also needs to avoid being recognized as themselves, the scenario of Multi-
Impersonation and Single Dodging arises.

Multi Impersonation and Multi Dodging. Lastly, consider a scenario where an
organization grants access to specific individuals but alerts the police if certain wanted
individuals are identified. In this case, the attacker’s objective is to impersonate the au-
thorized individuals and prevent their own recognition as one of the wanted individuals. To
maximize their chances of gaining access while minimizing the risk of being apprehended,
the attacker can employ a MatchSet comprising face images of multiple authorized indi-
viduals who potentially have access privileges. Simultaneously, they can use a DodgeSet
consisting of face images of the wanted individuals. By adopting this approach, the attacker
can decrease the likelihood of being identified as a wanted individual while increasing their
likelihood of successfully entering the premises.
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5.4 One Face to Rule Them All Method

This section introduces the One Face to Rule Them All Algorithm, which is uti-
lized for conducting DodgePersonation Attack. Our algorithm comprises two main phases:
Phase 1 - the embedding space search, and Phase 2 - the Attack Face generation. In Phase
1, we employ the FM function to map the MatchSet and DodgeSet to the embedding
space E . To search for a point in the embedding space that satisfies the attack’s con-
straints, we utilize a GA with a specialized fitness function. During Phase 2, we modify
the user’s input face image (referred to as the Source Face) to ensure that when it under-
goes mapping to the embedding space using FM , it is positioned in close proximity to the
point discovered in Phase 1. This ensures that the manipulated user input image adheres
to the constraints set by theMatchSet and DodgeSet.

It is important to note that our algorithm imposes an additional constraint on the
DodgePersonation Attack outlined in Definition 5.3. We require that the set of Attack
Faces generated by our algorithm, i.e., the manipulated images, bear a resemblance to a
single predetermined identity (the Source Face) as perceived by humans. This means that
while the Algorithm allows for the use of different Source Faces, we specifically focus on a
special case where all Attack Faces are crafted from a single user-input Source Face. We
deliberately limit ourselves to a Single Source Face for all Attack Faces to showcase the
algorithm’s capability in producing face images that are nearly indistinguishable from the
Source Face to the human eye. Consequently, this constraint adds complexity to the attack
generation process compared to scenarios without this restriction.

5.4.1 Phase 1 - Embedding Space Search

The objective of Phase 1 is to identify one or more points in the embedding space that
correspond to the desired Attack Face(s) we aim to find. To accomplish this, we employ
the FV system to map theMatchSet and DodgeSet from the face space to the embedding
space. We utilize a bar notation to represent the elements in the embedding space, resulting
in MatchSet and DodgeSet. To determine the desired points, we propose two key steps:
(i) constructing clusters based onMatchSet; and (ii) conducting a search in the embedding
space around each cluster using a GA combined with a specially designed fitness function.
Figure 5.3 provides an overview of Phase 1, illustrating these steps.

From Face Space to Embedding Space. The face images in MatchSet and
DodgeSet undergo processing by the MTCNN algorithm and are pre-processed for the
FM function. Finally, they are fed into the FM function, as illustrated in Figure 5.1.
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Figure 5.3: Overview of One Face to Rule Them All - Phase 1: Embedding Space Search.
The MatchSet and DodgeSet are mapped from the face space into the embedding space.
Then, C clusters are built usingMatchSet. For each cluster, one point is sought using our
GA such that it is close to the cluster members and distant from the DodgeSet members.

Cluster Generation. The ultimate goal is to identify a set of points, xi, within
the embedding space E that satisfy two conditions: (i) collectively being close to all ele-
ments of MatchSet; and (ii) xi being distant from all elements of DodgeSet. However, a
single point may not fulfill these requirements since the elements in MatchSet could be
distributed across the embedding space. Hence, we generate C clusters of the MatchSet
cases (MatchSet1, · · · ,MatchSetC) by utilizing the K-Means algorithm [76]. The number
of clusters serves as a hyper-parameter for the system.

We aim to address the multi-objective optimization problem for each clusterMatchSeti,
which can be formulated as follows:

{︄
max|{m ∈MatchSeti : Dist(xi,m) ≤ th}|
min|{d ∈ DodgeSet : Dist(xi, d) ≤ th}|

(5.4)

(5.5)

We utilize the LM-MA-ES GA, as introduced in [78], to discover a suitable point within
the high-dimensional embedding space that satisfies our criteria. This particular GA was
chosen due to its effectiveness in exploring spaces with a high number of dimensions, as
demonstrated in the study by [121]. To evaluate the effectiveness of a point in meeting
our requirements, we minimize the DodgePersonation Fitness function (defined in Defini-
tion 5.5). This fitness function comprises two components, positive and negative, which
correspond to the objectives stated in Equations 5.4 and 5.5. By employing the DPloss
(defined in Definition 5.4) on either the MatchSeti or DodgeSet, we derive the weighted
sum of these two components within the DodgePersonation Fitness function.

The DPloss quantifies the dissimilarity between a target case a and a given set S. It
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Algorithm 5.1 One Face to Rule Them All - Phase 1: Embedding space Search
Input: MatchSet: set of all face embeddings to impersonate;

DodgeSet: set of all face embeddings to dodge;
α, β: weights for positive and negative DPloss, respectively;
γ: weight for the DodgePersonation Fitness function
th1, th2: DodgePersonation Fitness thresholds
gen: number of GA generations
C: number of clusters

Output: best_emb: best C points found in the embedding space.
best_emb← []
Clusters← K-Means( C,MatchSet)
for cluster in Clusters do

centroidnorm ← cluster centroid normalized to unit vector
pp← initialize first population with centroidnorm
for generation in gen do

pp′ ← generate new population based on pp
pp′norm ← normalize to unit vector elements of pp′
loss← []
for pp′i in pp′norm do

loss← loss ∪ fitness(pp′i, cluster,DodgeSet, th1, th2, α, β, γ)
end
pp← top |pp′| with lowest loss from pp′norm

end
best_emb← best_emb ∪ embedding with lowest loss in pp

end
return best_emb
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considers two aspects: the count of cases in S that are farther away from a than a specified
threshold, and the sum of the distances between a and all the cases in S.

Definition 5.4 (DP Loss). loss is a normalized linear combination of DodgeCount(a, S, th)
and DistSum(a, S):

DPloss(a, S, th,m) =

m ·
∑︁
s∈S

1{Dist(a,s)>th}(a) + (1−m) ·
∑︁
s∈S

Dist(a, s)

|S|

where the weight factor m lies within the range of [0,1], and the indicator function 1Dist(a,s)>th(a)
evaluates to 1 if the condition Dist(a, s) > th is true, and 0 otherwise.

To eliminate the influence of the size of S on the outcome, we normalize the result.
In our preliminary experiments, we found that relying solely on the indicator function
component was inadequate for the GA to effectively choose appropriate individuals for
the next generation. To address this issue, we resolved it by incorporating the distances
between the searched point and the members of S.

The fitness function used in our GA, called the DodgePersonation Fitness Function, is
determined by the weighted sum of the positive DPloss applied to each clusterMatchSeti
and the negative DPloss (multiplied by -1) applied to the DodgeSet. This definition can
be found in Definition 5.5.

Definition 5.5 (DodgePersonation Fitness Function). Considering a point x in the embed-
ding space E, we examine a clusterMatchSeti fromMatchSet and the DodgeSet. Decision
thresholds th1 and th2 are established forMatchSeti and DodgeSet respectively. We intro-
duce weights α and β for the DPloss components, along with a weight parameter γ for the
fitness function. The DodgePersonation Fitness function is defined as follows:

fitness(x,MatchSeti,DodgeSet, th1, th2, α, β, γ) =

γ ∗DPloss(x,MatchSeti, th1, α)+

(1− γ) ∗ (−DPloss(x,DodgeSet, th2, β))

It is important to note that our DodgePersonation Fitness Function incorporates dis-
tinct thresholds for the positive and negative DPloss, enabling independent adjustments.
This feature enhances the flexibility of the method and leads to more favorable outcomes.
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The pseudo-code for Phase 1 of the One Face to Rule Them All algorithm, which involves
searching for a point or set of points in the embedding space to carry out the DodgePer-
sonation Attack, is presented in Algorithm 5.1.

5.4.2 Phase 2 - Attack Face Generation

After obtaining a set of points (xi) in the embedding space, the next step is to generate the
corresponding Attack Face images. We begin with a Source Face x and aim to alter the
image in a manner that, when processed through the FM, it is mapped closely to the Phase
1 point (xi). In other words, our objective is to ensure that the output of FM(xmodified)
is as close as possible to xi.

A method was developed for the FV task that utilizes a pre-selected Source Face image
x and minimizes the extent of modifications while ensuring alignment with the previously
obtained point xi. The Attack Face Generation method operates by computing the deriva-
tives of the FM function with respect to the input image x and modifying the image to
reduce the loss value, represented by Dist(FM(x), FM(xi)). To the best of our knowledge,
this mapping technique, which grants complete control over the initial identity in the face
image, has not been previously applied in the domain of FV, making it a novel approach
in this field.

Algorithm 5.2 One Face to Rule Them All Algorithm - Phase 2: Attack Face Generation.
Input: x: Source Face;

y: point in the embedding space returned in Phase 1;
ϵ: maximum change allowed for each pixel of the normalized image;
iterations: number of iterations;

Output: xadv: Attack Face
while x ̸= MTCNN(x) do

x←MTCNN(x)
end
xadv ← x
for iter in iterations do

xadv ← FM(xadv)
loss← Dist(xadv, y)
gradients← ∂loss

∂xadv

xadv ← Adam(xadv, gradients)
xadv ← clip(xadv, [xadv − ϵ, xadv + ϵ])

end
return xadv
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Figure 5.4: In Phase 2 of One Face to Rule Them All - Attack Face Generation, the Source
Face image is transformed into the embedding space and adjusted to be close to a point
identified in Phase 1. This approach allows us to launch attacks on various face images
while maintaining control over the extent of modifications made.

The pseudo-code for the Attack Face Generation process is presented in Algorithm 5.2.
Initially, the face is extracted from the Source Face x using the MTCNN face detector.
This involves feeding x to MTCNN and resizing it to match the FM’s input shape. The
cropping continues until MTCNN no longer trims the input, ensuring the input and output
dimensions are identical. Next, the cropped version of x undergoes a specified number of
iterations for embedding the attack into the image.

Within each iteration, the algorithm computes the distance between the image mapped
into the embedding space FM(x) and the target point x in the embedding space. Addi-
tionally, the derivative of FM with respect to the image is calculated. While the Adam
optimizer is commonly used to update neural network weights for loss minimization, we
have repurposed it in an innovative manner to apply the obtained gradients to the image.
We also introduce a constraint to control the magnitude of change, limiting the differ-
ence (ϵ) between the initial and modified images. This approach produces a final version
of x that retains a high visual resemblance to the original cropped Source Face image.
Figure 5.4 provides an overview of the One Face to Rule Them All Phase 2 process.

5.5 Experimental Setup

In this section, we assess the effectiveness of our approach in executing DodgePersonation
Attacks through the utilization of the One Face to Rule Them All Algorithm. We start by
presenting the dataset employed in our experiments and subsequently provide implemen-
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tation specifics pertaining to our experimental setup.

5.5.1 Dataset

The experiments were conducted on the LFW dataset, which is a widely used dataset for
FV tasks. This dataset consists of 13,233 images of 5,749 individuals. The funneled version
of the dataset was used. The FV decision threshold for a false acceptance rate of 0.001 was
obtained by applying Euclidean distance on the training set provided with LFW, which
contains 1,100 matching and 1,100 mismatching pairs. Unless specified otherwise, a random
subset of 5,749 images was used in the remaining experiments, where each individual in
the dataset is represented by a single image. The dataset, along with the corresponding
code, can be accessed from the GitHub repository.

5.5.2 Evaluation Metrics

To assess the effectiveness of our approach, we determine its performance by measuring
the coverage score on a specific collection of images, denoted as set S, while considering a
set of Attack Faces X. The coverage score is computed as follows: we count the number of
face images in S that have a match with at least one image in the set of Attack Faces X,
using a distance metric Dist and a threshold value th. This count is then divided by the
total number of images in S, and multiplied by 100 to express the result as a percentage.
The calculation of the coverage is described more formally in Definition 5.6.

coverage =
|{s ∈ S : ∃x ∈ X, Dist(FM(x), FM(s)) < th}|

|S|
(5.6)

The coverage score indicates the proportion of face images in S that are successfully
matched by at least one image in the Attack Faces set X. We calculate the coverage
for both the MatchSet and the DodgeSet, with the objective of maximizing it for the
MatchSet and minimizing it for the DodgeSet.

5.5.3 Implementation Details

Based on the specified sizes of MatchSet and DodgeSet, we selected two distinct sets of
identities from the LFW dataset in a random manner.
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We selected one image per identity. Alternatively, if we were to use multiple images
for each identity and assume that FM effectively groups them in a nearby region of the
embedding space, we would introduce additional closely located points to the Phase 1
Embedding Space Search. This simplifies the task for the search algorithm in finding a
suitable point in the embedding space. Consequently, with this additional information, the
algorithm is capable of generating more precise results. In contrast, when we choose to use
only one image per identity, we are selecting a potentially more challenging scenario.

We utilized the default configurations of the MTCNN algorithm and adjusted the image
size to match the input shape of the FM. This resizing was accomplished using the PIL
library with the BOX re-sampling algorithm. The input shape was set to 160x160 pixels,
and the input images were normalized from a range of 0 to 255 to a range of -1 to +1, as
required by FaceNet [116], the specific FM employed in our approach. FaceNet is trained
on sets of three faces (known as triplets) from the CASIA-WebFace dataset [147] using a
triplet loss function. By leveraging FaceNet, we can map images from the original image
space onto a compact Euclidean space. In this embedding space, each point is represented
by a fixed-length vector of 512 dimensions.

During Phase 2, we employed the Euclidean distance as the loss function for mapping
the output. To determine the appropriate number of training iterations for this phase,
we conducted a series of initial experiments and determined that 1,000 iterations yielded
satisfactory results.

5.6 Results and Discussion

In this section, we showcase the outcomes of our experiments aimed at evaluating the
performance of our proposed One Face to Rule Them All Algorithm. These experiments
were conducted across various scenarios as outlined in our taxonomy. Additionally, we
provide two ablation studies that focus on examining the impact of specific parameters in
our DodgePersonation Fitness function.

5.6.1 Results for MatchSet and DodgeSet of varying size

In this set of experiments, the focus was on 10 clusters within theMatchSet. Our solution
was evaluated using different sizes for the MatchSet, specifically 10, 100, 500, 1000, and
2500. Similarly, the DodgeSet was examined across sizes of 0, 1, 2, 3, 10, 100, 1000, and
2500.
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To create theMatchSet and DodgeSet, elements were randomly selected from the LFW
dataset. These sets were subsequently mapped into the embedding space, resulting in the
formation of MatchSet and DodgeSet. The One Face to Rule Them All Algorithm was
then applied to identify a single point (Attack Face) within each cluster that adheres to
the defined problem constraints.

We assessed the coverage of the generated points in the embedding space during Phase
1, specifically in MatchSet and DodgeSet, as well as the coverage of the corresponding
generated Attack Faces during Phase 2, in MatchSet and DodgeSet. This evaluation
process was repeated five times, and the average results are depicted in Figure 5.5. The
coverage outcomes for Phase 1 and Phase 2 are presented in blue and orange, respectively.

Figure 5.5: Coverage outcomes for varyingMatchSet and DodgeSet sizes are shown, with
each plot depicting MatchSet coverage on the left and DodgeSet coverage on the right.
Lines connecting both sets’ results are color-coded according to the computation phase.

Each subplot within the figure represents a particular scenario, which corresponds to a
combination of specific sizes for MatchSet and DodgeSet. For instance, the bottom right
subplot illustrates the coverage results for aMatchSet with a size of 2,500 and a DodgeSet
with a size of 2,500. In each subplot, the left side represents the coverage on MatchSet
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(Phase 1 in blue) and MatchSet (Phase 2 in orange), while the right side represents the
coverage on DodgeSet (Phase 1 in blue) and DodgeSet (Phase 2 in orange).

The optimal outcome for both Phase 1 and Phase 2 in each subplot is characterized
by a coverage of 100% on theMatchSet (left side) and a coverage of 0% on the DodgeSet
(right side). This ideal result is represented by a diagonal line extending from the top left
corner to the bottom right corner of the subplot (shown as a dashed line in the bottom
right subplot).

To illustrate, let us consider the subplot in which theMatchSet has a size of 100 and the
DodgeSet has a size of 2,500. In Phase 1, we observe a coverage of 66.33% on MatchSet,
indicating that a significant portion of the points in this set is covered. Conversely, only
0.13% of the DodgeSet is covered during this phase.

Moving on to Phase 2, we find that the coverage on the MatchSet is 65.33%, which
is slightly lower compared to Phase 1. However, the coverage on the DodgeSet increases
to 5.16%. Notably, the lines representing the results of Phase 1 and Phase 2 are nearly
overlapping, suggesting that the outcomes are quite similar. This demonstrates the ef-
fectiveness of Phase 2 of the One Face to Rule Them All algorithm, as it successfully
generates Attack Faces of the selected identity that closely align with the embedding space
point discovered during Phase 1.

In general, the experiments conducted with a smaller number of faces to match and
dodge (subplots located close to the top left) yield results that are close to optimal. As
the number of faces to match and dodge increases, we observe a decrease in the coverage
of theMatchSet and an increase in the coverage of the DodgeSet. The scenario involving
2,500 faces to match and 2,500 faces to dodge (bottom right subplot) represents the most
challenging and least successful scenario. However, even in this demanding situation, a
coverage of approximately 51% is achieved on the MatchSet in both phases, while the
DodgeSet demonstrates a coverage of approximately 27% in Phase 1 and 43% in Phase
2. These results are remarkable considering that we are able to match 1,275 faces with
only 10 Attack Faces and dodge 1,425 faces out of a total of 2,500. For a comprehensive
breakdown of the results, please refer to Table 5.1.

It is important to note that Phase 2 of the algorithm generally exhibits lower perfor-
mance compared to Phase 1, particularly in the more challenging scenarios characterized
by larger sizes of MatchSet and DodgeSet, particularly in terms of the coverage of the
DodgeSet. This observation is supported by Figure 5.6, which examines the coverage re-
sults achieved with a fixed MatchSet size of 500 while varying the size of the DodgeSet
between 10 and 2,500. The coverage of the MatchSet in both phases is higher when the
DodgeSet size is smaller, and it decreases as the DodgeSet size increases.
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Table 5.1: The table displays average outcomes from 5 runs of One Face to Rule Them All
Algorithm’s Phases 1 and 2, across different MatchSet and DodgeSet sizes, based on 10
clusters. These results correspond with those in Figure 5.5.

|MatchSet| |DodgeSet| Coverage
MatchSet DodgeSet MatchSet DodgeSet

10 0 100.00 0.00 100.00 0.00
10 1 100.00 0.00 100.00 0.00
10 2 100.00 0.00 100.00 0.00
10 3 100.00 0.00 100.00 0.00
10 10 100.00 0.00 100.00 10.00
10 100 100.00 0.00 100.00 3.25
10 500 100.00 0.00 100.00 4.15
10 1000 100.00 0.00 100.00 3.48
10 2500 100.00 0.45 100.00 2.48

100 0 77.75 0.00 74.00 0.00
100 1 77.00 0.00 73.50 0.00
100 2 77.50 0.00 74.50 0.00
100 3 77.75 0.00 74.50 8.33
100 10 77.25 0.00 75.25 22.50
100 100 76.25 0.00 74.25 13.25
100 500 73.75 0.05 70.25 9.35
100 1000 73.00 0.05 69.50 8.42
100 2500 66.33 0.13 65.33 5.16
500 0 68.85 0.00 65.15 0.00
500 1 66.50 0.00 62.55 0.00
500 2 67.40 0.00 63.35 12.50
500 3 67.70 0.00 64.10 16.67
500 10 67.55 5.00 63.50 20.00
500 100 65.65 3.50 62.47 24.00
500 500 54.40 1.15 52.35 18.55
500 1000 47.60 0.88 47.40 20.38
500 2500 39.20 0.45 41.40 16.67

1000 0 67.62 0.00 63.82 0.00
1000 1 65.42 0.00 61.52 0.00
1000 2 66.12 0.00 61.78 12.50
1000 3 66.45 0.00 62.68 8.33
1000 10 66.85 2.50 62.38 17.50
1000 100 64.47 11.33 60.70 33.67
1000 500 56.00 7.65 54.68 30.20
1000 1000 47.00 5.00 47.30 29.50
1000 2500 35.63 3.15 40.53 26.15
2500 0 65.86 0.00 61.56 0.00
2500 1 64.23 0.00 59.57 0.00
2500 2 64.88 0.00 61.31 12.50
2500 3 65.11 0.00 60.92 25.00
2500 10 65.16 12.50 61.01 50.00
2500 100 64.61 30.67 60.36 46.67
2500 500 61.47 29.75 58.34 41.85
2500 1000 59.25 30.20 57.29 43.60
2500 2500 51.42 27.24 51.20 43.40
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Figure 5.6: The coverage outcomes are reported for a fixedMatchSet comprising 500 faces
while considering various sizes for the DodgeSet.

5.6.2 Multi Identity Impersonation or Master Face

5.6.2.1 Comparing the One Face to Rule Them All algorithm to other com-
peting methods

In an extreme scenario known as Master Face Attack, which falls under Multi Identity Im-
personation, the objective is to impersonate a large number of identities while having an
empty DodgeSet. Recently, Shmelkin et al. [121] proposed a method for the Master Face
attack that involved generating a set of nine images using pre-trained GANs. This method
achieved coverage of 43.82% across the 5,749 identities in the LFW dataset. However,
the generated Master Faces did not have control over the specific identities. To compare
our approach with this attack, we replicated the exact testing setup used in their work.
We used FaceNet trained on CASIA-WebFace with a decision threshold corresponding to
a false acceptance rate of 0.001, and we considered the 5,749 identities from the LFW
dataset as theMatchSet. We selected an image of Albert Einstein as the Source Face for
our experiment, although any other Source Face could have been chosen. To ensure a fair
comparison, we generated an equal number of images as Shmelkin et al. [121]. Figure 5.7
displays the Attack Faces generated using our One Face to Rule Them All method. The
original Source Face is shown within a blue square, followed by the nine Attack Faces pro-
duced. Our proposed method significantly improves the achieved coverage while providing
full control over the identities of the generated images. Using the set of nine images pro-
vided, we were able to attain a coverage rate of 58.5% for the first Einstein image (top)
and 57.27% coverage for the second Einstein image (bottom). In comparison, the compet-
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ing method achieved a coverage of only 43.82% with the same number of images, without
any ability to control the identities. This demonstrates that our method can utilize any
preferred Source Face to generate Attack Faces with superior coverage. The generated At-
tack Faces have modifications that are nearly imperceptible to humans, making the attack
feasible without raising suspicion. Additionally, the results indicate that the nine visually
identical images cover distinct regions of the face space, aligning with different identities.

Figure 5.7: The One Face to Rule Them All Algorithm was used for Multi Identity Imper-
sonation of 5,749 identities with two Albert Einstein images. The original image (Source
Face) is in a blue box; the generated Attack Faces achieved 58.5% (top) and 57.27% (bot-
tom) coverage rates, surpassing the previous method’s 43.82%.
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5.6.2.2 An analysis of the coverage achieved by the One Face to Rule Them
All algorithm on Master Faces.

We conducted additional experiments to investigate the relationship between the number
of Attack Faces generated and the coverage achieved on theMatchSet, aiming to surpass
a 90% coverage threshold. The findings of this investigation are presented in Figure 5.8.
Notably, as the number of clusters and corresponding Attack Faces increased, the coverage
rates also rose. Surprisingly, with a mere 80 Attack Face images, we were able to achieve a
coverage exceeding 90%. This experiment underscores the fact that even with a relatively
small number of images, we can effectively cover a significant portion of the MatchSet.
This observation suggests that the FaceNet model may cluster similar images together in
the embedding space. Importantly, our attack demonstrates the ability to compromise FV
systems using a limited number of Attack Faces, thereby exposing the vulnerability and
fragility of these systems. The fact that a mere 80 Attack Faces resulted in a 90% match
rate underscores the insecurity of FV systems, as they can be breached with a relatively
small number of attempts.

Figure 5.8: The plot illustrates the coverage achieved for various numbers of clusters (or
Attack Faces) on a MatchSet that includes 5,749 identities from the LFW dataset. The
Source Face utilized in the experiment is displayed in the plot.
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5.6.2.3 On the Generalizability of One Face to Rule Them All Attack on
Master Faces

The purpose of this experiment is to evaluate the applicability of the Attack Faces generated
using the One Face to Rule Them All method to unseen identities in the Master Face Attack
scenario. In order to assess this, we examine how well the Attack Faces cover identities that
were not part of the generation process. We construct aMatchSet consisting of a randomly
selected set of 2,500 identities and generate a set of 10 Attack Faces to impersonate these
identities. Additionally, we create a separate set of 2,500 identities called the UnseenSet,
which exclusively includes identities not present in theMatchSet. Finally, we measure the
coverage achieved by the 10 Attack Faces on both theMatchSet and the UnseenSet. This
test is repeated five times, and the average results are reported.

The outcomes of this study reveal that by employing 10 Attack Faces, we attain a
coverage rate of 65.78% and 60.22% for theMatchSet in Phase 1 and Phase 2, respectively.
In addition, the identical set of 10 Attack Faces covers 58.25% and 56.9% of the
members in the UnseenSet in Phase 1 and Phase 2, respectively. These results
provide compelling evidence of the generalizability capacity inherent in our proposed One
Face to Rule Them All method.

5.6.3 Single Impersonation and Single Dodging Scenario

Single Impersonation Scenario. In this study, a single picture was randomly selected
from F to be the MatchSet, accompanied by an empty DodgeSet. The goal was to alter
Albert Einstein’s face image to bear a resemblance to the identity portrayed in the chosen
picture. The experiment was repeated ten times, and the results consistently demonstrated
a 100% coverage rate. This indicates that in all ten trials, the modified image of Einstein
successfully impersonated the randomly selected individual.

Single Dodging Scenario. To tackle the single dodging scenario, an image is ran-
domly chosen from F to serve as the DodgeSet, while an emptyMatchSet is established.
The selected image is then modified to evade or avoid its associated identity. Consequently,
this image becomes the sole member of the DodgeSet. The experiment is replicated ten
times, and it is observed that in all ten instances, the dodging objective is accomplished
successfully (0% coverage).

In the context of a FV system that restricts the number of permissible attempts, an
attacker’s capability to infiltrate becomes more complex. Nevertheless, given that these
two scenarios yielded a 100% success rate, our strategy has the potential to circumvent
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such systems even with limited tries. This holds generally true for cases of impersonating
a limited set of individuals (referring to Section 5.6.1). The challenge intensifies in more
complex scenarios, such as a Master Face Attack.

5.6.4 Fitness Function Ablation Studies

5.6.4.1 Sensitivity of DodgeSet threshold

The fitness function utilized in our proposed GA for DodgePersonation (see Definition 5.5)
incorporates two decision thresholds: th1 for MatchSet and th2 for DodgeSet. For our
experimental setup, both th1 and th2 are fixed at a value of 1.055, as detailed in Sec-
tion 5.5.3. In this particular investigation, we aim to examine the impact of varying th2
on the coverage achieved for bothMatchSet and DodgeSet.

In our proposed GA’s DodgePersonation Fitness function (cf. Definition 5.5), we con-
sider two decision thresholds: th1 for MatchSet and th2 for DodgeSet. For our exper-
imental setup, both th1 and th2 are initially set to 1.055, as outlined in Section 5.5.3.
The purpose of this experiment is to explore the impact of varying th2 on the coverage
achieved by MatchSet and DodgeSet. Our objective is twofold: (i) to assess if we can
generate Attack Faces that are more effective at evading detection in DodgeSet, and (ii)
to understand the influence of adjusting th2 on the coverage of MatchSet. We hypothe-
size that by increasing th2 and widening the margin of the DodgeSet, more points can be
successfully dodged, as optimal points will be further away from the members of this set.
We conducted multiple experiments, testing the initial th2 value of 1.055 as well as four
additional th2 values representing a 3%, 4%, 5%, and 6% increase. Each experiment was
repeated five times, using a randomly selectedMatchSet of 1,000 identities and a DodgeSet
of 500 identities. The average coverage results for Phase 1 and Phase 2 onMatchSet and
DodgeSet are presented in Table 5.2.

In Phase 1, the coverage of the DodgeSet with the default th2 value of 1.055 is 7.65%,
while in Phase 2, it is 30.20%. This means that our specialized GA was unable to evade
7.65% of the DodgeSet members in the embedding space, and the generated Attack Faces
failed to dodge 30.2% of the DodgeSet cases.

When we increased the DodgeSet threshold th2 by 3%, there was a significant decrease
in the coverage percentages of the DodgeSet in both phases. This confirms that raising the
threshold th2 helps to keep the Attack Faces further away from the DodgeSet cases. How-
ever, we noticed that this change had a negative impact on the coverage of theMatchSet,
resulting in decreased coverage.
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Table 5.2: Coverage outcomes for distinct th2 values on Phase 1 and Phase 2 (Phase 2
values in parentheses).

th2 increase % Coverage

MatchSet DodgeSet

1.055 - 56.00 (54.68) 7.65 (30.20)
1.086 3% 41.56 (42.30) 0.00 (3.04)
1.097 4% 37.98 (39.50) 0.00 (1.48)
1.107 5% 30.46 (35.62) 0.00 (0.60)
1.118 6% 31.02 (33.72) 0.00 (0.40)

As we continued to increase the th2 threshold, the coverage of theMatchSet continued
to decline, while the coverage of the DodgeSet approached zero. When we reached a 4%
increase in th2, only the coverage of the MatchSet was affected, as the coverage of the
DodgeSet was already very close to the desired value of zero.

Therefore, we can confirm that adjusting the threshold ratio for the DodgeSet can
lead to improved dodging results while sacrificing impersonation results. This trade-off
should be carefully considered based on the nature of the problem at hand and the relative
importance of dodging versus impersonation.

5.6.4.2 Sensitivity of parameter γ

The parameter γ in the GA Fitness function determines the weighting of the DPloss for the
MatchSet and DodgeSet. We conducted experiments where we randomly selected 1,000
members from the MatchSet and 500 members from the DodgeSet, and tested different
values of γ including 0, 0.1, 0.3, 0.5, 0.7, 0.9, and 1. These experiments were repeated
five times, and the average results were recorded. The findings of these experiments are
depicted in Figure 5.9.

We observe distinct behavior based on the value of γ. When γ is set to 0, all the focus is
on evading members of DodgeSet, leading to a neglect ofMatchSet members. Conversely,
when γ is 1, there is a peak in the coverage of MatchSet members, but no attention is
given to dodging DodgeSet members, resulting in a significant coverage of them. A value
of 0.1 for γ yields considerable coverage forMatchSet members, with only a minor increase
in the coverage of DodgeSet. As γ continues to increase, the emphasis onMatchSet grows,
leading to increased coverage, while the focus on DodgeSet diminishes, resulting in fewer

108



dodged members. Generally, the results remain relatively stable for values of γ ranging
from 0.1 to 0.9.

Figure 5.9: Impact of γ on the coverage ofMatchSet and DodgeSet.

5.6.5 Discussion on Using the DodgeSet in the DodgePersonation
Attack

The proposed definition of DodgePersonation Attack needs the presence of both aMatchSet
and a DodgeSet. One could argue that including a DodgeSet might be redundant since
matching the identity or identities in theMatchSet should inherently lead to the dodging
of any other images. However, we contend that this assumption may not always hold true,
highlighting that using both theMatchSet and the DodgeSet is essential.

To illustrate this point, let us consider an example. Suppose we are faced with the task
of creating an image that appears as person A to human observers, is recognized by the
FV system as person B, and successfully avoids being identified as person C (or dodges
person C). While some may argue that if the FV system confirms the image as person B,
it automatically avoids other identities like person C, this assumption is not guaranteed.
FV systems exhibit imperfections, as evidenced by the existence of Master Faces, meaning
that a solution may match more identities than those explicitly specified in theMatchSet.
To address this concern and ensure the system’s robustness and reliability, the inclusion of
a DodgeSet becomes necessary, explicitly taking into account the unwanted identities.
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5.6.6 Exploring the Identities Distribution in the Embedding Space

To gain a deeper understanding of the distribution of face images from different identities
in the embedding space, two experiments were conducted. The first experiment involved
randomly selecting an image as theMatchSet, leaving the DodgeSet empty, and modifying
Albert Einstein’s face image to impersonate it. This process was repeated five times, and
the average result was recorded. Following that, the same process was repeated with an
increasing number of images in theMatchSet, i.e., using two images representing different
identities, then three images of distinct identities, and so forth, until reaching one hundred
images corresponding to one hundred unique identities. Each experiment using a given
number of distinct identities was repeated five times. The results, shown in Figure 5.10,
clearly demonstrate that as the number of identities that we aim to impersonate increases,
the coverage percentage decreases. This observation suggests that the embeddings of these
identities are not concentrated in a specific region of the embedding space, making it
impossible for a single point to accurately represent all of them.

Figure 5.10: Percentage of coverage based on the number of identities to be impersonated
using a single Attack Face image.

5.6.7 Study of Alternative in Phase 2: Projected Mean

It is possible that the average of all the MatchSeti members is close enough to most of
its members. However, there is no guarantee that it is far enough from the DodgeSet
members. Our experiments assess whether the arithmetic mean of an embedding set is
closer to all its members than the decision threshold. For the FM that we currently use, a
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Table 5.3: The results of projected mean and GA search for MatchSet of size 100 and
DodgeSet size of size 0, 100, 500. The results are the average of 5 runs for 10 clusters.

|MatchSet| |DodgeSet| method (Phase 2) MatchSet coverage(%) DodgeSet coverage(%)

100 0 GA 77.75 0.00
100 0 Projected Mean 76.50 0.00
100 100 GA 76.25 0.00
100 100 Projected Mean 76.50 29.25
100 500 GA 73.75 0.05
100 500 Projected Mean 76.50 29.60

slight adjustment is necessary after the arithmetic mean computation. The FM we employ
normalizes the extracted features using L2-normalization, resulting in unit length vectors.
Hence, our embedding space only occupies a fraction of all potential vectors within that
multi-dimensional space. Specifically, because of L2-normalization, our FM confines itself
to the surface of a hyper-sphere in this multi-dimensional domain. Consequently, the
average point derived from separate points on this hyper-sphere’s surface will be within
the hyper-sphere. To address this, we project this average point back to the hyper-sphere’s
surface.

Table 5.3 presents the outcomes from multiple experiments that utilized both the
projected mean technique and the GA search method across varying sizes of MatchSet
and DodgeSet. The results indicate that the projected mean method yields good candi-
date points when DodgeSet is empty. The contrast is more clear in difficult cases where
DodgeSet is not empty. Therefore, the GA works much better than a simple projection of
the average ofMatchSet onto the surface of the unit hyper-sphere.

5.6.8 Generalizability of Attack Faces

We performed an experiment to investigate the generalizability of the generated Attack
Faces. We tested whether a generated attacked image is able to match different images of
the same identity in theMatchSet and dodge different images of the same identity in the
DodgeSet. This means that we aim to assess the coverage of an Attack Face on images
that are not included in these sets but are images from the same identities that are in these
sets.

We randomly selected one identity for theMatchSet and one identity for the DodgeSet.
Then, for each identity, we chose 10 images, only one of which was shown to the DodgePer-
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sonation Attack during training. The remaining nine images were kept isolated until the
Attack Faces were crafted. We then tested the crafted Attack Faces on both the image in
theMatchSet and DodgeSet, and the 9 images that were kept isolated. The experiments
were repeated 5 times and we observed the average coverage results.

The results show that in phase 2, there was 100% coverage for the one image in the
MatchSet. The subsequent nine images, which are different images of the same identity
and were not exposed to the algorithm during training (as they are not in theMatchSet),
had a coverage of 73.33%. In contrast, for the DodgeSet images, the coverage was 0% for
both the image included in the DodgeSet and the remaining nine images. These findings
suggest that the Attack Faces can be generalized to other previously unseen images of the
same identity. However, to validate this finding further and establish the generalizability
of the Attack Faces, more extensive tests are required.

5.6.9 Study of Two Extreme Cases

This section explores two particular extreme cases. In the first one, we generate an image
using the most distant embedding of another image, and in the second one, we observe the
impact of using a black image as the source image to obtain an attack image. We describe
these two cases in more detail next.

Generating an Image with an Opposite Embedding

Our starting point is an existing image, from which we obtain the corresponding em-
bedding. We will generate an attack image based on an embedding that is the farthest
away from the embedding of this image. Our goal is to observe the resulting attack image
in this scenario.

The Embedding Space of our FM (FaceNet) consists of 512 dimensions, and due to
the normalization of vectors, each vector has a unit radius. Consequently, the Embedding
Space can be thought of as the surface of a 512-dimensional hyper-sphere with a unit radius.
Since every point in this space is one unit away from the origin in Euclidean distance, the
maximum distance between any two points is two units.

For our initial image, we selected one Einstein image that was used in our previous
experiments (top image in Figure 5.11). We then obtained the embedding corresponding
to this image (Einstein = FM(Einstein)). By negating each element of Einstein, we
obtained Einsteinp such that the distance between Einstein and Einsteinp is exactly 2
units (Dist(Einstein, Einsteinp) = 2). Finally, we used the initially selected Einstein
image as the Source Face and applied the Attack Face Generation method to obtain an
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image corresponding to the given embedding, and that resembles the original image. We
generated three images, each using a different value for the perturbation parameter of our
algorithm. We selected the following perturbation values for this experiment 0.15, 0.075,
and 0.0375.

The results obtained are shown in Figure 5.11. The top image is the original image
selected and the three bottom images correspond to the three Attack Faces obtained (less
perturbation on the left, more perturbation on the right). We observe that the most
perturbed image has a distance of 1.998 from the original, while the least perturbed had
a distance of 1.860. Despite their visual similarity to the selected Einstein image, the
generated images are nearly the most distant identities according to FaceNet, as the farthest
point from a given point in the embedding space is 2 units.

Figure 5.11: Results of three experiments with varying perturbation degrees. Original
Einstein image on the top; Attack Faces on the bottom with perturbation degrees of
0.0375 (left), 0.075 (middle), and 0.15 (right).

Generating an Attack Face from a Black Image

In this study, our goal is to observe the impact of using a black image as a source face
to generate an attack face. We aim at understanding how close the attack face generated
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is to the target and how it looks visually. Moreover, we also compare the generated attack
with other images of the same identity.

Following our previous experiments we selected two Einstein images (right and left im-
ages in Figure 5.12). We start with one of these images, which we will represent as Einstein
(that is depicted on the left side of Figure 5.12), and deployed the Attack Face Generation
method to adjust a black image (Blackadv) such that FM(Blackadv) ≈ Einstein, i.e., the
attack image generated will match the embedding of the Einstein image.

In the following sequence of experiments, we began by acquiring the embedding for
the Einstein image (depicted in the blue box on the left side of Figure 5.12), denoted as
Einstein = FM(Einstein). We then utilized a completely black image as the Source
Face image and employed the Attack Face Generation method to adjust the Source Face
such that FM(Blackadv) ≈ Einstein. The objective was to explore the visual outcome
when manipulating the black image to closely resemble Einstein from the perspective of
FaceNet. Figure 5.12 illustrates the distances between the manipulated black image at
the top, the unaltered Einstein images in the middle, and the modified Einstein image
from the previous experiment with a 0.075 perturbation degree at the bottom. Despite the
generated image and Einstein’s image being considered highly similar in the embedding
space, there is no noticeable resemblance between them when perceived by the human eye
in the Image space.

Notably, it is worth recalling that the decision threshold for a false acceptance rate
of 0.001 is 1.055. In Figure 5.12, we observed that the Euclidean distance between the
embeddings of the unchanged Einstein image on the left and the unchanged Einstein image
on the right is 0.660, significantly lower than the decision threshold. Hence, FaceNet
identifies these two images as belonging to the same identity, with their distance accounting
for only 33% of the maximum distance between any two points in the embedding space.
Considering this, the results demonstrate that the Euclidean distance between the left
Einstein image and the modified black image in Figure 5.12 is a mere 0.046. This distance
is not only small enough for FaceNet to consider the images to belong to the same identity,
but it is also merely 2.3% of the maximum possible distance between any two points in the
embedding space.

5.7 Ethical Considerations

Should malevolent actors exploit the proposed attack, systems that employ FV may be
compromised. Nevertheless, it is important to disclose the inherent vulnerabilities of such
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Figure 5.12: On the visual observations of the attacked images.

115



systems to improve security. Through our research, we aim to clarify some aspects of
the frailties of FV systems and advocate for the academic community to devise protec-
tive strategies or methodologies against these identified vulnerabilities. We posit that the
beneficial outcomes of our research will supersede the potential risks. Moreover, it is our
contention that, had malicious individuals discovered this vulnerability, they would likely
have withheld such information, thereby leaving systems vulnerable without allowing the
research community the opportunity to understand the nature of the threat and develop
appropriate countermeasures. Finally, the proposed attack could potentially be a basis for
defence mechanism that not only diminishes this type of attack but also could potentially
improve the accuracy of the FV system. Lastly, the suggested attack could serve as a
foundation for developing defensive measures that not only counteract this type of attack
but also possibly enhance the system’s accuracy.

5.8 Conclusion

DodgePersonation Attack was introduced as a method to target FV systems, encompassing
a comprehensive definition and taxonomy that covers both existing and innovative attack
types. This attack aims to generate images that can impersonate members of theMatchSet
while evading detection by the DodgeSet members. A novel approach named “One Face
to Rule Them All” was proposed, effectively deploying the DodgePersonation Attack by
generating adversarial images capable of impersonating a specific set of identities while
avoiding the identities from another set. The proposed algorithm achieves exceptional
performance in known attack types, surpassing current benchmarks, and demonstrates
promising outcomes in novel attack scenarios. Compared to a previous study addressing
the Master Face Attack, which achieved coverage of 43.82% of the dataset using nine images
without any identity constraints, our method significantly improves coverage to over 57%
with the same number of images with an identity constraint. Lastly, it is important to
emphasize that the generated Attack Faces are meticulously crafted to introduce minimal
changes that can go unnoticed by the human eye.

5.9 Future Works

In terms of future work, one direction to explore is the generalizability of our solution to
different FMs. This entails examining how robust the solution is to variations in the feature
extraction process, which could affect the system’s reliability in real-world scenarios. It
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is also important to investigate the generalizability of our method across different images
of the same identity. The application of our method to 3D images should be considered,
aligning with the emerging trend in related research [31]. Additionally, it would be valuable
to experiment with the printed version of Attack Faces for conducting Physical or Presen-
tation Attacks. Exploring the potential of Adversarial Patches is also promising. These
involve altering a smaller region of the Source Face with a more intense level of distortion
to create a patch. This patch can then be applied to a face image. This approach is appli-
cable to both Digital Attacks, as discussed in this chapter, and Physical Attacks. Lastly,
extending the proposed algorithm to fingerprint recognition systems and investigating its
effectiveness in generating a master fingerprint set can also be considered.
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Chapter 6

Conclusion

This research has made several contributions to the field of DL and Cybersecurity. Initially,
we use GANs as a means of oversampling to tackle the problem of class imbalance. This
issue is particularly relevant for predictive tasks in Cybersecurity. Next, we introduced
an innovative training strategy for GANs, enabling their practical application on datasets
that do not allow a visual inspection of the outputs. This characteristic is shared by many
Cybersecurity datasets, which consist of tabular, non-imagery data. Lastly, we directed
our attention towards examining the resilience of DL-based FV systems and highlighted
new concerns regarding their vulnerability in the presence of an adversary.

6.1 Summary of Contributions

In Chapter 3, the suitability of CGAN as an oversampling strategy was studied in the
context of predictive tasks involving multiple data difficulty factors. The impact of various
factors such as class overlap, data dimensionality, imbalance ratio, and sample size was
examined in imagery datasets, as well as the challenges posed by class imbalance and small
sample size in Cybersecurity datasets. The experimental results demonstrated that CGAN-
based oversampling effectively addressed these data difficulty factors, resulting in improved
performance, particularly for the minority class. The study concluded that CGANs are
effective in handling multiple data difficulty factors encountered in real-world problems.

In Chapter 4, a solution called AutoGAN was proposed to automate the process of
determining when to stop training a GAN. Through extensive experiments on tabular
and imagery data, AutoGAN achieved comparable or better results than other methods,
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while requiring fewer training iterations. The performance of the minority class improved
or remained comparable, while the majority class was largely unaffected. The findings
demonstrated that AutoGAN can reduce the time associated with manual human inspec-
tion during GAN training for imagery datasets and also pave the way for GAN training
on non-imagery datasets.

In Chapter 5, DodgePersonation Attack was introduced as a method to target FV
systems. A novel approach named “One Face to Rule Them All” was proposed, which
effectively deployed DodgePersonation Attack by generating adversarial images capable of
impersonating specific identities while evading detection by other pre-determined identities.
The algorithm achieved exceptional performance in known attack types and demonstrated
promising outcomes in novel attack scenarios. Particularly noteworthy is the substantial
improvement in coverage achieved by our method compared to a previous study that dealt
with a known attack type called the Master Face Attack. While the prior study managed
to cover 43.82% of the dataset using nine images without any identity constraints, our
method significantly enhanced coverage to over 57% with the same number of images
while imposing identity constraints.

6.2 Limitations and Future Works

The findings of this study offer important perspectives on the issue of class imbalance using
GANs, the complexity of training a GAN, and a vulnerability within FV. However, several
limitations need to be recognized. Firstly, as described in Chapter 3, a GAN is a complex
model with hundreds of thousands to millions of adjustable parameters. Training a GAN
for class imbalance is challenging, whereas other methods like SMOTE do not present
these difficulties. Secondly, in Chapter 4, we do not provide a guarantee for successful
GAN training. Moreover, our method does not reveal if the training process is affected
by known problems like mode collapse. Thirdly, in Chapter 5, our tests were limited
to attacking FV in the digital sphere, neglecting the real-world factor where a physical
element, such as a camera, is involved. These limitations present opportunities for future
research.

Regarding future works, we can highlight several avenues. In Chapter 3 the impact
of using GANs when dealing with other data difficulty factors such as class overlap can
be further explored. For the AutoGAN solution developed in Chapter 4, one promising
path may involve adjusting the framework to detect issues like mode collapse. Continuing
from Chapter 5, the practical application of the “One Face to Rule Them All” algorithm
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in physical attacks should be examined. A more exhaustive list of possible future research
paths can be found in each relevant chapter of this thesis.
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Appendix A

AutoGAN Appendices

A.1 Implementation Details

The overall structure of the GAN architecture remains consistent across all experiments
conducted on tabular data and black and white imagery data. We utilized a fully connected
conditional GAN architecture based on the code provided at the following URL: https://
github.com/eriklindernoren/Keras-GAN/tree/master/cgan. The primary difference
among the GANs lies in the output layer of the generator and the input layer of the
discriminator, which are tailored to match the dimensions of the specific dataset being
used. The architectures of the generator and discriminator for a dataset with 784 features,
specifically the fmnist-based datasets, are presented in Tables A.1 and A.2. For cifar10-
based datasets, distinct architectures for the generator and discriminator are employed.
The architecture details for the generator and discriminator in the case of cifar10-based
datasets are shown in Tables A.3 and A.4, respectively.
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Table A.1: The generator architecture utilized for the fmnist-based datasets.

Explanation Layer Output

Input1: noise 1 100 Neurons
Input2: class label 1 1 Neuron
transforming class label into 100 2 100 Neurons
multiply transformed class label with input noise 3 100 Neurons
Dense 4 100 Neurons
Dense 5 1024 Neurons
Dense 6 784 Neurons

Table A.2: The discriminator architecture utilized for the fmnist-based datasets.

Explanation Layer Output

Input 1 784 Neurons
Dense 2 512 Neurons
Dense 3 512 Neurons
Dense 4 512 Neurons
Dense 5 1 Neuron

Table A.3: The generator architecture utilized for the cifar10-based datasets.

Explanation Layer Output

Input1: noise 1 100 Neurons
Input2: class label 1 1 Neuron
Transforming class label into 100 2 100 Neurons
Multiply transformed class label with input noise 3 100 Neurons
Dense 4 4096 Neurons
Reshape to (4, 4, 256) 5 (4, 4, 256)
Conv2DTranspose: filters: 128; kernel shape: (4, 4) 6 (8, 8, 128)
Conv2DTranspose: filters: 128; kernel shape: (4, 4) 7 (16, 16, 128)
Conv2DTranspose: filters: 128; kernel shape: (4, 4) 8 (32, 32, 128)
Conv2D: filters: 3; kernel shape: (3, 3) 9 (32, 32, 3)
Reshape to 3072 10 3072 Neurons
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Table A.4: The discriminator architecture utilized for the cifar10-based datasets.

Explanation Layer Output

Input1: the image 1 3072 Neurons
Input2: class label 1 1 Neuron
Transforming class label into 100 2 100 Neurons
Multiply transformed class label with input noise 3 100 Neurons
Reshape to (32, 32, 3) 4 (32, 32, 3)
Conv2D: filters: 64; kernel shape: (3, 3) 5 (32, 32, 64)
Conv2D: filters: 128; kernel shape: (3, 3) 6 (16, 16, 128)
Conv2D: filters: 128; kernel shape: (3, 3) 7 (8, 8, 128)
Conv2D: filters: 256; kernel shape: (3, 3) 8 (4, 4, 256)
Flatten 9 4096
Dense 10 1 Neuron

A.1.1 Parameters Used for AutoGAN Algorithm

The hyper-parameters of AutoGAN Algorithm that were used across all the experiments
are the following:

• The number of accepted failed attempts: 15;

• Iterations unit: 100;

• The number of generated samples per class for calculating the scores = 500.

The parameters specific to each implemented and tested oracle within the AutoGAN
algorithm are as outlined below:

• Oracle CAS_syn:

– The number of hidden layers for the classifier = 2;

– The number of perceptrons for the classifier = 100;

– The number of training epochs for the classifier = 100;

– Optimizer: adam;

– Batch size: 32.
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• Oracle CAS_real:

– The number of hidden layers for the classifier = 2;

– The number of perceptrons for the classifier = 100;

– The number of training epochs for the classifier = 100;

– Optimizer: adam;

– Batch size: 32.

• Oracle CDS:

– The number of hidden layers for the classifier of CDS = 2;

– The number of perceptrons for the classifier of CDS = 100;

– The number of training epochs for the classifier of CDS = 100;

– Optimizer: adam;

– Batch size: 32.

• Oracle FCD:

– The autoencoder consists of 6 layers of sizes: 784, 784×2, 784, 784/2 (the
bottleneck), 784×2, 784;

– Optimizer = ‘adam’;

– Loss = ‘mse’;

– The number of training epochs for the autoencoder = 200.

A.2 Classifier Details

In our experiments, a fully connected deep neural network serves as the classifier. The
number of hidden layers and perceptrons varies for each base dataset, depending on the
complexity of the problem. Additionally, the input layer of each neural network is adjusted
to match the number of features in the respective datasets. Rectified linear units (ReLU)
are employed as the activation functions.

• Tor-based datasets: one hidden layer of 10 perceptrons;

• cic_syscallsbinders_adware-based datasets: two hidden layers of 20 perceptrons;
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• cic_syscallsbinders_smsmalware-based datasets: two hidden layers of 20 percep-
trons;

• cic_syscalls_adware-based datasets: two hidden layers of 100 perceptrons;

• iscx_spam-based datasets: two hidden layers of 20 perceptrons;

• iscx_defacement: two hidden layers of 100 perceptrons;

• cira-based datasets: one hidden layer of 10 perceptrons;

• mnist-based, fashion-mnist-based , Kuzushiji-mnist-based, and cifar10-based datasets:
one hidden layers of five perceptrons.
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