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Abstract

This thesis describes the design and the implementation of a security architecture for an e-
hospital. The e-hospital uses mobile agent technologies in its function implementation. The
mobile agent technology has notable advantages over the traditional client/server technology.
However, its advantages make it more vulnerable to threats. We use ISO17799, an
international standard for Information security management, as our guide to approach the
security problems in this e-hospital. We reach the security objectives for this e-hospital by
risk assessments of the current system, compliance with the patients’ privacy protection
regulations and the consideration of end users’ requirements. We divide the whole e-hospital
into different domains according to their security levels and propose protections for each
domain. We use identity-based two party key agreement protocols to address the network
security in this e-hospital. Finally, we extend Bagga and Molva’s policy-based cryptographic
scheme to address the end user’s access control and non-repudiation. Our proposed
cryptographic scheme is based on the hardness of the Generalized Bilinear Diffie-Hellman
Problem (GBDH problem) in groups. We implement our proposed cryptographic scheme in
Java. The test results show that the performance of our proposed cryptographic scheme is

acceptable using the elliptic curve defined over large prime fields.
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Chapter !Introduction

Chapter 1 Introduction

1.1 The E-Hospital Environment

Nowadays, more and more hospitals are using electronic systems to improve their working
efficiency and healthcare services for patients. At the same time, with the paper based
patients records being transferred to electronic based, patients’ privacy protection is
becoming more important. Without proper protection, patients’ records can be accessed by
unauthorized users or malicious attackers. Sometimes malicious attacks can make the whole
system un-accessible. This thesis is about how to design and implement the security features
for an e-hospital research project --- MET.

This MET (Mobile Emergency Triage) research is about creating a methodological
framework for anytime- and anywhere-decision support (A3Support) for Emergency
Department (ED) triage decision-making [36]. The triage, as an Emergency Department (ED)
activity, extends beyond the initial assessment and categorization typically completed by a
triage nurse to include the initial assessment and management decisions made by the
emergency physician (EP). The triage decision-making process involves gathering and
evaluating information about a patient and applying medical knowledge to decide on a course
of definitive management. This may include further investigations and/or several therapeutic
options. The triage disposition may result in discharging the patient with non-serious
complaints, or may involve diagnostic tests, specialty consultations, and interim management,
which may lead to a definitive diagnosis. Figure 1 is an illustration of the management flow

of this e-hospital system.
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This e-hospital application is a multi-purpose clinical decision support system and is
currently used in paediatric asthma. Data mining techniques are used in this e-hospital system
to provide the fast and possible solutions to the ED doctors and nurses. Doctors and nurses
can access this e-hospital application system through wired or wireless networks. The
accessing devices used by the doctors and nurses to access the system can be PCs, laptops, or
mobile phones.

The whole application architecture design follows the management workflow of this e-
hospital. There are three components in the application system: user interface, task
components, and health information data. The user interface can be in the form of portable
computers, mobile phones, or PDAs. The task component, also called a service provider
agent, 18 to implement the end user’s request and provide feedback results to the end user.
Health information data are generally from hospitals and include the electronic health record,
laboratory information system, and admission-discharge-transfer (ADT). All of the health
information data are confidential, which means all data in the system have the same security
label, namely confidential, and the same security protection mechanism should be applied, if
any.

In the function implementation, multi mobile agent architecture has been adopted in this
e-hospital application system. This multi mobile agent is inspired by the RETSINA
(Reusable Environment for Task-Structured Intelligent Networked Agents (RETSINA)) by
Carnegie Mellon University. The structure of the application system reflects the management
workflow in the following way: each user group has a corresponding interface agent; each

patient management task has a corresponding task agent; each hospital system has a
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corresponding information agent. The implementation environment is JADE, which is an
agent-orientated language developed in Java. JADE is a middleware for the development of
peer-to-peer intelligent-agent applications. It runs seamlessly in the mobile and in the fixed
environments, which enables multi-party applications, pro-activity', and the machine-to-

machine paradigm.

1.2 Problem Description

With rapid growth of networking, in particular the Internet, a large variety of information
could be accessed by different users all over the world through a number of software systems.
However, the development of corresponding security mechanisms does not parallel the
development of the networks and software systems. Many attacks occur and cause big losses.
Therefore, security has become a major concern in today’s software systems, especially
distributed systems. We approach the security problems 1n this e-hospital system from two
levels. First we provide a general overview of the possible attacks existing in software
systems and then we describe the specific security problems in a mobile agent system.

In order to find out security problems in a software system, security objectives should
be identified. There are several small and large objectivities of a security program, but the
main three principles in all information systems are confidentiality, integrity and availability.
They are referred to as the CIA triad. All security controls, mechanisms and safeguards are
implemented to provide one or more of these principles and all risks, threats and

vulnerabilities are measured in their potential capability to compromise one or more of the

] . . .
Pro-activity: In JADE, agents do not only react in response to external events (i.e. a remote method call) but
they also exhibit a goal-directed behavior and, where appropriate, are able to take initiative.
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CIA principles. We may also encounter some other security factors such as authentication,
authorization, audit, etc., and some of these security factors can be implied by CIA. For
example, when considering confidentiality sometimes especially in an application system, we
should consider authentication and authorization too. Below is an illustration of the CIA
triad.

Based on the security CIA triad, most existing attacks against a software system fall into
three categories: attacks against confidentiality, attacks against integrity and attacks against
availability. Attacks against availability mainly attempt to make the whole system or part of
the system unavailable for the sake of attackers. This kind of attack may shut down the
targeted application system or just degrade the targeted system. The notorious attack--DOS
(denial of service) belongs to this category. Attacks against confidentiality mainly attempt to
reveal the contents of communications, or leak sensitive data and information of a system.
Eavesdropping is a primary example of this kind of attack. Attacks against integrity try to
modify communication data in a system. Attacks in this category have various forms. Man-
In-The-Middle attack, website defacing, and Hijacking attack belong to this category.
However, in real world practice, attacks might not just have only one single security
objective. Most of the attacks such as virus or unauthorized access might affect system
confidentiality, integrity and availability all together.

We talk about the security problems in a general way in the above, now we need to look
at the specific security problems in a mobile agent system since this e-hospital application
system is a multi mobile agent application system. The mobile agent paradigm is an

extension to distributed computing paradigms. A mobile agent is a software program with
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mobility which can be sent out from a computer into a network and roam among the
computer nodes in the network. It can be executed on those computers to finish its task on
behalf of its owner. The direction of a mobile agent can be multi-way, from any computer to
another within that network. The migration of a mobile agent can occur multiple times before
it comes back to its home computer with the computation results. In addition, not only the
application logic of a mobile agent is transferred between computers, but the application state
can be transferred from one computer to another. The transferring of a mobile agent state
facilitates it in working autonomously to travel between one or more remote computers.

Mobile agent systems have two main components: the agent and the agent platform. An
agent has its code and state information to carry out some computation. The agent platform
provides the computational environment for agents to operate. The agent platform where an
agent originates is called its home platform. The home platform is supposed to be the most
trusted environment for the agent. When an agent moves from platform to platform, its code
and sometimes its state information move as well.

Although the mobile agent technology has notable advantages over traditional
client/server system, it also brings new threats to the system because of agents’ mobility. The
mobile agent characteristic makes an agent vulnerable to the attacks from malicious agents,
platforms or third parties. In addition, since mobile agents have some unique characteristics
such as the mobility of a mobile agent, security problems become more complicated in
mobile agent systems. The security problems mentioned above cannot be addressed by the
protection mechanisms used in traditional client/server system. This broadens the threats in

the mobile agent system significantly. Those security problems have become the bottleneck
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of the development and maintenance of mobile agent technology, especially in security
sensitive applications such as e-hospital.

Four threat categories are identified: threats stemming from an agent attacking an agent
platform, an agent platform attacking an agent, an agent attacking another agent on the agent
platform, and other entities attacking the agent system. The last category covers the cases of
an agent attacking an agent on another agent platform, and of an agent platform attacking
another platform, since these attacks are primarily focused on the communications capability
of the platform to exploit potential vulnerabilities. The last category also includes more
conventional attacks against the underlying operating system of the agent platform.

In this e-hospital application system, all the security problems mentioned above should
be considered and possible countermeasures should be given. Since this e-hospital is an
electronic medical care system, it also must meet all the security objectives required by
related regulations or acts for patients’ privacy protection. In this e-hospital application
system, there is another special requirement for the access. All the access to the system is
determined by hospital’s policies. For example one of the policies can be doctors from
department 1 can read patients’ history records from 9am to 5 pm during the week. When
designing the security features to protect this e-hospital application system, all security

problems mentioned above and hospital’s access policies should be considered.

1.3 Motivation

Over the years, a number of mobile agent systems have been developed and applied. Of all

these mobile agent systems, some of them combine security features in their systems and
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others do not have security features embedded. The mobile agent system JADE used in this
e-hospital is one of the mobile agent systems without many security features in its original
version. The security is mainly based on the security features provided by their programming
language Java. In a later version of JADE, an add-on security component has been developed
which includes authentication, digital signature and encryption. In this security component of
JADE, it also has a new JAVA security feature--policy file which can be used to configure
access rules. However, the Java policy file cannot make fine-grained access rules.

A lot of research has been done in mobile agent systems security from different aspects.
Some of the research work is concerned with the secure execution of a mobile agent in a
hostile environment and secure mobile agent migration. And other research work tries to find
out a secure framework for mobile agent system in a general way. However, none of them
can meet the secure objectives totally in this e-hospital.

We need to provide a secure architecture for this e-hospital system to meet the security
objectives. We have noticed cryptography plays an important role in data confidentiality and
integrity and it will be used to protect data in this e-hospital. The access control in this e-
hospital is based on fine-grained policies. Traditionally access control mechanisms invoke a
reference monitor to verify a principal’s rights to access a protected object every time the
object is referenced. The access control rights of all principals in the system can be viewed as
an access control matrix. Reference monitors and access control matrices are originally
developed for centralized systems and have their limitations in distributed system.

Since traditional access control mechanism has its limitations in the context of

distributed environment, we need to find a possible solution to address the access control
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based on policies for this e-hospital. Cryptographic access control seems a promising
direction. Cryptographic access control is a new direction in access control research. It
eliminates the need for a central reference monitor and it relies totally on cryptography to
make sure the data are accessed by authorized person. It is designed to operate in an open
network where establishing the identity of the client conveys no information about the likely
behaviour of the client and thus is irrelevant to the secure operation of the server. Policy
based cryptography seems to provide a possible solution in this e-hospital scenario. It
combines data confidentiality, data integrity, access control and network security in one

package.

1.4 Thesis Objectives

The main aim of this thesis is to approach the e-hospital system from the perspective of the
cryptography. Patients’ privacy protection and efficiency are our major concern since some
of the end devices in this e-hospital are resource-constrained. Below are the main objectives
of this thesis:
e Analyze the application system and find out the possible vulnerabilities and existing
countermeasures in the system;
¢ Analyze the related regulations and laws about patients’ privacy protection with the
consideration of end users’ requirements;
e Define the security scope of the e-hospital based on the analysis of the above two;
e Design the security architecture for the e-hospital to meet the security objective;

e Coding and testing the security features of e-hospital.
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1.5 Thesis Contributions

The main contributions of this thesis are as follows:

We provide a security architecture for a multi mobile agent e-hospital system to meet
its security objectives;

Pairing-based cryptography has been studied for years and a lot of schemes have been
designed to overcome the tedious key management in traditional PKI while
maintaining the benefits of traditional PKI. We follow the previous work and design
the two party key agreement based on identities in this e-hospital system;

In a centralized environment, access control requires a central reference monitor
which may not be practical for distributed systems. Policy-based access control used
to be implemented by setting coarse rules through network devices. We try a different
solution from the point of view of the cryptography. We combine policy-based
cryptography and identity-based cryptography to gain fine-grained access control.

We extend the policy-based cryptography to propose our extended policy based
cryptographic scheme. Our scheme can not only be used in end user access control
but also addresses the non-repudiation of end users which is a problem in the original
Policy based cryptography.

Our extended policy based cryptographic scheme has two versions: the basic scheme
and the full scheme. The full scheme is chosen ciphertext attack secure under two
kinds of adversary. We give security proof to support why it is chosen cipher attack

secure.
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e We give detailed analysis how our security architecture meets the security objectives
of this e-hospital.

e We use pairing-based cryptography to meet most of security objectives in this e-
hospital system such as data confidentiality, non-repudiation and network security.

e We implement the security features in java and test the security features and the

performance of our proposed cryptographic scheme.

1.6 Thesis Organization

This thesis is organized as follows:

Chapter 1 provides a brief introduction of a multi agent e-hospital, its workflow,
components and functional implementation. We give a view of possible attacks against
mobile agent systems and related research work on their countermeasures. All the existing
research work currently cannot meet the security objectives of this e-hospital, therefore we
need to provide a secure architecture for this e-hospital and we also need to address the
access control problems in this distributed e-hospital system. Cryptographic access control is
a trend in access control and we believe the policy based access control can meet the
requirements of this e-hospital very well since all the access is based on fine-grained policies.

Chapter 2 discusses background knowledge and related work regarding mobile agent
systems, elliptic curve cryptography, pairing-based cryptography, policy based cryptography,
identity based cryptography, access control and database security. All these issues are

necessary for the investigation of the proposed framework. This chapter is intended to

10
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establish a firm understanding of security issues in mobile agent systems and to survey the
current state-of-the-art technology in existing related research.

Chapter 3 provides an overview of the regulations and laws about patients’ privacy
protection. End users’ requirements have been listed as well. We give details regarding how
we approach the security problems in this e-hospital. Based on our analysis we introduce the
security architecture for this e-hospital and how to integrate the security architecture into the
application system. In this section the details of cryptographic schemes, their security proofs
and their algorithms have been listed as well.

Chapter 4 introduces the mathematical background of elliptic curve and pairing-based
cryptography. It also includes the description of the Tate pairing and the related algorithms to
implement our proposed cryptographic scheme. The test results are given following the
algorithms. The tests are done using small prime numbers and large prime numbers.
Performance of encryption and decryption under different lengths of policies is also tested in
this chapter.

Chapter 5 summarizes the work done in this thesis, discusses some future research

directions, and concludes the thesis.
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Chapter 2 Related Work

Chapter 2 Related Work

2.1 Mobile Agent System Security

A mobile agent system consists of two main components: mobile agents and their platforms.
Gray et al [21] define a mobile agent as follows: A mobile agent is an executing program that
can migrate, at times of its own choosing, from machine to machine in a heterogeneous
network. On each machine, the agent interacts with stationary service agents and other
resources to accomplish its task. Mobile agent platforms are the executing environments for
mobile agents on different computers, including the home platforms and guest platforms.
Mobile agent technology provides various advantages such as more efficient bandwidth
usage, better mobile computing and balancing, etc., which makes it a promising area.

As stated in the introduction, even with outstanding features mobile agents offer a
greater opportunity for abuse and misuse, which broadens the scale of threats significantly. A
lot of research has been dedicated to addressing the security problems in a mobile agent
system. This research differs in its aim, emphasis, base and technique: some propose
introducing security mechanisms into the architectures of mobile code systems; some
implement real applications with security features; and others are focused on providing a
formal framework for a secure mobile agent system. Chess et. al. summarized the
assumptions violated by mobile agent systems that underlie most existing computer security

implementations such as authentication, reputation and trust [12]. Farmer, Jansen, Rothermel,
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et al., analyzed mobile agent system, overviewed the threats and security problems and
identified security objects and requirements in [34].

The security problems in a mobile agent system can be divided into four areas: inter-
agent security; agent-platform security; inter-platform security; and security between
platforms and unauthorized third parties. The research work in mobile agent systems more or
less falls into the above four areas.

Over the years, a number of mobile agent systems with security features have been
developed and applied. Most of the secure mobile agent systems are trying to address the
security issues like authentication, authorization, privacy and confidentiality. For example:
Agent Tcl developed by Dartmouth College[22] uses public-key cryptography to authenticate
the identity of the mobile agent but the authorization is based on access control lists and at a
coarse granularity; Aglet [30] of IBM uses a database to implement a relatively fine grained
access control but the authentication is implemented by Message Authentication Code;
Ajanata [32] and Ara [37] use domain and place to provide protection for mobile agents;
Condordia [43] created by Mistubishi Electronic Information Center America has a strong
focus on security and reliability. Cryptography has been used in authentication and mobile
agents’ migration.

JADE, used in the implementation of functions in the e-hospital system studied in this
thesis, is a popular multi mobile agent development platform. The initial software
development, that eventually created the JADE platform, was started by Telecom Italia
(formerly CSELT) together with the University of Parma in July’98, motivated by the need
to validate FIPA specifications [3] through a concrete compliant implementation. Security

features were not included in the first version of JADE. In release 3.2 and later versions of
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JADE, the JADE board developed a security add-on, JADE-S. JADE-S supports user
authentication, agent action authorization and message signature and encryption [27].
Authentication in JADE-S guarantees that the user starting a JADE platform, thereby
generating agents, is considered legitimate by having at least a valid identity and passwords
in the system. Every agent is related to a user and all the actions of this agent are related to
the access rules for its corresponding user. Since signing or encrypting a message slows
down the performance of the system, it is the responsibility of the agent to ask the platform to
sign or encrypt the message it sends. Though the current version of JADE-S can provide
security features, it cannot support the mobility of agents.

SAgent framework in [41] is a secure framework developed for JADE. It is designed to
protect the computations of mobile agent applications in a potentially hostile environment.
SAgent provides a framework such that applications and security protocol development can
be totally independent of each other. In SAgent data format is intermediate and application
independent. The application developer is responsible for translating application-specific data
to the intermediate format, and the security protocol provider provides routines to convert
this intermediate data to a secure format. Data can then be operated on in this secure format
by going through methods in the generic public interface, which resolve to the appropriate
protocol-specific methods.

In SAgent two secure protocols, namely ACCK and TX, have been implemented. The
ACCK was based on Yao’s encrypted circuit and two party secure function evaluation
protocol [44]. In ACCK, a trusted third party (TTP) is used to perform decryption for remote
hosts. The TX protocol proposed by Tate and Xu [40] is less restrictive than the ACCK. TX

protocol is a modified ACCK protocol. In the TX protocol, threshold cryptography and secret
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sharing were used instead of a trusted third party. For a while, it was thought that the
problems of agents against malicious hosts can only be solved through hardware based
protection. Tate and Xu’s work proves that the hardest problems in mobile agent system can
be solved by using software based cryptography as well and their work provides a promising

research direction in mobile agent security.

2.2 Cryptography

In this section, we introduce the basic concept of cryptography and related cryptographic
scheme on which our scheme is based. We start with the concept of symmetric and
asymmetric. We then move to elliptic curve cryptography, pairing based cryptography,
identity-based cryptography and policy-based cryptography. We also give an overview of

policy based access control and database security.

2.2.1 Introduction

Cryptography is a method of storing and transmitting data in a form that only those it is
intended for can read and process. Cryptography provides protection for sensitive
information by encoding it into an unreadable format. Cryptography is also a very useful tool
for protecting sensitive data as they are stored in media or transmitted over networks.
Cryptography has been used to provide the following information security requirements:

® Non-repudiation: Preventing an entity from falsely denying previous commitments or

actions.
® Integrity: Ensuring no unauthorized alteration of data

® Authentication: Verifying an entity’s identity
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@ Confidentiality: Protecting the data from all but the intended receiver.

Cryptography may be divided into two categories: symmetric and asymmetric. These
terms define whether the cryptosystem uses a single key or a pair of keys for encryption and
decryption.

In symmetric cryptography, both parties use the same key for encryption and decryption.
The symmetric key is called the secret key between two communicating parties and the
security of symmetric cryptography relies totally on how well each communicating party
protects this shared secret key. Each pair of users who want to use symmetric cryptography
must have their own keys. Symmetric cryptography has the advantage of much faster
computing compared with asymmetric and therefore is used to protect large data. But key
distribution and management is a problem. Symmetric cryptography can only provide data
confidentiality and data integrity, non-repudiation cannot be achieved using symmetric
cryptography. Examples of well-known symmetric algorithms include the Data Encryption
Standard (DES), Triple-DES, RC4, RC5,RC6 and AES.

In asymmetric cryptography, a pair of keys is used to encrypt and decrypt. Each entity
has its own pair of keys and these two different asymmetric keys are mathematically related.
If the message is encrypted by one key the other key is required to decrypt. The asymmetric
cryptography works more slowly than symmetric cryptography, but it can provide
confidentiality, integrity, authentication and non-repudiation. In asymmetric cryptography,
key distribution and management are much easier compared with symmetric cryptography.
Well-known asymmetric algorithms include RSA, Diffie-Hellman and El Gamal.

The notion of public key cryptography was introduced by W.Diffie and M.E. Hellman

in 1976. Their research allowed users to handle key distribution electronically and is known
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as the Diffie-Hellman key exchange protocol. Public key cryptography is used widely in
industry. The first practical realization of public-key cryptography is the well-known RSA
cryptosystem, proposed by Ron Rivest, Adi Shamir and Len Adleman, in which the security

is based on the intractability of the integer factorization problem.

2.2.2 Elliptic Curve Cryptography

In this section, we introduce another way of doing public key cryptography—elliptic curve

cryptography. Elliptic curves have been studied for years but they haven’t been applied in

cryptography until recently. Elliptic curve cryptography was first proposed by Neal Koblitz

and Victor Miller in 1985. Since then a lot of research on the security and implementation of

elliptic curve cryptography has been conducted and several standards have come out. We list

several elliptic curve cryptography related standards below:

® [EEE 1363: ECDH, ECDSA,ECMQYV and ECIES have been covered in this standard.

® ANSI X9.62 AND X9.63: ECDSA is covered in X9.62, ECDH, ECMQV and ECIES
are included in X9.63. Those two standards specify the data format and list
recommended curves.

® FIPS 186.2: This is a NIST standard for digital signatures. It specifies DSA and ECDSA
and gives a list of recommended curves, which are mandated for use in US government
installations.

® SECG: This standard was written by an industrial group led by Certicom. The contents
are more or less similar to ANSI and can be accessed from the following website:

http://www.secg.org/.
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Elliptic curve cryptography provides the same functionality as RSA but the security is
based on the hardness of another problem, namely the elliptic curve discrete logarithm
problem (ECDLP). Using DLP for public-key cryptosystem and digital signature was first
proposed by Taher E1Galmal in 1985. DLP can be described in the abstract setting of a finite
cyclic group. Suppose (G,*) is a multiplicative cyclic group and let g be an element of group
G. Element g is called the generator of G if the order denoted n of g is also the order of the
group G. This means that repeated exponentiation of g will yield all elements of G. Now
select a private key x randomly from [1,n-1] and compute public key y= g* (mod p) where p
is the characteristic of the field where G is defined. The problem of determining X given g, n,
p and y is the discrete logarithm problem. The operation of g* (mod p) can be computed
efficiently, but it is not practical to calculate x given g, p and y for large p. This is why the
DLP is a one-way function and considered a hard problem.

The Elliptic Curve Discrete Logarithm Problem is similar to the aforementioned
Discrete Logarithm Problem. The difference is that in the ECDLP, the group is composed of
points on an elliptic curve over a finite field. ECDLP is thought to be harder than DLP and
therefore elliptic curve cryptosystems have a greater strength-per-key-bit than their discrete
logarithm counterparts. The elliptic curve can obtain the same security level with a much
shorter key size compared with RSA or DSA. This attribute makes it well suited for systems
with constraints on processor speed, heat production, power consumption. bandwidth, and
memory. Cell phones, PDAs, wireless devices, laptops, and smartcards are applications that
benefit from elliptic curve cryptography.

Elliptic curves used in cryptography are typically defined over two types of finite field:

fields of odd characteristic denoted GF(p) and fields of characteristic two denoted GF(2k).
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The elliptic curve group over GF(2%) consists of the point at infinity oo, and all points (x,y),
where x,y € F(2"%), that satisfy the equation: V+xy=x +ax’+bwhere b#0and a,b €
F(2%). The elliptic curve defined over prime field F(p) is defined by the equation: V=x +ax
+ b . In order to form a group on the elliptic curve consisting of integers, x> + ax + b can
contain no repeated factors. This can be guaranteed by ensuring that 4a® + 27b* (mod p) # 0.
All points (x,y) that satisfy the equation y* = x>+ ax + b where x,y € GF(p) , together with an

extra point o0, create a group on the curve.

2.2.3 Pairing Based Elliptic Curve Cryptography

Pairings in elliptic curve cryptography use functions which map a pair of points on an elliptic
curve to an element of the multiplicative group defined over a finite field. Let G1 be a cyclic
additive group generated by g with order q and let G2 be a cyclic multiplicative group with
the same order; a pairing can be expressed by the following function e: G1x G1 — G2. The
pairings used in cryptography satisfy the properties below:
® Bilinearity:

W Forall P, P’,Q,Q €Gl, we have e(P+P’, Q)=e(P,Q) e(P’,Q) and e(P, Q+Q’) =

e(P,Q)e(P,Q").

W ForanyP,Q eGl and a,b €Z,’, we have e(aP,bQ)=e(P,Q)™
® Non-degeneracy: For all Pe G1 where P#0, there is some Qe G1 such that e(P,Q) # 1.
® Computable: there is an efficient algorithm to compute e(P,Q) for all P,Q € G1

The security of pairing-based elliptic curve cryptosystems relies on three hard problems

namely the Bilinear Diffie-Hellman (BDH) problem, the Decisional Bilinear Diffie-Hellman
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(DBDH) problem and the Gap Bilinear Diffie-Hellman (GBDH) problem. The definittons for
these three problems are given below:

® BDH Problem: Given g, g°,g°, g° € G1, where g is a generator of G1 and a,b,c are
randomly chosen from Z,,, compute e(g,g)**c G2.

® DBDH Problem: Given g, ga,gh, g° €G1, re G2 and a,b,c are randomly chosen from Zq‘,
decide whether r= e(g,g)*™

® GBDH Problem: For randomly chosen a,b,ce Zq*, given g, ga,gb, g° €G1, compute

abc

e(g,2)" € G2 with the help of a DBDH oracle which answers whether a given tuple is a

BDH tuple or not.

The most well-known pairings used in cryptography are Tate pairings and Weil Pairings.
The Tate paring was introduced to cryptography by Frey and Ruck [15] who considered the
Tate pairing over finite fields. The Weil pairing was first introduced to cryptography by
Menezes, Okamoto and Vanstone who used it to attack the elliptic curve discrete logarithm
problem on certain elliptic curves. Pairing-based cryptography has gained a lot of attention in
recent years. A lot of pairing-based schemes, protocols or infrastructures, such as the three
party key agreement protocol, identity-based encryption and the short signature scheme, use
Tate or Weil pairings in their constructions. We give a brief view of pairing-based
cryptosystem below.

Sakai, Ohgishi and Kasahara in [31] proposed pairing-based non-interactive key
exchange and signature scheme. The nature of their schemes is identity-based; Joux in [29]
put forward a three party key agreement protocol which requires only one round of

communication before a shared secret is established. Before Joux’s work, key agreement

protocols based on Diffie-Hellman needed more than one round of data exchange. In early
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2001 Boneh and Franklin[7] proposed identity-based encryption following the work of
Shamir in 1984 [39]; Verheul in [42] showed how to use pairings to construct a non-
repudiable signature and escrowable public key cryptography using only a public key. In his
scheme, the user A chooses a secret x,€ Zq and the corresponding public key is y,=e(P,P) Ax, .
A CA issues a certificate on the value of y, (Note his scheme is not identity-based). To
encrypt the message M for A, the sender chooses a random number t€ Z; and generates the
ciphertext:

C=<U,V>=<[t]P, M@H,((y,)")>
where H; is a hash function Hy: G2—{0,1}" and n is the bit length of message space. To
decrypt, the end user A computes

M’=V® Hy(e(P,U)AX,).

The escrowable service is supported as follows. Ahead of time, the user A sends the escrow
agent the value [x,]P. The escrow agent can compute e(P,U)AX, using his knowledge of e(y,,
U)=e([x,]P,U)=e(P,U) Ax,. The user A does not need to give his secret to the escrow agent,
and thus A’s signature remains non-repudiable.

A lot of pairing-based signature schemes have been proposed over the years. One of
them is the short signature by Boneh, Lynn and Shacham [6]. In one version of their
signature scheme, a 170 bit signature offers security comparable to that of a 320-bit DSA
signature. Pairing-based cryptography also found application in network security. Kempt et
al.[18] used IP address as an identity and added identity-based signatures to routers to
address security in IPV6. Khalili et al. [3] combined identity-based cryptography with

threshold cryptography to build a key distribution mechanism for ad-hoc networks.
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Appenzeller and Lynn[2] used the non-interactive key distribution scheme (NIKDS) of Sakai
et al. to produce identity-based keys for securing IP packets between hosts. Smetters and
Durfee[13] proposed a system in which each DNS runs its own IBE scheme and distributes

private keys to its hosts in the domain.

2.2.4 Identity Based Cryptography

Identity-based cryptography was first proposed by Shamir in 1984. The basic idea is to
simplify the key management of some Internet applications using public key cryptography. It
works in the following way: Suppose Bob wants to send some confidential information to
Alice. First, Bob will encrypt the confidential information by a symmetric key and then he
will encrypt this symmetric key using Alice’s identity, such as her email address. The email
address here is Alice’s public key and only Alice has the corresponding private key. After
receiving the encrypted message, Alice uses her private key to decrypt and get the symmetric
key. She can then use this symmetric key to decrypt the encrypted message. The channel
through which Alice gets her private key from a private key generator (PKG) is supposed to
be a secure one. Identity-based cryptography provides a secure way to transmit a session key

or a symmetric key over an insecure communication channel such as the Internet.

Identity-based cryptography is a form of public key cryptography, but it is different
from traditional PKI in which both parties should have their private keys before
communication occurs, and key management is much easier than that in traditional PKI. But
in 1dentity-based cryptography, since the public key is the users’ identity, key revocation can

be a problem. And in identity-based cryptography, the PKG knows the private keys of users
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and because of this non-repudiation cannot be achieved and there is an inherent key escrow
mechanism in identity-based cryptography. In traditional PKI, the CA doesn’t need to know
users’ private keys and non-repudiation is possible. Identity-based cryptography has
generated a lot of research interest but it doesn’t mean identity-based cryptography has more
to offer than traditional PKI. Both of them have their own benefits and drawbacks and which
to use is dependent on the application. For some applications that require non-repudiation,
traditional PKI is more suitable while identity-based cryptography may be more useful in the

scenario of an enterprise that needs recovery of encrypted documents or emails.

Some research has been done in combing traditional PKI with identity-based
cryptography to get the benefits of both. Chen et al. [10] proposed a mixed architecture with
identity-based TAs administering users at the lowest level of a hierarchy supported by a
traditional PKI. Gentry introduced the idea of Certificate-Based Encryption (CBE) in [19].
The aim of CBE is to simplify the revocation in traditional PKI and use pairings to construct
the encryption scheme. In the CBE scheme, a user’s private key is composed of two
components: the first part is issued as a certificate by a traditional CA and is time-dependent;
the second part is a private key derived from the user’s identity. The only problem in this
CBE scheme is that the CA needs to issue new certificates to users in each time period. Al-
Riyami and Paterson [1] proposed certificateless public key cryptography (CL-PKC). The
users’ private key generation consists of two stages. In the first stage, the userA gets the
identity-based private key from a key generation center (KGC) in a secure channel. In the
following stage, the user generates his/her private key using the key from the first stage and a
secret chosen by A. The public key of A is a key pair designed from the above two stages and

the validity of the public key can be checked by comparing the public key pair. In CL-PKC
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the validity of the public key can be checked without the participation of the CA as in

traditional PKI. Details of CL-PKC can be found in chapter 3.

Identity-based encryption has been developed and used in industry. Voltage Security is
a company who is actively engaged in developing identity-based encryption systems. Voltage
Security has identity-based email and file encryption systems. In June 2008, Trend Micro, a
well-known antivirus vendor, launched its new identity-based email encryption solution. This
email encryption is integrated into its antivirus clients. The email encryption solution of
Trend Micro not only supports identity-based encryption but also can support policy based

encryption.

2.2.5 Policy Based Cryptography

Policy-based cryptography is similar to identity-based cryptography. The difference is that in
policy-based cryptography, a specific policy or set of rules is used as the recipient’s public
key. Only those who are compliant with the policy can decrypt the message. Bagga and
Molva propose a policy-based encryption system [4]. In their system, policies are formalized
as monotonic logical expressions involving disjunctions (denoted v) and
conjunctions(denoted A) of conditions. Each condition is fulfilled by a specific credential
1ssued by a certain trusted authority TA. An entity fulfills a policy if and only if it has access
to a set of credentials associated with the logical combination of conditions defined by the

policy.

Policy based cryptography can be used to provide data confidentiality and access control

simultaneously. Policy based cryptography can be used in the scenario where the access
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control rules are complicated and hard to be implemented by rules of network devices or
application systems. For example if the access control policy of a certain type of data “res” of
company A is: “res” can be read if the user is from company B , he should be a member of
organization C, the access time is between 9am and Spm and he must be in place D. This
policy is hard to be fulfilled by setting rules in the network devices or database and it may
involve cross certificates of multiple companies in a traditional PKI system. Policy based

cryptography provides a possible solution to the case above.

Bagga and Molva also outlined several scenarios where policy based cryptography can
be used. Imagine there is a pdf file containing confidential information and Alice wants to
read it. The pdf file owner Bob wants to know whether Alice complies with the read policy
of this file or not. In other cryptographic schemes, Alice should show her credentials to prove
she complies with the policy but in doing this, some Alice’s private data could be disclosed
as well. In policy based cryptography, Bob just needs to encrypt the pdf file using the policy
as the key and Alice uses her corresponding credentials to decrypt. Here the real encryption
of the pdf file is done by a symmetric key and the policy is used to encrypt the symmetric
key. The scenarios here can be used to solve the cyclic policy interdependency problem
described in [8]. Another application of policy-based cryptography is the sticky privacy
policy paradigm in which policy is specified, agreed to by data owners, and governs the data
lifetime. Here policy is used to reflect data owners’ privacy preferences and encrypt the data.

Only those who fulfill the privacy requirements can decrypt and get the data.

In a client-server environment, there is a central reference monitor mechanism in access

control. But with the transition of the client-server paradigm to distributed systems, the
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access control enforced by the central reference monitor mechanism may not be attained.
Using cryptography in access control provides a promising direction. In [25], Wilkinson et al.
show how to use cryptography to achieve trustworthy access control in an untrustworthy web
server. The access control functionality is fulfilled by an encryption/decryption proxy. In
their proposal, the access control policies are described through conjunctions and
disjunctions of groups each containing a number of users. They describe how to encrypt and
generate decryption keys corresponding to the access control policies. They use traditional
PKI in their proposal and therefore it involves public key certificates. In [24], Harrington,
Anthony, et al., propose a cryptographic access control for a distributed file system. They
show how to use encryption/decryption keys to implement read and write access in a

distributed file system.

V. Goyal, O. Pandey et al. in [20] proposed attribute-based cryptography to get fine-
grained access control. Their work was based on the attribute-based encryption work of Sahai
and Waters[38]. Sahai and Waters first introduced the concept of attribute-based encryption
(ABE). In ABE, users’ keys and ciphertexts are labeled with descriptive attributes. If there is
a match between the descriptive attributes of users’ keys and ciphertexts, users can decrypt.
Goyal, Pandey, et al., extended ABE and proposed a Key-Policy Attribute-Based Encryption
(KP-ABE). In KP-ABE, ciphertexts are labeled with attributes and users’ private keys
correspond to an access structure with leaves associated with attributes. The users’ private
key structure specifies which ciphertext users can decrypt. The interior nodes of private keys’
access structure consists of logical “And” and “Or” gates. One of the applications of KP-

ABE is targeted broadcast. Each broadcasting program is labeled with attributes and users’
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private keys are associated with an access policy. Users subscribe to different broadcasting

packages and decrypt using their private key constructed by access policy.

2. 5 Summary

In this chapter, Mobile Agent Security problems and related research work have been
introduced. We look at the mobile agent development system--JADE used in this e-hospital
and related security rescarch in JADE. We give a brief overview of elliptic curve
cryptography and pairing-based elliptic curve cryptography. We investigate the related
research in elliptic curve based cryptography such as identity-based cryptography, policy-

based cryptography, their applications and cryptographic access control.
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Chapter 3 E-Hospital Security Architecture

This chapter presents the design of the security architecture for this e-hospital. We use
ISO17799, one of the most accepted international standards in information security
management, as guidance in the design. Security is approached in the following way. First,
security objectives are reached by the consideration of the hospital’s patients’ privacy
protection policy, the related patients’ privacy protection laws, regulations and risk
assessment of the current e-hospital. The risk assessment is to identify the possible
vulnerabilities and threats to the e-hospital and is based on the analysis of the application
framework of this e-hospital. Secondly, the whole security architecture has been given,
followed by a discussion of the specific cryptographic components. Finally, a security
analysis has been done to show how our design can meet security objectives of this e-hospital

and to demonstrate the security of our proposed cryptographic scheme.

3.1 Approach

A successful security architecture includes a heterogeneous combination of policies and
leading practices, technology, and a sound education and awareness program. A security
architecture provides a scalable framework for integrating people, processes, and technology
related controls that addresses both current and planned business objectives. A good security
architecture is not only a reflection of business requirements but also helps to manage the
complexity of the business.

Over the years, many security standards in information security management systems

have been published, of which ISO17799 is one of the most accepted standards. ISO17799 is
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a code of practice for information security management that has been published by the
International Organization for Standardization (ISO) and the International Electrotechnical
Commission (IEC). Since its publication, ISO17799 has gained universal recognition as one
of the most widely recognized descriptions for an information security framework.
Requirements described in ISO17799 are already expressed in cooperate security policies of
many leading organizations. We follow the ISO17799 as our guide in the security
architecture design. We also refer to [ISO27799 which provides guidance to apply ISO17799
when securing a health information system or protecting personal health information.
ISO17799 is based on assuring the confidentiality, integrity and availability of
information assets, and integrity and availability of the supporting systems. Controls have
been used to gain assurance. There are 11 key control areas to make a successful security
program in ISO17799. Those 11 control areas have been broken into 39 categories and for
each category there is a security objective and corresponding controls to gain the security
objective.
Below is a brief summary of those 11 control areas along with their corresponding
security objectives.
® Information security policy provides requirements for the development of security
policy documents. Its purpose is to provide management direction and support for
information security policy.
® Organizational Security provides requirements for the establishment and
organizational structure of a security program. Its objectives are to establish a

management framework to implement information security within the organization,
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maintain the security of facilities and information assets accessed by third parties
and ensure information security when it has been outsourced.

® Asset Classification and Control provides requirements for asset classification and
protection for those assets. Its aim is to classify assets including information,
software, hardware and utilities and ensure those assets receive the appropriate level
of protection.

® Personnel Security provides requirements for personnel management, end user
awareness training and incident response procedures. It aims to reduce risks caused
by human beings, minimize the damage from security incidents and ensure end
users’ awareness of information security.

® The aim of Physical and Environmental Security is to prevent unauthorized access,
damage and interference with information, prevent loss and damage to assets or
business activities, and prevent the compromise or theft of information or facilities.

® Communication and Operations Management provides requirements for the
management of operations of systems and electronic communications. It is
concerned with change management, incident management, separation of duties,
facilities management, malicious software defense, system backup and recovery,
audit logs, network management, media management and information exchange
between organizations.

® Access Control deals with directories, operation systems, application systems and
network infrastructure access management. Its aim 1is to control access to

information, prevent unauthorized access, protect network services, prevent
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unauthorized computer access, detect unauthorized activities and ensure mobile
computing security.

® System Development and Maintenance provides requirements for system
development and information technology infrastructure. It includes how to
document security requirements for systems or application security controls,
message and data validation, cryptographic controls, digital signature, key
management, system file security and integrity, change control processes and
malicious software.

® Business Continuity Management provides requirements for business continuity
planning and disaster recovery planning. Its objective is to protect critical business
functions from the effects of failure.

® Compliance deals with legislative and regulatory compliance, intellectual property
rights, organizational records, personal privacy, misuse, regulation of cryptographic
technologies, evidence handling, security policy review, technical compliance and
system audits.

® Incident handling is closely related to disaster recovery planning and should be part
of the company’s disaster recovery plan. The primary goal of incident handling is to
contain and repair any damage caused by an event and to prevent any future

damage.

3.2 System Security Analysis

In this section, we give an overview of the current security situation of this e-hospital. We

focus on the e-hospital application security; however, we also look at other areas defined in
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ISO17799. In particular, we discuss patients’ privacy protection regulations and laws, the
overall security policy of the hospital, and end users’ specific requirements and expectations
for this e-hospital system. Based on this analysis, we get a picture of the current security
situation of this e-hospital, the possible threats it is facing and what should be done to
decrease the possible risks without affecting the availability of this e-hospital application

system. At the end of this section we reach the security objectives for this e-hospital.

3.2.1 Hospital Security Policy

The hospital has its own security policy, security of patient personal health information, to
protect patients’ privacy. In the security policy file, it defines patients’ health information,
working files, and who bears responsibility for the protection of patients’ health information.
The security policy also defines the types of protection that should be adopted to protect
electronic patients’ health information, secure transfer of patients’ health information from
one area to another, and handle confidential paper waste.

Some of the requirements within the hospital’s security policy which can help us to
construct security objectives are listed below.

e All health care information of each patient is compiled into one health record with a

unique file number.

e Health Records maintain an electronic tracking of the locations of all patient records.

e Health records are controlled centrally by the hospital. Once a patient’s record has

been loaned, it is the loaner’s responsibility to safeguard the record. All patients’ records

must be returned to central health records daily.
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e The transfer of patients’ records from one area to another must be protected from

unauthorized access and viewing.

e Health records should be held in a designated, secured area and inaccessible to those

unauthorized persons but easily accessible to authorized health records personnel.

e Personal health information is any information that identifies the individual or can be

manipulated to identify a person such as health card number, the donation of any body

part, payments or eligibility for health care and physical and mental health information.

e Working files are not part of the patients’ records; they are used and maintained by

medical staff to aid their daily work, including items such as reminder notes, contact

phone numbers, and physical copies of chart reports.

In addition to the policy mentioned above, there are two important conceptions in this e-
hospital practice. The first one is the circle of care which defines members of the health care
team who are involved in providing care of treatment to a particular patient. Members of a
circle of care can collect and use the patient’s personal health information for that care,
unless the patient has expressly withheld or withdrawn consent. The second conception is a
“Lock Box” which clarifies that a patient has the right to have his/her health information

withheld from the members of a circle of care.

3.2.2 Legal Compliance

With the increase of medical breaches in North America, legislation and laws have been
created to make sure medical care providers meet the requirements to protect the patients’
privacy. Of all that legislation, the federal Personal Information Protection and Electronic

Documents Act (PIPEDA) and Personal Health Information Protection Act (PHIPA) are
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Canadian, and are therefore the most relevant to Canada. The hospital uses these two acts in
their legal compliance. PHIPA is a provincial privacy legislation that is similar to the federal
privacy legislation PIPEDA. PHIPA is more specific to the health care sector while PIPEDA
applies to the whole private sector including pharmacies, laboratories and heath care
providers.

Personal Information Protection and Electronic Documents Act (PIPEDA) aims to protect
personal information in Canadian commercial activities. It applies to paper-based business
and online electronic business activities. The act guarantees Canadians’ right to know why
their personal information is used, collected or disclosed by organizations. The act defines
personal information in a broad way. Any information which can be used to identify a natural
human being, as opposed to a legal entity, is considered personal information. The act

contains ten guiding principles and related explanations and rules.

Personal Health Information Protection Act (PHIPA) is privacy protection legislation
built on the Personal Information Protection and Electronic Document Act (PIPEDA)
guidelines for the protection of personal electronic information. PHIPA is informed by 10
principals to protect personal information: namely accountability; identifying purpose;
consent; limiting collection; limiting use, disclosure and retention; accuracy; safeguards;
openness; access, and challenging compliance [30]. PHIPA defines personal health
information (PHI) as identifying information about an individual in oral or recorded form

that
® relates to his or her physical or mental health;

® relates to providing health care, including identifying a provider of health care;
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® ;s a plan of service within the meaning of the Long-Term Care Act,

® relates to the donation of a body part or bodily substance,

® relates to payments or eligibility for health care 1n respect of the individual,

® 15 a health number,

® dentifies a substitute decision-maker of that individual,

® 1510 a1ecord held by a HIC? where the record contains any of the above information

The health level seven (HL7) standard 1s another guideline which the e-hospital should
comply with HL7 specifies the security framework for medical data exchange and addresses
the following levels or layers of communication link, network, transport, session, and
application For each of these layers of communication, HL7 addresses the following security
services authentication, authorization and access control, system and data integrity,

confidentiality, accountability, availability, and non-repudiation

3.2.3 Risk Assessment

In this section, the e-hospital application, its physical environment, 1ts platform, its network
protocol, 1ts data exchange, 1ts access control and 1its database system are discussed The
vulnerabilities 1n the current system and the possible risks it might have are identified The
risk assessment 1n this section can help us reach our security objectives of this e-hospital 1n

the following section

" HIC Health Information Custodian includes a health care practitioner, a service provider within the meaning
of Long Term Care Act, a mimister of Health and Long-Term Care, a medical officer of health, and a person
who operates a health facility, pharmacy, laboratory etc
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This e-hospital adopts a multi agent architecture in its functional implementation. As
mentioned in Chapter 1, there are four types of attack in agent based systems: an agent
attacking a platform, a platform attacking an agent, an agent attacking another agent, and a
third party attacking an agent based system. For this e-hospital, we need to look at its
development framework to find out more possible attacks and risks.

JADE is used as the development framework for this e-hospital. JADE provides basic
middleware-layer functionality which is independent of the specific application and which is
fully compliant with the Foundation for Intelligent Physical Agent (FIPA) specifications.
FIPA was established in 1996 as an international non-profit association to develop a
collection of standards relating to software agent technology. The most important
conceptions of FIPA are agent communication, agent management and agent architecture.
JADE fully implements those FIPA conceptions.

Agents in JADE live in containers which are the platforms for agents. Containers provide
the JADE run-time and all the services needed for hosting and executing agents. All
containers and agents have a unique identifier. The main container is the first container to be
launched in JADE and all the other containers must join to a main container by registering
with it. The main container is the bootstrap point and it manages the container table (CT) and
the global agent description table (GADT); it also hosts the agent management system (AMS)
and directory facilitator (DF). The CT is the registry of the object references and transport
addresses of all container nodes composing the platform. The GADT is the registry of all

agents present in the platform including their status and location.

The AMS and the DF are two special agents providing agent management and white page

service, and the default yellow page service of the platform, respectively. The AMS
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supervises the entire JADE platform and is the contact point for all other containers in the
platform. Every other container must register with AMS to obtain a valid agent identity. The
DF implements the yellow pages service and is used by agents wishing to register their

services or search for other available services.

The local agent description table (LADT) in other containers synchronizes with the
GADT in the main container. When an agent wants to communicate with another agent, it
searches the LADT first to locate the recipient and if it fails it will search GADT for
synchronization. This kind of mechanism prevents the main container from becoming a
bottleneck. There is also a main replication service to ensure the availability of the JADE

platform even if the main container fails.

Agents communicate with each other in JADE by asynchronous message passing. Each
agent has a ‘mailbox’ to receive messages sent by other agents. Each message contains a set
of one or more message parameters. Most messages contain sender, receiver and content

parameters. The encoding for messages can be string, xml and bit-efficient.

JADE uses its own Internal Message Transport Protocol (IMTP) to exchange messages
between agents in different containers. For the communication between JADE and non-
JADE platforms, the Message Transportation Protocol (MTP) is used. Usually for inter-
platform communication, JADE starts an HTTP-based MTP in the main container. MTP is

only started in the main container.

There are three types of agents, namely interface agents, task agents and information
agents, in this e-hospital. Interface agents are used to interact with users, receive user inputs

and display results. Different users, based on their roles such as doctors or nurses, log on to
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different interface agents to access the system. Task agents help users perform tasks,
formulate problem-solving plans and execute these plans. Information agents provide access
to a heterogeneous information source. The access is controlled by two agents: the

authorization task agent and the lock box task agent.

The authorization task agent is used to decide which kind of interface agents can access
which kind of task agents. End users access the system by providing their username and
password and by swiping their work badge card. The lock box agent is used to decide
whether the task agent can perform the special task for the specific user. End users can access

the e-hospital through wired and wireless networks in the hospital.

Based on the above descriptions, there are several risks in this e-hospital system which are

listed below.

o There 1S no authentication mechanism between the main container and normal
containers. Malicious normal containers can attack the main container and other

containers in the platform;

e The main container can attack other normal containers if the main container is not
managed properly. For example if the main container goes down because of an attack,
the malicious container can pretend to be the main container and attack other normal

containers;

e All the messages are transmitted in clear text inside the e-hospital and an attacker can

sniff the network to get the message;
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The wireless network protocol used in this e-hospital is Wired Equivalent Privacy
(WEP). WEP is not a secure protocol. It is vulnerable to social engineering attacks
because of the key reuse; and it is also vulnerable to jamming and flooding attacks.
There is only one-way authentication and integrity is based on a non-cryptographic
checksum in WEP. The RC4” algorithm is used in WEP to provide confidentiality. The
problem is that RC4 is a stream cipher algorithm which 1s not appropriate for a
wireless medium where packet loss is widespread. To solve this problem the same key
is used in WEP which makes it vulnerable to guessing attacks. All these make WEP

not appropriate for a confidential application like this e-hospital.

Confidential information is placed in agents’ mailboxes in clear text and attackers may

get access to the information.

Patients’ private information is stored in the database in clear text. If by any chance
the attacker knows the password to access part of or the whole database, he can get the

patients’ private data.

3.2.4 E-Hospital Security Objectives

We reach the security objectives of this e-hospital on the basis of the previous two sections.

Some of the security objectives have been achieved by the current system such as end user

authentication, circle of care, and the lock box, etc. Personnel security such as background

checking, end users’ awareness training and how to deal with the third party have been

* RC4: RC4 is a symmetric stream ciper designed by Rivest for RSA Data Security. The encryption and
decryption is performed by combing the keystream with the plaintext by using bit-wise exclusive-or.
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covered in the security policy of the hospital, therefore we follow the hospital policy and do

not list the personnel security as one of the security objectives of this e-hospital.
Details of the security objectives of this e-hospital are described below:

®  Sensitive information should be protected with a higher level of security. Sensitive
information includes personal health information, pseudonymous data derived from
personal health information via some methodology for pseudonymous identification,
statistical and research data, audit trail data and system security data including access

control data or system security configuration data;

®  Patients’ records should be returned to the hospital at the end of the day. Since
Interface agents are dealing with end users, patients’ information left in the interface

agents should be removed at the end of the day;

®  According to the hospital security policy, no sensitive data is allowed to be used
outside of the hospital. One possible way to take this data outside the hospital is for
staff to take out end devices such as laptops or PDAs where interface agents reside.
Therefore any sensitive data in interface agents should be removed when the device is

not inside the hospital;

® The confidentiality and integrity of the sensitive information should be enforced to
make sure unauthorized parties cannot view and modify protected information. This
protection mechanism can also prevent some mistakes by authorized staff. For example
if an authorized staff member accidentally sends the sensitive data to a wrong recipient,
the confidentiality and integrity protection mechanisms can make sure that the

unauthorized recipient cannot access the sensitive information.
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® In order to confirm that end users access the confidential information, non-
repudiation should be provided in this e-hospital. Non-repudiation of this e-hospital
needs only to make sure that the sender (the backbone system) can confirm that the

intended recipient (the end user) has received the information;

®  End users must authenticate to the system before they log on to the e-health system.

This should be a strong authentication such as two-factor authentication;

® In order to prevent malicious agents from attacking other agents, agents should

authenticate each other before data exchange;

® A normal container and the main container should authenticate each other before
the normal container registers to the main container. An illegal normal container is not
allowed to register to the main container and an illegal main container is not allowed to

provide service to other normal containers;

o Access to sensitive data should be limited to a need-to-know basis. Access should
also be based on the fact that individually identifiable health information is collected,

accessed, used or disclosed only with a patient’s consent;

®  Sensitive data in the database should be protected against unauthorized viewing,

copying, use, or modification;

® The physical environment of this e-hospital should be protected from attacks. The
protection of physical environment can prevent damage, theft and unauthorized access

to the facilities such as servers, network devices and end user devices;
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® The communication between the e-hospital and other hospitals should be protected
against malicious attacks such as network sniffers. According to the HL7 standard, data

exchange among hospitals should be encrypted by strong algorithms.

® The system should keep audit trails to identify security relevant events such as
possible attacks or unauthorized access. Audit trails also keep track of the viewing,
coping and exchange of sensitive information. Audit trails are also part of the sensitive

information and should be protected;

® The communication channel between agents should be protected against malicious
attacks since the communication protocol between agents is IMTP and messages are
transmitted in clear text. Attackers can get sensitive information just by sniffing the

network.

® Different agents in this e-hospital are responsible for different tasks and dealing with
different data with different security levels. For example, information agents access the
data from the database directly and therefore the protection mechanism should not be
the same as those for interface agents which are dealing with end users. Therefore
different agents, namely interface agents, task agents and information agents, should be
in different networks and those different networks should be separated by protection

mechanisms;

®  The underlying operation system provides the system service for this e-hospital
application system and has a higher security level than the application system. If the

operation system has been attacked successfully, the security of the application system
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will be jeopardized. Therefore, the operation system of this e-hospital should be

protected from malicious attacks such as viruses, phishing or unauthorized access;

®  According to PHIPA and end users’ requirements, medical data should be updated
and easily accessed by authorized personnel. This requirement leads to the continuity of
operation of this e-hospital. Authorized users are supposed to be able to use the e-

hospital system even in the case that attacks happen.

3.3 Security Architecture

In this section, we describe how we design the security architecture of this e-hospital to meet
the security objectives and to decrease the possible risks. This section is organized in the
following way: in section 3.2.1, we introduce our layer domain strategy to design the
architecture; in section 3.2.2, we give descriptions of what kinds of mechanisms are used to
protect each domain; in section 3.3.3, we focus on our proposal in cryptography which is

based on certificateless cryptography and policy based cryptography.

3.3.1 Layer Domain

When we approach the security architecture for a system, we notice there are different
protection mechanisms working at different levels. For example, a security guard can scare
away evildoers, but what if an intruder attacks the system from a network? Here, the
intrusion detection system can provide some level of security. In order to strengthen the
security features of a system, we cannot rely on only one protection method; we should use

different layers of security strategy to protect the whole system.
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We have noticed in this e-hospital different components have different security levels. For
example, the information agents are dealing with the database directly, and therefore the
security level of information agents is different from the security level of interface agents
which handle requests from end users. Another example is the operation system and the
software running on it. The operation system should have a higher security level compared
with that of the software and should be trusted more. Following the idea of different security
levels with different trust levels, we separate components with different trust levels in this e-
hospital into different domains. The layered protection has been adopted inside and among
domains.

Our domain based strategy borrows the idea of trusted computing base (TBC) from the
Orange book.! The TCB addresses the level of trust a system provides. The TBC can be a
combination of hardware, software and firmware. The TCB looks at all protection
mechanisms within a system to enforce the security policy and provide an environment that
will behave in the manner expected of it. The communication between TCB and non-trusted
components is controlled by the security perimeter. The security perimeter separates trusted
components from untrusted components by providing an interface for those entities to

communicate securely.

In the case of this e-hospital, we define three domains, namely the trusted domain, the
security perimeter domain and the untrusted domain. The trusted domain has the highest trust
and security level. If the trusted domain has been successfully intruded upon, the whole

system security will be jeopardized. The untrusted domain has the least trust level and is

* Orange Book is the Trusted Computer System Evaluation Criteria (TCSEC) published by the U.S. Department of Defense.
The criteria are published in a book with an orange cover, which is called the Orange Book.
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separated from the trusted domain by the security perimeter domain. The security perimeter
domain provides the communication interface for the trusted domain and the untrusted
domain and has a trust level in between those two. Each domain contains JADE components

used in this e-hospital, the underlying supporting hardware, operation system and software.

Following the definition above, in this e-hospital the information agents, database and the
main container can be thought of as the trusted components and are defined to be in the
trusted domain. The task agents, authorization agents and lockbox task agents fall into the
security perimeter domain which separates trusted domain and untrursted domain and which
provides the secure communication interface for those two domains. The user interface
agents are dealing with end users and more exposed to attacks than other domains. They
should be put into the untrusted domain with the lowest trust level. The untrusted domain
cannot access the trusted domain directly and vice versa. All the communication should be
monitored by the security perimeter domain in a secure way. The access control among

domains is illustrated in figure 3-1.

Authorization ag

tiog)atabase server
Dat

Trusted Domain

Untrusted Domain

Figure3- | the Access Control among Domains
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Now we have a clear picture of how we design protection mechanisms for the system.
For each domain, we need to provide different protection mechanisms for different
components working in different security levels. We also need to protect the communication
among domains. For the protection of this e-hospital application system in each domain, we
propose to use cryptography, which 1s based on identity based cryptography, to provide
authentication, data confidentiality, data integrity, non-repudiation, secure communication
channel and access control in one package. For the supporting systems like operation system,
network and physical environment, we need to use other protections. The protection

mechanisms used in each domain and among domains are described below.
® Protection for the untrused domain

® End users access the e-hospital system through the untrusted domain. To prevent
unauthorized users from accessing the system, we use stronger authentication,
which 1s a two-factor authentications, to authenticate end users. Currently
username/password and the radio frequency identification (RFID) card are used
in the e-hospital as the authentication mechanism. The RFID card is used by

hospital staff to access the hospital facilities.

® User interface agents live in normal containers. To prevent malicious containers
or malicious agents from attacking the main container or other agents, normal
containers and interface agents must authenticate each other before interface

agents can run in the normal containers. As we mentioned before, the name for

* Two factor Authentication There are three general types of authentication something a person knows such as
password or PIN, something a person has such as a key, access card or badge, and something a person 1s which
1s brometrics  Authentication using two out of these three methods 1s called two factor authentication and 1s
thought be a stronger authentication
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each container or each agent is unique and is used by the system to find the
container or the agent. We use credentials, which are generated from the name of
normal containers or interface agents, as authentication mechanisms. The
credentials we use are private keys of identity based cryptography. As introduced
in chapeter2, identity based cryptography has an inherent key escrowing
mechanism. The private keys can be distributed to end users before or after the

communication. In our case, credentials are preinstalled to legal end devices.

® All the information exchanged in JADE is in the form of messages and is
transmitted between and among containers and agents in clear text. The
underlying network transportation protocol WEP ® does not provide strong
protection against network attackers. We need to protect the information from
attacks such as network sniffers’ by encryption. The encryption key is generated
from an identity based two party key agreement protocol which is described in
the following section. The credentials used in a two party key agreement protocol
are based on the identity of the container or the agent and are the same as we

used in the authentication.

® The hospital staff accesses the patients’ information according to the policies of
the hospital. The access policy 1s composed from users’ group information, the
access time information, the access location information and additional

constraints such as whether patients have withheld their health information from

SWEP Wired Equivalent Privacy 1s a deprecated algorithm to secure 802 11 wireless networks

" Network Sinffers A network sinffer 1s a tool that monitors traffic as 1t passes by. Sniffers are also referred to
as network analyzers or protocol analyzers When used as a diagnostic tool, it can help a network administrator
to trace the root of network problems When 1t 1s used as a tool for an attackers, confidential information such as
usernames and passwords can be captured as they travel over the network
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some members of the group. The access policies are not stable and change with
time and the turnover of the staff. Therefore the access policies cannot be easily
or practically enforced by configuring access rules on network devices or in the
database. We propose to use cryptography to implement end user access control.
After the end user authenticates to the system, the credentials corresponding to
the policy for the end user are distributed to the end user securely. Only those
who have the credentials corresponding to the specific policies can be regarded
as legal users and can access the information protected by the policy. The
cryptography is based on the policy based cryptography and we extend the policy
based cryptography to address the non-repudiation of the end user by introducing
a secret only known to him. The end user decrypts by combining his secret and
those credentials corresponding to his access policy. The details can be found in

the following section.

® In order to ensure non repudiation of the message, we propose a cryptographic
scheme based on certificateless cryptography and policy based cryptography. The
end user keeps a secret (private key) only known to himself and combines this
secret with the partial private keys from trusted authority to construct his final

private key. In this way we can reduce the risk of repudiation.

® [n order to prevent the attacker from taking advantage of the vulnerabilities of the
operation system to attack the e-hospital application system, we need to protect
the underlying operation system from malicious codes and unauthorized access.

We need to use third party solutions such as antivirus software or personal
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firewalls to protect the operation system. We also need to follow the guide from
the operation system vendor to configure the operation system securely, stop the

unnecessary system services and apply the secure update patches in time.
® Protection for the security perimeter domain

® The security perimeter domain has a higher security level than the untrusted
domain. It monitors all the communication between the trusted domain and the
untrusted domain. It protects the trusted domain from the untrusted domain and
acts like a buffer zone between trusted and untrusted domains. We need to put
these three domains in different networks and enforce the access rules among
domains. We use two firewalls to separate the three networks. One firewall is
between the untrusted domain and the security perimeter domain and the other
one is between the security perimeter domain and the trusted domain. We
configure the access rules on the firewalls to make sure the trusted domain only
accepts requests from the security perimeter domain and the untrusted domain
cannot access the trusted domain directly. The firewall filters out all the packets
coming in or out of the network it is protecting and discards, repackages or

redirects the packets according to the access security policies.

® A firewall is good for controlling access, but it cannot protect the network from
attacks such as denial of service, port scans or inside attacks. To detect those
attacks, intrusion detection systems (IDS) should be used. IDS can be configured
to monitor the network or a segment of the network. IDS can be used to warn

system administrators of the possible attacks or automatically set the firewall to
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block some attacks. Also IDS is a very useful tool to parse audit logs and thus to

discover possible attacks.

® As mentioned in the untrusted domain, in order to prevent attacks from
unauthorized agents or containers, mutual authentication should be adopted. We
use credentials to authenticate legal agents or containers before they can register
to the main container of this e-hospital system. Credentials are private keys of
identity based cryptography and are generated from the identity of agents or

containers. The identity is the name of the agent or the container.

® Task agents, authorization agents and lock agents are in the security perimeter
domain. Messages exchanged among agents, containers inside this domain or
across domains are in clear text. Therefore we need to protect the messages by
encryption. Like the encryption keys used in protecting messages in the untrusted
domain, the encryption keys used in this domain are generated from an identity

based two party key agreement protocol.

® The security perimeter domain is in the backbone network and only authorized
staff such as the network administrator can physically access the equipment in this
domain. To avoid possible attacks such as unauthorized access or theft, all the
equipment should be locked in the server room of the hospital and be monitored

by the surveillance system of the hospital such as closed-circuit TVs (CCTVs).

® To protect the operation system from virus attacks or attacks exploiting operation

system’s vulnerabilities, we need to use third party antivirus software to protect
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the operation system, as well as configure the operation system securely and

apply security patches in time to avoid possible attacks.

® In order to trace possible bad deeds, detect intrusion and reduce the risk of
unauthorized access in the security perimeter domain, we need to provide
accountability in this domain. Accountability is tracked through the recording of
system and application activities. We use the system log of the operation system
to trace system activities and we record the agents, containers and end user
activities in the application audit log. The audit log can only be accessed by

authorized programs or staff, and is designed to be read/add events only.
® Protection for the Trusted Domain

® The trusted domain has the highest security and trust level and only accepts legal
requests from the security perimeter domain. As mentioned in the protection for
the security perimeter domain, there is a firewall between the trusted domain and
the security perimeter domain to enforce the access policies to the trusted domain.

We also need a network IDS to monitor the network to detect possible attacks.

® Since the main container and the database are in this domain, if there is a
successful attack in this domain, the whole system security will be jeopardized.
For the operation system protection of this domain, we need not only the
protections adopted for the operation system in the security perimeter domain,
such as antivirus and security patches, but also host IDSs to strengthen the
security. A host IDS is usually installed on individual workstations or servers and

can be used to monitor inappropriate or anomalous activities and insider attacks.
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In this e-hospital, the host IDS should be installed on database servers and on the
machine where the main container resides. We can set host IDS to monitor the
modification of system files, reconfiguration of important settings and

manipulation of audit logs to detect possible attacks or unintentional mistakes.

® Authentication and message encryption are the same as those in the other two
domains. We use private keys generated from the identity of the agent or the
container as authentication. We use keys generated from an identity based two

party key agreement protocol to encrypt the messages exchanged.

® The database is in the trusted domain and contains all the private information of
patients. The database has its own protection mechanism to prevent unauthorized
access and guarantee data integrity. However, the protection mechanism is not
enough for patients’ privacy protection. The original data are kept in clear text in
the database and the private information can still be viewed or disclosed by
people without need-to-know privilege such as database administrators or
attackers who take advantage of weak security configurations of the database. We
plan to encrypt the original data before they are stored in the database. The details
can be found in the following section. The key used to encrypt the data is a
symmetric key. When data are requested by end users, they are decrypted first and
then protected by another symmetric key which is protected by the corresponding

policy and finally sent to end users.
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® Accountability plays an important role in the trusted domain as well. As in the
security perimeter domain, we keep the system log and application audit log, and

set the host IDS to monitor these logs to detect possible attacks or violations.

® All the equipment in the trusted domain should be put in the server room as those
in the security perimeter domain and monitored by the hospital surveillance

system.

® As we have noticed, all the most secure information is contained in the trusted
domain and usually the maintenance is done by the system administrator or the
network administrator. In order to reduce the possibilities of fraud, sabotage, and
misuse of information, we need a security administrator to perform security
related tasks. For example in the database maintenance, keys are maintained by
the security administrator and routine backups are performed by the database
administrator. Separation of duties makes sure one individual cannot complete a

risky task by himself and thus increases the system security.

In this section, we have introduced our layer domain protection mechanism for this e-
hospital. Our proposal is to use cryptography to implement authentication, data integrity, data
encryption, secure communication channel, non-repudiation and database protection. We also
need other protection mechanisms working in other security levels such as firewall, IDS,
antivirus software and CCTV. Through layered protection, we can see that even if one
protection mechanism fails we still have other protection mechanisms working in other levels
to protect the system and thus we can provide stronger security architecture for this e-hospital

system. We plan to provide security services in different domains to implement
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cryptographic tasks such as key generation, encryption and decryption. The whole system

architecture is illustrated in figure 3-2.

Backbone Network
Security Perimeter Domain

Trusted Domain
¢ Security agen

Untrusted Domain

Task agent ————
; ; - Host IDS Se
Security agent Database server
2 Auth orization Tosk
Agent nformation Tas
Agent
Firowaits
Task agent Frowalis Security agent
ent
End to end encryption channel
Network IDS Sensor - -
User interface apent End to end
encryption channel

Figure3- 2 E-Hospital Security Architecture

3.3.2 Identity-Based Two Party Key Agreement

We use identity-based two party key agreement protocols in the computation of the session
key. The session key is a symmetric key and is used to encrypt the messages exchanged
between containers or agents. The public key of the agent or the container is its name which
is its identity. If the session is over or times out, the session key and all of the information
protected by this session key will be erased, which guarantees no medical data can be used
outside of the hospital. The algorithm we use to compute the session key is similar to section

4 in [11]. The algorithm we use to encrypt or decrypt the real data is the symmetric algorithm
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AES? The algorithm of the two party key agreement protocol and how 1t works are explained

below
1 System set up Parameters

In this stage, parameters of the elliptic curve and master key pair of the TA’ are
generated The message space 1s {0,1}" The parameters Params=<q, G, G, ¢, I, P,H|,

H, s, Pg > where

® G 1s the cyclic additive group of points on an elliptic curve defined over a prime field

Fq,
® (o 15 the cyclic multiplicative group of points on an elliptic curve defined over field
Fy,
® s the large prime over which the elliptic curve 1s defined,
® P s the generator of Gy,
® ¢ 15 a bilinear mapping function e GXG,->Go,
® |15 the order of G1 and G2,
® H, s ahash function H;, {0,1}"->G,
® H; s a hash funcuon H, Gp->{0,1}"
® s s the master key and a random number where se Zq,
® Ps s the public key of the TA and Ps=s*P,

2 Key Pair Generation

® AES Advanced Encryption Standard (AES) 1s a symmetric standard adopted by the U S Government
’TA Trusted Authority (TA) 1n 1dentity based cryptography
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Each agent’s or container’s public key Q is its name Q,=H,(ID,) where ID, is the name of
the agent or container. The corresponding private key S, (S,=s*Q,) of the agent or the
container is derived from its public key where s is the TA’s private key.

3. Secure communication channel establishment:

In this step the two communicating parties use identity-based cryptography to compute a
shared secret as their session key and use this session key to encrypt the messages exchanged

between them. They compute the session key in the following steps:

® Party A chooses a random number a€ Zq and sends Wa=a*Qa to agent B where Qa is

A’s public key;

® Party B chooses a random number be Zq and sends Wb=b*Qb to agent B where Qb is

B’s public key;

® Party A computes Kab=e(Sa, Wb+a*Qb) where Sa is agent A’s private key and

Sa=s*Qa;

® Party B computes Kba=e(Sb, Wa+b*Qa) where Sb is agent B’s private key and

Sb=s*Qb;

Since
Kab
=e(Sa,Wb+a*Qb)
=e(s*Qa,b*Qb+a*Qb)

=e(s*Qa,Qb*(a+b))
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=e(Qa,Qb)**"”
And
Kba
=e(Sb, Wa+b*Qa)
=e(s*Qb, a*Qa+b*Qa)
=e(s*Qb, Qa*(a+b))
=e(Qa,Qb) *“"™
Therefore
Kab=Kba

The session key K=H»(Kab) can be used as a shared secret to encrypt messages between

Party A and Party B
4 Secure communication

The session key 1s used to encrypt the communication between two parties in the e-
hospital ~ The algorithm used 1s the advanced encryption standard (AES) which 15 a
symmetric algorithm and 1s a publicly accessible and open cipher approved by the NSA'? for
encrypting sensitive information The AES 1s a relatively new standard decided by the
National Institute of Standards and Technology (NIST) to replace DES after the Data

Encryption Standard (DES) was found too weak because of its small key size There were

'"NSA The National Security Agency 1s a cryptologic inteliigence agency of the United States government,
admunistered as part of the United States Department of Defense
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five finalists in the AES contest, and Rijndael, developed by Joan Daemen and Vincent

Rijmen, was chosen by NIST to replace DES.

The AES is an iterated block cipher which supports a fixed block size of 128 bits and key
sizes of 128,192 and 256 bits. The rounds of encryption depend on the key size. A key of 128
bits has 10 rounds, a key of 192 bits has 12 rounds, and a key of 256 bits has 14 rounds. The
intermediate result of each round is called state. The state is a 4*4 rectangular array of bytes
since the block size is 128 bits which is 16 bytes. The cipher key is pictured as a rectangular
array with four rows and Ny columns where Ny=(the bit length of the key size)/32. During

each round, the following operations are applied to the state:

1. SubBytes: every byte in the state is replaced by another one, using the Rijndael S-

Box;
2. ShiftRows: every row in the 4*4 array is shifted a certain amount to the left;
3. MixColumns: a linear transformation on the columns of the state;

4. AddRoundKey: each byte of the state is combined with a round key, which is a

different key for each round and derived from the Rijndael key schedule.

In the final round, the AddRoundKey operation is omitted. The AES standard has been
incorporated into a lot of software technologies such as Microsoft .Net technology and

several Java Technologies.
5. Session over:

In this stage, the session key and the information protected by the session key will be

erased from both communicating parties. The deleting mechanism provided by most software
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or operation systems doesn’t really delete the data. It just removes the file’s entry from file
systems or erases the pointer to the memory where the data are. Therefore the sensitive data
still can be recovered by operation system utilities or special software. In order to decrease
the risk of unauthorized access of sensitive data from the media (in this case the hard disk),

we need to securely erase the sensitive data.

There are two ways to perform secure deletion. One, overwrite the data or destroy the
physical media. Two, encrypt the data and use the first methods to securely delete the key.
The National Institute of Standards and Technology (NIST) has published a guideline for
media sanitization [26]. NIST mentions four types of methods of sanitization for different
types of media. Cleaning is suitable in the case of this e-hospital. Overwriting is one example
of the cleaning methods and is supported by most high level programming languages. The
aim of cleaning is to make sure the sensitive data cannot be retrieved by data, disk or file

recovery utilities.

The goal of overwriting is to replace the written data with random data. NIST points out
in its guideline that most media can be cleared effectively just by one overwrite. In order to
counter more advanced data recovery techniques, specific overwrite patterns such as writing

repeated alternating patterns of 1s and Os several times should be used.

In the case of this e-hospital, we only need to securely erase the session key since the real
data are protected by this session key and therefore we don't need to securely erase encrypted
data. Through securely erasing the session key, we also decrease the risk that the private

information is used outside of the hospital.
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3.3.3 Access Control by Policy Based Cryptography

In this e-hospital, the end users access the patients’ information according to the hospital’s
policy. As mentioned in the previous sections, the access policy is complicated and changes
with time or job rotation. Also, in a distributed agent system, traditional access control is not
practical. Bagga and Molva’s policy based cryptography scheme [4] provides a possible
solution to enforce end users’ access control in this e-hospital. However, their scheme cannot
solve the security objective of non-repudiation. We extend their scheme to address the non-

repudiation problem. Our scheme also borrows ideas from certificateless public key

cryptography[1].

3.3.3.1 Original Policy Based Cryptography Scheme

The policy-based cryptography scheme by Bagga and Molva is based on the idea that
those who have the private keys of the corresponding policy are regarded as legal users and
can decrypt the message protected by the policy.

In Bagga & Molva’s policy based cryptography, the access policy is presented by
conjunctions (A) and disjunctions (V) of conditions. Each condition is defined through a pair
<TA,A> where A is an assertion and TA is a trusted authority who is responsible for
checking and certifying A’s validity and issuing credentials corresponding to valid assertions.
An assertion can be the information about the subject’s attributes, properties, capabilities, etc.
For each condition <TA,A>, the credential denoted ¢(R,A) can be generated only by the TA
using its secret master-key s and the validity of the credential can be checked using the TA’s

public key R.
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The user has been issued the credential ¢(R,A) if and only if he fulfils the condition
<TA,A>. Let the expression ‘user<— ¢(R,A)’ denote the fact the ‘user’ has been issued
credential ¢(R,A) and let the expression ‘user¢<><TA,A>’ denote the fact that the ‘user’
fulfils the condition <TA,A>. Then we get the following property: user<><TAA>&
user<—¢(R,A). A policy denoted as ‘pol’ is written in conjunction-disjunction normal form:
pol=Au=1 V=1 " Akt <TA ks Ayl

If a user fulfils a policy, he has been issued all the corresponding credentials of the
conditions in the policy. Let ‘userepol’, for pol=a=;"[Vi=1" [Ak=r Y <TA 4, Ayjx>]], denote
the fact that user meets the policy and let the expression ‘user<—¢(R,Ai,j,k)” denote the fact
that the user has been issued all the credentials included in the policy. Then the following
property holds. user<»pol &V.e{l,...m}3,e{l,....m}: userc—g(R,A,,;). From the
description we can see that if the user has been issued all the corresponding credentials in a
policy then he is supposed to meet the policy. In this way, policy based cryptography can be
used in access control.

The algorithm used in policy based cryptography is similar to the identity-based
cryptography described above. The parameter setup and key pair generation are almost the
same while in policy based cryptography the public key of a condition is H{(A) where A is
an assertion and its corresponding private key is s*H;(A) where s is the master key of TA.
The difference is the encryption and decryption procedures. Each conjunction of conditions
is associated with a kind of mask denoted p, =Ha(g", [li|[j) where g,"=e(Ps,H (A,,x)). For each

index i, a randomly chosen key t, is associated with the disjunction v,=1"[A"? <TA,
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A,;1>). Each t, is encrypted a, times using each mask W, and thus the end user can decrypt if

he has one of the credentials in the disjunction conditions.

3.3.3.2 Original Certificateless Public Key Cryptography

Al-Riyami and Paterson proposed a public key cryptography scheme which they named
certificateless public key cryptography (CK-PKC).In contrast to traditional public key
cryptography, CL-PKC doesn’t require the use of certificates to guarantee the authenticity of
the public key. It relies on the TA who possesses a master key. In this respect, CL-PKC is
similar to identity based cryptography (IBE). However, CL-PKC does not only rely on the
TA, but also relies on the contribution of the secret known to the end user only to generate
the final key pair. Therefore CL-PKC does not suffer from the key escrow property in IBE.
Also CL-PKC addresses the non-repudiation problem in IBE since the final key pair is
generated by the combination of the master key of the TA and the user secret key. CL-PKC
can be seen as a scheme that is intermediate between traditional certificated public key
cryptography and IBE.

CL-PKC uses a pairing based cryptography. It extends the IBE scheme in the key pair
generation. All the parameters we use to explain CL-PKC are the same as the identity based
two party key agreement protocol in 3.2.2. The end user’s final private key is generated in
two stages. First, an identity based partial private key s*H,(ID,)is generated where ID, is the
end user’s identity. Second, the user chooses his secret x, where X, € Zp and generates his
final private key S,= x, *s*H,(ID,). The corresponding key pair is <X,,Y,> where X,= x, *P,

Y,== x, *s*P where P is the generator of the group GI.
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The basic scheme of CL-PKC works as follows. To encrypt a message M for the user, an
entity first checks if the equation e(X,, Ps)=e(Y,,P), where Ps is the public key of TA, holds.
If it holds, a random number t from Zp is chosen and the ciphertext C=<t*P,
M@®H,(e(Q,,Y1)")> where Q, = H((ID,), is set to the recipient.

It is easy to see that to decrypt C=<U,V>, the user can use his private key S= x,
*s*H, (ID,)= x, *s* Q, and compute

V@ Hy(e(S,,U))

= M®Hx(e(Q,,Y,))'® Ha(e(S,,U))
=M®H,(e(Q,,Y)'® Ha(e(x, *s* Q, ,tP))
= M®H,(e(Q,,Y,)'® Ha(e(Q,, P)*™™)
= M®H»(e(Q,,Y))'® Ha(e(Q,, x,*s*P)")
=M@H,(e(Q,,Y)'® Ha(e(Q,,Y,)'

=M.

Al-Riyami and Paterson also proposed a full scheme of CL-PKC which is chosen
ciphertext attack secure. They considered two types of adversaries. Typel adversary can
replace public key with a key of its choice but has no access to the master key of the TA.
Type2 adversary has access to the master key of the TA but can not replace the public key.
They showed their scheme is chosen ciphertext attack secure under those two types of

adversaries. The details can be found in [1].

3.3.3.3 Extended Policy Based Cryptography-Basic Scheme

In this section, we give a description of our proposed cryptographic scheme. Our scheme is

based on policy based cryptography but we extend the scheme by adding a secret which is
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only known to the end user. The final private key in our scheme is composed of two parts:
the secret only known to end user and the private keys of the corresponding policy for the
end user. The end users’ public key is not only derived from the corresponding policy but
also from their secret. In this way, we can provide non-repudiation in our scheme since only
end users know their secret. Our scheme is a public key scheme and the real message is
protected by a symmetric key which is protected by the end users’ public key. We also
propose a way to address the key revocation problem.

After the end user authenticates himself to the system, the private keys of the
corresponding policy for the end user are distributed to him over a secure communication
channe] mentioned in section 3.2.2. The end user uses his secret plus the private keys
received to generate a final private/public key pair and publishes his public key. When the
end user requests the data from the system, the system encrypts the data with end user’s
public key and sends the encrypted the information to the end user. Only those who know the
secret and have the private keys of the corresponding policy can decrypt and retrieve the
message. When the communication session is over, the session key used to protect the real
message is erased from the end user’s machine securely.

In our scheme, the policy is composed of conjunctions of conditions only, since our aim
is to gain the security objectives of need-to-know and the least privilege. For example one of
the policies is “doctors from department] can access patients’ medical history between 9am
and 5 pm”. We can break this policy into three conditions. Conditionl is the assertion
A “doctors from dedpartment]”; Condition2 is the assertion A, “patients’ medical history”;
and condition 3 is the assertion Az “between 9am and Spm”. The policy Pol can be

represented by Pol=<TA,A|>&<TA,A>>&<TA,A3>. The corresponding credentials K for
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this policy are: Kj=s*H(A;), Ko=s*H,(A;) and K3=s*H,;(A3) where s is the master key of the
TA.

The credentials above are just partial keys for those conditions. To address non-
repudiation, we need a secret known only to the end user to construct the final private keys.
This secret sy 1S the end users’ private key. The final credential for one condition 18 Sys*K
where K is the credential generated from policy based cryptography. Using the example
above, the end user A chooses a secret s, as its private key and the final private keys for this
policy are Kj,=s,*K =s,*s*H(A}), Ko=s,*s*H (As) and Ki,=s,*H(As). Legal users must
have those three keys to decrypt. The public keys used to encrypt under this policy are
generated by the end user’s secret and the TA’s public key.

Suppose each policy pol=".; ™ <TA,A> where A, is an assertion for one condition and
its validity can be checked by TA. The algorithm used in our basic scheme is detailed below:

e System set up: Parameters

The parameter setup is the same as that in 3.2.2. The message space is M={0,1}" and the

cipertext space is C=G*{0,1}" where n is the bit-length of the plaintext.

e Partial Private key generation

In this step, partial private keys for the policy are generated. The private keys for this
policy are A ™ s*H,(A,), where s is the master key of the TA and A, is the assertion of
each condition i. As you may have noticed, H;(A,) is the public key in identity based
cryptography.

e Private key generation
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In this step, the final private keys for the policy are generated. The end user selects
randomly s,€ Z4*. The algorithm takes s, and the partial private keys of the policy and
generates the private keys for the policy Pg="o1 ™ sa*s*H (A)).
e Public Key Generation
At this point, the public key used to encrypt under the policy has been generated. The
public key Ppo=<X,o1, Y por> Where Xpo1=s,*P, Ypol=s,*Ps. P is the generator of G, and Ps
is the public key of the TA. Ps=s*P where s is the master key of the TA.
e Encryption
In this step, the message M is encrypted by the conditions of the policy and the public
key of the policy Ppoi=<Xpo1, Ypor> . The following steps are performed:
o Check if X0, Ypor € G1 and if e(Xpol, Ps)= = e(Ypo1, P). If it doesn’t hold, output
1 and abort the encryption;
e Choose randomly re Zg*, compute and output the cipertext C=<rP,
M@®H,(IT,=1"e(H1(A1), Ypol)")>.
e Decryption
In this step, the legal users decrypt the message by the private key of the policy. Suppose
the cipertext is C=<U,V>; the legal user computes
V@ Ha(e( Py, U))
=M@H,([].-1"e(H1(Ai),s,*s*P)" )@Ha(e(Xi=1 "sa*s*Hi(A,),1P))
=MOH,([],=1"e(H1(Ai),5,*s*P) )® Ha(I1=1"e(s.*s*Hi(A,),1P)
=M@H,([ 1=t "e(H1(Ai),s,*s*P)" )@ Ha(([Ti=1 "e(H(A), s.*s*P) ")

=M.
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3.3.3.4 Extended Policy Based Cryptography-Full Scheme
In this section, we extend our basic scheme to a full scheme which is adaptive chosen
ciphertext attack (IND-CCA?2) secure. IND-CCA2 is the standard acceptable notion of
security for a public key encryption scheme. An encryption scheme is IND-CCA?2 secure if
no polynomially bounded adversary A has a non-negligible advantage against the Challenger
C in the following 3-phase game. In phase 1, A may make decryption queries on ciphertexts
of 1its choice. In the challenge phase, A chooses two messages MO, M1 and is given a
challenge ciphertext C* for one of these two messages (i.e., the Challenger randomly chooses
be {0,1} and encrypts message Mb). In phase 3, A may make other decryption queries but
not on C*. The game ends with A’s guess b’ on the value of b (i.e, A’s guess as to which
message was encrypted to C*). The encryption scheme is IND-CCA2 secure if the
adversary’s advantage Adv(A)=(Pr[b’=b]-1/2) is negligible.

Below is the algorithm of our full scheme, the proof of why our full scheme is IND-
CCAZ2 secure is given at the end of Section 3.4.

¢ System setup: Parameters

This step is similar to the setup in the basic scheme except that we add two cryptographic
hash functions Hj: {0,1}"x{0,1}"— Zq* and Hy: {0,1}"—>{0,1}". The message space is

the same as in the basic scheme but the ciphertext space has been changed to G,*{0,1}*".

e The partial private key generation, private key generation and the public key generation

are the same as in the basic scheme.

¢ Encryption
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To encrypt the message M under the policy and its public key Ppo=<Xpol, Ypor> , the
sender needs to do the following steps:
1) Check if Xpo, Ypor € G1 and if e(Xpo1, Ps)= e(Ypol, P). If it doesn’t hold, output
L and abort the encryption;
2) Choose arandom ¢ € {0,1}" and set r=H;(c, M);
3) Compute and output the ciphertext C= <rP, 6 ®Hy([1=i"e(Hi(A), Ypo)),
M@®H4(c)>;

e Decryption

In this step, the legal user decrypts the message using the private key of the policy.
Suppose the ciphertext C=<U,V, W>, the legal user needs to performs the steps below:
1) Compute V® Hj(e( Ps,U))=06";
2) Compute W @ Hy(c")=M’;
3) Setr’=H3(c’,M’)
4) Testif U=r’P. If not output L and reject C, otherwise output M’ as the decryption
of C.
The decryption computation uses the fact that for legal users:

HZ(Hl:lme(Hl(Ax), Ypol)r) =H2(e( Psa,U))~

Since
Hy(ITo"e(Hi(A), Ypa))
= Ho(I1i=1 "e(Hi(A)),50%s*P)')
= Hy(([Ti1"e (sa*s*Hi(A),rP)
And
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Hy(e( Psa,U))

=Hy(e(Z\=1 "(s.*s*H)(A,),1P)

=Hy(I[1.=1"e(sa*s *Hi(A), r*P).
Therefore

Hy(TTizi™e(Hi(A), Yypo1)") =Ha(e( Pa,U)).

3.3.4 Database Security

In the database protection, we plan to encrypt the database contents at rest in the database.
We use symmetric key cryptography to perform real-time /O encryption and decryption of
the data and log files. The encryption uses a database encryption key (DEK). The DEK is a

symmetric key secured by the master key of the database.

Encryption of the database file is performed at the page level. The pages in an encrypted
database are encrypted before they are written to disk and decrypted when read into memory.
Thus this symmetric key cryptography is totally transparent to the application system and no

changes are needed in the application system.

The symmetric key is loaded into the memory when encrypting or decrypting data. To
ensure the security of this symmetric key, we need to securely erase the symmetric key after
encryption or decryption. The secure erasing method we use is the same as we use in 3.3.2 to
erase the session key. We replace the symmetric key in the memory after we use it, with

overwritten pattern of alternating 1s and Os several times.

The symmetric key can be placed in the hard disk since it is protected by the master key

of the database. The master key should not be placed in hard disk. It should be placed in
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other media attached to the database server and only can be accessed by the system service
when the database starts up. The master key should be protected by other methods such as

passwords only known to the security administrator.

To avoid unauthorized access of those keys, we can set the host IDS to monitor the

database log file to trace possible attacks.

Symmetric key cryptography is very suitable to protect data from intruders and insiders.
If the DBA has no privilege to access the original data, he/she cannot access the data. In
order to decrease the risk of unauthorized access by the DBA, we should adopt separation of
duty constraints: key generation and backup should be done by a security administrator other

than the DBA.

Encryption of the database at the rest is supported by many database vendors, such as

Microsoft and Oracle. Their schemes are more or less the same as we describe above.

3.4 Security Analysis

In this section, we analyze how our design meets the security objectives of this e-hospital.
We also give a description of the security of our full scheme. How our design meets the
security objectives of this e-hospital are listed below:

®  Sensitive information should be protected with a higher level of security.

We design different protection mechanisms to protect the sensitive information. When
data are stored in the database, we encrypt all the data to make sure they are secure.
When end users request sensitive information, we use our extended policy based

cryptography scheme to control end user access. When data are in transmission, we
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provide a secure communication channel to protect the data. Through layered

cryptographic protection, we guarantee the confidentiality of the sensitive information.
®  Patients’ records should be returned to the hospital at the end of the day.

Our design meets this objective in two ways. First we monitor the session, and when the
session ends, all the data stored temporarily on end users’ devices are erased. Secondly
we use one condition as time control in the end user access policy. For example we
define one condition as from 9am to Spm and encrypt the message under this condition.

The details of how the encryption scheme works can be found in 3.2.3.2.

®  According to the hospital security policy, no sensitive data is allowed to be used

outside of the hospital.

This objective can be achieved by the design mentioned in “Patients’ records should be
returned to the hospital at the end of the day”. A session ends when an end user device is
taken outside of the hospital (e.g., beyond the range of a wireless base station), and all the

data 1n that end user device is erased.

® The confidentiality and integrity of the sensitive information must be guaranteed to

make sure an unauthorized party can’t view and modify protected information.

To ensure data confidentiality and integrity, we use cryptography. We use symmetric
cryptography to encrypt the sensitive information in the database. When the sensitive
information leaves the database, we encrypt the communication channel to make sure
sensitive information is encrypted during transmission. We also use our policy based
scheme to control end users’ access and provide the confidentiality for the sensitive data.

We use a one way hash function to generate a message digest to ensure data integrity.
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The message digest is transmitted with the message and protected by the session key to

make sure there is no unauthorized access.
®  Non-repudiation of the end user

This objective is achieved through our extended policy based cryptography scheme and
the application audit log. The private key of the policy is composed from the master key
of the TA and a secret only known to the end user. The application audit log keeps track
of the access of the message. Therefore if a message is read by an end user, he cannot
deny since he is the only one who knows the corresponding secret. In this way, the

recipient of the message can be confirmed.
®  End users must authenticate to the system before they login to the e-health system.

End users access this e-hospital through two factor authentication: username/password

and their RFID card.

® In order to prevent malicious agents attacking other agents, agents should

authenticate to each other before data exchange;

In this e-hospital, each agent has a unique identity. Each agent has a private key

generated from its identity and agents use their private key to authenticate to each other.

® A normal container and the main container should authenticate each other before
the normal container registers to the main container. An illegal normal container is not
allowed to register to the main container and the illegal main container is not allowed to

provide service to other normal containers;

This objective can be achieved by our identity based cryptography mentioned above.
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® Access should be limited to a need-to-know basis and also access should be based
on the fact that individually identifiable health information is collected, accessed, used

or disclosed only with a patient’s consent;

This objective is achieved by our extend policy based cryptographic scheme. We define
access policy as the conjunction of conditions. The message is protected by the policy
and only the legal user can have the corresponding decryption keys of the policy. The
patients can give their consent by signing the related file. After that, we can encode the
medical data with patients’ consent into one condition; only those medical staff who have

the corresponding private key for this condition can access the patients’ records.

®  Sensitive data in the database should be protected against unauthorized viewing,

copying, use or modification;

We use symmetric encryption to protect the data in the database. We also separate the
duties of the security administrator from that of the DBA to decrease the risk of
unauthorized access. End users’ access is controlled by our extended policy based

cryptography scheme.
®  The physical environment of this e-hospital should be protected from attacks.

The devices in the backbone system are placed in the server room and monitored by
CCTV. The server room is protected by locks and can only be accessed by the system

administrator.

® The communication between the e-hospital and other hospitals should be protected

against malicious attacks such as network sniffers.
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All the data transmitted between this e-hospital and other hospitals are encrypted. The
encryption and decryption is done by the hospital gateway between this e-hospital and
other hospitals. This e-hospital just accepts or renders the medical data to the hospital

gateway.

® The system should keep the audit trails to identify security relevant events such as

possible attacks or unauthorized access.

In this e-hospital, we keep system log and application audit logs and set the host IDS to

monitor those logs to detect possible attacks or violations.

® The communication channel between agents should be protected against malicious

attacks.

All the communication in this e-hospital is protected by encryption. We use identity
based two party key agreement protocols to distribute the encryption key and encrypt the

message transmitted.

® Different agents in this e-hospital are responsible for different tasks and deal with
different data with different security levels. Therefore they should be in different

networks and those different networks should be separated by protection mechanisms.

We define three domains according to the security levels in this e-hospital. We use
firewalls to separate different domains into different networks. For each domain we
provide different protection mechanisms such as network intrusion detection system,

host-based intrusion detection system and cryptography.

®  The operation system should be protected from malicious code.
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We use the third party antivirus software to protect the operation system from virus and
malicious code attacks. We also apply security patches for the operation system in time to
decrease the risk that the attacker takes advantage of the vulnerability of the operation

system. Finally we use a host-based IDS system to detect possible attacks.

® The continuity of operation of this e-hospital should be guaranteed. Authorized users

are supposed to be able to use the e-hospital system even in the event of attacks.

To ensure the availability of the e-hospital system, we need to prevent a single point of
failure in this e-hospital system. As we have noted, JADE relies on the main container to
house the key platform services such as the AMS and DF and this makes the main
container a potential single point of failure. The JADE platform provides the main
container replication services to deploy a fault tolerant platform. Once the major main
container fails, the stand-by main container can take over and can make sure that the
business continues. We rely on the fault tolerance services provided by the JADE and

ensure the availability of the e-hospital system.

In the above, we give a brief description of how our design meets the security objectives
of this e-hospital. Now let’s look at the security of our proposed cryptographic scheme. We
mentioned adaptive chosen ciphertext attack secure (IND-CCAZ2) in section 3.2.3.2. In
Identity Based Encryption scheme [7], they allow the adversary to extract private keys of his
choice other than the ID being attacked. Their aim is to show that the IBE scheme is secure

even if the attacker obtains some of the private keys of some IDs.

In our cryptographic scheme, we need to consider the adversary who can extract private

keys of the policies of its choice since under some circumstances some of the private keys of
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the policies might be obtained by the attacker. We also need to consider the situation where
the adversary can replace the public key of the policy of his choice. The attacker can replace
the public key of those policies whose private keys or partial private keys are available to
him, or he can replace the public key of the policy which will be attacked by him. The worst
case in our scheme is that the adversary has access to the master key. However, we need to
constrain this adversary who can access the master key from replacing the public key of the

policies of its choice.
We follow the security model in [1]and list two kinds of adversaries in our scheme:

® Type | adversary: such an adversary has no access to the master key but he can
extract partial private keys, or private keys, or both, of the policies of his choice,
replace public keys of his choice and make decryption queries. The constraints with
the Type 1 adversary are as follows: the adversary cannot extract the private key for
the policy challenged at any point; the adversary cannot extract the private key for
the policy whose public key has already been replaced; the adversary cannot make
decryption queries on the challenge ciphertext C encrypted with the public key of

the challenged policy.

® Type2 adversary: the Type2 adversary has access to the master key. A Type2
adversary can compute partial private keys for itself, request public keys, make
private key extraction queries and decryption queries of his choice. The constraints
for type2 adversary are as follows: Type2 adversary cannot replace public keys at

any point; Type2 adversary cannot extract the private key for the policy challenged at
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any point; in phase two he cannot make a decryption query on the challenged

ciphertext encrypted by the public key of the challenged policy.

Our cryptographic full scheme is IND-CCA2 secure if no polynomially bounded
adversary of Typel or Type2 has a non-negligible advantage against the challenger in the

following game:

® System setup: The challenger takes a security parameter and generates the system
parameters. The Typel adversary gets system parameters except for the master key

and the Type2 adversary gets the system parameters.

® Phase 1: The adversary issues a sequence of requests. Each request can be the partial
private key extraction, the private key extraction, the public key replacement, the
request for public key or the decryption query for the policy of his choice. Those

requests are under the constraints mentioned above.

® Challenge Phase: Once the adversary decides that phase 1 is over, he outputs two
messages Mo,M; and the policy challenged to the challenger. The challenger picks
randomly one of the two messages (i.e., my, where b is O or 1), encrypts it under the
policy challenged and its public key and delivers the ciphertext to the adversary.
Again all constraints mentioned above apply. If the adversary has replaced the public

key in the wrong form, the game ends immediately.
® Phase 2 : The adversary may issue requests as in the phase 1.

The game ends with the adversary’s guess of b’ for b. The adversary’s advantage in this

game is Adv(A) = Pr(b=b’)-1/2. The adversary’s advantage is negligible given the
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assumption that there is no polynomially bounded algorithm that can solve the GBDHP

in groups with non-negligible advantage.

Now we give a general explanation why our scheme is secure against those two types of
adversaries. For the adversary who can replace the public key of its choice, our aim is to
show the cryptographic scheme is secure against the adversary. If the adversary does not
extract the partial private keys of the policy, we need to show the adversary cannot decrypt
correctly the message protected by the policy. If the adversary extracts the partial keys of the
users he wants to attack, our aim is to show the adversary cannot decrypt the message for

those whose partial private key he does not know.

We have authentication mechanisms in the system. If the attacker wants to attack another
user, he must first authenticate to the system. The following analysis is based on the
assumption that the attacker has successfully fooled the authentication server and wants to

publish a public key of his choice.

Suppose the adversary Bob wants to get the message intended for user Alice. Bob logs on
to the system, publishes a public key <Xaice', Yance™ and claim this is Alice’s public key. Here
Xahee'=8a *P, Yance'=sa"*s*P where s,’ is chosen by Bob as a fake private key for Alice, P is
the generator of the group G1, s is the master key of the TA and s*P is the public key of TA.
In this case Bob does not extract the partial private keys of the policy for Alice. Alice’s

partial private key Pgce is denoted as:

Paance=A=1"$*H1(Ciance) Which means Alice’s partial private key is composed of m
conditions and each condition i corresponds to a private key s*H;(Cance) Where s is the

master key and C,q,cc is the condition of the policy for Alice.
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Suppose the system encrypts a message under Alice’s fake public key chosen by the
adversary Bob. The encryption and decryption procedure is the same as listed in our full
scheme. The ciphertext in this case is

C=<rP, 6 OHy(I1:=1"e(Hi(Cance), Yatee')), MOH4(0)>.
As we have explained in our full scheme the decryption procedure uses the fact that:
Ho(ITi= "e(Hi(A), Ypo)) =Ha(e( Py, U)).
In the case of the adversary Bob attacking the user Alice, Bob computes Hj(e(Psance’,U)) and
if he can make Ha(e( Psneer,U)) =Ho(ITi=1"e(H1(Ciance), Yauee')') he can successfully attack the
user Alice. The Pg,,ce' is the fake private key of Alice where Pgcer=82*Z1=)"s¥H | (Cipob) Since
Bob doesn’t know the partial private keys of the policy for Alice (therefore he will use his

own or other partial private keys known to him to construct the fake private key for Alice).

Since
Ho(TTi-1"e(Hi(Cuance)s Yanee'))
= Ho(I1=1"e(H1(Ciaiice) .5 *s*P)’)
= Ha((TTi=1"e (s*Hi(Cuance), S *1P)
And
Ha(e( Psaice',U))
=Ha(e(Zi=1"(sa*s*H1(Cipop).IP)
=Ho(IT=1"e(s *Hi(Cipop), s2*IP)
Therefore

H2(e( Psallce”U)) # HZ(H::lme(Hl(Clahce), Yahce’)r)
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In order to make the explanation clear, we write the public key of the policy for Alice as
Ppance="i=1 ™ H(A)=kP where ke Zs* and P is the generator of G;. The reason the above
equation holds is because for Vi, Hi(Ciance) is a point belonging to G1 and therefore H(Cajice)
can be represented by the generator P of G, as x,P where x,€ Z,*. We define ke Zg* and
k=%, x,, and thus we can write Ppaice=kP.

From the analysis above, we can see what Bob is trying to do is the following:

Given the generator P of the group Gy, rP (U), sP(master key) and the public key of the

policy kP for the user Alice, Bob is trying to compute e(P,P)*"

. This is equivalent to solving
the GBDH'' problem in the group Gs. As long as the GBDH problem is hard in G, Bob has
negligible advantage to decrypt the message for Alice.

We give an analysis of the adversary who can replace the public key of its choice and
who does not extract the partial private keys of the policy for the user under his attack. For
the adversary who can replace the public key of his choice and who already knows the partial
private key (the secrets) of some users, our aim is to show the adversary cannot use what he
knows to attack other users whose partial private key he does not know. The analysis is the
same as the above case of Bob attacking Alice.

For Type2 adversary who knows the master key but who cannot replace the public key,
we need to show this kind of adversary cannot decrypt the message for the user under the

attack. As described in the case of Bob attacking Alice, if the Type2 adversary can compute

H2(H1:lme(Hl(C1ahce), Yallce’)r) or Hz(e(Psahce 5U)) where Yallce=sa*S*P»

] *
"' GBDH Problem' For randomly chosen a,b.ce z, , given g, g*.g", g* € G1, compute e(g,g)*™ € G2 with the help of a

DBDH oracle which answers whether a given tuple is a BDH tuple or not.
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Ponce=Zi=1(sa*s*H1(Ciance)) and s, is the partial private key (or secret) only known to Alice,
then he can decrypt the message for Alice under attack. Either computation can be reduced to
the following: given rP, Y (Sa*s*P) and public key of the policy (KP) for Alice, compute
e(P,P)"**"™ As long as the GDBH problem is hard in G,, Type2 adversary’s advantage to

successfully attack Alice is negligible.

3.5 Summary

This chapter presents the security architecture for this e-hospital. We follow the international
security standard ISO17799 as our guide in the design of the security features for this e-
hospital. The security objectives of this e-hospital are reached by complying with the
patients’ privacy protection regulations, risk assessments and end users’ requirements. After
we reach the security objectives of this e-hospital, we divide this e-hospital system into three
domains according to their security levels. For each level we adopt different protection
mechanisms to meet the security objectives. In the protection of the communication channel,
we use an identity based two party key agreement protocol to distribute encryption keys. We
extend policy based cryptography to control end users’ access. Our proposed scheme can
ensure data confidentiality, integrity and non-repudiation. We end the chapter by an analysis
of how our design meets the security objectives of this e-hospital and we also discuss the
security of our cryptographic scheme. In the next chapter, we will give the implementation of

this e-hospital.
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Chapter 4 System Implementation

In chapter3 we proposed a security architecture for the e-hospital. This chapter presents how
to implement the security features for the e-hospital. We focus on the implementation of our
proposed cryptographic scheme and the underlying mathematical computations. For other
protection mechanisms, such as IDS system and antivirus, we only give general advice which
can be found in chapter 3. This chapter is organized as follows. In section 4.1 we introduce
the elliptic curve, the Tate Pair and the related mathematical background to compute the Tate
Pairing. In section 4.2 we give the detailed algorithms used in our implementation. The
algorithms include three parts: group computation on elliptic curves, the Tate pairing
computation and the pairing-based cryptographic scheme implementation. In section 4.3, we
give the test results using elliptic curves defined over prime numbers. We also test the
encryption and decryption performance under different lengths of access policies. We end the

chapter with a summary.

4.1 Introduction

In this section, we give an introduction to the mathematical backgrounds of elliptic curves,
The Tate pairing and the mathematical background to compute the Tate pairing. The

definitions and notation are from [23][33].

4.1.1 Definitions and Notation

1) Fields
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Fields are abstractions of familiar number systems (such as the rational numbers Q, the real
numbers R and the complex numbers C) and their essential properties. They consist of a set F
with two operations, addition (denoted by +) and multiplication (denoted by *), that satisfy
the following properties:

® (F, +) is an abelian group with identity denoted by 0.

® (F\{0}, *) is an abelian group with identity denoted by 1.

® The distribution law holds: (a+b)*c=a*c + b*c for all a,b,c € F.
It F is finite, then the field is said to be finite.
2) Field Operations
Addition and the multiplication are two basic operations on a field. Subtraction and division
are defined in terms of addition and multiplication. For example, assume a,b € F, then a-b is
defined as a+(-b) where —b is defined such that b+(-b)=0. -b is called the inverse of b in F.
For a, b € F, a divided by b is defined as a*b™ where b™' is the unique element in F such that
b*b=1. b is called the inverse of b.
3) The Order and Characteristic of Fields
The order of a finite field is the number of elements in the filed. Suppose a field F is defined
over q where q=p™ and p is a prime. p is called the characteristic of F, and m is a positive
integer and called the embedded degree of F. If m=1, then F is called a prime field. If m>=2,
then F is called an extension field. For any prime power g, there is essentially only one finite
field of order q which means any two finite fields of order q are strictly the same except the
labelling of elements may be different.

4) Prime Fields
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Finite fields F, of order p (where p is a prime) are defined as consisting of the integers
{0,1,2....,p-1} with addition and multiplication modulo p.
S) Binary Fields
Finite field F,™ of order 2™ is called a binary field or characteristic-two finite field.
6) Subfields of a finite field
A finite field F, of order p' is said to be a subfield of the finite field F," of order p™ if F, is
itself a finite field with respect to the operation of F,". A finite field F,” has precisely one
subfield of order p' for each positive divisor 1 of m. The elements of Fpl are the elements a €
F," and a" p'=a.
7) Legendre symbol
A nonzero element a€ Zn is called a quadratic residue modulo n if there exists some x €Zn
such that xzza(mod n). If no such x exists, a is called a quadratic nonresidue modulo n.
Legendre symbols are used to indicate whether an integer is a quadratic residue or not. Let p
be a prime and let a be an integer; the legendre symbol (a/p) is defined as follows:

® (ifpdividesa

® | if ais a quadratic residue modulo p

® -1 if ais a quadratic nonresidue modulo p
Let a and b be integers and let p and q be primes; the legendre symbols have the following
properties:

® (a/p)=a®"" (mod p)

®  (ab/p)=(a/p)(b/p)

® [f a=b(mod p) then (a/p)=(b/p)

® =T
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®  (pl=(a/p)-HF"

8) Divisor of a Rational Function f
A divisor of a rational function f is a way of characterizing f based on its zeros, where f(x)=0,
and poles, where f(x)=+/-O (O denoted as infinity). The divisor of a rational function is
denoted by div(f) and written as the sum of points where f has a zero or pole weighed by the
multiplicities of the zeros and poles, with the convention that zeros get positive weights and
poles get negative weights. For example, the function f(x) as defined below:

f(x)=(x- ¥ (x+2)
has a zero of order 2 at x=1, a zero of order ! at infinity and a pole of order 3 at x=-2. The
divisor of f(x) is as follows:

div(H)=2(1)+(0)-3(-2)
In general, suppose f(x) is defined over S where S={X,X2,....X,} and i€ Z. f(x) can be defined
as

f(x)=TT(x-x,)Aa'
Then the divisor div(f) is written as

div(f)=Xa,(x,)
From the above definitions, we have the following properties:

div(fg)=div(f)+div(g)

div(f/g)=div(f)-div(g)
9) Divisor on Elliptic Curve
Let E be an elliptic curve; a divisor on E is a formal sum of the form

D=Xn,(P)

where Pe E and each n,, is an integer and all but finitely many n, are zero.
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10) Principal Divisor
Let E be an elliptic curve, a divisor D on E is said to be a principal divisor if there is a
rational function f such that D=div(f) or D can be written as D=% a;j(P;) where Xai=0 and
Ya;P;i=0. For example if P is a point on an elliptic curve of order n, then n(P)-n(O) is a
principal divisor.
11) f(D)
If D is a divisor of the form

D=ZXa;(P;)
then a rational function f evaluated at D is defined as

f(D)=TTf(P;)Aa’
12) Support of Divisors
Let D be a divisor of an elliptic curve in the form of:

D=%n,(P)
then the support of D is the set of all points P where n,#0.
Let D; and D, be divisors of an elliptic curve. D, and D, are said to have disjoint support if
the intersection of the support of D and D5 is empty.
13) Weil Reciprocity
Let f and g be rational functions defined over some fields. If div(f) and div(g) have disjoint
support then f(div(g))=g(div(f)).
14) Equivalence of Divisors
Divisors Dy and D, are equivalent if they differ only by a principal divisor. For example if
D=D,+div(f) where div(f) is the divisor of the rational function f, then D1 and D2 are

equivalent.
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4.1.2 Elliptic Curve

An elliptic curve 1s generally defined by a Weterstrass equation [23] Let E be an elliptic
curve defined over a field K, the Weierstrass equation 1s

E y2+a1xy+a3y=x3+a2x2+a4x+a6
where al,a2,a3,a4,a6 € K and the discriminant of E A#0 A0 ensures that the elliptic curve
1s “smooth”, that 1s, there are no points at which the curve has two or more distinct tangent
lines The discriminant A 1s defined below

A=-d»’dg-8ds’-27ds’+9d2dads

dy=a,*+4a;

ds=2a4+a as

des=a3"+4a;

ds=a, ag+4aras-a)23a4+2223 24"

All the points (x,y) with (x,y)e K which satisfy the equation above together with a point
at infinity denoted as O construct the elliptic curve E defined over the field K By admissible
changes of variables, a Weierstrass equation can be changed to simplified equations as
follows

® [f the characteristic of K 1s not equal to 2 or 3, then the simplified equation 1s

yZ:x3+ax+b 4,1)
where a,be K and A =-16(4a’+27b°) 20
® If the characteristic of K 1s equal to 2, then the simplified equation 1s
yHxy=x"+ax’+b (4 2)

where a,be K and A =b #0
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Or
y +cy=x +ax+b (4,3)
where a,be K and A =c* #0.
® If the characteristic of K is equal to3, then the simplified equation is:
y'=x"+ax’+b (4,4)
where a,be K and A =-a’b=0.
Or
yzzxz+ax+b 4,5)

where a,be K and A =-a’20.

4.1.3 Group Law of Elliptic Curves

Elliptic curves used in cryptography are usually the curves defined by equation 4.1 or
equation 4.2. Suppose E 1s an elliptic curve defined over the field K; all the points on E plus
the point at infinity (which is the identity element on E), together with the addition operation
on E, construct an abelian group. The elliptic curve cryptographic system can be constructed
using this group. Let Char(K) denote the characteristic of K. Group laws for the elliptic curve
prime field and the field of characteristic two are given blow.
1. Group law for E/K: y*=x '+ax+b where Char(K) # 2,3 and a,b are integers.

® P+0=0+P=P forall P € E(K).

® If P=(x,y) € E(K), then (x,y)+(x,-y)=0. The point(x,-y) is called the negative of P

and -Pe E(K).
® 0+0=0.

® Let P=(x,,yi) € E(K) and Q=(x»,y2) € E(K) where x,#x,. Let R=(x3,y3)=P+Q, then
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xs=((y2-y )/ (xa-x1)) X1 Xz,

Ya=((y2-y 1)/ (XX 1))(X1-X3)-Y1.
The sum of P and Q can be explained in the following way: First draw a line through P
and Q; the line intersects E at a third point. R is the reflection of this point about the x-

axis. Figure 4-1 gives an illustration of how to add P and Q.

Figure4-1 Addition of P and Q.

® [et P=(x,,y1) € E(K), where P # -P. Let L=2P=(x3,y3), then

x3=((3x1*+a)/2y1)’-2x,

y3=((3x,+a)/2y 1) (X1-X3)-y1.
The doubling of P is defined as follows: First draw a tangent line to the elliptic curve at P.
This line intersects the elliptic curve at a second point. L is the reflection of this point

about the x-axis. The illustration of the doubling of P can be found in figure 4-2.
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Figure4-2 Doubling of P

2. Group law for E/F,™ y*+xy=x"+ax>+b

® P+O=0+P=P for all P € E(F,").

® Let P=(x,y) € E(Fu™), (x,y)+(x,x+y)=0. The point (x,x+y) is called the negative of P

and denoted by —P. Also -Pe E(F,™).

® 0+0=0.

® Let P=(x,,y1) € E(F,™) and Q=(x2,y2) € E(F,;™) where x;#x,. Let R=(x3,y3)=P+Q,

then
X3=A2HA+X X0+
y3=7u(x 1 +X3)+X3+y| .

with A=(y;+y2)/(X1+X2).

® [Let P=(x,,y;) € E(K), where P # -P. Let 2P=(x3,y3), then

2 D 2
X3=A +A+a=x,"+b/x,”

2
Y3 =X +7\,X3+X3

with A = X+ yl)/ X1.
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ECC based cryptographic schemes rely on the scalar multiplication of elliptic curve
points. Given an integer k and a point P with Pe E(K), the scalar multiplication is the process
of adding P to itself k times. Scalar multiplication can be computed by using adding rules

together with doubling rules.

4.1.4 Tate Pairing

Identity-based cryptography can be constructed by Weil pairing or Tate Pairing. In practice,
as observed in [17][39], the Tate Pairing can be computed more efficiently than the Weil
Pairing. The Tate Pairing is used in our implementation. The definition of the Tate Paring is
given below.

Let E be an elliptic curve over a finite field F, where q is the characteristic of the field.
The point at infinity on E is denoted by O. Let 1 be a positive integer which is coprime to g.
Let k be a positive integer such that the field F," contains the Ith root of unity. Let G=E(F,"),
and define G[l]={PeG : [1]P=0} and 1G={[l]P: Pe G}. Then G[I] is a group of exponent l.
1G is a subgroup of G and the quotient group G/IG is a group of exponent 1. The group G[l]
and the quotient group G/IG are isomorphic which means they have the same number of
elements, but the labeling of the elements may be different. The Tate Paring is a mapping
<P,Q>:G[I1*G/IG— Fy /(F ) where F o, = Ef-{O}.

The Tate Paring is defined as follows. Given points P and Q, find a function f such that
(H)=1(P)-1(0). Let D be a divisor equivalent to (Q)-(O) such that the support of D is disjoint
from the support of (f). In most cases such a divisor can easily be constructed by choosing a

random S € G, S#O or P, and defining D=(Q+S)-(S).[33]. The Tate Pairing of P and Q is

defined to be <P, Q>=f(D) where f(D) =TI f(P,)"n, and D=XnP, (n, €Z, P, G). From the
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definition above we can see that the Tate Pairing can be interpreted as f(D) which is an
element of qu‘/( qu]“)l . The Tate Paring can be computed using Miller’s algorithm which
can be found in the following section.

Before explaining how Miller’s algorithm works, we give an illustration of how to add
two divisors on an elliptic curve. Suppose P,,P, and P; are points on an elliptic curve E.
Define line u to be the line which passes through P, and P,. Define line v to be the vertical
line which goes through P; where P3;=P,+P,. The illustration of u and v can be found in

figure 4-3.

B

H
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Figure4-3 an INustration of u and v
From the definition we can see
div(u)=(P1)+(P2)+(-(P3))-3(0O)
div(v)=(P3)+(-(P3))-2(0)
Note that multiplying rational functions corresponds to addition of their divisors and

division of rational functions corresponds to subtraction of their divisors [33].
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Therefore
div(u)-div(v)=div(u/v)=(P1)+(P2)-(P3)-(0O)
Suppose we have two divisors:
D1=(P1)-(O)+div(f))
D2=(P2)-(0)+div(f)
where fl and {2 are rational functions.

Then
D1+D2
=(P1)+(P2)-2(O)+div(f))+div(fy)
=div(u/v)+(P3)+(0)-2(0)+dif(ff>)
=(P3)-(O)+div(fifu/v) (4.6)

The equation 4.6 provides a way to calculate the addition of two divisors on an ellpitc
curve and keeps the result in the form of (P)-(O)+div(f). To compute the divisor I(P)-1(O) in
the tate pairing, we can use the same method | times. However, in practice, | is a large
number usually greater than 2'"%, so the above method is not efficient. Miller provides an
algorithm to compute 1(P)-1(O ) by a doubling and adding technique. The algorithm starts
with f=1, S=P, and R is a random point on E with R#O or P. After the first step, there is a
doubling and adding iteration through the binary expansion of 1. The doubling step is
performed at each iteration and the adding step is performed if the bit of | is one. At each
step, the (Q)-(O) is evaluated. Because the order of P is 1, after | steps of doubling or adding
the divisors, we can get a rational function f of the divisor 1(P)-1(O). All the intermediate

divisors involving points cancel each other after | steps.
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To compute the divisor (Q)-(O) at which f is evaluated, we replace (Q)-(O) by the divisor
(Q+R)-(R) where R is a random point on E, R#0 or P, Q+R#P. The reason we can replace
(Q)-(0O) with (Q+R)-(R) is that these two divisors are equivalent. The proof is given below:

Suppose u is the line which passes through Q and R and v is the vertical line passing
through (Q+R).

div(u)=(Q)+(R)+(-(Q+R))-3(0)
div(v)=(Q+R)+ (-(Q+R))-2(0)
div(u)-div(v)=div(u/v)=(Q)-(O)+(R)-(Q+R)
(Q)-(0)= (Q+R)-(R)+div(u/v)
Since (Q)-(O) differs from (Q+R)-(R) by a rational function div(u/v), therefore they are

equivalent.

4.2 Algorithms

In this section, we give a description of the algorithms used in our implementation. Our
implementation borrowed ideas from the identity-based cryptography standard by Voltage
Security [9] and some open source codes. We implement the elliptic curve y2=x3 +ax+b over
Fp where p is a large prime (so the characteristic of the field Char(Fp)#2,3). The major
algorithms include the following parts: group computation on elliptic curves, the Tate Pairing
calculation and pairing-based cryptography implementation. The algorithms for two-party
key agreement implementation and extended policy based cryptography implementation can

be found in the paring-based cryptography implementation.
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4.2.1 Group Computation on Elliptic Curve

Algorithm 4.2.1.1 Point Doubling
Input:
® A point A on E(Fp) with A=(x,y)
® An elliptic curve E/Fp: y’=x’+ax+b where a,be Zp and are set when the elliptic
curve is generated
Output:
A point [2]A on E(Fp)
Method:
1. If E(Fp)==null or A==null, throw exception(“parameters not set”), stop the
program
2.If A==0 or y==0, then return O
3. Let lambda = (3 * x*+a) / (2 * y)
4.Let x' = lambda”2 - 2 * x
S5.Lety' =(x-x') * lambda —y
6.Return (x', y').
Algorithm 4.2.1.2 Point Addition
Input:
® A point A on E(Fp) with A=(x_a,y_a)
® A point B on E(Fp) with B=(x_b,y_b)
® An elliptic curve E/Fp: y*=x’+ax+b where a,b are parameters and can be set
when the elliptic curve is generated

Output:
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A point A+B on E(Fp)
Method:

1. If E==null or A== null or B== null, then throw exception(‘parameters not set”)
and stop the program

2. If A==0O, return B

3. IfB==0,return A

4., Ifx a==x_b:
a) Ify_a==-y_b,return O
b) Else if y a==y b, return [2]JA computed using Algorithm 4.2.1.1

(PointDoublel)

5. Otherwise:
a) Letlambda=(y_b-y_a)/(x_b-x_a)
b) Letx' =lambda’-x_a-x_b
c) Lety' =(x_a-x")*lambda-y_a
d) Return (x',y")

Algorithm 4.2.1.3 Point Multiplication

Input:
® A point A on E(F_p)
® Anintegerl1>0
® An elliptic curve E/Fp: y2=x3+ax+b where a,b are parameters and can be set when
the elliptic curve is generated
Output:

The point [1]JA on E(Fp)
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Method:

1. If E==null or A==null, then throw exception(‘parameters not set”), stop the
program

2. Letresult=0

3. Lettemp=0

4. For i=l.bitlength() downto 0 do
a) temp=[2]result by algorithm 4.2.1.1
b) test bit i, if l.testbit(i) == 1 then result=temp+ A by algorithm 4.2.1.2
c) else result=temp

5. return result

4.2.2 Tate Pairing Calculation

Algorithm 4.2.2.1 (evalvertical_v): evaluate the divisor of a vertical line v on an elliptic
curve E
Input:
® A point A(xa,ya) on an elliptic curve E
® A point B(xb,yb) on an elliptic curve E with B#O
®  An elliptic curve E/Fp: y’=x’+ax+b where a,be Zp and are set when the elliptic
curve is generated
Output:
®  The divisor of the vertical line v going through A evaluated at B

Method:
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1. If A== null or B== null or E==null, then throw exception(‘‘parameters not set”) stop
the program

2. IfA==0,0rB==0, thenreturn 1

3. else return xb-xa

Algorithm 4.2.2.2 (evaltangent_u): evaluate the divisor of a tangent line u on an elliptic curve

E
Input:
@® A point A(xa,ya) on an elliptic curve E
® A point B(xb,yb) on an elliptic curve E with B#O
® An elliptic curve E/Fp: y2=x3+ax+b where a,beZp and are set when the elliptic
curve is generated
Output:
® The divisor of the tangent line u to A evaluated at B
Method:

1. If A ==null or E==null, then throw exception(‘“parameters not set”), stop the program
2. If A==0, then return 1
3. If ya==0, then return the evaluation of vertical line going through A evaluated at B by
using algorithm 4.2.2.1 evalvertical_v(A,B)
4. else let m=(3*xaz+a)/2*ya
5. return yb-ya-m*(xb-xa)
Algorithm 4.2.2.3 (eval_u): evaluate the divisor of a line u on an elliptic curve E
Input:

@ Two points A(xa,ya), A’(xa’,ya’) on an elliptic curve E
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® A point B(xb,yb) on an elliptic curve E with B#O
®  An elliptic curve E/Fp: y2=x3+ax+b where a,beZp and are set when the elliptic
curve is generated
Output:
® The divisor of the line u going through A and A’ evaluated at B
Method:
1. If A== null or A’ == null or B== null or E== null, then throw exception(*“parameters
not set”), stop the program
2. If A== O, then return evalvertical_v(A’,B) using algorithm 4.2.2.1
3. If A" ==0Oor A+A’ == O, then return evalvertical_v(A, B) using algorithm 4.2.2.1
4. If A== A’, then return evaltangent_u(A, B) using algorithm 4.2.2.2
5. else let m=(ya’-ya)/(xa’-xa), return yb-ya-m(xb-xa)
Algorithm 4.2.2.4 (Miller’s): Calculating the Tate pairing using Miller’s Algorithm
Input:
® A point P with order n on an elliptic curve E and n divides #E(Fp)
® A point Q with order n on an elliptic curve E and n divides #E(Fp)
® An elliptic curve E/Fp: y2=x3 +ax+b where a,be Zp and are set when the elliptic curve
is generated
Output:
® The Tate pairing e(P,Q)
Method:
1. If A ==null or B==null or E==null, then throw exception(‘parameters not set”), stop

the program
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2.

3.

4.

S.

Let f=1, t=n.bitlength()-1, S=P
Choose a random point R on E, R#0 or P, Q+R#O or P
For i=t downto O

1) Use algorithm 4.2.2.2 to calculate tangent line at the point of S, evaluate u at the
point of Q+R and evaluate u at the point of R. Denote us,s(Q+R)=
evaltangent_u(S,Q+R) and us,s(R)= evaltangent_u(S,R).

2) Use algorithm 4.2.2.1 to calculate line v for doubling S, evaluate v at the point of
Q+R and evaluate v at the point of R. Let v2s(Q+R)=evalvertical_v (25,Q+R)
and v2s(R)= evalvertical_v (2S,R)

3) f= 2 (us,s(Q+R)v2s(R)/v2s(Q+R)us,s(R))

4) if n.testbit(i) ==

a) use algorithm 4.2.2.3 to calculate line u going through S and P,
evaluate u at the point of Q+R and evaluate u at the point of R. Let
us,p(Q+R)=eval_u(S,P,Q+R) and us,p(R)=eval_u(S,P,R).

b) use algorithm 4.2.2.1 to calculate line v for the addition of S and P,
evaluate v at the point of Q+R and evaluate v at the point of R. Let
vs+p(Q+R) = evalvertical_v(S+P,Q+R) and vs+p(R) =
evalvertical_v(S+P.R).

c) f=f(us,p(Q+R)vs+p(R)/vs+p(Q+R)us,p(R))

d) S=S+P

return f.
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4.2.3 Pairing Based Cryptography Algorithm

Algorithm 4.2.3.1 (Maptopoint): Map a string to a point on an elliptic curve
Input:
® astring m
® a cryptographic hash function H
® An elliptic curve E/Fp: yZ:x3+ax+b where a,be Zp and are set when the elliptic curve
is generated
Output:
® A pointin E/Fp
Method:
l. If m== null or H== null E== null, then throw exception(“parameters not set”), stop
the program
2. Use H to generate a message digest md for m, md=H(m)
3. Generate a biginteger value from md using java.math.BigInteger
4. value=value modulo p
5. If a==0 then
a) y=value
b) x=(y*-b)**""* modulo p
6. else
a) x=value
b) alpha=(x3+ax+b) modulo p

c) if alpha== 0, then return (x,0)
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d) else
d.1) lengre=(alpha)®""* modulo p
d.2) if lengre 1 then y=(alpha)" mod p
d.3) else return null
7. return (X,y)
Algorithm 4.2.3.2 (System parameters setup): Initialize the parameters of the cryptographic
scheme
Input:
® A large prime p
® A large prime q where q is the order of the subgroup of E/Fp
® A cryptographic hash function H
® An integer a
® Aninteger b
Output:
® System Parameters {E/Fp,p,q,Gs,s} where G is the order of the subgroup of E/Fq, Ps
is the public key of the TA and s is the master key of The TA
Method:
1. If one of the parameters of the input is null, throw exception(“parameters not set”),
stop the program
2. If (—l6(4a3+27b2))==0 then throw exception(*a,b not set correctly”), stop the
program.

3. LetE: y2=x3+ax+b

4. select a random point G’(x,y) € E/Fp
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5. Use 4.2.1.3 Point Multiplication to compute [q]G’
6. If[qlG’ == 0, then G=G’
7. else goback to 4
8. Generate a random number s between[2,p-1]
9. Let Ps=[s]G using algorithm 4.2.1.3 Point Multiplication
10. return (E/Fp,p.q,G,s,Ps)
Algorithm 4.2.3.3.(Two party key agreement protocol): Generate a shared key between two
communicating parties
Input:
® An identity string ida
® An identity string idb
Output:
® A shared secret Kab where Kab=e(privatekey(ida), publickey(idb) )
Method:
1. If one of the parameters : {ida,idb} is null, throw exceptions( “parameters not set”),
stop the program
2. Use algorithm 4.2.3.2 to get system parameters E/Fp, p,q and s
3. Use algorithm 4.2.3.1 to map ida to a point publickey(ida) on E
4. If publickey(ida) == null, then throw exception(“‘cannot map points”), stop the
program
5. Use algorithm 4.2.3.1 to map idb to a point publickey(idb) on E
6. if publickey(idb) == null, then throw exception(*‘cannot map points”), stop the

program
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7.

9.

Generate a point privatekey(ida) on E with privatekey(ida)=[s]publickey(ida) by
using algorithm 4.2.1.3 Point Multiplication

Compute Kab=e(privatekey(ida), publickey(idb)) by using algorithm 4.2.2.4
Miller’s algorithm to calculate the tate pairing

Return Kab

Algorithm 4.2.3.4 (Extended PBC: public key generation): Generate the public key for the

end user

Input:

Output:

A random number sa chosen by the end user as his secret

Public key pair <Xpol, Ypol>

Method:

l.

7.

8.

If sa ==null, then throw exception(*“parameters not set”), stop the program
else get the system parameters {E/Fp,p,q,G,s,Ps} by using algorithm 4.2.3.2
Compute Xpol=[sa]G on E by using algorithm 4.2.1.3 Point Multiplication
Compute Ypol=[sa] Ps on E by using algorithm 4.2.1.3 Point Multiplication
Get the Tate pairing e(Xpol, Ps) by using algorithm 4.2.2.4 Miller’s algorithm
Get the Tate pairing e(Ypol, G) by using algorithm 4.2.2.4 Miller’s algorithm
if e(Xpol, Ps) == e(Ypol,G) , return (Xpol, Ypol)

else return null

Algorithm 4.2.3.4 (Extended PBC:Mappolicy): Map a policy to a point on an elliptic curve

Input:

A list L with each item of L representing a condition of the policy for the end user
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Qutput:
® A point on E corresponding to the policy
Method:
1. If L== null or L.length== 0, throw exception(*‘parameters not set”), stop the program
2. get the system parameters {E/Fp,p,q.G,s,Ps} by using algorithm 4.2.3.2
3. result== 0O
4. For i1=0 to L.length-1
a) Use algorithm 4.2.3.1 Maptopoint to map each condition L[i] to a point L’ on E
b) Use algorithm 4.2.1.2 Point Addition to compute result=result+L[i]
5. Return result
Algorithm 4.2.3.5 (Extended PBC: Private key generation): generate the private key for the
end user according to his access policy and his own secret
Input:
® A list L with each item of L representing a condition of the policy for the end user
® A secret sa
Output:
® The end user’s private key Psa which is a point on E
Method:
1. If L== null or sa== 0, throw exception(*‘parameters not set”), stop the program

2. get the system parameters {E/Fp,p,q,G,s,Ps} by using algorithm 4.2.3.2

[98)

Use algorithm 4.2.3.4 to get the point L’ on E corresponding to the policy
4. If L’ == O, then throw exception, stop the program

5. Use algorithm 4.2.1.3 Point Multiplication to compute Psa=[sa][s]L’
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6. return Psa
Algorithm 4.2.3.6 (Extended PBC: Encryption): Encrypt a message according to the end
user’ policy and corresponding public key
Input:

® The end user’s access policy L

® The corresponding public key (Xpol, Ypol)

® Message M in bytes M[]
Output:

® A cipertext (U,V)
Method:

1. If one of the inputs is null, throw exception(‘‘parameters not set’”), stop the program

2. get the system parameters {E/Fp,p,q,G,s,Ps,H} by using algorithm 4.2.3.2

3. Use algorithm 4.2.3.4 to map the policy L to a point L.’ on E/Fp

4. IfL’ == O, then throw exception, stop the program

5. Get the Tate pairing T=e(L’, Ypol) by using algorithm 4.2.2.4 Miller’s algorithm

6. If T ==1, then throw exception, stop the program

7. Choose a random number re Z,

8. If rG ==0, then go back to 7, else U=rG

9. T=T modulop

10. Get the hashcode of T and Convert the result to a large number

11. Convert the result from 8 to bytes and set the result to T

12. Let V be a bytearray and V.length=M.length

13. Use algorithm 4.2.3.8 BlockXor to compute V=BlockXor(M, T")
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14. return (U,V)

Algorithm 4.2.3.7 (Extended PBC: Decryption): Decrypt a message using the end user’s

private key

Input:

® The corresponding private key Psa

® Cipertext (U,V)

Output:

Method:

1.

7.

Message M

If one of the inputs is null, throw exception(*“‘parameters not set™), stop the program
Get the system parameters {E/Fp,p,q.G,s,Ps,H} by using algorithm 4.2.3.2

Get the Tate pair e(Psa,U) using the algorithm 4.2.2.4 Miller’s algorithm

Get the hashcode of e(Psa,U) and convert the result to a big number

Get the byte result of 4 and set the result to a bytearray W

Use algorithm 4.2.3.8 to compute M=BlockXor(V,W)

Return M

Algorithm 4.2.3.8 (BlockXor): Xor two bytearrays and return the result in a bytearray

Input:

® A bytearray A

® A bytearray B

Output

Method:

A bytearray C=A Xor B
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1. If any of the inputs is null, throw exception(*‘parameters not set”), stop the program
2. Let blocksize=B.length
3. Let C.length=A.length
4. For i=0; i<C.length; i+=blocksize
For j=0; j<B.length && (i+))<C.length; j++
Cli+j]=Al[i+j] xor B[j]

5. Return C

4.3 Test Results

In this section, we give the test results of our implementation. The test vectors we use are
from [23], [9] and [33]. The test environment is listed below:

® Hardware: Sony Laptop VGN-FE Series: 1.66GHz/768 Memory/80G Hard Drive

® Operation System: Window xp with service pack 2

® Software Platform: Eclipse PlatformVersion: 3.4.1

® Programming language: Java

4.3.1 Group Computation on Elliptic Curve Test Result

Test parameters:

® LE/Fyo: y2=x3+4x+20

® Point under test A=(1,5) € E/Fy
Expected Result:

® 2A=(4,19)

® 5A=(6,12)
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® 7TA=(24,22)
® 37A=0

Test Result:

[*_ Problems @i Javadoec [ Declaration [ZI Consele 57
(te;m1mr1;ted> IQTES'WISgroupc;mtatl on [Java Application] C \f:ggmgg'm F
Point A 135 (1,5)
Double of & 1s (4,19)
Hultiplication tescting 5S& 13 (6,12)
Addtion testing 2A+54 15 (24,22)
7A 1s (24,22)]
337A 1s 00

Figure4-4 Group Computation on E/F, Test Result

4.3.2 Tate Pairing Calculation Test Result

Test parameters:
® E/F y2=x3+x
® Point tested P=(5,3) E/F11[3]
® Point under test Q=(7,8)
® Random Point R=(10,3)
Expected Result:
® c(P,Q)=7
Test Result:

Ei_Problems fat Javadoe [ Declaratlon; El Console [
{terminated> TateFairingTest! [Java Application] C \Program F
starting tate palring test

3P 18 oo

Point p 13 (5,3)

Point g 13 (7,8)

random point r 1s (10,3)

(Q+R) - (R} 13 edquivalent to (Q)-(0)

e(p,q)= 7

Figure4-5 Tate Pairing Calculation Test Result
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4.3.3 Two-Party Key Agreement Protocol Test Result

Test Groupl: Small Prime Number Test

Test parameters:

® E/Fu;3: y2=x3+x

® The order of the subgroup of E/Fs3is 11

® Jda="agentl @containerl”

® Idb="agent2 @container]”

® Hash Function: MD5

® Master key :7

Expected Result:

® Kab=Kba e F4;’

Test Result:

P [T -

[* Problems @' Javadec %Declaratxon El Console 73

{terminated> KATEST M[.Tava Appla caMtlonj C \Program Files\Java'j
rtesting ....

Agentl's praivate key 1s(13,24)

Agent2's public key 1s(14,36)

shared key Kah=1731

dgent2's private key 1s(4,38)

hgentl's Public key 15 (31,18)

shared key Kbha=1731

Figure4-6 Small Number Two-Party Key Agreement Protocol Test Result

Test Group2: Large Prime Number Test

Test parameters:

® E/F,: y2=xz+x
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LD Gliijiidistiiissisiinninniiginig
® =Oxfffffffffeffrfefefereffifbeefe, q is the order of the subgroup of E/Fp
® [da="agentl @containerl”
® ]db="agent2@containerl”
® Hash Function: MD5
® Master key: a random number between [0,p-1]
® A random generator G € E/Fp
Expected Result:
® Kab=Kba eF,’
® Time to compute Kab in milliseconds
® Time to compute Kba in milliseconds

Test Result:

N Probleins @ Javadoe ;'; Declarstion ] Console ) o B wok ggﬁ? m”’
(terninated) katest? [Java Application] C \Progran Fales\Java\jreS\bintjavar exe (2010-6-28 TF12 45 29)
testing ....

master key 15 1076191455131644638993797324264873082571

The generator G 13 (2479953891598697228832131265692901061681,2188406533197355312535317747328775250905)
Agentl's private key 15 (1850372624517373779629137758804824706049,3875196259727855979766335939693413948804)
Agent2's public key 15 (2831412078674945202777255661023305258953,657021206041775568769528109326336322109)
shared key Kab= 9528646695344818395310570609896345208234001470749202827947629452864468331044680

Tinwe to compute Kab 1s 657ms

Agent2's private key 15 (3260222009164373180306379015742919383039,2045838132077692110385759310428143531994)
Mgentl's public key 15 (3426814563686652019115027922414034730281, 136045396205879394479472307078544220069)
shared key Kba= 98286466983445818395310570609896345208234001470749202827947629452864468331044680

Time to compute Kba 13 625ms

Figure4-7 Large Prime Two-Party Key Agreement Protocol Test Result
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4.3.4 Extended PBC Test Result

Test Groupl: Small Prime Number Test
Test Parameters:
® E/F4: y2=x3+4x
® The order of the subgroup of E/Fs31s 11
® TA’s master key s=7
® The end user’s secret sa=2
® The group generator G=(23,8)
® The access policy L=condition C1 and condition C2. C1 and C2 can represent the
access conditions according to a specific situation. For example C1 can be “Doctors
in Groupl” and C2 can be “Patients in Group2”. Thus the access policy L is “Doctors
in groupl can access the medical records of patients in Group2”.
® The Message encrypted “This is a test.”
Test]1: Public Key Generation
Expected Resultl:
® Output public key <Xpol,Ypol> where Xpol=[sa]P and Ypol=[s]Ps
® ¢(Xpol,Ps)=e(Ypol,P) € Fy3°

Test Resultl:
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&Problems W Javadoc E&f Declaration £ Console [

{terminated> EPBCTEST! [Tava Application] C \Program Files\JavaljreS\bintjavaw exe (2010-6-26 F4F
The Group Generator G 13 (23,8)

'TA'3 private key s 13 7

TA's public key Ps 13 (31,18)

the user's secret 13 2

public key corresponding to this policy 18 <¥pol,Ypol>=<({14,36%, (4,38} >
Testing 1f e (Xpol,Ps)==e(Ypol,P)

e(Xpol,Ps)= 1292

e(Ypol,P)= 1292

Figure4-8 Small Prime Extended PBC Public Key Generation Test Result
Test2: Map Policy
Expected Result2:
® A point on E/Fg4; representing the policy L

Test Result2:

E’;“ Froblems, # Javadoc &; Declaration Console .7
§

{terminated> EPECTEST1 [Java Application] C \PgogramwF11es}Java\W=)re5'}’b;n\_]avaw exe (2010-3-1¢
The Group Generator G 13 (23,8)

Ta's private key s 1s 7

Thd's public key Ps 1s (31,18)

the user's secret 1s 2

Condition 1 C1 'doctors 1in groupl' 13 mapped to (31,25)

; Condition 2 CZ2 'patients 1n group2' 1s mapped to (14,7)

The access Policy L=Cl and CZ 1s mapped to (14,36)

Figure4-9 Small Prime Extended PBC Map Policy Test Result
Test3: Private Key Generation
Expected Result3:
® A point Psa on E/F43; where Psa=[sa*s]L” where L’ is the point on E corresponding
to the access policy

Test Result3:
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éiAProblems f Javadoc ai Declaration E§ Console §.

{terminated> EPBCTEST1 [Java Application] C \Program Files\Java'jreBibinijs
The Group Generstor G 18 (23,8)

TA's praivate key s 13 7

TA's public key Ps 1s (31,18)

the user's secret 1s 2

Condition 1 C1 'doctors in groupl' 1s mapped to (31,25)
Condition 2 C2 'patients in group2' 1s wapped to (14,7)
The access Policy L=Cl and C2 1s mapped to (14,36)

The priwvate key P=sa (13,19)

Figure4-10 Small Prime Extended PBC Private Key Generation Test Result

Test4: Encryption/Decryption

Expected Result4:
®  H2(e(L, Ypol)' )= H2(e(Xpol,Psa)) where L’ is the mapped point of the access
policy
® Cipertext V
®  Decrypted message ““ This is a test”
Test Result4:

1 Problems @ Javadoc ﬁi,Declaratlon El Console [
{terminated> EFBCTEST! [Java Application] C \Program Files\Java'yreB\binhjavaw exe
The Group Generator G i3 ({23,08)

Th's private key s 18 7

Ti's pubhlic key Ps 13 (31,18)

the user's secret 135 2

random nunber r 1s 3

U=[r]P 13 (4,38)

e(L',Ypol)*r = 362

e(Psa,U)= 362

Ciphertextis unhF o Lrd» Jukr

Decrypted 3tring 1s this 13 a test

Figure4-11 Small Prime Extended PBC Encryption/Decryption Test Result

Test Group2: Large Prime Number Test

Test Parameters:
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® E/Fp: yP=x+x
® p=Oxbfffffffffftf et
® o=OxffffffffFfFIfffffFfffffffffbffee, q is the order of the subgroup of E/Fp
® Hash Function: MD5
® Master key: a random number between [0,p-1]
® User secret: a random number between [0,p-1]
® A random generator G € E/Fp
® The access policy L=condition C1 and condition C2. Cl and C2 can represent the
access conditions according to a specific situation.
® The Message encrypted “This is a test.”
Test1: Public Key Generation
Expected Resultl:
® Output public key <Xpol,Ypol> where Xpol=[sa]P and Ypol=[s]Ps
® e(Xpol,Ps)=e(Ypol,P) € F,’

Test Resultl;

S Problems 4 Javadoe 3:} Declaration B Console © P % F éz};rfj =7
{terninated EPBCTEST2 [Java Application] C \Program Files\Jevaljreb\bin\yevar exe (2010-6-27 L%02 3t 30) . B
ilThE Group Generator G 1s (3272502580240233374313085296022878296521,979537829093985999342080202689721400314)
Ti's private key s 1s 5461951744435045322883613868849624785393

TA's public key Ps 1s (27642B803722551043160117246B892936597168809,1569899364362233486084275543606668545320)
the user's secret 13 784523114042565069021012712004376199273

public key corresponding to this policy 1s

Xpol=

(900941634543408713136336542038472502249,2703818493997616655025795250562193338021)

Ypol=

(3626454629960865574514362986850416801137,1297918514656077351709276920628434084262)

Testing 1f e(Xpol,Ps)==e(Ypol,P)

e(Xpol,Ps)= 3034393408169941650477725608074040692713648257673318334604125715573414909982972

e{¥Ypol,P)= 30343934081699416504777256080740406927136482576733168334604125715573414909982972

Figured-12 Large Prime Extended PBC Public Key Generation Test Result
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Test2: Map Policy
Expected Result2:
® A point on E/F,, representing the policy L

Test Result2:

 hroblens 9 Jwvadoe o Declwrstion () Consele RS Y
(termnated) EPBCTESIZ [Tave Applicstien] C VProgran Fules\Java\rebtbinkjavay exe 2010-6-19 E4F02 10 20)

The Group Generator G 1s (3272502530240233374313095296022878296521,97953762909393599934208020268972 14003 14)
Ti's private key s 15 546195174443504532288361359949624785393

Ti's public key Ps 13 (2764280372255104316011724689293697168809, 1569899384382233486084275543606668343920)
the user's secret 13 784523114042565069021012712004376199273

Condition 1 C1 'doctors in groupl' 1s mapped to (791478526079123277058982413704974102182,2678756564823162139975256679246335803968)
Condition 2 C2 'patients 1n groupl' 1s mepped to (2325702748014619823820844382855474651355, 1893641174052957081754577298003099833912)
The access Policy L=C1 and C2 13 mapped to [11651072553026577453681861559596847571019,3590416601259992977255066513274358562913)

Figure4-13 Large Prime Extended PBC Map Policy Test Result
Test3: Private Key Generation
Expected Result3:
® A point Psa on E/F, where Psa=[sa*s]L’ where L’ is the point on E corresponding

to the access policy

Test Result3:
¥ Problens @ Jaador , Declarstion E{Eonsole - bow T

<ier@1nat;d> EPBC{EST? j]ava ;\;)lxcﬁhon] C \Progran Fllgs\Java\;]reﬁqun\J;vaw exe (50?0'8'19;1:%2 l§ QS) ~ _ B
h'he Growp Generator G 13 (3272502590240233374313095296022878296521,979537629093985999342080202 6897214003 14)
Th's private key s 15 546195174443504532289361358549624785393

Ti's public key Ps 13 (2764280372255104316011724689293697168809, 1569899384382233486084275543606668545920)
the user's secret 1s 784523114042565069021012712004376199273

Condition 1 Cl 'doctors in groupl' 13 mapped to (791478526028123277058982413704974102182,2676756564823162189975256673246335603968)
Condition 2 CZ 'patients 1n groupl' 1s mapped to (2325702748014619823520844382855474651355, 1893641174052957081754577298003099833912)
The access Policy L=C1 and C2 13 mapped to {1165107255302657745381861559596847571019, 3590416601259992977255066913274358562913 )

The private key Psa (1396732482086113456548673849868044245226,1412153356939679602733142226889131960551)

Figure4-14 Large Prime Extended PBC Private Key Generation Test Result
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Test4: Encryption/Decryption
Expected Result3:
® H2(e(L’, Ypol)' )= H2(e(Xpol,Psa)) where L’ is the mapped point of the access
policy
®  Cipertext V
®  Decrypted message “ This is a test”
®  Encryption time in milliseconds
®  Decryption time in milliseconds

Test Result4:

" Problems @ Javadee . Declaration 3 Console %

{terminated> EPBCTESTZ [Java Application] C \Program Files\Tava\jreBibin\javaw exe (2010-6-27 L4°02 51 42)

The Group Generator G 18 (3272502590240233374313095296022878296521,979537829093985999342080202689721400314)
TA's private Rey 8 138 546195174443504532288361388849624785393

TA's public key Ps 138 (2764280372255104316011724689293697168809, 1569899384382233486084275543606668545920)
the user's secret 13 784523114042565069021012712004376199273

random hurber r 13295828993490632393814549632941460921018

U=[r]P 15 (2127432573295804658602651074533106447032,1753986910492567329128638652287369939785)

e(L',Ypol)*r = 1632908232673010227002143501486153635301874841178366584917276595466293566400428

Ciphertext 1s zrH=l

opr &

encryption time 719ms

e(Psa,U)= 1632908232673010227002143501486153635301874841178366584917276595486293566400428
Decrypted String 1s this 18 a test

Decryption time 547m3

Figured-15 Large Prime Extended PBC Encryption/Decryption Test Result
Test Group3: Large Prime Number Long Policy Test
In this test group, we test the encryption and decryption time under the policy L which is
composed of multiple conditions. The test parameters in this group test are the same as those
in test group 2 except that in this test group, the policy L is composed of multiple conditions.

We want to show that the encryption and decryption time under L shouldn't vary too much
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compared with the encryption/decryption time under a policy which is composed of a small
number of conditions.
Test Parameters:
®  Policy L1=X,-,” C, where C, is the condition
® Policy L2=% 10°C, where C, is the condition
®  Policy L3=X,.,° C, where C, is the condition
®  Other parameters are the same as in Test Group 2
Expected Results:
® Key Pair generation time in milliseconds under L1, L2 and L3
® Encryption/Decryption time in milliseconds under L1,L.2 and L3
® Encryption/Decryption time under the three policies shouldn't vary too much. In our
test case they all should be less than or around 1s.
Test Results:

{* Problems % Javadoc [z, Declaration EJ Consele . . B’ 5% L e B
(termlnated; EPBCTESTlargepolicy [Jave Application] C \Program Files\Java\jreBibin'javaw exe (2010-6-27 405 0t 36) .

The Group Generator G 1s (3272502590240233374313095296022878296521,979537825093985999342080202689721400314)
TA's private key s 13 5461951744435045322883613688849624735393

TA's public key Ps 1s (2764280372255104316011724689293697168809, 1569899384382233486084275543606668545920)
the user's secret 13 784523114042565069021012712004376199273

key pair under two conditions

public key 13 (1977619207119888671953919816742059265801, 74690775561040988180855132594231740046)
private key 13 {28016943704622336344040867427948166834,2458148211352213934030484576762042550581)
Time to generate key palr under two conditions is 157ms

key pair under 10 conditions

public key 13 (1002516187845383513331882850611652903224,388623552206406880940048747647569300436)
private key 13 (316134280186257391748999334125985241525,3036903369400512683144269799722774668092)
Time to generate key palr under 10 conditions 1s 172ms

key pailr under 20 conditions
public key 13 (3951219261199233265771451991661859752757,2588160875658913631127967929242611512865)

private key 13 {3905027135445702981282188324859537054253,1663064722666627447635866993885490120734)
Time to generate key pair under 20 conditions 1s 203ms

Figure4-16 Large Prime Number Long Policy Key Pair Generation Time Test Result
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{® Problems {& Javadoc b\; Declaration [ Console ,? b4 ’»‘;% B ’:é {;Mixf“} =4 152 I -
{terminated> EPBCTESTlargepolicy [Java Application] C \Program Files\Java'jreB\bin\javew exe (2010-6-27 405 13 54)

The Group Generator G 1s (3272502590240233374313095296022878296521,5795378290939585939342080202685721400314)
TA's private Key s 1s 546195174443504532288361388849624785393

TA's publaic key Ps 1s (2764280372255104316011724689293697168809, 1569899384382233486084275543606668545920)
the user's secret 138 784523114042565069021012712004376199273

encryption/decryption under two conditions

random nuwber r 15956342174901295645274188172935251076736

U={r]P 1s (1400314145101063664548741837512028131847,1104461904888007435863212562691674706567)
e({L,Ypol)*r = 15542790486900972257041555629339711747730421499471061884655662772549237035288371
Ciphertext 1s tEABRQIBIEIC

encryption time 766ms

e (Psa,U)= 15542790486900972257041555629339711747730421499471061884655662772549237035288371
Decrypted String 15 thils 13 & test

Decryption time S46ms

Figured4-17 Large Prime Number Encryption/Decryption Time Under Two conditions Test Result

%w Problems 3@ Javadoe Declaration &]Console N 24 >§j§ 2 i N “1 w9 @ v v
{terminated> EPBCTESTlargepolicy [Jave Application] C \Program Files\Java\jreSibin\javaw exe (2010-6-27 _L405 16 52)

The Group Generator G 1s (3272502590240233374313095296022878296521,979537829093985999342080202689721400314)
TA's private Kkey s 13 546195174443504532288361388849624785393

TA's public key Ps 13 (2764280372255104316011724689293697168809, 1569859354382233486084275543606668545920)
the user's secret 18 784523114042565069021012712004376199273

encryptlon/decryption under 10 conditilons

random nwrber r 1s52183196522354539139433804886406197543477

U=[r]P 18 (3239982765350601953947159539370390297414,2326765333063572046585587553792517425365)
e(L,¥Ypol)*r = 12318210441968758510842566531447453463378634682553258219129467811094974321837966
Ciphertext 13  4EHILEhd ]

encryption time 781ms

e(Psa,U)= 123182104419687585108425658531447453463378634682553258219125467811094974321837966
Decrypted String is thils 15 a test

Decryption time S47ms

Figure4-18 Large Prime Number Encryption/Decryption Time Under 10 conditions Test Result

* Problems (» Javadoc ; Declaration K5 Console Wy o« i gi‘” L= R
{termnated> EPBCTESTlargepelicy [Jeve Application] C \Program Files\Java'\jreb\bin\javaw exe (2010-6-27 405 20 34) -

The Group Generator G 1s (3272502590240233374313095256022878296521,975537829093985999342080202689721400314)
TA s praivate key 3 13 5461951744435045322883613388849624785393

TA's public key Ps 13 (2764280372255104316011724689293697168809, 15698993843822334586084275543606668545920)
the user's secret 135 784523114042565069021012712004376199273

encryption/decryption under 20 conditionsg

random number r 151861925409473238794452484214691549213287

U={r]P 13 (3658094408105405491372443989317566162025, 118395880985110265614913106923043088324)
e(L,¥Ypolj*r = 8372309426853178159187968210265671432595908225708218941347095080617775747051131
Ciphertext 1s <sBfialsod .0

encryption time 781ms

e(Psa,U)= 8372309426853178159187968210265671432595908225708218941347095080617775747051131
Decrypted String 13 this 138 a test

Decryption time 609ms

Figure4-19 Large Prime Number Encryption/Decryption Time Under 20 conditions Test Result
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4.4 Summary

This chapter describes the implementation of paring-based cryptography, namely the two-
party key agreement protocol and our extended policy-based encryption scheme. We use the
Java technologies to accomplish the implementation. The chapter first describes the
mathematical background of elliptic curves and the Tate pairing. It then discusses the
algorithms used in our implementation. The algorithms include three major parts: group
computation on elliptic curves, the Tate pairing calculation and the pairing-based
cryptography implementation. The test results are given following the algorithms. The test
vectors used to test the program are divided into two groups: a small prime number test and a
large prime number test. For our extended policy-based encryption scheme, we also test
encryption and decryption under longer policies. Our test results show that the encryption
and decryption times don’t vary too much under different policies which are composed of
different numbers of conditions. In the test of our extended policy based cryptographic
scheme, we use a string as a message to test the encryption and decryption. However, in
reality, the message should be a random number which is a session key and is used in the

later stage of real message transmission.
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Chapter 5 Conclusions and Future Work

5.1 Summary and Conclusions

This thesis discusses the design and implementation of a security architecture for a mobile
agent based e-hospital system. The whole architecture is a general one and our cryptographic
schemes, namely two party key agreement protocol or the extended policy based
cryptographic scheme, can be used specifically to address the security problems in mobile
agent system. Two party key agreement protocol or our extended policy based cryptographic
scheme uses the fact that only legal parties can have enough credentials to compute securely.
The cryptographic schemes used in our design can ensure secure computation in mobile
agent systems whether agents move from platforms to platforms or not.

We approach the security problems in this e-hospital from the risk analysis of the agent-
based system, the functional framework for the e-hospital, the requirements from the related
regulations and the security policy from the hospital. The whole approach is guided by
ISO17799, an international standard for information security management systems. The
whole e-hospital system is divided into three domains according to their security levels.
Security protection mechanisms have been proposed for each domain.

Two cryptographic schemes have been proposed to address the network security and end
users’ access control. For end users’ access control, we extend the policy-based
cryptographic scheme and address the non-repudiation problem in the original policy-based
cryptographic scheme. The security analysis is given following the design to show how the

design meets the security objectives for this e-hospital. The full scheme of our extended
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policy-based cryptography is also analyzed to give an intuition of why it is adaptive chosen
cipher attack secure.

As mentioned before, ISO17799 is a general standard for information security
management systems. It is not a specific standard for mobile agent systems. The reason we
use ISO17799 as our guide is that this e-hospital is still inside of the hospital network and
parts of the components, such as the database server, of this e-hospital are still inside of the
centralized system. Therefore we need to consider the protection for the centralized system
and the mobile agent system as well. For the protection of the mobile agent system, our two
cryptographic schemes work very well to address the security problems inside of mobile
agent systems. As we mentioned at the beginning of the thesis, there are four types of
possible attacks in mobile agent systems and secure computation is the security aim for a
mobile agent system. Two party key agreement protocol addresses the secure computation
based on the fact that only two authorized parties (agents or platforms) can compute the
shared secret key and thus can communicate securely.

In the design of the security architecture, we address the end user access control by
extended policy based cryptography. We do not follow the traditional access control in
centralized systems in which a server decides end users’ access control. The reasons are
listed below:

® Access policies for end users in this e-hospital are complicated and it is hard to set

access control rules in the database or network devices;

® In the traditional access control, a centralized reference monitor should be accessed

for authorization purposes. In the scenario of this e-hospital, since it is a mobile agent

system, an agent moves from platform to platform to finish the job on behalf of end users.
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If we use traditional access control mechanism in this e-hospital, agents need to be
authenticated and authorized every time they move and the authorization server could be
the bottleneck of the whole system. If the authorization server cannot be accessed
because of the network problems or because the server is down, the whole authorization
fails;
® Extended policy based cryptography provides a better way to achieve access control
in distributed systems especially in mobile agent systems when agents move. As long as
the end user possesses the corresponding credentials, the agent, on behalf of the end user
to finish the task, can decrypt. In this way, the end user access control can be ensured.
® Extended policy based cryptography also protects end users’ privacy better than the
traditional access control mechanism. The basic idea behind the extended policy based
cryptography is that as long as the end user complies with the policy, he/she can access
the data. The data owner does not care about the private information of the end user. In
traditional access control mechanism, the end user needs to reveal some private
information to the system such as his name or his account to access the data even though
the access control rules may not need this information.

For the implementation, we initially considered using public libraries for the elliptic
curve operations. However, we found it difficult to map an identity to a point on an elliptic
curve using the public library for the Tate pairing. Consequently, we referred to the
implementation standard listed in [9] and wrote the code ourselves.

We implement the cryptographic parts of our design using Java. Our implementation is

based on elliptic curves defined over large prime. We provide the algorithms used in our
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implementation, namely group computations on elliptic curves, the Tate pairing calculation
and the pairing-based cryptographic implementation.

We use a small prime and a large prime to test the functionality and performance of the
algorithms. The test resuits show that the encryption and decryption times do not vary too
much under different lengths of access policies. The test results also show under the large
prime, the computing time of two-party key agreement is less than one second. The
encryption and decryption time under a large prime and different length of policies is also

less than one second and should be acceptable for most hospital environments.

5.2 Future Work

As stated before, the end devices accessing the e-hospital can be laptops, PDAs and mobile
phones. We only implement the cryptographic scheme for this e-hospital on laptops. The
current version of our implementation is based on elliptic curves defined over a large prime
in affine coordinates and can be improved to use other coordinates in the future. Realizing
our work is just a starting point for this project, we outline the future work as follows.
® We only implement the cryptographic scheme on laptops; in the future we need to
consider implementing the scheme on other platforms such as PDAs and mobile
phones. Java 2 Platform, Micro Edition(J2ME) provides a Java platform for
embedded devices such as mobile phones. In the future, we need to implement our
cryptographic scheme using J2ME technologies.
® In the current version of our implementation, the large prime used is from the test

vectors in [9]. In order to achieve different levels of security, we need to extend our

implementation to generate large primes of different bit lengths. In [9] , they give the
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bit length of parameters of n,p and q where n is security parameter , p is the order of
E/Fp and q is the order of its subgroup E/Fq. The parameter of n must be one of
1024, 2048, 3072, 7680 or 15360, which corresponds to the equivalent bit security
levels of 80, 112, 128, 192 and 256 bits respectively. The bit length of n,p and q is
given as follows.
® Ifn=1024,thenletp=512,q=160
® [fn=72048, then let p = 1024, q =224
® Ifn=3072, then let p=1536,q =256
® If n=7680, then let p = 3840, g =384
® Ifn=15360, then let p="7680,q=512
® The performance of elliptic curve cryptography is always a big concern. In [43], they
show that elliptic curves defined over characteristic two and three can get good
performance when the elliptic curve exponentiation is implemented directly in
hardware. In the future, we can extend our implementation to elliptic curves over
characteristic two and three.
® In [23], they give algorithms for group computation of elliptic curves under different
coordinate systems to increase the performance. In the future, we can implement
elliptic curves in other coordinate systems such as the projective coordinate system.
® In current version of our implementation, the policy is just a combination of strings
which represent the conditions. In the future, we need to find an efficient way to
represent policies.
® The e-hospital is a decision making system. Data mining technologies are used in this

e-hospital. We use cryptography to protect the original data in the database but the
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data mining tools still can access the private information. In the future, we need to
consider techniques to de-identify the private information in the database before

giving it to the data mining tools.
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