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ABSTRACT

This thesis proposes enhancements to the network capabilities of the IEEE 1451.1
standard. The IEEE 1451.1 standard belongs to the popularly used, innovative group of
specifications called Smart Sensor, . It defines a standardized way to design and develop
transducers that can be easily connected to a sensor network. The IEEE 1451.1 standard
defines a Common Object Model , which may be used to design the network capability of
a Smart Sensor device, but does not define a standard way to connect Smart Sensor
devices to different types of networks.

A variety of modern technologies is applied today, allowing ease with which
network devices connect to networks. One such technology is Universal Plug and Play
(UPnP), which defines the mechanism and protocol for the discovery of network
devices, as well as their control and event functions.

The goal of this thesis is to expand the IEEE 1451.1 standard to make Smart
Sensor devices capable of working as UPnP devices. Achieving this will enable the
design of an UPnP Smart Sensor that will not only connect different types of transducers
to a sensor network, but will also provide a standard and easy mechanism to connect
these devices to different networks, including the Internet, while minimizing the effort

required for their design and implementation.
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1 Introduction

1.1 Background

Our generation today lives in the second wave of computing technology, where
personal computing is predominant. The first wave was the era of mainframes, where
many people were to share one unit. The third wave, beginning at this time, is the era of
ubiquitous computing (UC), which forces the computer to live in simultaneity with
people, as a part of their lives. The main goal of ubiquitous computing is to design
enhanced computers made available through our physical environment, while
maintaining them as invisible to the user [1].

Ubiquitous computing will soon be as popular as personal computing is today.
Some scientists predict this should happen between 2010 and 2020. The main feature of
UC devices will be the sharing of information amongst them, mostly via the Internet.
Today “thin client” devices that use the Internet and cost a few hundred dollars are
prevalent. In UC we will see the creation of “thin server” devices with full Internet server
capabilities costing only ten dollars or less. The next generation of Internet Protocol, such
as IPv6 [2], will then resolve the addressing issue of IP that is now critical in IPv4.

The move from the PC to UC era has already begun. There are now two
widespread technologies that are ideal candidates to become UC devices: they are
embedded devices and the Internet. People today use many devices that contain
microprocessors. These include: clocks, microwave ovens, TV remote controls etc. By
connecting these devices to the Internet, we will be capable of connecting millions of
information sources. We could, hence, have a hundred information delivery systems
even in our homes. Examples include: Entertained Centres that load new movies from the
Internet, clocks that correct time after a power failure, coffeemakers that can be operated
using a remote control, and home security systems that can be monitored by owners

outside their homes.
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Creating such devices require standardization in two directions: standardizing
how to comnect a specific type of device to the standard network component, and a
specification on how to connect, discover, and control UC devices.

An example of the first type of standardization is a group of standards, IEEE1451,
called the Smart Sensor. These standards define the specification needed to design
transducers capable of working with different types of network interfaces. A part of the
standard group called IEEE 1451.1 defines the Common Object model that creates a
network interface of a Smart Sensor device.

An example of the second type of standardization is the Universal Plug and Play
(UPnP) specification that defines how to connect a device with network capabilities at
home or to a public network. UPnP specifies discovery of devices in networks, and also

their control and event functions.

1.2 Smart Sensor Standards

The Smart Sensor standards are a set of specifications used to design network
capable transducers (sensors and actuators), from the interface to the transducer itself,
using object-model representation of network behaviour, attributes and network
communication.

The standards have been developed through participation of many companies that
are involved in sensor measurement and control, as well as control network companies
[39]. The goal of such standards is to connect analog transducers to existing digital
networks without a limit with regards to the manufacturer of the transducer or the type of
network, while allowing sensors and actuators to share common buses in order to reduce
complexity in wiring and reduce costs [41].

Today there are four Smart Sensor standards defined: IEEE 1451.1, IEEE 1451.2,
IEEE 1451.3 and IEEE 1451 4.

The first standard, IEEE1451.1, defines the Common Object mode!l for the
network and transducer interfaces. The core of the standard is the definition of Network
Capable Application Processor (NCAP) that allows the design of a flexible, modular

network interface, the measurement and control functions involved, and a transducer
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interface. Any control network device may be connected to any transducer, or a group of
transducers, with appropriately configured NCAP.

The IEEE1451.2 standard defines the format of the Transducer Elecironic Data
Sheet (TEDS), a memory device attached to the transducer, which stores transducer
identification, calibration and correction data. TEDS is the part of the Smart Transducer
Interface Module (STIM) that is also defined by the standard. STIM also specifies a
protocol to communicate with NCAP microprocessors that allow any transducer or a
group of transducers to send (or receive) information to (or from) the network.

IEEE1451.3 defines a specification to design transducers that can reside on a
common set of wires.

IEEE1451.4 defines a Mixed Mode Interface for analog transducers with analog

and digital operating modes.

1.3 Universal Plug and Play Network

Because of the ubiquity of the Internet and autonomous attempts to integrate
different devices, several technologies and specifications have appeared, enabling ease of
discovery and control of network devices. One such technology is UPnP. Although UPnP
is a new technology, many companies support it, namely: Microsoft, Intel, HP, and
Philips.

UPnP inherits its name from the Plug-and-Play technology that simplifies
installation and configuration of devices into PCs. UPnP extends Plug-and-Play to the
network environment. The purpose of UPnP is to automate installation and configuration
of a (small) network as much as possible. This means that UPnP devices can join or leave
the network without any effort from a network administrator. UPnP capable devices offer
services to a user and inform the user about them. The control of the UPnP can be
automated with some optional level of manual control.

UPnP specification defines two types of UPnP devices: a control point and an
UPnP device.

The UPnP device plays a role as a server and the conirol point works as a client.

The control point can be run as a separate process or run in a web browser.
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UPnP relies on well-known standards and network protocols such as TCP/IP,
HTTP, Dynamic Host Configuration Protocol (DHCP) and XMIL. This makes the
implementation of UPnP devices casier compared to the usage of other network
protocols, because of the wide use and availability of TCP/IP and HTTP. Since UPnP
does not specify an Application Program Interface (API), it is independent of any
particular operating system or hardware. Defining the API is left to device vendors.

In general, UPnP includes five major functions: assigning IP addresses, device
discovery, control, and event and presentation functions.

A device must have an IP address to work in a UPnP network. The IP address
could be hard coded, but the most flexible approach is to assign an IP address when the
device enters the network. The IP address can be assigned either using a DHCP server or,
if DHCP service is not available, using an Auto-IP algorithm.

The next important UPnP function is the device discovery mechanism, which is
based on the Simple Service Discovery Protocol (SSDP). The discovery of the device can
be performed either by a device’s announcement or a control point discovery request.

The UPnP control function allows a control point to directly get information from
a device. It based on Simple Object Application Protocol (SOAP).

The UPnP event function is used to notify a client point by changing a device’s
variables that reflect a current state of device. The event function includes an event
subscribing mechanism and event notification.

The UPnP presentation function allows using a standard web browser to control a
UPnP device. This function is optional and relies on vendor specific implementation, but

is a useful tool to a user.

1.4 Motivation and Thesis Objectives

Despite the well-defined Common Object model of the network interface, the
Smart Sensor standards do not specify a mechanism to work in a network environment,
where a device could be easily and automatically attached, discovered, and started. The

Smart Sensor only defines Plug and Play mechanism on the level of transducer — NCAP.
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It means that different types of sensors and actuators could be easily attached to and used
in one processor that is designed according to IEEE1451.1.

Adding to IEEE1451.1, network Plug and Play features allow the design of a Smart
Sensor device that can not only automatically attach transducers to its own transducer —
the NCAP interface - but can also be automatically attached to networks. It will create
complete Plug and Play capabilities of Smart Sensor from transducer hardware to

network interface that will definitely minimize design effort for its implementation.

1.5 Thesis Contributions

The goal of this thesis is to add network Plug and Play features to Smart Sensor.
Despite the other technologies that provide Plug and Play in networks, we choose UPnP
as a mechanism to add network Plug and Play features to Smart Sensor because of its
well-defined, device oriented mechanism, and its support by many influential companies.

We propose to modify the Common Object Model of IEEE 1451.1 by adding new
classes that support UPnP capabilities. Some classes are inherited from existing
IEEE1451.1 classes and the others are added as new classes in the IEEE1451.1 model.
Adding new classes provides both a detailed specification and implementation support.

We also designed a UPnP Smart Service Template, as a part of the UPnP
specification requirements. The template describes Smart Sensor functionalities that can
be visible through UPnP network.

IEEE1451.1 network supports two communication models: a client-server, and a
publisher-subscriber. It gives the general specification of these models, but does not give
a mechanism of real implementation. The new UPnP NCAP specification inherits and
modifies these models in terms of UPnP architecture. The client-server model of the new
UPnP NCAP specification supports the UPnP control function, while the publisher-
subscriber model of the new specification supports UPnP event function.

The modification of IEEE1451.1 standard defines mechanisms to support the
assignment of network addresses, registration and the discovery of Smart Sensor devices

in networks that are absent in IEEE1451.1.
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The modification of IEEE1451.1 also includes UPnP specific new classes that
support the web server capabilities of the Smart Sensor devices, as well as classes

necessary to communicate with XML and HTTP format files.

1.6 Thesis Organization

The remaining of the thesis is organized as follows. Chapter 2 provides a brief
description of the current network Plug and Play technologies — Universal Plug and Play
and Jini, followed by the description of two Smart Sensor standards — IEEE1451.1 and
IEEE1451.2 in Chapter 3. In Chapter 4 we provide details of the Smart Sensor
modification to make it network Plug and Play capable. Chapter 5 describes the
implementation of an emulated UPnP Smart Sensor device and a UPnP NCAP control

point. Chapter 6 concludes the thesis and provides a direction towards intended

extensions.



18

2 Network Plug and Play Technologies

In this chapter we introduce the two most popular networks used today in Plug and
Play technologies: UPnP and Jini [45]. Both technologies are characterized by following

features:

- Ability to announce a device’s presence in a network.

- Automatic discovery of a device’s presence in a network.
- Ability to describe a device’s capabilities.

- Device self-configuration.

- Control device’s functions.

- Device’s event functions.

2.1 Universal Plug and Play Architecture

2.1.1 Introduction

UPnP is a network architecture intended to connect different devices to user
friendly, intelligent peer-to-peer networks [3]. UPnP can be used in all types of networks
and it works on the base of TCP/IP and WWW technologies. In addition to the
advantages of its Internet architecture, UPnP brings a new way to control and transfer
data in home and public networks [23].

UPnP allows devices to easily connect to a network, automatically obtain IP
addresses, and discover other devices and the services they provide to the network [24].
Disconnection of the device from the network is provided in a smooth manner without
encountering undefined and unwanted states.

UPnP uses IP because of its proven ability to connect different physical media
and also due to its high scalability. In some cases UPnP uses special bridges to connect IP

with devices that cannot accommodate TCP/IP.
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UPnP contains a list of protocols to provide communication between devices and
control points. Control points manage attached devices by registering their services,
assigning IP addresses, sending requests, and receiving devices events. Figure 1 shows a
protocol stack of a UPnP network.

At the bottom of the stack lies IP. An IP gddress is obtained either through a

DHCP client or, if the DHCP client is not available, by using the Auto-IP mechanism.
Above the IP layer are protocols that are responsible for UPnP specific actions such as
discovery, getting descriptions of devices, sending control messages, and receiving event
messages. UPnP uses HTTP as the base protocol for communication [13], [21].

After getting an IP address, a device advertises its services to a control point. The
control point, when it enters a network, searches for available UPnP aware devices. To
implement the discovery mechanism, both devices and control points use SSDP. The
device also sends a description to the control point that includes device offered services,
and (optional) logical devices. In additional to the list of services, it also includes a URL
for control, event messages, and presentation. The description can also provide specific

vendor information such as the manufacturer’s name, the serial number, and the URL of

the vendor.
UPnP Architecture
SSDP SOAP GENA
HTTeMU{multicast HTTP
TP uop
IP Protocel

Figure 1: UPnP Network Stack
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When the control point registers the device and gets the device description, it can
receive event messages and can send control messages. The description of the device
includes a list of event variables and their states. If an event variable changes its state, the
device sends an event message. The control point can subscribe to a particular variable in
order to get an event message when the variable changes. The device sends event
messages using the General Event Notification Architecture (GENA) protocol.

Every UPnP device can have a presentation page. After loading this page from the
device, a control point can present the page in a browser. By viewing this page, a user can

determine capabilities of the device.

2.1.2 Addressing

The first step to connect to a network is to get an IP address. The device gets an
IP address either through a DHCP server or, if a DHCP server is not available, by using
the default assigned address by the Auto-IP mechanism.

2.1.2.1 Dynamic Host Configuration Protocol

DHCP is a protocol used to dynamically assign an IP address to a network node.
A DHCP network consists of two parts: DHCP servers that have a repository of available
IP addresses and provide distribution of IP addresses to clients, and DHCP clients who
require IP addresses from the DHCP server. Information that is sent from the DHCP
server to a DHCP client includes: an IP address, a subnet mask, a default gateway, and a
domain name for the server. The communication transport protocol from the DHCP
server to the DHCP client is provided by UDP. Port 67 of UDP is used for
communication from the DHCP client to the DHCP server, while port 68 is used for
communication in the opposite direction (from DHCP server to DHCP client). A DHCP
server takes an available IP address from its pools and sends it to a DHCP client. When

the DHCP client returns ownership of the IP address, the DHCP server can then reuse it.
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There are several mechanisms of assigning IP addresses:

- Automatic allocation: the DHCP server assigns an IP address to the DHCP
client.

- Manual allocation: a network administrator assigns a particular IP address to
the DHCP client.

- Dynamic allocation: the DHCP client gets an IP address for a limited duration
of time. After expiration, the DHCP client may get a different IP address.

An UPnP device may use all three methods, but the more preferable mechanism of
assigning IP addresses is the dynamic allocation mechanism, which provides more
flexibility.

When the device gets an IP address, it can use it for its communication. However, a
user may prefer to use a static allocated name for the device. In this case the IP address
and the host name for the device must map as an entry of a Domain Name Server
database according to RFC 2136 [9], [15].

2.1.2.2 Auto-IP

If after a certain amount of time the device does not receive a response from the
server, it will auto-configure itself. Usually UPnP devices use addresses in the
169.254/16 ranges, where the first and the last addresses are reserved and not used. The
chosen address is tested to determine if it is in use. If in use, the device randomly selects
the next address to avoid collisions of multiple devices attempting to allocate addresses.
The device tests the chosen address by sending an Address Resolution Protocol (ARP)
request. Usually the device sends two or four ARP probe requests within an interval of
two seconds to ensure that the address is not allocated to another device.

If the device gets a response from the address, it considers the address as not
available and chooses another. Even afier choosing the IP address, the device should
continue to detect address collisions. If at any time the device gets an ARP packet with
its own address, it assumes that a collision has occurred, and sends a broadcast message
with its address. If during the time interval the device gets an ARP packet with its

address, it performs the Auto-IP algorithm again.
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When an IP address is chosen, it can be kept in case the computer needs to be
rebooted and attempts to reuse the address. If the UPnP device has an address in the
range 169.254/16, it assumes that the address is valid within the boundaries of its local
network and it does not send messages ouiside the network.

When the device uses Auto-IP, it has to periodically test the network for the
existence of a DHCP server. The device sends, with an interval of five minutes, a
DHCPDISCOVERY message. If the UPnP device receives DHCPOFFER message, it

releases the IP address obtained by Auto-IP and cancels all advertisements performed

using the old address. Figure 2 depicts the algorithm for configuring the IP address.

Mo

Get 1P adsdress by Get IP address by performing
using DHCP 7 Auto-IP

If the adirress
available?

Agsign chosen address

Delay
5 minutes

o~

Yes
if DHCF server

availoble?

No

Figure 2. Configuration of IP Address in UPnP Device
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2.1.3 Discovery

Discovery is a mechanism that allows an UPnP device to advertise itself and its
services so that a UPnP control point could discover and select services that it needs.
Discovery is the step that comes after Addressing (when the UPnP device gets an IP
address) and it is the base for the rest of UPnP services. All UPnP services such as
Control, Event, and Presentation depend on Discovery.

This service uses the decentralized approach to discovering services, as well as
their resources, locations, and availabilities [25]. |

The Discovery service consists of two parts: UPnP device discovery and UPnP
control point discovery. When a UPnP device comes into network, it advertises itself, its
embedded devices, and its services by sending a message in a SSPD format. The message
includes information about the type and the name of the device, its IP address, a list of
embedded devices, a list of services, and the other information necessary to work with the
device. All control points in the network listen to multicast messages and reply to the
UPnP devices with which they intend to work.

When the control point comes into networks, it sends a search message to find
UPnP devices with services of interest. The UPnP devices present in the network listen
for search messages and reply with SSDP announcement messages to the control point.

In the case of removing the device from the network or changing IP address, the UPnP
device should send a message that cancels all previously advertised services. After setting
up the new IP address, the device sends SSDP discovery messages again.

If an IP address is configured by DHCP, the time to live (TTL) variable should be
set to the minimum value (default 4) to prevent congestion. TTL is not needed if the IP
address is determined by Auto-IP, because the network space is restricted by the device’s

local network domain.
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2.1.3.1 Advertisement

When an UPnP device joins the network it announces its presence. The device
sends a mulficast message to the specific address and port 239.255.255.250:1900
[17][37]. To send the message the device uses the GENA NOTIFY method. There are
two types of advertisement messages: device available and device unavailable. The
device available message is the ssdp.alive message and the device unavailable message is
the ssdp.bye-bye message.

For each root device, embedded device, and service provided by the device,
separate ssdp.alive and ssdp:bye-bye messages are sent. Each message contains
information about a specific embedded device or service and also about its enclosed
devices (services).

The control point listens to advertisement messages to detect new capabilities

when they are available in the network.

2.1.3.1.1 Device Available and Removed Message

When the device joins the network, it advertises its root device, all embedded
devices, and all device services by sending a NOTIFY message with ssdp:alive. For each
type of service the UPnP device must multicast a predefined number of multicast
messages. For the root device, the UPnP device sends three messages.

If the UPnP device or its embedded devices have multiple instances of a particular
service, it sends only one message for each type . The order of service messages,
however, is not important.

Choosing the appropriate value for the duration of advertisement involves a
trade-off between minimizing network traffic and maximizing freshness of device status.
The recommended value, 1800, compromises frequency of updating the device status
with loading network traffic. In general, an UPnP device vendor should chose an
appropriate value that corresponds to the device usage. For example, mobile devices that

often leave the network should have shorter duration to more accurately reflect their

device status.
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To send an advertisement message, the UPnP device uses the UDP protocol,
which is unreliable. To ensure that conirol points receive advertisements, the device
should send messages more than once but less than thrice in order to avoid network
congestion. When the advertisement expires, the device must send the advertisement
again.

When a device is removed from a network it sends multicast NOTIFY messages
with ssdp:byebye. Each NOTIFY ssdp:byebye messages must correspond to a NOTIFY
ssdp:alive message.

The device removed message has a similar format to the NOTIFY ssdp:alive
message except the NTS field that has the value ssdp:byebye Table 10 specifies the
header of the NOTIFY ssdp:byebye message.

2.1.3.2 Search Method

2.1.3.2.1 Search Request Method

When an UPnP control point joins the network, it searches the devices of interest
on the network. It sends the special HTTP M-SEARCH message to this address:
239.255.255.250:1900. The message includes the name of the device of interest

After receiving the M-SEARCH method a UPnP device sends a respond message.

2.1.4 Description

After discovering a UPnP device, a control point knows little about its
functionality and services. The control point only gets the device’s name, its service
types, the device’s uuid, and the URL of the device description document. To interact
with the device, the control point should get more information about the capabilities of
the device. This information is included in the device and services description documents.
The device description document contains vendor specific information such as a

manufacturer name, a vendor Web site URL, a model name, a serial number, a list of
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services, a service name and a type, a service description URL, a service control URL, a
service event URL, and a device presentation URL.

The service description document contains a list of actions that the service
responds to and the list of parameters for each action. The service description document
also includes the list of variables, which reflect the current state of the UPnP device. Each
variable has a range, data type, and event characteristic.

Both the device and the service description documents are written on the base of the
template, designed by UPnP Forum working committee, in XML format.

After receiving a device advertisement, the control point assumes that the device
is presented in network and it can at any time request a description document. The HTTP
GET command performs this request. The HTTP response contains the description
document. After the advertisement expires, the control point assumes the description
document is not longer valid. If the advertisement does not expire and the control point

gets a new advertisement, it should request the description document again.

2.1.4.1 Service Description Document

The service description document includes detailed information about a service,
such as the actions supported by the service, the action arguments, the state variables, and
their data type, range, and events characteristics. Each service must to have one or more
state variables as well as zero or more actions.

The major section in the service description document is the service state table.
The service table contains a list of service state variables. The service state variables
reflect the service state machine at run time. The service must have at least one state

variable.

2.1.5 UPnP Control Function

UPnP architecture has Control function that allows a control point to call a remote

function located on the UPnP device. Because of the HTTP and XML nature of



27

communication, UPnP uses SOAP io provide remote procedure calls [31]. SOAP uses
HTTP to send messages and XML to describe the content of messages.

SOAP can not only use HTTP, but can also use other transport protocols to
transport its messages. However, each transport protocol should establish its convention
that allows carrying SOAP messages over the protocol. Using SOAP over HTTP is
simple, because SOAP request/respond messages match HTTP commands. SOAP also
defines an additional HTTP header to be sure that SOAP messages are not confused with
other HTTP extensions.

SOAP transfers messages in an envelope consisting of two parts: a header and a
body. The SOAP envelope’s header consists of auxiliary information for authentication,
transaction, and so on. The body of the envelope is an essential element. It includes a
remote procedure call and the procedure’s arguments.

The UPnP SOAP control message is sent as a HTTP POST message. The content
type of the message is set in fext/XML format indicating that the content of the message is
an XML document. The header of the message also includes the element SOAPACTION
that defines it as a HTTP SOAP message. The element also contains information about a
service and the service’s method to be invoked.

When the UPnP device gets a HTTP SOAP control request it must complete the

request within 30 seconds.

2.1.6 Event Function in UPnP

When a control point starts, it receives the Device Description and Services
Description documents. The Service Description document contains a list of state
variables. The control point could subscribe to get notifications about changes in the
states of these variables. Notifications are sent in the form of special UPnP events. UPnP
uses GENA to support its event mechanism [33]. Despite the fact that there is not an
official standard of GENA (there was only a draft), all UPnP publications and designs

make reference to GENA as the major source of UPnP event notification mechanisms.
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UPnP cvent notification uses a publisher/subscriber model. The publisher is the
source of events and the subscriber is the receiver. In the UPnP architecture, the publisher
is a UPnP device and the subscriber is a UPnP control point. To get events, the subscriber
must subscribe to the publisher. A subscription is usually granted for a specific amount of
time. To renew the subscription, the subscriber must subscribe again. If the subscriber is
no longer interested in receiving event notification, it may unsubscribe. The publisher
can also cancel the subscription.

GENA, as the UPnP event mechanism, uses IDs to control subscriptions. The
subscriber gets the ID after sending a subscription message to the publisher. If the
subscription is accepted, the publisher generates the ID and sends it, along with the
duration of the subscription, to the subscriber. Subscription operations, such as renewal
and cancellation, use the ID as reference for subscription.

The first subscription message from the publisher to subscriber is an initial
notification that contains the current values of all subscribed state variables. If one or
more state variables are changed the publisher sends an event notification message. The
message contains the name of the changed variable and its value expressed in XML
format.

If the state variable changes too rapidly, the publisher could enable a filter to
moderate the flow of event notifications.

The current implementation of UPnP event mechanism assumes that the
subscriber cannot select variables to get events. The control point can only subscribe on

all event messages of a UPnP device’s service.
2.1.6.1 Subscription Request

The publisher or UPnP device maintains the Subscriber list, which keeps all
necessary information about subscribers. The list is updated upon receiving subscription,

renewal, or cancellation messages from subscribers.

The Subscription list contains following fields:
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Unique Subscription Identifier - is generated by a publisher upon receiving a
subscription message. It must be unique during the
subscription. It is recommended to be used for universal
unique identifiers (URI)

URL for event messages — is the URL that the subscriber sends in a subscription
message. It tells a publisher where to deliver event
notification messages.

Event key - is an integer that keeps the number of event messages sent to the subscriber.
After receiving subscription messages, the publisher
sets it to 0, with increments for each subsequent event
message.

Duration of subscription — is amount of time for which the subscription is valid.

After receiving the Device Description document, the control point retrieves the
event subscription URL and the ID of the service from the document. The control point
then sends a subscription message to the UPnP device. If the publisher has enough
resources it should accept the subscription. To accept the subscription, the publisher
generates the subscription ID, assigns the duration for subscription, and sends the initial

message to the subscriber. The message must be sent within 30 seconds.

2.1.6.2 Subscription Renewal

The subscription expires according to the Timeout value in the response
subscription message. To renew the subscription, the subscriber must send a renew
subscription message to the publisher. The message is sent to the same address as the
original SUBSCRIBE message. To renew the subscription, the control point uses the
same GENA SUBSRIBE message as the subscription request, but with a different type of
header. The header of the renew message does not have Callback sub-element, but has
SID sub-element. SID sub-element indicates which subscription is to be renewed. The

publisher accepting the renewal sends the remew subscription response back to the
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subscriber. The renew response has the same format as a subscriber response request and
must be sent within 30 seconds.
Unlike the subscribe response, the renew response does not generate initial

Messages.

2.1.6.3 Subscription Termination

If the subscriber no longer wants to receive events, it sends a cancel subscription
message to the publisher. If the control point leaves the network but does not send a
cancel subscription message, the publisher continues to maintain the subscription and
sends subscriber event notifications, which unnecessarily consumes network bandwidth.
The publisher receives the unsubscribe message and sends the response to the control
point.

The publisher may also cancel the subscription. If the device or device’s services
cancel their advertisements, the control point assumes that the subscriptions to that device

and iis services are canceled as well.

2.1.7 Sending Event

When one of the state variable changes its state, the publisher sends an event
notification. The notification is sent as soon as possible, and includes the name of the
variable and its state. If more than one variable is changed simultaneously, the publisher
should include all changed variables in one message.

As described earlier, the publisher receives the subscription request and the initial
message that contains the current state of the variables sends back to the subscriber.

Each event messages have an event key. The event key is maintained to uncover lost
packets.

If the subscriber becomes aware of one or more lost events, it should unsubscribe
from the publisher and subscribe again.

When the publisher sends the initial message, it sets the event key to 0. The

publisher increments an event key for each subsequent event message. The event key
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takes up four bytes and is incremented until it reaches 4294967295, After reaching this
highest possible number, it reverts to 1.

The event notification message consists of a header and a body. The header
consists of control information for the message while the body is presented in XML
format and contains a list of names of changed parameters and their values.

If the subscriber gets an error event message it responds with one of the error

messages in Table 1.

HTTP Error code UPnP Error type

412 Precondition Failed Invalid SID

412 Precondition Failed Missing SID

400 Bad Request Missing NT or NTS header

412 Precondition Failed NT header doesn’t equal upnp:event
412 Precondition Failed Invalid NTS header

Table 1. Event Error Codes

2.1.8 Presentation

The presentation function of a UPnP device provides an easy way to retrieve
information from the device to a control point. The control point could use a standard
web browser to work with the device by loading a device’s presentation page. To get the
presentation page, the UPnP control point issues the HTTP GET command.

Through the presentation page, the UPnP control point can determine the whole
functionality of the UPnP device. Well-designed presentation pages can not only allow
monitoring of the current device status by receiving event notification messages, but can
also provide functions to control the UPnP device.

Figure 3 depicts the communication schema between a UPnP device and a control point

in the case of using the device’s presentation page.
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Figure 3. Presentation Page Communication Schema

There are two types of user interface that can be used to handle a device
presentation page. The first approach processes the device’s messages on a client or
control point side. In this case, more work could be done in a web browser that uses
client-side scripting or applets. On the other hand, the implementation of a UPnP device
function that handles presentation requests would be simple. The device would only need
a function that sends a presentation page to the control point.

The second approach uses the device side to process the messages in the
presentation page. In addition to its standard functions, the device must implement a
mechanism to handle messages received from the presentation page and translate them to

device standard functions. The UPnP device would be more complex, but the
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implementation of the presentation page would be simpler. The presentation page could
be written using only HTTP code [28].

There is a trade-off in deciding between the efforts to design an UPnP device and
its presentation page.

The UPnP working committee does not specify the UPnP presentation function.
The committee only specifies that the page must be in HTML format, version 3.0 or
more. The implementation of the presentation function is left to UPnP device vendor.

The presentation function must support localization. Localization of the
presentation page is defined by Language Tags — Accept-Language and Content-
Language that are present in the HTTP header. Both tags use two or three letter codes
specified in the ISO-639 and ISO-3166 standards.

The Accept-Language tag specifies the set of languages that are preferred by the
control point as a response to the request. An example illustrating the use of the Accept-
Language tag is as follows:

GET /presentation.html HTTP 1.1

Accept-Language: language codes

2.2 JINI

JINI is a distributed system that combines groups of users and required resources,
such as hardware devices or software programs [4]. The main goal of JINI is to provide a
flexible environment in which new services can be used, added, or deleted in an easy
manner.
The system relies on the following components:
- A set of devices that provide infrastructure in a distributed system
- A programming model, which allows for quickly developing applications that
could work in any JINI device without modification.

- Services that offer functionality of devices to users.



Although the components are separate pieces of the system, they strongly depend on
each other. The devices and services use the programming model for communication and
presentation of their functionality. The programming model is supported by the
components of the system.

From the point of view of users, the JINI systems offer following features:

- Easily enabling users to have access to resources of the network.

- Ubiquitous access to the resources from anywhere in the network, allowing the

users to change their locations.

- Easy maintenance of the network.

JINTI extends the Java Virtual Machine from one computer to a network of machines.
It allows building a distributed system where codes and data can easily be moved from
one computer to another. JINI relies more on the Java virtual machine rather than the
Java language. Any computer language that can produce Java byte code can be used for
building JINI applications.
In addition to the considerable advantages of using Java technology, JINI offers a
flexible mechanism to attach and detach devices and services to and from the network.
Each JINI device has memory and processing power. Devices without processing
power or memory can be connected to the network through special components, proxies,

that can work as a bridge to the JINI world.

2.2.1 JINI Service

To contro! devices on the network, JINI uses services, which are the core of the
JINI network. Services can be as a whole device or as a part of functions of the hardware,
and can be added to or deleted from the network at any time.

To provide ease of communication among services JINI uses a service protocol
that is a set of interfaces. JINI also provides a mechanism for service construction and

lookup services.
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Lookup services bridge users with services. They find and register services in
the network by playing two functions — discovery and join. The discovery function (or
protocol) finds a service and the join function (protocol) registers the service in the
lookup service.

To provide communication among services, Remote Method Invocation (RMI),
an extension of the JAVA language, is used. RMI finds, activates, and cleans objects in
the JINI network. Not only can it send data between two objects, it can also send a full
object code encapsulated as another object.

JINI provides a lease-based approach to object access. If a client wants to use an
object, it negotiates with a service to lease the object for certain period of time. A lease
can be exclusive or non-exclusive. An exclusive lease guarantees that no other client can
have access to this type of object during the lease period.

JINI supplies a protocol for performing transactions, but the implementation of
transaction relies on the service using the interface.

The architecture provides an event mechanism that aliows an object to be registered. It

also receives events and their notification when the events occur.

2.2.2 Components of the JINI Architecture

The JINI architecture consists of three components: infrastructure, programming
model, and services. The infrastructure is a set of components that are used to build JINI
networks. Services are the entities of the infrastructure. The programming model allows
for the development of interfaces that represent services. Although all three components
are independent from the point of view of JINI the boundaries between components are
often not clear. It is possible to develop a2 system with one or more components absent,
but to use JINI at its best, developers should use all three components. This allows a
developer to build a system where components could be changed minimally when
modifying the system or moving it to a new project.

The infrastructure includes the following elements:
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Protocols to provide discovery and join services in JINI networks. It also
advertises discovered services to the others members of the network.

Lookup services, which are repositories of discovered services. Entities of lookup
services are objects of their services. The object can be downloaded from the
lookup service and can play a proxy role of services that supply their interfaces.
Distributed security systems that can extend RMI security to the level of the

network.

The programming model contains the following :

The leasing interface that defines a way to allocate and free resources.
The event and notification mechanism.
The transaction mechanism that allows a group of objects to synchronize their

actions.

The programming model is used to build services, and services use the interface to

communicate with each other, In terms of programming language, services are the objects

and they are defined by the interfaces of services. The interfaces define lists of operations

that objects are to perform.

2.2.3 JINI Discovery and Lookup Protocols

At the core of JINI architecture are three protocols — discovery, join, and lookup.

The discovery protocol is invoked when a service searches for a lookup service. When

the lookup service is found, the service joins the network by registering itselfin a

repository of the lookup service. A client uses the lookup protocol when it wants to get an

object of the registered service.

Figures 4, 5, and 6 describe the discovery, joint and lookup processes.
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Figure 4: Discovery Phase of JINI

A service can either be a hardware device or software. The service first multicasts
a request to find any existing lookup services (as shown in Figure 4). When a lookup
service is found, the service joins the JINI network by loading its methods and attributes
on to a lookup table (as shown in Figure 5). The methods and attributes are presented

using a Java interface.

Lookup service .
P Service
Service interface '
{declaration of Service methods
methods, types of
sttributes) Serice attributes

T

Figure 5: Join Phase of JINI

When a client wants to find a service with particular methods and attributes, it
sends a request to the lookup service [26]. The lookup service searches its table, and if it
finds the type of service requested by the client, a reference to a service location is sent.

The client makes a request to this service and loads the service’s object (as shown in

Figure 6).
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2.3 UPnP versus JINI

Currently, UPnP and JINI are the two major technologies used to design and
implement a device distribution system that can be used with the Interet easily.
Deciding upon which technology to use affects not only the current implementation
efforts, but also future design.

Although JINI offers the better discovery mechanism, it has one significant
disadvantage: JINI relies on an API that is written in Java and requires the use of Java
and Java support tools that are, to some degree, operating system and language dependent
[44].

Unlike JINI, UPnP is independent from operating systems and language. For
instance, it is possible to use a Windows based control point that interacts with a non-

Windows UPnP device.
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3 Smart Sensor Standards

Smart Sensor includes four standards, but only two, IEEE 1415.1 and IEEE
1451.2, are related to network communication [10]{12]. The next two sections comprise

of a concise overview of these two standards.

3.1 IEEE 1451.1 Standard

This standard was developed to standardize the connection between Smart

Transducer devices and networks [5][18].

The standard defines a common object model of the Networked Smart Transducer
components and their interfaces [14]. It can be presented in two views: physical and
logical. Figure 7 depicts the physical view, while Figure 8 shows the logical view of the
standard.
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Figure 7: Physical View of NCAP
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The physical view depicts access to networks, NCAP hardware, the I/O interface

and to the Transducer hardware. The NCAP hardware contains the microprocessor and its

peripherals, such as RAM, ROM, and the input/output interface.
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Figure 8: Logical View of NCAP

The logical view can be split into three parts: Network Logical Specification,

NCAP Application, and Transducer Logical Specification. The Network Logical

Specification includes networks protocols and a part of Operating system firmware

components, while hiding specific details of communication over networks.
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The NCAP Application contains Operating system firmware, the Server object
dispatch, a part of the NCAP block, and an Application Software. It provides treatment
of data from the Transducer and synchronization of communication through the network
and Transducer Block. The Server object dispatch is responsible for presenting transducer
data as a list of objects. These objects can be used to develop a client-sever distributed
system.

The third part — Transducer Logical Specification - includes the NCAP block, the
Transducer Block and the Transducer Firmware. The essential goal is to provide an

interface to the Transducer hardware.

3.1.1 The Information Model

The standard specifies software architecture for the hardware that connect

standard networks with transducers. One or many NCAP represent the hardware.

The standard specifies the interface of NCAP functions to networks as well as the
interface of NCAP functions to transducers. The networks and transducers are presented
in TEEE 1451.1 as abstraction layers to provide communication to/from these layers an
independent way.

The standard defines three types of models: object, data, and networks.

3.1.1.1 Object Model

The Object model specifies four types of object classes: block, component,
service, and Non-IEEE 1451.1 object classes. Figure 8 depicts the hierarchy of these
classes.

Each class is defined by an interface and by class behaviour.
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The Block group consists of three types of classes: NCAP block classes,

Transducer block classes and Application block classes. The NCAP block classes provide

a software interface

for network communication and system configuration. The

Transducer block classes provide a software interface between transducers and

applications. The Application block classes implement specific application functions.
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The Component group includes classes that provide structural information,

collections of objects, and actions such as events or other changes of states of objects.

The Service group provides communication among NCAP objects and

synchronizes system services.

The standard also specifies relations among the NCAP objects. There is always at
least one NCAP object that contains at least one software process. Each process must
have one object of the “NCAP block™, zero or more objects of the “Function block”, and
zero or more objects of the “Base Transducer block”. Each object must be associated
with exactly one NCAP process. Ownership relations are used mostly to cleanly shut
down the systems well as to dynamically invoke and register objects.

- To communicate through a network, an object has to be network visible. Network
communication means that the object can send a message through the network or that
another part of the network infrastructure can invoke the object.

The NCAP block is always made visible.

3.1.1.2 Data Model

The data model specifies the forms and types of both local and network
communications. The model has primitive types(such as Boolean, string, integer and float

types) of representing of data, as well as more complex ones, such as structure types.

3.1.1.3 Newwork Communication Model

The standard defines two models for NCAP capable devices: one-to-one client-
servers and one-to-many or many-to-many communications. The network
communication is defined by subclasses including Client, Publisher, and Subscriber Ports

of the Service class.

The standard does not specify any network protocol. It relies on network

communication libraries supplied by a network vendor. The libraries, in addition to the
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network protocols, must have marshaling routines to ensure transfer of objects between a
server and a client. The marshaling routines allow transfer of memory dependant

parameters, such as pointers to memory, through networks.

3.1.1.3.1 Client-Server Communication Model

The client-server model relies on two methods: Execute of a client Port Object
and Perform of a Server Object. Figure 10 depicts the relationship between the Client
Object and the Server Object.

Client Port Object Server Object
Attribute:
Attribute: server_operation (0
severlispatchAddress
mMethod:
ethod: Perform()
Execute])
& [
ki ¥
Network

Figure 10: The Client—Server Components

The communication between the Client Port and the Server Object occurs in several
steps:
1. A serverDispatchAddress attribute of a Client Port Object is bound with

server_operation_ID of a Server Object.
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2. A Chient Object calls the method Execute() of the Port Object. One parameter is
made an ID of the server, while the rest of the parameters are organized as an
Argument Array.

3. Using the network protocol calling Execute() on the client side invokes the
method Perform() on the server side.

4. When the server finishes the Perform() routine it sends a result to the client. The
result is sent using the network protocol.

5. The client, after obtaining the result, returns from the Execute() method.

3.1.1.3.2 Publisher-Subscriber Communication

The Publisher—Subscriber relationship is one-to-many or many—to—many

communication.

The Publisher plays the role of server and the Subscriber acts as a client. The
Publisher is not aware of Subscriber objects, which are receivers. The Subscriber
consists of two parts — a Subscriber Port and a Subscriber Object. If the Subscriber wants
to obtain specific information from the publisher, it registers with the Publisher. When
the Publisher prepares the information, it sends it to all subscribed clients. The Subscriber
Ports receive the data, filter it, and invoke callback functions of the Subscriber Objects
that will process the data. Figure 11 depicts the components of Publisher-Subscriber

communication.

During initialization, a subscriber key of a Subscriber Port is bound to a
publisher _key of a Publisher. When a Subscribed Object wants data, it calls the
AddSubscriber() method of the Subscribed Port. The Subscribed Port binds the
subscriber _domain and subscriber_topic with the publisher _domain and publisher_topic
of the Publisher. The Publisher then starts to send information to all the Subscribers that

were registered.
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3.1.2 Data types of IEEE 1451.1

The standard defines data types that are used to design and develop an IEEE
1451.1 system. There are two classes of data types: primitive and derived. The primitive
data class includes the following types of data: 8-, 16-, 32-, 64-bit integers, a Boolean, an
octet of bits, a string, and an ObjectDispatchAddress.

The derived data class is based on primitive data types. It includes the following
data types:
- Arrays of primitive data types.
- TimeRepresentation structure that consists of two integers field: seconds and
nanoseconds.
- Structures that describe Objects in IEEE 1451.1 sysiem. These are ObjectProperties
and ClientPortProperties structures.
- Return Code types.
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- Defined enumeration data types.
- Unions and Arguments data types. These are used for network operations.

- Physical Parameters structures. These are used to represent transducers parameters.

3.1.3 Properties of IEEE 1451.1 Classes

The standard defines rules and templates to design classes of an IEEE 1451.1
system. It specifies three types of common properties: class designators, object

operations, and expressions of uncertainty in values.

The abstract class defines a specification for all its subclasses. It cannot be
initiated.
The class ID uniquely defines a position of the class in a class hierarchy. IEEE

1451.1 also describes rules to define a class ID.

The object operation properties specify major properties and implementation rules
of IEEE 1451.1 classes, and include the following groups:
- Requirements of implementation.
- The designator for the operation.
- The signature of the operation.
- The Behaviour of the operation.
Implementation requirements define the types of operations and how they should
be implemented. The operation can be mandatory or optional. The implementation can be

full or may only include an interface.

The standard defines general rules to create a Return Code. It also includes the list

of predefined Return Codes for both local and network operations.
The Behaviour of operations specifies two major types of operations: Get and Set.

Get type operations allow the observation, either locally or through networks, of

any portion of an object’s data. The recommended name for a Get operation is Read.

Set operations allow for modification of any internal data of an object. The

recommended name for a Set operation is Write.
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The Behaviour of operations also specifies concurrency requirements for
different cases of intra-NCAP executions, such as multiple process concurrency, multiple

operations on an object within a single process, and interfering operations.

Block Cookies are used to notify a client about changing the state of a server.

Only Network Visible Objects of class IEEE 1451.1_Block can have a Block Cookie.
3.1.4 Concise description of IEEE1451.1 Classes

The hierarchy of the IEEE1451.1 classes was shown earlier in Figure 9.

The Root abstract class is the root class of all classes defined in the IEEE1451.1
standard.

The abstract Entity class is the root of all IEEE1451.1 classes visible through
networks.

The Block abstract class is the root in the hierarchy of Block classes and defines
all common properties and methods of Block classes.

The NCAP Block class manages the system configuration and registration of
Network visible objects.

The Function Block Class is the root for all classes and is inherited from the
Block class.

The Base Transducer Block is the root in the hierarchy for all Transducer classes.

The Transducer Block abstract class is the root in the hierarchy of all Transducer
classes specified in the IEEE 1451.X standards.

The Dot2 Transducer Block class provides an interface to transducers defined in
the IEEE1451.2 standard.

The Dot3 Transducer Block class provides an interface for transducers defined by
the IEEE1451.3 standard.

The Dot4 Transducer Block class provides an interface for transducers defined by
the IEEE1451.4 standard.

The Component abstract class is the root for all Component objects.

The Parameter class is used to define parameters and ways to access them.
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The Parameter with Update class is the class with which to model Parameter
classes that provide updating operations.

The Physical Parameter abstract class is used to model Network visible variables
that represent sensor data.

The Scalar Parameter class represents Parameters that do not have any dimension
or orientation associated with them. The class supports three types of Parameters: Scalar
Analog, Scalar Discrete, and Scalar Digital.

The Scalar Series Parameter class represents Scalar Parameters that are distributed

in some dimension. An example of such a Parameter is a time series.

The Vector class is used to represent parameters that have multiple dimensions.
Examples of Vector Parameters are electrical fields and the temperature/pressure
relationship.

The Vector Series Parameter class represents a series of Parameters with
dimensions.

The Time Parameter class is used to represent a time value.

The Action class is used to design classes that require a significant amount of time
to execute compared to other activities in the system.

The File class is used to design a class that represents data resources.

The Partitioned File class is used to design a File class that is split over a number
of partitions.

The Service abstract class is the root for all classes in the Service class hierarchy.

The Base Port abstract class is the root for all Port Objects used for
communication through networks.

The Base Client Port abstract class is the root for all client side Objects in client-

server communications.

The Client port class and the Asynchronous Client Port are used to design the
client side in client-server communications. There are two models of client-server
communication: blocking and non-blocking. The Client port class presents the blocking
model. The Asynchronous Client Port class is used to design the client side in non-

blocking client-server communications.
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The Publisher Port abstract class provides the basic functionality needed to design
Publisher classes and is used to design publisher side classes in publisher—subscriber

communications.

The Self Identifying Publisher Port class provides the publisher—subscriber model
of communications, where a subscriber sets up communication with a publisher and the

publisher notifies the subscriber about changes in subscriber policy.

The Event Generator Publisher Port class provides a mechanism to manage an

Event Generator, which generates events as a result of the publication of data.

The Subscriber Port class provides a mechanism for subscribing with the
publisher—subscriber model. The class has been defined to use in modern Event

notification mechanisms [27].

The Mutex class provides a mutually exclusive mechanism for the Objects in the
concurrent environment of the system.
Condition Variable Service Class provides a mechanism for ordering concurrent

activities.
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3.2 IEEE 1451.2 Standard

The main objective of the IEEE 1451.2 standard is to develop a transducer’s
interface where sensors or actuators would be isolated from a network interface [6][16].
This goal is achieved by the following:

- Develop sensor and actuator devices that have plug and play capabilities.
- Develop transducers that have network capabilities.

- Support multiple networks in transducer devices.

The standard simplifies developing transducer devices by defining hardware and
software parts [20]{22]. IEEE 1451.2 offers a hardware interface to connect STIM to
NCAP processors. The core of the standard is the transducer electronic data sheet (TEDS)
that defines a mechanism for the communication between STIM modules and
NCAP [40].

- TEDS allows specifying a wide range of transducers that can work in a
standard network interface. Transducer data sheets define types of

transducers, their attributes and operations.

3.2.1 STIM Specification

The concise functional schema of STIM is depicted in Figure 12. The STIM can

be represented by a collection of transducers that can either be sensors or actuators.



52

STIM
4
Analog-Digital convertor o]
] d
be| | TEDS Alodg;"‘css - -

Digital-Analog convertor NCAP

Digital /O module e
3

¥

Network

Figure 12: Simple STIM Functional Schema

3.2.1.1 Transducer Types
There are seven types of transducers used in STIM. They are listed below:
- Sensors.
~  Actuators.
- Buffered sensors.
- Data sequence sensors.
- Buffered data sequence sensors.
- Event sequence sensors.

- General transducers.

A sensor measures a physical parameter and returns a digital value representing a
parameter. An actuator accepts some digital value and performs an action according to

this value. A buffered sensor differs from a sensor in that it has a buffer for output data.
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A data sequence sensor and buffered data sequence sensor provides continuous
measurement of data. An event sequence sensor measures data whenever a specified
event occurs. Finally, a general transducer includes all transducers except those specified

above,
3.2.1.2 STIM Functions

Each STIM implements the following functions:
- Addressing.
- Interface data transport.
- META-TEDS.
- Global status.
- Global control.
- Triggering.
- Hot-swap capability.
- Interrupt.

- Interrupt masking.

Each channel of a STIM implements the following functions:
- Channel TEDS.
- Transducer data.
- Status.
- Control.
In addition to these functions, a channel may implement the following optional functions:
- Calibration TEDS.
- Calibration identification TEDS.
- Channel Identification TEDS.
- User-End Identification TEDS.
- Generic Extension TEDS.
- Self-calibration.

- Self-test.
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Addressing is used to specify the type of transport operation (read or write) and
the address of the function or channel. Data transport provides the physical interface for
communications between NCAP and STIM modules. It specifies the data format and data
functions. Triggering is a function that allows sending, from NCAP to STIM, a command
for the action to take place. Triggering is provided by a physical line and can be applied
to either one channel or to all channels. The Control function allows sending a command
from NCAP to STIM. The command can be sent to one designated channel or to all

channels. Table 2 shows the major standard commands.

Value | Description

1 Reset (STIM or channel)

2 Initiate self test

3 Calibrate channel

4 Zero channel

5 Enable event sequence sensor

6 Disable event sequence sensor

7 Set event sequence sensor

9 Enable data sequence or buffered
data sequence sensor

10 Disable data sequence or buffered
data sequence sensor

Table 2. Major Control Functions of STIM

The status function allows NCAP to determine the status of NCAP or a channel.
The status information are kept in the standard and auxiliary status registers. Table 3

shows the standard status register and Table 4 depicts the auxiliary status registers.

Bit Description

msb STIM or channel operational bit
STIM or channel hardware error bit
STIM or channel event bit

STIM or channel auxiliary status available bit
STIM or channel has been reset bit

STIM or channel trigger acknowledged bit
Isb STIM or channel request bit

Table 3. The Standard Status Register Contents



Bits

Description

msb

Channel data over range or under range bit

Channel consumables exhausted bit

Channel failed seli-test bit

Channel failed calibration bit

isb

Channel busy bit

Table 4. The Auxiliary Status Register Contents

The Interrupt function allows the STIM to request service from NCAP. The
function is controlled by a digital signal from the physical interface. The interrupt
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masking function includes the standard and auxiliary interrupt mask registers. They allow

the masking of corresponding bits in the standard and auxiliary status registers. The Hot-

swap function allows detection of an event when the STIM is inserted and extracted from

a powered NCAP.
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odifications to the IEEE1451.1 Standard

4.1 Motivation to Modify the IEEE 1451.1 Standard

The goal of this thesis is to provide modifications to the IEEE 1451.1 standard in
order to make it work in a system that could very easily connect at device to a network,
and manage it. Given that UPnP is more flexible in nature compared to JINI, the former
architecture was chosen as a basis to provide network Plug and Play capabilities to Smart
Sensor devices (for more details see Section 2.3).

Although IEEE 1451.1 supports two network models — client-server and publisher-
subscriber, it does not provide a standard network mechanism that could allow easy
connection of 2 Smart Sensor device into the Internet. UPnP offers the specification of
how to make a network device Internet capable. A device with UPnP capabilities can be
easily connected to the Internet. Any user with access to the Internet can manage the
UPnP devices.

The UPnP specification is similar to the IEEE 1451.1 networks model. Both client-
sever and publisher-subscriber classes of IEEE 1451.1 will be used as a base for network
classes of the new modified standard. These classes will be extended to implement UPnP
specific protocols such as DHCP, Auto-IP, SOAP, and GENA.

In addition to modification of the network classes, the File and Partitioned File
classes were modified to support HTML and XML files, which are the base document

formats required to present data in UPnP communications.

4.2 Modification of the Network Model of IEEE 1451.1

The network model of IEEE1451.1 consists of two parts — the client-server and the
publisher-subscriber classes. The first group contains the following classes: Base port

(Class ID: 1.1.3.1 [5]), Base Client Port (Class ID: 1.1.3.1.1 [5]),
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Figure 13: Object Class Hierarchy of IEEE1451.1 with UPnP Capabilities

Client Port (Class ID: 1.1.3.1.1.1 [5]) and Parameter (Class ID: 1.1.2.1 [5]). The
second group consists of the following classes: Base Publisher Port (Class ID: 1.1.3.1.2
[5]), Publisher Port (Class ID: 1.1.3.1.2.1 [5]), Self Identifying Publisher Port class (Class



38

ID: 1.1.3.1.2.2 [5]), Event Generator Publisher Port class (Class ID: 1.1.3.1.2.2.1 [5]),
and Subscriber Port class (Class ID: 1.1.3.2 [5]).

In addition to the Service group classes, we modified the NCAP block class that
provides registration of the NCAP system. Figure 12 depicts the Object class hierarchy
IEEE1451.1 with UPnP capabilities.

4.3 Modification of the NCAP Block

The NCAP block enables registration of the system into the network and also
manages the network functions of an IEEE 1451.1 device. The standard provides
common definitions for registration of NCAP systems, but does not provide a mechanism
for making them. The standard leaves this mechanism to the specific network

implementation.

First, to make any network device work we should decide how this device needs
to be addressed. The standard does not specify a mechanism to define network addresses
and assumes that they are fixed or hard coded. The UPnP specification offers a more
flexible solution. To address a device, UPnP uses IP addressing and DHCP or Auto-IP
protocols [7]. Both protocols automatically assign IP addresses. In general, UPnP devices
should implement support for both DHCP and Auto-IP protocols.

DHCP assigns an IP address, a subnet mask, a default gateway, and a domain name
server. DHCP communication uses the UDP protocol and ports 67/68 to send and receive

information from the DHCP server.

If the UPnP device does not get a response from a DHCP server, it assumes that
no DHCP server is present and switches to the Auto-IP protocol. Auto-IP is the method
by which a network device can choose an IP address and subnet mask in the absence of a
DHCP server. The Auto-IP method does not replace DHCP, but it makes the device more
robust in case the DHCP server is not present. The address selection algorithm is

implementation-dependant, but the chosen IP address should generally fall in the range
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169.254 XX . XX with the subnet mask 255.255.0.0. The chosen address will work only in

a local network domain and not in cross gateway boundaries.

In addition to the dynamic assignment of IP addresses, the new NCAP block class
should provide an UPnP discovery mechanism. To register, a UPnP device uses the
SSDP. The device identifies itself with two parameters: the type of service and Unique
Service Name (USN). The UPnP committees for each standard device type define the
type of service. The USN uniquely identifies the instance of a particular service. Part of
the USN is a universal unique identifier (UUID). UUID allows recognition of different

devices that belong to the same type of service.

The third function of the UPnP NCAP Block is to provide the Description of the
UPnP device and its services. The Description of the UPnP device is an XML document
that fully describes the functionality that the device offers. The Description document
contains specific information about the vender and type, name and URL of services that
the device supports. Each service section of the Description document includes the URL
to control the service and the URL to subscribe event messages. The service description
is another document and it is sent in a separate message. The service description contains
a list of actions or variables that are available for control points and a list of events on
which the control point could subscribe.

Using the above functional description, a new class of IEEE 1451.1 - UPnP NCAP

Block inherited from the NCAP Block class 1s introduced.

4.3.1 UPnP NCAP Block Class

Class: IEEE1451 NCAPBlock UPNP
Parent class: IEEE1451 NCAPBIlock
ClassID: 1.1.1.1.1
Description: The UPnP NCAP class provides UPnP functionalities for the NCAP Block
class. In addition to NCAP Block functions, the UPnP NCAP class provides following:
- Network addressing of a NCAP device.
- Registration of UPnP control point and advertising available services for the

UPnP device.
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Class summary:

Since UPnP NCAP performs all communications through the network using

HTML messages, the class does not have Network Visible operations.

Local visible operations: See Table 5.

Publication: See Table 6

Subscription: See Table 7.

Operation name Requirement
GetUPnPVersion (m)
GetIPAddress (m)
GetNetworkPortNumber (m)
GetURI (m)
IsDHCPSupport (o)
GetDHCP Ipaddress (0)
AssignAuto Ipaddress (o)
GetSSDP_Portaddress (m)
SetSSDP_Portaddress (m)
SetControlURL (m)
GetControlURL (m)
SetEventURL (m)
GetEventURL (m)

Table 5: UPnP NCAP Block Local Operations

Publication Key Requirement
SSDP bye bye announcement | (m)
SSDP alive announcement (m)
SSDP Discovery respond (m)
Device Description (m)
Service Description (m)

Table 6: UPnP NCAP Publication

Subscription Key Requirement
DHCP Discover (o)
DHCP Request (o)
SSDP M Search request (m)
Get Device Description (m)
Get Service Description (m)

Table 7: UPnP NCAP Subscription




4.3.1.1 Publication

43.1.1.1 Publication SSDP bye bye announcement
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Description: This publication provides a notification about removing an UPnP

NCAP device from a network.

Publication Key: SSDP_bye bye_announcement

Publication Topic: UPnP_discovery

Publisher Port Object Name: SSDP_bye bye announcement

Publication format: HTTP NOTIFY message

Publication Content: See Table 8.

Header Requirement Type Description
Host (m) Multicast address Must be

and host 239.255.255.255.250:1900
NT (m) Notification type One from the table 11
NTS (m) Single URI Maust be ssdp :bye-bye
USN (m) Single URI URI of UPnP NCAP device
Table 8: SSDP_bye _bye_announcement Publication Content
Type of Search Syntax Description
All devices ssdp:all Searches for all UPnP devices

Root devices

upnp:rootdevice

Searches for all UPnP root
devices. Only root devices will
respond.

Specific device

uuid:device_uuid

Searches for a particular device
by the device’s unique ID.

Device of a specific type

urn:schemas-upnp-
org:device:deviceType-version

Searches devices of a given type.

Services of a specific type

urn:schemas-upnp-
org:service:serviceType-
version

Searches services of a given type

Table 9: UPnP Search Types
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Description: This publication provides a notification about the presence of a

UpnPNCAP device.

Publication Key: SSDP_alive_announcement

Publication Topic: UPnP_discovery

Publisher Port Object Name: SSDP_alive announcement

Publication format: HTTP NOTIFY message

Publication Content: See Table 10.

Table 10. SSDP_alive_announcement publication content.

Header Requirement | Type Description
Host (m) Multicast address and | Must be 239.255.255.250:1900
host

Cache-Control (m) max-age directive Number of second that the
advertisement is valid. Should
be >1800 second

Location (m) URL URL of UPnP NCAP
description document

NT (m) Notification type One from Table 11

NTS (m) URI Must be ssdp:alive

Server (m) String os_name/os_version/UPnP/1.0
/product_name/product_version

USN (m) URI One from Table 11

4.3.1.1.3 Publication SSDP_Discovery_respond

Description: This publication provides a response to an M-Search message.

Publication Key: SSDP_Discovery_respond

Publication Topic: UPnP_discovery
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Publisher Port Object Name: SSDP_Discovery_respond
Publication format: HT TP response message — HTTP/1.1 200 OK

Publication Content: See Table 11.

Header Requirement | Type Description

Cache - Control | (m) Max-age >=1800

Date {0) RFC 1123 date

Ext (m) Confirmation to Man header in the
request (ssdp:discover)

Location (m) URL URL of the UPnP NCAP root
device

Server (m) String os_name/os_version/UPnP/1.0
/produict_name/product version

ST (m) URI A target for discovery message.
Should be the same as in the
request message

USN (m) URI Service name for the discovered
device

Table 11: SSDP_Discovery_respond Publication Content

4.3.1.1.

4 Publication Device_Description

Description:  This publication provides a response to a Device Description

Request.

Publication Key: Device Description

Publication Topic: UPnP_description

Publisher Port Object Name: Device Description

Publication format: HTTP response message — HTTP/1.1 200 OK

Publication Content: See Table 12.

Header Requirement | Type Description

Content-Language | (0) RFC1766 language tag

Content-Length (m) Integer Length of body in byte

Content-type (m) text/xml Type is XML
document

Date (o) RFC1123 date Date of generating the
response

Response data (m) String Description document
in xml format
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Table 12. Device_ Description and Service_Description Publication Content

4.3.1.1.5 Publication Service Description

Description: This publication provides a response to a Service Description Request.
Publication Key: Service Description

Publication Topic: UPnP_description

Publisher Port Object Name: Service Description

Publication format: HTTP response message — HTTP/1.1 200 OK

Publication Content: See Table 13.

4.3.1.2 Subscription

4.3.1.2.1 Subscription DHCP_ Discover

Description: This subscription discovers a DHCP server when registering as a DHCP
client.

Publication Key: DHCPOFFER

Subscription Key: DHCPDISCOVER

Subscription Qualifier: Not applicable

Subscriber Port Object Name: DHCP_Discover

Subscription format: DHCP format message. (See [7]).
Subscription content. DHCPDISCOVER message. (See [7].

4.3.1.2.2 Subscription DHCP_Request

Description: This subscription confirms the selection of a DHCP server and

receiving IP address.
Publication Key: DHCPOFFER
Subscription Key: DHCPREQUEST

Subscription Qualifier: Not applicable
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Subscriber Port Object Name: DHCP_Request
Subscription format: DHCP format message. (See [7]).

Subscription content. DHCPREQUEST message. (See [7]).

4.3.1.2.3 Subscription SSDP_M_Search request
Description: This subscription searches for UPnP NCAP devices.

Publication Key: SSDP_Discovery_respond
Subscription Key: SSDP_M_Search_request
Subscription Qualifier: Not applicable

Subscriber Port Object Name: SSDP_M_Search_request
Subscription format: M-SEARCH HTTP message

Subscription Content: See Table 13.

Header | Requirements | Type Description

Host (m) IP address and port | For UPnP the value should equal
239.255.255.255:1900

Man (m) ssdp:discover It is discover message

MX (m) Integer Maximum number in second a UPnP
NCAP device should response

ST (m) URI URI of a search UPnP NCAP device

Table 13: SSDP_M_Search_request Subscription Content

4.3.1.2.4 Subscription Get _Device Description
Description: This subscription requests the description of a UPnP NCAP device

Publication Key: Device Description
Subscription Key: Get Device Description
Subscription format: GET HTTP message

Subscription Content: Sce Table 14.




66

Header Reguirements | Type Description

Host (m) IP address and port | The address of the
Description service of UPnP
NCAP device

Accept-Language | (0) RFC1766 Language preferred by
control point

Table 14: Get_Device Description and Get_Service_Description
Subseription Content

4.3.1.2.5 Subscription Get_Service Description

Description: This subscription requests the description of a UPnP NCAP device.
Publication Key: Service_Description
Subscription Key: Get_Service Description
Subscription Qualifier: Not applicable
Subscriber Port Object Name: Get_Service_Description
Subscription format: GET HTTP message

Subscription Content: See Table 14.

4.3.1.3 UPnP NCAP Block Behaviour

43.1.3.1 GetDHCP IPaddress Behaviour Specification

The GetDHCP_IPaddress operation starts to discover a DHCP server in its
domain by sending a DHCPDISCOVERY message to a network. The DHCP server
receives the DHCPDISCOVERY message and sends back a DHCPOFFER message
containing the IP address. The UPnP NCAP device that plays the role of a DHCP client
gets the DHCPOFFER message and sends a DHCPREQUEST message that includes a
server identifier to the chosen DHCP server. The server identifier indicates that the
DHCP client has accepted the offer and implicitly tells other servers that it has declined
their offer.
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The chosen DHCP server receives the DHCPREQUEST message and sends
either: DHCPACK, in the case of accepting the chosen IP address, or DHCPNAK, in the
case of declining the chosen IP address (IP address may be allocated to another host) to
the client. The DHCPACK message includes additional configuration parameters such as
a subnet mask, a default gateway, and the domain name of the server. The DHCP client
must check the IP address to ensure that another host does not use it. If the received
address has already been used, the client sends a DHCPDECLINE message and
reinitiates the DHCP protocol. Figure 14 depicts the communication between the UPnP
NACP device and the DHCP server.

If the UPnP NCAP device is unable to receive an IP address from a DHCP server

it returns an error code.

A UPnP NCAP device uses the Dynamic allocation of IP addresses requiring
renewal of the address lease. When the lease is close to expiration, the device sends a
DHCPREQUEST message to the server. The DHCP server responds with a DHCPPACK

message. The message contains the new duration of the lease.

DHCPDISCOVER
UPnP NCAP client send a request to find DHCP server

-~

DHCPOFFER
Server accept the request and sends back an IP address

LUPnP NCAP
DHCP server DHCPREQUEST device
UPnP client asks the DHCP server for its confuguration

L
o

DHOPPACK
The server sends confirmad IP and its configuration

Figure 14: The Communication Between UPnP NCAP Device and DHCP Server
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43.1.3.2 Operation AssignAuto_IPaddress Behaviour Specification

This method launches the Auto-IP algorithm. The algorithm startsif a UPnP

NCAP device determines that a DHCP server is not available.

The Auto-IP algorithm involves three major steps. The first step defines IP
address. The second step tests the chosen IP address, and the final step continues to check
for the availability of a DHCP server. The Auto-IP chooses an IP address in the range
169.254/16 with the subnet mask 255.2555.0.0. It uses the pseudo-random algorithm to
choose the IP address. The start point for the pseudo-random algorithm is the UPnP
NCAP Ethernet MAC address. If the chosen address is used by another device, the UPnP
NCAP repeats the algorithm .

After choosing the IP address, the UPnP NCAP device checks the address by
sending the ARP probe message. The probe message is an ARP request that includes the

hardware address of the sender and the IP address that set up in zeroes.

The UPnP NCAP device gets a response and analyzes the received IP address. If
the received IP address matches with the chosen address, the UPnP NCAP device
assumes that the IP address is already chosen by another device and performs the pseudo-
random algorithm again. If nobody replies with an IP address that matches the chosen
address, the UPnP NCAP device assumes that it is free to use. Despite successfully
choosing an IP address, the UPnP NCAP device continues to check for the availability of
a DHCP server by sending, a DHCPDISCOVERY message every 5 minutes . If a
DHCPOFFER message is received, the device executes a DHCP allocation and releases
the previous IP address allocated by Auto-IP. The device also cancels any advertisements
made at the old address and reissues the advertisements to the new IP address.

When the device joins the network, it advertises its presence by sending a
NOTIFY message.

For each type of device (the root, embedded or device’s service) the publication
sends a certain number of NOTIFY messages. For the root device, the publication sends
three messages, while sending two messages for the embedded device, and one message

for services. For further information see Section 2.1.3.1.1
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When the device is removed from the network, it sends out ssdp.bye-bye
messages corresponding to all advertised ssdp:alive messages.

The UPnP NCAP control point requests the device Description document by
sending 2 HTTP request GET. The request is sent using the URL, which the control point

obtains from the device announcement message.

4.3.1.3.3 Publication Device Description Behaviour specification

When the UPnP NCAP device gets a Get Device Description message it
responds with the publication Device Description. The publication then sends the Device
Description document containing relevant information needed to work with the UPnP
NCAP device to the control point.

The response is sent in the form of a HTTP response message. The body of the
message consists of the Device Description document in xml format.
The format of Device Description document is as follows:

<?xml version="1.0"7>
<root xmins="urn:schemas-upnp-org:device-1-0">
<specVersion>
<major>1</major>
<minor>0</minor>
</specVersion>
<URLBase> the base URL of the UPnP NCAP device </URLBase>
<device>
<device type>urn:upnp-ncap:device: NCAP_fype of NCAP: </device type>
<friendlyName> NCAP_short name of NCAP device </friendlyName>
<manufacturer>manufacturer name of NCAP device</manufacturer>
<modelName>name of model</modelName>
<modelNumber>model number</modelNumber>
<serialNumber>NCAP device serial number</serialNumber>
<UDN>unid: UUID of the NCAP device<UDN>
<serviceList>
<service>
<serviceType>urn:upnp-ncap:service:ControlStatusSTIM. 1
</serviceType>
<serviceld> urn:upnp-ncap:serviceld: ControlStatusSTIM.0001
</serviceld>
<SCPDURL> ControlStatusSTIM /scpd.xml</SCPDURL>
<controlURL> ControlStatusSTIM /control</controlURL>
<eventSubURL> ControlStatusSTIM /event</eventSubURL>
</service>
<service>
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<serviceType>urn:upnp-ncap:service:ParameterSTIM 1. 1</serviceType>
<serviceld> urn:upnp-ncap:serviceld:ParameterSTIM 1.0001
</serviceld>
<SCPDURL> ParameterSTIM1/scpd.xml</SCPDURL>
<controlURL> ParameterSTIM1 /control</controlURL>
<eventSubURL> ParameterSTIMI /event</eventSubURIL>
</service>
The other Parameter’s services
</serviceList>
<presentationURL> the URL for theUPnP NCAP device presentation
</presentationURL>
</device>
</root>

Note: The numbers and names of ParameterSTIM services depend on the particular
implementation of a UPnP NCAP.

4.3.1.3.4 Subscription Get_Service Description Behaviour Specification

After receiving the device Description document, the control point retrieves, for
each defined service, a Service Description document. The Services Description
documents are requested by sending the HTTP command GET to the UPnP NCAP
device.

The request is sent using the URL, which the control point obtains from the

device announcement message.

4.3.1.3.5 Publication Service Description Behaviour Specification

When the UPnP NCAP device receives a Get_Service Description message, it
responds with the publication Service Description. The publication sends, to the control
point, a Service Description document containing all information necessary to work with

the UPnP NCAP device service.

The response is sent in the form of a HTTP response message. The body of the
message consists of the Service Description document in xml format. To learn the general

requirements of a Device Description document see Section 2.1.4.2 .
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The Service Description document has the following format:

<?xml version="1.0"7>
<scpd xmins="urn:upnp-ncap:service-1-0">
<specVersion>
<major>1</major>
<minor>0</minor>
</specVersion>
<actionList> List of actions </actionList>
<serviceStateTable> List of state variables </serviceStateTable>

</scpd>

<actionList> - Consists of a list of actions for the service. Each service possesses
different numbers and types of actions. For more information please see Section
2.142.1.

<serviceStateTable> - Consists of a list of state variables that reflect the current

state of the service. For more information refer to Section 2.1.4.2.2.

4.3.1.3.5.1 The actionList Section of the UPnP NCAP ControlStatusSTIM Service

The actionList section of the ControlStatusSTIM service has the following
format:

<actionList>
<action>
<pname> ResetSTIM</name>
</action>
<action>
<pname>Calibrate AliChannels</name>
</action>
<action>
<name>EnableAllSensors</name>
</action>
<action>
<name>DisableAllSensors</name>
</action>
<action>



72

<pame> STIMhardwareErrorBii</name>
<argumentList>
<argument>
<name>STIMHardwareError</name>
<direction>out </direction>
<retval />

<relatedStateVariable>STIMHardwareErrorBit</relatedState Variable>
</argument>
</argumentList>
</action>
<action>
<name> STIMEventBit</name>
<argumentList>
<argument>
<name>STIMEvent</name>
<direction>out </direction>
<retval />
<relatedStateVariable>STIMEventBit</relatedState Variable>
</argument>
</argumentList>
<faction>
<action>
<name> STIMMissedEventBit</name>
<argumentList>
<argument>
<name>STIMMissedEvent</name>
<direction>out </direction>
<retval />
<relatedStateVariable>STIMMissedEventBit
</relatedStateVariable>
</argument>
</argumentList>
</action>
</actionList>

ResetSTIM action provides reset of all channels of STIM.

CalibrateAllChannels action provides calibration of all channels of STIM.
EnableAllSensors action enables all sensors.

DisableAllSensors action disables all sensors.

STIMhardwareErrorBit action returns the STIMHardwareError argument that reflects
the state of the hardware error bit of the STIM. The STIMHardwareError argument is set
to TRUE if the STIM has a hardware error.
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STIMEventBit action returns the ST/MEvent argument. The argument is set to TRUE if all
channels (parameters) have set up their data sample time event.
STIMMissedEventBit action returns the STIMMissedEvent argument. The argument is set

to TRUE if all channels (parameters) have missed data sample time events.
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43.1.3.5.2 The actionList Section of the UPnP NCAP ParameterSTIM Service

The actionList section of the ParameterSTIM service is of the following format:

<actionList>
<action>
<name> ResetChannel</name>
</action>
<action>
<name>CalibrateChannel</name>
</action™>
<action>
<name>EnableChannel</name>
</action>
<action>
<name>DisableChannel</name>
</action>
<action>
<name>ReadParameter</name>
<argumentList>
<argument>
<name>ReadParameterValue</name>
<direction>out </direction>
<retval />
<relatedStateVariable>ParameterValue</relatedStateVariable>
</argument>
</argumentList>
</action>
<action>
<name>UpdateParameter</name>
<argumentList>
<argument>
<name>UpdateParameterValue</name>
<direction>out </direction>
<retval />
<relatedStateVariable>ParameterValue</relatedStateVariable>
</argument>
</argumentList>
</action>

<action>
<pame>WriteParameter</name>
<argumentList>
<argument>
<pame>WriteParameterValue</name>



<direction>in </direction>
<retval />
<relatedStateVariable>ParameterValue</relatedStateVariable>
</argument>
</argumentList>
</action>
<action>
<name> ChannelHardwareErrorBit</name>
<argumentList>
<argument>
<name>ChannelHardwareError</name>
<direction>out </direction>
<retval />
<relatedStateVariable>ChannelHardwareErrorBit
</relatedStateVariable>
</argument>
</argumentList>
</action>
<action>
<name> ChannelEventBit</name>
<argumentList>
<argument>
<name>ChannelEvent</name>
<direction>out </direction>
<retval />
<relatedStateVariable>ChannelEveniBit</relatedStateVariable>
</argument>
</argumentList>
</action>
<action>
<name> ChannelMissedEventBit</name>
<argumentList>
<argument>
<name>ChannelMissedEveni</name>
<direction>out </direction>
<retval />
<relatedStateVariable>ChannelMissedEventBit
</relatedStateVariable>
</argument>
</argumentList>
</action>

</actionList>

ResetChannel action provides reset of a channel.

75
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CalibrateChannes action provides calibration of a channel.

EnableSensor action enables a sensor of a channel.

DisableSensor action disables a sensor of a channel.

ReadParameter action returns the data of the parameter’s last data sample.
UpdateParameter action causes the immediate reading of a parameters value from a
sensor and returning a result to the control point.

WriteParameter action writes data to the channel sensor.

ChannelHardwareErrorBit action returns the ChannelHardwareError argument that
reflects the state of the hardware error bit of the channel. The ChannelHardwareError
argument is set to TRUE if the channel has a hardware error.

ChannelEventBit action returns the ChannelEvent argument. The argument is set to
TRUE if a channel (parameter) has set up its data sample time event.
ChannelMissedEventBit action returns the STIMMissedEvent argument. The argument is

set to TRUE if channel (parameter) has missed a data sample time event.

4.3.1.3.5.3 The serviceStateTable Section of the UPnP NCAP ControlStatusSTIM Service

The serviceStateTable section of the ControlStatusSTIM service is of the
following format:

<serviceStateTable>
<stateVariable sendEvents="yes”>
<pame> STIMHardwareErrorBit </name>
<dataType>boolean</dataType>
</stateVariable>
<stateVariable sendEvents="yes>
<pame> STIMEventBit </name>
<dataType>boolean</dataType>
</stateVariable>
<stateVariable sendEvents="yes”>
<name> STIMMissedEventBit </pame>
<dataType>boolean</dataType>
</stateVariable>
</serviceStateTable>
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STIMHardwareErrorBit variable keeps the state of the STIM Hardware Error Bit. A
change in the state of the variable causes an event.

STIMEventBit variable keeps the state of the STIM Event Bit. A change in the state of
the variable causes an event.

STIMMissedEventBit variable keeps the state of the STIM Missed Event Bit. A change

in the state of the variable causes an event.

4.3.1.3.5.4 The serviceStateTable Section of the UPnP NCAP ParameterSTIM Service

The serviceStateTable section of the ParameterSTIM service has the following
format:

<serviceStateTable>

<stateVariable sendEvents="yes”>
<pame> ParameterValue </name>
<dataType>the type of the state variable depends on the type of the
channel </dataType>
<allowedValueRange>Value range</allowedValueRange>

</stateVariable>

<stateVariable sendEvents="yes”>
<name> ChannelHardwareErrorBit </name>
<dataType>boolean</dataType>

</stateVariable>

<stateVariable sendEvents="yes”>
<name> ChannelEventBit </name>
<dataType>boolean</dataType>

</stateVariable>

<stateVariable sendEvents="yes”>
<name> ChannelMissedEventBit </name>
<dataType>boolean</dataType>

</stateVariable>

</serviceStateTable>

The ParameterValue variable keeps the last data sample of the Parameter. The data type
as well as the allowed value range of the parameter depend on the type of the channel

(parameter) and the vendor’s implementation of the channel.
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The ChannelHardwareErrorBit variable keeps the state of the channel Hardware Error
Bit. A change in the state of the variable causes an eveni.

The ChannelEventBit variable keeps the state of the channel Event Bit. A change in the
state of the variable causes an event.

The ChannelMissedEventBit variable keeps the state of the channel’s Missed Event Bit.

A change in the state of the variable causes an event.

4.3.2 Modification of the Asynchronous Client Port Class

The Asynchronous Client Port Class of IEEE1451.1 provides a non-blocking
client side in the client-server communication model. To use this class efficiently, objects

of the class must work in a multitasking program environment.

The new UPnP Client Port class, inherited from the Asynchronous Client Port
Class, includes additional operations and attributes to support the Control functions of a
UPnP device. In general, the UPnP Control functions are based on SOAP. SOAP uses
both XML and HTTP for its remote call mechanism procedure and for Web messaging.
Communication using UPnP is simple because SOAP’s request/respond messages easily

match the HTML model.
4.3.2.1 UPnP Client Port Class

Class: IEEE1451 UPnP_ClientPort

Parent class: IEEE1451 AsynchronousClientPort

ClassID: 1.1.3.1.1.2.1

Description: The UPnP Client Port class provides client side or control point functionality
for UPnP communications.

Class summary:

Local operations: See Table 15.

Operation name Reguirements

UPnPControlMessageRequest (m)

GetResultUPnPControlMessage {m)
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Table 15: Local Operations of UPnP Client Port Class
43.2.1.1 UPnP Client Port Class Behaviour
4.3.2.1.1.1 Operation UPnPControlMessageRequest Behaviour Specification

The UpnPControlMessageRequest operation sends a request to a UPnP NCAP
device to execute a method on the device side. The UPnP NCAP control point gets the
names of the method for the requested service together with input arguments from the
Device and Services description document. The request is sent in the form of an HTTP
SOAP message. The message consists of two parts: a header and a body. The header
contains control information, while the body is presented in an xml document format
describing the request to execute the method and its input arguments.

The operation UPnPControlMessageRequest is a non-blocking function and it
returns immediately after sending the message to the UPnP NCAP device. If the control
point expects a result from the UPnP NCAP device, it executes the operation

GetResultUPnPControlMessage instead.

43.2.1.1.2 Operation GetResultUPnPControlMessage Behaviour Specification
The GetResultUPnPControlMessage operation returns the result of executing an

UPnP NCAP requested method.

When the UPnP NCAP device receives an HTTP SOAP request message, sent by
a UPnPControlMessageRequest, it executes the requested method and sends the result
back to the conirol point. The result is sent in the form of a UPnP HTTP SOAP response
message. The message contains two parts — a header and a body. The header contains
control information of the message, such as the type of message, the destination URL,
content languageetc., while thebody of the message, written in xml document format,

consists of the result arguments of the requested method.

The GetResultUPnPControlMessage function is used to obtain a result after
running the UPnPControlMessageRequest operation. This function is non-blocking. Iis
internal implementation uses the instance of the Conditional Variable Service class of

IEEE 1451 that implements concurrent activities in IEEE 1451.1.
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433 Modification of Event Generator Publisher Port Class

The Event Generator Publisher Port class provides a Publisher side functionality
of Publisher-Subscriber model of NCAP. In this model, the publisher is the source of
events and it registers a subscriber. Upon the occurrence of an event, the publisher sends
an event notification to the subscriber. The subscriber may cancel the subscription if it is

no longer interested in receiving event notification.

The UPnP model uses one similar to NCAP publisher-subscriber model. The
UPnP publisher-subscriber model relies on GENA. In addition to the base functions of
NCAP, GENA offers features that allow subscription for a duration of time. To maintain
such a subscription, the subscriber must periodically renew the subscription. GENA uses
HTTP as a transport protocol in publisher-subscriber communication. Three HTTP
messages are used in GENA. They are SUBSCRIBE, UNSUBSCRIBE, and NOTIFY.

The SUBCRIBE message is used to receive event notification and to renew an
existing subscription. UNSUBSCRIBE terminates a subscription.

The NOTIFY message sends notifications to a client or a subscriber.
4.3.3.1 UPnP Publisher Port Class
Class: IEEE1451 UPnP_PublisherPort
Parent class: IEEE1451 EventGeneratorPublisherPort
ClassID: 1.1.3.1.2.2.1.1

Description: UPnP Publisher Port class provides publisher capabilities for a NCAP UPnP
device. Local operations: See Table 16.

Operation name Requirements
PublishUPnP_Event (m)
Publish_InitialUPnP_Event (m)
Get XMLEvent scema (m)
SetMaximumRate (m)
GetMaximumRate (m)
SetMinimumRate (m)
GetMmimumRate (m)

Table 16: Local Operations of UPnP Publisher Port Class
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4.3.3.1.1 UPnP Publisher Port Class Behaviour

The UPnP NCAP publisher-subscriber model combines features of the UPnP and
IEEE1451.1 publisher-subscriber models. The Dot2 Transducer block class presents a
STIM service and the Parameter’s classes present Parameter services. Figure 14 depicts

the UPnP NCAP event schema.

{ Hoot device {presented |
i.by UPnP NCAP class |
subscrption request Sewice
L ControlStatusSTIM(
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N Parameter class)
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o Service
- subscription ParameterSTIM2
(presented by Physical
renaw subscriptiorn Parameter class)
e
Subscriber
(presented by - subscription
UPnP Subscriber
class) cancebation ;
e ;
i
/ |
\E event messages
Service
ParameterSTIMN
(presented by Physical
Subscriber M Parameter class)
Figure 15: UPnP NCAP Communication Event Schema Publicher

In the UPnP NCAP event communication schema, the subscriber plays the role of a

UPnP NCAP control point, while the publisher plays the role of a UPnP NCAP device.
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4.3.3.1.1.1 Operation PublishUPnP_Event Behaviour Specification

The PublishUPnP_Event class provides event notification to registered
subscribers. The event notification is sent as a HT TP document, consisting of two parts: a
header and a body. The header includes control information such as the URL path of the
service generating the event, the IP and the port of destination subscriber, the ID of the
subscription, and the sequence number of the event being sent to the subscriber.

The body of the event message is an xm/ document that contains the name of the changed
state variable and its new value.

The first part of the message from the NOTIFY element to the SEQ is the header,

whilethe second part is the body and includes xm/ document.

4.3.3.1.1.2 Operation Publish_InitialUPnP_Event Behaviour Specification

The Publish_InitialUPnP_Event operation sends the initial event notification
message. The message is sent after receiving the subscription and contains all state
variables of the device’s service, which are enabled to get events. The format of initial

event notification message is similar to the regular event message.

4.3.3.1.1.3 Operation Get XMLEvent_schema Behaviour Specification.

The Get XMLEvent_schema returns a template of the event notification message.

The function is used to create an event notification message.

4.3.4 Modification of Subscriber Class

The Subscriber Port class of IEEE 1451.1 provides a mechanism to subscribe to a
publication. The Subscriber Port class is used on the client side of the publisher-
subscriber model. An object that needs to subscribe sends a subscribe message to a
publisher. When the subscriber receives an event notification message, it executes, a call

back function for all those registered for this type of event. The UPnP subscribing
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mechanism is similar to IEEE1451.1, except that messages in UPnP are sent by an HTTP
protocol in an XML format.

This class is inherited from the Subscriber Port class and it keeps all methods and
algorithms needed to register and run callback functions,making the process of obtaining

events much more efficient than the UPnP specification.
4.3.4.1 UPnP Subscriber Class

Class: IEEE1451 UPnP_SubscriberPort.

Parent class: IEEE1451 SubscriberPort

ClassID: 1.1.3.2.1

Description: The UPnP Subscriber Port class provides the UPnP subscriber’s
functionality to the IEEE 1451.1

Local operation: See Table 17.

Operation name Requirements
SubscribeUPnP_event (m)
UnSubscribeUPnP _event (m)
RenewSubscription (m)
ExecuteCallBackFunction (m)
EventNotificationReplay (m)

Table 17. The Local operation of UPnP Subscriber Class

4.3.4.1.1 UPnP Subscriber Port Class Behaviour

The Subscriber class provides the subscriber functionality of a UPnP NCAP
control point and combines the functionalities of the IEEE 1451.1 and UPnP
specifications. For each successful subscription, the subscriber gets a subscription ID
from a publisher. This subscription ID is matched with a callback function that is used in

the case of an event.
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4.3.4.1.1.1 Operation SubscribeUPnP_event Behaviour Specification

The SubscribeUPnP_event operation provides a subscription request to a
publisher.
The UPnP NCAP control point gets the publisher IP address and the event URL

from the Device Description document. The subscription request is sent in the form of an

HTTP document.

The publisher receiving the subscription request responds with a subscription

response within 30 seconds.

4.3.4.1.1.2 Operation UnSubscribeUPnP_event Behaviour Specification

The UnSubscribeUPnP_event operation provides the cancellation of a

subscription.
When the UPnP NCAP control point no longer needs a subscription, it sends an

unsubscribe message to the publisher. The message is sent as an HTTP message.

4.3.4.1.1.3 Operation RenewSubscription Behaviour Specification

The RenewSubscription operation allows for the renewal of a subscription.
Each subscription has a time during for which the subscription is valid. To renew the
subscription, a subscriber sends a renew subscription message. The renewal message is
sent as an HTTP message and must be delivered before the subscription expires.

The SID element is the subscription ID to renew.

4.3.4.1.1.4 Operation EventNotificationReply Behaviour Specification

The EventNotificationReplay operation sends a reply message after receiving an

event notification message. The format of the message is as follows:

HTTP/1.1 200 OK
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43.41.1.5 Operation ExecuteCallBackFunction Behaviour Specification

The ExecuteCallBackFunction operation executes a callback function in the case
of receiving an event notification message. After receiving a response to a subscribe
message, a control point matches the received subscriber ID with the desired callback
function. The callback function freats the event message and calls the

EventNotificationReplay operation after competing its work.

4.3.5 Support Web Interface in a NCAP Device

A UPnP device must have Web server capabilities to communicate with UPnP
NCAP control points. Almost all functions of a UPnP device, such as description, control
and event reporting, use the HT TP protocol requiring the using of a Web server.

To support the Web interface, NCAP uses a new class — Web server. In addition to
supporting HTTP, the class is responsible for running the Presentation function of the
UPnP NCAP device.

In the current version of the UPnP specification, the Presentation function is
optional, but very useful in terms of the convenience of using a device. The presence of
this function allows a user to have easy access to the device.

The Presentation function maintains a presentation page of the device. The presentation

page is developed usingh#m! and can be accessed through a standard Web browser.

There are two approaches to design and implement the Presentation function. The
first approach does not require modification of the device. It uses existing mechanisms of
communication but the control point is more complex. The client or the control point

needs some form of scripting to compose and send SOAP control messages to the device.

The second approach requires a more complex device design, but the client side
uses only a web browser without any extra scripting code. The device should not only

handle standard SOAP messages but also presentation device messages.
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To minimize device implementation, we chose the first approach. This approach
could also decrease the network traffic because in this case the device would send only

the changed states of the system.

4.3.5.1 Web Server Class

Class: IEEE1451 WebServer

Parent class: IEEE1451_Service

ClassID: 1.1.3.5

Description: The Web server class provides Web server capabilities necessary to
implement UPnP functions in a NCAP device.

Local operations: See Table 18.

Operation name Requirements
StartWebServer (m)
StopWebServer (m)
SetPathPresentationPage (0)
GetPathPresentationPage (0)

Table 18: Local Operations of Web Server Class

4.3.6 Support of XML File

All major communications in UPnP use XML files [36]. XML have become the
de-facto Internet standard for information representation. These meta-languages allow
specification of the structure of data in a document as well ashow elements of the
structure relate to one another. XML also provides easy parsing of the document because

it contains self-describing information about the rules used to compose them.

Because of using XML for communication, the UPnP NCAP device needs a
mechanism to compose and retrieve information contained in a XML document. To treat

XML documents, the UPnP NCAP device uses an XML file class inherited from the File

class.
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4.3.6.1 XML File Class

Class: IEEE1451 XMLFile

Parent class: IEEE1451 File

ClassID: 1.1.2.3.2

Description: The XML file class provides the mechanism to work with a XML file.

Local operations: See Table 19.

Operation name Requirements
OpenXMLfile (m)
CloseXMLfile (m)
GetNextXMLNode (m)

Table 19: Local Operations of XML File Class

4.3.6.1.1 XML File Class Behaviour

The XML class provides parsing of XML documents. It has three methods:
OpenXMLfile, CloseXMLfile, and GetNextXMLNode.
The OpenXMLfile prepares an XML document for parsing. It creates an internal
XML _DOCUMENT structure that contains all necessary information for parsing.
The XML DOCUMENT structure has the following look:

structure XML_DOCUMENT

{
String xml_document,
Uinteger32  length_string,
Uinteger32  current offset,
Uinteger32  handle xml document
}

xmi_document — contains the XML document.

length_string — contains the length of the XML document.
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current_offset — contains the current offset in the XML document. The current offset
represents the beginning of a XML element.
handle_xmi_document — contains the handle of the open XML document. The handle

returns as the xml_handle output argument of the OpenXMLfile operation.

The CloseXMLfile closes the XML document and destroys the
XML _DOCUMENT structure associated with this document.

The GetNextXMLNode function processes the XML document. It returns an
XMLNode that contains information about a processed the XML element. The
XMLNode structure has the following look:

structure XMLNode

{
String Name;
Uinteger32 NameLength;

String Prefix;
Uinteger32 PrefixLength;

String Value;
Uinteger32 ValueLength;

Name — contains the name of the xml element.

NameLength — contains the length of the Name siring.

Prefix — contains, if applicable, the name of a prefix of an xml element.
PrefixLength — contains the length of the Prefix string.

Value — contains the name of the value of an xml element.

ValueLength — contains the length of the Value string.
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5 Implementation of UPnP NCAP

The purpose of the implementation of the UPnP NCAP model is to evaluate the
design of the UPnP Smart Sensor. The evaluation model consists of the major
components of the Smart Sensor, while supporting all the components and the protocols

of the UPnP specification.

The implementation of the UPnP NCAP model consists of two parts: a UPnP
NCAP device and a UPnP Control Point. The UPnP NCAP device provides a network
interface to the IEEE 1451.2 transducer and contains three groups of IEEE 1451.2
signals: Meta-TEDS, an Actuator Channel and a Sensor Channel [29]. The UPnP NCAP
Control Point is used to present the device capabilities to the user and it is implemented
as an application program. The UPnP protocols are used for communication between a
UPnP NCAP device and the UPnP Control Point. Figure 16 depicts a schema of the
major components of the UPnP NCAP device and the UPnP NCAP Control Point.

Both the UPnP NCAP Device and the UPnP NCAP Control Point are designed as
Windows dialog applications and work on Windows 95/98/NT/2000/XT. To implement
these devices “Intel® Authoring Tools for UPnP Technologies” may be used, providing a
suitable environment for the framework to develop UPnP devices [28],[35]. Both the
UPnP NCAP device and the UPnP NCAP Control Point were developed by using Visual

Studio C++ version 6.
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5.1 Design the communication between an UPnP NCAP Device and a

NCAP Control Point

To communicate with each other, a UPnP Device and a NCAP Control Point use
the TCP/IP and UPnP protocols (Figure 1). On the bottom of the stack lies the IP,
followed by the TCP and the UDP protocols. UDP is used for the discovery mechanism
and TCP is used for transferring the NCAP parameter’s data.

The current implementation of the NCAP Device and Control Point does not use
DHCP and Auto-IP protocols directly. They rely on the network functionality supplied by
the Windows OS. To define an IP address that can be used for the UPnP communication,
both the NCAP Device and the Control Point use the Windows SDK function
gethostbyname() that returns the lists of the IP addresses used by the PC Workstation.

5.1.1 Discovery of NCAP Device

When a NCAP Device starts to work it sends two types of messages: byebye and
alive. The point of sending byebye messages is to cancel all opened UPnP
communications that were opened in the previous session of the Device work. The afive
messages advertise the presence of the Device and all available Device services. Both

byebye and alive messages are sentusing multicast addresses.

When a NCAP Device starts to work it sends two types of messages: byebye and
alive. The point of sending byebye messages is to cancel all UPnP communications that
were opened in the previous session. The alive messages advertise the presence of the
Device and all available Device services. Both byebye and alive messages are send by
using the multicast address: 239.255.255.250:1900. This address is a standard address
and it is defined by the UPnP committee.

The first message to send is byebye, followed by alive. The NCAP Device sends
two identical groups of byebye and alive messages. Each group consists of six messages.
The first message is send to the rootdevice that defines the main access point to the

device. The next two messages are sent to the NCAP device itself — one message is send
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using the Device UUID and the second using the Device name. The last three messages
are sent for each of these device services - Actuator STIM service, ControlSTIM service

and SensorSTIM service.

The format of the byebye message is as shown below:
NOTIFY * HTTP/1.1
HOST: 239.255.255.250:1900
NTS: ssdp:byebye
USN: uuid:<uuid of NCAP device> :upnp:<name of device or service>
NT: upnp: :<nameof device or service>

Content-Length: 0

where :<name of device or service> can have the following name : rootdevice, <uuid of
device>, ActuatorSTIM, ControlStatusSTIM and SensorSTIM.

The format of alive messages is as follows:

NOTIFY * HTTP/1.1

LOCATION: http://192.168.62.65:54376/

HOST: 239.255.255.250:1900

SERVER: WINDOWS, UPnP/1.0

NTS: ssdp:alive

USN: uuid:<uuid of device>:mpnp:<name device or service>
CACHE-CONTROL: max-age=1800

NT: upnp:rootdevice

where <name of device or service> can have following name : rootdevice, <uuid of

device>, ActuatorSTIM, ControlStatusSTIM and SensorSTIM.

If the NCAP Control Point has already started it requests for the Device’s

Description. Otherwise the NCAP Device switches itself to the waiting mode.
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When the NCAP Control Point starts, it sends the “M-SEARCH” message for the
discovery of an NCAP Device. The format of the “M-SEARCH” method is as follows:

M-SEARCH * HTTP/1.1

MX: 3

ST: urn:schemas-upnp-org:device:NCAP_device:1

HOST: 239.255.255.250:1900

MAN: "ssdp:discover”

If the NCAP Device has already started it responds with following message:
HTTP/1.1 200 OK

LOCATION: http://192.168.62.65:50823/

EXT:

SERVER: WINDOWS, UPnP/1.0, Intel MicroStack/1.0.1545

USN: uuid:13¢921d3-8413-46ed-914d-¢02db930ee09::urn:schemas-upnp-
org:device:NCAP_device:1

CACHE-CONTROL: max-age=1800

ST: urn:schemas-upnp-org:device:NCAP_device:1
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Figure 17 shows the discovery phase of the NCAP Device. The NCAP Device
starts and sends two types HTTP messages — byebye and alive. The byebye messages are
sent to cancel all previous opened comnections to NCAP Control Points. The alive
messages are sent to notify that the NCAP Device starts to work. Getting a Description

request message the NCAP Device goes to the Description phase.
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Figure 17. Algorithm of NCAP Device Discovery phase.
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Figure 18 shows the discovery phase of the NCAP Control Point.
The NCAP Control Point starts and sends “M-SEARCH” message to discovery a
NCAP Device. After receiving an afive message the NCAP Control Point goes to the

Start NCAFR
Control Point

Send "M-SEARCH"
message

Description phase.

!

Receive Device's
alive messages?

No

Go to the Description
phase

Figure 18.Algorithm of NCAP Control Point discovery phase
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5.1.2 Description phase

In the emulation model the NCAP Device offers three services:
ControlStatusSTIM, ActuatorSTIM and SensorSTIM.

The ControlStatusSTIM emulates the META-TEDS. Table 20 contains the list of
ConirolStatusSTIM signals.

N | Name of signal Direction Description

1 | Disable Hardware Error Bit | out Switch off the Hardware Error Bit

2 | Enable Hardware Error Bit | out Switch on the Hardware Error Bit

3 | Enable all channels in

4 | Disable all channels in

5 | Calibrate all channels n

6 | Reset STIM in Reset NCAP device

7 | STIM event out

8 | STIM event missed out Send in the case when the device could not
send a STIM event

Table 20 Signals of ControlStatusSTIM service

The ActuatorSTIM service emulates an actuator channel. Table 21 contains the

list of ActuatorSTIM signals.

N | Name of signal Direction | Description

1 | Disable Hardware Error Bit | out Switch off Hardware Error Bit of the channel

2 | Enable Hardware Error Bit | out Switch on Hardware Error Bit of the channel

3 | Enable channel in

4 | Disable channel in

5 | Calibrate channel in

6 | Parameter value in Value of Actuator’s parameter. The value is
send from NCAP Control Point to NCAP
Device

Table 21 Signals of ActuatorSTIM service
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The SensorSTIM service emulates a sensor channel. Table 22 provides the list of

SensorSTIM service signals.

N | Name of signal Direction | Description

1 | Disable Hardware Error Bit out Switch off Hardware Error Bit of the channel

2 | Enable Hardware Error Bit out Switch on Hardware Error Bit of the channel

3 | Enable channel in

4 | Disable channel in

5 | Calibrate channel in

6 | UpdateAndRead n NCAP Device receives this signal
immediately update the current value of
sensor and send to NCAP Control Point

7 | Sensor parameter out Value of sensor

8 | Sensor read event out Event is send when NCAP Device finishes to
read sensor value

9 | Sensor missed read event out Event is send if the device fail to send
Sensor read event

Table 22 Signals of SensorSTIM service

After completing the discovery phase, the NCAP Control Point sends a request to
obtain Descriptions of the Device and its services. Such requests are sent in the form of
HTTP commands. Requests to obtain the NCAP Device Description resemble the

following commands:

GET/HTTP/1.0
Host: 192.168.62.65:61745
User-Agent: WINDOWS, UPnP/1.0

A request to get the Device service’s Description has following look:
GET /<name of device’s service>/scpd.xml HTTP/1.0

Host: 192.168.62.65:61745
User-Agent: WINDOWS, UPnP/1.0
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where <name of device’s service> - can be either SensorSTIM, ControlStatusSTIM or

ActuatorSTIM.

The NCAP Device receiving the requests responds by sending HTTP messages
that contain Descriptions for the Device and the services of each . The HTTP message

that sends the Device Description has following look:

HTTP/1.0 200 OK

CONTENT-TYPE: text/xml

Server;: WINDOWS, UPnP/1.0

<?xml version="1.0" encoding="utf-8"7>

<root xmlns="urn:schemas-upnp-org:device-10">
<specVersion><major>1</major><minor>0</minor></specVersion>
<device><deviceType>urn:schemas-upnp-org:device:NCAP_device:1</deviceType>
<friendlyName>%s</friendlyName>

<manufacturer>University of Ottawa</manufacturer>
<manufacturerURL>http://www.uottawa.com</manufacturerURL>
<modelDescription>NCAP UPnP emulation device W

indows version</modelDescription>

<modelName>NCAP UPnP </modelName>

<modelNumber>A 1</modelNumber>
<serialNumber>0000001</serialNumber>
<UDN>uuid:13¢921d3-8413-46ed-914d-¢02db930ee09</UDN>
<serviceList><service><serviceType>urn:schemas-upnp-org:ActuatorSTIM::1
</serviceType>

<serviceld>urn:upnp-org:serviceld: ActuatorSTIM.0001</serviceld>
<SCPDURL>ActuatorSTIM/scpd.xml</SCPDURL>
<controlURL>ActuatorSTIM/control</controlURL>
<eventSubURL>ActuatorSTIM/event</eventSubURL></service><service>
<serviceType>urn:schemas-upnp-org:ControlStatusSTIM:: 1</service Type>

<serviceld>urn:upnp-org:serviceld:ControlStatusSTIM.0001</serviceld>
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<SCPDURL>ControlStatusSTIM/scpd. xml</SCPDURL>
<controlURL>ControlStatusSTIM/control</controlURL>
<eventSubURL>ControlStatusSTIM/event</eventSubURL>

</service>

<service><serviceType>urn:schemas-upnp-org:SensorSTIM:: 1</serviceType>
<serviceld>urn:upnp-org:serviceld:SensorSTIM.0001</serviceld>
<SCPDURL>SensorSTIM/scpd.xml</SCPDURL>
<controlURL>SensorSTIM/control</controlURL>
<eventSubURL>SensorSTIM/event</eventSubURL>

</service></serviceList></device></root>

The NCAP Device Description includes general information about the Device and

the list supported services.

The HTTP message that sends the SensorSTIM services Descriptions has the

following look:

HTTP/1.0 200 OK

CONTENT-TYPE: text/xml

Server: WINDOWS, UPnP/1.0

Content-Length: 1882

<?xml version="1.0" encoding="utf-8"7>

<scpd xmins="urn:schemas-upnp-org:service-1-0">
<specVersion><major>1</major><minor>0</minor></specVersion>
<actionList>

<action><name>CalibrateChannel</name></action>
<action><name>DisableChannel</name></action>
<action><name>EnableChannel</name></action>
<action><name>ReadParameter</name>
<argumenilist><argument><name>ReadParameterValue</name>
<direction>mn</direction>

<relatedStateVariable>ParameterValue</relatedStateVariable></argument>
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</argumentList></action>
<action><name>ResetChannel</name></action>
<action><name>SensorEvent</name>

<argumentL ist><argument><name>SensorReadEventBit</name>
<direction>in</direction>
<relatedStateVariable>SensorReadEvent</relatedStateVariable>
</argument></argumentList></action>
<action><name>SensorHardwareError</name><argumentList>
<argument><name>HardwareErrorBit</name><direction>in</direction>
<relatedStateVariable>HardwareError</relatedStateVariable></argument>
</argumentList></action><action>

<name>SensorMissedEvent</name>
<argumentList><argument><name>SensorReadMissedEventBit</name>
<direction>in</direction>
<relatedStateVariable>SensorReadMissiedEvent</relatedState Variable></argument>
</argumentList></action>

<action><name>Update AndReadParameter</name>
<argumentList><argument><name>UpdateAndReadParameterValue</name>
<direction>in</direction>
<relatedStateVariable>ParameterValue</relatedState Variable></argument>
</argumentList></action></actionList>

<serviceStateTable><stateVariable sendEvents="yes">
<name>SensorReadMissiedEvent</name><dataType>boolean</dataType>
</stateVariable>

<stateVariable sendEvents="yes"><name>HardwareError</name>
<dataType>boolean</dataType></stateVariable>

<stateVariable sendEvents="yes"><name>SensorReadEvent</name>
<dataType>boolean</dataType></stateVariable>

<stateVariable sendEvenis="no"><name>ParameterValue</name>

<dataType>id</dataType></stateVariable></serviceStateTable></scpd>
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The HTTP message that sends the ControlStatusSTIM service description has a
following look:
HTTP/1.0 200 OK
CONTENT-TYPE: text/xml
Server: WINDOWS, UPnP/1.0
Content-Length: 1310

<?xml version="1.0" encoding="ut{-8"7>

<scpd xmins="urn:schemas-upnp-org:service-1-0"><specVersion><major>1</major>
<minor>0</minor></specVersion>

<actionList><action><name>Callibrate AllChannels</name></action>
<action><name>DisableAllSensors</name></action>
<action><name>EnableAllSensors</name></action>
<action><name>ResetSTIM</name></action>

<action><name>STIMEvent</name>
<argumentList><argument><name>EventBit</name>

<direction>in</direction>
<relatedStateVariable>STIMEvent</relatedStateVariable></argument></argumentList>
</action>

<action><name>STIMEventMissed</name>
<argumentList><argument><name>EventMissedBit</name><direction>in</direction>
<relatedState Variable>STIMEventMissed</relatedStateVariable></argument>
</argumentList></action>

<action><name>STIMHardwareError</name>
<argumentList><argument><name>HardwareError</name>
<direction>in</direction><relatedStateVariable>HardwareErrorBit

</relatedState Variable></argument></argumentList></action></actionList>
<serviceStateTable><stateVariablesendEvents="yes"™>
<name>STIMEventMissed</name>
<dataType>boolean</dataType></stateVariable>

<stateVariable sendEvents="yes"><name>STIMEvent</name>
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<dataType>boolean</dataType></stateVariable>
<stateVariable sendEvents="yes"><name>HardwareErrorBit</name>

<dataType>boolean</dataType></stateVariable></serviceState Table></scpd>

The HTTP message that sends the ActuatorSTIM service Description is presented

in the following:

HTTP/1.0 200 OK
CONTENT-TYPE: text/xml
Server: WINDOWS, UPnP/1.0
Content-Length: 971

<7xml version="1.0" encoding="utf-8"?>

<scpd xmlns="urn:schemas-upnp-org:service-1-0"><specVersion><major>1</major>
<minor>0</minor></specVersion><actionList><action><name>

CalibrateChannel </name></action>
<action><name>DisableChannel</name></action><action><name>EnableChannel
</name></action>
<action><name>SensorHardwareError</name><argumentList><argument>
<name>HardwareErrorBit</name><direction>in</direction><relatedState Variable>
HardwareError</relatedStateVariable></argument></argumentList></action>
<action><name>WriteParameter</name>
<argumentList><argument><name>ActuatorParameterValue</name>
<direction>in</direction><relatedState Variable>ParameterValue</relatedStateVariable>
</argument></argumentList></action></actionList>
<serviceStateTable><stateVariable sendEvents="yes"><name>HardwareError
</name><dataType>boolean</dataType></stateVariable>

<stateVariable sendEvents="no"><name>ParameterValue</name>

<dataType>id</dataType></stateVariable></serviceStateTable></scpd>
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Figure 19 depicts the algorithm of the NCAP Device’s Description phase.

When the NCAP Device goes to the Description phase it waits to get a “Get
Description” message. After getting the message the NCAP Device analyzes the type of
the message. The message can be either a request to get the Device Description or one of
the Service Descriptions. The Service Description can be Control/StatusSTIM,
ActuatorSTIM or SensorSTIM. For each request the NCAP Device sends a respective

Description.

Figure 20 depicts the algorithm of the NCAP Control Point Description phase.
After discovery the NCAP Device The NCAP Control Point sends the requests to get
Descriptions of the NCAP Device and Services. After sending the requests the NCAP
Control Point waits the messages from the NCAP Device that contain the Device and
Services Descriptions. The NCAP Control Point keeps and uses the Device and Services

Descriptions to communicate with the NCAP Device.
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5.1.3 Design of Publishing/Subscription and Event communication models

An NCAP Device plays the role of a Publisher and an NCAP Control Point as a
Subscriber. The Control Point sends a Subscription request for each NCAP Device
service. The NCAP Device accepts the request and sends an “Event message” to the
Control Point when an event occurs.

The Subscription request sent by the Control Point, is similar :

Send: SUBSCRIBE /<name of a Device service>/event HTTP/1.0
HOST: <IP address of the Device>:50519

NT: upnp:event

TIMEOUT: Second-180

User-Agent: WINDOWS, UPnP/1.0

CALLBACK: <http://<IP address of the Control Point>:52902/<name of a Device
service>/event>

Where <name of a Device service> can be either ControlStatusSTIM,

ActuatorSTIM or SensorSTIM.

The NCAP Device receiving the Subscription request sends a confirmation of
registration of the Subscription and all initial states of parameters that trigger events. An
event message has a following look:

NOTIFY /ControlStatusSTIM/event HTTP/1.1

HOST: <IP address of the Control Point>:61125

Content-Type: text/xml

NT: upnp:event

NTS: upnp:propchange

SID: uuid:2

SEQ: 3

Content-Length: 162

<7xml version="1.0" encoding="utf-8"7>

<e:propertyset xmins:e="urn:schema-upnp-org:event-1-0"><e:property>
<name of parameter>value of parameter</ name of parameter ></e:property>

</e:propertyset>



Figure 21 depicts the algorithm of the NCAP Control Point Subscription phase.
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Figure 22 depicts the algorithm of the NCAP Device Publisher phase.
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To unsubscribe from the reception of events, the Control Point sends an HTTP

message of following format:

UNSUBSCRIBE /<name of service>/event HTTP/1.0
HOST: <IP address of the Control Point>:63128
User-Agent: WINDOWS, UPnP/1.0

SID: vuid:5

The NCAP Device receiving the Unsubscribe message then removes the NCAP
Control Point from the Subscriber List and sends an HTTP OK message.
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5.2 Implementation of NCAP Device

The NCAP Device is developed as a Dialog Windows Application and emulates
an NACP UPnP Device. The application has three services — ControlStatusSTIM,
ActuatorSTIM and SensorSTIM.

The ControiStatusSTIM contains signals belonging to Meta —~ TEDS:
HardwareErrorBit, STIMEvent, STIMMissedEvent and  StatusSTIM. The
HardwareErrorBit represents an event signal that indicates the state of all hardware in the

system. If signal is high it indicates that some part of hardware is not functioning well.

STIMEvent is an event signal generated when an event occurs in any of the
system channels. STIMMissedEvent is an event signal, generated when an event occurs

in any of the channels, but the system fails to generate a STIMEvent.

StatusSTIM is an input signal that changes the status of STIM according to a
received variable of the status from an NCAP Control Point. StatusSTIM manages four
defined states of STIM: EnableAllChannel, Disable AllChannel, CalibrateAliChannel and
RestSTIM. Figure 23 shows the main dialog of the application containing a
ControlStatusSTIM service.

The HardwareErrorBit is presented by a GroupBox that contains two Radio
Buttons - Enable HardwareErrorBit and Disable HardwareErrorBit. A user can change
the status of the Hardware Error Bit by clicking on Enable or Disable Radio Buttons.

The STIMEvent and STIMEventMissed signals are presented by Buttons. A user clicking
on one of the Buttons can generate an event to connect to the NCAP Control Point. The
Dialog contains the StatusSTIM window showing the current status of the Device. Any

NCAP Control Point that is connected to the NCAP Device can change the status.

In addition to the described signal the Dialog has a window that shows the
number of connected NCAP Control Points and two Buttons that call the ActuatorSTIM

service and SensorSTIM service Dialogs windows.
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The ActuatorsSTIM dialog emulates an Actuator channel and contains
HardawareErrorBit, ActuatorState and ValueToWrite signals. The HardawareErrorBit is
an event signal that indicates the state of channel hardware. The ActuatorState is an input
variable and presents the current state of the Actuator channel. It can have following
values: Enable Channel, Disable Channel and Calibrate Channel. The ValueToWrite is
an input signal and presents a value to write into an actuator. The value is sent by an

NCAP Control Point. Figure 24 shows the ActuatorSTIM dialog.
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The SensorSTIM dialog emulates a Sensor channel. It contains HardwareErrorBit,
SensorReadEvent, SensorMissedEvent, SensorState, UpdateAndRead and

SensorParameter signals.

The HardwareErrorBit is an event signal indicating the state of the sensor

hardware.

The SensorReadEvent is an output event signal, which is sent to an NCAP
Control Point when the sensor finishes its read cycle. The SensorMissedEvent is
sentwhen the NCAP Device fails to send SensorReadEvent. . The SensorState is an input
variable and presents the cutrent state of the Sensor channel It can have following

values: Enable Channel, Disable Channel and Calibrate Channel.

The UpdateAndRead is an input signal that tells the Device to force the sensor to

read its parameter and sends new values to the subscribed NCAP Control Points.
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The SensorParameter emulates the sensor hardware and is presented as a Slide
Control in the SensorSTIM dialog. The position of the Slide Control defines a sensor
value. Figure 25 shows the SensorSTIM Dialog:

.

Sensot paramebst

 Actuator charmel

Figure 28 SensorSTIM dialog

5.2.1 Program design of NCAP Device

The NCAP UPnP Device is developed as a Windows OS application. The
Application uses the Windows TCP/IP stack to provide Internet communication and its
own UPnP library to make UPnP communication. During the design of the Device we do
not focus on creating multitasking applications, and consider doing it in the next version
of the Device. Thus the Device application uses the blocking functions of the TCP/IP

stack.
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To simplify the design we do not use native classes of IEEE 1451.1 standard as

parents classes. Instead, we declare new inherited classes of the UPnP Smart Sensor (the

section 4.2) as base classes. The implementation of emulated UPnP NCAP Devices

consists of following classes:

UPnPNCAP class. The class presents a functionality of UPnP NCAP (see the

section 4.3.1).

UpnPWebServer class. The class presents a functionality of Web Service class
(see the section 4.3.5).

UpnPPublisher class. The class presents a functionality of UPnP Publisher Port
class (see the section 4.3.3).
UPnPXMLSupport class. The class presents a functionality of XML File class

(see the section 4.3.6).

ActuatorSTIM class. The class presents a functionality of Parameter with Update
Class (see the section 3.1.4.6.3) and also plays a role of an applied class of the
ActuatorSTIM dialog.

SensorSTIM class. The class presents a functionality of Parameter with Update
Class (see the section 3.1.4.6.3) and also plays a role of an applied class of the
SensorSTIM dialog.

CGuiDialogNCAPDeviceDlg class. The class is an applied class of ControlSTIM
dialog.

CGuiDialogNCAPDeviceApp class. The class is the class that starts and runs
UPnP NCAP Device application.

The application also includes the list of supported functions that are not parts of

designed classes for a efficiency reasons. Some of these functions are

CommunicationTread and callback functions. The CommunicationTread functionis a

function that runs UPnP communication in a separate thread. Callback functions are used

as a convenient and efficient method of treating UPnP messages. Because of the blocking

nature of used TCP/IP functions, all UPnP communications are organized in a

CommunicationTread function that runs as a Windows thread and has an infinite loop to

manage TCP/IP connections. The infinite loop sends HTTP send messages and gets

HTTP received messages. For each message received or those intended to be sent, a
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UPnP message CommunicationThread calls a call back function. The Figure 26 depicts

the algorithm of the CommunicationThread function.
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Figure 26. Algorithm of CommunicationThread function of NCAP Device
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5.2.1.1 ControiStatusSTIM dialog window

The ControlStuatusSTIM window is a GUI interface of the ControlStatus service.
The dialog contains graphical controls that present all parameters of the service. They are
Hardware Error Bit, Status STIM, STIM event and STIM missed event. In addition to the
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service parameters controls, the dialog contains a Static control to show the number of

connected NCAP Control Points and two Buttons controls to run Actuator and Sensor

service dialogs. Figure 27 presents a working algorithm of the ControlStatusSTIM dialog.
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5.2.1.2  Actuator channel window

The Actuator channel dialog provides a GUI interface of the ActuatorSTIM

117

service. The dialog contains graphical controls that represent ActuatorSTIM parameters

and provides the opportunity to a user to control these parameters. Figure 28 depicts an

algorithm of the Actuator channel dialog.
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Figure 28. Algorithm of Actuator channel dialog.

The dialog is called from the ControlStatusSTIM dialog window and returned to

its parent window when the work finishes.
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5.2.1.3 Sensor channel dialog window

The Sensor channel dialog window presents the GUI of the SensorSTIM service.
The GUI contains Windows controls that allow control the parameters of the service. The

dialog includes the following controls:

-Hardware Error Bit. This parameter is presented by two Radio Buttons — Disable
and Enable. Each Radio Button generates an event to the subscribed NCAP Control

Points.

- Sensor Status. This is an input parameter and is presented by an Edit control. A

subscribed NCAP Control Point could change a value of the control.

- Sensor parameter. This is Slide control. The current position of the control is

defined by the sensor parameter.

- Sensor read event. This event is represented by a Button control. Clicking on the
button generates an event. The event reads the Sensor Slide control and sends the sensor

value to the subscribed Control Point.

-Sensor missed event. Like the Sensor read event, this is presented by a Button

Control. This event is sent when the NCAP Device fails to send the Sensor read event.

The following page shows the algorithm of Sensor channel dialog.
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5.3 The implementation of NCAP Control Point

The NCAP Control Point is designed and developed as a Windows dialog
application. Unlike the NCAP Device, it has only one window that is split into three
parts: Control/Status STIM panel, Actuator channel panel and Sensor channel panel.
Figure 30 shows how the NCAP Control Point dialog looks.
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Figure 30. NCAP Control Point dialog

The Control/Status STIM panel allows a user to work with the
ControlStatusSTIM service of NCAP Device. It contains four control Button controls,
one graphical image window and two Edit windows. The Button controls are used to
manage the status of STIM. One control is useed for each state of the status. There are
four Buttons: Enable all channels, Disable all channel, Calibrate all channel and Reset

STIM.
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The graphical image window shows a state of the Hardware Error Bit of the
ControlStatusSTIM service. The green color represents the disable state of the Hardware
Error Bit and the red color represents the enable state of the parameter.

The Edit windows shows the number of received STIM and STIM missed events.
When the NCAP Control Point receives an event it increases the number in a window.

The Actuator panel is presented a GUI to work with the ActuatorSTIM service of
the NCAP Device. The panel has three Buttons, one graphical image window and a Slide
controls. The Button controls are used to manage the status of Actuator channel. There
are three Buttons: Calibrate channel, Disable channel and Enable channel.

The graphical image window shows a state of the Hardware Error Bit of the
ActuatorSTIM service. The green color presents the disable state of the Hardware Error
Bit and red color represents the enable state of the parameter.

The Slide control is used to set up an Actuator parameter. When a user moves the
Slide, the NCAP Control Point sends a notification to the NCAP Device about the change
of the Actuator parameter.

The Sensor panel is a GUI that is used to control a Sensor channel. It has four
Button controls, one graphical image window and three Edit controls.

The Button controls are used to manage the status of Sensor channel. There are
four Buttons: Calibrate channel, Disable channel, Enable channel and UpdateAndRead.
Clicking on the UpdateAndRead Button, a user sends a notification to the NCAP Device.
The notification tells the Device to read the sensor parameter and to send a read
parameter to the NCAP Control Point.

The graphical image window shows a state of the Hardware Error Bit of the
SensorSTIM service. The green color represents the disable state of the Hardware Error
Bit and red color presents the enable state of the parameter.

Two Edit windows show the numbers of received Sensor read and missed Sensor
read events. The third Edit window shows a value of the Sensor parameter. The value is

received from the Sensor read event message.
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5.3.1 Program design of NCAP Control Point

NCAP Control Point is designed according to section 4 “Modification to the IEEE

1451.1 Standard”. To simplify the design for current implementation of the NCAP

Control Point we do not provide the whole hierarchy of the standard classes. Instead we

design the modified UPnP classes from section 4 as base classes. The implementation of

NCAP Control Point includes following classes:

UPnPNCAPClient. This class represents a UPnP NCAP class

UpnPClientPort. This class represents a UPnP Client Port (see the section 4).
UpnPSubscriber. This class represents a UPnP Subscriber Port(sec the section 4).
UPnPClientXML. This represents an XML class (see the section 4).

In addition to the base UPnP NCAP classes, the implementation contains classes and

functions that provide an interface to the Windows OS. They are:

CGuiDialogNCAPControlPointApp class. The class provides the starting
functions of the application.

CGuiDialogNCAPControlPointDlg. This is a dialog interface class that provides
program communication with the controls of the dialog.

CommunicationThread function. This is a thread function that runs all UPnP
communication of the NCAP Control Point. To simplify our design, we use
blocking version of the TCP/IP socket. Figure 31depicts the algorithm of the
CommunucationThread function.

Call back functions that are used in UPnP communication but are not parts of
NCAP Conirol Point functions. These functions are used as an efficient method of

treatment of UPnP messages.

As we mentioned earlier the NCAP Control Point is designed as a Window

application containing one dialog. The dialog is 2 GUI and it is split into three panels.

Each panel presents one of the NCAP Device services: ControlStatusSTIM,
ActuatorSTIM and SensorSTIM.
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Figure 31ldepicts the algorithm of the CommunucationThread function. The
function starts during the initialization of the NCAP Control Point. After starting the
function sends the “M-SEARCH” message and goes to the infinite loop. The loop
contains two receiving and sending messages branches. If there is any message in the
TCP/IP socket the function goes to the receive messages branch. If there is any ready to
send message the function goes to the sending messages branch.

The receive message branch analyzes the type of the received message. If
the message belongs to the group of “HTTP alive message” the CommunicationThread
function prepares the “Get Description” message. If the received message is the “HTTP
NOTIFY Description” message the function prepares the “HTTP Subscribe” message. If
the received message is the “HTTP GET” message the function reads a requested
Parameter and prepares to send the “HTTP NOTIFY” message that contains the value of
the Parameter. If the received message is the “HTTP NOTIFY” message the function
validates the received Parameter, changes the value into the Parameters window and
prepared to sends the “HTTP OK” message. All prepared messages the function puts into
the ready to send message queue.

The sending message branch sends all available messages from the ready to send
message queue.

Figure 32 depicts an algorithm of the NCAP Control Point Dialog. The dialog
starts during the initialization of the NCAP Control Point application and goes to the
infinite loop. The dialog consists of three panels,one panel for each service. In the
beginning of the loop the dialog checks if the mouse is clicked. If it is, the dialog checks
on which panel the mouse is clicked. If the mouse is clicked on the ControlStatusSTIM
panel, the dialog goes to the function that treats the ControlStatus STIM service
Parameters. If the mouse is clicked on the ActuatorSTIM panel, the dialog goes to the
function that treats the ActuatorSTIM service Parameters. If the mouse is clicked on the
SensorSTIM panel, the dialog goes to the function that treats the SensorSTIM service

Parameters. The dialog terminates if a user clicks on either “OK” or “Cancel” button.
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Figure 33 depicts an algorithm of Control/Status STIM panel of NCAP Control
Point application. The algorithm contains two branches. The first branch checks received
messages that belong to the Control/Status Service. The second branch checks mouse’s
clicks on the panels Windows Controls.
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The panel could receive “Hardware Error Bit State”, “STIM event”, or “STIM
missed event” messages. If the panel received the “Hardware Error Bit State” message it
changes the colour of the Image Windows Control according to the received value. If the
panel receives the value equal one it changes the colour to green. Otherwise it changes
the colour to red. If the panel receives the “STIM event” message it increments the value
in the “STIM event” Windows Control. If the panel receives the “STIM missed event”

message it increments the value in the “STIM missed event” Windows Control.
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If a user clicks on one of panels Button the panel generates a respective “HTTP
NOTIFY” message to the NCAP Device. The message could be either “Calibrate all

channels”, “Enable all channels”, “Disable all channels” or “Reset all channels”.
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Figure 34 depicts an algorithm of Actuator panel of NCAP Control Point
application. The algorithm has two branches. The first branch treats the panels received
panel messages. The second branch treats users mouse’s clicks. The panel can receive
only one type of a “HTTP NOTIFY” message. It is “Hardware Error Bit state change”
message that signals about the changing of the “Hardware Error Bit” ActuatorSTIM
Parameter. The panel changes the colour of the Image Windows Control according to the
received value. If the panel receives the value equal one it changes the colour to green.
Otherwise it changes the colour to red.

If a user clicks on either one of panels Button or moves the “Actuator Parameter”
Slide the algorithm goes to the second branch. If one of panels Button is pushed the panel
generates a respective “HTTP NOTIFY” message to the NCAP Device. The message
could be “Calibrate channel”, “Enable channel” or “Disable channels™. If the “Actuator
Parameter” Slide is moved the panel generates the “HTTP NOTIFY” message that is sent
to the NCAP Device. The message contains the value of the changed Parameter.

Figure 35 depicts an algorithm of Sensor panel of NCAP Control Point
application.

The algorithm includes two branches. The first branch treats the received Sensor
panel messages. The second branch treats users mouse’s clicks. The panel could receive
“Sensor event”, “Sensor missed event”, “Sensor parameter” or “Hardware Error Bit state
change” messages. If the panel receives “Sensor parameter” message it updates the value
in the “Sensor parameter” window. If the panel received “Sensor event” message it
increments the value in the “Sensor event” window. If the panel receives “Hardware
Frror Bit state change” message it changes the colour in the Image Window Control
according to the received value. If the panel receives the value equal one it changes the
colour to green. Otherwise it changes the colour to red. If the panel received “Sensor
missed event” message it increments the value in the “Sensor missed event” window.

If a user clicks on one of panels Button the panel generates a respective “HTTP
NOTIFY” message to the NCAP Device. The message could be either “Calibrate

channel”, “Enable channel”, “Disable channels” or “Update and read”.
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6 Conclusions and Recommendations for Future Work

The focus of this thesis was on the enhancement of the network capabilities of
Smart Sensor devices. The IEEE 1451.1 standard, which belongs to the Smart Sensor
group of standards, is responsible for network communications of th Smart Sensor. It
defines two communication models, the client-server and the publisher-subscriber, but it
does not specify a mechanism to register and manage the devices in the network. There
are several technologies that are capable of bringing these devices into a network. One
such technology is the Universal Plug and Play architecture. We chose UPnP as the
network mechanism used to enhance Smart Sensor devices because it is platform and
programming language independent.

To provide network Plug and Play capabilities to Smart Sensor devices, we
modified the Common Object Model of IEEE 1415.1, which provides the specification to
design the network communications of IEEE 1451 devices. Modifications were made
this paper by creating new classes for IEEE 1451.1 that support UPnP features. We kept
the existing [EEE 14151.1 client-server and publisher-subscriber communication models,
but made them UPnP capable. In our proposal, the client-server model used the UPnP
Control function while the publisher-subscriber model used the UPnP Event function. We
also added new classes that supported the Addressing and Discovery functions that are
absent in IEEE 14151.1. The Addressing function of a Smart Sensor device defines the
mechanism allowing for t he reception of automatically generated IP addresses. The
Discovery function provides the registration of a Smart Sensor device within the network.
This function not only announces the presence of the device but also, if required,
provides the device specification.

UPnP uses HTTP protoco! for communication, and the data transferred is in XML
format. We defined a new class for IEEE 1451.1 that treats XML documents. The class
composes an XML document for sending data.. When the Smart Sensor device receives
data from the network, the class retrieves the useful information from the received XML

document.
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Because the UPnP device works as a web server, we introduced an IEEE 1451.1
class that supports web server capabilities for Smart Sensor. To make Smart Sensor work
as an UPnP device, a Smart Sensor Device template meeting the requirements of the
UPnP committees was developed.

To prove our work, we developed prototypes of a UPnP Smart Sensor device and
a UPnP Smart Sensor control point that work in a Windows environment.

These modifications allow design Smart Sensor devices, which can be easily
connected to the Internet, while minimizing implementation effort.

We also consideredthe possible extensions of our work. In addition to the
developed prototypes, it is possible design and develop a concrete implementation of a
UPnP Smart Sensor device. One of the hardware options under consideration is an
FPGA. Implementing UPnP in Wireless Smart Sensor devices may also be considered
[421[43].

Having realized a real-world Smart Sensor implementation, we may consider
expanding our efforts towards designing a solution that will provide UPnP capabilities to
a wide range of devices. This solution will include both hardware complete with a
network interface, and an input/output bus to connect devices that do not have network
capabilities. We can also develop software that can bring UPnP features to devices
connected to the input/output bus.

This could bring enormous benefits to companies that want to add UPnP features

to their manufactured devices.
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