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Abstract

Ensuring the safety of autonomous vehicles in complex and uncertain environments re-
mains a critical challenge. While ISO 26262 provides a robust framework for functional
safety, it primarily focuses on hazards arising from hardware or software malfunctions.
The Safety of the Intended Functionality (SOTIF), defined in ISO 21448, extends the tra-
ditional ISO 26262 safety framework by addressing hazards that arise from performance
limitations and functional insufficiencies, even in the absence of system faults. Addressing
such hazards requires methodologies that go beyond traditional fault-based analysis and are
capable of representing uncertainty and causal dependencies. Fault Tree Analysis (FTA) is
a widely used safety assessment method within ISO 26262 Functional Safety (FuSa) frame-
work. However, traditional FTA is limited by its binary event structure, static assumptions
and inability to capture probabilistic dependencies between variables. These limitations
constrain its applicability in SOTIF-related safety analysis, where context-dependent and
performance-driven hazards are critical. By integrating FTA with Bayesian Network (BN),
these limitations can be addressed, that enabling probabilistic inference, representation of
causal dependencies, and dynamic risk quantification. This thesis proposes an integrated
methodology that combines FTA with BN to support probabilistic safety analysis in align-
ment with SOTIF principles. The approach remains the deductive, structured hierarchy
of FTA while incorporating the probabilistic reasoning capabilities of BN. This integration
enables the representation of multi-state variables, explicit modeling of interdependencies,
and dynamic risk quantification through Bayesian inference. The proposed methodology is
validated through two case studies. The first focuses on collision scenarios in autonomous
driving to demonstrate the integration of FTA with BN, the result shows the perception
system is the main contributor to collision risk in autonomous vehicles. The second case
study examines object detection failure to evaluate the framework’s alignment with SO-
TIF principles by modeling performance limitations and triggering conditions. Results
show that adverse weather and occlusion are the most significant contributors to object
detection failures, with posterior probabilities of 45.76% and 58.72%, respectively. The
findings demonstrate the framework’s ability to capture causal relationships and provide
both qualitative and quantitative insights of SOTIF-related hazards. By aligning with
I[SO 26262 and ISO 21448, this research advances a comprehensive and extensible safety
assessment approach that accounts for both fault-based and performance-based hazards in
autonomous vehicle systems.
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Chapter 1

Introduction

1.1 Background and Motivation

The rapid development of autonomous vehicles has brought significant advancements in
modern transportation. Autonomous vehicles have the potential to significantly improve
road safety, reduce traffic congestion, and enhance mobility for various user groups. How-
ever, the deployment of autonomous vehicles in real-world scenarios introduces a range of
complex safety challenges. Autonomous vehicle systems must consistently perceive, inter-
pret, and respond to a variety of dynamic and unpredictable environmental conditions [73].

To ensure the autonomous vehicle safety, several automotive safety standards such as
ISO 26262 [13] and ISO 21448 [11] has been established. ISO 26262 focus on identifying
and mitigating hazards caused by hardware and software malfunctions in safety-critical
electronic systems. Within this framework, Fault Tree Analysis (FTA) is a widely used
technique for system-level safety assessment [110]. FTA provides a top-down, deductive
method for identifying how combinations of component failures can lead to hazardous
events. It offers a structured and hierarchical representation of failure propagation, en-
ables traceability from system-level failures to root causes, and allows for qualitative and
quantitative risk assessment. These characteristics make FTA particularly valuable in early
system design and safety certification.

Despite its widespread use, FTA is inherently limited when applied to emerging chal-
lenges in autonomous vehicle safety. As autonomous systems increasingly rely on percep-
tion algorithms, sensor fusion, and learning-based components, safety hazards may arise
not from malfunction, but from functional insufficiencies or performance limitations. These



include failures to detect objects due to occlusion, the inability to recognize rare scenarios
not covered during training, or degraded performance under adverse weather conditions.
These scenarios can lead to safety risks even when the system functions as intended.

To address these broader safety concerns, the ISO 21448 standard, also known as the
Safety of the Intended Functionality (SOTIF) is introduced. SOTIF extends the scope
of safety analysis beyond traditional fault-based approaches. It focuses on ensuring the
intended performance of a system under all foreseeable operating conditions. However,
the standard does not prescribe specific tools or quantitative methodologies for analyzing
SOTTF-related hazards. This gap emphasizes the need for a more advanced methodology
that can reason under uncertainty and capture the complex causal factors involved in

SOTIF-related hazards.

1.2 Problem Statement

While FTA remains a valuable method for system-level hazard assessment within the ISO
26262 framework, it exhibits several limitations when applied in the context of SOTIF.
One key limitation is its inability to model uncertainty and event interdependencies. FTA
assumes static system behavior and binary state variables, which are insufficient for model-
ing the dynamic and probabilistic nature of autonomous vehicle operations. Furthermore,
FTA lacks the flexibility to model interdependencies among events or to account for envi-
ronmental and algorithmic factors that affect system performance.

In contrast, Bayesian Network (BN) offers a probabilistic graphical modeling approach
that explicitly captures causal dependencies and conditional probabilities among variables.
BN supports reasoning under uncertainty, updating beliefs based on new evidence, and
performing both predictive and diagnostic inference. These capabilities make BN partic-
ularly well-suited for addressing the safety analysis needs outlined in the SOTIF, where
performance limitations and contextual variability are central concerns. Although tempo-
ral extensions such as Dynamic Bayesian Networks (DBNs) and Hidden Markov Models
(HMMs) offer additional capabilities for modeling sequential dependencies and evolving
system behaviors, this thesis begins with classical BN to establish a solid and interpretable
foundation. BN preserve FTA’s hierarchical structure and allow integration with limited
data, whereas DBNs and HMMs are identified as promising future directions once richer
temporal datasets become available.

Although the FTA-BN integration has been successful in safety-critical domains, such
as Unmanned Aerial Vehicle (UAV) [138], oil and gas domains [3]. However, its application



on autonomous vehicle systems remain underexplored, especially from SOTIF perspectives.
There is currently no standardized methodology that support both qualitative and quanti-
tative evaluation of performance limitations and environmental triggering conditions. This
thesis aims to fill this gap by proposing an integrated framework that combines FTA and
BN to support SOTIF-aligned safety analysis in autonomous vehicles.

1.3 Research Objectives

The primary objective of this thesis is to develop and validate an integrated safety analysis
framework that combines FTA and BN to support SOTIF-aligned safety assessment for
autonomous vehicles. The specific research objectives are as follows:

e To identify and characterize the limitations of traditional FTA in modeling SOTIF-
relevant scenarios;

e To design a structured process for converting FTA modelings into BN representations
that allow probabilistic reasoning;

e To implement and validate the proposed methodology through case studies;

e To conduct both qualitative and quantitative analysis to assess how individual risk
factors contribute to system-level hazards.

1.4 Contributions

This thesis makes the following key contributions toward advancing the safety analysis of
autonomous vehicles:

e An in-depth review of existing safety assessment methodologies is presented, with a
particular focus on FTA, the SOTIF framework (ISO 21448), and their respective
roles in the context of autonomous vehicle safety. The review highlights the limi-
tations of traditional fault-based approaches and identifies a methodological gap in
analyzing performance limitations and context-dependent hazards.

e A novel framework is proposed that integrates FTA with BN to support probabilistic
reasoning under uncertainty that aligns with SOTIF safety analysis. This method-
ology enables the modeling of conditional dependencies, environmental triggering



conditions, and functional insufficiencies, which are the key aspects emphasized in
the SOTIF framework. The proposed approach bridges the gap between deductive
structural modeling and probabilistic causal inference.

e This paper develops a structured process for converting FTA with BN representations
to support both qualitative and quantitative analysis in autonomous vehicle safety.

e This paper validated the proposed methodology with two case studies in autonomous
driving to show the integration is not only feasible, but also practical for analyzing
autonomous vehicle safety.

The proposed methodology is validated through two representative case studies in au-
tonomous driving. The first case study validates the effectiveness of integrating FTA and
BN in the field of autonomous vehicles. The results show that perception system failures,
particularly failure to detect existing objects and object misclassification, are the most
significant contributors to collision risk, accounting for 46.06 FIT. The second case study
focuses on object detection failure, the framework is applied to model triggering conditions,
functional insufficiencies, and failure modes. The results show that adverse weather and
occlusion are dominant contributors to object detection failures, underscoring the impor-
tance of accounting for performance limitations even in the absence of faults. These studies
illustrate the practical applicability of the framework in both qualitative and quantitative
safety analysis.

1.5 Methodology

We present a novel methodology that integrates FTA and BN within the SOTIF framework
to enable both qualitative structure-based analysis and quantitative probabilistic reason-
ing. The methodology begins by identifying SOTIF-related influence factors relevant to
the vehicle’s operational design domain. With input from domain experts, a fault tree is
constructed to capture the causal structure of failures. During the qualitative analysis,
minimal cut sets are extracted to highlight critical combinations of failures. Next, we
convert the fault tree into a BN, enabling probabilistic reasoning and dynamic analysis.
While FTA does provide a form of quantitative analysis, it is inherently limited by its
binary event structure and assumption of independence among failures, making it difficult
to model dependencies, common-cause failure, or multi-state conditions such as varying
weather or occlusion. By contrast, BN allows explicit modeling of conditional dependen-
cies, support both predictive and diagnostic inference, and can incorporate data-driven
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learning to refine conditional probability tables. This makes BN more suitable for address-
ing the uncertainty and variability emphasized in SOTIF. Parameter learning is applied
by combining expert knowledge with empirical data to refine the conditional probability
tables. Iterative refinement ensures continuous improvement with new observations or test
results. Finally, the analysis step identifies high-impact factors, which can directly in-
form safety-driven design decisions. This structured approach bridges FTA and BN under
SOTIF principles, ensuring both qualitative and quantitative safety analysis.

1.6 Thesis Organization

The remainder of the thesis is organized as follows: Chapter 2 provides a comprehensive
literature review covering autonomous vehicle safety, traditional FTA techniques, the SO-
TIF framework, and recent integration approaches using probabilistic modeling. Chapter
3 introduces the integration of FTA and BN, detailing the foundational methodology de-
veloped to support probabilistic reasoning in safety analysis, and validating through a case
study on collision risk in autonomous vehicles. Chapter 4 extends the proposed method-
ology by aligning it with the SOTIF framework. This chapter demonstrates how the
combined FTA-BN approach can be applied to model functional insufficiencies, triggering
conditions, and reasonably foreseeable misuse, which are the key concepts in ISO 21448,
with validation provided through a case study at object detection failure in autonomous
vehicle systems. Chapter 5 concludes the thesis with a summary of findings, limitations of
the current work, and suggestions for future research directions.



Chapter 2

Literature Review

This chapter is the outcome of the following publication: Lansu Dai, and Burak Kantarci,
“A Survey on FEnhancing Autonomous Vehicle Safety through Fault Tree Analysis and
SOTIF Integration”, ACM Journal on Autonomous Transportation Systems. (Submitted)

As autonomous vehicles continue to evolve and integrate into modern transportation
systems, ensuring their safety in uncertain and dynamic environments remains a critical
challenge. FTA is widely applied in autonomous vehicle risk assessments, offering struc-
tured insights into system failure. However, traditional FTA mainly address hardware
and software malfunctions, while hazards arising from functional insufficiencies remain less
systematically explored. The SOTIF, outlined in ISO 21448, focuses on these non-fault-
based hazards. There is a lack of surveys that thoroughly investigate of FTA within the
SOTTIF context to comprehensively address both malfunction-induced and functionality-
induced risks. It is valuable to bridge the traditional risk analysis with SOTIF-specific
hazard evaluation through a dedicated review. This survey reviews the fundamentals and
key challenges of autonomous vehicle systems and FTA, and discusses how FTA can be
adapted to support SOTIF-based safety assessments. Qualitative and quantitative FTA
methods are summarized, along with advanced extensions like BN and Dynamic Fault
Tree Analysis. The survey highlights the critical research trends in integrating FTA with
SOTIF for autonomous vehicle safety assurance. Finally, current challenges, opportunities
and future directions of use of FTA within the SOTIF framework are outlined to enhance
risk analysis frameworks for next-generation autonomous vehicles.



2.1 Introduction

Autonomous vehicles have the potential to revolutionize transportation by enhancing
safety, reducing congestion, and expanding mobility. As autonomous vehicles become more
prevalent, it is crucial to ensure their safety in complex and dynamic environments. Au-
tonomous vehicle systems must interpret their surroundings, predict the behavior of other
road users, and respond appropriately under diverse scenarios [11,130]. As a result, com-
prehensive and reliable safety assessments are essential to support the reliable deployment
of autonomous vehicle technologies [135].

FTA is a widely used risk assessment methodology in engineering systems [145, 140].
FTA is a structured, top-down approach used to analyze how component-level failures
can propagate to produce hazardous top-level outcomes. It represents causal relationships
through graphical logic trees, allowing engineers to trace the root causes of undesired
events. FTA supports both qualitative and quantitative analysis [110]. Qualitative FTA
is used to identify minimal cut sets, which are the smallest combinations of events causing
undesired events. Quantitative FTA enables probabilistic risk assessment by evaluating
the likelihood of undesired events based on the failure probabilities of the basic events.
In the automotive industry, FTA is a important tool in supporting of ISO 26262, the
international standard for functional safety in road vehicles [115]. ISO 26262 focuses on
the hardware and software malfunctions in autonomous vehicle systems [13]. However, this
standard does not cover all safety concern. Some hazardous situation arise even when the
system behaves as designed, but the intended functionality is insufficient to ensure safety
in certain real-world conditions.

To address these non-fault-based hazards, the SOTIF is introduced and formalized
under ISO 21448 [11]. SOTIF expands the safety perspective by focusing on risks that
emerge from limitations in system behavior, not from faults. These risks include degraded
perception in adverse weather, failure to recognize rare objects, or misinterpretation of
complex road scenarios. SOTIF also considers reasonably foreseeable misuse, where users
interact with the system in unintended and predictable ways. By addressing these aspects,
SOTIF complements Functional Safety (FuSa) standards by expanding the definition of
safety-relevant hazards.

Although SOTTF establishes a conceptual structure for identifying these hazards, it does
not prescribe a specific method for systematically modeling or analyzing them. This leads
to growing interest in using FTA within the SOTIF framework [65,83]. By adapting FTA
to represent functional insufficiencies and triggering conditions, engineers can visualize and
evaluate how non-malfunctioning components may still contribute to hazardous outcomes.



Recent enhancements to traditional FTA, such as the use of Dynamic Fault Trees [7] and
Bayesian Networks [138], enable the modeling of uncertain and adaptive system behav-
iors. These extensions are especially well-suited to autonomous vehicles, which operate in
uncertain environments, rely on probabilistic perception, and increasingly employ learning
based control systems.

The integration of FTA with SOTIF provides a more complete foundation for safety
assessment, as it can evaluate both malfunction-induced failures and insufficient system
performance hazards in a unified manner. Despite this emerging interest, there is currently
no survey that systematically examines the use of FTA within the SOTIF framework. A
summary of existing survey papers related to SOTIF is provided in Table 2.1. As shown in
the comparison, previous surveys primarily addressed SOTIF from a broad perspective or
focused on specific subdomains. For instance, Wang et al. [76] provide a broad overview of
SOTTIF in autonomous driving systems, outlining its theoretical foundations and general
safety assessment approaches. Their comprehensive work briefly mentions FTA as a po-
tential analysis tool, but it can be complemented by a survey or tutorial that additionally
explores the methodological integration or practical application of FTA within the SO-
TIF framework. Tang et al. [129] present an extensive review of validation strategies for
SOTIF-related safety in autonomous driving. Their work focuses on scenario-based and
accelerated testing techniques, which are essential for evaluating system behavior under
rare and potentially hazardous conditions. The authors examine frameworks for scenario
generation, risk assessment, and testing strategies, including statistical, knowledge-based,
and game-theoretic approaches. It emphasizes the importance of simulation-based evalua-
tion for uncovering rare or unseen hazards. Xu et al. [111] focus on the safety challenges
related to transitions between manual and automated driving in Level 3 autonomous ve-
hicles. It highlights SOTTF-related risks, such as the limitations of the automated system
and driver misuse, and reviews existing safety analysis methods (e.g., Failure Mode and
Effects Analysis (FMEA), Hazard and Operability (HAZOP), and System-Theoretic Pro-
cess Analysis (STPA)), as well as current approaches in human-machine interface design
and shared control strategies. Meanwhile, several studies apply FTA to assess safety in
autonomous vehicle systems [0, 14,2334, 55 74,79, 114, 118,125,150]. However, these efforts
primarily focus on malfunction-related hazards as defined by ISO 26262 and do not consider
SOTIF-specific concerns such as functional insufficiency or reasonably foreseeable misuse.
This survey seeks to address this critical gap by examining how FTA can be adapted to
model and analyze hazards arising from the SOTIF perspective.

This survey explores the combined use of FTA and the SOTIF framework in the con-
text of autonomous vehicle safety. It discusses how this integration can enhance hazard
identification and risk analysis by effectively addressing both fault-induced hazards and



Table 2.1: Comparison of SOTIF-Related Survey Papers

Fault Human-

SI::' V:I}‘, Focus Area Contlfii)};ltion Tree Machine aSnOarlI‘Isli?s
p Analysis Interaction Y
. Reviews SOTIF
Safety concerns in
Xy ot Level 3 hazards and safety
analysis methods
al. [141] autonomous durine mode X v v
(2022) vehicles handover .
e transitions (e.g.,
SCCHAtos FMEA, STPA)
Wang et SOTIF principles Prov.ldes a broad
overview of SOTIF .
al. [50] and safety rincinles and X(brief) v v
(2024) assessment P b
safety challenges
Reviews
Tane et accelerated testing
al [g ] Scenario-based techniques using X X v
('2025) testing for SOTIF simulation,
statistics, and
game theory
Systematically
explores how FTA
This Integration of FTA  models functional
Surve in SOTIF insufficiencies and v v v
y framework triggering
conditions in
SOTIF

hazardous scenarios that arise without system malfunctions. Furthermore, the paper iden-
tifies critical safety challenges in autonomous vehicle systems, emphasizing the limitations
of traditional safety frameworks when dealing with probabilistic behaviors and adaptive
systems. By reviewing recent literature on the integration of FTA with SOTIF, this survey
highlights existing methodological gaps and proposes future research directions. These rec-
ommendations are intended to enhance the applicability and scalability of safety analysis
methods for autonomous vehicles, contributing toward more reliable autonomous vehicle
deployments.

The structure of this survey is shown in Fig. 2.1. The rest of the paper is organized
into the following five sections. Section 2.2 provides an overview of safety in autonomous
vehicles, including the definition and operational scope of autonomous vehicle systems,
remaining key safety challenges, and an introduction to the SOTIF standard. Section 2.3



presents the principles and applications of FTA, with a focus on its role and relevance in
autonomous vehicle systems. Section 2.4 discusses the integration of FTA and SOTIF,
highlighting how the combination can support more comprehensive safety assessments.
This section also reviews recent research efforts that apply FTA within SOTIF-based anal-
yses. Section 2.5 summarizes key lessons learned, outlines current challenges, and identifies
open issues related to the integration of FTA with the SOTIF framework. Finally, section
2.6 concludes and summarizes the survey.

Definition and Scope of
Autonomous Vehicles

Key Safety Challenges

Background of Autonomous

Vehicles Safety Approaches for Integration
Safety of Intended Use Cases and Examples
Functionality Perspective

Overview of Safety in Integration of

Autonomous Vehicles FTA and SOTIF Conclusion
FTA in AVs from I
SOTIF Perspective
Introduction Fault Tree Analysis Lesson Learned, Challenges,

and Open Issues

Concept and Methodology
Benefits in Safety-Critical System

Applications of FTA in
Autonomous Vehicles

Limitations in Autonomous
‘Vehicle System

Figure 2.1: The Structure of Survey

2.2 Overview of Safety in Autonomous Vehicles

Autonomous vehicles are expected to transform transportation by enhancing mobility,
reducing congestion, and improving road safety. However, their operation in open and
unpredictable environments introduces unique safety challenges. This section provides
an overview of safety in autonomous vehicle systems, beginning with a definition of au-
tonomous vehicles and the scope of their functional capabilities. It then outlines key safety
concerns, particularly those not adequately addressed by ISO 26262, which primarily ad-
dresses hazards caused by system malfunction. To address these limitations, the SOTIF, as
defined by ISO 21448, is introduced as a complementary framework. SOTIF expands the
safety perspective to include hazards resulting from functional insufficiencies or foreseeable
misuse, even when the system operates without fault. This broader view is essential for
assessing the real-world safety performance of autonomous vehicles.
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2.2.1 Definition and Scope of Autonomous Vehicles

Autonomous vehicles are expected to significantly improve road safety by eliminating hu-
man errors, which contribute to 94% of traffic accidents [30]. Through the integration of
sophisticated sensors, advanced perception, and real-time decision-making algorithms, au-
tonomous vehicles are designed to reduce driver-related mistakes and improve overall traffic
safety. Despite their potential benefits, autonomous driving technologies pose new safety
challenges. These challenges arise from the complexity of autonomous vehicle software,
the unpredictability of environmental conditions, and the need for autonomous vehicles to
interact seamlessly with human drivers, pedestrians, and other road users [134]. Ensuring
the safety of autonomous vehicles requires a comprehensive approach that addresses not
only traditional functional safety concerns, such as hardware and software failures, but
also emerging risks associated related to the system’s intended functionality. This section
provides a comprehensive overview of autonomous vehicle safety. It introduces the defini-
tion and classification of autonomous vehicle systems, examines key safety challenges, and
presents the SOTIF framework, which complements traditional safety standards such as
ISO 26262.

Level of Driving Automation

Autonomous vehicles are advanced transportation systems designed to navigate and oper-
ate with little or no human intervention. They rely on a combination of sensors, Artificial
Intelligence (AI) algorithms, and control mechanisms to perceive their surroundings, in-
terpret environmental data, and execute driving decisions. To establish a common under-
standing of automation capabilities, the Society of Automotive Engineers (SAE) defines 6
levels of driving automation ranging from 0 (fully manual) to 5 (fully autonomous) [95].
This classification framework provides a structured approach to categorize the capabilities
and limitations of automated driving technologies.

At Levels 0 through 2, the driver must be actively engaged and constantly monitor the
vehicle. Level 0 provides only warning systems and momentary assistance, such as emer-
gency braking or lane departure warning, and does not provide sustained vehicle control.
Level 1 introduces basic driver assistance, including either lane centering or adaptive cruise
control, but not both simultaneously. Level 2 enhances these capabilities by allowing the
vehicle to perform both lane centering and adaptive cruise control data at the same time.

A significant transition occurs at Level 3, where the vehicle is capable of handling
all driving tasks under specific, predefined conditions. At this level, the system assumes
responsibility for Object and Event Detection and Response (OEDR), which refers to
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the tasks within the Dynamic Driving Task (DDT) that involve monitoring the driving
environment and executing appropriate responses to objects and events. These responses
are necessary for completing the DDT and/or managing a fallback scenario when the
system requires human intervention. While the system performs OEDR, the driver must
be prepared to respond to a takeover request when the system encounters a situation
beyond its capabilities [11].

Levels 4 and 5 eliminate the need for driver intervention, with Level 4 functioning
autonomously within operational conditions, while Level 5 achieves full automation in
all environments without any human involvement. Currently, Level 2 and 3 automation
are the most commonly implemented in commercially available vehicles, with features
such as Advanced Driver-Assistance Systems (ADAS) and automated highway driving
becoming increasingly common [112]. Table 2.2 summarizes the SAE levels of driving
automation, highlighting key responsibilities, operational use cases, and potential SOTITF
hazards associated with each level.

Architecture of Autonomous Vehicles

The architecture of autonomous vehicles consists of multiple interconnected subsystems
which are sensors, perception, decision-making, and vehicle control systems. These systems
work collaboratively to interpret the vehicle’s environment, make driving decisions, and
execute control actions. Fig. 2.2 shows the subsystem architecture of autonomous vehicle
systems.

The sensors are responsible for collecting real-time environmental data, providing the
foundation of perception and navigation. Autonomous vehicles integrate multiple sensor
types to ensure accurate and redundant environmental perception [132,137]. Cameras pro-
vide visual information that allows for lane detection, traffic sign recognition, and object
classification. Radar is used to measure the distance and velocity of surrounding objects,
particularly in adverse weather conditions where optical sensors may be less effective. Li-
DARs create high-resolution 3D maps of the surroundings by measuring the time-of-flight
of laser pulses, which helps in precise obstacle detection. Additionally, Global Positioning
Systems (GPS) data support vehicle localization by providing global positioning informa-
tion, while an Inertial Measurement Unit (IMU) measures acceleration and angular velocity
to enable precise motion tracking and state estimation.

The perception system is responsible for interpreting the vehicle’s environment using
sensor data [108]. Sensor fusion combines data from multiple sensors to improve the accu-
racy and reliability of environmental understanding. In general, there are two types of fu-
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Table 2.2: Levels of Driving Automation
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sion: object-level fusion and raw data fusion, which process sensor inputs differently [155].
In the object-level fusion approach, each sensor independently processes the perception
tasks and then combines the results to create a more comprehensive understanding of the
environment. In contrast, the raw data fusion approach integrates the raw data from
multiple sensors before performing perception tasks. This method generates a dense and
precise 3D environmental Red Green Blue-Depth (RGBD) model, allowing for more de-
tailed and accurate scene reconstruction and improving the autonomous vehicle’s ability
to detect and track objects in complex environments. Both fusion techniques improve the
perception capabilities of autonomous vehicles, contributing to more robust environmental
awareness and improving overall driving safety.

Beyond sensor fusion, object detection and tracking are essential components of the
perception system, enabling the identification and monitoring of objects in the vehicle’s
surroundings [10,96]. Object detection involves identifying and classifying objects such
as vehicles, pedestrians, traffic signs, and obstacles. The output information supports
decision-making and motion planning tasks, enabling autonomous vehicles to anticipate
potential hazards and respond accordingly. Once an object is detected, object tracking
ensures continuous monitoring of its movement over time. It involves associating the de-
tected object across multiple frames, estimating its trajectory, and predicting its future
position. Effective tracking enhances safety and smoothness in autonomous vehicle opera-
tions by ensuring reliable decision-making in dynamic traffic environments. In parallel, the
localization system determines the vehicle’s precise position using a combination of GPS,
IMU, and offline maps [76]. The perception system forms the foundation of autonomous
driving technology by incorporating sensor fusion, object detection, object tracking, and
localization.

The decision-making system generates safe and collision-free driving decisions that
guide the autonomous vehicle toward the destination. This system has three main com-
ponents: route planning, behavioral planning, and motion planning [36, 117, 120]. Route
planning determines the optimal path from the vehicle’s current location to its final des-
tination. It takes into account several factors, including road networks, traffic conditions,
and predefined constraints. Once the route is established, behavioral planning refines this
process by selecting appropriate driving behaviors based on perceived agents, obstacles,
and signage in the surroundings. It makes high-level driving decisions such as changing
lanes, stopping at intersections, and adjusting speed based on surrounding traffic. Finally,
motion planning translates these high-level decisions into detailed and executable trajecto-
ries. It involves estimating future vehicle poses and identifying collision-free spaces within
the environment to ensure safe and smooth navigation. Combining three components en-
ables autonomous vehicles to navigate complex traffic scenarios and maintain safety and
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compliance with road regulations.

Once driving decisions are formulated, the vehicle control system executes the planned
actions by transmitting control signals to various actuators. The accelerator pedal motor
controls the vehicle’s speed, while the brake pedal motor ensures smooth deceleration and
stopping. The steering wheel motor controls lateral movements and direction changes.
Moreover, the gear motor controls automatic transmission shifts based on the driving
scenarios. These control mechanisms ensure that planned vehicle actions are executed
safely. Through the interaction between subsystems, the autonomous vehicle system can
operate efficiently and safely across a wide range of driving scenarios.
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Figure 2.2: Subsystem Architecture of Autonomous Vehicle Systems [103, 150]

2.2.2 Key Safety Challenges

One of the primary safety challenges for autonomous vehicles is accurate perception and
decision-making in diverse environments. Perception systems in autonomous vehicles in-
tegrate data from multiple sensors, including but not limited to LiDAR, radar, cameras
and GPS. Each of these sensors contributes distinct advantages to environmental percep-
tion and situational awareness [0, , , 147]. However, inherent limitations in sensor
technologies frequently introduce systematic uncertainties, leading to errors in object iden-
tification, classification accuracy, and spatial localization.

LiDAR provides high-resolution 3D point clouds for precise object detection, but it is
vulnerable to performance degradation in adverse weather conditions, such as snow, rain,
or fog [70,105]. Radar has the advantage of maintaining reliable detection performance in
adverse weather conditions. However, it also has some limitations, including low angular
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resolution [15], a restricted Field of View (FOV) [152], and a tendency to produce false
positives due to signal reflections and multipath effects [108]. Cameras are essential for
classifying objects because they can detect Red Green Blue (RGB) information. They
are highly sensitive to lighting variations (such as glare and shadows) and fail in extreme
weather [21]. GPS is frequently used in autonomous vehicles for navigation and providing
positioning data. These systems use data received from GPS satellites. It faces signal
obstructions in urban canyons or tunnels [25].

To address the limitations of individual sensors, autonomous vehicles employ sensor fu-
sion, which combines data from multiple sources to enhance perception accuracy. However,
sensor fusion introduces additional challenges, such as sensor misalignment, and timing in-
consistencies [137]. Combining data from sensors with different physical positions and
orientations requires precise calibration. Even small misalignment can lead to errors when
merging high-resolution data (e.g. LiDAR point clouds) with lower-resolution or differently
oriented sensor outputs.

Moreover, autonomous vehicles must make real-time decisions while navigating complex
and dynamic environments, including unstructured roads, dense traffic, and unpredictable
interactions with pedestrians and other road users [27]. Learning-based algorithms, such as
deep learning and reinforcement learning, are widely used in autonomous driving to enable
continuous learning from extensive datasets. However, these algorithms still face limita-
tions in their adaptive capabilities, particularly when faced with novel or highly variable
driving conditions that were not well represented in their training data [33]. Autonomous
vehicles may struggle to generalize across different environments, such as transitioning from
structured urban streets to unpaved roads. Moreover, learning-based models often function
as black boxes, making it difficult to interpret their decision-making processes and ensure
safety in all scenarios [36]. This lack of transparency raises concerns about accountability
and trust. Addressing these challenges in both perception and decision-making systems is
crucial for improving the safety and reliability of autonomous vehicles.

2.2.3 Background of Autonomous Vehicles Safety

The increasing complexity of autonomous vehicle systems requires the development of di-
verse risk analysis and safety assurance methodologies. As autonomous vehicles transition
from ADAS to higher levels of autonomy, the safety assurance process must address a
broader range of potential hazards [68,90, 102]. Traditional risk analysis techniques such
as FTA [78], FMEA [22], and HAZOP [30], provide a structured method for identifying
failure modes and their effects. More recent probabilistic and dynamic approaches, such
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as BN [20], Markov Chains [28], Monte Carlo simulation [52], and STPA [99], provide
enhanced capabilities for modeling interdependencies, system dynamics, and emergent be-
havior in safety-critical systems. Table 2.3 shows the comparison of risk analysis methods
in autonomous vehicle safety. These methods collectively support the evaluation of both
component-level failures and system-level hazards, resulting in a more comprehensive un-
derstanding of risk in autonomous driving contexts.

Despite the availability of these tools, a key challenge in autonomous vehicle safety
remains which is ensuring reliable operation not only in the presence of faults, but also
under normal operating conditions, when performance limitations or design insufficien-
cies may still result in unsafe outcomes [153]. Traditional safety standards, such as ISO
26262, are primarily focused on functional safety, addressing hazards caused by hardware
or software malfunctions. However, they do not sufficiently address scenarios in which the
system performs as intended but fails to ensure safety due to limitations in perception,
decision-making, actuation, or interactions with complex environments.

The Operational Design Domain (ODD) plays a foundational concept in autonomous
vehicle safety. ODD defines the specific operating conditions under which an autonomous
vehicle system is expected to function safely [118]. These conditions include environmental
factors such as weather, lighting, and road types, as well as operational constraints like
speed limits, traffic scenarios, and geographic regions [09, 151]. As the level of automation
increases, the scope of the ODD gradually expands, requiring systems to maintain safe
performance under a wider range of operational and environmental conditions [75]. The
precise definition of ODD makes it clear to understand the system’s intended capabilities
and boundaries, allowing engineers to tailor their safety assessments and validation strate-
gies accordingly. Furthermore, the ODD helps to develop scenario-based testing strategies
and ensures that the system is only deployed in environments where it has been validated.
From a regulatory standpoint, a well-defined ODD enhances traceability and compliance
by linking system capabilities to their intended use.

However, as autonomous vehicles are increasingly deployed in dynamic and unpre-
dictable environments, it becomes apparent that fault-based safety approaches are insuf-
ficient [133]. Recent advancements in trajectory prediction and intelligent route plan-
ning [120] underscore the need for autonomous vehicle systems to adapt to real-time traffic
and intelligently update routes in response to environmental variability. Nonetheless, un-
safe behavior may still occur due to inherent system limitations or edge-case scenarios that
are not fully captured during design and validation [72]. These challenges highlight the
importance of looking beyond traditional assumptions and examining how performance
constraints, design assumptions, and real-world variability contribute to residual safety
risks. This recognition motivates a shift in the safety assurance paradigm toward a broader
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Table 2.3: The Comparison of Risk Analysis Methods in Autonomous Vehicle Safety

Method

Reasoning

Nature of Analysis

Inductive

Deductive

Qualita-  Quantita-
tive tive

Dynamic

Typical Use

Ref.

FTA

Identifying
failure
combinations
leading to a
top-level hazard

FMEA

Identifying and
prioritizing
failure modes at
the component
level

HAZOP

Identifying
process
deviations and
their
consequences

BN

Modeling
uncertain
dependencies
and
probabilistic
reasoning

Markov
Chains

Modeling
system behavior
over time with
state transitions

Monte
Carlo
Simula-
tion

Estimating
probabilities
through
repeated
simulations

STPA

Analyzing
unsafe control
actions and
system-level
interactions
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perspective that considers failure modes and the conditions under which a system may be-
have unsafely even when operating properly [116]. These insights provide the foundation
for more comprehensive safety frameworks beyond functional safety. The following section
introduces a framework that addresses the safety of intended functionality and explores its
role in determining the safety of autonomous vehicles in complex and uncertain operational
domains.

2.2.4 Safety of Intended Functionality Perspective (SOTIF)
Overview of SOTIF Framework

The SOTIF framework, as outlined in the ISO 21448 standard [11], addresses potential
hazards arising from the intended function of a system, particularly in automated and
autonomous vehicle systems. Unlike traditional functional safety focuses on mitigating
risks caused by system failures, SOTIF examines whether the required safety functionali-
ties can be maintained under unknown or unforeseen conditions, even in the absence of a
system failure [98]. It specifically considers risks arising from functional insufficiency and
reasonably foreseeable misuse. Functional insufficiencies refer to limitations in the sys-
tem’s design, implementation, or performance that result in unsafe behavior [11]. These
limitations may include sensor misinterpretations, incorrect decision-making algorithms, or
failure to detect obstacles. On the other hand, reasonably foreseeable misuse involves unin-
tended user interactions with the system that could compromise safety [119]. For example,
when a driver misuses an autonomous function due to over-reliance on automation. Both
categories are critical considerations in the assessment and mitigation of risks associated
with autonomous technologies.

As shown in Fig. 2.3, SOTIF categorizes scenarios into four quadrants based on their
hazard potential and awareness level: known not hazardous scenarios (Area 1), known
hazardous scenarios (Area 2), unknown hazardous scenarios (Area 3), and unknown not
hazardous scenarios (Area 4) [14]. These scenarios involve both inherent and external risks
that impact autonomous vehicle safety. Inherent risks originate in the vehicle itself, in-
cluding sensor limitations, perception errors, decision-making errors, and motion control
inaccuracies. External risks are caused by environmental factors such as extreme weather,
poor lighting, temporary obstacles, road defects, and influences from Infrastructure-to-
Vehicle (I2V) and Vehicle-to-Vehicle (V2V) communication. The goals of SOTIF are to
evaluate and mitigate risks by ensuring that known hazardous scenarios (Area 2) are mini-
mized through functional modifications and to minimize the unknown hazardous scenarios
by identifying and mitigating risks through validation and refinements. This classification
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helps to systematically evaluate risk scenarios and implement appropriate safety measures
to improve autonomous vehicle reliability.
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Figure 2.3: Integration of SOTIF Risk Scenarios with the Sense-Plan-Act (SPA) Model in
Autonomous Vehicle Systems [14, 114]

Sense-Plan-Act Model

ISO 21448 emphasizes the use of the SPA model as a conceptual representation of key
functional components and interactions with an autonomous driving system. According to
Clause 4.2.3 of the SOTIF standard [11], possible causes of hazardous behavior are closely
related to the system’s ability to accurately perceive its environment, make appropriate
decisions, and execute those decisions reliably. As shown in Fig. 2.3, the SPA model
decomposes the system into three functional elements: Sense, Plan, and Act.

The Sense element is responsible for the perception process, including both external
surroundings and internal vehicle states. This includes sensor data collection, sensor fu-
sion, localization, and generation of an environmental model. The Plan element processes
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the environmental model provided by the Sense element. It applies predefined goals and
decision logic to evaluate the current context and determine appropriate control actions.
This includes route planning, behavioral planning, and motion planning. Finally, the Act
element executes the planned control actions by interfacing with the vehicle’s actuators.
These actuators manage essential vehicle functions such as acceleration, braking, and steer-
ing. The effectiveness of the Act element is critical to ensuring that the intended behavior
is carried out safely and accurately, thereby maintaining overall system reliability and
performance.

Moreover, ISO 21448 highlights that decision algorithms are embedded across all three
elements of the SPA model. In other words, each element of the SPA model has its own set
of decision algorithms that contribute to the overall behavior of the system. For example, in
the Sense element, decision algorithms are applied to tasks such as object detection, object
classification, and sensor fusion. These processes involve identifying relevant objects in the
environment and integrating data from multiple sources to form a coherent environmental
model. ISO 21448 further emphasizes the importance of selecting a capable and adaptable
system architecture that aligns with the SPA structure. The system architecture should
support the identification and mitigation of hazards throughout the entire development
lifecycle, beginning from the early design stages. The standard also recommends that the
system architecture should be regularly reviewed and refined as development progresses.
This iterative approach ensures that the architecture remains robust and appropriate for
addressing SOTIF-related risks as operational conditions and system functionalities change
over time.

Key Differences from ISO 26262

ISO 21448, SOTIF, complements ISO 26262, FuSa, by addressing hazards that arise from
intended functionality rather than hardware or software failures. Table 4.1 presents a com-
parison between the two standards. While FuSa focuses on preventing system malfunctions,
SOTIF ensures that even a correctly functioning system does not lead to unsafe situations
due to inherent design limitations or unforeseen environmental conditions [, 104].

Fig. 2.4 illustrates the distinct causal pathways leading to hazards as defined by ISO
26262 and ISO 21448, respectively. ISO 26262 emphasizes hazards originating from system
malfunctions [39]. In this context, the causal pathway begins with a fault, which is an
abnormal condition that can cause an element to fail. This fault can lead to a failure,
defined as the termination of an intended behavior due to fault manifestation. As a result,
the system may exhibit malfunctioning behavior, referring to a deviation from the design
intent, either through failure or unintended operation. Malfunctioning behavior has the
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potential to give rise to a hazard, which is the potential source of harm including physical
injury or health damage. In contrast, [ISO 21448 addresses hazards that occur even in the
absence of system faults or failures. It focuses on the hazardous behavior that may emerge
from the system functioning as designed but with insufficient capabilities [71,81]. The key
initiating element is the triggering condition, which is a specific situation factor within
a scenario that initiates a system response. This may lead to functional insufficiency,
referring to the system’s inability to perform its intended task or inability to prevent a
reasonably foreseeable misuse. Functional insufficiencies can result in hazardous behavior
at the vehicle level, ultimately leading to a hazard. The figures highlight the importance of
addressing both hazards arising from system malfunctions, as covered by ISO 26262, and
hazards resulting from functional limitations in the absence of faults, as outlined in ISO
21448, to achieve a comprehensive and robust automotive safety assessment.

IS0 26262
Fault Failure Malfunctlf) nng Hazard
Behavior
ISO 21448

T

Triggering Functional Hazardous Hazard
Condition Insufficiency Behavior

Figure 2.4: Root Cause Identification for the Existence of Hazard identified in ISO 26262
and ISO 21448

2.3 Fault Tree Analysis

Ensuring the safety of autonomous vehicles requires systematic methods for identifying
and analyzing potential failures. FTA is a well-established deductive technique that mod-
els how combinations of lower-level component failures can lead to hazardous outcomes
at the system level. This section introduces the foundational principles and structural
elements of FTA, covering both qualitative and quantitative approaches. It emphasizes
how FTA supports a structured understanding of system vulnerabilities and informs the
prioritization of safety measures. The section also reviews representative applications of
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Table 2.4: Comparison of ISO 26262 Functional Safety and ISO 21448 Safety of Intended
Functionality Perspective

Standard Focus on Scope Applicability Example
Prevent hazards Prevent
caused by Address failures: An unintended
malfunction of Hardware fault, Y acceleration due
ISO 26262 . . . safety-critical
electri- systematic design svstem to a software
cal/electronic failures Y glitch or faulty
systems sensor
Mitigate risks Address limitations: Provent
. Sensor performance .
from functional . . . . unintended
. . insufficiency, Primarily .
insufficiencies and . R acceleration due
perception limitation, ADAS and
ISO 21448 performance .. . to sensor
L decision-making autonomous
limitations of the e . weakness or a
. limitation, actuator vehicles . .
intended driver misuse a
. . accuracy, human
functionality . feature
misuse

FTA in the autonomous vehicle systems, highlights their limitations, and examines recent
advancements aimed at extending FTA to accommodate dynamic, uncertain, and adaptive
system behaviors.

2.3.1 Concept and Methodology

FTA is a top-down, deductive approach used to evaluate the reliability and safety of the
system. It begins by identifying an undesired event as a top event and systematically
breaks it down into its contributing factors, which are visually represented in a graphical
model called a fault tree. This method helps to clarify complex interactions between system
components and makes it easier to identify potential failure points.

Fault Tree Structure

FTA employs a tree structure to illustrate the logical relationships between component
failures and system-level faults. The fault tree consists of two main types of nodes: events,
which denote different kinds of failure conditions, and gates, which describe how multiple
events combine logically to produce higher-level failures [110]. Table 2.5 summarizes the
symbols commonly used for these event and gate types in the fault tree.
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An example of a simple fault tree for an autonomous vehicle steering system is shown in
Fig. 2.5 [55]. In this example, the top event is defined as steering system failure. The basic
events AS2, AS3, AS11, and AS12 represent failures of the Electronic Control Unit (ECU),
steering electrical motor, torque sensor, and angle sensor, respectively. By systematically
breaking down complex systems into discrete events and analyzing their interdependencies,
FTA provides critical insights into the underlying causes of potential failures.

Steering system
failure

[
Steering sensors
failure

Figure 2.5: Example of a Fault Tree of Steering System in Autonomous Vehicle [57]

General Procedure for Fault Tree Analysis

The process of conducting FTA follows a structured and systematic approach to identifying
the root causes of an undesired event within a system, the following steps outline the
general procedure of performing an effective FTA [9,39]. The first step is to clearly define
the undesired event, also known as the top event. This step should specify the problem of
interest that will be addressed, such as a system shutdown, or a safety issue. A well-defined
top event determines the scope and focus of the entire analysis.

Once the top event is established, the next step involves identifying the contributing
events that may directly lead to its occurrence. These include basic events, which are pri-
mary failure events with no further decomposition, and intermediate events, which result
from combinations of other events. Then the fault tree is developed by logically connecting
events using Boolean logic gates to represent their relationships. The construction begins
with the top event and proceeds systematically downward, identifying the events and con-
ditions until all branches terminate in the basic events. This process ensures the fault tree

24



Table 2.5: FTA Event and Logic Gate Symbols with Definitions

Type

Name

Symbol

Definition

Event

Basic Event

O

Represents a primary failure at the com-
ponent level, which cannot be further de-
composed.

Intermediate Event

Represents a fault that occurs as a result
of one or more basic events.

Top Event

Represents the overall system-level failure
that the fault tree aims to analyze and
prevent.

Undeveloped Event

Represents an event that is not further de-
veloped because of lack of information.

Conditioning Event

Represents a specific condition or restric-
tion that applies to a logic gate, often used
in conjunction with Inhibit gates.

Gate

AND Gate

Indicates that all input events must oc-
cur simultaneously for the output event
to happen.

OR Gate

Indicates that at least one of the events
must occur for the output event to occur.

XOR Gate

Produces an output when exactly one of
its input events occurs.

K/N Gate

Produces an output when at least K out
of N input events occur.

Inhibit Gate

oD b D 010 Ul d

Allows the input event to propagate only
when a conditional event is also present.
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provides a complete and logical representation of the failure pathways. After constructing
the fault tree, relevant data are gathered to support the analysis. The data typically comes
from historical data or expert opinions.

The next step is to perform a qualitative analysis by identifying the minimal cut sets,
which are the smallest combinations of basic events that can lead to the occurrence of the
top event. This helps in understanding the structure of the system’s vulnerabilities and
potential failure scenarios. Then, the likelihood of the top event is calculated based on the
failure probabilities of basic events. Quantitative analysis enables risk quantification and
supports informed decision-making. Finally, the results of both analyses are interpreted
to identify the most critical vulnerabilities in the system. Based on these findings, rec-
ommendations for corrective actions or design improvements are proposed to reduce the
associated risks. The construction of the fault tree requires a thorough understanding of
the system’s operation. This ensures the accuracy and effectiveness of the analysis. The
following section expands on the qualitative and quantitative analysis used in FTA.

Qualitative and Quantitative FTA

F'TA can be categorized into qualitative and quantitative approaches, each providing unique
insights into system safety and reliability [9,59, 110]. These complementary methods offer
a comprehensive understanding of potential failure modes and their impacts on overall
system performance.

Qualitative FTA focuses on understanding the logical relationships and hierarchical
pathways leading to system failure without relying on probabilistic data. By mapping
these pathways through logic gates, qualitative FTA identifies Minimal Cut Sets (MCS)
or Minimal Path Sets (MPS) [12]. This process identifies critical vulnerabilities within the
system, such as single points of failure and dependencies between components. Mathemat-
ically, let T represents the top event, and let F, Fs, ..., E, denote the set of basic events.
A cut set C satisfies the condition

¢((E17E27 .- '7En> =1

when all F; € C are true (i.e. E; = 1), where structure function ¢ defines the logical
relationships in the fault tree. A minimal cut set C,,;, cannot be further reduced with-
out losing its cut set status. Formally, for any subsets C' C C.;,, C' does not satisfy
¢(C") = 1. Minimal cut sets thus represent the smallest set of basic events that can result
in the top event. Identifying MCS allows engineers to prioritize risks and develop effective
redundancy strategies. By systematically analyzing the failure structure, qualitative FTA
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provides valuable guidance on risk mitigation and system design improvements. While
MCS focus on system failure, MPS focus on system success. A MPS is the smallest set of
basic events that, if all these events function properly, will result in system success [110].
Understanding MPS is important for reliability analysis, as it helps engineers understand
which components must be functional to ensure system success. Another important consid-
eration in qualitative FTA is the Common Cause Failures (CCF). A common cause failure
refers to a single failure event that simultaneously affects multiple system components [13].
CCF introduce dependencies among basic events in FTA, which affect overall system reli-
ability and risk assessment. Identifying and mitigating CCF is crucial in designing robust
systems, as they can significantly impact overall system safety and effectiveness.

On the other hand, the quantitative FTA provides a numerical assessment of system
reliability and risk [35]. This approach assigns probabilities to each basic event, typically
based on historical data and expert judgment [110]. These probabilities are then propa-
gated these values through the fault tree to estimate the likelihood of the top event. The
probabilities of the intermediate events are determined based on the basic events and the
logical gate connecting them. The two most common gates are the AND gate and the OR
gate [63]. For an AND gate, all input events must occur for the output event to occur. The
probability of the output event P(Tanp) is the product of the probabilities of all input

events:
n

P(Tanp) = | [ P(E}) (2.1)
i=1
For an OR gate, the output event occurs if at least one input event occurs. The probability
of the output event is calculated using the complement of the product of the complements
of the input probabilities:

n

P(Tor) = 1-[J(1 = P(E)) (2.2)

i=1

The probability of the top event P(Tpr) is further calculated by the probability of inter-
mediate events. For more complex gates or combinations, such as NOT gates, additional
calculations are required. This probabilistic approach enables a detailed numerical eval-
uation of system risk, quantifies the failure probability of critical events, and assesses
the effectiveness of mitigation strategies. Both qualitative and quantitative FTA provide
a comprehensive understanding of system risks and failure pathways, enabling for more
informed risk management decisions.
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2.3.2 Benefits in Safety-Critical Systems

FTA offers several significant benefits when applied to safety-critical systems, particularly
in industries such as nuclear power [53], oil and gas [8], and automotive [14, 17]. By
systematically identifying potential hazards and failure modes, FTA enables engineers to
proactively address safety concerns and design more resilient systems. The effectiveness
of FTA is demonstrated across multiple domains, where it plays a crucial role in ensuring
regulatory compliance and improving system reliability. Hassan et al. [53] apply FTA to
analyze the time-dependent reliability of a safety injection system in an advanced pressur-
ized water reactor. The study demonstrates the critical role of safety injection pumps in
both short-term and long-term system reliability.

FTA provides a structured approach to identifying potential hazards and failure modes
within complex systems [38,39]. This systematic method helps engineers and safety an-
alysts to thoroughly examine all potential paths that could lead to a critical failure. By
enabling a comprehensive analysis of system vulnerabilities, FTA contributes to a more
robust system design and enhanced safety measures. One of the key advantages of FTA
is its ability to support quantitative risk assessment [1,58]. By assigning probabilities to
basic events, engineers can calculate the likelihood of top-level system failures, allowing for
more informed safety decisions. This quantitative aspect is especially useful in industries
where accurate risk estimation is critical for regulatory compliance and operational safety.

FTA also enables the prioritization of safety measures through the analysis of minimal
cut sets and importance measures. Bhavsar et al. [I1] perform a fault tree analysis to
assess the risks associated with autonomous vehicle failure in mixed traffic streams. They
identify critical failure probabilities and minimal cut sets that impact road safety. In
addition, Chen et al. [23] conduct a fault tree analysis to identify potential failure sources
in automated driving, focusing on the interactions between human drivers and automated
driving systems. Their study highlights the importance of control transitions and the
need for improved system interfaces to mitigate risks. This prioritization allows for more
efficient allocation of resources in implementing safety mechanisms and redundancies. By
leveraging these benefits, organizations can significantly enhance the safety and reliability
of critical systems. Therefore, this will reduce the risk of catastrophic failures and improve
overall operational performance in safety-critical domains.

2.3.3 Application of FTA in Autonomous Vehicles

FTA is extensively used in the safety assessment of autonomous vehicles due to its system-
atic, deductive approach to identifying the root causes of hazardous system-level failure.

28



Table 2.6 provides a summary of representative studies that apply FTA in various au-
tonomous vehicle contexts, ranging from traditional static fault modeling to more advanced
probabilistic and dynamic techniques.

Early works, such as Bhavsar et al. [I1], focus on modeling failures in vehicular and
infrastructure components using traditional FTA. Schonemann et al. [I18] use FTA to
systematically derive safety requirements for automated valet parking. While these efforts
provide foundational insights, they are primarily focused on hardware failures and do not
account for dynamic environmental factors or human factors. Later studies expand the
analytical scope of FTA by incorporating complementary methods. For instance, Kramer
et al. [71] combine FTA with HAZOP and STPA to capture a broader range of hazards in
automated driving systems. However, the method remains constrained by its dependence
on predefined scenarios, limiting its scalability across broader operational contexts.

Several studies explore the quantitative extension of FTA. Hedal et al. [55] employ
Monte Carlo simulations to evaluate subsystem reliability in autonomous electric vehicles,
providing probabilistic estimates under component degradation. Sreeraj et al. [125] apply

probabilistic FTA to evaluate failure probabilities in battery management systems, aligning
their analysis with ISO 26262 requirements. These quantitative approaches offer actionable
insights but often assume static event independence, which limits their ability to capture
system interdependencies or adapt to real-time data.

To address these limitations, recent research explores the integration of FTA with dy-
namic and probabilistic modeling techniques. Samadi et al. [1 1] integrate statistical model
checking with FTA to assess failure probabilities over time, offering a temporal dimension
to fault analysis. The most recent work focuses on integrating FTA with probabilistic
graphical models to improve adaptability. Dai et al. [31] combine FTA with BN to eval-
uate collision risk in autonomous vehicle systems. This hybrid model supports dynamic
updating of failure probabilities and captures interdependencies between events, addressing
core limitations of traditional FTA. However, integrating BN introduces added modeling
complexity and computational overhead, which may affect its applicability in real-time
systems.

Overall, these studies demonstrate the versatility and limitations of FTA in autonomous
vehicle safety analysis. While FTA effectively supports the identification of failure modes
and hazardous pathways, many studies do not capture dependencies between basic events,
which could lead to oversimplification of complex system interaction [6, 14, 74,79, 118 125,

]. Moreover, the lack of quantitative FTA in several studies limits the ability to prioritize
risks based on their probability and severity [23,79,150]. These limitations underscore the
need for more comprehensive approaches that can capture the complex interdependency
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in autonomous vehicle systems and provide quantitative risk assessments to guide safety
improvements.

2.3.4 Limitations in Autonomous Vehicle Systems

Traditional FTA remains a valuable tool for analyzing system failures across various in-
dustries [39,03]. However, it faces several significant limitations when applied to complex
systems like autonomous vehicles. The dynamic nature of autonomous vehicles, which op-
erate in highly uncertain and continuously evolving environments, introduces complexities
that traditional FTA struggles to address [16]. This section highlights the key limitations of
traditional FTA in autonomous driving scenarios and presents existing solutions to address
these limitations.

FTA is a static and deductive methodology that models failures based on predefined
logic gates and fixed failure probabilities [32]. However, autonomous driving systems op-
erate through continuous and dynamic interactions between sensors, software algorithms,
and external environmental conditions. Traditional FTA struggles to capture how these
dynamic interactions propagate through the system and influence the top event in real-
time [63]. As a result, safety assessments based on FTA alone may be incomplete or may
not fully reflect the complexity of real-world operational environments. Furthermore, the
adaptive nature of autonomous systems adds another layer of complexity. Autonomous
vehicles incorporate machine learning algorithms that allow them to learn from new data
and adjust their behavior over time. As these systems evolve, their potential failure modes
and associated risks also change. Traditional FTA, with its static structure, limits its
effectiveness in assessing the reliability of Al-based decision-making processes.

To address these challenges, researchers propose several enhanced approaches that com-
bine FTA with other reliability analysis techniques to better model uncertainty, dynamic
behavior, and adaptive systems. Table 2.7 summarizes advanced methodologies that ex-
tend traditional FTA, highlighting their mechanisms and specific advantages in dealing
with dynamic, uncertain, and adaptive nature of autonomous vehicle systems. BN are
the most popular method for dealing with uncertainty. BN provides a probabilistic and
dynamic framework for modeling dependencies between system components and updating
failure probabilities as new evidence is introduced [$7]. This capability makes BN espe-
cially suitable for autonomous vehicle systems that constantly learn and adapt over time.
Xiao et al. [138] integrate FTA with BN to improve UAV safety analysis, demonstrating the
effectiveness of BN in capturing statistical dependencies among components and allowing
dynamic risk assessment based on real-time flight data. Fuzzy Fault Tree Analysis (FFTA)
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Table 2.6: Comparison of FTA Applications in Autonomous Vehicle Systems

Ref. Year Method Remark Limitation
Develop fault trees for url;lfelzl(iié?;gli hﬁfﬂ?{in
[14] 2017 FTA vehicular and infrastructure pre .
components behavior and dynamic
P traffic events
Systematically derive safet, - L
[118] 2019 FTA reyquirements }Eor automate(}; Limit applicability for all
. safety goals
valet parking
Develop an integrated safety
. assessment, method for Limit to scenario-based
FTA with . . . . .
[74] 9020 HAZOP and Automated Driving System hazard identification and
STPA (ADS), analyze hazardous lack general-purpose
scenarios and derive risk applicability beyond ADS
mitigation measures
Analyze dataset-related Does 1ot account for
[6] 2020 FTA failures in machine learning o
dataset quality issues
systems
FTA. Wlth Analyze failure probabilities  Traditional FTA does not
Statistical . .
[114] 2021 Model over time in autonomous effectively analyze
Checking systems time-dependent failures
Model failures due to both . e
. Challenges in quantifying
Extend natural and adversarial
. . . neural network-based
[150] 2021 Traditional perturbations in neural failures due to their
FTA network-based perception black-box nature
systems
Construct FTA considering Lack quantitative analysis
[23] 2022 FTA ODD structure and human d Y
. and event dependencies
processing stages
FTA with Evaluate reliability of Focus primarily on
[55] 2023  Monte Carlo  autonomous electric vehicle electric components in
simulation subsystems autonomous vehicles
Use quantitative FTA to FTA does not fully
evaluate failure probabilities  capture dynamic failures
[125] 2023 FTA in the battery management or time-dependent risks
system of an Autonomous in Battery Management
Electric Vehicles (AEV) System (BMS)
FMEA with  Develop a fault database and =) 00 pra
[79] 2024 demonstrate fault injection .
FTA analysis
benefits
Combine FTA and BN to
. assess autonomous vehicle BN integration improves
FTA with .. . .2 .
[34] 2025 BN collision risk and adaptability but increases

dynamically update failure
prgjyabilities
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represents another advanced extension of traditional FTA. It integrates fuzzy logic to ad-
dress the uncertainty and imprecision in failure data, especially when precise statistical
information is unavailable. Zhao et al. [154] propose a hybrid method that combines it
with fuzzy logic and a Noisy-OR gate BN to overcome the static limitations of traditional
FTA. Their approach enables more flexible and realistic risk assessments, as demonstrated
through a case study on maritime navigation accidents at Qinzhou Port.

Further enhancements to F'TA involve computational enhancements through logic-based
representations. Combining FTA with Binary Decision Diagrams (BDD) enables efficient
quantitative analysis and identification of the critical components. Marquez et al. [18]
apply this integrated approach to the reliability assessment of wind turbine systems. By
transforming the fault tree into a BDD structure, it can efficiently evaluate system failure
probabilities and reduce the computational complexity associated with traditional FTA.
Reliability Block Diagrams (RBD) also offer a complementary perspective. RBD model
how overall system reliability depends on the reliability of individual components [19].
Jakkula et al. [60] conduct a case study of Load-Haul-Dumper systems in underground
mining, integrating RBD with FTA. This method provides a broader perspective on system
reliability by using RBD to assess system reliability and FTA to identify critical failure
modes.

Dynamic Fault Tree Analysis (DFTA) extends traditional FTA by incorporating dy-
namic logic gates, such as sequence-enforcing, standby, and priority gates, to represent
time-dependent interactions and failure orderings in complex systems [7]. This extension
enables the modeling of failure behaviors that change over time, which static fault trees
cannot adequately capture. Moreover, Monte Carlo Simulation is a stochastic analysis
technique that relies on repeated random sampling to estimate the probabilistic behavior
of systems, particularly under uncertainty [106]. It is especially effective for analyzing
systems with many interdependent variables and complex operational conditions. Rao et
al. [37] integrate DFTA with Monte Carlo Simulation to assess the reliability of nuclear
power plant systems, enabling more realistic modeling of dynamic failure behaviors and
overcoming the computational limitations. These advanced methods collectively enhance
the applicability of FTA in autonomous vehicle systems by enabling more flexible modeling
of uncertainty, dynamic interactions, and adaptive behaviors.

2.4 Integration of FTA and SOTIF

FTA mostly applies to assess malfunction-induced hazards in safety-critical systems. The
SOTIF framework introduces new challenges that arise from functional insufficiencies and
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Table 2.7: Enhanced FTA Methods and Their Advantages for Autonomous Vehicle Systems

Advantage over

Method Description Traditional FTA Ref.
Integrates FTA structure L
with irobabilistic graphical Enables dynamic H.Sk
FTA + BN models to capture ass;;assment and bghef [138]
conditional dependencies updating as new ata
between components becomes available
Applies fuzzy logic to model Accommodates
FFTA vague or incomplete failure uncertainty and expert [154]
data when precise judgment in the absence
probabilities are unavailable  of statistical failure rates
Transforms fault trees into Reduces computational
BDD for efficient logical cost in large-scale or
FTA + BDD evaluation and probability combinatorial complex [+4]
computation systems
Combines fault-based and . .
- Provides a broader view
reliability-based system of svstem reliability and
FTA + RBD models to capture both Ly - o [19,60]
failure logic and structural identifies b(?th critical
dependencies paths and failure modes
Introduces time-sequencing Models failures that
DFTA logic gates to capture depend on timing, such 7]

order-dependent failures and

dynamic behavior

as standby and
priority-based behaviors

DFTA + Monte
Carlo Simulation

Combines dynamic fault

trees with stochastic
simulation for realistic

modeling of system evolution

Handles complex
interactions and
time-varying failure
probabilities in uncertain
environments

reasonably foreseeable misuse. This section explores how FTA can be extended and adapted
to support safety analysis within the SOTIF framework. It examines methodological strate-
gies for incorporating SOTIF-specific risk factors into fault tree structures. By bridging
the deductive modeling capabilities of FTA with the hazard categories defined in SOTIF,
this integration enables a more comprehensive assessment of safety risks in autonomous
vehicle systems. This section also highlights recent studies that demonstrate the feasibility
of this combined approach.
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2.4.1 Approaches for Integration

Integrating FTA into the SOTIF framework provides a structured approach to extending
traditional risk assessment techniques to cover hazards related to intended functionality.
While FTA traditionally evaluates functional safety by identifying failure paths and quan-
tifying the likelihood of system malfunctions, its application within the SOTIF context
enables a comprehensive assessment of potential risks. SOTIF focuses on hazards aris-
ing from the system’s intended functionality, such as sensor limitations or environmental
conditions [3]. By applying FTA to these scenarios, it becomes possible to model how
functional insufficiencies and triggering conditions lead to hazardous outcomes, even in the
absence of component failures.

Clause 7.3 of ISO 21448 states that inductive, deductive, or exploratory methodologies
can be used to analyze potential functional insufficiencies and triggering conditions. The
analysis can be qualitative, quantitative, or a combination of both. Moreover, quantita-
tive targets can be defined at the element level and derived from acceptance criteria or
validation targets at the vehicle level [14]. FTA is a deductive, top-down safety analysis
technique that closely matches the analysis expectations. It can also be adapted to serve
the goal of SOTIF by addressing hazards caused by performance limitations and reasonably
foreseeable misuse.

FTA supports the SOTIF framework through both qualitative and quantitative method-
ologies [18,34]. Qualitative FTA systematically identifies and illustrates logical relation-
ships among functional insufficiencies, triggering conditions, and hazardous events. This
approach effectively identifies root causes, allowing safety analysts to trace hazardous out-
comes back to their initial contributing factors. In addition, qualitative FTA supports the
identification of minimal cut sets, revealing the smallest combinations of conditions that
cause the hazardous event. By highlighting these critical vulnerabilities, the qualitative
approach supports risk prioritization and targeted mitigation strategies [109,123]. Quan-
titative FTA extends the qualitative approach by incorporating numerical probabilities
so that enabling precise probabilistic risk assessments [15, 122]. By assigning likelihood
values to basic events, quantitative FTA facilitates the establishment of explicit safety
performance targets at both component and system-element levels.

2.4.2 Use Cases and Examples

Several studies demonstrate the effective integration of FTA within the SOTIF framework,
offering both methodological advancements and practical application. Table 2.8 presents
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a comparative overview of representative studies that integrate FTA within the SOTIF
framework, detailing their main focus areas, the role of FTA, addressed SOTIF aspects,
and key contributions to safety assessment in autonomous vehicle systems. Schonemann
et. al [118] present a structured methodology employing FTA to derive functional safety
requirements for cooperative Automated Valet Parking (AVP) systems. Their approach is
based on the ISO 26262 framework and extends to address key aspects of SOTIF. In par-
ticular, it considers performance limitations and triggering conditions that are not caused
by system malfunctions. The authors analyze the AVP system using a SPA model. This
model provides a conceptual framework for breaking down the system’s functional behav-
ior into sequential operational phases. This decomposition makes it easier to identify and
evaluate safety-critical events at each stage of the vehicle’s operation. A notable contri-
bution of their study is the ability to model safety goal violations that may arise in the
absence of hardware or software failures. For instance, in a narrow parking environment,
the system may operate as intended but fail to detect or classify pedestrians due to sensor
occlusion. This scenario represents a potential hazard caused by a functional insufficiency
rather than a traditional malfunction. By incorporating these non-failure causes into the
fault tree, the proposed methodology enables the derivation of safety requirements that
address both malfunction-based and SOTIF-related hazards.

Liu et al. [33] propose a Tri-Safety Integration Analysis Strategy which unifies FuSa,
SOTIF, and Cybersecurity within a single analytical framework. Their approach is centered
on a collaborative tree structure that integrates FTA with Causal Tree Analysis (CTA)
and Attack Tree Analysis (ATA). Their study decomposes the overall safety goals into
contributing events related to functional failures, performance insufficiencies, and cyberse-
curity threats. In the context of SOTIF, this study applies FTA and CTA to systematically
identify root causes of performance limitations and evaluate their potential to result in haz-
ardous behavior under specific triggering conditions. The combination of FTA with ATA
is used to model cybersecurity threats, tracing how malicious actions could result in safety
goal violations. The proposed method improves system safety and reliability and obtains
more comprehensive safety requirements.

Kaiser [65] provides a complementary perspective, which focuses on the practical inte-
gration of FuSa and SOTIF using model-based tools such as medini analyze. His method-
ology employs FTA to conduct causal analysis of hazardous events, extending traditional
malfunction scenarios to include performance limitations and environmental factors. In
this context, SOTIF-related hazards, such as degraded object detection in low-light con-
ditions, are explicitly modeled as part of the fault tree. Moreover, Kaiser suggests that
SOTIF analysis and simulation should be more closely integrated. Since simulation can re-
veal real-world triggering conditions that might not be detectable through analysis alone.
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By incorporating such scenarios into the FTA, the methodology supports iterative val-
idation and refinement of the SOTIF concept. The study demonstrates how triggering
conditions, functional weakness, and misuse scenarios can be causally linked to hazardous
events, highlighting the importance of FTA as a deductive tool for comprehensive SOTIF
analysis.

Integrating SOTIF with FTA aligns closely with this guideline mentioned in ISO 21448.
This integration offers a unified and systematic approach to hazard identification, support-
ing a comprehensive assessment of potential risks throughout the system. This approach
effectively captures and analyzes all hazards resulting from functional limitations and sys-
tem malfunctions so that enhancing the robustness of risk assessment. It also enables more

accurate prioritizing of risks and facilitates the development of safety measures.

Table 2.8: Comparison of FTA-SOTIF Use Cases

Ref.

Main Focus

Role of FTA

SOTIF Aspect
Addressed

Key
Contributions

Practical
integration using
model-based tools;
emphasis on
SOTIF and
simulations

Use for causal
analysis including
performance
limitations and
environmental
factors

Focus on low-light
object detection
and misuse
scenarios revealed
by simulation

Iterative
simulation-
informed validation
of SOTIF scenarios

Unifies analysis of
FuSa, SOTIF, and
Cybersecurity

Combine with CTA
and ATA to model
functional failures
and cyber threats

Model performance
insufficiencies and
triggering
conditions under
security threats

Tri-safety
integration
enhances
completeness of
safety goals

Automated Valet
Parking; SPA
model-based FuSa
and SOTIF

Use to derive

functional and

SOTIF-based
safety requirements

Consider
performance
limitations and
sensor occlusions

Captures non-fault
hazards in narrow
parking contexts

2.5 Lesson Learned, Challenges, and Open Issues

This section summarizes the key insights derived from integrating the FTA and SOTIF
frameworks for autonomous vehicle safety. It also discusses current challenges and high-
lights potential directions for future research in the context of autonomous vehicle safety
assurance.
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2.5.1 Lessons Learned

A key insight emerging from this study is that FTA offers a structured methodology that
aligns well with the objectives of the SOTIF framework. FTA is traditionally used within
the ISO 26262 FuSa to evaluate hazards arising from system malfunctions or component
faults. SOTIF, as defined by ISO 21448, extends the safety scope to include hazardous
behaviors that may occur even when the system operates correctly [98]. These include
sensor limitations, insufficient system performance in edge-case scenarios, or reasonably
foreseeable misuse. The distinct focuses of FTA and SOTIF are not contradictory but
complementary. Their integration allows for a more comprehensive safety assessment that
addresses both fault-induced failures and risks associated with the intended functionality
under uncertain operating conditions.

A key requirement in SOTIF is to identify triggering conditions and functional insuf-
ficiencies that could lead to hazardous outcomes [31]. This objective aligns well with the
FTA’s deductive structure, which traces causal pathways from basic events to top-level
hazards. When applied in a SOTIF context, FTA provides the structured visualization of
these causal relationships. It can represent performance limitations, environmental con-
ditions, and user interactions as basic or intermediate events within a fault tree. This
approach provides a visual and logical framework for understanding how various factors
might interact to produce unsafe behavior, even in the absence of system malfunctions. In
addition to its qualitative capabilities, FTA also enables quantitative reasoning. While SO-
TIF currently lacks standardized risk quantification methods [112], integrating FTA into
the SOTIF analysis allows safety engineers to estimate the probability of specific hazardous
scenarios. This supports comparative analysis of the related risk contributions associated
with different insufficiencies and informs risk acceptance decisions based on severity and
likelihood. As a result, FTA provides a valuable extension to the largely qualitative na-
ture of current SOTIF assessments. Application studies, such as cooperative valet parking
systems, battery management, and perception-based hazard detection, demonstrate the
practical relevance of integrating FTA and SOTIF in real-world scenarios.

Recent advancements further extend the analytical capabilities of FTA. Techniques such
as DFTA, probabilistic modeling with BN, and simulation-based approaches like Monte-
Carlo analysis are integrated to address limitations in classical fault tree methods. These
techniques support the modeling of time-dependent behaviors, accommodate uncertainty,
and enable the evaluation of adaptive systems that evolve in response to environmental
changes or learning algorithms.

While FTA provides a deductive and structured foundation, its binary and static as-
sumptions limit its ability to fully represent uncertainty, multi-state variables, and in-
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terdependencies among events. These constraints become particularly evident in SOTIF
contexts, where hazards arise from functional insufficiencies and performance limitations.
BN address these gaps by modeling probabilistic dependencies through conditional proba-
bility tables, allowing event likelihoods to be updated dynamically as new evidence becomes
available. This capability enables BN extend FTA beyond static risk estimation toward a
more adaptive and evidence-driven form of safety analysis.

The advantages of BN are especially relevant to autonomous vehicle safety. Their
ability to support both predictive and diagnostic inference provides benefits for proactive
risk assessment and post-incident investigation. In the context of SOTIF, BN can represent
triggering conditions, functional insufficiencies, and failure modes in a single probabilistic
framework, quantifying their combined impact on system-level hazards. As a results, BN
is more than just alternatives to FTA. They are natural extensions that enhances their
applicability in scenarios involving uncertainty and contextual variability.

2.5.2 Challenges

Despite these promising insights, there are several challenges remain. One key limita-
tion is the absence of a standardized methodology for integrating FTA with the SOTIF
framework. Current approaches are often developed for specific case studies or system
architectures, which limits their scalability, reusability, and regulatory compliance across
different autonomous vehicle platforms or development teams. Additionally, modern au-
tonomous vehicle systems increasingly rely on Al-based perception and decision-making
systems that exhibit stochastic and adaptive behavior. Traditional FTA rely on well-
defined and deterministic event structures, which struggle to capture this complexity, lim-
iting their applicability in modeling SOTIF-relevant hazards introduced by learning-based
components.

Another limitation lies in the absence of quantitative safety thresholds in SOTIF, unlike
ISO 26262, which provides numerical failure rate targets. This makes it challenging to
apply probabilistic FTA in a consistent and traceable manner. Moreover, traditional FTA
is not inherently scenario-based. While SOTIF emphasizes the importance of identifying
unknown and context-sensitive scenarios, fault trees do not naturally capture the variability
of real-world environments. Without support for dynamic scenario generation, critical edge
cases may be overlooked.
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2.5.3 Open Issues and Future Research Directions

To overcome these limitations, future research should focus on developing hybrid safety
analysis frameworks that integrate FTA with probabilistic and causal modeling techniques,
such as BN or structural causal models. This type of integration can capture both deter-
ministic and probabilistic dependencies while also accommodating dynamic and uncer-
tain behaviors. There is also a need to define quantitative safety metrics tailored to SO-
TTF-relevant hazards. These metrics would support more consistent risk assessment and
strengthen regulatory alignment. Additionally, the advancement of automated scenario
generation techniques would improve coverage of edge cases and enable more realistic val-
idation of autonomous vehicle behavior under uncertain conditions. Finally, incorporating
human factors modeling into fault and hazard modeling frameworks would support a more
comprehensive evaluation of misuse-related risks in autonomous systems.

2.6 Conclusion

This survey has presented a comprehensive review of current literature on FTA and SOTIF
in the context of autonomous vehicle safety. In particular, it has explored the feasibility
of integrating FTA, a well-established deductive method for analyzing failure propagation,
with the SOTIF framework, which focuses on addressing risks that may arise even when
a system operates as intended. The paper begins by introducing the overall architecture
of autonomous vehicle systems and highlighting key safety concerns. It then outlines the
scope of SOTIF, as defined in ISO 21448, and compares it to ISO 26262 FuSa, highlighting
the importance of assessing both malfunction-induced and functionality-related risks.

The survey further investigates how FTA can be adapted to model SOTIF-relevant
factors such as functional insufficiencies and triggering conditions. Recent methodological
advancements, including dynamic modeling and probabilistic reasoning, are reviewed for
their potential to enhance FTA’s applicability in SOTIF contexts. In addition, practical
case studies demonstrate the feasibility of combining FTA with SOTIF frameworks in real-
world autonomous vehicle scenarios. The paper also highlights several ongoing challenges.
These include the lack of standardized integration methods, the absence of quantitative
metrics for SOTIF, and the limited capability of current approaches to support scenario-
based validation. Addressing these challenges is essential for developing adaptive safety
assurance frameworks for autonomous vehicle systems. At the same time, these chal-
lenges give rise to meaningful opportunities for future research. Enhancing FTA through
probabilistic modeling, formalizing scenario-based analysis techniques, and systematically
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incorporating human factors into safety assessments can greatly strengthen the ability to
capture real-world complexity. Collectively, these directions offer a promising foundation
for the development of more comprehensive and context-aware safety frameworks aligned
with the advanced autonomous vehicle technologies.
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Chapter 3

Advancing Autonomous Vehicle
Safety: A Combined Fault Tree
Analysis and Bayesian Network
Approach

This chapter is the outcome of the following publication: Lansu Dai, and Burak Kantarci,
“Advancing Autonomous Vehicle Safety: A Combined Fault Tree Analysis and Bayesian
Network Approach”, IEEE International Conference on Engineering Reliable Autonomous

Systems (ERAS), May 2025. (Accepted)

This chapter integrates FTA and BN to assess collision risk and establish Automotive
Safety Integrity Level (ASIL) B failure rate targets for critical autonomous vehicle compo-
nents. The FTA-BN integration combines the systematic decomposition of failure events
provided by FTA with the probabilistic reasoning capabilities of BN, which allow for dy-
namic updates in failure probabilities, enhancing the adaptability of risk assessment. A
fault tree is constructed based on autonomous vehicle subsystem architecture, with colli-
sion as the top event, and failure rates are assigned while ensuring the total remains within
100 FIT. Bayesian inference is applied to update posterior probabilities, and the results
indicate that perception system failures (46.06 FIT) are the most significant contributor,
particularly failures to detect existing objects (PF5) and misclassification (PF6). Mitiga-
tion strategies are proposed for sensors, perception, decision-making, and motion control to
reduce the collision risk. The FTA-BN integration approach provides dynamic risk quan-
tification, offering system designers refined failure rate targets to improve autonomous
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vehicles safety.

3.1 Introduction

With the increased use of autonomous vehicles, it has become critical to ensure the safety
of autonomous vehicles in complex and dynamic environments so that they can accurately
perceive, predict, and respond to diverse scenarios to mitigate risks [73]. According to
ISO 26262, risk is defined as the combination of the probability of harm occurring and the
severity of its consequences [13]. In the context of autonomous vehicles, risk arises from sys-
tem limitations, component failure, and external environmental conditions that may lead
to undesirable outcomes, such as collisions. Mitigating risks are important to ensure the
safe operation of autonomous vehicles. This highlights the importance of risk assessment
frameworks to address the uncertainty and complexity of the real-world environment.

FTA is a widely used technique in safety analysis, particularly in complex systems [ 10].
It provides a structured approach to identify potential hazards and assessing the likelihood
of failure. Autonomous vehicles rely on multiple interconnected systems, they cooperate
to ensure the safe and reliable operation. FTA provides a systematic approach to analyze
failures across these systems. However, traditional FTA has limitations in handling com-
plex interactions and dependencies in systems [03]. It assumes that the system components
fail independently and with static probabilities, making dynamic relationships difficult to
model. This challenge becomes evident in autonomous vehicles, where subsystem interac-
tions continuously evolve.

BN excel at modeling uncertain events and capturing dependencies between compo-
nents, enhancing the overall accuracy and flexibility of risk assessment [100]. BN enable
probabilistic inference and dynamic updates based on new evidence. IntegratingF'TA with
BN provides a comprehensive risk assessment framework, combining FTA’s ability to de-
compose failure events systematically with BN’s ability to model complex dependencies.
While FTA-BN integration has been successfully applied to safety-critical domains, such as
UAV [138] and radio altimeter systems [17], its application to autonomous vehicles risk as-
sessment at the subsystem level remains underexplored. Bhavsar et al. [1] use traditional
FTA to analyze autonomous vehicles systems operating in mixed traffic streams. However,
existing analyses rely on static failure probabilities modeling the autonomous vehicles sys-
tem as a whole. Therefore, state of the art remains the open issue of capturing the intricate
interdependencies between its subsystems. This gap leaves a critical aspect of autonomous
vehicles safety unexplored, that how failures in individual subsystems contribute to overall
system risk and how these risks evolve over time.
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This study addresses the limitations of traditional FTA by incorporating Bayesian
inference to derive target failure rates for basic events, which provides valuable guidance
for system designers in ensuring autonomous vehicles safety compliance. This chapter
contributes to risk-based autonomous vehicles safety assessment by focusing on subsystem-
level analysis and utilizing BN to dynamically update failure probabilities. The main
contributions of this chapter can be summarized as follows:

1. We define target failure rates for autonomous vehicles subsystems that align with

ASIL B under ISO 26262 FuSa standards [13], ensuring that autonomous vehicles
system designers can use these failure rate thresholds as guidelines for safety compli-
ance.

2. We decompose the autonomous vehicles system into subsystems based on its ar-
chitecture, which includes sensors, perception, decision-making, and motion control
systems. This structured approach allows for more targeted risk mitigation strategies
and system improvements.

3. We identify the most significant contributors to collision risk and map critical failure
pathways, offering insights for prioritizing safety enhancements and resource alloca-
tion in autonomous vehicles development.

Our quantitative analysis demonstrates that perception system failures are the primary
contributors to autonomous vehicles collision risk, accounting for 46.06 FIT, almost half
of the total 100 FIT failure rate. Specifically, failures in detecting existing objects (PF5),
misclassification (PF6), and delayed response to obstacles (DMF2) are identified as critical
factors. The rest of the chapter is organized as follows. Section 3.2 reviews the related work
and highlights the novelty of this study. Section 3.3 details the methodologies, including
FTA and BN integration. The experimental results and discussion are presented in Section
3.4. Finally, Section 3.5 concludes with future directions.

3.2 Related Work

FTA has been widely used to evaluate autonomous vehicles safety by identifying potential
failure points and assessing associated risks. Bhavsar et al. [11] employ FTA to analyze
vehicular and infrastructure components in mixed-traffic environments, identifying critical
failure points in autonomous vehicles. While promising, their study can further be im-
proved by incorporating dynamic failure probabilities and accounting for real-time updates
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based on dynamic traffic conditions. Chen et al. [23] use FTA to examine control transitions
in Level 2 and 3 autonomous vehicles, identifying key failure sources in operational design
domains and human-machine interactions. Their study highlights the significant role of
human factors in autonomous vehicles safety, particularly in takeover scenarios. Expand-
ing their study to include broader system failures and incorporating in-depth quantitative
methods for handling dependencies could further strengthen the findings. Li et al. [79)]
integrate FTA with FMEA to build a fault database. This structured method improves
failure diagnosis in electric autonomous vehicles. The work could be further improved by
incorporating real-time adaptability and capturing dependencies between events to provide
a more comprehensive and dynamic risk assessment framework.

These studies demonstrate the effectiveness of FTA in autonomous vehicles risk assess-
ment but also highlight its limitations, particularly its static nature and inability to model
interdependencies dynamically. To address these challenges, integrating FTA with BN has
been explored in other domains, such as radio altimeter systems [17] and unmanned aerial
vehicles [138]. Gao et al. [17] used an FTA-BN approach to fault diagnosis in radio altime-
ter systems. They highlight the advantages of using BN to capture dependencies between
system components and update failure probabilities in real-world scenarios. Similarly, Xiao
et al. [138] demonstrate the effectiveness of BN in UAV safety analysis, by modeling sta-
tistical dependencies among UAV components and dynamically updating risk assessments
based on real-time flight data.

Despite its success in these fields, FTA-BN integration remains underdeveloped in au-
tonomous vehicles safety research. Most existing studies, including Bhavsar et al. [11]
could benefit from incorporating Bayesian inference. This gap provides an opportunity
to apply the FTA-BN framework to autonomous vehicles risk assessment, particularly in
modeling subsystem interactions and dynamic risk probabilities. This study aims to bridge
that gap, using FTA-BN integration to develop a more adaptive framework for improving
autonomous vehicles safety.

3.3 Methodology

3.3.1 Fault Tree Analysis (FTA)

The fault tree is a top-down approach for modeling the pathways leading to a specific sys-
tem failure or undesired event. It has two main types of nodes: events (basic, intermediate,
or top events) and gates (AND/OR) to define logical relationships.
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FTA supports both qualitative and quantitative analysis [I 10]. The qualitative FTA
uses minimal cut sets to identify a system’s vulnerabilities without requiring numerical
data. The minimal cut sets represent the smallest combination of basic events that can
cause the top event. Formally, a minimal cut set C,,;, is a set of basic events Ey, Fs, ..., E,:
O(Crin) = 1 and YC' C Chin, ¢(C") = 0, where ¢ is the structure function representing
the logical relationships in the fault tree.

Quantitative FTA calculates the failure probability of the undesired event occurring
by propagating the failure probabilities of the basic events through gates. For an AND
gate, the output probability is calculated as the product of the probabilities of all input
events. For an OR gate, the output probability is computed as the complement of the
product of the complements of the input probabilities. The failure probability of the top
event is calculated by iteratively applying these formulas from the bottom to the top of the
fault tree. Conducting both qualitative and quantitative FTA provides a comprehensive
understanding of system risks and failure pathways, enabling informed risk management
decisions.

3.3.2 Bayesian Network (BN)

Bayesian Networks have both forward and backward analysis. The forward analysis calcu-
lates the probability of occurrence of any node in the network based on the prior probability
of the parent node and the conditional dependence of each node. This provides the predic-
tion of outcomes given known input. The backward analysis focuses on the computation
of the posterior probability of any given set of variables given evidence. This allows for
reasoning and diagnostics based on known outcomes [(7].

BN is widely used to model uncertainty, make inferences, and predict outcomes based
on partial information. Therefore, they are useful for modeling uncertainty in autonomous
vehicles, as dependencies between variables can be probabilistic and dynamic. BN can
incorporate evidence, such as the failure rate of specific nodes, and then use Bayes’ theorem
to calculate the posterior failure probability. This makes them a valuable tool for risk
assessment.

3.3.3 Integrating FTA with BN

Integrating BN with FTA enhances risk assessment by capturing probabilistic dependencies
between system components. Any fault tree can be converted into a corresponding BN by
creating a binary BN node for each event in the fault tree [I13]. According to Xiao
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Figure 3.1: Transformation of AND and OR gates from Fault Tree to Bayesian Network

et al. [138], the conversion rule from fault tree to BN can be considered as two parts:
graphical and numerical mapping.

Let B = {B1,Bs,...,B,} and I = {1, I5,...,I,} represent the set of basic events
and intermediate events in FTA, respectively. Let T represent the top event in FTA. The
graphical mapping to BN is:

B X pq = {Pay, Pas, ..., Pa,} (3.1)
129 N ={Ny,Ny,...,N,} (3.2)
T e ¢ (3.3)

where Pa is the set of parent nodes, N is the intermediate nodes, and C' is the child
node in BN. For the numerical mapping, let P(B;) represent the occurrence probability of
a basic event B; and G represent a logic gate (e.g., AND, OR) in the fault tree.

P(B;) 2% Prior(Pa;) (3.4)
G(By,Bs,...,By) 2% CPT(C|Ny, Ns, ..., Ny) (3.5)

where Prior(F;) is the prior probability in BN and CPT(C|Ny, Na, ..., Ng) is the condi-
tional probability table in the BN corresponding to the logic of gate G. The translation
rule can be summarized as:

FTA(B,1,T,P(B),G) 2% BN(Pa, N, C, Prior(Pa), CPT) (3.6)
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where M = Mg U My represents the combined graphical and numerical mapping func-
tions. Fig. 3.1 shows the transformation of the two-states AND and OR gates rule. These
Conditional Probability Tables (CPTs) form the foundation for probabilistic reasoning in
BN derived from fault trees, allowing us to calculate the likelihood of events under uncer-
tainty and update probabilities when new evidence is introduced. Bayes’ Theorem is used
to incorporate evidence updates.

P(Evidence | E;) - P(E;)

P(E; | Evidence) = P(Evidenco)

(3.7)

where P(FE; | Evidence) is the updated probability of event E; after considering the evi-
dence, P(Evidence | E;) is the probability of observing the evidence, given the event Ej is
true, and P(E;) is the occurrence probability before considering the evidence. P(Evidence
is the marginal probability of the evidence, which can be computed as:

P(Evidence) = Y ~ P(Evidence | E;) - P(E}) (3.8)

where E; represents all possible events in the network.

3.3.4 Construction of Fault Tree

The fault tree for autonomous vehicles collision risk is structured based on the core subsys-
tems of an autonomous vehicle, which includes sensors, perception system, decision-making
system, motion control system, and external interactions [101,103]. The subsystem archi-
tecture of autonomous vehicles is illustrated in Fig. 3.2.

Each subsystem contributes significantly to the overall functionality and safety of the
vehicle. The sensors are responsible for collecting real-time environmental data, providing
the foundation of perception and navigation. However, failures in this subsystem can affect
the vehicle’s ability to interpret its surroundings accurately. Sensor failures occur when
camera (SF1), LIDAR (SF2), radar (SF3), GPS (SF4), or IMU (SF5) fails due to hardware

malfunctions, environmental interference, or signal loss.

The perception system is responsible for interpreting the environment using sensor
data. Failures in this subsystem affect the vehicle’s ability to detect and respond to its
surroundings. The basic events in the perception system are labeled PF1 through PF14.
Data misalignment (PF1), coordinate frame errors (PF2), and algorithm fusion errors
(PF3) may cause inconsistencies in sensor fusion. Furthermore, object recognition failures,
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such as detecting non-existent objects (PF4), failure to detect existing objects (PF5), and
misclassification (PF6), result in inaccurate scene interpretation. Low confidence score
(PF7) and edge case limitation (PF8) present additional challenges for object recognition
algorithms. Object tracking is responsible for continuously monitoring detected objects
in the environment and predicting their future position over time. Failures in object
tracking, including data association errors (PF9), drift in tracking output (PF10), and
tracking loss (PF11), degrade the reliability of autonomous vehicles perception, leading to
unsafe driving decisions. Map matching errors (PF12), coordinate transformation failures
(PF13), and localization drift (PF14) in localization introduce navigation inconsistencies,
affecting autonomous vehicles’ positional accuracy.

The decision-making system processes perception outputs and determines appropriate
navigation actions. Failures within this subsystem can result in incorrect or delayed driving
decisions, increasing the likelihood of collisions. Incorrect path planning (DMF1), delayed
response to obstacles (DMF2), and obstacle avoidance failure (DMF3), can directly lead to
unsafe driving behavior. The motion control system ensures that planned vehicle actions
are executed safely. Failures in acceleration control (MCF1), braking mechanisms (MCF2),
or steering functionality (MCF3) affect vehicle stability. In addition to internal system
failures, external interaction factors also contribute to autonomous vehicles safety risks.
Adverse weather conditions (E1), degraded road conditions (E2), communication failure
(E3), and cyberattacks (E4) pose significant challenges. These external factors may reduce
sensor accuracy, interfere with decision-making processes, or compromise system security,
increasing the likelihood of a collision. Based on the architecture of the autonomous vehicle,
we constructed the fault tree with the top event as collision in autonomous vehicles as Fig.
3.3 and Fig. 3.4.

3.3.5 Risk-Based Safety Assessment Methodology

This chapter presents a risk-based safety assessment methodology for collision risk analysis
in autonomous vehicles, focusing on defining target failure rates for critical components to
align with FuSa standards, particularly ASIL B under ISO 26262. While the ASIL B fail-
ure rate target is originally defined for random hardware failures, we use it notionally as a
reference for the overall system, including both hardware and software failures, to ensure a
comprehensive risk assessment. The methodology systematically analyzes autonomous ve-
hicles architecture by breaking it down into onboard sensors, perception, decision-making,
and motion control systems to identify failure components and establish target failure
rates. The root causes of collision as the top event are investigated and fault tree is devel-
oped based on literature reviews and expert opinions. In the qualitative analysis, minimal
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Table 3.1: List of Basic Events with their Corresponding Posterior Failure Rate

Event Node Name of Event Failure Rate (FIT)
SF1 Camera Failure 6.36 + 1.33
SE2 LiDAR Failure 5.67 £+ 1.36
SF3 Radar Failure 6.51 +£1.42
SF4 GPS Failure 6.87 £ 1.74
SEb5 IMU Failure 6.46 +1.14
PF1 Data Misalignment 5.45 + 0.516
PF2 Coordinate Frame Errors 4.82 £ 0.632
PF3 Algorithm Fusion Error 5.52 + 0.806
PF4 Detecting Non-Existent Objects 6.42 £ 0.843
PF5 Failure to Detect Existing Objects 6.46 +0.917
PF6 Misclassification 6.56 £ 0.454
PE7 Low Confidence Scores 5.01 +£0.49
PES Edge Case Limitations 4.27+1.05
PF9 Data Association Errors 5.43 £0.905
PF10 Drift in Tracking Output 5.17+£0.617
PF11 Tracking Loss 5.01 £ 0.568
PF12 Map Matching Errors 5.19+1.11
PF13 Coordinate Transformation Faults 5.44 + 0.444
PF14 Localization Drift 5.46 + 0.466
DMF1 Incorrect Path Planning 5.98 +£0.787
DMEF2 Delayed Response to Obstacle 6.56 + 1.08
DMF3 Obstacle Avoidance Failure 6.31 £0.923
MCF1 Accelerator Control System Failure 5.58 £0.775
MCF2 Brake Control System Failure 5.62 + 0.750
MCF3 Steering System Failure 4.96 + 0.812

E1l Weather 448 +£0.713

E2 Road Conditions 4.41 4+ 0.607

E3 Communication Failure 4.76 £0.719

E4 Cyberattack 5.28 £0.626
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Figure 3.2: Subsystem Architecture of Autonomous Vehicles Systems

cut sets are generated using FTA to identify the critical failure combinations systemati-
cally. For the quantitative analysis, the fault tree is converted into a BN to perform the
probabilistic risk assessment.

3.4 Experimental Results

3.4.1 Qualitative Analysis

The qualitative analysis of the fault tree structure provides insights into the system’s
minimal cut sets, which represent the simplest combinations of basic events that can cause
system failure: collision. Analyzing these cut sets helps to identify which components are
the most critical contributors to the risk associated with the system.

In this study, three order-2 minimal cut sets are identified: coordinate frame errors
and data misalignment (PF1, PF2), low confidence scores and edge case limitation (PF7,
PF8), and data association errors and drift in tracking outputs (PF9, PF10). These failure
pairs indicate that a single failure alone is not sufficient to cause a system failure in these
cases. However, the simultaneous occurrence of both failures in a set significantly increases
collision risk. To mitigate the risks associated with these minimal cut sets, it needs targeted
risk reduction strategies.

For PF1 and PF2, real-time sensor calibration should be implemented to continuously
adjust sensor alignment and correct errors. Besides, sensor fusion consistency checks can
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detect and mitigate misaligned data before it propagates. For PF7 and PF8, improve-
ments in Al perception systems are necessary. Expanding training datasets with edge-case
scenarios can enhance robustness. Adaptive Al models should be developed to handle
low-confidence situations by triggering a fail-safe mode or a secondary decision validation
process. PF9 and PF10 significantly impact the initialization of object tracking results.
Incorporating appearance descriptors can help improve identification matching and reduce
correspondence errors. Using probabilistic filters such as Kalman filters, can help reduce
drift by estimating covariance and dynamically adjusting prediction confidence to reduce
positional uncertainty. In addition, an AND gate connects multiple sensor failures (SF1-
SF5). This structure indicates that individual sensor failures do not significantly influence
collision risk unless multiple sensors fail simultaneously. This insight suggests that while
individual sensor failures are less critical, maintaining overall sensor reliability remains
essential to system robustness.

In addition to the minimal cut sets mentioned above, all other failures in the system
are single points of failure, meaning that the failure of a single node directly impacts
the probability of collision. These failure modes are particularly high-risk and require
additional safety mechanisms to ensure system robustness. Mitigation strategies such
as system redundancy (e.g. secondary braking mechanisms, alternative localization) to
maintain backup functionality during failures, and Al-driven predictive maintenance to
detect early component degradation through real-time operational data analysis. These
mechanisms maintain operational safety and reduce catastrophic risk during critical failure.

3.4.2 Quantitative Analysis

To ensure compliance with ASIL B, we assume that the failure rate of a collision in au-
tonomous vehicles systems does not exceed 100 FIT. FIT stands for failures in time which
is a unit used to express the failure rate of a component or system. Following the fault
tree structure, we randomly assign failure rates to basic events while ensuring the total
failure rate remains on this predefined safety threshold. The fault tree is constructed and
evaluated using Pathfinder, and failure probabilities for basic events are calculated using
the formula: P = 1 — e~ where P denotes the failure probability, A represents the failure
rate, and t stands for the time. In our study, ¢ is set to 10,000 operational hours since we
are working on an autonomous system. Then these probabilities are mapped into a BN for
posterior probability estimation.

Following the conversion rules from FTA to BN, we construct a Bayesian Network
model using Python, as shown in Fig. 3.5. To validate the BN structure, we assume a
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collision failure probability of 0.001 and ensure the BN reproduces the same probability.
The probability of collision calculated in both FTA and BN is identical at 0.001, confirming
the consistency and accuracy of the two models. Table 3.1 and Fig. 3.6 present the failure
rates of the basic events with 95% confidence levels. These provide a refined understanding
of the system’s vulnerabilities and highlight critical components contributing to the overall
collision risk.

Among the analyzed basic events, several basic events are identified as high-risk con-
tributors. PF5 (6.42 £ 0.843 FIT) and PF6 (6.56 + 0.454 FIT) highlight object detection
algorithm limitations in perception system, particularly under adverse conditions. The
failure rate of DMF2 is 6.56 £ 1.08 FIT, indicating that latencies in decision-making pro-
cesses substantially increase collision risk. Similarly, DMF3 demonstrated a failure rate of
6.31 £ 0.923 FIT, highlighting the need for enhanced decision-making systems to handle
complex driving scenarios effectively. Beyond internal system failures, E4 emerges as a
significant external failure event, highlighting the growing risk of cybersecurity threats to
autonomous vehicles. Cyberattacks have the potential to interfere with perception and
decision-making algorithms, compromise vehicle control systems, and cause incorrect ac-
tions, which raises the collision risk.

Some events show high variability in failure rates, such as PF8 (4.27 &+ 1.05 FIT), in-
dicating significant uncertainty in handling rare or extreme scenarios. This highlights the
need for better Al training on diverse datasets to address edge-case performance issues.
Moreover, the sensor subsystem shows particularly high variability in failure rates, which
can be attributed to factors such as environmental influences, calibration issues, or gradual
degradation of sensor components over time. Since the AND gate is used to model sensor
dependencies, the overall probability of sensor subsystem failure remains relatively low. To
mitigate these uncertainties and improve system robustness, it is essential to implement
redundant sensor configurations, advanced sensor fusion methodologies, and real-time di-
agnostic mechanisms. These measures will enhance fault tolerance and ensure more reliable
perception performance under diverse operating conditions.

The perception system (40.06 FIT) is the most significant contributor to collision risk,
followed by decision-making (18.85 FIT'), motion control (16.16 FIT), and external inter-
action subsystems (18.93 FIT). By enhancing object detection accuracy and expanding
the training datasets with more diverse and representative scenarios, the system can bet-
ter handle edge cases and adverse conditions, such as extreme weather or poor visibility.
These enhancements will help mitigate failures such as PF5, and PF6, which are criti-
cal contributors to the overall collision risk. A well-trained perception system will reduce
the likelihood of misidentification and failure to detect objects, especially in challenging
environments.

o4



=
=—
=—
—F—
——
=
——
——
=
-
=
=
=
e
=
——
——
=—

Failure Rate (FIT)

SE1
SF2
SF3
SF4
SFS
PEI

Event Nodes

Figure 3.6: Failure Rates of Basic Events

The implementation of real-time validation mechanisms for cross-checking data from
multiple sensors can greatly reduce sensor fusion failures. This approach is particularly
effective in preventing failures PF1 by ensuring that inconsistencies in data alignment are
detected and corrected. Moreover, introducing redundancy in perception systems helps
mitigate single-sensor malfunctions, preventing cascading failures that could disrupt object
tracking and motion planning. This approach is particularly valuable for mitigating failures
such as PF9 and PF11, which can disrupt the tracking and continuity. In the decision-
making subsystem, failures such as DMF3 can be mitigated by using predictive decision
algorithms and fail-safe override mechanisms. These enhancements allow the system to
anticipate dynamic obstacles and respond immediately to avoid collisions. For the motion
control subsystem, which includes components like brakes and steering, redundancy is
critical. Introducing backup control systems and deploying predictive maintenance can
reduce risks associated with MCF2 and MCF3. The external interaction subsystem, which
includes environmental factors like E2, can benefit from adaptive driving algorithms that
dynamically adjust to varying road conditions, minimizing their impact on vehicle safety.
By focusing on specific failure events using these mitigation techniques, the subsystems
can operate more effectively, improving the safety and robustness of autonomous vehicles.
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3.5 Conclusion

In this chapter, we have presented a risk-based safety assessment methodology for au-
tonomous vehicles collision risk analysis by integrating FTA and BN. Traditional FTA
provides a structured breakdown of failure events but assumes static failure probabilities
and lacks the ability to model interdependencies. To address this limitation, we have ap-
plied Bayesian inference to refine failure rates and establish ASIL B target failure rates for
critical autonomous vehicles components. We construct a fault tree based on autonomous
vehicles subsystem architecture, defining collision as the top event. Failure rates are as-
signed while ensuring the collision remained within 100 FIT, which is the predefined safety
threshold. By converting to BN, Bayesian inference is used to update posterior proba-
bilities, repeated over 10 times and analyzed at a 95% confidence level. Results indicate
that perception system failures (46.06 FIT) contribute most to collision risk, followed by
decision-making (18.85 FIT), motion control (16.16 FIT), and external interactions (18.93
FIT). Delayed response to obstacles (DMF2), misclassification (PF6), and failure to detect
existing objects (PF5) are identified as critical failure points. Mitigation strategies are
proposed for each subsystem, focusing on improving sensor redundancy, enhancing percep-
tion algorithms, and optimizing decision-making processes. The integration of FTA and
BN enables dynamic risk quantification, providing system designers with refined failure
rate targets. The proposed methodology can scale from subsystem-level failures to system-
level hazards. However, the inclusion of Bayesian inference introduces additional nodes
and conditional dependencies, increasing computational complexity and requiring more
detailed parameterization. While effective for design-time analysis, scalability becomes a
concern as interdependencies grows. Future work will explore real-time Bayesian inference
implementation and enhanced environmental modeling to improve autonomous vehicles
safety assessment.

o6



Chapter 4

A SOTIF-Oriented Framework for

Safety Assessment in Autonomous
Vehicles Using Integrated Fault Tree
and Bayesian Network Analysis

This chapter is the outcome of the following publication: Lansu Dai, and Burak Kantarci,
“A SOTIF-Oriented Framework for Safety Assessment in Autonomous Vehicles Using In-
tegrated Fault Tree and Bayesian Network Analysis”. (Under Submission)

Ensuring the safety of autonomous vehicles requires addressing not only hardware and
software failures, but also functional insufficiencies arising from limitations in perception,
decision-making, and sensor performance. While traditional FTA provides a systematic
framework for identifying failure pathways, it does not account for the dynamic dependen-
cies and uncertainties inherent in real-world driving scenarios. To overcome these limita-
tions, this chapter proposes an integrated methodology that combines FTA with BN from
the perspective of the SOTIF. The proposed framework enables both qualitative and quan-
titative safety analysis, capturing logical structural as well as probabilistic dependencies
among triggering conditions, functional insufficiencies, and failure modes. A case study
on object detection failure in autonomous vehicles is conducted to demonstrate the appli-
cability of the methodology. The results indicate that environmental factors weather and
occlusion are major contributors to object detection failures, which contributes to 45.76%
and 58.72%, respectively. The results indicate that environmental factors such as weather
and occlusion are major contributors to object detection failures. Additionally, posterior
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probability analysis highlights the influence of specific variables and provides actionable
insights for prioritizing mitigation strategies. This study contributes a novel framework
that enhances safety assessment capabilities in SOTTF contexts and provides system de-
signers with practical guidance to improve the reliability and robustness of autonomous
vehicle systems.

4.1 Introduction

As autonomous vehicle technology continues to advance, ensuring safety in complex and
dynamic environments has become a critical challenge. Traditional safety frameworks,
such as ISO 26262 [13], primarily address hazards resulting from hardware and software
malfunctions. However, they do not adequately capture risks that arise when the system
functions correctly but fails due to performance limitations or unforeseen interactions with
the environment. To address these gaps, the ISO 21448 standard, commonly known as
the SOTIF [14], extends the safety scope to include hazards caused by functional insuffi-
ciencies and reasonably foreseeable misuse. It aims to ensure system safety by addressing
non-fault-based hazards, particularly in perception and decision-making functions that are
fundamental to autonomous vehicle performance.

FTA is a widely used deductive technique for modeling hazardous events and identifying
their root causes through logical structure. However, FTA assumes static and independent
failure events, limited in modeling dynamic, probabilistic, and interdependent relationships
among system components [63]. BN provide a probabilistic graphical framework that
captures causal dependencies and supports reasoning under uncertainty, enabling dynamic
updates and inference over complex failure scenarios. While integrating FTA with BN has
been successfully applied in varies safety-critical domains, such as unmanned aerial vehicles
[138] and flare systems [01], its application within the SOTIF framework for autonomous
vehicles remains largely unexplored.

In this chapter, we propose an integrated methodology that combines FTA with BN to
support both qualitative and quantitative safety analysis from a SOTIF perspective. This
integration preserves the logical clarity and deductive structure of FTA while leveraging
the probabilistic reasoning capabilities of BN. The resulting framework enables the mod-
eling of multi-state variables, interdependent relationships, and dynamic updates among
three critical safety dimensions emphasized by SOTIF: triggering conditions, functional
insufficiencies, and failure modes.

In this paper, we propose an integrated methodology that combines FTA with BN to
support both qualitative and quantitative safety analysis from a SOTIF perspective. This
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integration preserves the logical clarity and deductive structure of FTA while leveraging
the probabilistic reasoning capabilities of BN. The resulting framework enables the mod-
eling of multi-state variables, interdependent relationships, and dynamic updates among
three critical safety dimensions emphasized by SOTIF: triggering conditions, functional
insufficiencies, and failure modes. The main contributions of this paper are as follows:

e We present a novel methodology that integrates FTA and BN within the SOTIF
framework to enable both qualitative structure-based analysis and quantitative prob-
abilistic reasoning. The approach effectively models complex and interdependent
safety scenarios with multi-state variables and uncertain causal relationships.

e We apply the proposed methodology to a case study on object detection failure in
autonomous vehicles, identifying significant risk factors and critical failure pathways.

e We provide mitigation strategies based on the analysis outcomes to assist system
designers in enhancing the safety and robustness of autonomous vehicle systems.

To validate the proposed methodology, we conduct a case study focusing on object detec-
tion failure, which is one of the most important safety functions in autonomous vehicles’
perception systems. The case study demonstrates how the integrated FTA-BN model can
identify key contributors to detection failures and map the corresponding failure path-
ways. The results show that adverse weather and occlusion are the important contributors
to the detection failure. These insights help to prioritize safety improvements and provide
actionable guidance for system designers and safety engineers.

The remainder of the paper is organized as follows: Section 4.2 reviews related work
on Fault Tree Analysis, Bayesian Networks, and their applications in autonomous vehicle
safety. Section 4.3 introduces the proposed methodology for integrating FTA and BN
within the SOTIF framework. Section 4.4 presents the proposed approach through a case
study on object detection failure in autonomous vehicles, and Section 4.5 present the
qualitative and quantitative analysis results. Finally, section 4.6 concludes the paper and
highlights the direction for future research.

4.2 Related Work

This section reviews related work on the safety assessment of autonomous vehicle systems,
with a focus on SOTIF, Fault Tree Analysis, and Bayesian Networks. We discuss the
differences between ISO 26262 and ISO 21448, the strengths and limitations of FTA, and
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how BN and their integration with F'TA improve probabilistic reasoning and risk assessment
under uncertainty. We also identify specific research gaps in each area to motivate the
proposed framework.

4.2.1 Safety of the Intended Functionality

The ISO 21448 standard defines SOTIF [11], which addresses hazards that arise not from
system malfunctions, but from the system operating as intended under certain insuffi-
ciently considered conditions. This framework is particularly significant in automated and
autonomous vehicle systems, where safety-critical decisions are increasingly dependent on
perception systems and Al-based decision-making algorithms. Unlike traditional safety
standards like ISO 26262 FuSa [13], which focus on hazards caused by hardware or soft-
ware malfunctions, SOTIF extends the scope of safety analysis to include scenarios where
the system operates as intended but still results in unsafe outcomes [98]. It focuses on
hazards resulting from functional insufficiencies and reasonably foreseeable misuse.

Functional insufficiencies refer to situations in which the system behaves as designed
but produces unsafe outcomes due to performance limitations [11]. SOTIF categorizes
into two primary types of functional insufficiencies. The first involves hazardous behavior
that emerges when functional limitations are exposed by specific triggering conditions,
such as poor lighting, adverse weather, occluded objects, or unusual traffic scenarios. The
second is the functional insufficiency leading to the inability to prevent the reasonably
foreseeable indirect misuse, which includes drivers’ behavior deviating from the intended
use but remains predictable. For example, over-reliance on driver assistance features [119].

SOTIF serves as a complementary framework to ISO 26262, rather than a replace-
ment [11, 104]. While ISO 26262 focuses on preventing unintended behavior due to faults,
[SO 21448 emphasizes safety assurance in the absence of faults. A comparative overview is
provided in Table 4.1. For instance, in an electronic braking system, ISO 26262 would en-
sure that the system transitions into a safe state (e.g., fallback braking) when a wheel speed
sensor fails. ISO 26262 ensures fail-safe operation due to hardware or software malfunctions
through diagnostics, redundancy, and systematic design verification. ISO 21448 encom-
passes several critical aspects, including the performance limitation of sensors, inaccuracies
in Al-based perception and decision-making systems, the influence of unpredictable envi-
ronmental conditions, and unintended drivers’ behaviors. For example, even if the camera
is working properly, it may fail to detect lane markings on a snow-covered road [54]. This
can result in unexpected lateral movement or failure to provide steering assistance. ISO
21448 ensures that functional insufficiencies caused by environmental conditions are iden-
tified, tested, and mitigated during design and validation processes.
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While SOTIF provides a conceptual framework for identifying and categorizing non-
fault-based hazards, existing studies focuses on specific scenarios and scenario generation
methods rather than comprehensive and generalizable modeling approaches [16]. There is
a lack of comprehensive modeling that captures the relationships between triggering con-
ditions, functional insufficiencies, and hazards. This gap highlights the need for method-
ologies that can systematically represent these relationships and quantify their combined
impact on safety.

Table 4.1: Comparison of ISO 26262 Functional Safety and ISO 21448 Safety of Intended
Functionality

Standard Focus on Scope Applicability
Fault-based hazards Address system failures, Safetv-critical
ISO 26262 (hardware or software  including hardware failures and < ys tom
malfunctions) systematic design errors Y
Non-fault-based Address performance limitations
ha?ards (f.uncjclonal such as sensor de'gFadatlon', ADAS and
ISO 21448 insufficiencies, perception and decision-making .
e . . Al-based functions
reasonably foreseeable limitation, actuator imprecision,
misuse) and human misuse

4.2.2 Fault Tree Analysis

Fault Tree Analysis is a deductive, top-down safety analysis method for systematically
identifying the causal factors leading to a specific undesired event, known as the top event,
and systematically tracing its potential causes. This is achieved by modeling the causal
relationships between events using Boolean logic gates, such as AND and OR. The fault
tree consists of three types of events: basic events, intermediate events, and the top event
[110]. Basic events represent individual component-level failures, while intermediate events
correspond to subsystem or functional-level failures that result from combinations of basic
events. The top event occurs when specific combinations of basic and intermediate events
satisfy the logical conditions defined by the fault tree. The hierarchical representation
allows for a clear and structured visualization of how combinations of lower-level failures
interact and propagate through the system to produce a hazardous outcome.

FTA consists of both qualitative and quantitative analysis [9]. The qualitative FTA
aims to understand the structural vulnerability of a system without involving the prob-
abilistic information. The key objective of qualitative analysis is to identify minimal cut
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sets. An minimal cut set is the smallest set of basic events that can cause the top event [12].
A cut set is defined as any set of basic events whose simultaneous occurrence leads to the
occurrence of the top event. Formally, let T" denote the top event and B = {By, By, ..., B,}
denote the set of basic events. A cut set C' C B satisfies:

B;eC

where A denotes the logical AND operator. A cut set is minimal if no proper subset of it
is also a cut set. Formally, C' is a minimal cut set if:

VO c C, /\ B = T
B;eC’

This minimality condition ensures that every event in the set is necessary for the top event
to occur. This analysis provides insight into the logical interdependencies within the system
and supports the development of risk mitigation strategies during the design and verifica-
tion phases. Quantitative FTA extends the qualitative analysis by incorporating numerical
failure data to estimate the probability of occurrence of the top event [35]. Probabilities
are assigned to basic events based on historical failure data and expert judgment [110]. The
overall system failure probability can be evaluated using Boolean algebra and probabilistic
computation. This enables a numerical risk assessment, which supports compliance with
safety standards and guides resource allocation for safety-critical functions.

FTA is widely used across safety-critical domains, including automotive [23,51], chem-
ical [58,92], and nuclear power [53]. In the context of automotive systems, FTA is explic-
itly recommended by the ISO 26262 standard as part of the functional safety assessment
process [43]. As a result, numerous applications of FTA are explored in the domain of
autonomous vehicle systems. For example, Chen et al. [23] apply FTA to analyze failure
during takeover scenarios in Level 2 and 3 automated driving. Their study introduces a
taxonomy based on the ODD boundaries and human information processing stages, help-
ing identify failure components during control transitions between the automated system
and the driver. Sreeraj et al. [125] conduct a functional safety assessment of the battery
management system in autonomous electric vehicles, combining Hazard Analysis and Risk
Assessment (HARA) with quantitative FTA to ensure the system’s compliance with ISO
26262 and to mitigate risks associated with battery thermal and voltage failures. More-
over, Bhavsar et al. [141] apply FTA to assess the risks of autonomous vehicles in mixed
traffic environments by modeling failures in vehicular and infrastructure components. This
analysis highlights the most critical combination of events that could lead to autonomous
vehicle failures.
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FTA can be further extended to align with ISO 21448, also known as the SOTIF.
Since SOTTF focuses on hazards that arise from functional insufficiencies and reasonably
foreseeable misuse, rather than system malfunctions, its integration requires a broader
scope of analysis. Valerij et al. [1 18] apply FTA to analyze failure scenarios in automated
valet parking systems. Their work emphasizes hardware failures and hazards resulting
from sensor limitations and environmental uncertainties, which are relevant to SOTIF
considerations. The direction is further supported by Kaiser [65], who explores the practical
integration of ISO 26262 and ISO 21448 using model-based tools such as medini analyze.
His approach suggests that traditional FTA can be extended with environmental conditions
and performance limitations to better capture SOTIF-relevant hazards.

Traditional F'TA remains an effective tool for systematically analyzing system-level fail-
ures. However, it has several significant limitations when applied to the safety assessment
of autonomous vehicles [32]. One notable limitation is its static representation [16]. FTA
assumes a fixed architecture, making it difficult to model the dynamic behaviors and en-
vironmental interactions that are inherent in autonomous driving scenarios. Furthermore,
FTA typically assumes statistical independence among failure events, limiting its ability
to capture complex interdependencies between components [63]. In practice, autonomous
vehicle systems consist of tightly coupled interacting subsystems, including sensors, per-
ception, decision-making, and motion control. These interdependencies are critical to the
emergence and propagation of failures. To overcome these limitations, FTA is frequently
combined with complementary analytical techniques, such as probabilistic graphical mod-
els [18, 138] or simulation-based validation methods [37, 128], to enhance its applicability
in complex and adaptive systems.

4.2.3 Bayesian Network

Bayesian networks are probabilistic graphical models that use a directed acyclic graph to
represent the conditional dependencies between variables [126]. There are three types of
nodes in BN: parent nodes, intermediate nodes, and child nodes. Each node in the network
corresponds to a random variable [100]. Edges represent the relationship between nodes.
Nodes with no incoming edges are known as parent nodes, and they are associated with
prior probability distributions since their states are not dependent on any other variables.
Nodes with one or more incoming edges are referred to as child nodes, and they are associ-
ated with CPT's, which specify the likelihood of their states given the states of their parent
nodes. The intermediate nodes serve as both child and parent nodes within the network
also require CPTs.
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BN provides a structured approach for modeling uncertainty, interdependencies, and
causal relationships, making them highly suitable for safety analysis in autonomous vehicle
systems [34,67]. Autonomous vehicles rely on the coordinated operation of multiple inter-
connected subsystems, such as perception, decision-making, and motion control [101,103].
BN effectively captures the probabilistic dependencies among these components, offering
insight into how failures or degraded performance propagate and impact overall system
behavior. Furthermore, BN supports both forward and backward analysis [20]. Forward
analysis, also known as predictive inference, estimates the likelihood of downstream events
based on known conditions. Backward analysis focuses on computing the posterior proba-
bilities of variables given observed evidence. It enables the inference of the most probable
underlying causes of an observed system failure, which is especially valuable for fault di-
agnosis and system monitoring in safety-critical applications.

The integration of FTA and BN provides a more comprehensive risk assessment frame-
work by systematically decomposing failure events and modeling complex dependencies.
This hybrid approach combines the strengths of FTA’s hierarchical and deductive structure
with the probabilistic reasoning and inference capabilities of BN. Xiao et al. [138] apply
the integration of FTA and BN to evaluate public safety risks associated with UAV. Their
analysis identifies the primary contributing risk factors and offers insights on developing
effective regulations to improve public safety in UAV operations. Sakar et al. [I13] apply
a similar methodology to the analysis of grounding accidents in maritime systems. By
mapping a fault tree into a Bayesian Network, they enable both predictive and diagnostic
inference under uncertain conditions, allowing for the identification of critical contributing
factors and the dynamic updating of risk levels based on observed evidence. Their work
demonstrates the practical benefits of the integration of FTA and BN in enhancing the
flexibility and real-time applicability of risk assessment in safety-critical domains. Despite
its success in these fields, FTA-BN integration is still underdeveloped in autonomous ve-
hicles safety research. Our previous work [31] presents an integrated FTA-BN framework
for autonomous vehicles safety assessment in alignment with the ISO 26262 standard. The
proposed approach enables dynamic, subsystem-level risk quantification, supporting more
informed safety engineering decisions. Since the integration approach demonstrates the
effectiveness under the ISO 26262 framework, it can be further extended to align with ISO
21448, which addresses safety concerns arising from functional insufficiencies and reason-
ably foreseeable misuse in the absence of system faults.
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Figure 4.1: The Flowchart of the Proposed Methodology

4.3 Methodology

Fig. 4.1 presents the flowchart of the proposed methodology, which integrates FTA with
BN to support safety assessment from the SOTIF perspective. The process begins by
identifying SOTIF-relevant influence factors and constructing the fault tree with guidance
from domain experts. Minimal cut sets are used to identify critical failure combinations
of basic events that may lead to system-level hazards. The fault tree is then systemati-
cally transformed into a Bayesian Network for probabilistic modeling. Parameter learning
incorporates prior data or expert judgment, supporting both forward and backward infer-
ence. The framework also supports iterative refinement based on the results of the analysis,
allowing for continuous improvement in the safety assessment process.

4.3.1 SOTIF Perspective Influence Factors
ISO 21448 [11] provides a non-exhaustive list of scenario factors that represent various

contextual and operational conditions influencing the intended functionality of a system.
This list serves as the starting point of the safety analysis in the absence of fault. SOTIF
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categorizes these factors into two types: functional insufficiencies and triggering conditions.

Functional insufficiencies refer to inherent performance limitations of the system. Ex-
amples include poor generalization in Al-based perception algorithms and insufficient re-
sponse to edge-case scenarios. Triggering conditions include external environmental or
operational variables, such as adverse weather, occlusion, lighting variations, and complex
road layouts, that can expose these limitations.

The identification of relevant influence factors is selected with guidance from domain
experts, ensuring alignment with the system’s ODD and its intended functionality. These
factors are then incorporated into the fault tree structure to represent contributing causes
of hazardous behavior. For instance, if an autonomous vehicle’s camera system has lim-
ited detection capabilities in snowy weather, and the road markings are obscured, the
combination of sensor limitation (functional insufficiency) and snow (triggering condition)
represents a SOTIF-relevant scenario factor. This process enables a structured qualitative
assessment of the causal relationships leading to unsafe behavior.

4.3.2 Fault Tree Construction

Hazard Occurs

Triggering Functional Failure
Conditions Insufficiencies Modes

TCA TCZ FIA FI1Z FMA FMZ

Figure 4.2: The Conceptual Structure of the Fault Tree for SOTIF-Related Hazard Analysis
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Once the functional insufficiencies and triggering conditions relevant to the SOTIF
perspective are identified, the next step is to systematically determine how the factors
contribute to hazardous behavior. In the proposed methodology, these SOTIF-related
influence factors are incorporated into a fault tree structure alongside traditional failure
modes, enabling a comprehensive representation that addresses both ISO 26262 and ISO
21448 concerns. Fig. 4.2 shows the conceptual structure of the fault tree, where the
hazard occurs at the top level and three major branches: triggering conditions, functional
insufficiencies, and failure modes. Each branch decomposes further into intermediate and
basic events, capturing the interactions among them that may lead to a hazard.

The construction of the fault tree is performed with active involvement from domain
experts to ensure its relevance and correctness. Their insights help define the logical struc-
ture and relationships between contributing factors, enhancing the fault tree’s applicability
to the specific ODD and intended functionality of the autonomous vehicle systems.

A key outcome of the qualitative FTA is the identification of minimal cut sets, which
represent the smallest combinations of basic events that can independently lead to the
top-level hazards [110]. Let T denote the top event, and let {Ey, Es, ..., E,} represent the
set of basic events in the system. Each minimal cut set C; C {Ey, Es, ..., E,} consists of
basic events whose simultaneous occurrence is sufficient to cause the top event. The top
event can be expressed as the logical disjunction of all such minimal cut sets, where each
cut set is represented by the conjunction of its constituent basic events. Mathematically,
this relationship can be formulated as:

T = \7 (/\ Ej> (4.1)

i=1 \jec;

where m is the total number of minimal cut sets, A and \/ represent logical AND and OR
gate, respectively. Minimal cut sets analysis provides insight into the structural vulnera-
bilities of the system and supports risk mitigation efforts by highlighting the most critical
contributors to the hazardous event.

Quantitative FTA extends the qualitative FTA approach by using probabilistic informa-
tion to estimate the likelihood of system-level hazards [78]. It assigns failure probabilities
to basic events based on expert judgment or historical data. These probabilities are prop-
agated through the fault tree using Boolean logic gates, such as AND and OR, to calculate
the overall probability of the top event. This analysis provides a numerical estimate of
system-level risk. In our methodology, the computed failure probability of the top event is
used to validate the accuracy and consistency of the corresponding BN model.
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4.3.3 Bayesian Network Conversion
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Figure 4.3: The Graphical and Numerical Mapping from FTA to BN

Any fault tree can be systematically converted into a Bayesian Network by applying
the transformation rules [113]. Fig. 4.3 shows the general conversion rule from fault trees
to Bayesian Networks. Fig. 4.4 demonstrates how FTA logic gates (AND and OR gates)
are converted into their equivalent CPTs in BN. This transformation preserves the causal
structure of the original fault tree while enabling probabilistic reasoning.

Following the structural conversion, the topology of the BN is established based on
the fault tree but introduces several modeling advantages. Traditional FTA is limited
to binary logic representations and assumes a static structure with independent basic
events. In contrast, BN supports both discrete and continuous variables, allowing nodes to
capture multi-state behavior, which is especially relevant in safety-critical systems such as
autonomous vehicles. Moreover, BN explicitly models probabilistic dependencies between
variables, allowing the representation of both direct and indirect causal relationships that
are not fully expressed by traditional fault trees.

One significant limitation of traditional FTA is its assumption of statistical indepen-
dence among basic events [22]. This restricts its ability to capture common cause failures
that the scenarios where multiple components fail due to a shared root factor. Such fail-
ures are prevalent in real-world systems and are critical to address in comprehensive safety
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assessments. BN offers a flexible framework that explicitly models dependencies among
events [20]. By introducing a shared parent node to represent the common cause, BN can
capture how a single factor simultaneously influences multiple variables. This allows for a
more realistic representation of interdependencies, supporting both forward and backward
inference. This allows for updating beliefs based on observed evidence, making the model
responsive to real-time data. The joint probability distribution over all variables in the
BN can be computed. Assuming a set of parameters X, Xs,..., X, in the network, the
joint probability distribution can be calculated as follows:

P(X1,Xs,..., X,) = [[ P(X; | Parents(X;)) (4.2)

=1

Once the BN structure is defined, expert knowledge is employed to initialize the CPTs
associated with each node. These initial probabilities may incorporate historical reliability
data or domain-specific assumptions. To enhance the accuracy and reliability of the model,
these prior values can be refined through parameter learning techniques, such as Maximum
Likelihood Estimation (MLE) or Bayesian Estimation, depending on the availability and
quality of the observational data [01].

In MLE, the goal is to determine the parameter set # that maximizes the likelihood of
the observed dataset D. This process assumes no prior information about the parameters
and is expressed mathematically as:

OuLe = arg max P(D | 9) (4.3)

where Oyp represents the optimal parameter values that best explain the observed data.

In contrast, Bayesian Estimation incorporates prior beliefs about the parameters and
updates them using observed data. To incorporate evidence and perform probabilistic
updates, Bayes’” Theorem is applied. For a specific variable X;, the posterior probability
given observed evidence E is calculated as:

P(E | X;) - P(X;)
P(E)
where P(X; | E) denotes the posterior probability of variable X; after considering the
evidence F, P(E | X;) is the likelihood of observing the evidence assuming X is true, and

P(X;) is the prior probability of X;. The marginal probability of evidence P(E), used for
normalization, is given by:

P(X;|E) = (4.4)

P(E) = ZP(E | X;) - P(X;) (4.5)
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where X iterates over all possible values of the variable X; in the network. These parameter
learning approaches allow the BN to incorporate both expert judgment and empirical data,
resulting in a model that is both structurally interpretable and probabilistically robust.

CPT
II: P(C=1| A=0, B=0)=0
OR Gate P(C=1|A=1,B=0)=1

P(C=1|A=0,B=1)=1
H H P(C=1|A=1,B=1)=1

CPT
II: P(C=1| A=0, B=0)=0
AND Gate P(C=1|A=1,B=0)=0

P(C=1|A=0,B=1)=0
H H P(C=1|A=1,B=1)=1

Figure 4.4: Transformation of AND and OR gates from FTA to CPTs in BN [3/]

4.3.4 Refinement

The refinement step supports the iterative modification of the model structure and input
factors, especially in response to newly available data or updated knowledge. In the context
of SOTIF, new operational insights or test outcomes may reveal additional influence factors,
system behaviors, or previously unconsidered hazards. These findings may require updates
to the list of SOTTF-related influence factors and failure modes. As a result, the initial fault
tree and the corresponding BN must be updated to reflect the new causal relationships.
This continuous refinement process ensures that the model remains consistent with real-
world observations and adapts to the evolving system characteristics.
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4.4 Case Study on Object Detection in Autonomous
Vehicles

In this section, we apply the proposed methodology to the analysis of object detection
failures in autonomous vehicles, highlighting its practical implementation and effectiveness.

4.4.1 Experimental Setup

To demonstrate the applicability of the proposed methodology, a case study is conducted,
focusing on the analysis of object detection failures in autonomous vehicles. Following
the structured methodology, a fault tree is constructed to represent the relevant failure
pathways, including SOTIF-related influence factors and failure modes. To support the
development and refinement of the Bayesian Network, we use the PointPillars model [77]
for 3D object detection, executed on an NVIDIA RTX 4080 GPU. This configuration
provides efficient processing for large-scale inference tasks and makes it easier to extract
probabilistic dependencies from the model’s behavior.

The experimental evaluation is conducted using the KITTI dataset [19], a widely used
benchmark in autonomous driving research. KITTI dataset provides synchronized data
from multiple sensors, including one Velodyne HDL-64E LiDAR scanner and two Point
Grey Flea 2 F1.2-14S3C-C cameras, each with a resolution of 1.4 megapixels. These sensors
enable the modeling of realistic perception scenarios and analyze the dependencies between
failure events in object detection. For variables that cannot be obtained directly from
the dataset, relevant values and dependencies are estimated based on existing literature,
historical data, or expert judgment.

4.4.2 SOTIF Perspective Influence Factors

According to ISO 21448 (SOTIF), the identification of potential functional insufficiencies
and triggering conditions must be based on a systematic analysis of the system’s ODD
boundaries. The ODD defines the set of environmental and operational conditions under
which the system is expected to function safely.

In this study, the 3D object detection model is designed to operate in daytime, clear
weather in urban and suburban driving scenarios with moderate traffic conditions. The
system utilizes input from both LiDAR and cameras, and is capable of detecting objects
such as cars, pedestrians, and cyclists within a range of 70 meters [113].
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Based on the defined ODD, two categories of SOTIF-relevant influence factors are
identified:

e Functional Insufficiencies refer to inherent performance limitations of the percep-
tion model. These include the model’s inability to generalize to edge-case scenarios,
such as uncommon object types and rare driving situations, and sensor fusion limita-
tions arising from time synchronization error and sensor fusion algorithm limitations.

e Triggering Conditions represent external factors that may activate or expose these
insufficiencies. In this study, the key triggering conditions include adverse weather,
such as fog, rainy, or sunny conditions, and varying levels of occlusion, ranging from
partial obstruction by nearby objects to complete visual blockage. These conditions
can significantly degrade detection performance, even when the system is operating
as intended.

These SOTIF perspective influence factors serve as the foundation for constructing the
fault tree that systematically captures the causal pathways to object detection failures, as
discussed in the following subsection.

4.4.3 Fault Tree Construction

Building upon the previously identified SOTIF influence factors, the fault tree is con-
structed to represent the causal relationships leading to object detection failure in au-
tonomous vehicles. The top event of the fault tree is defined as Object Detection Failure.
Following the methodology, it is decomposed into intermediate events corresponding to the
categories of triggering conditions, functional insufficiencies, and failure modes.

Triggering conditions are modeled as independent environmental factors, including
Weather and Occlusion, which can degrade detection performance. Functional insuffi-
ciencies, such as Fdge Case Limitations and Sensor Fusion Limitations, are represented as
internal system vulnerabilities. To comprehensively capture the causal pathways to unsafe
behavior, the constructed fault tree also incorporates specific failure modes, including De-
tecting Non-existent Objects, Failure to Detect Objects, and sensor failures such as Camera
Errors and LiDAR Errors. In particular, the sensor-related failures are connected using an
AND gate. Since the simultaneous failure of the camera and LiDAR will lead to complete
sensor failure.

We use Pathfinder from reasonX Labs to model the fault tree. Fig. 4.5 shows the
complete fault tree structure, capturing how variables propagate to the top-level hazard.
Additionally, Table 4.2 summarizes the basic events used in the fault tree analysis.
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Figure 4.5: Fault Tree Diagram of Object Detection Failure as Top Event
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Table 4.2: List of Event Nodes with Their Corresponding Posterior Probabilities

Name of Posterior Name of Posterior
Event Event Probability Event Event Probability
Node (%) Node (%)
Sensor Fusion
TC1 Weather 45.76 + 1.62 FI4 Algorithm 23.89 £+ 2.26
Limitations
Detect
TC2 Occlusion 58.72 +1.90 FM1 Non-Existent 7.91+1.39
Objects
Unseen Object Failure to
FI1 Types 13.30 &+ 1.81 FM2 Detect Objects 17.30 £ 0.89
prg  RareDriving o) 191 FM3  Camera Errors  5.60 £ 0.71
Scenarios
prg  LmeSynchro- 00 699 FM4 LiDAR Errors 1051 4 1.98

nization Error

4.4.4 Bayesian Network Conversion

Following the transformation rules outlined in Section 4.3.3, the fault tree of object de-
tection failure is systematically converted into a BN. Each logic gate in the fault tree is
mapped to a corresponding set of CPTs, preserving the structural logic of the original
model while enabling probabilistic reasoning. The BN construction and analysis are im-
plemented using the Python library pyAgrum, which supports efficient creation, handling,
and computation of Bayesian Networks.

In this case study, the BN not only reflects the topology of the fault tree but also
incorporates additional causal dependencies derived from expert knowledge. While tradi-
tional fault trees assume independent basic events, the BN is extended to capture shared
influencing actors that affect multiple failure pathways. Specifically, domain experts iden-
tified that adverse weather conditions and occlusion significantly contribute to the failure
to detect objects. These dependencies are explicitly modeled in the BN by introducing di-
rected edges from the Weather and Occlusion nodes to the Failure to Detect Objects node.
This enhancement allows the BN to more accurately reflect the influence of environmental
factors on object detection failure, which are not fully captured by traditional fault trees.

Additionally, the fault tree is inherently limited to binary logic. In contrast, the BN
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allows multi-state representations of key variables. In this study, the Weather node is
modeled with four states: sunny (0), cloudy (1), rainy (2), and foggy (3). Occlusion is
represented with four levels: fully visible (0), partly occluded (1), largely occluded (2), and
unknown (3). This multi-state modeling capability allows for a more detailed and realistic
safety analysis.

After the BN structure forms, parameter learning is performed using the corresponding
data instance to estimate the CPTs. These learned probability distributions combined with
expert assumptions enable the BN to serve as an effective tool for analysis and estimation.
The refined BN is shown in Fig. 4.6, it provides a more expressive and flexible framework for
safety analysis, supporting multi-state variable modeling, forward and backward inference,
and real-time probabilistic updates.

Sensor Fusion Limitations Edge Case Limitations Incorrect Input Data

Functional Insufficiencies Failure Modes

Object Detection Fail

Figure 4.6: Refined Bayesian Network of Object Detection Failure

4.5 Results

This section presents the results obtained through the application of the proposed method-
ology. The analysis is divided into two parts: qualitative analysis and quantitative analysis.
The qualitative analysis focuses on identifying critical failure pathways and understanding
the causal relationships among SOTIF-relevant factors. The quantitative analysis involves
computing failure probabilities using the constructed BN, enabling a probabilistic assess-
ment of object detection failure in autonomous vehicles.
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4.5.1 Qualitative Analysis

The qualitative analysis focuses on understanding the structure of the fault tree of the
object detection failure case study. This analysis aims to identify minimal cut sets, which
are the combinations of basic events that can independently or jointly lead to the top-level
event, which in this case is object detection failure. The minimal cut sets provide insights
into the critical failure paths and prioritize risk mitigation strategies.

In the constructed fault tree, a single order-2 minimal cut set is identified: FM3 (Camera
Error) and FM4 (LiDAR Error). These events are connected by an AND gate, indicating
that both sensor failures must occur simultaneously to cause object detection failure, while
the failure of only one does not critically impair the system. This structure highlights that
redundancy between camera and LiDAR inputs helps prevent single-sensor failures from
escalating into system-level hazards. This also implies that the object detection remains
resilient to the failure of one sensor under normal conditions. However, if both sensors
fail due to hardware faults, calibration drift, or environmental interference, the system
loses its perceptual capabilities. This emphasizes the importance of cross-sensor health
monitoring, robust sensor fusion algorithms, and fail-safe mechanisms capable of detecting
and responding to simultaneous sensor degradations.

In contrast, all remaining basic events in the fault tree are identified as single points of
failure, meaning that the occurrence of any one of these events alone is sufficient to cause
the top-level hazard. Environmental factors such as adverse weather and occlusion can
directly impair sensor performance, resulting in degraded object detection. To mitigate
these risks, object detection models should be trained with augmented datasets that reflect
diverse environmental conditions. Moreover, incorporating sensor modalities less affected
by visibility (e.g., radar) and employing context-aware filtering can enhance robustness in
degraded environments.

Another critical limitation is the inability to recognize unseen object classes or respond
effectively to rare driving scenarios. These gaps often stem from insufficient representation
in training data. To address the limitations, the training dataset should be expanded
using synthetic data generation and simulation environments to cover rare conditions.
Furthermore, integrating online and continuous learning mechanisms allows the system to
adapt to new scenarios over time.

Temporal misalignment between sensor data and limitations in fusion algorithms can
compromise the accuracy of object localization and classification. These issues can be
addressed by adopting precise time-stamping mechanisms, enforcing synchronization con-
straints, and developing fusion strategies that incorporate uncertainty modeling and tem-
poral filtering. These failure modes need targeted countermeasures, including adaptive
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perception algorithms that adjust to environmental variability and robust post-processing
mechanisms to reduce false detections. Detecting non-existent objects and failing to detect
existing objects represent false positives and false negatives, respectively. Both are critical
failure types that can directly lead to unsafe behaviors such as sudden braking or failure
to avoid obstacles.

Each single-point failure reflects a specific vulnerability that must be systematically
addressed. The fault tree structure provides a clear and formal framework for identifying
and analyzing these vulnerabilities. To enhance the safety and reliability of object detection
in autonomous driving, designers must prioritize targeted mitigation strategies, including
architectural redundancy, robust machine learning techniques, and comprehensive scenario
validation. The identification of these critical paths through fault tree analysis provides
a structured foundation for systematically addressing object detection hazards within the
context of autonomous driving.

4.5.2 Quantitative Analysis
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Figure 4.7: Bayesian Network for Object Detection Failure in Autonomous Vehicles

The BN structure with associated prior probabilities for each node produced by the
pyAgrum library is shown in Fig. 4.7. These prior probabilities represent the initial beliefs
about the likelihood of each contributing factor. They are derived from a combination
of experimental results based on the PointPillars model in the KITTT dataset, relevant
literature [29, 130], and expert judgment. The structure captures the causal relationships
and conditional dependencies among environmental conditions, functional insufficiencies,
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Probability (%)

and system-level failure modes that may lead to object detection failure in autonomous
vehicles.

To evaluate the influence of each contributing factor in the context of a failure scenario,
evidence is introduced into the BN by conditioning the child node Object Detection Fail
to true. The resulting posterior probabilities with 95% confidence level for relevant parent
nodes are represented in Fig. 4.8 and Table 4.2. These updated probabilities are computed
through probabilistic inference and parameter learning techniques, allowing us to quantify
the impact of each factor on the observed system failure.
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Figure 4.8: Prior and Posterior Probabilities of All Basic Event Nodes at 95% Confidence
Level

Several nodes have significant changes in their posterior probabilities, indicating a
strong contribution to object detection failure. In particular, TC1 (Weather) and TC2
(Occlusion) show significant increases in probability. TC2 rises from 49.50% (+2.39%) to
58.72% (£1.90%), a change of +9.22%. TC1 increases from 37.78% (£3.36%) to 45.76%
(£1.62%), a change of +7.98%. These two nodes represent triggering conditions which, in
line with SOTIF, do not indicate a malfunction but rather external environmental contexts
that may impair perception performance. The significant increase in the posterior values
suggests that environmental conditions play an important role in object detection failures.

78



This emphasizes the importance of scenario-based testing under varied weather and visi-
bility conditions during system validation. As a mitigation strategy, it is recommended to
enhance robustness through the inclusion of adverse weather scenarios in training datasets,
deploy weather-adaptive models, and integrate redundancy across sensors with differing
sensitivities to environmental variability.

FI4 (Sensor Fusion Algorithm Limitation) also shows a pronounced increase, rises from
18.02% (+2.26%) to 23.89% (+£3.21%). This node represents a functional insufficiency.
The insufficiency is a fundamental concept in SOTIF, where the perception system may
fail to correctly interpret multi-sensor input despite functioning as intended. The increase
in posterior probability implies that limitations in the fusion algorithm can significantly
contribute to unsafe outcomes. Algorithmic improvements such as uncertainty-aware sensor
fusion, dynamic confidence weighting, and fail-over mechanisms should be considered as
mitigation strategies.

Furthermore, at the failure mode level, FM1 (Detect Non-existent Object) and FM2
(Failure to Detect Existing Object) both show increased posterior probabilities. FM2 in-
creases from 12.81% (40.99%) to 17.30% (£0.89%), which corresponds to false negatives,
is particularly critical from the SOTIF perspective. It represents a situation where an
object is present in the environment, but the system fails to detect it due to performance
limitations. This failure can be particularly dangerous because it may lead to unsafe deci-
sions by the planning or control modules without any warning or fault signals. To mitigate
false negatives, supplementing training data with edge cases, applying ensemble detection
models, and implementing temporal consistency checks across frames can be applied to
enhance robustness and reduce missed detections. FM1 rises from 6.07% (£1.39%) to
7.91% (£1.71%), which is related to false positives. While false positives can lead to un-
necessary actions or degraded driving comfort, it is generally considered less critical than
false negatives in terms of safety impact. However, in complex scenarios, an accumulation
of false positives may still degrade system reliability and trust. Techniques such as post-
processing filter based on semantic context and scene understanding can help reduce false
positive detections.

Overall, the findings emphasize the need to address both functional insufficiencies and
triggering conditions in safety analysis. These aspects are foundational to SOTIF and
are not fully covered by conventional fault-based approaches. The application of BN in
this context enables a structured and probabilistically grounded method for quantifying
the impact of influence factors. Targeted mitigation strategies include expanding ODD-
aligned weather and occlusion testing, improving sensor fusion robustness and reducing
false negatives through targeted data augmentation and temporal consistency checks. By
identifying high-impact nodes and recommending targeted mitigation strategies, this anal-
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ysis supports the development of more resilient and trustworthy perception systems in
autonomous vehicles.

4.6 Conclusion

In this chapter, we have proposed an integrated methodology that combines Fault Tree
Analysis with Bayesian Networks to assess safety from the perspective of the Safety of
the Intended Functionality in autonomous vehicles. While traditional FTA provides a
structured qualitative framework for hazard identification, it lacks the capability to model
interdependencies and dynamic causal relationships among variables. To overcome these
limitations, we incorporate BN to enable probabilistic reasoning, support multi-state vari-
ables, and capture conditional dependencies across different safety dimensions.

Our methodology extends FTA by aligning the analysis with the three key perspectives
outlined in ISO 21448 and ISO 26262: triggering conditions, functional insufficiencies, and
failure modes. FTA is used to construct the hierarchical structure of causal factors, while
BN allows for quantitative evaluation through the computation of posterior probabilities.
This framework enables both predictive analysis and diagnostic inference of failure path-
ways.

We validated the proposed methodology through a case study on object detection failure
in autonomous vehicles. The results demonstrate that the environmental conditions, such
as adverse weather and occlusion are the most significant contributors to detection failures,
which contributes to 45.76% and 58.72%, respectively. These findings underscore the
importance of accounting for performance limitations even in the absence of hardware
or software faults. Moreover, we identified mitigation strategies, including the inclusion of
adverse weather scenarios in training datasets, the use of ensemble detection models, and
temporal consistency checks to support system designers in enhancing detection robustness.

One limitation of the current study lies in the initialization of prior beliefs in the
BN. Some of the prior probability estimates used to construct the model are based on
expert judgments, which may vary depending on the expert. The subjectivity introduces
uncertainty and bias into the model. However, BN provides mechanisms to incorporate
different expert opinions by introducing auxiliary nodes into the parent set of nodes of
interest, allowing for sensitivity analysis and model refinement.

Another limitation relates to the scalability and complexity of the proposed approach.
The introduction of multi-state variables and explicit interdependencies in the BN substan-
tially increases the size of the CPTs and the computational cost of inference. While this
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enhances the expressiveness and realism of the analysis, it also creates challenges in scal-
ing the methodology to larger system models or broader operational domains. Addressing
this trade-off between model accuracy and computational efficiency remains an important
direction for future work.

In conclusion, this study provides a structured and extensible methodology for SOTIF-
aligned safety analysis, offering both qualitative and quantitative analysis. It supports
proactive risk assessment and the identification of critical failure contributors, resulting
in more informed safety design and validation in the development of autonomous vehicle
systems. Future work can be extended by incorporating empirical data obtained from real-
world scenarios or in-vehicle testing to refine the conditional probability tables, thereby
increasing the model’s reliability. Furthermore, the use of Dynamic Bayesian Networks is
a promising direction to capture temporal dependencies and evolving system behaviors,
which are critical in dynamic driving environments.
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Chapter 5

Conclusion and Future Work

5.1 Conclusion

Ensuring the safety of autonomous vehicles in complex and unpredictable environments
remains a critical and ongoing challenge. Hazards can occur even when the system op-
erates according to its intended design. While the ISO 26262 standard provides a robust
framework for addressing hazards that originate from hardware and software malfunctions,
it does not account for performance limitations or functional insufficiencies. These aspects
are central to ISO 21448, the SOTIF standard, which can be viewed as a natural extension
of ISO 26262. ISO 21448 suggests FTA as a potential tool for safety assessment, making it
relevant to the SOTIF framework. FTA is effective for conducting hierarchical, fault-based
safety analysis, but has limited ability to represent uncertainty, capture interdependencies
between events, and address hazards that depend on specific operational contexts.

To address these limitations, this thesis introduces an integrated safety analysis frame-
work that combines FTA with BN. This integration is designed to enhance the capability
of traditional fault-based safety methods in context of autonomous vehicles, and in align-
ment with the SOTIF framework. With the increasing complexity of autonomous vehicle
systems and emergence of hazards not caused by hardware or software malfunctions, there
is pressing need to go beyond ISO 26262 and align with SOTIF framework outlined to ISO
21448.

This thesis provides a comprehensive literature review of and its relevance and lim-
itations when applied to performance-related and context-dependent risks addresses by
SOTIF. The review underscores the lack of existing methods that can simultaneously rep-
resent hierarchical system failures and capture probabilistic dependencies and uncertainty.
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To address this gap, the thesis introduces a novel framework that integrates FTA with BN.
This integration preserves the deductive structure of FTA while leveraging the probabilistic
reasoning capabilities of BN to model causal relationships and uncertainties. The frame-
work is designed to support both qualitative and quantitative analysis and is compatible
with the principles outlined in ISO 21448.

The proposed methodology is validated using two representative case studies. In the
first case study, which focuses on collision in autonomous vehicles, a fault tree is constructed
based on the subsystems of autonomous vehicles. Failure rates are assigned to basic events
while ensuring the overall system failure rate did not exceed 100 FIT. Bayesian inference
is used to update posterior probabilities based on model structure. The results show that
perception system failure, with total 46.06 FIT, is the most significant contributors to
collision risk. The most critical events identifies are failure to detect existing object and
object misclassification. Based on this analysis, mitigation strategies are proposed across
multiple subsystems, including sensor design, perception algorithms, decision-making logic,
and motion control. This case study demonstrates the feasibility and effectiveness of using
the integrated FTA-BN framework to model and analyze fault-based failures in autonomous
driving.

The second case study focuses on object detection failure to assess the framework’s
ability to support SOTIF-oriented safety analysis. From the first case study, we found
that perception system is one of the most important perception tasks. We construct a
fault tree that top event as object detection failures, including three branches: triggering
conditions, functional insufficiencies, and failure modes. The results show that weather and
occlusion are major contributors to object detection failures, which contributes to 45.76%
and 58.72%, respectively, highlighting the importance of accounting for performance limi-
tations even in the absence of system faults. The study also identifies practical mitigation
strategies, including incorporating challenging weather scenarios in training datasets, using
ensemble detection models, and applying temporal consistency checks to improve robust-
ness.

The proposed methodology has the ability to incorporate rare but high-impact events.
Traditional FTA typically modeled rare event as low-probability basic events, but their
influence on overall system safety can be understated due to the static and binary nature
of the method. By integrating BN, rare scenarios such as aggressive driving by other
road users, or unusual environmental conditions, can be explicitly modeled as probabilistic
variables. Their likelihoods can be dynamically updated when new evidence is observed,
allowing the analysis to reflect their true impact on system-level hazards. This capability
enhances the framework’s relevance to SOTIF, where accounting for infrequent but critical
scenarios is essential.
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Overall, the findings from both case studies confirm the value of integrating FTA with
BN to support both fault-based and performance-based risk assessment. This dual capa-
bility aligns with the complementary perspectives of ISO 26262 and ISO 21448, providing
a structured and probabilistic foundation for comprehensive safety analysis in autonomous
vehicles.

5.2 Future Work and Open Issues

While the proposed methodology demonstrates significant promise, several limitations and
open research questions remains.

First, the CPTs in the BN were primarily initialized using expert assumptions or hy-
pothetical failure rates due to the lack of publicly available real-world data. Incorporating
operational data from field testing and perception logs would significantly enhance the
accuracy and credibility of the model. Future work could explore the use of Bayesian
parameter learning or data-driven estimation techniques to refine CP'T's more robustly.

Another promising direction for future work is the integration of deep probabilistic
modeling into the proposed framework. While the current BN relies on expert assumptions
or simplifies estimates to initialize conditional probability tables, deep probabilistic models
can provide data-driven uncertainty estimates directly from high-dimensional perception
data. These models are capable for quantifying both epistemic and aleatoric uncertainty,
particularly in rare or adverse scenarios that are central to SOTIF. Incorporating their
outputs as evidence nodes in BN would allow failure probabilities to reflect real-world
perception performance under varying operational conditions.

The scope of validation is limited to two case studies. Although these scenarios are
representative, broader validation across additional autonomous vehicles functions, such
as planning, control and human machine interaction, would strengthen the generalization
of the framework. Application to larger system models could also test the scalability of
the approach and its integration with model-based design tools.

Continuous improvement can be achieved by decentralizing the learning and obtain-
ing an aggregated global model, thereby preserving privacy while scaling the collection
of SOTIF-related evidence. Recent studies on federated learning in smart city sensing
demonstrate how collaborative, decentralized training can address privacy and scalabil-
ity challenges in large-scale, heterogeneous environments while maintaining model perfor-
mance [02]. Applying federated learning in the context of autonomous vehicles would allow
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BN to be refined continuously with fleet-wide operational evidence, improving calibration
while preserving the explainability of the FTA structure.

In addition, future research could investigate the adoption of Machine Learning Opera-
tions (MLOps) and Artificial Intelligence for IT Operations (AIOps) practices to establish
pipelines for continuous data collection, deployment, and monitoring. These approaches en-
sure that learning models remain up-to-date with changing operational environments, while
also maintaining traceability, reproducibility, and compliance with safety standards [12,91].
Integrating such lifecycle management techniques with the FTA-BN framework would pro-
vide a systematic way to ensure that both probabilistic safety models and machine learning
components evolve in a coordinated and controlled manner.

Future research can explore how this framework can support real-time safety monitoring
and adaptive fault tolerance as part of a system’s lifecycle. Its integration with runtime
monitoring architectures has the potential to transform safety assessment from a one-time
design activity to a continuous operational capability. This shift would enhance the long-
term reliability and resilience of autonomous vehicle systems.
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