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Abstract

There are various practical obstacles in quantum cryptography. These include the
problems that arise in implementing quantum cryptographic protocols with current
and near-term technology, and those that come with the development and security
analysis of new protocols. In this work, we examine a few of these obstacles and, for
each one, we highlight an approach that aims to mitigate it.

We start by examining the setting of device-independence, with oblivious trans-
fer in the bounded-quantum-storage-model as the primitive of interest. The typical
approach to enabling device-independence is the use of a Bell-inequality violation,
which requires a strict non-communication assumption that is practically difficult to
enforce. We develop and analyze the security of a device-independent oblivious trans-
fer protocol that replaces the Bell-inequality violation approach with a computational
assumption, thereby relaxing the non-communication assumption.

Our second topic examines the problem of noise in a quantum money scheme.
We show how to achieve noise-tolerance in the public-key setting. Our scheme can
be seen as a generalization of the [AC12] scheme: a valid banknote is now a subspace
state possibly affected by noise, and verification is performed by using classical oracles
to check for membership in “larger spaces.” Additionally, a banknote in our scheme
is minted by preparing conjugate coding states and applying a unitary.

For our last topic, we consider the general task of proving security against a
specious adversary, which is the quantum analogue of the classical semi-honest ad-
versary. A useful feature of specious adversaries is that security against them can
guarantee security against stronger adversaries [DNS12]. This motivates the search
for a canonical specious adversary, where proving security against such an adver-
sary guarantees security against the entire class of specious adversaries. Within a
restricted setting, we define a particular specious adversary and show that it satisfies
our definition of canonical.
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Chapter 1

Introduction

The fields of quantum computing and quantum cryptography are relatively young,
with their beginnings approximately set in the 1980s, though it has taken little time
for them to garner immense intrigue that encompasses not only academics but also
governments, the tech industry, and the public. The source for this interest can
be attributed to various reasons. In some cases, it is the promise that quantum
computing can be used as a powerful tool to solve difficult problems in other sciences
like biology [LCC™13, KBD*21] and finance [HGL'23]; in other cases, it stems from
pure fascination; and in perhaps the most highlighted case, it is the implications that
quantum technologies have on every level of security, from the day-to-day privacy on
which we personally depend to the national security of any given country. In this
latter case, the motivation to pursue quantum technologies is almost dire.

Regardless of the motivation, it is clear that there is a strong effort to realize
viable quantum technologies in the near future, but in working towards this goal,
it has become apparent that there are difficult obstacles to overcome. Quantum
protocols for accomplishing tasks must now account for the factors that come with
operating in the real world and, in some instances, they must be tailored to account
for our current technological limitations. Such modifications must be done carefully;
any change to a cryptographic protocol, for instance, can affect the security guarantee,
and thus careful analysis is required.

To understand these obstacles, it is first necessary to get a better sense of how
quantum physics distinguishes itself from classical physics. At the simplest level,
quantum computing and quantum cryptography often rely on the idea of encoding
information into a quantum state. Quantum states can exhibit several bizarre features
that can be exploited in remarkably useful ways. As an example, quantum states can
be measured as a means of extracting the information encoded in them; however, to
successfully retrieve this information, one must know the “right way” to measure the
state, since measuring in the wrong way can cause the state to collapse, resulting in
an irreversible loss of information.
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Another fundamental feature is the no-cloning theorem [Die82, WZ82] which,
informally, states that a quantum state cannot be cloned. This is radically different
from classical physics where it is always possible to make a copy of some classical in-
formation. Then there is the remarkable phenomenon where two quantum states may
become entangled in the sense that a change to one quantum state instantaneously
affects the state entangled with it. This behaviour famously puzzled Einstein, coining
the almost commonplace phrase “spooky action at a distance” [EBBT71].

All of these oddities can be viewed as limitations to using quantum physics for
accomplishing typical tasks but, from another perspective, these oddities are rather
useful features. Each of them can be cleverly exploited to accomplish tasks that
are tmpossible with classical physics. We see the first exploitation of the no-cloning
theorem in Wiesner’s paper [Wie83] (which had actually been written almost a decade
earlier) where he proposed the idea of quantum money. Intuitively, by treating a
quantum state as a banknote, it becomes unforgeable as a result of the no-cloning
theorem. In [BB84], similar techniques are used to construct a protocol for quantum
key distribution: a quantum analog of the cryptographic task of distributing a secret
key for the purpose of secure communication. In this latter application, the use of
quantum physics gives us a security guarantee that is stronger than what we get from
any classical protocol.

In the time that followed [Wie83, BB84|, a wealth of exciting quantum cryp-
tographic protocols were developed. Now, as experimentalists seek to realize these
protocols, and as theorists seek to develop and prove the security of new protocols,
we find, among the various obstacles, problems that have a practical nature to them.
The goal of this thesis is to highlight just a few of these practical problems alongside a
technique for mitigating them. We do this by examining each problem-and-technique
through the lens of some topic: device-independence, quantum money, and specious
adversaries.

For the remainder of this section, we discuss each of these topics at a high level
so that we can describe our contributions without requiring prerequisite material. A
detailed introduction to each topic can be found at the beginning of the associated
chapter.

1.1 Device-independence

We start by examining the topic of device-independence where the goal is to execute
a protocol on a device without having to “trust it.” This concept is motivated by
the following question. If a device is sold to a user, how can they verify that it
is functioning correctly without opening it up? It is reasonable to want to verify
the proper functionality of a device, especially if we suspect that the device may
be faulty or that the manufacturer has maliciously tampered with the device. For
simple devices, or for an advanced user, this can easily be done by opening up a
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device to inspect its components, but for a complex, delicately designed device (like
a quantum device) the average user cannot take this approach. Thus, the task is to
verify the device through classical interactions alone; that is, by using classical inputs
and outputs (i.e., pressing buttons and reading off outputs from a display). It is
impossible to verify a classical device in this way, but with a quantum device, there
are several strategies available.

For a quantum device, what we actually seek to verify, broadly, is that the device
is genuinely using entangled quantum states to achieve its task, rather than deceiving
us with a classical simulation. The typical technique employed to verify this is to test
the device by playing a “game” with it. The device is said to win the game if some
condition involving the classical inputs and outputs is met. For certain games, it
has been shown that a quantum device’s winning probability is provably higher than
the winning probability of a classical device, where the advantage comes from using
entangled states in its strategy. This approach is typically formulated as the violation
of an inequality, called a Bell inequality. When a Bell inequality is violated, we can, in
theory, conclude that entangled quantum states are present, which is precisely what
we sought to verify.

In practice, drawing this final conclusion (that a Bell inequality violation implies
the presence of something quantum) is host to a variety of problems referred to as
loopholes. Unless these loopholes are closed, one cannot confidently say that an
entangled quantum state was used by the device, but closing these loopholes can
come with their own challenges. One loophole which we focus on is the locality
loophole, which describes the situation where a classical device with two components
can violate a Bell inequality if the two components are able to communicate. To
close the loophole, one must enforce non-communication by either separating the
components with a large distance (so that it takes less time to interact with the device
than for a signal of light to travel between components) or by perfectly shielding the
components of the device. Either approach is practically challenging to achieve, and
so it is natural to ask if there is an entirely different approach to testing a device
which circumvents these loopholes.

If we utilize a post-quantum computational assumption, then such an approach
does, in fact, exist. By this, we mean a mathematical problem that is believed to be
computationally difficult even for quantum computers. With this assumption, we can
say that the device cannot solve the problem during the execution of the protocol;
then, by leveraging this fact, one can test the device. This line of work began in the
foundational work of [Mah18 BCM™18] and was then further developed in [MDCA21,
MV21], the latter of which we rely on in this thesis. The major advantage here is
that this computational assumption replaces the Bell inequality violation approach,
thus eliminating the locality loophole right from the start. In fact, the components
of the device can communicate, to some degree.

In this thesis, we apply this approach to a cryptographic primitive known as obliv-



1. INTRODUCTION 4

tous transfer. This simple primitive is powerful in that any two-party cryptographic
functionality can be constructed from secure oblivious transfer [Kil88]. Unfortu-
nately, secure oblivious transfer is actually impossible, even with quantum resources
[May97, LC97]. To construct oblivious transfer, some assumption must be made, and
so we follow [DFR*07] by making the reasonable assumption that one of the two
parties has bounded quantum storage. Given the trajectory of quantum technology,
this assumption is highly reasonable and it achieves a powerful notion of security
known as everlasting security (if the security of the protocol is not broken during the
protocol’s execution, it is secure for all time afterwards). So, within this model of
oblivious transfer, we apply this testing technique, based off a post-quantum compu-
tational assumption, to achieve a protocol for device-independent oblivious transfer
without a strict non-communication assumption.

1.2 Quantum money

We use the topic of quantum money to discuss what is arguably the most well-known
practical problem in developing quantum technologies: noise. Quantum states are
highly sensitive to their environment; factors like heat and vibrations can alter them
in unexpected, undesirable ways. When this occurs, we say that the quantum state
has been affected by noise (i.e., the state has incurred some errors). In the context of
this thesis, we care less about the source of noise and more so on how noise is handled
in general.

Noise is also present in classical computing, though its manifestation and the way
it is handled is simpler than the quantum case. Without loss of generality, suppose
we have a single bit of data, x = 0. The only type of classical error that can occur
is a “bit-flip” which turns a 0 to a 1 and vice versa. To protect against such errors,
we could make several copies of our data, z = (z,z,z) = (0,0,0). Now let some
error E affect x; which causes the first bit to flip, Ex;, = (1,0,0). By taking a
“majority vote,” we can then infer that the first bit should be 0 and so we can correct
the error by flipping the first bit back to 0. This process is a simple example of an
error correcting code. A crucial observation here is that, by virtue of the data being
classical, the error correcting code can heavily rely on the ability to make copies of
the data. In the quantum case, the no-cloning theorem immediately prohibits this
approach, and thus quantum error correction, though possible, requires a much more
delicate approach.

The goal of this section is to apply quantum error correction to the task of
quantum money. As noted earlier, the goal of quantum money is to produce verifiable,
unforgeable banknotes. Noise-tolerance is especially relevant here because in any
practical real-world version of quantum money, a banknote would need to be stored
for some period of time (like how money sits in an account). But with a quantum state
acting as a banknote, it is natural that errors will occur as time is spent in storage.
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With enough errors, a valid banknote would fail a verification check, resulting in a
loss of value. Thus, a noise-tolerant scheme is a necessity.

There are, in fact, already noise-tolerant quantum money schemes, though these
all fall into a category of quantum money called private-key quantum money. In
private-key schemes, like Wiesner’s original scheme [Wie83], only banks are capable
of verifying the validity of banknotes. A much stronger version of quantum money is
to allow anybody to verify a banknote; this is known as the public-key setting.

In this thesis, we present the first noise-tolerant public-key quantum money
scheme. Our approach is to use the foundational framework developed by Aaron-
son and Christiano [AC12] and build upon the fact that their scheme resembles a
well-known quantum error correcting code. This results in a scheme for public-key
quantum money that is inherently noise-tolerant, as opposed to applying a layer of
quantum error correction on top of an existing scheme.

1.3 Specious adversaries

Practical problems are often thought of as the problems that arise when theoretical
protocols are translated to real-world implementations. While this is the source of
most practical problems, there are also those that arise in the theoretical development
of protocols, and thus must be tackled by theorists alone. In the development of any
quantum cryptographic protocol, a necessary component is the associated security
analysis/proof, which is often the most difficult and time-consuming part of the de-
velopment process. A valuable asset to a cryptographer is any technique for efficiently
proving the security of a protocol. Apart from speeding up the development process,
awareness of such techniques also contributes towards intuition on what protocols will
or will not work. The aim of this section is to contribute towards the development of
such a technique for the task of secure two-party computation.

In secure two-party computation, we have two parties, Alice and Bob, who in-
teract to accomplish some task, though they may not necessarily trust each other.
In the classical setting, Alice and Bob, who have respective inputs = and y, seek to
jointly evaluate some function f on their inputs f(z,y). Since they do not necessarily
trust each other, they want to accomplish this in such a way that Alice does not learn
anything of Bob’s input y beyond what can be learned from the output of the func-
tion, and vice versa. The quantum setting is similar except that Alice’s and Bob’s
inputs are parts of a quantum state, and the function f is replaced by an operation
that evolves quantum states.

The security of a cryptographic protocol can be considered against different
classes of adversaries, where a class is determined by the strength of the adversaries.
While it is desirable to prove security against the strongest type of adversary, it is not
always obvious how this can be done. When we consider a weaker adversary (they
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are restricted, in some well-defined way, in how malicious they can act), we are often
afforded a simpler security analysis.

Along these lines, it is interesting to consider the weak class of adversaries that
was formally defined in [DNS10] for quantum two-party computation. An adversary
within this class is called a specious adversary and is weak in the sense that they they
must “appear” honest throughout the protocol. This means that, at any step of the
protocol, a check can be performed to confirm that the current state of the protocol
is what we would expect from a protocol executed with two honest parties. As a
consequence, this means that, at the end of the protocol, the expected output is always
produced. So, although specious adversaries have unbounded computational power
and memory, this requirement of appearing honest restricts how malicious they can
act, though there are still many things they could do to deviate from the protocol. The
classical version of this adversary (the semi-honest adversary) is well-motivated: this
is the adversary that executes a protocol honestly but records everything that occurs
throughout with the hope of using this data to break privacy at a later point. As a
result of the no-cloning theorem, a quantum analogue of the semi-honest adversary
is not obviously defined, but the specious adversary defined in [DNS10] evokes the
same intuition.

By being a weak adversary, the specious adversary can be used as a tool for
checking if a proposed protocol satisfies a minimum level of security. A potentially
greater utility appeared in [DNS12] where the authors showed that, in a particular
instance, if one proves the security of a protocol against specious adversaries, then the
protocol can be compiled into one that is secure against stronger adversaries. Thus, in
certain cases, it may suffice to only prove security against specious adversaries. This
naturally leads to the following question: how can we easily prove security against
the class of specious adversaries? Answering this question forms the basis of the
technique we seek to develop.

Our technique is the formulation of a canonical specious adversary, where canon-
ical means that if we prove security against such an adversary, then, as a consequence,
we have proved security against an entire set of specious adversaries. In this thesis, we
formally define the notion of a canonical specious adversary. We then define a partic-
ular specious adversary, which we call the greedy adversary, and show that it satisfies
our definition of being canonical within a restricted setting. Although our greedy ad-
versary is canonical, it is defined in such a way that proving security against it is not
obviously simpler than proving security against the entire set of specious adversaries.
Put simply, the greedy adversary relies on the information-theoretic setting, where
we allow unbounded computational power and quantum memory, to perform “all”
dishonest behaviour available to it, at each step of the protocol. Thus, the greedy ad-
versary mostly serves to prove that the canonical definition can be satisfied, though it
does not satisfy our initial aim of utilizing a canonical specious adversary to simplify
security analyses. Following our results, we discuss several follow-up questions, such
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as how one might define a canonical specious adversary that is easier to work with,
and the existence of canonical specious adversaries in less restrictive settings.

1.4 Outline

We now describe the structure of this thesis. As much as reasonably possible, this
thesis is self-contained. When reviewing preliminary material, we omit proofs and
instead refer the reader to the sources that are cited in the relevant section.

In Chapter 2, we introduce our notation for frequently used sets and review some
basic concepts from linear algebra and probability theory.

In Chapter 3, we review the necessary ideas of quantum theory. This includes the
foundational postulates of quantum theory and how we represent quantum states as
vectors or density operators. We then review specialized topics that will be referenced
later, such as quantum error correction.

In Chapter 4, we discuss the first of our three main topics: device-independent
oblivious transfer. We start with a review of mathematical preliminaries that are
specific to this chapter and then proceed to formally review the notions of oblivious
transfer and self-testing with a computational assumption. We then combine these
building blocks to form our main protocol for device-independent oblivious transfer
and analyze its security.

Next, in Chapter 5, we discuss noise-tolerant public-key quantum money. We
recall the public-key quantum money scheme from [AC12] and, after drawing connec-
tions to quantum error correction, we show how the scheme can be made inherently
noise-tolerant. We then analyze our scheme and examine the trade-off between secu-
rity and noise-tolerance.

In Chapter 6, we study specious adversaries as our final topic. We recall the
formalism introduced in [DNS10] to analyze the privacy of two-party protocols and
specious adversaries. We then define the notion of a canonical specious adversary
and, after characterizing the behaviour of specious adversaries in a restricted setting,
we define the greedy adversary and prove that it satisfies our definition of canonical.

Lastly, in Chapter 7, we conclude the thesis with a brief summary and a selection
of questions that could be examined for future research.



Chapter 2

Preliminaries

2.1 Sets and notation

We use the standard notation for the following frequently used sets:
e Natural numbers: N ={1,2,3,...}.
o Integers: Z.
e Real numbers: R.
e Complex numbers: C.

The set of natural numbers up to and including n is denoted as [n| = {1,2,...,n}.

The set of integers modulo n, where n € N, is denoted by Z, = Z/nZ. Each
element of this set forms a congruence class. With modular addition &, the set Z,
forms an abelian group. With multiplication, the set of all congruence classes in
Z,, with multiplicative inverses forms an abelian group. A particularly important
example of Z, is Z,, which is equivalent to the space of a single bit; under this
equivalence, addition is the XOR operation and multiplication is the AND operation.

We frequently consider the notion of an n-bit string x € Z3. We concatenate the
entries of x in the following sense x = 1 - - - z,,.

2.1.1 Asymptotic notation

Here, we mainly use [CLRS22] to review various notations that are used to character-
ize the asymptotic behaviour of a function. This notation can be particularly useful
for studying the asymptotic efficiency of an algorithm, i.e., when the input sizes be-
come so large that we are only concerned with the order of growth of the running
time.

Throughout this section, let f,g: N — [0, 00).
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We denote by O(g(n)) the set of functions such that f(n) € O(g(n)) if there
exists N € N and k£ > 0 such that

f(n) <kg(n), forall n>N. (2.1.1)

This notation is frequently used and often referred to as big-O notation.
Similarly, f(n) € o(g(n)) if, for any k > 0, there exists N € N such that

f(n) <kg(n), forall n>N. (2.1.2)
We say f(n) € Q(g(n)) if there exists k > 0 and N € N such that
kg(n) < f(n), forall n > N. (2.1.3)

Equivalently, f(n) € Q2(g(n)) if and only if g(n) € O(f(n)).

The notation O(g(n)) is frequently shortened to O(g), and likewise for the other
notations.

The function f is said to be polynomial if f € O(n*) for some k € N. The set of
all polynomial functions is denoted as poly(n).

In the context of cryptography, we are often interested in “small success probabil-
ities” for proving the security of schemes against adversaries. This notion of “small”
is formalized through negligible functions. From [KI.15], the function f is negligible
if, for every positive polynomial p, there exists an N € N such that for all n > N,
it holds that f(n) < 1/p(n). This is equivalent to saying that for all £ € N, there
exists an N such that for all n > N, it holds that f(n) < n~*. It can be shown that
f is negligible if and only if lim,,_,», f(n)p(n) = 0 for any positive polynomial p. We
denote an arbitrary negligible function by negl(n).

2.2 Vector spaces

In this section, we briefly review some concepts from linear algebra, though we assume
some basic familiarity. We mostly rely on [NC10] throughout this section.

A wvector space V over a field F is a set that is closed under addition and scalar
multiplication. A subspace of a vector space V' is a non-empty subset of W C V such
that W is closed under addition and scalar multiplication.

Let V be a vector space over a field F, and let vy, ..., v, be elements of V. The
set of elements {vy,...,v,} is said to be linearly dependent if there exist elements
c1,...,c, € F, not all equal to 0, such that

n

Z civ; = 0, (2.2.1)

i=1
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else the collection is said to be linearly independent. Furthermore, if {vy, ..., v,} are
linearly independent and generate the vector space V', then the collection forms a
basis of V. The dimension of V', denoted as dim(V), is the cardinality of the basis
set (all bases of V' have the same cardinality). A vector space is finite-dimensional if
dim(V') < oo, which will be the case for all vector spaces we work with. Given a set
of vectors S = {vy,..., v}, the span of S is defined as the set which consists of all
linear combinations formed from the vectors in S.

At this point, it is useful to introduce “bra-ket” (or Dirac) notation which is
ubiquitous in quantum mechanics. Under this notation, an element of the vector
space C" is denoted as |v), i.e., |v) € C". As we shall see momentarily, this enables
a particularly convenient notation for the inner product.

Definition 2.2.1. Let V' be a vector space over C. An inner product on V is a
map (-,-) : V. xV — C such that, for arbitrary |u),|v),|w) € V and o, B € C, the
following conditions are satisfied:

e Positive-definiteness:
(), |u)) =0, (2.2.2)

with equality if and only if u= 0.

e Conjugate symmetry:

(), [0)) = (Jo), [w))". (2.2.3)

o Linearity:
(lu), acfv) + Blw)) = alju), [0)) + B(ju), [w)). (2.2.4)

When V' is equipped with an inner product, it is called an inner product space.
Two vectors |u) , |v) are orthogonal if (Ju),|v)) = 0.

Definition 2.2.2. Let V' be a vector space over C. A norm is a function ||-|| : V — R
such that, for arbitrary |u),|v) € V and A € C, the following conditions are satisfied:

e Positive-definiteness: ||ul| = 0 if and only if u = 0.
e Homogeneity: ||Au|| = |\|||u|.
e Triangle inequality: ||u+ v| < [jul| + [Jv]|-

The pair (V. ||-||) is called a normed vector space.

If a vector satisfies |||v)|| = 1, it is a unit vector.
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Definition 2.2.3. Let X be a set. A metric is a function d : X x X — R such that,
for arbitrary x,y, z € X, the following conditions are satisfied:

e Positive-definiteness: d(x,y) = 0 if and only if z = y.
o Symmetry: d(z,y) = d(y, ).
o Triangle inequality: d(z,y) < d(x,z)+ d(z,y).

The pair (X, d) is called a metric space.

Example 2.2.4. Consider the vector space of n-bit strings, Z5. The Hamming dis-
tance d(z,y) is defined as the number of places where the bit strings x and y differ;
mathematically,

dw,y) = lwi = wil (2.2.5)

It is straightforward to verify that the Hamming distance indeed defines a metric on
Zy. A related concept is the Hamming weight of an element x € Z% which is denoted
as wt(z) and is defined as the number of places where z differs from the all-zero bit
string 0™. So, for example, wt(1001) = 2. Then the Hamming distance d(z,y) can be
formulated as d(z,y) = wt(z + y).

The inner product we most frequently use is given by
(Ju), [0) = ) ujvs. (2.2.6)

Given a vector |u), its dual is a linear operator denoted by (u| and defined by
(u] = o) — (u) ,[v)). (2.2.7)
The inner product in equation (2.2.6) can then be conveniently denoted as
(uv) = (|u), |v)), (2.2.8)

where the dual of |u) is given by its conjugate transpose.
Note that any inner product on a vector space induces a norm via

[}l = v/ (v[v). (2.2.9)

Using the inner product in equation (2.2.6), we get the Euclidean norm on C",

(2.2.10)

o}l =/ {vlv) = Z ol
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Additionally, any norm on a vector space induces a metric via d(z,y) == ||z — y||.

If we have a basis {|v), ..., |v,)} for an inner product space V' with the property
that (v;|v;) = 0 for i # j, then we say that it is an orthogonal basis. If we have the
additional property that [||v;)|| = 1 for each basis vector, then we say that it is an
orthonormal basis.

For the vector space C2, we denote the standard basis with the following notation,

|0) := H : 1) = m : (2.2.11)

This notation will naturally generalize when we introduce tensor products.

When a finite-dimensional complex vector space is equipped with an inner prod-
uct, we refer to it as a Hilbert space and denote it as H.

Given any subspace S of an inner product vector space V, we can define its
orthogonal complement S+ which consists of all elements orthogonal to every element
of S,

St ={|w) € V : (w|v) = 0, for all |v) € V}. (2.2.12)

Furthermore, V is then the direct sum of S and S+, and we have the following relation
dim(V) = dim(S) + dim(S+).

2.2.1 Linear operators

Given two vector spaces V, W, a linear operator (or, linear map) is a function
A V — W which is linear in its inputs. When we say that A is a linear operator
on the vector space V, we mean A:V — V.

We can represent each linear operator as a matrix (and each matrix can be viewed

as a linear operator). If the vector spaces V, W have respective bases {|v1), ..., |vm)}
and {|wi),...,|w,)}, then for each j = 1,...,m, there exist complex numbers A;;
such that .

i=1

The n x m matrix with entries A;; is then the matrix representation of A.
Expanding upon this point, suppose that {|v1),...,|v,)} is an orthonormal ba-
sis. Then this basis satisfies the completeness relation

> i)l =1 (2.2.14)
where [ is the identity and {(v;|} forms a basis for the dual space. This follows from
the fact that an arbitrary vector |z) can be written as |z) = ¢; |v;) so that

(X toateed ) 12 = D fos) (w2} = D ex o) = 2. (2.2.15)

%
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If both bases {|w;)}, {|v:)} are orthonormal, then for a linear operator A : V — W,
we have

A=1IyAly
=D lwi)wi| Ao}y
ij

— Z (Wi Alvy) |w; X v,

so that Aij = <U11|A’U]>
In certain cases, the operator A may be diagonalizable, meaning it has a diagonal
representation

A= Z Ai o] (2.2.16)

where {|v;)}; forms an orthonormal set of eigenvectors for A, and J; is the eigenvalue
corresponding to the eigenvector |v;).

Given a linear operator A on a Hilbert space H, the adjoint AT is the unique linear
operator which satisfies the following property for all |v) , |w) € H,

([v), AJw)) = (AM]o), [w)). (2.2.17)

In the matrix representation of A, the adjoint is precisely given by the conjugate
transpose of A, i.e., AT = (A*)T. The operator A is Hermitian (or self-adjoint) if
A=Al

A projection P on a vector space V is a linear operator P : V' — V such that
PoP = P (i.e., P> = P). When V is an inner product space, P is called an orthogonal
projection if it satisfies the additional condition of being Hermitian. As an example,
if {|v;)}iz1,. » forms an orthonormal basis for V', then the operator defined as

P= Z |v: v (2.2.18)

is a projector onto the subspace with orthonormal basis {|v;)}iz1,. . In fact, this
is an orthogonal projector since |v;)v;| is Hermitian for each i. Unless otherwise
specified, a projector will always mean an orthogonal projector and so we use the
terms interchangeably.

An operator A is normal if it satisfies ATA = AAT. Notably, any Hermitian
operator is automatically normal.

Theorem 2.2.5 (Spectral decomposition). For any normal operator A on a vector
space V', there exists an orthonormal basis of V' such that A is diagonal with respect
to the basis. Conversely, any diagonalizable operator is normal.
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A linear operator (or matrix) U is unitary if UTU = UUT = I. Notably, if U is
unitary and acts on an inner product space V', then U preserves the inner product,

(U o), U |w)) = w|UUw) = (v|w), forall v,w € V. (2.2.19)
Furthermore, U preserves the norm of a vector |¢).

Definition 2.2.6. The trace tr(A) of a square matriz A is defined as the sum of its
diagonal elements,

tr(A) =Y Ay, (2.2.20)

With an orthonormal basis {|i)} for a Hilbert space H, we can equivalently write the

trace as tr(A) = >, (i|Ali).

The trace of a linear operator A is defined as the trace of any matrix repre-
sentation of A. The invariance of the trace under matrix representations of A fol-
lows from its cyclic property tr(AB) = tr(BA). Thus, for a unitary U, we have
tr(UAUY) = tr(UTUA) = tr(A).

2.2.2 Tensor products

Let V,W be Hilbert spaces of dimension m,n, respectively. Then we can define a
new vector space, V ® W, of dimension mn. The elements of V ® W are of the
form |v) ® |w), where |v) € V and |w) € W. In the case where {|i)}; and {|j)}, are
orthonormal bases of V' and W, respectively, the set {|i) ®|j) }i; forms an orthonormal
basis of V @ W.

Suppose A and B are linear operators on V and W, respectively. Then we can
define a linear operator A ® B which acts on an element of V @ W as

(A® B)(Jv) ® |w)) = Alv) @ Blw) . (2.2.21)

We can define an inner product on V' ® W by using the inner products on V
and W. Such an inner product is defined as

(Za |v;) ® |w;) Z b, |v}) @ |w;.>> = Za;bj (vi|v}) (w;|w)) . (2.2.22)

We now introduce the Kronecker product, which is particularly useful for com-
puting a matrix representation of a tensor product. Let A be an m X n matrix, and
B be a p x ¢ matrix. Then A® B is an (mp) X (ng) matrix,

AllB cee AlnB
A®B = : : (2.2.23)

AmB -+ A,.B
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2.3 Probability theory

In this section, we briefly recall some basic probability theory at a level that is suffi-
cient for our needs. Further details can be found in [Bil95, Dur19, Mit05].

Consider a discrete probability space (£, F, P), where Q (the “set of outcomes”)
is a countable set and F (the “set of events”) is the set of all subsets of 2, and
P : F — [0,1] is a probability measure which assigns probabilities to events and
which has the property P(€2) = 1.

A (discrete) random variable X is a function X : Q — X', where X C R is a finite
set. The probability that X takes on a value x € X is given by P({w € Q| X (w) = z}).
We denote this probability by Pr(X = z) or by px(z). In this way, X induces a
probability measure which we refer to as its probability distribution.

The expectation value (or mean value) of the random variable X is defined as

E[X]:=) xPr(X =u). (2.3.1)

Lemma 2.3.1 (Chernoff bounds). Let X be a random variable. For any a € R, we
have
Pr(X > a) < E[e*]e™™,  for anyt >0, (2.3.2)

and
Pr(X <a) <E[eX]e™™, for anyt <O0. (2.3.3)

In addition to the bounds in Lemma 2.3.1, there are a variety of bounds referred
to as Chernoff bounds that can be obtained by considering different distributions. A
particularly relevant such bound is given below.

Lemma 2.3.2. Let Xq,...,X, be independent random variables taking values in the
set {0,1}. Let X = X1+ -+ X,, and p =E[X]. Then, for 0 <0 <1,

Pr(|X — p| > 6p) < 2e719°/3, (2.3.4)



Chapter 3

Quantum theory

In this chapter, we review the basic notions of quantum theory while also covering
particularly relevant topics and results that will be used in later chapters. In Sec-
tion 3.1, we introduce the formalism of quantum mechanics where quantum states
are treated as vectors. In Section 3.2, we introduce an equivalent formalism where
states are viewed as density matrices. Then, in Section 3.3, we provide background
on various notions such as entanglement, quantum channels, entropy, and quantum
error correction. We largely follow [NC10, Will3] throughout this chapter.

3.1 State vector formalism

Postulate 1. Any closed (i.e., isolated) quantum system is described by a unit vector
(which we refer to as a quantum state) within a Hilbert space.

The simplest system we can work with is that of a qubit which lives inside a two-
dimensional Hilbert space. Consider some orthonormal basis, such as the standard
basis {|0),|1)} (which we often refer to as the computational basis). In this basis, an
arbitrary qubit can be written as

) = al0) + 8 11), (3.1.1)

where a, 3 € C are such that |a|? 4+ |3]?> = 1. This latter condition, often referred to
as the normalization condition, enforces the requirement that |¢)) is a unit vector.

More generally, a quantum state |¢)) could be represented by a superposition of
the states {[¢),}; in the following sense

) = Zai i) (3.1.2)

where the coefficients «; are such that the state [¢)) is normalized; these coefficients
are sometimes referred to as amplitudes.
To handle multiple systems, we use the tensor product:

16
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Postulate 2. If we have multiple Hilbert spaces Hi, ..., Hy, then the overall space
is the tensor product Hy ® - -+ @ H,. If, additionally, we have the state |1;) € H; for
each i, then the joint state of the whole system is (1) @ -+ & |y,).

Remark 3.1.1. We often use the word register to evoke the idea of a “place” where
quantum information can be stored. To denote a register, we typically use cursive
letters like A or B. As an example, if we have some party, say Alice, we would denote
their register as A and understand that it is associated to a Hilbert space #(.A). The
contents of the register is then described by a state |¢)) € H(A) or, when the context
is clear, we may write [¢)) € A. With another party Bob, whose register is B, the
joint Hilbert space is H(A ® B). In the context of this composite system, we may
refer to A and B as subregisters of A® B. See [Wat18] for further details.

When we use the computational basis and work with composite systems, we often
use the notation

iy ®1j) = lij), 4,5 €{0,1}, (3.1.3)

which generalizes in a natural way.

Postulate 3. Given a closed quantum system, the evolution of a state 1) € H is
described by a unitary matriz U,

W) =Ulv), (3.1.4)

in the sense that the state 1)) at time to is related to the state |') at time t1 by the
unitary U.

Let U(H) denote the set of all unitaries on the Hilbert space H. We now list
some of the commonly used unitary matrices. Note that, in the context of quantum
computations, we often refer to these matrices as gates. The single-qubit Pauli gates

IR S V) B (R RS

The Hadamard gate H, the phase gate S, and the T" gate (or 7/8), are:

) G r() e

An important example of a two-qubit gate is the controlled-not gate CNOT,

CNOT = : (3.1.7)

o O O
o O = O
— o O O
O = O O
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N

Figure 3.1: The CNOT gate. Figure 3.2: The application
of the unitary U is controlled
by the qubit |c).

which, in the computational basis, has the effect |c) |t) — |¢) [t @ ¢) where we interpret
|c) as the control qubit and |t) as the target qubit. Notably, the CNOT gate can be
interpreted as the application of the Pauli-X gate, controlled by |¢) (see Figure 3.1).
This idea can be generalized to control the application of an arbitrary unitary U (see
Figure 3.2). When this is done, we denote the controlled-U operation as CU.

Postulate 4. The act of measuring some quantum state 1) (i.e., observing some-
thing) is formalized through a collection of measurement operators {M,,} that act on
the Hilbert space under consideration, where m runs over the set of possible measure-
ment outcomes. The probability of observing m when measuring the state |1) is given
by

Pr(m) = (| M}, My, [¢) = | Mo [0)], (3.18)
and the post-measurement state (i.e., the state that remains after observing m) is

gien by
My [¥)

V@M o)

Additionally, the measurement operators satisfy the completeness relation,

=Y MM, (3.1.10)

(3.1.9)

Note that the intuition behind the completeness relation is that the probabilities
should all sum to one,

1= Pr(m) =Y (| M} M,e). (3.1.11)

m

Remark 3.1.2. Consider two quantum states [)) and e? [¢)), where § € R. Observe
that if we were to measure these quantum states (compute the probability of observing
m for some measurement operator M,,), then

Pr(m) = ({|e M M,,e® ) = (| M} M,,|1)) . (3.1.12)

The conclusion is that these two states produce the same measurement statistics, and
so we say they are identical up to the global phase factor ¢?®. Thus, when a quantum
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system is described by a vector |¢)), it more accurate to say that the quantum system
is described by an equivalence class of vectors, where [¢) is equivalent to [¢)') if the
two are related by a global phase factor. In the density matrix formalism, Section 3.2,
this “ambiguity” is removed.

Projective measurements

A frequently used special case of the measurement formalism is that of projective
measurements. A projective measurement is described by an observable M which is
a Hermitian operator with spectral (i.e., diagonal) decomposition

M=> "mP, (3.1.13)

where P, is a projector onto the eigenspace of M with eigenvalue m. The eigenvalues
m correspond to the measurement outcomes of the observable. The probability of
observing m is given by

Pr(m) = (1] P 1) (3.1.14)

and the post-measurement state is

Pult)
VT Pu o)

If a collection of measurement operators {M,,} satisfy the additional condition
of the M,, being orthogonal projectors (M, are Hermitian and M,, M, = 0, M),
then {M,,} describes a projective measurement. It is in this sense that projective
measurements can be viewed as a special case of the more general measurement
formalism.

(3.1.15)

Remark 3.1.3. Instead of giving an observable M to describe a projective measure-
ment, one often gives a set of orthogonal projectors P, satisfying I = ) P, and
PPy = 6y P, instead, with the observable M = > mP,, being implicit. This re-
lates to the common phrase, measures in the basis {|m)}. In this context, |m) forms
an orthonormal basis, and the measurement being done is a projective measurement
with projectors P,, = |m)m/|. This is most widely used for the computational ba-
sis (i.e., the standard basis) {|0),|1)} and the Hadamard basis (also known as the
diagonal basis) which is denoted as

1 —|1

_ o+ oy = 01D (3.1.16)
V2 V2

In the case of the computational basis, the projectors are |0)0] and |1)(1| which indeed

satisfy the completeness relation. Note that the corresponding observable is the Pauli
Z operator: Z = [0)0] — [1)(1].

+)



3. QUANTUM THEORY 20

3.2 Density matrix formalism

In addition to the state vector formalism introduced in Section 3.1, there is an equiv-
alent formalism where a quantum state is represented by a density matriz (or density
operator). Depending on the context, it will sometimes be more convenient to use
one formalism over the other.

It is worth noting that, in the state vector formalism, we may have an ensemble
of states {p;, [i)} (i.e., we only know that we have the state |¢;) with probability
pi), and in this case, it is especially convenient to use the density matrix formalism.
In this instance, the density matrix is given by

p= Z“’ i)l (3.2.1)

and is called a mized state. In the simpler case where we know that the quantum
system is exactly given by |4}, the associated density matrix is given by p = [ )|
and is said to be a pure state (note that when it is clear from context, we sometimes
refer to [¢) as a pure state).

It is important to note that we need not always come from the state vector
formalism to define a density matrix.

Definition 3.2.1. A density operator p on a Hilbert space H is a positive semi-
definite operator on H (i.e., (¢|p|p) is real and non-negative for every |¢p) € H) with
trace one, tr(p) = 1. The space of all density operators on H is denoted as D(H).

Under this definition, a density operator can always be associated to some en-
semble {p;, |1;)}. This follows from the fact that density operators are Hermitian
(since they are positive semi-definite) and thus have a spectral decomposition (The-
orem 2.2.5); with the tr(p) = 1 condition, the decomposition corresponds to an en-
semble with well-defined probabilities. As for whether the density matrix is pure or
mixed, we have the criterion that p is a pure state if and only if tr(p?) = 1, otherwise
it is a mixed state with tr(p?) < 1.

We can also consider the more general situation where we have the density matrix
p; with probability p;, i.e., an ensemble of ensembles. In this case, the overall system
can be described by the density matrix p = > pip;.

The postulates of quantum mechanics, rephrased in terms of density matrices,
are as follows:

Postulate 1. We associate, to any closed quantum system, a Hilbert space. The
system itself is described by a density operator.

Postulate 2. If we have multiple Hilbert spaces, then the joint space is the tensor
product of the Hilbert spaces. In the case where we have py acting on Hy, and po
acting on Hs, then p1 ® po is the joint density operator acting on the joint system

Hi ® Hos.
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Note that a density operator which is a tensor product of other density operators
is called a product state.

Postulate 3. Given a closed quantum systen, the evolution of a density operator
p € D(H) is described by a unitary operator U,

p = UpUT, (3.2.2)

in the sense that the state p at time ty is related to the state p' at time t, by the
unitary U.

When it is clear from context, we sometimes denote the action of a unitary on a
density matrix as U - p = UpU".

Postulate 4. Quantum measurements are described by a collection of measurement
operators { M,,} that act on the Hilbert space under consideration, where m refers to
the possible measurement outcomes. The probability of observing m when measuring
the density operator p is given by

Pr(m) = tr (M} M,.p) (3.2.3)
and the post-measurement state is given by
M, pM]
e (3.2.4)
tr (M, Myup)

Additionally, the measurement operators satisfy the completeness relation

> MM, =1. (3.2.5)

We are often interested in the case where we have a joint state pap € Ha ® Hp
that describes the system A held by one party, Alice, and the system B held by
another party, Bob. In these situations, we often wish to analyze the local state
of a party, i.e., in the case of Alice, a density operator p, that describes her local
system when she lacks access to Bob’s system. To do this, we employ the partial trace
operation which has the effect of “tracing out” Bob’s system, leaving us with a local
density operator that is sometimes called the reduced density operator.

Definition 3.2.2. Let X sp be a square operator acting on the Hilbert space HaQ@H g,
and let {|k)} be an orthonormal basis for Hg. Then the partial trace over the Hilbert
space Hp is defined as

trp(Xap) =Y (14 ® (kl5) Xap(la®|k)p). (3.2.6)
k
Note that, like the trace operation, the partial trace is a linear operation.
So, in the scenario we described, Alice’s local density operator would be given
by pa = trg(pap). Observe that in the case of a product state ps ® op, tracing out
‘Hp has the effect trp(pa ® o) = pa.
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Classical-quantum states. A classical random variable X can be encoded as a

quantum state as
> px() )z (3.2.7)
reX

In some cases, a quantum state may depend on some classical random variable
X in the sense that it is described by the density matrix p% with probability px ().
The joint state, consisting of both the classical random variable X and the quantum
register A, is called a classical-quantum state; the ensemble is {px (), |t )z|x @p% }rex
and the corresponding density matrix is

pxa = ZPX ) [zXz]x ® Py (3.2.8)

reX

A classical-quantum state is sometimes abbreviated as a cg-state. For more classical
random variables, this convention naturally generalizes as ccq, cccq, etc. If a party,
Alice, does not have access to the random variable X in equation (3.2.8), then their
ensemble is {px (), p% }zcx and their state is given by

pa=trx(pxa) ZpX (3.2.9)

zeX

Purification. An important fact of density operators is that they can always be
purified, where purification is understood in the sense of the following definition.

Definition 3.2.3. A purification of a density operator ps € D(Ha) is a pure
bipartite state |) s € Hr @ Ha on a reference system R and the original system A,
such that the reduced state on register A is equal to pa,

pa = trr([VXY|pa)- (3.2.10)

The purified state [¢),, is sometimes referred to as the global state. From a
physical point of view, a mixed state p4 can be interpreted as being entangled with
some reference system R which we do not have access to. Adding to this, we can
interpret noise that is local to our system A as being due to entanglement with the
environment R.

To briefly see that a density operator ps € D(H ) can always be purified, recall
that ps always has a spectral decomposition and suppose it is of the form

pA = Zp ) |z)x] - (3.2.11)

Then by introducing a system Hpg, which is a copy of H4 with orthonormal basis
{lz)z}, we can define a purification as

pra =Y \/p@)|z),|7) (3.2.12)
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Proposition 3.2.4. A quantum state py € D(Ha) is a pure state if and only if the
global state pra € D(Hr ® Ha) is a pure product state, pr @ pa.

An important note about purifications is that they are all equivalent up to some
isometry.

Theorem 3.2.5. Let pa be a density operator, and let [{) p 4 and |@) g2 4 be purifica-
tions of pa such that dim(Hp) < dim(Hgz). Then there exists an isometry Vgi_ ge
such that

D) poa = (VRisre ® Ta) [1) g1 4 - (3.2.13)

Corollary 3.2.6. If ) pa,|0)pa € Hr @ Ha are two purifications of a density
operator pa, then there exists a unitary Ur on Hg such that |1) p, = (Ur®14) |0) ga-

3.3 Quantum information

3.3.1 Entanglement, coset states, and no-cloning

Given a pure quantum state ) ,5 € Ha ® Hp, it may be impossible to write it as
a tensor product. That is, |¢) 45 # [¥) 4 ® |@) 5 for any |¢) , € Ha and |p) 5 € Hp.
When this is the case, we say that the quantum state [¢) is entangled.

The most common entangled quantum states are the following two-qubit states,

_|00) +|11)
\/§ )
_100) - [11) _ [01) —110)
V2o V2o
These states are referred to as Bell or EPR states (or, pairs), where EPR stands for
Einstein, Podolsky, and Rosen. Observe that we can write these states succinctly as
100) + |11)
We can directly verify that these states are entangled by attempting to write them as

a tensor product of two single-qubit states: [¢) = «a|0) 4+ 1) and |p) = v[0) + I |1).
Their tensor product is

_ [10) +101)

(0.1)
|67) N

609 (3.3.)

67 [67-1)

0@?) = (2°X @ 1) (3.3.2)

1) @ |p) = ay [00) + ad |01) + B~ [10) + 45 |11). (3.3.3)

Comparing this with, say, [¢(®?)), we see that ay = 6 = 1/v/2 and ad = By = 0
which is a contradiction and thus |¢(*?) is indeed entangled.

Entanglement is an especially useful resource in quantum computing, as the mea-
surement outcomes of entangled states may be correlated and consequently exploited
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to complete certain tasks that are impossible classically. As an example of such a
correlation, consider the Bell state [¢(*?)) and suppose one party, Alice, measures the
first qubit in the computational basis. Alice may observe 0 or 1, each with equal
probability. Supposing she observes a = 0, the post-measurement state is |00). Thus,
if the second qubit (held by a different party, Bob) is also measured in the computa-
tional basis, he is guaranteed to observe b = 0.

Generalizing, if x and y are the bases used to measure, respectively, the first
and second qubit of the state |¢(®?)), with respective outcomes a and b, then the
following holds:

{a @®b=p, if x =y = Computational (3.3.4)

a®b=cqa, ifxr=y=Hadamard

To describe a single-qubit measurement in either the Computational or Hadamard
basis, we sometimes denote the measurement operators as {M¢}qcq0,13, Where ¢ is a
bit that denotes the measurement basis (¢ = 0 for Computational, and ¢ = 1 for
Hadamard). Along these lines, we may use the following notation to emphasize how
the bit ¢ determines the measurement basis,

Computational, ifc=0

[Computational, Hadamard|. = { (3.3.5)

Hadamard, if c=1.

Then, for example, with ¢ = Hadamard, we have MY = |+)+| and M| = |-)—]|.
We now introduce the Hadamard transform. Let x € {0,1}" and recall that H
denotes the Hadamard gate. Then the n—qubit Hadamard transfom H®™ is given by

Z (3.3.6)

26{0 1}n

H®" |2) =

There are some particular types of quantum states that will frequently appear
in this thesis. Given this, we review these states now, starting with conjugate-coding
states, which are ubiquitous in quantum cryptography. With x,0 € {0,1}", an n-
tensor product of conjugate-coding states is

[2)g = [T1)g, -+ [Tn)y, » (3.3.7)

where |z;), = H%|z;). Note that in some literature, conjugate-coding states are
referred to as BB84 states [Wie83, BB84].

We also need subspace states and coset states, where the latter is simply a gen-
eralization of the former. For a linear subspace A of F} and ¢,¢' € {0, 1}", a subspace
state |A) and a coset state |A;y) are defined as

—— > o) and |Ay) = X'Z"|A) = Z D" u41t), (3.3.8)

V |A vEA 7 \% ‘A vEA
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where Xt = Xt @-..@ Xt ZV = Zh®-..®Z'. The subspace state is a superposition
over all the elements in the subspace A. In the computational basis, the coset state
is a superposition over all elements in the coset A + ¢, while in the Hadamard basis
(obtained by applying the Hadamard transform), it is a superposition over all elements
in the coset AL+t

The following lemma formally establishes a relationship between coset states and
conjugate-coding states. For this lemma, let B = {uy,...,u,} be a basis of [} and
let Ug be a unitary of (C?)®" which acts as a change-of-basis from the standard basis

to B:
> xu> . (3.3.9)

Lemma 3.3.1 ([CV22]). Let {us,...,u,} be a basis of Fy and Upg be defined as
in equation (3.3.9). Let {u',...,u"} be its dual basis, i.e., u' - u; = & ;. Let
T C {1,...,n} be such that |T| = n/2 and A = Span{u; :i € T}. Let § € {0,1}"
be the indicator of T (i.e., 0; = 1 if and only if i ¢ T), and x € {0,1}". Let
t=>icrxiu; and t' =3, zxu’. Then

Vx € {0, 1}”, UB |ZE> =

|At,t’> = UB |:L“>9 . (3310)

We now review the fundamental no-cloning theorem which, informally, says that
quantum states cannot be cloned. While the no-cloning theorem is not directly used
in this thesis, the concept fundamentally motivates topics we discuss in detail, like
quantum money and the design of quantum error correction codes. For these reasons,
we give the precise statement of the theorem (for perfect cloning of qubits) along with
a proof, which we have included for the sake of completeness. For a generalization of
the no-cloning theorem to mixed states, see [BCE196].

Theorem 3.3.2 (No-cloning [Die82, WZ82]). There is no unitary U such that

U([¢)10)) = ([¥) [9)), (3.3.11)
for all quantum states |1).
Proof: Suppose, for the sake of contradiction, that such a U exists. Then for any
two quantum states [¢)) | [¢) we have

U([#)10)) = (l) [¥)), (3.3.12)

U(l¢)10)) = (I9) |9)). (3.3.13)

Now consider the following inner product (| (¢||#) |¢) which we may compute as

(Wl (W10} |¢) = (W1} (lo) = ((¥lg))*. (3.3.14)
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Alternatively, we may compute this inner product as

W (@l lg) o) = ([ (0l U'U |¢) |0) (3.3.15)
= (¢ (0] 1|9} [0}, (3.3.16)
= (¥|¢) (0]0), (3.3.17)
= (V]9) . (3.3.18)

Comparing these two computations, we find that (¢|¢) = ({1)|¢))?. The only solu-
tions to this equation are (1|¢) = 1 (the states are identical) or (|¢) = 0 (the states
are orthogonal). Thus, we cannot in general clone an arbitrary state; we can only
clone orthogonal states. i

3.3.2 Classical oracles

Let f : {0,1}* — {0,1} be some function. Then a classical oracle U is a unitary
transformation of the form

U L) (%) ) <|0 ® f(x)>¢—§|1 ® f(w)))

& Ulz) =) = (=17 ]a) |-).

Since the ancillary qubit |—) is left untouched by this operation, we refrain from
writing it and simply say U |z) = (—1)7® |z). Frequently, we use a classical oracle
U, as a means for checking membership in some subset A in the following sense

—lx)y, ifzxeA
U = 3.3.19
alo) {|.CE> , otherwise. ( )

As noted in [AC12], we can implement U4 as a projector P4. To do this, we initialize
a control qubit |+) to control the application of Uy to |x). After this, we measure the
control qubit in the Hadamard basis. If the outcome is |—), then = € A, otherwise
x ¢ A. Indeed,

|z) [0) + Ua |) |1) {|I> |—-) ifzeA (3.3.20)

CUA(lz),[+)) = o) ) ja) b)) itz d A

Note that, unless otherwise stated, a classical oracle can be queried in a quantum
superposition.
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3.3.3 Quantum circuits

In this section, we follow [Wat08] to briefly review the quantum circuit model.

It is common to associate a quantum computation with the application of a
quantum circuit, which is a unitary operator that acts on some number of qubits k.
The k qubits can be divided into input qubits and ancillary (or auxiliary) qubits,
where the ancilliary qubits are initially set to |0) and have the purpose of facilitating
the computation. The unitary operator is a composition of unitary gates, taken from
some fixed set, and it acts nontrivially on the input qubits. A classical outcome can
be obtained by measuring some of the qubits after the application of the unitary
operator. As an example of a quantum circuit, see Figure 3.4.

The fixed set of unitary gates is often taken to be a wuniversal gate set where
the term universal means that every unitary operation can be approximated, with
arbitrary accuracy, via a quantum circuit constructed with gates from this set. Ac-
curacy, here, is measured in terms of a metric that is defined via the diamond norm
(see [Will3]), though the details are not needed for this thesis. As an example, the
following set is universal [NC10],

{H,S,CNOT, T}. (3.3.21)

3.3.4 Quantum channels

The evolution of a quantum state through unitary transformations and measurements
can be viewed as special cases of the more general notion of quantum channels. In this
section, we define quantum channels according to a set of axioms. Before proceeding,
we note that each quantum channel, defined relative to density operators alone, can
be associated with a unique linear extension that maps linear operators to linear op-
erators (see Appendix B of [Will3] for details). For this reason, and for mathematical
convenience, we define quantum channels in this section relative to linear operators.

Recall that D(H) denotes the space of density operators acting on the Hilbert
space H. Let L(#H) denote the space of linear operators that act on H and have
output in H. We denote by L(H;,Hs) as the space of all linear operators that take
input from a Hilbert space H; and output to the Hilbert space Hs.

Axiom 1. A quantum channel N : L(Ha) — L(HEp) is linear.

Naturally, we would like a quantum channel to send density operators to density
operators. To this point, quantum channels must preserve the class of positive semi-
definite operators, which leads us to the requirement that quantum channels should
be positive maps.

Definition 3.3.3. A linear map N : L(Ha) — L(Hp) is positive if N(Xa4) is
positive semi-definite for all positive semi-definite X4 € L(H ).
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Being a positive map alone is not quite sufficient. In general, a given quantum
state on some system H 4 could be part of a larger quantum state pra € D(Hr®@H4).
In this case, a map N4_, g acting strictly on the system H 4 with output Hp is actually
described by the evolution 1 QN 4_, 5, where 1 is the identity operator on the system
Hp. In this instance, we want the map 1z ® Ns_p to be positive, not just N4_ g,
which leads us to the following definition.

Definition 3.3.4. A linear map N : L(Ha) — L(Hp) is completely positive if
1z ® N is a positive map for a reference system R of arbitrary size.

Axiom 2. A quantum channel N : L(Ha) — L(Hp) is completely positive.

Lastly, we recall that density operators have trace one, and thus a quantum chan-
nel should preserve this quality. This quality, which we refer to as trace-preserving,
formally means that tr(X,) = tr(N(X4)) for all X4 € L(H ).

Axiom 3. A quantum channel N : L(Ha) — L(Hp) is trace-preserving.
With these three axioms, we have the following definition for quantum channels.

Definition 3.3.5. A quantum channel (or, quantum operation) is a linear,
completely positive, trace-preserving (CPTP) map.

A convenient characterization of quantum channels is given by the following
theorem. This representation of a quantum channel is also called the operator-sum
representation.

Theorem 3.3.6. A map N : L(Ha) — L(Hp) is a linear CPTP map if and only if
it has a Choi-Kraus decomposition in the sense that there exist K; € L(Ha, Hp)
for all j €{0,...,d—1} such that

d—1
Y KIK; =14, (3.3.22)
=0
and for all X4 € L(H4) we have
d—1
Nasp(Xa) =) K X4K], (3.3.23)
j=0

where d need not be any larger than dim(H ) dim(Hpg). The operators K; are called
Kraus operators.

Remark 3.3.7. Equation (3.3.22) is a completeness relation, similar to the ones we
have seen before, though this relation stems from the trace-preserving property of
quantum channels.
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We now show how a measurement can be viewed as a quantum channel. Suppose
we have a density operator p and a set of measurement operators {M,,}. We know
that the probability of observing the outcome m is given by Pr(m) = tr (M:n]\/[m p) and
that the post-measurement state is given by M,,pM, /Pr(m). If the measurement is
performed and we do not know the outcome (say, we did not record the outcome),
then we have the resulting ensemble

{Pr(m), %}m (3.3.24)

where the density operator is given by
M, ]\/[
§ Pr(m p § M, pM. (3.3.25)

From the above equation, we see that this evolution can be described by the quantum
channel N' = > M,,pM] where the Kraus operators are just the measurement
operators { M,,}.

Evolution through a unitary operator also constitutes a quantum channel. In
this case, there is only a single Kraus operator: the unitary U € L£(#H). The unitary
channel for the unitary U is denoted as

U(p) = UpU". (3.3.26)

Lastly, it is useful to observe that if we have a state p € D(H1®H p) and quantum
channels ¥V and A that act locally on different registers, then these quantum channels
commute, which is what we would intuitively expect. Indeed, suppose V acts on H 4
in the sense that it has Kraus operators {V; ® I}, and N has Kraus operators
{14 ® Ni}. Then from equation (3.3.23), we see that

(VoN)(p) = Z(V ® Ip)(Ix @ Ni)p(Ix @ NJ) (V] ® Ip)
_Z (V; ® Ni)p(V/ @ N)

= Z (14 ® N)(V; @ Ip)p(V}' @ I5)(I4 @ NJ)
ik

= (N oV)(p)

This observation will be particularly useful for us in the case where one of these
quantum channels is taken to be the partial trace operation. Note that the partial
trace operation tra(pap) is indeed a quantum channel; its Kraus operators are
{lx) , ® Ip} where the set {|z),} forms an orthonormal basis of H 4.
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Extending quantum channels

In general, quantum channels as we have described so far are not unitary. However,
if we consider the evolution of both the system of interest and the environment,
then a quantum channel can be viewed as a unitary on this joint system followed by
tracing out the environment. To understand this extension, we start by recalling the
definition of an isometry.

Definition 3.3.8 (Isometry). Let H and H' be Hilbert spaces such that
dim(#H) < dim(H'). An isometry is a linear map V : H — H' such that VIV = I,
Equivalently, an isometry V is a linear, norm-preserving operator, in the sense that

o =V )i (3.3.27)
for all |¥) € H.

Notable to isometries is the fact that, in general, they are maps between Hilbert
spaces of different dimensions, meaning the property VVT = 1, does not necessarily
hold. Instead, we have V'V = II;,, where II;; is some projection onto #'.

Definition 3.3.9 (Isometric channel). A quantum channel V : L(H) — L(H') is an
isometric channel if there exists a linear isometry V : H — H' such that

V(X)=VXVT, (3.3.28)
for X € L(H).

Observe that both unitary channels and isometric channels have a single Kraus
operator. Since unitary channels are reversible, we intuitively expect isometric chan-
nels to be reversible as well, especially since VTV = I,;. However, the channel VT
does not constitute a quantum channel that reverses V, as it is not trace-preserving.
Instead, the reversing channel is given by

R(Y) = VI(Y) + tr((Iy — y)Y)o, (3.3.29)

where 0 € D(H).
Before we can proceed further, we must take a moment to introduce the Choi
operator.

Definition 3.3.10 (Choi operator). Let Hr and Ha be isomorphic Hilbert spaces,
and let {|7) .} and {|i) 4} be orthonormal bases for Hr and H.a, respectively. Let Hp
be some other Hilbert space, and let N : L(Ha) — L(Hp) be a linear map. The Choi
operator corresponding to Na_p and the bases {|i) 5} and {|i) o} is defined as the
following operator:

da—1

(1r ® Nassp) - (IDNClga) = D 1)1 5 ® Mass (1)) (3.3.30)

1,J=0
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where dy = dim(Ha) and |I')p, is an unnormalized mazimally entangled vector
defined as
da—1
D) ra = Z )R @104 - (3.3.31)
=0

The rank of the Chot operator is called the Chot rank.

One useful feature of the Choi operator is that it completely specifies how the
associated quantum channel N_ g acts on each of its inputs. To see this, observe
that the Choi operator can be represented as a matrix of matrices, where the (i, j)

entry is given by N4, 5(|i)}j]),
0Xd* —1|)
1Xd* —1])

N (J0X0]) Nass ([0X1) -+ Nasp(
Na-p (|1X0]) Nasp (11XA)) - Nass (

N (4 = 1X0]) Moo (124~ (1)) - N (Ja# — 1a* — 1]

Isometries enable us to extend quantum channels in a way that is analogous to
the purification of density operators. In the case of density operators, a mixed state
can always be purified by considering the environment system; then the mixed state is
recovered by simply tracing out the environment. In the case of quantum channels, we
can introduce the environment to extend a quantum channel to an isometric channel;
and we can recover the original quantum channel by also tracing out the environment.

Definition 3.3.11 (Isometric extension). Let Ha and Hp be Hilbert spaces, and let
N L(Ha) = L(Hp) be a quantum channel. Let Hg be a Hilbert space with dimen-
sion no smaller than the Choi rank of the channel N'. An isometric extension (or
Stinespring dilation) U : Hy — Hp ® Hg of the channel N is a linear isometry
such that

trp(UXAUT) = Nasp(Xa) (3.3.32)

fOT X4 € ,C(/HA)
By Definition 3.3.9, the quantum channel associated with the isometric extension

is given by v
UY . pp(Xa) = UX,UT (3.3.33)

for X4 € L(H4). This notion is depicted in Figure 3.3.
To see that every quantum channel has an isometric extension, suppose we are
given a quantum channel N4_,p with the Kraus representation

Nasp(pa) =Y Kjpak]. (3.3.34)
J
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N,

Figure 3.3: An isometric extension of the channel N4_,p. Here, we see that
the environment E can receive some quantum information. The original
channel N4_,p can be obtained by tracing out .

N
A UA%BE

Then it can be shown that an isometric extension of this channel is given by

Ulpe =) K @i)p. (3.3.35)
J

At this point, we can nearly see how a quantum channel can be viewed as a
unitary on a larger system. Since UTU = I, the extended channel in equation (3.3.33)
can be reversed with the channel in equation (3.3.29), but the property UUT = Iz
prevents the channel from being unitary. However, if we extend the domain of our
channel to also include the environment (so that we have a mapping of the form
Ha®@Hp — Hp ® Hp), then we can indeed view this extended channel as a unitary
acting on the environment and our system of interest.

Remark 3.3.12. This perspective of quantum channels enables an interesting inter-
pretation of the noise that arises in quantum channels. If NV is some quantum channel
being applied to our state p4, then we can equivalently consider the associated uni-
tary Uap acting on our system A and the environment F. Supposing the environment
starts in [0)(0] , the joint system evolves as Uag(pa®|0)0| ) Ul 5. Generally, we only
have access to our system A, and so the state we observe is obtained by tracing out
the environment. This can result in a loss of information which we interpret as noise.

3.3.5 Closeness of quantum states

In this section, we review the notions of trace distance and fidelity, which are mea-
sures to quantify how “close” two quantum states are. Although these measures can
be related to each other (Theorem 3.3.23), we sometimes find that it can be more
convenient to use one measure over the other; hence, it is beneficial to discuss both
measures.

Definition 3.3.13. The trace distance between two density operators p,o € D(H)
is defined as

1
Alp,0) = 5llp = al. (3.3.36)

where ||v|| = tr(V*yW) for v € D(H).
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Remark 3.3.14. Note that some literature adopts a convention of dropping the %
factor in the above definition (so that the trace distance is simply the norm of p — o)
but in this thesis we retain the % factor.

We sometimes use the notation p ~. o to mean that p and o are e-close in the
sense that A(p,0) <e.

The trace distance defines a metric on the space of density operators D(H)
because it satisfies the following conditions:

e A(p,0) =0 if and only if p = o, where p,0 € D(H).
o Ap,0) = A(o,p), for all p,oc € D(H).
e A(p,7) < A(p,0) + A(o,7), where p,o,7 € D(H).
Note that the trace distance is upper bounded by 1, so that 0 < A(p,0) < 1.

Lemma 3.3.15. For any density operators py, ps, 01,02, the trace distance satisfies,
A(p1 ® p2, 01 ® 03) < A(p1,01) + A(pa, 02). (3.3.37)

As a special case of the above lemma, we have that
Alp@w,0 @w) =A(p,0), (3.3.38)

for any density operators p, o, w.
It is useful to note that the trace distance is invariant under isometric quantum
channels; hence, it is invariant under unitary transformations,

AUpUT, UcU") = A(p,0). (3.3.39)
More generally, we have the following theorem.
Theorem 3.3.16. Let N be a quantum channel and p,o € D(H). Then
AW (). N (0)) < Alp, o). (3.3.40)

A related notion to trace distance is that of fidelity, which can also be used as
a means of quantifying the “closeness” of quantum states. Though, unlike the trace
distance, the fidelity does not define a metric on D(H).

Definition 3.3.17. The fidelity between two density operators p,o is defined as

F(p,o0) = tr(x/ p1/2c7,01/2> (3.3.41)
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Proposition 3.3.18. The fidelity between some density operator p and a pure state

| is given by
F(p, [¥)) = v {¥lplY). (3.3.42)

We now introduce Uhlmann’s theorem which, in some texts, is used to actually
define the fidelity. It is also worth pointing out that in some of these cases, the fidelity
may be defined as the square of the right-hand-side of equation (3.3.43).

Theorem 3.3.19 (Uhlmann’s theorem). Suppose p,o € D(H). Introduce a puri-
fying system R, which is a copy of H. Then

F(p,o) = max (o), (3.3.43)

where the mazximization is over all purifications |¢),|¢) of p,o, respectively, into
HOR.
Equivalently,

F(p,o) = max [(]9)] (3.3.44)
where 1) is any fized purification of p, and the mazimization is over all purifications

|¢) of 0.

From Uhlmann’s theorem, we can learn several useful properties about the fi-
delity. For instance, it reveals that the fidelity is symmetric in its inputs. Additionally,
0 < F(p,0) <1, where equality with 1 is obtained when p = o.

Uhlmann’s theorem can be expanded upon to define the fidelity of a density
operator with a subspace.

Definition 3.3.20. The fidelity of p € D(H) with a subspace S of H is defined as,

F(p,5) = max [(¥]@)] (3.3.45)

where the mazimization is over all purifications 1) of p and all unit vectors |p) € S.

As with the trace distance, the fidelity is invariant under isometries and hence
unitaries. More generally, we have the following result.

Theorem 3.3.21. Let N be a quantum channel and p,0 € D(H). Then
F(p,0) < F(N(p), N(0))- (3.3.46)

Although the fidelity does not satisfy a true triangle inequality, we have the
following result which will prove useful.

Lemma 3.3.22 (“Triangle inequality” for fidelity [AC12]). Suppose (¢|p|) > 1 — €
and (Y|olp) > 1 —e€. Then F(p,o) < |(1)|o)] + 2€*/4.
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Lastly, the relationship between the trace distance and the fidelity is formalized
by the following theorem.

Theorem 3.3.23 (Fuchs-van de Graaf inequalities). Let p,o € D(H) be two density
operators. Then,
1—F(p,0) <Ap,0) <+/1—=F(p,o0) (3.3.47)

3.3.6 Entropy

Broadly, the notion of entropy in classical and quantum information theory charac-
terizes the amount of uncertainty a party has about the state of some system; in other
words, it characterizes randomness.

There are various measures of entropies and, depending on the problem at hand,
it may be useful to consider one measure over another. In this section, we follow
[Ren05, RW05, Sch07] to briefly review classical (smooth) Rényi entropy.

Rényi entropy

Definition 3.3.24 (Rényi entropy [Rén6l]). Let X be a random variable over
a finite set X with probability distribution Px. Let a € [0,00|. Then the Rényi
entropy of order « is defined as

H,(Py) = log< > Px(x) > (3.3.48)

TeX

When the context is clear, we often write H,(X) instead of H,(Px). We can
obtain various entropy measures of interest by taking the limit of a. In the limit
a — 00, we get the min-entropy,

Hoin(X) = Hoo(X) = — log (max Py(x )) (3.3.49)

zeX
In the limit o — 0, we get the maz-entropy,

Hpox(X) = Ho(X) = log|[{z € X : Px(z) > 0} (3.3.50)
In the limit o« — 1, we recover the standard Shannon entropy,

ZPX ) log Py (). (3.3.51)

The conditional Rényi entropy is defined as,

ia log (mszpxwzy(fc)a)- (3.3.52)

Ho(X|Y) =
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For a fixed event Y = y, we have

1 6%
Ha(X’Y = y) = 1—a 10g (; PX|y:y((L’) > . (3353)
As before, we can take the limit of a to get the conditional min-entropy (o — 00)
and conditional max-entropy (o — 0), which are, respectively, given as,

Hpin(X[Y) == min Hpi (XY = y) = min ( — log PXy:y(m)), (3.3.54)
v @y

Hipnax (X 1Y) = max Hya (XY = y) = maxlog [{x € X' : Pxjy—y(x) > 0}|. (3.3.55)
y y

Smooth Rényi entropy

Related to Rényi entropy is the notion of smooth Rényi entropy, which was intro-
duced in [RWO04]. Put simply, the smooth Rényi entropy HE is a family of entropies
parametrized by a real number £ > 0, where € = 0 corresponds to equation (3.3.48).

In [Ren05, RWO05], smooth Rényi entropy is used to generalize the notion of
conditional Rényi entropy. By once again considering the limits of «, one can obtain
the conditional smooth min- and maz-entropy which are, respectively, given by

P
Ha(XIY) = HE(X|Y) = max min ( ~log (M)) (3.3.56)
£ my Py (y)
P
He (X|Y) = Hi(X|Y) = minmaxlog |{z € X : Pxve(wy) 0},  (3.3.57)
£y Py (y)

where the maximum/minimum ranges over all events € with probability Pr[€] > 1—¢,
and Pxye(x,y) is the probability that £ occurs and X, Y take values z, y, respectively.

We refrain from defining H:(X|Y') here and instead note that it can be approx-
imated by the conditional smooth min- and max-entropy. Indeed, in [RW05] it was
shown that for a > 1,

/ log(1/¢’
Heis (X[Y) + Olg%/? > Ho (X]Y) > Hy, (X[Y). (3.3.58)
For a < 1,
: log(1/¢’
g (xv) — U5 < (X)) < B (XY (3:3.59)

We now list some useful results, starting with the following chain rule for the
conditional smooth min-entropy.
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Lemma 3.3.25 (Chain rule [RW05]).

/ 1
H:E(X|Y) > HE, (XY) — Hppao(Y) — log <—>

min I
for all e, > 0.

The following lemma is a special case of a more general entropic uncertainty
relation introduced in [DFR*07].

Lemma 3.3.26 ([DFRT07]). Let p € D(HS") be an arbitrary n-qubit quantum state.
Let © = (©4,...,0,) be uniformly distributed over {Computational, Hadamard}",
and let X = (X1,...X,) be the outcome when measuring p in basis ©. Then for any
0<A<1/2,

He, (X]|©) > (% - 2)\)n

_ \2n
where £ = eXp<—W> .

The following lemma is presented as a corollary in [DFR™07] to the Min-Entropy-
Splitting Lemma (which essentially states that if the joint entropy of two random
variables is large, then at least one of the random variables must have at least half of
the original entropy in a randomized sense).

Lemma 3.3.27 ([DFR'07]). Let € > 0, and let Xy, X1, Z be random variables (over
possibly different alphabets) such that HZ,,, (X0 X1|Z) > «. Then, there exists a binary
random variable C over {0,1} such that HS'E (X1_¢|ZC) > a/2 — 1 —log(1/€') for
any € > 0.

We end this section by describing the meaning of the conditional smooth min-
entropy. To do this, consider the following task. We have a classical random variable
X and some additional variable R. We extract a binary string S from (X, R) such
that, with probability 1—e¢, the string S looks uniformly random to an adversary who
knows Y and R. A natural follow-up question is, what is the maximum length of S?
This is answered by the conditional smooth min-entropy He, (X|Y). A formalization
of this idea appears in Theorem 3.3.28 below.

Before we state the result, we must briefly introduce the notion of hash functions
(for the full formal definition, see [KL15]). Informally, a hash function F' takes bit
strings of some length {0,1}" as input and produces bit strings that are shorter in
length as output {0, 1}*, where £ < n. This can be thought of as “compressing” the
inputs. A collision is when we have distinct inputs x, 2’ that are mapped to the same
output F(x) = F(2'). Let F be a class of hash functions from {0, 1}" to {0, 1}*. The
class F is said to be two-universal [CW79] if, for any distinct z, 2" € {0,1}" and for F’
uniformly distributed over F, it holds that Pr[F(z) = F(2)] < 1/2°.
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Theorem 3.3.28 (Privacy amplification [DFR*07]). Let € > 0. Let pxyg be a
ccq-state, where X takes values in {0,1}", U in the finite domain U, and register E
contains q qubits. Let F' be the random and independent choice of a member of a
two-universal class of hash functions F from {0,1}" to {0,1}*. Then

1 c
Alprerus, 31 ® prug) < 527%(H"“"(X|U)*H) + 2¢.

3.4 Quantum error correction

To understand the general ideas of error correction and the challenges that arise in
the quantum setting, we start by briefly discussing error correction in the classical
setting. Suppose we have a classical bit € {0,1} which we want to send through
a communication channel to another party. In reality, the communication channel
is noisy in the sense that, with some probability p > 0, an error occurs as = gets
transmitted (and with probability 1 —p no error occurs). In this classical setting, the
only possible error that can occur is a bit-flip: if x = 1, the bit is changed to 0, and
vice versa.

Protecting classical data against the noise in a communication channel largely
relies on the fact that classical information can be arbitrarily copied. For example,
consider the following simple error correction procedure. The first step is to encode
the bit x, which can be done by copying it multiple times:

0— 000, 1—111. (3.4.1)

These encoded bits, 000 and 111, are known as the logical codewords. We now send
the encoding of = through the noisy communication channel. At the other end of
the channel, we can detect errors by taking a majority vote. If an error occurs which
causes one of the bits to flip, say 000 becomes 010, then a majority vote tells us that
the second bit should be 0. We can correct the error (or, recover the codeword) by
flipping the second bit back to 0, and then decode the resulting codeword 000 to 0.
However, this process can fail when two bit-flips occur, as it can lead us to incorrectly
infer what the original codeword was; and if all three bits were flipped, so that 000
became 111, then the error goes undetected because 111 is itself a codeword.

In the quantum setting, there are a number of difficulties which hinder attempts
to design a close analogue of any classical error correction procedure. For instance, the
no-cloning theorem (Theorem 3.3.2) immediately rules out the classical approach of
arbitrarily copying information to protect it. However, we can still use the basic idea
of equation (3.4.1), where the data was distributed across extra resources, thereby
introducing redundancy. This will not violate the no-cloning theorem, as the resulting
encoded quantum states are entangled, not in a tensor product.

Another issue that is inherently quantum is the fact that a quantum state can
collapse and erase information encoded in it. Consequently, quantum error correcting
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codes must be carefully designed so that any measurements in the error correction
procedure do not erase the information we are trying to protect.

In the sections that follow, we review the formalism of quantum error correction.
We place particular emphasis on the stabilizer formalism and an especially useful
quantum error correcting code called the Calderbank-Shor-Steane code. To do this,
we primarily follow [Got97, NC10, Fuj15, Rof19].

3.4.1 Discretization of quantum errors

Suppose we have a qubit |¢)) which we send through a noisy quantum communication
channel A/ which has Kraus operators {E;}. Then,

N(Xl) = D B vl B, (3.4.2)

where the {E;} are interpreted as single-qubit errors.

As a special case of equation (3.4.2), we can consider the channel which, with
probability p > 0, the qubit is affected by the Pauli X operator, and with probability
1 — p it is unaffected. Observe that an X error is the quantum analogue of a bit-flip
error,

X|z) =z @ 1), (3.4.3)

where z € {0,1}, and so this special case is an analogue of the classical noisy com-
munication channel that we saw earlier.

In general, an arbitrary single-qubit error E; in equation (3.4.2) can be written
as a linear combination of the single-qubit Pauli gates,

E= Oé][ + Cva + &ZZ + O{yYV. (344)

From equation (3.4.4), we see that there are an infinite number of errors that a qubit
could be subject to, as opposed to the singular bit-flip error in the classical regime.
Despite this continuum of errors, we shall see that it is sufficient to know how to
correct a discrete set of errors. To start, we use the fact that Y = X Z to rewrite
equation (3.4.4) as

E=oil+axX+azZ+axzXZ, (3.4.5)

where the ¢ factor has been absorbed in the axy coefficient. We already saw how the
X error is the bit-flip error. For the Z error, we refer to it as a phase-flip error, as it
has the following effect:

Z10)=10) and Z|1)=—|1). (3.4.6)

So, from equation (3.4.5) we see that an arbitrary error can be written as a
sum from the set {/, X, Z, XZ}. Informally, the quantum error correction procedure
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involves measurements which collapse the superposition in equation (3.4.5) to either
an X, Z, or XZ error; thus, correcting X and Z errors alone is sufficient. This is
known as the discretization (or, digitization) of quantum errors. This process will be
made clearer in Section 3.4.2 below, where we discuss the error correction procedure
in detail.

For the n-qubit case, we make the common assumption that noise affects each
qubit independently. To formally describe this setting, we introduce some useful
notation. Let Ex (€z) denote the set of error vectors that corresponds to bit-flip
(phase-flip) errors affecting up to ¢ out of n qubits:

Ex={ee€{0,1}":wt(e) <q} and &Ez={e €{0,1}": :wt(e') <q}, (3.4.7)

where wt(-) is the Hamming weight. So, for example, a bit-flip error affecting up to
q out of n qubits is of the form X* where e € £x. Let &, denote the following set,
which we refer to as the set of all correctable error vectors,

E,={(e,€') 1 e,e’ € {0,1}" and wt(e) < g and wt(e') < ¢}. (3.4.8)

We can easily see that,

&l = 1Ex| - €2 = (i (?))2 (3.4.9)

J=0

When it is clear from context, we will sometimes drop the ¢ subscript on &,.

Now when we say that an n-qubit state has been affected by ¢ arbitrary errors,
we mean that ¢ of the qubits have been affected by an error of the form in equa-
tion (3.4.5). Then the operator describing ¢ arbitrary errors on an n-qubit state |v)
is a superposition of Pauli products in the following sense,

> o XZ ), (3.4.10)
(e,e’)EA

where A is some subset of £, which contains at least one pair (e, ¢’) that corresponds
to a weight ¢ error.

3.4.2 The stabilizer formalism

The stabilizer formalism [Got97] can be used to describe a wide and important class
of quantum error correcting codes.
To start, we recall that the n-Pauli group P, is defined as

P, = {+1,+i} x {I, X,Y, Z}®". (3.4.11)
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An n-qubit stabilizer S is an abelian (i.e., commutative) subgroup of P, such that
—-1¢8S.

Given a stabilizer, the codespace C's is the vector space that is stabilized by § in
the sense that it consists of all n-qubit states which are fixed by every element of S.
Equivalently, Cs is the common +1 eigenspace of all elements of S,

Cs = {|¥) : S [) = [¥), VS, € SY. (3.4.12)

When the context is clear, we sometimes drop the S subscript on Cs. Note that the
reason we require —/ ¢ S and that the elements of S commute is to ensure that the
vector space stabilized by & is non-trivial.

A stabilizer is often described by its generators g;, which are elements of its
maximum independent set S,;. Independence is understood in the sense that no
element of S, can be expressed as a product of other elements in S,. The generators
may be denoted as S; = {¢1,...,gm}. Alternatively, the generators can be described
by a check matriz. This is an m x 2n matrix where the ith row is constructed according
to the following rules:

e If g; contains an [ on the jth qubit, then the (i, ) and (i,n + j) entries are 0.

e If g; contains an X on the jth qubit, then the (4, j) entry is 1 and the (i,n + j)
entry is 0.

e If g; contains a Z on the jth qubit, then the (i, j) entry is 0 and the (i,n + j)
entry is 1.

e If g; contains a Y on the jth qubit, then the (7, 5) and (i,n + j) entries are 1.

Since elements of a stabilizer have +1 eigenvalues, each generator divides the 2"-
dimensional Hilbert space into two orthogonal subspaces (the 41 eigenspace and the
—1 eigenspace). Intuitively, we then expect that with n — k generators, the common
+1 eigenspace (the codespace Cs) has dimension 2% = 2"~("=*) hich is indeed the
case.

Proposition 3.4.1. Suppose a stabilizer S has n — k generators, so that
S, =191, 9n_r}. Then the vector space Cs stabilized by S is 28-dimensional.

Given a stabilizer S, we may have a set of operators that do not belong to S and
yet commute with every element of S. These operators, known as logical operators,
can be interpreted as a means of computing on encoded states, as they move elements
of the codespace around without moving them “out” of C's. Formally, the logical
operators are elements of N(S) \ S, where N(S) is the normalizer,

N(S)={LeP,:LS;L' €S VS, € S}. (3.4.13)
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Bl [ 9i |

10) 4, H A=

Figure 3.4: Circuit to measure a generator g;

With n — k generators, there are k pairs of logical operators (or rather, 2k logical
operators).

We now describe how to perform quantum error correction using a stabilizer S.
Since the common starting point for most quantum computations is the |0) state, it is
standard to first prepare the codeword |0), = [0®%), € Cs by projecting |0) = |0®")
onto the +1 eigenspace of all generators (see [NC10, Rof19] for details on how to do
this). Note that the other codewords in Cs can be prepared by applying the logical
operators to |0),.

Now suppose that an error £ has occurred on our encoded state [¢),, leaving
us with the state E'|¢),. The next step is to measure each stabilizer generator g;,
1 =1,...,n — k through the circuit in Figure 3.4. Before measurement, this circuit
has the effect of mapping the overall state E [¢)) |0), in the following way

1 1
E)10) s, — 5T+ g)EW) 04, + 5" = g)E[) [Ty, (34.14)

We say that a stabilizer generator will detect the error F if it anti-commutes with E,
in which case a measurement of the ancilla qubit yields 1; if they commute, the
measurement will yield 0. We can equivalently interpret this as: the generator g;
detects the error E if E'|¢), is in the —1 eigenspace of g; (the error has moved
the state “out” of the codespace), and the error will not be detected if E |¢); is in
the 41 eigenspace of g;. From this perspective, logical operators can be viewed as
undetectable errors.

After each of the n — k ancilla qubits |0) , have been measured, the results form
an (n— k)-bit string called the syndrome. At this point the syndrome is processed (or,
decoded) to determine an appropriate recovery operation R so that RE ), = |¢);.

At this stage, we can elaborate on a point we raised earlier in Section 3.4.1:
the error correction procedure collapses an arbitrary error to a bit-flip or phase-flip
error (or a combination of the two), and so it suffices to correct X and Z errors. For
simplicity, suppose we have the error £ = ajl + axX + azZ + axzXZ. Further
suppose that |¢),, X |¢), are in the +1 eigenspace of g; while Z |¢), , X Z |¢)), are
in its —1 eigenspace. Then applying the circuit in Figure 3.4, we get the following
overall state immediately before measurement,

(rI®" + axX) [¥), |0) 4, + (azZ + axzXZ) [) (1) 4, - (3.4.15)
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Then measuring the ancilla qubit has the effect of collapsing the original super-
position E. By repeating this procedure with more generators, we end up with
V), X ), ., Z ), , or XZ|),, and thus the procedure has effectively collapsed
the arbitrary error E into an X, Z or X Z error, where the syndrome can be thought of
as indicating which of these errors we have collapsed to. This also applies to the more
general case of ¢ arbitrary errors, where the overall error operator is a superposition
of Pauli products of the form X¢Z¢ where (e, ¢') € &,.

Informally, the distance d of a code is the minimum number of errors required to
transform one codeword into another. For the formal definition, recall that N(S) -8
is the set of logical operators, and that the weight of an error wt(F) is the number
qubits being acted upon by a Pauli operator (excluding the identity). Then the
distance is defined as,

d= min wt(FE). (3.4.16)
EeN(S)-S
The distance of a code plays an important role in quantifying how many errors it can
correct. If d > 2q + 1, then the code is capable of correcting ¢ arbitrary errors.

Quantum error correcting codes are often described in the format [[n, k, d]|, where

n is the number of qubits, k is the number logical qubits, and d is the code’s distance.

3.4.3 Calderbank-Shor-Steane (CSS) codes

We now review a well-known category of quantum error correcting codes known as
Calderbank-Shor-Steane (CSS) codes. We start by describing their construction from
classical linear codes; after this, we examine CSS codes within the stabilizer formalism.

A classical linear code C' that encodes k bits into an n-bit codespace is specified
by an n x k matrix G called the generator matriz. The entries of G are elements of
Zs = {0,1} and its columns are linearly independent and span the codespace. So, for
a k-bit string z, represented as a column vector, we get the corresponding codeword
by computing Gzx.

Equivalently, a classical code can be defined as the kernel of an (n— k) x n matrix
H whose entries are elements of Z,. That is, the codespace consists of all z € {0,1}"
such that Hx = 0. The matrix H is known as a parity check matrix.

The distance of a code C' is defined as

d(C):= min d(x,vy),

z,yeCz#y

where d(z,y) is the Hamming distance. Since d(z,y) = wt(x + y), where wt(-) is the
Hamming weight, we equivalently have

d(C) = i, wt(x). (3.4.17)
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If a code has distance d > 2¢ + 1 for some integer ¢, then the code is able to correct
up to ¢ errors (for a noisy codeword 3/, there is a unique codeword y that is within
Hamming distance ¢ of y').

A classical linear code is denoted as [n, k, d], or simply [n, k] when it is not neces-
sary to specify d. Observe that this resembles the notation for quantum codes, except
that the latter case uses double square brackets (to distinguish from the classical case).

Given an [n, k] classical linear code C' with generator matrix G and parity check
matrix H, one can define the dual code, denoted as C*, as the code with generator
matrix H? and parity check matrix G7.

Now suppose C; and Cy are [n, k1] and [n, ks] classical linear codes with the prop-
erty that Cy C (1}, and (] and C’2l both correct ¢ errors. The CSS code, constructed
from C} and Cy, is then an [[n, k; — k»]] quantum code that can correct up to ¢ bit-flip
and ¢ phase-flip errors (i.e., up to ¢ arbitrary errors), and thus it corrects the set &,
defined in equation (3.4.8).

The CSS code is an example of a stabilizer code where its check matrix is of the

form
Hoo | O
{ 0 | He } ) (3.4.18)

So, from the parity check matrices He, and Hgy we can obtain the stabilizer genera-

tors, and vice versa. The code C) then contributes n—k; generators, and the code C3-
contributes ko generators, for a total of n — k; + ko generators. By Proposition 3.4.1,
the codespace has dimension 2F = 27— (—ki+k2) — 9k1—k2 which is exactly what we saw
earlier.

Codewords in the CSS code are coset states of the form

lw+ Cy) = ! > jw ), (3.4.19)

\% |02| veCya
where w € C;. Note that since Cy C C1, w + v € (4. The codespace is then the
vector space spanned by these coset states. If wy,wy € C are distinct in the sense
that w; — wy ¢ Cy, then the coset states |wy + Cy) , |we + Cy) are orthonormal. The
number of such cosets is given by |Cy]/|Cs| = 2517*2 which is precisely the dimension
of the codespace.

Intuitively, error correction for a CSS code works by using the error correcting
properties of its classical linear codes; C) is used to correct bit-flip errors and Cs- is
used to correct phase-flip errors. To understand this better, we start by examining
a noisy codeword; bit-flip errors are described be an n-bit vector e; with 1s where
bit-flips have occurred and Os otherwise. That is, e; = (eq1,...,e1,) corresponds to
the error X = X' ® --- ® X, Similarly, phase-flip errors are described by a
vector e;. Then the noisy state is

1
D (=1 v tey) (3.4.20)

Vv |C2| veCy

Xe1Z€2 |w _|_ C2> —
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First, bit-flips are dealt with by applying the parity check matrix H¢, for the
code (' and storing the result in ancilla qubits; measuring the ancilla qubits yields an
error syndrome H¢,e; that can be classically processed to determine an appropriate
correction operation. After correction, the state is

D (e jy 40) . (3.4.21)

1
\% |02| veCy

By moving to the Hadamard basis, phase-flip errors can be handled in the same way.
Indeed, by applying the Hadamard transform, it can be shown that the resulting state
takes the form

)% |z + eq) . 3.4.22

As in the case of bit-flip errors, we now apply the parity check matrix H, ot for Cy and
obtain the error syndrome H02L es. After correction, another Hadamard transform is
applied to return the state to the original codeword.

For an [[n, k]| CSS code that can correct up to ¢ arbitrary errors, the relationship
between the parameters n, k, and ¢ can be formalized with the Gilbert-Varshamov
bound for CSS codes. This bound says that an [[n, k]] CSS code which corrects up to
q arbitrary errors exists for some k such that

SEIES

>1-2H (2q) : (3.4.23)
n

where H(z) = —xlog(z) — (1 — x)log(1l — z) is the binary Shannon entropy.



Chapter 4

Device-independent oblivious
transfer

In this chapter, we study the oblivious transfer primitive in the bounded-quantum-
storage-model. We show how a post-quantum computational assumption can be used
to obtain device-independence. This chapter is based on [BY23].

4.1 Introduction

Oblivious transfer (OT), described in terms of its well-known variant one-out-of-two
oblivious transfer (1-2 OT), involves a sender inputting two bits, and a receiver who
is then able to select and receive only one of these bits (see Figure 4.1). For this two-
party primitive to be secure, the sender must be unable to learn which of the two bits
the receiver chose, and the receiver must be unable to learn both of the bits that were
sent. OT is both intriguing and important for the fact that it is universal: a secure
implementation of OT enables the implementation of any cryptographic functionality
between two parties [Kil88].

Sender Receiver

S0, S]] —————>

— ce{0,1}

— S¢

Figure 4.1: 1-2 OT. The sender inputs two bits sg, s;. The receiver’s choice
bit ¢ determines which of the two bits they keep.

46



4. DEVICE-INDEPENDENT OBLIVIOUS TRANSFER 47

However, the search for an unconditionally-secure implementation of oblivious
transfer has, unfortunately, been put to rest. In [May97, LC97], it was shown that,
even with the power of quantum communication, it is impossible to realize an uncon-
ditionally secure implementation of bit commitment—another two-party primitive—
thereby also showing the impossibility of unconditionally secure OT. Thus, any secure
OT must necessarily be realized with the aid of additional assumptions.

A strong alternative notion of security is everlasting security, where we only
require our assumptions to hold during the execution of the protocol; even if an
adversary gains unlimited power after the protocol is over, its security still holds.
In the classical setting, [LH19, PVWO08] present protocols for OT that are secure
by a post-quantum computational assumption, though these classical protocols are
not everlastingly secure, as shown in [Unrl3]. A different approach can be found
in [DFR™07], where it is shown that the bounded-quantum-storage-model (BQSM) is
sufficient for realizing secure OT. In this setting, it is assumed that the receiver’s
quantum storage is bounded during the execution of the protocol. Intuitively, what
this enables is the following: a dishonest receiver is limited in its capacity to store
qubits during the execution of the protocol, thereby forcing a measurement; this
disables a large family of attacks and is formally shown to limit the probability of
the adversary determining both of the sender’s bits to be negligible. Using BQSM to
realize OT in this way gives everlasting security because a dishonest receiver who has
unlimited quantum storage and processing power after the execution of the protocol
does not gain any advantage. In [DFR*07], a protocol for Rand 1-2 OT* (a randomized
variant of OT that uses ¢-bit strings, described in Section 4.4.1) is shown to have
perfect receiver-security and e-sender-security. Informally, e-receiver-security says
that the real state of the dishonest sender is e-close in trace distance to a state that
is independent of the choice bit. Similarly, e-sender-security says that the real state
of the dishonest receiver is e-close to a state that is independent of the information
not specified by the choice bit and, additionally, that information appears random.
When ¢ = 0, the security is said to be perfect.

The protocol for Rand 1-2 OT* in [DFR*07] assumes that the device is behaving
as intended. In reality, a device may be faulty or may have been manufactured by a
party with malicious intent, and the resulting behaviour can lead to a security breach
in a protocol whose security proof assumes that the device behaves as intended. The
assumption that a device is behaving as intended can be relaxed by lifting to the
device-independent (DI) setting, where no assumptions on the inner workings of the
device are made. That is, the device is treated as a black box with which the parties
classically interact, and through this classical interaction alone, they can test the
device to determine if it is behaving as intended.

Device-independent two-party cryptography was explored in [SCAT11, AMPSI6]
in the form of bit commitment and coin flipping, though it should be noted that these
works necessarily focus on protocols with weak security, since they make no additional
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assumptions, and thus the impossibility of bit commitment applies. For the device-
independent setting, security of the two-party primitive known as weak string erasure
(from which OT can be constructed) has been proved in the works [KW16, RTK™18§]
by considering the bounded quantum storage model (and, more generally, a model
where the quantum storage may be noisy), though they do not achieve true device-
independence, as it is assumed that the devices behave independently and identically
in each round (this is the IID assumption). The authors in [KW16] do prove security
for the non-IID setting, though they assume that, in this case, the dishonest party
only makes sequential attacks. Full device-independence (i.e., without the IID as-
sumption) in two-party cryptography is, in general, quite difficult to prove. Despite
this, there does exist a fully device-independent protocol for a variant of oblivious
transfer, called XOR oblivious transfer, in [KST22]. Soundness of the protocol in
[KST22] is quantified through the cheating probabilities of the dishonest parties; that
is, the authors show that the cheating probability of each party can be bounded away
from 1. As a result of the general difficulty with full device-independence, there ex-
ist weaker notions of device-independence such as measurement-device-independence
(MDI) where only the measurement devices are treated as black boxes. Security of a

protocol for MDI OT has been proved in [RW20].

Alice

Figure 4.2: Alice and Bob each hold a component of a device. To test the de-
vice, they supply their components with classical questions, x,y, and receive
classical answers a,b. If the components cannot communicate (indicated by
the wall that separates them), and the classical data (x,y, a, b) violates a Bell
inequality, then it can be concluded that quantum entanglement is present
in the device (indicated by the blue coiled line).

To prove security of device-independent protocols, one often relies on Bell in-
equalities. For instance, the Bell inequality known as the CHSH inequality was used
in [KW16, RTK"18] to enable device-independence, while the Mermin-Peres magic
square game was used in [KST22]. Simply put, the parties are able to point to the
presence of an entangled quantum state in the device by observing that their input
and output data violate a Bell inequality, for only by measuring an entangled quan-
tum state is such a violation possible [Bel64, CHSHG69]. However, such conclusions
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can only hold if all loopholes have been closed. The locality loophole, for instance,
describes the fact that a purely classical device, consisting of two components, can
violate a Bell inequality if the two components are allowed to communicate. Thus, if
one hopes to use a violation of a Bell inequality as an indicator of something quan-
tum in the device, this loophole must obviously be closed, i.e., one must assume
non-communication between the components. See Figure 4.2.

To enforce non-communication, there are two options. The first option is to
separate the two components with enough distance such that interacting with the
device takes less time than a signal of light to travel from one component to the other.
The second option is to perfectly shield the components of the device, thus preventing
any signal from one component to reach the other. Implementation can then be
done by distributing entanglement “on-the-fly” (i.e., un-shield the components after
around, distribute an EPR pair, and then re-shield for the next round). Alternatively,
all Bell pairs that are to be used in the protocol could be prepared and distributed
prior to the start of the protocol, though this requires that each component be able
to store a large number of qubits, and it should be pointed out that OT in the BQSM
precisely relies on the fact that a dishonest receiver is unable to store all qubits being
used in the protocol.

4.1.1 Contributions

We present a protocol for DI Rand 1-2 OT¢ and analyze its security. Our protocol
is everlastingly secure (because we work in the BQSM) and relies on the difficulty of
the Learning with Errors problem (see Section 4.2) instead of a non-communication
assumption.

4.1.2 Model

As mentioned above, relying on a violation of a Bell inequality requires the non-
communication assumption. For our DI Rand 1-2 OT* protocol, we rely on a single-
device self-testing protocol from [MDCA21, MV21] which assumes that the device
cannot solve the Learning with Errors (LWE) problem during the execution of the
protocol (instead of the non-communication assumption). Note that the assump-
tion that the LWE problem is difficult is a standard computational assumption in
post-quantum cryptography [Peil6, Reg05]. This approach of using a post-quantum
computational assumption in single-device self-testing was initiated in the ground-
breaking work of [Mah18] and [BCM™18]. Our device is then modelled as consisting
of two components connected by a quantum channel, making it equivalent to a sin-
gle device. While the device can then implement any non-local operation on its two
components, we shall require that our protocol has an honest implementation which
only requires local operations and EPR pairs that are distributed on-the-fly (one
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component prepares an EPR pair and sends one qubit of the pair to the other com-
ponent). We use this post-quantum computational assumption in combination with
the BQSM to get everlasting security for our device-independent protocol. The exact
assumptions that we make for our DI Rand 1-2 OT* protocol are:

1. The quantum storage of the receiver is bounded during the execution of the
protocol.

2. The device 1s computationally bounded in the sense that it cannot solve the
Learning with Errors (LWE) problem during the execution of the protocol.

3. The device behaves in an IID manner, i.e., it behaves independently and iden-
tically in each round of the protocol.!

4. For each device component, the input corresponding to the choice of measure-
ment basis, and the resulting output, is communicated only with the party holding
that component.

The first assumption is for the sake of achieving everlastingly secure OT. The
second assumption is for achieving a form of device-independence that is more tol-
erant of communication between the device components. We believe that these first
two assumptions are reasonable, as the ability to store qubits is very difficult with
current technology, and it is standard to assume that the LWE problem is quantum-
computationally hard. The third assumption is made to simplify the security analysis;
we discuss the more general setting as a future direction in Section 4.7. In our con-
text, the fourth assumption, discussed in greater detail in Section 4.6, is required for
retaining everlasting security. That is, because the sender and receiver do not trust
each other, allowing arbitrary communication between the two components of the
device makes it possible to honestly execute the protocol but use leaked information
to break security at a later time. Assumption 4 remedies this problem while being
less strict than the usual non-communication assumption.?

To realize this assumption, the device components could initially be given to
the sender so that they can verify the validity of the assumption; note that initially

In particular, the device’s behaviour cannot be changed between rounds by some party; this
is especially relevant for when we estimate the device’s winning probability (see Remark 4.5.2).
Additionally, for the portion of the main protocol where the device is tested, this IID assumption
extends to include the receiver (see Remark 4.6.1). We thank one of the thesis examiners for pointing
out this correction.

2A similar problem arises in [MDCA21] where the single-device self-testing protocol, which allows
arbitrary quantum communication between the device components, is used to obtain a device-
independent quantum key distribution (DIQKD) protocol; the problem in the DIQKD setting is
that if an eavesdropper can access information sent via the communication channel, then the device
could use the channel to signal to the eavesdropper. To remedy this, the authors of [MDCA21]
assume that the eavesdropper cannot access the communication channel.
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giving the components to the sender will already be required so that they can estimate
the device’s winning probability (see the end of Section 4.5.2). When the receiver’s
component is returned to them, the protocol can proceed with the requirement that
the receiver shields their component (as opposed to requiring that both components
be shielded).

4.1.3 Techniques

We show how to modify the Rand 1-2 OT* protocol from [DFR*07], that was proved
to be secure in the BQSM, and the single-device self-testing protocol for a computa-
tionally bounded device in [MDCA21] to ensure their compatibility with each other.
Then, in our main technical contribution, we show how the two modified protocols can
be combined to create a device-independent protocol for Rand 1-2 OT*. It should be
noted that the reason the single-device self-testing protocol must be modified is that,
in its form in [MDCA21], it assumes that the two parties (Alice and Bob) trust each
other, and thus they can work together to test and verify the untrusted device. While
this is suitable for the application to device-independent quantum key distribution
(DIQKD) in [MDCAZ21] where the two parties trust each other, it is not suitable for
the setting of OT, where the sender and receiver distrust each other and the device.

4.1.4 Outline

We start by reviewing the Learning with Errors problem and trapdoor functions (in
Section 4.2 and Section 4.3, respectively) as these concepts are used in the self-testing
protocol. The details of the Learning with Errors problem are not crucially used here,
but understanding Section 4.3 on trapdoor functions is necessary for seeing how the
self-testing protocol works. In Section 4.4 and Section 4.5, we introduce our building
blocks: a protocol for oblivious transfer in the BQSM and the self-testing protocol.
Then, in Section 4.6, we use these protocols to construct our DI Rand 1-2 OT* protocol
(Protocol 4) and then analyze its security.

4.2 Learning with Errors

In this section, we briefly review the Learning with Errors problem. For our purposes,
it suffices to only know that the LWE problem is quantum-computationally hard and
can be used to construct the trapdoor functions described in Section 4.3, but in the
interest of completeness, we introduce the problem here and discuss its hardness. For
this short review, we follow [Peil6].

The Learning with Errors problem, introduced in [Reg05], is parametrized by
positive integers n,q € Z,, and a distribution y over Z (the samples drawn from x
are referred to as errors, and thus x may be referred to as an error distribution).
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Definition 4.2.1 (LWE distribution). For a vector |s) € Zy, which is called the
secret, the LWE distribution A, over Zi X Z, is sampled by choosing |a) € Z7
uniformly at random, sampling e from x, and outputting the pair (|a),b) where

b= (als) +e (mod q). (4.2.1)

There are two versions of the LWE problem: one is to search to find the secret |s),
given LWE samples; the other is a decision type problem, where one must distinguish
between LWE samples and uniformly random ones. Both problems require an addi-
tional parameter m to specify the number of available samples. While we specify both
problems here, it is an important fact that both problems are actually equivalent (up
to a polynomial factor of the number of samples).

Definition 4.2.2 (Search-LWE,, . .»). Given m independent samples
(las) , bi) € Zy x Zy, (4.2.2)
drawn from A, for a uniformly random |s) € Zy (fized for all samples), find |s).
Definition 4.2.3 (Decision-LWE,, ; ,.m). Given m independent samples
(lai) , bi) € Zg X Zq, (4.2.3)
where every sample 1s distributed according to either
(1) Asy for a uniformly random |s) € Zjy (fized for all samples),
(2) or, the uniform distribution,
distinguish, with non-negligible advantage, which is the case.

A convenient way of viewing LWE samples is to form a matrix A € Zy*™ (where
the columns are the vectors [a;) € Z7) and form a vector |b) € Z7* whose entries are
the b; € Z,, so that

b) = A" |s) +]e) mod g (4.2.4)

where |e) is sampled from x™. Note that for the uniform case of the decision LWE
problem, |b) is uniformly random and independent of A. In this formulation of LWE
samples, it is particularly easy to see that if we do not have error terms coming from
X, then the LWE problems are easily solved: Gaussian elimination can be used to
solve for |s), and in the uniform case of the decision LWE problem, no solution exists
with high probability.

We now discuss the hardness of the LWE problem, which is related to two other
problems known as the GapSVP and SIVP problems. We do not discuss these latter
problems here and instead refer the reader to [Peil6]; we only note, informally, that
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no known classical or quantum algorithm exists for efficiently solving these problems.
The relation of the LWE problem to the GapSVP and SIVP problems is formalized
in [Reg05], where Regev constructed an efficient quantum algorithm that solves the
GapSVP and SIVP problems by using an oracle for the LWE problem. Then, through
this reduction and the believed difficulty of the GapSVP and SIVP problems, the LWE
problem is believed to be difficult.

4.3 Trapdoor functions

In Section 4.5, we shall introduce the single-device self-testing protocol that we will
be utilizing. The underlying cryptographic primitive of this protocol is an extended
noisy trapdoor claw-free function family (ENTCF family) which was introduced, and
constructed from the LWE problem, in [BCMT*18, Mahl8]. We can think of an
ENTCF family as an approximation (or “noisy”) version of an extended trapdoor
claw-free function family (ETCF family). The formal definition of an ENTCF family
is quite involved and so we refrain from giving it here. Instead, we will follow [Mah18,
BCM ™18, MV21] to review ETCF families and their properties which will be sufficient
for our purposes. When we come to discussing the the self-testing protocol, we will
mention the effect of using ENTCF families over ETCF families.

Let X and ) be some finite sets that depend on a security parameter A. For
simplicity, take X = {0, 1}" for some w € Z,. A trapdoor claw-free function family
(TCF family) is a collection of function pairs, where each pair is indexed by a key
belonging to a finite set K,

F={frp: X =Y | be{0,1},k € Kr}.
This function family satisfies the following properties:
(i) For each k € Kz, the functions f;o and fi; are injective with the same image.

(ii) For a fixed k € Kz, every y in the image of the function pair has a unique pair
of pre-images (g, 1), called a claw, such that

fro(@o) = fra(z1) = y. (4.3.1)

(iii) It is quantum-computationally difficult to find a claw, but with a y in the
image and a trapdoor t;, which can be sampled together with £, finding a claw
is computationally easy. This is the meaning behind “claw-free” (which should
not be misunderstood as meaning that a claw does not exist).
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(iv) It is quantum-computationally difficult, without access to a trapdoor, to simul-
taneously compute a preimage x;, and a non-trivial bit string d € {0,1}* \ {0*}
such that d - (o @ x1) is a bit, where - is the inner product between bit strings
and (zg, ;) forms a valid claw. Similarly, it is quantum-computationally diffi-
cult to find just a bit of the form d - (xy ® z1). We refer to these properties as
a whole as the adapative hardcore bit property.

To define an extended trapdoor claw-free function family (ETCF family), we will
need a trapdoor injective function family G = {gxp : X — Y | b € {0,1}, k € Kg}.
This function family has the following properties:

(i) For a fixed k € Kg, the functions gio,gr1 are injective but their images are
disjoint.

(ii) With each k € Kg, we can sample a trapdoor ¢, such that, given y = gx (),
we can easily recover both b and .

Then an ETCF family consists of F, G such that the following property is satis-
fied:

(i) The two families are computationally indistinguishable in the sense that given
ke Kr U Kg, it is quantum-computationally difficult, without access to the
trapdoor, to determine whether k € Kz or k € Kg. This is known as injective
invariance

It is not yet known how to exactly construct an ETCF family, or a TCF family,
as described above. Instead, one can define an approximation called an extended
noisy trapdoor claw-free function family (ENTCF family) which can be constructed
from the difficulty of the LWE problem. By approximation, we mean that the range
Y for the functions is now a set of probability densities over ) (so that the output of
a function is a density). This difference, and the effect it has on the above properties,
is what leads to the formal definition of an ENTCF family in [Mah18, BCM*18].

4.4 Oblivious transfer in the bounded quantum
storage model

In this section, we introduce the first of our two building blocks that will be used to
create our DI Rand 1-2 OT* protocol in Section 4.6. In Section 4.4.1, we describe
Rand 1-2 OT? and present a security definition that comes almost directly from
[DFRT07], though it is modified to account for protocol aborts. Then, in Section 4.4.2,
we present Protocol 1, which is our modified version of the protocol in [DFR*07] for
Rand 1-2 OT*.
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4.4.1 Background of Rand 1-2 OTY

We follow [DFR"07] in discussing oblivious transfer in the bounded-quantum-storage
model. First, consider 1-out-of-2 oblivious transfer (1-2 OT*) which is described in
the context of two parties: the sender and the receiver. The sender sends two (-bit
strings Sy and S; to the receiver such that the receiver can choose which of the two
strings they want to receive; the receiver should be unable to learn anything about
the other string, and the sender should be unable to learn which string the receiver
chose.

We will be concerned with Rand 1-2 OT? which operates in the same manner as
1-2 OT? except that the two strings Sy and S; are generated uniformly at random
during the protocol and output to the sender at the end of the protocol, as opposed
to the sender inputting the strings (see Figure 4.3). From Rand 1-2 OTY, one can
then construct 1-2 OT* [DFSS06].

Sender Receiver

— ce {0,1}

So, Sl Sc

Figure 4.3: Rand 1-2 OT*. The strings Sy, S; € {0, 1} are generated uni-
formly at random during the protocol. The receiver’s choice bit ¢ determines
which of the two strings they get.

Let us now formally define what a Rand 1-2 OT* protocol is and what security for
such a protocol means. Definition 4.4.1 below comes almost directly from [DFR*07];
the only change we have made is the inclusion of a way to account for protocol aborts.?
Regarding notation in this definition, an honest sender is denoted as S and a dishonest
sender as S. Similarly, R for an honest receiver and R for a dishonest receiver.
Additionally, C' denotes the binary random variable which describes R’s choice bit;
Sp, S1 denote the ¢-bit long random variables describing S’s output strings; Y denotes
the ¢-bit long random variable describing R’s output string (which should be S when
both are honest); and Z denotes the binary random variable which describes whether
the protocol aborts (Z = 1 corresponds to the protocol not aborting). Given a
protocol for Rand 1-2 OTY, the overall quantum state in the case of a dishonest
sender S is given by the cceg-state pyq ¢ 5, and in the case of a dishonest receiver R
the overall quantum state is given by the cccg-state pg g cp-

3The authors would like to thank an anonymous reviewer for suggesting a way of handling aborts
in our main protocol.
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Definition 4.4.1 (Rand 1-2 OTY). An e-secure Rand 1-2 OT' is a quantum protocol
between a sender S and a receiver R. The sender has no input but the receiver has
input C' € {0,1} such that for any distribution of C, if S and R follow the protocol,
then S gets uniformly random output Sp, S1 € {0,1}* and R gets Y = S¢, except with
probability e, and, with Z € {0,1} describing whether the protocol aborts (Z =0) or
does not abort (Z = 1), the following two properties hold:

e-Recetver-security: If R is honest, then for any S , there exist random vari-
ables S}, S such that PrlY = Si| > 1 — € and, with pggg)lsgg being the state when the
protocol does not abort,

Pr(Z =1) Alplg 5 rt @ pggg) <e. (4.4.1)

e-Sender-security: If S is honest, then for any E, there exists a random vari-

able C" such that, with p§:1 o being the state when the protocol does not abort,
1—c'ScC'R

Pr(Z =1) - A( <e. (4.4.2)

Z=1 Z=1
Ps, 1S C' R ﬁl ® psc,c'fé) =
Completeness: When both parties and the device are honest, the probability of

aborting is small,
Pr(Z =0) <e. (4.4.3)

Additionally, if any of the above holds for e = 0, then the corresponding property
is said to hold perfectly. If one of the properties only holds with respect to a restricted
class & of S’s (respectively R of R’s), then this property is said to hold and the
protocol is said to be secure against & (respectively R).

Receiver-security says that whatever the actions of a dishonest sender, they are
just as good as the following actions: cause the protocol to abort or generate the ccq-
state pg o g independently of C', inform R of S, and output pgz. Sender-security says
that whatever the actions of a dishonest receiver, they are just as good as causing the
protocol to abort or having a ccq-state Pscr i informing S of S¢r and an independent
uniformly distributed ¢-bit string, and outputting pz.

A protocol that satisfies Definition 4.4.1 is then a secure implementation of
Rand 1-2 OT* with the exception that a dishonest sender may influence the dis-
tribution of Sy and S7, and a dishonest receiver may influence the distribution of the
string of their choice, though as pointed out in [DFR07], this is acceptable for a
straightforward construction of the standard 1-2 OT*. For an explanation of why the
existence of S, and S in the statement of receiver-security is necessary, the reader is
referred to the discussion after Definition 3 in [DFR*07].
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4.4.2 Modified Rand 1-2 OTY protocol

We now present a quantum protocol for Rand 1-2 OT* that has been slightly modified
from [DFRT07] for the purpose of compatibility with the self-testing protocol that
will be introduced in Section 4.5. This modified protocol, given as Protocol 1 below,
differs from the Rand 1-2 OT* protocol in [DFR*07] in that their protocol has the
sender use conjugate coding to send quantum states to the receiver; they then show
that to prove sender security, it suffices to prove sender security for an EPR-based
version of their protocol, and thus do so for receivers with bounded quantum storage.
Our protocol, however, explicitly uses Bell pairs; furthermore, our protocol allows for
the use any of the four possible Bell pairs (recall equation (3.3.1)) while the EPR-
based version of the protocol in [DFR*07] only needed to use the |¢(®9) Bell pair.

These modifications are minor and so the proofs in [DFR*07] for perfect receiver-
security and e-sender-security against quantum-memory-bounded receivers largely
carries over to our protocol. Nevertheless, for the sake of being explicit, we shall give
the proofs here and note how our modifications affect them.

In Protocol 1, we let F be a fixed two-universal class of hash functions from
{0,1}" to {0,1}¢, where £ is to be determined later. Note that we can apply a
function f € F to a n’-bit string with n’ < n by padding it with zeros. For example,
suppose x € {0,1}" and I C {1,...,n} is such that |I| = n’ < n. Then z|; denotes
the n/-bit string that consists of z; where i € I. So, if we write f(x|;), it will be
assumed that x|; has been padded with zeros to form an n-bit string.

Protocol 1: Rand 1-2 OT* with Bell pairs

1. A device prepares n uniformly random Bell pairs ]gﬁ(‘“’ﬂi)), 1 =1,...,n, where
the first qubit of each pair goes to S along with the string «, and the second
qubit of each pair goes to R along with the string S.

2. R measures all qubits in the basis y = [Computational, Hadamard]. where c is
R’s choice bit. Let b € {0,1}" be the outcome. R then computes b® w?®, where
the i-th entry of w” is defined by

w; -

s )0, if y = Hadamard
Bi, if y = Computational

3. S picks uniformly random z € {Computational, Hadamard}", and measures
the i-th qubit in basis x;. Let a € {0,1}" be the outcome. S then computes
a ® w®, where the i-th entry of w® is defined by

i

o Q, if ; = Hadamard
w =
0, if x; = Computational
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4. S picks two uniformly random hash functions fy, fi € F, announces x and fy, f1
to R, and outputs sg = fo(a ® w®|;,) and s; := fi(a ® w®|;,) where
I, = {i: x; = [Computational, Hadamard],}.

5. R outputs s. = f.(b®w?|L,).

The purpose in defining w®, w® is primarily for compact notation. Recalling equa-
tion (3.3.4),

a®b=p0, if x=y = Computational
a®b=cqa, ifxr=y=Hadamard

we see that, in the honest case of Protocol 1, we have a @ w® = b @ w” when x = y.

Observe that without the bounded quantum storage assumption, the receiver can
easily break the security of Protocol 1 by choosing to not measure their qubits in step
2 and instead store them until step 4, where the sender publishes their measurement
bases. At this point, the receiver can copy the sender’s measurement bases, thus
allowing the receiver to learn both sy and s;.

Note that there is no step in Protocol 1 where an abort can occur, and so the
probability of not aborting is one, Pr(Z = 1) = 1. Hence, in the case that both parties
are honest, we easily get Pr(Z = 0) = 0 which satisfies the completeness condition of
Definition 4.4.1.

Although we use Bell pairs in our protocol, and conjugate coding is used in the
protocol in [DFR*07], the intuition behind perfect receiver-security in both protocols
is the same, as is the strategy for proving it: the non-interactivity of both proto-
cols means that a dishonest sender is unable to learn the receiver’s choice bit. To
prove perfect receiver-security, we consider the scenario where a dishonest sender ex-
ecutes the protocol with a receiver that has unbounded quantum memory and thus
can compute S{, S]. Consequently, the only modification that must be made to the
proof of Proposition 4.5 (perfect receiver-security) in [DFR07] is that we must take
equation (3.3.4) into account.

Proposition 4.4.2. Protocol 1 is perfectly receiver-secure.

Proof: Since the probability of not aborting is one in Protocol 1, we can drop the
superscript Z = 1 on our overall quantum state (since the superscript Z = 1 denotes
the state when the protocol does not abort; see Definition 4.4.1).

The ccq-state p.,y g is defined by the experiment where S interacts with an honest
memory-bounded R. Now, in a new Hilbert space, we define the ccccg-state pay- 483
according to a different experiment.
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In this different experiment, we let S interact with a receiver that has unbounded
quantum memory. Let V', V? be the strings that describe the random and indepen-
dent choices of «, f which, together, describe which of the four Bell states are used in
each round (see equation (3.3.2)). Let A be the string the sender gets after measuring
the i-th qubit in the basis x; for ¢ = 1,...,n. Define the string W in terms of V¢ in
the same way w® is defined in terms of « in step 3.

Now, the receiver waits to receive x and then also measures the i-th qubit in the
basis x; for i = 1,...,n. Let B be resulting string, and define the string W7 in terms
of V# in the same way w? is defined in terms of 3 in step 2.

Define S = fo(A® W) and S = fi(A® W?|;,), where we recall that

ApW*=Bo WP, (4.4.4)

Sample C' according to Po and set YV = S’C It follows by construction that ps is
independent of pg ¢ 5 and that Pr[Y # S"C] = 0.

It now remains to argue that psyg = poyg S0 that the corresponding Sy and S}
also exist in the original experiment. But, this is satisfied since the only difference
between the two experiments is when and in what basis the qubits at position 7 € I;_¢
are measured, which does not affect p, g respectively pay 3. |

Now, for security against dishonest receivers, we restrict ourselves to receivers
whose quantum storage is bounded during the execution of the protocol.

Definition 4.4.3 ([DFR"07]). Let R, denote the set of all possible quantum dishonest

receivers R in Protocol 1 (or Protocol 4) which have quantum memory of size at most
yn when step 4 of Protocol 1 (or yn' when step 8 of Protocol 4) is reached.

The proof of e-sender-security against R, given below, is nearly identical to the
proof of e-sender-security in [DFR*07]. However, because we allow for the use of all
four Bell states, we need to show that

Hei (KIX) = Hiy (A]X)

where A is the random variable describing the outcome of the sender measuring their
part of the quantum state in the random basis X, and K = A ® W®. Observe that
if we only used Bell pairs of the form [¢(*?)), then W* = 0, and so our proof would
fully reduce to the proof in [DFR707], as expected.

Proposition 4.4.4. Protocol 1 is e-sender-secure against R, for a negligible (in n)
e if there exists a k > 0 such that kn < n/4 — 20 — vn.
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Proof: Since the probability of not aborting is one in Protocol 1, we can drop the
superscript Z = 1 on our overall quantum state (since the superscript Z = 1 denotes
the state when the protocol does not abort; see Definition 4.4.1).

Now consider the quantum state in Protocol 1 after R has measured all but yn
of their qubits. Let V*, V? be the random variables that describe the random and
independent choices of «, # which, together, describe which of the four Bell states are
used in each round (see equation (3.3.2)). Define W in terms of V* in the same way
w® is defined in terms of « in Item 3. Let A be the random variable that describes the
outcome of the sender measuring their part of the state in the random basis X, and
let E be the random state that describes R’s part of the state. Let Fjy and F} be the
random variables that describe the random and independent choices of fy, f1 € F.

Choose A, X, k all positive, but small enough such that

(1/4—=X=2N —k)n—1—20> n, (4.4.5)

so that
(1/4—/\—2)\’)n—1—627n—|—€+/<m. (4.4.6)

From the uncertainty relation Lemma 3.3.26, we know that
H: . (A|X) > (1/2 = 2\)n, (4.4.7)
for € exponentially small in n. Let A, = A|;. and W = W?|;. where
I, = {i: X; = [Computational, Hadamard],}.

Define K = A@® W and let K, be K|;, padded with zeros so that it will make sense
to apply F,. Now, to see that HS, (K|X) = HZ, (A|X), it suffices to observe that,
for a single round, Paxe(a,z) = Prxe(k,z) (recall equation (3.3.56)).

PAxg(CL, .T) == PAg‘X<(l|I = 0) . Px(l’ = 0) + PAg|X(6L‘I = 1) . Px<.T == 1), (448)

For the first term, note that z = 0 corresponds to w® = 0, and so,

Pagix(alr = 0) = Prwegx (k © w” = alz = 0), (4.4.9)
= Preix(k = a®w*|w*,x = 0) - Pya(w®|z = 0), (4.4.10)

For the second term, x = 1 corresponds to w* = « where « is a uniformly random
bit, and so,

Pagix(alz = 1) = Prwogx (k@ w* = alr = 1), (4.4.12)
= Prex(k = a @ w|w®,x = 1) - Pya(w®|z = 1), (4.4.13)



4. DEVICE-INDEPENDENT OBLIVIOUS TRANSFER 61

— (; Pgex(k=alz =1)- %) (4.4.14)
= Prepx(klz = 1). (4.4.15)

Thus, we indeed have Paxe(a,z) = Prxe(k,x) and hence
Hoin (K1X) = Hii(A[X) = (1/2 = 20)n. (4.4.16)

Furthermore, we have HZ. (KoK;|X) > (1/2 —2)\)n.

Therefore, by Lemma 3.3.27, there exists a binary random variable C” such that
for ¢/ = 277" it holds that

min

H6+€/(K1—C’ |X, C/) > w —1—log <2_%)7 (4417)
> (1/4— A= N — 1. (4.4.18)

It is clear that we can condition on the independent F and use the chain rule
Lemma 3.3.25 to obtain

He 2 (Koo | X For(Ken) Fer, ) (4.4.19)
> HE (Ko For (Ko )| X ForC') — Huay (Fer (Ko )| X ForC') — N (4.4.20)
> (1/4 = A= 2N)n — 1 — Hypoy (For (Ko )| X Fer C') (4.4.21)
> (14— A=2\)n—1—1¢ (4.4.22)
> yn+ L+ kn, (4.4.23)

where we used equation (3.3.55) in the second-last line, and the last line follows by
the choice of \, X, k.

We write Sy = Fy(Kjy) and Sy = Fi(K;). Now, by setting U = X Sev Fer C' and
then applying Theorem 3.3.28, we get

A(PS, 1 Fy 1 XSt FerC'E» 571 @ PB,_ /XS i For C'E)
< 127%([{5}1}26/(KI_C/|XSC/FC/C/)7’YH7€) + (25 _'_ 45/)
- 2
1 —Lin /
< 52 2 4 2e 4 4e

which is negligible, and thus we have e-sender security. i
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4.5 Device-independence from computational as-
sumptions

We now discuss our second building block: a self-testing protocol for a single (quan-
tum) device that relies on a computational assumption. We start in Section 4.5.1 with
a discussion of the single-device self-testing protocol from [MDCA21], Protocol 2, to
outline how it works and to present the self-testing guarantee of the protocol, The-
orem 4.5.1. Then, in Section 4.5.2 we present our single-device self-testing protocol,
Protocol 3, which is a slightly modified version of Protocol 2 that is appropriate for
the setting where there are two parties that distrust each other, as in the case of OT.

4.5.1 Original single-device self-testing protocol

In short, the single-device self-testing protocol from [MDCA21, MV21] uses com-
putational assumptions to certify that a device, consisting of two components but
connected by a quantum channel, has correctly prepared a quantum state and mea-
sured it according to the bases specified by the verifier(s). This protocol was first
presented in [MV21] as a protocol for a single verifier. Then, in [MDCA21], the
protocol was stated in a form that involves two verifiers so that it could be used to
formulate a device-independent quantum key distribution protocol that generates an
information-theoretically secure key; this latter form of the protocol, presented as
Protocol 2 below, will be our starting point.

The computational assumption made in this protocol is that the device cannot
solve the Learning with Errors problem during the execution of the protocol; specifi-
cally, the underlying cryptographic primitive is an ENTCF family (see Section 4.3).
This computational assumption replaces the non-communication assumption that is
necessary for typical self-testing protocols which rely on the violation of a Bell inequal-
ity. While non-local operations are then possible, there is an honest implementation
which only requires local operations and EPR pairs that are distributed on-the-fly.

A brief description of this honest implementation is outlined throughout Proto-
col 2, and is further described in the discussion of Protocol 2’s winning condition.
For a detailed description of the device’s honest behaviour, the reader is referred to
the appendix of [MDCAZ21]; for further details, the reader is referred to [MV21].

Protocol 2: Single-device self-testing with two verifiers

1. Alice chooses a basis, called the state basis, 0! € {Computational, Hadamard}
uniformly at random and generates a key k“ together with a trapdoor ¢, where
the generation procedure for k4 and ¢4 depends on #4 and a security parameter
n. Likewise, Bob generates 07, kP, and t®. The keys are such that the device
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cannot efficiently compute the state bases #4,07 from the keys k4, kZ. Alice
and Bob send the keys k4, k% to the device.

2. Alice and Bob receive strings ¢! and ¢, respectively, from the device.
Honest behaviour: Prepare a product state [1p4) [1)B), where |¢A) and |4®B) are,
respectively, functions of k* and kB. Measure part of [2) in the computational
basis to obtain a string ¢® and send it to Alice, keeping the remainder of the
state. Similarly, obtain c? from |B) and send it to Bob.

3. Alice and Bob independently choose a challenge type CT € {a,b} uniformly at
random and send them to the device.

4. If CT = a for Alice (Bob):

i) Alice (Bob) receives string z# (zP) from the device.
Honest behaviour: Measure the remainder of the state |1)4) ([P)) in the
computational basis and send the resulting string z* (28) to Alice (Bob).

5. If CT = b for Alice (Bob):

i) Alice (Bob) receives string d* (d?) from the device.
Honest behaviour: Measure the remainder of the state [1)4) (|¢P)), except
for one qubit of the state, in the Hadamard basis and send the resulting

string d* (dP) to Alice (Bob).

ii) Alice (Bob) chooses a uniformly random measurement basis
r € {Computational, Hadamard} (y € {Computational, Hadamard})
and sends it to the device.

iii) Alice (Bob) receives an answer bit a (b) from the device. Alice (Bob) also
receives the bit A* (hP) from the device.
Honest behaviour: when CT = b for Alice and Bob, the remaining state
has two qubits. In place of a controlled-Z operation, apply the circuit in
Figure 4.4 by using a single EPR pair that has been distributed on-the-fly,
and return the bits h* and h® to Alice and Bob, respectively. Then apply
a Hadamard gate on the second qubit. Then measure the first qubit in the
basis x and the second qubit in the basis y, obtaining outcomes a,b € {0, 1},
respectively. Send a to Alice and b to Bob.

Before discussing the winning condition of Protocol 2, we note that the purpose
of using the circuit in Figure 4.4 at step 5(iii) instead of a controlled-Z gate is to
replace the need for non-local operations. By using the circuit in Figure 4.4, an
honest device can succeed in Protocol 2 with only local operations and EPR pairs
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that are distributed-on-the-fly. Note that if |i) ,5 is the state just before the circuit
is applied, then after the circuit we have

A B B A
X7 @ XM 2N CZ W) g, (4.5.1)

where C'Z is the controlled-Z gate. The operator X Wz @ XM Zh% can be undone
by having the device’s components communicate the bits 24 and h® with each other
and then applying the appropriate local operations, though this is undesirable as the
purpose in using the circuit in Figure 4.4 is to allow an honest device to succeed
without communication between its components. So, rather than having the device
undo the operator X W ghf @ XhE 7 hA, the checks that Alice and Bob need to perform
are modified to account for the presence of the operator. It is also worth noting that
by using the circuit in Figure 4.4, the actions of the component held by Alice and the
component held by Bob are independent of each other. This means that the honest
implementation described above can be extended to the case where Alice and Bob
choose different challenge types CT’; that is, each component acts according to the
challenge type it received.

A &P A=A
[EPR) | —
L H |

B &b A= hB

Figure 4.4: Circuit from [MDCA21] to replace controlled-Z gate

We now describe the winning conditions of Protocol 2. In doing this, we briefly
discuss the honest behaviour of the device that was outlined in Protocol 2. Although
the self-testing protocol formally relies on ENTCF families, our discussion will only
make reference to ETCF families for the sake of simplicity. The only consequence
of this, as noted in [MDCAZ21], is that an honest device cannot perfectly satisfy the
winning conditions; it can only do so with probability 1 — negl(n) for some security
parameter 7, which is reflected in the self-testing guarantee (Theorem 4.5.1). We
remind the reader that a detailed description of the device’s honest behaviour, and
thus why the winning condition is as it is, can be found in the appendix of [MDCA21]
and, for further details, one should see [MV21].

For the device to win a given round of Protocol 2, several checks must be
passed. If these checks pass, then Alice and Bob set a variable W to pass; oth-
erwise, W = fail.

We focus on Alice’s component of the device for now; the honest behaviour
of Bob’s component follows similarly. Alice’s state basis 84 determines which fam-
ily her key k4 will belong to: k4 € Kg if 4 = Computational, and k4 € K if
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64 = Hadamard. When the device receives k4, it evaluates the corresponding func-
tion pair (fya o, fra1) over the uniform superposition of the domain X', resulting in

the state,
e = D Y Ib) 1) fean(@), (4.5.2)

be{0,1} zeX

where we have dropped the normalization factor. The string ¢*, which is returned to
Alice, is then obtained by measuring the last register of this state in the computational
basis.

In the case where k4 € Kz, the post-measurement state is, up to normalization,

(%) =10} |2g) + [1) |21, (4.5.3)

where (2§, z{) forms a claw such that fyao(zg) = fra,(27) =

In the other case, where k4 € Kg, there is a unique pair (b4, 24) € {0,1} x X
such that f,4;4(24) = ¢, and so the post-measurement state is

[0ty = b) |37) . (4.5.4)

If CT = a: The device measures [¢{') in the computational basis with output z4.
Let 2! be the first bit of 2, and 27! be the remainder of the string. Regardless of
whether k4 € Kz or k%4 € Kg, Alice checks if kafo(z;f‘) = . If this check passes
for both Alice and Bob, set W = pass.

If CT =b: The honest behaviour of the device in step 5(i) is to measure the second
register of [1{!) in the Hadamard basis to obtain the outcome d*. If k4 € K, then
the post-measurement state is

[3) = [0) + (=1)* 0D 1) (4.5.5)
If k4 € Kg, then the post-measurement state is simply
3 = [6*) . (4.5.6)

When CT = b for Alice and Bob, the overall state held by the device in step 5(iii),
just before measurement is, up to a global phase, given by

) = XM 2" @ XM ZM (1 @ H)CZ [hi) |8 (4.5.7)

where the Hadamard gate has been commuted past the operator X W Zh® @ X" Zh?
Unless k4 € K and kP € Kz, the state [1/3) is a product state. Together, Alice
and Bob can determine precisely what product state the honest device has prepared.

Indeed, with the trapdoor t4, Alice can easily compute (z, zf!) or 24 from ¢ (by
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the properties of the ENTCF family), and likewise for Bob. Then, with k4, hZ, d4,
and dB, Alice and Bob have everything they need to determine |¢3). Knowing |13),
Alice and Bob now determine what answers an honest device would have returned
to their measurement basis questions x and y, and then check if the answers a and b
returned by the device are the same; if they are, they set W = pass.

Now if k4 € K and kB € Kz (i.e., 0 = P = Hadamard), then the state held
by the device in step 5(iii), just before measurement, turns out to be one of the four
Bell states, up to a global phase,

’¢(dA~(:c6‘€Bxf)7dB~(a:{?€BI?))> . (4.5.8)

Recalling equation (3.3.2),

100) + |11)

(B)y — (zaxhB

(4.5.9)

we see that,

a=d" (15 ®a7),
B=d" (zf & 7).

Recall that, with the trapdoor ¢, Alice can easily compute (z{,z{!) from ¢*, and
likewise for Bob, and thus they can compute a and 3. Recalling relation (3.3.4), Alice

and Bob perform the following checks:

A

e If z = y = Computational, check if a ® b = dP - (2§ & 2P).
e If v = y = Hadamard, check if a ® b = d* - (x4 @ ).

If one of the above checks pass, or if x # y, then set W = pass.

Now that the winning condition of Protocol 2 has been described, let us give the
self-testing guarantee, stated as Theorem 4.5.1 below. Note that the guarantee is
essentially stating that any computationally bounded device that wins in Protocol 2
must have performed single qubit measurements on a Bell state to obtain the results
returned to the verifier. Recall that { M },c0,1; denotes the single-qubit measurement
in the basis x (see Section 3.3.1), and note that for questions z,y, we denote the
4-outcome measurement used by the device to obtain answers a, b by {ngzb)}a’be{()’l}'
We denote the state held by the device by o(®#) | where «, § are the bits that label
which of the Bell states the device should have prepared, as in equation (3.3.2).
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Theorem 4.5.1 ([MDCA21]). Consider a device that wins Protocol 2 with probability
1 — 6 and make the LWE assumption. Let n be the security parameter used in the
protocol, a, B € {0,1} be the bits that label the Bell state as in equation (3.3.2), H
be the device’s physical Hilbert space, and H' be some ancillary Hilbert space. Then
there exists an isometry V : H — C*®@H' and some state C,({a/ﬁ) such that, in the case
04 = 0P = Hadamard, the following holds:

Vp(a’b)o'(a’ﬁ)P(a’b) VT R O(67)+negl(n)

x7y x7y
a b a,fB a,fB a b (a,8)
(<M$®My>|¢< ) (4! >|<M$®My>)®g, |

where r is some small constant arising in the proof.

In accordance with the honest implementation described in the discussion of the
winning condition, rounds where #4 = #” = Hadamard and CT = b are referred to as
Bell rounds, while all other rounds are referred to as Product rounds.

It is worth mentioning why Theorem 4.5.1 only makes a statement about Bell
rounds. The crucial point is that Alice and Bob will always know whether it is a
Bell round or a Product round, but the computationally bounded device, which
does not have access to #4 and 0P, cannot determine what round it is in. This
stems from the fact that the device is never given the trapdoor information t4,¢?
and thus, by injective invariance of the ENTCF family (property (i)), it is quantum-
computationally hard for the device to determine which families the keys k4, k® come
from, and hence the type of round cannot be determined by the device.

Furthermore, Alice and Bob will always know precisely what Bell state or what
product state the honest device should have prepared and, consequently, what answers
should be returned in response to their measurement questions. So, to succeed and
pass the checks of Alice and Bob, the device is forced to behave honestly. Thus, the
self-testing guarantee only mentions Bell rounds.

Since Bell rounds are the ones where an honest device will prepare a Bell state,
they are of primary interest. Recall that, in such a round, the state held by the device
in step 5(iii), just before measurement, is

|p@ @ @), dP @Foap))y (4.5.10)
As noted earlier, Alice and Bob can determine precisely which of the four Bell states
have been prepared in a given Bell round. But, by the adaptive hardcore bit property

of the ENTCF family (property (iv)), the device cannot efficiently compute «, f and
hence cannot determine precisely what Bell state it has prepared.

4.5.2 Modified single-device self-testing protocol

It is important to note that Protocol 2 relies upon the verifiers, Alice and Bob, both
behaving honestly. Specifically, after Protocol 2 has been executed, one of the two
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parties must publish their stored data so that the other can use it, along with their
own stored data, to determine whether the device is behaving honestly or not. If,
for instance, Bob is the one publishing his data for Alice to test the device, and he
is dishonest, he could publish data that is different from what he received from the
device, thereby giving Alice a false impression of the device’s behaviour.

This reliance on the honesty of Alice and Bob is a point of concern in the setting
of OT. Given this, we now present a variation of Protocol 2 where Alice is the sole
verifier; Bob is still present in the protocol except that he is now being modelled as
part of the device. The checks that must be performed are the same as the checks for
Protocol 2, except that they are all done by Alice now. The behaviour of an honest
device in Protocol 3 is the same as the honest behaviour in Protocol 2.

Protocol 3: Single-device self-testing with a single verifier

1. Alice chooses the state bases §, 0% € {Computational, Hadamard} uniformly
at random and generates key-trapdoor pairs (k%,t4), (k?,t?), where the gener-
ation procedure for k4 and ¢4 depends on #4 and a security parameter 7, and
likewise for kZ and tZ. Alice supplies Bob with £Z. Alice and Bob, respectively,
then send the keys k%, k% to the device.

2. Alice and Bob receive strings ¢ and ¢, respectively, from the device.

3. Alice chooses a challenge type CT € {a,b} uniformly at random and sends it
to Bob. Alice and Bob then send C'T" to each component of their device.

4. f CT = a:
i) Alice and Bob receive strings z# and 2%, respectively, from the device.

5 If CT =b:

i) Alice and Bob receive strings d* and d?, respectively, from the device.

ii) Alice chooses uniformly random measurement bases
x,y € {Computational, Hadamard} and sends y to Bob. Alice and Bob
then, respectively, send x and y to the device.

iii) Alice and Bob receive answer bits a and b, respectively, from the device.
Alice and Bob also receive bits k4 and h?, respectively, from the device.
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The only role Bob has in Protocol 3 is to act as a relay between Alice and the
component of the device held by Bob. It is clear that since Bob is not supplied with
the state bases 64, 68 or the trapdoors ¢4, 2, any malicious behaviour from Bob can
be folded into the device, and so without loss of generality, we can assume that Bob
acts honestly in Protocol 3. Then in order for Alice’s checks to pass, the device must
act honestly in Protocol 3 for the same reason that it must act honestly in Protocol 2.
Thus, Theorem 4.5.1 applies to Protocol 3 as well.

It should also be noted that to call Theorem 4.5.1, we must know the probability
1 — ¢ with which the device wins Protocol 3. Similar to the IID case in [KW16], the
IID assumption enables Alice to estimate ¢ ahead of time; in our case, this can be
done by having Bob temporarily give Alice his component of the device (so that Bob
cannot influence the sample that Alice uses to estimate §).

Remark 4.5.2. A natural concern is if Bob’s component has a “secret backdoor”
which can be used to change its behaviour for this estimation phase, thus allowing Bob
to influence the sample used by Alice despite the fact that she holds his component.
However, this type of behaviour would violate the IID assumption, and thus we can
safely rule it out.

Now suppose Alice uses N rounds to estimate §. Let F; be a binary random
variable for whether or not the device fails the ¢-th round. Then Fi,..., Fy are
independent random variables, each of which is equal to 1 with probability §. If
F = Fy + --- 4 Fy, then the expected value is E[F] = NJ§. Alice’s estimate of § is
then ¢’ .= F//N. If she wants her estimate to be within 7 of §, then from the Chernoff
bound Lemma 2.3.2, we have that,

P(|6" = 6] = 7) = P(|[F = No| = NT),
= P(|F = Né| = (7/6)Nd),

_ (r/8)2Ns
3

2N

Thus, 1 —2e~3 < P(0' € (6 — 7,0 +7)). That is, Alice can improve her estimate ¢’
by choosing 7 to be small and taking a large sample N.
4.6 Device-independent oblivious transfer

The goal of this section is to use the single-device self-testing protocol (Protocol 3) to
make the protocol for Rand 1-2 OT* (Protocol 1) device-independent. The result of
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this is Protocol 4. 1t should be noted that Protocol 4 only considers the case where the
sender is the verifier. Although it seems natural to require another protocol to allow
the receiver to be the verifier, we find that such a protocol is entirely unnecessary
due to the fact that we already have perfect-receiver-security for Protocol 4 (see
Proposition 4.6.2).

Let us now describe Protocol 4. The first five steps of Protocol 4 can be summa-
rized as executing n rounds of Protocol 3 (with the sender playing the role of Alice
and the receiver playing the role of Bob), processing the data, and then checking if
the device has behaved honestly for a subset of the rounds. In fact, these first five
steps look very similar to the first six steps of the DIQKD protocol in [MDCA21].
However, there are some key differences which we now discuss.

Firstly, the DIQKD protocol uses Protocol 2 for single-device self-testing while
we use Protocol 3. As noted earlier, the setting of OT is such that the sender and
receiver do not necessarily trust each other. It is natural, then, that in making a
device-independent version of Protocol 1, we should not utilize Protocol 2 to verify
the device, as this protocol relies on two cooperating parties. Instead, we should use
Protocol 3, which only requires one verifier.

Furthermore, it is assumed that the probability with which the device wins Pro-
tocol 3, 1 — ¢, has been estimated by the sender prior to Protocol 4, as discussed2 at
the end of Section 4.5.2. The result of this is that with probability at least 1 — 2e~ "5 ,
we have § — 7 < 0’ < 0 + 7 and thus & — 7 < §. We then use ' — 7 as the threshold
to check against in step 5.

Secondly, we require that, with some probability, the receiver ignore the mea-
surement basis question supplied by the sender and instead ask the device to measure
in the basis specified by the choice bit. The purpose of this modification is to rem-
edy the following problem. Since the sender is testing the device, they are supplying
the receiver with all inputs for their component of the device. This gives the sender
precise knowledge of what measurement basis the receiver is using for every round.
Receiver-security is then compromised when the receiver tells the sender the indices
of all rounds where they have retained, amongst the useable rounds, those where the
measurement basis coincided with their choice bit (the sender can immediately learn
the choice bit from this). But, with our modification, we end up with a set of rounds
I where the sender is ignorant to the receiver’s measurement basis questions, and
thus ignorant to the choice bit. The sender remains ignorant to the choice bit even
after the step where the sender tests the device’s honesty:; this is because when the
receiver is required to send their stored data to the sender, for the sake of testing,
the receiver excludes data for rounds from 1.

We now return to our description of Protocol 4. In step 6, the sender identifies a
subset I C I, which is the set of all rounds in [ where the device has prepared a Bell
pair and measured the sender’s and receiver’s half of the pair in the basis specified
by each of them. Then for each round in I, the sender publishes the trapdoor that
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corresponds to the receiver’s key (the trapdoors are needed for the next step). Then,
in step 7, the sender and receiver correct their output in accordance with relation
(3.3.4). At this point, we will have completed the first three steps of Protocol 1 in a
device-independent manner.

The last two steps of Protocol 4, step 8 and step 9, are then identical to the last
two steps of Protocol 1, with slightly different notation.

Protocol 4: DI Rand 1-2 OT¢

Data generation:

1. The sender and receiver execute n rounds of Protocol 3 with the sender as Alice
and the receiver as Bob, and with the following modification:
If C'T; = b, the receiver makes a uniformly random choice on whether to use
the measurement basis question supplied by the sender or

y; = [Computational, Hadamard].

where ¢ is the receiver’s choice bit.* Let I be the set of indices marking the
rounds where this has been done.
For each round i € {1,...,n}, the receiver stores:

oc{B

e 2P ifCT, =2
e or (dP, y;, b;, hP)if CT; =1

The sender stores 02,08 (kA 1), (kP tP), e, CT;; and 2t if CT;, = a, or

1078 2\ 2 g AR )

(d, x5, a5, h) and y; if OT; = b.

2. Foreveryi € {1,...,n}, the sender stores the variable RT; (round type), defined
as follows:

e if CT; = b and 0! = 0P = Hadamard, then RT; = Bell
e clse, set RT; = Product

3. For every i € {1,...,n}, the sender chooses T;, indicating a test round or
generation round, as follows:

e if RT; = Bell, choose T; € {Test, Generate} uniformly at random

e clse, set T; = Test.

4We thank Daochen Wang, Honghao Fu, and Qi Zhao for pointing out a correction related to the
probability with which the receiver makes this measurement choice.
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The sender sends (71, ...,T,) to the receiver.
Testing:

4. The receiver sends the set of indices I to the sender. The receiver publishes
their output for all 7; = Test rounds where ¢ ¢ I. Using this published data,

the sender sets a variable W, to pass if the checks for Protocol 3 are passed;
otherwise, W; = fail.

5. The sender computes the fraction of test rounds (for which the receiver has
published data for) for which W; = fail. If this exceeds the threshold §' — 7
estimated by the sender prior to the protocol, then the protocol aborts.

Preparing data:
6. Let 1 := {i : i € I and T} = Generate} and n' = |I|. The sender publishes I

and, for each i € T, the trapdoor t? that corresponds to the key kP that was
given by the sender in the execution of Protocol 3, step 1.

7. For each i € I, , the sender calculates o; and defines wy* by

i

o {ai, if x; = Hadamard

0, if x; = Computational

and the receiver calculates f; and defines w! by

w;

s )0, ify, =Hadamard
B, if y; = Computational
Obtaining output:

8. The sender picks two uniformly random hash functions fo, fi € F, announces
fo, f1 and z; for each i € I, and outputs sp = fo(a®w®|;,) and s1 = fi(a®w*|f),

where I, := {i € I : z; = [Computational, Hadamard],}.

9. Receiver outputs s, = fo(b ® w’|;).

Note that if step 5 is passed, then the fraction of failegd test rounds does not exceed
0" — 7. Additionally, with probability at least 1 — 26’%, we have that the sender’s
estimate 1 — 0’ of the device’s winning probability 1 — § satisfies &' — 7 < §. With
the occurrence of these two events, the sender can use Theorem 4.5.1 and the IID
assumption to say that for each Generate round, one of the four Bell states has been
prepared. This results in our statement of sender-security being conditioned on the

high probability event that 6" — 7 < 6.
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Remark 4.6.1. Notably, the use of the IID assumption here applies to both the
device and the receiver. This stems from the fact that, in the single-verifier self-testing
protocol, Protocol 3, any malicious behaviour from Bob was folded into the device.
Thus, when the receiver holds a component of the device and we use Protocol 3, it
is necessary to extend the IID assumption to the receiver for the following security
analysis to hold.

The rest of the protocol, which operates only on the rounds ¢ € T, is then almost
identical to Protocol 1. The main difference here is that, for the relevant rounds, the
sender is supplying the receiver with the trapdoor tZ in step 6 to allow the receiver to
compute w”. Intuitively, this action does not give a dishonest receiver any advantage
at this point, as the device has already been verified and the key-trapdoor pair only
allows the receiver to learn one of the two bits that, collectively, indicates which of
the four Bell states has been used in a given round.

Additionally, a dishonest sender also has no advantage in this device-independent
setting when compared to Protocol 1. Although the receiver must interact with
the sender in Protocol 4, while there was previously no need to in Protocol 1, this
interaction does not give the sender any information on the receiver’s choice bit. To
see this, observe that this interaction occurs in step 4 where the receiver publishes
the set of indices I and all outputs for Test rounds so long as i ¢ I. Thus, the output
that the sender gets for Test rounds says nothing about the receiver’s actions since
the input for these rounds was completely specified by the sender. It is only in the
rounds where ¢ € I that the receiver measures according to their choice bit, and for
these rounds, only the set of indices I is published, which says nothing of the actual
choice bit.

It should also be noted why assumption 4 is necessary. The use of Protocol 3
means that we can certify that the device has prepared a quantum state and measured
it according to the prescribed measurement bases, while allowing arbitrary commu-
nication. Arbitrary communication poses a problem, though, to everlasting security
in this setting where the sender and receiver do not trust each other. For instance,
if the component held by the receiver leaked their measurement basis questions v,
then the sender can immediately learn the receiver’s choice bit by looking at what
y was in the rounds ¢ € I. Conversely, if the component held by the sender leaked
their inputs and outputs, then a dishonest receiver could execute Protocol 4 honestly
and still compromise sender-security. Indeed, suppose that, in executing the protocol
honestly, the receiver obtained the string sy but stored the leaked inputs and outputs
from the sender’s component. To then learn s; = fi(a © w®|7,) after the protocol is
over, the receiver must learn the sender’s measurement outcomes a and the bits « for
the I; rounds. The measurement outcomes a would be amongst the leaked data, and
so the task reduces to determining « from the following leaked data:
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e the key k% which indexes the function pair (fya 0, fra1)

e the string ¢* which satisfies fya o(2f) = fra(zf) = ?

e the string d* which satisfies o = d* - (2! © x7)

If the receiver can find the claw (2, 77'), then they can compute a. Finding the claw

(zd, z{) is quantum-computationally hard without access to the trapdoor ¢4 (which
was never given to the device), but with enough time and computational power,
this could be done, and thus everlasting security for the sender is compromised.
Consequently, assumption 4 is necessary in this context for everlasting security.

The proof of Proposition 4.4.2 largely carries over to the proof of perfect receiver-
security for Protocol 4. As for sender-security for Protocol 4, the proof is similar to
the proof of Proposition 4.4.4, though we will now have to use Theorem 4.5.1 and
analyze the probability of not aborting. Note that the case where the sender, receiver,
and the device behave honestly is analyzed in the proof of sender-security (see Case

1 of Proposition 4.6.3).
Proposition 4.6.2. Protocol 4 is perfectly receiver-secure.

Proof:  The ccg-state pg)z,lg is defined by the experiment where S interacts with an
honest memory-bounded R and the protocol does not abort. Now, in a new Hilbert
space, we define the ccceg-state ﬁg;}% 45 according to a different experiment.

In this different experiment, we let S interact with a receiver that has unbounded
quantum memory. Suppose the receiver has not actually input any measurement
questions y; into their component of the device for rounds where i € I. Let A be the
string the sender gets after inputting x; for ¢ € I, and let W be the string where the

i-th entry is defined as

we —

(2

{ai, if x; = Hadamard,

0, if x; = Computational.

Now, the receiver waits for step 8 to receive x for the ¢ € I rounds. Let B be
the string the receiver gets after inputting = for the ¢ € I rounds. By assumption 4,
the sender is oblivious to the measurement basis questions the receiver has given to
their component of the device, along with the answer bits returned to the receiver.
Note that at this point the receiver will also have, from step 6, t? for each i € I. The
receiver uses t2 to calculate 3; for each i € I and defines W2 to be the string where
the ¢-th entry is
wP =

)

{0, if ; = Hadamard,

Bi, if x; = Computational.
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Define S)), S} as
So=fo(AeW®|;) and S| = fi(A® W), (4.6.1)

and note that A® W* =B & W¥. Sample C according to Pr and set Y = S’C It
follows by construction that R R
Pr[Y # S’C] =0, (4.6.2)
and that pZ=" is independent of ﬁggzslg 5
It now remains to argue that,

~7=1 _ 7=l

Peys = Peys
so that the corresponding S{ and S| also exist in the original experiment. But, this
is satisfied since the only difference between the two experiments is when and what

x; the receiver inputs for ¢ € I;_¢ rounds, which does not affect pg;% respectively
pZ=L i
Pevs:

For the following proposition, recall Definition 4.4.3 which defines R, as the set
of all possible quantum dishonest receivers in Protocol 4 which have quantum memory
of size at most yn’ when step 8 of Protocol 4 is reached.

Also note that if we were not dealing with finite statistics, then the sender’s
initial estimate 1 — ¢’ of the device’s winning probability 1 — § could be done with
arbitrary precision and so the following proposition would no longer be conditional
on 0 — 71 < 4.

Proposition 4.6.3. Protocol 4 is (¢ + (0" — 7)")-sender-secure against R, for a neg-
ligible (inn’ and n) e + (0" — )" if 0’ — 7 < & (which occurs with probability at least

7'2 ~
1—2e~"3" ) and if there exists a k > 0 such that kn' < n'/A—20—~n', where n' = ||,
n is the security parameter used in Protocol 3, (&' — ) and N is arising from the
sender’s estimate of 6, and r is from the application of Theorem 4.5.1.

Proof:

We consider the different cases regarding the probability of not aborting. Let dp
denote the fraction of failed test rounds in Protocol 4. If dr exceeds the threshold
0" — 7, Protocol 4 aborts. Given this, let Z be the binary random variable which
describes whether Protocol 4 aborts or not. That is,

1, ideg(sl—T,

Z = . (4.6.3)
0, ifop>d—r.
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Case 1, honest behaviour: When both parties and the device behave honestly,
the fraction of failed test rounds dz is small; by this, we mean that

Pr(op <& —7)>1—(e+ (&' —7)). (4.6.4)

Since E[Z] = Pr(6p < ¢ — 7), we then have 1 — E[Z] < (¢ + (' — 7)"). We can now
use the Chernoff bound in Lemma 2.3.1 to show that the probability of aborting is
small,

Pr(Z =0) =Pr(—Z > 0),
< E[e~*],
=e'Pr(Z=1)+(1-Pr(Z=1)),
=e 'Pr(ép <& —7)+ (1 = Pr(dp <& — 1)),
_ E[Z] + (1 - E[Z]),
<e'E[Z]+ (e+ (&' — 7)), Vt>0. (4.6.5)

Then taking the limit ¢ — oo in equation (4.6.5), we see that the probability of
aborting is small, Pr(Z = 0) < (¢ + (0’ — 7)"), which satisfies the completeness
condition of Definition 4.4.1.

Case 2, dishonest behaviour and large 6r: We now show that when the be-
haviour is dishonest and the fraction of failed test rounds dp is large, in the sense
that

Pr(dp <" —7) < (e+ (0" —1)"), (4.6.6)

the probability of not aborting is small. For this, we again use the Chernoff bound
in Lemma 2.3.1,

Pr(Z=1)=Pr(Z > 1),
< ]E[etz]e_t,
=Pr(Z=1)+e"'Pr(Z=0),
= E[Z] + e !(1 - E[Z]),
<(e+ (8 —=7))+e (1 -E[Z]), Vt>O0. (4.6.7)

Then taking the limit ¢ — oo in equation (4.6.7), the probability of not aborting is

small,
Pr(Z=1)< (e+ (&' = 7)).

Thus, the overall expression in equation (4.4.2) is satisfied.
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Case 3, dishonest behaviour and small jr: In this case, we bound the overall
expression in equation (4.4.2). To do this, we first consider a single round ¢ € I. In the
context of this single round, we let «, 3 denote, respectively, the bits computed by the
sender and the receiver in step 7, and letting X, Y and A, B be the classical random
variables describing the sender’s and receiver’s questions and answers, respectively.
Let o(®?) be the joint state of the device in step 1 right before the device performs
the measurements P,,ﬁfﬁ;b). Then the state after step 1 is

Y Px(@)Pr(y) [P0 P P @ |2, y,a,b) (g, a,b] gy 4

x7y7a7b

Now we consider the event 0’ — 7 < 4, which, from the end of Section 4.5.2, occurs

with probability at least 1 — 26_T2TN. Observe that if the protocol did not abort at
step 5, then 6p < ¢ — 7, and hence, 1 —0 < 1 — (¢’ —7) < 1 — dp, meaning that the
winning condition of Protocol 3 is satisfied with probability at least 1 — (6’ — 7) in
the Test rounds; but after step 1, it has not yet been decided whether a round will
be a Test round or a Generate round, and so, we can use the IID assumption (see
Remark 4.6.1) to apply Theorem 4.5.1 to Generate rounds. Using Theorem 4.5.1
inour i € I round, the continuous and cyclical properties of the trace, and that
VTV =1, we find that the state for this round pZ3% 5 must be within trace distance
O((6' — 7)") + negl(n) of the ideal state,

SXYAB = Z PX(m)PY@) <¢(a’f3)’ M:(cl ® Mgl/) ’¢(a76)> ® ‘xv Y, a, b> <x7 Y, a, b‘XYAB :
o, fB,x,y,a,b
(4.6.8)
This confirms that in each round i € f, the device has prepared a Bell state and
measured it according to the measurement basis choices of the sender and the receiver.
Now, let us consider the state p%55 5 in the scenario where the protocol has not
aborted and R has measured all but ~wn' of their qubits from the I rounds, where
n' = |I|. For the rest of the proof, we drop the Z = 1 superscript on the state for
the sake of readability. Now, since we are making the IID assumption, this state is
an n'-fold tensor product and the following are n’-tuples with each entry representing
one of the ¢ € I rounds:

e X is the classical random variable describing the random choice of bases of the
sender.

e A is the classical random variable describing the sender’s results after measuring
their part of the state in the random bases X.

e O is the classical random variable which contains the random choices of the key-
trapdoor pairs (k”,t5) and the measurement basis questions y supplied by the
sender. It will also contain any other information that the sender’s component
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of the device may have leaked to the receiver; this may include k4, c?, d4, but
by assumption 4, it cannot include the sender’s measurement basis questions x
or their answer bits a.

e F is the random state that describes R’s part of the state.

The state pxaor then satisfies
A(pxaor;Exaor) < n’(O(((S’ -7)")+ negl(n)) =08 — 7)) +negl(n), (4.6.9)

where £xa0r is the ideal state.

Analyzing the ideal state, the proof is now similar to the proof of Proposi-
tion 4.4.4. We start by lower bounding the smooth min-entropy for the state that is
not conditioned on the event {Z = 1} (i.e., the event where the protocol does not
abort).

At Equation (4.4.5), we choose A, ', k such that

(1/4 =X =2X —gr)n' =1 =20 > ~n'. (4.6.10)
Then at Equation (4.4.17), we have

Hid (Ko X, C) > (1/4 = A= N/ — 1,
where ¢ is exponentially small in n’ and comes from Lemma 3.3.26, and &’ = 272",

Then at Equation (4.4.19), in addition to conditioning on F¢», we also condition
on the random variable O because it too is independent. It is easy to see this for the
measurement questions y supplied by the sender since they are generated uniformly
randomly. Regarding the key-trapdoor pairs, observe that knowledge of (kZ,tP)
makes the adaptive hardcore bit property (iv) and the injective invariance property
(i) of the ETCF family computationally easy. That is,

e With (kB tP), the receiver can overcome the injective invariance property of
the ETCF family (property (i)) and determine what 67 is. However, the sender
only publishes (kZ,tP) for Bell rounds, as these are the only types of rounds
that are useable for accomplishing Rand 1-2 OT¥, and so the ability to overcome
the injective invariance property and learn 6% is redundant at this point.

e With (kP,tB), property (iv) of the ETCF family becomes computationally easy.
That is, the unique claw (xf, 2P) can be calculated with the function pair
indexed by the key kZ, the trapdoor t?, and the string ¢®. This means the
receiver can determine the precise form of the state [/) (this is the analogous
state of [15') in Equation (4.5.5)), but [¢f) is independent of |15} until the
entangling operation. After the entangling operation, knowledge of [2) is
equivalent to learning 3, but this is necessary and accounted for with the random

variable K in the proof of Proposition 4.4.4.
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As for information leaked from the sender’s component of the device, knowledge of
k4, cA, d* makes it possible for the receiver to compute the bit a (see the discussion
immediately before Proposition 4.6.2), though they cannot do this efficiently since
they do not have access to the sender’s trapdoor t4. Given that the receiver will
also know f3, the receiver could eventually learn precisely what Bell state was used
in each of the I rounds. To then learn the other string s, ., the receiver needs a|;,
which appears uniformly random to the receiver since the sender and receiver chose
different measurement bases for the I;_. rounds. Thus, the receiver can do no better
than guess, correctly, the other string s;_. with probability 1/2¢.

So, conditioning on O as well, and using the chain rule (Lemma 3.3.25) as in
Equation (4.4.19), we obtain

H;Jirfgl(K1,C/|XFC/(KC/)FCIO, C/) > ’)/Tl/ + l + /m’. (4611)

We now consider the smooth min-entropy of the state conditioned on not aborting
(recall that {Z = 1} denotes the event of not aborting), which is lower bounded by
the unconditioned smooth min-entropy (see Lemma 10 of [TL17]). Conditioning the
min-entropy on this event decreases the min-entropy by at most log(1/Pr(Z = 1)).
So,

H 2 (K o| X For (Ko ) For O, C') 7=y

, 1
> HeP22 (K | X For(Ke ) Frr O, C7) — 21 -
= 0 ( 1 c| C( c) cU, ) Og(Pr(Zzl))’

1
> yn' '—21 — .
>yn' + L+ kn og (Pr(Zzl))

Additionally, let ¢” :== (¢ +2¢’)/ Pr(Z = 1). Then,

"
HE

min

(K| X For(Ke ) ForO,C") (z=1y > HSEE (K1 or| X For(Ker ) For O, C') (z=13,

min

> yn' + £+ kn' — 2log _ .
Pr(Z =1)

Letting Sy = Fy(Kp) and 57 = Fi(K7), and setting U = XS ForOC, we get,
after applying Theorem 3.3.28,

1
A(éslic/Flfc/XSC/FC/OC’Ev 7]1 ® éFlic/XSC/FC/OC’E)
1

< 9= 5 (H (K1 1| XScrForOC!) 71y —yn' ) | o0t
< 127%,‘{71/ + 2 _'_ 4 /

— £ E |l ———.
=\2 Pr(Z =1)

Now, using the triangle inequality twice,
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A(ps, P, ovEs 31 ® pr_uE)
< A(ps, b, oUEES, P, oUE) + AEs, o r_ouEs 301 ® pr_UE),
< O((0" —7)") + negl(n) + A(és, or,_ e 371 @ &R uE)
+ A1 ®&p,_uE 31 ® pr_uE),

< 20((8' = 7)") + negl(n)) + (%2 2+ 45’) —pr<zlz )

Thus,

Pr(Z = 1)A(ps, or, cvss 301 @ pr,_,uE)
1 1,
< 2(O((@ — 7)) + negl(n) + 5275 + (22 -+ 4),

4.7 Summary and future directions

We have developed and proved the security of a protocol for DIOT. To enable OT, we
relied on the reasonable assumption of bounded-quantum-storage. To achieve device-
independence, we relied on a post-quantum computational assumption; the benefit
of this is that our protocol allows some communication between its components,
whereas approaches that rely on a violation of a Bell-inequality requires strict non-
communication (which can be practically difficult to enforce).

Can we prove security of our DIOT protocol in a more general setting?
When we proved the security of our scheme, we made the IID assumption: that
the device behaves independently and identically in each round. This assumption
significantly simplifies the analysis, but it comes at the cost of weakening the meaning
of device-independence; for true device-independence, we must prove security in the
non-I1D setting. Naturally, we then ask if one can prove the security of our DIOT
protocol in the non-IID setting? The technique of reducing the analysis of the non-
ITD setting to the IID setting via the entropy accumulation theorem seems like a
promising approach for achieving such a task. For more on this technique, the reader

is referred to [ADFT18, Arn18, ARV19, DFR20].



Chapter 5

Noise-tolerance for public-key
quantum money

In this chapter, we study quantum money in the public-key setting. We develop a
scheme in the classical oracle model that tolerates noise and then analyze its security.
This chapter is based on [Yue25].

5.1 Introduction

The history of quantum money is essentially as long as quantum information itself.
At its core, quantum money aims to address the issue of verifying the validity of
banknotes while ensuring that they cannot be counterfeited (i.e., cloned). Famously,
this problem was first addressed by Wiesner in [Wie83] where, put simply, a single
banknote consisted of n conjugate coding states, and verification involved measuring
each qubit in the basis that it was prepared in (thus, this verification procedure
requires the verifier to know how a given banknote was prepared). Without knowledge
of how the banknote was prepared, a counterfeiter attempting to produce a second
copy of a valid banknote, without the ability to access the verification procedure
during the counterfeiting process, has a success probability of at most (3/4)", as
shown in [MVW13].

Crucially, in Wiesner’s scheme, only banks are capable of verifying banknotes
(since the ability to verify enables the minting of new, valid banknotes). Quantum
money where anyone can perform verification of a banknote is known as public-key
quantum money. Public-key quantum money was first addressed in [Aar09] where
it was proved that there exists a quantum oracle relative to which secure public-key
quantum money is possible. Then, in the foundational work of [AC12], it was proven
that public-key quantum money relative to a classical oracle is secure. The scheme
involves a banknote as a subspace state |A) (a uniform superposition of the vectors in
a random n/2-dimensional subspace A C F%) and verification is performed through

81
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classical oracles that check for membership in A and the dual subspace A+. The
technical result from [AC12] is that any quantum algorithm that maps |A) to [4)%”
must make exponentially many queries, implying that a quantum polynomial-time
adversary with access to the verification procedure would not be able to counterfeit
a banknote.

Noise-tolerant schemes. While much work has been devoted to public-key quan-
tum money, that work has been focused on instantiating the oracles of [AC12] or
devising entirely new schemes. Regardless of how public-key quantum money is ob-
tained in the plain model (without oracles), it will be necessary for such a scheme to
be noise-tolerant (i.e., robust) for it to be practically meaningful. Indeed, one of the
most pressing practical issues of quantum money is the necessity of quantum storage
for the banknote (for a review of quantum storage, see [HEH16]; for more recent
work, see [WLQ721] where the authors maintain coherence of a qubit for over one
hour). Due to the inherently sensitive nature of quantum information, any amount of
time in quantum storage almost guarantees the incursion of quantum errors. If noise
affects an honest banknote to the point that it does not pass verification, then it has
lost its prescribed value. In the classical oracle scheme of [AC12], a single error will,
in general, cause an honest banknote to no longer pass verification (see Section 5.2.1).
To the best of our knowledge, we are unaware of any previous work that focuses on
noise-tolerant public-key quantum money.

In the private-key setting of quantum money, there has indeed been work towards
noise-tolerance (see [PYJ"12, AA17, Kuml19]). Notably, the scheme in [AA17] is
based off hidden matching quantum retrieval games; in this model, the authors prove
that, for n = 14, the maximum achievable noise-tolerance is 23.3%, which makes
their protocol nearly optimal since it can tolerate up to 23.03% noise. In [BSS21], the
authors construct a noise-tolerant private tokenized signature scheme (from which
one can obtain private-key quantum money; see Section 5.1.3). To simply describe
their approach, a token is a tensor product of conjugate coding states, signing the
bit 0 (1) involves measuring all qubits in the computational (Hadamard) basis, and
verification amounts to comparing the measured string with a bank’s secret string to
check for agreement; noise-tolerance comes from allowing inconsistencies in a fraction
of the string. Unfortunately, their scheme is not secure against an adversary that can
query the classical verification oracle in quantum superposition.

5.1.1 Contributions

We present a scheme for noise-tolerant public-key quantum money and analyze its
completeness and soundness error. Intuitively, completeness error quantifies the cor-
rectness of the scheme while soundness error quantifies the success probability of a
counterfeiter. More precisely, completeness error € means that valid banknotes (those
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minted by the bank and then possibly affected by tolerable noise) are accepted by the
verification procedure with probability at least 1 — . Soundness error d means that
a counterfeiter, who possesses a valid banknote and whose quantum circuit is poly-
nomial in size, can produce another banknote such that both banknotes are accepted
with probability at most §. We show that our scheme has perfect completeness error
and has |&,|*/exp(n) soundness error, where &, represents the set of tolerated Pauli
X and Z errors, each affecting up to ¢ of the n qubits in our banknote (i.e., this
corresponds to tolerating ¢ arbitrary errors). Intuitively, perfect completeness error
stems from the fact that noise-tolerance is built into our verification procedure (a
freshly minted banknote affected by tolerable noise will always be accepted). This
verification procedure uses classical oracles to check for membership in spaces that
are determined by ¢ and the chosen subspace. As a result, increasing ¢ correlates to
increasing the size of the space being checked; intuitively, this improves the success
probability of a counterfeiter and is formally reflected in our |&,|*/exp(n) soundness
error. A freshly minted banknote in our scheme is a subspace state, as in [ACI12],
though we use a relation formalized in [CV22] to show that such a banknote can be
prepared by generating conjugate coding states and applying a unitary that acts as
a change-of-basis.

5.1.2 Techniques

Our approach to noise-tolerance starts with the fact that the banknote state used in
[AC12] can be viewed as a codeword for a quantum error correcting code; specifically,
a Calderbank-Shor-Steane (CSS) code. With this connection, we ask: is it possible
to securely use the corresponding CSS code to detect and tolerate errors? Ignoring
security, momentarily, the answer is yes. In the stabilizer formalism [Got97], error
detection involves measuring a set of stabilizer generators; the resulting classical
string, known as a syndrome, can be processed to tell us what errors occurred and on
which qubits. This information can be used to correct the noise or, more simply, to
accept a state that has been afflicted by correctable noise. When it comes to security,
we find that direct application of this error detection procedure, without “hiding” its
properties, can compromise security, as the generators reveal information about the
underlying subspace (see Section 5.3.1).

The next and perhaps most obvious approach is to apply a layer of error correc-
tion on top of the oracle scheme of [AC12]. With this approach, one would encode
the subspace state |A) and then proceed in one of two ways: perform verification in
a fault-tolerant manner; or, error correct, decode, and then apply the normal verifi-
cation procedure. In Section 5.3.2, we briefly discuss this approach and outline some
of its obstacles, though we do not rule it out as a possibility and instead leave it as
one of the open questions listed in Section 5.7.

In this work, the direction we take is to design a scheme that is inherently
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noise-tolerant (although we focus on tolerating noise, we discuss in Remark 5.6.11
how our scheme could be easily adapted to also correct the errors). We present
two approaches for a noise-tolerant scheme, where one approach can be viewed as a
generalization of the other. While the two approaches achieve the same completeness
and soundness error, we include both of them here since only one approach seems
to have an obvious realization in the plain model with existing techniques, though it
is the less general approach (see Section 5.7 where we discuss this as a direction for
future research). Notably, both approaches can be seen as natural extensions of the
original classical oracle scheme of [AC12]. The difference between the two approaches,
described simply, is that one approach checks for membership in a union of subspaces
while the other approach checks membership in a union of subsets. Note that in both
approaches, we tolerate up to ¢ arbitrary errors by tolerating up to ¢ Pauli-X errors
and up to g Pauli-Z errors, as is done in CSS codes.

Conceptually, the subspace approach closely resembles error detection in the
stabilizer formalism. It starts by recognizing that each tolerable syndrome (i.e.,
tolerable error) corresponds to a subspace. We can then form two unions of disjoint
subspaces (one for Pauli-X errors and one for Pauli-Z errors). We then perform
verification by using classical oracles to check if the banknote is a member of these
two unions.

In the subset approach, we do essentially the same thing except that we check
membership in subsets. We recognize that, in the computational basis, a Pauli-X
error causes a subspace state to become a superposition of the vectors in a coset (i.e.,
it becomes a coset state), where each Pauli-X error corresponds to a unique coset.
Under this relation, the set of tolerated Pauli-X errors corresponds to a collection
of cosets. To then accept a state corrupted by a Pauli-X error, we use a classical
oracle to check membership in the subset defined as the union of all cosets from this
collection. We tolerate Pauli-Z errors by checking membership in a similarly defined
subset.

We focus primarily on the subset approach, as it is conceptually simpler and the
security proof for the subspace approach is almost the same (throughout the secu-
rity analysis, we remark on any changes that would be necessary for the subspace
approach). As one might expect, for a banknote with a fixed size n, the more noise
we tolerate the easier it will be for a counterfeiter to succeed. This is captured by
the |&,|?/exp(n) soundness error, where the quantity |&,| (formally given in equa-
tion (3.4.9)) approaches exponential when ¢ is close to n, and thus the soundness
error approaches 1 in this case. On the other hand, if ¢ = kn and 0 < k < 1/2, then
from [FGO6] we see that

&, | < 22 (5.1.1)

where H(-) € [0,1] is the binary Shannon entropy. Thus, if we tolerate only a few
errors, then |&,| will be sufficiently small to get a “good” soundness error. This
trade-off between security and noise-tolerance is visualized in Figure 5.2.
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On top of the above construction, we make use of an observation (formalized
in [CV22]) on the relation between conjugate coding states and coset states in the
generation of our banknotes. Since conjugate coding states are practically simple to
prepare, we use this relation with the intent of making banknote generation similarly
simple. This relation (Lemma 3.3.1), allows the bank to generate the subspace state
banknote by preparing conjugate coding states and then applying a unitary that acts
as a change-of-basis. Intuitively, this does not affect the security of our scheme, as
an adversary still only receives a subspace state from the bank.

5.1.3 Further background on quantum money

As noted earlier, Wiesner’s scheme is secure in a model where the counterfeiter cannot
access the verification procedure during the counterfeiting process. In a model where
the verification procedure returns accept/reject and the post-measurement state,
there is a simple attack on Wiesner’s scheme where, by repeatedly submitting ban-
knotes for verification, a counterfeiter can produce a second banknote [Lut10, Aar09].
More generally, the technique of quantum state restoration [FGH™10] can be used to
break the scheme. In a slightly different model, where the post-measurement state
is only returned if the verification procedure accepts, Wiesner’s scheme remains inse-
cure, as shown in [NSBU16].

There have been several attempts to obtain public-key quantum money in the
plain model, though this has proven to be a highly non-trivial task. Most attempts at
instantiating the oracles have subsequently been broken. In the quantum oracle model
of [Aar09], Aaronson proposed an explicit scheme based on random stabilizer states,
though this was later broken in [LAFT10]. When the authors of [AC12] introduced
the classical oracle model, they also proposed an instantiation that was later broken
in [PFP15, CDF*19, BDG23]. In [Zhal9], Zhandry proposed a new primitive called
quantum lightning from which one can obtain public-key quantum money; informally,
quantum lightning is like public-key quantum money except that even banknote gen-
eration is public, though an adversary is still unable to produce two banknotes with
the same serial number. Zhandry also gave a construction of quantum lightning in
[Zhal9], though, as noted in a later version of the paper [Zha21], a weakness in the
underlying hardness assumption was detected in [Rob21]. A full attack on the scheme
was eventually found in [BDG23]. Also in [Zhal9], Zhandry instantiated the oracles
in [AC12] by using indistinguishability obfuscation (i0) [BGIT12, GGH13, SW14].
The existence of post-quantum iO remains unsolved, as candidate constructions pro-
posed in [WW21, GP21] have been subject to attacks [HJL21], but results such as
[BGMZ18] suggest that it could still exist.

Apart from the previously mentioned schemes that focus on instantiating the
oracles, there is a category of proposed public-key quantum money schemes that
rely on mostly untested hardness assumptions. A particularly well-known example
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is a scheme from [FGH'12] that relies on knot theory; while the scheme remains
unbroken, it is difficult to analyze and lacks a security proof. Also in this category
are the schemes presented in [Kanl8, KSS21], though some analysis on [[{SS21] has
been done in [BDG23].

In [LMZ23, AHY23], the authors push us towards a better understanding of suit-
able problems for instantiating public-key quantum money: in [LMZ23], the authors
rule out a natural class of quantum money schemes that rely on lattice problems; and
in [AHY23], the authors rule out a class of money schemes that are constructed from
black box access to collision-resistant hash functions (where the verification procedure
only makes classical queries to the hash function).

It is also worth mentioning the notion of quantum tokenized signature schemes.
The relationship of this primitive to quantum money is characterized in [BS23] where
the authors show that a testable public (private) tokenized signature scheme can
give public (private) quantum money. The testable tokenized signature scheme con-
structed in [BS23] is based on the oracle scheme in [AC12]. In [CLLZ21], the authors
construct a variant of the [BS23] scheme (coset states are used instead of subspace
states) and show its security in the plain model by using post-quantum iO. The
schemes in [BS23] and [CLLZ21] are not noise-tolerant, and we are unaware of any
noise-tolerant public tokenized signature scheme.

5.1.4 Outline

We start in Section 5.2 with recalling how public-key quantum money was defined in
[AC12]. Then, in Section 5.2.1, we extend this definition to the noisy setting. Before
describing our approaches to designing a noise-tolerant scheme (in Section 5.4 and
Section 5.5), we briefly outline alternative approaches in Section 5.3, though these
are not the main focus of our work. In Section 5.6, we present the security analysis
of our scheme. In Section 5.7, we list a few open questions for future research.

5.2 Definitions

In this section, we recall how public-key quantum money is defined in [AC12]. Specif-
ically, we focus on what Aaronson and Christiano call mini-schemes, since they show
that a secure mini-scheme can be combined with a digital signature scheme to con-
struct a full public-key quantum money scheme that is also secure. It is worth noting
that the construction uses a mini-scheme in a straightforward manner, so that if we
handle noise at the level of the mini-scheme, we will retain the same level of noise-
tolerance in the full scheme (from another perspective, the construction does not
involve any transformations of the quantum money state that could result in further
errors). For additional details on this construction, the reader is referred to [AC12].
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Notably, a valid banknote in the context of Definition 5.2.1 refers to a banknote
as output by the algorithm Bank. For the noise-tolerant setting, we define a valid
banknote differently (see definition Definition 5.2.3).

Definition 5.2.1 (Mini-schemes [AC12]). A (public-key) mini-scheme M consists
of two polynomial-time quantum algorithms:

e Bank, which takes as input a security parameter 0", and probabilistically gener-
ates a banknote $ = (s, ps) where s is a classical serial number, and p; is a
quantum money state.

o Ver, which takes as input an alleged banknote %, and either accepts or rejects.

We say M has completeness error ¢ if Ver($) accepts with probability at
least 1 — ¢ for all valid banknotes §. If € = 0, then M has perfect completeness.
If, furthermore, ps = |Vs)XVs| is always a pure state, and Ver simply consists of a
projective measurement onto the rank-1 subspace spanned by |1s), then we say that
M is projective.

Let Very (the double verifier) take as input a single serial number s as well
as two (possibly entangled) states o1 and oo, and accept if and only if Ver(s,o1) and
Ver(s, ay) both accept. We say that M has soundness error if, given any quantum
circuit € of size poly(n) (the counterfeiter), Very(s, € (3)) accepts with probability
at most &, where s is the honest serial number generated by Bank during the minting
of §. Here, the probability is over the banknote $ output by Bank(0™), as well as the
behaviour of Ver, and € .

We call M secure if it has completeness error < 1/3 and negligible soundness
error.

It is worth noting that the purpose of the classical serial number is to index the
quantum money state. This point will be made clearer in Section 5.4.

5.2.1 Defining a noise-tolerant mini-scheme

Put simply, the banknote in the money scheme of [AC12] is a subspace state |A) and
verification is performed by projecting onto the subspace spanned by |A). If the state
|A) is corrupted by a Pauli error, then this state will, in general, be orthogonal to
|A) (see the end of the proof for Lemma 5.5.1) and hence rejected by this verification
procedure. To extend the ideas of [AC12] to tolerate noise, we propose that verifica-
tion of a banknote amounts to projecting onto the subspace spanned by the banknote
and all its tolerated noisy variants (i.e. a subspace spanned by coset states, where
the coset states are indexed by the set of tolerated error vectors). This idea, which
is a natural extension of projective mini-schemes from Definition 5.2.1, is formalized
by the following definition.
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Definition 5.2.2 (Noisy-projective mini-schemes). Let M = (Bank, Ver) be a mini-
scheme. We say that M is noisy-projective if the money state output by Bank
is a pure state ps = |Ps)s| and Ver consists of a projective measurement onto the
subspace spanned by {X°Z¢ 1Vs) }e,er)es,» where £ is the set of tolerated error vectors
for a scheme that can tolerate up to q arbitrary errors on an n-qubit banknote (see
equation (3.4.8)).

Definition 5.2.3 (Valid banknotes for a noise-tolerant scheme). Let M be a mini-
scheme. In a noisy-projective M, we say that a valid banknote is one that has
been minted by the bank and then possibly affected by a tolerable error; that is, a pair
consisting of a valid serial number s and a state from the set {X°¢Z¢ V) }erer)es, -

Definition 5.2.4 (Security of a noisy-projective mini-scheme). Let M be a mini-
scheme. We say that a noisy-projective M has completeness error ¢ if Ver($)
accepts with probability at least 1—¢ for all valid banknotes $ (where valid is understood
in the sense of Definition 5.2.3). If e =0, then M has perfect completeness.

Let Very (the double verifier) take as input a single serial number s as well
as two (possibly entangled) states o1 and oy, and accept if and only if Ver(s,o1) and
Ver(s, ay) both accept. We say that M has soundness error§ if, given any quantum
circuit € of size poly(n) (the counterfeiter), Ver,(s, € ($)) accepts with probability
at most 6. Here, the probability is over the banknote $ output by Bank(0"), as well as
the behaviour of Ver, and € .

When q > 1, we say that a noisy-projective M 1is e-noise-tolerant, where
€ = q/n. We say that a noisy-projective M is -secure if the scheme has soundness
error 0 and negligible completeness error.

5.3 Initial approaches to noise-tolerance

In this section, we briefly discuss two approaches to noise-tolerance that are at first
intuitive but then prove to present obstacles. In Section 5.3.1, we treat the banknote
of the [AC12] scheme as already being a codeword of a CSS code. In Section 5.3.2,
we consider a different direction by adding a layer of error correction onto the [AC12]
scheme.

5.3.1 Direct error correction

We can view the banknote subspace state in [AC12] as a codeword in a CSS code.
Furthermore, from the perspective of a CSS code (with only one codeword), the veri-
fication procedure of [AC12] (checking membership in A and A1) can be thought of as
error detection where one only checks for membership in the codespace (the common
+1 eigenspace of the generators), as both procedures amount to projecting onto the
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subspace spanned by |A). If we use this CSS code and the error correction procedure
outlined in Section 3.4 for noise-tolerance, then we must measure the generators of
the code to determine whether the codeword has been affected by a correctable error
vector. The immediate difficulty with this approach is that publishing the generators
reveals the subspace used for constructing the banknote.

To formally see this, we first need to elaborate on why our CSS codes can only
have a single codeword. If a CSS code has more than one codeword, then the verifi-
cation procedure where one checks membership in the codespace allows all codewords
to be accepted; in the noise-free quantum money setting, this is advantageous for a
counterfeiter, as multiple states can now be accepted, as opposed to the single state
|A). In a noise-tolerant setting, this problem would only worsen.

To be precise in our characterization of applicable CSS codes, we are asking for
a subspace C' such that dim(C) = n/2 and that both C and C* can correct up to
q errors. Then, setting ¢, = C' and Cy = C in the CSS code framework, we get a
code that can correct up to q arbitrary errors and where the codespace has 2F17*2 = 1
element, as desired. The single codeword is then the subspace state

= T

Returning to the task of noise-tolerance, we recall that measuring the generators
of a code is how we determine whether a codeword has been affected by a correctable
error vector. For an applicable CSS code, the check matrix (which describes the
generators), is

Heo | O
{ 0 | H. } : (5.3.1)
Thus, if we were to publish a description of the generators for a banknote |C), an ad-
versary could determine the parity check matrices which in turn reveals the codespace
C. It then seems that to use the generators for tolerating noise, one must “hide” a
full description of them.

5.3.2 A layer of error correction

Now suppose that we take a more traditional approach by applying a layer of error
correction on top of the oracle scheme of [AC12]. The process for this starts by
choosing a stabilizer code and then encoding the banknote subspace state |A). Given
a state |¢), let 1)), denote the encoding of |¢)). The natural way to prepare |A), is
to construct it from |0),, just as |A) would be constructed from |0).

The standard encoding procedure for a stabilizer code is to start by encoding the
|0) state via the following operation

00, = 109, = TT (" +a0) °"), (5.3

gi€Sy
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where we recall that S§; denotes the set of stabilizer generators, and N is for normal-
ization. Note that with the codeword |0);, one can prepare the other codewords by
applying logical operators to |0),. Now, given the circuit which transforms |0) to |A),
one must now translate this circuit into one that operates on the encoded state |0),
to prepare |A); .

Assuming that |A); can be prepared, one can take two directions. The first is
to perform error correction on |A),, decode it to |A), and then apply the verification
procedure. The other approach is to design a fault-tolerant version of the verification
procedure which includes the queries to the classical oracle. The former approach
is simpler but assumes that the verification procedure is noise-free. In the latter
approach, a formal proof of security does not seem to immediately follow from the
original security proof of [AC12]. A main difficulty is that a codeword may be quite
different from the state it encodes, and so when a layer of error correction is applied
to the [AC12] scheme, the adversary would hold the encoded state |A),, while the
original security proof of [AC12] assumes that the adversary holds the state |A).
Thus, to prove security for this approach, it must be shown that |A), provides no
additional advantage over holding |A). More formally, the proof of security uses the
inner product adversary method (Section 5.6.1) where the number of queries needed
by the adversary crucially relies on the state that the adversary starts with, and thus
giving |A); as the starting point instead of |A) could reduce the number of queries
needed.

A natural question is if applying a layer of error correction would be preferable to
the approach taken in this work. Applying a layer of error correction often comes with
the practical difficulty of requiring many additional qubits, though it could also come
with a favourable trade-off (between noise-tolerance and soundness error). To make
a formal comparison, we would need a proof of security for a scheme that accounts
for a layer of error correction. We return to this question as a future direction in
Section 5.7.

5.4 Formal specification of the scheme

In this section, we give the formal specification of our noisy-projective mini-scheme.
The specification given here is made in reference to the subset approach, which relies
on classical oracles, denoted as Ucy, and Uc,,, to perform verification. The formal
specification for the subspace approach is similar except that Ug_, and Uq_, are
used, respectively, in place of Uce, and Uc,,. We define these oracles and show how
they actually verify a banknote in Section 5.5, where we describe the two approaches
in detail.

To start, we must clarify how the bank actually provides access to the oracles
Uce, and Uc,, in the subset approach. In the final noisy-projective mini-scheme
M = (Banky, Verpq), the bank, verifier, and counterfeiter will all have access to a
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single classical oracle U, which consists of the four components described below. In
Section 5.4.1, we show how this specification can be amended for the purpose of using
conjugate coding states.

Note that VW, in the specification below, corresponds to the set of applicable CSS
codes (described in Section 5.3.1) and is formally defined in equation (5.5.1).

e A banknote generator G(r) which takes as input a random string r € {0,1}",
and outputs a set of linearly independent generators (C,) = {x1,..., 2,2} for
a subspace C,. € W, as well as a unique 3n-bit serial number z, € {0,1}*". The
function G is chosen uniformly at random, subject to the constraint that the
serial numbers are all distinct.!

e A serial number checker Z(z), which outputs 1 if z = z, is a valid serial
number for some (C;), and 0 otherwise.

e A primal subset tester 7p,ima which takes an input of the form |z) |x), applies
Uce, to |z) if 2 = 2, is a valid serial number for some (C;), and does nothing
otherwise.

e A dual subset tester 7i,,, identical to T,ima except that it applies UCsZ
instead of Uc, .

Then M = (Banky,, Very,) is defined as follows:

e Banka(0™) chooses r € {0,1}" uniformly at random. Following this, it queries
G(r) = (z,,(C,)), and outputs the banknote |$,) = |z,) |C,).

o VerM(g) first uses Z to check that $ has the form (z,p), where z = z, is a valid
serial number. If so, it then uses Tprimar and Tquar to apply Ve, = H¥"Po  H#"P¢, |
and accepts if and only if Vi, (p) accepts.

Recall that the purpose of the serial number is to index the money state. In the
above formal specification, this is made clearer, as we see how z, is used to determine
which classical oracle to use for verification (for example, see the primal subset tester

7;)rimal) .

1As noted in [AC12], the banknote generator G could be implemented with a random oracle.
In this implementation, the random oracle is queried with the input r and outputs a fixed but
random pair ({(C,), z,). The constraint that the serial numbers are all distinct would be satisfied
with probability 1 — O(27™).
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5.4.1 Using conjugate coding states

Given that conjugate coding states are practically simple to prepare, it would be ideal
if the money state of our scheme could be prepared with conjugate coding states,
rather than directly preparing a subspace state |A). In this section, we show how this
can be done with Lemma 3.3.1 and, consequently, alter the banknote generator G(r)
and Bank .

Recalling Lemma 3.3.1, we see that generating a uniformly random coset state
|A; ) over subspaces A C F with dimension n/2 is equivalent to generating a basis
B ={uy,...,u,} and z,0 € {0,1}", such that § has Hamming weight n/2, uniformly
at random. This leads to the following procedure:

1. Choose n > 2 to be even. Select z € {0,1}" uniformly at random and select
6 € {0,1}", such that # has Hamming weight n/2, uniformly at random. Then
form the state |z),.

2. Select a uniformly random basis B = {uy,...,u,} of Fj.

3. Set T'= {i : §; = 0} and then set A = Span{u; : 6; = 1} = Span{u; : i € T}.
Then A is a uniformly random subspace of F3 of dimension n/2.

4. Set t =3, pxu; and ¢ =Y, 5 Ul
5. By Lemma 3.3.1, applying Ug to |z), yields [A; ).

In our scheme, a freshly minted money state (not yet corrupted by noise) is a
subspace state |C) with C' € W. To generate a uniformly random subspace state
|C'), we need t = t' = 0 in the above construction. A non-trivial choice of x cannot
achieve this without contradicting the fact that {u,...,u,} forms a basis, thus we
must have x = 0. So, to generate a uniformly random subspace state under the above
construction, we must generate |0),.

To then incorporate conjugate coding states into the formal specification of our
scheme, we must alter the behaviour of the banknote generator G(r) and Bank .

e The banknote generator G(r) takes as input a random string » € {0,1}", and
outputs a basis B, = {u1,...,u,} and a 6, € {0,1}" with Hamming weight n/2
such that the subspace specified by 6, belongs to W, as well as a unique 3n-bit
serial number z, € {0,1}*". The function G is chosen uniformly at random,
subject to the constraint that the serial numbers are all distinct.

e Bank,(0™) chooses r € {0, 1}" uniformly at random. It then queries
G(r) = (2, 0,,B,), and outputs the banknote [$,) = |2.) Ug, |0), .

Intuitively, using conjugate coding states in the minting of a banknote does not affect
the security of the scheme since a counterfeiter in both variants of the scheme only
receives a subspace state and access to the oracles. Formally, this change is handled
in Theorem 5.6.10.
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5.5 Verification

In this section, we describe our noise-tolerant quantum money scheme. We present
two approaches which we refer to as the the subset approach (Section 5.5.1) and the
subspace approach (Section 5.5.2). In each section, we characterize the banknote
and the verification procedure. As noted in Section 5.1.2, we cover both approaches
here because the subset approach is more general while the subspace approach seems
to have an obvious instantiation (Zhandry’s technique of using iO to instantiate the
oracle from [AC12] could be used); we discuss this latter point further in Section 5.7
as a future direction. Since the subset approach is more general, and conceptually
simpler, it will be the primary focus for the rest of this chapter. In Section 5.6, we
analyze the security of our scheme.

5.5.1 The subset approach

We now describe the verification procedure that we use throughout the rest of the
chapter. To start, let KL be the set of all subspaces C' C F4 such that dim C' = n/2.
Recalling equation (3.4.17), let W be the subset of K defined as

W:={CeK:d(C)>2q+1and d(C*) >2q+ 1}. (5.5.1)

In other words, W consists of applicable CSS codes: n/2-dimensional subspaces C' of
[F2 such that, as classical linear codes, both C' and C* can each correct ¢ errors.
A freshly minted money state of our scheme will be a subspace state

\/W > o), (5.5.2)

veC

where C' € W. This is similar to [AC12], where a freshly minted money state is also a
subspace state except with C' € K. The reason we must select our subspaces from W
is to ensure that our verification operator, constructed below, is a projector; this is
made clear in the proof of Lemma 5.5.1. We discuss the existence of such subspaces
in the subspace approach (Section 5.5.2), which also requires the C' € VW condition.

When the state in equation (5.5.2) is corrupted by noise (a bit-flip error X¢ and
a phase-flip error Z¢), it becomes a coset state

Co) = X°Z¢ | —— > (=" v te),

\% |C veC

where e, e’ are n-bit vectors. Suppose we wish to tolerate up to ¢ arbitrary errors.
We know that, for quantum error correction (and CSS codes, in particular), we can
achieve this by tolerating up to ¢ bit-flip and ¢ phase-flip errors (i.e., tolerating the
set &,;). Taking inspiration from this, we design our scheme to tolerate the set £, and
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then show that, as a result, our scheme indeed tolerates ¢ arbitrary errors (though
the reasoning for this is not exactly the same as in quantum error correction). We
discuss this further after Lemma 5.5.1.

When we say that our scheme should tolerate the set &,, we mean that we should
tolerate the sets Ex, &, defined by equation (3.4.7). To tolerate these two sets, we
use classical oracles Ug,  and Ug, to check for membership in the subsets C¢, and

X zZ
C¢,, respectively, where these subsets are defined as

Cey = C+e and Cg = ) CH €. (5.5.3)
865}( 6’652

Formally, tolerable bit-flip errors are checked by our first projector Pr which
is constructed from the classical oracle UCsX- This construction uses the same tech-
niques of [AC12] for implementing a classical oracle as a projector (recall Section 3.3.2
for details). In this context, the construction of P consists of the following steps:

1. For the oracle Uce , we introduce a control qubit |+) and apply the classical
oracle controlled on |+),

_ [2)10) + Uce |2) 1) _ {|x> ) ife e Cey,

CUc, (l2),[+)) (5.5.4)

2. We then measure the control qubit and accept if the outcome |—) is observed,
and reject otherwise.

The projector Po1, which will check for tolerable phase-flip errors, is constructed
in exactly the same way except that the classical oracle Uc,  is used and, for this
projector to work, it will need to be preceded and followed by the Hadamard trans-
form.

Verification is then performed by the following operator

V = H®"P, HE Py (5.5.5)

The following lemma is a generalization of lemma 19 from [ACI12]. It shows
that our verification operator is a projector onto the subspace spanned by the money
state |C') and all its tolerated noisy variants. By linearity, the proof of this result
extends to arbitrary errors (see the discussion that follows the proof), and so perfect
completeness follows from this lemma and the specification given in Section 5.4.

Lemma 5.5.1. The verification operator V', defined in equation (5.5.5), is the pro-
jector V = 2(676,)65 |Ceer) (Ceer|, i.e., it projects onto the subspace S spanned by
{ICe.e) }e,eryes- In particular, the probability of acceptance is given by

Pr[V(|4) = accepts] = Y [ (]|Ceer) |

(e,e')e€
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Proof: = We first show that V' |C,.) = |C. ) for any (e, €') € &,

VI|Coet) =V Z ) v+ e,

\% |O veC

— H®"Pe. HE P,

dame

veC

= H®"P  H®" —— Z )7 v+ e)

\/FvGC
\/FZ(_l \/z_nz v+e)z Z>,

vGC zE2™

- H®nPOJ_

2n|c ZZ (v—l—e (z+¢€') |Z>

veC ze2n

Setting z' = z + €’ in the above expression, we get

W Y e ).

z'e2n velC

To complete the calculation, we use the result that if 2/ € C* then >, _(—1)"* = |C|
and if 2’ ¢ C* then Zvec(—l)”"z’ =0,

:H‘Xm Z ze|zl_+_6/>7
\/2 /|C seoL

:H®n Z ze|2l+€/>’

2/eCt

\/\?Z 1)V v +e).

velC

We now show that V' |¢)) = 0 for all |¢)) that are orthogonal to every tolerable
noisy state |C. ). We start by writing |¢) as

[0y =) cala).

Then the orthogonality condition gives

0=(Y|Cee),
(Bt mIeia)
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— 0= Z cH(=1)Etere

zeC+e

= 0= ce(—1)", (5.5.6)
veC

for all (e,e’) € £. Then,

V [1)) = HE"Po HO"Pe Y ey ),

Tean
= H®H]P>CJ_H®n Z (Z Cyte ’U + 6) ),
e€fx veC
:H®n]P>CL Z (chJre( Z v+e y‘y ))
ecEx ~velC ye?”

Setting y = ¢’ + €’ in the above expression, we get

e (Fe e o),

eeEx “wvel y'e2n

o 3 (D (-0 Ty ) ) ),

eeEx ~wvel y'e2n

Y (S (e X ey

(e,e’)e€ Mwvel zeCt

where ¢ € £5. By rearranging the above expression, we can use the orthogonality
condition, equation (5.5.6), to complete the calculation,

1 Y (St ) (CE T Era),

(e,e')e€ vel zeCt

=0.

Then V' is a sum of projectors, V. = 37 e |Ceer) (Ceer|, which is itself a
projector. Indeed, V' is a projector if and only if |C, ) and |Csy) are orthogonal
whenever (e, ¢') # (s,s).

<ce,e/\cs,s>—(mvezc wtel, WZ Dz 45 )

zeC

The above expression is equal to zero for a fixed C' € W and when (e, €’) # (s, ).
To see this, first observe that for a fixed v, (v+e|z+s) =0 unlessv+e=z2+s
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for some z € C, or rather, 2 = v 4+ e + s, but this is impossible for e # s, since
v,z € C and, because d(C') > 2q+ 1, we have e,s,e + s ¢ C, and hence z € C while
v+e+s ¢ C. So, suppose that e = s but, by the assumption (e, e’) # (s, '), we now
have ¢’ # §'. In the Hadamard basis, we get

((_’12: S (e ot el (__gf' S (1) s 4 ) )

veCt 2€C+

Again, we get zero unless z = v + ¢’ + s’ but v,z € C* and, because d(Ct) > 2q¢+1,
we have ¢/, s, ¢/ +5' ¢ C* and hence 2z € C* while v+ ¢’ + 5" ¢ C*. Thus, |C, ) and
|Cs.¢) are orthogonal because their error vectors are distinct and because C € W. 1

Now recall from Section 3.4.1 that for ¢ arbitrary errors, the error operator E is
the product of ¢ single-qubit errors of the form

Ei:Oé]I—l—OéxX—l—OéZz—FOéXzXZ. (557)
Thus, after relabelling the coefficients, the error operator E takes the form
E= Y ouXZ°, (5.5.8)
(e,e’)EA

where A is some subset of £, which contains at least one pair (e, ') that corresponds
to an error of weight ¢. Then our noisy money state is of the form

E |C> = Z Qe e ’Ce,e/> . (559)

(e,e’)EA

Now suppose we apply the projector Po (the process is similar for Po1). That is, we
apply the oracle Uc, controlled by [+),

CUc, (E1C),[4) = D e |[Coe)|-), (5.5.10)

(e,e')EA

=| D awlCee) | 7). (5.5.11)

(e,e')EA

where the first equality follows by the fact that |C. ) € Cg, for each (e,e’) € A. We
will observe |—) when we measure the control qubit, and thus we accept the state.
In general, linearity and Lemma 5.5.1 ensures that a state affected by ¢ arbitrary
errors will always be accepted. Notably, this process does not cause a “collapse” of
the arbitrary error as in the typical error correction procedure (see Section 3.4.2).
We end this section with the following lemma, which we will need to prove
Theorem 5.6.8. The need for this lemma is a consequence of the C' € W condition.
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Lemma 5.5.2. Let f : [} — [} be an invertible linear isometry. Then for any
C eW, we have f(C) € W.

Proof: A classical linear code with distance at least 2¢ + 1 is able to correct up
to q errors. Recall that the distance of a code C' is defined as

d(C) = min d(z,y),

(€)= min dy)

where d(z,y) is the Hamming distance between x and y. Since f is an isometry (i.e.,
distance-preserving map) we have d(f(x), f(y)) = d(z,y) for all z,y € C' and hence
d(C) =d(f(C)). Hence, f(C) has the same distance and is able to correct the same
number of errors. i

5.5.2 The subspace approach

In this approach to verification, let C' € W, where W is defined by equation (5.5.1)
(i.e., C' is an applicable CSS code, as described in Section 5.3.1). Then observe
that an error syndrome of all zeros indicates a codeword that has been unaffected by
noise (see Remark 5.5.3); put another way, the codeword belongs to the common +1
eigenspace of all the generators. If the error syndrome contains, for instance, two 1’s,
then we can interpret this as the banknote state belonging to the intersection of all
+1 eigenspaces and two —1 eigenspaces. From this perspective, each valid syndrome
corresponds to a particular intersection of eigenspaces.

Remark 5.5.3. In general, an error syndrome of all zeros indicates that the codeword
has been unaffected by noise or affected by undetectable noise. To elaborate, let L be
a logical operator of a stabilizer code and let [¢)) be a codeword. Recall that because
L commutes with all elements of the stabilizer, L |¢) will also produce a syndrome
of all zeros (i.e., L|1) is still in the codespace). So, it is not necessarily true that a
syndrome of all zeros correlates to a noiseless codeword. However, in the case of an
applicable CSS code where there is only a single codeword (i.e., no logical operators),
we can say that the all-zero syndrome implies a noiseless codeword.

Formally, let & denote the set of good syndromes (i.e., if s € &, then the
error that produced s is correctable). Under the stabilizer formalism, every s € &
corresponds to a particular intersection of eigenspaces of the generators. Denote such
a subspace as ()5, where s € G indexes the subspace. Then for each s € &, we want
to check membership in Q.

In the context of a CSS code, the syndrome is a concatenation s = (s, s7), where
s% (s7) denotes the syndrome that arises from bit-flip (phase-flip) errors. So, for a
given s € G, instead of checking membership in the single subspace (), one checks for
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membership in two subspaces, Q,x and Q,z. Let &%, &% denote, respectively, the set
of syndromes that correspond to correctable bit-flip and phase-flip errors. Then let
Ugex»Uq,, denote the classical oracles that check for membership in the subspaces
Rex,Qsz, respectively, where these subspaces are defined as,

Qex = U Rx  and  Qgz = U QSHZ

sXesX sZ2e6Z

where QSHZ denotes ),z in the Hadamard basis. In a similar manner to the subset
approach, the first projector P is constructed as follows:

1. For the oracle Ug_, , we introduce a control qubit |+) and apply the classical
oracle controlled on [+).

2. We then measure the control qubit and accept if the outcome |—) is observed,
and reject otherwise.

The process for phase-flip errors is only slightly different: repeat the above steps
using Q)sz to construct the second projector Poi. The final verification operator
would then be given by V' = H®"P,. H®"P.

With this V', Lemma 5.5.1 also holds, and for the same reasons as in the subset
approach, the verification operator V' can be used to accept arbitrary errors. It is
worth noting that if we do not use an applicable CSS code, then Lemma 5.5.1 does
not necessarily hold, since we can no longer guarantee that V' only accepts a codeword
and its tolerated noisy variants. A codeword affected by a logical operator (i.e., a
highly corrupted codeword) could be accepted, but this possibility is eliminated by
using an applicable CSS code.

Remark 5.5.4. The subset approach in Section 5.5.1 can be viewed as a general-
ization of this subspace approach. To see this, we can compare Cg,, as defined in
equation (5.5.3), with Qgx. The set Cg, is a union of subsets where each subset
in the union corresponds to a tolerated bit-flip error; likewise, each subspace in the
union ()gx is also a subset which corresponds to tolerating a bit-flip error. Addition-
ally, the verification operator V is constructed in the same way for both cases and
corresponds to a projector onto the same subspace. The subspace approach is then
an interesting case that closely resembles error correction and offers the possibility of
being instantiated in the plain model (see Section 5.7).

To end this section, we remark that the existence of applicable CSS codes,
C €W, is guaranteed by the Gilbert-Varshamov bound for CSS codes, given by
equation (3.4.23). In our case, we have k = 0, and so the bound becomes

0>1-2H (@) . (5.5.12)

n
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1—23[3—1]

n
0.81

0.6 g

0.4- q
94

0.2 =

=1

(]

[F5)
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Figure 5.1: A plot of the right-hand-side of equation (3.4.23) for various
choices of ¢. For a fixed choice of ¢, equation (3.4.23) guarantees the existence
of an applicable CSS codes as long as n is chosen such that the corresponding
point on the plot is below the horizontal axis.

If we now fix a value for ¢, we can find an appropriate n such that equation (5.5.12)
is satisfied. This relationship is visualized in Figure 5.1.

As an example of an applicable CSS code, consider the following [6, 3] classical
linear code C,

100
0 10 SERRE

Go=|g 1 1| He={1 10010
L1 o 101001
101

Since the distance of this code is d = 3 and the inequality d > 2q + 1 is satisfied
for ¢ = 1, this code can correct a single error. The dual code C* has the following
generator and parity check matrix,

011

Lo 10001 1
Gor = H} = , Hoo=GL=[010110

L 00 001101

010

00 1



5. NOISE-TOLERANCE FOR PUBLIC-KEY QUANTUM MONEY 101

The C* code also has a distance of d = 3 and can thus also correct a single error.
Hence, as a CSS code with C},Cy; = C we can correct a single arbitrary error. The
single codeword of this CSS code is given by

€Y = —=(000000) + [100011) 4 [010110) + [001101) +

1
8

=

110101) + [101110) + [011011) + [111000) ).

Remark 5.5.5. Although the existence of applicable CSS codes is easily determined
(with the Gilbert-Varshamov bound, equation (5.5.12)), explicitly constructing them
for arbitrary n and ¢ could pose a difficult challenge. It would be useful, for imple-
mentation purposes, to have a method for constructing such codes, though we are
unaware of any such techniques.

5.6 Security

To prove security, we follow the same approach of [AC12], changing the proofs as
necessary. To start, we look at one of the crucial components from [AC12] that was
used for proving security: the amplification of counterfeiters theorem. Intuitively,
the theorem shows that a counterfeiter that can copy a banknote with small success
can be used to copy a banknote almost perfectly; hence, it suffices to prove security
against counterfeiters that can copy almost perfectly. The analogous statement for
noisy-projective mini-schemes is given as Theorem 5.6.1 below. The proof of this
theorem in [AC12] essentially starts with the following equality

Pr[V(p) = accepts] = F(p, S)?, (5.6.1)

where F'(p,S) is the fidelity of p with the subspace S that the verification algorithm
V' projects to. Unlike [AC12], our space S is not 1-dimensional (see Lemma 5.5.1),
though we can still rely on the proof in [AC12] to get the same complexity bound.
However, we will later see how having a “larger” S will lead to a trade-off between
security and noise-tolerance.

Theorem 5.6.1 (Amplification of counterfeiters). Let M = (Bank, Ver) be a noisy-
projective mini-scheme, let S be the subspace that the verification operator V' projects
to, and let $ = (s, p) be a valid banknote (recall Definition 5.2.3). Suppose there exists
a counterfeiter € that produces a counterfeit state € ($) such that

F(%($),5%%) > Ve

and hence

Pr[VE*(€(8)) = accepts| > e.
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Then for all 6 > 0, there is also a modified counterfeiter €' (depending only on € and

Jd, not $), which makes
log1/6
Ol ——— 5.6.2
(e ) 062
queries to €, €', and V and which satisfies
F(€'($),5%*) >1-9¢

which implies
Pr[V®*(¢'($)) = accepts| > (1 —6)>.

Proof: We first note that

Pr[V(p) = accepts| = tr(Vp),

Z |Cee ee )

e,e’)e€

Z |Cee ee|p)a
Z ee|p|Oee>a

66

= F(p, 9)*.

Then, for the case of verifying two banknotes supplied by the counterfeiter %, we
have,

Pr[VE(%(p)) = accepts| = Y (Cew| ® (Cov| €(p) |Cerer) @ [Ciar)
(e,e’),(t,t')EE

= Y F(%(p),|Cer) ®|Cer)),

(e,e’),(t,t')€E
= F(%(p), 5%%).

By assumption of the theorem,
F(€(p), S%%) = Ve,
and thus we indeed have
Pr[VE*(€(p)) = accepts] > e.

Put simply, one can now apply a fixed-point Grover search with € (p) as the initial
state and S®? as the target subspace to produce a state p’ such that F(p’, S¥%) > 1—4.
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As shown in [AC12] (see Section 2.3 and the proof of Theorem 13 for details), this

can be done in
log1/§
() 0

Grover iterations. Each iteration can be implemented using O(1) queries to €, % 1,

and V. Thus, the total number of queries to €,% !, and V is also given by equa-
tion (5.6.3). Then the probability of p’ being accepted is

Pr[V®*(p') = accepts| = Z F(p,|Ceer) @ |Crr))?,
(e.e'),(Lt))EE
= F(pla S®2)27
> (1-106)%

5.6.1 The inner-product adversary method

Put simply, proving security amounts to proving that a counterfeiter, who possesses
a copy of [1), needs to make exponentially many queries to the verification algorithm
to prepare | ) |¢), where |1 ) and [1;) are possibly different noisy copies of |¢). For
simplicity, let us forget about noise-tolerance so that the counterfeiter is now trying
to prepare |¢) [1). Suppose that |¢) and |¢) are two possible quantum money states.
Consider a counterfeiting algorithm % that is executed in parallel to clone |¢)) and
|¢). If, say, (¢¥|¢) = 1/2, and if the counterfeiting algorithm % succeeds perfectly
(i.e., it maps [¢) to [¢)®* and |¢) to |¢)®?), then (1% |¢)®* = 1/4, meaning that &
must decrease the inner product by at least 1/4. But the analysis of [AC12] shows
that the average inner product can decrease by at most 1/exp(n) from a single query,
which results in 22" queries being needed.

This analysis is done using the inner-product adversary method developed in
[AC12] (which is an adaptation of the quantum adversary method in [Amb02]). Let
us now recall the basic ideas of the method (for further details, see [AC12]). The
idea is to get an upper bound on the progress a quantum algorithm % can make at
distinguishing pairs of oracles, as a result of a single query. To make this a bit more
formal, let [UY) be 6”’s state after ¢ queries. For now, assume that |U§) = |[U}) for
all oracles U and V. After the final query T, we must have, say, | (T¥|0Y) | < 1/2.
Thus, if we are able to show that | (¥V|¥}) | can decrease by at most € as the result
of a single query, then it follows that 4 must make €2(1/¢) queries.

The difficulty, overcome in [AC12], is that in the quantum money framework,
% starts with a valid banknote and hence it is not generally true that [U§) = |U}).
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This starting point is advantageous for € since it can allow them to do much better
in decreasing | (¥V|¥}) | as a result of a single query. The solution in [AC12] is to
choose a distribution D over oracle pairs (U, V') and then analyze the expected inner

product

E [ 19 ]
(U,V)~D

and how much it can decrease as the result of a single query to U or V. Analysis
shows that, although % can succeed in significantly reducing | (¥Y|¥}) | for some
oracle pairs (U, V), they cannot do so for most pairs.

Formal description

This section, which gives the formal description of the inner-product adversary method,
is taken almost directly from [ACI12]. Let O denote a set of quantum oracles acting
on n qubits each. For each U € O, assume there exists a subspace Sy C C?" such
that

(i) Uly) = —[y) for all |¢) € Sy
(i) U |n) for all |n) € S&.
Let R C O x O be a symmetric binary relation on O, with the properties that
(i) (U,U) ¢ R for all U € O, and
(i) for every U € O there exists a V' € O such that (U, V) € R.

Suppose that for all U € O and all |n) € Si-, we have

E_[F(m). S| <e.
V:(UV)ER

where F(|n) ,Sv) = maxyes, | (n]1) | is the fidelity between |n) and Sy. Let € be a
quantum oracle algorithm, and let €Y denote € run with the oracle U € O. Suppose
%Y begins in the state |¥Y) (possibly dependent on U). Let [¥Y) denote the state of
¢V immediately after the t"* query. Also, define a progress measure p; by

pi= E [l
V:(UV)eER

The following lemma bounds how much p; can decrease as the result of a single
query. See [AC12] for a proof.

Lemma 5.6.2 (Bound on progress rate [AC12]).

Dt = Pi—1 — 4\/5-
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As a result of Lemma 5.6.2, we have the following result.

Lemma 5.6.3 (Inner-product adversary method [AC12]). Suppose that we initially
have | (US| WV | > ¢ for (U, V) € R, whereas by the end we need | (V| WYY | < d for
all (U, V) € R. Then € must make

v

5.6.2 Applying the method

oracle queries.

For much of the security proof, we suppose that the counterfeiter only has access to
the oracles (UCgX , UCsZ) as opposed to the oracles in the noisy-projective mini-scheme
specified in Section 5.4. The generalization to the full scheme will be done later in
Theorem 5.6.10.

We start the analysis by thinking of the pair of oracles (chx , UCgZ) as a single
oracle. In the case of [AC12], they have the pair of oracles (Us,Uy,1) and the cor-
responding single oracle is constructed in the following way. First, they consider a
subset A* C {0, 1} defined by

A* = (0, A) U (1, A*).

Then they let S4+ denote the subspace of C*"*! that is spanned by basis states |z)
such that x € A*. This allows their collection of oracles (Ua, Us1) to be thought of
as a single oracle Ua+ which satisfies

U 1) = {wm if [¢) € Sa-

>a lf |¢>€SIJ4_*

To generalize this to our setting, first suppose that our scheme only tolerates the
errors £ = {(e,€'), (t,t')}. Then the subset C* C {0,1}""2 defined by

C* == (00,C +e) U (01,C* + ) )U (10,C +t) U (11,C*+ + 1), (5.6.4)

would be a generalization of A*. Let us also introduce the following notation which
naturally generalizes for a larger set of error vectors,

Ce, =(00,C +e)U(10,C +1),
Ct = (01,C+€)uU(11,CH+ ).
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In general, every error vector from £x and £z corresponds to a term in the union that
defines C*. So, we would have 2|Ex]| (i.e., |Ex| + |Ez]) terms in the union, meaning
C* C {0, 1} where k is such that

2F =2|Ex| & k =1+ log(|€x]). (5.6.5)

Now let Sc« be the subspace of C2"™* that is spanned by basis states |x) such that
x € C*. Then our pair of oracles (UCgX , chz) corresponds to the single oracle Ug-
which satisfies

Uc~

b — {— Wy, i [¢) € So- 566)

), if [) € S
A notable consequence of this generalization to the noisy setting is that a single query
to chX equates to |Ex| queries to Ug+, and likewise for UCsZ- To see this, observe
the example of C* in equation (5.6.4) where a query to Uc,, is achieved by preparing
ancilla qubits set to |00) and |10) and then querying Uc« with each of these ancilla
qubits. For security, this means that the lower bound for the number of queries to
(Uce,. ,Uce,) is the lower bound for queries to Ug- divided by 2[€x|. We return to
this point in Corollary 5.6.9.

The following theorem shows that, for the case of perfect counterfeiting, expo-
nentially many queries are needed. In [AC12], perfect counterfeiting meant that the
counterfeiter, who possessed a copy of |C'), had to prepare |C) ® |C'). In our noise-
tolerant setting, the counterfeiter has more flexibility by only needing to prepare noisy
copies of |C'). This difference adds some extra steps to the proof but the lower bound
on the needed queries remains the same as the analogous result in [AC12].

Theorem 5.6.4 (Lower bound for perfect counterfeiting). Given one copy of |C),
as well as oracle access to Ug+, a counterfeiter needs € (2”/4) queries to prepare
|Ceer) @ |Cryr), where (e,e), (t,t') € E, with certainty (for a worst-case |C)).

Proof: Let the set O contain Ug« for every possible subspace C' C F7 such that
dim(C) = n/2. Let (Ue+,Up+) € R if and only if dim(C'N D) =n/2 — 1. Then given
Uc € O and |n) € Sg., let

m= > alx).

ze{0,1}n+k\C

We have

E_[F(n).Sp)]= & > sl (5.6.7)
Up= : (Uc=,Up=)ER D:dim(D)=n/2, cDC
dim(CND)=n/2—1 L*

< max Pr [z € D]
z€{0,1}+k\C* D :dim(D)=n/2,
dim(CND)=n/2—1

., (5.6.8)
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= max Pr [z € D]
ze{0,1}nHh—1\Cx D:dim(D)=n/2,
X \dim(CND)=n/2—1

Y

(5.6.9)
__Pe \ Gy (5.6.10)
{0, 1m+a=1\ G, |
[Ex|2m — [Ex[2n/ -
|5X‘2n/2 _ 2n/2—1 (5 6 12)
_|E&x| =27
= Bl Ty (5.6.13)
1
S m, (5-6.14)
1

Equation (5.6.7) uses the definition of the fidelity. As done in [AC12], equation (5.6.8)
uses the easy direction of the minimax theorem. Equation (5.6.9) uses the symmetry
between Cg and C¢_. Equation (5.6.11) uses equation (5.6.5) and the following facts:
each coset has the same number of elements as the group; two cosets for the same
group are either disjoint or identical; and that there is a coset for each error vector.
Equation (5.6.12) uses the fact that |[Dg \ C¢ | = [Dg | —|Dg, NCg | and that the
intersection of two cosets from D and C' are either empty or a coset of D N C; while
we do not know how many distinct coset intersections we have, we know that there
is at least one such intersection: the trivial coset C' N D which has 27/~ elements.
The conclusion here is that e = 277/2+1,

Now fix (Ug+,Up+) € R. Then initially | (C'| D) | = 1/2. The counterfeiter must
map |C) to some state |fo) = |C. ) |Cir) |garbages), where (e, €), (¢,t') € £, and
likewise for |D). Thus, | (fo|fp)| < 1/4. To see this, observe the following:

<Ce,e”D,’>:( +€‘ Zt’Z—{—t)
tt TC; TD;
1
:W(Z( )¢ (v 4l Z 1) |2 —i—t)

veC zeD

gﬁzzxwdzﬂy

veC zeD

Now suppose that the intersection of the two cosets, C' + e N D + t is non-empty.
Then we can interpret the above sum of inner-products as the number of elements in
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a coset of C'N D, which is equal to |C'N D| = 227!, Hence,

2n/2—1 1
(Ceer|Dyy) < oz T g

which indeed implies | (fo|fp) | < 1/4.
Then by Lemma 5.6.3, with ¢ = 1/2,d = 1/4, and € = 2—n/241,

0 (de) Q2D = (27/4).

Remark 5.6.5. It would be practically interesting to study the situation where the
counterfeiter starts with an imperfect copy of |C'). This could model the scenario
where the initial transfer from the bank is done through a noisy channel, and so
a counterfeiter would start with a money state that has already incurred errors.
Intuitively, this difference would not result in a substantial change to the analysis.
To formally analyze this case, one could apply the inner product adversary method,
as done in Theorem 5.6.4, but the “starting point” of | (C|D) | = 1/2 would now be
different on account of the initial noise.

The following corollary shows that, for the case where the counterfeiter succeeds
almost perfectly, exponentially many queries are still needed.

Corollary 5.6.6 (Lower bound for small-error counterfeiting). Given one copy of
|C), as well as oracle access to Up-, a counterfeiter needs Q(2"/*) queries to prepare
a state p such that

<<Ce,e’| ® (Chp| )p( |Ceer) @ |Ct,t’>) >1—c¢

for small € (say € = 0.0001) and some (e, €'),(t,t') € &€, for a worst case |C). The
probability that this state passes verification is

Pr [V®2(p) = accepts] >1—e

Proof:  Let | (C|D)| = c. If the counterfeiter succeeds, it must map |C) to some
state pc such that

<<Cé,é” ® <C£,£" )PC( 1Ceer) ® |Cg7,§/>> >1—c¢,
for some (€, ¢'), (t,t') € €. Likewise, it must map |D) to some state pp such that

((Cg,g/\ ® (Cr 7| )PD( Cs,5) ® ]C;,;/)) >1—e¢



5. NOISE-TOLERANCE FOR PUBLIC-KEY QUANTUM MONEY 109

for some (8,5, (r,7) € £
Let |fe),|fp) be purifications of po, pp respectively. Then by Lemma 3.3.22

| (felfp) | < Flpc, pp),

< <Oé,é’ ® <C£,E’| |DS,8’> ® |Dm"> + 261/4a

S CQ_|_2€1/47

where the upper bound is achieved by assuming that the above coset intersections
are non-empty. Thus, with d := ¢® + 2¢"/* in Lemma 5.6.3,

Q(C\;gd) = ((c— ¢ — 21/4) (200-2/4))

Fixing ¢ = 1/2 gives (2 (2”/4)
The probability that such a state p passes verification is

Pr [V®2 (p) - accepts} - Z <Ce,e’| & <Ct,t’| 1Y |Ce,e’> & |Ct,t’> ’

(e,e’),(t,t)EE

> ((Ceal @ (Cial )p(ICee) @ i) )
1

Recall the implication of Theorem 5.6.1: since a counterfeiter with small success
probability can be amplified to one with high success probability, it suffices to prove
security against the latter. We now formally use this theorem, and the previous result
on counterfeiters that succeed with high probability (Corollary 5.6.6), to provide a
lower bound to the number of queries needed by a counterfeiter that has small success
probability.

While the proof technique for this result is practically the same as the analogous
result in [AC12], our result contains a noticeable difference. Since the space S which
our verification operator projects to is not 1-dimensional, the probability of a coun-
terfeiter’s state being accepted can be notably higher in comparison to the noise-free
setting, even if that state has a low fidelity with the tensor product of two tolerable
noisy states. This difference marks the trade-off between security and noise-tolerance.

Corollary 5.6.7 (Lower bound for high-error counterfeiting). Let 1/e = o(2"/2).
Given one copy of |C), and oracle access to Ug«, a counterfeiter needs 2 (\/52”/4)
queries to prepare a state p such that

max (<ce,e,\ ® (Cpy| )p( CLo) ® yct,t,>) > ¢

(e,e),(t,t")eE
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for a worst-case |C). Furthermore, the greatest lower bound on the probability of
accepting this state is
Pr[V®*(p) = accepts] > €.

Proof: Suppose we have a counterfeiter ¢ that makes o (\/52"/ 4) queries to Ug,
and prepares a state o such that

max (< ee’|® Ctt’ ) ( e,e’ ®|Ctt’>> el
(e’e/)’(t7t/)€£
F(0,8%%)% > ¢.

Then
Pr[V®*(0) = accepts] = F(o, 5%%)* > e.

Let 0 be small, say 06 = 0.00001. Then by Theorem 5.6.1, there exists an amplified
counterfeiter ¢’ that makes

log1/6 ) ( 1 )
O|———"F———=|=0|—
<\/5 (Ve +62) Ve
calls to ¢ and Vi, and that prepares a state p such that F(p, S®?) > 1 — § which
implies

Pr[V®*(p) = accepts| > (1 —4)*.

Counting the o (1/22"/*) queries from each use of ¢, and O(1) queries from each
use of Vi, the total number of queries that ¢’ makes to Ug« is

o (VE2"") + O(1)] - O (%) o (2.

But this contradicts Corollary 5.6.6.
Now suppose a counterfeiter uses €2 (\/52”/ 4) queries to prepare a state p such
that

Cee’ C’)(Oee’ C’)>
(e,e’)H,l(%}ts)es(< | @ (Curl Jo{ |Cee) @ [Cir) ) 2 €

If € submits this state for verification, their probability of acceptance will be higher
if
((Cecl® (Cual )o(ICee) ® |Cuar) ) > 0,

for all (e,e'),(t,t') € £ The best scenario for € is that each term obtains the
maximum value, in which case we have

Pr [V®2 (p) = accepts} = Z <Oe,e’| ® <Ot,t’| P |Oe,e’> ® |Ot,t’> )
(e,e),(t,t")eE
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=P+ max ((Coel ® (Curl )p(1Ceer) @ Cu) ).

(e,e!),(t,t")eE
> |€|%.

The following theorem shows that it suffices for a bank to generate uniformly
random banknotes. Indeed, as the proof shows, if a counterfeiter is able to clone a
uniformly random banknote, then they can clone any banknote. Note that in the
noise-free case of [AC12], the proof of this theorem used an invertible linear map f;
in our case, we additionally require f to be an isometry (i.e., a distance-preserving
map) to ensure that the noise-tolerance is, in a sense, “preserved” under the mapping

f.

Theorem 5.6.8 (Lower bound for average-case counterfeiting). Let C' be a uniformly
random element of W. Then given one copy of |C), as well as oracle access to Uc-,
a counterfeiter € needs Q(\/e2™*) queries to prepare a 2n-qubit state p that V(j‘?Q
accepts with probability at least |E|%e, for all 1/e = o(2"/?). Here the probability is
taken over the choice C, as well as the behaviour of € and V*.

Proof: Suppose we had a counterfeiter % that violated the above. Using % as a
black box, we construct a new counterfeiter ¢’ that violates Corollary 5.6.7.

Given a (deterministically-chosen) banknote |C) and oracle access to Ugs, first
choose an invertible linear isometry f : Fy — F% uniformly at random. Then f(C) is
a uniformly random element of W by Lemma 5.5.2. Furthermore, the state |C) can
be transformed into |f(C)) straightforwardly.

Using the oracle Ug- and the map f, we can simulate the corresponding oracle
for the money state | f(C)). Let Uy be the unitary that acts as Uy |z) = |f(x)). Then
the corresponding oracle is given by (I* @ U;)Uc-(I* ® U}) To see that this works,
observe that,

r€Cg, & xeC+e, forsomeec Ex
& f(z) € f(C)+ f(e), where f(e) € Ex
& f(2) € f(C)ey

where f(e) € Ex follows because f is an isometry and thus preserves the weight of e.
So, by using € for n/2-dimensional states that are drawn uniformly randomly
from W, the adversary ¢’ can produce a state py that Vﬁé) accepts with probability

at least |£]%c. Applying f~! to both registers of p;, €’ can obtain a state p that VS?Q
accepts with probability at least |£]%¢, thereby contradicting Corollary 5.6.7. |
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We now rephrase Theorem 5.6.8 in terms of the oracle pair (UCSX, UCsZ) as
opposed to the single oracle Uc«. In the noise-free case of [AC12], this is immediate
as their single oracle Uy« exactly corresponds to the pair (Us, Uy1). In our case, we
recall (see Section 5.6.2) that the query complexity for the pair (UCgX,chz) is the
query complexity for Ug« divided by 2|Ex|. Under this correspondence, we get the
following corollary of Theorem 5.6.8.

Corollary 5.6.9. Let C' be a uniformly random element of W. Then given one copy of
|C), as well as oracle access to (Uc,  ,Uc, ), a counterfeiter € needs Q221 )|Ex])

queries to prepare a 2n-qubit state p that VC®2 accepts with probability at least |E|?e,
for all 1/e = o(2"/?). Here the probability is taken over the choice C, as well as the
behaviour of € and VS*.

In the noise-free case, Corollary 5.6.9 implies that ¢ is 1/exp(n), which constitutes
the soundness error in this case. In the noisy case, we need |£|? to be constant in n
to get the same soundness error, i.e., for |€]%c to be 1/exp(n). More errors can be
tolerated at the cost of increasing the soundness error, though we remark that it is
not possible to tolerate too many errors. Recall from equation (3.4.9) that the size

of |&,| is given by
2
a n
6] = Ex] - €4] = (Z (J)) |

5=0
When ¢ is large (close to n), the sum in the parentheses approaches exponential, and
so the soundness error approaches 1. Intuitively, this makes sense since a high noise-
tolerance allows highly imperfect copies to be accepted, which is advantageous for
a counterfeiter. In addition to increasing the soundness error, Corollary 5.6.9 shows
that tolerating more errors has the effect of reducing the number of queries needed
by an adversary. On the other hand, when ¢ = kn, with 0 < k < 1/2, we have the
following bound from [FGO6],

&,| < 22k (5.6.16)

where H(-) is the binary Shannon entropy. Then for a small number of arbitrary
errors ¢ (i.e., small k), we see that |&,| stays small enough to ensure that we can get
a reasonably low soundness error.

This trade-off between noise-tolerance and soundness is visualized in Figure 5.2.
We see that if we fix a desirable value for the soundness error, then increasing ¢
necessitates an increase of n to maintain the same soundness error. Given this, it is
interesting to consider what an optimal choice of n would be for a fixed soundness
error. If, for example, we consider a soundness error of 0.03, inspection of Figure 5.2
reveals that the ratio ¢/n is approximately 1.75% for (n,q) = (57,1), but 1.81% for
(n,q) = (166, 3), and thus increasing n can improve the noise-tolerance. For larger
soundness error, it is less clear that this still holds true. We discuss this further in
Section 5.7 as a direction for future research.
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Soundness error
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Figure 5.2: A plot of the soundness error |€,|%¢ for various choices of ¢ (the
number of tolerated arbitrary errors) against the number of qubits n. Here,
we take € = 277/,

We now return to proving security for the noisy-projective mini-scheme M spec-
ified in Section 5.4. To do this, we use the same proof technique as the analogous
result in [AC12]; the notable difference here is that we must account for the fact that
the formal specification of our scheme uses conjugate coding states, though this does
not affect security.

Theorem 5.6.10 (Security of the noisy-projective mini-scheme). The noisy-projective
mini-scheme M = (Bankay, Vern), which is defined relative to the classical oracle U,
has perfect completeness and |E|? /exp(n) soundness error.

Proof:  Perfect completeness follows from how M is defined (see Section 5.4) and
from Lemma 5.5.1.

Corollary 5.6.9 almost gives us the soundness result. To formally complete the
proof, we must show that if a quantum polynomial-time counterfeiter % is given a
banknote of the form [$,) = [2,) U, |0), , then querying the oracles G, Z, Tyrimal; Taual
provides no additional advantage over querying (Ucg, . Uce, ), as done in Corol-
lary 5.6.9.

The goal is to show that any successful attack on M can be converted into
successful counterfeiting of |C) given oracle access to (Uc, ., Ucg, ). This would
then contradict Corollary 5.6.9, thus proving the result. This can be achieved by
observing that an adversary trying to counterfeit |C), given (Uc, ., Uc;, r), can
essentially simulate the oracles G, Z, Tprimal, Tdual-

For the oracle G, let r € {0,1}" be the random string chosen by the bank, so
that G(r) = (z,0,,B,). Observe that the string r remains uniformly random, even
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when we condition on z,,0,, and B,, as well as complete descriptions of Tyrimal, Taual
and Z. Even if we query G(r') for ' # r, no information about r is revealed because
the values of G are generated independently. So, for the simulation of G, suppose we
instead modify it by setting G(r) = (2.,6.,B.) for some new 3n-bit serial number
2 and 6., B, (such that ¢, has Hamming weight n/2) chosen uniformly at random.
Then the BBBV hybrid argument [BBBV97] says that, in expectation over r, this
can alter the final state output by the counterfeiter €'($,) by at most poly(n)/2"/? in
trace distance. Thus, if € succeeded with non-negligible probability before, then ¢
must still succeed with non-negligible probability after we set G(r) == (2., 6., B..).

Given this simulation of G, an adversary can now easily simulate Z for the new
serial number z;.. For Tpimal, recall that its behaviour is Torimal [2) [v) = [2) Uc, [v),
which can be simulated with knowledge of z and UCSx‘ Similarly, Tqua can be simu-
lated with UC.sZ- Note that the security guarantees we consider are query complexity
bounds, thus we do not need to be concerned with the computational complexity of
these simulations.

Thus, with these simulated oracles, any successful attack on M can indeed be
converted into successful counterfeiting of |C') with oracle access to only (Uc,, ., Uce, r)-

This contradicts Corollary 5.6.9. |

Remark 5.6.11. The scheme we have presented tolerates noise but does not correct
it. Consequently, a valid banknote will eventually accumulate too many errors to
be accepted. It is straightforward to adapt the subset approach to correct tolerable
noise. Instead of checking bit-flip errors with a single oracle Uc,, , we would use
a collection of oracles {Ucye}ecs, Where Ucy, checks for membership in the coset
C + e, and similarly for phase-flip errors. Verification would involve querying these
oracles sequentially; by doing this, we can determine if the money state is in one
of the cosets (in which case we accept it) and, based off which coset it belongs to,
we learn which error has occurred (which allows for correction). The security proof
would proceed in a similar manner. In Section 5.6.2, the construction of C* would
remain the same, but now a single query to Uc,. corresponds to a single query to Ug,
and so the query complexity in Corollary 5.6.9 would be Q(1/22"/*). The downside of
this approach is that verification now involves the oracles ({Uce}ecey, {Ucte tecey ),
whereas the scheme we presented for tolerating noise only involved (Unga UCeZ)7 and
so this scheme for error correction could involve many additional queries as part of
the verification algorithm.
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5.7 Summary and future directions

We have developed a noise-tolerant public-key quantum money scheme and analyzed
its security within the classical oracle model. Our scheme is built upon the [AC12]
scheme, where we have obtained noise-tolerance by drawing connections to quantum
error correction and enlarging the space that is used for verifying banknotes.

In Section 5.5, we presented two approaches to verification. Is one prefer-
able over the other? Both approaches achieve the same completeness and sound-
ness error, but is one easier to realize in the plain model? Towards answering this
question, we note that in [Zhal9], Zhandry instantiated the oracle scheme of [AC12]
by using iO to construct what he called a subspace hiding obfuscator. This technique
seems to naturally apply to our subspace approach, thus implying that it can also
be realized in the plain model. Is it any more difficult to use iO to instantiate the
classical oracle that checks membership in subsets?

How does adding a layer of error correction compare to our approach?
In Section 5.3.2, we briefly discussed how one could take a different approach to
noise-tolerance by applying a layer of error correction on top of the [AC12] oracle
scheme. The version of this approach where the verification algorithm is made to
operate fault-tolerantly has no known security proof, though we have identified the
following obstacles: translating any necessary computations to versions that operate
on encoded states, and determining if/how the original security proof changes when
the adversary holds an encoded state instead of a subspace state. Given a realization
of this approach, it would be interesting to make a comparison with our scheme.
Notably, a layer of error correction typically requires many additional qubits (i.e.,
large overhead), so one may ask questions like: for a fixed n, how does the noise-
tolerance and soundness error compare?

What is the optimal noise-tolerance for a fixed soundness error? In the
discussion that followed Corollary 5.6.9, we observed that for a fixed soundness error,
the noise-tolerance ¢/n could be improved by increasing n. Can this observation be
formalized in general? Specifically, for a fixed, arbitrary soundness error, what choice
of n maximizes the quantity ¢/n? Answering this exactly requires analysis of the
expression for |£,|%. For low noise, the bound in equation (5.6.16) could be used to
perhaps simplify the analysis.

Is it possible to obtain noise-tolerance for other public-key quantum money
schemes? In Section 5.1.3, we mentioned some of the other public-key quantum
money schemes that rely on hardness assumptions instead of oracles. Is it possible to
make any of these schemes noise-tolerant?



Chapter 6

Finding a canonical specious
adversary

In this chapter, we study the specious adversary, which is the quantum analogue of the
classical semi-honest adversary. Within a restricted setting, we identify a particular
specious adversary that is canonical.

6.1 Introduction

The setting of secure two-party computation can often be described in the following
way: Two parties, Alice and Bob, each have their own inputs which are, respectively,
given by z and y. They would like to jointly evaluate some function f on their inputs
f(z,y) such that Alice cannot learn anything more of Bob’s input y than from what
she can learn from the output of the protocol, and vice versa. In classical two-party
computation, there exists a well-known adversary that is called semi-honest. The
semi-honest adversary executes a protocol honestly to ensure that the task is com-
pleted (i.e., correctness) but records everything that occurs throughout the protocol
with the hope of using this information to learn something about the other party’s
input. Such an adversary is said to be weak, since correctness places a limitation on
their possible deviations.

It is naturally interesting to study the quantum version of the classical semi-
honest adversary. In the quantum setting, we have Alice and Bob with respective
registers A, B who share an initial state pi, € D(A ® B) and wish to privately eval-
uate some unitary that acts on both registers, i.e., compute poyy = U - pin where
U € U(A® B). Privacy, in this context, means that Alice should be unable to learn
anything of Bob’s register, and vice versa. This task is known as quantum two-party
evaluation of unitaries. Defining a quantum analogue of the semi-honest adversary in
this setting is not immediately obvious since the no-cloning theorem does not permit
copying in general, which is one of the defining traits of the classical semi-honest

116
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adversary. The most natural quantum analogue was defined in [DNS10] as a class of
adversaries called specious.

Put simply, a quantum adversary is specious if, at any step of the protocol, it is
capable of producing some state such that when it is combined with the state held by
the honest party, the overall state is close to the case where both parties are honest.
Phrased differently, a specious adversary can deviate from the protocol description
but, at any step, must be able to use its current state to approximately reconstruct the
joint honest state. Intuitively, this captures what we expect in a quantum analogue
of the classical semi-honest adversary.

A remark on terminology: Since the specious adversary is reminiscent of the
classical semi-honest adversary, one may wonder why we refrain from simply saying
“quantum semi-honest.” The reason is that when the formal definition of the specious
adversary (Definition 6.2.3) is translated to the classical setting, it results in an adver-
sary that is strictly stronger than the classical semi-honest adversary (see appendix B
in the arXiv version of [DNS10]). Thus, the adoption of the name “semi-honest” for
the quantum setting is not exactly natural.

While a specious adversary may not be able to clone states (as a consequence of
the no-cloning theorem), their definition affords them a wide range of behaviour. For
instance, such an adversary could defer a prescribed measurement to a later point
of the protocol in an indistinguishable manner (this is the deferred measurement
principle). As another example, the purified adversary, who is defined by purifying
all of their actions, also satisfies the specious definition. The purified adversary is
especially well-known and has appeared in literature long before the notion of specious
was formally defined (see [BB84], where the purified adversary is viewed as using
entangled states to delay input choices).

Our main motivation for studying the specious adversary stems from a line of
work that was carried out in [DNS10, DNS12]. At the simplest level, this line of
work showed how to transform a two-party protocol that is secure against specious
adversaries into a protocol that is secure against a stronger class of adversaries. Given
that specious adversaries are weak quantum adversaries, this result highlights their
potential utility. If, for instance, we are developing a protocol to accomplish some
task, proving its security against a strong adversary may be a daunting task. A much
simpler approach might be to first prove security against a weak adversary, like the
specious adversary, and to then compile the protocol in a similar manner to [DNS12]
to get security against stronger adversaries.

Following this direction, one natural question to ask is how can we easily prove
security against specious adversaries? The most desirable way would be to determine
a specious adversary that is canonical in the sense that if we prove security against
the canonical specious adversary, then we have proved security against the entire set



6. FINDING A CANONICAL SPECIOUS ADVERSARY 118

of specious adversaries. In the classical case, the dishonest behaviour of a semi-honest
adversary is the act of copying information, and so it is straightforward to see that
a semi-honest adversary is canonical if they copy everything. In the quantum case,
finding a specious adversary that is canonical is less obvious, as there may be an
infinite number of specious adversaries to account for, and so to simplify the analysis,
our definition of canonical is relative to a finite set of specious adversaries.

6.1.1 Contributions

We formally define the notion of a canonical specious adversary for a finite set of
specious adversaries. We then prove that if the finite set consists of specious adver-
saries that can perfectly reconstruct the honest state at each step, and if we consider
a restricted set of two-party protocols (defined by only using isometries), then there
exists a canonical specious adversary which we call the greedy adversary. Notably, the
greedy adversary only partially fulfills our goal: it satisfies the definition of canonical
but, as defined, it is not necessarily any easier to prove security against it over a finite
set of specious adversaries.

6.1.2 Model

We study the problem of finding a canonical specious adversary within the frame-
work of two-party protocols that [DNS10] defined when they studied the problem of
quantum two-party evaluation of unitaries. In this framework, a two-party protocol
for evaluating a unitary U on some input state p;, is described as a series of steps
involving two parties, with the actions of each party described as a sequence of quan-
tum channels. Additionally, such a protocol can make calls to some oracle, where the
oracle calls can be viewed as a reliance on an ideal functionality to obtain privacy, or
as a way to model communication between the two parties.

The correctness of a two-party protocol is quantified by how close, in terms of
trace distance, the real state produced at the end of the protocol is to the ideal output
(U applied to piy).

The security, or privacy, of such a protocol is defined in terms of simulation. If a
simulator with access to only the adversary’s input and the ideal functionality is able
to construct the adversary’s state at any step of the protocol, then we say the protocol
is private. Intuitively, if the simulator is unable to do this, then the adversary’s state
must rely on some additional information gathered during the protocol’s execution,
thereby violating privacy.

For specious adversaries, the formal definition allows us to consider different
“classes” of specious adversaries which differ by how well they can reconstruct the
honest state. More precisely, a e-specious adversary is defined as one who is able to
produce a state, at any step, such that when it is combined with the honest party’s
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state, the resulting joint state is e-close in trace distance to the joint state where both
parties are honest. Apart from this restriction, the specious adversary has access to
an arbitrarily large quantum memory and has unbounded computational power.

In this work, we focus on the ¢ = 0 class of specious adversaries (i.e., those
who are able to perfectly reconstruct the honest state) and perfectly correct proto-
cols that only use isometries (as opposed to the more general case where quantum
channels may be used). These restrictions are done for the sake of obtaining a better
characterization of specious behaviour (see Section 6.3 for details).

6.1.3 Methods

Intuitively, a protocol with perfect correctness requires that the ideal output is pro-
duced at the last step, thus forcing a specious adversary to execute any dishonest
behaviour prior to this. This intuition was formalized in [DNS10] as the Rushing
Lemma which, mathematically, says that the dishonest register of the specious ad-
versary is in a tensor product with the ideal output at the end of the protocol.

In this work, the restriction to 0O-specious adversaries and protocols that only
use isometries allows us to prove a result that resembles the Rushing Lemma applied
to all steps. That is, at each step of the protocol, the joint state is isometric to
the specious adversary’s dishonest register in tensor product with the honest joint
state. This characterizes the specious behaviour within our model. To define a
specious adversary that is canonical for a finite set of specious adversaries, we define
an adversary who, with unbounded computational power and memory, performs “all”
dishonest actions of the adversaries within the set under consideration (see Section 6.4
and Definition 6.4.6). We call this adversary the greedy adversary.

To prove that the greedy adversary is canonical (within the same restrictions),
we suppose that a simulator for it exists and then show that this simulator can be
transformed into a simulator for an arbitrary specious adversary with at least the same
level of privacy. Intuitively, an arbitrary specious adversary’s register can be viewed
as a subregister of the dishonest register belonging to the greedy adversary (by virtue
of the fact that the greedy adversary does everything). Then this transformation
from one simulator to another roughly translates to tracing out everything that the
arbitrary specious adversary did not execute.

6.1.4 Further background

Prior to the formal definition of specious adversaries in [DNS10], the idea of an
adversary who appears honest had been utilized in various works, usually in the form
of the purified adversary. As we noted earlier, there is the example of the purified
adversary in [BB84]. In addition to this, the purified adversary was used in [LCI7,
May97] to show the impossibility of bit commitment with quantum communication,
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and in [SSS09] to obtain a more general impossibility result which applies to any
non-trivial two-party classical function. These impossibility results stem from the
fact that if the adversary purifies their actions, information will leak. Note that in
[SSS09], this purifying behaviour is referred to as honest-but-curious.

These impossibility results do not apply to the quantum primitive studied in
[DNS10]: two-party evaluation of a unitary on a joint input state. Nevertheless, the
authors found that this task is also impossible. More precisely, they found that no
protocol in the bare model (no oracle calls to an ideal functionality) can be statistically
private (see Definition 6.2.5) against specious adversaries (the swap gate is the simple
counterexample). The consequence of this result is that cryptographic assumptions
are needed for the private evaluation of unitaries. The authors then give a protocol
for the private evaluation of any unitary by using two ideal functionalities for classical
computation: one which they call an AND-box, and the other is an ideal swap.

Several years later, specious adversaries were explicitly used in [BB15], where
the authors studied the task of quantum private information retrieval (QPIR) with
a single server: using quantum resources for the task of retrieving information from
a database in a private manner. Specifically, the authors were concerned with the
amount of communication required to accomplish PIR, and if using quantum resources
could reduce the communication complexity. It had been previously suggested, in
[LG12], that this was the case, as the QPIR protocol in [LG12] had sublinear commu-
nication complexity. However, in [BB15], the authors showed that any QPIR protocol
that is at least secure against specious adversaries has linear communication complex-
ity. Thus, the protocol in [LG12] is not secure against specious adversaries. Later, in
[ABCT19], the authors defined an adversarial model, called anchored-specious, that
is weaker than the specious model in the sense that an adversary can act speciously
but cannot perform superposition attacks; the authors showed that the protocol in
[LG12] is secure within this weaker model.

6.1.5 Outline

We start in Section 6.2 by recalling, from [DNS10], the formal definition of a two-party
protocol, the definition of specious adversaries, and how privacy is defined in terms of
simulators. In Section 6.3, we formally define what it means for a specious adversary
to be canonical; then, within a restricted setting, we characterize the behaviour of
0-specious adversaries. In Section 6.4, we define a 0-specious adversary, which we call
the greedy adversary, and in Section 6.5, we prove that this adversary indeed satisfies
our definition of canonical. We conclude in Section 6.6 by outlining a few questions
for future research.
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6.2 Definitions

6.2.1 Formalizing two-party protocols

In this section, we recall the definitions from [DNS10] that are needed to formally ana-
lyze two-party protocols for the evaluation of unitaries. We start with Definition 6.2.1,
which defines a two-party strategy I1¢ as a sequence of quantum operations for each
party that may include oracle calls ¢ (which are also modelled as quantum oper-
ations). Then, Definition 6.2.2 defines a two-party protocol for the evaluation of a
unitary 117 as a two-party strategy for some specified unitary U.

Definition 6.2.1 ([DNS10]). An n-step two-party strategy with oracle calls, de-
noted as 119 = (&, B, 0, n), consists of

1. Input spaces Ay and By for parties o/ and A, respectively.

2. Memory spaces A, ..., A, for & and By, ...,B, for 8. These memory spaces
can be written as A; = A? @ A, and B; = BY @ B} for 1 <i <n.

3. An n-tuple of quantum operations (&, ..., o) for o , where
<ty L(Ai—1) — L(A), (6.2.1)
with 1 <1 <n.
4. An n-tuple of quantum operations (#, ..., B,) for B where
B - L(Bi—1) — L(B;), (6.2.2)
with 1 <14 <n.
5. An n-tuple of quantum operations 0 = (0, ..., 0,) where
O;: LAY @ BY) — L(A? @ BY), (6.2.3)
with 1 <1 <n.

If 119 = (o, %B,0,n) is an n-turn two-party strategy, then the final state of the
interaction upon input state py, € D(Ag®@By®@R), where R is a system of dimension
dim R = dim Ay dim By, is:

[ ® Bl(pin) = (Le(a,e8,0r) © On) (H @ B, @ 1g)
(Lo eser) ® O1) (94 © By @ 1g) (pin)-
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Note that the inclusion of a reference system R in Definition 6.2.1 allows us to
consider not only pure input states but also states that are entangled with some other
system.

Definition 6.2.1 allows us to model communication between two parties as a
communication oracle. As an example, consider the case of Alice sending a state to
Bob. Take AY ~ BY and then let &; move the state stored in AY to BY, and erase
A?. The bare model is defined as a protocol which only uses communication oracles.

For the following definition, recall that U(H) denotes the set of unitaries on the

Hilbert space H.

Definition 6.2.2 ([DNS10]). A two-party protocol 11{, = (o, B, 0, n) for a uni-
tary U € U(Ay® By) is an n-step two-party strategy with oracle calls, where A,, = Ay
and B, ~ By. It is said to be e-correct if

fO’F all py, € D(AO ® By ® R)

A two-party protocol in the bare model is denoted as Ily and, without loss of
generality, we assume that Oy, (0 < i < |5 ]) implements a communication channel
from o to B, and Oy (1 < i < |5]) implements a communication channel from %
to o/ . Communication oracles are said to be trivial.

Let us now establish the following notation:

p1(pn) = (Loaeser) ® O1) (A @ By @ 1x) (pin),
Pit1(pin) = <1£(A’+1®B 1 ,@R) @ @H) (i1 @ Bit1 @ 1g) (pi(pin)), (6.2.5)

for 1 <4 < n. The final state of the protocol 11§ with input state p;, is denoted as
Pn(pin) = [ ) B](pin)-

6.2.2 Specious adversaries

Specious adversaries are reminiscent of the semi-honest adversary. Informally, their
behaviour is indistinguishable from the honest behaviour of the protocol. This means
that at any step of the protocol, we can “audit” the adversary by requiring them to
provide a state such that, when combined with the honest party’s state, the joint
state is close to the case where both parties are honest. The requirement of passing
an audit at any given step can be seen as a restriction on how malicious the adversary
can behave, and thus specious adversaries form a weak class of adversaries (though
we note that no restriction is placed on their computational power and the size of
their quantum memory).

We now review the formal definition of a specious adversary. We denote an adver-
sary in the protocol I by o/ or . When the adversary 7 is involved in the protocol
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I17, we denote the n-step two-party strategy as Hg((@f) = (JZ/, AB,0,n) and we de-
note the overall state at step i as p;(<7, pin), which is defined as in equation (6.2.5),
and likewise for Z.

Definition 6.2.3 (Specious adversary [DNS10]). Let 11§ = (o7, %8, €', n) be an n-step
two-party protocol with oracle calls for U € U(Ag @ By). We say that

. szj; is e-spectous if Hg(;zi) = (,Qi, PB,0,n) is an n-step two-party strategy with
Ao = Ay and there exists a sequence of quantum operations (1, ..., Fy,) such
that:

1. For every 1 <i<mn, %;: L(A;) — L(A;).
2. For every input state py, € D(Ag @ By @ R), and for all 1 < i < n,

A ((% ® lz0r)) (ﬁi(ﬂi, pm)) ,pi(pm)) <e. (6.2.6)

° ? is e-spectous if Hg(,@?) = (d,@, O,n) is an n-step two-party strateqy with
By = By and there exists a sequence of quantum operations (1, . .., F,) defined
as before with By, B; and p;(B, pim) replacing A;, A;, and p;(A;, pin) respectively.

If a party is e(m)-specious with e(m) negligible for a security parameter m, then we
say that this party is statistically specious.

Note that the sequence of quantum operations (%1, ... ,.%,) model the transfor-
mation that a specious adversary may need to do to recover a state that is close to
the honest state. See Figure 6.1 for a simple visualization of a specious adversary.
Additionally, observe that the above definition allows for various types of specious
adversaries: with € = 0, we get specious adversaries that can perfectly recover the
honest behaviour, while with € > 0 we get specious adversaries that are e-close to the
honest behaviour.

F3
ah Ay A )
A — —
Pin 4 Py B By (U@ Ir) - pin

Figure 6.1: A two-party protocol with a specious adversary o for a uni-
tary U. At the second and third step, . executes some dishonest behaviour.
After the third step, an audit is called which requires the adversary to apply
their recovery operation %3 to obtain the honest state.
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6.2.3 Privacy

We now review how privacy for the protocol I17 is defined. Consider a simulator which
only has access to an adversary’s input and the ideal functionality U. Informally, if
the simulator is able to construct the adversary’s state at any step of the protocol,
then we say that the protocol is private. This concept is formalized by considering
a sequence of quantum operations (.77, ..., .%,) where .%; constructs the adversary’s
view after step i. The simulator can use the adversary’s input or the ideal functionality
U (applied to the joint input state) to construct the adversary’s view, though, by the
no-cloning theorem, the simulator cannot use both (a call to the ideal functionality
results in the expenditure of the input state); to control whether or not .7 calls U, a
bit ¢; € {0, 1} is used (g; = 1 means that .7 calls U while ¢; = 0 means it does not).

Definition 6.2.4 (Simulator [DNS10)). Let 11§ = (&7, %, 0,n) be an n-step two-
party protocol for U € U(Ag @ By). Then,

o A(A)=((A,...,7),q) is a simulator for adversary < in 11§, if it consists
of:

1. A sequence of quantum operations (A,...,.%,) where for 1 < i < n,

I L(Ag) = L(A;).

2. A sequence of bits ¢ € {0,1}" determining if the simulator calls the ideal
functionality at step ©: q; = 1 if and only if the simulator calls the ideal
functionality.

o Similarly, (%) = ((S1,...,7),d) is a simulator for adversary B in 11§ if
it satisfies the same conditions above with ¢', By, B, and B; replacing q, Ao, A;,
and A; respectively.

For the next definition, we establish some additional notation. Given an input
state pi, € D(Ag ® By ® R), the simulated view of the adversaries o/ and &£ is,
respectively, defined as,

vi( | pin) = trg, ((7 © Le@er)) (U% @ 1R) - pin)) |
Vi(B, pm) = tr4, ((]lc(A()@R) ® %) ((Uqg ® 11R> 'pin>> :

Definition 6.2.5 (Privacy [DNS10]). Let 11§ = (&, %,0,n) be a two-party pro-
tocol for U € U(Ao @ By) and let 0 < 0 < 1. We say that IIf] is §-private

against c-specious </ if there exists a simulator .7 (/) such that for all input
states pi, € D(Ao ® By @ R) and for all 1 <i < n, it holds that

A (yi(gi, pin)s trs, (5i( pm))> <. (6.2.7)
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Similarly, we say that 117 is §-private against e-specious PB if there exists a simulator
S (AB) such that for all input states py, € D(Ag ® By @ R) and for all 1 <1i < n,

A <Vi(e%?, pin)s tra. (i (B, pm))> <. (6.2.8)

Protocol ﬂg is 0-private against e-specious adversaries if it is 0-private against both
o and B. For~ >0, if 11§ is 27 ™-private for a security parameter m € NT then
we say that 11§, is statistically private.

6.3 Characterizing 0-specious adversaries

While specious adversaries are, by definition, restricted in how malicious they can act,
there are still many different actions within this restricted space that are available
to a specious adversary. For instance, consider the class of 0-specious adversaries.
The most notable example in this class is the purified adversary o/ who purifies their
actions. More precisely, &/ is defined by a sequence of unitaries (4, ..., <7,), where
;: LA @ Ai_) — L(A; ® A;); the space Ay is of sufficiently large dimension,
initialized to the zero state, and the remaining spaces Aj, . .., A, are purifying spaces
which, if traced out, turns the overall state back into the honest state. That is,
Fi=trg, ()

We can obtain another example by considering an adversary who utilizes the de-
ferred measurement principle (see [NC10] for details): in certain protocols, it may be
possible for an adversary to defer a measurement, that was specified by the protocol,
to a later point in such a way that the situation is indistinguishable from the honest
case.

We can also consider the adversary that applies some unitary, not specified by the
protocol, to their register at some step 7. Then the honest state can be recovered by
simply applying the inverse of the unitary (if the application of the inverse is delayed to
a later step, the adversary must ensure that the inverse commutes with any behaviour
that occurred between). Immediately, we see that by taking various combinations of
different unitaries, we can define a vast number of 0-specious adversaries through this
behaviour.

Overall, we observe that with such a large set of specious actions, we can define
an even larger set of specious adversaries by considering various subsets of such ac-
tions. Following this observation, a natural question to ask is whether there exists
a canonical specious adversary. Our notion of canonical is relative to a finite set of
specious adversaries, in the sense that proving privacy against the canonical adver-
sary would automatically yield privacy against all specious adversaries within the set.
Notably, the requirement that the set be finite means that not all specious adversaries
are accounted for; we discuss this point further as a future direction in Section 6.6.
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Formally, we require that a simulator for a canonical specious adversary can be
transformed into a simulator for an arbitrary specious adversary within the set in
such a way that we get, at a minimum, the same level of privacy. In other words, the
transformation should not degrade the initial amount of privacy.

Definition 6.3.1 (Canonical specious adversary). Let 11§, = (&, %, 0,n) be a two-
party protocol for U € U(Ay ® By). Let o/ be a e-specious adversary such that
14 is &-private against & for some 0 < § < 1, meaning there exists a simulator

S(d) = (A, ..., ) which satisfies Definition 6.2.5. Let 8¢ be a finite set of ar-
bitrary e-specious adversaries. If, for each o € §°, 1 < i < n, and input state

~ ~

pin € D(Ay @ By @ R), there exists a map M, : L(A;) — L(A;) such that the state
M v, pin) = trs, ((M 0 % ® ﬂmn) (U% @ 1) - pm)> , (6.3.1)

satisfies

A (Mi - vi( pin) 115, (75 pin)) ) <0, (6:3.2)
then we say that o/ is a S°-canonical c-spectous adversary.

We now turn to the task of finding a canonical specious adversary. For simplicity,
we focus on the class of 0-specious adversaries, as they have the most restricted
behaviour out of all specious adversaries, thereby making it easier to characterize
them.

Intuitively, we expect that to satisfy the definition of canonical, an adversary
must be sufficiently “powerful.” By this logic, a natural candidate would be the
purified adversary /. While it is easy enough to see that the purified behaviour
of @/ could be mapped to many other specious adversaries, there is some specious
behaviour which draws the existence of this mapping into question, as illustrated by
the following toy example.

Example 6.3.2.

1. Bob chooses a bit 0 € {0,1} uniformly at random. If 0 =0, he randomly selects
a qubit from the set {|0),|1)} to send to Alice. Similarly, if 0 = 1, he uses the
set {|+),|—)}. Let x be the bit encoded in the selected qubit.

From Alice’s perspective, she holds the state

1 1
pa =5 10X0Ly+ 5 1K1,
or

pa= 3 LA+ 51K

These states are identical and so there is nothing a specious Alice can do to
determine the bit 8 at this step.
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2. Bob then sends 0 to Alice.
With 6 (say 6 = 0), Alice now knows that she has

)] 4

where x € {0,1}. At this point, there is nothing more a purified adversary
would do. But, with knowledge of 6, a different specious adversary </ could
clone their register without being detected,

CNOT(|z) 4 10) 5) = |2) 4 ) ;-

While the purified adversary ./ would not clone the state in Example 6.3.2, it is
clear that ./’s view could still be mapped to the view of the adversary o who does
clone. The difficulty lies in more complex protocols, where the ability to perform
some specious behaviour JZZ_,_k depends on previous specious behaviour o, such as
the cloning of a state. It is conceivable that a protocol could be designed such that if
o7; was not performed, then it is not possible to do it at a later time, thereby ruling
out the ability to perform <7 ;. As an example, consider the following extension of
Example 6.3.2.

Example 6.3.3.

1. Consider a modified version of Example 6.3.2 where Alice must return |z)z|
at the end. Bob executes this modified version k times until the the string
(x1,...,x%) represents a classical description of some unitary U which has
+1, —1 eigenvalues. Bob then prepares one of the two eigenvectors {|y°) , |1},
uniformly at random, and sends it to Alice.

Alice’s perspective of the state is
1 1
= 100X + 2 .

Observe that the purified adversary &7 can do nothing at this stage, since they
have not retained any of the z; values. On the other hand, the adversary .7,
who knows (z1, ..., x;) and hence U, can learn which eigenvector they hold and
produce a copy of it.

10) 4 1) = H0) g[¥) 4,
=+ il 4,
= CU(|+) 4, [¥).4),
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% 10) 11) 4 + % 1) U 4,

041w+ % 1) 4 (~1)° [) 4.

E{|+>A|¢O>A, if b =0,
Al ifb=1.

>

So, by measuring the A register in the Hadamard basis, </ can learn which eigenvec-
tor she was given without actually disturbing the state. Supposing she has the +1
eigenvector (b = 0), her post-measurement state is |+) z [¢°) ,. Knowing this, she can
essentially clone her A register by preparing a second copy of it:

() [0 4@ )4

Example 6.3.3 seems to indicate that the purified adversary’s view cannot be
mapped to the view of «7. The purified adversary returned the states |z;)(z;| without
cloning them, thereby forfeiting their ability to learn which eigenvector they received;
thus, their view cannot be mapped to the view of the adversary o who does know
which eigenvector was sent.

There is, however, a slight ambiguity in this argument. Since . purifies their
actions, we might ask: what is the purification of sending a qubit from specious Alice
to honest Bob? In the context of our toy examples, can we view the communication
of a classical state in such a way that the purifying register contains information on
the classical state being sent? If so, we could possibly argue that 7 has inadvertently
cloned the classical state through the act of purifying the communication channel.

On the other hand, this ambiguity is quickly resolved if we recall that commu-
nication between the two parties is modelled by a communication oracle & (recall
Definition 6.2.1). The purified adversary has no control over this oracle and hence
cannot purify it. With this perspective, the above toy examples indeed rule out the
purified adversary as a canonical specious adversary.

As a result of this ambiguity, we will consider a different 0-specious adversary
as our candidate for being canonical. Before defining this specious adversary (in
Section 6.4), we start by generally characterizing the behaviour of 0-specious adver-
saries. To do this, we recall the Rushing Lemma from [DNSI10]. Informally, the
Rushing Lemma states that for a correct protocol and a e-specious adversary o, the
overall state at the end of the protocol [« ) HB](pim) is a tensor product of the ideal
output (U®1R) - pi, with some state in the adversary’s dishonest register. Intuitively,
correctness of the protocol constrains the adversary by requiring them to produce the
ideal output at the end of the protocol, and thus o must “rush” to break privacy
before the final step.
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We develop a variation of the Rushing Lemma for the class of 0-specious adver-
saries. Notably, this variation (Lemma 6.3.4) is restricted to protocols that only use
isometries; we denote such protocols by ﬁg . The result we obtain is that at each step
of such a protocol, a 0-specious adversary’s dishonest state is in a tensor product with
the honest joint state (up to some isometry).

While the proof of this variation largely uses the same techniques as the Rushing
Lemma, there are some steps that require careful attention. Most notably, the orig-
inal proof uses the following crucial fact: for a pure input state p;,, the ideal state
(U® 1) - pi is also pure, and so this state in an enlarged system takes a tensor
product form (recall Proposition 3.2.4). For an arbitrary two-party protocol I1 that
starts with a pure input state py,, it is not true in general that the state remains pure
throughout the protocol, meaning the state p;(pin) does not necessarily take a tensor
product form in an enlarged system. The only way to guarantee that p;(pi,) remains
pure throughout the protocol is to require that the protocol only uses isometries in
its honest execution, hence the restriction to protocols of the type 1.

While Lemma 6.3.4 is stated for specious <7, the statement for specious Z is
symmetrical, as is the proof.

Lemma 6.3.4. Let 11 be a correct two-party protocol for U € U(Ay® By). Consider
any 0-specious adversary /. Then at each step i of the protocol, there exists an
isometry T; - A; — A; ®flf and a mized state 7; € D(/Ij) such that for all joint input
states piy, € D(Ao ® By ® R),

Thus, for every 1 <i < n, the map F; : L(A;) — L(A;) is of the form
Fi (ﬁi(ﬂj; Pm)) = tr ;. (7, ® Lg,or) - il pin))- (6.3.4)

Proof:  To start, consider any pair of pure input states |1;) and [¢) in Ag@ByQ@R.
Let R' := R® Ry where Ry = span{|1),|2)} represents a single qubit, and define the
state

) = —= (1) [1) + [#2)[2)) € Ay @ By @ R'. (6.3.5)

Observe that trg, (|)¢]) = W1><w1| + 5 L W2 ).

By the 0-speciousness of &f there exists a quantum operation .%; : £(A;) — L(A;)
such that

o Sl

A((Fi @ gam) - (7l [0X0D). pil0)W1)) = 0. (6.3.6)

Now consider any isometry T; : fl, - A ® ./Z(;k such that

Fi(o) = tr (T; - o), (6.3.7)
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for every o € L(A;). With this in mind, we compute the following trace distance:

A((T® Taer) - (7l [0)W1). 5 @ pil[0)NWD))

< J 1= F((1® Laer) - G, X)) 5 9 i) (6338)
= /1= F((%9 Loer) - Gt o)D) o)) (6.3.9)
—0. (6.3.10)

Equation (6.3.8) follows from an application of the Fuchs-van de Graaf inequality
(Theorem 3.3.23). Equation (6.3.9) follows from an application of Uhlmann’s theorem
(Theorem 3.3.19) and the fact that p;(|¢))v)]) is pure for all 1 < i < n (because we
consider protocols of the type I1§) and hence there must exist a state 4; € D(A?*).

By Theorem 3.3.16, if we apply the projector P, = 1 4,080r ® |1)1| to both
states in the above trace distance expression, we still get equality with zero. Put
another way, we project both states onto |1) on Ry which has the effect of turning
[)¥| into 3 |1 )}(¢|. Factoring out the 3, we get

AT o) - (i, Woun), 3o @ pllin)in))) =0, (6:3.11)
Similarly, we can project onto |2) on Ry to get
A(T; @ Lser) - (5:( [U2)(t2l)), 5 @ pi([ta)laia])) = 0. (6.3.12)

We have now shown that the lemma is true for the states |¢1) ,|¢) € Ay ® By @ R.
To show that the lemma holds for all input states, we must prove that the state 7;
does not depend on [¢1) and |¢5). To do this, we can repeat the above argument
with |¢1) and |¢)3), for any [¢3), to yield a 7] with

A((T® Lor) - (7, Woa X)), 5 @ pil[awal) ) = 0. (6.3.13)

Using the triangle inequality with equation (6.3.11) and equation (6.3.13), we get
A(7;,71) = 0. Thus, for any state |¢) € Ay @ By ® R, we have

AT @ 1g,er) - (5, |0)H))), % © pi(|o) @) = 0. (6.3.14)
|

Lemma 6.3.4 characterizes the behaviour of 0-specious adversaries in the sense
that at any given step, the state p;(<7, py,) is isometric to 4; ® p;(pm) for some 7;.
Observe that this result captures the notion of a specious adversary which “copies.”
Indeed, if we recall Example 6.3.2, the cloned state is in tensor product with the
honest state. The isometry 7; in this case would simply be the identity map.
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6.4 The greedy 0O-specious adversary

In the previous section, we found that for the class of protocols 1:[5, a O-specious
adversary o is restricted in the sense that despite their dishonest behaviour, the
overall state at some step i is always isometric to 4; ® p;(pwm) for some 4;. In this
section, we use this result to define a particular 0-specious adversary, which we call
the greedy adversary </, and prove that it is canonical.

We start with a toy example to motivate the behaviour of the greedy adversary.
We then justify, in Lemma 6.4.3, how this behaviour can be generalized. Using this
result, we formally define the greedy adversary in Definition 6.4.6.

Example 6.4.1.

(i) Bob A chooses two strings x,y € {0,1}" uniformly at random. He prepares
one of them in the computational basis |x) and the other in the Hadamard basis

H"|y). Bob then sends |z) followed by H™|y) to Alice <f .

Consider the protocol with three different 0-specious adversaries o , ,Q;l, and
y. The protocol description does not say that Alice should copy these states,
thus doing so is specious behaviour. @4 clones |z) only, and % clones H™ |y)
only. Clearly, since o/ knows the encoding basis of both strings, there is nothing
stopping them from cloning both |z) and |y); put another way, o performs the
specious behaviour of 0251 and ;zfg

Intuitively, a generalization of the specious behaviour of the above example is that
«/ uses unbounded computational power and quantum memory to perform every
0-specious action available to them at each step. This generalization will form the
definition of the greedy adversary. We expect that by performing every such action,
we should be able to view an arbitrary O-specious adversary’s view as a subregister
which can be obtained by tracing out everything else.

We now introduce some formalism to justify the generalization of this behaviour.
To start, let o be a specious adversary such that the isometry in Lemma 6.3.4 is
always the identity. Thus, Lemma 6.3.4 reduces to

pi( , pn) = i ® i pin)- (6.4.1)

The implies that at each step, o is performing some combination of honest behaviour
prescribed by the protocol and dishonest behaviour (which results in the state 4;).
This reveals a small ambiguity: does 7 perform its dishonest behaviour before or
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after its honest behaviour? Consider the case where the action of &7 at some step of
a protocol is of the form

o L(Ai ) — L(A),
Pi—1(pin) = i @ pi(pim),
where the application of the honest map %; is implicit. Formally, the ambiguity is
whether the dishonest behaviour, which produces 4;, depends on p;(pin) or pi—1(pim)-

If we let Z; be the map which produces 4; from p;(pin), then with 1 < i < n our
possibilities are,

ﬂf; = Z; 0% : pic1(pin) = pi(pin) = 5 @ pi(Pin), (6.4.2)
or R
oy = 9,0 21 pic1(pimn) = Yie1 @ pic1(Pin) = Yie1 @ pi(pin)- (6.4.3)

Note that both of the above scenarios differ at only two points. Equation (6.4.2) allows
o to potentially clone something at the final step, i = n, while equation (6.4.3) does
not; on the other hand, equation (6.4.3) allows potential cloning of something at the
beginning of the protocol while equation (6.4.2) does not. Without loss of generality,
we adopt the convention of equation (6.4.2) in combination with the additional map

Zo: L(A)) = L(A: @ Ay), (6.4.4)
Pin fAVO @ Pin -

In general, the dishonest behaviour at any given step could additionally depend
on previous dishonest behaviour. To capture this, we can extend our convention in
the following way:

Zi1: pie1(pin) = Vi1 @ pic1(pin),
(1A§®3§®R ® @) (e @ B @ 1R) : Yie1 @ pic1(pim) = Fie1 @ pi(pin), (6.4.5)
Zi  Hie1 @ pilpim) = 5 @ pi pin)-

This covers the situation where the adversary’s action

Zi LA @A) = LA @ Ay, (6.4.6)
Yie1 @ pi(pin) = Vi @ pilPin),

may also utilize both p;(pm) and %;_1 in some way. At any step 1 < i < n, let C;
denote the set of all quantum channels Z; that take the form of equation (6.4.6) and
are executed by an adversary in the finite set S°. Observe that since S is finite, the
sets C; are also finite.
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Now that we have clarified how an adversary o (whose isometry in Lemma 6.3.4
is always the identity) behaves, we can formalize the intuition introduced in Exam-
ple 6.4.1: at a given step i, such an adversary can execute all specious actions in
the set ;. The main point to prove is that, for such an adversary, there are no
“forks in the road” in the sense that there is not some 0-specious behaviour which, if
performed, eliminates the possibility of performing some other O-specious behaviour.

Remark 6.4.2. Notably, there exists specious behaviour that does not respect the
tensor product structure in equation (6.4.1), and hence is not contained in C;. How-
ever, we will see in Section 6.5 that defining the greedy adversary as executing every-
thing in the sets C; is sufficient for proving that they are canonical.

Lemma 6.4.3. Let 11 be a two-party protocol for U € U(Ay ® By). Let o denote
a 0-specious adversary whose isometry in Lemma 6.53.4 is always the identity. If, at
some step i of the protocol, there exist two dishonest actions Z;1,2;2 € C; available

to such an adversary, then o can perform both actions.

Proof: Consider some step j < i — 1 < ¢ where o performed their first specious
action
2, 10Y0] @ p3 (i) — 35 @ pi(pin)- (6.4.7)

The adversary &/ can introduce another ancillary state |0X0| to repeat this specious
behaviour,

1®2Z;:9 @ (J0X0| ® pj(pin) = 95 @Y @ pj(pin)- (6.4.8)

Now suppose that o progresses in the protocol while evolving both copies of #;
in an identical manner. Consider a later step, ¢, of the protocol where </ has applied
the honest map o7, but has not yet applied one of the two dishonest maps Z; ; or Z; s.
Then the overall state of the protocol at this point is 4;—1 ® Yi—1 ® pi(pim). The map
Z;1 may depend on 4;_1, and likewise for Z;,. Since </ has two copies of 4;_1, we
observe that both maps can be applied. Indeed,

Zi1 @1 (Fi1 @ pilpin)) @ Yie1 = (Fi1 @ pilpin)) @ Fi-1, (6.4.9)

followed by
Zio®1: (%21 ® pi(pin) @ Fi1 = (Fi2 @ pi(pin)) @ Fits (6.4.10)
which proves that o can perform both specious actions. |

To guarantee that our greedy adversary o can execute, at each step 7, ev-
ery action in the set C;, we can generalize the technique employed in the proof of
Lemma 6.4.3, where the action Z; was repeated twice to ensure that both Z;; and
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Figure 6.2: A tree graph where each level of the graph corresponds to a
set of 0-specious actions C;. The directed edges from Z;; to Z;111, Zit12
indicate that these latter actions are dependent on Z; ;.

Z; 5 could be executed later in the protocol. To explain this generalization, we rep-
resent the sets of specious behaviour {C;}; as a tree graph. Level j of the graph
corresponds to the set C;, and each vertex in this level corresponds to a specious
action Z; € C;. If a specious action at a later step Z;,7 > j depends upon Z;, then
there is a directed path from Z; to Z;. See Figure 6.2 for a simple example of such a
tree. Once we have constructed this tree graph, we can use Algorithm 6.4.4 below to
determine how many times some specious action should be repeated. The application
of this algorithm to the tree graph in Figure 6.2 is visualized in Figure 6.3.

Algorithm 6.4.4.

1. Construct a tree graph from the sets of 0-specious actions C;,0 < i < n.

2. Starting at the root vertex of the tree, count the number of leaves that are
connected to the root vertex by a path. If there are k leaves, then execute the
specious behaviour associated to the root vertex k-times. Each leaf can now be
associated to its own copy of the root vertex.

3. For a fixed path from a copy of the root vertex to a leaf, progressing the pro-
tocol corresponds to moving down the path towards the leaf. At each vertex
encountered along the way, execute the associated specious behaviour at the
appropriate step. Do this simultaneously for all other paths.
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C, Z, Z, Z, Z,
l l l
l | l
C; Zin Zin Zio Zio
Ciiq Zi-‘i-l,l Zit12 Zi—iy—l,B Zi;1,4

Figure 6.3: The effect of applying Algorithm 6.4.4 to the tree graph in
Figure 6.2. Since there were four leaves {2,111, Zit1.2, Zit13, Zit14}, the
specious action Z; was repeated four times at step j. The result is four
registers, where each register corresponds to one of the above paths and
evolves accordingly.

Recall that the sets C; are finite and that we consider the information-theoretic
setting, where we place no restriction on the quantum memory or computational
power of a specious adversary, and so we are not concerned with the ability of the
greedy adversary to execute Algorithm 6.4.4. The case where the sets C; are infinite
is discussed further as a future direction in Section 6.6.

With Lemma 6.4.3 and Algorithm 6.4.4, we have the following corollary.

Corollary 6.4.5. Let I15 be a two-party protocol for U € U(Ay ® By). A 0-specious
adversary, whose isometry in Lemma 6.3.4 is always the identity, can execute every
action in the set C;, for 0 < i < n by following Algorithm 6.4.4.

Definition 6.4.6 (The greedy 0-specious adversary). Let ﬁ{;’ be a two-party protocol
for U € U(Ag @ By). The greedy 0-specious adversary </ is defined by the following
characteristics:

(i) The isometry in Lemma 6.5.4 is always the identity.

(i1) o ezecutes all 0-specious behaviour in C;, for 0 < i < n, by following Algo-
rithm 6.4.4.

Remark 6.4.7. Instead of Algorithm 6.4.4, we could consider a different algorithm
which does not immediately repeat the root vertex of the tree graph as many times as
there are leaves. Instead, the algorithm could be such that each action is repeated as
needed, meaning that as the protocol progresses (descending down the tree), each ver-
tex/action is repeated only as many times as there are directed edges leaving it. Since
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this achieves the same result as Algorithm 6.4.4, we only consider Algorithm 6.4.4
since it is conceptually simpler.

6.5 The greedy adversary is canonical

The goal of this section is to prove that the greedy adversary o/ is canonical in the
sense of Definition 6.3.1. Informally, this means that we can map the simulated view
of &/ to the simulated view of an arbitrary O-specious adversary &« € S°. Since
privacy is defined in terms of simulators, the ability to construct such a mapping
then allows us to obtain privacy against o by proving privacy against o

Recall that the intuition which led to the greedy adversary was that if <7 does all
specious behaviour, then 27’s dishonest register can be viewed as a subregister of PA
dishonest register. Then mapping the view of o to o roughly corresponds to tracing
out the “complement.” It is not immediately obvious that this is always possible, since
</ does not really perform all specious behaviour, only everything contained in the
sets C;. However, we show that even if o executes specious behaviour not contained
in C;, the resulting register can still be viewed as subregister of s view under the
isometry from Lemma 6.3.4.

We start in Section 6.5.1 by considering perfect simulators (6 = 0) and then, in
Section 6.5.2, we consider the case of imperfect simulators (§ > 0).

6.5.1 A perfect simulator

Recall the notation
vl pn) 1= g, ( (7@ Team ) - (U% @ 1) - pia) ). (6.5.1)

where . is the simulator for /. Now suppose we have a perfect simulator for an
arbitrary 0-specious .2, meaning the protocol is O-private (6 = 0). By Definition 6.2.5,
this means that for all 1 <7 <n, we have,

A (Vi(;zi, pin), tr5. (7, pm))) —0. (6.5.2)

Our task is to use a perfect simulator . for some other 0-specious adversary o

~ ~

and construct a map M, : L(A;) — L(A;) such that
A (Mz : Vi(bQ{: pin)7 trBi(ﬁi(VQ{: pm))) = 0 (653>

In other words, the § = 0 condition means that we must construct trg, (5;(.7, pi))
from v; (e, pin).



6. FINDING A CANONICAL SPECIOUS ADVERSARY 137

We start by recalling the effect of the isometry T, : A, — A; ® ./Zl;f from
Lemma 6.3.4.

(T @ 1) - s, (57 ) = s, ((F: @ L) - (31l i), (6.5.4)
= trp, (% @ pi(pim)), (6.5.5)
=i @ trp,(pi(pin))- (6.5.6)

In the special case of a 0-specious adversary </ whose isometry T; is the identity, we
have

5, (91 (7, pin)) = % @ tr, (pi(pin)) (6.5.7)

and hence, by the 6 = 0 condition, Vi(yf, Pin) = i @ trg, (pi(pin))-
From these observations, we claim that we can construct the quantum channel
M, L(A;) = L(A;) from a quantum channel of the form

Ni > Yis

and the quantum channel 7;! that reverses the isometry T (recall equation (3.3.29)).
Indeed, given these quantum channels, and starting from &’s simulated state
Vi, pin) = Y @ trg,(pi(pin)), we could perform the following sequence of operations:

Vi@ Lar 5 ® trg(pi(pin)) —% ® trs,(pi(pin), (6.5.8)
T @ lar 5 @ trg (pipm) = trs, (5, pin))- (6.5.9)

See Figure 6.4 for a visualization of this construction.

~ ~

7 A,
Vi(”QfA> pin) = "A)/Z X trBi (pl(pln)) trBi (ﬁx*ﬁj; pin))
T
Vi

¥i @ trg, (pi(pin))

Figure 6.4: The map M; = ( ~Z._ o V; ® 14,r), which turns a simulator for
o into a simulator for o, applied to the 6 = 0 setting. We think of V;
as operating “under” the isometries T, and T, where, by choice of 42% the
isometry T; is the identity.
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Thus, we have shown that the composition Ti_l o V; with the simulator 5’2 is a
construction of a perfect simulator for /. The last thing we need to address is the
construction of the map V;, which is handled in the proof of Lemma 6.5.1 by taking
</ to be the greedy adversary.

Lemma 6.5.1. Let [15 be a two-party protocol for U € U(Ay® By). Let S° be a finite
set of arbitrary 0-specious adversaries, and let o/ be the greedy adversary for the set
S°. Then a perfect simulator for o € SO can be constructed from a perfect simulator

for of .

Proof:  Recall that to construct the simulator %, it suffices to construct a mapping
Vi 1 Y — i, where §; € fij and 7; € /l;" Also recall that C; = {Z;} denotes the
set of all specious behaviour available to an adversary, at step i, whose isometry in
Lemma 6.3.4 is the identity; that is, Z; € C; is a dishonest action that results in the
following tensor product, R

pi(A ; pin) = % @ pi(Pin)- (6.5.10)

By Corollary 6.4.5, the greedy adversary performs every action in the sets {C;};
via Algorithm 6.4.4. As part of this algorithm, an action Z; € C; may be repeated
m times, resulting in m dishonest registers in tensor product with p;(pi,). Thus, we
rewrite J; as ¥ = ¥i1 ® Vi2 @+ - @ Vi m.

Now suppose that at this step i, and all previous steps, the specious behaviour
performed by &7 forms a subset of Cy, ..., C; (so o/ only performed specious actions
that respected equation (6.5.10)). Then, without loss of generality, we can write
/’s dishonest state as Vi =%1Q - @ik € flj for some 1 < k < m. Then let
iil = Yikt1 Q- @ Yim € .[l;u Thus,

5 =% @77, (6.5.11)
and so s dishonest state is a subregister of s dishonest state. As a consequence,

we can define our map as tracing out ;-, that is, V; = tr g.. (-).

The other case to consider is when &7’s specious behaviour cannot be described
as a subset of ;. More precisely, there exists a quantum channel .7 that is not
exactly equal to a pair (4, Z;) where Z; € C;. For this case, we must determine
if the state 7;, produced under application of the isometry T;, could also have been
produced by o If so, then equation (6.5.11) would still be satisfied and we could
still define our mapping as V; = tr s 1(+). To answer this, consider the composition

T;o.d 0T},
77;111 @ 1p,_0r Vi1 @ pi1(pim) = ﬁi—l(ﬂi, Pin);
(Tasser © 0;) (JZZ Q B @ 172) pic1 (A pin) & Bi( A, pin),
T ® Ig,er : ﬁz‘(«Qg, Pin) F Vi @ pi(Pin)-



6. FINDING A CANONICAL SPECIOUS ADVERSARY 139

Thus, the composition TZ o ,QZ o Tl__ll corresponds to a pair (<7, Z;) for some Z; € C;
(see equation (6.4.5) for comparison). Then, by definition of the greedy adversary,
this Z; would have been executed, and so #; still satisfies equation (6.5.11). Thus,
our mapping V; is still defined as V; = tr A;d_('). With V; defined, we can apply the

channel Ti_l oV; ® 1 to the simulated state 1/1(42/ , Pin) tO get a state that perfectly
simulates the view of 7. |

6.5.2 An imperfect simulator

In this section, we consider the case where the simulator is not perfect (i.e., we suppose
that the protocol is d-private against an arbitrary O-specious adversary &/ € S°, for
some fixed § > 0). This means that for all 1 <17 < n, we have,

A (ui(gf, pin), ts, (5i(F pin))> < 4. (6.5.12)

Similar to the 6 = 0 case in Section 6.5.1, our task is to use a simulator 5’2, for
some 0-specious adversary .7, and then construct a map M; such that

A (MZ- i, pin), b, (5 pm))) <. (6.5.13)

We claim that the approach taken in Section 6.5.1 also works in this case. We know
that for the special case of a 0-specious adversary o/ whose isometry T; is the iden-
tity, we have trg, (5(7, pm)) = % @ tra. (pi(pw)). Thus, by equation (6.5.8) and
equation (6.5.9),

(T, o Vi @ Lar) - (trg, (pil o , pin))) = trs, (i, pin)). (6.5.14)

Then,
6= A (i, i), s, (pi(F  pi)) (6.5.15)
> A ((lfz‘_l oV; ® ]1«4173> ’ Vi("Qja pin)’trBi (151<'d~7 pin))) ’ (6516>

where in the second line we used equation (6.5.14) and the fact that the trace distance
contracts under quantum operations. Thus, M; = (Ti_l oV; ®14,r). See Figure 6.5
for a visualization of this technique.

Notably, the construction of the quantum channel V;, given in the proof of
Lemma 6.5.1, relied on taking </ to be the greedy adversary but it did not depend
on the choice of ¢, and thus the same construction can be used in this case. With
this in mind, we have the following lemma.
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VZ‘(’!MA7 pm)

¥i @ trg, (pi(pin))

Vi - vi(A , pin)

¥i @ trp, (pi(pin))

Figure 6.5: The map M; = (T, o V; ® 1 4,z) applied to the § > 0 setting.
Here, we start with a state ui(sz/, Pin) that is 0-close to the real view of 42/;
this is visualized as the state being contained within the ball, of radius 9,
that is centered on the real state §; ® trg, (pi(pm))-

Lemma 6.5.2. Let [14 be a two-party protocol for U € U(Ay®By). Let S be a finite
set of arbitrary 0-specious adversaries, and let </ be the greedy adversary for the set
S°. Then for a fized § > 0, an imperfect simulator for o/ € 8° can be constructed
from an imperfect simulator for o .

Combining Lemma 6.5.1 and Lemma 6.5.2, we get our main result.

Theorem 6.5.3. Let I1§ be a two-party protocol for U € U(Ay®1By). Then the greedy
adversary is a S°-canonical 0-specious adversary.

6.6 Summary and future directions

In this chapter, we have examined the class of adversaries known as specious and the
notion of a canonical specious adversary. Specious adversaries are weak in the sense
that they must always appear honest; if an audit is called at any step of a two-party
protocol, they must ensure that their state, when combined with the honest party’s
state, is close to the joint state where both parties are honest. We defined a specious
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adversary as canonical if a proof of security against them implies security against a
finite set of arbitrary specious adversaries.

Practically, specious adversaries are useful for testing the security of some can-
didate two-party protocol; if a protocol is insecure against specious adversaries, then
it does not satisfy the minimum level of reasonable security. Additionally, secu-
rity against specious adversaries may imply security against stronger adversaries, as
suggested in [DNS12]. The notion of a canonical specious adversary then promises
to simplify this latter technique, as checking security against specious adversaries
amounts to checking security against a single specious adversary.

We have shown that the well-known purified adversary does not obviously satisfy
our definition of canonical. As a result, we have formally defined a specious adversary,
called the greedy adversary, which can use unbounded computational power and
memory to perform all dishonest actions of the adversaries it is trying to simulate.
We then proved that, within a restricted setting, the greedy adversary is indeed
canonical.

Although the greedy adversary proves the existence of a canonical specious adver-
sary, it does not clearly satisfy our initial aim of using a canonical specious adversary
to simplify the security analysis of protocols. The way we have defined the greedy
adversary (as executing “all” dishonest actions) makes it cumbersome to work with,
and proving security against it is not obviously simpler than proving security against
an arbitrary specious adversary.

Following our results, there are numerous future directions that one could take.

Can we define a specious adversary that is canonical for an entire class of
specious adversaries? Recall that our notion of canonical is defined relative to a
finite set of specious adversaries (see Definition 6.3.1). The reason we restrict to a
finite set is to ensure that our greedy adversary can actually execute “all” specious
behaviour; without this restriction, the set of dishonest actions C; available to the
greedy adversary becomes infinite. At this point, we would need more sophisticated
techniques to handle these infinite sets, or it may be possible to prove that a specious
adversary cannot satisfy our definition of canonical for an entire class of specious
adversaries. Alternatively, it may be possible to show that simulating a finite set of
specious adversaries is actually sufficient, under some form of approximation; that
is, by simulating a finite set, we can approximately simulate any specious adversary
within the class. To enable this approach, it may be necessary to slightly relax our
requirement that, to be canonical, the level of privacy cannot degrade.

In comparison to the greedy adversary, can we define a canonical 0-specious
adversary that is easier to work with? Ideally, a canonical specious adversary
could be defined according to something like an information measure in the follow-
ing sense: at each step, the dishonest behaviour of the canonical specious adversary
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is characterized by maximizing some information measure. Then, proving security
against this adversary amounts to just working with this measure, which would be
simpler than proving security against the greedy adversary.

To prove that such an adversary is canonical, the approach is roughly as follows:
if & maximizes the quantity, while o does not, then there exists a quantum channel
from «/’s simulated view to a simulated view of &/ , such that the level of privacy is
preserved. The difficulty, here, is this latter point: if, under the quantum channel, an
“extra epsilon” is introduced, then we will not preserve the level of privacy, and thus
will not satisfy our definition of canonical.

In a less restricted setting, how can we prove that a specious adversary
is canonical? We have focused on 0-specious adversaries and protocols that only
use isometries. These restrictions enabled Lemma 6.3.4, which was crucially used in
proving that the greedy adversary was canonical.

If we generalize to two-party protocols where the honest parties may apply quan-
tum channels, or to e-specious adversaries where € > 0, then it is unlikely that the
lemma will hold exactly. As a consequence, our technique for proving that a specious
adversary is canonical is also unlikely to hold in the general setting, and thus a dif-
ferent approach would be needed.

Furthermore, the class of specious adversaries with € > 0 are able to do far more
than the ¢ = 0 class. Notably, € > 0 means that they do not need to perfectly
reconstruct the honest state at each step, so their dishonest behaviour could even
include measurements that only slightly perturb the state (see [Will3] for the notion
of gentle measurements). Thus, a canonical specious adversary for this setting would
need to be defined in such a way that it captures this larger set of dishonest behaviour.



Chapter 7

Conclusion

We have identified three practical problems in quantum cryptography and, for each
problem, we have presented a possible solution. By using a post-quantum com-
putational assumption, we have obtained a device-independent protocol for oblivious
transfer that relaxes the non-communication assumption for the device’s components.
We have generalized the [AC12]| public-key quantum money scheme so that the ver-
ification algorithm inherently tolerates noise. Lastly, with the aim of simplifying
security proofs against specious adversaries, we have defined the notion of a canoni-
cal specious adversary and identified an adversary that satisfies our definition, within
a restricted setting.

While each of these problems have a practical flavour, they are noticeably dis-
tinct. The point of this observation is to highlight the great variation in the practical
problems facing quantum cryptography. Furthermore, it emphasizes that to solve
such problems, a wide breadth of techniques are needed.

There are, of course, many other practical problems that remain to be solved,
but even those discussed in this thesis can be further improved upon. To this latter
point, we conclude by recalling several questions that were raised throughout the
thesis and may serve as directions for future research. For additional open questions,
and detailed discussions on the questions listed here, see the end of the appropriate
chapter (Section 4.7, Section 5.7, and Section 6.6).

Can we prove security of our device-independent oblivious transfer proto-
col in a more general setting? When we proved the security of our scheme, we
made the IID assumption: that the device behaves independently and identically in
each round. This assumption significantly simplifies the analysis, though at the cost
of weakening the meaning of device-independence; for true device-independence, we
must prove security in the non-1ID setting.

143
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We presented two approaches to verifying a quantum money state: the
subset approach and the subspace approach. Is one preferable over the
other? Both approaches (see Section 5.5) achieve the same completeness and sound-
ness error, but is one easier to realize in the plain model? Towards answering this
question, we note that in [Zhal9], Zhandry instantiated the oracle scheme of [AC12].
The technique used seems to naturally apply to our subspace approach, thus implying
that it can also be realized in the plain model. Is it any more difficult to use this
technique to instantiate the oracle in our subset approach?

How does adding a layer of error correction compare to our approach
for designing a noise-tolerant money scheme? In Section 5.3.2, we briefly
discussed how one could take a different approach to noise-tolerance by applying a
layer of error correction on top of the [ACI12] oracle scheme. Given a realization of
this approach, it would be interesting to make a formal comparison with our scheme.

Is it possible to obtain noise-tolerance for other public-key quantum money
schemes? In Section 5.1.3, we mentioned some of the other public-key quantum
money schemes that rely on hardness assumptions instead of oracles. Is it possible to
make any of these schemes noise-tolerant?

In comparison to the greedy adversary, can we define a canonical 0-specious
adversary that is easier to work with? Ideally, a canonical specious adversary
could be defined according to something like an information measure in the follow-
ing sense: at each step, the dishonest behaviour of the canonical specious adversary
is characterized by maximizing some information measure. Then, proving security
against this adversary amounts to just working with this measure, which would be
simpler than proving security against the greedy adversary.

What can we say about a canonical specious adversary in a more general
setting? In Chapter 6, we focused on finite sets of 0-specious adversaries and pro-
tocols that only use isometries. These restrictions were crucial to proving that the
greedy adversary is canonical. Naturally, we can ask what happens if we relax these
restrictions. To consider the entire class of specious adversaries, rather than a finite
set, there will be infinitely many specious adversaries to account for. If we generalize
to two-party protocols where the honest parties may apply quantum channels, or to
e-specious adversaries where ¢ > 0 (and, as a consequence, have access to a larger
set of dishonest actions), then it is unlikely that our proof techniques will continue
to hold.
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