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Abstract

Radio frequency identification (RFID) is a rapidly emerging technology that enables au-
tomatic remote identification of objects. Passive and semi-passive RFID systems can be
distinguished from other forms of wireless systems, because the RFID tags (transponders)
communicate by way of backscatter. In addition, passive tags derive their energy from
the RF energy emitted by the reader. RFID technology can provide a fully automated
data capture and analysis system.

Compared to a passive RFID system, an open platform semi-passive UHF RFID
tag can provide identification, security, low-power (compared to a wireless sensor net-
work(WSN)), medium range and medium processing speed. However, the field of semi-
passive RFID is still under development, and has yet there are no open development
platforms available.

This thesis develops a prototype of a semi-passive UHF RFID tag that is compatible
with the leading UHF RFID standard EPCglobal Gen 2 Class 1. I alsot has the flexible
I?C and analog digital converter(ADC) interface, which allows the additional of external
analog and digital sensors. The sensor data can be read by microcontroller and stored at
memory. Standard reader can get sensor data by sending QUERY and READ command
to tag.

Test results of our open platform semi-passive UHF RFID tag demonstrated that it
can achieve a read rate above 50% when an open platform semi-passive UHF RFID tag
is placed four meters from the reader antenna and the reader output power is set to 21
dBm. In addition, the proposed semi-passive open platform RFID tag consumes very

little power (4.9 mA in 2V with system frequency set to SMHz).
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Chapter 1
Introduction

Radio frequency identification (RFID) technology is automatic, wireless data capturing
functionality that uses radio frequency waves to transfer data between a reader (inter-
rogator) and a tag (transponder). The tag is normally attached to an item in order to
identify, categorize and track it. RFID systems have attracted a lot of attention due to
their potential ability to identify an object without contact or line of sight. RFID sys-
tems operate at several frequency bands from 125 KHz to 5.6 GHz. The RFID systems
that operate at 125/134 KHz are classified as low frequency (LF), 13.56MHz as high
frequency (HF), 303 MHz to 2.4GHz as ultra high frequency (UHF), and 2.4GHz and
above as super high frequency (SHF)[1]. The reason for several frequency bands for the
RFID system is that one band cannot provide everthing required in terms of read range,
environmental factors, data rate, etc. Each frequency provides unique performance char-
acteristics for various usage scenarios. Table 1.1 summarizes the frequency bands and

corresponding applications.

Table 1.1: RFID frequency and applications|[1]

Classification Frequency Band Applications

LF 125/134 KHz Access Control, Animal-ID
HF 13.56 MHz Access Control
UHF 303/433MHz Transport
866~928 MHz Transport, Inventory, Supply chain management
SHF 2.45 GHz Transport
5.6GHz Under development




Typically, RFID systems consist of a reader, tags and antennas, which together al-
low information and commands to be exchanged using wireless transmission. Figure 1.1
shows a typical RFID system. All tags contain a unique ID that is read by the reader. In
general, engineers describe the communication channel from reader to tag as the forward
link and the communication channel from tag to reader as the reverse link [5]. RFID
systems can be described as special types of sensors that can detect an item’s name.
The tag can be classified as one of three types: passive, semi-passive, or active. The
passive tag is battery-less and extracts power from the RF signal transmitted by the
reader. The semi-passive tag incorporates a battery-assisted-circuit (BAC) to power the
tag IC, however, the battery is not used to broadcast or amplify a signal to the reader[6].
Communication from passive or semi-passive UHF tags to the readers is performed us-
ing backscatter modulation [7]. Active tags are full-fledged radios, integrating an RF
transmitter, battery, receiver and control circuitry [5]. They do not use backscatter

modulation, but generate their own signal and transmit it to the reader autonomously.

Tx/Rx

Reader

Application
Read ID:0011 \ Ty .
‘ v g 1D:0011
[ || L

Figure 1.1: A typical RFID system

Continuous wireless sensor systems are of important for safety in many fields and
wireless sensors technologies have been widely adapted for use in numerous practical
applications. The current capabilities of continuous sensing, detecting, identification,
localization and ease of deployment are a considerable improvement over traditional wired
sensor technology. UHF semi-passive RFID is one of these wireless sensor technologies. A

semi-passive UHF RFID sensor platform can provide middle operating range compared to



a passive RFID system, and low-power compared to a wireless sensor network. Today’s
RFID passive systems have relatively low reading accuracy, due to a combination of
factors including low power of operation, distance between reader and tags, number
of tags, distance between tags, and material [8]. This presents a major obstacle for a
wider adoption of RFID systems. If we also consider that RFID technology is frequently
employed in security and privacy-sensitive areas, with important problems still awaiting
resolution [9], it is not surprising that RFID has not achieved the success that many
experts have expected.

The semi-passive RFID field is still under development, and there are no open de-
velopment testing platforms available. It makes it difficult for researchers to develop
and evaluate their ideas in practical scenarios. Thus, they either use commercially avail-
able UHF RFID tags and readers, or resort to simulation studies. However, simulation
results are often different than actual results due to variations in deployment environ-
ments. Commercially available UHF RFID tags and readers are closed devices. They do
not allow modification of the link layer protocol or customization of the interface for ex-
ternal devices. The tags have application-specific integrated circuits application-specific
integrated circuits (ASIC), and are not programmable.

There has been a significant research and development effort, much of it still ongoing,
aimed at overcoming the above mentioned challenges. Other research fronts have emerged
as well. Wireless sensor network (WSN) is an example of a wireless sensor technology
that has been applied to many practical wireless sensing applications. These devices
have an onboard RF transmitter to generate carrier frequency, enabling them to transmit
data to the base station. WSN devices should have minimal transmit time in order to
limit energy consumption and achieve an acceptable device operating life time [10]. As
WSN uses a multi-hop algorithm, for reliable communication it must either transmit
more information or add extra devices; both these methods increase system and network
complexity. Network interference is another issue for this solution, since WSN tries to
provide optimal service to increase devices’ operating life time, and does not explicitly
consider deploying many devices in a small area. The issues of power consumption,
no unique naming and no standard routing protocol make them unsuitable for certain
applications.

RFID technology is another short range method for wireless sensor applications. One
of these applications is called wireless sensor identification platform (WISP). WISP de-
vice are battery-less, and work with the EPCglobal Gen 2 Class 1 standard protocol [11].

Passive RFID sensor platforms solved the issues of WSN but their short range and low



processing power limit extensibility and usability. There are several existing semi-passive
development platforms, including TU Graz tags [12], CAEN tags [13], and Condex tags
[14]. These also comply with the EPCglobal Gen 2 Class 1 protocol. TU Graz tag is an
FPGA-based development platform. FPGA was chosen to create the development plat-
form to allow for easy integration of additional devices and support extensions. However,
because of this, it also consumed a lot of power. CAEN and Condex were designed for
low cost, low power platforms, and they were implemented based on a microcontroller
platform. Only CANE had an integrated temperature sensor. The development tags
developed by CAEN and Condex were proving concepts for research projects, and are
not available for purchase. These three semi-passive development platforms are not open
source platforms, and researchers cannot get detailed hardware and software informa-
tion. Software is limited to purchasers and can not be published without the company’s

permission.

1.1 Thesis statement

Automated data collection with a well accepted standard is one of the advantages that
RFID systems have over many other competing technologies [15]. An infrastructure
with open platform semi-passive RFID sensor tags will enable many important activities
including (1) development and construction of RFID sensor networks, (2) analysis and
evaluation of various RFID protocols in terms of tag performance and power consump-
tion, (3) development, implementation and testing of new RFID protocols and security
and privacy schemes, (4) development of advanced techniques for RFID signal processing,
and (5) antenna design for tags.

The objective of this thesis is to create a new open hardware and open source plat-
form for semi-passive RFID tags, and thereby advance RFID technology. This research
also addresses the limitations of existing testing platforms. The objectives are (i) to de-
velop an extensible hardware architecture for semi-passive RFID tags and (ii) to create
an environment for easy programming and testing. The hardware will be extensible in
that any sensor could be attached to the tag via a standard interface. We implement an
open platform semi-passive UHF RFID tag, and the result of the analysis demonstrate
the viability and application of this testing platform. A semi-passive UHF RFID sensor
tag can track temperature and identify objects, and the wireless nature of the network
increases the flexibility and mobility of the subject wearing them. A semi-passive UHF

RFID system uses the backscattering method, so the device does not need an RF trans-



mitter to transmit data and it does not waste energy when wirelessly transmitting data
to a base station. A well defined UHF RFID standard could seamlessly integrate large
numbers of proposed devices into an existing UHF RFID network, and easily integrate
sensors to increase its functionality.

In summary, members of today’s large RFID research community do not have a
readily available and easily managed hardware platform on which to evaluate their work.
The closed nature of commercial RFID systems is also an obstacle from an educational
viewpoint; students and aspiring researchers would benefit from a platform that allowed
them to study various RFID problems with greater flexibility. We propose to address
this through the research described herein.

As this platform is the first prototype board, and budget and time are limited, we
required to reduce some of the functionality and supporting modes of the platform. Thus
the open platform UHF semi-passive RFID sensor tag is only tested in North American
frequency bands. Another limitation of the device is that the reader transmitted signal
and backscattering signals rate are fixed to 40 KHz and 256 KHz/Miller 4, respectively.
We intend to expand the functionality and supporting modes in future work.

To prove our open platform semi-passive UHF RFID tag can operate as a commer-
cially available standard semi-passive tag, we are conducting several experiments to test
the overall performance of tag with a commercially available EPCglobal Gen 2 Class 1
RFID reader. The results allow us to evaluate our open platform semi-passive RFID tag.

The details of the experiments are presented in chapter 7.

1.2 Contribution

In this thesis, we designed new semi-passive UHF RFID tag. The work involved creating
a printed circuit board (PCB),

firmware, and application software to meet the following objectives: the tag must be
compatible with EPC Class 1 Generation 2 standard, must be low power, and must be
expendable (to allow the addition of compatible sensors). Two papers were published
based on this work, [16] and [17].

The open platform semi-passive UHF RFID tag has been designed to provide a
friendly development environment for researchers. According to the experimental results,
our tag is capable of operating as a commercially available semi-passive UHF RFID tag.
We also demonstrated the RFID sensor network to prove the expandability of the open
platform semi-passive UHF RFID tag.



1.3 Thesis organization

This section provides a brief outline of the content of the subsequent chapters. The thesis
is organized as follows.

Chapter 2 provides background information on the issues and concepts addressed
with in the thesis. This includes an introduction to wireless systems, such as RFID, and
WSN, and a review of existing applications.

Chapter 3 describes the performance of passive and semi-passive RFID systems. It
demonstrates the performance of non-ideal UHF RFID systems.

Chapter 4 presents the hardware design of the semi-passive UHF RFID sensor tag.
An explanation of the hardware architecture is followed by section introducing each
component of the device.

Chapter 5 demonstrates the software architecture for this open platform project. The
firmware design for the microcontroller is presented first, followed by the graphic user
interface that allows user to control and access tag data.

Chapter 6 presents several applications for this open platform RFID tag.

Chapter 7 shows the outcomes of the testing and the analysis of the results to obtain
a representative set of performance measures. A comparison is made with a commercially
available semi-passive RFID tag.

The conclusion of the thesis is presented in Chapter 8. It includes an outline the

contribution of the thesis and suggests possible future work.



Chapter 2

Background

2.1 Short range wireless system

The definition of short range wireless system [18] is classified and based on the wireless
communication range of two devices. Typically, short range wireless system communi-
cation range is from a few centimeters up to several hundred meters. In general, short
range wireless systems are low power, low cost and small, and they are focused on in-
door application. As well, most short range wireless systems are operating in unlicensed
bands, such as the industrial, scientific and medical (ISM) bandwidth. Short range wire-
less system are ubiquitous in modern society nowadays. The RFID system is one of these

short range wireless systems.

2.2 RFID

RFID is a rapidly emerging technology for the automatic remote identification of objects
[5] The basic principles of communication by means of reflected power have been known
for more than 60 years [19], but since the cost of ASICs has decreased during the past
two decades, the cost-performance ratio has become mature enough for RFID to be
widely accepted. The clear advantages of this technology over traditional identification
methods, (e.g. bar code), resulted in numerous research and commercialization efforts in
the early 2000s. RFID tags are distinguishable from other short range wireless systems
because they communicate by way of tags backscatter reader signals and the tags derive
some or all of their energy from the RF energy emitted by the reader [20]. Most RFID

applications involve a large number of densely co-located tags that are in the field of



view of the reader simultaneously.

2.2.1 Ideal passive/semi-passive RFID System

An ideal RFID system can be characterized and summarized as follows [16]:

1. The reader read zone is well defined. It should be able to read all tags inside the
read zone when it sends out a query command. And the reader should not read

any tags outside the read zone.
2. Reader and tags communication should not be affected by physical orientation.
3. Reader and tags communication should not be affected by close objects.
4. Reader and tags communication should not be affected by the environment.

5. Reader and tags communication should be collision free and the reader should be

able to read all tags at once.

In the ideal RFID system, the reader would be able to read tags as long as tags are
inside the read zone, and it would not read stray tags. Even though this ideal RFID
system is unrealistic in practice. It can help us evaluate current RFID systems and focus

on their weaknesses.

2.2.2 EPCglobal Class 1 Gen 2 protocol

Due to the different frequency bands and tag types of RFID systems, several organiza-
tions including EPCglobal and ISO have been working on standardization. The electronic
product code (EPC) Gen 2 Class 1 RFID system was adopted as an international stan-
dard by ISO/IEC, as ISO 18000-6 [21]. EPCglobal Gen 2 Class 1 RFID systems operate
in the UHF range of 860 to 960 MHz. The EPCglobal Gen 2 Class 1 specification de-
scribes the communication between an RFID tag and the RFID reader, and specifies the
air interface. It adapted "Reader Talk First” principles whereby readers always issue
commands and tags always listen and respond to these commands. The objective of this
protocol is to singulate a tag in a multiple tag environment, in order to read its identity
or other information stored in its memory [22]. Table 2.1 summarizes the features of UHF
EPCglobal Gen 2 Class 1. It is becoming the most accepted protocol in UHF passive
and semi-passive RFID systems. The EPC code is intended to be the next generation



of the barcode (or universal product code (UPC)) which is found on virtually on every
consumer item today [3]. Figure 2.1 illustrates the 96 bit EPC layout. The purpose of
EPC is to provide an unique ID to any item. EPC is comprised of four parts: the header,
the EPC manager field, the object class field and the serial number field. EPC length is
flexible, and it can vary from 64 bits to 496 bits or more. This capability allows EPC to

uniquely identify all items.

e Header: EPC’s version number.
e EPC manager field: Manufacture number.
e Object class field: Class of product.

e Serial number field: Unique ID of this item, separate item belongs to same class of

product.

ELECTRONIC PRODUCT CODE

0L-0000A89-000LbF -000L9DCO

Figure 2.1: 96 bit EPC layout [3]

Table 2.1: UHF EPCglobal Class 1 Gen 2 Features [2]
Requirement Gen 2 Capability

Global regulatory compliance Europe, North America, Japan, etc

Operation in noisy environments | Multiple sessions, dense reader modes

Fast operation > 1600 tags/sec USA, 600 tags/sec Europe
Privacy protection EPC code not broadcasted, 32-bit kill password
Memory write capability > 7 tag/second write rate, optional user memory

Group searches & filter Flexible select command
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2.3 Related work

Wireless sensor systems are rapidly emerging systems for automatic remote monitoring.
Table 2.2 illustrates some of the short range wireless technologies and their corresponding
products. Every technology has its advantages and weak points. For example, WISP
has an unlimited device life time, but it can only operate less than three meters, while

WSN;, active and semi-passive RFID systems device life is limited by battery.

2.3.1 RFID system

Several research efforts have focused on the hardware development of programmable
RFID readers and tags. Angerer et. al. [23] presented a dual frequency RFID reader
test bed that allows some modification of reader functionality. Ying [24] developed a
verification platform for a Gen 2 RFID reader based on a soft-core processor residing
within an FPGA. Buettner et. al. [25] developed a GNU radio based monitor for
protocol and communication analysis of Gen 2 RFID systems. Modifiable RFID tag

hardware platforms with potential for incorporation of sensors are presented in [26], [27].

Passive RFID system

One of the existing passive RFID systems is WISP designed by the Intel Research group.
It is an open platform RFID programmable passive sensor tag [27], and WISP contains an
onboard microcontroller and digital sensors. WISP was designed as an EPCglobal Gen 2
Class 1 passive RFID tag. As it is a battery-less, WISP can provide a maintenance-free
wireless identify and sensor network; users do not need to replace the battery. However,
the trade-off of battery-less design is less operating range; WISP’s is about ten feet
(three meters). In most wireless sensor networks, this operating range is not acceptable
as it could only send the sensor data 1 bit per query command, since it needs to collect
enough power to power up the sensor. This low processing ability limits its widespread
use. As well, due to very low processing power, the WISP firmware can not handle
complicated signal processing or complex algorithm. WISP does not support READ,
WRITE commands.

Semi-passive RFID system

The semi-passive sensor tag is another approach using RFID technologies in wireless
systems. TU Graz UHF Demotag designed by TAIK is a semi-passive re-programmable



Table 2.2: Wireless sensor system devices

11

WISP TelosB Identec 1-Q310 TU Graz
Wireless  tech- | Passive UHF | ZigBee active RFID Semi-passive
nology RFID UHF RFID
Protocol EPCglobal C1 | ZigBee ISO18000-7 EPCglobal C1
G2 G2
Power consump- | less than 1 mA | 25 mA 17 - 20 mA 38 mA
tion
Range up to (m) | 3 50 100 15
Network topol- | Star Star and Mesh Star and broad- | Star

ogy

cast

Contention
Slotted Aloha | 5 ISO18000-7 Slotted Aloha
Anti-collision CSMA/CA
algorithm contention free
GTS
Unique naming | Object naming | none Object naming | Object naming
service and service and | service and
assign  unique assign  unique | assign  unique
address ~ when address ~ when | address  when
manufacture manufacture manufacture
Frequency 902-928MHz 2.4GHz 433MHz 860-928MHz
Lifetime Unlimited Battery life cycle | Battery life cycle | Battery life cycle
Max Symbol | 64Kbps 62.5Kbps 27.7Kbps 100Kbps (FMO)
Rate
Extensibility Open Platform Open Platform No Limited
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RFID tag. It contains an onboard microcontroller and supports the EPCglobal Gen 2
Class 1 protocol. As it is semi-passive, TU Graz has an onboard power source to power
the microcontroller. This provides longer operating range, greater processing ability,
and extension support, (e.g. security or additional peripherals) compared to passive
UHF RFID systems. The TU Graz tag is mainly designed for security functionality as
it requires high speed processing and consumes 38 mA. This tag does not include design
detail; schematic or layout are not provided. As they did not reveal their analog front-end
or digital sections, we can not evaluate or modify their design to meet research project
requirements. The price of TU Graz UHF Demo tags is approximately $ 650 to $750 per
tag.

The EM Microelectronic company has many specialized RFID components for dif-
ferent RFID applications. One of their products is a battery-assisted passive contactless
integrated circuit (IC) which help users design semi-passive RFID applications. The EM
battery-assisted passive contactless integrated circuit is available in ASIC architecture.
This chip is fully EPCglobal Gen 2 Class 1 compliant and supports all forward and re-
turn link data rates [28]. It can operate in both passive and semi-passive modes. All
logic circuits are built inside the chipset and are non changeable; thus this chipset has
no hardware or software flexibility. It has a serial bus interface to allow for an antenna.
Researchers can not use this chipset to understand UHF RFID architecture nor alter the

hardware and software design.

Active RFID system

Active RFID system is another RFID technology that can be applied in wireless sensor
network. It has a battery and, an RF transmitter, and provides the longest transmission
range compared to passive and semi-passive RFID tags. Identecl-Q310 is one of the
existing products adapted active RFID technology. It is ISO 18000-7 standard compliant.
As it contains an RF transmitter, Identecl-Q310 consumes more power than semi-passive
tag (approximately 17 to 20 mA in working mode), and requires extra 0 dBm power for
transmitting purposes. It is not a totally open platform, so the user does not have
full access to the source code. The ISO 18000-7 standard [29] proposes framed slotted
ALOHA as an anti-collision protocol. Even though the ISO 18000-7 standard provide an
anti-collision algorithm based on a frame length adaption mechanism, a particular one

is not specified, leaving it up to the vendor [30].
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2.3.2 ZigBee

ZigBee is another short range wireless technology. It defines a set of communication
protocols for low data rate short range wireless networking. ZigBee based wireless devices
operate in the 868 to 870 MHz, 902 to 928 MHz, and 2.4 to 2.5GHz frequency bands.
The maximum symbol rate is 62.5 K bits per second. ZigBee is mainly intended for
low data rate, low cost, and low power application. Its technology is a wireless mesh
networking standard. According to this standard, Zigbee devices have three roles: router,
coordinator, and end device. A Zigbee router is capable of relaying messages, and a
Zighee coordinator is the principal controller of a personal area network and router
functionality. A ZigBee end device has the smallest memory size and fewest processing
capabilities and features; it does not act as a coordinator or router. An end device is
normally the least expensive device in the network [31].

An existing development platform adapting Zigbee technology is the Code Blue wire-
less sensor network developed by Harvard university [10]. It is a vital signs wireless
sensor device that can measure a patient’s heart beat rate, and is wirelessly transmitted
the data to a local server. The Code Blue devices have an integrated RF transmitter,
which requires power to transmit data to a base station. The devices typically consume
approximately 23 mA in receive mode [32]. The issues of power consumption, and lack
of unique naming capability make these devices unsuitable for certain applications. An-
other drawback for WSN technology is that it is designed for middle and long range
transmission. If many WSN devices are placed in a small area, (e.g. several sensor de-
vices on a human body), the air traffic collision will reduce system data throughput and

efficiency.

2.4 Open source platform

An open platform in software architecture is a system based on an open standard interface
that allow users to study, modify, integrate, distribute, make, and use the design or
hardware based on that design [33]. Ideally, open source platforms adapt commercially
available components and highly standardized protocols to allow user to easily reproduce
the open source hardware. Open source platforms gives total freedom to use the platform,
and allow them to share their knowledge through the open source society. Using an open
source platform, researchers can build prototype systems, and since open platform use

open standard interfaces, the open platform is flexible enough to integrate with other
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systems.

Adapting and developing open platform and open source can benefit both the authors
and the community. An open source platform design has no black box inside the design.
By releasing the design and source code available, everyone can perform a code review
and verify the correctness of the algorithm. Open source platform provide the potential
for unlimited evolution and improvement, as application life is not dependent on authors
or the original developing team. An open source platform grants the right to redistribute
modifications and improvements, which allows modified software to be shared by com-
munities. Researchers can re-use the open source platform without worrying violating
patents, and this is significant motivation for people to use them.

One of the most successful open source platforms is Linux, which is part of the Unix-
like family using the Linux kernel [34]. Linux is an open platform that can be installed
on a wide range of hardware, including smart phones, embedded systems, video game
consoles, personal computers and work station servers. Linux is one of the greatest open
source platform software functionalities license by GNU General Public License.

TelosB wireless mote, developed by the University of California at Berkely is another
successful open source platform. It is used in wireless sensor network application. TelosB
mote has an IEEE 802.15 radio with an integrated antenna. Its block diagram, schemat-
ics, and source code were published for the research community. TelosB mote is provided
as an open platform for wireless sensor networks, and researcher can study and modify
both the software and hardware design to meet their requirements. Researchers can also
freely publish their work based on TelosB mote. This open source platform helps to

develop and evaluate wireless sensor network technology.



Chapter 3

Performance of passive and

semi-passive RFID system

This chapter explains the performance of passive and semi-passive RFID systems. To do
this, it is important to understand the performance of non-ideal RFID systems. There
is a limited amount of experiments performed, the analysis and comparisons of the read
ranges and rates of passive and semi-passive RFID systems together. A large body of
research work has produced several research papers dealing with performance of RFID
systems. However, they focus on the tag reflection coefficient of the nearby material [5],
tag impedance matching [35], reflected environment [36][37][38], and tag chip sensitivity
threshold [39]. In addition, only maximum read range is considered in these papers.
Furthermore, not much has been published on analyzing the performance of passive and
semi-passive RFID systems with bi-static or mono-static reader antenna. The analysis
of non-ideal RFID systems can help us explain the weak points of RFID passive and
semi-passive systems.

The simplest practical RFID system from an analysis viewpoint consists of a single
stationary reader and a single stationary tag. Our setup for examining the performance
of such a system consists of an EPCglobal Gen 2 Class 1 compliant tag and a reader.
The EPCglobal Gen 2 Class 1 standard uses a dynamic frame slotted Aloha based anti-
collision protocol, which enables multiple tags to communicate with a single reader. In
this protocol, the reader requests tags to reply to its commands in defined time slots. The
reader specifies a fixed number of slots in an "Inventory Round’ or a ’Query Round’. An
inventory round is defined as a single cycle of an algorithm by which a reader attempts

to singulate the tags within its environment. Singulation is defined as the process of
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identifying a single tag and reading its ID number. A Query Round begins with a Query
command which specifies a so-called () parameter where the number of slots is equal to
29 Each tag in a population then selects a random slot from these slots to communicate
with the reader. The reader then sends out successive Query Rep commands which
designate the start of each slot. A reader could also send Query Adjust commands that
dynamically increase or decrease the number of slots in the round. In its chosen slot, the
tag replies with a 16-bit random number (RN16) using backscatter modulation. Upon
successful reception of RN16, the reader sends an Acknowledge command with the same
RN16 back to the tag. If this number matches the number that the tag originally sent
out, the tag backscatters a protocol control (PC) header, followed by its EPC ID and a
16 bit CRC.

In our experimental setup, the EPCglobal Gen 2 Class 1 reader is attached to a host
computer that is capable of monitoring the read rate of a detected tag i.e. the ratio of
the number of times a tag responded successfully to the number of Query Rounds sent
out by the reader. We use a commercial UHF EPCglobal Gen 2 Class 1 passive dipole
tag. The reader transmits at a power of 30 dBm over a 6 dBi gain circularly polarized
antenna. In addition we deploy a sniffer device in the proximity of the tag, to examine
the actual communication taking place over the wireless channel. This sniffer device is
connected to an oscilloscope that stores snapshots of the baseband signals going between
the tag and the reader. Figure 3.1 shows the captured waveform for single reader, single
tag scenario, where ”"QueryRep” commands indicate a reader-tag communication slots
are present. In its selected slot, the tag backscatters an RN16 as seen in Figure 3.1. This
is then followed by transmission of the Acknowledge command by the reader and the
subsequent backscattering of the EPC ID by the tag.

3.1 Background studies

There are several papers in which the performance of passive RFID systems is based on
read range or power efficiency. The following background provides a brief introduction
to passive RFID system performance for those unfamiliar with antenna theory. Here, we

illustrate the transmission power between the reader and the tag in detail.
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Query Query

Adjust Repeat ACK + Tag RN16 Query

Reader Transmission :

1l

Figure 3.1: Communication between a single Gen 2 reader and single Gen 2 tag

Tag Backscatter : RN16 PC + EPC + CRC16

3.1.1 Path Loss

Link budget refers to the amount of power needed to successfully deliver transmitted data
to a receiver across a wireless link. The power received by receiver can be calculated from
Friis Equation 3.1:

A

PT — (]_ - |Ft|2>PthGT(E)2 (31)

where P, is power at the receiver, P, is transmitted power, G is the gain of the transmitter
antenna, G, is the gain of the receiver antenna, \ is the wavelength, |I';| is the transmitter
reflection coefficient and r is the distance between the transmitter and the receiver. It
shows that received power is inversely proportional to squared distance.

The RFID reader transmit power is set by a combination of practicality and regula-
tion, In North America, the maximum power allowed for operation in the frequency band
902-928 MHz without license is 36 dBm including antenna gain. Passive tag is simple as
it extracts the energy from the RF signal transmitted by the reader. The forward link
limited range depends on the turn-on threshold of tag IC.

Since a passive tag does not have an onboard battery, the transmitted power associ-
ated with the tag is only part of the energy the tag receives from the forward link. If T,

is the backscatter transmission loss (power loss in IC and impedance mismatch), then
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the reverse link budget is given by:

Prreaer = (1= [PP)(1 = DY GG )
wr
where |I';| is the receiver reflection coefficient. Here, the reader antenna sensitivity plays
an important role in the reverse link limited range. In most passive RFID systems, the
read range is limited by the forward link limiting the range of the signal so that the tag
would not be able to extract enough energy to turn-on the I1C [40].

3.1.2 Backscatter Transmission loss

The maximum power of the transmitter/receiver is achieved when the antenna and IC
have the same impedance[40]. This can be described by the maximum power transfer

theorem:
S— 4RloadR7"ad

B |Zant + Zload|2

where Rj,.q is the resistant of the load, R,.q4 is the resistant of the antenna radiant, Z,,;

(3.2)

is the impedance of the antenna, and Zj,,4 is the impedance of the load.

The power transferred to the tag IC is maximum when 7 = 1 and power transferred
efficiency = 50%. If 7 < 1, the read range is proportional to the square root of 7. In most
cases, the power transferred efficiency is approximately 30%. Modern tag ICs consume
20 to 150 uW when being read. As a result, tags require about 60-450 uW of power to be
delivered from the antenna. If the worst case is 450 W, the read range is approximately
1.25 m; if the best case is 60 pW, the read range is about 3.42 m (with transmit 1W
EIRP).

3.2 RFID system description

3.2.1 Hardware

In this experimental setup, the EPCglobal Gen 2 Class 1 reader is monitoring the read-
ability of a detected tag (i.e. the percentage of tags that responded successfully at a
specific range regardless of tag orientation to the Query Rounds sent out by the reader).
We use two different types of commercial UHF EPCglobal Gen 2 Class 1 passive tags
and one semi-passive tag. Table 3.1 summarizes the specifications of the two UHF RFID
readers used in this experiment. A mono-static RFID reader uses a single antenna and

supports bidirectional, full-duplex Tx/Rx port. In contrast, bi-static reader uses one
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Table 3.1: RFID Readers for this experiment

Reader Mono-Static Reader | Bi-Static Reader
Antenna Gain 7.5dBi 6 dBi
IT|2 0.09 0.11
Output Power 1w 1w
Sensitivity ~ -77 dBm ~ -70 dBm
Polarization Circular Circular

antenna for transmitting and another for receiving. Both readers operate in frequency
hopping mode in the range of 902-928 MHz. The experiments are conducted in a normal

indoor computer lab environment and in an anechoic chamber.

3.2.2 System Setup

Our experimental setup is shown in Figure 3.2. The RFID reader antenna and RFID
tags were placed in a highly reflected environment (normal computer lab room) and in an
anechoic chamber. The reader antenna and tag were placed approximately 60cm above
the ground in the reflected environment and 20 cm above the ground in the anechoic
chamber. Tags were initially placed 0.91 cm away from the reader antenna and moved
away in 10 cm increments. An appropriate tag read operation was attempted repeatedly
for eight tag orientations at each position.

In order to examine the effects of tag proximity, we used an experimental setup
consisting of two EPCglobal Gen 2 Class 1 reader with a 6 dBi gain antenna and three
different types of EPCglobal Gen 2 Class 1 tags. The tags were placed one meter away
from the reader antenna and the reader output power was set to 30 dBm (1 Watt) as
this is the maximum allowable transmitting power according to the regulation [41]. All
tags are placed in the same plane on a single cardboard platform with the best possible
orientation angle to the reader antenna. The steps were repeated while increasing the
distance between the tag and the reader antenna in 0.1 meter increments. This was
done to eliminate the influence of orientation sensitivity on the measurements. The

experimental setup is shown in Figure 3.2.
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Forward Link

Reverse Link

CardBoard X Reader
Antenna

Figure 3.2: Experimental setup top view

3.3 Results

The received signal strength indicator (RSSi) showed the average power level of the
reader received packet in the reverse link. Figures 3.3 and 3.4 show RSSi in dBm versus
distance (in meter) of dipole passive tag with orientation # = 0°, ¢ = 0° and 6 = 60°,
¢ = 0°, respectively. 6 is moving from the X axis to the Y axis in the XY plane, and ¢
is moving from the Z axis to the Y axis in the ZY plane. The combination of these two
angles represents tag orientation in a three dimensional axis. Figures 3.5 and 3.6 show
RSSi in dBm versus distance (in meter) of a dual-dipole passive tag, and Figures 3.7 and
3.8 illustrate RSSi in dBm versus distance (in meter) of semi-passive (dipole) tag with
the same orientation as the dipole passive tag. Note that an RSSi value of less than -90
dBm indicates that the reader was not able to detect the tag at the current position.
Each figure contains four sets of data lines that track RSSi measurements performed
by the reader with the mono-static antenna and the bi-static antennas in the anechoic
chamber and the computer lab, respectively. Given that each measurement is one reading
attempt, if the reader cannot detect a tag, the tag is not readable at that position and
orientation. Table 3.2 shows the readability results for the dipole passive tag, the dual-
dipole passive tag, and the semi-passive tag. Results are aquired in the anechoic chamber
and the computer room while changing the distance between the reader and the tag from

0.91m to 4 m. Table 3.3 shows the maximum read range of all tags regardless of tag
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Table 3.2: Readability of tags from 0.91m to 4 m

Readability at Readability at
Computer Lab Anechoic Chamber
Tag Type : o . o
Mono Static | Bi Static | Mono Static | Bi Static
Reader Reader Reader Reader
Dipole
Passive Tag 80.6% 73.0% 78.2% 82.7%
Dual-Dipole
Passive Tag 100% 87.9% 97.6% 100%
Dipole Semi-
Passive Tag 100% 100% 91.9% 95.2%

Table 3.3: Maximum Read Range of tags

Maximum Read Range(m)
Tag Type .
Mono Reader | Bi Reader
Dipole Passive Tag 10 10
Dual-Dipole Passive Tag 9 9
Dipole Semi-Passive Tag 43 12

orientation.

3.4 Analysis

Lack of Well defined Read Zone

With respect to the reader antenna, a practical single reader-single tag system does

27

not have a specific read zone in which the tag exhibits a 100% read rate and outside

which it exhibits a 0% read rate. It has been shown in several independent studies that,

in the case of passive RFID systems, such as the one currently under consideration, the

read range depends mostly on the power in the forward link needed to power tags IC

40], [42], [43], [44]. In free space, as a tag moves away from a reader, the mean value of

the power it receives drops off as per the Friis Equation 3.1. As the power drops, so does

the tag’s read rate until the tag reaches position where it is unable to receive sufficient

power and the read rate drops to zero. As seen in Figures 3.3 to 3.7, even in an anechoic

chamber, there is a gray area around the reader antenna where the tag may or may not
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be read in a very close area. Thus, in a practical system it is not possible to define a
clear read zone as described for the ideal system. This is due to the inherent properties
of electromagnetic radiation which is the basis of communication between the reader and
the tag.

Sensitivity to Reader configuration

Reader antenna configuration and sensitivity affect system performance. As the re-
ceived power can be calculated from Friis Equation 3.1, theoretically the power should
decay exponentially at the rate of (%)2

From Figures 3.5, the RSSi (in dBm) of a mono-static reader did not decay at the rate
of %2 in the anechoic chamber. A dual-dipole passive tag is symmetrically-illuminated.
The return signal from such a tag will have a reverse polarization sense, and will be
ineffectively received by the mono-static antenna[40]. As shown in Figures 3.5 and 3.6,
the reader with the mono-static antenna received smaller RSSi than the reader with the
bi-static antenna, when both had the same tag at the same position and orientation.
Although the EIRP of the mono-static reader exceeds the EIRP of bi-static reader by
1.5 dB, it has significant interfering signal leakage into the receiver, from the antenna

reflections or the leakage [40].

Sensitivity to tag orientation

From the Friis Equation 3.1, the radiation pattern affects both the transmitted and
received power. The orientation of the tag should be considered when evaluating tag
performance. Comparing Figures 3.3 to 3.8, shows that the orientation affects both the
read range and the RSSi value, particularly for the dipole tag. When orientation of the
tag with the dipole antenna is # = 60° and ¢ = 0°, it is approximately 5 to 7 dB less
than the RSSi of the dipole tag oriented at 6 = 0°, and ¢ = 0° at same position in the
anechoic chamber. On the other hand, a dual-dipole passive tag is not very sensitive to
tag orientation, and only drops about 1 to 2 dB at § = 60° , and ¢ = 0° compared to
0 = 0°, and ¢ = 0° at the same tag position in the anechoic chamber. Sensitivity to
tags® orientation should be considered for determining tag performance.

As in Figures 3.3 to 3.8, all tag’ read ranges drop significantly when the orientation
becomes less favourable for the tag. Semi-passive tags with integrated batteries are less
sensitive than passive tags because passive tags are required to collect more power to
turn on the IC. In addition, the results demonstrate that the read rates depend on the
relative orientation of the tag and the reader antennae and on the distance between tag

and reader.
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The problem of orientation sensitivity can be handled by innovative tag antenna
designs incorporating multiple dipoles or monopoles. In fact, ensuring orientation insen-
sitivity is one of the most important goals when designing tag antennae. Experimentation
with different tag orientations is published in several studies including [45]. Note that
experimentation on the dependency of orientation to read rate in [45] is performed with

EPCglobal Class 1 tags (a generation before Gen 2).

Sensitivity to deployment environment

The performance of an RFID system is mainly dependent on the operating environ-
ment. Examining the RSSi value of the lab room in Figures 3.3 to 3.8 revealed blind
spots where tags cannot be detected. However, they can be detected at more distance
positions. These phenomena are caused by cancellation of the reflected signals and the
direct signal. When the reflected signals and direct signal have the same amplitude but
are out of phase, they cancel each other out. RFID systems do not have this type of
problem in the anechoic chamber.

The performance of a practical system is highly dependent on the environment in
which is deployed. Like any other wireless system, the nature of the environment affects
the multipath and fading properties of the channel. This effect is more pronounced in
RFID systems due to the passive nature of tag operation and the inherently low signal to
noise ratio (SNR) of the weak backscatter signal. Figures 3.3 to 3.8 shows the readability
performance in the cluttered environment of a computer lab and in the anechoic chamber.
As seen, the deployed environment hampers the readability performance of the system
and also introduces some blind/null spots due to multipath interference and channel
fading. Compared to the readability in the anechoic chamber, it is obvious that it is
difficult ti specify the range, even for a fixed relative orientation of the reader and tags
antenna.

From the experiments above, the readability and read range of a tag are not solely
dependent on the distance between the reader and the tag; they are also affected by
factors such as orientation and environment. A similar inference has been drawn in [44]
and [46] where the authors suggest defining read range as the range in which a predefined

read rate or accuracy of tag reading can be achieved.

Tables 3.2 and 3.3 show the performance of passive and semi-passive tags. Semi-
passive tags are superior to passive tags. However, when the readability metric is con-
sidered when the read range is less than four meters, semi-passive tags did not have an

advantage compared to dual-dipole tags, as shown in Table 3.2. In addition, the per-
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formance of semi-passive tags is highly dependent on the sensitivity of the receiver, the
output power, and the antenna gain of the RFID reader. The transmission power of a
mono-static reader exceeds that of a bi-static reader by 3 dB, resulting in no benefit to
the semi-passive tag in the bi-static case.

The performance measurement of RFID system offers promising results in terms
of a reader’s operating range. The performance depends on many factors, including
reader antenna configuration, tag sensitivity on orientation, reader-tag readability and
maximum read range. The results show that dipole antenna type tag (dipole passive
tags and semi-passive tags) are orientation sensitive, and the reading range differs when
the orientation changes. On the other hand, the performance of dual-dipole passive tags
is not affected by tag orientation, but by reader antenna configuration. Interestingly, a
semi-passive tag that has a very long maximum read range does not provide maximum
reliability. For example, a semi-passive tag did not achieve 100% readability for a mono-
static reader at a range of less than four meters, even though its maximum read range
is up to 43 m in a mono-static configuration. Environment also impacts the reliability
of an RFID system, as the reader cannot communicate with a tag if the tag is in a blind
spot in a reflected environment.

Reliability is one of the major problems of RFID systems. Lack of well defined read
ranges mean an RFID system can be unreliable because it may not be read at a particular
read range. We determined the performance of an RFID system by analysing a set of
experimental results based on the reader’s readability and the RSSi measurements. The
performance metrics are evaluated based on the tag’s position and orientation, the tag

model, and different configurations of the reader’s antenna.



Chapter 4

Hardware

This chapter discusses the architecture of the hardware design of the open platform semi-

passive UHF RFID tag. The hardware structure consists of two components: analog and

digital. The salient features of open platform semi-passive UHF RFID tag are as follows:

The tag is built on a custom designed printed circuit board (PCB) using discrete

components.

Digital and analog sensor interface are implemented, and are easily integrated by

the user, thereby allowing sensors or peripherals to simply be added to the tag.

The digital section contains a general purpose microcontroller providing the user
freedom to extend EPCglobal Gen 2 Class 1 protocol by adding new commands

and /or functionalities.

The tag has a JTAG interface for programming and debugging, which help devel-

oper reduce developing debugging time.

Open source code.

4.1 Architecture

Figure 4.1 shows the high level overall architecture of the open platform semi-passive
UHF RFID tag. The RF signal received by the antenna is fed through a bandpass

filter circuit to an envelope detector, which removes the carrier signals and extracts

the baseband signals. The baseband analog signal is fed to a hysteresis comparator

that compares the signal with its low pass version, then generates a digital output that
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Figure 4.1: Overall architecture of proposed tag platform.

contains the encoded information received by the tag. This signal is processed by the
digital section that performs much of the MAC layer protocol activity and higher layer
functionality as needed. On the transmit side, the information to be conveyed from the
tag is appropriately encoded in the digital section and used to control the backscatter
modulator that encode the information to the signal reflected from the tag antenna.
The tag’s programmability, and the fact that it will be built using discrete components
rather than an ASIC means it will require more power than conventional passive and
semi-passive tags. Hence, open platform UHF RFID sensor tags are powered by an
on-board battery. However, they do not have an onboard radio, and will communicate
using backscatter modulation as described previously. By providing an external power
source, the microcontroller will be able to process complex algorithms, including project
requirements such as security and/or digital signal processing. Even with a battery on
board, a passive tag protocol can still be evaluated with and later implemented on ASIC

where it will not need a battery.
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4.1.1 Analog front-end

RFID tag analog design involves many challenges and tradeoffs to ensure that the RF
front-end has sufficient signal strength and bandwidth while keeping the cost, size and
power consumption as low as possible. Since an RFID tag is a mobile device, the power
should be the minimum required to provide maximum device life time. In our design, we
use only passive components on the analog front-end except for the comparator which is
part of the microcontroller. Doing this reduces the power required for our RFID tag.

According to [4], in North America UHF RFID systems communicate using a 902MHz
to 928MHz frequency spectrum. This ultra high frequency signal carries baseband in-
formation. When an RFID tag receives an RF signal, the first step is to remove the
carrier, so the tag can demodulate the baseband signal into digital zero and digital one.
We use simple and passive carrier removers and, envelope detectors, to remove the car-
rier and extract baseband information from RF signals. The carrier remover takes out
all ultra high frequency signals and passes only low frequency signals. It may also al-
low unwanted low frequency signals from outside the UHF RFID frequency spectrum
to pass into the comparator, and these unwanted baseband signals may interfere with
the RFID baseband signals. To avoid this, we used a series inductor (L) and capacitor
(C) to form a band pass filter. When L and C are connected in series to an AC signal
input, inductive reactance magnitude (X ) increases as frequency increases while capac-
itive reactance magnitude (X¢) decreases with an increase in frequency. At resonant
frequency these two reactances have equal magnitude but opposite signs, therefore, they
cancel each other out which creates a short circuit. Another reason to use a band pass
filter is that it makes it easier to tune the inductor and capacitor values to match the
network impedance. A perfectly matched network impedance will allow maximum RF
signal power pass through this network.

As UHF RFID tag should be low cost and low power, we use the simplest bandpass
filter, LC series circuit. Inductive reactant magnitude X, increases as frequency increase
while capacitive reactant magnitude X decreases as frequency increase [47]. Therefore,
this simple LC series circuit can be used as bandpass filter. At a particular frequency,
the two reactants are equal in magnitude but opposite in sign where X; = —X¢. In
other words, there is no impedance resistance. In such a case, LC series circuits can
considered as short circuits. The frequency at which this happens is called resonant
frequency (f,.) for this particular circuit design. When the frequency is moving away

from f,, the reactant is increased which caused the impedance mismatch and the signal
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gets reflected back.

The impedance of the LC series circuits is given by the sum of the inductive and
capacitive impedances. Equation 4.1 to 4.9 show the impedance calculation for LC series
filter Z = Z; + Z¢. By substituting equation 4.5 and equation 4.6, we can use equation
4.8 to get the total impedance for LC series circuits. Equation 4.8 can be re-written as
equation 4.9, which shows that when w?LC = 1, the impedance will be zero which will
be short circuit. If w?LC # 1, the impedance will not be zero.

By applying 915MHz as the central frequency, L = 11 nH and C = 3pF, we can get
Z = 5.26j€). This theoretical impedance value will be used to design the bandpass filter.
However, as the PCB trace factor shows, inductance and capacitance deviation, it may

require further tuning on these values to match impedance.

Z =71+ Zc (4.1)
Zr =/ R34+ X706 (4.2)
Rr = R; + Re (43)
Xr =X+ X¢ (4.4)
Zp, = jwL (4.5)
1
Zo=— 4.
o= (4.6
X
0 = tan_lR—i (4.7)
Z = jwL + ! (4.8)
- jwlL '
(WALC —1)j
=" 4.9
- (4.9)

One very common passive carrier signal remover is called an envelope detector. It is
simple and no external power is required as it uses only pairs of diodes and capacitors.
As RFID tag range is dependent on the received signal strength, we use another common
approach to obtain higher voltage levels; it is known as the Dickson charge pump, and
comprises: multiple stages of pairs of diodes connected in series so the output voltage
level of the signals is increased [5]. The power efficiency improves by adding up to five
stages to Dickson charge pump. Five stages is the limit, however, because [5] shows the
efficiency does not increase. So we use a five stage Dickson charge pump for our tag

platform.
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Figure 4.2: Schematic diagram of data slicer.

There are two methods to demodulate baseband signals: use analog digital converter
(ADC) to digitize the baseband signal then perform complex digital signal processing
(DSP) to demodulate it, or use a comparator to digitize the baseband signal then perform
simple DSP to demodulate. In the case of tag, the tag processing power and battery
power are limited, and the first solution requires high speed ADC and DSP to demodulate
the baseband signals. As the RFID reader baseband signals can be in range of 40 KHz to
135 KHz [4], the ADC and microcontroller must operate at a high frequency to process
and demodulate the baseband signal, which will reduce battery life and increase tag
cost as high frequency ADC is expensive. We chose the second method to digitize and
demodulate the baseband signal. The comparator will digitize the signal, then pass it
to a microcontroller which will demodulate it. Another reason for using this method is
that the microcontroller comes with the comparator, and this also reduces costs. As the
digitized signals are only 1 bit, the microcontroller can demodulate the reader baseband
signals in low frequency mode; in our case, an 8MHz system clock cycle will be sufficient.

The data slicer, shown in Figure 4.2, generates one bit digital output by comparing
the input signal to its RC low pass (R1 and C1) output threshold. R2 is used to add
extra hysteresis while C2 together with R2 is used to form a rapid threshold. Refer to
48] for more detailed information.

The value of these four components can be calculated using the following steps:
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1. We limited the UHF RFID reader data rate to 40 KHz as we set the ASK data

rate of reader signals to 40 Kbps, i.e. the time interval is about Ty = 25us

2. We are using R, and C to create delay. As R; and C; will be part of the analog
network and will affect network impedance, we have to select the appropriate R;
and C; value. We chose C; = 3 pF to minimize the capacitance introduced into
the network where R; = 1M

3. We are adding extra hysteresis which can reduce the sensitivity when the analog
signal is compares with its own low pass version. When the analog signals is greater
than its low pass version, the hysteresis adds extra offset to it, so the output does
not trigger on and off when analog signal has very close amplitude as its low pass
version. Also we adding a decay time constant to reduce the sensitivity that comes

from a squelch or resistive hysteresis.

4. In order to provide fast offset into an analog signal, Cy should be equal to C, and
Ry should be greater than R;. We use Cy = C; = 3pF. Ry, = 10 * R1 = 10MSQ)

5. The offset can be calculated as Vi, st = %*digitalhighvoltage = 0.1xdigital,ighyoltage.

After performing these steps, we use Ry = 1MS), Ry = 10M€). C; = 3pF and Cs =
3pF. Figure 4.3 shows the baseband analog signals and digitized signals.

The RF switch is another key component if our open platform UHF RFID tag. It
should work well in the frequency band of 902 to 928 MHz, and the insert loss should be
as low as possible while working in receiving mode (switch ON). At the same time the

RF switch should backscatter the input RF power as much as possible when the switch
is OFF.

4.1.2 Digital section

Power consumption is an important criterion for the RFID tag digital section. The tag
must be in full operation while the power consumption is as low as possible. The main

component of the digital section is the microcontroller.

Microcontroller

We use Microchip PIC24FJ64GA004 as our microcontroller for this RFID tag due to

its low cost, extension support for different applications and fields, the availability of
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low cost or no cost or development tools, and its serial programming capability (and re-
programming with flash memory). The PIC24FJ64GA004 microcontroller is in the family
of Harvard architecture RISC 16 bits microcontrollers made by Microchip Technology.

PIC microcontrollers are popular with both industrial developers and hobbyists,
due to their low cost, wide availability, large user base, extensive collection of appli-
cation notes, availability of free development tools and samples for academic, and re-
programming capability.

The most notable features of this microcontroller family are [49]:

1. Data stored in program memory can be accessed directly by using a feature called
Program Space Visibility.

2. Interrupt sources can be assigned to distinct handlers using an interrupt vector
table.

3. A 17 x 17 bit single-cycle hardware multiplier and other DSP operations.
4. Hardware support for 32 x 16-bit division.

5. Hardware support for loop indexing.

6. Direct memory access.

7. A software control system clock.

The microcontroller will manage the EPCglobal Class 1 Gen 2 protocol, decoding
the reader signal and encoding the tag backscatter signal. As mentioned in Chapter
1 this RFID tag only supports a backscattering signal rate of 256 KHz/Miller 4 due to
the microcontroller working frequency. As the working frequency is proportional to the
power consumption [49], we must decrease the frequency as much as possible to reduce
the overall power consumption. Our experiment found, the minimum frequency we can
achieve that supports this backscattering rate is 4 million instructions per second which
is 8 MHz system clock. Even though we target this frequency, researchers can adjust the
system clock to meet their project requirement.

The PIC24FJ64 family has two ADC and I2C' interface modules. Analog and digital
sensors can be attached to the RFID tag. This functionality is not limited to sensors;
it can be used in many other applications. RFID tag can use I2C to communicate with
other digital components, including memory or custom digital devices. ADC can be used

to communicate with low frequency analog devices as well.



Chapter 5
Software

This chapter discusses the architecture of the software design of open platform semi-
passive UHF RFID sensor tags. The software can be classified in two sections: micro-

controller firmware, and RFID reader software.

5.1 Firmware architecture

Figure 5.1 shows a high level overview of the tag firmware. The firmware is developed
in C and Assembly languages using the MPLAB Integrated Development Environment
(IDE) [50], which is a free, integrated gcc-based toolset for the development of embed-
ded applications employing Microchip’s PIC and dsPIC microcontrollers[51]. It provides
user friendly, flexible techniques to develop applications for embedded systems with-

out compromising performance. MPLAB supports both Assembly and C programming

Baseband
Decoder

EPCGlobal
Gen2Cl
State Machine

Custom
Sub Function

Baseband
Encoder

Figure 5.1: Tag module diagram
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language.

The modules can be classified as:
1. Baseband Decoder — pulse interval encoding (PIE) decoder.
2. Baseband Encoder — Miller 4 (M4) encoder.

3. EPCglobal Gen 2 Class 1 state machine — main state machine incorporate EPC-
global Gen 2 Class 1 state.

4. Custom Sub Function — Custom sub-function defined by user.

Baseband Decoder/Encoder handle physical layer protocol. The EPCglobal Gen
2 Class 1 state machine handle EPCglobal Gen 2 Class 1 protocol, and Custom Sub
Function handles user defined sub-fuctions. If users are developing a physical layer,
they should only need to modify the Baseband Decoder/Encoder modules. The security
algorithm and external device access should be implemented in the Custom Sub Function
module. The user may have to do minimal modifications of the EPCglobal Gen 2 Class
1 state machine to call the Custom Sub Function. Modification of the EPCglobal Gen 2
Class 1 state machine should be as small as possible to avoid violating EPCglobal Gen

2 Class 1 protocol.

5.1.1 Baseband decoder

The PIE (pulse interval encoding) decoder module samples the input waveform and
outputs the data symbols. The symbols are of six types: data-zero, data-one, TRcal,
RTcal, invalid [4]. Figure 5.2 shows the PIE data-zero and data-one. The symbols can
also have different parameters, depending on the TARI (length of data-zero) value set by
the reader. Currently only one TARI value of 25 us is supported. The TARI value used
by the reader is determined from the pulse width (PW) which is constant for all symbols
in the same TARI. As the microcontroller working frequency gets higher, the power
consumption also increase. It is necessary to limit the supported TARI value to provide
an acceptable device life time. In order to achieve lowest possible working frequency,
this block is implemented in Assembly language, which may increase the difficulty of
maintenance and extensibility.

When the baseband signal rises, the internal timer will start to count clock cycles.
When the baseband signal falls, the microcontroller will generate an interrupt to calculate

how many clock cycles were present during the high pulse to determine the coming
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symbol. This data symbol is stored in memory and passed to the EPCglobal Gen2 Class

1 state machine block to decode the command.

5.1.2 Baseband encoder

The Miller encoder encodes the incoming carrier wave signal into a Miller waveform.
There are three types of Miller waveforms: M=2, M=4, and M=8. They are characterized
by the number of clock cycles in one symbol (i.e. M=2 has 2 cycles, M=4 has 4 cycles
and so on). Figure 5.3 shows the encoding schemes. This tag only supports M=4 mode,
as M=4 has better performance than FMO0 [52] and M=2, also it has a higher data rate
than M=8. Figure 5.4 shows the state diagram for Miller encoder. After the Miller state
machine outputs the symbols, they are XORed with the Miller clock cycle, then output

to produce the correct waveform.

5.1.3 EPCglobal Gen 2 Class 1 state machine

This is the main state machine of the tag. All the EPCglobal Gen 2 Class 1 commands are
addressed here and all operations are performed here. It also prepares response packets
to be sent back to the reader. There are four states within the state machine: START—
ARBITRARY—-SECURE—CUSTOM . The REPLY and ACKN states are omitted to
reduce system processing time. When a tag receives an RN16 or READ command, the

state machine will call the REPLY function to backscatter the corresponding message
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Figure 5.4: Miller Finite State Machine[4]

and return back to the original state. Access commands are only in the SECURE state.
The state machine is sensitive to command opcodes it receives. A transition occurs
when the received command match to command mask and length. The CUSTOM state
provides the freedom for users to call their custom sub-function, and they can define

their condition to enter and exit this state.

5.1.4 Custom sub-function

This is the block for implementing custom function. This sub function block designs
support add-on components. Interface protocol to external peripherals can also be im-
plemented at this block. For demonstration purposes, we have implemented the I2C
master protocol function. At this sub-function, the tag will read digital sensor data via
the I2C interface. Another example is that we are able to control the ADC hardware

and read its buffer.

5.2 RFID reader software

We provide simple RFID reader software, so users can control the standard RFID reader.

This software has two parts: low level reader protocol and a graphic user interface.

5.2.1 Low level reader protocol

Low level reader protocol (LLRP) is a low-level interface protocol used to control RFID

air protocol operation timing and access to air protocol command parameters [53]. LLRP
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is a specification for the network interface between the reader and its controlling software
or hardware. Having already standardized the tag and reader radio frequency (RF) air
interface protocol with the UHF EPCglobal Gen 2 Class 1 standard, this specification
was the practical, and logical next step to facilitate the adoption of EPC and RFID
technology.

5.2.2 Graphic user interface

Graphic user interfaces (GUI) simplify the use of application by presenting information
in a manner that encourages a rapid learning curve and intuitive manipulation[54]. The
visual object represents a physical object and abstract data, and it provides the user
with an intuitive method to provide input and observe results. Figure 5.6 shows the
RFID reader GUI we developed for this project. It allows the user to connect to a
standard reader that supports the LLRP. This GUI was developed in C# language
using Microsoft Visual Studio IDE. It provides built-in tools to create form designs for
building GUI applications, and it accepts many plug-ins and libraries that enhance its
functionality and, extensibility, and reduce the time required to totally redesign some
functions. Microsoft provides ”Express” editions of Visual Studio 2010 components at
no cost.

This GUI supports most of the EPCglobal Gen 2 Class 1 commands, including Query,
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Read, and Write. We can use the Read and Write commands to execute user defined
sub-functions. The GUI can present the read data in graphical format. We use open

source library ZedGraph[55] to present the graphic format.

5.3 Open platform license and website

Our open platform semi-passive RFID tag has a GNU General Public License. The GNU
General Public License is a free, copy-left license for software. It allows both both author
and users to freely distribute copies of the open source software. We are publishing the
content of our open platform semi-passive RFID tag on Wiki page [56], and people can

access the source code and schematics there for their reference.



Chapter 6
Application

The RFID open platform tag will create new experimentation opportunities, and enable

research advances in the areas described in this chapter.

6.1 Physical and Link Layer Protocols

The protocol used for communication between the reader and the tag has a direct impact
on the performance, cost, and applicability of a RFID system. A protocol must spec-
ify physical (PHY) layer parameters such as symbol timing, encoding and modulation
schemes, and data rates. For UHF RFID systems, goverment regulates the parameters
permitted, and they are also limited due to passive tags’ requirement to absorb power
from the reader transmission signal. Thus, the choice of symbol timing parameters is an
important process involving various tradeoffs. Most RFID applications involve large pop-
ulations of tags in close proximity to one another. In these situations, the anti-collision
and medium access control schemes play an important role in terms of performance
and reliability. When there are multiple readers involved, the system will become more
complicated. Readers-tags and readers-readers collisions [57] [58] require more advanced
anti-collision algorithm. Most RFID standards use a variant of tree-based protocols [59]
or ALOHA-based protocols [4] [60] for collision resolution. Beyond standards, develop-
ment of new RFID protocols is a very interesting area of research [61] [62] [63] [64]. Much
of this work is focused on improving the anti-collision schemes applied in today’s stan-
dards, in order to improve the scalability and performance of high volume RFID systems
[65] [66] [67] [68]. These protocols are based on a reader talks first (RTF) approach.

There are also research efforts and commercial products that explore the use of a tag

45
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talks first (TTF) approach to protocol development [69]. Some of the earlier work in this
area focused on collision resolution in multi-reader scenarios using carrier-sensing at the
readers [70] or designing a TDMA-like access protocol [71]. Most of these studies use
simulations to evaluate performance, or they have very limited scope when they perform
experiment. The RFID open platform tag will provide a semi-passive RFID platform
for studying the performance on the tag side. Researchers can modify the encoder/de-
coder block for the physical layer parameters to improve the system performance. They
can also easily modify the blocks and re-program new firmware into the open platform

semi-passive UHF RFID tag to compare system performance.

6.2 RPFID Sensor Networks

Traditional wireless sensor networks use hardware that is much more capable than a semi-
passive RFID tag. Specifically, these are a programmable microcontroller with extensible
capability and low energy consumption that can run small operating systems on board
[72] [73], and a network protocol stack (often resembling that of the internet) [74], and
an RF transceiver (e.g., IEEE 802.15.4). All these obviously increase cost, size, and
power consumption. For example, a sensor TelosB mote [75] [76] can cost more than a
semi-passive RFID tag, but a TelosB mote device battery lasts for months or years since
the device is inactive 99% of the time. Since sensors do consume energy, sensor-equipped
tags are typically semi-passive or active. Several vendors also manufacture semi-passive
tags that can have a range of sensors attached. Open platform semi-passive UHF RFID
tags bring programmability directly to the sensor-equipped tags creating the possibility
of point-to-point RFID sensor networks [77]. Sensor values can be read by a reader
as tag stored data using the tag memory for intermediate storage, and a semi-passive
tag processor can perform preliminary computation on such data. Tag anti-collision
performance can be improved in crowded tag environments by eliminating unnecessary
tag responses (e.g. using tags that only respond if a pre-programmed condition applies)
[77]. Support for multi hop routing opens up the possibility of building a real sensor
network with this technology. Open platform semi-passive UHF RFID tags provide the
expandability to add digital/analog sensors on board, to create an RFID Sensor Network.
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6.3 Security and Privacy

Since RFID tags typically contain sensitive information and they can be read wirelessly,
security and privacy are critical concerns. Although, these issues could be addressed using
traditional security and cryptographic techniques (e.g. WiFi or cellular network systems),
UHF RFID systems could not easily adopt these techniques due to their low processing
power, little or no on-board power, limited storage, susceptibility to physical attacks, and
protocol PHY time constraint requirements [78]. Security and privacy has become one
of the biggest challenges to UHF RFID technology. Given that many forms of attack are
possible, researchers have even described various taxonomies of RFID security threats.
(see, e.g., Garfinkel, Juels and Pappu [79], or Karygiannis, Phillips and Tsibertzopoulos
[80]. Though tag data is encrypted, many attacks use cryptanalysis or eavesdrop on tag
data to uncover useful information in the application domain. Even when cryptanalysis
is not successful, unique identifiers returned by the tag can be used to track or clone
individuals and objects. And using similar methods, information on writable tags can
be overwritten, even with off-the-shelf readers. Such spoofing attacks can be used to
fool access control systems, contact-less payment systems, and others. This also creates
a host of side issues including the launching of RFID viruses [81]. Simpler attacks are
also possible at lower layers, such as jamming, or cloning (transmitting the same RF
signal as the tag without trying to demodulate and decrypt the data), and replay or
relay attacks. Current research only addresses some of these issues. Many attacks can
be thwarted by using cryptographic protocols that provide different combinations of
support for authentication and privacy [82]. Computation, communication and storage
requirements are important design issues here, as the ultimately impact the energy budget
of a tag. Open platform semi-passive UHF RFID tags offer a platform for studying
security vs. energy tradeoffs, and the potential to implement such protocols in a working
system. To study these aspects, the cryptographic primitives can be implemented directly
on the microcontroller. Researchers can modify the tag firmware of the EPCglobal Gen
2 Class 1 state machine to provide and enhance security. For example, they can encrypt

the EPC so that an intruder can not eavesdrop on a tag’s EPC.

6.4 Antenna Design for Tags

The antennae used on the reader and tag side have a significant impact on overall per-

formance. The type of tag antenna determines the orientation sensitivity of the tag
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with respect to the reader antenna. Tag antenna design for passive and semi-passive
tags is an important research area [83], [84], and [5]. Today’s antenna designers test the
performance of their designs by simulating and measuring antenna parameters such as
reflection coefficient, radiation pattern, polarization and gain [85], [86]. However, the
actual performance of an antenna in a system cannot be measured until the antenna
is actually built and attached to an RFID tag. Some research has been done on ver-
ification platforms for tag antennae [87]. An open platform semi-passive UHF RFID
tags, and standard SMA connector, provide a real platform for antenna designers to test
performance by directly connecting their antenna. Higher level researchers can evalu-
ate their protocols, security schemes, ad-hoc networks and signal processing techniques
using a variety of antennae. Since antennae have such a direct impact on performance,
this analytical capabilities of the open platform semi-passive UHF RFID tag can be of
tremendous value in evaluating research in the above mentioned areas. As the tag pro-
vides standard interfaces to commercial antennae, researchers can use it to compare the

antenna performance by using the same testing platform.



Chapter 7

Results and discussion

This chapter discusses the prototype of an open platform semi-passive UHF RFID tag.
Several experiments were performed in this thesis, including computation of read rate
and range, measure of power consumption in different scenarios , and attaching a sensor
to an open platform semi-passive UHF RFID tag. Figure 7.1 shows the first prototype
of an open platform semi-passive UHF RFID tag. The experiments were performed in
a computer lab with dimensions of ten meters long , ten meters wide and three meters
high.

7.1 Read rate and read range

We first performed several experiments related to read rate and RSSi. Read rate is
defined as the number of responses from the tag divided by the number of queries sent.
RSSi illustrates the tag sensitivity and read range. If RSSi is too low, the tag will not
be able to process the signal properly for forward link, and the reader cannot decode
tag backscattering signals for backward link. Both parameters can help evaluate the

performance of an open platform semi-passive UHF RFID tag in a computer lab.

7.1.1 Fixed reader and tag distance

In order to examine the performance of our open platform semi-passive RFID tag, we
used an experimental setup consisting of an EPCglobal Gen 2 Class 1 reader with a 6dBi
gain of circularly polarized patch antenna, a commercial semi-passive tag, and an open
platform semi-passive RFID tag with a 3dBi linearly polarized patch antenna. The tags

were placed four meters from reader antenna, and the reader output power was changed
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in fixed steps in the range from 20 to 30 dBm, so that when reader transmitting power
is less than 20 dBm, the open platform semi-passive UHF RFID tag read rate drops
to zero, and 30 dBm is the maximum allowable reader transmitting power. We placed
the tag four meters away from the reader antenna, as this distance provides the best
read rate for both tags in the computer lab. The open platform semi-passive RFID tag
and commercial semi-passive tag are placed in a plane on a single cardboard platform
with the best possible orientation angle relative to the reader antenna. This is done to
eliminate the influence of orientation sensitivity on the measurements. The experimental
setup is shown in Figure 7.2. Initially, reader output power at 20 dBm. A total of 1000
query rounds were sent by the reader, and the number of responses from the tag and
average of RSSi value from all query rounds were noted. RSSi values were collected only
when the reader was able to process the tag responding signal. We only test one tag at
time, to eliminate the influence of shadowing effects [40]. The read rate results are shown
in Figure 7.3, and the RSSi results in Figure 7.4. To further analyze the performance,
we repeat the same experiment setup with addition of a cardboard box in between the
reader and the tag. This can help us observe the read rate and RSSi value in non line of

sight situation. The results are shown in Figure 7.5 and Figure 7.6.
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7.1.2 Fixed reader output power

In this set of experiments, we used a similar setup in 7.1.1. The difference was that we
fixed reader output power at 30 dBm, due to maximum allowable reader transmitting
power and varying reader-tag distance. The orientation of the tag and reader antennas
were fixed to avoid influence of other parameters to read rate besides distance. The
experiment started by placing the tag at a distance of two meters from the reader antenna.
The measurements were repeated while increasing the distance between the tag and
the reader antenna in 0.2 metersteps. Due to the room length, maximum distance we
performed measurements at was nine meters. Our open platform semi-passive RFID
tag and commercially semi-passive tag were placed in the plane on a single cardboard
platform, with the best possible orientation angle to the reader antenna. A total of 1000
query rounds were sent by the reader, and the number of responses from the tag and
average of RSSi value from all query rounds were noted. The results show in Figure 7.7

and Figure 7.8.
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Table 7.1: Commercially available antennas

Antenna Loop antenna Dipole antenna Patch antenna
Antenna Gain 1.5 dBi 1.8 dBi 3 dBi
Polarization Linear Linear Linear
Pattern Omni-directional | Omni-directional | Omni-directional
Connector SMA SMA SMA
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7.1.3 Evaluate effects of different commercially available anten-

nas

In this experiment, We tested the performance of the open platform semi-passive UHF
RFID tag with different commercially available antennae. We chose a monopole an-
tenna (Figure 7.9), a loop antenna (Figure 7.10), and a patch antenna (Figure 7.11). All
three antennae had a standard SMA connector directly connected to the open platform
semi-passive RFID tag. Table 7.1 presents some important characteristics of the three
antennas. We used an EPCglobal Gen 2 Class 1 reader with a 6dBi gain circularly po-
larized patch antenna to transmit the wireless signal, and we used the same experiment
setup as Subsection 7.1.2. In order to avoid the null reading point, we repeat the exper-
iment. The read rate results are shown in Figure 7.12 and Figure 7.14. The RSSi results
are shown in Figure 7.13 and Figure 7.15.

7.1.4 Impedance measurement

The following experiments show the network the impedance of an analog network of
open platform semi-passive RFID tag. In the first set of this experiments, we used a
voltage controller oscillator (VCO) as a signal generator to feed UHF signal to the analog
network. A VCO is an electronic oscillator designed to generate continuous wave. The
frequency is varied by input voltage level. The signal generated by VCO will be input of
analog network. We observed the output voltage signal at the end of the analog network
to determine the return loss of this network. Figure 7.16 shows the block diagram of this
experiment. The result of frequency versus output voltage of analog network is illustrated
in Figure 7.17. The second part of this experiment was to use a vector network analyzer

to observe the impedance of this analog network. We set the starting frequency at 800



Figure 7.9: Commercially available 915MHz monopole antenna

Figure 7.10: Commercially available 915MHz loop antenna
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Figure 7.11: Commercially available 915 MHz patch antenna
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MHz and stop frequency at 1 GHz. Figure 7.18 shows the Smith chart of impedance of
open platform semi-passive RFID tag.

7.1.5 Analysis

The measurement results showed our open platform semi-passive RFID tag can operate
as regular semi-passive tag, and that it is compatibility with commercially available
antennas with standard SMA connector. It can provide a read rate above 80% when

reader output is greater than 24 dBm and reader-tag distance is less than four meters.

Digital
Section

Figure 7.16: Block diagram of a circuit used to measure impedance experiment
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From the results, we also observed several issues for this prototype of an open plat-
form semi-passive UHF RFID tag. Figure 7.3 shows the best read rate of the tag is
approximately 90%. There are two reasons for this: the comparator did not digitize the
signal properly due to analog baseband signals that were still too sensitive to its low pass
version, and the tag input impedance was mismatched so the the analog baseband signals
was very weak at certain frequencies. These issues reduced the performance of the open
platform semi-passive RFID tag. Another observation shown in Figure 7.3 illustrates
the sensitivity of the open platform semi-passive RFID tag. When the reader transmit
signal power is less than 21 dBm, and reader-tag distance is around four meters, the read
rate of the tag drops exponentially. Figure 7.4 shows that when the RSSi falls below -87
dBm, the reader can no longer detect the tag. Figure 7.3 and Figure 7.4 provide very
interesting observations. In this Figure 7.3, the read rate of the open platform semi-
passive UHF RFID tag and a commercially available semi-passive tag drop around zero
at certrain points, and the read rate varies, regardless of reader-tag separation. This is
due to null reading points we mention in Chapter 3. At null reading point, the reader
signal and reflected signal cancel each other out. When we increase the reader-tag sep-
aration, the tag is no longer in null reading points, so the read rate increase back to
normal. Another observation, from Figure 7.7 shows much variation in the read rate of
the open platform RFID tag and the commercial semi-passive tag, which demonstrates
how the environment can seriously impact the performance of an RFID system. Figure
7.4 shows the RSSi value drop as reader-tag distance increases, except at null reading
points. Comparing Figure 7.12, 7.14, 7.13 and 7.15 shows by repeating the experiments
that the performance of read rate varies due to null reading point. This concludes when
reader can receive the tag signals, the signal streangth is following Friis Equation 3.1, the
reader-tag distance increases, and the power drops. Figure 7.17 and Figure 7.18 points
out that this open platform semi-passive RFID tag is not well tuned to the desired fre-
quency, and it required addition tuning to achieve good performance. This is one of the
root causes that impact the performance of the tag, and all these factors bring down
the performance. The hysteresis comparator also reduces the tag performance, as the
calculated value can not be used directly in practice. The environment has a big impact
on UHF RFID tag performance, as shown from Figure 7.3 to 7.13. The reflect reader
signal may bring down the read rate, but it also helps reader-tag communication when

tag-reader is in non-line of sight situations.
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Figure 7.19: Voltage (V) VS Current (mA) of open platform semi-passive RFID tag

7.2 Power consumption

Another important parameter to use to evaluate the semi-passive RFID tag is the power
performance. As a semi-passive tag requires battery assistance, the device life relies on
battery life. We are measuring the voltage and current at different scenarios to determine

overall power performance.

7.2.1 Voltage versus current

First experiment was to measure the voltage versus current. We begin at 3V that the
regular 2 x AAA fully charged batteries will supply. Then we reduced the input voltage
from 3V to 2V in 0.25 V steps. According to PIC microcontroller manual, the minimum
supply voltage in 8MHz is 2V. We used multimeter to measure the current; the outcomes
were shown in Figure 7.19. The results were gathered while the open platform semi-

passive RFID tag was backscattering to the RFID reader.

7.2.2 Backscattering power consumption

In this experiment, we measured the current vs input voltage when the open platform
semi-passive UHF RFID tag is communicating with the reader, and when it is outside
of the reading zone of the reader. Table 7.2 shows the current measurement results for

various input voltage source.
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Table 7.2: Power consumption in executing mode and idle mode

Voltage (V) | Backscattering Mode (mA) | No backscattering mode (mA)
3 15.32 15.32
2.75 11.76 11.76
2.5 9.06 9.06
2.25 6.46 6.45
2 5.0 4.9

7.2.3 Analysis

Figure 7.19 shows that the open platform semi-passive RFID tag consumes much more
power at a higher input voltage than at lower voltage: 45mW vs. 8.9 mW respectively.
Limiting the input voltage to 2V does not affect read rate and RSSi of the open platform
semi-passive RFID tag and also saves considerable power which increases device life cycle.
Table 7.2 shows us that the backscattering mode does not drain more current than non
backscattering mode. Thus, the semi-passive open platform RFID tag does not waste

energy when transmitting data.

7.3 Application of the open platform semi-passive

RFID sensor network

In this section, we integrated a digital temperature sensor into the open platform semi-
passive RFID tag. The tag uses I?C protocol to communicate with the sensor. The
access temperature data function block implements inside custom sub-function blocks.
Figure 7.20 shows the state diagram of open platform semi-passive RFID sensor tag. We
modified the original state diagram of EPCglobal Gen 2 Class 1 to fit sensor network
requirement. The state of ARBITRARY, READ, REPLY are defined in EPCglobal Gen
2 Class 1. We added new state ReadSensor to read sensor data. When tag first boots
up, it acceses to temperature sensor to gather temperature data, then save the date
and generate corresponding CRC value based on temperature data. The reason to do
this is that CRC calculation requires 225 ns when tag system frequency is set to SMHz.
According to EPGglobal Gen 2 Class 1 [4], the tag needs to response in approximately
40 ns when backscattering signals rate is set to 256 KHz/Miller 4 mode. The tag can not

generate CRC value in real time when tag system frequency is running in 8MHz. Figure
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Read Sensor

START

Figure 7.20: Open platform semi-passive RFID sensor tag block diagram

7.21 shows the flow chart of this process.

In the firmware code for the PIC microcontroller, we needed to add new function
ReadSensor Data. This function has access to the temperature sensor via IrC bus. The
function is implemented in custom subfuction block. As mentioned above, the tag calls
this function at initial stage to get sensor data and generate CRC value. Then the
tag state moves to READY state and waits for a reader command. After tag responses
READ command to reader, the tag will call this function to access new temperature data,
then go to ARBITRARY state. We only needed to do small modification to original tag
firmware code.

On the GUI side, we added the target tag’s EPC into sensor tag list, shown in Figure
7.22. By doing this, the GUI will automatically request data from this tag. This is
specific functionality we implemented for this application. We set the interval of each
query round to one second. At the beginning of experiment, we place the tag in the
computer lab. During the experiment, we placed a finger on the digital sensor for several
minutes, then remove it. The results, in Figure 7.23, show that the temperature increase
in middle of the experiment, and then drop back to room temperature.

We repeated the experiment described in 7.2.1 to measure the voltage and current,
to determine the power consumption for open platform semi-passive RFID sensor tag.
During the experiment, we access the temperature sensor once per second. Figure 7.24

shows the measurement result. The overall power consumption of the tag is almost the
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Figure 7.23: Open platform semi-passive RFID sensor tag result

same as open platform semi-passive RFID sensor tag. According to sensor data sheet,
the digital sensor requires 100 nA in executing mode[88]. The results shows the open

platform semi-passive RFID sensor tag can be used as low power wireless sensor.
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Chapter 8
Conclusion

This thesis demonstrates an open platform semi-passive RFID sensor tag with an RFID
reader GUI system. We experimented with the performance characteristics of commer-
cially available passive and semi-passive tags, and found the passive tags were highly
affected by range, environment and the antenna type. The performance of an open de-
velopment platform for semi-passive UHF RFID sensor tags was eavluated according to
range, reliability and power consumption. Range and reliability were compared to com-
mercially available semi-passive tags, and device lifetime to other short range wireless
sensor devices. We also integrated a temperature sensor, which allowed us to demonstrate

the extensibility of this tag in both hardware and software.

8.1 Contribution

The main contribution of this thesis is the development of an open platform semi-passive
UHF RFID sensor tag. Compared with commercially available semi-passive tags, it was
found that the open platform tag could operate as a standard semi-passive tag, and could
also support the addition of external sensors. The tag can be integrated into many other
applications involving short range communication, and it supports the basic EPCglobal
Gen 2 Class 1 [4] commands required to operate as a standard semi-passive UHF RFID
tag. We expanded the tag into an RFID sensor network, and succssfully demonstrated
how it can be integrated with a digital sensor. Standard RFID reader can get the sensor

data from the open platform semi-passvie UHF RFID tag.
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8.2 Future work

After analyzing the results from chapter 7 and considering the suggestions of others,
we have determined there are four main extensions to this work. One extension is to
enable full support of transmitted reader signals and backscattering signals data rates
without increasing the working frequency of the microcontroller (our study limited the
transmitted reader and backscattering signals data rates). A full support data rate
RFID tag would give user more freedom. A possible solution is to integrate a complex
programmable logic device (CPLD) into open platform RFID tags, as the microcontroller
could offload the encoder/decoder functionality to the CPLD.

The second extension is to improve the read rate. We need to tune the input
impedance to the desired frequency. Comparator hysteresis is another component re-
quiring further investigation to provide maximum performance.

Another extension to this work is to improve power management. First, we could
add 2V voltage regulator to limit the supply voltage to 2V. From the testing result, the
tag only consumes 8.9 mW, and this could extend tag device lifetime. Another approach
would be to replace the general purpose PIC microcontroller with an extreme low power
PIC microcontroller. According to PIC website, the active mode current is only 50
uA/MHz [89].

Further research could be done on integrating different sensors and hardware. This
thesis explored basic functionality of a semi-passive RFID sensor tag with an integrated
temperature sensor, and explored the creation of a short range sensor network. However,

there is still much room for investigation.



Appendix A

Acronym

ADC
ASIC
BAC
CPLD
DSP
EPC
HF
GUI
IC
IDE
ISM
LF
LLRP
M4

PC

analog digital converter
application-specific integrated circuits
battery-assisted-circuit

complex programmable logic device
digital signal processing

electronic product code

high frequency

graphic user interfaces

integrate circuit

integrated development environment
industrial, scientific and medical
low frequency

low level reader protocol

miller 4

protocol control
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PCB

PHY

PIE

PW

RF

RFID

RN16

RSSi

RTF

SHF

SNR

TTF

UHF

upPC

VCO

WISP

WSN

printed circuit board

physical

pulse interval encoding

pulse width

radio frequency

radio frequency identification
16-bit random number

received signal strength indicator
reader talks first

super high frequency

signal to noise ratio

tag talks first

ultra high frequency

universal product code

voltage controller oscillator
wireless sensor identification platform

wireless sensor network
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