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Abstract

In Private Broadcasting, a single plaintext is broadcast to multiple recipients in an
encrypted form, such that each recipient can decrypt locally. When the message is
classical, a straightforward solution is to encrypt the plaintext with a single key shared
among the parties, and to send each recipient a copy of the ciphertext. Surprisingly,
the analogous method is insufficient in the case where the message is quantum (i.e.
in Quantum Private Broadcasting (QPB)). In this work, we give three solutions to
t-recipient QPB and compare them in terms of encryption key length. We examine
independent encryption with the quantum one-time pad, unitary ¢-designs, and a
new concept we define as symmetric unitary t-designs. Of these three, symmetric
t-designs are the best choice when ¢ is large, and these symmetric designs may be of
independent interest beyond QPB.
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Chapter 1

Introduction

1.1 Encryption Schemes

For hundreds of years, there has been highly sensitive information that needs to be
shared between two or more individuals in different locations. Common examples
include attack strategies in active combat, information acquired by espionage agents,
and locations for dealings of a highly lucrative nature. Such information is dangerous
in the wrong hands, and therefore strategies to conceal information sent between par-
ties are of extreme importance. These are otherwise known as encryption schemes, the
strength of which varies depending on the underlying composition of these schemes.
Encryption schemes are classified into private key or public key encryption schemes,
where the encryption key is either kept hidden or is made publicly available. One
common public key encryption scheme is RSA [RSA78], which relies on the difficulty
of factoring the product of two large prime numbers. This scheme is widely used
for the encryption of many web sites, including online banking and shopping sites.
Therefore, if the factoring of the product of prime numbers can be solved quickly,
this has disastrous results across the world wide web.

It has been shown that quantum computers are able to solve this factoring prob-
lem and are therefore able to break certain public key encryption schemes [Sho94].
The question now becomes: how can encryption schemes exist which are still secure
in the presence of a quantum computer? There are two schools of thought with re-
gards to this problem. The first is to use quantum computers within the encryption
itself, and therefore create new schemes which are quantum-safe. This is called quan-
tum encryption, which is a specific instance of quantum cryptography. In this thesis,
quantum cryptography is defined to be where both the sender and the receiver have
access to a quantum computer, and are therefore capable of performing cryptographic
tasks that require quantum mechanics. The second option is to try and find other
hard math problems which are not completely broken with the emergence of quantum
computers. This is what is called post-quantum encryption. The National Institute
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of Standard and Technology in the United States have been working on testing and
approving proposed encryption schemes that meet their standards of security to both
quantum and classical computers, a process that is currently in its third round of
candidates [CSD].

1.2 Private Broadcasting

This thesis focuses on quantum encryption, and specifically the problem where mul-
tiple copies of an encrypted message (called the ciphertext) are sent to different indi-
viduals. To contextualize such a problem, consider the following fictional scenario.

You are on your way home from work when you witness a crime being
committed in one of the back alleys between your office and the subway.
You recognize the culprit and you see them murder another man in cold
blood. Moving as quietly as a mouse, you slip away and head to the police
to report what you saw. The police are able to capture the guilty party,
whom you positively identify. You head home, exhausted now that the
rollercoaster of adrenaline has worn off. A few days later, you get called
back to the police station, where they tell you that they need you to testify
at the murder trial. It turns out there is not enough physical evidence to
link the murderer to the crime, and you have now become the key witness
in this trial. Unfortunately for you, the guilty man is related to the leader
of one of the rival gangs in your city. They do not take kindly to snitches,
which you discover when you get home and see this note slipped under
your door:

If you testify, you will find yourself looking at the bottom of
a 6 foot hole sooner than you expect.

To keep you safe, you and your family are put into witness protection
and are relocated to another part of the country. When it is time for you
to testify, the prosecutor’s office will send the same message to the au-
thorities both in your old city and your new city, as well as the members
of your protection detail, giving them all the same message. To keep this
message secure, it is encrypted and sent to the above parties. Since the
intended recipients are in different parts of the country, it must be possible
for each of them to independently decrypt the message once it is received.

This is the problem examined in this thesis, where there is a message (known as the
plaintext) being sent to ¢ different people, possibly in different parts of the world, who
all need to decrypt this message on their own. This is what we call the t-recipient
private broadcasting problem.
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This problem causes no issues with classical encryption, as one can use the same
encryption key for each copy of the plaintext message, and each ciphertext remains
independent of the original plaintext. This implies that an adversary who intercepts
the ciphertext receives no information about the plaintext. If this plaintext is instead
a pure quantum state |©)(¢| and is encrypted using a unitary matrix U, it is no longer
true in general that encrypting multiple copies with the same key outputs ciphertexts
which are independent of the original plaintext. The encryption key in this case is
a sequence of classical bits that specifies which unitary is used for the encryption
from a finite subset of possible unitaries. The problem where one desires to securely
encrypt t copies of a pure quantum state is what we call the t-recipient quantum
private broadcasting problem (t-QPB), and we examine this problem through the lens
of the encryption key, which is described by classical bits. The longer the encryption
key, the more storage space is needed for the key, and generating a truly random key
is expensive. Therefore, a small encryption key is desirable, and we consider three
possible solutions to this t--QPB problem in terms of their key length.

The first is the quantum one-time pad (QOTP), which is a perfectly secure
quantum encryption scheme when used once. We show that this scheme is no longer
perfectly secure when the same encryption key is used to encrypt two copies of the
same quantum state. This is the quantum encryption scheme mentioned in the previ-
ous paragraph, and since it is not secure for two copies, one is unable to claim security
for general t. This setback is resolved instead by using independent keys for each copy
of the plaintext that is to be sent. This results in a key length that increases linearly
with respect to ¢, the number of copies. The question then becomes whether we can
improve this key length so as to accomplish -QPB with the same level of security as
the QOTP but with less classical bits. This leads us to examining unitary ¢-designs,
resulting in two other solutions to this ¢-QPB problem.

The second solution uses unitary t-designs as encryption schemes. Unitary ¢-
designs are composed of a finite set of unitary matrices, along with a probability
distribution that specifies the probability each matrix is chosen from this set. These
unitary t-designs have the property that applying a matrix from this finite set, up
to t times to a quantum state, appears the same as applying a Haar-random unitary
matrix. A Haar-random unitary can be thought of as a uniformly random matrix
from the whole group of unitaries, but it is inefficient to generate these matrices as
the amount of resources (i.e. quantum gates) increases exponentially with the number
of quantum states [DCEL09]. These unitary ¢-designs are useful because with only
a finite number of matrices, one is able to obtain a matrix that appears randomly
chosen from infinitely many unitary matrices. Using the upper bounds on the number
of unitaries needed for a unitary t-design, the key length for these design encryption
schemes increases logarithmically with respect to t.

Lastly, we propose a new concept of symmetric unitary t-designs, which are a re-
laxation of unitary ¢-designs acting on the symmetric subspace. In contrast to unitary
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t-designs, the input quantum state must be an element of the symmetric subspace.
We use these symmetric unitary t-designs as encryption schemes, and the unitary
bounds are now with respect to the dimension of the symmetric subspace, which we
denote as dsym. The key length increases logarithmically with respect to dgym, which
corresponds to increasing logarithmically with respect to t. Figure 1.1 compares the
key lengths of the quantum one-time pad, unitary t-designs, and symmetric unitary
t-designs when the dimension is fixed at 2 and ¢ is increased. As t increases, this
key length is smallest with symmetric unitary ¢-designs as opposed to regular unitary
t-designs or to the quantum one-time pad.

Key Length Comparison

60

50

40

30

Classical Bits

20

10

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Values of t

=@=QO0TP === \Weighted t-design ==fe==Unweighted t-design ==g=Symmetric t-design

Figure 1.1: QOTP, Weighted t-design, Symmetric t-design, t < 25, d = 2

1.3 Structure

The rest of this thesis is organized as follows. Chapter 2 covers background infor-
mation regarding quantum computing that is needed for the subsequent chapters.
Chapter 3 formally defines this t-QPB problem along with its corresponding secu-
rity properties. Chapter 4 introduces the quantum one-time pad and examines the
key length bounds when used for t-QPB. Chapter 5 defines unitary ¢-designs, their
bounds, and how they can be used as encryption schemes for t-QPB. Chapter 6
presents symmetric unitary t-designs and their corresponding bounds, how they are
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used as encryption schemes, and ending with a comparison of all three solutions to the
t-QPB problem. Chapter 7 discusses open problems and further work. Appendix A
contains the Python code used for the trace distance calculations throughout this
thesis, and Appendix B contains the data for each of the figures. We note that the
main results of this thesis have been posted as a pre-print [BGGS21]. In particular,
Section 4.3, Section 5.4, Chapter 6, and the open problems presented in Chapter 7
closely follow [BGGS21].



Chapter 2

Preliminaries

In this chapter we present background information in quantum computing, providing
the reader with sufficient knowledge in order to understand the mathematical notation
and concepts used throughout this thesis. In particular, we explain the four postulates
of quantum mechanics, providing examples throughout to illustrate these phenom-
ena. Next, we explain density operators, entanglement and Schmidt decomposition,
before discussing concepts specific to our t-recipient quantum private broadcasting.
These include the Haar measure, the specific norms we use, a brief introduction to
the symmetric subspace and results from representation theory and convex analysis.
Section 2.8, Section 2.9 and Section 2.10 closely follow the preliminary section of
[BGGS21].

2.1 Bits and Qubits

In classical computing, the behaviour of the computing systems is described by bits, 0
and 1, and strings of bits {0,1}". In quantum computing, these bits are no longer
sufficient, and instead quantum systems are needed. Quantum bits, or qubits, are
two-dimensional quantum systems while qudits are d-dimensional quantum systems.
These quantum systems can be characterized as pure or mized systems, where a
pure qubit is written as a two dimensional complex vector. Mixed qubits are written
as matrices, specifically density matrices, which are explained later. The common
notation used for quantum systems is the Dirac (bra-ket) notation, which we use in
this thesis. This notation is comprised of ‘kets’ and ‘bras’, where a ket is written as |-)
and represents a column vector. A row vector is represented by a bra, written as (-|.
Kets and bras are complex conjugate transposes of each other, i.e. W}T = (1| where
1

ol’
and (0| = [1 0]. These kets and bras can be combined as (¢|¢)) and |1)¢|, called the

inner product and outer product, respectively. The inner product results in a scalar,

the conjugate transpose is denoted as . For example, one common qubit is |0) =
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while the outer product results in a matrix. If two vectors |¢) and [¢)) are orthogonal,
this means their inner product is zero, which is equivalent to saying (¢|¢)) = 0. The
norm of a vector |¢) is |||®) || = \/(d|¢), which means || |¢)||* = (¢|¢) and |¢) is a
unit vector if (¢|¢) = 1.

There are certain conditions that need to hold for a vector to be a valid qubit,
along with other rules about how quantum systems can be described, how they evolve,
are measured, and are combined with other quantum systems. To explain this phe-

nomena, we follow the postulates of quantum mechanics as described by Nielsen and
Chuang in [NC10].

2.2 Postulates of Quantum Mechanics

Postulate 1. Associated to any isolated physical system is a complex vector space
with inner product (that is, a Hilbert space known as the state space of the system).
The system is completely described by its state vector, which is a unit vector in the
system’s state space.

As previously mentioned, a qubit is a 2-dimensional system. Its state space is
therefore C? with inner product and is described by unit vectors in this Hilbert space.
We denote H, as the Hilbert space of dimension d throughout this thesis, and the unit
vectors in this Hilbert space are called quantum states. We are only concerned with d
being finite, and therefore use C?¢ and H, interchangeably. Examples of two quantum

states in Hy are |0) = and |1) = which are also orthogonal and therefore

1 0

o et = ]
form a basis for Hs. This basis {|0),|1)} is called the computational basis, and any
arbitrary qubit can be written as [¢)) = a/|0) 4+ 5 |1), i.e. as a linear combination of

the basis states. Since [¢) is a unit vector, this means that it must be true that

wiv) = (a7 01+ (1)) (al0) +811) )
1= a*a(0]0) a*B(0[1) + B*a (1]0) 4+ BB (1]1) (2.21)
= |af* + [P,

where o* and * are the complex conjugates of o and f.

Postulate 2. The evolution of a closed quantum system is described by a unitary
transformation. That is, the state |¢) of the system ¢; is related to the state [¢)') of
the system at time ¢, by a unitary operator U which depends only on the times ¢,
and to,

W) =Uly). (2.2.2)



2. PRELIMINARIES 8

This means that to transform one quantum state to another, this is done by a
unitary operator. A unitary operator (i.e. a unitary matrix) is a square matrix such
that UUT = 1. The group of all d x d unitary matrices is the unitary group, which
we denote as U(d). Four common unitary operators in ¢(2) are the identity and the
Pauli X,Y and Z:

11:[(1) (1)] X:ﬁ (1)} Y:[? _OZ] Z:[(l) _01] (2.2.3)

The identity operator naturally changes nothing when applied to any qubit. The
Pauli X, also called the NOT operator, acts as X («|0) + 5|1)) = «|1) + 5]0). The
Pauli Z changes the sign of 5 when applied to «|0) + 5]1), and YV = —iXZ. A
Hermitian matrix is a square matrix M such that M = M*. It is easy to see that
U=U'for U e P ={1,X,Y,Z}, which implies that the Pauli operators are also
Hermitian matrices.

Another unitary operator is the Hadamard,

H— % [} _11} | (2.2.4)

When the Hadamard is applied to the computational basis states, this gives two
other orthogonal quantum states, |+) = \%(|O> + 1)) and |—) = \/Li(|0> —|1)).

Postulate 3. Quantum measurements are described by a collection {M,,} of mea-
surement operators. These are operators acting on the state space of the system
being measured. The index m refers to the measurement outcomes that may occur
in the experiment. If the state of the quantum system is |¢)) immediately before the
measurement, then the probability that result m occurs is given by

p(m) = (| M}, My |0) | (2.2.5)
and the state of the system after the measurement is
M,
T“/’) | (2.2.6)
V(W[ MF My |0)
The measurement operators satisfy the completeness equation,
> MiM,, = 1. (2.2.7)

The completeness equation expresses the fact that the probabilities sum to one:

L= p(m) = (|M],My]v). (228)

m
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This postulate says that when a measurement is performed to a quantum state,
the outcome is a purely classical result, this index m, where each classical result
occurs with a certain probability. The quantum state ‘collapses’ to this classical
result, along with a post-measurement quantum state, and it is not possible to go
back and reconstruct the original quantum state once it has been measured. For
this reason, quantum states are measured at the end of any manipulations that are
performed.

Example 2.2.1. One example of a collection of measurement operators are M, =
|0X0|, My = |1)1], which are operators on Hs and satisfy the completeness equation.
Applying each of these operators to an arbitrary qubit |¢)) = «|0) + 8 |1) gives

Mo |) = [0)o] («[0) + 811) )
= |00 [0) + 8 10Y0] 11)
= al0), (2.2.9)

My ) = a[1)(1]|0) + B [1)(1] 1)
=B,

since (0|0) = (1|1) =1 and (0[1) = (1]0) = 0.
Now measuring |¢) gives

p(0) = (| M{ M)
= (0[a"al0)
= |af* (0]0)
= |a/?, (2.2.10)

p(1) = (| M{M; )
= |8,

with the post-measurement states being

\/ (WM M)
M, ) 8 (2.2.11)

~ 2y,
wimigy P

This is known as the computational basis measurement, where 0 occurs with
probability |a|? and 1 occurs with probability |3]?. As seen in the post-measurement
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states, they have each collapsed to either |0) or % |1), and there is no indication

that the original state was a|0) + §|1). Therefore, this original quantum state is lost
after measuring and cannot be reconstructed.

Another type of measurements as described in [NC10] are projective measure-
ments. These are defined exactly the same as in Postulate 3, now with the added
restriction that the measurement operators M, are Hermitian operators and orthog-
onal to each other. This means that when multiplied together, the matrix prod-
uct M,, M, yields the zero matrix except when m = n. Therefore, for a measurement
{M,,} to be classified as a projective measurement, it must be true that M| = M,,
and M, M, = 0 when m # n. These conditions hold for { My, M;} in Example 2.2.1,
which implies that { My, M;} is a projective measurement.

Recalling that (]¢) = || |¢) ||? and assuming {M,, } is a projective measurement,
the probability that result m occurs can be simplified in the following manner,

p(m) = (| M}, M, |¢)
= (Y[ My My |) (2.2.12)
= || My [) |

This simplification is precisely what is used in the probability calculations in Exam-
ple 2.2.1.

Postulate 4. The state space of a composite physical system is the tensor product
of the state spaces of the component physical systems. Moreover, if we have systems
numbered 1 through n, and system number ¢ is prepared in the state |¢;), then the
joint state of the total system is [1)1) ® [1hg) @ - -+ & |1)y,).

In order to understand this postulate, we must first understand what is meant
by the tensor product, denoted as ®. We use the explanations of Nielsen and Chuang
in [NC10] to explicitly define the tensor product, which is interchangeably called the
Kronecker product, along with what it means to have tensor products of Hilbert spaces
and quantum states, and the basic properties of the tensor product.

Definition 2.2.2 (Kronecker Product). Suppose A is an m X n matrix and B is
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a p X ¢ matrix. The Kronecker product between A and B is defined as

AnB ApB ... AuLB
AmB AnB ... A,..B
_AllBll e Allqu A12Bll e A12qu T AlnBll T Alnqu_
Alprl e Alprq A12Bp1 e A12qu e Alanl T Alanq
AmlBll e Amlqu AmQBll e Am2B1q e AmnBll e Amnqu
_Amprl e Amprq AmQBpl e AmQqu e Amanl T Amanq_

(2.2.13)

where A® B is an ng X mp matrix. To illustrate this further, a simple example is the
tensor product of |0) and |1):

1-0 0
1] _fo 1-1 1

\0>®!1>—M®M— 0.0l = o (2.2.14)
0-1 0

When considering Hilbert spaces V' and W of dimension m and n respectively,
these Hilbert spaces can be combined with linear combinations of such tensor product
to obtain W' = V ® W, which has dimension mn. The elements of W' are of the
form |v) ® |w), where |[v) € V and |w) € W. Furthermore, if {|i1),..., i)} and
{1)+---,|jdn)} are bases for V and W respectively, then {|ix) ® |j,)} for k € [1,m],
¢ € [1,n] is a basis for W’'. If A is a linear operator on V and B is a linear operator
on W, then A® B is a linear operator on W’. The tensor product of quantum states
is written interchangeably in this thesis as [¢) ® [¢) = |py)) = |¢) [¢). The notation

)" represents [t) ® [} -~ ® [¢).

TV
t times

The basic properties of tensor products are the following:

1. For an arbitrary scalar z and elements |v) of V and |w) of W,

2(Jv) @ [w)) = (z]v)) © [w) = [v) @ (2 ]w)). (2.2.15)
2. For arbitrary |v;) and |vg) in V' and |w) in W,

(lo1) + [v2)) © |w) = |v1) @ [w) + |vg) @ w) . (2.2.16)
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3. For arbitrary |v) in V and |w;) and |wy) in W,

[0} @ (Jw1) + |w)) = |v) @ [wy) +[v) @ |w2) . (2.2.17)

2.3 Density Operators

Pure quantum states are written as unit complex vectors, or equivalently, a quantum
state is pure if it can be written as a [¢)) whose norm is 1. Are all quantum states
pure? No. There are also mixed states that are written using density operators, which
we explain along the same lines as [NC10]. It is possible that a quantum system is an
ensemble of quantum states, each with a certain probability. For example, if one were
to toss a coin and have |0) and |1) represent heads and tails, respectively, the quantum
system describing the outcome of this coin toss is |0) with probability 1/2 and |1) with
probability 1/2. This is an example of a mixed state because the resulting quantum
system is either |0) or |1). Formally, let |1;) be quantum states with probability p; for
index 7, and suppose a quantum system is in one of these states with the associated
probability. The density operator of this system is defined as

p= sz’ [ )il (2.3.1)

Density operators (also called density matrices) must satisfy two conditions; they
must have trace equal to 1, and they must be positive operators. The trace of a matrix
is the sum of the diagonal entries. For example,

1 3 4
|02 7| =1+2+5=38. (2.3.2)
6 95

The trace is a valid linear operation, and by its cyclic property, it is true that
(|Al) = Tr(A)]) for linear operator A and quantum state [¢)). An oper-

ator p is considered positive if for an arbitrary quantum state |¢), it is true that

(9lpl¢) = 0.

To transform one quantum state into another, this is done by applying a unitary
matrix U, as explained in Postulate 2. For density operators, this becomes

DU [ UT = UpU, (2.3.3)

Measurements of quantum states written with density operators are similar to as
explained in Postulate 3. Using the fact that (¥|A|¢)) = Tr(A [¢)1]), the probability

of outcome m is
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p(m) = Tr (M} M,,p). (2.3.4)

With regards to notation, in this thesis we use both kets and density operators to
represent quantum states. The set of d x d density operators in the Hilbert space Hy
is denoted as D(H,).

From Postulate 4, a total state space can be composed of other state spaces
through the tensor product. One such example is a quantum state p that is an
element of Hy ® Hs, where we denote the first Hilbert space as system M and the
second Hilbert space as system E. Such a p is written as py/p to illustrate that the
total state space is composed of two distinct systems. It is possible to look at just one
of these two systems, and to do so is called taking the partial trace of pyg. Tracing
out the system M is denoted as Try(pae) = pr, and this operation is equivalent to
applying the trace to the part of p from system M and applying the identity to the
part from system E. To make this concept concrete, consider the following example.

Example 2.3.1. Suppose we have the quantum state \/Li (|00) + |11)), which corre-
sponds to the following density operator

paae = 75 100) + 1)) (5 (0] + (1))

(2.3.5)
- %(|0><0| ® |0)0| + [0X1] @ [0X1] + |1)(0] @ [1)(0] + [1X1| ® |11 )

where the first qubit is from system M and the second qubit is from system FE.
Tracing out system M gives

Trar(pare) = (Tf®1>%( |0X0] @ [0)X0] + [0X1] @ |0X1| + [1)0] ® [1)}O0] + [1X1] ® |1><1\)
= %(Tf(|0><0|> @ |0)(0] + Tr(|0)X1]) @ |0) 1| + Tr(|1)0]) @ |1)X0] + Tr(|1X1]) ® |1)1| )
- %<<0’0> ® |0X0] + (0[1) @ [OX1| + (1]0) @ [1)0] + (1]1) @ [1)1]

= 2 (1o%ol + 1),
(2.3.6)

2.4 Bases

In this thesis, we use the common fact about the Pauli operators, which says that
P ={1,X,Y, Z} forms a basis for all linear operators in C?, and that

P ={P®P®- -®P|PcP} (2.4.1)
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forms a basis for all linear operators of (C?)®" [BR03|. The Paulis therefore form a
basis for Haon. The set of n qubit density operators are a subset of all linear operators
of (C?)®", which implies that any n qubit density operator p can be written as

p= Z cp- P, cpeC. (2.4.2)

Pepen

2.5 Entanglement

Another classification of quantum states is whether they are separable or entangled.
A quantum state |p) from the Hilbert space W' =V @ W is called separable if it can
be written as a tensor product |¢) = |¢) ® [¢), where |p) and [i)) are pure states
in V and W, respectively. If |¢) cannot be written this way, it is called entangled.
Examples of entangled states of two qubits are what are known as the Bell states,

‘(I)+>_\/— ‘OO>+‘11>)
|@7) = —=(]00) — |11))
f (2.5.1)
) = —= f (|01) +]10))
7)) = — \/_ (J01) —|10)).

The state |®T) is also known as an EPR pair, and is described as having two
‘halves’. It has the property that if a measurement is made to one of the halves, both
halves end in the same post-measurement state, which we illustrate with an example.

Example 2.5.1. Suppose a computational basis measurement is made to the first
half of |®T), where we label the first half as being from some system A and the
second half is from system B. This corresponds to a projective measurement with
{Mo =104)04| ® L, My = |14)14| ® 15}. This results in

%( 04X041[04) ©105) + [04)0a] [1.4) @ [15) )

1
= — 1040
\/§|AB>

1
V2

1
= E|1A13

040041 @ 15 (75 (0408) +[1415)) ) =

%

[LaKLa| © T (== (10405) + [1a15)) ) =

1
V2
)

(2.5.2)

(114)(141104) @ 05) + [1LaX1a| [14) @ [15) )
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which has p(0) = 1 with post measurement state [0405) and p(1) = 5 with post
measurement state |141p). Notice how the identity was applied to the second half of
the EPR pair, but it still collapsed to the same quantum state as the first half after

measuring.

Our results later in this thesis make use of two EPR pairs, and it is helpful to
define A number of EPR pairs as

1

|EPR,) = 75 {203} l9) |q) . (2.5.3)

where A € N. This is simply re-ordering the middle qubits so that the first |¢) in the

above equation describes the first half of the A EPR pairs and the second |q) describes
the second half of the A\ EPR pairs.

2.6 Schmidt Decomposition

The Schmidt decomposition is defined as follows, from [NC10].

Theorem 2.6.1 (Schmidt decomposition). Suppose |1)) is a pure state of a composite
system AB. There then exists orthonormal states |ia) for system A, and orthonormal
states |ig) of system B such that

v) = ZAi lia) lis) (2.6.1)

where \; are non-negative real numbers satisfying >, A2 = 1 known as Schmidt coef-
ficients.

This result is useful for pure quantum states py;g where this system E' is an aux-
iliary space that may or may not be entangled with the message space M. Quantum
encryption schemes need to consider this possible entanglement, and the Schmidt
decomposition is a tool we use to prove the security of two of our encryption schemes.

2.7 Haar measure

As explained in [Watl15], the Haar measure is a probability measure over the set of
unitary operators. It is invariant to left and right multiplication of unitary matrices,
which means that fu(d) AU dU = fu(d) UA dU = fu(d)U dU, where the integral
is with respect to the Haar measure, for A,U € U(d), the group of d x d unitary
matrices.
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The Haar measure over the unitary group is a probability measure that plays the
role of uniform randomness, and a unitary matrix chosen with the Haar measure is
called a Haar-random matriz. However, in practice, generating Haar-random unitaries
is expensive with respect to time and resources. Therefore, unitary matrices that
appear Haar-random but are from a much smaller, finite set of unitaries, are an ideal
choice if one needs a Haar-random unitary. This property is precisely the definition
of a unitary ¢-design, which we explain in Chapter 5. Our usage of the Haar measure
is limited to the context of integrals. Throughout this thesis, when we have integrals
taken over the whole unitary group U(d), these are taken with respect to the Haar
measure. An example of such an integral is

/ U®tp<UT)®th7
u(d)

where U € U(d) and p € D(HS'). Since the Haar measure is invariant to left and
right multiplication, the following equation is also true, for V' € U(d),

/ U p(UN®'aU = / (UV)Etp((UV))®HdU

U(d) U(d)

Curious readers can find more about the technical definitions and usages of the Haar
measure in [Wat15].

2.8 Norms and Distance

Transformations between quantum states are formalized by quantum channels, that
is, completely positive trace preserving maps. Determining the distinguishability of
the outputs from two such channels U, ® : L(H ) — L(Hr) is done with the trace

norm || - |1, where ||Al]|; = Tr(\/ AAT> for linear operator A and L(H,,) denotes the

set of linear operators in H ;. This trace norm is the sum of the singular values of A,
while the infinity norm ||-||» is the maximum singular value. The quantum channels
themselves are compared with the diamond norm || - ||, which is the maximum trace
norm when an auxiliary space is considered, along with the original Hilbert spaces
[Wat11, BS10]. For example, ||V — ®||, = max,,,, ||(V® 1g)pme — (P ® 1g)pmel |-
This is considered a better determination of the distinguishability of two quantum
channels than the 1 — 1 norm, that is, ||V — ®||1; = max,,, [|[Y(pam) — P(om)ll1,
because it accounts for the original space Hj; being entangled with another auxiliary
space Hg.

2.9 Symmetric Subspace

We define the symmetric subspace along the same lines as [Harl3].



2. PRELIMINARIES 17

Definition 2.9.1. The symmetric subspace over (Hq4)®" is defined as
Sym(d') == {[¢) € (Ha)*" : Pa(7) ) = |¢) ,¥m € Sy}, (2.9.1)

where

Pd(ﬂ') = Z }Z‘wfl(l);---ai7r*1(t)><i17---ait‘

01,50t €[]

for [d] ={0,...,d— 1} integers and 7 € S;, the symmetric (permutation) group for ¢
elements, i.e. all the permutations of ¢ elements. The dimension for this subspace is
dgym = (") [Harl13].

t

The symmetric subspace are those elements in H$* which are invariant under
tensor product permutations. For example, in the two qubit case, |00),|11), and
\%(HO) +|01)) are all in Sym(2?) because permuting the qubits leaves the quantum
state unchanged. However, there are states which are not in the symmetric subspace,
such as \%(\10) —|01)), which is \%(!Ol) —]10)) when a qubit permutation other than
the identity is applied.

There are quantum states which are permutationally symmetric (i.e. are invari-
ant when permuted tensor product wise) but are not elements of the symmetric
subspace. This gap appears when discussing elements in D(’H?Z). One such example
is @4 =1 € D(HS'), a two-qubit state that is invariant under tensor product
permutations but is not an element of the symmetric subspace. Note that for ¢ copies
of a pure quantum state, the definitions of symmetric and permutationally symmetric
are equivalent. As |g0>®t is invariant to permutations, this naturally implies that it is
an element of the symmetric subspace.

We use the notation U(Sym(d')) to denote unitaries from Sym(d") ® Sym(d")
of size dgym X dgym, in the same way that U/(d) denotes unitaries from Hy ® Hgq of
size d x d. Here, dgym, denotes the dimension of Sym(d"). We can also restrict unitaries
in U(d") to unitaries acting on the symmetric subspace. Such unitaries U € U(d") are
necessarily of the following shape

U— {61 g} , (2.9.2)

where A € U(Sym(d')) and B is an element of the group of unitaries on the Hilbert
space W = (Sym(d"))+, which is orthogonal to the symmetric subspace. Unitaries of
this structure are indeed unitaries and map elements in the symmetric subspace to
elements in the symmetric subspace as required.

To extend unitaries in U (Sym(d")) to unitaries in U(d"), we can simply apply the

map
A 0
A {0 ]J : (2.9.3)
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which is now a d' x d' unitary.

The notation D(Sym(d")) is for the density operators on Sym(d"). In other words,
p € D(Sym(d")) if p is a density operator and Hgympllsym = p, where Ilgy,y, is the
projector into Sym(d"). Furthermore, one can write density matrices in the symmetric
subspace as a real linear combination of rank 1 density matrices [Har13], that is,

D(Sym(d")) C spang{(Je)e)® : |p) € Ha}. (2.9.4)

In a similar fashion to how we can restrict unitaries in U(d") to acting on the
symmetric subspace, we can restrict p € D(Hg) to acting on the symmetric subspace.
Using Schur-Weyl duality [FH91], we have Hg4 = Sym(d") L W for some subspace W.
This p is a positive operator with trace 1, as explained in Section 2.3. We are wanting
this p to act in D(Sym(d")), which implies that Tr(p|symr)) = 1 and Tr(p|w) = 0,
and since p is positive, its trace is zero if and only if it is the zero matrix. Therefore,
this p is an operator that is zero on W, and we are able to have an element in D(H4)
that is restricted to acting on Sym(d").

Conversely, the elements of D(Sym(d")) are matrices of size dgym X dsym which
can be extended to matrices of size d* x d'. In particular, taking A € D(Sym(d")),

(2.9.5)

A0
AH[O 0},

this is now a unique element of D(Hg).

2.10 Representation Theory

Using Schur-Weyl duality and Schur’s Lemma [FH91] similarly to [LM20], one can
write the following for p € D(HT"):

/ U p(UN*'dU = Tr(MsympTsym)Tsym + > Tr(pll) 7, (2.10.1)
U(d) b
where gy, is the projector into Sym(d') and 7gym = %. These II, are projec-

tors into subspaces orthogonal to the symmetric subspace which have dimension dp,
and 7, = S—b”. When p € D(Sym(d")), the above equation reduces to 7gym,. This inte-

gral is called the t-twirling channel, which we occasionally denote as T®, and appears
in the definition of unitary ¢-designs in Chapter 5.

2.11 Convexity

We define convex hulls and Carathéodory’s theorem from [Roc70].
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Definition 2.11.1 (Convex Hull). The convex hull of a finite subset {bg,..., b}
of R™ consists of all the vectors of the form \gbg+- - -+ A0y, With \g > 0,..., A, > 0,
and \g+---+ A, = 1.

In other words, the convex hull of a finite subset is all the convex combinations
of the elements in the given subset.
Moreover, we need Carathéodory’s Theorem, which is also defined in [Roc70].

Theorem 2.11.2 (Carathéodory). Let S be any set of points and directions in R™,
and let C' be the convex hull of S. Then x € C if and only if x can be expressed as a
convex combination of n+ 1 of the points and directions in S.

This result helps us to upper bound our new concept of symmetric unitary t-
designs, explained in Chapter 6.



Chapter 3

Private Broadcasting

This chapter is split into two parts: a brief introduction to ¢-recipient private broad-
casting where all parties are assumed to only have classical capabilities, and a new
problem we define as t-recipient quantum private broadcasting (¢--QPB). This presen-
tation of t-QPB is original to this thesis and closely follows [BGGS21].

3.1 Classical Private Broadcasting

To fully appreciate the problem of quantum private broadcasting, let us first consider
t-recipient private broadcasting (t-PB). This is when ¢ copies of a plaintext are en-
crypted and sent to t different recipients, with the requirement that each needs to
independently decrypt their ciphertext. The plaintext, ciphertext, and the encryp-
tion scheme are all classical, meaning that they are described with classical bits and
computed with modern classical computers.

We examine this problem with the One-Time Pad (OTP), a perfectly secure
classical encryption scheme. The plaintext message m is a bit string of length n, and
the encryption key k is a randomly generated bit string of the same length as m. En-
cryption is performed by calculating the exclusive-or &, which is addition modulo 2,
between the message string and the key. For example, if the message is m = 00111
and the key is k£ = 10101, the exclusive-or is

00111
©10101 .
10010

This result is the ciphertext ¢. Now considering t copies of this m, each encrypted

20
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with &, gives
m & k
m & k
m ® k = ¢

Each cipertext c is clearly the same, and having ¢ copies of this ciphertext gives
no further information about the original message m that is not already gained by
having a single copy. There is no information gained from an intercepted ciphertext
beyond the length of the message. The reason for this is because both 0 and 1 in the
original message can result in an output of 0 or 1 in the ciphertext with the same

probability, given that the key k is uniform randomly generated. This is illustrated
in Table 3.1.

Message | Key | Output
0 0 0
0 1 1
1 0 1
1 1 0

Table 3.1: One-Time Pad Ciphertext Outputs

Therefore, intercepting the resulting ciphertext from a message encrypted with
the OTP gives no information about the original message, even if an adversary has
unlimited resources. The OTP therefore has perfect security, and furthermore each
copy of the message m is able to be encrypted with the same key k£ and maintain this
perfect security. This implies that regardless of the value of ¢, this k has the same
length and the total key length in bits is the same. Surprisingly, this is not true with
t-recipient quantum private broadcasting, as seen with the quantum one-time pad
in Theorem 4.3.1. In order to state and prove this result, we first define ¢-recipient
quantum private broadcasting.

3.2 Quantum Private Broadcasting

Here we formally define t-recipient Quantum Private Broadcasting (t-QPB) as an
encryption scheme with certain correctness and security definitions.

Definition 3.2.1. Let H); = Hy and He be the message and ciphertext Hilbert
spaces, respectively, which in general are both of dimension d. A §-correct, t-recipient
Quantum Private Broadcast scheme in H,y is a set of encryption maps Ency, : HSf —
HE' along with decryption maps Decy, : He — Hay, where k € K, the set of possible
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keys. We require that for each k € K, || (Dec}’ o Enck)’Sym(dt) — Lsym(ar)lle <146,
where the notation ’Sym( dt) denotes that the input messages are restricted to being
elements of Sym(d'), and Ly, is the identity map in Sym(d").

A diamond norm of 0 corresponds to a perfectly correct t-QPB, while a result
of 1 corresponds to a perfectly ‘incorrect” t--QPB. We are only concerned with input
messages which are pure quantum states of dimension d. Therefore, ¢ copies of such
a state is an element of the symmetric subspace Sym(d') as explained in Section 2.9,
and we incorporate this requirement into our definition of t-QPB. This restriction is
also necessary to prove security properties later in Chapter 5 and Chapter 6.

We note that a 1-correct t-QPB, (that is, a perfect --QPB) must necessarily be
implemented via unitary matrices. Moreover, in this case, as the definition imposes
local identical decryption, the decryption operation needs to be the t-fold tensor prod-
uct of a unitary matrix. Thus, although the encryption maps are not necessarily ¢-fold
tensor products of a unitary matrix, the action of each of them over the symmetric
subspace can be written as a t-fold tensor product of a unitary matrix. Such a perfect
t-QPB is illustrated in Fig. 3.1.

Encrypt Decrypt

(1) Ul = le)

) Ul o)

t < Send to each recipient

( |) Ul =)

Figure 3.1: Quantum Private Broadcasting

The indistinguishability of ciphertexts for our QPB encryption scheme is based
on the definitions from [LM20], which compares the encryption scheme with that of
a ‘state replacement channel’ (o). For a fixed 0 € D(HF"), the state replacement
channel is defined as (o)(R) = Tr(R)o, for any R € L(HZT"), the linear operators on
HE".

Definition 3.2.2. Let K be the set of possible keys in the QPB. A QPB has e-
indistinguishable ciphertexts if there exists a fixed o € D(H$"') such that

(;EK Enc, — (a>) <e (3.2.1)

Sym(d*)

1—1
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We note that the above does not consider quantum side information. The encryption
scheme has e-indistinguishable ciphertexts against adversaries with side information
if there exists a fixed o € D(H$") such that

<kIEEK Ency, — <0>>

Indistinguishability against adversaries with side information necessarily implies in-
distinguishability from the 1 — 1-norm being upper bounded by the ¢-norm.

When the above norms equal zero, we call such encryption schemes perfectly
secure and perfectly secure against adversaries with side information, respectively.

<e (3.2.2)

i

Sym(d?)

When ¢t = 1, Definition 3.2.2 corresponds to the conventional information theo-
retic encryption [LM20], where there is no restriction in the input space.

The following lemma follows naturally from the setting where t-copies of a pure
quantum state are used as the input for a t-QPB.

Lemma 3.2.3. Let Enc,(f) L HS — HE' and Decy, : He — Har, defined as Enc,(f)(p) =
UZp(UZT and Decy(y) = U,Zka, respectively. Suppose (Enc,(f), Decy) is a perfectly

1)

secure and perfectly correct t-QPB scheme. Then (Enc,(ff , Decy) is a perfectly secure

and perfectly correct (t — 1)-QPB scheme.

Proof: By definition of encoding and decoding maps it is clear that for any p €
D(HS"' ® Ha), we have (Dec?lﬁ_1 o Enc,(f_l)> ® 1 a(p) = p and thus

H (Dec,;@t’1 o Enc,(ffl)> = 0 showing correctness.

Sym(dt—1) o

Let p = (Jp)p|)®'!, with |¢) € Hg, then we have

E_Enc{"(p) = Tr, (,JEK Enci,’ (p @ |90><90|)) = Tr1 (Tsyme) = Toyme-1,

— ]lsym(dt—l)

keK
where the first equality follows from linearity, and the second follows from the defini-
tion of a perfectly correct t-QPB scheme. This last equality can be seen by choosing
a specific value of p when calculating the averaged encryption. In particular, sub-
L. .. (t—1) - . .

stituting 7gym,¢—1 for p, this yields Exex Enc  (Tsym,t—1) = Tsym,t—1, which gives the
final equality as it necessarily holds for any p = (|p)p|)®*~1. Note that we use the
notation 7gym ¢ to make explicit that it is the maximally mixed state in D(Sym(d")).
Moreover, using Eq. (2.9.4) and linearity, we know that this equation holds for any
p € D(Sym(d'™')). Thus,

t—1
‘ (kIeEK Enci/ " — <TSym,t—1>) = 0.

Sym(d*=1) |[1_5q



Chapter 4

Quantum One-Time Pad

This chapter is divided into three sections. The first introduces the quantum one-time
pad for 2-dimensions and illustrates why this encryption scheme is both perfectly
secure as well as perfectly secure against side information. We introduce the 2-
dimensional case first as this is the simplest example and the proof techniques are
easier to follow. We then expand to the general dimension case with the general Paulis
and the general quantum one-time pad. Lastly, we connect the quantum one-time
pad back to the t-QPB problem, closely following [BGGS21]. We demonstrate why
using the same encryption key to encrypt two copies with the quantum one-time pad
does not yield perfect security, overcoming this obstacle by using independent keys
for each copy in the t-QPB. This is done by allowing different encryption/decryption
keys for the different ¢ recipients. The bounds on the number of unitaries and classical
bits needed for t-independent uses of the quantum one-time pad are summarized in
Table 4.1 and Table 4.2.

4.1 Paulis and 2-Dimensional QOTP

When considering encryption schemes, we are concerned with what a possible adver-
sary would see. This is the summation over all possible encryption outputs, divided
by the number of possible encryption keys. In other words, we are concerned with
the encrypted output, averaged over all possible encryption keys. The reason for this
is because while it is possible the adversary knows the set of possible encryption keys,
they do not know which key is chosen. We therefore need to consider this expectation
over all the encryption keys.

The first quantum encryption scheme we consider for t-QPB is the quantum one-
time pad (QOTP), which is discussed in [AMTAWO00] and [BRO3]. It is defined in
the following way for p € D(Ha) and a,b € {0,1}"

QOTP.4(p) = X*Zbp2° X*, (4.1.1)

24



4. QUANTUM ONE-TIME PAD 25

where X and Z are Pauli operators. The encryption key is composed of the bit
strings a and b, and in this case is of length 2n. This QOTP is both perfectly secure
and perfectly secure against adversaries with side information [BR03], and it is this
property that makes the QOTP a common choice for encrypting a quantum state.
For completeness, we present these security results in Lemma 4.1.1 and Lemma 4.1.2.

Lemma 4.1.1. The quantum one-time pad is perfectly secure.

Proof: To simplify these calculations, we assume n = 1, and the results extend to
any n € N. Recall that the set {1, X,Y, Z} forms a basis for all linear operators of
C? and that Y = iX Z, which means that p can be written as

p=ol+a, X+a,XZ+a.Z (4.1.2)

for i, o, ay, a, € C. We can simplify this equation further by recalling that since p
is a density operator, this means that its trace must be 1. The trace operator is linear,
which means that Tr(A + B) = Tr(A) + Tr(B) and Tr(cA) = ¢ Tr(A) for constant c.
This yields

Tr(p) = Tr(l + . X + a0, XZ + . Z)
1 =Tr(o;1) + Tr(e, X) + Tr(e, X Z) 4+ Tr(a, 2)
=o; Tr(1) + o, Tr(X) + a, Te(X Z) + a, Tr(2)

:2'061'

(4.1.3)
9 Qi

which implies that p can be written as %]l + a, X + oy, XZ + a,Z. For two linear
operators to commute, this means that AB = BA. Simple matrix multiplication
shows that each of X,Y and Z commute with themselves as well as the identity
operators. Furthermore, they anticommute (i.e. AB = —BA) with the other two
operators. For example, we have X7 = —Z X, which we use shortly.

We now look at the expectation of the QOTP. Simplifying with the commuting
and anticommuting properties gives us

1
E QOTP,(p) = Z—l<p + XpX + ZpZ + XZpZX), (4.14)

a,be{0,1}
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whose terms are

1
XpX = 5 X(D)X + 0, X (X)X + 0, X (X2)X +a.X(2)X

1

= 511 + o, X — o, XZ — a2
1

LpZ = §Z(]1)Z + 0, Z2(X)Z + 0, Z(X2)Z + 0, Z(2)Z

1

= 5]1 - X —oy XZ +a,Z
1

XZpZX = §XZ(IL)ZX + ., XZ(X)ZX + 0, XZ(XZ)ZX + a, XZ(Z)ZX

1
= 5]1 - X+, XZ —a,Z.

(4.1.5)

Bringing everything back together, we have

1 1 1
E TP =—(|z1l+a,X XZ+oa,Z 1+, X -, XZ—-a,Z
aybE{OJ}QO ap(p) 4((2 + 0, X + 0y, X7+« >+(2 + ay o )
1 1
+ (51 — 0, X — o, XZ + ozzZ> + <§]1 — 0, X +a, X7 — ozZZ>)
1
=—(2-1
12
1
=3
(4.1.6)
Taking (o) to be %, this gives
E OTP,, — =0, 4.1.7
‘ (“»be{ovl}Q ? <U>> 1-1 ( )

and therefore the QOTP is perfectly secure, which corresponds to the conventional
information theoretic security as explained in Section 3.2. |

Lemma 4.1.2. The quantum one-time pad s perfectly secure against adversaries
with side information.

Proof: Now considering adversaries with side information, let the input be com-
posed of two systems, M and E, where M is a single qubit system and F is an n-qubit
system. We denote this n 4+ 1-qubit state as pyg € D(Hy @ Hg). We consider two
scenarios,
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1. 5 ®pp
2. (Eqpeqony QOTP,, ® 15)pumE-

Since P = {PL@ P,®- - -® P, 1| P; € P} forms a basis for all linear operators
of (C?)™! we can rewrite py/p in terms of Pauli operators:

P €C. (4.1.8)

.....

Henceforth, we use cp to denote cp, p,
It is interesting to notice that regardless of whether the n+1 quantum state py,p is
entangled or not, the ability to decompose the density operator as a linear combination
of tensored Pauli operators is always true.
Using the fact that Tr(1) = 2 and Tr(X) = Tr(Y = iXZ) = Tr(Z) = 0, the first
scenario can be simplified to

1 1
— @ Try(pme) = = @ Try <Z CP'P1®P2®“’®Pn+1>

2 2
P;eP
1
:§®ZCP'TY(P1)®P2®“'®Pn+1
P,eP
1
=-® z:cjp-Tr(]l)®P2®---®Pn+1
2" (119)
Pi=1
1
:§®22’0P'P2®"'®Pn+1
P,eP
Pi=1
18 Y P P
P,eP
Pi=1

Now let us look at the second scenario. Applying the QOTP to each of the Pauli
operators and taking the expectation yields
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(

a,be{0,1}

1

E QOTP,,(1)=~(1+ X1X + Z1Z + XZ1ZX)
a,be{0,1} ’ 4
4

1
g }QOTPQJ,(X) = {(X+ XXX +ZXZ + XZXZX)
a,be{0,1
1
= (X +X-X-X)=0

1
B \QOTPu(iXZ) = L(iXZ + X(XZ)X + Z(XZ)Z + X Z(1XZ)ZX)
a,be{0,1

1
= (X7 —iXZ ~iXZ+iXZ) =0

1
E QOTP.,(2)=~-(Z+XZX+ZZZ+XZZZX)
a,be{0,1} ’ 4
1
=;(Z-2+2-2)=0.

(4.1.10)

Bringing everything together, this second scenario can be simplified to

a,be{0,1} bep

=Y cr E QOTP,(P)®P® @ P

P,eP (0.1}
= Z cp- E QOTP(1)®@® - ® P,
a,be{0,1}
P,eP
Pi=1
- ZCP']1®P2®"'®P7H—1
P,eP
Pi=1
=1® Z cp-Py®- @ Py
P,eP
Pi=1

(4.1.11)

These two scenario are therefore the same, and we can conclude that with

E QOTP,,® ILE) puE = ( E QOTP,,® ILE) (Z cp P®Py @@ Py

)
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— 0, (4.1.12)

o

H( E QOTP.; (1)

e{o0,1}

which implies that the QOTP is perfectly secure against adversaries with side infor-
mation. |

4.2 General Paulis

In this section, we present the general Paulis and the general quantum one-time pad,
which we include for completeness but is not required to understand the rest of the
thesis.

The quantum one-time pad as discussed previously is solely for 2-dimensional
quantum systems. This can be expanded to general d-dimensions so that instead of
qubits, we are looking at qudits. The four Pauli matrices P = {1, X, Y, Z} form what
is called the Pauli group, which is generated by {il, X, Z} since Y = iXZ. Therefore,
for d-dimensions, only the X and Z need to be generalized. We follow the definition
and properties for these matrices as explained in [Watll]. They have the following
shape:

00 --- 0 1]
10 0 0 L0 0
0w -~ 0
X,= |01 00 g0 ¥ 0 | (4.2.1)
I O O wd.*l
00 -1 0] dxd
The value w is a d* root of unity. Explicitly, w = e>™/¢ Z?;é w/ = 0, and

w? = 1. This implies that both X; and Z; have a trace of zero, just as in the 2-
dimensional case. As explained in [Webl6], X, and Z; act as Z;|n) = w"|n) and
X4q|n) = |(n+1) mod d) for a quantum state |n) from the d-dimensional compu-
tational basis {|0),|1),...,|d — 1)} for H4. Clearly, Z* continues to have diagonal
elements that are roots of unity which sum to zero, and thus the trace remains zero.
Meanwhile, X" permutes the columns of X, in such a way that each column in X,
moves to the left m times, where the first column in the matrix then becomes the
last column in the matrix and so forth. The trace of X" is also zero when m < d,
and when m = d, X' = Z]' = 14, the d x d identity matrix.

In the 2-dimensional case, we explained previously that each of the elements in P,
either commute or anticommute with the other elements. There are still commutation
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relations between the general Paulis, except now there are d possible relations. They
can be visualized as a d-valued function F' such that

F(p17p2) = j7 where P1P2 = ij2p1a (] = 07 cee ad - 1)7 (422)

for any py,pe € {14, X4, Za} [Web16]. Furthermore, the non-identity Paulis have this
commutation relation j specified by F with cll of the other elements in generalized
Pauli group.

The general Pauli group, generated by Py = {@lg, X4, Z4}, forms a basis for
the linear operators of C?, and the group generated by (Py)®! forms a basis for the
linear operators on (C%)®'. As explained in [Web16], this @ is w when d is odd and
e™/® when d is even. This is because a basis for the linear operators on C? needs
to have d? elements since an elementary basis can be formed with all the d x d
matrices which have a 1 in a single entry and zeros elsewhere. There are d? such
matrices, and therefore every basis must have d? elements. The general Paulis are of
the form X7'Z} for m,n € {0,1,...,d — 1}. The order matters here because of the
commutation relation F'(X7, Z7) which says that X'Z" = w/Z7 X7, and therefore
we only need to take into account those matrices of the form X'Z7. There are d
choices for X7* and d choices for Z7, and therefore there are d* general Paulis.

It is true that the elements of the general Pauli group are still unitary matrices.
One way to check whether a matrix is unitary is to observe how it acts on an or-
thonormal basis. A unitary matrix preserves both the inner product of two quantum
states and the Euclidean norm. This means (Uz|Uy) = (z|y) and U |z) has norm 1.
Therefore, a unitary matrix applied to an orthonormal basis should necessarily output
an orthonormal basis.

Suppose {|0),[1),...,|d — 1)} is an orthonormal basis for H,. The matrix X,
acts on each element as Xy |n) = [(n+ 1) mod d), which is simply a permutation of
the basis elements. Thus X, applied to the orthonormal basis outputs an orthonormal
basis, and is the same orthonormal basis in this case. The matrix Z; acts on each
element as Z;|n) = w"|n). Taking the inner product of any two of these elements
yields (w™n|w™m) = (w™)T-w™-(n|m) = 0, and is thus still orthogonal. As mentioned
previously, w = e?™/4 so wl = %™/ and it is easy to see that

|w?|? = | cos(2j7/d) + isin(2j7/d)|* = cos*(2jn/d) + sin?(2j7/d) = 1,

which implies that Z;|n) has norm 1. Therefore the output from Z; applied to
orthonormal basis elements is again an orthonormal basis, and we conclude that X
and Z; are unitary matrices. It follows that any product of these two matrices is also
unitary.

These facts about the general Pauli group can be used to show that the general
quantum one-time pad is a perfectly secure encryption scheme for qudits.
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4.2.1 General Quantum One-Time Pad

Before defining this general quantum one-time pad, let us first determine how to write
) € D(Hq) in terms of the general Pauli operators since they form a basis for the
linear operators on C?. The matrices X" and Z7* have trace zero when m < d, and
it is also true that Zj - X' and X' - Z} has trace zero when n, m < d. The reason
for this is because X} applied to Z} permutes the columns of Z}, whose diagonal
always sums to 0 when n < d. This means that every non-identity element of the
general Pauli group has trace zero, and ¢ can be written as

1
¥=—lat Z bp - P (4.2.3)
PePy

where P, = Ps\14 and bp € C. The reason for this is because the trace of 1) must
equal 1, which implies that

Tr(y) = Tr< > bp P)

PePy

=Tr Oé]ld—i-pr'P , aeC

PePy
1="Tr(aly) +Tr| > bp-P (4.2.4)
PePy
1=aTr(ly)+ Y bp-Te(P)
PePy
l=a-d+0
1
E = Q.

Now consider the general quantum one-time pad (gQOTP), defined as

gQOTP,(¢¥) = Quv Q) (4.2.5)

for Q, € Py with a € {0,...,d*> — 1}. Following similar techniques to the proof of
Lemma 4.1.1, we prove the following lemma.

Lemma 4.2.1. The general quantum one-time pad is perfectly secure.

Proof: Let us firstly examine the expectation of gQOTP, applied to a state ¢ €
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D(Hg4). This gives

1
EgQOTP,(¢) = — }_ QuvQ}

(4.2.6)
— % éZQaﬂdQl +) > bp-QuPQ}

a PePy

We can simplify this expectation by using the commutation relations of Py, along
with the fact that the generalized Paulis are still unitary matrices, so Q,Q! = 1,4
for Q, € Py.

Zpr'QaPQl: Z bP'ZQaPQIL

a PEpd P€75d
=D bee | D QuPQL++ > QuPQ!
PePy F(QQ?P)ZO F(Qa,lg):d—l

=S| Y WPQQL o+ Y wTPQLQL

PcPy F(Qaafp):o F(Qa,lg):d—l
D I B S R VI L
PePy F(Qa(,lP):O F(Qa,lg)=d—1
1 1
— Z bP <E.w0+...+c_i.wd_1>P
PePy

(i)
=Y bp-0-P=0

(4.2.7)
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The other half of the expectation of gQOTP,, is
LS a0l = 5 0.0
d - a a d - a'\dq

— clz Z i (4.2.8)

1
:c_l.(dz).]ld

Bringing together these simplifications, Eq. (4.2.6) now yields

EgQOTP, (1) = = | 53 Quli@l + 30 3 br- QuPQ)]

_ % ((% () ﬂd) N 0) - (4.2.9)
- éﬂd.

This is the maximally mixed state and is independent of the original input .
Letting (o) = L, we can conclude that

H (IggQOTPa - <<7>>

=0, (4.2.10)

1—1

and the general quantum one-time pad is perfectly secure. |

As in the 2-dimensional case, the following lemma is true for the general quantum
one-time pad.

Lemma 4.2.2. The general quantum one-time pad is perfectly secure against adver-
saries with side information.

Proof:  The proof is similar to the proof of Lemma 4.1.2, using the result that
E,gQOTP,(P) =0 for P € P,. i

4.3 QPB with the Quantum One-Time Pad

As we have illustrated, the quantum one-time pad (QOTP) is not only perfectly
secure, but it is also perfectly secure against adversaries with side information. How-
ever, what if the QOTP is extended to twice encrypting the same quantum state with
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the same encryption key? In the classical case with the one-time pad, this results
in two copies of the same ciphertext. Both copies retain their perfect security, and
having an additional copy of the ciphertext does not give an adversary an advantage
in their task of determining the original plaintext. As we show next, this is not true
in the quantum case with the QOTP.

Theorem 4.3.1. QOTP, ,®QOTP,; with the same key a,b is a 1-correct, 2-recipient
QPB scheme, but it does not have e-indistinguishable ciphertexts for any e < 1/2.

Proof: This QOTP,;, ® QOTP,; can be defined as a “double quantum one-time
pad” for ¢, € D(Hs) and a,b € {0,1}:

dQOTP,4(p @) = X*Z"' @ X Z(p @ ) 2° X" ® Z° X, (4.3.1)
Let us consider the scenario where we have two different quantum states, pg
and pp, which we want to encrypt with the double quantum one-time pad. By cleverly

choosing these quantum states, we are able to show that their averaged encryption
outputs are not the same. Let us take py and p; and the following quantum states:

po = [0X0] © |0)O]

I @ 4 (432)

The expectation of dQOTP,; applied to each state results in
1
E dQOTP,,(po) = 1<|0><0| ® [0)(0] 4 (X & X)) [0)X0] @ [0)}0] (X ® X)
Z @ Z)|0)0] @ |0)0| (Z® Z)+ (XZ ® XZ)|0X0] @ [0X0] (ZX & ZX)>
|0)0] @ |0)XO[ + [1)X1] @ [1)(1] 4 [0)(0] @ 0)XO] + [1)1] & !1><1!)

(
=3(
= 2 (2(10)0] @ [0301) +2( 1] @ [1)11))
=5

l\DI»—»JM»—wbI»—' —+

00l @ [0)0] + [11] @ [1)1] )
(4.3.3)
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E dQOTP(p1) = 3 (I4)(H @ [+)+ + (X @ X) [4)(+| @ [+)(+ (X @ X)
(Z® 2)|+)H ® | +)+ (Z @ 2)
(

XZ@XZ)|+)X+| @ [+X+| (ZX & ZX))

([1+X+ @ X |+ [ X+ @ X+ ] (4.3.4)
=X=l@1=X=1] + [I=X-I & |-X-1])

(2] 1+)X+ @ 4+ | + 2 1=X=1 @ 1=X-1])

([1+x+ @ X ] + [1=X-1 @ 1=X-1])

1
4
+
+
1

4
_|_
1

4
1

2

We have that, for any state replacement channel (o), where o € D(HS?),

H <£Ej3bdQOTPa7b . (a>>

Sym(22) || 51

E dQOTP,,(p) = (o)(p)

[l

= max
peD(Sym(22))

1
>
>3 (|2

1

2

1 (4.3.5)

E dQOTP,.4(p0) — (o)(m) | + HE 4QOTP, (1) — (0 (1) )

1

EdQOTPab(Po) EdQOTPa,b(pl) >

1
2

The last line in Eq. (4.3.5) is from the triangle inequality, since (o)(py) =
(o)(p1). The value of 1 is calculated using the definition of the trace norm for
1A - Bl = (T <\/(A— B (A— B))), where A = EabdQOTPab(pg) and B =

Eap dQOTP, ;(p1). Running this through Python gives 1 5, and we can conclude that
QOTP,;, ® QOTP,;, does not have e-indistinguishable mphertexts for e < 1/2. The
code is given in Appendix A. |

Therefore, encryption using the QOTP with the same key is not sufficient to obtain
perfect security when encrypting multiple copies of the same message. Using inde-
pendent encryption keys for each copy of the message is one possible solution to this
problem.

To allow for different decryption keys, we extend Definition 3.2.1 so that the
encryption map becomes Ency : Hys — He. The correctness condition now considers
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(Decy, ® - - - ® Dec,) o (Encg, ® - - - ® Ency, ), and similarly for the security conditions.
Note that this is the only place that we consider this extended definition.

If one uses different encryption keys for ¢ copies of the QOTP, one can see in
Table 4.1 that this leads to the amount of unitaries needed being exponential in ¢, the
number of copies. It is known that to encrypt once an n-qubit state with the QOTP,
22" unitaries are needed [BR03]. To translate this to classical bits, the logarithm base
2 is taken of the total number of unitaries to give the total number of classical bits
needed.

As we are concerned with t-QPB, we are interested in the number of classical bits
required for ¢ independent uses of the QOTP. We denote this encryption as QOTP%bi,
where a;,b; € {0,1}" for i = 1,...,t. This can be extended more generally with
the gQOTP, and the number of unitaries needed for the QOTP and the gQOTP is
summarized in Table 4.1.

QOTP,, | QOTPY,
Qubits (d=2") | d* =4" | d* = 4™
General 4" > >t

Table 4.1: Quantum One-Time Pad Unitary Bounds

Moreover, the amount of bits needed to implement these encryption schemes is
summarized in Table 4.2.

QOTP,, QOTP,
Qubits (d =2") | log,(4™) = 2n log, (4™) = 2nt
General d" log, (d*™) = 2nlogy(d) | logy(d®™) = 2nt log,(d)

Table 4.2: Quantum One-Time Pad Key Length Bounds

One can see that the key length necessary for ¢t-copies increases linearly in ¢. As
mentioned in the introduction, the question then became whether we could improve
this key length so as to accomplish ¢-QPB with the same level of security as the
QOTP but with less classical bits. Specifically, we need the function describing the
key length to have a slope that is increasing at a more gradual pace than 2nt log,(d).
This led us to examining unitary t-designs, which we define in the following section
before examining how unitary ¢-designs can be used as encryption schemes for t-QPB.



Chapter 5
Unitary t-designs

This chapter focuses firstly on defining exact unitary t-designs and providing a few
examples. Next we define approximate unitary ¢-designs, after which we discuss lower
and upper bounds on the number of unitaries needed for a unitary t-design. We then
examine how unitary t-designs can be used as encryption schemes for the ¢-QPB
problem, and compare the key length needed with this scheme as opposed to with the
quantum one-time pad. Section 5.4 and Section 5.5 are original contributions closely
following [BGGS21], while the preceding sections are recalling results from previous
work completed with unitary t-designs. We note that our notation for unitary ¢-
designs and explanations in Section 5.2 closely follow [BGGS21].

5.1 Exact Designs

Unitary t-designs are a recent topic in the last two decades that have been examined
in quantum information theory with multiple applications, such as quantum cryp-
tography [ABW09, AM17, LM20], randomized benchmarking [ZZP17, NZO"21], and
decoupling [SDTR13, NS20]. Unitary t¢-designs are of such great interest because
they have the property that choosing a unitary matrix from a finite set of matrices
appears the same as if a Haar-random matrix was chosen from the whole unitary
group. Generating Haar-random unitary matrices is inefficient [DCEL09], and there
are infinitely many unitary matrices, therefore a finite set of matrices that appear
Haar-random is a more cost-effective option. However, there is a caveat with these
t-designs, and it is that this chosen matrix only appears Haar-random when applied
up to t-times. As soon as a matrix from a unitary ¢-design is applied ¢ + 1 times, one
can no longer claim that it appears the same as a Haar-random unitary.

The term “unitary t-design” was first brought forth in the Master’s thesis of
Christoph Dankert [Dan05], where he discussed unitary 2-designs and possible strate-
gies to extend this idea to general t. Shortly thereafter, work appeared studying uni-
tary 2-designs [GAE07, DCEL09] and t-designs [AE07]. Follow-up work on ¢-designs

37
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includes [RS09, CLLW16, LM20, AMR20, BNOZ20].

We define unitary t-designs in Definition 5.1.1, and show in Lemma 5.1.3 that
this is equivalent to Definition 5.1.2. These definitions are based from those presented
in [RS09], which we adapt to our notation.

Definition 5.1.1. Let {Uy}rex be a finite subset of U(d) and let w : {Ug}rex — R
be a positive weight function such that w(Uy) > 0, >, w(Ux) = 1. Let p € D(HS").
Then 4 = (w,{Uk}rek) is called a unitary t-design if

Ey [UP'p(U)*] =Y w(Uy) - U p(U]) :/ Ut p(Uh e, (5.1.1)
keK u(d)

where the integral is over the whole unitary group with respect to the Haar measure.

Definition 5.1.2. Let Hom(U(d), k, ¢) denote the polynomials that are homogeneous
of degree k in the matrix entries of U € U(d) and homogeneous of degree ¢ in the
entries of UT. Let w : {Up}rex — R be a positive weight function. Then % =
(w, {Ug trek) is a unitary t-design if for every f € Hom(U(d),t,t)

Elf(0)] = w(Ue) f(Ux) = )f(U)dU- (5.1.2)

keK ud

When this w(Uy) = ﬁ for every Uy, this is an unweighted unitary t-design.
Otherwise, it is a weighted unitary t-design.

To illustrate further what this Hom(U(d), k, ¢) really means, let us recall what is
meant by polynomials that are homogeneous of degree k. This is when the degrees
of each of the variables in each term of a polynomial sum to k. For example, 23y +
2%y? + y* is a homogeneous polynomial of z and y because each term has a total

degree of 4. A d x d matrix U can be written as

U1 U2 +++ Uid
, (5.1.3)

Ugy Ud2 -+ Udd

where each entry can be seen as one variable for a total of d? variables. The entries of
U™ are homogeneous polynomials of degree n, and the entries of U®™ are homogeneous
monomials of degree n. Therefore, the entries of U®! @ (UT)®' are monomials that
are homogeneous of degree ¢ in the matrix entries of U and homogeneous of degree ¢
in the entries of UT, while the entries of U¥!p(UT)®" are homogeneous polynomials of
degree t in the matrix entries of U and UT, respectively.

These two definitions of unitary ¢-designs are equivalent, which we now show
along similar lines to [Kaz10] and [Adal3].
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Lemma 5.1.3. Definition 5.1.1 and Definition 5.1.2 are equivalent.

Proof: (=) Assume that Definition 5.1.1 is true. In other words,

6 => wlUp)UZ'p(U))* = / Ut p(UH2HU = 6. (5.1.4)
keK u(d)

Let us denote Ut = U®tp(UT)®t, Every U s a polynomial of 2d2 variables that
is homogeneous of degree (¢,t). The entries of ¢ are simply the expectations of these
polynomials,

(6)mn = Z w(Uk)ngztm:tr)w (5.1.5)

keK

and from our beginning assumption, ¢ = &, which implies that (6)mn = (6)mn. The
entries of () are the expectations of the corresponding polynomials when U is chosen
from the Haar measure.

Furthermore, Eq. (5.1.4) holds for any p € D(HJ"), and in general for any
p € L(HS'). This implies that p can be chosen such that Ur(rfjfz) forms a basis for the
functions in Hom(U(d), t,t), and since (6)mn = (6)mn, Definition 5.1.2 is true.

(<) Assume that Definition 5.1.2 is true. Now let us define a function f : U —
U®p(UT)®. Assuming U is a general d x d unitary matrix with distinct variable
entries, it is clear that the entries of U®! are monomials of d? variables that are ho-
mogeneous of degree t. This is similar for the entries of (UT)®!, and therefore the
matrix entries of U® p(UT)®! are polynomials of 2d? variables that are homogeneous
of degree (t,t), and this implies that f € Hom(U(d),t,t). Therefore, Definition 5.1.1
is also true. i

As already mentioned directly prior to Lemma 5.1.3, the entries of U® @ (UT)%* are
elements of Hom(U(d),t,t). For this reason, an equivalent condition for a unitary
t-design is
> w(U) U @ (UH* :/ U @ (UH®dU. (5.1.6)
keK ud
We use Eq. (5.1.1) and Eq. (5.1.6) interchangeably throughout this thesis when
discussing unitary t-designs, depending on the context.
There is an equation that is helpful determining whether a finite set of unitaries
is a t-design, as explained and proved in [Sco08a] and [Kaz10].

Lemma 5.1.4. For any finite {Uy}rex C U(d),

Z w(Ur)w(Uy) ‘TI<U11UZ) ‘215 . /

klcK u

2t

‘ Tv(U)| du, (5.1.7)
@

with equality if and only if U = (w, {Uk}rer) is a unitary t-design.
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Proof:  Assume {Uj}rex is a finite subset of U(d) and w : {Up}rex — R is a
positive weight function. Let us define

D =Y w(U)U & (U / U®t @ (UN)®dU, (5.1.8)
u(d)

keK
-

/ ~~

A B

which clearly equals zero if and only if Ll is a unitary ¢-design. Since A and B are
both linear operators, their difference is also a linear operator. Let |¢)) € Hg be a
vector, and consider (1|DTD|t). This is the inner product of the vector D |¢) with
itself, which equals ), cjci > 0, where ¢; are the entries of D |¢) with respect to an
orthonormal basis. This implies that DD is a positive semi-definite operator since
the definition for a linear operator M to be semi-definite is that (¢|M|y) > 0 for
all vectors [¢). Furthermore, the trace of M is Tr(M) = ), (b|M|b) for some fixed
basis |b). If M is positive semi-definite, then this implies Tr(M) > 0. Therefore, we
know that Tr (DTD) > 0, which equals zero only when D = 0.
Expanding Tr(DTD) becomes

Tr ((A —B)i(A - B)) _ ((AT — B4 - B))
= Tr(ATA) — Tr(A'B) — Tr(BTA) + Tr(B'B).
We now look at each of these terms. Starting with Tr (ATA), this becomes

(5.1.9)

T | (S wwovg e @h) (L uwvs o wH*)
_ ;; w(U)w(Uy) T | (U ;(ZII)@)*(UZW ® (U))*)]
- :Zeiwwk)w(w) T | (U]U)®™ @ (UU])™)] (5.1.10)
- kin(Uk)w(Ug) (vjve) (v
_ é;{w(yk)w(w) ™ (vju) \% ,

T
where the last equality comes from the fact that Tr (U,IUe) =Tr (UgUk> =Tr (UkUg) )
Considering now Tr(BTB) with V' € U(d) in the second integral, this becomes

T
Tr [( / U®t®(UT)®th) ( / v®t®(vT)®tdv)}
) )
2t
:/ / T(UV)] avav.
u(d) Ju(a)

(5.1.11)
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Let f(U fu @ ’Tr(U TV)| ?dV. This V varies throughout the whole unitary group,

and by the left invariance of the Haar measure, this results in f(U) = f(1), and
Tr(BTB) becomes

//‘TrUTV AV dU = / FU
_— /u(d)dU

/ T ﬂv)’ dv
U(d)

= / ‘ Tr(V
U(d)

The middle terms Tr (ATB) and Tr (BTA) are very similar, and so we will only
show Tr(ATB), where again V € U(d) is used in B.

(S wwovet o wh)'( [

keK Uu(d)

-3 /W

/M ’Tr

where the last equality comes from ), . w(U;) = 1 and using the same arguments
as above for Tr(B'B).
Bringing everything together, we have

T (vive) ‘Qt - /u ) ‘Tr(V 8

S w(Uw(Uy) Tr(UgUg)(zt > /M (d)‘Tr(V

kLK
(5.1.14)

(5.1.12)

2t

av.

Tr(A'B) = Tr

Ve e (Viay)

Tr<UTV) ’% dv (5.1.13)

Tr(D'D) = Y w(Up)w(Uy)

kleK

2t

dv,

which is equal only when D = 0, which as we said in the beginning is true if and only
if 40 is a unitary t-design. |

The reason this is helpful is because the right hand side of Eq. (5.1.7) is easy to com-
pute for certain d and . It was shown by [DS94] and [Rai98] that fu(d) ITe(U)|* dU = t!
when d > t, so this provides a convenient method of checking if a finite subset of uni-
taries is indeed a unitary ¢-design.
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5.1.1 Examples of Exact Designs

One example of a unitary 1-design is the subset P = {1, X, Y, Z} along with weights
w(Ug) = 1/4. In other words, the set of Paulis is an unweighted unitary 1-design.
This can be seen through the analysis of the quantum one-time pad in Section 4.1,
which shows that when U = (w,P) and p € D(H,),

E[UpUT) =Y " w(Uy) - UrpU} = L / UpUtdU. (5.1.15)
. hek 2 Juw

This further explains why the set of Paulis makes a great encryption scheme
when used once because they are a unitary 1-design, which this means that applying
a single Pauli appears the same as applying a Haar-random unitary matrix.

The Clifford group are those matrices that when applied to Pauli matrices by
conjugation produce Pauli matrices [Got98]. It has been shown that the Clifford
group (containing 11,520 elements [DM14]) forms a 2-design and a 3-design, but not
a 4-design [ZKGG16]. The proof showing that the Clifford group is a 2-design is
presented in [DCEL09] and further explained in [DM14].

In [Sco08b] they provide an explicit example of an exact unitary 2-design, specif-
ically a weighted projective unitary 2-design. A projective unitary t-design is similar
to a unitary t-design, except instead of considering the whole unitary group, the pro-
jective unitary group PU(d) = U(d)/U(1) is used. This projective unitary group is
composed of equivalence classes of the unitary group because each ¢”U is identified
with U € U(d), where ¥ are all complex numbers that have an absolute value of 1.

This weighted projective unitary 2-design has 11 elements which are composed
from the Pauli matrices using the following formula:

U = rol +i(r X + Y +r32), (5.1.16)

where (rg,71,79,73) is a unit vector in R*. Specifically, these unit vectors are the
columns of Eq. (5.1.17), where the first column has weight %6 and the remaining 10
columns have weight 3%

10 0 0 O

al-
al-
al-
al-

1
V3

\/50000

-
Sl
S~
-
S5 Sk

(5.1.17)
1 1 -1 1 2 2
A S B RV BRYE S
1 1 1 —1 2 —2
s 5w o 0000 \ﬁ V3

Equation (5.1.7) can be used to show that these 11 matrices do indeed form a
weighted 2-design. This can be done easily by writing a code in Python to calcu-

late > pex w(Uk)w(Up)| Tr <UgUg> |**, where k, ¢ specify the column of the matrix in
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Eq. (5.1.17). This results in a summation of 121 elements, and evaluates in Python
to 2 + 4.48774203859064 x 10~*%;. Equation (5.1.7) claims that if this summation is
equal to fu(d) \Tr(U)|2t dU = t! when d > ¢, then { is a unitary ¢-design. In this case,
d =1t =2 and t! = 2, and therefore we have overwhelming evidence that these 11
elements with the corresponding weights are a unitary t-design.

5.2 Approximate Designs

The definitions presented thus far are for exact unitary t-designs. There are also what
are called approximate unitary t-designs, which are similar to unitary t-designs except
that instead of the expectation over all the unitaries being equal to the integral over
the whole unitary group, their difference is less than or equal to some small variable e.

Definition 5.2.1. Let {Uy}rex be a finite subset of U(d) and let w : {Ug}trex — R
be a positive weight function such that w(U) > 0, > .. w(Uy) = 1. Then U =
(w, {Ug }rex) is called an e-approzimate unitary t-design if

] -

<e (5.2.1)

1—1

where T® is the t-twirling channel T®(p) = fu(d) UStp(UN®dU and 5((}2 (p) =
Ut p(UNE for p € D(Hg).

Note that there are other definitions of e-approximate unitary t-designs depend-
ing on the norm used in Eq. (5.2.1) or a different norm comparing the left and right
terms of Eq. (5.1.1). We use the 1 — 1 norm as it is the one needed for our specific
application of quantum private broadcasting in Section 5.4.

There has been extensive work completed around approximate designs because
unlike exact unitary t-designs, they have been shown to be generated efficiently
[BHH16]. Specifically, they are able to be constructed with local random circuits
that are polynomial in n (the number of qubits), ¢, and log(1/¢). Further work has
been completed to try and reduce the circuit depth needed for approximate designs,
specifically [HM18, MGDM19, HMMH*20], building on the work of [BHH16].

The construction of approximate designs considered in this thesis are those from
[LM20], where they prove an upper bound for when the unitaries are sampled from
an exact t-design. The theorem that is of most interest to us is the following, which
is theorem 3.1 from [LM20].

Theorem 5.2.2. [LM20] Let 0 < € < 1. Assume that the probability measure p
on U(d) is a t-design, and let Uy, ... U, be sampled independently from u. Then
there exists a universal constant C' > 0 such that, if n > C(td)*(tlog d)®/€*, then with
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probability at least 1/2, we have

1 n
Yrep, Hﬁ D UPpUH® =1V ()| < (5.2.2)
=1

€
dt

Note that in Theorem 5.2.2, the probability measure p is defined as a t-design,
after which a finite number of unitaries are sampled from this measure. This is
fundamentally the same as our unitary ¢-design definition with & = (w, {Uk }rek),
where we encompass this finite set of unitaries into our definition, and this weight
function behaves as a probability measure. We have kept Theorem 5.2.2 as presented
in [LM20] for completeness. Later in Chapter 6, we adapt this theorem when we
discuss symmetric unitary ¢-designs.

5.3 Bounds for Designs

In this section, we recall previous results regarding lower and upper bounds for the
size of weighted and unweighted unitary t-designs. We are concerned with these
bounds because they determine how many unitaries are needed to generate a unitary
t-design. We can then take the logarithm base 2 of these bounds to connect back to
necessary key length for t-QPB, as seen in Fig. 5.1 and Fig. 5.2 in Section 5.5.

5.3.1 Lower Bounds

In [RS09], they provide lower and upper bounds for the sizes of weighted and un-
weighted unitary t-designs, which we now briefly explain.

They consider the vector space span{U®* @ (UT)®}, whose dual space is the
homogeneous polynomials of degree k in the entries of U and degree ¢ in the entries
of U, denoted Hom(U(d), k,¢). This is because the dual space in this case is the
linear maps that take matrices of the form U®* @ (UT)®* to complex scalars. These
maps are homogeneous degree 1 polynomials of the entries of U®* @ (UT)®*, whose
entries are homogeneous monomials of degree k in the entries of U and degree ¢ in
the entries of UT.

The dimension of a vector space and its dual space are the same, so Roy and
Scott are able to determine the dimension of Hom(U(d), k, ¢), denoted D(d, k,¢), by
finding the dimension of span{U®* @ (UT)®*}.

Relating this D(d, k, ¢) back to unitary t-designs is done through the following
theorem and proof from [RS09].

Theorem 5.3.1. If (w, {Uy}rek) is a unitary t-design, then
|K| > D(d, [t/2],[t/2]). (5.3.1)



5. UNITARY ¢-DESIGNS 45

Proof: Since (w, {Ug}rex) is a unitary t-design, this means it is true that for every

f € Hom(U(d),t,t),
g w(U) f(U) = U)dU.
(Ur) f(Uyg) /u(d)f( )

keK
To continue this proof, we need to consider the inner product for functions on U(d).
For two functions f and g, this inner product corresponds to the average value of fg,
which is denoted

(f,g) = /u TTawya, (5.3.2)

and (f, g)y, denotes the average value of fg over the subset {Up}rex. From the
assumption that (w, {Uy }rer) is a unitary ¢-design, this implies that (f, g) = (f, 9)v,-

Now suppose that Sy, ..., Sy is an orthonormal basis for Hom(U(d), [t/2], [t/2]).
This means that the product S;S; is an element of Hom(U(d), ¢,t). Using the average
value, we can see that

(S5, S;) = / $,8,dU
u(d)

- / 1+ 8,8,dU (5.33)
Uu(d)

= (1,5;S;)

= (1, 8:5)u, = (Si, S;)u,-

From the assumption that Sp,..., Sy form an orthonormal basis, this implies they
are orthogonal, and from the above equality, they are also orthogonal on {Uj}rex
when one considers them as functions S; : {Ugtrex — C. The space of functions
on this set {Uy}rex has dimension |K|, and since there are at least N independent
orthogonal functions on this set, this implies

|K| > N = D(d, [t/2],[t/2]).
i

This theorem implies that for a unitary ¢-design (w, {Ug}rek), we have the lower
bound of |K| > D(d, k, ¢) when k+¢ = t. It is known that there are ("*7~") indepen-
dent homogeneous polynomials of degree k in n variables. This is from the result that
says there are ("J“,l:*l) ways to select k objects from a set of size n with replacement
[Stall]. In this case, a spanning, independent set for homogeneous polynomials of
degree k in n variables is the set of monomials of degree k in n variables. This degree
k is composed from the combination of the n variables, and therefore simplifies to
the task of selecting k variables (to have a monomial of degree k) from the total n

variables, with replacement. To illustrate this further, consider the following example.
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Example 5.3.2. Suppose we want to find how many monomials of degree 3 exist
in 2 variables, say x and y. This corresponds to the following monomials

y3, y2:c, y:cz, 3, (5.3.4)

2+371) — (4

and there are ( 3 3

) = 4 such monomials.

Therefore, there are (”H,:_l) independent homogeneous polynomials of degree

k in n variables. In our case, we want homogeneous polynomials of degree t in d?
variables, since we are dealing with matrices in U(d), which have d? entries. We
therefore have
4t — 1)
Y

1= oo - (77

which is an element of Q(t%~1) when d is fixed.

It is easy to see that Hom(U(d), k, £) is able to be embedded into Hom(H 42, k, ¢)
since these polynomials from the elements of U(d) have d? variables, which are con-
tained in Hge. This implies that an upper bound for dim(Hom(Hz, k,f)) gives an
upper bound for D(d, k, £), specifically,

Dk, 0) < (d2 +: - 1) (d2 +f - 1). (5.3.5)

One particular example is that of unitary 2-designs. It has been shown by
[GAE07] that the lower bound for unweighted unitary 2-designs is d* — 2d* + 2. Roy
and Scott also come to this conclusion, which, following their notation, they denote
as D(d,1,1).

5.3.2 Upper Bounds

Roy and Scott provide an upper bound for weighted unitary ¢-designs, which is the
following.

Theorem 5.3.3. For anyt and d, there exists a weighted unitary t-design (w, {Uy }ker)

with )
P+t—1

; :

In [AMR20] they bring together results from [Kanl5] and [RS09] to show an
upper bound for unweighted unitary ¢-designs. The theorem of interest from [Kan15]
is the following:

K| < D(d,t,t) < ( (5.3.6)

Theorem 5.3.4. Let X be a homogeneous space, p an invariant measure on X and W
an M -dimensional vector subspace of the space of real functions on X that is invariant
under the symmetry group of X, where M > 1. Then for any N > M (M — 1), there
exists a W-design for X of size N. Furthermore, there exists a design for X of size
at most M(M —1).
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The homogeneous space X in our case is U(d), which is acting on itself. This W
is the vector space of Hom(U(d), t,t). We know the dimension of this space from Roy

and Scott,
24t —1\° 2 4+t—1)\"
Mt:D(d,t,t)g( +t > < <%> .

Kane’s theorem says there exists a design for X of size at most M (M — 1), so this

d2+t 1) 2

leads to an upper bound of ( for unweighted unitary t-designs.

These lower and upper bounds are summarized in Table 5.1.

Lower Upper

Weighted | (“11) € Q1) [RS09] | (“+1)" € O(12@ D) [RS0Y)

t t

t t

Unweighted | (¥*/71) € Q(t#~1) [RS09] ((dz”—l)z)2 < (@)mS [AMR20]

Table 5.1: Unitary t-design Bounds

5.4 Unitary t-designs and {-QPB

Unitary t-designs have the property that Uy is applied ¢ times, which we can use for -
QPB. As illustrated in Fig. 3.1 and explained in Section 3.2, the necessary requirement
of independent decryption in t-QPB leads to a decryption operation which is a ¢-fold
tensor product of a unitary matrix. Defining the encryption map as UZ'p(UZ")T,
this allows us to use unitary t-designs as t-QPB encryption schemes, as the resulting
decrypting operation is the ¢-fold tensor product of a unitary matrix. We formalize
this in the following theorem.

Theorem 5.4.1. Let U = (w, {Uy}rer) be an e-approrimate unitary t-design. Then
the set of maps Ency(p) = USp(USH and its inverse maps Decy(y) = UlyU, for
k € K, p e D(Sym(d)) and v € D(Hq) form a perfect t-QPB which has e-
indistinguishable ciphertexts. Moreover, in the case of exact unitary t-designs, we
have a perfect t-QPB perfectly secure against adversaries with side information.

Proof: The fact that Enc, and Dec}’ are inverses of each other automatically
shows correctness, and implies that the encrypting and decrypting maps form a per-

fect t-QPB. Denote T® the t-twirling channel T fu U p(UN®dU. For
p € D(Sym(d")), TW(p) = Tsym, that is, T ]Sym(dt) = <7'sym>|sym (aty- Using Defini-
tion 5.2.1 we get
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E Encj, — T(t)>
keK

H (kIEEK Enc, — <Tsym>)

This shows that e-approximate unitary ¢-designs have e-indistinguishable ciphertexts
when used as encryption schemes, and this extends to being perfectly secure when
the design is an exact unitary t-design.

Consider now the security against side information for the case of exact unitary
t-designs. Suppose the plaintext to be encrypted is 1)) € Ha ® Sym(d'), which can
be written as

Sym(d?)

Sym(d®) |11 H

1—1

< €.

1—1

E Enc, — T®
keK

Z)‘ |a1 ® |901
ZZ)‘ AS lai)a;] @ |@i)Xej]

using the Schmidt decomposition, where |a;) and |g;) are orthonormal states for H 4
and Sym(d'), respectively. The \; values are non-negative real numbers such that

Zi)\gzl'

Applying 14 ® Ency to |¢)(1| and taking the expectation gives

ZZM laiXa;| © Y " w(U)UL" ei)e;] (UNH

keK

= Z Saxlaal e [ U el (0
el u(d

= Z Z /\1)\;K |6Li><aj| X (TI(HSym |QOZ><90]| HSym)TSym + Z Tr<Hb |901><90]| Hb)Tb> :
i 7 b

(5.4.2)

(5.4.1)

The second equality follows from Eq. (2.10.1), whose notation is explained in Sec-
tion 2.10. This Tr(gym |0i)X@j] Hsym) = (@j/symlsym|¢:) equals O when i # j
since |¢;) and |¢;) are orthonormal. For Tr(II |p;){¢;| II,), this always equals zero
because |¢;) , |¢;) € Sym(d') which is orthogonal to subspace b, and so II, applied to
these states gives zero. Therefore the only terms that remain are when ¢ = 7, which
gives

S P laale [ U el @1 a0
i o (5.4.3)
- Z |)\z|2 |a7,><az| & TSym
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and this 7gyy, is independent of b. This implies that the encrypted plaintext always
looks the same, regardless of what the adversary has as side information. This implies

H( E Ency, — <Tsym>) ~0

keK

Sym(d*) [,

Notice that we restricted p to being a density operator over the symmetric subspace
Sym(d"). The reason for this is to obtain perfect security, both with and without side
information. As we show below, if p is only permutationally symmetric, (i.e. when
the different qudits of p are permuted, this does not change p), unitary ¢-designs no
longer have perfect security.

Theorem 5.4.2. Quantum Private Broadcasting with designs for t-recipients fails
to be perfectly secure with a generalized version of security following Definition 3.2.2
when used to broadcast quantum states of the form v®" ¢ D(Sym(d")).

Proof:  Consider for example, the totally mixed state 7 = 2 ® 1 € D(Hq) for
d =t = 2. The averaged encryption of 7 is

1 1 1

E Ency(r) = Y w(U)UUy (Z) Uleul = ) wU)(UxeU) LU[eU}) = 5
keK keK

(5.4.4)

since (Uy, ® Up)1(U] @ U}) = 1 and > wer W(Ui) = 1. On the other hand, any state
po € D(Sym(2?)) is mapped to ExecxEnci(po) = Tsym, the maximally mixed state in
the symmetric subspace. Clearly % # Tsym because when d =t = 2,

1_ISyrn
Asym (5.4.5)

Mgy , 1
- 3 % 47

TSym =

and for any state replacement channel (o),

(e )| = s |8 Enalo) - )]

1

1 B _

> 2( E_Ency(r) — (0)(r) 1+ HkIEEK Enck(po) — (o) (po) 1)
1

> _ J—

-2 ( kIGEK Enck(T) kIEEK Enck(po) 1)
1 1

> 517 = symlly = -
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This does not fulfill the definition of perfect security with respect to a generalized
version of security following Definition 3.2.2, and therefore supports why we restrict

our input to the symmetric subspace in the definitions of security and correctness for
t-QPB. |

Furthermore, we can insert a pre-broadcasting stage into the t-QPB where we perform
a projective measurement {7gym, 1 — Tgym } to determine whether or not our state is
in the symmetric subspace. The state provided by an adversary is either projected
into the symmetric subspace, whose action leaves symmetric states unchanged, or it
is projected into a subspace orthogonal to the symmetric subspace. In the first case,
the state is symmetric and the t-QPB is secure, as explained above. In the second
case, the projective measurement result indicates that the state is not symmetric, and
the encryption protocol is aborted, thus avoiding scenarios where the t-QPB is not
secure.

To illustrate further why inputs need to be in the symmetric subspace, we con-
sider the following example.

Example 5.4.3. Suppose the first half of two EPR pairs is the message to be en-
crypted with a unitary 2-design. The corresponding quantum state and density op-
erator are

1
IEPRﬁ=*7§ > @) la)s
qe{0,1}? (5.4.6)

1
— 5 (100),100) 5 + 01,1/ 101) s + 10, 110) 4+ 11}, [11) 5 )
and
1
e = |EPRNEPR = (o > e ) (7 {;} (7l )
qE 12 ref0,1}2
. (5.4.7)
=3 3 Ikl @ 00l
q€{0,1}?

Note that since the elements of D(Sym(d")) are in spang{(|o}Xp|)®" : |¢) € Ha},
the density operator corresponding to the first half of two EPR pairs is not a density
operator in the symmetric subspace. This is because when ¢ # r, this cannot be
written as |@)¢p|.

We look at two scenarios,

1. (Exex Ency(|0)0] ® [0X0])) ® p

2. (Erex Ency ® 15) purrs,
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where Enc;, is the encryption scheme using unitary ¢-designs, which in this case is a
unitary 2-design. We are able to make the following claim.

Lemma 5.4.4. It is possible to distinguish between the averaged encrypted outputs
of pme and |0)0] ® |0X0| ® pg, which implies that a unitary 2-design is not perfectly
secure when used to encrypt elements that are not in the symmetric subspace.

Proof: To simplify the averaged encryption of |0X0| ® |0)0| ® pg, we calculate the
partial trace, which gives

1

Trar [EPRNEPRs| = 7 ) Tr(la)r]y) @ la)rls

r,q€{0,1}2

== Y (rla)y ®la)rls

r.g€{0,1}? (5.4.8)

=1 laals

qe{0,1}2
1
=1
4

==

since (r|g) = 1 only when ¢ = r and is zero otherwise.
This first scenario becomes

(L, Ence10)0] [0K01) ) © 5 = 3 w(U)Ui & Ti(0)0] o oXOD (Ui & ) o

= [ veuonls onw e v e L,
U(d)
(5.4.9)

while the second scenario is

(kIGEK Enc, ® ILE) pre =Y _ w(U)(Ux ® Uy @ 1) prrp(Us @ Uk @ 1g)'
koK (5.4.10)
= / UeU®1g)pueU® U 1g)dU.
U(d)

Naturally, Eq. (5.4.10) results in more terms within the integral than Eq. (5.4.9)
because of the case when ¢ # r. Since py,g is a summation of terms within the integral
over the unitary group, we can write this as a summation of integrals. To condense
the terms, we use the result from Benoit Collins in [Col03], further explained in [CS06]
with Piotr Sniady. This result says that when n is a positive integer and there are
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n-tuples of positive integers i = (i1,...,%,), j = (J1,---,7n), k = (k1,...,ky), and
L= (ty,...,0,), then

/ Ui+ UinjuOtatr = Uk @U =Y ity =+ Gink iy Oty Sty WG (707 ).
U(d) o,7TESn

(5.4.11)
Here, S, is the permutation group, d;; is the usual Kronecker delta, the integral is
over the unitary group with respect to the Haar measure, and Wg is the Weingarten
function. This Weingarten function has a precise definition, but all we need from
Eq. (5.4.11) is the conclusion from the delta function.

In order for the delta terms to be non-zero, it needs to be true that i, = ky(q)
and j, = L. for a,b € {1,...,n}. This means that when k is permuted according
to o, k =i and likewise for £ and j with 7. In other words, k is a permutation of i
and £ is a permutation of j.

To use Collins’ result, we need to look at the specific elements of U, which can
be done by (i|U|j) = U;j. As the encryption is of the form U ® U, this implies that

(ivio] (U @ U) lq1ga)rima| (U @ U)' 1) = Uy Uinge UL UL (5.4.12)
= Ui1q1 Uizquhm Uj27’2'

By Collins’ result, the terms where ¢;q2 is not a permutation of ryr, are zero. The
terms that remain are

%( U @ U(|00)00])(U @ U)' @ [00)00] dU + U ® U(|01Y01))(U @ U)" @ [01)01] dU
Uu(d) U(d)

+ / U@ U(J01}10)(U @ U)" @ |01X10] dU + / U @ U(J10)01)(U ® U)' @ |10)01] dU
U(d) U(d)

+/ U®U(|10)<10|)(U®U)T®|10><10|dU+/ U®U(|11)<11|)(U®U)T®|11><11|dU>.
U(d) u(

d)
(5.4.13)

The invariance of the Haar measure to left and right multiplication implies that
the Pauli X can be applied to certain terms in Eq. (5.4.13) with the goal of factoring
common terms together.
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%( U @ U(|00)00])(U @ U)' @ [00)00] dU + / U ® U(|01X01)(U @ U)" @ [01)01] dU
u(d) Uu(d)

+ / U @ U(|01)}10))(U @ U)t @ |01)10] dU
U(d)
+ / UX @ UX(|10)01))(UX @ UX)' ® |10)01] dU
U(d)
+ / UX @ UX(|10)10))(UX @ UX)' ® |10)(10] dU
U(d)
+ / UX @ UX (1Y) (UX @ UX) @ [11)(11] dU)
U(d)
= 1(/ U @ U(]00)00])(U @ U)! @ |00)00] dU + / U ® U(|01)01])(U @ U)' @ |01)01] dU
U(d)

4 u(d)

+ / U © U(J01)10])(U ® U)! @ [01)(10] dU + / U @ U(01Y10)(U ® U @ |10)01] dU
U(d) U(d)

+/ U@ U(J01)01)(U ® U)' @ [10)10]| dU +/ U @ U(|00X00))(U ® U)t @ [11)(11] dU)
U(d) @
= 411(/@{@ U ® U(]00X00))(U @ U)T & (|00)00| 4 [11)(11])dU
+ [ vauoonw e ) e (oot + oo
U(d)

+ / U & U(J01X10)) (U @ U)T ® (J01)(10] + \10>(01|)dU).
“ (5.4.14)

Now to simplify even further, we use a fact about integrals of the above form,
as stated in [LM20]. If L is a linear operator on Hsz, then fu(2)(U ®@U)L(U @ U)dU
can be written explicitly as

1
T(2) (X) = 5 TI"(P/\2(2)LP/\2(2))P/\2(2) + TI“(P\/2(2)LP\/2(2))P\/2(2), (5415)

where Pj2(9) is the projector onto the symmetric subspace and P2(9) is the projector
onto the antisymmetric subspace of Hoz. In [LM20] they define these projectors as

1+ F
Pra@) = —5—

e (5.4.16)
Prg = —5—
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where F' is the flip operator, also known as the SWAP operator. Explicitly, these
are

1 000 1 0 0 0 0 0 0 O
oo 10 o o1/2 172 0 o120 —12 0
F=19 10 0o *o=g 1/2 1/2 0] Pre =14 ~-1/2 1/2 0
0001 0O 0 0 1 0 0 0 O
(5.4.17)
Using this simplification, Eq. (5.4.9) is
1 I
Lo = gP/\Z(Q) X 4_17 (5418)

and Eq. (5.4.10) is
1/1 1 1
1= 7 (3P © (100X00] + [LIXIL]) + ( ZPre) + 5P | @ ([01)(01] + [10)(10])

1 1
+ (P20 - 3o ) @ (01001 + 104011 ).

(5.4.19)

These two outputs are distinguishable, seen through direct calculation of the
trace distance. This calculation is cumbersome, and so instead we examine a partic-
ular projective measurement and strategy to conclude that py and p; are distinguish-
able.

Suppose there are two parties, Alice and Bob, who play the following game.
Bob prepares pyg, sending the first two halves to Alice to encrypt with Enc,. She
randomly decides whether to encrypt this quantum state or |0)0] ® |0)0|, sending
the encrypted output to Bob, who must then determine which quantum state Alice
encrypted. If this encryption schemes yields indistinguishable ciphertexts, then Bob
should not be able to distinguish between py and p; with probability greater than
1/2, i.e. simply guessing which quantum state Alice encrypted. We show that there
exists a strategy that allows Bob to win this game with probability greater than 1/2,
which implies that Enci does not result in indistinguishable ciphertexts.

Let Bob’s projective measurement be

{ Py ® (100)00] + [11(11]), P,a) @ (J0LX01] + [10)(10]),

Pr2izy @ (J00X00] + [11X11]), Pz @ (J01)(01] + [10)(10])} . (5.4.20)

The elements sum to the identity and they are positive operators, so this is a
valid measurement. Labelling these four elements as A, B, C, D and taking the trace
of the projective measurement, one can find the observation probability.



5. UNITARY ¢-DESIGNS 55

Po P1
A0 0
B |0 1/4
C|1/2]1/2
D|1/2|1/4

Table 5.2: Counterexample Measurement Outcomes

Using the strategy where Bob guesses p; if he sees P22y and pyg if he sees Ppz(p),
this leads to a total success probability of % . % + % . % + % . % = % > %

Therefore, it is possible to distinguish between py and p;, which implies a unitary
2-design is not perfectly secure as a 2-QPB when its input is not from the symmetric

subspace. |

5.5 Comparison with QOTP

Comparing the upper bounds of weighted and unweighted unitary ¢-designs with
those of the quantum one-time pad, we can generate the following graphs. Figure 5.1
compares the QOTP with weighted designs while Fig. 5.2 compares both weighted
and unweighted designs with the QOTP. These calculations were made taking d = 2
and letting ¢ vary in Table 4.1 and the upper bounds in Table 5.1. This calculates
the number of unitaries needed, which is translated to the necessary key length by
taking the log base 2 of these results. The specific values are listed in Appendix B.
Note that we used the asymptotic upper bounds for these graphs. For the unweighted
t-design upper bound, we used (d2+tt71)4 as mentioned below Theorem 5.3.4 since d
and t are reasonably small. Unweighted t-designs have been discovered for t = 1,2, 3,
as explained in Section 5.1.1, which are denoted by single points in the graph.

One can see that when ¢ is greater than 6, weighted unitary t-designs require less
classical bits than the QOTP, while it takes until ¢ is greater than 22 for unweighted
unitary ¢-designs to surpass the QOTP.

The question now is whether there is another encryption scheme for -QPB that
needs even fewer classical bits than weighted unitary ¢-designs. We are able to answer
in the affirmative by creating a new concept we call symmetric unitary t-designs,
which make use of the input restriction to the symmetric subspace and are a relaxation
of unitary ¢-designs on the symmetric subspace. We provide formal definitions and
bounds in Chapter 6, ending with a comparison of how these symmetric ¢-designs fare
against the QOTP and weighted unitary ¢-designs.
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Classical Bits

Classical Bits

QOTP and Weighted Design Comparison
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Figure 5.1: QOTP & Weighted t-design, t < 20, d = 2

QOTP and Designs Key Length Comparison
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Figure 5.2: QOTP, Weighted t-design & Unweighted t-design, t < 40, d = 2



Chapter 6

Symmetric Unitary ¢-designs

This chapter introduces our new concept of symmetric unitary ¢-designs, which are
a relaxation of unitary ¢-designs. We explain how these symmetric unitary ¢-designs
provide another solution to the t-QPB problem, a natural conclusion resulting from
our input quantum state being restricted to the symmetric subspace. We provide
lower and upper bounds for exact and approximate weighted symmetric unitary t-
designs, and compare the resulting key length for --QPB with those of the quantum
one-time pad and regular unitary t-designs. This chapter is composed of original
contributions, as presented in [BGGS21].

6.1 Symmetric Unitary t-designs and -QPB

As mentioned in Section 5.4, in order for unitary ¢-designs to be secure encryption
schemes for t-QPB, we restrict our input message to be an element of the symmetric
subspace. Applying U®' to this input keeps everything in the symmetric subspace
Sym(d"), and therefore we are only working in the symmetric subspace. Motivated
by this fact, we propose the new concept of symmetric unitary t-designs, which are a
relaxation of unitary t-designs. Namely, they are a discrete set of unitaries together
with a probability distribution that mimics the action of the Haar measure in the
symmetric subspace. The reason they are relaxations of unitary ¢-designs is because
every unitary t-design is also a symmetric unitary t-design, while the converse is not
necessarily true. This is because the definition of unitary t-designs holds for any
p € D(HT), which includes o € D(Sym(d')). The converse is not necessarily true,
where a symmetric unitary ¢-design only satisfies the properties of a t-design for inputs
o € D(Sym(d")) and fails for p € D(HS") \ D(Sym(d")). We now present the formal
definition for symmetric unitary ¢-designs and how these symmetric designs relate to
t-recipient Quantum Private Broadcasting. We then move on to explaining the lower
and upper bounds associated with symmetric unitary ¢-designs.

57
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Definition 6.1.1. Let {Uy}rex be a finite subset of U(d) and let w : {Ug}trex — R
be a positive weight function such that w(Uy) > 0 and »_, . w(U;) = 1. Then
= (w,{Uk}rek) is called an e-approximate symmetric unitary t-design if

H (Eu [51(}2} - (TSym>>

where 51(12 (p) = UZtp(UDE.

< (6.1.1)

Sym(d*) || 11

Note that (T, ) is equal to T®, the t-twirling channel 7" (p) = Juta) UStp(UT)®HdU,
for symmetric states p € D(Sym(d")) and the integral is over the whole unitary group
with respect to the Haar measure.

We now connect these symmetric unitary ¢-designs with perfect t-QPB schemes.

Corollary 6.1.2. Let {1 = (w,{Ux}trex) be an e-approximate symmetric unitary t-
design. Then the set of maps Enci.(p) = UZ'p(UZ)' and its inverse maps Decy(p) =
(U pUZ for k € K and p € D(Sym(d")) form a perfect t-QPB which has €-
indistinguishable ciphertexts. Moreover, in the case of eract symmetric unitary t-
designs, we have a perfect t-QPB perfectly secure against adversaries with side infor-
mation.

Proof: Note that the only properties of approximate or exact unitary ¢-designs we
are using in the proof of Theorem 5.4.1 are those that are also fulfilled by symmetric
unitary t-designs. Therefore, the same proof can be used here. |

Corollary 6.1.2 shows that symmetric unitary ¢-designs provide perfect t-QPB schemes.
Furthermore, perfect t-QPB must be implemented via unitary matrices with local
decryption matrices U, ,I . Encryption can be performed with a general unitary, but
looking at its action over the symmetric subspace, it is exactly the same as (U)%".
Therefore, it is also true that every perfect t-QPB comes from a symmetric unitary
t-design.

Hence, Lemma 3.2.3 can be rephrased in terms of symmetric unitary t-designs.

Lemma 6.1.3. Let 4 = (w, {Uy}rer) be a symmetric unitary t-design, then i is a
symmetric unitary (t — 1)-design.

We are able to prove lower and upper bounds for symmetric unitary ¢-designs
(Lemma 6.1.4 and Lemma 6.1.5, respectively) by using the connections between reg-
ular unitary t-designs and symmetric unitary t-designs. The lower bounds corre-
spond to both weighted and unweighted symmetric unitary ¢-designs, while the upper
bounds are for weighted symmetric unitary t-designs.

Lemma 6.1.4. A symmetric unitary t-design has at least d2Sym unitaries.
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Proof: A symmetric t-design in U(d) gives a 1-design in U(Sym(d")) having a
particular tensor product structure, via the map U € U(d) — Vi = U® |sym@ar) €
U(Sym(d")), where U®|symary : Sym(d") — Sym(d’) is the restriction of U®' to
the symmetric subspace. This restriction implies that the starting input is in the
symmetric subspace, and applying U®" to this input still gives an element in the
symmetric subspace. This V{; is an element of U (Sym(d")), and therefore a symmetric
t-design with p € D(Sym(d')) can be written as

keK

B w(Uy) - U0 = [0Sty au
u (6.1.2)

= E w(Vy,) VooV, = / VupVidU,
keK U(d)

which is a 1-design in U(Sym(d")). Therefore, a lower bound for symmetric 1-designs
also gives a lower bound for symmetric t-designs. From Table 5.1, the lower bound

for a t-design in U(d) is (dzﬁtfl). This implies that the lower bound on the number

. . . . . d2 1—1 . . .
of unitaries for a symmetric 1-design is ( Symf ) = dgym, where the dimension is

now dsym, the dimension of Sym(d"). i

Lemma 6.1.5. There are symmetric unitary t-designs formed by n unitaries with

n < d,,, — 2dsym + 3 unitaries.

Proof:  The proof follows using the results from [RS09] regarding the dimensions
for sets of homogeneous polynomials and then applying Carathéodory’s theorem.
A symmetric unitary design seen as a linear operator is an element of the convex
hull of the set
A= {U®t & (U)®t|8ym(dt)®8ym(di) U e z/{(d)}, (613)

recalling from Section 2.11 that the convex hull of a set are all the convex combinations
of the elements in that set. Clearly, the convex hull of A is a subset of the convex hull
of B={V®V :V €U(Sym(d'))}, where V does not necessarily have the tensor prod-
uct structure. The span of set B has the same dimension as Hom (U (Sym(d")), 1, 1),
the set of homogeneous polynomials of degree 1 in the entries of V' and degree 1 in the
entries of V, where V' € U(Sym(d")). This dimension is d§,, — 2dsym +2, as explained
at the end of Section 5.3.1. Now applying Carathéodory’s theorem from Section 2.11,
elements of the convex hull of A can be written as convex combinations of at most

d‘éym — 2dsym + 3 elements in A. Therefore, there exists a weighted symmetric unitary
t-design of at most dg,,,, — 2dgym + 3 € O(dg,,,) elements. i



6. SYMMETRIC UNITARY ¢-DESIGNS 60

This shows a gap between the lower and upper bounds in line with the results for
unitary t-designs. We now move on to looking at bounds for approximate symmetric
unitary ¢-designs.

6.2 Approximate Symmetric Unitary ¢-designs

There are different methods in generating approximate unitary ¢-designs, and in this
thesis we focus on the approach of [LM20], which we adjust in order to generate
approximate symmetric unitary t-designs. In their work, the construction they use
is when enough unitaries are sampled from an exact unitary ¢-design, then these
unitaries form an approximate unitary t-design with probability at least 1/2. Specif-
ically, this is Theorem 5.2.2 that we presented in Section 5.2. We now restate this
theorem, altering the wording and notation slightly so as to conform with how we
have defined unitary t-designs. We note that the logarithm notation represents the
natural logarithm unless otherwise stated to maintain consistency with the results of
[Aub09, LM20].

Theorem 5.2.2. [LM20] Let 0 < € < 1. Let 4 = (w, {Ug }rex) be a unitary t-design,
and let Uy, ...,U, be sampled independently from . Then there exists a universal
constant C' > 0 such that, if n > C(td)'(tlogd)®/e*, then with probability at least 1/2,

we have
n

1
Vpe D(d"/)7 HE Z Ui@otp(UiT)@t _ T(t)(p)

i=1

< (6.2.1)

€
dt
o

We adapt this theorem to our symmetric t-design case, where we are only in-
terested in the set of matrices over Sym(d'). Our proof strategies closely resemble
those of [LM20], with the alterations necessary so as to consider symmetric unitary

t-designs. Our result is summarized in the following theorem, whose proof appears
later.

Theorem 6.2.1. Let 0 < e < 1. Let 4 = (w,{Ux trex) be a unitary t-design, and let
Uy, ..., U, be sampled independently from 3. Then there exists a universal constant
a > 0 such that, if n > a% 10g(dgym)’ log(1/€?) then with probability at least 5

n

1
e P, H LS ustpwi - 10)

=1

€
<

- dSym

(6.2.2)

[e.o]

where T (p) is the symmetric t-twirling channel which maps p € D(Sym(d")) to
fu(d) U®tp(UN®'dU with respect to the Haar measure. In other words, T®(p) =

(Tsym)(p) = Tsym for p € D(Sym(d")).
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Note that, by relating the co-norm to the 1-norm, Theorem 6.2.1 gives an e-
approximate symmetric unitary t-design and thus a perfectly correct --QPB scheme
which has e-indistinguishable ciphertexts. This is because the co-norm is the largest
singular value, while the 1-norm is the sum of the singular values. Therefore, the
1-norm is naturally upper bounded by the number of singular values multiplied by
the co-norm. In other words, || - ||; < dsym|| - |00, and if we have || - || < P then

this gives the desired result of || - ||; <e.
To prove Theorem 6.2.1, we use the following known fact,

1
sup |79 (p)||

_ (6.2.3)
pED(Sym(dt)) dsym

where dgy, is the dimension of the symmetric subspace Sym(d"). Since p € D(Sym(d")),
this 7" (p) = Tsym, which is the normalized identity in the symmetric subspace (i.e. a
diagonal matrix). The singular values of diagonal matrices correspond to the absolute
values of these diagonal elements. In this case, the diagonal elements are —— or zero,

ym
1

which implies the maximum singular value of 7gyy, is F—
ym
We need the following result from [Aub09], which we again adapt for our specific

purposes in Lemma 6.2.3.

ds

Lemma 6.2.2. [Aub09] For Uy,...,Ux € U(d) deterministic unitary operators and
() being a sequence of independent Bernoulli random variables,

N N 1/2
E( sup Z e:U;pU! < C(logd)®*(log N)*?  sup Z U;pU!
PED(Ha) || =1 0o PED(Ha) || =1 0
(6.2.4)

where C > 0 is a universal constant.

It is true that there exists an isometry (a linear map which preserves Euclidean
norm and inner product [Wat15]) that maps everything in Sym(d') to a complex
Hilbert space Hgg,,, of dimension dsyn,. This isometry preserves scalar products and
maps all non-symmetric elements to zero. This is because there are only symmetric
elements in Sym(d'), therefore the isometry that exists is only mapping symmetric
elements into this complex Hilbert space Hgg,, - Since there is an isometry between the
Hilbert spaces, there is therefore an isometry between the density operators of these
spaces, specifically D(Sym(d")) and D(Hag,,,). Thus, Lemma 6.2.2 can be applied
to the case where p € D(Sym(d")) and U; becomes U, which yields the following
lemma:
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Lemma 6.2.3. Let Uy, ..., U, € U(d) and (g;) be a sequence of independent Bernoulli
random variables. Then we have

E sup e U'p
(pE'D (Sym(dt)) Z

a(log dgym)5/2(log n)1/2 sup
peD(Sym(dt))

n 1/2

> Ut

=1

)

o

where o > 0 18 a universal constant.

We now have the tools to prove Theorem 6.2.1, which as we mentioned, follows
the steps of the proof of Theorem 3.1 in [LM20].
Proof of Theorem 6.2.1:  Let Vi,...,V, be independent copies of Uy, ..., U, and

let €1,...,¢, be independent Bernoulli random variables. Let
1 n

M= sup ||=> UZp(UNH® =T (p)
pED(Sym(dt)) n i=1

o0

Let us recall a few common results that we need. First is Jensen’s inequality,
which says that E(g(z)) > ¢g(E(z)) when g(z) is convex. The infinity norm is indeed
convex, and therefore we can use this result when looking at the expectation of the
infinity norm. Secondly, when looking at = " | U# p(U] Net  scalar multiplication
does not change the result and the distribution is the same as £ Y1 | &,U p(U, het
for Bernoulli random variables ¢;. Lastly, we use the triangle 1nequa11ty, which says
that |[A+ B| < |A| + |B|.

Using the above, the expectation of M is simplified to

n

%ZUZ (U] ( Zv@ (vhe >

=1
E sup
UV \ peD(Sym(dt)) -

1 n
1 (U — VE (V!
= (UtpUl)e = Ve (V)
1 n
E sup — E &; <Uz®tp UZT o ‘fi@tp V;T ®t>
UVe (peD(Sym(dt)) N4 o "

i=1
Using Lemma 6.2.3, this expectation becomes

pED(Sym(dt))

E(M) :Ig; ( sup

IA

(6.2.5)

U \ peD(Sym(d"))

1 n
<2E ( sup = E Ut p(UT®
n
i=1
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" 1/2
2a 1
E(M —(log ds 5/2 (logn) 1/2 sup — UPp UJ et
(M) < 208 dsy) RN POLACHE |
2a
(log dsym )**(logn)/? E sup =N USH(UNE — T (p) + T (p)
\/_ Y pED(Sym(dt)) Z
1/2
- (10g dsym)*/* (10 ) 2 E (M+ )
2
- E

1 1/2
—(log dsym)®'*(log n)1/2< (M + )) ,
dSym

&I

(6.2.6)

where we use the fact that sup,cpgym(ar)) HT(t) (p)“oo = ﬁ, and Jensen’s inequality
again in the last inequality.

For X,v,8 > 0, if X < vy/X + 3, then X < v? 4 vy/B. This can be applied
to the above inequality where X = E(M), v corresponds to the coefficients, and

B:dsim‘
402 20 1 1/2
E(M) < —(log dgy)° 1 Z— (log dsva)*2(1 RN . 6.2.7
(M) < " (log dsym) Ogn+\/ﬁ(og sym)”~(logn) doom (6.2.7)

Next, we want to find a lower bound for n so that E(M) < €/dgym. Let us try

402 6 )
n= E—stym(log dsym) -log(l/e ),

which implies that

= 22 )l ) (1)

log n = log(4a”) — log(€?) + log dsym + log(log algym)6 + log(log(1/€))

1/2
(logn)Y/? = <log(4a ) log(EQ) + log dgym + log(log dsym)6 +10g(10g(1/62))> :
(6.2.8)

Now looking at the first term of Eq. (6.2.7), this becomes

1/2

o0
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40
7 (log dSym>5 IOg n
402
— - (log dgym)®
%dSymaogdSym)(j'log(l/GQ) ( g > )

: (10g(4a2) — log(€%) + log dsym + log(log dsym)6 + log(log(l/EZ)))
2

€
- - log(4a?) —log(€?) + log dgym + log(log dgym ) + log (log (1 /€2
dsym (log dsym) - 1og(1/€2) (Og( @”) ~ l0g(€") + log dsym + log(log dsym)” + log(log(1/¢ ))>
G ( log dsym log(1/¢€%)
dsym \ (log dsym) - log(1/€?) ~ (log dsym) - log(1/€?)

+log(4a2) + log(log dsym)6 + log(log(1/€%))
(log dsym) - log(1/€?)

_ €2 . ( 1 N 1 log(4a?)
Tom \1og(1/) t (ogdeym) | (108 dsym) - 108(1/2)
log(log dsym)6 log(log(1/€?))
(log dsym) - log(1/€?) = (log dsym) - log(1/€?)

2

_—.(1+1+1+1+1)
dSym

He2
<

o dSym

(6.2.9)

Since log(log dsym)® and log(log(1/€?)) are much smaller than log dgyy, and log(1/€?),
log(log dsym) 10g(log(1/e2))
Tog daym) Tog(1/) A ogde ) Tost/)
equal to 1. The 402 is just a constant, so this fraction can be made to be less than

or equal to 1, and log dgym > 1, so bg+g < 1. In order for log(1/€*) > 1, we require
ym
that 0 < e < Le, and therefore m < 1. From the assumption that ¢ < 1, this

gives €2 < e and yields dZEQ < dse up to relabelling of constants.
ym ym

The second part of Eq. (6.2.7) becomes

respectively, the fractions ( are both less than or
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20 o dgn) 2 (log ) 2 ()
v "

dSym

20[ 1/2
— . . 1 d . 5/2
() V2 (1o dsym) (108 (1/€2)) 2 (dst) (log dsyun)

/2
| (10g(402) ~ 10g(e) + 10g dsym + log(l0g dsym)” + log (log (1 /8)))1 |
= ¢ . 2\ _ 2
B dsym (10g dsym) /2 (log(1/€2))1/2 [(log(zla ) log(e ) + log dsym

+ log(log dsym)6 + log (log (1/62) )) 1/2]

B 1/2
e | (1oa(40?) — 108(e?) + log dsym + log(log dsym)” + log(log(1/¢)) )

~ dsym (log dsyum) 2(log(1/¢%)) 12
< € _log(4oz2) — log(€?) + log dsym + log(log dsym)° +log(log(1/62))]
| (1o dsy) (108 (1/%)

€ 1 1 log(4a?)
- dsym . (10g(1/62) * (log dsym) * (log dsym) - log(1/€?)

log(log dsym)6 log(log(1/€?)) )

(log dsym) - log(1/€?) ~ (log dsym) - log(1/€?)
< o .
~ dsym

(6.2.10)
This gives E(M)
Lastly, to conclude that P (M <

< dL, again up to relabelling of constants.

) > %, we use Markov’s inequality, which

dSym
says that P(X <a)>1-— . This gives
2 E(M 1
P (M < —6) > 1 B > (6.2.11)
Sym 26/dSym
up to a relabelling of €. |

This proves an upper bound for e-approximate symmetric unitary t-designs, where
we make explicit this log(1/€?) term that is missing in the result of [Aub09]. The
following lemma provides a lower bound for approximate symmetric unitary ¢-designs.

Lemma 6.2.4. An e-approzimate symmetric unitary t-design has at least (dgym)' ™
unitaries.
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Proof: We adapt the arguments given in [LW17] to our case. As proven in [LW17],
if two quantum channels 7' and T' on L(C?%) are e-close in the 1-norm, then the
following is true
logr(T) > (1 —€) max |S(T(p)) — S(p)|, (6.2.12)
peD(C?)
where 7(T') is the Kraus rank of 7' and S(-) is the von Neumann entropy.

A quantum channel can be written in terms of Kraus operators, which are ma-
trices with the property that >, KiT K; = 1. Specifically, for a quantum channel ®
acting on an input density operator p, it is true that ®(p) — 3, K;pK]. These {K;}
are the Kraus operators, and the minimal ¢ needed to describe ® is the Kraus rank
of ®. Interested readers can find more details in [NC10, Wat15] where the notation
used in the former is ‘operator-sum representation’ and the latter is ‘Kraus represen-
tation.” The von Neumann entropy is a measure of the amount of uncertainty in a
quantum state, and is again further explained in [NC10, Wat15].

In [LM20] it is explained that if the quantum channel T has the property that
there is some ¢ such that || T'(p)||,, < < for p € D(C?), then it can be said that

max [S(T(s)) — S(p)| > log (51) (6.2.13)

pED(C?)

which implies that r(T) > (%)(1_6).
With respect to e- approximate symmetric unitary t-designs, it is known that for
p € D(Sym(d")) HT(“ || . Therefore, if a quantum channel T® is e-close

to T in the 1-norm, then the rank of Kraus operators for the channel T®) satisfies
r(T®) > (dsym) ™, (6.2.14)

which gives a lower bound for the number of unitaries needed for an e-approximate
symmetric unitary t-design. i

Table 6.1 summarizes these bounds for symmetric unitary ¢-designs.

Lower Upper
Exact A3y, Sy — 203, + 3 € O(ds,,,)
e-Approximate | (dgypn,)* ™ diy"“ log(dsym)" log(1/€)

Table 6.1: Symmetric Unitary t-design Bounds

6.3 Comparison with QOTP and Unitary ¢-designs

Again using the example where d = 2 and letting ¢t vary, we are able to compare the
classical bits needed for exact symmetric unitary t-designs with the quantum one-
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time pad with independent keys and unitary ¢-designs. We use the same calculations
explained in Section 5.5, now including the exact symmetric upper bounds from
Table 6.1. This comparison is in Fig. 6.1, whose data is in Appendix B.

Key Length Comparison

60

50

Classical Bits
w B
o o

N
o

10

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Values of t

e=@==QOTP === \Weighted t-design ==e=Unweighted t-design e=g==Symmetric t-design =~ ¥ Exact designs

Figure 6.1: QOTP, Weighted /Unweighted ¢-design & Symmetric Weighted
t-design, t < 25, d =2

Once t is larger than 5, symmetric unitary t-designs require less classical bits
than the QOTP, while it takes until ¢ is larger than 6 for unitary ¢-designs for have
less bits than the QOTP. Therefore, of these three solutions to t-QPB, symmetric
unitary t-designs are the best option when ¢ is large if the main concern is to have
the smallest key length. On the other hand, if ¢ is less than 5, using the QOTP with
independent keys is the most efficient decision.



Chapter 7

Conclusion

As one can see in Fig. 6.1, symmetric unitary ¢t-designs have the smallest key length
for t-QPB with large ¢ from the three solutions presented in this thesis. If ¢ < 5, the
quantum one-time pad with independent keys is the best choice, with the additional
bonus of not needing to restrict the input plaintext to the symmetric subspace for
perfect security.

We now focus on open problems and questions with regards to t-recipient quan-
tum private broadcasting, regular and symmetric unitary t-designs.

Non-malleability. Past work with designs has shown that unitary 2-designs yield
non-malleable encryption schemes [ABW09]. An encryption scheme is deemed non-
malleable if an adversary is unable to tamper with an intercepted encrypted message.
Specifically, the quantum channel representing an adversary’s actions is a convex com-
bination of either the identity or channels that map all inputs to a constant output
[ABWO09]. Conceptually, this corresponds to the adversary either doing nothing, or
replacing the ciphertext with a different quantum state that decrypts to this constant
output. It is an open problem whether unitary 2¢-designs form non-malleable encryp-
tion schemes, which can therefore be used for t-recipient quantum private broadcast-
ing in the same way that a unitary 2-design is required for non-malleable encryption
with one recipient. To consider this problem, it first needs to be determined which
adversarial actions are categorized as non-malleable when ¢ > 1. Once these are
defined, it can be examined whether unitary 2¢-designs are non-malleable encryption
schemes, and furthermore, whether this characterization of non-malleability can be
applied to symmetric unitary 2¢-designs.

Applications of Symmetric t-designs. We leave as an open problem further
applications of symmetric unitary ¢-designs. For example, recent work [BSZ20] shows
that Haar random unitaries allow a private quantum channel to be implemented with
multi-photon pulses, and shows that ¢t-designs can be used to practically implement
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such channels when the parity of the photon source is fixed. An interesting question
is whether this result also appears with symmetric unitary t-designs.

Efficiency of Designs. Moreover, to the best of our knowledge, there do not appear
to be efficient constructions of exact unitary t-designs for ¢ > 3, although there
has been recent work completed regarding such constructions [BNOZ20, NZO*21].
Approximate unitary t-designs are able to be constructed efficiently [BHH16], and
different techniques have been used to reduce the circuit depth needed to construct
these approximate designs [HM18, MGDM19, HMMH™20]. It is left open whether
these techniques can also be applied to the constructions of approximate symmetric
unitary ¢-designs.

Approximate Correctness. For simplicity throughout this thesis, we focused on
t-QPB schemes with perfect correctness. We leave as an open problem the relaxation
of this correctness to further improve the key length. Furthermore, we leave open
whether there is another solution to t-QPB that has the same security and similar key
length as presented here with symmetric unitary t-designs, but with fewer restrictions
on the input plaintext message.



Appendix A
Python Codes

A.1 Code from Proof of Theorem 4.3.1

import sympy

from sympy import x

from sympy.physics.quantum import TensorProduct
from sympy import init_printing

# Plus and minus density matrices, one qubit and two qubits
pl = Matrix ([[1/2,1/2],[1/2,1/2]])

ne = Matrix ([[1/2,—1/2],[—1/2,1/2]])

pl2 = TensorProduct (pl, pl)

ne2 = TensorProduct (ne,ne)

# The two states, rho_0 and rho_1
a0 = Matrix([[1/2,0,0,0],[0,0,0,0],[0,0,0,0],[0,0,0,1/2]])
al = 1/2x%(pl24ne2)

# Trace distance

dqotp_prod = ((a0—al).H)x*(a0—al)

dqotp_absv = dqotp_prod*x*(1/2)

dqotp_tr = 1/2x(Trace(dqotp_absv).simplify ())

A.2 Code from Weighted 2-design in Eq. (5.1.17)

# Computed using Sage in Python
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# Pauli matrices

Id = identity matrix (2)

X = matrix ([[0,1],[1,0]])
Y = matrix ([[0,—1],[I,0]])
Z = matrix ([[1,0],[0,—1]])

c=1/sqrt (3)
d=sqrt (2/3)

e=3/32

# Matriz of weights and unit vectors

M = matrix ([[1/16,1,0,0,0],[e,0,c,c,c],[e,0,—c,c,c],[e,0,c,—c,c],
[e,0,c,¢c,—c],[e,c,d,0,0],[e,c,—d,0,0],[e,c,0,d,0],[e,c,0,—d O],

|
[e,c,0,0,d],[e,c,0,0,—d]])

# Calculating the 11 matrices in the design
mat = []
for i in range(11):
mat . append (M[1, 1]« Td-M[i,2]* T«X4M[1,3]* [«Y4M[i ,4]* [xZ)

# Isolating the weights
wt =]
for i in range(11):

wt . append (M[i,0])

# Summation calculation with weights and trace of matriz product
val =[]
for i in range(11):
for j in range(ll):
val.append (wt[i]xwt[]j]«(abs(((mat[i]).H«(mat[j])).trace())*x4))

# Summation
sm = sum(val)

# Numerical evaluation of summation
N(sm)
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A.3 Code from Proof of Theorem 5.4.2

import sympy

from sympy import x

from sympy.physics.quantum import TensorProduct
from sympy import init_printing

# Tau and Tau_Sym
p0 = Matrix ([[1/4,0,0,0],[0,1/4,0,0],[0,0,1/4,0],[0,0,0,1/4]])
pl = Matrix([[1/3,0,0,0],[0,1/6,1/6,0],[0,1/6,1/6,0],[0,0,0,1/3]])

# Trace distance

prod = ((p0-pl).H)*(p0-pl)
absv = prOd**(1/2)

tr = 1/2xTrace(absv).simplify ()



Appendix B

Data for Figures

Exact . Exact
; QOTP Weighted Exac.t Unweighted Syl’%l

t-design t-design Welghted

t-design

1 14 16 256 11
2 |16 100 10,000 66
3 | 64 400 160,000 227
4 | 256 1,225 1,500,625 578
5 | 1,024 3,136 9,834,496 1,227
6 | 4,096 7,056 49,787,136 2,306
7 | 16,384 14,400 207,360,000 3,971
8 | 65,536 27,225 741,200,625 6,402
9 | 262,144 48,400 2,342,560,000 9,803
10 | 1,048,576 81,796 6,690,585,616 14,402
11 | 4,194,304 132,496 17,555,190,016 20,451
12 | 16,777,216 207,025 42,859,350,625 28,226
13 | 67,108,864 313,600 98,344,960,000 38,027
14 | 268,435,456 462,400 213,813,760,000 50,178
15 | 1,073,741,824 665,856 443,364,212,736 65,027
16 | 4,294,967,296 938,961 881,647,759,521 82,946
17 1 17,179,869,184 1,299,600 1,688,960,160,000 104,331
18 | 68,719,476,736 1,768,900 3,129,007,210,000 129,602
19 | 274,877,906,944 2,371,600 5,624,486,560,000 159,203
20 | 1,099,511,627,776 3,136,441 9,837,262,146,481 193,602
21 | 4,398,046,511,104 4,096,576 16,781,934,923,776 233,291
22 | 17,592,186,044,416 5,290,000 27,984,100,000,000 278,786
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23 | 70,368,744,177,664 6,760,000 45,697,600,000,000 330,627
24 | 281,474,976,710,656 8,555,625 73,198,719,140,625 389,378
25 | 1,125,899,906,842,620 10,732,176 | 115,179,601,694,976 455,627
26 | 4,503,599,627,370,500 13,351,716 | 178,268,320,144,656 529,986
27 | 18,014,398,509,482,000 16,483,600 | 271,709,068,960,000 613,091
28 | 72,057,594,037,927,900 20,205,025 | 408,243,035,250,625 705,602
29 | 288,230,376,151,712,000 24,601,600 | 605,238,722,560,000 808,203
30 | 1,152,921,504,606,850,000 29,767,936 | 886,130,013,700,095 921,602
31 | 4,611,686,018,427,390,000 35,808,256 | 1,282,231,197,761,540 | 1,046,531
32 | 18,446,744,073,709,600,000 42,837,025 | 1,835,010,710,850,620 | 1,183,746
33 | 73,786,976,294,838,200,000 50,979,600 | 2,598,919,616,160,000 | 1,334,027
34 | 295,147,905,179,353,000,000 60,372,900 | 3,644,887,054,410,000 | 1,498,178
35 | 1,180,591,620,717,410,000,000 71,166,096 | 5,064,613,219,881,220 | 1,677,027
36 | 4,722,366,482,869,650,000,000 83,521,321 | 6,975,811,061,585,040 | 1,871,426
37 | 18,889,465,931,478,600,000,000 97,614,400 | 9,528,571,087,360,000 | 2,082,251
38 | 75,557,863,725,914,300,000,000 113,635,600 | 12,913,049,587,360,000 | 2,310,402
39 | 302,231,454,903,657,000,000,000 131,790,400 | 17,368,709,532,160,000 | 2,556,803
40 | 1,208,925,819,614,630,000,000,000 | 152,300,281 | 23,195,375,592,679,000 | 2,822,402
Table B.1: Unitaries for QOTP, Weighted/Unweighted ¢-design, Symmetric
Weighted ¢-design when d = 2
EX&TCt Exact. Exact Symmetric
t QOTP Welg.hted UnW(.elghted Weightod f-design
t-design t-design
1 2 4 8 3.46
2 4 6.64 13.29 6.04
3 6 8.64 17.29 7.83
4 8 10.26 20.52 9.17
5 10 11.61 23.23 10.26
6 12 12.78 25.57 11.17
7 14 13.81 27.63 11.96
8 16 14.73 29.47 12.64
9 18 15.56 31.13 13.26
10 20 16.32 32.64 13.81
11 22 17.02 34.03 14.32
12 24 17.66 35.32 14.78
13 26 18.26 36.52 15.21
14 28 18.82 37.64 15.61
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15 30 19.34 38.69 15.99
16 32 19.84 39.68 16.34
17 34 20.31 40.62 16.67
18 36 20.75 41.51 16.98
19 38 21.18 42.35 17.28
20 40 21.58 43.16 17.56
21 42 21.97 43.93 17.83
22 44 22.33 44.67 18.09
23 46 22.69 45.38 18.33
24 48 23.03 46.06 18.57
25 50 23.36 46.71 18.80
26 52 23.67 47.34 19.02
27 o4 23.97 47.95 19.23
28 o6 24.27 48.54 19.43
29 o8 24.55 49.10 19.62
30 60 24.83 49.65 19.81
31 62 25.09 50.19 20.00
32 64 25.35 50.70 20.17
33 66 25.60 51.21 20.35
34 68 25.85 51.69 20.51
35 70 26.08 52.17 20.68
36 72 26.32 52.63 20.84
37 74 26.54 53.08 20.99
38 76 26.76 53.52 21.14
39 78 26.97 53.95 21.29
40 80 27.18 54.36 21.43

Table B.2: Classical bits for QOTP, Weighted /Unweighted t-design, Sym-
metric Weighted t-design when d = 2
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