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Abstract

The topic of this thesis is black virus disinfection using mobile agents. The black virus
is a faulty node that destroys any visiting agent without leaving a trace; moreover, once
the black virus is triggered by an agent, it clones itself and spreads to neighbouring nodes.
These viruses can only be destroyed if they move to nodes that have been occupied by
agents. In this thesis, we consider the black virus disinfection problem in chordal rings.
Initially, the system contains a single black virus that resides at an unknown location. We
propose a solution that involves deploying a team of mobile agents to locate the original
black virus and to prevent further damage once it has been triggered. Our protocol is
divided into two phases: 1) searching the graph until the black virus is found and triggered
and 2) sending agents to occupy the neighbouring nodes of the black virus in order to
trigger and destroy all the black viruses at once. Our solutions are monotone, meaning
that once a node has been explored it is protected from re-infection. In order to measure the
efficiency of our protocol we consider the total number of agents required for disinfection,
the overall number of black viruses and the number of moves required by the agents. We
then analyze the cost of all our solutions, providing optimal bounds for some classes of

chordal rings.
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Chapter 1

Introduction

A distributed system is a group of computational entities that collaborate with each other
in order to achieve one or more tasks. Telecommunication systems are an example of
distributed systems. In order to accomplish certain goals, these computational entities
follow a set of behavioural rules referred to as a distributed protocol. The distributed
system environment is usually presented in a graph composed of nodes and edges. The
nodes represent the computational entities while the edges represent the communication

links between entities.

One interesting aspect of distributed systems is distributed mobile computing which
uses mobile agents. Mobile agents are computational entities with the ability to move
from one node to a neighbouring node. The mobile agent model provides an excellent
computing paradigm for distributed applications and has thus been extensively studied.
These mobile agents can be used to perform many tasks including network management

and maintenance (see [26]).

In this thesis we will use the mobile agent model in order to solve our problem. In this
chapter we will provide the motivation behind this thesis, present our contribution and

provide an overview of the organization of the thesis.



1.1 Motivation

Security is one of the main concerns when using distributed systems. Many security threats
have been discussed in the literature, such as black hole and contamination. The presence
of those threats in any network can cause serious malfunctions. The mobile agent model
has been proposed as one of the solutions to cleaning a network that has been affected by

these threats.

In this thesis we investigated a fairly new threat called the bick virus (BV') that was
initially introduced by Cai et al. in [5]. A black virus is a faulty node that is able to destroy
any visiting mobile agent without leaving a trace. Moreover, the black virus clones itself
onto other black viruses with the same capabilities and each copy moves to a neighbouring
node and stays inactive until triggered by a visiting agent. This behaviour leads to serious
repercussions such as network disconnectivity. A black virus can only be cleared if it arrives

at a node that is already occupied by an agent.

The nature of the black virus is quite destructive since its location is unknown a priori
and it has the ability to move to neighbouring nodes. We require a solution that searches
the system until the black virus is located and triggered and then sends mobile agents to
guard the neighbouring nodes of the black viruses that have just been created by the original
one([5]). Besides effectiveness, one important consideration when searching for a solution
to this problem is cost. The main elements that should be taken into consideration when
attempting to solve the black virus decontamination problem are: the size of the team of
mobile agents, the overall number of black viruses and the total number of moves required

for the mobility of the agents.



1.2 Owur Contribution

We first conduct a thorough survey of the literature for two problems that are closely
related to our topic: black hole search and decontamination. We then review [5], the only

paper that addresses the existence of a black virus in a network.

In [5], the authors address the problem of black virus decontamination in different reg-
ular graphs. One interesting regular topology that commonly models distributed systems
and that has not been the subject of study is the Chordal Ring (also called a Circular
Graph). A chordal ring is an augmented ring that is known for its fault-tolerance [2, 31]
and symmetric properties [1]. It is for these same reasons that some of its variants are also
commonly used as peer-to-peer structures [18, 25, 36]. Chordal rings have been studied
for many different reasons including routing [6, 30], dynamos [17] and catastrophic fault

patterns [32, 33, 34].

In this thesis we investigated the Black Virus Disinfection problem in chordal rings
using the mobile agent model in a synchronous environment. Our main focus was on the
initial existence of one black virus and how to minimize its disruptive effect on the entire
topology. Our primary goal was to minimize the complexity of the problem in terms of

number of agents, number of moves and spread of the virus.

We investigated the problem in undirected chordal rings labelled with a chordal sense
of direction and proposed monotone disinfection strategies. A monotone strategy means

that once a node is explored it stays clean and never gets re-infected.

The team of agents is lead by a coordinator whose task is to direct the decontamination
activities. The leader can create new agents and assign specific tasks. All of our solutions

work in two phases: Fxploring and Shadowing and Surrounding and Eliminating.

In the first phase the team searches the the topology using safe exploration techniques
until the black virus is located. This phase is terminated by the activation of the original

black virus and the creation of more black viruses at unguarded neighbours that have not



been explored by the leader. This phase is common to all chordal ring types studied in

this thesis.

The second phase involves surrounding the newly-created black viruses by deploying
agents to their neighbouring nodes. After all the neighbours are guarded, the leader acti-
vates the black viruses by sending agents to their specific locations. As expected, the black

viruses move to the neighbouring nodes, which are now guarded, and get destroyed.

Deploying agents is the most critical part of this phase. The deployment can be done

in various settings. In this thesis, we discuss two variations: local and non-local.

The non-local strategy guarantees optimal routing because the leader, which has full
topological knowledge, manages the whole process: it sends the surrounding agents to their
destinations through the shortest path and the surrounding agents carry the whole path
to their destinations (Move-Optimal Deployment). For all the topologies considered in the
thesis, we calculated an upper bound on the optimal move complexity, where the bound is

tight for particular chord structures.

With local strategies, the surrounding agents plan the path to their destinations accord-
ing to the local information they have and deploy to their target by making local choices at
each intermediate node without having to carry the full routing path. Whenever possible,
we propose alternative local strategies, all based on greedy choices. More precisely, in this

thesis we will have the following:

1. In the case of the double loop chordal ring, we will describe three deployment strate-
gies: simple greedy, smart greedy and move-optimal. For the move-optimal deploy-
ment, we will also indicate the shortest paths to reach all of the targets for any
chord structure. The greedy strategies are not optimal, however, they are local and

efficient.

2. In the case of the triple loop chordal ring, the local greedy strategies will not work

due to the complex chord structure. As a result we will focus only on the non-local
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approach. The leader has full topological knowledge and is able to calculate the
shortest path to the targets. We are able, however, to calculate their exact length
only for particular triple loops with simpler chord structures, while in the general

case, we find only upper bounds to the optimal length.

3. In the case of consecutive-chords chordal rings, we describe a local strategy (the

one-direction greedy) since it provides the shortest paths to the targets.

4. Finally, for general chordal rings with any chords structure, we describe a local strat-

egy that is not optimal but efficient and gives upper bounds to the optimal length.

1.3 Thesis Organization

In this section, we will present the organization of the thesis. After this chapter we review
literature on topics related to our problem. We begin by reviewing some papers that
address the black hole search problem in different settings, variations and topologies. We
then review some papers concerning the decontamination problem, sometimes referred to
as intruder capture, in different settings and variations. Finally, we review the only paper

that investigates black virus disinfection in several topologies.

In Chapter 3 we introduce the problem in question and provide definitions and termi-
nology regarding black virus disinfection. We also present our assumptions and topology
(the chordal ring) and describe the high level ideas that serve as the basis for all of our

solutions.

In Chapter 4 we go through our solution for double loop chordal rings. We describe
in detail the two phases and their complexities. For the second phase, we introduce three
deployment strategies: Move-optimal, Simple greedy and Smart greedy. For the move-

optimal deployment strategy, we present the solution for two cases: shortly-chorded double



loops (where the non-ring chord is small compared to the size of the ring) and the general

double loop. Our bound on the move complexity is tight for shortly chorded double loops.

In Chapter 5 we address the problem in triple loop chordal rings. We describe in
detail the two phases and their complexities. For the second phase, we describe only the
move-optimal strategy since the greedy approach does not always work for this type of
chord structure. For simplicity, we only consider the shortly-chorded triple loops in the
calculation of the upper bound on the number of moves. We also show that the bound is

tight in two special extreme cases.

In Chapter 6 we address the problem in chordal rings with consecutive chords. For the
second phase, we describe only a local greedy strategy (One-direction greedy) because it

also provides an optimal-move solution for this particular chordal ring.

In Chapter 7 we discuss the problem in arbitrary chordal ring structures. The sur-
rounding solution that we propose is very general and works with any chord structure,

however, it is not optimal. We provide upper bounds to the paths length.

In Chapter 8 we conclude our thesis by summarizing all the results and discussing some

open problems related to the black virus disinfection topic.



Chapter 2

Related Work

In this chapter we shed light on several topics related to black virus chordal ring disinfection
by reviewing the literature related to our problem. Many different problems have been
studied using the mobile agent model in the field of distributed computing. Black hole
search and Decontamination are two examples of the ways in which mobile agents are
deployed to find solutions from a theoretical point of view. The rest of this chapter is
divided into the following sections: black hole search, decontamination and black virus

disinfection.

2.1 Black Hole Search

The Black Hole (BH) has been extensively studied over the past decade. It was initially
introduced by [15] as a faulty node that has a destructive impact on any visiting mobile
agent. This hostile node is static and its location is unknown a priori; moreover, after
destroying an agent, it leaves no noticeable trace. It is for this reason that locating it
is problematic. The Black Hole Search (BHS) problem consists of having a team of
mobile agents explore a connected network that contains a BH in order to locate it. The

search is terminated once the BH is found and at least one agent survives. The primary
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issue regarding this problem is locating the hostile node within reasonable complexity.
Complexity is usually measured in terms of the size of the team of agents, the number
of movements and time. The static nature of the black hole makes it destructive only to
visiting mobile agents and not to other nodes in the network. This problem has been
widely discussed in different settings and variations. The following settings and variations
will be discussed below: synchronicity, topological characteristics, agents capabilities and

number of black holes.

2.1.1 Synchrony

Asynchrony refers to the execution timing of agent movements and computations. The
timing can be Synchronous or Asynchronous. When we have synchronous agents, the
agents consume one unit of time to traverse a link connecting two neighbouring nodes
while computation time is negligible. On the other hand, when we have asynchronous
agents, their movements and computations consume a finite but unpredictable amount of
time. [28] demonstrates that the execution timing has an impact on overall complexity.
In this paper, they assume that G is a directed graph , n is known and that A represents
the incident edges to the BH.They demonstrate that in the case of synchronous execution,
size = O(A.2%). In regards to the lower bound for the number of required agents, it has
been demonstrated that two agents suffice when A = 1 and four agents when (A = 2).
However, in the asynchronous case, when (A = 2) a minimum of five agents are needed. In
[13], the authors investigate asynchronous execution in several common topologies. This
paper demonstrates that when agents have complete topological knowledge, size = 2 and

the number of moves is O(n).



2.1.2 Topological Characteristics

As previously mentioned, black hole locating has been investigated in a wide variety of
settings. Omne important aspect of the black hole search that affects the solution is the
nature of the topology. The topology may be directed or undirected, arbitrary or common

and have one or more homebases.

Directed or Undirected. Whether the topology is directed or not has an impact on the
difficulty of finding a solution for the BHS problem. Some studies (e.g. [11, 12, 14, 15])
have suggested the use of the cautious walk technique when exploring a graph in order
to minimize the number of agent casualties. In the cautious walk technique, an agent
traverses a link back and forth to mark it as a safe edge so that other agents can traverse
it afterwards. This technique has to be modified when the graph is directed. In the case of
a directed graph, different approaches have been suggested (e.g. [10, 15, 28]). Complexity
changes significantly depending on whether the graph is directed or not. For instance, when
A represents the incident edges to the BH , if an arbitrary graph is undirected, size = A+1
([14]) . If the graph is directed, size > 22 ([10]). This also applies to common topologies
such as rings ([15]). [15] demonstrates that in specific settings where the ring is directed,
we need (Onlogn) number of moves. The complexity is almost doubled if the ring is

undirected.

One Homebase or Several. Mobile agents begin their mission from one or more
nodes called homebases. Some studies (e.g. [10, 11, 13, 14, 15, 28]) rest on the assumption
that all agents start from a single homebase. In this case, agents are referred to as ’co-
located’” agents. Other studies (e.g. [7, 14, 21, 22]) rest on the assumption that there are
several homebases. Agents in this case are referred to as 'dispersed’ or 'scattered’ agents.
The number of homebases significantly affects the strategy and overall complexity. In [7],

the authors solve the BHS problem in a synchronous ring in two variants, directed and



undirected, using dispersed agents. This paper shows the optimal number of dispersed
agents with specific resources when they use the 'pure token’ communication method. In
order to explore an unsafe graph, the authors of [21] propose an algorithm that solves the
exploration problem in the presence of faulty nodes and links using asynchronous dispersed
agents who can communicate via the whiteboards. In the worst case scenario, the algorithm
proposed in this study requires O(ngm), where m represents the number of edges and n,

represents the number of safe nodes in the graph.

2.1.3 Agent Capabilities

The various capabilities granted to agents have an impact on solving the BH S problem.

Some of these capabilities are discussed in the following section:

Communication Mechanisms. In the mobile agents model, agents communicate with
each other in different ways in order to infer the location of the BH. In the literature,
three essential communication methods have been studied: whiteboard, tokens and time-
out. Each mechanism has an impact on the proposed solution. In the whiteboard model
there is a storage space located at each node and agents are able to read and write there
(see [10, 14, 21, 28]). In the token model, agents use tokens which act like memos. These
tokens can be dropped off and picked by agents at nodes or edges (see [7, 20]). The
time-out mechanism can only be used using synchronous execution where agents have a

pre-determined amount of time to perform a task (see [8, 9, 11]).

Topological Knowledge. The degree of knowledge the agents have regarding the topol-
ogy determines how solutions are designed. In some cases, a minimum extent of knowledge
is mandatory. In asynchronous execution, without the knowledge of n, the total number of
nodes, the BH S problem can not be solved because any solution without knowledge of n

will never terminate. [14] studies the ways in which the extent of agent knowledge changes
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complexity. In this paper, Dobrev et al. cover three different types of topological knowl-
edge in an asynchronous arbitrary network. If agents are only aware of the total amount of
nodes and have no knowledge of the graph structure, size = § + 1, where 0 represents the
highest degree of a node and size is the number of agents, and ©(n?) number of moves. If
the agents have no knowledge of the total amount of nodes but have a sense of direction,
size = 2, and ©(n?) number of moves. If agents have complete topological knowledge,

size = 2, and O(nlogn) number of moves.

2.1.4 Number of BHs

The black hole problem has been investigated in two scenarios: single and multiple BH.
Searching for a single BH is less destructive. The majority of the studies mentioned earlier
focus on locating a single BH. Some studies consider multiple BH s (see [22, 27]). In [27],
Kosowski et al. demonstrate that in a directed graph, to solve the BH.S problem, n and A
should be known to the agents, and the solution would cost at most O(A.22) synchronized

agents.

2.2 Decontamination

Because of network connectivity, a moving object can contaminate an entire network, re-
sulting in dysfunctional performance. This scenario is considered to be one of the most
critical threats in network security (ie., viruses and how they attack devices on the Inter-
net). As a result, there is a need for a cleaning and protecting process (Decontamination).
This problem has been extensively studied in graph theory under several names: graph
search, intruder capture and decontamination. This problem was first introduced in 1967
by [4]. The decontamination process can be conducted internally or externally. Inter-

nal decontamination allows a node to perform the task without external help. In other

11



words, the nodes are able to decontaminate themselves locally. For example, running an
Anti-virus program on an infected device could rid that device from viruses it got from
the Internet. On the other hand, external decontamination requires external intervention,
such as mobile agents. An agent decontaminates infected nodes by passing through them,

yet the nodes are vulnerable to recontamination once the agents depart.

The Mobile Agents Model is a form of external decontamination in which moving agents
are used to disinfect a contaminated network. The mobile agents must decontaminate the
network in a way that prevents recontamination. In this model, nodes have three states:
contaminated, decontaminated or guarded. A node is decontaminated once an agent passes
through it, guarded once an agent resides in it and otherwise contaminated. Initially,
all nodes are contaminated with the exception of the homebase which is guarded. This
model has many variations and parameters that have a significant impact on the overall
complexity. As a result, there are many protocols and strategies that handle this problem
in various topologies. These protocols were designed to be monotone, that is, once a node

is decontaminated, it can not be re-infected.

Usually, the complexity of such protocols is measured by the number of agents used
in the decontamination process, the number of moves the agents make and the amount of

time needed to decontaminate an entire network.

The following variations have a significant impact on protocol performance and com-

plexity: synchronicity, agent capabilities and topological characteristics.

2.2.1 Synchrony

For synchronous execution many papers address the problem of decontamination where
agents synchronize their movements in such a way that the explored nodes never get re-
contaminated (see [3, 16, 29]). In the case of asynchronous execution, there is a need for a

coordinator who organizes other agents, ensuring that all agents are in the correct positions

12



before starting a new step (see [18, 19, 23, 24, 29]).

2.2.2 Agent Capabilities

In this problem, agents have been given certain capabilities including cloning, visibility

and immunity.

Visibility. Some studies have granted agents the visibility, which is the ability to see
whether the neighbouring nodes are clean or contaminated (see [18, 19]). Some studies have
only employed the local model in which agents only know the information (state, ports) for
the node in which they reside ([18, 19, 23]). Visibility impacts complexity since the agents
are able to move in an autonomous fashion, without the need for coordination. In [18],
Flocchini et al. demonstrate that to decontaminate a chordal ring C,{d; = 1,ds, ..., d}} in
the local model, the number of agents required is (2dy, + 1), while in the visibility model,
the number of agents required is (2dy).

In [19], Flocchini et al. compare the complexity of decontaminating a hypercube in both

n

models. In the local model, they propose an algorithm that requires © ( \/@) number of

agents and O(nlogn) moves. In the visibility model, they propose an algorithm that

requires (%) agents and O(nlogn) moves.

Cloning. Cloning refers to an agent’s ability to make copies of itself. This feature
would reduce the number of moves but would not produce an optimal number of agents.
In [19], Flocchini et al. study the impact of the cloning feature on the decontamination
of a hypercube. They demonstrate that using cloning, the number of moves is drastically

reduced: (n — 1) in both the visibility and local models.

Immunity. Immunity means that a node is immune from recontamination after an

agent departs. In the literature, there are two types of immunity: local and temporal.
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In local immunity, the immunity of a node is determined by the state of its neighbours.
For instance, a node stays clean after the departure of an agent unless the majority of its
neighbours are contaminated. If the majority of its neighbours are contaminated, that node
gets re-contaminated. In other words, the immunity level in this model is about half of the
node’s degree. If the contamination reaches more than half, the node gets re-contaminated
(see [16, 29]). In temporal immunity, a node is immune for a specified amount of time
(t). After the departure of an agent, the node is clean for ¢ time regardless of the state
of its neighbours. After the time elapses, the node is vulnerable to recontamination if it
has at least one contaminated neighbour (see [24]). The two types of immunity provide a
network with some resistance to recontamination. In the absense of these two models, the
immunity of the nodes is nil, meaning that the node can be recontaminated if any of its

neighbours are contaminated.

2.2.3 Topologies

The mobile agent decontamination model has been studied in various topologies. In this

section we list the results of decontamination protocols in some common topologies.

Tree. Many researchers have studied the decontamination process in trees. The basic
strategy for decontaminating a tree is to divide the tree into sub-trees starting from a

single homebase (the root), see [24, 29].

The best case scenario in terms of the number of agents required occurs when the home-
base is the first or last node and we have a line that requires one agent for decontamination.
If the homebase is any other node, we require two agents. The worst possible case is the

decontamination of a complete binary tree.

In [29], Luccio et al. consider an asynchronous environment, continuous search, visibil-
ity mode, local immunity, single homebase, and a monotone strategy. In order to enforce

local immunity there are three basic rules controlling agent departure from a node. If the
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number of clean neighbours is lower than half of the total number of neighbours (i.e. the
majority), the agent does not depart. If the number of clean neighbours is equal to half
of the total number of neighbours, the agent only moves to a contaminated neighbour. If
the number of clean neighbours is greater than half of the total number of neighbours, the
agent moves to any neighbour. To identify the minimum number of cleaning agents, this
paper divides trees into two classes: trees with degree d < 3 (e.g. binary tree, line) and

general arbitrary trees.

e Trees with degree d < 3 can be decontaminated using a maximum of two agents,

while the number of moves is (2(n — 1) — diam), where diam represents the diameter.

e For general arbitrary trees with degree d > 3, this paper introduces the state of
stability. A node x is stable if it satisfies the following two conditions: x is immune
to recontamination whether it is guarded or not, and the majority of its children
are stable. The authors use these conditions to determine the minimum number of
cleaners needed to keep a node stable. As a result, we can determine the minimum
number of agents required to decontaminate the entire tree. Any lower bound on
the minimum number of agents needed to stabilize x provides a lower bound on the
minimum number of agents needed to decontaminate a tree rooted in the homebase.
In this protocol, the agent stabilizes the root and then recursively moves to unsta-
ble nodes and stabilizes them until all nodes are stable. The number of moves in
this protocol is not proven. This study demonstrates how local immunity improves

complexity (minimum number of cleaners), especially in a binary tree.

In [24], the authors consider a synchronous environment, continuous search, temporal
immunity (i.e. t > 0), single homebase and a monotone strategy. In this case, any node
is immune from recontamination when it is guarded and during the immunity time ¢ after
the agent leaves. Therefore, agents can move back and forth during period t. In other

words, an agent can leave a node and traverse a path of length up to t/2 and go back to
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that node without worrying about recontamination. Using this property, the Depth-First

traversal strategy, and a decontaminating leader (i.e., an agent), this paper demonstrates

2h

G agents, where h is the height of the tree, and t is the

that a tree requires at least
immunity time. We can see that the temporal immunity has a significant impact on the

process of decontamination.

Hypercube. The hypercube is thoroughly studied in [19]. This paper discusses several
strategies for decontaminating a hypercube. The authors consider the local and visibility

models, with and without cloning as we mentioned in the previous section.

Mesh. As seen in [23], to decontaminate a mesh (grid) of M x N nodes, there two
possible strategies. The authors assume an asynchronous environment, continuous search,
single homebase, and monotone protocol. In the first strategy the authors use the local
model in which the agents cannot see neighbouring states but have the ability to exchange
information using whiteboard. In this strategy there is a need for a synchronizer that
coordinates the protocol execution. Beginning from the homebase, M agents (except one
agent that remains at the homebase) move south in order to guard each node in the
first column. The synchronizer then coordinates the moves of all agents in such a way
that all the agents are moving east at the same time. This process goes on column by

column until the whole graph is decontaminated. This protocol requires M + 1 agents

2 _5M—
and M=+4MN—-5M—2

5 moves. In the second strategy, the authors use the visibility model,

eliminating the need for a synchronizer. In this case, agents depend on what has been
written in the whiteboard to decide the next step. This strategy requires M agents (no

d M24+2MN—-3M
2

synchronizer here) an moves.

In the previous two protocols, the authors assume a mesh MxN, where M < N, so the
protocols carry on column by column. In the case of N < M, it is better to proceed row

by row to obtain a lower number of agents.

Tori. A torus h x k (h <= k) is a mesh where the nodes in the last row are connected
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to nodes in the first row, and nodes in the first column are connected to nodes in the last
column. In order to decontaminate a torus we can use the strategies used to decontaminate
a mesh with some slight modifications. In [18], Flocchini et al. use strategies similar to
those used for the mesh. Instead of deploying agents to cover one column, agents are
deployed to cover two successive columns. One column of agents then stays to guard the
nodes from recontamination while the other column of agents moves through the torus.
In the local model there is a need for a synchronizer. The complexity of this strategy is
2h + 1 agents and (2hk — 4h — 1) moves. In the visibility model, there is no need for a
synchronizer, and the complexity is 2h agents and (hk — 2h) moves. In [29], the authors
demonstrate that in order to decontaminate a k-dimensional tori (k > 2) in the presence

of local immunity, we need at least 2k synchronous agents and (n + 2k — 2k — 2) moves.

Rings. When we have a ring it is easy to find the minimum number of agents required for

monotone decontamination.

In the local model, two agents are sufficient to perform the decontamination if they
start from a single homebase and move in opposite directions until they are reunited. The
number of moves would therefore be n, where n represents the number of nodes, if we
assume that an agent needs one time unit to traverse a link. In the visibility model, the
two agents move in opposite directions until they reach two consecutive nodes. The number

of moves is therefore n — 1 (see [29]).

Chordal Rings. In [18], Flocchini et al. provide the results of decontaminating a chordal
ring C,{d; = 1,ds,...,d;} using the local and visibility models. In the local model, the
complexity required to decontaminate the chordal ring using asynchronous execution is
(2dk + 1) agents and 4n — 6dy, — 1 number of moves. In the visibility model, the number of
agents is (2dy) and the number of moves is (n — 2dy). In [35], Nisse considers the case of
contaminated edges in any chordal graph (G. The author shows that there is a connected
search strategy using roughly (2s(G) — 1)(tw(G) + 2) agents, where s(G) is the number of

agents required to search to clean G, and tw(G) is treewidth of G.
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2.3 Black Virus Decontamination

This term was initially introduced by Cai el al. in [5]. The Black Virus is a hostile node
that resides in an unknown location, causing the destruction of any visiting mobile agent.
The black virus also causes more damage by moving to neighbouring nodes. Therefore,
we need a strategy to locate the hostile node and to disinfect the entire topology from its
spread. In [5], the authors present the Black Virus threat by combining the statical feature
of the Black Hole and the mobility feature of the Intruder Capture. They also propose a

solution to the BV D problem using a team of mobile agents.

The authors assume that there is initially only one BV in the network. Like BH,
the location of BV is unknown a priori and the BV stays inactive (unharmful) unless
it is triggered. The BV is activated when a mobile agent arrives at its location. The
mobile agent is then destroyed and the BV clones itself into as many BV's as its number
of degrees. The copies retain the same features as the original and each copy moves to a
neighbouring node and remains inactive until triggered. According to [5], the black virus
is only deactivated when it moves to a node that is occupied by an agent. To the best of

our knowledge, this problem has only been studied by Cai et al. in [5].

In [5], the proposed protocol consists of two phases: 'shadowed exploration’ and ’sur-
round and eliminate’. As the names suggest, the first phase involves exploring the network,
locating the black virus and triggering it. The second phase involves surrounding the newly
created BV's and then triggering them to remove them from the network. This protocol is
monotone, meaning that once a node is explored, it is immune from recontamination. The
measures of efficiency considered include: the spread (spread), the number of agents (size)
and the number of moves. The BV D problem is solved when the network is completely
decontaminated and at least one agent survives. The authors conduct their research us-
ing common topologies such as rings, multi-dimensional grids, multi-dimensional tori and

hypercubes.
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Ring(R). The authors demonstrate that, regardless of the number of nodes (n), the mono-
tone protocol requires (size(R) = 4) and (spread(R) = 2). It is possible that these results
are not quite accurate. If the black virus resides at node n — 1, we either have a non-
monotone protocol in which an explored node gets contaminated or less complexity where

(size < 4) and (spread < 2).

Grid(G).The paper considers a 2-dimensional grid and a g-dimensional grid. In a 2-
dimensional grid of size d; X ds, they prove that regardless of n their proposed optimal
algorithm would cost (spread(G) = 3), (size(G) = 7), and at most (5n + O(1)) number
of moves . While in a g-dimensional grid, the complexity would be (spread(G) = ¢+ 1),

(size(G) = 3q + 1), and at most (O(gn)) number of moves.

Torus(T). According to the protocol, decontaminating a g-dimensional torus from BV

requires (spread(T) = 2q), (size(T) = 4q) and (O(gn)) moves.

Hypercubes(H). According to the protocol, decontaminating a hypercube from BV's

requires (spread(H) = 3), (size(H) = 6) and at maximum of 34 moves.
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Chapter 3

Definitions and Terminology

In this chapter we introduce the primary definitions and terminologies needed for the
remainder of this thesis. In particular, we define the mobile agent model, the black virus
disinfection problem, and the chordal ring topology. We also describe a general technique
used to solve this problem that will serve as the basis for the solutions described in the

rest of the thesis.

3.1 The Agent Model

Mobile agents are computational entities that are able to move from one node to a neigh-
bouring node. Some features of mobile agents include processing units, limited memory;,
the ability to communicate with one another, and the ability to clone themselves. Agents
are categorized based on their behaviour according to a specific set of rules. Some of the
agents start from an arbitrary node called homebase H B, while the rest are created at any

node.

The agents we employ are all identical except for the leader which has particular ca-
pabilities. All of the other agents are given different roles, as we will see later in this

chapter.
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In this model we assume that the environment is synchronous, meaning that agents
move from one node to another in one unit of time and that computation and commu-
nication time are insignificant. In the case of an asynchronous network where moving,
calculation and communication times are finite but unpredictable, our results still hold

with slight modifications, as we will discuss later on.

3.2 The Problem

The black virus disinfection problem is a combination of the characteristics of two problems
that have been studied extensively in the literature: Black Hole Search and Decontamina-

tion. First, let us briefly recall these problems, already discussed in Chapter 2.

A Black hole is a hostile static node that destroys any visiting agent without leaving
a trace. The Black Hole Search problem consists of having a team of agents explore an

unsafe connected network.

The main issue regarding black hole search is locating the hostile node within reasonable
cost. Cost is usually measured in terms of time, number of movements and the size of the
team. The static nature of the black hole makes it destructive only to visiting mobile agents
and not the other nodes in the network. As described in Chapter 2, this problem has been

widely studied in different topologies and settings.

Decontamination is the cleaning process after a network has been contaminated by a
moving object. This contamination process results in dysfunctional performance. This
problem has also been studied under different names: intruder capture, graph search and
decontamination. Decontamination can be done using a team of mobile agents that clean
a topology in such away that it will not be re-contaminated. As described in Chapter 2,

this problem has been studied extensively in different topologies and settings.

The black virus disinfection problem is a combination of the static feature of the Black
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Hole and the mobility feature of the intruder capture. We assume that there is initially
only one black virus in the network. Like BH, the location of BV is unknown a priori and
the BV stays inactive (harmless) unless it is triggered. The black virus is triggered if a
mobile agent arrives at its location. Once it is triggered, the mobile agent is destroyed, the
black virus clones itself onto other black viruses with the same capabilities and each copy
moves to a neighbouring node and stays inactive until triggered. If a black virus moves
into a node occupied by an agent, it is deactivated and thus removed from the system. In
summary, an agent that moves into a node containings a black virus is destroyed while a
black virus that moves into a node occupied by an agent is deactivated. This problem was

first introduced by Cai etal. in [5].

The problem for the team of agents involves locating the black virus and fully disin-
fecting the network. Since its position is unknown, it is necessary to trigger it in order to
locate it. The first phase of any solution protocol would involve exploring the network,
locating the black virus and eventually triggering it. Once triggered, the next step involves
neutralizing the newly created black viruses , whose locations are now known, and restoring

the network to a safe state.

One important property of our solution protocol is that it is monotone, meaning that

once a node is explored, it stays clean and never gets re-infected.

3.3 The Team of Agents

We now introduce some terminology related to our agents and their role in the protocol.
We will be using an ezplorer, shadow agents, surrounding agents and cleaning agents. Their
roles will become clearer once we describe the algorithm. In the following section we give

an overview of their individual tasks. The team of agents consists of:

o LFA
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The Leading Exploration Agent coordinates the operations of our protocol. It starts
off from the homebase. It has some special capabilities that the other agents do not
have including the ability to create new agents, and knowledge of the topology. As
we will see, LEA will perform some or all of the following tasks: exploring, routing

and terminating.

e CA
Cleaning Agents are created by the LE A and are deployed to decontaminate the net-
work from the black virus. They serve as the ”casualties” of the protocol, performing
the actual disinfection of the black virus and disappearing into it. In other words,
they are the agents that the LEA sends to the black viruses in order to activate

them.

e FA
This is a special cleaning agent that works with LEA to perform what we call safe

exploration until it comes in contact with the original black virus.

o SH
Shadow Agents are agents that are created at the homebase and their main role is

to protect the nodes that have already been explored from getting infected.

e SA
Surrounding Agents are created by LEA. They are deployed to surround black

viruses triggered by the original one.

In our protocol, we assume that agents’ roles sometimes overlap; for instance, a shadow

agent becomes a surrounding agent.
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3.4 Complexity

The complexity of disinfecting a network C' is determined according to three measures: the
number of black viruses have been created, the total number of agents and the number of

moves performed.

e Number of black viruses: Spread(C).
This measure refers to the total number of black viruses that have been created
including the original one. Note that this number represents the number of C'A

(casualties).

e Number of agents: Size(C).
This measure refers to the total number of agents, regardless of their function, and
includes the LEA, shadow agents SH, surrounding agents SA and cleaning agents
CA.

e Number of moves: Move(C)
This measure refers to the total number of moves required by agents to perform their

given tasks.

3.5 The Topology

A Chordal Ring is a graph with n nodes vy, vy, ..., v,—1 and link structure (dy, ds, ..., dp,),
d; < diy1, with d,, < [ %], where each node v; is adjacent to nodes v(;4,) mod n and v(;_q,)
mod n for 1 < j < m. N(v;) represents the set of neighbours of node v; and |N(v;)| = 2m.
In the following all indices are assumed to be modulo n and, for simplicity, the modulo

will be omitted.

Throughout this thesis the chordal ring we refer to has d; = 1, which means that it is

an augmented ring and will be denoted by C),(d; = 1,ds, ..., d,,). The links of the chordal
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ring are labeled with chordal sense of direction. For example, the link (v;,v;) is labeled
with the distance (j —¢) mod n between v; and v; along the ring connection. We say that

a chordal ring is shortly chorded if the largest chord is much smaller than n (d,, << n).

We use the (+) sign to indicate a clockwise direction and the (-) sign to indicate a

counter-clockwise direction.

Next we will identify particular types of chordal rings that will be studied in the re-

mainder of the thesis:

e A Double Loop is a chordal ring C,(1,k), with 2 < k < [§]. In other words, it
is an augmented ring where each node has two additional chords at distance of £k.
Therefore, each node has four neighbours: two in the counter-clockwise direction and

two in the clockwise direction.

Figure 3.1: A double Loop chordal ring C(1,4).

e A Triple Loop is a chordal ring C,,(1,p, k), with p < k and k < |5 ]. In other words,
it is an augmented ring where each node has two additional chords at a distance of
+p and +k. Therefore, each node has six neighbours: three in the counter-clockwise

direction and three in the clockwise direction.
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Figure 3.2: A triple Loop chordal ring C(1,5,9).

o A Consecutive-Chords is a chordal ring C,(1,2,...,k — 1,k), with k& < [§]. In
a chorded ring, each node has 2k consecutive neighbours: % neighbours in each

direction.

Figure 3.3: A consecutive-chords chordal ring C(1,2,3,4,5).

3.6 General Strategy

We now describe a general high level strategy that can be employed to solve the black virus

decontamination problem. Our algorithm can be divided into two phases: Fxploring and
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Shadowing and Surrounding and Eliminating.

3.6.1 Phase 1: Exploring and Shadowing

The main goal of this phase is to determine the location of the original black virus. Since
the location of the black virus is unknown a priori, we need to explore the topology until
it is found. Finding the node in which the black virus resides implies triggering that black
virus, creating new ones, destroying an agent in the process, and cleaning the node that
contained the original black virus. This process is done by the leading exploration agent

LEA, the exploring agent FA and a group of shadow agents SH.

Starting from the homebase , the leader and the exploring agent explore the chordal ring
by moving throughout the outer ring only. The assumption here is that the leader and the
exploring agent are moving in a clockwise direction using the safe exploration technique:
LEA and FA are at safe node v;, EA moves to the next node v;; while LEA waits at vj;
if F'A returns to its leader then v;;; is not a black virus and they both move to v;;;. If,
while moving in this fashion, LE A receives a black virus instead of E'A, then the location

of the original black virus is detected and F'A is destroyed.

If node v; represents the node under exploration, N(v;) represents the neighbours of
v;, and N, (v;) and N, (v;) denote the set of explored and unexplored neighbours of node
v;. The role of the shadow agents is to protect the already explored nodes from potential
reinfection. When a new node v; is under exploration, the shadow agents should occupy its
explored neighbours N, (v;). Once EA arrives to the black virus location it is destroyed,
LFEA receives a BV instead of EA, that node is cleared, and the new black viruses are
now located on all the unprotected (unexplored) neighbours of the black virus . The set
of nodes between the homebase and the node being explored is called the safe area and
denoted by S,req. For our protocol to be monotone, we have to insure that the nodes in

the safe area do not get re-infected. To do so, the shadow agents are deployed to guard
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the explored counter-clockwise neighbours of the next node to be visited. The deployment
of SHs begins when LEA and FA have explored at least dy nodes. In other words, if
Cn(dy = 1,dy,...,d) and |Surea| > da, at least one SH is deployed and the number of
S Hs increases to match the number of neighbours of the currently explored node in the
safe area. There is a section of the safe area called the danger area, denoted by D, eq,
where v,_1 > Dgyeq > Un—q,- In this area, the possibility of reinfection of explored nodes
is increased. Because of this, we need SHs to guard the counter-clockwise neighbours as

well as some or all of the clockwise neighbours.

Since all operations are synchronized, shadow agents are created at once and stay
inactive until their timer reaches zero. In other words, all SHs have timers that have been
set to different values in order to synchronize them with the exploring team (LEA and
EA). When the black virus is found the SHs are notified by the LEA. Figure 3.4 shows
an example of the first phase in a double loop. The green nodes represent the safe area

and the red nodes represent the danger area.

Figure 3.4: First phase in a double loop chordal ring C(1,4).
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EXPLORING AND SHADOWING

let HB = vy
Agents FA and LEA at safe node v;.
- Compute N, (vi11)
- For each ¢ € Ny (vig1)
S H is deployed
- FA moves to v;;1
If EA returns back to v;
LEA and EA move to v;,1
Else (i.e., BV moves to v;)

E A is destroyed

BV = Nun(viJrl)

This phase comes to an end when the black virus is detected and cleared; meanwhile,
other black wviruses have been created and moved to the unexplored neighbours of the
original black virus. At this point, the second phase begins. The first phase is common to

all of the strategies proposed in this thesis.

3.6.2 Phase 2: Surrounding and Eliminating

Once the black virus node is detected, LEA moves to its location and the Surrounding
and Eliminating phase begins. In this phase, the entire chordal ring is disinfected. The
disinfection process is conducted by sending agents to the unexplored neighbours of the
newly created black viruses. LEA then sends C'A(s) to activate those black viruses and

clear them.

First, let us introduce some notation. xy represents the original black virus . V rep-

resents the set of all vertices. The set of black viruses in the system is denoted by BV .
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S =V — BV represents the set of nodes that does not contain any B)Y. T represents the

set of targets, that is, the nodes to be occupied.

SURROUNDING AND ELIMINATING

LEA and SHs covering all N, (v)
BV comes back from v.
- Compute Ny, (v)
- For each u € Ny, (v):
Deploy an agent to each z € {N(u) \ Nu,(v)}
When N (u) is covered:

Deploy one agent to u

In this phase, we need the same number of SAs as the number of neighbouring nodes
of the black viruses. The S As move to their destinations, and once all of the agents are in

position, LE A sends C'As to trigger all the black viruses at once.

Figure 3.5: Location of SAs in C'(1,4) where the black nodes represent the triggered black
viruses.

Figure 3.5 shows the location of SAs in a double loop after triggering the original black

virus which then creates three more black viruses in the worst case.
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Deploying agents is the most important part of this phase. Deployment can be done in
different settings. In this thesis, we discuss two deployment strategy variations: local and

non-local.

The non-local strategy that we propose is called Move-Optimal Deployment. In this
strategy, we assume that LE A is the manager of the entire process. LFE A resides in node
xo, the location of the original black virus, where it sends the surrounding agents to their
destinations through the shortest path. Therefore, a surrounding agent carries the whole
path starting from zy to any ¢ € 7. It is possible to devise a variant of this optimal
strategy in which all agents have full topology information. In this case, there is no need
for a surrounding agent to carry the full path while moving toward its target since the

agent can re-compute it at each intermediate node.

The local strategies are based on the Greedy approach. Some of the greedy strategies
are only applicable to certain chord structures because they would not produce the correct
routing when used with other structures. These strategies do not require as much storage as
the non-local strategy since the surrounding agents do not carry paths to their destinations.
Instead, they calculate their next step each time on the basis of their current location and
the location of the target destination with no additional information. The local strategies
that will be discussed in this thesis are: the Simple Greedy, the Smart Greedy and the
One-direction Greedy. In the Simple Greedy strategy, at each node the agent must decide
the next node according to its distance from the target. In the Smart Greedy strategy, the
agents use more information in order to obtain better results. In the One-direction Greedy
strategy, the agents move greedily in one direction until they reach their target. We will

discuss each strategy in depth throughout this thesis.
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3.7 Conclusions

In this chapter we introduced our problem and some important definitions and terminolo-
gies. We also described the team of agents and their specific roles: coordinating, exploring,
shadowing, surrounding and activating. Moreover, we discussed the main topology of this
thesis which is the chordal ring. Finally, we presented a general overview of the two phase

solution: Fxploring and Shadowing and Surrounding and Eliminating.
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Chapter 4

Black Virus Disinfection in Double

Loops

In this chapter we consider the process of using agents to locate and clear the black virus
in the double loop chordal ring C,,(1,k) in a synchronous environment. The Double Loop
ring is an interconnected ring of n nodes vy, ... v,_1, where each node is connected to two
additional neighbours at distance of k. The neighbourhood of node v; is thus given by:
N(Uz') = {Ui—l-l; Vitk, Vi—1, Uz’—k}-

As with all the other topologies, the leader and the exploring agent locate the BV
and then surrounding agents are sent to surround the new triggered viruses and eliminate
them so that the entire topology is disinfected. We propose several variants of the main
strategy depending on the routing procedure used to surround the new triggered viruses.
We evaluate the complexity of our strategies by considering the overall number of agents
employed, the number of agent casualties and the number of moves required. The table

below summarizes the worst case complexities of the three main strategies.
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Double Loop | Spread | Agents | Moves
W.C W.C
Move-Optimal 4 12 3k + 31
Simple Greedy 4 12 6k + 12
Smart Greedy 4 12 5k + 17

4.1 Exploring and Shadowing

This phase is common to all of the strategies. The two agents, LEA and F A, explore each
node on the outer ring in a clockwise direction starting from the homebase using the Safe
Ezploration technique: LEA and EA are at node v;. EA moves to the next node v;44
while LEA waits at v;. If E'A returns to its leader they both move to v;;;, otherwise, the
BV is detected and F'A is destroyed. In order to diminish the effect of the BV, a shadow
agent SH is deployed to guard the explored neighbours of the next node to be visited.
This cannot happen unless LEA and E'A have passed through at least £ nodes. In other

words, if the safe area is > k.

Lemma 1. The Ezxploring and Shadowing phase is a monotone protocol that locates the

black virus correctly.

Proof. The exploring team follows the outer ring and E'A always precedes LEA, so that
the black virus is eventually detected. The monotonicity of this phase is apparent in the
presence of shadow agents that were all created in the beginning at the homebase and then

synchronize their movements with the exploring team. O
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EXPLORING AND SHADOWING

let HB = Vo
Agents FA and LEA at safe node v;.

if(k<j+1<n-—k)

Nea(vir1) = {vj, vjp1-1}

1 SH is deployed to protect vj; ;g
if(n—k<j+1l<n-1)

New(Vj41) = {07, Vjt1-k, Vit11x

2 SHs are deployed to protect v;q1—,Vjt1+k
if(j+1=n-1)

New(Vj41) = {05 Vjt1-ks Vjt144> Vo }

3 SHs are deployed to protect vji1_k,Vj414%,00

EA moves to vj;.

Some observations can be made following the implementation of this strategy:

Theorem 2. In the worst case scenario, the black virus is detected in 4n — 7 moves.

Proof. The worst case for the number of moves is when the black virus is found at node
(vn—1) after exploring n — 1 nodes. The BV triggers no new black viruses since all the

neighbours are already explored in the safe area and all are protected by SHs.

The complexity of this case is 3(n — 1) — 2 for the movement of LEA and EA, n—1—k

for one SH and (k — 1) for the other SH.

the original virus.

Theorem 3. In any double loop chordal ring C', the worst case scenario in term of the

number of agents required occurs when three new black viruses are created after triggering
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Proof. The worst case for the number of black viruses created upon activation of the original
is when that one is found at node v; where 1 < i < k. In this case, the black virus (x¢)
triggers three new black viruses: x1, xj and x_; because no SH has been deployed at this

time. Note that x_; is always occupied by LEA. m

4.2 Surrounding and Eliminating

In the double loop chordal ring, when the BV is triggered it may affect up to three
neighbouring nodes. If xy represents the original BV, node x_; is clearly protected by
LEA. zq, x;, and x_j are protected only if they belong to the safe area and are occupied
by shadow agents SH. In summary, the best case scenario in terms of the number of black
wiruses occurs if no more BV's are created after KA triggers the original black virus. The
worst case scenario involves the creation of three new BV's.

To handle the spread of the BV's, LEA has to send agents to surround and clear those

faults. The only way to destroy BV's is when they arrive at guarded nodes.

To do that, LEA creates agents that are sent to specific targets, the neighbours of
the new created BV'S. Once all the agents are in position, LEA sends cleaning agents
(casualties) to trigger all the BV's at once. This means that we require the same number

of SAs as the number of neighbours of BV's and as many C'As as BV's.

Lets take a look at the necessary notation. xzy represents the discovered BV. V' rep-
resents the set of all vertices. The set of black viruses in the system is denoted by BYV.
S =V — BV represents the set of clean nodes (not containing any BV'). T represents the
set of targets (the nodes to be occupied). Sy, represents the safe area and [Syeq| is the
number of nodes in that area. Dg.., represents the danger area where recontamination

needs to be avoided.
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SURROUNDING AND ELIMINATING

LEA and SHs covering all N, (v)

BV comes back from v = xg.

if (|Sarea| < k) (* LEA is covering z_; *)
Nun(20) = {71, T8ty T4}

if (k <|Sarea] <n —k) (* LEA and SH covering z_1,x_; *)
Nuyn(zo) = {x1, 21}

if (n—k <|Sareal <n —1) (* LEA and SHs covering z_1,z_j, x) *)
Nun(zo) = {z1}

Else (* LEA and SHs covering ©_1, g, Ty, 1 )
Nun(wo) =0

All SH make one move in clockwise direction.
For each u € Ny, (xp):

DEPLOY an agent to each z € {N(u) \ Nyn(z0)}
When N(u) is covered:

DEPLOY one agent to u

From the previous algorithm we can see that once a SH receives a black virus it moves

to the neighbouring node through chord +1 in order to be part of the surrounding team.

Thus, we can see that agents sometimes change roles.

Synchronicity is one of the assumptions of this model. All agents are synchronized and

it takes one time unit to traverse a link connecting two neighbouring nodes.

It is convenient for our purposes to divide the chordal ring into three segments starting

from the homebase as seen in figure 4.1.
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Figure 4.1: Dividing the double loop into three segments.

e Segment 1 contains nodes vy, ...vg_1. If the black virus is in this segment, the size

of the safe area is 1 < [Sypea| < k — 1.

e Segment 2 contains nodes vy, ...v,_r_1. If the black virus is in this segment, the size

of the safe area is k < |Sgreal <n—Fk — 1.

e Segment 3 contains nodes v,,_g, ... v,_1. If the black virus is in this segment, the size

of the safe area is n — k < [Sgrea| < n — 1.

We will see that complexity changes depending on the location of the black virus relative

to the segment.

The number of agents required to disinfect the double loop chordal ring C' is the same
regardless of the strategy employed, whereas the number of moves varies depending on the

deployment method.
Theorem 4. Regardless of deployment strategy and chord length, a mazimum of 12 agents

are employed in any double loop C,(1,k) for the black virus disinfection protocol.

Proof. The number of agents required is determined by the location of the original black

virus, regardless of the deployment strategy.
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e When the BV is located at any node in Segment 1, we would obtain the worst
complexity in terms of C'A and S A since activating the black virus will create three
more black viruses at x1, xp, and z_,. LFEA then moves to xq and deploys seven
SAs to occupy xo, g1, Thit, Tok, T g1, T_k—1 and zor. The total number of agents
employed is then 12: 4 C'As, 7 SAs and one LEA. Thus, in this case, Spread(C) = 4
and Size(C) = 12.

o [f BV is found in Segment 2 , activating the original black virus would create two
more black viruses at x; and xp because x_;, is guarded by a SH. SH then moves
to x_g+1 and LEA moves to xg. LEA then deploys 4 SAs to occupy xo, Tp_1, Tpi1
and xo;. The total number of agents employed is then 9: 3 C'As, 4 SAs, 1 SH and
LEA. Thus, in this case, Spread(C) = 3 and Size(C) = 9.

e [f BV is found in Segment 3, there are two possible scenarios:

— Whenn—-k<i<n-—1:

This segment is part of what is called the Danger area (Dgreq). If the BV is
located at any node in this segment, activating the original black virus would
create only one black virus at xq, while z_; and z; are guarded by SHs. Sub-
sequently, in addition to the SH at x_;,1, the SH at z;,; and LEA at xg, the
LEA deploys 1 SA to occupy xo. The total number of agents employed is then
6: 2 CAs, 1 SA, 2 SH and one LEA. Thus, in this case, Spread(C) = 2 and
Size(C') = 6.

— When ¢ = n — 1, no more black viruses are created since all neighbouring nodes
of the black virus are guarded by SHs and LEA. There are then no SAs to
be deployed and all the moves are done in the first phase. The total number
of agents employed is then 5: 1 CA, 3 SHs and one LEA. Thus, in this case,
Spread(C) = .1 and Size(C) = 5.
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For the deployment phase we propose two types of strategies: non-local and local. In
non-local strategies, LEA calculates the shortest path to reach the various targets and
gives each agent the information about the corresponding path. In local strategies, each

S A decides the next node locally, based on the indication of the destination target.

4.2.1 Move-Optimal Deployment

In this section we describe a non-local approach where SAs follow paths set up by their
leader LE'A who has full topological knowledge. Once the black virus is triggered, LE A,
knowing the topology and the location of the black viruses, computes the best route to
each target and gives the information to the corresponding SAs. Because of the simple
structure of the chordal ring, we can calculate the exact length of the shortest paths to

reach the target and verify experimentally that they are indeed optimal.

In this section we describe the path to be followed by each agent for the simpler case
of shortly-chorded double loops, and then for the case of general double loops. Before we
describe these two situations we will identify some special constant size paths that can be
used to reach all targets in both situations. The special path to reach node x; from x
is denoted by ;. Depending on the chord structure, it may be possible to devise shorter
paths in some cases. A detailed analysis of all possible situations is carried out in the next

two sections.
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Target x; Special Path o;
-1 +k
Tr—1 To —> T—1 — Tk—1
—1 +k +k +1 +1 +1 —k —k
T2 To—>T—1 —> Tp—1 —7 T2k—1 —7 T2k —7 T2k+1 —7 T2k4+2 —7 T2 —7 T2
-1 +k +k +1
Lok To —> T_1 — Tp—1 — Tok—1 — T2k
—1 +k +k +1 +1 —k
Tr41 To—>T_1 —> Tp—1 — 2 Tog—1 — T2k —7 T2ht1 — 7 Tht1
—1 —k
T_f—1 Tog —> T_1 —> T_f—1
—1 —k —k +1 +1 +k
T_k+1 To—>T_1 —> T_f—1 —7> T2k—1 —2> T2k —7 T_2k+1 —7 T—k+1
-1 —k —k +1
T2k To—2> %1 —7 Tof—1 — > T2k—1 —7 T2k

4.2.1.1 Shortly-chorded Double Loops

A shortly-chorded double loop is a double loop where the size is significantly bigger than

the length of the largest chord, that is: k << n. All results of this section hold for n > 4k.

After triggering the original BV (x() the neighbouring nodes are in one of two states:
guarded or contaminated. Node x_; is guarded by LEA. Depending on the size of the
safe area, nodes x1, x, and x_j could be in either state. As mentioned earlier, the black

virus could be located in one of three segments.

For some of the targets it is easy to identify the shortest path from zy. For example,
x1_1 cannot be reached directly but it can be reached in two moves from xy through node
z_1 (i.e., following the special path oj_1). For other targets it is harder to determine

whether o; represents the best alternative.

We now consider the different routes to each target in four different cases depending

on the location of the black virus where m[xg, z;] denotes a path to reach target x; from x.

e Case 1: Consider the case where the black virus is in the second segment of the
chordal ring, that is, when k < |Sgeq| < n — k. In this case, triggering the original

black virus creates two more black viruses: x; and xy, and thus T={xq, Tx_1, Tp11, Tox }-

41



— x,_1: Node z_4 is reached through o,_1, which is clearly the shortest path.

— x9: Since for k = 3 we know that xy = x,_1, we consider k > 3.
Depending on the length of &, x5 could be reached optimally in different ways
(note that all of them are actually shorter than the special path o9 identified

earlier):

x If k =4 and x,_1 = x3, the shortest path is the following:
-1 +k -1
W[xg,fﬂg] =M1 =2y ——> L1 —> Tkp—1 =Tz —> Ty

x If k > 4, taking advantage of the fact that z_j is known to be safe:

—k +1 +1 +k
W[l’o,%’g] =To =Tg ——> T_f —> T1— — To_) —> T2

— T9i: Node xy is reached through oy.

— Xpg1: If k> 4, x4 is reached through oy41. Otherwise, it is reached faster

through:

—1 +k —1 +k —1
T2, Thy1] = T3 = Tg —> T —> Tp—1 = T3 —> Ty —> Thpa — Tt

e Case 2: When the black virus is in the third segment excluding the last node before
the homebase (i.e., n—k < |S,,ea| < n—1), only one black virus is generated (x;) since

the rest of the neighbours have been explored and guarded. Thus, T={za, Tp41}-

— xq: If k < 4, x4 is reached using 7, otherwise it is reached using

— Xpy1 is reached in one move from node xp because xp contains a SH agent,

which received a copy of the original black virus.
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e Case 3: We have a special case in which the black virus is located on the last node
before the homebase. In this case, all neighbours are guarded and no more black

viruses are created. The surrounding phase is no longer needed.

e Case 4: When the black virus is in the first segment (i.e., |Sarea| < k) we have to
consider the nodes that might be contaminated if they do not belong to the area
already protected by shadows. In fact, when |Sy.cq| < k, LEA has to deploy agents
to the neighbours of the three new black viruses BV={z1, xy, z_;} while z_; is being

guarded by LEA and no SH has been deployed.

Node x_j, has three unguarded neighbours, Ny, (x_x)= {x_r_1,2 k41,29t }. Thus,
T = {$27$k—17$k+17$2k,$—k—17$—k+1,$—2k, }
We have:

— Nodes z;_1 and x9; are reached through paths o1 and ogy.

— T4 is reached through 73 or 0,1 as explained in Case 1.

— x_j_1 is reached through path o_j_;.

— x_o; is reached through path o_o.

— T _p41 is reached through path o_j_;.

— x9: In this case, node z_j is a black virus and any path that passes through it

to reach x5 should be avoided.

x if £ < 8, the path to reach x is:
-1 +k -1 -1 -1
Tz, Xo) = Ty = 29 —> T_1 —> Tp—1 —> Tp—g —>, ... —> To
* otherwise, (i.e. k > 8), x5 is reached through os.

The following theorems summarize the number of moves:
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Theorem 5. In any shortly-chorded double loop Cp(1,k), if |Sarea| = k, the number of

moves to complete the Surrounding and Eliminating phase is a mazimum of 20.

Proof. The first move is made by LEA to move to xy. Then, by construction, we know

that:

o k< |Sureal <n—k

— Node xj_; is reached in two moves through path o;_4

— In the case of node x5 we have three possibilities: if k£ > 4, the target is reached
in four moves; if k& = 4, the target is reached in three moves; if k& = 3, w9
coincides with x;_; and the target is reached in two moves. The maximum

amount of moves is thus four.
— X9t is reached in four moves through path g

— xp41 follows the same route as o in the clockwise direction with the addition
of two moves, or from x5 with the addition of two more moves. The algorithm

selects the minimum. The maximum number of moves in this case is then six.

en—Fk< ’Sareal <n-—1
In this case, one black virus is generated (x;) since the neighbouring nodes are

guarded. Thus, T={xs, g1}

— x5 is reached in maximum four moves, corresponding to path 7y

— Xpy1 is reached in one move since the SH at node zj received a copy of the
original black virus, and SHs always make one move in the clockwise direction

when they receive a black virus in order to be part of the surrounding team.

Since all of the agents are sent at the same time they will arrive at their destinations
within six time units. After waiting six time units, the LE A will send two agents to clear

the two black viruses , thus performing two more moves. O
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Theorem 6. In any shortly-chorded double loop Cy(1,k), if |Sarea| < k, the number of

moves to complete the Surrounding and Eliminating phase is a maximum of 36.

Proof. One move is made by LEA to move to xy. Then, by construction, if [Syeq| < k, we
know that: node xy. is reached within six moves through o, or m3; node x;_; is reached
within two moves through o;_1; node x9; is reached within four moves through o9; node
Z_j_1 is reached within two moves through o_;_1; node x_o; is reached within four moves
through o_ox; k41 is reached through x_o; with the addition of two more moves through
path o_j1, which means a maximum of six moves; node xy. In this case x5 is reached
through o9 or m4 and the number of moves would be a maximum of eight. After all the

agents arrive at their destinations, three more moves are needed to clear the black viruses.

]

4.2.1.2 General Double Loop

In this section, we handle double loop chordal rings in general Cy,(1, k), where 2 < k < |7 ].
Finding the exact optimal number of moves in this case is much more complicated and
difficulties arise because, depending on the length of the chords and the number of nodes,

it may be more convenient to wrap around the ring in order to reach certain targets.

In order to describe the Surrounding and Eliminating process we use the same no-
tations and cases. In other words, we have two cases: when |S,...] > k and when
|Sarea| < k. Therefore, the set of targets T is = {&9, Tx_1, Thi1, Tok, Tk T ki1, T g1},
= {x9, Tk_1, Tp11, Tor}, = {2, 2511} or O . The only difference between this section and
the previous one is in the deployment part of the algorithm since, as mentioned above, we

have more possibilities in the general structure of the double loop.

Case [Syreq| > k. Let us first consider the case in which |Sy.eq| > k. For some targets,

the path to be followed is the same as the one employed for shortly chorded rings. This is
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the case for z,_; and x5. Node x;_; is reached through o4_;. If £ = 4, node x5 is reached

through 7; otherwise, it is reached through ms.

In the following discussion we will refer to the special paths o; identified in the previous

section and compare them to other possible routes in order to find the best one.

In order to find the best routes to reach nodes x;,, and g, we divide the ring into
"windows” of size (k + 1) starting from zy in both directions, and consider different cases

depending on the number of windows covering the ring.

L[] >4

Intuitively, n is big enough for us to consider this a Shortly-chorded double loop and

we follow the same paths indicated in the previous section to reach the target.

2. [2] =4,

Figure 4.2: Dividing the outer ring into 4 windows of size k + 1.

¢

In this case it might be more efficient to “wrap-around” the chordal ring to reach

both xy1 and wo.
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® Tok-
To reach target wo, we distinguish between different situations depending on

the relationship between n and k:

— Ifn =4k
—k —k -1
T[xo, Tok| = To —> T_p —> T_op — Tog
— Ik < %n —1
m[xo, Tox] = min{ms, oor }
where

—k —k +1 +1 +1
s =20 ——> T—fp —> T 9k —> T_9kt1 — ... — Tk

and o9 is the special path we referred to in shortly-chorded loops.

-1 +k +k +1
Og9k = Tg —> T—1 —2 Tp—1 — Top—1 — T2k

—Ifkg%n—l

T[xo, o] = min{mg, oor }

where

—k -1 -1 —1 —1
e =g —> X —> T_fp—1 —> T_f—2 — ... —> Tk

® Tr+1
— If n =4k

—k —k —k
[0, Tht1] = To —> Tp — T_op — Thp1
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—FElse

T[x0, Tpt1) = min{mr, op41}

where

—k —k -1 -1 —1
T =X ——> T—fp —> T 9k —> T_9k—1 — ... —7 Tky1

and oy is the path to reach x4 in shortly-chorded loops.

—1 Tk Tk +1 +1 —k
Ok+1 =g —> L1 —> Tp—1 —> Lak—1 — T2k — T2k+1 — Tk+1

3. [#] <4

n
k

e 7;.1. In this case, in addition to oy, there are three other possibilities and we

have:

W[xo, 36k+ﬂ = min{0k+17 g, Mg, 7T10}

— (* when the +&' neighbour of z;,, is between z_; and x_j, it might be

advantageous to move to x_; first *)
-1 -1 1. -1 —k
g =Tg —7> L1 —> L9 —> ... —2 Toht1 — Th+1

— (* if instead x_j, is closer to xox41 , then it might be better to move to first

T_p *)

—k +1 +1 +1 —k
T9g=X0 —> T —> T_fy1 — .. — T2%ky1 — Tkl

— (* finally, if z_j is closer to xg1 *)

—k —1 -1 -1
T =2y —> T—fp —> T—fp—1 — . —> Tht1

e 19;. Target xo resides between z_; and x_j, so we first have to determine which
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of them is closer. We have:

7T[£U11737k+1] = min{azkﬂﬁlﬂﬁz}

where

—1 —1 —1 —1
T =g —> L1 —>T_g —> ... — Tok

—k +1 +1 +1
T2 =2y —> T—fp —> T_ft1 — ... — T2k

Case [S,ea| < k. Consider now the case in which [S,,eq| < k. In this case: T= {xq, 241,

Thi1, Tok, Took, T—kt+1, T_k—1}. Notice here that in all cases, any route that passes through

z_; should be avoided because z_; is now a black virus.

e Nodes xy_1, T_ok, T_gt+1, and x_;_; are reached through the paths o;_1, 0ok, 0_k11
and o_j_, respectively.

e To find the best routes to reach nodes xs, xy1 and g, we also use the concept of

”?windows” mentioned earlier.

L [2] >4

This case is the same as the shortly-chorded chordal ring structure and uses the

methodology described in the previous section.

2. [F]=4
— Zok. (* The only option besides the route oo is m3 described below, which

should be taken only if n = 4k + 1. *)

-1 —k —k
M3 =Tg —7> L1 —» Tfp—1 —7 T2k
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— Tk41

[0, Trt1] = min{opi1, Ta}

where
-1 —k —k -1 -1 -1
T4 =29 —> X1 —> LT _g—1 —>T_9k—1 —2 L_2k—2 —7 .. —2 Tkl
— To.
7T[LUO, 1’2] = Il’liIl{O'Q, T4, 7T15}

where

-1 —k —k —k -1 -1
T =g —> L] —> T_f—1 —> T_2k—1 —> L_3k—1 —7 --. —> T2

Notice here that if n = 4k 4+ 1, the agent cannot take route w5 because

node x_s;_1 = Tp.

(7] <4

— Zpy1 In this case, in addition to the path op,q, there are the following

possibilities leading to:

7[To, Tpt1]) = min{ogi1, 16, T17}

% (* The +k™ neighbour of x4 is between x_; and x_j, so if z_ is closer

then: *)

-1 -1 -1 -1 —k
T =2y —+> L1 —> T2 —> ... —2 Toht1 — Tkl

50



x (* x_y is closer to xyyq *)
—1 —k —1 —1
T17 =2y —> X1 —> T_f—1 — ... — T4

— T2k

7[xo, Tox] = min{oo, mis}

-1 -1 —1 -1
Mgy =g —2> L1 —>T_9g —> ... — To

— T9

7[xo, o] = min{oy, 74, T15}

We have seen that the case of the shortly-chorded ring is simpler to study, however, the
number of moves employed to reach the targets is the same in both cases and leads to the

same complexity.

Theorem 7. In any double loop C,(1,k), if |Sarea| = k, the number of moves to complete

the Surrounding and Eliminating phase is a mazimum of 20.

Proof. In any double loop chordal ring, if |S,eq| > &, the maximum number of moves
required to reach all targets is 20. One move is done by LFE A to reach xy. By construction,
whether [7] >4 or [7] < 4, the nodes are reached as follows: node xy; is reached within
four moves; node zj; is reached within six moves; node zj_; is reached within two moves

and node x, is reached within four moves.

Since we always compare the resulting routes ., where z € Z, to the special ones in

the shortly-chorded loops o;, none of 7, would be greater than the corresponding o;.

After all the agents have arrived at their destinations, one move is done by the SH and

two moves are needed to send C'As. O
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Theorem 8. In any double loop C,,(1,k), if |Sarea| < k, the number of moves to complete

the Surrounding and Eliminating phase is a mazimum of 36.

Proof. At the beginning of the second phase, one move is made by the LE A to move to z.
Then, whether [7] >4 or [#] < 4, the nodes are reached as follows: node xy; is reached
within four moves; node x;; is reached within six moves and node x_; is reached within
two moves. Node x5 is reached by taking any route except the one that passes through
Z_, and the number of moves would be a maximum of eight. Node x_;_; is reached within
four moves; node x_g, is reached within six moves and node x_q; is reached within four

moves.

Since we always compare the resulting routes 7., where z € 7Z, to the ones in the

shortly-chorded loops o;, none of 7, would be greater than the corresponding o;.

After all agents arrive at their destinations, only three moves are needed to disinfect

the topology. O

The following table summarizes the number of moves required in the Surrounding and

Eliminating phase in any double loop chordal ring.

52



Number of moves

Destination

|[Sareal <k |Sarea| =k
To 1 1
Lo <8 <4
Th_1 2 2
Tr4+1 <6 <6
Tk <4 <4
T_p_q 2 -
T_op 4 -
T k41 6 1
T 1 1
Ty 1 1
T_p 1 -
Total < 36 <20

Table 4.1: Move complexity in double loops.

Theorem 9. The algorithm following the move-optimal deployment strateqy successfully

disinfects a double loop chordal ring from black viruses in a monotone synchronous way.

Proof. Destroying a black virus is done only if it moves to a guarded node. Therefore,
in this phase, agents surround all the neighbouring nodes and then LE A activates them
so they move to neighbouring nodes. As previously mentioned, the crucial part is the
routing, and in this strategy (Move-optimal), LEA is responsible for directing agents to
their destinations. Since LEA has the topological knowledge, it correctly calculates the

targets and sets up the paths for SAs. n
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4.2.1.3 On Optimality and Other Observations

We ran a simulation to construct a partial Breadth-First Search tree rooted in xq in double
loops with "missing nodes” corresponding to the black viruses triggered in the various
scenarios. The spanning tree was constructed until all the targets appeared as leaves. In
this type of spanning tree, any path from xy to a target leaf is the shortest path from z

to that destination.

We exhaustively tested all the different scenarios depending on the location of the black
virus. Note that the size of the chordal ring influences the length of the shortest path for
each scenario: 1) Shortly-chorded double loops when |S,;..| < k, 2) Shortly-chorded double
loops when |Sgeq| > k, 3) General double loops where n < 4k when |Sg.eq| < k and 4)
General double loops where n < 4k when |Syeq| > k. In all the scenarios above we verified

that the paths indicated are indeed the shortest paths.

As a final note, if all agents have full knowledge of the topology and of the targets,
the aforementioned approach can be transformed into a local strategy where agents decide
their next step without referring back to the LEA. In each step, an agent could locally
construct a breadth first search tree in order to find the shortest path to their target.
They could then pick the neighbour that satisfies the following conditions: not a BV, not
a predecessor and on the shortest path. After all the agents reach their destinations, LEA
triggers the BV's by sending the cleaning agents. This strategy is optimal and local, yet it is
compute-intensive. It requires the same number of agents and moves as the aforementioned

move-optimal algorithm.

4.2.2 Simple Greedy Deployment

In the previous section, the proposed algorithm is controlled by the LEA who has a map

for the entire topology. Once he finds the original BV, he decides the best routes and
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sends agents through them. The only job the agents have to do is following the paths set
by the leader and stored in their memories. In this section we introduce some strategies
that rely completely on local decisions. In other words, instead of carrying the whole path,

the agent calculates its next move for each step until it reaches its target.

Consider the following simple local Greedy strategy: an agent at some node source,
having to reach a node dest, chooses as a next link the one that takes it closest to dest. The
distance is calculated on the outside ring. Note that, in a double loop without viruses, this

simple greedy strategy would correspond to optimal routing between any pair of nodes.

Let link(source, dest) be the next link to be taken from node source to eventually reach
node dest. It is easy to see that the greedy strategy described above corresponds to the

following local choice:

if (i —j7)<(n—j+1) go — clockwise :
if (j—i) <k take-link +1
otherwise take-link +k&

link(x;, ;) =

if (i—j)>Mn—j+1) go — counter — clockwise :

if (n—j+1) <k takelink -1

\ otherwise take-link —k

In order to occupy the target nodes, we have the following optimal paths where the BV

has been underlined:
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Target | Greedy path
T To, T1,%2]
Tp—1 | (%0, Tr,Th—1]
Tk+1 [0, ﬂ,-’fkﬂ]
Lok [$07 Lk, L2k

Table 4.2: Greedy path without black viruses.

In the presence of BV's to be avoided, the greedy strategy will give correct but non-
optimal routing. The advantage of this approach is that the surrounding agents do not

carry a pre-determined path and movement decisions are made locally.

The greedy strategy can be described as follows. dist(z,y) represents the shortest

distance between nodes z and y along the ring.

SIMPLE GREEDY

Deploying agent A arriving at v from y with destination z

Let FD = {N(v) — BV — y} be the set of possible destinations.

Agent A moves to w € F'D that minimizes dist(w, z)

Note that the first step in any surrounding strategy is always counter-clockwise, regard-
less of the destination, because both clockwise neighbours of zy are BV's. For example, an
agent wants to reach x, from xy when k > 5. The agent would move to x_; and would

continue to move counter-clockwise until reaching node x_; such that i +3 > —i 4+ k — 2
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(20 > k— 5, i = [%52]). At this point the agent would take the clockwise chord +k which
gets it closer to x5, and then would proceed counter-clockwise towards it by using chords

-1. Notice that when k < 5, 1=1.

All the resulting greedy paths when |S,,..| > k are outlined in the table below. For

simplicity, we assume that 5 < k < [§] and k << n.

Target Greedy path with BV's Number of moves
i) [{L'(), L1392y 3 Ty L—jtkyLojthk—1y5-+-----L2
i = [55°] k-1
Tp—1 (X0, X1, Tp—1] 2
Tk+1 Loy 15 L1, Th—2y Lk—35 -+ Lh—is L2%k—iy L2%—i—15 - + - 5 Lh+1
i =[52] k+1
Tk (20, 1, Tp—1, Tog—1, Vo] 4

Table 4.3: Greedy paths with black viruses when |Sgreq| > k

Theorem 10. In any double loop C,(1,k), if |Sareal = k and k > 5, to surround and
eliminate the black viruses, the total number of moves performed by the Simple Greedy

strategy is < 2k + 10.

Proof. The first move in this phase is performed by LEA in order to move from z_; to
xg, then the routing begins. When |Sy...| > k, after activating the original black virus,
we might have two black viruses, one black virus or none depending on where the original
black virus resides. If we have two black viruses, T= {xa, Xp_1, Tp41, Tax }, and the agents
reach them as in table 4.3 and the number of moves is obtained as follows: node x5 is
reached in (k — 1) moves; node z;_; is reached in two moves; node xg is reached in four
moves; node x4 is reached in (k + 1) moves. The SH at x_; makes one move to occupy

T_py1, and LEA sends two C'As in two moves to disinfect the whole topology.
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All the greedy paths when |Sy.eq| < k are outlined in the following table.

Target Greedy path with BV's Number of moves
T2 [.T07 LT 1,92y 3 T4, i1k, LT —jtk—1y--- (L’g]
i = [52] k—1
Tp—1 [0, 1, Tp—1] 2
Tt [$o7 L1, Th—1,Th—2, Thk—3y -+ Lh—iy L2k—is L2k —i—1, - - - ,$k+1]
i = [52] k+1
Tok [T0, T_1, Th—1, Tok—1, Tok] 1
T g1 [0, @1, & p—1] 2
T k41 [ﬂﬂo, L1, X1y T —f—2y oL fp—iy Ty T 1, T2y - - - ax7k+1]
i = [E2] k+1
T_ok [T0, T1, Tp—1, T—op—1, T—2k] 4

Table 4.4: Greedy paths with black viruses when |Sgreq| < k

As mentioned above, the greedy algorithm does not produce optimal paths. For exam-
ple, consider the case C,,{1,6} with [?] > 4. To reach x5 using the strategy described in
the previous section requires four moves while in the greedy strategy the agent requires

five moves.

Theorem 11. In any double loop C,(1,k), if |Surea] < k and k > 5, to surround and
eliminate the black viruses, the total number of moves performed by the Simple Greedy

strategy 1s 3k + 17.

Proof. The first move in this phase is performed by LE A to move from x_; to g, then the
routing begins. When |S,,..| < k, after activating the original black virus, we have three
black viruses. Thus T= {xe, Tp_1, Th+1, Tk, T—k—1,T_k+1, T_2k } and the agents reach them

as in table 4.4 as follows: node x5 is reached in (k — 1) moves; node xj_; is reached in
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two moves; node xy is reached in four moves; node x, 1 is reached in (k + 1) moves; node
x_p_1 is reached in two moves; node x_q; is reached in four moves; node x_j, is reached
in (k4 1) moves. The LEA then sends three C'As in three moves to disinfect the whole

topology. O]

4.2.3 Smart Greedy Deployment

This algorithm is similar to the greedy algorithm except that this one takes the k' chords

into consideration.

SMART GREEDY

Deploying agent A arriving at v from y with destination z

Agent A calculates next.
Let FD = {N(v) — BY — y} be the set of possible destinations.
For each v; € N(v)
Let d; = dist(v;, z)
Ifd, >k
di = %]+ (d; mod k)
next € F'D that has v; with the minimum d;
If there is a tie between two or more of N (v)
TIE-BREAK.

Agent A moves to next
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TIE-BREAK

v;,v; € N(v) where v;,v; ¢ BV and dist(v;, z) = dist(vj, 2)
Agent A calculates next
Check N(v;) and N (v;)
For each u € N(v;) and w € N(v;) where u,w ¢ N(v) — are not predecessors
Let u; = dist(v;, z) and w; = dist(v;, z)
for each u; or w; that is > k
change the distance to the value | 2| + (dist mod k)

next € N(v) the has the neighbour with the minimum distance.

The smart greedy algorithm is local, yet it requires agents to do more calculations
than the simple greedy algorithm. The complexity of this algorithm is not optimal. For

example, to reach zj,; in a shortly-chorded double loop, the agent needs > six moves.

In the smart greedy algorithm, we consider the longest chord which plays an important
role in decreasing the distance between the two nodes. Therefore, if the dist(z,y) > k,
there is one or more long chords between z,y which minimizes the distance significantly.
For example, if dist(xz,y) = 10 in C,(1,7), the actual distance is not 10 but 4 as we can
see in the following equation: dist(z,y) = [2] + (10 mod 7) = 4. Also, in this strategy,
we attempted to resolve the situation in which two neighbours have the same distance to
a target. If there is a tie, before the SA chooses, it checks the neighbours and finds the
minimum among them. If the tie persists, the SA checks the neighbours of the neighbours
until it breaks the tie. However, if the SA finds two neighbours have a common neighbour
that gives the minimum distance, it can pick any of them as in the case of reaching

as we will see.

All the resulting smart greedy paths when |Sy.eq| > k are outlined in the table below. For

simplicity, we assume that 5 < k < [§] and k << n.
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Target Smart Greedy path with BV's Number of moves
T [T0, T_j, Tfy, g1, T—pp2, To] 4
L1 [0, 1, Tp—1] 2
Lh+1 L0y L1, Lh—1y Lh—25 +++-Lh—is L2k—i) L2k—i—1s - - -y Th+1
i =[52] k+1
Ty, (20, 1, Th—1, Tog—1, Ta] 4

Table 4.5: Smart greedy paths with black viruses when |Syeq| > k

Theorem 12. In any double loop C,(1,k) where |Syrea|l > k and k > 5, to surround
and eliminate the black viruses, the total number of moves performed by the Smart Greedy

strategy is < k + 15.

Proof. The first move in this phase is performed by LEA to move from z_; to zg, then
the routing begins. When |Sy..q| > k, after activating the original black virus, we might
have two black viruses, one black virus or none depending on where the original black virus
resides. If we have two black viruses, T= {xa, Tx_1, Tr11, Tox} and the agents reach them
as in table 4.5 as follows: node x5 is reached in four moves; node z,_; is reached in two
moves; node Ty is reached in four moves; node xy,; is reached in (k 4+ 1) moves. The
SH at x_; makes one move to occupy z_p.1, and LEA sends two C'As in two moves to

disinfect the whole topology. m

When [S,,eq| < k, all the resulting greedy paths are outlined in the table below.
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Target Smart Greedy path with BV's Number of moves
) [1'0, L1325y TrjyLrjt by Tejtb—1y -+« L2
i = [52] k—1
Tp—1 (@0, 1, Tp—1] 2
Th+1 Loy X -1, Tk—1, Lk—2y Tk—3y ++++Lh—iy L2k —is L2k—i—15 - - + y Th41
i = [52] k+1
Toy [To, X1, Tp—1, Top—1, Tok) 4
T_p—1 [0, T_1, X_p_1] 2
T_jy1 [T0, 1, 1, T2k, T2k, T2kt 15 Tkt 6
X _op [T0, 1, Tp—1, T_op—1, T_ok] 4

Table 4.6: Smart greedy paths with black viruses when [Syeq| < k

Theorem 13. In any double loop Cy,(1,k), if |Surea] < k and k > 5, to surround and
eliminate the black viruses, the total number of moves performed by the Smart Greedy

strategy is 2k + 22.

Proof. The first move in this phase is performed by LEA to move from z_; to zg, then
the routing begins. When |Sy.q| < k, after activating the original black virus, we have
three black viruses. Therefore, T= {2, Tx_1, Tr11, Tog, T_g—1, T_g+1, T2k} and the agents
reach them as in 4.6 as follows: node x5 is reached in (k — 1) moves; node x;_; is reached
in two moves; node xq is reached in four moves; node zy,; is reached in (k + 1) moves;
node x_j_1 is reached in two moves; node x_o is reached in four moves; node x_j; is
reached in six moves. The LE A then sends three C'As in three moves to disinfect the whole

topology. O
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4.3 Conclusion

In this chapter we investigated the two phases required to disinfect a double loop chordal

ring from black viruses. The first phase is common to all deployment strategies. In fact, as

we will see throughout this thesis, this phase uses the same technique for all chordal rings.

On the other hand, the second phase of double loop chordal rings has different possible

routing strategies: move-optimal, simple greedy and smart greedy. The whole algorithm

correctly disinfects any double loop chordal ring, regardless of the routing strategy.

In the following tables we combine the complexities of the two phases for the three

routing strategies proposed for disinfecting any double loop chordal ring.

Move-Optimal Simple Greedy Smart Greedy
BV at node v; Phase 1

Agents Moves | Agents Moves | Agents Moves
1<i<k <3k-5 12 <36 | 12 <3k4+17 |12 < 2k +22
k<i<n-—k <4n — 5k —6 9 <2019 <2k+101|9 <k+15
n—k<i<n-—1|<4n-—12 6 <816 k+3|6 <8
i=n—1 <d4n -7 5 0|5 0|5 0

Table 4.7: Comparison between the complexities of the three strategies.

BV at node v; Phasel+ Move-Optimal | Phasel+ Simple Greedy | Phasel+Smart Greedy
1<i<k <3k+31 < 6k + 12 <5k+ 17
k<i<n-—k <4n — 5k + 14 <4n -3k +4 <4n —4k+9
n—k<i<n-—1 <4n —4 In+k—-9 <4n —4
t=n—1 dn =7 dn =7 dn =7

Table 4.8: The overall move complexity of the two phases in the three strategies.

By examining the tables above we can see that the complexity of the first phase remains

the same regardless of the strategy chosen in the second phase. Moreover, the number of
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agents is the same for all of the strategies, while the number of moves varies. We can
also see that when the black virus is found at node v,_1, no moves are necessary in the

Surrounding and Eliminating phase.

Even though we have only considered the problem in a synchronous setting, the algo-
rithm would work in an asynchronous environment with some modifications. In order to
make it work we would need an extra process for the termination phase which can be con-
ducted by the LEA. After the LE A sends agents to their destinations, it will then move
around and visit each site to confirm the successful arrival of each agent. This process

would only add a constant number of moves.
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Chapter 5

Black Virus Disinfection in Triple

Loops

In this chapter, the process of locating and clearing the Black Virus using agents is con-
sidered in the shortly chorded triple loop chordal ring C, (1, p, k), where 1 < p << k and
k << n, in a synchronous environment. Thee triple loop is a ring of n nodes vy, ... v, 1,
where each node is connected to four additional neighbours at a distance of p and k. Thus,

the neighbourhood of node v; is obtained using: N(v;) = {vit1, Vitp, Vitk }-

The exploration phase used to detect the black virus is the same as the one described
for the double loop. We will see in this chapter that the surrounding phase, cannot be
done using a local greedy algorithm for triple loops. Instead, we propose the use of a non-
local move-optimal algorithm directed by the leader. Because of the complicated nature
of exhaustively considering all possible combinations of p an k in the general case, we only
provided the upper bounds of the optimal path lengths for the surrounding phase. We
did however provide exact bounds for special triple loops corresponding to two extreme

situations: C,(1,2,k) and C,(1,k — 1, k).
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5.1 Triple Loops

In this section we discuss triple loop chordal rings C,,(1, p, k) with arbitrary numbers of p,

k and k << n.

5.1.1 Exploring and Shadowing

As previously explained in the double loop section, this phase is fixed regardless of the
surrounding method or the structure of the chords. The LEA and E A agents explore each
node on the outer ring in a clockwise fashion using the safe exploration technique. In order
to achieve monotonicity and diminish the effect of the BV, shadow agents are deployed to
guard the explored neighbours of the next node to be visited. This cannot happen unless

LEA and E A have passed through at least p nodes. In other words, if the safe area is > p.

The correctness of this phase stems from the fact that the exploring team follows
the outer ring and that FA always precedes LEA, so that the black virus is eventually
detected in a monotone fashion. As we discussed in 1, monotonicity is achieved since the
maximum number of S Hs recruited from the beginning is five (i.e., as many as the number

of neighbours in the worst case v =n — 1).
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EXPLORING AND SHADOWING

let HB = Vo
Agents FA and LEA at safe node v;.

if (1<i+1<p)

Nex(vig1) = {vi}

no SH is deployed
if (p<i+1<k)

New(vit1) = {vi, vig1-p}

1 SH is deployed to protect v;y1—p
if(k<i+1l<n-—k)

New(vi—i—l) = {?Jz‘, Vit1-p, Ui+1—k}

2 SHs are deployed to protect v;i11_p, Vit1—k
if(n—k<i+1l<n-—p)

New(Vit1) = {05, Vig1-p, Vit 1k, Vig14k )

3 SHs are deployed to protect v;t1_p, Vit1—k, Vit1+k
if(n—p<i+l<n-—1)

New(Vig1) = {Vi, Vig1—p, Vig1—k> Vig14ks Vit 14p )

4 SHs are deployed to protect vit1—p, Vit1—k; Vit14ks Vit14p
if (i =n—2)

Ne:p<vi+1) = {Uz', Vit1—p) Vi+1—k> Vit 14k, Vi+1+p, Uo}

5 S Hs are deployed to protect viii—p, Vit1—k; Vit1+k; Vit14p, Vo

EA moves to v;41.

After employing this strategy we made the following observations:
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Theorem 14. In the worst case scenario, the black virus is detected in 5n — 9 moves.

Proof. The worst case for the number of moves required occurs when the black virus is
found at node v;, where i = n — 1. In this case, the BV triggers no new black viruses since
all the neighbours have already been explored in the safe area and are all protected by
SHs. The complexity of this case would be (3(n — 1) — 2) for the movement of LEA and
EA, (n—1—k) for one SH, (n — 1 —p) for the second SH, (k — 1) for the third SH and

(p — 1) for the fourth SH for a total 5n — 9 moves. [

Theorem 15. In any triple loop chordal ring C, the worst case scenario in term of the
number of agents required occurs when five new black viruses are created after triggering

the original virus.

Proof. The worst case for the number of cleaning agents (C'A) and surrounding agents
(SA) occurs when the black virus is located at node v; where 1 < i < p. In this case, where
the black virus is xy, it triggers five new black viruses at x1, x,, xy, _, and x_j because

no SH have been deployed. x_; is always occupied by LEA. O

5.1.2 Surrounding and Eliminating

In the triple loop chordal ring, when the black virus is triggered it may affect up to five
neighbouring nodes. If xq is the original BV node,, node z_; is always protected by LEA.
x1,Tp, Ti,T—p and x_y are protected only if they belong to the safe area and are occupied
by SHs. To summarize, the best case scenario in terms of the number of black viruses,
after FA triggers the original black virus, is that no more BV's are created, while the worst
case scenario is that five BV's are created.

In order to handle the spread of BV's, the LE A has to send agents to surround and clear
those faults. As with double loops, the LE A creates SA(s) to be sent to specific targets,

and when all agents are in position, the LEA sends C'A(s) to trigger all the BV's at the
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same time. Thus, we need as many SAs as the neighbours of the BV's and as many C'As

as the BV's.

SURROUNDING AND ELIMINATING

LEA and SHs covering all N, (v)

BV comes back from v = z.

if (|Sareal < p) (*LEA is covering z_1*)
Nun(zo) = {x1, 2p, Ty _p, T}

if (p <|Sareal < k) (FLEA and SH covering x_1,x_,*)
Nun(zo) = {21, 28, 0py w1 }

if (k <|Sarea] <n —k) ("LEA and 2SHs covering x_q, x_,, z_;*)
Nun(xo) = {z1, 7, 71}

if (n —k < |Sarea| <1 —p) (*LEA and SHs covering x_1,2_,, T_j, 1)
Nun(zo) = {z1, 7, }

if (n—p <|Sarea] <n —1)(*LEA and SHs covering x_1,x_,, T_p, Tg, Tp™)
Nun(wo) = {1}

Else (*LEA and SHs covering x_1,T_p, T_, Tk, Tp, T17)

Nun<x0) = (D

All SH make one move in the clockwise direction.
For each u € Ny, (x¢):

DEPLOY an agent to each z € {N(u) \ Nyn(z0)}
When N (u) is covered:

DEPLOY one agent to u

For our convenience, we separated the topology into five segments, where the black

virus at (v;) is located in one of those five segments as seen in figure 5.1.
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segment 3

Figure 5.1: Dividing the triple loop into five segments.

e Segment 1: this segment contains nodes vy, va, ..., v,—1 and the size of the safe area

is ‘Sarea| S p— L.

e Segment 2: this segment contains nodes v, Upy1, ..., k-1 and the size of the safe

area i p < [Syprea| < k — 1.

e Segment 3: this segment contains nodes vy, vp1, ..., U,_x_1 and the size of the safe

area is k < |Sgrea] <n —k — 1.

e Segment 4: this segment contains nodes v,,_x, Vp—g+1, ..., Un—p—1 and the size of the

safe area is 1 — k < |Sgrea| <n—p— 1.

e Segment 5: this segment contains nodes v,,_p, Vn_pt1, ..., Up—1 and the size of the

safe area is n — p < [Sureal <m — 1.

The number of agents required to disinfect the triple loop chordal ring C,,(1, p, k) is fixed
regardless of the surrounding strategy employed, whereas the number of moves necessary

varies depending on the deployment method.

Theorem 16. Regardless of deployment strateqy and chords length, a maximum of 24

agents are employed in any triple loop C,(1,p, k) for black virus disinfection.
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Proof. The number of agents is determined by the location of the original BV, regardless
of the deployment method. As previously mentioned, the black virus is found in one of five

segments:

e If the BV is located at any node in Segment 1, we would have the worst complexity
in terms of CA and SA since activating the black virus will create five more black
viruses at x1,T,, T, x_, and r_;. In addition to the LEA which is located at z,
the LE'A deploys 17 S As to occupy @2, Tp—1, Th—1, Tp+1, Thils Thep, Thtps L2ps T2k,
T kipy Topils Top1, Tokil, Tok—1, T—k—p, T_gp and x_g;. If the BV is found in this

segment, Spread(C) = 6 and Size(C) = 24.

e If the BV is located at any node in Segment 2, activating the original black virus
would create four more black viruses at xy,z,, x; and x_; while x_), is guarded by a
SH. In addition to the SH at x_,4; and LEA at x_;, the LE'A deploys 14 SAs to

OCCUpy T2, Tp—1; Tk—1, Tp+1; Thk+1; Th—p; Lhtp, L2p; L2k T—k+ps L—k+1y L—k—1), L—k—p

andz_o. If BV is found in this segment, Spread(C) = 5 and Size(C) = 21.

e If the BV is located at any node in Segment 3, activating the original black virus
would create three more black viruses at x1, x, and xj while z_, and x_;, are guarded
by SHs. Therefore, in addition to the SHs at x_,1,2_p41 and LEA at x9,the LEA
deploys 10 SAs to occupy @2, Tp—1, Th—1, Tp+1, Thti, Thops Thtp, T2p, Lok a0d Tp_p.

If the BV is found in this segment, Spread(C) = 4 and Size(C) = 17.

e Segment 4 is part of the so called Danger area (Dgreq). Since our protocol is monotone,
the explored nodes should be protected from reinfection; therefore, more SH(s) are
deployed. If the BV is located at any node in this segment, activating the original
black virus would create two more black viruses at x; and x, while x_,,z_; and z;
are guarded by SHs. Therefore, in addition to the SHs at x_p1, 241, Tp41 and
LEA at zg, the LEA deploys 6 SAs to occupy x2, Tp—1, Tpt1, Tp—k, Tprr and Top.
Spread(C) = 3 and Size(C) = 13.
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e Segment 5 is also a part of the Danger area (Dgyyeq) so more SHs are deployed in
order to maintain the monotonicity of our protocol. This segment is divided into two

cases:

— Whenn—p<i<n-—1:
If the BV is located at any node in this segment, activating the original black
virus would create only one black virus at z;, while z_,, x_j,z; and z, are
guarded by S Hs. Subsequently, in addition to the SH at x_, 11, T_p11, Tht1, Tp+1,
and LEA at xg, the LEA deploys 1 SA to occupy x3. Spread(C) = 2 and
Size(C) = 8.

— When ¢ = n — 1: In this case, no more black viruses are created since all

neighbours are guarded by SHs and the LEA. No SAs are deployed and all the

moves are done in the first phase. Spread(C) =1 and Size(C) = T.

5.1.2.1 Greedy Deployment.

We noted that the greedy strategy could not be used for the deployment part of this phase,
because, according to the chord structure, an agent could be caught in an infinite loop.
For example, consider a triple loop C, (1,2, k > 9) with the target x3. Starting from xg, an
agent would move greedily to z_; then to x_s; when the agent reached z_5 it would move
to the closest neighbour of x3, excluding x_; and any infected neighbour, thus moving to

xo again and forming an infinite loop.

As a result, we focus only on the non-local, move-optimal approach where optimal paths

are computed by the LEA.
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5.1.2.2 Move-Optimal Deployment.

Due to the complexity of the chord structure, we can only provide an upper bound on the

length of the optimal paths.

After triggering the original BV, which is xg, the neighbouring nodes are in one of two
states: guarded or contaminated. Node z_; is guarded by LEA. Nodes z;, x,, Tk, T_,
and x_; could be in either state depending on the size of the safe area. All possible targets
in the worst case scenario are: T={xa, Tp_1, Tp—ky Th-1, Tpi1s Thils Theps Thips T2py T2k,
T_pi1s Top1, Tofi1, Tog—1, T—k—p, T_2p, T_ok}. In fact, sometimes some of these targets

could be BV's or common neighbours depending on the structure of the chordal ring.

We now specify a path for each target, the length of which is certainly an upper bound
of the optimal path length. In this type of chordal ring, the length of these paths is
constant, regardless of the target. As we did for the double loop, we have listed the special

paths o; below.
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Target x; | Special Path o;

-1 +k +k +1 +1 +1 —k —k
L2 To—> X1 —> Th—1 — > T2k—1 — T2k — 7 T2h41 — 2 T2k42 — 7 Th42 —7 X2
-1 +p
Tp—1 Top —> T—1 —> Tp—1
-1 +k
Tk—1 To —> T—1 — Tk—1
-1 +p —k 1
Tp—k To —> T —> Tp—1 —> T—kyp—1 —7 Tp—k
-1 +p +p +1 +1 —p
Tp+1 Tog —> L1 —> Tp—1 —2 Top—1 — Top — Tp+1 —7 Tpy1
-1 +k +k +1 +1 —-Pp
Tp+1 To—> X1 —> Th—1 — > T2k—1 — 7 T2k — > T2%k41 — 7 Th41
-1 +k -p +1
Tp—p To —> T —2 Tg—1 — Th—p—-1 — Tk—p
-1 +p +k +1
Thtp To —>T—1 =2 Tp—1 — Thyp—1 —7 Tk+p
-1 +p +p +1
Top T T — Tp—1 —7 Top—1 — Tp
+k +k +1
Loy Lo T — Tp—1 —7 T2k—1 — T2k
—p —P, +1 +1 +p
T_pt1 To T = Tp-1—7>T2p-1 7 T2p —7 T2pt1 —7 T_pt1
—k —k +1 +1 +k
T_g+1 o Ty —> T_p—1 —7> T2k—1 —7> T2k —7 T_2k4+1 —7 T—k41
P,
— T_p-1

T_k—1 To
T—_f—p i)

—
—1
—
-1
—
—1
—
-1
T_p-1 o —» T_1
—1
—
—1
—
—1
T_2p Tog —
~1
—

T2k Zo

Depending on the chords structure, shorter paths can be devised in some cases. A

detailed analysis of all possible situations is carried out in Appendix A.

The following table summarizes the upper bound of the number of moves required
to reach each possible target. Notice that we distinguish between two situations: when
|Sarea| < pand when |Sgeq| > k. The former situation represents the worst possible number
of black viruses while the latter situation combines different cases where the number of black

viruses decreases according to the location of the original black virus.
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Number of moves

Destination

(Surcal <P |Sureal > k
T2 <38 <4
Tp—1 2 2
Tp—1 2 2
Tpy1 <6 <4
Th41 <6 <6
Tk—p <4 <4
Thp <4 <4
L2p <4 <4
Tok 4 4
T pt1 <6 1
T_p_1 2 -
T_9p 4 -
Tp—k <4 <4
T_pt1 <6 1
T_j_1 2 -
T_g—p 4 -
T_op 4 -
1 1 1
Tp 1 1
T, 1 1
T_p 1 -
T_g 1 -
Total <78 < 44

Table 5.1: Move complexity in shortly-chorded triple loops.
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Theorem 17. In any triple loop C, (1, p, k) where |Syrea| > k, the number of moves required

to surround and eliminate BV s is < 44.

Proof. In any triple loop chordal ring where |Sy eq| > k&, the maximum number of moves
required to reach all targets is 44: One move is done by the LEA to reach zy. Node x5 is
reached within four moves. Node x,_; is reached within two moves. Node xj_; is reached
within two moves. Node z,4; is reached within four moves. Node x4, is reached within six
moves. Node zj_, is reached within four moves. Node x4, is reached within four moves.
Node x5, is reached within four moves. Node zy;, is reached within four moves. Node z,_,
is reached within four moves. Two moves are made by the SHs in order to move from z_,
and z_j to x_p;; and x_j41 when they receive copies of the original BV. After all of the
agents arrive at their destinations the LEA sends three C'As to the black viruses at x1, x,
and xj in three moves. Notice that since we always compare the resulting routes m,, where

z € Z to the o;, none of m, would be greater than the corresponding o;. O]

Theorem 18. In any triple loop C,,(1,p, k) where |Syrea| < p, the number of moves required

to surround and eliminate the BV s 1s < 78.

Proof. In any triple loop chordal ring where |S,,eq| < p, the maximum number of moves
required to reach all targets is 78. One move is made by the LE A to reach xy. Node x5 is
reached within eight moves. Node z,_; is reached within two moves. Node z_; is reached
within two moves. Node z,; is reached within six moves. Node x4, is reached within
six moves. Node zj;_, is reached within four moves. Node x4, is reached within four
moves. Node xg, is reached within four moves. Node zy; is reached within four moves.
Node z_,; is reached within six moves. Node x_,_; is reached within two moves. Node
Z_g, is reached within four moves. Node z,_j, is reached within four moves. Node x_j4; is
reached within six moves. Node x_j_; is reached within two moves. Node z_;_,, is reached
within four moves. Node x_g; is reached within four moves. After all agents arrive at their

destinations the LEA sends five C'As to the black viruses at x1, x,, x,2_, and z_j in five
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moves. Notice that since we always compare the resulting routes 7., where 2z € Z to the

0;, none of m, would be greater than the corresponding o;. O

In the following two sections we will investigate the black virus disinfection problem in
triple loop chordal rings for the two extreme cases previously mentioned. In these cases

we can derive an exact bound on the optimal path lengths.

5.2 Triple Loops: the Case of C,(1,2,k)

5.2.1 Exploring and Shadowing

As we explained earlier, this phase is common to all chordal rings. We instantiate it below

for the particular case of C,(1,2, k).
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EXPLORING AND SHADOWING

let HB = Vo
Agents FA and LEA at safe node v;.

if (1 =0)

Nez(vig1) = {vo}

no SH has been deployed
if(2<i+1<k)

Nea(vis1) = {vi-1, vi}

1 SH has been deployed to protect v;_;
if(k<i+1l<n-—k)

New(Vig1) = {05, Vi1, Vig1-k }

2 S Hs have been deployed to protect v;_1, vj11_x
f(n—k<i+1l<n-—2)

Nex(Vig1) = {0i, Vie1, Vig1—k, Vig14k )}

3 S Hs have been deployed to protect v; 1, vi11_k, Vit11k
if (i=n-23)

Nez(Vig1) = {03, Vic1, Vi1, Vig14k, Vo }

4 S Hs have been deployed to protect v; 1, v;11_k, Vit11k, Vo
if (1=n—2)

Nex(vi+l) = {Uz', Vi—1, Vit1—k, Vi+1+k, U1, Uo}

5 S'Hs have been deployed to protect v;_1, vi11_k, Vit14k, V1, Vo

EA moves to v;41.

The observations below were made following the employment of this strategy:

78



Theorem 19. In the worst case scenario, the black virus is detected using 5n — 9 moves.

Proof. The worst case scenario for the number of moves required occurs when the black
virus is found at node v;, where ¢ = n — 1. In this case the BV triggers no new black
viruses since all of the neighbouring nodes in the safe area have been explored and all are
protected by SHs. The complexity of this case would be (3(n — 1) — 2) for the movement
of LEA and FA, (n—1—k) for one SH to guard node v,,_1_g, (n — 3) for the second SH
to guard node v,_3, (k — 1) for the third SH to guard node v;_; and (1) for the fourth

S H to guard node v; for a total of 5n — 9 moves. m

Theorem 20. In any triple loop chordal ring C,, = {1,2,k}, the worst case scenario in
terms of the number of agents required occurs when five new black viruses are created after

triggering the original virus.

Proof. The worst case scenario in terms of the number of cleaning agents (C'As) and
surrounding agents (SAs) occurs when the black virus is at node v; where ¢ = 1. In this
case, where the black virus is xq, it triggers five new black viruses at x1, x9, xp, r_9 and
x_p because no SH have been deployed. Note that x_; is always occupied by LEA. In

this case, the maximum number of black viruses would be created. O

5.2.2 Surrounding and Eliminating

As with the general case, in this class of triple loops, when the black virus is triggered it
has the potential to affect up to five of its neighbours by the end of the first phase. In the
second phase, the LEA creates SA(s) to be sent to specific targets and then sends C'A(s)

to activate all the black viruses at the same time and disinfect the entire topology.
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SURROUNDING AND ELIMINATING

LEA and SHs covering all N, (v)

if (|Sareal = 1)( *LEA is covering z_1*)
Nun(0) = {1, 02, 21 T2, 1.}

if (2 < |Sarea| < k)(*LEA and SH covering x_1,z_2%)
Nun(20) = {71, T2, Thty ¥4}

if (k < |Surea] <m —k)(*LEA and 2 SHs covering x_1,x_9,x_;*)
Nun(xo) = {x1, 2, T }

if (n—k < |Sarea| <n —2)(*LEA and SHs covering z_1,z_9, T, 1)
Nun (o) = {71, 72, }

if (|Sareal =n — 2)(*LEA and SHs covering x_1,x_9,T_g, T, To™)
Nun(zo) = {z1}

Else (*LEA and SHs covering x_1,z_o, X_j, Tk, T, 1)

Nun(IO) - @

All SH make one move in the clockwise direction.
For each u € Ny, (x):
DEPLOY an agent to each z € {N(u) \ Ny, (zo)}

When N(u) is covered:

DEPLOY one agent to u

The exploring team will find the black virus at (v;), which is located in one of the five

segments of the chordal ring:

e Segment 1: this segment contains node v; and the size of the safe area is |Sgreq| = 1.

e Segment 2: this segment contains nodes vq, vs, ..., v,_1 and the size of the safe area

is 2 < |Sarea| <k — 1.
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e Segment 3: this segment contains nodes vy, Vi1, ..., v,—r—1 and the size of the safe

area is k < |Sgrea| <n—k — 1.

e Segment 4: this segment contains nodes v, g, Vy_gi1,---, Un_g and the size of the

safe area is n — k < |Sgrea| < 1 — 3.

e Segment 5: this segment contains nodes v, _» and v,,_; and the size of the safe area

isn—2<|Surea| <n—1.

The number of agents required to disinfect the triple loop chordal ring(C,, (1,2, k)) is
fixed, regardless of the surrounding strategy, whereas the number of moves varies depending

on the deployment method.

Theorem 21. Regardless of the deployment strategy, a maximum of 22 agents are employed

in any triple loop Cy(1,2,k) for black virus disinfection.

Proof. The number of agents required is determined by the location of the original BV,

regardless of the deployment method.

o [f the BV is found in Segment 1 we would have the worst complexity in terms of
CAs and SAs since activating the black virus will create five more black viruses at
X1, To, Ty, T_9 and x_g. In addition to the LEA which is at xy, the LEA deploys 15
S As to occupy w_1, T3, T4, Th—2, Th—1, Thils Tht2, T2k T3, Ty T_pyl, Topy2, Top1,

Z_g—9 and x_g;. Therefore, Spread(C) = 6 and Size(C') = 22.

e If the BV is found in Segment 2, activating the original black virus would create four
more black viruses at x, xo, x, and x_; while z_5 is guarded by a SH. In addition to
the SH at x_; and LEA at xg, the LE A deploys 12 S As to occupy x3, T4, Tp_2, Trp_1,
Tpa1, Tha2y Toky Topil, Togi2, Togp—1, T2 and x_og. Therefore, Spread(C) =5 and

Size(C) = 19.
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e [fthe BV is found in Segment 3, activating the original black virus would create three
more black viruses at x1, ro and xy while x_s and x_j, are guarded by SHs. Therefore,
in addition to the SHs at x_; and x_;,; and LEA at xo, the LEA deploys 8 SAs
to occupy 3, T4, Tp_2, Th_1, Thal, Thr2, Togp and x_g, 9. Therefore, Spread(C) = 4

and Size(C) = 15.

e [f the BV is found in Segment j, activating the original black virus would create two
more black viruses at x1 and xo while x_s, x_; and x, are guarded by S Hs. Therefore,
in addition to the SHs at x_1,x_,y1 and z,; and LEA at xy, the LEA deploys 4

SAs to occupy x3, Ty T_gi2 and xx4o. Therefore, Spread(C) = 3 and Size(C') = 11.

e [f the BV is found in Segment 5, we have two possible cases:

— When i =n — 2:
If the BV is located at node v, o, activating the original black virus would
create only one black virus at xy, while x_o, x_, x;, and x5 are guarded by SHs.

Subsequently, in addition to the SH at x_1,x_j1, xx11,v3 and LEA at xg, the
LEA deploys 1 SA to occupy z3. Therefore, Spread(C) = 2 and Size(C') = 8.

— Wheni=n—1:
In this case, no more black viruses are created since all the neighbouring nodes

are guarded by SHs and the LEA. No SAs need to be deployed and all the

moves are made in the first phase. Therefore, Spread(C) =1 and Size(C) = 7.

]

For the deployment part of this phase, we have demonstrated that a local greedy ap-
proach does not yield correct results, see 5.1.2.1. In the following section we discuss the
non-local surrounding strategy in which SAs follow specific paths set up by the LE A which

has knowledge of the topology.
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5.2.2.1 Move-Optimal Deployment

As with the general triple loop, for the surrounding phase we specify each path for each
target. Let us now consider all of the possible targets: T={x_1, 3, T4, Tx—2, Th—1, Tht1,
Th+2, Tk, T3, T—a, T_jp1, T—k42, T_g—1, T_k—2, T_oi}. Lhe special paths (o;) for this type

of triple loop are described below.

Target x; | Special Path o;
-1
r_1 Tog —> T—1
-1 +k
Tr—1 To —> T—1 —2 Tk—1
-1 +k -1
Ti—9 Tog —> L1 —> Tk—1 — Tk—2
-1 +k +2
Tk41 To —>T—1 —2 Tp—1 —7 Tk41
-1 +k +2 +1
T2 To —> X1 — > Tp—1 —7 Th41 — 7 Tky2
-1 +k +2 +2 —k
T3 To —> X1 —> Tk—1 — Thy1 — T3 — T3
-1 +k +2 +2 +1 -k
Ty To =221 —> Tp—1 —> Thy1 — Th43 —7 Thtd —7 T4
-1 +k +k +1
Lok To —> L1 —2 Tp—1 —7 Tok—1 —7 T2k
-1 -2
T_3 Tog —> T—1 —> T—_3
-1 - -1
T_y To —> L1 —>T_3 —> T_4
-1 —k
T_f—1 To —2> X1 —> T—k—1
-1 —k -1
T_g—2 To—2> X1 —7 Tof—1 —7 T2
-1 —k +2
T_f+1 To —2 X1 —> Tof—1 — T—f+1
-1 —k +2 +1
T_k+2 To —2 X1 =7 Tof—1 —7» T+l — 7 T—k42
-1 —k —k +1
T2k To——2> X1 —7 Tfp—1 — 7 T_2k—1 —7 T2k

Depending on the chords structure, shorter paths could be devised in some cases. A

detailed analysis of all the possible situations is carried out in the following discussion.

Let us now consider the different routes to each target in six different cases, depending

on the location of the black virus where 7[xg, ;] denotes a path to reach target x;.
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e Case 1: In this case we examine the process of finding the black virus in the third
segment of the chordal ring: k < |Syeq| < n — k. In this case, triggering the original
black virus creates three more black viruses : x1, xo and xy, and thus T={x3, 24,

Lk—2y Th—1, Th41, Tk42, L2k, x—k+2}-

— x3 is reached as follows:
7[zo, x3) = min{m, mo }

Taking advantage of the fact that node x_; € S,,cq, node x3 is reached through

7, where
—k +1 +2 +k
M =To 7Tk > T—gy1 — 7 T—g43 —7» T3
or through

-1 -2 -2 -2 —1
o =g —> Tk—1 —> Tk—3 —> Th—p —>, ..., —> T3

where ¢ =1 or 7 = 2.

— x4 1s reached as follows:
[z, x4 = min{ms, w4}

Taking advantage of the fact that node x_; € S,,cq, node x4 is reached through

w3 where

—k +2 +2 +k
T3 =Xg —> T —> T_fgyo —> T_kyq — L4
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or through my4

where ¢ = 1 or 7 = 2.

Zk_1 is reached through oy

-1 +k
Okp—1 =Ty —> T_1 —> Tk—1

Zk_9 is reached through 75 where

-2 +k
s = Lo —> Lo —> Tk—9

Zk41 is reached through oy

-1 +k +2
Ok+1 = Lo —> L1 —> Tp—1 — Thy1

Zkao is reached through oo

-1 +k +2 +1
Ok42 = To —> T—1 —> Tk—1 —7 Tk41 —2 Tk42

Zok 1s reached through oy

-1 +k +k +1
Ok = To —> T—1 —2 Tp—1 — Top—1 — T2k

T_pyo: Taking advantage of the fact that node x_j € Sgeq, node x_p o is

reached through mg where



— Nodes z_; and z_j; are occupied by the SHs that were at nodes x_, and x_j

when the original black virus was triggered.

e Case 2: In the case of finding the black virus in the fourth segment n—k < [Sgreq| <
n — 2, two black viruses are generated at x; and x5, since the rest of the neighbouring
nodes have been explored and guarded. Thus, T={x3, T4 T k12, Trio}-

— x3 is reached using 7 or 7y as discussed in Casel.

— x4 is reached using 73 or my as discussed in Casel.

— Xkyo is reached using oy 0.

— X_gyo is reached using 7 as discussed in Casel.

— X_gy1, *_1 and x_g,q are occupied by the SHs that were at nodes xy, z_s and

x_j, when the original black virus was triggered.

e Case 3: In the case of finding the black virus at node v,_s, one black virus is

generated at x; since the other neighbouring nodes have been explored and guarded.

Thus, T={z2}

— x4 is reached using 77 where
+2
T = Xg — T2

— Nodes x_1,x_j11, k41 and x3 are occupied by the SHs that were at nodes xs,

Tk, T_o and x_j, when the original black virus was triggered.

e Case 4: Here we have a special case where the black virus is located at node v,_;. In
this case, all neighbouring nodes are guarded and no more black viruses are created.
No more moves are made in the second phase since all moves are made in the first

phase.
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e Case5b: In the case of finding the black virus in the second segment 2 < |Syea| < k,
four black viruses are generated at BV={z1, s,z and x_} since only one SH has
been deployed so far at node z_o. Thus, T={x3, x4, Tp_2, Th—1, Tht1, Tki2, Tk,
T ki1, T kr2, Tk 1, T_k_2, T_ox}. To reach any of these targets, we should avoid

any path that has x_;.

— Node x5 is reached as follows:
[z, 23] = min{os, T }

where

-1 +k +2 +2 —k
03 =) —> X1 —> Tfp—1 — Thy1 — Thy3 —> I3

— Node z,4 is reached as follows:
[z, x4 = min{oy, T4}
where
+1 —k
04 =20 —2 X1 —7 Tk—1 — 7 Tkl — 7> Th43 — 7 Thtda — 7 T4

— Node x;_5 is reached using o;_»
— Node z;_; is reached using oj_1
— Node x4 is reached using oy
— Node x5 is reached using o9
— Node xy; is reached using oo

— Node z_j4; is reached using o_;.1 where

-1 —k +2
O—k4+1 =20 =72 T—1 —2 T—f—1 —7 T—f+1
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— Node z_ 5 is reached using mg where

— Node x_j_; is reached using o_;_1 where

-1 —k
O_p—1 =Ty —>T_1 —> T_f—1

— Node x_j_» is reached using o_;_5 where

-1 —k -1
O_k—92=x9g —>T_1 —>LT_-1 —>T_k_2

— Node x_9; is reached using o_o; where

-1 -k —k +1
O 2 =29 =7 X1 —> Tf—1 —> T2k—1 —7 T2k

— Node z_; is already guarded by a SH that was at node x_5 when the original

black virus was triggered.

e Case 6. In the case of finding the black virus at node vy, five black viruses are

generated at BV={x1, za, xy,r_5 and x_;} since no SHs have been deployed. Thus,

T:{z—lﬁ X3y, gy -2, Th—1, Tk+1; Lk+2, L2ky -3, T—4y T—f+1y T—f+2, T—f—1, T——2,
x_or}. To reach any of these targets, we should avoid any path that has x_o or z_

as follows:

— Node x_; is reached using o_; where

O_1=%g —> T_1

— Node z3 is reached using o3 or 7 as discussed in Case 5.
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— Node x4 is reached using o4 or 74 as discussed in Case 5.
— Node x;_5 is reached using oo

— Node x;_; is reached using oj_4

— Node x4 is reached using o1

— Node x 2 is reached using oy,

— Node xy; is reached using oo

— Node z_j; is reached using o_11

— Node x_j 4 is reached using o_,o where

-1 —k +2 +1
O—k42 =20 —> T—1 — 7 Tf—1 — 7 T—k41 — 7 T—k+2

— Node x_j_4 is reached using o_;_1
— Node x_j_5 is reached using o_;_»
— Node x_g; is reached using o_g

— Node z_3 is reached using o_3 where
-1 )
O_3=2y) —>T_1 —>T_3
— Node x_4 is reached using o_4 where
-1 -2 -1
O_4 =g —>T_1 —>T_3 —>T_4

The following table summarizes the number of moves required to reach each possible
target. Notice that we distinguish between two situations: when |Sy.eq| < 2 and when

‘Sarea‘ Z k.
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Number of moves

Destination

|Sareal <2 [Sareal > k
Lo 1 1
T3 <5 <4
T4 <6 <4
Th—_9 3 2
Tp_1 2 2
Tht1 3 3
Tht2 4 4
Tok 4 4
T_q 1 1
T_3 2 -
T_y4 3 -
T_p_1 2 -
T_fp_9 3 -
T k41 3 1
T_py2 4 2
T_op 4 -
T 1 1
T 1 1
Tk 1 1
T_o 1 -
T_p 1 -
Total < 55 <31

Table 5.2: Move complexity in shortly-chorded triple loops C,, (1,2, k).

Theorem 22. In any triple loop C,, (1,2, k) where |Sareq| > k, the number of moves required
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to surround and eliminate BV s 1s < 31.

Proof. In any triple loop chordal ring C, (1,2, k) where |Syreq| > k, the maximum number
of moves required to reach all targets is 31. One move is made by the LEA to reach x.
Node x5 is reached within four moves. Node z4 is reached within four moves. Node x;_; is
reached within two moves. Node x;_s is reached within two moves. Node x4 is reached
within three moves. Node x5 is reached within four moves. Node w9 is reached within
four moves. Node x_j49 is reached within two moves. Two moves are made by SHs to
move from nodes x_5 and x_j to x_; and x_,; when the original black virus was triggered.
After all agents arrive at their destinations, the LE A sends three C'As to the black viruses
at x1, ro and x; in three moves. Notice that since we always compare the resulting routes

7., where z € Z to the o;, none of 7w, would be greater than the corresponding o;. O

Theorem 23. In any triple loop C,,(1,2, k) where |Sorea| < 2, the number of moves required

to surround and eliminate BV s is < 55.

Proof. In any triple loop chordal ring C,, (1,2, k) where | Sy eq| < 2, the maximum number
of moves required to reach all targets is 55. One move is made by the LEA to reach x.
Node x5 is reached within five moves. Node x4 is reached within six moves. Node xj_; is
reached within two moves. Node zj_» is reached within three moves. Node x4 is reached
within three moves. Node .o is reached within four moves. Node w9 is reached within
four moves. Node z_j.5 is reached within four moves. Node x_; is reached within one
move. Node x_z is reached within two moves. Node z_, is reached within three moves.
Node x_j_1 is reached within two moves. Node x_j_5 is reached within three moves. Node
Z_ga1 18 reached within three moves. Node z_o is reached within four moves. After all
agents arrive at their destinations, the LE A sends five C'As to the black viruses at x1, xo,
Z,T_9 and x_j in five moves. Notice that since we always compare the resulting routes

m,, where z € Z to the g;, none of 7w, would be greater than the corresponding ;. O
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5.2.2.2 On Optimality and Other Observations

In triple loops in general, the surrounding strategy provides optimal routes since it is
mainly coordinated by the LEA. For the triple loop ring C,(1,2, k), we have provided
optimal routes when k£ << n. We ran a simulation to construct a partial Breadth-First
Search tree rooted in x( in triple loops with "missing nodes” corresponding to the black
viruses triggered in the various scenarios. The spanning tree was constructed until all
targets appeared as leaves. In this type of spanning tree, any path from z( to a target leaf
is the shortest path from z to that destination. The scenarios tested include:

1) Shortly-chorded triple loop C, (1,2, k) when |Sgreqa| < 2.

2) Shortly-chorded triple loop C),(1,2, k) when |Surea| > k.

In those scenarios we have verified that the paths indicated above correspond to the shortest

paths.

If all agents have full knowledge of the topology and of the targets, the aforementioned

approach can be transformed into a local strategy as mentioned in 4.2.1.3.

5.3 Triple Loops: the Case of C,(1,k — 1,k)

Let us now discuss the chordal ring C,,(1,k — 1, k) where k << n.

5.3.1 Exploring and Shadowing

The Exploring and Shadowing phase is the same in all triple loop rings. The only difference

is the location of S Hs which depends on the chords structure.
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EXPLORING AND SHADOWING

let HB = Vo
Agents FA and LEA at safe node v;.

if(I<i+1<k-—1)

Nez(vig1) = {vi}

no SH is deployed
if (i =k —2)

Nez(vig1) = {vi, vo}

1 SH is deployed to protect vy
if(k<i+1l<n-—k)

New(Vig1) = {vi, Viza—, Vig1-1}

2 SHs are deployed to protect viio g, Vir1_k
if(i+1=n—k)

New (Vit1) = {Vi, Viga—t, Vit 1-ks Vig14k f

3 SHs are deployed to protect v; 19, Vit1—k, Vit11k
if(n—k+1<i+1<n-—1)

New(Vig1) = {Vi, Vick42, Vig1—ks Vit 14k Vitk |

4 SHs are deployed to protect v; ji9,Vit1 &, Vit1tk, Vitk
if (i =n—2)

Ne:p(viJrl) = {Uz‘, Vi—k4+2; Vit1—k>» Vi+1+k, Vitk, Uo}

5 SHs are deployed to protect v; ko, Vit1_k, Vit14k, Vitk, Vo

EA moves to v;41.

The observations below were made following the employment of this strategy:
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Theorem 24. In the worst case scenario, the black virus is detected in 5n — 9 moves.

Proof. The worst case scenario for the number of moves required occurs when the black
virus is found at node v;, where ¢ = n — 1. In this case, the BV triggers no new black
viruses since all of the neighbouring nodes in the safe area have been explored and are
protected by SHs. The complexity of this case would be (3(n — 1) — 2) for the movement
of LEA and FA, (n—1—k) for one SH to guard node v,,_;_g, (n — k) for the second SH
to guard node v,,_g, (k— 1) for the third SH to guard node vg_; and (k —2) for the fourth

S H to guard node v;_» for a total of 5n — 9 moves. O

Theorem 25. In any triple loop chordal ring C,, = {1,k — 1,k}, the worst case scenario
in terms of the number of agents required occurs when five new black viruses are created

after the original one s triggered.

Proof. The worst case scenario for the number of cleaning agents (C'As) and surrounding
agents (SAs) required occurs when the black virus is at node v; where 1 <7 < k—1. In
this case, where the black virus is xg, it triggers five new black viruses at xy, xp_1, T,
T _g+1 and x_j because no SH have been deployed. x_; is always occupied by the LEA.

In this case, the maximum number of black viruses is created. ]

5.3.2 Surrounding and Eliminating

As previously discussed, the Surrounding and Eliminating phase remains the same as it

was for the general case.
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SURROUNDING AND ELIMINATING

LEA and SHs covering all N, (v)

BV comes back from v = x.

if (1 < |Sarea| < k—1) (*LEA is covering z_1*)
Nun(20) = {21, Vo1, T, T_py1, Ti}

if (|Sareal =k —1) (*LEA and SH covering z_1,z_51%)
Nun(0) = {21, ¥h1, Thy ¥4}

if (k < |Sureal <m—k) (*LEA and 2 SHs covering 1,2 41,2 _1%)
Nun(o) = {1, w1, T}

if (|Sareal =n — k) (*LEA and SHs covering =_1, 2 g1, T g, 1 *)
Nun(ﬂfo) = {xlyxkfl}

if (n—k+1<|Syrea] <n—1) (*LEA and SHs covering x_1,T_g11,T_k, T, Tp—1")
Nun(wo) = {1}

Else (*LEA and SHs covering x_1, g1, T, T, Tp_1, T17F)

Nun(xO) = @

All SH make one move in the clockwise direction.
For each u € Ny, (z0):

DEPLOY an agent to each z € {N(u) \ Nun(z0)}
When N (u) is covered:

DEPLOY one agent to u

The exploring team will find the black virus at (v;) which is located in one of the five

segments of the chordal ring:

e Segment 1: this segment contains nodes vy, v, ..., vp_o and the size of the safe area

is 1 < |Syrea| <k —2.
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e Segment 2: this segment contains node v;_; and the size of the safe area is [Syeq| =

k—1.

e Segment 3: this segment contains nodes vy, Vg1, ..., U,_x—1 and the size of the safe

area is k < |Sgrea| <n—k — 1.

e Segment 4: this segment contains node v, and the size of the safe area is [Sypeq| =

n—k.

e Segment 5: this segment contains nodes v, i1, Vp_gi2, ..., U1 and the size of the

safe areaisn — k+ 1 < [Syea| <n —1.

The number of agents required to disinfect the triple loop chordal ring(C,(1,k — 1,k))

is fixed whereas the number of moves varies depending on the deployment method.

Theorem 26. Regardless of the deployment strategy, a maximum of 19 agents are employed

in any triple loop C,(1,k — 1,k) for black virus disinfection.

Proof. The number of agents required is determined by the location of the original BV,

regardless of the deployment method.

e If the BV is found in Segment 1, we would have the worst complexity in terms of
CAs and SAs since activating the black virus will create five more black viruses at
X1, Tk_1, Tk, T_gr1 and z_g. In addition to the LEA at xy, the LEA deploys 12 S As
to occupy -1, T2, Tp-2, Tki1, Tak-2, Tok—1, L2k, T k42, T k-1 T 2k+2, Toky1 and

z_o. Therefore, Spread(C) = 6 and Size(C) = 19.

e If the BV is found in Segment 2, activating the original black wvirus would create
four more black viruses at xq1,xp_1,x) and x_ while x_;,; is guarded by a SH. In
addition to the SH at x_;,o and the LE'A at xy, the LE A deploys 11 S As to occupy
T_1, Ty, Tp—2, Thi1, Tog—2, T2k—1, T2k, T—t1, T—p—1, T_op41 and x_og. Therefore,

Spread(C) =5 and Size(C) = 18.
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e [f the BV is found in Segment 3, activating the original black virus would create
three more black viruses at x1, x;_1 and zj, while x_;,1 and x_; are guarded by SHs.
Therefore, in addition to the SHs at x_p,9, 2 141 and LEA at z(, the LEA deploys
7 SAs to occupy x_1, Ta, T2, Tri1, Tok_2, Top_1 and xox. Therefore, Spread(C) = 4

and Size(C) = 14.

o Segment 4 is part of the Dg,..,. If the BV is found in this segment, activating the orig-
inal black virus would create two more black viruses at 1 and z,_; while x_j 1,24
and zj are guarded by SHs. Therefore, in addition to the SHs at x_jy0, 2 g1, Tg11
and the LEA at g, the LEA deploys 6 SAs to occupy x_1, Ta, Tr_2, T, Top_o and
Zog—1. Therefore, Spread(C) = 3 and Size(C) = 13.

e Segment 5 is also a part of the D,,..,. Here we have two possible cases:

— Whenn—-k+1<i<n-—1:
If the BV is located at a node in this segment, activating the original black
virus would create only one black virus at xy, while x_j1,2_, xx and x;_; are
guarded by SHs. In addition to the SHs at *_ji0, % jy1,Tpr1, 2k, and LEA
at o, the LEA deploys one SA to occupy xo. Therefore, Spread(C) = 2 and
Size(C) = 8.

— Wheni=n—1:
In this case, no more black viruses are created since all of the neighbouring nodes
are guarded by SHs and the LEA. No SAs need to be deployed and all the

moves are made in the first phase. Therefore, Spread(C) =1 and Size(C) = 7.

]

For the deployment part of this phase we suggest a non-local strategy where S As follow

specific paths set up by the LEA.
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5.3.2.1 Move-Optimal Deployment

As with the general triple loop, for the surrounding phase we specify each path for each
target. Let us now consider all the possible targets T={x_1, z2, Tx_2, Tkt1, Tok—2, Top_1,
Tok, T_gr2, T k_1 T_ok12, T_okt1, T_ok - Lhe special paths (o;) for this type of triple loop

are identified below.

Target x; | Special Path o;

Tr_q To —» T
-1 +k—1 +k +1 +1 —k+1 —k+1
T Tog —> T —> T2 —> Tog—2 — Tog—1 — Lok ? Tht1 )
-1 +k—1
Th—2 To —> L1 — Tk—9
-1 +k—1 +k +1 +1 —k+1
Th+1 To —>T—] —> Tp—2 —> Tog—2 — Tog—1 — Lo — Tkl
-1 +k—1 +k
Tog—2 Tog —> T —> Tp—2 — Tok—2
-1 +k—1 +k +1
Tok—1 Tog —> T —> Tp—2 —> T2 — Tok—1
-1 +k—1 +k +1 +1
Lok Tog —> T —> Tp—92 —> Tog—2 — Tog—1 — Lok

T—f—1 To —2> X1 —7 T—k—1
1 k +k
T k42 To—2> L1 =2 Tof—1 — > T2k —> T2ht+1 — T_2k42 —7 T—_f+2
+

1 k
T _2k+2 To—>T_1 —2> X1 —7 T2k —7> T_2k41 — T_2k+2

-1 —k —k+1 +1
T_2k+1 To—2> X1 —> Tf—1 — T2k — T_2k+1
-1 —k —k+1
T2k To—2>T—1 —7 Tof—1 — T2k

Depending on the chords structure and the size of the safe area, it may be possible to
devise shorter paths in some cases. A detailed analysis of all possible situations is provided

in the following section.

Let us now consider the different routes (7|xg, z;]) to each target in six different cases,

depending on the location of the black virus.

e Case 1: In this case we examine the process of finding the black virus in the third

segment of the chordal ring: k < |S,eq| < n — k. In this case, triggering the original
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black virus creates three more black viruses : xq, xj_1 and y, and thus T={x_1, xo,

Tp—2, Tk+1, T2k—2, T2k—1, L2k, Jffk+2}-

— x_; is reached through o_;

O_1 =%y —> T_1

— x5 can be reached as follows:

[z, x2] = min{my, mo }

Taking advantage of the fact that node x_;1 € Syyeq, node x5 is reached through

7, where

—k+1 +1 +k
M =X —— > T—f41 — 7 T2 — T2

-1 k—1 —1 —1
o =Tg —> L1 —> Tk—2 —> Tk—3,..., —» T2

— Tj_o is reached through o;_o

~1 +k—1
Og—2 = To —2> T—1 — 7 Tk—2

— X k41 is reached through 73 where

—k+1 +1 +k +k -1
Mg =2Tg — > T—fp41 — 2 T—f42 — 7 T2 — 7 Th42 —7 Thk41

— Tg_o is reached through gy o

-1 +k—1 +k
O2k—2 = Xg —2> L1 — Tk—2 — Tok—2
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— X9, 18 reached through g 4

-1 +k—1 +k +1
O2k—1 = %o —> L1 —> Tk—9 — Lak—2 — Tk—1

— &9 1s reached through ogy:

—1 +hk—1 +k +1 +1
Ok = Tg —> T — > Tk—2 — Tog—2 — T2g—1 — T2k

— X_pyo and x_jy1 are occupied by the SHs that were at nodes x_; 1 and x_y

when the original black virus was triggered.

e Case 2: In the case of finding the black virus in the fourth segment where|S,;c.| =
n — k, two black viruses are generated at x; and xj,_; since the other neighbouring
nodes have been explored and guarded. Thus, T={z_1, z2, Tx_2, Tor_2, Tog_1, Tk}

— x_1 is reached using o_;.
— T is reached using 7 or 7y as discussed in Casel.
— Xp_o is reached using o;_s.

— xy, is reached using w4 where

Ty = Tg — Tk
— Tg_o i reached using o9 _».
— T9_1 is reached using 75 where

k +k—1
s = L9 —7 Tl —— Tok—1

— X_ki41, T_gao and xpy1 are occupied by the SHs that were at nodes z_j, x_xy1

and z; when the original black virus was triggered.
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e Case 3: In the case of finding the black virus at node v; where n —k 4+ 1 < |Sgreq| <
n — 1 , one black virus is generated at x; since the other neighbouring nodes have

been explored and guarded. Thus, T={z2}.

— x5 is reached using 7 or m, as mentioned in Case 1.

— Nodes x_jy1,% ko2, k1 and xp are occupied by the SHs that were at nodes

T_ kg, T_pi1, T and xp_1 when the original black virus was triggered.

e Case 4: Here we have a special case in which the black virus is located at node
vp_1. In this case, all neighbouring nodes are guarded and no more black viruses are
created. No more moves are made in the second phase since all moves are made in

the first phase.

e Case 5: In the case of finding the black virus in the second segment [Sypea| = k — 1,
four black viruses are generated at BV={x1,x)_1,x),z_} since only one SH has
been deployed so far at node x_j1. Thus, T={z_1, xs, Tx_2, Tx+1, Tok_2, Tok_1, Tok,
T ki1, T—g—1, T_ok+1, T—ok . Lo reach any of these targets, we should avoid any path
that has z_;.

— Node x_; is reached using o_;.

— Node z5 is reached using m; or mas discussed in Casel.
— Node x_5 is reached using oj_».

— Node z; is reached using 7.

— Node x95_5 is reached using ooy _o.

— Node x9;_1 is reached using oop_1.

— Node zy;, is reached using oo

— Node x_j_; is reached using o_j_1.
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— Node z_j; is reached using 7 where

—k+1
Te = To — 7 T—k+1

— Node x_9; is reached using o_o; where

-1 -k —k +1
O 2k =29 =7 X1 —> Tf—1 —> T2k—1 — T2k

— Node z_gj; is reached using o_s;1 where

-1 —k —k
O_2k+1 = To —> L] —2> T_f—1 —7 T_2k—1 —7 T2k —2 T_2k+1

— Node x_j, o is already guarded by a SH that was at node x_j,; when the

original black virus was triggered.

e Case 6. Finding the black virus in the first segment, where 1 < [Syea| < £ — 1,
five black viruses are generated at BV={xy, zy_1,zx,x ;41 and z_} since no SHs
have been deployed. Thus, T={z_1, xa, Tp_2, Tpi1, Tok—2, Tok—1, L2k, T—k+2, T—k_1
T_okio, T_oki1, T ok} To reach any of these targets, we should avoid any path that
has x_j,1 or x_; as the following:

— Node x_; is reached using o_;.

— Node x5 is reached using min{my, o2 }.
— Node xj_5 is reached using oj_».

— Node x4 is reached using oy 1.

— Node x9;_» is reached using oo _».

— Node x95_1 is reached using oop_1.

— Node xy;, is reached using oo
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— Node z_j 5 is reached as the following:
7[xo, x2] = min{o_j 9, 7}
where
-1 —k —k+1 +1 +1 +k
O_f42 =20 —7 X1 =7 T—fp—1 — 7 T2k — 2 T2kt+1 —7 T_2k42 —7 T—_42
and
~1 ~1 ~1 ~1
T =29 —> T_1] —2>T_9 —>,.c,—2> T_k49

— Node z_gj 5 is reached using o_o;1o where

-1 —k —k+1 +1 +1
O_2k+2 =To —> T—] —2> T_f—1 — 7 T2k —7 T_2k+1 —7 T_2k+2

— Node x_911 is reached using o_oxy1.

— Node x_g; is reached using o_g.

The following table summarizes the number of moves required to reach each possible
target. Notice that we distinguish between two possible situations: when [Sgea| < k — 1

and when |Sgeq| > k.
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Number of moves

Destination

|Sareal <k =1 [Sareal > k
To 1 1
To <7 3
Th_2 2 2
Tp41 6 5
Tok—2 3 3
Tok—1 4 <4
T2k 5 5
Tr_q 1 1
T gy <6 1
T_j_1 2 -
T_oky2 5 -
T—2k+1 4
T_op 3 -
T 1 1
T_1 1 1
Tk 1 1
T_k+1 1 -
T_p 1 -
Total <54 < 28

Table 5.3: Move complexity in shortly-chorded triple loops C,(1,k — 1, k).
Theorem 27. In any triple loop C,, (1,2, k) where |Syreq| > k, the number of moves required

to surround and eliminate the BV s is < 28.

Proof. In any triple loop chordal ring C,(1,k — 1,k) where |Syeq| > k, the maximum

number of moves required to reach all targets is 28. One move is made by the LEA to
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reach zg. Node 4 is reached within three moves. Node z;_o is reached within two moves.
Node z; is reached within five moves. Node x9,_» is reached within three moves. Node
ZTop_1 1s reached within four moves. Node x9; is reached within five moves. Node z_; is
reached within one move. Two moves are made by the SHs to move from nodes z_j,; and
T_p to r_j19 and x_p1 when the original black virus is triggered. After all agents arrive
at their destinations, the LEA sends three C'As to the black viruses at x1, ry_; and z;, in
three moves. Since we always compare the resulting routes 7., where z € Z to the o;, none

of m, would be greater than the corresponding o;. O]

Theorem 28. In any triple loop C,,(1,k—1,k) where |Ssrea| < k—1, the number of moves

required to surround and eliminate theBV s is < 54.

Proof. In any triple loop chordal ring C,(1,k — 1, k) where |Sgreq| < k — 1, the maximum
number of moves required to reach all targets is 54. One move is made by the LEA to
reach xg. Node x5y is reached within three moves. Node xj_» is reached within two moves.
Node z1 is reached within five moves. Node x9,_o is reached within three moves. Node
ZTop_1 1s reached within four moves. Node x9; is reached within five moves. Node z_; is
reached with one move. Node x_j 5 is reached within four moves. Node x_j_; is reached
with one move. Node x_o;9 is reached within two moves. Node x_o5; is reached within
three moves. Node x_s; is reached within two moves. After all agents arrive at their
destinations, the LFE A sends five C'As to the black viruses at x1, xx_1, Tp,x_jy1 and x_j in
five moves. Since we always compare the resulting routes 7., where z € Z to the o;, none

of m, would be greater than the corresponding o;. O

5.3.2.2 On Optimality and Other Observations

For the triple loop ring C),(1, k — 1, k), we have provided optimal routes when k << n. We
ran a simulation to construct a partial Breadth-First Search tree rooted in g in triple loops

with "missing nodes” corresponding to the black viruses triggered in the various scenarios:
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1) Shortly-chorded triple loop C,,(1,k—1, k) when |Sureq| < k—1, 2) Shortly-chorded triple
loop C,,(1,k — 1,k) when |Sgeq| > k. In those scenarios we have verified that the paths

above correspond to the shortest paths.

If all agents have full knowledge of the topology and of the targets, the aforementioned

approach can be transformed into a local strategy as mentioned in 4.2.1.3.

5.4 Discussion and Comparisons

In this section we combine and analyze the results we have obtained in this chapter. We
have investigated the two phases required to disinfect triple loop chordal rings from black
viruses. Throughout this chapter we have discussed triple loop rings without considering
the values of p and k. We found that it is difficult to consider all of the possible com-
binations of p and k in order to obtain an exact bound on the optimal paths, therefore,
we have approached this class of triple loops by considering two extreme cases: C(1,2, k)
and C(1,k — 1,k) where k& << n. In the two extremes, we have have shown optimal

complexities, while in the general case, we have only shown an upper bound.

In the following table, we combine the number of moves of the two phases for a triple
loop chordal ring with arbitrary values of p and k, C,(1,p, k), for a specific class of triple
loops where p = 2, C,,(1, 2, k), and for another extreme class of triple loops where p = k—1,

Co(1,k —1,k).

|Sarea’ < p |Sarea| 2 k
Triple loop
phasel phase2 | phasel phase2
Cn(1,p,k) <3p-5 78| <bn—06k—p-—717 44
Cn(1,2,k) 1 55 | <b5n—6k—9 31
Co(l,k—1,k) | <3k-—38 54 | <bdn—Tk—6 28

Table 5.4: Move complexity in triple loop rings in two different safe area sizes
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From this table we can see that in the second phase, we have a gap between the two
extreme case results and the general case since in the general case we did not consider the
fact that some targets represent the same nodes, or some targets are black viruses. It is
completely dependent on the chords structure. On the other hand, in the two extreme
cases, we have a better understanding of the chords structure so we have been able to

obtain optimal complexity.

5.5 Conclusion

In this chapter we investigated the problem of disinfecting a specific class of chordal rings,

the triple loop, from black viruses using synchronous execution.

The first phase is common to all chordal rings and consists of safe exploration performed
by the team of agents:LEA, EA and sometimes SHs. Once the black virus is found, it
moves to the unexplored neighbouring nodes, F'A disappears, and the second phase begins.
The number of mobile agents and the number of black viruses created depends on the

location of the original black virus in respect to the size of the safe area.

In the case of the second phase, we have demonstrated that, in contrast with the
double loop, the greedy approach does not always perform the routing correctly since it is
vulnerable to forming infinite loops in some triple loop chordal rings. We have proposed a

non-local move-optimal surrounding strategy.

We first studied the general case of triple loop rings where p and k are arbitrary values,
but we found that it is complicated to consider all possible combinations of p and % in
order to obtain an exact bound on the optimal paths to reach the target nodes. Therefore,
we studied two classes of triple loop rings in order to approach the problem: C,(1,2,k)

and C,(1,k — 1, k).

As for the double loop, the non-local approach can be transformed into a local strategy
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where agents decide the next step without referring back to the LEA. The agents would
have to re-compute the shortest path to their targets at each intermediate node. This
strategy is still move-optimal and local, yet computational intensive. The synchronous
strategy can be easily transformed into an asynchronous strategy, adding a constant number

of moves.
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Chapter 6

Black Virus Disinfection in

Consecutive-Chords Rings

In this chapter, the black virus disinfection problem is considered in the consecutive-chords

ring Cy,(1,2,3,..,k —1,k), with k < [%], in a synchronous environment.

For the deployment phase, unlike the other classes of chordal rings, the local strategy
that we propose, the One-Direction Greedy strategy, is also a move-optimal solution. We
thus only concentrate on local deployment. As usual, we evaluate the complexity of the
solution by considering the overall number of agents employed, the number of agent ca-

sualties and the number of moves required. The following table summarizes some of the

results.
Consecutive-Chords(C) |Sarea = k | Sarea < k
Spread(C) <k+1 < 2k
Size(C) <3k+1 <4k +2
Move(C) <((k+3)n—3(k*+k)—3 | <n+6k—1
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6.1 Exploring and Shadowing

The exploring phase is the same as in all the other chordal rings. We instantiate it here

for the particular case of the consecutive-chords chordal ring.

EXPLORING AND SHADOWING

Let HB = vy.
Agents FA and LEA at safe node v;.

if j+1<k (* New(vj1) ={vj,vj_1,...,00} *)
(7 — 1)SHs are deployed to protect Ne,(vjt1)
Elseif k <j+1<n—Fk (* Nep(vj41) = {vj,vj-1,vj2, ..., Vjt1-k} *)
k —1 SHs are deployed to protect Ne,(vjt1)
Elseifn—k<j+1<n—1 Nep(vjr1) =1{v,vj-1, -, Vjt1—ks Vjt14ks Vjiks - - -, Vo } )
let j +1=n —1, where i € Z>
(2k — i) SHs are deployed to protect Ne,(v)41)

EA moves to vj;.

The observations below were obtained following the application of this strategy:

Theorem 29. In the worst case scenario, the black virus is detected in (k+2)n — 2k — 3

moves.

Proof. The worst case scenario for the number of moves required occurs when the black
virus is found at node (v,_1) after exploring n — 1 nodes. In this case, the BV triggers no
new black viruses since all of the neighbouring nodes in the safe area have been explored

and are protected by SHs. The complexity of this case is 3(n — 1) — 2 for the movement
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k
of LEA and EA, (Y n —1—1) for the movement of £k — 1 SHs in the counter clockwise
i=2

k=1
direction and () 7) for the movement of SHs in the other direction. O
i=1

Theorem 30. In any consecutive-chord ring, the worst case scenario in term of the number
of agents required occurs when (2k — 1) new black viruses are created after triggering the

original virus.

Proof. The worst case scenario for the number of black viruses created upon activating the
original black virus is when the original is found at node v; where < ¢ = 1. In this case,
the black virus (xo) triggers (2k — 1) new black viruses: xi, xs, x3, ..., T, and T_o, T_3, ...,

x_ because no SH have been deployed. Note that x_; is always occupied by LEA.

6.2 Surrounding and Eliminating

The deployment phase of the consecutive-chords chordal ring is different from all the other
structures considered in this thesis because when the black virus is triggered, the chordal

ring gets disconnected in the clockwise direction.
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SURROUNDING AND ELIMINATING

LEA and SHs covering all N, (v)

BV comes back from v = xg.

if (|Sareal = 1) (* LEA is covering x_; *)
Nun(xo) = {21, 20, ooy T, T 0, T3, e, T_p11,T_p}

if (1 < [Sarea| < k)
let [Sarea| = k — @, where i € Z>
(* LEA is covering z_; and SHs covering N, (zo)*)
Nun(20) = {1, %25 ooy Tty Ty T 1, T2, -0, Toi—1 }

if (k <|Sarea] <n —k) (* LEA and SH covering _1,2_9,...,x_j *)
Nun(x) = {x1, 29, ..., 21}

if (n —k < [Sareal <m—1)
let |Sarea| =1 — i, where i € Zx
(* LEA and SHs covering & _1,_o, ..., T_g, Ti, Tig1y ey T )
Nuyn(zo) = {z1, 29, ..., i1}

Else (* LEA and SHs covering ©_1,T_g...,T_g, X1, T2, ..., T *)

Nun(IO) = @

All SH make one move in clockwise direction.
For each u € Ny, (z0):
DEPLOY an agent to each z € {N(u) \ Nyn(z0)}

When N (u) is covered:

DEPLOY one agent to u

As with the previous chapters, we will consider different cases depending on the location of

the black virus . More precisely, the number of agents required to disinfect the consecutive-
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chords ring C,, depends entirely on the chords structure and the location of black viruses
in respect to the safe area. We first partition the chordal ring into four distinct segments

using vy as the homebase as seen in figure 6.1.

Figure 6.1: Dividing the consecutive-chords into four segments.

e Segment 1 contains node vy. If the black virus is in this segment, the size of the safe

area is |Sgreq| = 1.

e Segment 2 contains nodes vq,...vi_1. If the black virus is in this segment, the size

of the safe area is 2 < [Sypea| < k — 1.

e Segment 3 contains nodes vy, ...v,_r_1. If the black virus is in this segment, the size

of the safe area is k < |Sgrea| <n—Fk — 1.

e Segment 4 contains nodes v,_g, ... v,_1. If the black virus is in this segment, the size

of the safe area is n — k < [Sgrea] < n — 1.

Theorem 31. For black virus disinfection in consecutive-chords ring C,,(1,2, ..., k), a maz-

imum of (4k + 1) agents are employed.
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Proof. The number of agents is determined according to the location of the original BV

and the chord structure.

e When the BV is located at any node in Segment 1, we have the worst complexity
in terms of C'A and SA since activating the black virus will create (2k — 1) black
viruses at T, X9, ..., Tk, T_o,T_3,...,T_g. Subsequently, the LEA moves to zy and
then deploys 2k SAs while one SH is created in the z_;, which is the homebase.
The SAs are then to occupy gi1, Trio, Thi3s -, Toks T g1, T_k_2, ..., L_ox. Lhe total
number of agents employed is then (4k 4 2): (2k) CAs, (2k) SAs, one SH and one
LEA. Therefore, Spread(C') = 2k and Size(C) = 4k + 2.

e [f the BV is located at any node in Segment 2 | activating the original black virus
would create k + ¢ black viruses at xy, o,..., Tp, T g, T_gi1 yeery T_gyi, Where i =
k —|Sarea|- The same number of SHs as nodes in the safe area are then deployed and
each makes one move through +1 chord when it receives a BV. LEA also moves to
xg, and then deploys 2k SAs to 0cCupy Tpi1, Thio, Thi3y -y Tohky Tok1y T k2, -n
x_gi. Therefore, the team of agents consists of (4k +2) agents: (k+i+1) C'As, (2k)
SAs, (|Sarea|) SHs and LEA. In this case, Spread(C) = k+i+1 =2k — |Syrea| + 1
and Size(C) = 4k + 2.

e [f the BV is located at any node in Segment 3, activating the original black virus
would create k black viruses at xy, xo,..., g, while the other neighbouring nodes
are already guarded. Once the LEA and SHs receive BV's, they make one move
through their +1 chords. Then LE A deploys k S AS t0 0CCUPY Tgi1, Thi2y Thids s Lok
Therefore, the team of agents consists of (3k+1) agents: (k+1) CAs, (k) SAs, (k—1)
SHs and LEA. In this case, Spread(C') =k + 1 and Size(C) = 3k + 1.

e If the BV is located at any node in Segment 4 , also called the Danger area (Dgyreq),

we have two possible cases:
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— When n — k < |Sgrea| < n — 1: Let us assume that | Sy = n — i, If the
BV is located at any node in this segment, activating the original black virus
would create i — 1 black viruses at x1, xo,..., x;_1, while the other neighbouring
nodes are guarded by SHs. In addition to the SHs at x_1, x_o,..., x_p, x5,
Tit1, Tiyo,..., Tp, and the LEA at xy, the LEA deploys ¢ — 2 SA to guard
the unoccupied neighbours by SHs . Therefore, the team of agents consists of
(2k +1i — 1) agents: (i) CAs, (i —2) SA, (2k — i) SH and LEA. In this case,
Spread(C) =i =n — |Sarea| and Size(C) =2k +1 — 1 = 3k — |Sarea| — 1.

— When [S,eq] =n — 1: No more black viruses are created since all of the neigh-
bouring nodes of the black virus are guarded by SHs and the LEA. No SAs to be
deployed and all of the moves are made in the first phase. In this case, the team
consists of 2k+1 agents: 1 C'A, 2k—1 SHs and LEA. Therefore,Spread(C) = 1
and Size(C) = 2k + 1.

O

As previously mentioned, triggering the black virus disconnects the chordal ring in one
direction and in order to reach the targets to surround the new black viruses, the agents

must move in a counter-clockwise direction.

The idea is for the surrounding agents to take the longest chord —k to reach the area
to be occupied as quickly as possible, and then reach their own target in one additional
step through a shorter chord. Each agent can locally decide the following step at each

intermediate node, simply on the basis of its target.

The one-direction greedy consists of two stages: the long jumps and the simple greedy.
The long jumps portion forces SAs to move from z to their targets through the edge(—k)
in a counter-clockwise direction making ((”T_’ﬂ —2) hops. At that point an extra hop will

cause them to reach their destination. Figure 6.2 shows an example of this strategy.
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Figure 6.2: An example of One-direction strategy where red links show the paths to the targets.

ONE-DIRECTION GREEDY

Agent A at node z_; (i > 0) with target z;
Ifi=0
If |BV| <k
Agent A moves through A = —k
If |BV| >k
Agent A moves through A = —1, then moves through A = —k
Ifi < k([=£]—2)
move through A = —k
Else

Let FD = {N(v) — BV — y} be the set of feasible destinations.

Agent A moves to w € F'D that minimizes dist(w, x;)

Theorem 32. In any consecutive-chords ring Cy,(1,2,3, ..., k), with k < [ 5], using the one-

direction greedy approach in the Surrounding and Eliminating phase disinfects the whole
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topology from black viruses.

Proof. After finding the original black virus, and depending on the size of the safe area,
we get BV's in the clockwise direction or in both directions. In the first scenario we have
|Sareal] = k and all BVs reside in one direction (clockwise). From the location of the
LFEA, the other direction is completely safe and clean, and all agents can traverse that
part of the chordal ring until they reach their targets. In order to do so, the agents must
be aware of the locations of BV's according to our algorithm. In the second scenario we
have [Syrea| < k, EBV's reside in the clockwise direction, and < k BV's reside in the
counter clockwise direction. From the location of the LE A the counter clockwise direction
is not quite as safe as it was in the first scenario. Agents can still traverse that direction
safely due to the fact that the node x_; is always safe no matter the size of the safe area.
Through node x_;, the LE A will send agents to their targets, and the agents will avoid all
the faulty nodes in that direction since the longest chord connected to x_; surpasses the

furthest possible BV (i.e., z_1_j < x_y).

]

In the following section we will consider the number of moves required in the two main

cases: |Surea| = k and [Syrea| < k.

Theorem 33. In any consecutive-chords ring Cy,(1,2,3, ... k), withk < | 5], when [Sarea| >
k, the number of moves required to surround and eliminate the black viruses is < k( f”T_kD—F

2k, regardless of the number of nodes.

Proof. The number of moves required to decontaminate kBV's can be calculated as follows.

One move is made by LEA to occupy xy. The movements of S As are calculated as follows:

1. Calculating the number of jumps. Agents need to traverse the ring starting from z
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and using the longest chord as they move greedily:

Ry (6.1

2. Finding the number of leftover nodes, which are not reached from the last jump,

and require an extra jump:
leftover = ((n — k) mod k) — 1 (6.2)

This equation excludes BVs and x.
3. Based on the aforementioned equations, we have the following information:

o If 6.2> 0, then ((n — k) mod k) — 1 neighbours are reached within |2 ] + 1,
and k — (((n — k) mod k) — 1) neighbours are reached within [“-*]. In total
we have:

(k — leftover)| £ ] + le ftover(| 2] + 1)

e If 6.2< 0, all neighbours except one are reached within L”T_kj The other neigh-

bour is reached in %] — 1. In total, we have:
(k= D)["H ]+ (["58] - 1)
In the theorem we substitute the floor function with the ceiling function in order to give a

general upper bound for all of the possible values.

The S Hs movements equal k£ — 1 at most since all SHs make one move in the clockwise
direction when the original black virus is activated. LEA sends k C'As in k moves to trigger

the BVs.

[]

Theorem 34. In any consecutive-chords ring Cy,(1,2,3, ..., k), withk < [ 5], when [Sarea| <
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k, the number of moves required to surround and eliminate the black viruses is < k( f"_llj_ll )+

6k — 1, regardless of the number of nodes.

Proof. The number of moves required to decontaminate the worst case scenario in terms
of spread and size (i.e., when |Syeq| = 1) can be calculated as follows. One move is made
by LEA to occupy xg. In the worst case scenario we have 2k — 1 BV's, so in addition to
{Tk41, Thy2, Thys, .., Top }, there are more nodes to be guarded: {z_g_1,T g2, T_k_3, ..., T_2}
The only way to reach those targets is through x_;. k agents reach the consecutive neigh-
bours {x41, Txi2, Tk, ..., Top } Dy wrapping around in the counter clockwise direction after
moving from xy to z_; and using the one-direction greedy strategy. The movements of this
group of SAs are calculated in the same way as the previous case when [S,...| > k except

that the long jumps start from z_;.
1. Calculating the number of jumps. Agents need to traverse the ring starting from z_;

and using the longest chord as they move greedily:

==t (6.3

2. Finding the number of leftover nodes, which are not reached from the last jump,

and require an extra jump:
leftover = ((n—k—1) mod k) —1 (6.4)

This equation excludes BVs and xy.
3. According to the aforementioned equations, we know that:

e If 6.4> 0, then leftover neighbours are reached within L"‘T’HJ + 1, and (k —

le ftover) neighbours are reached within |2==1|. In total, we have:
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(k — leftover) LH_THJ + leftover(Ln —rel

e If 6.2< 0, all neighbours except one are reached within [2=%=1|. The other

neighbour is reached in |2==!] — 1. In total, we have:

(k=== + (== =D +k

Notice that k agents make an extra move from zy to x_;.

In the theorem we substitute the floor function with the ceiling function in order to give a

general upper bound for all of the possible values.

The consecutive nodes {x_;_1,%_k_ 2,7 k_3,...,T_ox} are reached in three moves each

while node x_j;_; which is reached in two moves:

—1 —k —1
To —> L1 —> T_fp—1 — ...

where ¢ = {1,2,3,...,k — 1} for a total of 3k — 1. LEA sends 2k — 1 C'As in 2k — 1 moves

to trigger the BVs. O

6.3 Conclusion

In this chapter, we have addressed the problem of disinfecting consecutive-chords rings
from the black virus. We have demonstrated that when we have an undirected consecutive-
chords ring and a synchronous execution, the Fxploring and Shadowing phase is the same
as the one employed in other topologies, having an exploring team that uses the safe explo-
ration technique starting from the homebase and moving in a counter-clockwise direction
followed by shadows until the black virus is located and triggered. We divided the outer
ring into segments to demonstrate the monotone nature of our strategy. The Surrounding

and Eliminating phase begins once the original black virus has been located. As previously
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mentioned, this class of chordal rings is unlike the other classes in terms of routing and
directing the surrounding agents. The local strategy proposed, the one-Direction Greedy,
is also a move-optimal solution. In this approach, agents must be aware of their targets.
Surrounding agents traverse in a counter-clockwise direction using the edge labels to cal-
culate their next move until they reach their targets. We will now summarize and combine

the results obtained in the previous two sections for the number of required moves.

BV at node v; Phase 1 Phase 2 Total
i=1 1 <k(["“})+6k—1 <n+6k—1
1<i<k < Bk=2 g < k([m=E=1]) 45k — 1 <p Uy
k<i<n—k |<(k+2)n— (3EFk) 3 ([T’ﬂ)mk <((k+3)n—3(k>+k) -3

n—k<i<n-1| <(k+2)n—4k—4) < (G —=2)([=2]) + 2k

where j =n — |Syreal M) — 2k —4)

<(
i=n—1 (k+2)n — 2k — 3 1 < (k+2)n — 2k — 2

Table 6.1: Move complexity of disinfecting a consecutive-chords according to location of BV .

The above table shows the move complexity when we have synchronized mobile agents.
The same approach can be applied using an asynchronous execution but includes an extra
termination phase that can be applied by a coordinator (e.g. LEA). This extra phase

ensures that that all SAs reach their targets before triggering the BV's.
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Chapter 7

General Chordal Rings

Now that we have investigated the problem of disinfecting a network from a black virus
in special classes of chordal rings, we will discuss the problem in general chordal rings,

regardless of chords structure.

The solution we propose is based on the idea described for the general chordal ring in
Chapter 3, and has already been explained throughout this thesis. It involves an exploring
phase, followed by a surrounding phase. Our protocol is based on a general surrounding
method that can be applied to any chordal ring structure, regardless of the number or

distance of chords. It must be noted that the move-cost for this method is not optimal.

7.1 Exploring and Shadowing

The phase is described in detail in Chapter 3. The following are our observations in general

chordal ring structures:

Theorem 35. In any chordal ring C,, = {1,ds,ds, ..., d,,}, in the worst case scenario, the

black virus is detected in ((2+m)n —2m — 3) moves.
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Proof. The worst case scenario regarding the number of moves required occurs when the
black virus is located at node (v,_1) after exploring n — 1 nodes. The complexity of this

case would be 3n — 5 for the movement of LEA and FA, (> n—1—d;) for the movement
i=2

of SHs to counter-clockwise neighbours and (> d; — 1) for SHs to clockwise neighbours.
i=2

In this case, the black virus triggers no new black viruses since all of the neighbouring
nodes are occupied by SHs, (2m —1) SHs. This case is considered the worst case scenario
in terms of calculating the number of moves, but the best case in terms of cleaning and

surrounding agents. O

Theorem 36. In any chordal ring C, = {1,ds,ds,...,d,,}, the worst case scenario re-
garding the number of agents required for disinfection would occur when 2m — 1 new black

viruses are created after triggering the original virus.

Proof. 1f the black virus is found at node (v;) where 1 < v; < dy, the spread of black
wiruses would be maximized since no S Hs have been deployed and the explored neighbours
|Nez(v;)| = 1, which is v;_; and is occupied by the LEA. Therefore , the number of
unexplored neighbours, o black viruses , is 2m — 1. This number of black viruses requires

a high number of surrounding agents. m

As usual, this phase comes to an end when the black virus is detected and triggered. At
this point, new black viruses have been created and moved to the unexplored neighbouring
nodes. It is at this point that the second phase begins.

7.2 Surrounding and Eliminating
As described in Chapter 3, once the black virus node is detected, the LEA moves to its

location and the Surrounding and Eliminating phase begins.
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Throughout our study of different classes of chordal rings, we have proposed two routing
variations: local and non-local strategies. We have seen in previous chapters that these
strategies work for some topologies and not others. For example, the local greedy approach
causes correct routing in double loop chordal rings and infinite loops in triple loop and
consecutive-chords rings. We can thus deduce that the simple greedy would not work in
general chordal rings with arbitrary chord structures (see 5.1.2.1). The non-local move-
optimal strategy would always work for any chordal rings since this approach requires
precise information about the chord structure which is available to the LEA and complex

to calculate. We have observed the following from both strategies:

e If node x( represents the location of the original black virus , node x_; is always safe
because it is occupied by an agent. This means that it can be used as a starting

point to reach any target.

o After triggering the original black virus, the new black viruses divide the outer ring
into enclosed and open segments. Enclosed segments are areas that include the
following set of nodes: {141, Tad,—2, Tod;—3, ---s Tadyy,+1 - Open segments are areas

that include the following set of nodes: {x+g4, +1,T+a,, 42, T+, }-

e Once the agents reach node x14,_1, they are able to reach close targets greedily. In
order to avoid getting stuck in infinite loops, agents can reach their close targets by

using the one-direction greedy approach.

Making use of the observations above, we propose an efficient general strategy that is
capable of disinfecting any chordal ring and gives upper bounds for the optimal paths. In
this approach, all targets are reached through node x_;. The set of targets is calculated
based on the location of the original BV and the agents are scattered between BV's. The

topology is thus divided into enclosed areas and open areas.

Note that with respect to node x_1, some targets are in the clockwise direction while

others are in the counter-clockwise direction.
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In order to reach the targets, the LEA deploys agents through z_;. The agents then
move to the closest neighbour that is greater than or equal to its destination. Once the
agent reaches xi4,_1, it arrives to the area in which its target resides. The agent then
moves greedily in one direction until it reaches its destination. Since this is a one-direction
greedy approach, the agent only moves to neighbouring nodes that are greater or equal to
its target. Only in one case an agent moves to a neighbour that is smaller than its target,

when t = x94 . Figure 7.1 shows an example of this strategy.

. D
'O»Q,O O,{},O/V

Figure 7.1: 'The paths to reach some targets using the general strategy.
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GENERAL DEPLOYMENT STRATEGY

Deploying agent A arriving at x; from y with destination ¢
If t =z, where z € Z*
iftj=0
move to x_q
it j=-1

move to zg4,_1 such that x4,_1 > ¢, and x4, _; minimizes dist(x_q,t)

Else
ift >y,
move to x4, 1 then to x94, 1 (i.e., move to the open area)
Ift =9,
move to Zaq,,
Else
compute next
let OA = {24, -1, %24,,—2, .-, Ta,,+1 }the open area set
Let FD = {N(x;) —y — BV} be the set of feasible destinations.
let C =FDNOA
Agent A moves to next € C that minimizes dist(x;,t) and next >t
Else

compute next
let FA ={24,—9,%a4,—2,%d,—3, Td;—4, ---, Tq,_,+1 fthe enclosed area set
Let FD = {N(z;) —y — BV}
let C=FDNEA

Agent A moves to next € C that minimizes dist(x;,t) and next >t
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GENERAL DEPLOYMENT STRATEGY

Else (i.e., t = z, where z € Z")
if j=0
move to x_y
ifj=—1

move to x_g4,—1 such that z_4, 1 >t , and x_g4,_1 minimizes dist(x_q,t)

Else
itt<z_g4,
move to x_g4, 1 (i.e., move to the open area)
compute next
let OA={z_4, 1,74, —2,T—d, 3, -, T_24,, }the open area set
Let FD = {N(z;) —y— BV}
let C =FDNOA
Agent A moves to next € C' that minimizes dist(z;,t) and next >t
Else

compute next
let FA={2_q,-1,%_4,—2,%—q,—3, T—d;—4, ..., T_q,, ,+1 ythe enclosed area set
Let FD ={N(x;) —y— BV}
let C =FDNEA

Agent A moves to next € C that minimizes dist(z;,t) and next >t

The following observations were made after using the general strategy:

Theorem 37. In any chordal ring C(1,ds, ds, ....d,,) with d,, << n, the worst case scenario
in terms of number of agents required occurs when triggering the original black virus creates
2m — 1 more black viruses. In this case, size(C) < L%J +6m—1 and Spread(C) =

2m.
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Proof. In any chordal ring C, the worst case scenario occurs when the original black virus
is found before deploying any SH. In orther words, when |Sg.e.| < do. In this case,
the maximum number of black viruses would be created: 2m — 1 and BY = {z1, 214,,
Tady, -y Taq,, t. If we assume that the chords are well separated ( i.e., d; — d;_1 > 1),
we have 2(m — 1) enclosed areas and 2 open areas. Each bv € BV has at most 2m — 1
neighbours which represent our targets. Some of these are common neighbours or other
black viruses , depending on the structure of the chords. Because we are interested in
calculating the size(C'), we must first find the number of targets. Each bv € BV has
common neighbours and non-common neighbours. N,.(bv) and N.(bv) denote the set of
non-common neighbours and the set of common neighbours of any bv € BV. Note that for
any i and j, v4, + 7_q; (a neighbour of node x4,) is the same as r_y4; + x4, (a neighbour of
node z_g,). We have thus found that [ N,.(bv)| < 2 and [N, (bv)| < 2m—3 for any bv € BV.
In other words, each black virus has a maximum of two non-common neighbours. Therefore,
we can calculate the maximum possible number of targets as: |7 |< L%J +4m — 2.

|T| represents the number of SAs we need to surround the black viruses in the system.

The team of agents consists of < L‘””Q_#J +4m — 2 SAs, one LEA and (2m) CAs.

Therefore size(C) < LMJ + 6m — 1 and Spread(C) = 2m.

]

Theorem 38. In any chordal ring C(1,ds,ds, ....dy,) where |Sgreq| < Ta,, the number of

moves required to surround and eliminate BV s is O(m?).

Proof. Calculating the number of moves is not trivial in the general case. This approach
is not optimal but it is efficient and gets the routing done correctly. We have an upper
bound for the total number of moves required and it is constant. In the analysis of our

strategy we find:
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e 2m — 1 targets are reached in 2 moves, which are N(z_y):

-1 +d;
To —2 T—1 —7 Ttd;—1

e Two targets are reached in 4 moves each which are z94, and z_o4 .

-1 +dm +dpm +1
Tog —> L1 — 7 Ttdy—1 — 7 TA2d,—1 — T42d,,

e The rest of targets are nested in the enclosed and open areas and their locations
are solely dependent on the chords structure. In order to reach them, the agents
first move to node x_; and then to one of the neighbours that satisfies the strategy’s
conditions. Once an agent is located at the beginning of an interval in which its

destination resides, the one-direction greedy strategy begins.

The destination between x4, and ¢ can be minimized if there is a chord d; > 1. In our
thesis we will consider the worst case scenario in which an agent moves to its target
through +1 chords. Therefore, each of the other targets, < LMJ +2m — 3, are

2

reached in O(m?) moves.

7.3 Conclusion

In this chapter we addressed the black virus disinfection problem in any general chordal
rings, regardless of the chords structure. In this chapter we have shown that the first phase
remains the same in all chordal rings and that the second phase can be done non-locally.
In this case, the LE A finds the shortest paths to the targets and sends S As through them.
In order to calculate the complexity of the optimal paths, we require information about

the chords structure that is not available. As a result, we propose an efficient protocol
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that gives us upper bounds to the optimal length. In this protocol we considered some
observations from all of the strategies discussed in previous chapters. This protocol is
based on the fact that the presence of black viruses in the system divides the topology into
enclosed and open areas and that all of those areas are reached through node x_;. Once a
S A reaches the area in which its target resides, it moves greedily in one direction until it
reaches its destination. We have found that the total complexity of our general algorithm
in term of moves is O(mn) for the first phase, where m is the total number of chords in

one direction, and O(m?) for the second phase.
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Chapter 8

Conclusion

In this thesis, we investigated the black virus disinfection problem in undirected chordal
rings, presenting a solution that is based on the use of the mobile agents model. We
addressed the problem with the existence of a single black virus at unknown location of
the chordal ring that, when triggered, generates and sends new viruses to unprotected
neighbours. Although we assumed synchronous execution by the agents, this strategy can

be easily extended to work in asynchronous settings.

The proposed solution is a distributed algorithm that consists of two phases: Fxploring
and Shadowing and Surrounding and Eliminating. Regarding cost, the efficiency measures
considered include: the total number of black viruses originated in the system, the total
number of mobile agents employed for disinfection and the total number of moves required
by the agents. We found that the number of black viruses originated and agents required
for disinfection is influenced by the location of the original black virus and that these
numbers remain constant, regardless of the deployment method used in the surrounding

phase. The number of moves varies according to the deployment strategy.

In our study we demonstrated that the first phase remains the same for all chordal
rings and consists of the exploration of the graph using the safe exploration technique until

the black virus is found. In order to achieve monotonicity, shadow agents are deployed
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during the search in order to guard the nodes that have been explored. The only difference
between the types of chordal rings in the first phase is the number of shadow agents created
at the beginning of the protocol. On the other hand, the second phase varies depending
on the chords structure. Since black viruses are only destroyed when they arrive at a
node that is being guarded, the agents must occupy all of the neighbouring nodes of the
black viruses in the system. Routing is thus a critical part of this phase. Assuming that
the leading agent has full topological knowledge, the routing can be done globally by the
leading agent. The leading agent always finds the shortest path to all targets and sends
the surrounding agents through them. This routing method is optimal, yet it requires that
the surrounding agents have larger memories. We also proposed other local methodologies
that do not require that the entire path be calculated by the leading agent. We analyze the
complexity of all the deployment strategies, providing upper bounds on the path lengths

and optimality when possible.

In Chapter 4, we addressed the black virus disinfection problem in double loop chordal
rings. In order to disinfect the entire topology we require a maximum of 12 agents. The
maximum number of black viruses is four. For the surrounding phase we presented three
strategies: move-optimal, simple greedy and smart greedy. The move-optimal strategy
is a global optimal deployment method that is mainly done by the leading agent. In this
method, we demonstrated the optimal path to each target in all possible double loop cases.
For the simple greedy and smart greedy strategies, we described two local approaches that
allow the surrounding agents to decide their next step according to local information.

These two strategies are not optimal.

In Chapter 5, we described our solution in triple loop chordal rings. In order to disinfect
the entire topology we require a maximum of 24 agents. The maximum number of black
viruses originated is six. For the deployment phase we only described the move-optimal
strategy since the greedy approach does not work for triple loops. We were unable to

calculate the optimal paths for triple loops, however, we provided the upper bounds for
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the optimal loops. In order to get a better understanding of the problem, we studied two
extreme triple loop cases and were able to find the optimal complexity for both cases.
For simplicity, we only considered the shortly-chorded triple loop for the analysis of the

surrounding phase.

In Chapter 6, we addressed the black virus disinfection problem in consecutive-chords
loops. In order to disinfect the entire topology we require a maximum of 4k +2 agents. The
maximum number of black viruses originated is 2k, where k represents the longest chord.
In the second phase we described a local strategy, the one-direction greedy strategy, which

gives us the shortest paths to the targets.

In Chapter 7, we discussed the black virus disinfection problem in general chordal
rings. In order to disinfect a chordal ring C(d; = 1,...,d,,) we require O(m?) agents. The
maximum number of black viruses originated is 2m, where m represents the number of
chords in one direction. For the deployment phase we described a general protocol that is

not optimal but that works correctly for any chord structure.

The following table summarizes the worst case complexities for the various chord struc-
tures considered in this thesis. The indicated complexity of the second phase corresponds

with the best technique in terms of the number of moves required.

C(Lk) | C(1,p,k) | C(1,2,...,k) | C(dy,da,...,dy)
Agents 12 24 4k + 2 O(m?)
Spread 4 6 2k 2m
Moves Phasel | O(n) O(n) O(nk) O(nm)
Moves Phase 2 | < 36 <78 O(k) O(m?)

Table 8.1: A summary of the worst case complexities for various chordal ring types.

As previously mentioned, the problem of disinfecting a topology from black viruses is

fairly new, and therefore, there remain many problems to be solved:
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e In the case of directed chordal rings, how can the agents safely explore in an asyn-
chronous environment? In addition, can the routing always be performed correctly

avoiding the black viruses?

e In the case of sequential activation, where the triggering of black viruses is done
sequentially, what would be the effect on the number of agents and the number of

moves?

e In our study we only considered situations in which there is initially a single black
virus. What would the topological impact be if we started with an unknown number
of black viruses? In consecutive-chord loops, having two black viruses disconnects
the graph. What about other types of chordal rings? What would the minimum

number of black viruses that would cause network disconnection?
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Appendix A

Detailed Paths Analysis in Triple

Loops

Now let us consider the different routes to each target in 6 cases depending on the location
of the black virus. Let |z, z;] denote a path to reach target x;, and let dif = k — p, we

have the following situations:

e Casel: Let us study the case of finding the black virus in the third segment of the
chordal ring: k < |Sgrea] < m — k. In this case, triggering the original black virus

creates three more black viruses : 1, x, and xy, and thus T={x2, Tp_1, Tp_k, Tr_1,

xp+17 LTl+1, ij,p, $k+p7 x?p) x?k}'

— x,_1: Node z_; is reached through o4

-1 +k
Okp—1 =g —> T_1 —> Thk—1

— Zp—1: Node xj_; is reached through o,

o +p
Op—1 =29 —> T—1 — Tp—1
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— x9: could be reached in different ways:

T|xo, T2] = min{m, my, 3, }

x taking advantage of the fact that x_; is known to be safe:

—k +1 +1 +k
T =g ——> T —> T1—k — To_ —> T2

* taking advantage of the fact that x_, is known to be safe:

x If p=4
-1 +p -1
T3 =Tg —> L1 —> Tp—1 — T3
x If p=3
-1 +p
Ty =g —> T—_1 —> T2
_Xp+1:

x Taking advantage of the fact that x_; is known to be safe:

-k +p +1 +k
Ty =20 —2> T — T—ftp —7 Tktptl — Tp+1

« If k=2p
—P +1 +k
Ts =20 =7 Tep =7 Tfipt1 —7 Tpti
« Ifk=2p+1
P +k
M5 =T = Tggptl —7 Tptl
— Xp—p

T[zo, Tx—p) = min{me, o_p}
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where

-1 +k —P,
Og—p =Ty —> L] —> Tpg—1 —> Tp—p—1 —> Tk—p

g —
x If k< 2p

-1 +p -1
Tog —> L1 —> Tp—1 — Tp—2... —> T—p

* If p=dif, there is no xj_,.

* Else, x_, is between x, and x;.

If applicable(i.e., k # 2p + 1)

— Xy, is reached through og):

— Ty1:
T[To, Tpy1] = min{my, op 41,78, To }
where
-1 +k +k +1 +1 -k
Ok+1 = Lo —> L1 —> Tp—1 — Lak—1 — T2k — T2k+1 — Tk+1
7 =
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« If k< 2p

« If k> 2p

-1 +p +k —i
To —> X1 —7 Tp-1 — 7 Thgp—1 —7 Thtp—is -5 Thtl

where ¢ = 1 or ¢ = p depending on whether the differnece between x;,; and

Tp4p—1 1s greater than p or not.

If |7[xo, xx—p)| < 4, then x4, is reached through 7 plus two more moves.

+1 +p
Mg = T + T—p — Th—pt1l — Thk+1
If |7z, z2]| < 4, then xj41 is reached through 73 plus two more moves.

+k ~1
Tg = M3 + Lo — Tpyo — Tt

— Tp4p is reached through opyp:

+1
Oktp = Lo —> T—1 —> Tp—1 — Thyp—1 — Th+p

m[zo, Tp—k] = min{mg, op_x }
where
—1 +p —k +1
Ok4p = Lo —> L1 —2 Tp—1 —> Tp—fk—1 — Tp—k
10 —

143



« I dif <3

-1 -1 -1
Tog — T —>T_2y..., —> Tp_g

x* Ifp<3

—k +1 +1 +1
Tog == T = Tfyl —2yeeey —2 Tp—f

« fp—dif <3

—p +1 +1 +1
Tog =2 Tp = LTptl —2yeeey —2 Tp—k

— Nodes z_,1, and x_j1; are occupied by SHs that were at nodes x_, and z_j

respectively when the original black virus got triggered..

We have to take into consideration the fact that some of the above paths might be
not applicable if they pass thorough a BV. However, the special paths are always

applicable.

e Case2: In the case of finding the black virus in the fourth segment n —k < [Syreqa| <
n—p, two black viruses are generated, which are at x; and z,, since the rest neighbours
are explored and guarded. Thus, T={%2, Tp_1, Tp11Tp—_kTp+iTop}

X9 is reached using 7 or mo ormy as we discussed in Casel.

Zp—1 is reached using o,

— Tpy1 1s reached using my or 75 as we discussed in Casel.

— T, is reached using o,_j or mjy as we discussed in Casel.

— Tpyk is reached using oy 4.

— Xy, is reached using o).

Tk+1, T—pt1, and x_pyq are occupied by SHs that were at nodes z, x_, and

x_, respectively when the original black virus got triggered.

e Case3: In the case of finding the black virus in the fifth segment n — p < [Syrea| <

n — 1, one black virus is generated, which is at x; since the rest neighbours are
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explored and guarded. Thus, T={zs}

— T is reached using 7 or 7y orms as we discussed in Casel.
— Nodes xp11, Tit1, Topt1, and z_g41 are occupied by SHs that were at nodes

Tp, Tk, T—p and x_j respectively when the original black virus got triggered.

e Cased: We have a special case when the black virus is located at node n — 1. In
this case, all neighbours are guarded and no more black viruses are created. No more
moves are made in the second phase since all moves are done in the first phase as we

explained in the previous section.

e Caseb: In the case of finding the black virus in the second segment p < |Syrea| < k,
four black viruses are generated, which are at BV={x, x,, ), x_; } since only one SH
has been deployed so far at node x_,. Thus, T={za, Tp_1, Tk—1, Tpt1, Tht1, Th—p,
Thtps T2ps Toks Tkotps Tokrls Tk—1, T—k—p, T_ok }. Lo reach any of these targets, we

should avoid any path that has z_y.

— Node x5 is reached as the following:

7[xo, x2) = min{my, w3}

— Node z,_ is reached using o,_;
— Node x;_; is reached using oj_4

— Node 2,4 is reached as the following:

7T[$07 xp-i-l] = min{ﬂfv 0p+1}

— Node x4 is reached as the following:

W[IO, $k+1] = min{7r7, T8, T9, Uk+1}
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— Node zj_,, is reached as the following:
(o, Tp—p| = min{mg, op_p }

— Node x4, is reached using oy,
— Node x4, is reached using oy,
— Node xy; is reached using oo

— Node x_j4, is reached as the following:
2o, Tktp] = min{mio, o_jip}
— Node z_j; is reached as the following:

(20, T—py1] = min{miy, 0 g1}

where

-1 -p —i —i
Tl =g =2 LTl —7> Tep1 —7 . =7, Tft1

where ¢ = 1 or 7 = p depending on the distance dist between x_, ; and x_j41.

If dist > p, then i = p, otherwise, i = 1.

— Node x_j_4 is reached using o_;_1
— Node z_j_,, is reached using o_;_,
— Node x_9 is reached using o_o

— Node z_,; is already guarded by a SH that was at node x_, when the original

black virus got triggered.
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e Case6. Finding the black virus in the first segment 1 < [S,.ea| < p, five black
viruses are generated, which are at BV={z1,z,, v, x_,, x_;} since no SHs have
been deployed yet-p. Thus, T={z2, Tp_1, Th1, Tp+1, Tht1, Thops Thips L2p, Tk,
T_pi1, Top1, To2p,Tfipy Tfils T—k—1, T—k—p, T2k }. L0 reach any of these targets,

we should avoid any path that has x_, or z_; as the following:

— Node z5. Since z_, and z_j;, are BV's, we have
W[ZE(), SL’Q] = Il’liIl{ﬂ'lQ, 0'2}
where

—1 +p —1 —1
T2 =g —> X1 —2 Tp—1 — Tp—2... —> T3

-1 +k +k +1 +1 +1 —k —k
O =29 —> X1 —> Tp—1 —> Tok—1 — Lok — Tog+1 — Tok+2 — Tkt — T2

— Node z,_ is reached using o,_;
— Node x;_; is reached using oj_4
— Node z,4 is reached using 0,44

— Node x4 is reached as the following:
[0, Tp11] = min{my, 75, 79, o1 }
— Node zj_,, is reached as the following:

T[zo, Th—p) = min{me, o_p}
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— Node zj4, is reached using oy,

— Node x4, is reached using oy,

— Node xy; is reached using oo

— Node z_p4; is reached using o_,
— Node z_,_; is reached using o_,
— Node z_9, is reached using o_o,

— Node z,_}, is reached as the following:

T[zo, Tp—k] = min{mg, op_x }

where

-1 1 -1
T =2o —2> Lol —2 T2y .o, = Tp—k

— Node z_j is reached as the following:

[0, 1) = min{m1, 041}

— Node x_j_4 is reached using o_;_1
— Node z_j_,, is reached using o_;_,

— Node x_g; is reached using o_g
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