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Abstract

The synergy of the client-server computing model, the object group model, and the group communication
model leads to a new distributed computing paradigm - the group-based distributed computing paradigm.
This paradigm is characterised by the extension of the existing point-to-point client-server distributed com-
puting model to a model that explicitly addresses one-to-many and many-to-one client-server interactions,
as well as other aspects of group-orientation such as synchronised message invocation, filtered message
delivery, etc. The group-based distributed computing applications are structured as a client group interact-
ing with a server group. The paradigm of next generation of information systems will involve a large num-
ber of distributed objects which are structured as object groups and which interact in a client-server
manner.

Much research has been done in the past in the area of group communication. However most of this
research exists in the low-level support for group communication, such as different types of ordered and
reliable multicastprotocols, membership managementprotocols, virtual synchrony, replication techniques,
etc. Most of this research provides only low-level pieces of the complete puzzle. The big picture involves a
vision of group-based distributed computing. This vision calls for a shift of focus from low-level issues of
group communication to the high-level issues of an overall distributed environment capable of supporting
group-based distributed computing applications. This thesis is focussed on the dual models of the distrib-
uted environment - the distributed programming model and the distributed platform model, required for the
support of group-based distributed computing applications.

At the programming-level, we describe a communication primitive (analogous to the interrogation
or remote procedure call of the basic client-server model), thatexplicitly addresses one-to-many and many-
to-one interactions between a client group and server group. It is named group interrogation. It allows a
singleton client to access a server group in one call, through the mediation of a group proxy object, and to
receive multiple and variable number of replies in a controlled manner in response to that call. Similarly it
allows a singleton server to receive multiple service requests from the client group as a single group service
request and to issue multiple replies, one for each component request, in response to a group service
request.

The semantics of the proposed group interrogation primitive supports some of the sophisticated
group communication requirements, such as multiple reply delivery, variable reply delivery, group reply
delivery, controlled reply delivery, terminable reply delivery,and ordered reply delivery. Transparency is an
important issue in a programming primitive. The proposed model allows the programmer to configure the
level of group transparency by specifying different message distribution and collation policies.

Atthedistributed platform level, the focus is essentially on the group support middleware platform,
which resides on top of the low-level group communication protocols. The thesis presents the software
architecture of an agent-based and policy-driven group support platform in an implementation indepen-
dent manner. This is an extensible, configurable and programmable software architecture which permits
the separation of group coordination aspects from the application issues. The goal is to enhance the level of
middleware support provided by the current generation of distributed platforms such as CORBA.

The thesis identifies a set of “middleware-level” group support services (GSSs), such as message
distribution service, collation service, synchronisation service, filtering service, etc. commonly required by
group-based applications and the corresponding group support agents (GS As). The thesis presents aframe-
work for the organisation of these group support agents. This framework is called the group support
machine (GSM). The GSM serves as a framework for the identification of new group support services and
for the identification of interactions that take place between the corresponding GSAs within the GSM, in
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order to support different application requirements. Each component of the group-based applicationis sup-
ported by GSM. The group support platform (GSP) is a set of inter-connected GSMs which communicate
with each other through an inter-GSM protocol (IGP). This protocol defines the nature and format of inter-
action between the peer GSAs within the distributed GSMs.

In this model, the GSAs manage the group communication and coordination patterns on behalf of
the user applications, who influence the behavior of these agents by means of policy specifications. The
ideais to describe the functionality required of the group support platform (GSP) in a declarative language.
The thesis presents such adeclarative group supportrequirements specification language, the group policy
specification language (GPSL), for the specification of a rich set of application requirements with respect
to different group support services such as message distribution, collation, synchronisation, filtering, etc.
Therefore the GSP offers selective group transparency by allowing applications to specify group support
policies.

Finally, the thesis describes the different types of group coordination models that are supported by
the GSP and how the corresponding group coordination patterns can be specified using GPSL by a combi-
nation of basic message distribution policy, collation policy, synchronisation policy, and filtering policy.

This thesis is based upon the architectural principles underlying object-based distributed systems
architectures such as RM-ODP, ANSA, ROSA, OMA, etc., and is scoped within the ODP computational
and engineering models. The thesis presents an integration of diverse distributed object computing technol-
ogies such as the client-server model, object group model, distributed agent model, policy-driven agent
models, group coordination models into an advanced group-based distributed computing model.
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introduction to the Problem Domain

CHAPTER 1 Introduction to the ‘Problem Domain

Abstract

This chapter describes the subject of the thesis, beginning with the discussion of the
background and motivation that led to the research and the material presented in
the thesis. The focus of the thesis is on an emerging distributed computing para-
digm - the “group-based distributed computing”. We describe this paradigm. We
describe the relationship of our work with the existing distributed systems architec-
tures and introduce some basic models which are the basis of the thesis. We delin-
eate and define the scope and the aim of the thesis.

1.1 Introduction

Group communication is increasingly becoming an important communication paradigm of modern distrib-
uted systems. Much research has been done in the past in the area of group communication, such as reliable
group communication protocols, ordered multicast protocols, membership management protocols, virtual
synchrony, object-group models, group communication paradigms, etc. However most of this research pro-
vides only low-level pieces of the complete puzzle. The big picture involves a vision of group-based dis-
tributed computing and of a distributed environment capable of supporting group-based distributed
computing applications. This vision calls for a shift of focus from low-level issues of group communication
to the issues of an overall distributed environment required for the support of group-based distributed
applications, in which the users and application programmers have easy and flexible access to the services
provided by the group support infrastructure.

We believe that the synergy of client-server computing model, the distributed object model, object
group model and the group communication model leads to a compelling and powerful distributed comput-
ing paradigm - the group-based distributed computing paradigm (see figure 1.1). This paradigm is
characterised by the extension of the existing point-to-point client-server distributed computing model
to a model that explicitly addresses one-to-many and many-to-one client server interactions, as well as
other aspects of group-orientation such as synchronised message invocation, filtered message delivery,
etc. This paradigm involves a large number of distributed objects which are structured as object groups
and which interact in a client-server manner.

Experience with the existing client-server distributed computing has demonstrated the importance of
“programming-level” and “distributed platform-level” support for distributed computing applications.
Such dual support greatly simplifies the task of building “client-server” distributed applications. The dis-
tributed platform model provides the “middleware services” necessary to support remote “client-server”
interactions. The distributed programming model, amongst other things, provides the inter-object commu-
nication support, such as a “remote procedure call” which gives the programmer a powerful handle to
invoke a remote object, as if it were a local one, and to receive the reply. Such a high-level support is miss-
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ing in the case of group-based distributed computing model. The successful and large-scale deployment of
group-based distributed computing applications is heavily dependent upon the availability of these two-
levels of support. Our thesis addresses these two aspects: the distributed programming-level support and
the distributed platform supportrequired for the successful and large-scale deployment of group-based dis-
tributed computing applications.

1.2 Group-Based Distributed Computing: Emergence of a New Paradigm

We are witnessing the emergence of two new distributed computing paradigms: mobile computing and
group-based distributed computing. Although mobile and group-based distributed applications have been
around for quite some time now, there has been an enormous increase in the demand and deployment of
these applications in the recent past. The major factors responsible for the growth of these distributed sys-
tem paradigms are inherent in the very nature of the business enterprises we want to develop. The basic
components of our distributed enterprise are the people or the application objects (software entities) that
represent them. These objects are mobile and they work as a group in client-server manner to achieve their
enterprise-specific goals. The growing importance and the large-scale deployment of these applications
calls for a sound architectural framework for the support of these applications. This thesis is dedicated to
the development of such an architectural framework for the support of group-based distributed computing
applications.

Client-Server
Computing Model

\J

Group-Based
Distributed
Computing Model

roup

Fig. 1.1 Group-Based Distributed Computing Model: Synergy of Client-Server Model & Object-Group Model

A major force responsible for the rapid growth of group-based distributed computing is inherent in
the way in which distributed applications are organised (see figure 1.1). The concept of a ‘single server
per service’ is being replaced in many domains by the concept of ‘multiple servers per service’. One-to-
one correspondence between services and server is neither realistic nor desirable in distributed environ-
ments. There is a clear separation of concepts of services and servers. These services could be realised
by a set of replicated servers or a set of parallel heterogeneous servers or a set of collaborating servers.
Clients need an interface to services rather than to individual servers. Similarly, the concept of a ‘single-
ton client’ is being replaced in some domains by the concept of ‘multiple coordinated clients in some
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related roles’. These distributed applications could either represent a set of replicated clients or they
could be a set of non-replicated, but coordinated clients in some related roles. We address these issues
within the model of group-based distributed computing.

1.3 Relationship with Distributed Systems Architectures

Our model of group-based distributed computing is based upon the architectural principles underlying
distributed system architectures such as the Reference Model of Open Distributed Processing (RM-
ODP) [1 - 8], Advanced Networked Systems Architecture (ANSA) [9 - 15], RACE Open Services
Architecture (ROSA) [16 - 17], OMG’s Common Object Request Broker Architecture (CORBA) [18]
and other related models [21 - 24]. In particular, our model is structured within the architectural frame-
work of RM-ODP and its predecessor, the ANSA. Here we present a brief review of RM-ODP and
explain how our work relates to a subset of its component models.

RM-ODP is a generic architecture for the design of object-based distributed systems. It can be con-
sidered as a meta-standard to coordinate and guide the development of domain-specific ODP standards,
such as the Telecommunications Information Networking Architecture (TINA) [25 - 32] in the telecom
domain and the Open Distributed Management Architecture (ODMA) [33] in the management domain.

1.3.1 RM-ODP Viewpoint Model

RM-ODP prescribes a set of abstractions or projections on adistributed system called viewpoint models, in
order to deal with the full complexity of distributed systems. Each viewpoint model reveals different
aspects of the same system. A viewpoint is a representation of the system with emphasis on a specific set of
concerns, and the resulting representation is an abstraction of the system, i.e., a description of the system
which highlights certain aspects of the system relevant to the viewpoint and abstracts others. Different
viewpoints on the systems address different aspects or concerns of the system. The ODP prescribes the five
viewpoint models. They are the Enterprise Model, the Information Model, the Computational Model, the
Engineering Model, and the Technology Model.

1.3.1.1 Enterprise Model

The enterprise model is directed to the needs of the users of an information system. It describes the (dis-
tributed) system in terms of answering what it is required to do for the enterprise. It is the most abstract of
the ODP framework of viewpoints stating high level enterprise requirements and policies.

1.3.1.2 Iinformation Model

The information model focuses on the information content of the enterprise. The information modeling
activity involves identifying information elements of the system, manipulations that may be performed on
information elements, and the information flows in the system.

1.3.1.3 Computational Model

The computational model is a framework for describing the structure of a distributed application in terms
of application components (called computational objects) and the interactions that occur between them,
independent of any underlying “distributed platform”. The computational model is a (distributed) object
world populated with concurrent computational objects interacting with each other, in a distribution trans-
parent manner, by invoking messages at their interfaces (called computational interfaces). An object can
have multiple interfaces and these interfaces define the interactions that are possible with the object. The
computational model hides from the application designer/programmer the details of the underlying distrib-
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uted platform that supports the application. The computational model is analogous to the (distributed) pro-
gramming model. Hence we use the terms computational model and the programming model
interchangeably throughout the thesis. Similarly, the terms “application component” and “computational
object” is used interchangeably.

1.3.1.4 Engineering Model

The engineering model addresses the issues of the “distributed platform” required for the support of dis-
tributed applications. The distributed platform includes the end-systems (such as processors, storage, oper-
ating systems) that support the application components and the intervening communication support
mechanisms (such as networks, communication protocols, distribution transparency support mechanisms)
required to support interactions between distributed application components. The engineering model
defines a set of useful distribution transparency support mechanisms such as access transparency support
mechanisms, location transparency support mechanisms, migration transparency support mechanisms,
group transparency support mechanisms, etc. It can be viewed as an architectural framework of an object-
based distributed platform. The set of “distribution support” services and mechanisms such as messaging
service, binding service, trading service, location management service, transaction support service, secu-
rity related services, etc. are modeled as engineering objects. A collection of interacting engineering
objects together provide the necessary engineering support for the realisation of interactions between dis-
tributed application components (computational objects). Hence the engineering model animates the com-
putational model. The engineering model is analogous to the distributed platform. Hence we used the term
engineering model and the distributed platform interchangeably.

1.3.1.5 Technology Model

The technology model identifies the technical artifacts (i.e., the actual hardware and software) which
implement the engineering objects, computational objects, information objects, and the enterprise objects.
It focuses on the choice of technology required for the implementation of the systems, such as Unix operat-
ing system, ATMswitch, Java applets, CORBA distributed platform, etc.

1.3.2 Relationship to RM-ODP Viewpoint Models
Our work on the group-based distributed computing relates to the ODP computational and engineering

models. This is explained in detail in section 1.7 and section 1.8.

14 Review of Existing Object Group Models

The basis of group-based distributed computing model is the object group model and the client-server
model. In this section we present a brief review of the existing object group model as a predecessor to the
higher level group concepts which are introduced later in the thesis. The next section presents a review of
the client server interaction model.

1.4.1 Object Group Terminology
The concept of “object groups” proposed earlier by many researchers [34 - 42] is a nice architectural

solution for the design of group-based distributed computing applications. It greatly simplifies the
structuring and the interaction issues associated with a group of distributed objects. The following is the
basic terminology used in the context of object groups.
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1.4.1.1 Object Group

An object group is a collection of co-located or distributed objects which can be treated as a single logical
entity. It forms a natural unit for performing computational tasks. The basic group abstraction is to treat the
collection of objects in an object group as if it were a singleton object.

However an object may offer multiple interfaces. An object offers its service at an interface and receives its
service through an interface. Hence it is the interfaces which are the members of a group. Hence we have
the following definition.

1.4.1.2 Interface Group

An interface group is a collection of co-located or distributed object interfaces which can be treated as a
single logical entity for the purpose of invocation. It forms a natural unit of addressing and invocation. An
object may be a member of multiple interface groups.

1.4.1.3 Group Member
An (object | interface) group is composed of one or more (objects | interfaces) called the group members. If
each member of an object group offers a single interface, then the object group and interface groups are

synonymous.

14.1.4 Member Name
Each member of the group has a unique name or identifier. Individual members of the group are addressed

by their names.

1.4.1.5 Member Role
The group members may play different roles in the group depending upon the services they offer. These
roles are application-specific, such as a ‘manager role’, an ‘administrator role’, a ‘subscriber role’, etc.

1.4.1.6 Group identifier
The members of a group are collectively identified by a name, called the group name or the group identi-
fier. Any invocation on the group name results in an invocation on individual members of the group.

1.4.1.7 Group Administrator

In many groups, there is usually a special group member in the role of a group administrator which is
responsible for allowing the objects or their interfaces to join or leave the group based upon certain group
membership polices.

1.4.2 Object Group Classification Schemes
The literature on group communications [34 - 55] has proposed different kinds of classification

schemes for object groups. The schemes are based upon different aspects of the object group which are
of interest from different perspectives.

1.4.2.1 Client and Server Groups

A primary classification used in the context of object groups is with respect to their client and server roles.
Obiject groups can be classified as client groups or server groups depending upon whether all the members
of the group are clients or servers. The members of the client group offer client interfaces (i.e., invoke ser-
vice requests and expect replies) and the members of the server group offer server interfaces (i.e., accept
service requests and give replies). A precise and complete definition of the groups with respect to this
aspect is presented in section 2.2.
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14.22 Open and Closed Groups

The object groups can also be classified as either open groups or closed groups. In open groups, a non-
member of the group can make an invocation on the group whereas in closed groups, communication with
the group requires the membership of the group. Our client and server groups are open because clients
which are not the members of the server group can communicate with the server group and vice versa.

1.4.23 Active and Passive Groups

Similarly, the groups are also classified as active groups or passive groups. All members of an active group
receive and process the invocation whereas in passive groups only one designated member receives and
processes the invocations while all other members act as standby who checkpoint their state periodically.
Our server groups are active groups. Similarly the clients groups are active groups because all members of
the group can send the invocation together.

1.4.24 Transparent and Non-Transparent Groups

Groups may be transparent or non-transparent depending upon whether the interaction with the group is
indistinguishable from the interaction with a singleton object providing the same service. Our client and
server group could either be transparent or non-transparent or semi-transparent depending upon the appli-
cation requirements.

1.4.25 Replica and Heterogeneous Groups

The groups are categorised as replica or heterogeneous groups. All members of the replica group provide
the same service and their state is identical all the time. The members of the heterogeneous group are func-
tionally different and hence offer different types of service. Our client and server groups could either be
replica groups or heterogeneous groups.

14.2.6 Static and Dynamic Groups

Groups may be dynamic or static depending upon whether the membership of the group can change during
its life time. Our client and server groups could either be static or dynamic depending upon the application
requirements.

1.4.2.7 Anonymous and Explicit Groups
Yet another classification is based upon whether the group membership is regulated or not. In anonymous
groups, any object can join or leave the group at will and can receive data sent to the group. In explicit
groups, there is usually a special group member in the role of a group administrator which is responsible
for allowing the objects to join or leave the group based upen certain group membership policies. Our cli-
ent and server groups are explicit groups.

14.2.8 Source and Sink Groups

We identify another classification based upon the direction of message invocation. A group becomes a
source group when messages are invoked from it and it becomes a sink group when messages are
invoked on it. A client group is a source group of operation and notification messages and a sink group
for termination messages (see section 1.5). Similarly, the server group is a sink group for operation and
notification messages and a source group of termination messages.

1.4.3 General Applications
The object groups are the basis of multi-endpoint communication, namely the ability to invoke operations

on a collection of objects without the need to know the exact membership of the collection or the location
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of the members. This capability provides the basis for distributing the implementation of a service over a
set of objects. Generally objects are grouped for:
1. abstracting the common characteristics of the group members and the service they provide,
2. encapsulating the internal state and hiding interactions among group members, so as to provide a uni-
form interface and a single addressing mechanisms to the external world,

3. using groups as building blocks to construct larger system objects.

Traditionally, object groups have been used for load sharing, fault-tolerance, performance improve-
ment, and as a single logical addressing mechanism. In this thesis we exploit the concept of object groups
together with the client-server model in a variety of non-traditional application domains.

15 Review of ODP Client-Server Interaction Model

The client-server model is the most basic, widely understood, and much used interaction model which
needs no further introduction. However our aim is to introduce the two client-server style interaction prim-
itives that have been described in the ODP computational model and the associated concept of message
signature, which are probably not widely known. These primitives and concepts are used later in the thesis
for the definition of higher-level group communication primitives.

1.5.1 ODP Computational Model Communication Primitives

The ODP computational model defines two styles of interactions between computational objects in the cli-
ent and server roles. These are the interrogation and announcement. Interrogation is a request-response
style communication between a client and a server object, and is similar to the familiar remote procedure
call [56 - 63]. Announcement is a request-only communication style between a client and a server
object.

1.5.1.1 Interrogation
An interrogation is defined in the ODP computational model as an interaction between a pair of client and

server object consisting of
« the invocation of an operation message by the client object, resulting in the conveyance of infor-
mation from that client object to a server object, requesting a function be performed by the server
object, followed by

« the invocation of a termination message by the server object, resulting in the conveyance of infor-
mation from the server object to the client object in response to the operation message.

1.5.1.2 Announcement _
An announcement is defined in the ODP computational model as one way interaction between a pair of cli-

ent and server object consisting of
« the invocation of a notification message by the client object, resulting in the conveyance of infor-
mation from that client object to a server object, requesting a function be performed by that server
object.

1.5.2 Operation, Notification, and Termination Message Signatures

In the ODP computational model, the client and server objects communicate by exchanging operation mes-
sage, termination message, and notification message. In the remote procedure call model, an operation
message corresponds to a ‘service request’ and a termination message corresponds to a ‘reply’. Hence the
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corresponding terms are used interchangeably throughout the thesis. Moreover, in the rest of the thesis, an
operation message is also identified as “OPR-message”, a termination message as “REP-message”, and
notification message as “NTF-message”.

The computational model uniquely defines a message by its signature. A message signature consists
of the name of the message followed by parameter specification. The parameter specification consist of the
number, names and types of the parameters present in the message. Hence we have an operation message
signature, a termination message signature, and a notification message signature in the client-server
model. A message signature also defines the message type.

The computational model recognizes that the invocation of an operation message on a server object
may result in distinct outcomes (replies), each of which can convey different types of results. Each out-
come (reply) is identified by a unique name and carries its own set of parameters, hence each outcome has
its own termination signature. A client object receives an instance of one of these termination signatures
from the server objectin response to the invocation of an operation message. Hence an interrogation signa-
ture consists of an operation message signature and a finite, non-empty set of termination message signa-
tures, one for each possible outcome (reply) from the server object (see figure 3.1). An announcement
signature consists of a notification message signature.

1.6 Scope of Group-Based Distributed Computing: Application Domains

The previous research on group communication has focussed its efforts on traditional group-based applica-
tions such as those used for replication, fault-tolerance, availability or load sharing. However an object
group model is a powerful application structuring mechanism and client-server model is a simple, yet pow-
erful interaction model. The scope and applicability of group-based distributed computing paradigm can
be enhanced by applying the object group abstraction and the client-server model to the conventional dis-
tributed applications.

Many conventional distributed applications have multiple client and server components. Moreover
these applications have a certain degree of parallelism and independence between these components. The
client components of the conventional distributed applications have to deal with multiple server compo-
nents on a separate and individual basis, thus sacrificing the independence and parallelism inherent in the
application.

As shown in figure 1.2, we use object group abstraction as a mechanism for structuring distrib-
uted applications, and client-server model as a basis of interaction model. When used in this way, con-
ventional distributed applications, in many domains (see examples in chapter 7) can be transformed
into “group-structured and client-server based distributed applications”. Hence, we now have a broad
range of distributed applications which fall in the category of group-structured and client-server based
distributed applications, and hence under the scope of our work. For simplicity, we call these applica-
tions the “group-based distributed applications” or in short “group-based applications”. The essential
characteristics of these applications is that they are organised as a client group interacting with a server
group. Such groups could either be replica groups or homogeneous groups or heterogeneous groups
(see section 2.2.3).

Group-Based Distributed Computing 8



Introduction to the Problemm Domain

' interaction
Object-Groups as an application [using. based upon | Client-server model as an
structuring mechanism aglgglt Qroup' ﬁl-c')%r;tl_ €IVEr | interaction model
P ] ive
] ' 0|
Clie O ‘

Fig. 1.2 Modelingof Conventional Distributed Applications as Group-Based Distributed Applications using
Object Group Model and Client-Server Model

As shown in chapter 7, there are numerous real-world applications in many domains that can be
modeled as group-based distributed applications (see figure 1.3). These include applications in a wide
spectrum of domains spanning telecommunications, network management, parallel computing, collabo-
rative work groups, office automation, factory floor automation, process control, aviation, manufactur-
ing, and in commercial domains such as stock exchange, banking, insurance, brokerage, etc.

'Fig. 1.3 Group-Based Distributed Computing: Application Domains

1.7 Group-Based Distributed Computing: Dual Leveis of Support

The focus of the thesis is on the distributed environment required for the support of group-based distributed
applications, as identified by the lightly shaded areas in figure 1.4. In general, the distributed environ-
ment required for the support of distributed applications is composed of distributed programming and
the distributed platform model. These correspond to the ODP computational and engineering models
respectively. The distributed platform is composed of low-level communication support services and
the middleware support services. The communication support services include communication proto-
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cols which ensure the end-to-end reliable and ordered message delivery between distributed application
components. The middleware support services provide high-level and commonly required application-
specific services. The type of the middleware services varies with the nature of applications that it is
required to support. The distributed programming model, amongst many other things, supports an inter-
object communication facility to facilitate communication between distributed application components.

In the case of client-server based distributed applications, the middleware layer provides general use-
ful services to support distribution-transparent interactions between client and server components. Exam-
ple of such services are object-discovery services (trading), object-binding services, object-location
services(location-transparencysupportmechanisms),mobilitymanagementservices(migration-transpar-
ency support mechanisms), transaction supportservices, security services, programming-Janguage hetero-
geneity support services (access transparency support mechanisms), etc. These services are an asset to the
application developer. The question then is what are the corresponding middleware-level services required
for the support of group-based distributed applications and how to configure these services in the group
support platform. The thesis is devoted to these aspects.

Similarly, the existing distributed programming models for client-server applications provide a inter-
object communication primitive, the remote procedure call or interrogation, to support application-level
communication between remote client and server components. In this thesis we focus on corresponding
communication primitives required to support one-to-many and many-to-one communication styles found
in group-based applications and the semantics of such primitives.

. | Programming-Level | . ?
Distributed ' ™. Group Commupication Primitive | ' i
Progamming i . /'% < : ' E;(\)Iglrammlng
Model ' ./ ‘ Support
k=1 . .
Q_“j Middleware-level Middieware
- Group Support Platform| Level
23 Support
a=
k7
a
SR _— Group
Reliable \ Membership # Communication
B nd ordered multicas mana emer?t ® Soooa
‘ _ protgcols - - _ ugpo
B Heavily Researched Area [ |Littie or no existing work

Fig. 1.4 Area of Research: Lightly Shaded Areas
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1.8 Scope and Aim of Thesis

The thesis is targeted at the programming-level (ODP computational model) and distributed plactform level
(ODPengineering model) support for group-structured and client-server based distributed applacations (or
group-based distributed applications, in short), which are discussed in section 1.6.

One of the major source of problems in group-based distributed applications is related to the new
styles of interactions found in these applications. The most common form of interaction in the:se applica-
tions involves a client object invoking a server group and the client group invoking a server Object. The
former represents one-fo-many invocation model and the latter represents many-to-one invocation model.
This requires the support of flexible message distribution and collation schemes, based upon apeplication’s
requirements. More sophisticated interaction styles involve message invocation synchronisation and mes-
sage filtering schemes. The combination of these schemes results in complex coordination patterns
between client group and server group. The question then arises how to support these interactioms between
client group and server group at the programming-level and at the platform-level. This is the sulbject of the
thesis. The thesis investigates the issues arising at both these levels.

1.8.1 Programming-Level Support for Group-Based Distributed Computing

The first part of the thesis (chapter 2 to chapter 4) describes the programming-level (compputational)

support required for group-based distributed applications. This is the upper lightly shaded area in

figure 1.4. At the programming-level, we describe a communication primitive analogous to the interro-

gation (or remote procedure call) of the basic client-server model, that explicitly addresses ome-to-many

and many-to-one interactions between client and server groups. We also discuss some of the sophisti-

cated requirements of group communication support at the programming-level in order to imcorporate

appropriate semantics in the group communication primitive. Some of the issues that are focuissed are:

1. how multiple services are requested and how they are organised,

2. how much knowledge do clients need to have about the server group in order to invoke service requests
on them and be able to handle multiple replies,

3. how multiple replies from the service group are combined into a group reply and the order in wvhich they
are delivered to the client in case of separate reply delivery requirement,

4. how to give the client the control to receive multiple replies at the pace it wants,

5. how to give the client the control to terminate the replies when it has received sufficient number of them
or when it has received whatever it was interested in receiving,

6. how should the client be informed of the end of replies in case of transparent server groupss,

7. how multiple service requests from the client group are coordinated into a group service reque=st and how
the multiple clients are organised,

8. how much knowledge do servers need to have about the client group in order to receive amd process
group service requests from them,

9. how should the server respond to group service requests from the client group and the numbe: of replies
generated by it,

10. how a single reply or multiple replies generated in response to a group service request is spit and dis-
tributed to appropriate clients,

11. how invocations from multiple clients in the client group are coordinated to bring about dessired state
change in the server applications.

12. how service requests are selectively filtered in the service group in order to satisfy specific: client and
server requirements for message delivery.
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Possible answers to these questions have a strong impact on the degree of group transparency that is
available to client and server applications. The solutions to these issues must take into account individual
application requirements for message distribution, collation, synchronisation, filtering, etc. As shown in
the thesis, these requirements tend to be varied and complex. A precise and unambiguous specification of
these requirements can be given by a suitable policy specification language. This thesis develops such a
language in order to express application requirements for group communication to the underlying group
support engineering mechanisms.

1.8.2 Distributed Platform Support for Group-Based Distributed Computing
The second part of the thesis (chapter 4 through chapter 9) addresses the issues of distributed platform
(engineering) support required by group-based applications. This is the lower lightly shaded area in
figure 1.4. Most of the existing distributed platforms, such as Corba and DCE do not provide adequate
support for this new class of applications. This has forced application developers and programmers to
deal with low-level issues related to group communication that could be better provided as uniform and
standard mechanisms by the underlying distributed platform. The aim of the thesis is to address issues
of group communication, such as message distribution, collation, synchronisation, etc., that arise at the
application-level, but are common to a wide range of applications and to put these issues in the distrib-
uted platform. The provision of such a support at the platform level will not only enrich the existing dis-
tributed platforms such as CORBA, DCE, etc., but will also substantially simplify the design and
construction of group-based applications. The application designer can now focus on the application
aspects leaving the group communication and coordination aspects to the underlying distributed plat-
form. The group coordination aspects can be separately specified thus separating the application logic
from group coordination logic. This also enables the group coordination requirements to be changed
without recompiling the application. With this objective, the focus of the thesis is on the following
aspects of the distributed platform. We call such a platform the Group Support Platform (GSP).

1. what group support services are most commonly required by the applications which could be provided
as separate services in the distributed platform, and what functionalities are required in the correspond-
ing group support engineering objects,

2. what is the relationship between these group support services and what are the possible interactions
between the corresponding group support engineering objects,

3. how should these objects be organised or configured in the distributed platform,

4. how do the group support objects in the remote machines communicate with each other and what is the
protocol between them,

S. what group coordination patterns exist in group-based applications and how can they supported by the
combination of group support engineering objects in the distributed platform,

6. what requirements do applications place on individual group support objects, and how to specify these
requirements,

7. what information do group support objects need to know from the applications in order to perform their
tasks, and how to specify this information,

8. what is the notation for the precise representation of group communication requirements and what it is
the syntax and semantics of the corresponding group policy specification language,

9. what interface does the group support platform offer to the applications, and what interactions take place
at this interface,

10. how can group transparency be realised through an autonomous, albeit requirements-driven middle-
ware layer between application components and the low-level group communication protocols.
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Our solution to these questions defines an agent-based, configurable, extensible, and policy-driven
distributed platform for the support of group-based applications. In this model, the group support objects
manage the group communication and coordination patterns on behalf cof the user applications, which
influence the behavior of the objects by means of policy specifications. We present a software architecture
or a framework for the organisation of group support services in the distributed platform. This framework
serves as a basic unit of the group support platform within which new group support services may be iden-
tified and their interaction with the existing ones defined. This framework gives architectural elegance and
simplicity in the design of the group support platform. The group support platform supports diverse appli-
cation requirements and offers selective group transparency by allowing applications to specify group com-
munication requirements through group support policies.

1.9 Related Work and Differences

As mentioned in section 1.1, the area of group communication has been a subject of extensive research
in the past, whereas group-based distributed computing has received much less attention. Our research
is on higher-level support of group-based distributed computing which use group communication at the
lowest level. This is the major difference.

Some attempts have been made in the past at the programming-level and the platform-level support
for group-based applications, as cited below. However such attempts were focussed on a limited set of
applications. In particular, as discussed below, such attempts have either been incomplete or partial with
respect to considering the overall requirements of group-based applications at the programming and the
distributed platform level. In fact, the very concept of group-structured and client-server based distributed
computing that we present in this thesis and which is basis of our work is lacking in the previous work. We
identify the requirements of group-based applications within a broader framework which recognizes the
group-structured nature of these applications as well client-server nature of interactions in them. We dis-
cuss some notable efforts that have been made earlier and their shortcomings and explain the differences of
our work from the previous ones.

1.9.1 Programming Level

At the programming-level, previous work such as [64 - 79] has identified the need for one-to-many
communication between client object and server group. Since much of the early work aimed at provid-
ing server groups for fault-tolerance and for replication management, server groups were assumed as
replicated groups in most of the cases and hence the proposed solutions are based upon simplified
assumptions about the nature of the server groups and kind of replies expected from them in response to
a service request. Most of the authors have chosen to pick the first or the first ‘n’ matching replies and
discard the rest. Our work takes into consideration not only replica server groups, but also the homoge-
neous and heterogeneous server groups [80]. This allows us to take into account general requirements
of a one-to-many group communication primitive.

An important consideration in case of homogeneous server groups is how to handle (or collate) mul-
tiple instances of replies corresponding to the same termination signature. These replies may not necessar-
ily be identical (in their parameter values) - an assumption made in the previous work. The previous work
has dealt with multiple replies using content-based collation schemes such as giving the average or the
maximum or the minimum of the replies. This scheme is not general enough. We propose a signature
based collation 