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Abstract

Routing in wireless sensor, mobile ad-hoc, and vehicular networks is a crucial operation
having significantly attracted scientists’ attention during the past years. Opportunistic
routing, however, is a novel and promising approach, which is still an ongoing research
paradigm. The purpose of opportunistic routing protocols is to increase the reliability of
delivering data packets to their destination by utilizing the broadcast nature of wireless
networks and selecting a set of nodes, instead of only one, as potential next-hop can-
didates. Apart from the reliability, security and trustworthiness of communications is
also a challenging task. More specifically, almost all traditional and opportunistic rout-
ing protocols require cooperation of all network nodes to complete the routing process.
However, some nodes in the network may be compromised and avoid collaboration with
others due to various selfish or malicious motivations.

The focus of this thesis is on modeling security challenges and developing trust-based
opportunistic routing protocols. This way, communication between nodes will not only
benefit from the reliability of opportunistic routing methods, but also from the security
of trust and reputation management schemes. For this purpose, a novel trust-based
opportunistic routing protocol is proposed that introduces three different candidate se-
lection metrics known as RTOR, TORDP, and GEOTOR. Such metrics have been de-
signed to address specific characteristics of opportunistic routing protocols. In continue,
a watchdog mechanism is proposed to assist nodes in monitoring their candidates, recal-
culating their trust value, and finally replacing malicious candidates with benign ones.
Afterwards, an analytical approach is introduced using Discrete-Time Markov Chain to
demonstrate the effect of malicious nodes on different parameters of a wireless network
that uses opportunistic routing. In this model, a new method of calculating packet drop
ratio is introduced to represent the effect of attackers. The model is then applied on
different well-known opportunistic routing protocols and results of the model are verified
by simulation. Finally, the proposed analytical model is extended to include a defensive
mechanism against adversary nodes. In fact, a packet salvaging mechanism is developed
through which backup candidates attempt to save some of the maliciously dropped data
packets. Different related network parameters such as delivery ratio, salvage ratio, direct-
delivery ratio, etc. are then introduced, calculated, and reported using the introduced

model.
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Glossary of Terms

CC: Candidate Coordination

CS: Candidate Selection

Dest: Destination

DP: Distance Progress

DTMC: Discrete-Time Markov Chain

EAX: Expected Any-path Transmission

EDP: Expected Distance Progress

ETX: Expected Number of Transmissions

GEOTOR: Geographical Trust-based Opportunistic Routing
ID: Identifier

MANET: Mobile Ad-hoc Network

OR: Opportunistic Routing

ReTx: Retransmission

RTOR: Reliable Trust-based Opportunistic Routing

Src: Source

TORDP: Trust-based Opportunistic Routing Metric with Minimum Distance Progress
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Chapter 1

Introduction

1.1 Opportunistic Routing

Research and technology in different aspects of wireless networks have been significantly
progressing in the past few years. Hop by hop routing as well as security challenges,
amongst others, have considerably drawn the attention of researchers. To be more spe-
cific, reliable routing is a challenging process and ensuring the reliability of end-to-end
packet delivery is of high importance. Opportunistic Routing (OR) protocols are designed
to address such a reliability requirement. As discussed in [25] and [90], the main purpose
of OR protocols is to more effectively use the broadcast nature of packet transmissions in
wireless networks. In fact, upon transmission of a packet in wireless networks through a
specific node, all neighboring nodes that are geographically located in the transmission ra-
dius of the sending node may receive a copy of this packet. In contrast to traditional rout-
ing schemes such as DSR, AODV, OLSR, DSDV, etc., [50} 133, 66, 26, 18, 94], 20} 21, 19]
which suggest selecting only one node in each hop of the routing process to operate
as the actual next-hop forwarder and to assist in transmitting the packet towards its
destination, OR methods select a subset of neighbors known as the candidate set as
potential next hop forwarders. The candidate set of each node is selected using a can-
didate selection algorithm, and different aspects are considered for candidate selection
to increase the likelihood of delivering packets to their final destination. Amongst the
nodes in the candidate set, however, one node will act as the actual next hop forwarder.
This node transmits the packet one hop further on its way towards the destination. The

actual next hop node is determined by performing a candidate coordination mechanism
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between nodes in the candidate set. Upon transmission of the packet, such a candidate
should wait to receive an acknowledgment from one of its own candidates to ensure that
the packet has been successfully forwarded; otherwise, it tends to retransmit the packet
for the maximum number of a predetermined repetitions. This occurs for the purpose
of increasing the probability of delivering each packet to its destination. As mentioned
in [90], most of the research in the area of OR is focused on different candidate selection

and coordination methods.

1.2 Secure Routing in Wireless Networks

Although a tremendous amount of research has been conducted in the interest of various
candidate selection and coordination methods for OR protocols [25], the research in
this area is still ongoing in terms of security and trustworthy aspects. To be more
specific, almost all of the well-known proposed OR and traditional routing protocols
operate following a strong assumption that all nodes in the network are benign and
cooperative nodes. In real world situations, however, the scenario might be absolutely
different, and nodes may not behave as expected when it comes to cooperation in network
operations [33] 38]. This adversary behavior occurs as a result of varying malicious or
selfish intentions and can have devastating effects on the performance of communications
in wireless networks. For example, in black-hole attack [IT1] which is categorized as a
Denial of Service (DOS) attack, malicious nodes seek selection by other nodes in the
network as next-hop forwarders, and attract as many data packets as possible. Instead
of forwarding, however, such nodes will tend to discard all of the received packets and
decrease network performance. [106] demonstrated how devastating black-hole nodes can
be in mobile ad-hoc networks [65]. Therefore, a great deal of research has been performed
in the literature to assist in forwarding and routing packets more sophisticatedly in a
hostile environment. The main purpose of such algorithms is to improve the security
of communications [35, 29]. Trust and reputation management protocols are a subset
of security mechanisms having been developed for secure packet forwarding [46]. The
general idea behind trust management systems in wireless networks is to enable benign
nodes to detect uncooperative individuals and to prevent from communicating with such

malicious nodes once they are recognized [48], [16], 104) 34, [47].
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1.3 Thesis Problem Statement

Although trust and security of traditional routing protocols have been considerably stud-
ied in recent years, to the best or our knowledge, the effects of malicious nodes in OR
protocols and defensive mechanisms against such nodes have not been significantly stud-
ied and investigated. This fact motivated us to direct our research towards proposing
protocols that investigate, evaluate, and defend against malicious nodes in wireless net-
works, when OR protocols are applied to route data packets. Our research in this area

falls into three different categories as follows.

e Proposing a trust model to defend against malicious nodes: In this phase,
we are going to propose a novel trust model which can be applied in OR protocols.
Having done so, the proposed protocol will not only benefit from the higher relia-
bility of OR protocols, but also from the security of trust models. More specifically
we will design and propose a trust-based OR protocol, which enables benign nodes
to recognize malicious nodes, and to isolate them in the network accordingly. Some

contributions of the proposed trust model are as follows.

— Three novel metrics for candidate selection are proposed considering various
parameters such as the link delivery probability between nodes, their trust
value, and geographical location. Each metric attempts to select next hop

candidates in a different way, according to different application requirements.

— A trust-based OR protocol is proposed that selects candidate set using any
of the proposed metrics. By applying this model, nodes will be able to create
their routing tables and to forward incoming data packets to the set of can-
didates they have selected for each destination. The set of candidates in each
node for a particular destination may change in the course of time, according

to the behavior of such candidates.

— A watchdog mechanism is proposed and customized for OR protocols. The
introduced watchdog mechanism assists in monitoring the behavior of candi-
date nodes more realistically. Moreover, it feeds the trust model by providing
information about the behavior of each candidate. This way, each node will
be able to decide whether to reward a candidate node for its cooperation, or
punish it for its adversary behavior. Punishment of malicious nodes will down-

grade the metric value that benevolent nodes compute for such nodes. This
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means malicious nodes will lose their chance of being selected as candidate

nodes in the next round of candidate selection.

— Finally, an extensive set of simulations is designed, implemented, and executed

to evaluate the performance of the proposed trust model.

e Introducing an analytical model to demonstrate the effects of malicious
nodes: In this step, a novel analytical model is introduced to represent the be-
havior of malicious nodes in OR-based wireless networks, where candidates follow
perfect coordination. As explained in [25] and in Chapter [2| Section , per-
fect coordination implies a situation in which data packet forwarding through the
highest-priority candidate that has received the packet results in notification of
this transmission to all other candidates, including the previous-hop; this prevents
them from forwarding the same packet again. More specifically, a new model to
represent an OR-based wireless network is introduced using Discrete-Time Markov
Chains (DTMC), where malicious nodes exist in the system and prevent data packet
forwarding. This model is considered a comprehensive method for investigating the
behavior of adversary nodes, when such nodes probabilistically prevent from collab-
oration with benign nodes. In this model, a novel method and model for calculating
the packet drop ratio is proposed. This makes it possible to more accurately mea-
sure the effects of malicious nodes on data packet drop rates. Furthermore, the
model is applied to different well-known OR protocols. Thus, it becomes possible
to study the behavior of different protocols using the proposed analytical model
in presence of malicious nodes. Finally, a comprehensive set of evaluations is per-
formed and studied creating the possibility of investigating the proposed model
more extensively under different network conditions. Some of the most important

contributions of this proposed model can be listed as follows.

— First, a novel model to represent the OR-based wireless mesh network is intro-
duced using Discrete-Time Markov Chain (DTMC) for use where malicious
and uncooperative nodes exist in the system and prevent data packet forward-
ing. A set of scenarios and applications is also provided to indicate how the

proposed model can be applied.

— Second, using the proposed model, a new approach for the calculation of packet

drop ratio parameter is introduced. Drop ratio assists in measuring the effects
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of uncooperative nodes in an OR-based wireless mesh network.

— Third, a novel version of the black-hole attack is introduced, in which the
malicious node receives a data packet from a previous hop, drops the packet,
and pretends that it has already forwarded the packet so that other candidates

do not repeat the transmission.

— Fourth, the effects of the proposed model are evaluated by performing a com-
prehensive set of performance evaluation tests that consider different network
parameters, using both analytical and simulation results. The evaluation is

applied and studied on four well-known OR protocols.

e Proposing a packet salvaging analytical model: In this phase, we propose an
extended version of the proposed analytical model to salvage a proportion of the
packets that are dropped by malicious nodes. The introduced model enables nodes
in the candidate set to collaborate with each other with greater sophistication, and
to save some of the packets that are maliciously dropped or manipulated by at-
tackers. Furthermore, in addition to the proposal of a novel approach to calculate
different network parameters including delivery ratio, drop ratio, expected number
of transmissions (ETX), and hop count specifically for the proposed model, two
new parameters are introduced, known as direct-delivery ratio and salvage ratio.
A comprehensive set of performance evaluation experiments is also conducted, re-
ported, and analyzed. Some of the most important contributions of this model are

as follows.

— A novel DTMC-based packet salvaging model is proposed, designed, and im-
plemented, enabling candidate nodes to save some of the packets dropped by

malicious nodes.

— Using the proposed model, a new approach is introduced that calculates differ-
ent network parameters such as the probability of packet delivery, drop ratio,

expected number of transmissions (ETX), and hop count.

— Two novel parameters are introduced and calculated from the proposed ana-

lytical model, known as packet salvage ratio and direct delivery ratio.

— The proposed model is applied to a well-known OR protocol, using the pro-

posed analytical approach, as well as the use of network simulation. Finally,
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a comprehensive set of evaluations is conducted considering different param-

eters, and evaluation results are reported.

1.4 Challenges in Secure and Reliable Opportunistic
Routing

As mentioned in Section[I.1] and OR protocols investigate reliable routing of packets
between the source and the destination based upon different aspects such as quality of
links between nodes, geographical location of them, and so forth. On the other hand,
ensuring security and integrity of delivering packets is significant. Trust and reputation
management protocols are designed to address such a security requirement. In order to
investigate and benefit from both the reliability of OR methods as well as the security
of trust management schemes, a set of protocols is proposed in three different phases
as described in Section [1.3] In each phase, however, we are going to tackle various
challenges and obstacles. Some of the most important challenges with regards to the

proposed protocols are described following in this section.

e Modeling OR protocols containing malicious nodes: This step focuses on
developing an analytical model to represent the behavior of OR protocols in pres-
ence of malicious nodes. We propose to use Discrete-Time Markov Chain (DTMC)
as a modeling tool. For this purpose, it is a challenging task to demonstrate the
state machine of the system according to the behavior of OR protocols, to represent
malicious nodes in the system, and to extract different parameters of network such

as packet delivery ratio, drop ratio, end-to-end delay, and so forth.

e Packet salvaging in presence of malicious nodes: One of the interesting char-
acteristics of OR protocols, unlike traditional routing approaches, is that routing
operations depends upon a group of nodes known as the candidate set. In this
scenario, candidates are able to monitor each other and attempt to transmit a
packet, if malicious candidates are not collaborating properly. Developing a model
which is accurate and applicable in real-world applications is a challenging task.
More specifically, the model should be sophisticated enough to recognize malicious
nodes properly, progress packets towards their destination, and finally, prevent

from wasting network bandwidth and other resources. Furthermore, introducing
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different relevant network parameters and extracting them from the model is a

significant challenge to tackle.

e Developing and modeling a trust management scheme specifically for OR
protocols: Trust management schemes are designed to recognize and to defend
against malicious nodes in wireless networks. However, employing trust manage-
ment protocols for OR protocols is a very challenging task. More specifically, the
trust value that nodes calculate for each other can play a significant role in the
performance of OR protocols. This value can be utilized when selecting candidates
or at the time of candidate coordination. On the other hand, the proposed trust
model should be designed considering specific characteristics of OR protocols, when

evaluating the behavior of other nodes and calculating their trust value.

e Designing a proper monitoring module specifically for OR: OR protocols
are proposed to increase the reliability of communications. For this purpose, and
in order to represent how reliable different protocols are, OR protocols are usu-
ally evaluated in an unreliable environment, where wireless links between nodes
suffer from the noise in the channel. This assumption is realistic according to the
real-world applications and scenarios. Furthermore, trust management protocols
generally benefit from a monitoring module that is responsible to supervise the be-
havor of nodes in the network and to determine if they are cooperative or malicious
nodes. Designing an efficient monitoring module for OR protocols, that considers
the behavoir of nodes in a noisy wireless channel is a challenging task that should
be dealt with.

e Generalizing the proposed scheme to be applied in any wireless or mo-
bile environment: After modeling the proposed trust management approach for
wireless sensor or mesh networks, the idea is to generalize such a method to be
applied in mobile ad-hoc and vehicular networks. Designing a general model for
mobile networks is a challenging task. This is due to the fact that mobility of nodes
leads to continuous changes in the quality of links between nodes, and introduces

a higher level of complexity to the proposed models.

e Considering scalability of proposed schemes: Since proposed protocols are
going to be comprehensive methods applicable in any wireless network, the scalabil-

ity becomes an important challenge. After designing and implementing each model,
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different aspects of scalability considerations need to be studied and investigated

for introduced models.

e Considering energy efficiency of proposed protocols: In wireless networks,
specially wireless sensor networks, nodes have limited energy and processing power.
This means any algorithm proposed for such networks should take into account en-
ergy constraints. Therefore, energy consumption aspects of proposed protocols are

to be researched and investigated compared to the existing works in the literature.

1.5 Thesis Organization

The structure of this thesis is organized as follows. Related works in both areas of
OR protocols and trust management protocols are studied in Chapter 2 Chapter
contains the proposed OR-based trust model. Chapter [4]includes the proposed analytical
approach to model security challenges of OR protocols. In Chapter ] the proposed packet
salvaging protocol is thoroughly explained and elaborated. Finally, Chapter [6] concludes

the thesis and introduces some future works.



Chapter 2

Related Works

As mentioned in Chapter [I} this thesis proposes novel models and protocols for inves-
tigating different security aspects of OR-based wireless networks. Therefore, this is of
significant importance to provide an overview of OR protocols and elaborate the state
of the arts in areas of OR protocols, as well as secure routing in wireless networks. In
the following subsections, some of the most important research findings in the mentioned

areas are briefly investigated.

2.1 An Overview of Opportunistic Routing

OR protocols operate in three phases: candidate selection, coordination, and performing
retransmissions. Various OR protocols have been proposed in the literature, considering
different candidate selection or coordination mechanisms. Furthermore, such protocols
can be used in multicast or unicast applications, and take advantage of a single or
multiple channel rates. Sections[2.1.1][2.1.2] and[2.1.3| provide a brief overview of different
challenges regarding OR, while Figure visualizes different aspects of OR protocols

considered in this thesis.

2.1.1 Operational Phases of OR

This section provides an overview of different operational steps for OR protocols. Fur-
thermore, various methods of performing each step is explained and investigated in

greater details.
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Figure 2.1: An schema of different aspects of OR protocols

Selecting the Set of Candidates

Candidate selection is the most important step in OR. During this functional step, nodes
run a candidate selection algorithm and choose a set of nodes as their candidates. Can-
didate nodes are responsible for receiving packets from the sender node, and forwarding
them towards their destination. Candidate selection algorithms, however, use a metric
to select candidates and prioritize them accordingly. Candidate priority specifies which
should take action if multiple candidates receive a copy of the same packet. As shown in
Figure [2.1] two categories of metrics are known for candidate selection. The first cate-
gory selects candidates using local information, while the second one benefits from global

information. In fact, global candidate selection algorithms operate utilizing topological
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information such as the quality of links between nodes. In contrast, local algorithms
use geographical information of neighboring nodes. For instance, Expected Transmission
Count (ETX) and Expected Any-path Transmission (EAX) are topology-based metrics
that are calculated based on the quality of links, while Distance Progress (DP) and Ex-
pected Distance Progress (EDP) are local metrics that are extracted using the geograph-
ical location of neighboring nodes. EXOR [12] used ETX metric, MTS [88] proposed
candidate selection using EAX, POR [127] utilized DP, and DPOR [60] used EDP for

candidate selection.

Performing a Coordination Mechanism

Candidate coordination is the second operational phase in OR protocols. Although the
main objective of OR is to increase the throughput and the reliability of routing, control
of the propagation of duplicate packets and the use of network bandwidth is important as
well. Candidate coordination mechanisms are designed to address the problem of trans-
mitting duplicate packets. In OR protocols, two categories of candidate coordination
approaches have been proposed, known as data-oriented and control-oriented coordina-
tion algorithms [25]. An efficient coordination algorithm should attempt to choose the
best candidate as the relay node, and should properly notify other candidates to prevent
transmitting the same data packet. In control-oriented methods, candidates exchange
control messages between each other when receiving or forwarding a data packet. How-
ever, data-oriented approaches perform the coordination process indirectly, with the use
of information propagated in the data packets.

In control-based coordination, candidates broadcast an acknowledgment (ACK) mes-
sage once they receive a data packet to transmit. Propagation of ACK messages occurs
based upon the priority of nodes in the candidate set. Therefore, the previous-hop node
can determine which candidate can act as the actual relay node. Alternatively, if candi-
dates are located close to each other geographically, they might receive ACK messages
from other candidates. In this case, lower-priority candidates might drop data packets to
avoid duplicate transmissions. EXOR [12] applied an ACK-based coordination mecha-
nism using a modification to the MAC layer of 802.11 protocol. In another control-based
algorithm known as RTS-CTS acknowledge-based coordination, the sender node sends
an RTS message to all nodes in the candidate set, while determining the order of can-

didates in the RTS message. Candidates that receive RT'S messages will then respond
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by sending back CTS messages to the sender node. Transmission of CTS messages is
performed using a timer-based method, in which the higher-priority candidate sends the
CTS message earlier than the lower-priority ones. Finally, the sender node starts sending
data packets once it receives the first C'TS message, and the originator of this CTS will
be responsible for acting as the relay node [25].

Data-based coordination prevents nodes from sending extra control messages when
selecting the relay node. Instead, via the propagation of data packets, candidates can
decide whether they should transmit or discard them. Timer-based coordination and
network coding methods are two well-known categories of data-based coordination. Ac-
cording to [25], in timer-based coordination, the source node generates the data packet
and sends it to the list of prioritized candidates. Furthermore, a deadline is assigned to
each candidate, after which they are allowed to forward the packet. Candidate nodes
keep listening to the wireless channel and transmit the packet after the deadline has
passed, only if they do not hear the transmission of the same packet by higher-level can-
didates. In the network coding approach, the source node aggregates some data packets
into a single batch, splits this batch into several coded packets, and transmits a lin-
ear combination of them to the network. Candidates tend to forward packets only if
they are linearly combined. Finally, the destination node will be required to decode the
original set of packets, once it receives enough number of independent data packets. As
one might note, both timer-based and network coding coordination methods might suffer
from the propagation of duplicate packets. Furthermore, network coding approaches also

introduce the cost of encoding and decoding data packets.

Transmission or Retransmissions

OR protocols are designed and proposed to be applied even in noisy and unreliable
networks. In such networks, according to the quality of links between nodes, data packets
might be lost due to channel obstructions. As explained in Section 1, this issue can be
addressed as follows. If a sender node does not receive a notification from one of the
candidates, it tends to retransmit the same packet for a maximum number of known
trials. Such retransmissions are performed to increase the reliability of OR protocols,
and to boost their throughput. If the source node does not receive a notification from
any candidate after maximum retransmissions, it will permanently discard the packet

from the network. However, some methods of packet transmission work with individual
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packets, whereas others combine a group of packets and send them as a batch. Authors
of [89] introduced CodeOR, which is an OR protocol combined with segmented network

coding.

2.1.2 Unicast versus Multicast OR Protocols

Most of the OR protocols proposed in the literature consider unicast transmission, in
which the data packet is supposed to reach only one destination. However, a few OR
protocols, such as ROMP [120] and MSTOR [83], investigated the use of OR in mul-
ticast applications. Logically, the existence of more than one destination for the same
data packet results in more complex candidate selection as well as coordination mecha-
nisms. Most multicast OR protocols propose the creation of a multicast tree between the
source node, and all of the desired destinations. Subsequently, they use OR protocols to

propagate data packets over the created multicast tree.

2.1.3 Single-channel versus Multi-channel OR Protocols

Although most of the research in the area of OR focuses on developing protocols for
Wireless Mesh Networks (WMNs) using a single channel, some work has involved ap-
plying OR in multi-channel scenarios. The idea of multi-channel OR protocols is to
use the advantage of the wireless channel more efficiently, by utilizing the opportunity
of working on various bit rates, as explained in 802.11 protocol suit. [81] suggested a
multi-rate OR protocol in which nodes choose a transmission rate and a candidate set to
send packets to a specific destination. Authors proposed a theoretical approach to op-
timize both the candidate set and the transmission rate. Furthermore, [122] introduced
a game-theory-based approach in multi-rate and non-cooperative OR protocols, where

nodes might decide to attack the network by violating OR rules.

2.1.4 OR Protocols in the Literature

Most of the research in the area of OR focuses on various methods of performing candidate
selection or coordination. Amongst the two, however, candidate selection methods have
received more attention from researchers in the past years. Some of the most important
proposed protocols in the literature are briefly studied following in this section, and a

summary of main characteristics of such protocols are depicted in Table 2.1]
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2.1.5 OR Protocols based on Global Information

Extremely Opportunistic Routing (EXOR) [12] is one of the primarily published works
in OR protocols, which uses the Expected Transmission Count (ETX) as a metric for
candidate selection. As explained in [12], 25], ETX value between two nodes determines
how many times a packet needs to be transmitted or retransmitted by a sender node over
a link until the receiver node successfully receives the packet. More specifically, ETX
between nodes ¢ and j is calculated considering the link delivery probability between

such nodes following ET'X;; = ) equation where linky,.(i,j) determines the

link delivery probability between such nodes. First, EXOR tries to establish the shortest
path between each node and its destination, then finds the first neighbor of each node
as a potential candidate in this shortest path. Afterwards, if the ETX value from such a
candidate to the destination is smaller when compared to the current node, this candidate
will be added to the candidate set for the current node. This process is repeated until
the maximum number of candidates is selected.

Similar to EXOR, Simple Opportunistic Adaptive Routing Protocol (SOAR) [105]
uses the ETX metric for candidate selection. In SOAR, the shortest path between source
and destination nodes is first calculated using the ETX metric. The set of candidates
is then selected by adding nodes that are close to such a shortest path. Least-Cost
Opportunistic Routing (LCOR) [64] is also a well-known OR protocol that uses the
Expected Any-Path Transmission (EAX) metric for candidate selection. EAX has been
developed considering the characteristics to OR protocols. The authors of LCOR have
proven that this algorithm is capable of finding the optimum set of candidates in terms of
expected number of transmissions by performing analysis on a network topology graph.
In Opportunistic Any-Path Forwarding (OAPF) [135], nodes are first forced to select
an initial list of candidates using the ETX metric. Afterwards, the primarily selected
nodes will choose their candidates. In the end, the source node completes the process
of candidate selection using the EAX metric. Similar to LCOR, MTS, which stands
for Minimum Transmission Selection [88], proposes an optimum OR, protocol using the
EAX metric for candidate selection. MTS initiates the process of candidate selection
from the destination node’s neighbors, adds the destination node to the candidate set of
all such neighbors and assigns the cost of each link using the EAX of each candidate to
the destination. Afterwards, the algorithm iteratively finds the node with a minimum
amount of EAX to the destination, for example bestNode, and adds bestNode and all
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of its candidates to the initial candidate set of all bestNode’s neighbors. Finally, the
optimum candidate set is selected from this initial candidate set. It has been proved
in [88] that this algorithm selects an optimum combination of candidates with regards to
the expected number of transmissions (ETX). CORMAN [I16] is an OR protocol being
applicable in mobile ad hoc networks. This protocol uses a light-weight proactive routing
protocol which allows nodes other than predetermined intermediate nodes in the routing
path to retransmit the packet if it is necessary to do so. The work extends EXOR [12]

to support mobility in routing.

2.1.6 OR Protocols based on Local Information

Unlike previously described protocols, which consider only the quality of links between
nodes for candidate selection, there are a category of other protocols which focus on other
aspects such as the geographical location of nodes. In CBF [69], which has originally
been proposed as a routing algorithm for mobile ad-hoc networks [32] 28], the source node
initiates the routing process by locating its own location information, as well as that of
the destination node, inside the data packet. Afterwards, the source node broadcasts
such a packet, and neighboring nodes receiving this packet will forward it towards the
destination, following the timer-based coordination method and according to their dis-
tance to the destination as described in [25]. GOR [129], however, claims that choosing
closest nodes to the destination does not guarantee selecting a suitable set of candidates.
Instead, [129] introduces a new metric known as EOT and proposes a candidate selection
algorithm with the purpose of maximizing the bit-meter progress per second using EOT
metric. POR [127] is a simple OR protocol that selects the candidate set for each node
by considering only the geographical location of nodes. To be more specific, each node in
the network selects the neighbor, which results in gaining the highest amount of distance
progress towards the destination, and adds this neighbor to its set of candidates. This
process continues until the maximum number of candidates has been selected, or the
number of neighbors is too small to meet demands. The basic concept behind POR algo-
rithm is to decrease the number of required hops to send a packet by selecting the nearest
neighbors for each particular node to the destination. Similar to POR, DPOR [60] bene-
fits from the geographical location of nodes for its candidate selection. DPOR introduces
a metric known as Expected Distance Progress (EDP), and attempts to establish a bal-

ance between the amount of achievable distance progress through each neighbor and the
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link delivery probability between them. In fact, DPOR suggests candidate selection not
only on their ability to progress the packet towards the destination, but which also have
an acceptable link quality. On the other hand, [71] proposes an energy-efficient OR pro-
tocol customized for wireless sensor network environments [23], and [55] proposes an OR,
approach that takes into account quality of service considerations, while routing packets
towards their destination. Table 2.1 shows some of the most significant OR protocols

proposed in the literature and represents their important characteristics.

Table 2.1: Comparison of Opportunistic Routing Protocols

Topology ) L . o .
Protocol Metric Application Security Coordination Optimum
Knowledge
EXOR [12] Wireless .
. Global ETX No Timer-based No
Biwas et. al. (2004) Network
SOAR [105 Wirel
[105] Global ETX freiess No Timer-based No
Rozner et. al. (2009) Network
LCOR [64] Wireless .
. Global EAX No Timer-based Yes
Dubois et. al. (2007) Network
OAPF [135] Wireless )
Global EAX No Timer-based No
Zhong et. al. (2006) Network
MTS [88] Wireless .
. Global EAX No Timer-based Yes
Li et. al. (2009) Network
CORMAN [116] Wireless .
Global ETX No Timer-based No
Wang et. al. (2012) Network
GOR [129] Ad hoc
Local EOT No Ack-based No
Zeng et. al. (2007) Network
CBF [69] Ad hoc )
Local DP No Timer-based No
Fusler et. al. (2003) Network
POR [127] Wireless .
Local DP No Timer-based No
Yang et. al. (2009) Network
DPOR [60] .
Wireless
Darehshoorzadeh et. al. Local EDP No Perfect No
Network
(2012)

2.2 Secure Routing in Wireless Networks

Apart from reliability requirements, consideration of security measurements is also of
great significance. To be more specific, even the most reliable routing algorithms [115] 144]
will not be able to effectively operate in presence of malicious nodes and attackers in the
network. Authors of [80] and [3] provided reviews on security challenges in wireless sen-

sor networks and mobile ad-hoc networks [49]. Regarding security obstacles in a wireless
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network, plenty of research findings exist which consider cryptography solutions as a de-
fensive mechanism against malicious nodes. Although such techniques can guarantee the
safety and integrity of data transmission between nodes, they are incapable of defending
against attacks related to collaboration of nodes in the network. Particularly, a separate
category of misbehavior can be introduced when it comes to collaboration of nodes in
hop-by-hop routing. For example, some malicious nodes may inject false information in
the network, or prevent from forwarding packets as an intermediate node at the required
time. Therefore, a different suit of security solutions should be devised to empower rout-
ing protocols against collaboration-related routing attacks in wireless networks. In the
following subsections, security challenges and routing attacks for wireless networks are
first explained in Section [2.2.1] Trust and reputation management protocols, that are
known as the most significant approach to recognize and isolate malicious nodes, are
studied in Section[2.2.2] Finally, security-related protocols that are proposed specifically
for OR algorithms are explained in Sections [2.2.3], [2.2.4] and [2.2.5|

2.2.1 Security Misbehavior in Routing

Various security attacks can be designed and launched for traditional and opportunis-
tic routing protocols. For instance, impersonation, black-hole, worm-hole, gray-hole,
packet modification, routing loop, Sybil, on-off, and replay attack are some of the most
well-known routing attacks applicable in wireless networks [3, [56]. In impersonation, a
malicious node tries to attack the network, for example by injecting false information,
using unreal identities [3]. In black-hole, an attacker node attempts to absorb as much
data packets as possible towards itself by advertising false information in the network;
instead of forwarding such packets, however, it tends to drop all of them with the aim
of decreasing network performance. [I06] showed how destroying black-hole attack can
be for the performance of mobile ad-hoc networks. Fig. shows how black-hole attack
can be applied to OR protocols. In fact, when the source node S sends a packet to its
candidate set, say nodes {1, 2, 3}, assuming that node 1 is a black-hole node and receives
the transmitted packet, it eliminates such a packet from the network, and sends false no-
tifications to other candidates indicating that it has forwarded the received data packet.
Consequently, such data packets will be lost from the network since none of the other
candidates will attempt to forward them towards destination. Gray-hole attack can also

be considered as a specific case of black-hole, in which the attacker node selectively and
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Figure 2.2: Node () behaves maliciously and drops data packets instead of forwarding
them

probabilistically forwards some of the received data packets, whereas it drops the rest of
them. This behavior makes it more challenging to detect gray-hole nodes compared to
black-hole attackers [3], [7§].

Worm-hole is an example of collusion attack in which two malicious nodes collude
with each other and attack the network collaboratively. In worm-hole, when one of the
malicious nodes receives a data packet, it uses a private tunnel to transmit the received
packet to the other malicious node, that is located at a different region of the network.
Afterwards, the second malicious node receives and transmits the packet in its neighbor-
hood [77]. Fig. , demonstrates how worm-hole attack is applied to OR protocols. In
this example, node 1 tunnels all of the packets received from S to node 7, and coordinates
with other candidates so they do not repeat transmitting the same packet. Afterwards,
node 7 can either drop the packet or broadcast it in its neighborhood. This situation
simulates that nodes 1 and 7 are neighbors while they are not. In routing loop attack,
a malicious node tries to access and manipulate the routing information so the packet
always rotates in a loop of nodes and never reaches its destination [12I]. Similarly, in
packet modification attack, an adversary node modifies the content of the packet and
injects false information to the network with the purpose of wasting resources [126]. On
the other hand, a malicious node that follows replay attack tries to reintroduce routing
packets in the network repetitively. This will result in the injection of false and expired

information into the routing table of network nodes. Finally, in on-off attack [I1) [56],
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Figure 2.3: Nodes 1 and 7 attack the network following worm-hole attack

a malicious node switches its behavior between acting collaboratively and maliciously.
In fact, the attacker decides to collaborate with some nodes in some circumstances, and

attack them in other situations.

2.2.2 Trust and Reputation Management for Traditional Rout-

ing Protocols

Trust and reputation management systems are designed to assist in improving the secu-
rity of communications in wireless networks. Articles published in [128], [57, 130} 124] pro-
vided surveys on trust management systems for wireless communications, mobile ad hoc
networks, vehicular networks [I}, 41], and Internet of Things. Similarly, [8] refers to a sur-
vey on the security challenges of cognitive radio networks and [76] introduced a review on
different techniques of detecting malicious data injections by malicious or faulty nodes in
wireless sensor networks [40]. In [51], CONFIDANT algorithm has been introduced. In
CONFIDANT, the behavior of nodes is monitored in terms of packet forwarding. More
specifically, nodes start to listen the wireless channel to ensure if next hop nodes collabo-
rate in forwarding packets. Afterwards, upon observing a malicious behavior, nodes send

an ALARM message to other previously known friends to punish uncooperative nodes.
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Finally, a reputation value is calculated for each entity and nodes with lower reputation
level are excluded from routing paths. In [96], CORE protocol has been introduced in
which nodes benefit from watchdog mechanisms to establish trust. CORE came up with
three different types of reputation called task-specific, direct, and indirect reputation.
Nodes calculate a value for each of the three mentioned reputation types. Finally, by
giving a weight to each reputation type, an ultimate reputation value for each node is
computed and utilized. [I10] proposed a trust establishment protocol by enforcing nodes
to collaborate with each other in routing of mobile ad-hoc networks in order to recognize
selfish nodes. Similarly, [2] proposed a trust-based mechanism to nullify the effect of
selfish nodes in DSR protocol for mobile ad-hoc networks [22 [10].

The article published in [93] proposed a reputation system that works using watch-
dog mechanisms. Nodes in the proposed model only use direct interactions to collect
and compute reputation information. After calculating the reputation value, misbehav-
ing nodes are excluded from routing paths and, as a result, they are isolated in the
network. The effect of the proposed model has been implemented and assessed using
DSR algorithm [50]. Similarly, [I02] benefited only from direct observations to calculate
trust values. The proposed model attempted to find and establish secure end-to-end
paths between the source and the destination nodes. Such paths are supposed to be free
of attacker nodes. AODV [50] routing protocol was selected to implement and evalu-
ate the proposed protocol. In [I17], the trust value of nodes has been calculated using
uncertain reasoning and the protocol has been applied in routing of mobile ad-hoc net-
works. This protocol used Bayesian Inference to calculate direct trust value of nodes.
Furthermore, [I17] benefited from the Dempster-Shafer theory of belief (DST) to deal
with uncertainty of information. On the other hand, [48] presented a distributed and
adaptive computational trust model, which establishes trust relationships between nodes
to prevent malicious nodes from attacking the system. Furthermore, in [72] the concept
of confidence level for trust calculation was introduced. The proposed model presented
a completely distributed approach for trust calculation. In this protocol, once calcu-
lated, the trust value is weighted using the mentioned confidence level. Similarly, [17]
introduced a trust management system for wireless sensor networks with the purpose of
decreasing message and time overhead [62].

In SORI [74], it was assumed that nodes work in the promiscuous mode and are able

to listen the wireless channel to evaluate the behavior of other nodes in the neighborhood.
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SORI tired to encourage all nodes to collaborate in the network by proposing an objec-
tive reputation system. In this model, nodes periodically update the reputation value
of their partners and broadcast such values to their neighborhood. Neighbor nodes that
receive such information can update their indirect trust values. Finally, a punishment
and rewarding mechanism was proposed allowing nodes to establish trust level of other
nodes according to their behavior. [87] proposed a new trust model being applicable in
opportunistic networks [100, [97]. In this algorithm, the concept of Positive Feedback
Message (PFM) was introduced, in which once a node forwards a packet to the next hop,
the next hop node generates a PFM and sends it back to the previous hop in order to
verify the behavior of the current forwarder. Having done so, the history of interactions
between nodes is created. Trust values in this model are calculated using both direct and
indirect observations. On the other hand, [125] proposed a trust management framework
being applied in software-defined networks [95]. The proposed model utilized cloud com-
puting approaches to apply different trust-based services in a wireless network. Finally,
a plenty of work has been done in the interest of trust management in vehicular ad hoc
networks (VANETS) [6}, 58, [132] considering specific characteristics of such networks. Ar-
ticles published in [75, 103} 10T, 118, 119, ©2] 53] are some of the most important efforts
conducted in this area. Table represents some of the works published in the area of

trust management protocols, and compares them together considering various features.

2.2.3 Trust Management for OR Protocols

Unlike previous subsection that focused on trust management proposed for traditional
routing protocols, in this section we provide an overview on the most significant trust
management schemes proposed for OR protocols. Considering that the focus of this thesis
is on investigating security-related protocols and trust management for OR, related works
in such areas are explained in greater details in the following subsections. This creates

the possibility of understanding the idea behind such protocols more concretely.

Trust-based Minimum Cost Opportunistic Routing (MCOR)

MCOR [15] introduced a trust-based OR protocol for mobile ad-hoc networks. This
protocol suggested using both direct and indirect interactions between network nodes to
establish a trust value for each neighbor. The trust value is created using the history of

interactions between nodes, and also the recommendations of others. Following literature
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Table 2.2: Comparison of Trust Management Protocols

22

Source of Routing . L
Protocol . Attacks Performance Metric Reliability
Information Protocol
Marti et. al. Direct/Indirect MANETs
. Black-hole Throughput, Overhead No
(2000) [93] Interactions (DSR)
CONFIDANT Black-hole,
Bucheg- Direct/Indirect Malicious MANETSs Throughput, Dropped N
o
ger et. al. Interactions packet (DSR) Packets, Overhead
(2002) [51] forwarding
CORE . .
. Direct/Indirect Selfish nodes
Michiardi et. al. . L MANETs NA No
Interactions Gossipping
(2002) [96]
. Selfish nodes,
SORI He et. al. Indirect . MANETSs
. Impersonation, Throughput, Overhead No
(2004) [4] Interactions (DSR)
Black-hole
Pissinou et. al. Direct Black-hole, MANETSs Route overhead, Time N
o
(2004) [102] Interactions Selfish nodes (AODV) complexity
Black hole,
TAODV
Direct/Indirect Gray hole, MANETSs Overhead, Routes
Ghosh et. al. . No
Interactions False (AODV) selected, Route errors
(2005) [T i
accusation
Soltanali et. al. | Direct/Indirect MANETSs Throughput,
. Selfish nodes . No
(2007) [110] Interactions (DSR) Detection percentage
. . Selective
Li et. al. Indirect
) forwarding, MANETSs Trust/reputation No
(2008) [85] Interactions
On-Off attack
. . Fake identity,
Adnane et. al. Direct/Indirect . MANET
. Routing NA No
(2009) 2] Interactions . ” (OLSR)
misbehavior
. Relay effectiveness,
Direct .. . .
. Malicious Propagation distance
Chen et. al. Interactions,
message VANET of spam, Number of No
(2010) [53] Role-based . .
propagation messages received per
trust
peer
Throughput,
X . OR-based Detection ratio,
Bo et. al. Direct/Indirect Black-hole,
. network End-to-end delay, Yes
(2011) [14] Interactions Gray-hole
(LCOR) Expected ETX,
Expected cost
. Direct/ Ratio of data
Li et. al. . OppNets
Indirect Black-hole attracted, Average No
(2013) [&7] . (PROPHET)
Interactions Delay
. Direct/ Black-hole, Delivery ratio,
Wei et. al. . MANET
Indirect Packet End-to-end delay, No
(2014) [119) , S (OLSRv2)
Interactions modification Throughput, Overhead
Packet Trust value,
Wei et. al. Direct/Indirect d i Probability of
ei et. a irect/ n. irec ropping, VANET robability o No
(2015) [118] Interactions Packet Successful Messages,
modification Overhead
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in the field of trust management protocols, [I5] proposed to use the similarity of trust
values, in order to prevent false accusations or collusions between nodes. Using the
calculated trust value, a list of nodes with a trust value higher than a threshold is created.
This list is used to create a trusted least-cost OR protocol that takes into account the
quality of links to minimize the cost of reaching the destination. In fact, MCOR proposed
that nodes only collaborate with neighbors that have a trust value higher than a specific
threshold. Authors of MCOR formally calculated the cost of applying MCOR, and
proved that their protocol is a minimum-cost trusted OR in terms of the EAX metric.
Furthermore, authors considered the existence of black-hole and gray-hole nodes in the
network, and evaluated the performance of the proposed protocol under the effect of
such attacks. Compared to related works, [I5] represented that MCOR has a higher

throughput and detection ratio than its competitors.

Secure and Scalable Geographic Opportunistic Routing for WSNs (SGOR)

SGOR [91] focused on the security of geographical routing protocols for wireless sensor
networks [36, 31, 98]. More precisely, SGOR was a distributed location verification
protocol that utilized the Received Signal Strength (RSS) in the physical layer to detect
attacks related to the location of nodes. Furthermore, SGOR proposed integrating trust
management into geographical OR protocols, in order to recognize nodes that follow gray-
hole attack. Authors of SGOR assumed that malicious nodes can compromise benign
nodes. Once compromised, benign nodes will turn to attackers and act maliciously
following gray-hole attack. Technically, SGOR was designed to operate using periodic
broadcast of beacon messages in the one-hop neighborhood, which are sent by all nodes
in the network. Upon reception of a beacon, nodes extract the reported location of the
sender node, and calculate an estimation of the distance to the sender node using the
RSS value. If the reported location does not match the calculated distance, the node is
considered as a malicious node. Apart from the location verification, SGOR benefited
from a trust model with the use of watchdog mechanisms in routing operations. More
precisely, nodes observe the forwarding behavior of their neighbors, and assign them a
trust value according to their level of cooperativeness. In fact, nodes combine direct trust
values with indirect ones and calculate a final trust value for their neighbors. Finally,
SGOR suggested using a combination of neighbors’ trust values, and their distance to

the sink node as the candidate selection metric. Following a security analysis, authors
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provided extensive experimental results demonstrating resilience of SGOR against Sybil,
gray-hole, and black-hole attacks. Although the paper was designed and evaluated to
resist against location spoofing and gray-hole attacks, authors discussed that SGOR can
be applied to detect and nullify other attacks including rushing, wormhole, replay, and

collusion.

2.2.4 Game-theory-based Security Enhancements in OR Pro-

tocols

Game-theory-based security solutions for OR attempt to model the collaboration of net-
work nodes as a game. In such approaches, nodes are players that always try to optimize
their utility in the game. The idea of game-theory-based OR protocols is to establish
a utility function through which nodes will be most benefited, only if they decide to
collaborate with others. In fact, non-collaboration of nodes will result in the loss of their
credit obtained in the network. Some game-theory-based OR protocols introduced in the

literature are explained following in this subsection.

Enforceable Scheme for Packet Forwarding Cooperation (INPAC)

INPAC [54] proposed an incentive-compatible algorithm using network coding and op-
portunistic routing. The protocol was built on top of MORE [52] for wireless mesh
networks. INPAC introduced incentive compatibility in routing as well as data forward-
ing phases, as described in the following. In the routing phase, each node decides how
many transmissions should take place on each received packet, based upon the link loss
reported by other nodes. In the forwarding phase, however, the actual packet transmis-
sion between nodes is taken into account. Therefore, in the routing process, users might
prevent reporting their actual link loss value and confuse the routing process. INPAC
designed an incentive algorithm in the routing phase that enforces nodes to truthfully
report their link loss probabilities. Regarding the forwarding phase, the incentive mech-
anism is responsible for guaranteeing that each intermediate node performs the number
of required transmissions as expected.

INPAC first focused on the economic aspect of the proposed approach, and modeled
different transmissions of a packet using the concept of replaying the same game. The

objective of the proposed protocol was to design a payment formula in which the source
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node pays packet forwarders for their transmissions. Authors demonstrated that, fol-
lowing INPAC algorithm, nodes will be benefited the best if they perform exactly the
expected number of required transmissions of a data packet. Second, the paper focused
on the security aspect of the incentive model. In this phase, nodes monitor the for-
warding behavior of their neighbors and report results. Such results are then used to
pay neighbors. However, reporting false results may lead to wrong payment decisions.
The paper used a combination of game theoretic and cryptographic approaches to allow
nodes to punish peers that produce false reports. Furthermore, INPAC used the con-
cept of credits in order to motivate the collaboration of nodes in the network. More
specifically, once a node receives a packet, it should forward it exactly X times, where
X is calculated using MORE [52] algorithm. It is worth noting that for each transmis-
sion, nodes will face a cost. However, the source node will pay intermediate nodes to
compensate this cost, only if at least one of the receiver nodes in the path receives the
transmitted packet. The difference between the gain and the cost will generate the util-
ity of each transmission. INPAC designed a utility formula that maximizes when the
node performs exactly X transmissions. Furthermore, authors proposed methods to pre-
vent false reports (over-reporting), and to recognize nodes that ignore submitting reports

(under-reporting).

A Game-theoretic Approach for Joint Multirate Opportunistic Routing and
Forwarding (COMO)

In [123], authors proposed a game-theory-based cooperation-optimal incentive protocol,
known as COMO, for multi-rate OR protocols. The focus of the proposed protocol
was to defend against selfish nodes when such nodes prevent providing faithful reports
regarding their link loss probabilities. In fact, link loss probabilities are a main source
of operation in some opportunistic routing protocols such as MORE [52]. Therefore,
COMO tried to mitigate this attack using a game theoretic approach for multi-rate OR
protocols. Authors represented that if all nodes follow the routing protocol and the
proposed incentive mechanism properly, the benefit of all nodes will be maximized in the
network.

COMO was designed to be applied to an OR protocol that works based upon Expected
Any-path Transmission Time (EATT) [82] metric. Authors designed COMO as a strategy

game in which intermediate nodes are players. Similar to INPAC, the source node is
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responsible for paying intermediate packet forwarders using a virtual currency for their
collaboration in transmitting packets. Furthermore, a cost is assigned to each packet
transmission. The difference between the payment and the cost will result in the utility
of collaborating in routing operations. Authors assumed that all players attempt to
maximize their utility, and used Nash equilibrium in game theory for modelling this
assumption. Moreover, COMO proposed the concept of cooperation-optimal protocol for
the created strategy game. A protocol is cooperation-optimal if it can reach a socially
efficient, and also a strongly Pareto efficient Nash equilibrium. Based on the strongly
Pareto strategy, nodes cannot increase their utility unless they decrease the utility of
other nodes. Social efficiency refers to the maximization of the end-to-end throughput
between source and destination nodes.

COMO utilized probe messages to measure the link loss probabilities of nodes. Fur-
thermore, a cryptography approach was used to prevent the corruption of probe messages.
Finally, a model was designed that guarantees nodes will not benefit if they deviate from
following the proposed model. COMO consisted of three components known as link loss
probability measurement, payment cap computation, and payment determination. Fur-
thermore, COMO proposed using encrypted probe messages through which every inter-
mediate node sends a specific number of probe messages. In addition, all of the receivers
report the number of received messages to the source node using a traditional routing
protocol. The source node will then be able to properly calculate the link loss proba-
bilities. The payment cap was introduced to motivate participation of selfish nodes in
the network. Finally, in order to enforce intermediate nodes, a payment mechanism was
designed that connects forwarding behavior of nodes to their actual payment. Authors
formally proved that COMO is cooperation-optimal in the strategic game of multirate
OR. In their evaluations, authors represented that the utility and end-to-end throughput
of nodes that faithfully follow the protocol will be higher than the ones that deviate by

following selfish behaviors.

Auction Incentive Mechanism in Wireless Networks (AIM)

AIM [I31] proposed an incentive mechanism to stimulate cooperation between nodes in
an uncooperative wireless network, where nodes follow their individual interests. AIM
introduced an auction game to assign node incentives. Authors proved that each relay

node can only maximize its benefit if the game reaches the Bayesian Nash equilibrium.
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In AIM, that is an extension to SOAR [I05], source nodes pay intermediate nodes for
transmitting packets. Each step of the forwarding process in AIM was modeled using an
auction game. More specifically, once the set of candidates is determined, nodes act as
bidders and determine a price by which they are willing to forward a packet. In addition,
the energy of nodes is modeled and considered in the bidding process. The method of
transferring the payment to each intermediate node is calculated similarly to a resale
process. More particularly, the source node pays the first relay node the total amount
required to deliver a packet to its final destination. This relay node will keep the amount
related to its profit, and pays the rest to the next forwarder. This process continues
until the packet reaches its final destination. From the routing point of view, the source
node first notifies the candidate set that it has a packet to transmit. Candidates then
calculate and report back their prices based on the estimated ETX to the destination,
and their energy level. The source node then uses these prices to determine a prioritized
set of candidates. Candidates then follow timer-based coordination to forward packets.
Once a packet is forwarded, the relay node will receive its payment, and other candidates
will drop the packet. The lower the price offered by a node, the higher the probability

of this node acting as the relay node.

2.2.5 Other Security Challenges of OR Protocols

Apart from trust management and game-theory-based approaches, there are some works
done examining different security considerations of OR protocols. For instance, as will
be discussed in Chapter [4] we proposed an analytical model focusing on the performance
evaluation of OR protocols under the effect of malicious nodes. The article published
in [109], however, introduced a security enhancement for OR. Furthermore, we have
developed a novel packet salvaging analytical model for OR that is going to be elaborated
in greater details in Chapter [}

Communication Privacy Protection using Encoded Opportunistic Routing (A-
WEOR)

Authors of [109] proposed A-WEOR protocol. A-WEOR, short for Anonymous Wireless-
mesh Encoded Opportunistic Routing, utilized network coding and opportunistic routing.
The focus of A-WEOR was to resist against traffic analysis attacks. Nodes that follow
a traffic analysis attack attempt to analyze traffic patterns at the physical or MAC
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layer, and extract information accordingly. A-WEOR was constructed in addition to
MORE protocol while concentrating on the anonymity of end-to-end communications.
A-WEOR utilized the broadcast characteristic of data-oriented OR protocols, where
no acknowledgment packets are sent between candidates for coordination. Therefore,
malicious nodes will not be able to gain any information using traffic analysis attacks.
A-WEOR was designed as an intermediate layer between IP and 802.11 MAC layers. This
protocol took advantage of the quality of links, as well as network coding approaches. In
particular, when a node sends some packets to its candidate set, only a linear combination
of packets is transmitted by candidates, to avoid wasting network resources. The source
or the relay node, however, must anonymously inform candidates about the proportion of
packets they should forward towards the destination. In A-WEOR, the source node takes
into account ETX values for each possible packet forwarder, and sends them encrypted
Initial Request Packets (IRP). IRP packets indicate the proportion of encoded packets

that each candidate should transmit towards the destination.

2.2.6 Comparison of Security-related OR Protocols

Previous subsections briefly discussed different protocols regarding the security challenges
of OR. As explained in Sections [2.2.3] [2.2.4] and [2.2.5| security-related OR protocols

have been classified into three categories: trust-based solutions, game-theory-oriented

approaches, and other protocols. In this section, all of the investigated works are com-
pared using different comparison metrics. Table provides a summary of different
protocols and their main features. In Table 2.3 the CS Metric column demonstrates the
metric used in the OR protocol for candidate selection, whereas C'C' shows the candi-
date coordination method. If the proposed protocol is an extension to an existing OR
protocol, the column labelled with Basic OR indicates the original OR protocol. Fur-
thermore, the attack models considered in different protocols are shown in the Attack
Model column, and the basic security solution used to defend against such attacks are
presented in the Security Mechanism field. Finally, all of the evaluated metrics related to
each protocol, along with their advantages and disadvantages, are labelled as Fuvaluated

Metrics, Pros, and Cons respectively.

e Protocol: This column specifies a protocol using its abbreviated name, if appli-

cable, and the related reference number.
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Table 2.3:

Comparison of Secure OR Protocols
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attacker nodes

e CS Metric: Different candidate selection metrics for different protocols are indi-
cated in this column. As shown, INPAC, AIM, MCOR, and A-WEOR used ETX
metric, whereas MCOR and COMO used EAX and EATT.

e CC: This field demonstrates different candidate coordination mechanisms used by
each protocol. As shown, INPAC, COMO, and A-WEOR used network coding for
coordination, while AIM, MCOR, and SGOR used timer-based coordination.
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e Basic OR: This column indicates if a protocol has been developed as an extension
to one of the existing OR protocols. As observed, three protocols, say INPAC,
COMO, and A-WEOR, have extended MORE. AIM has been built on top of SOAR,
and MCOR has been created as an extension to LCOR.

e Attack Model: This field demonstrates different attacks that have been investi-
gated by different protocols. Packet dropping attacks including black-hole, gray-
hole, and selfish nodes have been considered by most protocols including MCOR,
SGOR, INPAC, COMO, and AIM. Some protocols have considered other security

attacks such as traffic analysis, location spoofing, and so forth.

e Security Mechanism: In order to defend against malicious nodes, various secu-
rity solutions have been proposed, as discussed in the previous sections. INPAC,
COMO, and AIM proposed game-theory and incentive-based security enhance-
ments, while MCOR and SGOR proposed trust-based solutions. In addition, A-
WEOR used group shared security keys to improve the security of OR protocols.

e Evaluated Metrics: This field demonstrates what sort of parameters have been
selected and evaluated in each of the discussed protocols. Logically, the perfor-
mance of each protocol has been evaluated focusing on the security enhancement

feature introduced by that protocol.

e Advantages and Disadvantages: The last two columns provide a summary of
the advantages and disadvantages of each protocol. Using such fields, it would be
possible to quickly compare the strengths and shortcomings of the different proto-
cols. As observed, although each protocol focuses on specific security enhancements
and challenges, all of them are still vulnerable to some sort of security attack. For
instance, A-WEOR is resistant to statistical traffic analysis attacks, and ensures
the privacy of messages. However, this protocol is still vulnerable to denial of

service attacks, and has no mechanism for isolating malicious nodes.

2.3 Discussion

As explained and elaborated in Sections and specific characteristics
of OR protocols necessitate novel security solutions customized for such protocols. Al-

though some works have been done focusing on security aspects of OR, such protocols
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suffer from different problems as demonstrated in Table Therefore, it would be of
interest to develop a more extensive research on security aspects of OR algorithms. For
instance, we believe there has not been enough effort conducted in the literature on de-
signing comprehensive trust management algorithms for OR protocols. For this reason,
a novel trust establishment method is designed and implemented for OR, introducing
different candidate selection metrics and considering different application requirements.
The effects of such metrics on various performance-related parameters are then evaluated
and investigated. Chapter [3contains more information regarding the proposed algorithm.
Furthermore, it is important to study the effects of malicious nodes on OR-based wireless
networks, and to design analytical models that assist in evaluating the negative effects
of malicious nodes on such networks. To address this requirement, we propose an ana-
lytical approach that demonstrates the behavior of malicious nodes in wireless networks.
This model has been elaborated in Chapter |4l Finally, a comprehensive packet salvaging
mechanism is modeled, implemented, and evaluated for OR protocols. This model not
only demonstrates the existence of malicious nodes in the network, but also introduces
a mechanism that allows backup nodes in the candidate set to save some of the packets

dropped by attackers. This model is explained thoroughly in Chapter [5



Chapter 3

Trust-based Opportunistic Routing

Protocol

This chapter focuses on proposing a trust and reputation management scheme for OR
protocols. In fact, Section proposes a trust model that only benefits from direct
interactions between nodes, whereas Section suggests to extend the proposed trust
model to utilize both direct and indirect interactions when calculating the trust value of

nodes. Finally, Section [3.3] summarizes the chapter.

3.1 Trust-based OR Protocol

Generally, trust management protocols motivate the principle of collaboration between
nodes when it comes to packet forwarding and routing. Nodes, according to what they
observe, independently decide whether to reward or punish other peers in the network.
Naturally, punished nodes will have less chance to be selected in future interactions
whereas rewarded nodes will be recognized as cooperative and trusted entities. As men-
tioned in Chapter [2| Trust and reputation management systems adopt different sources of
information. Direct observations that are extracted from first-hand interactions between
nodes as well as indirect observations being obtained from recommendations are the most
important samples.

In this chapter, a novel trust-aware OR protocol is proposed being enable to route
data packets towards their destination not only using the link delivery probability be-
tween nodes but also according to the trust value of relay nodes. As depicted in Fig. [3.1]

32
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Figure 3.1: System Components

the introduced method is composed of four main operational modules known as initial-
ization, routing table creation, packet forwarding and monitoring, and trust calculation.
The initialization component in each node assigns an application-based default trust
value to all nodes in the network representing that nodes have no information about
other peers. Furthermore, the link-delivery quality estimation component in each node
calculates the link delivery probability between this node and its neighbors according
to the application and network environment. Details of the calculation of link delivery
probability will be discussed in Section [3.1.4] Afterwards, based on the obtained infor-
mation and using the metric calculation component, the routing table creation module
assigns a rating value to all neighboring nodes and assists in prioritizing neighbors for
candidate selection. In continue, the candidate set of each node for each particular des-

tination is computed and the routing table of nodes is created using such information.
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Following the routing table creation phase, the packet forwarding and monitoring mod-
ule in each node starts handling transmission of data packets according to the created
routing table. Meanwhile, the watchdog component keeps monitoring the behavior of
candidate nodes. This component reports the results of its observations periodically to
the trust calculation module. By receiving data from the watchdog component, the trust
calculation module evaluates the most recent trust value of nodes and, after discounting
the previously calculated trust value by a forgetting factor, the final trust value of nodes
is computed. Finally, the routing table creation process is repeated. This enables nodes
to select a new candidate set, which may be different from the previously calculated one.

Greater details of each module can be found in the following subsections.

3.1.1 Routing Table Creation

As explained in Chapter and following [25], candidate selection is considered as one
of the most important phases in OR protocols. During this phase, each node selects a set
of candidates for each particular destination to collaboratively route packets. Therefore,
the list of the selected candidates for each possible destination is stored in the routing ta-
ble of each node. As mentioned in Chapter [I.1] candidate selection is conducted utilizing
a metric, through which nodes will be able to rank other nodes and select their candi-
dates. To the best of our knowledge, however, most of the proposed candidate selection
algorithms in the literature do not consider the security and trust-related measurements
as an important parameter. This may result in selecting untrustworthy candidates and,
consequently, in decreasing network performance.

In this section, three different candidate selection metrics are introduced through
which nodes will be able to calculate the priority of each neighbor and select their best
n candidates. All of the three proposed metrics are local metrics. This conveys that
nodes in the network only need to access the location information of their neighbors,
and that of the destination. Having such information, according to [59], as will be dis-
cussed in section [3.1.4] nodes will be able to calculate the link delivery probability for
each neighbor node. Finally, by incorporating the link delivery probability of neighbors
with other parameters such as the trust value or the geographic location, different met-
rics can be defined and, as a consequence, various candidate sets can be selected. A
more detailed explanation on characteristics of each metric can be found in the following

subsections. Prior to discuss about the proposed metrics, as an example, suppose that
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Figure 3.2: Sample topology of node S as its neighbors

Table 3.1: Available information to node S regarding its neighbors

Node | Trust Value | Delivery Probability | Progress
A 0.85 0.90 30
B 0.60 0.85 20
C 0.90 0.80 70
D 0.85 0.75 90
E 0.75 0.70 110

Fig. [3.2] represents a network in which node S intends to select its candidate set and
nodes A, B, C, D, and E are the list of the qualified neighbors. For all of the proposed
metrics, the list of the potential candidates only contains nodes that are closer than
the current node to the destination. Furthermore, suppose that Table represents
the hypothetical link delivery probability, trust value, and achievable distance progress
of all neighbors through node S. The distance progress (DP) is computed using Equa-
tion inspired by [60], where D, demonstrates the distance between the source and
the destination nodes, and D,, 4 accounts for the distance between neighbor n; and the

destination.

DP$*=Dyg— Dy, g (3.1)
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RTOR Metric

Reliable Trust-based Opportunistic Routing (RTOR) metric, proposes to select neighbors
having high link delivery probability and trust value as candidate nodes. This means to
select nodes that are reasonably trustable in terms of packet forwarding, and also reliable
when it comes to link delivery probability. Equation shows how each node can cal-
culate the RTOR metric for each of the neighbors, where T’ ,,, represents the trust value
of node n; from the perspective of node S and pg,, shows the link delivery probability
between such nodes. For instance, assuming that each node selects the maximum of two
candidates, node S will choose set {A, C} as its candidate set after calculating RTOR

metric for all of its neighbors, and choosing the best peers.
RTOR(S, nl) = Ts,ni X PS.n; (32)

TORDP Metric

Although the RTOR metric tends to select candidates from the most reliable and trust-
worthy nodes, it should be noticed that such nodes are the ones that are close enough to
the source node. More specifically, according to RTOR, the closer a node is to the source
node, the higher its delivery probability, and the higher its chance to be selected as a
qualified node in the candidate set. The issue is intensified if the trust value of neighbor
nodes tends to be very close to each other. For instance, upon the initialization phase,
when nodes do not have any information about each other, they use a predetermined
default trust value for all nodes in the network. This situation results in forwarding pack-
ets from long routes between the source and the destination and, consequently, higher

amount of the end-to-end delay compared to other proposed metrics.

T, X psm, DP3P > MinDP
TORDP(S,n;) = i (3.3)
0 Otherwise

TORDP stands for Trust-based OR metric which also considers a minimum amount
of distance progress as threshold. TORDP, similar to RTOR, takes into account the
reliability of links between nodes as well as their trust value. The only difference is that
TORDP limits the set of qualified neighbor nodes to the ones being able to progress
packets for at least a minimum distance progress (MinDP) amount. MinDP is a sys-

tem parameter that can be adjusted according to different application scenarios and
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environments. Equation represents how TORDP metric is calculated. For example,
assuming that MinDP is set to fifty meters, in Fig. 3.2 node A will be disqualified when
node S decides to select its candidate set and nodes {C, D} will be qualified and selected

instead.

GEOTOR Metric

Finally, GEOTOR is a metric that incorporates trust level of nodes not only with
their link delivery probability, but also with the achievable distance progress through
each neighbor. According to equation [3.4, GEOTOR metric aims to establish a bal-
ance between all of the mentioned parameters by selecting nodes which have reasonable
trust value, link delivery probability, and distance progress. In Equation DPS;D
accounts for the distance progress that is obtained through neighbor n;. Considering
Fig. and Table [3.1] the set {D, E} forms the candidate set of node S based on the
GEOTOR metric.

GEOTOR(S,1;) = Tspn, X pspn; X DPP (3.4)

3.1.2 Trust Calculation Method

By completing the candidate selection process using one of the proposed metrics, source
nodes start sending their data packets towards the destination and candidate nodes will
be responsible to coordinate with each other and cooperatively forward packets. Sim-
ilarly, all intermediate nodes should follow the same process when receiving a packet
to forward. However, in realistic scenarios, some nodes may not cooperate with others
for selfish or malicious purposes. As explained in Chapter [1| Section and Chap-
ter [2] Section [2.2] such nodes can easily betray the system, for example, by blocking the
communication route between source and destination nodes and dropping received data
packets. Therefore, this is very important for all nodes in the network to detect such
uncooperative nodes and avoid further communications with them.

In this chapter, we propose to equip benign nodes in the network with a trust model,
enabling them to recognize and isolate malicious nodes properly [I7]. More specifically,
when nodes transmit data packets, they start monitoring the behavior of their candidates,
and collecting information about their packet forwarding behavior during predetermined

time intervals. Afterwards, nodes will be able to calculate or recalculate the trust value of
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their candidates, and repeat the process of candidate selection. This way, nodes will have
a chance to detect malicious nodes and exclude them from their set of candidates. In order
to calculate the trust value, nodes in the initial version of the proposed model benefit
only from direct observations. Section demonstrates how to incorporate indirect
interactions into the introduced trust model.

Following literature in the area of trust management in wireless networks such as [70,
87], the Beta distribution, Beta(«, 3), is selected for trust computation, where a ac-
counts for the number of successful interactions that one node observes about another
node whereas 3, in contrast, demonstrates the number of unsuccessful interactions. In
this protocol, o and g are calculated periodically in each At period of time and a new
trust value is calculated for each interval. An extensive explanation of how to calculate
the values of a and 8 in networks with unreliable links is presented in the following
subsection. Once « and 3 are obtained, it would be possible to map such parameters
to the trust value of nodes using Beta distribution. However, in realistic scenarios and
especially when the physical links between nodes is not reliable, there will always be
some amount of uncertainty in calculation of a and S that should be considered as well.
For this purpose, a method for uncertainty modeling is applied inspired by [84, 87, [117]
extracted from the Dempster-Shafer’s Theory of belief (DST) [L08]. In fact, having the
values of a and 3, it would be possible to map such parameters into three different val-
ues demonstrating belief, disbelief, and uncertainty of calculations. Belief b; ; represents
the belief of node 7 to node j for its reasonable forwarding behavior, while disbelief d; ;
accounts for disbelief of an acceptable forwarding behavior. Finally, u; ; demonstrates
the amount of uncertainty in reasonable forwarding behavior. The values of b; 5, d; 5, and
u; s should be calculated such that b; ; + d; ; + u; ; = 1 is satisfied. Following equations
are applied to calculate the mentioned parameters inspired by [70, [87].

bij = ajafgj x (1 — ) (3.5)

d; ; Oé”ﬁ:@j X (1 —w ) (3.6)
12 X a5 5 X B

(ij+ Big)* x (L4 i+ Bij)

Upon calculation of the uncertainty, it would be possible to map the belief value into

Uij =

(3.7)

a trust value for the latest At as represented in Equation [3.8] where o represents the
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relative atomicity factor of the system. Relative atomicity determines what proportion
of the calculated uncertainty value should be allocated to belief or disbelief of nodes [87].

This value can be adjusted empirically for different environments and applications.

T?“UStZZiCt(i,j) = b@j + 0 XU, (38)

As stated above, however, the most recently computed trust corresponds to the lat-
est At time interval. Therefore, this value should be incorporated with the previously
calculated trust value to compute the final trust value of nodes for the whole time. This
is motivated by the fact that different nodes in the network may act differently at vari-
ous times and situations. Therefore, the final trust value of nodes is calculated using a
weighted averaging method by allocating proper weights to the most recent trust value,
and the previously accumulated one. Furthermore, following the literature regarding
trust management in wireless networks, the evaluated trust value of nodes is forgotten
in the course of time to demonstrate higher importance for the most recent trust values.
The following equation represents how to incorporate the most recent trust value with
the previously calculated one, while the fading and ageing characteristics of trust have
been modelled. In Equation3.16] the value of 0 < 6 < 1 represents the ageing factor, and
0 < w < 1 is used to determine the weight of the most recent trust value. # and w are
parameters in the system which can be tuned according to different system requirements
and applications. The next subsection demonstrates how to obtain and estimate the

values of a and 3 particularly when the link between nodes is not reliable.

Trustfoct (i, j) = w x Trustiee®(i, j) + 6 x (1 — w) x Trustdy (i, j) (3.9)

new

3.1.3 Watchdog Component for Trust Model

Watchdog is a well-known approach in the field of trust management through which
nodes would be able to monitor the behavior of others and evaluate them accordingly.
According to watchdog systems, when a node sends a packet to be forwarded by a next-
hop neighbor, it starts listening to the wireless channel for a limited amount of time
to receive a passive acknowledgement. A passive acknowledgement demonstrates if the
next hop node properly forwards a packet towards the destination or not. Having done

so, the sending node can determine whether or not the receiving node has received and
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cooperated in forwarding packets. By applying the watchdog mechanism, each sending
node will be able to create a history of interactions for neighbors that it has directly
communicated with them in the past. Similarly, the watchdog idea can be modified and
applied in the context of OR protocols. In fact, by transmitting a packet, a node listens to
the wireless channel for a limited time interval until it receives a passive acknowledgement
from one of the nodes in the candidate set. If the sending node does not hear the
transmission of its packet by one of candidate nodes, it tends to retransmit the packet
for a limited number of trials.

The watchdog mechanism works well for scenarios where the communication channel
between nodes is reliable and nodes can guarantee the reception of their packets to
neighbors. In realistic scenarios, however, it is possible that transmitted packets by one
node are not delivered to other nodes. This occurs due to a collision in the network, or as
a result of having noise in the communication channel. In fact, the link quality between
nodes can considerably affect the quality of a watchdog system. and this parameter
should be considered when monitoring neighbor nodes. More specifically, the fact that a
sending node does not receive a passive acknowledgement might occur as a consequence
of packet losses in the wireless links between nodes.

For example, in figure [3.3] suppose that node S selects the next-hop nodes using
GEOTOR metric. As discussed earlier, nodes {D, E} are selected in the candidate
set. Therefore, node S expects to hear passive acknowledgement messages from either
E or D. However, considering node E as the higher-priority candidate, it should be
noticed that 30 percent of packets over the link S — E may be lost due to wireless
channel obstructions. Therefore, it is possible that node E does not even receive some of
the packets from node S. Similarly, it is possible that F receives and transmits packets
but S does not hear the passive acknowledgement regarding such transmissions. As a
consequence, S will not be able to have a clear understanding about forwarding behavior
of its candidate set, and will not be able to correctly compute the trust value of its
candidates. The reason is that node S can not ratify whether its candidates have not
received transmitted packets, or they have received and maliciously dropped them.

Furthermore, although both nodes {D, E} have been selected as candidate nodes,
they do not have similar roles concerning packet forwarding when they receive a packet.
In fact, such nodes coordinate with each other and one of them will forward the packet.

For example, considering timer-based coordination for packet forwarding, and assuming
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that node E is selected as the highest-priority candidate, this node will be responsible to
forward all of the received packets. Node D transmits a packet if and only if it does not
hear the transmission of the same packet by node E, after a predetermined coordination
time. This conveys that trust value of different candidates should be calculated differently
according to their priority in the candidate set.

In this chapter, a novel method for watchdog component is introduced, which makes
each node of the system enable to accurately monitor the behavior of its candidates
not only according to the link delivery probability between candidates, but also using
their priority in the candidate set. More specifically, having the link delivery probability
between neighbors, it is possible to calculate the probability that each candidate will send
a packet. Afterwards, the sending node can compute the probability of receiving a passive
acknowledgement from each candidate, and for every packet it transmits. Assuming
the symmetric link delivery probability between nodes, as shown in the Fig. [3.3] the
following equations represent the probability of receiving a passive acknowledgement
for each packet given that node S has selected nodes {E, D} as its candidates using
GEOTOR metric, and E' is the highest-priority candidate.

Figure 3.3: Link quality between S and its candidates

P?"obg%K =pip (3.10)

Probg % = p% p((1 = psp) + (ps,e x (1 — pE,p))) (3.11)
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In Equation , Probé%K accounts for the probability of receiving a passive acknowl-
edgement by node S from node E for each packet. To be more specific, Probé,%K is the
probability that node E receives the transmission of node S, and node S also hears the
transmission of the same packet by node E. On the other hand, as the second-priority
node in the candidate set, given that it has received the transmission of a particular
packet from node S, node D will tend to forward the packet only if it does not hear the
transmission of the same packet from higher priority candidates after the coordination
time. The transmission of D in this example occurs if either node E does not receive
a packet from S, this takes place with the probability of (1 — psg), or if D does not
hear that node F has sent the packet. This second scenario occurs with the probabil-
ity of (psg X (1 — pgp)). Finally, if node D, as the second candidate, forwards the
packet, this transmission should still be heard by node S to be considered as a passive
acknowledgement, and to avoid S from retransmission of the same packet.

In continue, having the probability of receiving a passive acknowledgement from each
candidate for every packet, and assuming that each node can choose the maximum of
two candidates, nodes would be able to calculate the expected number of received passive
acknowledgements from each candidate for the current trust calculation interval. This is
conducted by keeping the track of the number of transmitted packets for each candidate
in every At period of time and, using the above equations, calculating the expected
number of received acknowledgements for each candidate. It is important to emphasize,
however, that calculation of the expected number of received acknowledgements for each
candidate is done only for the first transmission of packets, and retransmissions are not
considered in computations.

Finally, each node will be able to calculate the values of @ and g by comparing the
expected number of passive acknowledgements with the actual number of received ones.
For instance, considering packet droppings as an attack in the network, assume that
node S tracks the transmission of sending n packets to its candidates and node E acts
as a packet dropper, which receives and just drops received packets. Therefore, S will
not hear any passive acknowledgement from F, whereas it expects to receive some based
upon the above equations. Therefore, S calculates the value of « for the mentioned period
regarding node F as zero, which leads to a significant decrease in the final trust value
of E. Consequently, in the next round of routing table creation, node F which has been

assigned a lower level of trust value compared to the previous round will have a smaller
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chance to be selected as a candidate node by S, and may be replaced by another node.
This results in an isolation of such a malicious node from the network if it continues to

act maliciously in the future.

3.1.4 Performance Evaluation

This section contains a performance evaluation on the proposed model. Section [3.1.4]
consists of some details regarding the simulation setup and results are explained in Sec-

tion B.1.41

Simulation Setup

In order to implement and examine the effects of the proposed trust model, we have
used network simulation [27] using Network Simulator (ns-2.35) [68] tool. Additionally,
to evaluate the effect of any trust model, the proposed model should be assessed in
presence of malicious nodes in the network. For this reason, the packet dropping or black
hole attack has been selected in this thesis. As explained in Chapter 2] Section [2.2.1] a
black hole node receives all of the data packets it is responsible to route. Instead of
forwarding, however, it drops them to decrease the network performance. Black hole
attack is considered as a Denial of Service (DoS) attack. Therefore, trust models should
attempt in detecting black hole nodes and isolating them in the network.

Table represents selected simulation parameters after performing several initial
experiments to adjust such values. As discussed in earlier sections, all nodes of the
network are considered to be benign at the start. This can be performed by allocating an
initial trust value to all nodes. In the course of the time, however, the trust calculation
module with the aid of watchdog component gathers information regarding candidate
nodes, and tries to exclude malicious nodes as explained earlier. Furthermore, timer-
based coordination method has been implemented between candidate nodes. According
to [25], using timer-based coordination, when a candidate node receives a packet, it
tends to transmit this packet after a period of time, determined according to the priority
of this node in the candidate set. Finally, all simulations have been performed in a
static wireless network. The following subsections contain propagation model setup, and

describe different investigated simulation scenarios.

e Propagation Model Settings: In this thesis, the shadowing propagation model
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Table 3.2: Simulation Parameters

Parameter Value
Propagation Model Shadowing
MAC 802.11
Number of Nodes 40 to 100
Field Size (1000%1000)
Number of Candidates 2
Number of Connections 1 to 10
Maximum Number of 3
Retransmissions
Transmission Rate 4 Packets/Second
Trust Calculation Interval (At) | 20 Seconds
Default Trust Value 0.8
New Trust Value’s Weight (w) | 0.3
Trust Aging Factor (0) 0.98
Coordination Delay 15 Milliseconds
Number of Malicious Nodes 0 to 30
Simulation Time 600 Seconds

is exploited to simulate a realistic environment containing noise in the wireless
channel. In the proposed trust model, as discussed before, it is supposed that all
nodes are able to access the location information of their neighbors as well as that
of the destination node. This can be done if nodes execute a distributed location
service such as the one introduced in [86] or using a location database available
in the network. Having location information, nodes will be able to compute the
Euclidean distance to their neighbors. Therefore, using the standard shadowing
propagation model parameters indicated in [68], and following [60], Equation [3.12)
is applied. Using Equation [3.12] each node will not only be able to calculate the
power received of a packet to each neighbor according to the transmission power,

but also it can estimate the link delivery probability accordingly.

P, 2
P.(d)|dB = 10logig ( GG > Xin

e (3.12)
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Table 3.3: Propagation Model Parameters

Parameter | Value

P, 0.28183815 Watt
RXThersh | 3.652 x 1070 Watt
Gy, G.,L |1

f 914 MHz

15 2.7

o 6.0

In Equation [3.12] P, and P, account for the transmitted and received power of a
signal at distance d respectively. Similarly, G; is the transmission and G, is the
reception antenna gain. A shows the wavelength of the signal (A = ¢/f where
¢ = 3 x 108 and f is the signal frequency) and L accounts for the system loss.
Finally, as two of the most important parameters in the propagation model,
is considered to simulate the path loss exponent and X, represents a Gaussian
random variable having zero as the mean and oy4p as the standard deviation. Ac-
cording to Equation [3.12] the higher value of § simulates the existence of greater
noise and obstructions in propagation of wireless signals and, as a result, decreases
the received power at the receiver side. More specifically, the larger the value of 3,
the higher the likelihood of signal loss in the channel [60].

Technically, packets at the receiver side of a link are safely arrived if the received
power of a signal is equal or higher than a specific threshold known as RXThresh.
Considering this threshold, and assuming that the receiver node is at distance d, it
is possible to calculate the link delivery probability between of this node, say p(d),
using Equation Following [68], other related parameters are listed in Ta-
ble demonstrating standard parameters for the shadowing propagation model,

assuming that the network is running in an outdoor environment.

p(d) = Prob(P,.(d)|dB) > 10log1o(RXThresh)) (3.13)

e Simulation Scenarios In order to assess the performance of the proposed trust
model in different situations, three different scenarios have been considered in sim-

ulations. For each scenario, the number of malevolent nodes, the density of nodes,
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and the number of data connections have been considered as variable parameters.
On the other hand, four different protocols have been implemented and compared.
The first protocol, labelled as Baseline Protocol, is the one which selects candi-
dates using RTOR metric but does not have any trust model implemented against
attacker nodes. RTOR, TORDP, and GEOTOR represent different variations of
the proposed trust model, which operate utilizing RTOR, TORDP, and GEOTOR

metrics for candidate selection, respectively.

Regarding data communication between nodes, the first source-destination connec-
tion in the network is formed while the source node is located at the bottom-left
corner of the simulation area, and the destination node is situated at the top-right
corner. This setting represents the largest possible distance for data communica-
tion in the network. Apart from this special connection that starts at the beginning
of simulation, other connections are established between nodes located at random
locations in the network. The minimum distance progress (MinDP) for TORDP
algorithm in all of the scenarios is set to 50 meters. This conveys that candidates
should be selected given that they provide at least 50 meters of distance progress.

This value was selected experimentally after performing a set of initial simulations.

— Scenario 1 (Effect of Malicious Nodes): In this scenario, the number
of malicious nodes is considered as a variable parameter in simulations. The
number of nodes for this case is set to 100 where 10 different source-destination
data connections are created between nodes. The purpose of this scenario is to
evaluate the resistance of each protocol, when the density of malicious nodes

changes from zero to 30 nodes.

— Scenario 2 (Effect of Nodes Density): In the second scenario, the number
of malevolent nodes is set equal to 20 percent of the total number of nodes
in the network. However, the density of nodes in the system is changed be-
tween 20 to 100 in a 1000 x 1000 squared meter simulation field. The goal
of this scenario is to evaluate different variations of the proposed algorithm
by changing the density of nodes. In fact, the scalability of the system under

different node densities is measured and analysed.

— Scenario 3 (Effect of Data Connections): Finally, the third scenario is

designed to assess the performance of the proposed algorithms by changing
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the number of source-destination data flows from 1 to 10, while setting the
number of attacker nodes to 20, and the number of nodes in the network
to 100. This scenario evaluates the efficiency of the proposed models under
the effect of different data traffic loads in the network.

Results

This subsection consists of several graphs representing the results of performed simula-
tions under various scenarios. Each plot is depicted and extracted as the average of 100
simulation executions, and considering 95% confidence intervals. Packet delivery ratio,
end-to-end delay of transmitting packets, as well as the average hop count have been

selected and evaluated as simulation parameters.

e Packet Delivery Ratio

Fig. shows the packet delivery ratio under the first scenario, where the number
of malicious nodes changes. As observed, RTOR protocol demonstrates the best
delivery ratio compared to other variations. The baseline protocol, which selects
candidate nodes similar to RTOR, shows the same delivery ratio when there is
no attackers in the system. However, its performance decreases as the number
of malicious nodes increases in the network. TORDP and GEOTOR represent
an acceptable performance compared to the Baseline Protocol when the number
of malevolent nodes is greater than 8 nodes. GEOTOR, however, delivers slightly
higher number of packets than TORDP. This is due to the fact that GEOTOR tries
to establish a balance between trust value, link delivery probability, and distance
progress. More specifically, GEOTOR dynamically adapts its candidate selection
method according to the currently-accessible neighbouring nodes. Furthermore,
RTOR reasonably demonstrates the best packet delivery ratio compared to other
algorithms by taking advantage its most reliable candidate selection algorithm.
Finally, the delivery ratio for all of the protocols decreases by raising the number
of malicious nodes. However, the slope of this decrease is by far smaller for protocols

that benefit from the proposed trust model, compared to the baseline protocol.

Fig. represents the delivery ratio for the second scenario where the density
of nodes is changing. Here too, RTOR shows the best performance compared to

other protocols and GEOTOR ranks second. It can be observed that by increasing
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Figure 3.4: Packet delivery ratio by changing the number of malicious nodes

the number of nodes in the network, the packet delivery ratio for all protocols
grows. The reason is that, by increasing the node density, benign nodes will have
the chance to select their candidates from a larger set of nodes. Furthermore, the
ratio of increase in the delivery ratio of protocols that benefit from the proposed
trust model is higher than the baseline protocol. This is due to the fact that in
the baseline protocol, if a malicious node is selected as a candidate, it has the
chance to drop all of the received packets. However, for RTOR, GEOTOR, and
TORDP the behavior of malicious nodes is monitored and their trust value is be
recalculated. This may lead to substitution of malevolent nodes with benevolent

ones, as discussed in the previous section.

In order to evaluate the delivery ratio of packets under the third scenario, Fig. [3.0]
has been plotted. The delivery ratio for all of the models shows almost a constant
trend specially when the number of connections is greater than two. The reason
is that the first connection between nodes in all of the scenarios is established
considering the largest possible path in the network. This results in loosing higher
number of packets due to signal fading as well as malicious packet droppings. Here
too, RTOR shows the highest packet delivery ratio, GEOTOR ranks second, and
the baseline protocol which can not defend against malicious nodes shows the works

performance.

e End-to-end Delay End-to-end delay is investigated as the second parameter to
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Figure 3.6: Packet delivery ratio by changing the number of source-destination data

connections

compare proposed protocols. Here too, the end-to-end delay of the received pack-
ets is depicted for all described scenarios. However, it is necessary to emphasize
that end-to-end delay is only calculated for packets that are received to their final

destination and no delay is calculated for dropped packets.

As observed in Fig. the end-to-end delay for GEOTOR algorithm shows the
best performance when it comes to comparison with RTOR, TORDP, and the
Baseline Protocol. The reason is that GEOTOR attempts to make a balance be-

tween all of the three important parameters containing trust value, link delivery
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Figure 3.7: End-to-end delay by changing the number of malicious nodes

probability, and the distance progress. Incorporating the distance progress as a
dynamic parameter in candidate selection results in having a smaller delay in de-
livering packets. Amongst protocols which have a defensive mechanism against
malicious nodes, RTOR has the highest amount of end-to-end delay. The reason
is that RTOR does not consider the location of nodes when selecting candidates.
According to RTOR, as described before, nodes select the most trustworthy and
reliable nodes as their candidates. Such nodes are normally the ones that have a
reasonable trust value, and are close enough to the source node. This results in
a higher hop count and, as a result, a higher end-to-end delay. The end-to-end
delay for RTOR, GEOTOR, and TORDP shows a slightly decreasing trend by in-
creasing the number of malicious nodes. The reason is that by growing the number
of malevolent nodes, higher number of packets are captured and dropped by such
nodes, and smaller number of packets are received by the destination nodes. In
fact, packets that need to travel longer distance suffer from the higher probability of
being captured by malicious nodes. In contrast, the situation is reversed for packets
that do not need to travel long to arrive their destination. This means a shorter
amount of time is consumed for packet transmission and candidate coordination,

which results in a smaller end-to-end delay.

Fig. [3.§ shows the end-to-end delay of packets for the second scenario, where the
density of nodes changes. As observed, GEOTOR shows the best performance
compared to TORDP and RTOR. Overall, the end-to-end delay of delivering pack-



Trust-based Opportunistic Routing Protocol 51

0.2

T T T

Baseline Protocol ——+—
TORDP

GEQOTOR ===

RTOR + @+

0.18 - q
¥

End-to-End Delay (Seconds)

0.1

. . . . . . . . . . .
40 45 50 55 60 65 70 75 80 85 90 95 100
Number of Nodes

Figure 3.8: End-to-end delay by changing the number of nodes

ets is increasing as the number of nodes grows. This occurs as the consequence of
delivering greater number of data packets to their destination. In fact, having a
higher density of nodes not only provides the opportunity of creating higher variety
of routes towards the destination, but also decreases the amount of obstructions
in the wireless channel. Therefore, all of the protocols, especially the ones being
able to detect and replace malicious nodes, will be able to deliver larger number of
packets to the destination, which leads to a greater end-to-end delay. Furthermore,
the trend of changes in Baseline Protocol follows a similachapter:trust:sec:r trend
as that of the RTOR. The reason is that both protocols utilize the same method

for selecting their candidates.

Finally, Fig. [3.9 shows the end-to-end delay of nodes under the third simulation
scenario, where the number of source-destination data flows changes. As observed,
similar to the previous scenarios, GEOTOR demonstrates the best performance
when it comes to comparison with other protocols, owing to its candidate selection
method. TORDP and RTOR reasonably rank as the second and third protocols.
Baseline protocol, however, has the worst end-to-end delay due to the fact that
it requires higher number of retransmissions, and greater amount of coordination
delay. In fact, if a malevolent node is selected as the highest-priority node in the
candidate set, all of the packets will have to be sent through the second-priority
candidate after the coordination delay is passed. Moreover, if the benign candidate

does not receive a particular packet, a retransmission needs to take place by the
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previous hop, which leads to a higher amount of delay. Additionally, the end-to-
end delay for all protocols is reasonably high when there is only one connection
between nodes. However, similar to the packet delivery ratio, the trend of changes

in the delay becomes almost constant by increasing the number of connections.
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Figure 3.9: End-to-end delay by changing the number of source-destination data connec-

tions

e Hop Count The average hop count of sending packets to their destination is
the last evaluated parameter in this section. Fig. [3.10] represents the hop count
for the first scenario, when the number of attacker nodes changes. As shown, by
increasing the number of malicious nodes, hop count decreases. This is due to the
fact that by growing the number of malicious nodes, the probability of a packet
drop also grows. To be more specific, packets which need to travel a longer distance
have a higher chance to be captured by malicious nodes, whereas the situation
is exactly opposite for other packets. This will lead to a smaller hop count for
all algorithms. Regarding protocols that benefit from the proposed trust model,
however, the effects of attacker nodes can be gradually cancelled by re-evaluating
their trust value and replacing them with other nodes. Therefore, greater number of
packets will have the chance to arrive their destinations compared to the Baseline
protocol. It is also interesting to observe that GEOTOR and TORDP operate
more efficiently compared to other protocols. In fact, not only such protocols

deliver almost higher number of packets to destinations compared to the Baseline
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protocol, but also such packet are delivered with a lower average hop count. More
specifically, even having 30 malicious nodes, when packets with a short distance
between the source and the destination in the Baseline protocol have a higher
likelihood to be successfully delivered, such packets travel from larger number of
intermediate hops compared to GEOTOR and TORDP.
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Figure 3.10: Hop count by changing the number of malicious nodes

Fig. [3.11] shows the effect of changing the number of nodes on hop count following
the second scenario. Clearly, GEOTOR has the best hop count whereas RTOR
has the worst as a result of their various candidate selection methods. The av-
erage hop count for GEOTOR and TORDP shows almost the same figures when
the number of nodes is smaller than 60. According to the size of the simulation
area, this situation resembles the case that the distance between source and des-
tination nodes is not too far, and packets can reach their destination in smaller
than four hops. As the number of nodes increases, however, greater packets can
reach their long-distance destinations due to the creation of new routes. Obvi-
ously, such packets need to travel from more hops to be finally delivered to their
destination. Nevertheless, GEOTOR outperforms TORDP in terms of hop count
when the number of nodes increases. Similarly, the hop count for RTOR is higher
than the Baseline protocol. The reason is that hop count is calculated for packets
that are successfully delivered to their destination and RTOR can handle delivery

of larger number of packets compared to the Baseline protocol. This conveys that
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some of the maliciously dropped packets can be delivered to their destinations in

RTOR, after the malicious intermediate node is replaced by a benign one.
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Figure 3.11: Hop count by changing the number of nodes

Finally, Fig. demonstrates the effects of changing the number of data connec-
tions on hop count. As the figure shows, the performance of GEOTOR algorithm is
higher than TORDP and RTOR, while RTOR shows the worst performance. For
example, when the number of connections is only one and the distance between
the source and the destination is more than 1400 meters, the average hop count
for RTOR is about 16.6 whereas this number is around 13, and 11.5 for TORDP
and GEOTOR, respectively. In contrary, the packet delivery ratio for RTOR is
the highest, while this measure is the lowest for GEOTOR. This represents that
sending packets from more reliable routes may result in a higher hop count and
delay. The hop count for packet transmissions tends to be almost a constant value
as the number of source-destination data flows increases and higher number of

randomly-generated connections are created in the network.

To sum up, simulation results show that the proposed trust model can significantly
improve the performance of delivering packets to their destination, when malicious nodes
exist in the network. Furthermore, amongst the proposed metrics for candidate selection,
it is observed that RTOR outperforms GEOTOR and TORDP in terms of packet delivery
ratio, whereas it is the worst metric when it comes to the end-to-end delay and hop count.

This conveys that there is a trade off between delivering larger number of packets to their
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Figure 3.12: Hop count by changing the number of source-destination data connections

destination through more reliable routes, and delivering packets with smaller amounts of
delay through less reliable paths. Therefore, it is concluded that selecting the suitable
candidate selection metric may be different for different applications depending upon

various requirements, characteristics, and priorities.

3.2 Comprehensive Reputation-based OR Protocol

In this section we propose to extend the introduced trust model to utilize not only
the direct interactions between nodes, but also recommendations of others. A detailed

description of this extension is explained in the following subsections.

3.2.1 Reputation Calculation

As mentioned in Chapter 2| Section [2.2.2] reputation or trust in wireless networks consists
of different aspects such as experience-based (direct) and recommendation-based (indi-
rect) reputation. As explained in Section , in order to calculate experience-based trust,
nodes in different time intervals evaluate the behavior of their peers using a monitoring
or watchdog mechanism and compute a measure representing the behavior of such nodes
in the mentioned interval. This most recent reputation value is then incorporated with
the old reputation value and a final experience-based reputation is obtained. The idea

of indirect reputation states that nodes should be able to benefit from the experience
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of other nodes in the network. This can be done if they periodically propagate their
calculated direct reputation value in the network. In this case, third-party nodes can
benefit from such recommendations by combining this information with their own direct

trust and finally calculating a comprehensive reputation value. This value is then fed

into the candidate selection module to be used for choosing candidates.

/,
@)

Figure 3.13: A Sample Topology of Network

Figure |3.13| represents how using both direct and indirect observations can help in
detecting and isolating malicious nodes using OR protocols. In this scenario, suppose
that node S1 first starts sending packets towards D1. For this, S1 and its candidates,
say {A, B}, have to select their own candidates. Assuming that {B,C'} is the initial
candidate set for node D and B is a malicious node, D will be able to detect B using
direct interactions, and will tend to replace this node with E. Once D re-evaluates
the trust value of its candidates and replaces B, it can then send a reputation report
to all of its neighbours and inform them about the behavior of its candidates. As one
of the potential nodes in the neighbourhood, S2 receives a copy of recommendations
coming from D and recalculates the reputation of B. Therefore, S2 can benefit from the

experience of D, and probably prevent from communicating with the malicious node.

Calculation of Recommendation-based Trust

To benefit from the experience of others, nodes in the proposed model propagate their

calculated reputation value to their one-hop neighbours. Upon receiving such packets,
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neighbour nodes accumulate such recommendations locally and compute an indirect rep-

utation value for all possible nodes using the following equations.
Trustﬁj}cf}:’)“t = Trust%%fflt(k, 7) (3.14)

indirect direct (;
Trustmd”'“t(i j) = Z”: Trusty x Trust$ig (i, k)
final ) -
k=1

(3.15)

n

In the Equation W, Trustgzc(%“t accounts for the average of the reputation values
that node k has reported to node ¢ through its own experience with node 5. Some nodes,
however, may not provide honest reputation reports and try to increase or decrease the
reputation value of other nodes. In order to defend against such nodes, provided reputa-
tion value from neighbour nodes is discounted by their current direct trust or reputation
value. Finally, by combining reported values from all neighbors, the recommendation-
based reputation value is calculated using Equation |3.15] where n represents the number

of neighbor nodes having provided their recommendations.

Comprehensive Trust

Once nodes calculate the final experience-based as well as recommendation-based trust
values, it would be possible for them to compute the final trust value for others. As
shown in Equation [3.16], this can be simply done considering the following weighted
average equation. In some situations, however, if there is no recommendations from
other nodes for some candidates, nodes only use their current direct trust for candidate

selection.
Trust{}”al = ¢ X Trust;f%eacf(z’,j) +(1—¢) x Trust’]}’}zzect(i,j) (3.16)

A General Monitoring Module

The monitoring module or watchdog component plays an important role in the per-
formance of trust and reputation management systems. In fact, all the calculations
regarding reputation calculation module depend upon an efficient monitoring or watch-
dog module, that is responsible to supervise the behavior of candidate nodes, and to
properly compute the values of o and . For this purpose, an extended version of the

monitoring module that was introduced in Section [3.1.3] is proposed, which operates
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based on the existence of a perfect coordination between candidate nodes in the candi-
date set. As explained in Chapter 2.1} prefect coordination guarantees that if one of the
candidate nodes transmitted a packet, all of the other nodes in the candidate set as well
as the sender node will receive an acknowledgement and prevent from forwarding the
same packet repeatedly [25]. Considering the existence of perfect coordination between
candidates, each forwarder node will be able to calculate the probability that each of its
candidates will forward a packet. This has been shown as Probfi , in Equation w

i—1

Probf = pse, x [T(1 = pse,) (3.17)

j=1

The above equation demonstrates that, by sending a packet, node S as the sender
node expects the highest-priority candidate node to forward the packet. This candidate
might receive the mentioned packet with probability pg.,, corresponding to the link
delivery probability between nodes S and ¢;. On the other hand, the next-priority
candidate is expected to forward the packet only if the highest-priority candidate does
not receive it. A similar explanation can be provided for other lower-priority candidates.
It is also worth noting that node S expects all of the candidates to cooperatively forward
packets if they receive them. Therefore, node S will be able to calculate the number of
packets it expects each candidate to forward towards the destination. This can be simply
done by keeping the track of the number of packets sent to the candidates within the last
At. By comparing the expected number of packets that a candidate should send with
the number of packets that it has actually sent, nodes will be able to calculate the values
of aw and . Afterwards, such values are used as explained to calculate the reputation of

candidate nodes, and to perform the process of candidate selection.

3.2.2 Simulation Study

In order to assess the performance of the proposed comprehensive trust model, an ex-
tensive simulation-based analysis has been conducted using Network Simulator (ns-2.35)
[68] by changing different parameters. Overall, it is observed that the proposed model
is able to properly detect malicious nodes in the network and to considerably cancel the
effect of such nodes. In the following sub-sections, the network environment and param-
eters for this set of experiments are first discussed and then some of the obtained results

are investigated.
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Table 3.4: Simulation Parameters

Parameter Value
Propagation Model Shadowing
MAC 802.11
Number of Nodes 100
Field Size (1000s1000)
Number of Candidates 2
Maximum Retransmissions
Transmission Rate 4 Packets/Second
Trust Calculation Interval (At) | 20 Seconds
Default Trust Value 0.8
Direct-reputation’s Weight (¢) | 0.7
Coordination Delay 15 Milliseconds
Simulation Time 600 Seconds

Network Environment

For the purpose of simulating a realistic wireless network where some amount of signal
loss exists in the channel, as observed in Table the shadowing propagation model
has been used with standard parameters for outdoor urban environments following [68].
Furthermore, to simulate the effect of the proposed reputation model, three different
parameters have been selected and changed containing the number of malicious nodes,
the weight of the previously calculated reputation value (w), and the reputation ageing
factor (f). When it comes to the simulated data communication traffic, 10 different
source-destination CBR traffic patterns have been generated in the network between
nodes, having been located randomly in the simulation field. Here too, the link delivery
probability between nodes is calculated as a function of distance between them following
[60] as discussed in Section [3.1.4] A list of the simulation parameters can be found in
Table 3.4

Apart from the simulation parameters, however, any trust and reputation model
should be evaluated in presence of adversary nodes. To keep the attack scenario simple,
Black-hole attack [63] has been selected in which malicious nodes, that are unknown

at the beginning, might be selected as candidate nodes. Simulation results represent
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how such nodes can significantly reduce the efficiency of communications, and how the

proposed reputation model is able to significantly resist against such nodes.

Results

Results of the proposed comprehensive trust management protocol are discussed in this
subsection. In the represented graphs, three different protocols have been depicted la-
belled as Optimum, Baseline, and Proposed algorithms. The Optimum protocol accounts
for the situation that there is no malicious node in the network and all nodes in the net-
work are cooperative. The Baseline protocol represents the presence of attacker nodes
in the network, whereas benign nodes have no defensive strategy against them. Finally,
the proposed model shows the effect of the proposed model in a realistic network, where
malicious nodes attack the network and benign nodes try to detect such nodes using the
proposed reputation system. In all of the represented results, the Optimum protocol rea-
sonably ranks first amongst the three, the Baseline protocol is recognized as the worst,

and the Proposed solution ranks second.

e Effect of Ageing Factor

The effect of changing the trust ageing factor on packet delivery ratio has been
depicted in Fig. [3.14] where the weight of the old trust (w) is 0.7 and the number
of malicious nodes is 20 representing 20% of malicious nodes in the network. The
ageing factor axis represents the discount factor being considered for the formerly
calculated reputation value as explained in Section [3.1.2] As observed, the Opti-
mum as well as Baseline protocols are not affected by this parameter as they are not
equipped with a reputation management system. Regarding the proposed method,
however, the effect of having a forgetting factor can be clearly seen. Since nodes
recompute the trust of other nodes in different At time intervals and impose the
ageing factor on the previously calculated reputation, selecting a reasonable value

for this parameter seems to be important.

It is interesting to see that when the value of 6 is low, the effect of the proposed
reputation system decreases. This is due to the fact that a considerable proportion
of the obtained reputation value is forgotten in each round of reputation recalcu-
lation. This means that, since the weight of the old reputation is higher than the

most recently calculated one, as time goes the trust value of all nodes is significantly
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Figure 3.14: Effect of changing reputation ageing factor on delivery ratio

decreased, which results in reducing the effect of the proposed mechanism. As the
ageing factor increases, however, the effect of the proposed model becomes more
observable. Furthermore, since in the implemented scenarios nodes do not change
their behavior in the course of time, higher values of the ageing factor represents
a better performance in terms of packet delivery ratio. More specifically, in the
simulated scenarios, a malicious node is always punished by other nodes and its
reputation level is dramatically decreased. Similarly, a benign node always acts
as a trustworthy node and collaborates in packet forwarding. Therefore, in such a
scenario, having no discount will be more beneficial for benevolent nodes and this

explanation is confirmed by simulation results.

e Effect of Old Reputation’s Weight

Fig. [3.15 shows the effect of changing old reputation’s weight (w), when the repu-
tation ageing factor (¢) and the number of malicious nodes are set to 0.98 and 20
respectively. In this plot, when the value of w is set to zero, it means nodes only
use their recently calculated trust and old trust values are given no weight. On
the other hand, setting this value to one means nodes do not benefit from recently
calculated trust values and only use the initial trust value for candidate selection.
The latter case resembles the situation that nodes are not equipped with a reputa-
tion system. The reason is that recent trust values are calculated but not utilized

properly. Here too, since the behavior of nodes does not change in the course of
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time, the more nodes use recently calculated reputation values reasonably leads to
a greater packet delivery ratio. However, if nodes change their behavior between
collaborative and malicious, the effect of using the old trust weight becomes more
clear. In this situation, nodes need to look at the entire history of communica-
tions, and assess the reputation of other nodes by incorporating both recent and

old reputation values.
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Figure 3.15: Effect of changing old reputation on delivery ratio

o Effect of Malicious Nodes

Fig.[3.16|shows the effect of changing the number of attackers on delivering packets
to their destination. As observed, in Baseline protocol by increasing the number
of attackers, the packet delivery ratio dramatically decreases so that having 40%
of nodes as malicious ones, the delivery ratio of packets falls down to 20%. The
situation, however, for the proposed method is completely different and nodes are
able to deliver larger number of packets to their destination in presence of malicious
nodes. More specifically, having 40% of nodes as attackers, the delivery ratio is
still around 57%. This conveys that the proposed protocol is able to successfully
detect and significantly cancel the effect of malicious nodes using the suggested

comprehensive reputation model.

End-to-end delay of delivering packets to their destination when changing the num-
ber of malicious nodes is shown in Fig. 3.I7 It should be emphasized that the

end-to-end delay is only computed for packets being successfully delivered to their
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Figure 3.16: Effect of changing the number of attackers on delivery ratio

final destination. As observed, the delay for Baseline protocol increases first by
increasing the number of malicious nodes, but starts to decrease as the number
of attackers continues to grow. This behavior is normal owing to the fact that
by increasing the number of malicious nodes up to a certain level, it is still possi-
ble for the Baseline protocol to deliver a considerable number of packets to their
destination. This occurs, for instance, in situations where the first candidate is a
malicious node and drops packets but the second one is benign and forwards pack-
ets after the coordination delay is passed. This situation leads to an increase in the
end-to-end delay. By escalating the number of malicious nodes, however, smaller
number of packets will be able to reach their destination. Such packets are the
ones that need to travel a short distance between the source and the destination.
Clearly, the higher the distance between source and destination nodes, the higher

the probability of dropping such packets by malicious nodes.

3.3 Summary

In the first section of this chapter, a novel trust model was proposed, designed, and
implemented for OR protocols that benefits from both reliability of OR protocols and
security of trust management systems. A new watchdog mechanism was also designed
and customized that is applicable to OR protocols. Furthermore, according to differ-

ent important parameters for candidate selection in OR protocols such as trust value
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Figure 3.17: Effect of changing the number of attackers on end-to-end delay

of neighbor nodes, link delivery probability of neighbors, and the amount of achievable
distance progress through each neighbor, three different candidate selection metrics were
proposed known as RTOR, GEOTOR, and TORDP. Finally, the proposed model was
implemented and evaluated using network simulation. Results represented that pro-
posed model performs well in a hostile environment, where malicious nodes try to drop
data packets and decrease the network performance. Additionally, considering different
proposed candidate selection metrics, it is concluded that there is a trade off between
delivering larger number of packets to their destination from more reliable paths, and
sending packets through shorter but less reliable routes.

In the second section, that is am extension to the proposed model developed in
the first section, the effect of indirect interactions between nodes in the calculation of
trust was investigated, developed, and added to the proposed trust model. Furthermore,
the watchdog mechanism was extended to be a general and comprehensive component
that is independent of the number of nodes in the candidate set. Simulation results
demonstrated that the proposed comprehensive trust model is efficiently able to defend

against malicious nodes, when the number of such nodes increases in the network.



Chapter 4

Modeling and Evaluation of Security
Challenges in Opportunistic Routing

Protocols

In Chapter [3| we proposed a trust calculation model to defend against malicious nodes
in OR-based wireless networks. This chapter, however, focuses on modeling and simu-
lation of routing attacks for OR protocols in greater details. As explained in previous
chapters, malicious nodes can significantly downgrade the performance of wireless net-
works. Therefore, it would be of high significance to analytically model the effects of
such nodes. In this chapter, the Discrete-Time Markov Chain (DTMC) is utilized to
analytically model the existence of malicious nodes in the network and to evaluate their
effects. Section demonstrates the proposed model in greater details and elaborates its
possible applications. Section includes a performance evaluation on the introduced

model and, finally, Section provides a summary for this chapter.

4.1 Applications of the Proposed Model

This section includes some of the most important scenarios in which the proposed model
can be applied. To be more specific, the introduced approach is a general and com-
prehensive analytical model that can be utilized in order to assess the performance of
any wireless sensor or mesh network in realistic situations. In fact, although the focus

of this chapter is to investigate the behavior of malicious nodes in OR protocols, the
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proposed model can be applied to simulate any hardware and software node failure that
can occur in a wireless network. For example, in a WSN [99, 30], nodes have a limited
amount of energy, and will crash once their energy is completely consumed [43], [7, [114].
In this scenario, dead nodes will have a similar role to malicious nodes in the proposed
model, due to the fact that such nodes will not be cooperating in the packet forwarding
process [37, [36]. On the other hand, as stated in [13] and [134], OR protocols outper-
form traditional routing protocols when it comes to network performance. Furthermore,
traditional routing protocols for wireless networks can be considered as a special case
of OR protocols, in which each node selects only one node as its next hop forwarder.
Therefore, the introduced model can assist in a realistic study of any wireless network,
including malicious behaviors or node failures. Some applications of the proposed model

can be summarized as follows.

e Highly Sensitive Networks: As stated in [5, 112, 24], sensor networks have been
widely used in highly sensitive situations such as military applications for detecting
noise, light, chemicals, explosions, etc. in the area of interest. Consequently, for such
mission critical situations, it is highly important to deploy a network that is effective
and operational in hostile environments. For example, there is always a possibility
that some of the sensor nodes in the battlefield become compromised or get destroyed.
The proposed model in this chapter is able to effectively simulate the existence of
compromised or broken sensors in a military sensor network. More precisely, the
proposed model can simulate the creation of any number of sensors, when a proportion
of them is not functioning properly. This will create the possibility of evaluating the
performance of such a network, and in the creation of a network that is tolerant to

node failures, or misbehaviors in adversary environments.

e Underwater Networks: Underwater sensor networks are a promising subsection
of WSNs [39] with the purpose of exploring and investigating the world beneath the
water’s surface [4]. However, due to the highly dynamic environment and unstable
physical conditions, a suite of more reliable routing protocols must be designed and
developed for underwater sensor networks. [I13] indicated that OR protocols can
be appropriate solutions for addressing the unreliability of such networks, as they
can boost the reliability of communications in noisy and unstable environments. On
the other hand, maintaining and providing technical support for underwater sensor

networks is a considerably more complex task compared to regular sensor networks.
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Moreover, sensors are at high risk of getting damaged or lost in such environments.
Therefore, investigating and studying the effects of malfunctions in such networks
before the actual deployment can assist in a more sophisticated and realistic sensor
deployment. The proposed model in this chapter can effectively simulate the existence
of node failures in underwater sensor networks. It should also be noticed that, using
the introduced analytical model, the extraction of network parameters such as packet
delivery ratio, drop ratio, hop count, etc. will be less computationally expensive, and

more flexible than performing network simulations.

e Environment Monitoring or Sensing Applications: As cited in [73, 42] and
[9], wireless sensor networks (WSNs) and Internet of Things (IoT) have been or will
be widely used in many applications including, but not limited to, intelligent trans-
portation systems, target tracking, manufacturing, wildlife monitoring, data gathering,
healthcare systems, and so forth [I07]. In each of the mentioned applications, wire-
less nodes might fail to connect to other peers, or might be compromised. Therefore,
considering that the proposed protocol in this chapter is a general-purpose model that
is applicable in any wireless sensor or mesh network, it can be used to evaluate the
performance of such networks in realistic situations. This can not only help in perform-
ing risk management, but also in building a more reliable, secure, and fault tolerant
network [45, [67].

4.2 Modeling Routing Attacks using DTMC in OR

Protocols

This section describes the proposed model in which an OR-based wireless network con-
taining malicious nodes is modeled using DTMC. As explained in [61], hop-by-hop routing
process of OR methods creates the possibility of modeling an OR-based wireless network
using DTMC, if the coordination method between candidates is perfect. In the following
section, applications of the proposed model are first described. In continue, an overview
of modeling OR protocols using DTMC is described in Section [4.2.1} Afterwards, a com-
plementary model is proposed in Section which includes and models the effect of
malicious nodes in OR protocols. Section includes more details on how to calculate
transition probabilities between states of DTMC in the proposed model. Finally, a novel
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method of calculating packet drop ratio by malicious nodes is proposed and calculated

in A.2.41

4.2.1 Modeling OR using DTMC

As explained in Chapter [} according to the link quality between the transmitting node
in OR protocols and each of its candidates, some candidates may receive the mentioned
packet; otherwise the sending node tends to retransmit the packet a certain number of
times if no candidates receive it. Assuming that a perfect coordination mechanism is
applied between candidate nodes, and considering node priority in the candidate set,
only one of the candidates will forward the packet, while others discard it. This process
continues until the packet reaches its destination successfully, or gets discarded in a node
after being retransmitted for the maximum number of times.

Routing operations in OR methods can be modelled accurately using DTMC, accord-
ing to its characteristics described in the remainder of this section. First of all, DTMC
is a memoryless system, meaning that reaching a specific state in DTMC is independent
of past states. This situation applies to OR protocols in which packet arrival at any
given time is independent of previous hops, and the current hop attempts to forward the
packet to the next hop. Second, in DTMC the state of the system changes given prob-
ability values between different states. This is also applicable in OR protocols, where
a probability value for each node in the candidate set determines if each candidate will
act as the relay node and will progress the packet. Finally, a DTMC with two absorbing
states is basically similar to an OR protocol with two absorbing states. Such states can
be considered as a Success state, which resembles successful delivery of the packet to its
final destination, and a Fail state, which represents the situation where a packet gets dis-
carded after a maximum number of retransmissions. For the purpose of modeling an OR
protocol using DTMC, perfect coordination between candidate nodes should be applied.
Furthermore, each state in the DTMC is defined using a tuple, which contains the node
identifier and the number of occurred retransmissions in that specific node. The pro-
posed model is valid for an OR containing any number of candidates or retransmissions,

any topology, or candidate selection algorithm, as described in [61].



Modeling and Evaluation of Security Challenges in OR 69

4.2.2 A DTMC Model for Black-hole Attack

Although the proposed model in [61] is a general model for assessing the performance of
an OR-based wireless network, such a model is not able to represent realistic scenarios
in which the network may contain uncooperative or malicious nodes. More specifically,
there are numerous situations in which nodes do not participate in routing operations
as expected. This may occur due to a hardware or software failure, malicious purposes,
and so forth. In this section, we propose a modified model of an OR protocol that
uses DTMC in the presence of uncooperative nodes. It should be emphasized that an
uncooperative node is considered a node which, for any reason, does not collaborate in
routing operations according to the specification of an OR protocol. More specifically,
it is possible to assign a probability value to a malicious node indicating its ratio of
willingness to cooperate. In this chapter, however, it is assumed that malicious nodes
will always behave maliciously if they are supposed to take any action. Table contains
symbols and notations that are used in the entire chapter.

The main idea of the proposed model in this chapter is the existence of M malicious
nodes in the network. In fact, the focus of the proposed model is on modeling black-
hole attacks in the network. Similarly, it would be possible to generalize the model, to
encompass any uncooperative behavior in which the malicious node is assigned with a
probability value regarding its ratio of cooperation. As mentioned in Chapter [2] Sec-
tion a black-hole node receives all of the data packets and drops them maliciously.
Basically, when a node selects a black-hole node as one of its candidates, it expects the
malicious candidate to forward received packets according to its priority in the candi-
date set. Surprisingly, however, the malicious node drops such packets and, following
perfect coordination, sends an acknowledgment message to all other candidates indicat-
ing that it has already forwarded every single packet. Therefore, the previous hop and
all of the other candidates will prevent the forwarding of such packets, and they will be
permanently lost.

In order to simply describe the proposed model, a linear topology is studied in which
N =5 K =3, M =1, and C = 2. In this simple model, it is also assumed that the
distance between all nodes is equal, and nodes with (/D = 0) and (ID = 4) are the
source and the destination, respectively. In this scenario, it is also assumed that node
with (I D = 2) is the only malicious node that follows black-hole attack. This scenario

conveys that the malicious node will drop all of the received packets upon receiving them.
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Table 4.1: Notation and Symbols

Symbol Description

N Number of nodes in the network
M Number of malicious nodes
K Maximum number of allowed retransmissions
C Maximum number of candidates
CSi dest Candidate set of node ¢ for destination dest
S Number of states in DTMC
P Transition probability matrix
Q Transition probability matrix between transient states
R Transition probability matrix between transient

and absorbing states

I Transition probability matrix between absorbing states

Transition probability matrix between absorbing

and transient states

\% DTMC’s initial state
F Fundamental matrix of Markov process
ID Node identifier
ReTx Number of retransmissions taken place so far
(ID, ReTx) | A state in the DTMC
pgj{;,) Transition probability between states (7, j) and (¢, j')
C; The 4, priority candidate

linky.op(x,y) | Link delivery probability between nodes z and y

Such nodes can therefore be modeled as absorbing states in DTMC. More specifically,
once the system reaches an absorbing state, it will stay in that state, and no more
transitions between states will occur. Therefore, as shown in Figure [4.1] since the node
with (ID = 2) is a packet dropper, neither an attempt to forward the packet towards
the destination nor a retransmission will take place once the system reaches state (2,0).
Considering this, as well as the existence of M malicious nodes, it would be possible to

calculate the number of states in the system, say S, using Equation [4.1]

S=(N-M-1)x (K+1)+M+?2 (4.1)
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Figure 4.1: An example of a DTMC for a linear topology in the presence of a black-hole
node (N =5 M =1, K =3, C =2)

As shown in Equation .1 the number of absorbing states will be equal to M +
2, corresponding to M number of malicious nodes, one Fail, and one Success state.
Furthermore, the number of transient states in the proposed model would be (N — M —
1)x (K +1). Finally, once all of the the states in a DTMC are known, it would be possible
to create a stochastic matrix containing the transition probabilities between states; using
that matrix, we can extract required network parameters such as packet delivery ratio,
drop ratio, etc.

The transition probability matrix P is an S x S matrix which corresponds to the
modeled DTMC in the presence of malicious nodes. This matrix is presented in canonical
form in Figure[4.2] As observed, P is composed of four different sub-matrices. @, which
demonstrates the probability of transitioning between transient states, is a matrix with
(N—M—-1)x (K+1),(N—M-—1) x (K + 1)] dimensions. Matrix R, which shows
the probability of the transition from transient states to absorbing states, is a [(N —
M —1) x (K 4+ 1),(M + 2)] matrix. The bottom-left corner of P, shown as Z, is a
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Figure 4.2: The transition probability matrix

(M +2),(N—M—1) x (K + 1) matrix and represents the probability of transitioning
between absorbing and transient states. According to DTMC, logically this matrix is
filled with all zero elements; the reason is that once the system is in an absorbing state,
it remains in that state permanently, and no more transitions occur. Finally, I, which is
an identity matrix of [(M +2), (M +2)] dimensions, demonstrates transition probabilities
between absorbing states.

In some network situations particularly when the number of malicious nodes is sig-
nificant and corresponds with the candidate selection algorithm, it is possible that all
of the candidates for a specific node will be selected as malicious nodes. In this case,
all of the packets being sent by the sending node will be maliciously dropped by all of
the candidates. More specifically, the probability of reaching the destination node, rep-
resented as Success state in DTMC, will be zero. This is due to the fact that no path
will exist between the source and the destination nodes. This scenario has been depicted
in Figure in which all candidates of node 0, say nodes 1 and 2, are malicious nodes.
In this scenario, regardless of the number of retransmissions by node 0, all of the sent
packets will be captured and dropped by its candidates, and no packet will have the

chance to arrive at its destination.

4.2.3 Calculating Transition Probability Matrix

Once all states of the DTMC are recognized and the dimensions of each matrix are

known, it should be possible to calculate the probability values of each element in P.
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Figure 4.3: The DTMC for a linear topology in the presence of two black-hole nodes (N =
5 M =2 K=3,C=2)

As previously stated, the transition probability value between states (i,7) and (', ') is
defined as pg}g,) where i and i’ represent node identifiers, whereas j and j' stand for
the number of occurred retransmissions in each node. To obtain the probability values,
different situations should be considered, as inspired by [61]. It should also be mentioned
that all of the calculations are independent of any network topology, and are valid for any

OR-based wireless network regardless of the number of candidates or retransmissions.

e Reaching a state corresponding to the highest-priority candidate: This
case demonstrates the probability of transitioning to a state in DTMC which cor-

responds to the highest-priority candidate in the candidate set. For example, pggzgg

or p&g; in Figure is calculated following this rule. This probability value is ba-
sically equal to the link delivery probability between node ¢ and its highest-priority

candidate, say ¢, in the candidate set, as specified in Equation [4.2]

Pl o = linkyop(i, 1) (4.2)
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e Reaching a state corresponding to other candidates (except for the
highest-priority candidate): In this case, the transition occurs from state (i, j)
to state (¢/,j") where 4’ is not the highest-priority candidate for node i. This
can be calculated using the link delivery probability between nodes i and i, say
linkyop(1,7"), given that none of the higher-priority candidates have already re-
ceived the packet. The probability of this transition in the state machine can be
calculated using Equation [4.3]

z—1

pi’zj,() = linkaob(iy C:E) X H (]‘ - linkPTOb(i7 Ct)) (43>

t=1
e Reaching a state corresponding to a retransmission or the Fail state:
As described earlier, if no candidates receive a packet when it is transmitted, the
sending node tends to perform a retransmission. This happens for a maximum of K
retransmissions. After that, if no candidate receives the packet, it is permanently
discarded from the network. Equation is designed to address the probability of

retransmission or failure of a packet.

C
Pty =1=2> "1 (4.4)
t=1

e Reaching absorbing states: Finally, in the process of different transitions, it
would be possible for the system to reach one of the absorbing states. This is
simulated as a situation in which the packet is discarded after K retransmissions,
reaches the final destination successfully, or is grabbed by one of the malicious nodes
in the network. All of the demonstrated cases are shown in the state machine using
Fail, Success or (ID,0) where ID is the identifier of a malicious node. In this
scenario, the system will stay in the mentioned state, and no other transition takes
place between states. This results in creation of an identity matrix, represented as
I in the transition probability matrix P. Matrix [ is created by setting pﬁjg to 1

where (7,0) shows an absorbing state.

4.2.4 Packet Drop Ratio Calculation

After creating states in DTMC and calculating all probability values in transition prob-

ability matrix P, it will be possible to obtain different parameters in the network. [61]
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shows how to calculate different parameters such as packet delivery ratio, expected num-
ber of transmissions, and hop-count. In this chapter, calculation of another important
parameter is introduced, known as packet drop ratio which is defined as the ratio of pack-
ets being received by uncooperative nodes and maliciously dropped. Basically, packet
drop ratio can be obtained by calculating the probability of reaching each of the ab-
sorbing states that correspond to malicious nodes from an initial state, and combining
them. Clearly, the initial state in OR protocols will be related to the source node, which
generates data packets. Equation shows the initial state of an OR-based DTMC. The
probability of reaching any state from the initial state V' after multiple (h) number of

transitions between states can then be calculated using P".

V=[10 .. 0 (4.5)

If we assume existence of only one node as a source node in the network, say a node
with 1D = 0, it would be necessary to calculate the probability of reaching each absorbing
state related to malicious nodes. For this purpose, considering the initial state of the
system in Equation , calculating V' x P" will result in the first row of the P*. This can
be used to obtain the probability of reaching any absorbing state from the source node.
More specifically, the element (0, BH;) in matrix V x P" will represent the probability
for malicious node BH; to receive and drop the packet. Finally, Equation [4.6] is used
to calculate the overall ratio of packets being dropped by all of the malicious nodes.
Similarly, as demonstrated in [61], it becomes possible to determine the probability of
reaching Success or Fail states. Such values account for the probability of reaching the

destination, or failing a packet, respectively.

M
Drop Ratio =Y _ Dropgup, (4.6)

i=1

Alternatively, as shown in [61], required parameters can be obtained using the funda-
mental matrix F' of the Markov process. Equation shows how to calculate F. In the
end, by calculating F' x R, it would be possible to calculate the probability of reaching

any absorbing state from any transient state.

F=(I-Q)" (4.7)
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4.3 Analysis

The proposed DTMC model, which takes into account the behavior of malicious nodes,
must be evaluated. The model is independent of any OR or algorithm; however, four
well-known OR protocols, EXOR [12], POR [127], DPOR [60], and MTS [88] have been
considered as case studies. A brief explanation on the behavior of each algorithm is
presented in the following subsections. All of the mentioned algorithms are then evalu-
ated under the effect of different network parameters, using both the proposed analytical
model as well as the simulation. The proposed model has been implemented using Java
programming language while all simulations have been performed through Network Sim-
ulator 2 (NS 2.35) [68]. Having done so, it would be possible to perform the same set of

experiments using the analytical model and simulation and compare results accordingly.

4.3.1 OR Case Studies

As explained earlier, four famous OR protocols have been selected for performance evalu-
ation. Out of these four algorithms, EXOR and MTS select candidates using link delivery
probability between nodes, where MTS is proven to select the optimum candidate set in
terms of expected number of transmissions (ETX). The other two algorithms, POR, and
DPOR, take geographical location of nodes into account for candidate selection. This

way, it would be possible to compare both categories of OR protocols.

EXOR Algorithm

EXOR [12] uses the ETX metric for candidate selection. More specifically, ETX between
nodes 7 and j is calculated considering the link delivery probability between such nodes
following Equation 4.8 First, EXOR tries to establish the shortest path between each
node and its destination, then finds the first neighbor of each node as a potential candi-
date in this shortest path. Afterwards, if the ETX value from such a candidate to the
destination is smaller when compared to the current node, this candidate will be added
to the candidate set for the current node. This process is repeated until the maximum
number of candidates is selected. Algorithm 1| provides greater detail on the method of
candidate selection used by EXOR following [12].

1

= 4.
linkprob(i7j) ( 8)
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Algorithm 1 EXOR Protocol
1: procedure SELECT-CANDIDATES(node, dest, C)

2: coStnode <= E'T Xyode,dest

3: C Shode,dest < 1

4: while (|CShode.dest| < C) and exists(shortest Path(node, dest)) do
5: path < shortest Path(node, dest)

6: cand < getNeighgour(node, path)
7 if equals(cand, dest) then

8: add(C Syode,dest dest)

9: cost(dest) < 0

10: else

11: cost(cand) <— ET X cand,dest

12: if cost(cand) < cost(node) then
13: add(C Shode,dest, cand)

14: end if

15: end if

16: removeEdge(node, cand);

17: end while

18: end procedure

POR Algorithm

POR [127] is a simple OR protocol that selects the candidate set for each node by
considering only the geographical location of nodes. To be more specific, each node in
the network selects the neighbor, which results in gaining the highest amount of distance
progress towards the destination, and adds this neighbor to its set of candidates. This
process continues until the maximum number of candidates has been selected, or the
number of neighbors is too small to meet demands. The basic concept behind POR
algorithm is to decrease the number of required hops to send a packet by selecting the
nearest neighbors for each particular node to the destination. Algorithm [2| provides the
pseudocode of the POR protocol, as explained in [127].
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Algorithm 2 POR Protocol
1: procedure SELECT-CANDIDATES(node, dest, C)
C'Spode,dest <
while (|CSyode dest| < C) and not Empty(neighbors(node)) do
cand < findBestN eighbor By Distance Progress(node)
add(C Shpode dest; cand)

removeEdge(node, cand)

end while

sort ByDistance Progress(CSyode.dest, node, dest)

end procedure

DPOR Algorithm

Similar to POR, DPOR [60] benefits from the geographical location of nodes for its
candidate selection. DPOR introduces a metric known as Expected Distance Progress
(EDP), and attempts to establish a balance between the amount of achievable distance
progress through each neighbor and the link delivery probability between them. In
fact, DPOR suggests candidate selection not only on their ability to progress the packet
towards the destination, but which also have an acceptable link quality. More details
regarding the candidate selection algorithm for DPOR can be found in Algorithm [3]
according to [60].

MTS Algorithm

MTS [88] is an OR algorithm that guarantees selection of the optimum set of candidates
when it comes to the expected number of transmissions between source and destination.
MTS uses EAX as a metric for candidate selection. [25] provides more information on
how to calculate the EAX metric. Basically, EAX is calculated recursively, considering
multiple possible paths for reaching the destination in an OR-based wireless network.
MTS initiates the process of candidate selection from the destination node’s neighbors,
adds the destination node to the candidate set of all such neighbors and assigns the
cost of each link using the EAX of each candidate to the destination. Afterwards, the
algorithm iteratively finds the node with a minimum amount of EAX to the destination,
for example bestNode, and adds bestNode and all of its candidates to the initial candidate

set of all bestNode’s neighbors. Finally, to determine the optimum candidate set, nodes
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Algorithm 3 DPOR Protocol
1: procedure SELECT-CANDIDATES(node, dest, C)

2: candSetEDP + —1

3: neighbors < get Neighbors(node)

4: eligibleNeighbors < ()

5: for each neighbor in neighbors do

6: if distancencighbor.dest < distancenode,dest then
7: add(eligible N eighbors, neighbor)

8: end if

9: end for

10: sort ByDistance(eligible N eighbors)

11: while (|C'Syode.dest| < C) and not Empty(eligibleNeighbors) do
12: cand < findBestN eighbor ByE D P(node)

13: thisSet <— (C'Shode.dest U cand)

14: thisSetEDP < EDP(thisSet)

15: if thisSetEDP > candSetEDP then

16: add(C Spode,dest; cand)

17: candSetEDP < thisSetEDP

18: removeEdge(node, cand)

19: end if
20: end while
21: sort ByDistance Progress(CSyode.dest, node, dest)

22: end procedure

are sorted in an increasing order using EAX value, and an exhaustive search is conducted
to obtain the candidate set that includes less than or equal to C' candidates. It has been
proved in [88] that this set contains an optimum combination of candidates with regards
to the expected number of transmissions (ETX). More details on the candidate selection
method for MTS protocol is presented in Algorithm [4] following [88].

4.3.2 Customized Black-hole attack

As explained in Chapter [2| Section [2.2.1] black-hole nodes try to decrease network per-

formance by attracting and dropping as many data packets as possible. In this section, a
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Algorithm 4 MTS Protocol

1: procedure SELECT-CANDIDATES(node, dest, C)

2: €08t ode — 0

3: nodes <— The set of all nodes except dest

4: for each node in nodes do

5: if isNeighbor(node, dest) then

6: add(C Syode.dest, dest)

7 cost(node) m

8: else

9: C'Shode.dest < 0

10: cost(node) +— oo

11: end if

12: end for

13: while not Empty(nodes) do

14: currentNode < minCost(nodes)

15: removeN ode(current N ode, nodes)

16: neighbors < get Neighbors(currentN ode)
17: for each neighbor in neighbors do

18: add(C'Syeighbor.dest, current N ode)

19: for each c in CScyrrentNode,dest AO
20: add(C Syeighbordest C)
21: end for
22: cost(neighbor) <— EAX(C Speighbor,dest; neighbor, dest)
23: end for
24: end while
25: nodes < The set of all nodes except dest
26: sort ByCost(nodes)
27: for each node in nodes do
28: C'Snode,dest < pickBestSets ByM axSize(C Speighbor,dest, C)
29: cost(node) <— EAX (CSpode dest; node, dest)

30: end for

31: end procedure
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variation of the black-hole attack is introduced, after customization for OR protocols. In
the proposed version, the malicious node tries not only to drop all of the received packets,
but also prevents other candidates from progressing the packet. In fact, in conducted
simulations, once the malicious node receives the packet, it informs all other candidates
(as well as the previous-hop node) that it has already received and forwarded the packet.
Following perfect coordination, other candidates and the previous-hop then assume that
the packet has already been transmitted, and they abstain from transmitting or retrans-
mitting packets. The malicious node, however, drops the packet and removes it from the

network.

4.3.3 Evaluation Settings

Before presenting and exploring evaluation results, it is of significant importance to study
network parameters and settings. For instance, in the modeling and simulation of wireless
networks, it is important to select a realistic propagation model. In this thesis, we have
selected the shadowing propagation model. This is due to the fact that it is possible to
simulate the existence of noise in wireless channels via the shadowing propagation model,

as explained in [68]. More details on related parameters for this model are presented in

Chapter [3] Section [3.2]

Network Parameters

Table shows a list of all parameters being used in both analytical and simulation
studies. In order to thoroughly study the effects of various parameters, three different
parameters have been chosen for simulation including the number of malicious nodes,
node density, and the maximum number of candidates (C'). When all parameters are
set to their default value, then changed one at a time, four different important network
evaluation metrics are calculated and reported. These parameters include drop ratio,
packet delivery ratio, expected number of transmissions, and hop count. It should be
mentioned that plotted figures represent only the results of analytical studies, although
the figures are significantly similar to simulation results. At the end of each subsection,
however, a table is presented which includes the mean and the standard deviation of

difference for each calculated parameter between analytical and simulation results.
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Table 4.2: Simulation Parameters

Parameter Value
Propagation Model Shadowing
MAC 802.11
Number of nodes (N) 40
Network field dimension 500 x 500 m?
Number of malicious nodes 6
Maximum Number of candidates (C) 3

Maximum Number of retransmissions (K) | 3

Data Payload Size 512 bytes

Transmission Rate 5 Packets/Second

Coordination Delay 15 Milliseconds
Simulation Time 1800 Seconds

4.3.4 Results

As mentioned in Section [£.3.3] the results of performance evaluation for three different
parameters are reported in this chapter. For each parameter, evaluations for both ana-
lytical and simulation results have been conducted 100 times by randomly changing the
network topology and reporting the average value of all executions, while considering a
confidence interval of %95. Finally, all graphs consist of four curves for EXOR, POR,
DPOR, and MTS protocols.

Effect of Malicious Nodes

This section is presented to investigate the effects of the number of malicious nodes on
different parameters. For this purpose, the number of malicious nodes changes from 0
to 15, where all other parameters are set to their default values listed in Table [£.2] As
will be observed through all figures, malicious nodes can have significant and devastating

effects on different network parameters.

e Drop Ratio

Figure [4.4] shows the packet drop ratio as a function of the number of malicious nodes.

Drop ratio in analytical results has been calculated using Equation [1.6] For simulation
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Figure 4.4: Drop Ratio

results, however, the drop ratio is calculated by dividing the overall number of dropped
packets through malicious nodes by the total number of generated packets. Clearly, as
the number of malicious nodes increases, the drop ratio rises as well. This is due to the
fact that having more malicious nodes in the network, the probability of such nodes
being selected as candidates in all of the protocols increases and, consequently, more
malicious nodes will have the chance to attack the network by capturing data packets
and dropping them accordingly. Amongst the four protocols, POR demonstrates the
best performance when it comes to exposing packets to malicious nodes. The reason is
that in POR, the focus of the algorithm is on minimizing the number of hops for every
single packet. This indicates a reasonable decrease in the probability of packet receipt
by malicious nodes. MTS, which focuses on optimizing the number of transmissions,
ranks second. Here too, fewer overall transmissions indicates a smaller chance of
capturing packets by malicious nodes, and consequently, a smaller drop ratio. Finally,
DPOR outperforms EXOR through its consideration of nodes’ geographical locations

for candidate selection.

e Delivery Ratio The delivery ratio of packets is calculated via the method explained
in [61]. Basically, the delivery ratio in the analytical results is calculated as the prob-
ability of receiving the success state from the initial state. In simulations, however,
the delivery ratio is the percentage of packets being received to the destination node,

divided by the total number of generated packets. As observed in Figure [£.5] increas-
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ing the number of malicious nodes will result in a decrease of the the delivery ratio for
all protocols. This is reasonable, as an increase in the number of malicious nodes will
result in more packets being captured and dropped. This will clearly lead to a lower
delivery ratio. When comparing different protocols, it is shown that MTS, which has
an optimum candidate selection algorithm, possesses nearly the highest delivery ratio.
As shown in previous paragraph, POR seems to be less affected by malicious nodes as
compared to other protocols. The reason for its resiliency can be found in its candidate
selection algorithm, which attempts to decrease the number of potential hops that can
receive packets between the source and the destination. Similarly, DPOR outperforms

EXOR in terms of packet delivery ratio.
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Figure 4.5: Packet Delivery Ratio

e Expected Number of Transmissions Figure [1.6] shows how a change in the num-
ber of malicious nodes can affect the expected number of transmissions (ETX). As
observed, the ETX for MTS is reasonably the lowest value, when compared to other
protocols. This behavior is predictable, because MTS has been proven to minimize
ETX value. In contrast, EXOR has the worst ETX between all four protocols. POR,
with its focus on minimizing hop count, outperforms DPOR. For all protocols, however,
ETX value slightly decreases as the number of malicious nodes increases. The reason
for this observation is that with the presence of a large number of malicious nodes in
the network, a negligible proportion of packets will have an opportunity to arrive at

their destination. Such packets demonstrate a rare situation, in that the route between
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the source and the destination is most likely clear of malicious nodes and, as shown
later in this section, fewer hops are required to route such packets to their destination.
A smaller hop count will result in fewer overall transmissions/retransmissions and, as

a result, a lower value for ETX.
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Figure 4.6: Expected Number of Transmissions

e Hop count Figure [£.7 shows the effect of changing the number of malicious nodes
in the hop count. As observed, by increasing the number of malicious nodes, the hop
count decreases slightly for all protocols. As previously explained, this is because an
increase in the number of attackers corresponds with a greater probability that such
nodes may receive and drop data packets. In this scenario, a smaller number of hops
between the source and the destination indicates a higher probability that packets will
reach their destination, because the probability of having a malicious node in the path
also decreases. When different algorithms are compared, POR displays the best hop
count by considering the closest node to the destination to be the best candidate, even
though POR is incapable of delivering a large number of packets to their destination.
MTS ranks second, with an optimal algorithm for candidate selection. DPOR is the
third best algorithm, whereas EXOR ranks as the worst protocol in terms of the

number of hops between source and destination.

e Comparison of Results This section is allocated for the comparison of conducted an-
alytical results with simulation results. As observed in Table[4.3] two values have been

reported for each evaluated parameter, which represent not only the average of the
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Table 4.3: Comparison of Results for Changing Malicious Nodes

Evaluated Parameter | Measurement | EXOR | POR | DPOR | MTS
) Average 0.0121 | 0.0175 | 0.0141 | 0.0286
Drop Ratio (%) —
Deviation 0.0086 | 0.0097 | 0.0109 | 0.0125
) _ Average 0.0759 | 0.0025 | 0.0710 | 0.0026
Delivery Ratio (%) —
Deviation 0.0360 | 0.0021 | 0.0266 | 0.0020
ETX Average 0.1809 | 0.0233 | 0.2192 | 0.0289
Deviation 0.0323 | 0.0092 | 0.0339 | 0.0140
Average 0.2643 | 0.0043 | 0.2512 | 0.0156
Hop Count —
Deviation 0.0467 | 0.0051 | 0.0398 | 0.0072
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difference between all points in analytical and simulation results, but also their stan-

dard deviation. In fact, for drop ratio and delivery ratio, reported values demonstrate

a percentage value, whereas absolute values are reported for ETX and hop count. As

observed in Table [£.3] simulation results are, overall, very close to analytical results,

which can be assumed as a verification for provided analytical results.

Effect of Node Density

This subsection studies the effects of changes in node density on different network param-

eters. For this evaluation, the dimensions of the network area will change from 300 x 300
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to 1000 x 1000 square meters while the number of malicious nodes is set to 6 nodes.

e Drop Ratio Figure demonstrates the effect of changes in network size on packet
drop ratio. As observed, by enlarging the field size, the drop ratio increases for all
protocols up to a certain level, and starts to decrease afterwards. This behavior is
reasonable, since with a smaller network, say 300 x 300 m?2, the path between source
and destination is shorter, and packets are not required to travel from many different
hops to reach the destination. This decreases the probability that malicious nodes may
receive data packets. In contrast, by enlarging the field size, more nodes will become
involved in routing packets towards their destination. This offers greater opportunities
for malicious nodes to capture more packets. However, when the network size is too
large, say 1000 x 1000 m?, the average distance between nodes will be reflective of that
size; therefore, a great deal of packets will become lost in the network as a result of
obstructions in the wireless channel. Therefore, although malicious nodes may still be
selected as potential candidates by other nodes, fewer packets will successfully reach
them, so they can discard less. A comparison of different protocols shows that POR is

the most resistant protocol against malicious nodes, and EXOR ranks as the worst.
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e Delivery Ratio Figure shows packet delivery ratio as a function of changing the
network field size. Reasonably, by increasing the network size, delivery ratio decreases.
This occurs because, first of all, malicious nodes will be able to capture and drop some

of the received data packets. Second, as the network size extends, the distance between
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nodes increases and the probability of packet loss escalates for all different protocols.
Therefore, fewer packets will have the opportunity to successfully reach the destination.
A comparison of different protocols indicates that MTS acts as the best algorithm for
packet delivery to the destination, whereas EXOR shows the worst delivery ratio.
Interestingly, however, POR almost outperforms both EXOR and DPOR. The reason,
as stated in the previous subsection is that POR will try to decrease the number
of necessary hops between the source and the destination. This results in a smaller
probability of receiving packets to malicious nodes compared to DPOR and EXOR and,
as a result, a higher delivery ratio. DPOR still outperforms EXOR by incorporating
both link delivery probability between nodes, and their geographical information for

candidate selection.
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Figure 4.9: Packet Delivery Ratio

e Expected Number of Transmissions Figure shows the expected number of
transmissions for all different protocols as a function of network field size. enlarging
the network size in all of the protocols results in an increase in distance between
source and destination; as a result, packets will need to travel longer paths to reach
their destination. Having longer paths means that packets must be transmitted or
retransmitted more frequently in larger networks, when compared to smaller ones.
In this scenario, MTS, as expected, performs the best due to its optimum candidate
selection scheme, and POR ranks second. DPOR and EXOR rank third and fourth,

respectively.
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e Hop Count The hop count of packets sent between the source and the destination
is shown in Figure [£. 11} As explained earlier, a larger network area requires longer
paths. Therefore, it is reasonable to have a higher hop count for larger networks.
Taking the POR algorithm as an example, in a 300 x 300 m? field packets must travel
for less than 3 nodes to reach their destination, whereas in a 600 x 600 m? field, the
hop count is less than 6 and in a network with an area of 1000 x 1000 m?2, the value
is less than 11. Comparing different protocols also represents a reasonable behavior
in which POR has the lowest hop count, and EXOR has the highest. Similarly, MTS

outperforms DPOR due to its candidate selection algorithm.

e Comparison of Results A comparison of simulation and analytical results following
changes to node density is shown in Table As observed, the average and standard
deviation of changes show that simulation results are close to analytical ones. This
conveys that changes to different network parameters follow the same trends for both

sets of conducted results.

Effect of Candidates

This subsection investigates the effect of the number of candidates on different network
parameters. In this scenario, the maximum number of candidates changes from one to

six nodes, while other parameters are set to their default values, as shown in Table [£.2]
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Table 4.4: Comparison of Results for Changing Node Density

Evaluated Parameter | Measurement | EXOR | POR | DPOR | MTS
) Average 0.0732 | 0.0686 | 0.0650 | 0.0808
Drop Ratio (%) —
Deviation 0.0484 | 0.0602 | 0.0632 | 0.0615
) _ Average 0.0640 | 0.0018 | 0.0582 | 0.0025
Delivery Ratio (%) —
Deviation 0.0504 | 0.0012 | 0.0445 | 0.0017
ETX Average 0.3535 | 0.0215 | 0.3084 | 0.0245
Deviation 0.2344 | 0.0146 | 0.1550 | 0.0154
Average 0.3812 | 0.0187 | 0.3137 | 0.0287
Hop Count —
Deviation 0.1872 | 0.0172 | 0.1147 | 0.0195
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e Drop Ratio Figure shows the effect of candidate changes on the packet drop ratio.
The change in the drop ratio for EXOR and DPOR appears insignificant when the

number of candidates is more than two. More specifically, although the probability

of a packet reaching its destination increases with the presence of more nodes in a

candidate set, the probability of including a malicious node in the candidate set also

escalates. POR, however, shows an interesting behavior; an increase in the number

of malicious nodes leads to an increase in packet drop ratio for this protocol. This is

because a small number of candidates, say one node, results in losing a large number

of packets due to packet loss and fading in the propagation model. In fact, increasing

the number of nodes in the candidate set decreases the chance of packet loss, while at
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the same time, the probability for more malicious candidates increases the. This will
lead to an increase in drop ratio. MTS reasonably shows results identical to EXOR
when there is only one node in the candidate set. However, with more candidates,
MTS’ focus on best candidate selection shows a slight reduction until the number of
candidates is 3, and the trend becomes almost constant thereafter. Overall, it can be
concluded that EXOR has the highest drop ratio, whereas POR has the lowest value.

Similarly, in M'TS fewer packets can be captured by malicious nodes.
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Figure 4.12: Drop Ratio

e Delivery Ratio Packet delivery ratio is shown in Figure [£.13] In POR, as discussed
earlier, by increasing the number of candidates the probability of packet loss decreases,
while the algorithm still attempts to reduce the hop count by selecting nodes closest
to the destination. Therefore, the reliability of sending packets to their destination
increases, resulting in an increase in packet delivery ratio. MTS also shows a consid-
erable rise in delivery ratio until the number of candidates is 3 nodes. After that, the
trend of packet delivery ratio becomes almost constant, similar to EXOR and DPOR
algorithms. Finally, effects of the candidate selection algorithm can be clearly com-
pared between all protocols. Overall, MTS has been proven to function as the best
algorithm. POR shows a poor delivery ratio when the maximum number of candidates
is less than 3 nodes, and its performance increases with more nodes in the candidate
set. Finally, DPOR has a higher delivery ratio compared to EXOR by incorporating

geographical information with link delivery probability between nodes.
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Figure 4.13: Packet Delivery Ratio

e Expected Number of Transmissions Figure 4.14] shows the expected number of
transmissions when the number of candidates is variable. For all protocols, the ex-
pected number of transmissions decreases as the number of candidates increases. This
is reasonable because, as explained earlier, having more candidates in the candidate set
means that the probability of packet loss will decrease. Thus, packets will most likely
either be captured and dropped by malicious nodes, or successfully sent to the next
hop. In either case, the probability of retransmission decreases, and packets may ex-
perience fewer transmissions. Here too, MTS shows the best ETX when there is more
than one node in the candidate set whereas EXOR shows the worst value. Finally,
DPOR demonstrates better performance than EXOR.

e Hop count The hop count of packets is represented in Figure As observed
in POR, an increase in the number of candidates results in a slight corresponding
increase in hop count. This is due to the fact that a smaller number of candidates
leads to greater packet loss in POR; if some packets reach the destination, they have
traveled from a very short path. As the number of candidates increases, however,
more packets will reach the destination, but packets may need to travel from more
hops. Nevertheless, POR still has the lowest hop count compared to other protocols,
and EXOR shows the worst hop count. MTS reasonably ranks second, while DPOR
operates better than EXOR but worse than MTS.



Modeling and Evaluation of Security Challenges in OR

ETX

EXOR m=em= |
POR e
DPOR ==e-= 7|

. MTS e

2 3 4
Maximum Number of Candidates

Figure 4.14: Expected Number of Transmissions

L A J

L 2

\‘
>
Deofpe T
is
[
L
S
i
1
y
¥ »

J—
PREET
6t .
: A "
ST |
2 e b -
:% ................... FETIIIy
P -
-
3F
EXOR =t
1 POR &
DPOR ===
MTS e
! Il
1 5 5 |

3 4
Maximum Number of Candidates

Figure 4.15: Hop Count

93

e Comparison of Results: Finally, Table[4.5]shows the average and standard deviation

of gaps between simulations as well as analytical results. The values on the table

demonstrate that simulation results are very close to analytical results, which verifies

the correctness of the proposed model and reported results.

4.4 Summary

In this chapter, the effects of malicious nodes were studied on opportunistic routing

protocols in wireless networks. More specifically, assuming that nodes in the candidate
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Table 4.5: Comparison of Results for Changing Candidates

Evaluated Parameter | Measurement | EXOR | POR | DPOR | MTS

Average 0.0150 | 0.0180 | 0.0181 | 0.0233
Deviation 0.0060 | 0.0133 | 0.0076 | 0.0147
Average 0.1011 | 0.0040 | 0.0840 | 0.0051
Deviation 0.0555 | 0.0036 | 0.0416 | 0.0078
Average 0.2132 | 0.0552 | 0.1819 | 0.0668
Deviation 0.1314 | 0.0995 | 0.0958 | 0.1072
Average 0.2833 | 0.0266 | 0.2350 | 0.0516
Deviation 0.1676 | 0.0557 | 0.1275 | 0.0884

Drop Ratio (%)

Delivery Ratio (%)

ETX

Hop Count

set follow perfect coordination, a new analytical model was designed and implemented
using Discrete-Time Markov Chain (DTMC) to demonstrate the existence of malicious
nodes. Additionally, in order to measure the effect of malicious nodes on the network,
a new method of calculating drop ratio was introduced. As an example of a malicious
behavior, an implementation of a black-hole attack was introduced, after customiza-
tion for opportunistic routing protocols. Finally, a comprehensive set of performance
evaluation scenarios was designed and conducted, using both simulation and analyti-
cal studies on four well-known opportunistic routing protocols known as EXOR, POR,
DPOR, and MTS. To summarize, evaluation results demonstrate that malicious nodes
can significantly decrease the performance of wireless networks by preventing packets
from reaching their destination. Finally, by comparing simulation results and analytical
results, we conclude that the proposed model is capable of demonstrating the effects of
malicious nodes on opportunistic routing protocols. For future works, we will extend the
proposed analytical model to include a defensive mechanism against malicious nodes,

using a variation of trust and reputation systems.



Chapter 5

A Packet Salvaging Model to
Improve the Security of

Opportunistic Routing Protocols

In Chapter [3| a novel trust management scheme was designed, developed, and evaluated
specifically for OR protocols. Chapter [d, however, presented a novel analytical scheme
and mathematically modeled the effects of adversary nodes on an OR-based wireless
network. In this chapter, the analytical model introduced in Chapter [ is extended
to demonstrate the efficiency of OR protocols in salvaging packets that are maliciously
dropped by attacker nodes. Greater details regarding the proposed model can be found in
the following subsection. Section provides a performance evaluation on the proposed

packet salvaging model, and Section summarizes this chapter.

5.1 A DTMC-based Packet Salvaging Model for OR

As discussed in Chapter [I] Section [1.1], the main advantage of OR protocols is the redun-
dancy of nodes in the candidate set. In hostile environments, however, including a higher
number of nodes in the candidate set will result in a higher risk of selecting malicious
nodes in the candidate set. In this situation, as shown in Chapteifd] malicious nodes
can significantly decrease the performance of OR protocols. To defend against attackers,
we propose a packet salvaging mechanism through which nodes in the candidate set can

follow an appropriate candidate coordination mechanism, and significantly nullify the
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effects of attacker nodes by saving dropped packets.

5.1.1 Preliminaries

In this chapter, similar to Chapter the Discrete-Time Markov Chain (DTMC) is
used for modeling an OR-based wireless mesh network. The proposed model operates
under the assumption that nodes in the candidate set follow the perfect coordination
algorithm [61]. As explained in [25], perfect coordination allows the actual relay node in
the candidate set to send a notification to all other candidates, as well as the previous-hop
node. This will prevent duplicate transmissions of data packets. Regarding the modeling
tool, DTMC is a state machine, in which the states are connected to each other via edges
weighted by probability values. Such values demonstrate the probability of transitioning
from one state to the other. It has been shown in [61] that DTMC is an appropriate
tool for modeling OR-based wireless mesh networks, for many reasons. First, DTMC is
a memoryless system meaning, that the transition from the current state is independent
of previous states. This situation is similar to OR protocols, in which a packet must
be forwarded to the destination once it reaches an intermediate node, regardless of the
previous hops. Second, transitioning between states of the DTMC is determined using a
probability value. To illustrate, we offer an analogy of node packet transmission in OR
protocols. According to the priority of nodes in the candidate set, as will be discussed
in greater details in Section [5.1.2] each candidate can be assigned a probability to act as
the actual relay node. Third, the DTMC is composed of transient and absorbing states.
If the state machine transitions to one of the transient states, it will further shift to
other states. However, transitioning to absorbing states will result in the state machine
remaining in such states, and no further transitions will take place. Transient states can
be mapped to intermediate nodes in OR protocols, whereas absorbing states simulate
either the arrival of a packet at its final destination, or the failure of a packet to arrive
due to the unreliability of links [61].

Furthermore, as discussed in Chapter [4] it is possible to model the existence of ma-
licious or uncooperative nodes in OR protocols. For example, Fig. shows a simple
scenario of a wireless network modeled with DTMC, where nodes form a linear topol-
ogy. In this example, each state in the DTMC is shown using a tuple in the form of
(ID, ReTz). ID represents the identifier of a node and ReT'x stands for the number

of retransmissions that occurred in that node. Furthermore, state (4,0) is an absorbing
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Figure 5.1: An example of modeling OR, protocols using DTMC in presence of malicious

nodes

state regarding malicious nodes. This means a node with ID=4 does not collaborate in
the packet forwarding process. For simplicity, only one transmission of packets has been
depicted in Fig.[5.1] and retransmissions have not been shown. Greater details regarding
this model and its performance evaluation can be found Chapter [l In short, the model
proposed in Chapter [4] represented that malicious nodes can significantly decrease the
performance of OR protocols. Therefore, it would be very interesting to study how OR
protocols can be applied in hostile environments, and how such protocols can cancel the
effects of malicious nodes. This has motivated us to propose a DTMC-based model, with

the purpose of salvaging data packets dropped by malicious nodes.

5.1.2 Proposed Packet Salvaging Model

The proposed model functions under the assumption that nodes follow the perfect coor-
dination mechanism. Upon transmission of a data packet, this assumption conveys that
the relay node sends a notification to other candidates to prevent repeated forwarding.
However, this also creates a possibility for malicious nodes to discard or corrupt a data
packet, and send false acknowledgments. The idea of the proposed analytical model in
this chapter is to study how the set of candidates can save packets that are maliciously

dropped or manipulated by attacker nodes. More precisely, it is assumed that nodes in
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the candidate set will follow perfect coordination, while promiscuously listening to the
wireless channel. Therefore, candidates will be able to monitor one anothers’ behavior
with greater efficiency, and discover any misbehavior accordingly. In fact, in OR pro-
tocols, candidate nodes will be given the chance to forward packets according to their
priority in the candidate set. If a node prevents or corrupts the forwarding of a packet,
all of the lower-priority candidates will notice this misbehavior, and will have a chance to
salvage this packet by forwarding it towards the destination. In summary, if benevolent
candidates ratify that a higher-priority candidate is acting maliciously, they can form a
chain of backup candidates, and try to salvage the corrupted data packet. In this chapter,
this packet salvaging mechanism and the consequences of utilizing it in a wireless mesh
network has been modeled and studied using DTMC.

The State Set in the Proposed DTMC

Considering that DTMC is used as a modeling tool in this chapter, the first step is to
define the set of states creating the Markov chain. In the proposed model, three different

types of states are defined and created as follows.

e Regular transient states: Regular transient states are related to benign interme-
diate nodes, which receive data packets and collaboratively forward them towards
their destination. Similar to the model demonstrated in Chapter [d Each state in
this category is recognized using (I D, ReT'z) tuple, which demonstrates the current
node’s identifier, and the number of retransmissions taken place in this node on

the same data packet.

e Malicious transient states: Malicious transient states are related to malicious
nodes. Each state of this class is represented using a different tuple in the form of
(ID, Selector). This tuple demonstrates the identifier of the malicious node, along

with the identifier of the node that has selected this malicious node as a candidate.

e Absorbing states: The proposed packet salvaging model consists of three different
absorbing states known as Fail, Drop, and Dest. The Fuail state shows a packet
that has been transmitted or retransmitted for the number of allowed repetitions.
Consequently, this packet is not going to be further considered for routing, and
should be eliminated from the network. This is modeled in the proposed DTMC

by transitioning from a transient state to Fail. Drop represents a packet drop by
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Figure 5.2: An example of the proposed packet salvaging model

one of the malicious nodes. More specifically, if a packet is dropped or corrupted
by one of the malicious nodes and no candidate is able to salvage this packet, the
DTMC will shift to the Drop state. Finally, Dest is an absorbing state representing

the successful arrival of a packet to its final destination.

Regarding the creation of the proposed DTMC-based analytical model, two different
network scenarios are considered and examined. The first scenario demonstrates a net-
work containing a single malicious node, whereas the second one takes into account the
existence of multiple malicious nodes in the network. Details of such scenarios and their

representation is found following in this subsection.

Scenario 1: Modeling a Single Malicious Candidate

Once the set of states in the Markov chain are known, the next step is to recognize the
probability of transitioning between such states. For this purpose, although the proposed
model is independent of any network topology or candidate selection algorithm, a simple

scenario is created and explained, as shown in Fig. In this scenario, 6 nodes exist in



A Packet Salvaging Model to Improve the Security of OR 100

the network located on a linear topology, wherein each node selects a maximum of three
candidates, and candidates closer to the destination are assigned a higher priority in the
candidate set. Furthermore, state (.5, 0) shows the source node, state Dest demonstrates
the destination, and node with I D = 4 is the only malicious node in the network. This
malicious node receives data packets from its candidate selectors, for example, nodes
with ID = [1,2,3], and either corrupts or eliminates all of them from the network.
On the other hand, as mentioned earlier in this section, malicious transient states are
created according to the number of nodes that select malicious nodes as their candidates.
Therefore, three different malicious transient states are created in the proposed DTMC
shown as (4,1), (4,2), and (4,3). However, considering node 1 as a candidate selector,
it is worth noting that there are two candidates, say nodes 2 and 3, other than the
malicious node having been selected as candidates for node 1. In the depicted scenario,
such nodes have a lower priority than node 4 in the candidate set. Therefore, they can
actively monitor the behavior of node 4, and react once an attack is detected. More
precisely, nodes 2 and 3 can act as backup candidates, and can salvage packets dropped
or maliciously manipulated by node 4. This process is shown in Fig. using dashed
arrows, which represent a transition from malicious transient to regular transient states.
Such arrows show that lower-priority candidates can rescue packets dropped by higher-

priority malicious candidates.

Scenario 2: Modeling Multiple Malicious Candidates

In OR-based wireless networks that are applied in hostile environments, it is possible
for multiple malicious nodes to be selected in the candidate set of a specific relay node.
This scenario has been depicted in Fig. [5.3] where two malicious nodes, say nodes with
ID = [3,4], are selected in the candidate set of node 1. In this situation, node 3 will
be selected as a candidate for nodes [S, 1, 2], and node 4 will be selected as a candidate
for nodes [1,2,3]. Considering node 1 as a relay node, this node selects nodes with
ID = [2,3,4] as its candidates. Therefore, if a packet transmitted by node 1 is captured
by node 4, it tends to eliminate the packet from the network. On the other hand,
according to the proposed packet salvaging model, lower-priority candidates will have
an opportunity to salvage this packet. However, node 3 is also a malicious node that
prevents collaborating in packet forwarding, but also does not contribute to the packet

salvaging process. This means that it is not required to create state (4, 3) in the proposed
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Figure 5.3: An example of the proposed packet salvaging model when multiple malicious

nodes are selected in the candidate set

DTMC. Consequently, the only possible savior for packets sent by node 1 will be node 2.
In Fig. [5.3] this is shown using a dashed arrow from state (4,1) to state (2,0). Similarly,
the proportion of packets sent by node 2 that do not reach the destination will be
completely lost from the network. This is due to the fact that nodes with ID = [3,4]
are both malicious nodes, which do not transmit or salvage packets for node 2.

In summary, according to the priority of nodes in the candidate set, backup candidates
can start the process of packet salvaging until the packet is saved. If no backup candidates
exist or such nodes are unable to save the packet, it will be removed from the network
unless a retransmission takes place by the previous-hop node. The following subsections
include greater details of the proposed model, and demonstrate how the probability of

transitioning between states in the Markov chain is calculated.
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The General Architecture of the DTMC State Transitions

Fig. shows a different representation of transitions that can take place for a single
packet in the proposed DTMC until it reaches one of the absorbing states. More precisely,
once a packet is transmitted by the source node, according to the priority of nodes in
the source’s candidate set, and also based upon the probability of link delivery between

the source and its candidates, one of the following cases might occur.

The packet is dropped
by a malicious candidate, and is
NOT salvaged

Malicius
Transient

The source node States

transmits a packet

/ The packet is captured
The packet is dropped by a malicious candidate

by a malicious candidate, and is

salvaged by a back up candidate

The source node
transmits a packet Regular
Transient

States

~ The packet is failed
after maximum retransmissions

The source node
transmits a packet
The packet is received
to the destination

The packet is transmitted
by a benign node, and is received
by another one

Figure 5.4: The general architecture of transitions between states of the proposed DTMC

for a single packet

e Reaching a malicious candidate: If a malicious candidate receives the packet, it
simply drops or manipulates the packet, and notifies other candidates and the source
node that it has forwarded the packet. This has been shown in Fig. as a transition
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between the source node and a node corresponding to malicious transient states. How-
ever, lower-priority candidates might recognize this misbehavior, and tend to salvage
the packet by forwarding it one hop closer to the destination. Therefore, a transition
can take place between malicious transient and regular transient states. On the other
hand, if no back-up candidate exists in the set of candidates, or back-up candidates do
not realize this misbehavior, the dropped packet will be permanently eliminated from
the network. This fact is shown using a transition between malicious transient states

and the Drop state.

e Reaching a benign candidate: If a benevolent candidate receives the generated
packet, according to its priority in the candidate set, it forwards the packet to its
candidate set and notifies other nodes of this transmission. In this case, the packet
might reach another benevolent candidate, a malicious candidate, the final destina-
tion, or it might be failed after performing the maximum number of retransmissions.
Such occurrences have been visualized using transitions from regular transient to reg-
ular transient, to malicious transient, to the Dest, or to the Fail states in Fig.

respectively.

¢ Reaching the final destination: In some situations, the distance between the source
and the destination nodes might be insignificant. Therefore, according to the candidate
selection algorithm, the destination node might be selected as a candidate for the
source node. In this situation, if the destination receives the packet generated by the
source, no more interaction between nodes needs to occur; this has been shown using
a transition from Source state to the Dest in Fig.

Markov Transition Probability Matrix

After creating the states of the Markov chain and recognizing different transitions be-
tween states, the transition probability matrix of Markov process should be created.
Transition probability matrix P is a stochastic matrix containing the probability of tran-
sitioning between different states in the state machine. Generally, P is composed of four
sub-matrices as shown in Equation [5.I} and explained in Chapter [4] where Q includes
the probability of transitioning between transient states; R contains the probability of
transitioning between transient and absorbing states; @, that is filled with zero values,

encompasses the probability of shifting from absorbing to transient state, and I, which
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Figure 5.5: The transition probability matrix schema in the proposed model

is an identity matrix, contains the probability of transitioning between absorbing states.

Q R
g I

P= (5.1)

However, regarding our proposed model in this chapter, the transition probability
matrix Py, «n, needs to be investigated in greater detail. As shown in Fig. [5.5] matrices
Qngxn and RNst have specific representations in the proposed Markov chain. More
precisely, matrix Q is composed of four sub-matrices known as TT N, xn;, TMn, Ny,
MTy,, xn,, and MMy, «n,,- TT accommodates values that indicate the transition prob-
ability between regular transient states, while TM shows the probability of shifting from
regular transient to malicious transient states. Sub-matrix MT includes the probability
of changing the state from malicious transient to regular transient states, and finally,
MM that is filled with zero values, contains the probability of transitioning between
malicious transient states.

Similarly, matrix R is composed of two sub-matrices represented as TA and MA.
TA contains the probability of shifting from regular transient to absorbing states, and
MA shows the probability of changing the state from malicious transient to absorbing
states. For example, in Fig. , the probability of transitioning between states (1,0)
and (2,0) will fit in matrix TT; however, the transition probability between states (4, 1)
and (3,0) will be stored in matrix MT. Table[5.1| contains examples of the distribution of
probability values in different sub-matrices, based upon Fig. 5.2 Regarding dimensions
of different sub-matrices, Nr demonstrates the number of regular transient states; Ny,

accounts for the number of malicious transient states; Ng = Np + Njs represents all
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Table 5.1: Examples of transition probability matrix values

From State | To State | Matrix
(1,0) (2,0) TT
(1,0) (4,1) ™
(4,1) (3,0) MT
(3,0) Dest TA
(1,0) Fail TA
(4,1) Drop MA

transient states, and considering only three absorbing states, Np = Ng + 3.

In DTMC, upon creating the state machine and recognizing the set of transitions be-
tween states, it should be possible to calculate all transition probabilities. More precisely,
all elements of P should be recognized and calculated. Figs. and show the open
form of matrices Q and R where pEZ}?,) demonstrates the probability of transitioning
from state (7, 7) to (i, 7'). In order to calculate elements of P, different rules are defined

according to various sets of transitions, as follows.

e Transitioning from a regular transient state to a state representing the
highest-priority candidate: This rule indicates a transition from a regular transient
state to another state in which the node is the highest-priority candidate, say ¢y, in
the candidate set. For example, in Fig. , the element p&?; is determined using this
rule since node with I D = 4 is the highest-priority candidate for node with ID = 1.
Generally, this value is calculated according to the link delivery probability between a
node and its highest-priority candidate as shown in Equation [61].

pelo = prob™ (i, cy) (5.2)

e Transitioning from a regular transient state to states demonstrating lower-
priority candidates: Similar to the model introduced in Chapter {4} this rule is used
to define the probability of passing from a regular transient to a state representing
a node other than the highest-priority candidate. For instance, in Fig. , pgi:gg is
calculated using this rule. Basically, according to perfect coordination, lower-priority

nodes in the candidate set operate on condition that no higher-priority candidate
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receives the packet. Therefore, such elements are calculated using Equation [5.3]

pi’io = prob"™ (i, c,) x xl_[l(l — prob"* (i, ¢,)) (5.3)
t=1

e Transitioning to a state representing a retransmission or to the fail state:
In OR protocols, as explained in Chapter [2| Section [2.1] when a packet is transmitted,
there is a chance that none of the candidates receive it. In this case, the sender
node tends to retransmit the packet for a number of predetermined repetitions; this is
when the state machine shifts to a retransmission state. If no candidate receives the
packet after the maximum number of retransmissions, the packet is discarded from the
network. This demonstrates a transition to the Fail state. Equation shows how

the probability value related to such transitions are calculated [61].

ncand

Pty =1—="3" piy (5.4)
t=1

e Transitioning from a malicious transient to a regular transient or Drop
state: This rule is used to calculate the probability of transitioning from a malicious
transient to a regular transient or the Drop state. More precisely, it is used for sal-
vaging data packets by lower-priority nodes in the candidate set. In fact, when a
packet is transmitted, if a malicious candidate drops or maliciously manipulates it and
sends a false acknowledgment, all lower-priority nodes in the candidate set will have
the possibility of recognizing this misbehavior, and will be able to salvage the packet
accordingly. Similar to packet forwarding, however, packet salvaging is also conducted
according to the priority of nodes in the candidate set. In the proposed model, the
highest-priority packet survivor will be the first benevolent node after the malicious
one in the set of candidates. Furthermore, the probability of salvaging a packet will be
equivalent to the link delivery probability between the malicious node and the highest-
priority survivor; this value is calculated using an equation similar to Equation [5.2]
For example, the probability of transitioning from state (4, 1) to state (3,0) will be cal-
culated according to this rule since node with I D = 3 is the first benevolent candidate
for node with I D = 1 after the attacker node with I D = 4.

Similar to the packet forwarding process, other lower-priority benign candidates can

contribute to the packet salvaging process according to a probability that is calculated
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using an equation similar to Equation [5.3] In the proposed model, all elements of

matrix MT are calculated following these two rules.

In the end, if a malicious node drops a packet and no benign node can salvage it, the
packet will be discarded from the network. In our proposed DTMC, this is represented
by shifting from a malicious transient to the Drop state. The probability of this
transition is calculated using an equation similar to Equation [5.4] This final rule is

used to populate the elements of sub-matrix MA.

e Transitioning to absorbing states: In a DTMC, the final transition occurs between
a transient and one of the absorbing states. Once such a transition takes place, the
state machine will remain in that state and no more transition occurs. This results in
the creation of an identity matrix represented by I in the transition probability matrix

P.

5.1.3 Extracting Network Parameters from the Proposed Model

The main purpose for developing the proposed analytical model is to extract related
network parameters. For instance, it would be of interest to determine how different
parameters such as packet delivery ratio, drop ratio, hop count, and so forth will be
calculated using the introduced model. In this chapter, a novel method of calculating
delivery ratio, drop ratio, expected number of packet transmissions, and hop count is
introduced. Furthermore, two novel network parameters, known as salvage ratio and
direct delivery ratio, are proposed and calculated accordingly. The following subsections

include greater details regarding the calculation of each parameter.

Packet Delivery, Drop, and Fail Ratio

The initial state of the DTMC in our proposed model is defined in the form of V =
[1,0,0,...,0]. This means the state machine will initially be in a state corresponding to
the source node [6I]. Assuming this initial state, the probability of being in any other
state in the Markov chain after exactly one transmission can be obtained from V x P.
Similarly, the probability of being in any state after 2 transmissions can be obtained
from V x P?2. Finally, V x P" indicates the status of the DTMC after h transitions
between states. Considering that A is a large number, it would be possible to obtain the

probability of a packet reaching its final destination, or the packet delivery ratio, using
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element (0, Dest) of V x P" [61]. Alternatively, it is possible to utilize the fundamental
matrix of the Markov process, as shown in Equation [5.5] In this equation, F represents
the probability of reaching any transient state after an infinite number of transitions. A
full analysis and proof of this feature of absorbing Markov chains can be found in [79).
Finally, it would be possible to calculate the probability of reaching any absorbing state
such as Dest, Drop, and Fuail using F x R. Elements of matrix IF x R show the probability
of successful packet delivery, the probability of packet failure due to unreliable network

links, and the probability of packet drop due to node misbehaviors.
F=(I-0Q) (5.5)

However, apart from the explained approach, another method of calculating the
packet delivery probability is to specifically consider different cases in which a packet can
reach its destination. More precisely, as explained in Section [5.1.3] a packet might be
successfully delivered without experiencing a drop by malicious nodes, and subsequently
a salvage by backup candidates. Moreover, the packet may reach the destination after
being dropped and salvaged exactly once, twice, and so forth. As shown in Equation [5.6]
the process of salvaging a packet is modeled by transitioning from regular transient to

malicious transient, and subsequently from malicious transient to regular transient states.
S =TM x MT (5.6)

Before or after each occurrence of the packet salvaging process, however, multiple
transitions might take place between regular transient states, as shown in Fig.[5.4 These
transitions are shown with matrix [/, as represented in Equation More specifically,
considering only matrix TT, a second version of the Markov fundamental matrix can be
assumed and calculated using Equation Therefore, it would be possible to demon-
strate each step of the packet salvaging, and subsequent transitions between regular

transient states using matrix Y, as shown in Equation [5.8

F' = (I —TT)"" (5.7)

Y = TM x MT x F (5.8)

In the end, Equation formulates the packet delivery process for the proposed
model. The element (0, Dest) of matrix X results in the probability of packet delivery,

or packet delivery ratio.
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X = F x TA+
F' x Y x TA+
F'xY xY x TA+
F'xYxYxYxTA~+..
= Fx(I+Y+Y*+Y+..)xTA
= Fx(-Y)!'xTA

Direct-delivery Ratio

Direct delivery ratio, which is a novel parameter introduced in this chapter, represents the
ratio of packets that have reached the destination without being dropped by malicious
nodes, and subsequently salvaged by backup candidates. In the proposed DTMC, it
would be possible to calculate the direct delivery ratio by considering multiple transitions
specifically between regular transient states, on the condition that the packet finally
reaches its final destination. More precisely, by calculating ' x TA, it would be possible to
obtain the probability of reaching any absorbing state after multiple transitions between
regular transient states. Element (0, Dest) in F/ x TA demonstrates a successful packet
delivery in this situation or direct delivery ratio. It is worth noting that the direct
delivery of packets in the proposed model will be equal to the actual delivery ratio of

packets, if no salvaging mechanism exists.

Salvage Ratio

Salvage ratio, which is another parameter proposed in this chapter, demonstrates how
effectively the proposed packet salvaging model can improve the communication perfor-
mance in hostile environments. More precisely, it represents the proportion of packets
that, first, have been dropped by malicious nodes, then salvaged by backup candidates,
and finally reached their destination. Salvage ratio can be calculated using two different
approaches, as will be discussed in this section, in greater detail. The first method is to
simply calculate the difference between the actual packet delivery ratio, as explained in
Section [5.1.3] and the direct delivery ratio as discussed in [5.1.3] This will result in the
probability of a packet delivery, on the condition that the packet has not been directly

delivered to its destination. In other words, the difference between the actual delivery
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ratio and the direct delivery ratio creates the probability of a successful packet delivery,
given that the packet is definitely dropped, and then salvaged by backup candidates.
The second approach to calculating salvage ratio is to examine several transitions
between regular and malicious transient states in the proposed DTMC using matri-
ces TT, TM, MT, and TA. More precisely, as shown in Equation [5.10] the probability
of salvaging a packet can be obtained from matrix X’ considering one or multiple transi-
tions between regular transient and malicious transient states, on the condition that the

packet is finally delivered to the destination.

X' = F xY x TA+
F'xYxYxTA+ ..
F'xYxYxYxTA+ .. (5.10)
= Fx(Y+Y*+Y+..)xTA
= Fx(I-Y)'=1I)xTA

Expected Number of Transmissions (ETX)

ETX demonstrates the expected number of required transmissions for successfully deliv-
ering a packet to the destination. The focus of OR protocols is to reduce ETX in order
to optimize the consumption of network resources [61]. In a regular DTMC similar to
Fig.[5.1], this can be obtained by calculating the expected value of the random variable X,
where X shows the number of required transitions to reach the Dest state from one of the
transient states. Basically, the probability of reaching an absorbing state in exactly h
transitions can be calculated using Equation [5.11} This represents h — 1 transitions

between transient states, and one transition from transient to absorbing states.

PIX=h=Q" ' xR (5.11)

The expected value of the random variable X, or ETX, can be calculated using
Equation|5.12] given that matrices in the nominator and denominator are divided element
by element [61].
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iz (b x plX = h)

Epotar[ X] = p[X =1]+p[X =2+ P[X =3] + ...

_1IxR+20xR+3Q* xR+ ... (5.12)
N R+QxR+Q2xR+.. '

(I-Q)7?xR _ F*xR
(I-Q)'xR FxR

In the proposed model, however, this method will not result in an accurate value for
ETX. For packets that are dropped and then salvaged, the transition between malicious
transient and regular transient states is counted as one transmission in Equation [5.12]
However, in reality, such transitions in the proposed DTMC do not demonstrate a data
packet transmission. Instead, they are simulated as part of the coordination method
between candidates in OR protocols. In Fig. [5.2] for example, the transition between
states (4,1) and (3,0) should not be considered as a separate transmission when cal-
culating the expected number of transmissions. In order to address this issue, we pro-
pose to calculate the expected number of such extra transmissions using Equation [5.13],
and deduct this value from the previously calculated ETX in Equation [5.12] Basically,
if a packet is directly delivered to the destination, there will be no extra transmis-
sions (h = 0). If it is salvaged only once, there will be one extra transmission (h = 1)

related to the shift from malicious transient to regular transient states, and so forth.

- Sz (h x plX = h])
Eevtra[X] = p[X =0]+p[X = 1] +p[X =

2] + ...

OXF xTA]+[IxF xYxTA[+[2xF xY xY x TA| + ...
[F" x TA]+ [F? x Y x TA] 4+ [F' x Y x Y x TA] + ...

(5.13)

FFxYx(I+2xY+3xY?+..)xTA
Frx (I+Y+Y2+..)xTA

_ FxYx({I—-Y)?xTA
 F'x(I-Y)"!xTA
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Regarding Equation [5.13] it is worth noting that the expected number of extra trans-
missions is conditioned for delivering the packet to its destination. Consequently, the
denominator in this equation will equal to the probability of the packet reaching its final
destination, as shown in Equation 5.9 In the end, the final ETX value will be calculated
using the difference between Fyo[X] and Eepyo[X] as shown in Equation m

E[X] = Etotal [X] - Eeoctra[X] (514)

Hop Count

The hop count is defined as the expected number of hops required for a packet to reach
its destination. As explained in [61], the hop count is calculated considering transitions
between transient states that are related to different nodes. More accurately, transi-
tions related to packet retransmissions should be excluded when calculating hop count.
Therefore, it would be possible to combine all of the states related to packet retransmis-
sions into one single state, and create a new version of the Markov chain. This requires
the recalculation of the transition probability matrix for the new Markov chain. In this
version, each transition takes place between states related to different nodes, with the
only difference that each transition also includes retransmissions. The detailed proce-
dure of creating this Markov chain, and calculating the transition probability matrix, is

thoroughly discussed in [61].

Pey = Do+ Prere X Pelo + (Prera)” X Do + -
= (pZReTx)t X plc’lj,O
t=0
(5.15)
pcz = plcg,O + pll'%eTx X pf:f,o + (pi%eTm)2 X p?j,O + ..
K ..
. —
= (p,;%eTm) X pclj-,O
t=0
Equation demonstrates how the probability of transitioning between different
states is calculated in the new Markov chain. It is worth noting that calculation of
transition probabilities depends upon the number of nodes in the candidate set, as shown
in Equation m In this equation, p'_,, is the probability of a packet retransmission by

node ¢, and is calculated using Equation . Similarly, pi’lj’o and piio are extracted
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from Equations and 5.3 respectively [61]. Finally, p. and p. are the probability of
shifting from node i to its highest-priority candidate, say ¢;, and its other candidates,
shown as ¢, in the new Markov chain. Upon creation of the new Markov chain and
calculating all probability values, the hop count can be calculated using the expected

number of transmissions between the source and the destination, say E'TX, as explained

in Section B.1.3]

5.2 Performance Analysis

This section includes a performance evaluation on the proposed model. For evaluation
purposes, the introduced analytical model has been implemented using Java program-
ming language. Furthermore, experiments have also been performed using network simu-
lation. Network simulator (ns-2.35) [68] has been used as the simulation tool. Performing
experiments, both analytically and using simulation, provides the possibility of compar-
ing and verifying obtained results. In addition, all results are extracted from an average
of 100 executions, considering 95% confidence intervals. In each execution, the distri-
bution of nodes in the network field is randomly changed, while other parameters are
kept invariant. Section [5.2.1]describes network setting parameters, whereas experimental
results are reported in Section [5.2.2]

5.2.1 Network Scenario

In this section, different network parameters are reported by changing important vari-
ables such as the number of malicious nodes in the network, the maximum number of
candidates in the candidate set, and the maximum number of permitted retransmissions.
Moreover, although the proposed packet salvaging model is a general and comprehensive
model applicable in any OR algorithm, EXOR protocol [12] has been selected as the
case study for performing experiments. In order to demonstrate the effectiveness of the
proposed model, all of the results are compared with a baseline protocol. The base-
line model is basically similar to the proposed model, with the only difference that no
packet salvaging takes place for this algorithm. A schema of the DTMC for the baseline
protocol is represented in Fig. 5.1} This protocol has been discussed in greater details
in Chapter [4

As discussed in Section however, the proposed model is created considering



A Packet Salvaging Model to Improve the Security of OR 115

Table 5.2: Simulation parameters

Parameter Value
Propagation Model Shadowing
MAC 802.11
Number of Nodes 40
Field Size 500 x 500 m?
Data Payload Size 512 bytes
Maximum Number of Candidates 1to6
Number of malicious nodes 0 to 15
Maximum number of retransmissions | 0 to 6
Transmission Rate 5 Packets/Second
Coordination Delay 15 Milliseconds
Simulation Time 1800 Seconds

the quality of links between nodes. Therefore, following [60], in order to model the
existence of channel obstructions and path loss, the shadowing propagation model has
been utilized in the experiments. More accurately, the quality of links between nodes in
the shadowing propagation model is determined as a function of the distance between
nodes, the path loss exponent, and so forth. More details of calculating the link delivery
probability between nodes can be found in [68] and [60].

Table shows the list of parameters used in experiments. In all of the evaluations,
one stream of source-destination data flow has been modeled in which the source node is
located at the bottom-left corner of the network field, whereas the destination is located
at the top-right corner. Other nodes are randomly distributed in the environment. This
provides the possibility of creating the longest possible distance between the source and
the destination nodes in the simulated scenario. Performance evaluations are done in a
network environment of size 500 x 500 m? that contains 40 nodes. IEEE 802.11 has been
selected as the MAC layer, and the time of simulations is 1800 seconds. Regarding the
rate of generating data packets, the source node generates packets of size 512 bytes at
the rate of 5 packets per second. As explained in the following subsections, the maximum
number of candidates, the number of malicious nodes in the network, and the maximum

number of retransmissions are variables in various scenarios.
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5.2.2 Evaluation Results

This subsection includes an extensive set of experimental results for the proposed model.
In fact, Section compares the results of the analytical model against simulation

results, whereas Sections [5.2.2 and [5.2.2] contain three-dimensional graphs representing

results of baseline and proposed protocols using the analytical approach.

Analytical versus Simulation Results

Fig. visually compares analytical versus simulation results for two different scenarios,
considering the effects of changing the number of malicious nodes and the number of
candidates. Furthermore, three different parameters including packet delivery ratio, drop
ratio, and salvage ratio have been selected and examined. The set of figures on the left
demonstrates the effects of changing the number of malicious nodes when the maximum
number of candidates is 3, whereas the right-side plots show the effects of the number
of candidates when 8 malicious nodes exist in the network. As observed, in all of the
plotted figures, simulation results prove to be considerably close to analytical results.

The two figures at the top show the packet delivery ratios. As observed, by increasing
the number of malicious nodes, the packet delivery ratio decreases. However, the trend of
this decrease for the baseline protocol is considerably higher than the proposed salvaging
model, such that the delivery ratio is almost 40% higher in the proposed model, when
the number of malicious nodes is 8. This conveys how effectively backup candidates
are able to nullify the effects of the attacker nodes. On the other side, as represented
in the top right plot, increasing the number of nodes in the candidate set leads to the
higher efficiency of the proposed model. For instance, when the maximum number of
candidates is 6, the delivery ratio of packets for the proposed model is about 80%. This
is reasonable, because including a higher number of nodes in the candidate set will result
in a higher probability of packet salvaging, which subsequently leads to a higher delivery
ratio. In the baseline protocol, however, no significant change is observed in the delivery
ratio when the number of candidates increases.

Similarly, the two figures in the middle represent the drop ratio of packets for both
scenarios. As shown, the drop ratios in both protocols increase by increasing the num-
ber of malicious nodes. However, the slope of this increase for the proposed model is
considerably smaller than the baseline algorithm. Moreover, increasing the number of

nodes in the candidate set will reasonably result in a smaller drop ratio in the proposed
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Figure 5.8: Analytical versus simulation results

model. As mentioned earlier, this is due to the fact that a higher number of candidates
will result in the salvage of a greater number of packets.

Finally, the salvage ratio for the proposed model is depicted in the last two figures.
By increasing the number of malicious nodes, it is interesting to see that the salvage
ratio of packets for the salvaging model increases up to a certain level, and decreases
afterwards. The reason is that the salvaging model can resist against malicious nodes up
to a certain level, when there is a sufficient number of backup nodes in the candidate set.
However, increasing the number of malicious nodes will result in a smaller number of
backup candidates, and finally, a smaller delivery ratio. On the other hand, as shown in
the bottom right figure, increasing the number of candidates results in a greater salvage

ratio in the proposed model.
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Effect of Candidates

This subsection includes three-dimensional figures representing the effects of changing
both the number of malicious nodes, and the number of candidates using the proposed
analytical model. Fig.[5.9shows the trend of changes in the delivery ratio. As shown in
Fig. and mentioned in Section [5.2.2] increasing the number of malicious nodes will
result in a higher decrease in the delivery ratio of the baseline protocol compared to the
salvaging protocol. Increasing the number of candidates, however, will assist in salvaging
a significant number of dropped packets and, as a result, lead to a greater packet delivery

ratio.

Baseline Protocol Salvaging Protocol
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Figure 5.9: Delivery ratio for baseline and proposed protocols when the maximum number

of retransmissions is 3

Furthermore, Fig. [5.10] compares the drop ratio of the proposed salvaging model
and the baseline protocol. As observed, the salvaging model can effectively control the
negative effects of malicious nodes. More precisely, the drop ratio of packets for the
baseline protocol rises by increasing the number of malicious nodes, regardless of the
number of candidates. The reason is that although increasing the number of candidates
assists in a more reliable OR protocol, the probability of selecting a malicious candidate
also increases. Regarding the proposed salvaging model, however, the increase in the
drop ratio is smaller compared to the baseline algorithm; in addition, an increase in the
number of candidates helps decrease the drop ratio significantly.

Similarly, Fig. shows the expected number of transmissions (ETX) for both
baseline and proposed protocols. As observed, the ETX value for both protocols slightly



A Packet Salvaging Model to Improve the Security of OR 119

Baseline Protocol Salvaging Protocol

Drop Ratio

oooo00000
olnehnoumo-
cooooo000
oZNhoraoumo-

Figure 5.10: Drop ratio for baseline and proposed protocols when the maximum number

of retransmissions is 3

decreases, as the number of malicious nodes increases. The reason is that with a higher
number of malicious nodes, such nodes will not collaborate in packet forwarding, and
the delivery ratio will decrease. In this situation, if a packet reaches the destination, it
should have travelled from a secure and reliable path; also, using reliable paths results in
a smaller number of transmissions and retransmissions between nodes. Furthermore, the
ETX value for the proposed model is slightly lower than the baseline protocol. The reason
is that in the baseline protocol, most of the packets are dropped by malicious nodes.
Packets that reach their destination, however, must be transmitted or retransmitted by
benevolent candidates when it is necessary to do so. In the salvaging protocol, on the
other hand, a considerable ratio of packets are salvaged and reach their destination.
Salvaging a packet will not only improve the delivery ratio but will also progress packets
one hop closer to their destination. This results in a smaller overall ETX of the salvaging
protocol. Increasing the number of candidates, on the other hand, will decrease the
chance of packet loss, and subsequently the need for a higher number of retransmissions.
Therefore, the ETX value decreases while the number of candidates increase in both
protocols.

In addition, as shown in the lowest two graphs in Fig. [5.12] the hop count in send-
ing packets increases in accordance with the number of candidates. This is reasonable
because a higher number of candidates will increase the flexibility of creating longer but

more reliable routes towards the destination. Therefore, a smaller number of packets
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Figure 5.12: Hop count for baseline and proposed protocols when the maximum number

of retransmissions is 3

will get lost, due to path loss and channel obstructions. This, however, will lead to an
increase in the hop count value in both protocols.

Fig. [5.13| shows the salvage ratio of packets for the proposed model. As observed, the
salvage ratio escalates up to 60% by including a higher number of nodes in the candidate
set. Similarly, by increasing the number of malicious nodes, a higher number of packets
are dropped, and consequently, a larger number of packets are salvaged. However, if
the number of malicious nodes is too high, the number of backup candidates decreases

in the candidate set, which leads to a decrease in the salvage ratio. As explained in
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Section [5.1.3] the direct delivery ratio of the proposed model reasonably shows the same

results as the delivery ratio of the baseline protocol.
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Figure 5.13: Salvage ratio for the proposed model when the maximum number of re-

transmissions is 3

Effect of Retransmissions

This subsection studies the effects of changing the maximum number of retransmissions
on different network parameters, when the number of candidates is limited to 4. As
observed in Fig. [5.14] increasing the number of attempts to retransmit a packet has a
significant effect in the delivery of packets to their destination for the proposed salvaging
protocol. Regarding the baseline algorithm, this increase is effective only when the
number of malicious nodes is negligible. For example, with 5 attackers or more, the
delivery ratio of the baseline protocol does not significantly change by increasing the
number of retransmissions. Furthermore, it is obvious that the salvaging protocol has a
higher delivery ratio compared to the baseline algorithm.

Similarly, the trend of changes in packet drop ratio for both protocols is shown in
Fig. [5.15] As observed, the negative effects of malicious nodes on the baseline protocol
is much more noticeable than the proposed salvaging mechanism. This represents that
the proposed model is proportionally capable of defending against malevolent entities.
In addition, it is interesting to see that increasing the number of retransmissions does
not have a considerable effect on the drop ratio of either protocols.

Fig. [5.16] visualizes the effects of the number of retransmissions on ETX. Logically,

increasing the number of retransmissions results in an increase in the expected number
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Figure 5.15: Drop ratio for baseline and proposed protocols when the maximum number

of candidates is 4

of required transmissions to send packets to the destination. This occurs because pack-
ets will have a higher chance of reaching their destination, but in a higher number of
transmissions. This is shown in Fig. [5.16] for both baseline and proposed protocols. In
addition, as explained in Section [5.2.2] including a higher number of malicious nodes in
the network will result in a slightly lower ETX for both protocols.

Fig. demonstrate the effects of changing the number of retransmissions on hop
count. As observed in both baseline and the proposed protocols, a higher number of

retransmissions does not have a noticeable effect on hop count. This is normal in that
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Figure 5.17: Hop count for baseline and proposed protocols when the maximum number

of candidates is 4

increasing the number of retransmissions escalates the probability that a packet will

reach its destination. However, since retransmissions take place in the same node, the

hop count does not significantly change with more retransmissions. In contrast, including

a greater number of malicious nodes in the network will result in a decrease in hop count.

The reason for this decrease is that by increasing the number of attackers, a large number

of packets are grabbed and discarded by such nodes. On the other hand, packets that

travel from longer paths will have a higher chance of being dropped by malicious nodes.

This conveys that successfully delivered packets should have travelled from shorter paths
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to be safe from being captured by attackers.

Q

Finally, the salvage ratio of packets for the proposed model is presented in Fig. [5.1§]
As explained earlier in this section, increasing the number of retransmissions leads to an
increase in the salvage ratio. On the other hand, increasing the number of malicious nodes

initially rises the salvage ratio, and results in a decrease of this parameter afterwards.
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Figure 5.18: Salvage ratio for the proposed model when the maximum number of candi-

dates is 4

Communication Overhead

In this subsection, we provide an analysis on the overhead of the proposed protocol.
The evaluation is performed in terms of the number of generated coordination messages
between candidates. In fact, when a node in the candidate set forwards a message, it
broadcasts an acknowledgment control packet to notify other candidates of this transmis-
sion. By receiving such a coordination message, other candidates prevent forwarding the
corresponding data packet. In our simulations, we divide the total number of transmitted
control packets in the network by the number of generated data packets to obtain the
coordination overhead. In fact, the coordination overhead is calculated for all generated
packets, although some might be dropped by malicious nodes or discarded due to the

unreliability of links.
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Figure 5.19: Communication overhead between candidate nodes

Fig. [5.19 visualizes the overhead caused by candidates for the network scenario ex-
plained in Section [5.2.1, when 8 malicious nodes exist in the network. As observed,
increasing the number of candidates results in a higher number of coordination mes-
sages. However, it should be noted that this increase is acceptable considering the hop
count and number of retransmissions taking place. For example, when the number of
candidates is 5, the average number of coordination messages is about 26 for the entire
path between the source and the destination. Furthermore, as shown in Fig the hop
count of delivering packets to their destination is around 7.5 and a maximum of three
retransmissions are allowed to take place. Therefore, on average, about 3.5 coordination
messages are generated in each hop, considering all retransmissions. As a result, although
coordination packets are small in size and do not carry data, delivering a higher number
of data packets to their destination in a more reliable network is achieved by transmit-
ting a higher number of such messages. This trade-off can be justified considering various

requirements for different applications.

5.3 Summary

In this chapter, we introduced a novel packet salvaging mechanism that benefits from
the redundancy of nodes involved in each hop of OR protocols. The proposed model
represented how benign nodes in the set of candidates can collaborate with each other,
and salvage data packets that are maliciously dropped or manipulated by attacker nodes.
The Discrete-Time Markov Chain (DTMC) was adopted as the modeling tool in the
proposed model. Using DTMC, a model was proposed that shows how backup nodes in
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the candidate set can effectively collaborate with each other and salvage data packets.
Furthermore, we introduced a novel method of calculating different network parameters
including delivery ratio, drop ratio, ETX, and hop count, as well as two new parameters
known as salvage ratio and direct delivery ratio. In addition, although the proposed
model is a general approach independent of any OR protocol, the introduced model was
implemented as an extension to EXOR [I2] protocol, and extracted analytical results
were verified by network simulation. Performance evaluation results represented that
the proposed model is effectively able to handle the transmission of packets to their
destination. In fact, comparing the results with a baseline algorithm demonstrated that
the proposed model is able to more efficiently resist against malicious nodes. More
precisely, a larger number of packets are salvaged, and a smaller number are dropped by
malicious nodes in the introduced protocol. Furthermore, it was observed that increasing
the number of nodes in the candidate set, and the number of allowed retransmissions,
can considerably boost the performance of the proposed model when delivering packets
to their destination. This improvement is achieved with the cost of generating a greater

number of coordination messages between candidates.



Chapter 6

Conclusion and Future Work

Dealing with security obstacles of wireless networks is highly significant. In this thesis,
we focused on trust management and security analysis protocols for OR-based wireless
networks. In fact, after providing an introduction and defining the problem statement in
Chapter [I], we studied the state of the arts in the areas of OR protocols, security chal-
lenges in wireless networks, and trust management schemes in Chapter 2] Furthermore,
a classification and comparison of different security solutions provided specifically for OR
protocols was provided in Chapter 2l A summary of major contributions of this thesis,
that are all focused on trust and security analysis of OR protocols, is presented in the

following paragraphs.

e Due to the high importance of trust management protocols, we proposed a novel
trust model to deal with malicious nodes in OR-based wireless networks. More
specifically, the introduced model is customized to benefit from both the reliability
of OR protocols and the security of trust managements schemes. In this protocol,
three different candidate selection metrics were proposed, considering different im-
portant aspects such as trust value of nodes, reliability of links, and geographical
location of neighboring nodes. These metrics, that are called RTOR, TORDP, and
GEOTOR, enable nodes to select their candidates based upon different applica-
tions requirements and environments. Furthermore, A novel watchdog mechanism
was proposed and applied in the proposed trust model, that is specifically devel-
oped for OR protocols. The results of conducted simulations demonstrated that
the proposed trust model can effectively act against malicious nodes by recognizing

and excluding them from the network.

127
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e As an extension to the developed trust model, that uses only direct interactions
between nodes for trust calculation, a variation of the introduced scheme was de-
signed in Chapter [3 that utilized both direct and indirect interactions. In fact,
when nodes calculate or recalculate trust value of their candidates, they send rec-
ommendation packets to their neighbors and share their experience with them.
Furthermore, considering perfect coordination between nodes, a variation of the
proposed watchdog mechanism was developed that can be applied in any OR pro-
tocol regardless of the maximum size of candidate set. Results of performance
evaluations demonstrated that this protocol can efficiently nullify negative effects

of malicious nodes.

e Apart from the introduced trust management system, we developed an analytical
model in Chapter [4 that assists in evaluating the performance of a wireless net-
work more accurately. In fact, we utilized Discrete-Time-Markov-Chain (DTMC)
to show the existence of malicious or uncooperative nodes in an OR-based wireless
network. Moreover, a new network parameter was introduced and extracted from
the developed DTMC, creating the possibility of calculating the ratio of dropped
packets by malicious nodes more accurately. Since the introduced model is a com-
prehensive and general approach that is independent of any specific OR protocol, it
was implemented and applied to four different well-known OR protocols including
EXOR, POR, DPOR, and MTS. In continue, various related network parameters
were extracted and calculated from the proposed model for all protocols using both
analytical approach and network simulation. A comparison of analytical versus
simulation results demonstrated that the introduced algorithm is able to efficiently
represent the behavior of OR protocols, when malicious or uncooperative nodes

exist in the network.

e In Chapter |5, we proposed a packet salvaging model that is an extended version of
the proposed model in Chapter 4] In fact, the idea of the proposed packet salvaging
model is to utilize the redundancy of nodes in the candidate set, and save packets
that are dropped by malicious nodes through the help of backup nodes in the
candidate set. Here too, the DTMC was used as the modeling tool to demonstrate
an OR-based wireless network. In continue, different network parameters were
extracted from the proposed model, and two novel parameters were introduced

known as packet salvage ratio and direct-delivery ratio. Finally, an extensive set
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of both simulation and analytical tests were conducted to assess the efficiency of
the proposed model. Evaluation results demonstrated that the proposed model is
capable of salvaging a considerable proportion dropped packets, when malicious

nodes and packet droppers exist in the network.

6.1 Future Works

Some of the possible future directions of this research are as follows.

e Regarding the proposed analytical model, it is still not possible to defend against
malicious nodes by excluding them from the network. Therefore, it would be
interesting to integrate the concept of trust calculation and management into the
introduced analytical model. As a result, it would be possible to create different
Markov chains in each iteration of the trust calculation process and calculate related

network parameters accordingly.

e The current version of all proposed protocols has been applied to wireless mesh
networks. It would be interesting to customize proposed protocols for other appli-
cations and network environments such as wireless sensor networks. In this case,
energy consumption of nodes should also be involved as a major parameter when
selecting candidates. In fact, one possible future work is to design and evaluate

energy efficient, reliable, and secure OR-based wireless sensor networks.

e In this thesis, all of the proposed protocols and analytical models have been im-
plemented in a static network that lacks node mobility. In fact, introducing the
mobility of nodes will add another level of complexity especially to analytical mod-
els. As part of the future works, it would be interesting to design and develop

analytical approaches that are applicable in mobile ad-hoc and vehicular networks.

e Scalability of network solutions is always an important aspect. For example, consid-
ering the scope of vehicular ad-hoc networks, the system should properly function
in presence of hundreds or even thousands of nodes. As part of the future work,
we aim to perform a more comprehensive set of scalability tests on the proposed
protocols, and design more scalable algorithms in the area of security analysis for

OR protocols.
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e The current version of proposed protocols considers a limited category of security
attacks in the network. In real-world applications, however, a wide variety of
different attacks might take place in the network. As part of the future work,
we would like to introduce different types of security attacks in the network, and
analyse the behavior of network accordingly. In continue, we are planning to make

proposed protocols capable of defending against such misbehaviors.
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